~TRiloGY Emarr

/ /é‘-// 2005 Thru '%8 / 2607

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 06-02-2008 BY 60322uclp/stp/rds




l EOTD) (CON) . , '

From: L (OTD) (FBI)

Sent: ;2007 9:16 A

To: OTD) (CON): ER)
TCON[ OTD)(CON) (OTD) {CON)

Subject: ' FBI's Secret Spyware Tracks Down Teen Who Made Bom

UNCLASSIFIED
NON-RECORD

Our secret is out!!!

hitp://intranet.fbinet. fbi/BreakingNews/DispForm.htm?|D=12626&Source=htt
2fBreakingNews%2fAilltems%2ehtm

%3a%2f%2fintranet%2efbinet%2efbi%

FBI's Secret Spyware Tracks Down Teen Who Made Bomb Threats

Wired.com ALL TNFORMATION CONTAINED

2:00 AM ~ HEREIN IS UNCLASSIFIED

B. Kevin Poulsen DATE 06-02-2008 BY 50322uclp/stp/rds
y Kevin

July 18, 2007

SEATTLE, WA -- FBI agents trying to track the source of e-mailed bomb threats against a
Washington high school last month sent the suspect a secret surveillance program designed to
surreptitiously monitor him and report back to a.government server, according to an FBI affidavit
obtained by Wired News.

The court filing offers the first public glimpse into the bureau's long-suspected spyware
capability, in which the FBI adopts techniques more common to online criminals. The software
was sent to the owner of an anonymous MySpace profile linked to bomb threats against
Timberline High School near Seattle. The code led the FBI to 15-year-old Josh Glazebrook, a
student at the school, who on Monday pleaded guilty to making bomb threats, identity theft and
felony harassment. In an affidavit seeking a search warrant to use the software, filed last month
in U.S. District Court in the Western District of Washington, FBI agent Norman Sanders
describes the software as a "computer and internet protocol address verifier," or CIPAV.

Attachments:

Link to news article


http://intranet.fbinet.fbi/BreakinaNews/DispForm.htm?ID=12626&Source=http%3a%2f%2fintranet%2efbinet%2efbi%25

| BOTD) (CON

From: | : _(SE) (FBI) B

Sent: 2007 2:34 P

To: w(mm (FBI); koTD) (cony| ]
OTD) (FBI

Cc: , (SE) (FBI);L _l(SE) (0GA)

Subject: FW: Associated Press Article

b6
b7C

UNCLASSIFIED
NON-RECORD

LF___|~ below is the news article we ke d containing the CIPAV. 1 am meeting with the judge at 1:30PST and
ope to depioy afterwards. Thanks, .

sA| :
FBI| Seattle - b6

(Fax) b7C

. ALL INFORMATICN CONTAINED b2
HEREIN IS UNCLASSIFIED
DATE R6-02-2008 BY 60322uclp/stp/rds

----- Original MesyTg;;-- b6
From: SE) (FBI) . " DbIC
Sent: 11:18 AM
Subject: a Tess Article

UNCLASSIFIED
NON-RECORD

Here is the email link in the style of the Seattle Times

> .

> . .

> Bomb threat at high school downplayed by local police department

>

> Technology savvy student holds Timberline High School hostage....

>

> Full story:

http://seattletimes.nwsource.com/htmi/nationworld/2003743231 webteensex | 1.html
>

>

> R
>

> TO SUBSCRIBE TO THE SEATTLE TIMES PRINT EDITION

> Call (206) 464-2121 or 1-800-542-0820, or go to

> http://seattletimes.com/subscribe

>

>HOW TO ADVERTISE WITH THE SEATTLE TIMES COMPANY ONLINE
> For information on advertising in this e-mail newsletter,

> or other online marketing platforms with The Seattle Times Company,

> call (206) 464-2361 or e-mail websales@seattletimes.com

1


http://seattletimes.nwsource.com/html/nationworld/20Q3743231
http://seattletimes.com/subscribe

>
> TO ADVERTISE IN THE SEATTLE TIMES PRINT EDITION
> Please go to http://seattletimes.nwsource.com/contactus/adsales
> for information. :

>

> .

> For news updates throughout the day, visit hitp://www.seattletimes.com
>

> ‘

> Copyright (¢) 2007 The Seattle Times Company

> .

> www.seattletimes.com

Here is the full article.

Friday, June 8, 2007

Bomb threat at high school downplayed by
local police depammem

The Associated Press

LACEY Wash. —  Technology savvy student holds Timbertine High School hostage.  The suspect is still unknown
after several bomb threats and 5 days of school evacuations. ~ Anonymous bomb threats  to high schools are a
growing trend in rural America.

Timberline High School is the latest victim in an increasing trend of computer related extortion schemes.  These
schemes all involve a  similar pattern: several threats made over a week by students utilizing technology.  These
threats receive low media attention.  School officials and law enforcement downplay the risk associated with the threats
and disregard pleas from concerned parents and students.

Although similar incidents have occurred in Kentucky, Mlchtgan and Vlrgsma the Timberline threat shows an escalation in
sophistication and computer hacking skills.

[Statistics to come on each threat.  Including: duration of threat, cost estimate for damage, and psychological factors]

The most significant difference with the ~ Timberline threat is the use of My Space and obfuscated emails.  According
to sources at Timberline High School, the subject uses other students’ emails to send the bomb threats, most often going
by the name of "Doug.”  Additicnally, the suspect has set up a My Space page to taunt students.  According to
"Doug", # students have joined the My Space page. A frenzy of students are trying to identify "Doug”, yet none have
succeeded.

inresponse tothe students' race  to identify the suspect, "Doug" comments

[Place comment here]

School officials have given parents and students little assurance of the threats ending soon.  Timberline Principal Dave
Lehnis stated, "While the administration and law enforcement believe the school is safe and secure, we understand if
parents want to keep their students at home and we will work with them to get the homework they need."

The emotional toll on the students can be seen by the significant absentee numbers.  If school officials and law
enforcement are not taking this threat seriously, the parents are.


http://seattletimes.nwsource.com/contactus/adsales
http://www.seattletimes.com
http://www.seattletimes.com

lloTD) (cON)

From: L |(OTD) b6

Sent: 01, 2005 10:33 AM b7C

To: (CTDYCON)| _ JOTD)(CONY| ]
(OTD)(CON) ,

Subject: FW: Denver Search Warrant

SENSITIVE BUT UNCLASSIFIED

RECORD 315Q-DiN-64862

ALL INFORMATION CONTAINED
HERETN IS UNCLASSIFIED

See below for email account to send file DATE 06-11-2008 BY 60322uclp/stp/rds

SSA |
Cryptologic & Electronic Analysis Unit
Digitial Evidence Section, Operational Technology Division

o

f b2

. b6
secure voice bIC
secure fax

-—---Original Message-----

From: b(om (FBD)

Sent: ber 01, 2005 10:30 AM
To: 705

Subject: RE: Denver Search Warrant

SENSITIVE BUT UNCLASSIFIED
RECORD 315Q-DN-64862

]

Please send it to

As you might infer, | have never set up an e-mail with my internet café. . . .

bé
b7cC
Thanks,

]

----- Qriginal -
From: OTD)
Sent: day, December 01, 2005 8:12 AM
To: DN) (FBI)

Subject: RE: Denver Search Warrant

SENSITIVE BUT UNCLASSIFIED
RECORD 315Q-DN-64862

b2
] b7E

Do what you want - we only need to get the file back to youl

SSA
Cryptologic & Electronic Analysis Unit ]
Digitial Evidence Section,  Operational Technology Division



° | 2
b

f b6

secure voice bicC

|secure fax

S — |
From: DN) (FBI) b6

Sent:  Wednesday, November 3 bC

To: TD); LCTD) (FBI)
Ce: (DN) (FBI){ l(DN) (FBI)
Subject: Denver Search Warrant

SENSITIVE BUT UNCLASSIFIED

RECORD 315Q-DN-64862

| I

The AUSA gave us the thumbs up on the affidavit this afternoon, and the judge just signed off on the SW a few

minutes ago. Since CT Waich, following the release of the IIR, was calling me last night for new info, I'm updating ¢
them to avoid one of those unpleasant 3:00am MST phone calls. ERF advised that they have everything ready bIC
pending receipt of the SW. We plan to meet with the source tomorrow and have him transmit the CIPAV.

! wili be faxing a copy of the SW to vour number atl ] our guestion: Is there any reason that we can't
b2

b7E

Thanks,

1

PN n ) ’ .
b6
&ce" b7C

b2

SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED



Message Page 1 of 3

.
’

I |(0TD) (COm)

From: | ~{oTD) i_‘;c
Sent:  Friday, October 21, 2005 10:06 AM

To: | [oTp)con)L [OTD)(CON)

ce: [ Joroycony E______:l (ITD) (FBI)

Subject: FW: CIPAV request for El Paso

S U SiFI
NON-RECORD

b6
b7C
b2
b7E

SSA |

Cryptologic & Elactronic Analysis Unit

Digilial Evidence Section, Operational Technology Division
1 V;

] ALL INFORMATION CONTAINED ig c
o HEREIN IS UNCLASSIFIED iaz

? . DATE 06-11-2008 BY 60322uclp/stp/rds

secure voice

secure fax

----- riql _———

From: EP) (FBI) :
Sent; ber 20, 2005 11:26 AM bé
To: (OTD) b7C
Subject: RE: CIPAV request for EPD

SENSITIVE BUT UNCLASSIFIED
ON-RECORD

1

b2
b7E

Any idea of a timeframe for approval from OGC?
Please advise if you need any additional info from EP.

Thanks,
b6
1 b7C

From: (OTD)

Sent: Wednesday, October 19, 2005 10:42 AM
Tof KEP) (FBI)

Subject: RE: CIPAV request for EPD

7/27/2007



Message - Page 2 of 3

: ¥

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

You can see my changes by opening the file and selecting File/Document/Review. These changes reflect
accuracy from a technical standpoint. Our OGC attorney is still reviewing it for legal accuracy.

SsA
Cryplologic & Electronic Analysis Unit
ngmal Evidence Section, Operational Technology Dwasron

b2
: b6
b7C

H ,

secure voice

secure fax
----- Original Message--——-
From: (EP) (FBI)
Sent: Wednesday, October 19, 2005 11:53 AM v
To: D) o
li_ci (EP) (FBI); 1(er) (FBI); [ ~1(eP) (FBI);

J(EP) (FBI); | J(EP) (FBI)

Subject: CIPAV request for EPD

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

]

As we discussed this morning, El Paso is interested in utilizing the CIPAV technique for a 2798
matter. |'ve attached the search warrant application and affidavit, as well as the opening EC for
background information. The EPD CDC and AUSA assigned to the investigation have both
approved the affidavit. Please advise if there are any technical changes necessary I've also asked
our tech agents to initiate the formal request through RMS.

Thanks for your assistance,
b6

[ ' pIC

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

7/27/2007



Message Page 3 of 3

SENSITIVE BUT UNCLASSIFIED

7/27/2007



Message : - Page 1 of 1

I(OTD) (CON)

From: I I(OTD) . b6
Sent:  Wednesday, October 19, 2005 2:28 PM b7c

To: | lotp)cony oTD)(CON)
Ce: | ko) (FB1)

Subject: CIPAV - El Paso field office

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED _DATE 06-11-2008 BY 60322uclp/stp/rds
NON-RECORD

b7C

| Paso field office, caose file

| have a draft search warrant affidavit on mf desk for deployment of CIPAV from S el bé

b2
b7E
b6
» bicC

The searc!’rnmmmmmwnﬂrllowing data (same as prior CIPAV collections)__ ]

IP address|

MAC address| | .

i iables b2

that can assist with identifying computer users, computer software instalted, computer hardware installed: b7E

REMINDER: in compliance with these search warrants, the field office must be the entity that reviews the
collected data. You can NOT conduct any research, on the Internet or otherwise, based on the collected data to
assist the field even if requested by the field office.

D plis print this and give to[:

SS b2
Cryptologic & Electronic Analysis Unit b
Digitial Evidence Section, Operational Technology Division lg? )
" bicC
ure voice . . .
ecure fax IP address, MAC address, etc. data was in the unsealed Affidavit, so it is

released here.

SENSITIVE BUT UNCLASSIFIED

7/27/2007



Message | Page 1 of 2

I l(oTD) (CON)
From: | |(OTD) be
Sent:  Monday, August 15, 2005 8:31 AM TS
To: lcoto)cony) JOTD)(CON)

Ce: ITD) (FBI);] (OTD) (FBI); —____](OGC) (FBI)

Subiéct: new |PAV deployment brewing for Honolulu

case file #l 1
b2
L7E
a Internet Protocol address
ALL INFORMATION CONTAINED
o Media Access Control address HEREIN I35 UNCLASSIFIED
DATE 06-11-2008 BY 60322uclp/stp/tds

o  Open communication ports

o Llist of programs running

o  Operating system type, version, and serial number

o Browser type and version

o Language encoding

o The URL that the target computer was previously connected to

o Registered computer name

o Registered company name

o  Currently logged in user name

We never discuss how we collect the above in the warrants/gffidavits or with case agents, AUSAs

squad sypervisors, outside ggencies, etc, '
b2
b7E

Any guestions, comments, concems - pls see me at your earliest convenience.
[ 1- pis ensure that the contents of this email is communicated tdf | be

‘ | Let the me the date that you b7cC :
provide this information to them {and the names of the people) for documentation purposes. :ﬁ%E
Thanks. ' i

7127/2007



Message

SS
Cryptologic & Electronic Analysis Unit

Digitial Evidence Section, Operational Technolegy Division

Yico, V. .
o
P
f
secure voice
secure fox

7/27/2007

b6
b7C
b2

Page 2 of 2




Message Page 1 of 2
(OTD) (CON)
From: | _lcotp) | b6
Sent:  Wednesday, August 10, 2005 8:51 AM b7cC
To: | J(NO) (FBI)
Ce: | __l(oTo)CcOoNy;| j(oTO)CON)

Subject: CIPAV

UNCLASSIFIED
NON-RECORD

[L—1- do NOT use the Google notes provided by[______Jin your case file! If you found this info helpful, pls
recreate it yourself and then place in your case file. Aiso, our pre-deployment policy is for a TYA in your field
office to submit an official request. It appears this request has yet to be submitted. Pls contacta TTA

immediately.

] based on the current search warrant, pls be prepared to terminate collection on ourend on 8.19.05at b2

b6
b7C

08:29AM unless we have a copy of a new signed warrant in hand prior to that time.

s ]
Cryptologic & Electronic Analysis Unit

Digitial Evid Section, Operational Technology Division
Quantico, VA

o

[
f

secure voice
secure fax

-----Qriginal Message—---

From: [ J(OTD)(CON)

Sent: Tuesday, August 09, 2005 2:51 PM

To: {NO) (FBI)

Cc: (OTD)

Subject: CIPAV Instructions, Link, and Misc Info

UNCLASSIFIED
NON-RECORD

s

ALL INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED
DATE 06-11-2008 BY 60322uclp/stp/rds

b6
b7cC

Per our conversation today here is the link that you will use for testing

b2
b7E

1

Also, you will find some misc info that | collected via Googie yesterday - For what it's worth...

7/27/2007



- Message Page 2 of 2

R/

. b6
I b7C

UNCLASSIFIED

UNCLASSIFIED

7/127/2007



_ Message ' Page 1 of 2

(OTD) (CON)
From: | laTo)con) b6
Sent:  Thursday, March 31, 2005 5:37 PM b7c
To: l l(lTD)

Subject: RE: Logs

UNCLASSIFIED
NON-RECORD

This was the one | called you about the other i i '
chance, come by so we can show yo b2
[ 1 thinkyouwill likeit b7E

-----Original Message----- ALL INFORMATION CONTAINED

From:| 1{(ITD) HEREIN I3 UNCLASSIFIED |

Sent: 29, 2005 9:59 AM DATE 06-02-2003 BY 60322uclp/stp/rds
To: (ITD)(CON)

Subject: FW: Logs

b6
b7C

UNCLASSIFIED
NON-RECORD
b2

See below. Philly still claims to be having a problem getting[ | b7E

-----Original Message-—-- '
From:i I(PH) (FBI) b6

Sent: Tuesday, March 29, 2005 9:26 AM b7C
To (ITD)
Subject: Logs

UNCLASSIFIED
NON-RECORD

1 |

! bTE
| | Can you have| feall[__Jwhenhe getsa chance,:lml:b b6
| Iand will be back tomorrow. b7c

SA| !
FBI Philadelphia
600 Arch Street
8th Floor :
Philadelphia, PA 19106

(Work) : b6

(Celll) . b7c

7/27/2007



Message Page 2 of 2

UNCILASSIFIED
UNCLASSIFIED

UNCLASSIFIED

7/27/2007



Message

Page 1 of 1

.

[ loTD) (con)

b6
From: (ITD) b7c
Sent:  Thursday, March 24, 2005 5:33 PM
DATE: 08-Q7-2008
To: | | (TDYCON) CLASSIFIED BY 60322uclp/stp/rds
Subject: F ) REASON: 1.4 {c}
i S :| bl DECLASSIFY ON: 08-07-2033
UNC FIED '
NON<RECORD

Can someone call the Agent identified below and assist with downioading the evidence from the 3 Philly search
warrants| Thanks. b2

-----Original Message—----v

ALL INFORMATION CONTAINED

b7E

,me:lg kPH) (FBT) HEREIN IS UNCLASSIFIED EXCEPT be
ch 24, 2005 4:29 PM VHERE SHOUN OTHERUISE v7C
(PH) (FBI) bl

b6
bi7cC

(8)

bl

SA_
FBI Philadelphia

600 Arch Street

Sth Floor

Philadelphia, PA 19106

i

(Work)
(S

UNC SIFIED

UNC IFIED

7/27/2007

b6
b7cC

23



Message . Page I of 3

LY

L lioTp) (com) SR

From: | }(ITD)

Sent: Wednesday, March 02, 2005 2:32 PM
To: (ITDXCON) ALL INFORMATION CONTAINED

Subject: RE: ELSUR - HEREIN IS UNCLASSIFIED
DATE 06-11-2008 BY 60322uclp/stp/rds

UNCLASSIFIED
NON-RECORD

. b2
he's claiming that[_____Jis the anly one he rd when clicked the download button b7E

----- Original Message----- .

From:!:;;g (ITD)(CON) b6
Sent: nesday, March 02, 2005 11:20 AM b7cC
To:| (D)

Subject: RE: ELSUR

UNCLASSIFIED
NON-RECORD

The closed Jis merely thel Jof the closed file. The contents areonlythe[ ]
The closed file itseif is the data file. bTE

[

--—---Original Message-—--

From: (ITD) :
Sent: Tuesday, March 01, 2005 4:54 PM :gjc
To:| JaTD)(CON) '
Subject: FW: ELSUR

UNCLASSIFIED

NON-RECORD

b2
bTE

| pls respond to

me and not the case agent. thanks.

----- Original Message-----
From:i I(SE) (FBI)

Sent: Tuesday, March 01, 2005 4:52 PM . ,
To: (ITD) b6
Subject: RE: ELSUR , b7C

UNCLASSIFIED
NON-RECORD
b2

| believe it was 2/07/04. it downloaded as) ] | am unable to view this b7E

file.
--—--Original Message--—-
From: i kD) |

24

7/27/2007



Message

t

7/2712007

Sen.t:.‘[uesdam.Maﬁ.Oll 2005 11:57 AM
To: (SE) (FBI)

Subject: RE: ELSUR

UNC SIFIED
NON-RECORD

what was the date of download?

----0riginal Message-----
From:i |(SE) (FBI)

Sent: Tuesday, March 01, 2005 12:49 PM
To (D)
Subject: RE: ELSUR

UNCLASSIFIED
NON-RECORD

Page 2 of 3

b6
b7C

b2
b7E

e

From (I'D)

Sent: Tuesday, March 01, 2005 5:17 AM
To: KSE) (FBI)

Ce: __I(SE) (FBI)
Subject: ELSUR

UNCLASSIFIED
NON-RECORD

b6
b7cC

b2
b7E

SSA

Cryptogrophic & Elecironic Analysis Unit

Digitial Evidence Section, Investigative Technology Division
Quantico, VA

[+

p
f

secure voice
secure fax

UNCLASSIFIED

UNCLASSIFIED

b2
b6
b7C



MesSage Page 3 of 3

o

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

26

7/27/2007



Message Page 1 of 1
SE%T
OTD) (CON)
_ b6
From: | JaTo) DATE: 08-07-2003 bic
Sent:  Tuesday, March 01, 2005 8:37 AM CLASSIFIED BY 60322uclp/stp/rds
To: | {ITD)(CON) REASON: 1.4 (c]
— ' DECLASSIFY ON: 05-07-2033 b1
Subject: FWl_ l: S :l

SENSITIVE BUT UNCLASSIFIED
NOM-RECORD

bl

(3)

----- n SSage———
From: PH) (FBI)
Sent: Tuesday, March 01, 2005 8:15 AM

To I/ TTNY

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

[ ]

baé
b7C

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

bl

SA |
FBI Philadeiphia '
600 Arch Street

8th Floor

Philadelphia, PA 19106

(Work)
{Cell)

- SENSITIVE BUT UNC}S/{IED

SENSITIVE BUT UNC IED

7/27/2007

(8!

b6
b7C



Message

t

Al

(OTD) (CON)

Page 1 of 2

From: |_

latp)

Sent:  Friday, January 28, 2005 1:00 PM

To: L

JITD)(CON)

Subject: RE : |: S :|

SENSITIVE BUT UNCELSSIFIED
NON-RECORD .~

~~~~~ Ori?inai Message-----
From:

(ITD)(CON)

Sent: Friday, January 28, 2005 12:49 PM
To ITD)

Subject: RE i S :l

SENSI BUT UN SIFIED
NON-RECORD

[¢g

6
b7C

bl

b6
b7C

bl

Dave

----- Orininal.Mﬁmrzl--

From:| (ITD)

Sent: Friday, January 28, 2005 9:17 AM
Tof (TTD)(CON)

Subject: FW: ]

18y

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

i8)

b6
b7C

bl

REL

---- OrininaLMasaam;l

From: NY) (FBI)
Sent: Tuesday, January 25, 2005 3:21 PM
Tof kITD)

Subject: | 1

SENSITIVE BUT UNCI IFIEES)
NON-RECORD

— 1

b6
b7C

bl

118}

7/27/2007

Thank,




Message Page 2 of 2

b6
SENSITIVE BUT UNCLAggIFlED .

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
/
SENSITIVE BUT UNCLA%IED

>

7/277/12007



Message
SE

OTD) (CON)

Page 1 of 1

From: | 7Dy
Sent:  Friday, January 21, 2005 9:33 AM

To: I FNY) (FBIY; I l(NY) FBl)

bé
b7C

Cc: lcyp) (FBI)l I(CG) (FBIy;|

__Jco) Fy;

' » ITD)(CON)
Subject
“(8)
UNCLASSIFIED

bl

SSA
Data |n1ercepi Tachnology Unit/Softwara Coltection Group
chmai Evidence Section, Investigative Technology Division

DATE: (8-07-2008

o CLASSIFIED BY 60322uclp/stp/rds
p REASON: 1.4 {c)

*f DECLASSIFY ON: 08-07-2033
secure voice

secure fax

WHERE SHOWN OTHERWISE

ALL INFORMATION CONTAIMED
UNCLASSIFIED HEREIN I% UNCLASSIFIED EXCEPT
T:

7/27/2007

b2
b6
b7C



Message Page 1 of 1
S%T

[ oTD) (con)
From: | JITD) b6
Sent: _Friday, January 21, 2005 9:31 AM bIC
To: (sE) (Fenl lsE) (FBY)

. Ce: (cyDy (Fan] k) (Fen_ lice) FY);

[TD)(CON)

Subjectr_j( . :l

UNCLASSIFIED |: S 3

Ohd< R
SSA
Digitial Evidance Seciion, Investigative Tachnology Division DATE: 08-07-2008
Quantico, VA . CLASSIFIED BY 60322uclp/stp/rds
REASON: 1.4 {c}
P DECLASSIFY ON: 08-07-2033 b2
b6
ecure voice bic
ecure fax
. ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
M WHERE SHOWN OTHERWISE
UNC FIED

7/27/2007

bl



WI i@ ?f/ﬁybe
72,—2:/ 2007 b7C

ALL INFORMATION CONTAYNED
HEREIN IS UNCLASSIFIED
DATE 06-02-2008 BY 60322uclp/atp/rds




. _ ‘ DATE: 08-07-2008 :
CLASSIPIED BY 60322uclp/stp/rds
SENSITIVE BUT UNCLASSIFIED % REASON: 1.4 ()

DECLASSTFY ON: 08-07-2033
koTD) (FBY)

From: | fOTD) (FBY)
Sent: Iil:hursdau_lunelm , 2006 9:54 AM
To: TR (FBL

Subject: RE

b7C

(8)
SENSITIVE BUT UN FIED
NON-RECORD bl

Sounds good..

'(S)

-----QOriginat Message--—--
From: ITD) (FBI) ALL INFORMATION CONTAINED
Sent: 06 9:08 AM HEREIN IS5 UNCLASSIFIED EXCEPT

To: (OTD) (F
ce: (CTD) (Fan:l foroyrey WIERE SHOVN OTHERVISE
Subject: RE' ] ] oo

SENSITIVE BUT U FIED “(8)
NON-RECORD

b7E

R L b6

From: [ (OTD) (FBI) ) b7C

Sent: ay 31, 2006 8:38 AM

To: (FBI)

Ce: QOTD) (FBI)

Subject: FW:l__’ I bl

SENSITIVE BUT UN IED {8}
NON-RECORD

|t
L1  ne

b7C

From: MM) (FBI)
Sent: 3:34 PM
To: OTD) (FBI)
cc: ) (FBI)




Subject: CIPAV 9

SENSITIVE BUT UNCL, IED , c S :|
NON-RECORD b

b6
b7C

e
.From: | TD) (FBI)
Sent: : 01, 2008 9:11 AM
To: : ITDY (FBD
Subject: ;
{5}

SENSITIVE BUT UNCIL ASSIFIED

NON-RECORD
b1
ALL INFORMATION CONTAINED

Thanks. HEREIN IS UNCLASSIFIED
‘ 34 DATE 06-11-2008 BY 60322uclp/stp/rds

----- Original e
Sent: ) 106 9:08 AM b7C
To: R}‘(OTD) (F?n_——_k
Cc: ID) (EBD) . foTD)(FBY)

Subject:

SENSITIVE BUT UNCLASSIFIED B ( SJ
NON-RECORD

| | b2
I_.__— b7E
..... on o
From: l lOTD) (FBI)

bl




SE

b6
OTD) (FBI) : bic

From: | (OTD) (FBI)
Sent: 5, 2006 6:29 PM ‘
To: FOTD)(FB{) DATE: 08-07-2008
Ce: (1T (FBI) CLASSIFIED BY 60322uclp/stp/rds
Subject: F\ . REASON: 1.4 (c) )

. DECLASSIFY ON: 08-07-2033

(SJ bl

SENSITIV IFIED
RECORD

ALL INFORMATION CONTAINED

- b7A HEREIN IS UNCLASSIFIED EXCEPT
- VHERE SHOWN OTHERWISE
-----Qriginal Message-----
From: | _IsLy(Fer) b6
Sent: MondareQatabacd(), 2006 5:30 PM b7C
To: | foto) (FaI)
Subject: FWi
SENSITIVE B IED ({8} |
RECORD |: S :|
b1
TS
b6
-----Original Message=--: b7C
P —
Sent: Monday, October 30, 2006 3:55 PM
To: (SL)(FIB_[)__I
cc (Fa1); omyeen___ Jomes[___ Joco ey

Subject:

' -4 bl -
SENSITIVE BUT Un IFIED i s J
RECOR |
. b7A
8 -

Absent the minor recommended additions in yeflow in the above attachment, | concur with your drafts. Good job.

b6
SSt eral Counsel




Science and Technology Law Unit
Office of the General Counsel

Federal Bureau of |nvestigation
Ph i
Cell

SE

Ph ( b6
Fax j | A
b2
-----Original T‘essaae__j-—
From: SL)(FBI)
Sent: 29, 2006 5:52 PM
To:
Cc: k
Subject: i bl
SENSITIVE BUT UNC
RECORD 3159-s|-191256
bl
 — |
-{8)
—— b6
SLJTTF b7C |
4 / K< File: language on warrant updated.wpd >> << 1 bl
(8}
b6
b7C
| !(OTD) (FBI)
From: | [(OTD)(FBI)
Sent: 6 10:56 AM
To: (OTD) (FBY)
Cc: OTD) (F8iY| [ioTtD) (FBI)] |
(ITRL(EED ,
Subject: RE i S :| bl
SENSITIVE BUT UNCLASSIFIED o
NON-RECORD bl
S
6



bl

|18}

() {

Information Technology Specialist b6
Tmﬁm ology Division b7C

----- Original Message-----

From: (OTD) (FBI)

Sent: 'wadne.sdam.uaull 2006 9:23 AM

To: LOTD)(FBI)

cc |?‘Xl lcorp) ceand lotD) (Fa1) b1
Subject: I

SENSITIVE BUT UN FIED {8)

NON-RECORD
| —

b6

----- Original Messaga----- b7C
From: L __MM) (FBI)

Sent: Ilqm_\gms 3:39 PM

To: (OTD) (FBI)

Cc: | |(MM) (FBI)

Subject: CIPAV

SENSITIVE BUT UNC IFIED

NON-RECORD

©)

<< File: CIPAV Aff.wpd >> << File: CIPAV SW Application.wpd >>




_ ALL INFORMATION CONTAINED
S HEREIN IS UNCLASSIFIED EXCEPT

(OTD) (FBI! _ WHERE SHOWN OTHERWISE
b6

From: [ (OTD) (FBY) b7C

Sent: 14, 2006 11:05 AM
To: ' OTD) (FBI .
Ce: ELQ) 1) oy oo bl

(ERIM (QATDON (EETS
Subject: .
‘ ' “{8)
SENSITIVE BUT UMS!FIED DATE: 06-02-2008
RECORD 268-HQ-1305912-SDG CLASSIFIED BY 60322uclp/stp/rds
REASON: 1.4 (c) |: S :l
— DECLASSIFY ON: 06-02-2033

bl




Py
S —
Software Development Group (SDG)

Cryptologic Electronic Analysis Unit (CEAU)

bl

Digital Evidence Section (DES) b6
i hnology Division (OTD) bic
(desk) b2
cell)
SENSITIVE BUT UNCL IFIED
OTD) (FBI) v
From: (OTD)(FBI) b6
Sent: r 07, 2006 8:17 AM b7C
To: OTD) (FBL
Cc: [OGC) (FBI); [1TD) (FBI) bl
Subject: RE! ‘
(8}
SENSITIVE BUT UNC SIFIED
RECORD b7A
(S)
J...
Tnformation [echnology Specialist 6
Operatignal Technology Division b7C
Office
Mobile
Pager
bé
----- Original _— bic

From: i lom)(::sl) :

Sent: esda ember 07, 2006 7:57 AM ‘

To: OTD) (FBL

cc: 0GC <FBI);I)_':Z (OTD) (FBI) b1

Subject:

SENSITIV IFIES ) '

RECORD] b7A

bl
18}
Jo..

, -
SE



P

Information Technology Specialist

Operational Technology Division b6
Office - b7C
Mobile b2
Pager {

-----Original Message-----
From: [—__— —JoTD) (FBD)

Sent: Mond: 06, 2006 6:29 PM

Tor ﬂﬁ(mxmﬂ
S ) Cc: LID) (FBI)
( " Subjects P

SENSIT IFIED b7A
RECOR :

bl

----- Origiinal Message-----
From: SL)(FBI)

Sent: _Monday, October 30, 2006 5:30 PM
To: QTD) (FBI)

|: S :l . Subject: T, A b6
SENSITIVE BUT UNCLASSIFIED ‘ b7C
RECORD] I

—

bl

(3]

—TTIarNKS

1

----- Qriginai Message----- gs c
From: [ "~ J0GC) (FB) : ’

Sent: g:j 2006 3:55 PM

To: (SL) ( |

Ce: (E l)borm e[ Jom) e Jwoco) en
(8) . Subject: RE

SENSITIVE BUT UNCLASSIFIED BIA A
RECOR bl

Absent the minor recommended additions in yellow in the above attachment, | concur with your drafts. Good job.

N



PR

DATE: 06-02-2008

CLASSIFIED BY 60322uclp/3tp/rds
REASON: 1.4 (¢)

DECLASSIFY 0ON: 06-02-2033

(OTD) (FBI)
From: [ (OGC)(FBI)
Sent: Wednesday, May 24, 2006 1:57 P b7c
To: I I(OTD)(FBI); OTD) (FBIY; | |(1TD)
{FRI
Ce: ooy, Jocc) FBD
Subject: RE: PH matter 06-582 - New Concern
SECRET//NOFORN
RECORD 315
bl
)
L ]
Assistant General Counsel
National Security Law Branch
ounsel FBI b6
Voice b7C
Pager b2
Secure Fax ALL INFORMATION CONTAINED
Fax HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOUN OTHERWISE
-----0riginal Message-----
From; [ JOTD)(FBI) ' bé
Sent: , 2006 11:9.2&1___1 ;
To: GC)(FBI) 0TD) (FBI),l |(er) (FBI) b7C
Cc: ](OTD) (FBD_____ KOGC)(FBD)
Subject: RE: PH matter 06-582 - New Concem
bl

SECRET/NOFORN
RECORD 315

information Technology Specialist
Operational Technology Division

ol
M

----- Origi
From: OGC)(FBI)
Sent: [y, May 24, 2006 10:55

To: 1 ]OTD) {FBI

[ PTD) (FBI),
Subject: RE: PH matter 06-582 - New Concern

GC) (FBI)

12

b6
b7cC

(1TD) (FBly] YOTD)(FET)

S

T



- SECRET/NOFORN
RECORD 315

bl

191

1

Assistant General Counsel |
National Security Law Branch
Counsel FBI
Voice

Pager

Fax

-----Original Message-----

b2
b6
b7C

Secure Fax

From:
Sent: Wedn

(OTD) (FBI)

3y, May 24, 2006 8:49 AM
To[ o) (FaD); oro)(m)p(oecxm)
Ce (OTD) (FBD); [(oGC) (FB
- New

Subject: . PH matter 06- ncem

SECRET/NOFORN
RECORD 315

bl

(5]

1

----- Original Message-—--

From: OGC)(FBI) )
Sent: Y, May 23, 2006 5:42 PM beé
To: ' oTD)(FB[___——10GC) (FBI) b7cC

cc: JoTD) (Fen
Subject: RE: PH matter 06-582 - New Concern

SECRET//INOFORN
RECORD 315

bl

(5]

ssistan neral Counsel b2
National Security Law Branch b6
ounsel FBI . b7C

Voice
Pager
Secure Fax
Fax



¢

-----Qriginal Messagg--c--
From: OTD) (FBI)
Sent: © Tuesday, May 23, 6 4:07 PM
To: C) (Fsz)r_g::oscxsar)
Ce: !(OTD) (
Subject: * PH matter 06-582 - New Concern
SECRET/NOFORN
RECORD 315

b6
b7C

3]

Other than that, you have the concerns as discussed.

Thanks,

SsA

Secure Technologies Exploitatior

Cryptoiogic and Electronic Analysis Unit

Operational Technology Division
aoinaacina Basearch Facility

----- Original Me et

From: SSE:: (OGC) (FBI)
Sent: uesday, May 23, 2006 3:53 PM
To: GC)(FBI) -

b6
b7C
b2

cc: L o) ey foto) (FBI)

Subject: FW: PH matter 06-582 - New Concem
Importance: High

SECRET//NOFORN
RECORD 315

L]

bl

(5]

Thanks
b7C
ssistant General Counsel

14

bl



Science and Technology Law Unit
Office of the General Counsel

Fed vestigation

Ph

Ph (

Fax
b2
b6

-----Original Messagg----- » hiC

From: kcro) (Fen) '

Sent: ‘ 06 10:45 AM

To: OTD) (FBI) foroyen]____ Josoreny;

OGC) (FBI)

Ce: , ~ANTHONY P. (OTD) (FBI)

Subject: RE: PH matter 06-582 -

SECRET//NOFORN

RECORD 315

However, any rewording may or may not be accepted by the FISC as OGC has advised.
Or the presentation of acceptable rewording would take months such as our experience with PG's
case that is still unresolved.

-

881 I
FBl

ITOS 1/CONUS 1

Rm 4W158 b6
Desk b7C
Pgr b2
Internal Secure

-----Qriginal Message-——--

From: (OTD) (FBI)

Sent: onaday, Ma 2006 10:39 AM

To: (cTD) (FBI) Joro) ke, [ Toceyrany;
GC) (FBI)

Cc: DICLEMENTE, ANTHONY P. (OTD) (FBI)

Subject: RE: PH matter 06-582

SECRET//NOFORN

RECORD 315

(81|
L

SSAL |
Assistant Section Chief : .
Digital Evidence Section, Operational Technology Division b6
oice : b7C
ax
ell
--—-Qriginal Message-----
From: (CTD) (FBI)
Sent: z_obos 10:37 AM
To: D) (FBI)] oy Joeo)
(FBD] ] (0GC) (FET)
Subject: FW: PH matter 06-582

15



(5)

-
151’

Importance: High %

SECRET/NOFORN
RECORD 315

bl

ssAl H
FBIHQ/CTD/LX1
ITOS 1/CONUS 1

Rm 4W158

Desk

Pgr b6
Internal Secure b7C

b2
-----Original Me: ===
Fom: L Josoxrap
Sent: Eriday, May 1;1 2006 5:09 PM
To: LOGCY (FBI)
. Jc) (Fepy
Subject: RE: PH matter 06-582

SECRET//NOFORN
RECORD 315

The problem is as t understand it we do not have an identifier to put in the court order.
Therefore, we would be asking the court to authorize | b2

b7E

Assistant General Counsel
National Security Law Branch
ounsel FBI

Voice

Pager

Secure Fax b6
Fax ’ b7C

b2
-----Qriginal Message-----
From; Y

Sent: i 06 4:29 PM
To: OGC)(FBI)
Subject: FW: PH matter 06-582
Importance: High

SECRET//NOFORN

RECORD 315
b1

;s&s;n; ;eneral Counsel

Science and Technology Law Unit
Office of the General Counsel
Federal Bureau of Investigation

S



E— BT
Ph ( :

tsalu

(5)

Ph
Fax
b2
b6
--—-Original Message—~--- b7C
From: (OTD) (FBI)
Sent: i .03 PM
To: Embm) el Joco) (Fep
Subject: . PH matter U6-
SECRET//NOFORN
RECORD 315
L b6
----- Qriginal Message--—- .
From: [OTD) (FBI) ) b7C
Sent: U2 P
(060) (o] o) e
Subject: RE: PH matter 06-582
SECRET//INOFORN
RECORD 315

----- Original Me == .
From: (o) (rén
Sent: i 143 PM
To: omyee:______ Jom) (ren

Subject: FW: PH matter 06-582

SECRET//NOFORN
RECORD 315

For your information.

;ssstant ;eneral Counsel

Science and Technology Law Unit
Office of the General Counsel

Fed vestigation
Ph
Ph (Securel

Faxf |

17

b2
b6
b7C

bl

bl




- b6
---=-0Original Message----- .

From: b7C
Sent: i : )

(FBI)
Subject: PH matter 06-582
SECRET/NOFORN
RECORD 315

After our discussion yesterday | reviewe rder[:sent me which is
superceded by the more updated orders sent me yesterday, | aisc spoke
witH [this morning.

(5)]

bl

e —————
;ssss;nt ;enera; ;ounsei

National Security Law Branch

aunsel FBI ) ié
Voice ib Tc
Pager - ’
Secure Fax
Fax

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign

Counterintelligence Investigations
DECLASSIFY ON: 20310512

SECRET/NOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign
Counterintelligence Investigations

18



SECRET/NOFORN SE U

DERIVED FROM:

G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

Investigations
DECLASSIFY ON: 20310512

SECRET/NOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations

DECLASSIFY ON: 20310512
SECRET/NOFORN

. DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations

DECLASSIFY ON: 20310512
SECRET//INOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence lnvesttgatlons

DECLASSIFY ON: 20310512
SECRET/NOFORN

L kotp)(FBI)

From: l J(OTD)(FBI)

Sent:

Wednesday, May 24, 2006 12:

b6

To:

Yoy e Jiroy ©'C

Cc:

lose) (Fay

Subject:

SECRET//NOFORN
RECORD 315

bl

Information 1echnology Specialist

Operational Technology Division
8]
M

-----Qriginal Message-----
From: ‘OGC)(FBI)

b6
b7C

loToy(Fan)

Sent: 006 10:55
To: " Tom) Gi@“’ e
ce: TD) (FBI) GC) (FBI)

20

(o}

ke

()



Subject: RE: PH matter 06-582 - New Concern W

SECRET/NOFORN
RECORD 315 i: S:I ...........

L

Assistant General Counsel
Natlonal Security Law Branch

pf General Counsel FBI
Voice
Pager
Secure Fax
Fax

-----Original Message-----

Cc: OTD) (F8I OGC) (F8I
Subject: : PH matter 06-582 - New Concern

SECRET//NOFORN
RECORD 315

b6
b7C

b6
b7C

Is’rol:. | g‘;ro) (FBI) :
ents ay 24, a .
To: ) (FBI)! 5079)(':51)}. YoGeyFai)

bl

(5]

L1

-----Qriginal Message-----
from: [ KOGC)(FBI)
Sent: _Tuesday, May 23, 2006 5:42 PM
To: (m) e[ Joco) (BN
Cc: (OTD) (FBI)
Subject: RE: PH matter 06-582 - New Concern

SECRET//NOFORN
RECORD 315

bl

=)

| |

Assistant Generat Counsel
Natlonal Security Law Branch

eperal Counsel FBI
Voice
Pager
Secure Fax
Fax

21

b2
b6
b7C



(5]

=15

SECRET

-----Original Mess3ge---.-

From: [(OTD) (FBI)
Sent; uesday, May 6 4:07 PM
To: C) (FB[)-!I OGC)(FBI)
Cc: (OTD) (

Subje : PH matter 06-582 - New Concern

SECRET//NOFORN
RECORD 315

bo
b7C

bl

Thanks,

SsA |
Secure Technol agies Lxploitation

Cryptologic and Electronic Analysis Unit
Operational Technology Division
ineeri earch Facility
0ice
TU I
ax (non-secure)
ax (sectire)

----- Original Messaga-:.--
From: (0GC) (FBI)
Sent: 2006 3:53 PM
To: OGC)(FBI)

ce: | Jor) ey Jom)ran
. matter 06~

Subject: - New Concern
Importance: High

SECRET/NOFORN
RECORD 315

b6
b7C

b2
b6
b7C

b6
b7cC

bl

Thanks

Lmsmruw eral Counsel

2 W



Science and Technology Law Unit ) SE T
Office of the General Counsel

F edlamLBuLeamu[\vestigation ,

Ph b2
Ph (S ] b6
Fax - b7C

-----QOriginal Message-----

From: [ lCT D) (FBI)

Sent: 006 10:45 A b6

To: % i(ow) (€BI) | GLoTC ] E— e I
I)

cc: , ANTHONY P. (OTD) (FBI)

Subject: RE: PH matter 06-582

SECRET//NOFORN
RECORD 315

However, any rewording may or may not be accepted by the FISC as OGC has advised.
Or the presentation of acceptable rewording would take months such as our experience with PG's case
that is still unresolved.

SSA|
FBIHQ/CTD/LX1
ITOS 1/CONUS 1 b2
Rm 4W158 b6
Desk b7C
Pgr

Internal Secure

-----Original M S .
From: (OTD) (FBI)
Sent: E; :'006 10:39

bl

bé
To: | (CTD) (FEI) foroy ren[—______ Josexren; p7c
GC) (FBI)

Cc: DICLEMENTE, ANTHONY P. (OTD) (FBI)
Subject: RE: PH matter 06-582
SECRET//NOFORN
RECORD 315
ssal ]
Assistant Section Chief :
Digital Evidence Section, Operational Technology Division

oice

bé
ae>|(| b7cC

—---Original Message-----

From: [CTD) (FBI) ’

Sent: onday, May 15, 2006 10:37 A

To: (OTD) (FED Jomy ey Jcosoyesiy;
) (F81)

Subject: : PH matter U6-582

Importance: High

3 }@



SERRET

SECRET/INOFORN
RECORD 315
(5]
SSA
FBIHQ/CTD/LX1
ITOS 1/CONUS 1
Rm 4W158
Desk
Pgr YY)
Internal Secure b6
b7C
----- Original Mess anad
From: | E—
Sent: riday, May 12, 2006 5:09 PM
Cc: . (CTD) (FBI)
Subject: . PH matter 06-582
SECRET/NOFORN
RECORD 315
bl
18
Assistant General Counsel
National Security Law Branch
Office of General Counsel FBI b2
Voice b6
Pager b7C
Secure Fax
Fax
-----Qriginal Message--—--—
From: T
Sent: ida 12 2006 4:29 PM
Subject: * PH matter Uo-582
Importance: High
SECRET/NOFORN
RECORD 315
bl
ssistant enerai Counsel
Science and Technology Law Unit bo
Office of the General Counsei b7C
Federal Bureau of Investigation b2

Ph

m . 24



| —— S%

b2
b6
-----Original Message----- b7cC
From: (OTD) (FBI)
Sent: Friday, May 12, 2006 3:03 PM ~
To: ,; I% ;k070) e Joao) ren
Subject: : PH matter 06-
SECRET/NOFORN
RECORD 315
(5]
----- Original Message----- §b6
From: Ig' l¢oTD) (FBL) b7c
Sent: - i 2006 3:02 PM
To: %OGC) (FBI); I(OTD) (FBI)
Subject: RE: PH matter 06-582 :
SECRET/NOFORN
RECORD 315 bl

(5]

-----Qriginal Message-----

From: OGC}) (FBI)

Sent: 43 PM

To: omyen___— ko) cren
Subject: : PH matter 06-

SECRET//NOFORN
RECORD 315

For your information.

Assistant General Counsel b6

Science and Technoiogy Law Unit b7C
Office of the General Counsel b2

Fedf%! %urfau Ef Investigation : .
- Ph :
Ph(Secure) ]
Fax

-----QOriginal Message-----

From: OGC)(FBI)
=




| Sespel

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFY ON: 20310512
SECRET//NOFORMN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFY ON: 20310512 :
SECRET//INOFORN

DERIVED FRO#WM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFY ON: 20310512
SECRET/NOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97. Foreign Counterintelligence Investigations
DECLASSIFY ON: 20310512
SECRET/NOFORN

From: | kOGC) (FBI)
Sent: 006 9:36 AM

To: (OTD) (FBI);I |(§TD FBI); | [(oTD) -
° (FBI):: _loGe)Fa ¢ oo
Ce: [ IoTD) (FBI);E_)::—__J(OGC) (FBI) :

Subject: RE: PH matter 06-582 - New Concern

SECRET//NOFORN : ‘
RECORD 315 . ( S :l

bl

~ Assistant General Counsel

Science and Technology Law Unit ig
Office of the General Counsel B7C

Federal Bureau of Investigation
Ph -
Ph (Secure)] |
Fax

--—~-Original Message----- ]
From: OTD) (FBI) b6
Sent: Wednesdav. May 24, 2006 8:49 AM b7C
To: ITD) (FBI); OTD)(FBI) C)(FBI)

Cc: EOTD) (FBI); (OGC) (FBI
T PR mateer

Subject: -582 - New Concern

SECRET/NOFORN

RECORD 315
S
: . 35




DECLASSIFY ON: 20310512 ﬁ@
SECRET//NOFORN

DERIVED FROM: G-3 FBt Classification Guide G-3, déted 1197, Foreign Counterintelligence Investigations
DECLASSIFY ON: 20310512
SECRET//NOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFY ON: 20310512

SECRET//NOFORN

lm:J(OTD) (FBI)

' From: L l(oTD) (FBY)
Sent: I.E.LidaLMaNJZkZOOB 8:16 AM

© To: ITD) (FBI)
Cc: (OTD)(FBI)
Subject: - iladelphia request for CIPAV
Importance: High
SECRET/ORCON,NOFORN | : b6

RECORD 268-HQ-1305912-SDG b7C

| am sure that you guys are in the loop on this, but | wanted to forward this to you.

----- Original Message-----
From: I |OTD) (FBI)
Sent: 2006 7:11 PM
To: CTD) (FBI); IPH) (FBI)
Cc: - _{OTD)(FBI); [OGC) (FeD);| ~JotD) (FBY)
Subject: FBI Philadelphia request for CIP; )

Importance: High

SECRET/ORCON,NOFORN
RECORD 268-HQ-1305912-SDG

(U) Gentiemen, I'm sorry it took me a few days to get spun up on all this, but | have a sufficient grasp now to lay out what
QTD can do in the subject matter. Of course, we want to support this effort any way we can within lawful parameters. At
the risk of regurgitating that which is already known, let me lay it out from the basics (and please correct me where | stray), 1

(&)




(U/LES) These are my thoughts on how we can get this job done. I'm sure | didn't get every detail right, so please don’t
hesitate to challenge something I've said here. For CliAu:s_nan_\ue.n.eed.nnlL&A&lhours to prepare deployment. Also,
I'lt be out of the office next week. Please contact SSA in my absence.

i |
sS : b6
Cryptl!ﬂ!ﬂ'!ﬂﬂ'm'!ml'sis Unit (CEAU), b7¢C

Digital Evidence Section, Operationat Technology Division b2
ERF Extension

Q
tel {unsecure)

'DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFY ON: 20160511
* SECRET//ORCON,NOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFY ON: 20160511

SECRET/ORCON,NOFORN

S
: 50




| {oTD) (FBY) e

From: ]—tOGC) (FBI) b7C
Sent: 2006 3.17 PM
To: nTD) [coTD) (FRN] XITD) (FBI)

Cc: ' |(0T EGLED)
Subject: e and Two Laptops

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

b2
b7E

As | don't have a copy of the EC request or the ID# of the case, | will put off writing my opinion for record until you return to
the office and can provide them to me.

Meanwhile, | recommend proceeding with| |

Assistant General Counsel Eb6
Science and Technology Law Unit bic
Office of the General Counsel : b2

Federal vestigation
Phol
Fax

SENSITIVE BUT UNCLASSIFIED

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 06-11-2008 EBY 60322uclp/stp/rds

OTD) (FBH)
b6

From: I __kotD) B7C

Sent: i 2005 10:06 A

To: (OTD)CONY; OTD)(CCN)

Cc: OTD)(CONY; ITD) (FBI)

Subject: FW: CIPAV request for El Paso
b2
b7E
b6
b7C

ENSITIVE BUT UNCLASSIFIED
NON-RECORD
Ss

Cryptologic & Electronic Analysis Unit
51



¢ SEQRFJ
. DATE: 08-06-2008

secure voice
secure fax “ CLAISIFIED BY 60322uclp/stp/rds

REASON: 1.4 (c)
DECLASSIFY ON: 08-06-2033 b2

(OTD) (FBN) | bg

07C s

From: | (OTD)

Sent: WOOS 4:29 PM

To: ) Si) (FBI)

Ce: ~)si) (FBI); (ITD) (FB) bIA
Subject: |

SENSITIVE BUT UN IFIED

NON-RECORD

bl

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEFT
CIPAV WHERE SHOUN OTHERWISE

(Computer & Internet Protocol Address Verifier)

bl

£S5

56



bl

58

(S)
SS
Cryptologic & Electronic Analysis Unit
Digitial Evidence Section, Operational Technology Division
Quantico, YA b2
‘ o b6
p b7cC
f
secure voice
secure fax




SRl

[ OTD) (FBI)

— b6
From: {OGC) (FBI) b7C
Sent: il 13, 2005 8:58 AM
To: (I)_(Eu)jkLE.BLL_._L
Ce: , ITD); ITD) (FBY) _
Subject: RE. (S) Re Case # 'ﬁ DIA
SECRET "
RECORO| | v b7A

DATE: 06-11-2008
. . CLASSIFIED BY 60322uclp/stp/rds
Good news, thanks [__] REASON: 1.4 (c) - :
DECLASSIFY ON: 06-11-2033

b6
[};sss:;a:n; ;en] eral Counsel b7C

Science and Technology Law Unit

Office of the Generat Counsel .

Federal Bureau of Investigation

Pha

Fax
b6
b7¢C

..... Oriai S
From! I(OGC)(FBI)
Sent: Wednesday, April 13, 2005 8:57 AM _
To:I:](OGC) (FBD) b7A
Subject: RE: (S) Re Case #|___ ]

ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED EXCEPT
SECRET WHERE SHOWN OTHERWIZE

RECORD | bR

They have been buried so he just has not gotten to it. If he gives a very ruff draft | will finish it off for him. We
are stilt a go.

From (OGC) (FBI) b7C

Sent: Wednesday, April 13, 2005 8:55 AM

To: OGC)(FBI)
Cc ITD) (FBI) (ITD)
Subject: RE: (S) Re Case #| ]
bA
SECRET
RECORD] |

That's too bad. [ think we were on to a useful tool.

59
SEBRﬁ



;ssxs;an; ;eneral Counsel

Science and Technology Law Unit b6
Office of the General Counsel b7C
Federal Buregy of Inngtigation

Phou:E

Fax

-—--Original Message----- ,
From:%OGC)(FBI) b6
Sent: Tuesday, April 12, 2005 5:30 PM bicC

To: |(0GC) (FBI)
Subject: RE: (S) Re Case # | |

SECRET

RECORD] |

They have not given me a draft yet so | doubt it bIA

----- Criginal Message-----

From:ﬁ:—qj(oc;q (FBI)

Se m.luesdax..Amsz 2005 4:55 PM b6
To OGC)EBI) o
Cc [rmD); (ITD) (FBI)
Subject: RE: (S) Re Case

SECRET

RECORK ]

;ssstant ;eneral Counsel

Science and Technology Law Unit
Office of the General Counsel

Federal tigation
Phon J
Fax

-----Qriginal Message-----

b6
bicC

60



éE:aREii b6

From:] }OGC)(FBI) , b7C
Sent: Tuesday, March 08, 2005 6:12 PM

To: QGC) (FBI); CTD) (F8I ~
Cc: (0GC) (FBI);l_K'—u__LKOGC) G2y I

(OGC) (FBI)

Subject: RE: (S) Re Case #| ]

SECRET

RECORD] |

gis drafting up a package as per my discussions with him . Since much of the information

and investigation will involve classified materials CTD will write up a package for the entire operation

and circulate for a final vetting to Cyber, et al.

b6
----- Original Message----- _ BIC
From:mom) (FBI)
Sent: Tuesday, March 08, 2005 2:38 PM _
Toj [{OGCY(FBI '
Cc OGC) (FBI);_ {OGC) (FBI);
KOGC) (FBI) BIA

Subject: FW: (S) Re Case # |
SECRET
RECORD/{ |

This case is the one that we met on in McClean. Any thoughts? OGC needs to respond to 1TD to
keep this ball rolling. While STLU has some conflicting ideas about how to handle this proposai,
nothing will be resolved until you and NSLB provide your input.

Thanks,

Assistant 5eneral Counsel b

Science and Technology Law Unit b7cC

%eneral Counsel
----- QOriginal Message-----
From:ﬁ](ocm (FBI)
Sent: Tuesday, March 01, 2005 4:18 PM
To: I(Dﬁf.).{.EBD_j
(ITD) (FBI)

e [(0GC) (Fa1);|
Subject: (S) Re Case #] |

SECRET

61



M bl

(5)

Sorry for rambling, fots on my mind, but | wanted to tell you the rest of the story so that the EC
might make more sense to you. Please let me know your thoughts. If we need to get together it
is possible.

b6

:l b7C

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
Investigations
DECLASSIFY ON: 20300131

SECRET

DERIVED FROM: G-3 FB{ Classification Guide G~3, dated 1/97, Foreign Countermtel!lgence

Investigations
DECLASSIFY ON: 20300131

SECRET

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

Investigations
DECLASSIFY ON: 20300131

SECRET

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/87, Foreign Counterinteiligenée

Investigations
DECLASSIFY ON: 20300131

_ SECRET

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97. Foreign Counterintelligence

Investigations
DECLASSIFY ON: 20300131

SECRET

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 4/97, Foreign Counterintelligence Investigations
DECLASSIFY ON: 20300131

SECRET

DERIVED FROM G-3 FBI Classification Guide G-3 dated 1197, Foreign Counterintelligence Investlgatlon
DECLASSIFY ON: 20300131

SECRET

SE j 63



DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence investigations
DECLASSIFY ON: 20300131

SECRET

— SPSRET

From: ! [(TDy b6
Sent: ry 02, 2005 9:12 AM bl b7C
To: (HN) (FBI)

Cc: ] (oeciz:) (FB o) (FBIY| kHN)(FBIY;
: lhin) (FBY)
Subject: |: o :I ...... REl

DATE: 08-06-2008
@ CLASSIFIED BY 650322uclp/stp/rds

REASON: 1.4 (c)
tech.gif (1 KB) DECLASSIFY ON: 03-06-2033
UNC IFIED

NON-RECORD ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED EXCEPT %
WHERE SHOWN OTHERWISE

CIPAY |: S :| -
‘ (Computer & Internet Protocol Address Verifier)




UNCLASSIFIED
NON-RECORD

b6
[ 1 b

Thanks again for your ideas and willingness to help this morning. Below is a summary of the
investigation to date. Any assistance/ponies you can lend in or effort to obtain and use an IPAV is
most welcome. '

Case ID #: 288A-HN-18303 (Pending)

ALL INFORBATION CONTAINED
HEREIN IS5 UNCLASSIFIED
DATE 06-03-2008 BY 60322uclp/stp/rds

Title: | I b6
b7cC

| 1- vicTiM;

CITA - INTRUSION

SUMMARY: | oe.

74




b6

b7C
UNCLASSIFIED
UNCLASSIFIED
© b6
| !OTD) (FBI) A b7¢C
From: 1 [(ITD) M
Sent: lllmdal_Eehmanu.It 2005 4:08 PM
To: (EP) (FE _|)_____I
Ce: l [OGC) (F {TD) (FBf) DATE: 08-06-2008
Subject: |: o :| - --RE{ CLASSIFIED BY 60322uclp/stp/rds
REASON: 1.4 (c)
DECLASSIFY ON: 08-06-2033
bl
NON-RECORD
ALL INFORMATION CONTAINED
CIPAV HEREIN I5 UNCLASSIFIED EXCEPT
. WHERE SHOUN OTHERWISE ; J b1
(Computer & Internet Protocol Address Verifier) )

75




Sorry, my mistake...

----- —

(EDY {FRIY

UNCLASSIFIED
NON-RECORD

send the attachment

|(EP) (FBI)
D1, 2005 3:42 PM

1)

UNC FIED

lis)

b6
b7C

bl

b6
b7C

bl

NO D
Thanks,

El Paso Division

UNC FIED

UNC FIED

78

b6
bic



| o l03 \FWL
2007 Thret oo,

'ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 06-03-2008 BY 60322uclp/stp/rds




koTp) (FBY)

= ; b6 ;
From: l (OTD) (CON) biC
Sent: 07 2:48 PM .
To: (OTD) (FBI)
Subject: . Urgent equest - Deadline - Friday, August 3, 2007

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED
Good questions, | will check... stand by DATE 06-03-2008 BY 6032zuclp/stp/rds
L

-----QOriginal l?ggggg—----
From: (OTD) (FBI)
Sent: w& 2007 2:44 PM
To: (OTD) (CON)

‘Subject: RE: Urgent FOIA Request - Deadiine - Friday, August 3, 2007

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Does this apply to our contractors? Most do not have trilogy access,.

On-Site?
Off Site?

J..
L ]

Information Technoiogy Specialist
Operational Technology Division

Office
Mobile
Pager b6
b7¢C
-----Qriginat —
ey — T
Sent:  Thussdaw Julv 26 2007 2:06 PM

To:

Cc:

Subject: Urgent FOIA Request - Deadline - Friday, August 3, 2007
Importance:  High

SENSITIVE BUT UNCLASSIFIE
NON-RECORD ’

Good Afternoon,



Per UC[____] please provide hard copies of ALL documentation, to include e-mails, concerning CIPAV
Technology. All information is to be tumed in by COB Friday, August 3rd, 2007. Additionally, it is requested that
you please put all documents in chronologicat order. If | am not in the office that day, please take your documents
to| |

Thanks,

1] b6
b7C
b2

Management Assistant
Operational Technology Division (OTD)
Cryptologic and Electronic Analysis Unit (CEAU)

(Chantilly)

(Quantico)

(Cell)

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED ]g? c

l |(OTD) (FBI)

From: 1 {OTD) (CON)
Sent: _Thursday. Julv 26,2007 2:06 PM
To:

Cc:
Subject: Urgent FOIA Request - Deadhne - Fniday, August 3, 2007

Importance: High

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Good Afternoon,

Per UC[______] please provide hard copies of ALL documentation, to include e-mails, concerning CIPAV Technology.
All information is to be turned in by COB Friday, August 3rd, 2007. Additionally, it is requested that you please put all
2



documents in chronological order. If | am not in the office that day, please take your documents to |

Thanks,

(Cell)

Management Assistant
Operational Technology Division (OTD)
i Electronic Analysis Unit (CEAU)
{Chantilly)

(Quantico)

SENSITIVE BUT UNCLASSIFIED

. |(o1D) (FBY |
(I 1 T b7C
Monday, J 2007 5:06 PM

[ OTD) (FBY) M

To:
g:;oject: ' [:S :I LF?E[

From:
Sent:

b6
b7cC
b2

b6

{OTD) (FBI) bl
H

SENSITIVE BUT UNC IFIED
NON-RECORD

What are we going to do here?

~~~~~ Original Message-—-—-
From: | koTD) (FBY)

Sent: Monday, July 16, 2007 4:35 PM
Ce: ]

(ERIM

Subject: RE: R

AN

SENSITIVE BUT UNC

NON-RECORD

SIFIED

{ think we have a problem.

Jo..

DATE: 08-06-2008

CLASSIFIED BY 60322Zuclp/stp/rds
REASON: 1.4 (c}

DECLASSIFY ON: 08-06-2033

b6
b7C
oto) (FED (oG (rey] __komo) (Fe); oTD)
148} b1
ALL INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE
b6
b7C
b2

OGC) (FBI)

7 4:33 PM

s

Sent: _Mnndau_lul.v_l.h_lﬂe
To: QTD) (F!
I T

[ERTY

OTD) (FBI)

Jocey (reny;| JoTD) (FBI); |

(o)

3 SE;RQ b1



SENSITIVE BUT UNCL. IFIED
NON-RECORD

| l13)

;s&s;ant ;eneral Counsel

Science and Technology Law Unit
Office of the General Counsel b6

Federal B f Investigation b7C
iy f_LJJL%;_u_D S
Cel

o —— |

Fax

., =-==-Original Messalg_e---—'{
From: OTD) (FBI) : b6

Sents onday, July 16, 2007 4:30 PM BIC

To: I(OGC) (FBI) '

Ce: OTD) (FBI}]| 1(0GC) (FBI) bl
i s J subje_et:.- .......................... R .- §

SENSITIVE BUT UNC IFIED
NON-RECORD

|: S :I | b1

L |

Information Technology Specialist b6

Operational Technology Division B7C
. Office 4 i B2
Mobile )

Pager 1 ]

—---Original Message-----
From: " Xo60) (FeN)

Sent: Mooy o 16, 207 352 1
To: — ot (pen :
: — o) (7D} kocor e Joso e[|

T T i —

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

(3]




— -
;sms;n; ;eneral Counsel
Science and Technology Law Unit - ,
Office of the General Counsel b6
Federal Bureau of Investigation biC
en b2
Cell
Ph (Secure) d |
Faxi {
SENSITIVE BUT UNC IFIED
SENSITIVE BUT UNC%IFIED
SENSITIVE BUT UNC%IFIED '
SENSITIVE BUT UNCMSSIFIED
b6
SENSITIVE BUT UNCLA&IE!ED b7C
lmmmmm-mnlJ@D) (FBI) eI ez
From: [ Toae) e
Sent: Monday, July 16. 2007 4:33 PM
To:
Ce: (OGC) (FBI)
TD) (FB):
Subject: |: S ) e RET b1

. SENSITIVE BUT UN IFIED
NON-RECORD

;s&stant ;eneral Counsel

Science and Technology Law Unit
Office of the General Counsel

)

bé
b7C




- Z

N

;ssw;an; ;eneral Counsel

5]

Information Technology Specialist
Operational Tech ifsion

Science and Technology Law Unit b6
Office of the General Counsel b7C
Fe jestigation b2
Ph
Cel
Ph (Secure) | ]
Fax[ {
SENSITIVE BUT UNC&SIFIED
SENSITIVE BUT UNCL IFIED
SENSITIVE BUT UNCLA IED
7
(OTD) (FBI)
" From: | |(sE) (FBI)
Sent: 07 3:20 PM
To: (OTD) (FBI)
Subject: RE: Associated Press Article b6
. b7C
UNCLASSIFIED
NON-RECORD
Looks great. Thanks:|
oo Originat Message--—--
From: I:Z;L‘___..T.‘_l(om) (FBD)
Sent: 12:03 PM
To: (SE) (FBI)
Cc: OTD) (FBI)
Subject: RE: Associated Press Article
UNCLASSIFIED
NON-RECORD
b2
b7E
J...
b6
b7C

bl




SeeRlt

Office -
Mobile
Pager {
b6
, b7C
-----Qriginal Message-----
From: [ KSE) (FBI)
Sent: _Tuesday, June 12. 2007 2:34 PIM—_I(
To: OTD) (FBI) gmycom o) (rey
Ce: SE) (FBI) ksE) (0GA)
Subject: FW: Associated Press Article
UNCLASSIFIED
NON-RECORD
| | 2
{ [Thanks] | b7E

b6

sal____ ] | b7C

b6
(Fax) b7C
_—_.====(Ne)(tel)l J
I ]
-----Qriginal Message-----

From: | J(SE) (FBI)
Sent:  Tuesday, June 12, 2007 11:18 AM
To: (SE) (FBI)
Subject: Associated Press Article

UNCLASSIFIED
NON-RECORD

Here is the email link in the style of the Seattle Times
>

>
> Bomb threat at high school downplayed by local police department
>

> Technology savvy student holds Timberline High School hostage....

>

> Full story:

http://seattletimes.nwsource.com/htmi/nationworld/2003743231 webteensex 11.html
>

>
> - _—
>

> TO SUBSCRIBE TO THE SEATTLE TIMES PRINT EDITION

> Call (206) 464-2121 or 1-800-542-0820, or go to

> hitp.//seattletimes.com/subscribe
>

>HOW TO ADVERTISE WITH THE SEATTLE TIMES COMPANY ONLINE
> For information on advertising in this e-mail newsletter,
> or other online marketing platforms with The Seattle Times Company,

> call (206) m’or e-mail websales@seattletimes.com

8



http://seattletimes.nwsource.com/html/nationworld/20Q3743231
http://seattletimes.com/subscribe
mailto:websales@seattletimes.com

o

>TO ADVERTISE IN THE SEATTLE TIMES PRINT EDITION
> Please go to http://seattletimes.nwsource.com/contactus/adsales
> for information,

>
>

> For news updates throughout the day, visit http://www.seattletimes.com
>

>

> Copyright (c) 2007 The Seattle Times Company

>

> www.seattletimes.com

Here is the full article.

Friday, June 8, 2007

Bomb threat at high school downplayed by
local police department.

The Associated Press

LACEY Wash. — Technology savvy student holds Timberline High School hostage. The suspect is stiil
unknown after several bomb threats and 5 days of school evacuations. Anonymous bomb threats to
high schools are a growing trend in rural America.

Timberline High School is the latest victim in an increasing trend of computer related extortion schemes.
These schemes all involve a similar pattem: several threats made over a week by students utilizing
technology. These threats receive low media attention. School officials and law enforcement
downplay the risk associated with the threats and disregard pleas from concerned parents and students.

Although similar incidents have occurred in Kentucky, Michigan, and Virginia, the ‘I‘lmberllne threat shows an
escalation in sophistication and computer hacking skills.

{Statistics to come on each threat. including: duration of threat, cost estimate for damage, and psychologicat
factors]

The most significant difference with the Timberline threat is the use of My Space and obfuscated emails.
According to sources at Timberline High School, the subject uses other students' emails to send the bomb threats,
most often going by the name of "Doug."” Additionally, the suspect has set up a My Space page to taunt
students. According to "Doug”, # students have joined the My Space page. A frenzy of students are
trying to identify "Doug", yet none have succeeded.

In response to the students' race to identify the suspect, "Doug" comments

[Place comment herg]

School officials have given parents and students little assurance of the threats ending soon. Timberline
Principal Dave Lehnis stated, "While the administration and law enforcement believe the school is safe and
secure, we understand if parents want to keep theu' students at home and we will work with them to get the
homework they need."

The emotional toll on the students can be seen by the significant absentee numbers. If school officials and
law enforcement are not taking this threat seriously, the parenis are.

SesRe]


http://seattietimes.nwsource.com/contactus/adsales
http://www.seattletimes.com
http://www.seattletimes.com

SE

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

[ !OTD) (FBI) )
R b6

OTD) (FBI) b7C
2007 2:37 PM

JoTD) (F8I)

ress Article

From:
Sent:
To:
Subject:

UNCLASSIFIED
NON-RECORD

FYI. |:|

‘ I::sent a new article for the Seattle case.

SS

Operational Technology Division :
Digital Evidence Section 06
Cryptologic and Electronic Analysis Unit b7C
Software Development Group

(desk)

(cell)

(fax-unclass)

-----Original Messagg-----
From: 1 §(SE) (FBI) ’ b6

Sent: Tuesday, June 12, 2007 2:34 PM
To: — 35—y Y S—— Y . b7cC

Cc: l 1(SE) (FBINI |(SE) (OGA)
Subject: FW: Associated Press Article

UNCLASSIFIED
NON-RECORD

1 ]
l | Thanks| ]

sAl 1] b2

£Bl Seattle b7E
(Fax) be

(Nextel) OC:| ] b7C
[

_ERREL
10




e

-----Original Messapa. b6
From: L SE) (FBI) b7C
Sent: m 11:18 AM
To: (SE) (FBI)

Subject: oCia ress Arbicle
UNCLASSIFIED
NON-RECORD

Here is the email link in the style of the Seattle Times
>

>

> Bomb threat at high school downplayed by local police department
>

> Technology savvy student holds Timberline High School hostage....
>

> Full story
http://seattletimes.nwsource. com/html/nat10nworld/2003743231 webteensex11.html

vV V.V

> :
>TO SUBSCRIBE TO THE SEATTLE TIMES PRINT EDITION
> Call (206) 464-2121 or 1-800-542-0820, or go to

> http://seattletimes.com/subscribe
>

> HOW TO ADVERTISE WITH THE SEATTLE TIMES COMPANY ONLINE
> For information on advertising in this e-mail newsletter,
> or other online marketing platforms with The Seattle Times Company,

> call (206) 464-2361 or e-mail websales@seattletimes.com

>
> TO ADVERTISE IN THE SEATTLE TIMES PRINT EDITION

> Please go to http://seattletimes.nwsource.com/contactus/adsales
> for information.

>
>

> For news updates throughout the day, visit http://www.seattletimes.com
>

> .

> Copyright (c) 2007 The Seattle Times Company

>

> www.seattletimes.com

Here is the full article.

Friday, June 8, 2007

Bomb threat at high school dawnplayed by
iocal p@ﬁ ce epartmenﬁ,

1
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UNCLASSIFIED

UNCLASSIFIED

| IOTD) (FBI)

From: -
Sent:
To:

Ce:
Subject:

OTD) (FBI
vem  SEREL

SE) (FBI) ‘
(©7TD) (FBI) b6
RE: 288A-SE-93709 DATE: 08-06-2008 bic

CLASSIFIED BY 60322uclp/stp/rds

, REASON: 1.4 (c)
UNC@EIED DECLASSIFY ON: D8-06-2033

NON-RECORD

— ©

bl
b2
b7E

Please contact me at the below listed numbers if you have any questions.

Sincerely,
ALL INFORMATION CONTAINED

HEREIN I$ UNCLASSIFIED EXCEPT .
SSA|:| WHERE SHOWN OTHERVISE BIC
Operational Technolagy Division
8]

Digital Evidence Section
15




S
Cryptologic and Electronic Analysis Unit

Software Development Group

(desk) b6
(cell) b7C
(fax-unclass) . b2
{8 bl

----- Original —
From: i lSE) (FBI)

Sent: Ihursdwmgﬂ(, 2007 5:12 PM b6

ca e no

Cc: SE) (OGA) bl

Subject: 288A-SE-93709 b2
b7E

UNC IFIED b6

NON-RECORD . b7cC

15

sAl 1]

b6
b7C
b2

UNCL§%IED : . a
chggsmso
Fl




- OTD) (FBI)
From: L lenesn b7c
Sent: 07 ?0‘50 AM
To: (OTD) (FBI)

Subject: R - Ii S :l

SENSITIVE BUT UNC IFIED
NON-RECORD bl

Deacl ]

¥-3

(S

Best wishes,
o
esk DATE: 08-06-2008
extel CLASSIFIED BY 60322uclp/stp/rds b6
N REASON: 1.4 (¢} b7cC
DECLASSIFY ON: 08-06-2033 b2
----- Original ooas
From: (OTD)(FBI) b6

Sent: ] March 23, 2007 2:48 PM ib7 ¢
To: I |CI) (FBI)
cc: 1 OTDY (EBD :b],
Subject: ! I: S :l b2

~, Z b7E
SENSITIVE BUT UNCL&gIFIED .
NON-RECORD

If you need more time to download the information we would be happy to accommodate you. Please contact me
regarding the disposition of the data and the computers.

vir

ALL IN¥ORMATION CONTAINED )
HEREIN IS UNCLASSIFIED EXCEPT

WHERE WN O SE
SENSITIVE BUT UNCLASSIFIED SHOWN OTHERWI
SENSITIVE BUT UNCL IED

17 ;/T



ST}RET

QOTD) (FBI

(1T N
From: Request Managment Syste J .

Sent: Monday, April 30, 2007 6:01 b2

To: '

Subject: RMS Request 000000000117037 aged of at least 60 days.

DATE: 08-06-2008
RMS Request 000000000117037 aged of at least 60 days. CLASSIFIED BY 60322uclp/stp/rds

L . REASON: 1.4 (c}
Division (Required) :_QTD

' : -06-203
Program (Required) :r l ':s :l DECLASSIFY ON: 08-0D6 %b13
Unit (Required) Lwn 7102
Item (Required) I I(Sj
_Classification :
L 1L - ALV i anndion
2000104 : b6
536870924 : n7C
b2
From: Request Managment System| ]
Sent: Monday, April 30, 2007 6:01
To:
Subject: R equest 000000000116159 aged of at least 60 days.
RMS Request 000000000116153 aged of at least 60 days.
Division (Required) : _OTD . '
Program {(Required) h: S :| bl
Unit (Required) e 01 0918 R ———
Item {(Required) : |:S )
Clasgificatinan — e —————————
JI N 4 . dVULd,
2000104 :
b6
536870924 : | e

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

. Smg

13)




SPerET

| ‘ (oTD) (FBY)

TR g S

From: Request Managment Systen] | b7C
Sent: pril 23, 2007 5:30 AM b2
To: '

Subject: RMS Request 000000000117037 aged of at least 60 days.

DATE: 08-06-2008
CLASSIFIED BY &€0322uclp/stp/rds
RMS Reguest 000000000117037 aged of at least 60 days. REASON: 1.4 (c)

Division (Required) AT DECLASSIFY ON: 03-06-2033

Program (Required) I( E; 3

Unit (Required) V) S

Item (Required) : i J bl
_Classification B

lls L tutd 375U,

2000104 :

536870924 : b6

b7C
_OTD) (FBI) e
b7C

From: Reéquest Managment System| ] b2

Sent: Monday, April 23, 2007 5:28 AM

To:

Subject: ‘ RMS Request 000000000116159 aged of at least 60 days.

ALL INFORMATION CONTAINED

RMS Request 000000000116159 aged of at least 60 days. HEREIN IS UNCLASSIFIED EXCEPT

Division (Required) . _QTD WHERE SHOWN OTHERVWISE
Program (Required) |i E; j bl
Unit (Required) P asnss=

Item (Required) J l‘g)

Classification ;. Secret ‘

112 : 1014;

2000104 E b6

536870924 : ‘ bIC

19



DATE: 06-06-2008
S T : CLASSIFIED BY 50322uclp/stp/rds
REAJON: 1.4 ()

l loTD) (FBI) DECLASSIFY ON: 08-06-2033
From: Request Managment Syste | b7cC
Sent: Monday, April 09, 2007 6:09 AM b2
To:
Subject: RMS Request 000000000117037 aged of at least 60 days.

RMS Request 000000000117037 aged of at least 60 days.

Division (Required) QOTh

Program (Required) 11”(53 bl

Unit (Required) TERT . |: s j

Item (Required) I

~Classification

lle v 1014357307

2000104 : b6

536870924 ; ALL INFORMATION CONTAINED b7C
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

| . {(OTD) (FBY)

From: Request Managment System | b7C

Sent: Monda:: April 09, 2007 6:09 AV b2

To:

Subject: equest 000000000116159 aged of at least 60 days.

RMS Request 000000000116159 aged of at least 60 days. bl

Division (Re‘quired) QID

Program {Required) I t S J
Unit (Required) b el np .Y 21

Item (Required) :I HS’
Classification :

(3]

112 T _L1ULZ;
2000104 : b6
536870924 : b7cC

_SECRET

20



SPRRET

|§0T0) (FBI)

b6

‘b7C

;rom: | I(TP) (FBI)
ent: I.Ihumdma_l.hmh_’l.’l_TOOY 3:07 PM DATE: 08-06-2008"
;o;) et = OTDVEBD CLASSIFIED BY 60322uclp/stp/rds
ubject: ‘ I:S:I REASON: 1.4 {c)
DECLASSIFY ON: 08-06-2033
SENSITIV CLASSIFIED bl
RECOR
(S)
b2
.b7E
b6
B7C
Thanks,

: l ;mp; ;Y;e;

----- QOriginal ﬁssan&__.lv-- ,
From: OTD)(FBI)

Sent: 1, 2007 1:28 PM
To: ) {FBI)

|: S :| O Yot (rand J(oTo) (FBI)
Subject: |- |

SENSITIVE BUT UNCLASSIFIED
(5) meog T

! I | just wanted to document the steps we have taken in the last few days.

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

b6
b7C
bl
bé
b7C

bl



(5]}

vir

Information Technology Specialist

Operatj
Office
Mobile
Pager

ision

From: - '} (FBI)

Sent: 007 8:47 AM

To: (QTRYERD)

Subject T, . (g

SENSITIVE BUT U%%%SIFIED
NON-RECORD

[
—

Tampa Cyber

5

<< Filé: Transfer Receipt.doc >>

SENSITIVE BUT UNC;&SIFIED
SENSITIVE BUT UNC%SIFIED

SENSITIVE BUT UNCL

IED

22

‘,.-"IThanks again for your assistance!

S

b6
b7cC
b2

bl

b6
b7C

bl



woﬂm (FBI)

ot

G SRR
b7C

bl

From: l(oTD) (CON)
Sent: Tuesday, March 20, 2007 2:18 PM
To: (OTD)(FBI)
Cot AID\I(‘ON)i kOTD)(CON)
Subject: l: 5 :I T RE}
) , DATE: 08-06-2008
SENSITIVE BUT UNC IFIED CLASSIFIED BY 60322uclp/stp/rds
NON-RECORD REASON: 1.4 (c)

]

DECLASSIFY ON: 08-06-2033

1 have an unclass floppy for you with this fite on it ready for pickup.

-----Original Message-----
From: | koT)(Far)

fotD) (con)

Sent: 2007 8:51 AM

ce (OTD)(CON)

Cc: kAaTon/r )"]
i S :l Subjects -

SENSITIVE BUT UNCI SIFIED

NON-RECORD.

[ could you do a trusted download please?

Thanks
Jo..

Tnformation '.Fec#nology Specialist

Operational Technology Division

ALL INFORMATION CONTAINED

WEERE SHOWN OTHERWISE

Office
Mobile
Pager

--—Original e

From: ) (FBI)

Sent: I.Mnnaau.mama.fow 8:47 AM
To: (OTD)(FBI) |: s :I

Subject: | J
SENSITIVE BUT UN iFIED
NON-RECORD

]

(5]

| Thanks again for your assistance!

Tampa Cyber

<< File: Transfer Receipt.doc >>

23

SEeRE

b6
b7C

HEREIN IS UNCLASSIFIED EXCEPT

b6
b7C
b2

bl




SENSITIVE BUT UNC%IFIED SR@;
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNC%IFIED

| kOTD) (FBI) b6

From:
Sent:
To:

Subject: i S j

b7C

| Jcre) (FBY)

Monday, March 19. 2007 8:47 AM
lO"D)(FBI)

SENSITIVE BUT UNCL FIED bl
NON-RECORD :

1

b6

b7cC

~| Thanks again for your assistance!

B

Transfer
Receipt.doc (36 KB)

SENSITIVE BUT UNC%SIFIED

| HOTD) (FBI) ’ .

From: L _1(OTD) (FBI) b7C
Sent: h 08, 2007 4:24 PM

To: (ITD) (FBI) )
Ce: S ‘ (OTD)(FBI) bl
Subject: ': :' FV\1 '

SENSITIVE BUT UN SIFIED
NON-RECORD

Gentlemen,

Here is the EC regarding the Tampa case. Let me know your thoughts.

SSA | b6
Operational Technology Division bicC
Digital Evidence Section b2

Cryptologic and Electronic Analysis Unit

are Development Group
desk)
cell)
fax-unclass)

2 M _*



----- Original Message-----
From: oo— Y

Sent: 08, 2007 3:22 PM
To: {QTD) (FBI)

ce: (TP) (FBI)]
Subject: "TIPAV Request
SENSITIVE BUT UNC IED
NON-RECORD

1

R gt I Ll — e

b7C

Thanks,

Tampa Cyber

7
RN

cipav.request.wpd
(28 K8)

| (OTD)(FBI)

SENSITIVE BUT UNC
| ](0TD) (FBI)
From:
Sent: Friday, March 02, 2007 10:54 AM

To: |
Subject: W. RMS Reques

UNCMI ED
NON-KECORD

(OTD) (FBI)

t 000000000115736 aged of at least 60 days.

E::::] can you please clear this from RMS?

Thanks
J..

L |

Information Technology Specialist

Operational Technology Division

Office
Mobile 1
Pager -

----- Original Message-----

From: Request Managment System [mailto: i

Sent: Friday, March 02, 2007 10:3% AM

* BT

b6
b7C

b2

b7C




SEBRET
To:

Subject: RMS Request 000000000115736 aged of at least 60 days.

(5

o]

) b6
RMS Request 000000000115736 aged of at least 60 days. b7C
Division (Required) : OTD
Program (Required) i ]s) ,
Unit (Required) +CERTT A : \i E;
Item (Required) : :(SJ .S
Clases Ffimnatdan .
112 : 1014;3730;
2000104 :
536870924
UN%IBD
lm_mmJ(OTD) {FB)
From: [ J(OTD)(FBI)
Sent: Friday, March 02, 2007 10:54 AM
To: OTD}) (FBI) b6
Subject: FW: RMS Request 000000000116159 aged of at east 60 days. b7C
UNC FIED
NO B D
[:::::] can you please clear this from RMS?
Thanks
J. .
| I
Information Technology Specialist
Operational Technoloqy Division
Office - b2
Mobile -
b6
Pager - BIC
~-~---Qriginal Message-~---—
From: Request Managment System [mailto| |
Sent: Friday, Maxch 02, 2007 10:39 AM
To:| ]
Subject: RMS Request 000000000116159 aged of at least 60 days.
RMS Request 000000000116159 aged of at least 60 days.
Division (Reguired) QT bl
Program (Required) I(SJ
Unit (Required) TERD . ( S :l
Item (Reédiiivedy - - &
Classification ; Jecre o
26

bl



112 i Lulad s
2000104
536870924 b6

b7C
UNCLASSIFIED

(OTD) (FBI)
b2

From: Request Managment System | b6
Sent: Friday, March 02, 2007 10:39 AM b7C
To:
Subject: RMS Request 000000000115736 aged of at least 60 days.
RMS Request 000000000115736 aged of at least 60 days.
Division (Required) :.-QTD bl
Program (Required) ]( S :l
Unit (Required) : _CERU

Item (Required)
~Classification

1(35)

L L

2000104
536870924

TULR s D D07

| |(OTD) (FBI)

b7C
From:. Request Managment Syste | B2
Sent: Friday, March 02, 2007 10:39 AM
To: | ]
Subject: equest 000000000116159 aged of at least 60 days.
RMS Request 000000000116159 aged of at least 60 days.

bl

Division (Required) :QID
Program (Regquired) I |: S :l
Unit (Required) s |'I Q }
Item (Required) o
Classification —Qecrer
TL12Z TOUIZ,

2000104
536870924

b6
b7C

I:S:' bl




(5)

| (OTD) (FBI)

b6
From: i loTD) (FBY) bC
Sent: |JAhd.n.esdm;Eel:}.n'lary 21, 2007 10:30 AM
To: . {QTD) (FBI)
Cc: L kOTD)(FBI)

Subject: : RMS CIPAV requests

SENSITIVE BUT UNCLASSIFIE
NON-RECORD '

E] I'm sure you're already aware of all these requests, but FYi...

RMS Request RMS Request RMS Request RMS Request RMS Request RMS Request RMS Request
0000000116686 ag0000000116159 agl0000000115736 ag00000001 14249 ag0000000114307 ag0000000106885 ag0000000116686 ag

RMS Request RMS Request RMS Request
0000000116159 ag0000000115736 ag0000000114307 ag

ALL INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED
DATE 06-05-2008 BY 60322uclp/stp/rds

RMS Request RMS Request
0000000114249 ag0000000106885 ag

"bé
b7C
SENSITIVE BUT UNCLASSIFIED
I-m-n:J(OTD) (FB1) -
. b2
From: Request Managment Systemy | S
Sent: Tuesday, February 20, 2007 11:20 AM
To: | |
Subject: RMS Request 000000000116159 aged of at least 60 days.
DATE: 08-07-2008
RMS Request 000000000116159 aged of at least 60 days. CLASSIFIED BY 60322uclp/stp/rds
: REASON: 1.4 (c) bl
Division (Required) :-QIL S DECLASSIFY ON: 08-07-2033
Program (Required) :l H :'
Unit (Required) : CEAT
”I‘t“‘e"tﬁ“'"("R'e‘quirecl‘)""-"-“wmw:-’w |
Classification : Secret

536870924 I e —
2000104 I orc » |:S:|

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOUN OTHERWISE

28

SEeREL



lmﬁo.rn) (FB1)

From:
Sent:
To:
Subject:

e

e

equest 000000000115736 aged of at least 60 days.

RMS Request 000000000115736 aged of at least 60 days.

Division (Required)
Program (Required)
Unit (Required)
Item (Required)
Classification

 OTD

1(5]

i A )

108}

. b6
Request Managment System| | o7e
February 20, 2007 11:20 AM b2

ilz

- RV K I LV B

AT

536870924
2000104

| |(OTD) (FBI)
From: Request Managment System| | b2
Sent: February 20, 2007 11:15 AM b6
To: b7C
Subject: RMS Request 000000000116159 aged of at least 60 days.

RMS Request 000000000116152 aged of at least 60 days.

Division (Required)
Program (Required)
Unit (Required)
Item (Required)
Classification

: 01D

: Secret

TIZ
536870924
2000104

LW R W

29

bl



s@e{T

(OTD) (FBI) _
b6 =
p7C P2
From: Request Managment System| ]
Sent: Tuesday, February 20, 2007 11:15 AM
To:
Subiject: RMS Request 000000000115736 aged of at least 60 days.

RMS Request 000000000115736 aged of at least 60 days.

Division (Required) —QTD '{SJ
Program {Required) I J
Unit (Required) Falnk: 34!

Item (Required) ; |:S:|

_Classification

LU Ly o 72U,

536870924

2000104 : b6 l:s )
b7C

| (OTD) (FBY)

b2
From: Request Managment Systerf | b6
Sent: Thursday, February 15, 2007 9:18 AM bIC
To: | i
Subject: equest 000000000116159 aged of at least 60 days.

RMS Request 000000000116159'aged of at least 60 days.

Division (Required) :u.QID
Program (Required} i t S :l

Unit (Required) . -~
item (Required) l .......... {8)
Llasaificatian - Secret
112 4 10147 -
2000104 : b6

536870924 : b7C |: S :|

30




[OTD) (FBI)

From:
Sent:
To:
Subject:

v b6

Request Managment System| ] m b7C

l%:iﬂ, February 15, 2007 ©:13 AM b2
e

quest 000000000115736 aged of at least 60 days.

RMS Request 000000000115736 aged of at least 60 days.

Division (Required)
Program {Required)
Unit (Required)
Item (Required)
Claoasi ficatiaon

. OTh ':S:l

18]

TIZ
2000104
536870924

. LUL&a, 573U

b6

From:
Sent:
To:
Subject:

Importance:

L TD) (FBI)
Friday, February 09 2007 8:34 AM
I —JOTD)(FBI)
FW: Shut down CIPAV
High
b7A

SENSITIVE BUT UNCDASSIFIED
RECORD,

]

Read below and execute ASAP!

Thanks,
SS b2
Operational Technology Division b6
Digital Evidence Section b7C
Cryptologic and Electronic Analysis Unit

pment Group

{desk)

{cell)

(fax-unclass)

To:

----- Original Message-——--- ‘
From: t;;kcn (FBI) . b6
Sent: Friday, February 09, 2007 8:0; bIC

7 AM '
o) (FeD]____ fovo) (Fan] fen e Jccnran;

(CyD) (F8I)

Subject: Shut down CIPAV

Importance: High
SENSITIVE BUT UNCL.

IFIED
31

SEEREL_

b7C |:S :I

b7cC

bl




RECORD] ] %I

32

b7A
bl
ar SSA ]
(S)
v Sincerely,

SA |

Desk b6

Nextel b7C

Direct connect b2
SENSITIVE BUT UNCL
SENSITIVE BUT UNCLA

{OTD) (FBI)
b2

From: Request Managment System| | b6
Sent: Monday, January 15, 2007 9:10 AM p7C
To:
Subject: RMS Request 000000000115736 aged of at least 60 days.
RMS Request 000000000115736 aged of at least 60 days.
Division (Required) :.QTD tS) b1
Program (Required) :l ! (S:l ‘
Unit (Required) Fo e 7248
Item (Required)
Classification |
TTZ TIUTE :
2000104 : b6
536870924 : b7C I: S :'




SeereT

(OTD) (FBI)
From: | (OTD) (FBI) b§
Sent: her 212006 5:17 P p7C
tT:?: fizfo m' (Hcr)u_s' GO) (@_}j\}o — (HO) (0GA);
Subject: RE: INORMATION TO CE:\'S REBCIIIPAV REQUEST

: DATE: 06-05-2088 :

.g_g%g_ﬁt : CLASSIFIED BY 60322uclp/stp/rds b7A
RECORD} | REASON: 1.4 {c)

DECLASSIFY ON: 06-05-2033

1]

| know that some of our requests are already in the process of heing completed. However, | just wanted to

document the teiephone conversation that my engineers and | had with in this email. Thus, per our telephone call,.

the attached word document contains the requested information that we discussed.

houstonquestions.d
oc (26 KB) ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED EXCEPT
Thanks for the quick response, WHERE 3SHOWN OTHERWISE

Kd

From: l __KHO) (FBD) bE
Sent: Th ay, December 21, 2006 2:43 PM BIC
To: (OTD) (FBI){_ JOTD)(FBL) . ‘ !
Cc: {HO) (FBD) I(HO) (OGA);] HO) (OGA) HO) (FBI)
Subject: 'INGEMRITUEB CEAU RE CIPAY REQUEST 1}

Importance: High

SECRET
RECORD| f b7A

Please call if you have any further questions.

sA |

Houston Squad CT-5 b6
(0)| | p7C
(C) b2

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFY ON: 20311221
SECRET

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations

DECLASSIFY ON: 20311221
_SEBRET

33

[(5)

bl



S DATE: 06-05-2008

M CLASSIFIED BY 60322uclp/stp/rds
REASON: 1.4 (c)

' DECLASSIFY ON: 06-05-2033
| |!OTD! SFB!)
[

From: 1(HO) (FBI) ' b6
Sent: 006 2:56 PM pic
To: (HO) (FBIY{ \OTD) (FBI);| |
ce: C:;:fff::::1ﬂonoeAm kHO) (0cAY| [Ho)
Subject: RE: INORMATION TO CEAU RE CIPAV REQUEST
SECRET ‘ : b7A
RECORD] ]

S

|
Thanks, _

bo

D ‘ b7C

---=-Qriginal Message-----

From: | KHO) (FBI)

Sent: Thursday, December 21, 2006|].'.13.EM____.|( -

To: |(oro) (FBIL); OTD)(FBD)

cc HO) (FBI) J(70) (0o 1(HO) (0GA) kHo) (FBD)

Subject: INORMATION TO CEAU RE CIPAV REQUEST
Importance: High

SECRET
RECORD] l

bl

(1)

SA ]

Houston Squad CT-5 b6
(0‘ b7C
(© ~ b2

DERIVED FRORM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFY ON: 20311221
SECRET

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFY ON: 20311221
SECRET

ALL INFORMATION CONTAINED

S@RET : HEREIN IS UNCLASSIFIED EXCEPT

WHERE SHOUN OTHERWISE
34




DATE: 06-05-2008 -
CLASSIFIED BY 6Q322uclp/stp/rds

REASON: 1.4 (c)

| [(OTD) (FBI) DECLASSIFY ON: 06-05-2033

From: | | (HO) (FBY)" b6

Sent: Thursday, December 21, 2006 2:43 PM b7C

To: ‘ (OTD) (FBILL KOTDYFB!)

Cc: HO) (FBI){ [HO) (OGA) (HO) (OGA);
(HO) (FBI)

Subiject: INORMATION TO CEAU RE CIPAV REQUEST

Importance: High

SECRET

RECORD 315N-HO-48593

s

bl

sl ] ’ '

?Oo n ad CT-5 : : b6

© A a b7C
. b2

DERIVED FROM: G-3 FBI Classification Guide G-3 dated 1/97. Foreign Counterintelligence investigations
DECLASSIFY ON: 20311221

SECRET
| 1(0TD) (FBI)
From: [ l(oT0) (FBY) ' b6
Sent: Thursday. December 14, 2006 11:05 AM n7C
To: (OTD) (FBI)
Ce: ﬁ loTD) (FBiy] JoTD)(FBI); (ITD)
=) 1(OTD) (FBR — 1

" Subject: _ |: S :I bl

SENSITIVE BUT UNC FIED
RECORD 268-HQ-1305912-8

L1

bl

5]

35

SEBRET



|

~ bl

SSA

Software Development Group (SDG)
Cryptologic Electronic Analysis Unit (CEAU)
Digital Evidence Section (DES)

Operational Technology Division (OTD)

(desk)

{cell)

SENSITIVE BUT UNC%IFIED

36

[

b6
b7C
b2



b6
From: | (OTD) (FBI) b7C
Sent: Tuesday, November 28, 2006 5:14 PM
To: [ |(OTD)(FBL
Cc: : OTD) (FBI) loce) (FBIY] __JoTD)

be
Subject: FW: CIPAV court orders - Re| J(Case Agent|:| b7C
Importance: High b7A
Follow Up Flag: Follow up DATE: 08-07-2008

REASON: 1.4 (c)
. DECLASSIFY ON: (08-07-2033
SENSITIVE BUT UNC {FIED
NON-RECORD
1

l Jwill address this with the case agent and send a reminder.

[_Jis the POC and he wilt coordinate with the field.

If you have guestions please give me acall

[ ]

(3)

b6
b7¢C

Unit Chief, Cryptologic & Electronic Analysis Unit (CEAU)

Digital Evidence Section
Operational Technology Division
_ A

----- Qriginal Message-----

From: (OGC) (FBI)

Sent: 8, 2006 4:54 PM
To: OTD)(FBI

Cc: e _komD) (FI
Subject: RE: CIPAV court orders - Re
Importance: High

SENSITIVE BUT UNC SIFIED
NON-RECORD

]

'ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

OTD) (FBI) b6

OTD) (FBI
N

b7A b7C

bl

bl




Assistant General Counsel

Science and Technology Law Unit

Office of the General Counsel

Federal Bureau of Investigation
Ph-
Cell

Ph (Secure)] ]
Fax

-----Qriginal —
From:
Sent:
To:

(o]
© Subject:

SENSITIVE BUT UNC
NON-RECORD

Thanks:

OTD)(FBI)
, 2006.4:
Fal
} (FBL

RE: CIPAV court orders - R

FIED

§§ng

) (FBI)

OTO) (FBlL
T —

b2
b6
b7C

bBIA

bl
];
be
b7C i
b2 |
—---Origj
From: OGC) (FBI)
Sent: ber 28, 2006 4:21 PM bIA
To: (OTD)(F
Cc: C) 0TD) (FBI)
: (Case Agen
bl

NON-RECORD

38




(5)

bl

;ssm;an; ;er'eral Counsel

Science and Technology Law Unit
Office of the General Counsei ‘ b6
Federal Bureau of Investigation b7cC

Ph b2
Celll |

Ph (Secure

Fax

----- Original Message--~--

From: | J(SL)(FBI)

Sent: r 17, 2006 6:54 PM .
To: (OGC) (FBI) :
Subject: CIPAV court orders : i
SENSITIVE BUT UNC 1ED

NON-RECORD I: s :l bl

SENSITIVE BUT UNCL&?IED
SENSITIVE BUT UNCMSSIFIED
SENSITIVE BUT UN;&%SIFIED
SENSITIVE BUT UNCLA%ED

39
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Office of the General Counsel

Fe vestigation

Ph SERRET.
Cel

Ph (

Fax

----- Original Message-----
From: 1 KSL)(FBI)

Sent: i er 17, 2006 6:54 PM
To: (FBI)
Subject: | e i S :I

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

b2
b6
b7C

bl
b2
b7E
b6
b7C

(s)

SENSITIVE BUT UNCLMSIFIED

SENSITIVE BUT UNC FIED

[(0TD) (FBI)A

From: L _l(OTD)(FBI)

Sent: ) PN%ZOOS 4:32 PM
To: (FBI)

Subject: i S :I

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

I don't have any more info.

N
45

bl

b78
b6
b7C

pIc




SENSITIVE BUT UNCMIF[ED

a

DATE: 06-05-2008

CLASSIFIED BY 60322uclp/stp/rds
RELS0N: 1.4 (¢}

DECLASSIFY ON: 06-05-2033

From: | koGC) (FBI) be

Sent: Monday. November 20, 2006 12:23 PM b? c

To: [ — komowverBy  _ kOTD)FBY :

Ce: | (OTD) (FBI)L_ l(oGe) (FB| I

y 1 (QIDY(F

Subject; [ ) ﬁ\FFIANT [ ASE AGENT: w
L) i S :l b7C

SECRET

RECORD| ]

;SSIS;H; ;eneral Counsel

Science and Technology Law Unit
Office of the General Counsel
Federal Bureau of Investigation

Celll
S ——

----- QOriginal Message-—--

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEFT
WHERE SHOWN OTHERWISE §2

b7cC

b7A

From: J(OTD) (FBD)
Sent: Monday, November 20, 2006 11:06 AM
To: (HO) {OGA); O (01 ) (FaI); | foto) (FBI),l b7c 1 (FBI)
Cc: OTD) (FRI
Subject: AFFIANTY . . ‘CASE Ag_[:NT{ ': s :I o1
SECRET
RECORD| |
S
----- Original Messagg-----
From: (HO) (OGA)
Sent: Monday, November 20, 2006 10:21 AM
To: |:_L__[HO) (=1 HO) (FBI)| JHO) (B} ]
(OTD) (FBDJ ]
Ce HONTERD. HO) (anf h-l'“ (OGA
Subject: AFFIANT: CASE AGENT) b7 c
SECRET f s )
RECORQ |

Here are the orders.

46
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----- QCriginal Message-----

" Management and Program Analyst
QGC/NSLB/FISA Unit

Room 7291

DERIVED FROM: Multiple Sources
DECLASSIFICATION EXEMPTION 1

SECRET_ -

DERIVED FROM: Multiple Sources
DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM: Rultipie Sources

DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM: Multiple Sources

DECLASSIFICATION EXEMPTION 1

SECRET

47

bé
b7C

[L&y

From: L__—_____Joccyrsn
Sent: _mgmmmfoos 5:13 PM
To: CTD) (FBI); = S:| ) (F1; [ ':Imml(osA);
J(HO) (FBI) SEY (EBD);| (SE) (FBIY (FB1);
sp) (FeD ] KsF) (FBD [SF) (FBI); |
L_____I(sF) (FeDi i(SF) (FBI); Lo ISR FBD; L LSP) (F! b6
Ce: : DIV09_FISA_UNIT_OGC . b1 .
Subject: (AFFIANT:[ T — ‘ o o bic
SECRET brc.
RECORD] I A
bl
S—




- SBGRET

(OTD) (FBY) _
From: L l(oTo)(FBI) :‘gg .
Sent: Tuesday, November 07, 2006 8:17 AM '
To: (OTD) (FB
Ce: IIOGC) (FBi): ITD) (FBI) bl
Subject: RE:| (S)
SENSITIVE BUT UNC SIFIED b7A

RECORD

bl

Information Technology Specialist b6
Operational Technology Division b7C
Office - b2
Mobile
Pager
b6
b7C

----- QOriginal Message--—
From: I I(OTD)(FBI)
Sent: r 07, 2006 7:57.AM
To IEE&J“;: (QTD) (FB?__I(
Ce: (QGC) (FBI) v OTD) (FBI)

Subject:  RE] I (S)

SENSITIVE BUT UNCL. [ED y5a
RECORD

bl

bl

115

J..

1 ]
‘Information Technology Specialist

Operation I ision

Office

Mobile

Pager
bé
b7C
b2

-----Qriginal Message-----

From: [ 1(OTD) (F8l)

Sent:  Monday, November 06, 2006 6:29 PM
To: ,::_Y‘_|__I<owxrm>

Ce: 11D} (FBI)

Subject: FW
SENSITIVE BUT UNC

48



RECORD| | S\Eﬁﬂé , ' oA

----- Orlginal Message-----

From: [ kstyeen ‘ b6
Sent: Mond ber 30, 2006 5:30 PM bIC
Tor [ ndawQdobers (QTD) (FBD
Subject: FW: (S) bl
SENSITIVE BUT UNC iED
RECORD
b1
Thanks

]

-—--Qriginal Message-----

From: [ KOGC) (FBI)

Sent:  Monday, October 30, 2006 3:55 PM . b6
To — XSLXFBD)

IS0 oy Yoroy ceen: [ koTo) (rer osoyrany 27 C
subjmnﬁ i ) (FBI) L) — L ‘

SENSITIVE BUT UNC D
RECORD|

bl

Assistant General Counsel
Science and Technology Law Unit b6

Office of the General Counsel : b7C

Federal Bureau of investigation b2

Ph -
Cell

) —
Fax

----- Original Message-----

From: I I(SL)(FBI)
Sent: Sunday, October 29, 2006 5:52 PM
Yo (OGC) (FBI)

Cc: (SL.) (FBI)

49



Subject: —— 1 S)
SENSITIVE BUT uucgﬁgleo
RECORD - b7A

(3]

bl

SENSITIVE BUT UNC%%IFKED

SENSITIVE BUT UNC IED

SENSITIVE BUT UNC%}&!FIED

SENSITIVE BUT UN IED

SENSITIVE BUT UNC%FIED

SENSITIVE BUT UNC IED
| KOTD) (FBY)

From: L 1(OTD)(FBI)

b6

b7C

Sent: er 07, 2006 7:57 Al
To: (OTD) (FBL__
Cc: ‘ GC) (FBI);

koTD) (FBI)

Subject: RE:| L (s)

SENSITIVE BUT UNCL FIED
RECORD} b7a

bl

|1a)

nformation 1echnnology Specialist
Operati fyvisian
Office
Mobile
Pager

S0

b6
b7C
b2

T

bl




SLJTTF

b6
b7C

bl

SENSITIVE BUT UgMSSIFIED

SENSITIVE BUT UNCLASSIFIED

- SENSITIVE BUT UNC%IFIED

b6
b7C

SENSITIVE BUT UNC IED
| kOTD) (FBI)

From: [_______J©GC) (FB)

Sent: 20086 3:57 PM

To: @TD)GB_ILI

Subject: FW: | b7a

UNC IFIED

NON-RECORD
bé

Sorry, | should have included you on this email... b7C
b2

;ssus;n; ;eneral Counsel

Science and Technology Law Unit

Office of the General Counsel

Fed vestigation

Ph -

Cell{

Ph ( ) | ]

Fax -

----- Original Message----- b6
From: (OGC) (FBI) b7C
Sent: Tuesday, October 31, 2006 1:59 PM
To: CyD) (FBI); KOTD) (FBI); QOTD) (FBI)

e c1) (FBI); (%D% (8l 1 ;;g});@g FBI);
NO ; ;
CVD)(FB'TT{LL PGy (FBI){__ J(cyD) (FED; D) (FBD);
FBI _
Subject: RE; bIA
UNC SIFIED
NON-RECORD
( S :| b1

I've reviewed the materials and EC that you provided

z_’_ 53



bl
©)]
Hope this helps,
i ' DATE: 06-25-2008
Assistant General Counsel . CLASSIFIED BY 60322uclp/stp/rds
Science and TeChn°|ogy Law Unit REASON: 1.4 (c)
Office of the General Counsel DECLASSIFY ON: 06-25-2033 b2
Federal Bureau of Investigation b6
Ph1 l b7C
Cel
Ph (Secure) -| ]
Fax
ALL TNFORMATTION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
——Original o WEERE SHOWN OTHERWISE |
From: i JccyD) (1) b6
Sent: T r3t, 2006 10 ‘ B1C
To: 0GEC) (FBI);i loro) (Fen)
Ce: D) (F8I); Lcyo) (Fen); (CT) (FBI);
NG) (FBLL (3 — 11 C1) (FBI);
JCyo)(FBY); —__I6) (Fan) CyD) (FBD);
subject: | I b7A b7C
UNCLASSIFIED
NON- ORD
b6
I B7C
I am deployed to Cincinnati for the above referenced investigation| |
| |based in
Cincinnati. ) BIA
bl
Per our conversation___] the best background serial for the case is| 1

(2))

We should get a draft application to you soon.

SSA| ]
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Cyber Action Team Unit ;T

Computer Intrusion Section
Cyber Division

Room 5931

935S Pennsylvania Avenue
Washington, D.C. 20535

DESKA
FAX-

CELL- | b6
PAGER .
EMAIL ‘

The information transmitted is intended only for the person or entity to which it is addressed and may contain
confidential and/or privileged material. Any review, retransmission, dissemination, or other use of, or taking
of any action in reliance upon, this information by persons or entities other than the intended recipient is
prohibited. If you received this in error, please contact the sender and delete the material frorm any computer.

UNCLMIFIED

UNC SIFIED
UNCL&SIFIED
{(OTD) (FBI)
From: [ (OTD) (FBI) : b6
Sent: I.JNednesdag.Qr.la. r 04, 2006 4:22 PM b7C
To: (OTD) (FBD)
Cc: 1 OGC) (FB), [(OTD)(FBI)] {(OTD)
(FBI} bl
Subject: RE:| ] S) :
- SECRET
RECOR( 1
' bl
]
©)

56



bl

Thanks,
Kd

----- Qriginal =2
From: OTD) (FBI)

Sent: Wednesday, October 04, 2006 1:41 PM
Tor — Y
Cc: DIC] .

Subject: FW3

SECRET
RECORD 3159-51-191661

S

bl

b6
b7C

| Please pass this to SL.

]

--~--Qriginal Message-----

* From: ] (OGC) (FBI)

Sent: r 04, 2006 1:32 PM
To: OTD) (FBI)
Cce: HONY P. (OTD) (FBI)

— AL
Subject: Re[

SECRET
RECORH |

©)

bl

b2
bTE

bl

L3

Assistant General Counsel

Science and Technology Law Unit
Office of the General Counsel
Federal Bureau of Investigation
Ph
Cell
Ph (Secure) { I
Fax

—--Original Message-----

Seert

57

b6
bicC
b2



: SE% i
from: [ lom) (D

Sent: ber 04, 2006 11:39 AM
To: (OGC) (FBI)

Ce: DICLEMENTE, ANTHONY P. (OTD) (FBI)
Subject: FW{ ]

SECRET

RECORD| |
1]

(S)

bl

b6
b7cC

b2

Take a look at ihis, it is related to the St _matter we taiked about before. |

bTE

Y

Sent:  Wednesday, October 04, 2006 11:28 AM
To: (OTD) {FBI}
Subjectg: 1

©)

Here it is.

-----Qriginal Message-----
From: i J(sty(FeD)
Sent:  Tuesday, October 03, 2006 4:29 PM
To: | ¥OTD) (FBI)
ce L) (FBIY:{ SL} (FBI)
Subject: FW]__
)

SECRET
RECORD

bl

bl

b6
b7C

b6
b7C

(5]

bl
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—— :
LJTTF b7c

(cell)
<< File: language on warrant.wpd >> : i S :l
---—-Orlginal Message----- bl

From: [ (L) (FBI)

Sent: ber 27, 2006 11:26 AM
To: SLY(FBY
Subject: FW: (S)

SECRET
RECORQ

---——-QOriginal Message-—--
From: (OTD) (FBI)

Sent:  Tuesday, September 26, 2006 11:22 AM bé
To: (FBI) b7C
Cc: I " IOTD) (FBI);I |(0’rD) (FBD)
Subject: RE:
SECRET
RECORD/ B
Let me take a minute to introduce myself. { am[: the new proaram mapager for the Software
Development Group (SDG). SDG handles all software deployments in nvestigations for b2
CEAU. Please contact me for all future inqueries regarding your case. My contact info is as follows: b7E
ssA |
Supervisory Special Agent
Operational Technology Division bé
Digital Evidence Section b7C
_Crvotologic_Electronic Analysis Unit b2
office) :
cellular)
-----Original Message----~
From: (SL) (FBI)
Se ay, September 26, 2006 9:27 AM
To: OTD) (FBI)J ISL)(FB!) .
Cc-.l: _ﬁ TO).(FBN [oD) (F bl
Subject: RE: (S)
SECRET
RECORD| ] b1

|:|thanks yet again for the good insight and inff_mmmmwm; I:

at makes our criminal case a

P-pOCKEL disTuption pian.

We'll get to work on this end and keep you guys in the loop as we go. Would you prefer we deal with
someone else in your unit for the day-to-day aspect of this case?

Talk to you soon

1

b6
b7C

59
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SESRET

St. Louis
desk

cell

-----Qriginal Me: o
From: i lOTD) (FBD

Sent: lﬁgm;gﬁggtfmber 25, 2006 4:44 PM
To: {SL) (FBI);

{SL)Y(FBI)

cc: Jotp) (FBD] KOTD) (FBI)
Subject: |_1RE: | )
SECRET

RECORD| |

b6
b7C
b2

bl

Thanks for remiﬁding me. With several cases from the same FO, it is difficult to keep them straight.

(1)

--—-Qriginal Message-----
From: b(ﬁ) (FBI)

Sent: H 2, 2006 10:14 AM
To: QID) (FBI)
Subject: |

SECRET

RECORD] ]

)

bl

b6
b7C

bl

bl

(3]

I
—

60

SEeRET

b6
picC
b2



— M

b6
----- Original Message-——- :‘;;C
From: | XSL)(FBI) ’
Sent: Friday, September 22, 2006 9:12 AM
To: [ TSIV ERD
Subject: FW: | : (S) bl
SECRET
RECORD| |
-—--Original Message--—
From: l JSL)(FBI) )
Sent: Thursday, September 14, 2006 10:21 AM ’ ;gsc
To: (SL)(FBI) OTD) (FBI) :
= — ] — ] m— —
SU) (FBI) '
Subject: E: | .
S
SECRET
RECORD| 1 b1
And with the attachments...
- << File: language on warrant.wpd >> 4 | |: S :l
SECRET
RECORD| |
b6

l:l ' b7C

1

(U) Refour telcall on Tuesday, as you requested, I have attached the draft

affidavit/warrant Janguage we are planning to use (if we can clear all the hurdles) for

bl

[5)

[Also, here is a short version of
the case that details what we are Trying to do with this technique. :

X

(5]

(5)
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. (8|

15

bl

g 7

S

Thanks for your help with this.

b6
b7C
SLJTTF | b2
| J(desk)

M i



S}@Rﬂg\ b6

[ e | v

DERIVED FROWM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
Investigations

DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
Investigations

DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM: G-3 FBI Classification Guude G-3, dated 1/97, Foreign Counterintelligence
Investigations

DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROR: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
Investigations

DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

Investigations
DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

Investigations
DECLASSIFICATION EXEMPTION 1

SECRET .

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Forei n Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1
SECRET_

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Fareign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1

Sl
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SERREY

I(OTD) (FBI) J_ ]
b6
From: { [OGC) (FBI) B
Sent: Monday, September 11, 2006 2&:3_&_‘
To: [ JOTD) (FBI); OTD)(FBI
Ce: | OTD) (FBI); o) e[|
(OTD) (FBI) ]
Subject: T Model language PAIES J06=06=2006

SENSITIVE BUT UNC IFIED
NON-RECORD

I think this i__Jcase but so | don't miss anyone and because our thinking aboy

all share this information.

CLASSIFIED BY 60322uclp/stp/xds

REASON: 1.4 ()
DECLASSIFY ON: 06-06-2033

we should

S)

L-TssasEnf General Counsel

Science and Technology Law Unit
Office of the General Counsel
Federal Bureau of Investigation
Ph
Ceill .
Ph (Secure) -| ]

Fax

-----Original Message---—-
From: (CyD} (FBY)

Sent: Fri tember 08, 2006 5:01 PM
To: E E E |(OGC) (FBI)
Subject: FW: Model language

SENSITIVE BUT UNCRASSIFIED
NON-RECORD

~-----Original Message----- '
From: [ J(OTD) (FBI)

Sent: Friday, September 08, 2006 1:20 PM
To: CyD) (FBI)

Subject: FW: Model language

ALL INFORMATION CONTAINED
HEREIN I§ UNCLASSIFIED EXCEPT
WHERE SHOUN OTHERWISE

b2
b6
b7C

72
g\m@

bl

©)

bl

)
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SEBRET
SENSITIVE BUT UNC IFIED ‘
NON-RECORD

Model languages previously provided from the Case Agent. Reference previous email.

1

-—--—Qriginal Message----

From: SL)(FBI)

Sent: lmmmwi 6:13 PM v b6
To: OTD) (FBI) B7C
Subject: RE: Model ianguage :

SENSITIVE BUT UN IFIED b7A
RECOR '

1

(3]

£3

SLJTTFE ' b6
L7C bl

<< File:, language on warrant.wpd >>

-----Qriginal Message-----
From: | foto) (FBD) b6

Sent: 06 10:32 AM ;
To: | SL)(FEI) T , bic
Subject: Model language

SENSITIVE BUT UNC
NON-RECORD

<< File: Model CIPAV honeytoken Affidavit.wpd >>

1

| will talk with my team le i '  sure if this is what you were looking for or not. Also, NSLB has b2
model languages used in but they may include language that may not be used in the b7E

criminal matters.

SSAL J

Secure Technologies Exploitation
Cryptologic and Electronic Analysis Unit

QOperational Technology Division b2
i i search Facility b6
voice . ‘
STU 11t . biC
fax (non-secure)
fax (secure)

SENSITIVE BUT UNC

73 m



—oTD) (FBY)

From: | - oToD) (FB) e
Sent: ‘ ' 08, 2006 1:23 PM '
To: D) (FBI) I
Ce: L (OTD)(FBI) :
Subject: - FW: Model language ‘
SENSITIVE BUT UNC IED
NON-RECORD
SENSITIVE BUT UNC {ED
NON-RECORD
Guys,
t
i
bl
S
----- QOriginal Message-----
From: %@Lxmn b6
Sent: nesday, Ju 2006 3:05 PM b7¢
Yo: {OTD) (FBI)
Subject: RE: Model ianguage
SENSITIV FIED A
RECORD bIA
b2
b7E

-~=-Original Message—---

From: | (oTD) (FBI)

Sent: 2006 2:02 PM

To: (SL)(FBI)

Subject: RE: Model language

SENSITIVE BUT UNCLASSIFIED b7A

RECOR

| | xe
- b7E
J

76



SENSITIVE BUT UNCL;S%?FIED
SENSITIVE BUT UNC%%FFIED

SENSITIVE BUT UN ED

SENSITIVE BUT UNCLASSIFIED
| !(OTD) (FBI)

Seere].

From:

Sent: Friday, June 23, 2006 4:24 PM

To:

Cc:

Subject: CIPAV inquiry

SECRET -
RECORD 268-HQ

lcoTD) (FBI)

(OTD) (FBI)
(OTD)(FBI)

b6
b7C

DaTE: 06-25-2008

CLASSIFIED BY 60322uclp/stp/rds
REASON: 1.4 (¢)

DECLASSIFY OW: 06-25-2033

(8

bl

DERIVED FROM: G-3 FBI Classifica'tion Guide G-3, dated 1/97, Foreign Counterintelligencé Investigations

DECLASSIFY ON: 20160623

SECRET
1 !OTD) (FBI)
From: | {(OTD)FBI)
Sent: . Tuesday, June 20, 2006 2:49 PM ?égEigfg?‘ggﬁsgggg“gCEpT
To: L MM} (FBI)
Subject: RE:[_Jneeds a password WHERE SHOWN OTHERWISE
b6
b7C
SENSITIVE BUT UN IFIED
NON-RECORD
I I bl
Give me a call if that doesn't work,
As | understand the warrant expires 22 June?
Has the person replied at all?
J...
;n;orma;:;on l=I:ec:nology Specialist b6
b7C 80



-----Original Message--—--
From: | koto) (Fe1)

Sent: .'I:uesdax.lunf.za.l’fos 11:31 AM
To: QID)(EBL)
Cc: _lmm) (8D
Subject: [leeds a password

Importance: High

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

b6
b7C

b6
b7C

b6
b7C

Cryptologic and Electronic Analysis Unit
Operatlonai Technology Division
search Facifity
voice
STU Il
fax {(non-secure}
fax (secure)

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

b7E

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 06-25-2008 BY 60322uclp/stp/rds

b2
b6
b7C

| (OTD) (FBI)
From: [OTD)(FBI)
Sent: uesday, June 6 1:.06 PM b6
To: (OTD) (FBY) b7cC
Subject: RE:| |needs a password
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
Witl do....
Jo..
l [ b6
nformation Tec nology Specnallst 50'7C
| hnol Di b2

+--=-Qriginal Message---—--

81



Spere]
| I(OTD) (FBI)

b6
From: llOTD)(FBI) b7C
Sent: Thursday, June 01, 2006 10:56 AM
To: {QTD) (FBI) }
Ce: [oTD) (Faiy] Kooy FB ]
(TS
Subject: RE; _
[5) b1
SENSITIVE BUT UNC {FIED
NON-RECORD
b1
(S)
J...
DATE: 06-10-2008
CLASSIFIED BY 60322uclp/stp/rds

: 1 REASON: L.4 (c)
Information Technology Specialist DECLASSIFY ON: 06-10-2033
Operational Technology Division b6
O b7C
M b2

----- Original Message----- b6

From: | |(OTD) (FBI) b7cC

Sent: Wednesday, May 31, 2006 9:23 AM

To: HOTDR)(FBI)

ce: oyl Jom) sy

Subject: W , ALL INFORMATION CONTAINED

i l: S :l bl HEREIN IS UNCLASSIFIED EXCEPT
SENSITIVE BUT UNC IFIED WHERE SHOWN OTHERWISE
NON-RECORD._
b1

(3)|

1

«=-=-Qriginat
From:
Sent:

To:
Cc:
Subject:

SENSITIVE BUT UNC
NON-RECORD ’

! - Jomy FeDy

Tuesday, May 30, 2006 3:34 PM
(QTD) (FBY)
MM) (FBI)

UIPAV

IFIED

Pl

b6
b7C

83



15)

SENSITIVE BUT UNC%SIFIED
SENSITIVE BUT UNC%SIFIED

SENSITIVE BUT UNC IFIED .

B ((e11>)) (FBI)
be
From: | |(oTD)(FBY) b7C
Sent: 6 10:45 AM
To: (OTD) (FBI)
Cc: - toTD)(FBI ' A
Subject: RE |: S :I bl
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
bl

[15)

Information Technology Specialist
Operational Technology Division

0
M

—=-Original
From:
Sent:

To:

b6
b7C
b2
b6
_— b7C
OTD) (FBI)
I.maesdaLMay_‘ﬂ', 2006 9:23 AM
(AT )(F BX)
L (oD) (FBLy;[ koto) By

e

84
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SEEREL_

----- Original F&au_l-—- ) I: S :l
From: (MM) (FBI) b6
Sent: T 3:34 PM b7¢C
To: iOTD) {FBI)

Ce: (MM) (FBI)

Subject: CIPAV

SENSITIVE BUT UNCRASSIFIED
NON-RECORD . ,:S]'|

b1

SENSITIVE BUT UNCL&éIFIED
SENSITIVE BUT UN%%%?FIED
SENSITIVE BUT UNC%%%D

ioTD) (FBY)

Ty o ~ . b6 TRy
From; (ITD) (FBI) Sﬁ p7C
Sent: . 006 8:32 A
To: FBl), J(oTD)(FBI)

Cc: . OTD) (FBN] |(OTD) (FBI)
Subject: RE: Philly Deployment
DATE: 06-06-2008

CLASSIFIED BY 60322uclp/stp/rds

REASON: 1.4 (c)
f‘g?fgégeo:g.r UN SIFIED DECLASSIFY ON: 06-06-2033

bl

85 ALL INFORMATION CONTAINED

HEREIN I8 UNCLASSIFIED EXCEPT
S}E‘ﬁ VHERE SHOUN OTHERWISE

bl



-----Qriginal Message----- ’
From: | kOTD) (FBI)

ligy €

Sent: 2006 5:01 PM
To: QTD)(FBI)
Cc: JoTD) (FBIY;|

ooy ren] Jam) (reD)

Subject: RE: Philly Deployment

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

b6
b7C

13|

----- Qriginal M -eeee
From: i kotoy(rer)

Sent: , 2006 3:29 PM
To: OTD) (FBI)
Ce: |(o1D) (FBI);{

foroy ey o) ¢eeD)

Subject: Philly Deployment

SENSITIVE BUT UN SIFIED
NON-RECORD

Information Technology Specialist

-Op ology Division
o .
M

SENSITIVE BUT UNC IFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCL&SIFIED

86

b6
b7C
b2

b6
b7C
b2
b7E

bl



SECRET

b7C

koTo) (FBY
From: 1 l(1TD) (FBI)
Sent: 6 9:08 AM
To: (OTD) (FBI)
Cc: o1D) (FRIHI koTD)(FBI}
Subject: |: s ) :
SENSITIVE BUT UNCUASSIFIED DATE: 06-06-2008

NON-RECORD

CLASSIFIED BY 60322uclp/stp/rds
REASON: 1.4 (c}
DECLASSIFY ON: 06-05-2033 b1

I b2
b7E

-----Original =
From: | omo) (reD)

Sent: ay 31, 2006 8:38 AM

To: ) (FBI)

Cc: (OTD) {FBI)

Subject: v i S :|
SENSITIVE BUT UNC SIFIED

NON-RECORD

[:I. please see below for a deployment scenario for CIPAV.

Warrants are being signed soon.

1

----- Original rilgssaa=___|
From: (MM) (FBI)

Sent: 06 3:34 PM
To: | (OTD) (FBI)
Cc: MM) (FBI) .
Subject:

SENSITIVE BUT UNC IFIED

NON-RECORD

b6
b7C

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

b6

b7C

b6
b7C

bl

S

SENSITIVE BUT UNC%@FIED
‘T

87




SENSITIVE BUT UNCLASSIFIED /m
SENSITIVE BUT UNCLAGSIFIED

| loTD) (FBI)
b6
From: | |(OTD) (FBI) b7cC
Sent: Wednesday, May 31, 2006 9:23 AM :
To: [ — Iomi (FBI)
Cc: ] oTD) (FBIN [OTD)(FBl) b1
Subject: ': g ) .
SENSITIVE BUT UNCI SIFIED
NON-RECORD
bl
S
----- QOriginal Message----- b 6
From: | I(MM) (FBI) bic
Sent: Tuesday, May 30, 2006 3:34 PM
To: l0TD} (FBI)
Cc: ' | [Mwm) (FeI)
Subject: CIPAV

SENSITIVE BUT UNCL&SSIFIED
NON-RECORD '

CIPAV Aff.wpd (66 CIPAV SW
KB) pplication.wpd (31 .

SENSITIVE BUT UNC%SIFIED
SENSITIVE BUT UNCL&SIFIED

SPERE]

88



SPeREL_

I (OTD) (FBI) -
From: C JoTD) (FBI) i
Sent: ‘ 12:18 PM
To: . OTD)(FBI)

Subject: FW. CIPAV] —_YOP TEN FUGITIVE info
Importance: High

DATE: 08-07-2008

. CLASSIFIED BY 60322uclp/stp/rds
SENSITIVE BUT UNCL REASON: 1.4 (c)

NON-RECORD DECLASSIFY ON: 08-07-2033
b6
b7C
-----Original Message-----
From: TD) (FBI) )
Sent: I':EBEMWP‘E‘Fz’:ls PM
To: (OTD) (FBI)] J(OTD) (FBI)
Cc: ) (FBI)
Subject: - CPA OP TEN FUGITIVE info : ALL INFORMATION CONTAINED
Importance: High HEREIN I8 UNCLASSIFIED EXCEPT
SENSITIVE BUT UNCUASSIFIED VEERE SHOUN OTHERWISE

NON-RECORD

All, | ':S:l EgE

b6
b7C

bl

----- Qriginal M&?L____I' oo
From: QTD) (FBI)

Sent: Friday, May 26, 2006 12:03 PM

To: l J(SU) (FBI)

Subject: CIPAV Ponies.

Importance: High

SENSITIVE BUT UNC IFIED . b6
NON-RECORD . : b7cC

[ 1

A pleasure speaking with you... let us know if you need anything in the interim, or have questions.

SSAl fand NSCEhave been advised of this and are also available to assist you if | am




i:Sj | o

unavai
SSA
Secur
Cryptologic and Electronic Analysis Unit b2
Operaticnal Technology Division 6
i i earch Facility ;
oice bic
TU I
X (non-secure)
ax (secure)

SENSITIVE BUT UNCLASSIFIED

L ' (OTD) (FBY)

b6
From: L (OTD) (FB) BbIC
Sent: 5, 2006 8:21 AM
To: OGC) (FBL
Cc: PH) (FBI); [OTD)(FBI)
Subject: FW: Web Bug...
UNCLASSIFIED
NON-RECORD

1

bl

©)

[ 1w  be

b7C

----- QOriginal Me! e

From: (OTD) (FBI)
Sent: 23, 2006 1:16 PM
To: ﬁﬁ(m) (FBI)
Subject: T Web Bug...

UNCLA ED

NO CO

Great... that simplifies matters considerably.

o0 —SEEREL



-----QOriginal
From:
Sent:

To:
Subject:

UNC
NOM<REC

Great, | will forward this to them... It would be consent from the owner..

Thanks,

----- Original ===
From: L(GOTD) (F8I)
Sent: uesday, May 23, 12:11 PM
To: PH) (FBDY

Ce: | otD) (FBI);:(OTD)(FBI)

Subject: RE: Web Bug...

UNCLA 1ED
NO co

b6
b7C

:;I Thanks for the inquiry. As__]has moved on, | am covering his area of interaction. Your case may be a
good case for the CIPAV tool, as described below. Please get with your TTA and discuss this, and we will be glad to
assist. |t appears that you may have consent from the owner of the account?

Here is the information on the CIPAV:

Have your TTA get in touch with us and we will proceed from here. Giad to help you!

Thanks,
SSA|

Secure Technologies Exploitation
Cryptologic and Electronic Analysis Unit
Operational Technology Division
i i arch Facility

Qice

TO

fax (non-secure)

fax (secure)

CTIPAYV

(Computer & Internet Protocol Address Verifier)

i3}

b6
b7C
b2

bl

bl

91

SESRET



SEBRET

[ ]

bl

(5]

Thanks,
- b6
k7C




UNC IFIED

UNC IFIED

UNCL&IFIED
UNCLA&EIED
(OTD) (FBI)

From: [ Tose) sy ﬁ
Sent: lmhdnesday_May.M] 2006 3:27 PM
To: (OTD)YFBI)

Ce: C [oGe)FBy 10TD) (FBI) e
Subject: RE: PH matter 06-582 - New Concern h
RECORD 315 CLASSIFIED BY 60322uclp/stp/rds

REASON: 1.4 {c)

DECLASSIFY ON: 06-26-2033
Thanks for the update[:] i

I:l think its time to share {his with the case agent to see which way they want to go....

[ | : b2
Ssistant General Counsel ' L6

Science and Technology Law Unit ALL INFORMATION CONTAINED - p7C

Office of the Ge“erla‘ Counsel HEREIN IS UNCLASSIFIED EXCEPT
Federal Bureau of Investigation WHERE SHOVE OTEERWISE

Ph
Ph (Secure)

Fax |

----- Original Message---~
froms L] comoyFeD

Sent: Alpdne Max.24, 2006 12:59 PM
To: DGC)(FBI);] Joto) (FeI); ITD) (FBI)

cc: (OTD) (FBI);| ]
Subject: RE: PH matter 06-582 - New Conc:

SECRET/NOFORN | ' |: S :| ol
RECORD 315 -

VIt

ﬁ 94



Informatlon Technology Specialist SI

Op ology Division : b6
0 b7cC
M b2

-----Original Message----- ‘
N

Sent: 2006 10:55

To: (OTD) (FBL TD) (FBI}{ forp) (e
Cc: OTD) (FBI); 0GC) (FBI)

Subject: RE: PH matter 82 - New Co

SECRET//NOFORN
RECORD 315

bl

|5

Assistant General Counsel
Natuonal Security Law Branch

ounsel FBI ‘
Voice b2
Pager b6
Secure Fax b7C
Fax

-~---Original Message-----

From: (OTD) (FBK)
ro-l Iromy) (reDy; omxrenJ:Ioechan
0TD) (FBD) 0GC) (FBI)
Suble * PH matter 06-582 - New Concern
SECRET/INOFORN
RECORD 315
bl
b6
----- QOriginal Mss b7C
From: OGC)(FBI)
Se y, May 23, 2006 5:42 P|
roﬂ(om) (Fal)ﬂkoeq (FBT)
Ce OTD) (FBI)
Subject: RE: PH matter 06-582 - New Concern
SECRET/NOFORN bl
RECORD 315

=1

el



18]

bl

Assistant General Counsel
National Security Law Branch
ounsel FBI

(5)

(5]

Voice
Pager
Secure Fax
Fax

--——Original Message-—-— ’
e

Sent:
To:

Cc:
Subject:

3, 2006 4:07
C) (F8I);

DAL

b2
b6
b7cC

OGC)(FBI)

OTD) (F
RE: PH matter 06-582 - New

SECRET//NOFORN
RECORD 315

1y
Concem

bl

SSA| |
Secure Technotogies Exploitation

Cryptologic and Electronic Analysis Unit
Operational Technology Division

Engineering Res

earch Facility
oice

BTU il

ax (non-secure)

ax (secure)

~-=--Original M —

Fromm:
Sent:
To:

Cc:
Subject:

[

0GC) (FBI)

2006 3:53 PM
)(FBI)
(OTD) (FBI),

b2
b6
b7cC

— T

FW: PH matter 06-582 - New Concem
Importance: High

SECRET/NOFORN
RECORD 315

bl




81|

bl

(5)

Thanks

;sas;an; ;enerai Counsel

Science and Technology Law Unit
Office of the General Counsel

Fedf[_a]_&u:gau_gf_l nvestigation
Ph - |

bé
b7C
b2

Ph (Secure) -| ]
Fax
---—-Original Message=»---
from: (CTD) (FBI)
Sent: 2006 10:45 AM
To: j(oTD) (Fen] _JoT) (FB1, L T0GC)(FBI); b6
) (OGC) (FBI) b7C
Cc: D ENTE, ANTHONY P. (OTD) (FBI)
Subject: RE: PH matter 06-582 .
SECRET/NOFORN
RECORD 315
However, any rewording may or may not be accepted by the FISC as OGC has advised.
Or the presentation of acceptable rewording would take months such as our experience with PG's
 case that is still unresolved.
SS
FBIHQ/CTD/ALX1 )
ITOS 1/CONUS 1 RiC
Rm 4W158
Desk ‘
Pgr ]
Internal Secure | i
——-Original Message-— ‘
From: (OTD) (FBI) .
Sent: oI 3y 15, 2006 10:35 AM
- To: CTD) (FBI)] ko) (FBI;[___________JOGC)(FBI);
{OGC) (FBI)
Cc: DICLEMENTE, ANTHONY P. {(OTD) (FBI)
Subject: RE: PH matter 06-582
SECRET/INOFORN
RECORD 315
bl
ssq
Assistant Section Chief
97 .



3

_SkereT_

Digital Evidence Section, Operational Technology Division
Voice
Fax ,
Cell b6
b7C
b2
-----Qriginal Message--—~-
From: L _lcmren
Sent: 06 10:37 AM
To: [ fows(%) Jomy@en] ________ Jo6o)
FBl
Subject: éw: )m
Importance: High
SECRET/NOFORN
RECORD 315
bl
SSA
FBIHQ/CTD/LX1
ITOS 1/CONUS 1
Rm 4W158
Desk
Pgr b2
Internal Secure b6
b7cC
----- QOriginal Message-----
From: I (e ()
Sent: Fri 2006 5:0S PM
To: C) (FBI)
Cc: 1 CTD) (FBI)
Subject: RE: PH matter 06-582
SECRET//NOFORN bl
RECORD 315

sistant Generai Counsel
National Security Law Branch
Office of General Counsel FBI

Voice

Pager

Secure Fax

Fax
----- Original Message-----
From: (OGC) (FBI)
Sent: Friday, May 12, 2006 4:29 PM
Tor —
Subject: FW: PH matter 06-582
Importance: High
SECRET/NOFORN |
RECORD 315

98

SESRET

b2
b6
bIC




SEPREL

C_1
1
— A .

Assistant General Counsel
Science and Technology Law Unit

Office of the General Counsel b2
FedFa_Lﬁumg_f_l_rvestigation bé
Ph b7cC
Ph (Secure) ] ]

Fax

----- Originai Message-----
From: OTD) (FBI)

Sent: Friday, May 12, 2006 3:03 PM
To: C— — Jomyesn]_____ Joco) (ren)

Subject: RE: PH matter 06-582

SECRET//NOFORN
RECORD 315

13

-----Original Message-----
From: [ JoTD) (FBI)

Sent: &ia-u_\_.zl 2006 3:02 PM
To: {0GC) (FBI)' FOTD) (FBI)
Subject: RE: PH matter 06-582

SECRET//NOFORN bl
RECORD 315

1)

b6

~-—-Original Message----- -
e b7C

Sent: i :43 PM
To: OTD) {FBI); OTD) (FBI)
Subject: FW: PH matter 06-582

SECRET//NOFORN
RECORD 315

For your information.

SECREL_

99




S

ssistant General Counsel
Science and Technology Law Unit
Office of the General Counsel

FedlgmLB_uLga_u_Qf_[Tvestigation
Ph

Ph (Secure) { ] b2
Fax ] b6
p7C

----- Original Message-----
From: t::]osom :
Sent: Friday, May 12, 2006 1:52 #M
(OGC) (FBI); 0OGC) (FBI); 0GC)

(FBI)
Subject: PH matter 06-582

SECRET//NOFORN : -
RECORD 315 ° .

[5)

| b2

Assistant General Counsel b6
National Security Law Branch b7C
Counsel FB! :
Voice
Pager
Secure Fax
Fax

100

SET/Ré\




SEBRET

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

Investigations
DECLASSIFY ON: 20310512

SECRET/NOFORM

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
Investigations
DECLASSIFY ON: 20310512
SECRET//NOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

Investigations
DECLASSIFY ON: 20310512

SECRET//INOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/87, Foreign Counterintelligence Investigations
DECLASSIFY ON: 20310512

SECRET//NOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence investigations
DECLASSIFY ON: 20310512
SECRET/NOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Countermtelll ence Investigations
DECLASSIFY ON: 20310512

SECRET//NOFORN_
| I(OTD) (FBI) i ' _
From: [ YOGC)(FBI) b6
Sent: 006 1:57 P b7C
To: ] iOTD)(FBI); foroyFey,[_______JaTD)
(FBI .
Ce: [ foto) (e[ J(0GC) (FBY)
Subject: RE: PH matter 06-582 - New Concern
SECRET/NOFORN )
RECORD 315 bl
| ]
Assistant General Counsel
Nationat Security Law Branch
Office of General Counsel FBI
Voice .
Pager b6
Secure Fax ‘ b7C
Fax b2

----- Original Message-----
From: I e 1))
Sent: Wednesday, May 24, 2006 12:59 PM

SEERET

102



SECRET/NOFORN

koTD) (FBI)
06 3:04 PM
: CTD) (F8BI)
Cc: | (OTD)(FBI)
Subject: RE: PH matter 06-582
SECRET//INOFORN
RECORD 315

Thanks... we'll see what we can do.

E. here is the case file number.

Sent:
To:
Ce:

-----Original
e I

)06 3:03 PM
. (OTD) (FBI})

[OQTD)(FBI)

Subject: RE: PH matter 06-582

SECRET//NOFORN
RECORD 315

(5]

i
S8, |
FBIH

ITOS 1/CONUS 1

Rm 4W158
Desk

Pgr

Internal Secure

----- QOriginal Message-----

From: E& koto) (Fa1)
Sent: 6 2:48 PM
To: CiD) (F8l)

Cc: | EOTD)(FBI)
Subject: RE: PH matter 2

SECRET//INOFORN

RECORD 315

Can you please provide a case number for us on this.

Thanks,

SS/’{ I
Secur

140

s

b6
blc

bl

b6
b7C
b2




Cryptologic and Electronic Analysis Unit
Operational Technology Division
i i earch Facility
oice
TU I
ax {(non-secure)
ax (secure)

-—--Original Message—-

From: OTD) (FBI)

o

b2
b6
b7C

Se?__l‘ui(sday, May 16, 2006 9:15 AM
To CTD) (FBIY; o) ;e __________J(oGC)(FBI) 0GC) (FBI);
: T 1

Ol

Cc: DICLEMENTE, ANTHONY P. (OTD) (FBI

loGe) (FB1)] _JCTD) (FBI)

Subject: RE: PH matter 06-582

SECRET/NOFORN
RECORD 31§

(5]

SS
Assistant Section Chief
j v e Section, Operational Technology Division
oice
ax
ell

----- Original Message-----

beé
b7C
b2

omyen]______ Yosoxran] ]

T —

Sent: 06 4.5 PM
To: TD) (FBI
L loGco (mi_)'(_n_mm'l

Ce: DICLEMENTE, ANTHONY P. (OTD) (FBI)j

{FBI)
Subject: RE: PH matter 06-582
SECRET/NOFORN
RECORD 315

bl

(5)

151

SR

bl



bl

ﬂ(s
ggﬁmamm—’

ITOS 1/CONUS 1
Rm 4W158

Desk

Pgr

{nternal Secure

~--Qriginal Messgge-----
From: (OTD) (FBI)
Sent: 1’006 10:39

b2
b6
bi7C

To: (CTD) (FBI);

QOGC) (FBI)
Cc: DICLEMENTE, ANTHONY P. (QTD} (FBI)
Subject: RE: PH matter 06-582

SECRET/NOFORN
RECORD 315

bl

(23]

SS |
Assistant Section Chie

--~~-Original Messangzz:=-
From: i (CTD) (FBI)

Digital Evidence $ection. Operational Technology Division

b6
b7C
b2

Sent: 15 2006 10:37
To: OTD) (Fﬂll)“M

ooy een______ Joscyreny;

[ KOGC) (FBD)
Subject: FW: PH matter 06-582
Importance: High

SECRET//NOFORN
RECORD 315

bl

(57|

ssi i
FBIHQ/CTD/LXA1
ITOS 1/CONUS 1

Rm 4W158
Desk [ 1

b6
b7cC
b2



SEMT
Pgr .
Internal Secure

~---Qriginal Message-----
Sent: 106 5:09 PM
To: GC) (FBI)

Ce: . (CTD) (FBI)
Subject: —RET PH mater U6-562

SECRET//NOFORN
RECORD 315

b2
b6
b7C

3

Kssistant General tounsel

National Security Law Branch

Office of General Counsel FBI

Voice
Pager
Secure Fax
Fax

-----Qrlginal Message-----

From: [ Yoco) (FBD)
Sent: ) 6 4:29 PM
Yo: | C)(FBI)
Subject: FW: PH matter 06-582
Importance: High

SECRET//NOFORN
RECORD 315

1

b2
b6
b7cC

(5]

%‘H‘l—v—!—ﬂleral Counsel

Science and Technology Law Unit
Office of the General Counsel

Fedf:aLBuLaau.p.Lmrstigation
Ph
Ph (faameal |

Fax

-----Qriginal M
From:
Sent:
To:
Subject:

SECRET/NOFORN
RECORD 315

E ﬁ 143

(OTD} (FBI)
:03 Pl

M
omyren]_______ Joac) Feny

b2
b6
b7C

bl

bl




SERREL

(5]

(5]

(5]

bl
----- Original Messa e-—:-- b6
From: Ig; Yoo) (Fa) b7C
Sent: Friday, May 12, 2006 3:02 P
To: 0GC) (FBI) OTD} (FBI}
Subject: T PH matter U6-582
SECRET//NOFORN
RECORD 315
bl
b6

----- Original M
fom L Jooo e
i 43 PM

Sent:

b7C

To: i iom) ey Jom)an

Subject: FW: PH matter 06-582

SECRET//NOFORN
RECORD 315

For your information.

;ss1stant ;enerai Counsel

Science and Technology Law Unit
Office of the General Counsel
Federal Bureau of Investigation
Ph

Ph (Tfiz_e\ T 1
Fax -

-----0riginal Message---—

OGC)(FBI)

b2

b7C

[ koro) Fey); |
JOGC) (FeD) OGC) (FBI

~

From:

Sent: i 6 1:52 PM

To: ) (FBI}
(0GC) (FBI)|___

Subject: PH matter 06-582

SECRET//NOFORN

RECORD 315

bl

144

JereT



bl

(3]

Assistant General Counsel

National Security Law Branch b2
Office of General Counsel FBI bé
Voice b7C
Pager
Secure Fax
Fax

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign

Counterintelligence Investigations
DECLASSIFY ON: 20310512

SECRET//NOFORN_

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign

Counterintelligence Investigations
DECLASSIFY ON: 20310512

SECRET//NOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign

Counterintelligence Investigations
DECLASSIFY ON: 20310512

SECRET//NOFORN

DERIVED FROWM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign_

Counterintelligence Investigations
DECLASSIFY ON: 20310512

SECRET//NOFORN

DERlVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign
145

ET




/ .
DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations

DECLASSIFY ON: 20310512
SECRET//NOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFY ON: 20310512 .
SECRET//NOFORN

OTD) (FBI)

From: L J(OTD) (FBI)

Sent: - l_tuam._nm._zg 2006 12:11 PM

To: H(ERD

Ce: | j(oTD) (FBI) __JoTD)(FBI)
Subject: TVWeb Bug...

DATE: 08-~07-2008
UNCLASSIFIED CLASSIFIED BY 60322uclp/stp/rds

AN REAORD REASON: 1.4 (c)
NON-RECORD DECLASSIFY ON: 08-07-2033

Thanks for the inquiry. As :‘_;ras moved on, | am covering his area of interaction. Your case may be a good
r the CIPAV tool, as described below. Please get with your TTA and discuss this, and we will be glad to assist. (t
appears that you may have consent from the owner of the account?

Here is the information on the CIPAV: )gg
biC
Have your TTA get in touch with us and we wilt proceed from here. Glad to help you! b2
Thanks,
ssAl | ALL INFORMATION CONTAINED
Secure Technologies Explotation HEREIN IS UNCLASSIFIED EXCEPT
Cryptologit and Electronic Analysis Unit WHERE SHOUN OTHERWISE
Operational Technology Division
inseg earch Facility
oice
TU I

ax {(non-secure)
ax (secure)

bl

(o)

- CIPAY

(Computer & Internet Protocol Address Verifier)




15




bl

bl

b2
b7E

Thanks,

—

UNCLA

UNC IFIED

UNCL.

UNC SIFIED

ED

161

b6
b7C
b2



SECREL

| | (OTD) (FBl) '

From: | KOTD)(FBI)

Sent: Friday, May 12, 2006 2:05 PM )
To: | 1cQTD) (ERD )
Subject: ( S j . bl

SECRET//ORCON.NOFORN

REco§| —"—_|  DATE: 06-26-2008 ‘bGC
) i S } bl CLASSIFIED BY 60322uclp/otp/ us

KEASON: 1.4 [c)

Thank: DECLASSIFY ON: 06-26-2033

Jo.

--—--Qriginal Message-----
From: (OTD) (FBI) ALL INFORMATION CONTAINED
Sent: 116 AM HEREIN IS UNCLASSIFIED EXCEPT

zo: [TD) (FBD) WHERE SHOWN OTHERWISE
o]

Subject: W N .
Importance: Hig i s :l bl
SECRET//ORCON,NOFORN

- —— )

{ am sure that you guys are in the ioop on this, but | wanted to forward this to you.

(3)

correct me where | stray):

b6
-—--Original Message---- 0 bic
Sent: ursday, Ma 111 8M
To: cTo) (FBN)], . IpH) (FBD
Ce: or el j
“Subject: - [ 1 bl
Importance: ™

W.isj | .

) Gentlerﬁen, I'm sorry it took me a few days to get spun up on all this, but | have a sufficient grasp now to lay out
what OTD can do in the subject matter. Of course, we want to support this effort any way we can within lawful
parameters. At the risk of regurgitating that which is already known, Eet me lay it out from the basics (and please

bl




3]

bl

{U/LES) These are my thoughts on how we can get t

his job done. I'm sure | didn’t get every detail right, so please
|

don't hesitate to challenge something I've said here.

Also, I'll be out of the office next week. Please contact SSA|

apsence,

Regards,

SS/{ |
Cryptologic and Electronic Analysis Unit (CEAU),

Digital Evidence Section, Cperational Technology Division
ERF Extension

Q
tel unsecure)

|in my

b6

v7C

DERIVED FROM: G-3 FB| Classification Guide G-3, dated 1'/9-7. Foreign Counterintelligence Investigations

DECLASSIFY ON: 20160511
SECRET//ORCON.NOFORN

DERIVED FROW: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations

DECLASSIFY ON: 20160511
SECRET/ORCON,NOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations

DECLASSIFY ON: 20160511
SECRET/ORCON,NOFORN

P

163

b7E
b6
b7cC




©)

b1

(U/LES) These are my thoughts on how we can get this job done. 1'm sure | didn't get every detail right, so please don't

hesitate to challenge something I've said here. For CEAU's part, we need only 24 -48 hours to prepare deployment. Also, b2
Fll be out of the office next week. Please contact SSA | Jin my absence. b6

b7C
Regards,

SsA| ) ]

Cryptologic and Electronic Analysis Unit (CEAU),

Digital Evidence Section, Operational Technology Division
ERF Extension

Quanti
tek: (unsecure)

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFY ON: 20160511
SECRET//ORCON,NOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFY ON: 20160511
SECRET//ORCON.NOFORN
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