
S e ö r o ^ 

(OTP) (CON) 

From: 
Sent: 
To: 
Subject: 

l (OGC) (FBI) 
Thi .rcrta» garMflmhar Oft • OnTVTgjj 7 

PTD) (CÜR) 
FW: IPAV 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Fee 
Ph 
Cell 
Ph 
Fax. 

eral Bureau of Invpstinatlnn 

?ecurs) I 

Abting Unit Chief 
Science and Technology Law Unit 
Office of the General Counsel 

b2 
b6 
b7C 

—Original Message—-
From: 
Sent: 
To: 
Cc: 
Subject: 

](OGC) (FBI) 
Thlirsiisv MaSZ-LL 2006 3:44 PM / 

lOGÜ f.FBI) 
lOGO (FBI) 

RE: IPAV 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

] 

hi 
b2 
b6 
b7C 
b7E 

As I learn more about this easel 
loop that I and his successor SSA and Acting CEAU UC[ 
that a simple IPAV would he ussd initially in whir.h rase I 

I ] It is so unusual for him to not keep me in the 
Jare at at a loss) I think that you most likely were told 

would agree with vour initial analysis I I ÍS) 

Îhis clearly requires a 
order (once all of this 

(S) 
is explained to the FISC) may be sufficient, maybe. If not, then it is a case agent call as to whether this should be an EA or 
an Expedite or simply another FISA order. 

Thanks for your views and your very prompt assistance. 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph-1 I 
Ph (Secure) \ 
Fax -

DATE: 02-27-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY 0U: 02-27-2034 

ALL IÏÏFQRHATÎ0H CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

1 



j E § f C C 

-—-Original Message 
From: I l(OGC) (FBI) 
Sent: Thnreri;«/ MaU 11 7IWK 7-41 PM 
To: 
Cc: 
Subject: RE: 

:b6 
b7C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Yes I was (unfortunately) originally r n m m s n t i n n n n - n r hcliov/oH that w h a t m a ; hpinn r n n g i r W o H w g c - t h o cimnlo 
unn-i^n IDAM """ • 

After seeing your emails and talking this over withj |let me try to clarify what I think is a defensible position: 
IS) (Si 

Please call if you want to discuss, 
Thanks, 



b6 
b7C 

On 
From: :OGC) (FBI) 
Sent: Thursday. Mavli..20Q6 2:01 PM 
To: | l(OGC) (FBI) 
Subject: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Sorry, I was in another email. I should include the language that is un-attributed to you.... 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
^ , - - o n 

(S) 
b l 
b2 
b7E 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

3 



(OTP) (CON) 

From: \ l(QGC) (FBI) 
Sent: 1 Thursday SpnTprnhpr.-riFi b 6 

To: I fOTm (CON) b 7 A 
Subject: FW: FBI Philadelphia request for CIPAV b 7 c 

Importance: High 

SECRET//ORCON.NOFORN 
RECORD| | 

[ 
Acting Unit Chief 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Phi 
Cel| | 
Ph SEuEeTL___ 
Fax -

b2 
b6 
b7C 

—Original Message— 
From: I IfOTDl (FBI) 
Sent: Thursday. May 11. 2006 7:11 PM 
To: 
Cc: ' I I b6 
Subject: FBI Philadelphia request for CIPMV b7A 
Importance: High b7C 
SFCRFT/ZORCnN NOFORN 
RECORDl 

(U) Gentlemen, I'm sorry it took me a few days to get spun up on all this, but I have a sufficient grasp now to lay out what 
OTD can do in the subject matter. Of course, we want to support this effort any way we can within lawful parameters. At 
the risk of regurgitating that which is already known, let me lay it out from the basics (and please correct me where I stray): 

b l 
b2 
b7E 

DATE: 02-27-2009 • ^ ALL INFORMATION CONTAINED 
CLASSIFIED BY 60322UC/LP/STP/gig HEREIN IS UNCLASSIFIED EXCEPT. 
REASON: 1.4 (C). ' ' OTERE SHOOT OTHERWISE 
DECLASSIFY ON: 02-27-2034 ' 



(S) 

b l 
h 2 
h 6 
blC 
b7E 

'm sure I didn't get every detail right, so please don't 
hesitate to challenge something I've said here. For CEAU's part, we need o n l v ~ 
(U/LES) These are my thoughts on how we can get this job done 

ve said here. F| 
I'll be out of the office next week. Please contact 

]to prepare deployment. Also, 
Jin my absence. 

h 2 
b7E 

Regards. 

SS/C 
Cryptologie and Electronic Analysis Unit (CEAU), 
Digital Evidence Section, Operational Technology Division 
ERF Extension 
Quantico. VA 
tel J tunsecure) 

DERIVED FROMTG^FBt-Qassification Guide G-3. dated 1/97. Foreign Counterlntellicjej: 
DECLASSIFY ON: 20160511 
SECRET//ORCON.NOFORN 

DERIVED FROM: G-3 FBI Classification-guide G-3. dated 1/97. Foreign 
DECLASSIFY ON: 20160514—-— 
SECRETZ/ORCONrNQFORN 

ivestigations 

rlntelliqence Investigations 



(OTP) (CON) 

From: 
Sent: 
To: 
Subject: 

l(.O.GCX(EBI)_ 
(Thursday SsntPmher (1FÌ 9007 4 17 PM ^ 

hw: hbi Philadelphia request 

jLA: 
JÒ1 
fori 
OTD) (CON) 

CIPAV 

SECRET/i /ORCON NDFORN 
RECORD 

b2 
b6 
hi A 
hlC 

Acting Unit Chief 
Science and Technology Law Unit 
Office of the General Counsel 
Fed 
Ph 
Cell 

*ral Riirpaii nf Investigation 

Ph («g^.iras r 
Fax -

—Original Message 
From: I 
Sent: 
To: 
Cc: 
Subject: 

](OGC) (FBI) 
Friday May 17 300fi AM 

J l(OTP) (FBI) 
I EOTDTiFBn 

RE: FBI Philadelphia request for CIPAV 

SECRET//ORCON.NOFORN 
RECORD^ 

Nice run down| ~| Thanks. I'm going to share this with NSLB to help move this forward. 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph J I 
Ph (Secure) I | 
Fax | ' 

b2 
b6 
b7A 
b7C 

](OTD) (FBI) 
Thursday. May 11. 2006 7:11 PM 

—Original Message-
From: I 
Sent: 
To: 
Cc: 
Subject: FBI Philadelphia request for ClPtn-
Importance: High 

SECRET//ORCON.NOFORN 
RECORD! 

b6 
b7A 
b7C 

DATE: 02-27-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C.J 
DECLASSIFY ON: 02-27-2034'. 

(U) Gentlemen, I'm sorry it took me a few days to get spun up on all this, but I have a sufficient grasp now to lay out 
what OTD can do in the subject matter. Of course, we want to support this effort any way we can within lawful 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



From: 
Sent: 
To: 

Subject: 

Importance: 

~l(OGC) (FBI) 
Thursday Sentemhar OR 7007 4-17 PM 

J(DT-D.).(.C.QÑ)l 
FW: FBI Philadelphia request for CIPAV 

High 

SECRET//ORCQN.NOFORN 
RECOR 

m 
3 

b2 
:b6 
b7A 
b7C 

Acting Unit Chief 
Science and Technology Law Unit 
Office of the General Counsel 
Fecj 
Ph 
Cel 
Ph 
Fax 

eral Bureau of investigation 

RpnurpVT" 

T 
—Original Message 

From: 
Sent: 
To: 
Subject: 
Importance: 

](OGC) (FBI) 
Friday. May 12, 2006 8:27 AM 

JOGC)(FBI) 
FW: FBI Philadelphia request for CIPAV 
High 

SECRET//ORCON.NOFORN 
RECORD^ 

CEAU's run down on what it can do to support PH. It will help you in discussions with OIPR. 

b2 
b6 
b7A 
b7C 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph | I 
Ph (Secure) j 1 
Fa*l 1 

Original Message 
From: | 
Sent: 
To: 
Cc: 
Subject: 
Importance: 

lOTD) (FBI) 
Thursday, May 11. 2006 7:11 PM 

DATE: 02-27-2009 
CLASSIFIED BY 60322UC/LP/3TP/gjg 
REASON: 1,4 JC) 
DECLASSIFY ON: 02-27-2034 

FBI Philadelphia request for 
High . 

CIPR 

h 6 
hl A 
blC 

SECRET//ORCON NOFORN 
RECORDj_ 

ALL INFORMATION- CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 



C (OTP) (CON) 

From: 
Sent: 

J O G C ) ( F B I ) 

, I nursaav. September- Q6.2QQ.7 4:1'7~PMI 
T o : I I T D T P ) ( C O N ) 
Subject: FW: PH mattert I 

SECRET//NOFORN Jg 
RECORD 315 b 7 c 

Acting Unit Chief 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 

Ce 
Ph (Secure) 
Fax 

—Original, Messgae 
From: 
Sent: 
To: 

to e = 

|OGC)(FBI) 
_ FrlrW MavO. PM 

Subject: PH mattel f 

SECRET//NOFORN 
RECORD 31S 

b l 

After bur discussion yesterday I reviewed the ordeil bent me which is superceded by the more updated orderj ~ | h6 
sent me yesterday. I also spoke witlj |this morning. • ; \ b7c 

b7E 

Assistant General Counsel 
National Security Law Branch 
Office of General Counsel 

DATE: 02-27-2009 1 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (CJ 
DECLASSIFY ON: 02-27-2034 

ALL INFORMATION CONTAINED " 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



Voice 
Pager 
Secure Fax 
Fax 

b2 
b6 
b7C 

DECLASSIFY ON: 20310512 
SECRET//NOFORN 

DERIVED FROM: G-3 FBI ClassificatiofrGuide G-3. dated 1/97. FoF&wnJSounterlntelligence Investigations 
DECLASSIFY ON: 2 0 3 1 0 5 1 ^ ^ 
SECRET//NOFORM—'— ^ ^ ^ ^ ^ 

2 



~ § 6 6 R E T 

C (OTP) (CON) 

From: 
Sent: 
To: 
Subject: 

(OGC) (FBI), 
AJfiJ 
|OTD) (CON) 

FW: FBI Philadelphia request for CIPAV 

SECRET//ORCON.NOFORN 
RECORCj ~ b2 

he 
hi A 
hie 

Acting Unit Chief 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of investigation 
Ph 
Cel 
Ph 
Fax I 

—Original Mess; 
From: 
Sent: 
To: 
Cc: 
Subject: 

yp— 
(OTD) (FBI) 

Friday. Mav 12. 2066 2:55 PM 

Kb: mi Philadelphia request tor CIPAV 

SECRET//ORCON.KIOFORN 
RECORDl 

Short answer, no.f I hesitated to mention it because it is such a low 
probability matter. In fact. I was merely mentioning it as an explanation for why we are not worried about someone 

b2 
b6 
b7A 
b7C 
b7E 

• 
—-Original Message-— 

From: | |(CTD) (FBI) 
Sent: Friflav Mavì? ?0nfi ?•?? PM 
To: 
Cc: 
Subject: kb! i-Bi pmiaaeipma request rar UPAV 

SECRET//ORCON.NOFORN 
RECORDl 

Q Quid we KnQW their capabilities 
pad been approvec 

Thanks 
and currently up. 

b2 
b6 
b7A 
b7C 
b7E 

S S / T 
FBITO7ÜTD7EXT 

DATE: 02-27-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
—1LASSIFY ON: 02-27-2034 ALL INFORMATION CONTAINED " 

HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



^ E e e ^ r 
ITOS 1/CONUS 1 
Rm 4W158 
Desk 
Pgr 
Internal Secure 

—Original Message— 
From: | | 
Sent: FRIFLAV. MFLV 1? ?nnfi1"i4 PHC 
To: 
Cc: 

b2 
b6 
b7A 
b7C 

Subject: RE: FBI Philadelphia request for CIPAV 

SECRET//ORCON.NOFORN 
RECORD) I 

To all concerned, 

First and foremost, I understand that the decision to proceed and this matter and the methodology used will be left 
up to the field. However, I want to ensure that the decisions are made haseri upon good solid technically accurate 
information, rather than assumptions and innuendo. I just spoke withl bf CTD regarding thî  
matter and wanted to correct something that i know to be incorrect.[ ^ 

Assistant Section Chief 
Digital Evidence Section, Operational Technology Division 

K/oice 
Fax 
Cell 

—Original Message— 
From: . I 
Senti 
To 
Cc 

liïïTi^EYHiffVimWISK 
loTD) (FBI) 

JUEti 

Subject: 
Importance: 

FBI Philadelphia 
High 

requew. lur UPAV 

b6 
b7A 
b7C 

SECRET//ORCON.NOFORN 
RECORD! " " 

(U) Gentlemen, I'm sorry it took me a few days to get spun up on all this, but I have a sufficient grasp now to 
lay out what OTD can do in the subject matter. Of course, we want to support this effort any way we can 
within lawful parameters. At the risk of regurgitating that which is already known, let me lay it out from the 
basics (and please correct me where I stray): 



From: 
Sent: 
To: 
Subject: 

(OTP) (CON) 

J M 

pmumi 
hursdav. SeDtember-06-2007 3:43 PM 

1 /rvrrw 
:FIANTJ_ 

( S ) 

J A S E AGEN-j I 

SECRET 
RECORD bl 

b2 
b6 
b7A 
b7C 

Acting Unit Chief 
Science and Technology Law Unit 
Office of the General Counsel 
Ffldpral Rnraau nf Investigation 
Ph-
Celll 
Ph (Secure) \ 
Fax \ 

J 

-Original Message--
From: 
Sent: 
To: 
Cc: 
Subject: 

SECRET 
RECORDl 

](OTD) (FBI) 
MNNRTA» Mn»omhPr On 11 -Of. AM 

R AFFIANT 

(SS 
CASE AGENT 

b l 
b2 
b6 
b7A 
b7C 
b7E 

—Original M 
From: 
Sent: 
To: 

Cc: 

Subject: 

S ê & f t ë l l 

lessee-— 
ÜHO) (OGA) 

F AFFIANTj pASE AGENT 

RECORq_ 
( S ) 

b l 
b2 
b6 
hi A 
hlC 
hi E 

Hara -ara tha nrrlare 
(S) 

untieieiyr 
1 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

1 DATE: 02-27-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 02-27-2034 



—Original Message 
From: 
Sent: 
To: 

ŝ aai 

Si It kVM L'li W:1 ill iTd M W. 
OGCXFBI) 

Cc: 
Subject: DK 

FP n m i FKA- FP FTCA NMN- Mn NRVTW FISA UNÎT OGC 

FFIANll ICASE AGENTI" 

S E C R E T 
RECORE " 

( S ) 
b l 
b2 
b6 
b7A 
b7C 
b7E 

(S) 

iiiaiidyuiiwm diiu 
QGC/NSI fì/FfftA Unit 

Program Analyst 

DERIVED FROM: Multiple Sources 
DECLASSIFICATION EXEMPTION 1 
SECRET^ 

DERIVED FROM: Multiple Sources 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM:WultiPle Sources 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: Multi le Sources 
DECLASSIFICATION E EMPTION 1 
SECRE 



JfOTD) (CON) 

1(0GC) (FBI) From: 
Sent: I Thursday-Se'ptffnber 0672007-4:17'PM 
To: | r(OTD)~(CON) 
Subject: FW: technique language 

Importance: High 

SECRET b2 
RECORD 315 b6 

b7C 

C 
Acting Unit Chief 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph - I 
Cell I 
Ph (Secure) I 
Fax 

—Original Message— 
From: I "l(OGQ (FBI) 
Sent: m ^ a y Mayii 2006 1:58 PM 
To: | |(OGC) (FBI) 
Subject: HW: technique language 
Importance: High 

SECRET 
RECORD 315 

• w 

b l 
h 2 
b6 
b7C 
b7E 

Assistant bSPIeral Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph I 
Ph (Secure) 1 
F a x 1 Z 1 

—Original Message 
From: 
Sent: 
To: 
Cc: 
Subject: 
Importance: 

SECRET 

]cTD) (FBI) 
Thursday. May 11. 2006 10:57 AM 

hW: technique language 
High 

h 6 • 
blC 

B E ê R E ^ * 

A H INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DATE: 04-02-2009 • 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 04-02-2034 



RECORD 315 

n z 2 . A e nor toluol »,ithl Uoaeo eoa »ho thm^H halnui 

m-
IhanKs 

SS- i 
FBIHQ/CTD/LX1 
ITOS 1/CONUS 1 | 
Desk 
Pgr 
Internal Secure 

PH needs to move forward with this coveragi 

b l 
b2 
b6 
hlC 
b7E 

—Original Message— 
From: 
Sent: 
To: 
Cc: 

Subject: 
Importance: 

Kb: technique language 
High 

SECRET 
RECORD 315 

Based on the argument a bove [ 
Your thoughts are more than welcome. 

Thanks 

ss /C 
FBIHQ/CTD/LX1 
ITOS 1/CONUS 1 
Rrrf 
DesK 
Pgr 
Internal Secure 

—Original Message-
From: I 
Sent: ^ 
To: 
Cc: 

••[•iKtiKnavim'«* 
JOTD) 

2QQ6 8:51 AM 

h 2 
b6 
b7C 

2 

S E ê R C f 



Subject: RE: technique language 

SECRET 
RECORD 315 

This is certainly an alternative 

ssA I 
Acting Chief, Cryptologic & Electronic Analysis Unit 
Digitial Evidence Section, Operational Technology Division 
Quontico, VA 

F - unsecure 
F - secure 

h 2 
06 
hlC 

Oriajnal Message--
From; 
Sent: 
To: 
Cc: 

Subject: RE: technique language 
Importance: High 

SECRET 
RECORD 315 

Just a suggestion, that on face value can be executed almost immediately, or atieast in the immediate future, 
with the existing FISC authority. 
If not, CTD is scheduled to meet with OTD Jtoday at noon to explore alternatives. 
The criminal language has been forwarded to the Assistant General Counsel, Science & Technology Law Unit, 

among others for further advisement. 

Thanks 

SS/C 
FBIHQ/CTD/LX1 
ITOS 1/CONUS 1 
Rm 4W158 
Desk 
Pgr 
Internal Secure 

hi 
h 2 
h 6 
hlC 
blE 

—Original Message— 
From: | |PH) (FBI) 
Sent: Tuesday. May 03. ¿¿06 4:18 PM 
To: I I CTD) (FBI) 

3 



Ce: 

Subject: 

SECRET 
RECORD 315 

RE: technique language 

bf 
b" 

b l 
b2 
h 6 
blC 
b7E 

—Original Message 
From: 
Sent: 
To: 
Cc: 

Subject: RE: technique language 

SECRET 
RECORD 315 

All, 
OTP located in FRF advised the following: 

<S) 

bl 
b2 
b7E 

Presently, the priority is the supplemental declaration due in court tomorrow. Upon review, PH 
please provide the Woods as soon as possible. Two special signings by the Director for this 
investigation is probably more than we could hope for! Subsequently! |has assured CTD that he 
will discuss the issue again with the OIPR Deputy. b 6 

t k i. ' : b 7 c 
Thanks 



SS/C 
FBIHQ/CTD/LX1 
ITOS 1/CONUS 1 
Rm 4W158 
Desk 
Pgr 
Internal Secure 

—Original Message— 
From: 
Sent: 
To: 
Cc: 

b2 
h 6 
b7C 

Subject: 

SECRET 
RECORD 315 

RE: technique language 

I have very little experience dealing with the FISC. The vast majority of my experiences 
nave oeen with the US District Courts. Unfortunately, we have a situation that may not yield the 
months needed to work through the FISC's bureaucratic system. Then again it may. I am not 
personally comfortable waiting to go through that long approval process. We are currently 
operating in an environment that is faced with several different threat streams. Maybe it is 
coincidence, I don't know. Is there any way this process can be expedited? Can we have ERF 
provide vou with a draft? I know vou have been in lock step with us. This needs to happen now -

b2 
b5 
b6 
b7C 
b7E 

I Maybe nothing of significance - again. I don't know. We need to get to the 
bottom of this issue in order to movie forward. Thanks for your continued help. Feel free to call 
me| 
Thanks £ ? If there is anything else we can provide to speed the process just let me know. 

—Original Message-
From: | 
Sent: 
To: 
Cc: 

Tuesday. May nTTffife 8:57 AM 
~|(OGC) (OGA) 
ris b6 

b7C 

Subject: Kb! té£Mi<|uè lâhguââé 

SECRET 
RECORD 315 

(S) 

b l 
b2 
b6 
•b7C 
b7E 

M S ) 



(S) 

I realize how imfjo?tknt this issue is to you, though, so I will bring this back up the chain over 
here in order to make sure that my supervisors understand what you are asking. 

—Original Message 
From: I 
Sent: 
To: 
Cc: 
Subject: 

JPH) (FBI) 
Monday. MAY Oft. ?Qßfi4;nPM 

•Rcr 

SECRET 
RECORD 315 

I 11 was overzealous in making my argument The messane I was trvinn tn articulate 
was the need to broaden the current lanauaa 3! 

must be filed^ 
ItfiWi'A'W'ItMIIiWIiW.'l anauaae 

In reality, F 

b l 
b 2 
b 6 
b7C 
b7E 

b l 
b 2 
b 6 
b7C 
b7E 

|ias forwarded the language to ITOS. Give me a call on Tuesday 
J- we will do whatever is necessary to move this forward. Thanks j | 

—Original Mi 
From: 
Sent: 
To: 
Cc: 

Subject: 

ess^ 
loGC) (OGA) 

Friday, May 05, 2006 1:11 PM 

SECRET 
RECORD 315 

I'm sorry I missed you as well I land I were going back and forth to the Court 
waiting for the Judge to hear the two matters on the docket for this week. As your 
team knows, he heard one earlier this morning and is hearing the other in a few 
minutes. 

I'll be out Monday, but wanted to make sure to resnnnd to vour email so that ws ran 
get on the same page. I L 

I'd be happy to discuss this further with you on Tuesday, but, in the meantime, I'm 
surj pan assist with immediate questions. 

Thank you 



SECRET 
RECORD 315 

DERIVED FROIMft G-1 FBI Classification Guide G-1. dated 1/99. Foreign 
Government Information 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-1 FBI Classification Guide G-1. dated 1/99. Foreign 
Government Information^ 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-1 FBI Classification Quide G-1. dated 1/99. Foreign Government 
Information 
DECLASSIFICATION EXEMPTION > 
SECRET 

DERIVED FROM: G-1 FBI Classification guide G-1. dated 1/99. Foreign Government 
Information 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-1 FBI Classification Guide G-1. dated 1/99. Foreign Government 
Information 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-1 FBI Classification/Guide G-1. dated\l/99. Foreign Government 
Information 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-1 FBI Classification Guide G-1. dated 1/99. Foreign Government Information 
DECLASSIFICATION EXEMPTION 1 
SECRET 

7 



(OTP) (CON) 

From: 
Sent: 
To: 
Subject: 

SECRET 
RECORD 315 

10_GCL(FBI)_ 
I hursdav »enTfemher-nfi 7007 4:18 PM(f| 

(O'TD) (CON) 
FW: technique language 

DATE: 03-26-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 03-26-2034 

b2 
b6 
•b7C 

Acting unit Chief 
Science and Technology Law Unit 
Office of the General Counsel 
Fedpral Ruraau nf Investigation 
Ph 
Cell| 
Ph (Secure) I 
Fax I 

—Original Message— 
From: I l(OGC) (FBI) 
Sent: "DM5datJlfflt.il, 2006 1:30 PM 
T O : | l(OGC) (FBI) b6 
Subject: l-w: technique language blc 

SECRET 
RECORD 315 

fyi 

—Original Message' 
From: I 
Sent: 
To: 
Cc: 
Subject: 

](OGC) (FBI) 
Wednesday. May 10. 2006 10:22 AM 

Kt: tecnnique language 

SECRET 
RECORD 315 

As to step (1) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN O T H E R W I S E 



It might be worth going back to OIPR with this argument. 
PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 

Assistant General Counsel . 
Science & Technology Law Unit 
EnninPf i r inn R p s p a r e h Far.ilih/ 'b6 

b7C 

SCIENCE & TECHNOLOGY LAW UNIT OFFICE OF THE GENERAL COUNSEL 

| (CTD)(FBI) 
WADNPCHAY MA» 10 7nnft Q-Ì7 AM 

—Original Message-
From: I 
Sent: 
To: 
Cc: 
Subject: FW: technique language 
Importance: High 

SECRET 
RECORD 315 

All, 
After working out the PG issue with you all, I was hoping for advise on the thread below. 
Is this something OTD can excute on the existing orders? 
Do we need to present the criminal language to the FISC, also below? 
Any input would be appreciated. 
Thanks 

b2 
h 6 
blC 

ss/£ 
FBIHQ/CTD/LX1 
ITOS 1/CON US 1 
Rm 4W158 
Desk 
Pgr 
Internal Secure 

Original Message-
From: 
Sent: 
To: 
Cc: 

(CTD) (FBI) 
Tuesday, May ftll PM 

be 
blC 



Subject: RE: technique language 

fcums it up well: . 

(sj 

Here's the criminal langauge as provided by PH: 

Thanks 

3SA| 
FBIHQ/CTD/LX1 
ITOS 1/CONUS 1 



Rm 4W158 
Desk 
Pgr 
Internal Secure 

b2 
b6 
b7C 

Original Message— 
(CTD) (FBI) From: 

Sent: TVWflY. May 09. 2W6 1;» PM 
To: 
Cc: 
Subject: FW: technique language 

SECRET 
RECORD 315 

""Twhat technique are we using here? 
Assistant Section Chief| | 
CTD/ITOS I 

Hfsecure 
Voffice) 
j) 
] (blackberry) 

b2 
b6 
b7C 

—Original Message— 
From: | 
Sent: Tuesday. Mav 09. 
To: 
Cc: 

•JCTO) (FBI) 
2006 10:36 AM 
~lPm (FBI) 

Subject: RE: technique language 

SECRET 
RECORD 315 

Can you please getj linvolved in this, I understand what| ]s saying, but it seems odd that we are not using ^ 
the same language as the criminal side of the house. I do not know if this is something that should be brought up 
in the Thurg meeting, but we should push where we can. Thanks. 

Original Messane 
From: I 
Sent! 

IpH) (FBI) 
Tupqfav- Mav fiQ. 7006 10:24 AM 

To: 
Cc: 

Subject: 

SECRET 
RECORD 315 

RE: technique language 

have very little experience dealing with the FISC. The vast majority of my experiences have been 
with the US District Courts. Unfortunately, we have a situation that may not yield the months needed to work 
through the FISC's bureaucratic system. Then again it may. I am not personally comfortable waiting to go 
through that long approval process. We are currently operating in an environment that is faced with several 
different threat streams. Maybe it is coincidence, I don't know. Is there any way this process can be 
expedited? Can we have ERF provide you with a draft? I know you have been in lock step with us. This 
needs to happen now H 

| | We need to know what they are discussing - Plans? operations? Other ~~ 
conspiratorsv Maybe nothing of significance - again, I don't know. We need to get to the bottom of this issue 
in order to move forward. Thanks for your continued help. Feel free to call m^ 

4 

b2 
b6 
b7C 
b7E 

If there is 



( 0 T D H C 0 N } 
From: 
Sent: 
To: 
Subject: 

T(0GC.),(EBI)_ 
TW., CmMa^l-ìar hg OnnTJ • j g g^l j 

. ;OTD) (CON) 
FW: technique language 

SECRET//ORCON.NOFORN 
RECORD 315 

b2 
b6 
b7C 

Acting Unit Chief 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau nf Investigation 
Ph 
Cell 
Ph (Sataireï I 
Fax • 

ssa —Original M P ^ H P — 
From: 
Sent: 
To: 
Cc: 
Subject: 

mnrsnflv. n a n 
(OGC) (FBI) 
.70nfil:?9 PM 

RE: technique language 

SECRET//ORCON.NOFORN 
RECORD 315 

I am the un-named OGC attorney. Sorry I should have included you in the email but just wasn't thinking --sorry!!! I will 
forward to you the email I sent. 

hi 
b2 
h 6 
blC 
b7E 

I accept the concern, but in my humble opinionf 1 

/ÎS) 

My apologies again, CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 04-02-2034 

1 ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



Ijte 
]{OGC) (FBI) 

, Thursday, May 11,2QQ§ 12;33 PM 

Original ̂ essaoe—-
From: 
Sent: 
To: 
subject: ' FW! técnmque languagé 
Importance: High 

SECRET//ORCON.NOFORN 
RECORD 315 

b6 
b7C 

Sorry to be a bother but this is a new issue for me. 

(S) 

(S) 

Any thoughts? And thanks 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph i r I 
Ph(Récure) -I 
Fax 

b2 
b6 
b7C 

—Original .ÈifiSSaflÊ 
From: 
Sent: 
To: 
Cc: 

Subject: 

inursaay. May 11. ¿uub 11:27 AM 
l(OTD) (FBI) 
il:2 

Kt: technique language 

b6 
b7C 

Importance: High 

SECRET//ORCON.NOFORN 
RECORD 315 

|just so we all understand the technical basis to this evolving legal interpretation: 

(U/LES) If the above doesn't channe the lenal nnininn helnw then we're still good If it affects t 
some recommendations fc 

le opinion, then I have 

•Original Mes; 

2 



From: 
Sent: 
To: 

Subject: 

Importance: 

](OTD) (CON) 

|(OGC) (FBI) 
inursoav Hënfemher OR 2007 4:19 P M l 

I (OTP) (CON) 

FW: technique language 

High 

b 6 
b7C 

SECRET//ORCON.NOFORN 
RECORD 315 

Acting Unit Chief 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph-
Celll 
Ph (Secured 1 
Fax 

b6 
b7C 
h 2 

—Original Mi 
From: 
Sent: 
To: 
Cc: 
Subject: 

, Importance: 

lessjii flfil 
LOGC) (FBI) 

Thi ircHav May 11 ?NNFI 12:26 PM 
_LLEDI(FBI) 

PW: technique language 
High 

(OTD) (FBI) 

SECRET//ORCON.NOFORN 
RECORD 315 

b 5 
b 6 
b7C 

Thanks. 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
FoHoral Rnroan nf lm/octigatinn 
Phi _ I 
Ph (SÊCÙIÊIJ-
Fax 

Original Mresanp 
From: | 
Sent: 
To: 
Cc: 

DATE: 04-03-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 04-03-2034 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

JOTD) (FBI) 
Thursday. May 117006 11:27 AM 

iCTDi fFBH 

Subject: 
Importance: 

RE: technique language 
High 

b 6 
b7C 

1 



|(OTD) (CON) 

From: 
Sent: 
To: 
Subject: 

f 
jfOGC) (FBI) 

Tfjiirsriav SRntRmhRr'fìfi ?"0~" 
(OTD) (CON) 

HW: S I LU opinion needed KE Use of IPAV 

Ü7 4: 
J P 

19 PMìm 

SECRET//NOFORN 
RECORCj 

b2 
b6 
b7A 
b7C 

l i e Acting Unit Chief 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph •" 
Cell 
Ph (Secure) -I 
Fax • 

From: (OGC) (FBI) 
Sent: Monday. Aoril .7.2006 11:21 AM 
To: 
Cc: 
Subject: RE: STLU opinion needed Re Use of IPAV 

SFCRFT/ZMOFORN 
RECORCj^ 

[ 3s asking me for an update on tli 
before I get involved I'd like to hand this off to you 
ball rolling. 

r addressej 
lease givi 

As this matter needs tn he vetted by NSLB 
call at and start this 

b2 
b6 
blA 
blC 

[ ] 
Assistant ueneral Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Phone -I 
Fax I 

—Original Message— 
From: I 
Sent: 
To: 
Cc: 
Subject: 

DATE: 04-03-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
PEASOH: 1.4 (C) 
DECLASSIFY OH: 04-03-2034 

][OGC) (FBI) 
Tnpsriav. March 71 7flfifi 4:57 PM 

FW: STLU opinion needed Re Use of IPAV 
b6 
b7A 
b7C 

SECREItiblüEÜRtL 
RECORDl 

ALL INFORMATION- CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 



(SI 

b l 
b2 
b6 
b7C 
b7E 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Phonel ~| 
Faxf^ 

--Original Messaae-
From: | 
Sent: 
To: 
Cc: 
Subject: 

]CD) (OGA) 
MnnHav/ Marren f̂infi 1-fU DM 

RE: STLU opinion needed 

SECRET//NOFORN 
RECORD|_ 

] S S A [ "fend myself met witH fend ScT 
I ' 

to I work with SS/>J |in CD-3CJ 
discuss a CI/Cyber type case in San Diego on a company named) 
actually have the ticket onl I OTD was very helpful and recommended they work the legal issues or deploying their 

bl 
b2 
b6 
b7A 
b7C 
b7E 
b7D 

tool through their own OTD/OGC attorney first. Consequently, neithei[_ or I have reached out to NSLB on this 

At the risk of making matters even more confusing I've attached portions of an e-mail I sent to SD on 3/6/06, base5~ 
on our meeting with OTD. I did my best to the describe the scenario we envisioned using! I if ever 
deployed. I also attached a rough draft LHM on| |l intend to pass to thel lonce approved. This LHM 
gives a decent surggrafM-qf-tbfll- I investigation. 

2 



I I not quite sure where to go from here. Would it be helpful if I gave you a call? 
b6 

Thanks for your time and patience. I'm sure you have figured out my now that I'm neither a cyber guy or an lawyer. 1>7C 

' b2 

« File: File:[ 

b2 
b7E 
b7D 

—Orignal Messati— , 
From: | |(CD) (FBI) 
Sent: Monday. March 20, 2006 10:40 AM 
To: I IfCPÌ (OGA) 
Subject: FW: STLU opinion needed 

SECRET//NOFORN , 
RECORI I 

b6 
b7A 
b7C 

This is the status of OTD's efforts to addressl I 

—Original Message— 
From: I loGC) (FBI) 
Sent: Wednesday. March 15. 2006 2:24 PM 
To: I IfCDHFBn 
Cc: I fOTP) 
Subject: FW: STLU opinion needed 

SECRET/ / M r > F n p t J 

RECORD! 

I need to know which NSLB attorney is working this case with you. 

Thanks 

Assistant ueneral Counsel 
Science and Technology Law Unit b 6 

Office of the General Counsel k7A 
Federal Bureau of Investigation b7c 
Phonal | b2 
Fax| I 

Orininal Mpssane 
From: | |(OTD) 
Sent: Thm-cHav Marrh 09, 2006 7:59 AM 
To: t IfOGO (FBI) 
Subject: FW: STLU opinion needed 

SECRET//NOFORN 
RECORD) 

3 



ss/C 
Cryptologie & Electronic Analysis Unit 
Digitial Evidence Section, 
Quantica VA 

0 

Operational Technology Division 

b2 
b6 
b7C 

secure voice 
secure fax 

—Original Message— 
From: | |(OGC)(FBI) 
Sent: lEEEaS^Ea iy 27, 2006 2:05 PM 
To: | (OTD) 
Subject: RE: STLU opinion needed 

SECRET//NOFORN 
RECOR1 I 

—Original Message— 
From: 
Senfc Monday. February 27. 2006 1:20 PM 
To: 
Cc: 
Suüjectr Kb: si LU opinion neeago 

SECRET//NOFORN 
RECORDI 

My thoughts exactly and that is what I conveyed to the HQ components that have inquired about this scenario. 
In other words, to mirror the criminal SW language: 

<S) 
ss/{_ 
Cryptologie & Electronic Analysis Unit 
Digitial Evidence Section, Operational Technology Division 
Quantico. VA 

secure voice 
secure fax 

bl . 
b2 
b6 
b7A 
b7C 
b7E 

—Original Message— 
From: | 
Sent: 
To: 
Cc: 
Subject: c 

Siribl'JBIJilllhll'i 
lOGC) (FBI) 
V PM 

RE: STLU opinion needed 

SECftET/ZNOFORfT 
R E C O R P f X j 



b2 
blE 

—Originai Message 
From: I 
Sent: 
To: 
Ce: 
Subject: 

JOT?) 
Friday. Febmarv ?4. ?006 1:15 PM 

3iLu opinion neeueu 

SECRET//NOFORN 
RECORD 

Wanted to get this in the pipeline whil^ js on AL. 

bl 
b2 
b6 
b7A 
b7C 
b7E 

(S) 

(S) 

s s / f 
Cryptologic & tiactronic Analysis Unit 
Digitial Evidence Section, 
Onnntim VA 

secure voice 
secure fax 

Operational Technology Division 

(S) 

b2 
b6 
b7C 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence 
Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET//NOFORN 

DERIVED FROM: G-3 FBI Classificatioi 
Inves 
DECL ON EXEMPTIO VA 

1/97. Foreign Counterintelligence 



(OTP) (CON) 

From: 
Sent: 
To: 

Subject: 

Importance: 

RÉCORDÌft •000-00 

• I l l u d i ' * : 
|.(QGÇ)_(FBl)_ 

yjptëmbsr QS. 2QQ7-4.:-1.9_E 
l ( O T D ) (CON) 

FW: EC request for assistance 

High ALL INFORMATION CONTAINED 
HEREIN. 15 UNCLASSIFIED 
DATE 04-03-2-009 BY 60322UC/LP/STP/gjg 

b2 
b6 
blC 

Acting unit Chief 
Science and Technology 'Law Unit 
Office of the General Counsel 
FoHorgl Rnrogn nf li^ucctiggtinn 
Ph 
Cel 
Ph ({¡tenure) I _ 
Fax \ 

—Original Me 
From: 
Sent: 
To: 
Cc: 
Subject: 

aortance: 

ISŜ j oe 
(OGC) (FBI) 

Wedneàdàv. UecemEèT2l. 2005 10:12 AM 
IfC IfOGG (FBI) 

](OGC) (FBI)[ 
FW: EC request for assistance 
High 

S E E F T E L ^ 

R E C O R D 0 0 - 0 0 0 - 0 0 

]JOGC) (FBI) 

be • 
blC 

I am happy to defer to ILU to continue working with OIA. 

b2 
be 
b7C 
b7E 

1 



—-Original Message— 
From: I 
Sent: 
To: 
Ce: 
Subject: 

IkOGO(FBI) 
Wednesday, December 21, 2005 9:29 AM 

FW: EC request for assistance 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Can I inform my clients that OGC will be assisting CID in obtaining AG approval for this investigative activity? 

be 
b7C 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Phone I 1 
Fax-I r 

—Original Message— 
From: | |(OIO)(FBI) 
Sent: noromhor 91 ?nnq B-7Q AM 
To: 

Cc: 

Subject: Rt: EC request tor assistance 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

We are working this out of a 163 only. Please make sure appropriate approvals are obtained. 

—Original Message 
From: | |(CR) (FBI) 
Sent: Wtvlnp.KlaJ'TCrpmhgr 71 7-77 AM 
To: 

b6 
blC 

Cc: 

Subject: EC request for assistance 
Importance: High 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

All, 

b2 
be 
blC 
b7E 

Many thanks for your assistance in this matter. 

34 



Assistant Legal Attaché 
Office of the Legal Attaché 
Caracas, Venezuela i,-,,-. j ' —| D IC 

« File: av35401.ec » 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT-UNCLASSIFIED 

DERIVE^RROM: Single Soureé'Document 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FRQWf: Single^Source Document 
DECLASSIFICATION EXEMPTION 1 
SECRET^ 

35 



From: 
Sent: 
To: 
Subject: 

ei î ï ï i ïTFne: 
(OGÇ)_(FBI)_ 

¡ÊB$anÈsim2$2Ûp5lPE 
(OTD) (CON) 

HW: hü request tor assistance 

SE&ÓET 
RfECORÌ) 00-000-00 

b2 
h 6 
blC 

Acting Unit Chief 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph-
Cell 
Ph (Secured f 
Fax 

—Original Message— 
From: | \OGC) (FBI) 
Sent: Wednesday, December 21, 2005 1:13 PM 
To: 
Cc: 
Subject: KE: EL itìquubi IUI DBBIBIDIIM 

SECRET 
RECORD 00-000-00 

b2 
b6 
blC 
b7E 

—Original Message— 
From: I |(OGC) (FBI) 
Sent: ' Wednesday. December ¿1. 2005 10:12 AM 
To: 
Cc: . 
Subject: FW: EC request for assistance 
Importance: High 

SEC 
RÈCORD 00-000-00 

I am happy to defer to ILU to continue working with OIA. 

b6 
b7C 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 04-03-2009 BY 60322UC/LP/STP/gjg 

b2 
b7E 

1 



From: I [(QGS) (FBI) 
Sent: \ Thursda«..-S£5temheir 06- ?007 4:23. PM 1 
T o : I IfOTD) (CON) 
Subject: FW: CIPAV court orders 

SENSITIVE BUT UNCLASSIFIED b2 
NON-RECORD b6 

b7C 

Acting unit Chief 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Phi 
Cel 
Ph (Secure) 
Fax •) 

1 
T 

—Original Message— 
From: I iSL)(FBI) 
Sent: Fririau Nnwmhpr 17, 2006 6:54 PM 
To: | IOGC) (FBI) 
Subject: CIPAV court orders 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b2 
b 6 
b7C 
b7E 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 10-28-2008 BY 60322UC/LP/STP/gjg 1 



(OTP) (CON) 

From: 
Sent: 
To: 

Subject: 

Importance: 

, H](OGC)_(EB!) 
.'WfidnRRtiay, SftntemberQ5, 2P07 5:31 PM / 

|(OTD)(CONr 

' he 
. h7C 

TöW 

High 

UNCLASSIFIED 
NON-RECORD 

-Original Messaqe--
From: 
Sent: 
To: 
Cc: 
Subject: 
Importance: 

I tOTD) (FBI) 
Frirtav. Anni igt 74 7007 4rSQ PM 

HW: FOIA EC 
High 

UNCLASSIFIED 
NON-RECORD 

Attached are the documents I have re the CIPAV FOIA which represent various drafts for model criminal search warrants. b 6 
I suspect that these are drafts that were subsequently modified by the field prior to usage in a specific case and have been b 7 c 
protected from disclosure under attorney work product deliberative documents rule. I leave it to OGC to decide whether to 
assert such a claim. 

h 2 
b7E 

Thos. Gregory Mot ta 
Section Chief, Digital Evidence Section-(DES) 
Operational Technology Division (OTD) 
Engineering Research Facility 
Bldg 27958A, Room A-207 
Quantico. VA 22135 

h 2 

Original Messpae 
From: 
Sent: 
To: 

b6 
b7C 

All IHFOEKATIÛÏÏ CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 10-28-2008 BY 60322UC/LP/STP/gjg 



Subject: FW: FOIA EC 
Importance: High 

UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

Please see below FOIA request....ALL positive and negative responses are due to your Section 
Secretary by Friday, August 31. 2007. 10:00 a.m. 

Sect ion Secretar ies: please compile all responses and send t<j fry COB Friday, August 31, 
2007. 

Executive Assistant 
Operational Technology Division 
Front Office 

Voice 
Cellular 
Fax 

•b2 
b6 
b7C 

—Original Message-
b6 
b7C 

From: 
Sent: 
To: 
Cc: 
Subject: 

DICLEMENTE, ANTHONY P. (OTD) (FBI) 
Friday. August 74. 7007 3:27 PM 

OTD) (FBI) 

FW: FOIA EC 
OTD) (FBI) 

UNCLASSIFIED 
NON-RECORD 

1 
Can you forward the attached FOIA request throughout the division in order we respond accordingly. 

Anthony P. DiClemente 
Chief, Data Acquisition and Intercept Section 
Onpratinnal Tpr.hnnlnnv Division •b2 

b6 
b7C 

—Original Messaoe= 
From: I (OTD) (FBI) 



Sent: Friday, August 24, 2007 2:17 PM 
To: DICLEMENTE, ANTHONY P. (OTD) (FBI) 
Subject: FW: FOIA EC 

UNCLASSIFIED 
NON-RECORD 

Attached is the FOIA EC. I presume we need to go out to the division for a response and alert the AD? 

Original Message b 6 
From: | [OTP) (CON) b7C 
Sent: l-nHau 'M Villi» fi-qn AM B 2 
To: I I (OTP) (FBI) 
Subject: . FOIA EC 

UNCLASSIFIED 
NON-RECORD 

FOIA.WPD (19 KB) 

(Digitai'Evidence Section 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

3 



(OTP) (CON) b6 

From: I IfQGCHFBl) 7 
Sent: ;waHn«Ha» gontomhorns ?pn7 5:28 PM 
To: L KOTD) (CON) 
Subject: FOIA 

SECRET 
RECORD NSIG 

—Original Message— 
From: I 
Sent: 
To: 
Cc: 
Subject: 

]0GC) (FBI) 
Monday. August 07. 2006 9:46 AM 

(OGC) (FBI) 
DGC) (FBn 

FW: Export of STE issue 
b2 
b7E 

SECRET 
RECORD NSIG 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Farterai Bureau of Investigation 
Ph-
Cell 
Ph ('Securer 
Fax 

b6 
b7C 

—Original MPCĈ HP— 
From: 
Sent: 
To: 
Subject: 

anp 
I koGC) (FBI) ^ 

Thursday. August 03, 2006 9:17 AM 
I IfOGÇ) (FBI) 

Export of STE issue | I 

SECRET 
RECORD NSIG 

DATE: 01-30-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 01-30-2034 

ALL INFORMATION- CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

b2 
b7E 



SECRET 
RECORD NSIG 

« File: STE Policy.WPD » 

I I b l 

Assistant general Counsel b 2 

Science and Technology Law Unit :b 6 

Office of the General Counsel b 7 c 

Fedi 
Ph 
Cell 

rai Bureau ni Investigation b 7 E 

Ph (secure) C 
Fax! 

Original Message 
From: | l(OGC) (FBI) 
Sent: Monday. July 31. 2006 1:56 PM 

Cc: 
Subject: RE: Export ot !>lb issue ' 

SECRET 
RECORD NSIG 

b l 
b2 „„„„.„.„.J ; ; b6 
b7E 

7 



In this scenario, all the approvals are not needed that are being sought hasari nnnn thp legal guidance discussed b2 
herein byj fcnd myself. I also understand! [hat you mentioned I I las well. If it is because CEAU is b7E 
involved in this, vs another OTD section, then if the actual technique is the same as used by other OTD sections, 
which I understand it is, then we should either switch to that section or remain consistent with previous intel ops where b6 
we have not needed all the approvals sought by the 5/15/06 EC. b 7 c 

Please let me know where we stand on this so I can advise CTD that they do not need to obtain all the approvals. 

Thanhs, 

—Original Message— 
From: I |(OGC) (FBI) 
Sent: Monday. Inly li 7006 11:43 AM 
To: ,l _ , lOGC) (FBI) 
Cc: I |[OGC) (FBI) 
Subject: txporr or b i t issue 

SECRET 
RECORD NSIG (S V 

AS) r
 1 

bl 
b2 
b6 
b7C 
b7E 

Sou please see if there is any written product about the propose] {fiat you can 

I i idvisecT fchat the AG Guidelines for FBI National security investigations (part 11(E)) 
. a n d AG or designee (which is the ITOS 1 Section Chief) can approvef~ ' | 
|Tne AG GuildelinesJQLEI Ops and Criminal Investigations cited in the 5/15 t c from 

u 11_> do not apply to national security cases.| Understands our authorities are different and may also 
authorize export of the technology... She would like to know the facts so we can use this as an opportunity to 
clear up the issue fpr future purposes. If ITOS1 has an Op plan, or something similar, which indicates the SC 
approva Ijordination, please send to| | Thank you. (S) 
DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/9fr. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification GiUde G-3. dafted 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3. Vated 1/97, Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide/fe-3. datecKl/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97.\Foreiqn Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-yEBFCra«sjficanon Guide G-3. dated 1/97. Foreton Counterintelligence Investigations 
4 



Message Page 1 of 17 

](OTD) (CON) 

From: 
Sent: 
To: 

Subject: FOIA 

UNCLASSIFIED 
NON-RECORD 

](OGC) (FBI) 

Wednesday, September 05,2007 5:27~PM •< 
(OTD) (CONf 

be 
b7C 

—Original Message-
Froml l(OGC) (FBI) 
San»; TiiPcrtav Ann.icf 23, 2 0 0 5 3 :39 PM 
Toi _[(OGC) (FBI) 
Subject Views on Overseas Searches 

UNCLASSIFIED 
NON-RECORD 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Phone J 
Fax 

Original Messaae-
Froi 

•Oil 
4 . ](OGC) (FBI) 

Sent; Tuesday. August 23. 2005 3:09 PM 
To: 
Cc 

b6 
b7C 

subject: Kb: 

UNCLASSIFIED 
NON-RECORD 

DATE: 04-07-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
PEASON: 1.4 (C) 
DECLASSIFY ON: 04-07-2034 

This is a hotly debated issue, and as of yet there is no policy guidance issued. I've copied several other 
interested parties on this email, because they will likely be able to offer additional guidance. 

CEAU in OTD has historically followed a policy of using a SW to deploy. Typically a deployment involves more 
than the simple IPAVf 

h 2 
b6 
blC 
b7E 

44/6/2007 

ALL INFORMATION COHTAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



Message . J j Ê ê R Ê l f Page 2 o f 3 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR 
OGC APPROVAL 

b2 
b6 
blC 
b7E 

Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg. 27958A Room A-207B 
Quantir.n Va 9 ? q S 
Tell 
F a i -
page|_ 

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL 

—Original Message— 
Fromj tHO) (FBI) 
Sent; Tiipsdav- August 23, 2005 1:05 PM ?nt: Tui 
To j 
Subject: 

(OGC) (FBI) be 
,b7C 

UNCLASSIFIED 
NON-RECORD 

Hope all goes well in OGC. I know you; are quite busy but wanted to get your read on a proposal from one 
of our cyber agents here in Houston. . 

Here are the questions with my limited thoughts following: ^ 

ÌS) 

b l 
b2 
b7E 

(S) 

Any thoughts you may have would be appreciated or if I need to get with someone else, just let me know. 

Thanks 

9/6/2007 



9/6/2007 • 



Message Page 1 o f 2 

} 0 T D ) (CON) 

From: j(OGC) (FBI) 

Sent: Wednesday, September 0572p"07"5T1'4"PM| 
(OTO) (CON) To: 

Subject: FOIA 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 6 
b7C 

Original Message—-
From;I tlTD) (FBI) 

To 
Cc 
Su bject: RE: Re 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b2 
b 5 
h 6 
blC 

Original Mess^g«?--— 
From:! |(OGC) (FBI) 
Sent; Friday. October 22.2QQ4 4;2fi PM 
TO! 
Cc: 
Subject: Re 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b2 
h 6 
b7C 
b7E 

9/6/2007 
ALL INFORMATIOH CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 01-30-2009 BY 60322UC/LP/STF/gjg 



•Message Page 13 of 17 

b2 
b6 
b7C 
b7E 

According to the case agent, the AUSA is appealing this ruling to the 9th Circuit. 

I guess DITU and CEAU should stick to: using 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

9/6/2007 



From: 
Sent: 
To: 
Cc: 

J = nCOJDL(FBI) 
per 05. 2007 2 * 7 PM 

Subject: Kb: m i A - C I P A V 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 6 
b7C 

m o r e informat ion for you for FOIA request . S e e ^question. Thanks, j j 

Executive Assistant 
Operational Technology Division 
Front Office 

• Voice 
• Cellular 
• Fax 

Original Message 
From: | _ |(OGC) (FBI) 
sent: , Tuesday. September Q4,2007 6:24 PM 
To: I If OTP) (FBI) 
Subject: FOIA - CIPAV 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

^ « Message: FW: FOIA EC » « Message: E-mails containg CIPAV » 

I am coming to this matter very late in the game. Attached are! bossible relevant £2 
documents. I have not searched yet but will have many - mostly email. What is my drop-dead date on this? 

Acting Unit Chief 
Science and Technology Law Unit 
Office of the General Counsel 
' Fprtf ral Riirpan nf Irjuoctigatinn 
Ph 

dpi 

i L Cell 
Ph (Secure) I . 
Fax 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 10-28-2008 BY 60322UC/LP/STP/gjg 

1 



(OTP) (CON) 

From: 
Sent: 
To: 
Subject: 

](OTD).(FBI) 
f TyesfoY, September 04, 2007 6:24 PM J 
1 lOGC)-(FBI) J 

Out of Office AutoReply: FOIA - CIPAV 
b6 
b7C 

I will be out of the office on Friday, August 31, 2007. If you need any assistance, 
please call| |or you may reach me on my Blackberry at| | 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 10-28-2008 BY 60322UC/LP/STP/gjg 

1 



(OTP) (CON) 

From: I KOGC) (FBIK 
Sent: V Pridav. August it. ¿007 2:22 PM J 
To: 1 l(OGCnFBn 
Subject: FW: Guidance needed 

SECRET//NOFORN 
RECORD 288B-NY-296530 

FYI. 

[ 

DATE: 03-27-2009 
CLASSIFIED BY S0322UC/LP/STP/gjg 
PEAS0U: 1.4 (C) 
DECLASSIFY OH: 03-27-2034 

b2 
b6 
b7C 

Assistant uenerai uounsel 
Science and Technology Law Unit 
Phond I 
Cell nhonri I 
Secyre nhonei 
Fax 

—Original Message— 
From: I 
Sent: 
To: 
Subject: 

](OGC) (FBI) 
Friday. Ano.** 10. 7007 17.47 PM 

RE: Guidance needed 

SECRET//NOFORN 
RECORD 288B-NY-296530 

"1Thanks. OTP coordination is a must.[ 

b2 
b6 
b7C 
b7E 

FYI. 

—Original Message 
From: I 
Sent: 
To: 
Cc: 

](OGC) (FBI) 
Friday. August IQ. ZQQ711:32 AM 

Subject: RE: Guidance needed 

SECRET//NOFORN 
RECORD 288B-NY-296530 

After reading the July 26, 20071 
overseas, so I hope you spoke with|_ 

I F C J assume this is what you called me about while I was 
NY proposes three investigative techniques: 

b2 
b6 
b7C 
b7E 

ALL INFORMATION CONTAINED 
HERE III IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 



(S) 

. bl 
b2 
b7E 

(S) 

Jplease give me a call and we can hook up with OTD on the details. 

] 
Assistant General Counsel 
National Security Law Branch 
nff i ra nf f i . n . n i (Counsel FBI 

Voice 
Pager 
Secure Fax 
Fax 

b2 
b6 
b7C 

--Original Message--— 
From: | [NY) (FBI) 
Sent: Wednesday. August 08. m i 5;Z8 PM 
To: 
Cc: 
Subject: RE: Guidance needed 

SECRET//NOFORN 
RECORD 288B-NY-296530 

r ] 
Can you forward the enclosures td~ 
Thy ^ b6 

b7C 

Counterterrorism Law Unit I 
O&C. National Security Law Branch 

jffice 

This may be a privileged attorney-client/attorney work product communication. 

—Original Message—-
From: | [OGQ (FBI) h 6 
Sent WpHnP̂ av. Anm.̂  II». 5nn? 4-1 N PM ; B 7 C 
To: 



Cc:| |[OGC) (FBI) 
Subject: RE: Guidance needed 

SECRET//NOFORN 
RECORD 288B-NY-296530 

•b6 
b7C 

This is one of those issues that has ebbed and flowed with OIPR for the last couple of 
years. I'll ask I I what the current status is when he gets back from a conference 
tomorrow. Could you forward us the EC enclosures regarding the intelligence reports? I'll 
get back to you soonest. Thanks. 

[ 
Assistant General Counsel 
National Security Law Branch 

I 

ssaqe—~• .. 
1 tNY1) (FBI) 

—Original Message— 
From: 
Sent: Wednesday. August OR. 7007 3:5fi PM 
To: 
Cc: 
Subject: FW: Guidance needed 

SECRET//NOFORN 
RECORD 288B-NY-296530 

b6 
•j :b7C 

wouia you take a look at the attached? 

Ù 
Counterterrorism Law Unit I 
O&C. National Security Law Branch 

jffice 

This may be a privileged attomey-client/attorney work product communication. 

Original 
From: 
Sent: 
To: 
Subject: 

SECRET//NOFORN 
RECORD 288B-NY-296530 

he 
. . ' . ' b7C 

Have you involved| | on this? I am pretty sure tha| Ringed at least one of them in 
the past few months about this. Once NSLB comes to some consensus, please let us (STLU) know so 

Message— 
PGC) (FBI) 

1 UVUUIiaUdV. AUUUt>L urf. 2007 1:00 PM 
I tNY) (FBI) 

FW: Guidance needed 



that we can discus any concerns that we may have and ensure that we are on the same page. 

Original Messag 
From: [ 
Sent: 
To: 

Cc: 

Subject: 

> Y ) (FBI) 

Guidance needed 

SECRET//NOFORN 
RECORD 288B-NY-296530 

:b6 
b7C 

Hi All, 

Attached is an approved EC with leads for all concerned. We are still attempting to move ouj 
case forward in a timely manner! "hnd myself will be more then happy to field whatever 
questions you may have. 

b6 
b7C 

Thanks, 

« File: OTDreq.ec.02wpd.wpd » 

D E R I V E B ^ F R O M : G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence 
Investigations 
D E C L A S S I F Y ^ : 20320806 
S E C R E T Z / N O F O K N " 

DERIVED FROM: G-3 FBkClassification Guide G-3. datedyf/97. Foreign Counterintelligence 
Investigations 
DECLASSIFY ON: 20320806 
SECRET//NOFORN 

DERIVED FROM: G-3 FBI Classificatic ) G-3. dated 1/97. Foreign Counterintelligence 
Investigations 
DECLASSIFY ON: 20320806 
SECRET//NOFORN 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated t/97. Foreign Counterintelligence 
Investigations 
DECLASSIFY ON: 20320806 
SECRET//NOFORN 

DERIVED FROM: G/3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFY 01^20320806 
SECRET//NOF0RN 



(OTP) (CON) 

From: 
Sent: 
To: 
Cc: 
Subject: 

Ç |(OGC) (FBI) 
Thursday, August 09, 2007 1:56 PM J 

b6 
b7C 

RE: Guidance needed 

SECRET//NOFORN 
RECORD 288B-NY-296530 

Concur. All part of the OGC dialogue with them. 

—Original Message— 
From: | 
Sent: 
To: 
Cc: 
Subject: 

l(OGC) (FBI) 
L2MLL ™ PM 

Rt: üuioance needed 

SECRET//NOFORN 
RECORD 288B-NY-296530 

b2 
b6 
b7C 

b2 
b7E 

Assistant General Counsel 
Srionrp anri Torhnnlnny |_aW Unit 
Phone! [ _ _ 
Cell phnnpj "I 
Secure phond | 
Faxj 

loGC) (FBI) 
-—-Originai Menage-— 

From: I 
Sent: Thursday. August 09. 2007 10:32 AM 
To: 
Cc: 
Subject: RE: Guidance needed 

SECRET//NOFORN 
RECORD 288B-NY-296530 

b 6 
b7C 

Guess that is all part of the analysis/guidance that we give to NY, with NSLB. 

Original Message 
From: 
Sent 

J (OGC) (FBI) 

c 
•nmrcriav/ Aiinnçt HQ. 7TO7 10:19 AM 

To: 
Cc: 
Subject: RE: Guidance needed 

SECRET//NO FO RN 
RECORD 288B-NY-296530 

DATE: 03-27-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 [CJ 
DECLASSIFY ON: 03-27-2034 

b2 
be 
b7C 
b7E 

1 ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



E 
Acting Unit Chief 
Science and Technology Law Unit 
Office of the General Counsel 

b2 
b6 
b7C 
b7E 

Fee 
Ph 
Cel 
Ph . 
Fax 

eral Bureau of Investigation 

Secure) I 

—Original Message— 
From: 
Sent: 
To: 
Cc: 
Subject: 

kOGC) (FBI) 
Thursday, August 09. 2007 10:11 AM 

RE: Guidance needed 

SECRET//NOFORN 
RECORD 288B-NY-296530 

bl 
b2 
b6 
b7C 
b7E 

—Original Message— 
From: I 
Sent: 
To: 
Cc: 
Subject: 

](OGC) (FBI) 
Thursday. August 09. 2007 10:08 AM 

Kt: Guidance needed 

SECRET//NOFORN 
RECORD 288B-NY-296530 

(S) 
bl 
b2 
b6 
b7C 
b7E 

Thanks 

Acting unit (Jhief 
Science and Technology Law Unit 
Office of the General Counsel 

vestigation 

Ph (Secure) 
Fax 4 



S é s r e i 

—Original Message 
From: I 
Sent: 
To: 

Cc: 

Subject: 

_ LOGC) (FBI) 
Ttiursdav. August 09.2007 9:43 AM 

RE: Guidance needed 

SECRET//NOFORN 
RECORD 288B-NY-296530 

b2 
b6 
hlC 
b7E 

—Original Message— 
From: 
Sent: 
To: 
Cc: 
Subject: 

|(OGC) (FBI) 
WoiW^w iTST'.ct- na infiTcntDM 

RE: Guidance needed 

SECRET//NOFORN 
RECORD 288B-NY-296530 

Give me a few days I think we may have a resolution on the general questions involved by :b2 

end of the week| 1 

[ 
Assistant General Counsel 
National Security Law Branch 
Office of General Counsel FBI 

Voice 
Pager 
Secure Fax 
Fax 

—Original Message-
From: 
Sent: 
To: 
Cc: 
Subject: 

> Y ) (FBI) 
Wednesday. August 03. 7007 3:56 PM 

i-w: guidance needed 

SECRET//NOFORN 
RECORD 288B-NY-296530 

Would you take a look at the attached? 
^ Thy ^ 

[ 
Counterterrorism Law Unit I 
n&C. Mntinnnl Sornrity Law Branch 

jff ice 

b6 
blC 

is may be a privileged attorney-client/attorney work product communication. 



SECRET 

(OTP) (CON) 

From: 
Sent: 
To: 
Cc: 
Subject: 

OGC)JFBI) 
Thursday. August 09. 2007 10:03 AM 

hW: Guidance needed 

S E C a Î T M ô F O R f f ^ I I I I 
RECORD 288B-NY-296530 

bl 
b2 
b6 
b7C 
b7E 

(SJ 

[ 
Acting Unit Chief 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau nf Investigation 

Ph/pecure) I j 1 
Fax 

(SJ 

—Original Message— 
From: | 
Sent: 
To: 
Cc: 
Subject: 

|(OGC) (FBI) 
Thursday. August U9. 2007 9:43 AM 

RE: Guidance needed 

RECORD 288B-NY396530 

b2 
b6 
b7C 
b7E 

-Original Message— 
From: IOGC) (FBI) 

7TO0st08. Sent: WMrtèèaaV, 
To: 
Cc: 

2007 6:06 PM 

Subject: RE: Guidance needed 

SECRETflMQEORFT" 
RECORD 288B-NY-~296530 

Give me a few days I think we may have a resolution on the general questions involved by end of the week 

bl 
b6 
b7C 
b2 

Assistant General Counsel 
National Security Law Branch 
Office of General Counsel FBI 

Voice 

1 ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



2 ç e r é T 

(OTP) (CON) 

From: 
Sent: 
To: 
Cc: 
Subject: 

(FBI) 
\ Thursday, August 09 ?007 7'?3 AM 

RE: Guidance needed 

SECRET//NOFORN 
RECORD 288B-NY-296530 

b2 
b6 
b7C 
b7E 

No biggie. For whatever reason, because I sit in Cyber I serve as the launch point for many of these inquiries from the 
Field and I usually find myself mediating b/w NSLB and OTD. I don't mind it. They are parallel to criminal issues. I think 
that! I will forward that. NSLB said that they would get back to me soon. 

Original Message— 
From: | kOGC) (FBI) 
Sent: Wednesday. August 08. 2007 4:57 PM 
To: _ _ _ _ _ _ 
Cc: 
Subject: RE: Guidance needed 

SECRET//NOFORN 
RECORD 288B-NY-296530 

Sorry! land I discussed it, and since it appears to be a CEAU collection, I answered it. I guess I am still 
unclear on Cyber's role in answering questions concerning legal authority to do collections. Didn't mean to step on any 
toes. 

' ; b2 
b6 
b7C 
b7E 

Assistant uenerai counsel 
Science and Technology Law Unit 
Phone! I 
Cell phone:! 
Secure phona 
F a € _ _ 

—Original Message— 
From: | |OGC)(FBI) 
Sent: Wednesday. August 08. 2007 3:58 PM 
To: 
Cc: 
Subject: RE: Guidance needed 

SECRET//NOFORN 
RECORD 288B-NY-296530 

DATE: 04-03-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 04-03-2034 • 

b6 
b7C 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SH01N OTHERWISE 



I was hoping that we could keep this in the Unit/Division to come to a consensus before we went back to NY. 
There was a lot of back and forth on this for months even before we got here so I was trying to wrap it up in a neat 
package. I had a feeler out to NSLB on this and was waiting to hear back because I am listed as the POC on the 
EC. 

Also, I had already sen^ ^mail t<] |a few months ago. Let's talk some more. 

—-Original Message— 
From: | |(OGC) (FBI) 
San». WcHnccri;»/ AnmictnR 7nn7^-nfiPM 

Cc:|_ 
Subject: RE: Guidance needed 

SECRET//NOFORN 
RECORD 288B-NY-296S30 

Assistant <5BTjMaöC$unsel 

2 



Science^etrtaTechnoloav Law Unit 
Phone: I I 

b Cell phonel 
Sect 
Fax: 

re phônël c one! 
I 

—Original Message— 
From: [ 
Sent: 
To: 
Subject: 

OGC) (FBI) 
VJoAnacA™ W m i M D M 

rw. buiudiiLH imtmtiu 

SECRET//NOFORN 
RECORD 288B-NY-296530 

b2 -
b 6 
b7C 

Gents: 

Please review. We should probably discuss. 

Thanks, 

—Original Mess^oa 
From: 
Sent: 
To: 

ss|a 
](NY) (FBI) 

Mnnriau limitfllfi 0007 17 SS PM 

h 6 
b7C 

Cc: 

Subject: Guidance needed 

SECRET//NOFORN 
RECORD 288B-NY-296530 

Hi All, 

Attached is an approved EC with leads for all concerned, We are still attempting to move our| 
case forward in a timely manner.| md myself will be more then happy to field whatever 
questions you may have. 

b 6 
blC 

~ru—I— 

« File: OTDreq.ec.Q2wpd.wpd » 

DERIVED FROM: G-3 FBI Classiflc 
Investigations 
DECLASSIFY ON: 20320806 
SECRET//NOFORN 

G-3. dated 1/97. Foreign Counterintelligence 

DERIVED FROM: G-3 FBI Classification Gaide G-3. dated 1/97. Foreign Counterintelligence 
Investigations 
DECLASSIFY ON: 20320806 
SECRET//NOFORN 



(OTP) (CON) 

From: 
Sent: 
To: 
Cc: 
Subject: 

l(OGC) (FBI) 
Tuesday. August 07. 2007"5:21 PM J 

RE: Help with two new FOIA requests: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b6 
b7C 
b2 

As an FYI, in ACS, they're listed as OST (Office of Special Technologies) 

[ ] 
Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
w:| 
bt 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 

—Original Message— 
From: I l(OGC) (FBI) 
Sent: T W ^ Y , A w f t Q7, 2()Q7 pp 
To: 
Cc: 
Subject: RE: Help with two new FOIA requests: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Ok, thanks b6 
b7C 
b2 

Unit Chief, FOIA Litigation Unit 
Office of the General Counsel/FBI 
935 Pennsylvania Avenue, N.W. 
Room PA 400 
Washington, P.C. 20535 

(Direct # ) 
Tax # ) 
[Pager # ) 
(Cell # ) 

THIS IS A PRIVILEGEP ATTORNEY-CLIENT/WORK PROPUCT COMMUNICATION AND IS NOT TO BE 
DISTRIBUTED OUTSIDE OF OGC WITHOUT PRIOR APPROVAL 

JOGC) (FBI) 
OrigiE 

From: 
Sent: Tnreriav. August 07. 2007 4:!j3 PM 
To: 
Cc: 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED. 
DATE 04-03-2009 BY 60322UC/LP/STP/gjg 

Subject: RE: Help with two new FOIA requests: 

b6 
b7C 

SENSITIVE BUT UNCLASSIFIED 
1 



NON-RECORD 

Special Technologies & Applications Office 

] 
Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
w:| 
bt 

b6 
b7C 
b2 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR 
OGC APPROVAL 

—Original M 
From: 
Sertfi 
To: 
Cc: 

essa ae—--
1(0GC) (FBI) 

Tnacrta/ flnmicf 07 2007 4:34 PM 

Subject: RE: Help with two new FOIA requests: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD b6 

b7C 
b2 

Thanks very much for your feedback; please excuse my ignorance, but what does 
"STAO* stand for? 

Unit Chief, FOIA Litigation Unit 
Office of the General Counsel/FBI 
935 Pennsylvania Avenue, N.W. 
Room PA 4 0 0 
Washington, D C 20535 

[Direct # ) 
Fax # ) 

[Pager # ) 
Cell # ) 

THIS IS A PRIVILEGED ATTORNEY-CLIENT/WORK PRODUCT COMMUNICATION AND IS NOT 
TO BE DISTRIBUTED OUTSIDE OF OGC WITHOUT PRIOR APPROVAL 

—Original Message— 
From: I I (OGC) (FBI) 
Sent: TuacHM/ Annncfn7 A-m p^ 
To: 
Cc: 
Subject: RE: Help with two new FOIA requests: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD b6 

b7C 

For OGC, yes, STLU should be included as we have attorneys who hâve worked CIPAV issues. 

There is one unit in STAO that could possibly have relevant.information - I'm not convinced they do, but 
the UC is fairly new and didn't want to say outright that they didn't - so, for thé sake of thoroughness, I 
would add STAO. 

2 



Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
w: 
bt 

b2 
b6 
b7C 
b7E 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT 
PRIOR OGC APPROVAL 

—Original Message— 
From: 
Sent: 
To: 
Cc: 

Subject: 

|(OGC) (FBI) 
luesdav. Auoust'07. ?fl07 10:49 AM 

RE: Help with two new FOIA requests: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Ok, thanks for getting back to me b6 
b7C 
b2 

Unit Chief, FOIA Litigation Unit 
Office of the General Counsel/FBI 
935 Pennsylvania Avenue, N.W. 
Room PA 400 
Washington, D.C. 20535 

|( Direct # ) 
(Fax # ) 
(Pager # ) 
(Cell # ) 

THIS IS A PRIVILEGED ATTORNEY-CLIENT/WORK PRODUCT COMMUNICATION AND IS 
NOT TO BE DISTRIBUTED OUTSIDE OF OGC WITHOUT PRIOR APPROVAL 

—Original Messine. 
From: 
Sent: 
To: 
Cc: 

Subject: 

JOGC) (FBI) 
Tuesday. August 07. 2007 8:00 AM 

RE: Help with two new FOIA requests: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD b6 

b7C 

This sounds like for a change. I don't know that we have much on this in 
NSLB, but you should include us in the request to search. 

—Original Message 
From: 
Sent: 
To: 
Cc: 

(OGC) (FBI) 
Monday. AugusTO. 2007 5:01 PM 

3 



Subject: Help with two new FOIA requests: 
Importance: High 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

We have received two recent FOIA requests - one from the Electronic Frontier 
Foundation (dated 7/24/07) and one from Wired News (dated 7/17/07) - both of 
which seek access to all records concerning the FBI's development and use of 
a certain software known as a "computer and internet protocol address 
verifier" or CIPAV, which the requesters describe as a "tool to identify and/or 
monitor a target computer in a criminal or foreign intelligence investigation." 

RIDS is preparing a Search EC - my question to all of you -- which divisions are 
the logical targets of such a Search EC? So far, we have identified OGC -
should that include NSLB? ILU? STLU? And SA| In 
Oneialipnal Technology Division (OTD) has been in touch with FLU as well -

- is he a client of STLUs, so we are including OTD. Who else ???? 

Your input is greatly appreciated; time is of the essence. b 6 

b7C 
Thanks in advance[ 1 b2 

Unit Chief, FOIA Litigation Unit 
Office of the General Counsel/FBI 
935 Pennsylvania Avenue, N.W. 
Room PA 400 
Washington, P.C. 20535 

|(Direct # ) 
(Fax # ) 
(Pager # ) 
(Cell # ) 

THIS IS A PRIVILEGED ATTORNEY-CLIENT/WORK PRODUCT COMMUNICATION AND 
IS NOT TO BE DISTRIBUTED OUTSIDE OF OGC WITHOUT 
PRIOR APPROVAL 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

4 



(OTP) (CON) 

From: 
Sent: 
To: 
Subject: 

.(.OGC)-(EBI)-
Ti laaHav Aíiñnst 07 90CÌ7 4:21 PM 

(FBI) 
FW: Help with two new FOIA requests: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

fyi 

b6 
b7C 
b2 

Acting unit unief 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph-
Cell) 
Ph (Siecure) -j 
Fax 

—Original Messane 
From: | 
Sent: 
To: 
Cc: 

Subject: 

I (OGC) (FBI) 
Tu("yHav Aiinnst (17 7nn7 11 -47 AM 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

> down at Quantico 
with STAU to see if any of the units here handle anything similar. 

Counsel Assistant ijarierar 
Science and Technology Law Unit 
Office of the General Counsel 
w: 
bt 

handle their issues, which includes CIPAV. I will check 

b6 
b7C 
b2 

PRIVILEGED DELIBERA TIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 

—Original Message— 
From: | |0GC) (FBI) 
Sent: Tuesday- Aiinnst 07 7007 RrflO AM 
To: 
Cc: 

Subject: Kb: Help with two new t-UlA réQu&fc 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

ALL INFORMATION COIITAIHED 
HEREIN IS UNCLASSIFIED 
DATE 04-03-2009 BY 60322UC/LP/STP/gjg 

1 



From: 
Sent: 
To: 
Cc: 
Subject: 

SENSITIVE BUT UNC 
NON-RECORD 

(OTD) (CON) 

[(OGC) (FBI) 
\Tuesdav August 07 2007 in-SS AM 1 

RE: CIPAV{_ 

y 

FYI 
b6 
b7C 
b2 
b7E 

Can't hurt to.ask. In my experience, the biggest problem around here is communication, especially about policy. 75% of 
the time there is guidance but no one knows where to find it. The other 25% of the time it is just missing. 

—Original Message 
From: | 
Sent: 
To: 
Cc: 
Subject: 

]OGC) (FBI) 
Tuesday. August 0772007 10:54 AM 

RE: CIPA' € -FYI 

SENSITIVE BUT UNfetASSptEfT 
NON-RECORD 

b6 
b7C 
b2 
b7E 

h 2 
I will talk with some of the folks out here. I think, as I mentioned, that they will be unwilling to put out anything that ;b 6 
speaks of capabilities. I 'm also not sure they perceive a need for something like this, but we will see what they say. j-)7c 

] 
Assistant General counsel 
firiftnrp and Tftchnnlnny Law Unit 
Phone! I . 
Cell phonq L 
Secure phond 
F a x C _ _ J J 

Original Message 
From: | OGC) (FBI) 
Sent: Tuesday. August 07.2007 10:29 AM 
To: 
Subject: RE: CIPAV£ 

loGCHFBI) 
2- FYI 

b2 
b7E 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b2 
b6 
b7C 
b7E 

From: 

S 
enti. 

t 

Original Message-— 
DGC) (FBI) 

iilfiSflay, August u;( '200710:21 AM 
OGC) (FBI) 

DATE: 04-01-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 04-01-2034 

ALL INFORMATION CONTAINED 
HEREIN' IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



Subject: RE: aPAVyj |- FYI 

SENSITIVE BUT UNpbftSSjjFIED 
NON-RECORD ^ 

I'm not sure how that would work. Are you talking about a checklist/worksheet that the field office fills out in 
terms of what they want to accomplish? 

c 
Assistant General Counsel 
Science and Technology Law unit 
Phone! I 
Cell Dhonel I 
Secure phonej | 
F a x l H 

-Original Message— 

b2 
b6 
b7C 
b7E 

From: | _ |(OGC) (FBI) 
Sent: • TiiPSflav fluni isf 07.2007 10:11AM 
To: I [OGC) (FBI) 
Subject: 1 Kt! UHAV/| FYI 

SENSITIVE BUT UNCLASStFtED 
NON-RECORD - - — b6 

b7C 

Would a checklist/worksheet designed by OTD help both sides?? 

—Original Message— 
From: I |(OGG) (FBI) 
Sent: Tuesday. August Q7. ¿007 9:45 AM 
To: 
Cc: 

J St Q7..20 
(OGC) (FBI) 

J(OGC) (FBI) 
Subject: RE: CIPAV^ |FYI 

SENSITIVE BUT UNfcfcASSjFtÉD 
NON-RECORD ^ ^ 

Assistant General Counsel 
Science and Technology Law Unit b2 
Phone:| I b6 
Cell phongj I b7c 
Secure phonal b7E 
Faxj_ 

—Original Messana..... 
From: |oGC) (FBI) 
Sent: T.iPcrta» A.m.i«H-117 'Jnn7 9:37 AM 
To: I |(OGC) (FBI) 

I TO) (FBI) 



Subject: RE: CIPAV/I I- FYI 

SENSITIVE BUTtttjCLASStFIED 
NON-RECORD ' — 

I agree that seal/release is a big portion. I also think that some offices may not know/understand 
its availability/use. I I and I ran into some issues with NY recently because of some 
miscommunications about what the IPAVs specifically do and what should be in the 
affidavits/warrants. Some guidance would go a long way toward eliminating these "pissing b 6 

matches" too. b 7 c 

What do you think? 

-Original Message— 
From: | J(OGC) (FBI) 
Sent: Tuesday. August 07. 2007 9:23 AM 
To: |(OGC) (FBI) 
Cc: |(0GC) (FBI) 
Subject: RE: CIPAM | FYI 

SENSITIVE BUT UNCLftS8lfiED 
NON-RECORD" ^ 

Assistant uenerai uounsel 
finianr.p. and Technology Law Unit 
Phone[ 
Cell phonel 
Secure phoniL 
Fax 

Original Message 
From: \ |(OGC) (FBI) 
Sent: Tuesday. August 07. 2007 9:05 AM 
To: 
Cc: 
Subject: 

DGC) (FBI) 
(OGC) (FBI) 

l-W: LIHAV/I T FYI 

SENSITIVE BUT UNCptSan^ÌED 
NON-RECORD 

T 

h 6 • 
blC 

As CIPAVs are your baliwick now, I am passing this to you for discussions witij ~| 

Thanks 

3 



Acting Unit Chief 
Science and Technology Law Unit 
Office of the General Counsel 
Perioral Ruroan nf Inwoctijatinn 

Cell 1 
Ph (Secure) < 
Fax 

—Originai Messaae— 
From: I kOGC) (FBI) 
Sent: Tnesriav. Annnst 07, 2007 8:36 AM 
To: | Iroso rFBn 
Subject: ' RE: ¿MVL IFYI ' 

SENSITIVE BUT UNCLÀSSTHED b 6 

NON-RECORD" ^ b 7 c 

b7E 

Has ÓTD thought about issuing an EC/policy governing the use of IPAVs? This would 
probably be helpful for the field (to raise awareness and eliminate any 
miscommunications). I am trying to get Cyber to issue similar stuff. 

—Original Message— 
From: [ ~~](OGC) (FBI) 
Sent: IIAFIMM. MM h ?NN7 QMS AM 

I I b i 
Subject: FW: CIPAVj |- FYI " b2 

SENSITIVE BUT UNCLASagjED b7C 
NON-RECORD" ^ *>7E 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Feci 
Ph 
Cel 
Ph 
Fax 

ftral Bureau nf Investigation 

Secure) f 

C _ 

—Original M' 
From: 
Sent: 
To: 

Cc: 
Subject: 

o e — 
eSS? |(OGC) (FBI) 

' Monaav. JUIV U . 2007 II:38 AM 
b6 
b7C 

HW: UPAV£ 

4 
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SENSITIVE BUT UKlCbASOfflED 
NON-RECORD ^ 

I assume you folks know of this—but just in case. 

—Original Message— 
From! 
Sent: 
To: 

] (OGC) (FBI) b6 
b7C Wsdnesdgy, Jtilv 1?, mi ?V\ 

Subject: CIPAV| 

SENSITIVE BUT U N C p C S a H E E T ^ 
NON-RECORD - - - ' ' 

J-FYI 
•b2 
b7E 

FBI's Secret Spyware Tracks Down 
Teen Who Made Bomb Threats 
Wired.com 

2:00 AM 

By Kevin Poulsen 

July. 18, 2007 

SEATTLE, WA - FBI agents trying to track the 
source of e-mailed bomb threats against a 
Washington high school last month sent the 
suspect a secret surveillance program designed 
to surreptitiously monitor him and report back 
to a government server, according to an FBI 
affìdavit obtained by Wired News. 
The court filing offers the first public glimpse into the 
bureau's long-suspected spyware capability, in which the FBI 
adopts techniques more common to online criminals. The 
software was sent to the owner of an anonymous MySpace 
profile linked to bomb threats against Timberline High School 
near Seattle. The code led the FBI to 15-year-old Josh 
Glazebrook, a student at the school, who on Monday pleaded 
guilty to making bomb threats, identity theft and felony 
harassment. In an affidavit seeking a search warrant to use the 
software, filed last month in U.S. District Court in the Western 
District of Washington, FBI agent Norman Sanders describes 
the software as a "computer and internet protocol address 
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verifier," or CIPAV. 

FBI Spyware In A Nutshell 

The full capabilities of the FBI's "computer and internet 
protocol address verifier" are closely guarded secrets, but 
here's some of the data the malware collects from a computer 
immediately after infiltrating it, according to a bureau 
affidavit acquired by Wired News. 

• IP address 

• MAC address of ethernet cards 

• A list of open TCP and UDP ports 

• A list of running programs • The operating system type, 
version and serial number 

• The default internet browser and version 

• The registered user of the operating system, and registered 
company name, if any 

• The current logged-in user name 

• The last visited URL 

Once that data is gathered, the CIPAV begins secretly 
monitoring the computer's internet use, logging every IP 
address to which the machine connects. All that information is 
sent over the internet to an FBI computer in Virginia, likely 
located at the FBI's technical laboratory in Quantico. Sanders 
wrote that the spyware program gathers a wide range of 
information, including the computer's IP address; MAC 
address; open ports; a list of running programs; the operating 
system type, version and serial number; preferred internet 
browser and version; the computer's registered owner and 
registered company name; the current logged-in user name 
and the last-visited URL. The CIPAV then settles into a silent 
"pen register" mode, in which it lurks on the target computer 
and monitors its internet use, logging the IP address of every 
computer to which the machine connects for up to 60 days. 

Under a ruling this month by the 9th U.S. Circuit Court of 
Appeals, such surveillance — which does not capture the 
content of the communications — can be conducted without a 
wiretap warrant, because internet users have no "reasonable 

6 



expectation of privacy" in the data when using the internet. 
According to the affìdavit, the CIPAV sends all the data it 
collects to a central FBI server located somewhere in eastern 
Virginia. The server's precise location wasn't specified, but 
previous FBI internet surveillance technology — notably its 
Carnivore packet-sniffing hardware — was developed and run 
out of the bureau's technology laboratory at the FBI Academy 
in Quantico, Virginia. 

The FBI's national office referred an inquiry about the CIPAV 
to a spokeswoman for the FBI Laboratory in Quantico, who 
declined to comment on the technology. The FBI has been 
known to use PC-spying technology since at least 1999, when a 
court ruled the bureau could break into reputed mobster 
Nicodemo Scarfo's office to plant a covert keystroke logger on 
his computer. But it wasn't until 2001 that the FBI's plans to 
use hacker-style computer-intrusion techniques emerged in a 
report by MSNBC.com. The report described an FBI program 
called "Magic Lantern" that uses deceptive e-mail 
attachments and operating-system vulnerabilities to infíltrate 
a target system. The FBI later confirmed the program, and 
called it a "workbench project" that had not been deployed. 

No cases have been publicly linked to such a capability until 
now, says David Sobel, a Washington, D.C., attorney with the 
Electronic Frontier Foundation. "It might just be that the 
defense lawyers are not sufficiently sophisticated to have their 
ears perk up when this methodology is revealed in a 
prosecution," says Sobel. "I think it's safe to say the use of 
such a technique raises novel and unresolved legal issues." The 
June affidavit doesn't reveal whether the CIPAV can be 
configured to monitor keystrokes, or to allow the FBI real-time 
access to the computer's hard drive, like typical Trojan 
malware used by computer criminals. It notes that the 
"commands, processes, capabilities and ... configuration" of 
the CIPAV is "classified as a law enforcement sensitive 
investigative technique, the disclosure of which would likely 
jeopardize other ongoing investigations and/or future use of 
the technique." 

The document is also silent as to how the Spyware infiltrates 
the target's computer. In the Washington case, the FBI 
delivered the program through MySpace's messaging system, 
which allows HTML and embedded images. The FBI might 
have simply tricked the suspect into downloading and opening 
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an executable file, says Roger Thompson, CTO of security 
vendor Exploit Prevention Labs. But the bureau could also 
have exploited one of the legion of web browser vulnerabilities 
discovered by computer-security researchers and cybercrooks 
— or even used one of its own. "It's quite possible the FBI 
knows about vulnerabilities that have not been disclosed to the 
rest of the world," says Thompson. "If they had discovered 
one, they would not have disclosed it, and that would be a 
great way to get stuff on people's computer. Then I guess they 
can bug whoever they want." 

The FBI's 2008 budget request hints at the bureau's efforts in 
the hacking arena* including $220,000 sought to "purchase 
highly specialized equipment and technical tools used for 
covert (and) overt search and seizure forensic operations.... 
This funding will allow the technology challenges (sic) 
including bypass, defeat or compromise of computer 
systems." With the FBI in the business of hacking, security 
companies are in a tight place. Thompson's LinkScanner 
product, for example, scans web pages for security exploits, 
and warns the customer if one is found. How would his 
company respond if the FBI asked him to turn a blind eye to 
CIPAV? He says he's never fielded such a request. "That 
would put us in a very difficult position," Thompson says. "I 
don't know what I'd say." 

The Washington case unfolded May 30, when a handwritten 
bomb threat prompted the evacuation of Timberline High 
School in Lacey, Washington. No bomb was found. On June 4, 
a second bomb threat was e-mailed to the school from a Gmail 
account that had been newly created under the name of an 
innocent student. "I will be blowing up your school Monday, 
June 4, 2007," the message read. "There are 4 bombs planted 
throughout Timberline high school. One in the math hall, 
library hall, main office and one portable. The bombs will go 
off in 5 minute intervals at 9:15 AM." In addition, the message 
promised, "The e-mail server of your district will be offline 
starting at 8:45 am." 

The author made good on the latter threat, and a denial-of-
service attack smacked the North Thurston Public Schools 
computer network, generating a relatively modest 1 million 
packets an hour. Responding to the bomb threat, school 
administrators ordered an evacuation of the high school, but, 
once again, no explosives were found. That began a bizarre 
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cat-and-mouse game between law enforcement and school 
officials and the ersatz cyberterrorist, who e-mailed a new 
hoax bomb threat every day for several days, each triggering a 
new evacuation. Each threat used the same pseudonym, but 
was sent from a different, newly created Gmail account to 
complicate tracing efforts. 

On June 7, the hoaxer started issuing threats through other 
online mediums. In his most brazen move, he set up a MySpace 
profile called Timberlinebombinfo and sent friend requests to 
33 classmates. The whole time he was daring law enforcement 
officials to trace him. "The e-mail was sent over a newly made 
Gmail account, from overseas in a foreign country," he wrote 
in one message. "Seeing as you're too stupid to trace the e-mail 
back lets (sic) get serious," he taunted in another. "Maybe you 
should hire Bill Gates to tell you that it is coming from Italy. 
HAHAHA. Oh wait. I already told you that it's coming from 
Italy." As promised, attempts to trace the hoaxer dead-ended 
at a hacked server in Grumello del Monte, Italy. 

The FBI's Seattle Division contacted the FBI legal attaché in 
Rome, who provided an official request to the Italian national 
police for assistance. But on June 12, perhaps fed up. with the 
mocking, the FBI applied for and obtained a search warrant 
authorizing the bureau to send the CIPAV to the 
Timberlinebombinfo MySpace profile. Court documents 
reveal the search warrant was "executed" June 13 at 5:49 p.m. 
Though the CIPAV provided a wealth of information, 
Glazebrook's IP address would have been enough to guide the 
FBI to the teen's front door. John Sinclair, Glazebrook's 
attorney, says his client never intended to blow anything up — 
"it was a prank from the get-go" — but admits he hacked into 
computers in Italy to launder his activities, and that he 
launched the denial-of-service attack against the school 
district's network. 

Glazebrook was sentenced Monday to 90 days in custody, and 
given credit for 32 days he's spent behind bars since his arrest. 
When he's released he'll be on two years' probation with 
internet and computer restrictions, and he's been expelled 
from high school. The teen is being held at the Thurston 
County Juvenile Detention Center, where he will serve out his 
sentence, says Sinclair. Sinclair says he was told that the FBI 
had tracked down his client in response to a request from local 
police — but that he didn't know exactly how the bureau did it. 



"The prosecutor made it clear that they wouldn't indicate how 
this device works or how they do it," says Sinclair. "For 
obvious reasons." Larry Carr, a spokesman with the FBI's 
Seattle field office, couldn't confirm that the CIPAV is the 
same software previously known as Magic Lantern, but 
emphasized that the bureau's technological capabilities have 
grown since the 2001 report. The case shows that FBI 
scientists are equipped to handle internet threats, says Carr. 
"It sends a message that, if you're going to try and do stuff like 
this online, that we have the ability to track individuals' 
movements online and bring the case to resolution." 

Assistant General Counsel 
rivanv ft Civil I ihprties Unit 

DISSEMINATED WITHOUT OGC APPROVAL 

\ SENSITIVE BUT UNCLASSIFIED 

\ SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT/UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUrUNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT/UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED \ 

SENSITIVE BUT UNCLASSIFIED \ 

THE FOREGOING MAY BE A PRIVILEGED 
FBI OGC COMMUNICATION AND SHOULD NOT BE 
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Message Page 1 of 17 

(OTD) (CON) 

From: DICLEMENTE, ANTHONY P. (OTD) (FBI) 
Sent: iïhursday, August 02. 2007"6T30~PM~ 
To: (OGC) (FBI)-

Subject: RE: Ping question 

SECRET 
RECORD 315N 

:b6 
blZ 
b2 

Thanks 

Anthony P. DiClemente 
Chief, Data Acquisition and Intercept Section 
Operational Technology Division 

—Original Message-----
From OGC) (FBI) 
Sent: I hursday, August 02, 2007 5:17 PM 
To: DICLEMENTE, ANTHONY P. (OTD) (FBI) 
Subject: RE: Ping question 

SECRET 
RECORD 315N 

Tony, 

She will be. We need her experience; her ideas; and her expertise. 

b2 
be 
blC 

Acting Unit Chief 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph 
Cell 
Ph fcecurej 
Fax 

Original Message—~ 
FronìlTSfiÉliMÉtfTE, ANTHONY P. (OTD) (FBI) 

DATE: 03-31-2009 . 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 03-31-2034 

77/6/2007 

ALL INFORMATION COHTAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



•Message Page 13 of 17 

Sent: Thursday, August 02, 2007 4:56 PM 
Tol 

Subject: RE: Ping question 

SECRET 
RECORD 315N 

h 6 
hlC 
h2 Given your knowledge with this specific issue, I would like to have you involved. 

Anthony P. DiClemente 
Chief, Data Acquisition and Intercept Section 
Operational Technology Division 

—-Original Message—-
Fro mi IfOGG (FBI) 
Sent: Thursday. August 02. 2007 4:49 PM 
Tr>j 

Subject: RE: Ping question 

SECRET b6 
RECORD 315N b7c 

I'd be happy to stay involved in the efforts, particularly since I've worked with this issue 
and because any developments will no doubt impact the technical descriptions—which as 
you know I've also worked. 

•Original Message-
(OGC) (FBI) 

i t 02. 2007 3:41 PM 

Subject: RE: Ping question b2 
b 6 
b7C 
b7E 

.SECRET 
RECORD 315N 

J S i G i r * 

9/6/2007 



•Message Page 13 of 17 

Acting Unit Chief 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph -I 
Cel| 
Ph ( S s e u H U Z Z 
Fax 

b2 
b6 
blC 

—Originar Message—-
From J IfOGH (FBI) 
Sent: Thursday, August 02. 2007 3:10 PM 
Toi 

Subject: RE: Ping question 

SECRET 
RECORD 31SN 

b2 
b6 
blC 
b7E 

9/6/2007 



Message Page 4.of 17 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE 
OUTSIDE THE FBI WITHOUT PRIOR OGC APPROVAL 

Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg. 27958A Room A-207B 

b2 
b6 
b7C 
b7E 

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL 
COUNSEL 

Original Meraae-
Fromj l o T D ) (FBI) 
Sent; Thursday, August 02. 2007 12:21 PM 

Subject: RE: Ping question 

SECRET 
RECORD 315N 

Thanksf" I 

b6 
b7C 

collection metl 
11 asked SS/[ 
nods that mig 

} o describe his ideas for a 
might satisfy OGC/OIPR for your consideration. 

Unit Chief 
Special Projects Technology Unit 
Operational Technology Division 

—Original Messaae-
From 
Sej epfc. 

urne 

Thnrqilav. Annns 
(OTD) (FBI) 

Subjèct! Kb: Hing c^ue&ion 

fe 
OC) (FBI) 

2007 12:06 PM 

SECRET 
RECORD 31 SN 

b6 
b7C 

Hi| lyou read my mind, in that this was something I thought was 
important but didn't have time to complete before I left, so I was planning 
on sending it to you. Things have been very busy since I got here, so I'm 

9/6/2007 



•Message Page 13 of 17 

/(S) 

b l 
h 2 
b 6 
b7C 
b7E 

Orininal MPseanP-
Fromj |(OTD) (FBI) 
Sent; Thursday. Auniist 02, 2007 7:40 AM 
T o j t o o (FBI) 
Subject: FW: Ping question 

b2 

SECRET 
RECORD 315N b7E 

—Original Message— 
From: DICLEMENTE, ANTHONY P. (OTD) (FBI) 
Sent: Thursday, August 02, 2007 8:11 AM 
T o j I (OTP) (FBI)J |(OTD) 
(FBlJ 1 — 1 

Subject: FW: Ping question b l 

b2 
SECRET b6 
RECORD 315N b7C 

b7E 

<S) 

9/6/2007 



•Message Page 13 of 17 

Also, pis document these discussions in email. 

Anthony P. DiClemente 
Chief, Data Acquisition and Intercept Section 
Operational Technology Division 

Original Message-
Fromf" (OGC) (FBI) 
Sent: Thursday, August 02, 2007 7:52 AM 
To: DICLEMENTE, ANTHONY P. (OTD) (FBI); 
(OTP) (FBI) 
Cc ( 
Subject: RE: Ping question 

SECRET 
RECORD 315N b2 

b6 
hlC 
b7E 

—Original Message— 
From: MOTTA, THOMAS GREGORY (OTD) (FBI) 
Sent: Wednesday, August 01, 2007 5:48 PM be 
To: DICLEMENTE, ANTHONY P. (OTD) (FBI); I I b7C 
(OTD) (FBI) 
Cc:| | 

I K OGC) (FBI) 
Subject: FW: Ping question 

9/6/2007 
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SECRET 
RECORD 31SN 

Recommend you monitor discussions with OIPR and 
CCIPS blosely on this and document, document, 
document. 

Thos. Gregory Motta 
Section Chief, Digital Evidence Section (DES) 
Operational Technology Division (OTD) 
Engineering Research Facility 
Bldg 27958A, Room A-207 : b 6 

Quantico, VA 22135 ^ 
Tel J ' 

Original Message— 
Fromj KOGC) (FBI) 
Sent; Wednesday, August 01, 2007 6:43 PM 
T o f 

subject: RE: Ping question 

SECRET 
RECORD 315N 

<S) 
b l 
b2 
b6 
b7C 
b7E 

9/6/2007 

Assistant General Counsel 
National Security Law Branch 
nff lm nf ftannrai rniinMl FBI 

Voice 
fager 
Secure Fax 
Fax 
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Original Message— 
Fromj |(OGC) (FBI) 
Sent: Thursday. July 12. 2007 11:06 AM 

_ i o £ 

Subject: Kb: Hing question 

SECRET 
RECORD 315N 

Thanks everyone. We will see if this issue can 
finally be worked out. More to follow. 

b l 
b2 
b6 
b7C 
b7E 

(SJ 
(OGC) (FBI) 

Sent: "Thursday, July ÌZ, 2007 10:44 AM 
To: MOTTA, THOMAS GREGORY (OTP) (FBI); 

Subject: RE: Ping question 

SECRET 
RECORD 315N 

b2 
h 6 
hlC 
b7E 

9/6/2007 
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PRIVILEGED DELIBERATIVE DOCUMENT - NOT 
FOR DISCLOSURE OUTSIDE THE FBI WITHOUT b 2 
PRIOR OGC APPROVAL h f i 

assistant general Counsel 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg. 27958A Room A-207B 
Quantico. Va. 22135 

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE 
OF THE GENERAL COUNSEL 

Original Message 
From: MOTTA, THOMAS GREGORY (OTD) 
(FBI) 
Sent: Thursday. July 12. 2007 10:06 AM 
T r i • 

TFBIJ 
Subject: RE: Ping question 

b6 
b7C 
b7E 

SECRET 
RECORD 31 SN 

b2 
b6 
b7C 
b7E 

9/6/2007 



•Message Page 13 of 17 

b2 
b6 
b7C 
b7E 

Thos. Gregory Motta 
Section Chief, Digital Evidence 
Section (DES) 
Operational Technology Division 
(OTD) 
Engineering Research Facility 
Bldg 27958A, Room A-207 
Quantico. VA 22135 

—Orinimi M u s a n e — 
From:! (OGC) 
(FBI) 
Sent: Wednesday, July 11, 2007 6:44 
PM 
Trt! MOTTA THOMAS fiRFRORY 

Subject: RE: Ping question 

be 
b7C 

SECRET 
RECORD 315N 

All, 

9/6/2007 
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b2 
b6 
b7C 
b7E 

-original Message-
From: MOTTA, THOMAS GREGORY 
(OGC) (FBI) 
Sent: Friday, September 30, 2005 
7:02_EfiL 

Subject: RE: Ping question 

SECRET 
RECORD 315N 

We know|_ ]jvell. 

b6 
b7C 

please call| Monday. If 
I am available, I would like to sit in on 
the call. . 

Thanks 

PRIVILEGED DELIBERATIVE 
DOCUMENT - NOT FOR 
DISCLOSURE OUTSIDE THE FBI 
WITHOUT PRIOR OGC APPROVAL 

9/6/2007 
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Thos. Gregory Motta 
Associate General Counsel -
Unit Chief 
Science & technology Law 
Unit 
Engineering Research Facility 
Bldg 27958A, Room A-207 
Quantico. VA 22135 
Tel, 
Fax 

Origin^ Mçsggqg-
From|_ 
(OGC) (FBI) 
Sent: Friday, September 30, 
2005 4:31 PM 
To: 

:b6 
b7C 
b2 

subject: rw: Ping question 

SECRET 
RECORD 31 SN 

FYI - -

do you know 

—Original Message— 
From:| (OGC) 
(OGA) 
Sent: Friday, September 30, 
2005 4:17 PM , 
To:| KOGC) 
(FBI) 
C C | | 
(OGC) (OGA) 
Subject: Ping question 

SECRET 
RECORD 315N 

b2 
b 6 
blC 
b7E 

Thanks for your call. I've 
reconstructed my notes and e-
mails about this from last year. 
The original proposed footnote 
for the technigue description 

9/6/2007 
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b2 
h 6 
blC 
b7E 

DERIVED FROM: G-3 FBI 
ClassificWloiyfeuide G-3. 
dated 1/97^Foreign 
Counterintelligence 
lnvestiqations\ 
DECLASSIFICATION 
E X E M P T I O N ? \ 
SECRET 

9/6/2007 
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DERIVED FROM: G-3 I 
Classification Guide Qf-3. 
dated 1/97, Foreign 
Counterintelligence 
Investigations 
PECLAS$IFICATIQr 
EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI 
Classification Guide Qj-i, dated 1/97, 
Foreign Counterintelligence 
Investigations 
DECUfeSIFICATION/EXEMPTION 1 
SECRE1! 

DERIVED FROM: G-3 FBI 
Classification Guide G-3, dated 1/97. 
Foreign Coynterftitelligence 
Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: Gf-3 FBI Classification 
Guide G-3. dated y/97,\Foreign 
Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-
3, dated 1/97. Foreign Counterintelligence 
Investigations 
DECLASSIFICATION EXEMPTIONS 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-
3, dated 1/97, Foreign Counterintelligence 
Investigations/ 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM:fe-3 FBI Classification Guide G\3. 

9/6/2007 
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dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

)ERIVED FROM: G-3 FBI Classification Guide G-3. 
teted 1/97. Foreign Counterintelligence Investigations 

•CLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. 
Foreign Counterintelligence^Investigations 
DECLASSIFICATION E X E R T I O N 1 
SECRET 

DERIVED FROIMft G-3 FBI Classification Guide G-3. dated 1/97. 
Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: Q-3\FBI Classification Guide G-3. dated 1/97. 
Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-A FBI Classification Guide G-3. dated 1/97r 
Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION^" 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. 
Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1~ ' 
SECRET 

DERIVED FROIWli G-3 FBI Classification Guide G-fy dated 1/97. Foreign 
Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

9/6/2007 
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•RIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign 
Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM:\G-3 FBI Classification Guide G-3. dated 1/97. Foreign 
Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97, Foreign Counterintelligence 
Investigations 
DECLASSIFICATION EXEMPTION 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97. Foreign Counterintelligence 
Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

9/6/2007 
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(OTD).(CON) 

From: (OGC) (FBI) 

Sent: r Thursday. August 02,2007 5:16 PM i 

(OGC) (FBlf To: 

02,2007 5:16 PM i 

(OGC) (FBlf 

Subject: RE: Ping question 

SECRET 
RECORD 31SN 

Absolutely. We need your ideas and your expertise. 
b2 
b6 
b7C 

3ii€ Acting Unit Chief 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph 
Cel 
Ph (secure) f 
Faxl 

—Original Message— 
Froml l(OGC) (FBI) 
Sent: Thursday, August 02. 2007 4:49 PM 
T o i 

Subject: RE: Ping question 

SECRET 
RECORD 315N 

h 6 
blC 

I'd be happy to stay involved in the efforts, particularly since I've worked with this issue and because any 
developments will no doubt impact the technical descriptions—which as you know I've also worked. 

—OrjolnaLMessaoE 
From 
Sent: 

(OGC) (FBI) 
niircnav. miauk 0?, ?NO7,1;41 PM 

Subject: RE: Ping question 

SEC 

9/6/2007 

DATE: 04-03-2009 ALL IHF0RHATX0H COBTAINED 
CLASSIFIED BY 60322UC/LP/STP/gjg HEREIN IS UNCLASSIFIED EXCEPT 
REASON: 1.4 (C) WHERE SHOOT OTHERWISE 
DECLASSIFY 0U: 04-03-2034 
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OTD) (CON) 

From: (OGC) (FBI) 

Sent: \Thursday, August 02, 2007 4:35 PM 

fÖGC)>~BI) To 

Subject: FW: Ping question 

SECRET 
RECORD 315N 

:b5 
b 6 
b7C 
b2 

Acting unit unief 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Pvregg 9f Investigation 
Ph 
Cel 
Ph (Secure) 
Fax| J 

—-Original Message 
Fromj |(OTD) (FBI) 
Sent;Thursday, August02, 2007 1:21 PM 
To:l I: DICLEMENTE. ANTHONY P. (OTD) (FBI): f 

Subject: RE: Ping question 

SECRET 
RECORD 315N 

Thanks n 
I asked SS/ 

for your consideration. 

Unit Chief 

9/6/2007 

b 6 
b7C 

o describe his ideas for a collection methods that might satisfy OGC/OIPR 

DATE: 04-03-2009 
CLASSIFIED BIT 60322UC/LP/STP/gjg 
REASON: 1.4 (CJ 
DECLASSIFY Ull: 04-03-2034 

ALL INF0RHATI0N CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
INHERE SHOWN OTHERWISE 
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OTD) (CON) 

From: (OGC) (FBI) 

Sent: ^Thursday, August 02, 2007 4:30 F M ] 

To: 

Subject: RE: Ping question 

JoTD) (FBI) 

SECRET 
RECORD 315N 

] I'll ask[ Ito set up a meeting with NSLB^ J o that we can discuss this 
b2 
b6 ThanksQ J I'll ask| Iti 

matter. The ideas provided by| I below, are new to me and probably to most of us. So we need to work with b7c 
them and convince ourselves that they will work as predicted before we attempt to convince OIPR and the FISC. 
We may need technical support during our meeting. 

Acting Unit Chief 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau Qf Investigation 
Ph 
Cell 
Ph (Secure) | 
Fax 

—Original Message— , 
From: lOTD) (FBI) 
se j t ; I hursdav. August U i 2QQ7 1:21 PM 

suDject: Kb: Ping question 

SECRET 
RECORD 31SN 

Thanks! I 

asked SS/ 
OGC/OIPR for your consideration 

L 

Unit Chief 
Special Projects Technology Unit 
Operational Technology Division 

-Origin 

9/6/2007 

be 
bic 

to describe his ideas for a collection methods that might satisfy 

DATE: 04-03-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 04-03-2034 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 
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OTD) (CON) 

From: DICLEMENTE, ANTHONY P. (OTP) (FBI) 
Sent: M[hursday, August 02, 2007 7:49 A M ^ } 
To: MOTTA, THOMAS GREGORY (OTP) (FBI);[ 
Cc: 
Subject: RE: Ping question 

SECRET 
RECORD 315N 

Absolutely! 

Anthony P. DiClemente 
Chief, Data Acquisition and Intercept Section 
On<=>ratirnial Tpnhnnlnnv nivisinn 

he 
blc 
b2 

Original Message— 
From: MOTTA, THOMAS GREGORY (OTD) (FBI) 
Sent: Wednesday, August 01, 2007 6:48 PM 
To; DTCI FMFNTE. ANTHONY P. (OTm fFRTV T ~l 
CC| 
Subject: FW: Ping question 

SECRET 
RECORD 315N 

Recommend you monitor discussions with OIPR and CCIPS closely on this and document, document, be 
document. b7c 

b2 

Thos. Gregory Motta 
Section Chief, Digitai Evidence Section (DES) 
Operational Technology Division (OTD) 
Engineering Research Facility 
Bldg 27958A, Room A-207 
Quantico, VA 22135 
Tel 

DATE: 04-03-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON:- 1.4 (C) 
DECLASSIFY ON: 04-03-2034 

nj-ifiinal Moccana. 

Fror 
Senti 

(OGC) (FBI) 
101, 2007 6:43 PM 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

9/6/2007 



(OTP) (CON) 

From: j LtOGC) (FBI) 
Sent: ¿/Friday. JmIy 27.2QQ74;W PM 7 
To: j KOTPHFBI) 
Cc: | l(OGC) (FBI) 

Subject: FW: Urgent FOIA Request - Deadline - Friday, August 3, 2007 

Importance: High 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

[ ] 
I want to clear up any misconceptions you have about! . |and my role here. We are here to provide you with legal 
advice concerning Science and Technology matters. Also,| |s my backup for CEAU and my other units,.just as I am 
his backup for his units in his absence. It is improper for you to send general "taskers" to either one of us, and particularly 

h 2 
h 6 
hlC 

<4 f I am here. 

1 
Assistant General counsel 
Science and Technology Law Unit 
Phone! • I — -
Cell phone! I 
Secgre phpn^j 
FaH 

SKjg Original Message 
From: 
Sent: 
To: 
Subject: 
Importance: 

3OTD) (CON) 
Friday li.lv 77 7CUÌ7 4;4'î PM 

FW: Urgent FOIA Request - Deadline - Friday, August 3, 2007 
High 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Good Afternoon, 

b6 
b7C 

Per a reguest from CEAU UCj_ "lhe wanted you both to review the Urgent FOIA request below. If you 
have any questions, please contact me at the below numbers. 

v/r. 
I I 

—Original Message— 
From: | 
Sent: Thursday. Jul7?6. 2007.2:06 PM 
To: 

"VOTD) (CON) 

b6 
b7C 

1 
ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 04-03-2009 BY 60322UC/LP/STP/gjg 



cc: I LORM (CON) 
Subject: Urgent FOIA Request - Deadline - Friday, August 3, 2007 
Importance: High 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Good Afternoon, 

P e r UQ I please provide hard copies of ALL documentation, to include e-mails, concerning CI PAV Technology. 
All information is to be turned in by COB Friday. August 3rd. 2007. Additionally, it is requested that vou please out all 
documents in chronological order. If I am not in the office that day, please take your documents to| | 

Thanks, 

b6 
b7C 
b2 

Management Assistant 
Operational Technology Division (OTD) 

Electronic Analysis Unit (CEAU) 
(Chantilly) 
(Quantico) 
(Cell) 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

2 



(OTP) (CON) 

From: 
Sent: 
To: 
Cc: 
Subject: 

ko.GC) (FBI) 

RE: Urgent FOIA Request - Deadline - Friday, August 3, 2007 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD b2 

b6 
b7C 

There is nothing to review in your e-mail to the unit concerning the Urgent FOIA request. In fact, if there was a copy of the 
FOIA attached, there would, be nothing for us to review. When a FOIA request goes out from HQ, the persons receiving 
the request must gather all responsive documents, note any concerns they have about the release of those documents, 
and send it to the person that sent the request. The FBI has a FOIA unit that, in conjunction with the FOIA Litigation Unit 
of OGC, reviews what is submitted to them to determine what will must be released and what we will claim an exception 
for. 

J Assistant general counsel 
Science and Technology Law Unit 
Phonej I 
Cell phone! 1 
Secure phonel | 
Fax! " 1 

](OTD) (CON) 
—Original Message— 

From: I 
Sent: Friday. July 27. 2007 4:45 PM . 
To: I I 
Subject: FW: Urgent FOIA Request - Deadline - Friday, August ¿m/ 
Importance: High 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Good Afternoon, 

b6 
b7C 

Per a request from CEAU UC[] 
you have any questions, please contact me at the below numbers. 

JXlL— 

] h e wanted you both to review the Urgent FOIA request below. If 

—Original Message— 
From: 
Sent: 
To: 

Cc: 
Subject: Urgent FOIA Request - Deadline - Friday, August 3,2007 

1 
ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 04-03-2009 BY 60322UC/LP/STP/gjg 



From: 
Sent: 
To: 
Subject: 

[ 
111 F; [T1mfc 

(OGC) (FBI) 
2L2ÛHZ 9:36AM] 

(OGG)-(FBI) 
RE: CIPAV/Magic Lantern news blurb - FYI 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

It definitely was not a hit here at CEAU. My understanding is that the Field Office is investigating the leak. 

b2 
b6 
b7C 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph-
Cell 
Ph (Secure) I 
Fax £ 

](OGC) (FBI) 
—Original Message-

From: I 
Sent: Monday. July 23. 2007 12:14 PM 
To: 
Cc: 
Subject: RE: CIPAV/Magic Lantern news blurb - FYI 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD b6 

' b7C 
Apparently, this was a big hit on wired.com. 

](OGC) (FBI) 
—Original Message-

From: | 
Sent: Monday. Inlv 73. 7007 12:11 PM 
To: 
Cc: 
Subject: t-w: UHAV/Magic Lantern news Diuro - i-YI 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Just FYI. b6 
Original Message h l C 

From: I IfOGC) (FBI) 
Sent: Monday. Inly 73. 7007 11:38 AM 
To: 
Cc: 
Subject: FW: CIPAV/Magic Lantern news blurb - FYI 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 04-03-2009 BY 60322UC/LP/STP/gjg 



(OTP) (CON) 

From: 
Sent: 
To: 

Cc: 
Subject: 

(QGG)-(FBI)-
Tuestiay, July 14,2QQ7 9;31 AM 

RE: CIPAV/Magic Lantern news blurb - FYI 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

:b2 
•b6 
blC 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Ffirifiral Rnrean nflnvfistigatinn 
Ph 
Cel 
Ph 
Fax 

Secure) \ 

—Original Message 
From: | |[OGC) (FBI) 
Sent: Mnnriav. H]lv?3. 7007 11-38 AM 
To: 
Cc: 
Subject: FW: CIPAV/Magic Lantern news blurb - FYI 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD b6 

b7C 

I assume you folks know of this—but just in case. 

—Original — , 
From: I (OGC) (FBI) 
Sent: ' WpdrtWiau. imv in. W 1?:1S PM ; ; : 
To: 

Subject: aPAV/Magic Lantern news blurb - FYI 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

FBIfs Secret Spyware Tracks Down Teen Who 
Made Bomb Threats 
Wired.com 

2:00 AM 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 04-03-2009 BY 60322UC/LP/STP/gjg 

1 
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ÍOTD) (CON) 

From: (OGC) (FBI) 
Sent: \ Monday, July 23, 21307 9:53 AM "j 

To: WDICLEMENTE7ÀNfRONrP."(OTD) (FBI) 
Cc: b6 • 

b7C 
Subject: FW: Ping question 

RECORD 315N 

Tony, 

here's a status update. 
Original Message 

From j 
Sent; Monday, July 21 
To^ | (OGC) (FBI) 
SuDject: Kt: Ping question 

I (OGC) (FBI) 
72007 8:33 AM 

b 6 
b7C 

are going to re-submit the December 2005 memo ("which you 
provided to me) to NSD for action. It will be submitted to DAAG 
They want to let the "new management" take a look at it. 

Steve 
Original Message 

From I [QGC1 (FBI) 
Sent: Friday, July 20, 2007 11:45 AM 
T o ) 
Subject: Kb: Ping question 

S E C T R S r ^ 
RECORD ^T5N 

b6 

SC DiClemente has asked that I track this issue, please advise of status. b7c 

thanks, 

. PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR 
OGC APPROVAL 

Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg. 27958A Room A-207B 

9/6/2007 

ALL INFORMATIOH CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 04-08-2009 BY 60322UC/'LF/STP/gj g 
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Qujantico. Va. 2213^ 
Tel 
Fa) 
Ce 

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL 

—Original Message— 
From| [OGC) (FBI) 
Sent: I nUfSflav, JUIV 12. 2007 3:34 PM 
To| " |(OGC) (FBI) 
Subject: RE: Ping question 

RECORD 31SN 

b2 . 
to 6 
tolC 
b7E 

Orininal Mpççanp-
From: 
Sept 
To C 

(OGC) (FBI) 
IhtireHav- l..lv 17! 2007 12:08 PM 

(OGC) (FBI) 
to 6 . 
b7C 

[fECORD 31 SN 

correct, and attached is a pdf copy-

Original Message— 
Froml j(OGC) (FBI) 
Sent: Thursday, July 12. 2007 11:06 AM 
To: I b MOTTA, THOMAS GREGORY (OTP) (FBI); I I 

RECORD 315N 

Thanks everyone. We will see if this issue can finally be worked out. More to 
follow. 

b2 
b6 
b7C 
b7E 

—Original Message—-
Fromj KOGC) (FBI) 
Sent: Thursday, July 12, 2007 10:44 AM 
To: MOTTA, THOMAS GREGORY (OTP) (FBI);[ 

9/6/2007 



From: 
Sent: 
To: 
Cc: 
Subject: 

I 1(0GC).(FBI) , 
Wednesday. July 18. 2007 1:1 07 AM 

h W : O I U 

UNCLASSIFIED 
NON-RECORD 

b2 
b6 
b7C 

I got your phpne message from yesterday afternoon. It is my understanding that you were able to get the review you 
needed from |on his blackberry. If that is not the case, let me know. 

Assistant General Counsel 
Science and Technology Law Unit 
Phnnf»1 I 
Cell phone! [_ 
Seci 
Fax| 

—Original Message— 
From: I If OTP1) (FBI) 
Sent: Tuesday. July 17. 2007 3:29 PM 
To: 
Cc: 
Subject: 'FW:UIU 

UNCLASSIFIED 
NON-RECORD 

FYI. 
b6 
b7C 
b2 

Operational Technology Division 
Data Acquisition and Intercept Section 
Cryptologie and Electronic Analysis Unit 
Software Development Group 

(desk) 
(cell) 
(fax-unclass) 

Original Message 
From: I 
Sent: 
To: 
Subject: 

](CyD) (FBI) 
TnpcHav T.lv 17 2007 3:10 PM 

I I (OTD) (FBI) 
FW: OTD 

b6 
b7C 

UNCLASSIFIED 
NON-RECORD 

fyi 

-Original Message— 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 04-03-2009 BY 60322UC/LP/STP/gjg 



From: 
Sent: 
To: 
Cc: 
Subject: 

3OGC) (FBI). 
TnP^av lulu 17 7007 PM 

RE: 07D 

UNCLASSIFIED 
NON-RECORD b6 

b7C 

Just got of the phone with A/SSA| |of NY. It appears that SONY is going to amend the S/W application to 
include language that OTD (and the law) requires. Thev just want to get OGC approval of a draft when it is done. I have 
coordinated that with AGC's| and| bf my Unit, who are both assigned to OTP.I is en route 
to Portland, but should be reacnaoie oy blackberry. He is ihe primary attorney. This should hopefully t 
today. 

hopefully be done by later 

—Original Message-
From: 
Sent: 
To: 
Cc: 
Subject: 

L HcyD) (FBI) 
TiifiSflflv. lui Y 17. ?D07 1 PM 

RE: OTD 

UNCLASSIFIED 
NON-RECORD 

Good job. This is very clear, and I hope NYO can straighten this out with SDNY. Thanks, | | 

h6 
blC 

—Original Message— 
From: | |(CyD) (FBI) 
Sent: ' I U6SaaV, JUIV 1A ¿mi 12:20 PM 

" L ublectn 

To: 
Cc: 
Subject: UIU 

UNCLASSIFIED 
NON-RECORD 

we have spoken with OTD regarding the tool] 

|We have offered to obtain that letter for 
SDNY. The NY ASAC as well as the A/SSA and SA have all been briefed that we are speaking from OTD, OGC, 
and Cyber perspective. The option would be for the SDNY to either amend the search warrant or issue the letter. 
NY has advised that thev will share this information to the SDNY and if thev needed to have a representative from 
OGC on the call againL ]will be present to reiterate whatf 
matter. NY will advise regarding the outcome of the call with the SDNY 

]has already provided regarding this 

hlC 
b7E 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

2 



(OGC) (FBI) 

From: 
Sent: 
T O : 
Cc: 

Subject: 

MhhHan , Ini» 1ft .0(\(Y7 j l -WPM" >M ? 

RE: Rej_ 

S E N S I T I V E B U T U N C L A S S I F I E D 

N O N - R E C O R " D 7 ^ 

I think we have a problem. 

to 6 
hlC 
b2 

Information Technology Specialist 
Opera ional Technology Division 
Office 
Mobile 
Pager 

--—Original Message— 
From: I 
Sent: Móndav. July 16. 2007 4:33 PM 
To: 
Cc: 

Subject: 

S E N S I T I V E B U T U N C L J T E S H Ó G J T 

N O N - R E C O R D " . ^ 

(S) 
Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph-J 
Cell | 
Ph (Secure)-I 
Faxl 

bl 
b2 
b6 
b7C 
b7E 

—Original Message 
From: | |(OTD) (FBI) 
Sent: MNNDA» MI» i^jnm PM 
To: 
Cc: 
Subject 

DATE: 04-08-2009 
CLASSIFIED BY 60322UCyLP/STP/gjg 
REASON: 1.4 (C) 
nTlnT""1|SIFY ON: 04-08-2034 . 

S E N S I T I V E B U T ¿ J F T É K A S G L F I E D 

N O N - R E C O R D ^ 

ALL INFORMATION CONTAINED 
HEREIN.IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



J ä g e r e i 

( S . ) 

( 5 ) (S) 

Infoimation Technology Specialist 
Operational Technology Division 
Office 
Mobile 
Pager 

bl 
!b2 
h 6 
blC 
blE 

—Original Message-
From: | 
Sei 
To: 
Cc 

tOGC) (FBI) 
Mnnriav. Inly 1fi 7007 ì ~ 52 PM 

(FBI) 
Subject: 

Assistarit Ud-netel Counsel 
Science and Technology Law. Unit 
Office of the General Counsel 
FpHpral Rurpan nf Inypstigatinn 
Ph-| 
Cell, 
Ph (Secured f 
Fax • 



IfOTD) (CON) 

From: 
Sent: 
To: 
Subject: 

(OGC) (FBI) 
Mo'ndav.- July TC; 2007 4:13 PM i 

SENSITIVE BUT UNfctASSlBEB^" 
NON-RECORD 

1 

For your information. 

b2 
b6 
blC 

Assistant general Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Fftfteral Bureau of Investigation 
Ph 
Cel| 
Ph (SecureTl 
Faxl 

] 

H(OTD) (FBI) 
—Original Message— 

From: I 
Sent : MNNRIAV. INLV 1FI. 7007 4-01 PM 
To: 
Cc: 
Subject: 

SENSITIVE BUT UNCfcASgjFIED 
NON-RECORD ^ ^ 

288K-NY-297675 

bl 
b2 
be 
blC 
b7E 

r 
information lecnnology Specialist 
Operational Technology Division 
Office 
Mobile 
Pager 

Original plfissflqe-
From: 

DATE: 04-08-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
PEASOH: 1.4 (C) 
DECLASSIFY OH: 04-08-2034 

be 
blC 
b2 

Sent: 
To: 
Cc: 

Subject: 

JOGC) (FBI) 
Mnnrlau lulu li, 7007 1Ì7 PM 

1 ALL IHF0RHATI0H CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 



Message Page 1 of 7 

OTD) (CON) 

From: (OGC) (FBI) 

Sent: rthjjt^âOûÎv 12. 2007 11:33 AM 

To: 

Cc: 

Subject: RE: Ping question 

ID 315N 

Certainly. We have a huge stake in this matter and will carry the issue to CCIPS. I'll coordinate this with 

b2 
b 6 
blC 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph 
Cel| 
Ph (Secure) \ 
Fax 

Original Messaqe-
FromJ ] (OGC) (FBI) 
Sent: Thursday, July 12, 2007 11:30 AM 
To 
Cci 
Subject: RE: Ping question 

SE( 
CORD>f5N 

b6 
b7C 

I was not planning to go to CCIPS. If we deem it necessary to go back to them, I hope that the 
two of you (òr whomever is appropriate) would help with that aspect of this mission. This goes 
beyond my area of experti se. 

Thanks. 

urig nal Message--— 
Fromj | (OGC) (FBI) 
Sent: Thursday; July 12. 2007 11:27 AM 
ToJ 
Cc: h 6 

b7C 

9/6/2007 

ALL INFORMATIOH CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 04-08-2009 BY 60322UC/'LF/STP/gj g 



(OTP) (CON) 
} 

b2 • 
b6 
b7C 
b7E 

From: 
Sent: 
To: 

Cc: 
Subject: 

(SD) (FBI) 
l-rirlav January 77T>nnfi 8:S1 AM 

SÌCgEff ieR€gH3ÌOFORN 
RECORD fisa 

](OGC) (FBI) 
—Original Message— 

From: I 
Sent: Thursday. lamiarv 1Q. 2006 4:34 PM 
To: t n m (FRn 
Subject: 

SECREBfORCQtfcWOFORN 
RECORD fisa 

• 
Could you forward the final electronic copy to all of us? 

Thanks 

Original Message 
From: l(OGC) (FBI) 
Sent: Thnr<sfcw lannaiv m'7nnfi 4-14 PM 
To: 
Cc: 
Subject: 

SEggETgOfteeffeKOEOBS" 
RECORD fisa 

Sorry for being slow in getting through all my e-mails bu|_ 
could forward it electronically to all of us. Thanks. 

—Original Message— 
From: | |(OGC) (FBI) 
Sent: Tuesday, lanuarv 17. 2006 5:22 PM 
To: 

\ Cc: L_ 
Subject] 

sicRED?OReOICSQFORN 
RECORD fisa 

b2 
b6 
b7C 
b7E 

"biad the final copy that we signed off. Maybe he 
b2 
b6 
b7C 
b7E 

ALI IHF0RHATI0H COHTAIHED 
HEREIH 15 UNCLASSIFIED 
DATE 04-06-2009 BY 60322UC/LP/STP/gjg 

1 



} The memo on this topic went over on Dec. 21 signed by bothl land mvself. We have heard nothing 
more about it. We will put it on the never ending list of topics to discuss with OIPR. | Ido you b 6 
have a copy of the memo we sent out to provide to| | If not, I will forward one directly t j f b 7 c 

Thankfy 

-Original Message— 
From: | |(QTD) (FBI) 
Sent; Tuesday. January 17. 2006 5:12 PM 
To: I 
Cc:| 
Subject: | 

S B & R g C 
RECORD 268-HQ 

Hi! i 

b2 
bo 
b7C 
b7E 

If I recall, a legal analysis was forward to OIPR, but I don't know if there was a response from them. 

for lack of a better term, if/when I want to guard against OIPR demanding that we sequesteij 

the next quick reaction deployment occurs. 

At a minimum, I would like to get a copy of the legal analysis to point to if this boils over again. 

Thank you. 
Thank yc 

C Z J 

h.ERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence 
Investigations 
DE&LAI CLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: Multiple Sources 
DECLASSIFICATION EXEMPTION 1 
SECRET//ORCÓN.NOFQftN" 

DERIVED FROM: Multidfe Sources 
DECLASSIFICATION KfcÉMPTION 1 
SECRET//ORCON.NQPORE 

DERIVED FROM^MultiPle Sources 
DECLASSIFICATION EXEMPTION 1 
SECRET//ORCQN.NOFORN 

DERIVED FROM: Multiple Sources 
DECLASSIFICATION EXEMPTION 1 
SECRET//OftCON.NOFORN" 

111 



Message Page 1 of 17 

}0TD) (CON) 

From: 

Sent: 

To: 

Cc: 

Subject: RE 

(OGC) (FBI) 

Tuesday, October 11, 2005 11:54 AM 

(OTD) (FBI) 

OC) (FBI) 
b2 
b6 
b7C 
b7E 

SECRET 
RECORD OIPR FISA 

Thanks. I just had a phone conversation witt£ 
week) has agreed to schedule time next week to discuss with 

| End move this forward, will keep you posted... 

]went over the below, and he (because of his, travel the 
me and another guy in CCIPS[_ 

—Original Message 
From! 
Se 
To 
Cc 
Subject: RE£ 

](OTD) (FBI) 
pt: Tuesday. Ortnher 11, 2005 11:20 AM 

(OGC) (FBI) 
(ITP) (FBI) 

SECRET 
RECORD OIPR FISA 

I don't see where anything in your e-mail t £ 
external e-mail. 

prises to the Secret level. I think it is fine for 

bl 
b2 
b6 
b7C 
b7E 

Original Mpssaae-
From: (OGC) (FBI) 
Sent: Tuesday. October 11. 2005 8:49 AM 

Su6J 

DATE: 04-03-2009 
;LASSIFIED BY 6032ZÜC/W/STV/qjg b6 
REASON: 1.4 (C) b7C 
DECLASSIFY'OH: 04-03-2034 

9/6/2007 

ALL INFORMATION COHTAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



•Message Page 13 of 17 

SECRET 
RECORD OIPR FISA 

Please review the below for classification, if possible, I would ideally like to be to send this to CCIPS 
via Internet email, today if possible-becausej [s leaving today (Tuesday 10/11) out-of-
country for a week+. Also if you have anything to add to the below, please do so. 

CCIPS is asking that we frame the issue for example thev ask what the circumstances surrounding 

b2 
h 6 
hlC 
hi E 

thanks, 

—Original Message— 
From| [OGC) (FBI) 
Sent; Tuesday, Qctober04, 2005 11:24 AM 
To: | b MOTTA. THOMAS GREGORY (OGC) (FBI) 
Subject: RE 

SECRET 
RECORD OIPR FISA 

CCIPs cancelled for today: But here's a summary of where we are on this issue: 

•called a n £ 
Js back.|_ 

lis 
Jwill also call 

n u t t o r i a v s n w s need to reschedule. He will let us know when 
to let him know the discussions are underway. 

:b2 
b6 
b7C 
b7E 

9/6/2007 



•Message Page 13 of 17 

Original Message 
From:| |(OGC) (FBI) 
Sent: Tuesday. October 04. 2QQ5 9:57 AM 
ToH I r 
Cc: MOTTA. THOMAS GREGORY (OGC) (FBD: I 

Subject: RE 

b2 
b 6 
b7C 
b7E 

SECRET 
RECORD OIPR FISA 

I I-1 gavd ~la heads-up that this was happening last week. She agrees with the 
premise that we should be ablq []and I thinl^ land I 
are speaking with CCIPS this anernoon as this "precedent" win negatively impact what we do 
on the criminal side. 1 |(with whom I worked on the descriptions') was also going to 
speak with CCIPS and then we were going to raise the matter witH 1 I will give you a 
call this afternoon after we talk with CCIPS. thanks.| | 

—Original Messaae-
From ] (OTD) (FBI) 

b2 
b6 
b7C 
b7E 

Sent: Monday/October 03. 2005 5:25 PM 
To*. I I 
Cc: MOTTA, THOMAS GREGORY (OGC) (FBI):!" 

Subject: FW[ T 
SECRET 
RECORD OIPR FISA 

Should we call a meeting with OIPR on this? How did your discussion go wittj] 
last week on this topic? 

I'm not sure what 
information OIPR is talking about. I teel like we are being steamrolled on this one. 

b2 
b 6 
b7C 
b7E 

—urioirial Message—-
Fromj IOTP) (FBI) 

fit: Monday, October 03, 2005 12:59 PM 

9/6/2007 



•Message Page 13 of 17 

T o [ 
Subject: FW 

lOTD) (FBI) 

SECRET 
RECORD OIPR FISA 

It seems complying sets a bad precedent -f 

- Can you offer guidance on how to respond to this request? 

Original Message 
From} |(OGC)(OGA) 
Sept; Monday. October 03. 2QQ5~1Q:57 AM 
Tol 

Subject: RE.j_ 

SECRET 
RECORD OIPR FISA 

to 2 
to 6 
tolC 
b7E 

b2 
b6 
b7C 
b7E 

9/6/2007 



•Message Page 13 of 17 

b2 
h 6 
b7C 
b7E 

OIPR 

DERIVED FROM: Multiple 1 

DERIVED FROM/Multiple Sources 
DECLASSIFICATION EXEMPTION 1 
SECRET 

9/6/2007 



OTP) (CON) 

}-QjGLCHFBI) From: 
Sent: \Wednesdav. June 20. 2007 4:24 PM'/ 
To: | ~T(OGC) (FBI)- ' 
Subject: Question 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Since we won't overlap this week (I'm on leave on Friday), I wanted to get your thoughts on a question I received from SA 
jf Seattle. Here are the facts: 

Assistant General uounsel 
Science and Technology Law Unit 
Phone! I 
Secure phonel . 
Fax| I — 

SENSITIVE BUT UNCLASSIFIED 

DATE: 04-08-2009 
CLASSIFIED BY 60322UCyLP/STP/gjg • 
REASON: 1.4 JC) 
DECLASSIFY ON: 04-08-2034 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

i 



From: 
Sent: 
To: 

Subject: 

(OGC) (FBI) 
\ Tuesday, June 12. 2007 3:51~PM" 

UNCLASSIFIED 
NON-RECORD 

CEAU is the unit to whorrT } a s referring. They handle the IPAV and related tools. I will let[] 
h 2 

] a n SSA b 6 

in that unit discuss the technical ends with you. From the legal prospective, what ygu need depends on the type of case. b7C 
b7E 

r r 

hope this helps. If not, let me know. 

Assistant General Counsel 
Rr.ipnnp and Tprhnnlnny Law Unit 
Phonej I 
Secure phonel I 
Faxl I 

—Original Message-
From: I 
Sent: 
To: 
Subject: 

snt: I 
ï: H 
iibject: I 

loGC) (FBI) 
12, m ? PM 

UNCLASSIFIED 
NON-RECORD 

I've forwarded you to the Attorney supporting the IPAV expert. They will assist you. 

b2 
b6 
b7C 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph-I, I 
Cell I 
Ph (Secured 
Fax| 

1 

—Original Message-
From: I 
Sent: 
To: 
Cc: 

l(CE) (FBI) 
Tuesday. June i l 20ÜV il:48 AM 

lOGC) (FBI) 
JCE) (FBI) 

b 6 
b7C 

ALL INFORHATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 10-24-2008 BY 60322UC/LP/STP/gjg 



Subject: | 

UNCLASSIFIED 
NON-RECORD 

b2 
— — b 6 

My CDC, | | gave me your name to contact regarding I I ;b7c 

| Specifically I was wondering what authority is needed b 7 E 

to use the tool; I am new to this side of the house and am looking for some guidance.. 
Any help you can provide will be appreciated. 
Thanks 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

2 



l(OTD) (CON) 

From: 
Sent: 
To: 
Subject: 

(OGC) (FBJ) __ 
\ Monday, June 11, 2007 1:51 PM1 

MOTTA, THOMAS GREGORY (ÖTD) (FBI) 
RE: UR5214/SE/THREAT INVESTIGATION 

UNCLASSIFIED 
NON-RECORD 

b2 
b7E 

J 
Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph-
Celll 
Ph (RoruraU 
Fax 

b2 
b6 
b7C 

—Original Message— 
From: MOTTA, THOMAS GREGORY (OTD) (FBI) 
Sent: Friday. June 08. 2007 9:17 AM ( 

To: I | ; . be 
Ce: • I - l . _ | b7 

IDICLEMENTE. ANTHONY P. (OTD) (FBI)J I 

(OS) (FBI) 
Subject: FW: UR5214/SE/THREAT INVESTIGATION 

UNCLASSIFIED 
NON-RECORD 

I believe that CIPAVs are now deployed by DITU. I forward this to ensure that this is brought to their attention and the 
attention of the relevant elements of OGC who are now counsel to that unit. 

Thos. Gregory Motta 
Sect ion Chief, Digital Evidence Section (DES) 
Operational Technology Division (OTD) 
Engineering Research Facility 
Bldg 27958A, Room A-207 
Quantico, VA 22135 
T e l i 

b2 
b6 
b7C 

—Original Message— 
From: ](PG)(FBI) 

ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED 
DATE 10-24-2003 BY 60322UC/LP/STP/gjg 



1 

Sent: Friday. June 08. 2007 12:38 AM 
To: I t MOTTA, THOMAS GREGORY (OTP) (FBI) b2 
Subject: FW: UR5214/SE/THREAT INVESTIGATION ; b 7 E 

UNCLASSIFIED 
NON-RECORD 

UNCLASSIFIED 
NON-RECORD 

h 6 
blC 

Being forwarded for your information is Urgent Report 5214 from FBI-Seattle regarding email bomb threats. 

SS4 I ; 
b6 
b7C 

-Original Message 
From: I I (SE) (FBI) 
Sent: Thursday, June 0/, 2(J(// 11:46 PM 
To: FBI_URGENT REPORTS 
Cc: SE All Supervisors 
Subject: UNSUB TIMBER LINE HIGH SCHOOL - VICTIM, COMPUTER INTRUSION - THREAT; 288A-SE-93709 

UNCLASSIFIED 
NON-RECORD 

Please see the attached Urgent Report. If you have any questions, please feel free to contact me. 
b6 
b7C 
b2 

« File: 158brf02.ec » 

A/ASAC Seattle Division 
SSA - Squad 5 
Gang/Criminal Enterprise Program; 
Organized Crime Program; 
Violent Crimes Program: 
Desk| I _ J — . 
NEXTEL] 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

2 


