MOTD) (CON)
From: o (OGC) (FBI)
Sent: : T I007 417 PM_ 1) -
To: TD) (CON)
Subject: : FW: IPAV
~ SENSITIVE BUT UNCLASSIFIED.
NON-RECORD -
b2
. b6
; 1 biC
— | -
g lef ' !
Science and Technology Law Unit
Office of the General Counsel f ‘
Fe estigation
Ph _
Cell
Ph ( ) |
Fax |
-----Qriginal Mess 'l B
From: . (OGC) (FBI)
Sent: 2006 3:44 PM
To: .
Cc ' ) (FBI)
Subject: RE: IPAV ‘
_ : . bl
SENSITIVE BUT UNCLASSIFIED - ) ' b2
NON-RECORD - ’ : ‘ : b6
N ) b7cC
b7E

As | iearn more about this case] it is so unusual for him to not keep me in the
loop that I and his successor SSA and Acting CEAU UC are at a loss) | think that you most likely were told
”NL(SJ

: Yrs teary requires a (0]
search and therefore a warrani and/or consent. will discuss this wi ut thinks the order (once all of this

~is explained to the FISC) may be sufficient, maybe. If not, then itis a case agent cail as to whether this should be an EA or
an Expedite or simply another FISA order. : ,

Thanks for your views and your very prompt assistance. -

Assistant General Counsel : DATE: 02-27-2009

Science and Technalogy Law Unit CLASSIFIED BY 50322UC/LP/3TP/glg

REAS0N: 1.4 (C)
Office of the General Counsel
Federal Bureau of Investigation DECLASSIFY ON: 02-27-2034
Ph

Ph (Secu:r:e.)_l_:I _1 ALL INFORMATION CONTAINED
Fax - HEREIN IS UNCLASSIFIED EXCEPT
M ‘ ‘ WHERE SHOUN OTHERWISE




(3)

18,

-----QOriginal —
From: '@:l(oeq (FBI)

Sent:
To:
Cc:

Subject:

SENSITIVE BUT UNCLASSIFIE

- NON-RECORD ’

b6
b7C

(8 43)

Please calt if you want to discuss,
Thanks,

Srarel_



SpeReT

L5H

b6
——oriinal . b7C
romy LB o (D
Sent: ,-2006 2:01 PM -
Sl —
Subject: . .
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
Sorry, | was in another email. | should include the language that is‘un-attri‘buted to you....
bl
b2
b7E

Assistant General Counsel

Science and Technology Law Unit - ' b2
Office of the General Counsel ' - :

—— - b6
Fe nvestigation ,
Phdt‘a'-a“‘ea”-“‘-‘- | ‘ ‘ b7C

Ph Y —
Y — —

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED



(OTD) '(couz o

From:
Sent:
To:

(OGC) (FBI)
exher0R8 2007

orbi (CON)

Subject:

Importance: High

SECRET//ORCON,NOFORN

RECORE ]

Acting Unit Chief

Science and Technology Law Unit
Office of the General Counsel
Federal Bureau of investigation .
Ph
Cel
Ph (Secure) 1 I
Fax I

-----Original Message«—--

FW: FBI Philadelphia request for CIPAV

bl(OTD) (FBI)

From: L
Sent: ay, May 11, 2006 7:11 PM
To:
Cc: ’
. Subject: F8I Philadelphia request for CiPrv

Importance: High

SECRET!/
RECORD | ‘

b6
b7A
b7cC

b2

b6

b7C

b6
b7A
b7cC

(U) Gentlemen, I'm sorry it took me a few days to get spun up on all this, but | have a sufficient grasp now to lay out what
OTD can do in the subject matter. Of course, we want to support this effort any way we can within lawful parameters. At
the risk of regurgitating that which is already known, let me lay it out from the basics (and please correct me where | stray):

bl
o2
b7E

DATE: 0z-27-2009 -

CLASSIFIED BY 60322UC}LP/STP!ng
REASON: 1.4 (0)

DECLASSIFY ON: 02-27-2034

ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED EXCEPT.

WHERE SHOUWE OTHERVWISE




(U/LES) These are my thoughts on how we can get this 1ob done. I'm suret dlfm_ggj_e_eﬂldetail right, so piease don't
hesitate to challenge something I've said here.’ c‘g_r&EAu_ﬁ_m.ﬂ_e_gggd only to prepare deployment. Alse,
I'll be out of the office next week. Please conta Jin my absence.

Regards,

SSA 1

Cryptologic and Electronic Analysis Unit (CEAU),
Digital Evidence Section, Operational Technology Division

SRF Enension

1} .

tel&kunsecure) )

DERIVEb FROM: G- assification Guide G-3, dated 1/97, Foreign Counterintellige
DECLASSIFY ON: 20160511 : )

SECRET/ORCON.NOFORN

DERIVED FROM: G-3 FBI Classificati
DECLASSIFY ON: 20160 :
SECRET//ORCQN:NOFORN

18]

1 01

b2
b6
b7C
b7E

b2
b7E



OTD) (CON) _

From: ' L loGe).(FBY).

Sent: L - Sel 74:17.PM3
To: OTD) (CON)
Subject: : ilad€lphia request for CIPAV
SECRET/, ‘ Lo , s
RECOR ‘ ' o

b7A
b7C

Acting Unit Chief

Science and Technology Law Unit . ,

Office of the General Counsel -
Federal BureaiLnf Investigation o
Ph :
Cel;r'a

Ph (S

Fax 1

-—--Original Message-—--
From: — Y
Sent: E‘m" Mav.12, 2006 8:26 AM
To: (OTD) (FBI)

Ce l KOTD) (FI)
Subject: RE: FBI Philadelphia request for CIPAV

SECRET//ORCON.NOFORN

RECORE ]
b6

Nice run down[___| Thanks. 'm going to share this with NSLB to help move this forward. oA

ssistant General Counsel ) . ,

Science and Technology Law Unit
Office of the General Counsel

FedlgtaLEumay.ﬂyesﬁgaﬁon
Ph ~

Ph (Secure) | |
Fax

b2

----- Original Message-----

From: OTD) (FBI)
Sent: “Thursdav. Mav 11, 2006 7:11 BM ‘ '
To: - L ! b6
cc: - l : ~ b1A
Subject: FBI Philadelphia request for CIPkv - b7¢C
Importance: High ) .
: DATE: 02-27-2009
.SECRET" RC NOFOR)| ) CLASSIFIED BY 60322UC :‘L?,fSTPqug
RECOR - REASON: 1.4 (C)

' DECLASSIFY ON: 02-27-2034.

{U) Gentlemen, i'm sorry it took me a few days to get spun up on all this, but | have a sufficient grasp now to lay out
what OTD can do in the subject matter. Of course, we want to support this effort any way we can within lawful

1 4LL INFORMATION CONTAINED

: | HEREIN IS UNCLASSIFIED EXCEPT
obk VHERE SHOWN OTHERWISE R



OTD) (CON)
From: | __loace) (i n

Sent: I_Ihnﬁaaad.ememhsmmo."_‘mlm
To: - o OTD)(CONJ
. Subject: A K FW: FBI Philadelphia request for CIPAV

Importance: ’ High

SECRET/, ' b2

RECOR | ‘ ‘ : . b6
b7A

‘ biC

: ;c;mg ;m; ;;ief

Science and Technology Law Unit
Office of the General Counsel

Fed yestigation .
Ph o
Cel
Ph (Secure) 4 |
Faxi
----- -Original Message-----
From: t:’_::l(ocq (FBI)
Sent: Friday,_ May 12, 2006 8:27 AM
o —
Subject: FW: FBI Philadelphia request for CIPAV

Importance: High

SECRET/ ‘ _
"RECOR

b2
. ) b6
CEAU's run down on what it can do to support PH. It will help you in discussions with OIPR. ﬁ;@

' ' ' . 1
;SS|:s;an; ;eneral Counsel L ) . .

Science and Technoiogy Law Unit
Office of the General Counsel
Federal B vestigation
Ph -

Ph (Secure) | |
Fax} |

DATE: 02-27-2009 ,

, _ " CLASSIFIED BY 60322UC/LP/STP/g3g
-----Original Message---- REASON: 1.4 ({O) )
From: 1oTD) (FBI) DECLASSIFY ON: 02-27-2034

Sent: Thursday, May 11, 2006 7:11 PM
To: I-,. i L b6

Ce: e | : bIA
Subject: . FBI Philadeiphia request for CIPrv - B7C
Importance: High . )

SECRET/, ' . ALL INFORMATION CONTAINED ~
RECOR HEREIN IS UNCLASSIFIED EXCEPT
‘ WHERE SHOWN OTHERWISE




SEERET

1

(OTD) (CON) ‘
From: - l ©SC)FB)
Sent: @ [ Thursday Seplember 0620 7447 P B
To: ° {OTD) (CON)
Subject: FW: PH matte] I ;
SECRET/NOFORN ' - b2

b6
RECORD 315 ‘ ‘ : o - p7C

Acting Unit Chief
Science and Technology Law Unit
Office of the General Counsel

" Fe tigation
Ph
Ce ’

Ph (Secure v
Fax

----- Original M oo , ’
From: I OGC)(FBI)
Sent: 4 006 1:52 PM

To:

Subject: mate

SECRET//NOFORN
RECORD 315

After our discussion yesterday | revie.‘rMJmmﬁment me which is superceded by the more updated orderD

sent me yesterday. 1 also spoke wit this morning.

bl
b2
b6
b7C

b7E

Assistant General Counsel

 National Security Law Branch

" Office of General Counsem

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED .EXCEPT
WHERE SHOWN OTHERWISE

DATE: 02-27-2009 1
CLASSIFIED BY 60322UCXLP[STPI'Q‘J§
REASON: 1.4 (C} :
DECLASSIFY ON: 02-27-2034



SesReT

Voice : .

Pager . : 1};2
Secure Fax ) : , B7C
Fax B

DECLASSIFY ON; 20310512
SECRET//NOFORN

DERIVED FROM: G
DECLASSIFY ON: 203105

SECRET//NOFOR»




From:
Sent:
To: .
Subject:

' 4:16.PM

FW: FBI Philadelphia request for CIPAV

SECRET/IO N.NOFOR
RECOR

Acting Unit ;hlef :

Science and Technology Law Unit
Office of the General Counsel

Fe yestigation
Ph '
Cel

Ph (
Faxl

From:
Sent:
To:

Cc:
Subject:

~-=-0riginal Messgag=z==-
OTD) (FBI)
: 2:55 PM

[ OTD) (CON)

b2

b6

bT7A

. b7C

—RE: TBI PRadelphia request ror CIPAV

SECRET], '
RECORD '

Short answer, no.|

|1 hesitated to mention it because it is such a low

probability matter. [n fact, | was merely mentioning It as an expianation for why we are not worried about someone

[ ]

From:
Sent:
To:

Cc:
Subject:

-----Qriginat ge----- v
] (6222 PM

— RE Fel PHTAdepa request 1or CIPRY

SECRET/ORCON.NOFORN :

RECORDI l

I . .
' w their capabilities
ad been approved and currently up.

-

DATE: Q2-27-200%2
"CLASSIFIED BY £0322UC/LP/STP/gig
REASON: 1.4 (C)

‘ss |LASSTFY ON: 02-27_*2934
FB LETCTD X7 SESRET. 2

ALL INFORPMATION CONTAINED
HEPEIN I35 UNCLASSIFIED EXCEPT
WHERE $HOWN OTHERWISE

b2

b6
b7A

- b7C

b7E

b2
b6
b7A
b7C
b7E




. ITOS 1/CONUS 1

Rm 4W158

Desk

Pgr . 8 '

Internal Secure . b2

. ' bé

b7A
b7C

SECRET//ORCON.NOFORN
RECOR

To all concerned,
First and foremost, | understand that the decision to proceed and thls matter and the methodology used will be left

up to the field. However, | want to ensure that the decisions are mad . solid technically accurate
information, rather than assumptions and innuendo. 1just spoke wi fCTD
matter and wanted to correct something that | know to be incorrect.

bl
b2
b6
- . . . b7C
ssA | b7E
Assistant Section Chief
Digital Evidence Section, Operational Technology Division
\Voice
Fax
Cell

—Original Message—— . ' \
From OTD) (FBI) ’
Se H )
To:

Ccz! I | bé
Subject: - adelphi. v . . b7A

Importance: High b7C
- SECRET//ORCON.NOFORN

RECORE ]

(V) Gentlemen, I'm sorry it took me a.few days to get spun up on all this, but | have a sufficient grasp now to
lay out what OTD can do in the subject matter. Of course, we want to support this effort any way we can’
within lawful parameters. At the risk of regurgitating that which is already known, let me lay it out from the
basics (and please correct me where | stray):

- (8)

bl
b2

e , . — . b7E




SEGRET.

loTD) (CON)
From: (OGQ,).(FBI)
Sent: h 343 PM
. To: - (OTODN LD
Subject: - E% FFlANT]'_::pASE AGEND
| “{8)
SECRET : : , . _
RECORDI ' ' bl
- : b2
b6
b7A
b7C
;ct:mg uUnit ;Elef
Science and Technology Law Unit
Office of the General Counsel
Fed stigation
Ph
Cell ST J‘
Ph (Secure
'Fa_x{ |
-----Original Message----—-
" From: I'g koTtD) (FBI)
_ -Sent: R
. Tor |
Cc: |
Subject: F [AFFIA ICASE AGENTI | ,
. (S:‘ bl
SECRET : . A b2
RECORD| | | S . b6
- b7a
b7C
b7E
----- Original M = .
From: HQ) (OGA)
Sent: Der 20, 2006 10:21 AM
To: '
Cc: - __ .
Subject: |AFFIANT]| [AsE AG_!ENT | E;
. “(8) , , . ‘ b6
RECOR 1 . ‘ : bTA
_ - : - b7C
b71E
S
] SESREC
ALL INFORMATION CONTAINED 1 DATE: 02-27-2009 ‘
HEREIN I3 UNCLASSIFIED EXCEPT . : CLASSIFIED BY 60322UC/LP/$TP/gig
WHERE ZHOWN OTHERWISE REA3ON: L.4 (C)

DECLASSTFY ON: 02-27-2034



Seerer”
---—~Qriginal Messgge----»
From: OGC)(FBI)
o Sentt S

Ce: DI EISA: - HO_DIV09_FISA UNIY |

Subject: oq . JFrIA caseaceNt )

SECRET ' ‘ “18) | ‘ .

RECORI] | o bl

: : b2

. : - : b6
T G . G X , b7A
o ., . S

b7E

o ”

angumem-anlerograin Analyst

ﬁA -




{oTD) (CON)

From:
Sent:

To:
Subject: .

Importance: . High

SECRET
RECORD 315

Acting Unit Chief

Science and Technology Law Unit
Office of the General Counsel
;ﬁderal Bureau of Investigatio
Celi
Ph ) 1 |
Fax |

----- Original Message-———- ‘
From: — Y

Sent: , 2006 1:58 PM’
To: (OGC) (FBI) :
Subject: T technique language

Importance: High

SECRET
RECORD 315

[

b2
b6
b7cC

bl

b2
b6
b7cC
b7E

IW§§I’§\’5I'I!‘G€HLraI Counsel

Science and Technology Law Unit
Office of the General Counsel

Fe vestigation
Ph

Ph (Secure) | |

b6 -
b7C

SECRET

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

DATE: 04-02-2009

. CLARSIFIED EY o0322UC/LP/STPSgig

REASON: 1.4 (C}
DECLASSIFY ON: 04-02-2034



SESRET_

RECORD 315

C_1

Thanks

—1

ssAq |
FBIHQ/CTD/LX1

ITOS 1/CONUS 1

R
Desk

Pgr

internal Secure

~----Original Message---—
From: Y
Thursd

Sent: May 11, 2006 9:17 AM

| PH needs to move forward with this coverangt'

bl
b2

- b6

b7C
b7E

To:
Cc:

Subject: H nique languag

Importance: High

SECRET

RECORD 315 )
bl
b2
b6

) b7C

b7E
18)

Based on the argument above

Your thoughts are more than welcome.

Thanks

SS
FBIHQ/CTD/LX1
ITOS 1/CONUS 1
Rm
Desk
Pgr

Internal Secure

----- Original Messa — - :
From: OTD)
Sent: 2006 8:51 AM

b2
b6
b7cC

To:
Cc:

‘,




SESRET_

Subject: RE: technique language

SECRET
RECORD 315

This is certainly an aiternative

ssA I

Acting Chief, Cryptologic & Electronic Analysis Unit

Digitial Evidence Section, Operational Technology Division
Quontico, VA ‘
b b2
b6
P b7C
f - unsecure
f - secure
-....Orig' .
From: (CTD) (F8I)
Sent: 10, 2006 10:58 AM
Ta:
Cc:
Subject: RE: technique language
Importance: High
SECRET
RECORD 315
|
ust'a suggestion, that on face value can be executed aimost immediately, or atieastin the immediate future,

with the existing FISC authority.

If not, CTD is scheduled to meet with OTD:oday at noon to explore alternatives.

The criminal language has been forwarded to the Assnstant General Counsel, Science & Technology Law Unit,

among others for further advisement.

-

ssA |
FBIHQ/CTD/LX1
ITOS 1/CONUS 1
Rm 4W158

Desk

Pgr

Internal Secure

-----Qriginal Message-----

From: H) (FBI)
. Sent: yesday, Ma 2006 4:18 PM
To: ) CTD) {FBI)

M

bl
b2
"bé
b7C
DbTE



[ o]

Subject: RE: technigue fanguage

SESRET

SECRET
RECORD 315

(3)

($)-[

(8)°

~----Original Message----- ___
Feom: N

Sent:

To:

- Cer

Subject: RE: technique ianguage

SECRET
RECORD 315

All,

' OTD. located in ERF. advised the followina.

b6
b7C

bl
b2

b6

b7C
b7E

b6
b7C

15)

bl
b2
b7E

Presently, the priority is the supplementai declaration due in court tomorrow. Upon review, PH
please provide the Woods as soon as possible. Two special signings by the Director for this
investigation is probably more than we could hope for! Subsequently| has assured CTD that he
will discuss the issue again with the OIPR Deputy. '

SEeRET

b6
b7C



SEEREL

S8
FBIHQ/CTD/LX1
ITOS 1/CONUS 1
Rm 4W158-

Desk

Pgr

Internal Secure

~==-0riginal Message---—

From: : PH) (FBI)
Sent: 09, 2006 10:24 AM
To:

Ce:

Subject: RE: technique language
SECRET

RECORD 315

I:;]I have very little experience dealing with the FISC. The vast majority of my experiences
ave been with the US District Courts. Unfortunately, we have a situation that may not yield the
months needed to work through the FISC's bureaucratic system. Then again it may. [ am not
personally comfortable waiting to go through that long approval process. We are currently
operating in an environment that is faced with several different threat streams. Maybe it is
coincidence, | don't know. Is there any way this process can be expedited? Can we have ERF

provide you with a draft? | know vou have been in lock step with us. This needs to hggﬁen,now -

|
Maybe nothing of significance - again, | on't know.  We need to get to the

Thanks
-----Qriginal Message-----
From: (OGC) (0GA)
Sent: é@mw
To:
(o

Subject: =~ RE: wCnniquUe anguage

SECRET
RECORD 315

b2
b6
b7C

b2
b5
‘b6
b7C
b7E

bottom of this issue in order to move forward. Thanks for your continued help. Feel freetocall
melEﬁi:r If there is anything else we can provide to speed the process just let me know.

bé
b7C

S

bl
b2
bé
b7C
b7E




STeRer

bl

. ‘ : T b2

| realize how imJ:Stht this issue is to you, though, so | will bring this back up the chain over b6
here in order to make sure that my supervisors understand what you are asking. 12;;

-—~--Original Message-----

From: PH} (FBI)
Sent: —Mondav. Mav 08, 2006 4:13 PM
To:
Cc:
Subject: L
SECRET ,
RECORD 315 bl
: b2
b6
b7C
b7E
{5) [kno
must be filed| :
| ] _In reality,|
as forwarded the language to ITOS. Give me a call on Tuesda
f we will do whatever is necessary to move this forward. Thanks [ﬁ
-—--Original Messagg-----
From: [OGC) (OGA)
Sent: Friday, May 05, 2006 1:11 PM-
To:
Cc:
Subject: RE:
SECRET
RECORD 315
I'm sorry | missed you as well :Iand | were going back and forth to the Court
waiting for the Judge to hear the two matters on the docket for this week. As your
team knows, he heard one earlier this mormng and is hearing the other in a few- b2
minutes. bo
A b7C
I'll be out Monday, but n bTE

get on the same page.

I'd j s this further with you on Tuesday, but, in the meantime, I'm
sur an assist with im_mediate questions.

m Thank you E

N



-----Original M :
O I Y
_Thursday, Mav 04, 2006 &:41 PM_

Sent:
To:

Cc:

Subject: b2
SECRET };g .
RECORD 315 b7E

DERIVED FROM} G-1 FBI Classification Guide G-1, dated 1/99, Fg___lgn_
Government Information
DECLASSIFICATION EXEMPTION 1

- SECRET

DERIVED FROM: G-1 FB! Classification Guide G-1, dated 1/99, Foreign
Government Information
DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED FROM; G-1 FBI Classificatio
Information
DECLASSIFICATION EXEMPTION

SECRET

ide G-1, dated 1/99, Foreign Government

DERIVED FROM: G- 1 FBI CIassuﬁcatlon Guide G-1, dated 1/99 Forel qn Government
Information

DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM: G-1 FBI Classification dated 1/99, Foreign Government
Information .
DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED FROM: G-1 FBI Classification/Guide G-1 dated 199 Foreln Government
Information

DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED FROM G-1 FBI Classificationf Guide G-‘t dated 1/99, Fokeign Government Informatlon
DECLASSIFICATION EXEMPTION 1
SECRET

SESRET




_Spere

I ]OTQ) (CON)
From: (OGC) (FBI)
Sent: : 7 4718 PM{j]
To: (OTD) (CON)
Subject: FW: technique language b2
. s
SECRET DATE: 03-26-2009 bic
RECORD 315 CLASSIFIED BY 60322UC/LP/STP/gig
REASON: 1.4 (O)
DECLASSIFY ON: 03-26-2034
Acting Unit Chief
Science and Technology Law Unit
Office of the General Counsel
Fed stigation
Ph
Cell :
Ph( | ]
Fax |
---—-Qriginal Message--—
From: [ Joso)(ran
Sent: 11, 2006 1:30 PM ‘ ‘
Subject: g nigue language b7C
SECRET | o
RECORD 315
fyi
----- Original Message----- .
e s— Y
Sent: Wedn 06 10:22 AM
To: |
- Cet
Subject: - RE: Technique Tanguage
SECRET » ‘ " '
RECORD 315 ‘ . bl
. : b2
b6
b7cC
b7E
18}
18]
As to step (1)
ALL INFORMATION CONTALNED ' ) “(5)

HEREIN IS UNCLASSIFIED EXCEPT

“SESRET WHERE SHOWN OTHERWISE



isj

bl
b2
b7E
It might be worth going back to OIPR with this argument.
PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE QUTSIDE THE FBI WITHOUT PRIOR OGC
APPROVAL
[
- Assistant General Counsel .
Science & Technology Law Unit
b6
- bicC
Qu 35 -
Tel
Fa
pag
SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL
-=+=-0Original Mess e—
From: [i.___l (CTD) (FBI)
Sent: J
To:
Cc:
Subject: + technique Tanguage
Importance: High
SECRET
RECORD 315
All,
After working out the PG issue with you all, | was hoping for advise on the thread below.
Is this something OTD can excute on the existing orders? .
Do we need to present the criminal language to the FISC, also below? b2
Any input would be appreciated. be
Thanks b7C
SSA ]
FBIHQ/CTD/LX1
ITOS 1/CONUS 1
Rm 4W158
Desk
Pgr
Internal Secure
-----Qriginal M&éa [Saiei
Fron: (CTD) (FBI)
Sent: 2006 6:11 PM
To:
(o b6
b7C




.,}ESRE]:

Subject: RE: technique language

—
| Isums it up well:

()

e

b2
bé
b7C
b7E

s

Here's the criminal langauge as provided by PH:

(83

(&)

s

{151

bl
b2
b6
b7C
b7E

-

SS.
FBIHQ/CTD/LX1
ITOS 1/CONUS 1

SpeRet__



Rm 4W158
Desk

Pgr

Internal Secure

. technique language

SECRET
RECORD 315

hat technigue are we using here?
ssistant Section Chieflf:iil

(office) S

Kéﬂ‘dd.ﬁf )
(blackberry)

-----Qriginal Message—

From: (CTD) (FBI)
Sent: ay 09, 2006 10:36 AM
To: H) (FBI)

b2
b6
b7C

b2
bé
b7cC

Ce:

Subject: RE: technique language

SECRET
RECORD 315

;an you please geDinvolved in this, | understand what

s saying, but it seems odd that we are not using

the same language as the criminal side of the house. | do not know if this is something that should be brought up

tﬁThurs meeting, but we should push where we ¢an. Thanks.

-----Qriginal MesT,qg--
From: PH) (FBI)

se .

. To:
Cc:

Subject! RE: technique language

SECRET
RECORD 315

1 have very little experience dealing with the FISC. The vast majority of my experiences have been
with the US District Courts. Unfortunately, we have a situation that may not yield the months needed to work
through the FISC's bureaucratic system. Then again it may. | am not personally comfortable waiting to go
through that long approval process. We are currently operating in an environment that is faced with several
different threat streams. Maybe it is coincidence, | don't know. Is there any way this process ¢an be
expedited? Can we have ERF provide you with a draft? | know you have been in lock step with us. This

needs to happen now 4
l |We need to know what they are discussing - Plans? operations? Other .
[

in order to move forward. Thanks for your continued help. Feel free to call m

onspirators? WMaybe nothing of significance - again, | don't know. We need to fet if Ihﬁ bottom of this issue

4

SEeRET”

} If there is

b6
b7C

b2
bo
b7C

DTE



(OTD) (CON)
From: (OGC){EBI)—
Sent: 7.4:18 P
To: . OTD) (CON)
Subject: FW: technique language
SECRET//ORCON,NOFORN
RECORD 315
b2
b6
b7C
;ctmg ;m; ;Jief
Science and Technology Law Unit
Office of the General Counsel
Fedr:aLBu:eal.lem estigation
Ph
Cel
Ph (
Fax
~~~~~ Original Mes
From:
Sent:
To:
Ce:
Subject: . technique language
SECRET/ORCON,NOFORN
RECORD 315
, b1
. ' ‘ b2
[ ] ~ - | ~ b6
. - ' . bicC
I am the un-named OGC attorney. Sorry | should have included you in the email but just wasn't thinking ---sorry!!l 1 will bT7E
forward to you the email | sent.
| accept the concern, but in my humble opinion} |
A8
My apologies again, CLASSIFIED BY 60322UC/LP/STP/yujy .
ﬂ ‘ FEASON: 1.4 (C) ‘
}Eﬁﬂq DECLASSIFY ON: 04-02-2034 .
ALL INFORMATION CONTAINED

1 HEREIN IS5 UNCLASSIFIED EXCEPT

WHERE SHOUN OTHERWIZE



-----Original —
From: &(OGC) (FBI)

Sent: 11, 2006 12:33 PM

To:

Subject: !
Importance: High

 SECRET//ORCON,NOFORN
RECORD 315

‘Sorry to be a bother but this is a new issue for me...

b6
b7C

(51|

)

Any thoughts? And thanks

Assistant General Counsel
Science and Technology Law Unit
Office of the General Counsel
;ederal Bureau of investigation

h

Ph (

Fax

-—-Odginél = '

Sent: ursday, May IT, 1:27 AM

b2
b6
b7C

- To:
Cc:

Subject: i ngu Uag
Importance: High

SECRET//ORCON,NOFORN
RECORD 315

I |just s0 we all understand the technical basis to this evolving legal interpretation:

bl
b2
b7E

b6
b7C

bl
b2
b6
b7C
b7E

(U/LES) i the above doesn’ ini \ i i ¢ opinion, then | have
some recommendations fg . ,

..... orgina MeZESRET




Feorel_

kom) (CON) .

From: !(0(_3_9_) (FBI) = . “ bic
Sent: A 7 4:19 PM!

To: [ (OTD).(CON)
Subject: rW: fechnique Tanguage

importance: High

SECRET//ORCON,NOFORN
RECORD 315

Acting Unit Chief

Science and Technology Law Unit

Office of the General Counsel :

Fed stigation : b6

Ph b7cC
Cell ‘ b2

Ph ( ’

Fax . ) : - \

—Qriginal Messag@----- '

e S— oY

Sent: I_'mmdan.mm.t}zoos 12:26 PM
To: . LID) (FBI)

Cc: [ I(O'!'D) (FBI)
Subject: B nique language ‘

, Importance: High

SECRET//ORCON.,NOFORN
RECORD 315

b5
b6
b7cC

| | Thanks.

Assistant General Counsel
Science and Technology Law Unit DATE: 04-03-2009
Office of the General Counsel CLASSIFIED BY 60322UC/LP/STP/4ig

FeTe:aLBu:eau.oﬂxivestigation REASON: 1.4 (C)

Ph DECLASSIFY OM: 04-03-2034
Ph( ' .
Fax

-----Original Mess ===
From: [OTD) (FBI)
Sent: 1:27 AM
To: ' CIDYLFBD

Cc: . A ‘ b6
b7C

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

Subject: RE: technique language

Importance: High



PSS

__{oTD) (CON)

From:
Sent:
To:
Subject:

2007 4:19 PM{}

SECRET/NOFORN

RECOR

;ctlng ;nlt ;1

Scienceand T

ief
echnology Law Umt

Office of the General Counsel
Federal Bureau of Investigation

Ph
Cel

Ph ( )]

Fax

From:
Sent:
To:

(o]
Subject:

-----Original Message----- .
: . ﬁw&) (FBI)
onday, April 17, 2006 11:21 AM

(OTD) (CON)
€ Use of IPAV

;z ;EU ‘opinion needed Ke Use of IPAY

SECRET/N
RECOR

]

| ___Js asking me for an update on th

before | get involved I'd like to hand this off to you.

ball rolling.

;SSiS;al'l; ;e:n:eral Counsel

Science and Technology Law Unit
Office of the General Counsel

Federal Burea
Phone -

u of Investigation

Fax

—-—Qriginal
From:
Sent:

To:
Cc:
Subject:

Message——
Y

_Luesday, March 21, 2006 4:57 PM.

r addresse
lease giv

. As thi
call a

b2
b6
b7A
b7C

DATE: 04-03-2009

tted by NSLB
nd start this

CLASSIFIED BY 60322UC/LP/STP/qgig

REASON: 1.4 (C)
DECLASSIFY ON: 04-03-2034

FW: STLU opinion needed Re Use of IPAV

SECRETY/, ORN
RECOR

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPRT

WHERE SHOWN OTHERWISE

b6
b7A
b7C

b2
b6
b7A
b7C



”~
(8]

bl
b2
b6
b7C
b7E

Assistant General Counsel

Science and Technology Law Unit

Office of the General Counsel

Federal Bureau of Investigation

Phone;

Fax |

-----Original s

S —

Sent: ’

To:

Cc:

Subject: RE: STLU opinion needed

SECRET/,

RECORd I

bl
: . b2
. : b7A

I work with SSA| Jin cD-3¢] [ssA| bnd myself met witH] bnd sd lto B7C

discuss a Cl/Cyber type case in San Diego on a company name | bTE

actually have the ticket o OTD was very helpful and recommen work the legalissues of deploying their b7D

tool through their own OTD/OGC attorney first. Consequently, neithe or | have reached out to NSLB on this

—attar

Atthe risk of making matters even more confusing T've attached portions of an e-mail [ sent to SD on 3/6/06, based
on our meeting with OTD. | did my best to the describe the scenario we envwgﬂ ] if ever

deployed. | also attached a rough draft LHM on[__]i intend to pass to the once approved. This LHM
gives a decent surﬁm{*tlinvestigation, R




SESRET

_Ilnot quite sure where to go from here. Would it be helpful if | gave you a call? .
B 6

Thanks for your time and patience. I'm sure you have figured out my now that I'm neither a cyber guy or an lawyer. i;c

<< File: p> << File:| |>>

b2
b7E
b7D

---=-Orig LMssanm'

From: F (CD) (FBT) . .
Sent: 20, 2006 10:40 AM ‘

Yo: {CD) {0GA) ’ b6

Subject: FW: STLU opinion needed b? A

SECRET/ o . o b7C
RECOR ‘

This is the status of OTD's efforts to address|___|

-----Original Message-----

From: C) (FBI)
Sent: nes March 15, 2006 2:24 PM
To: (CD) (FEr)

Cc: | [GD) '
Subject: FW: STLU opinion needed

SECRET/ -
RECORD

| need to know -which NSLB attorney is working this case with you.

Thanks

;ss;s;n; ;e:wral Counsel

Science and Technology Law Unit ' b6
Office of the General Counsel : , b7A
Federal Bureau of Investigation : ‘ : b7C
Pho b2
Fax . '

—==--Qri -
From: l .|(0TD)

Sent: h 09, 2006 7:53 AM
To: (OGC) (FBI)

Subject: FW: STLU opinion needed

SECRET//N RN
RECOR




SSA ]

Cryptologic & Electronic Analysis Unit
Digitial Evidence Section,

ecure voice
ecure fax

From: {OGC) (FBI)
Sent: 27, 2006 2:05 PM
To: (OTD)

Subject: opinion needed

SECRET
RECOR

Operational Technology Division

b2
b6
b7C

bl

g 18y
a6
——-Original Message-—-—
e R

' SECRET/
RECORD

My thoughts exactly and that is what | conveyed to the HQ components that have inquired about this scenario.
In other words, to mirror the criminal SW lanquage:

SSA ]

Cryptologic & Electronic Analysis Unit
Digitiol Evidence Section,
ico, V,

ecure voice
ecure fax

-----Qriginal Message—--
From: FQGC) (FBI)
Sent: 4. 2006 1:53 PM

Operational Technology Division

To:
Cc:

Subject: ~ RE: STLU opinion needed

bl .

b2
b6
b7A
b7C
b7E

b2
bé
b7A
b7C
b7E

18




b2
b7E

-—--QOriginal Messggg--—- .
(g m—
Sent: i 24,2006 1:15 PM

Ta:

Cc:
Subject: —STTLU OpIIOT TEeue]
SECRET/INOFORN

RECORDI

Wanted to get this in the pipeline whilel Is onAL.

bl
b2
b6
b7A
b7C
b7E

}-18)

15

SS/” '
Cryptologic & Elecironic Analysis Unit

Digitial Evidance Section, Operational Technology Division
Quantica YA

o
P ' ' b2
§ ‘ . . be
secure voice : BIC
secure fax

DERIVED FROM: G-3 FBI Classifite até ence

Investigations
DECLASSIFICATION EXEMPTION 1

SECRET//NOFORN

[-18)




(OTD) (CON)

From:
Sent:
To:
Subject:

Importance:

secRet
RECORD 00-000-00

;c;lng ;nl; ;;lef

(OGC) (EBI)
.:IEEEEEEEZSEEELmn:Lnﬁ_zn%ZJm3£LEhE}
(OTD) (CON)

FW: EC request for assistance

High

Science and TechnologyLaw Unit
Office of the General Counsel

Fe
Ph
Cel

vestigation

Ph ( 11
Faxi |

ALL INFORMATION CONTAINED
HEREIN. IS UNCLASSIFIED

DATE 04-03-2009 BY 60322UC/LP/STP/gig

s

-----Qriginal Me —
From: OGC) (FBI)
Sent: er 21, 2005 10:12 AM
To: OGC) {FBI)
co (0GC) (FBI)E::C)GC) (FBY)
Subject: FW; EC request for assistance

ortance; High
S E

ECORD 00-000-00

| am happy to defer to ILU to continue working with OIA. |

b2

b7C

b6 -
b7C

b2
b6
b7cC
b7E




----- Original Message---—-
From: If:___koeo (F8I)

Sent: Wednesday, December 21, 2005 9:28 AM
To:

Ce:

Subject: FW: EC request for assistance

SENSITIVE BUT UNCLASSIFIED
NON-RECORD .
b6
| , . ) b7C
Can | inform my clients that OGC will be assisting CID in obtaining AG approval for this investigative activity?

;s&s;an; ;er eral Counsel

Science and Technology Law Unit
Office of the General Counsel
Federal Bureau of Investigation
Pho

Fax

Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD
bé
b7C
We are working this out of a 163 only. Please make sure appropriate approvals are obtained.

-----Original Message—---
From:
Sent:

- To:
Cc

Subject: EC request for assistance
Importance: High :

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

All,

b2
Many thanks for your assistance in this matter. ;gf; e

bTE




Assistant Legal Attaché -~
Office of the Legal Attaché
Caracas, Venezuela

<< File: av35401.ec >>

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT-UNCLASSIFIED

b6
b7C




From: (OGC)_(EBI)

(OTD) (CON) ’

Sent:
To:
Subject:

seeer
ECORD 00-000-00

request 1or assisiance

Acting Unit Chief
Science and Technology Law Unit
Office of the General Counsel

Federal B Investigation
Ph
Cel

Ph {
Fax

—---Original Message-----
From: QGC) (FBI)
Sent: Wednesday, December 21, 2005 1:13 PM

7 4:19 PM|
OTD) (CON)

b2
bo
b7C

Subject: = RETECTEQUSSTTOrISSISEICE

SECRET -
RECORD 00-000-00

[

b2
b6
b7cC
b7E

---=-QOriginal Message-----

From: {OGC) (FBI)
Sent: er 21, 2005 10:12 AM

To:
cc.

Subject: FW: EC request for assistance
Importance: High

SE%
RECORD 00-000-00

‘| am happy to defer to ILU to continue working with OfA.

bé
b7cC

ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED
DATE 04-03-2009 BY 60322UC/LP/STP/qiy

b2
b7E



Koro) (couj

SENSITIVE BUT UNCLASSIFIED
NON-RECORD -

From: [ loae) (FBI)_
Sent: ’ . voSeptember 08: 2007 4:23.PM’
To: OTD) (CON)
Subject: : FW: CIPAV court orders
- SENSITIVE BUT UNCLASSIFIED
NON-RECORD
;c;mg ;mgief
Science and Technology Law Unit
Office of the General Counsel
Federal Bureau of Investigation
Ph
Cel !
Ph (Secure) |
Fax
-----Original Message——-
From: i _SL)(FBI)
Sent: r 17, 2006 6:54 PM
To: I0GC) (FBI)
Subject:. CIPAV court orders

b2
b6

b7C

RN N N

- SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 10-28-2008 BY 60322UC/LP/STP/yiy

b2

bIC
b7E




(OTD) (CON)
" b6

From: - - [©GC)(FB)-—— - . ‘ - . b7C

Sent: i 07 5:31 PM
To: OTD) (CON)
Subject: FOIA

Importancé: . High

Y

UNCLASSIFIED
NON-RECORD

OTD) (FEI)
LBM__

Subject: B
Importance: High

UNCLASSIFIED
NON-RECORD

Attached are the documents | have re the CIPAV FOIA which represent various drafts for model .criminal search warrants.

I suspect that these are drafts that were subsequently modified by the field prior to usage in a specific case and have been | -
" protected from disclosure under attorney work product deliberative documents rule. | leave it to OGC to decide whether to

assert such a claim, ’ .

I S NI, S S ~ H S I

b7E |

Thos. Gregory Motta

Section Chief, Digital Evidence Section (DES)
Operational Technology Division (OTD)
Engineering Research Facility

Bldg 27958A, Room A-207

Qu '

Tel

Tel

Fa

b2

OTD) (FBI) ,
. b6
b7C

ALL INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED .
DATE 10-28-2008 BY 60322UC/LP/STP/giy : o



b6
b7C

Subject: FW: FOIA EC
Importance: High

UNCLASSIFIED !
NON-RECORD

Please see helow FOIA request....ALL positive and negative resgonses are due to your Sectlon
Secretary by Friday, August 31, 2007. 10.00 a.m,

Section 8ecretarles. please compile all responses and send tDy COB Frlday, August 31,
2007.

Executive Assistant ‘b2
Operational Teclmnlogi Division b6
Frout Office . - biC

Voice
Cellular
Fax

be
-----QOriginal Message----- ‘ : b7c
From: - DICLEMENTE, ANTHONY P. (OTD) (FBI)

Sent: 3:27 PM

To: OTD) (FBI)

ce: OTD) (FBI)

Subject: FW: FOIA EC

UNCLASSIFIED
NON-RECORD

Can you forward the attached FOIA request throughout the dwssuon in order we respond accordlngly

AnthonyP DiClemente o
Chief, Data Acquisition and Intercept Section ) .

b2
b6
b7C

-----Qriginal Messageazza



Sent: Friday, August 24, 2007 2:17 PM
To: DICLEMENTE, ANTHONY P. (OTD) (FBI) -
Subject: FW: FOIAEC

*

UNCLASSIFIED
NON-RECORD

" Attached is the FOIA EC. | presume we need to go out to the division for a response and alert the AD?

-—-Original Mes — , b6

From: OTD) (CON) : b7C
Sent: . / 8:50 AM b2
To: (OTD) (FBI) ,

Subject: . FOIA EC . '

UNCLASSIFIED

NON-RECORD

FOIA.WPD (19 KB)

“Digital Evidence Section

UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED




b g

(OTD) (CON)

b6

 From: |
Sent: ;
To:

kosey Faly——— — -~

b7C

07 5:28 PM
OTD) (CON)

Subject: FOIA

- SECRET
RECORD NSIG

-----Qriginal Message-----
From: C) (FBI)

Sent: . Monday, Auqust 07, 2006 9:46 AM
To: l (OGC) (FBI)
Ca: PGC) (FBI)
Subject: . ~ Fw: Bport of STE issue -| |

SECRET
RECORD NSIG

—_

b2
b7E

bl
b2
b6
b7C
b7E

, g (sgj

Assistant General Counsel
Science and Technology Law Unit
Office of the General Counsel -
Fed estigation
Ph

Celi

Ph {Secure

Fax

----- Original Mes
From: OGC) (FBI) “
Sent: Thursday, August 03, 2006 9:17 AM
To: . 0GCY(EBI)
Subject: Export of STE issue { |

SECRET
:S

RECORD NSIG

bo6
b7C

DATE: 01-30-2009 b2
CLASSIFIED BY 60322UC/LP/STE/g3g  b7E
REASON: 1.4 (C)

DECLASSIFY ON: 01-30-2034

ALL INFORMATION CONTAINED
HEREIN IS UNCLAJSIFIED EXCEPT

" WHERE SHOWN OTHERWISE

1



SESRET”

SECRET
RECORD NSIG

[ 1

(51|

<< File: STE Policy. WPD >>

. ’ bl
l;s&s;an; ;eneral Counsel ) b2

Science and Technology Law Unit - : b6

Office of the General Counsel b7C

Fed vestigation . : b7E

Ph ;

Cell

Ph (Secure |

Fax | |

~--==Qriginal M o

From: | 0GC) (FBI)

Sent: onday, July 31, 1:56 PM

To: -

Cc:

Subject: : 6] Issue

SECRET

RECORD NSIG

- b1

b2
b6
b7C
b7E




In this s¢ all the approvals are not ne t are being sought legal guidance discussed b2
herein bmnd myself. | also understan hat you ment:oned%s well. Ifitis because CEAUis »7E
involved iInTis, vs another OTD section, then ¥ The actual technigue is the same as used by other OTD sections,

which I understand it is, then we should either switch to that section or remain consistent with previous intel ops where b6
we have not needed all the approvals sought by the 5/15/06 EC. b7C
Please let me know where we stand on this so | can advise CTD that they do not need to obtain all the approvals.

-----0riginal Message---—--

From: | (OGC) (FBI)

Sent: y, Julv 11:43 AM

To: OGC) (FBI} ‘ o . .

Ca OGC) (FBI) A b1
Subjecti Ex issue sz
SECRET ' 3276(;
RECORD NSIG r ~ R4} e

see if there is any written product about the propose hat you can
vusedG__—jhat the AG Guidelines for FBI National Security Investigations (part II(E))
‘hnd AG or designee (which is the ITOS 1 Section Chief) can approw%;ﬂ;;?

e AG Guildelines, 2; :f Ops and Criminal Investigations cited in the Tom
pply to national security cases. nderstands our authorities are different and may also - .
authorize export of the technology... She would TiKe to know the facts so we can use this as an opportunity to
clearu for future purposes. if ITOS1 has an Op plan, or something similar, which indicates the SC

approv. ] oordmataon please send to[ | Thank you.

“{8) |
DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investlatlons
DECLASSIFICATION EXEMPYION 1
SECRET

DERIVED FROM: G-3 FBI Classification Gulde G-3, dated 1/97, Foreign Counteflntelli gence Investigations
DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM: G-3 FBI Classification Guid
DECLASSIFICATION EXEMPTION 1
SECRET

dated 1/97. Foreign Counterintelligence Investigations

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1

SECRET
DERIVED FROM: G-3 FBI Classification Guide $\1/97, Foreign Counterintelligence Investigations

DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97,\Foreign Counterintelligence Investigations

DECLASSIFICATION EXEMPTION 1
SECRET ]

" DERIVED FROM: G-3Y} ?"‘. ification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations



", Message

Page 1 of3

koTD) (CON)

" From: | lioGce) (FBI)
Sent: (i’We&Bésday, September 05, 2007 5:27' PM™™

To:
Subject: FOIA

UNCLASSIFIED
NON-RECORD

From (OGC) (FBI)

Se ust 23, 2005 3:39PM -
To (OGC) (FBI)

Subject /iews on OverSeas Searches
UNCLASSIFIED

NON- RD

;ssls;an; ;eneral Counsei

Science and Technology Law Unit
Office of the General Counsel
Federal tigation

e

. ”..'--0 iqi

OGC) (FBI)

|¢oTD) {cony™

b6
b7C

. .
» s -

Fron’i

Sent: Tuesday, August 23, 2005 3:09 PM
. To

Cc

| - | i

UNCLASSIFIED
NON-RECORD

[ ]

DATE: 04-07-2009

CLASSIFIED BY 60322UC/LP/STP/gig

REASON: 1.4 (C)
DECLASSIFY ON: 04-07-2034

This is a hotly debated issue, and as of yet there is no policy guidance issued. I've copied séveral other
interested parties on this email, because they will likely be able to offer additional guidance.

CEAU in OTD has historically followed a policy of using a SW to deploy. Typically a deployment involves more

than the simple IPA

9/6/2007

SPOREL

ALL INFORMATION CONTAINED
. HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

b6
b7C

b2
b6
b7C
b7E



Message . Zpgper” . . | o - Page20f3

PRIVELEGED DELIBERATIVE DOCUMENT NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR
QGC APPROVAL -

" “Assistant General Counsel "

~ Science & Technology Law Unit.
Engineering Research Facility
Bldg. 27958A Room A-207B
Quanti 35 :
Tel
Fa

page
SCIENCE & TECHNOLOGY LAW UNIT - O#FICE OF THE GENERAL COUNSEL

- =---Origina! Message--—-—-- _ N

ey WP SR
Sent: ' 23, 2005 1:05 PM o ’ A
Toj i(OG_C) (FBI) ‘ " .

Subject:

UNCLASSIFIED
NON-RECORD

Hope all goes well in OGC. | know you are quite busy but wanted to get your read on a proposal from one

of our cyber agents here in Houston.

Here are the questions$ with my limited thoughts following:

Any thoughts you may have would be apprééiated orif i need to get with someone else, just let me know.

Thanks

9/6/2007

b2

13

p7C

bT7E

b6

- .b7cC




~ ‘Message Eﬁﬂﬁ: .

Houston

9/6/2007

Page 3 of 3

b6

" p7C



Message - R . ' ' Page 1 of 2

(OTD) (CON)

From: | {(0GC) (FBI) A
Sent: \Wednesday, September 05, 2007'5714"PM
To: (OTD)(CON) -
- Subject: FOIA

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

b6
p7C

-----Original Message----- ‘
From: (ITD) (FBI)

Sent: Monday, October 25, 2004 9:14 AM
To]
Cc

Subject: RE: Re‘ _ ~ _ b2

SENSITIVE BUT UNCLASSIFIED . ‘ ' b6
NON-RECORD ‘ b7cC

----- Original
me:ﬁi_&%(om) (FBI)

Subject: Re| |

SENSITIVE BUT UNCLASSIFIED
NON-RECORD .

[

b2
b6
b7C
b7E

. ALL INFORMATION CONTAINED
-.9/6/2007 HEREIN IS5 UNCLASSIFIED A
"DATE 01-30-2009 BY 60322UC/LP/STP/gig




. - Message Page 2 of 2-

“

b2
b6

b7C
b7E

According to fhe case agent, the AUSA is appealing this ruling to the 9th Cireuit.
I guess DITU and CEAU should stick to using{

SENSITIVE BUT UNCLASSIFIED

-SENSITIVE BUT UNCLASSIFIED

- SENSITIVE BUT UNCLASSIFIED

9/6/2007



(OTD) (CON)

From: 4 J(OTD) (FBI)
Sent: v A7
To: ]

Ce:

Subject: “RETFOTA-CIPAV

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

' I:more information for you for FOIA request. See[:huestion. ‘Thanks,: :

Executive Assistant
 Operational Technology Division

Voice
Cellulur
Fux

-----QOriginal — :

From: (OGC) (FBI)
Sent: , 2007 6:24 PM
To: OTD) (FBI}
Subject: FOIA - CIPAV

SENSITIVE BUT UNCLASSIFIED : '
NON-RECORD .

ﬂsagez FW: FOIA EC >> << Message: E-mails containg CIPAV >>

| am coming to this matter very late in the game. Attached arel__ Jpossible relevant -

documents. | have not seatched yet but will have many - mostly email. What is my drop-dead date on this?

Acting Unit Chief
Science and Technology Law Unit
,Office of the Generai Counsel

Fe vestigation
Ph 1 l
Cel
Ph ( re) § |
Fax i |

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BU"I"UNCLAS‘SIFIED

ALL INFORHATION CONTAINED
HEREIN IS5 UNCLASSIFIED
PATE 10-28-2008 BY 60322UC/LP/STP/gig

bé
b7C

© b2

b6
b7C



(OTD) (CON)

From: a [(OTD)(FBI) . . : :
Sent: \ ber 04, 2007 6:24 PM :

To: WOGC)'(FBE) T : b6
Subject: . Out of Office AutoReply: FOIA - CIPAV ‘ ' b7c

I will be out of the office on Friday, August 31, 2007. If you need any assistance,
please call |or you may reach me on my Blackberry at[ ‘

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 10-28-2008 BY €0322UC/LP/STP/giy




SESRET.

I |(OTD) (CON)
From: L (OGC) (FBI)
Sent: _Friday, August 10, 2007 2:22 PM
To: [(OGC) (FBI)
Subject: ’ FW: Guidance needed
SECRET/NOFORN Egé
RECORD 288B-NY-296530 DATE: 03-27-2009 bIC
CLASSIFIED BY 50322UC/LP/STP/gig .
REASON: 1.4 {C)
FYt. DECLASSIFY ON: 03-27-2034
Assistant General counsel
Science and Technology Law Unit
Phond i /
Cell phone] L
‘Sec
Fax
-----Original Message-----
From: I JcoGe) (FBI)
Sent: 7 10,2007 12:47 PM
To: [ ]
Subject: : Guidance needed )
' SECRET/INOFORN ‘ |
RECORD 288B-NY-296530 ig
b7C
ll:lmﬂmuoordinaﬁon is a must| ] ©7E
FYL.
-----Original Message--—— '
o — oY
Sent: j N
To:
Cc:
Subject:  RE: Guidance needed "
SECRET//NOFORN :
RECORD 288B-NY-296530 b2
b6
: b7C
assume this is what you called me about while | was b7E

After reading the July 26, 2001TJm_
overseas, so | hope you spoke wit

"NY proposes three investigative techniques:

SESRET

ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED EXCEPT

WHERE SHOWN OTHERWISE



{8

‘bl
b2
b7E

l:lpiease give me a call and we can hook up with OTD on the details.

Assistant General Counsel
* National Security Law Branch
unsel FBI

Voice
Pager
Secure Fax
Fax

b2
b6

- b7C

Subject: RE: Guidance needed

SECRET//NOFORN
RECORD 288B-NY-296530

L1

Can you forward the enclosures tq |4

[
|

Counterterrorism Law Unit I

I_Q_G_LNQﬁgmLs_T:uri?y Law Branch
ffice

This may be a privileged attorney-client/attorney work product-communication. -

—---Original Message----»

From: OGC) (FBI)
Sent: 007 4:10 PM.
To: l

3ESREL

bé
biC

b6
b7C



cef __oac) (raI)
Subject: RE: Guidance needed

SECRET//INOFORN .
RECORD 288B-NY-296530

b6
b7C

This is one of those issues that has ebbed and flowed with OIPR for the last couple of
years. l'll ask E:IWhat the current status is when he gets back from a conference
tomorrow. Could you forward us the EC enclosures regarding the intelligence reports? I'li
get back to you soonest. Thanks. '

Assistant General Counsel
-National Security Law Branch

---=-Qriginal Mes: m—— .
From: Inv) (FBI)

Sent: 0B, 2007 3:56 PM
To:

Cc:

Subject: : Guldance needed B

SECRET//NOFORN
RECORD 288B-NY-296530

b6

' } : | b7C
LW'_Ia_ou you take a look at the attached? , _

IZOUMer’rerrorism Law Unit I
0OG6C, National Security Law Branch

I lafﬁce

This may be a privileged attomey-client/attorney work product communication.

——-0riginal Message-----
From: GC) (FBI)
Sent: 2007 1:00 PM
To: : NY) (FBI)}
Subject: FW Guldance needed
SECRET/NOFORN
RECORD 2888-NY~296530k
. b6
b7C i

Have you involved| | on this? | am pretty sure théminged at least one of them in :
the past few months about this. Once NSLB comes to some consensus, please let us (STLU) know so . '




. that we can discus any concerns that we may have and ensure that we are on the same page.
b6
b7¢C

---—Original Message-—-

From: T
Sent: _Monday, August 06, 2007 12:55 PM_
To: .

Cc:

Subject: Guidance needed

SECRET/NOFORN |
RECORD 288B-NY-296530

Hi All,

Attached is an approved EC with leads for all concerned. We are still attem pting to move bu‘—_l_—l b6
case forward in a timely manner[______ knd myself will be more then happy to field whatever B7C
questions you may have. v '

—

<< File: OTDreq.ec.02wpd.wpd >>

DERIVEDNFROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Céunterintelligence
Investigations : .

DECLASSIFY QN: 20320806

SECRET//NOFOR

 DERIVED FROM: G-3 FBi Classification Guide G-3. dated 1/97, Forgign Counterintelligence
Investigations o
DECLASSIFY ON: 20320806
SECRET/NOFORN

DERIVED FROM: G-3 FBI Classification
Investigations
DECLASSIFY ON: 20320806
SECRET//NOFORN

gide G-3, dated 1/97, Foreign Counterintelligence

DERIVED FROM: G-3 FBI Classification Guide G 97, Foreign Counterinteliigence

Investigations ‘
DECLASSIFY ON: 20320866

SECRET//NOFORN

DERIVED FROM: - FBI Classification Guide G-3, dated 1/97, Foreign Counte intelligence Investigations
DECLASSIFY ON220320806 v
SECRET//NOFG RN

SESRET



SESRET

OTD) (CON)

From: | J(0GC) (FBI

Sent: \ Thursday, August 09, 2007 1:56 P

o

M_]

Subject: ~ " RE: Guidance needed

SECRET//NOFORN
RECORD 288B-NY-296530

Concur. All part of the OGC dialogue with them.

(OGC) (FBI)
2007 1:30 PM

SECRET//INOFORN
RECORD 2888-NY-286530

Assistant General Counsel
Sciencrand.’l:achmlmr Law Unit
Phone .

" Cell phone] ]
Secure pho

Fa

——--Origi -
From: OGC) (FBI)

Sent: _Thursday, Augu 2007 10:32 AM
To: -

Cc:

Subject: RE: Guidance 2

SECRET//NOFORN
RECORD 288B-NY-296530

Guess that is all part of the analysis/guidance that we give to NY, with NSLB.

--—-Original Mess - .
From: &:(OGC) (FBD)

Se .

To
Cc

Subject: . RE: Guidance needeG

-SECRET/NOFORN-
RECORD 288B-NY-286530

DATE: 03-27-2009 ]
CLASSIFIED BY 60322UC/LP/STP/gig
REASON: 1.4 (L}

DECLASSIFY ON: 03-27-2034

JESRET.

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

b6
p7C

b2

bé
b7C

b2
bT7E

b6
b7C

b2
b6
b7C
b7E




I ’ ]

;b2
Acting Unit Chief b6

Science and Technology Law Umt E;CE:
Office of the General Counsel

Fe tigation
Ph
Cel

Ph( ¥ ]
Fax |

-----Qriginal Mess
From: i kOGC) (F8I)

Sent: Thursday, August 03, 2007 10:11 AM ,
To: bl

Cc: b2
Subject: RE: Guidance needed b 6

p7C
SECRET//NOFORN . b78
RECORD 288B-NY-296530 a

lI 5

(81

-—-0Original Message-—- .
From: —

Sent: Th 2 10:08 AM
To:

Cc:

Subject: T Guidance needeg

SECRET/NOFORN
RECORD 288B-NY-296530

bl
b2
{8}, b6
b7C
b7E

Thanks

;cflng OUnit Chief

Science and Technology Law Unit
Office of the General Counsel

Fe vestigation

Ph

Cel .

Ph ( a) | |

Fax E | ) .




 SESRET

--—Original Message-----
From: QGC) (FBI)
Sent: . ES 08, 2007 9:43 AM

To:
Cc:

. - b2
Subject: RE: Guidance needed ne
SECRET//NOFORN . b7C

RECORD 288B-NY-296530 - PTE

From

Sent:

To:

Cc:

Subject: RE: Guidance needed
SECRET//NOFORN

RECORD 288B-NY-296530 -

Give me a few days | think we may have a resolution on the>general questions involved by b2
end of the week b6
J : b7C

L |

Assistant General Counsal
National Security Law Branch
Office of General Counsel FBI

Voice

Pager

Secure Fax

Fax

----- Original Message---—

From: ___INY) (FBI)
Sent: 08, 2007 3:56 PM
To: |
Cc
Subject: T Guidance needed
SECRET//NOFORN

RECORD 288B-NY-296530

b6
b7C

Wouid you take a look at the attached?

_ Counterterrorism Law Unit T '

I_QG.C_NAﬁnmLSTurity Law Branch
_ ffice

Bgsaﬁﬂ:is may be a privileged attorney-client/attorney work product communication.

3



= SECRET

|(OTD) (CON)

From: OGC)(FBY_ .
Sent; Eﬁﬁﬂmﬁ; 09,2007 1G:03AM )
To: : -
Cec: -
Subject: ~FW. Guidance needed
.- . . b1l
SECRETHNOTORN—___ B ‘ ‘ b2
RECORD 288B-NY-296530 . ' b6
. b7C
b7E
1
(5]

Science and Technology Law Unit
Office of the General Counsel

F stigation
Ph
Cel

Ph{ 1! |
Fax |

~—Original Message----- '

Sent: ursday, Augu ; 2007 9:43 AM

To:

Ce:

‘Subject: RE: Guidance needed C b2
SEC N o ' 4 b6
RECORD 288B-NY-296530 ~ _ ‘ b7c

b7E
-----Original Message——
From: OGC) (FBI)
Sent: uqust 08, 2007 6:06 PM
To:
Cc:
Subject: RE: Guidance needed
SECR| C
RECORD 288B-NY-296530 ‘ b1
. . _ b6
Give me a few days | think we may have a resolution on the general questions invoived by end of the week i;c

Aséistant General Counsel
National Security Law Branch
Qffice of General Counse! FBI

Voice

ERREL

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE S$HOUN OTHERWISE

‘.




(OTD) (CON)

logce) (FB)
NLY \ '—‘“1

From:
Sent:
To:
Cc:
Subject: RE: Guidance needed

g -
L

b2
bé

b7C
b7E

SECRET//NOFORN
RECORD 288B-NY-296530

No biggie. For whatever reason, because ! sitin Cybef | serve as the launch point for many of these inquiries from the
Fieid and { usually find myself megiasinﬂ b/iw NSLB and OTD. | don't mind it. They are parallel to criminal issues. | think
tha will forward that. NSL.B said that they would get back to me soon.

~----Qriginat —

From: OGC} (FBI)
Sent: nesday, August 08, 2007 4:57 PM
To:

Cc:

Subject: : Guidance needed
SECRET//NOFORN

RECORD 288B-NY-296530

Sor@nd | discussed it, and since it appears te be a CEAU collection, | answered it. | guess | am still
unclear on Cyber's role in answering questions concerning legal authority to do collections. Didn't mean to step on any
toes. :

I_A_'I_I'G_I'C_ssus am General counsel
Sciencr_anﬂlgnnmle Law Unit
Phone

Cell phone] ]
Sec n
Fa

-----Original Message-----

From: [ !OGC) (FBI)
Sent: nesday, Auqus! 2007 3:58 PM

To: : DATE: 04-03-2003
Cc: ’ CLASSIFIED BY 60322UC/LP/STP/gig
Subject: RE: Guidance needed REASON: 1.4 (C) '

DECLASSIFY ON: 04-03-2034 -
SECRET//NOFORN

RECORD 288B-NY-296530

ALL INFORMATION CONTAINED
, HEREIN IS UNCLASSIFIED EXCEPT

1 WHERE SHOWN OTHERWISE

b2
b6
b7cC
b7E

b6
b7C



(

“SEeRETC

I was hoping that we could keep this in the Unit/Division to come to a consensus before we went back to NY.
There was a lot of back and forth on this for manths even before we got here so | was trying to wrap it up in a neat
package. | had a feeler out to NSLB on this and was waiting to hear back because | am listed as the POC on the
EC. .

Also, | had already sen‘:Fmaii tcl__-_la few months ago. Let's talk some more.
---—-Original M -
From: l kosey (Fan
e Wednecday Auaust OR.2007 306 PM

Sent: .
To:
Ca -
- Subject: RE: Guidance needed
SECRET/NOFORN

RECORD 288B-NY-296530

b2
b6
b7C
b7E

bl

b2

b7C
b7E

;iSl’

sSistan unsel -



Science-ugd Technology Law Unit

Phone:|

Cell phone ] | ,
Sec , o . : '
Fax: ’ ‘ . _ :‘gé ‘

. b7C
-----Qriginal Message-----

From:
Sent:
To:
Subject:-

SECRET//NOFORN
RECORD 288B-NY-296530

Genté:
Please review. We should probably discuss.

Thanks,

]

~——Original Messi: . ' © o _ o6
_ ;:::' SNZY)m(zFB]I)Z.Es PM , b7c
[ H
Cc:

‘Subject: Guidance needed
SECRETIINOFORN

RECORD 288B-NY-296530 ' : : ' t

Hi All,

Attached is an approved EC with ncerned. We are still attempting to move ourl: v
case forward in a timely manner. nd myself will be more then happy to field whatever b6
questions you may have. bIC

<< File: OTDreq.eb.OZWpd.wpd >>

DERIVED FROM: G-3 FBI Classification Gm

- Investigations
DECLASSIFY ON: 20320806

SECRET/NOFORN

e G-3 dated 1/97, Foreign Counterintelligence

investigations
DECLASSIFY ON: 20320806

SECRET//NOFORN




{OTD) (CON)
From: T OGC) (FBI
o O Ao 1

.Sent: . luesd
To: |

Subject: RE. Help with two new FOIA requests:
" b6
. b7C
SENSITIVE BUT uucussnneo . » b2
NON-RECORD : ' :

As an FYI, in ACS, they're listed as OST. (Office of Special Technologies)
L | |

Assistant General Counsel
Science and Technology Law Unit
Off ice of the General Counsel

bb

PRIVILEGED DELIBERA TIVE DOCUMENT NOT FOR DfSCLOSURE QUTSIDE THE FBI WITHOUT PRIOR OGC
APPROVAL

----- Original Message----

From: I"‘_‘:I(oco (FBI)

Sent:
To:
Cc:
Subject: RE: Help with two new FOIA requests:
SENSITIVE BUT UNCLASSIFIED
. NON-RECORD ‘
Ok, thankg | , b6
- b7C
| ] : . b2

Unit Chief, FOIA Litigation Unit
Office of the Generai Counsel/FBI
935 Pennsylvania Avenue, N.W.

Room PA 400 ‘

Washington, D.C. 20535
Direct #)
Fax #)
Pager #)
Cell #)

THIS IS A PRIVILEGED ATTORNEY-CLIENT/WORK PRODUCT COMMUNICATION AND IS NOT  TO BE
DISTRIBUTED OQUTSIDE OF OGC WITHOUT PRIOR APPROVAL

---—OriQE.aLMM% ALL TNFORMATION CONTAINED
From: OGC) (FBI) ' HEREIN IS UNCLASSIFIED

Sent: ‘ 7 4:33 PM . DATE D4-03-2009 BY 60322UC/LP/STP/gjg

To: . : b6
Cc g - . . b7C
Subject: RE: Help with two new reguests:

SENSITIVE BUT UNCLASSIFIED




NON-RECORD

Special Technologies & Appiicationé Office

— | | - b6
Assistant General Counsel bic
Science and Technology Law Unit b2
Office of the General Counsel
w:

b

PRIVILEGED DELIBERATIVE DOCUMENT NOT FOR DISCLOSURE OUTSIDE THE FBI W!THOUT PRIOR
OGC APPROVAL

Subject: RE: Help with two new FOIA requests:

SENSITIVE BUT UNCLASSIFIED : .

NON-RECORD b6

— — b7C
b2

Thanks very much for your feedback; please excuse my ignorance, but what does
"STAQ" stand for? 4

Unit Chief, FOIA Litigation Unit

Office of the General Counsel/FBI
935 Pennsylvania Avenue, N.W.

Room PA 400 ‘
Washington, D.C 20535
(Direct #)
[Fax #)
[Pager #)
[Cell #)
THIS IS A PRIVILEGED ATTORNEY-CLIENT/WORK PRODUCT COMMUNICATION AND IS NOT
TO BE DISTRIBUTED OUTSIDE OF OGC WITHOUT PRIOR APPROVAL
" -----Original Message-----
From: 1(OGC) (FBI)
Sent: 03 PM
Jo:
Ce: ‘
Subject: RE: Help with two new FOIA requests:
SENSITIVE BUT UNCLASSIFIED C
NON-RECORD ' - bé

b7cC

[ 1]

‘For OGC, yes, STLU should be included as we have attorneys who have worked CIPAV issues.

There is one unit in STAQ that could possibly have relevant.information - I'm not convinced they do, but
the UC is fairly new and didn't want to say outright that they didn't - so, for the sake of thoroughness I
would add STAQ.




b2

Assistant General Counsel . :b6

- Science and Technology Law Unit ‘ biC
Office of the General Counsel o ' b7E
W : o
b

PRIVILEGED DELIBERATIVE DOCUME‘NT - NOT"-FOR DISCLOSURE OQUTSIDE THE FBI WITHOUT
PRIOR OGC APPROVAL

-—--Qriginal M
From: (OGC) (FBI)
Sent: 07,2007 10:49 AM
To:
Ce:
Subject: . RE:-Help with two new FOIA requests:
SENSITIVE BUT UNCLASSlFlED
NON-RECORD .
Ok, thanks for getting back to me] be.
‘ : b2

Unit Chief, FOIA Litigation Unit
Office of the General Counsel/FBI
935 Pennsylvania Avenue, N.W.
Room PA 400
Washington, D.C. 20535

(Direct #)

(Fax #)

(Pager #)

(Cell #)

THIS 1S A PRIVILEGED ATTORNI.':'Y-CLIEN'T/WORK PRODUCT COMMUNICATION AND IS

NOT TO BE . DISTRIBUTED OUTSIDE OF OGC WITHOUT PRIOR APPROVAL
-----Original Mess;
From: OGC) (FBI)
Sent: . 2007 8:00 AM
.To:
Cc:
Subject: RE: Help with two new FOIA requests:
SENSITIVE BUT UNCLASSIFIED
NON-RECORD ;
NON-RECORD b6
, b7C
This sounds like] lfora change. T don't know that we have much on this in

NSLB, but you should include us in the request to search.

" «----Original Messagg-——— o
From: i 0GC) (FBI)
Sent: onday, August 06, 2007 5:01 PM

To: :
cc:




Subject: Help with two new FOIA requests:
Importance: High

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

We have received two recent FOIA requests -- one from the Electronic Frontier
Foundation (dated 7/24/07) and one from Wired News (dated 7/17/07) -- both of
which seek access to all records concerning the FBI's development and use of
a certain software known as a "computer and internet protocol address
verifier" or CIPAV, which the requesters describe as a "tool to identify and/or
monitor a target computer in a criminal or foreign intelligence investigation."

RIDS is preparing a Search EC --_my question to all of you -- which divisions are
the logical targets of such a Search EC? So farﬁﬂlaﬁidgmiﬁ_e_d_glcsc --
should that include NSLB? ILU? STLU? And S _ n
_Qperational Technology Division (OTD) has been in touch with FLU as weli --
- is he a client of STLUs, so we are including OTD. Who else ?77?

Your input is greatly appreciated; time is of the essence. isc
Thanks in advance] | V , b2

Unit Chief, FOIA Litigation Unit

Office of the General Counsel/FBI
935 Pennsylvania Avenue, N.W,

Room PA 400 .
Washington, D.C. 20535
(Direct #)
(Fax #)
Pager #)
Cell #)

THIS IS A PRIVILEGED ATTORNEY-CLIENT/WORK PRODUCT COMMUNICATION AND
IS NOT TO BE DISTRIBUTED QUTSIDE OF OGC WITHOUT
PRIOR APPROVAL :

- SENSITIVE BUT UNCLASSIF!ED
: .SENSITNE BUT UNCLASSIFIED - ' !
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

- SENSITIVE BUT UNCLASSIFIED




OTD) (CON

* From: (OGC).(EBI)——
Sent: - 007 4:21 PM
To: (OGC) (FBI)"

Subject: FW: Heip with two riew FOIA requests:
SENSITIVE BUT UNCLASSIFIED ‘
NON-RECORD : , _
DNUN-RELURD . o . b6

. b7C
fyi b2

Science and Technology Law Unit
Office of the General Counsel
Fed restigation
Ph
Cell
Ph (Secure) § ]
F ax| ]

Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

[ ﬁs down at Quantico handle their issues, which includes CIPAV. 1 will check
W o see If any of the units heth_e andle anytmng simiar. ,
. . . bé
LREEM!H‘!‘GEH’EHJ b P2
Counsel : . b2
Science and Technology Law Unit ' .
Office of the General Counsel

Wi
bl , |
PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE QUTSIDE THE FBI WITHOUT PRIOR OGC
APPROVAL - ' : SRR

b6
b7C

Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

'ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 04-03-2009 BY 60322UC/LP/STP/gig



SESRET

{(OTD) (CON) -

From: S| (OGC) (EBI)_
Sent: N )
To: . : . .
Cc: b6
Subject: RE: CIPAV, |- Fvi )g;c

' b7E
SENSITIVE BUT UNC IED

NON-RECORD

Can't hurt to.ask. In my experience, the biggest problem around here is communication, especially about policy. 75% of
the time there is.guidance but no one knows where to find it. The other 25% of the time it is just missing.

-----0riginal Message----

From: OGC) (FBI) R

Sent: : bE
To: ) . ;

Ce . : :b7c

Subject: RE: CIPAV] FYI i%E
SENSITIVE BUT UNCEASSIFIED
NON-RECORD

| will talk with some of the folks out here. | think, as | mentioned, that they will be unwilling to put out anything that
speaks of capabilities. I'm also not sure they perceive a need for something like this, but we will see what they say. 1,5

ITssTleﬁTGWWE'unsel ‘
Sciencr.annlenhmlm:{ Law Unit
Phone
Cell phond |

‘Secure phond _ ]
 Fax |

~v-e-Original Messagp-----

From: I lOGC) (FBI) : ' *
Sent: uesda' U 2007 10:29 AM ) )

To: 0GC) (FBL b2

Subject: RE: CIPAV, - FYI b7E

SENSITIVE BUT UNCLASSIEIED
NON-RECORD |

b2

b6

b7C
" bTE

DATE: 04-01-200%

CLASSIFIED BY 60322UC/LP/STP/gig
REASON: 1.4 (€) :
DECLASSIFY ON: 04-01-2034

-----Original Message-----

1 ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED EXCEPT
M " VHERE SHOWN OTHERWISE




Subject: - RE: CIPAV{ J-Fv1

SENSITIVE BUT UNCEASSIFIED
NON-RECORD .

I'm not sure how that would work. Afé you talking about a checklist/worksheet that the field office fills out in

terms of what they want to accomplish? .

Assistant General Counsel
Sciencf.ammnmmfy Law Unit
Phone;

Cell phone] ]

Secure phone] ]
Faxi |

-----Original Message-----

{0GC) (FBI)

From:

Sent 007 10:11 AM

To:- 0OGC) (FBI)
Subject: [ FYI

SENSITIVE BUT
NON-RECORD

Would a checklist/worksheet designed by OTD help both sides?? -

-----Original Message-----

From: {OGC) {FBI)

Sent: _Iuasday_AugusLQZfOO? 9:45 AM

To: (OGC) (FBI)

Cc KOGC) {FBIY

Subject: . RE: CIPAV{ ]FYI

SENSITIVE BUT unt%g' %D
NON-RECORD

b2
be
b7C
b7E

b6
b7¢C

Assistant General Counsel

Scienc Technol | aw Unit

Phone:

Cell ph

Sec

Fax

. ---——-Original Mess

From: OGC) (FBI)
Sent: 2007 9:37 AM
To: (OGC) (FBI) -

BESRET_ ) (Fe)

2

b2
bé
b7C
L7E




b2

Subject: RE: CIPAV] e ‘ . b7E
SENSITIVE BUT IED
NON-RECORD )

| agree that seal/r is a big portion. | also think that some offices may not know/understand
its availability/use. and t ran into some issues with NY recently because of some
miscommunications about what the IPAVs specifically do and what should be in the

affidavits/warrants. Some guidance would go a long way toward eliminating these "pissing b6
matches" too. : b7C
What do you think?

© -----Original Message-----
From: (OGC) (FBI)
Sent: uesday, Au 2007 9:23 AM
To: OGC) (FBI)
Ce: l JTCGC) (FBL)
Subject: : FYI

SENSITIVE BUT UNC! {ED
NON-RECORD '

b2

| [ : b6
sSsistant General counsel b7C
Scienv]a.an.dlachm]m:ly Law Unit bTE
Phone : T . ‘

Cell phone] i
Sec nel |
Fax :
-----Qriginal Message---—
et — Y

Sent: 7,.2007 9.05 AM

To: - GC) (FBI)

Ce: : (OGC) (FBI)
Subject: : + FYl

. {
SENSITIVE BUT UNC IED
NON-RECORD_

: ‘ : ' b6 -
As CIPAVs are your baliwick now, 1 am passing this to you for discussions witr:| :
Thanks

SeeRf_




SESRET.

Acting Unit Chief
Science and Technology Law Unit
Office of the General Counsel

Fe yestigation
Ph
Cel

Ph (Secure) | _ [
Fax| ' [

----- Qriginal Message----
From: 0GC) (FBI)

Sent: 07, 2007 8:36 AM

To: ] fggg (EBD) .
Subject: RE: ‘ T 2
SENSITIVE BUT UNCLASSIFIED ) 6
NON-RECORD | b7C

b7E -

Has OTD thought about issuing an EC/policy governing the use of IPAVs? This would
probably be helpful for the field (to raise awareness and eliminate any
miscommunications). | am trying to get Cyber to issue similar stuff.

-----Original Message-—---

From: (0GC) (FBI)
Sent: 4. 2007 9:35 AM
To: b 1
Subject: FW: CIPAV] Frr . ‘ ‘g%
- SENSITIVE BUT UNCLAMED b7C

NON-RECORD | b7E

§

~Assistant General Counsel
Science and Technology Law Unit
Office of the General Counsel

‘Fe vestigation
" Ph
Cel

Ph (Secure) | |
Fax
-----6riginél Mes: —
From: M(oco {FBI)
Sent: T —2007 11:38 AM
To: b6 H
e . b7C .

}qu Su;:ject: : ) | LAl



SENSITIVE BUT U SIFIED
. NON-RECORD

| assume you folks know of this—but just in case.

—---Original Message-———
From: i ] coce) (reny

Sent: _Wednesdav_Julv 18, 2007 12:18 PM b6

To: ‘ b7C
b2

Subject: cIpav] | 2 bTE

SENSITIVE BUT UNCLASSIEIET
NON-RECORD

FBi's,Secret Spywaré Tracks Down
‘Teen Who Made Bomb Threats

Wired.com ' '
2:00 AM

‘By Kevin Poulsen

July 18, 2007

SEATTLE, WA -- FBI agents trying to track the
source of e-mailed bomb threats against a :
Washington high school last month sent the
suspect a secret surveillance program designed
to surreptitiously monitor him and report back

~ to a government server, according to an FBI
affidavit obtained by Wired News.

The court filing offers the first pﬁblic glimpse into the
bureau's long-suspected spyware capability, in which the FBI
adopts techniques more common to online criminals. The
software was sent to the owner of an anonymous MySpace
profile linked to bomb threats against Timberline High School
- near Seattle. The code led the FBI to 15-year-old Josh
Glazebrook, a student at the school, who on Monday pleaded
guilty to making bomb threats, identity theft and felony '
harassment. In an affidavit seeking a search warrant to use the
software, filed last month in U.S. District Court in the Western
District of Washington, FBI agent Norman Sanders describes -

/S'EQ(the software as a ""computer and internet protocol address
.



verifier," or CIPAYV.
FBI Spyware In A Nutshell

The full capabilities of the FBI's ""computer and internet
protocol address verifier" are closely guarded secrets, but
here's some of the data the malware collects from a computer
immediately after infiltrating it, according to a bureau
affidavit acquired by Wired News.

* IP address
« MAC address of ethernet cards
* A list of open TCP and UDP ports

* A list-of running programs * The operating system type,
version and serial number

¢ The default internet browser and version

* The registered user of the operating system, and registered |
~ “company name, if any

* The current logged-in user name
* The last visited URL

Once that data is gathered, the CIPAV begins secretly
monitoring the computer's internet use, logging every IP
address to which the machine connects. All that information is
sent over the internet to an FBI computer in Virginia, likely
located at the FBI's technical laboratory in Quantico. Sanders
wrote that the spyware program gathers a wide range of
information, including the computer's IP address; MAC
address; open ports; a list of running programs; the operating
_system type, version and serial number; preferred internet
browser and version; the computer's registered owner and
registered company name; the current logged-in user name
and the last-visited URL. The CIPAYV then settles into a silent
""pen register' mode, in which it lurks on the target computer
and monitors its internet use, logging the IP address of every
computer to which the machine connects for up to 60 days.

Under a ruling this month by the 9th U.S. Circuit Court of
Appeals, such surveillance -- which does not capture the
: content of the communications -- can be conducted without a
/SE@REL wiretap warrant, because internet users have no “'reasonable

6



expectation of privacy" in the data when using the internet.

According to the affidavit, the CIPAYV sends all the data it

collects to a central FBI server located somewhere in eastern

. Virginia. The server's precise location wasn't specified, but
previous FBI internet surveillance technology -- notably its
Carnivore packet-sniffing hardware -- was developed and run
out of the bureau's technology laboratory at the FBI Academy
in Quantico, Virginia.

The FBI's national office referred an inquiry about the CIPAV
to a spokeswoman for the FBI Laboratory in Quantico, who
declined to comment on the technology. The FBI has been
known to use PC-spying technology since at least 1999, when a
court ruled the bureau could break into reputed mobster
Nicodemo Scarfo's office to plant a covert keystroke logger on
his computer. But it wasn't until 2001 that the FBI's plans to

- use hacker-style computer-intrusion techniques emerged in a
report by MSNBC.com. The report described an FBI program
called "Magic Lantern" that uses deceptive e-mail
attachments and operating-system vulnerabilities to infiltrate
a target system. The FBI later confirmed the program, and
called it a "workbench project” that had not been deployed.

No cases have been publicly linked to such a capability until

. now, says David Sobel, a Washington, D.C., attorney with the
Electronic Frontier Foundation. "It might just be that the
defense lawyers are not sufficiently sophisticated to have their
‘ears perk up when this methodology is revealed in a
prosecution,” says Sobel. "I think it's safe to say the use of
such a technique raises novel and unresolved legal issues.”" The
June affidavit doesn't reveal whether the CIPAYV can be
configured to monitor keystrokes, or to allow the FBI real-time
access to the computer's hard drive, like typical Trojan
malware used by computer criminals. It notes that the
"commands, processes, capabilities and ... configuration" of

. the CIPAYV is "classified as a law enforcement sensitive
investigative technique, the disclosure of which would likely
jeopardize other ongoing mvestlgatlons and/or future use of
the technique."

The document is also silent as to how the spyware infiltrates
the target's computer. In the Washington case, the FBI
delivered the program through MySpace's messaging system,
which allows HTML and embedded images. The FBI might
Sjsgﬂ" have simply tricked the suspect into downloading and opening
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an executable file, says Roger Thompson, CTO of security -
vendor Exploit Prevention Labs. But the bureau could also
have exploited one of the legion of web browser vulnerabilities
discovered by computer-security researchers and cybercrooks -
-- or even used one of its own. "It's quite possible the FBI
knows about vulnerabilities that have not been disclosed to the
rest of the world," says Thompson. "If they had discovered
one, they would not have disclosed it, and that would be a
great way to get stuff on people's computer. Then I guess they
can bug whoever they want,"

The FBI's 2008 budget request hints at the bureau's efforts-in
the hacking arena, including $220,000 sought to "purchase
highly specialized equipment and technical tools used for
covert (and) overt search and seizure forensic operations....
This funding will allow the technology challenges (sic)
including bypass, defeat or compromise of computer
systems," With the FBI in the business of hacking, security
companies are in a tight place. Thompson's LinkScanner
product, for example, scans web pages for security exploits,
and warns the customer if one is found. How would his
company respond if the FBI asked him to turn a blind eye to
CIPAV? He says he's never fielded such a request. "That
would put us in a very difficult position,”" Thompson says. "I
don't know what I'd say." "

The Washington case unfolded May 30, when a handwritten
bomb threat prompted the evacuation of Timberline High-
School in Lacey, Washington. No bomb was found. On June 4,
a second bomb threat was e-mailed to the school from a Gmail
account that had been newly created under the name of an
innocent student. "'I will be blowing up your school Monday,
June 4, 2007," the message read. "There are 4 bombs planted
‘throughout Timberline high school. One in the math hall,
»  library hall, main office and one portable, The bombs will go

off in 5 minute intervals at 9:15 AM." In addition, the message

- promised, '""The e-mail server of your district will be offline ’
starting at 8:45 am."

The author made good on the latter threat, and a denial-of-
service attack smacked the North Thurston Public Schools
computer network, generating a relatively modest 1 million
packets an hour. Responding to the bomb threat, school
administrators ordered an evacuation of the high school, but, .
}ESRQ once again, no explosives were found. That began a bizarre

8
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cat-and-mouse game between law enforcement and school
officials and the ersatz cyberterrorist, who e-mailed a new

~ hoax bomb threat every day for several days, each triggering a

new evacuation. Each threat used the same pseudonym, but
was sent from a different, newly created Gmall account to
compllcate tracing efforts. -

On June 7, the hoaxer started issuing threats through other
online mediums. In his most brazen move, he set up a MySpace
profile called Timberlinebombinfo and sent friend requests to
33 classmates. The whole time he was daring law enforcement
officials to trace him. "The e-mail was sent over a newly made .
Gmail account, from overseas in a foreign country," he wrote
in one message. "'Seeing as you're too stupid to trace the e-mail
back lets (sic) get serious," he taunted in another. "Maybe you
should hire Bill Gates to tell you that it is coming from Italy.
HAHAHA. Oh wait. I already told you that it's coming from
Italy.”" As promised, attempts to trace the hoaxer dead-ended
at a hacked server in Grumello del Monte, Italy.

The FBI's Seattle Division contacted the FBI legal attaché in
Rome, who provided an official request to the Italian national
police for assistance. But on June 12, perhaps fed up with the

- mocking, the FBI applied for and obtained a search warrant

authorizing the bureau to send the CIPAV to the
Timberlinebombinfo MySpace profile. Court documents
reveal the search warrant was "executed" June 13 at 5:49 p.m.

‘Though the CIPAV provided a wealth of information,

Glazebrook's IP address would have been enough to guide the
FBI to the teen's front door. John Sinclair, Glazebrook's

‘attorney, says his client never intended to blow anything up --

"it was a prank from the get-go" -- but admits he hacked into
computers in Italy to launder his activities, and that he
launched the demal-of-servnce attack against the school
district's network.

Glazebrook was se_ntenced Monday to 90 days in custody, and
given credit for 32 days he's spent behind bars since his arrest.

- When he's released he'll be on two years' probation with

internet and computer restrictions, and he's been expelled
from high school. The teen is being held at the Thurston
County Juvenile Detention Center, where he will serve out his
sentence, says Sinclair. Sinclair says he was told that the FBI -
had tracked down his client in response to a request from local
police -- but that he didn't know exactly how the bureau did it.
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"The prosecutor made it clear that they wouldn't indicate how
this device works or how they do it,” says Sinclair. "For
obvious reasons." Larry Carr, a spokesman with the FBI's
Seattle field office, couldn't confirm that the CIPAYV is the
same software previously known as Magic Lantern, but
emphasized that the bureau's technological capabilities have
grown since the 2001 report. The case shows that FBI
scientists are equipped to handle internet threats, says Carr.
"It sends a message that, if you're going to try and do stuff like
this online, that we have the ability to track individuals'
movements online and bring the case to resolution."

Assistant General Counsel : , ' _3;3 -
Owiberﬁes Unit ) b 5
Ph ] ’

Fa . ) . :

THE FOREGOING MAY BE A PRIVILEGED

FBI OGC COMMUNICATION AND SHOULD NOT BE
" DISSEMINATED WITHOUT OGC APPROVAL

SENSITIVE BUT UNGLASSIFIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED .

SENSNCLASSIFIED
SENSITI ! T UNCLASSIFIED

VE B
\/
SENSITIVEB A NCLASSIFIED

SENSITIVE BQéS'IFIED"
SENSITIVE BﬁT ED
SENSITIVE BUT YINCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
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Message BES‘RE[ , . Page 1 of 17

{ A ](0TD) (CON)

From: = DICLEMENTE, ANTHONY P. (OTD) (FBI)

T T —
Sent: |\ Thursday, August 02, 2007 6:30PM™ )
To: (oL X (<= ) I—

Subject: RE: Ping question

SECRET . ' - b6

RECORD 315N , : a2
Thanky

Anthony P. DiClemente
Chief, Data Acquisition and Intercept Section
Operational Technology Division

-=---Qriginal Message----- i
memoeq (FBI)
Sent: Thursday, August 02, 2007 5:17 PM

To: DICLEMENTE, ANTHONY P. (OTD) (FBI)
- Subject: RE: Ping question

SECRET

REC 31

Tony, , ' . b2

A ' b6
She will be. We need her experience; her ideas; and her expertise. ' b7C

‘ ;ctlng ;mt ;;ef

Science and Technology Law Unit
O_fﬂce of the General Counsel
Federal Bureau of Investigation

Ph .
Cell

Ph | . A
Faxi | ' DATE: 03-31-2009 .

CLASSIFIED BY 60322UC/LP{'STP!qjg
. REASON: 1.4 (C)
..... oﬁgina; Message..,.- DECLASSIFY (ON: ©3-31-2034

men‘rs, ANTHONY P. (OTD) (F8I)

ALL INFORMATION CONTAINED
: HEREIN IS UNCLASSIFIED EXCEPT
9/6/2007 WHERE SHOWN OTHERWISE




Message -

9/6/2007

SESRET

Sent: Thursday, August 02, 2007 4:56 PM

Page 2 of 17

Tol

Silbject: RE: Ping question

SECRET
RECORD 315N

Given your knowledge with this specific issue, | would like to have you involved.

Anthony P. DiClemente
Chief, Data Acquisition and Intercept Section
Operational Technology Division

-----Qriginal Message--—- ‘
From (OGC) (FBI)

bé
b7cC
b2

Sent: Thursday, August 02, 2007 4:49 PM
To.

Subject: RE: Ping question

SECRET
RECORD 315N

1]

b6
b7C

I'd be happy to stay involved in the efforts, particulér!y since I've worked with this issue
and because any developments will no doubt impact the technical descriptions---which as

you know I've also worked.

[ ]

Subject: RE: Ping question.

. SECRET
RECORD 315N

b2
bé
b7C
b7E




. Message

9/6/2007

SEEREL

L]

Acting Unit Chief

Science and Technology Law Unit
Office of the General Counsel
Federal Bureau of Investlgatlon

Celi .
Ph (
Fax

----Original Message--—--
From (OGC) (FBI)

Page 30f 17

b2
bé
b7C

Sent: Thursday, August 02, 2007 3:10 PM
Tol

* “Subject: RE: Ping question

SECRET
RECORD 315N

b2

b6
b7C
b7E




! Message

9/6/2007

SESRET

SESRET_

Page 4.of 17

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE
OUTSIDE THE FBI WITHOUT PRIOR OGC APPROVAL

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL
COUNSEL

- - '
From?mm%om) (FBI)

Sent: Thursday, August 02, 2007 12:21 PM

Subject: RE: Ping question

SECRET .
RECORD 315N

Thank /
mt asked SS fo describe his ideas for a
collection methods that might satisty OGC/OIPR for your consideration.

Unit Chief
Special Projects Technology Unit
_Operational Technology Division

-----Original Message-—--
From (OC) (FBI)
H 2, 2007 12:06 PM
To OTD) (FBI)
Su TRE: PI tion
SECRET
RECORD 315N

Hi lyou read my mind, in that this was something | thought was
important but didn't have time to complete before | left, so | was planning
_on sending it to you. Things have been very busy since | got here, so 'm

Assistant General Counsel gé
Science & Technology Law Unit . bIC
Engineering Research Facility bTE
Bldg. 27958A Room A-2078B )
Quanti 5
Telk

_Fa
Cel

b6
b7C

b6
b7C



Message

9/6/2007

SESRET.

3EsRET

Page 6 of 17

..... Oriai T

. Fromi lioto) (FBL)

Se?t:_'[hum.Aumtst 02, 2007 7:40 AM
To 0C) (FBI)

Subject: FW: Ping question

- SECRET

RECORD 315N

----- Original Message-—---

From: DICLEMENTE, ANTHONY P. (OTD) (FBI)
Sent: Thursday, August 02, 2007 8:11 AM

To (OTD) (FBD)] fotD)
(FBI) —

Subject: FW: Ping question

SECRET
RECORD 315N

48

bl
b2
b6
bicC
b7E

b2
b6
b7C
b7E

bl
b2
b6
b7C
b7E

-15)




Message EES'REE . ‘ ~ | ‘ Page 7 of 17

s

bl
b2 .
b6

: b7C
Anthony P, DiClemente b7E
Chief, Data Acquisition and intercept Section

Also, pis document these discussions in email.

-----Origina) Message--—- ‘
ﬁomﬁm—!__A;sJ(oeq (FBI)
Sent: Thursday, August 02, 2007 7:52 AM

To: DICLEMENTE, ANTHONY P. (OTD) (FBI); | |
(OTD) (FBI) '

* Cef |
Subject: RE: Ping question .

SECRET

RECORD 315N b2

‘ b6
b7C
b7E

----- Original M&csage--—--

From: MOTTA, THOMAS GREGORY (OTD) (FBI) :

Sent: Wednesday, August 01, 2007 5:48 PM . b6
To: DICLEMENTE, ANTHONY P. (OTD) (FBI); | | ‘b7C
(OTD) (FBI)

Ccy |
KOGC) (FBI)

: L
: Sub ect: FW: Ping question
M | R ] g q

9/6/2007



Message

9/6/2007

_SEeREL

Page 8 of 17

SECRET
RECORD 315N

Recorhmend you monitor discussions with OIPR and
CCIPS closely on this and dacument, document,
document. '

Thos. Gregory Motta

Section Chief, Digital Evidence Section (DES)
Operationat Technology Division (OTD)
Engineering Research Facility

Bldg 27958A, Room A-207 ‘ 3}:3
Quantico, VA 22135 D¢
Tel,

Tel

Fa)q

-----Original Message----- ‘

From KOGC) (FBI)

Sent: Wednesday, August 01, 2007 6:43 PM :

Tof |

: Ping question

SECRET :
RECORD 315N

8]

- bl
b2
b6
bIC
b7E

Assistant General Gounse|

National Security Law Branch
Counsel FBI
oice
ager
ecure Fax
ax



. Message m ' Page 9 of 17

-----Original Message-----
From (OGC) (FBI)

Sent: Thursday, July 12, 2007 11:06 AM
To:

Subject: RE: Ping question -

SECRET - b1

RECORD 315N b2

A . 4 b6
Thanks everyone. We will see if this issue can 5§3§
finally be worked out. More to follow.
=====OTT o - (5)
From (OGC) (FBI)
Sent: Thursday, July 12, 2007 10:44 AM
To: MOTTA, THOMAS GREGORY (OTD) (FBI);
Subject: RE: Ping question

. b2

SECRET o8
RECORD 315N ore

SESRET

9/6/2007



Message M ~ . - Page 100f17

PRIVILEGED DELIBERATIVE DOCUMENT - NOT
FOR DISCLOSURE OUTSIDE THE FBI WITHOUT ,»
PRIOR OGC APPROVAL b6

b7C

| | N
ssistant General Counsel o

Science & Technology Law Unit
Engineering Research Facility
Bldg. 27958A Room A-207B

. 221

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE
. . OF THE GENERAL COUNSEL

----- Qriginal Message-----
From: MOTTA, THOMAS GREGORY (OTD)
(FBI)

Se?x:_thumhmm_mumglm
To

{FBI} ,
Subject: RE: Ping guestion ‘ :Eé
b7C
SECRET ;
RECORD 315N PR

5/6/2007



Message

9/6/2007

 SESRET

_BRoREL_

Page 11 of 17

b2
b6
b7C
T b7E
Thos. Gregory Motta
Section Chief, Digital Evidence
Section (DES)
Operational Technology Division
{OTD)
Engineering Research Facility
Bldg 27958A, Room A-207
Quanti
Te
Te
Fa
----- OriajnaLMessaae-_-.-_-_I
From: {CGC)
(FBI).
Sent: Wednesday, July 11, 2007 6:44
PM ' b6
_To: MOTTA THOMAS GRFGORY b7C

Subject: RE: Ping question

SECRET :
RECORD 315N

All,



Message

9/6/2007

SESRET

Page 12 of 17

b2
b6
b7C
b7E
—=——-Orgmar Message-—-- ;
From: MOTTA, THOMAS GREGORY
(OGC) (FBI) .
Sent: Friday, September 30, 2005
7:02.PM )
Tn-l I
Subject: RE: Ping question
SECRET :
RECORD 315N _ : b6
” b7c
We know[____Jwell
please call onday. If
m available, | would like to sit in.on
the call.

Thanks{______|

PRIVILEGED DELIBERATIVE

.DOCUMENT - NOT FOR

DISCLOSURE OUTSIDE THE FBI
WITHOUT PRIOR OGC APPROVAL



Message

9/6/2007

et

Page 130f 17

Thos. Gregory Motta

Associate General Counsel -

Unit Chief

Science & Technology Law

Unit ’ '

Engineering Research Facility

Bldg 27958A, Room A-207

Quantico, VA 22135 ‘

Tel -

Fai | b6
: b7C

b2

--—---QOrigina| M e
From

' (OGC) (FBI)
Sent: Friday, September 30,
2005 4:31 PM

SECRET
RECORD 315N

FYI - -

t do you know

-----Original Message-----

From: koac)

(OGA)

Sent: Friday, September 30,

2005 4:17 PM

To: koee)

(FBI) ‘

Cef |

(OGT) {OGA} ‘ ﬁé

Subject: Ping question- © BIC
‘ ) . b7E

'SECRET
-RECORD 315N

Thanks for your call. 've

reconstructed my notes and e-
mails about this from last year.
The original proposed footnote

for the technigue description




Message | ' _ ' . ‘ Page 'l~4_of 17

b2
b6
b7cC
bTE

' SECRET |

- 9/6/2007




Message

9/6/2007

 Page 15 of 17

DERIVED FROM: G-3 B
Classification Guide G-
dated 1/97, Foreign
Counterintelligence
Investigations
DECLASSIFICATION
EXEMPTION 1

SECRET

DERIVED FROM: G-3 FBI
oreign Counterintefligence

il

‘ e
DECLA ON/EXEMPTION 1
SECRE

DERIVED -3 FBI
Classifica lon Guide G-3, da ed 1/9
Foreign Counterintelligence
Investiga u

DE X INEXEMP ON 1

SECRET

.DERIVED FROM: C!l fication

Gu _G- ae 197 \Fa

Sounte enée Investigation
DECLAS ATION EXE ON
SECRET

DERIVED FROM: G-

AL OV OG'

3, dated 1/97, Foreig m gence

e _
DECLASSIFICATION EXEMPTION

Investi

SECRET

DERIVED FRO 6-3 FBI CIassnflca §

n Guide G-



Message : , g ‘ Page 16 of 17

dated 1/97, Foreign Counterintelligence investigations
DECLASSIFICATION EXEMPTION 1 -

- SECRET

DERIVED FROM: G-3 FBI Classificatic ide G-3, .
jated 1/9 oreign Countérintelligence Investl ations

3 CLASSIF!CATION EXEMPTION 1

DERIVED G-3 FBI Cldssification Guide G-3, dated 1/97
" Forelgn Co mm n estigation
DECLASSIFICATION EXEM|

SECRET

DERIVED FRO . - sif‘c tion Guide G-3, dated 1/97
Foreign Counterlntelligence Investigations
DECLASSIFICATION EXEMPTIQ

SECRET

DERIVED FROM:. tA Bl Classification Guide dated 1/97

Foreign Counterintelligence Investigations
DECLASSIFICATJON EXEMPTION 1 '
: SECRE_T

DERIVED FROM: G4 fication Guide G-3, dated
Foreign Counterintalligence Investigations
DECLASSIFICATIGN EXEMPTION\

SECRET :

DERIVED FROM: G-3 FBI Classificatidn Guide G-3, dated 1197
Foreign Counferintelligence Investigations
DECLASSIFIGATION EXEMPTION

SECRET

DERIVED FROM! G-3 FBI Classification Guide G-3, dated 1/97, Foreign
Counterintelliggnce Investigations

DECLASSIFICATION EXEMPTION 1

"SECRET

9/6/2007



. Message . © Page 170f17

-

DERIVED FROM: G-3 FBI Classification_Guide G-3, dated 1/97, Foreign
‘_ l3 I'It ‘Ll 'l Peli{d 'l N
DEGLA ATION EXEMPTION 1

SECRET

DERIVED FROM:\G-3 FBI Classific fi dn Guide G-3, dated 1/97, Foreign
Counterintelligence Investigations :
DECLASSIFICATIO EMPTION

SECRET

DERIVED FROM: G-3 FBI Classifigation Guide G-3, dated 1/97, Foreign Counterintelligence

Investigations : .
DECLA ICATION EXEMPTICQ
SECRET :

DERIVED FROM: G-3 orejgn Counte alligence

Investigations

] . A TION

SECRET

pign_Counterintelligence Investigations

DERIVED FROM; G-3 FB! ica
DECLASSIFICATION EXEMPTION 1

SECRET

9/6/2007




Message ' SESRH . - . Page I of 14

(0TD).(CON)

From: (OGC) (FBI)

Sent: V_meuugm_loz_. 2007 5:16 PM J
To: (0GC) (FBIY

Subject: RE: Ping question

‘SECRET

RECORD 315N

_ ‘ b2
Absolutely. We need your ideas and your expertise. : ﬁgc

Acting ;nit Chief

Science and Technology Law Unit
Office of the General Counsel
Federal Bureau of Investigation
Ph '
Cel
Ph (Secure) ] |
Fax | |

-----Qriginal Message----- o ‘ o

Frorr{ 1(OGC) (FBI) ‘ v

Sent: Thursday, August 02, 2007 4:49 PM - 1
To _

; ubject: RE: Ping question

SECRET ,
'RECORD 315N
. b6
b7C

‘I'd be happy to stay involved in the efforts, particularly since I've worked with this issue and because any
" developments will no doubt impact the technical descriptions---which as you know I've also worked.

02,2007 3:41 PM

je > Ping question
SEC .
DATE: 04-03-2009 ALL INFORMATION CONTAINED
oo CLASSIFIED BY 60322UC/LP/STP/gjy HEREIN IS UNCLASSIFIED EXCEPT
9/6/2007 REASON: 1.4 (C) ‘ WHERE SHOVN OTHERWISE

DECLASSIFY ON: 04-03-2034



Message M B | . .pgge lofil -~

(OTD) (CON)
From: (OGC) (FBI)
Sent: {Thursday, August 02, 2007 4:35 PM
To: (OGC) (FBI) '

Subject: FW: Ping question

SECRET -
RECORD 315N

b5
b6
b7C
b2

_AEWUEFCWL

Science and Technology Law Unit
Office of the General Counsel |

Fe { of Investigation
Ph
Ce '

Ph (Secure)} |

Fax | |

wenriOF —
‘ Fromi (OTD) (FBI)

Sent‘ Thursday, August 02 2007 1:21 PM

“Subject: RE: Ping question

SECRET ‘ ’ : . A b6
RECORD 315N ’ : bicC

Thankslj
: i asked SSDO descrube his ideas for a collectton methods that might satisfy OGC/OIPR

for your consuderatnon
DATE: 04-03-2009

. CLASSIFIED BY 6£0322ZUC/LP/3TR/gig
REASON: 1.4 (C)
DECLASSIFY ON: 04-03-2034

Unit Chief : ) |
ALL INFORMATION CUNTAINED

HEPEIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

- 9/6/2007



Message M : ‘ Page 1 of 11

(OTD) (CON).

From: (OGC) (FB!)

Sent: [Thursday, August 02, 2007 4:30 PM] -
To: | loTD) (FBI)
Subjeci: RE: Ping question

SECRET
RECORD 315N
; b2
Thank ' asld_ 0 set up a meeting with NSLB:ko that we can discuss this b6
matter. The ideas provided by, below, are new to me and probably to most of us. So we need to work with = ©7C
them and convince ourselves that they will work as predicted before we attempt to convince OIPR and the FISC.
We may need technical support during our meeting.
Acting Unit Chief
Science and Technology Law Unit
Office of the General Counsel
Fe J estigation
Ph
Cel
Ph (Secure) | |
Fax| |
(OTD) (FBI)
_ ), 2007 1:21 PM.
: |
I'S'WI_RE'P—_‘ﬁu Ject: RE: Ping question
SECRET ‘
RECORD 315N
b6

Tha_nk ’ .- ; b7C

| asked SSW& describe his ideas for a collection methods that might satisfy
OGC/OIPR for your consid T .

Unit Chiet

Special Projects Technology Unit DATE: 04-03-2009
Operational Technology Division CLASSIFIED BY 60322UC/LP/STP/gig
[ REASON: 1.4 (C)
DECLASSIFY ON: 04-03-2034

—-:--Origin T ‘ .
: ' ALL INFORMATION CONTAINED
‘ . HEREIN IS UNCLASSIFIED EXCEPT

9/6/2007 WHERE SHOWN OTHERWISE




Megssage M ‘ : : . Pagelof7

OTD) (coN)

From: _DICLEMENTE, ANTHONY P. (OTD) (FBI)

‘Sent: _Thursday, August 02, 2007 7:48 AM

To: _MOTTA THOMAS GREGORY (OTO (FBN[ ]

Ce: | |
Subject: RE: Ping question

SECRET

RECORD 315N e

b7C

Absolutely! b2

A}\thony P. DiClemente
Chief, Data Acquisition and Intercept Section

From: MOTTA, THOMAS GREGORY (OTD) (FBI)
Sent: Wednesday, August 01, 2007 6:48 PM
To; DICLEMENTE, ANTHONY P, (OTD) (FBIN:| I |
Cc

~ Subject: FW: Ping question ‘

SECRET
RECORD 315N

Recommend you monitor discussions with OIPR and CCIPS c!osely on this and document, document, Y
document. ‘ : : , b7C
b2

Thos. Gregory Motta

Section Chief, Digital Evidence Section (DES)
Operational Technology Division (OTD)
Engineering Research Facility

Bldg 27958A, Room A-207

Quantico, VA 22135

Tel .
Tel DATE: 04-03-2009
Fa » © CLASSIFIED BY 60322UC/LP/STP/uig

REASON:- 1.4 {C)
DECLASSIFY 0N: 04-03-2034

ALL INFCRMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

9/6/2007



N foTD) (CON)
From: | | ©ose) (Bl
rom A (‘ )M( )

Sent: )
To: (OTD)(FBI)
Ce:
- Subject: . V. Urgent FOIA Request - Deadline - Friday, August 3, 2007
Importance: High

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

—1 |

| want to clear up any misconceptions you have abou and my role here. We are here to provide you with legal bé
advice concerning Science and Technology matters. Also, s my backup for CEAU and my other units, just as | am b7C
his backup for his units in his absence. Itis improper for you'to send general "taskers" to either one of us, and particularly -

tc‘ ]fl am here.

Assistant General Counsel

Science and Technolo?y Law Unit
Phone

Cell phone] |

Secur

Fa
-—-—Qriginal Message—----
e we— N
Sent: ] R
To: |
Subject: FW: Urgent FOIA Request - Deadline - Friday, August 3, 2007

Importanee: High
SENSITIVE BUT UNCLASSIFIED

NON-RECORD b6
bi7cC

Good Afternoon,

Per a request from CEAU U( Jhe wanted you both to review the Urgent FOIA request below. If you

have any questions, please contact me at the beiow numbers.

—

--—-Qriginal Messa ‘
From: (OTD) (CON)
Sent; ursday, July 26, 2007 2:06 PM

To:

b6
b7C

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 04-03-2009 BY 60322UC/LB/STP/gig



cc: L JorD) (CoN)
Subject: Urgent FOIA Request - Deadline - Friday, August 3, 2007
Importance: High

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Good Afternoon,

Per Ud please provide hard copies of ALL documentation, to mclude e-mails, concerning CIPAV Technology.

All information 1s fo be turned in by COB Friday, August 3rd, 2007. Additionally, it is requested tha‘mu_pjgﬁgpm_aj;l b6

documents in chronological order. If | am not in the office that day, please take your documents to g;c

Thanks,

anagement Assistant
Operational Technology Division (OTD)
ic.and Electronic Analysis Unit (CEAU) . s
(Chantilty) )
(Quantico) '
(Cell)

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

v

SENSITIVE BUT UNCLASSIFIED



(OTD) (CON)

From: | E,O.G.C) .(iEB;E)
Sent: AEr : ;

To:
Cc:
Subject: RE: Urgent FOIA Request - Deadline - Friday, August 3, 2007

SENSITIVE BUT UNCLASSIFIED

NON-RECORD ' . o b2
‘ : : ‘ b6
. b7cC

There is nothing to review in your e-mail to the unit concerning the Urgent FOIA request. In fact, if there was a copy of the
FOIA attached, there would. be nothing for us to review. When a FOIA request goes out from HQ, the persons receiving
the request must gather all responsive documents, note any concerns they have about the release of those documents,
and send it to the person that sent the request. The FBI has a FOIA unit that, in conjunction with the FOIA Litigation Unit
of OGC, reviews what is submitted to them to determine what will must be released and what we will claim an exception
for.. . :

Fssu'sl—T'G_‘_TClan eneral counsel

Science and Technology Law Unit
Phone
Cell phone] |
Secure phone

Fax|

-~---Qriginal Message-----

From: i I(OTD) (CON)

Sent: Friday, July 27, 2007 4:45 PM

To:

Subject: : Urgen equest - Deadling - Friday, August 3,
Importance: High : .

SENSITIVE BUT UNCLASSIFIED

NON-RECORD . . | | :

. b6
Good Aftémoon, bic
Pera reduest from CEAU UC| | he wanted you both to review the Urgeht FOIA request below. If

you have any questions, please contact me at the below numbers.

—
-~--0riginal Message-----
From: | ‘

Sent: ~Lhursday. uly 26 2007 2:06 BM

To:
Cc:

Subject:  Urgent FOIA Request - Deadline - Friday, August 3, 2007
. | .
ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 04-03-2009 BY 60322UC/LP/STP/giy



OTD) (CON)

R
From: (OGC) (FBI)
Sent: 936 AM)
To: (OGE)FBI) :
Subject: , RE: CIPAV/Magic Lantern news blurb - FYI
SENSITIVE BUT UNCLASSIFIED

NON-RECORD

it definitely was not a hit here at CEAU. My understanding is that the Field Office is investigating the leak.

Assistant General Counsel

Science and Technology Law Unit
Office of the General Counsel

Fed Investigation
Ph ~[ |

- Celt .
Ph (Secure
Fax

---—Original Message-----

From: 1 J(OGC) (FBI)
Sent: Monday, July 23, 2007 12:14 PM
To:

Cc:
Subject: - RE: CIPAV/Magic Lantern news blurb - FYI

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Apparently, this was a big hit on wired.com.

-----QOriginal Message—--
From: [ }0GC) (Fe)

Sent: 23,2007 123:11 PM

To:

Ce:

Subject: FW: ‘Magic Lanternt news blurt - FY1

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Just FYL

—---0riginal Message---—
From: Lo 066) (FaD)

Sent: _Monday, July 23, 2007 11:38 AM

b2
b6
bic

b6
"b7C

b6
b7C

To:
Cc:

Subject: FW: CIPAV/Magic Lantern news blurb - FYI

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

ALL INFORMATION CONTAINED 1
HEREIN IS UNCLASSIFIED
DATE 04-07-200% BY 60322UC/LP/STR/gig



(OTD} (CON)

From:
Sent:
To:

Cce:

Subject: . RE: CIPAV/Magic Lantern news blurb - FYI

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

b2
b6
b7cC

;ssw;n; ;eneral Counsel

Science and Technology Law Unit
Office of the General Counsel

Fe Investigation
Ph l i

Cel

Ph( )] |
Fax

----Qriginal Message----- ‘
e O s
107 11:38 AM

Sent:

To:
Cc:

Subject: FW: CIPAV/Magic Lantern news oiurb - FYI

SENSITIVE BUT UNCLASSIFIED
NON-RECORD -

I assume you folks know of this--but just in case.

b6
b7C

-----Qriginal ‘
From: {OGC) (FBI)
Sent: 007 12:18 PM
“To:
Subject: CIPAV/Magic Lantern news biurb - FYI
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

FBI's Secret Spyware Tracks Down Teen Who

Made Bomb Threats

Wired.com

2:00 AM

ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED

DATE 04-07-2009 BY 60322UC/LB/STP/uig



Message | ' ' . ' Page 1 of 8

(OTD) (CON)

From: (OGC) (FBI)

Sent: ; Monday, .!uJy 23,2007'9:53 AM~

To: DICLEMENTE ANTHONY P.{OTD) (FBI) ‘ : ~ ‘
. b6 *

Cc: | | b7C

Subject: FW: Ping question

SEGRET__

RECORD 315N

Tony,

here's a status update. ‘

----- Original Message---—=— .
From:l (OGC) (FBI)
Sent: Monday, July 23, 2007 8:33 AM
To! |(OGC) (FBI)
Subject: RE: Ping question

SEGRET
RECORD 315N

- b6
b7C

|are going to re-submit the December 2005 memo !which you ‘

provided to me) to NSD for action. It will be submitted to DAAG
They want to let the "new management" take a look at it.

Steve

----- Original Message-----
From| |OGC) (FBI)

Sent: Friday, July 20, 2007 11:45 AM

Toi |
Subject: RE: Ping question

'SECREX

-m 5N

: ) b6
SC DiClemente has asked that | track this issue, please advise of status. pic
thanks,

. PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR
.OGC APPROVAL

Assistant General Counsel
Science & Technology Law Unit
Engineering Research Facility
Bldg. 27958A Room A-207B

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
9/6/2007 . DATE 04-06-2009 BY 60322UC/LP/STP/g3g .




Qu
Te
Fa
Ce

Message . ‘ - Page 2 of 8

SCIENCE & TECHNOLOGY LAW UNIT - OFFSCE OF THE GENERAL COUNSEL

. b2 .
—---Original Message-—-- b6
From 1 0OGC) (FBI) . : b7C
Sent: 2007 3:34 PM . » bTE
To OGC) (FBI)
Subject: RE: Ping question
SEBRET_
RECORD 315N
b6 .
b7C
correct, and attached is a pdf copy—
-----Original Message-----
From 1(0GC) (FBI)
Sent: Thursday, July 12,. 2007 11:06 AM )
To:| [ MOTTA, THOMAS GREGORY (OTD) (FBI); | ]

ubject: RE: Ping question

S
RECORD 315N
Thanks everyone. We will see if this issue can finally be worked out. More to’
follow. :
b2
b6
----- Original Message----- ) . b7C
From{ kOGC) (FBI) : DTE

Sent: Thursday, July 12, 2007 10:44 AM
To: MOTTA, THOMAS GREGORY (OTD) (FBI);| |

9/6/2007




(OTD) (CON)

From:

[(OGC). (FBI) o

Sent: . ~Wednesday. July 18, 2007 1 '07

To:
Ce:

——

Subject: FW.OTD

UNCLASSIFIED
NON-RECORD

I

needed from

| Qot your ph e from yesterday afternoon. It is my understanding that you were able to get the review you
ion his blackberry. If that is not the case, let me know.

Assistant General Counsel

Sciencr_amw Law Unit
Phone |

Cell phone} |
Se ]
Fa
----- Original Mssage-----
From: . [ Yom) ey
Sent: Tuesday, July 17, 2007 3:29 PM
To:
Cc: '
Subject: TO10 - -
UNCLASSIFIED
NON-RECORD
FY!.

{ ]
Operational Technotogy Division
Data Acquisition and Intercept Section
Cryptologic and Electronic Analysis Unit
pment Group
(desk)
(cell)
(fax-unclass)

-----Qriginal Mess
From: l I(CyD) (FBI)

Sent: X 2007 3:10 PM
To: : | (OTD) (FBI)

Subject: Fw: OTD

UNCLASSIFIED
NON-RECORD

fyi
-—-Qriginal Message-----

ALL INFORMATION CONTAINED
HEREIN I35 UNCLASSIFIED

DATE 04-03-2009 BY 60322UC/LP/3TR/gig

b2
b6
b7C

bé
b7C
b2

b6
b7¢C



From: | JOGC) (FBI).
Sent: : :

To:
Cc:
Subject: RE: OTD

UNCLASSIFIED ‘
NON-RECORD. b6

b7C

Just gbt of the phone with A/SSA of NY. it appears that SDNY is going to amend the S/W application to

include language that OTD ian-g- hlg: Iai) requires. They just want to get OGC approval of a draft when it is done. { have
nd

coordinated that with AGC's bf my Unit, who are both assigned to OTD.[____Js enroute
to Portland, but should be reachablg By biackberry. He is the primary attorney. This should hopefully be done by later
today.

--—-Original Message----- .
From: ,I"_'g_’:}cw) (FBI) -

Sent:
To:
Cc:
Subject: RE: OTD

UNCLASSIFIED
NON-RECORD

b6
b7C

Good job. This is very clear, and | hope NYO can straighten this out with SDNY. Thanks,

-----Original Message-—

Sent: A ” :20 PM

To:

2l
Subject: OTD

UNCLASSIFIED
NON-RECORD
b6

;e ;ave spoken with OTD regarding the tool] ]
b7C

[we have offered to obtain that letter for bTE

"SDNY. The NY ASAC as well as the A/SSA and SA have all been briefed that we are speaking from OTD, OGC,
and Cyber perspective. The option would be for the SDNY to either amend the search warrant or issue the letter,

NY has advised that t ill share this information to the SDNY and if they needed to have a representative from
OGC on the call agai ill be present to reiterate wha has already provided regarding this
matter. NY will advise regarding the outcome of the call with the SDNY. ’

b2

UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED



(OGC) (FBI)
Frofn° .
Sent:
To:.
Ce:
Subject: RE: R |

b6
b7C
b2

NON-RECORD

I think we have a probiem.

information Technotogy Spec1alnst
Operational T Division

-+---Originat Messa [— '
Fiom: - kose) (Fery
Sent: ¥ JUlv 16, 2007 4:33 PM

To:
Cc:

V 'Sub}ect:

SENSITIVE BUT UNCLASSIFED
" NON-RECORD | N

Assistant General Courisél . ‘

Science and Technology Law Unit

Office of the General Counsel _ . . o S
-Federal Bureau of Investigation - Co S ‘ - - bl
Ph 4 o . o ' b2
Cell . ’ . ' ‘ : . b6

Ph (Secure , - S - o : E b7C

, . L -DATE: 04- 03 2009
e Original Message-— - CLASSIFIED BY 60322UC1’LP!’STP/'}}Q‘

" From: (o) (FB) .- REASON: l.4 (C) - A
.g::m Imnu.m ------ SIFY ON: 04-08-2034.
Cc: A '
Subject

~ SENSITIVE BUT U iFIED R,
. NON-RECORD - |
ALL INFORHATION CIJNTAINED

/%Rq' _ .. . HEREIN.I5 UNCLASSIFIED EXCEPT
: , s VHERE SHOWN OTHERWISE



18-

N - . S]

bl
b2
b6
b7C
b7E
. ~----Original Message---— ‘ -
From: [0GC) (FBI)
Sent; 2 16. 2007 3:52 PM
To:r
Ce: _
FBI)
Subject: f‘_ 1 B
SENSITIVE BUT UNCLA )
NON-RECORD
bl
b2
b6
b7C
b7E
(8]
(8]

— ASSIstant Generar counsel
Science and Technology Law. Unit
Office of the General Counsel
Fed estigation
Ph
Cell
Ph (
Fax

SENSITI LA




SE6RET

IOTD! (CON)

e
From: (OGC) (FBI)
Sent: ‘! onday, July 16,2007 4:13 PM 1
To: 1
Subject:
SENSITIVE BUT UN%]%
NON-RECORD
— b2
b6
For your information. bic
I"’Fs"s'ls!_FF—lan eneral Counsel
Science and Technology Law Unit
Office of the General Counsel
Fe estigation
Ph
Cel
Ph (Securell 1
Fax ]
-----Original Mes —
From: {OTD) (FBI)
Sent: _Mondav_Julv 16, 2007 4:01 PM
To:
Cc:
Subject:
SENSITIVE BUT UNCDASSIFIED b1
NON-RECORD b2
b6
:b7C
288K-NY-297675 bTE
118
DATE: 04-08-2009 ‘
CLASSIFIED BY 60322UC/LP/STP/uiy b6
. FEASON: 1.4 (C) g;c

DECLASSIFY ON: 04-08-2034

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERUISE



Message’ : - o Page 1 of 7

jom) (CON)

From: | loGe) (FBI)

Sent: { Thursday, July 12, 2007 11.33AM ]
To:
Cc:

‘ Subject: RE: Ping question
b2

RECORD 315N
b6

Certainly. We have a huge stake in this matter and will carry the issue to CCIPS. ['ll coordinate this withI b7C

. Assistant General Counsel

- Science and Technology Law Unit
Office of the General Counsel
Federal Bureau of Investigation
Ph
Cell
Ph (Secure) { |

Fax | |
--—--0Original Message----- .
Fromj ] (OGC) (FBI)

Sent: Thursday, July 12, 2007 11:30 AM

To: .
Cc3
- Subject: RE: Ping question
. b6
CORD N . : .
I was not planning to go to CCIPS. If we deem it necessary to go back to them, I hope that the
two of you (or whomever is appropriate) would help with that aspect of this mission. This goes
beyond my area of expertise. '
Thanks.
';!nal Message--—-
Fromf;,j (OGC) (FBI) :
Sent: Thursday, July 12, 2007 11:27 AM
- To .
b6
Cc : " bTC

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
9/6/2007  paTE 04-08-2009 BY 60322UC/LF/STP/gig




(QTD) v(CON)

AR R
From: | Eso) (FBY bz
Sent: . : : BIC
To: ;
Cc:
Subject:
SE OFORN
RECORD fisa
----- Original Message——- )
o e— Y
Sent: 9, 2006 4:34 PM
To: OGC) (FBI
Subject: | |
RN
RECORD fisa B2
b6
b7C
b7E
Could you forward the final electronic copy to all of us?
| ——-Driginal p— .
From; (0GC) (FBI)
Sent: :
To:
Ce:
Subject:
RECORD fisa
‘ b2
Sorry far being slow in getting through all my e-mails bu|:|had the final copy that we signed off. Maybe he isc
could forward it electronically to all of us. Thanks. i
-—--Qriginal Message--—
From: (OGC) (FBI)
Sent: 7..2006 5:22 PM

To:
, Cex

Subjecq |

SEC ORN
RECORD fisa

ALL INFORMATION CONTAINED '
HEREIN I3 UNCLASSIFIED :
DATE 04-06-2009 BY 60322UC/LP/STP/gjg




- The memo on this topic went over on Dec. 21 signed by both} land myself._ We have heard nothing
more about it. We will put it on the never ending lisf ffogics to discuss with OIPR. ! ido you

have a copy of the memo we sent out {o provide t If not, | will forward one directly

b7C
-----Original Message----- .

From: (OTD) (FBI)
Sent: . 2006 5:12 PM
To:
Cc:
Subj | ]
S b2
RECORD 268-HQ . ho

. ) . : b7C

b7E

H]

If 1 recall, a legal analysis was forward to OIPR,-but | don't know if there was a response from them.

| want to guard against OIPR demanding that we sequesterl |for lack of a better term, ifiwhen
the next quick reaction deployment occurs.

At a minimum, | would like to get a copy of the legal analysis to point to if this boils over again.

Thank you,

DERIVED FROM: G-3 FBI Classification Guide G-3 déted 1/97, Foreign Countérintelli ence

DEGLASSIFICATION EXEMPZAION 1

SECR

DERIVED FRO Sources
DECLASSIFICATION EXENMPTION 1
SECRET//ORCON,NOFORN

DERIVED FROM: Multipte Sources
DECLASSIFICATION EXEMPTION 1
SECRET//ORCON.NOFORN

' DERIVED FROM:Muitiple Soulces
DECLASSIFICATION EXEMPTION 1
SECRET/ORCON,NOFORN

DERIVED FROM: Multiple Sourceé
DECLASSIFICATION EXEMPTION 1
SECRET/ORCON,NOFORN




Message M Page 1 of 5

(OTD) (CON)

From: | |oGe) (F8I)

Sent:  Tuesday, October 11, 2005 11:54 AM

To: (OTD) (FBl) . b2
Cc: OC) (FBI) , bé

p7C
. Subject: RE]| | : | BTE

SECRET
RE IS

Thanks. | just had a phone conversation with::|Went below, and he (because of his he
week) has agreed to schedule time next week to discuss with me and another guy in CCIPS
nd move this forward. will keep you posted...

-----Original Message----- .
From1 l(oTD) (FBI)

Sept: er 11, 2005 11:20 AM
To (OGC) (FBI)
Ce (ITD) (FBI) |

Subject: RH

SECRET
RECORD OIPR FISA
bl
C b2
q b6

| don't see where anything in your e-mail t4 |rises tb the Secret level. | think it is fine for ﬁ;g
external e-mail. : ,

A8

s

-5---0r"a.iné1.Mﬁsanml- |
From: (OGC) (FBI) DATE: 04-03-2009

Se CLASSIFIED BY €03Z2UC/LP/STP/giy b6
To REASON: 1.4 (C) b7C
Su | DECLASSIFY ON: 04-03-2034

ALL INFORMATION CONTAINED
~ HEPEIN IS UNCLASSIFIED EXCEPT
9/6/2007 WHERE SHOYN OTHERWISE



Message M ) : Page 2 of §

SECRET -
RECORD OIPR FISA

Please review the below for classification, if possible, | would ideally like to be to send this to CCIPS
via Internet email, today if possible~becausd______]s leaving today (Tuesday 10/11) out-of-
country for a week+. Also if you have anything to add to the below, please do so.

b2
b6
thanks, : b7C
--—-Original Message--—-
From OGC) (FBI) ‘
- Sent: Tuesday, October 04, 200S 11:24 AM
To:l t MOTTA, THOMAS GREGCORY (OGC) (FBI)
Subject: RE: ‘ .
SECRET
RECORD OIPR FISA -
CCIPs cancelled for today: But here's a summary of where we are on this issue:
called and A |is we need to reschedule. He will let us know when
s back‘i [will also cal 0 let him know the discussions are underway.

’ b2
b6
b7C
b7E

9/6/2007 ;Eggq




Message m o Page 3 of §

b2
. : b6
- b7C
----OrimnaLMesm . b7E
From: (OGC) (FBI)
~ Sent: 2 :57 AM
To: .
: RY {OGC) (FBI):! i
ubject: I
SECRET
RECORD OIPR FISA
:- ] gava heads-up that this was happening last week. She agrees with the
premise that we should be ablmand ind— Jand |
are speaking with CCIPS this affernoon as this "precedent. will negatively impact what we do
on the criminal side. {with whom | worked on the desﬂiu'mm‘s) was also going to
speak with CCIPS and then we were going to raise the matter wit 1 will give you a
call this afternoon after we talk with CCIPS. thanks. | | b2
b6

—Oddl . p7c
Fromi | (oD (FBY) p7E
Sent: Monday, October 03, 2005 5:25 PM

To:

Cc: MOTTA, THOMAS GREGORY (OGC) (FBI);] 1
| I
ubject: FW{ ]

SECRET
ECORD FISA

I%«e call a meeting with OIPR on this? How did your discussion gowit]_____|
|

ast week on this topic?
. b2
b6

| "m not sure what b7C
information Is talking about. | feel like we are being steamrolled on this one. b7E

——Uriginal Message-----
From ITD) (FBI)

Mt: Monday, October 03, 2005 12:59 PM

9/6/2007



Message @:REL Page 4 of 5
Tol. loTD) (F
Subject: FW| I

SECRET
RECORD OIPR FISA

1]

It seems complving sets a bad precedent {
b2
b6
b7C
b7E
|
. Can you offer guidance on how to respond to this request?
i
— ' b2

Subject: RE} | . be
b7C

SECRET bIE

RECORD QIPR FISA

9/6/2007



Message

- Page5of5

OIPR

DERIVED FROM: Multiple Sqg

DECLASSIFICATION EXEMPTION 4

SECRET

' DERIVED FROM: Muitiple Sources

DECLASSIFICATION EXEMPTIO

SECRET
DERIVED FROM: Multiple Sources -
) ASS ALION EAEMP | 10
SECRET

DERIVED FROM: Mulfiple Sources

DECLASSIFICATION\EXEMPTION 1
SECRET
'DERIVED FRON re\Sources

DECLASSIFICATION EXEMPTION 1
SECRET '

' DERIVED FROM/ Muitiple Sources
DECLASSIFICATION EXEMPTlON 1

SECRET |

DERIVED FROM;Multiple Sources

" DECLA
SECRET

9/6/2007

IFICATION EXEMPTION 1

b2
bo6
b7C
b7E



SESRET

OTD) (CON) ,
From: | OGC) (EBI)
Sent: Wednesday, June 20, 2007 4:24 PM']
To: ﬁj(oecy (FBIy— —~
Subject: uestion
SENSITIVE BUT UNCLASSIFIED

NON-RECORD

—1 | - b1

: . s . , : b2
Since we won't overlap this week (I'm on leave on Friday), | wanted to get your thoughts on a question | received from SA | o
f Seattle. Here are the facts: =~ . BIC
b7E

—t31

LAW!%TGEW&T!L’:I:Wnsel ~
Science and Technology Law Unit

- Phone| ]
Secure phon
Fax : .

SENSITIVE BUT UNCLASSIFIED '

DATE: 04-08-z009

CLASSIFIED BY 60322UC/LP/STP/gig -
REAS0N: 1.4 (C)

DECLASSIFY ON: 04-08-2034

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
VHERE SHOWN OTHERUISE

SEeREL




(OTD) (CON)

From: ‘ {(OGC) (FBI)
Sent: Tuesday, June 12, 2007 3:51TPM
To:
Subject: RE} |

" UNCLASSIFIED

NON-RECORD

—

CEAU is the unit to whonmas referring. They hanidle the IPAV and refated tools. | wil let

an SSA

in that unit discuss the technical ends with you. From the legal prospective, what you need depends on the type of case.

hope this helps. If not, let me know.

Assistant General Counsel
Sciencf.audlemmlmiy Law Unit
Phone

Secure phonel |
Fax| |

--—-Qriginal Message-— ‘ )
From: mmo (Fey
Sent: ; 2. 2007 3:43 PM_~
To:

Subject:

UNCLASSIFIED
NON-RECORD

I've forwarded you to the Attorney supporting-the IPAV expert. They will assist you.

;s&s;an; ;enerai Counsel

Science and Technology Law Unit
Office of the General Counsel
Federal Bureau of !Fvestigation

Ph

Cell| L -

Ph ) |

Fax |

-——-Qriglnal Message--—-

From: (CE} (FBI)
Sent: uesday, June 17, 1:48 AM
To: = 650 (P

Ce: CE} (FBI)

_ ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 10-24-2008 BY 60322UC/LP/STP/gig

b2
b6
b7C

b6
b7¢C

b2
b6
b7C
b7E



P —

UNCLASSIFIED
NON-RECORD .

: ’ b6
My CDC, | | gave me your name to contact regarding] ] b7C

i | Specifically I was wondering what authority is needed b7E
To use the tool; I am new to this side of the house and am looking for some guidance.
Any help you can provide will be appreciated.

Thanks -

UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED




foTD) (coN)

From: ; (OGC) (FBI).

Sent: ‘ \ Monday, June 11, 2007 1:51 PN

To: MOTTA, THOMAS GREGORY- {OTD) (FBI)
Subject: RE: UR5214/SE/THREAT INVESTIGATION
UNCLASSIFIED

NON-RECORD

1

b2
bTE

. : . . b2
Assistant General Counsel . b6
Science and Technology Law Unit . bic
Office of the General Counsel

' Fedra&mau_qﬁulvestigation
Ph
Cel
Ph (Ta.;—ue\ )| 1|
Fax :

-----0riginal Message-—~--

From: MO'I'I’A THOMAS GREGORY (OTD) (FBI)

Sent:

To: . b6
Ce: - ] bic

| DICLEMENTE, ANTHONY P. (OTD) (FBD)] I

(0S) (FB) .
Subject: FW: URS5214/SE/THREAT INVESTIGATION

UNCLASSIFIED
NON-RECORD

I believe that CIPAVs are now deployed by DITU. | forward this to ensure that this is brought to the:r attention and the
attention of the relevant elements of OGC who are now counsel to that unit,

Thos. Gregory Motta

Section Chief, Digital Evidence Section (DES)
Operational Technology Division (OTD)
Engineering Research Facility

Bldg 27958A, Room A-207

Quantico, VA 22135
Tel
Tel
‘ b2
re » - b

b7C

—---Original Message-----
From: I I(PG)'(FBI)

411 INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED |
* DATE 10-24-2008 BY 60322UC/LP/STP/gig




Sent: Friday, June 08, 2007 12:38 AM )
To: MOTTA, THOMAS GREGORY (OTD) (FBI) » b2
Subject: FW: URS214/SE/THREAT INVESTIGATION ] b7E

UNCLASSIFIED o
NON-RECORD

UNCLASSIFIED
NON-RECORD

Being forwarded for your information is Urgent Report 5214 from FBI-Seattle regarding email bomb threats.

- 554 i

--—-Original — . .
From: (SE) {FBI})
Sent: Ursday, June U7, 2007 11:46 PM

- To: FBI_URGENT REPORTS
~Ce SE All Supervisors - .
Subject: UNSUB TIMBERLINE HIGH SCHOOL - VICTIM, COMPUTER INTRUSION - THREAT; 288A-5E-93709

UNCLASSIFIED
NON-RECORD

b2
b6
b7¢C

Please see the attached Urgent Report. If you have any questions, please feel free to contact me.

b6
b7C ;
b2 . |

<< File: 15§brf02.ec >>

AJASAC Seattle Division
"SSA-Squad 5 '

Gang/Criminal Enterprise Program;

Organized Crime Program;

Viole! | rogram,;
NEXTEL|
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED o ‘

UNCLASSIFIED



