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FEDERAL BUREAU OF INVESTIGATION

b2
b6
b7C
Precedence: DEADLINE 09/7/2007 Date: 08/16/2007
To: Operatlonal Technology D1v1510n Attn:

Office of General Counsel,
National Security Law Branch Attn:f
Science and Technology Unit _-Attn:
Investigative Law Unit Attn:

Attn: AD, James E. Finch

cations Attn: DAD, Louis%v’e;::]

-~

Cyber Division

Special Technology and App
Office

From: Records Management
RIDS/WPU/Winchester Site 2, GR N23
Contact:

approved By: Hardy Davw

b6
bicC

Drafted By: | | -

Case ID #: 190-8Q-C1547903/@ﬁ
Title: FREEDOM OF INFORMATION ACT REQUEST FROM

WIRED-NEWS, ELECTRONIC FRONTIER FOUNDATION AND CNET NETWORKS

Synopsis: To advise HQ Divisions to search for responsive documents
created on or before August 1, 2007 and submit them to the Work Process
Unit I (WPU-I), Recoxrd/Information Dissemination Section (RIDS),
pursuant to the three captioned Freedom of Information Act (FQIA)
requests for all agency records concerning the subject, Computer and
Internet Protocol Address Verifier (CIPAV).

Detailg: By letter dated July 17, 2007, Wired News, through Kevin
Poulseni, submitted a FOIA request to FBIHQ seeking the following
records:

Any documents (including, but not limited to, electronic
records concerning the FBI's development and utilization of the so-
called Computer and Internet Protocol Address Verifier (CIPAV), a tool

used to identify and/or monitor a target computer in a criminal or
foreign intelligence investigation.

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED . , : :
DATE 09-17-2008 BY 60322UC/LP/STP/giy :
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W

To: Operational Technology Division From: Records Management
Qffice of General Counsel . '
Cyber Division

Spec1al Technology and Applications office

Re: 190-HQ-C1547503, 08/16/2007

. any othef portable media (CD-ROMs, diskettes,
etc.)

FBIHQ personnél are directed to conduct a thorough search for
any and all documents in their possession responsive to these three
FOIA requests for all records created on or before August 1, 2007 (the
first date that WPU/RIDS began to search for documents potentlally
responsive to these three FOIA requests).

Please note that not all of the documents you provide will be
released. All materizl will be evaluated as toc whether it is
responsive to thése requests. Those records determined to be
responsive will be processed and redacted pursuant to the FOIA before
they are released. After RIDS has processed and redacted the records,

you will have an opportunity to review the documents before any are
released to the requesters,
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L

To: Operational Technology Division From: Records Management
Office of General Counsel ‘
Cyber Division
Special Technology and Applications Office

Re: 190-HQ-C1547903, 08/16/2007

LEAD(s8):

Set Lead 1: (Action) b6
b7C
ALL RECEIVING OFFICES

Search for any and all information potentially responsive to
the Wired News, CNET Networks, and Electronic Frontier Foundation's
FOIA requests and forward doguments with pertipent enclosures, or your
“no records" response to LAS WPU~-I, Winchester, Site.
2, GR N23, by COB September 7. 2007.

*"
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SBGRET. L R Pagelof13 - -

{OGC) (FBI)

CFrom: [ 4 I(OGC)(FBI) | R
‘Sent: (_Wednesday, December 08, 2004 12:46 PM \ - T e ggc
To: - [otoy(FBY) - S . S
Cc:

- Subject

14T0) (FBI); MOTTA, THOMAS G. (ITD) (FBI) (OGC) (FBY), -
(FBI) ITD) ('Bl); DICLEMENTE, ANTHONY P. "
)GC)(FBI R LA

: RE: UCO Proposal

‘SEC'RETI‘ NS R e e e
R c 1‘\ . “ vv : ' T . . . ' \'A ; ‘.' .. N R . ‘ - '.~

* Sounds good to me. ¢

"My only concern kicked in'wrienl M rote that[ ‘ | .

o

beé
b7C

~ Iwill be happy to assist however necéssary, :

=

:bl S

- .—--»Ori inal Message-i- -~ S0 O "1b6 R
From _ (lTD) (FBI) PR T PN P s b7cT -
Sent: Wednesday, December 08, 2004 11:35 AM L ST ‘ R
To: [(m)) (FBI)j OGC) (FBI)] [(OGC) (FBI), co
DI NY P. (ITD) (FB::I :

- Cc

. " SECRET[
" RECORD

) (FBD); MOTTA, THOMAS G. (rro) (FBI)j - —40GC) (FBI); -
OGC) (FBI) . ——

follow that guidance and pohcy Wha s, and has been saying, is "give us some guidance.”

| agree wit__Jon this. ‘We have bﬁrfect!y willing to look to OGC for guidance and pohcyﬂﬁ .

- and { have discussed this issue before and it is my understanding that there is a disagreement on the

status of the IPAV between what FBl/OGC says and what DOJ/CCIPS lf OGC wsll set out a pollcy on.- . . ¢
thls we will be glad {o rely onit. . .. . . S

N We all know that there are lF’AVs and then there are IPAVs. Of course the techmque can be used ina ZS c~ o
_. manner that would require a court order We need to know how/when to draw the ime for obwous
- reasons. . . S PR -

I thmk atl of the mvestlgatlve Dwusnons should welgh in'on thls mcludlng Cyber l would Iove it. l.et'

: just get some gundance out there. -

' D EJE“E“ . M. - DATE: 10-23-2008°

. HEREIN IS UNCLASSIFIED EXCEPT.- REASOM: 1.4 (€) -

}2/9/2004 [,]HERE bHOmN UT}ERUIbE S »» o DECLASSIW GH lU 23 2033 :

b5 -




——-Original Mésségé—----. _—

From ](ITD) (FBI) _

_ Sent: Wednesday, December 08, 2004 10:30 AM U SR
_To: (OGC) (FBI); (0GC) (FBD)] b6 -
(ITD).(FBI); DICLEMENTE, ANTHONY P. (ITD) (FBI) - . ENEE b7C
Ccj (TTD) (FBI); MOTTA, THOMAS G. (rro) (FBI),[ KOGC)
(FBI 0GC) (FBI) : Lo S

Subject: RE: UCO Proposal

SECRET— —_—— T Bl
Reqo§4 L B

3,;5:,"

1 don't necessanly thmk a search warrant is needed in atl cases, 1 agree that |f the AUSA says
xxx and the SAC authorizes it as fawful in a field Division, that would be fine. But having said
. that, Several months ago | found my employees in a position of having to work out these
problems across the country without FBIFOGC policy guidance. Until a policy or directive is put .
in place, DITU has and will support any case that obtains a search warrant. Over the last six -
months it has not proven to be an obstacle to investigations. | don't think it need be T
controversial nor even difficult for OGC to draft and disseminate appropriate guidance. It may. bIE
- - bethatin some cases a.search warrant is needed and in others an AUSA can say no seaﬂ:h_E i ZSC L
© warrant jg needed. | : :

|
{ am not personally concerned with suppression, as that is an operational and legal
concern is merely constututsonal and ensunng that my personne! are actlng wrthm :
scope and gwdance S . .

There are many statements in thns stnng of Email that rndrcate that ITD is this or ITD is that ,
What ITD "is" is awaiting appropriate legal guidance. Until such time as it is disseminated from.
OGC we will contmue w:th our. current cautious approach | don't pretend to know the answer. I

Ieave that to OGC ‘ ‘ o . .. .
. D gchnology Unit:~ -~ . 0 SR R
o | ' .o s T pTe
. ___'__Or. - e . . - . . . . Lo bl
From (OGC) (FBI) P o iy SRS

.. - Sent: Wednesday, December 08, 2004840AM T e
Toj ](OGC) (FBI) - - —
cc: TTD) (FBI); MOTTA, THOMAS G. (er) (FBI)r !
~ (0GC) (FBIY] ';" — ](OGC) (FBI) : T T
Subject: RE: UCO Proposal - . , e o S

" SECRET,
RECORL

I'f talk to you today at FBIHQ but ITD is interested in establishing an FB! policy on this - -
‘matter via OGC.. Cyber will get its say if the EC ever makes it to the coordination - '
- process. {TD's position on this matter is driven by CCIPS and by the fact that iTD. -
T .. believes thatitis the only division that actually uses the IPAV tool aibett on behalf of
SEe£w¢:hwsaons FOs etc., in both crlmlnal and FISA cases.. o

15

1290004 LT e



* From] —(06C) (FB) -

* .- SECRET -

~+ This miay be more controversial than | suspe@téd. o

“--Oﬁginal‘Meséég&-"-

December 06, 2004 5:53 PM - e oe
QBN - o g
FBI): MOTTA, THOMAS G. (D) (FBI;;[ |~ .

0GC) (FBI) N

OGC) (FBI);
ject: RE: UCO Proposal

RECOR] S - _ 1i33 . ;.51‘\*' )

. b5
b6
- b7C

» T R LoTed pIe i |
o elOr Mes R
" From: (OGC) (FBI) -+ o e T e
Sent: Monday, December 06, 2004 4:38PM. . - .. " . e

To: (OGC)(FBL) . . . . - R0
- Cc: ko) (Fenf” | ooy (rBI); - -

- MOTTA, THOMAS G. (ITD) (FBI)
. Subject: RE: UCO Proposal

" SECRET;
RECORD|

RIS

b5 -
b6
b7C

120008



Mei‘ssage‘.;i”ﬂ; SES'RE: o } - - l~.f—_":'~,:-.Pa;-ge4°fl~3-.": -

- see this as overall F8l policy. .-

- Original Message----- S
From (OGC) (F8I)

Sent: Friday, December 03, 2004 8:21 AM_.___ - R
© Tof | (0GC) (FBD)] jao)  PS.
- (FBY (OGO (FRLY. . . S .

Cc: ao|_-‘_‘!wm~ MARION E. (OGC) (FBI);] foGe); _

FBI); MOTTA, THOIVIAS G.- (ITD) (FBI),
0GC) (FBI) : .

Subject RE! UCO Proposal

 SECRET : T
RECORL N S
(8] o

Thank youL nq R

- Very helpful as aiways

‘--'--- !gmat Message-----‘ e '
From I (OGC) (FBI)

Seg::_tnmgﬂ.msrmber 02,2004 6:33PM . . o
To (ITD) (FBI),| |(OGC) b7c' B
(FBD}] (0GC) (FBI) :
Cc: BOWMAN, MARTON E. (OGC) (FBI); ] _
- (0GC)] — [OGC) (FBI); MOTTA, THOMAS G. -~

(ITD) (FBL);| foGce)(FBL) . p1 ¢
Subject: RE: UCO Proposal -, .~~~ =~ =~ = ° b2

 SECRET] — T
- RECOR(] -1

* Although CCIPS recommends the “play it safe" method to . -

b5
.. b2
EH b7E

L 12602004



b2

b7E

b6

b7cC
- b5

[Although we're not aware of the fu II deta: Is of this lPAV .

—_proposal gwhtch makes any legal review more difficult), it also.

- sé:lhoi'e,thathel;{s, o

---Original Message ..... L
. Fromy| j(rTD) (FBI) , SR
- Sent: Wednesday, December 01, 2004 4:53 PM :

- Toi Toc) (Feni_ S bre
- (OGC) (FB)

' Ce: BOWMAN, MARION E. (OGC) (FBI) S
- (0GC) I(OGC) '
(OGC) (FBIY. ' I e e

o Subject: RE: uco Proposal

' lbl

T ECRE I
RECQRD

R
There is still admlttedfy a good deal of uncertainty-
about what authority is required to deploy an IPAV. -
OF course, the safest course is to secure a warrant,

BRI - -~ - _though one might arguably not be required-hence - .-
e f o - . . DOJ's position that a warrant shouid be obtained.

12902004



12000080

Page 6 of 13

1.2 .
b2 -
..b6
:b7C
" b7E
bs

. 2

Subject RE UCO Proposal

to DI group responsible for this technology. He "~ . "

B 4 b7E
g f Onthatlam .= =
ccin who is the primary attorney assigned - - "~ -

e , ~

-might be able to flush oyt the ITD/DOJ view on this.. .~ .
I'm.also mcludmdﬂ:mce he works most closely

- with' Cyber Div an may eable to add to the S

: dlscussmn e : R

B ¥'----Origlnal Message---— NEEOE
. From[_ [(OGC) (FBI)

 Sent: Wednesday, December 01, 2004 4:16 PM. ;s "~
,TO (OGC)(FBI) - .."- =t prc

" CeiE ONE. (OGC) (FBI); ..
oGey| I‘ T
I:;Infrm FBT) L |

- SECRET
L RECORQI
t 3 )
Accordlng to guldance |ssued by DOJ CCIPS
.DOJ has "consistently advised AUSAs and”

- agnets proposing to use [PAVs o obtaina -
T warrant to avmd the exclus:on of ewdenoe "

' 'ims.mim.ls_nTted March 7 2002 wnﬁen by
‘ as adivsed me on this | issue in the o R
past and | cow her for her comments B




Mesage - SEGRET . . . L. Pagelof13

~-—--Original M - o
 From: 0GC) (FBI) L
. Sent: Wednesday, December 01, 2004 1:51 PM b6
- To[_ ___:I(C_yD) (FBI) . b7C
-Cc: BOWMA RIONE. (OGC)(FBI); =~ - L
(0GC); I

RN oG
‘ Subjecl: RE: UCO Proposal

 SECRET — b1
. RECORD '

" Have LA call me immediately or give me
“names and numbers. If | hear nothmg,
am gomg to call the CDC myse!f

~—Original Mess_age&¥-;- :

~ From: | B
- (CyD) (FBI) - ‘ '
- Sent: Wednesday, December 01,

. 20041:21 o
B To.f__.___m:l.@.\](rex,) E
- Ce | (0C)

G
. Subject RE UCO Proposat

, SECRET
- RECORG

o] ‘ ~’
As we knew each ottier from San S

' -Juan-and now you are at CD-5, I'm
, gomg to be very candld wnth you.

—-bl -
b6
b7C
b5
b2 .
b7E

12912004



o Mefééage' :

1292004

© Page8of13 -
- "b6
- b7C
..+ b5
] CD-3C was present b2
for this conference-call. Cyberand =  b7E
- CD-3C's positions areata~. =~ .. =~ -
minimum the URC needs full - - -
disclosure of LA's intent to go ‘
outside the scope of the current - . -
renewal proposal. LA insists that
is my job. I pointed out that there .
. is no mention of use of an IPAV in " -
the proposal and thatif LAsaysis -
vital then perhaps more thana - "1 -
passing mention of "tracking
software" in and among how the
. next phase would likely be . .. -
-. .- introduction of an UCA ishot . -
_enough. N i
-_conducted.
b2
. b7
brCc
" b5
b2
bTE - -
b5




| Message  SESRET . - .o Pagevofly o

" b2
b7E

Techno terms aside, as you rnay g
" remember, | have a degree in
Physics. This degree included
. some computer

. programming because USC wants
it's graduates to be able to write. :
programs to crunch large amounts "~ . -
of data with various formulae: So
if they can't exp!am |t to me; |t
never happened S

All thas said, in Cyber Imwntmg. L
an EC today, telling LA we do not . '
. authorize use of any IPAVs,
- Whether a FiSA is requsred or ..
not, | need to follow-up with !
" on that. ‘And trust me S - :
. experienced in these matters. I'm
- not even sure if this should .~ -
© continue (without the IPAV aspect) )
in accordance with the initial X _
proposal, to be "passive. © - .y o
‘ o Y (oA
: '.SSA ’
Cyber Division (CyD), Computer

_ Intrusion Section {CIS),
CT/Cl Computer Intmsnon Uniit

fcal% . |
C e Ort inal Message-—~- . ..
metf:(cm
(FBI) - -

Cmser o Smvewem,

12092004




‘Message E

12092004

g SECB_EI

© Pagel0of13

December 01 2004 11 39

- AM.

.HTO'I B b6
- (CyD) (FBI) -~ ... bIC
Subject UCO Proposal S

| ;'Lust reviewed yoLg )

- presenter's page. Sorry for
" - being late but | justgota.

chance to sit down herein
NYO and respond ’

'Has anyone from NSLB

- reviewed it?

. b2
" b7E

. Also, were any stipulations

_that had to be addressed?

" Refer to the attached EC ™ -
that lists these issues,
Some of the board .. ...

 members skimthe - -

"' proposals and need to be
) ‘remsnded on where to ﬁnd
the lnfo : o

, ~ bs
Jarent .. P7C

. involved in answering-

operational questions, so |- -
‘don't know if they were able

'tohelp B



M"esszllgev | SECR‘E‘F ». R : "'Pagéllﬁ(‘)fli”"‘f

- On the cover page, there
.-~ should he. indicate’ -
- - whethe S
contacted (administrative .
- . step- more so they are
. aware of a Group | within
" their division, since this .
- doesn't really-entail their
servnces This includes a

A entfrom LA -
. offerring their- - -
~ assistance if needed...) -

"~SSN l 3
Counterintelligence Dwusvon
CD-5A . o
.- Undercover/Lo glstncs i LT B2
, .(cel!),~ . b6 -

: _ . b7C
- Secured Fax ] '
Unseculjed fa

b2
b7E

DERIVED FROM: G-3 FB! .
Classification Guide G-
dated 1/9 Forei o
Counterl telligence .

T
2 CLASS|F|C TlON
XEMPTION 1.

DERIVED FROM: G-3 FBI
Classification{ uide G-3 dated
187, Foreign,
Counterintellige
Investigatio s
DECLASS! ON
XEMPTIQ ) -
SECRET/. . '\

.~ DERIVED FROM: G-3FBl \
- Classificatfon Guide G- ated 1/9
Foreign Cou terlntelilence
S Investigations .
" SECRET: T ... .. DECLASSIFI TiO EMP ION 1

- 12/9/2004 .



- Message SE&R[—T BT et B " Page 120f13 .

' SECRET . -

necmssuncmou EXEMP om"“
SECRET N A

o, . : DERIVED FROM: G-3 FB}/Classification Guide G-
N - dated 1/97, Foreign Co tenntelllgegc :
Investigations
DECLASSIFICATION XEMPTION1 :
SECRET

" DERIVED FROM: G-3 FBI Classification Guide G-3, dated -

. .4/97, Poreign Countefintelligence Investic atlon ’
DECLA EXEMPTION1 .
SECRET. :

SN

DERIVED OIW AA_ B Clagsification Gu d -3, dated 1/9

Foreig nCounternece inve tgatlong o
. -DECLAS ICAT EMPTION1
_ SECRET

DE IVEDF OM'

Counterintelligeyice - Investl gations \ -
o " DECLASSIFICATION E PTION 1 \-
N - SECRET . . -

Mion Guide G-3, dated 1/97, Foreign

DﬁRIVED FRO £ G-3 FBI Classlﬂcanon Gulde G- dated i!97..Fpreigg

12/9/2004 -



.;Me‘ssagé o

 SECRET

DERIVED FROM; G-3 FBI Classifix2
“Investigations = .

DECLASSIFICATION EXEMPTIQ
SECRET A

'DER EDF ‘G-3F lc sifi .-, ¢
- Investigations :

St Page3ofiy o

D RIVED AOL G-3FBICIassnf’ ati IiP uide G-3, dated 1/97, Foreign.
Counterintellige ‘ - o . T

DECLAS

fion Guide G-3, dated 1/97, Foreign Counterintelligence

ated /97, Foreign Counterintelligence -

D CLASSIFICATION EXE} PTION 1

- SECRET

121972004



“"Message

CUSEBREF - ot o e pagelofll

" From:
. Sent:
- To:

Ce:

 Subject: RE: UCO Proposal *

) | ](ojéc.) (t’Bt)‘

1

b6

(Wednesday, T Decembé? 08, 2004 11:35 AM v

" b7C

oYy — e ' 7<oec>
FBI), DICLEMENTE, ANTHONY P (ITD) (FBIT - '

l4TD) (FB); MOTTA, THOMAS G. (ITD)(FBI)r — ‘ FIOGC) (FBI),, S
0GC) (FBI) o

. SECRET

e ’ -
b5 .
b6
k7C .
b6

Tprc e

. - Original Message-----

. Seqt: Cember 08 20041030AM’ e
T (0GC) (FBI){:(I'HS)'(_FE—TT_:I(OGC) (FBI),' R

" (FBI); DICLEMENTE, ANTHONY

From: (er) (FBI)

p7C

ITD) (FBD); MOTTA, THOMAS G. (D) (FaD | —Jo6C) (Fe1);
(0GC) (FBD) e

DA'IE 10 23 2008

A' % 1 cassiemEp Y soszzﬂcn.r/srpfg:g S N
e ‘ *4(’5) ;.. REASON: 1.4 {C) - . LT e

_‘Dscmssxw oN: '10- 23 2033 ,'

| don't necessarily think a search warrant is neédéd in a;l cases,’ l agree that if 'the AUSA‘.sa"ys xxx and
the SAC authorizes it as lawful in a field Division, that would be fine. But having said that, Several -

_months ago | found my employees in a position of having to work out these problems across the

country without FBI/OGC policy guidance. Until a policy or directive is putin place, DITU has and will

--_'support any case that obtains a search warrant. Over the last six months it has not proven to be an

obstacle to investigations. 1'don't think it need be controversual nor even difficult for OGC to draft and '

disseminate appropriate guidance. It may be that in so. warrant is n d an
others an AUSA cai say no search warrant is needed.
b2

1 1'am not personally-concerned with suppression, as that is an operational . - BIE

A . and legal matter, my concern is merely constltutlonal and ensurmg that my personnel are actmg \mthtn

. scope and gurdance

ALL INFORHATIOH CUNTAINED

T:J'HERE SHOWN UTHERUI SE

o ;2/5‘/2004 CSEeRET .. . - HEFEIN I UNCLASSIFIED :x-:EPT N



e SESRET - T Pagedofll

There are many statements in this string of Email that indicate that ITD is this or ITD is that. What

ITD "is" is awaiting appropriate legal guidance: Until such time as it is disseminated from OGC we will

continue with our current cautious approach. | don't pretend to know the answer. | leave that to OGC.

SSA 1 A b2
%Techm‘ogy nt . " pIC
—-Original Message>~--- - o
' From-c;;}oeq (FBI) -
‘Sent: nesday, December 08, 2004 8:40 AM _ _
H J(OGC) (FBI) - R A
ﬁcL1 [(TTD) (FBI); MOTTA, THOMAS G. (ma) (FBI),| foce)
(FBI) J(0GC) (FBI) ) T
Subject: RE: UCO Proposal o o o 1
' » 3 ) L ' ' : o b2

~ RECOR b o S V,.b7C

I Il talk to you today at FBIHQ but ITD is mterested in establrshmg an FBI polacy on this matter -

via OGC. Cyber will get its say if the EC ever makes it to the coordination process. ITD's

" position on this matter is driven by CCIPS and by the fact that ITD believes that it is the only
division that actually uses th tool albeit on behalf of other dtvts:ons FOs etc |n both
criminal and FISA cases. : . .

C . S ~ b'7C
-----Original Message----- ~ :
~ From: 0GC) (FBI)
~ Sent: Monday, December 06, 2004 5:53 PM

OGC) (FBI)

(OGC) (FBI) '
Subject: RE: I_JC_Q Proposal

~ SECRET
: RE_coagly

‘This may be more controversial than i s.u'spéét_ed."' -

. (OGC) (FBI)

MOTTA, THOMASGf (ITD)(FBI)j —— |

Bl

121972004

b5




 Message © SEGRET - .. . . . ool Page3ofil.

- Steve -

me&ﬁ(oeq(m) B IR A

Sent: Monday, December 06, 2004 4: 38 PM. S i . L
. To 0GC) (FBI) Lo e bt
Cc: 1(rmD) (Fa1)] ~ Jcocc) (Far); MOTTA, 3;2 o
THOMAS G. (ITD) (FBI) » . - S o
Subject: RE: UCO Proposal - -~ -, = . o . 'b7E
" SECRET
. . RECORD

=

- -1 want to spend more time on this matter but know that DITUANT sked me to
draft an EC that will establish that, as a matter of FB policy, all‘Q-EjMu -

~ be employed pursuantto a SW based upon the position taken. by ccIPs.
Also, | have to disagree with when he says that National Security is not a-
context within which we need to be concerned about use of IPAVs. ITD looks at.
every case now.as a possible criminal prosecution. The time has past when we
can comfortably talk in terms of FISA or prosecutlon as an either or proposition. .

. For all practical purposes, every FISA case is viewed as a potential Federal’

*_prosecution waiting to begin. That said, ITD won't employ anI Without a SW
and would like to see this as overall FBI pollcy. ’ L :

L on inal Message-——: o I :E; ;

" Fromi] ‘ |OGC)(FBI) R I
T, SentiErd ] 004 8:21 AM - . ‘b7C‘~'v
To: (06C) (FBD);L_ I(rro) (FBI), CB7E
N [(OGC) (FBI) . - ’ i -

T BOWMAN, MARION E. (OGC) (FBI)[ Tocod o
| (OGC) (FBLY; MOTFA THOMAS G. (ITD) (FBI);l [‘] o

OGC) (FBI)
Subject RE: UCO Prpposal

- SECRET
. RECORI

“Thankyou[ Jnd[__] -
 Very helpful as always.

-Orr.lnal.haassanﬁ-—-_j
~ From:| OGC) (FBI) O R
" . Sent: Thursday, December 02, 2004 6:33PM " be
‘ IT_OC JITD) (FBI) [0GC) (FBI), 'b7c'
e j(oGCy (FBI) — .
SEGRE' ..~ Cci BOWMAN, MARION E. (OGC) (FBI)____ IrOGC), ‘

(2/902004



(oGC) (FBI) ~

~ From: | ](OGC) (FBl)
Sent: (Tuesday, Decermber 07, 2004 8731 AN

R i(dé&(%é?)l |(OGC)(FBI) A bl

| Ce: (ATD) (EBI); MOTTA,_THOMAS G. (ITD) (FB! —{_L(Q.Gm_l b2
L I_E? | |(OGC) (FBI (OGC) (FBI); Y

o ' OGC) (F (OGC)(FBY) ~ ~ * = . N o . “bic -
Subject' RE: UCOProposal i B TR ' b~7E,

. sEcRé : L
‘ @ﬂ 18y

Thanks for looking at this, all you 'STWU guys. | think Greg Motta,| ' — ’lgnd would
need to review any guidance on this to make sure all bases are covere ease put us all on any EC belng :
<draﬂed as slgnatones SO we can be sure that this has been properiy vet'(ed e e .

- - T oo L AR .b6 o
. ——0Original Message----- - S : ' o
* From OGC) (FBI)
. Sent: Monday, December 06, 2004 5:53 PM ,
To: focoy(re) T L et
Cc }(TTD) (FBI); MOTTA, THOMASG (ITD) (FBI)j lcosey (re); -
| fosoy (e} ., . D S
_ TTRE roposal o R U U 0 S
- SECRET___. : A EE S IR Y [N
RECORO | L P . e . UPIE L

. Trus may béjn’gbré controversial than | suspected. -

b5

':l. N . DATE:"10-23-2008
— . . CLassTFIED BY 60322UCJL?/STP/CJJQ -
REASON: 1.4 [C) ‘

.‘ '»--Ori inal Message---- - L : . - -
et R e
Sejmm.ﬂmm;eros 2004 4:38 PM Co. T e Lo O b6 .
To (OGC) (FB L S e

celf ‘ ‘ ’ [TD) (‘FBI‘), ](OGC) (FBI), MOTTA THOMAS G. o

=

s - -

L AL mFommeN CONTATHED
" HEREIN I$ UNCLASSIFIED EXCEPT
., WHERE SHOHN iJTHERIJISE ’

12192008 <



Message -

12/9/2004

(ITD)(FBI) S
‘ Sub)ect RE uco Pmposai

' SECRET[—
y RECQRQI

- Sent: Friday, December 03, 2004 8:21 M
- E [coGe) (FaI)
: OGC) (FBI) -

. Pagelof9

b1

b6 .
b7C
b2 .
b7E -
b5

l--—-Ongmal Message----
- From (OGC) (F8I) .

b6

ooy ] 7

Cc: BOWMAN, MARION E. (OGC) (FBI)]

koco] ' l

koc;c:) (FBI)

~ (OGC) (FBI); MOTI'A, THOMAS G. (1TD) (FBI)I
Subject RE uco Proposal SR

A sscngl :
. RECORD

y Thank you] | d |

o Very helpful as a!ways Co

. Tom'

From: (OGC) (FBI)

SR ST

CobTe

“ . b6
‘ __ib7c

- Sent: Thursday, December 02, 2 PM
_To (ITD) (FBI)i |(OGC) (FBI

OGC) (FBI)

"Cc: BOWMAN, MARION E. (OGC) (FBD)]

IOGC) | |

I____{OGC) (FBI); MOTTA, THOMAS G. (rro) (FBI),I
{FBI)
ASubJect RE: UCO Proposai

' RECORD)

" SECRET[ i'33

fosey -

bl

ijS'll.v _



Message -SEeﬁEq; - B .~ Pagelof4

From: | S ' e . b6
~ Sent: {Wednesday, December 01,2004 4:53PM ™Y - . L.t PTC
To: | | RS

Cc:© BOWMAN, MARION E. (OGC) (FBI)] ' 1.

‘Subject: RE: UQO Proposal .

RECORD - T S
iSI

There is still admittedly a good deal of uncertamty about what authonty is requured to deploy an IPAV. OF
course, the safest course is to secure a warrant, though one rmght arguably not be reqmred-hence DOJ‘
position that a warrant should be obtained. . :

[ . '_l ‘On that, 1 am ) 522
ccmg! lwho is the primary attorney assigned to DITU, the group responsible for this technology. He - 7C

might be able {0 flush out the ITD/DOJ view on this. I'm also mc!udmg since he works most closely’
w1th Cyber Div and may be able to add to the dnscussuon ' v o S o

----- Original Message--—-- L R U S
From: | | S " , . b6

- Sent: Wednesday, December 01, 2004 4:16 PM B S C L b7C
Tof s ] . . S |
. Cc: BOWMAN, MARION E. (OGC) (FBI),| . | -

Subject: RE: UCO Proposal

SECRET, ‘ S S T
RECOR( {S:l SR P

Acoordmg to guldanoe issued by DOJ CCIPS, DOJ has "cons:stently advnsed AUSAs and agnets '
propasing to use IPAVs to obtain a warrant to avcud the exclusmon of evsdence _
This oplnlon is dated March 7, 2002 written byi l L b7c

has adwsed me on thss issue in the past and I copy her for her comments

_DATE ll3~23 «008
. CLASSIFIED BY 60322UL}‘LP;"STP:’CJJQ :

‘ S.E.e.RE_'F__ - REASON: 1.4 (C)

. DEL’LASSIFY ON: 10-23-2033%

ALL INFORMATION CONTAINED .
, .. .. HEREIN I3 UNCLASSIFIED EXCEPT
-12/9/2004 . .+ . .. . VHERE SHOUN OTHERVISE ‘



| Page 1 of3 o

[ Joscresy

From: l |(lTD)

" To:

- Sent: _[h uesday, Noveinber 23, 20048 24”u :

(OGC) (FBI)

‘ Subject‘ RE: Re IPAVICIPAV

| SENSITIVE BUTUNCM' L

NON-RECQR

b6 .
p7C

No handouts I talk to case agents and TTAs on the phone about the capab;lmes and how the collected mfo is
* pravided to the field for ELSUR compliance. | email case agents the template s/w, app, and affidavit after we
received a RMS from their TTA. Sometimes, | will emaii case agents the definition | provided to you and | have .
also provu:ied a more m-depth dlscussmn of how the capabtllty works to TTAs only via email,

-----Orl inal Messa e---=-

Fro

(0GC) (!;'BI)

Sent: Tuesday, November 23, 2004 8: 11 AM-
e Hus

- Subject: RE: Re IPAV/CIPAV

" bé
b7C

: Do you have an accepted defnmon of IPAV versus CIPAV?

lndlcated that you have a standand handout that yoy provnde ﬁeld ofﬁces when tbey are thlnktng of

usmg this tool Ineed a copy of thls materlal as wei!

Thanks

- Original Message-———
From (TTD)

. Sent: Monday, November 22, 2004, 11 53 AM [

To (OGC) (FBI) -
Subject: RE: Re IPAV/CIPAV-

: SENSITIVE BL!T UNMA 5

.NON-RECORD

‘b6 -

" b7C

A ~'.'mm: 1642322008 - N
' CLASSIFIED BY suszzuu:/u/s'rpmq g

~--Original Message--—- .

'111“/24/2004;‘ M o

- REASON: 1.4 (L)) . - L
- DECLASSIFY 0m: 10-23- 2033 -

ALI. II'IFDRI'[ATIDI-I CONT&INED
HEREIN I5- UNCLAﬁSIFIED EXCEPT
IJ'HERE SHDI!'IH UTI'IERUISE




Fromi::l(OGC)(FBI) S e
Sent: Monday, November 22, 2004 II'ZOAM T ; ._._"ibsc L T I
- Ce ko) (FBI)

- ‘Subject RE: Re IPAV/CIPAV o

. NON-RECORD _

My understanding is tha___Jwants it to go to All Offices therefore all SA. He wants all SAto

know that OGC expects a SW for all IPAV/CIPAV applications (no getting around ITD by:. ™ .

going to another Division that currently doesn't follow CCI uidance on this point). Wecan . . .
" talk and clarify.- I'intend to run my draft thru both you and] _ |before | begin the process of . bIC

working it up thru Motta to OGC. ‘'We need to agree first. ISP

-----Original Message---- : o K ST
From: (rm) . T e . b6
Sent: Monday, November 22, 20047 34AM LT a ko bIC

CTof ___(OGC) (FBI) S ST
Subjgct: RE: Re IPAV/CIPAV.

NON-REOORD

' W!I your EC be sent to only Tech Agents or all Agents"

7 —oral — o SR
" . From OGC)(FBI) T e
‘ Sent. Friday, November 19, 2004 5:20 PM. B R ‘ b7C b
Cc.l (ITD)(FBI) .
Sub]ect Re IPAV/CIPAV I
" SE c ED . Lo T e
M Lo T e I 570

- : [Jasked me to draft an EC fo:all field offices regardih' the fact thatitis -
- "QGC's position that a search warrant is.required-td l- .

bl

npsno0s o




S 112402004



(OGC) (FBI)V

~ From: | Jomo) - e e

Sent: 'luesday. November 23, 2004 8 20 _MJ
To: | o) (Fey
Subject: ;R_E: Re IPAVICIPAV

SENSITIVE BUT D e TR ~

'NON-RECORD -~ - . — -~ = , : o L

. - The definition previously emailed | CIPAV is ot iti 1bili tsto: PR
call it CIPAV, IPAV, or Web Bug. b"IE :

--—-Original Message-—---

(OGC) (FBI) - o e | S
Bmber 23,2004 8:11 AM . R -
) R
Subect T Re IPAV/CIPAV ‘ : ‘ : o R

SENSITIVE BUT UM ]

~ NON-RECORD _

Doyou have an accepteddefmtvon ofIPAVversusClPAV? o ‘; S g

mndlcated that you have a standard handout that you prowde fi eld ofﬁces when they are thlnkmg of
*+ using thss toof I need a copy of this matenal as well : ‘ ) ,

Ll -' . Thanks,
e Oriclnal MESSAG e ) = AR ‘ . B
Fromi krro) S
Sent: Monday, November 22, 2004 L1:53AM  ©©
Tol o (060) (FBD) 5
Subject: RE: Re IPAV/CIPAV -~
* SENSITIVE BUT UNGEAS o
: © NON-RECORD. — ~ T - o

... - DATE: lo- 23- 2003 MR
6 | CLASSIFIED BY 603ZZUC/LP;’STP!§‘jg‘

o Oriinal Message—— - p7C [ REASON: 1.4 (C) -0 R
melg_essag__kosc) (FBI) . DECLASSIFY ON: 10-23- 2093

ALL IHFORIMTIDH CD]'JTAIHED ST
| HEREIN IS UNCLASSIFIED EXCEPT R

- 11/24/2904, | S:E 5@ T B VHERE SHOVS OTHERWISE



- Méssééé N

oce) B

Page,i_o‘f} SR

‘From:
Sent;
Yo -

(ITD)-

{Tuesday, November 23, 20048 818 AM ) o

| Jlosc) Fen

_ Subject: RE: Re IPAV/CIPAV

- NON-RECORD

application and search Warrant attached i

. —---Qriginal Message-----
From
' Se
To

(OGC) (FBI)

: ber 22, 2004 4:10 PM:
ITD) o
: RE: Re /CIPAV- . -

', Subje

' 'SENSITIVE BUT UNCLASSIFIED =~
~ NON-RECORD -— T~

- b6
- b7C

" Do you have any ponies of SW used to actually employ this tool? -

| Froopalialtessaner

.. Sent: Monday, November 22, 2004 11:53 AM -

1112412004

. NON-RECORD -

To (0GC) (FBI)

_Subject: RE: Re IPAV/CIPAV -

b6
U p7C

--—-—--Qriginal Message—~-- - )
‘Froml'g_g_kOGC) (FBI)
" - Sent: Monday, November 22, 2004 11:20 AM
"~ Tof [TD)

Ccy (ITD) (FBI)

* Subject: RE: Re IPAV/CIPAV

. SENSITIVE BUT UNCLASSFIED .

'NON-RECORD

b6
‘p7C

DATE: 10-23-2008 - - -
| . CLASSIFIED BY so322m:/1.ws*rpfg3g
© . EEASON: 1.4 (C) - :
S Dncmssxﬁ ol 10-23- 2033

S p1

T My uﬁdgrétanding is t'h'ac:wants |t to go to A!l Off ices therefore all SA He wants all SA to b f - B

 CALL. INFURKATIOH CUIFI'}LINED
- HEREIN IS UNCLASSIFIED EXCEPT
T;]'H.ERE SHUY:IN UTI'IERWISE



Message M T ;.Pag'é Tof7 -

‘ [OGC) (FB|)~ -

From: | l(lTD)_(FBl) o ;»;_‘ T,
Sent: {_Monday, ! November 08, 2004 10:28 AM IR L ,5276
- b

To: | loGe)(FBYy) . B R
‘Subject. RE| : R

SENSITIVE BUT UN EIED
'NON-RECORD

b5

(3).

=As to 66h'femng‘\.mth CCIPS —ﬁ'é .probably not a bad idea, since we regularly accuse them of éstébllshlng Iegai
arguments that effect our techniques without confemng with us.- That said, | would consuder having all your pros -
and cons determmed and supportmg case law prior to dlscussmg |t _

b6

-f--~--0r| malMessae ----- e R o biC
e e T - T

" Sent: Monday, November 08, 2004 9:08 AM
. Tof [17D) (FBI) L

- Subject: RE] ]

- SENSITIVE BUT UEM!ED. o ’ B

" . NON-RECORD , L DaTE: 1p-23- 2009 :
: S - 7.0 CLASSIFIED BY 60322001‘1.1’!5?1’/9‘391

 Thanks I . ‘ " REASON: 1.4°(C) L
. an [:——I RN T .DECLASSIFY ON: '10-23-2033

. "Would a Mag\strate tisten to these arguments and act accordtngly or do they strictly rety upon CClPS in’
' computer cases? | guess my questlons is do | need to dlscuss thas wuth CCIPS or Just prowde case law

ALL INFGRH&TIUN CDNT&INED L
I'DEFEI!*I 18 UNCLASSIFIED EXCEPT

11/9/2004 - M . VHERE SHOWN OTHERVISE



.Meséage_ : m T R S Page'2~Qf7

" and argument 10 the case agent and the AUSA and let the AUSA work Wlth CCIPS if this is the darectton
that he/she wants to go? . _ , :

=

-4--Ori.tnal;ll' e ’ C E ~ el . o]
(D) (Fer) - ST e

' ?:..Mgnnax._umi ember 08, 2004 9:03 AM SR S 1
To (OGC) (FBI); (SE) \ SR R S
|E_[ D) (FBI) [oGC) (FBI); - - -
0GC) (FBD) - | R R © g
Subject: RE] b e e

" SENSITIVE BUT UN FIED
ON-RECORD - I

e

b1

., ====-Origi g o o g R A
o FW“‘%(OGC)(FBU R ' R S A S
. Sent: Monday, November 08, 2004 8: 14AM ' e T L
d J(sE)(FBD) o — ggc
- Cail ID) ITD) (FBI)| lioeey - - P7C

(el |DAVID C. (OGC) (FBI) ITD) (FBT) .

Subject' REL —— . b2

j sensrrlvssurungt;ggnsb B
NON-RECORD — . ~~ T PR

Looks fike you have a good Maglstrate I'II do some checkmg and get back to youl—___bnd LT
: any thoughts” S S : o AT

e c LT T e b7c

~ From: (SE) (FBI) - T

o ‘Sent: Friday, November 05, 2004 6:05 PM.  ~ . Tl
To_ : —J0GC) (FBI) T -_b2~

1 11/9/2004



' ._Message - SBeRE j: o o _A‘,Pag_e‘3-of7

~ SENSITIVE BUT U :
.~ . NON-RECORD -~ - . o
- :: o . ) ~ b7C O
1 spoke with U.S. Magistrate Judge Michael W. Leavitt in Yakima, Washington - .
regarding the possibility of extending the Search Warrant for a period of time greater
than 10 days. As itis right now, | am having to travel from Seattle to Yakimaor

Spokane, which are on the other side of the state, every ten days, which as become
. very old. The Magistrate understands the problem inherent with thi

b2
i S NOL sure | IS was possibie ‘_'b7E

he only suggested we look into it. This is an "if then" of scenario. |

| Just an idea.. Let me know what you think.

.Iﬁ . b2
b6

—--Original Message-—-- s R e DR
Coolmltesagel e e

Sent: Friday, November 05, 2004 1:37 PM

JBTE L

- Subject: FW FW{
"..". SENSITIVE BUT UNCLASS
© ' NON-RECORD = .
" I'm OGC counset to ITD and interested in your Magistrate's thought that he can
get a search warrant for an IPAV/CIPAV for a period of time greater than the 10 -
day period authorized by Rule 41. As you can see the lawyers at ILU are

“stumped. Is it possible that you or you AUSA partner can ask the Maglstrate for
. detalls'? How does he see domg this? )

- Thls could be very mportant if we could get SW for penods to exceed 10 days
Please let me know what you thmk . .

. Thanks.‘ '

| S Y pe
~Assistan Seneral Counsel ‘ . L. Libic

- Science and Technology Law UmtIOGC

- ====-Ori inal Messag_——- - E
. From (0GC) (FBI)

~  Sent: Friday, November 05, 2004 3:37 PM
-To: (OGC) (FBI) = o
-ceyf (OGO (FBD)

© Subject: RE:[ , | .

.b7E

117942004



- Message

NON-RECORD '

Cluenoos

' Pa'geff of 7.

- b7E

- NON-RECORD

~ The question to me is can a federal magistrate issue a search warrant
'_‘g_gainstacomputerl I

=

" bIE
Jfor a period of time to exceed the 10 days - -
. authorized by Rule 417 Right now we have to go back to the magistrate
every 10 days to keep these things going. “| have found no authority to
exceed the 10 day rule of the Rule 41. Do you know of any exe.cptions?‘ _
o Tﬁanks, ‘
’ ’ N o b6 -
----- Orl mal M essage-—--- ‘ L b7C
~ From: {OGC) (FBI) o :
Sent: Thursday, November 04, 2004 2:59 PM ‘
To (ITD) -~ N
- Ce _ jamD) (FBI) R
Subject: RE:] ] S . bIE
NON-RECORD .
Tve researched the faw on searchmg and selzmg computers and data : ‘b7‘c.

and have determined that Federal Rule of Criminal Procedure 41(c)(1)

_ dictates that the search must be conducted "within a specified time notto
exceed 10 days.” 1 know of no way a Magistrate can deviate from this.

guldance but I'l-ask the Investlgabve t.aw crowd for thelr view.

: or;gmu:k o
From ITD)

Sent: Th ober 21, 2004740AM
" Tos OGC) (FBI). - - .. b2

' ) ~.quject:FW ) i o -ib7E‘ '

Don't know off the top of my bald head “But, we will give it a look. I:I o
please explorethas issue. o Ao e
s -~--0ri inal Message-—- - o : oo

| From-,liloeo ey . ws
- Sent; Thursday, November 04, 20043.07 PM o b7C
: &":ﬂ_—ﬁm(m ST

_Subject FW:I ‘| ;be

b2




Message - -

11972004

; -~--0 ?mal Message—-—- L
- From:

[ PageSof? -

NON-RECORD

|(SE) (FBI)]" '

Sent: Monday, October 18, 2004 1:31 PM_ Lo b2
_To: (ITD); CG) (FBI), .. D6

: |g [SD) (FBI1); (CyD) (FBI). - - bic
.. Subject: RE] 1 : b7E
" b2

b7D

-b7E

| Not sure if this is

"possible. Has there been any other suggestions concerning this. o2

E I | b6
e . “b7C
----- Original Message---- e '

"~ From: (m): - EUE N
Sent: Thursday, September 16, 2004 9: 34 AM -

- To ksE) (FBD)- - L w2
~ Subject: REi | BIE
ED-
MEQQBD.
- Good luck'and just emazt me the renewal date and make
: that file name mesustable : ‘
. ‘-~;-Ori inal Message-’--'v-", T e o
From: |(SE) (FBI) "~ p7C
) Seri;mm tember 16, 2004 11:59 AM
To:l DY L
Subject:| _ ] s ‘
- ' .. b7E -
- NON-RECORD * e
b6
1. ' b7c
b2
- bTD -
"b7E
b2 -

. ‘b6 L
BRI Y[ A N




e Messagé 'S'E'BR-E-T— . REDREE f L o AA,,"Pagé_66f’.7

. UNCLASSIFIED -

UNCLASSIFIED - .
UNCLASSIFIED
. UNCLASSIFIED

" UNCLASSIFIED

/E BUT UNCLASSIFIED

NCLASSIFIED =

‘ SEN g lﬂVé BUT UNG "s:srilF“l.E-p
sensu IVEBUTUNCLASSIFIED |

* sENsiTe BuT NGLASSIFED

o _"‘sfensn'rv' BUTUNCLASS!FIED

- SENSITIVEBUT UNCLASSIFIED .

o 1192008
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~ SENSITIVE BUT LM~

" limnoos



Message I o S . Pagel 0f2'.‘;1

|(ITD) (FBI)
CRom: [ JmoyEsy o vo -
Sent: - [,lL'S.dQY._o_c,tdber07zoo4247PM\ I S 5 1

To: L__________koGe)(FBl) S
ce: [ o) (FBI)I ___koy
: Subject' RE Re: IPAVs

SENSI IVE BUT UNCLASSIFIED _—
NO -RE ORD :

~ of course, Ive been trylng to type up a’ summary of the meeting for you to have a record of it, but thls ema;i should o
heip. FYI asked if he and 1 could talk through —or rather if 1 would ti his arguments/concerns—simply . bé
because he knows me. | told him | would discuss his concerns with youlﬂnd DITU. - He also wanted to - bIC
chat in advance of the CTC conference because they wanted to mefition the Use of IPAVs at the CTC conference o

- that just concluded yesterday | will provide coples of the slides for you '

| Bjmlse.lm&desmerl T b2
‘ Jif it has the ability t : ~ b7E
-—_I, o ' . N : C - o o -

. Obviously this is of concem, because AUSAS will start drafting SW with technical descriptions as they understand
. the tool to work, but it may or may not be techni rrect, etc. ~DITU has had expen’ence on that front with o
~_OIPR..... As to the description of the technique pointed to a number of places in the- -current SW template .- beé
~ - that he thought were potentially inaccurate or that stated more detail than was necessary to explain the tool for .. - . b7C
purposes of securing the warrant--he said he mentioned some of them tocﬁAithough his blggest concern- . . .
.'was with the madequate showmg for delayed notlce under 18 usc 3103a B L

At the conference CCIPS also touched oh the Junsdlctlon issue, but acknowledged that the issue is stlll undef
debate. Nonetheless the handout {copy in the BU mail for you) clearly states CCIPS view—which is that Rule 41

- _jurisdiction vests either
) | I

|I is theretore b2 .
- .more appropriate to analyze it consistent with a harddrive image/seizure and rather than with other forms of .-~ .. b7E

-electronic surveillance which are statutorily governed. They rely primarily on United States v. Kara, 468 U.S. 705, .
718 (1984) for the rule that a search warrant can be obtained by describing the place or object where the beacon - - .
is placed regardless of where the beacon travels, even if it goes outside of the jurisdiction. See Rule 41(b)2). . .. =~

: o ark THFORMATTON CDM'AINED
10/7/2004 -~ ppery 1s UNCLASSIFIED L
DATE 10-23-2008 BY 60322UC/LP/STP/giy




Messags' . . Lo PageZof2 -

" . .----Original Message---—- . .
» me-ﬁ(oeq (FBI) - L
Sent: Monday, October 04, 2004 11:32 AM -
ol (ITD) (FBI) - o
Sub)ect' Re: IPAVs ’ : e

ENSITIVEBUTUNCMSSIFIEQ‘ ) ol T me
NON-RECORD ~ e T

‘U Ihas asked me to work dlosely wﬁEoﬁ the IPAV technique.[___ Jand I'sat.
down last Friday and talked about where DITU is right now with the techpj d it was mentioned ihat
you had an encounter witl:at CCIPS that you passed on t or info only AU

- DITUis concemed about thls matter as lt could drarnatlcaliy affect the way they acoompllsh thear mission.

1 would Ilke to come over and sst down and talk to you about IPAVs in general an4:in -
pamcular ' . . o o . :

When would be amenable to such a discussion?

.~ SENSITIVE BUT UNCLASSIFIED .

- SENSITIVE BUT UNCLASSIFIED *

U 1072004



N ‘Message LT 'vPé'ge tofl .

oae) (FBI)
7 From: | I [0 SR PR obs
" sent: (Tnursday, September 02, 2004 1 o8 PM— ] . Lo e PIS
"o | JoscyPRy T L
‘.Subject TemplateAfﬁdawtforbasuc!PAV1 X L deepa
| "\> Lovka e Cxrav ord WT A

SENSITIVE BUT UNCLASS!FIE

- NON-RECORD

~ This is the ondURIE S
.i.

. SSA - e .
Data Intercept Technology Unit/Software Collection Group - T e T :

Digitia! Evidence Section, Investigative Technology Division: b2 2 T i/

' o o b6 ‘ . :

b7C

+) . SENSITIVE BUT UNCLASSIFIED -

ALL INFORHATION COMTAINED

- 'HEREIN I3 UNCLASSIFIED.
DATE 10- l'? 2008 BY 60322UC/LPFSTP!Q‘]§

0/2/2004



.. Message ‘ SER(’ o R ) p S pagé'lo‘f-j‘f o

~\)b.*""’ '

N ](OGC) (FBI)

From: | ](ma) (FBI) - ﬂg{[ b l U Lo
“Sent: (_Tuesday, August 31, 2004.6:32.PM 6 C Jro . S
Ce: (D), DICLEMENTE, AN. T J [:I(ma) (FBI); ~
' OcC) (Fai) g !c Fﬁ A

hel o H2 sgux . - ‘
Subject RE: help . : . MZ; ng,;i'&‘y(f)”'_‘ L - be

® ~ o |

b1

-----Or:gmat Message—--- e
From{ I(ITD) (FBI)

P;M_Amﬂ‘m 2004 3:49PM . o I U R A
To (OGC) (FBI) . . b6

rﬁd |(ITD) (FBI l(lTD), DICLEMENTE ANTHONYP (m)) (FBI) Y
‘ | (o) (FBD){ kOGC)(FBI) S R

Subject RE~ help -

SECRET R
RECORD AXXX . .

DATE:” 10-20-2008 ~ . - -~ f 'ALL. INFORMATION CONTAINED .

CLA$SIFIED BY" soszzuc;LpfsTP/ng 0. HEREIN IS UNCLASSIFIED EXCEPT .
S\»EB@' REASON: 1.4 (C) .. /WHERE SHOWN OTHERWISE '

DECLASSIFY ‘ON: '10-20-2033 - -

9/ 1/2004



N

: Message .' SE&QEj‘ ERRN  , :‘.' S Pavgé‘2‘qf‘3: .

{81

PRIVILEGED DELIBERATIVE DOCUMENT NOT FOR DISCLOSURE OUTS!DE THE FBI WlTHOUT
PRIOR OGC APPROVAL o

,AssistantéeneralCoiJnSel R R .

Science & Technology Law Unit = * . . . 1
Engineering Research Facilty - ..~ ..~~~ -~ ... - . bIC

. Bldg.-27958A Room A-ZOYB
- Quantico, Va. 22135

e Tel L
- |

© SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL .~

' b6

. From; (OGC) (FBI) o L

- . . Sent: Monday, August 30, 2004 3:22 PM.
Tod kro) (Fe) -

~ Subject: help

SECRET
RECORD XXXX

do you have any case Iaw that stands for the proposmon under Title Hi that we cantest a
evice prior to court authorization and get limited data to verify that everything is working?

]
N ! but we would like to be prepared to defend this to the court if necessary. thanks. =

9172004

e e
_-‘ha.rgy»,

" b1

b5




' Message "‘V»_'Pagéb?j_blf& o

. “this is the fobtnbtg:. .

b2
b7E

U o1/2004



koeé) (FBI)

~ From: | [(iTD) (FBI) o o o .
 Sent: (Wednesday, August 04, 2004 11:47 AM Y - S e
T [ foGo)(FB) L o T
Ce:  MOTTA, THOMAS G. (ITD) (FBI) -
'Subject. RE: IPAVs L

ENSITIVE BL!I UNCLA§S!FIED
Q-REQOR :

- ‘ iofi chincludesa b2
b7E

I| . (at any rate, | haven't attached it b/c then | would have to make it a : . (
- l_Le_pord ....... Ofther than that | have not done any official legal analysis of it, but have had several dlscussmn wuth AR
& Co. You aiso ought to take a look at the CCIPS/DOJ OnLine investigative Principle #2 - b6
http:#/30
~.akin to

8fogoiiluflibrary/doj_cip:htm There is an argument that at least the simplest [PAV is essentially = . ©7C
ommand and that under this principle may be used without a court order Obwously taikmg it . o
ill help flesh out the validity of that argument. :

3 L . - b2
|:| o s
- —-—-Original Messa e——- . ' ) o ;A SR IR : .
From{ lo 0GC) (FBI) , : o : b6

Sent: Wednesday, August 04, 2004 1_]_,}2_AM_| ‘ e - bic V: .
 To: MOTTA, THOMAS G, (rro) (FBI), (my(FBIY) - o
~Sub]ect*FWIPAVs' . —_— o ST

SENSIT IVE BU] UNCLASSIFIED

NON-RECORD ‘
: ' ' b6
: Attached is a very recent EC that addresses sensmve DITU mvestlgatwe techmques FY1. UC|:] T BTe
- asked me to look at in in conjunction with a request to develop a matrix of techniques vs. evidentiary T
- predicates necessary for use by TTA in the field. He used the term IPAVs with a comment that you |

e work for him on this subject. If either of you have anythmg that would be helpful on IPAVs or
. atrix, | would apprecnate a copy . o . .

-----Original Message----- .. o o S -
oy e
Sent: Wednesday, August 04, 2004 10:08 AM : : o
o — Fen
Subject: RE: TPAVS | S

SENSITIVE BUT UNCLASSEFIED
NON- EC ‘ v

I recently authored an EC on FBI polncy asit retates to the deployment of IPAVs. lf you. want to know the
details of how lPAVs work and what they do, let's meet. Here S the EC. :

. - . T e
----- Original Message----- o ' ' - : . “b7C
From:| (OGC) (FBI) : SRR :

8/4/2004.- -




Message T PR T . Page20f2

) Sent. Tuesdaz, Auﬂust 03, 2004 9:31 AM '
Subject IPAVs - o

SENSITIVE BUT uncg‘gsunso

I'm not sure that we've met yet but | have recently been detailed as DITUICEAU bs attorney. I'm .

assigned to Science and Technology Law Unit/OGC. As you might guess, what DITU does i is all - is o
new to me and I'm plckmg up everythmg as new and unusual, like lPAVs i .

gave me your name asa starting point for Ieammg what IPAVs are from which he
expects me to work up a matrix for use in the field for use of the end product, e.g.; evidence. D :
said that you recently authored an EC on IPAVs. Could you please email a copy or send my the ID#
so | can pull it off of ACS. Once I've read it, I'd like to meet you and discuss this topic.

Thanks, |

8/4/2004



Mess

age

(OTD) (CON)

Page 1 of §

From: | A | coGe) (FBY)
Sent:  Thursday, August 19, 2004 6:07 PM !

To:

(OGC) (F8I)

Subject: RE: descriptions affidavit

EC

XXXX

this is the final one that we sent over.

’

—----Qriginal Message-----
From (OGC) (FBI)

Se?n_'muﬁdﬂ,_Augusf 19, 2004 3:38 PM
Toi _ (0GC) (FBI)

Subject: FW: descriptions affidavit

RECORD xoxxx

[

Can you tell me where you are in negotiations with OIPR regarding the definitions that will be used by the
FISA court in matters affecting my client, DITU? Attached is an affidavit that lists the terms to be defi

ht you were close to agreement....

be

" bIC

b6
b7cC

that appears to have been prepared in the July 04 timeframe but has not been submitted to the court,
Q’i}s waiting, evidently, to be told that these are the agreed upon definitions. Back in June 04, you
thoug

In the alternative, if overall agreement has not been reached, has agreement been reached on some of the

terms and if so which terms. This would help us to some extent. -

Thanks for your help on this,

1

-----Original Message-----

From{ J(rD) (FBD)

Sent: Thursday, August 19, 2004 2;

To (ITD) (FBI)&:](OGC) (FBI)

Subject: RE: descriptions affidavit

SECRET

RECORD xxxx

FYl--this one has a later date, but | don't know if it is in fact the "final"

-----Original Message-----

—

From{ (ITD) (FBI) ‘

Sent: Thursday, August 19, 2004 12:39 PM
ToF_'_%‘_—fOGC) (FBD)] YITD) (FBI)
Subject: FW: descriptions affidavit

DECLASSIFIED BY 60322UC/LP/STP/gig
ON 10-17-2008

9/6/2007

b6
b7C



Message

9/6/2007

SERRET

CORD x

| think this was close to final
---~Original Message--—---

From{ _ J(OGC) (FBY)
Sent: Friday, June 25, 2004 3:03 PM
Tof [TTD) (FBI)

Subject: RE: descriptions affidavit

E

RéCQBD XXXK
-—;-Ori inal Message-----
memm) (FBD)
Sent: Friday, June 25 3:00 PM

Toi koGe) (Fer)

Subject: RE: descriptions affidavit

T
RECOR’B XXXX
[ Jcanyousend me the last draft of the[___Jatfidavit

-----Original Message-—-

(OGC) (FBI)
(ITD) (FBI)

- Page2of5
b6
»7C
b6
b7¢

Cc: MOTTA, THOMAS G. (ITD) (FBI);

[1TD) (FBI); DICLEMENTE,

ANTHONY P. (ITD) (FBI)
Subject: RE: descriptions affidavit

RECORD xxxx
are we fine on the EC, too - or does that need revision

-----Original Message-----

From: (ITD) (FBI)
Sent: Friday, June 25, 2004 1:24 PM
To| ] (OGC}) (FBI)
Subject: RE: descriptions affidavit

E
RECORD xxxx

everything else looks fine to me.

mct

-----Original Message-----

Fromj | (OGC) (FBI)
Sent: Friday, Juhe 25, 2004 11:48 AM

b6
bi7cC




Message

9/6/2007

Page 3 of 5
T __________I(ITD) (IEB_I)-;L?]&LEMENILANEDNY P. (ITD)
(FBI); MOTTA, THOMAS G. (ITD) (FBIL); [0GC) (FBI)
cc [TTD) (FBI) [(TTD) (FBI)

Subject: RE: descriptions affidavit

= .
R;CQRD XXXX b6

b7C

it was reworded - i don't have a problem with the ¢oncept or with the
practice.

-----Qrigin e

From :%ﬂm (FBI)

Sent: Thursday, June 24, 2004 3:03 PM

To: L (OGC) (FBI); DICLEMENTE, ANTHONY P,

(ITD) (FBI); MOTTA, THOMAS G. (ITD) (FBI);I |
(8]

Ce: _ (ITD) (FBI) ~ |(ITD) (FBI)
Subject: RE: descriptions affidavi

S T
R

How did we deal with footnote 1? Is it ok?.

marcus

~~---Qriginal Message-----

From (OGC) (FBIL)

Sent: Thursday, June 24, 2004 11:03 AM

Toil _I(ITD) (FBI); DICLEMENTE,

N (FBI); MOTTA, THOMAS G. (ITD) (FBI);
| 'YOGC) (FBI) ‘
Cc ) (FBI){ ]

(ITD) (FBI)
Subject: descriptions affidavit b6
b7C

s
ECORD xxxx

Attached is what | hope is the final draft of the affidavit. |
have added the CIPAV and made any changes that were
suggested. Please review this one iast time prior to it being
sent to OIPR. if there are any additions, corrections,
deletions, etc., please let me know sooner rather than

later. Thanks.r:j

DERIVED FROM: i u
DEC

SECRET



Message

DERIVED FROM: Mpuitiple Sources

» A ATION EXEMPTION
SECRET

B} =L L FROM: MURIPIO 90

DECLA

Jrces
FICATION EXEMPTION 1
SECRE .

DERIVED FROM: Mulfiple Sources
DECLASSIFICATION EXEMPTIO

SECRET
DERIVED FROM: Multinle Source
DECLASSIFICATION £XEMPTION

SECRET

DERIVED FROM: Multiple Sources
DECLA ICATION BXEMPTION
SECRET

DERIVED FROM: Multiple Sources
DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM: Muitiple Sources
DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED FROM: Multiple Scurces
D ASSIFICATION EXEMPTIQ
SECRET

9/6/2007

Page 4 of 5
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Message ' Page 1 of 3

I BOTD) (CON)

From: | | (cN) (FBI) |

Sent: '4Thursday. August 18, 2004 12:39 PM !

Too [ Joco)(Fei; 0GC) (FBY)
Subject: FW: descriptions affidavit

 SEeRET b6
RECORD 00t b7C

{ think this was close to final

-----Original Message---—
From] J(OGC) (FBI)
Sent: Friday, June 25, 2004 3:03 PM

Ti (ITD) (FBI)
Subject: RE: descriptions affidavit

SEGRET
RECORD xxxx

—----Original Message—--
From{_ _1 (ITD) (FBI)
Sent: Friday, June 25, 2004 3:00 PM

Tq |(0GC) (FBI)
Subject: RE: descriptions affidavit b6

b7C
SECRET

CORD xxxx
I:lcan you send me the last draft of thei:afﬁdavit.

—--Original Message-----
From ](OGC) (FBI)

Sent: Friday, June 25, 2004 1:26 PM
Toi (ITD) (FBI]
Cc: MOTTA, THOMAS G. (ITD) (FBI) “|(ITD) (FBI); DICLEMENTE, ANTHONY P.
(ITD) (FBY)

Subject: RE: descriptions affidavit

are we fine on the EC, too - or does that need revision

--—---0Original Message--—

From:m (ITD) (FBY)

Sent: Fniday, June 25 1:24 PM . b6
o e ey brc

Subject: RE: descriptions affidavit

DECLASSIFIED BY 60322UC/LP/STP/qigy
9/6/2007 ON 10-17-2008



. Message . Page 2 of 3

RECORD >ooxx

everything else looks fine to me.

mct
..... Origi — : ) . o
From (OGC) (FBI) o o6
Sent; Fri 4 11:48 AM B7C
To (ITD) (FBI); DICLEMENTE, ANTHONY P. (ITD) (FBI);
MOIIA.J]:IQMAES.I(TTD) (FBI)| KOGC) (FBI)
ce{ | (ITD) (FBI] _ JrTD) (FBI)
Subject: RE: descriptions affidavit
S|
RECORD xxxx

it was reworded - i don't have a problem with the concept or with the practice.

---=-0riginal Message-----

From:i k1o) (FBI) . b6
Sent: Thursday, June 24, 2004 3:03 PM b7C
To| —___]OGC) (FBI); DICLEMENTE, ANTHONY P. (ITD) (FBI);
MOTTA, THOMAS G. (1TD) (FBI) , loce) (FBI)

Ccf _ ITD) (FBI;Lt ITD) (FBI)

Subject: RE: descriptions affidavi

SE
RECORD xxxx

How did we deal with footnote 17 Is it ok?

marcus

-----Original Message-----
Froml ] (0GC) (FBI)

Sent: Thurs n 004 11:03 AM
Tod Erro) (FBI); DICLEMENTE, ANTHONY P. (ITD)

(FBI); MOTTA, THOMAS G. (ITD) A} | KFBI)
cqd A [ITD) (FBI) |aTo) (FBI)
Subject: descriptions affidavit .
b6
RECORD xxxx b7e

Attached is what | hope is the final draft of the affidavit. 1 have added the
CIPAV and made any changes that were suggested. Please review this
one last time prior to it being sent to OIPR. [f there are any additions,
correcti%ss, etc., please let me know sooner rather than later.
Thanks

9/6/2007



. Message ‘ : " Page3of3

DER D FROM: Muitiple Sources
DECLA FICATION EXEMPTION
SECRET

DERIVED FROM: Muiltiple Sources
DECLASSIFICATION EXEMPTION
SECRET

purces
| ON 1
LI L FROM, MUitipie oQurces
DECLASSIFICAYION EXEMPTION
SECRET
DERIVED FROM: M |'
D LA CATION P NGN

SECRET

DERIVED FROM: Multiple Sources
DECLA CATION EXEMPTION 1

SECRET

DERIVED FROM: Muyitiple Sources
DECLASSIFICATION EXEMPTION
SECRET

DERIVED FROM: Multiple Source
DECLASSIFICATION EXEMPTION 1
SECRET

9/6/2007



L + To: Operational Technology Division From: Records Management
’ Office of General Counsel
Cyber Division
Special Technology and Applications Office

Re: 190-HQ-C1547903, 08/16/2007

.

By letter dated July 24. 2007, Electronic Frontier
Foundation, through staff attorney Marcia Hofmann, submitted a FOIA
request to FBIHQ seeking the ﬁollow;ng records:

All agency recoxds {including, but not limited to, electronic
records)concerning to Bureau's use of Computer and Internet  Protocol
Address Verlfler (CIPAV)software.

By letter dated July 19, 2007, CNET Networks, through Chief
Political Correspondent Declan McCullagh submitted a FOIA request to
FRIHQ seeking the following records:

All recorxds, including but not limited to correspondence,
memoranda, reports, presentations, use or deployment logs, procurement
agreements, vendor contracts, and legal opinions, concerning or
involving a technology used by the FBI called Computer and Internet
Protocol Address Verifier (CIPAV) or technologies with substantxally
similar capabilities as CIPAV.

We are sending this EC to you because we believe that you may
have documents potentially responsive to these three FOIA requests.
The FOIA requires the FBI to conduct a search which is reasonably
calculated to uncover all relevant agency records in response to a FOIA
request. As a result, we request that FBI personnel in your office be
directed to search for any and all retrievable agency records in their
custody, control and/or possession in those locations likely to reveal
potentially responsive records. It is recommended that you submit an
"all employee™ e-mail to your office to identify whether any such
records exist.

Examples of agency records include:

. : all records or communications preserved in
electronic or written form, including but not
limited to correspondence, documents, data, faxes,
files, guidance, ‘guidelines, evaluations,
instructions, analyses, memoranda, agreements,
notes, orders, policies, procedures, protocols,
reports, rules, technical manuals, technical
specifications, training manuals or studies;

e electronic records mazntalned on computers, or
audio or video tapes:;

. e-mails (regardless of whether they have been |

designated as "record" or "non-record" in Trilogy !
Microsoft Outlook);

2

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 10-17-2008 BY ©0322UC/LP/STR/gig



