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The Computer Fraud and Abuse Act Hampers Security Research

The Computer Fraud and Abuse Act is a vague law that chills important white-hat security testing of
computers we use for critical tasks every day.

Sadly, computer manufacturers and system operators often do not want to hear about security flaws in their
machines—Ilearning about these problems means they’ll have to spend time and resources fixing them. But
it’s better for all if these if these flaws come to light. The bad guys will find them, even if we do not talk
about them and public awareness of security vulnerabilities creates pressure for manufacturers to address the
problems and to build safer technologies for everyone in the future.

Why would we want to let security researchers test others’ computers without their permission?

* To protect public health. Several academic and independent security researchers, including
computer science professor Tadayoshi Kohno at the University of Washington, have revealed
security flaws in medical devices like insulin pumps and pacemakers. These vulnerabilities
put the privacy and physical safety of patients at risk. As a result of this important computer
science research, the Government Accountability Office has recommended that the FDA
figure out a plan to keep tabs on the security risks of implantable medical devices.

* To secure elections. A number of computer scientists, including Princeton professor and
former FTC chief technologist Ed Felten, have tested the security of electronic voting systems
that use computers to record and tally votes in elections.” This work has been critical in
exposing flaws that would make it possible for wrongdoers to rig elections. Without this
research, we wouldn’t know the problems exist, and there would be no pressure to fix them so
that the election system isn’t vulnerable to attack. Now, the public can have an informed open
debate about whether using electronic voting machines with no audit trail is a good idea.

! See, i.e., “Security Risks, Low-tech User Interfaces, and Implantable Medical Devices: A Case Study with Insulin Pump Infusion
Systems,” Nathanael Paul and Tadayoshi Kohno, USENIX Workshop on Health Security and Privacy (HealthSec), August 2012;
Jordan Robertson, “McAfee Hacker Says Medtronic Insulin Pumps Vulnerable to Attack,” Bloomberg (Feb. 29, 2012),
http://www.bloomberg.com/news/2012-02-29/mcafee-hacker-says-medtronic-insulin-pumps-vulnerable-to-attack.html; “Take
Two Software Updates and See Me in the Morning: The Case for Software Security Evaluations of Medical Devices,” Steve
Hanna, Rolf Rolles, Andres Molina-Markham, Pongsin Poosankam, Kevin Fu, and Dawn Song, In Proceedings of 2nd USENIX
Workshop on Health Security and Privacy (HealthSec), August 2011; “Patients, Pacemakers, and Implantable Defibrillators:
Human Values and Security for Wireless Implantable Medical Devices,” Tamara Denning, Alan Borning, Batya Friedman, Brian
T. Gill, Tadayoshi Kohno, and William H. Maisel, Proceedings of the 28th international conference on Human factors in
computing systems, New York, NY, USA, 2010, pages 917-926.

2 See, i.e., “Security Analysis of the Diebold AccuVote-TS Voting Machine,” Ariel J. Feldman, J. Alex Halderman, and Edward
W. Felten (Sept. 13, 2006), http://citpsite.s3-website-us-east-1.amazonaws.com/oldsite-htdocs/voting/; Avi Rubin and Ed Felten,
“Report Claims Very Serious Diebold Voting Machine Flaws,” Freedom to Tinker (May 11, 2006), https://freedom-to-
tinker.com/blog/felten/report-claims-very-serious-diebold-voting-machine-flaws/; Dave Schechter, “Professor Exposes More
Voting System Flaws,” CNN (Oct. 27, 2010), http://www.cnn.com/2010/POLITICS/10/25/voting.system.flaws/index.html.
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* To make driving more safe. Computer scientists, including professor Stefan Savage at the
University of California San Diego, are documenting security vulnerabilities in computer
systems in cars.” These flaws could make it possible for malicious hackers to interfere with
car systems in a way that would make the vehicle less safe to drive, like tampering with the
cars’ brakes. Without the work of these researchers, the public wouldn’t know about these
flaws, and car manufacturers wouldn’t know that it is important to build these systems in a
better way.

* To protect consumer privacy on the Internet. Computer scientists are studying how
advertisers and other companies track consumers’ activities online and report web browsing
details back to entities interested in knowing such information. By understanding precisely
how this technology works, the researchers have also developed a tool called ShareMeNot
that lets users block this tracking to protect their privacy.*

Security research is important to keep all computer users safe. If we do not know about security
vulnerabilities, we cannot fix them, and we cannot make better computer systems in the future. The
CFAA should protect white-hat hackers and give them incentives to continue their important work.

? See, i.e., “Comprehensive Experimental Analyses of Automotive Attack Surfaces,” Stephen Checkoway, Damon McCoy, Brian
Kantor, Danny Anderson, Hovav Shacham, Stefan Savage, Karl Koscher, Alexei Czeskis, Franziska Roesner, and Tadayoshi
Kohno, 20th USENIX Security Symposium, August 2011; John Markoff, “Researchers Show How a Car’s Electronics Can Be
Taken Over Remotely,” New York Times (March 11, 2011), http://www.nytimes.com/2011/03/10/business/10hack.html.

* “Detecting and Defending Against Third-Party Tracking on the Web,” Franziska Roesner, Tadayoshi Kohno, and David
Wetherall, Networked Systems Design and Implementation (NSDI), April 2012,
https://www.usenix.org/conference/nsdil2/detecting-and-defending-against-third-party-tracking-web.




