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U.5. Depariment of Justice

United States Artarney
Southern District of New York

P.ODZ2

The Sitvia L. Malia Suilding
Ore Sgtnt Andraw s Fluan
Mew York, Mow York 10007

Hovember 22, 2005

By Hand

The Henorable Andrew J, Peck

Chief Unjited 3tates Magistrate Judge
Southern District of New York

United Btates Ccurthouse

500 Pearl Street, ZEm. 750

Hew York, New York 10007

Re; Apnlications for Pen Registers and _rap and Trace
Devices With Cgll-site Locaci ut it

Dear Chief Magistrate Judge Peck:

The Government regpectfully submits this letter in reaponse
to the reguest ¢f the Eonprable Gabriel W. Georenstedn, on behalf

of Yeur Eonor, for further briefing concerning the Court’
authority teo crder the prospective disclosure of cell-site

informaticn. Spesificelly, this leltter addresses two opinicons

recently issued by Magistrate Judge Smith in the Southern

District of Texas and Magistrate Judge Crenstein in the EBastern
District of Wew ¥York, which celled inte guesticon the Governmenl’s

position goncerning this authority. See In re Zwoplicstian for

Pen fliegister ang Traw/Trace Device With Cell Site Logztion
AButhoritv,  F. Supp.2d __ , 2005 WL 2656621 (8.D. Tx. Cct. 14,
?F 5) ““Texac Op. ”j ~and ;: re Boplication oI the ited Sta

B =upp 2d __, 2005 WL 2?19203
(E.D.N.¥. Oct. 24, 2008) (“New York Gp Y, This lettar alaa

responds ta an Jctehker 27, 2005 amicus gurize submission from
Fedaral Defanders of Wew York, Inc, !(the “Federzl Defsndzrs™y,

the

which largely nepeats the reasoning of these cpiniong and &adopts

their conclusicons {(the “fed. Def, Br.").

Iﬂ an Qcteober 5, 2005 Ilettfer to the Court (the “Dotober 5

Letter”), the Gevernment sel forth in detall the reasons why the
prospective disclesure of cell-site informaticon may be obtained

purauant to the Cambined autherity cf Title 18, United States
Code, Sections 3121, gf seq. {(the “Pen/Trap Statute”), and
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Section 2703 &f Lhe Stored Communications Ast (“SCAR®), Title 18,
United States Code, Sectiens 2701, 2t sed.

The Government’'s pasition may be sunmarized as follows: The
prospective disclosure of cell-site informatlion falles sguarely
within the Pen/Trap Statute because cell-site informaticn is
“dialing, routing, addressing, o©r &ignaling infermation,™ and the
nrovisions of that statute mandate a pen/trap order Tor such
disclosurs. See 18 U.S.C. §§ 31Z1(al, 3127(3), and 2127(4). Th=a
Pen/Trap Statute by itself, however, is insuificient authority
£5r such disclasure, because Congress has forbidden a callphone
company from disclosing cell-site information “solely pursuant”
to a pen/trap order. See 47 U.3.C. § 1002(a}{2)(B). The
necessary authority for the disclosure of vell-site informaticn
callod for by the Pen/Trap Statute is provided by Section 2703 of
the SCA. In particnlar, cell-site informgtion falls within thes
scope of the SCA because it constitutes “record[s] or other
information pertaining te a subscriber to or customer cf [an
electronic communication] servica [net including the contants of
communications).” See 1 U.S.C. & 2703(e) (l). 28 a result, its
cisclosurs may be cbtained pursuant to an “articulable facts”
order issued under 18 U.$.C. § 2703(d). ZIccoordingly, the
ren/Trap Statute, together with the SCA, provide auvthority for
the discloaure, on a prospective basis, of cell-site informaticn.

DISCUSSION

The twe Magistrate Judges’ eopinions, as well as the FPaderal
Tefsnders’ nrief, challenge the Govermnment’'s positian in three
principal ways. Tirst, they dispute the Government's
interpretation of the Pen/Trap Statute and the SCA. Their
alternative reading, however, is grounded in a misunderstanding
of the relevant statutes znd legisalative histery. Second, they
reason that cellphones are “tracking devices” and that the
tracking device statute, 18 U.85.C. § 3117, raguires zhe
Sovernment te seek a warrant based on probable cause for the
disclosure of prospective cell-site information. This argument
is incerrvect for az least two reasons: cellphones do nct Tall
within the purview of the tracking device gtatute, but even o 4 %
they cid, there is no statutory regulrxement that the Governmant
ceck 8 warreant. Third, thev assert that there is a reasonzble
expectation of privacy in caell-site infermalion under the #Fourth
mmendmenz, which also triggers the need for a warrant issued upon
z showing of prebanle cazuse. This argumant fails beceuse there
‘e no reascnakle eupectation ¢f privacy in information conveyec
to third pazticss, =znd cell-sitz information is plainly data
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conveved to third-party cellphcne companies. Accordingly, this
Cour® should decline to fellew the chijecticns to the Government’s
position that prospective cell-site disclesurs is authorized
pursuant to Lhe Pen/Trap Statute together with the SCA.

A, Legislative Histery Supports the Disclosure of Cell-Site
Data Purxsuant to the Combined Authority of the Pen/Trap
Statute and the SCh

It is important tc address at the cutsst what the Magistrate
Judges' opinions and the Federal Defenders® brief view to be &
crizical weakness in the Government’s pesition: that there is &
lack of legislative history supporting the Government’s argument
thet prespective cell-site infermaticon may be gathered pursyant
to Section 2703 of the 3CA and the Fen/Trap Statute. Zegg Texas
Op. at *15-16; Wew York Oo. at *25: Fed. Def. Br. at 18-1%5.
Magistrate Judge Smith cuotes extensively from congressicngl
testimeny by then-Federal Bureau ¢f Investigation Director Louls
Freeh in connectign with proposed legislation that became the
Communications Assiatance for Law Enfercement Act (“CALER"), P.L.
103-2313, 108 Stat. 4279 {1994). Magistrats Smith refers in
perticular to Director Freeh’s proposal to Congress of ths
restriction - later embodied in The “sclely purauant” language of
47 U.5.C. € 1002(a) (2){B) ~ on the disgclosure of gell-=site
information pursueant to a2 pen/trap order. Sec Texas Op. at =14,
Basad con this testimony, Magistrate Judge Smith cencludesg that
“Wiwlhile the Isole=ly pursusnt] disclaimer did not affirmatively
specify what legal aulhority would govern access to prospective
ceall site data, Director Freeh’s testimony makes clear that an
order under SCR § 2703(d) was not = likely suspect.” Texasz Op.
at #*15.

Magisztrate Judge Smith, hewevex, fails to take into account
all of Cirector Freeh's testimony on this subhjsct.
Significantly, Directer Fresh discussed the Government’s
undisputed abilitvy to obtain “transacticnal datz,” such as cell-
cite information, before proposing the CALEA restriction on which
Magistrate Judge Smith foouses. Director Freeh’a testimony —hus
maxes clear that the SCB provided the necessary authority to
secure the disclosure of cell-site data called for by CALEA’S
limitation, In particular, Dixzector Freeh testified:

Somz cellular carriers do acqguires informaticn relating
to the general location of a sellular telephons for
call distribution znalvsis purposes. However, this
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information is not tae specifie type of information
chtained from “true” tracking devices, which can
reguire & warrant or court crder when used Lo ftraak
within & private legatich not epen to oublic view. Sse
ﬁnited :atns v. Kave, 453 U.8. 705, 714 (1984). Evep

narali i locati mgc_m,:is y, _OF any

ahner EHE& cf “t gﬂsacticﬁgl lﬂfcrmaL; L, _5 gbtg;a d

Sﬂﬂéﬂﬁnaﬁ are required and are abtained.

Seg Eglice Acgess to Advanced C ' ™
Eeform the Subcgmm;ttee oo Igghng;ggx and ;he Law gf thg

on the Judiciary Housa of RﬁbrEHHnLatL?eH, 1C3d Cong., 24 3ess,

{1984} (statement of Director Freeh), (“Fresh Testimony™)
gvailable g3t 1994 WL 223962, at *27-+*28. {emphasis added). In
the next paragraph o his testimony, Director Freeh proposed the
reatriction on disclosure of cell=site information which
eventually beceme-the “solely parguant™ Timitation now codified
at 47 U.5.C. § 1002. Id. at *28.

The importance of Directer Freeh's testimony cannct he
overstated. Director Freeh confirmed the prevailing view of the
day, namsly, that cell-=ite information was “transacticnal
infermation,” which could be cbtained purszuant o “gourt oxders
or subposnas, ™ not warqrants. Indeed, al the time <f his
testimony, subpoenas could be uaesd to compel disclosurce of any
non-content records or information under Becction 2703{(z) of the
SCA, although CALER soon modifisd this practice. MNorsovsr
“eourt arders” refarred to orders issued pursuant to Ssction
2703 (d), which were ussd, then as now, to compel disclosure of ™Ma
racorsd or other information pertaining to & customer or
subscriber.® At the time of Director Fresh’s testimony, however,
such orders were issued upon a2 showing of relevance to =z
legitimate law enforcement inguiry, rather than based on the
heightenerd “articulable facte” standard, discussed helow. Sas
Zlectronic Communications PrivAcy Act oF 1%86 § 201, Pub. L. Ho.
28-508, 100 Stat. 184 (1986) (providing for compalled disclosure
of such records when the Sovernment uses a subpoena or “obtains a
court order for such disclosure under [18 U.S.C. § 27031431 .
EBem 2lso Cotoher &5 Letter at 5. Dirsctor Fresh®as testimony alsaae
made clezr that the disclosure of cell-site infeormetion did net
regulre a warrant.
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Recordingly, at the moment Director Freeh proposed the
iimitaticn on thz dis=closure of cell-site information pursuznt to
a pen/trap order, he also made plain to Congress that disclosure
of such informetion was permissible under Section 2703. I is
clear from the legislative history, then, that neither Director
Fresh nor Congress intended to require warrants for the
disclosure of cell-site informaticn. Instead, they intended for
the disclosure of such informabion to e governed by the rules
for transescticonal, non-cantent information in Section 2703 of the
SCA,

Tt is also important to note, as Magiatrate Smith dees, taat
one of CATEA's goals at the time it was enacted was to preserve
the seme surveillance capabilitiszs that law enforcement agencies
had prior toc the advent of c¢ellphones. See Texas Op. at *13-*14.
The prospective disclesure of cell-szite information undsr the
combined authcrity of CRLEA and the SCB is in kesping with this
legislative intent. Under the “old” system of hard-wired
telephcnes, a pen/trap order allowed law enforcemant to pinpoint
the physical location of a telephone user each time he oY shs
pizced a call bpecause landlines, be they payphonss or residemtial
telephones, are fixed to a particular address. See Upited States
Telecom Lss’n v, FCC, 227 F.3d 450, 455 (D.C. Cir. 20Q0).
Moerecvey, law anforcemsnt could chtain this locallion informatlion
on a prospective basis using the information derived pursuant to
the Pen/Trap Statute. In contrast, cellphones do not reguire
their ueers to be in & particular place to send zond receive
¢calls. As 2 result, it is impessibls to determine the physical
location of a cellpheone user without reference tTo cell-site
data.! Accordingly, Zecticn 2703(d), tovether with the Pen/Trap

7 in accerdance with CALEA, the telecowmmunications
industry, werking with the FEI, adopted a set of techniaal
standards, known as the “J-Standard,” te allow law enforcoment to
mzintain the surveillance capability it had before
walecommunications technology changed. ©Cne of the J-Standard’s
specificatlons is that cellphone cormpaniss must have the
capability to disclose the physical leoccation of the nearest cell-
gite towsr at the beginning and end of sach cell. See Onited
States Telecon Ass’n v. FCC, 227 F.34 at 455. The J-Standard Zox
cell-gsite information, at best, discloses the neighkerhood a
ce2llphone user is in at the time a call starte and at the time it
terminztes. This deoes not provide continucus tracking and is far
less geographically precise thar the “virtual map of [a cell
phone user’s] movements” posited by the Federal Dsfenders. =

{0
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Staztute, simply allews law enforcement to maintain a capapility
1t has always had - the abilily to locate a telephone user a4t tThe
time a call is made or received on a prespective basis — in the
fzoe of changing technelogy. What is more, Section 2703 ()
requires the Government to satiafy an “articulaples facls”
standard, an éven higher burden than that reguired for a pen/trap
orgder and which is in keeping with CALEA's increased privacy
protections, discussed in Secticn B.3 below.

Finally, it is significant that Cengrzss, in enacting CALEA
follewing Dirsctdr Fresh’s testimony, did pot ban the use of
pen/trap orders to allow the discleosurs of cell-site informaticn
from cellphone companies. Instead, it specified that such
disclesure shkould not be made “solely pursusnt” to & pen/trap
arder. 47 U.S.C. § 1002{(a)(2)(2). The term “svlely” is neot
wholly prohibitive. Rather, it is partially restrictive. This
phrasing therefors implies that Congress in 1994 understood cell-
site information to be coverad by the Pen/Trap 2tatute. Indeed,
if cell-site information could not =& collected at that time
pursuant to =z pen/trap order, thers would have been no need fon
Congress to limit such collection.

Challenging the Governmant’s position on the combined
authority of the SC2 and the Fen/Trap Stztute, the Magistrale
Judges’® opinions, as well as the Federal Defenders’ brief, alse
ralss guestions zbout this combinsd authorlty’s date of origin,
LSze Texas Op. 8T *15; New York On. at *25; Fed. Def. Br. at 18-
20. This matter is net as mysterious as they suggest and, in any
cvent, 1t has no bearing on the propriety of the Govéermmant’s
argument. Ag discussed above, tha best anawer i3 1924: Director
Freeh’s testimony demenaltrates that when Congress enacted CALEA
in 1294 (with itas “solely pursuant® language), it intendec [or
cell-site information to be e¢btained pursuant o process uvhder
the 3CA. In addition, a5 discussed above, CALEA’s “solely
pursuant” language suggests that Ceoagress intended sall-site
information to ke covered by the Pen/Trap Statute.

Hewvertheless, zfter CALEA was passed in 2994, some
uncertainty remained over which categoriss of non-content
information the Pen/Trap Statute coversd. Ses Fighting Cvhexn
Crime: Haaring Before the Subcommitiss on Cripe of the Committes

FPad, Daf. Br. 2t 4. Indeed, it =zeveals considarakly leass
information about a caller’s location than the physical addresses
assogiated with landlines under the “old” hardline systam.
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on_the Judiciarwv, 107™ Cong., 1°° Sess. 47-48 (20021) (statement
of Michael Chertofif, Assistant Attorney General, Criminal
Division, U.5. Den't of Justice) [available at
judiciary.house.gov/legacy/chertoff 061201.htm). Any ampiguity
was aliminatsed by the USA PATRICT Act anf 2001 & 216, Pub. L. Ho.
107-546, 115 Stat. 272 (2001} (the “Fatrliot Ret™}. AS discussed
in the Government’'s Cctokber 5 Letter at 7-8, disclosure of cell-
size information naw plainly £alls witain the definitions of “pen
register” and “trap and trace device,” and the Government is now
clearly reguired to cbtain such informaticn using the Pen/Trap
Statule and the SCh, This result is consistent with the result
envisioned in 1994 by Congress and FBI Director Freeh: cell-site
information is not available “solely pursuant” to a pen/trap
order, but it is available when a Section 2703{d) order is used
as we=ll.

n, Frospactive Disclesure of Cell-Site Data I3 Authapizead
Pursuant to the Pen/Trap Statute and Saction 27053({d} of tha
SCA

Ta ils October 5 Letlez, the Government explzined that Lhe
combined suthority of the Pen/Trap Statuts and the SCAR authorize
courts to order the prospective discliosure of cell-sits
information. Ses October 5 Letter at 5-10. HMagistrate Judges
Smith and Orenstein, as well as the Federal Defendexs, disagree.
See Texas Cp. at ~13; MNew York Op. at *23; Fed. Daf. Br. at 15-
16. Az exwlained below, however, their objecticns are without
merit.

1. Cell-gite Information Falls Withirn the Scope of the
Pen/Trap Statute

As explainad in the Government’s Qetober 5 Letter, pen
registers and trap and trace devices, by definition, involve the
disclosure of “dialing, reuting, addressing, cr signaling
informatien” for cutgoing and incoming telephens calls,
respectivaly. See 18 U.5.C. §§& 3127(2) and (4); October 5 Letter
at 7-8. OCell-site information tells = cellphone company with
which cell tower a cellphone is in contact, thus allowing the
cellphone ceompany to provide service to the cellphone,
nocordingly, cell-site informaticn is used as signaling
informacicn to route cellphene calls, and the diasglosure of Lhis

a7a falls sguerely within the scope of the definitions fer nan
registers and trap and trace devices,
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There ares severzl reasons why the Magiztrate Judges’
contrary conclusion is incorrect. First, when Congress, via the
Patriot Act in 2001, expanded the definition cf pen reglsters and
trap and trace devices to inelude “dizling, routing, addressing,
ey signaling information,” it was not writing on a bhlank slate.
In 2000, the Court of Appeals for the [.C. Circuit had zlready
held thet cell-=ite information was “signaling informztion” for
ourposes of CALEA. In Unig tat Telecon Ass’n v, FCC, 227
. 3¢ 450 (D,C. Cir. 2000}, the D.C. Circuit addresssd whethar
¢egll-site information was “call-identifying information,” which
is defined by CALEA to mean “dialing or signaling informeticn
that ldentifies the origin, direclicon, destinatien, 2=
temination of each communication genarated ar received by a
subscriber Dy means of any equipment, frfacility, or scxvice of a
telecommunications carrier.” Unifed Stetes Telegom Ass'n v. ECC,
227 F.3d at 457 (elting 47 U.S.C. % 1001(2)). The court held
that it was, explaining that: “a mobile phone sends sgignzls to
the nearesl cell site at the atart and end of a gall. These
signals, which are necgalzary to achieve communications between
the czller and the party he or she is calling, clearly are
‘signaling infermation.’” Id. at 463 (inteérnsl cuotations
omitted). While noting that CALEAR could have baen clearer on its
Zace, the D.C. Circulit observed that beczuie cell-site
information is sighaling information, it fell within the type of
information covered by the Pen/Trap Statute. JId. at 458, 4&3-64,

Moreover, once thé Patriot Act expanded the statutory
definition of pen register and trap and trace devics to cover
“signeling information,” the Pen/Trap Statute’s inclusion of
gell=aita leocation information hecams explicilb. Indeed, this
Court must presume That Cengress was aware that cell-site
informaticn was signaling information when it enacted the Patriot
Ast, See Loriliard . Pene, 434 71.8. 575, 280-81 (2873
(“Conyress ls presumed to bhe aware of an administrative ox
judicial interpretaticn of a2 statute and te adopt that
inTerpretation when it re-enacts a statate without change. . . .
8o tae, where, as here, Congress adepts a new law incorporating
sections of 2 prier law, Congress normally can be presumed Co
heve had knowledge cof the interpretation given to the
incoerperated iaw, at legasl| insofar as it affects the new
sTatute. ™).

Segond, Magistrate Judge Smith, whose arguments Magistrate
Judge Crensteln and the Federal Defenders in large part repest,
erronecusly constrains the Patziot Zot’s expansion ¢f the
pen/trap dafiniticons to reach only the Internet, Ses Texas Op.
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at *13; New York Cp. at *23; Fed. Daf. Br. &t 13-16. In support,
Magistrate Judge Smith points to two statemencs in the
Congressional Record neoting that the expanded definition of pen
register snd trap and trace device will spply o the Internst.
See Texas Op. at *13. Yet contrery to Magistrate Judgs Smith‘s
cenclusion, nothing in these two statements indicates that ths
expanded definiticns are restricted only to the Internst.
Moreover, not only ig Magistrate Judge Smith’s inferances
forscilosed by tha D.C. Circuit’s holding in United 3States Ass'm
v. PCC that cell-site information is “esignzling information” (and
thus falls within the scope ¢f the expanded definiticns of pen
registers and trap and trace devices), but it is alsc
incorsistent with the Patriot Act’s statutory language and
legislative histery. MHNething in the dafinition of pen reglstar
and trzp and trace device limits those terms to a particular
methogd of communications, be it the Internet, cellphones, or
hardline telecommunicaticns. See 18 U.S,C. 88 3127(3) and (4).
In faew, none of the elactreonic survelllance statutes - 18 U.5.C.
§ 2510, er geda. (the ™Wiretap Ret”), the SCA, and the Pern/Trap
Statute - apply enly to particular communications technologies.
They are written in technolegy-neutral terms, and thus apply
egually to all network and communications technolegies. As the
oeusae Repert on the Parrict Act explained: “This aongept, that
the intormation properly cobtailned by using a pen reglster or trap
and tracge device is non-content information, applise across the
board o all commyunications media.” H.R. Rep. Ne, Z34(I), 107%
Cong., 1% ZBess. at 52 (2001) {cmphasis added).

Third, Magistrate Judge Smith and the Federal Defenders
drgue that the Pen/Trap Staztute does naot cover cell-site
information because such informztion is not “generzted by, and
ineidental to, the transmission of ‘a wire or slectreonic
gormunication,’” Texas Op. at 13 & n,l8. Sege also Fed. Def. Bx.
at 1lé. Their argument, however, relies in part on their
ingistences that cell-zite informaticn censtitutes tracking
infermation insufficiently tied to the telsphone calls
themselvss. See Segtion £ pelow. By definition, howaver, a pen
register records information “transmitted by azn instrument or
facility from which a wire or electronic communicaticn 1s
transmitted.” 18 U.B.C. § 3127(3). Because cellphone voice
conmunications are wire communications, see 18 U.5.C. ¢ 2810(1),
there can be no dispute thet a cellulzr telephone network is a
facility from which a wire communication is Transmitted,
Similarly, a trap and trace device gcollecta “dialing, routing,
addrecsing and signaling information reasonably likely to
identify the scurce of 2 wire or electronic commanicatiorn,™ L0
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u,2,C. § 3127{4), and cell-site information is uzed to identlily
the stource of & wire communicatien (& cellphone call). In other
wipgg, tha pen registers and trap and trace devices are dafined
by the “instrument,” “facility” <¢r “sourece” from whjch they
collect information, not whether the informaticn itaalf must 2a
tied to an electronic or wire communicavion. Magistrate Judge
Crenstein declined to rely on Magistrate Juge 3Smith on this
point, commenting that “as I read the amended definition [of pen
registers and trap and trace devices], it merely tiss the concest
of ‘wire or electronic communication’ to the ‘instrument oz
facility’ te which the pen register relazes.” _See New York Op.
at %23, Accordingly, cell-site information plainly falls within
the definitions of pen registers and trap and trace devices and
is subject to the Pen/Trap Statute.

Finalilly, Lo exclude gell-site informaticn from ths Pen/Trap
Statuta, Magistrate Judge S2mith relies in part on ths fact that
separate freguencies may bhe used to transmit wveice information
and informaticn relating to cell-site locatign. £Sas Texas Op. &t
*2-%3. This distinction, however, 1z lrrslevant under the
language cf the Fen/Trap Stztute and the SCA, Cell-site
information, ne matter py which channel it travels, remains
signaling informaticn tranamitted by a facility from which a wire
comunication is transmitted, and it is still a record pertasining
to & customar of an slectronic communication service.

For its pazt, the Federzl Defendsrs’ prisf argues that cell-
site infermatien fmlls oulzide of the sceose of pen registers and
trap and trace devicas bscause they only address “basic”
intormation, while the Sovernment sesks “detalled”™ cell-zite
data. Ses Fed, Def. Br. at 15. Indeed, Lhe Fedwral Defanders’
hrief akttempts to make much of the fact that certain technalegies
may allow Ffor grester precisicn in the tracking of cellular
telephones, declaring that it would crzate z “wirtual map cf [a
callphone user's] movements”. Ig, at 2-4. This is ngl, however,
the type of information that the United States Attorney’s QZlice
for the Southern District <f Hew York hes for several years
sucoessfully sought in its atandard applicaticns for cell-sits
crders (a sample of which was attached to its Octobesr - Letter).
Here, this Office secks dataza which comports with the so-called
“J-Standard,” that is, cell-site information ceoncerning the
physical locaticon of the antennz towers associated with The
beginning and termination of calla to and from a parcicular
cellphone. 2ese United States Telecom Ass'n v, ECC, 227 F.3d at
455. MNetably, this is a much smaller set of irnformation tThan the
Government sought in the case before Magistrate Judge Orxenstein



TUNOV-23-2008  15:03 FEDERAL DEFENDER 212 BT1 0393 P.O12

Hon. 2ndrew J. Feck
Novemper 22, 2003
Fags 11 of 23

(where the Government also seught cell-site information duxing
the progress of the call), sez New York Op. az 1, and the nase
pefore Magistrate Judge Smith (where the Government also sought
“information regarding the strength, angle, and timing of the
caller’'s signal measured at twe or more cell sites.”). seg Texas
Op. at 1, As zxplained in the Government s October & Letter, the
cell-site information scught by this Offica, at best, shows the
cell guacdrant & cellphens was in.? See October 5 Letter al 1.

Tt is not the “hest” of information that Federal Defenders
alisges would fall into an “sltogether different category” than
other informaticn collected by pen registers and trap and trace
devices.? In any event, there is nothing in the Pen/Trap statuta
that reguires the information collected tec be “hasic” versus
“oomplex.” Rather, the distinctien to be drawn is “content” as
oppeosed te “non-content” and whetney the information is “dialing,
routing, addressing, and signaling information.” As discussed
abova, cell-site information i at least signaling informatien.
Finally, as discussed in Ssction A zbove, the prospective
disclosura of J-Standard cell-site informetion marelv maintains
the same surveillance capability that existed before the
introduction ¢f cellphones ag mandated by CALEA.

2 Cell-2i Irformation EF in the Scope of the SCR

Sectien 2703(c) (1) of the 3CA requires “a provider of
elactronic communication service . . . to disclose & record or
other information pertaining to a cubscriber to or customer of
such service” pursuant to a 2703 (d) order. 18 U.8.C. §

2703(2) (1), see alse Ootober § Letter at B-6. A cellphons
company is & provider of electronig communication service beocause
it provides its users with the ability to send or receives wire cr
electronic communications. See 18 U.8.C. 5 2510(15}. Moreovar,
25 the Government explained in its Qcteber 5 Letter, call-site
informaticn is “a record or other informaticn pertairing te a
subscriber or customer of such service.” October 5 Letter at o.

2 Wnile the Government believés the larger set of

informaticn does not make a cellphone a ttacking device, that
issue is not presented hers.

. Ir fzct, the Federal Defenders concedss that "socisty
may be willing to acospt the ideas of collecting information
smmociated with the ovicinestion and terminztion of calls.” 3See

L)

Fazd. Daf. Br. at 24 (irternal quotes and citation omitted).
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Recordingly, disclosure of cell=site information may he obtained
parsuant To 18 U.5.C. &§ 2703(c){l) and (d). Id. at 5=-86.

Magistrate Judge Smith, however, concludes that cell-sitze
data ddoss not fall withirn the scope of the SCA besed his
categorizetion of cellphores es “tracking devices” - the same
reasen he relied on to support his conclusion that the Pan/Trap
Statute did net apply to cell site data. Specifically,
Magistrzate Judge Smith f[irst asserts that the issue under Section
2703{z) (1) is whether prospective cell-site data Ymay constitute
a record pertaining to ‘wire or electronic communicatiens,’” and
then claims that cell-sits information is not a wire ¢r
electronic communicaticn becszuse 1fs diszcleosure wopuld randesx
cellphonses 23 “tracking deviges.” Taxas 0p. at *1{-=11,
Magistrate Judge Crenstein and the Federal Defenders fallow
Magistrate Judge Smith's reasoning to reach the same conclusion.
Bee New York Op., at *12-714; Fed. Def. Br. at €-8. This is
error., As discussed in Bsction’ < below, disclosure of cell-site
data deoes not irmplicate the tracking device statute. Morsover,
Mzgistrate Judge Smith's iritial premise is grounded in a
misreading of the statute. Section 2703(c) (l} governs recoxds
pertaining to 2 subscriber or customer of an “elsctronic
communication servica,.” sush as 2 ceallvohons company, not — as
Magistrate Judge Smith would hRave it - records specifically
pertaining teo wire or glectronic communications. For example, =
cellphons company’s customers’ namesg, addressas, and detallad
billing information are records pertaining to customers of an
electreonic cormunication service, but they are neot records
pertaining to wire or electronic communicatione. See Jsssup-
Morgan v, Ameriga Online, Tne., 20 F. Supp.2d 1105, 1108 [(E.D.
Mich. 19%8) (holding that a customer’s identificacian informzstion
15 a “record or other information pertaining to a subacriber®).
Te the same extent, cell-site informetion is z record pertzining
£t a substriber or customer of en electronlic communication
service. Sege Cctceber & Letter zt 5. In other words, the
guestisn is whether that informetion concerns & subscriber or
customer of an electronic communicatlons service; it makes no
difference whether these data ultimately pertain tc & wire or
electronic communication.

The weakhass of Magistrate Judge Smith’s argument that cell-
site information doss not fall within the scope of Zection
27032(2) (1) 4z further illustrated by his admissieon that Section
2703{z) (1) incluces historigal cell-zite data. See Texas Op. at
*11 n.l6., Se= alsgo New York Op. at *31; Fed. Def. Br., =2t 1Z.
Based on the language of Section 2703(c) (1), however, there is no

il
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reason to distinguish historical frem prospective cell-site dala
when determining whether such informaticn iz “a record or othal
information pertaining to a subscriber ¢r customer.” A court may
net pick and chocse when cell-site infermation will constitute “a
record or other infermation pertaining to a subscriber eor
customer” of an electronis communicaticon service. For this
reason, too, Magistrate Judge Smith's claim that cell-site

¥

information dees net fall within the scops of the SCA must fail.®

3. The Priwva Erovision

Electronic Survaillance Law

The Magistrate Judges’ copinicns also reject the Government’s
argumert that the combined authority of the Pen/Trap Statute and
the SCA allows for the prospective disclosure of cell-site
information, reascning that CALEA dicd not zmend existing
surveillance law when it forbade the disclosure of location
information “selely surspant” te a pen/trap ordexr. Ses Texas Op.
at *13; New York Op. at *242. In effect, they argue that sincs
CRELEL did nct change the substantive law of electrenic
surveillance, its “solely pursuant” limitation has ne raal
significanca.

CALEA's statutory language and legislative history
demonztrate otherwisge. Thile gone 2ursgse of CRLEA “waa to allow
law entorcement to retain exiasting surveillance capabilitiss in
the fece of technological change,” Texas Op. at 25, thers were
other zims as well.?

A Magistrate Judge Orensteln razises cne additional issue

regarding the Government’s authority under the SCA. He states,
correctly, that ar order under Section 2703 can only oompel
disclosure by a provider. Sege New Yorx Op. at #18. That Is
precisely what the Government seeks through the combingd
zuthority of the Pen/Trap Statute and the SCA - =all-sic
locaticn informztion from the cellphone combany,

2 CALER ensured that law enforcement’s existing
surveillance capabilities weould bhe preserved by regulring
telecommunicaticns companies to maintain certain technical
capabilities, such as the abkility te “isclate expeditiocusly the
content of targetsd communications.” fee E.R. Rep. Ne. 103-B27,
at 2-10 {(1994), reorinted in 1994 U.5,C.C.A.N. 32483. The “J-
Standard,” discussed akove at 5 n.l, “outlineld] the technicsal
Izatures, specifications, and protocols for carriers to make
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Notably, CALEA substantively <hangsad the eleotronic
surveillance statutes to enhance privacy, and did so in two
principal wavs. First, it created the 2703 (d) “articulakle
facts" arder for transsctional informotion zsseociated with
glectronic communications. Up to that time, such records had
been available merely pursuant tc a subposna, See CARLER § 207,
P.L. 103-313, 108 Stat. 4279, 4282 (1884), Seupnd, 1t ferbade
disclosure of gell-site informatien by a provider “solely
pursuant” to a pen/trasp order. Seg CALEZ § 207, P.L. 103-313,
108 Stat. 4279, 4280-81 (19%94). CALEA":s legislgtive histery aven
explicitly stetes that the latter restrictiorn on pen/trap corders
was 4 substantive change in the law intended fo enhance privacy.
In a sagtion entitled “The Legislaticn Addrasses Privacy
Concerns,” the House Report on CALREA states:

[Tlhke Bbill . . . [elxpressly provides that the
Authority for pen registers and trap and trace devices
cannot be used to obtain tracking er location
information, other than that which can be determined
trom the phone number. Currently, in some cel ular
systems, transzetionsl that pld be tained by a
pen register may include locaticen information.

See H.R. Rep. No. 103-827, at 17 (18%4), reprinted in 1394
Jg.8.C.C.A. N, 3497 (emphasis added). Significgantly, this porticn
of the House Report demonstrates bath that Congress intended
CALZL to zmend the substantive rules of survelllanee law and that
Congress understood that prior to CRLEA, cell-sitce information
had kesn asvaileble pursuant Lo a pen/trap ordsr, ZSee alzg Hnitad
States Telegom Rss'n v. FCC, 227 F.3d at 463-64.

Against this statutery background, the Magistrate Judges’
cpinions claim that CALEA'"s “disclaimer of pen/irap autherity was
intended to assure that the existing legal framework would
conbinue to apply in spite ©f anticipatsed legsl advances” is
erroneous. Sea Texas Cp. at 15 (emphasis in original): New Yerk
Cop. at *24. The Magistrate Judges’ opinions fail teo distinguiah
between the technclogical mandates of CALEA, which did not modify
the statutory framework for electronic surveillance, with the
privacy-enhanting featurez of CATEA, which did changs that

subscriber communications and call-identifving information
availszble ta law enfeorcement agenciesz having approoxiate legal

authorization.” United States Telscom Ass’'n v, FCC, 227 F.32d4 at

EE
ol
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framevwork., For example, when the opinions cite TBI Director
Fresh’s stztement that CALER “relales solely To advanced
technology, not legal authority or pyivacy,” Texas Op. at *14;
New York Op. at *24, they fail to realize that Directer Freeh was
sestifving early in the legislative process, prier to the
addition of CALEA’s privacy-enhancing features. BSection 703 (d)
“areicnlakble facts” orders are not mentioned in Director Freeh's
teslimony because they were not yet part of the bill. Sse also
surra at 4. Indeed, as noted above, 1t was Dizsctor Freeh
Wimsels who firs: proposed the restriction on disclesure of cell-
sitz informetion solely pursuant to & pen/fitrap order. Soe Sunra

at 3-4.

Finally, Magistrate Judges Smith’s and Qrenstain'a argument
+hat CALER's changes were nen—substantive viclates the
fundamental canor of statutery construction that a court should
give cffact to esach atstutery provision. 328 Washipoton Market
Co: ffman, 10% 0U.S. (11 Otre) 112, 115-1¢ (187%). I
CALFA's language limiting disclosure of cell-site informaticnh
“aclaly pursuant” to & pen/trap order did not change electronia
surveillance law, what, then, did it dp? The Magistrate Judges”
opiniuns hold that CALER “relates sole.y to advanced techncology,
not lazal authority or prlvacy.” Texas Op. at *13; New York Qp.
2= +24. While that may have been true with respect toc the draft
of CALEA initially introduced, it was nct the case with raspect
ta CALEA a5 it was ultimately enacted. A&s notsd above, Dlrector
Freeh's testimony plaved a significant rzole in spurring additicns
te CALTAE. The pen/trap “solely pursuant” restrigtion changed the
supstantive law of pen/trap orders to enhznce privacy, by
reguizing the Government to seek prospective cell-aite
information pursuant to the dusl zuthority of the Pen/Trap
S+atute znd the SCA with its articulable facts regquirement.
Significantly, neither the Magistrale Judgses’ cpinicns nor the
Tedersl Defenders brief explain what effsct the “solely pursuant”
languaage could have other than the one sst forth by the
Covarnment,

4, Proapective Disclozure of 1-Site Infarmaticn

Authorlzed Gy the SCA

Prospective disclosure ¢f cell-site information falls within
+he sgope ¢f ths SCA. As discussed previously, cell-site data
are “record(eg] or other information pertzining to 2 subsacriber or
customer” under Secticn 27032 (c) of the SCA. The SCR doss nck
impese any temporal restrziction in either its description of
“renords or other information” or its procedurss for disclosing
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that informztion. Thus, nothing within the SCA prevents
discleosure of cell-site information on a8 prospegtive basis.
Historical and prospective data &re net Trested differently, and
courts should not engraft such z limivition onto the SCA where
Cengress has not done so.

¥Nonetheless, the Magistrate Judges’ opinions insist on
bifurcating “recerds and other information” inte pagt and future
time zonesg, Sea gypra at 12-13. Lacking any support in the SCA
itzelf for this split, the Magistrate Judges' reascning instezd
depends, once again, on the categorization of cellphones as
“tracking deviges.” BAs discussed in Section C belcw, this is an
erronsous designation. Curiously, Magistrate Judge Smith =130
placses historical cell-site data in the category o
“transactional records” covered by the SCA, but takes prospective
cell-site data out of that calegory allogethar. gao Texas Op. a2t
*11 .16, This iz & wholly artificial construct.

Laclking any textuzl support in the 5CA for theirs
historiczl/preospective bifurcaticon, the Magistrate Judgas!
opinions instead seize upon the lack ¢f procedural features in
the &0 25 evidence that is was not meant to apply prospectively.
See Texas Cp. at *1l-+12; New Yeork Op. at "13. Seeg alss Fed.
Def. Br. et 12-13. For example, the SCA includes no durztlon
reguirenent and no sealing requirement. Ceontrazy to the
assertions cf Magistrate Judges Emith ana Orenstein, however,
there i3 simply no reascn for the SCA to contain such procedural
elements. FProspective disclosure of cell-site informacion is
‘governed by both the SCA and the Pen/Trap Statute. Thus, when
the SCA is used prospectively to gather cell-site informaticn,
the cellection i3 alse governed by the Pern/Trap Statute, and all
the procedural features of that law apply ©o the government’s
subsequent collection of cell-site data. In praciice,
orospeciive applications nd orders for cell-site information
should satisfy the reguirements of both the pen/trap statute zand
the SCA, As discussed in Section AR above, this is thes result
Congress intended when it enacted the pen/trap restriction of
CALER, becauses it understood that the disclesure of cell-site
informstion would continue only pursuant to the heightensd
“zreipulable facts” standard of Section 2703(d) ozrders. This
dual-zuthority requirement thus crzates a rsgime in which
pen/trazp oxders for cell-site information may bhe issued, but eonly
when the Government alse satisfies an “articulakhle fazcts”
evidantiary showing.




HOV-23-2008  19:06 FEDERAL DEFENDER 212 BT1 03334 F.ol8

Hon, Andrew J, Pack
November 22, 20035
Fage 17 of 25

In his analysis, Magistrate Judge Orenstein furtner suggests
that progpective use of the BCR would snzb.e tThe Government to
bypsss the restrictions of the Wirstep Act. gee New York Op. at
*18, That 15 untrue. 2Prospective use of the SCA to allow for
the daisclosurs of conten: would violzze the Wiretap Acts’s
prohibiticon on intercepiion of wire or elecironic communicatiohs.
S=e 18 U,5.C. § 2511. Both the Wiretap Act and the Pern/Trap
Statute include strict mandates on prospective disclosure of
content and non-content informaticon, respectively. The
Government cannot intercept communicetions without complying with
the Wiretap Act, and it canneot acgulre pen/irap data, like cell-
site information, without ¢omplying with the Pen/Trapn Statute.
The congressional reguirement that the Government cannot seek the
discleoaure of agll-site informztion “solely pursuant” to =z
pen/trap order reguires the Government to also r=ly on the GCA
For such disclosure, but it doss not allow an and-zun around
gither the Pen/Trzp Statute or the Wiretap Act.

i T rackin wvica S5 te Iz + Relavant to arm
the Prospectiva Disclasurae of Cgll-Site Daka

In it=s October 53 Letter, the Government explained in detail
why a cellphones is not a “tracking device.” Zea October 5 Letter
&t 12-13.° Rather than repeat in full that explanation here, the
Government ilnstead will fecus on responding to the points set
forth in the Magistrate Judges’ opinions and the Federal
Defenders’ brief.’

& Indeed, Director Frech distinguishes gell-site orders,
which provide “generalized leocation information® from tracking
devices, which previde moge specific location deta, in his
Lestimony befare Congress in cennesticon with CALERA. See FPresh
Testimony, 1994 WL 223962 at *27-28. [urthermore, as discuased
above, the United States Attorney’s Offige for the Scuthexn
District of New York in this case seeks a smaller set of cesll-
sitz information than the zpplications in the cases before
Magistrate Judges= Smith and Qrenstein., Thu=, it is sven mare
Jdiffieuit in this vese than in those cazses to «lalm that the
diaclosure ¢f cell-gite information amounts to a “tracking
device” within the meaning of Bection 3117 (b).

? Some of these points have already been addressed abova.
Tr Sectian B,1l, the Governmani explained why cell-site
intormation is subject to the Pen/Trap statute regardless af
whether a cellphone iz tracking device. Similarly, in Secticn
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Section 3117, as Magistrats Judge Smith notes, is & shor:s
statute with a limited purposs, S2e Teéxaz Cp. at *#3. It
specifies only that “"[i1]f a court is empowered to issue 2 warrant
oxr wther order for the installation of 2 mobile tracking device,
such order may authorizée the use of that deavice within the
Jurisdiction of the court, and outside that jurisdictiorn 1f the
device is installesd in that juriscdiction.”™ 18 U.s.C. 8§ 31li7iz).
By it=s terms, then, the statute has a very restricted purpose: to
provide & court authority in certain circumstances to authorize
usz of z tracking device which may be uged cutside of the court’s
jurisdiction. This narzow purpese is Lhe only one discussed in
the lagizlative history of the EZlsctronie Communications Privacy
Act ("ECPAY), § 108, Pub. L. No. 55-508, 100 Stat. 1R48 (1984),
thne act which enabled the tracking device statute. Sz= 5. Rep.
Ne. 99-541 at 33-34 ({198E}, reprinted in 1986 U.5,C.C.A,N. 3355,
3587-88. In addition, in order to make clear that uss of a
tracking device does not require a wiretazp order, the definition
oZ “electronic communication” excepts “eny communication from a
tracking device.” 18 U.5.C. § 2510(12)(B).

From this limited wrocedural statuets, the Magistrate Judges’
opinions dovelop a separate tier of clectronze survcillance law.
They plzce the tracking device statute on & par with the Wiretep
Act, the SCA, and the Pen/Trap Statutes, which Magistrate Judge
Smith characterizes as the “four bread categaries” of selentronic
surveillznce law.® Ssze Texas Op. at *4-*5. But the tracking
tdevice =tatute will not near Che weicht thev seek to place on it.
Their categorization rasts on the pramise that tracking devicus
reguire & warrant based on prcbable cause. See id. at *3-*5; Wew
York Op. at *246-*27. This premise, however, is incorrect. The
tracking device statute doss not reguire the Government to ssek a
warzant based on Dzonanle cause when using a tracking dsvice;
indeesd, the statute doss ncot even prohibit the use of a tracking
device in the absence of confermiity with Section 3117. ZSese
Unjted States v. Ghemiscla, 225 F.34 7532, 738 (D.C. Cir. Z00Q).
Zven when the Government invokes the limited auvtheority provided

B.2, the Government explained why celi-site information falls
within the scepe of Section 2703(c) (1) regardless cf whather a
cellphone is & tracking device.

’ Indead, all of the argumsnts in the Magistrate Judges’
cpinions and the Federal Defenders’ brief essentially rely on the
argument that the prospective disclosure of cell-site information
converts cellphonee lnto “tracking devices.,”
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by the tracking device statute, it doesg not reguire z search
warzant. FRather, it requires conly that the court be empowered to
issus “a warrant or gther order” for the traeking device. 18
U.5.C. 3117¢(2). Finally, the tracking device statute applies
only where the court has crderad “installation” of & tracking
gdevice, Id. When seeking discloszure of cell-site informatian
from 2 cellphone company, the Government is nel seeking to
install anvihing. Accerxdingly, nothing in the tracking device
statute limits the Government’s ability to cktain cell-site
information pursuant Lo the Pen/Trap Statute and the 3CA.

In addition, ECPA‘s drzfters understecd that there was no
conszitutional warrant regquirement for tracking davices that do
not viglate & reascnable expectation of privacy. For example,
the House Report cn FOPR discusses United States v. Xogtts, 460
U.S5. 276, 285 (1983) (upholding warrantless use of beeper to
track wehicle on public roads) and United tes v. Xare, 463
U.S5. 705, 713-18 (1984) (holding that warrantless use of basper
inside & house wviclated the Tourth Rmendment), and it notes that
Section 3117 “does not affect the legal standard for the issuance
of orders authorizing the installation ¢f each device.” H.E.
Rep. Ho. 547, 99 Cong., 2d Sess., at 60 (188&). See also Texes
Op. at *3., (“The ECPZ was not intended to affadt the legal
standard for the issuance of orders auvtheriring [tracking
devicesg] .*) ThereZfeors, Congress was gquite clear that it was not
imposing a statutocry warrant requirement on the use of
statuteorily d=fined tracking devices, and ths courts should not
impose such 2 recuirement where Congress has not done so, *

2 Magistrate Judge Smith alse contends that even the mers
possibility that = tracking cevice could diaclose information
relating to & private space is sufficient to regquire the
Covermment to scoek & warrant hased on probabile cause. See TeMas
Op. at *%, Magistrate Judge Orenstein and the Federal Defenders
adopt this ressoning. New York Op. at *28; Fed. Def. Br. at 22-
23, This view is error in light of Karp, where the Suprema Couzt
specifieally rescrved this gquestion. In Hare, the Suprema Court
stated: “The United Statas insists that if beeper monitering is
desmed a search, a showing ot rezsonable suspicion rathsr than
probable cause should suffice for its execubicn. That 1issus,
however, 1z nct befores g, The initial warrant was net
invalidated for want of probable cause, which plainly sxiszted,
but for misleading statements in the affjidavie, . . . It will
be tifre enough te resolve the probable causs-reasonabls suspicion
issue in & case that reguires it.” United States v. Karo, 468
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Further, by its own terms, the definitien of “tracking
device® given in Section 3117 is limited to installad cevices
pursuant toe a court order. See 18 U.S5.0. § 3117(k). This is
significant becauss it plainly ex¢ludes any device that an
individual wveluntarily carries and uses, such as Blackberries,
texi-paged begpera, angd cellphones.

Finally, a consequence of Magistrate Judge Smith'a znalyals
would be to eviscerate privacy prctection for millions of users
of Dlackberries or Lext-based pagers which rely on cellphone
networks, If a Blackberry or a pager were a tracking cdesvice for
purpoass of Ssction 3117 - and it would oe under Magistrate Judge
Smith’s statuteory interpretation - it could not he used to send
an electronic communication, because Lkhe definitien of
“elegsronic communication” excéludes “any aommunication Trom a
tracking device.” 18 U.3.C. § 2310(12) (B). Conseguently, there
would be nothing to prevent private individuals from:intesrcepting
communicaticns from such devices without violating the Wiretap
Act.® Magistrate Judge Smith attempts to aveid this necessary
conseguence of hig argument hy suggesting that c¢ellphonas are
sometines tracking devices and scmetimes not, depending on the
type of cellphone ceommunication being monitorsd., Sge Texas OpR.
ar *2-%3, *7. However, the language of the tracking device
statute dees not support such parsing. The trasking davice
statute depends on installation pursuant to a caurt order. Thus,
any user-gwned and carried device cannot fall within the ambit of
the tracking device statute.

Magistrate Judge Smith further suggests that the Government
“threatens to undermine the fedesral statutory schems for
glactronic survelllance” by surreptitiously installing cellphoness
instead of treditional besper devices., 2Zee Texas Op. at *8.

This assextion is meritless. As an inivial matter, the law

U.E. a2t 718 n.5. Howewver, beococsuse there is no reasochabkle
expectation of privacy in cell-site information, as discussed
below, thls case does not regulre rescglutian of tihls issue.
Moregver, the generalized, “J-Standard” cell-site data sought by
the Government — not the M“eyirtual map ¢f a [cellphone user’s]
movenents” a2 claimed by tha FTederal Defendars — would not
provide suffigiently localized informetion such that private
spaces would be invaded.

=¥ Cellphons communicaticnsg containing the human volice
will remain protected as wire communications.
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governing the use of beepers ie based on the Fourth Amendmsnt,
not a “faderal statutory schemes.” Indesd, 28 the D.C. Circuic
noted ir Bbemiscla,, the tracking device statute dees not
prohipit the use of a tracking dewvics in thes zbsence cf
conformity with Secticon 3117, 2ge United States v. Ghemisaolse,
225 p.3d &t 758 (“But by contrast teo statutes governing other
kinds of electreonic surveillance devices, section 3117 deozs not
proeaibhit the use of 4 tracking device in the zbsence of
conformily with the section,”) (emphasis in original).
Furthermore, if the Government were installing the ¢allphona, the
diclates of Lhe tracking device might very well apply. Mare
significantly, thare is no dispute that 1f the Government
surreptitiously installs a cellphcne in an item given to a
target, the Government’'s monitering cf the cellphone would be
judged under the censtitutional [ramewerk set forlh by the
Suprems Court in United Siates v, Knetts, 460 U.S. 276, 285
(1%83), and United States v, Kzsroc, 468 U.E. 705, 713-18 (1884).
Here, however, the Goveranment merely soeks disclosure oI
information conveyed by a voluntarily posgessed and used
cellphone to & thirxd-party cellphaene ceompany. As discusased below
in Section D, there is ne reascnable expectation of priwvacy in
such informztion and, accordingly, nc Fourth Amendment privacy
concerns are implicaked.

D. There I3 No Reascnable Expectation of Privacy in Cell-Site
Information

In order to receive service from a cellphone cempany, the
owner of =z cellphene must transmit a signal to a nearby c=ll
tower to register his or her presence within the netwerk.
Cellphonse companies keep track of such informatien in a database,
something they must do to complate calls to znd from the
cellphone. Under the sstablished principles of Smith v.
Marvland, 442 U.5. 735 (1979), there tan be no reasonable
expectation ¢f privacy in such information. 3Seg Cotober § Letter
at 11-12. Magistrate JTudge Smith, followsd bv Magistrazte Judge
Cranstein and the Federzl Delfangers, disputa this oonclusiaon.
2z Texas Co. at *2; Wew York Cp. at *27-%*24; Fed. Def. br. at
23-%4. Their position, however, ils errocnesus,

The Smith case is contrelling here. The Smith Court held
Bmoth that telephone users had no subjective sxpegstation ¢f
privacy in dialsd telephene numbarz and alszg¢ that zny 3uch
gxpectation is not one that acciety I3 prepared Lo recognize as
rezsonakle. See Smith, 442 U.3. at 742-44. The Court’s
rezsoning also zpplies to cell-szite information. Flret, Lhe
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Court stated: “we doubt that people in general enterT”zin any
sctual axpectation of privacy im the numbers they dial. AlLl
telephone users realize that they rmugt ‘convey’ phone numbers to
the telephons company, since it is through telaphone company
switching eguipment that their c¢alls are completed.” Smith, 442
U.8. at 742. This logie¢ alsge holda for cellphones: cellphone
users undsrstand that they are broadcasting a signal te the
callphene cowmpany so that the cellphone company can locate Lhem
to complete thelr calls.

Morsover, under the reascning of Smith, any subjective
expactation of privacy in gell-site information is unreaszonable.
In Smith, the Court aexplicitly held that “even if petitioner did
harbecr some subjective expectation that the phong numbers he
dialed would remain private, this expectation 1s not ¢ne that
society is prepared to recognige as reasenable.”  Smith, 442 U.S.
at 743 (internal guotation marks omitted). It neoted that “(tihis
Court consistently has held that a2 perscn has nc legitimate
expectation of privacy in information he voluntarily turns over
to third parties.” Smith, 442 U.S5. at 743-44, 1TIn Smith, the
user “voluntarily cenveyed numerical information to the tzlephone
corpany” and thereby “assumed the risk that the company would
raveal to the pelice the numbers he dialed.” Smith, 442 U.5, at
744. This reasconing ic dispesitive hesre, A cellphohe user must
transmit & signal to the sellphone company and thereby assumes
Lhe risk that the cellphone provider will reveal the cell-site
information to law enforcement. In othsr words, it makes ne
difference 1f£ some userg have never thought abkout how thelx
czllphones work or if they belleve that the cellphone company
logstes them through magic. A cellphone user can have no
expectation of privacy in cell-site infozmaticn.

Magistrate Judge Smith is simply mistaken when he asserts
that cell site date is nct wveluntarily ceaveyed by the user, or
that it ies traznsmitted “iadependent of the user’s input, control
or knowlsdge.” Texas Op. at *8. The process of turning on 2
cellphons 1a a voluntary act, as is the progéss of sanding or
receiving a cell call. It is true that if someone wants to use a
cellphone, he or she must turn it ¢n and send a signal to the
callphonse compahy. But such an action is mo more inweluntary

than dialin Lelevhans 1}

il. I aomsone wants
te make 2 pheone call, he or she must revezl the pheone number To
the telephone company. To the same extent, 1f somecne wantsg to
use a calliphcone, he or she must send a signal te the cz2llphone
company, and the gompany will receive the signal at a particular
cell tower. See Uplted States Telecom Agg'n w. ECC, 227 F.3d at
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458 (stating that “Smith’s reascn for Zinding no legitimate
expectation of privacy in dialed telephons numbers — that gallers
vpluntarily convey Lhis fnformalicn to Lhe phone compray In ordex
to complete galls - applies as wall to much of the information
provided by the chzllenged capakilities,” which included the
ability to disclose ecell-site inZormation).

Ind=s=d, when purchasing a cellphons or subszcribing io
cellvhone sarvice, most cellphone users are well aware that they
will bz signalirg their location tc the cellphone compary when
they ars using their cellphcne. The type and cost of service is
typically tied to the leocatiecn ¢f the user, In fagt, cellphone
customess are usually given maps cutlining Lheir ealling plan’s
gecgraphical boundaries, and ukbiquitcus “roaming fees” are
charged 1f calls are made frem cutside these areas.

The Supreme Court decisions in Xhctts and Xzro are plainly
‘napplizable to the disclosure of cell-site informztion. Smith
is controlling in this case for a simple and fundamental rezson:
Knctte and Karo involved surreptitious installation by the
Government of a Lransponder, whereas Smith and this case invoplve
the disclosure ¢f informetien in the pessession of a third party.
further, even undsr the standard of Xaetis and Karo, there is no
reascnable expectation of privacy in cell-site information. 1In
Knctts, the Supreme Court held that law enforcement menitoring of
a beeper along public highways did net violate the Fourth
Amendmant. United States v. Xnotts, 460 U.S. 2785, 282 {1683).

In Karo, the Court held that pelice monitoring of a beeper which
disclossd information zhbout the intericr of 2 house, not open to
vigsual survelllancoe, dosa implicata Fourth Amendment privacy
interssts, United Scstes v, Xaro, 468 U.S. 705, T13 (1984;. “J-
standard” cell-site information, however, is not sufficlently
partioularisad Lo pinpaint the l¢cation of 5 c¢eliphane in a
private space, and the Fourth IEmendment protects only such
specific locztion information. 1In Karo, when law enfarcement
psed & beeper o locate a contairer of ethar ln a warehousa, 1t
gid not wae the beesper to identify the specific¢ lecker centaining
the targeted ether — that was done by smell from a public pact of
the warehouse. United Btates v, Karo, 468 U.3. at 720-21. Ths
Supreme Court found ne constisutional violaticn, explaining that
“[h]ad the menitering disclosed the presence of the container
within & particular losksr the result would he ctherwise, for
surely [the defendants] had z ressonable expectation of privacy
in their own sterage locker.” Id. at 720 n.6, Thus, law
enforcement dees not violate the Fourth Amendment when it uses z
beeper to determine the general location of an object, evan LT
there is a reascnable expectation cf privacy in the object’s
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apecifie location. Undery this reasoning, the generalized
locaticon information available from cell-site data does not
implicate Fourth AZmendment privacy concsrns,

Meorecver, as previcusly noted by the Government, see October
5 Letter at 12, the privacy interest of a target in cell-site
informatjcon is even less than the orivasy intersszst in dialed
telephone numbers. Cell=site information is generated inteznally
by =he service provider - a custemer will not sven know wherse the
cell towers are. Tt weould be entirely unpregedented in Fourth
Amendment furisprudence to f£ind that a defendant kes a reascnable
expectatien of privacy in infermation he cr she does not know
about and has not ever posasassed. Tt is trus, asg Magistrate
Judge Smith notes, that United States v. Forest, 355 F.3d 242,
G51-52 (& Cir. 2004), rejects the applicaticn of Smiith to call-
zite information, holding that it is not voluntarily conveyed by
cellphone ussrz becsuse 1t is transmitted autematically or may bs
triggered by law enforcement dialing the cellphons. Texas Op. at
*H. However, Forest's discussicn of this izsug is dicta becauss
the court in Forest held that the defendants had no resschable
expentation ¢f privacy under the principles of Knorts and Raro.
In any case, Forxzst’'s dicta is incorrect Zor the rezsons
explained above; that is, the court failed teo understand that
sellphone users have no legltimate expectation of privacy ia the
cell-site laocation informaticn cenveyed Le their cellphone
company.

Finglly, Magistrate Judge Smith’s reliance on the Wireless
Communicaticn and Public Safety Act <f 1933 (the “WCPSA™! i=
similarly misplaced. Judge Smith asserts that the WCPSA
demonstrates that “location infermaticn is a special class ¢f
customer Information, which can onaly ke used or disclosed by a
garrier in an emergency situaticn, abksent express prior <consent
by the custemsr.” Texaa Op. at *8. This assertion i1s Incorrect.
In fect, the WOPSA states that “[elxceof ag recuired bv law or
with the approval of the customer, a telecommunications carrier
that receives opr obtains customer proprietary network information
oy virtue of its provision of a telscommunicationg service shall
only use, disclose or permit agcess Lo individually ldentifiable

ustomer propristary network informatisn” in certzin specified
situaticns. 47 U.5.C. 222(z) (1) (emphasis added). The phrass
“excepl as reguired by law” encompasses approprizte c¢riminal
lega’ process. See Parastino v. Conestoga Tel, & Tel, Co,, No.
Civ. A 99-697, 1995 WL €36664, at *1-%2 (E.D. Pa., Aug. 18, 1992%8)
{holding that a valid subpoena falls within the “except as
reguired Dy law” exception of § Z22(¢) (1)). Sueh criminal
process includes procsss under the SCA. Judge Smith quoles
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Section 222 (f) of the WCPSA, s&a Texas Op. at *8-*3, but this
provision does not limit the “as reguired by law” exception.
Instead, Section 222(f) seta rules for determining whether =z
customer has consented ¢ veluntary discleosure of his cell-site
informatian. Thus, the WCPSA dees not in any way limit the
disclosure aof cell-site information pursuant te the SCA.
Furthermore, the fact that Congreess has provided additional
statutory pretecticns of cell-site informaticn does not oreate A
constituticonal reasonabkle expectation of privacy in that
information. For exanple, the pen/trap statute and the ECA
create statuteory privacy rights in dizled phene numbers, butc
dialed phonhe numbers remain constitutionally unprotacted under

smith v. Marvland.
CONELUSTON

For the reasons stated ahove, the Government respectfully
submite that L[he Courl has authority, pursuant te the Pen/Trap
Statute and the SCA, to order the prospective disclosure of celli-
site information.
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