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Cryptographic Techmologies

DESCRIPTION:

In order to determine how widespread cryptography is in the world, Trusted Information
Systems (TIS) has been conducting a survey of products employing cryptography both
within and outside the U.S. While some amount of information about specific products here
and there has been available, no one has previously assembled a comprehensive database
with, where possible, verification of product availability. Originally commissioned by the
Software Publisher's Association (SPA) in May 1993 and conducted in cooperation with Dr.
Lance Hoffman of the George Washington University, an ongoing survey has been
conducted by TIS for over three years. Information about cryptographic products continues
to flow in on a daily baisis. We are releasing summary information on a periodic basis. The
summary statistics as of December 1996 are reported below. We also have summary listings
of foreign and domestic products.

We have now identified 1393 products worldwide, and we're continuing to learn about new
products, both domestic and foreign. The survey results show that cryptography is indeed
widespread throughout the world. Export controls outside of the U.S. appear to be less
restrictive. The quality of foreign products and of U.S. products to be comparable

U.S. export controls have been modified recently to allow export of strong commercail
cryptography in support of the American information industry's vital exporting ability.
Foreign customers who need cryptographic-based security for their sensitive information can
now turn to U .S. sources as well as foreign sources to fulfill that need.

CRYPTO SURVEY RESULTS:
Worldwide Availability of Cryptographic Products (as of December 1996)
FOREIGN PRODUCTS: We identified 570 foreign products from 28 countries:
Argentina Australia Austria
Belgium Canada Czech Rep.
Denmark Finland France
Germany Hong Kong India
Iran Ireland Israel
Italy Japan Maxico
Netherlands New Zealand Norway
Poland Russia South Africa
Spain Sweden Switzerland
UK

Of these, 229 employ DES, 100 in software programs and kits produced in the following
countries:

TIS Worldwide Survey of Cryptographié Products
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Argentina 1 Australia 7
Austria 2 Belgium 1
Canada 11 Denmark s
Finland 2 Germany 17
Ireland q Terael g
Italy 4 Japan 1
Netherlands q Poland 1
Russia 5 South Africa 4
Sweden 6 Switzerland 1
UK 14

Some foreign companies have distributors throughout the world, including in the U.S. One
U.K. company has distributors in at least 13 countries, and one German company has
distributors in 14 countries.

DOMESTIC PRODUCTS: We identified 823 domestic products, 378 with DES.

TOTAL PRODUCTS: Worldwide toral of 1393 products produced and distributed by 862
companies (442 foreign, 420 domestic) in at least 68 countries.

SOURCES OF INFORMATION: To provide a definitive assessment of the manufacture
and distribution of cryptographic products throughout the world, the survey makes use of
numerous sources of information: computer security product guides, including Datapro
reports, Elsevier PC Security Guide, Computer Security Institute (CSI) Computer Security
Products Buyer's Guide, and INFOSecurity News Buyer's Guide; various trade press and
Jjournal articles; product literature; Internet electronic mailing lists and news groups; on-line
computer hardware and software databases; the web; and foreign embassies and trade
associations.

CONFIRMATION OF PRODUCTS: Information about cryptographic products is
collected into a comprehensive database, with, where possible, verification of product
availability through direct inquiries of product manufacturers and distributors. However, TIS
assumes no responsibility for the accuracy or completeness of the information.

TYPES OF PRODUCTS: The survey includes many types of cryptographic-based security
products:

* hardware, firmware, software, or combinations thereof’

¢ general-purpose products (e.g., word processors, spreadsheets, telephones, or
modems), as well as explicit cryprographic products (e.g., @ PC file encryption utility);

* commercial mass-market products, as well as shareware and other products frecly
available via dial-up BBS connections or over the Internet via anonymous FTP or the
Web.

* products providing confidentiality, integrity, and/or authentication service using
cryptographic mechanisms.

OBTAINING FOREIGN PRODUCTS: We have obtained a number of products, focusing

on software products employing the Data Encryption Standard (DES). The products were
purchased via routine channels, either directly from the foreign manufacturer, or from a U.S.
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distributor. The products were shipped to us within a few days and in several cases,
overnight. Implementations of DES, RSA, and IDEA were obtained freely over the Internet
from sites throughout the world.

ADDITIONAL INFORMATION: To obrain further information on the TIS worldwide
survey of cryptographic products, or to provide any information you may have about
cryptographic products, visit the crypto survey Web page at

http:/fwww tis.com/crypto/survey. html, or contact David Balenson at 301-854-5358 or by
sending email to <halenson(@tis com> via the Internet.

Domestic Products | Foreign Products | Crypto Solutions
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TIS & Research

Cryptographic Technologies

Crypto Survey - Foreign Products

Summary listing of foreign cryptographic products as of 1/17/97

This is a summary listing of foreign cryptographic products identified by Trusted Information
Systems (TIS) as part of its ongoing worldwide survey of cryptographic products. We also
have a summary listing of domestic products .

TABLE OF CONTENTS

Siemens AG Austrig

BELGIUM
CNE

Hi Inc.
Lintel Security

CANAD
Atlantic Systems Group (ASG)

Authentex
Border Network Technologies, Inc.
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Certicom
Chrysalis ITS )
Compression Technologies, ng
FSA Corp.
Tlex Systems Inc.
Isolation Systems

N

Mill s C .
Telecom Canada Ltd. (Data

Northern Telecom Canada Ltd. (Secure Networks)
Qkiok Data
Queen's University
Secured Communications Inc (SCD
Sierra Wireless
The Enigma Group
TimeStep Corporation
Tundra Semiconductor Corp.
Zoomit Corporation
CZECH REPUBLIC

Alwil Software
Decros spol. s 1.0.

DENMARK

mversity, Co

nedata

LSI Logic/Dataco AS

co, Inc.

SSH Communications Security

ERANCE
ActivCard
Atlantis
Bull Worldwi i
L ; :
Hewlett Packard France

GERMANY
Andreas Kuprigs

I

CE Infosys GmbH
Celticon

NataSafe
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Tele i

Telenet Kommunikation Systeme
T-MACO GmbH

HONG KONG
Triple D Ltd.
1A
Bharat E nics Ltd.
Chenab Info Technol

IRAN
. jeations Tndugries Grow

LAND

Baltimore Teghnologies Ltd.
Eurologic Systems, Ltd.

emics Ltd.
ISRAEL

Algorithmic Research Ltd,

Aliroo Ltd.

Carme] Software Encineering Itd
Elementrix Technologies Ltd.
EliaShim Microcomputers Ltd.
Secure Network Svstems, Ltd,

S
>
»

Y
C SPA
CERT-I
i 1

JAPAN
ADVANCE Co.. Ltd.
Fuiitsu Labs Ltd,
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MEXICO
The King of Hearts

NETHERLANDS
Concord Eracom Nederland BV
DigiCasl
Incaa Datacom BV

ilips Crypto B V.
Pijnenburg
Verspeck & Soeters b v,

NEW ZEALAND
CES Communications Ltd.
LUC Encryption Technology, Ltd, (LUCENT)
Peter Gutmann
William M. Raike

SOUTH AFRICA
Denel Informatics

ication AB

Busi Security AR
OST Computer i i i

ft
Padilla
SECTRA AR
SONNOR Crypto AB
Stig Ostholm
SWITZERLAND
ASCOM Tech AG

Crypto AG
Gretacoder Data Systems AG
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Umnisec AU
Safeware AG

Apricot Compurters, Ltd.
Avant Guardian [td.

British Telecom

Data Innovation I.1d.

Dat 1 Lt
Digital Crypto

Einansa )
GEC-Marconi Secure Systems

Global CIS Lid.

ICL Secure Systems

1Q Intermational

International Data Security, Ltd.
J R Ward Computers Ltd.
J.S.A Kapp

JPY Associates 1td,

Jaguar Communications Ltd.
Microft Technology Ltd.

PC Security Ltd.

Plessy Crypto

Phus 5 Engineering Ltd.
Protection Systems Ltd,

Racal Airtech Computer Security
Reflex Magneties I.td,

S&S International PLC

Sophos Ltd

Zergo, Lid.

Zeta Communications Ltd.

ARGENTINA

Data Crypt S.A.

Sarmunto $39.6

Buenos Atres, (1041) ARGENTINA

PHONE : +34-1-326~7443

FAX . +54-1-326-6894

Email : system@derypt seitlink. net
Software inplimentation of Criptography
SW encryption PGM using DES. RSA IDEA

Newnet S.A.

Alsina 430

Buenos Aires, 1087 ARGENTINA
PHONE | 54-1-334-9732
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DSD 9612 Dawa Security Device

HW encryption CHIP using DES

TELSOC S.A.

Av, Cordoba 679 - Oficians 414/415
Buenos Aires 1054 ARGENTINA
PHONE : (514) 314 8972

FAX : (541) 3148973

Email : hpgo@;nobi uba.ar

NCT (Nonlinear Curves Traveller)

SW encryption PGM using PROP

AUSTRALIA

PO Box 912

Runaway Bay, QLD 4216 AUSTRALIA
PHONE : 61-7-5537-1949

FAX : 61-7-5529-1544

Email ; info@carbonbased com.au

CrypiStream
SW encryption PGM using DES

Cybanim Pty Ltd.

1/448 Abercrombic St.

Darlington, NSW 2008 AUSTRALIA
PHONE : 02-9519-1113

Email : gtskinner@pcav com au

DES32 v1.02
SW encryption KIT using DES

DESF vi 4

SW encryption PGM using DES.3DES

LUC 2.03

SW encryption PGM/KIT using LUC

SIFR v2.0

SW encryption PGM/KIT using RSA

PO Box 441

Rockdale. NS'W. 2216 AUSTRALIA
PHONE : +61 2 556 2002

FAX : +61 2 556 2002

LetterCrypt
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SW encrypuon PGM

NoteCrypt
SW encryption PGM

Eracom Pty Ltd.
28 Greg Chappeil Drive

Burleigh Heads, QLD 4220 AUSTRALIA
PHONE : 61-75-934911
FAX : 61-75934388

Email : info@cracom.com.ay

ERA 2007 Line Encryptor
HW encryption BOX using DES

ERA 4007 Line Encrypior
HW encryption BOX using DES

Eracom Security Module (ESM)
HW encryption BOX using DES RSA

Micro Channel Siave Encryptor (MCSE-16)
HW encryption BOARD using DES

Micro Charnmel Slave Encryptor (MCSE-S)
HW encryption BOARD using DES

PC Encryptor (PCE-16)
HW cncryption BOARD using DES

PC Encryptor (PCE-8)
HW encryption BOARD using DES

ProtectSNA
SW/HW encryption BOARD using DES

SECLink

SECPac
HW encrvption BOARD using DES PROP

Series 90 ESM
HW encryption BOX using DES,RSA

Eric Young
Email : coy@psyeh,psy ug.oz.au

CrypiL99
SW encrvption PGM using DES SDES. IDEA.SAFER

Jerypt
SW encrvpuon PGM using DES
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3of51

libdes
SW encrypuion KIT using DES

Microlock

Kinetic Access
SW encryption

Mosgic Industri

Touch Lock
SW encryption using PROP

Touch Net I1
SW/HW encryption

News Datacom

GPO Box 2210

Adelaide. SA 5001 AUSTRALIA
PHONE : 61-8-2716177

FAX : 61-8-3731496

N-Sure Access 1000
HW cncryption BOARD using DES

Randata

3 Hall Street

Hawthom, Victonia 3122 AUSTRALIA
PHONE : 61-3-822-7858

FAX ; 61-3-822-9980

FAXSAFE
HW encryption BOX using PROP

GSA 1000 Duplex Mini Scrambler
HW encryption BOARD

GSA 1300
HW encryption BOARD using PROP

Guardian-E Data Encryptor
HW encryption BOX using DES

Guardian-EM Encryptor Modem
HW encryption BOX using DES

Guardian-EMP Daia Encryptor
HW encryption BOX using DES

Guardien-EP Data Encryptor

091697 065003



HW encryption BOX using DES

Megacrypt High Speed Data Encrypior
HW encryption using PROP

RDI85 Fax
HW encryption BOX using PROP

RD 187 Data Encrypior
HW encryption BOX using DES

Securl AN Network Encryption Unit - Router (NEU-RT)
HW ¢neryption BOX using DES

SecurPAC EM Encrypror Modem
HW encryption BOX using DES PROP

SecurPac PEM Data Encryptor
HW encryption BOX using DES PROP

Securlink Data Encryptor
HW encryption BOX using DES

AUSTRIA
Eshelbeck, Steiner, Beitelmair

Coded Drag
SW encryption PGM using DES

Gudrunstrabe 11

1100 Vienna AUSTRIA
PHONE : 43 1 60171 6342
FAX : 431601717012

Email : ponikva@officeid pseoc
Document Security Service (DSS) Version 2

SW encryption KIT using DES
BELGIUM
CNET
RSA chip
HW encryption CHIP using RSA
‘Highw,
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109 Avenue Henri Jaspar
1060 Brussels BELGIUM
PHONE : 32.2-537-6810

Fileguard

SW encryption PGM

Lintel Security
1080 Brussels BELGIUM

PHONE : 32-2-425-7767
FAX : 32(0)2 425 37 22
Av. de Jettelaan 32

CRY12C102 DES Chip
HW encryption CHIP using 3DES DES RSA

PC DES/RSA Card
SW/HW encryption CARD using DES.RSA 3DES

POR 512 RSA Chip
HW encryption CHIP using RSA

UTI-MACO Belgium

AMB. Zone De Vunt 7

B-3220 Holsbeek (Leuven) BELAIUM
PHONE : 32-16-440135

FAX : 32-16440140

Email : 1002722772 Grompuserve

CryptMail
SW encryption PGMKIT using DES

CANADA

A

A

Incutech Center, Bag Service 69,000

Fredericton. New Brunswick E3B 6C2 CANADA
PHONE : (506)453-3505

FAX - (506)453-3004

Email : sales@asg ynbea

TurnStyle Firewall System (TFS)
SW encryption PGM using DES

Authengex

1 Terence Matthews Cr. Unit 22
Kanata. Omario K2M2G3 CANADA
PHONE - 613-599-5584

FAX : 613-599

Email ; info@authentex.com

01697 09:39:11
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Saki Naka. Bombay 400 072 INDIA
PHONE : 91-002-584870

Cryptic
SW encryption PGM using PROP

ITRAN

Tehran [RAN

AEU-212 Encryption Unit
HW encryption BOX

AEU-313/A Encryption System

HW encryption BOX

DEU-104 Digital Voice Encryption Unit
HW encryption BOX

FEU-4110 Facsimile Encryption Unit
HW encryption BOX

LEU-313 Telephone Encryption Unit
HW encryption BOX

TEU-320 Telex Encrypuon Unit
HW encryption BOX

IRELAND

Baltimore Technologies Ltd.
36 Fitzwilliam square

Dublin 2 JRELAND

PHONE : 353 1-6615215

FAX : +353 16761731

Email ; Thierrv@baltimore. je

Fasmet CST (Crypto System Toolbox)
SW encryption KIT using DES.RSA.PROP.IDEA

SRAM
SW encryption PGM using PROP(BSA~)

Eurologic Systems, Ltd.

49 Bracken Road. Sandyford [ndus. Estate
Dublin, 18 IRELAND

PHONE : 353-1-2958366

FAX - 353-1-2058433

Email : ELROLOGICZATTMAIL.COM

0916497 10:00:21
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DC-200
HW encryption BOX using BSA

Datacrypt
HW encryption BOX using PROP(BSA)

Systemics Ltd.
27-29 Lower Pembroke Street
Dublin [RELAND
Email : info@svatemics com

CryptoExtensions for Java
SW encryption KIT using DES, IDEA

CryptoExtensions for Perl v1.0
SW encrypuion KIT using DES, IDEA

Cryprographic Library for Java

SW cneryption KIT using DES RSA IDEA

Cryprograpic Library for Per!
SW encryption KIT using RSA IDEA

PGP Library for Java
SW encrvption KIT using PGP

PGP Livrary for Perl
SW encryption KIT using PGP

ISRAEL

&
15 Beit Oved St., P.O. Box 11141
67211 Tel Aviv. 61110 ISRAEL
PHONE : 972-3-5375793
FAX : 972-3-3375796

HASP
HW encryption

Algorithmic Research Ltd.
18 Ben Gurion Street

Givat Shmuel. 51905 ISRAEL
PHONE ; 972-3-5322799

FAX : 972-3-5322650

AR Crypto3270-E
SW encryption PGM using DES

AR Crypto3270-P
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SW/HW encryption PGM using DES

AR CryptoBIOS
SW encryption PGM using DES

AR CryptoCODE

SW/HW encryption PGM/BOARD using DES

AR CryptoCOM
SW encryption PGM using DES

AR CryptoMAIN
SW encrvption PGM using DES

AR CryptoPAD
HW encryption BOX using DES

AR CryptoPC
SW encryption PGM using DES

AR CryptoSAT
HW cncryption BOX using DES

AR CryptoSafe
HW encryption BOARD using DES

AR DISKrete
SW encryption PGM using DES

Aliroo Litd.

19 Trumpeldor St.

Kefar-Sava, 44442 ISRAEL
PHONE ; 972-9-977732

FAX : 972 9 977739

Email : glirpo@netvision net il

Priva File
SW encryption PGM using PROP

Priva Mail
SW encryption PGM using PROP

PrivaSoft
SW encryption PGM using PROP

Carmel Software Engineering Ltd.
PO Box 25055

31230 Halfa, 31250 ISRAEL

PHONE : 972-4-416976

FAX : 972-4=416979

INFOLOCK
SW encryption PGM using PROP

09/ 1657 10:00-29
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ies Ltd.
MATAM Advanced Technologies Center
Haifa. 31905 ISRAEL
PHONE ; 972-4-550-042
FAX : 972-4-550-356

POTP Secure FTP
SW encryption PGM using POTP
POTP Secure Mail
SW encrypuion PGM using POTP
EliaShim Microcomputers Ltd.
5 Hagarum St. PO Box 9195
31086 Haifa ISRAEL

PHONE : 972-4-872-8899
FAX : 972-4-872-9966

FEasySafe
SW encryption PGM using DES

MasterSafe - LAN
SW encryption PGM using nDES

MasterSafe 111 Version 2.42

SW encryption PGM using PROP,nDES

Secure Network Systems, Ltd.
25 Halechi St.

Bnei Brak, 51200 ISRAEL

PHONE : 972-3618-9381

FAX : 972-3618-9395

Only You
HW encryption PCMCIA

You & Me
HW encryption PCMCIA

ITALY

AMTEC SPA
Rome ITALY

PHONE : 39/6/7223535
FAX : +39/6/7216100

Filide Stao~-Centro Aud:00172 ViaBrano Rizzier: 204

Crypto Device
HW encryption BOARD using RSA

0971697 10:00.33
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RSA 512
HW encryption CHIP using RSA

CERT-IT
Department of Computer Science
University of Milan ITALY

STEL
SW encryption PGM using DES

Eutron Spa

via Gandhi, 12

Treviolo, Bergamo [-24040 ITALY
PHONE . 39-35-6970.11

FAX : 39-35-6970.90

Email : info@cutrog.it

SmariKey pius : GS§
SW/HW encrvption KIT/TOKEN using PROP

SmartKey plus Buss /GSS
SW/HW encryption KIT.CARD using PROP

SmartLock BASE
SW encryption PGM using PROP

SmariLock DEFence
SW encryption PGM using PROP

SmartLock DESeryprion
SW encrypuion PCM using DES

Smartl.ock PROfessional
SW encryption PGM using PROP

Systems Communicazoni sri
Via Olanda. 6

20083 Gaggiano. Mi ITALY
PHONE - +39.2.908 41 814

FAX . +3942-908 41

Email : scqure@svstems it

Secure Desk-Top
SW encryption PGM using DES.[DEA

Secure Plug-in for Eudora
SW encryprion PGM using DES, 3DES IDEA

JAPAN

09/1697 10:00:37
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57, Nihombashi-Kobunacho
Chuo-Ku. Tokyo 103 JAPAN

KPS Cipher Card
HW encryption

i
Nifty RHDO1353 JAPAN
PHONE : 81-462-48-3111
FAX : 81-462-48-3233
Email : @ i

FIPEM v1.0
SW encryption PGM using DES

MEXICO
The King of Hearts

Porassium Hydroxide (KOH)
SW encryption using IDEA

NETHERLANDS

Concord Eracom Nederland BV

Hockenrode 8
Amsterdam. Zuid Oost. 1102 BR NETHERLANDS

DEA Crypto Toolkit
SW encryption KIT using DES

Multi-Functional PC Security (MFPS) Card
HW encryption BOARD using DES

SCORE
SW encryption KIT using DES

SECNET (FCM)
SW/HW encryption using DES RSA EG

SECNET (HCM)
HW encryption BOARD using DES RSAEG

SECNET (SCM)
SW encryption PGM using DES.RSA.EG

SECNET FBI-Encryptor

091697 10:00:41



35051

HW encryption using PROP

LUC Eneryption Technology, Ltd. (LUCENT)

25 Lawerence Street

Hemne Bay NEW ZEALAND
PHONE : +64-9-378-4962
FAX | +64-9-378-4967

LCP Library
SW encryption KIT using LUC

sifr
SW encryption PGM using PROP(LUC)

Peter Gutmann

24 Durness Place, Orewa
Auckland NEW ZEALAND
PHONE : +64-9-426-5097
Email : peutl @cs guiuni g¢.nz

Secure File System (SFS) 1.1
SW encryption PGM using MDC

William M. Raike
Email - infod@icrypto.swdev.co.nz

RPK File 1.01
SW encryption PGM using RPK

TRPK Crypto
SW encryption KIT using RPK

POLAND

Enigma Information Security Systems
FAX : +48-26626772
Email ; karol@tele.puv.edu.pl

PEM - HEART
SW encryption PGM using DES.3DES

.

RUSSIA

Ancort

Moscow RUSSIA

PHONE : 7095-141-01-70

FAX : 7095 140 53 23

Email : posgmagier@ankort msk s
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Cryprocenter Version 1.5
SW encryption PGM using PROP

Askri
Moscow RUSSIA
PHONE : 7-095-262-80-80

Cryptos
SW encryption PGM using DES

Elias Ltd.
PHONE : 70-95-903-2147
FAX : 70-95-903-0266

Excellence for DOS
SW encryption PGM using GOST

INFORM - RTG
Moscow RUSSLA

PHONE : (7095) 261-49-77
FAX : (7095) 261-84-27

Absolute Cryprographer
SW encryption PGM using PROP

LAN Crypto

Academician Chelomey Str 1043, office 43
117 630 Moscow RUSSIA

PHONE : 095 936 7254

FAX : 095 288 5056

Email : lan@crvpioansk.su

CRYPTORANK (NOTARY & VESTA utilities)
SW encryption KIT using DES.GOST 28147.FEAL

DIANA
S5W encryption KIT

Ortis
SW encryption KIT using DES.GOST 28147.FEAL

Sphinx
SW encryption PGM

VESTA
SW encryption KIT using DES.GOST 28147 FEAL

ScanTech
PO. Box 16
Moscow, 109088 RUSSIA
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PHONE : 7-095-275-839%4

Knypron
HW encryption BOARD using GOST

TELECRYPT, Ltd.

Pushkinskaya St. 7-88

Balashikha(Moscow region). 143900 RUSSIA
PHONE : (095)521-60-14

TELECRYPT
SW encryption PGM using DES.GOST

- SOUTH AFRICA

Denel Informatics

459 Tsitsa Street Erasmuskloof 0181 PO Box 25300
Monument Park 0103, Pretoria SOUTH AFRICA
PHONE : 011-2712-450-9118

FAX ' 0}11-2712-450-2879

ITWATCH
SW encryption PGM using DES

NetSec
P.O. Box 395
Pretoria 0001 SOUTH AFRICA
PHONE ; +27(12)841-2336
FAX : +27(12)841-4720
Email : netsee@ mikom.gsic ¢o.za
Application Gateway
SW encryption PGM using DES.IDEA_ PROP

NeiSec Manager

SW encryption PGM using DES_ IDEA.PROP

Secure Router

SW encryption KIT using DES.IDEA PROP
Sentera

N300OM
HW encryption

SWEDEN
Ardy FElektronics
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