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2. This motion requests (i) a stay of a district court injunction pending appeal and (i1)
an immediate temporary stay of the injunction while the Court considers the underlying stay
request. As explained more fully in the body of this motion, the district court's injunction
presently permits the plaintiff-appellee to engage in immediate, unrestricted export of
cryptographic software whose unlicensed export is prohibited by federal law for national
security and foreign policy reasons. The appellee intends, inter alia, to place this software
on the Intemet, a step that will make the software available almost instantaneously around
the world. Immediate relief from this Court, in the form of a temporary stay while the Court

considers the government's underlying stay request, is necessary to preserve the status quo.



3. Ms. Cindy Cohn, lead counsel for the appellee, was notified yesterday of the
impending filing of this motion. A copy of this motion is being transmitted to Ms. Cohn and

Ms. Cohn's co-counsel by fax at the same time that the motion is being delivered to this
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INTRODUCTION

The Department of Commerce hereby moves, pursnant to Circuit Rule 27-3 and
FRAP 8, for an emergency stay pending appeal. For reasons of national security and foreign
policy, the President of the United States has directed the Department to restrict the export
of encryption products — products, including computer software, that "scramble” messages
so they cannot be understood by persons other than the sender and the intended recipient.
On August 25, 1997, the District Court for the Northern District of California held that the
Department's regulations restricting the export of encryption softwarc are facially
unconstitutional under the First Amendment. On the basis of that holding, the district court
enjoined the government from enforcing these regulations against the plaintiff and other
persons who wish to use the plaintiff's encryption software.

On September 9, 1997, the district court entered an order granting a partial stay of its
injunction pending appeal. However, the court declined to stay the injunction with respect
to particular encryption software that the plaintiff wishes to export, including updated
versions of the software whose encryption capabilities are unknown and have not been
reviewed by the government. In the absence of a full stay, the plaintiff will be able to
distribute this encryption software overseas, immediately and irretrievably, before this Court
has had an opportunity to review the district court’s novel First Amendment ruling. The
Department of Commerce requests a full stay pending appeal in order to preserve the status
quo while this Court resolves the important questions posed by the district court's

invalidation of the Department's export regulations. The Department further requests an



immediate temporary stay while the Court considers the Department's underlying stay
request.
STATEMENT OF THE CASE

1. The national security of the United States depends in part on the ability of the
government to obtain timely information about the activities and plans of potentially hostile
foreign governments, groups, and individuals abroad. The United States therefore uses a
variety of means to monitor and intercept communications by foreign intelligence targets.
Among other things, the United States engages in signals intelligence ("SIGINT"), the col-
lection and analysis of information from forcign clectromagnetic signals. Declaration of
William P. Crowell ("Crowell Dec.”) 4§ 1-2 (copy attached). Primary responsibility for the
government's SIGINT activities belongs to the National Security Agency ("NSA"), a
component of the Department of Defense. Id, at§ 1.

The SIGINT capabilities of the United States are impaired by the use of encryption.
Crowell Dec. § 3-4. Encryption is the process of converting a message from its original
form (know;x as "plaintext") into a scrambled foun (known as "ciphertext”) that cannot be
deciphered by persons other than the message's sender and its intended recipients. 1d. 13 &
n.1. Encryption can be performed by mechanical devices, like the famed "Enigma" machine
used by Germany during the Second World War, or by electronic circuitry. Encryption also
can be accomplished by computer software, which enables general-purpose computers to

cnerypt and decrypt electronic messages and other data.



Encryption has long been a tool in the conduct of military and foreign affairs. See,
£.g., David Kahn, The Code Breakers: The Story of Secret Woting (1967). Today, foreign
intelligence targets use encryption in an effort to maintain the secrecy of their communi-
cations. Crowell Dec. 9 3-4. For this reason, one of the NSA's principal SIGINT activities
is cryptanalysis, the science of "reading" ciphertext without having access to the key that was
used to encrypt the message. Id. § 3. How rcadily ciphertext can be read through crypt-
analysis depends, in large part, on the strength of the particular cryptographic algorithm used
to encode the plaintext. The stronger the algorithm, the greater the odds that the ciphertext
cannot be read at all or that the process of deciphering the message will take prohibitive
amounts of time and effort.

2. The United States imposes legal restrictions on the export of a wide variety of
products whose use abroad could compromise this country's national security and foreign.
policy interests. Because encryption can be used by foreign intelligence targets to deny the
United States access to information vital to our national security interests, encryption
products haQe long been included in these export restrictions.

Until recently, primary regulatory responsibility over the export of cryptographic
products was vested in the Department of State. Acting pursuant to the Arms Export Control
Act (AECA), 22 U.S.C. §§ 2751 gt seq., and the International Traffic in Arms Regulations
(ITAR), 22 C.F.R. Parts 120-130, the Department of State regulates the export of "defense

articles” and "defense services." Generally speaking, defense articles and services cannot



be exported without a license from the Department of State. With specified exceptions,
cryptographic products were classified as "defense articles” under the ITAR and therefore
could not be exported without a license.

In November 1996, President Clinton issued an Executive Order and Presidential
memorandum transferring regulatory authority over the export of most encryption products,
including the encryption software at issue in this case, from the Department of State to the
Department of Commerce. Executive Order 13206, 61 Fed. Reg. 58767 (Nov. 19, 1996);
32 Weekly Comp. Pres. Doc. 2397 (Nov. 15, 1996) (memorandum). The Department of
Commerce is responsible for administering the Export Administration Regulations (EAR),
15 C.F.R. Parts 730-774, which regulatc the export of so-called "dual use" items — items
that have both military and civilian uses. See 15 C.F.R. § 730.3. At the heart of the EAR
is the Commerce Control List (cCcL), 15CFR part 774, which lists the categories of items
whose export is regulated under the EAR. Items listed on the CCL gencrally may not be
exported without a license from the Department of Commerce's Bureau of Export
Administration.

Acting pursuant to the President's directions, the Department of Commerce amended
the CCL in December 1996 to cover encryption items transferred from the Department of

State’s regulatory jurisdiction. The Department also made a number of related amendments



to the EAR to carry out the terms of the President’s Executive Order and Presidential
memorandum. See generally 61 Fed. Reg. 68572-87 (Dec. 30, 1996)."

As amended, the CCL covers encryption commodities (1.¢.,, hardware), encryption
software, and encryption technology. 15 C.F.R. 742.15.> Because these items "may be used
by persons abroad to harm national security, foreign policy and law enforcement interests,”
they generally may not be exported without a license. Ibid. Applications for licenses to
export encryption items generally are reviewed on a case-by-case basis by the Bureau of
Export Administration, in conjunction with other agencies, to determine whether the export
1s consistent with national security and foreign policy interests. Id. § 742.15(b); see also 1d.
§ 742.15(b)(4)(ii).?

Encryption software, like other software, may take either of two forms: "source code"
or "object code." Source code is a set of instructions to a computer written in a programming
language, such as "C" or BASIC, that can be read and understood by programmers and
computer scientists. Crowell Dec. § 5. Object code is a set of instructions in binary form

("zeroes" and "ones") that can be directly executed by a computer. [bid, Source code can

' All citations to the EAR in this motion reflect the amendments in the foregoing Federal
Register notice. Not all of those amendments have yet been reproduced in the Code of
Federal Regulations.

% Each item on the CCL is assigned an Export Control Classification Number (ECCN).
See 15 C.F.R. Part 772, Encryption commodities, software, and technology are listed as
ECCN 5A002, 5D002, and 5E002, respectively. See 15 C.F.R. Part 774, Supplement 1.

¥ Certain encryption items are subject to less restrictive licensing rules and policies. See
15 C.F.R. § 742.15(b)(1)-(3). This case does not involve such items,
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be converted automatically into object code through the use of commonly available computer
programs called compilers. Ihid. When encryption source code is converted into object code
in this fashion, it can be used to encrypt and decrypt messages and other data.

The EAR's restrictions on the export of encryption software apply both to source code
and to object code. See 15 C.F.R. Part 772 (definition of "encryption software”). In his
Executive Order and Presidential memorandum (see p. 4 supra), the President specified that
encryption source code is subject to export control because of its functional capability to
encrypt communications, not because of any information that the source code itself might
convey to persons who are familiar with the programming language in which it is written.
32 Weekly Comp. Pres. Doc. 2398, 14 (Nov. 15, 1996); Executive Order 13026, § 1(c), 61
Fed. Reg. 58768 (Nov. 19, 1996). Accordingly, for export licensing purposes, encryption
source code (and object code) are treated in the same manner as encryption hardware. See
15 C.F.R. Part 774, Supplement 1, ECCN 5D002 (Note). The export controls applicable to
encryption software are correspondingly distinct from those generally applicable to other
kinds of software. Sce id, § 742.15; see also id, Part 772 (definition of "commodity”). For
example, while publicly available software is generally not subject to the EAR, the public
availability exclusion does not apply to encryption software. See id. §§ 734.3(b)(3), 734.7-
734.9.

In some circumstances, the availability and scope of export licenses under the EAR
is affected by existing forcign availability of comparable items. See 15 C.F.R. Part 768.

However, in his Executive Order, the President determined that the export of encryption
6



items "could harm national security and foreign policy interests even where comparable
products are or appear to be available from sources outside the United States." Executive
Order 13206, § 1(a), 61 Fed. Reg. 58767 (Nov. 19, 1996). The President further determined
that "facts and questions concerning the foreign availability of such encryption products
cannot be made subject to public disclosure or judicial review without revealing or
implicating classified information that could harm United States national security and foreign
policy interests." Ibid. The President therefore directed that the provisions of the EAR
relating to foreign availability shall not apply to encryption items. [bid,; see 15 C.F.R. §
768.1(b).

3. This case involves a facial challenge to the constitutionality of the foregoing
restrictions on the export of encryption software. The plaintiff, Daniel Bernstein, is a
professor and a computer programmer. As a graduate student, Bernstein created a computer
program called "Snuffle" that is designed to encrypt and decrypt text messages interactively.
Bernstein has stated that he wishes, inter alia, to distribute Snuffle to other persons over the
Internet. Bécause of the global nature of the Internet, circulation of Snuffle in the manner
desired by Bernstein would entail the immediate and unrestricted distribution of Snuffle
abroad.

In 1992, Bernstein approached the Department of State to inquire about the status of
Snuffle and related explanatory matenials under the export regulations then in effect (see pp.
3-4 supra). After a lengthy series of exchanges, Bernstein ultimately was informed that the

source code for Snuffle could not be exported without a license, but that a license would not
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be required to export the other materials in question. See Bemstein v. Department of State,
922 F. Supp. 1426, 1430, 1433-34 (N.D. Cal. 1996) (Bernstein I); Bemstein v. Repartment
of State, 945 F. Supp. 1279, 1284 (N.D. Cal. 1996) (Bernstein II).*

Bernstein did not apply for an export license. Instead, he filed suit against the
Department of State in 1995 to challenge the constitutionality of the then-existing restrictions
on the export of encryption software and related restrictions on the export of "technical data”
relating to encryption products. Bemstein advanced a varicly of First Amendment and other
constitutional claims. For present purposes, the most pertinent constitutional claim was a
claim that the restrictions on encryption softvare exports were facially invalid under the First
Amendment as an unconstitutional prior restraint.

The Department of State moved to dismiss Bernstein's constitutional claims on the
ground that the claims were not colorable and therefore were nonjusticiable, With respect
to the First Amendment, the Department asserted, jnter alia, that the appropriate analytic
framework is supplied by United States v. Q'Brien, 391 U.S. 367 (1968). Under O'Brien and
its progcny,' "a content-neutral [law] will be sustained [under the First Amendment] if 'it
furthers an important or substantial governmental interest; if the governmental interest is
unrelated to the suppression of free expression; and if the incidental restrictions on alleged

First Amendment freedoms is no greater than is essential to the furtherance of that intcrest."

* The Department of State advised Bernstein that a license would ve required for the
export of two supporting documents if, but only if, the purpose of the export were to assist
a forcign person in obtaining or developing Snuffle itself. See Bemstein 11, 945 F. Supp. at
1284.



Turner Broadcasting System, Inc. v. FCC, 114 S. Ct. 2445, 2469 (1994) (quoting O'Brien,
391 U.S. at 377). The Department contended that the challenged export restrictions are

governed by O'Bricn because they are directed not at the informational content (if any) of
encryption source code, but instead at the functional capacity of encryption source code (like
other encryption items) to encrypt communications and thereby impede the government’s
foreign intelligence capabilities.

In April 1996, the district court (Patel, J.) denied the government's motion to dismiss,
ruling that Bemstein's First Amendment claims were colorable and therefore justiciable. The
district court held that computer source code is “speech” for First Amendment purposes.
Bernstein_ I, 922 F. Supp. at 1434-36. The district court further held, inter alia, that
Bemstein's prior restraint claim was a colorable one. [d, at 1437-38. In so holding, the
district court analogized the licensing of encryption software exports to the prior restraints
at issue in New York Times v. United States, 403 U.S. 713 (1970) (per curam) (the
Pentagon Papers case), and Near v. Minnesota, 283 U.S. 697 (1931). Sce id, at 1438.

In December 1996, shortly before the transfer of regulatory jurisdiction from the
Department of State to the Department of Commerce (see p. 4 supra), the district court issued
an order granting partial summary judgment in favor of Bemstein. In relevant part, the
district court held that the licensing requirements for the export of encryption software were
facially invalid as a prior restraint on First Amendment speech. Bemstein II, 945 F. Supp.
at 1286-90. For purposes of its decision, the district court accepted the government's

contention that the regulatory purposes behind the licensing requirements are content-
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neutral. [d. at 1289. However, the court held that the licensing requirements were
nonetheless facially invalid because they lacked the procedural safeguards that the Supreme
Court has required for the licensing of parades, marches, and similar expressive activities.
Id. at 1289-90. The district court confined its order to declaratory relief, denying a motion
by Bernstein for a preliminary injunction relating to his classroom teaching activities because
the challenged regulations did not require a license for those activities. Id, at 1296.

4. Following the transfer of regulatory jurisdiction to the Department of Commerce
and the accompanying amendments to the EAR, Bernstein filed an amended complaint,
adding the Department of Commerce and other agencics as defendants and advancing the
same constitutional objections (as well as new statutory objections) to the new regulations.
The parties thereafter filed renewed cross-motions for summary judgment.

On August 25, 1997, the district court issued a memorandum order (copy attached)
disposing of the summary judgment motions. The district court rejected Bernstein's new
statutory claims, but it held that the Department of Commerce's restrictions on the export of
encryption sbﬁware are a facially invalid prior restraint, for essentially the same reasons that
the court had previously struck down the Department of State's corresponding regulations.
Mem. 22-28. In so holding, the district court acknowledged that the constitutional issues
addressed in its decision "are novel, complex, and of public importance * * * ." Id. at 30.
In light of the transfer of regulatory jurisdiction to the Department of Commerce, the court

dismissed all other agencies named in the amended complaint.
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As part of its memorandum order, the district court entercd a permanent injunction
against the Department of Commerce. The injunction prohibits the Department from
enforcing or applying the invalidated regulatory provisions "with respect to [Bernstcin] or
anyone who uses, discusses, or publishes or seeks to use, discuss or publish [Bernstein's]
encryption program and related materials * * * ." Mem. 31-32. The injunction further
prohibit the Department from "interfering with [Bernstein] or any other person described in
[the foregoing sentence] in the excreise of their federal constitutional rights as declared in
this order.” ]Id. at 32.

The Department of Commerce promptly moved for a stay of the district court's
injunction pending appeal. On September 9, 1997, the district court entered an order (copy
attached) staying the injunction in part but not in whole.® The district court stayed its
injunction with respect to persons other than Bernstein and encryption programs other than
Snuffle. However, the district court declined to stay the injunction with respect to
Bemstein's export of Snuffle, either in its current form or in updated forms. As a
consequencé, the district court's injunction permits Bernstein to export existing and updated
versions of Snuffle to any persons and by any means, including via the Internet, during the

pendency of the Department's appeal. The district court denied an oral request by the

S The district court earlier issued a temporary oral stay that remained in effect until the
entry of the written stay order on Scptember 9.
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Department to stay its injunction temporarily for 24 hours while this motion is presented to
this Court.*
ARGUMENT
The District Court's Injunction Should Be Stayed In Its Entirety Pending Appeal

In granting a partial stay of its injunction pending appeal, the district court took a
limited step toward preserving the status quo while its novel First Amendment ruling is under
review in this Court. The court abused its discretion, however, in excluding Bernstein's
export of existing and updated versions of Snuffle — the very software that precipitated this
litigation — from the scope of its stay.

The availability of a stay pending appeal turns on two interrelated legal tests, which
represent "the outcr reaches of a single continuum.” Artukovic v. Rison, 784 F.2d 1354,
1355 (9th Cir. 1986). "At one end of the continuum, the moving party is required to show
both a probability of success on the merits and the possibility of irreparable injury.” Lopez
v. Hegkler, 713 F.2d 1432, 1435 (9th Cir.), rev'd on other grounds, 463 1.S. 1328 (1983).
"At the othér end of the continuum, the moving party must demonstrate that serious legal
questions are raised and that the balance of hardships tips sharply in its favor.” Ibid, ™[T]he
relative hardship to the parties' is the ‘critical element’ in deciding at which point along the

continuum a stay is justified." [bid. In addition, when an injunction restricts the

6 The district court signed the partial stay order at the conclusion of a telephonic hearing
on September 9. The coust directed that a transcript of the hearing be deemed a part of the
stay order. The transcript of the district court's remarks will be submitted to this Conrt as
soon as it is available.
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government's power to carty out an important regulatory program, as it does in this case, "the
public interest is a factor to be strongly considered.” Ibid.

Under these standards, the Department of Commerce is :ntitled to a full stay of the
district court’s injunction pending appeal. The district couwrt's unp iecedented holding that the
government's restrictions on the export of cryptographic software are a facially
unconstitutional prior restraint is likely to be reversed on & peal, and m all events is
sufficiently novel and debarable that “serious legal questions” exi:t about its correcmess. At
the same time, the balance of harms and the public interest w 2igh decisively in favor of
preserving the status quo while this Court reviews the distric. court’s First Amendment
ruling. The government therefore asks this Court: (1) to stay tl.e district court’s injunction
in its entirety pending appeal; and (2) 1o issue an immediat temporary stay while the
underlying stay request is under consideration. These ground: for relief were before the

district court when it declined to grant a full stay pending appe 1.
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I The District Court's First Amendment Ruling Is Likly To Be Reversed

The heart of the district court's decision is its holiing that the government's
longstanding restrictions on the expart of encryption softvare amount to a facially
unconstitutional prior restraint on First Amendment speech. ' can hardly be gainsaid that
this holding raises "serious legal questions” (Lopez, 713 F.2d at | 435). Indeed, in the course
of framing its injunction, the district court itself acknowli dged that the legal issues
underlying its decision are "novel [and] complex.” Mem 30. The district court's
unprecedented holding is sufficiently at odds with settled First Amendment principles that
it is likely to be reversed on appeal.

A. It should be evident from the outset that the regulator ' scheme invalidated by the
district court bears no meaningful resemblance to the classic kin s of prior restraint at issue
in cases like New York Times v. United States, 403 U.S. 713 (1¢176) (per_cugiam), and Near
v. Minnesota, 283 U.S. 697 (1931), on which the district cou: 't has relied. In New York
Times, the government sought to enjoin the publication of the P mtagon Papers because the
government feared that the documents contained ™informatic 2 whose disclosure would
endanger the national security.™ 403 U.S. at 718 (Black, J., conciimring) (quoting government
brief); id, at 726 a.* (Brenpan, J., concurring). Similarly, in N:ar, state officials sought to
censor & newspaper by enjoining it from publishing “scandalo 1s and defamatory matter,
including “charges of official misconduct.” 283 U.S. at 711. In t: sse and other conventional
prior restraint cases, the governments underlying object wa: to prevent speakers from
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communicating disfavored information and ideas to the public. Tl prior restraints thus went
1o the core of the First Amendment, which serves first and foremo t to preserve the free flow
of information and ideas. It is largely for this reason that the use ¢ { prior restraints is subject
to a "heavy presumption” (New York Times, 403 U S. at 714) ¢ f unconstitutionality.

Here. in contrast, the government's restrictions on th: export of cryptographic
software are manifestly pot aimed at preventing the free exchang : of information and ideas.
The President's Executive Order expressly provides that the expor of cryptographic sofrwarc
is controlled “because of such software's functional capacity” — (hat is, its ability to encrypt
data — "rather than because of any possible informational val: of such software * * * "
Executive Order 13026, § 1(a), 61 Fed Reg. 58767 (Nov. 19, 1996). The applicable
provisions of the EAR rest on the same principle. See, &.g., 15 Z.F.R. Part 772 (definition
of “commodity"). It is for this reason that the EAR subject: the export of encryption
software to the same controls that apply to encryption hardwat , the export which caunot
even arguably be characterized as a form of “specch.” See, g, id. § 742.15.

It is undeniably true that encryption source code, such as 'he source code for Snuffle
attached to this motion, can be read and understood by computer scientists and
programmers.” It is equally true, however, that source code is rotinely written, distributed,

and used for the wholly pon-expressive purpose of making a com putcr cary out a particular

7 In contrast, object code (see p. 5 supra) 1s a sequence of inary characters ("0s" and
“1s") that cannot be read or understood by humans and cannot be used in any meanimgful
way to communicate cryptographic information or ideas.
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task. As the parties have stipulated in this case, "[cJryptographic 'source code' is a computer
program written in a computer language * + * hat can be used to encrypt and decrypt
information." Joint Statement of Undisputed Facts § 6 (Sept. 20, 1996) (emphasis added).
The regulatory provisions that the district court has condemned as an unconstitutional prior
restraint are directed at this non-expressive function of cryptographic software, not at
whatever information may be claimed to be embodied and conveyed in a particular case by
source code itself.

B. As the district court pointed out, when a discretionary licensing scheme
encompasses expressive activities, it may present the censorship risks associated with
traditional prior restraints even if the underlying object of the scheme is unrelated to the
suppression of speech. See, ¢.g., City of Lakewood v. Plain Dealer Publishing Co., 486 U.S.
750 (1988): FW/PBS, Ing. v. City of Dallas, 493 U.S. 215 (1990). It does not follow,
however, that all discretionary licensing schemes are subject to the kind of facial invalidation
that Bernstein has sought and the district court has granted in this case. Licensing schemes
are subject to facial challenge under the First Amendment only in certain circumstances, and
those circumstances are not present here.

The Supreme Court’s decision in Lakewood sets out the standards for "distinguish[ing)
[licensing] laws that are vulnerable to facial challenge [under the First Amendment] from
those that are not." 486 U.S. at 759. In order for a licensing law to be subject to a facial
challenge, it "must have a close enough nexus to expression, or to conduct commonly

associated with expression, to pose a real and substantial threat” of censorship. Ibid. In
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contrast, "laws of gencral application that are not aimed at conduct commonly associated
willt capression and do mot permit licensing determinations to be made on the basis of
ongoing expression or the words about to be spoken” are not subject to facial invalidation.
Id. at 760-61. Thus, for example, a law requiring building permits is not subject to facial
challenge on prior restraint grounds, even if it applies in some Cases to conduct associated
with speech (such as the construction of a newspaper printing plant) and could be used ina
particular case for the purpose of restraining Qpeech or expressive conduct. Id. at 762.

In Roulette v. City of Seattle, 97 F.3d 300 (9th Cir. 1996), this Court recently
reiterated the narrowness of the circumstances in which government regulations may be
facially invalidated on First Amendment grounds. In Roulctte, the Court rejected a facial
challenge to a Seattle ordinance that restricted people from sitting on sidewalks. The Court
acknowledged that sitting on sidewalks can be undertaken for expressive purposes. 97 F.3d
at 303. However, the Court held that government regulations are subject to facial
invalidation under the First Amendment only when they are directed at activities that are
"integral to, or commonly associated with, expression." Id, at 304, 305. Quoting Lakewoed,
the Court emphasized that "a facial freedom of speech attack must fail unless, at a minimum,
the challenged statute ‘is directed narrowly and specifically at expression or conduct
commonly associated with expression.” Id. at 305 (quoting Lakewood, 486 U.S. at 760).

Applying these standards, the district court erred in entertaining and approving a facial
First Amendment challenge in this case. The EAR is a "law[] of general application that [is]

1ot aimed at conduct commonly associated with expression #++ " ] gkewood, 486 U.S. at
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760-61. It applies to the export of a vast range of "dual use” items, including but in no way
limited to encryption items. See generally 15 C.F.R. Part 774, Supplement 1. * Ncither the
EAR as a whole nor its provisions governing encryption items are "directed narrowly and
specifically at expression or conduct commonly associated with expression.” Roulette, 97
F.3d at 305. Atmost, it may be said that this general licensing scheme covers activities, such
as the export of encryption source code, that theoretically could (but need not) be undertaken
in some instances for expressive purposes. See Mem 23, But it does not follow the licensing
scheme is therefore subject to facial invalidation as an unconstitutional prior restraint, any
more than a building permit regulation is subject to facial invalidation merely because it
encompasses potentially expressive activities such as the construction of a printing plant.
See Lakewood, 486 U.S. at 305. The district court’s insistence that "[tjhe encryption
regulations * * * [are] specifically directed at speech protected by the First Amendment”
(Mem 24) is an ipse dixit that simply disregards the breadth, generality, and purpose of the
licensing regime.

As the district court noted (Mem. 24), the EAR treats encryption software differently
from, and in certain respects more restrictively than, other kinds of software listed on the
CCL. See pp. 6-7 supra. But this differential treatment does not support the facial

invalidation of the EAR's encryption software provisions. As explained above, the EAR

¥ For example, the EAR covers such items as reactor and power plant simulators (ECCN
0B008); specificd human pathogens and toxins (ECCN 1C351), equipment relating to
nuclear material handling and processing (ECCN 2A291); and "radiation hardened"
integrated circuits (ECCN 3A001.a.1). See 15 C.F.R. Part 774, Supplement 1.
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subjects encryption software to different restrictions precisely because the government is not
concerned with the potential informational content of such software, but rather with its non-
expressive capability to make a computer encrypt data. To hold that the government is
impermissibly "singling out" encryption software by declining to regulate it on the basis of
its potential informational value is to tum the logic of the prior restraint doctrine on its head.

II.  The Balance of Harms and the Public Interest Strongly Favor a Full Stay
Pending Appeal

As the foregoing discussion shows, there is a substantial prospect that the district
court's novel First Amendment ruling in this case will be reversed on appeal. At the same
time, the balance of harms and the public interest weigh strongly in favor of preserving the
status quo by staying the district court's injunction in 1ts entirety pending appeal.

A. As cxplained above, the federal government restricts the export of encryption
items, including but not limited to encryption software, for important reasons of national
sccurity and foreign policy. The President has expressly determined that "[e]ncryption
products, when used outside the United States, can jeopardize our foreign policy and national
security interests” and "can threaten the safety of U.S. citizens here and abroad * * * ." 32
Weckly Comp. Pres. Doc. 2397 (Nov. 15, 1996). The use of encryption products by foreign
intelligence targets can impede the intelligence-gathering capabilities of the United States
and thereby compromise the ability of the President and other government officials to

anticipate and respond to foreign threats in a timely and effective manner. The encryption
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provisions of the EAR reflect the considered judgment of the Pre sident that the unrestricted
export of encryption products poscs a genuine threat to our natonal interests.

By declining to enter a full stay pending appeal, the distric.: court has opened the door
for Bemnstein to engage in the immediate and unrestricted export «.f the very kind of software
product that the President has found it necessary for the Departme it of Commerce to regulate
under the EAR. Snuffle is designed to "direct [a] computer to ransform information into
ciphertext and back into plain text again," including encryoting and decrypting text
exchanges interactively. Joint Statement of Undisputed Facts '] 11 (Sept. 20, 1996). The
district court's injunction allows Bemstein to export this cry|tographic software by any
means, in any quantity, 1o any person in the world. Morcover, the district court has permitted
Bemstein not only to export Snuffle in its current form, but alsc to export updated versions
of Snuffle whose encryption capabilities potentially could be ev:n greater. See Declaration
of William A. Reinsch ("Reinsch Dec.") § 7 (copy auached).

Although Bernstein's stated reasons for wishing to distrit ate his Snuffle source code
over the Internet may be academic ones, the district court ha: not confined Bemstein to
exporting Snuffle for academic purposes. Under the terms of th - injunction, Bernstein may
export Snuffle for any reason, including commercial or other purposes if he so chooses.
More important, even if Bernstein himself distributes Snuffle abroad solely for academic
purposes, neither Bemstein nor the courts have any way to lir: 't the uses to which Snuffle
may he put once it has been distributed. For example, Bernste: 1 has stated his intention to
post the source code for Snuffle on an Internet "newsgroup.” an electronic forum that
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distributes postings automatically around the world and is acc-ssible to any person with
Internet access. See Reno v. ACLU, 117 S. Ct. 2329, 2% 15, 2349 (1997) (Internet
newsgroups and the World Wide Web are "open 1o all comers™) Once Snuffle is cxported
to a person or group abroad, whether via the Internet or in some other way, it is impossible
to control either the persons who receive it or the use that they -nake of it.

We note that, at some point in the past, copies of the seirce code for Snuffle were
exported abroad by unknown persons, in apparent violation of fec »ral export laws, and thosc
copies are currently available for downloading from several pu. licly accessible computers
overseas. Reinsch Dec. § 8. However, the availability of copies of Snuffle on these foreign
computers in no way eliminates the risk of irreparable injury j:osed by the district court's
injunction. Absent a full stay pending appeal, Bemstein readi’ 7 can bring about far wider
and more indiscriminate distribution and use of Snuffle than hias occurred already - for
example, by posting Snuffle on Internet newsgroups and the '/orld Wide Web and/or by
engaging in other forms of direct distribution to interested user: overseas. Ibid, Morcover,
the district court's injunction permits Bernstein to distribute na: only the current version of
Snuffle, but also updated versions that are not now available ak:oad and whose capabilities
could well exceed those of Snuffle in its current form.® See C owell Dec. 1Y 8-9.

B. In contrast to the risks that the denial of a full stay v-ould pose, the graating of &

full stay will not materially prejudice Bernstein's interests. A .11 stay will simply preserve

* A stay pending appeal wonld thus remain imperative evin if the source code for the
existing version of Snuffle were posted on the Internet.
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the status quo by preventing the unrestricted export of the Snn: fle program. Bemnstein will
remain free, as he has been throughout this litigaton, to engag;: in academic discussions of
the cryptographic ideas and algorithms underlying Snuffle or ar'/ other encryption program.
Crowell Dec. § 10. A stay therefore will not materiglly comy romise Bemstein's ability to
engage in academic dialogue.

To minimize any possible adverse impact on Bernstein, this appeal can be briefed and
argued on an expedited basis. For example, the appeal could - fully briefed and ready for
calendaring within two months and could be argued and tal on under submission at the
Court's first available sitting thereafter. Given the length ¢ [ time that the parties have
already been engaged in this litigation, the brief additional ¢ :lay involved in this kind of

expedited appeal can hardly be said to umpose a significant bu:'den on Bemstein.

' The EAR's encryption provisions prohibit the unlicciised provision of “technical
assistance” to foreign persons with the intent to aid a foreign  2rson in the development or
manufacturce abroad of encryption commodities or software th: .t would be controlled ymder
the EAR. See 15 C.F.R. § 744.9(a). However, “the men' teachung or discussion of
information about cryptography, including, for example, in 4. academic setting, by itself
[does] not establish the intent described in this section, ever where foreign persons are
present” Ibid,
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CONCLUSION

For the foregoing reasons, this Court should: (1) issue an immediate temporary stay

of the injunction set forth in the district court's memorandum order of August 25, 1997; and

(2) thereafter issue a full stay of the injunction pending expedited appeal.
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