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IP Analysis ~ tools to analyze network and custr—er traffic: Narus

T TP TEI T T T e T

SOLUTIONS -
IP Securtty

CaSEﬁFﬂb Gy 501 7 e PRie oD i ents B Frowhror is e HOT: Qi 20

» NarusLI

= NarusDA

» NarusForensics

IP Analvs-s

» NarusAnalyze

» NarusView

NF\HUS 1P
PLATFOAM

PRESS ROOM

ABOUT NARUS

GE?NTACT

RESEAHCH
FELLOWS

http:llwwwnarus.conﬂso[utiunisﬂ?analysis. htm

Home » Solutions

IP Analysis

collect data at true carrier speeds. Every secand, every rmnute and
everyday, Narus coliects data from the Jargest networks around the workd,

To caomplement this capahihtv, Narus provides analytics and reporting
products that have heen deploved by its customers wor[dmde. They invoive
powerful parsing algorithms, data agaregation and filtering for delivery to
varfous upstream and downstream operating and support systems. They
also involve correlation and asscciation of events collected from numerous
sources, received in multiple formats, over many protocols, and through
different periods of time. All of this is displayed in interactive and intuitive
graphical user interfaces.

NarusAnalyze

NarusAnalyze provides the real-time ability to capture, analyze and correlate
tayer 3 to Layer 7 network and customer data and generate statistics,
reports and information that enable key business decisions.

NarusAnabyze includes VoIP Analysis, an enhanced offering that is !1elp|ng
global carriers understand and address the impact of VoIP traffic on their

business, and empowers them to generate revenue out of VoIp bypass
traffic.

MarusView

NarusView delivers a 360-degree view of netwark systems, services and
customer activity through a powerful interactive tool that provides business
metrics, visual multi-dimensional analysis, reporting, presentatlon
monitoring and alerting capabilities,

Customers

» WU.5. Cellular uses NarusView's powarful analysis and drill down
capabilities to maintain a competitive natwork and create a
marketing advantage.

* Telecam Egypt uses NarusAnalvze to detect and manage traffic
on their network in real tme.

Learn more » NarusAnalyze | NarusView

7CarrB13cg§ g§v¢9Iu38

networks rely on Na
to provide them the
to analyze their netu
and customer traffic

HOME - SOLUTIONS - HARUS IP PLATFORM - PRESS ROOM - ABOUT NARUS - CONTALT - RESEARCH FELLOWS
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[P Platform behind the fargest,
most profitable networks

T A by e 2 L S8 5 3 A et B o e e O TP R

NARUS presentation to SCAMPT
Georg Poll/Andrew Cockburn

May, 2004

NARUS®
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Carrier Class IP Platform for the largest,
profitable networks in the world

- Customer IP Solutior

I

“Total Network View” NARU S
decision making through I

Revanue Viswafzation

ol || Moviunied | i | I 252 the real time collection
eton (|| “Geae i| Ecpone [ and analysis of one
i Sl MMM packet to billions of
' packets across multiple
networks

Customers and Partners

extend NARUS’ IP

Width

L Platform with TP -
B DATACRAFT ‘Application including e T
e Mobiler % AT ~ Mediation, Security, and 1
Gt more fom i : . Others .

ki NEC

77, OWhalislt A yuald
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Technical View
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% Pratocol Protocol
Ana]ysns Analysns

Narus Virtual
Analfyzer Engine

astieurojtag
‘Bufiuncooyt.

o Netwark Interfaces L Network Sources
1008T, GigE, 0C.3,0C-12, 0C48 Flow, SNMP, Logfile, COR
» Network transparent collection and i+ Extracts information from network
semantic analysis of traffic o devices and service elements
using standard protocols
. Captures detailed, protocol-speuf‘c data - SNMP
in addition to coltectmg standard data N \é‘é'[‘_fe Mediated CDRs
- LDAP

. Interfaces directly to the network using
Narus Semantic Traffic Analysis™

« Highly configurable with the Narus
technology

VA Toolklt

Proprietary and Confidential
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Narus Semantic Traffic Analysis

« Extracts information directly ‘

10087, GigE, 0C-3, OC-12, 0C48

off the wire
=  Not a sniffer: session ] -
" modeling and reconstruction - e e
-« Detailed visibility into user TR pn Aalvele
- traffic &
* Network transparent, non- S AP
intrusive ' ’ Netwark Intorfaces _ |

Vendor and protocol independent: IP standards based
Highly tuned appliance: 300-500Kbps

Network efficient: 95-99% data reduction |
Network transparent collection and semantic analysis of

traffic
Proprictary and Confidential



Web Sites Web Sites Top10 - .
‘Billable * : Free . Web Sltes v

|
[
9 &
w
& Q
Z 5
Q
-t

Executes Narus RuleSets in real time
'« RuleSets represent the desired business rules BN
» Event-driven, in-memory, data-flow engine

» High-performance, low-latency, on-the-fly |
analysis oy

Proprietary and Confidential 6
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‘Narus Developer’s Studio

«Flexible Aggregation and
" Filtering
—~ Arbitrary keys and time intervals
~ Caoncentrator: muitiple in, single out
— Splitter: single in, multiple out
— Boolean XOR, NAND, IOR
- Relops =, i=, <, >, =>, =<, i<, 1>
«Merging multiple instances as
defined by arbitrary key values

— Within single or multiple data
streams

- Same or different classes of data

~Categorization
- Logicat “Case” structure
~ Based on object attribute value, or
function output
«Correlation

- Create linkages between
asynchronous data streams and
other data sources

— RADIUS, DHCP, LOAP, Database,
DNS, Flat Files...

Create, modify, extend analysis to meet
expanding needs and address new services

Proprietary and Confidential



— Infrastructure Protectlon
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= Narus System configuration for billing for
value-based data services

Facilitates rapid revenue capture

Speeds service deployment

Ensures proper ongoing billing plan management

Leverages exXisting infrastructure
« Uses production 3" party billing applications
« Interfaces with any number of network elements

» Flexible information
processing

- Multiple billing plan variants

« Total volume or volume per
consumed application

« Quantity of events
» Detailed content usage
- Enables rapid changes as user
trends change

Proprietary and Confidential

|
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Proprietary and Confidential

= Narus System configuration to provide
revenue assured prepaid data service

- Focuses on the customer experience
- “Soft Landing” - subscriber redirection
— Flexible enforcement mechanism

— Ensures access to selected “free” sites, even with a zero
balance

— No impact on un-enforced quahty of service

— Immediately brings customer back to where they were
enforced after exhausted balance is updated

- Enables single balange
source for converged

offerings
-~ Voice and data
~ Prepaid and postpaid
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Fraud

Narus System configuration to detect and -
manage fraud
— Designed for mobile networks

— Captures usage data for delivery to a central database
« Integrated with Business Support Systems

— Analyzes IP traffic by content and categorizes the
applications being used
« Key features
- Information an customers’ service usage
— Assistance with-network optimization
— Alarm generation as thresholds arereached
— API to common reporting tools

T - ! b T ’
COTEDR 1308 140 9543 160% 47037 ©e3 W03
Oae

Proprietary and woniueriua
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Policy Management |

~ Narus system Configured for Real-time

network analysis
— Normalizes across large networks, carrier grade

- Determines usage patterns

— Collects and categorizes network usage from Network to
Appilication layers

— Programmable event and policy management system
' — Programmable Full Packet Capture for forensic analysis
~ Visualization of activities, Real-time event notification and

actions :
« Enforces usage policies

- Programmable policy management
for enforcement

Proprietary and Confidentiat
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IP Infrastructure Prote_ctio'n

Narus system configured for Real-time

network analysis
— Normalizes across large networks, carrier grade

- Determines anomalous traffic for ensuring
continuous network throughput

— Collects and categorizes network usage from Network to
Application {ayers

— Programmable threat detection, unauthorized use

- Baselining of normal network activity, alerts for anomalies

- Programmable FPC for Forensics analysis

- Visualization of current -
historical activity,
baselines and anomalies

= Enforcement

— Supports mitigation
techniques

Proprietary and Confidentiaf
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IP Platform for the largest, most

_______Profitable Networks
Productlon Proven | | NARU S
— Tier-1 carrier-grade solutions‘suite
- Installed worldwide in multiple configurations
~— Industry-leading mediation and security

offerings

= Flexible and Scalable
—~ Component and module approach allows flexible
and scalable customer specific implementations

~ Standard ability to create and manage highly
differentiated mediation and security services

High Performance

- Industry leading benchmarked performance,
' processing 10s of billions of events per day

. — Real-time IP data collection and interactive

enforcement : ~ | 14
Pmpnetary and Confi dentfal - .
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Unified IP Management & Security

Using the Narus IP
Platform to Manage and
Secure VolP Services




.

- : Introduction

VolIP is one of many iP based service that Narus can help manage using the Narus IP Platform.

The Narus IP Piatform provides a “folal netwark view” of the netwark traffic, giving IP Carriers visibility
into what setvices are being used on their natwork, focusing on four functions that are critical to any
carrier business — P Analysis, {P Security, IP Monitoring and 1P Mediations

- Case M:06-Gulhd RN Mo RREUNENLB 1852w nEHSARURI200 o PaGE 25 0f 38

.Designed as a multi-tiered and modular architeciure, the Narus IP platform can gather and provide o
highly granular informatian about each and every VolP session, in real time, across a farge Tier 1
carrier network. This data can be used to create, manage, and protect revenue for the carrier. -

Managing and ‘Securing VolP

The flexibility of the Narus P Platform allows carriers to create any application they wish; the common
uses of the Marus [P Platform ta Manage and Secure VolP services are:

«  VolIP Analysis — understanding the Vol traffic, and details including calling and called party,

type of service (SIP, Skype, efc.), gateways used, calling and called party, IP addressed, and
more . )

*  VolP Security — identification of general traffic anomalies, as well as protocol violations

* . VolP Monitoring — targeting and reconstructing (playback) Vol traffic in either a Lawful
Intercept (CALEA) mode, or a Directed Analysis {surveillance) mode. MNarusForensics allows
the replaying of VoIP trafiic for standards based protocols.

*  VolP Mediation — generate revenue from VolP lraffic.

The uses of Marus P Platform for VolP are shown in the table below:

Narus provides henefit in alf functions

9405 Narus, Inc - all rights reserved



Narus IP Platform Functionality

The Narus solution is multi-iered., Within the platform are the first two tiers; the third tisr is the
application that the platfiorm is enabling. The two Narus tiers or layers are:

« Colleclion
-« - Processing .
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Collection :

" The collection layer in the Narus solution consists of High
Speed Analyzers which connect to the nelwork at the
points where the {raffic to be monitored can be most
efficiently accessed. The Narus HSA's are passive and
as such have zero impact on the service delivery. The
HSA's analyse each and every |P packet looking at the
Q8Sl layer 2 to layer 7 data and extract layer 4 flows and
layer 7 application data for every IP session. Appropriate
layer 4 and layer 7 data is packaged up and passed (o
the downstream processing layetr as Narus vectors.

Processing

‘The processing layer in a Narus deployment is the LogicServer. The LogicServer process runs
RuleSets which are programs that apply the business logic fo the Narus vectors passed by the
collection layer. There are a number of standard RuleSets with the Narus product, plus a SDK that
allows customers to modify these, or write custom RuteSets. One or more instance of the VolP
rulesets are used o manage and secure VolP

-VolP IP Management and Security Applications

Through vector analysis and ruleset processing the Narus P Platform provides carriers the
information they need to know about VolP services. The table below shows some of the comman .
information carriers need to effectively run their business.

+  VolP Volume over time

+  VolP Percentage

+  Volume breakdown — all VoIP volurhe;s broken down by protocol
+  Gateways used by VoIP services

- Calllength ‘

= Average cali length

. Ca!l direction by number

+  Call direction by letgth

+  Call direction by volume

+  Originating Country by number of calls

. Qriginating Country by tofal duration of calls
» International vs. Domestic calls

«  Originating iP vs, Galeway by durétimi

» Terminating IP vs. Gateway by duration

¢ ° Latency / QOS '

*  Username

9106 MNarus, [n¢ - all rights reserved



Use of the Narus 1P Platform and VolP Capabilities

Narus addresses the need, no matter the Vol services, that the carder or service provider is offering.
The below chart highlights the common uses of the Narus 1P Platform Volf capabiliies based on the
type of carrier or service provider.

Case M:06-g

Uses of the Narus IP Platform

For more information please visit www.narus.com

Or call Narus headquarters in Mountain View CA at 650 230 9300

9/05 Narus, Inc - all rights reservad
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Marus {P Platform: The Platform managing the cirwd : Narus : . http:/fwew.narus.comyplatform/index. htm

Home »

Narus IP Platform

The Narus TP Platform provides: Narus prouides the only

B1791-\iRIAL, resDRCIBRN: 3 LD, Filed 09/25/208d thabelyes 30 of 38

coni Layer 3 to Layer 7 the furctions that carrier
.. D ACT .............. « Ability to target, capture and reconstruct any session class networks require —
RESEARCH » Distributed and scalable, multi-tiered model Security, Monitoring
FELLDWS « Correlates data from multiples sources, including the nebwork, biig . e ’
. y Analysis, Mediation,
authentcation, and customer records, allowing network managers ta
analyze traffic and spot trends acraoss the entire network. —scalable fto OC192/
+ Scalable across large netwarks at speeds of | 10G to meet the
100baseT to 106G / 0C192 requirements gf today's
* Development kit allows customization, to meet any carrier’s nenworks. )
appllcation requirements e e e rmm e
The system is the only carrier class solution that allows customers to _Ea;raj;‘lé“ T

instrument thelr netwarks once te implement multiple applications. Carriers
using the single Narus platform achieve competitive advantages through Click to enlarge:
the quick, effective implementation of applications to: foizs

PROTECT their networks by detecting anomalous events

including worms, viruses, DOS, PDOS and other unwanied traff‘c

or mahcmus attacks .
MONITOR and fully recanstruct IP teaffic for lavdul intercept,
surveillance and traffic forensics

.

ANALYZE traffic in detall for network planning, marketing, and Down[oad
real time managemeng purposes

) Narus Backgrounder (PDF)
MEDYATE traffic for content and usage-based billing . b e

- The Narus IP Platform is the only single solution that enables carrier’s focus
on the applications that run thelr business.

HOME - SOLUTIONS - NARUS IP PLATFORM - PRESS ROOM - ABOUT NARUS - CONTACT - RESEARCH FELLOWS TOP ~

©1998-2005 Narus, Ine, All rights reserved. Marus® is a registered trademark of Narus, Inc.
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NarusForensics: Security intelligence for Carriers Law Enforcement and...

P Monitoring

CaseM,Q@cv*Oi?Qﬁl;‘

IP AI‘IB!'{SIS

» NarusAna[yze

” Narusl-'led:al:e

MNARUS 1P
PLATFCAM

PREES RO0M
AB%’JUT NARUS

CONTACT

RESEARCH -
FELLOWS

HOME - SOLUTIONS - NARUS IP PLATFORM - PRESS ROOM - ABOUT NARUS - CONTACT - RESEARCH FELLOWS

Heme » Sofutions » 1P Monitaring

NarusForensics

htseffwww.narus.com/solutions/NarusForensics. htm

NarusForens:cs Is used far carrier-class investigative analysis, régulatery

Intelligence Community,
Key Features

» Reconstructs and renders IP data captured with NarusDA (Directed

Analysis}, Narusly {Lawful Intercept) or obtained from other data
sources

@ Visualty rebuilds or renders web pages and sesslons

¢ Presents e-mail with the header, body and attachments

© Plays back streaming video ¢r a VoiP call web session or
other interactive medium

* Creates an organized log of all network activities and interprets
them into 4 format that usars easily understand
© Reduces investigation and analysis time fram weeks to hours
@ Increases productivity exponentially

Key Benefits

» Quick and easy incident respénse:
© Corporate, criminal, and inteltigence investigations
@ Provides understandable and forensically valid svidence
2 Rapidly discover and produce actionable information
* Security and regulatory compliance:
@ Verify effectiveness of policy and technolagy
* Inttusion analysis:

© Analyze captured traffic for suspicious and “interesting”
events

Learn more » NarusLI | NarusDA

©1598-2005 Narus, Inc. All rights reserved. Harus® is a registered trademark of Narug, Inc,

Iofl

AT QR ol VA M A2 572

Forepsics deli )
ot so RGeS Of 38
actionable security
intelligence to Carriers,

Law Enforcement and the
Intelligence Cammunity.

Request Brochure

The foliowing brachure is
available by request:

MarusFarensics

Diagrams

Qlick to enlarge:

TOP A

3/6/2006 10:4] AM
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IP Security ~ defending against malicious traffic on Carrier netwocks : Narus - htlpz//www.narus.com/solutions/[Psecurity. hirn

Home » Saolutions
IP Seaun IP Security __
--.. .» NarusSecure T - T .
Casemvm?gghymmgﬁgmg it B7E ;§;w0fksls 09/25/2007 NariRages 3414f 38

_____________ Iy with the articles detailing the
> ﬁ;r—\;sL[ impact they can have. Carriers know they need to protect their customers H Iayer to IP Securtiy l
e MamsDA 7 with a security solution that is truly scalable, flexible and customizable to identifying ma{zcwu
oo 3ddress the ever-changing security environment. Only NarusSecure offers a | traffic on Carrier
_f,ﬂ?_"“jf‘i‘;‘?ﬂf_if_m fully scafable solution that addresses their distributed networks at spaeds ! networks at the core
IP Analysis from 100base¥ to 16G / OC192. i
f_ﬂf?ﬁ?ﬂ%ﬁ e NarusSecure is the enly comprehensive carrier class anomaly detection
» NarusView system in the industry addressing D05, DDOS, Worm, protocal, service, and
"IP Mediation  other sophisticated attacks. Leveraging Narus’ powerful IP Platform,

o " t NarusSecure reduces detection time while maximizing accuracy rates. This is
7»Wafus£de R achieved by correlating data from the data plana (Layer 3 to Layer 7} and

NARUS IP the control plane (BGP and TGP) along with other available information.
PLATFORM : .

HarusSecure is the only solution that can be deployed from the core to the
edge, providing a truly unique and flexible architecture. By axamining all
traffic rather than relying on Layer 4 sampling, MNarusSecurae achieves the
highest detaection capabilities with the lowest, false positive rates in the

- L industry. NarusSecure is the next generation of anomaly detection for
RESEARCH Carrier Networks.
FELLOWS

. Customers

* AT&T uses NarusSecure to monitor traffic in their backbone,
analyzing over 2.6 petabytes of data a day. AT&T is abfe to provide

- early warmings to their security center operators, who ara able o
alert and inoculate their enterprise customers.

* Karea Telecom uses NarusSecure to help detect hanntul traffic
and anomalies in their network before the damage is done. With
heavy gaming traffic of over 200 million concurrent single packet

flows in real time, Narus is the scalable carrier class solution that
meets their needs,

3

Learn more » MarusSecure i

HOME « SOLUTIONS - NARUS IP PLATFORM - PRESS ROOM - ABOUT NARUS - CONTACT - RESEARCH FELLOWS - -

. ®©1998-2005 Narus, Tnc. All rights reserved. Narus® is a registered rademark of Narus, Inc, .
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