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[, David E. Weekly, hereby declare as follows22

I serve as Colocation Director for the Online Policy Group ("OPG") and am a23

member of the OPG board make this Declaration in support of OPO's application for a24

temporary restraining order and for a preliminary injunction25

2 OPG is a nonprofit organization with tax-exempt status under federal law. OPG is26

dedicated to serving as the Internet Service Provider :"ISP") for groups and organizations that27

cannot afford commercial ISP services. Our motto is "One Internet With Equal Access For All."28
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3 OPG is funded through individual donations and has a completely volunteer staff

2' and board of directors. OPG was founded in July 2000

3 4 OPG provides a variety of Internet services, all for no charge, to other nonprofit

4 organizations and individuals in the United States and abroad. This includes website hosting and

~ co location, a service where we provide connectivity to the Internet for a user. Unlike website

6 hosting services, a colocated website itself resides on a computer owned or controlled by the user

but which is stored with other computers OPG owns for ease of connection to the Internet

8 5 OPG also provides e-mail hosting, domain registration, computer refurbishing

9 technical consulting and educational training for organizations and individuals. Its focus is on

lO providing services to those who would not otherwise be able to afford Internet services. The

constituencies it serves include the youth, elderly, disabled or ill individuals and those facing issues

12 arising from their ethnic, cultural, religious, or sexual orientation. Among our clients are the

3 Special Olympics of Northern California, the California Coalition for Civil Rights, and the AIDS

l4 Info BBS Database. OPG also engages in political and research activity in support of freedom of

5 speech online and related issues

16 6. OPG does not have a precise number of the websites it hosts or provides

7 connectivity for, but believe it is approximately ,000. OPG hosts 29 clients through virtual

18 hosting, providing server space by which the clients themselves host over 100 websites JPG hosts

19 more than 10 co located physical servers for more than 100 unique clients. Further, OPG hosts 865

20 e-mail mailing lists, and over 302 domain names. Overall, OPG serves over 77,700 individuals

2 believe that around a milliondirectly and many more visit the websites published by OPG users

22 web pages per day are downloaded from GPO-hosted sites and that every month GPO-hosted

23 websites receive well over a million unique visitors in aggregate

24 OPG receives its connection to the Internet from another ISP. called furricane

25 ~lectric. In Internet parlance, Hurricane Electric is an "upstream provider. Attached hereto as

26 ;xhibit .. A" and incorporated herein by this reference is a true and correct copy of GPO's contract

27 with Hurricane rnder this contract we pay approximately $3, 100 per month for the:lectric

28 internet connections for OPG users, both direct and colocated
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8 One of OPG's users is San Francisco Indymedia, a news collective that is a branch

.2 of a larger, international news collective. Indyrnedia has a colocated computer that receives Internet

3 through OPG and website available at bothconnectivity that computer hosts a

4 :http://www.indybay.org> and <http://www.sf.indyrnedia.org>.

~ 9 On October 10, 2003, OPO received a letter via e-mail from an attorney for

6 Diebold, Mr. Ralph Jocke of the law finn of Walker & Jocke. The letter stated that OPG user

7 Indyrnedia was publishing links to sites not hosted by OPG; these sites published information that

8 allegedly infringed Diebold's copyrights. It then threatened GPG with legal action under the

Q copyright laws if it did not disable or remove the links and "destroy£] the usefulness as an

10 infonnation location tool of any textual directo~! or pointer infonnation contained therein." The

letter further stated, "[W]e await your response within 24 hours A true and correct copy of the

2 letter from Mr. Jocke is attached hereto as Exhibit "B" and incorporated herein by this reference

13 10 OPG has no ability to simply remove the link (or any material) hosted on the San

,4 'rancisco IndyMedia server. As an entity that merely provides co location services to San Francisco

IndyMedia, the only way that OPO could comply with Diebold's demand would be to tenninate the

colocation services offered to IndyMedia, in effect pulling the plug on their entire website and

related setVices hosted on that computer

18 OPG takes all threats of legal action seriously. We immediately sent a quick reply to

19 )iebold stating that we were discussing their letter with counsel. The Diebold letter was circulated

20 to the )PG Board and we discussed it right away The letter was also sent to San Francisco

2 Ind}media and we discussed it with their representatives as well

22 12 Because we believed that OPG should not be held liable under copyright law for

23 merely providing colocation services to a website that published a link to claimed infringing

24 material, and because we believed that the underlying works should be protected as fair use under

25 copyright lawt and because we believed that it would be unfair to tenninate all of IndyMedia's

26 connectivity due to a claim of copyright infringement based upon a handful of links, we decided

27 not to comply with the demands contained in the letter. We decided the free speech principles at

28 stake merited defense of our user's right to publish links and OPG's right to host them



3 On October 22, 2003, at our request, our attorneys issued a letter to Mr. Jocke

2 responding to his letter and explaining why we had decided not to remove the links and related

3 material. Attached hereto as Exhibit C is a true and correct copy of our attorneys' letter back to Mr.

4 Jocke

5 4 On the same day, October 22, 2003, we were informed by our upstream ISP,

:lurricane Electric, that it had received a cease and desist notice from the same attorney for6

'7 Diebold. As understood it, the implication of the letter to Hurricane Electric was to threaten

8 Hurricane Electric with copyright liability if it did not remove the links and related material

9 referred to in the letter to OP( Just as OPG did not have the ability to take down mere links on the

10 IndyMedia website, Hurricane Electrj did not have the ability to remove specific material from

11 websites hosted by GPO. Thus, as with OPG, Hurricane Electric's only option to comply with the

12 letter was to tenninate OPG's internet access entirely. A copy of that letter is attached to the

13 Declaration of Benny Ng, filed herewith, as Exhibit

14 5 If Hurricane Electric had decided to tenninate OPG's connectivity, all of OPG's

IS services as an ISP would cease. This would threaten the continued existence ofOPG. It also means

16 that all of the websites would be disconnected, hurting all 77,700 individuals who use our services,

as well as preventing millions of readers from accessing the infonnation published by OPG users

18 Obviously, this caused great alann and apprehension at OPG

19 16. At approximately the same time, we learned that at least one other OPG user wished

20 to host the e-mail archives that were the subject of the Diebold letters. They asked OPG whether

2 we would object if they hosted the material directly

22 7 We called an emergency board meeting upon receipt of the letter from Hurricane

23 Electric and consulted with our attorneys. Within an hour, we held an emergency telephone call

24 with several board members, OPG counsel and Hurricane Electric representative Benny Ng

25 During the call, we infonned Mr. Ng that we intended to file this action in order to seek protection

26 from the court against litigation by Diebold arising from the link that was hosted on the Indymedia

27 websites. We also discussed the relative strength of the legal threat made against Hurricane

28 Electric. We also discussed the desire of other OPG clients to host the e-mail archive directly. Mr,
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Ng agreed that Hurricane Electric would not term~~ OPG as a result of the single letter, but1

indicated that he would have to reconsider if circumstances changed, and especially if any OPO2

users directly hosted the matcrial rather than merely linking to it.3

Based upon the direct threats in the letters that Diebold sent to OPG and to4 18,

Hurricane Electric, OPG is deeply concerned that Diebold will file suit against it for copyrights
6 infringement and rc1ated claims.

Based upon the direct threats in the letter that Diebold sent to Hurricane Electric,1 19.

OPG is deeply concerned that Hurricane Electric will tcnninatc its contract with QPG, and thus8

terminate OM's Internet connectivity, should an OPO user choose to host the e-mail archive9

directly or should Diebold jssue additional threat letters to Hurricane Elcctric.10

11 J declare under penalty of perjury under the laws of the State of Ca1L~ that the

foregoing is true and COn"ect and that this decl81'8tion was executed jn M; I b ~ t .
~ ~

12

13

~//--::-
California.

Date: f\Jn~ I, ~-ty) 3-14

IS
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23

24
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26

27

28
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Hurricane Electric
760 Mission Court
Fremont. CA 94539
Telephone 510 5804100

Internet Services and Colocation Agreement

This Internet Services and Colocation Agreement (the "Agreement") is between Hurricane Electric, Inc.
("Hurricane") and the Customer shown at the end of this document and consists of (i) this document and
(ii) the Customer's Quotation of Services (see below). This Agreement may be executed by facsimile
and/or in multiple counterparts. Once executed by both parties, this Agreement is effective as of the
Effective Date shown below.

Definitions. As used in this Agreement. "Service" means the provision of bandwidth for the transmission of
data to and from the Internet through the Network together with Colocation services including 24x7
connectivity to the Internet and Colocation Space, as further defined in this Agreement and in the Quotation
of Services ("Quote(s)"). "Network" means the network of routers, switches and communication channels
that are owned or controlled by Hurricane. The Quote is attached and marked as Exhibit A. Customer and
Hurricane may enter into subsequent Quote(s), which will automatically become part of this Agreement.
"Colocation Space" means the physical area within Hurricane's Colocation facility identified in a Quote.
"Customer Equipment" means the computer equipment, software, networking hardware or other materials
placed by or for Customer in the Colocation Space, other than Hurricane Equipment. "Hurricane
Equipment" means all computer equipment. software, netwolking hardware or other materials belonging to
or furnished by Hurricane. Additional terms are defined in the Hurricane Terms and Conditions, below.
Hurricane will begin instaJlation and Service only after it receives and accepts: (i) the Quote; (ii) this
Agreement signed by a Customer authorized representative; and (iii) the Initial Payment due under Section
1.1 of this Agreement. "Personnel" refers to employees, representatives. agents, contractors. or
subcontractors.

1. Service Fees And Billing. Customer agrees to pay the monthly charges for Service, the activation and
other charges indicated on the Quote or otherwise due hereunder (collectively, "Service Charges"). Service
Charges do not include applicable taxes, shipping charges (if any). or telephone company charges, all of
which shall be billed in addition to the Service Charges (or billed by third party providers) and shall be the
responsibility of the Customer.

1.1 Initial Payment. Upon Hurricane's acceptance of the Quote and full execution of this Agrcement,
Customer shall be invoiced for all Service Activation Charges and the first month's Service Charges which
shall be due upon installation, but in no event later than 30 days after the execution of this Agreement.

1.2 Recurring Charges. Hurricane win bin Customer monthly in advance for the Colocation Space
("Colocation Space Fees") and committed bandwidth and monthly in arrears for any additional bandwidth
used above the committed bandwidth billed in the prior month. Additional bandwidth win be billed in
O. 1 (tenth) Mbps increments. "Bandwidth Fees" is defined as charges for usage of bandwidth provided
under this Agreement as set forth in the Quote. Billing for monthly Service Charges will begin on the
earlier of: (a) the Installation Date, which shall be thirty (30) business days after the Effective Date set forth
above or (b) the date that Customer places Customer Equipment in Hurricane's premises. If, however,
Customer is unable to use the Services commencing on the Installation Date due solely to delays caused by
and within the reasonable control of Hurricane, then the date on which monthly Service Charges billing
begins win be extended by one day for each such day of delay.

1.3 Payment. All Service Charges and other fees will be due in u.s. dollars within thirty (30) days of the
date of invoice. Late payments will accrue interest at a rate of one and one-half percent (I '/2%) per month
or the highest rate allowed by applicable law, whichever is lower. If payment is returned to Hurricane with
insufficient funds, Customer is considered to not to have paid and subject to a returned check charge of$25
and may be terminated for Nonpayment as described in 13.1.
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1.4 Bandwidth Measurement. Bandwidth usage will be calculated by Hurricane using the 951b percentile of
samplings taken at 5 minute intervals on a monthly basis. Samples arc taken by Hurricane via SNMP from
the Hurricane switch or router port Customer is directly connected to and arc the greater of input or output
bits per second. 95th percentile is detennined by sorting the sample data from smallest to largest and
discarding the top 5 percent, with the remaining largest sample designated as the 951h percentile.

2. Colocation

2.1 Use of Space. Hurricane grants Customer the right to operate Customer Equipment at the Colocarion
Space, as specified on Customer's Quote. Except as specifically provided herein, Customer expressly
assumes all risk of loss to Customer Equipment in the Colocarion Space. Customer shall be liable to
Hurricane for any damage to the Colocarion facility, Hurricane Equipment or equipment of other Hurricane
customers caused by Customer, Customer Equipment or Customer's personnel.

2.2 Customer Equipment Installation and Removal. Customer is responsible for all aspects of installation
and removal of Customer Equipment. including bringing appropriate equipment. tools and packaging
materials. Customer will install Customer Equipment in the Colocation Space after obtaining the
appropriate authorization from Hurricane to access Hurricane premises. Customer will remove all
packaging for Customer Equipment promptly after installation. Should Customer use an agent or other third
party to deliver, install or remove Customer Equipment. Customer will be solely responsible for the acts of
such party. At Customer's option, Hurricane will remove and package Customer Equipment and place
Customer Equipment in a designated area for pick-up, on the condition that Customer either provide or pay
for all needed packaging plus pay Hurricane's packaging fees and charges. Within five (5) days after
authorization from Hurricane Customer will remove Customer Equipment from the designated area or
arrange on a pre-paid basis for a carrier to pick-up and ship such equipment to Customer. Customer may
request Remote Hands Service for the purpose of installation of equipment that has been shipped
preconfigured by customer to Hurricane Electric.

2.3 Designated Space. Hurricane will designate space for Customer. All of Customer's equipment and
property must be stored in Customer's designated space or removed from the premises by Customer.
Equipment and other property left by Customer in an area other than the Customer's designated space may
be considered abandoned by Hurricane. In that event, Hurricane may, at its option either (a) retain such
items as its property or dispose of them without accountability in such a manner as Hurricane shall
determine, at Customer's expense, or (b) remove and store such items for Customer, at Customer's expense.

2.4 Eledrical Power. Unless otherwise specified on Customer's Quote, each cabinet or rack shall be
supplied with one 110 V AC 15A electrical circuit connected to its own circuit breaker. Any power strips
provided by Hurricane ~ subject to the Limitations of Liability contained within this Agreement.
Hurricane does not keep track of the power requirements of customer equipment and will not be held liable
by Customer if Customer, by action of Customer's personnel or by Hurricane's personnel at the request of
Customer, exceeds the rating of an electrical circuit. power strip, and/or circuit breaker.

2.5 Cross Connects. Customer may run cross connects between Customer's adjacent cabinets at no charge.
In addition to any cross connects between Customer's adjacent cabinets, Customer may request up to ten
category 5 cross connects, within Hurricane Electric's facility at no additional charge. After ten category 5
cross connects, or for cross connects using media other than category 5 cabling, Customer may request
cross connects for a one time installation fee not to exceed the reasonable cost of labor and materials for the
cross connect. At Hurricane's discretion, Customer may provide cross connect labor or materials. All cross
connect cabling and installation methods must meet Hurricane's data center standards.

2.5 Remote Hands Semce. Customer may request Hurricane to perform "remote hands" service on
Customer's equipment within Hurricane's facilities. There is no charge for Hurricane's remote hands
service. Remote hands service involves Hurricane personnel physically touching Customer's equipment.
Remote hands tasks are limited to simple tasks such as pressing a button. flipping a switch. or hooking up a
monitor and reporting what is on the screen, that take no longer than 15 minutes to perform. Remote hands

Hurricane Electric ConfidentialVersion Page 2



tasks do not include configuration of customer equipment. Remote hands service does not include daily
scheduled tasks such as tape changing. Customer may request a maximum of 8 hours of remote hands
service per month. Hurricane offers consulting separate from this agreement at additional charge. Customer
is not required to use the remote hands service. Customer may choose to use its own personnel to perform
any task on its equipment at any time. Customer understands that computers and telecommunications
equipment (hardware) are electromechanical devices and may fail. Customer is solely responsible for the
maintenance and replacement of its hardware. Hurricane does not warrant either the results to be obtained
fnxn the remote hands service or that the remote hands service will be error free. Customer agrees to
indemnify and hold harmless Hurricane against any loss, damage, cost and expense due to claims from
Customer or third parties arising out of Customer's remote hands requests.

2.6 Access and Security. Customer personnel may access the Colocarion Space as allowed by the access list
provided by Customer to Hurricane. Hurricane reserves the right to deny access to specific Customer
personnel for billing or security reasons. Customer shall be responsible for any authorized or unauthorized
access to Customer Equipment through the Internet and any resulring use of Service.

2.7 Acceptable Use Guidelines. Customer will at all times comply with and conform its use of the Service
to the Hurricane Acceptable Use Guidelines (set forth at Hurricane's website), as updated from time to
time. In the event Customer violates Hurricane's Acceptable Use Guidelines, Hurricane shall have the right
to immediately suspend Service. Hurricane will provide notice and opportunity to cure, if and to the extent
Hurricane deems practicable, depending on the nature of the violation and availability of the Customer.
Hurricane, in its reasonable discretion, may re-enable the Service upon satisfactk>n that all violations have
ceased and with adequate assurance that such violations will not occur in the future.

2.8 Updates. Hurricane may update the Hurricane Acceptable Use Guidelines from time to time by posting
such updates on Hurricane's website. References herein to the Hurricane Acceptable Use Guidelines shall
mean the most updated version of such policies or procedures posted on Hurricane's web site. Hurricane
shall notify Customer of any material changes to its policies and procedures.

2.9 Prohibited Uses. Customer shall not do or allow any use which in the opinion of Hurricane (a) causes or
is likely to cause damage or constitutes a nuisance or annoyance to the facility, equipment, personnel, or
other customers (b) would violate a condition of standard fire insurance policy for data processing centers
in California (c) would violate any certificate of occupancy for the building.

2.10 Illegal Use. Customer will cooperate in any investigation of Customer's alleged illegal use of
Hunicane's facilities or other networks accessed through Hurricane. If Customer fails to cooperate with
any such investigation, Hurricane may suspend Customer's Service. Additionally, Hurricane may modify
or suspend Customer's Service in the event of illegal use of the Network or as necessary to comply with
any law or regulation, including the Digital Millennium Copyright Act of 1998, 17 U.S.C. 512, as
reasonably determined by Hurricane.

2.11 Address Space. Hurricane will assign IP addresses to Customer based upon ARIN guidelines.
Addresses assigned to Customer by Hurricane may only be used while a Hurricane customer. If Customer
has a valid address allocation from ARlN, RIPE, or APNIC, Customer may request Hurricane to announce
it via BGP at no additional charge.

3. Local and Long Distance Carriers. Customer is responsible for ordering, majntaining, tenninating and
paying for any data and telecommunications circuits provided to Customer by local and long-distance
carriers including cross-connects from Hurricane.

4. Other Networks. Customer is responsible for paying any fees. obtaining any required approvals and
complying with any laws or usage policies applicable to transmitting data beyond the Network and/or
through other public and private networks. Hurricane is not responsible or liable for performance or non.
performance of such networks or their inter<onnection points.
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5. Resale. In the event Customer resells connectivity to the Internet (a) Customer remains responsible to
Hurricane for all of its obligations hereunder including but not limited to all Service Charges and liabilities
arising out of or related to such third party usage, sites, communications, and the acts and omissions of such
third party, (b) Customer shall indemnify Hurricane for any third party claims arising out of the acts and
omissions of such third party and (c) Customer and the party(s) to whom Customer resells any portion of
the Services enter into written agreement(s) pursuant to which such party(s) agree to be bound by all terms
and conditions in this Agreement as applicable to them and their use of the Services and the Network. Any
such resale agreement shall terminate automatically upon expiration or termination of this Agreement.
Notwithstanding the foregoing, Hurricane is not liable to any third party resale customer for any claims,
losses or damages, (including consequential damages) resulting from that customer's use of the Service.

6. Paragraph Retained as Placeholder.

7. NO W ARRANfY. EXCEPT AS SPEaFlCALL Y SET FORTH HEREIN, THE SERVICES ARE
PROVIDED ON AN "AS IS" BASIs. AND CUSTOMER'S USE OF THE SERVICES AND THE
COLOCA l1ON SPACE ARE AT CUSTOMER'S OWN RISK. ffiJRRICANE DOES NOT MAKE. AND
HEREBY DISCLAIMS, ANY AND ALL OllfER EXPRESS AND IMPLIED WAR RANI1ES,
INCLUDING, BlIT Naf LlMfrED TO, WARRANTIES OF MERCHANT ABILITY, FITNESS FOR A
P ARllCULAR PURPOSE, NONINFRINGõEMENT AND Tm..E, AND ANY W ARRANTI~ ARISING
FROM A rouRSE OF DEALING, USAGE, OR TRADE PRACTICE. HURRICANE OOES NOT
WARRANT THAT THE SERVICES WILL BE UNINTERRUPTED, ERROR-FREE, OR
COMA.ETFL Y SOCURE.

8. Disclaimer of Third Party Actions and Control. Hurricane does not and cannot control the flow of data to
or from the Network and other portions of the Internet. Such flow depends in large part on the performance
of Internet services provided or controlled by third parties. At times, actions or inactions caused by these
third parties can produce situations in which Customer connections to the Internet (or portions thereof) may
be impaired or disrupted. Hurricane cannot guarantee that such situations will not occur and. accordingly,
Hurricane disclaims any and all liability resulting from or related to such events. In the event that
Customer's use of the Service or interaction with the Internet or such third parties is causing harm to or
threatens to cause harm to the Network or its operations, Hurricane shall have the right to suspend the
Service. Hurricane shall restore Service at such time as it reasonably deems that there is no further harm or
threat of harm to the Network or its operations.

9. Insurance. Customer will keep in full fOrt:e and effect during the term of this Agreement: (i) commercial
generdlliability insurance; (ii) workers' compensation insurance in an amount not less than that required by
applicable law; and (iii) business property insurance covering Customer's equipment in the amount of its
replacement value.

10. Limitations of Liability

10.1 Personal Injury. Hurricane will not be liable for any hann or personal injury to Customer personnel or
customers resulting from any cause, other than Hurricane's gross negligence or willful misconduct.

10.2 Damage to Customer Equipment. Hurricane is not liable for dPmage to, or loss of any of Customer
Equipment resulting from any cause, other than Hurricane's gross negligence or willful misconduct and
then only in an amount not to exceed the replacement value of the damaged Customer Equipment, or the
total amount paid by Customer to Hurricane for one month's service, whichever is lower.

10.3 Damage to Customer Business. In no event wilt Hurricane be liable for any incidental, punitive,
indirect, or consequential damages (including without limitation any lost revenue or lost profits) or for any
loss of technology, loss of data. or interruption or loss of use of Service (except as Sd forth in Section 6) or
any other similar claims by Customer or related to Customer's business, even if Hurricane is advised of the
possibility of such damages. Hurricane wilt not be liable for any damages or expenses incurred by
Customer as a result of any deficiency, error, or defect in Hurricane's service whether due to equipment,
hardware, software, or Hurricane's failure to correct the same.

Hurricane Electric ConfidentialVe..;ion 1 Page 4



10.4 Maximum Liability. Notwithstanding anything to the contrary in this Agreement, Hurricane's
maximum aggregate liability to Customer related to or in connection with this Agreement whether under
theory of conb'act, tort (including negligence), strict liability or otherwise will be limited to the total
amount paid by Customer to Hurricane for one month's service.

II. Indenmification

11.1 By Customer. Customer will indemni~, defend and hold hannless Hurricane, its directors. officers.
employees, affiliates and customers (collectively, the "Hurricane Covered Entities) from and against any
and all claims, actions or demands brought against any of the Hurricane Covered Entities alleging: (a) with
respect to the Customer's business: (i) infringement or misappropriation of any intellectual property rights;
(ii) defamation, libel, slander, obscenity, pornography, or violation of the rights of privacy or publicity; or
(iii) spamming or any other offensive, harassing or illegal conduct or violation of the Acceptable Use
Guidelines; (b) any loss suffered by, damage to or injury of any other Hurricane customer, any other
customer's equipment or any other customer's representatives. employees or agents, which loss, damage or
injury is caused by or otherwise results from acts or omissions by Customer, Customer representative(s) or
Customer's designees; (c) any personal injury suffered by any Customer personnel arising out of such
individual's activities related to the Services, unless such injury is caused by Hurricane's negligence or
will fu1 miscOnduct; or (d) any other damage arising from the Customer Equipment or Customer' 5 business,
(collectively, the "Customer Covered Claims"). Customer agrees to reimburse Hurricane for the expense
and cost of handling such claims including, without limitation, legal fees.

11.2 Notice Procedure. Hurricane will p-ovide Customer with p-ompt written notice of each Customer
Covered Claim of which Hurricane becomes aware, and. at Hurricane's sole option, Hurricane may elect to
participate in the defense and settlement of any Customer Covered Claim. provided that such participation
shall not relieve Customer of any of its obligations under this Section 11. Customer shall have the right to
control the ~fense of any Customer Covered Claim. Customer will provide Hurricane with prompt written
notice of each Hurricane Covered Claim of which Custorrer becomes aware. and at Customer's sole option.
Customer may elect to participate in the defense and settlement of Hurricane Covered Claim. provided that
such participation shall not relieve Hurricane of any of its obligations under this Section II. Hurricane shall
control the defense of any Hurricane Covered Claim.

12. Term. This Agreement will commence on the Effective Date and shall expire at the end ofdte last
"Term" specified in any Quote. unless sooner terminated as provided in Section 13 below. provided,
however. that each Quote shall automatically renew for additional periods of the same length as the initial
Term upon the end of its Term unless one party provides the other written notice that it is terminating such
Quote not more than 90 days and not less than 30 days prior to the end of the Term specified in the Quote.

13. Termination

13.1 Nonpayment. Hurricane may suspend Service to Customer if any amount due hereunder is not paid in
full within fifteen (15) days after Customer is sent an overdue notice. To reinstate Service. Hurricane will
require a reconnection fee of$500.00. Hurricane may terminate this Agreement (or at its option. only the
relevant Quote) if any amount due hereunder is not paid in ful1 within thirty (30) days after Custoner is
sent an overdue notice.

13.2 Bankruptcy. Hurricane may tenninate this Agreement upon written notice to Customer if Customer
becomes the subject ofa petition in bankruptcy or any proceeding relating to insolvency, receivership, or
liquidation for the benefit of creditors, if such petition or proceeding is not dismissed within 60 days of

filing.

13.3 Unacceptable Use. Hurricane may immediately tenninate this Agreement if Customer violates any
provision of the Hurricane Acceptable Use Guidelines that results or could result in suspension by
Hurricane.

Hurricane Electric ConfidentialPage 5Version



13.4 For Other Cause. Except as otherwise stated. either party may tenninate this Agreement if the other
party breaches any material term or condition of this Agreement and fails to cure such breach within ten
(10) days after receipt of written notice of the same.

13.5 Effect of Termination. Upon expiration or tennination of this Agreement: (a) Hurricane will cease
providing the Services; (b) except in the case oftennination by Customer pursuant to Section 13.4, all of
Customer payment obligations under this Agreement, including but not limited to monthly Service Fees
through the end of the Tenn indicated on the Quote(s) will become due in full immediately; and (c) within
ten (10) days, Customer will fem>ve all of Customer Equipment and any other property from Hurricane's
premises and return the Colocation Space to Hurricane in the same condition as it was prior to Customer
installation. If Customer does not remove such property within the ten (10) day period, Hurricane, at its
option and at Customer expense, may remove and store any and all such property, return such Equipment to
the Customer, or dispose of such equipment without liability for any related damages. In addition,
Hurricane reserves the right to hold any Customer Equipment until it has received payment in full.

14. Survival. The Parties' respective representations, warranties, and covenants. together with obligations
of indemnification. confidentiality and limitations on liability will survive the expiration. termination or
rescission of this Agreement and continue in full f(':,ce and effect.

15. Miscellaneous Provisions

15.1 Force Majeure. Other than with respect to failure to make payments due hereunder, neither party shall
be liable under this Agreement for delays, failures to perform, damages, losses or destruction, or
malfunction of any equipment, or any consequence thereof, caused or occasioned by, or due to tire,
earthquake, flood. water, the elements, labor disputes or shortages, utility curtailments, power failures,
explosions, civil disturbances, governmental actions, shortages of equipment or supplies, unavailability of
transportation, acts or omissions of third parties, or any other cause beyond its reasonable control.

15.2 No Lease. This Agreement is a services agreement and is not intended to and will not constitute a
lease of or tenancy or other interest in the Colocation Space or other Hurricane premises. the Hurricane
Equipment or any other real or personal property.

15.3 Government Regulations. Customer will not export. re-expon. b'ansfer, or make available, whether
directly or indirectly, any regulated item or information to anyone outside the u.s. in connection with this
Agreement without first complying with all export control laws and regulations which may be imposed by
the U.S. Government and any country or organization of nations within whose jurisdiction Customer
operates or does business.

15.4 Assignment. Neither party may assign its rights or delegate its duties under this Agreement either in
whole or in part without the prior written consent of the other party. except to an affiliate or a party that
acquires substantially all of the assigning party' s assets or a majority of its stock as part of a corporate
merger or acquisition. Any attempted assignment or delegation without such consent will be void. This
Agreement will bind and inure to the benefit of each party's successors and pennitted assigns.

15.5 Notices. Any required notice hereunder may be delivered personally or by courier; sent by confirmed
facsimile; or mailed by registered or certified mail, return receipt requested, postage prepaid, to either party
at the name and address on the signature page of this Agreement, or at such other address as such party may
provide to the other by written notice. Such notice will be deemed to have been given as of the date it is
delivered personally or by courier, or five (5) days after it is sent by confirmed facsimile or mailed.

15.6 Relationship of Parties. This Agreement will not establish any relationship of partnership, joint
venture. employment. franchise or agency between the parties.

15.7 Changes Prior to Execution. Customer represents and warrants that any changes to this Agreement
made by it were properly marked as changes and that Customer made no changes to the Agreement that
were not properly identified as changes.
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100 Percent Network Availability

Network AvaiiabiJity

(a)

(b)
(c)
(d)

Any act or omission by customer, its officers, director!, employees,
subcontrKtOfS, agents, or my other mtity under custOma'l conttOl,

including nott-H~8De Electric equipmmt;
Any unavaiIability which cust,>mer fails to report within one calmdar week;
Scheduled maintmance performed with prior notification; and
Denial of s~e attacks perpetrated by individuaJs outside the control of

Hwrlcane Electric;
Force majeure events as described in the General Terms and Conditions.

(e)
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October 10, 2003

William Doherty
Online Policy Group, Inc.
304 Winfield Street
San Francisco, CA 94110-5512

doherty@onlinepolicy.org

Re: Copyright Infringement

Dear Mr. Doherty:

We represent Diebold, Incorporated and its wholly owned subsidiary Diebold Election
Systems, Inc. (collectively "Diebold").

Diebold is the owner of copyrights in certain correspondence relating to its electronic voting
machines that was stolen from a Diebold computer ("Diebold Property").

It has recently come to our clients' attention that you appear to be hosting a web site that
contains infonnation location tools that refer or link users to one or more online location containing
Diebold Property. The material and activities at the online location infringe Diebold's copyrights in
the Diebold Property because the Diebold Property was copied and posted to the online location and
is being distributed from the online location, without Diebold's consent. The web page you are
hosting clearly infringes Diebold's copyrights by providing infonnation location tools that refer or
link users of the web page to an online location containing infringing material or activity. See 17

V.S.C.512(d).

The web page, infonnation location tool, and online location are identified in a chart attached
to this letter.

The purpose of this letter is to advise you of our clients' rights and to seek your agreement to

'51 ~oulh J)roadwa'f Medina U.~.A



the following: To disable or remove the infonnation location tool(s) identified in the attached chart.
In addition to disabling or removing any hyperlink, the disabling or removal should include
destroying the usefulness as an infonnation location tool of any textual directory or pointer
infonnation contained therein.

In addition, please note that the page actively encourages infringing activity. It initially
pointed to one infringing web site. When that web site was removed two additional links were added
pointing to a new web site hosting the same infringing material. Between the first draft of this letter
and the time of its transmission, links to a third infringing site were added. Please take action to
ensure that the thread itself is removed or locked so that additional links are not added, and to
prevent the user who has repeatedly posted infringing material at the web site from continuing to use

a site hosted by Online Policy Group to engage in infringing activity.

Please confinn, in writing, that you have complied with the above request.

The infonnation contained in this notification is accurate as of the time of compilation and,
under penalty of perjury, I certify that I am authorized to act on behalf of Diebold.

Our clients reserve their position insofar as costs and damages caused by the unauthorized
provision of infonnation locating tools with respect to online locations engaged in infringing activity
with respect to the Diebold Property. Our clients also reserve their right to seek injunctive relief to
prevent further unauthorized provision of infonnation locating tools with respect to online locations
engaged in infringing acti vi ty with respect to Di ebo I d Property, pending your response to this letter.
We suggest you contact your legal advisors to obtain legal advice as to your position.

We await your response within 24 hours.

Very truly yours,

,...",,-;~ c9.~~~-

Ralph E. Jocke

U.&.AMcdina1'1 ~oulh ~ro~dy"



Links to online locations containing infringing infonnation or activity posted at
h!m:/ /www .indvbav .or2

Online location containing
infringing infonnation or

activity -

Web Page/Site Link Guidance as to
location

In box at bottom
left of page
captioned
"LATEST
COMMENTS
ABOUT THIS
ARTICLE"

http://www.indybay
.orginews/2003/09/
1649419.php

New location http://www.indybay.org/new
s/2003/09/1649419_comme
nt.php (Link to comment
which links to online
location containing Diebold
Property without Diebold's
consent.)
ht!Q:/ /d176. whartonab.swart
hmore.edu/

httn://d176.whartonab.s
warthmore. edu/

http://www.indybay
.ofg/news/2003/09/
1649419 _comment.
php

Following
comment:
"Diebold keeps
knocking these
servers down,
here's a link -
download and
mirror!"

Contains Diebold Property
on public display and
distributed without
Diebold's pennission.

http://dI76.whartonab.swart
hmore.edu/diebold internal

-~

memos.Ddf

htm://d176. whartonab.s
warthmore.edu/diebold-~ - - -

intemalmemos.1>df

http://www.indybay
.org/news/2003/09/
1649419 _comment.
php

Following
comment:
"Diebold keeps
knocking these
servers down,
here's a link -
download and
mirror!"

Contains Diebold Property
on public display and
distributed without
Diebold's Dennission.
him:/ /www.sentrv.nuls/lists/http://www.sentry.nu/s/1

ists/
http://www.indybay
.org/news/2003/09/
1649419 _comment.
php

Following
comment: "The
following is a
link to the
incriminating
stash of Diebold
Election Systems
memos... please
take copies of
this data and
redistribute..."

Contains Diebold Property
on public display and
distributed without
Diebold's pen1lission.

(Currently down; this link
was included here to
encourage you to take action
to prevent the continuation

U.~.A"oulh Broadway Medina251



I of~s thread)
http://sf.indymedia.orginews
12003/09/1649419 _commen
t.php#1652214 (Link to
comment which links to
online location containing
Diebold Property without
Diebold's consent.)

In box at bottom
left of page
captioned
"LATEST
COMMENTS
ABOUT THIS
ARTICLE"

Another Mirrorhttp://www.indybay
.org/news/2003/09/
1649419.php

http://noisebox.cypherpunks
. to/ - visib I e/vote/vote.html

(Online location containing
Diebold Property, posted
without Diebol4~s consent.)

http://noisebox.cypherpu
nks. tot -visible/vote/vote
.html

http://8f.indymedia.
org/news/2003/09/1
649419 _comment. p

hp#1652214

U.~.AMedina~'1 &oulh aroadway



October 22, 2003

Ralph E. Jocke, Esq.
Walker & Jocke
231 South Broadway
Medina, Ohio 44256

VIA EMAIL (rej@walkerandjocke.com) AND VA MAIL

RE: Diebold's Copyright Infringement Claim

Dear Mr. Jocke:

The Electronic Frontier Foundation represents the Online Policy Group (OPG), a non-profit
Internet service provider. Please provide all future correspondence on this issue to us. After
review of your letter of October 10, 2003, to William Doherty, OPG respectfully declines to
remove the IndyMedia pages you reference therein.

First, OPG is merely providing co-location to IndyMedia, which in turn is only providing
hyperlinks to materials you claim infringe Diebold copyrights. In other words, OPG does not
host the Diebold materials and neither does IndyMedia. There is merely an address for the
information on the IndyMedia website as source material for a news story. Linking is not among
the exclusive rights granted by the Copyright Act, 17 V.S.C. §106, and so cannot infringe any
copyright Diebold might hold. Your allegations amount to a claim of tertiary liability; copyright
law does not reach parties so far removed from a claimed infringement.

Second, the postings themselves are plainly fair use, not infringement As the Copyright Act
provides, "the fair use of a copyrighted work... for purposes such as criticism, comment, news
reporting,... or research, is not an infringement of copyright." 17 V.S.C. § 107. IndyMedia is a
news organization whose use of these links gives background to its discussion of the controversy
surrounding e-voting. We understand that the linked-to material contains internal memoranda
concerning Diebold's electronic voting machines, including admissions by Diebold staff of
errors, difficulties, bugs and other problems with the machines and software. We further
understand that Indy Media linked to these memoranda as part of news reportage about the risks
of election fraud or erroneous election results that might arise from use of Diebold's voting
machines.

The First Amendment plainly protects speech about this very essence of our democracy -- the
right to a free and fair election. Thus, even if Diebold has an enforceable copyright in the
documents. their reposting by others serves the public interest and would be deemed fair and
non-infringing on all four factors of the fair use analysis: I) The purpose and character of the use
is to inform public discussion and political debate on a matter core to American democracy, the
functioning of our electoral system. As a news agency. IndyMedia should be able to link to its
primary sources. 2) The nature of the work is (presumably) factual and thus less protected.
3) The documents do not appear to embody any substantial expressive work. 4) Most
importantly, the posting does not compete with Diebold in any current or potential market - if it

. infoOeff.org
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Page 2

cuts into sales of e-voting equipmen~ it does so only because Diebold's own statements have
raised concerns about the machines' security.

Finally, it appears you are harassing numerous ISPs with these frivolous demand letters,
misusing claimed copyright to interfere with numerous subscribers' contracts for Internet
service. You may wish to consider the risk of countersuit at which this puts you and your client.

Please contact me directly if you wish to discuss the matter further

Sincerely,

1L--.~.~- ~ Wendv Seltzer


