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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC FRONTIER FOUNDATION
Plaintiff,

v. Civ. A. No. 09-cv-1151

—-

" DEPARTMENT OF JUSTICE,

Defendant.

DECLARATION OF JOHN S. PISTOLE
" 1,John S. éistok, declare as follows: |
(1) | I am currently the Deputy Director of the Federal Bureau of Investigation Iocated
in Washington, D.C. 1 have held this position since October 4,2004. T began my career as a
Special Agent with the FBI in 1983. 1 served in the Minneapolis and New York Divisions before
| being promoted to a Supervisor in thel Organized Crime (“OC”) Section at FBI Headquarters. |
assisted the Italiain National Police in their investigations into the 1992 assassinations of two
prominent Magistrates. I also served as an Instructor in OC matters at the FBI Academy for
nearly 30 Nev# Agent Classes. I later served as a field slnpervisor of a White-Collar Crime
(WCC) and Civil Rights Squad in Inﬁianapolis, Indiana,lwherc I created a Health Care Fraud
Task Force and a Public Corruption Task Force. During this time, I also developed curricula and
providgd'instmction at the International Law Enforcement Academy in Budapest, Hungary. 1
next served as Assistant Special Agent in Charge in the Boston Division, where I had oversight

for WCC, Computer Intrusion Programs, and all FBI matters in the States of Maine and New |
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Hampshire and WCC, especially Public Corruptién, in Rhode Istand. In 1999, I helped lead the
investigative and recovery efforts for the Egypt Air Flight 990 crash off the coast of Rhode
Island. Following the espionage arrest of Robert Hanssen, I was detailed to FBIHQ and helped
lead the Information Security Working Group, addressing security and vulnerability issues. In
2001,1 waé na_fned an Inspector in the Inspection Division in Washington, D.C., whete I led
teams conducting evaluations and audits of FBI field offices and Headquarters divisions,
Following the events of 9/11, I was appointcd by Director Mueller to the Counterterrorism
Division, first as Deputy Assistant Director for Operations, then as Assistant Director. 1 was then
appointed as the Executive Assistant Director for Counterterrorism and Counterintelligence. In
Octoblelr 2004, [ was promoted to Déﬁuty Director, the number two position in the FBI. Tam a
recipient of the 2005 Presidential Rank Award for Distinguished Executive. In 2007, I received
the Edward H. Levy Award for Outstanding Professionalism and Exemplary Integrity. I am also
an attorney who has been licensed to practice law in the State of Indiana since 1981. I practiced
law for two years prior to joiﬁing the FBI. Iam a graduate of Anderson University (Indiana) and
the Indiana University School of Law - Indianapolis.

(2)  The statements contained in this declaration are based upon my personal
knowledge, upon information provided to me in my official capacity, and upon consensus and
determinations reached and made in accordance therewith.

3  As part of an ouireach program to obtain input regarding the possible impact on
civil rights and civil liberties of certain proﬁsions of the FBI’s Domestic Investigation and

Operations Guide ("DIOG™), the FBI invited several civil rights and civil liberties groups to

-
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meetings at which time they were given the opportunity to preview certain provisions of thé draft
DIOG and to prowde comments There s were two meetings, one for civil rights groups on

* November 19, 2008 and one for civil llbemes groups on November 25, 2008.! There were also
separate meetings held fpr Congressional staffers.

(4)  Ateach meeting, Valerie Caproni, the General Counsel of the FBI, made a
prcseﬂtation of aboﬁt 30 minﬁtes on the DIOG, which included a Power Point presentation. The
groups, each one corisisting' of approximately three to five individuals, were then left with drafis
of DIOG Chapters 4,510 and 16 for approximately an 1 hour and a half. They were advised that
they could not rnake copies or take notes and that they could not retain the copies they were
permitted to read. Ms. Caproni also made it clear to the attendees that the briefing was designed
to explain, in a genefal sense, the purpose and content of these chapters and to solicit: their
comments and reabti_onsg and that the briefing should not. be viewed as a public release of the
draft DIOG chapters; No other disclosures of the redacted portions of the DIOG have been

authorized. To my knowledge ;io other such disclosures have been made.

(58)  Were these activities deemed to waive or undermine the FBI’s ability to protect
information under the FOIA, the FBI would hesitate to hold similar public outreach programs for

any future DIOG editions as well as any other procedural manuals or guides which might impact

'Present at the November 19th meeting were: Brenda Abedellal of the Muslim
Advocates, Abed Ayoub of the American-Arab AntiDiscrimination Committee, Safiya Ghori-
Ahmad of the Muslim Public Affairs Council and Maya Asis. Present at the November 25th
mecting were: David Sobel of the Electronic Frontier Foundation, Marc Rotenberg of the
Electronic Privacy Information Center, Greg Nojeim of the Center for Democracy and
- Technology and Kate Martin of the Center for National Security Studies.
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on civil rights or civil liberties.

(6)  This declaration, whi;:h is being submitted in support of defendant FBI’s motion
for summary judgment, will provide the C“éurt and plaintiff with an explanation and a
justification for the withholding certain FBI information from disclosure, in full or in part,
pursuant to FOIA'Ex_e_mptions 2 and 7(E), 5 U.S.C. §§ 552 (b)(2) and (b} 7)(E).

(7)  The DIOG contains several cateéories of information involving the FBI’s
techniques and procedures that, if released, would cause harm to FBI’s criminal and national
security investigations. The Hardy delclarelltion, contemporaneously filed in this case, discusses in
detail the standards under which the FBI seeks to withhold .that information. This declaration
explains thé rationales for wi'thholding information in the folloﬁfing categories:

. Information about the FBI’s Operational Directives;

. _ Information concerning certain classified Presidential directives (NSPD-
14/HSPD-15);

. Information concerning the FBI’s treatment of Unaddressed Work;

. Information concerning the FBI's Collection and/or Analysis of Information;
. Information identifying the contents of particulér File Numbers, Identifying

Symbols, Forms and Databases;

. Identification of Specific Individuals or Committees to Whom Information is
Reported; |

. Specific Scenarios in Which Particular Activities or Techniques are Authorized;

. The Scope of Sensitive Investigative Matters; -
4-
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. Cgrtain Terms and Definitions; _
. Approval Limitations on Techniques or Procedures that Cannot be Used in
Certain Types of Investigations;
. Technical or Practical Limitations on Particular Investigative Techniques;
+ . Policies on Cooperation with State. Local, Tribal and Foreign Law Enforcement;
. Limitations on Certain Domestic Activities with Foreign Impact;

. Information about Undisclosed Participation;

. Information on the Duration for which particular actions are authorized;

. Surveillance and Monitoring Information;
. Identification of OQbscurg Capacities and Investigative Techniques; and

. Internal Web, E-Mail Addresses and Phone Numbets.

(8)  The FBI’s rationales for withholding this information must be understooc] in the
larger context of the current security and criminal prosecution climate. In addition to combating
the criminal acts of sophisticated illicit enterprises (such as organized crime syndicates and drug
cartels), the FBI is also charged with protecting the nation from security risks posed by
individuals, organi_zation.s (suéh as ténorist groups), and foreign nations that seek to harm the
United States. The FBI’s public disclosure of information is carefully scrutinized by the enemies -
of the United States. Intelligence services and terrorists use open-source information to gather
intelligence about Unitéd States’s capabilities m&_methods. An Al Qaeda training manual ¢laims

that information needed about the “enemy” (meaning the United States) is available from public
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sourc;,es.2 Similarly, in “Sources and Techniques of Obtaining National Defeﬁse Science and

~ Technology Intelligence,” two intelligence teachers at China National Defense, Science and
Technology Information Center, emphasize that only 20% or less of Chinese intelligtlence must
come through collection of information using special means. This leaves a vast majority, 80%,
that comes simply from person-to-person exchanges and public information.’

(90  Moreover, that which is public can be used to guide an entity or individual
seeking access td non;public information. Seciningly mundane details aboﬁt internal documents
and procedures can help identify targets for intelligence exploitation. Such actions are a crime,
and in order to prevent or defér such crimes, the FBI must be guarded in its release of details
about its internal practices, procedures and policies. With these concepts in mind, I will now
discuss inldetail each of the categories, the portions of the DIOG under which each categofy falls
and the rationale for withholding the information within fhat category.

ﬂ_))ﬂ] ' Invdstigativé Techniques and Procedures

(10)  The FBI has asserted FOIA Exemption (b)(2) in conjunction with (b}(7)(E) to
protect information consisting of specific internal rules and procedures that are used by the FBI.
The rules and procedures in thé DIOG affect virtually all of the FBI's investigative activities and

techniques. See DIOG-12. To describe this information in further detail on the public record

2 UK BM75 translation of the Al Qaeda inanual, eleventh lesson located by the
Manchester (England) Metropolitan Police. See htip://cryptome.org/alg-terr-man htm#11.

3 “Sources and Techniques of Obtaining National Defense Science and Technology
Intelligence” by Huao Zhongwen and Wang Zongxtao, Chapter 4; National Defense S&T

- Intelligence Sources Discussed, Sections VII and VIIL
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would identify the very information which the FBI seeks to protect pursuant to these exemptions.
As described moré specifically below, the revelation of these details gould enable the targets of-
these techniques to avoid detection or develop countermeasures to f:ircumvent the ability of the
FBI to effectively use these important national security law enforcement techniques.

Accordingly, the FBI has properly withheld this information pursuant to Exemption (b)2)*

| _ (11)  What follows are deécriptions of the rationales for the specific redactions taken
under Exemption (b)(2), with as much information as the FBI can provide on the public record
about the redacted material witﬁout pﬂtentially increasing the risk that FBI techniques or
procedures will be circumvented or potential lawbreakers will be encouraged to engage in illegal
activities. As described in paragraphs (8) and (9), those who pﬁse a threat to our national
security are adep.t:at gairﬁng access to public information that is meaningful to them; they are
also adept at piecing together and analyzing a mosaic of information. For this reason, the risk
posed by public release of é_ll of the DIOG sections addressed below should be viewed as greater

than the sum of the risk to each section--i.e., the cumulative risk must be considered.

(12)  Operational Directives. Operational Directives consist of the policies and

*Exemption (b)(2) is cited as a basis for withholding information on the following
Bates-stamped pages of the DIOG: DIOG-19-20, 28, 50-54, 57-73, 75-86, 89-91, 93-94, 96, 98-99, 101,
103-104, 107, 109-110, 112, 116, 119-122, 127-131, 135-139, 141-145, 147, 150-152, 155, 157, 163- 165 '
167-168, 170-177, 180-191, 193, 195-205, 207-213, 221-223, 226, 228, 232-238, 247-248, 250-267, 269,
363-364, 366-369, 372 and 378- 383
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procedures, standards, or strategies oonfained within the DIOG. The DIOG contains descriptions
of substantially all of the FBI’s procedurés, techniques and strategies for conducting
investigations. If revealed in its entirety, it would provide individuals and entities with a look
inside the FBI’s law enforcement and national security “playbook.” Moreover, the fact that the
DIOG consolidates diverse sources of information mékes its complete revelation even more
problematic. While different .entiﬁes and individuals may lack the capacity to gather discrete
pieces of information to form a picture of the FBI's strateéies, the DIOG does that work for them. |
Consequently, its revelation would increase the risk that targets of investigations could avoid
detection or develop couhtermcasures to circumvent the ability of the FBI to effectively use these

important national security law enforcement techniques.’

* Exemption (b)(2) has been asserted to protect Operational Directives on the following Bates-
stamped pages of Exhibit D: DIOG-19-20 (all redactions), 28 (all redactions), 50 {first redaction) 51 (first
redaction), 57 (last three redactions), 58 (all redactions), 59 (second redaction), 60 (first two redactions),
61 (second redaction), 62 (all redactions), 63 (fourth redaction), 64 (all redactions), 65 (first, third and
fourth redactions), 66 (second redaction), 67 (all redactions), 68 (second and third redactions), 70 (first
redaction), 73 (all redactions), 75-76 (all), 77 (first two redactions), 80-81 (all redactions), 84 (last two
redactions), 85-86 (all redactions), 90-91 (all redactions), 93 (all redactions), 94 (last three redactions),
96 (all redactions), 99 {all redactions), 101 (all redactions), 103-104 (all redactions), 107 (second
redaction), 109 (all redactions), 112 (all redactions), 116 (all redactions), 120-121 (all redactions), 122
(first and second redactions), 136-139 (all redactions), 141 {first two redactions), 142 (all redactions),
143 (all redactions), 145 (all redactions), 147 (all redactions), 150-152 (all redactions), 155 (all
redactions), 157 (all redactions), 163-165 (all redactions), 167-168 (all redactions), 170-177 (all
redactions), 180 (all redactions), 181 (all redactions), 182 (first redaction), 183 (last two redactions),
184-190 (all redactions), 191 (first, second and fourth redactions) 193 (first three redactions), 195-204
{all redactions), 207 (last five redactions), 208-213 (all redactions), 221 (last four redactions), 222-223
(all redactions), 226 (all redactions), 228 (all redactions), 232-234 (all redactions), 235 (first five
redactions), 236 (last three redactions), 237-238 (all redactions), 247 (all redactions), 248 (first and third
redactions), 250 (all redactions), 253 (all redactions), 254 (first two redactions), 256 (ninth redaction)
257 (last six redactions), 258-262 (all redactions), 267 (all redactions), 269 (all redactions), 379-382 (all
redactions).

8-
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(13)  NSPD-46/HSPD-15/Presidential/Anti-Terrorism Directives. Tﬁe DIOG contains
a description of material contained in an Annex to NSPD-46/HSPD-1 SfPresiden_tial/Anti-
Terrorism Directives and classified Presidcntial Directives concéming the United States' ongoing
battle against ‘terrc.nrism. While the description itself is not‘classified, it does describe the
information anci guidance prbvided to the FBI and other federal entities regarding their roles and
responsibilities in the oz;going effort to defeat terrorism. Release of the redacted information
could risk circumvention of the law in two ways. First, identiﬁcation of the matters covered by
the A_nhex will provide potential terrorists with i;lformation about the activities that are governed
by the Anﬁex aild, thefefore, within the purview of more than one agency. Second, revealing this
general description of the Annex may entice those interested in conducting esbionage_against the
United Stétes to seek a copy of the NS.fD-46/HSPD—lSIPresidentialfAnti-Terrorism Directives -

and its Annexes.®

(14)  Unaddressed Work. The DIOG coﬁtains a descﬁption of procedures with respect
to unaddress‘ed work, i.e., work that the FBI has not yet completed. The redacted material
concerus the disposition and use of materials associated with unaddressed work. Thisl
infprmation describes internal FBI proCedures. of no interest to the general public. However, its
release could encourage circumvention of the laﬁ because describing the sort of inf;)rmation that
is maintained and déscribing how and where it is mammined presents a target for entities or

individuals seeking to engage in espionage. Further, this section of the DIOG not only defines

® These redactions appear at DIOG-19-20. - ' ' _ |

9.
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“.unaddresscd work” but provides insight into how the FBI determines what can be so
categorized, This inf.ormation, read in conjunction with other sections of the DIOG that describe
the FBI's top priorities and the pr‘edicétion for opening an investigation, provide a road map as to
the arcas the FBI may nof, at the present time, be fully addressing. The revelation of this material
may alter a potential lawbreaker’s risk-benefit analysis with respect to engaging in illegal
activity, as it covers the allocation of the FBD’s investigative‘resources aﬁd limitations on FBI
activities when the FBI lacks -inyestigatory resources.

(15) lection and/or Analysis of Information. Since 9/11 and especially after the
enactment of the Intelliggnce Reform and Terrorist Prevention Act of 2004 (IRTPA), the FBI has
been transforming itself into an intelligence-driven agency to aid its paramount mission of
detecting and preventing harm to the -natioﬁal security before it happens. Two essential
components of this effort--indeed the sine qua non of the mission--are the collection and analysis
of information. The FBI has fully described this new mandate under IRTPA to the American
public--but it has not discloscd.in detail fhe methods by which the nﬁssion will be accomplished.
The DIOG describes numerous methods that the FBI uses to clollcct and analyze the information
that it obtain_s for investigative purposes. The release of this information would disclose the
methods used to collect and analyze information. Such disclosures could enable subjects of FBI
investigations to circumvent similar, (;urrently used techniques. The relative utility of these

techniques could be diminished if the actual techniques were released in this matter. This, in

7 This redaction appears at DIOG-28.
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turn, would facilitate the accumulation of information by investigative.subjects regarding the
circumnstances under which the specific techniques can be used or requested and the us;afulness of
the information obtéined. Release of this typé of information would enable criminals, terrorists
and spies, to educate themselves about the techniques empioyed for the collection and analysis of
infon‘na_tion; that education in turn, might allow these individuals to take countenneasﬁres to
circumvent the effectiveness of these techniques and to continue to violate the law and engage in
intelligence, terrorist, and criminal activities.®

(16) Identification and Contents of File Numbers, Forms and Databases. Throughout

the DIOG, there are references to specific file numbers and procé‘dures and the information
recorded on specific forms and maintained in speéiﬁc non-public databases. These references
identify where within the FBI particular sorts of information are recorded, inclﬁdin_lg disclosing
particular infonnqtion that is contained within specific proprietary FBI databases. While this
infonn#tion relates to internal FBI procedures and is of no interest to the general public, it could
be of great interest to entities seeking to engage in espionage against the United States by
directing them to the precise location where the FBI stores secret information about national

security and terrorism investigations. In addition, if we were to disclose the types of information

® These redactions appear at DIOG-69 (all redactions), 82 (all redactions), 127-129 (all
redactions), 131 (second redaction), 145 (all redactions), 147 (all redactions), 150 (all redactions), 152
(all redactions), 164 (first three redactions), 165 (all redactions), 167-168 (all redactions), 170-176 (all
redactions), 180 (all redactions), 182 (first redaction), 183 (last two redactions), 184 (all redactions), 185
(last two redactions), 186 (all redactions), 188-190 (all redactions), 191 (first two redactions), 212-213
(all redactions), 248 (first redaction), 252-253 (all redactions), 254 (first two redactions), 256 (ninth
redaction), 257 (last six redactions), 258-262 (all redactions), 267 (all redactions), 269 (all redactions).

-11-
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needed to authorize use of .particular investigative iechniques, we would be assisting a potential
criminal by ident_ify_ing information to bbscure or ‘hide in order to “cover one’s ﬁacks” and thwart
FBI investigations. °

(17)  Identification of Specific Individuals or Committees to.- Whom Information Must
be Reported. The DIOG spec1ﬁcally identifies 1nd1v1dual offices or officers to whom
information must be reported. As with identifying forms and databases that contain partlcular
information, disclosing who, specifically, learns certain investigative information presents an

opportunity for counterintelligence exploitation, but it is otherwise a matter of internal procedure

in which there is no interest to the general public.'? .

(18)  Specific Scenarios in Which Particular Activities or Techniques are Authorized.
The DIOG contains a number of concrete hypothetical examples that describe when

particular activities (such as an assessment) or particular investigative techniques may be

used. The scenarios used in the DIOG are based upon facts and situations that an agent or

f

? Redactions of this type have been taken at DIOG-50 (all redactions), 51 (first redaction), 52 _
(first redaction), 57 (all redactions), 58 (all redactions), 59 (last two redactions), 60 (first two redactions),
61 (all redactions), 62 (all redactions), 63 (last redaction), 64 (all redactions), 65 (first and last
redactions), 66 (all redactions), 67 (last redaction), 71 (Jast redaction), 73 (last redaction), 80 (all
redactions), 82 (all redactions), 83 (second and third redactions), 84 (second redaction), 85 (all
redactions), 86 {all redactions), 90 (all redactions), 101 (all redactions), 107 (second redaction), 109 (all |
redactions), 110 (all redactions), 112 (all redactions), 121 (all redactions), 122 (first redaction), 150
{fourth and fifth redactions), 176 (all redactions), 193 (first and second redactions), 197 (all redactions),
207 (last four redactions), 208 (first six redactions), 221 (last three redactions), 222 (first five
redactions), 228 (all redactions), 234 (all redactions), 235 (last four redactions), 248 (last redaction), 250
{second paragraph), and 363 (third redaction).

10 Redactions of this type appear at DIOG 122 (second redaction), 195 (f' rst and third
redactions), 207 (second redaction), 208 (seventh, eighth and ninth redactions), 209 (first through fourth
redactions), 222 (six through ninth redactions), 223 (all redactions), 364 (second redaction).

-12-
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analyst may realistically encounter in the performance of their duties. The scenarios were
purposefuliy drafted this way to provide an effective training and guidance mechanism for the
agénts and analysts who lﬁust rely on the DIOG to perform their duties. Release of .such
information presents an increased risk of potential circumvention. If an individual considering
engaging in illegal activity were aware of specific activities that would or would not trigger
authority for parti;ular investigative activitiés or techniques, he or she could alter his or her
behavior to avoid detection. In addition, knowing that partidular activity would not trigger
authority for a particular investigative activity.or technique may embolden a potential lawbreaker
to proceed with his or her plans." |

(19 ¢ of Sensitive Investi .tivc Matters, The DIOG identifies certain sensitive
investigative matters for which additional notifications and authorizations are required. See, e.g,
DIOG-68. Which procedures are subject to such heightened authorization requirements isa
matt& of internal FBI rules and procedures. While the FBI has atte.mpted to disclose as much
information as possible about what it considers to be sensitive investigative matters, it has |
determined that the release.of more would risk circumvention of law or the FBI’s enforcement
efforts.” In assessing whether 6r not to erigage in criminal adtivity, some criminals may weigh the

risk of detection against the rewards for engaging in the behavior. Knowing that some matters

'T Redactions of this type have been taken at DIOG-51 (second redaction), 52 (all three
redactions), 53 (all redactions), 54 (all redactions), 58 (all redactions), 59 (first redaction), 60 (third
redaction), 61 (first redaction), 63 (first three redactions), 65 (second, third and fourth redactions), 77
(third, fourth, fifth and sixth redactions), 78 (all redactions), 79 (all redactions), 83 (second and third
redactions), 84 (first two redactlons), 89 (all redactlons), 98 (all redactions), 99 (all redactions), 107 (first
redaction) and 110 (all redactions).

-13-
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are considered sensitive by the FBI may lead an individual to conclude that because the
investigative technique or activity necessary to detect the activity is administratively more
burdensome for the FBI to conduct, the FBI is less likely to actually conduct the investigation. A

person reaching this conclusion may be more likely to engage in the prohibited activity.'

(20) ’I‘erms and Definitions. Related fo the redaction of information cohccming the
scope of sensitive in#estigations, the FBI has redacted the definitions of the following types of
subjects of sensitive investigations or other investigations that lead to heightened approval
standards: “political érgahizaﬁon or individ_ual prominent in such organization,” “religious
organization,” “member of the media or news organization,” and “academic r;exus.” Any
investigation of an organization or person falling within these defuﬁtions receives he.ightencd
scrutiny and spécial treatment as.compared to other non-sensitive investigations or investigations |
lacking an academic nexus. Therefore, it would be in the best interests of a front organization or
an intelligence operéﬁve fo tailor its/their activities to meet the definitional requirements and
therqby poésiblylevade, elude or circumvent investigation by inviting heightened scrutiny to any
sﬁc_h invesﬁgaﬁon. By fitting themselves into the definition and calling attention to their status,
the organization/operative can wrap themselves in the cioak of activities given preferred status by

law and es_scntiélly challenge the FBI to investigate knowing that any investigative action would

12 Redactions of this nature have been taken at DIOG—68 (all redactions), 75 (first redaction), 94
(all redactions), 103 (all redactions), 104 (all redactions), 116 (all redactions), 119 (all redactions), 120
(all redactions), 247 (fourth, fifth, sixth, seventh and eighth redactions), and 248 (first eight redactions).

-14-
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~ be subject to internal and external examination, It must be emphasized that unlike the definitions

of “domestic public official” and “political candidate,” which were released in the public version,
these definitions are unique and FBI-specific, not- found in a dictionﬁy and not necessarily .given
a definition that would be intuitively obvious."

(21) Appro'val Limitations on Techniques or Procedures that May be TJsed In Certain
T}{g es of invest;g' ation. The DIOG collects in one place descriptions of many investigaxi\‘re

activities, Whether a particular investigative activity Ihay be undertaken in connection with an

- assessment, a predicated investigation or so forth is a matter of internal procedure. Likewise,

where approval is requiréd for a particular investigative technique, the necessary conditions for
approval are matters internal to the FBI. Disclosure of this information, however, could increase
the risk of circumvention. A person either considering committing a crime or atternpting to
evade detectibn, knowing that certain investigative activities are or are not prohibited during
certain types of investigation, éan combine this knowledge with other information to improve his
ability determine whether his activities are likely to be detected. Similarly, knowledge that a
particula.f activity will not be approved absent certain types of information could be expioited by

someone seeking to evade detection,

13 This information is redacted at DIOG- 68 (first two redactions), 94 (first two redactions), 103
(all redactions), 119 (all redactions), 120 (first two redactions), 254 (last three redactions) 255 (all
redactions), 256 (first eight redactions), 257 (first three redactions).

' Information of this sort has been redacted at DIOG-69 (all redactions), 72 (all redactions), 75
(all redactions), 76 (all redactions), 77 (all redactions), 78 (all redactions), 79 (all redactions), 81 (all
redactions), 83 (all redactions), 84 (all redactions), 96 (all redactions), 127 (first and third redactions),
128 (all redactions), 129 (all redactions), 131 (second redaction), 141 (first two redactions), 145 (first
redaction), 147 (second redaction), 151 (all redactions), 152 (all redactions), 201 (all redactions), 226 (all
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(22) Technical or Practical Limitations on Particular Investigative Technigues.. IThe

DIOG includes descriptions of dozens of investigative techniques employed by the FBI. Many of
those investigative techniques have practical limitations (for exémple, those imposed by the
limits of cooperation with other entities) or technical limitations (for example, data that can or
cannot be retrieved). These limitations are not gencrally known but would obviously be of
genuine interest i0 anyone seeking to evade the FBI’s efforts to enforce the law.”

(23)  Policies on Cooperation with State, Local, Tribal and Foreign Law Enforcement
Agencies. The DIQG also establishes policy regarding FBI assistance to state, local and tribal
agencieS’ law enforcement efforts. Information about when and to what extent the FBI can
involve itself in state, local and tribql investigations Woulcl_be useful to an individual or entity
attempting to avoid federal scrutiny because of fears ﬁat federal scrutiny would prompt more
aggressive enforcement efforts. Accordingly, the portions of the DIOG concerning these

limitations have been redacted.'®

(24)  Limitations on Certain Domestic Investigative Activities with Foreign Impact.

redactions), 248 (all rédactions), 256 (ninth redaction), 257 (all redactions), 258 (all redactions}, 259 (all
redactions), 364 (first redaction), 366 (second redaction), 368 (first redaction).

13 Redactions of this type of material have been taken at DIOG-130 (all redactions), 164 (second
redaction), 165 (first two redactions), 167 (all redactions), 180 (all redactions), 182 (all redactions), 183
(all redactions), 184 (all redactions), 185 (second and third redactions), 186 (first redaction), 188 (all
redactions), 189 (third redaction), 198 (first redaction), 200 (fifth redaction).

' These redactions appear at DIOG-232 (all redactions), 233 (all redactions), 236 (all redactions)
and 237 (all redactions). Similar information regarding foreign law enforcement is redacted at DIOG-
234 (all redactions).
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Portions of the DIOG describe instances in which domestic investigative activities may have 'an
impact in foreign nﬁtions despite the activities being initiated domestically. These activities are
subject to special restrictions and approvals. At DIQOG-238, the FBI has redacted a number of
specific investigative activities that fall under this rubric. Disclosure of the conditions under
which additional approvals are required to use certain techniques could assist a potential criminal
in determining whether certain activities are likely to garner scrutiny because of the relative
difficulty of gaining abproval for the use of particular techniques designed to detect the activities.
As the FBI necessarily relies on cooperation with its foreign partners more and more since 9/11,

the sensitivity of public exposure of these matters becomes more and more risky.

(25) Undisélosed Participation. The DIOG contains a collection of procedures
governing the _FBIfs undis_cl'osed participation in the activities of third parties. The effectiveness
of these techniques is directly contingent upon the FBI keeping it; identity undisclosed. The FBI
has redacted provisions in the DIOG which describe the circumstances under which FBI
personnel and confidential sources may or may not engage in undisclosed participation and the
extent if participation is permitted. Were an inaividual or entity engaged in a criminal activity to
know these rules, that knowledge could be used to devise “tests™ to detect FBI participation. Not
only would this undermine the effectiveness of the techniqué', but it could also place FBI agents
‘or sources in physical jeopardy. Morebver, providing information about ﬁc conditions under

| which these activities are allowed would allow potential cﬁminal§ or national security threats to
tailor their activities to évade dejection. In my years of experience as an agent and a supervisor

of agents working with informants and undercover operations, I learned how absolutely critical it

-17-
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is to take every precaution to protect identities as well as procedural rules on the use of
undisclosed participants. It is not an overstatement to say that lives are at stake. The need to
protect these sources and methods is parahmunt. Accorclinglsr, the FBI has redacted pages of the
DIOG covering these activities at DIOG-253-266. |

(26) Duration of Particular Techniques. The DIOG, at various points, describes the
time limitations imposéd on the use of various investigative techniques. While these internal
guidelines are of no interest to the general public, they are of potential interest to persons seeking
to evade detection or prosecution for criminal activity. A pérson learning that a particular
technique has been applied in an investigation would be able to combine this infon‘nation with
details from the DIdG to ascertain how long to delay engaging in a criminal activity in order to
avoid detection.”

(27) Surveillance and Mom'tt\);m g Information. Exemption (b)(2) hés been asserted in
conjunction with (b)(7)(E) to \;Vithhold information which could reveal the use of various
investigative techniques. The release of this information would disclose the identity Iaﬁd types of
devices or methods used in surveillance and monitoring. Such disclosures would enable subjects
of FBI investigations to circumvent similar, currently used techniques. The relative utility of
these techniques could be diminished if the actual techniques were released in this matter, This,

in turn, would facilitate the accumulation of information by investigative subj ects regarding the

' The FBI has redacted descriptions on the time limits of various techniques at DIOG-71, 138
(eighth redaction), 143 (third redaction), 145 (fourth redaction), 150 (first redaction), 171 (second
redaction) and 210-211. _ .
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circumstances under which the specific techniques can be used or requested and the usefulness of
the infonnaﬁoﬁ obtained. Release of this type of information would enﬁble crimiﬁals, terrorists
and spies to educate themselves about the techniques employed for surveillance and monitoring
and therefore allow these individuals to take countermeasures to circumvent the effectiveness of
these techniques and to continue to violate the law. Accordingly,‘ the FBI properly withheld this
information pursuant to FOIA Exemption (b)(2).'®

(28) Idggtlﬁcatlon of Qbscure Capagcities or Investlgatlog Technigues. The entire
DIOG constitutes a set of internal procedures and guidelines for the application of invcstigative
techniques to specific situations. In the course of describing these guidelines, the DIOG |
refcrencgs certain technologies, investigative capacities and techniques that are not widely.
known. Knowledge of the existence of these.technologies, capacities or techniques could aid
criminals, terrorists and spies aiming to avoid detection. Accordingly, the FBI properly withhéld
this information pursuant to FOIA Exemption (b)(2).'9

(29) Internal Web and E-mail Addresses and Phone Numbers. The DIOG contains

internal web addresses where particular information pertaining to the DIOG can be located on the

FBI's Intranet (secure) system, as well as internal e-mail addresses and telephone numbers used

'2 Material of this nature has been redacted at DIOG-70 (first redaction), 71 (all redactions) , 72
(all redactions), 135-139 (all redactions), 141-143 {all redactions), 175 (last redaction), 176 (first
redaction), 193 (first two redactions), 195 (first and last redaction), 196 (all redactions) 197-204 (all
redactions), 207 (last four redactions), 208-211 (all redactions), 221 (last four redactions), 222-223 (all
redactions), 226 (all redactlons), 363 (second redaction).

1 Material descnbmg or identifying these techniques is redacted at DIOG-71 (second redaction),

131 (first redaction), 141 (third and fourth redaction), 142 (all redactions), 143 (first, second and eighth
redactions), 144 (second redaction) and 372 (all redactions).
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for the purposes of investigative matters. Internal e-mails and web site addresses clearly relate to

the internal practices of the FBI in that they are utilized By FBI personnel during the performance

of their jobs. Disclosure of this :rype of contact infonnatlion could subject these individuals to
hackers and unauthorized users, who could disrupt ofﬁ;ial business (including by impeding the

| ability of Speciai Agents to conduct and conclude law enforcement investigations in a timely
manner). Routine internal administrative information such as the addresses referenced above
serve no public benefit, and there is no indication that there is a genuine public interest in the
disclosure of these numbers. Acodrdin_gly, because these internal cbmputer addresses are related
to the FBI’s internal practices, because disclosure would not serve any public interest, and
because disclosure could impede the FBI’s effectiveness, the FBI properly withheld this

information pursuant to Exemption (b)(2).%

(bX7UE) lnves_tiggtive Technigues and Procedures
(30) Inaddition to Exemption (b)(2), the FBI asserts Exemption (b)(7)(E) with respect
to some redacted portions for reasons similar to those described above to protect information
consisting of specific internal investigatory techniques and procedures that are used by the FBI.
Exemption (b)(7)(E) protects law enforcement procedures and techniques from disclosure. This -
exemption also protects guidelines for law enforcement investigations and prosecutions if ;elease

could reasonably be expected to give anyone with that particular knowledge the ability to

%0 Material of this nature has been redacted at DIOG-191 (third and fourth redaction), 193 (third
redaction), 193 (second redaction), 205 (all redactions), 207 (first redaction), 221 (first redaction), 378
and 383, : .
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circumvent the law. De_scribing this iﬁformation in further detail on the public record would
disclose the very information wﬁich the FBI seeks to protect pursuant to this exemption. Th;-
revelation of these details could enable the targets of these techniques to avoid detection or
develop countenneasur_t;s to.circumvent the ability of the FBI to effectively use this irhportant
né.tional_ security law enforcement technique. Accordingly, the FBI has properly wi.thheld this

information pursuant to Exemption (b)(7)(E).”

(31)  What follows are descriptions of the_rationaics for the specific redactions taken
under Exemption (b)(7)(E), with as much information as the FBI can provide _aboﬁt the redacted
material without potentially increasing the risk that FBI techniques or procedures will be
circumvented or pdtential lawbreakers will be encouraged to engage in illegal activities. As
described in paragraphs (8) and (9), those who pose a threat to our national security are adept at
gaining access to pliblic information that is meaningful to them; they are also adept at piecing
together and analyzing a mosaic of information. For this reason, the risk posed by public release
of all of the DIOG sections addressed below should be viewed as gres;ter than the risk of
disclosure c;f each individual sections--1.¢., the cumulative effect.

(32) Operational Directives. As explained above ( 12}, the DIOG contains the FBI’s

! Exemption (b)(7)(E) is cited as a basis for withholding information on the following
Bates-stamped pages of the DIOG: DIOG-19-20, 28, 50-54, 57-73, 75-86, 89-91, 93-94, 96, 98-99, 101,
103-104, 107, 109-110, 112, 116, 119122, 127-131, 135-139, 141-1435, 147, 150-152, 155, 157, 163-165,
167-168, 170-177, 180-191, 193, 195-205, 207-213, 221-223, 226, 228, 232-238, 247-248, 250-267, 269,
363-364, 366-369, 372 and 378-383. ‘

2.




" Bates-stamped pages of Exhibit D: DIOG-19-20 (all redactions), 28 (all redactions), 50 (first redaction)
‘51 (first redaction), 57 (last three redactions), 58 (all redactions), 59 (second redaction), 60 (first two

~ redactions), 180 (all redactions), 181 (all redactions), 182 {first redaction), 183 (last two redactions),
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Operational Directives describing its policies and procedures, standards, and strategies.

- Moreover, releasing the DIOG completely would allow entities and individuals seeking to

cqmmit crimes or threaten the United States’ national security an opportunity to assess the
entirety of the FBI's law enfOrcemcr_lt and domestic intelligence strategies. Access to such
information would _greaﬂy increase the risk that potential lﬁwbreakers would be able to evade
detection and/or be emboldened to engage in criminal activities.”

(33) NSPD-46/HSPD-15/Presidential/Anti-Terrorism Directives. As described in
1 13 above, the DIOG contains a description of material contained in an Annex to NSPD-
46/HSPD-15/Presidential/Anti-Terrorism Directives. Release of the redacted information could

tisk circumvention of the law in two ways. First, identification of the matters covered by the

n Exemption (b)(2) has been asserted to protect Operational Directives on the following

redactions), 61 (second redaction), 62 (all redactions), 63 (fourth redaction), 64 (all redactions), 65 (first,
third and fourth redactions), 66 (second redaction), 67 (all redactions), 68 (second and third redactions),
70 (first redaction), 73 (all redactions), 75-76 (all), 77 (first two redactions), 80-81 (all redactions), 84
(last two redactions), 85-86 (all redactions), 920-91 (all redactions), 93 (all redactions), 94 (last three
redactions}, 96 (all redactions), 99 (all redactions), 101 (all redactions), 103-104 (all redactions), 107
(second redaction), 109 (all redactions), 112 (all redactions), 116 {all redactions), 120-121 (all
redactions), 122 (first and second redactions), 136-139 (all redactions), 141 (first two redactions), 142
(all redactions), 143 (all redactions), 145 (all redactions), 147 (all redactions), 150-152 (all redactions),
155 (all redactions), 157 (all redactions), 163-165 (all redactions), 167-168 (all redactions), 170-177 (all

184-190 (all redactions), 191 (first, second and fourth redactions) 193 (first three redactions), 195-204
(all redactions), 207 (last five redactions), 208-213 (all redactions), 221 (last four redactions), 222-223
(all redactions), 226 (all redactions), 228 (all redactions), 232-234 (al redactions), 235 (first five
redactions), 236 (last three redactions), 237-238 (all redactions), 247 (all redactions), 248 (first and third
redactions), 250 (all redactions), 253 (all redactions), 254 (first two redactions), 256 (ninth redaction)
257 (last six redacttons), 258-262 (all redactions), 267 (all redactions), 269 (all redactions), 379-382 (all
redactions).
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Annex will provide potential terrorislts- with information about the activities governed by the
Anmnex and, therefore, within the.purview of more than one agency. Second, revealing this
general description of the Anhe;c may entice those interested in conducting espionage against the
Untted States to seek a copy of the NSPD-46/HSPD-15/Presidential/Anti-Terrorism Directives
and its Annexes.” |

(34) Unaddressed Work. As explained above (Y 14), the DIOG contair;s a descriptilon
of procedures with respect to the treatment and storage of unaddressed work; i.¢., work that the
FBI has not yet completed. Release of this information Would reveal how thé FBI deals with
internal res;aurce limitations and also discloses a location where information useful to potentiél
lawbreakers is maintained. The information would not only present a target for intelligence
exbloitation, but a description of the. FBI’s resource allocation practicés could undermine the
FBI’s crime deterrence efforts, 2

(35) Collection and/or Analysis of Information. As explained in § 15 above, the
DIOG describes numerous methods that the FBI uses to collect and analyze the information that
it obtains for inves_tigative purposes. Since 9/11 and especially after the enactment of the
Intelligence Reform and Terrorist Prevention Act of 2004 (IRTPA), the FBI has been
transforming itself into an intelligence-driven agency to aid its paramount mission of detecﬁng

and preventing harm to the national security before it happens. Two essential components of this

2* These redactions appear at DIOG-19-20.
** This redaction appears at DIOG-28.
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effort--indeed the sine qua non df this mission--are the collection and analysis of information.
The FBI has fully described this new mandate under IRTPA to the American public--but it has
not disclosed the precise methods by which it will be carried out. The release of this information
would disclose methods used in the collection and analysis of information. Such disclosures
would enable subjects of FBI inve_stigations to circumvent similar, currently used techniques.
The relative utility of these techniques could be diminished if the actual techniques wére released
in this matter. This, in tum, would facilitaté the accurnulation of information by investigative
| subjects regarding the circumstances under which the speciﬁc tpchn_iques can be used or
requéstcd and the usefulness of the information obtained. To release this type of information
would enable criminals, terrorists and spies to educate themselves about the techniques etﬁployed
for the c;)llection and analysis of information that information would improve the ability of such
individuals to take countermeasures to circu;nvent the effectivenéss of the techniques and to
continue to violate the law and engage in intelligcnce, terrorist, and criminal activities.”
(36) | Identiﬁgation and Contepts of File Numbers. Identifving Symbols, Forms and

Databases. As described above (§ 16), information describing specific filing numbers and

. procedures and the information recorded on specific forms and in non-public databases is

* These redactions appear at DIOG-69 (all redactions), 82 (all redactions), 127-129 (all
redactions), 131 (second redaction), 145 (all redactions), 147 (all redactions), 150 (all redactions), 152
(ali redactions), 164 (first three redactions), 165 (all redactions), 167-168 (all redactions), 170-176 (all
redactions), 180 (all redactions), 182 (first redaction), 183 (last two redactions), 184 (all redactions), 185
(last two redactions), 186 (all redactions), 188-190 (all redactions), 191 (first two redactions), 212-213
(all redactions), 248 (first redaction), 252-253 (all redactions), 254 (first two redactions), 256 (ninth
redaction), 257 (last six redactions), 258-262 (all redactions), 267 (all redactions), 269 (all redactions).
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detailed throughout the .DIOG. If released, this information could be of great interest to
individual§ and entitiés seeking to engage in espionage against the United States by obtaining
secret information about ﬁation_él sccﬁrity and terrorism investigations. An entity seeking to
lOCaté information to illegally expioit woilld be greatly aided in its efforts by the DIOG’s detailed
description of these materials. In addition, if released,I this information would identify the types
of information needed to authorize particular investigative techniques. Release of such
information could assist a potential criminal by idenﬁﬁing information to obscure or hide in

ordet to "cover one’s tracks."*

(37). Identification of Specific Individuals or Committees to Whom Information Must

be Reported. As explained in § 17, the DIOG identifies individual offices or officers to whom

certain information must be reported. As with identifving forms and the databases that contain

- specific information, identifying who, specifically, learns certain investigatory information makes

those individuals targets for intelligence operatives.”’

26 Redactions of this type have been taken at DIOG-50 (all redactions), 51 (first redaction), 52
{first redaction), 57 (all redactions), 58 (all redactions), 59 (last two redactions), 60 (first two redactions),
61 (all redactions), 62 (all redactions); 63 (last redaction), 64 (all redactions), 65 (first and last
redactions), 66 (all redactions), 67 (last redaction), 71 (last redaction), 73 (last redaction), 80 (all
redactionis), 82 (all redactions), 83 (second and third redactions), 84 (second redaction}, 85 (all
redactions), 86 (all redactions), 90 (all redactions), 101 (all redactions), 107 (second redaction), 109 (all
redactions), 110 (all redactions), 112 (all redactions), 121 (all redactions), 122 (first redaction), 150
(fourth and fifth redactions), 176 (all redactions), 193 (first and second redactions), 197 (all redactions),
207 (last four redactions), 208 (first six redactions), 221 (last three redactions), 222 (first five’
redactions), 228 (all redactions), 234 (all redactions), 235 (last four redactions), 225 (first two
redactions), 248 (last redaction), 250 (second paragraph), and 363 (third redaction).

"Redactions of this type appear at DIOG 122 (secdnd redaction), 195 (first and third redactions),
207 (second redaction), 208 (seventh, eighth and ninth redactions), 209 (first through fourth redactions),
222 (six through ninth redactions), 223 (all redactions), 364 (second redaction).
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(38)  Specific Scenarios in Which Particular Activities or Techniques are Authorized.

As detailed above (f 18), the DIOG contains a number of hypothetical examples that illustrate
whe;l particular activifics or particulér investigative techniques may be used. Release of such
infonnation presents an increased risk of potential circumvention. If an individual were
'considering-eﬁgaging in illegal activity, knowledge of speciﬁc activities that would or would not
trigger authority to use barticular investigative activities or techniques, would improve his or her

ability to alter behavior to avoid detection. In addition, knowing that a particular activity would

not tri gger authority for a particular investigative activity or technique may embolden a potential
lawbreaker to proceed with his or her plans.?®

(39)  Scope of Sensitive Investigative Matters. As described in § 19, the DIOG
identifies certain sensitive investigative matters for which additional notifications and
authorizations are required. See, e.g, DIOG-68. In assessing whether or not to engage in
criminal activity, some criminals may weigh the risk of detection against the rewards for
engaging in the behavior. Knowing that some matters are considered sensitive by the FBI may
lead an individual to conclude that, because the investigative technique or dctivity necessary to |
detect the activity is administratively more burdensome for the FBI to conduct, the FBI is less

likely to actually conduct the investigation. A person reaching this conclusion may be more

2 Redactions of this type have been taken at DIOG-51 (second redaction), 52 (all redactions), 53
(all redactions), 54 (all redactions), 58 (al! redactions), 59 (first redaction), 60 (third redaction), 61 (first
redaction}, 63 (first three redactions), 65 (second, third and fourth redactions), 77 (third, fourth, fifth and
sixth redactions), 78 (all redactions), 79 (all redactions), 83 (second and third redactions), 84 (first two
redactions), 89 (all redactions), 98 (all redactions), 99 (all redactions), 107 (first redaction) and 110 (all
redactions). : -
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likely to engage in the prohibited activity.”
(40)  Terms and Definitions. As explained in § 20 above the FBI has redacted the
definitions of the following types of subjects of sensitive investigations or other investigations

subject to heightened approval standards: "political organization or individual prominent in such

"t " n

- organization," "religious organization," "member of the media or news organization," and
"academic nexus." Any investigation of an organization or person falling within these
definitions receives heightened scrutmy and special treatment as compared to non-sensitive
investigations or inQestigations lacking an academic nexus. by inviting heightened scrutiny to
any such investigation. By fitting themselves into the definition and calling attention to their
status, the organization/operative can wrap themselves in the cloak of activities given preferred
status by law and essentially chﬁllenge the FBI to investigate knowing that any investigative
action wﬁuld be subject to internal and external examination. The public disclosure of the
investigation could prove politically and/or publicly damaging to the best interests of the FBI,
forcing it tb spend resources deflecting criticism and having 1o adjust the techniques and intensity
of the investigétion because of p;:ntentially— adverse co.nscquence.s sﬁéh as bad publicity,
accusations of discrimination and possible political retaliation. Exﬁeme cases might cause an

investigation to be completely abandoned. 1t must be emphasized that unlike the definitions of

"domestic public official" and "political candidate," which were released in the public version,

2 Redactions of this nature have been taken at DIOG-68 (all redactions), 75 (first redaction), 94
(all redattions), 103 (all redactions), 104 (all redactions), 116 (all redactions), 119 (all redactions), 120
(all redactions), 247 (fourth, fifth, sixth, seventh and eighth redactions), and 248 (first eight redactions).
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these definitions are unique and FBI -specific, and not necessarily given a definition that would

be intuitively obvious.*

(41)  Approval Limitations on Techniques or Procedures that May be Used In Certain
Types of Investigation. As explaine& above in 21, the DIOG constitutes an aggregafe collection'
of descriptions of many investigative activities. Disclosure of this inf;rmation could increase the
risk of circumvention of FBI investigative techniques or of substantive law. A person either
considering committing a crime or attempting to evade detection, knowing that certain
investigative activities are or are not prohibited during certain types of inve;stigation, can
combine this knowledge with other information to determine whether his or her activities are
likely to be detected. Similarly, knowledge that a particular activity will not be approved absent
certain types of information could be exploited by someone seeking to evade detection.

(42) T_eqhnical or Practical Limitations on Particular Investigative Techniques. As

described above in { 22, the DIOG includes descriptions of dozens of investigative techniques
employed by the FBI. Many of those investigative techniques have practical limitations (for

example, those imposed by the limits of cooperation with other entities) or technical limitations

3 This information is redacted at DIOG- 68 (first two redactions), 94 (first two redactions), 103
(all redactions), 119 (all redactions), 120 (first two redactions), 254 (last three redactions) 255 (all
redactions), 256 (first eight redactions), 257 (first three redactions).

- 31 Information of this sort has been redacted at DIOG-69 (all redactions), 72 (all redactions), 75
{all redactions), 76 (all redactions), 77 (all redactions), 78 (all redactions), 79 (all redactions), 81 (all
redactions), 83 (all redactions), 84 (all redactions), 96 (all redactions), 127 (first and third redactions),
128 (all redactions), 129 (all redactions), 131 (second redaction), 141 (first two redactions), 145 (first
redaction), 147 (second redaction), 151 (all redactions), 152 (all redactions), 201 (all redactions), 226 (all
redactions), 248 (all redactions), 256 (ninth redaction), 257 (all redactions), 258 (all redactions), 259 (all
redactions), 364 (first redaction), 366 (second redaction), 368 (first redaction).
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(fpr example, data that can or cannot be retrigved). These limitations are not generally known
but would obviously be of genuine interest to anyone seeking to evade the FBIs efforts to
enforce the law.*

: (43). Policies on Coog- eration with State, Local or Tribal Agencies. As explained above
(1 23), the DIOG also establishes policy for FBI assistance to state, local, tribal and foreign
agencies' law enforcément efforts. Information about.when and to v\;hat extent the FBI will
involve itself in state, local, tribal and foreign investigations would be useful to an individual or
entity attempting to avoid federal scrutiny because of feafs that federal scrutiny would prompt
more aggressive enforcement efforts. Accordingly, the portions of the DIOG concerning these
limitations have been redacted.

(44) Limitations on Certain Domestic Investigative Activitics with Foreign Impact As
described in § 24, portions of the DIOG describe instances in which'domestic.invcstigative
activities may have an impact on foreign nations despite the activities being initiated
domestically. At DIOG-238, the FBI has redacted a humber of specific investigative activities

that fall under this rubric. Information regarding the conditions under which additional approvals

32 Redactions of this type of material have been taken at DIOG-130 (all redactions), 164 (second
redaction), 165 (first two redactions), 167 (all redactions), 180 (all redactions), 182 (all redactions), 183
(all redactions), 184 (all redactions), 185 (second and third redactions), 186 (first redaction), 188 (all
redactions), 189 (third redaction), 198 (first redaction), 200 (fifth redaction).

3* These redactions appear at DIOG-232 (all redactions), 233 (all redactions), 236 (all redactions)

and 237 (all redactions). Similar information regarding foreign law enforcement is redacted at DIOG-
234 (all redactions).
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are required could assist a potential criminal in determining that certain activities are unlikely to
garmier scrutiny because the relativg difficulty of gaiﬂing approval for the use of techniques
designed to detect these activities. As the FBI necessarily relies on cooperation with its‘-forcign
partners more and more since 9/11, the sensitivity of public exposure of these matters becomes
more and more risky. |

(45) Undisclosed Participation. As explained in ¥ 25, the DIOG contains a collection

of procedures governing the FBI’s undisclosed participation in the activities of third parties.
The effcctive.ness of these techniques is directly contingent upon the FBI keeping its idel;xtity |
undisclosed. The FBI has redacted provisions in the DIOG which describe the circumstances
under which FBI personnel and confidential sources may or may not engage in undisclosed
participation and the extent if participation is permitted. Wére an individual or entity engaged in
a criminal activity to know these rules, that knowledge could be used to devise “tests” to detect
FBI Micipaﬁon. Not only would this undcﬁnine the effectiveness of the technique, but it could
also placé FBI agents or sources in physical jeopardy. Moreover, providing information about
the oondiﬁqns under which these activities are allowed would allow potential criminals or
national security threats to tailor their activities to évade detection. As I stated in 9 25, the
necessity fdr protecting identities as well as sources and methods cannot be overemphasized.
Accordingly, the FBI has redacted pages of the DIOG covering these activities at DIOG-253-266.

(46) Duration of Pafticul_ar Techniques. As explained in § 26, the DIOG, at various

points, describes the time limitations imposed: on the use of various investigative techniques.

While these internal guidelines are of no interest to the general public, they are of potential
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interest to persons seeking to evade detection or prosecution for cr:in.ninal éctivity, . A person who
learns that a particular technique has been used in an investigation would be able to combine that
information with details from the_f)lOG to ascertain how léng to délay eﬁgaging in ;a criminal
acﬁvity in order to Iincréase the likelihood that he or she will avoid detection.*

(47)  Surveillance and Monitoring Information. As explained in q 27, the FBI has
redacted inforﬁation that .would'rcveal the .identity and types of devices or methods used in
surveillance and monitoring. Such disclosufc_s would enable subjects of FBI investigations to
circumvent simil._ar, currently used fechniques. The relative utilfty of these techniques could be
diminished if the actual techniques were released in this matter. This, in tum, would facilitate
the accumulation of in.fonnation by investigative subjects regarding the circumstances under
which the specific techniqueé' can be used or requested and the usefulness of the information
obtained. Release of this type of information would enable criminals, terrorists and spies to |
educate themselves about the techniques émployed for surveillance and monitoring and therefore |
allow these individuals to take countermeasures to circumvent the effectiveness of these

techniques and to continue to violate the law.*

(48) Identification of Obscure Capacities or Investigation ,Techniggés. As previously

3* The FBI has redacted descriptions on the time limits of various techniques at DIOG-71, 138
(eighth redaction), 143 (third redaction), 145 (fourth redactlon), 150 (first redaction), 171 (second
redaction) and 210-211.

3 Matérial of this nature has been redacted at DIQG-70 (first redaction), 71 (all redactions) , 72
(all redactions), 135-139 (all redactions), 141-143 (all redactions), 175 (Qast redaction), 176 (first
redaction), 193 (first two redactions), 195 (first and last redaction), 196 (all redactions) 197-204 (al}
redactions), 207 (last four redactions), 208-211 (all redactions}, 221 (last four redactions), 222-223 (all
redactions), 226 (all redactions), 363 (second redaction).
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explained (f 28), the DIOG references certain technologies, investigative capacities and
techniques that are not widely known. Knowledge of the existence of these technologies,
capacities or techniques could aid those criminals who are aiming to avoid detection >

(49). Interpal Web and E-mail Addregges and Phone Numbers. A§ previously noted in
v 29, the DIOG contains internal web addresses where particular i.nform#tion pertaining to the
DIOG can be located, as well as internal ¢-mail addresses and phone numbers used for the
purposes of investigative matters. Revealing this type of contact information could subject these
individuals to hackers and unauthorized users which could disrupt official bﬁsincss, in¢cluding by
impeding the ability of Special Agénts to conduct and conclude law enforcement investigations
in a timely manner. 3?

| CONCLUSION

(50) For the forgoing reasons, I respectfully submit that no further information from
the DIOG regarding its rules, policies, procedures and guidelines for conducting investigations
should be released into the public sphere.

' Pursu_ant to 28 U.S.C. § 1746, I declare under penalty of perjury that the foregoing is true

and correct.

36 Material describing or identifying these techniques is redacted at DIOG-71 (second redaction),
131 (first redaction), 141 {third and fourth redaction), 142 (all redactions), 143 (first, second and eighth
redactions), 144 (second redaction) and 372 (all redactions).

37 Material of this nature has been redacted at DIOG-191 (third and fourth redaction), 193 (third
redaction), 195 (second redaction), 205 (all redactions), 207 (first redaction), 221 (first redaction), 378
and 383. ' _
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Executed this _/ g &'c-lay of November, 2009,

4&5@&

_ . PISTOLE
D PUAY DIRECTOR
Fedefal Bureau of Investigation

Washington, D.C.
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