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DCS-5000 

System Security Plan 
(SSP) 

5 October 2006 
Version - DCS-5000 SSP Rev 2.2 

Prepared For: 

Federal Bureau of Investigation 
935 Pennsylvania Avenue, NW 

Room 9483 
Washington, DC 20530 

Prepared By: 
TICTU 

Jj&ivgd From: 

DeclajsiffOn:) 6Mte<lQ25 

* * * 

DATE: 02-09-2009 
CLASSIFIED BY 60322 UC/LP/P07KM 
REASON: 1.4 (G) 
DECLASSIFY OH": 02-09-2034 
ALL IUFORKATIOH CONTAINED 
HEREIN" IS UNCLASSIFIED EXCEPT 
IOHEEE SHOOT OTHERWISE 

Comment : This needs to be updated. 
Who is this person? 

bb 
b7C 

. . - • -{Comment : Is this accurate? 
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•Message Page 1 o f 2 

(OTD) (FBI) 

From: | |(ITP) (FBI) 
Sent: Monday, November 08, 2004 2:21 PM 
To: I IflTm (CON) 
Subject: RE: Nov 17 EOSO Orientation 

UNCLASSIFIED 
NON-RECORD 

Please con tac j~ |Thanks,[ 

—Original Message— 
From:l IflTD^ (CON) 
Sent; Monday, November 08, 2004 1:22 PM 
To:l \OTD) fFRTM IfTTD^ (FBI) 
Cci ICITDI ^FRT^ l r r r m (CON) 
Subject: Nov 17 EOSO Orientation 

UNCLASSIFIED 
NON-RECORD 

J(confirmed schedule below) 

]ref: orientation presentation pending 

Will you be able to present for the upcoming orientation. If not, can you advise of a recommended 
replacement. 

Your involvement in the past has been an important factor to the overall success of the orientation and I 
hope that your schedule will allow you to participate again. The technology manager portion of the 
program is scheduled for Wednesday, 17 November from 1:45-2:45 and 3:00 to 4:00 (a short break 
scheduled between sessions). Please let me know if you (or a designated alternate) would be available. 

b2 
fob 1.45-2:15 DCS3000 I I (pending) , 

2:15-2:45 I _ Ifoendina) 
2:45 - 3:00 Break 
3:00 - 3:30 DCS5000 
3:30 - 4:00 DCS6000 

(confirmed) 
confirmed) 

Thanks in advance for your time. I look forward to your feedback regarding participation. Please call me 
with any questions you may have. 

Regards. 
I I b 6 
1 1 b7C 
Electronic Surveillance Operations Support Office (EOSO) 
Electronic Surveillance Technology Section (ESTS) 
Investigative echnology Division (ITD) 

(D®sk) ALL INTÛRI1ATI0IJ CONTAINED 
( F a x ) HERE Ili IS UNCLASSIFIED 

DATE 01-29-2009 BY 60322/UC/LRP/PLJ/sdb 

10/5/2006 



•Message Page 1 of 1 

UNCLASSIFIED 

UNCLASSIFIED 

10/5/2006 
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•Message Page 1 of 1 

( O T D ) (FBI) 

From: (ITD) (FBI) 

Sent: Wednesday, August 04 2004 7:52 AM 
To: I IflTD) (CON) 

Subject: RE: EOSO Orientation 

UNCLASSIFIED 
NON-RECORD 

Dearj "*] 

Sorry... I will be on Leave 23-27 AUS-
Hopefully (the often ill)| |can provide his expertise on my behalf. 

Original r a s a g e — 
From J I (ITD) (CON) 
Sent: Tuesday. August 03, 2004 3:35 PM 

J o £ O T P ) f F B D 

3:35 PM 
i l i lTDHFBIi:! 1(ITP) (FBI) [ 

I r iTDi (FBI) l(ITD) fFBIM IOTP) (FBI) 
cd " r 1 I m m r m f o l I tms (ttim " T i r o (FBI); 

I IOTP) (FBI);| Krrp) (CON) 
Subject: EOSO Orientation 

UNCLASSIFIED 
NON-RECORD 

Our next new employee orientation is quickly approaching. Your involvement in the past has been an 
important factor to the overall success of the orientation and I hope that your schedule will allow you to 
participate again. The technology manager portion of the program is scheduled on Wednesday, 25 August 
from 1:45-2:45 and 3:00 to 4:00 (a short break scheduled between sessions). Please let me know if you 
(or a designated alternate) would be available as noted below. Thanks in advance. 

1:45-2:15 nnssnnr 
h2_ 2:15-2:45 [_ 
b6 
3b 7 C 
lb 7 E 

2:45 - 3:00 Break 
3:00 - 3:30 DCS5000 I I 
3:30 - 4:00 DCS6000 | | 

I I has done this for us previously. Please contact me at your convenience to 
discuss. Thanks again! 

I I 
Electronic Surve llance Operations Support Office (EOSO) 

ALL IHTOPMATIOH COBTAINED 
HEBEItr IS UNCLASSIFIED 

UNCLASSIF IED DATE 01-29-2009 BY 60322/UC/LRP/PLJ/sdb 

10/5/2006 
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•Message Page 1 of 1 

( O T D ) (FBI) 

From: 
Sent: 

](ITD) (FBI) 

Thursday, August 05, 2004 10:40 AM 

To: ITD) (FBI) 

Subject: RE: Pen Register 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

FYI - Boss -1 will be on AL August 25, 26 and 27th. | | 

Oriqinal Messaoe-

Sent: Thursday. August 05, 2004 10:16 AM 
Tn-I i r o s n (FBI), 
Cr:l J fSerf» ffipNVl 

Subject: Pen Reg ister,[ 

l i r I0TDÌ fFBIif 
I mm ìfbiìJ 

llITD) (FBI)II , (FBI); 
, Ìm-PUFBTVI irnm (FBI); 
IflTD) (FBIJI |(ITD) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

[ 
l a ni ] newly assigned|[ ^Telecommunications Intercept and Collection 
Technology Unit (TICTU) at ERF. This unit is responsible for providing electronic surveillance equipment 

I IThis equipment ranges from thel I 
the DCS-gOOO I Ithe DCS-5000l land the DCS-6000l 2< 

J I am contacting you to schedule a meeting of all parties listed in tfre cc: fanri anv vou deem tjj! 
necessary) to meet here at ERF and work towards written guidance with the|_ 
what classificatiorj 

^nd 

TICTU is currently receiving increased communications from the field offices as to the direction to follow. I 
am providing two possible dates to meet: Thursday, August 26, at 10:00 a.m. or Friday, September 3rd at 
10:00 a.m. Please advise of the date you prefer and if arirjitinnai information is needed before we meet. I 
can be contacted via e-mail or by téléphona | I await your response. 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 01-29-2009 BY 60322/UC/LRP/PLJ/sdb 

10/5/2006 



](ER)(CON) 
Sent: Monday, May 10, 2004 12:01 PM 

](ER) (FBI)[ 
] (ER) (CON) 

Subject: RE: Applying Secret Stickers to RedWolf Equipt at Installs 

UNCLASSIFIED 
NON-RECORD 

Although ERF/DCSP/Raytheon can be delegated responsibility for ensuring stickers are applied, this task 
should really be done by the site.[ 
1 1 Having other than site personnel responsible foil 
1 1 It's an 
easy task to apply stickers to the outside of the "boxes' 

FYI - During thd Installation. I noticed that the! I 
- for shipping - didn't have any markings. They intended to 

11 told them that the FBI's policy, as I know it today, 
"| This policy needs to be given to all DCSPs. 

v/r, 

Original Message—-
FromJ *1(ER) (FBI) 
Sent: Monday, May 10, 2004 8:39 AM 

T o { ~ 
(FBIXI 

](ER) 

Subject: Applying Secret Stickers to RedWolf Equipt at Installs 

UNCLASSIFIED 
NON-RECORD 

Gang, 

Whlevisiting[ Jast week, I noticed that there weren't any "SECRET" stickers applied to any of 
bcs-5oooF 

Also, there is a need to install a large UPS fortheDCS-300(| 
the RedWolf equipt. That would include the[ 

ALL INFORMATION CONTAIIIED 
HEREIN IS UNCLASSIFIED 
DATE 01-29-2009 BY 60322/UC/LRP/PLJ/sdb 
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DATE: 02-03-2009 
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SÉ 
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ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DCS-5000 Contingency Plan 

05 June 2006 

Version 1.1b 

Federal Bureau of Investigation 
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DCS-5000 
Risk Management Matrix (RMM) 

S E C W p ^ j O F O R N 
Version 1.00 



DCS-5000 Version 1.00 
Contingency Pían 

(THIS PAGE INTENTIONALLY LEFT BLANK) 

DCS-5000 
Risk Management Matrix (RMM) 

S E C f c e B a ^ Q F O R N 
Version 1.00 



DCS-5000 
Contingency Plan 

S Ç ^ f Ô q V / N O F O R N 
Version 1.00 

RECORD of CHANGES 
Number Date Description Entered Bv 

Version 1.0 April 8, 2004 Initial Draft 
Version 1.1 15 Sept 2005 Moved Change Page, Final Draft 
Version 1.1a 05 June 2006 Updated formatting, Updated contact data 
Version 1.1b 20 Sept 2006 Reviewed during contingency exercise 

* 

DCS-5000 
Risk Management Matrix (RMM) 

SEÇRSjy/NOFORN 
Version 1.00 



(REV. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Finance 

Date: 05/13/2005 

Criminal Investigative 

Attn: Ms.I 
Room I I (End 

Attn: Mr.^~ 
Room £ T 

From: Operational Technology 
Electronic Surveillance Technology Section/TICTU^ [ERF 
Contact: | 1 

Approved By: Haynes Kerry E 
Thomas Marcus C /vt 
n i f f o r d M-i r h a p l 

Drafted By: £ 

Case ID #: 
- n 9 ; 

Title: DCS-3 000 

Synopsis: Approve the purchase of | 
I I to support the DCS-3 00 0 program. 

Enclosure(s) FD-369, 3 in the amount of.$22,781.00 and 
quotes from CDWG and GMRI, Mission Critical Needs Statement. 
Details: The Telecommunications Intercept and Collection 
Technology Unit (TICTU) .is the primary development, deployment, 
and support unit for. swit.ch-based telecommunications intercepts. 
The TICTU supports criminal, national security, and foreign 
counterintelligence investigations utilizing telecommunications 
intercept techniques. To perform the operations involving Title 
III, Title 50 court ordered surveillance,.and the DCS-5000 
program, TICTU must be able to provide, support in a timely 
manner. 

Attached is requisition 
^$22.781.00 for the procurement -of 

1 in the amount of 

m 2 4 « 

I I 



To: Fi narine Fyftm;' Operational Technology 
Re: | I 05/13/2005 

The requested equipment is required- to I I 
I |for national security investigations. This 
equipment will be used to egress Communications Assistance 'for 
Law Enforcement Act (CALEA)I I 

| The equipment will be 
integrated with the FBI's DCS-3000 systems. 

Funding in the amount of 522.781.00.00 is available 
from Subobject Classification! |. 

2 



T o : , FlTlf i iniTf i From-
R e : 

Operational Technology 
05/13/2005 

Îb2 
fob 
ÏD7C 
h7F. 

LEAD(s) : 

Set Lead 1: (Action) . 

FINANCE 

AT WASHINGTON, DC " 

The Information Technology Contracts Unit is requested 
to issue a purchase order for the attached equipment.. Funding' in 
the amount of $22,781.00 is available from Subobject V 
Classification | | 

Set Lead 2: (Info) 
CRIMINAL INVESTIGATIVE 

a t [ 

For information only. 

CC: Mr. Havnea .1 IF 
Mr. ' Thomas ,1 Ie 
Mr. Clifford,! p. 

|ER 

RF 
RF 

RF 
ERF' 

M f (Enc) 
J E R F 
»FRF (Enc) 

_ J e r f 
] e r p"(Enc) 

• • 

3 



bZ 
bñ 
b7C 

FD-369 (Rev. 2-21-89) 
F E D E R A L BUREAU O F INVESTIGATION 

R E Q U I S I T I O N F O R S U P P L I E S AND/OR E Q U I P M E N T 
Page 1 of 1 

Req. # 

May 16, 2005 
Date 

Supply Technician: 
Program Manager: 
Funding Approved: 
Requester: 
COTR: 

Ordering Office/Cost Code Approved By Julilan Date 

M 
ERFB101/ 
ERFB101/ FY 2005 

Contract Specialist: 
Date Received: 

PPMS Approval: 
Purchase Order # 

ITEM » NATIONAL STOCK 
NUMBER 

SER .ft FULL DESCRIPTION UNIT 
OF 

ISSUE 

QTY. SUBOBJECT 
CLASS. 

BIS UNIT 
PRICE 

TOTAL 

1 " ! r 1 ea JM 1 1 S22.781.00 

Rpniiitififln Tipsrriptinn-

Suggested Vendor: 
CDVAG 
Attn:| 
230 Nortli Milwaukee Avenue 
Vernon Hills, IL 60061 

S P E C I A L I N S T R U C T I O N 
Ship to Code: 
Delivery Restrictions: M-F, 8am-4:30pm, except holidays 
Government's Estimate: $ 22,781.00 
Previous PO # 
Previous Contract # 

NONE 

J U S T I F I C A T I O N F O R T H E P U R C H A S E O F N O N E X P E N D A B L E I T E M S : 
Items are required to assist in the perfomance of Title III and Title 50 court-ordered 
surveillance. 



Page 1 

W G , 
1 ® The Right Technology. 

Right Away. 

www.CDWG.com 
800-808-4239 

SALES QUOTATION 
OUOTENO. ACCOUNT NO. 

C 1 j • 5/12/2005 

L FBI ERF 

I 

FBI ERF 

Customer Phone 

O Contact : 

Customer P.O. # T QUOTE 
ACCOUNT MANAGER SHIPPING METHOD TERMS EXEMPTION CERTIFICATE 

1 UPS Ground MasterCard/Visa Go .GOVT-EXEMPT 1 1 
QTY ITEM NUMBER DESCRIPTION UNIT PRICE EXTENDED PRICE 

SPECIAL INSTRUCTIONS 
Appreciate the opportunity! 

SUBTOTAL 
FREIGHT 
SALES TAX 

22781.00 

22781.00 
.00 
. 0 0 

BUY WITH CONFIDENCE. CDW IS A FORTUNE 500 COMPANY. 

CDW Government, Inc. 
230 North Milwaukee Ave. 
Vernon Hills, IL 60061 
Phone: 847-371-5000 Fax: 847-419-6200 

TOTAL } 
US Currency 

22,781.00 

Please remit payment to: 
CDW Government, Inc. 
75 Remittance Drive 
Suite 1515 
Chicago, IL 60675-1515 

http://www.CDWG.com


ib 2 
fob 
ib 7 C 
v d7E 

GMRI Government Micro Resources, Inc. (GMRI) 

Please Del iver l o : 

7403 Gateway Court, Manassas, VA 20109-7313 

Small Minority Owned Business 
Phone: 800-232-4671 Fax 703-330-1722 

From: Quote Number:!" 

FEDERAL BUREAU OF INVESTI 

Phone: 000-000-0000 

Email £ 

Accoum Representative 
Phone:[ 
Toll Free:(800) 232 -4671 X4547 
Fax:f70Tt 130-1722 • 
Emaill I 

May 12, 2005 

Quoted Pricing is valid for 30 days 

Description:Opcn Mkt/Prime/Commcrcial 

Salesperson^ 

FOB: Destination 
Small Minority Owned Business 

DUNSC 

Payment Terms: Net 50 Days 
Federal Tax ID:54-1404499 

Delivery 1- SO Days ARO 
C E q t-'AGlj 

Remit loiGovernment Micro Resources, Lockbox P.O. Box 79545, Baltimore, MD 21279-0545 

Part Piumbcr/Ctin * C/P/O Item Description Q t y Unit Price Tai. E x t Price 

23,511.00 

THANK YOU FOR THE OPPORTUNITY Sub Total: 

Sales Tax: 

Freight: 

Quote Total: 

23,511.00 

0.00 

0.00 

23,511.00 

If you have any questions, or would like pricing on 
any other items, please call. 

GMRI engineers are certified in SUN, IBM, Compaq, Del! and a host of Storage manufacturer product lines. 
We provide a full range of professional services from assessment to installation, integration and maintenance. We likewise offer expertise 
in E-Business, Storage Solutions, Enterprise Management and Infrastructure and Information Security. Please contact any GMRI Account 

Representative for more information 

• C = Contract, P = Pending Contract Approval, O = Open Market 
"Pursuant to 5 U.S.C. 5S2. Freedom of Information Act. the data and pr ic ings« forth herein is confidential and as such qualifies as an 

exception to disclosure requirements of die Act. Disclosure of the information requires written approval fironi GMRI." 

Page 1 of 1 



Mission Critical Needs Statement 

The Telecommunications Intercept and Collection Technology 
Unit (TICTU) is responsible for the development, deployment,.and 
support of access and collection technologies to perform 
lawfully authorized electronic surveillance of 
telecommunications services. The. TICTU is engaged in a number 
of rapidly developing and changing telecommunications activities 
and projects that require program planning, requirements 
development, development, deployment, support of collection 
systems, and industry liaison and coordination support. In 
order to accomplish its mission, the TICTU requires the 
continued support and augmentation of its current capabilities. 

The requested equipment is required to | | 
I I for national security investigations. This equipment 
will be used .to egress Communications Assistance for Law ' 
Enforcement Act (CALEA)I I 
The equipment will be integrated with the FBI's enterprise 
collections system (DSC-3000) to support collections. 

Please process the attached requisition on an "urgent and 
compelling need" basis so that the necessary critical 
engineering services may continue without interruption. 

Approval 



(Rev. 01-31-2003) 

F E D E R A L B U R E A U O F INVESTIGATION 

Precedence: ROUTINE Date: >05/13/2005 

To: Finance Attn: Ms._ 
I l ( E ~ 

Criminal • Investigative Attn: Mr.f 
i i 

From: Operational Technology 
Electronic Surveillance Technology Section/TICTU/j |ERF 
Contact: | ] 

Approved By: Haynes Kerry E 
Thomas Marcus C 
Clifford Michael Jr-v»"^ 

Drafted By: 

Case ID #: 
Title: DCS-3000 

Synopsis: Approve the purchase of land 
| I to support the DCS-3000 
program. 

Enclosure(s): FD-369.I Tin the amount of $87,200.88 and 
quote from CDWG, IT Acquisition Form, Mission Critical Needs 
Statement. 

Details: The Telecommunications Intercept and Collection 
Technology Unit (TICTU) is the primary development, deployment, 
and support unit for switch-based telecommunications intercepts. 
The TICTU supports criminal, national security, and foreign 
counterintelligence investigations utilizing telecommunications 
intercept techniques. To perform the operations involving Title 
III, Title 50 court ordered surveillance, and the DCS-3000 
program, TICTU must be able to provide support, in a timely 
manner. 

Attached is requisition I | in the amount of 
$87,200.88 for the procurement of | I and. 
| | The systems will be modified to 

» I 
U P L O A D E D : 

MAY 1 8 2005 

S . B . J 



To: Finanr.s FrCTTl!, Operational Technology 
Re: | |, 05/13/2005 

meet the programs specifications. As the units are completed, t h e ' • -

The requested equipment is required toj I 
I If or national security investigations. This ••• 
equipment will be I | 
from Commuications Assistance for Law Enforcement. Act! T 
I | The equipment will be integrated with the FBI's 
enterprise collections system (DSC-3000) to support collections.' 

Funding in the ajnminl- of ftR7.?nn RS i s available fmm-
Subobject Classifications 

i jmnnnl- o f S H 7 . 7 n n Rft i a ¿ v a - M a K I » p 



To: Finance From: operational Technology-
Re: I I 05/13/2005 

lb 2 
b e 
b'?C 
b7E 

LEAD(s) : 

Set Lead 1: (Action) 

FINANCE 

AT WASHINGTON. DC 

The Information Technology Contracts Unit is requested 
to issue a purchase order for the attached equipment. Funding in 
the amount of $87,200.88 is available from Subobject 
Classifications I "I 

Set Lead 2: (Info) 

• CRIMINAL INVESTIGATIVE 

AT I 

CC; 

• • 

For information only. 

Mr. Haynes, 
Mr. Thomas, 
Mr. Cliff orcTTT 

ERF 
ERF 
]ERF 

| e r f 
EEf (Enc) 

j £ R F 
I E R F (Enc) 

T e R F (Enc) 
JERF 

]ËRF (Enc) 

3 



b e 
hie 

D-369 (Rev. 2-21-89) fo"?E 

E 0 0 1 6 0 7 _ 
Req. K 

May 16, 2005 

Date 

•upply Technician: 

Togram Manager: 

'unding Approved: 

Sequester: 

:OTR: 

F E D E R A L BUREAU O F INVESTIGATION 

R E Q U I S I T I O N FOR S U P P L I E S AND/OR E Q U I P M E N T 

Ordering Office/Cost Code 

Micliael Cl i f fords i 

Page 1 of 1 

Approved By Julilan Date 

zdm 
ERF 
ERF 

te 
FY 2005 

Contract Specialist: 
Date Received: 

PPMS Approval: 
Purchase Ordsr # 

I T E M ft NATIONAL STOCK 
NUMBER 

SER. ft FULL DESCRIPTION UNIT 
OF 

ISSUE 

il ea 

QTY. SUBOBJECT 
CLASS. 

BI# UNr 
• PRICE 

T O T A L 

S71,650.00 

$14,687.50 

$863.38 

Requisit ion Descrintinir . 

Suggested Vendor : 
C D W - 0 
Attn:| 
230 North Milwaukee Avenue 
Vernon Hills, II 60061 

IPEC1AL I N S T R U C T I O N S : J U S T I F I C A T I O N FOR T H E P U R C H A S E O F N O N E X P E N D A B L E I T E M S : 
Ship to Code: 1 1 This requested equipment is required to| | 
Delivery Restrictions: M-F, 8am-4:!30pm, e x c e p t holidays 
Government's Estimate: S 87,200.88 
Previous P O S N O N E 
Previous Contract # 



(Rev. 01-31-2003) 

F E D E R A L B U R E A U O F INVESTIGATION 

h 2 
to 6 To-
te. 7 C 
fo 7 E 

b 2 
fc7E 

Precedence: ROUTINE 

To': - Finance Attn: 

Criminal Investigative Attn 

Date: 05/05/2005 

: M r . L 
RF (Bnc ) 

Room t J 
From:• Operational Technology 

Electronic Surveillance Technology Section/TICTUj [-ERF 
Contact: | 

Approved By : Haynes Kerry E lAA^^fr-^ 
Thomas Marcus C kt << 
Clifford Michael Jr 
F i l l i nr. r, Minti^pi 

Drafted By: 

Case ID #: 

Title: DCS-3000 

Synopsis: Approve the purchase of[ 
to support the DCS-3 00 0 program. 
Enclosure(s): FD-369, in the amount of $75,449.52 and 
quotes from Graybar, Kipper Tool Company and Anixter. 

Details: The Telecommunications Intercept and Collection 
Technology Unit (TICTU) is the primary development, deployment, 
and support unit for- switch-based telecommunications intercepts. 
The TICTU supports criminal, national security, and foreign 
counterintelligence investigations utilizing telecommunications 
intercept techniques. To perform the operations involving Title 
III, Title 50 court ordered surveillance, and the DCS-3000 
program, TICTU must be able to provide support in a timely . 
manner. 

Attached is requisition 
$75,449.52 for the procurement of 

"I in the amount of 

UPLOADED 

WAY 1 7 2005 

S . S - J 



To: Finance From: Operational Technology 
Re: 05/05/2005 

The requested equipment is required to I 
I I for nat -Hona ! spniritv investigations. This 
equipment will be used to I ' I 

I for- Title TTT and Title 501 
I The equipment will be I 

to support on-going and future operations. : 

Funding in the amount of $75.449.52 is available from 
Subobject CH assi f i rat -i nnl I 



•To: Finance; F r n m : Operational Technology-
Re : | 1 05/05/2005 

LEAD (s) : 

Set Lead 1: (Action) 

FINANCE 

AT WASHINGTON. DC 

The Information Technology Contracts Unit is requested . 
to issue a purchase order for the attached equipment. Funding in 
the amount of S75.449.52 is available from Subobject 
Classification! **]. 

Set Lead 2: (Info) 

CRIMINAL INVESTIGATIVE 

AT I 

CC: 

1 
For information only. 

Mr. Haiynes, 
Mr. Thomas, 
Mr. CliffordT 

ERF 
ERF 

J R F 

JERF 
IERF (Enc) 

T E R F 
J ERF (Enc) 

I-ERF 
JERF (Enc) 

3 I 1 



bi-
b s 

•hic 
FD-369 (Rev. 2-2 Î-89) h 7 E 

F E D E R A L B U R E A U O F INVESTIGATION 

R E Q U I S I T I O N F O R S U P P L I E S AND/OR E Q U I P M E N T 

Req. » 

May-12, 2005 

Dale 

Supply Teclmician: 
Program Manager: 
Fu'-".''^2, Approved: 
Rei , , jter: 
COTR: 

1 
Ordering Office/Cost Code 

^ryinÀ 

Michael T . E l l i o t t /. y 
/I L O C U & ^ . V ^ 

Michael Clifford JrJ 
: 1 o f l 

Approved By Julilan Date 

f R F 
^ < / / W n < ~ ~ 

m» y FY 2005 

Contract Specialist: 
Date Received: 

PPMS Approval: 
Purchase Order # 

ITEM.« NATIONAL STOCK 
NUMBER 

SER FULL DESCRIPTION UNIT 
OF 

ISSUE 

QTY. SUSOBJECT 
CLASS. 

BI# ' UN FT 
PRICE 

. TOTAL 

1 

FULL DESCRIPTION 

ea $75,449.52 

S i l s n ^ g j F 

^Renuis i t ion^escr in t ion: 

Suggested Vendor : 
Graybar 
1510 Tomlyiin Street 
Richmond, VA 23230 

SPECIAL INSTRUCTIONS: JUSTIFICATION FOR THE PURCHASE OF NONEXPENDABLE ITEMS: 

Ship to Code: | See Attached EC 
Delivery Restrictions: M-F, 8am-4:30pm, except holidays 
Government's Estimate: $ 75,449.52 SIT101: $75,449.52 - - ? t < Y 7 < A ^ 

Previous PO # None 
Previous Contract # 



' \ (Rev-:-02-31-2003) 
^ FEDERAL BUREAU OF INVESTIGATION 

h 2 
h6 
hlC 
hl E 

h 2 
b4 
lb 7 E 

Precedence: PRIORITY 

To: Investigative Technology 

From: 

Attn: L 

Date: 04/26/2004 
|ERF 

Investigative Technology . 
Electronic Surveillance Technology Section/TICTU/j |SRF 
Contact: | I 

Approved By: Clifford Michael Jr 
1 l\M 

Drafted By: 

Case ID #: 

Title: DCS-3000 

Synopsis: The Telecommunications Intercept and Collection 
Technology Unit (TICTU) requests the technical assistance of the 
Cryptographic and Electronic Analysis Unit (CEAU) to develop a 

Details: The TICTU is currently working withT 
dpy^lor» ani 

interim solution proposed byf 

• to 

.The 
1 

1 has provided the TICTU with 
sufficient technical documentation to I I 

lis ciirrent.lv nsanti at i no an T 

The TICTU requests the CEAU to assist in the 
development of a| 

| has provided the TICTU with|_ 
] The TICTU will provide this sample data and any' other 

UPLOADED 

MAY 0 3 2004 

S . D . J 

evrc.wpd 

r. ,00 



To: Investigative Technology From: Investigative Technology-
Re: | | 04/26/2004 

assistance necessary for the CEAU to I I The 
technical point of contact for the TICTU is Electronics Engineer 



To: TnvPsfiQat-Tvs T^nhnnl nny Prom: Investigative Technology 
: I I 04/26/2004 Re 

b2 
b4 V 
b 6 
b7C 
b7R 

LEAD (s) : 

Set Lead Is (Action) 

INVESTIGATIVE TECHNOLOGY 

The CEAU is requested to provide technical assistance 
to the TICTU to develop a| | 

I ' 
CC: Mr- rliffnrrj. QT-ERF 

I ERF 
1-ERF 

I-ERF 
J ERF 



(Rev. 01-31-2003) 
\ 

FEDERAL BUREAU OF INVESTIGATION 

fc2 
lb 6 
to 7 C 
io 7 E 

io 4 
fo7x 

Precedence : ROUTINE 

To: Finance 

information Resources 
Criminal Investigative 

Date: 06/04/2003 

Attn: Lsm I . I (Enc) 
¿ 3 

( E n c ) 

l ( E n c ) 

From: Investigative Technology 
Electronic Surveillance Technology Section/TIC' 
Contact: 

TJ~| ERF 

Approved By: [_ 
Thomas Marcus 
Clifford Michael Jr JUS. 

i&aéf Drafted By: 

Case ID #: 

Title: DCS-30 00 

Synopsis: The Finance Division is requested to initiate contract 
action to solicit vendors under the GSA FTS-2001 contract to 
satisfy requirements as set forth in the attached Statement of 
Work. 

Enclosure(s): I 
Statement of Work, FD-910, FD-369|_ 
$560,000. 

j in the amount of ] 

Details: The Telecommunications Intercept and Collection 
Technology Unit (TICTU) is responsible for the development, 
deployment, and support of access and collection technology to 
perform lawfully authorized electronic surveillance (ELSUR) of 
telecommunications services. 

The DCS-3000 and DCS-5000 systems f 

1 'me enclosed Statement of Work describes the 
requirements for such a network, referred to as| | 

[ 

• J U N 2 4 2 0 0 3 

ALL INFORMATIOU COHTAIMED 
HERE III IS UNCLASSIFIED 
DATE 01-29-2009 BY 6G322/UC/LRP/PI,J/3db 

v>° 



To: Finanrp Prnm: Investigative Technology-
Re: | | 06/04/2003 

The TICTU conducted a market survey to determine what 
services were available that would satisfy the needd I 
After several months of research. TICTU determined that such 
services are available from|~ I which are named on the 
GSA FTS-2 001 contract. Althoughl fis also listed on the GSA 
FTS-2 001 contract, they have been excluded from this list due to 
their offering not meeting the security specifications required 
in the Statement of Work. I 1 both offer suitable 
infrastructures I I 

The estimated cost of this network is $560,000 
annually, to be paid out of TICTU's budget. Funding is available 
from Budget Item Subobiect Classification 552580. 



To: Finance From: Investigative Technology 
Re: I I 06/04/2003 

LEAD(s): 

Set Lead 1: (Action) 

FINANCE 

AT WASHINGTON, DC 

The Finance Division is requested to take steps. on the 
behalf of TICTU, to enter into a procurement for a| 

F u n d i no i n the arfimint nf $560,000 is available from Budget Item 
ISubobject Classification 552580. 

Set Lead 2: (Info) 
INFORMATION RESOURCES 

AT WASHINGTON, DC 

For information only. 

Set Lead 3: (Info) 

CRIMINAL INVESTIGATIVE 
AT I I 

For information only. 

CC: 
.F (Enc) 

ERF (Enc) 
ERF (Enc) 
!RF (Enc) 
ERF (Enc) 



ACQUISITION PLAN 
>$100,000<$5,000,000 

FEDERAL BUREAU OF INVESTIGATION 

""UnifSection/Division: TICTU/ESTS/ITP 
2. Description of Requirement: L 

L 

3. Estimated Cost: $ 560, 000 

5. Distribution of Dollars: FY-$ 560,000 
FY-| FY-1 
FY-J FY- $ 

4. Term of Contract: Indefinite 

6. Subobject Class/Budget Itemi" 
Product or Service Code: I 

7. Market Research (state how performed & attach): Contacted vendor representatives 

Commercial Item: S! Yes • No 
If no to one or more above, explain: _ 

Competitive: 0 Yes • No 

8. Sources Considered: • FBI Personnel 
• 100% Small Bus. 
D Habzone 
• A-76 

9. If Information Technology: • IRM Review 

10. Type of Procurement: • Brand Name Only 
• Brand Name or Equal 

11. Contract Type: • BOA 
O Cost-Reimbursement 
• Firm-Fixed Price 

• Other Government Personnel 
• 8a Set aside 
D Women-owned 

G AIS Approval 

D Commercial Item 
D Compatibility 

• Required Sources (FAR Part 8) 
• Disadvantaged (FAR Part 8) 
¡3 Other Federal Contracts 

OIDIQ Contract 
• (IFB) 
O Incentive 

• Functional Specifications 
Ixl Performance-Based Service Contract 

CI Reimbursable Agreement 
• RFP 

• RFQ 
I Firm-Fixed Price w/Economic Adj. • Letter Contract (DOJ Approval) • Time and Material 

13. Environmentally Preferable Item: D Yes ¡Zi No 12. Lease vs Purchase (if lease, analysis attached): Yes 

14. Inherently Government Function (justified): G Yes 50 No 

15. Lead Time Required: _ To be Med in by Contracting Officer. 

Approval: 
Technical StaffMember/(date) Budget StaffMember/(date) 

Legal Review (Ifapplicable)/(datc) Contracting Officer or CCO/(da(e) 



tu-joy ittev. '¿-¿t-ay) h2 fc6 
fo7C 
fc7E FEDERAL BUREAU. OF INVESTIGATION 

REQUISITION FOR SUPPLIES AND/OR EQUIPMENT 

Req. # 

-tóWM-
Date 

Supply Technician: 
Program Manager: 
Funding Approved 
•""OTR: 

Room # & Ext: . 

Electronic SurraUmca Technology Swtion • 1822 / 

e c u s 

M i c M Clifford Ir. 
Ordering Office/Cost Code Approved By 

4//yUPage-
afford Jr. 

ORIGINAL 

of 

Julian Date 

Ü55 Contract Specialist^ 
Date Received: 

PPMS Approval-
Purchase Order # 

i r r xoi : HsbOjOOO- o ^ T ^ A ^ 

ITEMS NATIONAL STOCK 
NUMBER 

FULL DESCRIPTION UNIT 
OF 

ISSUE 

QTY. SUBOBJECT 
CLASS. 

BW UNIT 
PRICE 

TOTA 

5515&0 iaîaodfli 

iteÂBHsœarerL "jf^KïW IT 
Rèqûeeted by/DellW to: Ffcfcral B u t * « ûftavsalgfltlt ff 

Jr 

À5nj_ SSCŝÔÛO-CD 
SPECIAL INSTRUCTIONS: 

Ship to Code:-
Delivery Restrictions: _ 
Government's Estimate: _ 
Previous PO # 
Previous Contract # __ 

Man-m, g-arn - 4:30pm, sccpt oonanyï 
T5SD?KWB0 

FOR THE PURCHASE OF NONEXPENDABLE ITEMS: 

See Instructions on Reverse 



From: 
To: 
Date: 
Subject: 

1 
] Thu, May 29, 2003 2:41 PM 

! = = = • 
C J 

Please transfer thel * 
I . . . F ™ s m o n e y i s t o b e u s e d in upcoming ¡activity as outlined in Req 

T — ^ 2 7 7 " 
Thanks! 

I = l 

% ccount to our 

CC: 



(lfev. 08-28-2000) 

FEDERAL BUREAU OF INVESTIGATION 

lb 6 
b7C 

to 2 
lb 4 
lb 7 E 

Précedence: ROUTINE 

To: All Field Offices 

Date: 03/04/2003 

Attn: All Technical Supervisors 
All Technical Advisors 

From: Investigative Technology 
Electronic Surveillance Technology Section/TICTUj |ERF 
Contact: I I 

Approved By: [ 
Thomas Marcus c 
Clifford Michael 

Drafted By: 

Case ID #: 

Title: DCS-3000 

Synopsis 

f e h i B ^ 

To notify Technical Supervisors/Technical Advisors of 
1DCS-3000 systems and to 

: solicit their Simonrt-. in nrnvirfinaf 
will be 

of the L 
T 

Details: The DCS-3000 system has f 

] who 

HL_ 

] 

to achieve L 
1 To satisfy requirements needed 

] There is no change to system capabilities. 

c 
Personnel from the 

] These personnel have been . 
instructed' to contact the Technical Supervisor/Technical Advisor 

know and I I 
1 They will also be gathering 

UPLOADED I 
MAR 1 (i 2ÜQ3 

0 b 

<£3ik 



To: All Field Offices From: Investigative Technology-
Re: I I 03/04/2003 

LEAD ( s): 

Set Lead 1: 

ALL RECEIVING OFFICES 
All Technical Supervisors/Technical Advisors are 

requested to I | 
hnS-^000 systems in I 

expected to be fcompleted no later than 03/31/2003. 
CC: 

] The work is 

ERF 
ERF 
ERF 



f- ' 

(Rfcv. 0S-28-p00) 

FEDERAL BUREAU OF INVESTIGATION 

be 
b7C 

b2 
b7E 

Precedence:.' ROUTINE 

To : Finance 

Criminal Investigative 

Date: 06/27/2002 

Attn: Ms. 
Ms'. 
Mr. 

From: Laboratory • • 
Cyber Tprhmlnov SprUon/TTf-ml |£££ 
Contact: I I 

Title: DCS-3000 
]and[ 

lEnc 

Synopsis: Purchase I 
| to be used m support of DCS-3000 

Enclosure(s): FD-369, #832121 in the amount of $27,324, FD-901, 
Minimum Computer Requirements, Non-Information Technology (IT) 
Waiver request, and quotes from GovConnection, CDW-G, and GTSI. 

Details: The Telecommunications Intercept and Collection 
Technology Unit (TICTU) is the primary development, deployment, 
and support unit for switch-based telecommunications intercepts. 
The TICTU supports criminal, national security, and foreign 
counterintelligence investigations utilizing telecommunications 
intercept techniques^ To perform the operations involving Title 
III and Title .50 court order surveillance and the DCS-3000 
program, TICTU must be able to provide support in a timely 
manner. 

Attached is requisition! 
$27.324 for the procurement ofI 
I I The [ 

] in the amount of 
land! 

I As the units are completed, the~^ 



To : F-inannf» Prnm: Laboratory 
•Re: 06/27/2002 

The above-mentioned equipment is non-IT as defined in 
the 05/07/2 001 EC entitled "INFORMATION RESOURCES MANAGEMENT; 
INFORMATION TECHNOLOGY DEFINITIONS FOR PROCUREMENT MATTERS." It 
has been previously determined that al ~1 

I- The reguesteT 
equipment is required to I ^ I 
national security investigations. This equipment will be used to 
I ~lcommunications 
Assistance for Law Enforcement Act | |. 

Due to the 
: I I f these 

] Title III and Title 50 cases will go 
{ T h i s request for purchase, therefore, is an urgent 

ana compeixxng buy. 
A market survey was conducted under the GSA schedule. 

The findings are, GovConnection is the only company that can 
fully comply with TICTU's requirements due to the technical 
specifications I 

I 1 

Funding in-the amount of $27,324 is available from 
Budget Item JM, TICTU Spend CodeI ~~l 



To : Finance From- Laboratory 
•Re: I |, 06/27/2002 

LEAD ( S) : 

Set Lead 1: (Adm) 

FINANCE 

AT" WASHINGTON, DC 
The Finance Division is requested to approve the 

purchase of | 1 and I | to 
be used in support of DCS-3000. Funding in the amount of $27,324 
is available from Budget Item JM. 

Set Lead 2: (Adm) 

CRIMINAL INVESTIGATIVE 

AT 

For information only. 

CC: • Mr. Thomas.I bp™ 

Mr 
Ms 
MS ÎERF (Enc) 

ERF 
ERF (Enc) 

Mr T 
Ms . [ JËRF (Enc) 

J ERF 



FD-369 (Rev. 2-23-89) 

REQ, # 

b2 fe6 
fo7C fc"S 

FEDERAL BUREAU OF INVESTIGATION 

REQUISITION FOR SUPPLIES AND/OR EQUIPMENT 
ORDINAL 

ifx/ca 
DATE 

SUPPLY TECHNICIAN: 
PROGRAM MANAGER: 
FUNDING APPROVED 
COTR: 

Room # & E x t : 

CyWrTtcfc—l»«? Sortii-07« 
/ 

I t a w C t a a 

PAGE OF 

w 
UV 

ORDERING OFFICE/COST CODE APPROVED BY 

CONTRACT SPECIALIST.: 
Date Received: 

PPMS APPROVAL: 
PURCHASE ORDER. # 

—r 
JULIAN DATE 

J$27,324.00 - n ^ y - r ^ 

ITEM# 
NATIONAL STOCK. 

NUMBER SER. # FULL DESCRIPTION 
UNIT 

OF 
ISSUE 

QTY. 
SUBOBJECT 

CLASS. B I # 
UNIT 
PRICE TOTAL 

OovCoao»rtioc 
7503 StaMtafc ?Uk*, RodrviCe, MD 20S33 

1 

1 «• JM 23,401.0* 
1 M JM 3,916.0® 

; 

fttttmacBdsd by ̂ [ItCTU 
RwfMMdlqr: IW^BiwofljrYïÂiptk»^^ 

i 
Alt eon oa: i 

SPECIAL INSTRUCTIOHS: 
Ship to Code: 
Delivery Restrictions: 
Government's Esttaate: 
Previous PO # 
Previous Contract # 

C7.»MJK> 

JUSTIFICATION FOR HIE PURCHASE OF KONEXPENDABIE ITEMS: 
So«Jja*fa»dEC 

See Instructions on Reverse 



FD-901 i-2000) 
ïo7C . ' 
B S INFORMATION RESOURCES MANAGEMENT 

RESOURCES REQUEST FORM 

Requestor Information 

Originator Phone ft Date: 0 6 / 2 7 / 2 0 0 2 

FD-369 ft Description: Computer System Requesting FO/Division: 7 

• Increase to previous FD-369 # 0 Decrease to previous FD-369 # 

System Name/Program SupporteiJ 0 Privacy Impact Assessment 

Initial Acquisition Est Cost: $ 2 7 , 3 2 4 . 0 0 Expected System Life (years) Total Cost: $ 2 7 , 3 2 4 . 0 0 

Funding Signature: BI ft JM SOC: 

Supply Tech Signature: 

Admin Office Signature: Division: Spending Plan ft ' 

Division Approva! (Signature/Title): 

Coordinating Offices and Approvals (office use only) 

Acquisition ft Specialist: Assigned Date: 

AIS ft Date Submitted: Approved Date: 

Coordinating Offices Date In Date Out Approvals Signature 

IRD-FRPMU or CHS CAO . • Yes • No 
be 
b7C 

CSSU 
D Yes D N O • Waiver (see below) 

Security [ ( D Yes • No • Waiy£r(see below) 

IRM I 0 
P ^ e s • No ¿^Waiver (see below) 

Finance i Í 
• Yes • No 

Waiver Details: Initials: 

Submitted to PPMS: Date Submitted;. 

Award Information (office use only) 

Contracting Specialist: Phone ft Room ft 

Procurement Method: Vendor Name/POC: 

PO ft Total PO: S Contact ft 

Options: Qty: Authority: / Used: S 

Term (years): Remaining: $ 

Total: Î 



* * * F O R O F F I C I A L U S E O N L Y * * * 

TO: SSAI I Date: 06/27/2002 
Information Resource Manager 

SUBJECT: INFORMATION TECHNOLOGY (IT) MATTER 
NON-IT WAIVER REQUEST 

The attached requisition number [ 1 is from the 
Laboratory Division. Cyber Technology,Section, 
Telecommunications Intercept and Collection Technology Unit 
(TICTU) . Electronics Engineer! I is responsible 
for implementation of CALEA (Communications Assistance for Law 
Enforcement Act) I I 

I ! : 

The requested equipment isf 

The true functionality of this equipment is as a 

I Therefore a Non-IT waiver is being requested. 

TICTU 

*** FOR OFFICIAL USE ONLY *** 



Date: 06/25/02 Time: 10:36 AM To: Page: 002-003 

GovConnection QUOTATION 
Quote #| I 

IT Solutions for 8<wemmeat aad Education PLEASE REFER TO THE ABOVE 
QUOTE NUMBER WHEN ORDERING . 

7 5 0 3 S t a n d i s h P l a c e 
R o c k v i l l e , M D 2 0 8 5 5 Date: June 2 5 , 2 0 0 2 

Valid through: July 2 5 , 2 0 0 2 

Account #: 

Account Executive: 

Phone: 
Fas: 
Email: 

(301) 340-7402 

Account Manager: 

Phone: 

Fax: 

Email: 
(603) 683-0203 

QUOTE PROVIDED TO: 
DOJ-FBI 

SHIP TO: 
DOJ-FBI 

DELIVERY FOB TERMS C O N T R A C T ID # 
1-30 Days A/R70 Destination NET 30 GSA #| J 

Qty Item # Maouf. Pari # Description Price Ext 

$23,408.00 

$3,916.00 

Lines: 

C O W 

2 

M E N T S 

Ca 1 your Account Manac 
This quot 

er or see the attached sheet for ordering information 
i is subject to change at any time. 

Total 
Merchandise 

Fee 

Ship Via 
Ground (N/C) 

Freight 
Charge 

T O T A L 

$27,324.00 

$0.00 

286. pounds 

$0.00 

Lines: 

C O W 

2 

M E N T S 

Ca 1 your Account Manac 
This quot 

er or see the attached sheet for ordering information 
i is subject to change at any time. 

Total 
Merchandise 

Fee 

Ship Via 
Ground (N/C) 

Freight 
Charge 

T O T A L $27,324.00 

Lines: 

C O W 

2 

M E N T S 

Ca 1 your Account Manac 
This quot 

er or see the attached sheet for ordering information 
i is subject to change at any time. 

Total 
Merchandise 

Fee 

Ship Via 
Ground (N/C) 

Freight 
Charge 

T O T A L 

Page 1 of 1 
\ 



ORDERING INFORMATION: 
GovConnection Inc. G SA SCHEDULE #1 

EXPIRATION: MARCH 31, 2007 
TERMS: NET 30 
FOB POINT: DEST 
MAXIMUM ORDER LIMITATION: NONE 
DELIVERY TIME: 1-30 DAYS ARO 
CAGF CODE: I I 
FEDERAL EMPLOYEES IDENTIFICATION NUMBER J | 
DUNS NUMBER^ | 
C E C :I » 

Ordering Address: 
GovConnection, Inc. 
7503 Standish Place 
Rockville, MD 20855 

Remittance Address: 
GovConnection, Inc. 
Box 81018 
Woburn, MA 01813-1018 

EFT/ACH Bank Information: 
Bank: Mellon Bank 
ABA#: 
Account# 

FOR THE PURPOSE OF THIS CONTRACT, GovConnection Inc. IS A 
SMALL BUSINESS CONCERN -

Sales: 
Fax: 301-340-7402 



GrovConnection 
f ï Sofations for government aad Etfucaf ion 

7503 Standish Place 
Rockville, MD 20855 

QUOTATION 

Account Executive: 

Phone: 

Fas: 
Email: 

(301) 340-7402 

QUOTE PROVIDED TO: 
DOJ-FB! 

Quote #[ 
PLEASE REFER TO THE ABOVE 
QUOTE NUMBER WHEN ORDERING 

Date: June 24 ,2002 
Valid through: July 24 ,2002 
Account #: 

Account Manager: 

Phone: 

Fax: 

Email: 

(603) 683-0203 

r 
SHIP TO: 
DOJ-FBI 

DELIVERY FOB TERMS CONTRACT ID # 
1-30 Days A/R/O Destination NET 30 GSA#J 

Qtv Item # Mannt Part # Description Price Ext 

$21,868.00 

53,916.00 

unes: 

C O M M E N T S 

Ca 1 your Account Manac 
This quot 

er or see the attached sheet for ordering information 
: is subject to change at any time _ 

Total 
Merchandise 

Fee 

Ship Via 
Ground (N/Q 

Freight 
Charge 

T O T A L 

$25,784.00 

$0.00 

286. pounds 

$0.00 

unes: 

C O M M E N T S 

Ca 1 your Account Manac 
This quot 

er or see the attached sheet for ordering information 
: is subject to change at any time _ 

Total 
Merchandise 

Fee 

Ship Via 
Ground (N/Q 

Freight 
Charge 

T O T A L $25,784.00 

unes: 

C O M M E N T S 

Ca 1 your Account Manac 
This quot 

er or see the attached sheet for ordering information 
: is subject to change at any time _ 

Total 
Merchandise 

Fee 

Ship Via 
Ground (N/Q 

Freight 
Charge 

T O T A L 

Page 1 of 1 
\ 



Date: 06/24/02 Time: 01:33 PM To: [_ TT 7036326158 

* The Right Technology. 
Right Away.™ 

www.CDWG.com 
800-808-4239 

6/24/2002 

PAX TRANSMISSION COVER SHEET 

hz 
)bS 
Io7C 

To: 

Prom: 

Pax Number: 17036326158 

I I r Direct Voice:I 
Toll Free #: 877-325-9489 
Direct Pax: 312-705-8234 

c= E-Mail: 

RE: Quote Number f 

If you do not receive all the pages, Please Call Back 
" As Soon As Possible 

General Pax Numbers 
Sales: 847-419-6200 

Page: 001-002 

Comments: 
Thnaks a lot! 

http://www.CDWG.com


Date ; uo / f Time: UA - —«s 1 ° '• a i t c n w i L e a 

b2 
be 
b7C 
b7E 

to 2 
b7E 

The Right Techntilogy. 
Right Away. '* 

tvww.COlVG.com 
800-808-4239 

SALES QUOTATION 
j ' 6 / 2 4 / 2 0 0 2 

QUOTE NO. ACCOUNT NO. 

L FBI ERF 
T O 

FBI ERF 

1 

Contact 

Customer Phon« ï Customer Reference i f QUOTE 

ACCOUNT MANAGER SHIPPING METHOd •• TERMS EXEMPTION CERTIFICATE 
FEDEX Ground MasterCard/Visa Go GOVT-EXEMPT 

QTY. ITEM NUMBER DESCRIPTION [ UNIT PRICE EXTENDED PRICE 

Contract: STANDARD PRICING 

Ask your CDWG Account Manager about 
Service Solutions available for your 
purchase. Some service include free 
technical support, training, 
extended warranties and more. 
Upgrades to on-site or overnight 
repair are available on most models 
Call Today! 

For Each 1 Yr ? Vt 

DUNS # 
TIN # 

CAGE Code 

Ask your Accourt Manager about our 
GSA Schedule #:| | 

189.00 

189.00 

.00 13.03 TOTAL 202.03 

BUY WITH CONFIDENCE. CDW IS A FORTUNE 500 COMPANY. 
VERNON HILLS SHOWROOM CHICAGO SHOWROOM 

200 N. Milwaukee Avenue, Vernon Hills, IL 60061 315 W. Gianf l Avenue. Chicago. IL 6C-610 

Phone: 847-465-6000 Fax:847-165-6800 Phone:312-527-2700 Fax: 312-527-2"'98 

Please remit payment to: 
75 Remittance Drive 

Suite 7575 
Chicago, IL 60675-1515^ 



h 2 
b6 
b7C 
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gtsi GTSI Corp. 
3901 Stcmecrafl Boulevard Chantilly, VA 20151-1010 1-80 0-09-GTSI 

www. gt3i ..com 

Saies Quotation 

To: 

FEDERAL BUREAU OF INVESTIGATE 

Reference No 

Phone 

Fax: 01 -703-632-S158 

Quotation # : 
Customer S: 

Date: 24-JUN-02 

Sales Rep.: I ~ 

Phone: 1-800-999-QTSI 

Fax: 1-703-222-5224 

GTSI PROPRIETARY 

# GtsTp/n 
COT' 

Manufacturer 
~"Mfg~p/n 

"̂ """Tœrfflëscrîpîôn" 
"ContrâcfVèhl'cfë 

• w Uuantity Unit Hrice txtended Hrii 

REDWOOD [ 
TECHNOLOGIES, LLC 

32,494.Q( 

001 

002 |_ 4,048.01 

SubTotal 36,542.0 

Tax .0' 

Freight .0' 

COD •0i 

Mise .0 

TOTAL. $ 36,542.0( 

Government's first site for IT is now open for personal purchases. http://wKw.gtsi.core/gepp 

Prices are subject to change without notice. Quote Page 1 

http://wKw.gtsi.core/gepp
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FEDERAL BUREAU OF INVESTIGATION 
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Precedence! ROUTINE 

To: Finance 
Criminal Investigative 

Date: 04/18/2002 

Attn: Ms. 
Mr. 

From: Laboratory — — 
Cyber Technology Section/TICTU/I t-ERF 
Contact: I I 

:.e.cl JBy :...... y 

Drafted By: 

Case ID #: 

Title: I 

Thomas Marcus C 
• Its* 

] 
Synopsis: The Engineering Contracts Unit (ECU) is requested to 
issue a delivery order for the purchase of various I I 
I I products to support the I l/DCS-3000 
Programs. 

Enclosure(s): FD-369,^ ] in the amount of $58,850. 

Details: The Telecommunications Intercept and Collection 
Technology Unit (TI.CTU) is the primary development, deployment, 
and support unit for switch-based telecommunications intercepts. 
The TICTU supports criminal, national security, and foreign 
counterintelligence investigations utilizing telecommunications 
intercept techniques. To support ongoing operations involving 
Title III. Title 50'court ordered surveillance, and thef 
| |TICTU must be able to provide support in a' LllllHiy 
manner. 

Attached is requisition [ ]dated 04/18/2002, in. 
the amount of $58,850 for the procurement of JSI products as 

. f o l l o w s ; — C 



To: Finance From: Laboratory 
Re: | { 04/18/2002 

The ECU is requested to issue a delivery order for the 
purchase of the above' mentioned! "¡products to support the 
I 1/DCS-3000 Programs. Funding in the amount of $58.850 
is available from Budget Item JM, TICTU Spend Code | |. 



To: Fl nanre Prnrn;. Laboratory 
Re: | | 04/18/2002 

LEAD(s) : 

Set Lead 1: (Adm) 

FINANCE 

AT WASHINGTON, DC 

The ECU is requested to issue a delivery order for the The ECU 3 s requested to issue a aeiive 
pi i r rhaf ip nf v a n n n s | f pmrhirl-.s t n simnorh f.hft| 
DCS-3000 Programs. Funding in the amnnnt of $58,850 is available 
from Budget Item JM, TICTU Spend Code| [ 
Set Lead 2: (Adm) 

CRIMINAL INVESTIGATIVE 

ATI ~ 

CC: 

For information only. 

Mr. 'Thomas, I lERF 
H -ERF (Enc) 
"1-ERF 

IJERF 
3RF (Enc) 

J-ERF (Enc) 
"ERF (Enc) 

to 2 



FD-369 (Rev. 2-23-89) 

b2 feS 
hlC b7E 

REQ. # 

04/18/2002 

FEDERAL BUREAU OF INVESTIGATION 

REQUISITION FOR SUPPLIES AND/OS. EQUIPMENT.); 

DATE 

Cyber Technology 
Section -'0783 
ORDERING OFFICE/COST CODE 

" Marcus C. Thomas . 
APPROVED ;BY V 'V,' 

ORIGINAL 

• PAGE 1 OF ' 1 

JUUAN DATE 

SUPPLY TECHNICIAN: 1 
PROGRAM MANAGER: 1 

FUNDING APPROVED 
COTR: 1 

• Room # & Ext: ' IERF, Extl 1 
Spend Code: | $58,850.00 

CONTRACT ! SPECIALIST 
' Date Received:.!1 
PPMS APPROVAL: 'ii' •. 
PURCHASE ¡ORDER # 

' .;(:-. 
.. : , 

ITEM» 
NATIONAL STOCK 

NUHUER SER. ••# i FULL DESCRIPTION • 
UNIT-'. 

OF 
ISSUE 

QXT; ; j : 
' '.». li 

SOBOBJECX 
CLASS. BI# 

UNIT 
PRICE TOTAL 

: :i i ' i ' : 

f. ... ; > 

/ Attn: 1 1 ^-V." 
Contract il : I 1 Í : f 

e a Í JM 
«t 

e a JM" 
: / 

ea JM 

e a JM 

• \ • " ;;r J¡--
' ' ' s |¡v : 

f.' ''<•••' ¡i ' 
.• • . : * 1 • Total 58,850.00 

Ship to Code: .- • ' , | 
Delivery Restrictions: .<:• M-F 8am 
Government's Estimate: 
Previous PO # 
Previous Contract # 

pm. No Holidays' 
$58.850.00 • ' ' • - -

f JUSTIFICATION FOR TUE PURCHASE OF RONEXPENÜABLE ITEMS: 
' 4 See attached¡EC• Ü 

:,.- •. c.^ y || 
See Instructionson¡ Reverse ' " # : • >Ji 
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Precedence: ROUTINE 

To: Operational Technology 
Date: 08/16/2006 

From: Operational Technology 
Electronic Surveillance Technology Section/TICTU^ |ERF 
Contact: | | 

Approved By: [ 

Drafted By: 
] 

bic 

] (Pending) Case ID #: (U) | 

Title: (U) I 
Synopsis: (U) To report details of travel to theT 

Jin Ottawa, Canada on 07/25-26/2006, 
T 

Î U ) 

Details : (U) On 07/25-26/2006 the I 

Agent(SSA)f 
(EEjJ 
EE [ 

lin Ottawa, Canada was attended by Supervisory Special 
Electronics Engineer 
EE I land 

. I of the Telecommunications Intercept and 
Collection Technology Unit (TICTU); SSA| ~ 
and EE [ 
Unit. 
Of thg nat-a TntP.rrBnt. Technology Unit; and EE I 

" — I of the ELSUR Technology Management 

.' CJ S X The l_ 
I J I composed of technical" expertg-1rom--t-he| 

lis a working group 

of Investigation (FBI). I 
1 aim ¿suëi'di üuiggu ì 

ALL IUF0RHÄTI0N C0NTAIHED 
HEREIff IS UNCLASSIFIED EXCEPT 
I0HEFE SHOOT OTHERWISE 

ttec_072006 

DATE: 02-03-2009 
CLASSIFIED BY 60322/UC/LRP/PlJ/sdb 
REASON: 1.4 (b, gj 
DECLASSIFY 0W: 02-03-2034 



To: Operational Technology From: Operational Technology 
Re: (U) I I 08/16/2006 

(S) 

y^U The agenda.for the I jincluded 
updates from each member organization on the current status of 
their I •-.... 

,1 , • • : 
J I and a brief demonstration of thej 



Ib 2 
lb 7 S 

fol 
fo2 
fo7E 

To: 
Re: 

Op e ra±_mnaJ_ 
(U) t 

Tai-hrinl 
3 

SEj 

gy From: Operational Technology 
08/16/2006 

( S ) f romf 

Îb2 
be 
ib 7 C 
ib 7 E 

b 
7C 

Thora T.rac nnanimous agreement among representatives 
Ithat.r ] 

In addition, the current work being conducted hv 
each organization to I 

(U) SSA[ 
the group with an overview of the FBI'S 

I EE I 1 and EF.I I provided 
W o f 1-hA FRT'wl I 

] SSA|_ 
disriisspfi the function of the Data Intercept Technology Unit. 

J briefly 

EE [discussed the operational functions of the DCS-3000, 
DCS-5000, and DCS-6000 systems and provided an update on recent 
I [capabilities developed by the FBI. 
EE I l-provided a brief overview of thel I 

land further explained the FBI7 s business 
J 

CC: "TERF 
"H-ERF 
JËRF 

TERF 
ERF 

RF 
ERF 
ERF 
ERF 



"CRev. 01-31-2003) 

FEDERAL B U R E A U O F INVESTIGATION 

Precedence: ROUTINE 

To: Finance 
Date: 05/11/2006 

Attn: [ 
ERFH |(Enc) 

From: Operational Technology ' _ _ 
Electronic Surveillance Technology Section/TICTUl I-
Contact: | 1 

Approved By: Haynes Kerry E 
Thomas Marcus C 

ERF 

to 2 
b e 
b 7 C 
b7E 

Drafted By: 

Case ID #: 

bic 

Title: DCS-3000 

Synopsis: Purchase ofl I to support DCS-
3000, DCS-5000, and DCS-6000 systems. 

Enclosure(s): FD-369, #E003245 in the amount of $61,200; IT 
Acquisition Form; and Quotes from (1) CDWG, (2) Lyme Computer 
Systems, Incorporated and (3) World Wide Technology, 
Incorporated. COTS number assigned is | | 

Details: The Telecommunications Intercept and Collection 
Technology Unit (TICTU) is the primary development, deployment, 
and support unit for switch-based telecommunications intercepts. 
The TICTU supports criminal, national security, and foreign 
counterintelligence investigations utilizing telecommunications 
intercept techniques. TICTU is responsible for providing 
technical expertise and equipment to implement all Communications 
Assistance for Law Enforcement Act (CALEA)-based intercepts. To 
perform the operations involving Title III and Title 50 court 
ordered surveillance, the TICTU must be able to provide support 
in a timely manner. 

fo2 
b7E 

ALL INFORMATI01 CONTAINED 
• HE BE III IS UNCLASSIFIED 

DATE 02-03-2009 BY 60322/UC/LRP/FLJ/sdii 
I 



To: Finance From: Operational Technology 
Re: | | 05/11/2006 

Attached is Requisition #E003245 dated 05/09/2006 in 
the amount of $61,200 with COTS numberl "~lfor the 
procurement of I I to support DCS-3000. 
DCS-5000, and DCS-6000 systems. Thel I are 

| Fundi nn in the amniint of S61.?n0 is 
available from Subobject Classification I I Budget Item JM. 

to 2 
J b7E 



To: Finance From: Operational Technology 
Re: I I, 05/11/2006 

LEAD (s) : 

Set Lead 1: (Action) 

FINANCE 

AT WASHINGTON, DC 

Finance is requested to issue a purchase order in the 
amount of $61,200 for the above-mentioned equipment. Funding is 
available from Subobject Classification 

CC: TEII 
1 Budget Item JM. 

F (Enc) 
ERF (Enc) 
JERF (Enc) 

JËRF (Enc) 
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FEDERAL B U R E A U O F INVESTIGATION 

Precedence : ROUTINE 

To: Operational Technology 

Date: 05/2/2006 

Attn: 

Security Attn: 

b 2 
lb 7 E 

From: Security 
Information Assuranr.a/Acnreditation/I 
Contact: | | 

Approved By: [ 

Drafted By: 

Case ID #:[ 

Title 

mlm 

IT SYSTEMS SECURITY RISK ANALYSES 
INFORMATION ASSURANCE SECTION (IAS) 
ACCREDITATION UNIT (AU) 
DIGITAL COLLECTION SYSTEM 3000 (DCS-3000) 
ACCREDITATION DECISION: 
SECURITY CHARACTERISTIC AND TIER LEVEL 
DESIGNATION FOR DCS-3000 

Synopsis: Designate the DCS-3000 Tier Level, Mode of Operation 
determine the Confidentiality, Integrity, Availability Levels, 
Boundary description, and name the key Certification and 
Accreditation Team Members. 

Administrative: DCS-3000 Accreditation Boundary Diagram, dated 
05/1/2006. 

Details: As a result of correspondence and meetings with the 
Accreditation Representative, Information System Security 
Manager, Information System Security Officer, Certification 
Representative, the DCS-3000 Program Manager and System 
Administrator, the following security characteristics and Tier 
Level have been determined and agreed upon. 

The Leveia—oL. Concern (LoC) a r s l If o r 
Confidentiality, I I for Integrity, andl |for 
Availability. DCS-3000 is a Sensitive but Unclassified (SBU) 
system operating in the | I The DCS 
3000 has been assessed as a I I in accordance with the 
FBI Certification and Accreditation Handbook. 



fo2 To: Operational Technology From: Security 
I 

operational Tecnnoioq 
Re: I I 05/2/2006 

Ib6 
ib7C 

The DCS-3000 application suite was developed to assist 
Law Enforcement Agencies (LEA) with collecting and processing 
data for court-ordered F,1 er.tronic Survei 11 anr.P fET.smn 
operations. The DCS-3000| I 
^ Telecommunications Service Provider (TSP) and stores it at the 

The DCS-3000 application suite consists of I I 
I I The 
components of the DCS suite used to support a particular 
requirement depend upon the type of surveillance to be conducted, 
the I I 

I | and availability of equipment at the field office. 

The Certification and Accreditation Team Members are: 

System Owner: | 
Information System Security icer : 
System Administrator: 
Information System Security Manager; 
Certification Representative: 
Accreditation Representative: 

2 



h>2 ' 
Sb'VE To: Operational Technology From: Security 

Re: | I 05/2/2006 

LEAD(s): 

Set Lead 1: (Info) 

OPERATIONAL TECHNOLOGY 
ATI I 

Notify the ISSM if there are any changes to DCS-3000 
that could impact its designation of the Tier Level, Levels of 
Concern, Mode of Operation, and accreditation boundary. 

Set Lead 2: (Info) 

SECURITY 

AT WASHINGTON. DC 

For information only. 
5b 6 CC: 
b7C 

3 
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Precedence: ROUTINE 

To: Finance Attn 

Criminal Investigative Attn: 

Date: 11/17/2005 

(Enc) 
Rm ¡_ 

From: Operational Technology 
Electronic Surveillance Technology Section/TICTU/| [-ERF 
Contact: | | 

Approved By: 

Drafted By: 

Case ID #: 

Title: DCS-5000 

Synopsis: Purchase of Cisco[ 
components to support DCS-5000. 

] and associated 

Enclosure(s): FD-369, Requisition Number[ in the amount 
of $285,650.20; Quotes from GTS, CDWG, and IBM; Acquisition Form 
and Acquisition Planning Form. 
Details: The Telecommunications Intercept and Collection 
Technology Unit (TICTU) is the primary development, deployment, 
and support unit for switch-based telecommunications intercepts. 
The TICTU supports criminal, national security, and foreign 
counterintelligence investigations utilizing telecommunications 
intercept techniques. TICTU is responsible for providing 
technical .expertise and equipment to implement all Communications 
Assistance for Law Enforcement Act (CALEA-based intercepts. To 
perform the operations involving Title III and Title 50 court 
ordered surveillance, the TICTU must be able to provide support 
in a timely manner. 

h 2 
hlE 

Attached is Requisition Number ] dated 11/17/2005 
in the amount of $285,650.20 for the procurement of Cisco 

ALL Iii FORMATION CONTAINED 
HEEEIN IS UNCLASSIFIED 
DATE 02-03-2009 BY 60322/UC/LRP/PLJ/sdb 



To: Finanrp EVnnr Operational Technology 
Re: | | 11/17/2005 

1 | and associated components to support DCS-3000. 
DCS-5000 and DCS-6000 systems. The Cisco I I and 
components are needed toI 

i 
Funding in the amount of $285,650.20 is available from 

Subobject Classification! ~ Budget Item JM. 



to 2 
b7E To: 

Re: 
F i n a r i f p F r n m ; Operational Technology 

11/17/2005 

LEAD (s): 

Set Lead 1: (Action) 

FINANCE 

AT WASHINGTON, PC 

Finance is requested to issue a purchase order in the 
amount of $285,650.20 for the above-mentioned equipment. Funding 
is available from Subobject Classification! |Budget 
Item JM. 

Set Lead 2: (Info) 
CRIMINAL INVESTIGATIVE 

For information only. 

fc6 CC: I l-ERF (Enc) 
b?c | FERF (Enc) 
to^E 1 lERF (Enc) 

| [ERF (Enc) 
• • 

to 2 
b7E 

3 [ 



(Rev. 01-31-2003) 

h>2 

bS 
blC 
b7E 

FEDERAL B U R E A U OF INVESTIGATION 

Precedence: ROUTINE 

To: Finance 

Counterintelligence 

Date: 10/25/2005 

Attn: 

Attn : [ 
'End 

7 1 ERF, (Enc) 
JFMU, I 

L 
TTñcT ] 

Criminal Investigative 

From: Operational Technology 
Electro: 
Contact 

c 
Attn: [ 

Ü m l If F.n ni 
Rm 1(Enc 

] 
rational Technology I—I 
Electronic Surveillance Technology Section/TICTU/| [ERF . 

Approved By: Haynes Kerry E 
Thomas Marcus C 
Clifford Michael Jr 

Drafted By : ^ ^ 

Case ID #:| 

Title: DCS-3000 

]bic 

Synopsis: The Engineering Contract 
exercise the first option year with 

unir. (Fiffl) . fi regni sting to 
to 

lb 2 
h 7 E 

provide labor and services to continue to support the 
specification, development, verification, operation, and 
maintenance of electronic surveillance systems for emerging 
wireless and wireline telecommunications technologies. 

Enclosure(s): FD-369, in the amount of $1,900,000. 

Details: The Telecommunications Intercept and Collection 
Technology Unit (TICTU) is responsible for the development, 
deployment, and support of access and collection technologies to 
perform lawfully authorized electronic surveillance of 
telecommunications services. The TICTU is engaged in a number of 
rapidly developing and changing telecommunications activities and 
projects that require program planning, requirements development, 
development, deployment, support of collection systems, and 



3b 2 
fo7E 

To: Fi nanrp From: Operational Technology 
Re: 1 | 10/25/2005 

industry liaison and coordination support. In order to 
accomplish its mission, the TICTU requires the augmentation of 
its current capabilities with additional collection system 
software development, wireless communications technical 
expertise, and telecommunications industry expertise. 

The DCS-3000 system is a custom system developed, 
deployed, and ? y p p 9 U e t i fry t h e IICXV, The DCS-3000 provides 

1 I Tïïë" DCS-3000 has recently been 
modified to comply with new Counterintelligence Division (CD) 
security requirements to meet certification and accreditation. 
These modification are integral to maintaining security and 
I , 1 technologies .tha 
must be addressed include I 

I 1 is currently supporting many of the 
TICTU's activities and is the only company with the unique mix of 
qualifications required to adequately address the breadth and 
depth of the TICTU program needs. | I supported 
the development of the current DCS-30U0 collection system. Most 
recently I ¡has modified the DCS-3000 software 
suite to accommodate^^™""^ I 
I ICommunications Assistance for Law Enforcement 
Act (CALEA)| ~| 
Collection (FISA) systems, j ¡also has 
technical expertise in the field of off-air electronic 
surveillance of wireless communications systems. 

The TICTU requests the Finance Division exercise the 
first option year of the| | contract to provide 
support to extend the current DCS-3000 system and to specify and 
develop additional capabilities for the system. 

2 ] 



b7E to: Finance From: Operational Technology 
Re: | | 10/25/2005 

Funding in the amount of $1,900,000 is available for 
the contract specified. Funding is available as follows: 

Spend code Budget Item Amount 
JM 
JM 
IC 
JM 

3 
J 
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To: 
Re: 

From: Operational Technology 
10/25/2005 

LEAD(s): 

Set Lead 1: (Action) 

FINANCE 

AT WASHINGTON. DC 

u i 

and f 
JM. "" 

The ECU is requested to exercise the-first option year 
I Funding is available in the amount of 

Subobject Classification I I Budget Item JM; 
¡Budget Item IC; 

Budget Item 

. from 
3 from Subobject Classification! 

I from Subobject Classification[ 

Set Lead 2: (Action) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

Zktfuauie—funding to exercise the first option year with 
|. Funding is available in the amount of 

J from Subobject Classification! | Budget Item IC. 
Set Lead 3: (Action) 

CRIMINAL INVESTIGATIVE 

AT WASHINGTON, DC 

and I 
JM. 
CC: 

Approve funding to exercise the first option year with 
_. I Funding is available in the amount of 
I from Subobject Classification! 1 Budget Item JM 
! from Subobject Classification! I Budget Item 

MX. ^ iffnrri. QT-ERF 
l-F.RF (Enei 

J-ERF 
IIRF 
_fc£RF (Enc) 
J E R F (Enc) 
JERI JERF (Enc) 
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Precedence: ROUTINE Date: 05/13/2005 

To: Finance Attn: Ms.[ 
Room | |(Enc j 

Criminal Investigative Attn: Mr.j 1 
Rooml I 

From: Operational Technology _ _ 
Electronic Surveillance Technology Section/TICTU/1 |sRF 
Contact: I I 

Approved By: Haynes Kerry E 
Thomas Marcus C 
Clifford Michael Jr 

Drafted By: | ""ling 

b7E Case ID #: [ 
Title: DCS-3000 

Synopsis: Approve the purchase of | land 
I I to support the DCS-3000 
program. 

Enclosure(s): FD-369, f I in the amount of $87,200.88 and 
quote from CDWG, IT Acquisition Form, Mission Critical Needs 
Statement. 

Details: The Telecommunications Intercept and Collection 
Technology Unit (TICTU) is the primary development, deployment, 
and support unit for switch-based telecommunications intercepts. 
The TICTU supports criminal, national security, and foreign 
counterintelligence investigations utilizing telecommunications 
intercept techniques. To perform the operations involving Title 
III, Title 50 court ordered surveillance, and the DCS-3000 
program, TICTU must be able to provide support in a timely 
manner. 

Attached is rsnnisiHon l~ 1 in the amount of 
$87,200.88 for the procurement of I landl I 
I I The systems will be modified to 



lb 2 
5b 7 E 

To: Finance From: Operational Technology 
Re: | | 05/13/2005 

meet the programs specifications. As the units are completed, 
the systems will be deployed to the field offices as needed. 

, ThS requested equipment is required to support f I 
I I for national security investigations. This 
equipment will be used to I I 
from Commuications Assistance for Law Enforcement Act! I 
I I The equipment will be integrated with the FBI's 
enterprise collections system (DSC-3000) to support collections. 

Funding in the amount nf SB7.PQ0.B.8 is available from 
Subobject Classifications I Budget Item JM. 

2 



To: Finance From: Operational Technology 

LEAD(s): 

Set Lead 1: (Action) 

FINANCE 

AT WASHINGTON, DC 

The Information Technology Contracts Unit is requested 
to issue a purchase order for the attached equipment. Funding in 
the amount of $87,200.88 is available from Subobject 
Classifications! \ Budget Item JM. 

Set Lead 2: (Info) 

CRIMINAL INVESTIGATIVE 

Z N 
For information only. 

i£RF 
~™1-ERF (Enc) 
TERF (Enc) 

ERF (Enc) 
ERF 

3 ] 



(Rev. 01-31-2003) 

FEDERAL B U R E A U O F INVESTIGATION 

Precedence: ROUTINE 

To: Finance 

Counterintelligence 

Criminal Investigative 

Attn: 

Attn: [ 

Date: 10/25/2004 

Attn: I INewington-
Annex, tttnc) 

I 1 Newington-
Annex. L£Û£L 

n ü n 

Rm 

IRITI f 

Rm 1 1(Enel 
1 1 

U n Ü 

I KEncj 

](Enc) 

From: Investigative Technology 
Electronic Surveillance Technology Section/TICTU/J |ERF 
Contact: | | 

Approved By: 

Drafted By: [ 

Case ID #: I I 

Title: DCS-5000 

Synopsis: The F.nrri nssri nrr C o n t r a c t s U n i t (FP.m is requested to 
establish a new contract | |for one (1) 
base year with four (4) option years, to be funded yearly. The 
contract will provide labor and services to continue support of 
the specification, development, verification, operation, and 
maintenance of electronic surveillance systems,for emerging 
wireless and wireline telecommunications technologies. 

Enclosure(s) : FD-369,, 
Sole Source Justification. 

hZ 
' i. 

in the amount of $2,100,000 and 

Details: The Telecommunications Intercept and Collection 
Technology Unit (TICTU) is responsible for the development, 
deployment, and support of access and collection technologies to 
perform lawfully authorized electronic surveillance of 
telecommunication services. The TICTU is engaged in a number of 

ALL IHTORHATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 02-03-2009 BY 60322/UC/LRP/PLJ/sdto 

J 



To: Finance From: Investigative Technology 
Re: U | 10/25/2004 

rapidly developing and changing telecommunications activities and 
projects that require program planning, requirements development, 
deployment, support of collection systems, development, and 
industry liaison and coordination support. In order to 
accomplish its mission, the TICTU requires the augmentation of 
its current capabilities with additional collection systems 
software development, wireless communications technical 
expertise, and telecommunications industry expertise. 

The DCS-3000 is a custom system developed, deployed, 
and supported by the TICTU. The DCS-3000 prçviçiçg flçgesg and , 
collection of I I 

1 ' ] The DÎÎS-3UU0 has recently been 
modified to comply with new Counterintelligence Division (CD) 
security requirements to meet certification and accreditation. 
These mnrH f i r.at i nns are integral to maint-aininn security | | 

I I New technologies m a t 
must be addressed includel I 

is currently supporting many of 
TICTU's activities and is the only company with the unique mix of 
qualifications required to adequately address the breadth and 
depth of the TICTU program needs. I Isupported 
the development of the current DCS-3000 collection system. Most 
recently I I has modified the DCS-3000 software 
Suite to a r r n n r n i n d a f p i I 
I ICALEA data into I I 
| | collection systems. 

The TICTU requests the Finance Division to establish a 
new contract with I for one (1) year, with four 
(4) option years, to be funded yearly. The contract will provide 
support to extend the current DCS-3000 system and to specify and 
develop additional capabilities for the system. 

Funding in the amount of $2,100,000 is available for 
the contract specified. Funding is available as follows: 

2 



To: Finance From: Investigative Technology 
Re: 1 I 10/25/2004 

Spend code: Budget Item: 

JM 

IC 

JM 

Amount 



To: Finance From: Investigative Technology b2 
Re: I I 10/25/2004 b6 

*>7C 
b7E 

LEAD(s): 

Set Lead 1: (Action) 

FINANCE 

AT WASHINGTON, DC 

The ECU is requested to establish a new contract with ¡requested to establish a new contract 
Funding is available from SubobjectL 

Budget Item JM in the amount of $1,199,655 and Budget Item IC in 
the amount of $900,345. 

Set Lead 2 : (Action) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

Annrove funding to establish a new contract with A p p r o v e r u n n i n g to establish a new contract with 
I I Funding is available from Subobject T 
Budget Item IC in the amount of $900,345. 

Set Lead 3: (Action) 

CRIMINAL INVESTIGATIVE 
A T I I 

Approve funding to establish a new contract w-i i-h 
I Funding is available from Snhohnect- I I 

Budget Item JM in the amount of $1,199,655. 

hERF 
hERF (Enc) 

lERF (Enc) 
l-ERF 

hERF (Enc) 
IERF (Enc) 

|EKF (Enc) 



(Rev.-0!-31:20^3) 

FEDERAL B U R E A U OF INVESTIGATION 

Precedence : 

To: 
ROUTINE Date: 04/19/2004 

Finance Attn: I Rm.n liEnc) 
|Rm J 1 (Enc) 

IChanti1 lv 1Fnc 1 
Criminal Investigative Attn: 1 Rm 1 , f Information Resources Attn: |Rm| (Enc) 

• 

From: Investigative Technology • . 
Electronic Survei.1.1 ance Technology Section/TTCTU lERF 

I I 1 1 Contact 

Approved By: Haynes Kerry E 
Thomas Marcus C 
Clifford Michael Jr 

Drafted By: 

Case ID # 

Title : 

bic 

Synopsis: The Finance Division is request to provide continued 
funding for the I lunder the GSA 
FTS-2001 contracT! : 

Enclosure (s) : FD-369, [_ ]in the amount of $250,000. 

b 
b 

b ; 
b: 

Details: The Telecommunications Intercept and Collection 
Technology Unit (TICTU) is responsible for the development, 
deployment,. and support of access and collection technology to 
perform lawfully authorized electronic surveillance (ELSUR) of 
telecommunications services. 

The DCS-3000 and DCS-5000 systemsf 

from Budget Item JM. 
The TICTU request that $250,000 be allocated tof" 
+- T - t - o m .TM "" 

ALL INFORMATION COHTAIHED 
HEREIN IS UNCLASSIFIED 
DATE 02-03-2009 BY 60322/UC/LRP/PLJ/sdb 



To": Fj nanr.fi Frnm; , Investigative Technology 
Re: I I 04/19/2004 

LEAD(s): 

Set Lead 1: (Action) 

FINANCE 

AT WASHINGTON. DC 

The Finance Division is requested to issue a purchase 
order. Funding in the amount of $250,000 is available from 
Budget Item JM. 

Set Lead 2: (Info) 

CRIMINAL INVESTIGATIVE 

&E-T I 

CC: 

For information only. 

I-ERF (Enc) 
l-ERF (Enc) 

[ERF a 
J 1 
TÉR 

ERF (Enc) 
RF (Enc) 

~JERF (Enc) 
pËRF (Enc) 
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