ELSUR Management Technology Unit

E'“‘MJMM echnology Section, OTD
Phon

Cell: | I

Fax: 2

SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

- SENSITIVE BUT UNCLASSIFIED

b2
b6
b7C

| I(OTD) (FBI)

From: L 1(OTD) (FBI)

Sent: 1:00 PM

To: (OTD) (FBI)

Subject: RE: IT Information Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Thanks.

---—Originat Message-----
From:
Sent:

To: | TD) (FBI); (o1D) (Fay

foro) (cony

Cc: OTD) (CON)
Subject: RE: IT Information Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD.
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The cost of the hardware, software, and the development work for the interface to the Trilogy network or other FBI {T

infrastructure for the DCS-3000 systern is approxm;ﬁi[ﬂﬁ

,000 per year. The majority of this cost is for hardware

osts are approximately $500,000 per year if you include

(e.g. routers and other networking e t). Th
the IP service contract we have witri i[_

—1

---—--Original Mi -
From: OTD) (FBI)
Sent: 8.56 AM

can elabarate on this topic if needed.

b2
bo

{CON}

SUbJect: FW: IT Information Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

To Al

Due to the move, please providm
gather the data to send it to the front offi is afternoon.

ith all submissions no later than 3pm today | Iand I will

Thanks.

----- Origin

From: OTD) {CON)

Sent: , 2006 8:14 AM

To: OTD) (FBI)

Subject: FW. IT Information Reguest - Needed by Friday 3/24
SENSITIVE BUT UNCLASSIFIED

NON-RECORD

{ J But, how it rejat may be a anterent story. S0 as not to duplicate numbers, it
there is an IT cost for the 6000 and can you include that number (and notation) with your estimate?

We should try to complete this task today because tomorrow many of our Trilogy

machines will be disconnected by 2 pm. Thanks.

ITD/ESTS/TICTU

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Pls see below.

Wut

37




Telecommunications Intercept and Collection Technology Unit (TICTU) .
Electronic Surveillance Technology Section b2
Operational Technology Division b6

o il ) v
-—QH'QFIM%
From: OTD) (FBI)

Sent: arch 22, 2006 9:28 AM

To: [OTD) (FBI)
Subject: KE: 1T Information Request - Needed by Friday 3/24

SENSITIVE BUT UNCI.ASSIFIED
NON-RECORD

This is tied primarily to future requests for money, 300 exhibits and requisition in FY07 and forward. However, the
cost of each system should be [ooked at so we can determine our investment and support needs that are truly (T.
We would like to know the cost of the part of each system that is [T (that allows our collection systems to connect
to trilogy, operate remotely over an IT system, prepares data to be sent over/to an IT system).

1 know this is a little vague but we need an estimate with some basis behiond it

s,

-----Original Message-----

From Jcoto) (FeD)

Se sday, March 22, 2006 9:14 AM

To: (OTD) (F3I)

Subj * IT Information Request - Needed by Friday 3/24-

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

DTICTU personnel have asked that you specify what time period you are inguiring about, as well as
defining what you consider IT to be. Are you asking about costs from the inception of projects that could date
back years, or something else? Thanks.

§uperv|'sory Special Agent

Telecommunications Intercept and Collection Technoiogy Unit (TICTU)
Electronic Surveillance Technology Section
Operational Technology Division

igipia

-----Qriginal Messagg...--
From: TD} (FBI)
Sent: - Tuesday, March 21, 2006 4:11°PM

To: - (dﬂ:& rmﬂn]; 50' .
TTD) (FBI); OTD) (FBL; 1)1 I?'
Cc: ) (ITD} (FBL): (OTD) ITD) (FBI);

Subject: IT Information Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

has asked that we determine the cost of the IT portions of the OTD collection systems
iSted on the O master list of systems, applications, databases, and networks. For the
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systems/projects listed below, please determine or estimate as best you ¢an the cost of the hardware,
software, and the development work for the interface to the Trilogy network or other FB! IT infrastructure.
This will help us separate the funding of National Security Systems that are not truly IT from IT systems,
databases, applications and networks. Please provide an estimate by Friday 3/24.

% iT Interface
00 - IT Interface

- IT Interface
CALEA transport)
CARTSAN - IT Interface b2
CART Family of Systems
b6
b7C
b7E

Thanks,

ELSUR Management 1echnology Uni

Electropi i Technology Section, OTD
Phone:

Cell:

Fax: 703-632-6298

SENSI?IVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUTY UNCL{\SSIFIED
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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LG(OTD) {FBY)

From:
Sent:
To:

Cc:
Subject:

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

To All,

Due to the move, please provid

the data to send it to the front office later this afternoon.

(OTD) (FBI); YOTD) (FBI)
OTD) (CON)

FW!IT Information Request - Needed by Friday 3/24

ith all submissions no later than 3pm today, Iand t will gather

for the 6000 anc' | can you includ

may be a different story. S0 as not to quplicate numbers, If there 1s an 11 cost
e that number (and notation) with your estimate? Thanks.

b2
—-—-Original Message--— : b6
From: 0TD) (CON) :
Sent: , 2006 8:14 AM ’ b7C
To: (OTD) (FBD) b7E
Subject: FW: IT Information Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

:l We should try to complete this task today because tomorrow many of our Trilogy machines will

be disconnected by 2 pm. Thanks.

1)
----- Qriginal M —— )
From: ] (OTD) (FBI)
Sent: Wednesday  March 22, 2006 10:57 AM
To: (OTD) (FBI); (OTD) (FBI)EUTD)
(OTD) (FBL
Ce: (OTD) (FBI} ; (OTD) (CON)
Subject: FW: IT Infarmation Request - Needed by Friday 3/24
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
Pis see below.

BUpSIViSOly Special Agent

Telecommunications Intercept and Collection Technology Unit (TICTU)
Electronic Surveiltance Technology Section

Operational Tgcgmology Division

40




—~Qriginal Me — b 2
From: Sm(om) (FBT) b6
Sent: nesday, March 22, 2006 9:28 AM )

To: ﬁmm} (F8D) © bic

Subject: » TT Information Request - Needed by Friday 3/24 b7E

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

This is tied primarily to future requests for money, 300 exhibits and requisition in FYQ7 and forward. However, the cost of
each system should be looked at so we can determine our investment and support needs that are truly IT. We would like
to know the cost of the part of each system that is IT {that allows our collection systems to connect to trilogy, operate
remotely over an T system, prepares data to be sent overfto an IT system).

| know this is a little vague but we need an estimate with some basis behiond it.

Thanks,
----- Original =
From: {(OTD) (FBI)
Sent: , 2006 9:14 AM
To: OTD) (FBI)

Subject: RE: IT Information Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

TICTU personnel have asked that you specify what time period you are inquiring about, as well as defining what
Youconsider IT to be. Are you asking about costs from the inception of projects that couid date back years, or

something eise? Thanks.

Supervisory Special Agent

Telecommunications Intercept and Collection Technclogy Unit (TICTU)
Electronic Surveillancs Technology Section
Operational Technology Division

?uantic:oj \ﬁrfinia

) - ;J Jorro)
(ITD) (FBI) ](OTD) (FBIL);

(
! !(0 (1
Subject: IT Infor = ed by Friday

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

| Jhas asked that we determine the cost of the IT pomons of the OTD collection systems listed on
the OCIO master list of systems, applications, databases, and networks. For the systems/projects listed below,

- please determine or estimate as best you can the cost of the hardware, software, and the development work for
the interface to the Trilogy network or ather FBI IT infrastructure. This will help us separate the funding of National
Security Systems that are not truly IT from IT systems, databases, applications and networks. Please provide an
estimate by Friday 3/24.

1T Interface
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DCS 6000 - IT Interface

0 - IT Interface
CALEA transport)
ARTSAN - IT Interface

CART Family of Systems

Thanks,

LELSUR Management Technology Unit

Electr chnology Section, OTD
Phone|

Cell: 1

Fax: 703-632-6298

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
koTD) (FBI)
From: ' | [oTp) (FBI)

Sent: 22, 2006 12:54 PM
To: (OTD) (FBI)
Subject: 1) Intormation Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Good job on the response.

From: (OTD) (FBI)

Sent: 22, 2006 12:38 PM

Yo: : OTD) (FBI)
Cg: | oTD) (FBII 'OTD) (FBI): {OTD) (FBI)

Subject: . IT Information Reguest - N
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SENSITIVE BUT UNCLASSIFIED
NON-RECORD

-

The DCSB000 is a Title ll telecommunications collection tool, it currently has no interface to Trilogy or other FBI-IT
_oetwork[ — 1

e do see the need o] |
I v
| F_IMH_S unclear at tnis ume It s wou Under a request 1or 11 SeIvices or
unded and maintained out o 1eld Office operating expenses.
b2
==K b6
Cell - b7C
b7E

..... Oridl S
From: w(@m} (FBI)
Sent: 006 10:57 Al .
{ : (O1D) (FBI) (OTD) (FED)

Cc: ¥ OTD) (FBI);I QTD) (CON)
Subject: FW: IT Information Request - Ne: y Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Pls see below.

Supervisory Special Agent

Telecommunications ntercept and Collection Technralogy Unit (TICTU)
Electronic Surveitlance Technology Section
Operational Technology Division

Quantéoo: Virfifia

-----Qriginal Message—-

From: (OTD) (FBD)
Sent: Teh 22, 2006 9:28 AM
To: (OTD) (FBI)

Subject: RE: IT Information Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

This is tied primarily to future requests for money, 300 exhibits and requisition in FY07 and forward. However, the
cost of each system should be looked at so we can determine our investment and support needs that are truly IT.
We would like to know the cost of the part of each system that is IT (that allows our collection systems to connect
to trilogy, operate remotely over an IT system, prepares data to be sent ovet/to an [T system).

I know this is a little vague but we need an estimate with some basis behiond it.

[
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----- QOriginal M =
e Y om) e

From:

Sel
To:

> esday, March 22, 2006 9:14 AM
: [OTD) (FBI)
Subject: : 1T Information Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

b2
b6
b7C

bTE

DTICTU personnel have asked that you specify what time period you are inquiring about, as well as
defining what you consider IT to be. Are you asking about costs from the inception of projects that could date
back years, or something else? Thanks.

L

1

Supervisory Special Agent

Te

lecomnmunications Intercept and Collection Teohnology Unit (TICTU)

Electronic Surveillance Technology Sectlon
Operational Technolagy Division

-----Original Message-----

From: (OTD) (FBD)
Sent: 4:11 PM
To: (OTD) (8 koto) (ean, OTD) (FBD:
FBI); OTD) (FET) )* I
LD -
cc: ) (FBI o) el ko) (rend ]
BT (FeD) {OTD) (FBI); Jot) (FRT)
Subject: IT Information Request - Needed by Friday 3/24
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
L __Ihas asked that we determine the cost of the IT portions of the OTD collection systems

fisted on the OCIO master list of systems, applications, databases, and networks. For the

systems/projects listed below, please determine or estimate as best you can the cost of the hardware,
software, and the development work for the interface to the Trilogy network or other FBI IT infrastructure.
This will help us separate the funding of National Security Systems that are not truly IT from IT systems,

databases, applications and networks. Please provide an estimate by Friday 3/24.

E IT Interface
DCS 6000 - IT Interface
DCS 3000 - 1T Interface
JCALEA transport)
N - IT Interface
CART Family of Systems

Thanks,

"ELSUR Management 7echnology Unit

Electroni? Surveillance Technology Section, OTD
Phone

Cell I ]
Fax: 703-632-6208




SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
(OTD) (FBI)
From: (OTD) (FB!)

Sent:
{OTD} (CON} b2

To:
Subject: nrormation Request - Needed by Friday 3/24 b6
b7C

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

FY}

~—~QOriginal M —— ‘
From: &at: (OTD) (FBI)
Sent: 2, 2006 8:5:
Tor e — D) (FBY) D) (Fan;::](om) (F8D)
Ce: e 1 (OTD) (FBY); OTD) (FBI) (0TD) (FB
Subject: FW: IT Information Request - Needed by Friday 3/24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Please coordinate a response to

info t by Thursday, 3/23/06.

E:Please assis Iwith a coordinated response to] I Note deadline of 3/24/06. Reminders as

necessary. Thanks.

All, Pliff see bflfw message and ascertain your costs associated with the listed systems/projects. Please provide this

| J
Supervisory Special Agent
Telecommunications Intercept and Collection Technology Unit {TICTU)
Electronic Surveillance Technology Section
Operational Téchnology Division
i inia

--=--Qriginal Message----- ‘
From: (OTD) {FBI)
Sent: uesday, March 21, 2006 4:11 PM
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To:

(OD) {I@l o) (el ooy ren] ooy
TD

: (OTD) (FBI FJI(HD FBl
Ce: (ITD) (FBI); oDy (T 5l) (OTD) (FBI);
| TD) {FBI); #(om) (FET
Subject: nformation Request - Needed by Friday 3/24
SENSITIVE BUT UNCLASSIFIED
NON-RECORD .
| has asked that we determine the cost of the IT portions of the OTD collection systems listed on the OCIO

master list of systems, applications, databases, and networks. For the systems/projects listed below, please determine or
estimate as best you can the cost of the hardware, software, and the development work for the interface to the Tritogy
network or other FBi IT infrastructure. This will help us separate the funding of National Security Systems that are not truly
IT from (T systems, databases, applications and networks. Please provide an estimate by Friday 3/24.

IT Interface .
DCS 6000 - IT interface b2
DCS 3000 - |7 Interface /_
CALEA transport) b6
CARTSAN - IT Interface ‘ b7C

CART Family of Systems

b7E

Thanks,

ELSUR |ﬂai|3§amenf Teenno ogy onn

Etectropi echnology Section, OTD
Phone|

Cell:

Fax: 703-632-6298

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED




(OTD) (FBI)

" T
From: _ Jotoyray '
Sent: I 50 AM b2
To: GON) . b6
Cc: | ] | | (OTD) (FBi} b7C
Subject: FW: DCS6000

b7E

UNCLASSIFIED
NON-RECORD

In a recent discussion with the Office of the General Counsel, monitoring/collecting in different jurisdictions is not
anissue. In U.S. v. Denman , 100 £.3d 399 (5th Cir. 1996) the court stated "(w)e agree with the reasoning of the Second
Circuit and now hold that interception includes both the location of a tapped telephone and the original listening post, and
that judges in either jurisdiction have authority under Title |1 to issue wiretap orders.” The original citing for this came from
U.S. v. Rodriguez 968 F.2d 130 (2d Cir. 1892). In this case, interception refers to where a communication is initially

_gmwumrf where it is being heard.
| | suggest you refer this matter to your COC for additional guidance. e 00 team is still

working on the technical end of making appen.

-----0riginal Message----+

From: . OTD) (FBD
Sent: Eriday, Jaguary 13, 2006 2:39 PM
To: (CON)
Ce: (FBI)
Subject: : I
UNCLASSIFIED

NON-RECORD

---~Qriginal M o

From: i Jicony
Sent: Friday, January 13, 2006 12:10 PM
To: (OTD) (FB)
cc: | (F8D)

Subject: ey I
%:R: Previously submitted requesting DCS6000] [Assigned to - Status is
orking :

Per our discussion, here are some iterns of interest/or concern with regards to DCS6000} |Also, |
have talked withmnd his is in agreement tha ould fike to be a test site ance this capability
exists. We would be interested in an estimated time frame that this could happen and if there is anything that could be

done to speed up the release of this technology.

Concerns/or Issttes that may need to be addressed:
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b2
bo
b7C

b7E

ELSUR Technology Management Unit

%Zeiliance Technology Section, OTD
Desk)

[Fax)
Cell)

UNCL ASSIFIED

UNCLASSIFIED -

(OTD) (FBI)

From: OTD) (FBI)

Sent: 16, 2006 5.27 PM
To: (OTD) (FBI)
Subject: . Class funding

UNCLASSIFIED
NON-RECORD

hope if some of their rescissions get backfilled, they will return the favor. ...

-—-0riginal Message---=-
Sent: 16, 2006 3:35 PM
To: OTD) (FBI)

Ce: CTD) {CON)
Subject: FW: Class funding

UNCLASSIFIED

NON-RECORD
Fyl,
-----0riginal
From: koroycon)
Sent: ry 16, 2006 2:57 PM
To: (OTD) (FBI) '
Ce: | (OTD) (FBI);:OTD) (FBY) kD) (FBY); (OTD) (FBI)
Subject: H nding

48




UNCLASSIFIED

UNCL ASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

(OTD) (FBI) —

From: . I | (OTD) (FBI)
Sent: ursaay, January 18 2006 2:55 PM
To: SecD)(CON)
Subject: ;

UNCLASSIFIED
NON-RECORD

I'i get you something. We can meet afterwards.

——Original
From: i ksecn)(con)

Sent: Thursday, January 19, 2006 2:52 PM
To: OTD) (F8I); :(OGC) (FBI)
cc . (CON)

biject:

UNCLASSIFIED
53




NON-RECORD

... could | get'a drawing of the connectivity you're talking about? That would make it much easier to answer.

. Thanx... (then maybe we should meet??) Thanx...

Uantco Complex
CISM, CISSP, iSS, PSEC, MCSE

.."lead, follow, or get out of the way."  Thomas Faine

~e---Oriqinal Message-----
From: %m‘m (F8I)
Sent: 19, 2006 ziﬁm__l

OGC) (FBI) (SecDY(CON)

To:
Ce: ITD) (CON)

Subj

UNCLASSIFIED
NON-RECORD

) | am forwarding this e-mail to you in regards to thel

b2
b6
b7C
b7E

Jissues mentioned below.

| believe FBI criminal coflection is moving in this direction anyway, so now may be the time for TICTU to

dosome R & . Thanks, |

~----Original Message-----

From: OTD) (FBI)
Sen Friday, January 13, 2006 2:39 PM
To: ITD) (CON}
Cc: TD) (FBI)
Subject: FW: DCS6000
UNCLASSIFIED

NON-RECORD

—~-Qriginal Message-----
Sent: RAay, Janua 110 PM

To: (O10) (FBD
Ce:

FBI)
Subject: DCSeG00

Assigned to

| } Previously submitted requesting Dcssooo|
QTRING

54

- Status is




Per our discussion, her, i of interest/or concern with DCS600d I
Also, | have talked withwnd his is in agreement thaﬂﬁ:ﬁr«ould like to be a test site once this
capability exists. We would be interested in an estimated time frame that this could happen and if there is
-anything that could be done to speed up the release of this technology.

Concerns/or Issues that may need to be addressed: b2

b6
b7C
b7E

ELSUR Technclogy Management Unit
Electronic Surveillance Technology Section, OTD
Desk)
Fax)
Cell)

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED
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lloTp) (FBY)
From: OTD) (FBI)
Sent: Thursday, January 19, 2006 2:4 )
To: HJ'(OGC) (FBY) 1(SecD)CON})
Cc: I : ﬂ) {CON) b6
Subject: FW: DCS6000 b7C

b7E

UNCEL ASSIFIED
NON-RECORD

|ssues mentioned below

| befieve FBI criminaf collection is moving in this direction anyway, so now may be the time for TICTU to do some
R & D. Thanks.

----- Original Message-----
From (OTD) (FBI)
Sent: 2006 2:39 PM
To: HTD) (CON)
Ca TD) (FBI)
Subject:

UNCLASSIFIED

NON-RECORD

---—Qriginal Message--—---
From: i I(CON)
Sent: - rigay, January I 10 PM

To: OTD) {FBI}
Cc: (FBI)
Subject:

Previously submitted requesting DCS6000 (Assigned to - Status is
m— L I 1

Per our discussion, here are some items of interestior concergwi rds to DCS6000 Jaiso, |
have talked witmm his is in agreement matﬁwuld like to be a test site once this capability
exists. We would be interested in an estimated fime frame that thus colld happen and if there is anything that could be
done to speed up the release of this technology. . )

Concerns/or Issues that may need to be addressed:
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b2
b6
b7C
b7E

ELSUR | ECHHOIOQy Wlanagemenf Onit

Meillance Technology Section, OTD
Desk)

Fax)

Cell)

UNCLASSIFIED
UNCL ASSIFIED
KOTD) (FBI) '
_
From: (OTD) (FBI)
Sent: n 11, 2006 12:22 PM
To: (OTD) (FBI)
Subject: - esponse to Questions Posed by FISA Court Judge

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Here are the questions posed which we discussed. earlier today:

1. Identify and fully describe the DCS8-3000 database.

2. The FBI's practice regarding storing, accessing, marking, deleting, and handling of FISA materials within the system.
There is another question re minimization procedures which could be adopted on an expedited basis, but | don't

believe this would pertain to the DCS-3000. It seems the time line for completing this is on hoid, so please do not rush to
get this completed. Thanks. _

1]

SENSITIVE BUT UNCLASSIFIED
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 0Z-04-200% EY 60322 UC LP/PLJ/LCW

| |(oTD) (FBY)

From: , L ITD) (FBI)

Sent: - Ilusdau..lan.ua.iy 18, 2005 11.41 AM b2
To: : (ITD) (FBI)

Ce: C (ITD) (FBI) b6
Subject: Fw: | | b7C

b7E

=

Clear Day
8kgrd.JPG (S KB}
UNCLASSIFIED

NON-RECORD

| spoke with the DCS-6000 guys earlier today and they echoed similar comments.

Thanks

-----QOriginal Message-----

From:[ ] (ITD) (FBI)
Sent: Tuesday, January 18, 2005 11:35 AM
To E;%) (FBI)

Cc: ) (EBD)

Subject: RE:

UNCLASSIFIED
NON-RECORD

| think the C&A process is best served by separating the various projects, especially
between different security classification platforms.

DCS-3000 ISSO -
DCS-5000 1SSO
DCS-6000 ISSO

----- Original Message-----
From (ITD) (FBI)

Sent: Tuesday, January 18, 2005 8;21 AM
To:l I(ITQR (FBI); | (ITD) (FBD)
Cc (ITD) (CON)

Subject: FW:




UNCLASSIFIED
NON-RECORD

Hello Guys,

Here is an e-mail moving about regarding C & A. Eé

Please review. ' biicC
b7E

----- Original Message----- ,
From: (ITD) (FBI)

Sent: Tuesday, January 18, 2005 8:00 AM

To{ lrTD) (FBD)] |aTD) (FBI);| |
(ITD) (FBD)] kSecD)(CON); —iSecD) (FBI)

Ce: (ITD) (CON) '

Subject:

UNCLASSIFIED
NON-RECORD

Gents,
After many internal discussion regarding the Certification and Accreditation (C&A) process of
systems, we [AU, CU, and 1] came t¢ the conclusion that
makes sense {in some cases). I'd like to get your opinion on this matter as I'm [0oKINg t0
r—(—_;'—g—Y—'P_ kit Tha
. makes sense to do s0). '

I'd like to arrange a meeting for 13:30 tomorrow 19 January to discuss and collect your
comments. We can meet in my office unless someone has a better alternative.

Cheers, D

|
-

UNCLASSIFIED




UNCLASSIFIED

b2
bo
UNCLASSIFIED b7C
b7E
UNCLASSIFIED
| IQOTDI (FBI)
From: ITD) (FBI)

Sent: 8 2005 8:25 AMI_I ‘
To: (ITD} (FBY a1y (a0

ﬁkﬁ"" (ITD) (rBl)
I] lTDi ;EON) ‘

[TTDy (FBD;

Subject: FW:
Clear Day
Bkgrd.JPG (5 KB)
UNCLASSIF(ED
‘NON-RECORD

FYL...if there is any reason(s) not to...please advise.

[ ]

-----0riginal Message-----

From |(ITD) (FBI)

Sent: ry 18, 2005 8:21 AM '
To: ITD) (FBI); | (ITD) (FBI)
Cc: ( N}

Subject: FW:

UNCLASSIFIED
NON-RECORD

Hello Guys,
Here is an e-mail moving about regarding C & A.

Please review.




From:] }(ITD) (FBD)

Sent: Tuesdav, January 18, 2005 8:00
To:l_r__ﬂﬂ:krm) (FBLY [y (ren)|__ (ITD)
(FBI); (SecD)(CON)[ (SecD) {FBT)

Ce: ] (ITD) (CON)
- Subject: ' b2
| b6
4 . b7¢C
UNCEASSHFED , b7E

NON-RECORD

Gents,

After many internal discussion regarding the Certification and Accreditation
systems, we [AU, CU, and [] came to the conclusion that
sense (in some cases). I'd like {0 get your opinion on this matter as I'm looking

| if that makes

sense to do so). .
I'd like to arrange a meeting for 13:30 tomorrow 19 January to discuss and collect your comments.
We can meet in my office unless someone has a better alternative.

Cheers| ]

UNCL ASSIFIED




b2

b
(OTD) (FBI) bj7C
: b7E =
From: l Joto) (FBY)
Sent: ' Tuesday, Now 005 4:30 PM
To: {FBI)
Cc: (OTD) (FBI); (FBI)
(OTD) {(FBI)
Subject: - Assistance

UNCLASSIFIED
NON-RECORD

After speaking with you, |
posed to you (see below). | know

have the field office's TA (TS or
help anyone who asks of it. | hope this helps.

. The biggest issue we have is trying to complyl

----- Qriginal Message--—---

d with members of TICTU to provide answers to the questions that were
as also spoken with you. Be advised that we (OTD) always prefer to

niact us with questions so that everyone is on the same page.  Still, we here to

From:

(FBI)

Sent: TUesday, November 22, 2005 2 "
To:  — T (Fm)i foro) (ren)

Subject: FW: Assistance
UNCLASSIFIED
NON-RECORD

Gents-

the help

-—0Qriginal Massage-----

From: (OGA)
Sent: S 10:18 AM
To: (FBD)

Ce: | (FBI)

Subject:  Assistance

UNCLASSIFIED
NON-RECORD

I thanks for




| Neithed jno know how this works. I it possible to see | can come over
again or at least get us a book so | can figure it out. Please contact who can assist
in talking you through this.

| appreciate your continued assistance, but we are honestly lost without rectifying the above listed issues.

: b2
UNCLASSIFIED T b6
| b7C
UNCLASSIFIED ' b7E
UNCLASSIFIED
lsOTD) (FBI)
From: ) | I(OTD) (FB})
Sent: 1, 2005 2:34 PM
To: OTD) (CON)
Subject: T LX-1 Presentauon on 12/8/2005, on TTA abilities
UNCLASSIFIED
NON-RECORD

]

Can you do the submissions?

-----0Original M
From: OTD) (FBI)
Sent: 21, 2005 2:26 PM
To OTD) (FBI)

Cc (OTD) (FBY) (OTD} (FBI); TD) (FBI) (OTD)
] [ b
Subject: ~ RE: IX-1 Presentation on 12/5/2005, on TTA abilities

UNCLASSIFIED
NON-RECORD

]

Someone from group will be attending also. All of the names should be submitted together.

-----Qriginal Message-----




_SeeRET

koTD) (FBY)
From: | {FBI)
Sent: 06 8:49 PM b2z
To: _ (OTD} (FBI) b6
Subject: RW vs DCS3000
b7C
SENSITIVE-BUT-UNCEASOHHED b7E

NON-RECORD

Good news and bad news. Some oi:s now passing from DCS3000 into RW, but no all. What's up? Additionally,
| see sessions in RW that do not show up in the DCS3000. Again, what's up?

Please call me at: Thanks

SENSITIEBUT-ONCEXS SIS
| _|(OTD) (FBI)

From: (FBI)

Sent: IWEEE: %QQ‘ 6:49 AM
To: EOTD) (FBI)
Subject: RE: DCS 3000 gquestion {(SMS}
UNCEASSINER-

NON-RECORD

[

Thanks,

I_sm
S.7pL.

----- Original Message--—-
L — Y
9:14 AM

Sent: 0

To: FBI} :

Cc: OTD) (FBI)

Subject: : DCS 3000 question {SMS)
“ONCEASSIED—

NON-RECORD

= w

15




.SEP(T

That's a DCS-5000 team question.::is the best person to answer this question.

I I b2

, b6
——-Original Message—--- b7cC
From: i l FBI
Sent: 18 z( ;:04 PM : b7E
To: w (OTD) (FBI)
Subjectt RE: DCS 3000 queston (SMS)

ONCCASSIFIED
NON-RECORD

Is there a way for RW to decodel |

i {
Thanks,

----Qriginal Message-----
From: ](OTD) (FBI)
Sent: Friday, June 16, 2006 5:55 PM
O E— )
Subject: RE: DCS 3000 question (SMS)

UNCEASSIRIED.
NON-RECORD

—1

~Llooked at the raw data | |

] So, I think you're getting alf the
pertinent conteny | the ones with no message content are most likely
voicemait indications sent to the phone.

-----Qriginal Message-----

From: ren)

Sent: Frday, lune 18,2006 4:05 PM

To: H . (OTD) (FBI)
cc: (FBI)
Subject: DCS 3000 question (SMS)
UNetasSIFED

NON-RECORD

]

—

3% 16




T
Thanks, é g

b2
b6
b7C
b7E
<< File:Ail_sms.rpt.txt >>
“UNCEASSHHED
HNGHASSIPIRT
ANCLASSIRIED
UNGLASSIFED
UNGEASEIFED
(OTD) (FBI) -

From: l | (oTD) (FBY)

Sent: rhdnnda;um.:.ﬂ.:i% 9:14 AM

To: EBI)

Ce- "]t FBY)

Subject; RE: DCS 3000 question (SMS)

UNSEASSIFIED
NON-RECORD

[ ]

That's a DCS-5000 team question. Iis the best person to answer this question.

---~Original Message--—---
Sent: uricday, June 006 2:04 PM
Subject: : question {SMS)

URCTASSIFIED
NON-RECORD

Is there a way for RW tol I Currently,

v

Thanks,

g




— o
e - b2
From: I I TD
S:OI‘IT: i 4 5:5(50 PM) =0 . L6
Subject: RE: question {SMS)

b7E
ONCEASSIRIED
NON-RECORD_

1 looked at the raw data. |

] So, I'think you're getting all the pertinent content from
e ones with no message content are most likely voicemalil indications sent to

the phone.

-——Qriginal Mess3ge-----
Sent: Tiday, June 1o, ZU06 4:05 PM

Toil 1 {OTD) (FBI)
Ca | !(FBX)
Subject: 0 question (SMS)

NON-RECORD

[ ]

Thanks,

<< File: lﬁ\ll_sms.rpt.txt >>




i

[ (OTD) (FBY)

From: l FBI)
Sent: i 4:23 PM
To: (OTD) (FBI)
Subject: ; 3000 question (SMS)
UNCEASSEIED
NON-RECORD
ﬁ

1

----- Original Message--—- -

From: frar)
Sent: I.Endax..lum 105 PM
To: (OTD) (FBI)
Ce: (FBI)
Subject: DCS 3000 question (SMS)
“ONCEASEHED-
NON-RECORD
“Thanks,

SrePTs

ONCTASSHED-

s SR




SesRel

QTD) (FBI}

From: L . J(FBI)
Sent: day. June 02 _2008.6:20 PM

To: (OTD) (FBi)

10TD) (ERND

Cc: JFBl FB!

[ (FBI):

(FBI} (FBl)
Subject: RE: DCS-3000 to RW testing

SNSRI SN AR SHRE D
NON-RECORD

 I——

We will hieed to Keep exprorng opuons 1or 1Xing INe proplen.
----- Original Message-----
from: Joro) (rYy

Sent: 06 3:43 PM
To: (F81)2 OTD) {(FBD

jeesni

-

cc : 5335 W FEI); ]¢Fe3{
FBL)
Subject: RE: DCS-3000 to RW testing

Importance: High

SENSITME-BUTWUNCLASSIRIED
NON-RECORD

Yes, try the following:

3) Note what happens.

J(OTD) (FBI)

J¢ren

Jeray]

(FBI)
Subject: RE: DCS- W testing

“SERSITIVE BUT-HNOLASEIRED-

NON-RECORD




f=c )

We tried it and it did not work. Any other ideas?
----- Original Message-----
From: | JOTD) (FBI)
Sent: Tuesday, May 30. 2006 1:52 PM
To] yhm QID) (FBD
o I ) |(FBI)i ] (rBI); § | (Gt |
 — (77
Subject: RE: DCS-3000 to RW testing
SEN
NON-RECORD

Let us know if this makes a difference.

Thnx,

-Ca
~---Original Message-=---
From: 1 (FBI)
Sent: yesday, Ma 9:00 AM

Yo: (O 1(OTD) (FRI

cc: ani feen] J(FBI)
(FBI)! kren

Subject: DCS- o g

SENSITIVE-BHTUNCHASOHED
NON-RECORD

Guys,
We have being looking at the :rom the DCS-3000 that ut in
LOQLISSUES

work:
cell:

SENSITIVE BUT UNCEASSIFIED




~SENSITIVEBUTURCEASIIFED

SERSITIVE BUTUNCEASSIMED

e e———————————— e

“SENSITIVE BUT UNCTASSIFIED
(OTD} (FB})

From: | (FBI)

Sent: IJA{eanLJJ_.O 6 1.51 PM
To: (OTDY(FBI) LOTDY (ERD

Cc: (FBI [FED: | [GED
(FBI) ﬁ.!f( -Bl) :
Subject: : - ] testi

SENSTIIVE BUT UNCTASSHED
NON-RECORD

We tried it and it did not work. . Any other ideas?

-----Qriginal Message-----

From: QTD) (FBI)
Sent: 30 2008 1:52 BM
To: ranyd OTD) (FBD) ,
Ce: . Feni[ | G203 G2 | |ceen| |
Subject: RE: DCS-3000 to RW testing :
ED

NON-RECORD

Let us know if this makes a difference.

Thnx, -
-ca

----- Original Message—--
Sent: Ues 9.00 AM

To: oy ren| Loty (rap -
Cc: ' BI); | G | j(rBD); FBI),
(FBD}
Subject: DCS-3000 to testing
SENSTIVEBUT UNCEASSIFED
NON-RECORD
Guys, '
We have being looking at the:from the DCS-3000 that we put into RW It seems to be
22

m)(T




Subject: RE: DCS-3000 to RW testing

SENSITIVE BUT UNCEASSHRIED
NON-RECORD

JAny ideas for fixes? Thanks.
work: b2
celk b 6
b7C
—SENSIRVE-BHT-UNSEASSIFIED b7E
SENSHIVE-BUT-UNSTAINMED
=N TV E BT UNCEASSITIED.
OTD) (FBI)
From: (OTD) (FBI)
Sent: 03 PM
To: (OTD) (FBI)
Subject: : esting
“SENSITIVE BUT UNCTASSIFIED
NON-RECORD
Also, >try if it's an option.
----- Original =
From: OTD) (FBI}
Sent: Tu May 30, 2006 1:52 PM
o EG L4 A -
cc ) (FBE) ' J(FaD)] J(FBD);|

Let us know 1 this makes a dierence.

Thnx,
-ca

-----Qriginal Message--—-

——




(FBI)

From: FBI)
Sent: eS| 9:00 AM
To: (OTDY.(FBL
ca | (FBI)3

(FBI)
Subject: DCS-3000 to RW testing

S
NON-RECORD

Guys,

We have being looking at the

Ifrom the DCS-3000 that we put into RW] lit seems to be
e ﬁ

JAny ideas for fixes? Thanks.

work: b2
celk: bo
b7C
b7E
TSENSTIIVE BUTUNCTASSIFIED
—SENSIVE-BHF-UNOEASSIPIED
SEASIFHVE-BUT-HNGEAIHFED
kotp) (FBY)
From: L | (FBI)
Sent: —tuesday, May 30 20085 1:54 PM
To: | lOTD) (FBI)
Subject: RE: DCS-3000 to RW testing
SENSITIVEBUT-URCEASSIFED

NON-RECORD

:l’e will give it a try.

oTD) (FeD)

Cc:

F8I

--—-Qriginal i
From;
To: (F QTD) (FBI
L ) o0, (FBI);
3 { ¥

Subjectt  RE; DC5-3000 to RW testing
~SEASITHVR-BHT-UNGASHHED

NON-RECORD

(FB{)I

24
Sm




b

Let us know if this makes a difference.

l( FBI); I I(FBI);

Thnx,

-ca
----- Ori o
From: (FBY)
Sent: 2006 9:00 AM
To: oTpLBId
cc: FBI)

(Fen
Subject: DCS-30 testing
—IENSIFWE-BUT-UNCLASSIEIED

NON-RECORD

Guys, '
. ‘We have being locking

at th@w@m

(FBI);

"“JAny ideas for fixes? Thanks.

work:
cell:

25




b2

S@RET b6
b7C
I 1(0TD) (FBI) DTE
From: 1 ] (FBI)
Sent: 9:00 AM
To: (OTD)(FBIY V(OTD) (FBI
| (FBI);

Cc: J(FBI | (FBD);
Subject: DCS-3000 to RW testing

ED

NON-RECORD

Guys,
We have being lookin
well with twe minor issues.

l ]'A_ny 10€as 0T IXes 7 11anks.
work
cell:
“SENSITVE-BUT-UNCLASSIEIEDR | ‘
|== .IL(OTD) (FBY)
From: L J(CON)
Sent: Tuesday, April 042006 6:13 PM
To: TD} (FBY)
Cc: OTD) (B . lcomlT____— 1
(EBIL (CON)
Subject: Requirement for PCSSOOO
Importance: High
SERSITIVEBUT-UNOEASSIFIED
NON-RECORD
Since the DCS3000) Jwas installed, do we still need the
(8)
DCS3000
DCS300 bl

ELSUR Tecﬁnology Management Unit (ETMU)

Electronic Surveillance Technology Section {(ESTS)

i echnology Division (OTD)
Desk)
ﬁCeu)
S%ET

26




b2
SEEE%T : b4
bo
. b7C
— o b7E
----- Original M e
mefj%(%l)

Sent: Thursday, April 22, 2004 1:14 PM

T (FBI)I — FBI FBI};
— .(Fan;.__":_“:_lm:&
(FBI); (FBI)] {CON)

Subject: Schedule Mtg w DCS-3000/5000)

URCCRSSIFED
NON-RECORD

All: You are cordially invited to attend a meeting not yet determined.

Where: ERF
When: May 3-77?
Time; ?

Subject: Develop capability td Jfor ©Cs-3000/5000

Last Wednesday, PM:EIm: and discussed the need to develop a sound,
refiable solution to for the RedWolf and the DCS-3000__Jwill not be available
next week, but the following week appears to be open. What day and time is best for each of you during the

week of May 3-77 Please send me your requests and make sure that you include more than one choice. | will
coordinate what works best for the majority. Thanks so much.

informed me that;bnd :lave made the decision to begin devetopingl I
or now, | don't have any details about how this algorithm is actually calculated. We can
efinitely get more specifics at our meeting. Is this the direction we wish to go, or are there other ideas? This
is what we need to discuss. Please ponder on this. Thanks.

Later,
-C

143




SERRCT

(OTD) (FBI)

From: L l(FBI)

Sent: j 36 PM - b2

To:

Ce: - FBI);| } (FBY) be

Subject: DCS-3000/5000 Concemns b7C
b7E

SENSITIVE BUT UNCHASSIELED

NON-RECORD

|

Well we made it back just in time to enjoy the flaky Northeast weather. Scme clarifications regarding discussions from our
visit:

1) Handling of Criminal Data -vs- FISA data:

Ans) The policy comes from HQ regarding the handling, or separation, of Unclassified Criminal data -vs- Secret FISA data.

[WeTTwaltand see whay Jond| __Jeome up with. Thanks.

2 I

Ans) The] Js the link biw all RedWolf systems. Each RedWolf ha§| ]
This should be pretty close to It's actuat functionality. You already understand this concept extremely
well. Thanks,
~Hage This Helps,
SENSITIVE BUT UNSEASSIFED

\%T 150




PR

OTD) (FBI)
From: l
Sent: - . Friday, Majch 12
To:
Cc:
Subject:
SENSITIVE BUT UNCEASSHNED
NON-RECORD

]
Well we made it back just in time to enjoy the flaky Northeast weather. Some clarifications regarding discussions from our
visit;

1) Handling of Criminal Data -vs- FISA data:

Ans) T

—

I We'll wait and see what End. come up with, Thanks,

The the link biw all RedWolf systems. Each RedWolf ]

Fhis should be pretty close to it's actual functionality. You already understand this concept extremely

well. Thanks.

Hope This Helps,

SENSITIVE BUT URCERSSHHED

NT 151




ALL INFORMATION CONTAIKED
S HEREIN I35 UNCLASSIFIED EXCEFT

WHERE SHOWN OTHERWISE

{(OTD) (FBY)
From: {OTD) (FBI)
To: J{OTD) {FBI)
Sent: Monday, August 14, 2006 12:05 PM DATE: 0l-22-2009
Subject: Read: FW: RW vs DCS3000 CLASSIFIER BY 60322 UC LB,/PLJ/lcw
FEASON: 1.4 {c)
, DECLASSIFY ON: 01-22~2034
Your message
To: OTD) (FBI) b2
Subject: FW: KW v5 DLa3000 b6
Sent: 8/14/2006 12:05 PM b7C
was read on 8/14/2006 12:05 PM. ) ) b7E
(OTD) (FBI)
From: l J(OTD) (FBI)
Sent: 12:05 PM
To: (OTD) (FB!)
Subject: FW: RW vs DCS3000
(S -
SPCRET - b1
RECORD
Do you have this?
----- Qriginal Message-----
From: { XFBI)
Sent: 9, 2006 7:47.PM
To: (OTD) (FBIY] ] (OTD) (7BI)
Subject: RW vs DCS3000
SECRET bl

{5 ) Recero

| forwarded all the RW sessions | had for 8/8-9/06 (up through about 1530 hrs) and attached is a copy of the DCS3000
report for this same period. Y ilLsee that DCS nd RW does not. You will
see that DCS3000 RW repordS. Tnanks for all you ve already done,

NN
-__.-——=_
==
=

DERIV Multiple Sources
DEC FICATION EXEMPTION 1
SECRET




ALL INFORMATION CONTATINED
HEREIN IS5 UNCLASSIFIED

DATE 0Z-10-2009 BY 603z2Z UCSLP/PJ/EM

| UNCLASSIFIED J November 08, 2006
RMS Request Number: 0081459 b
370

Request ID : 0081459 Performance Indicator : Capital Equipment n7E
Status 3 Closed Opened : 12/25/2003 10:38:00AM Closed : 6/18/2004 10:41:34AM

Requestor Name l I Office

Phone : Office Code l I

Case Number : Investigative Pragram :

1]

Assigned to Name :I | Program Manager :

Assigned To Group : DITU Program/Type

Categary : DITY

Ttem: Maintenance/Upgrade

Requested Suppart : 12--19"0r21" LCD Flat Screen monitors
to replace CRT Moenitors associated with Red Wolf, Data
Intercept,| Komputers in
Space problems a prime consideration in request,

1.9/24{2004 7:58:51 PM

12/29/2003 2:26:65 PM___
assigned/forwarded raquest to

UNCLASSIFIED |

Page 458 of 622




4
[ SEQ‘EI‘ . J November 08, 2006

RMS Request Number: 0081566 k:
Request ID : 0081566 Performance Indicator : Technical expartise I
Status : Closed Opened : 1/5/2004 5:33:00PM Closed : 8§/29/2005 5:55:38PM
Requestor Name i Office
Phone Office Code
Case Number : Investigative Program :

Assigned to Name § | Program Manager § ]
Assigned To Group : TICTU Program/Type :I I
Category : TICTU

rt : Rack mounted with UPS for Workdog : 9/24/2004 7:58:53 PM
will be installing n ed Wolf on |

2/2/04. 1/5/2004 5:33:10 PM assigned/forwarded
|lrequest to| 1/12/2004 2:00:09 PM

bssigned/forwarded request

5/19/2004 2:17:57 pwﬁw be
| installed at a later date with push machines,

Derived from: G3
Authority date: 10/1/1993




ALL INFCRMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 02-10-200% BY 60322 UC/LP/PJ/EM

[ UNCLASSIFIED | November 08, 2006
; bz
RMS Request Number: 0083650 b6
I7C
Request ID : 0083650 Performance Indicatar : Technical Expertise TR
Status ; Closed Opened : 3/5/2004 2:36:00PM Closed :7/30/2004 1:12:23PM

reostorvame ]  ome
Phone =: Office Code :

Case Number : . Investigative Program :
Assigned to Name :: Program Manager
Assigned To Group : TICTU Pragram/Type
Category : TICTU

Item: Red Wolf Fixed System

Requested Support : DCSP needs assistance setting up . Worklog ; 9/24/2004 7:47:41 PM
ed Wolf,
3/9/2004 2:36:53 PMI |

assigned/forwarded request to 3/9/2004
2:38:28 PM igned/forwarded

| This is the system that is
used to] Jto the Red Wolf. We will

create the procedures and provide them to the field.
72572004 3:40:54 ML lease o ot cree
procedures and send them to the field. The makers of the

box will ¢reate the procedures.
9/23/2005 3:03:46 PM

. _m_hlas Reassigned or Farwarded this request to

| UNCLASSIFIED |
Page 475 of 622




ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED

LATE 02-10-Z009 BY e03z2 UC/LP/RI/

| UNCLASSIFIED [ November 08, 2006
RMS Request Number: 0085989
2
l\‘ o‘
Request ID : 008598% Performance Indicator : Technical Expertise 7 \:I
LIE
Status : Closed Opened : 4/5/2004 12:35:00PM Closed : 2/6/2006 11:55:07AM
Requestor Name l I Office
Phone :I I Office Code
Case Number : Investigative Pragram :
Assigned to Namel Pragram Manager :
Assigned Yo Group : ETMU Program/Type : Enterprise Operations Services
Category : ETMU
Item: DCSP
Requested Support : Trammg for myself an Worldog : 9/24/2004 7:59:41 PM 'b“
n RW, DCS 5000 ancl I ba
4/5/2004 12:35:24 PM ssigned/forwarded oo
request td 5/3/2004 11:45:45 AM b7E
igned/forwarded request
5/12/2004 12:41:41 P! Neither of

them can atiend the June training due to Inspection. We are
schedu!:ng ane for training in July and the other for traini
St. ssigned/forwarded request to

5/17/2004 11:20:36 AM As of
5/13/04, both are scheduled for training in the July 13-15
class, 7/23/2004 7:58:50 A
attended the July 13-15 class and is now scheduled

for the August 3-5 SA Class,  8/19/2004 8:17:45 AM
i B/19 to ensure he is
signed up for the September 14-16 class.
10/4/2004 1:10:31 PM

s enralled in October 5 to 7 SA training class.

Please ciose RMS.
0f27/2005 10:11:57 AM
as Reassigned or Forwarded this request to

[ UNCLASSIFIED [
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DECLASIIFIED BY 60322 UC/LP/PJ/FH

0N 0z2-10-2008

SEERET. |

[ Novemmber 08, 2006
; 0086777 : e
RMS Request Number: B7C
h7F

Request ID : 0086777 Performance Indicator : Tachnical Expertise

Status : Closed Opened : 4/22/2004 10:16:00AM Closed :7/30/2004 1:12:40PM

Requestor Name ¢ Office :

Phone : \ Office Cade '.[:

Case Number : Investigative Program :

) —

Assigned To Group : TICTU

Category : TICTU
Item: Red Wolf Portable System

Program Manager :

Program/Type : Central Monitoring Plant

Requested Support 3 will n upport for set up of
Redwoif System and Telemonitor for Title 50 FISA interce
against onDurrenﬁy on diat up slave); on

currently on dial up slave both currently of

and on Target start date is
Mid-May

1
|
ssigned/forwarded

1 :22:56 AM
05/10/04 - DCSP parsonn ifl be
deployad to assist the site and to provide system

training/familiarization will continue
contact with site personnel,

9/23/2005 3:04:47 PM

as Reassigned or Forwarded this request to

SECREL
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| UNCLASSIFIED | November 08, 2006

RMS Request Number: 0089217
Request ID : 0089217 Performance Indicator : Capital Equipment
Status : Closed Opened : 7/11/2004 4:25:00PM Closed :9/2/2005 11:36:41AM

[\

Requestor Mame { | Office r_-___: "
Phone | 1 Office Code :

[

-1

)
]

o

Case Number : Investigative Program :
Assigned to Name { | ‘ Program Manager
Assigned To Group : TICTU Program/Type
Category : TICTU
Item: DCS 3000
Requested Support : orasd__ ] : 9/24/2004 8:00:31 PM

ntercept to interfac |

7/11/2004 4:29:59 PM} |

assigned/forwarded requestg |
7/12/2004 8:05:31
assigned/forwarded request &

reci f |
7/13/2004 9;10:52 AM hipped w| I

on 7{/13/04 on RMS# 085258,

——rd

B UNCLASSIFIED |
Page 503 of 622




ALL INFORMATION COMTAINED
HEREIN IS5 UNCLA3SIFIED
LATE 02-10-2009 BY 60322 UC/LP/PI/KM

November 08, 2006
, bz
RMS Request Number: 0094212 be
b
70
Request ID : 0094212 Performance Indicator ; Technical expertise S 7L
Status : Closed Opened : 10/22/2004 12:35:33pM Clased : 1/14/2005 8:39:07AM

Requestor Name ! I

Phone :|
Case Num| :

Office
Office Cade

Investigative Program :

————
Assigned To Group : TICTU

Category : TICTU

Item: Red Woif Fixed System

e —

Program/Type : Central Monitoring Plant

|Requested Suppart ! I Il||Wand”|: 10/22/2004 12:42:52 PM

i oing CALEA testing on lines fro
The length of the call in the

1 1:22:34 PM | I

10/25/2004 8:15:58 AM

 10/22/2004 12:42:52 PM | ]

Site was doing CALEA testing on lines froml I
| iThe length of the call in the DCS3000 was
correct but the length in the Red Wolf system was 0. The
CCC data in and stop time. We
conferenoedw He mentioned the
possible cause is that there is no audio on the line and the
data is not correfated. [ Jwilbe

veling to the site next week to do a TIU upgrade. while
she is there she maybe able to ook into this problem.

10/22/2004 1:22:34 PM

%as Reassigned or Forwarded this request.
12715 12:27:08 PM |
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Y6
Issue resoived. Most prablems have been fixed, and will be b7C

putting test lines in.

12/22/2004 5:12:16 PM C——1

se leave this open untl alt problems have been

fixed and verified corrected. Thanks.

D please {eave this open untit all problems have been

has Reassigned or Forwarded this request.

5 10:49:06 AM

All problems have been resolved. The provider only
provided one line instead of twe.

9/23/2005 12:29:11 PM

as Reassigned or Forwarded this request to
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ALL INFURMATION CONTAINED

HEREIN IS UNCLASSIFIED

DATE 02-10-2008 BY 6032z UC/LP/PJ/EM

November 08, 2006
RMS Request Number: 0096345 b
.6
Request 1D : 0096345 Performance Indicator : Technical expertise ]:;7 ‘r“
'Status : Closed Opened : 1/12/2005 12:04:00PM Closed :4/8/2005 11:09:47AM

SRR —
Y —

R s |

Case Number : Investigative Program :

Assigned to Name | | Program Manager| |
Assigned To Group : TICTU Program/Type : Central Monitoring Plant
Category : TICTU

Item: Red Wolf Fixed System

Requested Support : DCSP is noticing missed calls. Site is
reparting that they are receiving the ¢alls on the DCS3000
system, but not receiving calls on the Red Wolf. The missing
calls are not spadific to a certain carrier, is currently

itoring the line and whenever a call is recieved on the
he verifies that the same cal! is being received and the

Red Wolf. The cail length does not matter either, Th
be vario 1 am going to emai! this RMS tick

to see if they want to add any information
ta the worklog for this ticket, We will need to g
invoived in this issue.

Worklog : 1/13/2005 8:24:54 AM

please look into this. Thanks.

e look into this. Thanks.
as Reassigned or Forwarded this request.

1/14/2005 5:26:43 PM

1/18/2005 3:45:02 PM ] |
Spoke with 15;35 EST regarding this ticket.

RTN s working this problem. It appears ta be a field wide

settings. Site shalt be contacted as soon as the problem has
been resolved and a fix is identified. CA, 1/18/05.
2/11/2005 8:26:44 AM
Status update, RTN has informed us that a patch to fix this

| problem is close to finalization. A formal patch kit shall be
distributed to the field when available. CA, 2/11/05.
4/4/2005 4:34:09 PM

as stated that the new base line roliout should
correct the problem. In the meantime the site has thanged
Jcoltection method to TIU, Ticket can be closed
S/23/2005 12:29:17 PM
has Reassigned or Forwarded this request to
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2
" k6
RMS Request Number: 0096763 e
’ k78
Regquest ID ; 0096763 Performance Indicator : Technical expertise
Status : Closed Opened : 1/26/2005 6:25:20PM Clased ; 6/24/2005 8:28:36AM

Requestor Name { | Oﬁce:
Phone{ ] " omcecond ]

Case Number: . Investigative Program :

Assigned to Name I I Program Manager { |
Assigned To Group : TICTU Program/Type : Central Monitoring Plant
Category : TICTU

N —

ivision {5 getting a {[Workiog : 1/27/2005 8:03:50 AM
ech Off-site I
equipment will requite relocation and/or addmional Support [ has Reassigned or Forwarded this request.
equipment will be needed. Thus the following is presently 2/2/2005 2:41:56 PM
required: Item 1) The ko the RW isn't ready

for field deployment. Currently, field testing is in progress at
selected sites, The site will be informed in advence of it's
instzllation schedule and activation date once established,
CA, 2/2/05.

3/14/2005 1:13:17 PM |

3/14f05

Ay @'s cail ] | Jvere shipped to]__frequiced

e o ocs s0q| ]

requirements
and were orde

ith an estimated diract delivery to the site on
03.25.2005

pas Reassigned or Forwarded this request to

3/28/2005 3:50:47 PM [ |
This ticket has been reassigned be
o] —

has Reassigned or Forwarded this request to

5/10/2005 1:16:38 PM
Recommend closing out this RMS, CA, 10MAY0S.

5/12/2005 5:14:58 PM

lease give me an update on thi since
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be

above last states it was not ready, R7E
6/10/2005 4:01:30 PM

My recommendation is to clase out this ticket. All field
offices shall be contacted regardin when
field operational shail determine site pricrites, not RMS

CA, 6/10/2005.

6/24/2005 8:28:36 AM E
Concur,

9/23/2005 11:01:05 AM 1

as Reassigned or Forwarded this request to
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l UNCLASSIFIED . November 08, 2006
b2
RMS Request Number: 0097502 e

X E

Request ID : 0097502 Performance Indicator : Capital equipment

Status ! Closed Opened : 2/22/2005 1:09:48PM Closed :9/2/2005 11:38:04AM

Requestor Name { | Office ::

proce ] omcecos_—— ]

Case Rumber : Investigative Program :

Assigned to Name | Program Manager § |

Assigned To Group : TICTU Program/Type :|

Category : TICTU

Item: DCS 3000

Requested Support : li i Worklog ¢ 2/23/2005 8:04:13 AM

o use for ISDN input into Red Wolf,
system witf {

has Reassigned cr Forwarded this request.
372312005 12:37:15 PM
as Reassigned or Forwarded this regu

3/23/ 2005 12:56:30 PM
s Reassigned or Forwarded this request ta

5/6/2005 2:50:55 PM

Equipment Sent

UNCLASSIFIED 1
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED

DATE 02~10-2009 BY 5032% UC/LR/P3/

November 08, 2006
RMS Request Number: 0098296 o
Request ID : 0098296 Performance Indicator : Technical expertise :"-‘:!E
HOJFR i
Status ¢ Closed Opened : 3/17/2005 2:41:04PM Closed :3/25/2005 8:34:55AM

Requestor Name ]
Y —

PN —
Office Code ::

Item: Red Wolf Transportable System

Case Number : Investigative Program :

Assigned to Name Program Manager | - |
Assigned To Group : TICTU Program/Type : Central Monitoring Plant
Category : TICTU

Requested Support : User is connectin 2 Tt line to his
ransportable system and cannot get the line to go active. He
believes the works because he is getting calls into his DCS3000,

Waorklag : 3/17/2005 2:41:04 PM

Conferenced user in

3/17/2005 2:55:54 PM | |
L ]
3/18/2005 10:44:15 AM | |
We spoke witl] jand she need

change the fine configuration to Live Test. This all
test the different channels on the T1.

1 spoke lthoday and he told me the fine is currently on
nd he is getting tone on the line. He can match up
times of the tone 10 the actual calls coming into the DCS
3000.

He is golng to switch the iine:to see if that will
give him the audio.

T will email this RMS ticke
additional information,
3/18/2005 11:39:32 AM
as Reassigned or Forwarded this request to

so he ¢an add any

3/23/2005 11:15:01 AM

I have emai:for a solution to this RM
tcket.

3/23/2005 11:22:16 AM
I recejved this information fmrrl

sofution. This ticket can be closed.

i)

Problem was assigning the right time slots. We set itl l
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F;,_

but vander was sending auduol I ~(~

9/23/2005 12:20:53 PM },\ 77
I as Reassigned or Forwarded thns request to -”
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ALL INFORMATION CONTAINED
HEREIN I5 UNCLASSIFIED
DATE D2~10-2009 BY 60322 UC/LP/PJ/

[ UNCLASSIFIED I November 08, 2006
’ ~ ' h2
RMS Request Number: 0104534 b
e
Request ID : 0104534 Performance Indicator : Technical expertise l»iq;
Status : Closed Opened ‘: 2/28/2005 5:04:00PM Closed :11/22/2005 9:16:21AM

Requestor Name @ I Office
Phone :I I ' Office Code :

Case Number : Investigative Program :

Assigned to Name ’ Program Manager :

Assigned To Group : TICTU Program/Type : Central Monitoring Plant
Category : TICTU
Item: Red Woif Fixed System
] | Waorklog ; §/2/2005 9:43:34 AM
2/28/2005 5:04:30 PM Conferenced user in with
3/1/200% 8:00:50 AM
28/2005 5:04:30 PM Conferenced
user in wi
has Reassigned or Forwarded this request.  3/16/2005
1:23:22 P S qoing to

41172005 2:49:15 PV ] LeRt voicemail ang <z
email for an update. 471172005 3:09:28 PM

afled and said that they have been in contact with
‘ trying out 2 number of things - most recently on
4/8. At this time, the problem seems to be worse than

before. nd site are trying to work on a solution,
4/19/2005 3:32:47 PMEﬁcalled today; he says
t they have tried many different things. He went down to
himself and worked on the problem. The issue is
stil the same ] requesting someane fro
ancther qualified technician come onsite to fix the preblem. I
i 442572005 11:39:22 AM

an email today stating that they are
it havi rsw_m’éistweek I
am forwarding email and ti

4/25/2005 11:40:26 AM Jhas
Reassigned or Forwarded this requesq I |
Held teleconference wi
to clarify problem -

| UNCLASSIFIED ]
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l UNCLASSIFIED | sovember o, 200 5%

<

k7
PTE

TDES B EsLresoL technique, . 671472005 1:26:15 PM

Reguested uptiate  6/24/2005
11:34:13 AM as Reassigned or
\Forwarded this request 7{27/2005 12:40:47 PM

Update received from

Jyave been in communications
with] ] He requested that we hold
off on our test untill Iapptis their patch 1o the switch,
He expects this to happen sometime soon. We take this as
an admission that the problem lies on thd_____Jewitch
Please contact eitherbfor the latest status.
5/16/2005 8:02:21 AM

I'm told that the ATU team visited the site and confirmed
the problems as previously identified DDNO
further details were given. I shall forward ta ATU. CA,

9716/05.

10/17/2005 7:40:27 AM [
This should be assigned te] KCALFA). CA,

10/17/2005.

10/17/2005 8:04:37 &M

[Jcan you reassign this] ICA, 10/17/2005.
11/7/2005 10:56:18 PM .

Hand requested this be closed., all is working well now.

[ UNCLASSIFIED |
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DECLASSIFIED BY 60322 UC/LP/PJ/FH
oy 02-10~-z002

M I November 08, 2006

bz
RMS Request Number: 0105228 b
’ ke TC

Request 10 : 0105228 Performance Indicator : Technical expertise

Status : Cosed Opened : 10/5/2005 8:04:51PM Closed :1/15/2006 5:49:41PM |

Requestor Name Office :

Pho officecode[ |

Case Number ¢ Investigative Program :

Assigned to Name | I Program Manager | |

Assigned To Group: TICTU Program/Type :I I

Category : TICTU

Item: DCS 3000

S

Reqguested Suppart : Request th data be 2 10/7/2005 10:10.07 AM
the DCS5000 system at nd

whoever you want to handle this is find with me
{3000/5000).
Both DCS5000 systems arel systems. ‘
has Reassigned or Forwarded this request to
anks,
11/28/2005 4:14:10 PM
T Reassi ] ;rl 1
Cell
{ has Reassigned or Forwarded this request to
1/6/2006 9:52:29 AM :l
We are still evaluating the fatest TIU software with the
. at various field offices. The site shafl be

cantacted when they are scheduled for installation. Please

~ prd

SERRET 1
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ALL INFORMATION CONTAINED
HEREIN I35 UNCLASSIFIED
DATE DZ-10-200% EY 60322 UC/LP/PAS

November 08, 2006
b2
RMS Reguest Number: 0106779 e
hate
B7E
Request ID : 0106779 Perfarmance Indicator : Capitaf equipment
Status : Closed Opened ; 11/22/2005 6:43:59PM Closed :1/20/2006 5:20:22PM
Requestor Name | ] omce:
Phane omce cade] |
Case Number : Investigative Pragram ;
Assigned to Name Program Manager :
Assigned Ta Group : TICTU Pragram/Type : Central Monitoring Plant
Category : TICTU
Item: Red Welf Fixed System

[lRequested Support : limk DCS3000 and Redwolf

il

1 believe and yourself have been having
iscussions with re this. It may be too early to

speculate, but if this can be done in FY2006, fine. If not, then

plan for FY2007. Thanks,

has Reassigned or Forwarded this request to

1/6/2006 10:19:09 AM
Completed installation on 12/8/05. Operating satisfacterily.
Please close ticket. CA, OGIANGE.
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RMS Request Number:

0107403

b2
]}C: <)
I 7C

Request ID : 0107403

Performance Indicator : Technical expertise

7g

Category : TICTU
Item: DCS 3000

Status : Closed Opened : 12/16/2005 3:27:12PM Closed :1/195/2006 4:33:05PM
Requestor Name Office :E

Phone{ Office Code:

Case Number : Investigative Program :

Assigned to Name I i Program Manager 1 I
Assigned To Group : TICTU Program/Type

Requested Support : Request DCS 3000 for] |
ntercept (FISA/Redwolf).

" [worldog : 1271972005 9:25:16 AM

has Reassigned or Forwarded this request to

12/19/2005 9:26:54 AM
Repeat of RMS# 107404,
12/19/2005 12:43:18 PM

Combined with the CPU for RMS# 107404,

L3




ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE B2-10-2009 BY 60322 UC/LESPI/KM

November 08, 2006
RMS Request Number: 0107926
Request ID : 0107926 Performance Indicabor : Technical expertise
Status : Cosed Opened : 1/9/2006 12:18:24PM Closed :2/17/2006 10:24:4tAM

Requestor Name Office E
Phone Office Code :

Case Number : Investigative Program :

Assigned to Name Program Manager

Assigned To Group : TICTU Program/Type : Central Monitoring Plant
Category : TICTU

Item: Red Wolf Fixed System

upport | | Worklog : 1/9/2006 12:18:24 PM | ]
After preforming th

ese calls s up in the
TC53000, BLE ok in Red Wolf:ﬁis working

this issue.

1/10/2006 8:24:58 AM C—1

as Reassigned ar Forwarded this request to

1/10/2006 8:45:47 AM

Site Eulled out th! Imethod and is using a:
l will call for

update today 1-10-06.
1/10/2006 8:46:01 AM
has Reassigned or Rarwarded this request

171072006 2:55:53 PM
ow up n we ensure S

the issue
1/23/2006 3:02:13 PM

DCSP has requested that this ticket be closed. TIU patch
was not to blame, id not set up the lines to roll-over
and the site had to e force disconnect on the ling, This
issue has been resolved at this time.

_bas Reassigned or Forwarded this request ml I
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DATE: 03-24-2009 ALL INFORMATION CONTAINED

CLASSIFIED BY UC60322LE/PLJSCC HEREIN IS UNCLASSIFIED EXCEPT
FEASON: 1.4 (q) WHERE SHOUN OTHERWISE
DECLASSIFY OM: 03-24-2034 S%

DRAFT 11/01/05 (11:30 p.m.}

I. DEFINITIONS (As defined by the Federal Bureau of Investigation’s Office of the
Chief Information Officer/Office of IT Policy & Planning/ Enterprise Architecture
Unit):

A. SYSTEM: An integrated aggregation of electronic devices, interfaces, software,
and support functions designed to fulfill a specific mission requirement. A
system may include equipment, trained personnel, facilities, data and procedures,
and software. For project purposes, a system is typically defined as the highest
level of hardware organization composed of multiple subsystems. Boundaries
must be defined in defining a system for certification and accreditation.

B. APPLICATION: IT {(Informational Technology) assets that are included in a
system to perform a specific function(s). For example, application software
includes database programs, word processors, and spreadsheet programs.

C. . DATABASE: A collection of data stored electronically that is accessed by a
processot to perform a function.

D. NETWORK: A group of computers linked together to exchange and share
information. Networks can consist of 2 number of linked computers in a specific
physical location, a Local Area Network (LAN), or they may consist of
computers iocated at different physical sites linked together by means of phone
lines and modems or other forms of long distance communications.

1. SYSTEMS

A.

>
L

b7E




e
I lfrom Red Wolf (see Section IILA.1.)
systems that arg

| The predecessor
collection system to Red Wolf wad

b2
b7E

2. Explanation of how FISA information is controlled, that is, restrictions on

search and retrieval of information.

Access to a case or a portion thereof, and thereby the related FISA

information included in that case, is granted by the Case Agent or his/her
designee. This allows for the access flexibility needed by the Counterterrorism
Division, but maintains the compartmentalization needed by the
Counterintelligence Division. Every user on the system is presented with a
warning banner (see below at II.A.1.3.) which states that the system contains
FISA material.

3. Implementation of standard minimization procedures.

b2




SE; T

.--| Formatted: Font color: Green,
Highlight

3. Implementation of standard minimization procedures. | Formatted: Font colar: Sea Green

b2
bL7E

IIl. OTHER SYSTEMS/APPLICATIONS/NETWORKS CONTAINING FISA
MATERIAL
A. Those systems/applications/networks containing raw FISA take.

1. Red Wolf(system)
5
S%T




P

a. Description of the types of FISA information contained in Red Wolf,

Red Wolf'is the vendor’s name for DCS-5000, the FB1’s primary FISA
collection system. Red Wolf also|
(see below at [ILAZ. Red

Wolf'is also a language analyst system for information collection and . :
analysis. I; : b7E
The Red Wolf collection platform has replaced thq

| |systems.

b. Explanation of how FISA information is controlled, that is, restrictions on
search and retrieval of information.

Full access to F{S,Dhrough Red Wolf is generally restricted to the

linguists assigned to the case associated with the FISA information and

their s i Case Agents and the system administrator in the office

where%s collected have limited access. In all instances, access

to the Red Wolf servers is restricted, and in many instances the Red Wolf b2

workstations that the linguists use are in a room with restricted access. -
/B

Authorized users can search and retrieye FISA |

Red Wolf storage varies by site

b2
b7E

c. [mplementation of standard minimization procedures.

Currently, the Red Wolf system does not contain a FISA caveat banner

| ] However, prior to accessing
FISA information in Red Wolf, linguists are required to read and sign the
court orders certifying that they understand the minimization guidelines
applicable to each case. NSLB recommends that a FISA caveat banner be
incorporated into Red Wolf.

b2
b7E




VA

b. Explanation of how FISA information is controlled, that is, restrictions on
search and retrieval of information.

¢. Implementation of standard minimization procedures.

3. DCS-3000 (system)

a. Description of the types of FISA information contained in DCS-3000.

DCS8-3000 is [the primary collection platform?] for pen-register/trap-trace
data, which is the only information collected and stored by the DCS-

3000, Per the Communications Assistance for
1994 (CALEA), this information is intercept b2

b7E

b. Explanation of how FISA information is controlled, that is, restrictions on
search and retrieval of information.

Most FBI field offices use the DCS-3000| fThe
en-register/trap-trace data coliected by the DCS-3000 is u
database at FBI Headquarters,




e
For use by

Technically Trained Agents and system admimstrators.

Implementation Of Standard Minimization Procedures.

The DCS-3000 collects only pen-register/trap-trace information. [So
minimization procedures do not apply to DCS-30007]

{unclear whether this should be included in this

overview. Wil discuss w/

t S :| .................. Collections-condw:{ed-thmugh*thcl E&Iclassiﬁed above

the SECRET leve

. Explanation of how FISA information is controlled. that is. restrictions on

search and retrieval of information.

. Imiplementation of standard minimization procedures.

Description of the types of FISA information] ]

bl

oo oD
~1 -1 Oy N
B O

bl
b2
b7E

. Explanation of how FISA information is controlled, that is, restrictions on

search and retrieval of information.

Access to Flsmrafﬁc is generally restricted to predetermined
authorized users, linguists assigned to the case, the supervisor, the case

agent, and the system administrator in the office where the data is

collected] |

. Implementation of standard minimization procedures.

b2
b7E

8
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<" [FY08-032 FBI Digital Cofiection .-
o1 (DCS-3000, DCS-5000 and DCS-6000)

| approved.8/27/2001 for the digita! collection systéms. OTD pe:formed an
| upgrade to the system in July of 2005. By EC dated 12/22/2005, OGC advise

',Collects audlo, mtcrophone, and ﬁix mtemepts A PIA i$ not :equlred pursuant
1-to the E-Govemment Act because the FBI's Digital Collection, Systems are.
} consideréd national sectirity systems.” However, the, FB! conducts mtama
-| P1As on all national security systems to ensure that pnvacy rights are -

adequately considered in system developmcnt. A PIA was conducted aﬂd

that a supplemerital PIA was not required, and that OGC should be consulte
for any subsequent upgrades. © ...

Yes, unless.it Requmad Possnbly
isaNSS " | covered by’ existing -
E Lo but may need

Will contain, among other things, BPMS & Personnel Backgmund Mgmt :
System, both of which would contam personai info. '

N. (but see
stntuslexplana
uon) .
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),

| . IOGC“FBI! : ‘

From: FBI)

Sent: 34 PM

To: (OGC) (FBI)

Subject: RE: Response to EC dated 12/2-/2005 re databases .
SENSITIVE BUT UNCLASSIFIED b2
NON-RECORD

/C
DCS3000 is & pen reqister system that captures pertinent info from {hat side of the house. b7E

Jsome agents sometimes upload info into ACS . ..

Thanks for tackling this!

---—-Qriginal Message----—-
From: (OGC) (FBI)

Sent: 2006 4:19 PM
To: FBI)
Subject: : Response to ~{2005 re databases

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Funny you should ask. Someone else just sent me an email ésking about ACS] Rnd | have to
work on those. | — put | know

that the EC asks MMM%M that would ostensibly include pen register info, so | have
- _to check on that)LI_ is it not? If so, we are not concerned with it. Do not worry
| That is run from headquarters and we c¢an provide all the info on that. | don't know what DCS3000

is. Can you briefly explain it. Thanks.
~---Qriginal Message-----

From: FBI)
" To: 0GC) (FBI) ~
Subject: RE: Response o EC dated 12/2-/2005 re databases b6

SENSITIVE BUT UNCLASSIFIED b;? C
NON-RECORD . b7E

Sorry to ask one of what I'm sure is a flood of questions about this, but. . .

ing databases are not listed in your message as one's covered by the "HQ team”, nor were they listed in
c, do you know if these databases are subject to this tasking?:

DCS3000
y-Yohs) ' ALL INFORMATION CONTAINED
E HEREIN IS UNCLASSIFIED ]
DATE 02-03-200% BY 60322 /UC/LRF/FLI/sdb

Thanks, and sorty 10 pester you.

"".Oﬁginal Mem_w
From: | Jioco) (FaD
Sent: Wednesday, January 04, 2006 3:49 PM
To: FBI_AlL CDCs




e g b
(OTD) (FBI) (OTD) (FBI) OTD) (FBI) 0GC) (FBD

Subject: Response to EC dated 12/2-72005 re databases . b7C

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

This is to clarify the requirements of the 12/20/2005 EC that was sent to all FBI divisions concerning FB!
databases and a need to respond by January 13, 2006 with a description of such databases.

_The EC requires descriptions of gdatabases that are used in field offices but that are Bureau-wide, such as
| JRed Wolf. We have decided that a more efﬁjigm manner of gbtaining the same
information is to have a single description of such databases, to includ ed Wolf, b2
circulated among the field offices. It will be drafted here at headquarters and b7E
he field offices will simply need to state whether such descriptions are consistent with their

" particular operation and use of the database. If there are discrepancies, such discrepancies will have to be
described. Hopefully, those descriptions will be circulated by the end of this week.

There does remain the issue of access to those databases, which is particular to individual field offices.
Therefore, field offices still need to respond to questions 7 through 9 of the EC, which focus upon access to
the databases, and question 20, which focuses upon the audit trail.

Further, the EC requires descriptions of ali databases that are unique to the field offices. That
requirement still stands, and all questions with respect to such databases {1 through 20) need to be answered.

CDCs- please disseminate this to those people in your field office who have responsibility for this project.
Hopefully, this will eliminate a great deal of work on their part, but will still provide a clear and concise
explanation of the databases, as well as any variations in operation or use that exist through the Bureau.

If anyone has any substantive questions mmem’m.thmronses, please contact OTD. Formore b6

general questions, feel free to contact me at b7¢C
i

| JoGe/nsLe

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED




| IOGC! SFBIE :
From: I : - I(OGC) {FBI}

Sent; 58:33 AM
To: FBI)
Subject: ; 4

oo

-1 O\
M

UNCLASSIFIED
NON-RECORD

Thanks

UNCLASSIFIED
NON-RECORD

Asked one of the Tech Agents, and he said no.

B b6
F H FBI
rom 06C) (Fe) Do

Sent: 6 8:13 AM /
To: FBI)
Subj

UNCLASSIFIED
NON-RECORD

m- does the DCS-3000 have a more common or different name. | remember being told that but | can't think
of what it was.

UNCLASSIFIED
UNCL ASSIFIED

UNCLASSIFIED




-
g

-
o

| IOGC! (FBI)

- From: L _ KOGC) (F8I) b2
Sent: 9:05 AM b 6
To: OGC) (FBI)

Subject: RE: b7C
bL7E

UNCLASSIFIED

NON-RECORD

Thel imi =huti n't do everything that DSC 3000

does (e.g. so | believe that it is being

phased out

-----Qriginal e
From: i I(OGC) (Far) -

Sent: Thursd February 09, 2006 8:51 AM
To: OGC) (F8I)

Ce: DGCYFBI)
Subject: ; ’

UNCLASSIFIED

NON-RECORD b2
~ bt
Thanks. How aboul b7C
b7E

UNCLASSIFIED
NON-RECORD

This is the risk with getting input from the field—it appears they didn't understand the question. The items below
are not database systems that contain

ilpplles to pen dat

-DCS-3000 is the Callection swstem for nen datal 1
-----Qriginal Message—--- b2
From: ) {FBI) -
@Eﬁiﬁw bo
To: 0GC) (FBI FBI) 7
Subject: . ' b7C

bTE




UNCLASSIFIED
NON-RECORD

Anyone know what DCS-3000, Penlinﬁ{:i\nalyst Notewoork {I-1) are. These are all new ones that
are coming up in the course of reading field office responses.

UNCLASSIFIED b2
b7E
UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED




(OGC) SFBII

From: L }(OGC) (FBI)

Sent: 09, 2006 10:57 AM b2

To: Iﬂfﬂow (FBI) b6

Subject: RE. hC
bL7E

UNCLASSIFIED

NON-RECORD

If you are able to access ACS, itis

serial 86, the EC fYODit describesl____:]'rhanks.

—Criginal Message-----

From: [ __J(0GC) (FBI)

Sent: 10:52 AM
To: 0GC) (FBI)
Subject:

UNCLASSIFIED
NON-RECORD

I couldn't find anything through Google oo you have any more information that can point me to the right

unit??

--—Qriginal Message--~--

From: [ §OGC) (FBD)
Sent: ursga ruary 05, 8:51 AM
To: ({OGC) (FBI)

cc: OGC){FBI)
Subject: RE:

UNCLASSIFIED

NON-RECORD

Thanks. How abouq

~-=--0riginal Message«----
S m—
Sent: m ruary 09, 2006 8:48 AM
To:f 10GC) (FBI)
Cc: L...._IDGC)(FBI)
Subject: b2
UNCLASSIFIED bL7E
NON-RECORD
This is the risk with getting input from the field--it appears they didn't understand the question. The items
below are not database systems that contain raw der

the SMP (uniess minimization applies t

W@M&w

0 pen data

DCS-3000 is the Collection system for

pendated oo |




----- Original Message—-- b2
From: | KOGC) (FBI) bé

Sent: Thursday, February 09, 2006 8:33 AM ©
To: i (0GC) (FBI)EOGC)(FBI) : b7C

Subject:

UNCLASSIFIED
NON-RECORD

Anyone know what DCS-3000, Penhnk:na!yst Notewoork (I-1) are. These are all new ones
that are coming up in the course of reading field office responses.

UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED




| ISOGC! (FB1) .

From: { _ XMO) (FBI) . b6
Sent: : :37 PM b7C
To: 0GC) (FBIY kea))

Subject: obite FISA info

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

i was forwarded your email bD\SAC Bili Lewis regarding our FISA collection/processing systems.

Following are the access list(s) folE:Redwoif and Pen Register systerr.mmmcg_ﬁ_—'_]
Please note that the Redwolf contains FISA audio while the DCS 3000 (Wireless) oth contain

Pen Register data. '

b6
DCS 3000 and 57C
Bystems Administrator !
as been granted administrative privileges
[ granted administrative privileges b2
Performs daily downloads of collected data for transfer to case agent b7E

Redwolf ‘
Systems Administrator
as been granted administrative privileges

wa%aﬁve privileges |
l as been granted administrative privileges for software and

firmware upgrades,

v Please note that thd has been granted remote access to the Redwolif system for healith
maintenance and to insure that this system remains operatio i ] i

TU
nd assistance to the 00.

Also note that we have an access point to the] [and have the ability to route FIS j
to Language Services Division. To date we have not passed any audio through this system and have not us
Should you need any additional information, | can be reached at the following telephone numbers.

b2
: b6
TECHNICAL ADVISOR b7C
CELL-+ '
SENSITIVE BUT UNCLASSIFIED

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 02-03-2009 BY s0322/UC/LEP/PLY/zdb




.fo

| |(oc) (FBY) _ —
|

From: KOGC) (FBI)
Sent: i , 20086 3:28 PM

To: (OGC) {FBI)

Subject: RE: More databasss

UNCLASSIFIED bé
NON-RECCRD

Thanks. From my point of view, it means NO MORE DESCRIPTIONS NEED TO BE ADDED from that list, at least.

-----Original
From: (CGC} (FBD}
Sent: Friday, February 17, 2006 3:17 PM
To: (0GC) (FBI)
Subject: RE: More databases

UNCLASSIFIED
NON-RECORD

This is what ['ve learned from OTD:

ALL INFORMATION CUNTAINED .
HEREIN I3 UNCLASSIFIED
DATE 0Z-B83-2009 BY 80322 /UC/LRP/RLI/3db

~1 Oy
@]

[N

UNCLASSIFIED
NON-RECCORD

b2

eard of the! | bB7E
.Also , are an vanations of each other, as 1ar as pen register cotiection.
l .

_



) have reading a list of databases that the Security Division sent so that's where these issues are coming from.
Thanks.lil

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED
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Ctassmoos T pogmsMA2008 L T e 4

Computer Analysis Response
Team Storage Area Network

MY

Dcsédoo ébplication suité was 'dekgldpéd {o assist law enf&rdément
agencies (LEAs) with collecting and processing data for court-ordeted
. ) ) electronic surveillance (ELSUR) operations.l ]
T The DCS3000 can collect ELSUR
.. . Dagé Co!legtioﬁ s YS‘,ém 3000 data under tt!e following warrant types: Pzn Regis

k)




Sééumel .

" From: | I(om) (CON)
7, ".Sent. = Friday, November 04, 2005 7:47. AM
o “Tor Jose) (Faly

TeeiCer foTo) (FB-.-
H Subject. D:gntal Coliechon descnptnon '

RN ST Do ;f ALL Immmm’rwm Cehrmmm
CUUNcLassiFED o o HEREm 14 UHLLA‘USIFBZD L
NONRECORD . . - = . % Do 03-2009 BY 603 72/UL;’LRP;PLJ/:db

q: Hope this pro‘ndes what you need lf not, please let me. know If yon need a morc succmct or techmcal
' escnptzon, 1‘11 provxde it S AR st L )

" Glad we finally met. Thasiks for your help,l_l S

" UNCLASSIFIED

117402005




Mésage o os Pagelof4

T | “ ﬂ\f I’ ( b) (s )

0GC) (FBI)

. From:_| Joce) Fai) | .
©.. Sent: _Thursday, November 10, 2005 8:51 AM

o Ter -] ooy FBy e

ce:. | |©oTD) (CON)-
* Subject: RE: Digital Coltection descnpuon B

.'-:'!!N,CLASSiFlg T e e O

'n'us is exactly what | need. I wﬂl ﬁmsh drafhng the EC today Thanks for your patsence

L Smcerely.

- ALL INFORMATION CONTAINED
"+ HEREIN IS UNCLASSIFIED.
- DATE 02- 04-200% BY- 60322 /UC/LRE/PLI/3db

o Tl-llS ISA PRIVILEGED COMMUNICATION AND IS NOT TO BE DISTRIBUTED WITHOUT PRIOR OGC

R "_APPROVAL Rt o . oL

From — OTD) (FBI)

= | (OTD) (cb'u) :
: Sub]ect FW Oigital CoIlectron d&scnpuon

o ..fuucg§§; = YR T
© . /NON-REGORD - '@ oo . R T ¥ Ao

' Iam ;rwardxng a response thaDsent to me on Monday (i've been out the last few days) Hopefully
- this wxll suffice. . ' . ‘ o ) .

(OTD) (CoN) .
, 2005 10:02 AM -

7‘5ubject. FW: Digital Col!ectzcn descﬁbtlon o

e _UNGLASSIFIED
", NON-REGORD

111012005 .




i Following is language that should be provided ] forthe pia. FYR. -0 "BTC

S ——originel Messagee—-  © - s e
L From| oGy (FBL) . - 7\:&. e
- .- - Sent: Friday, November lE20058:49AM T L t:ﬂ e b7E '

s To OTD) (CON) S e
Lo e J(oTD) (FBI); foGce) (FBI) -
. " Subject: RE: Digital Collection description . ’ L

" . UNCLASSIFIED -
- NON-RECORD

.. 7 Thanks fér taking the time‘to. meet witrnd’ [ yestérday and for th'e,response. [ éhisdri‘ytp bother b 2
¢ you again. | confess that | am technologically challenged and that you may have already answered this - 55
. question. Nevertheless, ...
bo
b7C

[To that end, | need your assistance completing the Tollowing sentence: - bT7E

“ " Thanks again for your assistance with this.
Sincerely,

. Administrative Law Unt, Room 7338

Y | |

7. THISIS A PRIVILEGED COMMUNICATION AND IS NOT TO BE DISTRIBUTED WITHOUT PRIOR OGC. *

ecoediitooos L L

- -




ST N e——— . Red wo1f e-ma11s txt
S Y T Eroms ] “(0TD) (CON) T

.y .. ... Sent:  _Mgnday.. 07, 2005 9:59 AM TR N,
: -To: (OGC).(FBI) ' e L L T T

R < oTD) . (FBI) ;] JCOGS): (FBY) -~ " or 0 e
"'SubJect‘ ©. - RE: Digital Collection description ~ .. . - . ..~ . :ﬁ~;ﬁ“‘uz"k>6 '

W,UNCLASSIFIED S T R R UL T I brC
NON-RECORD - G- & iirio il oo DT s e .

R | Jis out thru Wednesday " We'will be back Thursday and will 'pfobaﬁfﬁ?"
~..Tespong perore end .of the week IR PR T .

h""é'From:En;‘iJ;a—ﬁ;Cch) (FET) -t
o Sent: Fraday. November 0O4, 2005 8:49 AM . ~ ~ - . . . . L. ST
Lo Tos :(OTO) CCoNY e e e ey
Sl ce [ (01D} (FBI); (060 (FBI) - o T o I
. Sub] ect RE. ng1ta1 COHectwn escmptxon . e '

. UNCLASSIFIED .
- NON-RECORD

I . v

. Thanks for takmg the tune to meet mtDand I Kesterday and for the o
kres onse. :-I am sorry to- bother' you again. - I confess that I am techno1o 1caﬂy

s Thanks agam for your ass1stance mth tms , . :
'Smcere}y. B 'f R . b2

bi7C

./ Agmimistrative Law Unit, Room~7338'" e S 1»-,';’ S R

'{"THIS is A PRI“ILEGED COMMUNICATION AND IS NOT To BE DISTRIBUTED wrruowr PRIOR 0GC - ¢ -
.}.APPROVAL AR T I o A L

“To: (occ) (FRT) R, e
Cc: JTO 'D) (FBI) L ST
SR »"-:;.,,-'Pa93~1‘.-:‘~ L

ALL INFOPMATION - cummmm g
HERETY 13 UNCLASSIFIED - L
DATE ' 02-04-2009 B‘f ~t>£l3‘22;’UC/LRP/FLJMdb




v L Red w:ﬂf e-maﬂs txt .
g Sub;ect D\glta'l Conectxon descrxpt'lon ; - .

"UNCLASSIFIED SR
- NON-RECORD .

Q Hope th1s prov1des what you need If not. p'lease 1et me know 7xf4y66" ‘ b2
- . need a more succmct or. techmca‘l descmptxon, I I'I prov1de 3t o L »gb,
‘.:~ b7E

e Vst i o B




. UNCLASSIFIED , , ‘ .
©OUNCLASSIFIED - o < 7 oo et e T

“ From: OTD) (con) e e T b
. Sent: __Friday, November G4, 2005 7:47 AM L e T T

s S Tor (0GC) (FBI) . . ;»5:1 N
T o4 oT1D). (FBY) .-
O Subject' _ D‘tg‘lta Coﬂectwn descmptwon

L uncuxsstr—‘reu e ST e T T T R )
', NON-RECORD LR T e e e e

‘

m Hope th1s prov1des what you need.. If ot p’[ease Tet'me know : i[f you®
: a Cl - ‘4.‘,.,' ;4: S

: eed a more succmct or techmca} descmptwn I 11 prov1de it.
- Glad we ﬁ nally met."",.‘-'l"hanks for ydu‘ri,hé‘lr:xi, ERR Lo 5




Red wolf e-pails.txt .

" UNCLASSIFIED : '
» Ve Page4.b B
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ITI. OTHER SYSTEMS/APPLICATIONS/NETWORKS CONTAINING FISA
MATERIAL

There are a number of FBI “systems/applications/networks” that contain
FISA material, which are legacy systems that may be replaced by newer
technology. We are listing some of the current systems and will provide
additional information as requested.

A. Systems/applications/networks containing raw FISA take.

1. Red Wolf (system)

a. Description of the types of FISA information contained in Red Wolf.

5

g




{0} -

(-

(-

SESRET_

X Red Wolf'is the vendor’s name for DCS-5000, the FBI’s primary

FISA audio co] duces, but
many sites use| Itis
possible for users, such as language analysts, to perform analytical
searches of FISA material collected by the system and the summary
transcripts from that material. It allows real-time and off-line monitoring,
as well as report generation.

Red Wolf currently is the primary collection system for audio and in

some offices facsimile, and may possibly be replaced by r another

system, although this may be several years away.

b. Explanation of how access to FISA information is controlled, that is,
restrictions on search and retrieval of information.

~"'>.<F_ull access to FISA audio collected through Red Wolf is generally
restricted to predetermined authorized users, generally the linguists
assigned to the case associated with the FISA information and their
supervisors. Case Agents and the system administrator in the office where
the audio is collected also have limited access. In all instances, access to
the Red Wolf servers is restricted, and in many instances the Red Wolf
workstations that the linguists use are in a room with restricted access.

Authorized users can search and retrieve FISA audio by Signal
Related Information (date/time of call, outgoing telephone number dialed,
etc.).

(U) These searches are limited to the physical system into which the user
is logged.

¢. Implementation of standard minimization procedures.

) "“‘*-)B(Prior to accessing FISA information in Red Wolf, linguists are
required to read and sign the court orders certifying that they understand
the minimization guidelines applicable to each case. Currently, the Red
Wolf system does not contain a FISA caveat banner similar to the one

found in DWS. Thus, NSLB will recommend that a FISA
caveat b orporated into Red Wolf identical to the one currently
found i DWS.
2 (system)
6
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