
ELSUR Management Technology Unit 
Electronic Surveillance Technology Section, OTD 

Cell: I ] 
Fax: 

b6 
b7C 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

I (OTD) (FBI) 

From: I IfOTDï (FBI) 
Sent: Thuwtri«/ Man* m ?nriR 1-nn pm 
To: I ImmuFRn 
Subject: RE: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Thanks. 

-Origina! Message--
From; I I (OTP] (FBI) 
Sent: * Thursday. March ft.jflflfi ll:j8 AM 
To: 
Cc: 
Subject: RE: IT Information Request - Needed by Friday 3/24 

• Thursday. a r a r e ii:p¿yy 
• 9 ™ fFBHJ ICOTDÌ (FBI); lOTD) (CON) 

I g o ™ (CON) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 
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e n 
The cost of the hardware, software, and the development work for the interface to the Trilogy network or other FBI IT 
infrastructure for the DCS-3000 system is approximately $750.000 per year. The majority of this cost is for hardware 
(e.g. routers and other networking equipment). The! hosts are approximately $500,000 per year if you include 

|ca the IP service contract we have with| | | ^ | c a n elaborate on this topic if needed. 

I 1 b2 
—Original Message-— ^ g 

From: | rOTP) (FBI) 
Sent: ' IhnraW f v U r h h AM b 7 C 
To: J | j n , , ^ ° T D ) ( F 8 I ) l l ( 0 T D : ! ( F B 1 ) 1 |(OTD) (OON) b 7 E 

Subject: FW: rr Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

To All, 
Due to the move, please providej [with all submissions no later than 3pm today.l Jand I will 

gather the data to send it to the front office ISlSf Mis afternoon. i — — i 

Test how it relates trt Imav hft a rtitfpmnt- stnn/ .Sn as nnt tn riiinlirato numhprs if 
there is an IT cost for the 6000 and| | can you include that number (and notation) with your estimate? 
Thanks 

Original Mresage 
From: j |OTP) (CON) 
Sent: Thursday. March 23. 2006 8:14 AM 
To: L Z Z Z Z Z Z J O T D ) (FBI) 
Subject: FW: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

We should try to complete this task today because tomorrow many of our Trilogy 
machines will be disconnected by 2 pm. Thanks. 

[ 
r r p /ESTS /ncTu 

—Original Message---
From: I KOTD) (FBI) 
Sent: WednrerW flarrh 77. 7006 10-S7 AM 
To: I . I0T17Ì (Fpi)L . I mm» (fwY[ ICOTO) 

IOTP) fFBI) 

dv- iwcn zuuo iu:d/ aii | -
I n r n u r a n j I m m U F B n r l I m r o u F m l 

Ce: I |(OTD) (FBI)I |(OTPWFB11 |(OTD) (FBI); 
Subject: FW: IT Information Request - Needed by hiday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

OTD) (CON) 

Pis see below. 

j înt tupsrvisöfv t»pssiaiAàfe 
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Telecommunications Intercept and Collection Technology Unit (TICTU) , „ 
Electronic Surveillance Technology Section D A 
Operational Technology Division •> s-
Quantico Virginia D O 

I » b7C 
Orininal Mps^hp 

From: | iQTDt (FBI) 
Sen t _ Wednesday. March 22, 2006 9:28 AM 
T o : I tOTD) (FBI) 
Subject: Kt: n information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

This is tied primarily to future requests for money, 300 exhibits and requisition in FY07 and forward. However, the 
cost of each system should be looked at so we can determine our investment and support needs that are truly IT. 
We would like to know the cost of the part of each system that is IT (that allows our collection systems to connect 
to trilogy, operate remotely over an IT system, prepares data to be sent over/to an IT system). 

I know this is a little vague but we need an estimate with some basis behiond it. 

o 

—Original Message— 
From: | l(OTD) (FBI) 
St.nl-; WpripflCriay Marrh 22, 2006 9:14 AM 
To; I ICOTD) (FBI) 
Subject: RE: n" Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

riCTU personnel have asked that you specify what time period you are inquiring about, as well as 
defining what you consider IT to be. Are you asking about costs from the inception of projects that could date 
back years, or something else? Thanks. 

J 
Supervisory Special Agent 
Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 
Quantico Vin^ia 

—Original Mi 
From: 
Sent: 
To: 

Cc: 

Subject: 

] 0 T D ) (FBI) 
Tuesday, March 21, 2006 4:11 PM 

» —¡(oWffflnr 

l y f p i 

- irony iFRnr 
| ITD)(FBI);| KOTO) (FBI);L 

Tn-r™ iEPT>r 

] O T D ) fFBI1:l 
J(ÖTb) (FBI)| 

IT Information Request - Needed by Friday 3/24 

~](OTD)(Fgß£ 
KSTD) (FBI):! 

0 
J I T D ) (FBI); I" 
J (OTD) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Ihas asked that we determine the cost of the IT portions of the OTD collection systems 
O master list of systems, applications, databases, and networks. For the 
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systems/projects listed below, please determine or estimate as best you can the cost of the hardware, 
software, and the development work for the interface to the Trilogy network or other FBI IT infrastructure. 
This will help us separate the funding of National Security Systems that are not truly IT from IT systems, 
databases, applications and networks. Please provide an estimate by Friday 3/24. 

I I IT Interface 
DCS 6000 - IT Interface 

, flfiS annp - IT Interface 
I ICALEA transport) 
CARTSAN - IT Interface -, 9 
CART Family of Systems D A 

b6 
b7C 
b7E 

Thanks, 

fcLüUK Management I ecnnology unit 
ElertroaiûSuaBiaace Technology Section, OTD 
Phone:! 1 

Cell: ' I I 
Fax: 703-632-6298 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
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z 
From: 
Sent: 
To: 

Cc: 
Subject: 

¡ t a i E i m . 
I O T P ) (FBI) 

hnrdow UarrTTW 

L 
ÌÒT0T7 

É (OTD) (FBI); (OTD) (FBI) 

- O T P ) (CON) 
FW: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Due to the move, please providd . Ifl/ith all submissions no later than 3pm todayj land I will gather 
the data to send it to the front office later this afternoon. ' ' 

I , , Imav be a different story. So as not to duplicate numbers, if there is an IT cost 
for the 6000 ancj [can"you include that number (and notation) with your estimate? Thanks. 

] 

Wednesday. March 22. 2006 10:57 am _ _ _ _ _ _ _ 
I |(OTD) fFBTV.I Irmm (FBI); 
\ i m \ l — I f O T m (FBI)! IfQTDUFfel 
I l<QTD) f F e n r * ^ " K u i u n m u f (otdWfbiV 
FW: IT Information Reauest - Needed bv Friday 3/24 ' * 

Cc: 
Subject: FW: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

(OTD) (FBI)| |(OTD) 
(OTD) (FBI) 1 

J(OTD) (CON) 

1 

b2 
—Original Message— ' b 6 

From: | IOTP) (CON) h 7 T 
Sent: ' T W ^ a » Marrh ?nnfi a-n am u ' 
To: I If OTD) (FBI) b7E 
Subject: FW: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I I We should try to complete this task today because tomorrow many of our Trilogy machines will 
be disconnected by 2 pm. Thanks. 

I i 
I n w F S T s m a j j 

Original Message 
From: I IfOTDI (FBI) 
Sent: Wednesday. March 22. 2006 10:57 Al 
To: 

Pis see below. 

supervisory special Agent 
Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 
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Original Mesyae 
From: | |(OTD) (FBI) 
Sent: Wednesday, March 22.2006 9:28 AM 
To: | "|(OTD) (FBI) 
Subject: RE: IT information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

This is tied primarily to future requests for money, 300 exhibits and requisition in FY07 and forward. However, the cost of 
each system should be looked at so we can determine our investment and support needs that are truly IT. We would like 
to know the cost of the part of each system that is IT (that allows our collection systems to connect to trilogy, operate 
remotely over an IT system, prepares data to be sent over/to an IT system). 

I know this is a little vague but we need an estimate with some basis behiond it. 

Thanks, 

b2 
b6 
b7C 
b7E 

Original Wneeano 
From: I l(OTD) (FBI) 
Sent: ' WtvWHa» tttarrh •>•) 2006 9:14 AM 
To: I |OTD) (FBI) 
Subject: RE: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

TICTU personnel have asked that you specify what time period you are inquiring about, as well as defining what 
yflU ¿insider IT to be. Are you asking about costs from the inception of projects that could date back years, or 
something else? Thanks. 

' Supervisory Speciai^gent 
Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 
Quantico. Virginia 

Origina! Mgccana 
From: | fOTD) (FBI) 
Sent: Tnpqlav. Marrh M !>finfi 4-11 PM 
To: 

iiipgiav. Marrn ;nnf,4-n PM • I . . | 
I ^ rOTfì) (FBI)I IfniDHFRnl lOTDUFBH: \(TVD) 

' I M I U IrpTm I FRI v i FrmwERTVjl frrTffl 
Ce: I IfITDÌ f F B I i j ~ ~ liüTPWFSn l(ITD)(FBI)| |(OTD)(FBI); 

Needed by Fnday i U 4 Subject: IT InforrflMuM kèdjuéét - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

]has asked that we determine the cost of the IT portions of the OTD collection systems listed on 
the OCIO master list of systems, applications, databases, and networks. For the systems/projects listed below, 
please determine or estimate as best you can the cost of the hardware, software, and the development work for 
the interface to the Trilogy network or other FBI IT infrastructure. This will help us separate the funding of National 
Security Systems that are not truly IT from IT systems, databases, applications and networks. Please provide an 
estimate by Friday 3/24. 

IT Interface 
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DCS 6000 - IT Interface 
DCS 3000 - IT Interface 

I ICALEA transport) 
CARTSAN - IT Interface 
CART Family of Systems 

b2 
b6 
b7C 
b7E 

Thanks, 

ELSUR Management Technology Unit 
Flartrnnin SniwiHanftA Torhnnlnnu Section, OTD 
Phonel . I . 
Cell: 1 I 
Fax: 703-632-6298 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

(OTP) (FBI) 

From: 
Sent: 
To: 
Subject: 

[ JoTD) (FBI) 
Mtar ln«« tav M ^ r r h ? ? 2 0 0 6 12:54 P M 

I jOTD) (FBI) 
RE: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Good job on the response. 

—Original M p « a n p — 
From: I I (OTD) (FBI) 
Sent: ' WfclUlimiW.TiaTqi 22, 2006 12:38 PM 
To: I lOTDt (FBI), 
Cc: 
Subject: 

IJOTD) (FBI), . * 
T O T D ) (FBIM JOTD) (FBI)| 

: ÏT Information Request - NeMfifl By Hlüäy S) M 1 
(OTD) (FBI) 
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SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

The DCS6000 is a Title III telecommunications collection tool, it currently has no interface to Trilogy or other FBI-IT 
network,! [ • 

I fàvë do see the need t o r 

| |it is unclear at tnis time it mis wouiq ran unger a request ror 11 services or 
funded ang maintaineg out or I iu I u/hieid Of f u n d e d a n d ma in ta ined out ot l l ü l U / M e l d Of f ice opera t ing e x p e n s e s . 

b2 
b6 
b7C 
b7E 

—--Orioinfll Mfffliflfi-.— 
From: _ | ( O T D ) (FBI) 
Sent: WPHHP^» M ^ ? ? 1 ^ 7 AM . . . , 
To: I • IfQTDHFBnf IfOTTrt fFBHl IfgTPi fffPj |(OTD) 

/PBHl ICTMimiJ I (OTP] fFRnl ' (OTP) (FBI) 
foTbWFBhJ f ( a T b ) (FBlii " l o T D U F B ^ f r [OT ce: I ItoTbWPBhJ T(aîb) (FBlii IOTP) (FBI);| " " l O T D ) (CON) 

Subject: FW: I T Information Request - Needed by Friday 3/24 1 1 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Pis see below. 

^ Supervisory Special Agent 
Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 
Quantico. Virginia 

—Original Message— 
From: | | (OTP) (FBI) 
Sent: Wednesday. M a r r h V 2006 9:28 AM 
To: I ICOTD1 (FBI) 
Subject: RE: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD . 

This is tied primarily to future requests for money, 300 exhibits and requisition in FY07 and forward. However, the 
cost of each system should be looked at so we can determine our investment and support needs that are truly IT. 
We would like to know the cost of the part of each system that is IT {that allows our collection systems to connect 
to trilogy, operate remotely over an IT system, prepares data to be sent over/to an IT system). 

I know this is a little vague but we need an estimate with some basis behiond it. 

Thanks, 
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b2 

Original Message 
From: I Ifnm) (FBI) b 7 C 
Sent: Wednesday. March 22,2006 9:14 AM .K 7 TP 

IOTD) (FBI) - 0 ' ^ 
m u e 

To: I l ( 
Subject: RE: IT Subject: RE: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I h riCTU personnel have asked that you specify what time period you are inquiring about, as well as 
defining what you consider IT to be. Are you asking about costs from the inception of projects that could date 
back years, or something else? Thanks. 

1 
Supervisory Special Agent 
Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 

. Ouantica, Virginia 

-Original Message— 
From: I l(OTD) (FBI) 
Sent: 
To: 

Cc: 

••„wrf-„ ->/>y 4;X1 PM I I I I 

, [(OTDUESnJ l(QTD) (FBI);! l o p ) (FBI): 
P W B I ) ; | KOTD) (FBI)j (FBb| \ 

™ V l T D ) (FBI)'i I (OTD) fFBIil f i r m fFBDl I 
ÌSTCTl-FBni I f OTP) (FBI);! KOTD) (FBI) 

Subject: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

i lhas asked that we determine the cost of the IT portions of the OTD collection systems 
listed on the OCIO master list of systems, applications, databases, and networks. For the 
systems/projects listed below, please determine or estimate as best you can the cost of the hardware, 
software, and the development work for the interface to the Trilogy network or other FBI IT infrastructure. 
This will help us separate the funding of National Security Systems that are not truly IT from IT systems, 
databases, applications and networks. Please provide an estimate by Friday 3/24. 

I I IT Interface 
DCS 6000 - IT Interface 
DCS 3000 - IT Interface 

I ICALEA transport) 
CARTSAVi - IT Interface 
CART Family of Systems 

Thanks, 

ELSUR Management Technology Unit 
Electronic Surveillance Technology Section, OTD P h " n e l . 1 

Celi: I I 
Fax: 703-632-6298 
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SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

(OTP) (FBI) 

From: I l(OTD) (FBI) 
Sent: ' W p r l n g s d a u MarrJi 97 9fWfi 9 91 A M 
To: | l(OTD) (CON) b 2 
Subject: l-w: 11 information Kequest - Needed by Friday 3/24 fo g 

b7C 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

FY! 
• 

—-Original M p w a p p — 
From: I I (OTD) (FBI) 
Sent: Wednextov. Mart* 07. 2006 8:59 AM , , , , 
To: | ffHnl I f a r m ( F B I ) l ^ _ _ _ _ _ t Q T D ) (FBI)J |(OTD) (FBI) 
Cc: I I (OTD) fFBHl IfOTm (FBI) j |[0TD) (FBl) 
Subject: FW: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Please coordinate a response to 

All, Please see below message and ascertain your costs associated with the listed systems/projects. Please provide this 
info tcj |by Thursday, 3/23/06. 

|Please assist! Iwith a coordinated response to| | Note deadline of 3/24/06. Reminders as 
necessary. Thanks. ' ' 

Supervisory Special Agent 
Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 
J2uafliicaJfiiojnia 

—Original Message— 
From: I l(OTD) (FBI) 
Sent: Tuesday, March 21, 2006 4:11 PM 
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To: 

Ce: 

Subject: 

/reni V 
_ J ( O T D ) (FE l£ 
(OTD) CFBIll JOTD) (FBI) 
>TD) (FBI); 

„ Xnr» (FBI 
l u i u i 

;OTD) ( F B y C 

IT information Request - Needed by Friday 3/24 
J O T D ) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

LTD) (FBi)f 

3ff6) (FB!){ 
pro) 

](OTD) (FBI); 

I has asked that we determine the cost of the IT portions of the OTD collection systems listed on the OCIO 
master list of systèms, applications, databases, and networks. For the systems/projects listed below, please determine or 
estimate as best you can the cost of the hardware, software, and the development work for the interface to the Trilogy 
network or other FBI IT infrastructure. This will help us separate the funding of National Security Systems that are not truly 
IT from IT systems, databases, applications and networks. Please provide an estimate by Friday 3/24. 

I I IT Interface 
DCS 6000 - IT Interface 
DCS 3000 - IT Interface 

I IfCALEA transport) 
CARTSAN - IT Interface 
CART Family of Systems 

b2 
bo 
b7C 

Thanks, 

tLSUK Martààement I eòltoology Unit 
Electronic Surveillance Technology Section, OTD Ph""pl I 
Cell: I 1 
Fax: 703-632-6298 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
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] ( O T D ) (FBI) 

From: | |(OTD) (FBI) 
sent: , cahr.^rwoo onnetR-zriam 
To: I Ifcom . . b6 
Cc: I . I/ITDWCON):! HiOTDUFBh h 7 r 
Subject: FW: DCS6000I | D ' ^ 1 1 b7E 
UNCLASSIFIED 
NON-RECORD 

In a recent discussion with the Office of the General Counsel, monitoring/collecting in different jurisdictions is not 
an issue. In U.S. v. Penman , 100 F.3d 399 (5th Cir. 1996) the court stated "(w)e agree with the reasoning of the Second 
Circuit and now hold that interception includes both the location of a tapped telephone and the original listening post, and 
that judges in either jurisdiction have authority under Title III to issue wiretap orders." The original citing for this came from 
U.S. v. Rodriguez 968 F.2d 130 (2d Cir. 1992). In this case, interception refers to where a communication is initially 
obtained regardless of where it is being heard. I I 

I 11 suggest you refer this matter to your CDC for additional guidance. The DCS-60QQ team is still 
working on the technical end of m a k i n g h a p p e n . 

—Original Message— 
From: I fOTD) (FBI) 
Sent: Friday, January 13.2006 2:39 PM 
To: I (CON) 

Id Cc: 
Subject 

.(FBI) 
FW: B866M| I 

UNCLASSIFIED 
NON-RECORD 

—Original Mes; 
From: 
Sent: 
To: 
Cc: 
Subject: 

Working 
] 

I«™» 
Friday. January 13. 2006 12:10 PM 

" I f OTP) (Ffy) 
I (FBI) 

T5C55MT 

] Previously submitted requesting DCS6000 (Assigned to - Status is 

Per our discussion, here are some items of interest/or concern with regards to DCS6000I 1 Also, I 
have talked withl fend his is in agreement thaj ¡would like to be a test site once this capability 
exists. We would be interested in an estimated time frame that tnis could happen and if there is anything that could be 
done to speed up the release of this technology. 

Concerns/or Issues that may need to be addressed: 
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b 2 
b 6 
b7C 
b 7 E 

ELSUR Technology Management Unit 
Electronic Surveillant Technology Section, OTD 

/Desk) 
Fax) 
Cell) 

UNCLASSIFIED 

UNCLASSIFIED 

] í 2 I 2 I (FBI) 

From: 
Sent: 
To: 
Subject: 

I ~l(OTD) (FBI) 
i nursaflv. i-agnarc ie, 2006 5:27 pm 

I |(OTD) (FBI) 
Kt: Class tunding 

UNCLASSIFIED 
NON-RECORD 

hope if some of their rescissions get backfilled, they will return the favor. 

—Original Message—-
From: I "I (OTP) (FBI) 
Sent: Thursday. FphHlan/ 16, 2006 3:35 PM 
To: I IOTP) (FBI) 
Cc: I IOTP) (CON) 
Subject: FW: Class funding 

UNCLASSIFIED 
NON-RECORD 

FYI, 

—Original Message— 
From: | 
Sent: 
To: 
Cc: 
Subject: 

Thi rrefiav. FPhniai 

f 
hw: uass runaing 

|(OTD)(CON) 
Jpryi6, 2006 2:57 PM 
,(OTD) (FBI) 
(OTD) (FBI); JOTD) (FBI)£ (ITD) (FBI); 

48 

(OTD) (FBI) 



UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

(OTP) (FBI) 

From: 
Sent: 
To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

"I (OTP) (FBI) 
I hursday. January 19. 2006 2:55 PM 

Kb: UUbbUUU 
SecD)(CON) 

• I'll get you something. We can meet afterwards. 

b2 
b6 
b7C 
b7E 

J(SecD)(CON) 
Original Message-----

From: I 
Sent: Thursday, January 19, 2006 2:52 PM 
To: P 

Subject: RE: BCSSflM^ 

UNCLASSIFIED 

arv 1., 
J iOTD) (FBI) ; f 
I l f f l E J ( C O N ) 

](OGC) (FBI) 
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NON-RECORD 

... could I get a drawing of the connectivity you're talking about? That would make it much easier to answer. 
Thanx... (then maybe we should meet??) Thanx... 

uuantico complex 
CISM, CISSP, ISS, PSEC, MCSE 

1 
..."lead, follow, or get out of the way." Thomas Paine 

b2 
b6 
b7C 
b7E 

J(OTD) (FBI) 
—original Message-

From: I 
Sent: Thursday. January 19, 2006 ?;45 PM 
To: I I fOGQ ( F B I ) I _ _ 
Cc: I t lTD) (CON) 
Subject: PW: M&mi 1 i 

UNCLASSIFIED 
NON-RECORD 

](SecD)(CON) 

[issues mentioned below. 

I believe FBI criminal collection is moving in this direction anyway, so now may be the time for TICTU to 
do some R&D. Thanks. 

—Original Message— 
From: I frOTD'i (FBI) 
Sent: Friday, January 13, 2006 2:39 PM 
To: I |(ITD) (CON) 
Cc: I _ | O T D ) (FBI) 
Subject: FW: DCS6000I I 

UNCLASSIFIED 
NON-RECORD 

—Original Message— 
From: | 
Sent: 
To: 
Cc: 

I (CON) 
hnday. January U m l i ' l O PM 

[ 
Subject: DCS6QQo| * | 

ÎffîTTO fFRp 
JFBI) 

working 
1 Previously submitted requesting DCS6000 Assigned tol - Status is 
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Per our discussion, iwp a rp mmp items r>f interest/or concern with regards to DCS600C1 I 
A!so, I have talked with I land his is in agreement that| |a/ouId like to be a test site once this 
capability exists. We would be interested in an estimated time frame that this could happen and if there is 
anything that could be done to speed up the release of this technology. 

Concerns/or Issues that may need to be addressed: b2 
b6 
b7C 
b7E 

ELSUR Technology Management Unit 
Electronic Surveillance Technology Section, OTD 

pesk) 
Fax) 

(Cell) 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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(OTP) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

OTD) (FBI) 
Thursday. January 19. 2006 2:45JEM-

r 
FW: DCS6000 

ÌOGC)(FBÌ)C 
« '̂Tm (CON) 

](SecD)(CON) b2 
b6 
b7C 
b7E 

am forwarding this e-mail to vou in regards to thef Jssues mentioned below. 

I believe FBI criminal collection is moving in this direction anyway, so now may be the time for TICTU to do some 
R&D. Thanks. 

• 

—Original Message— 
From: | 1 (OTD) (FBI) 
Sent: Friday. January 13. 2006 2:39 PM 
To: I IITD) (CON) 
Cc: | ~ |OTD) (FBI) 
Subject: ' l-W: Uli&WH | 

UNCLASSIFIED 
NON-RECORD 

—Original Message— 
From: I 
Sent: 
To: 
Cc: 
Subject: 

c worKing 
• 

J (CON) 
Friday, January i'J, 5005 I " l 0 PM 

tOTD) (FBI) 
• (FBI) S 1 

J Previously submitted requesting DCS6000 (Assigned tof - Status is 

Per our discussion, here are some items of interest/or concern with regards to DCS600C)[ 
Jand his is in agreement thaj y/ould like to be a test site once this capability 

uld 

]aISO, 
have talked witl ^ 
exists. We would be interested in an estimated time frame that this could happen and if there is anything that could be 
done to speed up the release of this technology. 

Concerns/or Issues that may need to be addressed: 
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b2 
b6 
b7C 
b7E 

ELSUR Technology Management Unit 
Electronic Surveillance Technology Section, OTD 

Desk) 
Fax) 
Cell) 

UNCLASSIFIED 

UNCLASSIFIED 

1 2 H Í F B I 1 
From: 
Sent: 
To: 
Subject: 

I ""I fOTD) (FBI) 
Wednesday. January 11. 2006 12:22 PM 

I | (OTD) (FBI) 
ucts-auuu Kesponse to Questions Posed by FISA Court Judge 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Here are the questions posed which we discussed earlier today; 

1. Identify and fully describe the DCS-3000 database. 

2. The FBI's practice regarding storing, accessing, marking, deleting, and handling of FISA materials within the system. 

There is another question re minimization procedures which could be adopted on an expedited basis, but I don't 
believe this would pertain to the DCS-3000. It seems the time line for completing this is on hold, so please do not rush to 
get this completed. Thanks. 

SENSITIVE BUT UNCLASSIFIED 
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ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 02-04-2009 BY 60322 UC LP/F1J/LCW 

l(OTD) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

Clear Day 
8kgrd JPG (5 KB) 

NON-RECORD 

[ I lTD) (FBI) 
Ti ipcHau lan.iop' 18, 2005 1141 AM 

IflTDHFBn 

FW7^ 
IflTDUFBh 

UNCLASSIFIED 

b2 
b6 
b7C 
b7E 

CZZ3 
I spoke with the DCS-6000 guys earlier today and they echoed similar comments. 

| |- Thanks 
] 

—Original Message-
From :l ]( ITD) (FBI) 
Sent: Tuesday, January 18, 2005 11:35 AM 
To J if rrm (FBI) 

lr; Cc 
Subject: RE: 

I ^ T T P I Ì F B T Ì 

UNCLASSIFIED 
NON-RECORD 

I think the C&A process is best served by separating the various projects, especially 
between different security classification platforms. 

DCS-3000 tSSO • 
DCS-5000 ISSO J 
DCS-6000 ISSO I 

—Original Message-----
From J I (ITD) (FBI) 
Sent: Tuesday. January 18, 2005 &21 AN 
To:l IflTD) (FBI V.I I (ITD) (FBI) 
Cd UTTDUCOm 
Subject: FW:| 



UNCLASSIFIED 
NON-RECORD 

Hello Guys, 

Please review. 

Here is an e-mail moving about regarding C & A. b2 
b6 
b7C 
b7E 

•Original Message' 
From:[ ] (TTD) (FBI) 

rv 18, 2005 8:00 AM Sent; Tuesday. January 18. 2005 8:00 AM 
To:l IflTDI (FBI )P ]£ITD) (FBI)J ](TTD) (FBI):! 

tSecD) (FBI) (ITpKFBÏÏÏ 
T O T D ) ( C O N ) >1 

Subject: 

UNCLASSIFIED 
NON-RECORD 

Gents, 

After many internal discussion regarding the Certification and Accreditation (C&A) process of 
systems, we [AU, CU, and I] came to the conclusion that| | 
makes sense (in some cases). I'd like to get your opinion on tnis matter as I'm looKing to| 

Kit thai 
makes sense to do so). 

I'd like to arrange a meeting for 13:30 tomorrow 19 January to discuss and collect your 
comments. We can meet in my office unless someone has a better alternative. 

UNCLASSIFIED 



UNCLASSIFIED 

UNCLASSIFIED 

b2 
b 6 
b7C 
b7E 

UNCLASSIFIED 

(OTP) (FBI) 

From: 
Sent: 
To: 

Subject: 

Clear Day 
BkgrdJPG (5 KB) 

NON-RECORD 

[ 
I l T D ) (FBI) 

TiiftsHav January fft ?n()S 8:25 AM_ 
I (ITP) (FBI)l rixnx /coivi 

FW: 
I l T D ) (CON) 

l r i T m f F R i J 
JlTB) (FBI ) ; 

UNCLASSIFIED 

FYI...if there is any reason(s) not to...please advise. 

[ZZI 
—Original Message— 
Fromj |(1TD) (FBI) 
S e i t : Tuesday. January 18, 2005 8:21AM 

ZrUD) (FBI);| IP 
I 

To 
Cc 
Subject: FW: I 

] (ITD) (FBI) 

UNCLASSIFIEP 
NON-RECORP 

Hello Guys, 

Here is an e-mail moving about regarding C & A. 

Please review. 

Z D 
Original Message 
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From: ] ( U D ) (FBI) 
Sent: Tuesday. January 18 2005 8:00 AM 
tq=i i r n m (FB I ]£ 

i l (FB 
Cc: 
Subject: 

l£SecD)(CON)£ 
I (ITD) (CON) 

UNCLA33IFIED 
NON-RECORD 

l n p ) (FBI) 
J (SecD) (FBI) 

(ITD) 

b2 
b6 
b7C 
b7E 

Gents, 

After many internal discussion regarding the Certification and Accreditation (C&A) process of 
systems, we [AU, CU, and 1] came to the conclusion that| Imakes 
sense (in some cases). I'd like to get your opinion on this matter as I'm looking to| ~ l 

I Kif that makes 
sense to do so). 

I'd like to arrange a meeting for 13:30 tomorrow 19 January to discuss and collect your comments. 
We can meet in my office unless someone has a better alternative. 

Cheers. I I 

H K i n A Q < s i E i i = n 

UMGLACCiriCD 
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(OTP) (FBI) 

b2 
b6 
b7C 

"b7E 
From: 
Sent: 
To: 
Cc: 

Subject: 

[ 

|(OTD) (FBI) 
hit: Assistance 

](OTD) (FBI) 
0 
1 
](OTD) (FBI); 

Tuesday. November 22. 2005 4:30 PM 
I l,(FBI) 

(FBI) 

UNCLASSIFIED 
NON-RECORD 

After speaking with you, I have conversed with members of TICTU to provide answers to the questions that were 
posed to you (see below). I know| frias also spoken with you. Be advised that we (OTD) always prefer to 
have the field office's TA (TS or 11 A) contact us with questions so that everyone is on the same page. Still, we here to 
help anyone who asks of it. I hope this helps. 

• 

—--Original Message— 
From: | JCFBI) 
Sent: Iuesday, November 257Z005 7-n" pm 
To: I IfOTD'l (FBI)I [OTD) (FBI) 
Subject: FW: Assistance 1 ' 

UNCLASSIFIED 
NON-RECORD 

Gents-

. The biggest issue we have is trying to com ply I- thanks for 
the help 

• 
—Original Message— 

From: I l fOGA) 
Sent: «ainriau M ^ . ^ t o on - W ^ i n - i a A M 

To: I J (FBI) 
Cc: I TfFBn 
Subject: Assistance 

UNCLASSIFIED 
NON-RECORD 



I Np-ithpil lno| |knoW how this works. Is it possible to see if 
get us a book so I can figure it out. Please contact I again or at least get us a book so I 

in talking you through this 

Jean come over 
J w h o can assist 

I appreciate your continued assistance, but we are honestly lost without rectifying the above listed issues. 

Thanks as always, 

UNCLASSIFIED 

UNCLASSIFIED 

b2 
b6 
b7C 
b7E 

UNCLASSIFIED 

From: 
Sent: 
To: 
Subject: 

(OTP) (FBI) 

[ ](OTD) (FBI) 
Monday November ?1, 2005 2:34 PM 

| [OTP) (CON) 
>W: LX-1 Presentation on 12/5/2005, on TTA abilities 

UNCLASSIFIED 
NON-RECORD 

i = L an you do the submissions? 

Original Mi 
From: 
Sent: 
To: 
Cc: 

Subject: 

esŝ aa. 

ù filili FfĤ rmHüiii 
JoTD) (FBI) 

er 21, 2005 2:26 PM 
I ß m ( F B I ) _ 

I (OTP) (FBI)L 
" T O 

RE: LX-1 Presentation on 12/5/2005, on TTA abilities 

] (OTD) (FBI);{ ~ |pTD) (FBI ) [ (OTD) 

UNCLASSIFIED 
NON-RECORD 

Someone from group will be attending also. All of the names should be submitted together. 

—Original Message— 
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l(OTD) (FBI) 

From: I ¡(FBI) 
Sent: Tuesday August OR 7006 8:49 PM b 2 
To: I IfOTDHFBH 
Subject: RWvsDCS3000 

ACI1AII IVe BUT UNCLAOOiriCD 
NON-RECORD 

b6 
b7C 
b7E 

Good news and bad news. Some oil I s now passing from DCS3000 into RW, but no all. What's up? Additionally, 
I see sessions in RW that do not show up in the DCS3000. Again, what's up? 

Please call me at| | Thanks 

OCHOITIVi: BUT UUICLA33IFIEP 

1 (OTP) (FBI) 

From: 
Sent: 
To: 
Subject: 

l _ I (FBI) 
Tuftarlav -h.nP 70 ?nnfi 6:49 AM 

I tOTD^ (FBI) 
RE: DCS 3000 question (SMS) 

UNULA^IimSP-
NON-RECORD 

Thanks, 

s.rpt.txt (• 
T i l sm 
Ì3... 

—Original Message-
From: ^ 
Sent: 

To: [ 

Subject: RE: DCS 3000 question (SMS) 

(OTD) (FBI) 
Monrlav. June 1977556 9:14 AM 

I re i ) 
JOTD) (FBI) 

UfJCLAOOirHEB-
NON-RECORD 

T 15 



Si 

That's a DCS-5000 team question]" |is the best person to answer this question. 

I I b 2 

b 6 
—Original Message— b 7 C 

From: | • ( F B I ) 
Sent: Sunday. June 18. 2006 2:04 PM D / t , 
To: I I (OTD) (FBI) 
Subject: RE: DCS 3000 question (SMS) 

UNULASSIHbU 
NON-RECORD 

[ 
there a way for RW to decodef 

Thanks, 

—Original Message 
From: I IfOTDUFBH 
Sent: Friday. June 16, 2006 5:55 PM 
To: I IfFBn 
Subject: RE: DCS 3000 question (SMS) 

Pl'lll LA'j G II IU1 
NON-RECORD 

c ] 
I Innkpri at tho raw Hata T 

_ I So. I think you're getting all the 
J the ones with no message content are most likely pertinent contenlQ 

voicemail indications sent to the phone. 

—Original Message 
From: I IfFBl) 
Sent: Friday. June 16. 2006 4:05 PM 
To: 
Cc: 3 
Subject: DCS 3000 question (SMS) 

i m m o l i ILLT 
NON-RECORD 

. (OTD) (FBI) 
(FBI) 

I 1 



Thanks, 

« File! } A I U sms.rpt.txt » 

b2 
b 6 
b7C 
b 7 E 

umc,LA33iriee 

unoLAoai r te t r 

UHII5LA03IHLU 

UHQLAOGinCD 

1<OTD> <FBI> 
From: 
Sent: 
To: 
Cc: 
Subject: 

[ ] . (OTD) (FBI) 
• Mnnrtav .limp 19 ?I306 9:14 AM 
I _ t £ ŒBI) 

1 (OTD) (FBI) 
RE: DCS 3000 question (SMS) 

UNOLAQQiriCD 
NON-RECORD 

That's a DCS-5000 team question. Jis the best person to answer this question. 

—Original Message— 
From: | ¡(FBI) 
Sent: Sunday. June lij . ¿006 2:04 PM 
To: | | (OTD) (FBI) 
Subject: RE: DC5 HUUU question (SMS) 

UNULASSIHbU— 
NON-RECORD 

] 
Is there a way for RW tof 

C 
Thanks, 

^ e f È I 

] Currently,^ 

17 



-Original Message-

SE08ET 

b 2 Orja 
From: I I (OTP) (FBI) b 6 
Sent: . FriflflY HinP Ifi, ?0P6 5:55 PM 
To: | tFBI) b / C 
Subject: RE: DCS 3000 question (SMS) b 7 E 

UNflLAliGIEIED 
NON-RECORD 

1 looked at the raw data 

1 So, I think you're getting all the pertinent content from 
Ithe ones with no message content are most likely voicemail indications sent to 

the phone. 

—Original Message— 
From: | |(FBI) 
Sent: l-ridav. June lb, i(Jl)6 4:05 PM 
T» l I (OTD) (FBI) 
Cc: I l(FBI) 
Subject: DCS 3000 question (SMS) 

NON-RECORD 

Thanks, 

« File: ûj|_sms.rpt.txt » 

-WICLASOIHED 

I f f i i H ' t n r i r " 

HMfTLiAPfiiriCB 
18 



S ^ E T 

1 (OTP) (FBI) 

From: 
Sent: 
To: 
Subject: 

UHOLAOGIPIED 
NON-RECORD 

I JFBI) 
Friday .h,nft 1fi 7006 4-73 PM 

I ftOTD) (FBI) 
FW: DCS 3000 question (SMS) 

b2 
b6 
b7C 
b7E 

Original Message— 
From: I ~ ~ 1 f F B n 
Sent: Fnriau mnp ifi 7nnfi 4-ng P M 

To: I I (OTD) (FBI) 
Cc: I 
Subject: DCS 3000 question (SMS) 

W0LAD0IW6P. 
NON-RECORD 

Thanks, 

flll sm 
s.rpt.txt T 

•WQLAOSingP 
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ItoTPHFBI) 

b2 
b6 
b7C 

.b7E 
From: I I (FBI) 
Sent: FriHav .!»»»? pm 
To: 
Cc: 

Subject: RE: DCS-3000 to RW testing 

SENSITIVE BUT UNGLA6WHED 
NON-RECORD 

ffOTDUFBIl:! I f V m W F R n 
T ^ B h . KFBIÌI I (FBI); 
I(fbi)| f r o 

f 1 
We will need to keep exploring options tor fixing the problem. 

Original Message— 
From: I I (OTD) (FBI) 
Sent: Wtetnpgfav. May ?pnfi ^ PM 
To: I . IfFBDl I (OTP) (FBI) . _ 
Cc: I IfFBnl gFBI);| I (FBI)J |(FBI);L 

C Z Z j ^ i T 
Subject: RE: DCS-3000 to RW testing 
Importance: High 

S E N S I T I V E B U T U H C L M W H E O 
NON-RECORD 

Yes, try the following: 

3) Note what happens. 

-ca 

I Message— 
From: j |(FBI) 
Sent: Wednesday. Mav'Jl. fl)06 1:51 PM 

I-"-"" . • KOTD) (FBI)i ¡(OTP) (FBI) , \mr\ KFBI);| \ m l [(FBI) 
Subject: RE: DCS-3UUU t i V w testing 

gfcNblllVbbUI UNilLACCiriCP 
NON-RECORD 

20 



z ] 
We tried it and it did not work. 

I 1 
—Original Message-

From: I 
Sent; 
Toj 
CcJ 

]OTD) (FBI) 

C 

Tuesday May 30. 2006 1:52 PM 

Km>l Kfbdi 
3 F B I ) 

Subject: RE: DCS-3000 to RW testing 

BBNAIUVBL EIE|FP 
NON-RECORD 

Any other ideas? 

b2 
b6 
b7C 
b7E 

] ( F B I ) ; [ ] ( F B I ) [ 

Let us know if this makes a difference. 

Thnx, 
-ca 

—Original Message-
From: I 
Sent: Tuesday, May 3U, 
To: I j rrvrpwFRTir 
Cc: I i F B n r 

I (FBI) 
0, 2 0 0 5 9:00 AM 

Subject: 
(FBI)J T f b I T 
DCS-3000 to RW testing 

SENSITIVE BUT UH0LAQ3H=T6D 
NON-RECORD 

"Irnrrm rrRn 
D ( F B I ) £ 

Guys, , 
We have being looking at the| from the DCS-3000 that we put into RWl 

sflp.ms to be working wall with two minor issues I 

Arty ifléSS fòr1 tixé§ ì1 Ihàrtks. 

work: 
cell: 

SENSITIVE BUT UNCLASSIFIED 

gcMei-i-n/c put UHCUACCinCD 
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SENSI IIVE BUT UNCLASSIFIED 

sbMsiiinbBUI umuLrtSStfge 

bbNbl I IVb BUI UNILASSTFIED 

SEBiCr 

b 2 
b 6 
b7C 
b 7 E 

ItOTPHFBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

C WS! i«r=M> wm J, CTBcS 

Kb: DC8-30M to RW testis 

3BKs 
• ( 01 

J(FBI)r 
W testi? 

(FBI) 
6 1:51 PM 

(OTD)(FBI)r 
RFBhl 

1 f O T D I fFBH 
• (FBI); 

SbNtàl I IVb bU I UNLLA331PICD 
NON-RECORD 

E = l 
We tried it and it did not work. IZZI 

—Original Message— 
From: I ÌOTDÌ (FBI) 
Sent: t u p ^ v Mav M w p ^ p M 
To: 
Cc: 

T 3TTBTT 

¿1:52 EL 
T ( F B n £ 

Subject: RE: DCS-3000 to RW testing 

Any other ideas? 

IOTP) (FBI) 
] ( F B I ) [ ] ( F B I ) [ 

¿LN3ITIVE PUT UHGLASSIHED 
NON-RECORD 

Let us know if this makes a difference. 

Thnx, 
-ca 

—Original Message— 
From: | 
Sent: Tuesday. May 3D, 2005 9:00 AM r 
To: J —.KOTDÌ (FBI! 
Cc: I , i_lfrBI);| 

] ( F B I ) 
0 5 9 :0 

Subject: DCS-30ÜÖto 
(FBI) 
:esting 

S b N S I I IVE B U T U N O L A Q g t H E P 
N O N - R E C O R D 

F T 
IffTTTO fFRII 

] (FBI ) ; ¡FBI); 

Guys, 
We have being looking at the from the DCS-3000 that we put into RW 

22 
It seems to be 



wnrkinn WPII with twn minor ÍSSIIPS 

]Any ideas for fixes? Thanks. 

work: 
cell: 

oemaiTivc dut unoLAOStf ied 

b2 
b6 
b7C 
b7E 

CGMS1TIVC DUT UHOLAOOiriCD 

aewatTive bu i uwilk¿j»tfted' 

I (OTP) (FBt) 

From: 
Sent: 
To: 
Subject: 

[ (irAT» k VM fl El®MW»M¡ 
" • (OTD) (FBI) 
rSÏ03 PM 

I " |(OTD) (FBI) 
RE: DGS-3000 to RW testing 

SbNÜIIIVbmjl UNÜLAÜSIHED" 
NON-RECORD 

1 
Also, try 1 Jlf it's an option. 

Original Message--
From: 
Sent: 
To: 
Ce: 

Subject: 

il^ 
l o T D ) (FBI) 

Tuesday. May 30. 2006 1:52PM 

T jrrary 

52 £t 

RE: DCS-3000 to RW testing 

SbNmilVfc BUI UNlLMJJtHED 
NON-RECORD 

JfbïJÏ 
lfOTDHFBn 

](FW)[ ](FBI);[ 

Thnx, 
-ca 

—Original Message-

23 



From: | ¡(FBI) 
Sent: I uesdèy, May jü, iUUb 9:00 AM 
To: • j r O T D I CFBnf 
Ce: I — J T F B I ) ^ 

I (FBI) 
Subject: DCS-3UU0 to RW testing 

SENSITIVE PUT UNOLAOStHEB 
NON-RECORD 

JPBJ[ 
1 rr?Tßi (FRÌ) ] 

Guys, 
We have being looking at the] 

working well with two minor issues 
"Ifrom the DCS-3000 that we put into RWl I It seems to be 

jAny ideas for fixes? Thanks. 

work. 
cell: 

SfcNbl UVbbUI UNlLASSIFtCD 

tutiti't hut UHOLAawPtep 

b2 
b6 
b7C 
b7E 

SEMGITIVC PUT UHOLAOOiriCD 

(OTP) (FBI) 

From: 
Sent: 
To: 
Subject: 

• (FBI) 
T.^eH», MQ» on onns 1 : 5 4 PM 

I IfOTD) (FBI) 
RE: DCS-3000 to RW testing 

SENSITIVE BUT UNCLASStFlgP 
NON-RECORD 

n n 
^ / e will give i give it a try. 

-—-Original i^p^ne--— 
From: 
Sent: 
To: 
Cc: 

Subject: 

TD) (FBI) 
1:52 PM 

I 

RE: DCS-3000 to RW testing 

SENSITIVE PUT UHGLAOMFHSD 
NON-RECORD 

24 



Let us know if this makes a difference. 

Thnx, 
-ca 

-—oriaaaLüessaßfc. 
From: I ^(FBI) 
sent: t , » ^ » m^^h 9nnfto-An am 
To: J J_COTp)ffff i ) r 

Subject: DCS-30' 
i I (FBI) 
oli to RW t< :esting 

qCNOITIVC RUT UMCLAQclcIFn 

NON-RECORD 

Jrei);[ 
1 ° ™ fFBÎ  

](FBI); (FBI); 

b2 
b6 
b7C 
b7E 

Guys, 
\ 

working well with two minor issues 
We have being looking at theP 

s i 
Tfrom the DCS-3000 that we nut into R v T l i seems to hfi 

]Any ideas for fixes? Thanks. 

work: 
cell: 

•JNCLASSiriGP 

OCHOITIVC PUT UHOLAOOiriCD 

OCHOITIVC BUT UHOLAOStfŒS 

25 



S È p R È 

1 (OTP) (FBI) 

b2 
SET3KET b6 

b7C 
b7E 

From: I 
Sent: Tuesday. Mav 30. 2006 9:00 AM 
To: IrornwFBnl I/otoufbh 
Cc: ,1 IfFBIjl I ( F B I ) : 

I ~ I(FBI)| I(FBI) 
Subject: DCS-3000to RW testing 

^EKomvE "Mf i i n n n r - " " 
NON-RECORD 

We have heinn looking at thd lfrom the DCS-3000 that we put into Rwl I It seems to he working 
well with two minor issues { 

Any ideas tor rixesv î nanKs. 

work: 
cell: 

aEHOrnVCP'T'T"» fUTI 

]{OTP) (FBI) 

From: 
Sent: 

Í j(CON) 

NON-RECORD 

To: IOTDÌ ÍFRh 
Cc: j m ™ iFRIVl l/noN):l 1 

ÍFBIVI liCONi 
Subject: Requirement for pCS3000 

Importance: 

M=W>)m/gBU'l UNOLAfr 

High 

( S J 
Since the DCS3000j_ 

DCS300C 
DCS300C 

J 
ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Onaratinnal Torhnnlnnv Division (OTD) 

(Desk) 
(Cell) 

"Iwas installed, do we still need the 

b l 
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thnx, 

b2 
b4 
b6 
b7C 
b7E 

Original Message 
From! ~|(FBI) 
Sent: Thursday. April 22. 2004 1:14 PM 

, T o ; > , " > ( F B r > r , . " = R n l . . ' (FBI) ; 

I IUFBn:[~ , |(FBI)| |(CON) 
Subject: Schedule Mtg w/| |(DCS-3Q00/5000] 

UNLLMMII ILL* 
NON-RECORD 

All: You are cordially invited to attend a meeting not yet determined. 

Where: ERF 
When: May 3 - 7? 
Time: ? _ _ _ _ _ _ _ _ _ _ _ _ 
Subject: Develop capability tcj jfor DCS-3000/5000 

Last Wednesday, I spoke with I i f r o m r I and discussed the need to develop a sound, 
reliable solution tol Ifor the RedWolf and the DCS-3000r**"Twill not be available 
next week, but the following week appears to be open. What day and time is best for each of you during the 
week of May 3-7? Please send me your requests and make sure that you include more than one choice. I will 
coordinate what works best for the majority. Thanks so much. 

ps ^ linfnrmp.H me that! bndI iiave made the decision to begin developing! 
Tfor now. I don't have any details about how this algorithm is actually calculated. We can 

aerinneiy get more specifics at our meeting. Is this the direction we wish to go, or are there other ideas? This 
is what we need to discuss. Please ponder on this. Thanks. 

Later, 
-c 

U'l'JL. LA'JLJII ILL! 

UTUILMA3II I Lit) 

UHOLAOOIREe 
ÌET S Ì ^ E 

143 



SpiStJ 

(OTP) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

•(FBI) 
Frirts» Marrh 1? OÙÙA 4-afi PM 

f T L r 
DCS-3000/5000 Concerns 

: (FBI) 

b2 
b6 
b7C 
b7E 

SENSITIVE BUT UTIH a n m n r j i 
NON-RECORD 

IZZl Hi| 

Weil we made it back just in time to enjoy the flaky Northeast weather. Some clarifications regarding discussions from our 
visit: 

1) Handling of Criminal Data -vs- FISA data: 

Ans) The policy comes from HQ regarding the handling, or separation, of Unclassified Criminal data -vs- Secret FISA data. 

Ans) Thel Is the link b/w all RedWolf systems. Each Red Wolf hasT 1 

well. I hanks. 
]Th is should be pretty close to it's actual functionality. You already understand this concept extremely 

Hons This Helnp 

SENSITIVE BUT UHOLAOQiriCD 
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OTP) (FBI) 

From: I "IfFBh 
Sent: Friday. March 12.2004 4:36 PM t_9 
To: I KfBI) | 1 T t 
Cc: 1 |(FBI);| } (FBI) b 6 
Subject: DCS-3000/5000 Concerns h l C 

b 7 E 
SENSITIVE BUT UNCLAOOiriED 
NON-RECORD 

o 
Well we made it back just in time to enjoy the flaky Northeast weather. Some clarifications regarding discussions from our 
visit:. 

1) Handling of Criminal Data -vs- FISA data: 

Ans) The policy comes from HQ regarding the handling, or separation, of Unclassified Criminal data -vs- Secret FISA data 

] We'll wait and see whatl land] [ö ;ome up with. Thanks. 

] 
Ans) The! ] I s the link b/w all RedWolf systems. Each RedWolf hasP I 

This should be pretty close to it's actual functionality. You already understand this concept extremely 
well. Thanks. 

Hope This Helps, 

t u r n 

SENSITIVE BUTtJUlUlJiW lbk> 



l(OTD) (FBI) 

ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
13HEFE SHOOT OTHERWISE 

From: 
To: 
Sent: 
Subject: 

Your message 

j (OTD) (FBI) 
J(OTD) (FBI) 

Monday, August 14, 2006 12:05 PM 
Read: FW: RWvs DCS3000 

DATE: 01-22-2009 
CLASSIFIED BY 60322 UC LP/PLJ/lcw 
REASON: 1.4 (c) 
DECLASSIFY OH: 01-22-2034 

To: 
Subject: 
Sent: 

l-W: KW vs BC530ÔÛ 
8/14/2006 12:05 PM 

J o T D ) (FBI) 

was read on 8/14/2006 12:05 PM. 

b 2 
b 6 
b7C 
b 7 E 

(OTP) (FBI) 

From: 
Sent: 
To: 
Subject: 

](OTD) (FBI) 
Monday August 14. 2Q0B 1P-QS PM 

J (OTD) (FBI) 
FW: RWvs DCS3000 

(S) 
SPgRlT-
RECORCl b l 

Do you have this? 

—Original Message— 
From: I "lfFBH 
Sent: Wprlnpgrlav AimnctnQ 2006 7:47 PM Wprinpcrlav AiinnctnQ 2006 7:47J 
To: I IfOTD^ (FBI ) f I (OTD) (FBI) 
Subject: RW vs DCS3000 

• m I ¿LLllE I _ 
\ 3 J RECORlj 

b l 

I forwarded all the RW sessions I had for 8/8-9/06 (up through about 1530 hrs) and attached is a copy of the DCS3000 
report for this same period. You will see that DCS| land RW does not. You will 
see that DCS30001 |RW reports. I nanKs tor all you've already done. 

www« 

PJL 
Tpt 

.txt ¿34 kB)... 

deriveti rraaiCiviiiijiiiii 
DECLA8S1FICATIONEXEMPTION 1 
SECRET 



ALL INFORMATION COHTAISED 
HEREIN I S UNCLASSIFIED 
DATE 0 2 - 1 0 - 2 0 0 9 BY 6 0 3 2 2 U C / L P / P J / K t 

UNCLASSIFIED November 08 ,2006 

RMS Request Number: 0081459 b 2 
b 6 

" b 7 C 
b 7 E Request ID : 0081459 

Status : Closed Opened : 12/29/2003 10:38:00AM 

Performance Indicator : Capita! Equipment 

dosed : 6/18/2004 10:41:34AM 

Requestor Name 

Phone : 

Case Number : 

Office 

Office Code \ 

Investigative Program : 

Assigned to Name £ 

Assigned To Group : DITU 

Category: DrTU 

I tem: Maintenance/Upgrade 

Program Manager 

Program/Type 

Requested Support: l2--19"or21" LCD Hat Screen monitors 
to replace CRT Monitors associated with Red Wolf, Data 
[intercept, r Computers in 31 

; 
Space problems a prime consideration in request. 

Working : 9/24/2004 7:58:51 PM 

12/29/2003 10:38:54 A M ^ ^ 
assigned/forwarded request t o r 
12/29/2003 2:26:05 PMC 
assigned/forwarded request to|~ 

UNCLASSIFIED 
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November 08, 2006 

RMS Request Number: 0081566 lb 2 
fee 

-b7C 
fo7E Request I D : 0081566 

Status : Closed Opened : 1/5/2004 5:33:00PM 

Performance Indicator : Technical expertise 

Closed : 8/29/2005 5:59:38PM 

Requestor Name J 

Phone J 

Case Number : 

Office 

Office Codel 

Investigative Program : 

Assigned to Name £ 

Assigned To Group : TICRJ 

Category : TICTU 

I temi 

Program Manager f 

Program/Type :l 

Il Rea lies ted Suooort : Rack mounted 1 1 with UPS for 
1 1 Will be installina nev| jRedWolfon 
112/2/04. 

Worldog : 9/24/2004 7:58:53 PM 

1/5/2004 5:33:10 PM 1 1 assianed/fbrwarded 
reauest tol H 1/12/2004 2:00:09 PM 

I , ^ssianed/forwarded request tJ 1 
1 1 5/19/2004 2:17:57 P^ | Will be 
installed at a later date with push machines. 

Derived from: G3 

Authority date: 10 /1 /1993 



UNCLASSIFIED 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 02-10-2009 BY 60322 UC/LP/PJ/KM 

November 08/ 2006 

RMS Request Number: 

Request I D : 0083650 

Status : Closed Opened : 3/9/2004 2:36:00PM 

Requestor Name ] | 

Phone :| | 

Case Number: 

0083650 bg 
fc7C 
lh7F 

Performance Indicator: Technical Expertise 

Closed : 7/30/2004 1:12:23PM 

Office | | 

Office Code: 

Investigative Program: 

Assigned to Name :| 

Assigned To Group: 7ICTU 

Category: TICTU 

Item: Red Wolf Fixed System 

Program Manager ^ 

Program/Type | 

Requested Support: OCSP needs assistance setting up 
fid Wolf. 

WorkJog : 9/24/2004 7:47:41 PM 

1 « 
3/9/2004 2:36:53 PM J 

assigned/forwarded request to| 
2:38:28 PmQ 

1 
] 3/9/2004 

iigned/forwarded request to 
] 3/9/2004 4:38:52 PM| I 

^^¡assigned/forwarded request taf 
|3/25/2004 2:26:45 PM IDCSP DrwideJ jvitti 

¡This is the system that is 
Jtothe Red Wolf. We will used 

create the procedures and provide them to the field. 
3/25/2004 3:40:54 P n T " I Please do not create 
procedures and send them to the field. Tiie makers of the 
box will create the procedures. 
9/23/2005 3:03:46 PM 

has Reassigned or Forwarded this request to 

UNCLASSIFIED 
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UNCLASSIFIED 

ALL INFORMATION COHTAISED 
HEREIN IS UNCLASSIFIED 
DATE 0 2 - 1 0 - 2 0 0 9 BY 6 0 3 2 2 UC/LP/PJ/Kt 

November 08, 2006 

RMS Request Number: 0085989 
b 2 

" b e 1 
b 7 C 
b 7 E 

Request I D : 0085939 

Status : Closed Opened ; 4/5/2004 12:35:00PM 

Performance IruScator : Technical Expertise 

Closed : 2/6/2006 11:55:07AM 

Requestor Name | 

Phone ;| j 

Case Number : 

Office 

Office Code 

Investigative Program : 

Assigned to Name £ 

Assigned To Group : ETMU 

Category : ETMU 

I tem: DCSP 

Program Manager £ 

Program/Type : Enterprise Operations Services 

Requested Support: Training for myself and 
frn RW, DCS 5000 and| | 

Worklog : 9/24/2004 7:59:41 PM 

4/5/2004 12:35:24 PMf 
request t j 

Assigned/forwarded 
J 5/3/2004 11:45:45 AM 

J |assigned/forwarded request t 
5/12/2004 12:41:41 P l j ¡Neither of 

them can attend the 3une training due to inspection. We are 
scheduling one for training in July and the other for training 
in August. I fessigned/forwarded request t o [ _ _ ] 

J 5/17/2004 11:20:36 AM[ |AS of 
5/13/04, both are scheduled for training in the July 13-15 
class. 7/23/2004 7:58:50 A l j ~ | 
attended the July 13-15 class and| ¡is now scheduled 
for the August 3-5 SA Pass. 8/19/2004 8:17:45 AM 

I f / 1 9 to ensure he is 
signed up for the September 14-16 class. 
10/4/2004 1:10:31 PM z 

]s enrolled in October 5 to 7 SA training class. 
Please close RMS. 

I 1 
las Reassigned or Forwarded this request to 

9/27/2005 10:11:57 AM 

=Ti 
b2 
be 
b 7 C 
b 7 E 

UNCLASSIFIED 
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DECLASSIFIED BY 60322 UC/LP/PJ/KM 
ON 02-10-2009 

November 08, 2006 

RMS Request Number: 0086777 
b 2 
be 
b7C 
lo71 

Request I D : 0086777 Performance Indicator : Technical Expertise 

Status: Closed Opened : 4/22/2004 10:16:00AM dosed : 7/30/2004 1:12:40PM 

Requestor Name: Office 1 1 

Phone: \ Office Code :| | 

Case Number: Investigative Program : 

Assigned to Name =1 1 Program Manager | | 

Assigned To Group : TTCrU Program/Type : Central Monitoring Plant 

Category : TICTU 

I tem: Red Wolf Portable System 

Requested Support i^SJi will need ¡support for set up of 
Redwolf System and Telemonitor for Title 50 FISA intercepts 
against onj fcurrently on dial up slave); ond I 
currently on dial up slave)| F both currently o r ^ ^ l 

I and on^ " ^ ^ " ^ ^ p ^ r g e t start date is 
Mid-May 

Worklog : 9/24/2004 7:59:52 PM 

4/22/2004 10:15:50 AM I 
assigned/forwarded request t d 
4/22/2004 1:30:41 PMl 
request to [_ 5/11 

3 05/10/04 - DCSP personnel 

issigned/forwarded 
22:56 AM 

II be 
deployed to assist the site and to provide system 
training/familiarization! ¡will continue 
contact with site personnel. 
9/23/2005 3:04:47 PM 

lias Reassigned or Forwarded this request to 
1 

S È E R f t 
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UNCLASSIFIED November 08 ,2006 

RMS Request Number: 0089217 

Request I D : 0089217 

Status : dosed Opened : 7/11/2004 4:29:00PM 

Performance Indicator : Capital Equipment 

Closed : 9/2/2005 11:36:41AM 

Requestor Name { [ 

Phone I 

Case Number : 

Assigned to Name £ 

Assigned To Group : TICTU 

Category : "nCTU 

I tem: DCS 3000 

Office j I 

Office Code C 
Investigative Program : 

Program Manager [ [ 

Program/Type 

b 2 
b b 
b 7 C 
b 7 E 

Bested Support : DC^MLSSLU&for H S ^ 

ntercept to interface! I 

IWoridog : 9/24/2004 8:00:31 PM 

7/11/2004 4:29:59 Pm[ 
assigned/forwarded request t j 
7/12/2004 8:05:31 A M ^ 
assigned/forwarded request toi ' warded requ 
7/13/2004 9:10:52 AM| ¡Shipped to| 
on 7/13/04 on RMS# 089258. 

UNCLASSIFIED 
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ALL INFORMATION CONTAINED 
HEREIN I S UNCLASSIFIED 
DATE 0 2 - 1 0 - 2 0 0 9 BY 6 0 3 2 2 UC/LP/FJ /KH 

November 08 ,2006 

RMS Request Number: 0098296 
h 2 
b 4 
b6 

- b 7 C 
b 7 E Request I D : 0094212 

Status : Closed Opened : 10/22/2004 12:35:33PM 

Performance Indicator : Technical expertise 

Closed : 1/14/2005 8:39:07AM 

Requestor Name | Office 

Phone: 

Case Number : 

Office Code O 
Investigative Program : 

Program Manager | | 

Program/Type : Central Monitoring Plant 

Requested Support :| I Workloq : 10/22/2004 12:42:52 PM 

1 
1 Site was doino CALEA testino on lines frani 1 
1 1 The length of the call in the| |«as 

10/22/20041:22:34 PM | | 

10/25/2004 8:15:58 AM | | 

10/22/2004 12:42:52 PM 1 1 < 

Site was doina CALEA testino on lines from! 1 
1 1 The lenath of the call in the DCS3000 was 
correct but the length in the Red Wolf system was 0. The 

conferenced irl 1 He mentioned the 
possible cause is that there is no audio on the line and the 
data is not correlated.! |MII be 
traveling to the site next week to do a T1U upgrade. While 
she is there she maybe able to look into this problem. 

1 1 
10/22/2004 1:22:34 PML 1 

1 |ias Reassigned or Forwarded this request 
A/l5/£60412:27:08 PM | | 

Assigned to Name) 

Assigned To Group: TTCTU 

Category: TICTU 

Item: Red Wolf Rxed System 
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November 08,2006 

Issue resolved. Most problems have been fixed, and will be b7c 
putting test lines in. 
12/22/2004 5:12:16 PM I I 

lease leave this open until all problems have been 
fixed and verified corrected. Thanks. 

I | please leave this open until all problems have been 
fixed and verified corrected. Thanks. 

Jias Reassigned or Forwarded this request 
1/11/2005 10:49:06 AM I | 

All problems have been resolved. The provider only 
provided one line instead of two. 
9/23/2005 12:29:11 PM I I 
• pas Reassigned or Forwarded this request to 

525 of 622 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 02-10-2009 BY 60322 UC/LP/PJ/KH 

November 08, 2006 

RMS Request Number: 0096345 g 
h 6 _ 

Request I D : 0096345 Performance Indicator : Technical expertise 

Status : Closed Opened : 1/12/2005 12:04:00PM Closed : 4/8/2005 11:09:47AM 

Requestor Name [ 

Phone I " 

Case Number : 

Office J I 

Office Code j 

Investigative Program : 

Assigned to Name | | 

Assigned To Group : TICTU 

Category: TICTU 

Item: Red Wolf Fixed System 

Program Manager | 

program/Type : Central Monitoring Plant 

Requested Support: DCSP is noticing missed calls. Site is 
reporting that they are receiving the calls on the DCS3000 
system, but not receiving calls on the Red Wolf. "The missing 
calls are not specific to a certain carrierl ~~ l is currently 
monitoring the line and whenever a call is recieved on the 

J he verifies that the same call is being received and the 
Red Wolf. The call length does not matter either. The 
be various lenoth. I am going to email this RMS tickeJ 
I Ito see if they want to add any information 
to the worklog for this ticket. We will need to get] *| 
involved in this issue. 

Worklog: 1/13/2005 8:24:54 AM 

please look into this. Thanks. 

lease look into this. Thanks. 
ias Reassigned or Fofwarded this request 

1/14/2005 5:26:43 PM | | 

1/18/2005 3:45:02 PM T I 
Spoke withl ¡15:35 EST regarding this ticket 

RTN Is working this problem. It appears to be a field wide 
problem associated witti I 
settings. Site shall be contacted as soon as the problem has 
been resolved and a fix is identified. CA, 1/18/05. 
2/11/2005 8:26:44 AM | | 

Status update, R.TN has informed us that a patch to fix this 
problem is close to finalization. A formal patch kit shall be 
distributed to the field when available. CA, 2/11/05. 
4/4/2005 4:34:09 PM | | 
| |has stated that the new base line rollout should 
correct the prctolem. In the meantime the site has changed 
collection method to TIU. Ticket can be dosed 
9/23/2005 12:29:17 PM | | 

has Reassigned or Forwarded this request to 
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November 08,2006 

RMS Request Number: 0096763 
fo2 
fc6 
b 7 C 

J b 7 E 
Request ID : 0096763 

Status : dosed Opened : 1/26/2005 6:25:20PM 

Performance Indicator : Technical expertise 

Closed : 6/24/2005 8:28:36AM 

Requestor Name £ 

Phone J 

Office £ 

Office Codi I 
Case Number : Investigative Program : 

Assigned to Name £ 

Assigned To Group : TICTU 

Category : TICTU 

Item! | 

Requested Support:[. JDivisionis getting a 
ITech Off-site 

and Fed 
equipment will require relocation and/or additional support 
equipment will be needed. Thus the following is presently 
required: 

J 

lei Ito DCS 500 [ 

Any Q's calif* 

Program Manager £ 

Program/Type : Central Monitoring Plant 

Worklog : 1/27/2005 8:03:50 AM 

t Z Z ] 
has Reassigned or Forwarded this request 

2/2/2005 2:41:56 PM I I 
Item 1) Thel I t o the RW isn't ready 

for field deployment. Currently, field testing is in progress at 
selected sites.The site will be informed in advance of it's 
nstallation schedule and activation date once established. 
CA, 2/2/05. 
3/14/2005 1:13:17 PM | | 

3/14/05 

Jvere shipped to| Required 

requirements were FFLLFM Wffl TLBSM I Z 3 
.and were ordereq | 

tvithan estimated direct delivery to the site on 
103.25.20051 I 

jhas Reassigned or Forwarded tiiis request to 

J 
3/28/2005 3:50:47 PM 

Tiiis ticket has been reassigned!" 
dosedl 

r 
7 

i 
be 

las Reassigned or Forwarded this request to 

I 1 5/10/2005 1:16:38 PM 
Recommend dosing out this RMS, CA, 10MAY05. 

5/12/2005 5:14:58 PM 

1 P C 

J.17.Ju r n 
j jplease give me an update on th^ 
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November 08 ,2006 b 2 
b e 

above last states it was not ready. — _ _ _ _ _ b 7 E 
6/10/2005 4:01:30 PM I I 

My recommendation is to close out this ticket All field 
offices shall be contacted regarding! |when 
field operational! I shall determine site priorities, not RMS 
driven. 

CA, 6/10/2005. _ _ _ _ _ 
6/24/2005 8:28:36 AM | ) 

Concur. , , 
9/23/2005 11:01:05 AM | | 

has Reassigned or Forwarded this request to 
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UNCLASSIFIED November 08, 2006 

RMS Request Number: 0097502 
fo2 
be 
b 7 C 

Jb7E 
Request ID : 0097502 

Status : Closed Opened : 2/22/2005 1:09:48PM 

Performance Indicator : Capital equipment 

Closed : 9/2/2005 11:38:04AM 

Requestor Name | 

J I 

Office! 

Phone : Office Code I 

Case Number : Investigative Program : 

Assigned to Name j I Program Manager f 

Assigned To Group : TICTU Program/Type :| 

Category: TICTU 

I tem: DCS 3000 

1 Requested Supoort : l | 1 Worklog . 2/23/2005 8:04:13 AM 

I | has Reassigned or Forwarded this request 
3/23/200512:37:15 PM | | 

| |ias Reassigned or Forwarded this request» 

3/23/2005 12:56:30 PM 1 1 

1 to use for ISDN input into Red Wolf; 
Worklog . 2/23/2005 8:04:13 AM 

I | has Reassigned or Forwarded this request 
3/23/200512:37:15 PM | | 

| |ias Reassigned or Forwarded this request» 

3/23/2005 12:56:30 PM 1 1 

|system wiöl ^ ^ ^ 

Worklog . 2/23/2005 8:04:13 AM 

I | has Reassigned or Forwarded this request 
3/23/200512:37:15 PM | | 

| |ias Reassigned or Forwarded this request» 

3/23/2005 12:56:30 PM 1 1 

Worklog . 2/23/2005 8:04:13 AM 

I | has Reassigned or Forwarded this request 
3/23/200512:37:15 PM | | 

| |ias Reassigned or Forwarded this request» 

3/23/2005 12:56:30 PM 1 1 
tes Reassigned or Forwarded this request to 

5/6/2005 2:50:55 PM | | 
Equipment Sent 

UNCLASSIFIED 
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RMS Request Number: 0098296 

Request IDs 0098296 

Status : Closed Opened : 3/17/2005 2:41:04PM 

Performance Indicator : Technical expertise 

Closed : 3/25/2005 8:34:55AM 

ALL INFORMATION CONTAINED 
HEREIN I S UNCLASSIFIED 
DATE 0 2 - 1 0 - 2 0 0 9 BY 6 0 3 2 2 UC/LP/FJ/KH 

November 08, 2006 

fo2 
fc>4 

jo 6 . 
hie 
b 7 E 

Requestor Name il I 

Phone j I 

Office 1 = 1 
Office Code : [ 

Case Number : Investigative Program : 

Assigned to Name ^ Program Manager £ 

Assigned To Group: TICTU 

Category: TICTU 

I tem: Red Wolf Transportable System 

Program/Type : Centra! Monitoring Plant 

Requested Support : User is connectin a T l line to his 
Transportable system and cannot get the line to go active. He 
believes the works because he is getting calls into his DCS3000, 

Iworklog : 3/17/2005 2:41:04 PM 

— = 1 « i Conferenced user in witt| 

3/17/2005 2:55:54 PM 

: 
1 = 1 

3/18/2005 10:44:15 AM 
We spoke wittl "fend she nei 

change the line configuration to Live Test. This 
test the different channels on the Tl . 

tedi Ito 
allow! to 

0t j Itoday and he told me the line is currently on 
nd he is getting tone on the line. He can match up 

the times of the tone to the actual calls coming into the DCS 
3000. 

He is going to switch the !ine| 
give him the audio. 

I will email this RMS tick« 
additional information. 
3/18/2005 11:39:32 AM 

to see if that will 

so he can add any 

3/23/2005 11:15:01AM 
I have emai¡ ~ 

ticket. 

las Reassigned or Forwarded this request to 

Jfor a solution to this RMS 

3/23/2005 11:22:16 AM 
I received this information froi •I ]vBS)lhe 

solution. This ticket can be closed. 

Problem was assigning the right time slots. We set it|" LJ 
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| | but Provider was sending audio|_ 
J|9/23/2005 12:20:53 PM I 

las Reassigned or Forwarded this request to 

November 08, 2006 

fo2 
I be 

b 7 C 
fo7E 
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ALL INFORMATION COHTAISED 
HEREIN IS UNCLASSIFIED 
DATE 0 2 - 1 0 - 2 0 0 9 BY 6 0 3 2 2 U C / L P / P J / K t 

UNCLASSIFIED November 08» 2006 

RMS Request Number: 0104534 h 2 
lb 4 
ibS 

"Tb 7 c 
b 7 E Request I D : 0104534 

Status : dosed Opened : 2/28/2005 5:04:00PM 

Performance Indicator : Technical expertise 

Closed : 11/22/2005 9:16:21AM 

Requestor Name : 

Phone : 

Case Number : 

Office I I 

o f f i c e o ô d ë ^ ^ ^ ^ 
Investigative Program : 

Assigned to Name 1 = 1 
Assigned To Group: HCTU 
Category: TICTU 
I tem: Red Wolf Fixed System 

Program Manager 

Program/Type : Central Monitoring Plant 

Requested Support : 8/2/2005 9:43:34 AM 

2/28/2005 5:04:30 PMl IConferenced user in with 
I 3/1/2005 8:00:50 AM 

I 2/28/2005 5:04:30 PM| I Conferenced 
user in with| | 
has Reassigned or Forwarded this request. 3/16/2005 
1:23:22 PMT ¡Perl lis going to 

14/11/2005 2:49:15 P M ^ ^ I Left voicernail and senT 
email for an update. 4/11/2005 3:09:28 PMl 1 

called and said that they have been in contact with 
Jtrying out a number of things - most recently on 

4/8. At this time, the problem seems to be worse than 
before.l land site are trying to work on a solution. 
4/19/2005 3:32:47 PMl Icalled today; he says 
that they have tried many different things, He went down to 

Ihimself and worked on the problem. The issue is 
still the samel Is requesting someone fronj 
another qualified technician come onsite to fix the problem. I 
am forwarding inqthij 

cent i 
] 4/25/2005 11:39:22 AM 

an email today stating that they are 
still having problems after working with! last week. I 
am forwarding email and ticket I 
4/25/2005 11:40:26 AMI lhas 
Reassigned or Forwarded this r e o u e s f - - ^ 
4/28/2005 4:06:32 PMl I Held teleconference ... 

^"lto clarify problem -
with) I 

(There are two-I ' 

UNCLASSIFIED 
Page 557 of 622 



UNCLASSIFIED November 08 ,2006 
fo2 
toe 
lb 7 

llliTHŒEIEE 

11:34:13 AM 
Forwarded this 

ichnlque; ¿ M i 6 6 s 1 ^ : 1 5 PM 
Requested update 6/24/2005 

ias Reassigned or 
J 7/27/2005 12:40:47 PM 

1 Update received from| 1 

resort tei 

I r 
! j 
IIS request toi I 

with|_ S [ave been in communications 
He requested that we hold 

off on our test until | ¡applies their patch to the switch. 
He expects this to happen sometime soon. We take this as 
an admission that the problem lies on thd Tswitch. 
Please contact either! |for the latest status. 
9/16/2005 8:02:21 AM I I 

I'm told that the ATU team visited the site and confirmed 
the problems as previously identified by| |No 
further details were given. I shall forward to ATU. CA, 
9/16/05. 
10/17/2005 7:40:27 AM 

This should be assigned tc£ 
10/17/2005. 
10/17/2005 8:04:37 AM ^ . 
I lean you reassign this| |CA, 10/17/2005. 
11/7/2005 10:56:18 PM [_ 

;CALEA). CA, 

Hand requested this be closed, all Is working well now. 

UNCLASSIFIED 
Page 483 of 622 



DECLASSIFIED BY 60322 UC/LP/PJ/KH 
Oli 02-10-2009 

November 08 ,2006 

RMS Request Number: 0105228 lb 2 
fc 6 
b 7 C 

" b 7 E 
Request I D : 010522S 

Status : Closed Opened : 10/5/200S 8:04:51PM 

Performance Indicator : Technical expertise 

Closed : 1/19/2006 5:49:41PM . 

Requestor Name 

PhoneT 

Case Number : 

Office \ I 

Office Code | ] 

Investigative Program : 

Assigned to Name | | Program Manager [ 

Assigned To Group: TICTU Program/Type J 

Category: TICTU 

Item: DCS 3000 

1 Requested Support: Reauest th^ ^ J C D C data be 
I the DCS5000 system at b o t l f ^ ' " " " " |and 

Both DCS5000 systems are| Isystems. 

Thanks, 

Iworklotj : 10/7/2005 10:10:07 AM 

I | whoever you want to handle this is find with me 
|j (3000/5000). 

^ ^ ^ ^ I h a s Reassigned or Forwarded this request to 

" " " " I 
11/28/2005 4:14:10 PM 1 1 

TTA 
Cell 

Reassigrl lne:| |foi] J TTA 
Cell 1 

has Reassigned or Forwarded this request to 

1/6/2006 9:52:29 AM | I 
we are still evaluating the latest TIU software with the 

|at various field offices. The site shall be 
contacted when they are scheduled for installation. Please 
dosetieket| | 

sfesser 
Page 483 of 622 



ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 0 2 - 1 0 - 2 0 0 9 BY 6 0 3 2 2 U C / L P / P J / K M 

November 08, 2006 

b 2 
RMS Request Number: 0106779 bg 

b 7 C 
i . b 7 E _ 

Request I D : 0106779 Performance Indicator: Capital equipment 

Status: Closed Opened : 11/22/2005 6:43:59PM Closed : 1/20/2006 5:20:22PM 

Requestor Name 

Phone J 

Case Number: 

Office I I 

Office Code | ~ 

Investigative Program : 

Assigned to Name Program Manager 

Assigned To Group: TICTU 

Category: TICTU 

I tem: Red Wolf fixed System 

Program/Type : Central Monitoring Plant 

[Requested Support : limk DCS3000 and Redwolf Workloq : 11/25/2005 8:19:30 AM 

I believe! I and yourself have been having 
discussions w i t h l l r e this. It may be too early to 
speculate, but if this can be done in FY2006, fine. If not, then 
plan for FY2007. Thanks. 

las Reassigned or Forwarded this request to 

1 1/6/2006 10:19:09 AM 
Completed installation on 12/8/05. Operating satisfactorily. 

[Please close ticket. CA, 06JAN06. 

Page 580 of 622 



^ y 
SBCRSJ November 08, 2006 

RMS Request Number: 0107403 lb 2 
be 
b 7 C 

™b7 E Request I D : 0107403 

Status : Closed Opened : 12/16/2005 3:27:12PM 

Performance Indicator : Technical expertise 

dosed : 1/19/2006 4:33:05PM 

Requestor Name J" 

Phone J 

Case Number : 

Office : 

Office Code 

I 1 

Investigative Program : 

Assigned to Name :| 

Assigned To Group: TICTU 

Category: TICTU 

Item: DCS 3000 

Program Manager f 

Program/Type I 

Requested Support: Request DCS 3000 fbr£ 
Intercept (RSA/RedWolf). 

Worklog : 12/19/2005 9:25:16 AM 

ias Reassigned or Forwarded this request to 

12/19/2005 9:26:54 AM 
Repeat of RMS# 107404. 

12/19/2005 12:43:18 PM 
Combined with the CPU for RMS# 1074047 



ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 0 2 - 1 0 - 2 0 0 9 BY 6 0 3 2 2 UC/LP/PJ/KM 

November 08, 2006 

RMS Request Number: 0107926 ^ 
lb 6 
*b7C 
b7S 

Requestor Name 

Phone J 

Case Number: 

Request ID : 0107926 Performance Indicator : Technical expertise 

Status : dosed Opened : 1/9/2006 12:18:24PM Closed : 2/17/2006 10:24:41AM 

Office I I 

Office Code | 

Investigative Program : 

Assigned to Name I" 

Assigned To Group: TICTU 

Category: TICTU 

I tem: Red Wolf Fixed System 

Program Manager 

Program/Type : Central Monitoring Plant 

[RequestedSuPMrtĵ  Worklog : 1/9/2006 12:18:24 PM 
After preforming thej 

i — r 

¡TTiese calls show up in the 
DCS3000, but not in Red Wolf! lis working 
this issue. 
1/10/2006 8:24:58 AM : 

ias Reassigned or Forwarded this request to 
J 

1/10/2006 8:45:47 AM 
Site pulled out th| T method and is using a| 

¡will cal! for 
update today 1-10-06. 
1/10/2006 8:46:01 AM . 
I |has Reassigned or Forwarded this request ta 
1/10/2006 2:55:53 PM S 

it touow up next week to ensure tnat tnis nas fixed 
the issue 
1/23/2006 3:02:13 PM 

DCSP has requested that this tick« be closed. TIU patch 
was not to blame. | |iid not set up the lines to roll-over 
and the site had to set me force disconnect on the line. This 
issue has been resolved at this time. 

H t ¡as Reassigned or Forwarded this request to 
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DATE: 03-24-2009 
CLASSIFIED BY UC60322LP/PLJ/CC 
PEASOH: 1.4 (g) 
DECLASSIFY OH: 03-24-2034 s r 

ALL INFORMATION CONTAINED 
HEEEIN I S UNCLASSIFIED EXCEPT 
WHERE SHOM OTHERWISE 

DRAFT 11/01/05 (11:30 p.m.) 

I. DEFINITIONS (As defined by the Federal Bureau of Investigation's Office of the 
Chief Information Officer/OfBce of IT Policy & Planning/ Enterprise Architecture 
Unit): 

A. SYSTEM: An integrated aggregation of electronic devices, interfaces, software, 
and support functions designed to fulfill a specific mission requirement. A 
system may include equipment, trained personnel, facilities, data and procedures, 
and software. For project purposes, a system is typically defined as the highest 
level of hardware organization composed of multiple subsystems. Boundaries 
must be defined in defining a system for certification and accreditation. 

B. APPLICATION: IT (Informational Technology) assets that are included in a 
system to perform a specific function(s). For example, application software 
includes database programs, word processors, and spreadsheet programs. 

C. . DATABASE: A collection of data stored electronically that is accessed by a 
processor to perform a function. 

D. NETWORK: A group of computers linked together to exchange and share 
information. Networks can consist of a number of linked computers in a specific 
physical location, a Local Area Network (LAN), or they may consist of 
computers located at different physical sites linked together by means of phone 
lines and modems or other forms of long distance communications. 

II. SYSTEMS 
A. 

b2 
b7E 



SI 

from Red Wolf (see Section III.A.l.) 

2. Explanation of how FISA information is controlled, that is. restrictions on 
search and retrieval of information. 
Access to a case or a portion thereof, and thereby the related FISA 
information included in that case, is granted by the Case Agent or his/her 
designee. This allows for the access flexibility needed by the Counterterrorism 
Division, but maintains the compartmentalization needed by the 
Counterintelligence Division. Every user on the system is presented with a 
warning banner (see below at II.A. 1.3.) which states that the system contains 
FISA material. 

3. Implementation of standard minimization procedures-

systems that ar t i 

collection system to Red Wolf wa^ Ï 
The predecessor 

b2 
b7E 

b2 
b7E 



- Formatted: Font color: Green, 
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b2 
b7E 

. OTHER SYSTEMS/APPLICATIONS/NETWORKS CONTAINING FISA 
MATERIAL 

A. Those svstems/applications/networks containing raw FISA take. 
1. Red Wolf (system") 



SI 

a. Description of the types of FISA information contained in Red Wolf-
Red Wolf is the vendor's name for DCS-5000. the FBI's primary FISA 

I ¡collection system. Red Wolf also| | 
1 lisee below at l l l .A.lH I Red 

Wolf is also a language analyst system for information collection and 
analysis. L 

"|The Red Wolf collection platform has replaced thj~ 
[systems. 

b. Explanation of how FISA information is controlled, that is. restrictions on 
search and retrieval of information. 
Full access to FIS/i through Red Wolf is generally restricted to the 
linguists assigned to the case associated with the FISA information and 
their supervisors Case Agents and the system administrator in the office 
where I Is collected have limited access. In all instances, access 
to the Red Wolf servers is restricted, and in many instances the Red Wolf 
workstations that the linguists use are in a room with restricted access. 
Authorized users can search and retrieve FISAT 

Red Wolf storage varies by sit J 

c. Implementation of standard minimization procedures. 
Currently, the Red Wolf system does not contain a FISA caveat banner 

I ~ l However, prior to accessing 
FISA information in Red Wolf, linguists are required to read and sign the 
court orders certifying that they understand the minimization guidelines 
applicable to each case. NSLB recommends that a FISA caveat banner be 
incorporated into Red Wolf. 

b2 
b7E 

b2 
b7E 

b2 
b7E 

b2 
b7E 



SHÉRET 

b. Explanation of how F1SA information is controlled, that is. restrictions on 
search and retrieval of information. 

c. Implementation of standard minimization procedures. 

3. DCS-3000 (system) 
a. Description of the types of FISA information contained in DCS-3000. 

DCS-3000 is [the primary collection platform?] for pen-register/trap-trace 
data, which is the only information collected and stored by the DCS-
3000. Per the Communications Assistance for I aw Enforcement Ac* of 
1994 (CALEA), this information is intercepted! I 

b. Explanation of how FISA information is controlled, that is. restrictions on 
search and retrieval of information. 
Most FBI field offices use the DCS-3000 [ ] T h e 
pen-register/trap-trace data collected by the DCS-3000 is uploaded to the 

Jdatabase at FBI Headquarters. 

b2 
b7E 

b2 
b7E 

'sfe^FT 



I jfor use by 
Technically Trained Agents and system administrators. 

c. Implementation Of Standard Minimization Procedures. 
The DCS-3000 collects only pen-register/trap-trace information. [So 
minimization procedures do not apply to DCS-3000?] 

4 . | Jj>Sj funclear whether this should be included in this 
overview. Win discuss w / | | 

a. Description of the types ofFISA information contained in 
Collections conducted through thef 
the SECRET leve) 

"kre classified above 

b. Explanation of how FISA information is controlled, that is. restrictions on 
search and retrieval of information. 

b l 
b2 
b6 
b7C 
b7E 

b l 
b2 
b7E 

c. Implementation of standard minimization procedures. 

5. 
a. Description of the types of FISA informatioi 

b. Explanation of how FISA information is controlled, that is. restrictions on 
search and retrieval of information. 
Access to FIS/j [traffic is generally restricted to predetermined 
authorized users, linguists assigned to the case, the supervisor, the case 
agent, and the system administrator in the office where the data is 
collectedl 1 

c. Implementation of standard minimization procedures. 
b2 
b7E 

8 
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FY08-032 FBI Digital Collection . 
(DCS-3000, DCS-5000 and DCS-6000) 

Completed. CRS Collects audio, microphone, and fax intercepts. A PIA is not required pursuant 
to the E-Govemment Act because the FBrs Digital ColjectionSystems are., 
considered national security systems. However, the FBI conducts internal •. 
PIAs on all nationalsecurity systems to ensure that privacy rights are •. 
adequately considered in system development; A PIA was conducted and 
approved.8/27/2001 for the digital collection systems. OTD performed-an 
upgrade to t ie system in July of2005. By EC dated 12/22/2005, OGC advised ; 

that a supplemental PIA was. not required, and that OGC should be consulted 
for any subsequent upgrades. ' . • . . . - : - . 

Yes, unless it 
is a NSS 

Required. Possibly 
covered by existing 
but may need 
update 

Will contain, among other things, BPMS & Personnel Background Mgint 
System, both of which would contain personal info. 

Y .. CRS • 

N.(but see 
status/explana 
tion) 

• 1 . ' ' V ' > •• b2 
b7E 
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e OGC) (FBI) 

From: | [FBI) 
Sent: ' Wednesday. January 04. fllfifi 734 PM 
To: I KOGCHFBn 
Subject: RE: Response to EC dated 12/2-/2005 re databases 

SENSITIVE BUT UNCLASSIFIED b 2 
NON-RECORD . „ bo 

b7C 
DCS3000 is a pen register system that captures pertinent info from that side of the house. b 7 E 

J some agents sometimes upload info into ACS . . . 

Thanks for tackling this! 

-Original Message— 
From: I JfOGO (FBI) 
sent: Wednesday. January 04. 2006 4:1Q PM 
To: I , , _ . F B 1 ) 

Subject: RE: Response to EC dated 12/2-/2005 re databases 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Funny you should ask. Someone else just sent me an email asking about ACs| Ivnd I have to 
work on those. I put I know 
that the EC asks about all databases with FISA material, and that would ostensibly include pen register info, so I have 
to check on that)| lis it not? If so, we are not concerned with it. Do not worry 

I I That is run from headquarters and we can provide all the info on that. I don't know what DCS3000 
is. Can you briefly explain it. Thanks. 

—Original Message— 
From: | |FBI) 
Sent: Wednesday. January 04. ¿0857:13 PM b 2 
To: I rOGC) (FBI) 
Subject: RE: Response to EC dated 12/2-/2005 re databases D O 

SENSITIVE BUT UNCLASSIFIED b 7 C 

NON-RECORD b 7 E 

Sorry to ask one of what I'm sure is a flood of questions about this, but... 

The following databases are not listed in your message as one's covered by the "HQ team", nor were they listed in The following databases are not listed in your message as one s coverea Dy 
| jgc, do you know if these databases are subject to this tasking?: 

DCS3000 

"ÄC5" ALL INFORMATION CONTAINED 
| | HEREIN IS UNCLASSIFIED 
1 1 DATE 02-03-2009 BY 60322/UC/LRP/PL.J/sdb 

Thanks, and sorry to pester you. 

—Original M « y n p 
From: I IfOGQ (FBI) 
Sent: Wednesday, January 04, 2006 3:49 PM 
To: FBI ALLCDCs 

1 



Cc;l ImenrFBnJ imsprmivl IfrymwFRivi i b 6 
(OTP) (FBM KOTO (FBDi KOTP) (FBI)! fcOGPfTO 

Subject: Response to EC dated 12/2-/2005 re databases D / L 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

This is to clarify the requirements of the 12/20/2005 EC that was sent to all FBI divisions concerning FBI 
databases and a need to respond by January 13,2006 with a description of such databases. 

The EC requires descriptions of databases that are used in field offices but that are Bureau-wide, such as 
I IRed Wolf. We have decided that a more efficient manner of obtaining the same 

information is to have a single description of such databases, to inched Red Wolf, ® ^ 
¡circulated among the field offices. It will be drafted here at headquarters and b 7 E 

^ ^ ^ ^ ^ ¡The field offices will simply need to state whether such descriptions are consistent with their 
particular operation and use of the database. If there are discrepancies, such discrepancies will have to be 
described. Hopefully, those descriptions will be circulated by the end of this week. 

There does remain the issue of access to those databases, which is particular to individual field offices. 
Therefore, field offices still need to respond to questions 7 through 9 of the EC, which focus upon access to 
the databases, and question 20, which focuses upon the audit trail. 

Further, the EC requires descriptions of all databases that are unique to the field offices. That 
requirement still stands, and all questions with respect to such databases (1 through 20) need to be answered. 

CDCs- please disseminate this to those people in your field office who have responsibility .for this project. 
Hopefully, this will eliminate a great deal of work on their part, but will still provide a clear and concise 
explanation of the databases, as well as any variations in operation or use that exist through the Bureau. 

If anyone has any substantive gnogtinnc «vinreminn tho rggpnngpg please contact OTD. For more b 6 
general questions, feel free to contact me at| \ b 7 C 

S£C 
lL 

]OGC/NSLB 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

2 



e OGC) (FBI) 

From: 
Sent: 
To: 
Subject: 

](OGC) (FBI) 
T h u r s d a y Ffthman/nfi 8:33 AM 

"RET 
FBI) b o 

b7C 

UNCLASSIFIED 
NON-RECORD 

Thanks 

—Original Message— 
From: | IF8I) 
Sent: Tnursdav. February 09. zd06 8:18 AM 
To: | |(QGC) (FBI) 
Subject: lib: 

UNCLASSIFIED 
NON-RECORD 

Asked one of the Tech Agents, and he said no. 

OrigioaUifissaflfcs^^^^^^^— 
From: | j'QGQ (FBI) 
Sent: TTllllfirtflY. ffifmirirY 09, ?ilP6 8:13 AM D / U 
To: I IFBI) 
Subject! 1 

b o 

UNCLASSIFIED 
NON-RECORD 

| |- does the DCS-3000 have a more common or different name. I remember being told that but I can't think 
or wnat't was. 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

1 



From: 
Sent: 
To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

T o o o f f w 

C ](OGC) (FBI) 
ThnrcHaw ^ h n i a r v f l Q 9 0 0 « Q-ftfi AM 

I If OGC) (FBI) 
RE: 

b2 
b6 
b7C 
b7E 

The[ 
does (e .gT 
phased our 

"Kimilar to DSC-3QQfl~ hilt its nlflfir anti flflftsn't do everything that DSC 3000 
Iso I believe that it is being 

—-Original Mfwxanp-
From: | 
Sent: 
To: 
Cc: 
Subject: 

](OGC) (FBI) • 
Thursday, February 09, 2006 8:51 AM 

TT 
OGQ (FBI) 
3GC)(FBI) 

UNCLASSIFIED 
NON-RECORD 

Thanks. How abou 

b2 
b6 
b7C 
b7E 

£ 
•¡mCTCTira; 

Original Mpusanp-
From: | 
Sent: 
To: 
Cc: 
Subject^ 

TOGO (FBI) 
maiv 09. 70pfi S:4fi AM 

(OGC) (FBI) 
I) 

UNCLASSIFIED 
NON-RECORD 

This is the risk with getting input from the field-it appears they didnt understand the question. The items below 
are not database systems that contain rP'" <<a a r f h Q Q M P

| 
fnnlRSfi minimiyatinn ^pplies to pen dat j I 

nns-annn jg the P.nltprtinn gwtem fnr npn rtatsf 

—Original Message 
From: [ 

To: 
Subject: 

3nrerta» PPhniafyrw Jnnk R-V? 
(OGC) (FBt)| I 

:) (FBI) 
AM 

lOGCXFBI) 

b2 
b6 
b7C 
b7E 



UNCLASSIFIED 
NON-RECORD 

Anyone know what DCS-3000, Penlinkl Knalvst Notewoork (1-1) are. These are all new ones that 
are coming up in the course of reading field office responses. 

UNCLASSIFIED b 2 
b7E 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

2 



"l(OGCHFBI) 

From: 
Sent: 
To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

r H(OGC) (FBI) Thursday Fshruary 09, 2006 10:57 AM 
IfOGC) (FBI) 

RE: 

b2 
b 6 
b7C 
b 7 E 

If you are able to access ACS, it is 

—Original Message— 
From: £ J(OGC) (FBI) 
Sent: Thursday. FphmatvOQ 7f)(lK 10:52 AM 

|OGC) (FBI) To: [ 
Subject: RE: 

UNCLASSIFIED 
NON-RECORD 

serial 86, the EC frorr| "]it describes^ lThanks. 

I couldn't find anything through Google onT 
unit?? 

]do you have any more information that can point me to the right 

—Original Message— 
From: | 
Sent: Ttiursdav. t-epruarv J91 
To: 
Cc: 
Subject: RE: 

UNCLASSIFIED 
NON-RECORD 

— I t O G Q ( F B I ) 
r m 8:51 AM I(OGC) (FBI) 

OGC)(FBI) 

Thanks. How abou(£ 

Original Message— 
From: I 
Sent: 
TO=l Ceil 

' |0GC) (FBI) 
Thursday, FeErülw 09, 2006 8:48 AM 

Subject: RE: 

, I r a n (FBI) 
JOGC)(FBI) 

UNCLASSIFIED 
NON-RECORD 

b2 
b7E 

[ 
This is the risk with getting input from the field-it appears they didn't understand the question. The items 
below are not database systems that contain raw material (i a rnntont) that must ha minimi7fitr1 nryier 
the SMP (unless minimization applies to pen data I I 

DCS-3000 is the Collection system for pen dataC 

l 



J(OGC) (FBI) 
—Original Message— 

From: I 
Sent: Thursday, February 09, 2006 8:33 AM 
To: \ 1 (OGC) (FBI)J 
Subject: 1 1 1 

UNCLASSIFIED 
NON-RECORD 

](OGQ(FBI) 

b2 
b6 
b7C 
b7E 

Anyone know what DCS-3000, PenlinkC 
that are coming up in the course of reading field office responses. 

Analyst Notewoork (1-1) are. These are all new ones 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

2 



(OGC) (FBI) 
U f . 

From; I FMOHFBI) 
Sent: T . .»«><»/ M U H W I A 9NNR S-3? P M ( ( b7C 
To: I |(OGC) (FBI)j |(FBI) 
Subject: Mobile FISA info 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

was forwarded your email b j j^SAC Bill Lewis regarding our FISA collection/processing systems. 

Following are the access list(s) foil 1 Red wolf and Pen Register systems (Both DCS 3000T 
Please note that the Redwolf contains FISA audio while the DCS 3000 (Wireless)l 
Pen Register data. 

J both contain 

DCS 3000 andl I 
pystems Administrator 
HE .Has been granted administrative privileges 

Tlas been granted administrative privileges 
[Performs daily downloads of collected data for transfer to case agent 

b6 
b7C 

b2 
b7E 

Redwolf L 
firmware upgrades. 

^Systems Administrator 
ZjHas been granted administrative privileges 
Tlas been granted administrative privileges 

Has been granted administrative privileges for software and 

Please note that the! Tias been granted remote access to the Redwolf system for health 
maintenance and to insure that this system remains operational riurinn off hours Further, nprsnnnel assinnfiri to 
FRF'g TftlenhnnA Intorrpnt rol l^t inn Tftrhnnlnriv Unit m p T U l I 

end assistance to the DCS 3000. 

Also note that we have an access point to the£ fend have the ability to route FISAjmsJja. 
to Language Services Division. To date we have not passed any audio through this system and have not used 
Should you need any additional information, I can be reached at the following telephone numbers. | | 

] 

TECHNICAL ADVISOR 
DESK-I 
CELL-

b2 
b6 
b7C 
b7E 

SENSITIVE BUT UNCLASSIFIED 

ALL IÎFF0PJIÀTION COIJTAIHED 
HERE III 13 UNCLASSIFIED 
DATE 02-03-2009 BY 60322/UC/LRP/PLJ/silti 

1 



From: 
Sent; 
To: 
Subject: 

I ](OGC) (FBI) 
Frirtav February 17 2006 3:28 PM 

I ~ICYAC\ (FBI) 
RE: More databases 

UNCLASSIFIED 
NON-RECORD bo 

b7C 

Thanks. From my point of view, it means NO MORE DESCRIPTIONS NEED TO BE ADDED from that list, at least. 

](OGC) (FBI) 
—Original Message— 

From: I 
Sent: Friday, February 17. 2006 3:17 PM 
To: I IfOGCI (FBI) 
Subject: RE: More databases 

UNCLASSIFIED 
NON-RECORD 

b2 
b7E 

This is what I've learned from OTD: 

Origin?! ̂ ^sgqe-
From: I 

ALL INFORMATION CONTAINED . 
HE RE III IS UNCLASSIFIED 
DATE 02-03-2009 BY 60322/UC/LRP/PLJ/sdb 

l o G C ) (FBI) 
Sent: Wednesday. February 15,2006 11:04 AM 
To: I l O G Q (FBI) 
Subject: More databases 

UNCLASSIFIED 
NON-RECORD 

I 1 b 2 
Have vour heard of the! I j - T g 

| Also , are DCS 3000 and DCS 5000 variations of each other, as far as pen register collection. 



I have reading a list of databases that the Security Division sent so that's where these issues are coming from. 
Thanks.1 I b 6 

1—:—1 b7C 
UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 





11/15/2006 

Computer Analysis Response 
Team Storage Area Network 
Computer Analysis Response 
Team Storage Area Network 
Computer Analysis Response 
Team Storage Area Network 

I 

I 
v"' ' " ^ ' V . DCS3000 application suite was developed to assist law enforcement 

aqencies (LEAs) with collectina and processing data for court-ordered 

v"' ' " ^ ' V . 

electronic surveillance (ELSUR) operations.! I J 
I I The DCS3000 can collect ELSUR 

Data Collection System 3000 
data nnder the following warrant types: Pen Register,jggföMilSalL 

Data Collection System 3000 Data Collection System 3000 Data Collection System 3000 

I I 

b2 
b6 
b7C 
b7D 



Message Page 1 of 1 

}0GC) (FBi) 

](OTD) (CON) From: | 
, - -Sent: Friday, November 04, 2005 7:47.AM 

To: | |(OGC) (FBI) ' 
Cc: 1 (OTD) (FBI) , : 

Subject: Digital Collection description 

UNCLASSIFIED 
NON-RECORD 

'HEREIN.vis OTetAèsiriED'i- v '•., 
• ".-iiÌTE:-03-03-2pD9 BY eDSai/yC/LRP/'PLJ/.sdb:' ;•. 

. b 6 ' 
b7C-

| | Hope this provides what you need.. If not, please let me know. If you need a more succinct or technical 
.. description, I'll provide it. •" ' ' : ; '•<•..'. 

. Glad we finally met. Thanks for your help, 

UNCLASSIFIED 

11/4/2005 



Message Page 1 of 1 

}oGC) (FBI) 

- From: j |OGC) (FBI) 
Sent: Thursday, November 10,2005 8:51 AM 
To: I H I (OTP) (FBI) 
Cc:. | j(OTD) (CON) 
Subject: RE: Digital Collection description 

UNCLASSIFIED 
NON-RECORD 

b 6 

b7C 

This is exactly what I need. I will finish drafting the EC today. Thanks for your patience. 

.Sincerely, 

ALL. IWFORIIATION COBTAINED 
HERE Iii IS 'UNCLASSIFIED 

• DATE 02-04-2009 BY 60322/UC/LRP/PL.J/sdb 

THIS IS A PRIVILEGED COMMUNICATION AND IS NOT TO BE DISTRIBUTED WITHOUT PRIOR OGC 
APPROVAL . 

-—Original Message—-- V 
Fromj KOTD)(FBI) 
« t o n * T h n n a W N n v p r p i w m 700«; 7-CT AM 

Toj liOGC) (FBI) 
Cc;i lfOTD> (CON) 
Subject: FW:. Digital Collection description 

UNCLASSIFIED • b 6 
- NON-RECORD . • .. - . : .b7C 

I am fcJwarding a response thai Isent to me on Monday (I've been out the last few days). Hopefully 
this will suffice. 

Y-. Original Message 
From J ~ ] (OTP) (CON) . 
Sent; Monday, November 07, 2005 10:02 AM 
ToJ l(OTD) (FBI) 
Subject: FW: Digital Collection description 

• UNCLASSIFIED 

11/10/2005 



Message 

Following is language that should be provided t<£ 

. Page 2 of 4 
. . ' ' ! . ' ' ; b 6 

]fbrtheP1A. FYR. . b 7 C 

Original Message 
From| [OGC) (FBI) 
Sent:Vridav. November 0 4 . 2 0 0 5 8 : 4 9 A M 

_ I fQTD) 
C c ; l . 
Subject: RE: Digital Collection description 

UNCLASSIFIED 
NON-RECORD 

J â m i F E l ) ^ Ï O G C ) (FB I ) 

- b 2 

; b5 
'bo 

. b7C 
b7E 

Thanks for taking the time to meet witH fetnd I yesterday and for thé response. I am.sorry to bother b 2 
you again. I. confess that 1 am technologically challenged and that you may have already answered this 
question. Nevertheless, ~ • b 5 

bo 
b7C 
b7E JTo that end, I need your assistance completing the following sentence: 

Thanks again for your assistance with this. 

Sincerely, 

Administrative Law Unit, Room 7338 
' I / 

THIS IS A PRIVILEGED COMMUNICATION AND IS NOT TO BE DISTRIBUTED WITHOUT PRIOR OGC. 

11/10/2005 



• I . Red wolf e-mai1 s . t x t 
From: I I (OTD) (CON) . 
Sent: Monday... November 07. 2005 9:59 AM .. 
To: I I fnr ; r l reni-} 

. Cc: . 1 I< OTD̂  (FBI)11 I(OGC) (FBI) 
Subject: . . RE: Digital collection description . . . • " : b 6 ' 

UNCLASSIFIED • ' " ; ' ' " . • . . ' . b 7 C 
NON-RECORD ;.. ' . . ' ' -..-V' • 

I " l i s ' o u t t h r u Wednesday. He w i l l be back Thursday and w i l l probably : 
.... respono oerore end o f the week. 

-f)r-in-ina1 M c ; o n p - - - -- f l r i m n a l M P ^ a n P - ^ - - . 
From:| KOGC) (FBI) 
Sent : Frigay. November u4. 2005 8:49 AM 
To 
Cc: 

1 (OTD) (CÔNÏ •• • ' -rm> (FBD :r n (QGO (FBD 
Subject: RE: Digi ta l Collection description 

UNCLASSIFIED 
V NON-RECORD 

•Thanks-for taking.the-t ime to meet witrf land I yesterdaiy and for the 
response. I am sorry to bother you again. I confess that I am technological 

Thanks again for your assistance with th is . 

Sincerelyi . k 2 

b7E 
Administrative Law uni t , Room 7338 

I , . . . I 1. ' , ; ' b 5 , 
' THIS i s A PRIVILEGED COMMUNICATION AND IS NOT TO BE DISTRIBUTED WITHOUT PRIOR OGC " 

APPROVAL .. - ' \ \ . " > ; . .;•. 

pr ioinal Message—:— • 
F r o m : ~ I iOTPl (CON) 
corn-- c r i r f a » Mnwomhor OA 2 0 0 5 7 : 4 . 7 AM n1-- Cr- ir taw « m / a m h B r 
To: I rOGQ (FBI) 

:f • " cc: | t rn tp) (FBD. 
• • ,.;• . . — . Page.l .: . 

; . ALI ;iaF.0PMATIGM. CUJJTAIHjSD ' , . '., ' >. J- • '•- ••••..•;•. 
;•/• HEP£Ï$ IS OTCPSSIFIEDV • •;/.'". "- ;• • • : f. -..V .'••'. 



: '".• . * Red wolf e-mails:txt 
Subj ect:. Di gital" Coll ecti on' descri pt i on 

-UNCLASSIFIED \y. : 
NON-RECORD 

I I- Hope this provides what you need. I f not, please let.me know. I f you 
. n e e d a m o r e s u c c i n c t o r . t e c h n i c a l d e s c r i p t i o n , I ' l l p r o v i d e i t . b ^ 

V V - U . : ; / • v..,' v ••" -b7c 
G l a d ' w e f i n a l l y m e t . - T h a n k s f o r y o u r h e l p , ! I . • b 7 E 



U N C L A S S I F I E D 

U N C L A S S I F I E D 

XSSIEIEU - ••• -

: I _ J ( ' 0 T D ' 1 ' 'CONV : . u o 
: F r i d a y . November04. 2005 7:47 AM 

U N C L A S 5 I £ l £ t t . 
From: 
Sent: . _--.-
To: I IfOGCi (FBI-) : -.fob 
cc: , TTOTD) CPBI) ,„ .„ , 
Subject: . Digital collection.description • \ D / L 

'. / • • - • V • v.'Y.-" > - • - . • b 7 E U N C L A S S I F I E D 
NON-RECORD 

^HHope this provides what you need., i f not, please let'me know, i f you-
neea a more succinct or technical description, I ' l l provide i t . . 

Glad we f ina l ly met. -Thanks for your help,| | ,, 
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b2 
b7E 

III. OTHER SYSTEMS/APPLICATIONS/NETWORKS CONTAINING FISA 
MATERIAL 
There are a number of FBI "systems/applications/networks" that contain 
FISA material, which are legacy systems that may be replaced by newer 
technology. We are listing some of the current systems and will provide 
additional information as requested. 

A. Systems/applications/networks containing raw FISA take. 
1. Red Wolf (system) 

a. Description of the types of FISA information contained in Red Wolf. 

5 
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^ S ^ C Red Wolf is the vendor's name for DCS-5000, the FBI's primary 
F1SA audio mllp.r.tion sys tem Re.H W o l f a l so collects and nrnHiires. but 
many sites use| | It is 
possible for users, such as language analysts, to perform analytical 
searches of FISA material collected by the system and the summary 
transcripts from that material. It allows real-time and off-line monitoring, 
as well as report generation. 

Red Wolf currently is the primary collection system for audio and in 
some offices facsimile, and may possibly be replaced by 
system, although this may be several years away. 

>r another 

b. Explanation of how access to FISA information is controlled, that is, 
restrictions on search and retrieval of information. 

^ S ^ F u l l access to FISA audio collected through Red Wolf is generally 
restricted to predetermined authorized users, generally the linguists 
assigned to the case associated with the FISA information and their 
supervisors. Case Agents and the system administrator in the office where 
the audio is collected also have limited access. In all instances, access to 
the Red Wolf servers is restricted, and in many instances the Red Wolf 
workstations that the linguists use are in a room with restricted access. 

Y ^Authorized users can search and retrieve FISA audio by Signal 
Related Information (date/time of call, outgoing telephone number dialed, 
etc.). 
(U) These searches are limited to the physical system into which the user 
is logged. 

c. Implementation of standard minimization procedures. 
^¡ ¡^Pr ior to accessing FISA information in Red Wolf, linguists are 

required to read and sign the court orders certifying that they understand 
the minimization guidelines applicable to each case. Currently, the Red 
Wolf system does not contain a FISA caveat banner similar to the one 
found in| HDWS. Thus, NSLB will recommend that a FISA 
caveat banner he Incorporated into Red Wolf identical to the one currently 

DWS. found in 
system) 
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