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. FEDERAL BUREAU OF INVESTIGATION

. Precedence: PRIORITY Date: 07/18/2006
To: All FBIHQ Divisions - Attn: National Security Branch
DATE: 0l-23-2009 Directorate of Intelligence,
CLASSIFIED BY UC60322LP/PLI/FCC Language Services Section
REASON: 1.4 {c,q} : Counterintelligence
DECLASSIFY ON: 01-23-2034 Counterterrorism

‘ Operational Technology
ALL INFORMATION CONTAINED ' : Division
HEREIN IS UNCLASSIFIED EXCEPT Cyber Division

WHERE SHOWH OTHERWISE Information Technology

Operations Division
All Field Offices Attn: Chief Division Counsels

From: Office of the General Counsel
National Security Law Branch, Rm. 7975

Contact:
Approved By: ' b6
. : bicC
Caproni Valerie E
Drafted By:
: . b2
(UIWMCase ID--#t )S(:| | (Pending)
Title: INQTRUCTIONG TO REDWOTLEF USERS FONCERNIWG
(8] D ANSTRICTIONS 10 REDIOLL
. . . . . bl
Synopsis: ]B( This communication instructs all FBI personnel by
with access to the Red Wolf database about the procedures they LWIE
must follow when | |or

| | This

communication also provides similar instrugkion ersonnel
() with access tol i ]

\ : Referral/Censult
Q1 p— E?( Derive : 3 Sources
Declassif n: O }
syég:'r
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© To: All FRBIHQ Division E ;. Office of the General Counsel b2
U Re)SQ: -07/18/2006

Referral/Consult

_ | This
communication requires that Chief Division Counsels, the Language
(&) ~-Services Section/Directorate of Intelligence (LSS), the

Counterterrorisi Division and the Investigative . bl

Technology Division (ITO rm their personnel who b2
t s :I haveaCCGSStORed ,,,, Wol TR | about thi s guidance . b7E

Details:

BACKGROUND ; Referral/Consult

(01 psq |

Referral/Consult
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To: All FRIHQ Divisions From: Office of the General Counsel b2
{UPWRB4WWE§<: 07/18/2006 :
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To: 11, FBIHQ Divisions ~From: Office of the General Counsel b2
(U} Rez 07/18/2006

b2
b7E

Referral/Censult

0GC_GUIDANCE

s |

b7E

Referral/Consult

Referral/Consult

b2
b7E

- Referral/Consult
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To: All FBIHQ Divisions From: Office of the General Counsel b2
m-Res-P | ] 07/18/20086 :

Referral/Consult

Referrql/Consult

Referral/Consult
Referral/Consult
L0 I
(U)_An uestions regarding .this matter Y
should be addressed to | | NSLB, Policy & Training Unit, bz
at | ] . b
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To: 11, FBIHO Divisions From: Office of the General Counsel
(T} Rev 07/18/2006

LEAD (s):
Set Lead 1: (Action)
ALL RECEIVING OFFICES

im”j}{:The CDC in every field office should instruct all
FBI personnel with access to the Red Wolf database about the

procedures set forth in this EC that they must follow in[:::::::]

Set Lead 2: (Action)
DIRECTORATE OF INTELLIGENCE

LANGUAGE SERVICES SECTION, FBIHQO

U
i 3?§§¥LSS, Directorate of Intelligence should instruct
all FBI peXsonnel with access to the Red Wolf database about the

procedures set forth in this EC that they must follow in

Set Lead 3: (Action)

COUNTERTERRORISM DIVISION

(SJ%_ COMMUNICATIONS EXPLOITATION SECTION, FBIHQ

T () _cTD should instruct all FBI personnel with -access
to the] database ahont the pracedures sef forth ip this R
that they must follow in| e ———

(81 ot tead 41 (hetion

INFORMATION TECHNOLOGY OPERATIONS DIVISTION

SYSTEMS SUPPORT SECTION, FBIHQ

(U);7E((}TOD should instruct all FBI personnel with accéss
to| <N [database about the procedures set forth

in this EC that thev must follow in

SEQRET
6

b2

b2
b7E

b2
b7E

bl
b2
b7E

b2
b7E
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S%QRET

To: All FBIHQ Divisions From:

Office of the General Counsel

R‘e.:,.,,,”)%: |— | 07/18/2006

Set Lead 5: (Information Only)

All Receiving Offices

Read and clear.

*"”



DECLASSIFIED BY UCE032Z2LP/PLJ/CC
ON 01-23-2009

{OGC) (FBI) . b6
. b7C
From: - | !OGC) {OGA)
Sent: ursday, May 25, 2006 1:46 PM
To: : ) (EBI): (OGC) (FBIY; | |
(OGC) (FBi) (DH (FBI) :
Ce: - { oGy oeA —loce)(ocAy____ foGe)
, (OGA)
Subject: Change te filing re: LS spreadsheet and related issue
Importance: - High ‘
— ‘ : bz
s [ : b6
ECORD HQ : . bh7C
b7E

. ox
Because we did not get into this issue at our meeting today with [ |and Valerle Caproni,| lasked me to
alert everyone to our belief that, in light of what | write below |

' ;|
. rthalL | i
In short, what we discovered (and was probably already known but perhaps not though{ about in the context of this fi Ilngll
during this week'd minimization review is that it is common practice]

This "discovery” came up when we asked in[____Jabout use of the LS spreadsheets, which we found bei i '
case in When we asked agents who did not use the spreadsheets how they determined whether
: hey explained the above scenario. . .

The upshot is that whether thd

bnd RedWolf, the same problem exists. It appears to be g
pf that information that needs to be explained in this June 2 filing.

NOTE re: my usage of "non-pertinent” and "logging": In my experience on minimization reviews, including this week in
the field appears to refer tof ]
l |
IQtﬁ:@_oj_lmgujgg_Tce Palicy and Review
ROM: Single Source nt
DECLASSIF! ION 1
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DECLASSIFIED BY 6032ZZ UC LP/PLJI/LCW
ON 08-25-2010

[ koac)(FB) e

From: [ (FB) \
Sent: Friday, October 27, 2006 3:44 PM b2
To: OGC)(FBI) ' bo
Ce: . . FBI) . 'LC
Subject: Audtt of Past Targefs Under Indictment B7E

P-4
Attached is| | response to the lead sent all offices regarding the audit of past b7E
FISA targets. the target of FISA surveillance was under

indictment. The attached communication documents the procedures followed and shows that

the information was appropriately segregated from information entering the Red Wolf
database.

Please let us know if you have any questions or concerns. b

CDC Paralegal Specialist

—— : b2
‘ ¢ . b7E

VE ROM: Multiple Sources
DE ON: 20311027 -
SE

R e ]



DATE: 08-25-2010
CLASSIFIED BY 60322 UC LP/PLJ/LCW

REASON: 1.4 (c) ALL INFORMATION CONTAINED

(Rev. 01-31-2003) DECLASSIFY ON: D&8-25-2035 HEREIN I§ UNCLASSIFIED EXCEPT

1] E—
(U)o
i

i

{3y

Sm4er WHERE SHOWN OTHERVISE
FEDERAL BUREAU OF INVESTIGATION

Precedence: DEADLINE 10/27/2006 Date: 10/27/2006 ﬁf.c
To: General Counsel Attns | |
NSLB, Policy & Training Unit
Room 7947
b2
ontact : b2
. bé
Approved By: _ bic
bé
Drafted By: bic
'C&i&MIDW#t~EK(| | , 1o
b7E .
~-pitles—Px{ AUDIT OF PAST FISA TARGETS UNDER INDICTMENT :
g opsiﬁf””}§( As directed in referenced communication, the
| —Jwas canvassed and is reporting that in 2004, an
indicted individual was the target of FISA surveillance.
~w)8{ Derived T G-
Declassi ? 27/2031
Referencer 8
Details: (&) By email dated 10/10/2006, thel lwas .
canvassed for the purpoge of identifying any instances between b2
09/01/2001 to 06/15/2006 in which the target of FISA surveillance b7E

was known to be under indictment or any instances in which a
person known to be under indiftment was likely to be using a
il ce taraeted by with FISA surveillance.

X

)

B R Gt T




M'r

| b2
{U) ... To: General Counsel From:[ | b7E

(8)-. |

(I

151




égbié%~ b2
b7E
To: iggéral Counsel From:l I

bl
(5.
R _ . bé
(0 }és On that same date, Assistant General Counsel[ | ¢
[ | office of General Counsel, National Security Law
Branch (NSLB), confirmed with the case agent by email that he
correctly articulated the minimization procedures with regard to
conversations between the subject and his attorney.
(U)o &) The initial FISA order issued on] | b2 o
BTE

L P uﬂwzgi ".>. | |

-1 OERRRR



() -

(-

S

Re: - J8]

To: General Counsael From:i |

mwwié( The order also specified that]

intercepted data (RED WOLF) to e

'”“”““”W””M“Ebi; For the duration of the FISA surveillance, the
case agent’/closely monitored the database containing the

nsure that minimization

rocedures were being follcwed,

b2
BTE
|
2
b2
b6
»IC
|l b7E
4

RN e e !



(U} o

IAggn;1 who also ensured that the potentially

rivileged| were no longer accessible on the RED WOLF

b2
b7E
o ””25{ The FISA surveillance | |
removed from the Red WOLf system, the data was no longer
accessible in the Red Wolf system. bé
, b7C

T W”'”}ﬁg On 09/07/2004, a memorandum was sent from Gary M. .
Bald, Assistant Director, Counterterrorism, to| ]
Counsel, Office of Intelligence Policy and Review, to report and

. document potential attornev-client privilege FISA intercepts.

b2
b7E

The case agent's documentation clearly
demonstrates that appropriate action was taken to ensure that all
communications, including electronic communications, with the
subject's (and any other indicted person's) attorneys have been

and continue t i )
Wolf database
and appropriately sequestered. :




(0

-...Toz ?;ge l1 F m:| l b?E
Re's l '

sy

b2

LEAD(8):
Set Lead 1: (Discretionary)
GENERAL COUNSEL

AT WASHINGTON, DC

Information is provided in response to 0OGC's
request for assiptance with its audit of past FISA targets under
indictment.
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not currently used in this investigation.

——original o
From Mmm (F b2
Sent: Friday, 15, 2006 11: "

b6
To: I YFBI); _kren; | | Bb7C

&I«m (Fenq | cosexren b7E

Ce:
Subject: RE: FISAIN

RECORD 318x-HQ-xxxx

One observation: to ensure the integrity of the evidence, the generally accepted b2
practice id Jhopefully that is consistent ©7E
with the direction provided for this particular case. This is a point that should be

clarified —as a policy matter--across cases—with OIPR.

Rather than| |one acceptable alternative is to make °
— ] b1

bnd.mﬂlit b2
t 3 ) ~-~---~'acoordingly‘and--provideit-toeﬁ bIE
' The privileged-indicted communications on the database system may be otherwise
handled as described: 1 _
~==-Otiginat . b 2.
From: bE
Sents ’ Friday, September 15, 2006 11:06 oy biC
To: | (FBD), OGCN! , o
Ce: Oy (Fan); (OGC) (FaM; bIE ..
‘R‘E‘HW_KOGCXM)
Subject: 3 :

RECORD 319x-HQ-xxxx

I'l only add explanation by adding tha

from the Red Wolf system. We'd have to fet the tech folks who manage the
system

b7E *

z 2
cT3 b6
desk) Lic
w“) P7E
~--Original e '
From: i lreD
15



Sent:
To:
Cc:

Subject:

b2
. - 'b6
JOGC)(FBI) b7¢C
RE: FISA IN b7E

—SEERET
RECORD 319x-HQ-000¢.

Quick answer

I Inthe red wolf 2
system. | [{commonly just called red b7E
WO ]

In this case - | understand that OIPR has allowedl |

—Original M .
o Le——Jos (D b2
Sent: Frid 15, 2006 10:35 AM be
s T e—1 e
" - BIE
— Yoccyren| ] V7E
Subject: RE: FISA IN

~SECRET-
RECORD 319x-HQ-xxxx

bt

Thanks| | ©7° ‘ .

Pardon my ignorance - but I'm not familiar w{ Jcanyou b2
explain how that works in relation to Red Woif? b7E |

Do you know who the OIPR attorney assigned to this is?

Thanks 16
b7C
——Original Message—
From: | ’fBl)
Sent: 15, 10:31 AM
To: OGC)(FB
FET)
e f
(FBI) (D)
(FBY) . :
RE: FISA IN
-SEERET |
- RECO 4 9x-HQ-xxxx
b6
— b7c b1

16



bl

As fol uestion about

b2

b& {
b7C
L7E i

ber 14, 2006 2:37 PM

) (FBI)

SECRET
RECORD 319x-HQ-000x

All,

i'm drafting the status report due tomorrow to
OIPR on our audit of FISA targets under

indictment. I've written this language below
for the[ ‘I

b2
bTE

most of you. Please review it and let me know

17
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if you have any disagreements w/ what's herein.

| I went wl____|EC

of 7/20 by| This was more recent
and detailed than some info it conflicted w/,
namely:

b2
bé
biC
b7E

b1l

Thanks

Policy & Training Unit ’ b2
National Security Law 8ranch, oGC

bé
FBI HQ Room 7947 -

bl
b2
b7E

bl

18



DECLASSIFIED BY 80322 UC LP/PLJ/LCU
0N 08&-30-2010

JOGC)FBI) :

Sont: | SETh 2000 421 BM
en X :
To: : moecxrsm {(OGC) (FBI)
Subjsct: - Minimization and database issues which need attention ASAP
—SEERET
REC -3

|
Unit Chief
National Security Law Policy and Training Unit

FBI HQ leﬂs_l
STU III:

Unclassified Fax: ,
Secure F

- . B
From: i ] (ovD) (FBD)

b2
ho

b7C

gel'lt: ™ 10, 2006 7:40 AM

o OGC) (FBI)

ca: QoTD 6[W__.I(OGC) el Josorsn
Subject: RE: Minimization and database issues which need attention ASAP

-SECRET"
RECORD 99999-3333

Every Red Wolf // DCS 5000 does have a|

b6

b7C

b2
b7E

simpler.

Hope this helps.

41 |

| The case agent could also get all of them from{ _ |which would probably be



Supervisory Engineering Technician
ELSUR Technology Management Unit (ETMU)

Electronic Surveillance Technology Section (ESTS) 152
Operational Technology Division (OTD) b6
ERF} | ‘ ' p7C
Tek: ' BTE
Celi R
Fax: | ‘
~Original .
From: OGC) (FBI) . b6
Sent: W 09, 2006 5:30 PM b6
o ;’Q_Whm_] OTO) (e Ne
Ce: (OTD) (FaD)

' Subject: FW: Minimization and database issues which need attention ASAP

—SECRET ~
RECORD 99999:3333.

) b2
l I : , b6
: b7C
Can you please provide answers to the below questions from I:land copy all those folks listed below in the b7E
response. - :
Based on an explanati nmmnd—lmmmmwmm&.m_l
Pased on
|
b6
oy (o
I (> ] T E— Y]
SECRET
RECORD 99999:3333
|:l Does every Red Wolf s | b2
is access limited to the lta Red Walf? b6
Does this relate to the ofher issue we were looking at, i.e.] | p7c
‘ _ b7E
Assigtant General Counsel
Policy & Training Unit
Nati i Branch

42



WG ¢ttt e e et ev e ent cpens s senie + emne cmamierine firas

ﬁ%t@m b6

Sent: 8, 2006 6:40 PM , b7C
To: 060) (PR locr e Jocoean
Subject: Rl database issuas which need attention ASAP
~SECRET-
RECORD 999993333
| haveri't had a chance to this to the declaration describing the database systams, but | think there's a ,
discussion in there m%so I think this has essentially already been expiained to the FISC—-but b2
| don't have a copy of the aration to compare it to—at any rate | don't think it's inconsistent. Here’'s what! ©7E
learned: ) :
[ | cited below could be referring tol I

_Soforexample vouwillhave |

From: I0GC) (FB1) bé

Sent: 07, ; : oo
To:! E i [oa:)m;l k b7C
FW; Nu*mm issues which need attention ASAP 6 FD

b2
b6
b7C
b7E

We need to have th ained so we can decide what may have to be reported
to the Court 2?27 »

also asked about the following:

1 Jtet eCONTY DEE 101G

I searched on our web and there appears to be] | for call detad
records. Do you have any other info on this? -

43



_ |
Assistant General Counse!
Policy & Training Unit.
National Security Law Branch

n:(oeo OGA (060) (Fen ] ¢0s0) ]

| |% (OGA) ( OGA
OGA
( 0GA 0GC) ( _10GC)
FBI (OGA);
I (0GQ) (FaD) oeo(m) 0GC) (Fat);
{OGC) (FBI)

Subject: RE: Minimization and database isses which need attention ASAP
RECO!
Please a raise these issues with during their next meeting.

iwilas{__Jabout some of your issues, but | do not see a need for another survey at this time.
Did you discuss these issues with ] |CDC?

I I - -
Unit Chie : o
National Security Law Policy and Training Unit b7C
FBI HQ Room 7975
STUNL |
Unclassified Fax{ |
Secure Faxj |

Kosc)-(ran;| | 060y (ren;
06C) (OGA); 06¢)
(06C) (0GA (060)
(OGA) 05C) (
Subject: Minimization and database issues which need attention ASAP

—SECRET
RECORD 999993333

several mmimiztion issues
Iso asked me to ask about
n our database filing.

A : A
,ﬂmm ntified which we think need attention ASAP - in addition,

ancther database which he just leamed about and which was

The Jadvised us that tast year

b2
be
b7C
b7E

b2
b6
b7C
b7E

be
b7C

b2
b6
biC
b7E



b2

bL7E

Several weeks ago when | was in| Hoing training, one of ifors and the local

computer guru described a feature re Red Wolf which | had not heard of | again had described

o me this same feature - which rs to be
basicially they RW

associated with Red Wolf which | believe

Also]_Jadvised that he had recently been fold of another database called| ____|which we did

not describe in our filings with the Court - apparently there also may be other databases using the term

Can we find out more about thisthese databases 777
Please advise how we can handie these matters quickly. Thanks| |

RITE PR STl

FLASSIFICATION EXEMPTION 1
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bé
b7C
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b2
b6
b7C
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DATE: 08-30-z010

CLASSIFIED RY 50322 UC LP/PLJ/LCW S ET . ALL INFORMATION CONTAINED
REAJON: 1.4 (c] HEREIN I35 UNCLASSIFIED EXCEPT
: DECLASSIFY ON: 08-30-2035 WHERE SHOWN OTHERWISE
o e T g
s To: J(0G0) (0GA;[_ koeey ran ]
C)
cé: | OGC)(FB_ |(OGCKFBI)| |(ose)
Subject: RE] |
. (5) RE |
_ b6
. ' b7
{1 rst question is addressed in the &1 EC, which is attached. Let me know if you have any further questions after
' ~ FW:EC
~ you've reviewed it _
i (2) 1 guess you of__]can address who is coming for tg‘imw__l bl
(3) Length of the declarations. | raised this taday w/ OIP’ _...|Jand he said t b2
L 18) .. F1SAs but the current guidance going fofward is to remove my words, not his]. So, | can be
really address her issue wrt how much work/time this review will take, although | sympathize w/ her dilemma, EZE
t | _ ]
Assistant General Counsel
Policy & Training Unit
National Security Law Branch
- nal b2
Sent: T b
" : . " b7C
To: mm.m.l_l | coee) crem; ‘ §oG0) (Fan) DIE
SECRET
() m | -
: Second question.
i —0riginal b z
1 From: (F8D) bé
! Sent: 12:21 PM b7C
To: (0GC) (0GA)
Subject:  FW: 080106 Reviewed Sessions Log
CRET
: . bé

the training h.
for all othem" i

S

of Aug. 28th, then I'll miss you since I'm on vacation (fooks like that is the week that works
Wilyoubei] |

T

.

for the actual review in Sept? Hope so. Would be good to catch up.
1

Good to hear from you again. Hopefully you can make it down over the next few weeks for that one day of training. If b7<

b7E



bl
b2

In the ted to run the attached by you. We have a FISA| " ] Calis come in bothin 5
_Engl attached is from the language W who happens to be bIE
{8) " located In She reviews the English calls, |
- Red WOIfEDMS systems). | ]
[They follow similar me ures.
(§) Myquergmw ‘ They are emailed to
s v T o e el e acert | ]
|: o J . material bothin currént calls or future calis. igf Jsomething that we need to be concemed about in
terms of minimization? :
My other question relates to my other FISA (I have[__Jon my squad) which is TS/SCI. Do you know who will be doing 1,2
the review fo d specifically who will review which cases thatare TS? lunderstand thatl______Imaybeon 15
the review team. If so, it would work out well since he was the OIPR attomey who had worked onthe caseforawhile 1
and has been read into the case. Another issue on this TS case is the length of the Declarations. The Declarations b7C
_are lona and contain matters dating backtd — lwhen the case was initiated. When we addressed the issue of B7E
Call or email me back. (PS-whatis ___|iast name? Please feel free to forward her this email) 1,
As always, thanks for your help. ig C
——Original ~ )
From: | Jren) :
Sentz 8:05 PM b2
To: m (G |Fe); b6
b7C
Subject: | [ . b7E
SECRET i
RECORS| | b1
(5)
' comments -
ay ' b2
re forwarded for further review . . b5
L. b6
biC
b7E
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED

DATE 1z-17-200% BY £0322/UC/LRP/PLJ/3db

(OGC) (FBI)
From: | ] (OGC) (FBY) be
Sent: Fridav. June 30,2006 1274 PM b7C
To: (OTD) (FBI)
Ce: (OTD) (FBI)
Subject: RE: Performance Testing/Non-Disclosure Agreement

UNCLASSIFIED
NON-RECORD

Please check with|:| | do not have all the facts and it is the CO's decision.

b2

. b6
Procurement Law Unit b7C

Phone:| ]

Fax: | l

----- Original Message-----
From: | KOTD) (FBI) ' b5

Sent: IIM.MMJIISG AM b7
To: M. (OGC) (FBI) ‘

Subject: RE: Performance Testing/Non-Disclosure Agreement

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

|

We potentially reduce the learning curve associated with redircecting this task by ai!owing{r:—m:to share their ;2‘25
prior work experience with the new contractor Therefore, we would Tike to betler understand the | -~
basis of your comment that such an informational exchange might cause conflict of interest issues in a future BIE
recompete (| am assumming a recompete of the collection platform, RedWolf),

Thanks, : !

From: | 1(OGC) (FBI)

Sent:  Monday, June 26, 2006 5:19 PM . b5
o YOTD) (FaD);| 1o (con] o2
: (QTD) (FBI) -

Cc: | KOTD) (FBI);: l (OTD) (FB1);| |(CTD) (FBI)
Subject: RE: Performance Testing/Non-Disclosure Agreement N

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

[ recommend keepind;;lout of it enti Otherwise this may cause organizational Conflict of interest
issues on the recompte. Aiso be sure to checl in the Community Acquisition Risk Center (CARC).
should definitely sign NDAs. s
bs
] _5b7C
Procurement Law Unit . b7E

Phone;




Fax:

-----Qriginal Message-----

From: I —_](0GC) (FBI)- B b2
Sent: Monday, June 26, 2006 5:07 PM A | , €6
Yo: oTD) (FBJ ToTD) (CQn: OTD) (FBI) b7C
Ce: [roTD) (F8I) J(GTD) (Fely| ©myFenl______ ]

(0GT) (FEI)
Subject: T Performance Testing/Non-Disclosure Agreement
UNCLASSIFIED
NON-RECORD
| don’t have any issues with either| |performing the tests, | don't see any legal hurdles with

the contrﬁfﬁgs we use our own NDA. With that said, there may be practical reasons why we should b2
work with

n theses issues. b4
be

As forL___lhaving a NDA w be advisable. As fori | consulting witti:regarding test b7ic

|ﬁwould notify that they will be working with however will not have any access to either b7E

proprietary data or the resultant test data. If

has a problem with that, | would ask that
justify it's position. , _

i am cutting in the Acting Unit Chief of the Procurement Law Unit if she has any additional input.

Thanks,

[ 1

-----Qriginal Message-----
From: | _|(OTD) (FBI)
Sent: Thursday, June 22, 2006 11:31 AM b6
To: [ ] coTo) (conyl loto) (rany] ] (0Gc) (ka1 2
Ce: l |(OTD) (FEI}; {OTD) (FBI) |(OTD) (FBI) bic
“Subject: RE: Performance Testing/Non-Disclosure Agreement ,
UNCLASSIFIED
NON-RECORD
Gentlemen,
. . . . . b2
Just wanted to clarify the specifics and provide some updated information on the matter. The information ] , -¢
received fro is as foliows;
b2
b4
be
bic
. |has also performed subcontract work for m P7E
the past, but not on RedWal. A
" After further discussion with|:| they have expressed their desire to decline direct involvement
in this task citing that they would prefer to avoid even the risk of a perceived conflict of interest. We are
considering] las an alternative contractor. in light of the -
issues at hand, we need fo know if an NDA Is required in orde to conduct these tests and what ;b§
restrictions would apply regardind:‘physical access to RedWolf o laccess to information bTE

regarding relevent aspects of RedWolf's design, performance and non-proprietary components, such as
the interface cards. We would also like to know if there would be any concerns (within lLDE&J!.QmDEn.)

with] consulting:on test design, as we were planning to leverage
known expertise and relevent experience in this area. In this consulting capacity, lwould

2



have no access to the resulting test data.

Thanks,

—----Qriginal Message--—-

From: | kOTD) (CON)

Sent: Tuesday, June 20, 2006 6:18 PM

To: i(om) (FBI)" ‘(OGC) (FBI)
Ce: ...JOTD) (FBI);| _|coo) (Fa)
Subject: Performance Testing/Non-Disclosure Agreement

Importance: - High

UNCLASSIFIED

NON-RECORD

L } The| IMWMTﬁace
testing on the' Red Wolf system to determine the quality of itg To

assist thi y intend to us
wants to develop the test procedures, run the test equipment, and analyze the results.
Physical access to the system is most likely required althoughﬂnay be able to setup an

environment whereljdoesn't need physical access.

has concerns about this scenario. They considerDa competitor and even though
has agreed (per the government) to sign a Non-disclosure agreement,ljis not

willing/agreeable to this stating proprietary reasons. While the contract states that the government

can conduct performance testing on delivered systems, it is "silent" as to whether a third party

bé
b7C

b2
bé
biC
b7E

b2
b4

(contractor) can perform the testing. Note: a different third party contractor has signed % b7E

- has access to | proprietary data for development of a government requirement
does not consider this company a competitor and restricts the use the data.

E__—_:Icontends that they are testing commercially available interfaces and there is not proprietary

data/hardware involved.

Do you know of any contractua! or legal obstacle revent the government from allowing
Etesting/informaﬁon sharing without ai iNDA’?

Do you want to set up a short meeting with| | to discuss further? Involve Procurement Law?

TICTU Support
Quantico, VA 22556

1

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

b2
b4
b7E

b2
b6
L7C



OGC) (FBI)

From: L [oGe) (Feyy
Sent: ) Monday, June 26, 2006 5:19 PM
To: 0GC) (FBI] foroyreiy [ | b6
__KOTD) (CON); 1(OTD) (FBI) b7C
Cc: (OTDY (FBI:; (OTD) (FBIY} |
» (OTD) (FBi)
Subject: RE: Performance Testing/Non-Disclosure Agreement
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
{ recommend keepingl it entirely. Otherwise this may cause organizational Conflict of interest issues on 02
the recompte. Also be sure to check in the Community Acquisition Risk Center (CARC).[__|should definitely sign b7E
NDAs.
Procurement Law Unit . b2
Pronel 1 , b6
Fax: | bic
-----Original Message-----
From: | fOGC) (FBL)
Sent: Monday, June 26, 2006 5:07 PM F OTD) (CON) OTD) (FBD bé
To: | |OTD) (FBI); OTl ;I | biC
ce: l T(OTD) (FBI) JG™D) (FBD)] for) (e[|
L I(OGC) (FBI)
Subject: RE: Performance Testing/Non-Discosure Agreement
UNCLASSIFIED
' NON-RECORD
b2
b4
I don't have any issues with either] [performing the tests, | don't see any legat hurdles withthe 1 7g
contract as long as we use our own NDA. With that said, there may be practical reasons why we should work with
on theses issues.
As fo Jhaving 2 NDA would be advisable. As onsulting withi lregarding test designs, |
would notify| that they will be working wi however will not have any access to eithe ,
proprietary data or the resultant test data. If has a problem with that, | would ask tha ustity it's b2
position. be
ib )
I am cutting in thel JProcurement Law Unit if she has any additional input. Ezg
Thanks,
--—-Qriginal Message-----
From: [ __ ___JOTD) (FBI)
Sent: Thursday, June 22, 2006 11:31 AM ,
To: | (OTD) (CON){ Jcoro) (B | (060) (FaY) b
Cc: TD) (FBI)] J©©tD) (FBD)] | (OTD) (FBI) bicC
Subject: RE: Performance Testing/Non-Disclosure Agreemen
UNCLASSIFIED
NON-RECORD_

ALL TNFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 01-09-2009 BY 60322LP/plj



Gentlemen,

Just wanted to clarify the specifics and provide some updated information on the matter. The information |
received fro is as follows;

b2
b4
b

= ———— g

b7E

----- Original Message-----

From: (OTD) (CON)
Sent: ay, June 20, 2006 6:
To: (OTD) (FBI) (OGC) (FBI) v
Ce: Jcoto) (Fen); o) (Fer) bz
Subject: Performance Testing/Non-Disclosure Agreement : ;b4
Importance: High ) bé

) b7¢C
UNCLASSIFIED X - b7E
NON-RECORD .

| l— The! Ihas a requirement to perform interface testing on
of IS apability. To assist this effort, they

l%;lcontends that they are testing commercially available interfaces and there is not proprietary
ata/hardware involved. -

Do you know of any contractual or legal gbstacles that prevent the government from allowing
testing/information sharing without a pproved NDA?

Do you want to set up a short meeting with 0 discuss further? involve Procurement Law?



T TICTU Suppont
Quantico. VA 22556

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

k2
b6
b7C
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