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Date Outcome Publish? 
in progress 
in progress 
in progress Privacy Council meeting 3/23/05 
in progress 
in progress 
in progress 
in progress 
in progress waiting on submission 
in progress 
02/07/06 approved no-NSS 
02/01/06 approved no-NSS 
01/25/06 approved no-NSS 
01/09/06 approved no-NSS 
01/06/06 approved probably 
12/28/05 approved by DOJ yes-byDOJ 
12/28/05 approved yes-sentto RMD 
12/22/05 covered b j PtA no 
11/29/05 approved No-NSS 
11/08/05 approved 
10/18/05 final to RMD on 12/21/05 yes 
10/17/05 approved by Privacy Council 
10/10/05 approved arai prepared far publication have asked SecD 

Other Information 
b6 

All IHFORHATION COHTAIJJED 
HEKEIH IS UNCLASSIFIED 
DATE 04-16-2009 BY 60322/UC/lRP/FlJ/3db 
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bl b2 
b7E 

FBI Application Inventory 
Version 2.0 

"X" 

Ofikx of Inanatkwal Operons / 
juguete AdnroiarUioo and Acquisitioo 

Unit / language Servios Section 
National Seèariry / Intelligence 

Criminal Justice InfonutioD Services 
Division 

National Settrity /intelligence 

Crimina] Justice Information Services 
Division 

Crimmal Joiice Infornai on Services 
Divisi oo 

Crtmiu] Justice lafornutioc Savie» 
Division 

Criminal Justice Information Soviets 
Divinai Uw Enforcement 

Criminal Justice Information Soviets 
Division Law Enforcement 

Crimina] Justice Information Servies 
Division Law Enforcement 

Criminal Justice Information Services 
Division 

Law Enforcement 

Criminal Justice Information Services 
Division LawÉnTarccmem 
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(Rev. 01-31-2003) 

SE^ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : PRIORITY 

To: All FBIHQ Divisions 
DATE: 01-23-2009 
CLASSIFIED BY UC60322LP/PLJ/CC 
REAS0H: 1.4 (c,g) 
DECLASSIFY OET: 01-23-2034 

ALL INFORMATION CONTAINED 
HEREIN IS OTCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

All Field Offices 

Date: 07/18/2006 
Attn: National Security Branch 

Directorate of Intelligence, 
Language Services Section 

Counterintelligence 
Counterterrorism 
Operational Technology 

Division 
Cyber Division 
Information Technology 

Operations Division 
Attn: Chief Division Counsels 

From: Office of the General Counsel 
National Security Law Branch, Rm. 7975 
Contact: 

Approved By: 

Drafted By: 

Caproni Valerie E 

(Pending) 

(S) 

(U) Case ID #: [ 
Title: TMSTRTTrTTONTR TO RF.DWOT.F TTfiF.RS rONCFRNT^ 

b 6 

b l C 

b 2 

(S) 

Synopsis: This communication instructs all FBI personnel 
with access to the Red Wolf database about the procedures they 
•must follow when | or 

bl 
b2 
b7E 

I ] This 
communication also provides similar instruct! rms fn FRjT personnel 
with access to J 

( U ) < Sources Dérivée 
Deci ai 

Referrai/Consult 

JfTT 0 



se^E: 

To: All FBIHO Divisions From: Office of the General Counsel 
(U) Re: > < | I 07/18/2006 

h 2 

(S) 

(S) 

Referral/Consult 

communication requires that Chief Division Counsels, the Language 
ServicesSection/Directorate of Intelligence (LSS), the 
Counterterrorism Division and the Investigative 
Technology Division fTTOpii I iin^rm their personnel who 
have access to Red Wolf,[ about this guidance. 

bl 
b2 
b7E 

Details : 

BACKGROUND ! Referral/Consult 
iU) ^ I 

Referral/Consult 

I ' 

SE^feET 

2 



To: All FBIHO Divisions From: Office of the General Counsel h2 
(U) Re: | | 07/18/2006 

Referral/Consult 

'Referral/Consult 

REVIEW LOGS 
(U) M 

u . 

Referral/Consult 

b 2 

b7E 

Referral/Consult 

Referral/Consult 
'-K 1 1 

T \ bl 
b2 

l i i n i 

b l E 

Referral/Consult 

b2 
b7E 

S^&ET 



SE^E^ 

To: 
(UJ Re : 

FBIHQ Divisions From: Office of the General Counsel 
07/18/2006 

b 2 

b 2 

b7E 

Referral/Consult 
iU) ^ I 

OGC GUIDANCE 

(S) 

Referral/Consult 

bl 
b 2 

b 7 E 

Re ferrai/Consult 

b2 
b7E 

SEp&ET 

4 

Referral/Consult 



SE 
' To: All FBIHQ Divisions From: Office of the General Counsel b2 
P) Re: ' p*<( | 07/18/2006 

Referrai/Consult 

Referral/Consult 

Referral/Consult 

Referral/Consult 

(U) Any questions regarding .this matter 
should be addressed to| | NSLB, Policy & Training Unit, 
a t I 

b 2 

b 6 

b7C 

S^è^T 



S^F 

(U) & .11/ FBIHO Divisions From: 

RET 

Office of the General Counsel 
07/18/2006 

h 2 

LEAD (s): 

Set Lead 1: (Action) 

ALL RECEIVING OFFICES 

(S) 

•^Si^The CDC in every field office should instruct all 
FBI personnel with access to the Red Wolf database about the 
procedures set forth in this EC that they must follow in 

Set Lead 2: (Action) 

DIRECTORATE OF INTELLIGENCE 

LANGUAGE SERVICES SECTION, FBIHO 
(U) ̂¡(f LSS, Directorate of Intelligence should instruct 

all FBI pea^soiinel with access to the Red Wolf database about the 
procedures set forth in this EC that they must follow in 

Set Lead 3: (Action) 

COUNTERTERRORISM DIVISION 

^ 2 ) -... COMMUNICATIONS EXPLOITATION SECTION, FBIHO 

to thè S 
($0 CTD should instruct all FBI personnel with access 

database ahrinh t h p n r n r p H n r p s s p f f o r t h i n i-his FT. 
that they must follow in 

Set Lead 4: (Action) 

INFORMATION TECHNOLOGY OPERATIONS DIVISION 

SYSTEMS SUPPORT SECTION, FBIHO 

^ HM^ITOD should instruct all FBI personnel with access 
to| ^ N jdatabase about the procedures set forth 
in this EC that thev must follow in 

b 2 

b7E 

b2 
b7E 

bl 
b2 
b7E 

b 2 

b7E 

SE^feçT 

6 



SECRET 

To: ^All^FBIHQ Divisions From: Office of the General Counsel 
Re 07/18/2006 

Set Lead 5: (Information Only) 

All Receiving Offices 

Read and clear. 



DECLASSIFIED BY UC60322LP/PLJ/CC 
OH 01-23-2009 

(OGC) (FBI) b6 
' b7C 

From: 
Sent: 

To: 

Cc: 

Subject: 

Importance: 

SÈCRËT 
ftECORÌ) HQ 

I [OGC) (OGA) 
Thursday, May ¿5, ¿006 1:46 PM, 
I "ÌQGCUFBIVl 
(OGCHFBl):! I (PI) (FBI) 

](OGC) (FBI); 

JOGC) (OGA);|_ 
JUGZ) 
Change to filing re: LS spreadsheet and related issue 

High 

OGC) (OGA); ÌOGC) 

Because we did not get into this issue at our meeting today with I land Valerie Caproni.f 

h 2 

be 
b7C 
b7E 
b5 

alert everyone to our belief that, in light of what I write below,L_ 
. thatf 

"lasked me to 

I z i 

In short, what we discovered (and was probably already known but perha'ps not thought about in the context of this filing) 
during this week'sl [minimization review is that it is common practicef 

This "discovery" came up when we asked inl labout use of the LS spreadsheets, which we found being used in one 
case in| | When we asked agents who did not use the spreadsheets how they determined whether 

they explained the above scenario. 

The upshot is that whether th4 r 
Jand RedWolf, the same problem exists. It appears to be a|_ 

bf that information that needs to be explained in this June 2 filing. 

NOTE re: my usage of "non-pertinent" and "logging": In my experience on minimization reviews, including this week in 
| {the field appears to refer to| | 

I I 
Office of Intelligence Policy and Review 

PERtVEELFROM: Single Source Document 
PECLASSIFteapea^XEMFTlON 1 

l 
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DECLASSIFIED BY 60322 UC LP/PLJ/LCW 
OH 08-25-2010 

EEE21 b6 
b7C 

b2 
b6 
b7C 
b7E 

From: 
Sent: 
To: 
Cc: 
Subject: 

tFBQ 
Friday. October 27.2006 3:34PM 

~{OGC)(FBI) 

Audit of Past Targets Under Indictment r " 

COT 

I response to the lead sent all offices regarding the audit of past 
I the target of FISA surveillance was under 

Attached i s | _ _ _ _ 
FISA targets. I 
indictment. The attached communication documents the procedures followed and shows that 
the information was appropriately segregated from information entering the Red Wolf 
database. 

b2 
b7E 

Please let us know if you have any questions or concerns. j-,5 
I b7C CDC Paralegal Specialist 

1 
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FEDERAL BUREAU OF INVESTIGATION 
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(U) 

!U) 

!U! 

<U) 

(Ui 

(S) 

(SJ 

Precedences DEADLINE 10/27/2006 
To: General Counsel Attn: 

From: 

Date: 10/27/2006 be 
b7C 

NSLB, Policy & Training Unit 
Room 7947 

b2 
'b7E 

b2 
bo 
b7C 

Case ID #: 
T i t l e : ^ AUDIT OP PAST FISA TARGETS UNDER INDICTMENT 
Synopsis:j^L As directed in referenced communication, the 
I ~|was canvassed and is reporting that in 2004, an 
indicted individual was the target of FISA surveillance. 

X DerivedïTronisG^i--
Declassii^-0nr<iiì/27/2031 

Reference: 
By email dated 10/10/2006, the was Détails: ~k — — — 

canvassed for the purpose of identifying any instances between 
09/01/2001 to 06/15/2006 in which the target of FISA surveillance 
was known to be under indictment or any instances in which a 
person known to be under indictment was likely to be using a 

i-¡t-ir rs-r- niane t-srapf.ed bvl with FISA surveillance. 

:b2 
b7E 

bl • 
b2 
b7E 



sipe^T 
. ;b2 

(U) To: General Counsel From: I I b?E 
Re: 

<S> 

(S) 

(S) 

/ 

ggfiT 

2 



SEJ 

(U) 
To: 
Re: 

.General Counsel From; 
> U 

b2 
b7E 

bl 

<£) -

is) On that same date, Assistant General Counsel I 
Office of General Counsel, National Security Law 

Branch (NSLB)»confirmed with the case agent by email that he 
correctly articulated the minimization procedures with regard to 
conversations between the subject and his attorney. 

t̂Skf The initial FISA order issued on| "I 

X "• • • 

S5Ö«|jT 



(U) To: General Counsel From; 
Re: I 

b2 
•b7E 

For the duration of the FISA surveillance, the 
case agent'closely monitored the database containing the 
intercepted data (RED WOLF) to ensure that minimization 
procedures were being followed, f 

b2 
bo 
b7C 
bVE 

4 



To: General Counsel Prom:I I 
R e : ) S I 

1Aaent. who also ensured that the potentially 
privileged! Iwere no longer accessible on the RED WOLF 

(U) The FISA surveillance 

removed from the Red Wolf system, the data was no longer 
accessible in the Red Wolf system. h 6 

b7C 

(U) On 09/07/2004, a memorandum was sent from Gary M. 
Bald, Assistant Director, Counterterrorism, to 

(U) 

Counsel, Office of Intelligence Policy and Review, to report and 
document potential attorney-client privilege FISA intercepts. 

The case agent ' s documentation clearly 
demonstrates that appropriate action was taken to ensure that all 
communications, including electronic communications, with the 
subject's (and any other indicted person's) attorneys have been 
and continue to be segregated from information entering the Red 
Wolf database 

b 2 

b7E 

and appropriately sequestered. 

5 



ÎU} To : 
Re: 

leral Counsel From: 
b2 
•b7E 

LEAD(s): 

Set Lead 1> (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(°> x . Information is provided in response to OGC's 
request for Assistance with its audit of past FISA targets under 
indictment. 

6 



S B ^ E T 
not currently used in this investigation. 

(S) 

—Original Message— 
From: 
Sent: 
To: 

Cc: 
Subject: 

l(QGq (FBI) 
Friday, ¿eptemEer 15.200611:52 AM 

I rrenJ 
fOGQfFBn 

ZkFB0;[ 

L 
RE: FISA IN 

] (OGQ (FBI)f (OGQ(FBI) 

b2 
b6 
b7C 
b?E 

OCGRCT 
RECORD 319X-HQ-XXXX 

One observation: to ensure the integrity of the evidence, the generally accepted b 2 
practice id [hopefully that is consistent B 7 E 
with the direction provided tor this particular case. This is a point that should be 
clarified -as a policy matter-across cases-with OIPR. 

Rather thanl lone acceptable alternative is to make 

accordingly and provide it to OIPr£ 
land mark IT 

—Original Message— 

Sent: 
To: 
Cc: 

Subject 

ÏBI) 
Friday, September IS. 200611:06 

të:F15ÀIN 
{5S7 
OGQ(FM) 

ICOGQ(FBI) 
"•(OGQ (FBI); 

CCCRCT 
RECORD 319x-HQ-xxxx 

bl 
b2 
b7E 

The privileged-indicted communications on the database system may be otherwise 
iiaiiuieu aa urauiusu. i a 

m P) again the 

b2 
b6 
b7C 
b7E 

I'll only add tçf "[explanation by adding thaf" 

from the Red Wolf system. We'd have to pet the tech folks who manage the 
system|_ 

bl :. 
b2 . 
b7E 

—Original Message— 
From: | 

15 
l(FBI) 



:T 

Sent: 
To: 
Cc: 

Sutyoct: 

Friday, September 15,200§ M;45 AM 
lOTOd 

RE: FISA IN 

(OGQ(FBI);L 
JOGCXFBD 

-QCQRCT 
RECORD 319x-HQ-xxxx 

_j(OGC) (FBI); 
b2 
b6 
b7C 
b7E 

Quick answer 

system. I 
w o l f £ _ 

fn the red wolf b 2 

Kcommoniyiustcalled red b 7 E 

In this case -1 understand that OIPR has allowed 

—Original Message— 
From: I lOGQfFBR 
Sent: Friday. September 15.200610:35 AM 
To: 
Cc 

Subject: 
(FBI) 
RE: FISA IN 

_J(FBI) 
JOGQ(FBI)[_ 

3ECREI 
RECORD 319x-HQ-xxxx 

be 
• b 7 c 

Thanks I" 

Pardon my ignorance - but I'm not familiar wi 
explain how that works in relation to Red Wolf? 

IPSO (TO; 

b2 
b6 
b7C 
b7E 

lean you b 2 

b7E 

Do you know who the OIPR attorney assigned to this is? 

Thanks b6 
I I : b 7 c 

——Original Message— 
From: I 
Sent Friday. September 15.2006 10:31 AM 
To: I IfOGQfFBPfl 

Cc 

Subject: 

H L 3 « C 

<rm— 
(FBI) 
RE: FISA IN 

J O ' 

REGRET 
RECORD 319x-HQ-xxxx 

he 
1 b7C 

b2 
be 

J(OGC)(FBI); b7C 
I b7E 

_liSGQ |(TTD) 

bl 

^ E T 16 



bl 

Squad CT-3L 
[desk) 
:ceB) 

—Original 
From: 
Sent: 
To: 

Ca 

Subject: 

Message— 
JOGCXFBI) ember 1 
Tnroj: 

Thursday, September 14,2006 2:37 PM I (OGCxrani 
w 

XFM); 
kOKHFBnl WfiOfffflJ KOW)TrenT 

"SECRET 
RECORD 319x-HQ-xxxx 

b2 
b6 
b7C 
b7E 

All, 
I'm drafting the status report due tomorrow to 
01PR on our audit of FISA targets under 
indictment. I've written this language below 
for theI 

b2 
b7E 

most of you. Please review it and let me know 

17 



if you have any disagreements w/ what's herein. 
Il went wA IEC 

of 7/20 bvl I This was more recent 
and detailed than some info it conflicted w/, 
namely: 

b2 
b6 
:b7C 
hi E 

bl 

Thanks 

Policy & Training Unit 
National Security Law Branch, 
FBI HQ Room 7947 

OGC 
b2 
to 6 
b7C 

bl 
to 2 
to7E 

bl 

18 



DECLASSIFIED BY 60322 UC LP/PLJ/LCW 
ON 08-30-2010 

lOGQ(FBI) 

From: 
Sent: 
To: 
Subject: 

c (06C) (FBI) 
itTO. 2006 4:21 PM 

(0GC)(FBI)LZ 

b6 
b7C 

](OGC) (FBI) 
FW: Minimization aid database issues which need attention ASAP 

3CCRCT 
RECORD 99999-3333 

Unit Chief 
National Security Law Policy and Training Unit 
FBI HQ Room 7975 
STU III: I 1 
Unclassified Fax: 
Secute Fax: 

b2 
b6 
b7C 

—Original Message— 
From: I 
Sent: 
To: 
Cc 

] (OTO) (FBI) 
Thursday, August 10,2006 7:40 AM 

IfOGQfFBn 
I (OTP) (FBn:| 

Subject: 
(06Q(F61)£ J(OGC) (FBI) 

](0GQ(FBI)£ ](OGq(FBI); 

RE: WmmlzaUon aid database issues which need attention ASAP 

-SECRET" 
RECORD 99999-3333 

he 
b7C 

Every Red Wolf // DCS 5000 does have a 
h 2 
b7E 

I caution against the use of the word" 
tothel 

simpler. 

Hope this helps. 

The case agent could also get all of them from| Iwhich would probably be 

41 



Supervisory Engineering Technician 
ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 
ERFI I 
Tel: f 
Cell 
Fax: 

h 2 

b o 

blC 
b7E 

—Original Message-
From: I 
Sent 
To: 
Cc: 
Subject 

D(OGC) (FBI) 
Wednesday, August 09,2006 5:30 PM 

](OTO) (FBI) 
H(áTD)(FBI) 

FW: Minimization and database issues which need attention ASAP 

SECKbl 
RECORD 99999-3333 

Can you please provide answers to the below questions from 
response. 

Based on an explanation of theT 
relationship betweenl 

JiiCIOIiÛ ijCl̂  

be 
b7C 

and copy all those folks listed below In the 

b2 
be 
b7C 
b7E 

lmu iintteretanriinn is that the re is nn 

Thanks, 

—Original .Mmw—r 

Sent: 
To: 
Cc: 
Subject 

](OGC)(FH) 
Wednesday. August 09.2006 3:44 PM IfOC 1 (OGQ ffBDf 

. .. jqGQ(FBPj -, . . 
RE: Minimization and database issues wMdi need attention ASAP 

[OGC) (FBI); [ 
(OGQ(FBJ) 

fipfirirT amRcT 
RECORD 99999-3333 

](OGQ(FBI) 

be 
b7C 

[ J Does every Red Wolf system 
Is access limited to the L 
Does this relate to the other issue we were looking at, i.e. J 

] 
Ito Rfiri Wnlf? 

h 2 
be 
b7C 
b7E 

Assistant General Counsel 
Policy & Training Unit 
National Security Law Branch 
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—Original Message 
From: I IfOGQ (FBI) b 6 
Sant: .TirrtiY. Ai must OB. 20066:40 PM . b 7 c 
To: | yOGQ (FBI)J KOGQffBP; toGCXFBD 
Subject: RE: Minimization and database issues which need attention ASAP 

SSUSImSU* 
RECORD 98999-3333 

I haven't had a chance to compare this to the declaration describing the database systems, but I think there's a 
discussion in there about) f-so I think this has essentially already been explained to the FISC-but b 2 

I dont have a copy of the tiled declaration to compare it to-at any rate I don't think it's inconsistent Here's what I b 7 E 

learned: 

I cited below could be referring t o r I 

So for example, vou will haver 

—Original Message— 
loGC) (FBI) 

MSDda*i*ug«ist07, JfflafijaZJHl . — , b 6 

Toil rOGQfFBnl tOGQffBD:! IfOGOffBn b7C 
Subject FW: Minimization and database Issues which need attention ASAP 

-216SSE 
RECORD 99999-3333 

(1) From I |email below, are you familiar with what John is describing in REDWOLF as a b 2 

If so. how is access to thd handled? 
BUT-'"I thev indicated that the RWsvstemr 

we need to have thid ¡explained so we can decide what may have to be reported 
to the Court ??? 1 1 

(2j 
AlsoJ bdvised that he had recently been told of another rtatahaeooaiiarfr 

b6 
b7C 
b7E 

I searched on our web and there appears to be 
records. Do you have any other info on this? fbrcaildetaa 

43 



Assistant General Counsel 
Policy & Training Unit 
National Security Law Branch b2 

be 
blC 
b7E 

—Original Message-
From: L 
Sent: 
Tod 

JOGQ(FBI) 

C c f 

Mwvfay, A l l y ^ 0 7 , MOfi 10:33 AM 
IfOGQfOGA)! 

fOGO (FBI» IfOOCUl 
ÏÏGgcœÂjJ 
ZZfOGCHQ 
(OGAM 

• ( O G Q (FBI) J ] (OGQ (FBI); 

fOGÄF 

rOGCXFBDi 
3 s 

(OGA)f" 
¡räTTOGAlt 

Subject: 
3S5CT SS!30 

RE: Minimization and database issues which need attention ASAP 

IC —IfOGO fFBnJ 
HoGQrai)] 
_ K0GQ(FBI)j 
H(OGC)(FBD 

l(0GQ(0SA)i: 

QÇCRÇT 
RECORD 98989-3333 

_ rOGQ 3ora(OGA); 
JOGQ (FBI); 

] 
Please ask| |to raise these issues witlj [during their next meeting. 

I will ask| | about some of your issues, but I do not see a need for another survey at this time. 

Did you discuss these issues with thej ¡CDC? 

h 2 

be 
blC 
b7E 

Unit Chief 
National Security Law Policy and Training Unit 
FBI HQ Room 7975 
STU I I l C 
Unclassified FaxÇ 
Secure Fax: ] 

b2 
b6 
b7C 

—Original Message— 
From: I I (OGQ (OGA) 
Sent: Monday. August 07.2006 9:12 AM r 
To: I ](OGQ (FBI);L 

Cc 

Subject: 

•(ÖGCHFBIK 
I f f î i Q S U Î 

J[OGQ(OGA)|_ 

COGQ(FBI); (OGQ (FBI); 
be 
b7C 

(OGA); 
(OGAM rOGQ (OGA) 
MMmizatton and database issues which need attention ASAP 

[OGQ (OGA); 
(OGQ (OGAM 

[OGQ 
(OGQ 

-SfaCHEl 
RECORD 99999-3333 

1 "llast waftltT "knri I •MffifiELJQUJl joC JfrorrLQlBBIaiicL several minimiztion issues 
were identified which we think need attention ASAP - in addition] (also asked me to ask about 
another database which he just teamed about and which was not included in our database filing. 

The advised us that last yeai 

b2 
b6 
b7C 
b7E 

44 



h 2 

b7E 

Several weeks ago when I was in I |doina training, one of the monitors and tha local 
computer guru described a feature re Red Wolf which I had not heard of I I again had described 
to me this same feature-which appears to bel 1 associated with Red Wolf which I believe 

' I- baskaally they described now RWI I 

Also! I advised that he had recently been told of another database called | | which we did 
not describe in our filings with the Court - apparently there also may be other databases using the term 

Can we find out more about this/these databases ??? 

Please advise how we can handle these matters quickly. Thanks 

DERIVED FROM: Multiple SoMtce» 
DECLASSIFICATION EXEMPTION1 

i FROM: Multiple 
»IFICATION EXEM1 

45 



DATE: 08-30-2010 
CLASSIFIED BY 60322 UC LP/PLJ/LCTJ 
RE AS Oil: 1.4 (cj 
DECLASSIFY OH: 08-30-2035 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

c 
From: 
Sent: 
To: 

Cc: 

Subject: 

wochfbo 
KOGC) (FBI) 

Tuesday. August 08,20061:35 PM 
(OGC) (OGA); 

UOGcTfFBn 

I r a n 
RE 

JOGC) (FBI); 

(OGC)(FBI)[ 

(OGC)(FBI); (OGC) 

b2 
b e 
b7C 
b7E 

^ SECRET 
( S ) RECORD 

b l 

to 6 
b l C 

first question is addressed in the 8/1 EC, which is attached. Let me know if you have any further questions after 

FW: EC 

you've reviewed it 
(2) I guess you oil lean address who is coming for the review 
(3) Length of the declarations. I raised this today w/ OIPRj land he said thajf 

u I1 e \ FISAs but the current guidance going forward is to removi 
• 1 raalhi aHHraefi har ieeiia ufff hrau miu«h iiinrir/Kma thie nauii 

my words, not his]. So, I can't 
really address her issue wrt how much work/time this review will take, although I sympathize w/ her dilemma, 

r 
Assistant General Counsel 
Policy & Training Unit 
National Security Law Branch 

b l 
b 2 
b 6 
b7C 
b7E 

—Original Message— 
From: I tOGQ (OGA) 
Sent: , Tlffirtfly, ft must 08. 2Q0612:28 PM r 
To: I lOTBormn-l 
Subject: FW 

(S) 
SECRET 
RECORLJ_ 

I (OGQ (FM); ](OGQ (FBI) 

b 2 
bo 
b7C 
b7E 

b l 

(Si 

Second question. 

—Original Message— 

Sent 
To: 

Subject: 

SECRET. 

, TWülffi ftUffllStftft. ? 
J(FK) 
m 12:21 PM 
(OGQ (06A) 

FW: 080106 Reviewed Sessions Lug 

RECORD 

b2 
b 6 
b7C 

b l 

Good to hear from you again. Hopefully you can make it down over the next few weeks for that one day of training. If 
the training happens week of Aug. 28th, then I'll miss you since I'm on vacation (looks like that is the week that works 
for ail others in| | Will you be in| |for the actual review in Sept? Hope so. Would be good to catch up. 

SI £ T 

b 2 . 
b 6 
b7C 
b7E 



(S) 
Ì ^ E T 

Calis come in both in In the meantime. I wanted to run the attached by you. WehaveaFISAC ^ _ 
Engl ist f~ I The attached is from the language se rv ices pe rson assigned to this case who happens to be 

(S) located inl 1 She reviews the English caHs,[ 

(SJ 

(S) 

They follow similar methods/procedures, 

is abouti 

]the Red Wolf/EDMS systems). 

serve as basis for 

They are emaitedto 

Jsomething that we need to be concerned about in 

H S ^ ^ 0 " tarhoworkthC 

material both in current calls or future cads. Is| 
terms of minimization? 

My other question relates to my other FISA (I have! Ion my squad) which is TS/SCI. Do vou know who will be doing 
the review forT~land specifically who will review which cases that are TS? I understand thatl Imay be on 
the review team. If so, it would work out well since he was the OIPR attorney who had worked on the case for a while 
and has been read into the case. Another issue on this TS case is the length of the Declarations. The Declarations 
ana Inrm anrl mntein matters riatina back to Iwhen the case was initiated. When we addressed the issue of 

Call or email me back. (PS-whatis[ 

As always, thanks for your help. 

last name? Please feel free to forward her this email.) 

b l 
to 2 
b5 
b7E 

(S) 

—Original Messane— 
From: I 
Sent: 
To: 

Iran 
A.T.HJ- ni 8:05 PM 

Subject: 

SECRET 

I (CON) 
](FK);[ ](FH); 

RECORD 

With comments 
Itodav 

were forwarded for further review 

b2 
b 6 

b7C 
b7E 

b l 

b2 
b5 
b6 
b7C 
b7E 

DERIVED FROM: G-3 FBI ClasSTBeation Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI ClassHlcation Guide G-3. dated 1/97. Foreign Cou? 
DECLASSIFICATION EXEMPTION? 

S E t ^ E T 

allkienca Investigations 
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From: 
Sent: 
To: 
Cc: 
Subject: 

(OGC) (FBI) 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 12-17-2003 BY 60322/UC/LRP/PLJ/sdto 

, (OGC) (FBI) 
Friday. June 30. 2006 12 :24PM 

b6 
b7C 

l(OTD) (FBI) 
IROTD) (FBI) 

RE: Performance Testing/Non-Disclosure Agreement 

UNCLASSIFIED 
NON-RECORD 

Please check with 

Procurement Law Unit 
Phone: £ 
Fax: 

I do not have all the facts and it is the CO's decision. 

b2 
b6 
b7C 

—Original Message— 
From: I 
Sent: 
To: 
Subject: 

IICOTD) (FBI) 
Friday. June 30. 2006 11:36 AM 

JM. (OGC) (FBI) 

h 6 

blC 

RE: Performance Testing/Non-Disdosure Agreement 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

We potentially reduce the learning curve associated with redircectinqjhis task by allowing^ 
prior work experience with the new contractor [ — -

to share their 
rTherefore, we would like to better understand the 

basis of your comment that such an informational exchange might cause conflict of interest issues in a future 
recompete (I am assumming a recompete of the collection platform, RedWolf). 

h 2 

be 
b7C 
b7E 

Thanks, 

ATDU 
-Original Message-

From: I 
Sent: Monday, June 26, 2006 5:19 PM 
To: I KOGC) (FBI); 

](OGC) (FBI) 

Cc: [_ 
(OTP) (FBI 

|oTD) (FBI);[ 
ting/Non-Disdo 

lOTD) (FBI);[ ](OTD) (CON)£ 
ibo 
lb7C 

Subject: RE: Performance Testing/Non-Disclosure Agreement 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

(OTD) (FBI);[ ](OTD) (FBI) 

I recommend keeping ~ out of it entirely. Otherwise this may cause organizational Conflict of interest 
issues on the recompte. Also be sure to check] [in the Community Acquisition Risk Center (CARC).1 

should definitely sign NDAs. b2 
bo 
,b7C 
b7E 



Fax: 

Original Message 
From: | 
Sent: 
To 

l(OGC) (FBI) 

Cc: 

Monday. June 26, 2006 5:07 PM 
JOTD) (FBlf 

"TTOTDI 

Subject: 

JOTD) ( A M 
I (OTP) (FBI); 

|(Ot5C) (FBI) 
RE: Performance Testing/Non-Disclosure Agreement 

(OTD) (FBI) 
(OTD) (FBI)£ 

b2 
b6 
b7C 

UNCLASSIFIED 
NON-RECORD 

don't have any issues with either performing the tests, I don't see any legal hurdles with 
the contract as long as we use our own NDA. With that said, there may be practical reasons why we should 
work with] Ion theses issues. 

As fori lhavina a NDA would be advisable. Asfor[ 
designs. would notify[ that they will be working withT 

proprietary data or the resultant test data. If 
justify it's position. 

consulting witH Iregarding test 
fhowever will not have any access to either 

.hZ 
b4 
b6 
b7C 
b7E 

J has a problem with that, I would ask that 

I am cutting in the Acting Unit Chief of the Procurement Law Unit if she has any additional input. 

Thanks, 

—Original Message— 
From: I l(OTD) (FBI) 
Sent: Thursday, June 22, 2006 11:31 AM 
To: I I (OTD) rCQN1:l l(QTD1 fFBI1:l IfOGO (FBI) 
Ce: I FOTD) (FBI); I l(OTD) (FBI)f 
Subject: RE: Performance Testinq/Non-Disciosure Agreement 

(OTD) (FBI) 
be 
b7C 

Subject: RE: Performance Testing/Non-Disclosure Agreement 

UNCLASSIFIED 
NON-RECORD 

Gentlemen, 

Just wanted to clarify the specifics and provide some updated information on the matter. The information 
received from is as follows; 

the past, but not on RedWolf. 

After further discussion with I I they have expressed their desire to decline direct involvement 
in this task citing that they would prefer to avoid even the risk of a perceived conflict of interest. We are 
considering! las an alternative contractor. In light of the 
issues at hand, we need to know if an NDA is required in orderl Ito conduct these tests and what b2 
restrictions would apply regardingl Iphysical access to RedWolf or! laccess to information b 7 E 

regarding relevent aspects of RedWolfs design, performance and non-proprietary components, such as 
the interface cards. We would also like to know if there would be any concerns (within the Government) 
withl |consulting! 1°" test design, as we were planning to leverage! | 
known expertise and relevent experience in this area. In this consulting capacity,! Iwould 

2 



havè no access to the resulting test data. 

Thanks. 

Tuesday.June 20. 
JOTD) (CON) 

3 

—Original Message-
From: I 
Sent: 
To: 
Cc: _ . ... 
Subject: Performance Testing/Non-Disclosure Agreement 
Importance: High 

UNCLASSIFIED 
NON-RECORD 

2P06 6:18 PM 
pTD) (FBI); 
[OTO) (FBI);! 

lj[OGC) (FBI) 
J(OTD) (FBI) 

be 
b7C 

1 The 
testing on the' Red Wolf system to determine the quality oHta 
assist this effort, they intend to use[ 
wants| |to develop the test procedures, run the tes 
Physical access to the system is most likely required although 
environment where 

has a requirement to perform interface 
ITo 

doesn't need physical access. 

equipment, and analyze the results. 
Jmay be able to set up an 

] 

]has concerns about this scenario. They considerf~~la competitor and even though 
jhas agreed (per the government) to sign a Non-disclosure aqreement.1 lis not 

willing/agreeable to this stating proprietary reasons. While the contract states that the government 
can conduct performance testing on delivered systems, it is "silent" as to whether a third party 
(contractor) can perform the testing. Note: a different third party contractor has signed p NDA and 
has access to proprietary data for development of a government requirement; 
does not consider this company a competitor and restricts the use the data. 

^contends that they are testing commercially available interfaces and there is not proprietary 
data/hardware involved. 

Do vou know of any contractual or legal obstacles that prevent the oovernment from allowing 
testing/information sharing without a! NDA? 

Do you want to set up a short meeting with [ to discuss further? Involve Procurement Law? 

b2 
b6 
b7C 
b7E 

b2 
h 4 
b7E 

b2 
b4 
b7E 
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Quantico. VA 22556 
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OGC) (FBI) 

From: 
Sent: 
To: 

Cc: 

Subject: 

|(OGC) (FBI) 
Monday, June 26, 2006 5Ü9 PM 

frOTD) (CONi:f 
IfOGCi (FBI): 

J(OTD) (FBI) 
J (OTP) (FBI); I 

l(OTD) (FBI); 
I (OTP) (FBI) 

I (OTP) (FBI);[ 

he 
hie 

RÈ: Performance Testing/Non-Disclosure Agreement 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I recommend keeping | 
the recompte. Also be sure to chec 
NDAs. 

it entirely. Otherwise this may cause organizational Conflict of interest issues on b 2 

in the Community Acquisition Risk Center (CARC). | jshould definitely sign : b 7 E 

Procurement Law Unit 
Phone J~ 
Fax: I ~ 

b2 
b6 
b7C 
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From: 
Sent: 
To: 
Cc: 

UOGC) (FBI) 
Monday, June 26, 2006 5:07 PM 

I IOTP) (FBM 
I (OTP) (FBI); 

I(OGC) (FBI) 

](OTD) (CON);F 
JOTD) (FBI)[ 

l(OTD) (FBI) „ 
l(OTD) (FBI);[ 

Subject: RE: Performance Testing/Non-Disclosure Agreement 

UNCLASSIFIED 
NON-RECORD 

I don't have any issues with eitherl performing the tests, I don't see any legal hurdles with the 
contract as long as we use our own NDA. With, that said, there may be practical reasons why we should work with 

I [on theses issues. 

A s foil lhaving a NDA would be advisable. As fori 
would notifvl | that they will be working witn 
proprietary data or the resultant test data. If| 
position. 

Iconsulting with| |regarding test designs, I 
I however will not have any access to either! I 

Jhas a problem with that, I would ask tha| [justify it's 

I am cutting in the 

Thanks, 

Procurement Law Unit if she has any additional input. 
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Cc: I tOTD) (FBI)I |(OTD) (FBI);] | (OTD) (FBI) b 7 C 
Subject: RE: Performance Testing/Non-Disciosure Agreement 

UNCLASSIFIED 
NON-RECORD 

ALL IIIF0EMATI0W C0HTAIHED 
HEREIH IS UNCLASSIFIED 
DATE .01-09-2009 BY 60322LP/plj 



Gentlemen, 

Just wanted to clarify the specifics and provide some updated information on the matter. The information I 
received from| |is as follows; 

b2 
b4 
b 6 
b7C 
b7E 

Thanks. 

—Original Message— 
From: | |(OTD) (CON) 
Sent; jmesday, June 20, 2QQ6 fiUfl pm , 
To: l(QTD') CFBDi IfOGO (FBI) 

: I IfOTDI (FBI)-I |(OTD) (FE Ce: I I (OTP) (FBI);] |(OTD) (FBI) ; b 2 

Subject: Performance Testing/Non-Disclosure Agreement b 4 

Importance: High b6 
b7C 

UNCLASSIFIED b7E 
NON-RECORD 

•The 
the Red Wolf svstem to aetermine tne auaiirv or itsf 

has a requirement to perform interface testing on 
ranahiiitv To assist this effort thev 

Icontends that they are testing commercially available interfaces and there is not proprietary 
data/hardware involved. 

Do you know of any contractual or legal obstacles that prevent the government from allowing 
testing/information sharing without a| (approved NDA? 

Do you want to set up a short meeting with| |to discuss further? Involve Procurement Law? 
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