
U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D.C. 20535 
September 9, 2010 

MS MARCIA HOFMANN 
ELECTRONIC FRONTIER FOUNDATION 
454 SHOTWELL STREET 
SAN FRANCISCO, CA 94110 

Subject: REDWOLF TELECOMMUNICATIONS 
SURVEILLANCE SYSTEM FROM 09/11/01 TO 
PRESENT 

FOIPANo. 1083023-000 

Dear Ms. Hofmann: 

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5, 
United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from disclosure, 
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was 
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked 
below and explained on the enclosed Form OPCA-16a: 

Section 552 Section 552a 

®(b)(l) "8(b)(7)(A) •(d)(5) 

®(b)(2) •(b)(7)(B) °(l)(2) 

•(b)(3) B(b)(7)(C) •(k)(1) 

a(b)(7)(D) •(k)(2) 

"81(b)(7)(E) •(k)(3) 

• f w m i n •(k)(4) 

«(b)(4) •(b)(8) •(k)(5) 

"8(b)(5) •(b)(9) o(k)(6) 

H(b)(6) •(k)(7) 

5014 page(s) were reviewed and 522 page(s) are being released. 

• Document(s) were located which originated with, or contained information concerning other 
Government agency(ies) [OGA]. This information has been: 

• referred to the OGA for review and direct response to you. 

• referred to the OGA for consultation. The FBI will correspond with you regarding this 
information when the consultation is finished. 

a You have the right to appeal any denials in this release. Appeals should be directed in writing to the 
Director, Office of Information Policy, U.S. Department of Justice, 1425 New York Ave., NW, 
Suite 11050, Washington, D.C. 20530-0001. Your appeal must be received by OIP within sixty (60) days 
from the date of this letter in order to be considered timely. The envelope and the letter should be clearly 
marked "Freedom of Information Appeal." Please cite the FOIPA Number assigned to your 
request so that it may be easily identified. 

• The enclosed material is from the main investigative file(s) in which the subject(s) of your request was 
the focus of the investigation. Our search located additional references, in files relating to other 



individuals, or matters, which may or may not be about your subject(s). Our experience has shown, 
when ident, references usually contain information similar to the information processed in the main file(s). 
Because of our significant backlog, we have given priority to processing only the main investigative file(s). 
If you want the references, you must submit a separate request for them in writing, and they will be 
reviewed at a later date, as time and resources permit. 

a See additional information which follows. 

The enclosed documents comprise the second interim release of information responsive to your Freedom 
of Information Act (FOIA) request. 

Sincerely yours, 

David M. Hardy 
Section Chief 
Record/Information 

Dissémination Section 
Records Management Division 

Enclosure(s) 



EXPLANATION OF EXEMPTIONS 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552 

(b)(1) (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign 
policy and (B) are in fact properly classified to such Executive order; 

(b)(2) related solely to the internal personnel rules and practices of an agency; 

(b)(3) specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the 
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for 
withholding or refers to particular types of matters to be withheld; 

(b)(4) trade secrets and commercial or financial information obtained from a person and privileged or confidential; 

(b)(5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation 
with the agency; 

(b)(6) personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy; 

(b)(7) records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement 
records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person 
of a right to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal 
privacy, ( D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or 
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled 
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security 
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law 
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such 
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or 
physical safety of any individual; 

(b)(8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for 
the regulation or supervision of financial institutions; or 

(b)(9) geological and geophysical information and data, including maps, concerning wells. 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 

(d)(5) information compiled in reasonable anticipation of a civil action proceeding; 

(j)(2) material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce 
crime or apprehend criminals; 

(k)(l) information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign 
policy, for example, information involving intelligence sources or methods; 

(k)(2) investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or 
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity 
would be held in confidence; 

(k)(3) material maintained in connection with providing protective services to the President of the United States or any other individual pursuant 
to the authority of Title 18, United States Code, Section 3056; 

(k)(4) required by statute to be maintained and used solely as statistical records; 

(k)(5) investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian 
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished 
information pursuant to a promise that his/her identity would be held in confidence; 

(k)(6) testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the 
release of which would compromise the testing or examination process; 

(k)(7) material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person 
who furnished the material pursuant to a promise that his/her identity would be held in confidence. 

FBI/DOJ 



FEDERAL BUREAU OF INVESTIGATION 
FOIPA 

DELETED PAGE INFORMATION SHEET 

Serial Description ~ COVER SHEET 

Total Deleted Page(s) ~ 116 
Page 3 ~ b2, b4, b7E 
Page 4 - b2, b4, b7E 
Page 5 - b2, b4, b7E 
Page 6 ~ b2, b4, b7E 
Page 7 - b2, b4, b7E 
Page 8 - b2, b4, b7E 
Page 9 - b2, b4, b7E 
Page 1 0 - b2, b4, b7E 
Page 11 - b2, b4, b7E 
Page 1 2 - b2, b4, b7E 
Page 1 3 - b2, b4, b7E 
Page 1 4 - b2, b4, b7E 
Page 1 5 - b2, b4, b7E 
Page 16 - b2, b4, b7E 
Page 1 7 - b2, b4, b7E 
Page 1 8 - b2, b4, b7E 
Page 19 - b2, b4, b7E 
Page 20 - b2, b4, b7E 
Page 45 - b2, b4, b7E 
Page 46 ~ b2, b4, b7E 
Page 47 - b2, b4, b7E 
Page 48 - b2, b4, b7E 
Page 49 - b2, b4, b7E 
Page 50 - b2, b4, b7E 
Page 51 - b2, b4, b7E 
Page 52 - b2, b4, b7E 
Page 53 - b2, b4, b7E 
Page 54 - b2, b4, b7E 
Page 55 - b2, b4, b7E 
Page 56 - b2, b4, b7E 
Page 57 - b2, b4, b7E 
Page 58 - b2, b4, b7E 
Page 59 - b2, b4, b7E 
Page 60 - b2, b4, b7E 
Page 61 - b2, b4, b7E 
Page 62 - b2, b4, b7E 
Page 63 - b2, b4, b7E 
Page 64 - b2, b4, b7E 
Page 65 - b2, b4, b7E 
Page 66 - b2, b4, b7E 

Page 67 - Duplicate FDPS Page 57 this section 
Page 68 - b2, b4, b7E 
Page 69 - Duplicate #1083022 OTD/SPTU Dcouments MJ6 Page 225 
Page 70 - b2, b4, b7E 

XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted Pagete) X 
X No Duplication Fee X x No Duplication Fee X 
X for this Page X 
XXXXXXXXXXXXXXXXXXXXXXXXX 



Page 71 ~ b2, b4, b7E 
Page 72 - b2, b4, b7E 
Page 73 - b2, b4, b7E 
Page 74 ~ b2, b4, b7E 
Page 75 ~ b2, b4, b7E 
Page 76 ~ b2, b4, b7E 
Page 77 - b2, b7E 
Page 78 - b2, b7E 
Page 79 - b2, b7E 
Page 80 ~ b2, b7E 
Page 81 ~ b2, b7E 
Page 82 ~ b2, b7E 
Page 83 ~ b2, b7E 
Page 84 - b2, b7E 
Page 85 - b2, b7E 
Page 86 - b2, b7E 
Page 87 - b2, b7E 
Page 88 ~ b2, b7E 
Page 89 ~ b2, b7E 
Page 90 ~ b2, b7E 
Page 91 ~ b2, b7E 
Page 92 - b2, b7E 
Page 93 ~ b2, b7E 
Page 94 - b2, b7E 
Page 95 ~ b2, b7E 
Page 96 ~ b2, b7E 
Page 97 ~ b2, b7E 
Page 98 ~ b2, b7E 
Page 99 ~ b2, b7E 
Page 100- b2, b7E 
Page 101 ~ b2, b7E 
Page 111 - b2, b4, b7E 
Page 114- b2, b7E 
Page 115- b2, b7E 
Page 116- b2, b7E 
Page 117- b2, b7E 
Page 118- b2, b7E 
Page 119- b2, b7E 
Page 120 - b2, b7E 
Page 121 - b2, b7E 
Page 122- b2, b7E 
Page 123 - b2, b7E 
Page 124- b2, b7E 
Page 125- b2, b7E 

XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Pee X x No Duplication Fee X 
X for this Page X 
XXXXXXXXXXXXXXXXXXXXXXXXX 



Page 126 - b2, b7E 
Page 127- b2, b7E 
Page 128 - b2, b7E 
Page 129 ~ b2, b7E 
Page 130 - b2, b7E 
Page 131 - b2, b7E 
Page 132- b2, b7E 
Page 133 - b2, b7E 
Page 134- b2, b7E 
Page 135 - b2, b7E 
Page 136 - b2, b7E 
Page 137 - b2, b7E 
Page 138 - b2, b7E 
Page 139 - b2, b7E 
Page 140 - b2, b7E 
Page 141 - b2, b4, b7E 
Page 142 - b2, b4, b7E 
Page 143 - Duplicate FDPS Page 72 this section 
Page 144 - Duplicate FDPS Page 75 this section 
Page 145 - b2, b4, b7E 
Page 146 - b2, b4, b7E 
Page 191 - b2, b4, b7E 
Page 192 - b2, b4, b7E 
Page 193 - b2, b4, b7E 
Page 194 - b2, b7E 
Page 195 - b2, b7E 
Page 196 - b2, b7E 
Page 197 - b2, b7E 

xxxxxxxxxxxxxxxxxxxxxxxx 
X Deleted Pagete) X 
X No Duplication Tee X a No Duplication Fee X 
X for this Page X 
XXXXXXXXXXXXXXXXXXXXXXXXX 



FEDERAL BUREAU OF INVESTIGATION 
FOIPA 

DELETED PAGE INFORMATION SHEET 

Serial Description ~ COVER SHEET 

Total Deleted Page(s) ~ 231 
Page 3 ~ b2, b4, b7E 
Page 4 ~ b2, b4, b7E 
Page 5 ~ b2, b4, b7E 
Page 6 ~ b2, b4, b7E 
Page 7 ~ b2, b4, b7E 
Page 8 ~ b2, b4, b7E 
Page 9 ~ b2, b4, b7E 
Page 10 b2 b4 b7E 
Page 11 b2 b4 b7E 
Page 12 b2 b4 b7E 
Page 13 b2 b4 b7E 
Page 15 b2 b4 b7E 
Page 16 b2 b4 b7E 
Page 17 b2 b4 b7E 
Page 18 b2 b4 b7E 
Page 19 b2 b4 b7E 
Page 20 b2 b4 b7E 
Page 21 b2 b4 b7E 
Page 22 b2 b4 b7E 
Page 23 b2 b4 b7E 
Page 24 b2 b4 b7E 
Page 25 b2 b4 b7E 
Page 26 b2 b4 b7E 
Page 27 b2 b4 b7E 
Page 28 b2 b4 b7E 
Page 29 b2 b4 b7E 
Page 30 b2 b4 b7E 
Page 31 b2 b4 b7E 
Page 32 b2 b4 b7E 
Page 33 b2 b4 b7E 
Page 34 b2 b4 b7E 
Page 35 b2 b4 b7E 
Page 36 b2 b4 b7E 
Page 37 b2 b4 b7E 
Page 38 b2 b4 b7E 
Page 39 b2 b4 b7E 
Page 40 b2 b4 b7E 
Page 41 b2 b4 b7E 
Page 42 b2 b4 b7E 
Page 43 b2 b4 b7E 
Page 44 b2 b4 b7E 
Page 45 b2 b4 b7E 
Page 46 b2 b4 b7E 
Page 47 b2 b4 b7E 

xxxxxxxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this Page X 
XXXXXXXXXXXXXXXXXXXXXXXXX 



Page 48 b2 b4 b7E 
Page 49 b2 b4 b7E 
Page 50 b2 b4 b7E 
Page 54 b2 b4 b7E 
Page 55 b2 b4 b7E 
Page 56 b2 b4 b7E 
Page 57 b2 b4 b7E 
Page 58 b2 b4 b7E 
Page 59 b2 b4 b7E 
Page 60 b2 b4 b7E 
Page 61 b2 b4 b7E 
Page 62 b2 b4 b7E 
Page 63 b2 b4 b7E 
Page 64 b2 b4 b7E 
Page 65 b2 b4 b7E 
Page 66 b2 b4 b7E 
Page 67 b2 b4 b7E 
Page 68 b2 b4 b7E 
Page 69 b2 b4 b7E 
Page 70 b2 b4 b7E 
Page 71 b2 b4 b7E 
Page 72 b2 b4 b7E 
Page 74 b2 b4 b7E 
Page 78 b2 b4 b7E 
Page 79 b2 b4 b7E 
Page 80 b2 b4 b7E 
Page 81 b2 b4 b7E 
Page 82 b2 b4 b7E 
Page 83 b2 b4 b7E 
Page 84 b2 b4 b7E 
Page 85 b2 b4 b7E 
Page 86 b2 b4 b7E 
Page 87 b2 b4 b7E 
Page 88 b2 b4 b7E 
Page 89 b2 b4 b7E 
Page 90 b2 b4 b7E 
Page 91 b2 b4 b7E 
Page 92 b2 b4 b7E 
Page 93 b2 b4 b7E 
Page 94 b2 b4 b7E 
Page 95 b2 b4 b7E 
Page 96 b2 b4 b7E 
Page 97 b2 b4 b7E 
Page 98 b2 b4 b7E 

xxxxxxxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Tee X 
X for this Page X 
XXXXXXXXXXXXXXXXXXXXXXXXX 



Page 99 ~ b2, b4, b7E 
Page 100 - b2, b4, b7E 
Page 101 - b2, b4, b7E 
Page 102 - b2, b4, b7E 
Page 103 - b2, b4, b7E 
Page 104- b2, b4, b7E 
Page 105- b2, b4, b7E 
Page 106- b2, b4, b7E 
Page 107- b2, b4, b7E 
Page 108- b2, b4, b7E 
Page 109- b2, b4, b7E 
Page 110- b2, b4, b7E 
Page 111 - b2, b4, b7E 
Page 112 - b2, b4, b7E 
Page 113 - b2, b4, b7E 
Page 114 - b2, b4, b7E 
Page 115 - b2, b4, b7E 
Page 116 - b2, b4, b7E 
Page 117 - b2, b4, b7E 
Page 118 - b2, b4, b7E 
Page 119 - b2, b4, b7E 
Page 120 - b2, b4, b7E 
Page 121 - b2, b4, b7E 
Page 122 - b2, b4, b7E 
Page 123 - b2, b4, b7E 
Page 124 - b2, b4, b7E 
Page 125 - b2, b4, b7E 
Page 126- b2, b4, b7E 
Page 127- b2, b4, b7E 
Page 128- b2, b4, b7E 
Page 129- b2, b4, b7E 
Page 130- b2, b4, b7E 
Page 131 - b2, b4, b7E 
Page 132- b2, b4, b7E 
Page 133 - b2, b4, b7E 
Page 134 - b2, b4, b7E 
Page 135 - b2, b4, b7E 
Page 136 - b2, b4, b7E 
Page 137 - b2, b4, b7E 
Page 138 - b2, b4, b7E 
Page 139 - b2, b4, b7E 
Page 140 - b2, b4, b7E 
Page 141 - b2, b4, b7E 
Page 142 - b2, b4, b7E 

XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted Pagete) X 
X No Duplication Fee X 
X for this Page X 
XXXXXXXXXXXXXXXXXXXXXXXXX 



Page 143 b2 b4, b7E 
Page 144 b2 b4, b7E 
Page 145 b2 b4, b7E 
Page 146 b2 b4, b7E 
Page 147 b2 b4. b7E 
Page 148 b2 b4, b7E 
Page 149 b2 b4, b7E 
Page 150 b2 b4, b7E 
Page 151 b2 b4, b7E 
Page 152 b2 b4, b7E 
Page 153 b2 b4, b7E 
Page 154 b2 b4, b7E 
Page 155 b2 b4, b7E 
Page 156 b2 b4, b7E 
Page 157 b2 b4, b7E 
Page 158 b2 b4, b7E 
Page 159 b2 b4, b7E 
Page 160 b2 b4, b7E 
Page 161 b2 b4, b7E 
Page 162 b2 b4, b7E 
Page 163 b2 b4, b7E 
Page 164 b2 b4, b7E 
Page 165 b2 b4, b7E 
Page 166 b2 b4, b7E 
Page 167 b2 b4, b7E 
Page 168 b2 b4, b7E 
Page 177 b2 b4, b7E 
Page 178 b2 b4, b7E 
Page 179 b2 b4, b7E 
Page 180 b2 b4, b7E 
Page 181 b2 b4, b7E 
Page 182 b2 b4, b7E 
Page 183 b2 b4, b7E 
Page 184 b2 b4, b7E 
Page 185 b2 b4, b7E 
Page 186 b2 b4, b7E 
Page 187 b2 b4, b7E 
Page 188 b2 b4, b7E 
Page 189 b2 b4, b7E 
Page 190 b2 b4, b7E 
Page 191 b2 b4, b7E 
Page 192 b2 b4, b7E 
Page 193 b2 b4, b7E 
Page 194 b2 b4, b7E 

xxxxxxxxxxxxxxxxxxxxxxxx 
X Deleted Pagefe) X 
X No Duplication Fee X 
X for this Page X 
XXXXXXXXXXXXXXXXXXXXXXXXX 



Page 195 b2 b4, b7E 
Page 196 b2 b4, b7E 
Page 197 b2 b4, b7E 
Page 198 b2 b4, b7E 
Page 199 b2 b4, b7E 
Page 200 b2 b4, b7E 
Page 201 b2 b4, b7E 
Page 202 b2 b4, b7E 
Page 203 b2 b4, b7E 
Page 204 b2 b4, b7E 
Page 205 b2 b4, b7E 
Page 206 b2 b4, b7E 
Page 207 b2 b4, b7E 
Page 208 b2 b4, b7E 
Page 209 b2 b4, b7E 
Page 210 b2 b4, b7E 
Page 211 b2 b4, b7E 
Page 212 b2 b4, b7E 
Page 213 b2 b4, b7E 
Page 214 b2 b4, b7E 
Page 215 b2 b4, b7E 
Page 216 b2 b4, b7E 
Page 217 b2 b4, b7E 
Page 218 b2 b4. b7E 
Page 219 b2 b4. b7E 
Page 220 b2 b4. b7E 
Page 221 b2 b4, b7E 
Page 222 b2 b4, b7E 
Page 223 b2 b4, b7E 
Page 224 b2 b4, b7E 
Page 225 b2 b4, b7E 
Page 226 b2 b4, b7E 
Page 227 b2 b4, b7E 
Page 228 b2 b4, b7E 
Page 229 b2 b4, b7E 
Page 230 b2 b4, b7E 
Page 231 b2 b4. b7E 
Page 232 b2 b4. b7E 
Page 235 b2 b4, b7E 
Page 241 b2 b4, b7E 
Page 242 b2 b4, b7E 
Page 243 b2 b4, b7E 
Page 244 b2 b4, b7E 
Page 245 b2 b4, b7E 

xxxxxxxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Tee X 
X for this Page X 
XXXXXXXXXXXXXXXXXXXXXXXXX 



Page 246 ~ b2, b4, b7E 
Page 247 ~ b2, b4, b7E 
Page 248 ~ b2, b4, b7E 
Page 249 ~ b2, b4, b7E 
Page 250 ~ b2, b4, b7E 
Page 251 ~ b2, b4, b7E 
Page 252 ~ b2, b4, b7E 
Page 253 - b2, b4, b7E 
Page 254 ~ b2, b4, b7E 
Page 255 ~ b2, b4, b7E 
Page 256 ~ b2, b4, b7E 

XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this Page X 
XXXXXXXXXXXXXXXXXXXXXXXXX 



FEDERAL BUREAU OF INVESTIGATION 
FOIPA 

DELETED PAGE INFORMATION SHEET 

Serial Description ~ COVER SHEET 

Total Deleted Page(s) ~ 294 
Page 3 ~ b2, b4, b7E 
Page 4 ~ b2, b4, b7E 
Page 5 ~ b2, b4, b7E 
Page 6 ~ Duplicate #1083022 OTD SPTU Documents JK Page 24 
Page 7 ~ Duplicate #1083022 OTD/SPTU Documents JK Page 25 
Page 8 ~ Duplicate #1083022 OTD/SPTU Documents JK Page 26 
Page 9 ~ Duplicate OGC CD Excel B Page 114 
Page 10 ~ b2, b4, b7E 
Page 11 ~ b2, b4, b7E 
Page 20 ~ b2, b4, b7E 
Page 21 ~ Duplicate #1083022 OTD SPTU Documents JK Page 24 
Page 22 ~ Duplicate OGC CD Excel B Page 142 
Page 23 ~ Duplicate OGC CD Excel B Page 113 
Page 24 ~ Duplicate OGC CD Excel B Page 114 
Page 25 ~ Duplicate This section FDPS Page 10 
Page 27 ~ b2, b4, b7E 
Page 28 ~ b2, b4, b7E 
Page 29 ~ b2, b4, b7E 
Page 30 ~ b2, b4, b7E 
Page 31 ~ b2, b4, b7E 
Page 32 ~ b2, b4, b7E 
Page 33 ~ b2, b4, b7E 
Page 34 ~ b2, b4, b7E 
Page 35 ~ b2, b4, b7E 
Page 36 ~ b2, b4, b7E 
Page 37 ~ b2, b4, b7E 
Page 38 ~ b2, b4, b7E 
Page 39 ~ b2, b4, b7E 
Page 43 ~ b2, b4, b7E 
Page 44 - b2, b4, b7E 
Page 45 ~ b2, b4, b7E 
Page 46 ~ b2, b4, b7E 
Page 47 ~ b2, b4, b7E 
Page 48 ~ b2, b4, b7E 
Page 49 ~ b2, b4, b7E 
Page 50 ~ b2, b4, b7E 
Page 51 ~ b2, b4, b7E 
Page 52 ~ b2, b4, b7E 
Page 53 ~ b2, b4, b7E 
Page 54 ~ b2, b4, b7E 
Page 55 ~ b2, b4, b7E 
Page 56 ~ b2, b4, b7E 
Page 57 ~ b2, b4, b7E 
Page 58 ~ b2, b4, b7E 

XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Tee X x no Duplication Fee x 
X for this Page X 
XXXXXXXXXXXXXXXXXXXXXXXXX 



Page 59 ~ b2, b4, b7E 
Page 60 - b2, b4, b7E 
Page 61 - b2, b4, b7E 
Page 62 ~ b2, b4, b7E 
Page 63 ~ b2, b4, b7E 
Page 64 - b2, b4, b7E 
Page 65 ~ b2, b4, b7E 
Page 66 - b2, b4, b7E 
Page 67 ~ b2, b4, b7E 
Page 73 ~ b2, b7E 
Page 76 ~ Duplicate FDPS Page 26 this section 
Page 78 ~ b2, b4, b7E 
Page 79 - b2, b4, b7E 
Page 80 - b2, b4, b7E 
Page 81 ~ b2, b4, b7E 
Page 82 ~ b2, b4, b7E 
Page 83 ~ b2, b4, b7E 
Page 84 ~ b2, b4, b7E 
Page 85 ~ b2, b4, b7E 
Page 86 ~ b2, b4, b7E 
Page 87 ~ b2, b4, b7E 
Page 88 - b2, b4, b7E 
Page 89 - Duplicate #1083022 OTD/SPTU Documents CRR CD1 Page 33 
Page 90 ~ Duplicate #1062404-001 Contract Documents Section 1 Page 188 
Page 91 ~ b2, b4, b7E 
Page 92 ~ b2, b4, b7E 
Page 93 ~ b2, b4, b7E 
Page 94 - b2, b4, b7E 
Page 95 - b2, b4, b7E 
Page 96 - b2, b4, b7E 
Page 97 - b2, b4, b7E 
Page 98 ~ b2, b4, b7E 
Page 99 ~ b2, b4, b7E 
Page 100 - b2, b4, b7E 
Page 101 ~ Duplicate FDPS Page 98 this section 
Page 1 0 2 - b2, b4, b7E 
Page 103 - b2, b4, b7E 
Page 104 - Duplicate FDPS Page 95 this section 
Page 105- b2, b4, b7E 
Page 1 0 6 - b2, b4, b7E 
Page 107 - Duplicate FDPS Page 98 this section 
Page 108 - b2, b4, b7E 
Page 109 - b2, b4, b7E 
Page l lo - b2, b4, b7E 

XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted Pagete) X 
X No Duplication Fee X 
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DATÉ 01-26-2009 BY 60322 UC/LF/STP/.ÏCF 

TICTU FISCAL YEAR 2006 UNIT SPENDING 
ELECTRONIC SURVEILLANCE PROGRAM 

Mission: Ensure the ability of the FBI to collect evidence and intelligence through the development deployment, and support of communications 

Spendine % SS Bl 
Code Description of Socndino Code DTP Remaining Spent Spent DTP 

DtQltal Collection Infrastructure (DCS-5000) 
Purchase, training, and upgrade of the FBI's Foreign 
Intelligence Surveillance Act (FISAJ Digital Collection 
Systems. 
Fiscal Year 2006 funding will be used to bnng these systems into 
compliance with CALEA through the purchase and installation of 
CALcA-compliant Red Wolf systems This Digital Collection 
Platform supports countenntelligence and international terronsm 
investigations 

D£S-5W9 Systems 

16,303,804 

b2 
b7E 

DCS3000 

DCS5000 Training 

FY 2004 Funds 
Services $668.000 

Equipment SO 

FY 2005 Funds 
Services S410.000 

Equipment $980,000 



ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED • 
DATE 01-26-2009 BY 60322 UC/LP/STP/JCF 

TICTU FISCAL YEAR 2006 UNIT SPENDING 
ELECTRONIC SURVEILLANCE PROGRAM 

Mission: Ensure the ability of the FBI to collect evidence and intelligence through the development, deployment, and support of 

Spending 
Code Description of Spending Code DTP Remaining Spent 

Digital Collection Infrastructure (DCS-5000) 16,303,804 

Purchase, training, and upgrade of the FBI's Foreign 
Intelligence Surveillance Act (FISA) Digital Collection Systems. 

DCS-5000 Systems , 6,543,804 

h2 
3d 7 E 

Equipment Maintenance 600,000 

Software Maintenance ; 4,600.000 

Professional Services 2.360.000 

DCS5000 Acquisition & Planning 1,500,000 

DCS3000 600,000 

DCS5000 Training 100,000 



TICTU FISCAL YEAR 2006 UNIT SPENDING 
ELECTRONIC SURVEILLANCE PROGRAM 

Mission: Ensure the ability of the FBI to collect evidence and intelligence through the development, deployment, and support of 

Spending 
Code Description of Spending Code DTP Remaining Spent 

Digital Collection Infrastructure (DCS-5000) 

Purchase, training, and upgrade of the FBI's Foreign 
Intelligence Surveillance Act (FISA) Digital Collection Systems. 

pcs-snno Systems 

16,303,804 

DCS3000 

DCS5000 Training 

to 2 
:b7E 

Equipment Maintenance 208,946 _ 

Software Maintenance 4.600.000 

Professional Services 2,360,000 

2 



ALL INFORMATIOH CONTAINED 
HEREIN 15 UNCLASSIFIED , 
DATE 12-30-2008 BY 50322 UC/LP/STP/JCF 

Spending 
Code Description of Spending Code 

Digital Collection Infrastructure (DCS-5000) 
Purchase, training, and upgrade of the FBI's Foreign Intelligence Survei 

DCS-5000 Systems 

Equipment Maintenance-

Software Maintenance 

Professional Services 

DCS5000 Acquisition & Planning 



DCS3000 

DCS5000 Training 
hZ 
b7E 
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ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 01-26-2009 BY 60322 UC/LP/STP/JCF 

DTP Remaining 
% 
Spent 

16,497,622.00 
illance Act (FISA) Digital Collection Systems. 

6,543,630.00 $ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 

$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 

600.000.00 

$ 
$ 
$ 
$ 
$ 

$ 
$ 
$ 
$ 
$ 
$ 

$ 1.500.000.00 
$ 
$ 

4.600.000.00 

2,360,000.00 



S16.284.374 

QTY DESCRIPTION Pnonty UNIT COST EXTENDED COSTS 

DCS5CC0 SYSTEMS $11,719.S19 
System Maintenance (Eq & Svcs> 

Maintenance 
Maintenance 
S'.-vices 
Scvices 
Hardware 
Software 

Engineering Services 
Software 

Supplies 

DCS5000 Acquisition and Planning 

DCS3000 

DCS5000 Training 

h 2 
b7E 
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1st Quarter 
Svstem/EauiDment 

$27,393 
$30,630 
$15,492 
$54,330 

$117,064 
$131,708 
$131,708 

$28,778 
$53,992 
$64,222 

$119,936 
$649,000 
$108,240 
$50,500 

$2,800 
$580,000 

$37,620 
$35,000 

$390,000 
$211,650 
$228,000 

$57,000 

$0 
$0 

$0 
$0 
$0 

$2,777,086 

I $5,902,149 

b2 
bl 

All INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 01-26-2009 BY 60322 OC/LP/STP/JCF 



TICTU FISCAL YEAR 2006 UNIT SPENDING 
ELECTRONIC SURVEILLANCE PROGRAM 

Mission: Ensure the ability of the FBI to collect evidence and intelligence through the development, deployment, and support of 

Spending 
Code Description of Spending Code 

Digital Collection Infrastructure (DCS-5000) 
DCS-5000 Systems 

Fniiinmgnf Maintcnanre 

Software Mainlonanftf 

Professional Services 

DCS5000 Acquisition & Planning 

DCS3000 

DCSS000 Training 

% 
DTP Remaining Spent 

16,303,804 
6.543.804 

finn nno 

4.6QQ.Q0Q 

2.360.000 

1.500.000 

600,000 

100,000 

b2 
b7E 

2 
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ALL INFORMATIOH CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 03-11-2009 BY 60322uclp/stp/Eds 

FY07 Sensitivity Assessment Questionnaire 

1. Identify the "commonly used name" for this system: Data Collection System 5000 

2. Identify the "commonly used acronym" for this system: 

3. Identify system status: 

DCS 5000; Redwolt 

¡Operational» ] 
4. Identify the primary owner of this system (Division, Section, Unit): OTD/TICTU 

5. Identify system type: 

Description of Other: 

¡Général: SupportSystem 

6- Indicate the security classification: 

7. Identify the Network Domain: 

Description of Other: 

Secret:, 

8. Does this system support the mission of the FBI? 

9. Is this system considered a National Critical Asset? 

10. Is this system considered a FBI Mission Critical Asset? 

If yes, please provide the criticality level: 

Ves! 

11. Is this system considered a FBI Business Critical Asset? 

12. Does this system support an administrative, logistical or other business functionality? 

13. Is this a FISMA reportable system? 

14. Does this system support: 

a. Law Enforcement | |b. National Security | [;. Intelligence Community | 

15. Does the function, operation, or possible use of this system involve intelligence activities or data? 

16. Does the function, operation, or use of this system involve cryptologic activities related to national 
security? 

17. Does the function, operation, or use of this system involve command and control of military forces? 

18. Does the function, operation, or use of this system involve equipment that is an integral part of a 
weapon or mass weapons system? 

19. Is this system critical to the direct fulfillment of military or intelligence missions? 

20. Does this system store, process, or communicate classified information? 

21. Does this system process, store, or transmit military plans? 

22. Does this system process, store, or transmit information on weapon systems? 

23. Does this system process, store, or transmit information regarding military operations? 

24. Does this system process, store, or transmit information on intelligence activities, sources or 
methods? 
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25. Does this system involve cryptologie activities related to national security? 

26. Does this system process, store, or transmit information regarding foreign relations or foreign 
activities? 

27. Does this system process, store, or transmit information regarding scientific, technological, or 
economic matters relating to national security, including defense against transnational terrorism? 

28. Does this system involve programs for safeguarding nuclear materials or facilities? 

29. Does this system process, store, or transmit information on weapons of mass destruction? 

30. Does this system process, store, or transmit information on vulnerabilities or capabilities of systems, 
installations, infrastructures, projects, plans, or protection services relating to national security, including 
defense against transnational terrorism? 

31. Does this system process FISA information? 

32. Does this system contain Pll? 

a. If yes, has a PIA been completed for this system? 

b. Please provide PIA date: 

33. Has this system been CA'd? 

If yes, please provide the Accreditation Date: 

34. Identify the location of the primary server: 

h 2 
hl E 

35. Identify the location of connections, workstations, or facilities accessing this system: 
h 2 
'b7E 

36. Contact Information of person completing form: 

a. Name: 

b. Division/Section/Unit 

c. Phone Number: 

d. Email: 

Additional Comments: 

OTD/TICTU h 2 
h 6 
hlC 
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ALL INFORHATION CONTAINED 
HEEEIN IS UNCLASSIFIED 
DATE 04-21-2009 BY 60322uclp/stp/Eds 

Identify System Name: 

Identify System Acronym: 

Identify contact information: 

Name: 

Phone Number: 

Email: 

Identify position: 

Data Collection System 5000 

DCS 5000 
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m . 

DATE: 04-30-2009 
CLASSIFIED BY UC60322LP/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIP/ ON: 04-30-2034 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

Jo 2 , 
b6 
b7C 
b7E 

From: 
Sent: 
To: 

Cc: 

Subject: 

(FBI) 
Tuesday. September 12 2QQ51T22 AM 

l(OGC) (OGAf 

l O G C ) (FBI)jf 
© M « « : ] 

] { fB lL 

7FBTT 
](FBi) 

(CTD) (FBI); 

l iOGCHFBn f 
(FBI);L 

SEfe^ET 
RECO^Pf b7A 

All, b l 

J is preferred. Note that the access to these calls/sessions in Kedwolt will be restricted as 
they have always been in this case. Any help in this regard would be appreciated. 

[ 
b2 
b7E •bo 

b7C 

DERlVED^ROMr5^3TBt~e<asstf}catlog GuideG-3. datedJ/97. Fjgisiafr^etmtertfflMigencel^estiqations 
DECLASSIFICATION EXEMPTION: 
SECRE 

s e c ^ I ; 



T 

lo: 

Cc: 

Subject: 

S E & E T 
RECORC(_ 

(FBI) 

l(FBI) 
Tuesday. September 12. 20061:33 PM 

loGCWFBIVl 

fCTPy fFBh 
](OGC) (OGA); 

RE: 
I E E E 

j F B i j f 
I fOGCVFBnr 

*b2 -
b6 
b7C 
b7E 

Wsi)-

bl A 

) bl 

—Original Message 
From: | ¡(FBI) 
Sent: Tupsrtav. Ssntemher 12. ?0nfT5-?2 AM 
To: | [OGC) (OGAll 
Cc: 

Subject: 

SESfeET 
RgCORD[ 

M 

tOGC) (OGA}, 
T o g o ?fbi);| 

Ffbi)I[ 

_ J C T D ) i F B I j £ 
ZtBZZkEBi) 

] m — 
Jodt) (FBI);[ 

IFBD 
b2 

,b6 
I b7C 
b7E 

b7A 

J is preferred. Note that the access to these calls/sessions in Redwolf will be 
restricted as they nave always Deen in this case. Any help in this regard would be appreciated. 

] 
b2 
b7E bo 

b7C 

DERIVhL) hKOM: G-3 TBI Cldbsifieation Guid" 1/97. Foreign Counterintelligence Investigations 
DECLASSIHGATtQN-EXEMPTroN'1 ~ 
SECRET 

l 

S E ^ E T 



' ' ' S É ^ E T 

DER¡VE^FR0Ñn~G^5~FBI ClasstfteatteB-fi'iiHp G-3. dated 1/9I^_Eoraign-C«tmtertffielliqencel^ 
DECLASSIFICATION EXEMEUQM-1 — 
SECRET" 

SÈPRET 



s e q f f e r 

m i mb2 m 
b6 
blC 
hi E 

From: 
Sent: 
To: 

Cc: 

Subject: 

J(FBI ) 
Tuesday. September 12. 2006 4:33 PM 

rOGC) (FBILF 

r j F B l ) L 
pTöWFBh 

TÖGCWF BlM 

RE: 
D e ü e 

J F B Ì K 

JOGC) (OGA); 

1nr t r .uFRiv 
(FB?) [ 

sèéR 
RECO 

i l 
ECORtf b7A 

(S) 
bl 

However, it appears most concernea inoicate past-hnimmizing is appropi'iate and acceptable 

—Original Message— 
From: 
Sent: 
To: 
Cc: 

• F B I ) 
rTT33 Tuesday. September 12. 2006 1:33 PM 

Subject: RE: 

SEPTET 

(FBI):! jTFBüt 

" • ( O G C ) (QGA}I 
ITOGCXFBI);! 

](FBI) 

RECORD^ 

JOGC) (FBI)| 
fCTD) CFBIÌ 

b2 
b6 
b7C 
b7E 

b7A 
bl 

(S) 

—Original Message— 
From: I I (FBI) 
Sent: Tuesday. September 12. 2006 8:22 AM 
To: r Z 
Cc: 1 

f FBI) J~ 

L(OGC) (OGAJ_ 
T O G O (FBDI 

Subject £ 

~ |CTD)(FBI£ 
IrnnnrFRTi-i 

W 
i05C)(PBl)[ 

1 m l 

SE&R1 :ET 
RECORD! 

b2 
b6 
b7C 
•b7E 

b7A 

All, bl 

(S) 

1 
S É 6 ^ E T 



S ^ E T b l 

(S) 

]is preferred. Nöte mat the access to mese caiis/seäsiörts m KedWoit 
will be restricted as they have always been in this case. Any help in this regard would be appreciated. b2 

bo 
b7C 
b7E 

DfeRtVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-
DECLASSIFICATION EXEMPTION 1 
SECRET 

97. Foreign Counterintelligence Investigations 

DERIVED FROMrG^3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 : 

SECRET 

S>6RET 
2 



S ^ R E T 

JjEg!L 

DATE: 04-30-2009 
CLASSIFIED BY UC60322LP/PLJ/CC 
PEASON: 1.4 (c) 
DECLASSIFY OH: 04-30-2034 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

From: 
Sent: 
To: 
Cc: 

Subject: 

(OGC) (FBI) 
Friday: July 14 700R ? 4 ? PM . 

jOGC) (FBI) 

(OGC) (FBI)[ 
IfOGCHFBIV 

|(üüü)(f-"BI) 
]OGC) (FBI); 

RE: New order from court re supplemental declaration 

b2 
b6 
b7C 
b7E 

SECRET 
RECORD 319xx 

bo 
b7C 

(Si; The case referenced below ia The assigned OIPR attorney iq_ ]and the subject belongs to 
bl 
b2 
h 6 
blC 
b7E (S) 

The below message summarize^ 
answer below. 

Jandl ing of this package. OIPR will draft a notice to the FISC summarizing the 

{ 3 J The following are the steps taken byj "jto ensure that th 
restricted to authorized personnel only! 

s 

( S ) The Databases used in th« 

(S) 

"Irei land RED WOLF 

b2 
b7E 

bl 
b2 
b7E 

Tsvstem . 
froml ^administrators that access to this case has been restricted to personnel working on the 

yyp rar-aniaA ^»nfirnjatjor | 

:o 
include case agents and linguists. 

bl 
b2 
b7E 

REDWOLF system is the repository for the telephonic intercepts. Redwolf administrators have confirmed that access to 
this system has been restricted to case agents and linguists currently assigned to this investigation only. 

IS) ]-Th( las not been entered into thej patabase. 

The[ ^systems is not utilized in this investigation. 

bl 
b2 
b7E 

This investigation has been restricted in ACS to authorized personnel only Additional AD Hulon has authorized the 
codeword title and authorized that documents be serialized andl 

b2 
b7E 

Please let me know if you need additional information. Thanks. 

I 1 
b6 
b7C 

—Original Message-
From: I 
Sent: 
To: 
Cc: 
Subject: 

SE&RET 
RECORD 319xx 

JOGC) (FBI) 
Friday, July 14, 2006 11:14 AM 

(OGC) (FBI) 
tOGC) (FBI) J |(OGC) (FBI) 

New order from court re supplemental declaration 

b6 
b7C 

b6 
b7c 

"TnTmeeting with OlPRl Mentioned that the FISC recently order in one of your cases that the FBI 
file a supplemental declaration regarding where certain FISA take was being placed, i.e. specifically which databases. 

l 
S E ^ E T 



s E T 
Could you provide me with that order or at least give me some additional background. 
Thanks. 

PERWEOLFROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterlntelliaenee-tnVestigations 
DECLASSIFICflTtON-EXEMPTION 1 ! 
SECRET — - - -

DERIVED FROIVLjG-3-FBruassification Guide G-3. dated 1/97. Foreign Counterftrtetfigegce Investigations 
DECLASSIFICATION EXEMPTION 1 ' 
SECRET 

2 



From: 
Sent: 
To: 
Subject: 

ÍET 

iFBIj , 

DATE: 04-30-2009 
CLASSIFIED BY UC60322LP/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY OH: 04-30-2034 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

Frirlav 
KOGC) (OGA) 

July 14 ?nnPl3:18PM 
m (OGC) (FBl)L 
FW: case access restrictions 

j(OGC)(FBI) 

b2 
b6 
b7C 
b7E 

SECRET 
RECORDT 

Í S ) F Y f 

—Original Message— 
From: f 
Sent: l-nday, July 14, 2UUb ¿S2 PM' 

(FBI) 

To: 
Cc: 
Subject: 

SECRET 
RECOkD[ 

J O G Q (OGA); 

RE: case access restrictions 
](CTD) (FBiy 

] ( F B I ) ; [ ](FBI) 

b7A 

bl 

b2 
b6 
b7C 
b7E 

b7A 

Yes, with the following exceptions: 

( g ) vas initially entered intc 
aaaea ana removed. WSVe been keeping tabs or 

The! I is reviewed usingj^ 

at one time, but has been removed. It was also inadvertently 
to ensure it doesn't get back into the system. 

It is not available to anyone besides technicians who work to get the data to us. 

bl 
b2 
b7E 

b2 
b7E 

The rest is the same. 

](OGC) (OGA) 
—Original Message— 

From: | 
Sent: Friday. July 14. M 0 6 ?:iq PM 
T o : I, ICFBI); 
ce: 1 TcfD)(FBI) 
Subject: FW: case access restrictions 

(FBI)f l (FBI) 

SECRET 
RECORD 

b2 
bo 
b7C 
b7E 

b7A 

ÍS) 
[ Please seel Isummarv below reaardina the storaae of the take in the 

to confirm, that these is the same procedure used ir Thanks, 
suspect, but want 

be 
b7C 

bl 
b6 
b7C 

—Original Message— 
From: 
Sent: > H a v Inlv 11 y 
To: 

Subject: 

SECRET 

|(OGC) (OGA);[ 
FW: case access restrictions 

JFBI ) 
Î40PM 

1(CTD) (FBI) 

ŒCO REtORDT 

h 2 
b7E 

b7A 

S E I L E T 
i 



—Original Message— 
From: I I (FBI) 
Sent: Friday, July 07, 2006 12:17 PM 
To: I KFBI) 
Subject: into for trie court 

S E Ò ^ E T 
RECORD^ 

b2 
b e 
b7C 
b7E 

b7A 

(S) 
The following are the steps taken to ensure that tl 
is restricted to authorized personnel only. 

(S) 

( S ) The Databases used in th( 

(S) 

ire and REDWOLF 

bl 
b2 
b7E 

|system i 
confirmation froi 

id [We received i 1 
>m| [administrators that access to this case has been restricted to personnel working on tha 

]a include case agents and linguists. 1 1 

REDWOLF system is the repository for the telephonic intercepts. Redwolf administrators have confirmed that access 
to this system has been restricted to case agents and linguists currently assigned to this investigation only. 

has not been entered into the| [database. 

bl 
b2 
b7E 

The 1 systems is not utilized in this investigation. 

This investigation has been restricted in ACS to authorized personnel only. Additional. AD Hulon has authorized the 
codeword title and authorized that documents be serialized andj " 

b2 
b7E 

DEktVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations • 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI^SIassification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide^-3, datetfl/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI ClassificatioffGuide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTIObK 
SECRET 

DERIVED FROMHJ^ FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET^ 

S E C i ^ T 



DECLASSIFIED BY UC60322LP/PLJ/CC 
ON 04-30-2009 

(Rev. 01-31-2003) 

SEÇ&ÇT/NOFORN 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

CU) 

(UÏ 

(U) 

Precedence : ROUTINE 

To: Counterterrorism 

Date: 07/11/2006 

Attn: MLDHl . 
UC 

Investigative Technology Attn: TRUL 
UC 

From: General Counsel 
National Security Law Branch (NSLB) 
Contact: AGC 

Approved By: 

Drafted By: jpd 
ck 

iTJi Case ID # : 
(ur 

(Pending) 
(Pending) 

Title: UPDATE TO LEGAL OPINION REGARDING 
THTC TTPfTRADÌ? T D BT..qTTP POT.TiTCCTTOTJ 

b6 
b7C 

b2 
b6 
b7C 

b6 
b7C 

b7A 

h 2 
b7E 

Synopsis: (U) This EC updates the response to an ITD/TPS/TRU request 
for a legal opinion regarding the installation and update of the ELSUR 
collection system at| . land the 
establishment of 

X Fror 
i f ? y 

Details: . 

(Ü) Factual Background 
b2 
b7E 

L 

/NF) On March 15, 2004, members of the CTD Flv Team and 
I TP Technical Response Unit (TRU) were dispatched to 

|bo address technical and evidentiary issues with the electronic 
surveillance (ELSUR) system| ' ? 

SE^F^T/NOFORN 



SEpqST/NOFORN 

Counterterrorism From: General Counsel 
I I 07/11/2006 

LEAD(s): 

Set Lead 1: (Info) 

COUNTERTERRORISM 

AT FA-RDTU 

(U) Read and clear. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT! 

(U) Read and clear. 

Set Lead 3: (Info) 

INVESTIGATIVE TECHNOLOGY 

AT TRU 

(U) Read and clear. 

• • 

SECRET/NOFORN /V „ 



SEßFEET 
DATE: 04-30-2009 
CLASSIFIED BY UC60322LP/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 04-30-2034 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

(FBI) 

1 [OGC) (FBI) 
bZ 

From: 1 [OGC) (FBI) b6 
Sent: TnPsriav Annust ?nnfi =>M hlC 
To: I IfOGO (FBI) | {nnr . } (FRI) blE 
Subject: FW: Subject for our 3 PM secure conf call witi |oday 

SEOTIET 
RECORD 99999-555 

FYI 

We will have a secure call withj ]at 3 today. be 
b7C 

-Original Message-
From: 
Sent: 
To: 

Cc: 

Subject: 

SEPTET 
ECOi 

L 3(OGC) (OGA) 
Tuesday, August 29, 2006 12:11 PM 

I IfOGQ (OGA)| 
, mm fnfiAi . 
I [OGC) (FBI);[ 
(OGC) (FBI) 
Subject for our 3 PM secure conf call witij ~"|:oday 

(OGC) (OGA£ 

]JOGC) (FB l£ 

](OGC) (OGA£ 

]OGC) (FBl£ 

RECOfeDl 

| | This is what I was trying to explain . . . 

b2 
b6 
b7C 
b7E 

be 
b7C 

bl 

1 

S ^ E T 



S E Ì ^ E T 

> B I ) 

DATE: 04-30-2009 
CLASSIFIED BY UC60322LP/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 04-30-2034 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

From: 
Sent: 
To: 

( g J Subject: 

Frirlau 

f w T 

] (OGC) (FBI) 
.mono onnp 1:53 PM 

_ OGC) (FBI); (OGCXFBI) 

mb2 m 
b 6 
b7C 
b7E 

bl 

>RET 
{ECORD 315 

—Original Message— 
From: | 
Sent: 
To: 
Cc: 

Friday, limp (17. 

l' S ) Subject: RE 
(FBüi. 

2ÛP6 1:53 PM 
.OGC) (FBI) 
t e n » f FBI H 

JOGC) (FBI) 

JFBIT 
(OGC) (FBI) ](OGC) (FBI)C 

SEOBET 
RECORD 315 

b2 
b6 
b7C 
b7E 

l O G C ) 

bl 

be 
b7C 
b5 

pik 

Original Message' 
From: I 
Sent: 
To: 
Cc: 

] (OGC) (OGA) 
Friday ImhpH? 70f1fi 1 -44 PM 

(S) RI Subject: 

SE&RET 
RECORD 315 

b2 
b6 
b7C 
b7E 

(CTD) (FBI)I KOGO (FBI1 TOGO CFBI1:I I 
/ m i \ i IOGC) (FBI)| (OGC) (OGA):l 1 (FBI) 

bl 

b6 
b7C 

bl 

(S) 

1 

S E i ^ T 

h 2 
b5 
b7E 



S ^ f i E T 

b5 

As always, I am happy to sit down and discuss this matter, but it must be done soon, 
distribution list since I feel others need to be brought up to speed on this matter. 

have also broadened the 

Thanks. 

-Original Message-
From: | ~|QGC) (FBI) 
Sent: Friday. June 02. 2006 10:30 AM 
To: ,1 rOGQ (OGA) 
Ce: I J(CTD) (FBI)I 

he 
b7C 

b6 
b7C 

(S) Subjec 
rFRi) 

]OGC) (FBI) ;OGC) (FBI) (OGC) 

bl 

SECRET 
RECORD 315 

{ ^ I I've been told that you've asked SSAl Ito sign off oh th 
she cannot do so because she cannot swear to the facts that vou nave inserted^ 

As I understand it from talking td Ivou all had agreed tc{ 

application by noon today. However, 

b'l 
be 
b7C 
b5 

Rinrp this FISA doesn't go down until June 22,1 don't see any urgency with respect to this filing. So expect that 
[will get in touch with you early next week. 

Thanks 

FROM: G-3 FBI Classification Guide G-3. dated 1/97, Foreign Counterlntelligeoce-Wvestigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G=3rd3ted 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED-PROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Invest 
DECLASSIFICATION EXEMPTION 1 • 
SECRET 

apns 

SEPRIET 



SÈGJIET 
DEBIVEÜI'KUM: IDI Cl¿ " — n . i natoci 1/07. foimuii Counterintelligence Investigations 
DECLASSIFiCArfiOfl fcXbUffFTlÜÑT 
SECRET 

2 



Cc: 

Subject: 

DECLASSIFIED BY UC60322LP/PLJ/CC 
OH 05-01-2009 

I F B D 

,(FBI) 
I uesday, March 14, 20Û6 6:53 AM 

b2 
b6 
b7C 
b7E 

](OGC) ( F B I ] ! 
GC) (FB ' ^ ^ 

(OGC) (FBI)) 
RE: TECH CUTS" 

, Ì70GC) (FBI)f 
KOGÇ) (Fgl) 

OGC) (FBI) 

1 (OGC) (FBI) 
VOGC) (FBI): 

(OGC) (FBI); 

-SECRET— 
RECORD 105A 

b 2 
b7E 
b5 

I 1- You correctly summarized howl land I believe the current SMP can work in the world of electronic filing - with 
one exception ! 

h 2 
b7E 
b 5 

P.S. I've include^ 
intended to write a formal EC outlining it, but since 
paper by including them in this chain. 

]on this e-mail tg give them a head's up onl hew paperless approach. I 
basically did it for me in his e-mail, I thought I'd save time and 

Does anyone have any thoughts/comments on the new approach of: (1)| 
Jand (3)|_ 

Ì2) 
b2 
be 
b7C 
b7E 
b5 

—Original Message-
From: I 
Sent: 
To: 
Cc: 

Monday. March 13. 2006 6:28 PM 
](OGC) (FBI) 

Subject: FW: TECH CÖTs 

TOGC) (FBI)f 
KOGÇ) (FBI) 

J(FBI) 
lOGC) (FBI)C JOGC) (FBDf 

S k L R f r f 
RECORD 105A 

suggested view of ADCs 
' FYI..below is some follow-up discussion to my recent minimization training in| 1 My comments reflect the 

i Jand |as I understand them. I'm interested in other views, 
l 

b2 
b6 
b7C 
b7E 

b2 
b6 
b7C 
b7E 



understandings within FBI circles. It would be nice if NSLB could reach a common understanding of how the rules will 
be applied in an increasingly paperless elsur system before we do the upcoming reviews. 

I | Let me know if I'm off on any of this. 

1 be 
b7C 

Counter-terrorism Law Unit I 
O&C, National Security Law Branch 

—Original Message-
From: | 
Sent: 
To: 
Subject: 

Monday. March 13. 

RE: TECH CUTS 

2006 6:14 PM 
tFBI) 

](OGC)(FBI) 

RECORD 105A 

J 
I was on travel on Friday so I apologise for the delay. We've been discussing these issues recently irt I 

I |have suggested a way to apply the minimization rules to A Isvstem that 
seems to make the mos sense to me. In the DaDerless worldJ 

b2 
b6 
b7C 
b7E 
b5 

These is my understanding informed by the insights ofl Iwho know this stuff far better than I. I'd very 
much (ike to have the benefit of your thoughts too and will look for a good afternoon to visit again. 

2 



Thanks. 

Counterterrorism Law Unit I 
OGC. National Security Law Branch 

bZ 
be 
b7C 

Original Message— jnqi 

A 
_ Friday. March 10. 2006 1:46 PM 

From 
Sent: 
To: | 
Subject: FW: TECH CUTS 

-GCGRCT 
RECORD 105A 

> B I ) 

]OGC) (FBI) 

bZ 
be 
b7c 
b7E 
b5 

| I've forwarded an email stream concerning tech cuts. I'm interested in any comments you might have, 
particularly in regard to SS4 Icomments below. Also, as we discussed, can you visit] ~|one 
afternoon so we can meet with Elsur to further discuss their procedures regarding FISA material. Thanks. 

—Original Message— 
From: | | (FBI) 
Sent: Friday. March 10. 2006 12:21 PM 
To: | l(FBI)] 

Subject: &E: TECH CUTS 

5ECRET 
RECORD 105A 

TTFBIT 
](FBÎ)j[ 

~1 (FBI); I 
imr 

"l(FBI)f 
im: 

1(FBI); 

i F B I ) ; ](FBI) 

I am not sure I follow what the CI folks are trying to do. In addition to the training HQ just gave everyone on FISAj 
CT-1 just went through additional minimization training witlj | Our understanding i j 

uia I just contuse everyone'?1 

SSA 
FBIL 
Desk: 
Mobile: 

Original Message-
From: 
Sent: 
Toi 

. ¿FBI) 
Friday, March 10, 5006 6:25 AM 

HEEQ£ 
]wmz 

n (FBi)f 
J(FBI ) ; [ 

" I f F B n J I(fbi); 

Subject: 
y 
ECH 

FBI) 

-SECRET 
RECORD 105A 

2 



b6 
b7C 

This will help you in reviewing your fisa's.| ""frlease coordinate with FIG on getting what we need to do this. 
Thanks. 

—Original Message-
From: [ 
Sent: 
To: 
Cc: £ 

.(FBI) 
Wednesday. March Oü. 'M6 fl):21 PM 

Subject: 
IKFBÏ); 

FBlif 

FW: TECH CUTS 

î ](FBI}£ [FBI) 
(FBI) 

OCCRCT— 
RECORD 105A 

b2 
b6 
b7C 
b7E 

Helio Gfintlfimen pis, see emails below on the research I had SA| "|do on access to Tech Cuts. Looks 
possible. 

—Original Message, 
From: | 
Segii 
To; 

I F B I ) 

Subject: 

Friday. March 03. 2006 4:27 PM 
(FBI) 

FW: TECH CUTS 

OCCRCT— 
RECORD 105A 

h 6 
it would be extremely valuable for every agent on the squad to get access to this program, and to have a b?c 
common use computer here in the squad area dedicated to it. 

—Original Message-
From: | 
Sent: 

1(FBI) 

ToC 
Friday, March 03, 2006 4:20 PM 

If FBI) 
Subject: 

RECORD 105A 

RE: TECH CUTS 

b2 
b6 
b7C 
b7E 

That's correct. All you need is a 
a password with access to what you need. 

¡oftware and I "jenabled on your Trilogy computer and 

[ 
Kanional rrooram Manager 

DI/LSS/OMU 

« e l l [ 

Please contact PC ~)for a nvT Imatters 

—Original Message— 
From: | 
Sent: Friday, March 03, 2006 4: Ì8 PM 
To: I l(FBI) 

•FBI) 
i!Ì8 



b2 
b6 
b7C 

Subject: RE: TECH CUTS b 7 E 

QCCRCT 
RECORD 105A 

Thanks for your response. If I am understanding this correctlyf 

Regards 

—Original Message— 
From: I " I f FBI) 
Sent: Friday. March 03. 2006 2:10 PM 
To: I [FBI) 
Subject: Rfc: ILCHOJiy 
Importance: High 

-CCCRET 
RECORD 105A 

Hello[ 

new system, called RedWoIf. However, 

Hopefully, it answers your question. If you still have further questions, please do not 
hesitate to contact me or SFLPC| [who is Acting Squad supervisor here after I 
took another job in the program. 

Best regards 

Regional Program Manager 

'DI/LSS/C!>MU/FBIHQ 
new: 

cell 

PIpasp contact pc\ \Actinq Squad Supervisor, for anif \natters 
/ am no\ Supervisor since 01/22/06. 

—Original Message— 
From: | iFBI) 
Sent: Friday, March 03, 2006 12:08 PM 



To: 
Subject: 

S e c r e t 
RECORD 105A 

"I (FBI) 
TECH CUTS 

b2 
b6 
b7C 
b7E 

H[ 
Greetings from my new home in[ 

B a c k in ipQfi whpn I first nnt tnl InrT 
terminals 

"fcnnaH IthAm wprp a rni inlo nf PP. 

A couple of years after that, the system changed somewhat, and I think it was callecf] 

My question: Is there a system there now where e 

Regards. 

)ERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterlntelliqer 
Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROMKG-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence 
Investigations 
DECLASSIFICATIONsEXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97/f oreign Counterintelligence 
Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G^aSdated 1/97. Foreign Counterintelligence 
Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence 
Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence 
Investigations 
DECLASSIFICATION EXEMPTION 1 
SECF 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence 
2 



Investigations 
UblLASSIPICATION EXEMPTION i 
SECRET 

D^HIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigatiopg^ 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBfrSlassification Guide G-3. dated 1/97. Foreign Counteritrfelligence Investigations 
DECLASSIFICATION EXEMPtTOM 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3 .'Sated Jt/9f. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Couhterlntelligence Investigations 
DECLASSIFICATION EXEMgFtON 1 
SECRET 

DERIVED FB0WI: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigate 
DECLASSIFICATION EXEMPTION 1 

^ E e f t E T 

2 



SEÇÎ^T 

KOGC) (FBI) 

DATE: 05-01-2009 
CLASSIFIED BY UC60322LP/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-01-2034 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

From: 
Sent: 
To: 
Cc: 

Subject: 

Importance: 

(FBI) 
Wednesday. J u ! y T O 0 0 6 3:56 PM 

IQGC) (FBI) 
(FBI)l 

t O G C ) (FBI) 
(FBl[ 

|mi) L 

hW: Current FISA Targets under Indictment | RESPONSE 

High 

b2 
b6 
b7c 
b7E 

RET//ORCON.NOFORI 
RECORD 1 

b7A 

Being forw 
provided after th 

mail from our Tech SSA tcf 
TD ec [ 

]OTD in response to the fpllow UP instructions 
j e s p o n s e ec 
7 /1 

Tvê also attached below the .Jserial25). rvj 
dated 7/10/2006 which I forwarded to OGCl [(with copies to| |by email on //11/2006) (see 
319X-HQ-A1487720-QGC serial 235) pursuant to the! [canvas ec referenced in the 7/10/2006 ec (see serial 233 for 
that ec). Please advise ifl |has provided all information which OGC needs to respond. If a separate ec must also be 
provided to thel be let me know. 

Per our telcal, we received multiple requests for this information from different OGC units and we are just attempting 
to avoid inconsistent/erroneous responses as this information will be going to OIPR and the FISA Court. Thanks for your 
assistance in this matter. 

b2 
bo 
b7C 
b7E 

FISAdeadline.wpd 
(22 KB) 

—Original Message— 
From: | ÇFBI) 
Sent: Tuesday, July 18,200610:43 AM 
T o : I |(FBI) , , f t 
Subject: FW: Current FISA Targets under Indictment RESPONSE D b 

Importance: High 1 1 b 7 c 
b7E 

sègRET//ORCON.NOFORN 
ftECORfl I 

• Apgl . . . L niv/icinn 

—Original Message 
From: I 
Sent: 
To: 
Cc: 
Subject: 
Importance: 

•(FBI) 
Friday, July 07, 2006 7:20 AM 

IroTmrFBn 
JCFBDf 

RE: Current FISA Targets under Indictment1 

High 

(FBI); 
^RESPONSE 

(FBI), 

b2 
bo 
b7C 
b7E 

(FBI) 

SE^RÈT 



Ì ^ E J 

SFCLKE I tfORCON.NOFORN 
RECORDI I b2 

Attached is Tesponse. 
Please note in a meeting with C/A| 

I |on 7/6/2006 your e-mail was reviewed and discissed. 
and C//T ] & A D C 

T7E 
C/A 

noted that no Privileged communications were collected on his case on the systems in question 
ted some Privileged communications were collected on his case on the| | 

is not the system administrator on this system.) ' f l-ot is noted that^ w ^ - ^ . . . . , ._. , 
Attached below is a Word document in response to the cases in question and in regard to thej_|systems for which[ 

h 2 
b6 
b7C 
b7E 

l is system administrator; RedWolj" 

TargetsUnderlndict 
ment.doc (41... 

ss£ 

(C) 

lfechnical Operations Squad 
h 2 
b6 
b7C 
b7E 

Original ^lessaoe 
From: 
Sent: [ 

JOTD) (FBI) 
Friday. 1unP M . frffîfi 5:34 PM_ 

1(FBI)F 
, I mx 

Subject: FW: Current HSA Targets 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

FcÔNÏÏ 
under l i 

"ÏÏFBÏÏT 
~|(FBI)J~ 

ndictment 

I T O 
I s i E 

JFBÎT 
"pr 

b2 
be 
blC 
b7E 

Gentlemen, 
As you will read) )an audit of certain FBI databases/collection systems (this request pertains to 

Red Wolf (RW) onlvi to find nut- a i I 

Please 
answer the four questions and forward the answers to me when you can (note] 

] You may have to seek the case agent ror assistance, txpect more 
inquiries from HQ to follow. If a response has already been generated for RW and sent to another OTD unit, just 
advise me to avoid duplicating your effort. Contact me with any concerns. Thanks. 

Acting Unit Chie 
OIÜZESISZIICTU 

w) 
[c) 

b2 
b6 
b7C 

-Original Mpccano Me 
From: | (OTD) (FBI) 
Sent: Thursday. June 22. 2006 2:52 PM : f cb 

To: | [(OTP) (FBll tlTD) (FBI);| |(OTD) (FBI) b ' c 

Subject: (-W: current FISA Targets under Indictment 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

2 



All, 
Please review the tasking below and let us discuss the strategy on how to respond. Please call me at your 
convenience or communicate through! I 

Assistant Section Chief 
Electronic Surveillance Technology Section 
Operational Tsnhn ninny Division 

b2 
b6 
b7C 
b7E 

—original Message--
From: | 
Sent: 
To: 
Cc: 
Subject: 

(OGC) (FBI) 
, Thursday. June I I , 2QQ6 2:45 PM 
I \( I (OTP) (FBI)C 

jOGC) (FBÏÎL 
FW: Current FISA Targets under Indictment 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

LOTO) (FBI) 
|(OGC) (FBI) 

be 
b7C 

b2 
b7E 
b5 

Red Wolf, 

The status of the audit is to be reported to QIPR no later than September 15, 2006, which 

The specific parameters of the audit are still being developed (I'll keep you updated), but we would like to conduct a 
preliminary search of our databases-

- to obtain the following information: 

1 edWolf, 

b2 
b7E 
b5 

s ^ I T 



b2 
S E ^ E T G E 

Please provide results or status by July 5, 2006. Please also document your search methodology for the 
record, but you need not report the methodology at this time. 

Your assistance is appreciated! 
PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 

Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 

TET 
F a > L 
pager 

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL 

b2 
b o 
blC 
b 7 E 

—Original Message— 
From: 
Sent: 
To: 
Subject: FW: Current FISA Targets 

](OGC) (FBI) 
6 10:19 AM 

l(OGC) (FBI)! ~ 
\ Targets under Indictment 

Wednesday. June 21. 2006 10:19 AM 

S E N S I T I V I : P U T V R N M U R I N * 
N O N - R E C O R D 

JOGC) (FBI); 

b6 
b7C 

(OGC) (FBI) 

See below. b 2 
b6 
b7C 

—Original Message--
From: | 
Sent: 
To: 
Cc: 
Subject: 

]OGC) (FBI) 
Thursday, June 08. 2006 1:28 PM 

J OGC) (FBI)C 
OGC) (FBI) 

JOGC) (FBI) 

be 
b7C 

Current FISA Targets under Indictment 

S F N S I T I V F B U T U N H FLSSIFIED 
N O N - R E C O R D 

So here's what we have. 

< S) 
b l 

SÈFIFÌET 



S E ^ E T 

b l 

-SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCL D 

SENSITIVE BlFDUNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSITIVE BUT UNCLASSIF1 

^^ERlVECLEROM: G-3 FBI Classification Guide G-3. dated 1/97, Foreign Counterintelligence InvestictatioTTs^^ 
DECLASSIFlCTfflQN EXEMPTION 1 
SECRET//ORCON.NOT 

rForeiqn Counterintelligence Investigations DERIVED FROM: G-3 FBI Classification Guide G-3? 
DECLASSIFICATION EXEMPTION 1 
SECRET//ORCON.NOFORN 

DERIVED FROM:Jj-3TBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations^ 
DECLASSIFICATION EXEMPTION 1 
SE6RET//0RC0N.N0F0RN" 

sECpfcr s 



DECLASSIFIED BY UC60322LP/PLJ/CC 
ON 05-01-2009 

To: OTD, TICTU, A-UC 

From! 
Technical Operations Squad 

s s X l 

Date : 7/7/2006 

Subject: Response to request for information from 
A-UCl I via e-mail dated 6/30/2006. 

For each individual indicated: 

S E ^ E T 

b2 
b6 
b7C 
b7E 

b2 
b6 
b7C 

Please respond to the fol JrvM mipstions concerning 
RedWolf, each of the following systems: 

(please provide responses for eacTT 
b2 
b7E 
b5 

The following response is from Tech Ops Squad 
has administrative oversight of only the 

following systems (RedWolf, 1 

Declassis£y"<Öii: XI 
.̂i • Sceuet— 
Page 1 of 3 



b2 
be 
b7C 

RedW< RedW< 3lf : 

h 2 
b6 
b7C 

RedWolf: 

Page 2 of 3 



1 

Page 3 of 3 



S E Ç f c ^ T 

|(OGC) (FBI) 

DATE: 05-01-2009 
CLASSIFIED BY UC60322LP/PLJ/CC 
REASON: 1.4 (c) 
DECLASSIFY OK: 05-01-2034 

From: 
Sent: 
To: 
Cc: 
Subject: (S) 

(OGC) (FBI) 
I..K7T« ?NNK 12:24 P M 

Li 

b6 
b7C 

•ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

É&ET//ORCON.NOFORN 
ECORd I 

I ÎOGO fFBn 
JOGC) (FBI) 

FW: Current Targets under Indictment RE: bl 
b6 
b7C 

b7A 

I [data call with 
_exp!anation... 

h 2 
blE 

Here i esponse. 

L ] 
Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
FpHpral Rnrgan nf Im/PRtigatinn 
Ph 
Cel 
Ph 
Fax[ 

Secure) J 

h 2 
be 
b7C 

—Original Message— 
From: | 
Sent: 
To: 
Subject: ( S ) 

SE' ' 
REC 

Ti'pgflav lulv 1 

FW: Curreni 

mm. 

](OTD) (FBI) 
2006 10:14 AM 
¡C) (FBI) 
argets under Indictment RE: 

bl 
be 
b7c 

Èb^ET//ORCON.NOFORN 
ECÔF b7A 

SSA 
nata Intprr.pnr ipcnnoiogy Unit ISC 

—Original Message 
From: | 
Sent: 
To: 
Cc: 
Subject: 

3FBI) 

(S) 

,6 9:37 AM 
OTD) (FBI) 
1(FBI)I: 

FW: Current Targets under Indictment RE: I 
~TFBI);F JFBI) 

SE 
RI 

EO&T//ORCON.NOFORN 
BtORDl f b7A 

h 2 
h 6 
b7C 

b2 
b6 
b7C 
b7E 

bl 
b6 
b7C 

| Hello, This must have crossed paths, but our people responded on Friday. Please see attached 
to| |at 12:20 pm. I f there are any other issues, please let me know. Thanks.[ 

S E Q ^ r 

sent this 
be 
b7C 



ET 

A-SSA Technical Squad 
Division 

(Office) 
(Cell) 

h 2 
h 6 
blC 
b7E 

—Original Message 
From: I 
Sent: 
To: 
Ce: 

H(CON) 
Friday. July 14. 2006 12:20 PM 

m i D ) (FBI1 
J(FBI)^ 

TFBiy i — i 
( S ) Subject: RE: Curren« [Targets under Indictment RE 

SEÒ<CET//ORCON.NOFORN 
RÉCORDI I 

] ( F B I ) £ ](FBI);[ 

b 7 A 

The highlighted areas within the document contain the methods of search. 
Thanks! 

b l 

be 
b7C 

b 6 

b 7 C 

I Idata call with 
_explanation... 

b 2 

b7E 

Systems Administrator 
tLSUK I echh'ology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 

pesk) 
(Cell) 
(Home) 
(Fax) 

-Original Message-
From: I ^ " " l f f B I ) 
Sent: ,Thur?tfjflV. JulY Q6. ZOPp U:26 AM 
To: I _ ^ If CON 1 

( g ) Subject: FW: Current| |Targets under Indictment RE: 

SE&RET//Q RCON .NOFORN 
RECORD| 

b2 
b6 
b7C 
b7E 

b l 

h 2 
be 
b7C 
b7E 

Original Message 
From: L 
Sent: 
To: 

CON) 
Thursday, July 06, 200k 10:51 AM 

. . . I TfFBn 
Subject: FW: Current| jargets under Indictment RE: 

sftfcRET//ORCON.NOFORN 
RËCORDl I 

SECFCJET 
b7A 

bl 
b2 
b6 
b7C 
b7E 



« File 

To; 

—Original Message-
From: 
Sent: Wprinpsriay. lulv 05 2:13 PM 

I IŒBI11 

Cc: 
( S ) Subject: FW: Current Targets under Indictment RE: 

RECÒRD 

J(CON)L 

I F B I I 

"TFRTI 
(FBif 
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Please see the e-mails below. 
I believe that we need a collaborative effort to prepare 

and I have discussed and reviewed with A-UC 
] response. 

OTD, TICTU. I believe we have a course of action. 
But, c / A input is needed. I thinkl land I have a simplified way to prepare the| Response. 
Can we meet to discuss and explain Thurs 7/6 at 2:00 PM @ SAC's Conf Room? 
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SENSITIVI! DUT UMCLAOOiriCD 
NON-RECORD 

Gentlemen, 
As you will read,] 

pertains to Red Wol «SàVJlffiinisiiiis 
_ p n audit of certain FBI databases/collection systems (this request 
Oft; I b l 

b 2 
b 7 E 

"I Please answer the rour questions ana torwara tne answers to me wnen you can tnote: 
You may have to seek the case 

agent for assistance, hxpect more inquiries tram HU to follow. It a response has already been generated for RW 
and sent to another OTD unit, just advise me to avoid duplicating your effort. Contact me with any concerns. 
Thanks. 

Acting Unit Chief 
QTD/ESTS/TICTU 
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"1 (OTD) (FBI) 
MO 

—Original Message-— 
From: | . 
Sent: Thursday. June 22. 2006 2:52 PM 
T o : I 1(OTD) (FBlj 
Subject: FW: Current FISA Targets under Indictment 

CENClTIVi: PUT UUCLA&5iriCD 
NON-RECORD 

I f f T D ) (FBI) (OTD) (FBI) 
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/AII, 
Please review the tasking below and jet us discuss the strategy on how to respond. Please call me at your 
convenience yicate througtj | 

be 
b7C 



1 
Assistant Section Chief 
Electronic Surveillance Technology Section 
Operational Technology Division 
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Original Messane 
From: I ](OGC) (FBI) 
Sent: Thursday Ums 77.70pfi 7:45 PM 
To: 
Ce: 

m n > ) (FBI)[ 
_|(0GC) (FBÏ)J_ 

Subject: FW: Current FISA Targets under Indictment 

SbNSl I iVb BUI UNCLASSIFIED 
NON-RECORD 
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01 PR obligated the FBI to conduct an audit of the Red 

The status of the audit is to be reported to OIPR no later than September 15,2006, which 
b2 
b7E 

[ 
The specific parameters of the audit are still being developed (I'll keep vou updated), but we would like to conduct b5 
a preliminary search of our databases-^ 

to obtain the following information: 

RedWolf, 
b2 
b7E 
b5 

Please provide results or status by July 5, 2006. Please also document your search methodology 
for the record, but you need not report the methodology at this time. 
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Your assistance is appreciated! 
PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR 
OGC APPROVAL 

[ 
Assistant General Counsel 
Science & Technology Law Unit 
FnniriPPrinn Rgggarrh Farilih/ 

Tel: 
FaxL-
page 
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SCIENCE & TECHNOLOGY LAW UNIT OFFICE OF THE GENERAL COUNSEL 

—OrigipaLUessaoa 
From 
Sent: 
To: [ 

Origin, 

V L VK«UK!--I"l=WPHIlI . a , ¿uub XV. 
JOGC) (FBI)[ 

(FBI) 
AM 

Subject: FW: Current FISA Targets under Indictment 
JOGC) (FBI); rOGC) (FBI) 
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See below. 
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OriQinal Moccanp-
From: 
Sent: 
To: 
Cc: 

Innreriav. nine UK. Ml 
(OGC) (FBI) 
lfi_L28 PM 

(OGC) (FBI)f 
OGC) (FBI) 

Subject: Current FISA Targets under Indictment 

lOGC) (FBI) 
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o c w a m v c BU I UNCLASsiFtEtr 
NON-RECORD 

So here's what we have. 

b l 

:(SJ 

2 



( S i 

b l 

SENSITIVE BUT UNCLASSIFIED^ 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUtMNCLASSlFIED 

SENSITIVE BUT UNCLASSIFIED 

NSITIVE BUT UNCLASSIFIED 

'^-DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97. Foreign Counterintelligence Investigations"" 
¿¿CLASSIFICATION EXEMPTION 1 ~~~ 
SECRETftORCON.NOFORN" 

DERIVED FROM: G-3 FB! Classification Guide G-3, dated 1/97. Foreign Cetfnterlntelligence Investigations 
DECLASSIFICATION EXEMPTION 
SECRET//ORCON.NOFORN 

DERIVED FROM: G-3 FBI Classification Gtrifle G-3, dated l797^Fqreian Counterintelligence Investigations 
DECLASSIFICATION E X E M P T I O N S " 
SECRET//ORCON.NOFORN. 

ations DERIVED FRDMTG-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence I 
DECLASSIFICATION EXEMPTION 1 
SEeftET//ORCON.NOFORN~ 

ET 



J 
IjEftlVECLFROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations^ 
DECLASSIFICATION EXEMPTION 1 
SECRET//ORCON.NOFORN~ 

DERIVED FROM: G-3 FBI Classification GuideG=3^ated-4/977iForeign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET//ORCON.NOFORN 

DERIVED FROMrG^3 FBI Classification Guide G-3. dated 1/97, Foreign Counterlntelligenc6~fnvestigations 
DECLASSTFICATION EXEMPTION 1 

-SECRET//ORCON.NOFORN" 
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S E ( M T 
ALL INFORMATION CONTAINED 

DATE- 0 5 - 2 9 - 2 0 0 9 
HEREIH IS UNCLASSIFIED EXCEPT 

CLASSIFIED BY UC6Û322LP/PLJ/CC ^ OTHERWISE 
REASON: 1.4 (C) 

O G C ) (FBI ) DECLASSIFY ON: 05-29-2034 
b6 

From: I l(OGC) (FBI) h i c 
Sent: r/innHav .iniu nq 2006 9:39 AM 
To: I KOGC) (FBI) 
Subject: RE: Current FISA Targets under Indictment 

S 6 ^ R E 
RECO! 

IET 
RECORD FISA audit 

1 b6 
I b7E 

I read the draft EC as revised by| | Since you are named as the person to coordinate field responses, would you be 
willing to participate in the audit committee. They are planning to meet July 10 at 9:00 a.m. and then after that on Fridays 
at 9:00 a.m. I would really appreciate it if you would participate!! Thanksf | 

—Original Message— 
From: | ~tOGC) (FBI) 
Sent: Thursday. June 29 2006 5:00 PM b 6 
To: I [OGC) CFBI) b ? C 
Subject: RE: Current FISA Targets under Indictment 

SgE&ET 
RECORD FISA audit 

T h a n k s r | 

The version thaj just completed resolves some of your concerns. I've asked| "[about adding 
specific language re case agents I'll get a copy of the next version to you.... 

I „ I 
Assistant General Counsel b2 
Science and Technology Law Unit bo 
Office of the General Counsel b 7 c 

Federal Bureau of Investigation 
p M , — I . 
Ph (Secure) -I | 

I 

—Original Message— , , 
From: I lOGC) (FBI) 
Sent: Thursday. June 29. 2006 4:56 PM 
To: I If OGC) (FBI) 
Subject: RE: Current FISA Targets under Indictment 

SEÒ^ET 
RECORD FISA audit 

« File: system audit privilege Indictment 06282006 1650.wpd » 

The attached includes a few suggested edits (indicated by strikeout and double underlined). 

b2 
b6 
b7C 
b7E 

As to recipients, I think only those identified Field offices. There's no tasking to CID-thoua^ you could task them if 
you want. BUT it might need to go to jfor RedWoif-check with 

There was discussion of putting the responsibility on the Case agent to produce the report, but it's not written that 

x S E f ^ E T 



way-it merely mentions OTD facilitating. I'm not sure if it should be more specific in the lead as to how should be 
responsible for actually producing a report/documentation of the field's search results;?? 

Thanks for the opportunity to review. 

be 
Original Message 

From: I HOGC) (FBI) 
Sent Ihursday, June 29, 2006 3:55 PM 
To:| l(OGC) (FBI) 

Subject: FW: Current FISA Targets under Indictment 

SENSITIVE BUI UNLLAbSIHbU NON-RECORD b 2 be 
b7C 
b7E File] Isearch Indictment 06282006.wpd 

This is a bootleg copy of the draft EC. My instructions are to not release this until it is reviewed by DES 
management. Please cover me on this but I would like your comments. 

Thanks 

Assistant General Counsel 
Science and Technology Law Unit bz 
Office of the General Counsel b6 
FpHpral Rurpaii nf Investigation b7C 
Phi , L 
Ph (Secure) I 
Fax-I " I 

—Original Message— 
From: | |(OTD) (FBI) b e 
Sent -Thursday, June ¿9, ¿(106 2:05 PM b7c 
To j (OGC) (FBI) 
Subject: FW: Current FISA Targets under Indictment 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Let us include the other OTD Collection systems, which include Red Wolf. 

Assistant section Chief 
Electronic Surveillance Technology Section 
Operational Technology Division 
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—Original Message 
From: | |(OGC) (FBI) b e 
Sent Thi irsrlay, June 22, pnofi 7:45 PM ( b 7 c 
To: IrOTD) (FBHl toTDI (FBI) 
Cc: I tOGC) (FBI):I tOGC) (FBI) 
Subject: FW: Current FISA Targets under Indictment 

CFMCITIWC B U T UMCUASStf46B 
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SECRET 
NON-RECORD 
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loiPR obligated the FBI to conduct an audit of t h i Red 

The status of the audit is to be reported to OIPR no later than September 15, 2006, which 

The specific parameters of the audit are still being developed (I'll keen vou updated) hut we would like to bo 
conduct a preliminary search of our databases- b7E 

] - to obtain the following information: [ 
RedWolf.l 

b7E 

Please provide results or status by July 5, 2006. Please also document your search 
methodology for the record, but you need not report the methodology at this time. 

b 2 
b7E 
b 5 

Your assistance is appreciated! 
PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT 
PRIOR OGC APPROVAL 

Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 

Tel: 
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SCIENCE & TECHNOLOGY LAW UNIT 
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OFFICE OF THE GENERAL COUNSEL 

—Original Mp^np 
From: 
Seift 
To: T — 
SuBjectr 

(OGC) (FBI) 
Wwlnpsrtay. lupp 71. 7l)ofe 10:19 AM 

(OGC) (FBI); 
FW: Current FIS« idryeib unuei wuiujiieni 

]0GC) (FBI) JT jJOGC) (FBI) 

b e 
b7C 

SbNblllVh BUI UNCLASSIFIED 
NON-RECORD 

See below. 
b2 
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—Original Message— 
From: | 
Seijt 
To: 
Cc: 

l(OGC) (FBI) 
Thursday. J 

Subject: 

,jne 08, 7006 1:28 PM 
(OGC) (FBI ) f 
[OGC) (FBI) 

Current FISA Targets under Indictment 

SENSITIVE BUT UNCLACSfftfiP-
NON-RECORD 

OGC) (FBI) b e 
b7C 

So here's what we have. 
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-CSI 
hi 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUfrUNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSITIVE BUT UNCLASSIFII 

DERIVEB-EROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G^Tttetp^/grTForeign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3JBmassification Guide G-3. dated 1/97. Foreign CounterlntelligenceTftvestigations 
DECLASSIFICATION EXEMPTION 1 
SECRET " " 
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From: 
Sent: 
To: 
Subject: 

(OGC) (FBI) b6 
»b 7 C 

](OTD) (FBI) 
Thursday. June 29, 2006 5:30 PM 

I KOGC) (FBI) 
RE: Current FISA Targets under Indictment 

SECRET 
REfcO'RD FISA audit 

I incorporate^ |changes. Her statement about C/A's probably is a good idea. We are addressing the EC to the 
C/A's, so they will see it. 

• 

SSA 
Data ntercept Technology Unit 

b2 
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-Original Message-
From: [_ JOGC) (FBI) 

To: Ì (OTD) (FBI) 

bo 
b7C 

Subject: FW: Current FISA Targets under Indictment 

SECRET 
RECORD FISA audit 

Please considej Comments. What about her last comment? Should we include specific language to this effect 
- re case agents? 

' b2 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
FederaLBureaiLoLlnvestigation 
Ph-

b6 
b7C 

Ph (secure) -Ç 
Fax I I 

—Original Message— b g 
From: | |(OGC) (FBI) b 7 c 

Sent: Thursday. 3une 29. 2006 4:56 PM 
To: I KOGC) (FBI) 
Subject: RE: Current FISA Targets under Indictment 

s j & E T 
RECORD FISA audit 

« File: system audit privilege Indictment 06282006 1650.wpd » b 6 

I I 

The attached includes a few suggested edits (indicated by strikeout and double underlined). 

As to recipients, I think only those identified Field offices. There's no tasking to CID--though you could task them if you 

SEÇrép 



SECRET 
want. BUT it might need to go to|_ for Red Wolf-check with£ 

b 2 
b 6 
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There was discussion of putting the responsibility on the Case agent to produce the report, but it's not written that 
way-it merely mentions OTD facilitating. I'm not sure if it should be more specific in the lead as to how should be 
responsible for actually producing a report/documentation of the field's search results.?? 

Thanks for the opportunity to review. 

— ' b o 

—Original Message—- k 1 

From: | l o G C ) (FBI) 
Sent: Thursday, June 29. 2006 3:55 PM 
To: I IfOGC) (FBI) 
Subject: FW: Current FISA Targets under Indictment 

SENS! IIVE PUT UMCLAGStHEP 
NON-RECORD 

« File:! ISearch Indictment 06282006.wpd » 
Z U ~ 
This is a bootleg copy of the draft EC. My instructions are to not release this until it is reviewed by DES 
management. Please cover me on this but I would like your comments. 

Thanks b2 
. b 6 

i i ; b 7 c 

Assistant General Counsel b 7 E 

Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph-I I 
Ph (Secure) | 
Fax H | 

—Original Message— 
From: I l(OTD) (FBI) 
Sent: .Thursday, June.29,2006 2:05 PM 
To: I IfOGC) (FBI) 
Subject: FW: Current FISA Targets under Indictment 

SCNOITIVC BUT UNOLAOOiriCD 
NON-RECORD 

Let us include the other OTD Collection systems, which include Red Wolf, 

Assistant Section Chief 
Electronic Surveillance Technology Section 
Operational Technology Division 

b2 
b6 
b7C 
b7E 

Original Mpmnp 

Cc: 

(OGC) (FBI) 
m 2:45 PM 
L(OTD) (FBI)I t'OTD) (FBI) 

From: 
Sent: Thnraiav i<<np ?? ?npa 2:45 PM , 
To: . .. , , 

_JOGC) (FBI)^ [OGQ ( F B I ) 

S E - ^ E T 



Subject: FW: Current FISA Targets under Indictment 
b2 

¿ L N & I I I V L BUT U N C L A B S I F I F n b7E 
NON-RECORD b5 

lthe FBI to conduct an audit of thq_ 

The specific parameters of the audit are still being developed (I'll 
a preliminary search of our databases! 

to obtain the following information: 

keep vou updated), but we would like to conduct h? 
b7E 

RedWolfl 
b2 
b7E 
b 5 

Please provide results or status by July 5, 2006. Please also document your search methodology 
for the record, but you need not report the methodology at this time. b2 

b7E 

Your assistance is appreciated! 
PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR 
OGC APPROVAL 

Assistant General Counsel 
Science & Technology Law Unit 
Engineering Research Facility 
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SCIENCE & TECHNOLOGY LAW UNIT OFFICE OF THE GENERAL COUNSEL 

—Original Message— 
From: | KOGC) (FBI) 
Sent: W ')tm n j - ig AM 
To: 

le 21, 2006 10U 
J(OGC) ( F B I L 

Subject: FW: Current FISA Targets under Indictment 

SENSITIVE BUT UNCLAOOiriCD 
NON-RECORD 

](OGC) (FBI)C J)GC) (FBI) 

be 
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See below. 
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—Original Message-
From: (OGC) (FBI) 

I huràdSy, Junè Ut), 20b6 1:28 PM Sent: 
To: 
Cc: 
Subject: Current FISA Targets under Indictment 

(OGC) (FBI) 
(OGC) (FBI) 

loGC) (FBI) 
be 
b7C 

3CN3ITIVE BUT UNCLASSIFIED 
NON-RECORD 

So here's what we have. 
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SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNC ED 

SENSITIVE BUMJNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSITIVE BUT UNCLASSIFI 

DERIVED¡FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

. Foreign Counterintelligence Investigations 

DERIVED FROM^G'3'FBI Classification Guide G-3. dated 1/97. Foreign CounterlntelliqenceSnvestigations 
DECLASStfKTATION EXEMPTION 1 
SECRET 
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