U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535
September 9, 2010

MS MARCIA HOFMANN

ELECTRONIC FRONTIER FOUNDATION
454 SHOTWELL STREET

SAN FRANCISCO, CA 94110

Subject: REDWOLF TELECOMMUNICATIONS
SURVEILLANCE SYSTEM FROM 09/11/01 TO
PRESENT

FOIPA No. 1083023- 000

Dear Ms. Hofmann:

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from disclosure,
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked
below and explained on the enclosed Form OPCA-16a:
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5014 page(s) were reviewed and 522 page(s) are being released.

O Document(s) were located which originated with, or contained information concerning other
Government agency(ies) [OGA]. This information has been:

O referred to the OGA for review and direct response to you.

0 referred to the OGA for consultation. The FBI will correspond with you regarding this
information when the consultation is finished.

® You have the right to appeal any denials in this release. Appeals should be directed in writing to the
Director, Office of Information Policy, U.S. Department of Justice, 1425 New York Ave., NW,

Suite 11050, Washington, D.C. 20530-0001. Your appeal must be received by OIP wnthln sixty (60) days
from the date of this letter in order to be considered timely. The envelope and the letter should be ciearly
marked “Freedom of Information Appeal.” Please cite the FOIPA Number assigned to your

request so that it may be easily identified.

O The enclosed material is from the main investigative file(s) in which the subject(s) of your request was
the focus of the investigation. Our search located additional references, in files relating to other



individuals, or matters, which may or may not be about your subject(s). Our experience has shown,

when ident, references usually contain information similar to the information processed in the main file(s).
Because of our significant backlog, we have given priority to processing only the main investigative file(s).
If you want the references, you must submit a separate request for them in writing, and they will be
reviewed at a later date, as time and resources permit.

R See additional information which foliows.

Sincerely yours,

Dbl

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Records Management Division

Enclosure(s)

The enclosed documents comprise the second interim release of information responsive to your Freedom
of Information Act (FOIA) request.
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept sectet in the interest of national defense or foreign
policy and (B} are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for
withholding or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation
with the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement
records or information { A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person

of a right to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal
privacy, ( D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security
intelligence investigation, information furnished by a confidential source, ( E } would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or
physical safety of any individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE S, UNITED STATES CODE, SECTION §552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce
crime or apprehend criminals;

information which is currently and properiy classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilcge under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/heridentity
would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant
to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ
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ALL INFORMATION CONTATNED
HEREIN IS UNCLASSIFIED
DATE 01-26-2009 BY 60322 UC/LP/STER/ICF

TICTU i’ISCAL YEAR 2006 UNIT SPENDING
. . ELECTRONIC SURVEILLANCE PROGRAM

Misslon: Ensure the abilty of the FBI to collect evid and intell through the and suppont of communications
.
Soending : % 3 Bl
Code Descnptron of Spending Cods oTP Remainin, Spent _ Spent DTP
qum! Collection infrastructure (OCS-5000} R 16,303,804
and upgrade of the FBI's Foreign
!melllgenco Survelifance Act (FISA) Digital Collection
Systems.
Fiscal Year 2006 funding will be used to bang these systems inta
compliance with CALEA through the purchase and mstaflaton of P
CALEA liant Red Wotf “This Digrtat Coll ‘
Platform supports countenntelligence and internatonal terrensm
| I DCS:5000 Svsiems aesases | | |
.
S
rmmnmu‘ soooo0 |
rm_'wmm -
Professional 2 0
'
DCS3000 EQU,UM
DCS5000 Tralning 100,000 I l
FY 2004 Funds
Services  $668,000 i '
Equpment  $0 .
FY 2005 Funds ‘

Services  $410.000
Eaupment  $980.000
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ALL TNFORMATION CONTAINED
HEREIN I5 UNCLASSIFIED

DATE 01-26-2D09 BY 60322 UC/LP/3TF/JCF

TICTU FISCAL YEAR 2006 UNIT SPENDING

ELECTRONIC SURVEILLANCE PROGRAM

Mission: Ensure the ability of the FB! to collect evidence and inteltigence through the development, deployment, and support of

Spending %
Code Description of Spending Code DTP Remaining Spent
Digital Collection Infrastructure {DCS-5000) 16,303,804
Purchase, training, and upgrade of the FBI's Foreign
intelligence Surveillance Act (FISA} Digital Collection Systems.
DCS-5000 Systems 6,543,804
I Equipment Maintenance 600,000 I

]

Professional Services

2,360,000

1,500,000
DCS3000 600,000
DCS5000 Training 100,000

b2
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TICTU FISCAL YEAR 2006 UNIT SPENDING
ELECTRONIC SURVEILLANCE PROGRAM

Mission: Ensure the ability of the FBI to collect evidence and intelligence through the development, deployment, and support of

Spending - %
Code Description of Spending Code DTP Remaining Spent
E Digital Collection Infrastructure {DCS-5000) 16,303,804 E 3 E

Purchase, training, and upgrade of the FBI's Foreign

ntelligence Surveilfance Act (FISA) Digital Collection Systems. !
—DCS-5000 Systems : M '
! Equipment Maintenance ' 208,946 -
_Software Maintenancs 4
Professional Services 2,360,000

DCS3000 . , -

DCS5000 Training 100,000




4LL INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED :
DATE 12-30-2008 BY 80322 UC/LP/STR/JICF

Spending -
Code Description of Spending Code

Digital Collection Infrastructure (DCS-5000)
Purchase, training, and upgrade of the FBI's Foreign Inteigence Survei

DCS-5000 Systems

b2
b7E

] : Equipment Maintenance-

Software Maintenance

Professional Services

DCS5000 Acquisition & Planning




DCS53000

DCS5000 Training
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ALL INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED
DATE D1-26-2009 BY 60322 UC/LP/STP/JICE

%

DTP Remaining Spent
$ 16,497,622.00 | |
ilance Act (FISA)} Digital Collection Systems. b2
. : - b7E
$ 6,543,630.00 |

PO e Mmmmmmmmamm.eﬁmmmammmw'e

600,000.00 | )
$ 4,600,000.00
$
$
$
$
$ 2,360,000.00
$
$
3
$
$
$ 1,500,000.00
$
$




ICSS0C0 SYSTEMS
System Maintenance (Eq & Sves)

Enyineennyg Services
Software

Supphes

DCS5000 Acquisibon and Planning

DCS3000
DCSH0G0 Traming

$16.284,374

$11,719.919

UNIT COST EXTENCED COSTS

Mantenarce
Maintengnee
Sovnes
Serates
wlardware
Boftvare

$1.084 45!

$1440.000

$190.000

S0

$1,250 000

$600.000




1st Quarter

System/Equipment

$27,393 ) .
s,ao,ssol : . 12
$15,492} b7E
$54,330] ALL INFORMATION CONTAINED
: ’ HEREIN IS UNCLASSIFIED

5117.064} ' DATE 0l-26-2009 BY 60322 UC/LB/STP/ICF -

$1 08,24m
$50,500} : N
$2,800
$580,000 .
$37,620 .
$35,000 )

$390,000
5211,650
$228,000
$57,000

$0
50

30
$0
$0

$2,777,086

$5.902,149




TICTU FISCAL YEAR 2006 UNIT SPENDING

ELECTRONIC SURVEILLANCE PROGRAM

Mission: Ensure the ability of the FBI to collect evidence and intelligence through the development, deployment, and support of

Spending %
Code Description of Spending Code DTP Remaining  Spent
Digital Collection Infrastructure (DCS-5000) 16,303,804
DCS-5000 Systems 6,543,804
AY
Eauinment Maintenance 600000
Softwace Maintenaonce
2,360,000

DCS5000 Acquisition & Planning

DCS3000

DCS5000 Training

1,500,000

b2
b7E

600,000
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ALL TNFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 03-11-2009 BY 60322uclp/stpirds

Date [Date]

FYO07 Sensitivity Assessment Questionnaire
1. identify the “commonly used name" for this system: " Data Collection System S000§
2. Identify the "commonly used acronym" for this system: DCS 5000; Redwoﬁ%
3. identify system status: |Operation
4. Identify the primary owner of this system {Division, Section, Unit): OTD/TICTY
5. Identify system type:
Description of Other:
B. Indicate the security classification:
7. |dentify the Network Domain: b2
-~ .
Description of Other: b7E
. |8. Does this system support the mission of the FBI?
9. Is this systerm considered a National Critical Asset?
10. s this system cansidered a FBI Mission Critical Asset?
If yes, please provide the criticality level:
11. Is this system considered a FBI Business Crilical Asset?
12. Does this system support an administrative, logistical or other business functionality?
13. Is this a FISMA reportable system?
14. Does this system support:
a. Law Enforcement Db. National Security e, Intelligence Community
15. Does the function, operation, or passible use of this system involve intelligence activilies or data?
16. Does the function, operation, or use of this system invalve cryptologic activities related to national
security?
b2
17. Does the function, operation, or use of this system involve command and control of military forces? b7E
18. Does the function, operation, or use of this system involve egquipment that is an integral part of a
weapan or Mmass weapons system?
18. Is this system critical to the direct fulfiliment of military or intelligence missions?
20. Does this system store, process, or communicate classified information?
21. boes this system process, store, or transmit military plans?
22. Does this system process, store, or fransmit information on weapo.n systems?
23. Does this system process, store, or transmit information regarding military operations?
24. Does this system process, store, or transmit information on intelligence activities, sources or
methods?
Page 1 of 2




25. Does this system involve cryptologic activities related to national security?

26. Does this system process, store, or transmit information regarding foreign relations or foreign
activities?

27. Does this system process, store, or transmit information regarding scientific, technological, or
economic matters relating to national security, including defense against transnational terrorism?

28. Does this system involve programs for safeguarding nuclear materials or facilities?

29. Does this system process, store, or transmit information on weapons of mass destruction?
: b2
30. Does this system process, store, or transmit information on vulnerabilities or capabilities of systems, . BIE
instaliations, infrastructures, projects, plans, or protection services relating to national security, including '
defense against transnational terrorism?

31. Does this system process FISA information?

32. Does this system contain Pii?

a. If yes, has a PIA been completed for this system?

{b. Piease provide PiA date:

33. Has this system been CA'd?

If yes, please provide the Accreditation Date:

34. Identify the location of the primary server:

b2
35. Identify the location of connections, workstations, or facilities accessing this system: b7E

36. Contact Information of person completing form:

a. Name: I

| S | .
b. Division/Section/Unit OTD/TICTUY, b2
beé
b7cC

c. Phone Number:

d. Email:

Additiona! Comments:

Date [Date]} . Page 2 of 2



ALL INFORMATION CONTAINED
HEREIN I5 UNCLASSIFIED
DATE 04-21-2008 BY 60322uclp/stp/rds

~ Privileged User Verification

Identify System Name:

ldentify System Acronym:

{dentify contact information:

Name:

Phone Number:

Email:

Identify position:
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DATE: 04-30-2009
CLASSIFIED BY UC60322LP/PLJ/CC
REASON: 1.4 (c)

DECLASSIFY ON: 04-30-2034

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

_ |(FB1) b2,
Fro | FBI) bs
m: b7C
Sent: 006 522 A Py
To: OGC) (OGA JcTD) (FBY);
(FBD
ce: ) l(occyEsnd I_]
[OGC) (FBN GED) — [Fend
[FED

Subject:

' SERXRET -
BECO d I h7A
All, o1

is preferred. Nole that the access [0 these calls/Sessions in Redwoff will be restricted as

1

DERIVED FROM: i i

DECLASSIFICATION EXEMPTIO

SECR

S@KL

they have always been in this case. Any help in this regard would be appreciated.

Guide G-3, dated 1/97, F

b2 bé
b7E bhic

elligence Investigations




e

— |(FBH)

g -
I (FBI) b5
_Juesday, September 12, 2006 1:33 PM N
10: ‘ FBi);| [(OGC) (OGA); 2
CTD) (FBH)
Ce: [TOGC] (FBI liogeyrEs |
IOGC) (FBIV] | GEDY GEDE
‘ a3z
Subject: RE:}
SEQRET : .
RECORQ | N
i bl
{(5)
----- Original M [
From: (FBI) .
Sent: . 2006 B:22 b2
To: 0GC) (OGA) kcro) (kD] (2:30 b6
cc: I{OG_CMLF—I coTeraliaoo) | CSSIGY lonc
G FED); |(FBIy b7E
Subject: . | N
%—S ET - | | b7A
RECORD] | '
Al bl
(5).
|is preferred. Note that the access to these calls/sessions in Redwolf will be
Testicied as they nave always peen in this case. Any help in this regard would be appreciated.
‘ b2 b

DERIVED FROM: ificati

DE
SECRET




R SE?@T

DERIVED FROM: G s : eation ide G-3, dated 1/97. Forsign-Ceunterintélligence Investigations
DECLASSIFICATION EXEMPTIOA




(81f

D2 .
From: i _|(FBI) b7C
Sent: Tuesday, September 12,2006 4:33 PM : bIE
To: l [FB) _locce) oAy,
[ TD) (EBD
Cc: ]_!_l____fb_em_(_ganl ko :
OGC) (FB) [FBI)| (FBT)
| {a=10]
Subject: RE}
SESRET )
ECORO ] s
1
-----Original Message-—---
From: | !FBI) b2
Sent: uesday, September 12, 2006 1:33 PM b6
To: Fep) (0GC) (Qeal] {CTD) (FBD) bic
Cc: foGE (OGC)(FBN);| foGC) (Fen] ] bE
(FBLY] | [(::39R| FBT) ‘
Subject:  RE
SEGQRET :
RECORDO ! ZA
(51
-----Original e B2
From: \ G e
Sent: Tuesday, September 12, 2006 8:22 AM B7C
To: (0GC) (0GA] lctp) (FBD] | £353)) bTE
Cc: 0GC) (FBN] 0G OGC) (FEn)| 1
(FBI) [FaDy; (FBI)
Subjecty
ET b7A
RECORD( ] i
All, b1
(5}

ET



{8} -
[SPTETEITEq. WOt hat e access 0 NESe Calls/5essions M Redwolr
will be restricted as they have always been in this case. Any help in this regard would be appreciated. b2
bé
] b7C
b7E
DER D FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1
SECRET
DERIVED FROM: G-3 FBI Classification Guide G-3 dated1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1 -
SECRET
DERIVED FROM:- i i i igence Investiyations
DECL, ICATION EXEMPTION 1
SECRET

SPERET



DATE: 04-30-2009 ALL INFORMATION CONTAINED
SBARET CLASSIFIED BY UC60322LP/PLJ/CC  HEREIN I3 UNCLASSIFIED EXCEPT

REASON: 1.4 (c) WEERE SHOWN OTHERWISE
DECLASSIFY ON: 04-30-2034
L (FBY)
From: B loGe) (FB) b2
Sent: i . PM . b
To: OGC) b7C
Cc: ___l_kmmam 0GC) (FBI);L b7E
(OGC) (FBI)
Subject: RE: New order from court re supplemental declaration '
SﬁET
RECORD 319xx
bé
b7C
bl
The assigned OIPR attorney i |and the subject belongsto b2
b6
b7C
bIE
: . . . . . . b2
1‘289“?::%& ;nv:ssage summarize§ _____ handling of this package. OIPR will draft a notice to the FISC summarizingthe P2
(G} -Thefollowing are the steps taken b [ - |to ensure that-th} Sy
restricted to authorized personnel only. . B
~ bTE
(S)- -"‘The--Databases-used»-»in--th% Iare:and REDWOLF /

Warac ationl
fro administrators that access 1o this case has been restricied 10 personnel-working on-the- (o} ?3
include case agents and linguists. b7E

REDWOLF system is the repository for the telephonic intercepts. Redwolf administrators have confirmed that access to
this system has been restricted to case agents and linguists currently assigned to this investigation only.

: bl
(8) ~-~T~hqr _inas not been entered into the]___Hatabase. b2
L7E
The |systems is not utilized in this investigation.
This investigation has been restricted in ACS to authorized per ifi i b2
codeword title and authorized that documents be serialized and v BIE
| | '

Please let me know if you need additional information. Thanks.

I:__| b7C

-----Original Message-----

From: L {OGC) (FBI) ) o
Sent: Friday, July 14, 2006 11:14 AM _ . hé
To: (OGC) {FBI) bh7C

Ce: (0GC) (FBI)‘___EI_?;(OGC) (FBI)
Subject: New order from court re supplemental declaragon
bé

ss%er '
RECORD 319xx
b7C

;n a meeting with OIPR| }nentioned that the FISC recently order in one of your cases that the FBI

file a supplemental declaration regarding where certain FISA take was being placed, i.e. specificaily which databases.

SE?EET




o SESRET

Could you provide me with that order or at least give me some additional background.
Thanks. ‘

DECLASSI ICAT!N EXEMPTION 1
SECRET




ALL INFORHMATION CONTAIMED

R P . S ET DATE: 04-30-2009
' CLASSIFIED BY UCS0322LP/PLIsCC  HEREIN IS UNCLASSIFIED EXCERT
REASON: 1.4 (c) VHERE SHOWN OTHERWISE

DECLASSIFY ON: 04-30-2034

[ | (FBI)
b2

From: ' ] (OGC) (OGA) be
Sent: IEndu_.l.l.uuA_ZmE 3:18 PM b7C
To: (OGC) (FBI) {OGC)(FBI) 7B
Subject: FW: case access restrictions :
SE%ET b7A
RECORD i ’

18 vl b1
----- Original Message---— ‘ ’ .
From: (FBI) : b2
Sent: _Frday, Ju T ) bd
To: 0GC) (OGA); | (FBD)i| |¢FBD) b7¢
Ce: _Jicro) (FED b7E
Subject: RE: case access restrictions -
SECRET
&ECOEDI | ‘ b7A
Yes, with the following exceptions: : bl

(g) - }vas initia)ly entered intd t one time, but has been removed. It was also inadvertently g%E
; e been keeping tabs or] to ensure it doesn't get back into the system. ‘

The[_ Jisreviewed using_______] Itis not available to anyone besides technicians who work to get the data to us. 313313

The rest is the same.

----- QOriginal Messa

From: | (0GC) (0GAY ‘ b2
Sent ; bhe
To:. FBI);| | GV} J¢rBY) b7C
Ce: (CT0) (FBI) ' BIE
Subject:  Case access restrictions

SECRET .
RECORD | b

bl

. . T in. b6
(8} ,.P.lease..seummary..belowﬂregrr@m.mgﬂcf_igii’ the takein ﬂ’*% I'suspect, but want,”>

to confirm, that these is the same procedure used i Thanks,

-—--0riginal Message----

From: KFBI) . b2

Sent: 140 PM ; bL7E

To: 0GC) (0GA) Jccto) (FBL)

Subject: 1 case access restrictions )

SEQBET

RECOR | b7A

SEQRET




SECKET .

----- Original Message----- : ’ b6
From: | I(FBI) ‘b _,7 c

Sent: Friday, July 07, 2006 12:17 PM bt
To: |;: : kraD) LIE
Subject: ~ Info for the cou

SE%ET

RECOR] ] bA
(8 ___The following.are the.steps taken-byf -—-}o-ensure that t§ -
is restricted to authorized personnel only. )
I s | b2
(5] The Databases used inth b Jand REDWOLF n2_

E;]system i e received
(84 confirmation fro ministrafors that access 1o this case has been restricted to personnel working on th

SECRET

b include case agents and linguists.

REDWOLF system is the repository for the telephonic intercepts. Redwolf administrators have confirmed that access
to this system has been restricted to case agents and linguists currently assigned to this investigation only. b

has not been entered into theDdatabase. : : 533

Thel [systems is not utilized in this investigation.

This investigation has been restricted in ACS to autharized personnel only. Additional, AD Hulon has authorized the
codeword title and authorized that documents be serialized and I

b2
b7E

DERNED FRCM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investiqations -
DECLA!
 SECRET

DERIVED FROM: G-3 FBI Glz érintelligence Investigations
DECLASSIFICATION EXEMPTION 1 -

SECRET

DERIVED FROM: G-3 FBI Classification Guide 5-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1 >
SECRET

ounterintelligence Investigations

DERIVED FROM: G-3 FBI Classificatigc
DECLASSIFICATION EXEMPTIOP

Guide G-3, dated 1/97, Foreian

DERIVED FROM: i vestigations
DECLASSIEICATION EXEMPTION 1

SECR

—_—

SECRET



DECLASSIFIED BY UC60322LP/PLJI/CC
* ! 0N 04-30-2009

{Rev. 01-31-2003)
SECKET /NOFORN
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 07/11/2006
To: Counterterrorism Attn: MLDU:
ucC |
- | b
Investigative Technology Attn: TR?; | bic
ac

From: General Counsel

National Securj W NSLR - -
Contact: AGC , ﬁé

Approved By: a
bé
BC
Drafted By: jpd
ofedd
ba
(UT“MCase“IDN#r:IS{: (Pending)
(0) (Pending)

(Tl - ntle>< UPDATE TO LEGAL OPINION REGARDING
b2
| l b7E
Synopsis: (U) This EC updates the response to an ITD/TPS/TRU request
for a legal opinion regarding the installation and update of the ELSUR
collection system at]| . |and the

establishment of | |
' ) g:zz:§§1§y %;;::gz

Details:
b2
(U) PFactual Background 1H7E
(U) ..... >§/NF) On March 15’ 2004, members of the fe T m and
ITD Technical Response Unit (TRU) were dispatched to
o address technical and evidentiary issues with the €lectronic

surveillance (ELSUR) system |
| |

sr}ér/nor«'om




(U)o

S%?Ké%/NOFORN

To: ounterterrorism From:
Ré: - (K)

LEAD(s) 3
Set Lead 1: {Info)
COUNTERTERRORISM

AT FA-RDTUO

{U) Read and clear.

Set Lead 2: (Info)

COUNTERTERRORISM

AT

(U) Read and clear.

Set Lead 3: (Info)
INVESTIGATIVE TECHNOLOGY

AT TRU

{(U) Read and clear.

*

SEC

General Counsel
07/11/2006

T /NOFORN

12



DATE: 04-30-2009 ALL INFORMATION CONTAINED

- SEDRET CLASSIFIED EY UC60322LP/PLJ/CC HEREIN IS UNCLASSIFIED EXCEDT
RELSON: 1.4 (c) VWHERE SHOWN OTHERWISE
DECLASSTFY ON: 04-30-2034
L AFBY)
b2
From: L lOGC) (FBH b6

Sent: 2006 12 49 b7C
To: , OGC) (FBI) {OGC) (FBI) bPIE
Subject: FW: Subject for our 3 PM secure conf cait wi oday

SEéET

RECORD 99999-555

FYI
We will have a secure call witi at 3 today. ke
] Y Bs
~~~~~ Original Message—--- b2
From: | J(0GC) (0GA) e
Sent: Tuesday, AUQUSE 29, 2006 12:11 PM be
To: — Y Jo6c) (06| Jocc) ocA 57
coi — T — ) E— Y |
(OGC) (FBI) -
Subject: Subject for our 3 PM secure conf call witf___ Joday
SE%éET .
RECORD| bhé
b7C
L. . . bl
[ | This is what | was trying to explain . . .
i
b2
b7E
b5




DATE; 04-30-2008 ALL INFORMATION CONTAINED

SE()QET CLASSIFIED BY UCG0322LP/FLI/CC HEREIN IS UNCLASSIFIED EXCEPT
. REASON: 1.4 (c) WHERE SHOWN OTHERVISE
- C FY QN: 04-30-2034
| FBI) DECLASSIFY ON: 04-30 .
b6
From: | J(OGC) (FBI) IC
Sent: j 5 1:53 PM b7E
To: 0GC) (FB)] koae)rey
SgéRET
ECORD 315
b2
bé

----- Original Message----- b

From: | [OGC) (FBI) o
Sent: ‘ 06 1:53 PM . b7E
To: I OGC) (FBI)
co: (cTo) (FaI) losoy sy Joeo el koeoy
(FRLL 3:19) .
[8) -subjects - Rb—’ b1

SE%ET o1

RECORD 315 : bIC
bS
pik
b2
----- Qriginal Message----- bé
From: |_9__|(OGC) (OGA) b7C
Sent r&nmmz_zm_usl PM b7E
To: (OGC) (FBI)
Ce: I rr—— T0) (P r —1(06C) (FBI —tos0 es1); - 06C)
S { JOGC) (FBI) (OGC) (OGA); (F8I
(5) Subject:  R{ [ bl
s ET .
RECORD 315 b
b7C

- E:l ‘ ‘ bl

(51

1 b2

SERRET o



SPRRET

b5

As always, | am happy to sit down and discuss this matter, but it must be done soon. | have also broadened the
distribution list since | feel others need to be brought up fo speed on this matter.

‘ hé
Thanks.:l e

From: | JOGC) (FBI) ‘ b6
Sent: Tida , 2006 10:30 AM bh7C
To: (OGA) :

(D) (Fa)| TJosc) (FBI)|:OGC) e Jos)

Cc: |

() s,,b,d ) | bl

SECKET

RECORD 315 | -
' | . 16
(&) | Jive been told that you've asked SSA[__ o sign off on th{ Iapplication by noon today. However, b5
T i

she cannot do so because she cannot swear to the facts that yoU hiave mserted]
As | understand it from talking td Jyou all had agreed td

will get in touch with you early next week.

Thanks[ |

D FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligencedrivestiqations

ﬁis FISA doesn't go down until June 22, | don't see any urgency with réspect to this filing. So expect that

DECLASSIFICATION EXEMPTION 1
SECRET )

DERIVED FROM: G-3 FBI Classification Guide G-I-ddted 1/97. Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1
SECRET

DECLASSIFICATION EXEMPTION 1

SECRET
SECRET




Wigﬁ
DERIVED? G:

SECRET




DECLASSTIFIED BY UCE0322LP/PLJSCC

' ON 05-01-2003 P2
l b6
FEI) : b7C
: (FBI) »7E
Tuesday, March 14, 2000 6:53 AM
.- KOGC) (FBY)J_ li{e ;
OGC) (FBI)] | (OGC) (FBI)]
| [IOGCY(FR) :
Ce: 0GC) (FBI)| koae) eiy] |
{OGC) (FBI) {FBI)
Subject: RE: TECH CUTS
—SEERET— -
RECORD 105A . ‘ ) LTE
b5
E:- You cor ummarized ho i i ic filing --
one exception.
b2
b7E
b5
" P.S. I'veincluded _ Jon this e-mail tg give them a head's up on:'\ew paperless approach. |
intended to write a formal EC outlining it, but sinc basically did it for me in his e-mail, 1 thought I'd save time and
paper by including them in this chain. b2
: bé
Does anyone have any thoughts/comments on the new approach of: (1)] [2) e
pnd (3)] | S
| 5
-----0riginal Message-----
From: | ___|(OGC) (FBI) h2
Sent: .MO_WUML_W oM b6
To: OGC) (FBI) 3 _‘b7c
cc: Yocce) (ke[ koee) (Fen koGe) (FBD)] | oop
(FeD] JcFaD) '
Subject: FW: TECH CUTS
T SECREF—
RECORD 105A
b2

bé
;;i..gelow is some fOiEOVEMﬁQl&TH to my recent minimization training in[___| My comments reflect the ©7<
Janq |

suggested view of ADCs n as | understand them. I'm interested in other views, qu




‘understandings within FBI circles. It would be nice if NSLB could reach a common understanding of how the rules will
be applied in an increasingly paperless elsur system before we do the upcoming reviews. .

| | Let me know if I'm off on any of this. ~
E}_;f . : b2
bé

k7C
l |

Counterterrorism Law Unit I
0GC, National Security Law Branch

l |

-----Original Message-----

from: [(OGC) (FB1)
Sent: 14 PM
To: FBI)
Subject: RE: TECH CUTS

—SEGRET____

RECORD 105A b2
b6
b7C
b7E -

Twas on travel on Friday so | apologise for the delay. We've been discussing these issuesrecentlyif | b5
[ have suggested a way to apply the mipimization rules to d_—LEﬁm_m_ﬂ_l

seems to make the most sense to me. In the paperless world

These is my understanding informed by the insights of______[who know this stuff far better than I. 'd very Efc

much fike to have the benefit of your thoughts too and will look for a good afternoon to visit again.



N | | o
ke
Counterterrorism Law Unit T L7C

OGC, National Security Law Branch

From: FB8I) :b "?-
Sent: Eix__mmmmnil bé
To: 0GC) (FBI) bic
Subject: TW: TECH CUTS h7E
b5
SR GRET—
RECORD 105A

I've forwarded an email stream concerning tech cuts. I'm interested in any comments you might have,
particularly in regard to SSﬁl comments below. Also, as we discussed, can you visi iane
afternoon so we can meet with Efsur to further discuss their procedures regarding FISA material. Thanks.

————— Original Message-----

From: ] |(FBI)

Sent:  Friday, March 1 12:21 PM

To: |_¥‘_"‘—I(Fam J¢re);] 1G:)9) 1(FBD);
JFED)]

J(FBI);} H(GDIN
| (FBI)
Ce: KFBD); | {(FBI) -
Subject: RE: TECH CUTS
SECRET
RECORD 105A

} am not sure | follow what the C! folks are trying to do. In addition
CT-1 just went through additional minimization training witl

Our understanding i

DT ustcontuse everyone?

SSA [ |
FBY} |
Desk:
Mobite:
----- Original Message-----
From: FBI)
Sent: lr'a'n a3y, March 10, 2006 8:25 AM
Tol_ 1eBn:[ l(FeD)] l(FBI); | lerBIY;
{ FED); I [G2 JFeng ]
)
Subject: MUTS
—SECREF-——
RECORD 105A



This will help you in reviewing your fisa's[__ please coordinate with FIG on getting what we need to do this.

Thanks.
-----Original Message---—-
From: (FBI)
Sent: ednesday, Mari H
Toi {FBI}] . FBI)
Ce: J(FBD) FBI); (FBI)
Subject: Fw: TECH CUTS , b2
. bé
——SEGREF— ‘ b7C
RECORD 105A b7E
Hello Geptlemen, pls, see emails below on the research | had SA[:do on access to Tech Cuts. Looks
possibte! |
----- Oriﬁinal Message-—---
From: l [FBD)
Sent: j , 2006 4:27 PM
To (FBI)
Subject: FW: TECH CUT.
———SECRET—
RECORD 105A

bé
it would be extremely valuable for every agent on the squad to get access to this program, and to have a p7¢
common use computer here in the squad area dedicated to it.

From: | J(FBD)
Sent: Frigay, March 03, 2 4:20 PM

To:| XrBID) b2
Subject: RE- TECH CUTS b6
B7C
——SECREF—— b7E
RECORD 105A
That's correct. All you need is a Koftware and I:lenabled on your Trilogy computer and

a password with access to what you need.

rogram Mmanager

DI/LSS/OMU

new:;

I celll ! |

Please contact PC | forany]  |marters

From: | !FBI)

Sent: riday, Mar ) 118 PM

To: { |(FBI})
. 4




Subject: RE: TECH CUTS

TTSEeRET-
RECORD 105A

[ 1]

Thanks for your response. If | am understanding this correctiy]

b2
b6
b7C
bL7E

ﬁs,

----- Original Messagg«--~
From: I,Q_

| (rBI)

Sent: Friday, March 03, 2006 2:
To: | t
Subject:

Importance: Hidh

—SESRET
RECORD 105A

Hell |

0PM
FBI)

[new system, called RedWolf. However,

|
RedWolf 1s only a digital monitoring svstem|

Hopefully, it answers your question. If you still have further questions, please do not

hesitate to contact me or SFLPCIjIw

took another job in the program.
Best regards

Regional Program Manager

MU/FBIHQ
new:

Please C cting Squad Supervisor, for an

lam no| upervisor since 01/22/06.

From: |

{FBI)

Sent: Friday, March 03, 2006 12:08 PM

5

ho is Acting Squad supervisor here after [



b2
bé
To: 1 |¢ran) b7C
Subject: TECH CUTS BTE

RECORD 105A

HL1]

Greetings from my new home inEZI

Back in 1fsem.|.ummd_—|nﬂ Bau
terminals

]
A couple of years after that, the system changed somewhat, and | think it was cal!e4:|

ME ?uéstion: Is there a system there now where 4 |

Re?ardsf

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligeng
Inyestigations

DEGLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROMN\G-3 FBI Classification Guide G-3, dated 1/97, Foreign Coynterintelligence
Investigations

DECLASSIFICATION\EXEMPTION 1

SECRET

DERIVED FROM: G-3 FBI Classiftyation Guide G-3, dated 1/97 A oreian Counterintelligence

Investigations
DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM: G-3 FBI Classification Guide G8 dated 1/97, Foreign Counterintelligence

Investigations
DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM: G-3 FBI Class#ication Guide G-3, dated 1/97 reign Counterintelligence

Investigations
DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FRQM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterinteiligence

Investiggatiﬁs
DECLASSBIFICATION EXEMPTION 1

SEC

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligenc




Investigations
T DECLASSIMCATION-EXEMPFION-1—

SECRET

DERIWVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigatiops
DECLASSIFICATION EXEMPTION 1 :
SECRET :

DERIVED FROM: G-3 FBI'Slassification Guide G-3, dated 1/97, Foreign Counteghifelligence Investigations
DECLASSIFICATION EXEMP
SECRET

DERIVED FROM: G-3 FBI Classification Guide G-3, date Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM: G-3 FBI Classifiedti grintelligence Investigations
DECLASSIFICATION EXEMEFION 1

SECRET

DERIVED FReWM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigatids
DECLASSIFICATION EXEMPTION 1
S ET




DATE: 05-01-200%9 ALL INFORMATION CONTAINED

. REASON: 1.4 (c) WHERE SHOWN OTHERWISE
| kOGC) (FBI)

DECLASSIFY ON: 05-01-2034

From: | |(FBI) b2

Sent; Wednesday, July 19, 2006 3:56 PM bé

To: QGC) (FBI) OGC) (FBI) b7C

Ce: . (FBI) ‘ | (Z:=D)| |b7E
"FW'gBl, | B

Subject: TCurrent FISA Targets under Indictment ESPONSE

Importance: High

RET/ ] .
RECORD b7A

|
Being forw i mail from our Tech SSA f TD in response to the f instructions
provided after th TD ec ve also attached below the%’esponse ec
dated 7/10/2006 which T forwarded to OGC by emanon 7/11/2006) (see b2
319X-HQ-A1487720-OGC serial 235) purstant to nvas ec referenced in the 7/10/2006 ec (see serial 233 for b6

that ec). Please advise if has provided all information which OGC needs to respond. If a separate ec must also be b7C
provided to th ¢ let me know. - L7E

Per our telcal, we received multiple requests for this information from different OGC units and we are just attempting
to avoid inconsistent/erraneous responses as this information will be going to OIPR and the FISA Court. Thanks for your
assistance in this matter.

e
I

AN

FISAdeadline.wpd
{22 KB}

From: FBI)
Sent: uesday, Jul 43 AM .
To: J(FBY) b2
Subject: T curren argets under Indictment DESPONSE : b6
Importance: High p7C
B7E
S%RETHORCON,NOFORN
ECOR!
ADC] |
b2
bé
_ b7C
----- Original Message----- bTE
From; {(FBD)

Sent: _Friday,_July 07, 2006 7:20 AM
To: {OTD} {Fﬁ[)
e G (ren); | | ran] keen
Subject: RE: Current FISA Targets under Indictmen NSE

Importance: High
1 SECRET




' 8;6/35
T SECRET#ORCON.NOFORN

RECORD)] | ' : b2

Attached i esponse. -
Please notl_—__ée A meeting with C/A jand C/4 |& ADC] |
on 7/6/2006 your e-mail was reviewed and discissed. bz
noted that no Privileged communications were collected on his case on t in question. , bf
CIA me Privileged communications were collected on his case on theiﬁfm_m;f k7C
(1t is noted thaﬁj/is not the system administrator on this system.) b7E

Attached below is a Word document in responge to the cases in guestion and in regard to the[lsystems for whichI:]

is system administrator; RedWol

TargetsUnderIndAict
ment.doc (41...
b2
echnical Operations Squad ;E‘;P
() b7E
(OTD) (FBI)
134 PM
: (FBD] — (@193 yrsl| T ]
: | TFBIY (EBDI | [GEA | FBI
Cc: | J(con) [TCONY [FED) .
Subject: » Current argets under Indictment ) Ei
—SENSITI StFEB— B b7C
NON-RECORD biE
Gentlemen, :
As you will read lan audit of certain FBI databases/collection systems (this request pertains to
I_Bgd Wolf (RW) onlyi i Tind ouf ai |
|Ptease

answer the four questions and forward the answers o me when you can (note] |
l ] You may have to seek the case ageft Tor assistance. EXpect more

inquiries from HQ to follow. It a response has already been generated for RW and sent to another OTD unit, just
advise me to avoid duplicating your effort. Contact me with any concerns. Thanks.,

ctng Unit Chie b2
OTD/ESTSTICTU - be
W) b7C
)
----- Original Fﬁsm;__—--- . '
From: (OTD) (FBI) b6
Sent: 2006 2:52 PM o0
To: oTD) (Fet] o) (Feny] Joto) (FBD) b1C
Subject: T curren Targets under Indictment

SENSmE BUTUNCtASSIFED S%T
NON-RECORD -
2



| S%T

All,

Please review the tasking below andhlfi&_il%ﬁs the strategy on how to respond.
convenience or communicate throug :

;&stam ;ectlon Lhief

&!ectropic Surveillance Technology Section

logy Division

----- Originat
e — T
Sent: I.'Ehu:sda&.luuﬂllﬂi% 2:45 PM
To: {OTD) (FBI) OTD} (FBI)

Cc: |

Jose) (78 |©©GC) (FB1)

Subject: FW: Current FISA Targets under Indictment
—SENSHIVE-BUT UNCLASSIEIED

NON-RECORD

Please call me at your

OIPR obligated the FBI to conduct an audit of

b2
b6
B7C
bTE
bé
b7C
b2
B7E
b5
Red Wolf,

databases to confirm:

The status of the audit is to be reported to OIPR no later than September 15, 2006, which

The specific parameters of the audit are still being developed ({'ll keep you updated), but we would like to conduct a

preliminary search of our databases-|
- to obtain the foilowing mtormation:

b2

b7E

kedWolf,| | »S

SERRET




b2

bh7E
SE%EIT b7
Please provide results or status by July 5, 2006. Ptease also document your search methadology for the
record, but you need not report the methodology at this time.

Your assistance is appreciated!
PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR D!SCLOSURE OUTSIDE THE £BI WITHOUT PRIOR OGC
APPRCOVAL

Assistant General Counsel

Science & Technology Law Unit b2

Engineering Research Facili 112_6, c
b7E

Tel
Fax

page
SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL.

----- Original Message-----

From: |(OGC) (FBI) b6
Sent: Wednesday, June 21, 2006 10:19 AM b7¢
To: I:;Q(%C) (FBI) kose) (Fanyj foso) (re)

Subject: . FW: Current FISA Targets under Indictment :

NON-RECORD

See below. b2

From: | |0GC) (FBI) : b6
Sent: Thursday, June 08, 2006 1:28 PM brC
Tor ocoyen] oco) (ren

Cc: 0GC) (FBI)

Subject: Current FISA Targets under Indictment

— SENSITIVE BUT UNCLASSIEIED
NON-RECORD

So here's what we have.

{8) - Bl




giSJ

bl

ENSITIVE BUT UNCLASSIFIED

SENSITIVE B

NSITIVE BUT UNCLASSIFIED

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigatiens
DECLASSIFICAHON EXEMPTION 1
SECRET//ORCON.NOFUR

NCLASSIFIED

DERIVED FROM: G-3 FBI Classification Guide G-3, tated 18 oreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1
SECRET//ORCON.NOFORN

DERIVED FROM; Bl Classification Guide G-3, dated 1/97, Foreign
DECLAS ATION EXEMPTION
EeRET/ORCON.NOFORN

SECRET 5




DECLASSIFIED BY UC&032ZLP/PLJ/CC
0N 05-01-200%9

SE%K%T

To: OTD, TICTU, A-U( |

b2

EF'rom ?6
Technical Operations Squad g;g

SSA]

Date : 7/7/2006

Subject: Response to request for information from
A-UC[__ ] via e-mail dated 6/30/2006.

For each individual indicated:

k2
bé
b7C
Please respond to the fol ! ions concerning
each of the following systems: iRedWolf, ng
| (please provide responses for each bS

database separatelv):

The following response is frem[__ Jrech Ops Squad
has administrative oversight of only the

[following systems (RedWolf,L ]

Page 1 of 3



RedWolT: l

RedWolf:

I —

b2
be
b7C

b2
b7E

b2
bé
b7C

b2
b7E
b5

Derived from: 3
Declas n: X1

Page 2 of 3




b2
BIE
s T b5

Deri rom:
Declagsd > 1
—Secret—

Page 3 of 3



e DATE: 05-01-2009
SE%‘[ CLASSIFIED BY UC60322LP/PLI/CC

REASON: 1.4 (c)

- DECLASSIFY ON: 05-01-2034

[ KOGC) (FBI) .
v 411 INFORMATION CONTAINED
From: l (OGC) (FB]) h7C HEREIN IS UNCLASSIFIED EXCERT
Sent: (LEesaa 182006 12:24 P VHERE SHOUN OTHERUISE
To: L (OGC) {FBI)l
Cc: OGC) (FBI)
Subject: (S FW. Current| |Targets under Indictment RE: bl
e
S ET//ORCON.,NOFORN
RECOR
b?A
L0
[Jdata_call_with b2
_explanation... L7E
Here i:lesponse.
Assistant General Counsel
Science and Technology Law Unit .
Office of the General Counsel b2
Fe stigation ke
Ph : bC
Cel
Ph ( ) ] |
. Fax|
----- Original Message--——- b1
From: | OTD) (FBI) be
Sent: B, 2006 10:14 AM T
To: [06C) (FBI) b7C
Subject: (S) rW: Curren‘ argets under Indictment RE:::I
SEGRET/ORCON.NOFORN ‘
RECOR b7z
B
b2
SSA b6
chnology Unit b7C
_in
----- Qriginal Message----- ES. o~
From: | frel) . :b;’IT:
Sent: IluﬁdaLM_ZQDkG 9:37 AM P
To: QTD) (FBI)
Cc: FBIY . {FBL);{ [FBI) b1
Subject: (S) FW: Cunenl':l Fargets under Indictment RE: | | be
SE T//ORCON.NOFORN B =i
RECORD ‘ b7A

| | Hello, This must have crossed paths, but our people responded on Friday. Please see of’rached.D sent this

tol fat 12:20 pm. If there are any other issues, please let me know. Thanks.

1
SE&Q

bé

k7C



yéBET

A-SSA Technical Squad

| lDivision

(Office)
(Cell)

)

-----0riginal Message-----
From: [ _KCON)

Sent: Mm,_zf‘os 12:20 PM
To: QTD) (FEL

cc: (FBI) Il G:Y

kFBDyit

TFED)

Subject: RE: CurrenDT argets under Indictment %::]

SE%ETIIORCON,NOFORN
RECOR

: The highlighted areas within the document contain the methods of search.
Thanks!

>

[Jdata_cait_with

_explanation...

I | |
| [Systems Administrator

ology Management Unit (ETMU)
Electronic Surveillance Technology Section (ESTS)
Operational Technology Division (OTD)
Desk)
Cell)

Home)
(Fax)

-----Original Message-—-
From: | (FBI)
Sent: 11:26 AM
To: CON)

(S) Subject: FW: Current| argets under Indictment RE::

S ET//ORCON.NOFORN
RECOR

--—---Qriginal Message--—--
From: l !CON)
Sent: ursday, July 06, 10:51 AM
To: FBI) .
(S) Subject: FW: Current argets under Indictment RE:|
SBECRET//ORCON.NOFORN '
"RECOR
SECKET
2

b2
b7E

bl
b2
be
b7cC
b7E

bl
b2

be
bicC
b7E



3?%5 |
<< File: s?(g T.doc >> b2

bo

b7C
---—-Qriginal Message--— . bR
From: I (FBI)
Sent: 2006 2:13 PM
To: I l¢eend l¢FBD) leeBnyd J(FBI

GE5)

] {OGAY] (FBD) HGah
ce: [ i TEED
(S) Ssubject: FW: Current argets under Indictment RE:I l bl
be
SBEARET] | . b7C
RECORD| . bR
Pilease see the e-mails below. b2
lieve that we need a collaborative effort to prepare response. ) b6
and | have discussed and reviewed with A-UC OTD, TICTU. | believe we have a course of action. ,7¢
GEL_CI/A input is needed. | think[__Jand I have a simpified way to prepare th esponse. b7E

Can we meet to discuss and explain Thurs 7/6 at 2:00 PM @ SAC's Conf Room?

----- Original Message--—- 12
From: QTD) (FBI) he
Sent: 134 PM B
To: FBIj — s lerand e

FBL); ;i [EBD] LG | Gid) E
Cc: | €7 | | G:
Subject: FW: Curren argets under T
—SENSIHVE-BUT-UNGLASSIFED
NON-RECORD
Gentlemen, o .
As you will read, n audit of certain FB! databases/collection systems (this request
i W only) to find out. a b1
b2
, b7E
€256 answer he four questions and Torward the answers 10 me whien you notwe:

| You may have to seek the case
“agent for assistance. Expect more inquiries rrom O follow. If & response has already been generated for RW

and sent to another OTD unit, just advise me to avoid duplicating your effort. Contact me with any concerns.
Thanks.

Acting Unit Chief E? C
OTD/ESTS/TICTU ’
(W)

¢

-----Original Message-----

From: | !(OTD) (FBI) b6
Sent: ursday, June 22, 2006 2:52 PM b7C
To: r":l(om) (FBI ] (7o) (FeDf joTD) (FBI)

Subject: FW: Current FISA Targets under Indictment

NON-RECORD

All
Please review the tasking below and WSS the strategy on how to respond. Please call me at your bé

convenience S%E-ﬁcate throug _ b7cC

3



SEERET
:l\ﬁ}%

b2
bs
Electronic Surveillance Technology Section b7E
Operational Technology Division
~---Qrigj —
From: g|mi"%(oec) (FBD)
Sent: 06 2:45 PM bé
To: (QTD) (FBI) ) (FBD) o7
Cc: _ J(oGe) (FBD) (OGC) (FBI) =
Subject: FW: Current FISA Targets under Indictmen
T SENSITIVE BUTUNCCASSIFIED
NON-RECORD bS
. b2
bR
[ |OIPR obligated the FBI to conduct an audit of the Red
Wolf| latabases to confirm:
The status of the audit is to be reported to OIPR no later than September 15, 2006, which
: b2
b7E

The specific parameters of the audit a

re still being developed {I'fl keep you updated). but we would like to conduct b5

a preliminary search of our databases
| Ito obtain the following information:

b2

——

'REEWolf,l b7E
" b5

Please provide results or status by July 5, 2006. Please also document your search methodology
for the record, but you need not report the methodology at this time.

b2

4

. SEb%éT

bL7E
b5



ke

Your assistance is appreciated!
PRIVILEGED DELIBERATIVE DOCUMENT NOT FOR DISCLOSURE QUTSIDE THE FBI WITHOUT PRIOR
OGC APPROVAL

l
Assistant General Counsel
Science & Technology Law Unit

b2
b6
b7C
Tel: b7E
Fa
page|
SCIENCE & TECHNCLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL
----- QOrigi s
From: PGC) (FBI)
Sent: p 10:19 AM bé
To: 0GC) (FBD)| Joce) (FeD; Joco) (reD) BC
Subject: FW: Current FISA Targets under Indictment : :
——SENSIHVE-BUT-UNCEASSIFED— -
NON-RECORD
See below.
b2
bé
b7¢
~~~~~ Ori asas ‘ )
From: (OGC) (FBI) . b6
Sent: Une 06 1.28 PM b7C
To: (OGC) (FBI)E::OGC) (FBD) ‘
Cc: OGC) {FBI)
Subject: Current FISA Targets under Indictment
—-SENSIHVEBUT UNCLASSIFIED™
NON-RECORD
So here's what we have.
b1

18)




(5]

DERIVED FROM! i i
DECLASSIFICATION EXEMPTION 1
CRET/ORCON.NOFORN

SEXET

bl

NSITIVE BUT UNCLASSIFIED

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterinfelli gence Investigation
DECLASSIFICATION EXEMPTION 1
SECRET/TORCON,.NOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreian Cetdnterintelligence Investigations
DECLASSIFICATION EXEMPTION
SECRET//ORCON,NOFORN

DERIVED FROM; G-3 FBI Classification Guide G-3, dated 1/9%,.Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION '
SECRET/ORCON,NOFORN

SPHRET




SE{)(ET

DERIVED ROM G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterlntéllience Investigatiohs

DERIVED FROM: G-3 FBI Classification Guide ~dated 4/97, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1
SECRET//ORCON,NOFORN

DERIVED FROM:G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligencginvestigations
DECLASSIFICATION EXEMPTION 1 :
CRET//ORCON,NOFORN




DATE: 05-29-2009
CLASSIFIED BY UC6032ZLP/PLI/CC
REASON: 1.4 (C)

SE{:B@T

ALL INFORMATION CONTAINED
HEREIN IS UNCLA3SIFIED EXCEPRT
WHERE SHOWN OTHERWISE

EOGC) (FBI) DECLASSIFY OM: 05-29-2034
From: ] J(OGC) (FBY) b7C
Sent: rMandaL.mm 2006 9:39 AM
To: OGC) (FB1)
Subject: RE: Current FISA Targets under Indictment
S&ET
ECORD FiSA audit
bé
: b7E

[ read the draft EC as revised by

at 8:00 a.m. | would really appreciate it if you would participate!! Thanks

| | Since you are named as the person to coordinate field responses, would you be

willing to participate in the audit committee. They are planning to meet Ju f 10 at 9:00 a.m. and then after that on Fridays

---~Qriginal Message-----

From: OGC) (FBI)

Sent: 3, 2006 5:00 PM

To: 'OGC) (FBI)

Subject: RE: Current FISA Targets under Indictment
SﬁET

RECORD FISA audit

Thanks[ |

bd
L7C

The version tha|:r'ust completed resolves some of your concerns. I've askeDabout adding

specific language Te case agents. !'ll get a copy of the next version to you....

: ;ssistant ;enera! Counsel

b2
Science and Technology Law Unit bé
Office of the General Counsel b7c
Federal Bureau of Investigation
Ph
Ph (Secure) -| ]
Fax
----- Original Message--—- B&
From: 0GC) (FBI) bicC
Sent: _Thursday, June 29, 2006 4:56 PM e
[ — S
Subject: RE: Current FISA Targets under Indictment
SECRET
RECORD FISA audit
<< File: system audit privilege indictment 06282006 1650.wpd >> b2
bé
) b7C
The attached includes a few suggested edits (indicated by strikeout and double underlined). bIE
As to recipients, | think only those identifj ield offices. There's no tasking to CID= | you could task them if
you want. BUT it might need to go t ‘or RedWolf--check with .

There was discussion of putting the responsibility on the Case agent to produce the report, but it's not written that

; SEGRET




way--it merely mentions OTD facilitating. I'm not sure if it should be more specific in the lead as to how should be

responsible for actually producing a report/documentation of the field's search results. ??

Thanks for the opportunity to review.

From:
se »
To:
Subject:

SENSITIVE BUTUNCLASSIFIED

(OGC) (FBI)

hursday, June 29, 2006 3:55 PM

FW: Current FISA Targets under Indictment

NON-RECORD

<< FE!eI |Search_lndictment 06282006.wpd >>

bé
b7C

b2
b6
L7C
bTE

This is a bootieg copy-of the draft EC. My instructions are to not release this until it is reviewed by DES

management. Please cover me on this but | would like your comments.

Thanks

: 7_535|stant ;eneral Counsel

Science and Technology Law Unit

Office of the General Counsel

Fecte:a.LBu:eau.aﬂiwestigation
Ph

Ph (Secure} |

Fax

---—-Qriginal Message-—-
lrm'ﬁﬁ'D_ZJéom) o
Sent. _Thursday, June 29, 2006 2:05 PM
romco (FBY)
Subject:
—SENSITHEBUT UNCEASSIMED—
NON-RECORD

From:

Let us include the other OTD Collection systems, which include Red Wolf]

) —

: Current FISA Targets under Indictment

;;ssns arn e:c;ton Chief

Electronic Surveiilance Technology Section

Oferational Technology Division

Cc

Su.bje&:

----- Original Message-----
Frorm'__;m“hd:i:](om) (FBI)
Sent: y, June 22, .
To: OTD) (FBI) QTD) (FBI)
2 JoGC) (FBI;] lOGC) (FBI)

Fw: Current FISA Targets under Indictment
——SENSITIVE BUT-UNCLASSHEHED—

b2
b6
b7C

b2
bé
b7C
b7E



SE(SRET b2

I
NON-RECORD b7E
k5
| JotPR obligated the FBI to conduct an audit of the [Red

w014 |databases to confirm:

The status of the audit is to be reported to OIPR no later than September 15, 2006, which

The specific parameters of the audit are still bej ! i bz
conduct a preliminary search of our databases: b7E
{ {- to obtain the following Information:
|ﬁ'e?Wolf,| _
| b2
b7E

b5

Please provide results or status by July 5, 2006. Please aiso document your search
methodology for the record, but you need not report the methodology at this time.

b2
b7E
b5
Your assistance is appreciated!
PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT
PRIOR OGC APPROVAL
Assistant General Counsel b2
Science & Technology Law Unit be
' ' b7C
b7E

T.elzl |
3
SEBRET



N SEXRET b2

Fax ' ’ b7C
page ‘

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL
-----Qriginal M =3 )

From: (OGC) (FBI) bé

Sent: nesday, Ju . b7

To: (OGC) (FBI) ) (FBD)| 10GC) (FBI)

Su V: Current FIS,

NON-RECORD

See below,
b2
b6
b7C

----- Original Message---—

From: | J(OGC) (FBY)

Se ne 08, 2006 1. .

To (OGC) (FBI) OGC) (FBI) be

Cc OGC) (FBI) - b7C

Subject: Current FISA Targets under Indictment

T SENSITIVE-BUT UNGEASSIRIED——
" NON-RECORD

S0 here's what we have.

(5]




(3]

bl

SENSITIVE BUT UNCLASSIFIED

DERIVED-EROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFICAHQON EXEMPTION 1

SECRET
DERIVED FROM: G-3 FBI Classification Guide G-3;dated 4/87, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED FROM: G-3

DECLASSIFICATION EXEMPTION 1

SECRET

igations



SEQRET

N — fosc) (Fei) b6

From: l lloTD) (FBI)

Sent: Thursday, June 29, 2006 5:30 PM

To: . OGC) (FBI)

Subject: RE: Current FISA Targets under Indictment

SE%ET :
RECORD FISA audit

| incorporatedr_r:changes, Her statement about C/A's probably is a good idea. We are addressing the EC to the
C/A's, so they will see it.

1 | ‘ b2

SSA | | fﬁs c
Data chnology Unit v '
----- Original Message----

Froms [ —]oa0) (Fa) | be

Sent: 06 4:58 PM : biC
To: (OTD) (FBI)
Subject: FW: Current FISA Targets under Indictment
ET
RECORD FISA audit

[]

Please conside[v:lzom ments. What about her last comment? Should we include specific language to this effect
- re case agents? .

: b2
I | g
ssistant (General Counsel 1 Te)
Science and Technology Law Unit
Office of the General Counsel
Fed nvestigation
Ph -
Ph (Secure) § ]
Fax
----- QOriginal Message----- ' bé
Fom:  [_____](060) (78D 7c
Sent: Thursday, June 29, 2006 4:56 PM
S m—
Subject: RE: Current FISA Targets under Indictment
SKBET
RECORD FISA audit
<< File: system audit privilege Indictment 06282006 1650.wpd >> bé
b7C

The attached includes a few suggested edits (indicated by strikeout and double underlined).

As to recipients, | think only those identified Field offices. There's no tasking to CID--though you could task them if you

1
SEQKET



SEERET b2

want. BUT it might need to go to] Jfor Redwolf--check with[____| ]}z:g

There was discussion of putting the responsibility on the Case agent to produce the report, but it's not written that
way--it merely mentions OTD facilitating. I'm not sure if it should be more specific in the lead as to how should be
responsible for actually producing a report/documentation of the field's search results.??

Thanks for the opportunity to review.
-~--=Original Message-----
From: 0GC) (FBI)
Sent: Thursday, June 29, 2006 3:55 PM

To: {OGC) (FBI)
Subject: FW: Current FISA Targets under Indictment

~1 5

oo d

NON-RECORD

<< File ISearcthdictment 06282006.wpd >>

|

This is a bootleg copy of the draft EC. M‘y instructions are to not release this until it is reviewed by DES
management. Please cover me on this but | would like your comments.

Thanks ' b2
. ) b6

[ | ' b7C
ssistant General Counsel b7E

Science and Technology Law Unit
Office of the General Counsel

Fedf@_ag@gumlvestigation
Ph

Ph (Secure) | |
Fax :

From: | l(oTD) (FBI) 2o

Sent: 78, 2006 2:05 PM BIC
To: 0GC) (FBI)

Subject: FW: Current FISA Targets under Indictment

——SENSITIVE BUT UNGEASEIFED—
NON-RECORD

Let us include the other OTD Collection systems, which include Red Wolf| |

;smstant Section Chief

b2

Electronic Surveillance Technology Section bé
j logy Division b7C
b7E

. -—--Original Message-----
From:ngl | cosc) (Fen)

Sent: Thureday lune2 6 2:45 PM

To: (0T1D) (F8I)| foto) (FeI)
Cc: Jocco) (Fen] Joac) (Far)
)

SEQQET




SECHET

Subject: FW: Current FISA Targets under Indictment

‘ . b2
T SENSITVE-BUT-UNGLASSIEIED. b7E
NON-RECORD : b5
| fhe FBI to conduct an audit of the Red

Wolf] |databases to confirm:

The specific parameters of the audit are still bei vel Pl ke u updat W like to b2
a preliminary search of our databases b7E
[ [to obtain the Tollowing information.

b2
IRedWoIf|__ b7E
| b5
Please provide results or status by July 5, 2006. Please also document your search methodology
for the record, but you need not report the methodology at this time. b2
- 7E
bs

Your assistance is appreciated!
PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE QUTSIDE THE FBI WITHOUT PRIOR
OGC APPROVAL

L | 2
Assistant General Counsel - 6
Science & Technology Law Unit B7e

Engineering Research Facility ‘ B7E
SEQRET




SERGET

| i b7C
Tel b7E
Fax

pagd |

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL

-----Original Message------
From: OGC) (FBI) b6
Sent: . 1! _uum—l( bIC
To: (OGC) (FBI 0GC) (FBD] _baGe) (FBD)
Subject: FW: Current FISA Targets under Indictment

—SENSIHVE-BUT-UNCHEASSIFIED—
NON-RECORD

See below.,

- b2
bé
b7cC

-----Original: Message----- ‘

Sent: Ursday, Jane US, 2006 1:28 PM ibi’
To: (OGC) (FBI) 0GC) (FBD) b7¢C
Ce: (OGC) (FBI}

Subject: Current FISA Targets under Indictment

—-SENSIHVEBUT UNCLEASSIFIED

So here's what we have.

()

bl




SENSITIVE BUT UNCLASSIFIER

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED FROM: G-3 FBI Classification Guide-G-3, dated-4797, Foreign Counterinteliigence Investigations
DECLASSIFICATION EXEMPTION 1 : '
SECRET

DERIVED FRO . <3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligencétnvestigations
. DECLASS ATION EXEMPTION 1
SECRET




