U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535
September 3, 2010

MS MARCIA HOFMANN

ELECTRONIC FRONTIER FOUNDATION
454 SHOTWELL STREET

SAN FRANCISCO, CA 94110

Subject: REDWOLF TELECOMMUNICATIONS
SURVEILLANCE SYSTEM FROM 08/11/01 TO
PRESENT

FOIPA No. 1083022- 000
Dear Ms. Hofmann:

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from disclosure,
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked
below and explained on the enclosed Form OPCA-16a:

» Section 552 Section 552a

B(b)(1) B(b)(THA) o(d)(3)
B(b)(2) O(b)(7X(B) 03)@)
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R(0)(6) ' Ok)7)

6278 page(s) were reviewed and 1104 page(s) are being released.

O Document(s) were located which originated with, or contained information concerning other
Government agency(ies) [OGA]. This information has been:

O referred to the OGA for review and direct response to you.

O referred to the OGA for consultation. The FBI will correspond with you regarding this
information when the consultation is finished.

® You have the right to appeal any denials in this release. Appeals should be directed in writing to the
Director, Office of Information Palicy, U.S. Department of Justice,1425 New York Ave., NW,

Suite 11050, Washington, D.C. 20530-0001. Your appeal must be received by OIP within sixty (60) days
from the date of this letter in order to be considered timely. The envelope and the letter should be clearly
marked “Freedom of Information Appeal.” Please cite the FOIPA Number assigned to your

request so that it may be easily identified.

O The enclosed material is from the main investigative file(s) in which the subject(s) of your request was
the focus of the investigation. Our search jocated additional references, in files relating to other



individuals, or matters, which may or may not be about your subjeci(s). Our experience has shown,

when ident, references usually contain information similar to the information processed in the main file(s).
Because of our significant backlog, we have given priority to processing only the main investigative file(s).
If you want the references, you must submit a separate request for them in writing, and they will be
reviewed at a later date, as time and resources permit.

® See additional information which follows.

The enclosed documents comprise the initial interim release of information responsive to your Freedom of

Information Act (FOIA) request.

Enclosure(s)

Sincerely yours,

DLl

David M. Hardy

Section Chief

Record/information
Dissemination Section

Records Management Division
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Exccutive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempied from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the
matters be withheld from the public in such a2 manner as to leave no discretion on issue, or (B) establishes particular criteria for
withholding or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation
with the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement
records or information ( A } could be recasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person

of a right to a fair trial or an impartial adjudication, { C ) could be reasonably expected to constitute an unwarranted invasion of personal
privacy, ( D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or
physical safety of any individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, inctuding maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce
crime or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/heridentity
would be held in confidence;

material maintained in connection with providing protective services o the President of the United States or any other individual pursuant
to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ
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| Nl © . DATE: 04-20-2009 ; . ALL INFORMATTON CONTATNED
4 ET -~ cLassIFIED BY 60322 uc/lp/stp/fls HEREIN IS UNCLASSIFIED EXCEPT
T o REASON: 1.4 {c) WHERE - SHOWN OTHERWISE

DECLASSIFY ON: 044 20-2034
(OTD) gFBl). -

From: ° - L ](FBI) E S ,
Sent: j M oL .
To: - - Cony o) (FBI |
‘ SR si— - — 11 —] =
.Ce: : (F (EBI\: rJ b6
: , : ' ) AFBI [EBh] ; .b7C
. NinY(E » IO (ERN ) | p7E
' - 1T )i kFBIl |(FBIy : :
. Subject: - - © RE: RWL T - . S
RET/INGFORN - [ o
RECOR o ; e ‘ : _b7A
The tatestmformatlon is that we will not get this sugned thls week either. As usual and for the fourtaeth time, |t now looks
‘like sometsme next week
Sent: Thursday, March 24, 2005 4:56 PM_ _ o . b2
Tof D) (FBI) (6233} [FBI) — b6
cc: JFBD) G [crED '_| b7C
(G| FBI); _Jm).(FeD ~ bIE
(ITD) (FBI)LI (ITD) (CON) kFBI)j {FBI)
Subject: RE: . ‘

R | —

‘be cancelled. Thanks.
ELSUR. Téchnology Management Unit (ETMU)
-Electronic Surveillance Technology Section (ESTS)
tnvestigative Technology Division (lTD)

{Desk)

Celi)
Fax)

----- Ofiginal Message---—-
From:l ITD) (FBI)
Sent: Wednesday, March 23, 2005 8:37 AM

To: lccon) ] e
Ce | GEW [ IiFBm—L_-‘ ‘
[(FBI);| , Gl |(ITD) (FBI) 2

IR v
Subject: RE:| J{V\l | ‘

IINOFORN - | o : o L
%econoi] [ L S . PR

b2

b6
b7C
b7E -



-

ST

To move the collection to th ield office now would be fairly simiple frorh our view, assuming you have -
' i the SRS

. Since the court order is not in effect yet, we could do:theg. move and-re-test th’el

IG:

‘ FBI) XFBI) -
Subject: RE; , R! | ‘

Thanks for the guidance When do you think there will be space oh:j‘

Wecan handlethe] i LThmgli s‘T hergvinl | hox -
[ ]will probably need ERF's (probabl he |

. field office. ommend we use the Iinf fto
. record and or review. Does this sound reasonable? Thanks.

'ELSUR Technology Management Unit (ETMU)
© 123

. T’A__A-..A “' - . ) ) R . N ) ) . bz
RECOR S S o . " b7A

We can) Jcurrently.to thigf } o o
the new{ 1 . o — — — ‘ A
, , — , S ~ : b6

S - b7C

Th4:~ould obvuously need to be’ moved to: BIE
" _As for the l will assnsll |arid [with the ordering of the required

| when they wush fo start that process R P ' . :

Please let me khow if you have the avallable Iandl Lnd

.when you-would like to do the move and test. ' T : o . ST

Thanks, -

lEsnd ‘ » 'I(FBIj .

 OBPBEETUNOFORN - . T T
ECORD : o o - . . ) ' b7A .

b2
b6
b7C
b7E



| S@RE T
- Electromc Survelilance Technotogy Section (ESTS)
echnology Division: (ITD)

{Desk)
(Cell)
(Fax)

. : R oo © b2
-----Original Mes il ; , R ) L B 6
From (FBL) S, 7 b»ic
Sent: Tuesday, March 22, 2005 12:22 PM. : _— CeL b7E

" To: cony _l(FBD : e
Ce: G2  (FBI).
. Subject: RE} [RW - :
T/NOFORN C : L : : o, -
ECO o B I )

nake with]__Jre this. ‘We desire the to coincide with th

.Currently, | don't b

is concerned, we er‘_e_gq_m_nlan %
[_Jto handle th _ f —

_ i - e . N o . b2
Thanks, R S D . : b6
= R oL o L ¢ . b7C
' ' ’ t - b7E
|(FBI) (FBI);
3 > . T - L b2
ECOR . . s ‘ o b7
Do you want the tech agents to request Dystem fb‘_:l Based on the meeting last .
week lassurne you do. However there may be other con&derattons based on:|input~. Thanks, -
ELSUR Technology Management Unit (ETMU) v o S b2
. Electromc Surveillance Technology Section (ESTS) Lo ) bé
: 2chnology Division (lTD) o ) - b7C
Desk) . ) o . . - bIE . -
Fax) -
.- N
j-?--Orl inal Messa P : . ST
From (ITD) (FBI) - o o
124 . . T ‘



$ent; Monday, March 21, 2005 10:56 AM - =~ o S '
' To lco - ' ' . _
Ced liﬁ;A) I(FBI) .

L (Fan] | re1 - b2

(ITD) (FBI) TTD) (FBL) e 3
" - Subject: RE: W | : g
AN .
S ET!/ , A - B
ECORD : S e . b2
et ‘ D : : “ -+ Db7A
- The systern we are usnng| |

o é_nm_gmaml land the necessary equ1pment to| |to
th PR

‘ The lines and eqmpment have been tested successfu!lyl I

~© Inthe future, based on th tacours ¢ ml oy he I .
, | During the _mnffl-

planning of this I e sent to the-main
field office via a o :

\

will remain $o: . —r . — ]
- A

—. b2

b7C
b7E

v l'ﬁis l! aliow you to‘ keep track of what goes where. -
.l hope this helps ‘ |

lf you have any questrons please feel free to oontact me.

(desk)
(cell)

—Orgipal Messageees
From: (CON)

Sent: FndayJ March 18, 2005 3:12 PM

- Yol D) ¢F81) : . .
ﬁ_c.l l(oGA); | {(FBI); (FBE);
J(rBD) — o —
Subject: RE] RW |

SERRET

" 125



1 SEﬁKET
SEegET/
ECOR

Per our conversatlon piease prov
-this case. A

b2
b7A

tght ont e technical configuration and ope 'atlons of
lwe

126. .

urrently hav e esnret sbeeri, |
res his require system upgradein| _pfsome
_ Thanks in advance for your insight. :
ELSUR Technology Management Unit (ETMU) - b2
Electronic Surveiliance Technology Section (ESTS) b6
Investigative Technology Dtvusaon (!TD) : b7C
(Desk) . IR
(Cell.
(Fax)
----Origiiial Message—-
From: _|(OGA) _ \
~ Sent: Friday, M 18, 2005 12:34 PM. _
. . To: (FBI); _|(rmD) (FBI)-
Cc: CON) . N
“Subject] RW| |
. Y.
’ e b7A
(8. R
185+
. [
b1
‘ ;;e;ron ic ;uweiliénce Operations Office (EOSO) : 1133 c



Electromc Survelilance Technology Sectton (ESTS)

- _Investigative Technology Division {ITD) . - - ’ - be '
e S

ﬁ = 5 3 . ._-. ﬂ. . .
DECLASSIFICATION EXEMPTION

" SEGRET/NOFORN

'BERHED'F‘ROH‘S‘F‘BM&&UWORMB 1 —Forei terinteiii

. “investigations-
eeeaenmosonn L B L

. . . - . -
SEGRET/NOFORN .

! . »! !. !! - ‘. . . T .
- , ' B ) - .
-SEERETHNOFORN i

‘ -SECRET/NOFORN

e . R L o : e

investigations .
. BECMSS‘IF‘I'G*?ION'E*EMH‘{GN

‘—%IINOFOR

‘ -BEGEAGSHG*%N—E*EMPHON‘I-
'SEGR-E'FIINOFORN I

127



. W‘ 3 - '
SEERET/NOFORN o

SEGREF/NOFORN

128



w0 T

DECLASSIFY ON: 04-20-2034 . i
OTD) (FBI) - , _
'~ From: (OGA) ‘ . b2
_ Sent: 34 P . b6
" To: (EBI) IITD) (FBH .- biC
ce:- kcony : T b7E
. Subject: i » |RW[ ‘
o INOFORN - b2
{S). RECOR b7A
"bl
Electronic Survelllance Operatlons Office (EOSO) )
‘ Electronlc Surveillance’ Technology Section (ESTS) L
hnology Division (ITD) : b6 .
' Cell) b7c .
mnmmmwm
—SEGREF//NOFORN

t,s:%'

CLASSIFIED EY 60322 ucflp!stpffls

ST SE f " DATE: 04-20-2009

REASON: 1.4 {c)

-ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERVISE

{

i
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. ~ ALL INFORMATION CONTAINED

St o . ‘ - HEREIN 1§ UNCLASSIFIED

" o DATE 04-07-2009 BY 60322 ucfip/stp/f]f'
OTD).(FBI) - :

From: - ) . | FBI)
. Sent: .- - i 2:28 PM
To: L (FBI)
' SUbject: : o RE o

-SENSITIVE BUT UNCLASSIF!ED
NON-RECORD

Your eipia‘nation is helpful. Eitﬁéi:we will do it if the case agént wants us to co‘ntactl ‘

“Thanks for the mfo

=

----- -Original Message-—— :
Fronjg (FBI)
Senk: ~Apdl17. 2005 9:57 PM. - o
S FB]_]] i : — .
. Ccj (ITD) (FBI] _____|moy(esny

| ‘Subject: RE]

SENSITIVE BUT UNCLASSIFIED
"NON-RECORD

b2

b6
b7cC
bL7E -

‘b2

b7C

b7E

b2
b6
b7C
b7E

If you Have any quéstions, please feel free to cali. [ will-be on the road Monday - Wednesday but should be reachable

by cell phone most tlmes

120



b2

" b7C
D7E

SENSITIVE BUT UNCLASSIFIED
NON-RECORD: ; »

S

land 1 spoke yesterday. He told me}

That's thie extent of my knowledge to date,.D&il{ get back to me, but if there's anything you need from he (or
Amev) in the meaqtimg, please advise. " ) ‘ ) 4 R b2

. o , ‘ o b7E

. sA] |
*.._Technical Advisor

_ SENSITIVEBUT UNCLASSIFIED =\
- SENSITIVE BUT UNCLASSIFIED

- SENSITIVE BUT UNCLASSIFIED . -

.

121



: T o ' ALL INFORMATIGN CONTAINED
ca ‘ S  HEREIN IS UNCLASSIFIED

" DATE 04-01-2009 BY 60322 uc/lp/stp/fls .

C o Tot,

" NON:RECORD

From: o A
Sent: : 2005.8:09 AM

Ce: . ‘ L_ (CON)

Subjectt -+ .- RE] Jattached

- S : ‘ o SR T b2
: : T ‘ . b6
b7C

UNCLASSIFIED ~ F  pIE

-----Original Message-=--. .
From[___—— o) (ren)

: ~Ser['m§mdax..A9L12._29£5 10:04 PM
To {(CONY - .

* Subject: RE] batiached .

. UNCLASSIEIED" - -
" NON-RECORD

- b2

b7C

" Thanks; N

*. ‘-----Original Message-—-- " ~
" From{ ](CON)
Se‘m_&m_am 2005 7123 AM

"To ITD) (FBI)

subject] Jattached

‘NON-RECORD

‘118



UNCLASSIFIED

UNCLASSIFIED

- UNCLASSIFIED

-
v
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, : o . ALL INFORMATION CONTAINED
N - ' . ‘ . HEREIN IS UNCLASSIFIED

S . - o DATE 04-07-2009 BY 60322 uc/lp/stp/fls .

OTD) (FBI)
From: (OTD) (cou) R o R
Sent: - ‘ : 005 5:10 PM . T pe -
Tor . - . OTD) (FB) . . Lot T , “ p7e
- Subject: - ‘ . . o bIE
UNCLASSIFIED © - -
NON-RECORD . - .
Thank4__—| | was of the opinion that thls was the case. ltis aiway have hard facts to posnt toi in situations hke
this. Your input should help ssolate the problem wath RedWolf and ge perating as they desire.
. b2
’ L S S - b6
~ ELSUR Technology Management Umt (ETMU) : - o L o , -~ b7C,
© Electronic Sutveillance Technology Section (ESTS) - L B - - DIE
ional Technology Division (OTD) : e .
(Desk)
(Fax) -
(Celi) a
. ,----.O ccmma L . .. ) ‘ . . . . | o . N A
From (FBI) ‘ ’ : L =
Sent: Tuesday, May 03, 2005 11:29 AM- ' - ‘ -
Tol JoTD) (Cony; (OTD) (FBI), (OTD) (FBI), :
I'— OTD) (FBI)i I_‘_Iorm (FBI) — b2
Cci l(oTD) (FBI)] (er) (CoN)| ](OTD) (cow) : b6
. .Subject: REI Wlssues ‘ . . R . b7C
. , e T ' — ' e b7E
! UNCLASSIFIED -
NON-RECORD -~
. b2
. ba
b7E

Ca




b2
b4
b6
b1C
b7E

| ——--Original Message-—-- , L
. From ITD) (CON) -

- - Sent: Monday, May 02, 2005 4:52 PM — SRR
[ — (oTD) (FBD)] [OTD) (EBD){

- TD) (FBI) — =
- Cc (OTD) (FBI) (ITD) (CON){

“Subject: RE1 |RW issues - —

UNCLASSIFIED -
NON-RECORD

Jcomo) ccony

koro) ireny; -

Y
- b6

b7C
b7E

b2

b4
b6
b7C
b7E

ELSUR Technology Management Unit (ETMU)

- . Electronic Surveillance Technology Section (ESTS)

- ~Overational Technoiogy Division (ITD)

12 »



_____ Oridiital Messatem—. N
From| Jtro) (FRY)
Sent: Monday, May 02, 2005 11:58 AM_ o ) ‘ ~ - ‘
. To (ITD) (CON) KOTD):(CON); (OTD) b2

(O : ST A

Y (om).(FBD. - . ' e
.. Subject: RE RW issues - o . = .. - PIE
" - TInportance: High = ° o ‘ o ' | . :

UNCLASSIFIED AR
NON-RECORD

=

identify the specific issues el RW problems and email them to' |and .
. and cc me) Today. | They will email back when they will be able to meetWith us on them (the -
- Tssues). S L S - P

) : . - 7 b6
b7C

| ——OrgiialMessager -
 Fromy oy ey T

- Sent: M : 2005 10:09 AM
To ITD) (FBI) .
.Ci IID) (FBI) .

Subject: RE:- -

UNCLASSIFIED
NON-RECORD .

I;iavé you m‘ade. any pfogre’Ss on identifying .th.e specific issues to be discussed |n the meeting?_

-----Original Message----- - - .-
B E— T
" Sent: Thursday, April 21, 2005 4:58 PM )
To: (TTD) (F ~- : . :
- Cc N ko) (con] |
(ITD) (FBD); ITD) (FBT] D) (CON} ~
‘Subject: » —

UNCLASSIFEED . -~ =~ ’ o R
NON-RECORD o , : L R

'to femind you to sét up a meeting with re the ’\‘edwol ssues |



© ke
. ~ .

- within the field. (possibly also involves the EC that you mentioned.) o PR
.. We need to have this meeting as soon as possible (of course wher{____lfeet are sound on the .
- ground-and not up in the air with all the traveling he is doing lately.) Please email when you have a

.. date, and I'l help [mu.r.m:d}nate with the people here and TICTU personnel., Along with the people
+ CC: in the email, needs to have a technical programming type person present also (i.e. .
[ ere are any questions, please call me or | ‘
b2
o - ‘ : S . bé&
Elsur Technology Management Unit (ETMU) o . ' : - b7C
, Electronic Surveillance Technology Section (ESTS) . - ' o b7E
: . Iiz:immnmmxrgy Division (OTD) - e - :
el ' o
" Fax; .

Pager: l_|
UNCLASSIFIED

" .. UNCLASSIFIED

| UNCLASSIFIED - ..

- UNCLASSIFIED

UNCLASSIFIED,

qucLASSIFiED

114 : S



ALL- INFORMATION CONTAINED

ST . HEREIN IS UNCLASSIFIED s ‘ o
| ‘ DATE 04-01-2009 BY 60322 uc/lp/stp/fls S ' _
oroyesy ,
“From:. ‘ (ITD) (CON) on behaif of] ~ koTD) (coNy
Sent: : . _Monday, May 02,2005 4:52 PM - _ ] o i b2
To: . ~ - OTD) (FBI OTD) (FBI); | vs
‘ S e —— bC
“Ce: (ITD) (CON)] | v7E
. Subject: - o S A RW issues S
" UNCLASSIFIED N i
NONfRECORD; - ‘
ELSUR Technology Management Uhit (ETMU) o P P - b7
- Electronic Surveillance Technology-Section (ESTS) - . . - S pa
erational Technology Division (ITD) S .- e L b6
R - : " b7C
b7E
——Original Message———- - 7 S
From (ITD) (FBI) ~ o o s

Ccl J(OTD).(FBI). .
Subject: RE[ |RW issues
Importance: High

Sent: Monday, May )05 11:58 AM_- - B G ,
Tof eTD) (con) koTo) (cony_ [0TD) (coN)

UNCLASSIFIED -
NON-RECORD' -

" Guys, Piéase identify the speciﬁé issues rel::RW problems and email them 'tol |an‘d] | |
) tl(and cc me) Today. They will email back when they will be abie to meet with us-on them (the issues). -

15



--—-Orjginal Message-—--— =~ |
From ITD) (FBI)

b6

Sent: Monday, May 02, 2005 10:09 AM b7C
To ITD) (FBI) "
Cc 3 [TTD) (FBI) -
Subject: RE: = =
. NON-RECORD |
Have yot made any progfess on .ider'ttifying tf\e speciﬁc:isstles-‘ to be dis_cﬁsséd in the méeting?' '_
..'..“OI'i . M ----- . Lo ' .
From TTD) (FBI)
Sent: Thursday, April 21, 2005 4:58 PM _ b6
To] (ITD) (FBY . ~ p7C
ccf (TTD) (CON _laro) (conyy ko) |
- (FBI)] ITD) (FBI){ [(rTD) (CONY - '
- Subject: S I ' ~ ' :
UNCLASSIFIED .~ . .. I |

NON-RECORD -

» Dt‘o remind you to set upa meeting wit| Jre the] ]FiedWoE|

~ field. (possibly also involves the EC that you mentioned.)

ssuéswithin the

- We need to have this meeting as soon as possible (of course whenglfeet are sound on the ground and
hot up in the air with all the traveling he is doing lately.) Please emartl when you have adate, and I'll hel .

questlons. please call me o

Thanks ]

Elsur Technology Managemeﬁt Unit (E’I‘MU) )
Electroruc Surveillance Technology Section (ESTS) ‘
1 logy Division (OTD) :

- coordinate with the people here and TICTU personnel. Along with t alllﬂ
. heeds to have a technical p ’Ig_q,imT_g__MT person present also (i.¢ If there are any b2
. b6

Tel:
Fauxi

APae_r.l l , -

UNCLASSIFIED -

116
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b7E



UNCLASSIFIED .
'UNCLASSIFIED
 UNCLASSIFIED .
] |
)
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-ALL INFORMATION CONTAINED

HE:‘REIN IS UNCLASSIFIED -
) ’ R DATE 04—01 2009 BY 60322 uc;’ip/stpjf].s
OTD) (FBI) . _ _

P , - - o T b2

From: S | , joTD) (CON) - - b6

Sent: . .04, 2005 4:10 PM b7C

To: . i OTD) (FBI) b7E

Subject: RE: W issues . -

Tl'ia‘niqj L - - : |

b2
b4
R - ‘b6
oL b7C
ELSUR Technology Management Unit (ETMU) . b7E
. Electromc Surveillance Technology Section (ESTS) "
i chnology Division (OTD) :
Desk) .
Fax)
Cell)
UNCLASSIFIED
' ‘ bTE

Since you, are much more aware'as to how RedWolf is actually usec‘___ltﬁan l, perﬁaps you cbu]d offer your
' analysls on the following: : _ :

‘What in a perfect world would go there?

105




Oh, and to further complicate things‘,_[ . ‘ ‘ ]
| ] — — . :

v Thanks in advanie for your input. .

: L Jand if we can decidé what the correct behavnor is to be we |
should be able to get there. from here but as always nt helps to know where you are going before you start out on a
journey ,

QTD) (FBY)

) "Sub]ect RE{ |Rw |ssues

© UNCLASSIFIED
. NON-RECORD

Tha\nks|:| I was of the oplnlon that thlS was the case. Itis always best to have facts to point to in ‘, .
situations like this. . Your input should help isolate the problem with RedWolf and ge perating as they
desire. - S

. ELSUR Technology Management Unit (ETMU) . ) T ' : .ob2
_Electronic Surveillance Technology Section (ESTS) . ' . oo '  bIc
' j chnology Division (OTD) . IR
Desk) o

Fax) -
CeII) :

----~Oﬂglnal Message----
From1 kotp) (FBI) ,
-+ Sent:Tu 5 11:29 AM . o . :
< Yo (QTD) (CON)L_ |(0TD) (FBI)] |
(OTD) (kB (o1D) (FBD)| OM(FBD — - »
" Cc o) (el TTD) (CON (OTD) (CON)

- Subject: _RE‘ RW issues

UNCLASSIFIED |
~ NON-RECORD

. 106,

b2
BTE. .



- b2

b4
| b6
b7C
b7E
_ --=-<Original Message----- .
" From (ITD) (CON) , L
Sent; 152 PM = , "
To (OTD) (FBI) JoTo) (rBi;| o).
“ (FBD] (OTD) (FBL) ~ . — ' _
- Ccf OTD) (FBI)] |(rvD) (conyi |(oTD) (cony .
- Subject: RE{ IRWissues' ' S N
_ UNCLASSIFIED
. NON-RECORD
- 167




- b2

) L - ; b4
. ELSUR Technology Management Unit (ETMUJ) g . Cee - bd
“Electronic Surveillance Technology Section (ESTS) ‘ - R b7¢
ignal Technology Division (ITD) . ' T ‘ ' - ... bIE
Desk) . S - ST
Fax} ™ -
Cell) .

:.‘.v---.oir P, YO )
From: llTD) (FBI)

 Sent: Monday, May 02, 2005 11:58 AM__ - . i
To‘ ko) (cony [oTD) (cony | I
- - — ' _ .

- Ce (0TD) (FBI) | -

: . Subject: RW issues
~ Importance: High -~ .

UNCLASSIFIED
NON-RECORD.

IS

Guys Pleaf‘e_id_emimné_gfeciﬁc issuesrd]_____JRW problerris and ernail them tcl:;l I
] lan (and cc me) Today. They will email back when they will be able to meet

".. with us on them (the issu?s).

b2

T | L - - | | bz
; . - A S S b7C

b7E
—----Origii age---—-- ' . .
Fromi Jamyrey 7
. Sent: Monday, May 02, 2005 10:09 AM - .
Toi ko) (FBD)
) ~CcL [ITD) (FBI) ' : ,
Subject: RE: : REN

UNCLASSIFIED
" 'NON-RECORD

108



Have you made any prog"ress on identifying the specific issues to be discussed in'the meeting? - '

;Imm (com] | -
|aTD) (FaI);{ _ro)

UNCLASSIFIED

NON:RECORD
< Co o ‘ S b2
U : e b6
|::|to remind you to setupa meettng with _ |re the] lRedw,QI: b7C
issues within the field. (possibly also involves the EC that you menti o - b7E
We need to have this meetlng as soon as possible (6f course-whe feet are sound on :
-~ the ground and not.up in the air with all the traveling he is doing lately.) - Please email when
_-you have a date, and I'l help you coord the people here and TICTU: personnel ,
"' Alang with the people CC: in eds to have a technical programming
type person present also (i.e, . f there are any questlons please catl

meof ] |
Thand ] o o
i !‘ - - ° - : -

Elsur Technology Management Unit (E’I‘MU)
Electronic Surveillance Technology Séction (ESTS) o

Operational Technology Division (OTD)
Tel L b
Fad
- _Pager.] II

" UNCLASSIFIED

UNCLASSIFIED S

 UNCLASSIFIED

UNCLASSIFIED -

. . . 109



UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED * -
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ALl TNFORMATION CONTAINED °

HEREIN I$ UNCLASSIFIED

'NON-RECORD

V When you have a ch‘a;icé, could you stop bye to‘discgss-som'e things regarding our testing? .

-----

OnmaIM sage----- o .
From.i kOTD) (FBI) -

Sent: Tuesday, May 03, 2005 9:33 AM

-

N OTD) (FBDJ OTD) (FBI) - s
ubject: RE RW issues - .

UNCLASSIFIED
NON-RECORD "

. To better determine the actual tssue[:nkersonnel will work with TICTU person.nel tol

b
o DATE 04-01-2009. BY 60322 uc/lp/stp/fls’
kotD)FBY) - -
From: - |(OTD) (FBl)
Sent: iday 5.9:32 AM
To: (OTD) (FBI) .
' Sub]ect - RE RW issues. b2
. . . bé
o b7C
UNCLASSIFIED b7E

. To (0TD) (com)| JoTD) (Fen)] JoTD) (Fa);
. ITOTD) (FBI) . e — o
ceil OTD) (FBI (ITD) (CON)] koroy cconi [T

' REDWOLF locally at ERF The resulis of these tests will be dlssemlntated as appropnate

After these tests aré completed a determumatlon as to the best way to resolve the issues ldentlf ed. wnII be made

'_-.--(jr~ I .,“:- o .
Frorn‘:l |(ITD) (CON) _

b2
b6
. b7C

" bTE

 Seiit: N 54:52 PM.
| ro:f"m |coTD) (FBI)
IOTD) (FBI)

. T lcoTD) (FBIY;|
" Subject: RE:I IRW issues

bTD) (FeD){

| o) (ren;

" UNCLASSIFIED .

“"NON-RECORD

o) (com]

101
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" ‘ - | o | ] “.qu
. f\' LEESUR'TEWT@TMIanagementUmt(ETMU) T e ‘ e LI

o Electronic Surveillance Technology Section (ESTS) . | .- o ' S ., b7C .
t chnology DIVIS]OI’I (iTD) E . L - A . b7E

K -----Orjginal Message----- | .: .
" From] trm) (Fe1).
- Sent: Monday, May 02, 2005 11:58 AM - . i o o
To: "'I(rro) (con) (0TD) (cony| forp) ©
- (CQNI— : v S - —. .
cc ](omo) (Feny

"Subject:'R'q [RW issues
- Importance: Hig

. UNCLASSIFIED
 NON-RECORD -

B2

Guys, Pléase identify the specific issues r4 hw problems and email them toI !a‘nd
ﬁ(amﬂ cc me) Today. They will email back when they will be able to meet with us on them (the
.- 1ssues). - : e : S e
o R s ' ' o R - bé
———-Oridinal Message- ¢ = : : - : S p7C
Fromi |(rTD) (FeD) o : ' . o

" Sent: Mon .02, 2005 10:09 AM
‘To ITD) (FBI)
- ITD) (FBI)

Subject: RE:

102



.
]
’

UNCLASSIFIED
NON-RECORD .

-

Have yb‘u~ made any progresﬁ on identifyihg the specific issues to be discussed in the meeting?

- ------Original Message—--

From (D) (FBI)

Seqt: April 21, 2005 4:58 PM

To (TTD) (FBL) v

“Ccs ITD) (CONY [1TD) (CON);

(Il (ITD) (FBIY JrTD) (CONY -

Subject: -
" UNCLASSIFIED

NON-RECORD

»

We need to have this meeting as soon as possible (of course whe eet are sound on the
ground and not up in the air with all the traveling he is doing lately.) . Please email when you have a

I;Ito rémind you to set up a meeting witg Ire th‘el IRedonﬂ |iss£|es -
. within thefield. {possibly also involves the at you mentioned.) N

" date, and I'll help you coordinate with the people here and TICTU personnel. Along with.the people -

CC: in the email, Raytheon needs to have a technical programming type person present aiso (i.e.
If there are any questions, ptea'se callme o o

b6
bicC

- Elsur Techniology Management Unit (ETMU) . LT
Electronic Surveillance Technology Section (ESTS) : L
Operational Technology 'Division (OTD) g

l_ggpe_rl _I

" UNCLASSIFIED
. UNCLASSIFIED -

 UNCLASSIFIED .

103
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b6

b7C
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UNCLASSIFIED

UNCLASSIFIED"

UNCLASSIFIED
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Y " N L ALL INFORMATION CONTAINED

N7 : 'HEREIN IS UNCLASSIFIED C
: L , DATE 04-01-2008 BY 60322 uc/lp/scpffls ' :
koTo) (FBI). .
~ From: | G-I
Sent: - ‘ : ' 005 11:07 AM
To: ' e (OTD) (FBI)
Ce: . . {CON) , . o :
~ Subject: . - T RE]Y Matters : o T
SENSITIVE BUT UNCLASSIFED . | T
NON-RECORD ‘ , 0 o S
~ . . : _ _ . b
N _ . ) S o . L g ' B - b7C
I:l R _ o e T b7E

i

- .Th'at's gyeéf fggar‘ding‘theglsolut:on 1 will keep you apprised of the progress on thel___l Let me know

of anything else we can do'] in the interim:

Thanks,

| SA|:| SR ,

From (OTD) (FBI) - :

Sent: Fonday, May 09, 2005 8:45 AM RN

To .
I(O'ro) (e

Ce: :
Subject: RE] : Matters

KOTD) (FBI) |

| SENSITIVEBUT UNCLASSIFIED
NON-RECORD -

. L o . . ‘ S b2
. _ . . o b
L - : T SRS Y
O was able to contactl ancﬁ we did a,cpn‘fer'ence call between and
“We agreed vhi il
.+ installatfh '
I |

:has.been.mmnmaﬁ of the need to order two|:|from theE:to your off ce wutD
When the i il assist:in the mstallatlon of the l and in the
. installation © t the fleld office. . ] »

We will for your office. ‘ : ~ L
* | understand that the no‘rmalDocation fo ]xs on th4 . ThéI will have to be
. S . - . o - . ..k o



" If you have any questions, please feel free to contact me.

. /2 )
. =-—-Original Message----- .
. From: [FBI) ‘
Senlg: Friday, April 29, 4PM

To; ) (FBI)

- Ce [(MM) (FBI)
- Subject: RE| |Matters

SENSITIVE BUT uncuxssmeo : o BRI T T b
“NON-RECORD . ' . - IR A . - b7C
e : S R "a.t. . -bIE

T I'm passing all of this on now because ['ll be up your way, ml next week, otherwnse Il be glad to go s
~ along, but you' re welcome to come down next week, or whenever possl e, ust et me know ) ‘

’ Thanks

S e 1

I_gghm’gg!Advi§T S , L L
JN— Origihal Messa g o ‘ .
- -From ITD) (FBI).

'Sent' Friday, April 29, 2005 11:30 AM - A S
g;;l“ I(ES S o B S :
EIf\’lattefs . - o .

~ .

'SENSITIVE BUT UNCLASSIFIED
'NON-RECORD'

98



I'm swamped today, could you gei re their contact mfo S0 that | could talk with them next week?

if thsngs work out, there is a chance I will be own agam next week to work on the addttnona[jand
~ -would be available t0.do a site visit at th '

_Thanks'." '

--——Qriginal Message---—- SR
From| IFBE)
Sent: Friday, April 29, 2005 10:47 AM
Toi (FBI) -

Subject] {Matters

. $ENSITIVE BUT UNCLASSIFIED

NON-RECORD ' oo gy
' - ‘ b6

b7C

b7E
Hi :
- i'th"available to get back wuth |th u prefer to do another conference
call? They left with me the ques 101.0f how t now that the legalities have been

resolved. I'm out all nextweek at a class, but will be Back on

~ Got th4 yesterday thanks S L . C

SENSITIVE BUT UNCLASSIFIED
. SENSITIVE BUT UNCLASSIFIED
 SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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 SENSITIVE BUT UNCLASSIFIED

3
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o | /" DATEi 04-01-2000 " ALL TNFORMATION CONTAINED '
e ! -8 T rcLassrFiep By s0322 ucjlpfst:p/‘fls HEREIN IS UNCLASSIFIED EXCEPT

LA - REASON: 1.4 (c) ' WHERE SHOWN OTHERWISE
. _ .. DECLASSIFY ON: 04-01-2034 - e
DTD) (FBI) Oa-olmand
From: - koTp) (FBN) -

" Sent: o j 5-10:40 AM:

< Tor OTD) (FBI)
- ‘Subject: . - - . Phone Records ™ - ,
. e
" b7C. .

(OTD) (FBI)
ay, June 2005 I 44 PM

OTD) (FBI) D) (

Subject: FW: Phone Records:

o R : b2
. b6
o LT : ‘o - b7C
_SupervusorySpemalAgent . T o - Lo C . bTE - o
OTD/ESTSTICTY - . R ‘ ' : ' - . ‘
éw)) ‘ . i .,
. ¢ . A ) : t
.+ -—--Orjainal Message----- — /

" Fromi Jeery .
-Sent: Thursday, June 30, 2005 107 AM____ IR LI - L
To i ceamnl ey ko) (Fei] [oTD) -

-(FBIL) BB T T
Cc [CTD) (FeD) __fcmo) rens[ . |

. _ Subject: RE: Pt Phone Records

- A short list wodld include; '

1. Provide| [from DCs-3000 to
__2:-Currently, ‘using an b2
Nearly all Establishments usg | ~ :

95
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. — M — - — . P2

. 3 Providd __|Redwor] RTE-.
s--Orjginal'Message---+ . - ' .
smm] Lcro) (cony o e . A SR
Semmmwi%ms PM - T R
To ERBI) . i : T . - R b2
ce (ev)) ('FBI{ ooy (raty{ ’ e

" Subject: Phone Records S B ‘ R T e T Ezg

"
N

T l:s# ‘:,' isked mé to contact you regarding an issue of transferring massive amounts- o nto - o
. Can you send me an email with details of the issues? Anything you can provide . b6

N AP e . . bIC L
~Thanks, = . T e e : b7E

 SENSITIVE BUT-UK SIFIED
. - : . X ) »\‘

 SENSITIVEBUT-UNCLASSIFIED . - - . - .

- SDBRET



X

OTD) (FBI) -

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 04-01-2009 BY 60322 uc/lp/stp/Els .

b6 ma—

"pIC

From: (FBY)
Sent: 005935 AM
To: . OTD) (FBI)
: Subject: _RE: La’test hi-speed case....
SENSIT‘VE BUT. UNCLASS|F|ED
. NON-RECORD
o looked at the court order and it is for only. No

Thanks for réaching out forl

-dealing-with us ~

He is wulhng to help, but is not quite sure how this. process works masmuch itis his first b2

b6
o S © bIC

Please lét me ttype’of mentlll need to order once we venfy hlsDcari do this. Then we can getthe  P7F
ball rolling wit to get th built,. - Co S : ' o S .

Tharks again!!

otD) (Fe)

13, 2005 5:27 P_M

) (FBI)

(OTD) (FBL)

Subject: RE: Latest hi-speed case.... .

. SENSITIVE BUT UNC_LASSIFIED

e NON-RECORD.

b6
bIC

b2

bé
b7C
b7E

a1



) SeT:_WédnﬁdaL_lrly 13, 2005 3:59 PM
To: (OTD).(FBI) -

Subject RE Latest hl-speed case...

' SENSITIVE BUT UNCLASSIFIED

- NON-RECORD

1

' ttxanksl ‘
. ’ j

-—-Qriainal Messé e-——--
From (OTD) (FBI)

 Sent: Wednesday, July 13, 2005 2:31
Subject: RE: 5 ca'se“..

. sensmvs BUT UNCLASSIFIED
B ~NON-RECORD

A caneD and lefta messa'ée‘ for him. -

" --Original Message--—-- _
Fr'oml

- sﬁnm&aduasdasuuiy 13, 2005 9:
T OTD) (FBI) -

Subject: RE: Latest hi-speed case....

PM

_keB)
10 AM -

' SENSITIVE BUT UNCLASSIFIED .

NON-RECORD

H

The contact aI I.LSL

Iandh

. area. His number i ] As 1 mentioried, th

Thanks again, and we'll be in touch.

92

e is the Ifor theI
they are using is ei |
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b7C

b2
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From (OTD) (FBI) o

—. o o o pe
Septs - 1:29 AM S S B7C
To (FBI) . _ e
cc: 0TD) (FBILY oTD) (FBD) . -

Subject: RE: Latest hi-speed case....

NON-RECORD o Sl L

‘Thanks .for‘-th‘e note.

| will call you. but | wouid suggest that | talk with the fetwork manager to detefmine. what

| will gcve you a call thns afternoon to get the contact mfo for the network manager unless you respond
sooner. .

Thanks again, -

b2
o b6
-~---Original Message----- n7C
From (FBI)

bTE

Serjt: F1 2005 3:09 Pl L
"ro:I (OTD) (FBI) [coTD) (FBI)

Subject: Latest hi-speed case....

SENSITIVE BIJT UNCLASSIFIED -
NON RECORD

Hey{ Iahd
Once agéin | wanted to thank you gﬁys for your help on thél:hére in IThe

equipment is chugging along smoothly and, as expected the case: people are SWAMPED with - -
data They asked for it..... . :

- Asl menttoned | have the tlcket on another| ]

Thanks again,

93



SENSITIVE BUT UNCLASSIFIED

W

- SENSITIVE BUT UNCLASSIFIED

~

~-
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DECLASSIFIED BY 60322 uc/lp/stp/fls
ON 04-01-2009 T

[oTD) (FBY) . _
From: . R IFBn

Sent: - Thursday, July 14, 2005 10:2‘9~Al'vhl‘
To: o ’ TD)-(FBI) -

Cc: A loTD) (FBY)| GEDE
DR FBI) ‘ . — e
 Subject: . |'L‘ |

' ~SECRET/NOEORN

© b2
b6

b7C

b7E

[ [Twillkeep you updated. Thanks.

P I

wark:
pager

 SEGRET/NOFORN. -

" 90
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S b e M ALL INFORMATION CONTAINED . DATE: 04-02-2009
i : < ,  HEREIN IS UNCLASSIFIED EXCEPT  CLASSIFIED BY 60322 uc/lp/sx:pjﬂs
i : © WHERE SHOWN OTHERWISE A REASON: 1.4 (c)’
|(OTD) (FBI) S , . © . _DECLASSIFY ON: 04-02-2034
From: S A ko) (FBI). o . A
Sent: ' . MELMAJJ.EB" - ' e
To: ~ | (e8| [cony |
- IFEn OTDY (EBI _IEBIX DS
{FBI (EBIY ] -
Fenl )T OTP) (FBI); ]
(OTD) ﬁFBI [TEELL ITDYFBI) [
- (FBI [FBI} I(FBIY;
: FBi) '
BI)| QTDY (EBIDE XOTDY (FBY) b6
ITD) (FBII 1{FBY] v bicC
[OTDI (Feil (OTD) (FB! e
HOTDYWFBI] | 1=])) FBI},
(FRIY IQTDY (CONY OID)
(FBI) ITw_r__ﬁTo) (GED] I
}(FBIY EBDL (OTD)(FBI):; .=
IOTD) (F ) (QTDY (FBI oTD). .
' [OTD)(FBH .
Ce: tSJ IJIDM.EE.IJI_T |[OTD) (FBY ] -
B ﬂ ITD) (FBI) . , ‘ )
v Suh]ect: - eetlng Notes, Issues and Follow-Up S ) ~
{8) - . o y b1
'SEeRE:FIIORCO NOFOR L
REQORQ |
Everyone o . : . (gj
First, | want to thank everyone that made the effort and came to thr l::eetmg Iast Frsday here at ERF
orthe

| believe aliot of good things came out of the meeting, n eastor which is the 1rnparted sense of urgency
that was noted by all parties in addressing identified issues ) A . _

Second, i have decxded (with the concurrence of my Unit Chlef) to author this e-mall in lieu of an EC to capture the issues
and foilow-up dates. This was done for several reasons, the principal one being the delivery of the issues in a written
formatt for timely consideration. Upon review of the list of participants, and in determining the number of informational and

" - action leads that would needed to have been set and then responded to, | believe it would have been counterproductlve to

* produce anything other than this enterprlse e-mail.- | have included three case numbers in the record portion of this

document for uploadlng purposes if you are the case owner, please forward this- commumcatlon to your appropnate file.

. Noted |ssues

‘b2

b7C
b7E

'S%’ . ' - ...>87"



D

Foliow-up|

, [Requested
follow-up by August 29th. : I o - ' L R

BN

" Follow-up] INo - P
* follow-up timetable| please advise. - B b7E

~

' Follow-up

JRequeétéd foliow-up by August 29;

bl
b2

" p7C -,
S BPTE

: - J Reguested foliow-up by August 29.

. T
. . . .
. . '
I I '

‘SJ " Eollow-tip: IS5 already addressed|. __has been

select individuals. If you feel you have a need for this report, please send an e-mail request toI I
| lher at ERF (OTD), and they will send it out immediately.. . '

-

Follow-up: | |

| |Requested follow-up by July 29th. . C E : T . " b2
C - : b6

. . - , picC

‘ | L S R o ; © bIE
* It was also noted at the meeting-thaf :

i
information is available, piease forward tq Jor inclusion| |

‘88 "



This e:mail does not reflect discussions on internagssues. These issueé are left to the discretion of thel B
ASAC's and management in attendance fo‘r a‘ddressmg . : S .

: N .
It should be noted that OTD is limited by current operating procedures and’ practcces to work wrth through or in conjunction b2

with the Technical Operations elements in each field office. For logistical and informational purposes, we will kee, BIE
, for support provnded by the OTD to the Field ™
;c‘e. S . - | . ’ - I

| will follow-up with concerned /mterested parties as impending dates approach for statuses. | will advise concerned
_ .stakeholders as to developments and progresses as they become available. if there are any concerns (current or future)
‘please don't hesstate to. contact me.

‘ I'hope thrs coordlnatlon effort is of benefit. Iti is not the m:ent of either myself or TOCU to d:ctate deadltnes or
- responsibilities, just suggest to affected groups for amore timely effort in addresszng relevant issues.
Thanks for the opportumty ‘ .

sof

Technical Operations Coordination Unit

: Qperafionél Technology Divisﬁio'n : . o : }' - L | - -A ,E%C
ERF ST - e RIe
ek

WI&N‘E‘)&EMF’FION—Q

-SEERETIIC IIORCON,NOFORN

89. )



