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I, Patrick Howard, declare and state as follows:

1. From March 30, 2009 until July of 2013, | was a Management and Program Analyst in the
Freedom of Information Act ("FOIA™) Division, Office of the Commissioner, U.S. Customs and
Border Protection (“CBP™). As such, during this period of time, I was responsible for the
processing of FOIA requests assigned to me for information in CBP record systems. [ was
promoted to a position of Subject Matter Expert, Team Lead in July of 2013, In this capacity, I am
responsible for training and reviewing the case work of a team of employees, as well as processing
my own case load, to include _processing the most complex and difficult requests for release of
CBP documents and information. | have been employed by CBP for 4.5 years.

2. I make the following statements based on my personal knowledge, including my personal
knowledge of the intemnal operations of this office and agency, and upon information provided to
me in the course of my official duties.

3. I am familiar with the procedures followed by CBP in responding to the request for
information pursuant to the provisions of FOIA, and with the procedures followed in responding to
the request made by the Electronic Trontier Foundation (“EFEF”) to CBP. 1 understand that EFF is
the PlaintifT in this matter.

4. The purpose of this declaration is to inform the Court and plaintifl of CBP"s actions since
receiving the request and to provide an explanation of the procedures used in review and
processing of CBP records that are responsive to the reguest and subject to the FOIA.
Administrative Processing of the Request

5. In a letier sei by facsimile on June 25, 2012, plaintiff submitted a FOIA request to CBP
seeking documents refated to CBP’s use of unmanned aircrafl systems ("UAS™). Specifically,
Plaintiff’s FOIA request sought three catepories of documents: (1) all agency records created from
January 1, 2010 to the present reparding CBP and/or DHS policies or procedures for responding 1o
requests from other agencies for assistance involving the use of UAS. (Category 1); (2) all agency
records created from January 1, 2010 to the present regarding records or logs of CBP UAS Dights

to assist in any operation or activity of another agency, (Category 2}, and (3) a copy of the

!
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“Concept of Operations for CBP’s Predator B Unmanned Aireralt System, Y2010 Report to
Congress,” (Category 3). See Exhibit A.

6. In a leiter sent to Plaintiff on July 9, 2012, CBP assigned a control number to EFF's FOIA
request. See Lxhibit B,

7. On October 30, 2012, prior to CBP responding (o the request, EFF filed the instant
complaint against CBP.

The Search Process

8. When a FOIA request is received by CBP, the FOIA office staff carcfully evaluates what
documents are being requested. in order to determine which offices and systems within CBP may
have records responsive to the request.

9. CBP personnel determined that the office within CBP responsible for the UAS program is
the Office of Air and Marine (“OAM™). OAM is uniquely positioned to provide direct air and
maritime support to multiple agencies and to ensure the success of border protection and law
enforcement operations between ports of entry. within the maritime operating areas and within the
nation’s mterior. OAM searched for responsive documents for all three categories of information.

10. QAM determined that the only docurment responsive for Category 1 was a power point

presentation outlining the CBP procedures for responding to requests from other agencies for

assistance vsing the UAS program. This power point presentation was ereated in direct response to
a DHS Office of Inspector General report on “CBP’s Use of Unmanned Aircraft Systems in the
Nation’s Border Security,” which stated that at the time of the report. CBBP did not have Ity
procedures in place for determining how to provide assistance to other federal, state, and local law
enforcement agencies. This power point presentation was released in full to EFF on January 25,
2013,

11, Regarding the search for Category 2 records, CB?P considered this a request for records of
all flights of UAS in support of other agencies to include agencies both within DHS and outside
federal, state, and local agencies. One type of document thai was responsive to this request was the

Daily Report to the Assistant Commissioner of the Office of Air and Marine (OAM). The first
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section of the Daily Reports is for UAS activity, organized by location. Under each location are
the following fields: “Date,” “In Support of,” “Sorties,” “Flight Hours,” and *Remarks.” The
entries into these fields are partly based upon light logs for UAS flights. Those logs are
maintained in a DOS-based system from the 1980s and are not organized by assistance to outside
agencies. With respect to UAS support of other agencies, these logs appeared to be less
informative and maore conclusory than the daily reports. Because it is impossible to search the
flight logs for assistance to other agencies, individuals from OAM would have to read through each
Daily Report for the relevant time period o determine which daily reports reflect UAS assistance
to other agencies.

12, CBP indicated to EFF that OAM may be able to provide some (but likely not all) of the
undetlying flight logs maintained in the 1980s DOS-based systent, but OAM estimated that doing
so would take upwards of 3 months and would be burdensome 1o OAM’'s operations. CBP also
indicated that the Daily Reports give the most thorough information with respect 1o UAS support
for other agencies.

13, LEFF agreed to only receive CBP’s Daily Reporis in response 1o Category 2, rather than
require CBP to produce both sets of documents.

4. OAM went through each Daily Report, reviewed the UAS section of each report to
determine if any enlry reflected UAS support to another agency, and then extracted those
responsive portions, CBP then compiled the responsive portions of the Daily Reports in three
batches, grouped by years 2010, 2011, and 2012, When providing the Daily Reports to EFE, CBP
informed EFEF that CBP cannot attest to the accwmacy of the Daily Reports. Even though some
Daily Reports indicate support of another agency during a UAS operation, the noted agency may
not have actually been supported during the flight. |

15, The 2010 Daily Reports were released in redacted form to EFF on May 1, 2013,

16.  The 2011 Daily Reports were released in redacted form to EFF on May 15, 2013,

17. The 2012 Daily Reports were released in redacted form o EFF on May 29, 2013,

-
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18.  Where information was redacled from the Daily Reports, the withholdings were made
pursuant to one or more of the following exemptions: (b)(6), (BYTHC), (b)THD), and (b)(7)(E).
19.  Plaintiff requested the Category 3 record by name. CBP retrieved this report and processed
it pursuant to FOIA. On April 29, 2013, CBP released the report to EFF, with limited redactions
made pursuant to exemption (7)(E) or exemptions (b)(6) and (b}7HC).

20.  On September 19, 2013, CBP made a secondary release of information for Category 3 1o
EFF,

Segregability

21. Plaintiff has been provided with all segregable. nom-exempt information from the
documents that are responsive fo the request and subject to the FOIA, Where appropriate. CBP
asserted FOTA exemptions in the released records, No document was withheld in full and very few
pages were redacted in full. Most pages contain some exempt and some non-exempt material,
showing a great effort was made to provide segregable non-exempt information, All information
withheld is exempt from disclosure pursuant to a FOTA exemption or is not reasonably segregable
because it is so intertwined with protected material that segregation is not possible or its release
would have revealed the underlying protected material, CBP has reviewed the documents released
to Plaintiff, linc-by-line, to identify information exempt from disclosure or for which a
diseretionary waiver of exemption could apply, and T am salisfied that a1l reasonably segregable

portions of the relevant records have been released to plaintifTin this matter.

I declare under penalty of perjury that the foregoing is true and correct to the best ol my knowledge
and belief.

Signed this 25th day of September, 2013,
e 2 , . -
/({;‘ {;2__%“;‘?- C/ » ’éé.ﬁy:x”‘zw_mw
Peifrick Howard
Freedom of Information Act Office
11.8. Customs and Border Protection
U.S. Department of Homeland Security
90 K Street, NI
Washington, D.C. 20229-1181
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ELECTRONIG FRONTIER FOUNDATION 4

fratectlig Alghts i Promating Freedum on the Eleciranle fronBy

June 25, 2012

VIA FACSIMILE — (202) 325-0230
VIA EMAIL — CBPFOIA@DHS. gov

United States Customs & Border Protection
FOIA Division

799 9th Street NW, Mint Annex
Washington, DC 20229-1177

R¥: Freedom of Information Act Request

To Whom It May Concern:

This letter constitutes a request under the Freedom of Information Act (FOIA), 5 U.8.C. § 552,
and is submitted to Customs & Border Protection (CBP) on behalf of the Electronic Frontier
Foandation (EFF). We make this request as part of EFF’s FOIA Litigation for Accountable
Government (FLLAG) Project, which works to obtain govertment documents and make them
widely available to the public,

On December 10, 2011, the Los Angeles Thnes reported that CBP used one of its Predator drones
to help the Nelson County Sheriff's Department in North Dakota to find fhree individuals
suspected of committing a property theft. See Brian Bennett, “Police Fmploy Predator Drone
Spy Planes on Home Front,” L4 Times (Dee. 10, 201 1).’ In a second article on Apeil 28, 2012,
the Times reported that CBP “drones often are unavailable to assist border agents because
Homeland Seceuwrity officials have lent the aircraft to the FBI, Texas Rangers and other
government agencies for law enforcement, disaster relief and other uses.” Brian Benneti,
“Predator Drones Have yet to Prove their Worth on Border,” L4 Times, (Apr. 28, 2012).2 In a
report on CBP’s unmarmed afreraft program dated May 30, 2012, the Department of Homeland
Security, Office of Inspector General noted that “CBP had flown missions to support the
following stakeholders:

Departooent of Homeland Security (DHS) agencies, including Office of
Border Patrol, United States Secret Service, Federal Emergency
Management Agency (FEMA), and Immigration and Customs
Enforcement (ICE);

Bureau of Land Management;

Federal Bureau of Investigation;

Department of Defense;

Texas Rangers;

United States Forest Service; and

' Avallable ar hitpi//articles latimes com/201 1/dec/10/nation/la-na-drone-areest-20111211.
* Available ar httpif/articles latimes.com/2012/apr/28/nation/la-na-drone-bust-20120429.

A54 Shotwell Stiaet # San Francisco, CA 847110 USA
O 414154369333 & 41415436 9993 & wwwaeiforg O Infermationdefl.org
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National Oceanic and Atmospheric Administration (NOAA)”

Office of Inspector General, CBP s Use of Unmanned Aivcraft Systems in the Nation's Border
Security, DHS OIG-12-85, 6 (May 2012). The report also noted that “At the request of the State
Department, [CBP] participated in discussions with another country on the use of unmanned
ajrcraft.” Id at 7.

This request seeks all agency records (including, but not limited to, electronic records) ereated
from January 1, 2010 to the present regarding:

1. CBP and/or DHS policies or procedures for responding to requests from other agencies
{including agencies at the federal, state and local level, such as those discussed in the
articles above) for assistance involving the use of CBP's Predator drones;

2. records or logs of CBP drone flights to assist {n any operation or activity of another
ageéncy (including foreign, fodernl, state, and loeal government agencies) similar o those
deseribed in the two Times articles above and in the DHS Inspeetor General report,
including records or logs that detail when the drones were used for a these purposes,
which outside agency requested the flight, how long the flight iasted, the geographic area
over which the drone was flown, and information about the reason for the assistance
request or purpose of the flight.

3. A copy of the “Coneept of Operations for CBP’s Predator B Unmanned Aircraft System,
FY 2010 Report to Congress” discussed in the OIG May 2012 report at p. 7 (01G-12-85).

Format of Documents

FOIA piovides that agency records include records “maintained by an agency in any format,
including electronic format.” 18 USC § 552(H)(2)(A), FOIA also provides that an agency should
gearch for records in “electronic form or format,” 18 USC § 552(a)(3)(C), and “shall provide the
record in auy form or format requested by the person if the record is readily reproducible by the
agency in that form or format.™ 18 USC § 552(a)(3)(B). Accordingly, we request that, where
availible and appropriate, the requested records be provided in electronic format, either in their
native format, or as image files (such as jpeg, png, Uff, etc), or saved as toxt-searchable pdf
formatted files.

EFF also requests that all pages be consecutively numbered and that the page numbers of pages
or records withheld in full be clearly indicated in a document or file accompanying the produced
records.

Reguest for News Media Yee Status

EFF asks that it not be charged search or review fees for this request because EFF qualifies as a
“representative of the news media” pursuant fo the FOIA and 6 CFR, § 5.11(b)}6), (d)}(1). In
requesting this classification, we note that the Department of Homeland Security has recognized
that BFIF qualifies as a “ncws media™ requester, based upon the publication activities set forth
below (see DHS stipulation attached hereto). This precedent is particularly hportant in light of
the fact that the U8, Court of Appeals for the D.C, Circuit has stressed that agencies must not

454 Shotwell Street » $an Francisce, CA 94110 USA
414154368333 @ 41415436 9953 @ wwweltforg @ Information@eH.org
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“gdopt inconsistent interpretations of the FOIA” Al-Fayed v. CI4, 254 F.3d 300, 307 (D.C. Cir.
2001), quoting Pub. Citizen Health Research Group v. FDA, 704 F.2d 1280, 1287 (D.C, Cir,
1983).

The FOIA defines a “representative of the news media” as

any person or entity that gathers information of potential interest to a segment of
the public, uses its editorial skills to turn the raw materials into a distinot work,
and distributes that work to an audience, In this clause, the term “news” means
information that is about current events or that would be of current futerest to the
public, :

5U.8.C, § 552(a)(4)(A)(i1). The FOIA finther provides that, “as metbods of news delivery
evolve (for example, the adoption of the electronis dissemination of newspapers through
telecormunications servicos), such alternative media shall be considered to be news-media
entities,” Id. Department of Homeland Security regulations provide that news media requesters
include “publishers of periodicals (but only in those instances where they can qualify as
disseminators of “news”) who make their products available for purchase or subscription by the
general public.” 6 C.F.R. § 5.11(b)6),

Several courts have further defined the scope of news media status. For example, in Nar'l Sec.
Archive v. Dep’t of Def., the D.C., Circuit Coutt of Appeals held that a “representative of the new
media” is “a person or entity that gathers information of potential interest to a segment of the
public, uses its editorial skills to turn the raw materigls into a distinet work, and distributes that
work to an audience. 880 F, 2d 1381, 1387 (D.C. Cir. 1989). The court noted that it is “critical
that the phrase “representative of the news medin’ be broadly interpreted if the Act is fo work as
expected.” Jd. at 1386 (finding the National Security Archives’ activities, including “compilation
and distribution of document sets {are] surely ‘publishing ov otherwise disseminating
information.”), After the FOIA wes amended in 2007 to clarify the definition of & news media
representative, the D.C, District Court reiterated that the Natlonal Security Archive’s activities
still qualified it as a “tepresentative of the news media for all pending and future non-
commercial FOIA requests.” Nar T Sec. drchive v. CIA, 584 F., Supp. 2d 144, 147 (D.D.C. 2008y,
see also EPIC v. Dept. of Defense, 241 F. Supp, 2d 5, 12, 14 (D.D.C. 2003) (finding “no material
difference between EPIC and National Seourity Archive and that, “in Hght of EPIC’s publication
and distribution of its biweckly newsletter reporting on privacy and civil liberties issues
[distributed to “over 15,000 readers”), the Court concludes that EPIC is a publisher of a
periodical, and therefore falls within DoI>’s definition of a representative of the news media.”
activities,” Id. at 13)

EFF meets the qualifications in the FOIA, the department’s regulations and in the cases cited
above. EFF is a non-profit public inferest organization that works “to protect and enhance our
core civi] liberties in the digital age.”™ One of EFF's primary objectives ia “to educate the press,

? Guidestar Basic Repont, Electronic Frontler Foundation,
http://www guidestar.org/pgShowGsReport. donpold=561623 (last visited J uly 8, 2009).

454 Shotwell Street # San Francisco, CA 94110 LSA
@ +14154369333 G +1 4154359003 O wwwsftorg O nformation®efloig
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policymakers and the general public about online civil liberties.™ To accomplish this goal, EFF
routinely and systematically disseminates information in several ways,

First, BFF maintains a frequently visited sweb site, https://www.cff.org, which reposts the latest
developments and containg in-depth information about a variety of civil liberties and intellectual
property issues. EFF poste documents received in response to its FOIA tequests here, along with
accompanying analysis and commentary, See htips:/www.eff.org/lssues/fola,

EFF regularly publishes an online newsletter, the EFFector, and has done so since 1990, EFF
distributes the EFFector weekly to over 185,000 subscrivers, Al back issues of the EFFector are
available on EFF’s website at hitps://www.eff org/effector/, and we are attaching a copy of a
recent issue of the EEFector to this FOIA request.

Furthermore, EFF publishes a blog called DeepLinks that analyzes and reports on newsworthy
developments in technology. (See htips://www.eff.org/deeplinks/) It also provides miniLinks,
which d%rcct. readers to other news articles and comnientary on these issues from around the
Tnternet,

In addition to repotting high tech developments, EFF staff members have presented rescarch and
in~-depth analysis on technology issues in no fewer than thirty-seven white papers published since
2002. These papers, available at https://www.eff,org/wp/, provide information and conumentary
on such diverse issues ns biometrics, cleotronic voting, free speech, privagy and intelectual

property.

EFF has also published several books to educate the public about technology and civil liberties
issues. Everybody's Guide to the Internet (MIT Press 1994), first published electronically as 7%e
Blg Dummy’s Guide to the Infernet in 1993, was translated into several languages, and is still
seld by Powell's Books (htip:/www.powells.com). EFF also produced Protecting Yourself
Online: The Definitive Resource on Safaty, Freedom & Privacy in Cyberspace (HarperBEdge
1998), a “comprehensive gulde to self-protection in the electronic frontier,” which can be
purchased via Amazon.com (hitp:/www.amazon.com), Finally, Cracking DES: Secrets of
Encryption Research, Wiretap Politics & Chip Design (O'Reilly 1998) revealed technical details
on cnoryption sceurity to the public. The book is available online at httpi/cryptome.org/
cracking-des htm and for sale at Amazon.com,

EFRF also records and releases podeasts of interviews with EFF staff and outside experty, Line
Noise ig o five-minute audio broadcast on EFF’s current work, pending legislation, and
techmology-related  issues. A Hsting of Line Noise podcasts is available st
feed://www.ell.org/rss/linenoisemp3.xml and feed:/www.eff.org/rss/linenoiseogg.xml.

* Id,
* These fipures include hits from RSS foeds through which subscribers can easily track updates
to DeepLinks and miniLinks.

454 Shotwell Street + San Francisco, CA 841710 USA
@ +1415436 9333 @ +1415436 9993 @ wwweltorg @ information@eff.org
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Finally, EFF uses new medir extensively to disseminate information to the public. EEF hag
almost 81,000 followers on Twitter and sends out approximately 150 “Tweets” per month with
short summaries of EFF blog posts and information on current issues in surveillance, intellectyal
property, technology and civil liberties, These Tweets contain links back to EFF’s site and to
other sites on the Internet that readers can and regularly do click on for more in-depth coverage.
EFF also has more than 37,000 people who “like” the organization on Facebook and who recelve
EFF’s blog posts and updates through the site. And finally, EFF has a channel on Youtube where
it publishes short videos on the lssues of the day, EFF*s Youtube channe! hag approximately 1.9
million views.®

Due to these extensive publication activities, EFT ig a “representative of the news media” under
the FOIA and agency regulations,

Request for a Public Iuterest Fee Waiver

EFF is entitled to a waiver of search and duplication fees because disclosure of the requested
information is in the public interest within the meaning of 5 U.8.C. § 552(a)(d)(a)(itl) and 6
CFR. § 5.11(k). To determine whether a request meets this standard, regulations require that
ICE assess whether “[dlisclosure of the requested information . . . is Hkely to contribute
significantly to public understanding of the operations or activities of the government” and
whether such disclosure “is not primarily in the commeroial interest of the requester.” 6 C.F.R.
§§ 5.11¢k)(1){), (i), This request clearly satisfies these criteria,

First, because CBP is a component of the federal government, information concerning how CBP
uses drones clearly and directly relates to the “operations or activities of the federal
government.” 6 CF.R. § 5.11{&)(2)().

Second, disclosure of the requested information will “contribute to an understanding of
government operations or activities.” 6 CIR, § 5.11(k)2)(i1) (internal quotation marks
omitted). EFF has requested records that will shed light on how CBP is using <drones for
purposes other than border patrol, EFF will compile and analyze this information and make it
available to the public. The requested information is not in the public domain, and EFF has

- alteady published extensively on this topic, Therefore, this information will necessarily
contribute to a more robust public understanding of the subject.

Third, the requested material will “contribute to public understanding®” of CBP’s drone program,
6 C.E.R. § 5.11(k)(2)(iii) (internal quotation marks omitted). This information will contribute not
only to EFF's understanding, but to the undetstanding of a reasonably broad audience of persons
interested in the subject. ERF will make the information obtained under the FOIA available to the
public and the media through its web site and the EFF newsletter, which highlight developments
concerning privacy and civil liberties issues, Because EFF is a representative of the news media,
EFF’s request presumptively satisfies this criterion. Id.

Fourth, the disclosure will “coniribute significantly” to the public’s knowledge and

¢ htips://www youtube.contfuser/EFForg,

454 Shotwell Streat # San Frencisco, CA 94110 UsA
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understanding of how CBP uscs its drones and how it is spending its scarce resources on drone
flights. 6 C.F.R. § 5,11(k)(2)(iv) (internal quotation marks omitted). As noted above, the DHS
Inspector General tecently criticized CBP for how it is running its unmanned aircraft program,
and specifically criticized CBP for not seeking compensation from the many agencies to which it
loans its drones. So far, however, specific data on these non-CBP drone flights £ has not been
available, The information sought through this FOIA request will contribute significantly to the
public’s knowledge and understanding of the issues involved in expanding use of drones to
patrol inside US borders and will enable the public to make informed decisions on whether this
use is appropriate or necessary, especially given the federal government’s current budget crisis.
As such, the response fo this FOIA request will undoubtedly enhance the public’s understanding
of the subjeot.

Finally, a fee waiver is approptiate here because EFF has no commercial interest In the
disclosure of the tequested records. 6 CFR, § S.LRY)ED). EFF is a 501(c)(3) nonprofit
organization, and will not derive commercial benefit from the information at issue here.

Thank you for your consideration of this request. As the FOIA provides, I will antlcipate a
determination with respect to the disclosure of requested records within 20 working duys, If you
have any questions or concerns, do not hesitate to contact me at jlynch@eff.org or 415-436-9133

x 136,

Sincerely,

/ -

gm}“‘\’) '

Jennifer Lyneh

Staff Altorney

Electronic Frontier Foundation
Enclosures

434 Shotwell Streat « San Francisco, CA 947710 USA
O 414154369333 G +1 4154369993 @ weweflorg @ Informetion@afi.org
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N THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC FRONTIER
FOUNDATION
Plaintiff,
v, Civil Action No. 06-1988 (ESH)

DEPARTMENT OF HOMELAND
SECURITY,

Deforndant,

R R T L ML N S L U NP L R

STIPYULATED DISMISSAL OF PL,

Plaintiff Electronic Frontler Foundation (EFF) and Defendant Department of Homeland
Security {(DHS), by counsel, hersby stipulate and agres as follows:

1. Defendant DHS has granted news media status to Plaintiff EFF based on the
represeniations contained in EFF’'s FOIA requests, which demonstrate that EFF is an “entity that
is organized and operated to publish or brosdeast news to the publie,” 6 C.F.R. § 5.11(b)(6).
Detendunt DHS will continue to regard Plaintiff EFF ug a “representative of the news media”
absent n change in circumstances that indicates that EFF is no longer an “entity that is organized
and operatad to publish or broadeast news to the publie.” 6 CF.R. § 5.11(b)Y6).

2, Agcordingly, the parties herewith agreo to the dismisse] of Plaintiff KFE's SBecond
Cause of Action, relsted to BFF’s status as » “representative of the news median.”

3. The parties further agree that sach will pay its own fees and costs for work on the
dismissed claim.

SO STIPULATED AND AGREED this 27" day of February, 2007,
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ELECTRONIC FRONTIER FOUNDATION
1875 Connegticut Avenue, N.W,

Suite 650

Washington, D,C. 20009

{202) 797-5009

Counsel for Plaintiff

PETER D, KEISLER
Agsistant Attomey General

JEFFREY A, TAYLOR
United States Attorney

ELYZABETH J, SHAPIRO

D.C. Bar 418925

Aassistant Branch Director

1.5, Department of Justice

Civil Division, Federal Programs Branch

sl John R Coleman
JOHN R. COLEMAN
Trial Attorney
U.S. Department of Justice
Civil Division, Federal Programs Branch
20 Mussachusetts Avenue, NW, Room 6118
Washington, D.C, 20530
(2027 514-4505

Counsel for Defendunt
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Offize af Ihepector Ganare!

U8, Dopurtmunt of Homeland Security
Wiahingion, DC 25018

Homeland

Ms, Jennifer Lynch

Electronie Frontier Foundation
454 Shotwell Streat

San Francisco, CA 94110

SUBJECT: Freedom of Information Act Request No, 2011-045
Dear Ms. Lynch:

Thiz acknowledges receipt of yout Freedom of Information Act (FOIA) request to the
Depsrtroent of Homeland Security (DHS), dated Decomber 3, 2010, Your request seeks news
media feo status, expedited review, and a fes waiver. Your request was received in this office on
December 22, 2010, and was assigned the above-referenced FOIA tracking number,

Regarding your medis fee status requost, | am granting your request for “representative of the
news media” status, DHS FOIA regulations specifically define “representative of the news
media” as “any person actively gathering news for an entity that is organized and operated to
publish or broadecast news to the public” 6 CF.R. §§ 5.11(b)(6). Even though the Electronic
Frontier Foundation (EFT) is a non-profit public interest organization, EFF's activities of
collecting and disseminating information to the public about civil liberties through online
reports, newsletiers, and published books satisfy the status of a representative of the news media,
As snch, based on the ahove stated information, I am granting your request for this fee status,

As to your request for expedited review, 5 U.B.C, § 552(a)}{6XE)(1) states that “each ngency
shall promulgate regnlations , ., providing for expedited processing of requests for records.™
There are two categories of requests that merit expedited review under DHS FOIA rogulations:
(1) requests for which a “lack of expedited treatment could reasonably be expected to pose an
imminent threat to the life or physical safety of an individual;” or (2) where there is “an urgency
to inform the public sbout an actual or alleged fedetal government activity, if made by & person
primarily engaged in disseminating information.” 6 C.E.R. §§ 5.5(d)(1)(), (ii). Requesters that
seek expedited processing must submit a statement explaining in detail the basis for the request,
and that statement must be certified by the requester to be true and correct. 6 C.ER. § 5.5(d)3).

Your request for expedited processing will be held in abeyance pending your tesponse to Me.
Nikki Gramian's December 29, 2010 telephone message. A subsequent rosponse will be
provided upon resolution of an agreemont conceming OIG's search for records responsive 1o
your FOLA request,
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Finadly, as it relates to your fee waiver request, your request will be held in abgyunce pending the
quantification of regponsive records. DHS FOJIA Regutations, 6 CFR § 5,11(k){(2), set forth
factors to examing in determining whether the applicnble logal standard for a fee waiver has been
met, We will therefore consider these factors in our evaluation of your request for a foe walver:

1. ‘Whether the subject of the requested records concerns *the oporations or activities of
the government;”

2. Whether the disclosure is “likely to contribute™ to an understanding of
government aperations or activities;

3, Whether disclosure of the requested information will conttibute to the understanding
of the public at large, “as opposed to the individual understanding of the requestor™ or
8 narrow segment of interested persons;

4, Whether the contribution to public understanding of government operations ot
activities will be “significant;”

5. Whether the requester has a commercisl inferest that would be furthered by the
requested disclosure; and

6. Whether tho megnitude of public interest in disclosure is sufficlently large, when
compared to the requester’s identified commercial interest in disclosure,

If any responsive records are located, we will consider these factors in our evaluation of your
request for a fee waiver,

In the event that your fee waiver s denied, we shaill charge you for records in acoordance with
the DHS Interim FOIA regulations as they apply to media requestors. As & media requesior you
will be charged 10-cents a page for duplication, although the first 100 pages are free, You will
bu promptly notified once a determination is made regarding your fee waiver request.

Should you have any gquestions, you muay contact Ms, Aneet Thind, FOIA/PA Analyst, at
{202) 254-4373, or by writing to: DHS/Office of Inspector General/ STOP 2600, 245 Mutray
Drive, 8.W.,, Building 410, Washington, DC 20528, Plesss rofer to the above-reforenced
tracking number if you contact us regarding your request. If we require additional information,
we will contact you.

Sincerely,

tﬁ&ﬁn& R, Gallo

Agsistant Counsel to the Inspector General



Case4:12-cv-05580-PJH Document27 2 Filed09/25/13 Pagel8 of 24 Boia
08/25/72012 11:59 Hx 41543608903 301

From: "EFFecior List* <aditor®@etf,org
Subleot: [E8] The patent system is hroken -- and wa need your halp | EFFecior 25.17
Date: Juns 20, 2012 118:38 PM PDT
To: esi-glichafiorg>
Reply-Te: EFFector List <adlior@eff,orgs-

o st B . - So—

om0 R 8 A RA P D St i 1l Bt S e et i o 1o A s a1

o

oumdatio

ik tri-ur §12th issue:

» UPDATES
g s MINILINKS
» ANNOUNCEMBENTS

FPatenty are supnosed o foster innavation, but modarn soltwars patents have bees lurned
against inverttors. We need your help to detend innovation from g broken paten ayetam.
Slgn-on to EFF's seven proposals for Kng tha patent systemn, and we'll ake thesa
signaturas with us when we go to Washington, 0.0, fo tell laglslators about our concemns.
Lat's oreate a syatom that gelends innovation, Instead of hindering il

Wantio Abolish Software Patents Completaly? Tell Us,

Our campaign 1o Defend Innovation s just alout our proposals - we want to hedr, and
amplify, (he views of the technleal communily. Meny snginescs, rosearshers, snd
sntraproratrs have suggestod that reform is riot eneugh and that sofiware should notbe
patontable, perloy. We want to record these visws,

EFF Updates
inteinst Arohive Suas o Stop Now Waghinaton Stetetaw

Tha internat Archive hag filed B faderal challonge 1o 2 new Washington State law thal
interds (o muke online service providers ciminally iabla for providing acssss to (hted
partles’ allanalve matarisls. BFF [ repreaanting the internet Arshive in prder to blagk tHg
enforcemant of 5B 6261, afaw afmed al comballing advartisementa sor undarags sox
workera but with vagus and overbraad language that Ia nguarely in contlict with fodoral
law,

How 1o Ture on Bo Not Tagk In Your Browssr
{n racant years, onfing racking companies haye bagun ko monlter.our clicks, astrches and

retding hatils a8 we move arcund the Internet, If you are concamed about parvasive
online web tracking by ehuvigral sdvartizsrs, then you may want to eneble Do Nol Track

ualnl ﬁau ]otaad the.. .
: n‘rematlunai 1ntullactua|, _

CTourHgRTo Kow What puy
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megiibila gt tongen for s
wigst popular hrowsery: Salari, Imarpet Explorer 8, Fretox, and Chiroms, o In “potich

on your web browser. Our tutoral walks you through tha enabling Do Not Track In the faur ,«iﬁ;’“’mmﬂﬂl*ﬁ daleg? Whyae:. %
- £

Plematrie Nallonsl g and Pogenoria.d Faie Songa of Becurity

Peoplo tend to think that digital coples of our blolagics! fasturss, slared i 4 govarnment-
run database, are problems of a dystopian flure, But govarnments sround tha world are
nlready using such tachnoiogles, Severat countrios ara collacting matsive smounta of
blemalric dals for thalr natlonal idenifty and passpor schomog - g tavelopment that
raises significant civit Braries and privacy concarns,

T

renzin

Thi British govemnment has unvelled & Bl that has & Tarmidar ring 1o . The
Communicalions Date BI would requirs all itamet SBarvice Providers and mobile pghone
nelwork providers In Britain to collend and stors information on averyone's intarnst and
phane sctivily. Essentially, the blll socks to publicly raquire In the UK what EFF and many
otherg have long malmained Js happening In the US in secrut - and what we have besn
irying fo bring to publle and jussictal review since 2005,

“Hegklng" Strikes Fear i the Heart of Texag Buresu of Pricong

Eatller this month, an inmale in Texas was deniad acgesa (o computers gnd &n slectronie
magsaging system boogusa he ordered 5 copy of the Information soourity hantbook
Hacking Exposed. Doas slmply ordering 4 copy of an information seeusity handbook
fordar an individusl & threat to the safe, secure, and ordedy oparation of & faderal prisen?

g

!

'5"'3upley QTsdvaﬂ.‘te, gal
2 yTitovonitive daik :hatla- ’
g bwq{‘x%?ﬁwmkknnm o

Almgrt sortainty not,
mﬁmmmmmmmmamﬁwm n Activigte
Sovororoent Hackerg Conlinges

Shise March of thls yoar, EFF ha raportad axtansivaly on the ongoing oampalgn 1o use
sooial angineering 10 instalt survelliance software Hat splos on Syran activists, Syrlan
opposition activists hiava besn targeted uslag seversl Trojans, including one disglidacd as
& Suypa ongryption twol, which ¢overtly lostall spying software onto the infectad QUINpETS!,
ag wal ag a multituds of phishing attacks whioh steal YouTubs sind Facoboolk iogin
eredentlal, The Intest anack covertly Installs 3 now remots access tool, Blackstiades
Ramot Gontrolier, Wwhoae capabilities inckido Kayatroks logaihg and remote screenshots.

AR

IS

minilinks

The paralialz belween ACTA und TPP can't be ignored, But, as CltizenVax oxplains, TEP
i mvan worss.

BQE founder, Nevy SEALS uncloak encrypted comims biz

Phil Zimmermann and eome of the wriginal PGP 1gam hava jolnad up with former UG Navy
SEALs o bulldt an encryplad communieations pladform. Sifent Cirels wilt launch Iatar {als
yesr, and 520 3 month will buy sacrypted madl, text messages, phone aalls, and
vidgogonfersnding.

Thae pravalenga of online Iracking-on the top 50 websHes hae rven axponsniistly since
2014, drivan In part by the rfse of onilne advertiaing avstions, ascording to a new sludy by
8an Franclsco-based data protestion company Krux Dighal Ine,
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1 Administrivia
B8N 1082-9424

EFFactor is g publicalion of the Elsctronle Frontlar Foundstion,
454 Shotwell Strget

San Fraholeoo, CA

41101814

UBA +1 418 436 9383

+1 415 436 YB3 {fax)

#ft.org

Edior: Parker Higgins, Activiat
aditor@ertorg

Meribarahip & donatfon quoeries: membershin®@eftorn

Genoral EFF, fagal, polivy, ar bnling resources qusries: info#eitfarg

Reproduction of this publication In elestronic. media s ancoutaged. Bignad aricles do
not necosuarly reprosant tha visws of EFF. To reproduce signed articiss ingiividually,
plegse coninct the authors fof thsie sxprass permisslon.

Preus réloasos ard EFF announcements & artlolag may be reproduced lwdividoally at wigk,
Back lssues of EFFgntor

This newslstter i printad from 100% recyeled eleairons,
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EFF appraclatos your support and respocts your privacy, Brivagy Folley.
Unsibseribe oc chitngs your einpll drotorencon, of opt eut of sil BFF small

454 Shotwall Straet
San Francisco, CA $4110-19114
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ELECTRONIC FRONTIER FOUNDATION

454 Shotwell Strest

San Francisco, CA 94110
+1 415 436 9333 x 147 (tel)
+1 415 436 8993 (fax)

FAX COVER SHEET

DATE: G(zS/;L_
TO: 2070~ 32C-02.30
Pax Number: CusAovet, ¥ Bocde o ?my\{c}'\\" S
FROM;: ~d&mon e L»\M-)L—\ |
RE: FONA oo watde—
Pages sent including thi;E: (= -

COMMENTS:

‘ NOTICE

Thiz fax I8 latended for the use of the Individual ¢r enfity to which It [z addressed and may contsin
Information that Is privifeged, confidentlal, and exempt from disclosure, If vou are not the Intended reciplert
or hiz or her agent, you dre hereby notifled that any dissemination, distribution or sopying of this
communication Is strictly prohiblted and asked fo please notify us immadiataly by talephone. Thank you.

PIEASE CALL 419 AR 9333 TITFF THERE IS A PRORBIFAM
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11.5. Customs and

Rorder Protection
SO FD LIP
022477

July 9.2012

Jennifer Lynch

St Antarney

Flectronic Frontier

454 Shovwell Street

Qan Franvisco, CA 94110

Dear Ms, Lynch:

“This letter is an acknowledgement to your Freedom of Intormation Act (FOLA) request 10
U.S. Customs and Border Protection (CBP) requesiing all agency records (including, but not
Limited 1o, electronic records) ereated from January L, 2010 o the present regarding!

L. CBP and/or DHS policies or procedures for responding to sequests from other agencies
(including agencies at the tederal, state and lacal level, such as those discussed in the
articles above) tor assistance involving the use of CBP's Predator drones;

3. records or logs of CBP drone {lights 1o assist in any operalion or activity of anotiwr
ageney (including foreign. federal. state. and focal government agencies) similar to those
deseribed in the two Times articles above and in the DHS lnspector Creneral repott.
including records or logs that detail when the drones were used for a these purposes,
which outside ageney requested the [light, how long the {light lasted, the geographic area
gver which the drone was flown, and information about the reason for the assistance
reqquest or purpose of the flight.

3. A copy of the "Coneept of Operations for CBP's Predator B Unmanned Aireralt
System. ['Y 2010 Report to Cangress" discussed in the 010 May 2012 veport at p. 7
(OIG-12-85).

Your request is under review, Due to the increasing number of FOILA requesis received by this
office, we may encounter some delay in processing your reguest. Per Section 5.5{a) of the DHS
FOIA regulations, 6 C.F.R. Part 5. the Department processes FOIA requests according to their
order of receipt. Although CBP's goal is 1o respond within 20 business days of receipt of your
request. the FOIA does permit a {0-day extension of this time period. We will make every effort
to comply with your request ina timely manner.

As it relates to your fee waiver request, CBP has reviewed your letter thoroughly and has
determined that vou have not presented a convineing argument that you are entitled w0 a blanket
waiver of fees.
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The DHS FOIA Regulations, 6 CFR§ 5.1 1(k)(2). set Torth six Tuctors fo exiamine in determining
whether the applicable legal standard for a fee waiver has been mmet, We considered these factors
in our evajuation of your request for a fee waiver:

(1) Whether the subject of the requested records coneerns “the operations or uctivities of
the govermumenty”

(2) Whether the disclosure is ~likely to contribute™ to an understanding of governmen
operations or activities:

(3) Whether disclosure of the requested information will contribute 1o the understanding
ol the public at large, as opposed 1o the individual understanding of the requester or 4
narrow segiment ol interested persons;

(4) Whether the contribution to public understanding of government operalions ar
activities will be "significant;”

(3) Whether the requester has a commercial interest that would be furthered by the
requested disclosure; and

(6) Whether the magnitude ol any identified commercial interest (o the requester is
sufficiently large in comparison with the public interest in disclosure. that disclosure is
primarily in the commercial interest of the requester.

As a requester. you bear the burden under the FOIA of showing that the fee waiver requirenents
have been met. Your request does not adequately describe how or whether the contribution to
the public understanding of this topic would be “significant.” Any agsessable fees shail be held in
aheyance pending the collection of responsive documents.

Provisions of the Act allow us to recover part of the cost of complying with your request. We
shall charge you for records in accordance with the DHS Interim FOIA regulations as they apply
representatives of the media. You will be charged for the direct costs associated with duplication
of the records released to yous L.e., 10-cenls per page, although the first 100 pages are free. By
submitting your request, you have agreed 1o pay up to $23.00 in applicable processing tees. if
any fees associated with your request exceed this amount, CBP shall contact you.

Your request has been assigned reference number 2012F24771. please refer 1o this identifier in
any future correspondence. You may contact this office at (202) 325-01 30.

Dale Matin
~Acting Director. FOTA Division
Office of International Trade



