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Ellis, Kristin

A From:
Sent:
To:
Subject:

Judish, Nathan
Monday, May 17, 2010 11 :32 AM
Downing, Richard; Goldfoot, Josh
FW: 24/7 Trace of Threat Email

I don't know if Going Dark is collecting examples, but from a duty call I handled last week, here is an interesting exam'ple
of a threat being sent to an employee of a United States corporation using anonymizing technologies.

Ô Sent: May 17).0104:51 AM

To: Judish, Nathan
cgfr 1
LUbject: Re: 24/7 Trace of i4eat Email

Hello Nathan,

I am the handling officer ìn the Netherlands assìgned to handle this request.

I've gathered some intelligence about this anonymìzing email service and got information about what ìs stored
on the serve~'- .,\L. ...~
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Not Responsive
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So basically, there won't be any benefit in sending us an MLAT asking us for the logfiles, content of the server
or identification of the sender.

If you have any questions or remarks, please do not hesitate to contact me.

í J
~iaison Officer

Netherlands Police Agency
National Crime Squad
Intellgence Unit

Team High Tech Crime

P.O. Box11
3970 AA Driebergen
The Netherlands14 "1l! '~i )teir . .,
fax~+313435353gt
ceii:(
mail
mail

C On May 13, 2010, at 1:39 AM, Judish, Nathan wrote: CI2,¡y\

--'--~-~-z:41Y-'Point-oFeuntact.""-""""""'~-~-~~~~~~~.._~-~~,,-~~~-

i am an attorney in the Computer Crime and Intellectual Property Section of the United Statp.s npn~rtment of Justice. I
am contacting you regarding an email threat sent on May5,2010,tO( Jiis an employee of a
United States company in EI Salvador, and email is copied below.

The threatening email was sent throughr 1 an anonymizing email service located in the Netherlands. If possible,
given the nature of this threat, we wouldÏìe to obr:"1n the sender's email address and originating IP address used to

4

CRM-000058

Case3:10-cv-04892-RS   Document43-3   Filed03/29/12   Page6 of 7



communicate throughr
appropriate legal proJins.

-"",

-~-_J Otherwise, we would like to request preservation of this information pending
Botifhe body and the headers of the email are included below,

Any assistance you can provide in this matter would be greatly appreciated.

Thanks,
Nathan Judish
Computer Crime and Intellectual Property SectionUnited of Justice
202'6
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