Case3:10-cv-04892-RS Document43-2 Filed03/29/12 Pagel of 46

Exhibit 1

Exhibit 1



Case3:10-cv-04892-RS Document43-2 Filed03/29/12 Page?2 of 46

Diminishing Electronic
Surveillance Capabilities in the
Communications Age

Drug Enforcement
- Administration




Case3:10-cv-04892-RS Document43-2 Filed03/29/12 Page3 of 46

Conducting lawful intercept in the past
was straightforward...

Target phone Single POTS carrier Intercepting Agency

Local loop intercept Simple access and understanding
Single carrier Inexpensive
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MULTIPLE ACCESS METHODS TO A VARIETY OF SERVICES
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VolP

BASIC VOICE
CHARACTERISTICS

The human voice is a continucus acoustical waveform

t  Expressed as an oscillating sine wave (see below)

Components
Froquency (number of cycles per second)

Amplitude

WHAT IS A PACKET?

A packet consisis of two basic components:

a "payload” of digital information to be
transmitted

header that conlains control information needed
to transmit the information across the network
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ANALOG TO DIGITAL
CONVERSION

CONNECTIONLESS
PACKET ROUTING
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CONNECTIONLESS PACKET
ROUTING

Mr. Dutson come here! My Hurson come here!
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Data Retention

1 Where are the records?
1 What are the records?
1 How long are the kept?
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Diminishing Electronic
Surveillance Capabilities in the
Communications Age

Drug Enforcement
Administration
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Conducting lawful intercept in the past
was straightforward...

Target phone Single POTS carrier Intercepting Agency

Local loop intercept Simple access and understanding
Single carrier Inexpensive
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MULTIPLE ACCESS METHODS TO A VARIETY OF SERVICES

Internet

Any of _g_,nur’hber
of providers
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Law enforcement’s lawful intercept capabilities are
erodlng b?/ the day, creating a “Lawful Intercept Capability
All i‘orcemgnt Agengies are on the road to
“Going Dark

Gap.’ Law En

Increasing Technical
Capability Gap

Intercept Capabilities
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ELECTRONIC SURVEILLANC TRENDS -
WHERE TITLE lll WIRETAP AUTHORIZATIONS
OCCUR

Shift in location of wiretaps

Wireless / mobile technologies are the preferred medium of
communications for targets

1991 2007

95%

0% 1% 1% 10/n2/{J

Wireless/Mobile Residence  Multiple Business Roving

Source: 2007 Wiretap Report, Administrative Office of the United States Courts
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Industry Trends in Wireless Data Services

¢ 2008 Revenues for Verizon Wireless Data Services

($10.7 billion) represents a 44 percent increase over
2007.

More than 65 percent (45.5 Million) of its retail
customers now own 3G broadband-capable devices.
During the fourth quarter of 2008, Verizon Wireless
customers sent or received more than 90 billion text
messages, more than double the volume of texts
sent in the same period one year earlier.

In Q4-2008, AT&T reported a 57.5 percent increase
in wireless data revenues over Q4-2007. The Data
Growth reflects increases in the adoption of smart
phones and 3G wireless devices.
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AT&T Wireless Data Traffic
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ree Screens or tne
uture

ytime, anywhere access to communications
d entertainment services on any device

Unitad States’
largest digital voice

and data wireless
network, with broad
3G deployment

One of world’s

largest backbone
networks

Extensive
broadband and
video

access network
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Discussion?
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Drug Enforcement Administration
Office of Investigative Technology

Diminishing Electronic Surveillance Capabilities in
the Communications Age

November 18, 2009

DEA Sensitive information.
May Not Be Used Or Disclosed Qutside DEA
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Communications Assistance For Law
Enforcement Act (CALEA)

m Congress enacted CALEA in October 1994 to preserve the ability of
law enforcement to conduct electronic surveillance by requiring
that telecommunications carriers and manufacturers of
telecommunications equipment modify and design their
equipment, facilities, and services to ensure that they have the
necessary surveillance capabilities. Applies to—

— Common carriers
— Facilities-based broadband Internet access providers

— Providers of interconnected (MANAGED) Voice over Internet
Protocol (VolP) services.

— All defined as “telecommunications carriers” for purposes of
CALEA

5C - 133



Case3:10-cv-04892-RS Document43-2 Filed03/29/12 Page?24 of 46

Traditional Switch Based Intercept
1994 Landscape

Telephone

Switch Office

| ( Land Llnes
Mobile Phones

Target
Devices -

i

Sprint St
P S

CALEA was designed and
Implemented for the PSTN
Law Enforcement Infrastructure depicted here.
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Drivers

Industry full scale convergence and transformation of traditional
circuit switched communications to |.P. based communications
throughout the world.

Wireless data (i.e., Smart-phones, mobile broadband) is driving the
telecommunications industry and creating new revenues.

Consumer’s growing demand for wireless data services and
computer-like capabilities such as Skype, encryption, peer-to-peer,
location based services (LBS), multi-media, VolIP.

AT&T wireless data traffic is doubling every quarter and being
driven by messaging, internet access, applications and related
services.

“Wireless data is driving the economy, Smartphone wireless

connectivity is the answer.” Meredith Attwell-Baker, Commissioner Federal
Communications Commission
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Wireless Data Trends

m  Wireless data service revenues for the first half of 2009 climbed to
more than $19.4 billion—a 31% increase from the first half of 2008.

— There are more than 276 million U.S. wireless subscribers.

— More than 740 billion text messages were reported for the first half of 2009—
breaking down to 4.1 billion messages per day— which is nearly double the
amount of texts reported for the first half of 2008.

— 1.1 trillion minutes were used in the first half of 2009—breaking down to 6.4
billion minutes-of-use per day.

— More than 246 million data-capable devices are in the hands of consumers
today. More than 40 million of these devices are Smart-phones or wireless-
enabled PDAs and more than 10 million are wireless-enabled laptops,
notebooks or air-cards
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Shift from Mobile Voice to Mobile Internet - Data
Communications
4 Mobile Data L 1000 gT y R
§ ext essages

450 - Customers 900
40.0 - ~ 800 -

35.0 700 e et e et e
30.0 600 -

250 500 -

1200 +— 400 e e
15.0 -+~ 300 - -
10.0 200 N —
>0 7 100
0.0 - ‘ 0 | |

Jan-06 Jan-07 Jan-08 2007 Dec-08

139




Case3:10-cv-04892-RS Document43-2 Filed03/29/12 Page?28 of 46

Global Mobile Data Traffic Growth

131% CAGR 2008-2013
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Chasing Technology

m Target exploitation in an IP world does not look the
same as in a switched-based world.

m Scale and pace of wireless IP communications

technology is developing quicker that we can adapt to in
light of current legislation and policies.

m We need to improve our ability to respond to
developing communications technologies through both
resource allocation and legislative reform.

DEA Sensitive Information.
May Not Be Used Or Disclosed Outside DEA
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When in range

of Wi-Fi g N
hotspot .. | f!.ose WI-FI <
Handset / signal .. Back tb
connects over e ;standard celly

VolP

f,; i@i‘tower

Auto-authentication allows
some smart-phone users to
seamlessly switch from a 3G
netwqrk to an Wi-Fi Hot Spot
without being prompted

What does this
mean for Title Il
and Call Detail
Records?
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Wi-Fi Cell Phones Expected to Double
in Two Yea rs 8-28-09 CI0.com

400% Growth in WW Public Wi-Fi
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Convergence of Smart-Phones, Game Stations,
VolP Applications and 3G/Wi-Fi Technology

\’*"’ Jajah Ta.kety ‘

PennyTel
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Q&A

25
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‘Managed VoIP: (Vonage, Magic
Jack, Google Voice)

éUnmanaged VolIP: (Skype, Fring, T T
‘and other 3" party Apps)
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Voice over |.P. (VolP)

A communications method
that converts analog voice to

Personal Telephone
B Computer

standard |.P. Language, so that
it can be transmitted over the
internet.

» T
Personal Telephone
Computer
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Skype

- An unmanaged provider of peer-
to -peer global communications via
the internet

5C - 226
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Skype

m Supports three primary methods of communications:

’ — Skype to Skype: Free, Encrypted Computer to computer
- voice, chat, IM, video

- Skype-Out: Unencrypted I.P. call to traditional telephone

(cellular/ landline). CDR’s and I.P. Logs available.. Cost per
call.

; — Skype-In: Traditional cellular or landline unencrypted call to
~ a Skype assigned number. Cost per call.
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Y ‘ 4;? An unmanaged provider of encrypted peer to
peer global communications via the internet
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Google Voice-Managed VolP




Case3:10-cv-04892-RS Document 43-2 Filed03/29/12 Page42 of 46

wkesea réh in Motion
Blackberry

Records Exploitation
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Blackberry

A communication device developed by Research in
Motion (RIM), Waterloo, Canada. Provides
encrypted data communication services over
wireless networks.

Not subject to U.S. CALEA laws.

Service is provided by multiple providers,

internationally and domestically, such as AT&T,
Verizon, T-Mobile, Sprint.
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