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VoIP 
BASIC VOICE 

CHARACTERISTICS 
i T he h u m a n vo i ce is a c o n t i n u o u s acous t i ca l w a v e f o r m 

\ E x p r e s s e d as an osc i l la t ing s ine w a v e (see be low) 

i C o m p o n e n t s 

Frequency (number of cycles per second) 

Amplitude 

ANALOG TO DIGITAL 

CONVERSION 

WHAT IS A PACKET? 

A packet consists of two basic components: 

a "pay load" of d ig i ta l i n fo rmat ion to be 

t r ansm i t t ed 

Header that con ta i n s con t ro l i n fo rma t i on n e e d e d 

to t ransmi t the i n fo rma t i on a c r o ss the n e t w o r k 

CONNECTIONLESS 

PACKET ROUTING 
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CONNECTIONLESS PACKET 

ROUTING 

EKl H I K i l I 

Mr. Watson come here! Mr. liaison come here! 
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Conducting lawful intercept today is highly complex 
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Data Retention 

i Where are the records? 

! What are the records? 

i How long are the kept? 
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Conducting lawful intercept today is highly complex 
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Shift in location of wiretaps 

Wireless / mobile technologies are the preferred medium of 

communications for targets 

1991 2007 

Source: 2007 Wiretap Report, Administrative Office of the United States Courts 
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• 2008 Revenues for Verizon Wireless Data Services 
($10.7 billion) represents a 44 percent increase over 
2007. 

• More than 65 percent (45.5 Million) of its retail 
customers now own 3G broadband-capable devices. 
During the fourth quarter of 2008, Verizon Wireless 
customers sent or received more than 90 billion text 
messages, more than double the volume of texts 
sent in the same period one year earlier. 

• In Q4-2008, AT&T reported a 57.5 percent increase 
in wireless data revenues over Q4-2007. The Data 
Growth reflects increases in the adoption of smart 
phones and 3G wireless devices. 
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Source: Trends in Telephone Service, 
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nytime, anywhere access to communications 
id entertainment services on any device 
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Discussion? 
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71 
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Shift from Mobile Voice to Mobile Internet - Data 

Communications 
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400% Growth  WW Public Wi-Fi 

Hotspo ts : 2004-2009 (June) 
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Source: J Wire, 2009 
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5C- 155 
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Voice over I.P. (VoIP) 

Personal Telephone 

Computer 

Phone 

Adapter 

Personal 

Computer 
Telephone A w 
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" ; - Skype to Skype: Free, Encrypted Computer to computer 

voice, chat, IM, video 

; - Skype-Out: Unencrypted I.P. call to traditional telephone 

(cellular/ landline). CDR's and I.P. Logs available.. Cost per 

call. 

I - Skype-ln: Traditional cellular or landline unencrypted call to 

j a Skype assigned number. Cost per call. 
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Research in Motion 

Blackberry 

Records Exploitation 
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Blackberry 
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BIS (Blackberry Internet Service): 

Provides subscribers with delivery of email 

messages, web-browsing. Blackberry.net 

(Encrypted email service hosted by RIM/) and 

integrated webmail accounts (Hotmail, 

Yahoo, GmaiL.) 
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• PIN to PIN Messaging. 

Encrypted peer to peer messaging between 
j blackberry devices. 

Messages can be sent across networks, 
worldwide, via a central relay managed by 
RIM. 
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