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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED

From: | (OTD) (FBI)

Sent: Wednesday, December 09, 2009 12:11 PM

To: [ ] (DO)OGA)

Cc: GREVER, LOUIS E. (DO) (FBI); THOMAS, MARCUS C. (OTD) (FBI); DICLEMENTE,
ANTHONY P. (OTD) (FBI)

Subject: Follow-up from Friday's mtg

UNCLASSIFIED

NON-RECORD

;ere are the answers to most of your items.

From: l I(DO)(OGA)

Sent: Tuesday, December 08, 2009 1:43 PM

To: PAGLINO, MARYBETH (OTD) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI)| | (osc) (FeD);
[ [(DD)(FBL)

cé GREVER, LOUIS E, (DO) (FBI); THOMAS, MARCUS C. (OTD) (FBI); SABOL, SHERRY E. (OGC) (FBI)

Subject: Follow-up from Friday's mtg

UNCLASSIFIED

NON-RECORD

I just want tamake sure that evervone is on the same page about do-outs from Friday's meeting. My
notes sho

EFF/Lyncn-1012

. ,DATE 05-17-2011 BY 65179/DMH/BAW/STP/bls
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) a(b}(7)(A) a(d)(S)
B(b)(2) a(b)(7)(B) a(j)(2)
o(b)(3) a(b)(7)(C) a(k)(1)

a(b)(7)(D) o(k)(2)

=(b)(7)(E) a(k)(3)

a(b)(7)(F) o(k)(4)
o(b)(4) a(b)(8) o(k)(5)
8(b)(5) o(b)(9) o(k)(6)
o(b)(6) B(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1013: Page 2 of a 3 page e-mail chain dated between December 8-9,2009. See
Bates page 1012 for partially released e-mail page 1.

DO.0.0.9.9.0.0.0.0.9.0.9.00.00.004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D0 0.00.0.0.0.0.4.9.0.9.9.9.0.004
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OPCA-20 (12-3-96)

) FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this.deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
" material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) o(d)(5)
B(b)(2) a(b)(7)(B) a(j)(2)
B(b)(3) =(b)(7)(C) B(k)(1)
- B(b)(7)(D) B(k)(2)

&(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)

o(b)(4) a(b)(8) a(k)(5)
=(b)(5) o(b)(9) o(k)(6)
®=(b)(6) : B(k)(7)

o0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) waslwere not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

& The following number is to be used for reference regarding this page:

EFF/Lynch 1014: Page 3 of a 3 page e-mail chain dated between December 8-9, 2009. See
Bates page 1012 for partially released e-mail page 1. See Bates page 1013 for e-mail page 2,
which is also withheld in full.

P 9,0.9.0.9.0.0.9.¢.¢.0.00.000004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
P O90.0.0.0.0.0.00.9.0.0.0.09.904




| Cases:10-cv-04892-RS Document4l-/ "Filed03/01/12 Page4 of 198

ALL INFORMATION CONTAINED - DATE: 05-17-2011
HEREIN IS UNCLASSIFIED EXCEPT CLASSIFIED BY 65179/DMH/BAU/STP/bls
WHERE SHOWN OTHERWISE : . REASON: 1.4 (c)
’ DECLASSIFY ON: 05-17-2036° -
o - . ' bl
b7E

(Uj:;lase a variety of technologies that have presented electronic surveillance challenges to case agents in
the field. A few examples include the following: .

X

X

EFF/Lynch-1015
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions lndlcated below with no segregable
material available for release to you.

Section 552 Section 552a

=(b)(1) B(b)(7)(A) O(d)(5)

0(b)(2) ' a(b)(7)(B) 0()(2)
O(b)(3) B(b)(7)(C) aky(1)

: o(b)(7)(D) o(k)(2)

®(b)(7)(E) o(k)(3)

o(b)(7)(F) o(k)(4)

o(b)(4) O(b)(8) o(k)(5)

B(b)(5) - a(b)(9) o(k)(6)

&(b)(6) ak)(7)

O Information pertained only to a-third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information followmg our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other .
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFFE/Liynch 1016-1017: Pages 1-2 of 12 pages of partly classified e-mail chains dated between June 16 -
September 29, 2010, that discuss "Going Dark Case Examples," and showing how ELSUR limitations
have effected FBI investigations. A portion of these pages are classified SECRET in accordance with
E.O. 13526 of December 29, 2009. See Bates pages 1018-1027 for e-mail chain pages 3-12.

KXHXXXXXKKKX XXX XXXXKX
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
P 9.0.0.0.0.0.0.9.0.0.0.0,:0.990.00.04
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section §52a

=(b)(1) a(b)(7)(A) a(d)(5)
o(b)(2) o(b)(7)(B) a())
o(b)(3) ®(b)(7)(C) o(k)(1)

a(b)(7)(D) a(k)(2)

®(b)(7)(E) o(k)(3)

o(b)(7)(F) o(k)(4)
0(b)(4) o(b)(8) o(k)(5)
=(b)(5) o(b)(9) o(k)(6)
=(b)(6) a(k)(7)

-0 Information pertained only to a thifd party with no reference fo the subject of your request

or the subject of your request is listed in the title only.

0 Document(s) originated with ancother Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld‘inasmuch as a final release determination has not been made. You will be 7
advised as to the disposition at'a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

&8 The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1018, and 1021-1024: Pages 3 and 6-9 of 12 pages of partly classified e-mail chains dated

between June 16 - September 29, 2010 that discuss "Going Dark Case Examples," and showing how
ELSUR limitations have effected FBI investigations. A portion of these pages are classified SECRET in
accordance with E.O. 13526 of December 29, 2009. See Bates pages 1016- 1017 1019-1020, and 1025-
1027 for e-mail chain pages 1-2, 4-5, and 10-12.

PO 00 000.00.0.00.0.0.0.0.00.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
P .0.0.0.0.9.9.0.0.9..0.9.0.9.0.064
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

5 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)7)(A) a(d)(6)
a(b)(2) a(b)(7)(B) 0()(2)
o(b)(3) B(b)7)(C) o(k)(1)

a(b)(7)(D) o(k)(2)

22(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)
a(b)(4) o(b)(8) a(k)(5)
=(b)(5) o(b)(9) a(k)(6)
®(b)(6) _ a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ieé). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be

|
\
1
o Document(s) originated with another Government agency(ies). These documents were
advised as to the disposition at a later date.

released page(s).

Page(s) withheld for the following reason(s):

7 Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
|

® The following number(s) are to be used for reference regarding these pages:

EFE/Lynch 1019-1020, and 1025-1027: Pages 4-5 and 10-12 of 12 pages of partly classified e-mail
chains dated between June 16 - September 29, 2010 that discuss "Going Dark Case Examples," and
showing how ELSUR limitations have effected FBI investigations. See Bates pages 1016-1018, and
1021-1024 for e-mail chain pages 1-3, and 6-9.

). 9,:0.0,:0.9.0.9.0.9.0.9.0,0.0,.0,0.0.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
PO0.0.0.9.0.0.0.0.0.0.0.00.9.6.004
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
a(b)(1) o(b)(7)(A) a(d)(5)
a(b)(2) o(b)(7)(B) o(j)(2)
a(b)(3) B(b)(7)(C) . ak)(1)
o(b)(7)(D) a(k)(2)
®(b)(7)(E) a(k)(3)
a(b)(7)(F) o(k)(4)
o(b)(4) a(b)(8) a(k)(5)
B(b)(5) a(b)(9) a(k)(6)
=(b)(6) a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were nbt considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1028: Page 1 of a 2 page undated discussion paper that outlines technical issues and
impediments investigators faced during a specific investigation.

D9.0.9.0.0.0.0.9.0.0.0.0.09.0¢6.0.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9.9.9.9.0.0.0.9.0.9.¢.9.9.9.9 0,004
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this Jocation in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable —
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) o(d)(5)
a(b)(2) o(b)(7)(B) o()()
a(b)(3) a(b)(7)(C) a(k)(1)

a(b)(7)(D) a(k)(2)

=(b)(7)(E) o(k)(3)

a(b)(7)(F) a(k)(4)
a(b)(4) o(b)(8) a(k)(5)
&(b)(5) (b)(9) a(k)(6)
B(b)(6) a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised.as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1029: Page 2 of a 2 page undated discussion paper that outlines technical issues and
impediments investigators faced during a specific investigation. See Bates page 1028 for page 1
of this discussion paper. ’

PO 00.0.0.0.0.0.90.0.90.99.9.0.00.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
)9.0.9.9.0.9.9.0.0.0..9.0.9.0.0.0.0.4
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

Page(s) withheld entirely at this location in the file. One or'more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 5§52a

=(b)(1) a(b)(7)(A) a(d)(5)
a(b)(2) a(b)(7)(B), a()(2)
a(b)(3) a(b)(7)(C) ak)(1)

a(b)(7)(D) a(k)(2)

&(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)
a(b)(4) 0(b)(8) a(k)(5)
®(b)(5) a(b)(9) a(k)(6)
B(b)(6) B(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

O Document(s) originated with another Government agency(ies). These documents were -
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). ‘ )

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFE/Lynch 1030-1032: 3 page undated discussion paper that outlines technical issues and
impediments investigators faced during a specific investigation. A portion of these pages are
classified SECRET in accordance with E.O. 13526 of December 29, 2009.

XIKKXX XXX XX XK XHXXXXX
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
P.0.0.0.0.0.0.9.9.0.9.0.0.0,.0.9 0,04
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

4 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

=(b)(1) B(b)(7)(A) o(d)(5)
a(b)(2) o(b)(7)(B) o(j)(2)
o(b)(3) ®(b)(7)(C) o(k)(1)
r o(b)(7)(D) o(k)(2)

B(b)(7)(E) o(k)(3)

o(b)(7)(F) o(k)(4)

o(b)(4) o(b)(8) o(k)(5)
®(b)(5) o(b)(9) o(k)(6)
=(b)(6) o(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1033-1036: 4 page undated discussion report that outlines sensitive investigative
techniques being used in a certain pending investigation and ELSUR impediments investigators
are facing during the investigation. A portion of these pages are classified SECRET in
accordance with E.O. 13526 of December 29, 2009.

DO 0.0.0.9.0.0.0.00.0.09.90.904
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
PO 09.0.0.0.0.0.0.0090.00.6.0 04
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 5§52 Section 562a
=(b)(1) : B(b)(7)(A) a(d)(8)-
a(b)(2) a(b)(7)(B) a(j)(2)
a(b)(3) : ®(b)(7)(C) a(k)(1)
a(b)(7)(D) B(k)(2)
®(b)(7)(E) a(k)(3)
a(b)(7)(F) a(k)(4)
a(b)(4) a(b)(8) a(k)(5)
=(b)(5) a(b)(©) a(k)(6)
®(b)(6) a(ky(?)

o Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be

advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be

advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1037-1039: 3 page partly classified e-mail chain dated between June 16 - June 18, 2010 that

discuss "Going Dark Case Examples," and shows how ELSUR limitations have effected FBI
investigations. A portion of these pages are classified SECRET in accordance with E.O. 13526 of
December 29, 2009. See Bates page 1040 for e-mail chain page 4.

)0 0.0.0.0.0.0.0.0.0.0.0.0.9.0,0.0.04

X Deleted Page(s)

X

X No Duplication Fee X

X for this page

X

P9,0.0.0.9.0.9.9.0.0.0.9.0.9.9.9.9,0.4
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

Page withheld entirely at this location in the file. One or more of the following statements,

where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

Section 552

o(b)(1)
0(b)(2)
o(b)(3)

a(b)(4)
(b)(5)
(b)(6)

=(b)(7)(A)
o(b)(7)(B)
=(b)(7)(C)
a(b)(7)(D)
®(b)(7)(E)
a(b)(7)(F)
o(b)(8)

a(b)(©)

Section 552a

a(d)(5)
0(1)(2)

a(k)(1)
a(k)(2)
a(k)(3)
o(k)(4)
(k)(5)
a(k)(6)
ak)(7)

o Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date. ‘

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1040: 1 page e-mail chain dated June 17, 2010 that discuss "VoIP communication
services" relating to a specific pending FBI investigation. See Bates pages 1037-1039 for e-mail

pages 1-3.

$9.9.9.9.0.0.0.9.9.0.9.9.0.0.0.9.6.04
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9.0.0,:0.0.9.0.9.9.0.9.9.0.0.0,0.00.4
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FOIA/PA DELETED PAGE INFORMATION SHEET

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions weré made pursuant to the gxemptions indicated below with no segregable —
material available for release o you.

Section 552 Section 552a

o(b)(1) &(b)(7)(A) a(d)(5)
o(b)(2) o(b)(7)(B) a(j)(2)
a(b)(3) a(b)(7)(C) a(k)(1)
o(b)(7)(D) a(k)(2)
=(b)(7)(E) a(k)(3)
a(b)(7)(F) , a(k)(4)
a(b)(4) a(b)(®) - o(k)(5)
&(b)(5) a(b)(9) o(k)(6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Documeni(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). :

Page(s) withheld for the following reason(s):

8 The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1041-1042: 2 page undated discussion paper that outlines technical issues and
impediments investigators are facing during a specific pending investigation.

D 9.9.0.0.0.9.0.9.0.6.0.0.0.9.09.6,64
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
$9,0.0.9.0.0.9.9.09.9.¢.6.609.994
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statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you. ’

Section 552 Section 552a

a(b)(1) a(b)(7)(A) a(d)(S)
a(b)(2) a(b)(7)(B) a(i)(2)
a(b)(3) a(b)(7)(C) a(k)(1)

O(b)(7)(D) a(k)(2)

=(b)(7)(E) o(k)(3)

a(b)(7)(F) a(k)(4)
o(b)(4) O(b)(8) a(k)(5)
=(b)(5) a(b)(9) a(k)(6)
O(b)(6) a(k)(7)

D Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

0 Documenti(s) originated with another Government agency(ies). . These documents were
referred to that-agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFFE/Lynch 1043-1046, and 1048: Pages 1-4, and 6 of a 12 page partly classified internal FBI
Intelligence Assessment discussion paper dated July 23, 2010, prepared by the FBI Directorate of
Intelligence, Cyber Intelligence Section, titled, "Challenges Posed by Malicious Use of Voice over
Internet Protocol." See Bates pages 1047, and 1049-1054 for discussion paper pages 5, and 7-11.

P 9.0.0.9.9.9.0.0.0.0.0.900.006.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X

|

|

\

i

5 Page(s) withheld entirely at this location in the file. One or more of the following
} |
‘ $9.9.9.9.9.9.9.0.0.0.9.0.0.6.0.00.0¢ }
|

|
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3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

m(b)(1) O(b)(7)(A) a(d)(5)
a(b)(2) o(b)(7)(B) a()(2)
O(b)(3) a(b)(7)(C) o(k)(1)
a(b)(7)(D) 0(k)(2)

=(b)(7)(E) ' 0(k)(3)

: a(b)(7)(F) a(k)(4)

0(b)(4) 0O(b)(8) a(k)(5)
8(b)(5) , 0O(b)(9) a(k)(6)
0(b)(6) a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date. ‘

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1047, and 1051-1052: Pages 5, and 9-10 of a 12 page partly classified internal FBI Intelligence
Assessment discussion paper dated July 23, 2010, prepared by the FBI Directorate of Intelligence, Cyber
Intelligence Section, titled, "Challenges Posed by Malicious Use of Voice over Internet Protocol." A portion of the
information on these pages are classified SECRET in accordance with E.O. 13526 of December 29, 2009. Sec Bates
pages 1043-1046, 1048-1050, and 1053-1054 for discussion paper pages 1-4, 6-8, and 11-12.

) 9.0.9.9.0.9.0.0.0.0.0.0.0.99.0.9.0.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
)9.0,.0.0.0.0.0.:0.0.0.0.0.0.9.¢0.0 0.4
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X . Deletions were made pursuant to the exemptions indicated below with no segregable -
material available for release to you.

Section 552 Section 552a

B(b)(1) =(b)(7)(A) o(d)(5)
o(b)(2) o(b)(7)(B) a()(2)
®(b)(3) o(b)(7)(C) a(k)(1)
50 U.S.C. § 1806(b) o(b)(7)(D) a(k)(2)
' =(b)(7)(E) a(k)(3)

» o(b)(7)(F) o(k)(4)

o(b)(4) o(b)(8) o(k)(5)
®(b)(5) : o(b)(9) o(k)(6)
o(b)(6) ok)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination.has not been made. You will be
‘advised as to the disposition at a later date. ‘

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference 'regarding this page:

EFE/Lynch 1050: Page 8 of a 12 page partly classified internal FBI Intelligence Assessment discussion
paper dated July 23, 2010, prepared by the FBI Directorate of Intelligence, Cyber Intelligence Section,
titled, "Challenges Posed by Malicious Use of Voice over Internet Protocol." A portion of the
information on this page is classified SECRET in accordance with E.O. 13526 of December 29, 2009.
See Bates pages 1043-1049, and 1051-1054 for discussion paper pages 1-7, and 9-12.

$9,0.0.0.0.0.0.0.0.0.9.9.9,0.0.0.9.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D 0,0.0.0.0.9.0.0.0.¢.6.9.09.0.06.0




Case3:10-cv-04892-RS Document41-7 Filed03/01/12 Pagel8 of 198

OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) o(b)(7)(A) , B(d)(5)
o(b)(2) - ob)(7)B) . o()(2)
o(b)(3) ' o(b)(7)(C) o(k)(1)

o(b)(7)(D) o(k)(2)

a(b)(7)(E) o(k)(3)

o(b)(7)(F). o(k)(4)
o(b)(4) o(b)(8) o(k)(5)
2(b)(5) o(b)(9) o(k)(6)
o(b)(6) : o(k)(7)

O Information pertained only fo a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1054: Page 12 of a 12 page partly classified internal FBI Intelligence Assessment

discussion paper dated July 23, 2010, prepared by the FBI Directorate of Intelligence, Cyber
Intelligence Section, titled, "Challenges Posed by Malicious Use of Voice over Internet
Protocol." See Bates pages 1043-1053 for discussion paper pages 1-11.

P00 0.0.0.0.0.00.9.9.0.0.600.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D0, 0.9.0.0.0.0.0.9.0.0.9.9.0,.0.9.0.0.4
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4 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

Section 552

a(b)(1)
a(b)(2)
a(b)(3)

o(b)(4)
a(b)(5)
5 (b)(6)

=(b)(7)(A)
a(b)(7)(B)
=(b)(7)(C)
a(b)(7)(D)
B(b)(7)(E)
a(b)(7)(F)
a(b)(8)

a(b)(®)

Section 552a

o(d)(5)
a()(2)
a(k)(1)
o(k)(2)
o(k)(3)
a(k)(4)
a(k)(5)
a(k)(6)
a(k)(7)

o0 Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFE/Lynch 1055-1056, and 1058-1059: Pages 1-2 and 4-5 of 6 pages of undated discussion
papers that outline technical issues and impediments investigators are facing during 4 separate
pending investigations. See Bates pages 1057, and 1060 for discussion paper pages 3, and 6.

XXXXXXXXXKIIHKXKXXKX
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
P 9,0.9.0.9.0.00.000.000.0000.0
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| 1 Page withheld entirely at this location in the file. One or more of the following statements,
‘ where indicated, explain this deletion.
X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 . Section 552a

o(b)(1) ®(b)(7)(A) 0(d)(5)
o(b)(2) o(b)(7)(B) o()(2)
B(b)(3) a(b)(7)(C) o(k)(1)
a(b)(7)(D) o(k)(2)

=(b)(7)(E) a(k)(3)

a(b)(7)(F) . o(k)(4)

o(b)(4) o(b)(8) a(k)(5)
®(b)(5) o(b)(9) a(k)(6)
o(b)(6) ©o(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultatlon with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other -
released page(s).

Page(s) withheld for the following reason(s):

‘® The following humber is to be used for reference regarding this page:

EFF/Lynch 1057: Page 3 of 6 pages of undated discussion papers that outline technical issues
and impediments investigators are facing during 4 separate pending investigations. See Bates
pages 1055-1056, and 1058-1060 for discussion paper pages 1-2, and 4-6.

) 9,.0.9.0.0.0.0.0.0.9.0.9.0.0.0.0.0.0.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
).0,.9.9.0.9.9.0.0.0.9.¢.9.0.9.0.0.0.94
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) o(b)(7)(A) o(d)(5)

o(b)(2) o(b)(7)(B) o(j)(2)

a(b)(3) a(b)(7)(C) a(k)(1)

: a(b)(7)(D) o(k)(2)

=(b)(7)(E) o(k)(3)

a(b)(7)(F) o(k)(4)

a(b)(4) o(b)(8) o(k)(5)

®(b)(5) o(b)(9) o(k)(6)
a(b)(6) a(k)(7) .

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1060: Page 6 of 6 pages of undated discussion papers that outline technical issues

and impediments investigators are facing during 4 separate pending investigations. See Bates
page 1055-1059 for discussion paper pages 1-5.

) 9.9.9.9.0.9.0.0.9.9.0.0.0.9.0.0,0.9.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
DO 09.9.4.0.0.9.0.0.0.0,0409.6 04
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) . ab)(7)(A) o(d)(5)
o(b)(2) o(b)(7)(B) o()(2)
o(b)(3) B(b)(7)(C) o(k)(1)

o(b)(7)(D) o(k)(2)

®(b)(7)(E) o(k)(3)

a(b)(7)(F) o(k)(4)
o(b)(4) 0(b)(8) a(k)(5)
=(b)(5} O(b)(9) o(k)(6)
B(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

o Doéument(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you. .

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

8 The following number is to be used for reference regarding this page:

EFF/Lynch 1061: Talking points page outlining proposed changes to CALEA that would
simplify the communication industries ability to comply with lawful intercept orders.

PO 0.9.9.0.0.0.9.0.0.9.0.0.99.090.4
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
h90.0.0.0.0.0.0.0.0.0.0.0.0.0.60.0¢
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2 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

X " Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

Section 552

a(b)(1)
(b)(2)
a(b)(3)

o(b)(4)
=(b)(5)
o(b)(6)

a(b)(7)(A)
a(b)(7)(B)

a(b)(7)(C)

a(b)(7)(D)
a(b)(7)(E)
a(b)(7)(F)
a(b)(8)
a(b)(®)

Section 552a

o(d)(5)
a()(2)
a(k)(1)
a(k)(2)
a(k)(3)
o(k)(4)
a(k)()
o(k)(6)
a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

o Documeni(s) originated with another Government agency(ies). These c_iocuments were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuitation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it

released page(s).

Page(s) withheld for the following reason(s):

(is) /they (are) (a) duplicate(s) of (an)other

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1062, and 1066: Pages 1, and 5 of a 5 page partly classified undated draft/redline
talking points paper titled, "Challenges With Emerging Technologies." The talking points paper
outlines examples of the widening ELSUR Gap that places our national security at risk. See
Bates pages 1063-1065 for talking points paper pages 2-4.

PO 00.90.0.0.0.00.009.00.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
)9 0,9.0.0.0.9.0.0.009.9.9.06.004
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

|

i

}' X Deletions were made pursuant to the exemptions indicated below with no.segregable
material available for release to you.
|

Section 552 Section 552a

=(b)(1) ‘ &(b)(7)(A) a(d)(5)
a(b)(2) a(b)(7)(B) o()(2)
a(b)(3) a(b)(7)(C) o(k)(1)
' o(b)(7)(D) o(k)(2)

®(b)(7)(E) o(k)(3)

a(b)(7)(F) o(k)(4)

a(b)(4) o(b)(8) o(k)(5)
=(b)(5) a(b)(9) a(k)(6)
=(b)(6) o(k)(7)

O Information peftainéd only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the folléwing reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1063: Page 2 of a 5 page partly classified undated draft/redline talking points paper titled,
"Challenges With Emerging Technologies." The talking points paper outlines examples of the widening
ELSUR Gap that places our national security at risk. A portion of the information on this page is
classified SECRET in accordance with E.O. 13526 of December 29, 2009. See Bates pages 1062, and
1064-1066 for talking points paper pages 1, and 3-5.

) 9.0, 0.0.9.0.9.6.00.0.9.0.0.0.0.0.04¢
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D 00.90.0.9.9.0.90.0.00.9.0.00.6.00.4
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

w(b)(1) ®(b)(7)(A) a(d)(5)
a(b)(2) a(b)(7)(B) 0(j)(2)
a(b)(3)_ a(b)(7)(C) (k)(1)
8(b)(7)(D) o(k)(2)
8(b)(7)(E) 0(k)(3)
a(b)(7)(F) , a(k)(4)
o(b)(4) a(b)(8) a(k)(5)
B(b)(5) a(b)(®) a(k)(6)
o(b)(6) : a(k)(7)

D Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1064: Page 3 of a 5 page partly classified undated draft/redline talking points paper titled,
"Challenges With Emerging Technologies." The talking points paper outlines examples of the widening
ELSUR Gap that places our national security at risk. A portion of the information on this page is
classified SECRET in accordance with E.O. 13526 of December 29, 2009. See Bates pages 1062-1063,
and 1065-1066 for talking points paper pages 1-2, and 4-5.
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X Deleted Page(s) X
X No Duplication Fee X
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

| X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

B(b)(1) B(b)(7)(A) a(d)(5)
B(b)(2) o(b)(7)(B) a()(2)
o(b)(3) a(b)(7)(C) B(k)(1)

g(b)(7)(D) a(k)(2)

=(b)(7)(E) . B(k)(3)

a(b)(7)(F) o(k)(4)
a(b)(4) o(b)(8) o(k)(5)
=(b)(5) a(b)(9) ak)(6)
o(b)(6) a(k)(7)

o0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFE/Lynch 1065: Page 4 of a 5 page partly classified undated draft/redline talking points paper
titled, "Challenges With Emerging Technologies." The talking points paper outlines examples of
the widening ELSUR Gap that places our national security at risk. See Bates pages 1062-1064
and 1066 for talking points paper pages 1-3 and 5.

) 9.0.0.0.9.0.0.90.0.0.0.9.0.0.00.004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 5562a

B(b)(1) =(b)(7)(A) a(d)(5)
o(b)(2) a(b)(7)(B) 0())(2)
o(b)(3) &(b)(7)(C) o(k)(1)
: a(b)(7)(D) a(k)(2)

a(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)

o(b)(4) a(b)(8) a(k)(5)
&(b)(5) ] O(b)(9) a(k)(6)
& (b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
~ or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1067: Page 1 of a 4 page partly classified undated draft talking points paper titled,

"Challenges With Emerging Technologies." The talking points paper outlines examples of the widening
ELSUR Gap that places our national security at risk. A portion of the information on this page is
classified SECRET in accordance with E.Q. 13526 of December 29, 2009. See Bates pages 1068-1070
for talking points paper pages 2-4.
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X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

=(b)(1) 2(b)(7)(A) o(d)(5)
o(b)(2) o(b)(7)(B) o()(2)
a(b)(3) B(b)(7)(C) - o(k)(1)

o(b)(7)(D) o(k)(2)

&(b)(7)(E) o(k)(3)

o(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) o(k)(5)
=(b)(5) O(b)(9) o(k)(6)
®(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1068: Page 2 of a 4 page partly classified undated draft talking points paper titled,
"Challenges With Emerging Technologies." The talking points paper outlines examples of the widening
ELSUR Gap that places our national security at risk. A portion of the information on this page is
classified SECRET in accordance with E.O. 13526 of December 29, 2009. See Bates pages 1067, and
1069-1070 for talking points paper pages 1, and 3-4.
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X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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1 FEDERAL BUREAU OF INVESTIGATION
| FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

®(b)(1) B(b)(7)(A) o(d)(5)
a(b)(2) o(b)(7)(B) "0(j)(2)
a(b)(3) : o(b)(7)(C) o(k)(1)

8(b)(7)(D) o(k)(2)

8(b)(7)(E) o(k)(3)

O(b)(7)(F) o(k)(4)
a(b)(4) o(b)(8) o(k)(5)
®(b)(5) o(b)(9) o(k)(6)
2(b)(6) | o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1069: Page 3 of a 4 page partly classified undated draft talking points paper titled,

"Challenges With Emerging Technologies." The talking points paper outlines examples of the widening
ELSUR Gap that places our national security at risk. A portion of the information on this page is
classified SECRET in accordance with E.O. 13526 of December 29, 2009. See Bates pages 1067-1068
and 1070 for talking points paper pages 1-2, and 4.
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable —
material available for release fo-you.

Section 552 Section 552a

a(b)(1) o(b)(7)(A) o(d)(5)
a(b)(2) a(b)(7)(B) o))
o(b)(3) o(b)(7)(C) a(k)(1)
o(b)(7)(D) o(k)(2)

®(b)(7)(E) o(k)(3)

: o(b)(7)(F) o(k)(4)

o(b)(4) o(b)(8) B(k)(5)
=(b)(5) o(b)(9) o(k)(6)
o(b)(6) B(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1070: Page 4 of a 4 page partly classified undated draft talking points paper titled,
"Challenges With Emerging Technologies." The talking points paper outlines examples of the
widening ELSUR Gap that places our national security at risk. See Bates pages 1067-1069 for
talking points paper pages 1-3.
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

=(b)(1) =(b)(7)(A) o(d)(5)
o(b)(2) a(b)(7)(B) 0(j)(2)
o(b)(3) &(b)(7)(C) a(k)(1)

a(b)(7)(D) a(k)(2)

a(b)(7)(E) 0(k)(3)

a(b)(7)(F) a(k)(4)
o(b)(4) a(b)(8) a(k)(5)
=(b)(5) ab)©) . a(k)(6)
=(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request ﬂ
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not cbnsidered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). .

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1071: Page 1 of a 4 page partly classified undated draft/redline talking points paper titled,

"Challenges With Emerging Technologies." The talking points paper outlines examples of the widening
ELSUR Gap that places our national security at risk. A portion of the information on this page is
classified SECRET in accordance with E.O. 13526 of December 29, 2009. See Bates pages 1072-1074
for talking points paper pages 2-4.
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 5§52 Section 562a

B(b)(1) &(b)(7)(A) ‘ g(d)(5)
0(b)(2) a(b)(7)(B) - a()@)
O(b)(3) =(b)(7)(C) o(k)(1)
: a(b)(7)(D) B(k)(2)

&(b)(7)(E) B(k)(3)

a(b)(7)(F) B(k)(4)
a(b)(4) a(b)(8) a(k)(5)
B(b)(5) a(b)(©) : a(k)(6)
=(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the itle only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consulitation with the
other agency(ies).

Page(s) withhelrd inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1072: Page 2 of a 4 page partly classified undated draft/redline talking points paper titled,

"Challenges With Emerging Technologies." The talking points paper outlines examples of the widening
ELSUR Gap that places our national security at risk. A portion of the information on this page is
classified SECRET in accordance with E.O. 13526 of December 29, 2009. See Bates pages 1071, and
1073-1074 for talking points paper pages 1, and 3-4.

D O0.9.9.9.0.9.0.0.00.90.9.09994
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
P00 0.0.0.0.9.06.0.06.0.00.004
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 . Section 552a

®(b)(1) a(b)(7)(A) a(d)(5)
o(b)(2) a(b)(7)(B) 2(j)(2)
B(b)(3) B(b)(7)(C) o(k)(1)

®(b)(7)(D) o(k)(2)

®(b)(7)(E) o(k)(3)

a(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) a(k)(5)
®(b)(5) B(b)(9) a(k)(6)
a(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to ;the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the folldwing reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1073: Page 3 of a 4 page partly classified undated draft/redline talking points paper titled,
"Challenges With Emerging Technologies." The talking points paper outlines examples of the widening
ELSUR Gap that places our national security at risk. A portion of the information on this page is
classified SECRET in accordance with E.O. 13526 of December 29, 2009. See Bates pages 1071-1072
and 1074 for talking points paper pages 1-2, and 4.
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,

where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

Section 552

5(b)(1)
o(b)(2)
o(b)(3)

o(b)(4)
®(b)(5)
o(b)(6)

a(b)(7)(A)
a(b)(7)(B)
a(b)(7)(C)
o(b)(7)(D)
&=(b)(7)(E)
a(b)(7)(F)
a(b)(8)

a(b)(®)

Section 552a

5(d)(5)
a(j)(2)

o(k)(1)
0(k)(2)
a(k)(3)
a(k)(4)
Bi(k)(5)
o(k)(6)
a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

o0 Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld masmuch as a final release determination has not been made. You Wl“ be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1074: Page 4 of a 4 page partly classified undated draft talking points paper titled,

"Challenges With Emerging Technologies."

The talking points paper outlines examples of the

widening ELSUR Gap that places our national security at risk. See Bates pages 1071-1073 for

talking points paper pages 1-3.
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Déletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

®(b)(1) ®(b)(7)(A) o(d)(5)
o(b)(2) o(b)(7)(B) 0()(2)
o(b)(3) B(b)(7)(C) o(k)(1)

o(b)(7)(D) o(k)(2)

B(b)(7)(E) o(k)(3)

o(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) a(k)(5)
®(b)(5) a(b)(9) a(k)(6)
®(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1075-1076: Pages 1-2 of a 5 page partly classified undated draft talking points paper titled,
"Challenges With Emerging Technologies." The talking points paper outlines examples of the widening
ELSUR Gap that places our national security at risk. A portion of the information on these pages are
classified SECRET in accordance with E.O. 13526 of December 29, 2009. See Bates pages 1077-1079
for talking points paper pages 3-5.
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X for this page X
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1 Page withheld entirely at this location in the file. One or more of the following statements,

where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

=(b)(1)
B(b)(2)
a(b)(3)

Section 552

(b)(4)
=(b)(5)
(b)(6)

=(b)(7)(A)
a(b)(7)(B)
a(b)(7)(C)
a(b)(7)(D)
®(b)(7)(E)
a(b)(7)(F)
o(b)(8)
a(b)(9)

Section 552a

o(d)(5)
0()(2)
a(k)(1)
o(K)(2)
o(K)(3)
o(k)(4)
o(k)(5)
o(k)(6)
a(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be .
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1077: Page 3 of a 5 page partly classified undated draft talking points paper titled,
"Challenges With Emerging Technologies." The talking points paper outlines examples of the widening
ELSUR Gap that places our national security at risk. A portion of the information on this page is
classified SECRET in accordance with E.O. 13526 of December 29, 2009. See Bates pages 1075-1076
and 1078-1079 for talking points paper pages1-2, and 4-5.

P09 0.0.0.0.0.0.0.9.0¢.6.0.00.04
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
P 9,000,090 0.9.0.0.9.0.0.9.0.06.04
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1 Page withheld entirely at this location in the file. One or more of the following statements,

where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

Section 552

a(b)(1)
a(b)(2)
o(b)(3)

- ap)@)
m(b)(5)
a(b)(6)

a(b)(7)(A)
a(b)(7)(B)
a(b)(7)(C)
a(b)(7)(D)
a(b)(7)(E)
a(b)(7)(F)
a(b)(8)

o(b)(9)

Section 552a

o(d)(5)
a()(2)
a(k)(1)
a(k)(2)
a(k)(3)
a(k)(4)
o(k)(5)
o(k)(6)
o(k)(7)

o0 Information pertained only to a third pérty with no reference to the subject of your request

or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

' Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability-of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
-advised as to the disposition at a later date.

Page(s) was/were not considered for release. as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number is o be used for reference regarding this page:

EFF/Lynch 1078: Page 4 of a 5 page partly classified undated draft talking points paper titled,
"Challenges With Emerging Technologies." The talking points paper outlines examples of the
widening ELSUR Gap that places our national security at risk. See Bates pages 1075-1077, and

1079 for talking points paper pages 1-3, and 5.

) 9.0.9.9.0.9.0.9.0.0.0.0.00.9.0.004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
XXXXXXXXKXXXXXXXKXKX
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1 Page withheld entirely at this location in the file. One or more of the following statements,

where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

B(b)(1)
0(b)(2)
a(b)(3)

Section 552

a(b)(4)
=(b)(5)
o(b)(6)

a(b)(7)(A)
a(b)(7)(B)
a(b)(7)(C)
a(b)(7)(D)
a(b)(7)(E)
a(b)(7)(F)
a(b)(8)

a(b)(9)

Section 552a

0(d)(5)
0(j)(2)
a(k)(1)
a(k)(2)
a(k)(3)
a(k)(4)
a(k)(5)
a(k)(6)
a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the fitle only.

1 Document(s) originated with another Govefnment agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1079: Page 5 of a 5 page partly classified undated draft talking points paper titled,

"Challenges With Emerging Technologies." The talking points paper outlines examples of the
widening ELSUR Gap that places our national security at risk. See Bates pages 1075-1078 for
talking points paper pages 1-4.

D 9.0.9.9.9.0.0,.0.0,0.0.9.0.9,0,0.004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9,0.0.0.0.9.0.9.0.0.6.0,0.0.0.0¢94
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1 Page withheld entirely at this location in the file. One or more of the following statements,

where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

=(b)(1)
a(b)(2)
o(b)(3)

Section 552

2(b)(5)
=(b)(6)

=(b)(7)(A)
a(b)(7)(B)
=(b)(7)(C)
a(b)(7)(D)
&(b)(7)(E)
a(b)(7)(F)
a(b)(8)

a(b)(©)

Section 552a

a(d)(5)
a()(2)
a(k)(1)
o(k)(2)
a(k)(3)
a(k)(4)
a(k)(5)
a(k)(6)
a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

|
|
\
\
o))

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1080: Page 1 of a 4 page partly classified undated draft/redline talking points paper titled,

"Challenges With Emerging Technologies." The talking points paper outlines examples of the widening
ELSUR Gap that places our national security at risk. A portion of the information on this page is
classified SECRET in accordance with E.O. 13526 of December 29, 2009. See Bates pages 1081-1083
for talking points paper pages 2-4.

D .0.9.0.9.0.9.0.0.9.0,:0.0.9.09.0.94
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) .0.0.0.00.0.9.¢.9.9.09.9.04.9.04
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1 Page withheld entirely at-this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

=(b)(1) a(b)(7)(A) o(d)(5)
o(b)(2) : o(b)(7)(B) o(j)(2)
o(b)(3) o(b)(7)(C) B(k)(1)
: o(b)(7)(D) a(k)(2)

B(b)(7)(E) o(k)(3)

a(b)(7)(F) o(k)(4)

o(b)(4) O(b)(8) o(k)(5)
=(b)(5) o(b)(9) o(k)(6)
o(b)(6) : a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you. .

Page(s) contain information furnished by another Government agency(ies). You will be
advised-by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date,

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1081: Page 2 of a 4 page partly classified undated draft/redline talking points paper titled,
"Challenges With Emerging Technologies." The talking points paper outlines examples of the widening
ELSUR Gap that places our national security at risk. A portion of the information on this page is
classified SECRET in accordance with E.O. 13526 of December 29, 2009. See Bates pages 1080, and
1082-1083 for talking points paper pages 1, and 3-4.

D00 0.0.0.0.0.0.0.0.0.9.0.9.00.0.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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Page withheld entirely at this location in the file. One or more of the following statements;
where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

B(b)(1) a(b)(7)(A) B(d)(5)
B(b)(2) a(b)(7)(B) o(j)(2)
B(b)(3) a(b)(7)(C) a(k)(1)

&(b)(7)(D) a(k)(2)

&(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)
0(b)(4) a(b)(8) a(k)(5)
®(b)(5) a(b)(®) B(k)(6)
0(b)(6) a(k)(7)

O Information pertained only to a third barty with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). -

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1082: Page 3 of a 4 page partly classified undated draft/redline talking points paper

titled, "Challenges With Emerging Technologies." The talking points paper outlines examples of
the widening ELSUR Gap that places our national security at risk. See Bates pages 1080-1081,
and 1083 for talking points paper pages 1-2, and 4.

0.9,.0.0.0.0.0.0,.0.0.0.0.00.0.0.¢.6.9,4
X Deleted Page(s) X
X  No Duplication Fee X
X for this page X
YO0 0.0.0.0.0.0.¢9.00.090.909.04
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1 Page withheld entirely at this location in the file. One or more of the following statements,

where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

Section 552

o(b)(1)
B(b)(2)
o(b)(3)

o(b)(4)
=(b)(5)
o(b)(6)

a(b)(7)(A)

a(b)(7)(B)
a(b)(7)(C)

a(b)(7)(D)-

a(b)(7)(E)
a(b)(7)(F)
a(b)(8) .
a(b)(9)

Section §52a

o(d)(5)
a()(2)
a(k)(1)
a(k)(2)
a(k)(3)
a(k)(4)
a(k)(5)
a(k)(6)
a(k)(7)

o Information pertained only to a third party with no. reference to the subject of your request

or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date. :

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1083: Page 4 of a 4 page partly classified undated draft/redline talking points paper

titled, "Challenges With Emerging Technologies." The talking points paper outlines examples of
the widening ELSUR Gap that places our national security at risk. See Bates pages 1080-1082
for talking points paper pages 1-3.

P 9.0.0.0.9.0.0.0.9.0.9.0.9.0.90.094
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

=(b)(1) o(b)(7)(A) o(d)(5)
a(b)(2) o(b)(7)(B) o()(2)
a(b)(3) o(b)(7)(C) o(k)(1)
o(b)(7)(D) o(k)(2)
o(b)(7)(E) o(k)(3)
o(b)(7)(F) - O(k)(4)
o(b)(4) 0(b)(8) a(k)(5)
®(b)(5) o(b)(S) o(k)(6)
O(b)(6) o(k)(7)

o Information pertained only to a third party with no reference fo the subject of your request
or the subject of your request is listed in the fitle only.

o0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).”

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1084: Page 1 of a 5 page partly classified undated draft talking points paper titled,
"Challenges With Emerging Technologies." The talking points paper outlines examples of the widening
ELSUR Gap that places our national security at risk. A portion of the information on this page is
classified SECRET in accordance with E.O. 13526 of December 29, 2009. See Bates pages 1085-1088
for talking points paper pages 2-5.

D9.9.9.:9.9.9.0.0.9.9.9.9.9.0.0.9.9.94
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

=(b)(1) a(b)(7)(A) o(d)(5)
a(b)(2) o(b)(7)(B) o(j)(2)
a(b)(3) a(b)(7)(C) o(k)(1)

a(b)(7)(D) o(k)(2)

&(b)(7)E) B(k)(3)

o(b)(7)(F) o(k)(4)
a(b)(4) B(b)(8) B(k)(5)
=(b)(5) B(b)(9) a(k)(6)
B(b)(6) o(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). )

Page(s) withheld for the following reason(s):

® The following number(s) are o be used for reference regarding these pages:

EFF/Liynch 1085-1086: Pages 2-3 of a 5 page partly classified undated. draft talking points paper titled,

"Challenges With Emerging Technologies." The talking points paper outlines examples of the widening
ELSUR Gap that places our national security at risk. A portion of the information-on these pages are
classified SECRET in accordance with E.O. 13526 of December 29, 2009. See Bates pages 1084, and
1088 for talking points paper pages 1 and 5.

D00.0.9.0.90.0.0.0.00,00.9.060.94
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
$9.0.0.:9.0.9.0.0.0.0.0.0.0.9.0.9094
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

=(b)(1) : a(b)(7)(A) (d)(5)
a(b)(2) a(b)(7)(B) 9(j)(2)
B(b)(3) a(b)(7)(C) ak)(1)

8(b)(7)(D) a(k)(2)

=(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)
a(b)(4) a(b)(8) o(k)(5)
&(b)(5) a(b)(®) ‘ a(k)(6)
a(b)(6) : a(k)(?)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Govérnm'ent agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding thisnpage:

EFF/Lynch 1087: Page 3 of a 5 page partly classified undated draft talking points paper titled,
"Challenges With Emerging Technologies." The talking points paper outlines examples of the widening
ELSUR Gap that places our national security at risk. A portion of the information on this page is
classified SECRET in accordance with E.O. 13526 of December 29, 2009. See Bates pages 1084-1086,
and 1088 for talking points paper pages 1-2, and 5.

D00 0.9 0.0.0.:0.9.0.0.9.90.0.9 6,904
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
D0.0.9.:9.0.9.0.0.9.9.0.9.0.0.99.0.0.4
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1 Page withheld entirely at this location in the file. One or more of the following statements,

where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release fo you.

a(b)(1)
o(b)(2)
a(b)(3)

Section 552

o(b)(4)
®(b)(5)
a(b)(6)

a(b)(7)(A)
a(b)(7)(B)
a(b)(7)(C)
a(b)(7)(D)
&(b)(7)(E)
a(b)(7)(F)
a(b)(8)

a(b)(9)

Section 552a

0(d)(5)
0(1)(2)

o(k)(1)
D(k)(2)
a(k)(3)
a(k)(4)
a(k)(5)
o(k)(6)
a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response fo you.

Pége(s) contain information furnished by:another Government agency(ies). You wili be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Pége(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this bage:

EFF/Lynch 1088: Page 5 of a 5 page partly classified undated draft talking points paper titled,

"Challenges With Emerging Technologies."

The talking points paper outlines examples of the

widening ELSUR Gap that places our national security at risk. See Bates pages 1084-1087 for

talking points paper pages 1-4.

P 9,9.9.0.9,0.0.9.0.0.0,0,.0.9,0.0,0,0¢

X  Deleted Page(s) X

X No Duplication Fee X

X for this page X
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
a(b)(1) a(b)(7)(A) a(d)(s)
a(b)(2) a(b)(7)(B) a())
o(b)(3) a(b)(7)(C) a(k)(1)
a(b)(7)(D) a(k)(2)
&(b)(7)(E) B(k)(3)
: a(b)(7)(F) o(k)(4)
o(b)(4) a(b)(8) a(k)(5)
=(b)(5) a(b)(9) a(k)(6)
o(b)(6) ak)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with ancther Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

= The following number is to be used for reference regarding this page:

EFE/Lynch 1089: Page 1 of a 5 page partly classified undated draft talking points paper titled,
"Challenges With Emerging Technologies." The talking points paper outlines examples of the
widening ELSUR Gap that places our national security at risk. See Bates pages 1090-1093 for
talking points paper pages 2-5.

9.9,9.9.0.0.0.0.0.0.0.6.¢0.9.09.0.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 5562a

®(b)(1) =(b)(7)(A) a(d)(S)
a(b)(2) a(b)(7)(B) 8(})(2)
a(b)(3) =(b)(7)(C) a(k)(1)

a(b)(7)(D) a(k)(2)

=(b)(7)(E) : a(k)(3)

a(b)(7)(F) a(k)(4)
a(b)(4) a(b)(8) a(k)(5)
=(b)(5) a(b)(9) a(k)(6)
=(b)(6) a(k)(7)

o0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EF¥/Lynch 1090: Page 2 of a 5 page partly classified undated draft talking points paper titled,

"Challenges With Emerging Technologies." The talking points paper outlines examples of the widening
ELSUR Gap that places our national security at risk. A portion of the information on this page is
classified SECRET in accordance with E.O. 13526 of December 29, 2009. See Bates pages 1089, and
1091-1093 for talking points paper pages 1, and 3-5.
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X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

B(b)(1) a(b)(7)(A) o(d)(5)

a(b)(2) a(b)(7)(B) o(j)(2)
o(b)(3) a(b)(7)(C) o(k)(1)
a(b)(7)(D) ak)(2)

8(b)(7)(E) a(k)(3)

: , a(b)(7)(F) o(k)(4)
o(b)(4) a(b)(8) o(k)(5)
B(b)(5) B(b)(9) o(k)(6)
a(b)(6) a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies). '

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1091: Page 3 of a 5 page partly classified undated draft talking points paper titled,
"Challenges With Emerging Technologies." Theé talking points paper outlines examples of the widening
ELSUR Gap that places our national security at risk. A portion of the information on this page is
classified SECRET in accordance with E.O. 13526 of December 29, 2009. See Bates pages 1089-1090,
and 1092-1093 for talking points paper pages 1-2, and 4-5.

D00 9.4.0.0.0.9.0.0.09.00.00.00.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X’
DI 0.00.00.9.0.0.00.0.0.0.6.904
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release fo you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) o(d)(5)
a(b)(2) o(b)(7)(B) o()(2)
o(b)(3) a(b)(7)(C) a(k)(1)

®(b)(7)(D) a(k)(2)

®(b)(7)(E) a(k)(3)

a(b)(7)(F) o(k)(4)
O(b)(4) . O(b)(@®) a(k)(5)
=(b)(5) o(b)(9) a(k)(6)
a(b)(6) a(k)(7)

o0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documeénts were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

m Page(s) withheld for the following reason(s):

& The following number is to be used for reference regarding this page:

EFF/Lynch 1092: Page 4 of a 5 page partly classified undated draft talking points paper titled,

"Challenges With Emerging Technologies." The talking points paper outlines examples of the
widening ELSUR Gap that places our national security at risk. See Bates pages 1089-1091, and
1093 for talking points paper pages 1-3, and 5.

KXXXAKKKKXKKKAKXKXXKX
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
DOV .0.0.9.0.0.0.90.090.90.9.09.4
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) a(b)(7)(A) a(d)(5)
a(b)(2) a(b)(7)(B) o()(2)
a(b)(3) a(b)(7)(C) o(k)(1)

a(b)(7)(D) a(k)(2)

a(b)(7)(E) a(k)(3)

a(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) a(k)(5)
B(b)(5) a(b)(9) : o(k)(6)
a(b)(6) o(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies). .

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1093: Page 5 of a 5 page partly classified undated draft talking points paper titled,
"Challenges With Emerging Technologies." The talking points paper outlines examples of the
widening ELSUR Gap that places our national security at risk. See Bates pages 1089-1092 for
talking points paper pages 1-4.
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X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) o(d)(5)
a(b)(2) a(b)(7)(B) 0(j)(2)
a(b)(3) B(b)(7)(C) ak)(1)
: a(b)(7)(D) a(k)(2)
&(b)(7)(E) a(k)(3)

a(b)(7)(F) | a(k)(4)

o(b)(4) (b)(8) B(k)(5)
=(b)(5) a(b)(9) a(k)(6)
B(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of yoﬁr request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1094: Page 1 of a 5 page partly classified undated draft talking points papeér titled, .

"Challenges With Emerging Technologies." The talking points paper outlines examples of the
widening ELSUR Gap that places our national security at risk. See Bates pages 1095-1098 for
talking points paper pages 2-5.

$9.9.9.0.9.0.0.9.0.0.9.0.0.0.0.00.04
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

B(b)(1) ®(b)(7)(A) a(d)(5)
o(b)(2) a(b)(7)(B) a()(2)
a(b)(3) ’(b)(7)(C) a(k)(1)

o(b)(7)(D) : a(k)(2)

B(b)(7)(E) a(k)(3)

a(b)(7)(F) o(k)(4)
a(b)(4) o(b)(8) o(k)(5)
®(b)(5) 0(b)(9) o(k)(6)
B(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies)-for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch-as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for referencé regarding this page:

EFFE/Lynch 1095: Page 2 of a 5 page partly classified undated draft talking points paper titled,
"Challenges With Emerging Technologies." The talking points paper outlines examples of the widening
ELSUR Gap that places our national security at risk. A portion of the information on this page is
classified SECRET in accordance with E.O. 13526 of December 29, 2009. See Bates pages 1094, and
1096-1098 for talking points paper pages 1, and 3-5.

D0 0.0.0.0.0.0.0.0.0.0.0.0.96.90.04
X  Deleted Page(s) X
X No Duplication Fee X
X for this page- X
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

®(b)(1) o a(b)(7NA) 0(d)(5)
0(b)(2) a(b)(7)(B) a()(2)
o(b)(3) a(b)(7)(C) adk)(1)

a(b)(7)(D) o(k)(2)

’(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)
o(b)(4) o(b)(8) : a(k)(5)
B(b)(5) B(b)(9) o(k)(6)
o(b)(6) ok

o0 Information pertained-only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as fo the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1096: Page 3 of a 5 page partly classified undated draft talking points paper titled,
"Challenges With Emerging Technologies." The talking points paper outlines examples of the widening
ELSUR Gap that places our national security at risk. A portion of the information on this page is
classified SECRET in accordance with E.O. 13526 of December 29, 2009. See Bates pages 1094-1095,
and 1097-1098 for talking points paper pages 1-2, and 4-5.
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X Deleted Page(s) X
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release fo you.

Section 5562 Section 552a

o(b)(1) a(b)(7)(A) a(d)(®)
o(b)(2) a(b)(7)(B) a()(2)
o(b)(3) a(b)(7)(C) a(k)(1)
®(b)(7)(D) a(k)(2)

®(b)(7)(E) o(k)(3)

- a(b)(7)(F) a(k)(4)

o(b)(4) a(b)(8) o(k)(5)
®(b)(5) o(b)(®) a(k)(6)
o(b)(6) ' a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to'the releasability of this information following our consultation with the
other agency(ies). '

Page(s) withheld inasmuch as a final release ‘determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). ) .

Page(s) withheld for the following reason(s):

®. The following number is to be used for reference regarding this page:

EFF/Lynch 1097: Page 4 of a 5 page partly classified undated draft talking points paper titled,
"Challenges With Emerging Technologies." The talking points paper outlines examples of the
widening ELSUR Gap that places our national security at risk. See Bates pages 1094-1096, and
1098 for talking points paper pages 1-3, and 5.

$.9,:0.9.9.0.0.0.9.9.¢.9,:0,0.9,.9.:90.9.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) a(d)(5)
a(b)(2) ‘ a(b)(7)(B) 0(j)(2)
a(b)(3) a(b)(7)(C) a(k)(1)
: a(b)(7)(D) ' a(k)(2)
a(b)(7)(E) o(k)(3)

a(b)(7)(F) o(k)(4)

a(b)(4) a(b)(8) a(k)(5)
&(b)(5) a(b)(©) a(k)(6)
a(b)(6) a(k)(7)

0 [nformation pertainéd only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

0 Documenti(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

8 The following number is to be used for reference regarding this page:

EFF/Lynch 1098: Page 5 of a 5 page partly classified undated draft talking points paper titled,

"Challenges With Emerging Technologies." The talking points paper outlines examples of the
widening ELSUR Gap that places our national security at risk. See Bates pages 1094-1097 for
talking points paper pages 1-4.

KXXXXKXKXKXKXHKXXKKXX
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
P9 0.0.0.9.0.0.9.9.9.9.99.0,9.004
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1 Page w:thheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) a(b)(7)(A) a(d)(5)
0(b)(2) a(b)(7)(B) o()(2)
0(b)(3) o(b)(7)(C) a(k)(1)
o(b)(7)(D) o(k)(2)

=(b)(7)(E) a(k)(3)

: o(b)(7)(F) a(k)(4)

a(b)(4) o(b)(8) a(k)(5)
®(b)(5) o(b)(9) a(k)(6)
0(b)(6) a(k)(7)

o0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Documenti(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other’
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1099: Page 1 of a 5 page partly classified undated draft talking points paper titled,

"Challenges With Emerging Technologies." The talking points paper outlines examples of the
widening ELSUR Gap that places our national security at risk. See Bates pages 1100-1103 for
talking points paper pages 2-5.

D0 0.0,.0.0.9.9.09.9.9.0.9.90.9.09.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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1 Page withheld entirely at this location in the file: One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

w(b)(1) =(b)(7)(A) a(d)(5)
a(b)(2) a(b)(7)(B) a(j)(2)
a(b)(3) =(b)(7)(C) a(k)(1)

a(b)(7)(D) a(k)(2)

&(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)
a(b)(4) a(b)(8) a(k)(5)
B(b)(5) a(b)(9) a(k)(6)
B(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1100: Page 2 of a 5 page partly classified undated draft talking points paper titled,

"Challenges With Emerging Technologies." The talking points paper outlines examples of the widening
ELSUR Gap that places our national security at risk. A portion of the information on this page is
classified SECRET in accordance with E.O. 13526 of December 29, 2009. See Bates pages 1099, and
1101-1103 for talking points paper pages 1, and 3-5.
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X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

&(b)(1) a(b)(7)(A) a(d)(5)
0(b)(2) a(b)(7)(B) 5()()
o(b)(3) a(b)(7)(C) a(k)(1)
a(b)(7)(D) a(k)(2)

=(b)(7)(E) o(k)(3)

' o(b)(7)(F) a(k)(4)

a(b)(4) a(b)(8) o(k)(5)
®(b)(5) a(b)(®) a(k)(6)
a(b)(6) . _ : a(k)(7)

0 [nformation pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you. ‘

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). o

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1101: Page 3 of a 5 page partly classified undated draft talking points paper titled,
"Challenges With Emerging Technologies." The talking points paper outlines examples of the widening,
ELSUR Gap that places our national security at risk. A portion of the information on this page is
classified SECRET in accordance with E.Q. 13526 of December 29, 2009. See Bates pages 1099-1100,
and 1102-1103 for talking points paper pages 1-2, and 4-5.

D.0.0.9.0.0.0.9.0.9.0.0.0.0.00.004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D.0.0.9.0.0.0.9.909.9.9.0.0.9.0.0¢4
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,

where indicated, explain this deletion.

X Deletions were made pursuant o the exemptions indicated below with no segregable

material available for release to you.

Section 552

a(b)(1)
o(b)(2)
o(b)(3)

a(b)(4)
=(b)(5)
a(b)(6)

a(b)(7)(A)
a(b)(7)(B)
a(b)(7)(C)
&(b)(7)(D)
&(b)(7)(E)
a(b)(7)(F)
a(b)(8)

a(b)(9)

Section 552a

a(d)(s)
a()(2)

a(k)(1)
o(k)(2)
B(k)(3)
a(k)(4)
B(k)(5)
o(k)(6)
a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

o Documenti(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to-the disposition at a later date.

Page(s) was/were not considered for relea

released page(s).

.

Page(s) withheld for the following reason(s):

se as it (is) they (are) (a) duplicate(s) of (an)other

® The following number is to be used for reference regarding this page:

EFF/Lynch 1102: Page 4 of a 5 page partly classified undateddraft talking points paper titled,

"Challenges With Emerging Technologies." The talking points paper outlines examples of the
widening ELSUR Gap that places our national security at risk. See Bates pages 1099-1101, and
1103 for talking points paper pages 1-3, and 5.

D 9.0.9.0.9.0.0.0.00.0.9.0.9.009.9
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9.9.0.0.0.9.0.0.9.9.0.9.9.9.0.0.0.04
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuént to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) ' o(b)(7)(A) a(d)(s)
o(b)(2) o(b)(7)(B) - a(i2)
o(b)(3) a(b)(7)(C) a(k)(1)

o(b)(7)(D) o(k)(2)

o(b)(7)E) o(k)(3)

o(b)(7)(F) o(k)(4)
a(b)(4) 0(b)(8) o(k)(5)
=(b)(5) o(b)(9) o(k)(6)
o(b)(6) o(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuitation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1103: Page 5 of a 5 page partly classified undated draft talking points paper titled,
"Challenges With Emerging Technologies." The talking points paper outlines examples of the
widening ELSUR Gap that places our national security at risk. See Bates pages 1099-1102 for
talking points paper pages 1-4.

DI O0.0.0.9.0.0.0.9.0.9.0.90.0.9094
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
DI G 00 90.0.0.0.9.0.0.0.0.094
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ALL INFORMATION CONTAINED SET%‘RET DATE: 05-18-20L1

%“ségﬁgﬁgﬁgb EXCEPT CLASSTFIED BY 65179/DMH/BAW/STP/bls
: REASOM: 1.4 (c,d)

. DECLASSIFY ON: 05-15-2036
From: SABOL, SHERRY E. (OGC) (FB!)

Sent: Tuesday, June 22, 2010 2:08 PM
To: Ec_mﬁm VALERIE E. (OGC) (FBI); THOMAS, MARCUS C. (0TD) (FBh__]
: I(DQA)__QBE)LEB_LQLIS E. (DO) (FBI); DICLEMENTE, ANTHONY P.
(OTD\ (FBI: (OGQC) (FBI)
Cc: _ [(DOY (EBN DO) (FBIy;| |
(DC»(FBnJ . : b5
Subject: RE]| , | b6 -
AS b7C

N

From: CAPRONI, VALERIE E. (OGC) (FBI)

Sent: Tuesday, June 22, 2010 2:03 PM ’ : .

To: THOMAS, MARCUS C. (OTD) (FBD_____ |(DO)OGAL (gg)c )(F(?:? DICLEMENTE, bs

‘ TD) (FBI); SABOL, SHERRY E. (OGC) (FBI :

Ce: Do))((FBI)),i[DO)) ((FBI)) [1(30) (FBY) D—| b6

OTD) (FBD . b7C

Subject: _ ' b7E

THIS MAY BE A PRIVILEGED ATTORNEY CLIENT ATTORNEY WORK PRODUCT COMMUNICATION

AND SHOULD NOT BE DISCLOSED OUTSIDE THE FBI WITHOUT OGC'S PRIOR PERMISSION

From: THOMAS, MARCUS C. (OTD) (FBI)

Sent: Tuesday, June 22, 2010 11:08 AM

To: (DO)(OGA); GREVER, LOUIS E. (DO) (FBI), DICLEMENTE, ANTHONY P. (QTD) (FBI);

CAPRONI, VALERIE E. (OGC) (FBIL); SABOL, SHERRY E. (OGC) (EBD): [0GC) (FBI)

Ccd —1DO) (FBY) , (DO) (FBI) {{DOY (FBIL);

QTD) (FBD) .

‘Subject: RE} | b1
bS
b6

SECRET/INOFORN ' , b7C

RECORD 415

EFF/Lynch-1104




‘Case3 10-Cv- U489Z RS Document4l-/ I-II@GUJ/UJ./J.Z Pageobs o1 1938

. ‘ : SBéR\ET

(8- (3]
{5} -
(8.
— bl
b5
fs:l . b7E
Thanks,
Marcus
Marcus C. Thomas
Assistant Director b6
Operational Technology Division bic
| .
From: | O
Sent: Tuesday, June 22, 2010 10:35 AM
To: THOMAS, MARCUS C. (OTD) (FBI), GREVER, LOUIS E, (DO) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI),
I..CAERQ.NLMALT(RIEE (0G ERRY E. (OGC) (FBI [OGC) (FBI)
Ce: DO) (FBD); (DO) (FBI); (DO) (FBI) b1
Subject: RE:] i b5
SESRET/INOFORN b6
‘RECORD 415 b7C
Ok, thanks
(8] ——————
{8y EFF/Lynch-1105

-2-
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SEGRET

b5
b7E
Thanks.
" From: THOMAS, MARCUS C, (OTD) (FBI)

Sent Tuesday, June 22, 2010 8:00 AM
To: | (DO)(OGA); GREVER, LOUIS E. (DO) (FBI); PICLEMENTE, ANTHONY P. (OTD) (FBI); CAPRONI,

(OGC) (FBI); PBQL&I:IERBY_EJ%GC) (FBI); 0GC) (FBI)
Ce: r——rom (FBI) (DO) (FBD] ] (DO) (FBI)
Subject: RET |
SEGRET//NOFORN
RECORD 415

b5
Suggestion ‘ b6
. b7C
Marcus C. Thomas
Assistant Director
O?erational Technology Division
From: l 1(DO)(OGA)
Sent: Monday, June 21, 2010 11:52 PM
To: GREVER, LOUIS E. (DO) (FBI); THOMAS, MARCUS C, (OTD) (FBI); [iLCLEM.EbEI:E.ANIﬂQ.NkY P. (OTD) (FBI);
_CAPRONI, VALERIE E. (OGC).(FBI); SABOL, SHERRY E. (OGC) (FBDI 0GC) (FBI)
Cc: Do) (FBI)I (DO) (FBL) [ooy (FBD)
Subject: I
M//NOFORN
RECORD 415
Thanks for vour helnt . ' | i’Z
| . b7c

If at all possible, please take a look first thing in the morning. We need to make changes before noon.
This goes to the Director in the afternoon. .

>

Thanks!

<<File| S>> .

EFF/Lynch-1106
_3..

SEBET
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OPCA-20 (12-3-96)

10

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 ' Section 552a

a(b)(1) a(b)(7)(A) a(d)(5)
o(b)(2) a(b)(7)(B) 0(j)(2)
o(b)(3) a(b)(7)(C) a(k)(1)
a(b)(7)(D) o(k)(2)
a(b)(7)(E) o(k)(3)
a(b)(7)(F) a(k)(4)
o(b)(4) a(b)(8) o(k)(5)
&(b)(5) a(b)(©) o(k)(6)
o(b)(6) o(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documenis were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

@

EFF/Lynch 1107-1114, 1116, and 1119: Pages 1-8, 10 and 13 of a 13 page December 2009,

draft Going Dark presentation titled, "Going Dark: Law Enforcement's Need to Preserve Lawful
Intercept Capabilities." See Bates pages 1115, and 1117-1118 for presentation pages 9, and 11-

12.

P ,0.0.0.0.0.0.9.0.¢.0.9.0.9.9.9.9.0.4
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
P O00.0.0.9.0.0.9.9.90.0.00.909.94
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) o(d)(5)
O(b)(2) a(b)(7)(B) a(j)(2)
O(b)(3) ~ o(b)(7)(C) o(k)(1)

a(b)(7)(D) o(k)(2)

&(b)(7)(E) o(k)(3)

o(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) o(k)(5)
®(b)(5) a(b)(9) a(k)(6)
o(b)(6) , o(k)(7)

o Information pertained only fo a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBl.as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1115, and 1117-1118: Pages 9 and 11-12 of a 13 page December 2009, draft Going
Dark presentation titled, "Going Dark: Law Enforcement's Need to Preserve Lawful Intercept
Capabilities." See Bates pages 1107-1114, 1116, and 1119 for presentation pages 1-8, 10, and
13.

D0 0.00.0.0.0.9.0.0.0.9.0.00.0.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D 9.0.9.9.0.0.0.0.0.9.0.0.9.0,60.0,0.4
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location-in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
' material available for release to you.

Section 552 Section 552a
O(b)(1) o(b)(7)(A) O(d)(5)
O(b)(2) o(b)(7)(B) o()2)
O(b)(3) o(b)(7)(C) o(k)(1)
‘ O(b)(7)(D) o(k)(2)
a(b)(7)(E) o(k)(3)
A ab)(7)(F) - o(k)(4)
O(b)(4) O(b)(8) a(k)(5)
®(b)(5) O(b)(9) a(k)(6)
O(b)(6) a(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

: O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1120-1121: Pages 1-2 of a 4 page December 2009, draft Going Dark presentation
titled, "Going Dark: Law Enforcement's Need to Preserve Lawful Intercept Capabilities." See
Bates pages 1122-1123 for presentation pages 3-4.

XXXXXXXXXHKKKXXXXXKX
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
XXXXXX XX XXKHXXKAKXXKX
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
. statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) o(b)(7)(A) 0(d)(5)
0O(b)(2) a(b)(7)(B) a()(2)
0(b)(3) a(b)(7)(C) o(k)(1)
a(b)(7)(D) o(k)(2)

B(b)(7)(E). a(k)(3)

: o(b)(7)(F) o(k)(4)
a(b)(4) a(b)(8) a(k)(5)
=(b)(5) o(b)(9) a(k)(6)
l:‘(b)(ﬁ) o(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuitation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following ndmber(s) are to be used for reference regarding these pages:

EFF/Lynch 1122-1123: Pages 3, and 4 of a 4 page December 2009, draft Going Dark
presentation titled, "Going Dark: Law Enforcement's Need to Preserve Lawful Intercept
Capabilities." See Bates pages 1120-1121 for presentation pages 1-2.

D 0.0.0.0.0.0.9.:0.0.0.0.9.0,.0.9.0.09.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
P 0.0.0.0.0.9.0.0.0.0.9.0.0.000.004
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

6 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

=(b)(1) a(b)(7)(A) o(d)(5)
a(b)(2) o(b)(7)(B) 0()(2)
=(b)(3) a(b)(7)(C) a(k)(1)
50 U.S.C. § 1806 o(b)(7)(D) o(k)(2)

=(b)(7)(E) - O(k)(3)

o(b)(7)(F) a(k)(4)
o(b)(4) o(b)(8) o(k)(5)
®(b)(5) o(b)(9) a(k)(6)
a(b)(6) ' a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1124-1126. and 1128-1130: Pages 1-3, and 5-7 of two 4 page partly classified draft internal
FBI talking points papers titled, "Make CALEA Implementation Easier for Service Providers." A portion
of the information on these pages are classified SECRET in accordance with E.O. 13526 of December
29,2009. See Bates pages 1127 and 1131 for talking point paper pages 4 and 8.

D0 0.9.0.0.9.0.0.0.0.99.00.9.0.904
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
PO0.0.0.0.0.0.0.009.9.6.9,0.9.6.04
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) B(d)(5)
B(b)(2) a(b)(7)(B) o(j)(2)
B(b)(3) B(b)(7)(C) a(k)(1)

a(b)(7)(D) B(k)(2)

B(b)(7)(E) B(k)(3)

a(b)(7)(F) B(k)(4)
o(b)(4) . a(b)(8) B(k)(5)
®(b)(5) a(b)(9) o(k)(6)
B(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or'the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

= The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1127, and 1131: Pages 4, and 8 of two 4 page partly classified draft internal FBI talking
points papers titled, "Make CALEA Implementation Easier for Service Providers." See Bates pages
1124-1126, and 1128-1130 for talking point paper pages 1-3 and 5-7.

DO0.0.0.0.0.0.00.9.9.0.00.90004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D0.0.0.0.0.0.0.0.0.00.9.0.0.¢6.004
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

| 3 Page(s) withheld entirely at this location in the file. One or more of the following
| statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

=(b)(1) ”(b)(7)(A) a(d)(S)
a(b)(2) a(b)(7)(B) o()(2)
=(b)(3) a(b)(7)(C) a(k)(1)
18 U.S.C. § 3123 a(b)(7)(D) a(k)(2)
50 U.S.C. § 1806 =(b)(7)(E) a(k)(3)

a(b)(7)(F) o(k)(4)
o(b)(4) a(b)(8) a(k)(5)
o(b)(5) o(b)(9) a(k)(6)
0(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated witﬁ another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1132-1133, and 1137: Pages 1-2, and 6 of a 6 page partly classified draft internal FBI
talking points summary report outlining investigative techniques used during national security and/or
criminal investigations where technical impediments and ELSUR limitations impaired these
investigations. A portion of the information on these pages are classified SECRET in accordance with
E.O. 13526 of December 29, 2009. See Bates pages 1134-1136 for talking point report pages 3-5.

PO.9.9,:0.9.0.4.0.0.0.0.0.0.9.0.0.004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
P9.9.0.9.9.0.0.9.0.9.9.0.0.9.0.9.6.0.4
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release fo you.

Section 552 Section 552a

=(b)(1) ®(b)(7)(A) a(d)(5)
a(b)(2) a(b)(7)(B) 9(j)(2)
®(b)(3) a(b)(7)(C) B(k)(1)
50 U.8.C. § 1806 o(b)(7)(D) o(k)(2)
=(b)(7)(E) a(k)(3),

: a(b)(7)(F) a(k)(4)

o(b)(4) o(b)(8) B(k)(5)
B(b)(5) a(b)(9) a(k)(6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Daocument(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1134: Page 3 of a 6 page partly classified draft internal FBI talking points summary report
outlining investigative techniques used during national security and/or criminal investigations where
technical impediments and ELSUR limitations impaired these investigations. A portion of the
information on this page is classified SECRET in accordance with E.O. 13526 of December 29, 2009.
See Bates pages 1132-1133, and 1135-1137 for talking point report pages 1-2, and 4-6.

P 0.90.0.9.9.9.0.0.090.09.69.0.090.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9.0.:0.0.0.0.9.0.9.6.9.99.0.9.090.4
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

=(b)(1) B(b)(7)(A) a(d)(s)
a(b)(2) o(b)(7)(B) a()(2)
=(b)(3) o(b)(7)(C) a(k)(1)
50 U.S.C. § 1806 ) o(b)(7)(D) o(k)(2)
18 U.S.C. § 2510 et. seq. B(b)(7)(E) a(k)(3)

a(b)(7)(F) O(k)(4)
O(b)(4) a(b)(8) o(k)(5)
a(b)(5) o(b)(9) a(k)(6)
B(b)(6) ak)(7)

o0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFE/Lynch 1135: Page 4 of a 6 page partly classified draft internal FBI talking points summary report
outlining investigative techniques used during national security and/or criminal investigations where
technical impediments and ELSUR limitations impaired these investigations. A portion of the
information on this page is classified SECRET in accordance with E.O. 13526 of December 29, 2009.
See Bates pages 1132-1134, and 1136-1137 for talking point report pages 1-3, and 5-6.

) 9.0.9.0.0.0.9.9.0.0.0.0,0 00,0004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D0 0.9.0.9.9.0.9.0.9.0.0.0.00.0¢.94
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 l'?’age withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) &(b)(7)(A) ‘, a(d)(8)
| a(b)(2) o(b)(7)(B) 0(j)(2)
| ®(b)(2) o(b)(7)(C) B(k)(1)
| 18 U.S.C. § 3123 a(b)(7)(D) o(k)(2)
| 18 U.S.C. § 2510 et. seq. &(b)(7)(E) a(k)(3)
o(b)(7)(F) o(k)(4)

o(b)(4) o(b)(8) : B(k)(5)

O(b)(5) o(b)(9) o(k)(6)

a(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and.direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies). '

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1136: Page 5 of a 6 page partly classified draft internal FBI talking points summary report
outlining investigative techniques used during national security and/or criminal investigations where
technical impediments and ELSUR limitations impaired these investigations. See Bates pages 1132-
1135, and 1137 for talking point report pages 1-4, and 6.

) 9,0.0.9.0.9.0.0.9.9.0.9.00.¢0.9.0.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
DO 0.9.0.0.9.6.9.0.9.0.0.90.0.0.004
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED .
DATE 05-19-2011 BY 65179/DHH/BAW/STP/bls

From: PAGLINO, MARYBETH (OTD) (FBI) bé

\
|
’ Sent; . Friday, December 11, 2009 12:29 PM . bi7C
| To: (DO)OGA) b7E
} Subject:
j UNCLASSIFIED

NON-RECORD

UNCLASSIFIED

EFF/Lynch-1138
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PAGLINO, MARYBETH (OTD) (FBI)

ALL INFORMATION CONTAINED
HEREIN IS UMNCLASSIFIED .
DATE 05-19-2011 BY 65179/DMH/BAU/STP/bls

From:

Sent: _Wednesday, December 09, 2009 2:20 PM b3
To: L(bovoeGA) b5
Ce: (OTD) (CON) ﬁgc
Subject: b7E
Attachments: (OTD) (FBI).vcf

UNCLASSIFIED

NON-RECORD

From: l XOTD) (FBI)

Sent: 09, 2009 1:51 PM
+ To: (OTD) (FBI)
Subject: .

UNCLASSIFIED
NON-RECORD

[ 1

Is this sufficient?

[ ]

ss4]

Unit Chief

Data Interce?t' Technology Unit

From:
Sent:
To:
Subject:

OTD) (FBI)
r 09, 2009 1:34 PM
(OTD) (FBI)

" UNCLASSIFIED

NON-RECORD

EFF/Lynch-1139
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ssA___——1.»
OTD/MDITU

Des}
Blackberry |
sty |

Help Desk| |

(OTD) (FBI)vef (..

From: | l(otD) (FBD)

Sent: s mber 09, 2009 11:07 AM
To: OTD) (FBI)
Subject: ‘

UNCLASSIFIED
NON-RECORD

SSI’J
Unit Chief
Data Intercent Te rhnn]ngy Unit

From: | loTD) (FBI)

Sent: _Wednesday, December 09, 2009 11:06 AM
To: (OTD) (FBI)
Subject:

UNCLASSIFIED

EFF/Lynch-1140

b3
b5
be
bic
b7E
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NON-RECORD
b5
b6
b7cC
Thanks,

1

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

EFF/Lynch-1141
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

Section 552

B(b)(1)
0(b)(2)
o(b)(3).

0(b)(4)
=(b)(5)
O(b)(6)

a(b)(7)(A)
a(b)(7)(B)
a(b)(7)(C)
a(b)(7)(D)
a(b)(7)(E)
a(b)(7)(F)
o(b)(8)

a(b)(9)

Section 552a

o(d)(5)
a()(2)
a(k)(1)
a(k)(2)
a(k)(3)
a(k)(4)
a(k)(5)
o(k)(6)
a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1142, and 1144: Pages 1 and 3 of a 3 page undated draft Going Dark presentation

titled, "Basics of CALEA: Who is Covered? Who is not?" See Bates page 1143 for presentation

page 2.

DO 000.0.00.40.00.000.00.904
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9.0.0.9.0,:0.9.9.9.0.9.0.0.9.¢9.0,04
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld éntirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
a(b)(1) a(b)7)(A) a(d)()
a(b)(2) a(b)(7)(B) a(i)(2)
-a(b)3) a(b)(7)(C) a(k)(1)
: a(b)(7)(D) B(k)2)
=(b)(7)(E) a(k)(3)
: : a(b)(7)(F) 0(k)(4)
o(b)(4) o(b)(8) a(k)(5)
=(b)(5) a(b)(®) a(k)(6)
B(b)(6) a(k)(7)

o Information pertained only to a third parfy with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuitation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

"Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1143: Page 2 of a 3 page undated draft Going Dark presentation titled, "Basics of

CALEA: Who is Covered? Who is not?" See Bates pages 1142 and 1144 for presentation pages
1, and 3.

)0 0.0.0.9.0.9.0.0.0.0.:9.0.0.0.9.0.9.4
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 0.0,9.0.9.0.0.9.0.90.0.0.609.0.04




Case3:10-cv-04892-RS Document41-7 Filed03/01/12 Page81 of 198

OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

8 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) a(b)(7)(A) o(d)(5)
o(b)(2) o(b)(7)(B) a()(2)
O(b)(3) a(b)(7)(C) ak)(1)
: a(b)(7)(D) a(k)(2)

a(b)(7)(E) o(k)(3)

ob)(7)F) o(k)(4)

o(b)(4) o(b)(8) o(k)(5)
B(b)(5) o(b)(9) a(k)(6)
o(b)(6) ak)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) criginated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1145-1146, 1148, and 1150-1154: Pages 1-2, 4, and 6-10 of a 11 page undated
partly classified internal Going Dark talking points paper titled, "Going Dark: Q/A." See Bates
pages 1147, 1149, and 1155 for talking points pages 3, 5, and 11.

) 9,9.9.6.:0.0.9.9.¢.9.9.¢.0.90.$.9.04
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9.0.0.9.0.9.0.0.0.9.0.9.0.9.9.9.0.9.4
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OPCA-20 (12-3-96) '

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in‘the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions weré made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

8(b)(1) a(b)(7)(A) a(d)(5)
B(b)(2) a(b)(7)(B) a(j)(2)
o(b)(3) a(b)(7)(C) ©oo(k)(1)
a(b)(7)(D) o(k)(2)

®(b)(7)(E) | o(k)(3)

» a(b)(7)(F) ' a(k)(4)

o(b)(4) o(b)(8) ’ a(k)(5)
=(b)(5) o(b)(©) a(k)(6)
o(b)(6) | a(k)(7)

0 information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents wére
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1147: Page 3 of a 11 page undated partly classified internal Going Dark talking points
paper titled, "Going Dark: Q/A." A portion of the information on this page is classified SECRET in
accordance with E.O. 13526 of December 29, 2009. See Bates pages 1145-1146, and 1148-1155 for
talking points pages 1-2, and 4-11.

P 9,0.0.6.0.0.0.9.0.09,0.9.9.9.9 6.0
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
XXXXXKXXXXXKXXAKXKXKK
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below: with no segregable
material available for retease to you.

Section 552 Section 552a
o(b)(1) a(b)(7)(A) o(d)(5)
o(b)(2) a(b)(7)(B) o()(2)
o(b)(3) o(b)(7)(C) ack)(1)
o(b)(7)(D) B(k)(2)
&(b)(7)(E) o(k)(3)
a(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) : o(k)(5) -
=(b)(5) o(b)(9) o(k)(6)
o(b)(6) ok)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies). ‘

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1149, and 1155: Pages 5 and 11 of a 11 page undated partly classified internal

Going Dark talking points paper titled, "Going Dark: Q/A." See Bates pages 1145-1148, and
1150-1154 for talking points pages 1-4 and 6-10.

P OGOV 0 00000900900 0.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
1,0.9.9.9.9.0.0.9.0.0.0.0.0.0.0.9.9.04
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 5§52 ‘ Section 552a

a(b)(1) O(b)(7)(A) a(d)(5)
o(b)(2) 0(b)(7)(B) o()(2)
0(b)(3) a(b)(7)(C) a(k)(1)
0(b)(7)(D) 0(k)(2)

=(b)(7)(E) a(k)(3)

‘ 0(b)(7)(F) a(k)(4)

o(b)(4) B(b)(8) a(k)()
=(b)(5) B(b)(©) a(k)(6)
a(b)(e) B(k)(7)

O Information pértained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
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released page(s).

Page(s) withheld for the following reason(s):

| ® The following number(s) are to be used for reference regarding these pages:

EFFE/Lynch 1156-1158: 3 page undated internal Going Dark talking points paper that discusses
CALEA limitations, which leave current modalities of communications not subject to legal
mandates to build and maintain legal intercept solutions.

P O9.0.0.0.9.0.9.9.0.0.06,0.09.9.64
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D 9,0.0.0.0.9.0.9.0.¢.0.00.9,0.0.9.0.4
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) a(b)(7)(A) o(d)(5)
a(b)(2) a(b)(7)(B) o()(2)
a(b)(3) =(b)(7)(C) ak)(1)

a(b)(7)(D) o(k)(2)

a(b)(7)(E) a(k)(3)

a(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) o(k)(5)
®(b)(5) a(b)(9) a(k)(6)
®(b)(6) o(k)(7)

O Information pertained only to a third partvaith no reference to the subject of your request
or the subject of your request is listed in the fitle only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1159: Page 1 of a 7 page September 28, 2010, internal Going Dark talking points
paper titled, "Going Dark: Q/A." See Bates pages 1160-1165 for talking points pages 2-7.

DO 00.0.0.0.0.00.9.0.00.00.009.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D0.0.9.0.0.0.9.0.0.9.0.9.0.0.0.9.0 9.4
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2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release fo you.

Section 552 Section 552a

o(b)(1) o(b)(7)(A) o(d)(5)
o(b)(2) o(b)(7)(B) o()(2)
o(b)(3) o(b)(7)(C) o(k)(1)
o(b)(7)(D) o(k)(2)

®(b)(7)(E) o(k)(3)

. a(b)(7)(F) o(k)(4)

o(b)(4) o(b)(8) a(k)(5)
=(b)(5) o(b)(9) a(k)(6)
o(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a. final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFE/Lynch 1160, and 1164: Pages 2, and 6 of a 7 page September 28, 2010, internal Going
Dark talking points paper titled, "Going Dark: Q/A." See Bates pages 1159, 1161-1163 and 1165
for talking points pages 1, 3-5, and 7.

PO 000000 00000000004
X Deleted Page(s) X
X No Duplication Fee X -
X for this page X
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4 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 55? Section 552a

o(b)(1) B(b)(7)(A) o(d)(5)
o(b)(2) o(b)(7)(B) 0(j)(2)
o(b)(3) o(b)(7)(C) o(k)(1)

o(b)(7)(D) o(k)(2)

o(b)(7)(E) o(k)(3)

a(b)(7)(F) a(k)(4)
o(b)(4) o(b)(8) B(k)(5)
®(b)(5) o(b)(9) o(k)(6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
- advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies). :

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFE/Lynch 1161-1163, and 1165: Pages 3-5, and 7 of a 7 page September 28, 2010, internal
Going Dark talking points paper titled, "Going Dark: Q/A." See Bates pages 1159-1160 and
1164 for talking points pages 1-2, and 6.

PO O 0.0 0.00.9.09.99.906.00.9 04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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4 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 562 : Section 5562a

a(b)(1) a(b)(7)(A) a(d)(5)
o(b)(2) a(b)(7)(B) 0()(2)
B(b)(3) a(b)(7)(C) B(k)(1)

5(b)(7)(D) B(k)(2)

B(b)(7)(E) B(k)(3)

a(b)(7)(F) o(k)(4)
a(b)(4) a(b)(8) o(k)(5)
®(b)(5) a(b)(©®) B(k)(6)
5(b)(6) " a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFE/Lynch 1166-1169: 4 page May 15, 2006, memo and talking points paper, which was forwarded
March 12,2010, to internal FBI personnel, to show prior work concerning updating CALEA. The 2006
talking points paper discusses strategy on improving ELSUR capabilities, and "Q & A" concerning the
drafting of amendments to CALEA, and future implementation of these changes.

) 9.0.9.9.0.90.0.0.0.0.0.9.0.9.0.0.90.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
DI O0000.9.90.00.090.00.9094
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N Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

Section 552

B(b)(1)
o(b)(2)
o(b)(3)

o(b)(4)
B(b)(5)
O(b)(6)

a(b)(7)(A)
a(b)(7)(B)
a(b)(7)(C)
a(b)(7)(D)
=(b)(7)(E)
B(b)(7)(F)
a(b)(8)
o(b)(9)

Section 552a

o(d)(5)
a()(2)
a(k)(1)
a(k)(2)
a(k)(3)
a(k)(4)
a(k)(5)
a(k)(6)
a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1170-1175; 6 page talking point document that outlines the ELSUR collection
capabilities, and ELSUR gaps of the major US-based service providers as of May 27, 2010, and

lists by priority the service providers concerns.

D0 0.0.0.90.0.0.0.0.0.9.¢.9.0.9.0.9.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) ' o(d)(5)
o(b)(2) o(b)(7)(B) o()(2)
a(b)(3) o(b)(7)(C) a(k)(1)

o(b)(7)(D) o(k)(2)

a(b)(7)E) o(k)(3)

o(b)(7)(F) - O(k)4)
o(b)(4) o(b)(8) a(k)(5)
=(b)(5) o(b)(9) o(k)(6)
o(b)(6) o(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuitation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1176, and 1180: Pages 1 and 5 of a 5 page August 21, 2009, draft Going Dark

presentation titled, "FBI Efforts to Protect Title IIT and FISA Capabilities." See Bates pages
1177-1179 for presentation pages 2-4.

P00 0.0.0.0.0.0.0.0.06.0¢6.004
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
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3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)A) o(d)(S)
o(b)(2) a(b)(7)(B) 0(j)(2)
o(b)(3) - a(b)(7)(C) a(k)(1)

B(b)(7)(D) o(k)(2)

=(b)(7)(E) o(k)(3)

a(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) a(k)(5)
®(b)(5) o(b)(®) a(k)(6)
o(b)(6). a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
. advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFFE/Lynch 1177-1179: Pages 2-4 of a 5 page August 21, 2009, draft Going Dark presentation
titled, "FBI Efforts to Protect Title III and FISA Capabilities." See Bates pages 1176, and 1180
for presentation pages 1, and 5.

$.9,9,9.0.0.9.0.0,0.0.9.9.0.9,.9.9 6,04
X Deleted Page(s) = X
X No Duplication Fee X
X for this page X
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Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you. '

Section 552 Section 552a

a(b)(1) a(b)(7)A) o(d)(5)
o(b)(2) o(b)(7)(B) o()2)
a(b)(3) a(b)(7)(C) a(k)(1)
: o(b)(7)(D) o(k)(2)

a(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)

O(b)(4) o(b)(8) a(k)(5)
=(b)(5) o(b)(9) a(k)(6)
O(b)(6) a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consulitation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1181, and 1185: Pages 1 and 5 of a 5 page August 24, 2009, draft Going Dark
presentation titled, "FBI Efforts to Preserve Electronic Surveillance (ELSUR) Capabilities." See
Bates pages 1182-1184 for presentation pages 2-4.
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X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) a(b)(7)(A) a(d)(5)
0(b)(2) o(b)(7)(B) a()(2)
o(b)(3) a(b)(7)(C) a(k)(1)

a(b)(7)(D) a(k)(2)

®(b)(7)(E) o(k)(3)

o) 7)F) o(k)(4)
0(b)(4) o(b)(8) a(k)(5)
®(b)(5) o(b)(9) o(k)(6)
0(b)(8) o(k)7)

|
|
|
i
i o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.
|
\
|

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuitation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1182-1184: Pages 2-4 of a 5 page August 24, 2009, draft Going Dark presentation

titled, "FBI Efforts to Preserve Electronic Surveillance (ELSUR) Capabilities." See Bates pages
1181, and 1185 for presentation pages 1, and 5.

) .00.9.00.0.0.0.0.0.0.0.900.004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) o(d)(5)
a(b)(2) o(b)(7)(B) o()(2)
a(b)(3) a(b)(7X(C) o(k)(1)
B(b)(7)(D) o(k)(2)

®(b)(7)(E) a(k)(3)

i B(b)(7)(F) o(k)(4)
o(b)(4) B(b)(8) o(k)(5)
®(b)(5) a(b)(9) o(k)(6)
o(b)(6) o(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

|

‘ Page(s) contain information furnished by another Government agency(ies). You will be

| advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for relea'se as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFE/Lynch 1186-1188: 3 page January 1, 2009, draft Going Dark presentation titled,
"Continued Problems with CALEA Implementation Despite the FCC's Initial Efforts."

1,9.9,0.9,0.9.0.9,0,:0.9.0,0.0.9.9.6,04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you. -

Section 552 Section 552a

a(b)(1) a(b)(7)(A) B(d)(5)
o(b)(2) a(b)(7)(B) 2()(2)
o(b)(3) ®(b)(7)(C) a(k)(1)

a(b)(7)(D) ' a(k)(2)

B(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)
a(b)(4) a(b)(8) - ak)(®)
®(b)(5) a(b)(9) a(k)(6)
®(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Documenti(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies). ‘

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFE/Lynch 1189-1191: Internal FBI e-mail chain dated between November 6 - November 19,
2009, concerning setting up a meeting of the Capabilities Gaps Working Group to discuss Going
Dark legislative and institutional proposals under consideration and ELSUR technological gaps.

) 9.0.0.0.0.0.0.0.0.0.00.9¢.90.004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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7 Page(s) withheld entirely at this location in the file. One or more of the followmg
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
a(b)(1) a(b)(7)(A) a(d)(5)
a(b)(2) a(b)(7)(B) o()(2)
a(b)(3) ‘ a(b)(7)(C) ak)(1)
a(b)(7)(D) a(k)(2)
”(b)(7)(E) a(k)(3)
o(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) a(k)(5)
®(b)(5) a(b)(9) o(k)(6)
a(b)(6) a(k)(7)

O Information.pertained only to a third'party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuitation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). .

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFE/Lynch 1192-1198: 7 page undated draft Going Dark discussion paper titled, "Going Dark:

Technology Gaps." This discussion paper was referred to on Bates page 1190 as an attachment
titled, "Technology Gaps.doc."

POV 00.09.9.0.9.0.9.0.09.9.004
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
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4 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable.
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) B(d)(5)
a(b)(2) o(b)(7)(B) a(j)(2)
o(b)(3) 2(b)(7)(C) o(k)(1)

a(b)(7)(D) a(k)(2)

=(b)(7)(E) a(k)(3)

a(b)(7)(F) o(k)(4)
o(b)(4) a(b)(8) a(k)(5)
®(b)(5) o(b)(9) o(k)(6)
=(b)(6) ’ ak)(7)

O Information pertained onIy'to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o, Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information foilowing our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). ‘

_ Page(s) withheld for tﬁe following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1199-1202: Internal FBI e-mail chain dated between November 6 - November 24, 2009,
concerning setting up a meeting of the Capabilities Gaps Working Group to discuss Going Dark
legislative and institutional proposals under consideration and ELSUR technological gaps. This is the
same e-mail chain withheld at 1189-1191, except for a follow-up e-mail dated November 24, 2009, that
summaries the meeting for those that were not able to attend.

D9.0.9.0.0.0.0.0.0.00.9.0.00.0¢¢4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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3 . Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) B(d)(5)
a(b)(2) a(b)(7)(B) a(j)(2)
a(b)(3) a(b)(7)(C) a(k)(1)

a(b)(7)(D) B(k)(2)

®(b)(7)(E) B(k)(3)

a(b)(7X(F) a(k)(4)
a(b)(4) a(b)(8) a(k)(5)
®(b)(5) a(b)(9) a(k)(6)
o(b)(6) a(k)(7)

o0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Documenti(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as fo the releasability of this information following our consultation with the
other agency(ies).

Pagé(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). '

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1203-1205: 3 page undated draft Going Dark discussion paper titled, "Law
Enforcement Gaps Survey Conducted by the FBL." The FBI surveyed other law enforcement
agencies to see what legal and technological gaps were hampering investigations, and the
discussion paper summarizes the results.
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X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this delgtion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) B(o)(7)(A) a(d)(S)
o(b)(2) a(b)(7)(B) 8()(2)
a(b)(3) B(b)(7)(C) a(k)(1)

0(b)(7)(D) a(k)(2)

=(b)(7)(E) O(k)(3)

a(b)(7)(F) a(k)(4)
o(b)(4) 0(b)(8) a(k)(5)
B(b)(5) 0(b)(9) - 0(k)(6)
®(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response-to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1206: Follow-up internal FBI e-mail dated December 8, 2009 concerning the November 20,
2009, Capabilities Gaps Working Group meeting (see Bates pages 1199-1202). This e-mail was directed
to the meetings participants and sets out to insure everyone is on the same page, and summarizes what
follow-up data each participant should be working on producing.
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X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release fo you.

‘Section 552 Section 552a

a(b)(1) a(b)(7)(A) o(d)(5)
o(b)(2) a(b)(7)(B) a)(2)
o(b)(3) a(b)(7)(C) a(k)(1)

o(b)(7)(D) a(k)(2)

o(b)(7)(E) o(k)(3)

a(b)(7)(F) a(k)(4)
o(b)(4) a(b)(8) o(k)(5)
®(b)(5) a(b)(9) o(k)(6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only. :

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuitation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) dupiicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFFE/Lynch 1207: 1 page sample draft Going Dark presentation slide titled, "Future Challenges:

Technology/Authorities."

D0 0.0.0.0.0.0.0.0.0.0.00.¢0.004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant o the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) a(b)(7)(A) B(d)(5)
a(b)(2) a(b)(7)(B) 0()(2)
o(b)(3) a(b)(7)(C) a(k)(1)
a(b)(7)(D) (k)(2)
a(b)(7)(E) a(k)(3)
a(b)(7)(F) o(k)(4)
a(b)(4) 0O(b)(8) o(k)(5)
(b)(5) . (b)(®) a(k)(6)
a(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). '

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1208, 1210-1211, 1214, and 1220: Pages 1, 4-5, 8, and 14 of a 14 page December

2009, draft Going Dark presentation titled, "Government's Need to Preserve Lawful Intercept
Capabilities." See Bates pages 1209, 1212-1213, and 1215-1219 for presentation pages 2, 6-7,
and 9-13. Presentation page 3 was determined to be outside the scope of plaintiffs FOIA request.
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X Deleted Page(s) X ‘
X No Duplication Fee X |
X+ forthis page X
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8 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) o(d)(5)
a(b)(2) a(b)(7)(B) o()(2)
a(b)(3) a(b)(7)(C) ak)(1)

o(b)(7)(D) a(k)(2)

a(b)(7)(E) o(k)(3)

a(b)(7)(F) o(k)(4)
o(b)(4) _ a(b)(8) o(k)(5)
=(b)(5) . a(b)9) o(k)(6)
a(b)(6) o(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuitation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1209, 1212-1213, and 1215-1219: Pages 2, 6-7, and 9-13 of a 14 page December
2009, draft Going Dark presentation titled, "Government's Need to Preserve Lawful Intercept
Capabilities." See Bates pages 1208, 1210-1211, 1214, and 1220 for presentation pages 1, 4-5, 8,
and 14. Presentation page 3 was determined to be outside the scope of plaintiffs FOIA request.
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X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) a(b)7)(A) 0(d)(S)
o(b)(2) a(b)(7)(B) a()(2)
o(b)(3) a(b)(7)(C) o(k)(1)

a(b)(7)(D) o(k)(2)

B(b)(7)(E) a(k)(3)

a(b)(7)(F) o(k)(4)
o(b)(4) a(b)(8) o(k)(5)
o(b)(5) a(b)(©) o(k)(6)
o(b)(6) o(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). "These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Governmeént agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)ofher
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFE/Lynch 1221: 1 page discussion paper that profiles a new telephone marketed by a
communication company, and discusses legal and technical issues that would hamper lawful-
intercepts.
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| X Deleted Page(s) X
| X No Duplication Fee X
| . X for this page X
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4 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

=(b)(1) a(b)(7)(A) a(d)(5)
o(b)(2) a(b)(7)(B) a()2)
a(b)(3) ®(b)(7)(C) ak)(1)

a(b)(7)(D) a(k)(2)

B(b)(7)(E) a(k)(3)

o(b)(7)(F) a(k)(4)
a(b)(4) o(b)(8) : a(k)(5)
=(b)(5) o(b)(9) . a(k)(6)
=(b)(6) o(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). ‘

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1222-1223, 1225, and 1228: Pages 1-2, 4, and 7 of 9 pages from 2 partly classified internal
memorandum dated June 22, 2010, and June 30, 2010, where proposed talking points are being developed that
outline the ELSUR challenges law enforcement are encountering with regard to emerging technologies. Information
from these pages are classified SECRET in accordance with E.O. 13526 of December 29, 2009. See Bates pages
1224, 1226-1227, and 1229-1230 for memorandum pages 3, 5-6, and 8-9.
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X Deleted Page(s) X
X No Duplication Fee X -
X for this page X
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5 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

®(b)(1) o(b)(7)(A) o(d)(5)
o(b)(2) o(b)(7)(B) B()(2)
o(b)(3) a(b)(7)X(C) B(k)(1)

a(b)(7)(D) o(k)(2)

®(b)(7)(E) o(k)(3)

a(b)(7)(F) o(k)(4)
o(b)(4) . o(b)(8) a(k)(5)
=(b)(5) , a(b)(9) a(k)(6)
o(b)(6) o(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and dire¢t response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI-as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1224, 1226-1227, and 1229-1230: Pages 3, 5-6, and 8-9 of 9 pages from 2 partly classified internal
memorandum dated June 22, 2010, and June 30, 2010, where proposed talking points are being developed that
outline the ELSUR challenges law enforcement are encountering with regard to emerging technologies. Information
from these pages are classified SECRET in accordance with E.O. 13526 of December 29, 2009. See Bates pages
1222-1223, 1225, and 1228 for memorandum pages 1-2, 4, and 7.
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X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) a(b)(7)(A) a(d)(s)
o(b)(2) o(b)(7)(B) a()2)
O(b)(3) B(b)(7)(C) o(k)(1)

B(b)(7)(D) a(k)(2)

B(b)(7)(E) o(k)(3)

a(b)(7)(F) a(k)(4)
o(b)(4) a(b)(8) - D(k)5)
=(b)(5) a(b)(9) a(k)(6)
=(b)(6) a(k)(7)

O Information pertained only fo a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1231: Page 1 of a 2 page internal memorandum dated July 21, 2010, titled, "Going
Dark: Q/A for SJC Hearing." The memorandum outlines talking points that define "Going
Dark," and gives examples of where ELSUR limitations hampered FBI investigations. See Bates
page 1232 for memorandum page 2.
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X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) o(d)(9)
o(b)(2) a(b)(7)(B) o()(2)
a(b)(3) o(b)(7)(C) o(k)(1)

®(b)(7)(D) o(k)(2)

=(b)(7)(E) o(k)(3)

o(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) a(k)(5)
=(b)(5) o(b)(9) o(k)(6)
a(b)(6) o(k)(7)

o0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s)' contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

& The following number is to be used for reference regarding this page:

EFF/Lynch 1232: Page 2 of a 2 page internal memorandum dated July 21, 2010, titled, "Going
Dark: Q/A for SJC Hearing." The memorandum outlines.talking points that define "Going
Dark," and gives examples of where ELSUR limitations hampered FBI investigations. See Bates
page 1231 for memorandum page 1.
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X Deleted Page(s) X
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1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
a(b)(1) a(b)(7)(A) a(d)(5)
a(b)(2) o(b)(7)(B) 0()(2)
a(b)(3) a(b)(7)(C) o(k)(1)
a(b)(7)(D) o(k)(2)
&(b)(7)(E). o(k)(3)
a(b)(7)(F) o(k)(4)
a(b)(4) a(b)(8) o(k)(5)
=(b)(5) o(b)(9) o(k)(6)
o(b)(6) o(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Pagé(s) withheld inasmuch as a final release determination has not been made. You wiil be
advised as to the disposition at a later date.

. Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). ’ -

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1233: 1 page internal FBI discussion pager dated April 26, 2006, outlines 3 FBI
investigations that were hampered because of ELSUR limitations.
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X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies). :
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® The following number(s) are to be used for reference regarding these pages:

EFF/Liynch 1241-1243: Pages 7-9 of an Executive Summary/Meeting Notes from the June 25,
2009 Law Enforcement Executive Forum (LEEF) held at FBI Headquarters. Meeting notes
pages 1-6 where withheld in full at Bates pages 1327-1332.
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(LEEF), which was given as an attachment to the June 25, 2009 meeting Executive Summary.
See Bates page 1244 for the attachment cover page.
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EFF/Lynch 1247: Attachment cover page of a 15 page talking points presentation titled, "Going
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This presentation was given as an attachment to the Executive Summary after the June 25, 2009
Law Enforcement Executive Forum (LEEF).
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0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determmatlon has not been made. You will be
advised as to the disposition at a later date.
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released page(s).
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EFF/Lynch 1248-1262: 15 page talking points presentation titled, "Going Dark June 2009

Update: Law Enforcement's Need to Preserve Lawful Intercept Capabilities." This presentation
was given as an attachment to the Executive Summary after the June 25, 2009 Law Enforcement .
Executive Forum (LEEF).
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o Information pertained only to a third party with no reference to the subject of your request
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advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).
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& The following number is to be used for reference regarding this page:

EFE/Lynch 1263: Attachment cover page of a 15 page talking points presentation titled,
"Technology Transfer Program Information Guide, Office of National Drug Control Policy,
Counter Drug Technology Assessment Center." This presentation was given as an attachment to
the Executive Summary after the June 25, 2009 Law Enforcement Executive Forum (LEEF).
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O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).
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advised as to the disposition at a later date.
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released page(s).
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= The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1264-1277: Pages 1-14 of a 15 page talking points presentation titled, "Technology
Transfer Program Information Guide, Office of National Drug Control Policy, Counter Drug
Technology Assessment Center." This presentation was given as an attachment to the Executive
Summary after the June 25, 2009 Law Enforcement Executive Forum (LEEF).
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0O Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuitation with the
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released page(s).
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EFF/Lynch 1278: Page 15 of a 15 page talking points presentation titled, "Technology Transfer Program

Information Guide, Office of National Drug Control Policy, Counter Drug Technology Assessment
Center." This presentation was given as an attachment to the Executive Summary after the June 25, 2009
Law Enforcement Executive Forum (LEEF). See Bates pages 1264-1277 for presentation pages 1-14.
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1 ' Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
a(b)(1) o(b}(7)(A) o(d)(5)
O(b)(2) a(b)(7)(B) o()(2)
a(b)(3) o(b)(7)(C) o(k)(1)
o(b)(7)(D) o(k)(2
a(b)(7)(E) o(k)(3
o(b)(7)(F) o(k)(4
®(b)(5) o(b)(©) o(k)(6

O(b)(6) o(k)(7

| )

| )

| )

} - a(b)(4) 0(b)(8) n(k)(sg

\ )

! o0 Information pertained only to a third party with no reference to the subject of your request

| or the subject of your request is listed in the title only.

\

| o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuitation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.
|

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1279: Attachment cover page of a 18 page talking points presentation titled, "State
and Local Law Enforcement Challenges: Perspectives from New Jersey State Police and San
Bernardino County Sheriff's." This presentation was given as an attachment to the Executive
Summary after the June 25, 2009 Law Enforcement Executive Forum (LEEF).

) 0.0.9.0.0.9.0.0.0.0.0.9.0.0.0.90.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 0.0,.0.9.0.0.0.0.0.9.9.9.9.9.0.6.0.9.4
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2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant o the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
o(b)(1) a(b)(7)(A) o(d)(5)
®(b)(2) a(b)(7)(B) o()(2)
o(b)(3) B(b)(7)XC) - a(k)(1)
a(b)(7)(D) o(k)(2)
B(b)(7)(E) o(k)(3)
o(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) o(k)(5)
B(b)(5) o(b)(9) o(k)(6)
®(b)(6) ak)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuitation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

®= The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1280, and 1291: Pages 1 and 12 of a 18 page talking points presentation titled, "State and

Local Law Enforcement Challenges: Perspectives from New Jersey State Police and San Bernardino
County Sheriff's." This presentation was given as an attachment to the Executive Summary after the June
25, 2009 Law Enforcement Executive Forum (LEEF). See Bates pages 1281-1290, and 1292-1308 for
presentation pages 2-11, and 13-18.

FKHOOKIKIHKIKKHKHHIXKKXK
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
p9.0.0.:0.0.9.6.9.0.0.¢.0.0.0.0,6.0.64
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16 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable -

material available for release to you.

Section 552

o(b)(1)
=(b)(2)
O(b)(3)

0(b)(4)
&(b)(5)
o(b)(6)

O(b)(7)(A)
a(b)(7)(B)
a(b)(7)(C)
a(b)(7)(D)
®(b)(7)(E)
a(b)(7)(F)
a(b)(8)

a(b)(9)

Section 552a

0(d)(5)
a() ()
a(k)(1)
a(k)(2)
B(k)(3)
B(k)(4)
a(k)(3)
o(k)(6)
o(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1281-1290, and 1292-1308: Pages 2-11, and 13-18 of an 18 page talking points presentation
titled, "State and Local Law Enforcement Challenges: Perspectives from New Jersey State Police and
San Bernardino County Sheriff's." This presentation was given as an attachment to the Executive
Summary after the June 25, 2009 Law Enforcement Executive Forum (LEEF). See Bates pages 1280,

and 1291 for presentation pages 1, and 12.

D9.0.9.9.0.0.0.0.0.9.0.9.9.9.0.9.0 9.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
P 9.0.9,0.9.9.9.0.9.9.90.9.:0.9.0.0.0,.0.4
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1 Page withheld entirely at this location in the file. One or more of the following statements,

where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

a(b)(1)
o(b)(2)
o(b)(3)

Section 552

a(b)(4)
®(b)(5)
o(b)(6)

a(b)(7)(A)
a(b)(7)(B)
a(b)(7)(C)
a(b)(7)(D)
B(b)(7)(E)
a(b)(7)(F)
a(b)(8)

B(b)(9)

Section 552a

a(d)(5)
8(j)(2)
a(k)(1) -
a(k)(2)
a(k)(3)
a(k)(4)
B(k)(5)
B(k)(6)
a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuitation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1309: Attachment cover page of a 13 page talking points presentation titled, "Going

Dark: June 2009 Update." This presentation was given as an attachment to the Executive
Summary after the June 25, 2009 Law Enforcement Executive Forum (LEEF).

)0.9.0.9.0.6.0.9.0.9.9.0,0.9.9.9.0,0 4
X  Deleted Page(s) X
X No Duplication Fee X .
X for this page X
)0,.9,0.0.9.9.0.9.9.9.0.9.9.9.00.04
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Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) a(b)(7)(A) 0(d)(5)
®(b)(2) a(b)(7)(B) a(j)(2)
o(b)(3) a(b)7)(C) a(k)(1)

a(b)(7)(D) o(k)(2)

®(b)(7)(E) a(k)(3)

a(b)(7)(F) o(k)(4)
o(b)(4) a(b)(8) a(k)(5)
=(b)(5) o(b)(9) a(k)(6)
B(b)(6) : a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability.of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1310-1322: 13 page talking points presentation titled, "Going Dark: June 2009

Update." This presentation was given as an attachment to the Executive Summary after the June
25,2009 Law Enforcement Executive Forum (LEEF).

P0.9.9,0,.0.0.9.0.0.0.9.0.0.0.09.0¢4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
).0.9,0.9.9.9.9.:0.0.0.0.0.¢.9.¢,0.04



Case3:10-cv-04892-RS  Document41-7 Filed03/01/12 Pagel25 of 198

OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions.were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 : Section 552a

o(b)(1) B(b)(7)(A) 0(d)(8)
2(b)(2) a(b)(7)(B) 0(j)(2)
O(b)(3) ®(b)(7)(C) o(k)(1)

a(b)(7)(D) a(k)(2)

a(b)(7)(E) 0(k)(3)

a(b)(7)(F) a(k)(4)
a(b)(4) o(b)(8) a(k)(5)
=(b)(5) a(b)(9) o(k)(6)
=(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title-only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and dlrect response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1323: May 18, 2009, invitation sent to Law Enforcement Executive Forum (LEEF)
members asking them to attend the next scheduled meeting on June 25, 2009 at FBI
Headquarters to discuss a unified electronic surveillance strategy.

P O.0.0.0.0.0.0.9.90.9.00.9.60 6,04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D0.0.9.9.0.0.0.0.¢.9.9.0.0.99.0.004
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3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) B(d)(5)
2(b)(2) a(b)(7)(B) 0(j)(2)
O(b)(3) a(b)(7)(C) a(k)(1)

a(b)(7)(D) a(k)(2)

a(b)(7)E) o(k)(3)

a(b)(7)(F) a(k)(4)
a(b)(4) o(b)(8) a(k)(5)
a(b)(5) o(b)(9) o(k)(6)
a(b)(6) . o(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). ’

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1324-1326: 3 page FBI CALEA unit sample form titled, "ELSUR Non-compliance
Incidence Report," which reports communication service providers non-compliance with the
retrieval of communication records.

DI 0.0.0.0.9.0.00.00.009.9.9.094
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9.9.0.0.0.0.0.9.0.0.0.9.0.9.09.6.04
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5 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) a(b)(7)(A) 0(d)(®)
=(b)(2) ‘o(b)(7)(B) a(j)(2)
o(b)(3) ®(b)(7)(C) ak)(1)

a(b)(7)(D) a(k)(2)

B(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)
o(b)(4) a(b)(8) a(k)(S)
=(b)(5) a(b)(9) o(k)(6)
=(b)(6) : : a(k)(7)

o0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1327, and 1329-1332: Pages 1, and 3-6 of a 9 page Executive Summary of
"Meeting Notes" from the June 25, 2009 Law Enforcement Executive Forum (LEEF) held at FBI
Headquarters. See Bates pages 1328, and 1241-1243 for note pages 2, and 7-9.

§9.9.0.0.9.9.9.09.0.0.99.9.9.6.004
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9,0.0.0.9.0.0.0.0.0.0.9.9.9.90.0.09.4
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1 Page withheld entirely at this location in the file. One or more of the following statements,

where indicated, explain this deletion.

X__ Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

Section 552

B(b)(1)
8(b)(2)
a(b)(3)

o(b)(4)
&(b)(5)
o(b)(6)

a(b)(7)(A)
a(b)(7)(B)
a(b)(7)(C)
B(b)(7)(D)
=(b)(7)(E)
a(b)(7)(F)
a(b)(8)

a(b)(©)

Section 552a

a(d)(5)
ag)2)

a(k)(1)
a(k)(2)
a(k)(3)
o(k)(4)
a(k)()
0(k)(6)
afk)(7)

o Information-pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

o Documenti(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1328: Page 2 of a 9 page Executive Summary of "Meeting Notes" from the June 25,
2009 Law Enforcement Executive Forum (LEEF) held at FBI Headquarters. See Bates pages

1327, 1329-1332, and 1241-1243 for note pages 1, and 3-9.

DO 0.0.0.0.90.0.00.0.0.0096.90 04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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Page 22 ~ b2, b5, b7E 1554
Page 23 ~ b2, b5, b7E 1355
Page 24 ~ b2, b5, b7E \%56
Page 25 ~ b2, b5, b7E %57
Page 26 ~ b2, b5, b7E i3 59
Page 27 ~ b2, b5, b7E 15 59
Page 28 ~ b2, b5, b7E 1360
Page 29 ~ b2, b5, b7E 16
Page 30 ~ b2, b5, b7E AR
Page 31 ~ b2, b5, b7E 1% 6%
Page 32 ~ b2, b5, b7E (B6H
Page 33 ~ b2, b5, b7E 1365
Page 34 ~ b2, b5, b7E 1260
Page 35 ~ b2, b5, b7E %67
Page 36 ~ b2, b5, b7E 13¢8
Page 37 ~ b5 136
Page 38 ~ b2, b5, b7E 510
Page 39 ~ b2, b5, b7E 1314
Page 40 ~ b2, b5, b7E 172
Page 41 ~ b2, b5, b7E 373
Page 42 ~ b2, b5, b7E L3y
Page 43 ~ b2, b5, b7E 1975
Page 44 ~ b2, b5, bT7E 1376

) 8.0.0.0.0.0.0.0090.000000.00000004¢
X Deleted Page(s) X
X No Duplication Fee X

' %
R S RSO IHRHXXNKKX




Page 45 ~
Page 46 ~
Page 47 ~
Page 48 ~
Page 49 ~
Page 50 ~
Page 51 ~
Page 52 ~
Page 53 ~
Page 54 ~
Page 55 ~
Page 56 ~
Page 57 ~
Page 58 ~
Page 59 ~
Page 60 ~
Page 61 ~
Page 62 ~
Page 63 ~
Page 64 ~
Page 65 ~
Page 66 ~
Page 67 ~
Page 68 ~
Page 69 ~
Page 70 ~
Page 71 ~
Page 72 ~
Page 73 ~.
Page 74 ~
Page 75 ~
Page 76 ~
Page 77 ~
Page 78 ~
Page 79 ~
Page 80 ~
Page 81 ~
Page 82 ~
Page 83 ~
Page 84 ~
Page 85 ~
Page 86 ~
Page 87 ~
Page 88 ~

Case3:10-cv-04892-RS Document41-7 Filed03/01/12 Pagel31 of 198

b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, b7E
b2, b5, bTE
b2, b5, b7E
b2, b5, bTE

b2, b5, b7E

Bﬁbo—f%ﬂ
15727
| 218
13729 .
12806
%8|
123
1303
VT34
1335
\336
12%7
1393
1239
\290
134
1399 -
1393
1394
13415
1296
1397
1343
1349
{HOO
6|
V02
103
j-toH
105
10
5071
4 0%
1094
A\ 0
\HA
-
=13
1 l‘-!
111s
{H\G
‘Al
1118

C1H9

1470

), 0.0.0.0.9.0.0.0.0000.0000.00000004
X Deleted Page(s)

X No Duplication Fee

X. for this
XXXXXXXX

%
oo OOOKXX




Case3:10-cv-04892-RS Document41-7 Filed03(01/12 Pagel32 of 198

Bl Voo
Page 89 ~ b2, b5, b7E U2
Page 90 ~ b2, b5, b7E 22,
Page 91 ~ b2, b5, b7E tH23
Page 92 ~ b2, b5, b7E V2K
Page 93 ~ b2, b5, b7E Has
Page 94 ~ b2, b5, b7E \H2s
Page 95 ~ b2, b5, b7E =27
Page 96 ~ b2, b5, b7E 1428
Page 97 ~ b2, b5, b7E 129
Page 98 ~ b2, b5, b7E {1730
Page 99 ~ b2, b5, b7E 3]
Page 100 ~ b2, b5, b7E (423

), 9.0.0.0.0.9.0.0.9.0.0.0.0.0.909.690.9.090.04
X Deleted Page(s) X

X No Duplication Fee

X  forthis Page X

) 0.0.00.00.00.00.00.0000000006004




Case3:10-cv-04892-RS Document41-7 Filed03/01/12 Pagel33 of 198

OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

17 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to-the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
o(b)(1) o(b)X7)(A) . B(d)(5)
B(b)(2) o(b)(7)(B) o()(2)
o(b)(3) ab)7)}C) . o(k)(1)
o(b)(7)(D) o(k)(2)
=(b)(7)(E) o(k)(3)
o(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) o(k)(5)
=(b)(5) o(b)(9) o(k)(6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only. ’

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1333-1349: 17 page "White paper," dated March 2009, titled, "Going Dark: Law
Enforcement's Need to Preserve Lawful Intercept Capabilities."
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19 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

B(b)(1) B(b)(7)(A) o(d)(5)
®(b)(2) a(b)(7)(B) 0()(2)
o(b)(3) a(b)(7)(C) a(k)(1)
: o(b)(7)(D) a(k)(2)
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O(b)(4) o(b)(8) o(k)(5)
®=(b)(5) O(b)(®) B(k)(6)
B(b)(8) ’ a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred fo that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (IS) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1350-1368: 19 page 'Going Dark' presentation dated December 2009, titled,
"Preservation of Lawful Intercepts: Challenges and Potential Solutions."
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Page withheld entirely at this location in the file. One or more of the following statements,

where indicated, explain this deletion.

Deletions were made pursuént to the exemptions indicated below with no segregable

material available for release to you.

B(b)(1)
B(b)(2)
o(b)(3)

Section 552

o(b)(4)
®B(b)(5)
B(b)(6)

B(b)(7)(A)
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o Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the fitle only.

o Ddcument(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s_) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1369: Page 1 of a 29 page draft 'Going Dark' discussion paper dated January 15,
20009, titled, "Going Dark: Problems and Potential Solutions." Draft copy provided to DEA for

review, and comment.
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28 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release fo you.

Section 5562 - Section 552a

o(b)(1) a(b)(7)(A) 0(d)(5)
=(b)(2) o(b)(7)(B) 0()(2)
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O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

@ The following number is to be used for reference regarding this page:

EFF/Lynch 1370-1397: Pages 2-29 of a 29 page draft 'Going Dark' discussion paper dated
January 15, 2009, titled, "Going Dark: Problems and Potential Solutions." Draft copy provided
to DEA for review, and comment.
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8 Page(s) withheld entirely at this iocation in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) o(b)(7)(A) a(d)(5)
®(b)(2) a(b)(7)(B) o(1)(2)
a(b)(3) a(b)(7)(C) o(k)(1)
o(b)(7)(D) o(k)(2)

=(b)(7)(E) a(k)(3)

i a(b)(7)(F) a(k)(4)

a(b)(4) o(b)(8) a(k)(d)
=(b)(5) o(b)(9) o(k)(6)
a(b)(6) ak)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Documeni(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determlnat|on has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The foll'owing number is to be used for reference regarding this page:

. EFF/Liynch 1398-1405: 8 page draft 'Going Dark' talking points presentation dated June 2008,

titled, "Going Dark: Law Enforcement's Need to Preserve Lawful Intercept Capabilities." Copy
provided to DEA for review and comment.
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27 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

a(b)(1) o(b)(7)(A) (d)(5)
=(b)(2) o(b)(7)(B) a()(2)
o(b)(3) o(b)(7)(C) a(k)(1)
o(b)(7)(D) o(k)(2)
a(b)(7)(E) o(k)(3)
a(b)(7)(F) (k)4
o(b)(4) o(b)(8) a(k)(5)
a(b)(5) o(b)(9) (k)(6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

'Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies). ’

Page(s) withheld inasmuch as a final release determination has not been made. You.will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is fo be used for reference regarding this page:

EFF/Lynch 1406-1432: 27 page 'Going Dark’ talking points presentation dated September 28,

2010, titled, "Preservation of Lawful Intercepts: Challenges and Solutions." Presentation
includes establishment criteria, core functions, and organizational chart of the proposed
Domestic Communications Assistance Center.
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10 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

B(b)(1) B(b)(7)(A) a(d)(5)
=(b)(2) B(b)(7)(B) 0()(2)
a(b)(3) B(b)(7)(C) o(k)(1)

B(b)(7)(D) o(k)(2)

=(b)(7)(E) o(k)(3)

B(b)(7)(F) o(k)(4)
B(b)(4) 0(b)(8) B(k)(5)
B(b)(5) n(b)(®) a(k)(6)
B(b)(6) : a(k)(7)

0O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Documenti(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFE/Lynch 1433-1438, and 1449-1452: Pages 28-33, and 44-47 of a 48 page talking points presentation dated July 12, 2006, titled, "Voice
over Internet Protocol (VoIP) Communications." Presentation pages 1-27 determined out-side the scope of plaintiff's FOIA request. See Bates
pages 1439-1448, and 1453 for presentation pages 34-43, and 48. Responsive presentation slides pertain to lawful interception in traditional
service provider networks before CALEA and Post-CALEA, interception in an evolved IP Network, Law Enforcement (LE) access points in
networks, and LE needs that would enhance lawfiil.intercept capabilities, including the development of standard requirements to make it easier
to intercept, store data, and access data to meet CALEA compliance requirements.
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11 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X - Deletions were made pursuant to the exemptions indicated below WIth no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) a(d)(8)
=(b)(2) a(b)(7)(B) . a(i)(2)
a(b)(3) a(b)(7)(C) a(k)(1)
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®(b)(7)(E) o(k)(3)
ab)7)(F) - o(k)(4)
o(b)(4) a(b)(8) o(k)(5)
=(b)(5) a(b)(®) o(k)(6)
O(b)(6) a(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You wili be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1439-1448, and 1453: Pages 34-43, and 48 of a 48 page talking points presentation dated July 12, 2006, titled, "Voice over Internet
Protocol (VoIP) Communications." Presentation pages 1-27 determined out-side the scope of plaintiff's FOIA request. See Bates pages 1433-
1438, and 1449-1452 for presentation pages 28-33, and 44-47. Responsive presentation slides pertain to lawful interception in traditional
service provider networks before CALEA and Post-CALEA, interception in an evolved IP Network, Law Enforcement (LE) access points in
networks, and LE needs that would enhance lawful intercept capabilities, including the development of standard requirements to make it easier
to intercept, store data, and access data to meet CALEA compliance requirements.
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2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) a(d)(5)
a(b)(2) a(b)(7)(B) a()(2)
a(b)(3) a(b)(7)(C) ak)(1)

a(b)(7)(D) ak)(2)

a(b)(7)(E) a(k)(3)
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o(b)(6) a(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuitation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

X Page(s) were not considered for release as they are duplicates of other released pages.

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1455-1456: These Bates pages are duplicates of Bates pages 1351 and 1354.
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* Current and emerging communications technologies and services prevent
most LEAs from pursuing real-time data intercepts.

S e
oS B s

b
¥
A
i3
biA
4
1
i
-

+ LEAs often lack an. understanding of the services offered by emerging.
service providers, and industry often lacks an understanding of the needs of
LEAs. This prevents the de‘velopmgth_- of timely, cost-€ffective solutions.
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1 Page withheld entirely at this location in the file. One or more of the following statements,

where indicated, explain this deletion.

X Deletions .were made pursuant to the exemptions indicated below with no segregable

material available for release to you.
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o(b)(3)

Section 552

o(b)(4)
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a(b)(7XE)
a(b)(7)(F)
o(b)(8)

a(b)(9)

Section 552a

o(d)(5)
a()(2)
a(k)(1)
a(k)(2)
a(k)(3)
a(k)(4)
a(k)(5)
a(k)(6)
a(k)(7)

o0 Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FB! as fo the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (1s) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1458: Page 4 of a 11 page 'Going Dark' talking points presentation dated March

2010, titled, "Preservation of Lawful Intercepts: Challenges and Potential Solutions." See Bates

pages 1454-1457, and 1459-1464 for presentation pages 1-3, and 5-11.
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Issue:

+ CALEA requires “telecommunications carriers” to develop-and deploy intercept
solutions in their networks to ensure that lawfuilly-authorized electronic surveillance
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withhéld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) o(d)(5)
o(b)(2) ' a(b)(7)(B) 0()(2)
a(b)(3) a(b)(7)(C) a(k)(1)

o(b)(7)(D) a(k)(2)

®(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)
o(b)(4) o(b)(8) o(k)(d)
®(b)(5) a(b)(©) o(k)(6)
a(b)(6) ak)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

D Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (aﬁ)other
released page(s). )

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1460: Page 7 of a 11 page 'Going Dark' talking points presentation dated March
2010, titled, "Preservation of Lawful Intercepts: Challenges and Potential Solutions." See Bates
pages 1454-1459, and 1461-1464 for presentation pages 1-6, and 8-11.
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X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release fo you.

Section 552 Section 552a

o(b)(1) o(b)(7)(A) o(d)(5)

o(b)(2) ' o(b)(7)(B) o()(2)

o(b)(3) o(b)7)(C) o(k)(1)
B(b)(7)(D) o(k)(2)
®(b)(7)E) o(k)(3)
a(b)(7)(F) o(k)(4)

o(b)(4) o(b)(8) o(k)8)

o(b)(5) o(b)(9) , o(k)(6)

o(b)(6) ' — a(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following nurhber(s) are to be used for reference regarding these pages:

EFF/Lynch 1461, and 1464: Pages 8 and 11 of a 11 page 'Going Dark' talking points
presentation dated March 2010, titled, "Preservation of Lawful Intercepts: Challenges and
Potential Solutions." See Bates pages 1454-1460, and 1462-1463 for presentation pages 1-7, and
9-10.

D09.0.0.9.9.0.9.090.9.90,:0.0.0.0.0.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9.0.0.0.9.9.0.9.0.0.0.9.0.0.9.0.9,04
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Legislative and Policy Challenge
Enforcemerit

Issue: .

*Non-compliance with CALEA for emerging serv_icq occurs often

*CALEA’s current enforcement provisions preserit insurmountable hurdles that

make even the threat of enforcement non-credibie

*CALEA places the government in a*“Catch-22" position Outside
*Recent examples
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Legislative and Policy Challenge
Encryption

issue: :
*Many modern communication services- -and. devices use encryption as a
means-to protect subscriber commumcatlons and data

- Data “in transit,” such as VolP and’ e-mall communications

- Data “at rest,” such.as the data stored on a hard drive or USB
devxce
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; Threat Level
Privacy, Crime and Security Online

FBI ‘Going Dark’ with New Advanced
Surveillance Program

By Kim Zetter B2 May 11, 2009 | 1:40 pm | Categories: Surveillance

The proposed 2010 Justice Department budget published last week reveals the development of a new
FBI advanced electronic surveillance program dubbed “Going Dark.” The program is being budgeted
$233.9 million next year.

Aécording to the published budget summary (.pdf), the program “supports the FBI’s electronic
surveillance (ELSUR), intelligence collection and evidence gathering capabilities, as well as those of the
greater Intelligence Community.”

An FBI spokesman told ABC News, which first reported the information, that the program’s name,
Going Dark, “does not refer to a specific capability; but is a program name for the part of the FBI,

EFF/LYNCH-1465
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Operational Technology Division’s (OTD) lawful interception program which is shared with other law
enforcement agencies.” He added that “The term applies to the research and development of new tools,
technical support and training initiatives.”

The program is designed to help the agency address challenges with conducting surveillance over
newish technologies, such as VoIP. The program is also doing research on automated link analysis to
find connections between subjects of surveillance “and other investigative suspects.”

The budget report also discusses a Biometric Technology Center that is being developed jointly by the
FBI, Defense Department and Justice Department in conjunction with the University of West Virginia
for research and development of biometric technologies. The center is located at the Criminal Justice
Information Services (CJIS) Division complex in Clarksburg, West Virginia.

The biometric project will also encompass “a vast database of personal data including fingerpririts, iris
scans and DNA which the FBI calls the Next Generation Identification (NGI),” according to ABC,

which could be online next year. Lockheed Martin has been awarded the contract to update and maintain
_ the database at an estimated cost-of up to $1 billion a year.

Photo: Sparktography/flickr

Post Comment | Permalink

Comments (3)
Posted by: bornean | 05/11/09 | 6:09 pm
These databases. How do we know if they’re not using it for child porn?

We have no way to assure they’re not committing horrific crimes against-our children because they have
no oversight.

Please. This isn’t about rights, it’s about protecting our children.

Posted by: bornean | 05/11/09 | 6:11 pm
And also WTF. Why all the databases and shit?

You’re supposed to be a minimalist when it comes to cases. But this “technology” is something people
need to understand the gravity of. If the senate knew what was going on their, they would never let it
happen.

Posted by: csmuncyphoto | 05/12/09 | 10:12 am

Excellent photo choice, by the way. I see these stickers ali over the city (I live in :Manhattan) and
haven’t yet snapped off any photos of my own. I picture myself twenty years from now, showing such
pictures to my children, who I’m sure will respond with something like “There was a time when people

didn’tknow their phones were tapped?”

EFF/LYNCH-1466
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Federal Bureau of Investigation (FBI)

FY 2009 Enacted:

Current Services Adjustments:
Program Changes:

FY 2010 Budget R;quest:
Change from FY 2009 Enacted:

FY 2010 Budget Request At A Glance

$7,301.2 million (31,494 positions; 13,382 agents)
+3$61.9 million (2.5% abov.e FY 2009 Enacted)

+$498.5 million

$7,861.5 million (32,883 positions; 13,789 agents)
+$560.3 million (+7.7%) (+1,389 positions; +407 agents)

Mission:

The mission of the-FBI is to protect and defend the
United States against terrorist and foreign intelligence
threats, to uphold and enforce the criminal faws of the
United States, and to provide leadership and criminal
justice services to federal, state, municipal, and interna-
tional agencies and partners.

Resources:

The FBI's FY 2010 budget request proposes $7.9 bil-
lion, $7.7 billion for Salaries and Expenses (including
$101.1 million for Overseas Contingency Operations)
and $143.8 million for Construction. This represents a
7.7 percent increase from the FY 2009 enacted level.
in FY 2008, the FBI also received $82.6 million in sup-
plemental funds for continuing national security opera-
tions, including the Render Safe mission.

Funding (FY 2001 - 2010)

$9,0004
$7,500
$6,000
$4,500-
$3,000-
$1,500-

$0-

$ in mifions

2001 | 2008 | 2008 | 2010

BConstruction| $17 | $164 | $154 | $143

M Salaries & | $3,234 | $6,404 | $7,148 | $7,719
Expenses

129

Organization:

FBI Headquarters, located in Washington, D.C., pro-
vides centralized operational, policy, and administra-
tive support to FBI investigations. The FBI operates 56
field offices in major U.S. cities and over 400 resident,
agencies (RAs) throughout the country. RAs are satel-
lite offices that aflow the FBI to maintain a presence in
and serve local communities. As of April 2009, the FBI
also operates 61 Legal Attaché (Legat) offices and 14
sub-offices in 65 foreign countries around the world.

Personnel:

The FBI's authorized positions for FY 2010 total
32,883 positions, including 13,789 special agents. Of
the total authorized positions, 32,610 are located in
domestic offices and 273 are in foreign offices. FBl's
FY. 2010 request includes an increase of 1,389 posi-
tions, including 407 special agents, over the FY 2009
level of 31,494 authorized positions. .

Personnel! (FY 2001 - 2010}

2001 2008 0 200

l_gAulhoﬁzedPosmons 2766 | 30211 | 31494 | 328383
MSpecial Agents® 113751 | [B8027] | [ B382] | [ B.789]

llhtg_@genceAngmls' {166] [ {2552] § [281] ] [3.182]

* Includes Reimbursable agents and intelligence analysts.
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FY 2010 Strategy:

The FBI's budget strategy is based on the FBI's under-
standing of current and future national security and
criminal investigative threats. From this understanding,
the FBI has identified critical, enterprise-wide capabili-
ties needed to perform its mission. This capabilities-
based approach to planning the FBI's future resource
requirements is necessary since it is not possible to
project with certainty who will be the future adversary.
Future capabilities are designed to enable the FBI to
address the range of expected national security threats
and crime problems regardless of who perpetrates the
act.

To meet these threats and crime problems and operate
successfully in a challenging external environment, the
FBI to fusing and integrating intelligence and law en-
forcement. As a member of the Intelligence Commu-
nity, the FBI has placed an increased emphasis on
threat-based, intelligence-driven investigations and op-
€rations, especially in the areas of counterterrorism and
counterintelligence, and on internal and external infor-
mation sharing. Finally, the FBI is working to form and
maintain alliances with others in law enforcement, at
home and abroad as these relationships are essential,

The foundation of the FBI's budget strategy is sup-
ported by four objectives: (1) the application of a Strat-
egy Management System to FBI planning; (2) acceler-
ated improvements in program management through
the efforts of the Strategic Execution Team; (3) con-
tinuation of a multi-year planning process; and (4) a
directed growth strategy aligned to the FBI's most criti-
cal requirements.

130

FY 2010 Program Changes:
DOMAIN AND OPERATIONS

Comprehensive National Cybersecurity Initiative:
260 positions (107 agents and 42 Intelligence Ana-
lysts) and $61.2 million in support of the investiga-
tive, intelligence, and technological requirements to
combat cyber attacks. FY 2010 current services
resources for this program are 300 positions (68
agents) and $79.1 million.

intelligence Program: 480 positions (41 agents
and 279 Intelligence Analysts) and $70 million to
build an FBI-wide intelligence capability that inte-
grates intelligence activities into all investigative ef-
forts through the five core intelligence functions: do-
main management, collection management, require-
ments-based human intelligence collection, tactical
intelligence, and intelligence production and dis-
semination. FY 2010 current services for this initia-
tive are 2,398 positions (470 agents) and $275.9
million.

National Security Field Investigations: 231 posi-
tions (105 agents) and $48 million to augment its na-
tiorial security field investigations. The details of this
enhancement are classified. FY 2010 current services
for this initiative are 2,698 positions (1,407 agents) and
$490 million.

Mortgage Fraud: 143 positions (50 agents) and $25.5
million to combat the increase in mortgage fraud. Re-
sources would enhance FBI field investigative capabili-
ties, increase the number of Forensic Accountants,
and increase the number of Morigage Fraud Task
Forces. FY 2010 current services for this program are
337 paositions (175 agents) and $49.7 million.

Weapons . of Mass Destruction (WMD) Response:
168 positions (91 agents) and $80.6 million to disrupt
terrorist groups, address domain awareness, and
achieve a technical response by expanding the FBI's
tactical response, hazardous materials response, and
bomb technician teams. FY 2010 current services for
this initiative are 672 positions (328 agents) and
$270.2 million,

INFRASTRUCTURE

Central Records Complex: $9 million to support the
inventory, consolidation, and preparation of 18 linear
miles of records for relocation. FY 2010 current ser-
vices for this initiative are $8 million.

LEVERAGING TECHNOLOGY

3rd Generation (3G) Wireless Networks: $20.5 mil-
lion to ensure the FBI’s capability to develop wireless
tracking and intercept technologies for 3rd Generation
(3G) wireless networks are up to date. FY 2010 cur-
rent services for this program are $4.1 million.
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FY 2010 Program Changes (cont.): FBIl Training Facility A&E Study: $10 million to

- conduct an Architecture and Engineering (A&E)
SURVEILLANCE ’ study, to determine the requirements to expand its

FBl Academy training facilities on the Quantico Ma-
Advanced Electronic Surveillance: $9 million for Ad-  rine Corps Base. There are no FY 2010 current ser-
vanced Electronic Surveillance, otherwise known as the  vices for this initiative.
FBI's Going Dark Program. The program supports the
FBI's electronic surveillance (ELSUR), intelligence collec-
tion and evidence gathering capabilities, as well as those
of the greater Intelligence Community. FY 2010 current
services for this program are 133 positions (15 agents)
and $233.9 million.

Surveillance: 75 positions (12 agents) and $23.5 miliion
to enhance and support the surveillance capabilities of
the Special Operations Group (SOG), the Special Surveil-
lance Group (SSG), and the Aviation Program. EY 2010
current services for this program are 1,108 position (53
agents) and $161 million.

WORKFORCE

National Security Training/Career Path: 32 positions (1
Agent) and $25.1 million to support the National Security
Training and Career Path Initiative which will enhance the
FBY’s ability to recruit and train agents, analysts, and sup-
port staff. FY 2010 current services for this initiative in-
clude 407 positions (23 agents) and $177.7 million.

OVERSEAS CONTINGENCY OPERATIONS

Overseas Contingency Operations: $101.1 million to
continue support of overseas contingency opera-
tions. Funding will continue FBI operations in Afghani-
stan, international deployment activities, overtime and
hazardous duty pay, and other counterterrorism-related
requirements previously supported by supplemental fund-
ing.

CONSTRUCTION

Biometric Technology Center (BTC): $97.6 million
($30.0 million provided by the Department of Defense
(DOD) for the joint DOD/DOJIFBI project) to support
Phase lli construction of a BTC at the Criminal Justice
Information Services (CJIS) Division complex in Clarks-
burg, WG. The BTC will be a collaborative effort between
the FBI and DOD to serve as the center for biometric re-
search and development. Current services for the BTC
are $361,000. .

Financial Snapshot 2008

Clean Opinion on Financial Statements Yes
Timely Financial Reporting Yes
Material Weaknesses None

EFF/LYNCH-1470
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FEDERAL BUREAU OF INVESTIGATIONS
(Dollars in Thousands)

Salaries and Expenses Construction TOTAL
Pos. | FTE Amount | Pos. | FTE | Amount | Pos. | FTE Amount

2008 Appropriation 30,211 29,349 $6,493,489 0 0} $164,200{ 30,211{ 29,349} $6,657,689

2008 Supplemental 0 0 106,122 0 0 0 0 0 106,122
2008 Enacted with Supplementals 30,211| 28,349| 6,599,611 1] 0]  164,200] 30,211) 29,343| 6,763,811
2009 Enacted 31,494) 30,543] 7,065,100 0 0| 153,491] 31,494) 30,543| 7,218,591

2009 Supplemental 0 0 82,600 1] 1) 0 1] 1] 82,600
2009 Enacted with Supplementals 31,494} 30,543 7,147,700 0 0| 153,491} 31,494| 30,543| 7,301,191
2010 Request 32,883] 31,881| 7,718,741 0 0] 142,796| 32,883] 31,881| 7,861,537

Chaﬂe 2010 from 2009 Enacted 1,389 1,338 653,641 ] 0 -10,695} 1,389 1,338 642,346
Adjustments to Basé
Increases:

1 Pay and Benefits 0| 8642 255,843 0 0 0 0] 642 255,843
Domestic Rent and Facilities 0 0 41,405 0 0 0 0 [} 41,405
Other Adjustments 0 0 476 0 0 0 0 0 476
Foreign Expenses 0 o| 3,199 0 0 0 0 0 3,199

Subtotal Increases ol 642 300,923 0 0 0 o 642 300,923
Decreases:.
Non-Recurral of Prior Year Enhancements 0 0] -120,743 0 ol -118,300 0 0| -239,043
Subtotal Decreases 0 0| -120,743 0 0| -118,300 1] 0] -239,043
Total Adjustments to Base 0] 642 180,180 0 0| -118,300 0] 642 61,880
Total Adjustments to Base and Technical Adjustments 0f 642 180,180 ] 0] -118,300 0} 642 61,880
2010 Current Services 31,494 31,185] 7,327,880 0 0 35,191} 31,494| 31,185} 7,363,071
Program Changes
{increases:
Domain and Operations 1,282 642 285,241 0 0 0 1,282 642 285,241
Infrastructure 0 0 8,000 0 0 0 0 0 8,000
Leveraging Technology 0 0 20,510 0 0 0 0 0 20,510
Surveillance 75 38| 32,531 1] 0 0 75 38 32,531
Workforce 32 16/ 25,113 0 0 0 32 16 25,113
Overseas Contingency Oparations 0 0 101,066 0 0 0 0 1] 101,066
Biometrics Technology Center 0 0 0 0 0 97,605 0 0 97,605
FBI Academy Training Facility A&E 0 0 0 0 4] 10,000 0 0 10,000
Subtotal Increases 1.389 696 473,461 o] ¢} 107,605] 1,389 696 581,066
Decreasss:
Non-Recurral of 2009 Bridge Supplemental 0 0 -82,600 0 0 0 ] 0 -82,600
Subtotal Decreases 0 0 -82,600 0 0 0 0 0 -82,600
Total Program Changes 1,389 696 390,861 0 0] 107,605] 1,389] 696 498,466
2010 Request 32,883} 31,881 7,718,741 1] 0| 142,796] 32,883] 31,881/ 7,861,537
Change 2010 from 2009 Enacted 1,389 1,338 653,641 0 0 -10,695} 1,389 1,338 642,946
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FEDERAL BUREAU OF INVESTIGATION
SALARIES AND EXPENSES
(Dollars in thousands)

2009 Enacted 2010 Current Services
Perm Perm
Comparison by activity and program Pos. FTE Amount Pos. FTE Amount
E * 1. _Intelligence ] 8217 5,806 $1,487,262 6,269 6214! $1,562,352
2. Coug_tgﬂerroﬁsml(:ounteﬁn’teljgence 12,480 12,121 2,884,041 12477 12,361 2,958,234
3. Criminal Enterprise Federat Crimes 10,850 10,596 2275754 10,813 10,688 2,308,039
4. Criminal Justice Services 1,947 1,920 418,043 1,935 1,912 416,655
Overseas Contingency Operations -0 0 0 0 0 i 0
FY 2009 GWOT Bridge Supplemental ~ o ‘ 0 82,600 0 ] 82,6001
Total 31,494 30,543 7,147,700 31,434 31,185 7,327,880
Reimbursable FTE N 3,152 0 0 3,152
Grand Total 31,494 33,695, $7,147,700 31,494 34,337|  $7,327,880
- Total Program Changes 2010 Request
Perm Permv
Comparison by activity and program Pos, FTE Amount Pos. . FTIE Amount
1. _intelligence s 565 282 $78,863 6,834 6,496 $1.641,215
2. Counterterrodsm/Ccmnterimell'[genoe . 547 273 183,247 13,024 12,634 3,141,481
3. _Criminal Enterprise Federal Crimes : 269 137 100,490 11,082 10,835 2,408,529,
4. Criminal Justice Services 8 4 9,795 1,943 - 1,816 426,450
! Overseas Contingency Operations 0 0 101,066 0 0 101,066
FY 2009 GWOT Bridge Supplemental 0 0 -82,600 0 0 0
Total . 1,389 636 . 390,861 32,883 31,881 $7,718,741
ReimbursablevFTE 0 63 0 0 3,215 9
Grand Totat 1,389 758 $390,861 32,883 35,096 $7.718,741

FEDERAL BUREAU OF INVESTIGATION
CONSTRUCTION
(Dollars in thousands)

2009 Enacted 2010 Current Services
Perm Perm
*|Comparison by activity and program Pos. FTE Amount Pos. FTE Amount
1.__Construction 0 ol $153.401 0 0 $35,191
Total X 0 0 $153,491 0 0 $35,191
Total Program Chang 2010 Request
Perm . Perm
Comparison by activity and program Pos. | FTE Amount Pos. FIE Amount
1.__Construction 0 0 $107,605 0 4] $142,786
Total 0 0 $107,605 0 0 - $142,796

EFF/LYNCH-1472
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FOIA/PA DELETED PAGE INFORMATION SHEET

11 Page(s) withheld entirely at this location in the file.. One or more of the foIIowiné
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) o(d)(5)
o(b)(2) a(b)(7)(B) a()(2)
o(b)(3) a(b)(7)(C) a(k)(1)
o(b)(7)(D) o(k)(2)

&(b)(7)(E) o(k)(3)

- a(b)(7)(F) o(k)(4)

o(b)(4) o(b)(8) o(k)(5)
®(b)(5) o(b)(9) o(k)(6)
o(b)(6) o(k)(7)

0 Information pertained only to a third party with n‘o reference to the subject of your request
or the subject of your request is listed in the title only. .

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made: You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFE/Lynch 1473-1483: 11 pages of a undated draft discussion paper pertaining to FBI CALEA
Scope of Coverage, CALEA Point-of-Presence, CALEA Premises Monitoring, and FBI
Encryption Amendment Proposals. FBI gave the DEA a copy for review and comment.

D0 0.0.0.0.0.0.0.9.09.00.00.004
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
) O.0,.0.9.0.9,0.9.0.0.9.9.0.9.0.0.0.¢4
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16 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

o(b)(1)
a(b)(2)
a(b)(3).

Section 552

0)(4)
@(b)(5)
o(b)(6)

a(b)(7)(A)
a(b)(7)(B)
a(b)(7)(C)
a(b)(7)(D)
=(b)(7)(E)
a(b)(7)(F)
a(b)(8)

a(b)(9)

Section 552a

o(d)(5)
a()(2)
a(k)(1)
a(k)(2)
a(k)(3)
a(k)(4)
o(k)(5)
a(k)(6)
a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFXF/Lynch 1484-1499: 16 page draft discussion paper dated August 14, 2007 pertaining to

proposed legal procedures needed to obtain assistance de-compressing compressed data obtained
from lawful intercepts from a foreign manufacturer that has ownership of a proprietary algorithm
used to send, receive, and store electronic data on a communication device.

) 9.9.0,:0.9.9.0.0.9.0.9.0.9.6.9.0.90.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9.0.0.0.0.9.9.0.0.0.0.0..0.9.0,9.04
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3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section §52a

a(b)(1) a(b)7)(A) o(d)(8)
a(b)(2) O(b)(7)(B) 0(j)(2)
a(b)(3) S a(b)(7)(C) a(k)(1)

a(b)(7)(D) a(k)(2)

=(b)(7)(E) o(k)(3)

a(b)(7)(F) 0(k)(4)
o(b)(4) a(b)(8) . B(k)(3)
=(b)(5) a(b)(®) o(k)(6)
a(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

o Document(s) originated with another Government agency(ies). These documenis were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

- Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pageé:

EFF/Lynch 1500-1502: 3 pages of a undated draft discussion paper pertaining to FBI CALEA
Point-of-Presence Amendment Proposals. FBI gave DOJ/CRM a copy for review and comment.

D .0.0.0.9.0.9.0.9.9.9.0.0.6.00.004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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Sabol, Sherry E.

- et L it T e i L T T P S —— —- e r_ Q ~

A From: Sabol, Sherry E. : C ﬂ..,\])
Sent:  Tuesday, September 28, 2010 1:46 PM b6
Tor | lccrmy] CRM);I,l In7c
(SMOYJ EA-US); {OLP) (SMO);} [SMO), b7E
ksmo)L_ [OLP) (SMO)
Subject: RE: Updated Going Dark Redline
All, .
i - conversation yesterday, | spoke with OTD regarding| |
|Based on that discussion, | provide the following for cansideration...
i |- according to OTD, currently,| |
| Obstacles o effecting surveillance inciude]

:I—- aside from| lwhich OTD aarees can be handled separatelvaswe
discussed, their major concerns with]|
.OTD isn't as concerned with what its called |as they are that it serves

the purpose intended.

I'm passing this on as background — again, for further considération/discussion.

e ~
- ~ NR  (Cem)

EFF/LYNCH-1503

9/28/2010
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1 Page withheld entirely at this location in the file. One or more of the following statements,

where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

a(b)(1)
a(b)(2)
o(b)(3)

Section 552

o(b)(4)
a(b)(8)
a(b)(6)

a(b)(7)(A)
a(b)(7)(B)
a(b)(7)(C)
a(b)(7)(D)
a(b)(7)(E)
a(b)(7)(F)
a(b)(8)

o(b)(9)

Section 552a

o(d)(5)
a()(2)
a(k)(1)
a(k)(2)
o(k)(3)
a(k)(4)
a(k)(5)
a(k)(6)
a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be .
advised as to the disposition at a later date. :

X ' Page was not considered for release as it is a duplicate of another released page.

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1504: This Bates page is a duplicate of Bates page 1338.

$0.9.9.0.0.9.0.0.0.0.6,0.0.9.0.9.0.9
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9.9.0.9.9.0.0.9.0.0.0.0.9.9.099.04
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... What threatens the LE & IC abil i-.t).’-.f"‘.?.. intercept targets’ communication?

Targets communicate via technology that we can’t attack

I

High cost for LE development of LI capabilities driven by répidly changing technology

re.
[N

[an]
LI

Lack of influence over industry due to outdated statutory language

We don’t have the authority to implement an intercept

r

Targets communicate from mobile and/or secure platforms

GOST-HONA/443

e

Voiume of data is-increasing rapidly

HL]

The risk of not addressing these threats is a loss of
evidence and intelligence
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What threatens Law Enforcement and the Intelligence Community’s
ability to intercept targets’ communication? e

Competing interests of the Intelligence Community and Law Enforcement

Uncoordinated efforts between LE and IC, as well as within LE

Lack of coordination leads to duplication of effort, fractured industry

liaison and competing entities, increasing the risk of lost capabilities -

dLq
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Page 19 ~ b5, b7E ‘1520
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Page 39 ~ b5, b7E 1525
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Page 41 ~ b5, b7E 1527

Page 42 ~ b5, b7E 1528
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7 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 ' Section 552a

o(b)(1) a(b)(7)(A) a(d)(5)
o(b)2) - a(b)(7)(B) a()(2)
o(b)(3) a(b)(7)(C) ‘ ak)(1)

a(b)(7)(D) a(k)(2)

a(b)(7)(E) a(k)(3)

a(b)(7)(F) 0(k)(4)
a(b)(4) a(b)(8) a(k)(5)
®(b)(5) o(b)(9) a(k)(6)
o(b)(6) o(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuitation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1508-1511, 1513-1514, and 1519: Pages 1-2, 5-6, 12-13 and 18 of a 19 page 'Going Dark'
talking points presentation dated December 2009, titled, "Preservation of Lawful Intercepts: Challenges
and Potential Solutions." See Bates pages 1512, 1515-1518, and 1520 for presentation pages 10, 14-17,
and 19. Presentation pages-3-4, 7-9, and 11 were determined to be outside the scope of plaintiff's Lynch
request. Copy of presentation provided to DOJ/CRM for review and comment.

D0 0.00.0.0.0.0.9.¢.99.9.9.9.09.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
PO 000.0.0.0.9.09.9.9.9.9.9.99.4




Case3:10-cv-04892-RS Document41-7 Filed03/01/12 Pagel73 of 198

OPCA-20 (12-3-96)
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6 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 ' Section 552a

o(b)(1) a(b)(7)(A) a(d)(®)
o(b)(2) a(b)(7)(B) 8(j)(2)
O(b)(3) a(b)(7)(C) a(k)(1)
a(b)(7)(D) o(k)(2)
" 8(b)(7)(E) B(k)(3)
a(b)(7)(F) o(k)(4)

a(b)(4) a(b)(8) a(k)(5) -
2 (b)(5) a(b)(9) a(k)(6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You wili be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1512, 1515-1518, and 1520: Pages 10, 14-17, and 19 of a 19 page draft 'Going Dark' talking
points presentation dated December 2009, titled, "Preservation of Lawful Intercepts: Challenges and
Potential Solutions." See Bates pages 1508-1511, 1513-1514, and 1519 for presentation pages 1-2, 5-6,
12-13 and 18. Presentation pages 3-4, 7-9, and 11 were determined to be outside the scope of plaintiff's
Lynch request. Copy of presentation given to DOJ/CRM for review and comment.

) 9.9.0.0.9.0.6.9.0.9.9.0.9.9.6.9.004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
0. 9.0,9,0.0.:0,.0.0.0.0.0.0.0.9.9,9.0.9.4
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2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) a(b)(7)(A) 0(d)(5)
o(b)(2) a(b)(7)(B) 0(j)(2)
o(b)(3) a(b)(7)(C) a(k)(1)
ab)7)D) . a(k)(2)

a(b)(7)(E) o(k)(3)

: , a(b)(7)(F) a(k)(4)

a(b)(4) a(b)(8) 2(k)(5)
8(b)(5) a(b)(9) o(k)(6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicéte(s) of (an)other
released page(s). . ‘

Page(s) withheld for the following reason(s):

& The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1521-1522: Pages 1 and 3 of a 17 page draft 'Going Dark' talking points presentation dated
November 2009, titled, "Law Enforcement's Need to Preserve Lawful Intercept Capabilities."
Presentation pages 2, and 4-17 were determined to be outside the scope of plaintiff's Lynch request.
Copy of presentation provided to DOJ/CRM for review and comment.

)9.0.0.0.0.0.0.9.0.0.0.00.90.9.9.9.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9.9.9.0.9.9.0.9.0.0.0.99.999.¢0.¢
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b7E

From:
Sent:
To:

Cc:

Subject:
Attachments:

Sabol, Sherry E. [Sherry.Sabol@ic.fbi.gov]

(FBDI

Iern

ERN

Thursday, July 23_2009 8:37 P '
1(SMOY: Thomas, Mar . DiCI?mau.Le_Am.hnm;E___l

{(SMO); Motta,

nomag G, (EBH

I(FBD

(FBIY ) ISMON

. kr—ul);| [FBI)

To those that were able to make today's meeting, thank you for attending. | believe we had g
productive meeting that will enable us to move forward on a varietv of issues|

EFF/LYNCH-1523
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b5
Please let me know if anything above is incorrect. iSC
Thank you! ' - bTE

Sherry. -

EFF/LYNCH-1524
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Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

Section 552

o(b)(1)
o(b)(2)
o(b)(3)

o(b)(4)
=(b)(5)
o(b)(6)

a(b)(7)(A)
a(b)(7)(B)
a(b)(7)(C)
B(b)(7)(D)
=(b)(7)(E)
a(b)(7)(F)
a(b)(8)

B(b)(9)

Section 552a

a(d)(®)
a(j)(2)

a(k)(1)
B(k)(2)
B(k)(3)
B(k)(4)
B(k)(5)
a(k)(6)
a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request

or the supject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuitation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)othgr

released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1525-1528: 4 pages of a undated draft discussion paper pertaining to FBI CALEA

Scope of Coverage Amendment Proposal. FBI provided DOJ/CRM a copy for review and

comment.

) 9,0.0.0.0.0.0.9.0.9.0.0.0.000.0.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
P O.0.0.9.0.0.9.0.9.0.0.00.909.004
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b7C

From: Sabol, Sherry E. [Sherry.Sabol@ic.fbi.gov] Fel

Sent: Tuesday, September 28, 2010 1:46 PM
| To: '__I(FBI);l ~ |(FB] |
| [smo [ (DEA-USY FOLP) (SMOY;
| [GEvo)l [(SMO); [OLP) (SMO)
| Subject: RE]

All,

Following our conversation yesterday, | spoke with OTD regardingl Based gg’g
; on that discussion, | provide the following for consideration... .
|
|
|

I’'m passing this on as background — again, for further consideration/discussion.

Cem [ NR.

EFF/LYNCH-1529
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Criminal Threats: Response to National Security Council Request." Report prioritizes the treat level of Transnational Criminal Groups, and
these responsive Bates pages identify Transnational Cyber Crime Groups as threat priority 1, and Transnational Criminal Enterprises as treat
priority #2. The discussion pages highlight the capability gaps, which include Process/Technological, Authority/Legal and Information
Sharing/Coordination gaps, and lists proposals to address these gaps. See Bates page 1532 for discussion document page 9. Document pages 1-
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Process/Technological, Authority/Legal, and Information Sharing/Coordination gaps. See Bates pages 1530-1531 for discussion document
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advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made: You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following humber(s) are to be used for reference regarding these pages:

EFF/Lynch 1549-1551: Pages 3-5 of a 16 page 'Going Dark' talking points presentation dated November

2010, titled, "The Going Dark Problem: Congressional Briefing, House and Senate Intelligence
Committee Staff." See Bates pages 1547-1548, and 1552-1560 for presentation pages 1-2, 6-7, and 10-
16. Presentation pages 8-9 were determined to be outside the scope of plaintiff's Lynch request.

$9,0.0.0.0.0.9.0.0.0.¢.0.0.0.9.0.0.0.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
1,9.9.9.9.0.9.9.0.0.0.9.0.9.9.0.090.04
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2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 ’ Section 552a
=(b)(1) o(b)(7)(A) o(d)(5)
o(b)(2) o(b)(7)(B) o()(2)
a(b)(3) a(b)(7XC) a(k)(1)
o(b)(7)(D) o(k)(2)
=(b)(7)(E) a(k)(3)
a(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) o(k)(5)
®(b)(5) a(b)(9) o(k)(6)
o(b)(6) a(k)(7)

0 information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1552, and 1557: Pages 6 and 13 of a 16 page 'Going Dark' talking points presentation dated November
2010, titled, "The Going Dark Problem: Congressional Briefing, House and Senate Intelligence Committee Staff."
See Bates pages 1547-1551, 1553-1556, and 1558-1560 for presentation pages 1-5, 7, 10-12, and 14-16.
Presentation pages 8-9 were determined to be outside the scope of plaintiff's Lynch request. Information from these
pages are classified SECRET in accordance with E.O. 13526 of December 29, 2009.

D0 00.0.0.0.0.0.0.00.9.09.06.004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
$9.9.0.9.0.9.0.9.0.0.996.0.099.04
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1 Page withheld entirely at this location in the file. One or more of the following statements,

where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

o(b)(1)
o(b)(2)
o(b)(3)

a(b)(4)
=(b)(5)
= (b)(6)

a(b)(7)(A)
a(b)(7)(B)
=(b)(7)(C)
a(b)(7)(D)
=(b)(7)(E)
a(b)(7)(F)
a(b)(8)

a(b)(©)

Section 552a

o(d)(5)
a()(2)
a(k)(1)
a(k)(2)
a(k)(3)
a(k)(4)
a(k)(5)
o(k)(6)
a(k)(7)

o Information peftained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date. '

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

X
Section 552
\
|
|
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFE/Lynch 1553: Page 7 of a 16 page 'Going Dark' talking points presentation dated November 2010,
titled, "The Going Dark Problem: Congressional Briefing, House and Senate Intelligence Comrittee
Staff." See Bates pages 1547-1552, and 1554-1560 for presentation pages 1-6, and 10-16. Presentation

pages 8-9 were determined to be outside the scope of plaintiff's Lynch request.

) 9.9.0.0.0.9.0.0.0.0.9.0.0.0.9.90.04
X Deleted Page(s) - X
X No Duplication Fee X
X for this page X
)9.9.9.90.9.9.0.9.0.0,.0.9.0.9.9.9.0.04
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4 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) ab)N)(A) - a(d)(5)
B(b)(2) a(b)(7)(B) 0(j)(2)
B(b)(3) : B(b)7)(C) B(k)(1)

a(b)(7)(D) B(k)(2)

=(b)(7)(E) O(k)(3)

a(b)(7)(F) O(k)(4)
B(b)(4) a(b)(8) O(k)(5)
&(b)(5) a(b)(©) 0(k)(6)
B(b)(6) B(k)(7)

o Information pertained only fo a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

‘Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). : .

Page(s) withheld for the following reason(s):

@ The following number(s) are to be used for reference régarding these pages:

EFF/Lynch 1554-1556. and 1559: Pages 10-12, and 15 of a 16 page 'Going Dark' talking points
presentation dated November 2010, titled, "The Going Dark Problem: Congressional Briefing, House and
Senate Intelligence Committee Staff." See Bates pages 1547-1553, 1557-1558, and 1560 for presentation
pages 1-7, 13-14, and 16. Presentation pages 8-9 were determined to be outside the scope of plaintiff's
Lynch request.

P00 0.0.9.0.0.0.90.0.0.9.06.004
© X Deleted Page(s) X
X No Duplication Fee X
X for this page X
PO O00.000.00.00999.00.90.4
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1 Page withheld entirely at this location in the file. One or more of the following statements,

where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

=(b)(1)
o(b)(2)
a(b)(3)

Section 552

a(b)(4)
=(b)(5)
a(b)(6)

=(b)7)(A)
a(b)(7)(B)
a(b)(7)(C)
a(b)(7)(D)
=(b)(7)(E)
a(b)(7)(F)

0(b)(8)

o(b)(9)

Section 552a

a(d)(5)
a()(2)
a(k)(1)
a(k)(2)

~a(k)(3)
a(k)(4)
a(k)(5)
a(k)(6)
a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

O Document(s‘) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 1558: Page 14 of a 16 page 'Going Dark' talking points presentation dated November 2010,
titled, "The Going Dark Problem: Congressional Briefing, House and Senate Intelligence Committee
Staff." See Bates pages 1547-1557, and 1559-1560 for presentation pages 1-7, 10-13, and 15-16.
Presentation pages 8-9 were determined to be outside the scope of plaintiff's Lynch request. Information
from this page is classified SECRET in accordance with E.O. 13526 of December 29, 2009.

) $,9.9.0.0.0.0.9.0.0.9.9,¢.6,0.0.9,6.¢
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) $,9.0.0.9,9.0.0,:0.0.9.90.9.09 6,04
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3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you. -

Secftion 552 Section 552a

o(b)(1) a(b)(7)(A) a(d)(3)
a(b)(2) o(b)(7)(B) o()(2)
O(b)(3) a(b)(7)(C) ©a(k)(1)

o(b)(7)(D) a(k)(2)

o(b)(7)E) o(k)(3)

o(b)(7)(F) o(k)(4)
a(b)(4) o(b)(8) a(k)(5)
®(b)(5) o(b)(9) o(k)(6)
a(b)(6) o(k)(7)

-

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

& The following number(s) are fo be used for reference regarding these pages:

- EFF/Lynch 1561-1562, and 1573: Pages 1-2, and 15 of a 15 page draft 'Going Dark' talking points

presentation dated November 2010, titled, "The Going Dark Problem." See-Bates pages 1563-1572 for
presentation pages 3-7, and 10-14. Presentation pages 8-9 were determined to be outside the scope of
plaintiff's Lynch request.

) 9.0.9.9.0.9.9.9.0.0.0.0.99.96.9.04
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9.9.9.:9.9.9.0.9.0.9.9.9.9.0.9.0.9.9.4
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3 Page(s) withheld entirely at this location in the file. One or more of the foIIoWing
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) B(b)(7)(A) a(d)(5)
a(b)(2) a(b)(7)(B) a(j)(2)
a(b)(3) ®(b)(7)(C) a(k)(1)

a(b)(7)(D) a(k)(2)

B(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)
a(b)(4) : B(b)(8) a(k)(5)
=(b)(5) a(b)(9) a(k)(6)
=(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

o «Documenti(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasabmty of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a.later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1563-1565: Pages 3-5 of a 15 page draft 'Going Dark' talking points presentation dated
November 2010, titled, "The Going Dark Problem." See Bates pages 1561-1562, and 1566-1573 for
presentation pages 1-2, 6-7, and 10-15. Presentation pages 8-9 were determined to be outside the scope
of plaintiff's Lynch request.

$.9.9.9.9.0.9.9.9.0.9.0.9.9.0.9.0.0.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
)9.9.9.9.9,.0.9.9.9.0.0.0.0.9.9.0.0,04
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2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

. X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

w(b)(1) a(b)(7)(A) B(d)(5)
B(b)(2) a(b)(7)(B) ag)2)
0(b)(3) a(b)(7)(C) a(k)(1)

a(b)(7)(D) a(k)(2)

=(b)(7)E) a(k)(3)

a(b)(7)(F) a(k)(4)
a(b)(4) a(b)(8) a(k)(5)
®&(b)(5) a(b)(®) a(k)(6)
B(b)(6) ' a(k)(7)

| O Information pertained only to a third party with no reference to the subjecf of your request
| or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date. ‘

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1566, and 1571: Pages 6 and 13 of a 15 page draft 'Going Dark' talking points presentation dated
November 2010, titled, “The Going Dark Problem." See Bates pages 1561-1565, 1567-1570, and 1572-1573 for
| presentation pages 1-5, 7, 10-12, and 14-15. Presentation pages 8-9 were determined to be outside the scope of
‘ plaintiff's Lynch request. Information from these pages are classified SECRET in accordance with E.O. 13526 of
|
|
|

December 29, 2009.

2. 9,0.9.0.9.0.9.9.0.0.9.9.0 9,009
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
$.9,.0.9.0.9.0.9.9.0.0.9.9.0.0,09.9.04
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4 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

B(b)(1) a(b)(7)(A) . a(d)(5)
5(b)(2) a(b)(7)(B) a(i)(2)
5(b)(3) a(b)(7)(C) o(k)(1)

a(b)(7)(D) B(k)(2)

=(b)(7)(E) , B(k)(3)

a(b)(7)(F) o(k)(4)
B(b)(4) a(b)(8) B(k)(5)
®(b)(5) a(b)©) B(k)(6)
O(b)(6) ' a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

b Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). )

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 1567-1570: Pages 7, and 10-12 of a 15 page draft 'Going Dark' talking points presentation
dated November 2010, titled, "The Going Dark Problem." See Bates pages 1561-1566, and 1571-1573
for presentation pages 1-6, and 13-15. Presentation pages 8-9 were determined to be outside the scope of
plaintiff's Lynch request.

D09 9.9.9.0.9.000.9.¢¢.9.0 6,04
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
D 9.0.0.0.9.9.0.0.0.0.0.00.6.9.09.04
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| 1 " Page withheld entirely aft this location in the file. One or. more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

®(b)(1) &(b)(7)(A) 0(d)(5)
a(b)(2) a(b)(7)(B) 0()(2)
a(b)(3) a(b)(7)(C) o(k)(1)

a(b)(7)(D) a(k)(2)

=(b)(7)(E) a(k)(3)

a(b)(7)(F) o(k)(4)
a(b)(4) _0(b)(8) a(k)(5)
B(b)(5) a(b)(®) a(k)(6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no.reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
. advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFE/Lynch 1572: Page 14 of a 15 page draft 'Going Dark' talking points presentation dated November
2010, titled, "The Going Dark Problem." See Bates pages 1561-1571, and 1573 for presentation pages 1-
13, and 15. Presentation pages 8-9 were determined to be outside the scope of plaintiff's Lynch request.
Information from this page is classified SECRET in accordance with E.O. 13526 of December 29, 2009.

) 09.0.9.9.9.9.0.0.0.9.0.09.09.0.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9.0.0.0.0.9.0.0.0.00.0.0.0.09.0.0 4




