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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF CALIFORNIA

ELECTRONIC FRONTIER FOUNDATION
Plaintiff,
V. Civil Action No. 10-CV-04892

U.S. DEPARTMENT OF JUSTICE,

Defendant.
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DiClemente, Anthony P.

_ ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED '
From: I:I ) DATE 02-11-2011 BY 65179/DHH/BAW/STP/bls
Sent:  Friday, April 16, 2010 3:02 PM )
To: DiClemente, Anthony P.; Sabol, Sherry E.; i? c
I |

Subject: RE: Cable roahiing agreements
Thx. That's what I thought.

f i mmemermm miee bmeiae a e e e seam mwamn o waime € s s awe tess e w as1 s as - e m e o

From: DiClemente, Anthony P.
Sent: Friday, April 16, 2010 2:59 PM

To Sabol, Sherry E.;| A |
Subject: Re: Cable roaming agreements ) . Eé
. b7C
b7E
Anthony DiClemente :
Chief, Data Acquisition/Intercept Section
Operational Technology Division
Federal Bureau of Investigation
Office
Mobite
From:: | :
; bglﬁhgmLE.'_Dis:lsm.Tnte, Anthony P.;] | b2
b6
Sent: Fri Apr 16 14:12:43 2010 . ‘ b7C
Subject: FW: Cable roaming agreements b7E
What does this mean for Going Dark?l
From] ' |-
Sent: Friday, April 16, 2010 9:4Q AM ) ‘
To: (OLP) (SMO); (CRM); |(sMO);] |
(ATF);| ’ IATF)] (SMO); DiClemente, Anthony P.; -
(CRM)j KCRM)| KCRM);
| (CRM)} [(USACAN) i (DEA-US); b6
I KNSD) (SMOY;] [DEAUS)] l(sm0)] BIC
(DEA-US); [(ODAG) (SMO)] KUSMS);
{ YCRMY; [(DEA-US USAEO); Sabol, Sherry E.;
I |(SsmO);l [CRM) smoy;[
SMO); (AMD){4 (SMO) [OLP) (SMO);| |
(ATF)

Subject: Cable rcaming agreements

Al
Below is an interesting piece of news from Communication Daily:

New York area Comcast, Time Warner Cable and Cablevision broadband subscribers will be
able to use each company's public Wi-Fi service when traveling, the companies said. "Cable

4/19/2010 ‘ EFF/Lynch-1




Summary &%?%3 n]ie(z:t%/g%ﬁsc%rzngusmc%%%ﬂ ent 4'1 5 I{I{g%%%/Ol/lZ Page4 of 22Igage 2012

providers interconnecting Wi-Fi services so customers can roam freely across networks is an extremely
meaningful and transformative development," said John Bickham, Cablevision president of cable and
communications. "This agreement - the first of its kind and, we believe, the first of many — combines
the reach and the value of our respective WiFi deployments and delivers fast and free wireless Internet
access that stretches across the market, at a time when consumer demand for mobile data is exploding."

Thank{ | be

EFF/Lynch-2
" 4/19/2010
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(OTD) (FBI)

From:
Sent:
To:

Subject: . Update—-Due

UNCLASSIFIED
NON-RECORD

Thx.
Anthony P. DiClemente

Chief, Data Acquisition / Intercept Section
Operational Technology Division

P10 4:23 PM

~

OTD) (FBI)
/8/10

DICLEMENTE, ANTHONY P. (OTD) (FBI)

ALL INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED
DATE 02-11-2011 BY 65179/DIMH/BAV/STP/bls

b2
b6
b7C

From: ] OTD) (FBI)

Sent: Thursday, Septémber 09, 2010 1:27 PM

To: DICLEMENTE, ANTHONY P, (OTD) (FBI)

Subject: RE: Update--Due COB 9/8/10 2

UNCLASSIFIED be

NON-RECORD BIC
b7E

Here are the meetings

November 30,2004

May 18, 2010] _

September 08, 2010 |

From: | (OTD) (FBI)
Sent: nesday, September 08, 2010 5:35 PM

To: DICLEMENTE, ANTHONY P. (OTD) (FBI)
Cc: [ ‘(OTD) (CON).
Subject: “RE: ate—Due 9/8/10
UNCLASSIFIED

NON-RECORD

EFF/Lynch-3
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: : b5

be
b7¢ ..
b7E
From: | [oTD) (cony)
Sent: ‘mmmwsl 2010 7:58 AM
To: 'TD) (FBL)
Ce: |coTD) (FBY)
Subject: "~ Update—Due
Importance: High
b2
UNCLASSIFIED b5
NON-RECORD b6
- k7C
bL7E

T —

Please provide a status update on this measurable result for SC DiClemente. Deadline COB today 9/8/10.

[

Thanks,

DAIS Executive Administrative Assistant

l.anenalmnallectinology Division

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED -

UNCLASSIFIED

EFF/Lynch-4

N
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
o(b)(1) a(b)(7)(A) a(d)(5)
®(b)(2) o(b)(7)(B) 2()(2)
=(b)(3) a(b)(7)(C) a(k)(1)
18 U.S.C §. 2516, 18 U.S.C § 3123 o(b)(7)(D) o(k)(2)
=(b)(7)(E) o(k)(3)
a(b)(7)(F) o(k)(4)
o(b)(4) B(b)(8) a(k)(5)
B(b)(5) o(b)(9) o(k)(6)
=(b)(6) : ok)(7) .

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). ’

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 5 and 8: Pages 1 and 4 of a 9 page internal e-mail chain dated between May 26,
2010 - August 10, 2010 detailing a pending FBI investigation where difficulties had arisen in
dealings with several telecommunication companies and problems acquiring all data requested by
a court order.

) 9.0.0.0.9.9.9.9.9.0.9.9.0.0.0.0.0.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D 0.0.9.0.0.9.9.9.99.9.0.9.06.004
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

5 © Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion. .

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) B(d)(5)
®(b)(2) o(b)(7)(B) o(j)(2)
B(b)(3) &(b)(7)(C) - o(ky(1)
18 U.S.C § 3123 ao(b)(7)(D) o(k)(2)

®(b)(7)(E) B(k)(3)

o(b)(7)(F) - o(k)(4)
o(b)(4) o(b)(8) o(k)(5)
o(b)(5) o(b)(9) o(k)(6)
®(b)(6) : B(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The foilowing number(s) are to be used for reference regarding these pages:

EFF/Lynch 6-7 and 9-11: Pages 2-3, and 5-7 of a 9 page internal e-mail chain dated between
May 26, 2010 - August 10, 2010 detailing a pending FBI investigation where difficulties had
arisen in dealings with several telecommunication companies and problems acquiring all data
requested by a court order.

) 9.0.0.:0.0.0.0.0.0.0.0.0.0.0.9.0.9.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9.0.0.0.0.0.9.0.0.0.0.0.0.0.9.0.004
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\
|
|
|

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,

where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

a(b)(1)
=(b)(2)
a(b)(3)

Section 552

o(b)(4)
B(b)(5)
®(b)(6)

=(b)(7)(A)
a(b)(7)(B)
1(b)(7)(C)
a(b)(7)(D)
=(b)(7)(E)
a(b)(7)(F)
a(b)(8)

a(b)(9)

Section 552a

B(d)(5)
a()(2)
o(k)(1)
o(k)(2)
o(k)(3)
o(k)4)
a(k)(5)
a(k)(6)
a(k)(?)

o Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 12: Page 8 of a 9 page internal e-mail chain dated between May 26, 2010 - August
10, 2010 detailing a pending FBI investigation where difficulties had arisen in dealings with
several telecommunication companies and problems acquiring all data requested by a court order.

) 9.0.0.9.9.9.0.9.9.0.9.0.9.9.0.0.0.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
PG00 00009 0.4.0.9.0.0.0.004
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) =(b)(7)(A) o(d)(5)
=(b)(2) o(b)(7)(B) a()(2)
®(b)(3) 8(b)(7)(C) o(k)(1)
18 U.S.C § 2516, 18 U.S.C § 3123 a(b)(7)(D) a(k)(2)

8(b)(7)(E) o(k)(3)

o(b)(7)(F) o(k)(4)
a(b)(4) o(b)(8) a(k)(5)
a(b)(5) o(b)(9) o(k)(6)
®(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

O Documenti(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as fo the releasability of this information following our consultatlon with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is fo be used for reference regarding this page:

EFF/Lynch 13: Page 9 of a 9 page internal e-mail chain dated between May 26, 2010 - August
10, 2010 detailing a pending FBI investigation where difficulties had arisen in dealings with
several telecommunication companies and problems acquiring all data requested by a court order.

P 9.9.0.0.9.9.0.9.9.0.0.9.9.9.0.009.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
P,0.0.0.0.90.0.0.90.0.0.0.6.9.09,0
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b3
b6.
b7C
(OTD). (FBI) : b7E
From: | (OTD) (CON)
Sent: X Monday, September 28; 2009 9:51 AM
To: ; —_LOTD) (FBIY DICLEMENTE, ANTHONY P.(OTD) (FB |
_ ooy EBiy; l(OTD) (FBY
CE HoTer R feTorEaN F—
{OTD) (FBI [oTD)
Subject: RE: Summary of 9/24/09 Conference Call&

ALL INFORMATION CONTAINED
HEREIN I35 UNCLASSIFIED
DATE 02-11-2011 BY 65179/DHH/BAWU/STP/hls

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

FYI - No data was received over the weekend.
Data Intercept Technology Unit
I ' otk

{  ken
From: | l(oTD) (FBI) .
Sent: Friday, September 25, 2009 4:19 PM : ,
To: DICLEMENTE, ANTHONY P. (OTD) (FBD); 0TD) (FBDI OTD) (FBI) ‘ b2
Ce: OTD)-(FBI); OTD) (CON) ;|____ OTD) (CON) b3
Subject: Summary of 9/24/09 Conference.Cal ’ b6
SENSITIVE BUT UNCLASSIFIED E;g
NON-RECORD . o ' =

| |and myself held a conference calll

|if there is any signiﬁcant development during the weekend, they will contact me on my blackberry

EFF/Lynch-14

and | will torward to you.

]
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ALL INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED

’ - -14-2011 BY 65179/DMH/BAW/STP/bls
| (OTD) (FBI) DATE 02
From: DICLEMENTE, ANTHONY P. (OTD) (FBI) b2
Sent: ~ Thursday, September 24, 2009 12:22 PM b6
To: . I OTD) (FBI) : b7C
Subject: = solution - Update 09-24 b7E

SENSITIVE BUT UNCLASSIFIED
NON-RECORD
Absolutely.

Anthony P. DiClemente
Chief, Data Acquisition / lntgrg:ept Section

| !(OTD) (FBI)
ursday, September 24, 2009 12:19 PM

To: DICLEMENTE, ANTHONY P, (OTD) (FBI)
Subject: RE::Isolution - Update 09-24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

I think we're good. | see on the schedule they have nothing for the weekend. They'll need to explain that also.

From: DICLEMENTE, ANTHONY P. (OTD) (FBI)
Sent: Thursday, September 24, 2009 12:17 PM
To: lcotD) (FBI)

Cc: [(OTD) (FBI)
Subject: ’ Soiution - Update 09-24

SENSITIVE BUT UNCLASSIFIED
NON-RECORD -

Let me know if you would like me to participate in the call.

Anthony P. DiClemente
Chief, Data Acquisition / Intercept Section

. Operational Technology-Division-

From: OTD) (FBI)
Sent: Thursday, September 24, 2009 11:44 AM

To: DICLEME Y P. (OTD) (FBI)
Cc: I EOTD) (FBI)
Subject: FW1 Fol&tion - Update 09-24

EFF/Lynch-15
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SENSITIVE BUT UNCLASSIFIED
NON-RECORD )

|
|
N — — ISo the conversatior |is having with them today is definitely timely.
- b2
‘ | b6
S/L Chief Advisor® b7C
Data Network Collection bTE
W
o _
From: l [(oTD) (Con)
Sent: Thursday, September 24, 2009 11:24 AM
To: J(OTD) (CON OTDL(EBD
Ce: KOTD) (FBI) OTD) (FBI) lotD) (FBLY] koTD)
- (FBI)] {(0TD) (CON);I [OTD) (FBI)
Subject: ] Eolution - Update 09-24
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
~Update for 09-24-09/ 11:00am 4
b2
bé
b7C
b7E
Updates to follow. See previous background of issue below.
Data Intercept Technology Unit
work
cell
From: | [OTD) (COoN)
Sent: “Monday, September 21, 2009 2:29 PM
To: JoTD) ccony: [ TOTD) (FBD) b2
Cc: KOTD) (FBD)] [GTD) (FBI)| joTD) (FBr) b3
Subject: ‘ sofution - Update 16
SENSITIVE BUT UNCLASSIFIED b7c

NON-RECORD _ b7E

EFF/Lynch-16
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SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

EFF/Lynch-17
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release fo you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) o(d)(S)
®(b)(2) a(b)(7)(B) a()()
O(b)(3) a(b)(7)(C) a(k)(1)

a(b)(7)(D) a(k)(2)

®(b)(7)(E) o(k)(3)

a(b)(7)(F) a(k)(4)
o(b)(4) a(b)(8) a(k)(5)
0(b)(5) a(b)(®) o(k)(6)
o(b)(6) a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). .

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pags:

EFF/Lynch 18 and 24: Pages 1 and 7 of 7 pages of notes taken April 14, 2010 at a presentation prepared
by the Operational Technology Division (OTD) titled, "Preservation of Lawful Intercepts: Challenges
and Potential Solutions" for "Official Use Only: Proprietary” for the Information Technology Study
Group (ITSG). Notes not vetted by presenter or workshop attendees responsible for verbal commentary.
See Bates pages 19-23 for pages 2-6 of presentation.

)9.:9.0.9.9.9.:0.9.0.0.¢.9.9.9.0,0.9,0.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
PO9.0.0.9.0.9.0.9.0.0,0.0.6.0.00.94
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

5 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) 2(d)(5)

®(b)(2) a(b)(7)(B) a()(2)

a(b)(3) . =(b)(7)(C) a(k)(1)
a(b)(7)(D) : a(k)(2)
B(b)(7)(E) o(k)(3)
a(b)(7)(F) o(k)(4)

o(b)(4) o(b)(8) o(k)(5)

®(b)(5) a(b)(9) a(k)(6) -

®(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 19-23: Pages 2-6 of 7 pages of notes taken April 14, 2010 at a presentation prepared by the
Operational Technology Division (OTD) titled, "Preservation of Lawful Intercepts: Challenges and '
Potential Solutions" for "Official Use Only: Proprietary” for the Information Technology Study Group
(ITSG). Notes not vetted by presenter or workshop attendees responsible for verbal commentary. See
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DECLASSIFIED BY '65179/DMH/BAW/STP/bls

!gOTD) (FBI) , ON 02-11-2011

From: I [(oTD) (FBI)
Sent: Friday, January 30, 2009 3:28 PM .
To: [ [(OGC) (FBI) b2
Subject: RE/| | ) b6
. b7C
b7E

S%ET/INOFORN
ECORD 415

' |The list their Senior VP and General Counsel as

['m not sure who the SC is calling but we might want
Lm‘p‘aﬂ'mrs' nto on.

From: I I(oGe) (FR)
Sent: I.Ed.dax..lanuam:n_mgs 3:01 PM
To: OTD) (FBI)
Subject: RE: | ] .
SECRET/INOFORN

RECORD 415

Okay - if sounds from the e-mail you sent me on ASKCALEA that they are using|:|

From: I 'Zo‘m) (FBI)
Sent: Frid 9 3:00 PM
To: (OGC) (FBI)
Subject: RE:] |

%TIINOFO RN .-

RECORD 415

| i | Maybe that will tell us something.

From: ] loeo Fen -
Sent: Friday, January 30, 2009 2:34 PM
To:. - (0TD) (FBI)
Subject: RE

S%TI/NOFORN

RECORD 415

| don't know but they are saying they are. Unless they come up with something better than thlS
lamg] : [they may be trying to hide the fact that they really don't have one in place - or
don't know how to use it - or it doesn't work. That's part of why | wanted NSLB to ask them point
blank whether do and what standard they are following.

Part of that was to scope out CALEA ¢ompliance, but another reason was to give NSLB/DOJ ammo
for their motion - they can say that theése guys are just refusing to do the intercept, when it should be
quite simple since they maintain that they are CALEA compliant.

EFF/Lynch-25




Case3:10-cv-04892-RS Document41-5 Filed03/01/12 Pagel8 of 228

b2
‘ b6
From: | |coTD) (raD) . . . b7C
Sent: Friday, January 30, 2009 2:31 PM b7E
To: %’_‘joeq (F8D) . .
Subject: REj] )
[INOFORN
RECORD 415
This is bizarre. Do you think they really have a CALEA solution?
From: | OGC) (FBI)
Sent: Friday, Janua. 9 2:28 PM
To: Eom) (FBD)
Sub;ect RE:
SESRET//INOFORN
RECORD 415
| forgot to mention that| aid that the reason thad “ ‘said it wouldn't provision the order
has something to do with and that

was unduly burdensome (or something like that) - we apparenﬂy told theml |
| lout they didn't budge. | did
not quite understand the 2 second issue, but'maybe I'll know more once | talk to SC).

From: ] OTD) (FBL)
Sent: I.Enﬂ.ax.lanum.o..m g 2:17 PM

To: OGC) (FBI) - -
Subject; RE:I |

%@ INOFORN

RECORD 415

I have been ignoiing the fact that no one seems'to understand CALEA let alone safe harbor. And have been
concentrating on getting to the right people to coordinate an effort. | think you are in the right place now.
Thanks

From: ] J(0GC) (FBI)

Sent: - Friday, January 30, 2009 2:12 PM
To: KOTD) (FBD)
Subject: : ‘
S%TI/NOFORN

ECORD 415

I'm on a conference call right now, but | spoke to[____:]a little while ago - | gave her a quick and
dirty on CALEA, safe harbor, FCC enforcement and better explained some o comments.

From what | understandl:}s just refusing to do the intercept AT ALL, so as far as | ' know right
now, they are not really saying it has to do with whether they are or not CALEA compliant. l I
SC is supposedly going to ca|l|:|one more time to see if he can get them to do the intercept - |
told her to see if he could get anything out of them as to whether they have a CALEA solution in
place| ‘ [She said that she

and her SC would reach out to me/us before they doing anything with DOJ in terms of ftllng a motion
if they are planning raise CALEA.

EFF/Lynch-26
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BTW, it seems like[____Jand those in this chain may be misunderstanding the terms “safe harbor"
but we can address that later.... ’ '

From: l KoTD) (FE) b2
Sent: Friday, Janual 9 1:45 PM : b6
__To: OGC) (FBI)
Subject: T} | %z/g
IINOFORN
RECORD 415

Here is another email trail. Could:Ibe.afraid to let us in to get this thing going because when we do we will find out
they have no CALEA solution? |s that plausible?

From: | KOTD) (CON)
‘Sent: Friday, January 30, 2009 12:49 PM
To: [ loD) (FBY)
Subject: FW:| i
‘SESRET/INOFORN

RECORD 415

From: i foTD).(con)
Sent: Friday, January 30, 2009 10:49 AM
To: I KOTD) (con)
Sybject: FW
%//N OFORN

RECORD 415

Data Intercept ‘Technology Unit
fwork
cell
From: I (PX).(FBI)
Sent: riday, January 30, 2009 10:29 AM
To: I I0TD) (CON)

Subject: FW1 I

@::%T//NOFORN
RECORD 415

Wednesday 1/28/2009 11:05 PST

Telecommunications Specialist, Phoenix Division

Hesk EFF/Lynch-27
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From: ] kpx) (FBIL)

Sent: i , 2009 8:26 AM
To: ’ (PX) (FBI)
Subject: RE:

SEBRET/INOFORN
RECORD 415

Wednesday.

From: l 1(PX) (FBI)
Sent: i 009 8:13 AM
To: PX) (FBIL)
Subject: '

SECRET/NOFORN

RECORD 415

-~

What day?

Telecommunications Specialist, Phoenix Division
desk
maobile

From: ] 1(PX) (FBI)

Sent: Thursday, January 29, 2009 2:49 PM
To: I___—é__fkm (FBI)
Subject: FW

S T/NOFORN

RECORD 415 )

Here you go!

From: | gPX) (FBI)
Sent: ursday, January 29, 2009 2:45 PM
To: PX) (FBI)
Subject: Lwrl:‘:]——[

SEERET/NOFORN

RECORD 415
From: ] kPX) (FBL)
Sent: 2009 3:14 PM
To: lﬁ#ﬂﬂ(m (FaD
Subject: - RE
EFF/Lynch-28
TINQFORN

RECORD 415

b2
b6
b7cC
b7E
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Warrant was served to[:lat 11:05 PST, by SA| : |

b2

b7C
b7E

loGe) (rBI)

From: | l(CTD) (FBD)
Sent: Wednesday, January 28, 2008 9:27 AM
To: I(ex) (FBD)] [(0GC) (FBI){
Bl '—T'ﬁ*' 5 ST {eh
Subject: RE T
NOFORN
RECORD 415

In order to claim safe harbor, aren'i they required to provide us the data on their own, obviating the need for us to install

our own equipment? .

From: PX) (FBI)

LK
Sent: _Wednesday, January 28, 2009 11:18 AM
To: (CTD) (FBD)]
Cc: (PX) (FBI);
Subject: RE:

%ﬁTﬂNOFORN

RECORD 415

KCD) (FBD)

foGe) (ra)|

lcoGe) (FaI)

| just verified with ERF that| Ihas not complied with th_eﬁqu_e_ﬂ._ﬁmmiﬂg fo ERF, ) |

hey are claiming "safe harbor” relative to

the FBlnstalling our own equipment or] [property.

koGC) (FBI)

From: |(CTD) (FBI)

Sent: Wednesday, January 28, 2009 8:42 AM

To:  — 130 Y (3230)] (0GC) (FBI)]
Ce: [eex) (rBIY] (CTD) (FBI)
Subject: - RE:

m 2/ NOFORN

RECORD 415

The | guess the next step is to call, and then notify FCC and/or file a contempt motion. 1 think that paif of the prob_lem is

that the time they have to comply provides some wiggle room, and they are taking advan

were claming safe harbor, but | don't see how that helps them in the end

From l i(PX) (FBI)

Sent: _Wednesday, January 28, 2009 10:36 AM

Tor (CTD) (FBD:] |(0G0) (Fanf
Ca: PX) (F8I)]] [CTD) (FBI)
Subject:

" SEBRET/NOFORN
ECORD 415

¥OGC) (FBI)

Two things first, they already have the EA comfort letter which was served last week, so compliance and data flow should

already be moving if the technical capability exist. Second, the order
today at the latest. | guess I'm confused as to why we are allowingi

out yesterday, s hould be serving the

0 ignore an EA signed by the AG and then
hev are mpli

again allowing th to comply with a court order. If,| .
| hen ERF should be able to get the data

EFF/Lynch-29
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From:
Sent:
To

Cc

-
_Wednesday, January 28, 2009 8:16 AM - b7C
: (0GC) (FBI)] JoGe) (B 1P (FBD e
: PX) (FBI);] IcD) (FBI) E
Subject: ‘ . .

J(cTD) (Fe)

SECRET/INOFORN

-- - RECORD 415
All, .
| just spoke f Ireqarding| hon-compliance with the EA. Apparently,l Ihas said they are
CALEA compliant] ccording id

lthey have had ample time to get up to speed|

| Let

me know how you want to proceed.
Thanks,

SSA|

CTDATOS 1/Team 1

Office
Blackberry

Secure

LX1, 4S5-104

DERIV

ELD} FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Countéri ntelligence Investigations

JECLASBIFY ON: 20340128

alcy

ERIV!

ECRETJ/INOFORN_

FROM: G-3 FB! Classification Guide G-3, dated 1/97 Foreign Counterintelligence lnvestlggtlons

CLABSIFY ON: 20340128

l(l)

ECR
DERI
DEC
SEC

/INOFORN

D FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterlntelhgence Investigations
SSIFY'ON: 20340128
T/IINOFORN

DER

ED FROM G-3 FBI Classification Guide G-3. dated 1/97, Foreign Counterintelligence Investlgatlons

DBECLASSIFY ON: 20340128

SHCRET/NOFORN

DERIVED FROM: G-3 FB! Classification Guide G-3, dated 1/97, Forei n Counterintelligence Investigations
DELCLASSIFY ON: 20340128

SEERET//NOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Fareign Counterintelligence Investigations

DECLASSIFEY ON: 20340128

SEGRET/NOFORN

ERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97. Forelqn Counterintelligence Investigations
EQLASSIFY ON: 20340128

EFF/Lynch-30
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SECRET//INODFORN

DERIVED HROM: G-3 FBI Classifi cation Gmde G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFY ON: 20340128
SECRET//HOFORN

ERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterlntelligence Investiqations
DEGLASSIFY ON: 20340128
‘SEGRET/INOFORN

DERIVEQ FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence [nvestigations

DEGLASEIFY ON: 20340128 -
SEQRET]/NOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterl ntelllqence Investigations
DECJLASSIFY ON: 20340128 ,

SECREJ//INOFORN

DER D FROM: G-3 FBI Classification Guide G-3, dated 1197, Fore ign Counterintelligence Investigations
DECLASSIFY ON: 20340128
SECRHT/INOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Forelq_n Counterlntelliqence Investigations
DECLASSIFY ON: 20340128°
" SECRET/INOFORN

DERIVED FROM: G-3 FBI Classifi cation Guide G-3, dated 1/97, Foreign Counterlntelhgence Investigations
DEC ASSIFY ON: N: 20340128

SECRET/INOFORN

DERJVED FROM: G-3 FBI Classification Guide G-3, dated 1197 Forggn Counterlntelligence Investigations
DEGLASSIFY ON: 2 20340128 ‘

SE RET/INOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Forelgn Counterlntelhgence Investigations
DEFLLASSIFY ON: 20340128 |

SECRET//NOFORN

ED FROM: G-3 FBI Classification Guide G-3, dated 1197 Fore:qn Counterlntelhgence Investigations
D E ASSIFY ON: 20340128

SECRET//INOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Forelqn Counterlntelllgence lnvestlgatlons
- DECLASSIFY ON: 20340128

SECRET//NOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterlntelliqence Investigations
DECLASSIFY ON: 20340128 EFF/Lynch-31
SECRETIINOFORN . _ ) .
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i .

; D RI\LED FROM: G-3 FBI Classification Guide G-3, dated 1/97 Foren n Counterlntellt ence Investigations
; DECUASSIFY ON: 20340128

SRET/ZNOFORN_

n Counterintelligence Investigations

RIVED FROM: G-3 FBI Classifica catlon Guide G-3 dated 1/97, Foreign Counterlntelhqence lnvestlgation
DECLWSSIFY ON: 20340128 ,
SECRET/NOFORN

EFF/Lynch-32
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. DECLASSIFIED BY GSl?QfD}ﬂ'I;’BAIUSTP;’}JJ:S
0N 02-14-2011
(OTD) (FBI)

From: | koTD) (FBI)

Sent: 09, 2009 1:51 PM
To: OTD) (FBI)
Subject: FW: Going Dark

Attachments: | kOTD) (FBI).vef

UNCLASSIFIED ' b2
NON-RECORD b6
bi7c

Is this sufficient?

ssa| |
Data Interceft Technology Unit

From: { kotp) (rBI)

Sent: Wednesday, Dggmgfr 09, 2009 1:34 PM
To: (OTD) (FBI)
Subject: RE: Going Dark -

~MNCLASSIFIER- .
~NON-RECORB-—,

b2

b6
b7cC
bTE

informed that the (DITU) solution could provide this data and DITU would be able to install their equipment as long as
DITU was allowed access to the network. At that tim said they would have to speak with their legal for guidance
and would be in touch. On the return call they stated that the only collection they could provide was] Which would
required additional paperwork for the|:___v:]data and that the option of the DITU puttin ipmentinthe_________|
network was in f ot an option at all. At this point legal discussions took place betweerc{]i_ui_]and FBIHQ, and on
06/01/2009lﬁimplemented their own solution and the data was then obtained. As a resuit, 26 days of pertinent
data was not received. .

Case 2:

This case was a FISA that was signed on[:|and served on the provider] [The provider had a
CALEA solution but it did not work. The DITU offered to install it's collection equipment to effect the collection. The
legal department would not allow the FBI to install equipment on their premise. Before the'legal issues were
(rjesolved,| as able to get their CALEA collection solution working. As a result, the FBI lost 60 days of collection
ata. ’

Case 3.

This was a criminal case that was instituted in 2008. The provider,l hvas server a PRTT and had a CALEA
solution in place. Their solution did not provide] jnformation that was requested in the order.
After two months of not being able to resolve the issue| Jinally allowed the DITU to install their equipment to

EFF/Lynch-33
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effect the collection. As a result two months of collection data was lost.

ssal____ 1|

OTD/DITU

Desk M
Blackberrvl |
sSTU ‘ {

Help Desk| |

E

"%FBQV .

From: l koTD) (FBI)

Sent: mber 09, 2009 11:07 AM
To: OTD) (FBI)

Subject: FW: Going Dark

UNCLASSIFIED
NON-RECORD

ssa| |
Unit Chief

Data Interceft Technology Unit
From: | kOTD) (FBI)
Sent: = y, December 09, 2009 11:06 AM

To: | KOTD) (FBI)
Subject: Going Dark

UNCLASSIFIED
NON-RECORD

b2

b7cC

b6
b7C

The Director's Office is preparing a presentation on Going Dark to DOJ next Weds. The DO has asked for examples on

the following:

“provide details on instances in which providers resisted FBI going on the premises to monitor o put-in-place technology
for intercepts, the number. of days/weeks of lost collections, the cutcome" .

Can you provide me some examples today?.

Thanks,

UNCLASSIFIED

UNCLASSIFIED

EFF/Lynch-34
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UNCLASSIFIED

UNCLASSIFIED
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b2
DECLASSIFIED BY 65179/DMH/BAW/STP/bls %2
ON 02-11-2011 b7C
(OTD) (FBI) bTE
From: ) DICLEMENTE, ANTHONY P. (OTD) (FBI)
Sent: Monday, May 04, 2009 11:50 AM
To: (OTD) (FBI); SABOL, SHERRY E. (OGC) (FBI){ |
(OTD) (FBH
& { Feserray] feserFsh]| [
L_kOTD) (FBI) ] .
Subject: RE: CALEA Enforcment -[:lOrders nct being fully implemented

Sherry, .

Given the time that has lapsed and the current inability oﬂ:o implement a functional collection ‘capability, | would
like to know specifically whatl_____|is doing to address the current deficiency. To advise us to wait until *mid-june” at
this point is insufficient.

The FBI needs to press|:linto identifying specifically what actions they are taking to ensure they will have a
functional collection capability by “mid-june”. :

From:| (OTD) (FBI)
Sent: Monday, May 04, 2009 12:25 PM :
To: SABOL, SHERRY E. (OGC) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI)] __KOTD) (FBI)

Cc 0GC) (FBI)} (OGC) (FBI); |(OTD) (FBI) .
Subject: RE: CALEA Enforcment | [Orders not being fully implemented

RECORD CALEA

Yes we are aware that they have told us for some time that al Isolution is forthcoming. |

|So we were aware that they have been working

- towards a solution. However we have been working with them since early november and have had continued contact with

them since that time. |

' [Shoulg we Tet yet
stantial penalty for not having a capabiiity It seerns 10 only make the penalty for a
provider not having a capability laughable. So based on the below | guess we will stand by until June and see what they
come up with.

W
c |
From: SABOL, SHERRY E, (OGC) (FBI)
Sent: Thursday, April 30, 2009 3:49 PM
To: i(om) (FBI); DICLEMENTE, ANTHONY P. (GTD) (F8L);| {OTD) (FBI)
Cc: J(ose) (FeIY |(QGC) (FBI)
Subject: FW: CALEA Enforcment -| prders not being fully implemented
RECORD CALEA
Thoughts on this? are you aware of this solution] |
e EFF/Lynch-36 -
From: | (OGC) (FBI)
Sent: ‘thursday, Aprii 30, 2009 3:27 PM

To: SABOL, SHERRY E. (OGC) (FBI)
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Subject: FW: CALEA Enforcment :Orders not being fully implemented

S
RECORD CALEA

DOJ has a promise from| Igounsel that a solution will be fashLQueanQ_[ater_’than_de_\luneJ make surethat DOJ____~___

checks in three weeks on the"' progress. e s

b2
b5
_ : o>
HQ }
LX: b7cC
b7E
Pgr:| |
From: . [OGC) (OGA)
Sent: uesda ri-28, 2009 6:23 PM

To: (o] kOGC) (0OGA)
Subject: RE: CALEA Enforcment Orders not being fully implemented

RECORD CALEA

After discussing with] Joutside counsel today, he called back to report that they have a working solutionl__l_—_{_d_l
|

which should close the collection gap They estimate that process may be complete

.as early as the end of May, probably no later than mid-June.

From: . | (OGC) (FBI)

Sent: il 231, 2009 6:26 P’ﬂ 1 ‘

To: (OGC) \ 0GC) (OGA)
Subject: RE: CALEA Enforcment rders not being fully implemented
SEeRel

RECORD CALEA

I'll confirm with OTD.

T ]

LX
| s|1 |

From: : I 0GC) (OGA)
Sent: uesday, April 21, 2009 1:16 PM .
To: | [oGco) oGy [OGC) (FBI)
Subject: RE: CALEA Enfarcment IOrders not being fully implemented

SECRET
RECORD CALEA

We met with them fairly recently F 'joined us for the meeting) and | don't believe the issue came up. It's hard to
tell from the information provided Below, buf just to be clear about what the scope of the problem is, it looks like the issue
is with| |right?

EFF/Lynch-37

'JoGC) (0GA)
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. b2

Sent: Monday, April 20, 2009 9:49 PM b5

To: : | locoy ey l’OGC) (OGA) b6
Subject: RE: CALEA Enforcment -I__Prders not being fully implemented b7C
b7E

RECORD CALEA

N i e |
—I F piease 1et me Knoew it this has come up In any of your discussions witf] [counsel.
I:] happy to discuss tomorrow.

From: 1 0GC) (FBI)

Sent: wvonday, April 20, 2009 3:24 PM

To: | . |coce)ycoGa) |(OGC) (0GA)
Subject: . Enforcment 1 Prders not being fuily implemented
S

RECORD CALEA

The attached document is a list of FISA orders fo:hat apparently they have not been able to fully implement. It
is apparently a persistent problem. Our own attempts to assist have resulted in only partial coverage. Pursuant to CALEA
legislation, they are supposed to maintain a means of executing these orders which they apparently cannot do. We are
going to need to come up with a plan to address this shortcoming including some type of court action. Take a look at the
list, we can talk about it tomorrow. ) :

[ 1

HQ:|
LX
Pgr: H
From: SABOL, SHERRY E, (OGC) (FBI)
Sent: Monday, April 13, 2009 11:47 AM
To: ltoGe) (FBI); (OGC) (FBI) :
Ce: OTD) (FBI); (OTD) (FBI), [(oG0) (FBI); CAPRONI, VALERIE E.
’ {OGC) (FBD); THOMAS, MARCUS C, (OTD) (FBL); DICLEMENTE, ANTHONY P._(OTD) (FBL) OTD) (FBI);
‘ . (QTD) (FBD Yooy (eRn " TCTDY (EB );I_—-d
(CD) (F8L);| Koy (FBn] (OGC) (FBL);
: | I(OGC) (FEI) X
Subject: LEA Enforcment l:!Orders not being fully implemented
RECORD CALEA
DITU has compiled a list of FISA dockets with orders for| _ hat the FBI has been unable to fully implement. All of
these targets are using |for which does not have a functioning CALEA solution. OTD has

been working with the company, but OTD's solution will only capture a portion of the data to which we are entitled,
depending on what browser the target is using.

. We have several options for enfarcement|

Please let me know how NSLB and NSB would like to proceed regarding FBI attempts to implement these:I
orders.

EFF/Lynch-38
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Thank vou. “ .
- v
. . . ' b7C
<< File: Problems wntt:'nplementatlon.doc >> - . bIE

DERIVED FROM: Multiple Sources
ECLASSIFY ON: 20340403

uitiple Sources
ECLASSIFY ONf 20340403

" DERIVED FROM: Multiple Sources
DECILASSIFY ON: 20340403

PM: Multiple Sources
DECLASSIFY ON: 20340403
SECRE

DERIVED\ FROM: Multiple Sources
DECLAS ~U Y ON: 20340403
SECRET |

DERIVE -A- OM: Multiple Sources
DECLASSIFY ON: 20340403

SECRET
DERIV QM: Multiple Sourceés
DECLASSIFY ©N: 20340403
SECR
DER Muitiple Sources
DEQLASSIEY ON: 20340403

- SECRET

DERIVED FROM: Multiple Sources
00340403
SECRET

EFF/Lynch-39
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DECLASSIFIED BY 65179/DMH/BAW/STP/bls

ON 02-11-2011
(OTD) (FBI)

From: | [(OTD) (FBI)

Sent: Thursday, April 30, 2009 4:47 PM

To: SABOL, SHERRY E. (OGC) (FBI); kOTD) (FBI); DICLEMENTE,

) ANTHONY P. (OTD) (FB)] [OTD) (FBI) . b2

Cc: [ {OGTYEEN] ](OGC) (FBI) b3

Subject: RE: CALEA Enforcment -| Orders not being fully implemented iz
b7C
b7E

RECORD CALEA

Sherry,

I put this together with DITU's inpuf to answer your question regarding| Iearlier email and I think it

answers your question posed t

_Furthermore, we are getting data on|

largets that we have

collected data on, it appears that we have gotten all the the target data, but it is difficutt o tell wnth certainty becausg] :

[

devices that we have not received data|

IAs of today, it

appears we are not collecting data on

feported data usage.

Itis interesting that[_r_dtkounsel is telling DOJ that they should have a solution by end of May to mid-June. This is
the last of a series of idol promises. We have already been promised end of March, mid-April, and end of April.

From: SABOL, SHERRY E. (OGC) (FBI)

Sent: ‘_'IJJu.:sd.aLAn.tiL}.01(2009 3:49 PM

To: OTD) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI)§ XoTD) (FBD)
cc lcoGe) (e[ kOGC) (FBD) .

Subject: FW: CALEA Enforcment -l rders not being fully implemented

RECORD CALEA

Thoughts on this |

EFF/Lynch-40
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b2
b6 .
. b7C
From: . | !(OGC) (FBI) ' b7E
Sent: ursday, Apni 30, 2009 3:27 PM .
To: SABOL, SHERRY E. (OGC) (FBI
Subject: FW: CALEA Enforcment -| rders not being fully implemented

:Sm: )
'RECORD CALE

DOJ has a promise frorn|:|counsel that a solution will be fashioned no later than mid-June. I'l make sure that DOJ
checks in three weeks on their progress.

From: ) OGC) (OGA)

Sent: _ Tuesday, April 28, 2009 6:23 PM

To: I (OGC) (FBI); lOGC) (OGA)
Subject: : nforcment -I Orders not being fully implemented

RECORD CALEA

- After discussing with| butside counsel today, he called back to report that they have a working solution\?

which should close the collection gap. They estimate that process may be complete

as early ay

From: I [GGc) (Fai)

Sent: Tuesday, April 21, 2009 6:26 P
- To: likoeo (OGA 0GC) (0GA)
Subject: RE: CALEA Enforcment rders not eing fully implemented

%ECORD CALEA

I'll confirm with OTD.

[ 1
HQJ
LX

Pgr

From: I KOGC) (0GA)

Sent: Tuesda ril 21, 2009 1:16 PM
To: | kOGC OGA OGC) (FBI) .
Subject: g nforcment rders not being fully implemented

SECREL

RECORD CALEA

We met with them fairly recently‘ ﬁoined us for the meeting) and | don't believe the issue came up. It's hard to
tell from the information provided below, butjust to be clear about what the scope of the problem is, it looks like the issue

is with] Fight?
EFF/Lynch-41
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From: 0OGC) (OGA)

Sent: onda nl 20, 2009 9:49 PM .

To: (o] : 0GC) (OGA)
Subject: RE: CALEA Enforcment rders not being fully implemented

RECORD CALEA

b5

b6

b7cC
" bTE

I:l- please let me know if this has come up-in any of your discussions withE:Icounsel.

[___l- happy to discuss tomorrow.

From: | l(oGe) (FBD)

Sent: . Monday, April 20, 2009 3:24 PM :

To: I kosc) (oG] koec) (0aa)
Subject: FW: CALEA Enforcment 1 |0rders not being fully implemented

RECORD CALEA

The attached document is z list of FISA orders forl:khat apparently they have not been able to fully implement. It
is apparently a persistent problem. Our own attempts fo assist have resulted in only partial coverage. Pursuant to-CALEA
legislation, they are supposed to maintain a means of executing these orders which they apparently cannot do. We are
going to need to come up with a plan to address this shortcoming including some type of court action. Take a look at the
list, we can talk about it tomorrow.

HGQ] |

LX:

Par:

From: SABOL, SHERRY E. (OGC) (FBI)

Sent: Monday, April 13, 2009 11:47 AM

To: [(oGe) (FBDA 0GC) (FBI)

Cc: foto) FB)________1(0TD) (anj_____*xw?m, VALERIE E.
(OGC) (FBI); THOMAS, MARCUS C. (OTD) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBD OTD) (FBI);

. ] 1(0TD) (FBI);f [CTD) (FBD); Y¥CTD) (FBI); | I -

{CD) (FBI):] YCO) (FE] [cD) (FaNy;] (ceoxcy I
I [OGC) (FED) :

Subject: CALEA Enforcment -| |Orders not being fully implemented

RECORD CALEA

DITU has compiled a IiiiLQLE.LSA.d.QcketsMh_frders fo hat the FBI has been unable to fully implement. All of

these targets are using for whicH oes not have a functioning CALEA solution. OTD has
been working with the company, but OTD's solution will only capture a portion of the data to which we are entitled,
depending on what browser the target is using.

EFF/Lynch-42
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l ]
Please let me know how NSLB and NSB would like to proceed regardlng FBI attempts to implement thesel____—_____]
orders.

) , b2
Thank you. b7E
Sherry.

<< File: Problems witri:Implementaﬁon.doc >>

DECLASSIFY ON: 20340403
SECRE

DERIVED FRON: Multiple Sources
‘DECLASSIFY ON: 20340403
SECRET

DERIVED FROM: Muitiple Sources
DECLASSIFY ON: 20340403 .

SECRET

DERIVED FR : Multiple Sources
DECLASSIFY ON: 20340403
SECRET

DERIVED FROM: \Multiple Sources

DECLASSIFY ON:\20340403
-SECRE

DERI Uitiple Sources
DECLASSIFY ON: 20340403

DE LASSIFY ON 2034 403 .
SECRET

EFF/Lynch-43
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" DECLASSIFIED BY 65175/DMH/BAU/STP/bls

ON 02-14-2011
kOTD) (FBI) L
From: THOMAS, MARCUS C. (OTD) (FBI)
Sent: 3:16 PM
To: (OGC) (BN l(Do)0GA)] §DO)
(FBN] [(DO) (FBI); DO) (FBI)
Cc: 1(DO) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FB!);
: CAPRONI, VALERIE E. (OGC) (FBI); SABOL, SHERRY E. (OGC)
(FBN (OGC) (FBIY] 0GC) (FBN] |
OGC) (FBI)] [([CTD) (FBI) |
(CTD) (FBI) (CD)(FBN] [DI)(FB); |
(OGC) (FBI
Subject: RE:D Roundtable on Going Dark b2
b5
SEERET/NOFORN e
RECORD 415 b7D
b7E
Marcus C. Thomas
Assistant Director
I%ﬁ_r_a.t;_m_._ajlechnology Division
From: I foco) eny
Sent: Thursday, June 24, 2010 2:25 PM
o E_DS:GA), THOMAS, MARCUS C. OTD) (FBD]____— Jooyrey______Too) G M-
FBI)
Ce: DO) (FBI); DICLEMENTE, ANTHONY P..(OTD) (FBI); PAGLINQ, MARYBETH (OTD) (FBI); CAPRONL VALERIE E.
(OGC) (FBI); SABOL, SHERRY E. (OGC) (FBI); OGC) (FBD; 0GC) (FBI); |
YOGC) (FBI); CTD) (FBL); CTD) (FBI) (COYFED);,
DIYFBI)__—  ](OGC) (FBI) i
Subject: RE: DAY Roundtable on Going Dark
IINOFORN
RECORD 415
Thanks.
From: (DO)(OGA)
Sent: Thursday, June 24, 2010 2:24 PM
To: [ 1(0GC) (FBI); THOMAS, MARCUS C. (OTD) (Fal)[___:l(m) (FBI),|:|(DO)
{FBD) DO) (FBI)
Ce: (DO) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI);] foTD) (FBI); CAPRO EE.
(OGC) (FBY); SABOL, SHERRY E. (OGC) (FBI)] loGQ) (FBDM l(0GC) (FBI)
0GC) (FBD); CID) (FED)] [CToy (P {CD)(FBI);
DI)(FBI),i'L __r——l(OGC) (F8I)
Subject: RE: qu |Roundtable on Going Dark

. %gZINOFORN

RECORD 415

EFF/Lynch-44
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bs

| ' bo
b7C

b7D
| Thanks. o

From:
‘Sent:
To:

‘Ce:

Subject:

: (OGC) (FBI); SABOL, SHERRY E. (OGC) (FB!
OG > .

lcoGe) (Fe)
Thursday, June 24, 2010 2:18 PM

(DO)(OGA); THOMAS, MARCUS C. (OTD) (FBD]___ (o) (Fens—oo) (Fens[—]

DO) (FBI)
[(OTD) (FBI); CAPRONI, VALERIE E.
0GC) (FBI)

(DO) (FBI); DICLEMENTE, ANTHONY P.

DI)(FBI)|
RE: Dfi oundtable on Going Dark

: %%"IINOFORN
ECORD 415

Froms_
Sent:
To:

Cc:

Subject:

| |(DO)(OGA)
ursday, June 24, 2010 2:05 PM
THOMAS, MARCUS C. (OTD) (FBI);| loee) (B, (o) (FBD.________PO)

FBI); DO) (FBI)

Ibkno)(gm); DICLEMENTE, ANTHONY P. (OTD) (FBI) —J(OTD) (FBI); CAPRONL, VALERIE E.

(OGC) (FBI); SABOL, SHERRY E. (OGC) (FBI 0GC) (FBL); 060) (FBn: L]
1(0GC) (FBI (CTD) (FBY); (CTD) (FBY) —_|coyFED;
)FBI); 70GC) (FBI) )

kD,
RE: Dft| Roundtable on Going Dark

m /INOFORN

RECORD 415

Thanks.

[ ]

<< File: Going Dark TPs 062410.doc >>

From:
Sent:
To:

Cc:

THOMAS, MARCUS C. (OTD) (FBI)
Thursday, June 24, 2010 11:15 AM

(060) (FBNL—— Tooyoeas T Tooyen]___ fooyesn___|

DO) (FBI)
DO) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI)] KOTD) (FBI); CAPRO! EE.
B [, SHERRY E. (OGC) (FBD): FBD);
0GC) (FBD); CD)(FBI);

DI)(FBL);

RE: Dft] oundtable on Going Da
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SETIINOFORN

RECORD 415
) . b2
Marcus ' b5
b6
Marcus C. Thomas bicC
Assistant Director b7D

‘fﬂmal_t:fhnology Division ) b7E

From: l ' oGC) (FBI) .
Sent: Thursday, June 24, 2010 10:46 AM
To: DO)(OGA); THOMAS, MARCUS C. (OTD) (FBI) kpo) (FBI);I:lDO) (=) I
1)
Cc: DO) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI);] IoTD) (FBI); CAPRO EE.
. (OGC) (FB): SABOL, SHERRY E. (OGC) (FBI)] ltoGe) cesd koGo) (F8D) (
- CAPIG)) M—( O G2 [Ty (FEn L 1(CD)(FBY);
[ony(FaL); (OGC) (FBI)
Subject: RE: Dﬂ oundtable on Going Dark
MZINOFORN
RECORD 415

From: I I(DO)(OGA)

Sent: Tuesday, June 22, 2010 5:32 PM ‘ : : : ’
To: THOMAS, MARCUS C. (OTD) (FEL)| Io) (FaI)| kpo) (eBD)] Ipo) (FBI)
Cc: [ kDO) (FBI); DICLEMENTE, TD) (FBI); CAPRONI, VALERIE E.

- FBI)] (o .
_(OGC) (FBD): SABOL, SHERRY E. (OGC) (FBI) 0GC) (FBD)] - (OGC) (FBD);

) l(oGC) (FBDY; (CTD) (FBD)] (CTD) (FBL); (CD)(FBI);
‘ DI)(FBD);] koGC) (FBI) )
Subject: w’cﬂRoundtable on Going Dark
S%THNOFORN

RECORD 415

|:| EFF/Lynch-46
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From: THOMAS, MARCUS C. (OTD) (FBI)
Sent: Tuesday, June 22, 2010 4: 42 PM
To: poyoea __ {po) (FBD)] |Dm (e [po) (FBI)
Cc: (DO) (FBI); DICLEMENTE, DbTD) (FBI); CAPRONI VALERIE E.”
| L, SHERRY E. (OGC) (FBI 0GC FBI),
; ' loGe) (kB1); (CID) (FBI) (CTD) (FBI); CD)(FBI);
| YDI)(FBI) b2
i Subject: RE: D] [Roundtable on Going Dark b2
‘ INOFORN . i’gc
i RECORD 415 N
| BTE
|
)
|
|

[ 1

Marcus

Marcus C. Thomas
Assistant Director
i nology Division

From: [ To)oaea)

Sent: 10 3:49 PM

To: CION G E— (') (st>i—"——"‘1(oo> (FBY)

Cc: YDO) (FBI); THOMAS, MARCUS C. (OTD) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI)} ]

OTD) (FBL); CAPRONI, V, ) L, SHERRY E, w_l
C J(oG0) (Faly;] i(O.GC) (FBI); Iy (FeD; (CTD)
-(FBL (CD)(FBI);' i DI)(FBI)
Subject: D Roundtable on Going Da
SECRET/INOFORN

RECORD 415

e >
[ 1

<< File: Going Dark TPs 062210.doc >>

DERIVED FROM: Multiple Sources

DECLASSIFY ON: 20356622
SECRET//NOFORN

EFF/Lynch-47
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SECRET//NOFOR

DERIVED FROM: Multiple Sources
DECLASSIFY ON: 20350622
SECGRET//NOFORN

\ DERI : Multiple Sources
. DECLASSIFY DN: 20350622
SECRET/NOFORN

DERIVOM: Muitiple Sources

- DECLASSIFY ON: 20350622
SECRET{/NOFORN

DERIVED FROM: Multiple Sources
DECLASSIFY ON: 203506822
 SECRET/INOFORN

DERIV OM: Multiple Sources

DECLASSIFY ON: 20350622 .
SECRET//NOFORN

DER : Muitiple Sources
DECLASSIFY ON: 20350622
SEQRET//NOFORN '

DERIVED FROM:\Multiple Sources

DECLASSIFY ON:20350622
SECRET//NOFOR

EFF/Lynch-48
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

9 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
a(b)(1) B(b)(7)(A) B(d)(5)
®(b)(2) a(b)(7)(B) B(j)(2)
B(b)(3). a(b)(7)(C) B(k)(1)
' a(b)(7)(D) a(k)(2)
®(b)(7)(E) B(k)(3)
‘ : a(b)(7)(F) B(k)(4)
a(b)(4) a(b)(8) B(k)(5)
w(b)(5) a(b)(9) B(k)(6)
B(b)(6) B(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuitation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). ’

Page(s) withheld for the foII.owing reason(s):

® The following numbér(s) are to be used for reference regarding these pages:

EFF/Lynch 49-51, and 56-61: Pages 1-3, and 8-13 of a 13 page draft (partly classified) March 2010
"Going Dark" presentation titled "The Going Dark Initiative: Closing the National Security ELSUR
Gap." This Power Point presentation discloses how the ELSUR gap has impacted national security and
how the Going Dark Initiative will help close this gap and enhance security. See Bates pages 52-55 for
presentation pages 4-7.

) 9.0.0,:0.0.0.0.0.0.9.0.0.0.0.00,004
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 0.:0.0.0.0.0.0.0.0.0.0.9.0.9.90.094
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following.statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) ’ a(b)(7)(A) a(d)(5)
B(b)(2) - a(b)(7)(B) a@)@)
a(b)(3) &(b)(7)(C) a(k)(1)
a(b)(7)(D) a(k)(2)
=(b)(7)(E) a(k)(3)
- a(b)(7)(F) a(k)(4)
o(b)(4) ‘ a(b)(8) a(k)(5)
= [m] a
(b)(5) (b)(9) (k)(6)
&(b)(6) ak)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 52: Page 4 of a 13 page draft (partly classified) March 2010 "Going Dark" presentation

titled "The Going Dark Initiative: Closing the National Security ELSUR Gap." This Power Point
presentation discloses how the ELSUR gap has impacted national security and how the Going Dark
Initiative will help close this gap and enhance security. See Bates pages 49-51, and 53-61 for
presentation pages 1-3, and 5-13.

P00 0.0 0.0.0.0.00.06.9.0.00.004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
PO .0.0.00.00009.0.9.9.0.00.4
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 . Page(s) withheld entirely at this.location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
a(b)(1) a(b)(7)(A) o(d)(5)
®(b)(2) o(b)(7)(B) 0()(2)
o(b)(3) ' o(b)(7)(C) a(k)(1)
o(b)(7)(D) o(k)(2)
’(b)(7)(E) o(k)(3)
o(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) : a(k)(5)
a(b)(5) o(b)(9) o(k)(6)
o(b)(6) o(k)(7)

0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agericy(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 53 and 55: Pages 5 and 7 of a 13 page draft (partly classified) March 2010 "Going Dark"
presentation titled "The Going Dark Initiative: Closing the National Security ELSUR Gap." This Power
Point presentation discloses how the ELSUR gap has impacted national security and how the Going Dark
Initiative will help close this gap and enhance security. See Bates pages 49-52, 54, and 56-61 for
presentation pages 1-4, 6, and 8-13.

X  Deleted Page(s) X
X No Dupilication Fee X
X for this page X
D0 0.0.0.0.0.0.90.0.46.00.00.004

) 9,0.9.0.9,0.¢.9,0.0.6,0.0.9.0.0.9.0, G
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,

where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

m(b)(1)
=(b)(2)
a(b)(3)

Section 552

o(b)(4)
®=(b)(5)
B(b)(6)

a(b)(7)(A)
a(b)(7)(B)
a(b)(7)(C)
a(b)(7)(D)
a(b)(7)(E)
a(b)(7)(F)
a(b)(8)

a(b)(9)

Section 552a

o(d)(5)
a()(2)
a(k)(1)
a(k)(2)
a(k)(3)
a(k)(4)
a(k)(5)
a(k)(6)
a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request

-or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuitation with the

other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

& The following number-is to be used for reference regarding this page:

EFF/Lynch 54: Page 6 of a 13 page draft (partly classified) March 2010 "Going Dark" presentation titled "The
Going Dark Initiative: Closing the National Security ELSUR Gap." This Power Point presentation discloses how the
ELSUR gap has impacted national security and how the Going Dark Initiative will help close this gap and enhance
security. A portion of this page is classified SECRET in accordance with E.O. 13526 of December 29, 2009. See
Bates pages 49-53, and 55-61 for presentation pages 1-5, and 7-13.

XXKXXXXKKXXXXXKXXXXKX
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
XXXKXXKXKKXAXXKXKKXX
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DECLASSTFIED BY 65179/DHH/BAW/STP/bls

| ![OTD) (FBI) ' 0N 02-11-2011

From: | [(OGC) (FBI)
Sent: . Wednesday, September 15, 2010 10:57 AM
To: DICLEMENTE, ANTHONY P. (OTD) (FBI)] (DO)OGA)] |

OTD) (FBI): SABOL, SHERRY E. (OGC) (FBI)[ [(OGC) (FBI);

OGC) (FBI)
Cc: DO) (FBI); THOMAS, MARCUS C. (OTD) (FBI)
Subject:
ETIINOFORN
RECORD GD
{Uy~. 1have a few questions about these discussions of our capabilities: b2
b5
X :
: ’ ) b7C
b7E
{uy - ><
From: DICLEMENTE, ANTHONY P. (OTD) (F8I)
Sent: tember 07, 2010 8:42 AM -
To: (DDYOGA)] OTD) (FBI); SABOL, SHERRY E. (OGC) (FBI){ [coGe) (FeD);
(OGC) (FBI)] 1(0GC) (FBI)
Cc: KDO) (FBI); THOMAS, MARCUS C. (OTD) (FBI)
Subject: R
UNCLASSIFIED
NON-RECORD b2
_— . b6
bicC
Pls see the attached initial response.
Anthony P. DiClemente ' ‘
Chief, Data Acquisition / Iqte_rgept Sectio
b6
b7C
- From: | [DO)(OGA)
Sent: Wednesday, September 01, 2010 2:51 PM:
To: DICLEMENTE, ANTHONY P, (OTD) (FBI);{ {OTD) (FBI); SABOL, SHERRY E. (OGC) (FBI);] |

EFF/Lynch-62
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(OGC) (FBI ] (0GC) (FBI);! KOGC) (FBI)
Cc: [DO) (FBI); THOMAS, MARCUST.

Subject:

UNCLASSIFIED
NON-RECORD

It would be good to have these answers by our GD standing meeting next Tuesday. Thanks.

b2
b5
b6
b7cC
b7E

UNCLASSIFIED
UNCLASSIFIED

Intelligence Investigations

EFF/Lynch-63
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) o(d)(5)
®(b)(2) a(b)(7)(B) : a()(2)
o(b)(3) o(b)(7)(C) a(k)(1)

o(b)(7)(D) o(k)(2)

B(b)(7)(E) a(k)(3)

a(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) o(k)(5)
®(b)(5) o(b)(9) a(k)(6)
a(b)(6) ak)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
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Introduction To The “Going Derk” Issue

“Going Dark” refers to the government’s increasing inability to access,
collect, and intercept real-time and stored communications information
to which it is lawfully—authorized due to the following factors:

communications servi ce prowders i L
-Rapldly-changmg S vices and! technologles that preclude the éovernment s
ability to access lnfo mation o e ‘|a L '!; l
*Under-funded, under-resourced and uncoordinated electronic surveillance
efforts across local, state and federal agencies nationwide

Legal authontles and.mand te Jthat have.

: t kept pace WIth changlng
technology"

“Going Dark” *** FOR OFFICIAL USE ONLY ***

"~ +The dramatic i increase in the volume of commumcatlons and the number of

. EFF/Lynch-68
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Conducting lawful intercept in Conducting lawful intercept today is highly complex
the past was straightforward... and becoming more and more difficult

“Going Dark”

SWherawelveibeen... - - . - ...Convergence...
[ It £%) A . .

Target phone

Intercepting Agency
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...Today...
Home —(Comeast.
Work — g atat

wireless

w
LT

Mumcipal
Wi-Fi
Access

. ):';.
¥ !
i

& N . 1 .
£JEarthLink | 5|} -
i Municipal Netwarks' |
3 R

X
AT i 47 -
EERNPEE R

=
Singlé't!é:n;ie

o ¢
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Lawful Intercept Capabilities Are Erodmg By The Day, Creating A “Lawful
Intercept Capability Gap.” All Law Enforcement Agencies Are On The Road
To “Going.Dark”

Impediments to LI capabilities are rising with communications “convergence” and the increased variety and
complexity of advanced services and technologies (e.g., Voice over Internet Protocol (VolP) and broadband
Internet services). LI costs continue to grow. State/local LEAs are being shut out (e.g., data intercepts);
and the FBI is barely keeping its head above water, as all LEAs are on the road to “Going Dark”

These circumstances have created an increasingly evident “L/ Capability Gap”

R
lncreaslng'
Technical

Capabillity Gap

*Going Dark” *** FOR OFFICIAL USE ONLY ***
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- : !
The Intercept Capability Gap For Law Enforcement Agencies

i
!

» Current and emergmg communications technologles an servnces prevent
most LEAs from ersumg real-tlme data mtercepts i ' i‘. ,’q,

1 ‘“1

I!-I

|. :
; 1 : '

* LEAs often lack an! understandlng of the services offere by new and
emerging service providers, and industry often lacks an understandmg of
the needs of LEAs. Thls preVTnts the development of ti Ty,’dost -effective

solutions ':si- ;i ’ ; H

1l
+ The lack of efficient information sharing mechamsms often results in
; duphcat:on of efforts among LEA

': .I . 0 ;.: 1 |
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It Is The Golden Age Of Commuhications Opportu’r]ities But Not The Golden
Age Of Lawful Intercept Capabilities

v

Challenges and constraints faced by Law Enforcement

b2
b5
b7E

“Going Dark” ** FOR OFFICIAL USE ONLY **~
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presentation whose title is identified on Bates page 90. Presentation pages 2-4, and 7-9 were determined
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The Intercept Capability Gap for
State and Local Law Enforcement Agencies

: |
The increasing complexity of communications technologies and services
prevents most LEAs from pursuing real-time data intercepts

LEAs often lack an understanding of the services offered by emerging

service providers. This prevents them from developmg timely, cost-effective
solutions

Industry often lacks an understanding of the needs of LEAs

The fragmented uncoordlnated demands placed on provnders by dlff rent

EFF/Lynch-93
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Legislative and Policy Challenge
Scope of CALEA

Issue:

» CALEA requires “telecommunications carriers” to develop and deploy inte'rcept
solutions in their networks to ensure that lawfully-authorized electronic survelllance
could be performed :

- Since CALEA’s enactment in 1994, commumcatlons services have evoIved beyond
the traditional telecommunications platforms that existed at the time of pa§sage

« A growing number of providers and emerging services that offer alternatives to
traditional telephony may no longer meet CALEA’s definition of a
“telecommunications carrier”

- P2P Services and Third Party Appl|cat|ons
Even those providers thatate:co o

‘-,l‘if 0t

i'?. -:‘If‘;i‘

] Outside th Scope
EFF/Lynch-94
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Legislative and Policy Challenge o
On Premises Interception/Monitoring

b2
b7E

« Recent examples

utside the Scope
i
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-Legislative and Policy Challenge -
CALEA Safe Harbor

Issue:

*Carriers using industry standards are granted “safe harbor” under CALEA
*Industry standards bodies are industry-controlled, often to the detriment of law
enforcement

-“Safe harbor” for deficient industry standards affords unwarranted protectlon

*Process of challenging standards before the FCC is burdensome and lengthy
‘Recent examples

EFF/Lynch-96 . ‘
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Legislative and Policy Challenge
Delivery of Data

Issue: :
-Carriers often fail to deliver data in a secure, reliable and time-efficient manner
Carriers utilize methods that do not ensure the intercepted communications
are received at the law enforcement collection facility !
*Delivery mechanisms that are cost-prohibitive for law enforcement and!cannot
be established in time-efficient manner
*Recent examples

EFF/Lynch-97
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Legislative and Policy Challenge
Enforcement -

Issue:

*Non-compliance with CALEA for emerging service occurs often
*CALEA’s current enforcement provisions present insurmountable hurdles that
make even the threat of enforcement non-credible
*CALEA places the government in a “Catch-22" position
‘Recent examples outside the Scope

'

3
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Legislative and Policy Challenge |
, Encryption ‘

Issue:

*‘Many modern communication services and devices use encryption as
means to protect subscriber communications and data - ;
- Data “in transit,” such as VolP and e-mail communications I

- Data “at rest,” such as the data stored on a hard drive or USB
device

wm..

Outside the Scope

.
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Legislative and Policy Challenge
Data Retention

Issue:

*Many modern communications services no longer utilize or store in a

star?dardlzg.d manner detailed service and t;>i|ling records, eliminating previously
easily acquired subscriber records L |

Outside the Scope
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o

ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED
. . DATE 02-11~2011 BY 65179/DMH/BAU/STP/bls

~ Preservation of Lawful Intercepts:
Challenges and Potential Solutions

** FOR OFFICIAL USE ONLY **
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Conducting lawful intercept in Conducting lawful intercept today is highly complex
the past was straightforward... and becoming more and more difficult
W‘here we've been... ...Convergence... ...Today... - >
Home —(COMCAst.
Work — @wiﬁgf‘éss \Jonage

T
:Municipal -
- Wi-Fj .

ﬁEarl’hlink

Municipal Ne/iworl(s /

Plelipei L
. . n ‘ )
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The 'Intercept Capability Gap for
State and Local Law Enforcement Agencies

Current and emerging communications technologies and services prevent
most LEAs from pursuing real-time data intercepts.

LEAs often lack an understanding of the services offered by emerging
service providers, and industry often lacks an understanding of the needs of
LEAs. This prevents the development of timely, cost-effective solutions.

The lack of efficient information sharing mechanisms often resuits in
duplication of efforts among LEAs

EFF/Lynch-106
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Legislative and Policy Challenge
Scope of CALEA

Issue:

 CALEA requires “telecommunications carriers” to develop and deploy intercept
solutions in their networks to ensure that lawfully-authorized electronic surveillance
could be performed

« Since CALEA’s enactment in 1994, communications services have evolved beyond
the traditional telecommunications platforms that existed at the time of passage

- ‘A growing number of providers and emerging services that offer alternatives to
traditional telephony may no longer meet CALEA’s definition of a
“telecommunications carrier”

- P2P Services

those providers that::

- services before; they:have ds

Ever

EFF/Lynch-107
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Legislative and Policy Challenge |
On Premises Interception/Monitoring .

Issue:

b2
b7E

Recent examples ' -
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Legislative and Policy Challenge
CALEA Safe Harbor

Issue:

«Carriers using industry standards are granted “safe harbor” under CALEA
“Industry standards bodies are industry-controlled, often to the detriment of law
enforcement

+“Safe harbor” for deficient mdustry standards affords unwarranted protection
*Process of challenging standards before the FCCis burdeqsome and lengthy
*Recent examples

TGy COT e 'x \ms"
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Legislative and Policy Challenge
Delivery of Data .

Issue:

*Carriers often fail to deliver data in a secure, reliable and time-efficient manner
*Carriers utilize methods that do not ensure the intercepted communications
are received at the law enforcement collection facility

*Delivery mechanisms that are cost-prohibitive for law enforcement and cannot
be established in time-efficient manner '

*Recent examples '

“Going Dark” . , OFFICIAL SE

EFF/Lynch-110
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Legislative and-Policy Challenge
Enforcement '

Issue:

'Non-complian‘ce with CALEA for emerging service occurs often

*CALEA’s current enforcement provisions present insurmountable hurdles that -
make even the threat of enforcement non-credible

*CALEA places the government in a “Catch-22" position

*Recent examples :

7
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Legislative and Policy Challenge
Encryption

Issue:
-Many modern communication services and devices use encryptlon as a
means to protect subscriber communications and data '
Data “in transit,” such as VolP and e-mail communications
- Data “at rest,” such as the data stored on a hard drive or USB
device

EFF/Lynch-113
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Legislative and Policy Challenge
Data Retention

Issue:

*The migration of traditional telephony (e.g., land-line and cellular telephone
service) to flat-rate nationwide calling services, and away from toll-based
services, together with the migration of users to Internet-based telephony (as
well as other communications options), has substantially eroded the availability
of non-content transactional communications records through -
which investigative agencies have traditionally identified offenders and their
victims.

EFF/Lynch-115
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Preservation of Lawful Intercepts:
Challenges and Potential Solutions
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Conducting lawful intercept in Conducting lawful intercept today is highly complex
the past was straightforward... and becoming more and more difficult

! .
Where we've been... ...Convergence... *

Home —@omcast

o= . atat
Work — & wireless

=

Target phone Travel —1
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Legislative and Policy Challenge
Scopé of CALEA

Issue:

. CALEA requires “telecommunications carriers” to develop and deploy interce'pt
solutions in their networks to ensure that lawfully-authorized electronic surveillance
could be performed

« Since CALEA’s enactment in 1994, communications services have evolved beyond
the traditional telecommunications platforms that existed at the time of passage
« A growing number iof providers qr-jd emerging services that fo'!e_r alte;rnatives to
traditional telephor{y may no longer meet CALEA's definition ofa
“telecommunications carrier” _ .
2
- P2P Services and Third Party Applicationd i B7E
« Even those proyiders"that are covered by CALEA frequently introduce new
services before they have \dév;e’l_o 'ed‘ite‘é:ﬁnﬂiqu'qswar-assisting the government in
- conducting intercepts. :.. " : Sl e
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Legislative and Policy Challenge
On Premises Interception/Monitoring

Issue:

b2
b7E

+ Recent examples:

if

L
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Legislative and Policy Challenge
‘ CALEA Safe Harbor '

Issue:

- Carriers using industry standards are granted “safe harbor” under CALEA

- Industry standards bodies are industry-controlied, often to the detriment of law
enforcement

- “Safe harbor” for deficient industry standards affords unwarranted protection

« Process of challengirig standards before the FCC is burdensome and lengthy ,,

+ Recent examples: lack of time stamp capability;l::]is not ’ b7E
afforded safe harpor despite having a solutiop that meets law, @.niforcement s
needs y l» T | Bt o)
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Legislative and Policy Challenge
Delivery of Data

Issue:

« Carriers often fail to deliver data in a secure, reliable and time-efficient -
manner

« Carriers utilize methods that do not ensure the intercepted communications
are received at the law enforcement collection facility —

« Delivery mechanisms that are cost-prohibitive for law enforcement and
cannot be established in time-efficient. manner

- Recent examples: |

b2

Outside >t;he :
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10 were determined to be outside the scope of plaintiff's FOIA request. Presentation page 4 is released in full at
Bates page 118. Presentation page 5 is a duplicate of Bates page 106. Presentation pages 9, 11-13, and 15 are
released in part at Bates pages 120-123, and 125. Presentation pages 16-18 are duplicates of Bates pages 100-102.

P O0.0.0.0.0.0.9.9.¢.9.99.9.0.06.94
X  Deleted Page(s) X
X No-Duplication Fee X
X for this page X
) 9,.0.9.0.0.0.0.0.0.0,:0,0.0.:609.0.04




Case3:10-cv-04892-RS Document41-5 Filed03/01/12 Page96 of 228

Legislative and Policy.ChaIlenge
Enforcement

Issue:

*Non-compliance with CALEA for emerging service occurs often

*CALEA’s current enforcement provisions present insurmountable hurdles that
make even the threat of enforcement non-credible

*CALEA places the government in a “Catch-22" position b2
*Recent examples:l o

down for months| _ 7E

EFF/Lynch-125
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| OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

3 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant fo the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) a(d)(5)
a(b)(2) a(b)(7)(B) 0()(2)
a(b)(3) a(b)(7)(C) a(k)(1)

a(b)(7)(D) a(k)(2)

a(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)
a(b)(4) a(b)(8) a(k)(s)
a(b)(5) O(b)(9) a(k)(6)
o(b)(6) a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to.you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

X Page(s) were not considered for release as they are duplicates of other released pages.

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 126-128: These pages.are duplicates of Bates pages 100-102, and are pages 16-18 of a 18 page

presentation whose title is identified on Bates page 116. Presentation page 1 is a duplicate of Bates page 68.
Presentation pages 2-3, 6-8, and 10 were determined to be outside the scope of plaintiff's FOIA request. Presentation
page 4 is released in full on Bates page 118. Presentation page 5 is a duplicate of Bates page 106. Presentation
pages 9, 11-13, and 15 are released in part on Bates pages 120-123, and 125. Presentation page 14 is a duplicate of
Bates page 98.

D0.0.0.0.0.0.0.0.0.0.0.9.0.00.9.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
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ALL INFORMATION -CONTAINED

GOING DARK  jeremn 15 ONCLASSTFIED

DATE 02-11-2011 BY 65179/DIMN/BAW/STP/bls

What is Gomg Dark?

»

o There is a growing gap between the government’s authority under Title 18 or
FISA to conduct electronic surveillance of communications by terrorists, foreign
agents and criminal enterprises, and its actual ability to intercept those
communications. This is placing our national security and public safety at risk.
We call this Going Dark.

e Asaresult of the Going Dark problem, we face an increasing challenge to our
ability to conduct surveillance of communications on popular internet-based
services or devices that are commonly used by threat actors, including:

o Peer-to-peer communications services;
o Social networking sites; and
o Smart phones.

Why are we Going Dark?

o Weare Going Dark as a result of several factors, including:
o The dramatic increase in:
o the volume of communications;
« the types of communications services that are offered; and
« the number of communications service providers;
o Rapidly-changing communications technology and services;
o Globalization in the communications business;

o Legal mandates that have not kept pace with changing technology.

What are-some examples of Going Dark?

: ~ b2
| lincreasingly we are encounteringE:__] b7E

ommunicating through the use of services and technologies that
are difficult for us to intercept.

EFF/Lynch-129
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¢ Child lsomography and Exploitation

In Operation Achilles, we broke up an international online child porn and
exploitation rmg in 2008 that used anonymizers and encryption services to
" conceal their activities. ~

(¢]

o Together with our foreign partners, we:
e Arrested/convicted 14 defendants in the U.S., two in the U.K., and two
in Germany; and

e Identified over 12 victims of molestation, and seized 400,000 i unages
and 1,200 videos.

l Iwe investigated| jthat used a

|_‘ |in a conspiracy to transport cocainef I

_ Ithey are difficult to intercept.

o Eventually, we obtained an indictmenll |
| put the absence of an

ELSUR solution in this particular case created delays and prevented the
interception of pertinent communications.

Outside the Scope

EFF/Lynch-130

b2
b7D
b7E

b2
b7E
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U.S. Department of Justice
Federal Buiean of Investigation
Seience & Technology Branch

ALL INFORMATION CONTAINED
[EREIN IS UNCLASSIFIED
[DATE 02-11-2011 BY 65179/DMH/BAU/STP/bls

Preservation of Lawful Intercepts:
Challenges and Potential Solutions
| | '?

S
R y N .
N %Y 2y .

n ' o ? . l - - ‘ - | ' ‘ : ; y
6th National Community Prosecution Conference: ‘ﬁ LN
The 21 §t Century Prosgcutor . ‘ i B D I N G& DA

§ For Official Use Only / Law Enfofcement Sensitive

EFF/Lynch-131
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The Threat

* Terrorists, foreign agents, and
dangerous criminal enterprises
must communicate to _
organize their plots and carry
out their acts

¥ They increasingly
communicate using advanced
communications technologles

P i

L=

EFF/Lynch-132
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The Problem

Increasingly, advanced communications
technologies and outdated legislative
provisions are negatively impacting
governmental electronic surveillance
(ELSUR) technical capabilities and are
undercuttmg enforcement of U.S. ELSUR
laws ..

l

# ¥
TP
i
i

]
¥ Ieadlng toan -
! ever-W|den|ng
E.LSUR Gap that
: puts our natlonal

EFF/ Lynch-133
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and difficult

Where we've been...
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Target phone

g -

o
Gy
€,

-
o
2.

VoS
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3 ‘f Single
Intercepting Agency carrer

* Single carrief
* Simple access and interception
¢ inexpensive

£101}07101 510 0
m;d0!0!2”1019

qet
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)1 For Official Use Only / Law Enforcement Sensitive

Conductihg ELSUR in the paét Was straightforward

| With advanced communications, conductin

Numerous types of providers

Complex access &
interception

High traffic volume

Rapidly changing technology
P2P & VolP

Social Networking Sites
Third Party Applications

Encryption

een %’:ﬁ%

EFF/Lynch-134

g ELSUR today is highly camplex
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you. :

a(b)(1) a(b)(7)(A) a(d)(5)
B(b)(2) a(b)(7)(B) ag)2)
a(b)(3) a(b)(7)(C) a(k)(1)
o(b)(7)(D) a(k)(2)
&(b)(7)(E) a(k)(3)
a(b)(7)(F) a(k)(4)
a(b)(4) a(b)(8) a(k)(5)
a(b)(5) B a(b)(9) a(k)(6)
o(b)(6) ' . a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct résponse to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). )

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 135: Paée 4 of a 15 page presentation whose title is identified on Bates page 131.
Presentation pages 1-3, and 5-6 are released in full or in part at Bates pages 132-134, and 136-
137. Presentation pages 7-15 were determined to be outside the scope of plaintiff's FOIA
request. . '

D 0.9.0.0.9.6.00.60.0.99.00.004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D 0.0.0.9.0.0.9.0.0.9.0.0.0.0.00.094
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2 1 . For Official Use Only / Law Enforcement Sensitive

The Problem

R Tt

Advanced Communications Technologies...: |
are often used in criminal cases ' ~ !

¢ Child Exploitation & Pornography i

— _Targets use
| {0 conceal activities in the U.S.

— Arrests are often predicated on Law Enforcement Agencies (LEAs)

being able to identify a source within the organization ' b2 |
) b7E

Criminal Enterprises, Gangs, Drug Trafficking Organizations

—  Use the same services as terrorists and foreign agents |

— _Smart phones, social networking,|
etc. *

4b1’ For fo’?cial Use Only/ Law Enforcement Sensitive
“ EFF/Lynch-136 S |
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e e e

Outdated legislative provisidns

A number of advanced communications technologies fall outside df
| CALEA, impeding the implementation of ELSUR court orders |

—  Peer-to-Peer (P2P) Communications _ i

—~  Social Networking Sites

b2 |
. . . . . b
CALEA-covered telecommunications carriers lack incentives to co mply 7’3'

!

l

!

i - Covered Prowders often fail to maintain proper ELSUR solutions
|

l

* Compliance procedures in CALEA are complex and inflexible, ofteh
: resulting in intercept solutions that are deficient for LEAs

! * Enforcement requirements in CALEA create insurmountable hurdlées that
| render |
| :

¢ ‘)( 11 s
1)

01 1 For Officpal Use Only ! Law Enforcement Sensitive

EFF/Lynch-137 ' x
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--- DATE 02-11-2011 BY 65179/DHH/BAU/STP/bls

FBI Efforts to Preserve Electronic
Surveillance (ELSUR) Capabilities

T
EFF/Lynch-138
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UNUVLAOOITILL [ TUUV

What threatens the LE & IC ability to intercept
targets’ communication?

a o PR S Yo e
{ .

P ‘
Targets communié'ate via technology that we ca;n”g attack

Lack of influence over industry due to outdated statutory language

We don’t hav;e ,thelauthority to implement an intercept ;l .
. [ PR i

W

BLon . . Lo 1y

Targets com;inqnlci:ate from mobile and/or secure platforms}

' ) . ’ ?

b, | ‘ ,

i T i . i
s E « . 1

v ‘,
Volume of data is increasing rapidly

:ll
i

. I
H :
3 ¥
1 iy
i

High cost for LE development of LI capabilities'dr'iveh by rapidly changing technology

The risk of not addressing these threats is a loss of
evidence and intelligence

EFF/Lynch-139

b2
b7E
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UNUVLARAOOINCW I rVUwv

The FBI has experienced the impact of the
widening gaps

b2
b7E

EFF/Lynch-140 ' 3
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UNUVLRAOVOINIEW /I TVUV

What threatens Law Enforcement and the Intelligence
Community’s ability to intercept targets’ communication?

. Competing interests of the Intelligence Community and Law Enforcement

Uncoordinated efforts between LE and IC, as well as within LE b2

Outside the Scope

Lack of coordination leads to duplication of effort, fractured industry
liaison and competing entities, increasing the risk of lost capabilities -

EFF/Lynch-141 4
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UNCLASSIFED/FOR OFFICIAL USE ONLY
| FOR FBIINTERNAL USE ONLY

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 02-11-201) BY 65179/DHH/BAW/STR/bls

INTELLIGENCE NOTE B
Cyber Intelligence Section, Technology Cyber Intelligence Unit
26 August 2010

Subject; (U//FOUO) Going Dark: Evolution in Mabile Technolo;gy & Potential
Collection Issues

Summary: (U/FOUQ) The wireless communications industry is evolving at a rate in
which new services and technologies are introduced into the marketplace faster than law
enforcement (LE) can develop lawful technical intercept solutions. As these advanced
networks become operational, LE will face multiple collection-related issues.

UNCLASSIFIED/FOR OFFICIAL USE ONLY

(U//FOUO) What is Going Dark?

(U//FOUO) Going Dark is the loss of 2 technical capability to collect intelligence during
lawfully authorized intercepts. As new technologies are introduced to the marketplace, new
features could threaten to diminish law enforcement’s abilities to effectively implement
intercepts.

b2
b7E

FOR FBI INTERNAL USE ONLY
UNCLASSIFED//FOR OFFICIAL USE ONLY

EFF/Lynch-142
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

B(b)(1) a(b)(7)(A) g(d)(8)
®(b)(2) a(b)(7)(B) 0(j)(2)
a(b)(3) a(b)(7)(C) a(k)(1)
‘ a(b)(7)(D) a(k)(2)

=(b)(7)(E). o(k)(3)

a(b)(7)(F) a(k)(4)

a(b)(4) a(b)(8) a(k)(5)
a(b)(5) a(b)(9) a(k)(6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
_advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:.

EFF/Lynch 143 and 145: Pages 2 and 4 of a 6 page "Intelligence Note" whose title and

summary statement are identified on Bates page 142. Briefing page 3 is also withheld in full at
Bates page 144. Briefing pages 5-6 were determined to be outside the scope of plaintiff's FOIA
request.

D O00.9.0.0.0.0.90.¢.0.9.0.0.0.004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
P O9.9.0.0.9.0.0.0.0.6.0.6¢,0.0.¢94
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FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) a(b)(7)(A) 0(d)(5)
®(b)(2) o(b)(7)(B) o()(2)
o(b)(3) 8(b)(7)(C) o(k)(1)
o(b)(7)(D) o(k)(2)

8(b)(7)(E) - 0(k)(3)
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B(b)(6) a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

(m] Document(s‘) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). : ‘

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 144: Page 3 of a 6 page "Intelligence Note" whose title and summary statement are
identified on Bates page 142. Briefing pages 2 and 4 are also withheld in full at Bates pages 143
and 145. Briefing pages 5-6 were determined to be outside the scope of plaintiff's FOIA request.

PO OO0 0 0.0.0.0.00.6.009.004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
PO 0.000.0.0.0.09.0.9.9099.9.4
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material available for release to you.
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O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
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order to help identify ELSUR and CALEA gaps that have also limited their ELSUR capabilities.
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X No Duplication Fee X
X for this page X
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Pen Register Trap Trace Data Page 1 of 1
w ALL INFORMATION CONTAINED
. ' HEREIN IS UNCLASSIFIED
Pen Register Trap Trace Data , DATE 01-12-2011 BY 65179/DMH/BAW/STP/bls
. . beé
Sent: Friday, April 30, 2010 11:4% AM bIC

To:

SN —

Importance: High

R At R TR A SR S o

ﬁ E;n trap and trace order
To date, we have not yet received any of this information as requested.

What would be the best way for you to provide the required information so that you will be in compliance with
the court order? :

vir,
| |
Special Agent
FBI
11700 Beltsville Drive, Suite 200
Calverton, MD 20705
w:
F:

b2
b
b7c

EFF/Lynch-149

https://-www.324mai1.com/owa/?ae:Item&t:IPM.Note&id=RgAAAADochCi 17RQrh2f... 11/19/2010

b3
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referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following numbér(s) are to be used for reference regarding these pages:

EFF/Lynch 150-154, 156-161, and 163-165: Pages 1-5, 7-12, and 14-16 of a partly classified 16 page
Intelligence Assessment dated Sep'tembef 10, 2010, labeled, "Draft for Coordination Purposes Only," and
prepared by FBI Cyber Division. The assessment is titled, "Going Dark: Encryption and the Associated
Issues Facing Law Enforcement." See Bates pages 155, and 162 for assessment pages 6 and 13.

DI 0 0.0.0.00.00.9.0.0.¢6.00.904
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9.0.0.0.0.0.0.:0.0.0.0.9.0.0.9.0.0,.¢4
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OPCA-20 (12-3-96) -
FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2 Page withheld entirely af this location in the file. One or more of the following statements,

where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

=(b)(1) a(b)(7)(A) o(d)(5)
=(b)(2) o(b)(7)(B) o()(2)
=(b)(3) B(b)(7)(C) ock)(1)
50 U.S.C. §§ 1806(b), 1825(c), a(b)(7)(D) o(k)(2)
and/or 1845(b) 8(b)(7)(E) a(k)(3)

O(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) o(k)(5)
&(b)(5) O(b)(9) o(k)(6)

a(b)(6) ‘ a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consuitation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as fo the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

‘Page(s) withheld for the following reason(s):

= The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 155 and 162: Pages 6 and 13 of a partly classified 16 page Intelligence Assessment dated September 10, 2010,
labeled, "Draft for Coordination Purposes Only," and prepared by FBI Cyber Division. The assessment is titled, "Going Dark:
Encryption and the Associated Issues Facing Law Enforcement." A portion of these pages are classified SECRET in accordance
with E.Q. 13526 of December 29, 2009. Underling Exemption b3-3 added to protect FISA information collected during an
investigation and used in the preparation of the draft assessment. See Bates pages 150-154, 156-161, and 163-165 for
assessment pages 1-5, 7-12, and 14-16.

P 000900 0.0.9.9.00.0.0.0.9,64
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
). 0.0.00.0.0.0.0.0.00.6.0000.04
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HEREIN I35 UNCLASSIFIED
DATE 01-12-2011 BY 65179/DMH/BAW/STP/bls

Outside the Scope

ALL INFORMATION CONTAINED
|
|
|

From| | (cyD) (FBI)
Sent: Friday, July 30, 2010 6:55 PM bé
Toy kcyD) (FBI)] [ccyD)(FBI) b7C

. SENSITIVE BUT UNCLASSIFIED

|
|
Subject: RE: Going Dark Working Group
|
|

NON-RECORD
b2
One other issue I've been made aware of is i?/E‘.
bé
Sont LHTI_Z'TLCYD) ) bre
Sent: Thursday, Jul 010 9:08 AM
To: (CyD)(FBI) [CyD) (FBD)
Subject: FW: Going Dark Working Group
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
b2
Can you all addresq | b5
bTE

From: . DI)(FBI)
Sent: nesday, July 28, 2010 4:29 PM
To: (CYD)(FBI); [cyD) (FBI)' I(CyD) (FBI);

CYD) (FBI) DI)(FBD)] [CyD)(FBY);

CyD) (FBI) b2
Cc: CyD) (FBD);| J(CyD)(FBI) b5
Subject: ong Dark working Group b e
SENSITIVE BUT UNCLASSIFIED _b7C
NON-RECORD PTE

The Going Dark Working Group (GDWG) coptinues to ask for examples from Cyber investigations
where investigators have had problems with

EFF/Lynch-166
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The OGC reps who participate in the GDWEF are specifically interested inl - . ]

b2
b5
bTE

One of the GDWG members vaguely remempbers| ‘
[ ] oes this sound familiar? If so, please let me

know if you have additional information about the investigation that may help us develop a good
Cyber example.

Thanks,
David

David A. Ford
Section Chiel
Cybar Intelligence Section

Patriots Pluza - 4th Floor

Diract:

Maobile : :

STE: . b2

RS )
S

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

EFF/Lynch-167
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Serial Description ~ Unrecorded Serial

Total Deleted Page(s) ~ 7
Page 6 ~ b2, b7E

Page 7 ~ b2, b7E

Page 78 ~ b2, b7E

Page 90 ~ b2, b7E

Page 91 ~ b2, b7E

Page 93 ~ b2, b7E

Page 94 ~ b2, b7E

FEDERAL BUREAU OF INVESTIGATION

FOIPA [ 2 etrfmn
. DELETED PAGE INFORMATION SHEET

A
114
1S
\le
\
e
119

XXXXXXXXXXX

), 9.9.0.0.0.9.0.0.0.9.0.0.4
X Deleted Page(s) X
X No Duplication Fee X

X forthis Page X

PO 0000 000000.00.00000.00004

Q—M,W
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DECLASSIFIED BY 65179/DHH/BAW/STP/bls
on 02-17-2011

Qutside the Scope

From:

CTD) (FBI)

Senf: Wednesday, June 03, 2009 3:53 PM
To: (WF) (FBLY:

ksu) (FBD);] [(sv) (FBD)

Subject: RE:

%_—l(cm) (FeD;l_______ |(CTD)OGA);| [CTD) (FBD)i| _ |
OGC) (FBI% : , -

RECORD 415

. Not sure who is the source, but it may be. | wouldn't be surprised to find that it is all a ruse to cover the fact that they are

_ not CALEA compliant!

From:
Sent:
To:
Cce

Subject:

WF) (FBI)
Wednesday, June 03, 2009 1:21 PM

SESRET
RECORD 415

That's all | can say, wow. Not that it will help much, but would you like me to reach out tol |
egal counsel? Or is this subpoena nonsense coming from her?

Investigative Operations Analyst
Northern VA RA Squad A-2

Desk
Blackberrv

From:
Sent:

| CTD) (FBI)
Wednesday, June 03, 2009 9:28 AM

b7C
b7E

J(cD) (FBD} ) |
ko) (rD)” [CTD)(0GA);| _c) (FBY)] | (o]cl]

sU) (FBR—————————Ksu) (FB

ksuy (rBD)] [su) (FBD)

b2
b6
b7C
b7E

bé

1)
[ciD) (FeI);| [€TD)(0GA)] kcro) (FaIY locc)

b7C

1 EFF/Lynch-168
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FBI WF) (FBI)
Subject: b2
o b6
RECORD 415 ) : . b7C
Do 319 ‘ . b7E
All,

Liust got a call froni_d?_r] at DITU. He advised that they are still working on|
claims they need a subpoena to set that up {per DITU that is not true). DITU is reaching out to them again today, and

will call me back with the results. My feeling is that if they still aren't compliant by today, we should go ahead with a

motion to comply and/or for contempt because this is ludicrous (legal term). We need to make them comply, and more
importantly, make it clear to all providers that failure to comply has consequences. Are we mice or men?

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97 Fore‘i ence Investigatie
DECLA ON: 20340603

SECRET

DERIVED FROM: G-3 FBI Classification ations
DECLASSIFY ON: 20340603

SECRET

ence Investi

DERIVED FROM: . Bl Classiﬁcatioq Guide G-3, dated 1/97, Foreign Counterinfeiligence Investigations

DECLAS N: 20340603
) T

- EFF/Lynch-169
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DECLASSTFIED BY 65179/DMH/BAU/STP/bls
ON 02-17-20L11

b6
: . ) b7C
From: { . __KCTD)(FBI) . ,
Sent: Wednesday, September 22, 2010 3:25 PM : Outside the Scope
To: HQ-DIV13-CONUS'§
Subject: FW: New Information: NSL / V&P (froml:] Presentation 09.17)
Attachments:

SFFISA.SEPTEMBER.2010.pptx; faq.update

SECRETIINOFORN

RECORD 415

Here are the PowerPoint slides from the presentation (if you're interested); | have the full copy of the briefing book from
Friday if you see there's something else you need.

— 7 Outside the Scope
lﬁl

SFFISA.SEPTEMBERfaq.update (25 KB)
.2010.pptx (20...

I:] mentiongd that althouaH are not responding to NSLs, other
companies (i.e ~[are still honoring and producing decent results.
b2
: b6
Staff Operations Specialist b7C
Counterterrorism Division ’ b7E

ITOS1/CONUSV / Team 2
lnternal;_] T |
Office

From: | jcTo)(FBY)
Sent: Tuesday, September 21, 2010 1:09 PM
To: * HQ-DIV13-CONUS 5
‘Subject: New Information: NSL / V&P (from Presentation 09.17

: SCE MU — ) .
S TINOFORN b7C
RECORD 415

Goad afternoon!t

"Here is some of the information from the Friday presentation by SIOAE:_T__kSan Francisco Division) regarding
obtaining information from Internet Service Providers and social networking sites. | will send out an electronic copy of the
powerpoint slides as soon as | receive onel

1+ ~ EFF/Lynch-170
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b2
b6
i
b7E

Let me know if you would like more information about the presentation or clarification of anything I've included here. (I'
keep you posted if | hear of any more NSL updates!)

[

Staff Operations Specialist
Counterterrorism Division
ITOS1/CONUSYV / Team 2

Internal
Office

DERIVED-FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterinfelligence-nvestigations

DECLASSIFY ON: 20350921

2 EFF/Lynch-171
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-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligénce Investigations
ON: 20350921 .
SECRET//NOFQRN

EFF/Lynch-172
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

o(b)(1) a(b)(7)(A) 0(d)(8)
=(b)(2) a(b)(7)(B) 0(j)(2)
a(b)(3) a(b)(7)(C) ak)(1)

a(b)(7)(D) o(k)(2)

=(b)(7)(E) a(k)(3)
: a(b)(7)(F) a(k)(4)
a(b)(4) a(b)(8) a(k)(5)
a(b)(5) a(b)(9) a(k)(6)
a(b)(6) a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only. .

o Document(s) originated with another Government agency(ies). These documents were
- referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following humber(s) are to be used for reference regarding these pages:

EFF/Lynch 173-174: 2 page undated talking points "User Guide" on how to read User, History;
and Messaging Information provided by an Internet Service Provider (ISP).

) 9.0.9.0.9.0.0.9.0.0.9.0.9.9.049.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
P .0.0.0.0.0.9.0.0.6.9.90.9.009.0.04
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OPCA-20 (12-3-96)- -

'FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

_Section 552 Section 552a

B(b)(1) a(b)(7)(A) 0(d)(5)
=(b)(2) a(b)(7)(B) a()(2)
o(b)(3) a(b)(7)(C) a(k)(1)

a(b)(7)(D) a(k)(2)

&(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)
a(b)(4) a(b)(8) a(k)(5)
B(b)(5) a(b)(9) a(k)(6)
a(b)(6) h a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultatlon with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The fallowing number is to be used for reference regarding this page:

EFF/Lynch 175: 1 page April 22, 2010, talking points summary of what a social networking
company is, and what can, or can not be obtained with a NSL/Subpoena.

P0G 0000 0.0.0.0.0.0.0.00¢.0.¢
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
§9.0.0.0.0.0.0.9.00.9.0.0.9.09.004
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

4 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) a(d)(S)
®(b)(2) a(b)(7)(B) a(j)(2)
o(b)(3) o(b)(7)(C) ok)(1)
a(b)(7)(D) a(k)(2)

=(b)(7)(E) o(k)(3)

: a(b)(7)(F) o(k)(4)

0(b)(4) a(b)(8) a(k)(5)
0(b)(5) a(b)(®) o(k)(6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 176-179; Pages 2-3 and 5-6 of a 6 page talking points paper dated September 2, 2010, titled, "Frequently Asked
Questions," and is referred to on Bates page 170 as an attachment titled, "SFFISA.SEMPETBER.2010.pptx.faq.update.”
Document pages 1 and 4 were determined to be outside the scope of plaintiff's FOIA request. This ‘answer list' was developed to
answer frequently asked questions of FBI investigative personnel concerning obtaining data, interpreting data, and preservation
of data provided by an Internet Service Provider (ISP) in response to a FISA order, NSL, or search warrant. )

XAXXXXKXKAKXXKXXKXXXAKX
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9.9.0.0,0.0.0.9,:0.0.0.9.0.0.9.0.¢9.4
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FIED BY 65179/DMH/BAU/STP/bls
-2011

on 02-17
From: [ l(CTD)FBI) -
Sent; | Tuesday, September 21, 2010 1:09 PM
To: HQ-DIV13-CONUS 5
Subject: New Information: NISL / V&P (from|:Pre
T/INOFORN
RECORD 415

Good afternoon!!

Here is some of the information from the Friday
obtaining information from Internet Service Pro
powerpoint slides as soon as | receive one!

sentation 09.17)

presentation by SIOAI I(San Francisco Division) regarding
iders and social networking sites. I|will send out an electronic copy of the

1 EFF/Lynch-

80
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Let me know if you would like more informatior; about the presentation or clarificatfon of anything I've included here. (Il
keep you posted if | hear of any more NSL updates!)

1

Staff Operations Specialist . b2
Counterterrorism Division ' bé
ITOS1/CONUSV / Team 2 b7C
LX-1, 4s-112

Internal

Office:

=

ide G-3, dated 1/97, Foreig_n Coun erlhtelligence Investigations

EFF/Lynch-381
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DECLASSIFIED BY 65179/DNH/BAW/STP/bls

ON 02-17-2011
From I lcTD)FBY)
Sent: er 22, 2010 3:08 PM
To: (SF) (FBI)
Subject RE: Questions Regarding LX-1 09/17 Presentation .
S T

RECORD 415

Thanlfs,:I'

Have a wonderful rest of the week,

Staff Operations Specialist
Counterterrorism Division
ITOST/CONUSV / Team 2
LX-1, 4s-112
Internal

Office

SF) (FBI)-

RECORD 415

[ ]

Wednesday, September 22, 2010 2:24
—— .

T NS Regarding LX-1 09/17 Presentation

PM

b6
b7C

b2
b6
b7C

Yes, everyone else stills honors and produces decent results in resp‘?nse to NSLs.

SFFISA.SEPTEMBER.2010.pptx >> << File: fag.update >>

This is not everything, as you can tell b

SIOA

Supervisor, Squad 1S-6
San Francisco Division/San Jose RA
(office)
(STE)
Blackberry)

b2
b6
b7cC

¥ the table of contents, but it i

EFF/Lynch-]

the lion’s portion.

82

Qutside the Scope
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b2

- . b6
From| lcTo)(FBY) p7C

Ser..t:lu.esdax..ae.utemlier 21,2010 9:01 AM , ‘ i. b7E
To: (SF) (FBI)

Subject: Questions Regarding LX-1 09/17 Presentation

RECORD 415

[ 1

Thank you for all your help during your very informative presentation on Friday at 1X-1! As | did not arrive in time to obtain

a briefing book, | was wondering if you could sénd me the powerpoint slides or any additional-information you handed out
at the auditorium. :

| forgot to ask before]

[ truly appreciate your help and clarification!

Have a wonderful rest of the week,

Staff Operations Specialist
Counterterrorism Division
ITOS1/ CONUSV / Team<2
LX-1, 4s-112

Internal

Officeq |

' SECRET

DERIVED FROM: G-3 FB lessm

DECLASSIFY ON: 922

SECRE ' ' T

e G-3, dated reign Counterintelligence Investigations

EFF/Lynch-183




-

i

Case3:10-cv-04892-RS Document41l-5 Filed03/01/12 Pa{e}?\%%z

FEDERAL BUREAU OF INVESTIGATION m

FOIPA

DELETED PAGE INFORMATION SHEET - QWVQ_Q_,

Serial Description ~ Unrecorded Serial

Total Deleted Page(s) ~ 2 S

Page 26 ~ b1, b2, b5, b6, b7A, b7C, b7E 209
Page 27 ~ b1, b2, b5, b6, b7A, b7C, b7E 2100

) 9.0.0.0.0.0.0.0.9.90.0.0000.90006604
X  Deleted Page(s) X

X No Duplication Feg X

X  for this Pa%e X

) 0.0.0.0.00.0.0.0.00.0.00.0.09¢.0.660.001
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SESREL

| From: SABOL, SHERRY E. (OGC) (FBI)

| Sent: Tuesday, May 27, 2008 8:01 PM

To: _CAPRONI VALERIF E (OGC) (FBI)

Cc: OGC) (FBI); (OGC) (FBI);
(OGC) (FBI 0GC) (FBI)

Subject: ‘ |

SEDPRET DATE: 01-12-2011

RECORD OTD ALL INFORMATION CONTAINED CLASSIFIED BY 65179/DMH/BAW/STP/bls

HEREIN IS UNCLASSIFIED EXCEPT REASON: 1.4 {d)
Valeri WHERE $HOUN OTHERWISE DECLASSIFY OM: 01-12-2036
aierie,

| am seeking clarification from OTD| . ‘ ]

bl

- b5
Also, | was mistaken { ' b6

b7C

b7D
b7E

Sherry E. Sabol

Section Chief

Science and Technology Law Office
Office of the General Counsel

HQ:]
Chantiily] . |
bb_ I

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI
WITHOUT PRIOR OGC APPROVAL

EFF/Lynch-184

__SEeREL.
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From:
Sent:
To:
Cc:

Subject:
SE%T '
RECORD OTD

_SEeRel_

SABOL, SHERRY E. (OGC) (FBI)}
Wednesday, May 28, 2008 11:54 AM

CAPRONI VAL ERIE E, (OGC) (FBI)
OGC) (FBI); OGC) (FBI);
(OGC) (FBI DGC) (FBI)

RE:| |
ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

| believe it does not speék to that issue.

DATE: 01-12-2011
CLASSIFIED BY 65179/DMH/BAW/STP/bls
REASON: 1.4 (d})

DECLASSIFY ON: 01-12-2036

Valerie,

| am seeking clarification from OTD[

b2
- I confirmed that what | have was inartfully drafted { : {’)2_
bi7C
b7E
Sherry E. Sabol
Section Chief
Science and Technology Law Office
Office of the General Counsel
HQl ]
Chantilly] |
PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI
WITHOUT PRIOR OGC APPROVAL
From: CAPRONI, VALERIE E. (OGC) (FBI)
Sent: Wednesday, May 28, 2008 10:28 AM ) .
To: ‘ RY E. (OGC) (FBI)
Cc: losoy e[ Joeo) (Fen) (0GC) (FBI);
‘ 0GC) (FBI) b2
Subject: ‘ b5
bé
SECRET b7C
RECORD OTD bTE
_On the last piece:|
From: . SABOL, SHERRY E. (OGC) (FBI)
Sent: Tuesday, May 27, 2008 8:01 PM
To: (0GC) (FBI) - )
Cc: 0GC) (FBD[ JoGe) (FBIy coce) (FBD);
(OGC) (FBI)
- Subject: B2
b5
gECORD oTD be
e b7C
b7E

EFF/Lynch-185
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_SBERET

Also, | was mistaken -| b5

Sherry E. Sabol
Section Chief
Science and Technology Law Office

Ofﬂfﬁ.ﬂﬂhﬂ.@ﬁﬂ.e.[al]Counsel
HQ

Chantilly] ' |
bb)

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI
WITHOUT PRIOR OGC APPROVAL

FROM: Multiple Sources
FY ON: 20330527

EFF/Lynch-186
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ALL INFORMATION CONTAINED :}iEi%ﬁﬂEjil DATE: 01-12-2011
HEREIN IS UNCLASSIFIED EXCEPT CLASSIFIED BY 65179/DIMH/BAV/STP/bls
| WHERE SHOWN OTEERWISE ' REASON: 1.4 (c,d)
| (%) DECLASSIFY ON: 01-12-2036
From: SABOL, SHERRY E. (OGT) (FBI) b2

Sent: Thursday, June 19, 2008 8:51 AM b5
E%%L_CAEEQNLh;mALERﬁE E. (06c) (EBI):l | (0GC) (FBI); e
(0GEY _(CERTY 1 (0GCY (FRI) bIC
{8y - Subject: -FWi-MEETING- | 7D

SW . b7E

RECORD 315

Forwarded FYI from| 3

Per discussions with]

sherry E. Sabol

Section cChief

Science and Technology Law Office
office of the Genera? counsel

HQ: [ . | . b2
Chaptally- 1 - ‘ I

bb:
PRIVITEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR
OGC APPROVAL

From: (BL) (FBI) bl
Sent: Thursday, June 1O, 2008 6:38 AM b2
To: ](LO) (FBI); | Cotp) (FBI); SABOL, SHERRY L3
E. (OGC) (FED) ' b6
cc | Co10) (FBD) 3| N (CBIG: 5 H bo7c
s LLBLY T(FBT) ' ' b7D
! Siibject:"MEETING- ' b7E
SECRET
RECORD 315

Colleagues,
on_06/19/08 1

.

I

nd sherry: Please let me know if you are aware_ of and_can support this
proposed date change. with your confirmation, we will make lodging arrangements and
document Country Clearance (already verbally approved), and formalize this response

with an EC.
bl
Let me know. . ] b2
— -
: b6
biC
Page 1 ‘ 27D
EFF/Lynch-187 b7E

SESRET
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SESRET

(8) e

SEC

FW MEETING-
DERLVED FROM: Multiple Sotrce
DECLMGSIFY ON: 20330619

S

DERIYED FROM: Multiple Sources
DECLASSIFY ON: 20330619
SECBET

Page 2

SEERET

EFF/Lynch-188

t>xt

bl
b2
b5
b7D
b7E
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ALL INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED ]
DATE 01-12-2011 BY 65179/DMH/BAW/STP/bls

‘ From: CAPRONI, VALERIE E. (OGC) (FB!)
: Sent: Monday, June 23, 2008 3:54 PM
j To: . SABOL, SHERRY E. (OGC) (FBI); (OGC) (FBI);
| (OGC) (FBI); [(OGC) (FBI); b2
| 1 [(OGCY(EBI - ] b5
Subject: RE: | b6
SENSITIVE BURUNCLASSIFIED bIC
NON-RECORD b7E
Yes - we met witH __|and others about a year ago.l
Can you cali] jo discuss, please?
From: SABOL, SHERRY E. (OGC) (FBI)
Sent: ] woos 2:19 PM
To: (0GC) (FBY)| koscyren] ____oGe) (FBI);
~ |(0GC) (FBI) ' b2
Cc: CAP :
Subject: FW: | 05
b6
SENSITIMUNCLASSIFIED : b7C
NON-RECORD b1E
| am not familiar with the discussion regarding|
From: | KOTD) (FBI)
Sent: onday, June 23, 1:35 AM
To:  —— N (7))
Cc L) (FBI);| l(BL) (FBI); SABOL, SHERRY E. (OGC) (FBI);
(OTD) (FBD
Subject: REl | - b2
-b5
SENSIT@NCLASSIF!ED _ bs
NON-RECORD ' b7cC
b7E
(FOUO) Sorryl ~lbut] . lwas acting at my advice. and I'm in turn abiding by DOJ
direction.

Please see your US Attorney's Office International Coordinator for the MLAT procedure and format.

! regrat the impact this has on your case.

b2
From: ] kou) (Fer) bs
Sent: Mondav. June 23, 2008 10:42 AM b7C
Tor (BL) (FBD)] KOTD) (FBI) b7E
Cc: I(GD) (FBD)
Subject: l

EFF/Lynch-189
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UNCIMASSIEIED
NON-R RD

Sorry to bother you,

/ However, | have an investigation|

b2
b5
bé
bic
b7E

Thank you for your time and assistance.

allas

‘ b2
desk) b6
cell) b7cC

UNGLASSIFIED

UNCLASSIFIED

SENSITI ‘ia T UNCLASSIFIED

UNCLASSIFIED

EFF/Lynch-190




Case3:10-cv-04892-RS Document41-5 Filed03/01/12 Pagel43 of 228

i
r

DECLASSIFIED BY 65179/DMI/BAV/STP/bls

From: SABOL, SHERRY E. (OGC) (FBI) ON 01-12-2011 )

Sent: Tuesday, July 29, 2008 8:53 AM : b6
To: DICLEMENTE ANTHONYP (OTD) (FBI)I . I(OTD) (FBI) »7¢c
Cc: | (OGC) (FBI) '

Subject: Special Project

Attachments: |
) T//INOFORN g
REC DIAS,268-H

;l'ony

Following discussions with

b2

b6
b7C
b7E

Question: |

FROM: G-3 FBI CIassnflcatlon Guide G-3, dated 1/97, Foreign Counterlntelllgenc
"iVo ations

SECRET/NOFORN

EFF/Lynch-191
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ALL INFORMATIOII CONTAIMNED

| HEREIN I$ UNCLASSIFIED EXCEPT CLAS&IFIED BY 65170/DMH/BAV/STP/bls
| WHERE SHOWN OTHERWISE SECRET. REASON: 1.4 (c)
; (8) o DECLASSIFY ON: 0l1-12-2036
| . P oy
}5{Thls document describes| T — ) b2
| ' | b5
TR - b7E
(s)
(s)

SEsker EFF/Lynch-192
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, b1
SteRes b2
(3] b5
T b7E
(S}

Eerel. EFF/Lynch-193
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\ .

| . . -

| SERRET_ bl

| : b2
b5
b7E

Sample Monitor Output

EFF/Lynch-194

SperEL_
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b2
b5
bTE

EFF/Lynch-195

SRR
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DECLASSIFIED BY 65179 /DMH/BAW/STP/bls

ON 01-12-2011 .

[(OTD) (FBI)

From: DICLEMENTE, ANTHONY P. (OTD) (FB!)
Sent: Monday, August 04, 2008 12:13 PM

To: rsaaol SHERRY F_(OGC) (FBI);

Ce: | (0GC) (i)
Subject: RE: Special Project

SECRET/! ORN

RECORBDIAS,268-HQ

Sherry,

Anthony P. DiClemente
Chief, Data Acquisition / intercept Section
Operational Technology Division

From: SABOL, SHERRY E. (OGC) (FBI)
Sent: Tuesday, July 29, 2008 9:53 AM

To:, ' _DICLEMENTE, ANTHONY P. (OTD) (FBI);
Cc: (OGC) (FBIL)
Subject: &P ‘ -

SE T/(HOFORN
RECO AS,268-HQ

Ton ]

[ lomew

Following discussions witl

Thanx.

EFF/Lynch-196
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b2
b5
| bTE

EFF/Lynch-197
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DECLASSIFIED BY 65179/DMH/BAW/STP/bls
0N 01-12-2011

From: SABOL, SHERRY E. (OGC) (FBI)

Sent: IJALfﬂugsg_ax_Qcmbgzlzg, 2008 2:51 PM

To: (OGC) (FBI) -

Subject: FW: Special Project b2

SESRET/{OFORN bS5
RECORD DIAS268-HQ b6
‘ b7C

b7E

_This appears to be the last communication | havel

Sherry E. Sabol
Section Chief

* Science and Technology Law Office
Office of the General Counsel
HQ
Chantilly] |
bb
PF!I VILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE QUTSIDE THE FBI
WITHOUT PRIOR OGC APPROVAL

From: DICLEMENTE, ANTHONY P, (OTD) (FBI)

Sent: Monday, August 04, 2008 12:13 -

To: (OGC) (F8I) OTD) (FBI)

I —

St_:bject: RE: Special Project bS5
REFINOFORN ' _Egc

RE D DIAS,268-HQ b7

Sherry,

Anthony P. DiClemente ”

Chief, Data Acquisition / Intercept Section

Operational Technology Division

From: SABOL, SHERRY E. (OGC) (FBI) b6

Sent: Tuesday, July 29, 2008 9:53 AM b

To: DICLEMENTE, ANTHONY P. (@TD) (FBI) OTD) (FBI) 7c

Ce: I:—r:l (OGC) (FBI)
Subject: pecial Project

SEQ%ETIINOFORN :
EFF/Lynch-198
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RE DIAS,268-H

Following discussions witH

b2
b5
b6 .
b7C
b7E

Thanx.

|
k< Fite] | B>

FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
ln ions

LASSIFY ON: 20330616
RET//NOFORN

EFF/Lynch-199




DATE: 0l-12-2011
CLASSIFIED BY 635179/DMH/BAW/STP/bls
REASOM: 1.4 (c,d)

DECLASSIFY ON: 0l1-12-2036

Case3:10-cv-04892-RS Docgr&iﬁ Filed03/01/12 Pagel52 of 228
: S _

ALL INFORIMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

From: SABOL, SHERRY E. (OGC) (FBI) bl

Sent: MM_QQM.T‘ 29, 2008 3:13 PM b2
To: ) QGC) (FBI),

TAE@.N.LM_ALERLE.E.,OGC) (FBI) b5
Cc: kOGC) (FBI) (OGC) (FBY) Egc
Subject: RE] | '
- b7D
_SESRET b7E
RECORD FISA
[ Tland | have discussed this and Iwas here lastweek | ]
R R I P
5] Per - —
' [2dvised fﬁ_al

(8

(517"

g

{8y

|l mentioned to

] spbke with Tony DiClemente about this today - | believe OTD-will

" “Teach out d

Sherry E. Sabol
Section Chief

EFF/Lynch-200.

e
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Science and Technology Law Office

Officg of- Counsel
HQ:
Chantilly:

bb: ' .
PR"VEEFD‘DEJ’B‘)!—'RA TIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI
WITHOUT PRIOR OGC APPROVAL
From: ] QGC) (FBI)
Sent: ctoper 29, 2008 1:07 PM
To: (OGC) (FBI); CAPRONI, VALERIE E. (OGC) (FBI)
Ce: SA RRY E. (OGC) (FBI)
Subject: RE?EI
UNCLASSIFIED
NON-RECORD
- We scheduled and then cancelled this brief. Valerie, you had asked a question of Sherry but she b2
had not received a copy of thé memo. May | suggest that we try to schedule a meeting for 5
I__Laaolu'tion of this matter the week after next?| ' , E’Glc
' | b7D
b7E

DGC, National Security Law Branch
Office of the General Counsel
Room

From: | J(oGe) (FBD)

Sent: uesday, October 28, 2008 1:55 P

To: CAPRONI, VALERIE E. (OGC) (st)r___—___kosq (F81)
Subject: FW: I

UNCLASSIFIED
NON-RECORD
I _ | 1am getting dinged on this-on a regular

basis. ]
his is still on hold.

Assistant Geﬁéral Counsel .}32

National Security Law Branch oS

Office of General Counsel FBI bé
Voice . . b7C
Pager bZD
Secure Fax ' b7E
Fax

From: | lcoTD) (FBI)

EFF/Lynch-201

b2
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Sent: .ML_QCID.IJEL?B 2008 12:43 PM b2
To: NH) (FBI)

e awyen——  Joroyren[ oso rerpd
Subject: bé

b7C
UNCLASSIFIED b7D
NON-RECORD ’ b7E

| ive copied AGd:]erein as|

know he has some knowledge of the issue.

From: I ](NH) (FBI)
Sent: Tuesday, October 21, 2008 9:00 AM

To: OTD) (FBI)

Cc: | |(NH) (FBI) . .

Subject: I

I b2

UNCLASSIFIED . b5

NON-RECORD i - b6
b7C
b7D

New Haven

EFF/Lynch-202
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Page 1 of 4
From] 0GC) (OGA) s
Sent: Tuesday, November 24, 2009 10:17 PM bé
To{ [OGC) (FBI) bic
Subject:|

DECLASSIFIED BY 65179/DMH/BAW/STP/bls

- ON 0l1-12-2011
SEQB%T_IL_Q,.QR_N
RECORD xx

I have been having trouble with my FBI net so sorry for the late response.

1 Thanks -- this is helpful. For what it is worth — 1 think this went very well. ndlZlalways do such a great

| job and the Court really responds to both of them. 1 really like getting them before the judges -- | think it is very

| good for the FBI because of the goodwill they always engender. Please pass along my thanks to them for always b6
being so accomodating for the FISC meetings. b7C

Thanks —:

From| l(oGC) (FBD)
Sent: Friday, November 13, 2009 6:16 AM
To; 0GQC) (OGA)
Subjecty

This is what caused a bit of a stir.

7 ‘ b2
‘ b5
| | b6
Deputy General Counsel ' . b7C -
National Security Law Branch . b7E
l Office of the Gelneral Counsel
From:| |
Sent: Tuesday, November 10, 2009 6: 28 PM )
To: SABOL, SHERRY E. (OGC) (FBI) b5
cq (0GC) (FBD) |(OGC) (0GA) b6
Subject] | b7C

| might have missed you for the day.. N
| " |Will you forwar nd have him coordinate wm] Ianq__l-l am
really hobbled not having access to my e-mail on et. '
As | have discussed witﬂ |and| |
| | EFF/Lynch-203

file:/\Fbinet\r30hss1d-hql\Homel]  My%20Documents\EFF%20Litigation\RE... 12/14/2010
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: Page 2 of 4

Iknow|_____Jis out of the country so[___Jand | are working on scheduling a SVTC for a prep session on

Monday. | would propose early afternoon, say noon or 1:00.... b2
: b5
- < b6
] p1C
Sent: Tuesday, November 10, 2009 6:01 PM b7E
To: 'SABOL, SHERRY E. (0GC) (EBIY;] [(0GC) (0GA)
Ce —__KFBD)
Subjecti

Sherry-my fbinet email is not working. will you call me at|

From: SABOL, SHERRY E. (OGC) (FBI)| | .

Sent: Tuesday, November 10, 2009 5:15 PM

To (0GC) (OGA)

Cc (OGC) (OGAY:| (FBI)] I
Subject| —

SECGRET//INOFORN

RECORD FISC

From: I IOGC) (OGA)

Sent: Tuesday, November 10, 2009 5:10 PM
To: SABOL, SHERRY E. (OGC) (FBI?__l
c: [ T0GO) (OGA); : (0GC).(FB1)|

]
Subject: | |

§E§¢§£ywngxuy!

EFF/Lynch-204

file:/A\Fbinet\r30hss1d-hq1\Home1 ‘ My%20Documents\EFF%20Litigation\RE... 12/14/2010
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g

L1

National Security D

ivision, Office of Intelligence

United States Department of Justice

« offic
(page

e)
r)

From: SABOL, SHERRY E. (OGC) (FBI)
Sent: Tuesday, November 10, 2009 3:44 PM

. To: OGC) (OGA)
Cc: 0GC) (OGA
Subject: I

SESKET/IINOFORN

RECORD FISC

I:lPIease see

the attached emails.

Filed03/01/12

(OGC) (FBl)

Pagel57 of 228
Page 3 of 4

Sherry.

<< Filef

From:

0GC) (OGA)

Sent: Tuesday, November 10, 2009 3:16 PM

To: SABOL Y
Subject:

.

Hi Sherry,

Hope all is well |

[l.am on emergency duty this week and

jlist wanted to make sure | planned accordingly.)

Thanks so much,

%atlonai ;ecurity Division, Office of Intelligence

i Department of Justice
(office)
(pager)

From: SABOL, SHERRY E. (OGC) (FBI)

Sent:_Eu.di.!..Qm.bsi
To:

30, 2009 2:50 PM

Ce:

Subject: |

S%ETIINOFORN

file:/\\Fbinet\r30hss1d-hq! \Homel

OGC) (OGA); 0GC) (OGA)
8o (Fl;r')_—_'_:K

- EFF/Lynch-205

My%20Documents\EFF%20Litigation\RE... 12/14/2010
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Thanks. Sherry.

b2
b5

DERIVED FROM: Multiple Sources ' e
DECWASSIFY ON: 20341030 o
SEZRET/NOFORN
DERIVED FROM: Multiple Sources
DES§ IFY ON: 20341030
SEGRET/NOFORN

_ DERIVEY FROM: Multiple Sources
DEC SIEY ON: 20341030
SEZRET//NOFORN

RIVED FROM: Multiple Sources .
DECLASSIFY ON: 20341030
SECRET//INOFORN

ASSIEY ON: 20341113
RET/NOFORN

EFF/Lynch-206

file:/A\Fbinet\r30hss1d-hq1\Home] My%20Documents\EFF%20Litigation\RE... 12/14/2010
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I Page 1 of 2

' ALL INFORMATION CONTAINED
From: SABOL, SHERRY E. (OGC) (FBI) HEREIN I$ UNCLASSIFIED EXCEPT

Sent: Monday, November 30, 2009 10:58 AM WHERE SHOWN OTHERWISE
To:l i l ‘ I
Ce: CAPRONI, VALERIE E. (OGC) (FBI):] (OGC) (FBI)| m |
' (QGCQ) (FBD l(0GC) (FBI) -
Subject: FW:| | DATE: 01-12-2011 b2
. CLASSIFIED BY 65179/DMH/BAU/STP/bS
Importance: High REASON: 1.4 {c,d} b6
DECLASSIFY ON: 01-12-2036 b7cC
b7D
b7E
All -please see the attached proposed agenda and list of attendees lvhich I just received.

Please advise how the Department would like to proceed.
.Thank you.
Sherry.
Sherry,
| have included below a proposed agenda and list of attendees. The agenda is based on previous discussions
that we have had regarding ¢ add/delete/change/refine those points as you see fit. 1am going
to forward this information tg . 0 he can make the final arangements for our visit by hopéfully
COB today?
‘Agenda:
bl
b2
b5
bo
b7C
b7D
b7E
- -
|:5:| [P R ——

3! | SERRET Erp/Lynch-207

file:/\Fbinet\r30hss1d-hq\Homel| ______ |fy%20Documents\EFF%20Litigation\F...  12/14/2010
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% , g Page 2 of 2

[ _ - . . : bl
) b2
b5
b7D
(8}~ | b7E
Attendees;
Fél:
] b6
Anthony DiClemente, Section Chief, Data Acquisition/ Intercept Section bic

Sherry Sabol, Section Chief, Science and Technology Law Office
Chief Advisor, Data Network Collection
Supervisor, Data Intercept Technology Unit

(8-

bl

b7C
b7D

(5]

DOJ: .
?77? ‘ . ) i
(8} tinerary: ™ ...
e [ i
b7D
(B b
FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
AnRo2
[ ; - :bl
(5) b7D

iEFF/ Lynch-208

b6 |
file:/\Fbinet\r30hss1d-hq\Homel| ___ |fy%20Documents\EFF%20Litigation\F...  12/14/2010b7¢ ;
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable -
material available for release to you.

Section 552 Section 552a

B(b)(1) =(b)(7)(A) 0(d)(5)
B8(b)(2) : a(b)(7)(B) 0(j)(2)
o(b)(3) ®(b)(7)(C) a(k)(1)
a(b)(7)(D) o(k)(2)
=(b)(7)(E) a(k)(3)
a(b)(7)(F) o(k)(4)
E(b)(4) 0(b)(8) O(k)(5)
=(b)(5) n(b)(9) a(k)(6)
=(b)(6) : o(k)(7)

‘0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). TH;se documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later.date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Liynch 209-210: Partly classified 2 page internal e-mail dated December 9, 2009 where 'Peer to
Peer Applications' were discussed using details obtained from a pending investigation to show how
limitations in ELSUR capabilities is hampering investigations. A portion of both these pages are
classified SECRET in accordance with E.O. 13526 of December 29, 2009.

) 9.9.0.90.9.9.0.9.9.0.09.9.99.9904
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
D 0.0.0.0.0.0.9.0.9.0.90.9.09004
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DECLASSIFIED BY 65179/DNH/BAW/STP/bls
O 01-12-2011L

From: [CyD) (FBI)

Sent: Friday, November 12, 2010 11:10 AM b6
To [(DO) (FBI) b7C
Cc {CyD)(FBI) .

Subject: Upcoming Director's Meetings

Importance: High

S%Q{T//NOFORN

[ ]

Listed below are the response | received regarding talking points for the Director. bé

b7C

I hope this helps. Let me know if you need any additional information.

l&]

l Ihas been very supportive of criminal investigations in the following ways:

b2
05
b7E

l::](Final Revised version sent on 11/12/2010, at 6pm appears below):

20101111.Director'
s Meeting wi...

Issues for Director
visit.wpd ...

s}QRET//NOFORN

EFF/Lynch-212
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 01-12-2011 BY 65179/DMH/BAW/3TP/bls

| - Director Mueller’s Talking Points Request fo1| | b2
FBIHQ/Cyber/SOIS/IIOU Input X b3
. b5
Topic: Relative to the effective and efficient cooperation and assistance received from b7E
Issue 1|

Issue 3{

Issue 4:|

EFF/Lynch-213
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2 {ormation aparoved by

Srformation provided bs:

g Litead

POC

Approyer st ho 2

Pagel65 of 228

the DAD ievel ur higher.,

Cyber'SGISTIOU b6
b7C

\‘1 PA
Nenvember 12,2010
88A Lyber’SOIS TOG

ALL INFORMATION \ CONTAINED
HEREIN IS UNCLASSIFIED
DATE 01-12-2011 BY 65179/DMH/BAW/STP/hls

EFF/Lynch-214
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“ ALL INFORMATION CONTAINED
DATE: 01-12-2011

CLA$SIFIED BY 65179,/DMH/BAW/STP/bls .
REASON: 1.4 (c)
DECLASSIFY ON: 01-12-2036 MNOFORN

(U -

VHERE SHOWN OTHERWISE

-HEREIN I3 UNCLASSIFIED EXCEPT

bl
b2
b5
b7E

(S) San Francisco is assigned|

(U) A major obstacle isI

{(U) At one time in the recent past,l

(U] [nay have an issue with|
I .

MNOFORN
EFF/Lynch-215
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_SERFET /NOFORN b2
b5
b7E

5)

(U) From the operational side, San Francisco has heard from other field offices that the

L]

(U) San Francisco Cyber Agents have worked with{

W]

MNOFORN

EFF/Lynch-216
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DECLASSIFIED BY 65179/DMH/BAW/STP/bls
O 01-12-2011

" Fromy koyd) (FBI)
Sent: Monday, November 15, 2010 10:09 AM ‘
Tof [DO)(FBI); [(DOY(FBI)
Cc: HQ-DIV16-EXECUTIVE-STAEE! |(CyD)(FBI)] (CyD)(FBI);
|y (Fa);| [(cvD) (FeD) B COIG: N
_ [(cyp) (FBT) 7c
Subject: FW: Upcoming Director's Meetings
Importance: High
For All:
Here is the CyD response for the Director’s Office from last week. |attached the most recent
version of thei_:,!ocument provided by:Everything else remained unchanged.
. b2
VR/" b5
i ‘ b7cC
SSA| |
CfberDhﬁﬁon,ExecuﬁveStaﬁ
From| (CyD) (FBI)
Sent: Friday, November 12, 2010 11:10 AM
To: DO) (FBI)
Cc: yD)(FBI) b6
Subject: Upcoming Director's Meetings p7C
Importance: High
SéiRET/ /NOFORN
Listed below are the response | received regarding talking points for the Director.
| hope this helps. Let me know if you need any additional information.
VR/ i o :
- b2
b5
Microsoft has been very supportive of criminal investigations in the foIIowing'ways: ﬁ?}c
b7E

EFF/Lynch-217
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Final Revised version sent on 11/12/2010, at 6pm appears below):

20101111.Director
s Meeting wi...

Issues for Director
visit.wpd ...

}K@/NOFORN

EFF/Lynch-218
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FEDERAL BUREAU OF INVESTIGATION - :
FOIPA Do~

- DELETED PAGE INFORMATION SHEET Q p

Serial Description ~ Unrecorded Serial

Bt Bpe Duplicto o Britten Porg

~ Total Deleted Page(s) ~ 36

Page 5~ b2, b7E "‘;'3:3,'_‘
Page 6 ~ b2, b7E -
Page 26 ~ Duplicate 2.4
Page 27 ~ Duplicate . 2Rz
Page 35~ Duplicate 217
Page 36 ~ Duplicate - 28
Page 44 ~ b1, b2, b6, b7A, b7C, b7D, b7E 250
Page 45 ~ b1, b2, b3, b6, b7A, b7C, b7D, b7E =5 |
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Page 195 ~ b1, b2, b5, b6, b7A, b7C, b7D, b7E g8
Page 200 ~ b2, b3, b5, b6, b7A, b7C, b7E 299

) 0.0.0.0.0.0.0.009.00.0006.690000600¢
X Deleted Page(s) X
N piascn ey

or this :
XXXXXXX XXXXXXXXXXXX




Case3:10-cv-04892-RS Document41-5 Filed03/01/12 Pagel71 of 228

_SESRET

ALL INFORMATION CONTAINED

SECRET//ORCON,NOFORN HEREIN IS UNCLASSIFIED EXCEPT
RECORD 220A ) . WHERE SHOWN DTHERWISE
DATE: 01-12-2011
2::: ! Friday, May 28, 2010 fgﬂ?éffl) b2 CLASSIFIED BY 65179 /DMH/BAW/STP/bls
To: ) ) (NY) (FBD) b6 REASON: 1.4 (c)
Cc: (NY) (FEI) BIC DECLASSIFY ON: 01-12-2036
Subject: " RE: Review ol b7E
RECORD 220A
We'll do.
Thanks

-

Supervisory Foreign Language Program Coordinator b2
ID-22, Unit 4, Chelsea Building, New York Jggc
fax)
STE)
[( Cell)
From: | . I(NY) (FBI)
Sent: Friday, May 28, 2010 12:35 PM
To: NY) (FBI)
Cc: NY) (FBI)
Subject: Review of]
Importance: " High
SEERET//ORCON,NOFORN i;
RECORD 220A b6
b7cC-

[ ] | | o
re[_]

As we discussed today, please remind l

EFF/Lynch-219

i
'
l
T
m
)

(2 | ;mﬁﬁ\
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SESREL_

Best,

SA| b2
FBI New York bé
DesH b7C
Cell:

DERIXED FRQOM: G-1 FBI Classification Guide G-1, dated 1/99 Foreign Government lnformatlon
DECLASSIFIGATION EXEMPTION 4 .
SECRETY/ORCON.NOFORN

DERIVED FROM: G-1 FBI Classification Guide G-1, dated 1/99, Foreign Government Information
TION EXEMPTION 1

DERIVED F

-1, dated 1/99. Foreign Government Information
DECLASSI ’

EFF/Lynch-220

_SEeREL_
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5

From: | [cD) (FBI)

Sent: i 08, 2010 1:51 PM
Tor (OGC) (OGA)
Subject; - FW;

ib-cyd-20061219-ufouo.pdf

Attachments:
ET/NOFORN
RECORD 220C

From: (DI)(FBI)
Sent: 010 10:30 AM
To: (CD) (FBI)
(o] (CTD) (FBI)

Subject:

SEXRET/INOFORN
RECORD 2200

ALL INFORMATION CONTAIMED

HEREIN IS UNCLASSIFIED EXCEPT

WHERE $HOWN OTHERWISE b2
b6
b7cC
b7E

DATE: 01-12-2011
CLASSIFIED BY 65179/DMH/BAW/STP/bls
REASOM: 1.4 (c}

DECLASSIFY OM: 01-12-2036

I:I Is there any information you might be able to pass along th:I Thanks.

-
.
Lok
ib-cyd-20061219-uf
ouo.pdf (76 ...
From: 1 co) (F81)

Sent: i 010 10:21 AM
To: . (DI)(FBI)
Subject: FW]] ’

Importance: Hig

SE%_E_TI/NOFORN
RECORD 220C

_I:Ihave you seen anything on this? ThanksD

From: | l(mmy (FBI)
Sent: Friday, Jan 010 10:00 AM
To: CD) (FBI)
Cc: (F8I)
Subject:

Importance: Ig

SE%ETI/NOFORN

EFF/Lynch-221
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“SECRET_

RECORD 220C

[ ]

SA

Miamr Division
Squad T-6

Desk
Cell:

YASSIFICATION EXEMPTION 1
SEZRETNNOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
Invesfigations

DEQYASSIFICATION EXEMPTION 1
SEGRET//NOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
Invesfigations .

DEQUASSIFICATION EXEMPTION 1

ET/NOFORN

S
EFF/Lynch-222
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

B(b)(1) a(b)(7)(A) B(d)()
®(b)(2) a(b)(7)(B) 0(j)(2)
a(b)(3) B(b)(7)(C) a(k)(1)
B(b)(7)(D) o(k)(2)
®(b)(7)(E) a(k)(3)
a(b)(7)(F) BO(k)(4)
o(b)(4) a(b)(8) B(k)(5)
B(b)(5) a(b)(9) B(k)(6)
a(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) fthey (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

] The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 223-224: 2 page internal "FBI Intelligence Bulletin," prepared by the FBI Cyber
Division, dated December 19, 2006, and is referenced as an attachment titled, "ib-cyd-20061219-
ufouo.pdf" on Bates page 221. Discusses new technological advances in the Voice-over-IP
network (VoIP) services that limit ELSUR capabilities. '

D.0.0.0.9.0.0.0.0.9.0.00.9.99.094
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
ID.9.0.:0.0.0.0.0.0.0.0.0.0.9.0.009.4
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ALL INFORMATION CORTAINED

HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

From: | I(CD) (FBI)
Sent: _ﬂidai__.la.m.lauma_ﬁow 12:21 PM
To: (TP) (EBL : l(co) (F8i:
l(88) (FBI); [cD) (FBI)I—U_L_—_I
lco)EBN] [(CD) (FBJ —_J(cD) b2
(FBD] KCD) (FBI); KCD) (FBI); b6
KCDL(EB [CD)(ERl);,  bTC
S M ) (CON)| [D1) (FBI)] | B7E
(PXNMERN .
Cc:
Subject: FW- (CTD) (FBI) DATE: 01-12-2011
SE T//INOFORN ' CLASSIFIED BY 65179/DMH/BAW/STP/bls -
RECORD 220C REAS0N: 1.4 (c)
- DECLASSIFY ON: Ol-12-203f

I:] FYl on Please contacl:]before forwarding. Thanks —|:I

) b2

From: ] 1(cTD) (FaI) ] b6

?g“tl i 010 11:12 AM b7C

Subject: < (DI)(FBI) CD) (FBI) b7E

SECRET/NOFORN

RECORD 220C
bl
b2
b5
b7E

: ; EFF/Lynch-225
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SESRET

I know that wasn't the answer you had hoped for, but | hope it helps none-the-less. Let me know if
you have any more questions, or need anything else,

Cheirls,

1A] |

ECAU |

"If a man does not know to which port he is sailing, no wind is favorable.”

ERIVED FRQM: G-3 FBI Classification Gu:de G-3, dated 1/97, Foreign Counterintelliogence

\MEI GATION EXEMPTION 1

SECRET/NOFORN

DHRIVED FROM: G-3 FBI'CIas'sification Guide G-3, dated 1/97, Foreign Counterlntelligence
InVlestigatiors

DECLASSIFICATION EXEMPTION 1
SEGRET/NGFORN

DER ROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterlntelllence
Investigatidns

DECHASSIFICATION EXEMPTION 1

SECRET//NOFORN

DERI lROM G-3 FBI Classlflcatlon Guide G-3, dated 1/97 Foreign Counterlntelllqence

lnvest%atigns
DECLASSIFICATION EXEMPTION 1
\lOFORN

DERIVED FROM: G-3 FBI Classnflcatlon Guide G-3, dated 1/97, Foreign Counterintelligence
Investigations

DERIVED FROM: G-3 FBI Ciassification Guide G- 3, dated 1/97, Foreign Counterintelligence
tibns

EFF/Lynch-226

SEEREL




EFF/Lynch-227
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ALL INFORMATION CONTAINED M DATE: 01-12-2011

HEREIN IS UNCLASSIFIED EXCEPT ) CLASSIFIED BY 65179/DUH/BAV/STP/bls
WHERE SHOUN OTHERUISE REASON: 1.4 (c)
DECLASSIFY OMN: 01-12-2036 b2’
b5
. be
Thanks for the email, good to hear from you again. That is an interesting question, and a tough Bb7C

with, but this all applies to Cl as well:

|
\
) one to answer, but here goes. | speak for the CTD side, because that is what | am most familiar b7E

| know that wasn't the answer you had hoped for, but | hope it helps,none-the-leés. Let me know if
you have any more questions, or need anything else,

-

IA
ECAU

"If a man does not know to which port he is sailing, no wind is favorable."

from: L Tonerey
Sent: I_E;i.daLJa.u.uant_'zom 10:30 AM
To: (CD) (FBI)
Cc: 1 | «cTD) (FBI)
Subject: RE: Skype

EFF/ Lynch-228
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SERRET

SE T//INOFORN
RECORD 220C

b2
b6
b7C
bTE
Is there any information you might be able to pass along toDThanks.
<< File: ib-cyd-20061219-ufouo.pdf >> -
From: l kco) (FeI)
Sent: Friday, January 08, 2010 10:21 AM .
Tor L_T_lg__j(mxm) b2
Subject: : be
Importance: High bicC
b7E
SECKET//NOFORN
RECORD 220C
D have you seen anything on this? Thanks!D
From: | [(MM) (FBI)
Sent: Friday, January 08, 2010 10:00 AM
To: . [CD) (FBI)
Ce J(MM) (FBI)
Subject:
Importance: High
SE@ET//NOFORN
RECORD.220C
1 b1
b2
b5
b6
b7c
b7E
SAL |
Miami Division
Squad T-6
Des}
Cell:

DERIVED FRO?@-?» FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
Investigatgis

DECLAS ATION EXEMPTION 1

EFF/Lynch-229
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eeRel

ECRET//NOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
Inyestigations
DECLASSIFICATION EXEMPTION 1
SECRET/INOFOQ

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterlntelligence

DECLASSIFICATION EXEMPTION 1
SECRET//NOFORN

DERINED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
Investigatiohs
DECLASSIFICATION EXEMPTION 1
SECRHT//NOFORN

DERIVELD) FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
Investightions

DECLAZSIFICATION EXEMPTION 1

SECREFI/NOFORN

DERIYEDIFROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
Investigations

DECLASSIFICATION EXEMPTION 1

SEGRET/IINOFORN

EFF/Lynch-230
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TSESRET

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT

WHERE SHOWN OTHERWISE b2

From: I CD) (FBI) b6
Sent: ’J-;w@laa 2010 11:55 AM bIc
To: . (MM) (FBI) [viv) (FBI) b7E
Subject: FW
&I IINOFORN DATE: 01-12-2011
RECORD 220C CLASSIFIED BY 65179/DMH/BAW/STP/bls

REAS0N: 1.4 {c}

DECLASSIFY ON: 01-12-2036
From: | | (DI)(FBI)

Sent: i 011:17 AM
To: cmy@en]___ |eoyrep
Subject: RE

S%ETHNOFORN ' b2 -
RECORD 220C bé

bic
b7E
Great!
Good to hear from you as welDThanks for the detailed response - much appreciated!
5
From: | | (cTD) (FBY)
Sent: triday, Jenuary 08, 2010 11:12 AM
To: [ |(DI)(FBI);|:CD) (FBI)
Subject: ‘R‘E‘]__I
SEOKET/INOFORN
RECORD 220C
bl
b2
Thanks for the email, good to hear from you again. That is an interesting question, and a tough 05
one to answer, but here goes. | speak for the CTD 5|de because that is what | am most familiar b6
with, but this all applies to Cl as well: 2;;

m EFF/Lynch-231
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/m

I know that wasn't the answer you had hoped for, but | hope it helps none-the-less. Let me know if
you have any more questions, or need anything else,

Cheers,

1Al |
ECAU
| |

“If a man does not know to which port he is sailing, no wind is favorable."

From: (DI)(FBD)
Sent: “Friday, Janua 2010 10:30 AM
To: (CD) (FBI)
Ce: ' (CTD) (FBI)
Subject R

SEQ&THNOFORN
RECORD 220C

l:::l— Is there any information you might be able to pass along toDThanks.

<< File: ib-cyd-20061219-ufouo.pdf >>

From: § CD) (FBI) .
Sent: Friday, January 08, 2010 10:21 AM
To: (DI)(FBI)
Subject:

Importance: High

SE%ETI/NOFORN
EFF/Lynch-232
\S/E’ﬂtﬁ
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SEBRET

RECORD 220C

- bl
I:lhave you seen anything on this? Thanks!|:| ]}zg
b6
From: l | (MM) (FBI) ]};;g
Sent: Friday, January 08, 2010 10:00 AM :
To: - (CD) (FBI)
Cc: | ] ) (FBI)
Subject:
Importance: 19
%ETHNOFORN
RECORD 220C

]

(8]

SA| |
Miami Division
Squad 7-6

Desk
Cell:

DERIVED FROM: G/3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
Invéstigations

DECQLASSIFICATION EXEMPTION 1

SECRET//NOFOR

DERIVH : G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterlntelligence

Investige
DECLASSIFICATION EXEMPTION 1
SECRET/\NOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
Investigatibns

DECLASSIFIEATION EXEMPTION 1

SECRET//NOFORN

DERIVY G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

DECLASSIFICATION EXEMPTION 1

SECRET//INOFOR \

EFF/Lynch-233

el
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DERIbED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/87, Foreign Counterintelligence
Investigati
DECLASSIFICATION EXEMPTION 1
SECRET/INOF

EFF/Lynch-234
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E ) : DATE: 01-12-2011

CLASSTIFIED BY 65179/DIE/BAU/STP/bls

REASON: 1.4 (c)

1: 01-12-2036
From: | kCD) (FBI) DECLASSIFY ON: 01 0
Sent: Friday. January 08, 2010 11:55 AM , b2
To: | [onFan] |(CTD) (FBI) BTe
Subject: RE. b7E
SESRET//INOFORN '
RECORD 220C ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOUN OTHERWISE
Wow -- ThankD
From: N J(D1)(FBI)
Sent: Friday, January 08, 2010 11:17 AM
To: [ jcTD) (FBI)I I(CD) (FBD)
Subject:
SECRET//INOFORN
RECORD 220C b2
DELURY <UL b6
b7C
Great! bTE
Good to hear from you as weI:IThanks for the detailed response - much appreciated!
Take care[
From: [ |(CTD) (FBI)
Sent: i 010 11:12 AM
To: onee;[__ Jeb)(Fen
Subject:
SECRET//NOFORN
RECORD 220C
bl
b2
) ) b5
T‘hanks for the emall, good to hear from you again. That is an interesting question, and a tough b6
one to answer, but here goes. | speak for the CTD side, because that is what | am most familiar b7C
with, but this all applies to C! as well: b7E

EFF/Lynch-235
T
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(8] e

bl
b2
b5
be
bic
] o b7E

I know that wasn't the answer you had hoped for, but | hope it helps none-the-less. Let me know if

you have any more ‘questions, or need anything else,

Cheers,

1A

|E AU |

"If a man does not know to which port he is sailing, no wind is favorable."

From: R |(o1)(FBI)

Sent: Friday, January 08, 2010 10:30 AM

To: - C |CD) (F8I)

Cc: (CTD) (FBI)

Subject: b2

. : b6
S%TIINOFORN b7c
RECORD 220C b7E

l:l Is there any information you might be able to pass along to Thanks.

<< File: ib-cyd-20061219-ufouo.pdf >>

From: - l(co) (81) . b2

Sent: Friday, January 08, 2010 10:21 AM : b6

ot C korren B7C
ubject: FW :

Importance: HigL——I b7E

SE%@T/INOFORN

EFF/Lynch-236
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SESRET_

RECORD 220C
bo

l__—_lhave you seen anything on this? Thanks|:| b7C

From: | I(MM) (FBI)

Sent: __Friday, January 08, 2010 10:00 AM

To: ] (CD) (FBI)

Cc: ‘ (MM) (FBI)

Subject: .

Importance: Hig

SESRET/INOFORN

RECORD 220C

[ 1

S ' |
Miami Division

Squad 7-8

DesK |

Cell] [

DERIVED FR(JM: G-3 FBI Classification Guide G-3, drated 1197, Foreign Counteiintelligence

Investigationg

DECLASSIF]
CRET/ING

ATION EXEMPTION 1

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

lnvesgi'eaglons
DECLASSIFICATION EXENMPTION 1

SECREY//NOFORN

CATION EXEMPTION 1
SECRET//INOFORN ’

EFF/Lynch-237

SEEREL

bl
b2
b5

b7C
b7E
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DERl\)BD 'FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
Investigtions

DECLASSIKICATION EXEMPTION 1

SECRETIIN RN -

DERIVED FROM:
Investigations

DECLASS$IFICATIONNEXEM
SECRET//NOFORN

-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterlnteiligence

PTION 1

EFF/Lynch-238

BEeREL
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S
>< DATE: 0l-12-2011
CLASSIFIED BY 65179/DMH/BAW/STP/bls

REASON: 1.4 (c}

From: | |(CD) (FBI) DECLASSIFY ON: 0Ll-12-2036 b2
Sent: rEd.da;.lanuan&B.fM 0 10:33 AM b6
To: (MM) (FBIY [MM) (FBI) b7C
Subject: Fwi{ | : b7E
g\tEtachr%r&tg:F ORNib-cyd-20061219-ufouo.pdf © ALL IHFORMATION CONTAINED
RECClozERD 220C HEREIN IS UNCLASSIFIED EXCEPT

WHERE SHOWN OTHERWISE

From: I I (DI)(FBI)
Sent: Friday, January 08, 2010 10:30 AM
To: [CD) (FBD)

Cc: ) CTD) (FBI)
Subject: RE:I I ‘

. b2
SE%TIINOFORN b6

RECORD 220C -

b7C
b7E
I:]— Is there any information you might be able to pass along tonThanks.
ro:
ib-cyd-20061219-uf
ouo.pdf (76 ...
RE D 220C
: bl

b2
b5
beé
b7cC
b7E

SA__ l

Miami Division

Squad T-6

DeskK

Cell:

DERIVED FROM: G-3 FBI Classifim& dated 1/97, Foreign Counterl'ntelliqence

g EFF/Lynch-239

SECREC




Case3:10-cv-04892-RS Document41-5 Filed03/01/12 Pagel91 of 228

Investigation

DECLASSIFIJATION EXEMPTION 1
SECRET//NOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
Investigatipns
DEGLASSIFICATION EXEMPTION 1
SECRET/INOFORN

DERI FROM: G-3 FBI Classification Guide G-3, date 1/97, Foreign Counterintelligence
Investlfjations
DECLASSIFICATION EXEMPTION 1
SECREV//NOFORN

DER } FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
Invéstigations
DECLASSIFICATION EXEMPTION 1

S?CRETII*OFORN

EFF/Lynch-240

v
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material-available for release to you.

Section 552 Section 552a

O(b)(1) a(b)(7)(A) 0(d)(5)
a(b)(2) o(b)(7)(B) 0()(2)
o(b)(3) a(b)(7)(C) a(k)(1)

a(b)(7)(D) a(k)(2)

a(b)7)(E) a(k)(3)

a(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) a(k)(5)
0(b)(5) a(b)9) a(k)(6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

o Document(s) originated with another Government égency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

X Page(s) were not considered for release as they are duplicates of other released pages.

Page(s) withheld for the following reason(s):

= The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 241-242: These pages are duplicates of Bates pages 223-224, which is the same
"FBI Intelligence Bulletin" attachment referenced on Bates pages 221, 229, 232, 236 and 239.

P .9.0.0.9.9.0.0,.0.0.9.0,0.0.0.00.9
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
D90 0.0.0.9.0.9.00.0.9.0.9.00.004
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S

7

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT

From: [ Tco) (FBI) WHERE SHOWN OTHERWISE ng
Sent: [_Eddai_,l_a.nu_a,nduw 10:32 AM 'bsc
To: (DIFBI) bTE
RECORD 220C CLASSIFIED BY 65179/DMH/BAW/STP/bls

REASON: 1.4 {c}
DECLASSIFY ON: 0l-12-2036

Thanksl!

From: | | (DI)(FBI)

Sent: Friday, January 08, 2010 10:30 AM

To: [cD) (FBL)

Cci |(CTD) (FBI)

Subject: RE:I I

SECRET/INOFORN b2

RECORD 220C ;b6
bh7cC
b7E

Is there any information you might be able to pass along to I:]Thanks.

<< File: ib-cyd-20061219-ufouo.pdf >>

From: ] J(cD) (FBI)

Sent: Friday, January 08, 2010 10:21 AM '

To: | 1(DI)(FBI) b2
Subject: FW b6
Importance: Hig b7C

SEOKET/NOFORN b7E
RECORD 220C
have you seen anything on this? Thankslzl

From: | I(MM) (FBL)
Sent: rEﬂgaLw_zlmo 10:00 AM
To: CD) (FBI)

Cc: (MM) (FBI)

Subject:

Importance: High b2

SERRET/NOFORN : 3‘22

RECORD 220C b7C
b7E

]

S
M EFF/Lynch-243
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SEsReC

SA
Miamr Division
Squad T7-6

Desh
Cell:

Investigations
DRCLASSIFICATION EXEMPTION 1
SECRET//NOFDRN

DERIVED FROf: -3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

DERJVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

lnve%tigatio;’s
DECLASSIFICATION EXEMPTION 1

SECRET//INQOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

ROM: G-3 FBI.Classification Guide G-3, dated 1/97, Foreian Counferintelligence

ns
%ATION EXEMPTION 4

SECR7!I/NQFORN

EFF/Lynch-244

SpeReL

bl

b5
b6
b7cC
bTE
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT

Sent: ; Eridav, January 08, 2010 10:30 AM

To: . (CD) (FBl)

Cc: (CTD) (FBI) DATE: 01-12-2011

Subject: . RE: CLASSIFIED BY 65175/DMH/BAWN/STP/bls

REASON: 1.4 (c)

Attachments: ib-cyd-20061219-ufouo.pdf DECLASSIFY ON: 01-12-2036 b2

SEGRET/NOFORN : ?ggc

RECORD 220C bIE

' I:I— Is there any information you might be able to pass along to E_—_}'hanks.
w3
ib-cyd-20061219-uf
ouo.pdf (76 ...

From: -] lco) (FBY)

Sent: Friday, January 08, 2010 10:21 AM

To: . L_ (DI)(FBI)

Subject: FW - b2

Importance:  Higl . b6

b7C
SECRETIINOFORN VIE
RECORD 220C .
l:lhave you seen anything on this? Thanks!D :

From: - ] fomM) (FBI)

Sent: Eridav_lanuary 08,2010 10:00 AM

To: CD) (FBI)

Cc: (MM) (FBI)

Subject: :

Importance: [I¢] bl

SEQRET//NOFORN : ' Jgg

RECORD 220C i b6
biC
b7E

EFF/Lynch-245
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SESREL

SAL i

Miami Division ‘ b2
Squad T-6 6
Desk . bic
Cell:

DE IVEE[FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
Investigations
DECNASSIFICATION EXEMPTION 1

SECRE[T/INOFORN

DERI D FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
Investidations

n Counterlntelligence

SECRETIINC){ORN

EFF/Lynch-246

Seerel_
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release fo you.

Section 552 Section 552a

a(b)(1) a(b)(7)(A) a(d)(5)
a(b)(2) a(b)(7)(B) a()(2)
a(b)(3) o(b)(7)(C) ak)(1)

a(b)(7)(D) a(k)(2)

a(b)(7)(E) a(k)(3)

o(b)(7)(F) a(k)(4)
O(b)(4) o(b)(8) a(k)(5)
o(b)(5) a(b)(9) a(k)(6)
a(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

o0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

X Page(s) were not considered for release as they are duplicates of other released pages.

Page(s) withheld for the following reason(s):

= The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 247-248: These pages are duplicates of Bates pages 223-224, which is the same
"FBI Intelligence Bulletin” attachment referenced on Bates pages 221, 229, 232, 236, 239, 24
and 245. ,

) 9.0.9,:4.9.0.0.9.0.9.9.9.0.9.0,6.0.04
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
D 9.9.0.6.0.0.0.0,.00.9.9.0.9.0.99.0
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

From: | l(cD) (FBI)
Sent: i 40 10:21 AM
To: | ‘ CGED
Subject: Fw DATE: 01-12-2011.
CLASSIFIED BY 65179/DMH/BAW/STP/bls
Importance: High REASON: 1.4 {c})
SEeRET//INOFORN DECLASSIFY OM: 01-12-2036 P2
RECORD 220C b6
—_— b7C
b7E
I_—_I have you seen anything on this? Thanks![l
From: | MM (FBI)
Sent: _Fri 010 10:00 AM
To: - i(CD) (FBD)
Cc: ) (FBI)
Subject:
Importance: g
SECaé//NOFORN
RECORD 220C
b1
b2
b5
b6
b7C
b7E
{8) .
SA
| MiamrDivision
‘ - Squad T-6
| Desk
| Cell:

DER\VED FRQ{M: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
Invedtigatiojis

DEC ICATION EXEMPTION 1

SECRET//NOFORN

IFICATION EXEMPTION 1

SE%ET%NOFORN

EFF/Lynch-249
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section §52a

=(b)(1) &(b)(7)(A) o(d)(5)
=(b)(2) a(b)(7)(B) o()(2)
a(b)(3) &(b)(7)(C) a(k)(1)

a(b)(7)(D) a(k)(2)

=(b)(7)(E) a(k)(3)

B(b)(7)(F) a(k)(4)
o(b)(4) o(b)(8) (k)(5)
a(b)(5) a(b)(9) o(k)(6)
&(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain-information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

& The following number is to be used for reference regarding this page:

EFF/Lynch 250: Page 4 of a 5 page classified internal e-mail chain dated between July 26-29,
2010. E-mail chain pages 1-3 were determined to be outside the scope of plaintiff's FOIA
request. This page is classified SECRET in accordance with E.O. 13526 of December 29, 2009.

) 9.0.0.0.0.9.0.0.0.9.0.0.0.6.09.004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 0.0.0.0.0.0.9.0.0.0.0.0.0.0.9.0.094
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
=(b)(1) 2(b)(7)(A) 0(d)(®)
®(b)(2) a(b)(7)(B) a()(2)
=(b)(3) B(b)(7)(C) B(k)(1)
18 U.S.C § 2516 ®(b)(7)(D) o(k)(2)

=(b)(7)(E) B(k)(3)
o(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) B(k)(5)
a(b)(5) a(b)(9) a(k)(6)
®(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final releaise determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

& The following number is to be used for reference regarding this page:

EFF/Lynch 251: Page 5 of a 5 page classified internal e-mail chain dated between July 26-29,
2010. E-mail chain pages 1-3 were determined to be outside the scope of plaintiff's FOIA
request. E-mail chain page 4 withheld in full on Bates page 250. This page is classified
SECRET in accordance with E.O. 13526 of December 29, 2009.

D9 0.0.0.9.0.0.0.0.9.0.0.9.9.00.904
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D 0.0.0.0.0.9.0.0.0.9.09.00.0.0004
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the-exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

=(b)(1) B(b)(7)(A) a(d)(5)
&(b)(2) a(b)(7)(B) a()(2)
o(b)(3) B(b)(7)(C) a(k)(1)

=(b)(7)(D) o(k)(2)

w&(b)(7)(E) o(k)(3)

a(b)(7)(F) , a(k)(4)
a(b)(4) a(b)(8) a(k)(s)
a(b)(5) a(b)©) a(k)(6)
=(b)(6) : a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
. or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

& The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 252 and 254: Pages 3 and 5 of a 5 page classified internal e-mail chain dated
between July 26-29, 2010. E-mail chain pages 1-2 were determined to be outside the scope of
plaintiff's FOIA request. E-mail chain page 4 withheld in full at Bates page 253. These pages
are classified SECRET in accordance with E.O- 13526 of December 29, 2009.

$O0.0.0.0.9.0.0.0.0.6.9.6.6.9.0.6,04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
DI 0 0.0.0.0.0.0.9.0.99.00.00004
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
| where indicated, explain this deletion. )

X Deletions were made pursuant to the exemptions |nd|cated below with no segregable
material available for release to you.

Section 552 . ‘ Section 552a

®(b)(1) ”(b)(7)(A) - B(d)(5)
®(b)(2) o(b)(7)(B) 2(}(2)
B(b)(3) ’(b)(7)(C) a(k)(1)
18 U.S.C § 2516 ®(b)(7)(D) o(k)(2)
B(b)(7)(E) B(k)(3)

: o(b)(7)(F) o(k)(4)

a(b)(4) o(b)(8) B(k)(5)
a(b)(5) , o(b)(9) a(k)(6)
®(b)(6) ' a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the titie only.

o Documenf(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 253: Page 4 of a 5 page classified internal e-mail chain dated between July 26-29,
2010. E-mail chain pages 1-2 were determined to be outside the scope of plaintiff's FOIA
request. E-mail chain pages 3 and 5 withheld in full at Bates pages 252 and 254. This page is
classified SECRET in accordance with E.Q. 13526 of December 29, 2009.

P O0.00.0.0.0.0.0.0.0.9.0.6.0.0.0,04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D00 0.00.000.4.9.00.00.004
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"OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,

where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable

material available for release to you.

=(b)(1)
=(b)(2)
O(b)(3)

Section 552

a(b)(4)
a(b)(5)
=(b)(6)

&(b)(7)(A)
o(b)(7)(B)
=(b)(7)(C)
&(b)(7)(D)
(b)(7)(E)
a(b)(7)(F)
o(b)(8)

o(b)(9)

Section 552a

o(d)(5)
0()(2)
o(k)(1)
o(k)(2)
o(k)(3)
o(k)(4)
o(k)(5)
o(k)(6)
o(k)(7)

O Information pertained only to a third party with no reference to the subject of your request

or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were

referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the

other agency(ies).

Page(s) withheld inasmuch.as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other

released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 255: Page 3 of a 4 page classified internal e-mail chain dated between July 26-28,
2010. E-mail chain pages 1-2 were determined to be outside the scope of plaintiff's FOIA

. request. This page is classified SECRET in accordance with E.O. 13526 of December 29, 2009.

)9.0.9.:0.0.0.0.0.0.0..6.¢.6.9.0.0.9.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
PO 00.0.0.0.0.909.00.9.0.9.0.004
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

&(b)(1) : B(b)(7)(A) a(d)(5)
®(b)(2) o(b)(7)(B) o()(2)
®(b)(3) B(b)(7)(C) o(k)(1)
18 U.S.C § 2516 ®(b)(7)(D) o(k)(2)

B(b)(7)(E) o(k)(3)

o(b)(7)(F) a(k)(4)
o(b)(4) a(b)(8) a(k)(5)
B(b)(5) o(b)(9) a(k)(6)
®(b)(6) ) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

& The following number is to be used for reference regarding this page:

EFF/Lynch 256: Page 4 of a 4 page classified internal e-mail chain dated between July 26-28,
2010. E-mail chain pages 1-2 were determined to be outside the scope of plaintiff's FOIA
request. E-mail chain page 3 withheld in full on Bates page 255. This page is classified
SECRET in accordance with E.O. 13526 of December 29, 2009.

D 0.0.0.0.0.0.0.9.0.0.0.0.0.0.0.90.04
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9.0.0,4.0.0.0.0.0.0.0.9.0.0.0.6.004
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

=(b)(1) &(b)(7)(A) o(d)(5)
=(b)(2) o(b)(7)(B) o()(2)
a(b)(3) B(b)(7)(C) o(k)(1)

=(b)(7)(D) o(k)(2)

&(b)(7)(E) o(k)(3)

a(b)(7)(F) o(k)(4)
O(b)(4) : o(b)(8) o(k)(5)
o(b)(5) B(b)(9) o(k)(6)
=(b)(6) B(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle-only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies). ‘

Page(s) withheld inasmuch as a final release determination has not been made. You wili be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). "

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 257: Page 2 of a 4 page classified internal e-mail chain dated between July 26-28,
2010. E-mail chain page 1 was determined to be outside the scope of plaintiff's FOIA request.
This page is classified SECRET in accordance with E.O. 13526 of December 29, 2009.

XXXXKXXKXXKXK XXX XXXX
X . Deleted Page(s) X
X No Duplication Fee X
X for this page X
DIV 00 0.0.000.9.¢0.0.009.04




Case3:10-cv-04892-RS Document41-5 Filed03/01/12 Page206 of 228

OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 : Section 552a

®(b)(1) =(b)(7)(A) o(d)(5)
®(b)(2) o(b)(7)(B) 0()(2)
®(b)(3) B(b)(7)(C) o(k)(1)
18 U.S.C § 2516 ®(b)(7)(D) o(k)(2)

&(b)(7)(E) o(k)(3)

o(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) o(k)(5)
o(b)(5) o(b)(©) o(k)(6)
®(b)(6) a(k)(7)

o0 Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

8 The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 258-259: Pages 3 and 4 of a 4 page classified internal e-mail chain dated between
July 26-28, 2010. E-mail chain page 1 was determined to be outside the scope of plaintiff's
FOIA request. E-mail chain page 2 withheld in full at Bates page 257. These pages are
classified SECRET in accordance with E.O. 13526 of December 29, 2009.

) 9.0.0.0.0.0.9.9.0.0.9.0.0.0,0.0¢.0
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 0.0.0,:0.0.9.0.0.0.0.0.9.0.6.9,0.9.04
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
. material available for release to you.

Section 552 Section 552a

m(b)(1) &(b)(7)(A) B(d)(S)
=(b)(2) a(b)(7)(B) 0(j)(2)
a(b)(3) =(b)(7)(C) a(k)(1)

=(b)(7)(D) a(k)(2)

=(b)(7)(E) a(k)(3)

B(b)(7)(F) a(k)(4)
o(b)(4) a(b)(8) a(k)(S)
(b)(5) : O(b)(9) a(k)(6)
&(b)(6) ‘ a(k)(7)

o Information pertéined only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Pagé(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 260: Page 2 of a 4 page classified internal e-mail chain dated between July 26-28,
2010. E-mail chain page 1 was determined to be outside the scope of plaintiff's FOIA request.
This page is classified SECRET in accordance with E.O. 13526 of December 29, 2009.

) 9.0.0.0.0.0.0.0.0.0.0.0.96.0.0.9.04
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
D0 00.0.0.0.0.9.0.0.0.9.0.9.0.9.06.4
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

=(b)(1) &(b)(7)(A) o(d)(5)
®(b)(2) B(b)(7)(B) 0()(2)
=(b)(3) B(b)(7)(C) B(k)(1)
18 U.S.C § 2516 &(b)(7)(D) o(k)(2)

=(b)(7)(E) B(k)(3)

o(b)(7)(F) o(k)(4)
o(b)(4) B(b)(8) o(k)(5)
a(b)(5) a(b)(9) o(k)(6)
=(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the fitle only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date. '

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 261-262: Pages 3, and 4 of a 4 page classified internal e-mail chain dated between
July 26-28, 2010. E-mail chain page 1 was determined to be outside the scope of plaintiff's
FOIA request. E-mail chain page 2 withheld in full on Bates page 260. These pages are
classified SECRET in accordance with E.O. 13526 of December 29, 2009.

) 9.0.0.00.0.0.0.0.0.0.9.09.90.004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9.0.0.0.0.0.0.0.0.9.09.99.00.004
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

=(b)(1) =(b)(7)(A) a(d)(8)
=(b)(2) a(b)(7)(B) a(i)(2)
a(b)(3) =(b)(7)(C) o(k)(1)

=(b)(7)(D) - o(k)2)

=(b)(7)(E) a(k)(3)

a(b)(7)(F) - o(k4)
a(b)(4) a(b)(8) a(k)(5)
a(b)(5) a(b)(®) a(k)(6)
w(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date. '

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 263: Page 2 of a 3 page classified internal e-mail chain dated between July 26-28,
2010. E-mail chain page 1 was determined to be outside the scope of plaintiff's FOIA request.
This page is classified SECRET in accordance with E.O. 13526 of December 29, 2009.

D 9.0.0.0.6.0.0.09.0.0.9.0.9.0.6.00.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
P00 0.0 0.0.9.00.00.0.000.9.04
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

®(b)(1) ®(b)(7)(A) a(d)(5)
®(b)(2) o(b)(7)(B) o()(2)
®(b)(3) B(b)(7)(C) o(k)(1)
18 U.S.C § 2516 i 1(b)(7)(D) o(k)(2)

B(b)(7)(E) o(k)(3)

a(b)(7)(F) o(k)(4)
o(b)(4) O(b)(8) o(k)(5)
o(b)(5) a(b)(9) o(k)(6)
®(b)(6) _ o(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred-to that agency(ies) for review and direct response to you.

Page(s) contain information 'furr]ished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicéte(s) 01; (an)other
_released page(s). .

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 264: Page 3 of a 3 page classified internal e-mail chain dated between July 26-28,
2010. E-mail chain page 1 was determined to be outside the scope of plaintiff's FOIA request.
E-mail chain page 2 withheld in full on Bates page 263. This page is classified SECRET in
accordance with E.O. 13526 of December 29, 2009.

P00 0.0 0.0.0,:0.0.0.0.9.0.9.09.004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 0.9.0.0.9.0.0.0.0¢.9.96.9.90.6.0
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

. 8B(b)(1) =(b)(7)(A) o(d)(5)
®(b)(2) o(b)(7)(B) o()(2)
=(b)(3) =(b)(7)(C) o(k)(1)
18 U.S.C § 2516 ®(b)(7)(D) a(k)(2)
=(b)(7)(E) o(k)(3)

o()(7)F) o(k)(4)

a(b)(4) o(b)(8) a(k)(5)
a(b)(5) O(b)(9) a(k)(6)
=(b)(6) a(k)(7)

O Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) waslwere not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s). :

Page(s) withheld. for the following reason(s):

® The following number(s) are to be used for reference régarding these pages:

EFFE/Lynch 265-266: Pages 2, and 3 of a 3 page classified internal e-mail chain dated between

July 26-28, 2010. E-mail chain page 1 was determined to be outside the scope of plaintiff's
FOIA request. These pages are classified SECRET in accordance with E.O. 13526 of December
29, 2009.

PI00.0.0.00.0.0.6.0.90.9.00.094
X  Deleted.Page(s) X
X No Duplication Fee X
X for this page X
) 9.0.0.0.0.0.0.0.9.0.9.0,:0.0.0.0.6.04
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

2 Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 - Section 552a

=(b)(1) . ®(b)(7)(A) - 0(d)(5)
®(b)(2) o(b)(7)(B) o()(2)
®(b)(3) ®(b)(7)(C) ock)(1)
18 U.S.C § 2516 ®(b)(7)(D) o(k)(2)

®(b)(7)(E) o(k)(3)

o(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) o(k)(9)
a(b)(5) o(b)(9) o(k)(6)
®(b)(6) , o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct-response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

& The following number is to be used for reference regarding this page: '

EFF/Lynch 267-268: 2 page classified internal e-mail chain dated July 26, 2010. These pages
are classified SECRET in accordance with E.O. 13526 of December 29, 2009.

D00 .0.0.0.9.0.0.0.0.0.900,0 ¢4
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
) .9.0.0.0.0.0.0.¢.0.9.0.0.0.0.9,004
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

2(b)(1) &(b)(7)(A) o(d)(5)
=(b)(2) o(b)(7)(B) 2()(2)
=(b)(3) B(b)(7)(C) ak)(1)
18 U.S.C § 2516 ®(b)(7)(D) o(k)(2)

’(b)(7)(E) o(k)(3)

o(b)(7)(F) o(k)(4)
a(b)(4) a(b)(8) a(k)(5)
o(b)(5) o(b)(9) o(k)(6)
=(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

0 Document(s) originated with another Government agency(ies). These, documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

& The following number is to be used for reference regarding this page:

EFF/Lynch 269: Page 1 of a 2 page classified internal e-mail dated July 26, 2010. This page is
classified SECRET in accordance with E.O. 13526 of December 29, 2009. .

D00 0.0.0.0.0.90.0.9.0.9.0.9.0.06.9.4
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
P 0.0.0.0.0.9.0.0.9.0.0.0.9.0.9.09.4
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

=(b)(1) =(b)(7)(A) o(d)(5)
®(b)(2) a(b)(7)(B) o()(2)
B(b)(3) ®(b)(7)(C) o(k)(1)
=(b)(7)(D) o(k)(2)

”(b)(7)(E) B(k)(3)

o(b)(7)(F) " O(k)(4)

o(b)(4) a(b)(8) a(k)(5)
a(b)(5) a(b)(9) B(k)(6)

. ®(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response fo you.

.Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

" Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 270: Page 2 of a 2 page classified internal e-mail dated July 26 2010. E-mail page'1
-withheld in full on Bates page 269. This page is classified SECRET in accordance with E.O.
13526 of December 29, 2009.

PO0.0.0.00.0.9.9.¢.9.0.0.9.¢0.0.64
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
P .9.0.0.0.9.0.0.00.9.0.9.9.9$.904
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_SEEREL

ALL INFORMATION CONTAINED
HEREIN I& UNCLASSIFIED EXCEPT

From: I g * Iny) (FB1) HERE SHOUN OTHERWISE
Sent: Thursday, March 06, 2008 7:58 AM
To: | (CD)(FBI) DATE: 01-13-2011
Subject: RE: Verification CLASSIFIED BY 65179/DMH/BAW/STP/bls
REAS0N: 1.4 {c)
Follow Up Flag:  Follow up DECLASSIFY ON: 01-13-2036
Flag Status: Green
S&ET
RECORD NY 200J b2
b6
bic
Very nice job on this. Lets hope they follow through.
Thanks,
| |

NYO CD-12

Desk

Secure

Cell
From: ] Jnvy) (FBI)
Sent: Wednesday, March 05, 2008 3;11 PM
To: I B Ty (F1y) Jovy) (e k) (FBI)
Subject: Verification

. SECKET
.RECORD NY 200J

1 : b1
b2
I spoke with| |and she advised the following: ]1:2
' b6

b7Aa
b7cC
b7E

EFF/Lynch-271

SESRET_
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ﬁaﬁf

(&)

b5
] b
4 | e
Squad CD-12 ‘

New York Office
]

STE 11|

|
Cell: I |—

: G-3 FBI Classification Guide G-3, dated 1/97, Forei

DERIVED FRQ n Counterintelligence

n Counterintelligence

EFF/Lynch-272



{&) -
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT

WHERE SHOWN OTHERWISE

From: | [(NY) (FBI)
Sent: Wednesday, March 05, 2008 3:51 PM

To: (CD)(FBI)] Ny e
. NY) (FBIy
Subject:
DATE: 01-13-2011
Follow Up Flag:  Follow up CLASSIFIED BY 65179/DMH/BAW/STP/hls
Flag Status: Purple REASON: 1.4 {c)
S T DECLASSIFY OM: 01-13-2036

RECORD NY 200J

b2

Hi everyone, J;gc
, /

I will pass this along b7E

Thank you for your prompt reSponse.

—
[

FIG 13, Unit 3
NYO - Chelsea

From: | - INY) (FBI)

Sent: . ednesday, March 05, 2008 3:11 PM -
To: |;|(NY) (FBI)] kn) (FBI);f KNY) (FBI)
Subject: enfication

SERRET
RECORD NY 200J
[ 1] b1

[ spoke with . and she advised the following: b3
) b5

b6

b7A
bic
bTE

m EFF/Lynch-273
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_SEERET.

b2
b3
b5
b6
b7A

b7E
SA '
Squad CD-12
New York Office
l l
STE 1II:| |
Cell:| :

EFF/Lynch-274




Case3:10!cv-04892-RS Document41-5 Filed03/01/12 Page219 of 228
ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED EXCEPT DATE: 01-13-2011
(Rev. 06-04-2007) WHERE SHOWH OTHERWISE ;ﬁigﬁfﬁbf’chsm”m’m”m’“s
MNOFORN DECLASSIFY ON: 01-13-2036

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 05/04/2009

To: Counterintelligence Attn:

; Counterintelligence Attn:
i Counterintelligence Attn:
1 Counterintelligence - Attn:
| Counterintelligence Attn:
Albany Attn:

Atlanta Attn:

Baltimore Attn:

Boston 7 7 Attn:

b6
b7C

Chicago Attn:

Cleveland Attn:

Denver ’ Attn:

Detroit Attn:

Houston Attn:

Indianapolis Attn:

Jacksonville Attn:

Los Angelesl Attn:

Miami Attn:

T /NOFORN

EFF/Lynch-275




ALL I
CLASSIFIED BY 65179/DMH/BAW/STP/bls

REAZ0N: 1.4 (c)

| DATE: Do-30-26225€3:10-cv-04892-RS Document41-5 Filed03/01/12 Pa%%%%%%é%gmn
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}:EG@NOFORN

To: Counterintelligence PTrom: Counterintelligence bl
Re: (S) 05/04/2009 b2
b7E
Z§QE¢U3 Derived From— 20080301
Declassi n: 05/04/2

Reference:

(S)
(S)
(S)

Details: (S)

(U) I Iorov1der of
international telecommunications services providing voice over
internet services utilizing VOIP, a recent technology that allows
voice conversations to be transmltted over a data network using
an Internet address, or Internet Protocol (IP), instead of the

traditional phone lines. |

}D&@NOFORN

3 EFF/Lynch-276
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORNMATION SHEET

3 Page(s) withheld entirely at this location in the file. One or more of the following:
statements, where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a

®(b)(1) a(b)(7)(A) a(d)(5)
B(b)(2) a(b)(7)(B) a()@)
a(b)(3) B(b)(7)(C) a(k)(1)

o(b)(7)(D) o(k)(2)

&(b)(7)(E) a(k)(3)

a(b)(7)(F) a(k)(4)
O(b)(4) - O(b)(8) o(k)(5)
a(b)(5) a(b)(9) a(k)(6)
=(b)(6) o(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only.

o Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) wasl/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number(s) are to be used for reference regarding these pages:

EFF/Lynch 277, and 280-281: Pages 4, and 7-8 of a 12 page Electronic Communication (EC) dated May 4, 2009 as
referenced on Bates page 275. EC pages 1-3 released in part on Bates pages 275, 275-a, and 276. Bates page 275-a
inadvertently left out of original release, and now being released in part to plaintiff. EC pages 5-6 withheld in full at
Bates pages 278-279. EC pages 9-12 released in part at Bates pages 282-285. These pages are classified SECRET
in accordance with E.O. 13526 of December 29, 2009.

) 9.0.0.9.0.0.0.0.0.0.¢.9.0900.004
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
D 9.0.0.9.0.0.0.9.0.0.0.9.09.90.004
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release fo you.

Section 552 Section 552a

®(b)(1) B(b)(7)(A) a(d)(s)
®(b)(2) a(b)(7)(B) o()(2)
=(b)(3) B(b)(7)(C) ok)(1)
18 U.S.C § 2516 a(b)(7)(D) o(k)(2)

®(b)(7)(E) o(k)(3)

a(b)(7)(F) o(k)(4)
o(b)(4) o(b)(8) o(k)(5)
o(b)(5) a(b)(9) o(k)(6)
®(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the title only. ~

O Document(s) originated with another Government agency(ies). These documents were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as‘to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 278: Page 5 of'a 12 page Electronic Communication (EC) dated May 4, 2009 as referenced on Bates
page 275. EC pages 1-3 released in part on Bates pages 275, 275-a, and 276. Bates page 275-a inadvertently left
out of original release, and now being released in part to plaintiff. EC Pages 4, and 6-8 also withheld in full at Bates
pages 277, 279-281. EC pages 9-12 released in part at Bates pages 282-285. This page is classified SECRET in
accordance with E.O. 13526 of December 29, 2009.

) 9,0.0.0.0.0.0.0.0.0.0.909.0,:0.0.0,.04
X Deleted Page(s) X
X No Duplication Fee X
X for this page X
PG00 0.09.0.9.0.¢.0.09,00.094
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OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET

1 Page withheld entirely at this location in the file. One or more of the following statements,
where indicated, explain this deletion.

X Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 . Section 552a

=(b)(1) a(b)(7)(A) a(d)(s)
®(b)(2) a(b)(7)(B) o()(2)
=B(b)3) . a(b)(7)(C) ak)(1)
18 U.S.C § 2516 ) a(b)(7)(D) a(k)(2)

B(b)(7)(E) o(k)(3)

o(b)(7)(F) a(k)(4)
O(b)(4) a(b)(8) a(k)(5)
a(b)(5) a(b)(9) : o(k)(6)
o(b)(6) a(k)(7)

o Information pertained only to a third party with no reference to the subject of your request
or the subject of your request is listed in the titlé only.

o Document(s) originated with another Government agency(ies). These documerits were
referred to that agency(ies) for review and direct response to you.

Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with the
other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be
advised as to the disposition at a later date.

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other
released page(s).

Page(s) withheld for the following reason(s):

® The following number is to be used for reference regarding this page:

EFF/Lynch 279: Page 6 of a 12 page Electronic Communication (EC) dated May 4, 2009 as referenced on Bates
page 275. EC pages 1-3 released in part on Bates pages 275, 275-a, and 276. Bates page 275-a inadvertently left
out of original release, and now being released in part to plaintiff. EC Pages 4-5, and 7-8 also withheld in full at
Bates pages 277-278, and 280-281. This page is classified SECRET in accordance with E.O. 13526 of December
29, 2009. ‘

P 00.0.0.0.0.00.90.9.0.999.004
X  Deleted Page(s) X
X No Duplication Fee X
X for this page X
) 9.0.0.9.0.0.9.0.0.0.0.0.9.9.0,9.0.9.4
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MNOFORN

To: Coun Fom: Counterintelligence
Re: (8) 05/04/2009
<

bl
b2
b6
b7C
b7E

SNIOULd CNere be any gquestlons regarding this maccter, the point ol
confact will he CD-3C Cyber/Telecom Unit, SSA

)BGE@NOFORN

9 EFF/Lynch-282
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“SPSRET/NOFORN

To: Counterintelligence From: Counterintelligence

Re: (8) 05/04/2009

LEAD(s) :
Set Lead 1: (Action)
BALTIMORE

AT BALTIMORE, MARYLAND

(Q\'

' Set Lead 2: (Action)

SAN ANTONIO

AT AUSTIN, TEXAS

(S)

Set Lead 3: (Action)

WASHINGTON FIELD

AT WASHINGTON, D.C.

~3ESRET/NOFORN

10

EFF/Lynch-283
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WOFORN

To: Counterintelligence From: Counterintelligence

Re: (S) 05/04/20089

bl
b2

b7cC
b7E

(Q\l

Set Lead 4: (Action)

ALL RECEIVING OFFICES

(s) |

Set Lead 5: (Info) -
COUNTERINTELLIGENCE

AT WASHINGTON, DC

|:U:| ........................... S g

K For information of CD-3A, CD-3C, CD-3D, CD-3E,
CD-4B. Redd and clear.

Set Lead 6: (Action)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

and

/Q\l

WNOFORN

11 EFF/Lynch-284
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SESTT/NOFORN

To: Counteriptelligence From: Counterintelligence i;
Re: = (8) 05/04/2009 BIE

Set Lead 7: (Action)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

LN

/\sEc@NOFORN

12 EFF/Lynch-285




