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~-------------------------------------------------------------------------------------, 

ICOTD) (FBI) 
~----------------~.~--~--~--------------------------------------------ab6 __. b7C From: 
Sent: 

"=-="-:-....,--____,..,......,.=~(OTD) (FBI) 

To: 
Friday, January 11, 2008 9:41 AM·.---------. 
I I<OTD) (FBll:l I(OTD) (FBI);L..I ____ ___. 
(OTD) (FBI);I I(OTD) (FBI) 

Subject: 

Importance: 

UNCLASSIFIED 
NONwRECORD· 

RE: Going Dark 

High 

. Thanks for your: inputs. Before I launch this out to Tony today, please review it for sanity and technical accuracy. Added 
or better high-level case descriptions would be welcome as Tony emphasized that context. I plan to send it to him after 
lunch. 

From: 
Sent: 
To: 
Subject: 

I IcarD) (FBI) 
thursday, January 10, 2008 3:05 PM 
I . l(OTD) (FBI) 
RE: Going Dark 

UNCLASSIFIED 
NONwRECORD 

aile: Technologylmpact DITU 01092008v1.wpd » 

I entered some case reference for the Wireless. 
if that is part of the DITU response. 

c:::J 
ss~ I 
Data Intercept Technology Unit 
Operational Technology Division 

1- !Office 

From: 
Sent: 

I koTD) (FBI) 

b6 
b7C 

renee that0provided, but not quite sure 
--~~~ b6 

b7C 

b2 

To: 
Thursday, January 10, 2008 9:00 A~M!...-----. 
I [(OTD) (FBI);I l<oTD) (FBI);._I ____ ___.l<aTD) (FBI);a_l -........,.----ll<oTD) 
(FBI) 
FW: Going Dark ~~c 
High 

Subject: 
Importance: 

UNCLASSIFIED 
NONwRECORD 

I. realize th~ directions for this task got mixed up within the unit, but please go back to your portion of the narrative {file's 
embedded below) and add case references and anecdotes as Tony cites below. Sorry, I need it today. 

EFF/Cardozo-403 

1 
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I(OTD) (FBI)~ 

To: 
Subject: 

I lcOTD) (FBI) 
RE: Going Dark Initiative · 

CJ 
My findings are as follows: 

1.1~.--__________ --JI seems to be 

From: 
Sent: 
To: 
Cc: 
Subject: 

• 
I !(oro) (FBI) 
Monday. January 0~8 8:15 AM 

I (OTD) fFBI) 
(OTD) (FBI);t~~:::::::::I(OTD) (FBI);L..I ----~KOTD) (FBI) 

RE: Going Dark Initiative 

UNCLASSIFIED 
NON"RECORD 

Sure 

Not surewhat kind of write up they want so we will try this 

From: 
Sent: 
To: 
Cc: 
Subject: 

I lcoro) (FBI) 
Monday, January 07, 2008 7:53AM 

I L(OTD) (FBI) ..--------.., 
. ](OTD) (FBI);I l<oTD) (FBI);.L.I ____ __.I(OTD) (FBI) 

RE: Going Dark Initiative 

UNCLASSIFIED 
NON-RECORD 

c=J I'll doi==:JandC]will hi~L-----1 Can you write a short example abou~l..----J~ 

From: I ICOTD) (FBI) 

b2 
b7E 

b2 
b6 
b7C 
b?E 

b2 
b6 
b?C 
b?E 

b6 
b7C 

Sent: 
. To: 

Thursday, January 03, 2008 2:33 PM ..--------, 
I I(OTD) (FBI);I I<OTD) (FBI);L..I ____ ___.I(OTD) (FBI);L..I _....;_ __ __...~ 
(OTD) (FBI) 

Subject: RE: Going Dark Initiative 

UNCLASSIFIED 
NON-RECORD 

I .l Just a few thoughts. Not sure how 
~m;:;:::-:-:uc~n::-a::r.e::o:ta~I:T"f w=e-=n-=e~ea:r-. "Tf"l'!th::'!:ln~k~tn::h-=ey:-:-:-:-w=a=nt~e~ltn::h~e~r c=a:-::s=e-:e~x~a::::m:::p;::le:::s-:-:w-::;it:i:'h"fi:;::le:-:n:7u=m::;:b:::e:::rs~or a couple sentences explaining what the 
issue is. 

b2 
b7E Let me know if you want me to write to any of these 

EFF/Cardozo-404 

1 
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From: 
Sent: 

I lcoTD) (FBI) 

b6 
b7C 

To: 
Thursday, January 03, 2008 2:23~PM::!.------. 

I · lcoTD) (FBI); (OTD) (FBI);'--____ _.(OTD) (FBI);.~...I ------~lcoTD) 
(FBI) 

Subject: FW: Going Dark Initiative 

UNCLASSIFIED 
NON-RECORD 

Gents, your case ex~mples renew technology by noon 1/9, please. Note the criterion is merely "impC!cted/impeded."c=J 
-an example·in the wireless world?c::J- any wacky interfaces encountered at ISPs? 0- new protocol challenges? . r=J- you always have a good story to recount... 

From: 
Sent: 
To: 

Cc: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

ICOTD) {FBI);l i{QIQlJfBI);l 
·!=------II{OTD) (FBI);.L.l __ ==:J _ _..(OTD!:-:-)""""(F=BI).,...,;J 

I am requesting you identify case examples where[b-===-=~·~---------------------1 I · · l Pis see tne below ema1i. b
2 

Deadline to~.-1 ----~11/9/2007 

Anthony P. DiClemente 
Chief, Data Acquisition and Intercept Section 
0 erational Technolo Division 

From: I lcoro) (F.BI) 

b6 
b7C 
b7E 

1:>2 

Sent: 
To: 

Wednesday, January 02, 2008 4:24PM b6 
MOITA, THOMAS-GREGORY (OTD) (FBI)~ KOTDJ (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI) b? c 

Cc: 
Subject: 

THOMAS, MARCUS. C. (OTD) (FBI); COOK, PATRICK B. (OTD) (FBI) 
Going Dark Initiative 

UNCLASSIFIED 
NON-RECORD 

Folks, 

c::::::Jstopped by today to see me as a follow up to our meeting before the holidays regarding the. GOING DARK • 
INITIATIVE briefing material that BAH is putting together for us. As you recall, we discussed the need to get.several items 
from you to provide toCJ Please see below: · . 

Greg Motta- 1) Overview ofi~...__,.. ____ --..Jiissue and our recommendation as to what US lc;~w enforcement needs in 
this area, plus any case examples. b 

2) Jist of the legislative issues (not bill language but categorized by topic) related to our 5 prong strategy b ~ E 
2 

EFF/Cardozo-405 
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I 

broken down by 1) changes to existing Federal EL:SUR assistance mandates (GALEA) and 2) 
Revising and enhancing certain Federal statutory authorities (pr.otection sensitive industry information, changes to 
pen register law, etc) · 

Tony DiClemente -list of case examples where.,_! -~ =----:~---------------lias 
well as case.example rei lease and,_l __ ...~lease, etc) . 

..__ __ ....~1- Budget write-ups for DCAC, and others (if any). 

Please advise time estimates when you will have .this information to give toCJso I can teiiOas he is working on the 
report/~alking points as we speak. 

.. b2 
Thanks b6 

b7C 
Barry b7E 

Charles Barry Smith 
Supervisory Special Agent 
Section .Chief 
Technical Programs Section 
Operational T echnologrDivlslon 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

~FF/Cardozo-406 

3 

b2 
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I 

I 
; ; 

I(OTD) (FBI) 
L-----------------~.~~-~~~--------------------------------------~.b6----
From: 
Sent: 
To: 
Cc: 

Subject: 

Attachments: 

UNCLASSIFIED 
NON-RECORD 

Technologylmpact. 
wpd (12 KB) 

CJ 
SSAI I 

1 l(OTD) (FBI) b7c 
Wednesday, Janua~09 2008 1:20 PM 

I (OTD) (FBI) 
. (OTD) (FBI),ft...-1--~~~========Jl(OTD) (FBI);l'--------' 

(OTD) (FBI) 
Going Dark 

Technologylhipact.wpd 

b6 
b7C 

Data Intercept Technology Unit 
Operational Technology Division 
I Office 

b2 

UNCLASSIFIED 

EFF/Cardozo-407 

1 
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~------------~!(O~T~D~)~(F~B~I)~------------------------------b6 --
From: 
Sent: 
To: 
Subject: 

Attachments: 

UNCLASSIFIED 
NON-RECORD 

D. 

(OTD) (FBI) 
..,.W.,..,...ed-:-n-es--,-da-y-. -=-A-p-::ril~2:-=3~. 2::-::!008 10:48 AM 
I I(OTD) (FBI) 
FW: Going Dark Initiative 

Going Dark Talking Points 20080118.doc 

b7c 

Here is the Q & A for the Director that I told you about yesterday. It gives you the concept of Going Dark, DQAC, and the 5 
Prong strategy in a nutshell. · 
Mq 

From: 
Sent: 
To: 

I I(CQ) (CON) 
Friday, January 18, 2008 1:45 PM 

Cc: 
Subject: 

DICLEMENTE, ANTHONY P. (OTD) (FBI) , 
I ICOTD) (FBI); SMITH, CHARLES BARRY (OTD) (FBI) 
Going Dark Initiative 

UNCLASSIFIED 
NON-RECORD 

Tony, 

See attached for draft Q&A discussed on Wednesday. 

Let me know if there is anything else you need. • 

-Thanks. 
I I 

Going Dark Talking 
Points 2008 ... 

UNCLASSIFIED 

UNCLASSIFIED 

EFF/Cardozo-408 

442. 
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!(OTD) (FBI) 

From: 
Sent: 
To: 
Cc: 

I I(OTD) (FBI) 
THOMAS, MARCUS C. (OTD) (FBI); COOK, PATRICK B. (OTD) (FBI);,L..,-_____ .....~ 
0(0TD) (FBI) . 

Subject: RE: Issue papers- Deadline COB Tuesday, 29 July 2008 

Attachments: Going Dark Transition Issue Paper 20080725[1].doc 
b6 
b7C 

UNCLASSIFIED 
NON-RECORD 

Here is the Going Dark issue paper. Barry OK'd it. 

Mb 

Going Dark 
rransltlon Issue Pa •• 

I I(OTD) (FBI) 
Tuesday, July 22, 2008 7:42 AM 
I KOTD) (FBI) 
SMITH, CHARLES BARRY (OTD) (FBI) 
RE: Issue papers - Deadline COB Tuesday, 29 July 2008 

From: 
Sent: 
To: 
Cc: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

Greetings, 

Since CBS will be back on Friday, 25 July 20081 and gone next week. 
Does that work for you? Thanks. 

I KOTD)(F~Q 
Monday, July 21, 2008 4:42 PM 
I - lcOTD) (FBI) 
SMITH, CHARLES BARRY (OTD) (FBI) 
RE: Issue papers- Deadline COB Tuesday, 29 July 2008 

From: 
Sent: 
To: 
Cc: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

When would you like it? 

b6 
b7C 

Let's have him approve the issue paper this Friday. 

b2 
b6 
b7C 

b6 
b7C 

EFF/Cardozo-409 
From: SMITH, CHARLES BARRY (OTD) (FBQ 

407 



Case3:10-cv-04892-RS   Document41-3   Filed03/01/12   Page8 of 204

Sent: 
To: 
Cc: 
Subject: 

Monday, July 21, 2008 4:39 PM 
I . I(OTD) (FBI) 
PAGUNO, MARYBETH (OTD) (FBI) 
RE: Issue papers- Deadline COB Tuesday, 29 July 2008 

UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

I lis working on the paper as we speak. I will not be back in the office until this Friday and then l'm-on vacation 
next week. 

Barry 

From: 
Sent: 
To: 
Subject: 

I kom) (FBI) 
Monday, July 21, 2008 4:03 PM -
SMITH, CHARlES BARRY (OTD) (FBI) 
-RE: Issue papers- Deadline COB Tuesday, 29 July 2008 

UNCLASSIFIED 
NON-RECORD. 

Greetings, 

C]usually adds theL-1 ___ ....~·lpiece into the Going Dark. 

Sounds like .this tasking will not be so bad, since you just did one for the DO. 
deadline? Please advise. 

From: 
Sent: 
To: 
Cc: 
Subject: 

SMITH, CHARLES BARRY (OTD) (FBI) 
Mond~ Jul~ 2! 2008 1:55 PM - -
I KOTD) (FBI) 
I HOM ;, M RC~S C. (OTD) (FBI); COOK, PATRICK B. (OTD) (FBI) 
RE: Issue papers- Deadline COB Tuesday, 29 July 2008 

UNCLASSIFIED 
NON-RECORD 

b2 
b6 
b7C 
b7E 

Couid I get the paper sooner. than the 

b2 
:b6 
b7C 

b6 
b7C 

b6 
I don't iinderstandL:}ole in the "Going Dark" write-up. Can you enlighten? b7c 

I have task_edl Ito hand this using our one page "Going Dark" briefing ·paper we provided to the DO last week re 
this .matter at Louis' request. 

Barry 

Charles Barry Smith 
Supervisory Special Agent 
Section Chief 
Technical Programs Section 
operational Technoloqr Division I . -
From: ~..-______ __.I(OTD) (FBI) 

EFF/c;ardozo-410 

408 

b2 

b6 
b7C 
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Sent: 
To: 

Cc: 

Subject: 

UNCLASSIFIED 
NON-RECORD 

Greetings, 

OTD has been requested by the Deputy"Director's Office to prepare three issue papers (see topics and template below}. 
AD Thomas has determined the following three areas for issue papers: 

1-L---------------------------------------~ 
2. Going Dark- C!U and._l ____ _, 

3.'------------' SC Motta 

FAVIAU b2 
b6 
b7C 
:b7E 

The format/template for these issue papers can be found in the first attachment (DO NOT change the format}. I have also 
provided an example for you. The format requests responses in the fo!!owing areas: 

I. Issue 
II. Background 
Ill. Legal/ Authorities 
IV. Budget 
V. Recommendations I Actions 
VI. Point of contact. 

Deadline·is COB, Tuesday, 29 July 2008. 

:<< File: DRG Template for transition issue papers. doc>> 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

« File: PONY-CJIS Biometric Database.doc » 

EFF/Cardozo-411 

409 

b2 
b6 
b7C 
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D Voice 
Mobile 
Fax 

I l<oo) (CON) 
Tuesday, August 19. 2008 11:32 AM 
I koro) (FBI) 
Going Dart< 

From: 
Sent: 
To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

b2 

b6 
b7C 

I work for the Resource Planning Office at HQ and I'm compiling information for the upc;:oming Strategy Review meeting for 
the Director. One of the iniatives he will look at is Going Dark. 

Are you the right point ~f contact for information on Going Dark? 

If so, ao you have any ·updates to the initiative and these slides? 
«File: EAB 2-7-08.ppt » 

I I 
Resource Planning Office 
Director's Office 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

370 

EFF./Cardozo-412 

b2 
b6 
b7C 
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From: 
Sent: 
To: 
Subject: 

Attachments: 

UNCLASSIFIED 
NON-RECORD 

I(OTD) (FBI) 

"-="'.-:---=---.---.-___,..,.....,J(OTD) (FBI) 
Friday, September 05, 2008 4:15 PM 
I KOTD) (FBI) 
RE: Going Dark 

Revised Going Dark Slide for RPO 20080905 v2.ppt 

Here is the revised revised version. 
~ 
El 

Revised Going Dark 
Slide for R ... 

From: 
Sent: 
To: 
t:e:: 
Subject: 
Importance: 

I . lcoTD) (FBI) 
Friday, September 0~5 2008 3:57 PM 

I · (OTD) (FBI) 
~· ,.,..,...--.,....~..,..-...J (OTD) (FBI) 
FW: Going Dark 
High 

UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

.b6 
b7C 

I · l Marcus has just reviewed these slides and he wants to make sure that the time line is correct and asked that 
you look at them. Please get with I land advise if changes need to be made. · 

From: 
Sent: 
To: 
Cc: 

Subject: 

UNCLASSIFIED 
NON-RECORD 

Mr. Grever, 

b2 
b6 
b7C 

L 

.b6 
b7C 

As promised lnl ~email below, attached is an updated Going Dark slide for your review before 
forwarding to~...C ___ ...J[RPO. 

AD Thomas - DAD C0ok reviewed this today, however, he thought you may want to review it before we send 
to the RPO-by their 09/09 deadline. · 

364 EFF/Cardozo-413 
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<< File: Revised Going Dark Slide for RPO 20080905 v2.ppt >> 
Thanks, 

Management & Program Analyst 
Strategic Resources Unit 
0 erational Technology Division 

lvoice 
Mobile 

,__ ____ ...~Fax 

From: 
Sent: 
To: 
Cc: 
Subject: 

GREVER, LOUIS E. (DO) (FBI) 
Thursday, August 21, 2008 3:47 PM 
I I(OTD) (FBI);;:.:.l ------.l(DO) (FBI) 
THOMAS, MARCUS ~· (OTD) (FBI); COOK, PATRICK B. (OTD) (FBI);._J ____ -JJ(OTD) (FBI) 
RE: Going Dark 

UNCLASSIFIED 
NON-RECORD 

Perfect 

From:· 
Sent: 
To: 
Cc: 
Subject: 

I ICOTD) (FBI) 
Thursday, August 21, 2008 12:31 PM 
GREVER, LOUIS E. (DO) (FBI);.;:.J .:...:....:..:.._ __ _,KDO) (FBI) 
THOMAS, MARCUS C. (OTD) (FBI); COOK, PATRICK B. (OTD) (FBI)~._ ____ __.J(OTD) (FBI) 
FW: Going Dark 

UNCLASSIFIED 
NON-RECORD 

Louis, 

b6 
b7C 

b2 

b6 
b7C 

b6 
b7C 

"If this works for you, we've worked this out this way. CIU has a meeting/briefing from RAND, who we commissioned to 
look at going dark, on 9/3. I'd like to wait till past that meeting to complete the slide updates and get them to the Branch by 
noon 9/8 (prQbably on 9/5 provided Marcus is here to approve.) I lhas indicated that he ok with gE;Jtting them on 9/9 
which will give you time to review them before passing them on to him. Sound ok? 

D 

From: I I(DO) (CON) 
Tuesday, August 19, 200811:32 AM 
I J(OTD) (FBI) 
Going Dark 

Sent: 
To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

I work for the Resource Planning Office at HQ and I'm compiling information for the upcoming Strategy Review meeting for 

365 EFF/Cardozo-414 
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the Director. One of the iniatives he will look at is Going Dark. 

Are you the right point of contact for information· on Going Dark? 

If so, do you have any updates to the initiative and these slides? 
«File: EAB 2-7-0B.ppt » 

I · I 
Resource Planning Office 
Director's Office 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

366 

EFF/Cardozo-415 

b2 
b6 
b7C 
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!COTD) {FBI) 

From: 
Sent: 

I I(OTD) (FBI) 

To: 
Subject: 

Friday, October 17, 2008 3:58PM 
I I(OTD) (FBI) 
RE: Going Dark accomplishments 

UNCLASSIFIED 
NON-RECORB 

Thanks. 

From: 
Sent: 
To: 
Cc: 
Subject: 

I lcom) (FBI) 
Friday, October 17~2008 3:44PM 

I (OTD) (FBI) 
1.::· ,.,....,.,......-=-..,._.(OTD) (FBI) 
FW: Going Dark accomplishments 

UNCLASSIFIED 
NON-RECORD 

See list below. 

Supervisoty Special Agent 
Data Intercept Technology Unit 
I I 

I lcoTo) (FBI) 
Friday, October 17~2008 3:40 PM 

I (OTD) (FBI) 
. (OTD) (FBI) 
L::R:-::E,-,: G=-o.,..in-g-=o-ar.,..k...Jaccomplishments 

From: 
Sent: 
To: 
Cc: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

Let me know if this looks ok. 

I 

317 

.· 

EFF/Cardozo-416 

b6 
b7C 

b6 
b7c 

b6 
b7c 

b2 

b6 
b7C 

b2 
b7E 

b7D 

b2 
b7E 

__ , ______ ~ _______ ..;__ ____________ ___. 
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I 

From: 
Sent: 

I lcom) (FBI) 
Wednesday, October 15, 2008 4:04 PM 

To: 
Cc: I ? (OTD) (FBI) 

":· =-::-:-~--:---l!(OTD) (FBI) 
FW: Going Dark accomplishments Subject: 

UNCLASSIFIED 
NON-RECORD 

Can ·you give me a list of everyone we've given~..! ----lito? 

Supervisory Special Agent 
Data Intercept Technology Unit 

I I 

From: I l<om) (FBI) 
S~nt: Wednesday, October 15, 2008 4:02 PM 

I ?(OTD) (FBI) To: 
Cc: 
Subject: 

'"::· ~::-:--,--.,...I!(OTD) (FBI) 
FW: Going Dark accomplishments 

UNCLASSIFIED 
NON-RECORD 

SSAb Unit·~,_h.,..ie..,.f ___ ...... 

Data Intercept Technology Unit 

gj I 

From: 
Sent: 
To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

.__ ___ ...JI(OTD) (FBI) 

h2 
h7D 
b7E 

h6 
h7C 

h2 
h6 
h7C 
h7.E 

b2 

b6 
b7C 

b6 
b7C 

b2 

b6 
b7C 

b2 
b7E 

I am putting together the list of accomplishments towards Going Dark.! . Iandi · lare accompli~hments 
listed under Law I;nfor9ement Cooperation. 1 m~e9 to attach s9me numbers to these. Such as users or agenc1es who 
we've loaned them to. Can you help me out? It's for FY 2008. 

Thanks, 

318 

EFF/Cardbzo-417 

b6 
b7C 
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ICOTD) (FBI) 
~----------------·.~~~--~--------------------------------------.b6 -----

1 I(OTD) (FBI) . b7C From: 
Sent: 
To: 

Wednesday, November 05, 2008 5:13 PM 
SMITH, CHARLES BARRY (OTD) (FBI) 

Subject: FW: OTD SMS Initiative #16: Going Dark (Milestone Update Request) 

Attachments: Going Dark SMS update 200811 05.doc 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Barry, 

Oworked on this while I was in the meetings since it had a deadline of this afterno~n. I reviewed it and it looks good. 
It is consistent with everything else. 

Mb 

From: I ICCQ) {CON) 
Sent: 
To: 
Subject: 

Wednesday, November 05, 2008 3:21 PM 
I KOTO) (FBI)i:j::;l ~:__ _ __,ICOTO) {CON);I I(OTD) (FBI) 
RE: OTO SMS Ipitiative #16: Going.oai"k (Milestone Update Request)~ ____ ....,....... 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

All, 

Please see attached for requested info . 

.__ __ ...... lhas not had the opportunity to review this as she has been tied up with other things. 

Thanks, 
I I 

Going Dark SMS 
update 20081105 ... 

From: 
Sent: 
To: 

I lcoro) {FBI) 
Wednesday, November OS, 2008 1:26 PM 

I ICCQ) {CON) 
Subject: 
Importance: 

FW: OTO SMS Initiative #16: Going Dark (Milestone Update-Request) 
High 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

300 

EFF/Cardozo-418 
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~ ~-------------------------------------------------------~-----------------------, 

From: 
Sent: 
To: 

SMrni, CHARLES BARRY (OTD) (FBI) 
Wednesday, November 05, 2008 12:19 PM 

Cc: 
I j(OTD) (FBI) 
DICLEMENTE, ANTHONY P. (OTD) (FBI)~ KOTD) (FBI); COOK, PATRICK B. (OTD) (FBI)~'L----...J 
(OTD) (CON);I KOTD) (FBI) 

Subject: 
Importance: 

FW: OTD SMS Initiative #16: Going Dark (Milestone Update Request) 
High 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

~ Please work withCJto put together a response to the below request re "Going Dark". J"hanks 

Barry 

Charles Barry Smith 
Supervisory Special Agent 
Section Chief 
Technical Programs Section 
Operational Technologr Division 

I . 
From: 

h6 
b7C 

h2 

Sent: 
To: 

I KOTD) (CON) 
Wednesday, November OS, 200811:47 AM h6 

Cc: 
COOK, PATRICK B. (OTD) (FBI); SMITH, CHARLES BARRY (OTD) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI) b7C 

I J<om) (FBI);I lcom) (CON) · 
Subject: 
Importance: 

OTb SMS Initiative #16: Going Dark (Milestone Update Request) 
High 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

.:.T.!.:h.!:::is~m~e.:::.ss~a~g::ce::...:2.se~n~t:...:o:!.!n~b~e!.!:ha~IC!..f.!::!o:!.lfll...-_____ lunit Chief Technical Management Services Unit 

We are on a short time-line to nroviriP ::~ l':t:::tus of 4 SMS Initiatives and need your help. The 4lnitiatives are: 

"Gomg Dark" 

b6 
b7C 

h2 
b7E 

Attached is the Initiative descriptions that you should have seen before. It includes several milestones with start and end 
dates. For this report we need the status and any comments on each milestone. 

«.File: #16-'Going Dark.ppt » 

Milestone 1: 
Progress status I Comments 

Milestone2: 

Milestone 3: 

Milestone4: 

Also for the Initiative as a whole we need ... 
Costs or· Funding Needs comments: EFF/Cardozo-419 
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Scheduled Activities (reasons ahead or behind) comments: 

Any Issues (Risks I Lessons Learned) or General comments: 

Please email me with your responses qy Wednesday (11/5) Aftemoon . ._l ___ __.tvvm be contacting you today to help 
you with the response. 

Thanks, 
c::J 

Click this link to visit PAMS now: htto:Uotd.fbinet.fbi/PAMS/ 

Program Management Office 
Technical Management Services Unit 
Operational Technology Division 

~~~:ne: I I 

Click this link to visit PAMS now: htto:llotd.fbinet.fbi!PAMSI · 

Program Management Office 
Technical Management-Services Unit 
Operational Technology Division 

~~:ne: I I 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
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kOTD) (FBI) 

From: 
Sent: · 
To: 

(OTD) (FBI) 
L:;T::;-h-ur-s-.da-y-. -:::0:-c':'""to-:-b-er-:2~3~. ~2008 4:57 PM,~-------, 
I I(OTD) (FBI); (OTD) (CON) 

Subject: FW: Presentation 

Attachments: Going Dark_ARM_1 0-23-08.ppt 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

CJ, 
Here's the presentation for the ODNI. 

Q.upersedes Going Dark ARM 6-03-08 ppt. 

Mb. 

From: 
sent: 
To: 
Subject: 

I ICOTD) (CON) 
Thursday, October 23, 2008 4:45 PM 
I ICOTD) (F.BI) 
Presentation 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Going 
_ARM_10-23-08.ppt 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

I'll send it to you on the low side. 

EFF/Cardozo-421 
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ICOTD) (FBI) 
~----------------~.~~ .. ~~--------------------------------------b6 --------
From: 
Sent: 
To: 

. (OTD) (FBI) 
~o:;T::-u-e-sd":"a-y""", N:-:"o_v_e_m_,.b...:.e-r 2""'5,..., 2008 10:38 AM 

~ l!]TD) .(FBI) 
Subject: 

UNCLASSIFIED 
NON-RECORD 

Thanks 

From: 
Sent: 
To: ~ 
Subject: 

I kom) (FBI) 
Tuesday, November 25, 2008 10:37 AM 'iii I(OTD) (FBI) 

UNCLASSIFIED 
NON-RECORD 

It's a done deal ............. . 

From: I koro) (FBI) 
Sent: 
To: 
Subject: 

Tuesday, November 25, 2008 9:58AM lli:i li]TD) (FBI) 

UNCLASSIFIED 
NON-~ECORD 

Yes, its alright to havec=Jcharge to for this if needed. 

From: I . icom) (FBI) 
Sent: 
To: 

Tuesday, November 25, 2008 9:29AM 

b7C 

Cc: 
Subject: 

I I<OTD) (FBI) 
DICLEMENTE, ANTHONY P. (OTD) (FBI);~..I ____ .... I<OTD) (FBI); SMITH, CHARLES BARRY (OTD) (FBI) 

I I 
UNCLASSIFIED 
NON-RECORD 

The next edition of the ETR Bulletin is planned as a SPECIAL EDITION: Going Dark.. Since I am not responsible for 
managing this program, and want to be consistent with the message being developed by the FO, I would like to usec=J 

I las a 'bridge' to the Going Dart< work in progress. I need this to be assured that the J3ulletin content is on 
message with the work already done. 

I knowc:Jis under a BAH contract that you manage. I would expect to use·him about 3-4 hours per month, just as a 
sounding board so we don't go astray. 

Is this acceptable to you to utilize his time in this manner? 
EFF/Cardozo-422 
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~c ~ ______________ _.._ ________ --:----'---'-''-----"---, 

DAIS 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

EFF/Cardozo-423 
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~------------~~(O~T~D~)~(F~B~I) ______________________________ __.b
6
--

From: 
Sent: 
To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

(OTD) (FBI) 
L;:T?:"u":"::e~s~da==y':'"', -.Nr::o":":ve:::m=be==r~2~5,...., 2008 3:07 PM 
SMITH, CHARLES BARRY (OTD) (FBI) 
RE:I I 

b7c 

Yes. ~e are rutting an outline together after this meeting to show you and Marcus before we se~ sail on creating the 
bulletin. · is being brought in to ensure consistency with what has already been put together for Going Dark. b 6 

From: 
Sent: 
To: 
Subject: 

SMmt, CHARLES BARRY (OTD) (FBI) 
Tuesday, November 25, 2008 3:04 PM 'iii I(OTD) (FBI) 

UNCLASSIFIED 
NON-RECORD 

See below. Were you aware of this? 

Barry 

Charles Barry Smith 
Supervisory Special Agent 
Section Chief 
Technical Programs Section 
Operational Technoloi Division 

1- . 

I lcoTD) (FBI) 
Tuesday. November 25, 2008 9:29 AM 
I lcoTD) (FBI) 
DICLEMENTE. ANTHONY P. (OTD) (FBI);I...._ ___ __.lcOTD) (FBI); SMmt, CHARLES BARRY {OTD) (FBI) 
I I 

·From: 
Sent: 
To: 
Cc: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

b7C 

b6 
b7C · 

b2 

b6 
b7C 

The next edition of the ETR Bulletin is planned as a SPECIAL EDITION: Going Dark. Since I am not responsible for 
managing this program, and want to be consistent with the message being developed by the FO, I would like to user=) 
I las a 'bridge' to the Going Dark work in progress. I need this to be assured that the Bulletin content is on 
message with the work already done. 

I kno~is under a BAH contract that you manage. I would expect to use him about 3 .;. 4 hours per month, just as a 
soundi'ii'g"'board so we don't go astray. . 

Is this acceptable to you to utilize his time in this manner? EFF/Cardozo-424 
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DAIS 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

EFF/Cardozo.:425 
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b6 
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~------------~~<-O-TD~)~(-FB-I~)-------------------------------b6,~--
From: 
Sent: 
To: 
Subject: 

L:-:-..---:::---,.--...,..,....~(OTD) (FBI) 
Friday, December 19,20081:21 PM 

I I(CTD) (FBI) 
RE: GALEA and VoiP 

UNCLASSIFIED 
NON-RECORD 

Do you have an outside email so I can send you the one page summary? 

From: I I {CfD) (FBI) 
Sent: 
To: 
Subject: 

. Wednesday, December 17, 2008 11:12 AM 
I koTD) {FBI) 
CALEA and VoiP 

UNCLASSIFIED 
NON-RECORD 

uq......____, 

b7c 

b6 
b7C 

Hello, my name isl land I am an lA at the Communications Analysis Unit. Currently, the unit is working on an 
assessment about VoiP. We are interested in including some value-added analysis about VoiP, Ll, and GALEA. Would 
you be available for a meeting sometime early next week in order to discuss these issues? Additionally, do you have any 
recommendations for other people or resources I can look into for more information about this topic? Any suggestion 
would be appreciated. Thanks for your time. 

I I 
Intelligence Analyst 
CTD/CXS/CAU 
FBIHQ Room 4512 

I .I 

I ICOTD) (FBI) 
Wednesday, December 17,2008 8:09AM 
I lccro) (FBI) 
FW: Going Dark White Paper 

From: 
Sent: 
To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

Here is more info on the "Going Dark"' initiative: 

The strategy consists of five prongs: 
1) Modernization of Lawfullntercept"(LI) Laws- Updating Lllegislation, regulation, and assistance mandates 

b6 
b7C 

b2 

b6 
b7C 

b6 
b7C 

2) L1 Authorities Enactment- Removing impediments to the FBI's ability to protect and share Ll technical equipment and 
expertise 
3) Enhanced t;EA Coordination - Enhancing greater LEA Ll mutual coordination/assistance 
4) Greater Industry/LEA Cooperation -Expanding industry cooperation among LEAs on new and emerging technology 
issues/solutions 
5) New Federal Resources - Seeking new Federal funding to bolster domestic Ll capabilities 

Also, you can contacij,_ _____ _,l Acting Unit Chief for CALEA Implementation Unit, for addition<l.l info. ~~c 
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Hope this helps. 

c::J 
SSAI Unit . .,c,.,..h-=-ie-=-f ___ __. 

Data Intercept Technology Unit 

gl I 

From: 
Sent: 
To: 
Cc: 
Subject: 

I koTD} (FBI} 
Monday, December 15, 2008 10:32 AM I I (CTD) (FBP 

!(OTD) (CON) 
FW: Going Dark White Paper 

UNCLASSIFIED 
· NON:RECORD 

h6 
h7C 

h2 

h6 
h7C 

We are looking for a cc;>py qf the white paper however, we were told it may not be ready for dissemination yet. Meanwhile, 
here is a link to our EAD's testimony to Congress a few years ago. 

Hope this helps. 

http://ciu.fbinet.fbi/etrN2i1/Congressional Testimony.pdf 

SSAI 
Unit ""c.,....h·,....,e.,...f ----1 
Data Intercept Technology Unit 

gl I 

b6 
b7C 

h2 

I am looking for a white paper that was written on Going Dark for an upcoming assessment. I found out about it this 
morning during an All-Hands meeting that wei lspoke at. Would you by any chance know where I could find this? 
Any assistance would be appreciated. h6 

Thanks for your time. I look forward to hearing from you s"oon. 

I I 
Intelligence Analyst 
Communications Analysis Unit 
FBIHQ Room 4512 
I I 

UNCLASSIFIED 
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h2 
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- --~---~------~-----------------------------------------------------------------------, 

ICOTD) (FBI) 

From: 
Sent: 
To: 

(OTD) (FBI) 
1-::F""'ri.-.da--y-, -;"Ja __ n_u_a_ry-:0~9:-, ':::'20~0d9 10:58 AMi-1-----------------, 
COOK, PATRICK B. (OTD) (FBI); . (OTD) (FBI) 

SubJect: RE: Notes from 1/9/09 briefing 

UNCLASSIFIED 
NON-RECORD 

Do you want me to put together a starting point? Or will we just kick it off at that meeting? 

From: COOK, PATRICK B. (OTD) (FBI) 
Sent: 
To: 
Subject: 

Friday, January 09. 2009 8:48 AM r--------, 
I . koro) (FBI); (OTD) (FBI) 
FW: Notes from 1/9/09 briefing 

UNCLASSIFIED 
NON-RECORD 

FYI 

From: 
Sent: 
To: 
~ubject; 

I koro) (FBI) 
Friday, January 09, 2009 8:43 AM 
THOMAS, MARCUS C. (OTD) (FBI); COOK, PATRICK B. (OTD) (FBI) 
Notes from 1/9/09 briefing · • 

UNCLASSIFIED 
NON-RECORD 

Marcus and Pat, 

Below are the notes/comments I captured re: the Going Dark initiative during yesterday's briefing. 

b6 
b7C 

b6 
b7C 

The Director asked for a 3-5 slide deck that can be used as a standard deck and common language throughout the 
Bureau· when talking about Going Dark. · 

The deck should be visual and include: 
1. The problem · 

• Techology convergence in lay terms -Where we were, where we are,L...----------------------------1 
I · I 

• The difference between the challenges in the domestic context.L----------------' 
2. The solution 

• What is the solution? 
• Who do we need help from? (OMB, Congress) 
• Whatkind of help do we need? (Money, legislation· etc) 

Audience for the deck includes Congress, and high-level executive branch leaders. 

I I 
Spec1al Advisor 

Desk 
Blackberry 

L-----~il>ic.fbi.gov 

EFF/Cardozo-428 
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- ~-~~----~--~----------------------------------------------------------~~~~ 

l(OTD) (FBI) 
~----------------~~~~------------------------------------b6'~-----
From: 
Sent: 
To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

(OTD) (FBI) 
"=:T;::-h-urs-d-:-a-y.-J:-a-nu_a_ry~1~5-::!l2009 4:22 PM 
I _(DO)·(FBI) 
RE: Draft Update 

b7C 

That's just fine. I have to coordinate it with our ADs schedule anyway so just let me know when we can look at calendars. 

Thanks 

From: 
Sent: 

I koo) (FBI) 

To: 
Subject: 

Thursda;. January 15, 2009 1:50 PM 
I _· ICOTD) (FBI);~.-1 ________ ....~I(DO) (FBI) 
RE: Dra Update 

UNCLASSIFIED 
NON-RECORD . .. 

Thanks! -~ tt1is looks good but of course I'm not the final word 
on this. Officially,Owm report on the Feb. 9. But his schedule is 
really not set yet so no plans for any briefings have not been done. I 
have a list of things to go over with him upon his arrival and I will 
definitely "let him know about you wanting to meet with him. That is the 
best I can do for now. Hope that helps. 
Thanks again. 

From: 
Sent: 
To: 
Cc: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

Here is the GALEA update you requested. I also included the Going Dark Initiative as this is a big concern for state and 
locals. They should be bringing it up with the D. 

I 
P.S. Can you advise me when AD Rueckerwill be reporting? lt.will probably be good if we set up a meeting so we can 
give him the Going Dark presentation as we did with AD Quijas. 
«File: Director's GALEA and GD Update 20090114[1].doc » 

EFF/Cardozo-429 

230 



Case3:10-cv-04892-RS   Document41-3   Filed03/01/12   Page28 of 204

~~----------~~(~O~TD~)~(~FB~I•)------------------------------b6 ----
From: 
Sent: 
To: 
Subject: 

Attachments: 

(OTD) (FBI) 
L:;T::;:h-:-::u~rs~d~ay-:-,-;J-an-:-::u-a __ rv_1:::-:5=-.~2009 4:26 PM 
I I(OTD} (FBI} 
FW: Draft Update 

Director's GALEA and GO Update 20090114[1].doc 

UNCLASSIFIED 
NON-RECORD 

I Rerelis what I sent over to the DO. It was approved by Pat. 

From: 
Sent: 
To: 
Cc: 
Subject: 

I koTD) (FBI) 
Thursda: January 15, 2009 10:56 AM 

I I (DO) (FBI) 
. KDO) (FBI) 
..,.F .... wr.-: 'l"("ora=TTop=-=a~at.,.e--1 

UNCLASSIFIED 
NON-RECORD 

b7c 

.Here is the GALEA update you requested. I also inclu<;led the Going Dark Initiative as this is a big concern for state and 
• locals. Thex shouJd·be bringing it up with the D. 

P .S. Can you advise me when AD Ruecker wiH be reporting? It will probably be good if we set up a meeting so we can 
give him the Going Dark presentation as we did with AD Quijas. 
~ 
~ . 

Director's CALEA 
and GO Update ... 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

EFF/Cardozo-430 
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·---------------------------------------------------------------------------------------------, 

I(OTD). (FBI) 
~--------------~~~~--~---------------------------------------r,b6"~----
From: 
Sent: 
To: 
Subject: 

(OTD) (FBI) 
'"=F'"'rid ..... a-y-. ...,..Ja_n_u_a_rv-.2'""'3,..., 2="'o""'o.-!9 8:50AM 
I I(OTD) (FBI) 
RE: ETR- Going Park Bulletin' 

UNCLASSIFIED 
NON-RECORD 

Definitely! Call me when your available. FYI It's going to take more than 5 mins. 

From: 
Sent: 
To: 
Subject: 

I icom) (FBI) 
• Thursday, January 22, 2009 5:46 PM 
I KOTD) (FBI) 
RE: ErR - Going Dark Bulletin· 

UNCLASSIFIED 
NON-RECORD 

Tomorrow? 

From: 
Sent: 
To: 
Subject: 

I lcOTD) (FBI) 
Thursday, January 22, 2009 8:36 AM 
I ICOTD) (FBI) 
PN: ErR - Going Dark Bulletin' 

UNCLASSIFIED 
NON-RECORD 

When you get a chance, we should talk about this. 

From: 
Sent: 
To: 
Cc: 
Subject: 

I kom) (FBI) 
Wednesday, Januarv 21, 2009 3:55 PM 

I J(OTD) (FBI) ------. 
DICLEMENTE, ANTHONY P. (OTD) (FBI);I ICOTD) (CONt 
ErR - Going Dark Bulletin' 

UNCLASSIFIED 
NON-RECORD 

b7C 

Tony asked (me) e.gr=Jto set up a meeting with. you, me, Tony, Pat andc=Jto come to an agreement how we will 
support the next Bulletjn. I have some idea of my Fellowship commitment, but I may be taking on more ofiL.....,.,..-----' 

I I I'd like to reach an understanding soon because we only have about 3 1/2 months. 

I'll havec:Jset this up for us. 

UNCLASSIFIED 

EFF/Cardozo-431 
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From: 
Sent: 
To: 
Subject: 

THOMAS, MARCUS C. {OTD) (FBI) 
Wednesday, January 28, 2009 10:12 AM 
GREVER, LOUIS E. (DO) (FBI) 
FW: Director's Presentation with Talking Points 

UNCLASSIFIED 
NON-RECORD 

Louis, 

b6 
b7C 

Please review this. This is intended for you, the DD, and the D to have to discuss Going Dark when the opportunity arises. 

Marcus 

From: 
Sent: 

I !{oTo) (FBI) 
Tuesday, January 27, 2009 9:15AM 

To: 
Subject: 

THOMAS, MARCUS C. (OTD) (F.BI); COOK, PATRICK B. (OTD) (FBI) 
Director's Presentation with Talking Points 

UNCLASSIFIED 
NON-RECORD 

Let me know if you have changes. 
Mb 
«File: DRAFT Going Dark 20090122 v5.ppt » 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

EFF/Cardozo-432 
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From: 
Sent: 
To: 
Subject: 

!(OTD) (FBI) 

'":-:-:--:----:----.,.-----,::-=~(OTD} (FBI) 
Wednesday, January 28, 2009 2:34 PM 
THOMAS, MARCUS C. (OTD) (FBI} 
RE: Director's Presentation with Talking Points 

UNCLASSIFIED 
NON-RECORD 

I sent it to both you and Lou. 

From: 
Sent: 
To: 
Subject: 

THOMAS1 MARCUS C. (OTD) (FBI) 
Wednesday, January 281 2009 2:33 PM 
I I(OTD) (FBI) 
RE: Director's Presentation with Talking Points 

UNCLASSIFIED 
NON-RECORD 

sure 

From: 
Sent: 
To: 
Subject: 

I koTD) (FBI) 
Wednesday1 January 281 2009 12:53 PM 
THOMAS1 MARCUS C. (OTD) (FBi) 
RE: Director's Presentation with Talking PQints 

UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

I'm ~orry Marcus. I didn't realize you already forwarded this on. I thc:>ught you. and Pat were still looking at it internally. 
Until we get it fixed here do you want me to sent it over ic. 

From: 
Sent: 
To: 
Cc: 
Subject: 

THOMAS1 MARCUS C. ·(OTD) (FBI) 
Wednesday1 January 281 2009 12:50 PM 
GREVER, LOUIS E. (DO) {FBI) 
I . lcOTD) (FBI) 
RE: Director's Presentation with Talking Points 

UNCLASSIFIED 
NON-RECORD 

Yep, we are working on it. 

met 

From: 
Sent: 
To: 
Subject: 

GREVER1 LOUIS E. (DO) (FBI) 
Wednesday1 January 281 2009 12:02 PM 
THOMAS1 MAR!=US C. (OTD) (FBI) 
RE: Director's Presentation with Talking Points 

~ 

UNCLASSIFIED 
NON-RECORD EFF/Cardozo-433 

Can you have some check the last slide (Five Prong Strategy)? That slide is not presenting correctly. 
192 
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I 
I 

~----------~~(~O~TD~)~(F~B~I)~-----------------------------b6--
b7c 

From: 
Sent: 

(OTD) (FBI) 
'"::F=""ri:-:d-ay-,-:J-an_u_a_ry~3~o=-.-=2~00::-:!9 10:11 A)VI . 

To: 
Subject: 

DICLEMENTE, ANTHONY P. (OTD) (FBI) 
RE: Going Dark Bulletin 

UNCLASSIFIED 
NON-RECORD 

Will do. Thanks 

From: 
Sent: 

DICLEMENTE, ANTiiONY P. (OTD) (FBI) 

To: 
Cc: 

Friday, January 30, 2009 10:o7...,.A.::..M=--------. 

I lffiiQ) (FBI); (OTD) (FBI) 
I.:· :-:--::-~-::--:':'"'~--J(OTD) (FBI) 

Subject: Going Dark Bulletin 

UNCLASSIFIED 
NON-RECORD 

AD Thomas has advised that 6/15/2009 is a.n acceptable date for completion of the Going Dark Bulletin. 

I I. 
Pis include this item on the agenda for our next ELSUR strategy meeting. 

Thanks, 

Anthony P. DiClemente 
Chief, Data Acquisition /Intercept Section 
Operational Technology Division I . I 

UNCLASSIFIED 

UNCLASSIFIED 

EFF I Cardozo-4 34 
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~· ·~-------------------------------------------------------------------------------------, 

I(OTD) (FBI) 
~------------------.~~~~~---------------------------------------------b6 ----

1 ·I(OTD)(FBI) b7c From: 
Sent: Monday, February 09,20091:20 PM 

I I(OTD) (FBI) 
RE: Going Dark - Statement of the Problem Section - Draft Ideas 

To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

That'~ fine, my mistake ... 

From: 
Sent: 
To: 
Cc: 
Sub)ect: 

I lcoro) {FBI) 
Monday, February 09, 2009 12:55 PM 

I JOTD) (FBI)~-~~;!...._--....... ,(OTD) (CON); ~...1 ___ ___.I(CQ) (CON) 
DICLEMENTE, ANTHONY P. (OTD) (FBI) 
RE: Going Dark - Statement of the Problem Section - Draft Ideas 

UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

This bulletin cannot be FBI centric. The Defn should read 'Law Enforcement cannc;>t' anq 'to support ... law enforcement's 
operations'. · -

From: 
Sent: 
To: 
Cc: 
Subject: 

I lcoro) (FBI) 
Monday, February 09, 2009 12;50;..;.PM"-!-____ , 

I LC9TD) {CON);[ I (CQ) (CON) 
((OTO) (FBI)jl(bTD) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI) 

Going Dark - Statement of the Problem Section - Draft Ideas 

UNCLASSIFIED 
NON-RECORD 

D 

Here is a draft outline for the Problem Statement Section for the Bulletin. 

I included a definition which can be modified or replaced with one that has already been developed. 

b6 
b7C 

This is the section that sets up the reader to see why the program is important. We should be aple to have pointers 
between the Statement of Problem and the 5 Prong Strategy that attempts to address the problem. We must make sure 
this relationship exists, otherwise the strategy is not appropriate. 

Let's meet to go over this, and fine tune it. 

Going Dark Bulletin. - Special Edition 

STATEMENT OF THE PROBLEM 

Defn: 

168 EFF/Cardozo-435 

b6 
b7C 

b2 
b7E 
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-------------------------------------------------~-------------------------------------------------, 

• TECHNOLOGY 

• LE: 

b2 
b7E 

• ELSUR Technology is not developed (keeping pace with rapid 
industry changes) 

• Economic and human resource shortfallsi people, training, 
solutions analysis and development 

• 

• 

• ~..1 ___ _.I: 

• ~..1 --------~'= 
• 
• 

• 

• LE: Difficult and/or impossible to develop effective solutions 
using current operations model 

• -Too costly to operate, store information, process and analyze 
• Time delay in developing state o~ the art solutions 
• Ever increasing resources required to cover growing technologies 

and providers 
• Human resources must remain current with technology training at 

great expense and impact on work requirements 

UNCLASSIFfED 

UNCLASSIFIED 

UNCLASSIFIED 

EFF/Cardozo-436 
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l<OTD) (FBI) 
~----------------~-~--~--~----------------------------------------b6 ----
From: 
Sent: 
To: 

Subject: 

UNCLASSIFIED 
NON-RECORD 

h7C 
. (OTD) (FBI) . 

L:;T=:-:u~es~d;-:-a~y,-::F:-e:-br-ua-ry~1 o=-.~2009 9:00 AM 
COOK, PATRICK B. (OTD) (FBI); THOMAS, MARCUS C. (OTD) (FBI); 

0{0TD) (FBI); MOTTA, THOMAS GREGORY (QTD) (FBI); DICLEMEN!:-::T=E=-, """'AN"""T=H=o=-=-N=y'"'=p,...._ ---1 

(OTD) (FBI) 
RE: ELSUR Mtg 

Ooes anyone have any agenda items fortomorrow's.meeting? 

Also, as a follow-up: are there any comments to the Going D.ark ETR Bulletin outline? 

UNCLASSIFIED 

UNCLASSIFIED 

EFF/Cardozo-437 

167 



Case3:10-cv-04892-RS   Document41-3   Filed03/01/12   Page36 of 204

-~~------~~~~~---------------------------------~-~-..... 

I(OTD) (FBI) 
~----------_.~------~---------------------------------------b6·-------From: 
Sent: 
To: 

UNCLASSIFIED 
NON-RECORD 

Marcus, 

(OTD) (FBI) 
...,.T~h~ur~s~da~y-:-, -r:F~eb;-r--u-ary~1-:::-9-!, 2009 8:00 AM 
THOMAS, MARCUS C. (OTD) (FBI) 

b7C 

I sawrlwhen I was at HQ yesterday. She has a great idea: For us and OGC to brief the DAG regarding Going Dark 
and c1iaiige5 needed in CALEA. We could then take the opportunity to address the deficiency petition that still hasn't gone 
to the FCC.I I will be calling you about this in hopes that you can talk to Valerie C. about it. 

Mb 

UNCLASSIFIED 

EFF/Cardozo-:t38 

165 
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From: 
Sent: 
To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

I{OTD) (FBI) 

(OTD) (FBI) 
I:;T:::-h:-::ur~s~da~y~. ';::::Fe-.b:-r-ua-ry--=2~6,-!2009 1:52 PM 
I I(DO) (FBI) 
RE: Going Dark Initiative 

b6 
b7C 

I am on inspection and will return to office on Monday. Can I get with you then? I also have to coordinate this with our AD 
who would like to be there. 

From: 
Sent: 
To: 
Cc: 
Subject: 

I lcDo) (FBI) 
Thursday, Februa~, 2009 1:37 PM I (OTD) (FBI) 

(DO) (FBI) 
Going Dark Initiative 

UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

I l please call me to schedule a meeting with AD Ronald Ruecker, Office of Law )::nforcement Coordination 
regarding tbe Going Dark Initiative. I left yo~ a voicemail yesterday. 

Thanks for your help, 

I I 
Executive Assistant to 
theAD of OLEC 
I I 

UNCLASSIFIED 

UNCLASSIFIED 

EFF/Cardozo-439 

155 

b6 
b7C 

b2 
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-~- ~-~~-~-~------------------------------------~--. 

ICOTD) (FBI) 
~--------~.~~~--._--------------------------------------~h6~----
From: 
Sent:
To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

Hi Joe, 

L:-.-..--...,...,...--,-..,..,....=~(OTD) (FBI) 
Friday, March 06, 2009 8:55 AM 
DEMAREST, JOSEPH M. (NY) (FBI) 
Going Dark 

Can you give me a POC to coordinate with regarding the Going Dark info collection effort? 

Hope all's well! 
Thx, 
Mb 

UNCLASSIFIED 

EFF I Cardozo-440 

144 

b7C 
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0.~-~-~-- ~--------------------------------------------------------------------------~~----------~ 

ICOTD) (FBI) 
~----------------~.-~~~--~--------------------------------------b6 
From: 
Sent: 
To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

That is awesome! Thanks 

......,_...,..-__,...__,...,,.........,,......,...,-.J.(OTD) (FBI) 
Wednesday. March 11, 2009 8:43 AM 
I I(OTD)(FBI) 
RE: Going Dark 

From: 
Sent:· 
To: 

I lcoTD)(FBI) 

Subject: 

Tuesday, March 10, 2009 5:16 PM 
I ICOTD) (FBI) 
Going Dark 

UNCLASSIFIED 
NON-RECORD 

b7C 

b6 
b7C 

I have identified two field agents, one computer scientist, and one AUSA who are going to jot notes for us on 
your survey regarding "quality of life" related to data pens and Title DI/.FISA. I gave them a few weeks to gather 
their thoughts, and then we can hit them with an email survey or interview as you wish. 

SSAI I 
Operational Technology Divisionlfechnical Programs Scctionlfcchnical Liaison Unit 
Engineering Research Facility- Building 27958A 
RoomA214 

<)»too. v-.,.;,;.135-0001 Des 
Fax 
Cell · 
Email. ic.fbi.gov 
Unit Website: http://otd.fbinetibiltlu 

b6 
b7C 

b2 b6 
b7C 

The information transmitt~d is intended only for the person or entity to which itls addressed arid may c;:ontain confidential and/or privileged 
material. Any review, retransmission, dissemination, or other use of, or taking of any action in reliance upon, this information by persons or 
entities other than the intended recipient Is prohibited. If you received this in error, please contact the sender and delete the material from 
any computer. 

UNCLASSIFIED 

UNCLASSIFIED 

EFF/Cardozo-441 
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Case3:10-cv-04892-RS   Document41-3   Filed03/01/12   Page40 of 204

I(OTD} (FBI} 
L-----------------~-~~~~._------------~----------------------~b6'~----
From: 
Sent: 
To: 
Subject: 

Attachments: 

UNCLASSIFIED 
NON-RECORD 

Going Dark No 
survey 01162009 •••• 

l koTD)(FBI) b7C 
Monday, March 16,2009 5:05PM 
THOMAS, MARCUS C. (OTD) (FBI) 
DAB Going Dark presentation 

Going Dark No survey 01162009.ppt 

Is this the presentation you want to use for the DAB mtg? 

. UNCLASSIFIED 

EFF/Cardozo-442 

120 
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From~ 
Sent: 
To: 
Cc: 
Subject: 

Attachments: 

UNCLASSIFIED 
NON~RECORD 

Tony, 

kOTD) (FBI) 

I I(OTD) (FBI) 
Tuesday, March 17,2009 8:05AM 
DICLEMENTE, ANTHONY P. (OTD) (FBI) 
I j(OTD) (FBI) 
RE: Advisory Board Files 

DRAFT Going Dark gdk 20090310.ppt 

Here is the presentation for tomorrow make any changes as appropriate 

DRAFr Going Dark 
gdk 20090310 .... 

From: 
Sent: 
To: 
Subject: 

DICLEMENTE, ANTHONY P. (OTD) (FBI) 
Monday, March 16~ 2009 2:42 PM 

I (OTD) (FBI) 
FW: Advisory Board Files 

UNCLASSIFIED 
NON~RECORD 

Anthony P. DiClemente 
Chief, Data Acquisition /Intercept Section 
0 erational Technolo Division 

From: 
Sent: 
To: 

Cc: 

Subject: 

UNCLASSIFIED 
NON-RECORD 

h6 
h7C 

h6 
h7C 

b2 

'--------'KOTD) 

h6 
h7C 

Gn March 18, OTD will be hosting a meeting for members of the Director's Advisory Board regarding Going Dark. I have 
attached an agenda for the meeting. Those on the To: line are being asked to do a 15 minute presentation as indicated in 
the enclosed agenda. I have also attached a template for the presentatiQn. OndMondf!Y.-March 16th at 1 OAM in the AD's 
conference room, we will have a review of the presentations. EFr-tCar ozo~443 

118 
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-- --- --- ------------------------------------------------------

D. I know you will not be able to .attend the meeting. Marcus or Pat will present but can you fill in the template? 

I lwm put together the ppt for Law Enforcement Outreach. Can you give him input from your side so he can fill in 
the template? . 

q, Can you do the ppt for Tony? 

Thanks, 

«File: DRAFT Going Dark DAB 20090310.ppt » «File: Director's Advisory Board Agenda.doc » 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

EFF I Cardozo-444 

119 

b6 
b7C 
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From: 
Sent: 
To: 
Subject: 

ICOTD) (FBI) 

I I(CQ) (CON) 
Tuesday, March 17.2009 8:53AM 

I I(OTD) (FBI) 
RE: Advisory Board Files 

b6 
b7C 

Attachments: DRAFT Going Dark DAB 20090316 GALEA v2.ppt; DRAFT Going Dark DAB 20090316 LE 
Coord v2.ppt 

UNCLASSIFIED 
NON-RECORD 

See attached for updated slides. 

IThankj, 

DRAFT Going Dark 
DAB 20090316 ... 

DRAFT Going Dark 
DAB 20090316 ... 

From: 
Sent: 
To: 
Subject: 

I koro) (FBI) 
Monday, March 16j 2009 8:45 AM 
I (CQ) (CON) 

FW: Advisory Board Files 

UNCLASSIFIED 
NON-RECORD 

From: 
sent: 
To: 
Subject: 

I l<oro) (FBI) 
Thursday, March 12. 2009 6:10 PM 
I KOTD) (FBI) 
RE: Advisory Bo.ard Files. 

UNCLASSIFIED 
NON-RECORD 

What think of these slides? 

« File: DRAFT Going Dark DAB TLU 03122009.ppt » 

EFF/Cardozo-445 
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b6 
b7C 

b6 
.b7C 

b6 
b7c 

b2 
b6 
b7C 
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From: 
Sent: 
To: 

Cc: 

Subject: 

UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

On March 18, OTD will be hosting a meeting for members of the Director's Advisory Board regarding Going Dark. I have 
attached an agenda for the meeting. Those on the To: line are being asked to do a 15 minute presentation as indicated in 
the enclosed agenda. I have also attached a template for the presentation. On Monday March 16th at 10AM in the AD's 
conference room, we will have a review of the presentations. 

c:J I know you will not be able to attend the meeting. Marcus or Pat will present but can you fill in the template? 

I lwill put together the ppt for Law Enforcement Outreach. Can you give him input from your side so he can fill in 
the template? 

0 Can you do the ppt for Tony? 

Thanks, 

«File: DRAFT Going Dark DAB 20090310.ppt » «File: Director's Advisory Board Agenda.doc » 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

EFF/Cardozo-446 
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---------- -------------------------------------------. 

From: 
Sent: 
To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

I(OTD) (FBI) 

~---.,.____,,.,..-~=--..,...,.(OTD) (FBI) 
Tuesday, March 17, 200910:32AM 
THOMAS, MARCUS C. (OTD) (FBI) 
DAB meeting 

What do you think of these questions for the DAB: 

Have we made the case for the Going Dark Initiative?. Is it compelling enough? 

Is the Going Dark Initiative too ambitious? Not ambitious enough? 

What are the strengths and weaknesses of the. strategy? Have we covered everything? 

What are potential pitfalls? What can be done to prevent them? 

Where should OTD focus its attention? Any ideas for next steps? 

Mb 

UNCLASSIFIED 

EFF/Cardozo-447 
" 

115 

h6 
h7C 



Case3:10-cv-04892-RS   Document41-3   Filed03/01/12   Page46 of 204

-I 

I(OTD) (FBI>" 
L---------------------------~-~~~~~----------------------------------------------b6 ---

1 I(CQ)(CON) b7C From: 
Sent: Tuesdav. March 17. 2009 10:49 AM 

I I(OTD) (FBI) 
RE: Advisory Board Files 

To: 
Subject: 

Attachments: DRAFT Going Dark DAB TLU 03172009.ppt 

UNCLAS-SIFIED 
NON-RECORD 

I. 
See attached for revised TLU briefing. 

Thanks, 
I I 

DRAFr Going Dark 
DAB TIU 03172 ••• 

From: 
Sent: 
T9: 
Subject: 

I lcoTD) (FBI) 
Monday, March 16i 2009 8:45AM 
I (CQ) (CON) 
FW: Advisory Board Files 

UNCLASSIFIED 
NON-RECORD 

From: 
Sent: 
To: 
Subject: 

I I<OTD) {FBI) 
Thursday, March 12, 2009 6:10 PM 
I I<OTD) (FBI) 
RE: Advisory Board Files 

UNCLASSIFIED 
NON-RECORD 

What think of these slides? 

«File: DRAFT Going Dark DAB_TLU 03122009.ppt » 

From: 
Sent: 
To: 

Cc: 

113 EFF/Cardozo-448 

b6 
b7C 

b6 
b7C 

b2 
b6 
b7C 

L--------IKOTD) 
b6 
b7C 
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Subject: FIN: Advisory Board Files 

UNCLASSIFIED 
NON.:RECORD b6 

b7c 

On March 18, OTD will be hosting a meeting for members of the Qirector's Advisory Board regarding Going Dark. I have 
attached an agenda for the meeting. Those on the To: line are being asked to do a 15 minute presentation as indic?ted in 
the enclosed agenda. I have also attached a template for the presentatiof1. On Monday March 16th at 1 OAM in the AD's 
conference room, we will have. a review of the presentations. 

c:::J I know you will not be able to attend the meeting. Marcus or Pat will present but can you fill in the template? 

I lwm put together the ppt for Law Enforcement Outreach. Can you give him input from your side so he can fill in 
the template? 

D CCiln you do the ppt for Tony? 

Thanks, 

«File: DRAFT Going Dark DAB 20090310.ppt » «File: Director's Advisory Board Agenda.doc » 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

. EFF/Cardozo-449 
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ll 

·~ ~·~~ .. --~------~------------------------------------------------------------~---, 

lcOTD} {FBI) 
L---------------~.~~~~-------------------------------------b6"~---
From: 
Sent: 
To: 
Subject: 

..,.,.,._,___,.__,,...,...-....,.,._,...,~(OTD) (FBI) 
Wednesday, May 13, 2009 4:32 PM 
I I(OTD) (FBI) 
RE: Going Dark Bulletin 

UNCLASSIFIED 
NON-RECORD 

L-------liTell him I told you to call him. 

Mb 

I lcoTD) (FBI) 
Wednesday, May 13, 2009 3:12 PM 

I I(OTD) (FBI) 
RE: Going Dark Bulletin 

From: 
Sent: 
To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

No. Giye me his contact infonnation-and I'll ca!!·him. 

From: 
Sent: 
To: 
Subject: 

I . I(OTD) (FBI) 
Wednesday, May 13, 2009 2:31 PM 
I I<OTD) (FBI) 
RE: Going Dark Bulletin 

UNCLASSIFIED 
NON-RECORD 

CJ 
Have you spoken tot=:Jabout the state and local article? 

From: 
Sent: 
To: 
Cc: 
Subject: 

I I(OTD) (FBI) 
Wednesday, May 13, 2009 1:53 PM 
THOMAS, MARCUS C. (OTD) (FBI) 
DICLEMENTE, ANTHONY P. (OTD) (FBI)i~..-____ __,~(OTD) (FBI) 
Going Dark Bulletin 

UNCLASSIFIED 
NON-RECORD 

Marcus; 

b7C 

b2 

b6 
b7C 

b6 
b7C 

b6 
b7C 

Is there any specific material, whitepapersm presentations etc. on the Going Dark topic that you would like to get into the 
Going Dark Bulletin? 

I would be happy to work withc=Jto prepare any of the materials you have developed so .we can publish them. b 6 
b7C 

UNCLASSIFIED EFF/Cardozo-450 

48 
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I(OTD) (FBI) 
~----------------~-~.--~~~~--------------------------------------------b6 ----
From: b7C 
Sent: 
To: 

Cc: 
Subject: 

UNCLASSIFIED · 
NON-RECORD 

The meeting will be in the ADIC conference room. Thanks GV 

From: 
Sent: 
To: 

Cc: 
~ubjectf 

UNCLASSIFIED 
NON-RECORD 

All, 

b6 
b7C 

Th"!nk you for taking the time out of your busy schedules and agre.eing to participate in the Going Dark Roundtable. By 
way of background, Going Dark is one of the FBI's top initiatives. It is a National Electronic Surveillance Strategy which 
focuses on law enforcement's impendin inabili to conduct electronic surveillance on certain communications devices 
due to ra id chan es in technolo . · 

mong o er mgs, e ra egy oo s o 
reques c anges m existmg egis at1on and will ask for increases in funding through special appropriations from Congress. 
The Strategy has gotten attention so far from high ranking officials in other federal, state, and local agencies and from 
industry. However, we need to strengthen the business·case on this to influence policy makers. In order to make this 
case, OTD will be going to FBI field offices to gain information which shows the impact the inability to conduct ELSUR has 
or will have· on investigations. I felt it was important to engafe Car Ag~nts who will be most affe<;:ted by this problem. 

I ns the first field office to participate in this project. and several state .and local agencies have already . 
provided similar information. Take a look at the attached list of questions and talk to others about it. It shows what 
information we are looking for. Stories of great cases utilizing ELSUR would also be helpful. 

Thanks again, 

<<·File: Questions for Case Agent Interviews 20090305 v2.doc ». EFF/Cardozo-451 

57 

b2 
b7E 

b2 
b6 
b7C 
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j(OTD} (FBI} 
~----------------~-~~~--~-----------------------------------------b6---
From: 
Sent: 
To: 
Subject: 

(OTD) (FBI) 
.,T=-u-es-d~a-y.-A .... p_r.,..i1"'""28 .... """2""'0""09,.-~5:54 PM 
I I(DO) (FBI) 
RE: Going Dark update 

UNCLASSIFIED 
NON-RECORD 

Marcus reviewed this and believes Louis will probaply call him. 

From: 
Sent: 
To: 
Subject: 

I l(DO) (FBI) 
Tuesday, April 28, 2009 5:52 PM 
I I(OTD) (FBI) 
RE: Going Dark update 

UNCLASSIFIED 
NON-RECORD 

Thanks for the quick turnaroundL-1 __ ..... ~ This update definitely has more detail. 

b7C 

You might want to let-Marcus and Pat know about the presentation in the event Louis calls over with additional questions 
tomorrow. · • 

Again, I appreciate the help with this. 

From: 
Sent: 
To: 
Subject: 

I I<OTD) (FBI) 
Tuesday, April 28, 2009 5:08 PM 
I KDO) (FBI) 
RE: Going Dark update 

UNCLASSIFIED 
NON-RECORD 

Here is an updated version. Let me know if I need to make.any other changes. 

« File: Goingdark 04 2~ v3.ppt » 

From: 
Sent: · 
To: 
Subject: 

I I<DO) {FBI) 
Tuesday, April 28, 2009 2:26 PM 
I l(OTD) (FBI) 
Going Dark update 

UNCLASSIFIED 
NON-RECORD 

I flighlighted some of the comments received and would ask that if possible, you provide a little more detail. I don't think it 
·will take too much more effort to fill in the holes. I know r said we were trying to get it finalized today but let me know if that 
is a problem. I can buy a little more time if you need it. Thanks again. 

EFF/Cardozo-452 

1 
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From: 
Sent: 
To: 
Subject: 

ICOTD) (FBI) 

'=-__,.--=--,.,..,...,,_,.,~(OTD) (FBI) 
Tuesday, April 21, 2009 5:25 PM 
I I(OTD) (FBI) 
RE: Going Dark Support Contract (formerly with Rand) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

We were planning on discussing this at the next ELSUR Strategy Meeting which is next Wednesday." Can you wait until 
then? · 

From: 
Sent: 
To: 
Subject: 

I lcoro) (FBI) 
Tuesday, April 21. 2009 2:43 PM 
I ~OTD) (FBI) 
Going Dark Support Contract (fonnerly with Rand) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD b2 

b6 
b7C 
b7E 

b6 
b7C 

I have included the support for Going Dark in the OTD Mission Planning contract request I submitted last week. This 
contract provide mission planning, organizational studies, and planning support to the OTD Front Office, Sections, and 
Units. It should provide the support that needs to be completed from the·work Rand Corp started last year. T.his contract 
has been previously conducted with Booz, Allen - Hamilton (BAH), however, it will be completed with BAH and others. In 
planning the contract I included an estimate of ~ lfor continued support of the Going Dark work that was started by 
Rand. This is in addition to the Going Dark support that has been provided· byl KBAH) under the current 
Mission Planning .support contract and is included in. my estimated needs for general OTD support in the new contract. 

If you have specific funding t6 support this "Rand type" work it could be added to this contract funding now (FY09 funding) 
or during FY201 0. 

Let me know what you plan to do. I will keep you updated. on the progress of the new contract which has been requested 
to start in August 2009. 

Dntt Chief 
Technical Management.Services Unit 

o, ... r,, T'"'"'"" I"'''" Phone: 
Cell: 
Fax: 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

EFF I Cardozo-453 
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b6 
b7C 

b2 
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ICOTD) (FB() b6 

~------------------~~~~~----------------------------------------~------h7C 
I KOTD) (FBI) 
Tuesday, April 07. 2009 9:10AM 
I I{OTD) (FBI) 

From: 
Sent: 
To: 
Subject: RE: SMS lniative Update for Spend Plan -Deadline COB Friday April 3rd 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Yellow status is based on new Administration personnel not'being in place for briefings and the expiration of the RAND 
cgntract prior to completion of the study. 

From: 
Sent: 
To: 

I lcoTD) (FBI) 
Tuesday, April 07, 2009 9:02AM 
I ICOTD) (FBI) 

Subject: RE: SMS Iniative Update for Spend Plan - Deadline COB F-riday April 3rd 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Could you give me a sentence as to why we are YeJJbw and not green ? 

From: 
Sent: 
To: 

I koTD) (FBI) 
Tuesday, April 07, 2009 8:43 AM 

Subject: 
I KOTD) (FBI) 
RE: S)VIS Iniative Update for Spend Plan - Deadline COB Friday April 3rd 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

$0 
FTE 107 
Stoplight- yellow 

From: 
Sent: 
To: 

I koTo) ci=sr) 
Tuesday, April 07, 2009 8:11 AM 

Subject: 
I ICOTD) (FBI) 
FW: SMS Inlative Update for Spend Plan - Deadline COB Friday April 3rd 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

From: 
Sent: 
To: 

I ICOTD) (FBI) 
Monday, April 06, 2009 9:13 AM 

Subject: 
I KOTD) (FBI) 
FW, SMS Iniative Update for Spend Plan - Deadline COB Friday April 3rd 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I need an answer on this one. EFF/Cardozo-454 

79 
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I I(OTD) (FBI) 
Friday, March 27, 2009 2:35 PM • 

From: 
Sent: 

I ?(OTD) (FBI); COOK, PATRICK B. (OTD) (FBI); DICLEMENTE, ANTiiONY P. (OTD) (FBI) 
. [OTD) (CON); THOMAS, MARCUS c. (OTD) (FBI);I ICOTD) (FBI) 
"=s':":M::-5 r=-n.,....ia!i:-:-.v-e":":'Up-,d:-:ate_,for Spend Plan- Deadline COB Friday April 3rd 

To: 
Cc: 
Subject: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD. 

I l 
You have been designated as the POC for the following SMS initiative: 
-Going Dark 

For FY09 only, I need to know: 
- Estimated $$ Spent 
- Estimated FTE Devoted 

b6 
b7C 

- Stoplight Status (RIY/G) on your initiative where R equals "off-track" and Y equals "a trend towards on-track" and G 
equals "on-track." 

Thanks, 
CJ 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

EFF/Cardozo-455 
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~------------~!{O-T~D•)•(F~B~I) ______________________________ b
6 

__ __ 

From: 
Sent: 
To: 
Subject: 

(OTD) (FBI) 
~.::;T:::-h-u-rs-:d~ay-,-=-M-:-a-rc'""'h""'2""'6::-,-::2":"!009 6:39 PM 
COOK, 'PATRICK B. (OTD) (FBI) 
RE: Going Dark presentation 

UNCLASSIFIED 
NON-RECORD 

Do you remember which one you used? 

·From: 
Sent: 
To: 
Subject: 

COOK, PATRICK B. (OTD) (FBI) 
Thursday, March 26, 2009 8:36 AM 
I KOTD) (FBI) 
RE: Going Dark presentation 

UNCLASSIFIED 
NON-RECORD 

Sure send it to her 

From: 
Sent: 
To: 
Subject: 

I koTD) (FBI) 
Wednesday; March 25, 2009 5:34 PM 
COOK, PATRICK B. (OTD) (FBI) 
FW: Going Dark presentation 

UNCLASSIFIED 
NON-RECORD 

Pat, 

Do you want to send her the presentation? 

From: 
Sent: 
To: 
Subject: 

I lccrD) ·(FBI) 
:ruesday, March 24, 2009 7:53 PM 
I ICOTD) (FBI) 
Gotng Dark presentation 

UNCLASSIFIED 
NON-RECORD 

b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

On 3/13/2009, yourself and DAD Cook gave a presentation to the Communications Analysis Unit regarding the Going Dark 
strategy. We considered it to be very eye opening especially for the type of work that we do in our unit. Is there any way 
that we could get a copy of that. presentation or have access to it. in order to make it accessible to those that were not able 
to attend? 

Thank you in advance .... 

SSil! 
CTD/.~.:=C,.,.XS,..,/,.....CA_U __ ___. 

FBIHQ- Room 4512 

I lfoe:k 
EFF/Cardozo-456 
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L-------------~~(O~T~D~)~(F~B~I) ______________________________ ~b6---

From: 
Sent: 
To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

(OTD) (FBI) 
L;M:-;-o-n-d~a-y.-;M:-;-a--r-.ch,....2:::':3::-.-:::2:':':0-:::-:!09 5:43PM 
I I(OTD) (CON) 
RE: LETF 

He'll be talking about progress we've made on Going Dark in the past year. We'll put together a presentation. 

From: 
Sent: 
To: 
Subject: 

I I com) (<;:oN) 
Monday, March 23, 2009 3:18 PM 
I J(OTD) (FBI) 
RE: LETF 

UNCLASSIFIED 
NON-RECORD 

L---....J'' 
I have added to his calendar. If there is any info he needs, ·please provide. 

Thanks, 

I I 
DAIS Executive Administrative Assistant 
Operational Technology Division 
I I 

From: 
Sent: 
To: 
Cc: 
Subject: 

DICLEMENTE, ANTHONY P. (OTD) (FBI) 
Monday, March 23,2009 1:14PM 

I ~(OTD) (FBI) 
&.,. ~=--_..!(OTD) (CON) 
RE:LETF 

UNCLASSIFIED 
NON•RECORD 

I'm available. 

Anthony P. DiClemente 
Chief, Data Acquisition /Intercept Section 
Operational Technology Division 

I I 

.Frain: 
Sent: 
To: 
Subject: 

I KOTD) (FBI) 
Monday, March 23, 2009 10:04 AM 
DICLEMENTE, ANTHONY P. (OTD) (FBI) 
FW: LETF 

. . 
~ ...... • .:.""::.-._ .. _ .. ·=-. 

EFF I Cardozo-457 

111 

JJ7c 

b6 
b7C 

b2 
b6 
b7C 

b6 
b7C 

b6 
b7C 



Case3:10-cv-04892-RS   Document41-3   Filed03/01/12   Page56 of 204

i 
. ! 

UNCLASSIFIED 
.NON-RECORD 

Tony are you .interested in doing this? 

From: 
Sent: 
To: 
Subject: 
When: 
Where: 

I lcoTD) {FBI) On Behalf Of THOMAS, MARCUS c. (OTD) (FBI) 
Monday, March 23, 2009 10:02 AM 
I KOTD) (FBI) 
Declined: LETF 
Thursday, March 26, 2009 9:00 AM-10:30 AM (GMT-05:00) Eastern lime (US & canada). 
Hospitality House, Fredericksburg, VA 

b6 
b7C 

I ~ Marcus and Pat both can not make this meeting. Marcus has asked that you get with Tony D. and haye him 
attend. 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

EFF/Cardozo-458 

112 



Case3:10-cv-04892-RS   Document41-3   Filed03/01/12   Page57 of 204

I 

I<OTD) {FBI) b6 
L-------~------------~~~~~~------------~------------------------~.b7C~ 

I I(OTD) (FBI) From: 
Sent: 
To: 

Wednesday, January 02~2008 5:38 PM 

I (OTD) (FBI) 
(OTD) (FBI);;:I ~::::::::::::!I(OTD) (FBI);~...I -----:----' 

(OTD) (FBI) 
Cc: 

Subj~ct: 

UNCLASSIFIED 
. NON-RECORD 

Guys, 

FW: Going Dark Initiative 

Please respond to me (negative or positive) regarding the below question. Deadline- 01-09-08. 

Thanks, 

From: 
Sent: 

b6 
b7C 

To: UOTD) (FBI);I UOTD) (FBI);I ._ _ __._ __ lm__,OTD) 
==-----_,!(OTD) (FBI);._I ____ _.!(OTD) (FBI);I ":::J 

Cc: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

I am requesting you jdentifv case examrles where.b-f:""!:"=~=:-:r---'-------:---------------------:-------' I . . - Pis ·see tne below eman. b2 

Deadline to._l _ __.H/9/2007 

Anthony P. DiClemente 
Chief, Data Acquisition and Intercept Section 
operational Techno199~ PivisiT 

From: SMITH, CHARLES BARRY (OTD) (FBI) 

h6 
b7C 
b7E 

b2 

Sent: 
To: 

Wednesday, January 02, 2008 4:24 PM b 6 
MOTTA, THOMAS GREGORY (OTD) (FBI); (OTD) (FBI); DICLEMENTE, At>!THONY P. (OTD) (FBI) b 7 C 

Cc: 
Subject: 

THOMAS, MARCUS C. (OTD) (FBI); COOK, PATRICK B. (OTD) (FBI) 
Going Dark Initiative 

UNCLASSIFIED 
NON-RECORD 

1 

EFF/Cardozo-459 



Case3:10-cv-04892-RS   Document41-3   Filed03/01/12   Page58 of 204

Folks, b6 

c:Jstopped by today to see me as a follow up to our meeting before the holidays regarding the GOING DARK · 
b7C 

INI~IATIVE briefing material that BAH is putting together for us. As you recall, we discussed the need to get several items 
from you to provide toO Please see below: 

Greg Motta - 1) Overview of~l ~=----___.hssue and our recommendation as to what US law enforcement needs in 
this area, plus any case examples. b

2 2) list of the legislative issues (not bill-language but categorized by topic) related to our 5 prong strategy b?E 
broken down by 1) changes to existing Federal · ELSUR assistance mandates (CALEA) and 2) 
Revising and enhancing certain Federal statutory authorities (protection sensitive industry information, changes to 
pen register law, etc) 

Tony DiClemente- list of case examples.wherell.. _ __, 
well as case example rei · lease and I lease, etc). 

·las 
~~~----------~----------l 

L-----l~ Budget write-ups for DCAC, and others (if any). 

Please advise time estimates when you will have this information to give to~so I can teiiCJas he is working on the 
report/talking points as we speak. 

Thanks 

Barry 

Charles Barry Smith 
Supervisory ~pee@! Age_nt 
Section Chief 
Technical Programs Section 
Operational Technolol Division 

I . 
UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

EFF/Cardozo-460 
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b2 
b6 
b7C 
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I(OTD) (FBI) 
L-------------------~.~~~~~~-----------------------------------------------b6---
From: 
Sent: 
To: 
Subject: 

UNCLASSIFIED 
NON-RECORD. 

~---=----:-....-..,..,-=,-!(OTD) (FBI) 
Tuesday, May 19.2009 3:17PM 

I I(OTD) (FBI) 
RE: Tasking of field POC 

b7C 

This is a good idea. Before you send it, let's talk about this when I get back from NY. We may get some informati.on to 
add to this. 

Mb 

From:· 
Sent: 
To: 
Subject: 

I l(oTD) ·(FBI) 
Monday, May 18, 2009 4:34 P.M 
I ((OTD) (FBI) 
Tasking of field POC 

UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

I have written this ~mail in hopes of getting responses to the survey from Case Agents in the field that may have decided 
not to use ELSUR as a result of a "Going Dark" issue. . 

Please advise. 

Per EC dated 01/09/2009 (269-HQ-C1584700 SerialS), as part of the Going Dark Initiative; OTD, GALEA lmplemente1tion 
Unit (CIU) launched the ELSUR Non-compliance Survey in order document examples where we are "in the dark" by the 
los~ of evidence, that we would be lawfully entitled to, due to advances in technology, antiquated ELSUR laws, and or lack 
of resources, training, personnel. . . 

"The concept of "going dark" is that these instances of lost ELSUR evidence will increase and therefore we must react to 
counter this trend. 

To·highli~ht some of the examples the ELSUR Non-compliant Survey is attempting to capture- please read the following

As Case Agents, you may decide to not use ELSUR (pen registers, Title Ill, FISA) for one (but not limited to) of the 
following reasons: 

b2 
b7E 

3. You know the cost imposed by the telecom, to conduct ELSUR, is prohibitive and therefore you decide ncit to go up on 
that target line. 

4. Your knowledge that the telecom's lack of a GALEA solution prevents your pen register, Title IIJ, etc from going up and 
collecting ELSUR evidence- you decide not to go up on that target line. 

If any of these examples apply, or any examples that you think apply, to. any of your cases since January 2009, please 
visit, http://otdsurvey.fbinet.fbi and provide your example. These examples will help to document instances of"going dark" 

45 
EFF/Cardozo-461 
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and technology trends,.identify non-compliant telecommunication carriers and determine our need in terms of training, 
funding and legislation. · · 

Any questions, please call: 

l(ceiQ 
.__ ___ ___.R office) 

UNCLASSIFIED 

UNCLASSIFIED 

EFF/Cardozo-462 

46 
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ICOTD) (FBI) 
~----------------~-~--~~~-----------------------------------------------b6--

1 I(OTD) (FBI) b7C 
Wednesday, January 02,2008 4:41PM . 

From: 
Sent: 
To: 

Cc: 
Subject: 

SMITH, CHARLES BARRY (OTD) (FBI); MOTTA, THOMAS GREGORY (OTD) (FBI); 
DICLEMENTE, ANTHONY P. (OTD) (FBI) 
THOMAS, MARCIJS G. (OTD) (FBI); COOK, PATRICK B. (OTD) (FBI) 
RE: Going Dark Initiative 

~ttachments: FW: FY09 National Electronic Surveillance Strategy Write Up and Charts (Domestic 
Communications Assistance Center D-CAC); FW: DCAC Exec summary; VoiP Presentation 

UNCLASSIFIED 
NON-RECORD 

IC"2I 
~ 

~ 
~ 

FW: FYOS National FW: DCAC Exec VoiP Presentation 
ElectronicS... summary 

Barry, I think this should do it. 

From: 
Sent: 
To: 
Cc: 
Subject: 

SMITH, CHARLES BARRY (OTD) (FBI) 
Wednesday, January 02, 2008 4:24 PM 
MOTTA, THOMAS GREGORY (OTD) (FBI); (OTD) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI) b6 
THOMAS, MARCUS C •. (OTD) (FBI); COOK, PATRICK B. (OTD) (FBI) b?C 
Going Dark Initiative 

UNCLASSIFIED 
NON-RECORD 

Folks, b6 

b7C 
L:]stopped I?Y today to see me as a follow up to our meeting before the holidays regarding the GOING DARK 
INITIATIVE briefing material that BAH is putting together for us. As you recall, we discussed the need to get several items 
from you to provide toc:J Please see below: 

b2 
Greg Motta -1) Overview o~ land our recommendation as to what US law enforcement needs in b7E 
this area, plus any case examples. . 

· 2) list of the legislative issues (not bill language but categorized by topic) related to our 5 prong strategy . 
broken down by 1) changes to existing Federal ELSUR assistance mandates (CALEA) and 2) 
Revising and enhancing certain.Federal·statutory authorities (protection sensitive industry information, changes to 
pen register law, etc) b2 

b6 

Tony DiClemente -list of case examples where~...l --... ~----.-.----------------------------Jias b?c 
well as case example rei · lease and._l __ _.lease, etc). .b?E 

.__ __ ...... 1- Budget write-ups for DCAC, and others (if any). 

Please advise time estimates when you will have this information to give toCJso I can teiiOas he is working. on the 
report/talking points as we speak. · . . 
Thanks 

Barry 

Charles Barry Smith EFF/Cardozo-463 

1 
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From: 
Sent: 
To: 
Cc: 
Subject: 

Attachments: 

UNCLASSIFIED 
NON-RECORD 

kOTD) (FBI) 

I I(CQ) (CON) 
Monday, March 16. 2009 9:10AM 

I ((QJD) (FBI) 
I{OTD) (FBI) 

Presentation 

DRAFT Going Dark DAB 20090316 CALEA.ppt 

.__ _ __,!requested I forward you the attached file. 

In addition, some of the new authorities the Going Dark initiative is seeking to implement include: 

• 

• 

• 
• 

DRAFr Going Dark 
DAB 20090316 ... 

Thanks, 
I I 

UNCLASSIFIED 

EFF I Cardozo-464 
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L-------------~~(O~T~D~}~(F~B~I} _________________________________ b
6
--

l I(CQ) (CON) b7C 
fhursday. April23. 2009 11:17 AM 

From: 
Sent: 

I koTD) (FBI) To: 
Subject: RE: Update on "Going Dark" Initiative 

Attachments: Going Dark updated 20090423.ppt 

UNCLASSIFIED 
NON"RECORD 

L 

See attached. 

Thanks, 

c=J 

~ 
:;olng Dark updated 

20090423.pp ... 

From: 
Sent: 
To: 
Subject: 

I l(OTD) (FBI) 
Thursday. April 23. 2009 9:46AM 
I JcCQ) (CON) . 
FW: Update on "Going Dark" Initiative 

UNCLASSIFIED 
NON"RECORD 

Any ETA? 

From: 
Sent: 
To: 
Subject: 

1 lcom) (FBI) 
Thursday, April 23, 2009 8:36 AM 

I ICOTD) {FBI) 
FW: Update on "Going Dark" Initiative 

UNCLASSIFIED 
NON"RECORD 

I t 
II am retting pushed for this report update. Any progress? 

From: 
Sent: 
To: 
Cc: 
Subject: 

I lcoo) (FBI) 
Wednesday, April 22, 2009 6:05 PM I I<OTD) (FBI) 

I(DO)(FBI) 
FW: L!pdate on "Going Dark" Initiative 

UNCLASSIFIED 
NON-RECORD 

1 
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... 1 ....-.----llasked me to foUowing with you regarding the Going Dark initiative upd;:1te. Please give me a call regarding the 
status. 

Thanks, 

0 
SSAI,_ ___ ...J 

Resource Planning Office 
.Strategy Management Office 
J.E.H. Building, Room 6220 
Telephone:! I 

From: 
Sent: 

I lcoo) (FBI) 
Thursday. April 16. 2009 12:02 PM 

I L{QIQ) (FBI) 
---,-(DO) (FBI)~ ICOIPP) (FBI) 

Update on "Going Dark" Initiative '-----...J 

To: 
Cc: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

b2 

b6 
b7C 

As ll!lentioned to you, an update on "Going Dark" is going to be presented' at the upcoming Enterprise SMS Qua~erly 
Meeting or at an Executive Board meeting in the next several weeks. In either case, we need information to include with 
recent progress, any new issues impacting this initiative, an assessment of "overall health", and changes to the timeline. 

Attached is the last update done around September 2008. If you would. pl~a!;)e update the standard initiative template we 
use. I will be out next week so please eel Iandi I Thanks for the help y.rith this. b6 

I . I · b7C 

Strategy Mana~ement Office 
I _ hl 

« File: Going Dark 9-0S.ppt » 

UNCLASSIFIED 

UNCLASSIFIED 
/ 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

EFF/Cardozo-466 
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j{OTDl (FBI) 
~----------------~.~--~~~-----------------------------------------b6,___ 

I I(CQ)(CON) :b7C 
. Thursday. April 23~9 2:22 PM 

From: 
Sent: 
To: 
Cc: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

I (OTD) (FBI);,~...I _____ ____.KOTD) (FBI) 
L::· ==-=-=-=---=,....,....__,.(OTD) (CON) 
RE: P1 0 - Going Dark 

I updated the Initiative in SMS. However, I was under the impression the percentage-based measurements were to be 
deleted. I'll defer tol lon that one. 

0 

Thanks, 

c=l 

From: 
Sent: 
To: 
Cc: 
Subject: 

I lcom) (FBI) 
Thursday, April 23~ 2009 2:03 PM 

I . (CQ) (CON); .... ! _______ __.I(OTD) (FBI) 
. (OTD) (CON) 
'-=FW=""': P,..,.1.,....0 _....,G~o:-ing-!Dark 

UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

. . 
Gre«?tings all - Email wasn't working well yesterday, so just wanteq to send out another email asking 
for: 

Some info to be emailed to me regarding P1 0- the first measure for that was not addressed and it 
has been submitted already, so .1 will need to put the rest in for you - so you can email "me and I will 
plug it in. 

Also, the Going Dark Initiative hasn't been updated in SMS. I'll need one of you to please update 
that and all will be complete. Thank you. 

Operational Technology Division 
Management and Program Analyst 
TMSU 

I 
Quantico. VA 

From: 
sent: 
To: 
Cc: 
Subject:, 

I lcoTD) (FBI) 
Wednesday, April 22, 2009 8:18 AM I ~(CON) 

(OTD} (FBI) 
P10 - Going Dark 

UNCLASSIFIED 
NON-RECORD 

EFF/Cardozo-467 
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- ~~ ---~~--------------------------------------------....,..--, 

I 

Greetings- P1 0 has already been submitted (I believe you submitted 4/17) but the first measure which is "% of Progress 
against "going dark" campaign - measurements including % improving, % no progress, % lagging. Could you or._l =-=---=----~ 
provide percentages to me for those, and 1 can plug them in. (You won't have access since it's been submitted). Thanks 
very much. b6 

Operational Technology Division 
Management and Program Analyst 
TMSU 
Quantico, VA 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

b7C 

b2 
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_, 

Sensitive Law Enforcement Information 

"Going Dark" 
Law Enforcement's Ne.ed to Preserve Lawful Intercept Capabilities. 

I. Issue: Court-authorized lawful interception is a critically important governmental 
technique utilized in all types of investigations to enforce the Nation's laws ensure 
the safet of its citizens and maintain the Nation, s securit . 

Practically speaking, failing to maintain 
lawful intercept technical capabilities effectively repeals the lawful authority created 
by the Congress to conduct lawful interception. Lawful interception capapilities must 
be maintained. · 
A: and evidence in criminal and 

• 

• 

B. The convergence of communications and the increased variety and complexity 
of advanced services and technologies has resulted in impeqiments to lawful 
intercept capabilities and created an increasingly evident "lawful intercept 
capabilities gap." In. the face of more' diverse and complex communications 
services and technologies, including the rapid growth in diverse protocols, 
proprietary compression techniques, encryption, and other technologkal 
factors, law e:nforcement is now faced with several especially daunting lawful 
interception challenges . 

• 

• • 

• 

• The costs of conducting lawful intercepts are increasing daily. State a~d 
locale law enforcement ag<:(ncies are being shut out; and the FBI is barely 
keeping its head above water. All law enforcement agencies are in 
imminent danger of"Going Dark." 

• Working with industry to ensure effective service provider lawful 
interceP,t target identifiers an~ . !exist is 

Sensitive Law Enforcement lnlbnnation 

b2 -2 
b7E -1 

I .I 

. 
1 

! 
I 
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I 
l 
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I 
I 
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I 
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I 
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I ., 
' 

i, 
~ 

b2 •' 

b7E ' 
becoming more difficult as the industry expands to include new entrants 

! 
I 
I 

never before responsib~e for facilitating any form of lawful interception. 

• Finding the substantial technical resources,.personnel, and funding 
required to field and operate complex and costly systems to "collect," 
"process," "decrypt~" "view," "analyze," and "~hare" lawful intercept : 

information. I 

l 
I 

II. Background: Key law enforcement and industry representatives have devised a I 

' 

comprehensive five-pronged National Lawful Intercept Strategy to meet the serious l' 

threats to lawful intercept While self-help has always been a first instinct for law ;, 

enforcement agencies, we are at a point where additional funding and continued, ;r 

I enhanced, outside help is required. The five prongs of the National Lawful Intercept 
Strate~v include: 

(A. 
'f I \ 

\ i 
' .- r 

-.~ ,. , 't·~ .. 
• J 

: B. 

I 

c. Law Enforcement Coordination: To increase efficiency and cost-effectiveness, 
I 

integrated leadership and support within law enforcement must be. increased I. 

and coo~dinated. Examples of law enforcement coordination include: research· I· 
and development; distr.ibution of analysis, processing, and presentation tools 

I 

il 
and applications; strategic and tactical tec;hnical and operational assistance; 

. t sharing of technical best practices;.and outreach and liaison with ~ntities 
within the communications industry. 

D. Industry Cooperation: To institute greater and broader industry liaison, 
particularly with IP-based communications service providers and 
manufacturers and emerging trusted third-party lawful intercept solution 
providers. This effort will focus on obtaining greater information and insight . 
into emerging technol9gies, services, applications to ensure th~t law : 

I 

enforcement can field more timely, cost-effective. technical solutions and 
I 
~ 

identify less expensive commercial lawful intercept solutions. t: 

E. Resources: To accomplish·the above four prongs of the National Lawful 
!; 

Intercept Strategy, additional resources arc required. l 
'I 

I II. Legal Authorities: The legal authorities under which lawful intercept takes place· I 

include, but are not limited to Title III of the Omnibus Crime Control and Safe Streets 
Act, the Electronic Communications Privacy Act (ECPA), and the.For<:;ign 
Intelligence Surveillance Act (FlSA). Further, much of the interaction between law 
enforcement and the communications industry, particularly the mandate for 
telecommunications carriers to design into their networks capabilities t'o perform 

i 
EFF/Cardozo.'-470 2 ! . ~ 
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lawful intercept, is based on the Communications Assistance for Law Enforcement· 
Act [CALEA]}. 

IV. Bud2et: There is no current budget allocated for the Going Dark Initiative. The 

.._~--;--;---:::--;-:--:---~~~......-....Jiwould support the expansion of capacity of certain 
critical lawful intercept collection tools. 

V. Recommendations I Actions: The FBI will continue to pursue the development and 
implementation of the National Lawfullntercept Strategy to ensure the future 
viability of this effective, useful, and indispensable investigative tool for the entire 
law enforcement community. 
A. Seek continued input from law enforcement leadership (e.g., IACP, Major 

Cities Chiefs, Major County Sheriffs' Association) ahd industry regarding the 
development and implementation of the five-pronged National Lawful 
Intercept Strategy. The FBI will finalize the five-pronged National Lawful 
Intercept Strategy based on the above described continuing dialog. 

B. Vet the· Strategy with key Administration officials (e.g., Office of 
Management and Budget [OMB), Office of the Director of National 
Intelligence [ODNI]; Department of Justice [DOJ]) to ensure approval and 
commitment from necessary components. 

C. Socialize the Strategy with key Congressional members and staff(e.g., 
Jugiciary, Intelligence, Appropriations} as appropriate. · 

D. Explore potential for·early Strategy implementation, resource allocation, and 
funding and secure the five-pronged Strategy package: legislative and full
scale resource and funding en~ancements. 

VI. Point(s) of Contact: 
· A. Marcus Thomas, Assistant Director, OTD 

I -1 
B. Patrick Cook, Deputy Assistant Director,. OTD 

I I 
C. Barrv Smith, Chief, Technical Programs Section (TPS), OTD' 

I 
D. L Acting Chief, CALEA Implementation Unit (CIU), OTD 

.._ ________ ...J~I=W.askcalea.net 

Information provided by: 
Information Approved by: 
Dated: 07/~0/2008 

Section Chief Barry Smith 
AD Marcus Thomas ,;«At;;......;;;.,.C.:....? __ _ 
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GOING DARK 

What is "Going Dark"? 

Response: 

• The term "Going Dark," is used to refer to constriction of the law enforcement's ability to 
co~prehelll?ively and lawfully collect data and information, conduct electronic surveillance 
and analyze the raw dat~ I 

• The challenge is due to two factors: 

o the rapid evolution of telecommunications and data collection technology and 
services; and; 

o Law enforcement's inability to quickly develop and deploy robust surveillance, 
intercept/collection, and· analytical capabilities. 

• These circumstances reflect an emer in 
enforcement. 

Didn't Congress already solve this problem when it passed the Communications Assistance 
for Law Enforcement Act (CALEA) in 1994? 

Response: 

• No, CALEA applied to telecommunications carriers and to services that replace a sub~tantial 
portion of the local exchange sen1ce. 

• CALEA excluded, and still excludes, a wide range of other services which today travel over 
wire and electronic communications transmission p.etworks and are interwoven in network 
traffic. 

• I will be happy to work further on this matter wi~ you and the Committee. 

What are some of the specific problems the FBI and the rest of the law enforcement are 
facing? 

Response: 

. ..._____I __ ______.I 
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·~ ~··· -------------- ----------------------------------------------------------------, 

.IL....---___ ____..;:..__a 

.I L...---__ ____. 

How does the FBI propose to solve this problem? 

Response: 

• To meet this challenge, key law enforcement and industry representatives·have collabprated 
with·the FBI to form a comprehensive, five-pronged National Lawful Intercept Stratt:gy. 
Key points inc~ude: 

o modernizing lawful intercept laws; 
o updating lawful intercept authorities; 
o increasing law enforcement coordination; 
o establishl,ng broader industry liaison, and 
o seeking jncreased funqing for these efforts. 

Why should the FBI's strategy be pursued on behalf of law enforcement? 

Response: 

• The FBI is well suited to gain consensus regarding advanced methods of electronic 
surveillance and to ensure comprehensive understanding of the challenges faced by law 
enforcement and help devise and in1plement solutions. The FBI routinely works with the 
communications industry to develop intercept capabilities for the law enforcement 
community, as industry is comfortable workip.g with the FBI under its domestic authorlty. 
In addition, the FBI has long assisted other federal, state, and locall~w enforcement 
effect criminal and Cyber-based electronic surveillance and provides vital support in 
national security matters. · 

Information provided/approved by: AD Marcus Thomas, OTD 
Date: · 
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GOING DARK 

What is "Going Dark''? 

Response: 

• The tepn "Going Dark," is used to refer to the very real constriction of our ability to 
perform lawfully authorized technical collections (e. ., electronic surveillance, search 
and seizure of data, access to transactional records . 

have increased dramatically in recent years 
~~~--~~~--~----~~~-----~ and is expected to continue unabated for the oreseeable future. 

• The FBI, as the lead domestic intelligence a enc has·devoted resources to develo 
technical collection ca abilities; however, 

Did not Congress already solve this problem when it passed the Communications 
Assistance for Law Enforcement Act (CALEA) in 1994? 

Response: 

• No, CALEA applied to telecommunications carriers and to services that replace a 
substantial portion of the local exchange service .. CALEA excluded1 and still excludes, a 
wide range of other services which today travel over wire and electronic commtJ.nications 
transmission networks and are interwoven in network traffic. · .---------1 
~--~--------------------------------------~~) 

What are some of the specific problems the FBI and the rest of the law enforcement and 
intelligence co.mmunities are facing? 

Response: 

I . 
I 

• 
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~·· 

~=--=-=====~~lo=G=C=)(=FB=I~)======~~~------~----------------b6 
From: l lFD) (FBI) lb 

7
c 

Sent: Tuesday. June 16. 2009 11:07 AM1 ... --------. To: I [OGC)(FBI)~ lOGC) (FBI) 
Subject: FW: Surveillance Worksheet 

Attachments: Consolidated Surveillance Questionnaire LECG.doc 

Consolidated 
Surveillance Ques ... 

UNCLASSIFIED 
NON-RECORD 

I I or I ~ In sc McNally • s absence, Would you please advise if this is going to 
the appropriate OGC person? 

Thanks, 
1 I 

Budget Formulation and Presentation Unit 
Finauce Division 

I I 
-----original Message-----
From:[ HFD) (FBI) 
Sent: Tuesday, June 16, 2009 11:04 AM To:l .J(OGC) (FBI} 
Cc: [FD) {FBI); tl ::::::::::::::KFD) (FBI); ._1 ______ __.[OGC) 
(FBI) 
Subject: Fw: Surveillance Worksheet 

UNCLASSIFIED 
NON-RECORD 

Hello! ~ 

lb6 
lb7C 

lb2 
lb6 
b7C 

I spoke ~ithl !who referred. me to you. While! !provided her .comments 
on these FBI ·rfsponses. we thought it should also be reviewed by someone in NSLB as well. 
I am unsure if_ lis the co~rect contact and I have not yet heard fr9m her--- if 
it needs to be farmed out to someone else in OGC would you please advise? 

Thank you, 
I I . 

Budget Formulation 
Finance Division 
I · I 

and Presentation Unit 

-~---Original Message-----
From: I !<oGC) (FBI) 
Sent: Tuesday, June 16, 2009 10:15 AM 
To:! . !(FD) (FBI) 
Subject: RE: Surveillance Worksheet 

UNCLASSIFIED 
NON-RECORD 
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..... 

~-----JI- I will try to get you some comments ASAP. 

;;~;~ .. P~r~i-g"'!:i~n-a_l __ M_e_s_s_a_g_e_-_-_-_-_-__ _.!(FD) (FBI) 
Senti Monday. June ~SJ 2009 5:30 PM 
To: (OGC) (FBI) ;J J(OGC) (FBI} 

(FD) (FBI) ;._[ ______ _.f{FD) (FBI) i I~.. ______ __.!(FD) (FBI) i 

~~~~~~~-""l"!!',..I(FD) {FBI) 
SUbject: FW: Surveillance Worksheet 

UNCLASSIFIED 
NON-RECORD 

DOJ has been asked by the Hill to compile Department surveillance activities. As the 
attached questionnaire received from DOJ has legal references {questions I., II. 1, and 
II.3), would you piease review. These responses were provided by OTD, CIRG, and CD. · · 

DOJ initially asked us to submit this by COB today, however, now that we've aeemed it to 
require OGC review we've pushed back on them for the deadline {tomorrow COB if possible). 
Please note that our responses must be unclassified. 

Call with any questions, 
1 I 

PS please forward to appropriate person~, thanks. 

Budget For.muiat~on 
Finance Division 

I I 

and Presentation Unit 

Message-----

RE: Surveillance Worksheet 

UNCLASSIFIED 
NON-RECORD 

CIRG, OTD, and CD-

lb2 
lb6 
b7C 

b6 
lb7C 

Attached please find the consolidated nsurveillance Questionaire" with your submitted 
information. A reminder that this needs to be unclassified, so please advise if you have 

. any concerns or see anything which needs :r;-evision before submission to DOJ tonight. 

Please advise within the hour, Thanks. 
I I 

Budget Formulation 
Finance Division 

I I 

I 
an!f Presentation Unit 

-~---Original Message-----
From:! KFD) (FBI) 
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--------------------------------~--------------------------~ 

PM 
.._ ____ __.!(CD) (FBI) ; ._1 ______ __.I(IR) {FBI) i 

Cc: {FD) (FBI) 
Subject: FW: surveillance worksheet 
Importance: High 

UNCLASSIFIED 
NON-RECORD 

CIRG and CD-

b6 
b7C 

Please see the attached questionnaire and below email for context, concerning a Department 
collection of information on surveillance activities. Would you please individually 
complete the attached concerning your respective surveillance programs and send back to me 
by Friday COB so that we are able to consolidate responses and return to DOJ by Monday 
deadline. . 

Please note that DOJ is looking for high-level unclassified information only. 

Please advise if you have any concerns, 
~ I 

Budget Formulation and Presentation Unit 
Finance Division 

I I 

b2 
~06 
b7C 

~~~~f;~~·;:::-t~~i26~~I~,30 PM 
To:_ · I<FD) (FBI) ; Koscielny, Kristin M. ;I I<FD) 
(FBI) -----------' 
~ HFD} (FBI) i I I; Klein, Richard L.; · 

~c==~~~~~~--~~--~~~~--------------_;--------~ b6 Subject: FW: Surveillance Worksheet b7C 

I thinkl lis taking the lead on anst\fering these question. She has reached out to 
CIRG, CD and OTD. 

Where they are looking for performance measures, I suggest we use the ones we already 
provide in the DU narratives. There are some questions about what challenges we face. We 
could answer those in terms of our FY 2010 budget request and how the FY 2010 budget 
reguest answers those challenges to some extent. Technical challenges would include the 
going dark discussion. Statuatory issues might include issues related to the patriot act·. 

I I please include this on the tracker, withl las the lead and note due date, 
Jrme i5. ----..1 
Others, FYI only. 

----~Original Message-----

b6 
b7C 

From: t j[mailtd ~usdoj .gov) 
Sent: wednesday, June io, 2609 11: 02~AM':":""-------..I r------------.., 

. :{FD) (FBI) i I !<FD) (FBI) i ._1 ___________ ~ ..... --~1 
r-----~i(Fo) <FBI) EFF/Cardozo-477 

Cc:~--~-~--~ 
Subject: FW: Surveillance worksheet 
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....... 
Please take a look at the email below and let me know if you have questions. 

Thanks! 

Department of Justice, Budget Staff 
Justice Management Division 

I I 

From: I 1 

b2 
b6 
b7C 

sent: 
1 
~~:'l'!e~dri~e~s~a~a~y~.-v~uu~e~x~o~.-2~~ 09 11; 01 AM 

To; . r-------------------------------------~UilliD);~'----------~--~l I b6 

Cc: ~·--------~----~~ b7C Subject: Surveillance Worksheet 

Good Morning, 

We have been asked by the hill to compile Department Surveillance Activities. Please have 
your components (DEA, ATF, USMS, FBI) complete the attached and return by COB Monday June 
15th. Please note that we are looking for high-level unclassified information only. Let 
me know if you have any questions at all. 

Thanks! 

<<Surveillance Questionnaire LECG.doc>>-

Department of Justice, Budget Staff 
Justice Management Division 
I I 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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I" 

I 

FBI Responses to DOJ Surveillance Questionnaire 
(Law Enforcement Components) 

I. Legal Statutes 

J.~ .. Under what legal authorities doeS the co"iltponeiti ~p-erate ?nd: h~W ~ 
:?~J!O:Y~_pl!~J.neg~. (1:-.!.Pa!~g!~p!_s_ ~esp~n§~ .JA~!!l.!ll 

.A) Physical Surveillance. 
Jhe Special Surveillance Group and LOokoutPrograni operate pursuant-to"Eq 
·123-33> the Foreign Intelligence Act, US PATRIOT Act Surveillance operat;og 
-authority is outlined in the Attorney Generals Guidelines (AGG) and the F~~ 
Pom~tic Investigations and Operations GuiQ.elines (DIOG). Each physica~ 
:Surveillance cas~ request is reviewed and approved by a Supervisory Speci~ 
Agent (SSA) and Assistant Special Ag~~ ~n 9h8fg~. {ASA-92 jn_ th~ P.~~d qi:0:~~ 
tw4~~e_t4e investj.gatio_njs __ occ)-ll'I'iD:g:; 

;Bj El~ctro~ic Surveiilan~e 
The FBI conducts lawful electJ:onic surveillance aiid searcheS under Title 18 USQ 
;2510 (Wiretap), Rule 41 Search Warrants, Title 18 USC 3123 Pen Register!Trav.: 
.and Trace, Title 50 Foreign Intelligence Surveillance Act (FISA) authorities fo( 
iE~e9tronic Surveillance, Physical Search and Pen Register. Some other electro~q 
purvei11ance is performed under consent of.a party to the communicati~J:!S _as.~ 
~xception to the order. In addition, the FBI conducts lawful electroniC. __ .~~ 
:Surveillance under stat~ .":~t!J.~rio/ AS ~u~~t.:i?~d by_ ¢-e A.!!~~ey _fie!?-~.!_al_(b.g 
.Qrde:r ~9?.:4_:~098): 

ll. Current Surveillance Capabilities 

1. What·kin<i"~f s.urveillan~e (Physical, .electi-mric) requires i w~rr~:ll:!.!n4 
~4!lt ~<!__p(w~rr~nt? (1-~ __ se~t~n~.~~P..~!:_#;Y.P_e_ o_f_Sl!l'Y~~~~l 

t-L5 Physical iiu-Veillcmc~ ... 
[?o~s _nqt ~~-quir~~-w~anti 

. I 

B) Ei"ectionic Surveilianc8. __ ... _ _ --·--··-... ____ . _ ··----- _____ -·---~ 
!Any electronic surveillance that involves a scenario where a person has ~ 
:expectation ofprivaqy ne~essi~tes th~ nee_d _for 3: court order or a li!-"o/ful 
:except;io:J:!. · 

2. Please provide a brief description of where in the organization 
surveillance activities occur (under which division/branch, etc) and who. 
performs surveillance? (1-2 paragraphs maximum) 

A} Physical Surveillance 

EFF/Cardozo-479 
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Within FBI Headquarters, the physical surveillance program is part of the Critical 
Incident Response Gl;oup (CIR.G). This includes the Special Operations Group 
(SOG), Special Surveillance Group (SSG), Lookout program, and the Aviation 
program. 

Actual surveillance activities are carried out by armed FBI SOG Agents assigned 
to SOG surveillance teams in the field divisions. These SOG teams are assigned 
to squads managed by a Supervisory Special Agent (SSA), reporting to an 
Assistant Special Agent in Charge (ASAC). Surveillance operations are also 
conducted by personnel of the Special Surveillance Group and Lookout Program 
in the field divisions. 

Headquarters oversight of the aviation component of the surveillance program is 
handled by the Field Flight Operations Unit. The pilots assigned to the 

" surveillance teams also normally report to the field SOG SSA. 

B) Electronic Surveillance 
Electronic Surveillance is conducted in each FBI Field Office by Technically 
Trained Agents (TIAs) assigned to the Technical Investigative Program or by 
those individuals assigned to the Operational Technology Division (OTD) at the 
Engineering Research Facility, Quantico, Virginia. 

3. Wb.at kind of surveillance does the organization do (physical, electronic)? 
For what purpose and under which authorities? (1-3 paragraphs maximum) 

The FBI does both physical and electronic surveillance under the authorities 
described in section I (above). 

4. Please provide a brief description of any specialized operational training 
provided for surveillance? (1-2 sentences maximum) 

A) Physical Surveillance 
Surveillance non-Agent personnel receive a six week Basic Surveillance for new 
hires, Advance Field Training for experienced personnel, related cultural training 
delivered by the FBI and/or the Joint Counterintelligence Training Academy and 
other FBI approved vendors, Mentoring Seminar for Surveillap.ce Program 
managers, training for technology introduced into the work environment, among 
others. 

SOG Agent surveillance personnel receive basic physical surveillance training at 
the FBI Academy as part of New Agent training. After being assigned to an SOG 
squad later in their career, they participate in on the job training at the SOG 
squad, complete on-line Virtual Academy training courses, attend the advanced 
surveillance course sponsored by SOGU, attend the Tactical Emergency Vehicle 
Operations Course (TEVOC) and attend an advanced photography course to 
achieve surveillance certification. Additional courses are available to continue to 
increase the sldlls of surveillance agent operators. 

EFF/Cardozo-480 
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B) Electronic Surveillance 
Training for Technically Trained Agents (TTAs) and those individuals assigned to 
the Operational Technology Division (OTD) who perform electronic surveillance 
intercepts is conducted by the OTD. 

5. P~ease provide a description of the different types of technologies used in 
surveillance, what it is used for, and any new technologies that the 
component is developing (2-3 paragraphs maximum)? 

A) Physical Surveillance 

Technololries currentlvused includes: 
1) 

2) 

3) 
4) 

5) 
6) 

Technology that is beinf; tested and fielded includes: 
1) 
2) 
3) 
4) 
s' 
-------------------------------~~ 

B) Electronic Surveillance 
The OTD is involved in the ~eyelonmept and deoloyment of surveillance 
tecbnolof· es. lhis includesl 

I - ~----------------------~ 

6. Please provide some details on workload that the component currently 
tracks (number of wiretaps, FISA's executed, etc.) (1-3 paragraphs 
maximum). 

A) Physical Surveillance 

EFF/Cardozo-481 
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... 

The number of surveillances requested, conducted, or unaddressed and 
underaddressed, support to priority matters and threat issues ime Utilization lb2 

Record Kee in - are tracked fo lb 7 E 

The workload that SOGU currentl tracks include 

B) Electronic Surveillance 
The number ofFISA ELSUR intercepts is classified. Criminal numbers for 
wiretap and pen register are reported to DOJ separately and are identified in the 
annual Wiretap Report. 

m. C~allenges!Future 

1. What are some challenges (in the area of surveillance) the component 
faces related to (few sentences maximum per item): 

Lack of sufficient base fundin to support daily operations such asl._ _ __. 
hich will eliminate the requirement to 

realign equipment mg to maintain daily operations . . 
a. Training (for example, are there any _special training needs?) 

A) Physical Surveillance 
Personnel of the s~~wa~.:~~~~~~~~~L.:;:~~ 
trainin 
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. 

• ' r 

.__ _ __.( Funding for training remains a concern. 

B) Electronic Surveillance 
The FBI and the law enforcement community have developed a National 
Strategy to ensure the continued viability oflawful electronic surveillance 
intercept capabilities. These challenges are explained in the Going Dark 
in,itiative of the FBI. 

b. Workforce Retention 

highest threats. 

B) Electronic Surveillance 
N/A 

c. Workload 

the nature of the work which 

This will begin in the locations wr 

A) Physical Surveillance 
There continues to be a substantial unaddressed/underaddressed work 
load. 

B) Electronic Surveillance 
Training and workload requirements continue to increase. 

2. What are some technological challenges (in the area of surveillance) the 
component faces? 

Technolomcal challenges includJ 

2. Are there any statutory issues the component faces? 
N/A 
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KOGC)(FBI) . 

DECL.ASSIFIED Bt 60322 UC LP /STP I .AH!J 
ON 01-19-2010 

From: 
Sent: 
To: 
Cc: 

(U) \ Subject: 

\~OFORN 
RECORD none 

SABOL, SHERRY E. (OGC) (FBI) 
Thursday, March 19, 2009 3:33PM 
SIEGEL. STEVEN N. (OGC) (FBr; MCNALLY. RICHARD (OGC) {FBI) 

I KOGC) (FBI);_ . KOGC) (FBI) 
RE: Budget. • 

I know. So was I. Althoughc::Jreally is not in tomorrow or Monday. 

From: SIEGa, STEVEN N. (OGC) (FBI) 
Sent: Thursday, March 19, 2009 3:22 PM 
To: =~L SHERRY E. (OGC) (FBI1 MCNALLY, RICHARD (OGC) (FBI) 

( U) 
Cc: I____ ICOGC) (FBI) .. (OGC) (FBI) 

\ . Subject: : udget 

'~OFORN 
ECORD one 

b6 
b7C 

J. was joking.l lanc;JI::)ave been working on it today. ~..I _ __.lwm be back tomorrow and will pitch in 
then. Thi~ is due on Monday, right? 

~D2 

b6 
Steven N. Siegel, Section Chief b7c 

fax) 
c:S :P:l Lili~o~ Th~ ood o-&~t 

lackberry) 
GED ATTORNEY·CLIENT WORK PRODUCT/COMMUNICATION AND IS NOT TO BE DISTRIBUTED OUTSIDE OF OGC 

WITHOUT PRIOR APPROVAL 

From: SABOL, SHERRY E. (OGC) (FBI) 
Sent: Thursday, March 19, 2009 3:18PM · 
To: SIEGE~ STEVEN ~- (OGC) (FBji MCNALLY. RICHARD (OGC) (FBI) 

IU) ··.. Cc;: I .. _(OGC) (FBI)- . [OGC) (FBI) 
I Subject: RE: BU get 

\~OFORN · 
RECORD none 

He1s not in tomorrow or Monday. 

From: SIEGEL, STEVEN N. (OGC) (FBI) 
Sent: Thursday, March 19, 2009 3:17 PM 

1 U ~ '· To: SABOl. SHERRY E. (OGC) (FBI)i MCNALL'(, RICHARD (OGC) (FBI) 
~ I Cc: I I<OGC) (FBI)i. KOGC) {FBI) 

Subject; BE: Budget· 

~OFORN 
ECOR one 

We were hoping thatc::::Jwould handle them for us. Is he in tomorrow and Monday? 
1 EFF/Cardozo-484 

b6 
b7C 



Case3:10-cv-04892-RS   Document41-3   Filed03/01/12   Page85 of 204

Steven N. Siegel, Section Chief rSLB P ~cy;ron, Training and Oversight . 

fax) . 
~ackbercy) 

APR VILEGED ATIORNEY·CUENTWORK PRODUCT/COMMUNICATION AND IS NOTTO BE DISTRIBUTED OUTSIDE OF OGC 
WITHOUT PRIOR APPROVAL 

From: SABOL, SHERRY E. '(OGC) (FBI) 
Sent: Thursday, March 19, 21l09 3:15 PM 

(U):_ To: MCNALLY, RICHARD (OGC) (FBI); SIEGEl, STEVEN N. (OGC) (FBI) 
. Subject: FW: Budget 
\ Importance: High 

~OFORN 
RECORD none 

Who's working the budget issues in NSLB? I've heardl.__ _ _.lis out? 

From: I KOGC) (FBI) 

b2 
b6 
b7C 

:! . 11 [OGC) (FBI); MCNALLY, RICHARD (OGC) T
S

0
e?. t: ~Thursday, MarCh 19.~20IOOG9C)2·{.5FB4IP)t>,l,·li------.I(OGC) (FBI)~ 

(U.) ; · OGC) (FBI) ~===~: 
\: Cc: ~(OGC) (F.Bl)~ KOGC) (FBI);! KOGC) (FBI)~ I 

(OGC) (FBI); SABOL, SHERRY E. (OGC) (Feij ....._ _____ _., 
\ Subject: RE: Budget 
\ Impc;>rtance: High 

\~OFORN 
~one 

Everyone: 

Can you please tell me if your branches are planning to request any FSL as part of the Computer Intrusions initiatives? If 
so, how many? · 

~-~---~-...---......t Are you going to reduce these numbers proportionately or are your pnorities s ift1ng? Please 
AP so I can integrate into the overall threat request. 

NSLB -I need more than numbers from you this time- metrios would be ideal. 

Please be sure to incllldf? SC Sherry Sabol on any responses because after today I will be on NL until next Tuesday. 

blurb/justification t"L.. ____ _...,e ore 1 go. tf.J don t get it o you, then please contact herry. 

Thanks, 

From: I KOGC) (FBI) "' 

b6 
b7C 

lb2 
to7E 

Sent: 
To: 

Thursday, March 19, io091:02 Por;M:~... ___ .,.. I KOGC) (FBI);~ .KOGC) (FBI); MCNALLY, RICHARD (OGC) (FBl);jL.. ____ _.K,OGC) .• 

(FBI) 

2 EFF/Cardozo-485 
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<• 

'cc: I kOGC) (FBI);! KOGC) (FBI)4 KOGC) (FBI)4 
~(~OG~c~}~(ffi~I~)--~ --------- ~----------~ ~------~ 

(U) \... Subject: RE: Budget 
Importance: High 

\~OFORN 
~none 

lb6 
lb7C 

Since all the submissions are pretty much branch composites, I'm not at all sure how useful individual unit data will be. But 
here are first quick (warty) scratchings from PCLU: 
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Bottom line: 
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DECLASSIFIED BY 60322 UC LP/STP/AJntl 
mr 01-19-2010 

. koGC)(FBI) 

From: MCNALLY,, RICHARD (OGC) (FBI) 
Sent: 
To: 

Thursday, March 19, 2009 3:11 PM'r--------.. 
I SlfGEL, STEVEN N. (OGC) (FBI)~ KOGC) (FBI);,._I ___ ___. 

OGC) (FBI) 
PN: Budget Subject: 

From: 

High 

·I FoGC) {FBI) 

lb6 
lb7C 

Sent 
To: (OGC) (FBl);l,._ ____ ___.KOGC) (FBI)i._l ___ __.I(OGC) (FBI)i MCNALLY, RICHARD {OGC) 

Thursday, MarCh 19l2009 2:54 PTF 

· (OGC) (FBI) 
~~!'!!!'!"""'!"""""""......l(oGc) (FBI)~~;::;:::;;::::::KoGC) (FBI)~ KOGC) (FBI): I I 
(OGC) (FBI); SABOL, SHERRY E. (OGC) (FBI) 

Cc: 

( ij ) ! Subject: RE: Budget 
1 Import;ance: High 

~ ~ 
Everyone: 

C~?-n you please tell me if your branches are planning to request any FSL as part of the Computer Intrusions initiatives? If 
so, how many? · 

-.:-.-~~---..,.....t Are you going to reduce these num ers proportionate y or are your pr onttes s 1 mg 
advise A AP so I can integrate into·the overall threat request 

NSLB M I need more than numbers from you this time- metrics would be·ideal. 

Please be sure to include SC Sherry Sabol on any responses because.after today I will be on AIL until next Tuesday. 

L ftor Operational R&D/Going Darkl,l 

J 

lb2 
ib7E 

Thanks, b6 
b7C 

From: 
Sent: 
To: 

Cc: 

Subject: 
Importance: 

~=~~~~,QGC) (FBI) 
_.w;W.iliii2.l:l..s.:w.L~;.il~r 0091:02.P .. M~---.. 
l.no!!----1\0GC) (FBI)i! KOGC) (FBI); MCNALLY, RICHARD (OGC) (FBl)~._ ____ _.KOGC) 

~rn:~~-___,..OGC) (FBl);l KOGC) (FBI);I KOGC) (FBI)4 I 

EFF/Cardozo-488 
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I (U) \ 

~~ 
Since all t!te su~missions are pretty much branch composites, I'm not at all sure how u_seful Individual unit data will be. But 
here are f1rst qUJck (warty) scratchings from PCLU: 
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"' . ' ,.. 
~ 1...--------

Bottom line: 
There uested enhancements are necess 
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I 
"GQin~ _Dark" and '1~------------'1• reported 

':' ........ 

EFF/Cardozo-491 

Page2of2 

lb2 
lb?E 

http~://www.324mail.com/owa/?ae=Item&t=IPM.Note&id=RgAAAACZ1MnLjTJcTqklCP ... 9/24/2009 



Case3:10-cv-04892-RS   Document41-3   Filed03/01/12   Page92 of 204
FYI: Democracy Going Dark - The Electronic Police State 

hl: Democracy Going Dark - The Electronic Police State 
~askcalea.net I . liDaskcalea.net] 
Sent: Tuesday, May 2.6, 2009 6:47PM 

r-------------------------------~ To: Sabol, Sherry E.; 

~------------------------------~ 

http://revolutionradio.orgl2009105122fdemocragy-_ggjn_g;-gark-the-electronic-golice-state/ 

Democracy Going Dark: The Electronic Police State 

Posted on May 22, 2009 by Paul Martin in Facism, Government Evil, New World 
Order, Police State, Surveillance, Technology 1 0 Comments 

The FBI's Multi-Billion "High-Tech Surveillance" Program 

by Tom Burghardt 

The Federal Bureau of Investigation's budget request for Fiscal Year 2010 
reveals that America's political police intend to greatly expand their 
high-tech surveillance capabilities. 

According to ABC News, the FBI is seeking additional funds for the development 
of "a new 'Advanced Electronic Surveillance' program which is being funded 
at $233.9 million for 2010. The program has 133 employees, 15 of whom are 
.agents." 

Known as "Going Da(k," the program is designed to beef up the Bureau's 
already formidable electronic surveillance, intelligence collection and evidence 
gathering capabilities "as well as those of the greater Intelligence 
Community," ABC reports. An FBI spokesperson told the network: 

"The .term 'Going Dark' does not refer to a specific capability, but is a 
program name for the part of the FBI, Operational Technology Division's (9TD) 
lawful interception program which is shared with other law enforcement 
agenties." 

"The "term applies to the research and development of n~w tools, technical 
support and training initiatives." (Jason Ryan, "DOJ Budget Details 
High-Tech Crime Fighting Tools," ABC News, May 9, 2009} 

Led }?y Assistant Director Marcus C. Thomas, OTD describes the office as 
supporting "the FBI's investigative and intelligence-gathering efforts-and 
those of our federal, state, and local law enforcementlintelligence 
partners-with a wide range of sophisticated technological equipmen~ 
exa!YJination tools ahd capabilities, training, and specialized experience. You 
won't hear about our work on the evening news because of its highly sensitive 
nature, but you will continue to hear about the fruits of our labor ... " 

According to OTD's website, the Divisiqn possesses "seven core 
capabilities": Digital Forensics; Electronic Surveillance; Physical 
Surveillance; Special Technology and Applications; Tactical Communications; 
Tactical Operations and finally, Technical Support!Coordination. 

Under the heading "Electronic Surveillance," OTD deploys "tools and 
techniques for performing lawfully-authorized intercepts of wired and wireless 
telecommunications and data network communications technologies; enhancing 
unintelligible audio; and working with the communications industry as well as 
regulatory and legislative bodies to ensure that our continuing ability to 
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congt,Jct electronic SUIVeillance will not be impaired as technology evolves." 

But as we have seen throughout the entire course of the so-called "war on 
terror.'' systemic constitutional breeches by the FBI-from their abuse of 
National Security Letters, the proliferation of corporate-dominated Fusion 
Centers to the infiltration of provocateurs into antiwar and other dissident 
groups-the only thing "impaired" by an out-of-control domestic spy agency 
have been the civil liberties· of Americans. 

Communications Backdoor Provided by Telecom Grifters 

Whit~ the Bureau claims that it performs "lawfully-authorized intercepts" in 
partnership with the "communications industry,D also known as 
telecommunications' grifters, the available evidence suggests otherwise. 

As Antifascist Calling reported last ye;;1r, security consultant and whistleblower 
Babak Pasdar, in a sworn affidavit to the Government Accountability Project 
(GAP), provided startling details about the collusive-and profitable 
alliance-between the FBI and America's wireless carriers. 

Pasdar furnished evidence that FBI agents have instantly transferred data along 
a high-speed computer circuit to a Bureau technology office in Quantico, 
Virginia. The so-called Quantico Circuit was provided to the FBI by Verizon, The 
Washingtc;>n Post revealed. 

According to published reports, the· company maintains a 45 megabiftsecond DS-3 
digital line that allowed the FBI and other security agencies virtually 
"unfettered access" to the carrier's wireless network, including billing 
records and customer data "transferred wirelessly." Verizon and other 
telecbm giants have supplied FBI technical specialists with real-time access to 
customer data. 

"The circuit was tied to the organization's core network," Pasdar wrote. 
Such· access would expose customers' voice calls, data packets, even their 
physical movements and geolocation to uncontrolled-and illegal-surveillance. 

In April, Wired obtained documents from the FBI under a Freedom of Information 
Act request. Those files demonstrate how the Bureau's "geek squad" 

.. routinely hack into wireless, cellular and computer networks. 

Although the FBI released 152 heavily-redacted pages, they withheld another 623, 
claiming a full release would reveal a "sensitive investigative technique." 
Nevertheless, Wired discovered that the FBI is deploying spyware called a 
"computer internet protocol address verifier," orCIPAV, designed to 
infiltrctte a target's compu~er and gather a wide range of information, 
"which it sends to an FBI server In eastern Virginia." While the documents 
do not detail CIPAV's capabilities, an FBI affidavit from a 2007 case Indicate 
it gatjlers and reports, 

a computer's IP address; MAC address; open ports; a list of running programs; 
the operating system type, version and serial number, preferred internet browser 
and version; the computer's registered owner and registered company name; the 

· current logged-in user name and the last-visited UR.L. 

After sending the information to the FBI, the CIPAV settles into a silent "pen 
register" mode, in which it lurks on the target computer and monitors its 
internet use, logging the IP address of every server to which the machine 
connects. (Kevin Poulsen, "FBI Spyware Has Been Snaring Extortionists, Hackers 
for Years," Wired, April16,.2009) 

"Going Dark" is ostensibly designed to help the Bureau deal with 
EFF/Cardozo-493 
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technoiogical.changes and methods to intercept Voice Over Internet Protocol 
(VOIP) phone calls facilitated by programs such as Skype; But a tool that can 
searnlessly target hackers and cyber--criminals can just as easily be deployed 
against political opponents. 

The FBI also intends to continue their use of automated link- and behavioral 
analysis derived from data mining as investigative tools. As a subset of applied 
mathematics, social network theory and its derivatives, link- and behavioral 
analysis, purport to uncover hidden relationships amongst social groups and 
netvyorks. Over time, it has become an invasive tool deployed by private- and 
state·intelligence agencies against political activists, most recently, as 
Antifascist Calling reported in February, against protest groups organizing 
agai~st the Republican National Convention. 

These methods raise very troubling civil liberties' and privacy concerns. The 
Electronic Privacy Information Coalition (EPIC} filed a Freedom· of Information 
Act request, demanding that the General Services Administration (GSA) tum over 
agency records "concerning agreements the GSA negotiated between federal 
agencies and social networking services, including Flickr, YouTube, Vinieo, 
Blip.tv, and Facebook." 

With ·the proliferation of social networking sites, applications allow users to 
easily share information about themselves with others. But as EPIC points out, 
"Many online services relay information about online associations as users 
create new relationships. While government agencies may use social networking, 
cloud computing, and Internet services to create greater transparency on their 
activities, it remains unclear if there are data collection, use, and sharing 
limitations." 

And. with "information discoverability" all the rage amongst spooky security 
agencies ranging from the FBI to the NSA, "connecting the dots," 
particularly when it comes to dissident Americans, "is gaining increasing 
attention from homeland security officials and experts in their ongoing attempt 
to corral anti-terrorism information that resides across federal, state and 
local jurisdictions," Federal Computer Week reports. 

Will an agreement between Facebook and the FBI facilitate "dot connecting" 
or will it serve as a new, insidious means to widen the surveillance net, 
buildi.n~ ever-more intrusive electronic oase files on dissident Americans? 

The Electronic Police State 

As Antifascist Calling reported earlier this month, citing the Electronic 
Frontier Foundation's (EFF) dossier on the FBI's Investigative Data 
Warehouse (lOW}, the office had "transitioned to the operations and 
maintenance phase during FY 2008&#8243; and now possesses some "997,368,450 
unique searchable documents," ready for data mining. 

But as study after study has revealed, most recently the comprehensive 
examination of various programs by the National Research Council, automated data 
minir)'g is "likely to generate huge numbers of false leads." 

Because the mountainous volumes of data "mined" for "action~ble 
intelligence" are drawn from dozens of disparatt;l soljrces on terrorism or 
criminal suspects, "they have an enormous potential for privacy violations 
because they will inevitably force targeted individuals to explain and justify 
their mental and emotional states." 

EFF documented that the Bureau's Telephone Application (TA) "provides a 
central repository for telephone data obtained from investigations." TA 
allegedly functions as an "investigative tool ... for all telephone data 
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collected during the course of FBI investigations. Included are pen register 
data_, toll records, trap/trace, tape-edits, dialed digits, airnet (pager 
intercepts), cellular activity, push-to~talk, ·and corresponding subscriber 
information." 

Additionally, the civil liberties' group revealed that "records obtained 
through National Security Letters are placed in the Telephone Application, as 
well as the IDW by way of the ACS [Automated Case] system." It would appear 
that "Going Dark'' will serve as a research. subsystem feeding the insatiable 
appetite of the Investigative Data Warehouse. 

In fact, these programs are part and parcel of what the security website 
Cryp~ohippie refers to as the Electronic Police State. Far from keeping us safe 
from all manner of dastardly plots hatched by criminals andfor terrorists, 
Cryptohippie avers: 

An elect[Qnic police state is quiet, even unseen. All of its legal actions are 
supported by abundant evidence. It looks. pristine. 

An electronic police state is characterized b~tthis: 

State use of electronic technologies to record, organize, search and distribute 
forensic evidence against its citizens. 

The two crucial facts about the information gathered under an electronic police 
state·are these: 

1. It is criminal evidence, ready for use in a trial. 

4. It is gathered universally and silently, and only later organized for use in 
prosecutions. 

In an··Eiectronic Police State, every surveillance camera recording, every email 
you send, every Internet site you surf, every post you make, every check you 
write; every credit card swipe, every cell phone ping ... are all criminal 
evidence, and they are held in searchable. databases, for a long, long time. 
Whoever holds this evidence can make you look very, very bad whenever they care 
enouqh to do so. You can be prosecuted whenever they feel like it-the evidence 
is already in their database. ("The Electronic Police State, 2008 National . 
Rankings," Cryptohippie, no date) · 

Unfortunately, this is not the stuff of paranoid fantasies, but American reality 
in the year 2009; one unlikely to change in the foreseeable future. 

In addition to "Going Dark," the FBI is busily constructing what ABC News 
refers to as the "development of the Biometric Technology Center, a Joint 
Justice, FBI and DoD program." At a cost of $97.6 million, the center will 
function as a research and development arm of the Bureau's Biometric Center of 
Excellence (BCOE), one which will eventually "be a vast datab~se of personal 
data Including fingerprints, iris scans and DNA which the FBI calls the Next 
Generation Identification {NGI)." 

The program is closely tied with technology under development by West Virginia 
University's Center for Identification Technology Research (CITeR). As the 
FBI's. "lead academic partner in biometrics research" according to a Bureau 
press release, CITeR provides "biometrics re~earch support to the FBI and its 
law enforcement and national security partners and' serve as the FBI liaison to 
the academic community of biometric researchers nationwide." 

Indeed, ClTeR director Lawrence A. Hornak, •a visionary of the Big Brother 
schopl·oftechnology" told The Register, he awaits the day "when devices 

Page4 of6. 
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will be able to 'recognize us and adapt to us'." The "long-term goal," 
Hornak declared, is the "ubiquitous use of biometrics." 

But as The Register pointed out when the program was publicly rolled-out, 
"civil libertarians and privacy advocates are not amused." 

They claim that the project presents nightmare scenarios of stolen biometric 
information being used for ever-more outlandish forms of identity theft, which 
would be nearly impossible to correct. Correcting an inaccurate credit report is 
already an insulting and hair-raising experience in America, and critics contend 
that the use of biometrics would make correcting inaccurate credit reports or 
criminal histories nearly impossible. Besides, they argue, the US government 
does.not exactly have a sterling record when it comes to database 
security-what happens when, as seems inevitable, the database is hacked and 
this intimate and allegedly indisputable data is compromised? ... 

Databases usually become less accurate, rather than more, the older and bigger 
they get, because there's very little incentive for the humans that maintain 
them to go back and correct old, inaccurate information rather than simply 
piling on new information. Data entry typically trumps data accuracy. 
Furthermore, the facial recognition technology in its current iteration is 
woefully inaccurate, with recognition rates as low as 10 per cent at night. All 
in all, there is ample reason for skepticism-not that it will make much of a 
difference. (Burke Hansen, "FBI preps $1 bn biometric database," The 
Register, December 24, 2007) 

But WVU's CITeR isn't the only partner lining-up to feed at the FBI's 
trough. ABC reports that the Bureau "has awarded the NGI contract to Lockheed 
Martrn to update and maintain the database which is expected to come online in 
201 o. After being fully deployed the NGI contract could cost up to $1 
billie~." 

However, Federal Computer Week reported in 2008 that although the initial 
contract will"consist of a base year," the potential for "nine option 
years" means that "the value of the multiyear contract ... could be 
higher.J' You can bet it will! 

Additional firms on Lockheed Martin's "team" as subcontractors include 
IBM, Accenture, BAE Systems, Global Science & Technology, Innovative Management 
& Technology Services.and Platinum Solutions. In other words, NGI is yet another 
in a gigantic herd of cash cows enriching the Military-Industrial-Security 
Com~lex. 

Dem9cracy "Going Dark" 

Tlie "vast apparatus of domestic spying" described by the World Socialist Web 
Site, greatly expanded under the criminal Bush regime is a permanent feature of 
the capitalist state; one that will continue to target political dissent during 
a period of profound eCOI'Jomic crisis. 

Thatthe Obama administration, purportedly representing fundamental change from 
the previous government, has embraced the felonious methods of the Bush crime 
family and its capo tutti capo, Richard Cheney, should surprise no one. Like 
their Republican colleagues, the Democrats are equally complicit in the 
antidr;:mocratic programs of repression assembled under the mendacious banner of 
the "global war on terror." 

From warrantless wiretapping to the suppression of information under cover of 
state secrets,· and from the waging of imperialist wars of conquest to torture, 
the militarist mind-set driving capitalist elites at warp speed towards an abyss 
of their own creation, are signs that new political provocations are being 

EFF/Cardozo-496 

Page 5 of6 

https,://www.324mail.com/owa/?ae=Item&t=IPM.Note&id=RgAAAACZIMnLjTJcTqklCP... 9/24/2009 



Case3:10-cv-04892-RS   Document41-3   Filed03/01/12   Page97 of 204
FYI:. Democracy Going Dark- The Electronic Police State 

prepared by America's permanent "shadow govemment"-the 
military-intelligence-corporate apparatus. 

Global Research .ca 

Assistant General Counsel 
Sciel}ce and Technology Law Unit 
Office of the General Counsel 
Fede;-al Bureau of lnvesti ation 
Direct Dial: 
E-mail: 

****~**************************************************************** 

This e-mail message and any attached files are confidential and are intended 
solely for the use of the addressee(s) named above. This communication may 
cont<Jin material protected by attorney-client, work product, or other 
privileges. If you are not the intended recipient or person responsible for 
delivering this confidential communication to the intended recipient, you have 
received this communication in error, and any review, use, dissemination, 
forwarding, printing, copying, or other distribution of this e-mail message and 
any <Jttached files is strictly prohibited. If you have received this 
confidential communication in error, please notify the sender immediately by 
reply·e-mail message and permanently delete the original message. 
***~~******************************************************~****** 
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" .. 
I(OGC) (FBI) 

From: 
Sent: 
To: 
Subject: 

I KOTD) (FBI) 
Tuesda~ January 13. 2009 10:04 AM 
I '- !(OGC) (FBI) 
FW: cA EA 2004 Audit 

Attachments: LawfullnterceptStrategyWhitepaper 20081028.doc 

UNCLASSIFIED 
NON-RECORD 

From: 
Sent: 
To: 
Subject: 

I koTD) (FBI) 
wednesday: oecemrr 11, 2oo8 4:04PM 

I INSD) (FBI) 
Rl;: CALEA 2004 Au It 

UNCLASSIFIED 
NON-RECORD 

Here is the National Lawful Intercept Strategy Whitepaper. It is law enforcement sensitive. 

Lawful 
arceptstrategyWhlte 

From: 
Sent: 
To: 
Cc: 
Subject: 

I ~(INSD) (FBI) 
wednesday, Decem er 17, 2008 11:18 AM I ~(OTD) (FBI) 

<INso) (FBI) 
CALEA 2004 Audit 

UNCLASSIFIED 
NON-RECORD 

Good Morning, 

lb6 
lb7C 

It has been a while since I've communicated with you and I was wondering if the living "draft" for the above audit has 
become a "final" version. · 

Thank you, 

UNCLASSIFIED 

UNCLASSIFIED 

EFF/Cardozo-498 
UNCLASSIFIED 

1 
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OPCA-20 (12-3-96) 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

17 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

X Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

D(b)(1) 
181(b)(2) 

Section 552 

o(b)(3) ________ _ 

D(b)(4) 
181(b )(5) 
o(b)(6) 

o(b)(7)(A) 
o(b)(7)(B) 
o(b)(7)(C) 
o(b)(7)(D) 
181(b)(7)(E) 
o(b)(7)(F) 
D(b)(8) 
o(b)(9) 

Section 552a 

o(d)(S) 
oU)(2) 
D(k)(1) 
D(k)(2) 
D(k)(3) 
D(k)(4) 
D(k)(S) 
D(k)(6) 
o(k)(7) 

o Information pertained only to a third party with no reference to the subject of your request 
or the subject of your request is listed in thE;l title only. 

o Document(s) originated with another Government agency(ies). These documents were 
referred to that agency(ies) for review and direct response to you. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with the 
other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will be 
advised as to the disposition at a later date. 

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other 
released page(s). 

____ Page(s) withheld for the following reason(s): 

181 The following number(s) are to be used for reference regarding these pages: 

EFF/Cardozo 499-515: Pages are the attachment, "Lawful Intercept Strategy White Paper 2008," which 
is mentioned on Bates page 498. It is a draft of a "White Paper" titled, "Going Dark: Law Enforcement's 
Need to Preserve Lawful Intercept Capabilities." A White Paper is issued by government agencies to lay 
out policy, or proposed action, on a topic of current concern, i.e. Going Dark Initiative. 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
xxxxxxxxxxxxxxxxxxx 
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' 
11Goihg Dark11 white paper Page 1 of2 . . 

11Gbing Darku white paper 

I I 
Sent: Wednesday, August 06, 2008 4:29 PM 

To: Sabol, Sheny E.;! lwaskcalea.net~._ ____ _. 

A few thoughts on the white paper: 

High~level thoughts: 

lb6 
lb7C 

I sometimes got a feeling that the paper was missing the forest for the trees. I agree that there are several 
problems that are all contributing to relative darkness now, greater darkness in the near future, and nearwtotal 
darkness in a few years, but doesn't the near-total darkness in a few ears kind of dwarf the rest? And the near
total darkness as far as I can tell comes from 

There are other problems that are causing difficulties now,l· . 
I . . l but aren't they pretty much overshadowed by the really b1g problems I've 
described abqve? · 

~~~---~------' All o that is included in here, ut sometimes 1t seems 
speak to me. 

More"..specific comments: 

his sentence is overstated: 

On page 12, the bullets under item 1: EFF/Cardozo-516 

https:I/WI.VW.324mail.comlowa/?ae=Item&t=IPM.Note&id=RgAAAACZ1MnLjTJcTqklCP... 9/24/2009 

to2 
lb5 
lb7E 
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-

"Goip.g Dark" white paper - ~ .. Page2 of2 

I ~-Th-e--se_c_o_n_d_b_u_lle_t_s-ay_s_w __ e_n-ee_d_t_o_l ______________________________________________ l bs 

The third bullet saysl :J 
- I suggest replacing)~------------------------------------------------------1 
PRIVILEGED INTERN.rL DELIBERATIVE DOCUMENT- ATTORNEY WORK PROr;D;;;U,;;;,CT:.....-----. 

l . FBI Science & Technology Law Unit (OGC),~l ________ _. 

EFF/Cardozo-517 

b2 
lb6 
lb7C 

https://www.324rnail.com/owa/?ae==Item&t=IPM.Note&id=RgAAAACZI.M:n.LjTJcTqklCP ... 9/24/2009 
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R~: !'Going Dark" white paper 

Re: "Going Darkn white paper 
I Lwaskcalea.net I lwaskcalea.net] 
Sent: Friday, August 08, 2008 2:42PM 

Page 1 of6 

lb6 
lb7C 

To: I Sabol, Sherry E.4 i§laskcalea.net;l I 
Att?chments: ::1 ======~:;!"'l.pdf (229":'K::B)~;~r====::!:==:::;~:2-.p~df (1S2 KB) ~ ... __ ___. 

._ _____ ... fl. pdf (380 KB) ' 

Sherry: . 

As I mentioned briefly when we spoke last night, I agree with I ( 
high-level comments on the Going Dark paper, and had the same reac ion about 
missing the forest for the trees- the White Paper seems to be taking an 
"evecything but the kitchen sink" approach rather than the more focused 
effort 1-think we were expecting to see. 

I addition to the editoriallline edit type stuff I mentioned to you (which I can 
red line in if we end up getting a soft copy of the document), I had a few 
substantive comments/suggestions on some of the text: 

have is 

'"::-""'!""'""'!""'~~~~""'!""'-~~~~___.. it might be helpful to drop a 
footnote off of that statement that lists a couple of examples for 
support/emphasis. 

One that I· know of is 

~ ............ ~------.-~~--~~~---' Copies of them are attached if 
Ewant to see what they say. By the way, you'll be interested to krw 

I Anot•er one I know of isl 

lb6 
lb7C 

lb5 

lb5 

lb5 

ib5 

lb5 

EFF/Cardozo-518 

https://www.324mail.com/owa/?ae=Item&t=IPM.Note&id=RgAAAACZ1MnLjTJcTqklCP .... 9/24/2009 

lb5 
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,-------------------------------------------------------------------------------------~---------, I 
I ----- -----~---------------------------------------------------=~-, 

R~: .'~Going Dark" white paper 

But I think you get the point of my comment... 

On Page 4, unde~ 
ara · ra h that fol ows the block 

t ink that the th1r sentenct? IS not on y an over- an 
inaccurate statement but is also kind of shoots us in the foot. 

On Page 5, I would change the last sentence in footnote 10 to say: 

Page 2 of6 

105 

EFF/Cardozo-519 

https://www.324mail.com/owaf?ae=Item&t=IPM.Note&id=RgAAAACZ1MnLjTJcTqklCP... 9/24/2009 
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... •. R~:."Going Dark11 white paper 

On Page 5, ·in footnote 11, consider rewording the sentence to say: 

-------------'""'!"-.Jl Just a suggestion ... 

On Page 7, I'm wondering why we need that boxed quote when the same statement 
is at the top of the same page, but I guess thafs neither here nor there.- It 
just 10oks weird- especially since there's no attribution as to who exactly 
said It Just an observation ... 

..._ _ _.1- do you have any thoughts on the above rewording? 

I'm cbnfused by the 4th bullet concerning~.! __________ _.. 

EFF/Cardozo-520 

Page 3 of6 

lb5 

lb5 

lb5 

lb5 

lb5 

lb6 
lb7C 

lbs 

lb5 

b5 

https://www.324mail.com/owa/?ae=Item&t=IPM.Note&id=RgAAAACZIMnLjTJcTqklCP .. _. 9/24/2009 
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~ ~-~··~~~~--------------------------------------------------------------------~-----------, 

--~----------------~-------------------------------------------------------, 
... • R<:_:: !'Going Dark" white paper 

________ __.1- do you have any thoughts on this one? 

----------------------__.-do you have any thoughts on this one? 

~~~Easkcalea.net>, Subject: "Going Dark" whit""e_p_a-pe_r _____________ ...,.,. 

Date: Wed, 6 Aug 2008 16:29:03-0400 

>A few thoughts on the white paper: 
> 
> 
> 
>High-level thoughts: 
> 
> 
> 
>l sometimes got a feeling that the paper was missing the forest for the trees. 
>l ag;·ee that there·are several problems that are all contributing to relative 
>dar~ness now, greater darkness in the near future, and near-total darkness in a 
>fE)w·years, but doesn't the near-total.darkness in a few years kind of dwarf the 
>rest? And the near-total darkness as. far as I can tell comes froml 

> 
> 

> 
> 
> 
>To meJ 

l 

roblems that are causin 

Page4 of6 

lb2 
lb5 
lb6 
lb7C 
lb7E 

lb2 
lb6 
lb7C 

EFF/Cardozo-521 

lb2 
lb5 
lb7E 

lb2 
lb5 
lb7E 

lb2 
lb5 
lb7E 

https://www.324mail.com/owa/?ae=Item&t=IPM.Note&id=RgAAAACZ1MnLjTJcTqklCP... 9/24/2009 
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~~:..' Going Dark" white paper 

I . I All ofthat is included 
>in here, but sometimes it seems buried. Maybe it just didn't speak to me. 
> 
> 
> 
>More-specific comments: 
> 
> 
> 
>On page2. t 
1 L 
> 

1!:-T""':"!:':~~~~~~~~~~~~----__.1 Maybe >I haven't been watching enough Caw and Order. 
> 
> 
> 
>On IJag·e 5, second '1f unde~ l this sentence is overstated: 

I 
> 

>This sentence makes it sound like~!!!"!""!!~~~~~-------.... 
I . l Recommended replacement 

[ 
> 
> 
>On oaae 8 ·the 1T beforel 

> 
> 
> 
>On page 12, the bullets under item 1: 
> 
> 
> 
>The second bullet says we need tol 
1 

[ 

ll like the topic of the paragraph -
I 

I but two of the examples are not pood: 

l 

> 
> EFF/Cardozo-522 

Page 5 of6 

b2 
b5 
b7E 

lb5 

lbs 

lb2 
lb5 
lb7E 

https.://www.324mail.com/owa/?ae=Item&t=IPM.Note&id=RgAAAACZ1MnLjTJcTqklCP ... 9/24/2009 
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~ ., Re; .'iGoing Dark11 white paper 

>The third bullet saysl . 
1 
> 
>- I suggest replacind 
1 
> 
> 
> 
> 
> 
> 
> 

l 

>PRIVILEGED INTERNAL DELIBERATIVE DOCUMENT -ATTORNEY WORK PRODUCT 
> 
!-1 ____ __.1 FBI Science & Technology Law Unit (OG~) • ._I ____ _. 
> 
> 
> 
> 

EFF/Cardozo-523 

Page 6 of6 

lb5 

lb2 
lb6 
lb7C 

https://www.324mail.com/owaJ?ae=Item&t=IPM.Note&id=RgAAAACZ1MnLjTJcTqklCP... 9/24/2009 



Case3:10-cv-04892-RS   Document41-3   Filed03/01/12   Page108 of 204

I 
I 

I 

~. 
I 

. .... 

From: I ll:l2ic.tbi.gov] 

Sent: Friday, August 08, 2008 3:29 PM 

To: I lcuaskcalea.net'; Sal:)ol, Sherry E.;._l _____ ....~ 
Subject: RE: "Going Dark" white paper 

Page 1 of7 

b6 
b7C 

Below, 1 respond in blue to a couple of points where._l _.....~t-Jirected questions to me (and one where she didn't). - DAK 

-----Original 1'-!essage-----
From:l ~askcalea.net [~m~a=i~l~t~o~d~------~h=a~s~k=ca=l~e~a~.n~e~tl 
Sent: Friday, August 08, 2008 2:43 PM 
To:( ~ Saboli Sherry E.;! ~askcalea.net•;~~----------------~ 
SubJect: Re: "Going Dark" white paper ~------__. 

Sherry: 

As I mentioned briefly when we spoke last night; !- agree with! I 
high-level comments on the Going Dark paper, and had the same reaction about 
missing the forest for the trees - ·the ~lhite Paper seems to be taking an 
"everything but the kitchen sink" approach rather than the·more focused 
effort I think we were expecting to see. 

b6 
b7C 

I addition to the editorial/lin~ edit type stuff I mentioned to you (which I can redline in 
if we end up getting a soft copy of the document), I had a few substantive 
comments/suggestions on some of the text: 

In footnote 1, which describesl l I think the descriPtion the have is 
some111hat inaccurate.. It makes it sound like it 

I'd recommend replacing it with this sentence: 

On Paqe 2 where the a er talks about 
I ~t m~ght· be helpful to drop a 
tootnote off of that statement that lists a couple of examples for 
support/emphasis. 

you want to see what they say. 

,.::=1· 
By the way, 

9/22/2009 

Copies of them are attached if 
you'll be interested to know 

I 
EFF/Cardozo-524 

lb5. 

b5 

lb5 

lb5 
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>" 

Another one I know of is 

But I think you get the point of ·my comment ... 

On Page 4, under I lin the second sentence 
h that fo~1~1~o-w--s~t~h-e~b~l~o-c~k~--o~.t~e~ it sa s 

and 

th~nk there ~s here. 

On Pa e 4 under the second and third sentence read 

rnaccurate 
I th~nk that the third sentence is not .only ap over- and or 

statement, but is also kind of shoots us in the foot. I know that 

J I'd suggest rewording 

EFF/Cardozo-525 

9/22/2009 

Page2 of7 

!b5 

!b5 

lb5 
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I 

I 
I 

I 

I 

I 
I 

.. •.r 

the third sent ence to say something like this: 

On Page 5, I would change the last sentence in footnote 10 to say: 

On Page s, in footnote 11, consider rewording the sentence to say: 

----------------....ll Just a suggestion ... 

On Pacre 7, I' m 

. L Jus t an observation ... 

On Paqe 9 in 

t:ffat's a fair 
it's Probablv 

the first full the second sentence sa s 

I'm not sure 
statement - at least as to all of those thin s. I think 
more accurate to 

because I thi 
So I'd suggest rewording it this way, 

nk this is really what we are trying to say: 

1- do you have any thoughts on the above rewqrding? 

OAK» I think vo 

On Page 12, u 
nderL---------------------------------------------------A 

EFF/Cardozo-526 
9/22/2009 

,.. 

I 

Page3 of7 

lb5 

lb5 

lb5 

lb5 

lb5 

lb5 

lb6 
lb7C 
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..... 

~~~~~~~~~~--~--~~------~lsome of these bullets are not worded as weli 
as they couid be. I would suggest these changes: 

DAK»OrC:: 
would arguft1ijail 

~I ---------------------------------------------------~u 
I'm confused b the 4th bu 

we need to better explain that in th~s bullet.~---
any thoughts on this one? 

lb2 
bs ge 4of7 
lb7E 

:t>2 
b5 
lb6 
b7C 
lb7E 

do you have 

~-----------------------------------------------b2 b5 
b7E 

.__ ____ __.. I don't think this.__ ______ _, 

I'm also confused bv the 6th bullet aboutl 
I 1. I think the _Roint we are trvinq to 
make ~n this bullet - but are not actually makinq -1 

I. 
'---_.1- do you have any thoughts on this one? 

DAK» I don't have it in front of me so I don't remember exactl how that bullet was worded but I think the idea is tha 

Part of the solution I think is 

From: 'I ~ic.fbi.gov>r-----~ 
To: 11 Sabol, Sherry E. 11 <Sherry. Sabol®ic. fbi . gov>, 11 I ~askcalea. net ' 11 

4 12laskcalea.net>, •I J:!>ic.fbi.gov> 

9/22/2009 

rn6 
lb7C EFF/Cardozo-527 

o2 
lb5 
lb6 
b7C 
b7E 
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...... 

Subject: "Going Dark" white paper 
Date: Wed, 6 Aug 2008 16:29:03 -0400 

>A few thoughts on the white paper: 
> 
> 
> 
>High-level thoughts: 
> 
> 
> 
>I sometimes got a feeling that the paper was missing the forest for the trees. 
>I agree that there are several problems that are all contributing to relative 
>darkness now, greater darkness in ehe near future, and near-total darkness in" a 
>few years, but doesn't the near-total darkness in a few years kind of d\'larf the 
>rest? And the near-total dark " 

> 
> 
> 
">There are other roblems that are causin difficulties now 

> ut aren't they pretty much overshadowed by the really big.problems I've 
>described above? 
> 
> 
> 
>To me 

>l.n 
> 

All of that is included 
sometimes it seems buried. Maybe it just didn't speak to me. 

> 
> 
>More-specific comments: 
> 
> 
> 
>On page 2, I 
I 1. 
> 

t 
>i haven't been watchl.ng enough Law and Order. 
> 
> 
> 

9/22/2009 

Maybe 

EFF/Cardozo-528 

Page 5 of7 

to5 
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>On page 5, second ~ under! l this sentence is overstated: 

> 
>This sentence makes it sound like 
f ~ Recommend~e-d~r-e_p_1~a-c_e_m_e_n~t-:------------------------~ 

r 
> 
>' 

> 
> 
> 
>On page 12, the bullets under item 1: 
> 
> 
> 

I like the to ic of the 

but two of the examp es 

>The second bullet says we need to! 

~L------------------------------------------------------------~·· > 

l 
> 
> 
> 
>The third bullet says! 
f 
> 
>-- I sussest replacinsl 
1 t 
> 
> 
> 
> 
> 
> 
> 

I. 

>PRIVILEGED INTERNAL DELIBERATIVE DOCUMENT - ATTORNEY WORK PRODUCT 
> 
I L. ______________ ...... J FBI Science & Technology Law Unit (OGC) , .. 1 ____________ __. 
> 
> 
> 
> 

9/22/2009 

EFF/Cardozo-529 

Page 6 of7 

b5 

b5 

lb5 

b5 

lb2 
lb6 
lb?c 
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Qo9-solidated STLU Comments on OTD 11 Going Dark" paper Page 1 ofl 

Consolidated STLU Comments on OTD "Going Dark11 paper 
I @askcalea.net I lglaskcalea.net] 

Sent: Monday, September 15, 2008 1:33 PM 

To: Sabol, Sheny E. 

Cc: 

Attachments: CONSOLIDATED COMMENTS FROMtvl.doc (69 KB); CALEA Amendments and CALEA.ul,doc (34 KB) 

She:t=ry: 

h6 
b7C 

h6 
Per your request during our recent discussions regarding the OTD "Going Dark" h7C 
paper, attached is a documen.-t_,t~h;:;;a;;,;t-.;;c;.;;:o.-n.-,so'"'ilidates the 11 high level 11 and 11 specific 11 

comments and line edits that! I and I previously provided to you on 
the paper .. 

I'm also attaching a document that consolidates the comments thatr::::Jand I 

;

reviously provided on our earlier proposed CALEA amendments, as well as our 
I_ I 11 wish list" - the interplay bet\'leen these and the paper should 

opefuiiy be pretty clear but we can further discuss if you want more 
background, informaiton, or clarification. 

EFF/Cardozo-530 

lb2 
lbs 
lb6 
lb7C 
lb?E 

https://wvvw.324mail.com/owa/?ae""'Item&t=IPM.Note&id=RgAAAACZ1MnLjTJcTqklCP ... 9/24/2009 
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--

COMMENTS FROM SLTU ON THE OTD "GOING DARK" WIDTE PAPER 

A. High-Level Comments • 

The White· Paper seems take an "everything but the kitchen sink" approach to 
the problem- rather than a more focused effort.- and in doing so, appears to somewhat 
miss the forest for the trees. While there are obviously several problems that 'are all 
'contributing to relative darkness now (e.g.,l I 
I J, greater darkness in the near future, and near-

total darkness in a few years, the near-total darkness in a few years would seem to 
dwarf the rest and drive the real problem. · 

The near-total darkness a ears to comes from 

______ _, All of that is included in the White Paper, but not in a very front-and

~ehter rnC!Illler, and thus often seems buried. 

B. More Specific Comments and Suggested Edits 

General: 
. . 

Although we assume that the proponent of this· paper is the FBI - on 
behalf of itself and state, local and other federal law enforcement agencies 
- that is not entirely clear from the title and summary. We suggest 
clarifying that point up front. 

EFF/Cardozo-531 

1 

bs 

bs 
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Pagel: 

Page2: 

The description od hn footnote 1 is confusing and somewhat 
inaccurate. As currentlv worded, it gives the impression thatl 

J:os 

.._ __ _,r We suggest the following replacement text for footnote 1: . 

lbs 

On Page 2, where the paper talks abou~ I ~.o2 
I I it might ~~E 
be helpful to drop a footnote off of that sta~ement that lists a couple of 
examples for support/emphasis. The following are some examples that 
could be cited here: 

. . 

• 

2 EFF/Cardozo-532 

bs 

lb5 
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I ----------------------------------------------------------------------------, 

. . . . 

I 
• 

b5 

• 

• 

3 EFF/Cardozo-533 
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Page2: 

Page3: 

Page3: 

Page4: 

Page4: 

In the section regardingr-1.::; are unclear about why this section 
references I when the .pa:eer is supposed to be 
emphasizing lawful interception. The reference tol lis fine, but we 
suggest deleting the reference tol I since it O:oes not really have 
anything to do with lawful interception and +nay confuse the matt~r or 
make it seem as though we are overstating the importance. 

We have the same concern in the section regarding re ardin 
reference to I . · I The reference to is 
fine, but we suggest deleting the reference to since it does 
not really have anything to do with lawful interception and may confuse 
the matter or make it seem as though we are overstating the importance. 

curious as to what is meant b 
mi ht be better to 

which we do not think there is here. 

Under the second and third sentence read 

..._ _______ ,____. We think that the third sentence is not only an 
overstatement and/or an inaccurate statement, but also kind of shoots us 
in the foot. 

We suggest rewording the third sentence as follows 
(choose from one of the two bracketed phrases): 

EFF/Cardozo-534 

4 

lb5 

------------------------------------~------------------------------~---
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•' 

PageS: 

PageS: 

PageS: 

We think there is a stronger legal point that could be made in the last 
sentence of footnote 10, and suggest changing that sentence to read as 
follows: 

helps I 
L 

In the second paragraph tmderl 
that reads I 

I The reworded sentence 

I we think the sentence 

lis overstated .. As currently written, this sentence makes 
it sound likel 

l We suggest the following replacement text: 
~----------------~ 

We suggest rewording the sentence in footnote 11 to read as follows: 

5 EFF/Cardozo-535 

~.05 
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Page 7: . We wonder if the boxed quote on this page is necessary when the same 
statement is at the top of the same page- it seems misplaced to us, 
especially since there is no attril;mtion with respect to who exactly made 
this statement. 

Page 8: lsection, the topic of the 
rovided are not ood. 

We do think that 

We also think it would 
~------------------------~ 

Page9: 

We are not sure 
~~------------------------------------~ that· is a fair statement- at least as to all of those thin s. We think it is 

robabl more· accurate to 

We think this a wa to more fairl 

6 EFF/Cardozo-536 
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Page 9: 

:Page 12: 

· Page12: 

We suggest rewording the sentence to read as follows, because we think 
this is really what we are trying to say here: 

We think it might be helpful tol 

l 

The second bulle ted sentence under I 
I says we need to 

The fourth. bulleted sentence under I 
I concerning the 

7 EFF/Cardozo-537 
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Page 12: The sixth bulleted sentence underl 
I concerning I 

is also somewhat confusing. I 

L lb5 

Part of the solution may be I 

In terms of statutory fixes, the goal would bel 
l The easiest-to-understand 

proposal would be tol 

L- but 
our preference is really fori 

I 
Page 12: 

are not 
~~~--~~~----~--~--~~~~------~ worded as well as they could be and could benefit from some rewording. 
We suggest the following changes. 

EFF/Cardozo-538 
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---- ~------------------------------------------. 

Page 12: 

Page12: 

)> Split the first bulleted tho.ught into two separate bulleted thoughts that 
read as follows: 

______ _..lin the third bullet so that it reads as follows: 

)> Replace the text in the seventh bullet with one of the following sentences: 

• 

or 

I 

· . .___I _________ I 

I We tltink it would De he(ful to have a separate bullet onj I· lthat discusses 
l We suggest adding an additional bullet that says: 

• 

We think it would be helpful to have a bullet that talks abou~._ ___ __. 
I l We suggest adding an additional bullet to the list that reads 
something like: 

.... ! _______________________ ~ 
EFF/Cardozo-539 
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OPCA-20 (12-3-96) 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

---=2'--- Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

X Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

O(b)(1) 
tBJ(b)(2) 

Section 552 

O(b)(3), _______ _ 

O(b)(4) 
tB1(b)(5) 
o(b)(6) 

o(b)(7)(A) 
o(b)(7)(B) 
o(b)(7)(C) 
o(b)(7)(D) 
tB1(b)(7)(E) 
o(b)(7)(F) 
o(b)(8) 
o(b)(9) 

Section 552a 

O(d)(5) 
OU)(2) 
O(k)(1) 
o(k)(2) 
o(k)(3) 
o(k)(4) 
o(k)(5) 
o(k)(6) 
o(k)(7) 

o Information pertained only to a third party with no reference to the subject· of your request 
or the subject of your request is listed in the title only. 

o Document(s) originated with another Government agency(ies). These documents were 
referred to that agency(ies) for review and direct response to you. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with the 
other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will be 
advised as to the disposition at a later date. 

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other 
released page(s). 

____ Page(s) withheld for the following reason(s): 

tBJ The following number(s) are to be used for reference regarding these pages: 

EFF/Cardozo 540-541: Pmt of an e-mail attachment titled "Consolidated STLU Comments on 
OTD Going Dark paper." These 2 pages are legislative proposals under internal discussion 
relating to amending CALEA. 

xxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
xxxxxxxxxxxxxxxxxxx 
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. I 
• 
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- --- ------~-----------------------------------------.., 

• 1 . \ 

~--------._'------------------------------------------~·fu6 __ lb7c 
From: 
Sent: 
To: 
Cc: 
Subject: 

I lalaskcalea.net on behalf ofl!:':~------lcy~=askcalea.net] 
Thursday, October 02,200812:47 PM 
barry.smith@ic.fbi.gov;! lruic.fbi.gov;l fmaskcalea.net 
sherry.sabol@ic.fbi.gov . 
OGC Comments on OTD "Going Dark" paper 

CONSOLIDATED CALEA 
lMMENTS FROM STidments and CALEA • ,.-----.. 

Barry and._! __ _.J 

At Sherry's request, I am forwarding OGC's high level and specific comments on the "Going Dark" 
White· Paper. 

Also attached is a document that contains our thouahts reaardina the current relevance ofl 

Sherrv mentioned that there was some confusion as to what I 

But as mentioned in the attached document there arel 

EFF/Cardozo-543 
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~~ 
I~ 
I 

! ., 
I 

r· 

From: 

Sent: Wednesday, August 06, 2008 4:29PM 

To: Sabol, Sherry E.;! @askcalea.net';, ... l _____ _. 
Subject: "Going Dark" white paper 

A few thoughts on the white paper. 

High-level thoughts: 

Page 1 of2 

lb6 
lb?c 

I sometimes got a feeling that the paper was missing the forest for the trees. I agree that there are several 
problems that are all contributing to relative darkness now, greater darkness in the near future, and near-total 
darkness in a few years, but doesn't the near- · · r ? And the near-
total darkness as far as I can tell comes from 

There are other 12roblems that are causing difficulties now, likel I : I but aren't they pretty muc.~h"""o~ve""r~sh~""a .. d:""o .. w""'ed~by~th"""e"""re""a~ll~y~b~ig~p"""ro~b~le~m~s~irr."1v~e....l 
descnbed above? 

Tome 

~~~~~-------'· All of that is included in here, but sometimes it seems buried. Maybe it just didn~t 
speak to me. 

EFF/Cardozo-544 
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. 

l. .. Page 2 of2 

lbs 
On page 12, the bullets under item 1: 

The second bullet saf we need toL... ______________ "!"""" _____ ___. 

I· I 
The third bullet saysl ? 
--I suggest replacin911L-------------------------__.. 

EFF/Cardozo-545 
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----~-- ·----------------------·-------~-~---------. 

b6 . 

~--------~--------------------------------------------------~7C --From: 
Sent: 

I kYic.fbi.gov] 

To: 
Subject: 

Frid: August 08. 2008 10:21 PM 
I t Sabol, Sherry E.;! 
RE:hlte House briefing and CALEA ~----..a 

Just a few thoughts (from the Iuddite in the group): 

1. It is unclear from the title/beginning exactly who is the proponent of this paper. The FBI? LE as a 
whole? Federal LE? 

2. Page 2 - the first sentence of that ears to be an overstatement 

~-------------------Thene~ 
sentence says that..._ ___ _, 

3. Page 3 -1 1- not sure why it cites· t1 ." I when thl~ paper~ supposed 
to emphasize Ll. Maybe remove the reference to: !same concern for the ection when 
it mentions I l The latter halves of these examples have noting to do with Ll 
so they may only confuse the matter, or make it look like we are overstating the importance once to2 

· again. Also, what isl · land how recent a case is it? I like the real world ~;E 
examples, but the language is off. 

4. Page 4 -1 ~ the final paragraph mentionsl land indicates that 
it will be discussed below. I was unable to figuire out exactly where. Maybe a more clear reference to 
a page will do that, otherwise it should be clarified/defined. 

5. Page 4 -1 ~ the third sentence indicated tha~ l 
·We may want to clarify this or tone it down because I believe that there are still a few issues here. 

6. Page 5 ~.__ ____ __.I- can we really caiiL.-______________ __. 

7. Page 6- Do we need to clarify what is in the Wiretap Report? all wiretaps nationwide? only 
Federal?. FBI? 

9. Page 8 -1 lexamples are merely referenced, with no explanation of those unique 
problems or any proposed solutions for that. In such a comprehensive document, why mention this 
and then propose no answers? Also, underl I aren'tl I 

I ~ If so, we should emphasize that and point owt deficiencies and potential 
results. 

1 EFF/Cardozo-546 
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! 

Otherwise, I concur withi::Janq ..... l __ _.lcomment~. 

From:l {maskcalea.net I lg}askcalea.net] 
Sent: Thursday, August 07, 2008 6:13 P.,.;.M.;.;._ _______ _ 

~~l 1 Sabol, Sherry E.;l ~askcalea.net' 

Subject: RE: White House briefing and GALEA 

Sherry: 

b2 
bs 
b6 
b7C 
lb7E 

On the discussion of the earlier GALEA amendment package, I don't have much to add to the oints 
made· (with which I concur), except to throw in an additional plug abou 

On additional 
to aod. 

I would also consider ad din to 

Jb2 
Jbs 

__ ......,:b7E 

I'll send my specific; thoughts on the Going Dark paper separately to you as an add on tal I 
comments ... 

2 
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- --~-~---------------------------------------------------------------------------~ 

---- Original Message -----

b6 
b7C 

From: 1 t@ic.fbi.g,p;.o_v> _______________ ---,: 

To; "Sabol, Sherry E.11 <Sherry.Sabol@ic.fbi.gov>J ~ic.fbi.gov>, ,c lcMaskcalea.netm ~ t:=k~ale~.net> 
Cc: 1 j1c.fbJ.gov> 
Subject: RE: White House briefing~d GALEA 
Date: Thu, 7 Aug 2008 16:07:29 -0400 

> 
> 
> 

>* I 

3 EFF/Cardozo-548 
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> 
> 
> 

>Come to think of it, I guess I would like to add one more su estion to 
>my comments on the white a er: 

>to leak. 
> 

> 
> 

That said, I really wouldn't want that statement · 

>So here are my thoughts on some general bullets that co~ld go under the 
>category o~ . l based in part on taking the white 
>paper1

S word for what OTD has found are important problems: 
> 

pu~:-~------------~? > 
>2) As mentioned on 
>paper. I assume this refers to 

> 
>3 I'm not sure we can 

And we might 

>also try to ensure that'----------------..... 
I I 
> 

4 EFF/Cardozo-549 
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> 

L l Some ideas: 

> 

> 

L I 
> 
> 
> 

>This list has a lot of similarity to the list on page 12 of the white 
>paper. 
> 
> 
> 
> 
> 

I 

I 

>PRIVILEGED INTERNAL DELIBERATIVE DOCUMENT~ ATTORNEY WORK PRODUCT 
> 

l~.. ____ __.·l FBI Science & Technology law Unit (OGC), . ._I _ ..... 

> 
> 
> 
>--~~Original Message~~-~ 

>From: Sabol, Sherry E. 
>Sent: Thursday, August 07, 2008 1:45PM 

:~~ I 
>Subject: White House briefing and GALEA 
>Importance: High 
> 
> 
> 

I 
EFF/Cardozo-550 
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> 
> 
> 

rsubjects the going dark initiative, particularly . 
possible legislative initiatives that would assist in overcoming 

>the obstacles we anticipate will reduce our ability to conduct 
>electronic surveillance in the future. I need to put together a one 
>page overview/leave behind that outlines the issues. I am literally 
>talking about an outline with general statements - not specific 
>legislative proposals. As of now, we seel lbreaking 
>down into categories as follows: 
> 
> 
> 
>1) 
> 
>2) 
> 

ru I 
> 

ru 
> 
>5) 
> 
> 
> 

>One of you has, at some indicated, that if we were to go forward with 
>the GALEA amendment packagel lhad worked on, we may need to 
>tweak or change our approach to some issues - can you tell me what you 
>meant? Was it the nuts and bolts of a legislative amendment we've made 
>or something broader? 
> 
> 
> 
I J! haven't had a chance to digest your comments on the going dark 
>paper but will review those this afternoon - the information I'm 
>loqking for may lie in your comments - in the meantime, could you and 
I lcome up with a few bullets that would fall under the 
~ .... ______ ___.~rena? If you have thoughts on any of the other 
>areas based on your review of the Going Dark paper , I'm open to them 
>as well. 

6 
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1 • ·• .. 

> 
> 
> 

1 ~ same for you if you have had ·a chance to review the Going Dark 
. >paper and have any thoughts. 
> 
> 
> 

>I told Marcus I'd have something for him to review Friday mor~ing. 
>would like to have something to Valerie· tomorrow afternoon and intend 
>to work on it tonight and tomorrow - if anyone has any thoughts - I'm 
>open to hearing them. 
> 
> 

EFF/Cardozo-552 
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~--------------~~----------------------------------------:b6' b7C From: 
Sent: 
To: 
Subject: 

I lmaskcalea.net on behalf ofl._ ______ __,@askcalea.net] 
Frida: August 08, 2008 2:43 PM 

I l Sabol, Sherry E.J @askcalea.net';l I 
Re: 11 omg bark11 white paper 

Attachments: I ~ ~ '-----_.rPdf:l.._ ___________ ~ ____ __.wat 

I I .__ __________________________________ ~~herry: 

b2 
b5 
lb7E 

As I mentioned briefly when we spoke last night, I agree with) lhigh-level comments 
on the Going Dark paper, and had the same reaction about miss~ng the forest for the trees 
- the White Paper seems to be taking an "everything but the kitchen sink" approach rather 
than the more focused effort I think we were expecting to see. 

I addition to the editorial/line edit type stuff I mentioned to you (which I can redJine 
in if we end up getting a soft copy of the document), I had a few substantive b6 
comments/suggestions on some of the text: b7C 

In footnote 1, which describes! ~ I think the description thev have is 
confusincr and some1Yhat inaccura~t~e~. -~I~t makes it sound likel lb2 

lbs 
~--------~lb7E 
J 

J. a recommend repJ.aCJ.!'lg ~t WJ.tn tnJ.s sentence: 

On Page 2. where the paper tal~ about~l~-~~~~~~~--~~-~-~~~~~-~1 I _! it might be helpful to drop a footnote off of that 
statement that lists a couple of examples for support/emphasis. 

One that I knm-1 of isl 

~~~~~~~~~~~~----------------------------------------------------~l Copies of them are attached if 
you want to see what they say. 
thatl I 
I ~, ----------------------------------~ 

Another one I know of is! J 
~~----------------------------------------------------------b2 r.os 

1 
EFF/Cardozo-553 
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D2 
D5 

r-~~~~~~~------~~----~~--~----~~~--------------------------------~07£ But I think you get the point of my comment ... 

in the second sentence of the 

what the 

w ~ch I do not think there is here. 

On Paae 4 under the second and third sentence read 

~~~~~~~~~~~~~------------~~~~~~~~~~~~~~~ I think that the third sentence is not onl an over- and or inaccurate statement but also kind of 
shoots us in the foot. 

I'd s~ggest reword~ng t e 
t ~rd sentence to say something like this: 

On Page 5, I would change the last sentence in footnote 10 to say: 

On Page 5, in footnote 11, consider rewording the sentence to say: 

2 

EFF/Cardozo-554 
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bs 

r-----------------------------------------------------------------~lb7E 

,__ ___ .. I. Just a suggestion ... 

On Page 7, I'm wondering ~rhy \'le need that boxed quote when the same statement is at the 
top of the same page, but I guess that's neither here nor there. It just looks weird
especially since there's no attribution as to who exactly said it. Just an observation ... 

On Pa e 9 in the first full the second sentence sa s 

So I'd suggest rewording it this ~-1ay, because I t ~n 
we are trying to say: 

~--_..1- do you have any thoughts on the above rewording? 

I'm confused b the 4th bullet concernin 

~~~~~~~~----~~------------------------------------------.J- do you have any thoughts on this one? 

confused b the 6th bullet about 

lb6 
lb7C 

I 

lb2 
lbs lb7E 

to make in this bullet - but are not actuall 
I think the point we are 
that 

do you have any thoughts on this one? 

Ori ina! Messa e 

3 
EFF/Cardozo-555 
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Subject: "Going Dark" ~-lhite paper 
Date: Wed, 6 Aug 2008 16:29:03 -0400 

>A few thoughts on the white paper: 
> 
> 
> 
>High-level thoughts: 
> 
> 
> 
>I sometimes got a feeling that the paper was missing the forest for the trees. 
>t agree that there are several problems that are all contributing to 
>relative darkness now, greater darkness in the near future, and 
>near-total darkness in a few years, but doesn't the near-total darkness 
>in a few years kind of dwarf the rest? And the near-total darkness as 
>far as I can tell comes from 

> 
> 

> 
> 
>To me 

are other roblems that are causin difficulties now, 

but aren't they pretty much overshadowe 
y b~g problems I've described above? 

lb2 
lb5 
b7E 

All of that is included in here, but sometimes 
it seems buried. Maybe it just didn't speak to me. 
> 
> 
> 
>More-specific comments: 
> 
> 
> 
>On page 2,1 
! 
I I 
~----------------~Maybe I haven't been watching enough Law and Order. 
> 
> 
> 

page 5, second ~ under~'----------------~l this sentence is overstated: 

4 EFF/Cardozo-556 
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> 
>This sentence make§ jt spppd 

l 
[ 
> 
> 
>On page 8, the 'i beforel 

, nel I l ~R~e~c~o~mm~e~n~a~e~a~re~p~l~a~c~e~m~e~n~t~:--------

~ I like the tooic of the 
>oaraaraoh --1 I 

~02 
b5 
lb7E 

1~~~~~-----------------------------------------------_l..z but t;.ro of the examples are 
not crood: 

r 
> 
> 
> 
>On page 12, the bull~ts under item 1: 
> 
> 
> 
>The second bullet says we need to! 
I 

[ 
> 
> 
>The third.bullet says! 

~1----------------------------------------~l > 
>-- I suggest replacing! 
f I 
~~------------------------------------~· > 
> 
> 
> 
> 
> 
> 
>PRIVILEGED INTERNAL DELIBERATIVE DOCUMENT - ATTORNEY WORK PRODUCT 
> 
J .t FBI Science & Technology Law Unit (OGC), ._1 _ __. 

> 
> 
> 
> 

EFF/Cardozo-557 
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I 

.r 

lb6 

~----------------~-----------------------------------------------b7C -
From: 
·sent: 
To: 
Subject: 

I I 
Friday. August 08. 2008 10:21 PM ~ 

I I Sabol, Sherry E.4 
RE: White House briefing and GALEA "------__. 

Just a fe\~ thougl)ts (from the. luddite in the group) : 

1. It is unclear from the title/beginning exactly who is the proponent of this paper. 
The FBI? LE as a whole? Federal LE? 

ears to be an 

The next sentence says 

3. Page 3 -1 I section ~ not sure r;1hy it cites t9 when this paper 
is suppos}d to emphasize LI. Maybe remove the reference concern for the· 

I _section when it mentions The latter halves of these 
examples have noting to do with LI so they may only confuse the mftter. or make it look 
like we are overstating the importance once again. Also, what is_ land 
how recent a case is it? I like the real r;1orld examples, but the language is off. 

4. Page 4 -1 1- the final paragraph mentions~~~----.~~~~~~land 
indicates that it will be discussed belo1~. I 1>1as unable to figuire out exactly where. 
Maybe a more clear reference to a page will do that, other1vise it should be lb2 
clarified/defined. b5 

lb7E 
5. Page 4 -1 1- the third sentence indicated thatr,------------------~1 

I l We may l'lant to clarify this or tone it down because I believe that there are 
still a few issues here. · 

6. Page 5 -! ~--------------__.1- can \<3e really call 
I . V ~--------------------------------------~ 
7. Page 6 - Do we need to clarify what is in the Wiretap Report? all wiretaps natiom'lide? 
only Federal? .FBI? 

r8 __ .~P~a~g-e_.7 __ -+~~~~~~~~~- Not sure whatl~~~----~~--~ 
~ay be worth spelling out (e.q.j 
want to beef upl~----------------------------------~ 

9. Page 8 -1 !examples are merely referenced, with no explanation of 
those unique problems or any proposed solutions for that. In such a comprehensive 
document, why mention this and then propose no answers? Also, under! l aren't 
I · ~ If so, we should emphasize that 
and po~nt out deficiencies and potential results. 

Otherwise, I concur with~~----~lanct~l ________ ~lcomments. 

From:l ~a~kcalea.net ~~~~"""!"~P~askcalea.net] 
Sent: Thursday, August 07, 2008 6:13 PM r-----------------------------, 
~~ ~ I .~ Sabol, Sherry E. d ~askcalea. net' 

1 EFF/Cardozo-558 

lb6 
lb7C 



Case3:10-cv-04892-RS   Document41-3   Filed03/01/12   Page142 of 204

' 
~ubje~t: RE: White House briefing and CALEA 

Sherry: 

of the earlier CALEA amendment package, I don't have much to add to the 
with \'lhich I concur exce t to thrm-1 in an additional lu about 

category, I agree \dth all ofl lpoints, and 

I don't have much to add on 
that I thou ht that much of 

But I would consider modif in the bullet on 

bullet that 

ou mentioned 

are ..._ __ _. 
But there may be other things we 

-that we·still need support for. 

~I-'~l~l~s~end my specific thoughts on the Going Dark paper separately to you as an add on to 
~~------~!comments... b2 

bs 
I b6 

> 
> 

Message 

RE: White House briefing and 
Aug 2008 16:07:29 -0400 

2 
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. 

> . 
> 
> 
>Come to think of it, I guess I would like to add one more suggestion to 
>mv comments on the i-lhite oaner: I 

> 
> lb2. 
> 
>So here are my thoughts on some general bullets that could go under the lb5 

>category ofl J based in part on taking the whit~ lb7E 

>paper's -v1ord for what OTD has found are important problems: 
> 
>1) I I 
I I· 
>: 

I l >2~ As mentioned on Eaae 12 of the white 

I ? > 
>3) I I: I'm not sure we canl 

I And we might 
>also try to ensure thatl J 
> 

r I 

I 
J 

> 
1->5l I Some ideas: 

~ l 
> 

I I r I 
I 

3 EFF/Cardozo-560 
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,. 

>7> I =:1 
1~--------------------------------~r-> 
> 
> 
>This list has a lot of similarity to the list on page 12 of the white paper. 
> 
> 
> 
> 
> 
>PRIVILEGED INTERNAL DELIBERATIVE DOCUMENT - ATTORNEY WORK PRODUCT 
> 
~~-------....1~ FBI Science & Technology La\~ Unit (OGC) ,._! __ _. 

> 
> 
> 
>-----Original Message----
>From: Sabol, Sherry E. 
>Sent: Thursday, Auaust 07. 2008 lj45 PM 
>To:l 
>Cc:~-~~~~~~~--~~~~--~~~~~ 
>Subject: White House ·briefing and GALEA 
>Importance: High 
> 
> 
> 
! J 
> 
> 

>subject is the going dark initiative, particularly 
>is sues/possible legislative initiatives that lvould""a_s_s-l.""s""'t~l.""n"""""o""'v""'e~r"""c~oming 
>the obstacles we anticipate will reduce our ability to conduct 
>electronic surveillance in the future. I need to put together a one 
>page overvievl/leave behind that outlines the issues. I am literally 
>talking about an outline with eneral statements - not specific legislative 
As of no\\1 1 we see 
>breaking doNn int~o ...... c""'a""'t':""""'e_g_o_r"'!l.~e-s--""':!!''""'l""l' oNs: 
> 
> 
> 
>1) 
> 
>2) 
> 

b2 
lb5 
b7E 

lb2 
ro6 
lb7C 

b6 
to7C 

proposals. 

b2 
lb5 
lb7E 

t:::::J ~------------------------------------------------------------~ 
> 
>4 

> 
> 
> 
>One of you has, at some indicated, that if we 1r1ere to go forward with 
>the CALEA amendment package! !had worked on, we may need to 
>tweak or change our approach to some issues - can you tell me what you 
>meant? Was it the nuts and bolts of a legislative amendment we've made or something 
broader? 
> 

4 EFF/Cardozo-561 

lb6 
lb7C 
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had a chance to digest your comments on the going dark 
this afternoon - the information I'm 

lie in your comments - in the meantime, could you and 
bullets that would fall under the 

~~~~~--.------~arena? If you have thoughts on any of the other 
based on your revie\-1 of the Going Dark paper , I'm open to them as ~1ell. 

> 
> t !- same for you if you have had a chance to review the Going Dark 
>paper and have any thoughts. 
> 
> 
> 

lb6 
lb7C 

>I told Marcus I'd have something for him to review Friday morning. I 
>would like to have something to Valerie tomorrow afternoon and intend 
>to work on it tonight and tomorrow - if anyone has any thoughts - I'm open to hearing 
them. 
> 
> 

EFF/Cardozo-562 

5 

b2 
tos 
b6 
b7C 
b7E 
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RE:· "Going Dark" white paper 

I ' '1 .: 

Page 1 of7 

RE: 11Going Dark" white paper 
I I 
Sent: Friday, August 08, 2008 3:29 PM 

To: I i§laskcalea.net; Sabol, Sherry E.;._! ____ __. 

lb6 
lb?c 

Below, I respond in blue to a couple of points·whefer..l---'~irected questions to me (and one where she didn't). 
-DAK lb6 

-----original Message-----
lb?c 

From:._!~~-__.~askcalea.net [.~m~a~i~l~t~o~J~----~b~a~s~k~c~a~l~e~a~·~n~e=tl 
Senf·i Friday. August ps, 2008 2:43 PM 
To:~---------~~ Sabol, Sherry E.; ... l ___ __.~askcalea.net'ir..l ______________ ~ 
a· .. 
Subject: Re: "Going Dark" \'lhite paper 

Sherry: 

As I mentioned briefly when we spoke last night, I agree with! I 
high-level comments on the· Going Dark paper, and had the same reaction about 
mi·ssing the forest for the trees - the White Paper seems to be taking an 
"everything but the kitchen sink" approach rather than the more focused 
effqrt I thinK we 'llere expecting to see. 

I addition to the editorial/line edit type stuff I mentioned to you (which I can 
redline in if we end up getting a soft copy of the document), I had a few 
substantive comments/suggestions on some of the text: 

replacing it with this sentence: 

where the a er talks about 
, it might be helpful to drop a 

._f~o~o~t:""n~o~t~e--o"':!f"':!f~o""!!f!"""":"t'!l'h-a"':'t--s"':'t-a"':'t-e-m-e-n~t-t""!'h-a~t--.:l""l.-S"':'t .. s.......aa couple of examples for 
support/emphasis. 

One that I know of isl 

1. Copies of them are attaqhed if 
'"y~o-u---w-a-n":"'t~t-o __ s_e_e __ w""!'h-a~t-t""!'h-e_y __ s_a_y--. ---B!'"y-t""!'h_e __ w_a:_y-,...lyou' 11 be ·interested ·to know 

EFF/Cardozo-563 

lb6 
lb?c 

b2 
h5 
b?E 

lb2 
lbs 
lb?E 

https://www.324mail.com/owa/?ae=Item&t=IPM.Note&id=RgAAAACZIMnLjTJcTqklCP .:. 9124/2009 
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t. 
~: 11 Going Dark11 white paper 

Another one I know of is 

But I think you get the point of my comment ... 

On Page 4, under~~~--------~--------_.lin the second sentence of the 
h that follows ·the block ote it sa s 

th~nk. there is here. 

on Pa e 4 under· 

~naccurate statement 

and 

the second and third sentence read 

sentence ~s no 
shoots us in 

EFF/Cardozo-564 

Page2of7 

lb2 
lb5 
b7E 

https://www.324mail.co~owa/?ae=Item&t=IPM.Note&id=RgAAAACZ1MnLjTJcTqldCP... 9/24/2009 •! 
---------------------------------------------------------------------------------------------------------------------------------------------------------- ~ 

------~--------------------------------~------------------------------ --
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'. 
~: 11 Going Dark11 white paper Page 3 of7 

l 
~~~~~~--~----~----------~~~~--~~------''· I'd suggest rewording the third sentence to say something like this: 

On Page 5, I \'lould change the last sentence in footnote 10 to say: 

On Page s, in footnote 11, consider rewording the senten9e to say: 

._ __________________________________________ __.!. Just a suggestion ... 

b2 
lb5 
lb7E 

b2 
lb5 
lb7E 

b2 
lb5 
lb7E 

lb2 
On Page 7, I'm wondering why \'le need that boxed quote when the same statement lb5 
is at the top of the same page, but I guess that's neither here nor there. It b7E 
just looks weird- especially since there's no.attribution as to who exactly 
said it. Just an observation ... 

On Pa e 9, in the first full the second sentence sa s 

~~------~~----------------------------~~~--~--~ I'm not sure statement - at least as to all of those thin s. I think 
it's more accurate to 

so I'd suggest rewording it this way, 
because I think this is really what we are trying to say: 

~--~~ do you have any thoughts on the above rewording? 

!b6 
lb7C 

lb2 
lb5 
lb7E 

lb2 
lb5 
lb7E 

EFF/Cardozo-565 

http'2://www.324mail.com/owa/?ae=Item&t=IPM.Note~id=RgAAAACZ1MnLjTJcTqklCP... 9/24/2009 
-----------------·--- -·· -·--- ·---------
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RE: i'Going Dark11 white paper .. P'age4 of7 

12 under 

lb2 
lb5 
lb7E 

""=':=--:~~~..-.::""'!:""~-~~-":""!!---~ some of these bullets are not \'lorded as well 
could be. I would suggest these changes: 

b2 
b5 
lb6 
lb7C 
b7E 

OAK» Orl"'~--=--:---~-

1 I (I would arque,.th_a_t_l --...... -------~-------------___. 
I'm·confused b the 4th bullet concernin 

~--------~- do you have any thoughts on this one? 

OAK» I inte 

b2 
b5 

._ ______________________ __.!don't think this.._ ___ __. ___ __.lb7E 

I 
I'm also confused by the 6th byllet abgut! 

oirit \'le are t to make in this bullet - but are not actuall 
the 
that 

ib2 
lb5 

r-~d~o-y--ou~h~a-v_e_a_n_y--b6 

~t~h~o~u~g~h~t~s~o~n~t~h~~~·s--o~n-e~?~------------------~ lb7C 
ib7E 

DAK» I don't have it in front of me so !'don't remember exactl how that bullet was worded but I think the idea is 
that 

Part of the solution I think is 

EFF/Cardozo-566 b6 
b7C 

https:/fwww.324inail.com/owal?ae=Item&t=IPM.Note&id=RgAAAACZIMnLjTJcTqklCP ... 9/24/2009 
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RE: 11Going Dark" white paper Page 5 of? . ' 

----- Oriqinal Message -----
From: •I ~ic. fbi. gov>,_· __ _ 
To: "Sabol, Sherry E.n <Sherry.sabol@ic.fbi.sov>. nj l:askcal~a.net'" lb6 
~ baskcalea.net>, f _pic.fbi.gov> lb7C 
Subject: "Going Dark" ~Y"hite paper 
Date: Wed, 6 Aug 2008 16:29:03 -0400 

>A few thoughts on the white paper: 
> 
> 
> 
>High-level thoughts: 
> 
> 
> 
>I sometimes got a feeling that the paper was missing the forest for the trees. 
>I agree that there are several problems that are ·all contributing to relative 
>darkness now, greater darkness in the near future, and near-total darkness in a 
>few years, but doesn't the near-total darkness. in a few.years kind of dwarf the 
>rest? And the near-total darkness as far as I can tell comes from 

> 
> 
> 
>The~e are other roblems that are causin difficulties now, like 
t 
>but aren't they pretty much overshadowed by the really b1g problems I've 
>described above? 
> 
> 
> 
>To me.l 

All of that is included 
>in 'here, but sometimes it. seems buried. Maybe 1t JUSt didn'.t speak to me. 
> 
> 
> 
>More-specific comments: 
> 
> 
> 
>On page 2,1 
t 
> 

EFF/Cardozo-567 

lb2 
lb5 
lb7E 

https://www.324mail.com/owa/?ae=Item&t=IPM.Note&id=RgAAAACZ1MnLjTJcTqklCP ... 9/24/2009 
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.. ~: 11Going Dark" white paper Page 6 of7 

~~~~~~~~~~~~----~~----~~----------------------~~ ~aybe >I haven't been watching enough La\'1 and Order. 
> 
> 
> 
>On :page s, second , under~.l ________ _.l this sentence is overstated: 
> 

> 
>This sentence makes it sound like this has happened often. I I l Recommended replacement: .._ ______ _.. 

I 
> 
> 
> 
>On -page 8 the 1J before l L_ I like the tonic of the naraaranh -

> 
> 
> 
>On page 12, the bullets under item 1: 
> 
> 
> 
>The second bullet says \'le need to I 
I 

r 
> 
> 
> 
>The 
~ 
> 
>--
I 
> 
> 
> 
> 
> 
> 
> 

third bullet saysJ 

I suggest renlacinqJ 

I. 

>PR~VILEGED INTERNAL DELIBERATIVE DOCUMENT 
> 

l 

I 

ATTORNEY t~ORK PRODUCT 

EFF/Cardozo-568 

I 

lb2 
lbS 
lb7E 

https://www.324mail.com/owa/?ae=Item&t=IPM.Note&id=RgAAAACZ1MnLjTJcTqklCP... 9/24/2009 



Case3:10-cv-04892-RS   Document41-3   Filed03/01/12   Page152 of 204
~:-~~Going Dark11 white paper 

... • • "'p 
Page? of7. 

I._ --------tl FBI Science & Technology Law Unit (OGC) , ... 1 _____ ___. 
> 
> 
> 
> 

EFF/Cardozo-569 

lb2 
lb6 
lb7C 

http~://www.324mail.com/owal?ae=Item&t=IPM.Note&id=RgAAAACZ1MnLjTJcTqklCP... 9/24/2009 
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... 

From: I I 
Sent: 
To: 
Subject: 

Friday. August 08, 2008 3:29 PM 
I ta)askcalea.net'; Sabol, Sherry E . ._l _____ ..... 

RE: "Going Dark" white paper 

Below, I respond in blue to a couple of points wherel.._ _ __.ldirected questions to me (and one where she didn't). - DAK 

-----Original Message-----
From:! taskcalea.net [mailto4 .askcalea.net) 
Sent: Friday, August 08, 2008 2:43 P~M----;_-_~ ____ __ 
To: I I; Sabol I Sherry E. i I •. askcalea. net r; Ll ________ _. 

Subject: Re: "Going Dark" t-lhite paper 

Sherry: 

As I mentioned briefly t>~hen we spoke last night, I agree withl I 
high-level comments on· the Going Dark.paper, and had the same reaction about 
missing the forest for the trees - the White Paper seems to be taking an 
"everything but the kitchen sink" approach rather than the more focused 
effort I think we were expecting to see. 

b6 
lb?c 

I addition to the editorial/line edit type stuff I mentioned to you (which I can redline 
in if t>~e end up getting a soft copy of the document), I had a few substantive 
comments/suggestions on some of the text: 

have is confusin 

I'd recommend replacing it vii th this sentence: 

lb2 
lb5 

it might be helpful to drop a lb7E 
footnote off of that statement that lists a couple of examples fof 
support/emphasis. 

One that I knOt>~ of is 

rnother one I knor,.r of isl 

1 
EFF/Cardozo-570 

--...... ------~~----- -- ~-~--~ 
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i· 

But I think you get the point of my comment ... 

On Page 4, underl lin the second sentence of the 
h that fo~i~i~o~w~s~t~h~e~b~l~o~c~k~~o~t~e~ it sa s 

and 

On Pa e 4 under nd and third sentence read 

I'd suggest re\vording 
the third sentence to say something like this: 

On Page 5, I would change the last sentence in footnote 10 to say: 

2. EFF/Cardozo-571 

b2 
lb5 
lb7E 
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---

.. -< 

On Page 5, in footnote 11, consider rewording the sentence to say: b2 

I I 
tos 
b7E 

I I 
~ Just a suggestion ... 

On Page 7, I'm t"ondering 'ilhy we need that boxed quote 'ilhen the same statement 
is at the top of the same page, but I guess that's neither here nor there. It 
just looks weird- especially since there's no attribution as to ~ilho exactly 
said it. Just an observation ... 

On Paqe 9 in the first full 'Daraqraph the second sentence savsl 

]b? -
lb5 

I. So I'd suggest rewording it this way, lb7E' 

because I think this is really what we are trying to say: 

I I !b6 
lb7C 

I 17 do you have any thoughts on the above re1-10rding? 

OAK» ·I think vou've reworded it well to more fairlv sav_ thatl 

I. 

On l?aqe 12, under I L 
I 1 some of these bullets are not worded as well 

ib2 as the~ COUld be. I wou.ld suggest these changes: lb5 
ib7E 

I 

I 
U-, OAK» Or~ 

I 
would argu:: r 

3 EFF/Cardozo-572 
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--- ------~~------~~~~------------------------------------------------------------------------~~--~--, 

I ~~I~'m~c~o~n~fu~s~ed~~b~y~t~h~:~4-t-h~b~u-l_l_e_t __ c_g_p_c_e_r_n_i_n_g_l ________________________________ ~l- do you hav! 

·any thoughts on th~s one? 

DAK» I interoreted this asl 

________________ __.II don't think this point is aboufl l 

I'm also confused bv the 6th bullet aboutl l 
I r I think the noint tve are 
trvincr to make in this bullet - bnt_ are not actuallv makincr - is thatl 

~------------------__.1- do you have any thoughts on this one? 

DAK» I don't have it in front of me so I don't remember exactlv how that bullet was worded but I think the idea is that 

Part of the-solution I think isl 

r----.:;;But if we're talking aboutl 
I I think the easiest-to-u""n""!'de_r_s"!"ta_n_d~o-lr_o_o•o_s_a"!"l i~s"!' i'lu-s"!'t"!"to_s_a-""!'vth~a""!'ttl. 

L..I!:@'s.whatl..__ _ _.lsays above-- that we wantl..._ ________ ___. .__ _____________________________ ----, __ ~ b2 

Original Message . 
From: 1 .ic.fbi.gov>. ___ _ 
To: "Sabol, Sherry E." <Sherry.Sabol@ic.fbi.qov>, 11 I taskcalea.net' rr 
.J haskcalea.net>, 1 ~ic.fbi .,gov> 
Subject: "Going Dark" white paper 
Date: Wed, 6 Aug 2008 16:29:03 -0400 

>A .few thoughts on the white paper: 
> 
> 
> 

lb5 
b6 
b7C 
b7E 

>High-level thoughts: 
> 

lb6 
lb7C 

> 
> 
>I sometimes got a feeliqg that the paper was m~ssing the forest for the trees. 
>I agree that there are several problems that are all contributing to relative 
>darkness now, greater darkness in the near future, and near-total darkness in a 
>fetv years, but doesn't the near-total darkness in a fe~r years kind of dwarf the 
>rest? And the near-total darkness as far as I can tell comes fromr 

4 
EFF/Cardozo-573 

b2 
b5 
~.o7E 
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I 
> 
> 
>There are other difficulties nm1 

>but aren't they pretty much overshadowed by the really big pxoblems I've 
>descxibed above? 
> 
> 
> 
>To me 

>in hexe, but sometimes it seems buried. 
> 
> 
> 
>More-specific comments: 
> 
> 
> 

All of that ~s included 
Maybe it just didn' t ·speak to me. 

>On· page 2 r I 
t L 

~ I 

> 

~~~~~~~~~~~------~~----~~~--------------------~F Maybe >I haven 1 t been \<J"atching enough La1-1 and Order. 
> 
> 
> 

page 5, second~ under~I ________________ __.L this sentence is overstated: 

>This sentence makes it sound like 
1~----------------------~l Recommend~e~d~r~e~p~l~a~c~e~m~e~n~t~:~.----------------------~ 

I 
> 
> 
> 
>On 

> 
> 
> 

the 'll before I like the to ic of the 

but two of the exam les 

EFF/Cardozo-574 

5 

b2 
b5 
b?E 
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... " ~ ... I( 

>on page 12, the bullets under item 1: 
> 
> 
> 
>The second bullet says we need to! 
1 

r 
> 
> 
> 
>The third bullet says I 
i 
> 
>-- I suggest replacingl 
i 
> 
> 
> 
> 
> 
> 
> 
>PRIVILEGED INTERNAL DELIBERATIVE DOCUMENT - ATTORNEY WORK PRODUCT 
> 
1L----------~--~l FBI Science & Technology Law Unit (OGC),L1--~--------~ 
> 
> 
> 
> 

EFF/Cardozo-575 

6 

b2 
b5 
b7E 

b2 
b6 
b7C 
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'· 

.. . . .. 
ReVised Going Dark Initiative Summary and Amendment Charts 

Revised Going Dark Initiative Summary and Amendment Charts 
I Lwaskcalea.net] 

Sent: 

To: 

Monday, March 09, 2009 6:19PM 

~askcalea.net 
Cc: Sabol, Sherry E.;L.! ____ __. 

Attachments: Revised (OGC Redline) Vers"'l.doc (211 KB) 

l 

Page 1 ofl 

b6 
b7C 

Per our conversation a little while ago, here are revised/redlined versions of the Going Dark Initiative 
one-page executive summary and the Attachment 1 and 2 charts that go with the summary. As I 
mentioned) I revised the one-page executive summary to make sure that the scope matched what we're 
proposing in the amendments (i.e., ELSUR and ELSUR plus). 

I also did some light revisions in Attachments 1 and 2. I did not give them a full and complete scrub 
Gusba quick skim) but fixed stuff where something caught my eye. Most of the revisions are non-
substantive and should be self-exolanatory. The only substantive revisions. are! lbz 

I 

Sher:ry is still awaiting confirmation from Marcus about whether we are correct about the 
scop.e of "Going Dark" for purposes of the legislative effort - once she hears back, we (OTD 
and ·OGC) can finalize the summa!)' and attachments and then get them up to OCA. 

Thar:~ks, 
I I 

Assistant General Counsel 
Scief.lce and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of lnvestiaation 
Direct Dial:! I 
E-mqil: I t:Q)askcalea.net 

b2 
!b6 
!b7C 

This e.-moil message and any attached files ore confidential and ore intended solely for the use of the oddressee{s) named above. This 
communication may contain mot erial protected by allomey-cUent, work product, or other privileges. IF you ore not the intended 
recipient Of person responsible for delivering this confidential communication to the intended recipient, you ~ave received this 
communication in error. and any review, use, dissemination, forwarding, printing, copying, or other distnbution of this e-mon message and 
any attached mes is strictly prohibited. If 
you hove received this confidential communication in error, pieose notify the sender Immediately by reply e-moil message ond 
permanently delete the original message. · 
•••••••••••*"*"~•••••.,.•••n"""'"•••n••••••••••••••••••tt ..... t••••••••••••'"**'*""-41J*"u'*t•••••••••••••• ............... ,*"n•••.,.~•*t••••••..,.•••••••••••• 

EFF/Cardozo-576 

lb5 
lb7E 

lb6 
lb7C 

https-://www.324mail.com/owa/?ae=Item&t=IPM.Note&id==RgAAAACZIMnLjTJcTqklCP ... 9/24/2009 
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OPCA-20 (12-3-96) 

FEDERAL BUREAU OF INVESTIGATION 
FOIA/PA DELETED PAGE INFORMATION SHEET 

19 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

X Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

o(b)(1) 
CS!l(b )(2) 

Section 552 

o(b)(3) _______ _ 

o(b)(4) 
0(b)(5) 
o(b)(6) 

o(b)(7)(A) 
o(b)(7)(8) 
o(b)(7)(C) 
o(b)(7)(D) 
0(b)(?)(E) 
o(b)(7)(F) 
o(b)(S) 
O(b)(9) 

Section 552a 

o(d)(5) 
OU)(2~ 
o(k)(1) 
o(k)(2) 
o(k)(3) 
o(k)(4) 
o(k)(5) 
o(k)(6) 
o(k)(7) 

o Information pertained only to a third party with no reference to the subject of your request 
or the subject of your request is listed in the title only. 

o Document(s) originated with another Government agency(ies). These documents were 
referred to that agency(ies) for review and direct response to you. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with the 
other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will be 
advised as to the disposition at a later date. 

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other 
released page(s). 

____ Page(s) withheld for the following reason(s): 

0 The following number(s) are to be used for reference regarding these pages: 

EFF/Cardozo 577-595: Pages are the attachment titled "Revised (OGC Redline) Version", and are the "Revised 
Going Dark Initiative Summary and Amendment Charts," referred to in Bates page 576. Bates pages 577-578 are a 
draft redline summary of the "Going Dark Initiative." Bates pages 579-592 are essentially a redline draft version of 
Bates Pages 89-102. Bates pages 594-595 are essentially a redline draft version of Bates Pages 104-105. 

xxxxxxxxxxxxxxxxxxx 
X Deleted Page(s) X 
X No Duplication Fee X 
X for this page X 
xxxxxxxxxxxxxxxxxxx 
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ICOGC) (FBI) 

From: 
Sent: 
To: 

Subject: 

SABOL, SHERRY E. (OGC) (FBI) 
Wednesday Aori! 29. 2J09 9:55AM 

I (OGC) (FBI)1 I(OGC) (FBI); 
. (OGC) (FBI);f !(OGC) (FBI) 
~8N~~:=Fi~ve __ p_ro_n_g----~ ~------------~ o6 

Attachments: 

UNCLASSIFIED 
NON~RECORD 

b7C 
fiveprong.pdf 

OTD provided the following document this morning which outlines the Going Dark Initiative (again). This document sets 
forth categories of concern on the legislative front I understand there was already a follow on legislative meeting set for 
May 14th. They claim to be waiting for the "lawyers" to continue their conversations. Upon my objection, Marcus agreed 
that they should have a follow on meeting without the lawyers to have something in hand on May 14 t · 
Marcus taske to reduce two documents with a rou h draft b end of next week: 1 

town this afternoon and asked that we have a 

I f::..m? we have discussed to some extent. there are several issue~ I 
-:-lthat OGC may not agree with ... I landCJhave already had some level of dJscussJon wJth them on 

certain issues that fall into this category- Marcus indicated he thought the conversation was fruitful and gives them 
something to think· about. I think this is where we will have to weigh in once they produce their documents next week. At 
your convenience. I can bring you up to speed on what other issues they are likely to reguest that! . ---=:J 
I lor, like the issue above, we believe we can11..--------------------------r-

Thanks 
Sherry. 

From: 
Sent: 
To: 
Subject: 

I ~OTD) (FBI) 
wednesday, Aplil 29, 009 8:22AM 
SABOL, SHERRY E. (OGC) (FBI) 
Five prong 

UNCLASSIFIED 
NON-RECORD 

Here you go 

EFF/Cardozo-596 

1 

b2 
lb5 
lb6 
h7C 
b7E 

lb6 
lb7C 
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nveprong.pdf (55 
KB) 

I I 
Executive Assistant 

nology Division 

ackberry 
ic.fbi.gov 

UNCLASSIFIED 

UNCLASSIFIED 

EFF/Cardozo-597 

2 

lb2 
lb6 
lb7C 
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Section 552a 
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O(k)(5) 
o(k)(6) 
O(k)(7) 

o Information pertained only to a third party with no reference to the subject 6f your request 
or the subject of your request is listed in the title only. 

o Document(s) originated with another Government agency(ies). These documents were 
referred to that agency(ies) for review and direct response to you. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with the 
other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will be 
advised as to the disposition at a later date. 

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other 
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____ Page(s) withheld for the following reason(s): 

ll?l The following number(s) are to be used for reference regarding these pages: 

EFF/Cardozo 598-599: Pages are the attachment titled "Fiveprong" mentioned on Bates pages 
596-597. As revealed in the internal E-mail, Bates page 596, these pages discuss five categories, 
or strategy proposals, that should be considered for legislative action to help modernize CALEA 
and enhance ELSUR capabilities. 
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Enforcement and Lawful Interception Information- FBI Approval Required Prior to Dissemination 
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FOIA/PA DELETED PAGE INFORMATION SHEET 

15 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

X Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

o(b)(1) 
E81(b)(2) 

Section 552 

o(b)(3) _______ _ 

O(b)(4) 
E81(b)(5) 
o(b)(6) 

o(b)(?)(A) 
o(b)(?)(B) 
o(b)(?)(C) 
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E81(b)(7)(E) 
o(b)(?)(F) 
o(b)(8) 
o(b)(9) 

Section 552a 

o(d)(S) 
oU)(2) 
o(k)(1) 
o(k)(2) 
o(k)(3) 
o(k)(4) 
o(k)(S) 
o(k)(6) 
o(k)(?) 

o Information pertained only to a third party with no reference to the subject of your request 
or the subject of your request is liste.d in the title only. 

o Document(s) originated with another Government agency(ies). These documents were 
referred to that agency(ies) for review and direct response to you. 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with the 
other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will be 
advised as to the disposition at a later date. 

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other 
released page(s). 

____ Page(s) withheld for the following reason(s): 

E8l The following number(s) are to be used for reference regarding these pages: 

EFF/Cardozo 601-615: As revealed on Bates page 600, these pages are a July 2008 draft of a "White 
Paper" titled, "Going Dark: Law Enforcement's Need to Preserve Lawful Intercept (LI) Capabilities." A 
White Paper is issued by government agencies to lay out policy, or proposed action, on a topic of current 
concern, i.e. Going Dark Initiative. 
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From: 
Sent: 
To: 
Cc: 

Subject: 

Attachments: Executive Summary ofThe Going Dark Initiative and Proposed Legislative Amendments for 
OCA (FINAL) 20090312.doc b6 

UNCLASSIFIED 
NON~RECORD 

D 

b7C 

Attached as discussed with OCA in connection with the DOJ legislative call due on March 13, 2009 
are a one-page Going Dark Initiative executive summary and two charts (Attachments 1 and 2) that 
summarize the legislative Rroposals associated with the initiative .. 

·Please let us know if you or others have any questions or need additional information, 
I I 

Executive Summary 
of The Going ... 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 

~:::ct Dial: I · I 

UNCLASSIFIED 

EFF/Cardozo-616 

1 

lb6 
lb7C 



Case3:10-cv-04892-RS   Document41-3   Filed03/01/12   Page167 of 204
.. 

The Going Dark Initiative 

lb2 
lb7E 

Lawfully-authorized electronic surveillance.(ELSUR) is critical to enforcing the law, protecting our citizens, 
and maintaining our nation's security. Pr~serving and enhancing the capabilities used to intercept specific 
communications content and communication-identifying information is essential to this effort. In recent 
years, the variety and complexity of communications services and technologies introduced to the 
market lace have increased dramaticall . 

In an effort to remedy interception and ELSUR-related gaps, and provide LEAs with the tools they need to 
accomplish their mission, the FBI has developed a national strategy known as the "Going Dark Initiative." 
The Going Dark Initiative includes several significant elements, one of which is the attached catalog of 
ELSUR and ELSUR-related legislative proposals designed to update and improve existing Federal ELSUR 
laws and assistance mandates and to enact new ELSUR and ELSUR-related laws to support LEAs' 
investigative efforts. As the events of September 11, 2001 show, law enforcement cannot connect the 
intelligence and evidentia dots unless it first collects those dots. 

The specific legislative proposals and the rationale for each are set forth in Attachments 1 and 2 below. 

EFF/Cardozo-917 
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Attachment 1.: Updating and Improving Federal 
ELSUR Laws and Assistance Mandates 

EFF/Cardozo-618 
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advised by the FBI as to the releasability of this information following our consultation with the 
other agency(ies). 
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EFF/Cardozo 619-632: As revealed on Bates page 616, these pages are an attachment, Chart 1 
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Title III, ECP A, Pen Register/Trap provisions and FISA laws (essentially the same as Bates 
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0 The following number(s) are to be used for reference regarding these pages: 

EFF/Cardozo 634-635: As revealed on Bates page 616, these pages are an attachment, Chart 2 
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L-----------~='(=O=G=C=)=(F=B=I)==~==~~---------------------b6---- lb7C 
From: I - I(OGC) {FBI) 
Sent: Friday, March 06; 20091:54 PM 
To: I _ !{OGC) (FBI) 
Subject: Go1ng bark Blur 

Attachments: Going Dark Blurb.doc 

UNCLASSIFIED. 
NON-RECORD 

Going Dark 
Blurb.doc (27 KB) 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 

~=::ct Dial: I I 

UNCLASSIFIED 
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Court-authorized electronic surveillance (ELSUR) is critical to enforcing the 
law, protecting our citizens, and maintaining our Nation's security. 
Therefore, maintaining a capability to intercept specific communicationsr----, 
Content and communications· identifvinq information is likewise critical.l 

. I 
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. Un~itled Message 

' 
Page 1 ofl 

Sabol1 Sherry E. 
Sent: Wednesday, March 11, 2009 12:34 PM 

To: l Thomas, Marcus c. 
Cc: 

Attachments! Executive Summary of The G<>~l.doc (178 KB) 

Attached is a catalogue of legislative proposals that support Going Dark and other 
OTD interests.! land! !have been working on this in response to 
DOJ•·s recent call for the top s agency legislative issues. We've coordinated \'lith 
OCA and they agree on this format (our concern was it wasn't just one legislative 
proposal). 

Marqus - I revised this a bit (just the first page) from the version you saw 
yesterday so want to make sure you see it again before it goes forvtard. 

As soon as we hear from both of you we'll send it forward to OCA - they need it 
asap as usual. 

Sherry E. Sabol 
Secbion Chief 
Office of Science and Technology Law 
Federal Bureau of Investigation 

~~~ I 

EFF/Cardozo-638 

b6 
lb7C 

lb6 
lb7C 

lb2 

https://www.324mail.com/owal?ae=Item&t=IPM.Note&id=RgAAAACZIMnLjTJcTqklCP ... 9/24/2009 

------------------------------~-------------------·----· 
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I 

The Going Dark Initiative 

lbZ 
lb7E 

Lawfully-authorized electronic surveillance (ELSUR) is critical to enforcing the law, protecting our citizens, 
and maintaining our nation's security. Preserving and enhancing the capabilities used to intercept specific 
communications content and communication-identifying information is essential to this effort. In recent 
years, the variety and complexity of communications services and technolo ies introduced to the 
marketplace have increased dramaticall 

In an effort to remedy jnterception and ELSUR-related gaps, and provide LEAs with the tools they need to 
accomplish their mission, the FBI has developed a national strategy known as the "Going Dark Initiative." 
T-he Going Dark Initiative includes several significant elements, one of which is the attached catalog of 
ELSUR and ELSUR-related legislative proposals designed to update and improve existing Federal ELSUR 
laws and assistance mandates and to enact new ELSUR and ELSUR-related laws to support LEAs' 
investigative efforts. As the events of September 11, 2001 show, law enforcement cannot connect the 
intelli ence and evidentia dots unless it first collects those dots. 

The specific legislative proposals and the rationale for each are set forth in Atta~hments 1 and 2 below. 

EFF/Cardozo-639 
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Attachment 1: Updating and l~proving Federal 
ELSUR Laws and Assistance Mandates 
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FOIA/PA DELETED PAGE INFORMATION SHEET 

14 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

X Deletions were made pursuant to the exemptions indicated below with no segregable 
material available for release to you. 

o(b)(1) 
~(b)(2) 

Section 552 

o(b)(3), _______ _ 

o(b)(4) 
~(b)(5) 

o(b)(6) 

o(b)(7)(A) 
o(b)(7)(B) 
o(b)(7)(C) 
o(b)(7)(D) 
~(b)(7)(E) 

o(b)(7)(F) 
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Section 552a 
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o(k)(3) 
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o(k)(6) 
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o Information pertained only to a third party with no reference to the subject of your request 
or the subject of your request is listed in the title only. 

o Document(s) originated with another Government agency(ies). These documents were 
referred to that agency(ies) for review and direct response to you. ~ 

Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with the 
other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will be 
advised as to the disposition at a later date. 

Page(s) was/were not considered for release as it (is) /they (are) (a) duplicate(s) of (an)other 
released page(s). 

____ Page(s) withheld for the following reason(s): 

~The following number(s) are to be used for reference regarding these pages: 

EFF/Cardozo 641-654: As revealed on Bates page 638, these pages are part of an attachment 
titled 11Executive Summary of the Going Dark Initiative, .. which are legislative proposals under 
internal discussion relating to amending CALEA, Title III, ECP A, Pen Register/Trap provisions 
and FISA laws (essentially the same as Bates pages 89-1 02). 
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X Deleted Page(s) X 
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Attachment 2: Enacting New ELSUR and ELSUR· 
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Page(s) contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation with the 
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Page(s) withheld inasmuch as a final release determination has not been made. You will be 
advised as to the disposition at a later date. 
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released page(s). 
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0 The following number(s) are to be used for reference regarding these pages: 

EFF/Cardozo 656-657: As revealed on Bates page 638, these pages are part of an attachment 
titled 11Executive Summary oftlie Going Dark Init.iative, 11 which are legislative proposals under 
internal discussion relating to amending current laws or proposing new laws that would enhance 
ELSUR capabilities (essentially the same as Bates pages 104-1 05). 
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I 

!(OTD) (CON) 
~------------------~~~~~---------------------------------b6 -----

1 I(OTD) (FBI) b7c 
Tuesday: March 17, 2009"2:28 PM 

From: 
Sent: 

I . . I (OTD) (CON) 
FW: Adv1sory Board Files 

To: 
Subject: 

Attachments: DRAFT Going D.ark Authorities.ppt 

UNCLASSIFIED 
NONMRECORD 

From: 
Sent: 
To: 
Cc: 
Subject: 

I I(OTD) (FBI) 
Monday, March 16, 2009 9:55 AM 
DICLEMENTE. ANTHOfr P. (OTD) (FBI) 

., OTD) (CON) 
RE: Advisory Board Files 

UNCLASSIFIED 
. NONMRECORD 

DRAFT Going Dark 
Authoritles.p ... 

c:J, please print for M.r D. 

From: 
Sent: 
To: 
Subject: 

DICLEMENTE, ANTHONY P. (OTD) (FBI) 
Friday, March 13, 2009 5:19 PM 

I I(OTD) (FBI) 
FW: Advisory Board Files 

UNCLASSIFIED 
NONMRECORD 

D 
Have you started anything on this? 

Anthony P. DiClemente 
Chief, Data Acquisition I Intercept Section 
0 erational Technology Division 

From: 
Sent: 
To: 

Cc: 

Subject: 

1 

EFF/Cardozo~660 

.... 

b6 
. b7C 

b6 
b7C 

.b2 b6 
b7C 

L-------..II(OTD) b6 
b7C 
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~~~--~----------------------------------------~----------~ 

UNCLASSIFIED 
, NON-RECORD 

.b6 
b7C 

On March 18, OTD will be hosting a meeting for members of the Director's Advisory Board regarding Going Dark. I have 
attached an agenda for the meeting. Those on the To: line are being asked to do a 15 minute presentation as indicated in· 
the enclosed agenda. I have also attached' a template for the presentation. On Monday March 16th at 10AM in the AD's 
conference room, we will have a review of the presentations. 

CJ I know you will not be able.to attend the meeting. Marcus-or Pat will present but can you fill in the template? 

I lwill put together the ppt for Law Enforcement Outrea_ch. Can you give him input from your side so he .can fill in. 
the template? 

O, Can y~u do the ppt for Tony? 

Thanks, 

«File: DRAFT Going Dark DAB 20090310.ppt » «File: Director's Advisory Board Agenda.doc » 

UNCLA·SSJFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

EFF/Cardozo-661 

\ 

2 
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DECLASSIFIED BY 60322 UC LP/STP/AMU 
ON 01-20-2010 

OPERATIONAL TECHNOLOGY DIVISION (OTD) 
Going Dark 

SIGNIFICANT MONTHLY ACCOMPLISHMENTS 
September 2008 

(U) GOING DARK: 

• (U) The CALEA Implementation Unit (CIU) drafted the OTD response to a Science 
and Technology (S&T) Branch tasking from the Director's Office re ardin the Gain Dark 
Initiative an 

• The CALEA Im: lementation Unit (CIO) provided 

CIU also drafted 
"Going Dark Initiative" goals and o'Qiectives for review within OTD. e ·goals and o'Qiectives 
are based on the five-pronged National Electronic Sirrveillance Strategy and.are aligned to the 
OTD Strategy Map. . 

The CALEA Im: lementation Unit (CIU), 

summarizing 

·• The CALEA Implementation Unit (CIU), 
continued drafting 

.-•--~(U)~ RSDU held a meetin~ 
'-------'·~~ Met with entities from-c=~-. ____ _..:. ___________ _J 

b2 
bS 
b7E 

b2 
bS 
b7E 

b2 
bS 
b7D 
b7E 

b2 
bS 
b7D 
b7E 

b2 
bS 
b7E 
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~ 
I l Meeting focus included! l= 
well~~~------------------------------------------------------JJ 

coordinated and hosted 

L...---:----:...,__-------------------------l o meet with 
( U) ...... ~ .... senior OTD management ap.d to receive a Going Dark _initiative briefing. 

··;·,····:···-~/REL USA, GBRj !participated with~.-----------. 

I . 
(U)······························ 

······· 

• 
Unit 

I. 

L...------------Z The ENC team is coordinating with~-.._~---,..-.....1 
sever(j.]. FBI divisions (Information Technology Operations Division, Security Division, and 
Office of General Counsel) to ensure tha~ · ~o all FBI field 
offices is consistent/in compliance with current FBI policies, procedures, and investig~tive 
guidelines. 

• (U) The ETMU ELSUR National Contracts 
im lementation of 
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b7E 

b2 
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b7E 
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DATE: 08-10-2010 

ALL INFORIIATION CONTAHTED 
HEREHr IS UNCLASSIFIED EXCEPT 
WHERE SHOWI•r OTHERQJISE 

CLASSIFIED BY 60322/UC/LRP/STP/ETG 
REASON: l. 4 (c) 
DECLA5SJ;FY Oir: 08-10-2035 

~ 
OPERATIONAL TECHNOLOGY DIVISION (OTD) 

GOING DARK 
SIGNIFICANT MONTHLY ACCOMPLISHMENTS 

January 2009 

(U) ........................ )(GOING DARK: 

(U) ......................... . .. .. ········~ The Electronic Surveillance (ELSUR) National Contracts Program, ETMU acquired 

( s) ····· ...... 

( s) ···:········· ... 

t:r-r-t .r·urn -")[!~ 

( s) ............. . ~·. 

(U) .................. ~ ............. Jm:on 12/16/2009, OTD management met with! 
I . 

Classified Per OGA Letter 01/20/2011 
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-

. 

(S) --1 

I 
! 

I 

I i 
I 

i· 
! 

I 
! 
I 

! 

I 

= 

• M The CALEA Implementation Unit CCITD developed\ 

• M The CALEA Implementation Unit (CIU) develope~ 

• (U) The CALEA Implementation Unit (CIU) finalized presentation summarizing the 
Nati anal Lawful Intercept Strategy as leave behind material for staff of the Director's Office as 

as a timeline presentation identifying upcoming FY09 Going Dark activities and well 
carr esponding descriptions. CIU also developed a one-page white paper providing an update of 

ALBA implementation activities and the Going Dark initiative .for the Director's briefing book. c 

• 

EFF Cardozo-669 

•• 
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(U) 

~· 
.-------------------~ 

received a Letter of-Commendation :from._l ___ _,..J 

for his assistance in resolving issues 
roVided recommendations for 
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(U) ..................................... ··Shortfall:)(;~ lin Services funding forl 
I L which is Task 8 o:tl._ __________________________ ___,l 

b2 
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(U) ....................... Wh ·iS·thiS·Gritical?·· 

;S) --~-~L----------------....,....---___J 
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DATE: 08-10-2010 

ALL INFORHATIO!o1 CONTAINED 
HEREIN IS UHCLASSIFIED EXCEPT 
lrJHERE SHOlJN OTHERljJI SE 

CLASSIFIED BY 60322/UC/LRP/STP/ETG 
REASON: l. 4 (c) 
DECLA55IFY ON: 08-10-2035 

~H20340407 
OPERATIONAL TECHNOLOGY DIVISION (OTD) 

GOING DARK MONTHLY ACCOMPLISHMENTS 
March2009 

(U) Remote Operations Unit (ROU) 

• 
( s) .......................... . 

( s) ····· ··················· 

{0) Cryptologic & Electronic Analysis Unit (CEAU) 

• (U//FOUO) Enhanced LEA/IC coordination:- On 03/10/2009, CEAP hosted a visit by 

CCC//"'. .1:71 

( s) ... • ······························ .. 

J s ~ ·················• ~ I ........... .. 

(U) Forensic AudioNideo & lmage Analysis Unit (FA VIAU) 

( S ) ······· ········•·················{U) ··FA:VIAH·hoste 
~----------------------------------~ 

~20340407 
Classified Per OGA Letter 01/20/2011 
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~20340407 

• 

The funding source is~..-. _________________ __J 

(U) CALEA; Implementation Unit (CIU) 

• (U) The CALEA Implementation Unit (CIU) developed presentations and agenda for a 
National Lawful Intercept Strategy briefing before the Director's Advisory Board. The 
presentations highlighted the implementation of CALEA, necessary legislative changes, 
and en.4anced law enforcement coordination. cru also participated in the briefing of the 
Director's Advisory Board regarding the National Lawful Intercept Strategy and 11Going 
Dark11 Initiative. . 

• 

• 

(U) The CALEA Imple~e~tation Unit CCim assisted the Data Intercept Technology Unit 
(DITU) in addressing issues with.!~..--____, 
for a crirriinal investiQation supported bvl 

~------------------------~~ . 

. S ecifically, assisted 
DITU with issues that 

• (U) The CALEA Implementation Unit (CIU), held a meeting of :the Law Enforcement 
Technical Forum (LETF) focused on the progress to date with the 11Going Dark11 initiative 
and the role of other Federal, State, and local law enforcement in the continued 

~/20340407" 
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- --·~~--------------------------------------------~--~------~--~~------------, 

• 

~/20340407 
implementation of the National Lawful Interce t Strate . Additional! CID 
demonstrated 

.__ ___________ ...~to conduct lawful interception. The whitepaper is to ·serve ilie 
purpose of introducing recipients to the National Lawful Intercept Strategy and the 
11Going Dark" initiative. 
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-_- -----------------------------~------, 

DATE: OB-31-2010 . ALL IHFO:EUIATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHER~ISE 

CLASSIFIED BY 60322/UC/LRP/STP/ETG 
REASON: 1.4 (B,C,D) 
DECLASSIFY OI~: 08-31-2035 

~/NOFORN//20340513 

OPERATIONAL TECHNOLOGY DIVISION (OTD) 

GOING DARK MONTHLY ACCOlVIPLISHMENTS 
April2009 

(U//FOUO) Enhanced (intemational)"LEAIIC coordination. From 03/26/2009 to 
04/02/2009, TDI land EEP PMl !attended the Five E es 

onference in Melbourne Australia. The met with re resentatives o 

r-------~--~~and~----------------------------~ 
L...------J 

on matters of mutual concern. 

• 

( s) .: .......................... . 

18//2009 to 4/22/2009 

( s) .............................. . 

• (U) An Image Examiner was invited by the ASAC in Buffalo to the Search and Seizure 
ofDi 'tal Evidence Conference in Buffalo NY. The examiner resented 

. The conference attendees included local area law 
~e=nn~o=r~ce=m~e=n~t~a~ge~n-c~le~s.------~ 

· EFF/Cardozo-674 
• (U) An Image Examiner met with Department of State (DOS) representatives in 

Washington, DC, to discussl land orovide an 
update on training activities being pursued bv FA VIAU. In Mav 20M ,I 

~/20340513 

Classified Per OGA Letter 01/20/2011 

bS 
b6 
b7C 
b7D 

bl 
b2 
bS 
b6 
b7C 
b7E 

bl 
b2 
bs 
b6 
b7C 
b7E 

b2 
b7E 

b2 
bS 
b7E 



Case3:10-cv-04892-RS   Document41-3   Filed03/01/12   Page202 of 204

~/NOFORN//20340513 

• 
( s) ....... . ~................. ..... . 

( s) ·····················-· 

(U) ---•-·- [<Shortfall: ~ 
,

in Services funding fori I 
which is Task 8 o~ 

~----------------~ 

(U) ...... . ...................... i:s:f Whv is this critical? The FBI is responsible for participation inl 

. . 
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b2 
.b7E 

b2 
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(U) ·· ·····•············ ···~Why can 't0cover this with our curre~t base funding? A newc=Jcontract b 2 
-haibeen requested since FY2004, but this effort has become quite protracted and still is b 7 E 

not in place. . 

( U) · :·········· .•............... {sf What is the impact if unable to obtain funding for this? I 

EFF/Cardozo-675 

• (U) TTU met with! Ito discuss I 

~/20340513 
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~/NOFORN//20340513 

• CW TTU met with! 

I I. 

(ill TTU met with! 

IL---~I· 
lfor a briefing onl 

• 

• Division, the TLU 

• (U) The CALEA Implementation Unit (CIU) developed draft-presentations for and 
participated in the 'Science and Technology Branch Investment Symposium describing 
efforts of the Operatio:o.al Technology Division (OTD) and the Going Dark Initiative. 
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Participated in coi:rference call 

Issues focused on 
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• 

• 

~OFORN//20340513 
. . 

(U) The CALEA Implementation Uriit (CIU) updated the q_uarterly 11Going Dark11 status 
presentation for inclusion in the Director's SMS Initiative meeting. Updates included 
revising the past and future timeline of events, descriptive text of upcoming events, and 
requested actions of upper level FBI management 

(U) The CALEA Implementation Unit (CIU) assisted the Data Intercept Technology 
Unit (DITU) in addressing a potential issue with! b2 

bS 
b7E 

bl 
b2 
bS 
b7E . 

( s) ---: __ I 
~--------------~------------------------~ 
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