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| IN THE UNITED STATES DISTRICT COURT
| FOR THE NORTHERN DISTRICT OF CALIFORNIA

ELECTRONIC FRONTIER FOUNDATION
Plaintiff,

V. Civil Action No. 10-CV-04892

U.S. DEPARTMENT OF JUSTICE,

Defendant.
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535
January 18, 2011

MR. NATHAN CARDOZO

ELECTRONIC FRONTIER FOUNDATION
454 SHOTWELL STREET

SAN FRANCISCO, CA 94110

Request No: 1131078-000
Subject: GOING DARK PROGRAM

Dear Mr. Cardozo:

The purpose of this letter is to advise you of the status of your pending Freedom of
Information/Privacy Acts (FOIPA) request at the Federal Bureau of Investigation (FBI). Currently
your request is being reviewed by an analyst. The analyst will confirm that all records are responsive
to your request and apply exemptions allowed under FOIPA. If your request is for sensitive national
security information, then the records must undergo a systematic declassification review prior to
application of FOIPA exemptions. Large requests take the longest time to be processed by an analyst.

You may inquire as to the status of your request by calling the FBI’s FOIPA Public
Information Center at 540-868-4593.

Sincerely yours,

S leldy

David M. Hardy

Section Chief,

Record/Information Dissemination Section
Records Management Division
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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF CALIFORNIA

ELECTRONIC FRONTIER FOUNDATION
Plaintiff,
Civil Action No. 10-CV-04892

V.

U.S. DEPARTMENT OF JUSTICE,

Defendant.
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

MR. NATHAN CARDOZO February 7, 2011

ELECTRONIC FRONTIER FOUNDATION
454 SHOTWELL STREET
SAN FRANCISCO, CA 94110

Subject: GOING DARK PROGRAM
FOIPA No. 1131078- 000

Dear Mr. Cardozo:

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from disclosure,
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked
below and explained on the enclosed Form OPCA-16a:

Section 552 Section 552a

a(b)(1) Ab)(7)A) a(d)(5)
B(b)(2) ab)(7)(B) 0()@2)
a(b)(3) B(b)(7)(C) ak(1)

B(b)(7)(D) ak) ()

&(b)(7)(E) B(k)@)

ab)(7)(F) aky4)
B(b)(4) O(b)(8) ak)(©)
B(b)(5) a(b)(©) B(k)(6)
B(b)(6) Bk (@)

474 page(s) were reviewed and 333 page(s) are being released.

O Document(s) were located which originated with, or contained information concerning other
Government agency(ies) [OGA]. This information has been:

O referred to the OGA for review and direct response to you.

O referred to the OGA for consultation. The FBI will correspond with you regarding this
information when the consultation is finished.

® You have the right to appeal any denials in this release. Appeals should be directed in writing to the
Director, Office of Information Policy (OIP), U.S. Department of Justice,1425 New York Ave., NW,

Suite 11050, Washington, D.C., 20530-0001. Your appeal must be received by OIP within sixty (60) days
from the date of this letter in order to be considered timely. The envelope and the letter should be clearly
marked “Freedom of Information Appeal.” Please cite the FOIPA Number assigned to your

request so that it may be easily identified.

1-cc: Ms. Jennifer Lynch




Case3:10-cv-04892-RS Document41-1 Filed03/01/12 Page5 of 55

O The enclosed material is from the main investigative file(s) in which the subject(s) of your request was
the focus of the investigation. Our search located additional references, in files relating to other
individuals, or matters, which may or may not be about your subject(s). Our experience has shown,
when ident, references usually contain information similar to the information processed in the main file(s).
Because of our significant backlog, we have given priority to processing only the main investigative file(s).
If you want the references, you must submit a separate request for them in writing, and they will be
reviewed at a later date, as time and resources permit.

® See additional information which follows.

Sincerely yours,

Bl

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Records Marniagement Division

Enclosure(s)

The enclosed documents contained in the FBI Office of Public Affairs (OPA) response, the FBI Office of
Congressional Affairs (OCA) response, and the FBI Operational Technology Division (OTD) response, sections one and
three, represent the first interim release of information responsive to your Freedom of Information Act (FOIA) request
submitted to the FBI Records Management Division (RMD) at Winchester, Virginia.

A search of the FBI Headquarters electronic surveillance indices has been conducted, and no responsive
record was located. :
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE S, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for
withholding or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation
with the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement |
records or information ( A.) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person

of a right to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal
privacy, (D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or
physical safety of any individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce
crime or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity
would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant
to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ




Case3:10-cv-04892-RS Document41-1 Filed03/01/12 Page7 of 55

IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF CALIFORNIA

ELECTRONIC FRONTIER FOUNDATION
Plaintiff,
v. Civil Action No. 10-CV-04892

U.S. DEPARTMENT OF JUSTICE,

Defendant.
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535

MS. JENNIFER LYNCH March 11, 2011
STAFF ATTORNEY

ELECTRONIC FRONTIER FOUNDATION

454 SHOTWELL STREET

SAN FRANCISCO, CA 94110

Request No.: 1154593~ 000

Subject: COMMUNICATIONS COMPLIANCE WITH
FBI ELECTRONIC SURVEILLANCE FROM
JANUARY 1, 2006

Dear Ms. Lynch:

While processing your Freedom of Information-Privacy Acts (FOIPA) request, the Drug
Enforcement Administration (DEA) located FBI information in their records. This material was referred to
the FBI for direct response to you.

The referred 192 pages of material is exempt from disclosure pursuant to Title 5, United States
Code, Section(s) 552/552a as noted below. See the enclosed form for an explanation of these exemptions.

Section 552 Section 552a

a(b)(1) D(b)(7)A) D(d)(5)
®(b)(2) Ob)(7)(B) D({)2)
ooE) ®(b)(7)(C) gk (1)

O(b)(7)(D) Ok 2)

B(b)(7)(E) Bk@d)

a(b)(7)(F) D(ky4)
D(b)(4) O(b)(8) O(k)()
®(b)(5) o(b)(©) B(k)®6)
®(b)(6) Bky(7)

You have the right to appeal any denials in this release. Appeals should be directed in writing to
the Director, Office of Information Policy (OIP), U.S. Department of Justice, 1425 New York Ave., NW, Suite
11050, Washington, D.C. 20530-0001. Your appeal must be received by OIP within sixty (60) days from
the date of this letter in order to be considered timely. The envelope and the letter should be clearly
marked “Freedom of Information Appeal.” Please cite the FOIPA Request Number assigned to your
request so that it may be easily identified.

Sincerely yours,

David M. Hardy

Section Chief,

Record/Information
Dissemination Section

Records Management Division
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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF CALIFORNIA

ELECTRONIC FRONTIER FOUNDATION
Plaintiff,

. Civil Action No. 10-CV-04892

U.S. DEPARTMENT OF JUSTICE,

Defendant.
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535

MR. NATHAN CARDOZO March 16, 2011
ELECTRONIC FRONTIER FOUNDATION

454 SHOTWELL STREET

SAN FRANCISCO, CA 84110

Subject: GOING DARK PROGRAM
FOIPA No. 1131078- 000

Dear Mr. Cardozo:

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from disclosure,
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked
below and explained on the enclosed Form OPCA-16a:

Section 552 Section 552a
B(b)(1) BL)7IHA) a(d)(S)
B(b)(2) B(b)(7)(B) 2()2)
B(b)(3) B(b)(7)(C) kX"
B(b)(7)(D) 0(k)(2)
B(b)(7XE) k@)
B(b)(7)(F) o4 -
@(b)(4) B(b)@8) B(k)(©)
B(b)(5) 0(b)(9) B(k)(6)
®(b)(6) Bk)(?)

479 page(s) were reviewed and 142 page(s) are being released.

0 Document(s) were located which originated with, or contained information concerning other
Government agency(ies) [OGA]. This information has been:

O referred to the OGA for review and direct response to you.

O referred to the OGA for consultation. The FBI will correspond with you regarding this
information when the consultation is finished.

® You have the right to appeal any denials in this release. Appeals should be directed in writing to the
Director, Office of Information Policy (OIP), U.S. Department of Justice,1425 New York Ave., NW,

Suite 11050, Washington, D.C. 20530-0001. Your appeal must be received by OIP within sixty (60) days
from the date of this letter in order to be considered timely. The.envelope and the letter should be clearly
marked "Freedom of information Appeal.” Please cite the FOIPA Number assigned to your

request so that it may be easily identified.

1-cc: Ms. Jennifer Lynch
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O The enclosed material is from the main investigative file(s) in which the subject(s) of your request was
the focus of the investigation. Our search located additional references, in files relating to other
individuals, or matters, which may or may not be about your subject(s). Our experience has shown,
when ident, references usually contain information similar to the information processed in the main file(s).
Because of our significant backlog, we have given priority to processing only the main investigative file(s).
if you want the references, you must submit a separate request for them in writing, and they will be
reviewed at a later date, as time and resources permit.

R See additional information which follows.

Sincerely yours,

Onlaldy

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Records Management Division

Enclosure(s)

The enclosed documents contained in the FBI Office of Government Counsel response and the FBI
Operational Technology Division (OTD) response, section two, represent the final release of information responsive to
your Freedom of Information Act.(FOIA) request submitted to the FB! Records Management Division (RMD) at
Winchester, Virginia.
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) arc in fact properly classificd to such Executive order;

rclated solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for
withholding or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential:

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an ageney in litigation
with the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes. but only to the extent that the production of such law enforcement
records or information ( A ) could be reasonably be expected to interferc with enforcement proceedings, ( B ) would deprive a person

of a right to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal
privacy. ( D ) could reasonably be expected to disclose the identity of confidential source. including a State, local, or foreign agency or
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security
intelligence investigation. information furnished by a confidential source. ( E ) would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law. or ( F ) could reasonably be expected to endanger the lifc or
physical safety of any individual;

contained in or related to examination, operating, or condition reports preparcd by. on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells,
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce
crime or apprchend criminals:

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy. for example. information involving intcHigence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity
would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant
to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and uscd solely as statistical records;

investigatory material compiled solcly for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
cmployment or for access to classificd information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ
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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF CALIFORNIA

)
ELECTRONIC FRONTIER FOUNDATION)

Plaintiff,
v. Civil Action No. 10-CV-04892
U.S. DEPARTMENT OF JUSTICE,

Defendant.
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US. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

April 1,2011

MS. JENNIFER EFF/LYNCH

STAFF ATTORNEY

ELECTRONIC FRONTIER FOUNDATION
454 SHOTWELL STREET

SAN FRANCISCO, CA 94110

Subject: COMMUNICATIONS COMPLIANCE WITH FBI
ELECTRONIC SURVEILLANCE FROM JANUARY 1, 2006

FOIPA No. 1154593~ 000
Dear Ms. Lynch:

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from disclosure,
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked
below and explained on the enclosed Form OPCA-16a:

Section 552 ; " Section 552a
®=(b)(1) B(b)(7)(A) O(d)(5)
B(b)(2) O(b)(7)(B) o))
®(b)(3)_18 U.S.C., Sections 3123 B(b)(7)(C) ack)(1)
and 2516 B(b)(7)(D) a(k)(2)
: B(b)(7)(E) | o(k)(@)
ob)(7)(F) ' O(k)(@)
0(b)(4) O(b)(8) * O(k)(5)
& (b)(5) O(b)(©) O()(©)
B(b)(6) ‘ B(k)(7)

289 pages were reviewed and 161 pages are being released.

O Document(s) were located which originated with, or contained information concerning other
Government agency(ies) [OGA]. This information has been:

O referred to'the OGA for review and direct response to you.

O referred to the OGA for consultation. The FB! will correspond with you regarding this
information when the consultation is finished.

® You have the right to appeal any denials in this release. Appeals should be directed in writing to the
Director, Office of Information Policy, U.S. Department of Justice, 1425 New York Ave., NW,

Suite 11050, Washington, D.C. 20530-0001. Your appeal must be received by OIP within sixty (60) days
from the date of this letter in order to be considered timely. The envelope and the letter should be clearly
marked “Freedom of Information Appeal.” Please cite the FOIPA Number assigned to your

request so that it may be easily identified.

0 The enclosed material is from the main investigative file(s) in which the subject(s) of your request was
the focus of the investigation. Our search located additional references, in files relating to other




Enclosures
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individuals, or matters, which may or may not be about your subject(s). Our experience has shown,
when ident, references usually contain information similar to the information processed in the main file(s).
Because of our significant backlog, we have given priority to processing only the main investigative file(s).
If you want the references, you must submit a separate request for them in writing, and they will be
reviewed at a later date, as time and resources permit.

® See additional information which follows.

Sincerely yours,

Drleldy

David M. Hardy
l Section Chief
Record/Information
Dissemination Section
Records Management Division

This is an interim release. More documents will be mailed to you once they are processed.
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statuie(A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for
withholding or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letiers which would not be available by law to a party other than an agency in litigation
with the agency; .

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement
records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person

of aright to a fairtrial or an impartial adjudication, ( C) could be reasonably expected to constitute an unwarranted invasion of personal
privacy, ( D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled
by a criminal law enforcement authority in the course of a criminal investigation,-or by an agency conducting a lawful national security
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or
physical safety of any individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency respon51ble for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5; UNITED STATES CODE, SECTION 552a -
information compiled in reasonable anticipation of a civil action proceeding;

matérial reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce
crime or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity
would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant
to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ
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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF CALIFORNIA

ELECTRONIC FRONTIER FOUNDATION
Plaintiff,
V. Civil Action No. 10-CV-04892

U.S. DEPARTMENT OF JUSTICE,

Defendant.
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U.S. Department of Justice

Federal Bureau of Investigatibn

MS. JENNIFER LYNCH

STAFF ATTORNEY

ELECTRONIC FRONTIER FOUNDATION
454 SHOTWELL STREET

SAN FRANCISCO, CA 94110

Dear Ms. Lynch:

While processing your Freedom of Information-Privacy Acts (FOIPA) request, the Drug
Enforcement Administration located FBI information in their records. This material was referred to the

FBI for direct response to you.

Enclosed are copies of the referred material. Deletions have been made pursuant to Title 5,
United States Code, Section(s) 552/552a as noted below. See the enclosed form for an explanation of

these exemptions.

Section 552

ab)(1) ab)(7)A)

®(b)(2) ab)(7)(B)

oL@ ___ . 870
O(b)(7)(D)
&(b)(7)(E)
Ob)(7)(F)

Q)4 O(b)(8)

®(b)(5) ab)(©)

O(b)(6)

21 pages were reviewed and 0 pages are being released.

You have the right to appeal any denials in this release. Appeals should be directed in writing to
the Director, Office of Information Policy (OIP), U.S. Department of Justice, 1425 New York Ave., NW, Suite
11050, Washington, D.C. 20530-0001. Your appeal must be received by OIP within sixty (60) days from
the date of this letter in order to be considered timely. The envelope and the letter should be clearly
marked “Freedom of Information Appeal.” Please cite the FOIPA Request Number assigned to your

request so that it may be easily identified.

Washington, D.C. 20535

April 1, 2011

Request No.: 1154593- 000

Subject: COMMUNICATIONS COMPLIANCE WITH
FBI ELECTRONIC SURVEILLANCE FROM
JANUARY 1, 2006 TO PRESENT

Section 552a
a(d)(®)
a3)@)
ak)(1)
ok
oK@
oK@
ak)(®)
ak)®)
aky?)

Sincerely yours,

Bl

David M. Hardy

Section Chief,

Record/Information
Dissemination Section

Records Management Division
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or
foreign policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for
withholding or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation
with the agency;

personnel and medical files and similar files the-disclosure of which would constitute a clearly unwarranted invasion of personal
privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement
records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person

of a right to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal
privacy, (D) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law, or (F ) could reasonably be expected to endanger the life or
physical safety of any individual,

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce
crime or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a rigflt benéfit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her
identity would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual
pursuant to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held'in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government
service the release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed-services, the disclosure of which would reveal the identity of the
person who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ
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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF CALIFORNIA

ELECTRONIC FRONTIER FOUNDATION
Plaintiff,
V. Civil Action No. 10-CV-04892

U.S. DEPARTMENT OF JUSTICE,

Defendant.
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

April 22, 2011
MS. JENNIFER EFF/LYNCH
STAFF ATTORNEY
ELECTRONIC FRONTIER FOUNDATION
454 SHOTWELL STREET
SAN FRANCISCO, CA 94110

Request No.: 1154593- 000 ]

Subject: COMMUNICATIONS COMPLIANCE WITH
FBI ELECTRONIC SURVEILLANCE FROM
JANUARY 1, 2006

Dear Ms. Lynch:

While processing your Freedom of Information-Privacy Acéts (FOIPA) request, the Criminal
Division of the Department of Justice located FBI information in their records. This material was referred
to the FBI for direct response to you.

Enclosed are copies of the referred material. Deletions have been made pursuant to Title 5,
United States Code, Section(s) 552/552a as noted below. See the enclosed form for an explanation of
these exemptions.

Section 552 Section 552a

B(b)(1) Bb)(7)A) o))
o)) Ob)(7)(B) 03)(2)
oPE___ Bb)7)C) ok (1)

O(b)(7)(D) ok

om(7)E) ok)(3)

Ob)(7)F) o(k)@)
O(b)(4) O(b)(8) o(k)(®)
®(b)(5) B(b)(9). o(k)(6)
®(b)(6) : k(")

8 pages were reviewed and 4  pages are being released.

You may appeal any denials by writing to.the Director, Office of Information Policy, United States
Department of Justice, 1425 New York Ave., NW, Suite 11050, Washington, D.C., 20530-0001, within sixty
days from the date of this letter in order to be considered timely. The envelope and the letter should be
clearly marked “Freedom: of Information Appeal.” Please cite the FOIPA Request Number assigned to your
request so that it may easily be identified.

Sincerely yours,

Dbl

David M. Hardy

Section Chief,

Record/Information
Dissemination Section

Records Management Division
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or
foreign policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for
withholding or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation
with the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal
privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement
records or information ( A) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person

of a right to"a fair trial or an'impartial adjudication, ( C) could be reasonably expected to constitute an unwarranted invasion of personal
privacy, ( D) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law, or ( F) could reasonably be expected to endanger the life or
physical safety of any individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells,
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled-in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce
crime or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her
identity would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual
pursuant to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government
service the release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the -
person who furnished the material pursuant to a promise that his/her identity would be held in confidence.
' FBI/DOJ
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U.S. Department of Justice

Federal Bureau of Investigation

|
| Washington, D.C. 20535

- April 22, 2011
MS. JENNIFER EFF/LYNCH

STAFF ATTORNEY

ELECTRONIC FRONTIER FOUNDATION

454 SHOTWELL STREET

SAN FRANCISCO, CA 94110

Request No.: 1154593- 000

Subject: COMMUNICATIONS COMPLIANCE WITH
FBI ELECTRONIC SURVEILLANCE FROM
JANUARY 1, 2006

Dear Ms. Lynch:

While processing your Freedom of Information-Privacy Acts (FOIPA) request, the Drug
Enforcement Administration located FBI information in their records. This material was referred to the
FBI for direct response to you. '

Enclosed are copies of the referred material. Deletions have been made pursuant to Title 5,
United States Code, Section(s) 552/552a as noted below. See the enclosed form for an explanation of
these exemptions.

Section 552 Section 552a

o(b)(1) ab)(7)A) . 0(d)(5)
O(b)(2) O(b)(7)(B) o) 2)
ob)E@____ BmYN©) ack)(1)

a(b)(7)(D) k(@

®(b)(7)(E) ok)(@3)

ab)(7)(F) a4
O(b)(4) O(b)(8) ak)(®)
®/(b)(5) a(b)(®) o(k)(6)
O(b)(6) o(k)(7)

19 pages were reviewedand 13 pages are being released.

You may appeal any denials by writing to the Director, Office of Policy, U. S. Department of
Justice, 1425 New York Ave., NW, Suite 11050, Washington, D.C., 20530-0001, within sixty days from the
date of this letter to be considered timely. The envelope and the letter should be clearly marked “Freedom
of Information Appeal.” Please cite the FOIPA Request Number assigned to your request so that it imay
easily be identified. -

Sincerely yours,
David M. Hardy
Section Chief,
Record/Information

Dissemination Section
Records Management Division
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or
foreign policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for
withholding or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation
with the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal
privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement
records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person

of aright to a fair trial or an impartial adjudication, ( C) could be reasonably expected to constitute an unwarranted invasion of personal
privacy, ( D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or

authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled

by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or
physical safety of any individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce
crime or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal programs, or which would 1dent1fy a source who furnished information pursuant to a promise that his/her
identity would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual
pursuant to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;
investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished

information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government
service the release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the
person who furnished the material pursuant to a promise that histher identity would be held in confidence.

FBI/DOJ
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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF CALIFORNIA

)
ELECTRONIC FRONTIER FOUNDATION )

Plaintiff,
V. Civil Action No. 10-CV-04892

U.S. DEPARTMENT OF JUSTICE,

Defendant.
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

April 29, 2011

MS. JENNIFER LYNCH

STAFF ATTORNEY -

ELECTRONIC FRONTIER FOUNDATION
454 SHOTWELL STREET

SAN FRANCISCO, CA 94110

Subject: COMMUNICATIONS COMPLIANCE WITH FBI
ELECTRONIC SURVEILLANCE FROM JANUARY 1, 2006
TO PRESENT

FOIPA No. 1154593- 000

Dear Ms. Lynch:

The enclosed documents were reviewed under the-Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from disclosure,
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was
inserted in'the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked
below and explained on the enclosed Form OPCA-16a:

Section 552 Section 552a’
®(b)(1) o)A o(d)(®)
B(b)(2) - O(b)7)(B) o@)2)
a(b)(3) B(b)(7)(C) ak)(1)

Bb)7)(D) B(k)2)
B(O)T)E) B(k)(3)
ab)7)(F) a4
O(b)(4) : ab)@®) . ' a(k)(5)
®(b)(5) a(b)©) a(k)(6)
®(b)(6) a(k)(7)

77 pages were reviewed and 7 pages are being released.

® Document(s) were located which originated with, or contained information concerning other
Government agency(ies) [OGA]. This information has been:
® referred to the OGA for review and direct response to you.

O referred to the OGA for consultation. The FBI will correspond with you regarding this
information when the consultation is finished.

® You have the right to appeal any denials in this release. Appeals should be directed in writing to the
Director, Office of Information Policy, U.S. Department of Justice,1425 New York Ave., NW,

Suite 11050, Washington, D.C. 20530-0001. Your appeal must be received by OIP within sixty (60) days
from the date of this letter in order to be considered timely. The envelope and the letter should be clearly
marked “Freedom of Information Appeal.” Please cite the FOIPA Number assigned to your

request so that it may be easily identified.
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O The enclosed material is from the main investigative file(s) in which the subject(s) of your request was
the focus of the investigation. Our search located additional references, in files relating to other
individuals, or matters, which may or may not be about your subject(s). Our experience has shown,
when ident, references usually contain information similar to the information processed in the main file(s).
Because of our significant backlog, we have given priority to processing only the main investigative file(s).
If you want the references, you must submit a separate request for them in writing, and they will be
reviewed at a later date, as time and resources permit.

® See additional information which follows.

Sincerely yours,

Brlelly

David M. Hardy
Section Chief
Record/Information

. Dissemination Section
Records Management Division

Enclosures

Enclosed is the second interim release of documents.
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute {other than section 552b of this title), provided that such statute(A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for
withholding or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-'agency memorandums or letters which would not be available by law to a party other than an agency in litigation
with the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement
records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person

of aright to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal
privacy, (D) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled
by a criminal law enforcement authority in the-course of a criminal investigation, or by an agency conducting a lawful national security
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law
enforcement.investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law, or (F ) could reasonably be expected to endanger the life or
physical safety of any individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce
crime or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity
would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant
to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;
investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished

information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the
release of which would compromise the testing or examination process; :

- material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person

who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ
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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF CALIFORNIA

ELECTRONIC FRONTIER FOUNDATION
Plaintiff,

v. Civil Action No. 10-CV-04892

U.S. DEPARTMENT OF JUSTICE,

Defendant.
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

May 31, 2011

MS. JENNIFER LYNCH

STAFF ATTORNEY

ELECTRONIC FRONTIER FOUNDATION

454 SHOTWELL STREET

SAN FRANCISCO, CA 94110 )

Subject: COMMUNICATIONS COMPLIANCE WITH FBI
ELECTRONIC SURVEILLANCE FROM JANUARY 1, 2006

FOIPA No. 1154593- 000

Dear Ms. Lynch:

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from disclosure,
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked
below and explained on the enclosed Form OPCA-16a:

Section 552 Section 552a

aO(b)(1) gbm)7)(A) a(d)(5)
a(b)(2) (b)(7)(B) 0G)(2)
BI()]€)) ®(b)(7)(C) adky(1)

ab)(7)(D) B(k)(2)

®(b)(7)(E) Bk)(3)

ab)(7)(F) O(k)(4)
0O(b)(4) 0O(b)(8) dk)(5)
B(b)(5) a(b)©) a(k)(6)
®(b)(6) a®(?)

437 pages were reviewed and 15 pages are being released.

® Document(s) were located which originated with, or contained information concerning other
Government agency(ies) [OGA]. This information has been:

® referred to the OGA for review and direct response to you.

O referred to the OGA for consultation. The FBI will correspond with you regarding this
information when the consultation is finished.

® You have the right to appeal any denials in this release. Appeals should be directed in writing to the
Director, Office of Information Policy, U.S. Department of Justice,1425 New York Ave., NW,

Suite 11050, Washington, D.C. 20530-0001. Your appeal must be received by OIP within sixty (60) days
from the date of this letter in order to be considered timely. The envelope and the letter should be clearly
marked “Freedom of Information Appeal.” Please cite the FOIPA Number assigned to your

request so that it may be easily identified.

O The enclosed material is from the main investigative file(s) in which the subject(s) of your request was
the focus of the investigation. Qur search located additional references, in files relating to other
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individuals, or matters, which may or may not be about your subject(s). Our experience has shown,
when ident, references usually contain information similar to the information processed in the main file(s).
Because of our significant backlog, we have given priority to processing only the main investigative file(s).
If you want the references, you must submit a separate request for them in writing, and they will be
reviewed at a later date, as time and resources permit.

R See additional information which follows.

Sincerely yours,

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Records Management Division

Enclosures

This is an interim release. More documents will be mailed to you once they are processed.
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for
withholding or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation
with the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement
records or information ( A) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person

of a right to a fair trial or an impartial adjudication, ( C) could be reasonably expected to constitute an unwarranted invasion of personal
privacy, ( D) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or
physical safety of any individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce
crime or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods; )

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity
would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant
to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ
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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF CALIFORNIA

ELECTRONIC FRONTIER FOUNDATION
Plaintiff,
V. Civil Action No. 10-CV-04892

U.S. DEPARTMENT OF JUSTICE,

Defendant.
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

June 30, 2011

MS. JENNIFER LYNCH

STAFF ATTORNEY

ELECTRONIC FRONTIER FOUNDATION
454 SHOTWELL STREET

SAN FRANCISCO, CA 94110

Subject: COMMUNICATIONS COMPLIANCE WITH FBI
ELECTRONIC SURVEILLANCE FROM JANUARY 1, 2006

FOIPA No. 1154593- 000
Dear Ms. Lynch:

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from disclosure,
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked
below and explained on the enclosed Form OPCA-16a:

Section 552 Section 552a

B(b)(1) B(0)(7)(A) 0(d)(5)

O(b)(2) O(b)(7)(B) 0G)(2)

®(b)(3)__18 U.S.C., Section 2516, B’(b)(7)(C) ak)(1)

18 U.S.C., Section 3123 &’(b)(7)(D) Ok)(2)
&(b)(7)E) Bk @) -

B(0)(7)(F) a(k)(4)

B(b)(4) a(b)(8) a(k)(5)

®(b)(5) B(0)(®) a(k)(©)

®(b)(6) B)(@)

440 pages were reviewed and 9 pages are being released.

O Document(s) were located which originated with, or contained information concerning other
Government agency(ies) [OGA]. This information has been:

O referred to the OGA for review and direct response to you.

O referred to the OGA for consultation. The FBI will correspond with you regarding this
information when the consultation is finished.

® You have the right to appeal any denials in this release. Appeals should be directed in writing to the
Director, Office of Information Policy, U.S. Department of Justice,1425 New York Ave., NW,

Suite 11050, Washington, D.C. 20530-0001. Your appeal must be received by OIP within sixty (60) days
from the date of this letter in order to be considered timely. The envelope and the letter should be clearly
marked “Freedom of Information Appeal.” Please cite the FOIPA Number assigned to your

request so that it may be easily identified.

O The enclosed material is from the main investigative file(s) in which the subject(s) of your request was
the focus of the investigation. Qur search located additional references, in files relating to other
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individuals, or matters, which may or may not be about your subject(s). Our experience has shown,
when ident, references usually contain information similar to the information processed in the main file(s).
Because of our significant backlog, we have given priority to processing only the main investigative file(s).
If you want the references, you must submit a separate request for them in writing, and they will be
reviewed at a later date, as time and resources permit.

® See additional information which follows.

Sincerely yours,

Bl

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Records Management Division

Enclosure

This constitutes the final release for this request. All responsive documents have been processed.
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for
withholding or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation
with the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement
records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person

of aright to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal
privacy, ( D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or
physical safety of any individual,

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce
crime or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that histher identity
would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant
to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DO]
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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF CALIFORNIA

ELECTRONIC FRONTIER FOUNDATION
Plaintiff,

v. Civil Action No. 10-CV-04892

U.S. DEPARTMENT OF JUSTICE,

Defendant.
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

July 6, 2011
MS. JENNIFER LY.NCH
STAFF ATTORNEY
ELECTRONIC FRONTIER FOUNDATION
454 SHOTWELL STREET
SAN FRANCISCO, CA 94110

Request No.: 1154593- 000

Subject: COMMUNICATIONS COMPLIANCE WITH
FB!I ELECTRONIC SURVEILLANCE FROM
JANUARY 1, 2006 TO PRESENT

Dear Ms. Lynch:

While processing your Freedom of Information-Privacy Acts (FOIPA) request, the Drug
Enforcement Administration of the Department of Justice located FB! information in their records. This
material was referred to the FBI for direct response to you.

Enclosed are copies of the referred material. Deletions have been made pursuant to Title 5,
United States Code, Section(s) 552/552a as noted below. See the enclosed form for an explanation of
these exemptions.

: Section 552 Section 552a
O(b)(1) b} (7)A) ‘ a(d)(5)
O(b)(2) =] e1(=)] oG )
oe)@) . ad)")©) ()

B®)(7) (D) ok
®(b)(7)(E) (N
o) (7)(F) ok
O(b)(4) O(b)(®) ok (6)
®(b)(5) . o(b)@) ak)(6)
D(b)(6) 2(k)(7)

11 pages were reviewedand 0 pages are being released.

You may appeal any denials by writing to the Director, Office of Information Policy, United States
Department of Justice, 1425 New York Ave., NW, Suite 11050, Washington, D.C., 20530-0001, within sixty
days from the date of this letter in order to be considered timely. The envelope and the letter should be
clearly marked “Freedom of Information Appeal.” Please cite the FOIPA number assigned to your request -
so.that it may easily be identified.

Sincerely yours,
David M. Hardy -
Section Chief, -
Record/Information

Dissemination Section
Records Management Division
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or
foreign policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for
withholding or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party-other than an agency in litigation
with the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted i mvasmn of personal
privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement
records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, (B ) would deprive a person

of a right to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal
privacy, ( D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law, or (F ) could reasonably be expected to endanger the life or

physical safety of any individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent control, or reduce
crime-or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or

" privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her

identity would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual
pursuant to the authority of Title 18, United States Code, Section 3056;

requifed By statute to be maintained and used solely as statistical records;
investigatory material compile(i solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished

information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government
service the release of which would compromise the testing or examination process;
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uU.s. Depértment of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

July 6, 2011
material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the
person who furnished the material pursuant to a promise that his/her identity would be held in confidence.

FBI/DOJ
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

July 6, 2011
MS. JENNIFER LYNCH

STAFF ATTORNEY

ELECTRONIC FRONTIER FOUNDATION

454 SHOTWELL STREET

SAN FRANCISCO, CA 94110

Request No.: 1154593- 000

Subject: COMMUNICATIONS COMPLIANCE WITH
FBI ELECTRONIC SURVEILLANCE FROM
JANUARY 1, 2006 TO.PRESENT

Dear Ms. Lynch:

While processing your Freedom of Information-Privacy Acts (FOIPA) request, the Drug
Enforcement Administration located FBI information in their records. This material was referred to the
FBI for direct response to you.

Enclosed are copies of the referred material. Deletions have been made pursuant to Title 5,
United States Code, Section(s) 552/552a as noted below. See the enclosed form for an explanation of
these exemptions.

Section 552 Section 552a

o(b)(1) Db)(7)(A) a(d)(5)
O(b)(2) Bb)(7)(B) a@)2)
oe@)_______ o®m™E© aga(1)

O(b)(7)(D) ak)(2)

B(b)(7)(E) ak)3)

O(b)(7)(F) O(k)(4)
O(b)(4) O(b)(8) ak)(5)
®’(b)(5) O(b)(9) 0(k)(6)
o(b)(6) ak)(7)

16 pages werereviewed and 0 pages are being released.

You may appeal any denials by writing to the Director, Office of Information Policy, United States
Department of Justice, 1425 New York Ave., NW, Suite 11050, Washington, D.C., 20530-0001, within sixty
days from the date of this letter to be considered timely. The envelope and the letter should be clearly
marked “Freedom of Information Appeal.” Please cite the FOIPA number assigned to your request so that
it may easily be identified.

Sincerely yours, .
David M. Hardy

Section Chief,
Record/Information

Dissemination Section
Records Management Division
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or
foreign policy and (B) are in fact properly classified to such Executive order; -

related solely to the internal personnel rules and practices of-an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for
withholding or refers to particular types of matters to be withheld,;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation
with the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal
privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement
records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person

of a right to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal
privacy, (D) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could réasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or
physical safety of any individual,

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce
crime or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her
identity would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual
pursuant to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;
investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished

information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government
service the release of which would compromise the testing or examination process;
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U.S. Department of Justice

Federal Bureau of Investigation
Washington, D.C. 20535

July 6, 2011
(k)(7)  material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the
person who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

July 6, 2011
MS. JENNIFER LYNCH
STAFF ATTORNEY
ELECTRONIC FRONTIER FOUNDATION
454 SHOTWELL STREET
SAN FRANCISCO, CA 94110

Request No.: 1154593- 000

Subject: COMMUNICATIONS COMPLIANCE WITH
FBI ELECTRONIC SURVEILLANCE FROM
JANUARY 1, 2006 TO PRESENT

Dear Ms. Lynch:

While processing your Freedom of Information-Privacy Acts (FOIPA) request, the Criminal
Division of the Department of Justice located FBI information in their records. This material was referred
to the FBI for direct response to you.

Enclosed are copies of the referred material. Deletions have been made pursuant to Title 5,
United States Code, Section(s) 552/552a as noted below. See the enclosed form for an explanation of
these exemptions.

Section 552 Section 552a

B(b)(1) Dbo)(7)(A) a(d)(s)
O(b)(2) O(b)(7)(B) B()X2)
EIO)[) I - () [(1(%) ak(1)

O(b)X7)D) a(k)(2)

®(b)(7)(E) ak)3)

ab)(7)(F) ok)4)
a(b)(4) O(b)(8) aky(s)
®(b)(5) O(b)(®) o(k)(6)
®(b)(6) a(k)(7)

21 pages were reviewed and 2 pages are being released.

You may appeal any denials by writing to the Director, Office of Information Policy, United States
Department of Justice, 1425 New York Ave., NW, Suite 11050, Washington, D.C., 20530-0001, within sixty
days from the date of this letter in order to be considered timely. The envelope and the letter should be
clearly marked “Freedom of Information Appeal.” Please cite the FOIPA number assigned to your request
so that it may easily be identified.

Sincerely yours,

Drlelly

David M. Hardy

Section Chief,

Record/Information
Dissemination Section

Records Management Division
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or
foreign policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for
withholding or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation
with the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal
privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement
records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person

of a right to a fair trial or an impartial adjudication, ( C) could be reasonably expected to constitute an unwarranted invasion of personal
privacy, (D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled
by a criminal law enforcemént authority in the course of a criminal investigation, or by an agency conducting a lawful national security
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or
physical safety of any individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a

information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce
crime or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which-did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her
identity would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual
pursuant to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;
investigatory material co!mpiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furished

information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government
service the release of which would compromise the testing or examination process;
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

July 6, 2011
(k)(7)  material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the
person who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

July 6, 2011
MS. JENNIFER LYNCH
STAFF ATTORNEY
ELECTRONIC FRONTIER FOUNDATION
454 SHOTWELL STREET
SAN FRANCISCO, CA 94110

Request No.: 1154593~ 000

Subject: COMMUNICATIONS COMPLIANCE WITH
FBI ELECTRONIC SURVEILLANCE FROM
JANUARY 1, 2006 TO PRESENT

Dear Ms. Lynch:

While processing your Freedom of Information-Privacy Acts (FOIPA) request, the Criminal
Division of the Department of Justice located FBI information in their records. This material was referred
to the FBI for direct response to you.

Enclosed are copies of the referred material. Deletions have been made pursuant to Title 5,
United States Code, Section(s) 552/552a as noted below. See the enclosed form for an explanation of
these exemptions.

Section 552 Section §52a

B(b)(1) O(X7)(A) o(d)(5)
O(b)(2) B(b)(7)(B) 03)@)
ooE)_— . 87O adky(1)

®(b)(7)(D) ak)(2)

Ob)(7)(E) ak)(3)

Ob)(7)(F) o(k)@)
O(b)(4) O(b)(@8) ok)(5)
®(b)(5) a(b)(9) B(k)(6)
®(b)(6) ok (7)

1 page was reviewed and 1 page is being released.

You may appeal any denials by writing to the Director, Office of Information Policy, United States
Department of Justice, 1425 New York Ave., NW, Suite 11050, Washington, D.C., 20530-0001, within sixty
days from the date of this letter in order to be considered timely. The envelope and the letter should be
clearly marked “Freedom of Information Appeal.” Please cite the FOIPA number assigned to your request
so that it may easily be identified.

Sincerely yours,

Drlald

David M. Hardy

Section Chief,

Record/Information
Dissemination Section

Records Management Division
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or
foreign policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for
withholding or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation
with the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal
privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement
records or information ( A) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person

of a right to a fair trial or an impartial adjudication, ( C) could be reasonably expected to constitute an unwarranted invasion of personal
privacy, ( D) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or
physical safety of any individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action progeeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce
crime or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her
identity would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual
pursuant to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;
investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished

information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government
service the release of which would compromise the testing or examination process;
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

July 6, 2011
(k)(7)  material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the
person who furnished the material pursuant to a promise that his/her identity would be held in confidence.

FBI/DOI]
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

July 6, 2011
MS. JENNIFER LYNCH
STAFF ATTORNEY
ELECTRONIC FRONTIER FOUNDATION
454 SHOTWELL STREET
SAN FRANCISCO, CA 94110

Request No.: 1154593- 000

Subject: COMMUNICATIONS COMPLIANCE WITH
FBI ELECTRONIC SURVEILLANCE FROM
JANUARY 1, 2006 TO PRESENT

Dear Ms. Lynch:

While processing your Freedom of Information-Privacy Acts (FOIPA) request, the Criminal
Division of the Department of Justice located FBI information in their records. This material was referred
to the FBI for direct response to you.

Enclosed are copies of the referred material. Deletions have been made pursuant to Title 5,
United States Code, Section(s) 552/552a as noted below. See the enclosed form for an explanation of .
these exemptions.

Section 552 Section 552a
®(b)(1) B(b)(7)(A) a(d)(5)
O(b)(2) )7 (B) aG)2)
o 30)7)C) 7 Bky(1)
O(b)(7)(D) ok ()
B(b)(7)(E) 0k)3)

— Ob)(7)(F) aky4)
d(b)(4) . O(b)(8) aky(®)
®(b)(5) ob)(©) ok ()
®(b)(6) ak) (@)

44 pages were reviewed and 0 pages are being released.

You may appeal any denials by writing to the Director, Office of Information Policy, United States
Department of Justice, 1425 New York Ave., NW, Suite 11050, Washington, D.C., 20530-0001, within sixty
days from the date of this letter to be considered timely. The envelope and the letter should be clearly
marked “Freedom of Information Appeal.” Please cite the FOIPA number assigned to your request so that
it may easily be identified. :

Sincerely yours,

David M. Hardy

Section Chief;

Record/Information
Dissemination Section

Records Management Division
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or
foreign policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices-of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for
withholding or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation
with the agency;

personnel and medical files and similar files the disclosure of which would-constitute a clearly unwarranted invasion of personal
privacy; )

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement
records or information ( A ) could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person

of a right to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal
privacy, (D ) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or
physical safety of any individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce
crime or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of"a right, benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her
identity would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual
pursuant to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government
service the release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the
person who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ




Case3:10-cv-04892-RS Document41l-1 Filed03/01/12 Page52 of 55

IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF CALIFORNIA

ELECTRONIC FRONTIER FOUNDATION
Plaintiff,
V. Civil Action No. 10-CV-04892

U.S. DEPARTMENT OF JUSTICE,

Defendant.
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Exhibit 1,
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535
November 21, 2011

MR. NATHAN CARDOZO

ELECTRONIC FRONTIER FOUNDATION
454 SHOTWELL STREET

SAN FRANCISCO, CA 94110

Subject: GOING DARK PROGRAM
FOIPA No. 1131078- 001
Dear Mr. Cardozo:

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from disclosure,
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked
below and explained on the enclosed Form OPCA-16a:

Section 552 Section 552a

®(b)(1) Bbo)N)A) 0(d)(%)
0(b)(2) a(b)(7)(B) a()2)
O(b)(3) &(b)(7)(C) ak)(1)

a)7)(D) 0k ()

B(b)(7)(E) B)E)

B(b)(7)(F) a(k)(4)
O(b)(4) a(b)(8) Bk ()
R(b)(5) a(b)(©) O(k)(6)
B(b)(6) ok)(7)

135 page(s) were reviewed and 19 page(s) are being released.

O Document(s) were located which originated with, or contained information concerning other
Government agency(ies) [OGA]. This information has been:

O referred to the OGA for review and direct response to you.

O referred to the OGA for consultation. The FBI will correspond with you regarding this
information when the consultation is finished.

O In accordance with standard FBI practice, this response neither confirms nor denies the
existence of your subject's name on any watch lists.

® You have the right to appeal any denials in this release. Appeals should be directed in writing to the
Director, Office of Information Policy (OIP), U.S. Department of Justice,1425 New York Ave., NW,

Suite 11050, Washington, D.C. 20530-0001. Your appeal must be received by OIP within sixty (60) days
from the date of this letter in order to be considered timely. The envelope and the letter should'be clearly
marked “Freedom of Information Appeal.” Please cite the FOIPA Number assigned to your

request so that it may be easily identified.

1 cc - Ms. Jennifer Lynch
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O The enclosed material is from the main investigative file(s) in which the subject(s) of your request was
the focus of the investigation. Our search located additional references, in files relating to other
individuals, or matters, which may or may not be about your subject(s). Our experience has shown,
when ident, references usually contain information similar to the information processed in the main file(s).
Because of our significant backlog, we have given priority to processing only the main investigative file(s).
If you want the references, you must submit a separate request for them in writing, and they will be
reviewed at a later date, as time and resources permit.

® See additional information which follows.

Sincerely yours,

David M. Hardy

Section Chief

Record/Information
Dissemination Section

Records Management Division

Enclosure(s)

Enclosed is supplemental responsive material located after review of the Operational Technology Division
(OTD) response, Sections 1-3, in the FOIA releases dated February 16, 2011, and March 15, 2011. It was determined
that some of the attachments were not included and/or the FBI was unable to link separated attachments with specific
emails during the original processing.

Duplicate copies of the same document were not processed and have been noted on the enclosed
deleted page information sheet(s).
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EXPLANATION OF EXEMPTIONS
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SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(&) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for
withholding or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation
with the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but.only to the extent that the production of such law enforcement
records or information ( A ') could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person

of a right to a fair trial or an impartial adjudication, ( C ) could be reasonably expected to constitute an unwarranted invasion of personal
privacy, ( D) could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or
authority or any private institution which furnished information on a confidential basis, and, in the case of record or information compiled
by a criminal law enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security
intelligence investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law
enforcement investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such
disclosure could reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or
physical safety of any individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of; or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce
crime or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods; :

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity
would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant
to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ






