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Part 1
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New Sunset Provisions

Qutside the Scope |

» December 31, 2009 [4 years] for — -

= USA PATRIOT Act 2001 Sectjon 215 FISA Business
Records. AR r
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Part 2

Foreig n Inte flni@rel@ee =
Surveillance/a Act ({TISA)
Is /|

Investigative To
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Changes to FISA Tools

Outside the Scope

= FISA Business Recordﬁi\'
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FISA Business Records

/ y , b

~m Changes to Fﬁg& Busi@éss
Records Under Section 215 of the |
USA PATRIOT \Act 2001.
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FISA Business Records

- «Special categories/@ angible thljlﬁ S.

~Recipient challenge/Judicial rev

-Minimization procedures wyi 180|¢

—g
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" FISA Business Récords

 Scope of FISAB

v o33 -'..:-,e_,- 3 gt vl
) t.... e L e

o Re@@rdb aiurthl@l‘ IW

ThlS authonty may be used “"“‘btaln “é X/

tangible things (including books, records,

papers, documents, and other |tem1s*

= Broad — similar in scope t d jur
subpoena. - / f \ﬂ [:;_, iy

~ The scope of this authority has‘not been
changed. < 1
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FISA Busmess Records

heting that
jthe
rlzed

nt)...

Appllcatlon shall mclude a stateme -of- ca@t@-s
there are reasonable groundsjto believe tha
tangible things sought are relev nt to an authi
investigation (other than a th Sat assessme )

1
«to obtain foreign mtelhge information nc
concerning US person, or
«to protect against internati naI rrorism Slandes ine
intelligence activities... ,.;3
[This makes explicit the existh?g stangard practlt\:e.] —
I—
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FISA Business Records

#New PE@SMJ &pﬁ Rgu@\@m@ 2 Test

b or -\B,,

facts show they pertain to —
(i) a foreign power or an age t{\j of a foreigm: gs( wer;
e ©

(i) the activities of a suspe agent of a|fereign |
power who is the subject of such authorized um estlgatlon
or .

The tanglble thmgs are presum}%}l/yﬂy@ﬁefe @ at lf'hfﬁ-éy

(iii) an individual in contact }Nlth r knowr; t
suspected agent of a forelgﬁ power who is the C)B ect of

such authorized |nvest|gaZon , .;i

[These cases probably cover ,;%,s'mm@m@] ,
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FISA Businéss Records ‘

Order must

FISA..
Business;
Records:;

cormply with -
the following:

i |,

~Contain a da
«Date must gié,

tangible thmgé
with a G /subp

4 ecipient reaspnable
2| period of ti/ne- o produce. l
=May only rfaqtliire he produ<;1ﬂp of

thaf\v%ould b@:,ﬁailable

3 of return.

7

ify-to;perthit them

.| = Describe the tangible thmg,s,wljthr-/“
sufficient panlj/tig., }
to be fairly ide%tiﬁed.

oena'or a @féjftlrﬂg@l‘?»Cour
| order [this maintains\ptivileges (ex.:
attorney/clierit)]. i —4
| tomepieterdl. <
T A
AT R R 3
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FISA Business Records

PR
fi

o |
.
Y @ I
:~( Y 3

R AR L o

wal and Procedures

TR ‘: pg@ja Ryl iy

aords and LibraZri faatron lists.

Special «Library circulation r
d Book customegr Jists.

braf
Categories:

«Book sales records
«Firearm sales recon/dis.

«Tax return information.
=Educational recc/gs

=Medical records!

Special The Director, :he I,:)eputﬁ Director, orthe
Executive As istzll‘[lt Direcﬁor for I}!!%tional

Approval | security mugt make the appl

cation o

jj special 4

Level: | categories of tangible things th
that would @eﬂﬁgn

G ER T

at conf,@% info?:mza_ﬂ@lﬂ)
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'FISA Business Records

e R T e

| Appiovel ai Pﬁ@@@dwres .
Congressmnal 'AG must report nnuaIIy on Speaal |
Reporting: Categories to HSCI HIC, SSleﬁ and SJC.

Note: Approval autho all FISA Busines

.J

Record
requests ( cept pecial categ@lf}jpi).
1. Deputy Directbr: i ¥ ]
2. EAD and asséqat EAD for the NSDk
3. the Assistant DII’G'CtOl’ and\all Deplity ASSlStant

{

and Cyber DlViSlonS,

Directors of Cdunterterronsm, COLm’;'ermtellglgéence,
4, the Genéra! Counsel, and th DGC fot:the National

o I

Secu M’glggwmmb L
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FISA Businé_ss Records

~t

N@ndﬁsgjj@@wéﬁ No person shall disclose the fact that the

“ FBI has sought tangﬂole/;mngs—%gmg:asﬁg |

before].

N

( Recipient may disclose order Egé —
) L@ Persons towhom disclosT

Exceptions: .-

before];
{2 An attorhey to obtain legal
assistancef\l/vith \Y\espect t&) .

production [new ‘provisfomn.made
explidit what had been inpjlicit];

3) A péerson permittd by the Direclior

IESIOIRES ). .. -
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FISA Business Records

Ex&tﬁnﬁﬁ@; ,»T,gf’" o
n@mdlﬂscll@suﬁe

| Recipient shall notlfy/’d;mg—

| not have

| of the nondjselosure: =2’

| *Person shall be subject to the
-- nondlscIOSL?X

| Director %ﬂgnee)

; identify

efrs

| the recip | /
personsg:o ho\m dlsclos" e made
‘:}(excep

‘:at the recrp ent does

(o] |dent|fy

attorﬁey)

PN .
2 iy SRL. R s, %
g
AN e 4
% S
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FISA Business Records

...) —

EN R AT i)
aiw SR SRS e

= Recipient may move fy or set asi

order [FISC jurisdiction].
~FISC may grant the motion
not meet FISA requireme'ﬁts of is otherpy,
unlawful. \ P_
=Security: All filings wil/l be undet seal; ip@ddition
to FISC established securi ‘

v

e
2
2
'a

only if the éﬁger does

S|
\ LN
measures. | :
W
N
U SR I 2 oy
T e SR IR
2 o e, T AR
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FISA Business Records

Recipient’s Challenge of

'Tlmlng " Not less than. 1 yearcgﬁt‘er“ofd"éﬁ:&n%ent may move
- |to modlfy or set aside the nondusclosmf e‘order /

FISA Court |FISC may grant onl>/ if \ based on the g q\ ernment’s
application and recipjent’s petition, na y&ason to

(FISC) believe that dlsclo/éurle - f

may endanger th natlonal security of the U(S.,

interfere with/a c rlmlnal countertlrrorlsm, or

countermtelllgem]:e mve\stlgatlen Fterfere

with dlplomatlc relations), or enda@ger thelife

| or physical safet\) of any person. | ‘! L 4
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FISA Business Records

R@@ﬂpr@ntr”s-c :_@lll@; unre ._)r@)vnsmnl

s

Concluswe -After' reCIplent’s ”etltlon chalr ging
Certification |nondisclosure, th\ government.}nay choose
- | to submit a certifi ﬁftlon by the: AG the

| DAG, an AAG fé e Dlrector
disclosure ma éné anger the 2 'onal
security or interfere with dlploma

relations. \

~The FISC must treat the certi fﬁgatlon as

conclusive. E )
q ®
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FISA Business Records

nizatlon: Plf;g,@duresj £

- W/m 180 dayswof enactrhet (a%pprex@/wz"(’fqgi?

=AG shall adopt minimization pr{ﬁedures to go[vern the
2

. .‘:" ,

retention and dissemination of iffformation.

]

_.a

=Minimize the retention/Prohibjt he dlssemlnattil \»
-Nonpublicly available info re ugconsentmg USP

-Consistent with the US IC nee
disseminate foreign lntelllg nce lnformatlon‘-—»

to obtaln ls:(\tga and

~Evidence of a Crime: Procedu es ShOl\Jld allo ﬁ

o)
retention and dlssemlnatu/)n of this mfo?matlom?‘;‘f

r the

/
g

N

N
- =3

i vy -
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FISA Business Records

__ Oversight = Congfestional/Public Reporting

«AG to report annually (April) toﬁ;ﬁl@sﬁ*HTCTEﬁﬂ & SIC.
«Report on ' T
) total # of FISA BR applications,
@ total # of orders granted, modiZie . or denied, and *

(3 total # orders granted, modified, or denied for speial categories.

«AG to make an unclassifie afnnu\al‘report ‘Qﬁ‘bril) on/
the total # of FISA BR appli atiéns and totﬁéjgﬂord‘er/s
ic

granted, modified, or denied (‘g%ves the publicjafview of
activities). / ) / »

1 : 41
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FISA Business Records

- DOYIG Comprelicnsive Audii of FISA BRs

Effectiveness of
FISA BRs
(including):

‘data” to other age/n i

=Categories of info &gib,t@frm*ea@éﬁﬁ“ﬂjﬁ' '
the info to the FBI and the IC.
=How info is collected, retained, ana
disseminated by thé FBI (including aegess of “raw
é of the Fede?a[ij state, local
or tribal govern e ts, ‘or private sec!té entities). -
=Minimization pyocedures adopted b‘,__‘;\ .
-Whether/how/)(;ten FBI used info t@{fér@duce
analytical intelligence products fo?&".ﬁlpeg
or other ageyicies of the fekieral, state
governments. i

f

Al dbortance of
ygfd, and /
H

=Whether/how often FBI provided inf& to IaM | "

enforcemeniforer

minal proceedin
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FISA Business Records

Comprehenswe audlt ojv_ﬁéé&weness

i At of FISA BRS

(BT :.. & b Y 2o

mplementing
procedures in a tlmely fashlo and Vglf_th ;Ajhe delay

~Whether bureaLé:ratlc or procedural lm;g@_’,dlments

harmed natlonal ecurJ
prevent the FBI/from ,

ully usmg\the tool...

(‘ e ﬁd’ ing any ,
Timing improper or illegal use) covering 2002 tLo?2006
«Report to HSPCI, HIC gsm and SiC. 1 /
Effectiveness | How often FBI requesféa DOJ OIPR to s_l_' mit an ‘
of FISA BRs | application and the reqlbes was not subm [%ted (and
Process | why?). e/ E \
(including): | -Justification for the failure of AG to lssue'

\

B

—
E ]
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National Security Law Branch

= For additional information  w 202-324-3951-
 FBETNIENERQ
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This has been a production of the Natiogfal Sedlrrity Law’ raining and Policy Unit.
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