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Introduction

Mr. Chairman, Ranking Member Scott, and Members of the Subcommittee, thank you for the invitation to appear
before you today to discuss two important provnswns of the USA PATRIOT Act. Section 206 of the Act provides national
security investigators with the ability to obtain roving surveillance orders from the Forelgn Intelligence Surveillance
Court ("FISA Court"),.and section 215 authorizes the FISA Court to issue orders requiring the production of business
records relevant to national security investigations. Criminal investigators have long enjoyed similar authorities for years,
and I have seen firsthand how the abxllty to obtain roving wiretap orders and relevant business records have assisted law
enforcement in combating serious crime.

Sections 206 and 215, however, are currently scheduled to sunset at the end of 2005, If this is allowed to happen, then
we will oncé again be in a position where tools available to law enforcement in the fight agmnst drugs, organized crime,
and child pomnography would not be at the disposal of national security investigators for use in the war against terrorism.
Such an outcome would be a tragic mistake, and I am therefore here today to ask you to make permanent sections 206
and 215 of the USA PATRIOT Act.

11 Section 206

Section 206 of the USA PATRIOT Act allows the FISA Court to authorize- "rovmg" surveillance of a foreign power or
an agent of a foreign power, such as a terrorist or spy. A "roving" wiretap order attaches to a particular target rather than a
pamcular phone or other communication facility. Since 1986, law enforcement has been able to utilize court-approved
roving wiretaps.in appropriate cases to investigate ordinary crimes, including drug offenses and racketeering, Investigators
and prosecutors know from hard experience that a traditional wiretap order that applies to a single phone is often fiot
effective becanse sophisticated criminals can change phones to thwart surveillance more quickly than investigators can
£0 to court to obtain a new wiretap order.

Before the USA PATRIOT Act, however, while law enforcement mvestlgators could utilize roving wiretaps in criminal
investigations, national security investigators could not utilize such wiretaps in international terrorism or espionage
investigations. To put it simply, this inconsistency in the law not only defied commion sense, because well-trained terrorists
and spies as a general matter are even more skilled at evading surveillance than the average criminal, it also significantly
hampered our ability to effectively monitor terrorists and spies. We know that Al Qaeda members go to great lengths to
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foil our electronic surveillance efforts. A seized Al Qaeda training manual wams members that “communication can be
a knife dug into our back if we do not take the necessary security measures." It then describes the means by which we
conduct electronic surveillance and directs the Al Qaeda "brothers" to undertake a variety of measures to counter those
efforts, Thankfully, however, section 206 remedied this problem by authorizing the use of roving wiretap authority in
national security investigations, thus putting investigators in a better position to keep up with international terrorists or
spies, rather than falling one or two steps behind every time they change phones.

Because some, including Members of this Subcommittee, have expressed concerns about the use of roving wiretaps in
national security investigations, I would like to discuss briefly the important privacy safeguards contained in section 206.
To begin with, it is important to note that section 206 did not change the requirement that the target of roving surveillance
must be identified or described in a surveillance order issued by the FISA Court, Therefore, a roving surveillance order is
always connected to a particular target. To be clear, roving surveillance orders do not jump from target to target; rather,
they follow a particular target as that target jumps from phone to phone. The FISA Court also must find that there is
probable cause to believe the target of a roving surveillance order, just like any electronic surveillance order, is either a
foreign power or an agent of a foreign power, such as a terrorist or a spy. To be sure, some have complained that FISA
allows for the use of roving surveillance in cases where the government describes, rather than identifies, the target of
surveillance. It is critical, however, to keep in mind that the government's description of the target must be sufficiently
specific to convince the FISA Court that there is probable cause to believe that the target is a foreign power or agent of a
foreign power.

Additionally, roving surveillance under section 206 can be authorized by the FISA Court only after it makes a finding
that the actions of the target may have the effect of thwarting the identification of those, such as the telephone company;
whose assistance will be needed to carry out the surveillance. And finally, while there has been concern expressed that
roving surveillance may intrude on the privacy of innocent Americans, section 206 in no way altered the requirement
that FISA surveillance orders include court-approved minimization procedures to limit the acquisition, retention, and
dissemination by the government of information or communications involving United States persons. Whether in the
criminal or national security realm, roving wiretaps recognize the technological realities of our modemn age, in which a
criminal-or terrorist can change communications devices in the blink of an eye, Roving surveillance, however, also fits
well within our longstanding and revered constitutional tradition of respecting civil liberties. For example, the United -
States Courts of Appeals for the Second, Fifth, and Ninth Circuits all have squarely ruled that "roving" wiretaps are
perfectly consistent with the Fourth Amendment, and no court of appeals has reached a contrary conclusion.

Section 215

Section 215 provides national security investigators with the authority to ask the FISA Court to order the production
of the same kinds of tangible things, such as business records, that prosecutors have long been able to acquire through
grand-jury subpoenas in criminal investigations. As a prosecutor, I can tell you from firsthand experience that the
ability to obtain records with grand-jury subpoenas is an essential tool for law enforcement. In criminal investigations,
such subpoenas are routinely used to obtain all types of records. Asking law enforcement to effectively investigate and
prosecute crime without using grand-jury subpoenas to obtain records would be like asking Tiger Woods to win the
Masters without using a putter. The records obtained through grand jury subpoenas often represent the critical building
blocks of a successful criminal investigation and are used to determine whether the use of more intrusive investigative
techniques, such as physical searches, are justified.

Before the USA PATRIOT Act, however, it was very difficult for national security investigators to request the
production of business records in international terrorism and espionage investigations. For example, such investigators
could only ask the FISA Court to order the production of records from "a common carrier, public accommodation facility,
physical storage facility or vehicle rental facility." This patchwork of court order authority was confusing to investigators,
who had to determine if the records they needed fit within one of these categories before deciding whether to seck a
FISA Court order. Moreover, it left investigators without the ability to obtain a court order for records that could be
vitally important to terrorism investigators, Under the prior law, for example, an investigator would not have been able
to get a FISA court order to obtain records showing that a suspect purchased bulk quantities of fertilizer to produce a
bomb because a feed store is not *a common carrier, public accommodation facility, physical storage facility or vehicle
rental facility.” Section 215 of the USA PATRIOT . Act eliminated this restriction on the types of entities from whom’
records could be obtained: Now, investigators may ask the FISA Court to request the production of "any tangible things
(including books, records, papers, documents, and other items)" from any type of entity. Section 215 therefore allows

.
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national security investigators to obtain the same types of records that grand juries have always been able to subpoena in
the criminal context.

Because investigations into international spies and terrorists often can only be effective if the targets are unaware they
are being investigated, court orders under this provision prohibit the recipient from telling others — including the target—
about the order. This non-disclosure provision is akin to that which Congress has authorized for other types of process -
such as subpoenas to financial institutions in criminal cases under the Right to Financial Privacy Act and under 18 U.S.C.
2703 relating to toll and subscriber records and stored wire and electronic communications. It only makes sense to apply
a similar requirement in national security investigations, where the need for secrecy is greater and the stakes for the safety
of our country is higher. ’ ‘

Given my experience as a prosecutor, I view section 215 as a common-sense investigative tool. 1 recognize, however,
that the provision has been the subject of concern by many across the country. Part of the reason for this, I believe, is that
many of the safeguards contained in section 215 to protect civil liberties are not widely known or understood. Upon close
examination, for instance, it is clear that orders requesting the production of records under section 215 are actually more
protective of civil liberties than are grand jury subpoenas, Grand jury subpoenas and section 215 orders are governed by a
similar standard of relevance; investigators may only seek to obtain records that are relevant to an ongoing investigation.
To obtain any records under section 215, however, investigators must first obtain a court order. Grand jury subpoenas, by
comparisor, do not require prior judicial approval:

Section 215, unlike grand jury subpoenas, also explicitly protects First Amendment activities as investigations
utilizing the provision may not be solely based on such activities, For example, Americans may not be investigated under
the provision solely because of their political speech. Section 215 also has a very narrow scope; it can.only be used (1)
“to obtain foreign intelligence information not concerning a United States person"; or (2) "to protect against international
terrorism or clandestine intelligence activities." It cannot be used, as can grand jury subpoenas, to investigate domestic
terrorism or ordinary crimes. And finally, section 215, unlike grand jury subpoenas, is subject to regular congressionel
oversight. The Attorney General is required to file reports with appropriate congressional committees on a semi~annual
basis fully informing them of the Department's use of the provision.

To some, section 215 has become known as "the library provision". This.moniker, however, is a gross distortion of the
provision and makes about as much sense as calling all grand jury subpoenas "library subpoenas.” Section 215 does not
single out or mention libraries, and the Attorney General has recently declassified that as of March 30, 2005, the provision
had never be used to obtain library records.

As explained above, section 215 can be used to request the production of a wide variety of records, and library records
are simply one of the types of records to which the provision could theoretically be applied. While some have called
for library and bookstore records to be exempted from section 215, I think that this course of action would be a serious
mistake.

Libraries should not be carved out as safe havens for terrorists and spies. We know for a fact that terrorists and spies
use public libraries. In the spring of 2004, to give one example, federal investigators in New York conducted surveillance
on an individual who was associated with al Qaeda. In the coutse of tracking the individual, investigators noted that,
although he had a computer at his home, he repeatedly visited a library to use the computer, Investigators discovered
that the individual was using the library computer to e-mail other terrorist associates around the world, The library's
hard drives were scrubbed after each user finished, and he used the computer at the library because he believed that the
library permitted him to communicaté free of any monitoring, Thankfully, this individual is now in*federal custody. But
this example should teach us that we should not make it more difficult to investigate a terrorist's use of a library computer
than his or her use of a home computer.

In criminal investigations, prosecutors have subpoenaed library records for years. For example, in the 1997 Gianni
Versace'murder case, a Florida grand jury subpoenaed récords from public libraries in Miami Beach. Similarly, in the
Zodiac gunman investigation, after investigators came to believe that a Scottish occult poet inspired the gunman, they
prompted  grand jury in New York to subpoena library records to learn who had checked ouit the poet's books. And the
Towa Supreme Court has even upheld the use of subpoenas to abtain library records in an investigation of cattle mutilation.
Surely, if grand jury subpoenas could be used to obtain such records in these criminal investigations, national security
investigators, with court approval, should have the option of obtaining these records in appropriate intemational terrorism
or espionage investigations. '
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Just as prosecutors use grand jury subpoenas in a responsible manner, information recently declassified by the Justice
Department reveals that the Department has used section 215 in a judicious manner. As of March 30, 2005, federal
judges have reviewed and granted the Department's request for a section 215 order 35 times. To date, the 89 provision
has only been used to obtain driver's license records, public accommodations records, apartment leasing records, credit
card records, and subscriber information, such as names and addresses, for telephone numbers captured through court-
authorized pen registets and trap-and-trace orders (a pen register records the numbers a telephone dials and a trap-and-
trace device records the numbers from which it receives calls), The Department has not requested a section 215 order to
obtain library or bookstore records, medical records, or gun sale records.

Like section 206, section 215 is scheduled to sunset at the end of 2005, and it is important that the provision is
made permanent. If section 215 were allowed to expire, it would be easier for prosecutors to obtain relevant records in
investigations of non-violent crimes than for national security investigators to obtain relevant records in international
terrorism investigations. Given the threat to the safety and security of the American people posed by terrorist groups such
as al Qaeda, Congress must not let this happen. .

Conclusion

Thank you once again for the opportunity to discuss sections 206 and 215 of the USA PATRIOT Act, These two
provisions are critical to the Department's efforts to protect Americans from terrorism, and from my experience as a
prosecutor, I know firsthand the importance of roving wiretap orders and the ability to obtain relevant records in criminal
investigations, I look forward to answering any questions you might have.

LOAD-DATE: May 2, 2005

EFF Section 215-107




HEFEIN IS UHCLASSTFIED

DATE 04-12-2012 BY 65179 DHH/STE/HIS

Page 1

3 of 3 DOCUMENTS

Copyright 2005 Congressional Quarterly, Inc, All Rights Reserved.
Federal Document Clearing House Congressional Testimony

May 3, 2005 Tuesday
SECTION: CAPITOL HILL HEARING TESTIMONY
LENGTH: 1695 words
COMMITTEE: HOUSE JUDICIARY
SUBCOMMITTEE: CRIME, TERRORISM, AND HOMELAND SECURITY
HEADLINE: USA PATRIOT ACT REAUTHORIZATION
TESTIMONY-BY: CHUCK ROSENBERG, CHIEF OF STAFF TO DEPUTY ATTORNEY GENERAL
AFFILIATION: UNITED STATES DEPARTMENT OF JUSTICE

BODY:
‘Statement of Chuck Rosenberg Chief of Staff to Deputy Attorney General, United States Department of Justice
"Committee on House Judicia;'y Subcommittee on Crime, Terrorism, and Homeland Securiiy .
May 03, 2005

Good morning Chairman Coble, Ranking Member Scott, and Members of the Subcommittee. It is my pleasure to
appear before you to discuss section 213 of the USA PATRIOT Act, relating to delayed-notice search warrants. This
provision has been an invaluable tool in our efforts to prevent terrorism and combat crime.

In passing the USA PATRIOT Act, Congress recognized-that delayed-notice search‘warrams are a vital aspect of the

Department's strategy of prevention; detecting and incapacitating terrorists, drug dealers and other criminals before they
can harm our nation. Delayed-notice search warrants are a long-standing, crime-fighting tool upheld as constitutional
by courts nationwide for decades. Such warrants were not created by the USA PATRIOT Act and had been regularly
used prior to 2001 in investigations involving drugs, child pornography, and other criminal offenses, Section 213 simply
established explicit statutory authority. for investigators and prosecutors to ask a federal judge for permission to delay
temporarily notice that a search warrant was executed. This statutory authority created a uniform standard for the issuance
of these warrants, thus ensuring that delayed-notice search warrants are evaluated under the same criteria across the
nation. As with any other search warrant, a delayed-notice search warrant is issued by a federal judge only upon a
showing that there is probable cause to believe that the property to be searched or items to be seized constitute evidence
of a criminal offense. A delayed-notice warrant differs from an ordinary search warrant only in that the judge specifically
authorizes that the law enforcement officers executing the warrant may wait for a court-authorized period of time before
notifying the subject of the search that a search was executed. To be clear, section 213 still requires law enforcement to
give notice in all cases that property has been searched or seized, It only allows for a delay in notice for a reasonable
period of time—a time period defined by a federal judge—under certain clear and narrow circumstances. .

Federal courts have consistently ruled that delayed-notice search warrants are constitutional and do not violate the
Fourth Amendment, In Dalia v. United States, for example, the U.S. Supreme Court held that the Fourth Amendment does
not require law enforcement to give immediate notice of the execution of a search warrant.] Since Dalia, three federal
courts of appeals have considered the constitutionality of delayed-notice search warrants, and all three have upheld their
constitutionality.2 To my knowledge, no court has ever held otherwise. Long before the enactment of the USA PATRIOT
Act, it was clear that delayed notification was appropriate in certain circumstances; that remains true today. Section 213
of the USA PATRIOT Act simply resolved the mix of inconsistent rules, practices and court decisions varying from
circuit to cireuit, by mandating uniform and equitable application of this authority across the nation. Under section 213,
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investigators and prosecutors seeking a judge's approval to delay notification must show that, if made contemporaneous
-to the search, there is reasonable cause to believe that notification might:

1. Endanger the life or physical safety of an individual;

2. Cause flight from prosecution;

3. Result in destruction of, or tampering with, evidence;

4, Result in intimidation of potential witnesses; or

5. Cause serious jeopardy to an investigation or unduly delay a trial.

It is only in these five narrow circumstances that the Department may request judicial approval to delay notification,
and a federal judge must agree with the Department's evaluation before approving any delay.

Delayed-notice search warrants provide a crucial option to law enforcement. If immediate notification were required
regardless of the circumstances, law enforcement officials often would be forced to meke a difficult choice: delay the
urgent need to conduct a search or conduct the search and prematurely notify the target of the existence of law enforcement
interest in his or her illegal conduct and undermine the equally pressing need to keep the ongoing investigation confidential.

It appears as though there is widespread agreement that delayed-notice search warrants should be available in four of
the five circumstances listed above. If immediate notice would endanger the life or physical safety of an individual, cause
flight from prosecution, result in the destruction of evidence, or lead to witness intimidation, a general consensus exists
that it is reasonable and appropriate to delay temporarily notice that a search has been conducted. However, the remaining
circumstance - serious jeopardy to an investigation - has been the source of some controversy and I therefore wish to
.discuss it in more detail,

If a federal judge concludes that immediate notice of a search might seriously jeopardize an ongoing investigation,
the Department of Justice strongly believes that it is entirely appropriate that the provision of such notice be delayed
temporarily, There are a variety of ways in which immediate notice might seriously jeopardize an investigation, and
investigators and prosecutors should not be precluded from obtaining a delayed-notice search warrant simply because
their request does not fall into one of the other four circumstances listed in the statute. ‘

A prime example of the importance of this provision occurred when the Justice Department obtained a delayed-notice
search warrant for a Federal Express package that contained counterfeit credit cards. At the time of the search, it was
important not to disclose the existence of this federal investigation, as this would have exposed a related wiretap that was
targeting major drug trafficking activities,

A multi-agency Task Force was engaged in a lengthy investigation that culminated in the indictment of the largest.drug
trafficking organization ever prosecuted in the Western District of Pennsylvania. A total of 51 defendants were indicted
on drug, money laundering and firearms charges, and its leaders received very lengthy sentences of imprisonment.

This organization was responsible for bringing thousands of kilograms of cocaine and heroin into Western
Pennsylvania. Cooperation was obtained from selected defendants and their cooperation was used to obtain indictments
against individuals in New York who supplied the heroin and cocaine. Thousands of dollars in real estate, automobiles,
Jjewelry and cash were forfeited.

This case had a discernible and positive impact upon the North Side of Pittsburgh, where the organization was
based. The. DEA reported that the availability of heroin and cocaine in this region decreased as a result of the successful
elimination of this major drug trafficking organization,

While the drug investigation was ongoing, it became clear that several of the conspirators had ties to an ongoing credit
card fraud operation. An investigation into the credit card fraud led to the search of a Fed Ex package that contained
fraudulent credit cards, Had notice of this search been given at the time of the search, however, the drug investigation
would have been seriously jeopardized because an existing Title III wiretap would have been endangered. This is just one
ordinary example of this extraordinarily important tool.

The use of a delayed-notice search warrant is the exception, not the rule. In total, the government has sought delayed-
notification search warrants approximately 155 times under section 213 of the USA PATRIOT Act.3 Law enforcement
agents and investigators provide immediate notice of a search warrant's execution in the vast majority of cases. According
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to the Administrative Office of the U.S. Courts (AOUSC), during a 12-month period ending September 30, 2003, U.S.
District Courts handled 32,539 search warrants, By contrast, in one 14-month period—between April 2003 and July

"2004—the Department used the section 213 authority approximately 60 times according to 2 Department survey. The
Department therefore estimates that is seeks to delay notice with respect to less than 0.2% of all search warrants issued.

Last month, the Department supplemented earlier information made public regarding the use of section 213 by
releasing information derived from a survey of all United States Attorneys' offices covering the period between April
1, 2003, and January 31, 2005. Nationwide, section 213 was used approximately 108 times over that 22~month period.
Of those 108 times, the authority was exercised in less than half of the federal judicial districts across the country.
Furthermore, the Department has asked the courts to find reasonable necessity for seizure in connection with a delayed-
notification search warrant approximately 45 times. In every case where the Justice Department sought a delayed~
notification search warrant during that period, a court has approved. It is possible to misconstrue this information as
evidence that courts merely "rubber stamp” the Department's requests. In reality, however, it is an indication that the
Department takes the authority codified by the USA PATRIOT Act very seriously, We seek court approval only in those
rare circumstances—those that fit the narrowly tailored statute—when it is absolutely necessary and justified.

In sum, delayed~notice search warrants have been used for decades by law enforcement, but are used only infréquently
and scrupulously—in appropriate situations where we can démonstrate reasonable cause to believe that immediate notice
would harm individuals or compromise investigations, and even then only with a judge's express approval. Section 213
Jis a reasonable statutory codification of a long-standing law enforcement tool that enables us to better protect the public
from terrorists and criminals while preserving Americans constitutional rights.
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