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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Director's Office 

General Counsel 

Date: 05/28/2003 

Attn: Robert J. Jordan, 
OPR, Rm. 7129 
Kenneth L. Wainstein, 
National Security Law Unit 
Rm. 7975 

From: Inspection 
Inspection Management Unit/Room 7837 
Contact : 

Approved By: 

Drafted By: 

DATE: 05-25-2007 ¡.,2 
CLASSIFIED BY 65179dnih/k3E/n,6 
PEASOH: 1.4 (c,d] b7C 
DECLASSIFY ON: 05-25-2032 

[u) Case ID # : 278-HQ-1425^^(Pending) 
(U) Title: 

[ 
SSA L 

DIVISION 
IOB MATTER 
2003 56 

b2 
b6 
b7C 
b7E 

/ I. , // ^ 
ALL INFORHATIOH C0HTAIHED 
IREIN IS UNCLASSIFIED EXCEPT 

SHOWN OTHERWISE 

(U) RESTRICTED DOCUMENT - DISSEMINATE TO PERSON(S) WITH ROLE 

Synopsis: J?Request of the Office of the General Counsel 
(OGC) to review the facts of a possible Intelligence Oversight 
Board (IOB) violation. 

( U ) Derived 
Declassi/ 

rom : G-3 
On: XI 

Reference: (U) 278-HQ-C1229736-VIO-90 }G>(h).-o- u - / y y 

iu) Details: OGC is requested to review the facts of a possible 
IOB violation: Exceeding the authorized scope of an otherwise 
permitted activity. 

The title of the substantive investigation in 
which the questionable activity occurred and the investigative 
program: 

Title: 

(S) File number bl 

JW 2003 

SE ¡bRJST 

NSL VIO-1 

^ __ ̂  <C/ 7/P , ) 



Working Copy Page 

Precedence : 

To 

ROUTINE 
b2 
b7E 

Counterintelligence 

Director's Office 

Date: 02/20/2004 

Attn: ASAC FCI/Administrative 
CDC 

Attn: CD-3A 

Attn: Office of Professional 
Responsibility 

From: 
b6 
b7C 
b2 

General Counsel 
National Security Law Branch/T?m -70*74. 
Contact : 

ALL IHFCBHATIOH CONTAINED 
HEREIW IS UNCLASSIFIED EXCEPT 
-auïRE SHOTjjTJ 

(Ut-

DATE: 05-31-2007 
CLASSIFIED BY 6Sn9diah/ks£/pts 
REA3OH: 1.4 (c/d) 
DECLASSIFY OH: 05-31-2032 

Approved By. Currap .Tnhn v 

Drafted By: 

C a s e I D #: 278-HQ-C1229736-VIO (Pending) 

Title: INTSTIIDTi3ENC£L^SRS^ 
( U ) _ _ _ 

Synopsis: ^gsfd it is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

<U) 
<U) 

Reference 

__ OIG/DOJRevl 
"3 FBI INVEST: 

X-l OPRUCINITI, 
DATE: "7 

OJ INVEST: 

b6 
b7C 

/ o fa 

278-HQ-C1229736-VIO Serial 350 

Administrative: (U) This communication contains one or more 
fljv footnotes. To read the footnotes, download and print the 

document in Corel WordPerfect. 

Details: By elprfrnnir nnrBmunirat.ion fRf!) 
tS) 2004 (cited below),| Division I 

possible IOB error i n t- ̂  1 1 i -i coniunction with it-, ¡a ̂ n^-j-na-

dfitP|i January 20, 
reported a 

b2 
b7E 
bl 

Case ID : 278-ÜQ-C1229736-VI0 Serial : 379 
2 7 8 | [ C 5 7 6 9 4 b2 / 1 8 
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February 27, 2 004 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure entitled "Intelligence Oversight Board 
(IOB) Matter, Division, IOB Matter 2004-22 (U) b2 

b7E 
The enclosure sets forth details of investigative 

activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

b6 
b7C 

1 - Mr. Szady 
1 - Mr. Curran 
1 - SSA 

OPR 
1 - 278-HQ-C1229736-VIO-3Ä0 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

Dep L)ll Chief of Siati Off. of Gen ( 'onusti 
Assi Un .1 Allium. Nt:l. Cum Im CJIS _ 
Fviwrnx Into. Kes I .ill} Nlilional See ür»R 
OIT ol Public £ Colli.'. Alls. Trnniiii£ Oli.oltfcOA L>irüütor\i Uiiiuc 

Derive&s£a?om : G-3 
Declas^ÌE^ on: XI DECLASSIFIED BY 6S179dnh/k3iypc3 

ON 05-31-2007 

NSL VIO-13 

MAIL ROOM • 



/ 

1 

INTELLIGENCE OVERSIGHT BOARD (IOB) im 
Jd IDIVISION 

IOB MATTER 2004-22 (U) 

MATTER 
b2 
b7E 

I ftg cnnn n.s the error was realized!" 
was t-ranafprroHf 

was rorwarüed to FBI Headquarters for submission to the Office of 
Intelligence Policy and Review (OIPR), Department of Justice, and 
the FISC for destruction. 

This material was also sequestered and submitted to OIPR and the FISC for destruction. 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

NSL VIO-15 
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Director Gen. Counsel 
Deputy Director info. Rei 
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Training 
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.OP* 
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. Cong. Arts 

ALL IIIF0RMATI0N CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERUISE 

DATE: QS-31-2007 
CLASSIFIED BV 65179dmh/liSEy'pES 
REASON: 1.4 (c/d) 
DECLASSIFY ON: 05-31-2032 



(Rev. 01-31-2003) 
SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 07/21/2005 

To: General Counsel Attn: NSLB 

From: Inspection 
Internal Tnvpfll-inat-innq gor-t--i — IPU, RQOHI-JJJJL) 2 
Contact : CR£ Ext. Ext. 

Approved By: Fogle Toni Mari 
b6 
b7C 
b2 

Drafted By: 

m C a s e I D # : 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O (Pending) 

Title: £3$ INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 893 
OGC/IOB# 2004-0022 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Details: (U) The Internal Investigations Section (IIS) received 
an EC fronl I Division dated 1/20/2004, reporting a possible 
IOB error. Based upon a review of the referenced EC it is the 
IIS1s opinion the incident described therein is an administrative 
issue. Therefore, no internal investigation will be conducted by 
the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

(U) X 

<U) Reference: 278-HQ-C1229736-VIO Serial 350 
278-HQ-C122 973 6-VIO Serial 379 

DECLASSIFIED BY S5179 dmh/ksr^pns 
OH 06-13-2007 

SEC^B^ 

NSL VIO-16 



SEC^ftET SECRET 
Working Copy Page 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

This letter forwards for your information a self- b 2 
explanatory enclosure entitled Intelligence Oversight Board b7E 
(IOB) Matter, Division, IOB Matter 2004-60." (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 
1 
1 
1 

AD Szady 
DGC Thomas 
UC 

- 27 
b6 
b7C 

8-HQ-C1229736-VIO-

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 06-09-2007 
CLASSIFIED BY 65179 dmh/prs 
REASON: 1.4 [=) 
DECLASSIFY OH: 06-09-2032 

UNCÏAS£IFIED WHEN 
DETACHE!?" 
CLASSIFIED EN 

Case ID : 273 HQ C1^2973G-VI( 



S^SRET 
WorkingsCopy Page 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Offi ce of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
DIVISION 

IOB MATTER 2004-60 (U) 

(S) Division 

b2 
b7E 

of the Federal Buitìdli UL Investigation ("FBI") reporhsH i-.hat it 
issued a National S e c u n .v Letter ÇNSL) for records \ 
telephone number | I The FBI •••'-yr--' that I 

and received tho rpmili-j f the NK .r 3 

L>ue to a typographical error, the K5L . 
SEX̂ E.-. 

3SU.J for 

NSL VIO-13 

bl 
b2 
b7E 
b7D 
b4 
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Precedence 

To: 

ROUTINE Date: 02/21/2005 

b2 
b7E 
b6 
b7C Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn: 

CD-

Inspection Division 

From : General Counsel 
National Security Law Branch/CILU/ HO m n m 7 97 5 
Contact : UC 

Approved By: TVinmag .Tulio V 

Drafted By: 

IUI Case TO #: > g £ 
b l (S)f b6 

b2 
b7E 

278-HO-C1329716-VTO (Pending) 
(Pending) 

(S) SSAJ 
SA 

Z ] 

IOB 2004-60 
lDivision 

DATE: 06-09-2007 
CLASSIFIED 3Y 65179 dmh/ksr/pcs 
BEAbOw: 1.4 (C) 
DECLASSIFY OH: 06-09-2032 

(Ui Synopsis: £83 It is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter must be reported 
to the IOB and to the FBI's Inspection Division. OGC will 
prepare and deliver the required correspondence to the IOB. Our 
analysis follows. 

.ITTI. ^ ^ ^ ALL IHFCF-EATI0S rOHTAIKFD 
\ '-11 ygf Deri$»dC^rom : G-3 HEREIN IS UNCLASSIFIED EXCEPT 

02/21/2030 TJHERE SHOWN OTHERWISE 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

(U) 

b2 
b7E 

Details : 
(cited below),ïl' the 
reported a potential 

) By electronic communication fPr) Hat-oH M^ I? :>nna 
Division 

OB involving a National ¿Security Letter 
] which, through typographical (NSL) requested by| 

error, sought information about a cellular telephone'number 
belonging to a person who was not the subject of an FBI national 
security investigation. 

Case ID 
bl 
b 2 3ECXT 
b7E 

NSL VIO-29 v 11 
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¡ECKET , sEr 
FEDERAL BUREAU Òf INVESTIGATION 

Precedence: ROUTINE Date: 06/22/2005 

To: General Counsel Attn: NSLB 

From: Inspection 
Internal T n v p s M rrat-.i r>n.«* ^ H n n IEIJ ffnnm 1 ¿1102 
Contact : CRS 

b6 
b7C 
b2 

(0) 

Approved By: 

Drafted By: 

CaseID #: 

b6 
b7C 

(U) Title: 

^X) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING* 642 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

27 8-HQ-C12297 36-VIO Serial 464 
OGC # 2004-60 

Details: (U) The Int.prn^l Investigations Section (IIS) received 
an EC from' 
possible I £ error. 

b2 
b7E 

_Division, dated 5/12/2004, reporting a 
Based upon a review of the referenced EC it 

is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

DATE: 06-09-2007 
CLASSIFIED BY 65179 dmh/ksr/prs 
PEAS Oil: 1.4 <cl 
DECLASSIFY ON: 06-09-2032 

ALL IWF0REATI0H CONTAINED 
HEBEIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

NSL VIO-13 
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SECR: 
I Q 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: DEADLINE 07/15/2004 

To: General Counsel Attn: 

Counterintelligence Attn: 

Date: 07/06/2004 

National Security Law Branch 

CD-2C, Room 4066 
SSA 

Attn: A/Chief Division Counsel 
SA 

From: 

Contact: SA 

Approved By: 

Drafted By: 

b2 
b7E 
b6 
b7C 

"J 

(U) Case ID #• 27 8-HQ-C122 973 6-VIO ' {Pending) 
¡S) | (Pending) bl 

b2 
Title: jt̂ T SSA 

__lSAr 

I 

b6 
] b7C 

b7E 

DIVISION 
IOB 

b2 
b7E 

W) Synopsis : j^lC To report a possible Intelligence Oversight Board 
(IOB) matter. 

(S) 

( U ) D e r i v ^ l i l s F r o n i : G ~ 3 

DeclaissifWOn: XI 

Reference": 

(S) 

(a) 66F-HO-A1247863 Serial 149 

AIL IHF0RHATI0N CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT » Y , 
WHERE SH0WH OTHERWISE ,-JVR '') 

SECRE' 
DATE: 06-11-2007 
CLASSIFIED BY 65179 dmh/ksc/pcs 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-11-2032 
•; A 
x- ! NSL VIO-37 

¿où4 ID 
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ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

SE^ET 

J.TE: 06-27-2007 
CLASSIFIED BY 65179 djoh/ksr/^hE 
REASON: 1.4 (c,d) 
DECLASSIFY ON: 06-27-2032 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date : 05/03/2005 

To: Director's Office 
fminl-p-r-i nt-pl 1 i rrent-p 

Attn: 
Attn: 
Attn: 

OPR 
AD 
SAC/CI 
CDC 

b2 
b7E 
b6 
b7C 

From: 

tuj 

(U) 

General Counsel 
Counterintelligence Law Unit/Room 7947 
Contact : 

Approved By: Thomas Julie F 

Drafted By: 
d 

Case ID #: (U) 278-HO-CI22973 6-VIO Pendina) 
bl 
b2 

(S) (Pending) 

Titb7E^T^)INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB 2004-70 

S y n o p s i s : T h e Office of the General Counsel (OGC) considers 
that this matter must be reported to the Intelligence Oversight 
Board (IOB) and to the Office of Professional Responsibility 
(OPR). A summary of the facts and an analysis of the situation 
follows. 

Details: (S) .[ 

bl 
b6 
b7C 
b7c provided the reqi^^ed. 
b2 , to be 
b7E 

-/-at&t 
b4 

?.-,!to the FBI, The telephone number 
However, due to a 
u^mit^mssemis^M^stmsas 

OIG/DOJ Rev® 
FBI INVEST.:/^. 
OPR UCINK 

DATE: ̂ ///o 
wn^DOJ INVEST: 

NSL VIO-94 



May 3, 2005 

Mr. James Langdon 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Langdon: 

This letter forwards for your information a self-explanatory 
enclosure entitled "Intelligence Oversight Board (IOB), Matter 
2004-70." (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - Ms. Thomas 
b6 i I 
b7C 

1 - 278-HQ-C1229736-VIO 

DEC 
OH 

NSL VIO-13 



SECRET 

b2 
b7E TNTF.T.T.TGF.NCE OVERSIGHT BOARD (IOB) MATTER 2004-70 

JIVISION 
FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)(U 

bl 
b7D 
b2 
b7E 
b4 

(S) Investigation of this IOB matter has revealed that 
pursuant to a National Security Letter (NSL) served [ 

]provided telephone billing records to the-
FBJf The telephone number to be targeted should have been I 
However, due to a typographical error in the'NSL', the number actually 
requested wasl I ' 

¡realized that the results ot the 
information provided in response to the NSL includedf 

T Upon discovery D 
ot the error, on 07/06/04 the inadvertently obtained material was 
segregated and forwarded to FBIHQ for sequestration. At no time was any 
further investigative action taken with resnect to the information 
received pertaining to| No 
written summaries of communications were made. 

A copy of this submission to the IOB has been provided to the 
FBI's Executive Assistant Director for 
Counterterrorism/Counterintelligence and to the Office of Professional 
Responsibility for action as deemed appropriate. (U) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DerivôdJ'fom : G-3 
Decl>er^fy on: XI 

SECRET 

DATE: 06-12-2007 
CLASSIFIED BY 65179 dmh/ksr 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-12-2032 



(Rev. 01-31-2003) 
SECKIET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 08/02/2005 

Attn: NSLB 

b6 
b7C 
b2 
(U) 

From: Inspection 
Internal Investigations Section, IPU, Room 11102 
Contact: CRSl 

Approved By: Fogle Toni Mari 

Drafted By: 

Case ID # 5 / 5 S C 278-HQ-C1229736-VIO (Pending) 

Title: INTELLIGENCE OVERSIGHT BOARD MATTER 

0GC/I0B# 2004-0070 
( U J INSD/IIS TRACKINGS 923 

(SI 

i XJT> 
bl 
,b2 
b7E 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Deriv^d^P^om : G-3 
Decl^rBiiy On: XI 

Reference:(U) ? 7 F L - H N - R M C N ^ . V I N 

M 

f 
278-HQ-C122973 6-VIO Serial 831 

Details: JIÜ 
an EC from 

b2 
b7E 

Tnt -prnal Investigations Section (IIS) received 
|Division dated 7/6/2004, reporting a 

possible I6B error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

ALL IHF0RHATI0M CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 06-12-2007 
CLASSIFIED BY 65179 dah/ksr/prc 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-12-2032 

NSL VIO-47 
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Page 1 

Precedence : ROUTINE 

To: Director's Office 
Counterintelliaence 

Date: 09/15/2004 

b6 
b7C 
b2 
b7E rom: 

Attn: OPR 
Attn: AD 
Attn: SAC 
Attn: SAC 

CDC 

Office of the General Counsel 
NSLB/CILU/Rm 7975 
Contact : 

Approved By: C n r r a n ,Tnhn F 

Drafted By: 

Case ID #: (U) 278-HO-C1229736-VIO (Pending) 
bl 
b2 

(S) 'ending) 
Titleb7E (u) INTELLIGENCE OVERSIGHT BOARD MATTER 

ioB^fraï^ao^ 

Synopsis: (U) The Of f ice of^ the General Counsel considers that 

and. to the office of'Prof essionai Responsibility. Our ana" 
follows... b6 

¡S) 
details : 

— r -b7c OIG/DOJ Rev» 
" Ji FBI INVEST ' 

OPRUCINI 

r bl 
b6 
b7C 
b2 
b7E 

(S) 
(S) On 5/21/2004, the SAC authorized the issuance of 

National Security Letters (NSLs) seeking credit reports 
b4 /from | | The 

•letters, which cited Title 15, United States Code, Section 1681v 
(15 USC 1681v), requested "a copy of a consumer report and all 
other information contained in your f i] es for the below listed 
consumer ii.e., the subject'." INSLS included a 

bl 
b2 

J ib7E 
U / 

¡e ID : 27 8- HQ-C1229736-VIO Serial ; 595 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SH0UN OTHERWISE 

" s m ^ T 
NSL VIO-58 

DATE: 06-18-2007 
CLASSIFIED BY 65179 dmh /kst/prs 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-18-2032 



33CRE1— 
Working Copy- Page 1 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5 02 0 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear General Scowcroft: 

This letter forwards for your information a self-explanatory 
enclosure entitled, "Intelligence Oversight Board (IOB) Matter, 
:OET' 2004 -80?" (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

UNC WHEN 
DEI -1 
CLP \fCLOSURE 

1 
1 

1 - Mr. Curran 1 - IOB Library 
1 - 278-HQ-C1229736-VIO 
b6 
blC 

G-3 
X25-1 

FIED BY 65179 dmh /ksr/prs SFCRffT 
SECRET 
- 2 -

Ì-2007 

Case ID : 278-HQ-C1229736-VIO Serial : 596 
-SfiOKET-NSL VIO-62 



OUUKET 
- Working Copy - Page 2 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

Enclosure 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 615 0 

Sincerely, 

John F. Curran 
Deputy General Counsel 

- J E C R D ¥ 

UN !EN 
DE 
CL jOSURE 

ÜECKET 

I N T E L L I G E N C E O V E R S I G H T B O A R D (I0B) M A T T E R 
IOB 2 0 0 4 - 8 0 (U) 

— V I O - 6 3 



(Rev. 01-31-2003) 
SECRSS-

FEDERAL BUREAU OF INVESTIGATION 

in) 

(U) 

Precedence : ROUTINE 

To: General Counsel 

Date: 08/02/2005 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 11102 
Contact: CRS 

Approved By: Fogle Toni Mari 

Drafted By: 

b6 
b7C 
b2 

iU) Case ID #: ^ > S ^ 2 78-HQ-C122 973 6-VIO (Pending) 

Title: ^ INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 939 
0GC/I0B# 2004-0080 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

(U) 

R e f e r e n c e : 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O Serial 573 
X 278-HQ-C1229736-VI0 Serial 595 

Details: (U) The Internal Investigations Section (IIS) received 
an EC frorr£ 
IOB error. 

Division dated 9/1/2004, reporting a possible 
Based upon a review of the referenced EC it is the 

IIS's opinion the incident described therein is indicative of a 
performance issue. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

b2 
b7E 

• • 

DECLASSIFIED BV 65159 dmh/ksr/prs 
ON 06-13-2007 

OBORBT 

NSL VIO-94 



V 9 L i ! SECRET 
Workin^Copy Page 

Precedence: IMMEDIATE 

To: Office of General Counsel Attn: 

Date: 09/24/2004 

CTLU-1 

b2 
b7E 
b6 
b7C 

Attn: 

From: Counterterrorism 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To : 

ROUTINE Date: 02/03/2005 

Attn; SAC 
CDC 

Counterterrorism 

Inspection 

Attn: ITOSI/CONUS1 
SSA 

Attn: SC Toni Fogle 

(U) 

From: General Counsel 
National Security Law Branch/LX Crossing Room 5S200 
Contact : 

Approved By: Thomas Julie F 

Drafted By: 

M Case ID #: 

b2 
b7E 
b6 
b7C 

1 '21 

M 
(S) 

(U)Titlet (\) 

2 78-H0-C1229736-VIO "(Pending) 
'Pending) 

bl 
b2 
b7E 

INTELLIGENCE OVERSIGHT BOARD 
(IOB) MATTER '2004-84* 

Synopsis: It is the opinion^ of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB) and to the Inspection Division 
(INSD), FBIHQ. OGC will prepare and deliver the necessary 
correspondence to the IOB. Our analysis follows. 

(U) X 
(U) Reference : M 278-HQ-C1229736-VIO Serial 580 

2 78-HQ-C122 9736-VIO Serial 106 b6 
b7C 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 6.1. 
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March 11, 2005 

BY COURIER 

Mr. James Langdon 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Langdon: 

Enclosed for your information is a self-explanatory 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, 

Field Office, IOB Matter 2004-84. (U) b2 
b7E 

This LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection and/or laws, Executive Orders, or 
Presidential Directives which govern FBI foreign 
counterintelligence and international terrorism investigations. 
(U) 

Enclosure 

1 - Ms. Thomas 
1 b6 
1 - 2 78-HQ-C12 2 973 6-VIO b 7 c 

1 - OPR (IOB 2004-84) 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCE?T 
WHERE SHOWN OTHERWISE 

Mr. James Langdon 

DATE: 06-13-2007 
CLASSIFIED BY 65179 duh/ksi/prs 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-13-2032 
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Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I iFIELD OFFICE 
IOB MATTER 2004-84 (U) 

S E C R E T 
X NSL VIO-77 
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FEDERAL BUREA INVESTIGATION 

Precedence: ROUTINE Date: 08/02/2005 

To: General Counsel Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 11102 
Contact: CRS b6 

b7C 
b2 Approved By: Fogle Toni Mari 

Drafted By: 

C a s e X D # : ^ 278-HQ-C1229736-VIO (Pending) 

T i t l e : ( X ) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 941 
OGC/IOB# 2004-0084 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: 278-HQ-C1229736-VIO Serial 580 
278-HQ-C1229736-VIO Serial 731 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from Counterterrorism Division dated 9/24/2004, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

DECLASSIFIED BY 65179 dmh/ksr/pcs 
CH 06-13-2007 

SBÇRET 
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To: General Counsel 

Working Copy 

Date: 12/06/2004 

Page 

Attn: National Security Law Branch, 
Room 7975 
Unit Chief 

From : Field Office 

Contact : SSRA 

Approved By 

Drafted By 

( g J Case ID # : C1229736-VIO 
C65943 

b2 
b7E 
b6 
b7C 

T i t l e : I N T E L L I G E N C E OVERSIGHT BOARD (IOB) MATTER 

™ Synopsis.- >Si Possible IOB error for over collection of information 
throi ' " :ional Security Letter (NSL) process. 

A i ( U ) 

Details : 

Derived 

is) 

(S) 2. 

bl 
b6 
b7C 
b2 
b7E 

• Possible IOB Error: 

(U) J ^ C Over collection of information in response to NSL dated* 

09/2?7M&3i 

Y^^UJ. Description of IOB Error (including any reporting delays). 

an EC PA NSL was issued by SAC. r77T bl 
b7D 
b4 
b2 
b7E 

278 -HQ-CI22 973 6 -VIO 
278 65943 

Case ID 
b2 
b7E 

ALL INF0REATI0N CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

NSL VIO-84 

Serial : 632 
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SECXET C^EI 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Director's Office 

Date ; 01/31/2005 

Attn: 
Attn: 

From: Office of the General Counsel 
National Secu 
Contact: AGC 

Approved By: Thomas Ju 

Drafted By: 

itv Law Branch 

ie F 

<U) 
( 0 ) 

(U) 

Case ID #: 2 7 8-HQ-C1229736-VIO 
I •; 

21i C65943- 2 80 

Title : INTELLIGENCE OVERSIGHT BOARD (IOB) 
MATTER' 2 004-100* 

(U) Synopsis: It is the opinioit of the Office of the General 
Counsel ("OGC") that this matter ;must be reported to the IOB. 
OGC will prepare a cover letter and a letter head memorandum to 
report this matter to the IOB. Our analysis follows. 

(U) >< 
(U) 

<U) 

R e f e r e n c e : ^ S ^ 2 78-HQ-C12 2 9736-VIO-632 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document into Corel Word Perfect. 

D e t a i l s : B y electronic communication (EC) dated December 6; 
2004 (cited below)1, the Division b2 

b7E 

(D) • 
^ 8 £ S e e EC from the Division to the General Counsel, dated 

December 6, 2004, Case ID # ?7R-HO-ri??Q7Vi-VTO ferial 632, titled "Intelligence Oversight 
Board (IOB) Matter," hereinafter cited as 

ÎÈÇR RET 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEET 
WHERE SHOWN OTHERWISE 

OIG/DOJ Rev» 
FBI INVEST.:/¿J 
OPR UC INI 

NSL VIO-86 
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DATE: 06-14-2007 
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REASON: 1.4 (c) 
DECLASSIFY ON: 06-14-2032 
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January 31, 2 005 

Mr. James Langdon 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Langdon: 

This letter forwards for your information a self-
explanatory enclosure entitled "Intelligence Oversight Board 
(I OB) , Matter 2004-100>. " (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigati.ons and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 
1 
1 
1 
1 - OPR 
1 
Mr. 

Mr. S7.3dv 
SAC 
Ms. Thomas 
Mr.I 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 06-14-2007 
CLASSIFIED BY 6S17S dmh/ksr/prs 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-14-2032 

- 278-HQ-C1229736-VIO 
b6 
b7C 

UNCLASSIFIED WHEN 
DETACHED FROM 

CLASSIFIED ENCLOSURE 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Case ID : 278-HQ-C1229736-VIO 
J^e^flT 

Serial : 804 

NSL VI090 
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Very truly yours, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

2 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 615 0 

TMTTTT T TCENCE OVERSIGHT BOARD (IOB) MATTER 
I DIVISION 

IOB MATTER 2004-100 (U) 

Bureau of Investigation has reported the receipt of unsolicited 
(U) Division of the Federal 

NSL VIO-13 
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FEDERAL BUREAU OF INVESTIGATION 

mi-

ro-

Precedence: ROUTINE 

To: General Counsel 

Date: 08/02/2005 

Attn: NSLB 

From: Inspection 
Internal T n v p s h i Q a h i n n s .gent-inn IPU, Room 11102 
Contact: CRS Ext 

Approved By: Fogle Toni Mari 

Drafted By: 

b2 
b6 
b7C 

C a s e I D #: 

Title: (S) 

2 7 8- HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 958 
OGC/IOBS 2004-0100 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

X - <U) DECLASSIFIED BY 65179 DEH/KSR/JHF 
ON 06-27-2007 

Reference : 2 78-HQ-C122 973 6-VIO Serial 632 
2781 |C65943 Serial 280 
278-HQ-C1229736-VIO Serial 803 

b2 
b7E 

Details: ill) Thp Tnfprr i a l Investigations Section (IIS) received mc 
Division dated 1/31/2005, reporting a 

Based upon a review of the referenced EC it 
an EC from 
possible IOB error, 
is the IIS's opinion the incident described therein is indicative 
of an administrative issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

• • 

NSL VIO-94 
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S E ^ E I 

DATE: 06-14-2007 
CLASSIFIED BY 65179 dmh/ksr/pcg 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-14-2032 

TNTF.T .T .IGF.NC.F. OVERSIGHT BOARD (IOB) MATTER b2 
DIVISION b7E 

IOB MATTER 2004-100 (U) b2 
b7E 

(U) ^SJ^ T h e f [Division of the Federal Bureau of Investigation has 
reported the receipt of unsolicited material in response to a National Security Letter ("NSL"). 

(S. 

September 27, 2004J jissued a NSL, pursuM 16 UM fcimtUlHL luminumcanoris 
Privacy Act ("ECPA"), 18 U.S.C. 52709J I 

related to 

The N S L included a request fori 
billing records" asso 
investigation. 

¡sociatsn jcicp r 

(SI On November 27, 2004, the case agent received a compact disc ("CD") from 
lin response to the NSL. The CD contained information both lit 1 vuviiuv vv »»»«» A < wfc» • * — ' - — -

responsive and non-responsive to the NSL. The non-responsive information includedL 

This non-responsive information was voluntarily provided by_ 
was beyond the scope of the information requested in tjie NSL. and that authorized by fcCPA. 
The case agent immediately turned this CD over to the 

5ÏÏT 

T 

upon recognizing the unresponsive material as such. No copies of the CD were made. 

Ï tn< 
(S) As a consequence of this inadvertent error by 

obtained information that it was not authorized to receive under the ECPA. Although 
information provided was not solicited, because the information was not authorized to be 
provided, this matter is being reported to the Intelligence Oversight Board. 

Ithe FBI 

bl 
b2 
b7D 
b7E 
b4 

bl 
b2 
b7D 
b7E 
b4 

b7D 
b4 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 

Date: 03/01/2005 

Attn: Internal Investigations Section 

Attn : SAC 
CDC 

From: Office of the General Counsel 
National ff^mir-i 1-v T . aw R r a n n l i / P T T . T T / P n n m 7975 
Contact : 

b2 
b7E 
b6 
b7C 

Approved By : Thomas .Tuli e F 

Drafted By: 

Case ID #:\(S' 

(U) 

(U) 

2 78-HQ-1406607-2 ' • r -
278-HQ-C1229736-VI0-40 
2 78-| ^-59479-175 

b2 
b6 
b7C 
b7E 

Title: 
SA 
1 D1V1S1UN 

Synopsis: It: i s t h e opinio» of the Office of the General 
Counsel ("GGC"^ that this matter ttsed not be reported-to the IOB. 
Rather, a record of this decision should be maintained in the 
investigative control file for review by the Counsel to the IOB. 
Our analysis follows. 

(U) 
(U5 Reference : 

• X 

2 78-HQ-C122 9736-VIO-4Q 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document into Corel Word Perfect. 

i) b6 
b7C 

i-V 

3 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 
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SECRET 

(U| 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 08/19/2005 

To: General Counsel Attn: NSLB 
b2 

From: Inspection b6 
Internal Investigations Section. IPU, Room 11102 b 7 c 
Contact : CRS Ext. [ 

Approved By: Fogle Toni Mari 
I Drafted By: 

(U) Case ID #: ^ X ^ 278-HQ-C1229736-VIO (Pending) 

(Ul Title INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1010 
0GC/I0B# 2005-0017 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

(U) Derivi 
Dec las, 

Reference-: ^ ^ 278-HQ-C1229736 Serial 40 

Details: (Û  The Internal Investigations Section (IIS) received 
b2 an EC from| \ Division dated 11/19/2002, reporting a 

possible IOB error. Based upon a review of the referenced EC it b7E 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

DECLASSIFIED BY 65179 dmh/ksE/pzs 
0M 06-19-2007 

SECRET 

NSL VIO-107 



(Rev. 01-31-2003) 
• OBOITET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To : 

<U) 

(U) 

(U) 

Date: 09/09/2005 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Tmrpei-inai-inna IPU, Room 11102 
Contact: CRS Ext, 

Approved By: Fogle Toni Mari 

Drafted By: 

b2 
b6 
b7C 
b7E 

Jtad 

C a s e I D # : 2 6 3 - H Q - O - U - 278 (Pending) 

Title : X SSM. 
SA 

b6 
b7C 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1010 
0GC/I0B# 2005-0017 

Synopsis: (U) To advise that the captioned reporting of 
potential Intelligence Oversight Board (IOB) violation has been 
reviewed by the Internal Investigations Section (IIS), and is not 
considered willful misconduct. This incident is remanded back to 
the field for whatever action deemed necessary and appropriate. 
Case closed at IIS. 

(U) X Derive^From : G-3 
Declassify On: XI b2 

b7E 
Enclosure(s) (U) EC from Division dated 11/19/2002 

Reference: ^ ^ 278-HQ-C1229736 Serial 

(U) Upon review of 

40 

Division's captioned Details: 
report of a potential IOB violation, It" is IIS's opinion that the 
incident is not indicative of willful misconduct. IIS only 
actively pursues investigations where deliberate and/or 
aggravated misconduct is evident, and accordingly, this case is 
closed at IIS. 

(U) IIS does, however, suggest this incident be 
potentially considered a possible performance related issue with 
respect to the employee and respective supervisor, and relegates 
any future action relative to this incident to the discretion of 

I Division. 

b2 
b7E 

b2 
b7E 

the IIS recognizes and appreciates that 
this matter was brought to our attention as required by the 

SECRET 

NSL VIO-108 
DECLASSIFIED BY 65179 ilmh /ksr/pcs 
0Ü 05-19-2007 
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SzàfcET/ORCON/NOFORN 

FEDERAL BUREAU OF INVESTIGATION 

ID) • 

(U) 

(U) 

Precedence: ROUTINE 

To: Inspection 

Date: 05/06/2005 

Attn: Internal Investigations Section 

Attn: ADIcI 

Counterintelligence Attn: CD-3A, room 4155 
SSA b2 

b6 
b7C 
b7E 

From: Office of the General Counsel 
National SeCUritV Taw Pranrh/PTTn/p nn*n 
Contact: 

Approved By: Thomas Julie F 

Drafted By: 

Gase I D # : 278-HQ-C1229736-VIO 

Title: 
sal 

1 DIVISION 

INTELLIGENCE OVERSIGHT BOARD MATTER 2005-128 

S y n o p s i s : I t is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

( U ) 

Reference 

bl 
b2 
b7 A 
b7E 

Details: ^S^/OC//NF) Bv eler-troni r communication (EC) dated 
March 2, 2005, the Field Office reported a possible IOB 

b2 
b7E 

error in conjunction witn an ongoing counterinte] 1.-iQPTIPP 
investigation. In this regard, the Field Office 

ß&CRET/ORCON/NOFORN 

All INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

NSL 
VIO-120 

DATE: 06-20-2007 
CLASSIFIED BY 65179 diih /ksr/prs 
REASON: 1.4 (c) 
DECLASSIFY 011: 06-20-2.032 



Page 1 

BY COURIER 

Mr. James Langdon 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, NW 
Washington, D.C. 20503 

Dear Mr. Langdon: 

This letter forwards for yrm-r i n f n r m a U n n a 
A N A T N W J PNRL N S N R ^ . entitled SSA 

Division, Intelligêrice üversignt t hi 

sel£=_ 
SA I 

Boara 

b2 
b6 
b7C 
b7E 

Matter 2005-128." 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - Ms. Thomas 
1 -I 

b6 
b7C 

1 - '27Ü-HQ-C1Ü29736-VIO 

AIL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
MEERS SHOWN OTHERWISE 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

DATE: 06-20-2007 
CLASSIFIED BY 65179 dnh/kar/pcs 
REASON: 1.4 (c) 
DECLASSIFY CN: 05-20-2032 

Case ID : 278-HQ-C1229736-VIO Serial : 836 
SECRET 

NSL 
VIO-126 



(01/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Director's Office 

Counterintelligence 

Date: 05/11/05 

Attn: OPR 

Attn: AD 

From: 

IU) 

(U) 

(U) 

(U) 

General Counsel 
National Security Law Branch/Rm 7975 
Contact ; Ext. 

b2 
b6 
b7C 

Approved By: Thomas Julie F 

v 

DATE: 06-21-2007 
FBI INFO. 
CLASSIFIED BY 65179 dmh/prsAsc 

. REASON: 1.4 (c) 
DECLASSIFY ON: 06-21-2032 

Drafted By: 

Case ID #: 278-HQ-C1229736-VIO 

T i t l e : I N T E L L I G E N C E OVERSIGHT BOARD 
(IOB) MATTER 2005-137 

Synopsis: X It is the opinioil of the Office of General 
Counsel (OGC) that the above referenced'matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

(U) 

Reference; 2 78-HQ-C122973 6-VIO Serial 794 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

Uc 

b6 
b7C 

ALL INFCRMATI0N CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

NSL 
VIO-133 



BY COURIER 

Mr. James Langdon 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear Mr. Langdon: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2005 137 (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure , b6 
1 -I b 7 C 

1 - 278-HQ-C1229736-VIO 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL 
DECLASSIFIED BY 65179 DMH/KSR/PCA VI0137 
OH OS-21-2007 



S & R E 1 

(Sii 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
COUNTERINTELLIGENCE DIVISION 

IOB MATTER 2005-137 (U) 

(S) The Counterintelligence Division ("CD") of the 
Federal Bureau of Investigation ("FBI") has reported an 
electronic surveillance error in conjunction withĴ iaJL_di-5u_sj-an_L 

Inveiti nati on 
J i n 

of the|_ 
In this 

June 10, 2004, the 
Surveillance Court 
telephone numbers, 
\ I Subsequent investigation 
telephone number was not being utilizedl 

electronic surveillance of this number Wär 
a.m. CD is providinq the Office of Intelligence 

on 
/-.TT-f̂-i r.rt r-mip-hprintqlliaence 

_ regard, 
Onitea states Foreign Intelligence 
authorized electronic surveillance on swpral 
including cellular telephone number\ 

revealed that this 

3 

cellular 
On December 17, 
discontinued at 

Policy and 

bl 
b2 
b6 
b7A 
b7C 
b7E 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

Derived)<rom : 
D e c l a r é l f y s ^ n : 

SìkBET 

G-3 
25X1 

SHtRET 

NSL 
VIO-139 
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FEDERAL BUREAU OF INVESTIGATION 

(U) 

Precedence : ROUTINE 

To: General Counsel 

Date: 08/19/2005 

Attn: NSLB 

From: Inspection 
Internal Tri-wâ t- ì nat- -i jpy 
Contact : CRS f Ext 

, p o o m 11102 

Approved By: Fogle Toni Mari 

Drafted By: 

b2 
b6 
b7C 

(U) C a s e I D # 

(U) Title: 

kas 

278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 1015 
OGC/IOB# 2005-0128 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Rranch (NSLB). 

(U) 

Reference: •X 

Derive 
Deci 

278-HQ-C1229736-VIO Serial XXX 
2 78-HQ-C122 9736-VIO Serial 835 

U) The Internal Investigations Section (IIS) receivedb7E 
Office dated 3/2/2005, reporting a possible 

Details: 
an EC from 
IOB error. ' Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is indicative of a 
performance issue. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

b2 

• • 

DECLASSIFIED BY 65179 dmil/kSE/prs 
ON 06-22-2007 

S E Ò ^ c ' 

NSL 
VIO-140 
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SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 0 6 / 0 1 / 2 0 0 5 

b2 
b7E 
b6 
b7C 
bl 

(U) 

10) 

To: Inspection 
Counter .errorism 

Attn: IIS 
Attn: AD 
Attn: SAC, CDC 

From: General Counsel 
ronnt-pT-t-Pf-f-pT-T am T.at.r TTrri f-—JLL. 
Contact : 

(01-

Approved By : Thomas Julie F 

Drafted By: 

Case ID #: 

bl 
b6 
b7C 

C'C 

Title: SA 
m SSP 

2 78-HQ-C1229736-VIO 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB 2005-152' 

Synopsis: It is the opinibn of the Office of the General 
Counsel (OGC) that this matter need not be reported'-to the 
Intelligence Oversight Board (IOB), but, rather, that a record of 
this decision should be maintained in the investigative control 
file for review by the Counsel to the IOB. 

(U)A 
Reference: 278-HQ-C1229736-VIO Serial 823 

All INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Administrative: (u) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 8.0. 

Details ; _LSL 

n * re--

T37 
DATE: 06-01-2007 
CLASSIFIED BY 65179dfflb/kst/pts 
REASON: 1.4 (c/dj 
DECLASSIFY ON: 06-01-2032 

4 

A. 
A* 

A\ 
\ 
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SECRET 
Working\Copy Page 

Precedence: ROUTINE 

T o : 

Date: 06/07/2004 

b2 
b7E 
b6 
b7C 

Counterterrorism 

Director's Office 

Attn: SAC 

Attn: ITOS I/CONUS III 

Attn: Office of Professional 
Responsibility 

From: General Counsel 
National Spr-n-rit-w T.ai.t Rranrh/Pm 7974 
Contact : 

ÍU) 

(U) 

( U ) 

Approved By: Curran John F 

Drafted By: 

Case ID #: 278-HQ-1229736-VIO 

DATE: 06-04-2007 
CLASSIFIED BY 65179 djoh/ksr/pcs 
REASON: 1.4 (c/d) 
DECLASSIFY ON: 06-04-2032 

"Title-: INTELLIGENCE OVERSIGHT BOARD 
(IOB) MATTER 2003-73 

Synopsis: It: i s the opinion of the Office of General 
Counsel (OGC) that the above referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

< u > 

(Ü) Reference : 

ALL INFORMATION -CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

2 78-HQ-1229736-VIO 

(U) 

(S) 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

D e t a i l s : By elect-mnif- rnmmnn i r^ t i on I V.C) rlafpH Dfi/77/m 
(cited below)ïl", |Pivision| 
reported a possible IOB error in conjunction withP I 

bl 
bo 
b7C 
b3 FGJ 

Case ID : 278-HQ-C1229736-VIO _ Serial : 516 
VIO-150 
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SECRET 
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Precedence: ROUTINE 

To: Inspection Attn: 

Attn: 

Date: 05/06/2005 

Internal Investigation 
Section 

SA 
CDC 

b2 
b7E 
b6 
b7C 

( U ) 

bl 
b6 
b7C 
b2 

From: General Counsel 
National Security Law Branch/CTLU l/LXI 
Contact: 

Approved By: 

Drafted By: 
Case ID #: J&i 278-HQ-C1229736-VIO 

(S) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD 

10 J MATTER -'¿f'J.O5 -149? 

Synopsis: (U) It is the opinioif of the Office of General 
Counsel (OGC) that this matter must be'reported to the 
Intelligence Oversight Board (IOB) and the Office of Professional 
Responsibility (OPR), FBIHQ. OGC will prepare and deliver the 
necessary correspondence to the IOB. 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

2 78-HQ-C122 973 6-vIO-82 0 

Division 
b2 
b7E 
bl 
be 
b7C 
bl 
b6 
b7C 
b7D 

IS) 

(S) 

Details : As reported by the 
in the April 22, 2005 electronic communication, on December 6. 
2004,| 1 

X . , 
a National Security letter (NSL|[ 
an incorrect telephone number. [ 

Special Agent (SA) 
I w 

drafted 
lich containec 

¿6 OIG/OCI R<,w.v: 
b7c FBI INVEST^ (r-l 

OPR UG INiTI 

S E C Î R ^ 

l i b 
RAJ'JL 
VESIÎC 

/ 
NSL VIO-156 

bo 
b7C 

DATE: 06-04-2007 
CLASSIFIED BY 6S179dnih/ksr/pEs 
REASON: 1.4 ((c)) 
DECLASSIFY ON: 06-04-2032 



-SeCKET 

May 6, 2005 

BY COURIER 

James Langdon, Chairman 
Intelligence Oversight Board 
New Executive Office Building 
725 17th Street, N.W., Room 5020 
Washington, D.C. 20503 

Dear Chairman Langdon: 

This letter forwards for your information a self-explanatory 
enclosure entitled, "Intelligence Oversight Board (I0B) Matter, 
IOB 2005-149." (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

b6 
b7C 

1 - Ms. Thomas 
1 - SSA 1 - 278-HQ-C1229736-VIO - X^ 

DECLASSIFIED BY 651?9dmh/lisrypE3 
OH 06-04-2007 SECRET 

G-3 
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b6 
b7C 
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(U) 
( U ) 

( U ) 

b2 
b7E 

Precedence: ROUTINE 

To: General Counsel 

Date: 09/26/2005 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, 
Contact: CRsI 

IPU, Room 11102 

Approved By: 

Drafted By: 

Case ID #: 

Title: 

Fogle Toni Mari 

) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 1156 
OGC/IOB# 2005-0149 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 
(U) 
Reference: 

Details : 
an EC from 

(U) The Internal Investigations Section (IIS) received 
¡Division dated 4/22/2005, reporting a 

possible lots error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

• • 

DECLASSIFIED. BY 65179dmh/ksr/pi:s 
ON Q6-04-20Q7 

SECRET 
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b6 
b7C 
b2 

(U) 

CU) 

b2 
b7 E 

Precedence: ROUTINE 

To : 

Date: 09/26/2005 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. TPU. Room 111Q2 
Contact: CRS 

Approved By: Fogle Toni Mari-j ly 

Drafted By: 

Case ID #; ^ T 263-HQ-0-U - 319 (Pending) 

Title: tef INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 1156 
OGC/lOB# 2005-0149 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This incident is remanded back to the field 
for whatever action deemed necessary and appropriate. Case 
closed at IIS. 

Details: (U) Upon review of I Division ' s ' captioned report 
of a potential IOB violation) it is ixS's opinion the incident is 
not indicative of willful misconduct. IIS only actively pursues 
investigations where deliberate and/or aggravated misconduct is 
evident, and accordingly, this case is closed at IIS. 

(U) IIS does, however, suggest this incident be 
potentially considered a possible performance related issue with 
respect to the employee and respective supervisor, and relegates 
any future action relative to this incident to the discretion of 
the Division. IIS recognizes and appreciates this 
matter was brought to our attention as required by the revisions 
mandated by National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6) . •• 

OHORBT 

NSL VIO-163 
DECLASSIFIED BY 65179 DMH/KSR/PRS 
ON 06-08-2007 
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b6 
b7C 
b2 
b7E 

(U) 
(U) 

itJ> 

i U ) 

(U) 
(U) 

( U ) 

Precedence: ROUTINE 

To: Counterterrorism 

General Counsel 

Attn: 

Attn: 

Date: 09/30/2005 

ITOS I\CONUS 2\Team 7 
UC 
NSEE 
AGC 

From: Inspection 
Internal Investigations Section. IPU. Room 11102 
Contact: CRS 

Approved By: 

Drafted By: 

Case ID #: 263-HQ-O-U (Pending)0.-
263-HQ-C122 9 73 6 -VIO (Pending) 

Title: THTRTiTJnRMrR nVEÌPSTTi' 
S Si 
TFC 

HT BOARD 

OGC # 2005 
DIVISION 
- 0123 

Synopsis: (U) Forwarding material to Counterterrorism Division 
for appropriate handling. 

c K 

Ref erence : 2 78-HQ-CI229736-VIO Serial 688 
2 78-HQ-C1229736-VIO Serial 754 

Enclosure(s) 
ITOS I, CONUS 

Enclosed for Counterterrorism Division (CTD), 
earn 7 are the following: S 

(X' A copy of 27 8- HQ-CI229736-VIO, serial 6 

ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 06-08-2007 
NSL VIO-164 CLASSIFIED BY 65179 daih/ksr/pts 

REASON: 1.4 (c) 
DECLASSIFY ON: -06-08-2032 



(Rev. 01-31-2003) 

b2 
b7E 
b6 
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(C) 

IS) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Counterterrorism 

Inspection 

Date: 04/21/2005 

Attn: SAC 
CDC 

Attn: ITOSI/CONUSII 

Attn: Internal Investigation Section 
From: General Counsel 

National Security Law Branch/LX Crossing Room 5S200 
Contact: 

Approved By: Thomas Julie F 

Drafted By: 
Casr ") a- "-fegT ^«-wn-ri -
bi (S) (Pending) 

- P f 
(Pending) 

Titu-bò 
b7C 
b2 

Intelligence Oversight Board (IOB) 
SSA 
TFO 

Synopsis: It is the opinion of the Office of General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB) and to the Inspection Division 
(INSD), FBIHQ. OGC will prepare and deliver the necessary 
correspondence to the IOB. Our analysis follows. 

Reference 

(U) X 
•X 278-HQ-C122973 6- VIO Serial 580 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. DATE: 06-08-2007 

CLASSIFIED BY 65179 dmh/kSE/pcs 
ALL INFORMATION CONTAINED REASON: 1.4 (c) 
HEREIN IS UNCLASSIFIED EXCEPT DECLASSIFY ON: 06-08-2032 
WHERE SHOW OTHERWISE 

SECRl 

NSL VIO-183 



April 21, 2005 

BY COURIER 

Mr. James Langdon 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Langdon: 

Enclosed for your information is a self-explanatory 
enclosure entitled "Intelligence Oversight Board (IOB) Matter, 

Division, 2005-123." 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

be 
b?C 

Ms. Thomas 

2 7 8-HQ-C1229736-VIO 

ALL INF0RHATI0N CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

(U) Derived fj 
Declassi 

G-3 
XI 

NSL VIO-187 



bl 
b2 
b7E 
b7D 
b6 
b7C 

(S) 

ÌS) 

( U ) 

SECFC^T 

TNTETJ.TfjFNCF OVERSIGHT BOARD (IOB) MATTER 
b2 
b7E 

] DIVISION 
2005-123 (U) 

T m r a c f i n a i - i nn nf t-hir, IOB matter has determined that, 
1 b i n n e d a N S L 

content. 
provided 

The NSL specifically stated not to include 

I 

Jreceived a CD 
1 The CD contained non-reauestedI 

The CDC was contacted the 
same d a v and t h e CD was s e a l e r ! in an e n v e l o p e and d e l i v e r e d t o 
the CDC. On February 16, 2005 
NSLPTU advised 

1 contact-eri OGC. NSLPTU. 
not to use 

information for any purpose. The matter was then reported as a 
potential IOB violation (S). 

This matter has been referred to the FBI's Inspection 
Division for action deemed appropriate J^IHC^ 

DATE: 06-08-2007 
CLASSIFIED BY 6S179 dmh/ksr/pcs 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-08-2032 ALL INFORMATION CONTAINED 

HEREIN;IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 09/27/2005 

Attn: NSLB 

From: 
b6 
b7C 
b2 

Inspection 
Internal Investigations Section, IPU, Room 11102 
Contact: CRS 

Approved By: Fogle Toni Mari 

Drafted By: 

(U) Case ID #: 

(U) Title 

(U) 

b2 
b7E 

• X 

X 
278-HQ-C12 2 973 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 1200 
OGC/IOB# 2005-0123 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

( U ) > 5 " 

Reference: 278-HQ-C1229736-VIO Serial 688 
278-HQ-CI229736-VIO Serial 824 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from! ~l Division dated 2/25/2005, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is an error 
attributed to the Internet Company in providing unauthorized 
information relative to an NSL request and not the FBI or its 
personnel. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

DECLASSIFIED BY 65179 dmh/prs 
ON 06-08-2007 

NSL VIO-250 



FEDERAL BUREAU OF INVESTIGATION 

b2 
b7 E 
b6 
b7C 

(U) 

(Ü) 

b2 
b7E 

Precedence: R O U T I N E 

To: 

Date: 09/28/2005 

Attn: SAC (Personal Attention) 

From: Inspection 
Internai Investigations Section. IPU, Room 11102 
Contact: CRS 

Approved By: Rosenthal Russell H 

Drafted By: 

Case ID #: jtS< 2 63 -HQ-0 -U - 324 (Pending) 

Title 
b6 
b7C 
b2 

, - f t TFO 
SSA 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1200 
OGC/IOB# 2005-0123 

Synopsis: (U) To advise the captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This incident is remanded back to the field 
for whatever action deemed necessary and appropriate. Case 
closed at IIS. 

¡U) X 

Enclosure(s): (U) EC from 
(U) Reference: 

dated 02/25/2005 

278-HQ-CI229736-VIO Serial 688 
2 78-HQ-C1229736-VIO Serial 824 

Division's captioned 
it is IIS's opinion the 

Details: (U) Upon review of 
report of a potential IOB violation, 
incident described therein was an error attributed to the 
Internet Company in providing unauthorized information relative 
to an NSL request and not the FBI or its personnel. IIS only 
actively pursues investigations where deliberate and/or 
aggravated misconduct is evident, and accordingly, this case is 
closed at IIS. 

(U) IIS does, however, recognize this matter was 
brought to our attention as required by the revisions 

NSL VIO-187 

DECLASSIFIED BY 65179, djuli/ksc/prs 
OH 06-08-2007 
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FEDERAL BUREAU OF INVESTIGATION 

Date: 09/12/2005 Precedence : ROUTINE 

To: General Counsel 

Counterintelligence 

\ 

9 

Attn: National Security Law Branch 
Room 7975 

Attn; CD-2C Unit 
SSAl 

Fromi 
Squad 4 
Contact : SA 

b2 
b7E 
b6 
b7C 

DATE: 05-30-2007 
CLASSIFIED Ery 65179dali/)isr/crcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-30-2032 

Approved By: 

Drafted By: 

Case ID 278-HQ-C1229736-VIO - : 1 

Title :<Ui ̂  INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

Synopsis <u> X Possible IOB error for non-compliance with a 
requirement of the Attorney General. 

OJ> X — 5 - 3 
sxfy On 

Details 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(S) 1. 
(S) 2 . 

(S) 3 . Possible 

bl 
b2 
b7E 
b6 
b7C 

^ ^ f ^ ^ f y ^ e n e r a l ' s Guidelines Provision: Unauthorized 
(S) 

(U) 

bl 

Description of IOB Error (including any reporting delays) 

NSL VIO-187 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 11/09/2005 
To : 

Counterintelligence 
Inspection 

Attn: 

Attn: 
Attn: 

CD-2C 

From: Office of the General Counsel 
MfiT.R/CTTiTl/Rnnm 7Q47 
Contact : 

LU ti 

L 
b2 
b7E 
b6 
b7C 

Approved By: Thomas Julie F 

Drafted By: 

Case ID #: (U) to, 

DATE: 05-30-2007 
CLASSIFIED BY 65179 dmh/ksc/gcl 
REASON: 1.4 (ci 
DECLASSIFY OH: 05-30-2032 

Title 
2 78-HQ-C122 9736-VIO " (Pending) 

:(U)bg1 INTELLIGENCE OVERSIGHT BOARD MATTER 
2005-177 

Synopsis : It is the opinon of the Office of the General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel to 
the IOB. 

. . ALL INFORMATION CONTAINED 
W P Q D ë r i v e d P r g m ^ r — ( f - 3 HEREIN IS TJNCLAS3IFIED EXCEPT 

D e f f X a s S i r y Ö Ö T - — X I WHERE SHOWN OTHERWISE 

Reference: (U) 278-HQ-C1229736-VIO Serial 973 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

Details :<U) "fef The referenced eTsntrnnir communication (EC) f 
thef Division! dated 09/12/2005, requested 

rom 
that OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. In our opinion, it 
does not. Our analysis follows. 

.Lai 

b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 

3S£fÎET 
b6 
b7C 

FBI IN' 
CPU L .t* 

CÎÎG/DOW ÎNVSSI; 

NSL VIO-266 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 12/15/2005 

Attn: NSLB 

From: Inspection 
Internal Investigations Section 
Contact: CRS 

I PU 
Ext 

Room 1 102 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

(U) 27 8-HQ-C12 2 9736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 1490 
OGC/IOBS 2005-0177 

b6 
b7C 
b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (S) 278-HQ-C1229736-VIO Serial 973 
2 78-HQ-C122 973 6-VIO Serial 1045 

The Internal Investigations Section (IIS) received 
Division dated 9/12/2005, reporting a possible 

Details: (U) 
an EC from 
IOB error. Based upon a review of the referenced EC, it is the 
IIS's opinion the incidents described therein are administrative 
in nature. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

b2 
b7E 

ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED 
DATE 05-30-2007 BY 65179 dffih/Jtsr/gcl 

NSL VIO-266 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE Date: 12/15/2005 

To : Attn: SAC (Personal Attention) 

Inspection 
Internal Investigations Section._IPU, Room 11102 

Ext \ 

From: 

Contact: CRS 

Approved By: 

Drafted By: 

Case ID #: (U) 2 6 3 - HQ - 0 - U [Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 14 90 
OGC/IOBS 2005-0177 

Synopsis: (U) To advise the captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This incident is remanded back to the field 
for whatever action deemed necessary and appropriate. Case 
closed at IIS. 

Enclosure(s): (U) EC from dated 09/12/2005 
Reference : (U) 2 78-HQ-C122973 6-VIO Serial 973 

2 78-HQ-C122 973 6-VIO Serial 1045 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, it is lIS's opinion the incident is 
not indicative of willful misconduct. IIS only actively pursues 
investigations where deliberate and/or aggravated misconduct is 
evident, and accordingly, this case is closed at IIS. 

(U) IIS recognizes and appreciates that this matter 
was brought to our attention as required by the revisions 
mandated by National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6) . 

b2 
b7E 
b6 
b7C 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-30-2007 BY 65179 dflh/kar.gel 

b2 
b7E 

NSL VIO-266 



(Rev Ül- J I-2003) 

SECRJÎT/NOFORN 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 
Date: 11/25/2005 

Attn: SAC 
CDC 

Counterterrorism Attn: ITOS1/CONUS1/Team 3 
b2 
b7E 
b6 
b7C 

From: Office of General Counsel 
National Security Law Branch/T.x-i 
Contact: 

Approved By: Thomas Julie F 

Drafted By: 
( U ) w Case ID ir ; 278-HO-C122Q7^-vm ' 

(s:, 

DATE: 05-31-2007 
CLASSIFIED BY ksc/gcl 
REAS0H: 1.4 (c) 
DECLASSIFY ON: 05-31-2032 

bl 
b2 
b7E 
b7A 

Title REPORT OF POTENTIAL INTELLIGENCE 
OVERSIGHT BOARD (IOB) MATTER (IOB 2006-192) 

Synopsis: (U)It is the opinion of the Office of General Counsel 
(OGC) that the above referenced matter is not a violation and 
need not be reported to either the Intelligence Oversight Board 
(IOB) or the FBI's Inspection Division. 

AIL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 

(U) W®» 1 S H o r a otoeruise 

(U )V / b2 Reference * 278-HQ-C1229735-VTP fiprial i n u 
(S) 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect. 

b7E 
b7A 

Details : (S 
a United States 

SECRE^QTOFORN 

' PevJrÄ 

0» *<'•'; UC . il? 

b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 
b7A 

NSL VIO-229 



(Rev. 0 I - J I - 2 0 0 J ) 

S E ^ E T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To: General Counsel 

Date: 12/23/2005 

Attn: NSLB 

From: Inspection 

Contact : CRS 1 

Approved By: 

Drafted By: 

Ext [ 

Case ID #: 

Title: (U) 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/lIS TRACKING# 12 92 
OGC/lOB# 2006-0192 

DATE: 05-31-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASOB: 1.4 (c) 
DECLASSIFY ON: 05-31-2032 B6 

b7C 
b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB) . 

ALL INFORMATION CONTAINED 

_ HEREIN IS UNCLASSIFIED EXCEPT 
G " 3 WHERE :;SH01JNi#lHÊ i!E b 2 

b7E 

(U) Derîl __ 
BedaSsify On: 

Reference: (U) 
(S) 

278-HQ-C1229736-VTn Sprial 1014 b7A 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from[ bivision dated 9/18/2005, reporting a 
possible IOB error. Based upon a review of the referenced EC, it 
is the IIS 1s opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

• • 

SEpRjST 
NSL VIO-234 



(Rev. 01-31-2003) 
SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE 

Attn; 

Date: 12/23/2005 

SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU, Room 11865 
Contact: CRSf Ext.' 

b2 
b7E 
b6 
b7C 

y 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

DATE: 05-31-2007 
CLASSIFIED BY 6517S dmh/fcsr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-31-2032 

(U) 263-HQ-0-U (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 12 92 
OGC/IOB# 2006-0192 

Synopsis: (U) To advise that the captioned reporting of 
potential Intelligence Oversight Board (IOB) violation has been 
reviewed by the Internal Investigations Section (IIS), and is not 
considered willful misconduct. This incident is remanded back to 
the field for whatever action deemed necessary and appropriate. 
Case closed at IIS. 

ALL INFORMATION CONTAINED 
(Uj D - e r t v e ^ E E f f B ^ - ^ 3 1 3 CLASSIFIED EXCEPT 

sify On: 

Enclosure (s{ 
Counsel and 

Reference : 

if" EY" from 
dated 09/18/2005. 

WHERE. SHOW OTHERWISE 

to Inspection, General 
b2 
b7E 

(U) 
(S) 

278-HQ-CI229736-VTO Sprial 1014 

Details: (U) Upon review of I Division's captioned 
report of a potential IOB violation, it is IIS's opinion that the 
incident is not indicative of willful misconduct. IIS only 
actively pursues investigations where deliberate and/or 
aggravated misconduct is evident, and accordingly, this case is 
closed at IIS. 

(U) IIS does, however, suggest this incident be 
potentially considered a possible performance related issue with 
respect to the employee and respective supervisor, and relegates 
any future action relative to this incident to the discretion of 
the Division. IIS recognizes and appreciates that this 
matter was brought to our attention as required by the revisions 

bl 
b2 
b7E 
b7A 

b2 
b7E 

NSL VIO-235 



(Rev (il-.11-2003) 

SECRET^H^FORN 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 11/14/2005 
To: Inspection 

Counterterrorism 
Attn: 
Attn: 

Attn: 

Internal Inspection Service 
TTOS1 /fONTTBI /Tp^in 7 
SSA] 
IAp 
CDC 
SSA 
SA 

From: General Counsel 
National Security Law Branch/CTI.Ul/I.X-1 

SSA Contact ; 

Approved By: Thnma .Tulio T? 

Drafted By: 

(S) 

DATE: 05-31-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 fc] 
DECLASSIFY OH: 05-31-2032 

Case ID 
[ 
2 7 8 -HO- C1 2 2 9 7 3 fi - VT O Pending) 

bl 
b2 
b7E 
b7A 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB 2006-205 

Synopsis: (U) It is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter is not a 
violat ion and need not be reported to the Intelligence Oversight 
Board" TlOB) . 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE ( U ) K Deri -3 

(U) 
Reference: 

(S) 

ixfy On 

27 8-HQ-C1229736-VTO Rpria 

Details: (S/NF) 

1037 

b2 
b7E 
be 
b7C 

bl 
b2 
b7E 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

SECRES<$rOFORN 

~rr 
b6 
b7C 

NSL VIO-245 



(Rev Ol-J 1-2003) 

SE^ET 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 12/23/2005 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU. Room 11102 
Cont ac t: CRS| Ext. 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

DATE: 05-31-2007 
CLASSIFIED BY 65179 dmh/Ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-31-2032 

(U) 2 78-HQ-C122 9736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1413 
OGC/IOB# 2006-0205 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

ALL INFORMATION CONTAINED 
(U) W HEREIN IS UNCLASSIFIED EXCEPT 

^—J-^GGIFyOnT XI — WHERE SHOWN OTHERWISE 

b6 
b7C 
b2 

Reference: (U) 
(S) 
(U) 

2 7 8 - HO-CI 2 2 9 7 3 6 - V T O c^r-i 1 0 3 7 
b2 
b7 E 
b7A 

2 y i b - V i U Serial 1060 
Details: (U) The Internal Investigations Section (IIS) received 
an EC from 
possible IuB error 

1 ivision dated 10/11/2005, reporting a 
Based upon a review of the referenced EC it 

is the IlS's opinion the incident described therein is an 
administrative issue. Therefore, no internal investigation will 
be conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

b2 
b7E 

sé^CET 

NSL VIO-249 



(Rev. 01-31-2003) 
SEC^T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : 

Date: 12/23/2005 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU, Room 11102 

CRS Ext. [ Contact 

Approved By: 

Drafted By: 

Case ID #: (U) 263-HQ-O-U - 363 (Pending) 

1 b2 
DATE: 05-31-2007 b7E 
CLASSIFIED BY 65179 dmh/ksr/gcl b6 
REASON: 1.4 (c> b7C 
DECLASSIFY ON: 05-31-2032 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1413 
OGC/lOB# 2006-0205 

Synopsis: (U) To advise that the captioned reporting of 
potential Intelligence Oversight Board (IOB) violation has been 
reviewed by the Internal Investigations Section (IIS), and is not 
considered willful misconduct. This incident is remanded back to 
the field for whatever action deemed necessary and appropriate. 
Case closed at IIS. 

M . ALL INFORMATION CONTAINED 
^ ' D'E£IV»D =GRAFFIRXIIIF R3 HEREIN is UNCLASSIFIED EXCEPT 

Declassify^ O N 7 XX~ WHERE SHOWN OTHERWISE 

Enclosure(s): 
Counsel andl 

(U) EC from 
dated 10/11/2005. 

to Inspection, General 
b2 
b7E 

Reference: (U) 
(S) 
(U) 

1037 

278-HÜ-C1229736-VIO Serial 1060 

bl 
b2 
b7E 
b7A 

Details: (U) Upon review of ¡Division's captioned 
report of a potential IOB violation, It is U S ' s opinion that the 
incident is not indicative of willful misconduct. IIS only 
actively pursues investigations where deliberate and/or 
aggravated misconduct is evident, and accordingly, this case is 
closed at IIS. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6) . 

b2 
b7E 

NSL VIO-250 



(01/26/1998) 

ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 11/17/05 

To: 
Counterterrorism 
Inspection 

Attn: SAC, CDC 
Attn: AD 

Attn : IIS 

From: General Counsel 
Counterrorism Law Unit II/LX-1 5S?00 
Contact : 

Approved By : T h o m a s . .Till i P F 
b2 
b7E 
b6 
b7C 

Drafted By: 

Case ID # 278-HQ-C1229736-VIO -/¿>f4 

Title :fU) SA I 
S S R Ä T 
INTELLIGENCE OVERSIGHT BOARD MATTER, 
IOB 2006-196 

(U) 
Synopsis: j)^ It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB) . OGC will prepare a cover 
letter and a letterhead memorandum for the General Counsel and 
the Assistant Director, Inspection Division (INSD), for 
submission to the IOB. Submission of this matter to the OPR is a 
matter within the cognizance of the IIS. 

( U ) X bl 
b2 
b7E 

Reference: (S) 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 6.1. 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED: EXCEPT 
WHERE SHOWN OTHERWISE 

S^^ET 

DATE: 05-31-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-31-2032 

01(3/?% f W 
F B I S t : , /-l7 
OPR JC Mi ' 

NSL VIO-257 

C. • ""S- / 
"oc it 

" - b6 
b7C 



DECLASSIFIED BY 65179 dah/ksr/gcl 
OH 05-31-2007 

BY COURIER 

Mr. James Langdon 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Langdon: 

Enclosed for your information is a self-explanatory b2 

memorandum entitled "Intelligence Oversight Board (IOB) Matter, b 7 E 

Division, at Resident Agency, IOB Matter 
2006-196." (U) 

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
The Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - Mr. Hulon 
1 - Inspection (IOB 2006-196) b6 
•]_ I K • b7C 
1 - 278-HQ-C122 9736-VIO 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

DenrTassifiy on": 4. 

NSL VIO-187 



SEC: 

Mr. James Langdon 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 05-31-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-31-2032 

(S) 

(S) 

(S) 

(S) 

INTELLIGENCE DVF.RSTGHT ROARO 
DIVISION, AT I 

IOB) MATTER 
RESIDENT AGENCY b2 

b7E 
IOB MATTER 2006-196(U) 

The Federal Bureau of Investigation^ 
Hptprminprl that in r.nnductina al 

("FBI") has 

Jtftê FBI lïftfjiôpé̂ iy used a 
National Security Letter(NSL)to obtain telephone toll billing 
records on a telephone number which was not related to the 
investigation. The overcollection was due. 1~n a mis1"alfft in tthe 

bl 
b6 
b7C-
b2 
b7E 

NSL in identifying the telephone number off 
number was intended to be the subject of the request, 
overcollection was a violation of Section V.ll. of The 

whose 
The 
Attorney 

General's Guidelines for FBI National Security Investigations and 
F n r o -i ,-tn T n t - o l 1 i n o n r o P a ! 1 o p l - i n n i M <5 T f i ) 1 T n t " h i <! T ^ r r a r - H n n 

On or about March JI, 2U(Jb, a National Security Letter was issued 
to a telephone carrier for the telephone toll billing records of 
a phone number intended to be identified as that of the target. 
Instead, the area code was incorrectly identified; thus, the 
information returned from the carrier was the telephone toll 
billing records of a wholly unrelated telephone number. The 
error was discovered upon receipt of the information, and the 
records were not reviewed nor used for any investigative purpose. 
Despite the inadvertent nature of the mistake, the fact remains 

that information was improperly collected on a telephone number 
unrelated to an investigation. Thus, the matter is being 
reported to the IOB. "JŜ  

J-sH. Section V.ll. authorizes use of National Security Letters in 
conformity with 18 U.S.C. § 2709 (relating to subscriber information, toll 
billing records, and electronic communication transactional records1. The 
statute requires that information sought is relevant to an authorized national 
security investigation. 

- l -

NSL VIO-264 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 02/01/2006 

Attn: NSLB 

Prom: Inspection 
Internal Investigations Section. T P T T r_ Room 11R6R 
Contact: CRS 

Approved By: Miller David Ian 

Drafted By: 

Ext. 
ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 05-31-2007 BY 65179 dmh/JîSï/çrcl 

b 6 
b 7 C 
b2 

Case ID #: 

Title: 

278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1325 
OGC/IOB# 2006-0196 

Synopsis: To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: 

Details: 
EC from[ 

2 78-HQ-C122 9736-VIO Serial 1016 
2 78-HQ-c1229736-VIO Serial 1086 

The Internal Investigations Section (IIS) received an 
Division dated 10/6/2005, reporting a possible 

IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is indicative of a 
performance issue. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

b2 
b 7 E 

NSL VIO-266 



(Rev. 01-31 -2003) 
S E ^ E T 

FEDERAL BUREAU OF INVESTIGATION 
Precedence : ROUTINE 

To: 

Date: 02/13/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal TnvPHfinal-innH Sgr-t- I NN IPU, Room 
Contact: CRS Ext. 

Approved By: Miller David Ian 

Drafted By: 

1865 

DECLASSIFIED BY 65179 dmh/ksrygcl 
OK 05-31-2007 

Case ID #: 

Title : (U) 

(U) 263-HQ-0-U - 376 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 13 25 
0GC/I0B# 2006-0196 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

<u> x 

[assify On: 

Enclosure(s): (U) EC from 
General Counsel, dated 10/06/2005, 

to Inspection and Office of 

Reference : (U) 278-HQ-C122 9736-VIO Serial 1016 
278-HQ-C122973 6-VIO Serial 1086 

b2 
b7E 

Details: (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this matter 

Division. IIS is left to the discretion of the 
recognizes and appreciates that t m s matter was brought to our 
attention as required by the revisions mandated by National 
Security Law Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 
serial 6) . 

DOCUMENT IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED 
ENCLOSURE. 

b2 
b7E 
b6 
b7C 

b2 
b7E 

S E ^ ^ T 

NSL VIO-352 



DECLASSIFIED BY 65179 dmh/Jiar/gcl 
ON 06-01-2007 

December 2, 2005 

BY COURIER 

Mr. James Langdon 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, NW 
Washington, D.C. 20503 

Dear Mr. Langdon: 

This letter forwards for your information a self-
explanatory enclosure, entitled "Possible Intelligence Oversight 
Board Matter." 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - Ms. Thomas 
1 - SSA | I JC'-Ŝ  
1 -I I Y UNCLASSIFIED WHEN 
1 - 278-HQ-C1229736-VIO DETACHED FROM 

CLASSIFIED ENCLOSURE 

NSL 
VIO-278 

., c 



ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

SE^Ü^T 

DATE: 06-01-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 0S-01-2032 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
I I DIVISION 
IOB MATTER 2006-200 (U) 

MATTER b2 
b7E 

(U) 

the 
By electronic communication (EC) dated October 5, 2005 

iDivision ] reported a potential 
NSL) 

b2 
b7E 

IOB involving a National Security Letter (NSL) requested by 
(which, through a transcription error, sought 

information about a e-mail address belonging to a person who was 
not the subject of an FBI national security investigation. 

(S) The US person who is the suhiec.t of fh X 

— fafciiin Hi 
n a a a n è-n\aii address pt| 
s Investigative Support Ip^Lxaiut—niff)—rtie correct e-

The case agent 

mail address with which to draft an NSL 
the NSL with the incorrect address of 

Thf> TTR 1-hpn Hrafhpri 

(U) During the week of September 2, 2005, the case agent 
received the NSL response from the communications provider and 
noticed the error associated with the e-mail address. The case 
agent immediately notified his supervisor and put the original in 
the 1A envelope. The case agent then contacted the Associate 
Division Counsel who took possession of the unauthorized 
information and is presently holding the information in his safe. 

! U ) M The case agent reports that nothing from the response 
to this NSL has been reviewed. The agent also reports that no 
personal or identifying information from the NSL return has been 
imloadftd into ACS. | 

(U) The error is a reportable matter under Section 2.4 of 
Executive Order 12863. 

bl 
b2 
b7E 
b6 
b7C 
b7A 

b2 
b7E 

DegJ^g^i^-^ft^Xl 

S^S^ET 

S E ^ ^ T 

-3-

NSL 
VIO-280 



(Rev. 01-31-2003) 
SBÖ&ET B ^ E 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

Tos General Counsel 
Date: 02/01/2006 

Attn: NSLB 

From: Inspection 
Internal Investigations Section. IPU. Room 118 6 5 
Contact: CRS| Ext 

nit1 Approved By: Miller David Ian 

Drafted By: 

Case ID #: 

Title: (U) 

DATE: 06-01-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-01-2032 

b6 
b7C 
b2 

(U) 2 78-HQ-C122 9736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING« 1417 
OGC/IOB# 2006-0200 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

ALL INFORMATION CONTAINED 
<U) ^ s C D ^ x V B ^ E O a - ^ i r T H * * ™ 1 3 CLASSIFIED EXCEPT 

DeciratfSTiyOnT WHERE SHOWN OTHERWISE 

bl 
b2 
b7E 
b7A 

Reference: (S) 
(U) 
(U) 

27Ö-HQ-C1229736-VIO Serial 2514 
278-HQ-C1229736-VIO Serial 1081 

Details: (U) The Internal Investigations Section (IIS) received m, 
an EC from| |Division dated 10/5/2005, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS 1s opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation b 2 

will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b7E 

sire^T^ 

NSL VIO-281 



(Kev 01-31-2003) 
SBCRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : 

Date: 02/13/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Sent-ion, tpit Pnnm 
Contact: CRd Ext. 

r Approved By: Miller David Ian 

1865 

Drafted By: 

Case ID #: 

Title: (U) 

DATE: 06-01-2007 
CLASSIFIED BY 65179 dah/ksc/gcl 
REASON: 1.4 <c) 
DECLASSIFY OH: 06-01-2032 

b2 
b7E 
b6 
b7C 

(U) 2 63-HQ-0-U - 377 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING« 1417 
OGC/IOB# 2006-0200 

Synopsis: (U) To advise that captioned reporting of a potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) Ĵ fif DSrived-Jîçogu^-— x DaciatffSifyOnT——. 

Enclosure(s) 
10/05/2005. 

Reference : 

(U) EC from 

ALL INFORMATIOH CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 

b2 
b7E 

WHERE SHOWN OTHERWISE 

Division dated 

(S) 
(U) 
(U) 

278-HQ-C1229736-VIO Serial 2514 
2 78-HQ-C1229736-VIO Serial 1081 

bl 
b2 
b7E 
b7A 

Details: (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 

b2 
b7E 

matter is left to the discretion of the [_ Division. 
IIS recognizes and appreciates that this matter was brought to 
our attention as required by the revisions mandated by National 
Security Law Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 
serial 6) . 

S5JGÄST 

NSbVIO-282 
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(S) 

SEÒj^l 

FEDERAL BUREAU OF INVESTIGATION 

Zoot» - oioo 
Precedence : 

To : 

ROUTINE Date: 10/05/2005 
Inspection 
General Counsel 

Attn: 
Attn: 

IIS 
NSLB 

From: 
C h i e f D i y i s i n n Counsel 
Contact : 

b2 
b7E 
b6 
b7C 

Approved By: 

Drafted By: 

DATE: 06-01-2007 
CLASSIFIED.BY 65179 dmh/ksr/gcl 
PEAS OH: 1..4 (c) 
DECLASSIFY OH: 06-01-2032 

Case ID #: (S) 
(U) — 2 ;B-HU-LJ122y7Jb ipending; 

Title: ^ POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER (IOB) 

Synopsis:(U) ̂ S^ NSL directed at incorrect e-mail header. 

(U) Derive3>P«^T G-3 

bl 
b2 
b7E 
b7A 

DeriveJ 
Cassify On: 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

) 
Details: (S) 

bl 
b7A 

the Investigative Support Specialist (IIS) to create two National 
Security Letters (NSLs) for separate e-mail header information 
and electronic communication transactional records that belonged 
to the subject of the above referenced matter. 

The case agent provided the IIS with notes on the 
case including the two e-mail addresses. One e-mail address was 
correct and there is no issues regarding that e-mail address. 
The second e-mail address was transcribed incorrectly. The case 
agent provided the IIS with e-mail addres^ 
the NSL was drafted with an e-mail address oí 

(S) 

(S) 

<LÄS_ 

¿nd 

SE^ET b2 
b7 E 

bo 
b7C 

NSL VIO-284 
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FEDERAL BUREAU OF INVESTIGATION 

bl 
b2 
b7E 
b7A 

Precedence: ROUTINE 

To : 

Date 12/2/2005 

Attn: CDC 

Counterintelligence 

Inspection 

Attn: CD-4B 

Attn: Inspection 

From: General Counsel 
National Spcyt-i f.v T.aw Rrarinh /PTTiTT/ wn rnnm 707»; 
Contact: UC 

b2 
b7E 
b6 
b7C 

Approved By: T h o m a s J u l i e F DATE: 06-01-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 [c] 
DECLASSIFY ON: 06-01-2032 

/ 
? 7s-Hn-rn?tnK-vTn - fP^Hinr^ 

Drafted Bvt 

Case ID #: J&H. 
(S) 

Title: POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER (IOB) 

S y n o p s i s j I t is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter must be reported 
to the IOB and to the FBI's Inspection Division. OGC will 
prepare and deliver the required correspondence to the IOB. Our 
analysis follows. 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

2 0 A i ' 0 2 < 0 0 

DeYtvecL-Eionui—&=T~ 
Deiilas«ÌÌyOHì 3E-1_ 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect 8. 

(U) Details : By electronic 
2005 (cited below),1 the ' L 

pommiirn <-af i on (EC) dated October 5, Iti 

JD Division 
b2 
b7E 

(U) See EC from the Division to the Inspection Division 
and General Counsel, dated May 5, 2005, Case ID# 278-HQ-C1229736-ViO Serial 
2514, titled "POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER (IOB)" hereinafter 

SE^lt^T 

b6 
b7C 

NSL VIO-287 



SI 
Working Copy- Page 1 

ALL INFORMATION C OUT AIMED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE BY COURIER 

DATE: 06-04-2007 
CLASSIFIED BY 65179 dah/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-04-2032 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear General Scowcroft: 

This letter forwards for your information a self-explanatory 
enclosure entitled, "Intelligence Oversight Board (IOB) Matter, 
IOB 2004-77. " (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined may have been contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

1 - Ms. Thomas 1 
1 

IOB Library 
278-HQ-CI229736-VIO / 1 -

1 - b6 -1 
b7C -1 

- 2 -

N S L V I 0 3 0 3 

Case ID : 278-HQ-C1229736-VIO Serial : 601 



SE^^T 
- Working Copy - Page 2 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

Enclosure 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie Thomas 
Deputy General Counsel 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IOB 2004-

NSL -1- VIO-304 
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FEDERAL BUREAU OF INVESTIGATION 

Precedences ROUTINE 

To: Inspection Attn: 

Office of General Counsel Attn: 

From: 
S q u a d 16A 
Contact : 

Approved By: 

Date: 04/25/2003 ^O03"0'-^ 

Inspection Management Unit 
Room 7837 
National Security Law Unit 

b2 
b7E 
bo 
b7C 

DATE: 06-04-2007 
CLASSIFIED BY 65179 dmh/Jisr/gcl 
REAS Oil: 1.4 (c) 
DECLASSIFY OH: 06-04-2032 

( 0 ) 

(S) 

Drafted By: 

Case ID #: (U) 
(s' 

278-HO-n??q736-VTn 

Title: (U) SSA 
SA 

Pending) 

bl 
b2 
b7E 
b7D 

~7~ 

TÜB" 
DIVISION 

b6 
b7C 
b2 
b7E 

Synopsis: This communication reports an Intelligence 
Oversight Board and N N A A I H L P D P P MAT-T-G-R WIT-H R-O^A-K-H T-N 
investigation of the 

(U) 

Detail« ; L^l 

— ALL IH?ORHATIOH COmiHEÜ 
HERE IH IS UNCLASSIFIED EXCEPT 

D e c l a s s i f y o H i — tjhere sHotm otherwise 

SEJH^I b6 
b7C 

V { « ̂  
N S L V I O - 3 0 7 

bl 
b2 
b7E 
b7A 

bl 
b2 
b7E 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 
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cLf^A M -

A ¿C Oui&Z (> ¡IL- <¿t\? * 

TcO" 



(01/2(1/1̂98) 
SÈÇpdj^T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To: Counterintelligence 

Date: 10/22/2004 

Attn: Section Chief 

Director's Office 

From: General Counsel 
National Security Affairs/Room 7975 
Contact : 

Attn: Office of Professional 
Responsibility 

DATE: 06-04-2007 
Attn: SAC CLASSIFIED BY 65179 dmh/ksr/gcl 

REASON: 1.4 [c) 
DECLASSIFY ON: 06-04-2032 

Approved By : Thomas Julie F 

Drafted By: | 

Case ID 

Title: ( U ) X 

278-HQ-1425173 

INTELLIGENCE OVERSIGHT BOARD 
IOB MATTER 2003-56 

AIL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

:IOB) 

b2 
b7E 
b6 
b7C 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter need not be reported to the Intel-
ligence Oversight Board (IOB), but, rather, that a record of this 
decision should be maintained in the investigative control file 
for review by the Counsel to the IOB. 

Reference 

(U) 

<U) 

Der 
issify On 

W ?73-HO-14?S17T 
(S) 

bl 
b2 
b7E 
b7D 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 8. 

b6 
b7C 

NSL VIO-311 

01G/D0J RDHEVKl 
FBI INVESTIGATI® 

0IG/D0J INVESTIGATION: 



S E ^ ^ 

To: Counterintelligence Division From: General Counsel b7A 
Re: 278-HQ-C1425173-VIO, 10/22/2004 

P It is our opinion that 
m m llldtcar nor K6 to the IOB. Consistent with our 
prior opinions, a record of this decision should be maintained in 
the control file for future review by Counsel to the IOB. 

Lead(s): 

Set Lead 1 : (Action) 

COUNTERINTELLIGENCE DIVISION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

DIRECTOR'S OFFICE 

AT OPR FO. DC 

(U) For action deemed appropriate. 

Set Lead 3: (Action) 

^ ^Î^ÇoGC EC to INSD. dated Mav 28. 19QQ anH H M ^ 
I SA I 

b2 
b7E 
b6 
b7C 

IOB Matter 97-15." 

^Spè^É*] 

4 NSL VIO-314 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 
Date: 02/20/2007 

Attn: SAC 
ASAC 
CDC 
SSA 

Counterintelligence 

Inspection 

Attn: 

Attn: 

SA[_ T 
AD Timothy D. Bereznay 
DAD Daniel L. Cloyd 
SC James Casey, CD-I 
IIS 
CRS 

b 2 
b7E 
bo 
b7C 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 / 
Contact:1 

Approved By: Thomas Julie w I 
Drafted By: 

Case ID #: (U) 
(U) 
(S) 

fa 

DATE: 06-04-2007 
CLASSIFIED BY 65173 dmh/kar/gcl 
REASON: 1.4 (c) 
DECLASSIFY OH: 06-04-2032 

278 - HQ-C122 973 6 - VIO^ (Pending) 
278-HO-14?ciT 7T n 

bl 
b2 
b7E 
b7D 

Title: (U) 

m 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2003-56 

ALL INF0RHATI0N CCNTAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Synopsis: ^PS^ In A Review of the Federal Bureau of 
Investigation's Use of National Security Letters, draft dated 
01/22/2007, the Department of Justice (DOJ), Office of Inspector 
General (OIG) noted on page 77-78 that it disagreed with the 
FBI's analysis of IOB Matter 2003-56. Upon further review of 
this particular matter, the Deputy General Counsel has determined 
that her earlier decision was erroneous and this matter should be 
reported to the Intelligence Oversight Board (IOB). OGC will 
prepare and deliver the necessary correspondence to the IOB. 

(U) J ^ 

Reference: (U) 
(U) 

Derlvear-irai^^ 
Deülassxfy^n: 02/2Ò7?V32-—-

278-HQ-Cl229736-VIO Serial 90 
278-HQ-1425173 Serial 3 

OIG/DOJ REVIEW* 
FBI INVESTIGATION: 

OIG/DOJ INVESTIGAflÖFE 

b6 
b7C 

NSL VIO-316 



DECLASSIFIED BY 65179 dmh/ksE/srcl 
OH 06-04-2007 

February 20, 2 007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2003-56." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 278-HQ-C1229736-VIO - 2237 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

S E & f & T 
^ NSLVIO-320 



ALI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE SEC: 

DATE: 06-04-2007 
CLASSIFIED BY 65139 dmb/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-04-2032 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
IDIVISION 

IOB MATTER 2003-56 (U) 
MATTER b2 

b7E 

ĵfŜ  In A Review of the Federal Bureau of Investigation's Use 
of National Security Letters, draft dated 01/22/2007, the 
Department of Justice (DOJ), Office of Inspector General (OIG) 
noted that it disagreed with the FBI's analysis of IOB Matter 
2003-56. Upon further review of this particular matter, the 
Office of the General Counsel (OGC) has determined that this 
matter does need to be reported to the Intelligence Oversight 
Board (IOB). 

b 1 
b2 
b7E 
b7D 
blA 

(U) The Electronic Communications Privacy Act 
(ECPA)prohibits wire or electronic communications service 
providers from "knowingly divulg[ing] a record or other 
information pertaining to a subscriber to or customer of such 
service...to any governmental entity." 18 U.S.C. § 2702(a)(3). 
However, upon proper certification by the Director or his 
designee, the FBI may seek telephone and email communication 
records from wire or electronic communications service providers 
when those records "are relevant to an authorized investigation 
to protect against international terrorism or clandestine 
intelligence activities." 18 U.S.C. § 2709. 

(S) 
bl 
b2 
b7E 
b7D 
b7A 

Deriv 
Deci 

- 1 - N S L V I O - 3 2 2 

sËe ï t f iT 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To: General Counsel 

Date: 03/03/2006 

Attn: NSLB 

From: Inspection 
Internal Investigations Section. IPU. Room 11865 
Contact: UC 

Approved By: Miller David Ian 

Ext.[ 1 

Drafted By: 

V Case ID #: 

Title: (U) 

be 
ALL INFORMATION CONTAINED b 7 c 
HEREIN 13 UNCLASSIFIED b 2 
DATE 06-04-2007 BY 65179 dnh/ksr/gcl 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1710 
OGC/IOB# 2003-0056 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 90 
278-HQ-1425173 Serial 3 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from Ï: Division dated 4/25/2003, reporting a 

b2 
b7E 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

NSL VIO-323 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To : 

ROUTINE Date: 03/03/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 11865 

~ "" \ Ext. Contact: CRS 

Approved By: Miller David Ian 

Drafted By: 

V Case ID #: 

Title: (U) 

DECLASSIFIED BY 65179 dah/ksr/gcl 
OH 06-04-2007 

(U) 263-HQ-0-U - 391 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 173 7 
OGC/lOB# 2006-0223 

b2 
b7E 
b6 
b7C 

Synopsis: (U) To advise that the captioned reporting of 
potential Intelligence Oversight Board (IOB) violation has been 
reviewed by the Internal Investigations Section (IIS), and is not 
considered willful misconduct. This matter is returned to the 
field for corrective action as appropriate. Case closed at IIS. 

Enclosure(s) 
12/09/2005. 

Reference 

(U) X 

: (U) EC from 

(U) 

DecAesffïïyOïn XI— 

to General Counsel, dated 

278-HQ-C122 973 6-VIO Serial 1092 
278-HQ-C122 973 6-VIO Serial 1135 

Details: (U) Upon review of Division's captioned 
report of a potential IOB violation, It is IIS's opinion that the 
incident is not indicative of willful misconduct. IIS only 
addresses allegations where deliberate and/or aggravated 
misconduct is evident. 

(U) IIS recognizes and appreciates that this matter 
was brought to our attention as required by the revisions 
mandated by National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6) . 

DOCUMENT IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED 
ENCLOSURE. 

NSL VIO-324 

b2 
b7E 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

From: 

Date: 10/05/2005 ^O'O-A^ 
Attn: IIS DATE: 06-04-2007 
Attn: NSLB CLASSIFIED BY 65179 dmh/ksr/gcl 

REAS0H: 1.4 (cl 
DECLASSIFY ON: 06-04-2032 

rn-ier lliyiflinn fnnngpl 
Contact : 

Approved By: 

b2 
b7E 
b6 
b7C 

Drafted By: 
(U! w Case ID #: ?7R-wn.pi 

(S 
-VIO 

Title: (U>X> POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE bJ_ 

b2 
b7E 
hi A 

(S) 

Synopsis (U> NSL directed at incorrect telephone numbe] 

(U) nST^ »«iTj^gjn^ Qr̂ J 
Dse3rtrSSlfyonT~3e--l 

bl 
b7A 

(U) 

Detail« i (X) 

131 
bl 
b7A 

The case agent provided the IIS with two telephone 
numbers. One telephone number was correct and there were no 
issues regarding that telephone number. The second telephone 
number was 

a I io 
7 7 

1 

b6 
b7C 

NSL VIO-328 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Director's Office 

Date: 01/18/06 

Attn: OPR 

Attn: CDC 

From: General Counsel 
National Security Law Branch/Rm 
Contact : 

7975 
Ext. 

b2 
b7E 
b6 
b7C 

Approved By: Thomas Julie F 

Drafted By: 

DATE: 06-04-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-04-2032 

Case ID # ( Ü ) X 278-HQ-C1229736-VIO - 1141 
Title: 

( Ü ) 

ALL INFORMATION CONTAINED 
INTELLIGENCE OVERSIGHT BOARD HEREIN IS'UNCLASSIFIED EXCEPT 
(IOB) MATTER 2006-209 WHERE • SHOOT OTHERWISE 

Synopsis: J^SlC It is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

Déîtved-fjjoiiL-^— ( U ) X 

Reference .(U) 278-HQ-C1229736-VIO Serial 794 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

Sj^S^ET 

NSL VIO-330 

0-1/DO. 
i : ; . • <2 „•.. ,, I f i 

b6 
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DECLASSIFIED BY 65179 dmii/ksr/gcl 
OH 06-04-2007 

January 18, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2006 209 (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - Ms. Thomas 
1 -| |(Action UC) 
1 "I I 1 - 2/B-HQ-C122y/JG-VIO - 1142 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIO-334 

b6 
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( U ) 

(S) 

) 

1 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

SEÇ/Ï̂ EI DATE: 06-04-200? 
CLASSIFIED BY 65179 diah/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-04-2032 

TMTF.T.T.TCT.MrF. DVFT?q T C T T BOARD (IOB) 
FIELD OFFICE 

MATTER 

X 
IOB MATTER 2006-209 (S) 

b2 
b7E 

The Tield Office 
the Federal Bureau of Investigation I"FRT" 1 h^s 

of 
_ reported an error 

in conjunction with that division's investigation of a 
United States person. In this regard, two National Security 
Letters (NSL) were created for two telephone numbers. One 
telephone number-! l-was incorrect; the correct number 
was, in fact,| [Subscriber information and toll 
records were col l er-ten for the incorrect number pursuant to the NSL. When Ireali zed its error, it secured the records 
produced for the incorrect number in thP safe of| | 
Chief Division Counsel. Iwill provide these records 
to the Office of Intelligence Policy and Review ("OIPR",, 
Department of Justice. 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

bl 
b2 
b7E 
bo 
b7C 
b7A 

SECRET 

NSL VIO-334 
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S^S^ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To : 

ROUTINE Date: 1/05/2006 

Attn: Squad 16 
SA 

Inspection 
Counterterrorism 

IIS 
ITOSII/GOU 
SSA 
SSA 

From: Office of the General Counsel 
National Security Law Branch/rir.ii/Pnnm -jqah 
Contact: AGCl 

Approved Bv: Thomas Ji11 i e F 

Drafted By: 

Case ID ff: 278-H0-C122973 6-VIQ-
(S) 

lj ̂ jan ri i nui. 

bZ 
b7 E 
b6 
d7C 

DATE: 06-04-2007 
CLASSIFIED BY 65179 dah/ksr/gcl 
REASON: 1.4 <c) 
DECLASSIFY ON: 06-04-2032 

Title 

bl 
b2 
b7E 
b7A 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-208 

b6 
b7C 
b2 

( D I V 
Synopsis: isK It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

(U) C M R D E R H A R E ^ S J A J A ^ ^ G ^ I 
DeoletsSlfyOnT—XI-

Reference.(U)^&£ 278-HQ-C122 973 6-VIO 

Details(U) ̂ >S^The FBI Office of the General Counsel (OGC) reviewed 
the facts of the captioned matter to determine whether it 
warrants reporting to the IOB. In our opinion, it does. Our 
analysis follows. 

SECJ^ET^ 

CiQ/DOJfli 
FBI INVEST, 

NSL VIO-342 

b6 
b7C 
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DECLASSIFIED BY 65179 dmh/ksr/gcl 
OH 06-04-2007 

BY COURIER 

Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
New Executive Office Building - Room 5020 
725 17th Street, NW 
Washington, D.C. 20503 

Dear Mr. Friedman: 

This letter forwards for your information a self- b2 

explanatory eneiosure. entitled "Intelligence Oversight Board b / E 

;iOB) Matter, Division, 2006-208." (U) 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure b6 
b7C 

- Ms. Thomas 

- 278-HQ-C1229736-VIO-/^ 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIO-334 



ALI INFORMATION CONTAINED 

HEREIN 15 UNCLASSIFIED EXCEPT 

WHERE SHOWN OTHERWISE 

DATE; 06-04-2007 
CLASSIFIED BY 65179 daih/ksr/jcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-04-2032 

INTELLIGENCE OVFRSTCjHT BOARD 
DIVISION 

:iOB) MATTER 

IOB MATTER 2006-208 (U) 
b2 
bll 

Of (S) T h e l , pivision 
the Federal Bureau of Investigation (t'Bl) has'reported that, 
owing to an error on the part of a communications carrier, 

~|conducted electronic surveillance pf H n1~Prrifiti 
communications bevonri those authorized hJ 

rorwar 
[from observing the dowloads it became apparent to 

personnel that there werej Ibeina 
ed to electronic access system. 

(S) Around the time of the discovery that there might 

an FBI contract 
employee üü'fl j l l rrm I J i m r a . 1 KVinMTVlM SWIII \ t\l\ rnnl-arl-pH 

|andl |Ln turn responded that it 
providing mat61ia 1 associated witlf I 

[sf 

was only 

bi 
b2 
b7E 
b6 
b7C 
b7D 
b4 
b7A 

bl 
b2 
b7E 
bb 
b7C 
b7D 
b4 
b7 A 

bl 
b2 
b7E 
b6 
b7C. 
b7D 
b4 
b7A 

JLSJl 

SJ^ET 

bl 
b2 
b7E 
b7A 

NSL VIO-349 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
' WHERE SHOWN OTHERWISE 

(Rev. 01-31-2003) 
SÒS^ET 

DATE: 06-21-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-21-2032 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To: General Counsel 

Date: 03/03/2006 

Attn: NSLB 

From: Inspection 
Internal Investigations Section 
Contact: CRS 

IPU, 
Ext. 

P^nm 11865 

Approved By: 

Drafted By: 

Case ID #: 

Title: 

Miller David Ian 

2 78-HQ-C122 9736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING« 142 5 
OGC/IOB# 2006-0208 

b6 
b7C 
b2 

Synopsis: To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: 
(S) 

278-HQ-C122 973 6-VTO S^ri^l 1044 f 
Details : 
EC frortf" 
error. 

The Internal Investigations Section (IIS) received an 
|Division dated 11/2/2005, reporting a possible IOB 

Based upon a review of the referenced EC, it is the IIS's 
opinion the incident described therein was an error attributed to 
the Internet provider in submitting collection on the improper IP 
e-mail address, and not the FBI or its personnel. Therefore, no 
internal investigation will be conducted by the IIS and this 
matter is being relegated to the NSLB for whatever action they 
de em appropr i at e. 

bl 
b2 
b7E 
b7A 

b2 
b7E 

• • 

NSL VIO-334 



(Rev. 01-31 -2003) 

DATE: 06-26-2007 
CLASSIFIED BY 65179 dmh/ksr/gel 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-26-2032 

Precedence: ROUTINE 

SECRET\\pRCON\\NOFORN 
«v>ERAL BUREAU OF INVESTIGATION 

TO! 

Date: 03/03/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU, Room 11865 
Contact: CRS| Ext. 

Approved By: Miller David Ian 

.Drafted By: 

b2 
b7E 
b6 
b7C 

i # 1073946 

Case ID #: 

Title: (U) 

(U) 263-HQ-0-U - 390 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING« 142 5 
OGC/IOB# 2006-0208 

Synopsis: (U) To advise that the captioned reporting of 
potential Intelligence Oversight Board (IOB) violation has been 
reviewed by the Internal Investigations Section (IIS), and is not 
considered willful misconduct. This matter is returned to the 
field for corrective action as appropriate. Case closed at IIS. 

(C! DeriVTed-Zj^aeT* G-T 
DsftlersSifyOriT— 

b2 
b7E 

Enclosure(s): (U) EC from 
and dated 11/02/2005. 

to Inspection, General Counsel 

bl 
b2 
b7E 
b7A 

Reference-. (U) 
(S) ^ 

278-HO-Ci?^Q7^fi-VTn g^v-î^i 1 0 4 4 

R 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Details: (U) Upon review of 
of a potential IOB violation, 

division's captioned report 
iia aid not find the matter 

IIS only addresses allegations indicative of willful misconduct, 
where deliberate and/or aggravated misconduct is evident 

(U) IIS considers the matter described herein an error 
attributed to the Internet provider and not the FBI or its 
personnel. IIS recognizes and appreciates this matter was 
brought to our attention as required by the revisions mandated 
by National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-Al487720 serial 6) . 

DOCUMENT IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE 
•• 

b2 
b7E 

SECRET\X&RÇÔ&\\NOFORN 

NSL VIO-352 



(01.-2û/l'W8) 

SECI^T 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 

Precedence : 

To : 

ROUTINE 

Counterterrorism 
Inspection 

Date: 03/09/2006 

Attn: SAC, CDC 
AD 
Internai Inspection Section 

From : General Counsel 
National Security Law Branch (NSLB) 
Contact : 

Approved By: Thomas Julie F 

Drafted Bv: 

Case ID n. J^k 278-HQ-C1229736-VIO ( Pending)- /dU> 
(S 

DATE: 06-05-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON:.06-05-2032 

(U) 
Title : 

b6 
b7C 

X 
ALL INF0RHATI0N CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE TFO 

SSA 
POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB MATTER 2006-238 

(U). 
Synopsis: It is the opinion of the Office of the General Counsel 
(OGC) that this matter must be reported to the Intelligence Oversight 
Board (IOB) and to the FBI Inspection Division. OGC will prepare a 
cover letter and a memorandum for the Deputy General Counsel to report 
this matter to the IOB. Our analysis follows. 

Fro: 
<U) s s if y On: ~X3r-

Details: As discussed in the electronic communication (EC) 
referenced below1,, 
accordance with th „^ow o.-fa HiLuumy bmifcuai'b louiumintjij lur EBI National 
Security Investigations and Foreign Intelligence Collection (NSIG). 
During the investigation of a U.S. person (as that term is used in 

in 

<U) EC from the Division, dated 01/25/2006 and titled 
"Intelligence Oversight Board (IOB) Matter" (hereinafter cited as 
EC) . 

SECRET 
\ b6 

b7C 

JUL- NSL 
VIO-365 

OIG/DOJ REVIEW 

FBI INVESTIGATI 
0IG/D0J INVESTIGATION: 

/ / / A 
-LLU 



BY COURIER 

Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

DECLASSIFIED BY 65179 dnh/kst/gcl 
ON 06-05-2007 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, 

Division, IOB Matter 2006-238." ( u ; 

This memorandum sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Inspection Division. (U) 

Enclosure UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

1 - Mr. Hulon 
1 - 278-HQ-C1229736-VIO 
1 Inspection givi sinn 
1 
LDK:ldk 

- is u3 

(IOB 2006-238 

NSL 
-1- VIO-369 



<s) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE SEC cH^i 

b2 
b7E 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
DIVISION 

IOB MATTER 2006-238 (U) 

DATE: 06-05-2007 
CLASSIFIED BY 65179 dmhAsx/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-05-2032 

MATTER 

ring 

bl 
b 6 
b7C 

CS J 

bl 
b2 
b7 E 

the investigation of 
i m M ^ ^f 

Inquiry has determined that du: 
a U.S. person (as that term is used in Section 
Foreign Intelligence Surveillance Act of 1978), 
National Security Letter (NSL) was submitted for toll records for 
the sub" ject's home telephone number for 

Due to an error on the part of 
the Joint Terrorism Task Force Officer working on the case, the 
telephone number was misidentilied. Consequently, records 
unrelated to the subject were received. The error was quickl' H recognized, and the records have been sealed by the| 
CDC. All relevant records have been permanently charged out o£ 
the FBI's Automated Case Support system. Neither the incorrect 
number nor any records received with respect to the number were 
uploaded into FBI databases 

Wtieh th£ FBI an nsl ror 
to±± recoras, It iYiUSt ¿¿ftity1 in accordance with Title 18, 
U.S.C., Section 2709(b), that "the name, address, length of 
service, and toll billing records sought are relevant to an 
authorized investigation to protect against international 
terrorism or clandestine intelligence activities, and that such 
an investigation of a United States person is not conducted 
solely on the basis of activities protected by the first 
amendment to the Constitution of the United States." This means 
that the subject of the NSL need not be the subject of an FBI 
investigation but there must be "relevance" to some authorized 
FBI national security investigation. In this case, the FBI 
received telephone records for which no relevance existed to an 
authorized investigation. Therefore, we are reporting this 
matter. This has also been referred to the FBI's Internal 
Investigations Section of the Inspection Division for action 
deemed appropriate. 

DeclaÄwiyOTT ÜÄ5-1 

X 
SECRte^ 

- 1 -
NSL 

-1- VIO-371 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 04/13/2006 

Attn: NSLB 

DD 
b7C 
h 2 

b7E 

From: Inspection 
Internal Investigations Section 
Contact: UC 

IPU, Room 11865 
Ext . 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David 

: käS, 

(U) 27 8-HQ-C122 973 6-VIO 

All III FORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 06-05-2007 BY 65179 dmh/lcsc/gcl 

(Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1769 
OGC/lOB# 2006-0238 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C122 973 6-VIO Serial 1262 
2 7 8-HQ-C1229736-VIO Serial 1143 

iU) The Internal Investigations Section (IIS) received 
Division dated 1/25/2006, reporting a 
Based upon a review of the referenced EC 

Details: 
an EC from 
possible IOB error, 
is the IIS's opinion the matter described therein is not 
indicative of willful misconduct. Therefore, no internal 
investigation will be conducted by the IIS and this matter is 
being relegated to the NSLB for whatever action they deem 
appropriate. 

it 

NSL 
VIO-372 



(Rev. 01-31-2003) ^ 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

Precedence: ROUTINE 

To : 

Date: 04/14/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal 
Contact : 

Investigations Section. 
CRS 

I PU, 
Ext . 

Room 1186 5 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David DECLASSIFIED BY 65179 • dULh/ksr/gcl 
ON 06-05-2007 

(U) 2 63-HQ-0-U - 218 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING** 1769 
OGC/IOB# 2006-0238 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) X rsx 
'rom 
iy~0HT 

Enclosure(s) 

Reference: (U) 

(U) 2 78-HQ-C1229736-VIO Serial 1143 

278-HQ-C12297 36-VIO Serial 1262 
2 78-HQ-C1229736-VIO Serial 1143 

Details: (U) Upon review of (Division's captioned 
b2 report of a potential IOB violation, IIS did not find the matter 
b7E indicative of willful misconduct. IIS only addresses allegations 

where deliberate and/or aggravated misconduct is evident. 
(U) IIS views this matter as a possible performance 

related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 
• • 

NSL 
VIO-373 



(Kcv. 01-31-2003) 

SE-SJRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence 

To: 

ROUTINE 

Inspection 
Counterterrorism 

Date: 03/21/2006 

Attn: Internal Investigations 
Attn: AD 
Attn: SAC/CI 

CDC 

From: 

b2 
b7E 
bo 
b7C 
bl 

b6 
b7C 

( S ) 
bl 
b6 
b7C 
,b7D 

(S 

General Counsel 
Connterterrori sm T.X 1 Rnnpi 3S100 
Contact : 

(U) 

Approved By: Thomas Julie F 

Drafted By: 

Case ID #: 2 7 8-HQ-C1229736-VIO (Pending) 

Title: ^ ^ I N T E L L I G E N C E OVERSIGHT BOARD MATTER 
IOB 2006-226 

Synopsis. The Office of the General Counsel (OGC) considers 
that this matter must be reported to the Intelligence Oversight 
3oard (IOB) and to the Office of Professional Responsibility 
(OPR). A summary of the facts and an analysis of the situation 
follows. 

Details: The foregoing information was obtained from an EC 
drafted by SSX| Ion 11/17/04 (see 278-HQ-C1229736, 
serial 1117) . 

(U) C ^ On August 8. 2001. a r n m n l ^ n ^ n l -
s i l h s r r i h p r ^ . n l I nnt- -i 

phone call 
was left, 
call from 

a missed 
No message 

un HUMUML 4. 2UUS. Eflé ¿ómplamant received a second 
J numbe Jand the caller 

this time left a message. The message was in English but 
complainant detected anf laccent. The mpgg^no at-ai-oH 

DerTvSdSgg^amrl G-3 
issify On: 
SECRET 

M 
Ql t-

b6 
b7C 

NSL 
VIO-390 

OIG/DOJ REVIEW 
FBI INVESTIGATI 

OIG/DOJ I N V E S T I G A ® 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE sÈh^EI 

DATE: 06-12-2007 
CLASSIFIED BY 65179 dmh/ksE/gcl 
REASON: 1.4 .(c) 
DECLASSIFY ON: 06-12-2032 

o Z 
b7E 

TKTTRT.T.Tr!T?MrF HURT? C! TrtWT RPlAPn (IOB) 
IDTVISION 

IOB MATTER 2006-226 (U) 

MATTER 

b2 
b7E 

bl 
b2 
1 ^ E 
b"7D 
b6 
b7C 

(S) 

bl 
b7D 
b6 
b7C C? 
b2 J 

b7 E 

(U) 
¿ C the 

a National 

;ctronic communication (EC) dated 
Divisionl reported a potHnU 

) requested by Security Letter 
case. 

on August R. 2003 
INS] 

from (S) 
On August 4, 2 0 05, 

(S) another! 
left a message 

(S) detected an 

October 5, 2005 
.aJ LQB__i_pvolving 

in a 

number 
the cômn I a i närTF 

comnla i nant 
noticed a 

No 

subscriber 

number 
Th^ message was in English. 

accent. The message stated 

missed phone call 
message was left. 

rereiveH a second call from 
and the caller this time 

but complainant 

complainant notified the f 
then sent a lead to the| 

opened it 

aü a reaun, 
division who created an O file 

communication. 

] Division 
with the phone number 

On August 22, 2005, 

IIA) 
Intelligence Analyst received the communication and the|_ 

under the supervision of the Supervisory Intelligence 
Analyst (SIA) requested, via e-mail, that the Communications 
Analysis Unit (CAU), run 

"I numbers included the [ 
numbers 

I numbers 

via b-man, tne eAU ssa responded that she 
wouia run tne numoers and also offered to obtain toll records. 
The SSA of CAU stated that she could procure toll records only if 

|would draft National Security Letters (NSLs) for presentation 
to the telephone service providers soon thereafter. On that same 
day, the 
and to obtain the NSLs. 

IA agreed, via e-mail, to request the tolls be run 

SECFCST 

NSL 
-1- VIO-397 



(Rev. 01-31 -2003) 
DECLASSIFIED BY 65179 dnh/ksr/gcl 
ON 06-08-2007 

FEDERAL BUREAU OF INVESTIGATION 

b2 
blE 
ho 
b7C 

Precedence: ROUTINE 

To : 

Date: 04/14/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Tnvqgt -i gat i ons Section. TPU. Room 11865 
Contact: CRS 

Approved By: Miller David -

Drafted By: 

J Case ID #: 

b2 
b^E 

Title: (U) 

(U) 263-HQ-0-U - 419 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING« 1772 
OGC/lOB# 2006-0226 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

< u > ( ) ( Derèved-jy^ogu-^-— 
DeciaSsîÎyOnT X i — 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1117 

Reference : (U) 27 8-HQ-C122 973 6-VIO Serial 1269 
27 8- HQ-CI229736-VIO Serial 1117 

Details: (U) Upon review of (Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 
•• 

NSL 
VIO-402 



(F<ev Ol 31 2003) 

b-2 
b7E 

bi 
b2 
b7E 

b2 
b7E 

bi 
b2 
b7E 
b4 
b7D 

SECR: forn 

FEDERAL BUREAU/OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

Precedence: ROUTINE 

To: General Counsel 

^Inspection Division 

G " <' •'• ¿tf y 

From ; 

Date: 02/14/2006 

Attn: National Security Law Branch 

Attn: Inspection Management Unit 

Attn: CDC 

DATE: 06-08-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-08-2032 

-C1229736-VIO 
C63856-VIO _ 

Uff 

Contact: 

Approved By: 

Drafted By: 

Case ID #:(Ui 
(U) 

Title 

Synopsis Notification to the Office of General Counsel and 
the Inspection Division of possible Intelligence Oversight Board 
violation regarding an investigation at 

SSAI 
SA 

1 Division 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

( U ) ) > ( Deri 
fy On: 0 

is cognizant of the fact that potential 
IOB violations are to be reported to FBI HQ within 14 days. This 
matter was discovered on January 9, and the Office of general 
Counsel notified via electronic mail on January 26, however, the 
relocation of the 
dissemination of this communication. 

office interrupted the immediate 

Details : (S) 
pursuant to an NSL submitted 

received banking records 

^¡R^FC SECRET/NOFORN 

I ! • 4 . .. 

NSL 
VTO-4n^ 

b6 
b7C 



(ÜI 26/1098) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 2/27/06 

To: Director's Office Attn: OPR 

Attn: CDC 

b2 
b7E 
b6 
b7C 

From: General Counsel 
National Security Affairs/Room 7947 
C o n t a c t : Julie F. Thomas DATE: 06-05-2007 

CLASSIFIED BY 65179 dmh/ksr/gel 
Approved By: Thomas Julie F REASON: 1.4 (e) 

DECLASSIFY ON: 06-05-2032 

27 8-HQ-C122 97 3 6-VIO-/¿/A.4? 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-248 

Drafted By: 

Case ID # : W) 

Title: (U) y^) 

<u> \ 
Synopsis: J^k It is the opinion of the Office of the General 
Counsel (OGC) that the above-referenced matter must be reported 
to the IOB and to the FBI's Office of Professional ResponsibiliLy 
(OPR) . OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

bl 
(sy2 
V d7E 

b6 
b7C 

(U) 

( U ) W Reference : ^SsL 

DerîvecL^rgin—:—CT^lT 
D0o±aSsifyÖn~:— 

278-HQ-C1229736-VIO-1159 

Details: As noted in the electronic communication (EC), 
this matter has arisen as a result of a National Security l.pftpr 
(NSL) issued | 

SEC^BJC^ b6 
b7C 

NSL 
VIO-408 

OIG/DOJ REVIEW 

FBI INVESTIGATI 
OIG/DOJ INVESTIGATION 



DECLASSIFIED BY 65179 dah/ksr/gcl 
ON 06-05-2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2006 248 (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - 278-HQ-C1229736-VIO~ 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL 
VIO-411 



ALI INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

ìh^CRET 
DATE: 06-05-2007 
CLASSIFIED BY 65179 dath/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: ;06-05-2032 

(S) 

b2 (S) 
b7 E 
b4 
b7D 
bl 
bo (S) 
b7c. 

b2 
b7E 

TNTELLIGENÇE OVERSIGHT BOARD (IOB) 
FIELD OFFICE 

MATTER 

IOB MATTER 2006-248 

M 
Investigate-on 
division's 
regard. 

The Field Office of the Federal 
rcnor-tPd an P^rnr in conjunction W 

m 

Bureau of 
ith that 
Ĵ In this 
NSL) t o| | 

which were 
unrelated tu 

customer 

response to a National Security Letter 
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(Rev. 01-31-2003) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-08-2007 BY 65179 duh/ksr/gcl 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 04/13/2006 

To: General Counsel Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU,. Room 11865 
Contact : 

b6 
b7C 
b2 

Approved By: Miller David È 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1796 
OGC/IOB# 2006-0248 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1159 

Details: (U) The Internal Investigations Section (IIS) received 
an EC froml iDivision dated 2/14/2006, reporting a possible 
IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the matter described therein is not indicative of 
willful misconduct. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

NSL 
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(Rev. 01-31-2003) 
^S^Bfi^T 

FEDERAL BUREAU OF INVESTIGATION 

b 2 
b7E 
b6 
b7C 

Precedence: ROUTINE 

To : 

Date: 04/14/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 11865 
Contact: 

b2 
b7E 

Approved By: 

Drafted By: 

Case ID #: 

Miller David I1 DECLASSIFIED BY 65179 dnh/ksr/gcl 
ON 06-05-2007 

Title : (U) 

(U) 263-HQ-0-U - 420 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGtf 17 96 
OGC/lOB# 2006-0248 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

( U ) X ify On: 

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1159 

Reference : (U) 27 8- HQ-CI229736-VIO Serial 1229 
2 7 8- HQ-CI229736-VIO Serial 1159 
278QJ-C63856-VIO Serial 10 

Details: (U) Upon review of Division's captioned report of 
a potential IOB violation, IIS did not find the matter indicative 
of willful misconduct. IIS only addresses allegations where 
deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 
• • 
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b2 
b7 E 
bó 
b7C 

bl 
b2 
b7 E 
b7D 

bl 
b7D 
b6 
b7C 
b2 
b7E 

Precedence: DEADLINE 01/20/2006 Date: 01/16/200 

To: General Counsel Attn: NSLB 

• Inspection Division Attn: Internal Investigations 

From: 

36 

SAC Squar1-
Contact: 

Approved By : 

Drafted By: 

Case ID #: 273-HO 
¡^"78 

Title: SA 
IN' 

C1229736-WIO ' (Pending) 
C71404 

DATE: 06-05-2007 
CLASSIFIED BY 65179 dnh/ksr/gcl 
PEASOH: 1.4 (c) 
DECLASSIFY OH: 06-05-2032 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Eî LlGhlNUt] UVEKS1UHT BOARD (IOB) VIOLATION 
DIVISION 

Synopsis: Report of IOB violation for 

Reference:273-HQ-C122S736 Serial 355 
278-HQ-C1229736 Serial 1347 
66F-HQ-A124 7 863 Serial 149 

bl 66F-HO-AT247863 Serial 17? 
b2 

Division. 

Details: To document overproduction from 
in response to an NSL. 

(S) On 10/04/^nilS a 
was drafted and annroveri 

ah i nna1 t-w T oM-oy / M S L 
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(01/20/1998) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/08/2006 

b2 
b'7E 
b6 
b7C 

To: 
Counterterrorism 
Inspection 

Attn: 
Attn: 
Attn: 

From : General Counsel 
Counterrorism Law Unit I/LX-1 3S100 
Contact : 

SAC, CDC 
AD DATE : 06-12-2007 
U S CLASSIFIED BY 65179 dmh/ksr/gcl 

REASON: 1.4 (c) 
DECLASSIFY ON: 06-12-2032 

Approved By : Thomas Julie 

Drafted By : 
(U) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

278-HQ-C1229736-VIO ^ 

Title'01 SA 
INTELLIGENCE OVERSIGHT BOARD MATTER7 
IOB 2006-245 

Case ID # 

X 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare a cover 
letter and a letterhead memorandum for the General Counsel and 
the Assistant Director, Inspection Division (INSD), for 
submission to the IOB. Submission of this matter to the OPR is a 
matter within the cognizance of the IIS. 

Reference 

W X De 
D cy On: 

278-HQ-C1229736-VIO Serial 1147 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 6.1. 

Detail^: 
b2 Office 
b7E 
bb 
b7C 

(IT) Referenced communication from the Field 
dated 1/16/2006, requested that OGC review the 

c^E SECRET 

0IG/D0JREV1EVt 
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NSL 
VIO-424 



DECLASSIFIED BY 65179 ctoih/ksr/gcl 
OK 06-07-2007 

March 8, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM) , entitled "Intelligence Oversight 
Board (IOB) Matter, Counterterrorism Division, IOB Matter 2006-
2 4 5." (U) 

This LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and/or laws, Executive Orders, 
or Presidential Directives that govern FBI foreign 
counterintelligence and international terrorism investigations. 
( U ) 

Enclosure 

1 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL 
VIO-0430 



b2 
b7E 

SE^HJET 

ALL INFORHATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

INTELLIGENCE OVERS IGHT B O A R D (IOB) MATTER 
DATE: DIVIS ION 

IOB MATTER 2006-245(U) 
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( U ) X T h { 
surveillance. 

06-07-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-07-2032 

Division reported this potential IOB matter involving unauthorized 

(S /ho was and 

remains a "United States person" as that term is used in Section 101(i) of the Foreign Intelligence 

Surveillance Act o f 1978 (FISA). During the course of the investigation issued two NSLs, 

pursuant to the Electronic Communications Privacy Act, 18 U .S .C. § 

2709. 1'he subject NSL requested subscriber and transactional records for email account: 

(S) In October 2005, responded to the two NSLs by transmitting 

information responsive to both on a single compact disk (CD). Subsequentl; determined 

that the C D contained full email content for both accounts. Pursuant to the direction of NSLB, SA 

sealed and sequestered in A1 envelopes the CD, along with all paper copies o f its 

contents. 

(S) On December 1, 200Í contacted and advised regarding 

overproduction and requested verification of compliance with the limits o f National Security Letters. 

In the interest o f administrative purity, on December 10, 2005| ;erved with 

(S) another NSL, requesting subscriber and transactional records for email account 

On January 3, 2006, transmitted a C D to the F B f 

Uttice. Unce again information responsive to multiple NSLs was included on the CD. 

(S) On January 6, 2006 after having the information separated by email account/NSL, 

(S) 
^determined that once again 

advice o f C D C f Jand NSLB SS¿ 

t a d provided full email content. Based upon 

hnd SA| took corrective action and 

ensured thai the CDs, along with all paper copies o f their contents, were sealed and sequestered in 

1A envelopes. 

information 

S) Despite the fact that limited the scope of the subject NSL to subscriber 

provided content information concerning an e-mail account. Thus, the 

FBI unintentionally received that content information not contemplated by the NSL. Such viewing 

of stored electronic communications and/or electronic surveillance was not authorized under the 

Electronic Communications Privacy Act, Foreign Intelligence Surveillance Act and/or E.O. 12333. 

Under these circumstances, it is OGC ' s opinion that the error, although inadvertent, must be reported 

to IOB. 

(U) O G C has referred this matter to the FBI's Inspection Division for action deemed 

appropriate. 

(U) PTRTÁSSÍFVQNT-* 

SEb^E1] NSL 
VIO-432 



ALL INFORMATIOH CONTAINED 
HEREIN IS UNCLASSIFIED 

(Rev. 01-31-2003) DATE 05-07-2007 BY 65179 dnh/ksE/gcI 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 
b2 

b2 
b7E 

Precedence: ROUTINE 

To: General Counsel 

Date: 04/13/2006 

Attn: NSLB 

From: Inspection 
Internal 
Contact : 

nvpsHnarinns Section. IPU. Room 11865 

Approved By: Miller David ^^i'f 

Drafted By: 

Case ID #: 

Title: (U) 

(U) 2 7 8- HQ-C12 2 9736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1804 
OGC/lOB# 2006-0245 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 78-HQ-C1229736-VIO Serial 1147 
2 78-HQ-CI22973 6-VIO Serial 69 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from 
IOB error. 

Division dated 1/16/2006, reporting a possible 
Based upon a review of the referenced EC it is the 

IIS's opinion the matter described therein is not indicative of 
willful misconduct. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

NSL 
VIO-433 



„ „, ,, ,„„,, DECLASSIFIED BY 65179 dmh/ksr/gcl 
(RCV 01-31-2003) Jifefi^T 06-07-2007 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
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b7C 

Precedence: ROUTINE 

To : 

Date: 04/14/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Tnt-erna1_ Invest i aaf i nns Section. I PU. Room 11B 6 5 
Contact : 

Approved By: Miller David 

Drafted By: 
v Case ID #: (U) 263-HQ-0-U - 421 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 1804 
OGC/IOB# 2006-0245 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1147 

Reference: (U) 278-HQ-C1229736-VIO Serial 1147 
2 7 8- HQ-C1229736-VIO Serial 69 

Details: (U) Upon review of Division's captioned report 
b2 of a potential IOB violation, IIS did not find the matter 
b7e indicative of willful misconduct. IIS only addresses allegations 

where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A148772 0 serial 6). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 
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Precedence: DEADLINE 01/20/2006 

To: iGeneral Counsel 

/Inspection Division 

From: 

Date: 01/16/2006 / 

Attn: NSLB 

Attn: Internal Investigations 

SAC Squa, 
Contact : 

Approved By : 

Drafted By: 

Case ID #: 273-HO-C1 2297bL-VIQ 
^73-1 \CHAQA. fjQ 

I I i o Pending) 
DATE: 06-05-2007 
CLASSIFIED BY 65179 dah/ksc/.gel 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-05-2032 

Title: SA 
INTELLIGENCE OVERSIGHT BOARD (IOB) VIOLATION 

DIVISION 

Synopsis: Report of IOB violation for 

Reference:278-HQ-C1229736 Serial 355 
278-HQ-C1229736 Serial 1347 
66F-HQ-A1247863 Serial 149 
66F-HQ-A1247863 Serial 172 

Division. 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Details (S) X ) To document overproduction from 
in response to an NSL. 

(S) On 10/04/2005, a National Security Letter (NSL) 
;as drafted and approved 

requesting subscriber and 

subsequently _provided one CD which 
FBI for two separate ( S ) X 

contained information requested by 
email accounts. It was also determined that the CD contained 
full email content for both accounts. Corrective action was 

bn advice from CDC and SSA taken by SA 

I 
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(0 1,76/1998) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE Date: 03/08/2006 

b2 
b7E 
b 6 
b 7 C 

bb 
b7C 

b2 
b7 E 

To: 
Counterterrorism 
Inspection . 

Attn: 
Attn: 
Attn: 

SAC, 
AD 
IIS 

From : General Counsel 
Counterrorism Law Unit I/LX-1 3S100 
Contact : 

CDC 
DATE: 06-05-2007 
CLASSIFIED BY 65179 dmh/ksz/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-05-2032 

Approved By: Thomas Julie F 

Drafted By: 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Case ID # (U) 278-HQ-C1229736-VIO — - / 

Title :(uf£8i£ Sa[ 
INTELLIGENCE OVERSIGHT BOARD MATTER, 
IOB 2006-246 

Synopsis. It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare a cover 
letter and a letterhead memorandum for the General Counsel and 
the Assistant Director, Inspection Division (INSD), for 
submission to the IOB. Submission of this matter to the OPR is 
matter within the cognizance of the IIS. 

m X 
Declassify On! X=ir-

Reference :(U) 278-HQ-C1229736-VIO Serial 1141 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 6.1. 

Details : 
Office 

(U) Referenced communication from the Field 
dated 1/16/2006, requested that OGC review the 

sfeçRET 

OIG/DOJ REVO 
b 6 FBI INVESTIGAI b7C 
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0IG/DÛJ INVESTIGATION:. 
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DECLASSIFIED BY 65179 dmh/ksr/gcl 
ON 06-07-2007 

March 13, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter, Counterterrorism Division, IOB Matter 2006-
2 4 6." (U) 

This LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and/or laws, Executive Orders, 
or Presidential Directives that govern FBI foreign 
counterintel1igence and international terrorism investigations. 
(U) 

Enclosure 

1 - 278-HQ-C1229736-VIO — 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

SjJefiElT 

NSL VIO-334 
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All INFORMATION CONTAINED 
HEREIH IS UNCLASSIFIED EXCEPT 
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DATE: 06-09-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-06-2032 

b2 IN I FT I IGFKCF OVFRSIGHT BOARD (IOB) MATTER 

b7E DIVISION 

( U ) 

surveillance. 

X T h { 

IOB MATTER 2006-246 (U) 

Division reported this potential IOB matter involving unauthorized 

ist vho was and 

remains a "United States person" as that term is used in Section 101(i) of the Foreign Intelligence 

Surveillance Act of 1978 (FISA). During the course of the investigation Issued two NSLs, 

mrsuant to the Electronic Communications Privacy Act, 18 U.S.C. § 

2709 

(S) In October 2005 esponded to the two NSLs by transmitting 

information responsive to both on a single compact disk (CD). Subsequent!'! determined 

that the CD contained full email content for both accounts. Pursuant to the direction of NSLB, SA 

sealed and sequestered in A1 envelopes the CD, along with all paper copies of its 

contents. 

(S) On December 1, 2005 contacted and advised regarding 

overproduction and requested verification of compliance with the limits ofNational Security Letters. 

served I In the interest of administrative purity, on December 10, 2005, 

another NSL, requesting subscriber and transactional records for email account 

On January 3, 2006.1 transmitted a CD to the FBI 

with 

Office. Once again information responsive to multiple NSLs was included on the CD. 

(S) On January 6, 2006, after having the information separated by email account/NSL, 

determined that once again |had provided full email content. Based upon 

ind SA Itook corrective action and S ) advice o iCDCl |and NSLB SSA 

ensured that the CDs, along with all paper copies of their contents, were sealed and sequestered in 

1A envelopes. 

X l Desnite the fact tha limited the scope of the subject NSL to subscriber 

information provided content information concerning an e-mail account. Thus, the 

FBI unintentionally received that content information not contemplated by the NSL. Such viewing 

of stored electronic communications and/or electronic surveillance was not authorized under the 

Electronic Communications Privacy Act, Foreign Intelligence Surveillance Act and/or E.O. 12333. 

Under these circumstances, it is OGC's opinion that the error, although inadvertent, must be reported 

to IOB. 

(U) OGC has referred this matter to the FBI's Inspection Division for action deemed 

appropriate. 

(U) 

SEcfesy NSLVIO-451 
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ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-07-2007 BY 65179 dmh/k3t/gcl (Rev. 01-31 -2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 04/13/2006 

Attn: NSLB 

b6 
b7C 
b2 

b2 
b7E 

From: Inspection 
Internal Investigations Section. IPU, Room 11865 
Contact: UC| ' 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1805 
OGC/IOB# 2006-0246 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: 

Details: 
an EC from 
IOB error. 

(U) 278-HO-C12 2 973 6-VIO Serial 1148 
278| {• C71404 Serial 70 

(U) The Internal Investigations Section (IIS) received 
Division dated 1/16/2006, reporting a possible 

Based upon a review of the referenced EC it is the 
IIS's opinion the matter described therein is not indicative of 
willful misconduct. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

NSL VIO-115 



(Rev. 0131-2003) 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

Precedence : 

To : 

ROUTINE Date: 04/14/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal T n v p g H n a H n n s Serf i on TPTT RûûdJ. 1865 
Contact: CRS 

b2 
b7E 

Approved By : 

Drafted By: 

\/ Case ID # : 

Title: (U) 

Miller David DECLASSIFIED BY 65179 dmh/ksr/gcl 
OBI 06-07-2007 

(U) 263-HQ-0-U - 422 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 1805 
0GC/I0B# 2006-0246 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

<U) X Derived-Ergs^^ 
QecieffSTEyOn! _ 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1148 

Reference: (U) 278-HO-C12 2 973 6-VIO Serial 1148 278 C71404 Serial 70 

Details : (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-Al48772 0 serial 6) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 

NSL VIO-453 



(Rev 01-31-2003) 

SE^ET 

FEDERAL BUREAU OF INVESTIGATION #J 
V C:-H I 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 02/06/2006 

Attn: IIS 
Attn: 
Attn: 

NSI£_ 
SA 
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b7E 
b6 
b7C 

From: 

bl 
b7A 

b6 

Contact: TFO 

Approved By: 

Drafted By: 

Case ID 

DATE: 06-07-2007 
CLASSIFIED BY 65179 dmh/lisr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-07-2032 
ALL INF0RHATI0N CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(U) X ? 7 » - H D - n ? ? Q 7 ^ - V T O ( P e n d i n g )_ • 

(S) 
D b v • 

b7c Title :(U)(Vf INTELLIGENCE OVERSIGHT BOARD (IOB) 
TFOl ~1 
SSA | I 

b 
b7E 

DIVISION 

Synopsis Report possible Intelligence Oversight Board 
(IOB) violation. 

(U) X 

b6 
b7C Details: (U) 

Officer (TFO) 

(S) 

np7iimtH?rfm • FRJ fiCf?. 
DeeiaBSiiy^Onl 02/06/2016 

The Case Agent is Joint Terrorism Task Force 

bJ IU) The subject is a U.S. person. 



(Rev 01-31-2003) 
SEÒRET 

FEDERAL BUREAU OF INVESTIGATION 
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b7 E 
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Precedence : 

To: 

ROUTINE 

Counterterrorism 

Inspect ion 

Attn: 

Attn: 

Attn: 

Date: 3/08/2006 

CDC 

ITOS I, Conus 2 

IIS SC Toni Fogle 

From: General Counsel 
National Security Law Branch/CTLU 1/LX-l 3S-120 

Case ID #•. 278 - HQ-CI 2 2 9736-VIO 

Title: (U) Intelligence Oversight Board 
(IOB) Matter 2006-249 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE. SHOWN ÛITÎERWISE 

(U) 
Synopsis: j ^ C T t i s t h e opinion of the Office of the General Counsel 
that the above referenced matter must be reported to the Intelligence 
Oversight Board (IOB). Our analysis follows. 

<U) X 
DeCTassTfyoiTP 

Reference : .(S) 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the document in 
Corel WordPerfect. 

nphaiie-^l^xf Rv p 1 p<-1-rnn i <- communication (EC) dated February 6, 
2006, the 
Inspection Division 

Field Office 
(Inspection) ana rns urt 

reported to the 
ce of the General Counsel 

(OGC) this potential IOB matter. 

(S) 

b6 
b7C 

OIG/DOJ REVIEW 

FBI INVESTIGATES 

0IG/D0J INVESTIGATI 

NSL VIO-459 



DECLASSIFIED BY 65179 dmh/bsr/gcl 
ON 06-07-2007 

March 27, 2006 
BY COURIER 

Mr. Stephen Friedman 
Cnalrman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 

b2 
b7E 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter,! IDIVISION, IOB Matter 2006-249." (U) 

This LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and/or laws, Executive Orders, 
or Presidential Directives that govern FBI foreign 
counterintelligence and international terrorism investigations. 
( U ) 

Enclosuse 

1 - Ms. Thomas 
1 - 278-HQ-C1229736-VIO-/ia-3 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

Detri^^sTfyorTi X2~5—-1 

NSL VIO-334 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE SEb^El 

DATE: 06-08-2007 
CLASSIFIED BY 65179 dmh/ksc/gclm 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-08-2032 

INTELLIGENCE OVERSIGHT BOARD (10B) MATTER 
b2 
b7E DIVISION 

IOB MATTER 2006-249(U) 

bl 
blA 

D / C 

b2 
b7E 

(S) 

bl 
b7A 
b2 
b7E 
b 6 
b7C 

The Federal Bureau of Jnvestiaation 
determined thai in conducting 

:he 

"FBI") has 

FBI improperly used a National Security Letter [N̂ l') 
subscriber information and telephone toll billing LU UJJidir 

records on a telephone number that was 
investigation. The 
potential IOB matter! 

Divi s ion 
¿LOI yp t a 1- oH to the 

reported this 

(S) 

^ m i ̂ tPike n the NSL in 
whose number was 

The overcollection was due to. 
identifying the telephone number of 
intended to be the subject of the request. The overcollection 
was a violation of Section V of The Attorney General's Guidelines 
for FBI National Security Investigations and Foreinn Tnt.el 1 i nence 
C^I i •; IKIc.m\ 1 Tn t-hic yop.ar-H T 

course of the 
the Electroni 
telephone car 
to be identif 
number was mi 
carrier consi 
number. The 
information, 
investigative 
mistake, the 
collected on 
Thus, the mat 

During tne 
issued an NSL pursuant to 

18 U.S.C. § 2709, to a 
investigation, 

c Communications Privacy Act, 
rier for the records of a telephone number intended 
ied as that of the target. Instead, the telephone 
sidentified and the information returned from the 
sted of records of a wholly unrelated telephone 
error was discovered upon receipt of the 
and the records were not reviewed nor used for any 
purpose. Despite the inadvertent nature of the 
fact remains that information was improperly 
a telephone number unrelated to an investigation, 
ter is being reported to the IOB. 

(U)OGC has referred this matter to the FBI's Inspection 
Division for action deemed appropriate. 0*1 

(U) X Derivi 
icXassify On: 

w 

SECRBT NSL VIO-466 



01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 04/13/2006 

Attn: NSLB 

bo 
b7C 
b2 

bl 
b7A 
b2 
b7E 

From: Inspection 
Internal Investigations Section, IPU, Room 11865 
Contact: UC 

Approved By: 

Drafted By: 

Case ID #: 

Miller Dav id gjtfM. 

(U) 278-HQ-C1229736-VIO 

DATE: 06-07-2007 
CLASSIFIED BY 65179 dah/kar/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-07-2032 

[Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1811 ALL INFORMATION CONTAINED 
OGC / IOB# 2006-0249 HEREIN IS UNCLASSIFIED EXCEPT 

WHERE SHOWN OTHERWISE 
Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: ( m 
(S) 

<S> 

2 7 8- HO-CI229736-VIO Serial 1160 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from | ~| Division dated 2/6/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the matter described therein is not 
indicative of willful misconduct. Therefore, no internal 
investigation will be conducted by the IIS and this matter is 
being relegated to the NSLB for whatever action they deem 
appropriate. 

NSL VIO-467 



(Rev. 01-31 -2003) 

b2 
b7 E 
b6 
b7C 

SEKRET 

FEDERAL BUREAU OF INVESTIGATION 
Precedence : 

To : 

ROUTINE Date: 04/14/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Tnvpsfiaati nn.q Section. IPU. Room 11865 
Contact: CRS 

Approved By: Miller David 

Drafted By: 

DATE: 06-07-2007 
CLASSIFIED BY 65179 djah/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-07-2032 

Case ID #: (U) 2 63-HQ-0-U - 423 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 1811 ALL INFORMATION CONTAINED 
OGC/lOB# 2 006-024 9 HEREIN IS UNCLASSIFIED EXCEPT 

WHERE SHOWN OTHERWISE 
Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS) , and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Enclosure (s) : (U) 278-HQ-C1229736-VIO 1160 

Reference : 

bl 
b7A 

b2 
b/E 

(U) 
(S) 
(S) 

2 78-HQ-C122 9736-VIO Serial 1160 

Details: (U) Upon review of ¡Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6) . 

NSL VIO-468 



"CRWrtfr=9l-2003) 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

S E C R ^ ^ e S O R N 

DATE: 06-07-2007 
CLASSIFIED BY 65179 dah/ksr/gcl 
REASON: 1.4 (b) 
DECLASSIFY ON: 06-07-2032 

FEDERAL BUREAU OF INVESTIGATION 
it-1 SIS 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

lorà tDOôip-o 

Date: 02/01/2006 

b2 
b'7E 
b6 
b7C 

From: 

Attn: IIS 
Attn: NSI^E. 
Attn: SA 

Contact: TFO 

Approved By: 

Drafted By: 

bl 
b7A 

bo 
b7C 
b2 
b7 E 

Case ID #• 
(U)-isi 

(S> 
(S) 

D 3 C - diac h CI^ìaO Ö U : 

<££TIÌA.L IXhilA" , LJtA.i.idh. JL <12 

Cl. ÂAi\jtiU lOh . JivLS 
U i^i-it faqi- I 

- X T 

2 ;H-HU-L'1^2y7jfc-VIÜ - (PendingT^1 j¡|¿.3 

Title: (U)t^ INT: 
TFO 
SSA 

(U). 

ITJiTHFNPR nvRpgtrtHT pnapn (IOB) 

DIVISION 

Synopsis: Report possible Intelligence Oversight Board 
(IOB) violations. 

(U) M Derived~~Frî 
Declassiéy--Oin 02/01/20! 

an. 1997 

be 
b7C 

bl 
b7A 
b6 
b7C 
b2 
b7E 

b6 
b7C 

(U) Jis^ The subject is a U.S. person. 

NSL VIO-334 
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SEC^JB^/^Ö^ORN 

(S) 

hl 
b7A 
b6 
b7C 

bi 
b7A 
b4 
b 7 D 
b2 

(£b7E 
b6 
b7C 

(S) 

bl 
b7A 
b6 
b7C 
b2 
b7E 

Iq/MPÌ 

(S) The possible violation occurred, 
rpfiiili-ci rpfpivpd from a communication carrier 

\ TFO I I requested subscr 

in connecti 

f rorr 
•Ç-iber 

on with 

1 Division, 
ZI LElua aŝ ÄL 

results to, 
results to W 
FD.-5.42 from| 
phone number was identified in the 
subscriber information provided in 
annt-hpr telephone number that was 

who in turn i.'ovo rioH 

Information 
~| furnished 

forwarded the 
along with j\L5L_ 
The correct 

this communication was for II123 fob 
not requested by TFO 

FD-542, however, the 

mistyped the phone number that 
resumed in 
investigai ion. 

information that does not 
was requested, which 
"reTate to thTs 

fhp 
on 01 
f-rtr' H 

> 1 
730 

The mistaken telephone record was 
vision Chief Division Counsel (CDC) 
0/2006 and is being maintained in ^ 

sealed by the 

The responsive EC 
secure manner J-n 

.office _ 
- • ; which specifically referenced incorrect 

information, has been permanently charged out of ACS 
incorrect subscriber information has not been 
databases 

subscriber 
The 

uploaded into FBI 

S 

bi 
b7A 
bC 
b7C 
b2 
b7E 

The^&^bject is a U.S. person. ¿¿.¿Ob -cazu, 

(S) 



(Rev. Ol-31-2003) 
s è s ^ E T 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C. 

bl 
b7A 

bl 
b7A 
b2 
b7E 

b2 
b7E 

bl 
b7A 
bb 
blC 
b2 
b7E 

Precedence: ROUTINE 

To: 

Counterterrorism 

Inspection 

Attn: 

Attn: 

Attn: 

Date: 3/21/2006 

CDC 

ITOS I, Conus 2 

IIS, 

From: General Counsel 
National Security Law Branch/CTLU l/LX-1 3S-120 
Contact: SSAI 

Approved By: 

Drafted By: 
( U ) 

Thomas Julie F 

Case ID # : 278-HQ-CI22 973 6-VIO t 1275 
(S) 
(S) 

DATE: 06-07-2007 
CLASSIFIED BY 65179 di»h/ksr/gcl 
REASON: 1.4 (b) 
DECLASSIFY ON: 06-07-2032 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE* SHOW OTHERWISE 

Title: (U) Intelligence Oversight Board 
(I OB) Matter 2006-256 £ ^ O l A ' ] 

Synopsis J t i s t h e opinion of the Office of the General Counsel 
that the above referenced'matter must be reported to the Intelligence 
Oversight Board (IOB). Our analysis fol^ows. 

( U ) 

Reference : 

X 
(s) 

D"irtVed--Erag!ir^_a~3 

Administrative: (U) ^his communication contains one or more 
footnotes. To read phe footnotes, download and print the document in 
Corel WordPerfect. 

Details^ /éy electronic communication (EC) dated February 1, 
2006, the 
Inspej 
(OGgT two potential IOB matters. 

Field Office 
îvision (Inspection) and the Oftice of the General Counsel 

"1 reported to the 

f r \ TVi n—^ -' -i "--"T I i nvpcH nafinn 

SEIHET 

b6 
b7C 

NSL VIO-475 

FBI INVESTIGATI™ 
OIG/DOJ INVESTIGATION: 

im 



March 21, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter, Counterterrorism Division, IOB Matter 2006-
2 5 6." (U) 

This LHM sets forth details of investigative activity which 
the FBI has determined was conducted inadvertently contrary to 
the Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection, and/or laws, 
Executive Orders, or Presidential Directives that govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 
N 

1 - 278-HQ-C122S736-VIO \ 1216 ) 

DECLASSIFIED BY 65179 diah/ksrygcl 
ON 06-07-2007 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIO-334 



SECRET 

b2 
b7E INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

J I E L D OFFICE 
10B MATTER 2006-256 (U) 

bi 
b7A 
bo 

I f l,Ä)7C 
b4 
b7D 
b2 
b7E 

(S) 

(S) 
bi 
b7A 
b6 
b7C 
b2 
b7E 

) 

bi 
o 7 A 
bo 
D7C 
b2 
b7E 

K 'i t 

(S' 

bi 
b7A 
b4 
(b7D 
b6 
b7C 
b2 
b7E 
J 

DATE: 06-07-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (b) 
DECLASSIFY ON: 06-07-2032 

Investigation of this IOB matter has determined with regard to two reported potential 
IOBs: 

-CS). 

The IOB violation occurred in connection w-i t-h 
results received from a communication carrier, 
TFOI I requested subscriber information from 

provided to I long with a FD-542 from 

back from 

This correct telephone number was 
jDivision in 

number that was not requested by TFO[ 

However, the subscriber information provided 
Ivas for another telephone 

mistyped the 
phone number that was requested which resulted in information that 
does not relate to the investigation of subject M 

cor-i n-gri t-ham 

Division Chief Division Counsel (CDC) 
J sealed the mistaken telephone records on 01/30/2006 and 

Division's responsive EC t-ha rnr ' a off ice. 
Lhic ich specifically referenced incorrect 

subscriber information, has been permanently charged out of ACS. The 
incorrect subscriber information has not been uploaded into FBI 
databases 

(S) The second potential violation involved pivision 
investigation 

(S) The potential IOB violation occurred in connection with the 
results received from the communications carrier,[ 
requested toll records from 
results on a CD-Rom to thef 
the results to TFo| 
FD - 542 . fr.onf 

TFO 
urnished the 

]Division, which in turn forwarded 

number and 

I The results were provided along with a 
The correct phone 
in the FD-542, •buufauiiuejL lniuiuidLiuii wau luynLiimu 

however, the toll records provided on the CD-Rom included partial 
ps another telephone number that was records for 

riot requested by TFO 
this occurred. 

reportedly could not explain how 

(S) 
NSL VIO-483 
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(Rev, 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 04/13/2006 

Attn: NSLB 

b6 
b7C 
b2 

bl 
b7A 
b2 
b7E 

From: Inspection 
Internal Investigations Section. IPU. Room 11865 
Contact: UC 

Approved By: 

Drafted By: 

Case ID #: 

Miller David 

(U) 278-HQ-C1229736-VIO 

DATE: 06-07-2007 
CLASSIFIED BY 65179 dmhyksr/gci 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-07-2032 
(Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/I IS TRACKINGtt 1815 ALL INFORMATION CONTAINED 
OGC/IOB# 2006-0247 HEREIN IS UNCLASSIFIED EXCEPT 

WHERE SHOWN OTHERWISE 
Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (Û  2 78-HO-C122 973 6-VIO Serial 1275 
(S) 

2 7 8- HQ-CI229736 -VIO Serial 1153 

Details: ^J] 
an EC from 

The Internal Investigations Section (IIS) received 
|Division dated 2/1/2006, reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the matter described therein is not 
indicative of willful misconduct. Therefore, no internal 
investigation will be conducted by the IIS and this matter is 
being relegated to the NSLB for whatever action they deem 
appropriate. 

NSL VIO-486 



(Rev. 01-31-2003) 
SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Di 
b7E 
b6 
b7C 

Precedence : 

TO! 

ROUTINE Date: 04/14/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. TPU. Room 11 R65 
Contact: CRS 

Approved By: Miller David 

Drafted By: 

V 'Case ID #: 

Title: (U) 

DATE: 06-07-2007 
CLASSIFIED BY 65179 dfflh/ksc/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-07-2032 

(U) 2 63-HQ-0-U - 424 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING** 1815 ALL INFORMATION CONTAINED 
OGC / IOB# 2006-0247 HEREIN IS UNCLASSIFIED EXCEPT 

WHERE SHOWN OTHERWISE 
Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U ) ) * ( 

Enclosure(s): (U) 

G-3 Derivi 
DeoiSssify On; 

2 78-HQ-C1229736-VIO Serial 1153 

Reference : 
bl 
b7A 
b2 
b7E 

(U) 
(S) 
(U) 

27 8-HO-C122 973 6-VIO Serial 1275 

27y-H(J-L'122y736-VlQ üenal 11Ü3 

Details : (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6). 

SECRET 

NSL VIO-487 
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ALI INFORMATIOH CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 06-07-2007 
CLASSIFIED BY 65179 dnh/fcsr/gcl 
REASON: 1.4 (b) 
DECLASSIFY ON: 06-07-2032 

b2 
b7E 
b6 
b7C 

bo 

secrÈ^NO^ORN 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
X ö ß cùOOlo -OD'Sfa 

Date: 02/01/2006 
To: Inspection 

General Cou nsel 
Attn: IIS 
Attn: NSL£_ 
Attn: SA 

From: Cleveland 
Contact: TFO 

Approved By: 

Drafted By: 

Case ID #: (S 
bi (U> 
b7 A (S> 

b6 JS) 
b7C 

Tb2 e 
b7E 

im-HU-l'iaa^rf-vm - ( PonHs rp \ • 

i ' i r CGC- ULLC.LOùZX.., 
ÙJU ¿ n u AjisuoL l>J~lJlt_ 

"Uc LzulUiL Okly ¿L 
^ ¿ U / L Î L — î ô f î . 

P44 (L cX è o . 
fki.o ¿0 IL. 

^ INTELLIGENCE O V E R S I G H T BOARD (IOB 
1 ' T F O I 

SSA 
DiV1S1UN 

Synopsis: (Ui Report possible Intelligence Oversight Board 
(IOB) violations. 

(U) D e r i ^ i d ~ P r 0 5 J a n . 1997 
Decla-«rrty"15n7 02/01/2016 

NSL VIO-334 



(S) 
bl 
b6 
b7C 

(S) 
bl 
b6 
b7C 
b4 
b7D 
h 2 
b7E 
b7A 
121 

(S) 

(S) 

b2 
b7E 
b6 
b7C 
b7A 

result-.g rpppiw/ possible violation occurred in connect i nn with 
inication carrier, 

T PO I l-v-̂z-n-i.̂/-.»-.-,̂  , 'I 

I 

ormation 
,f urnished ui-*y.sion, who^n turn forwarded the 

Tttn r~n n 11 t- n ' r in w i t h a 

correct 

f ron 
resuiLti LO line 
results to TPO 
FD- 54 2 f r o m r " T h e 
phone numbel way lUëhdtied inSihe FD-542, however, the 
subscriber information providçd^in this communication 
anQf.hfjjr telephone number that" was not requested by TFO 

mistyped the phone jitimber that was requested, which 
resulted in information that does not'Velate to this 
i n ve s t i ga t i on. 

Thelitis taken telephone recoï-çl w^r sp^IpH y»r 
Division^Chief Division Counsel (CbC) 

] on 01/30/20.Q6 and is being maintained in 
the rnr'g ^ffice. .eft] responsive EC 

which specifically referenced irlcOïTeét subscriber 
a\SPHlrp marrnQv- -i 

mrormatiqji', has been permanently charged out of A1 
incorrect'*' subscriber information has not- h^or, upload 
database's1 FBI 

SECRET/^(6RN 

I 
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DECLASSIFIED BY 55179 cllllh/lisr/gcl 
CK 06-07-2007 

March 21, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chai rman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter, Counterterrorism Division, IOB Matter 2006-
2 5 6." (U) 

This LHM sets forth details of investigative activity which 
the FBI has determined was conducted inadvertently contrary to 
the Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection, and/or laws, 
Executive Orders, or Presidential Directives that govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - 278-HQ-C1229736-VIO 1276 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIQ-503 



AU INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

sÈb^E1] 
DATE: 06-07-2007 
CLASSIFIED BY 65179dmh/ksE/gcl 
REASON: 1.4 (b) 
DECLASSIFY ON: 06-07-2032 

b2 
b'/E 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
' I FIELD OFFICE 

IOB MATTER 2006-256 (U) 

IOBs: 
Investigation of this IOB matter has determined with regard to two reported potential 

(S) The first involved a Division investigation 

The IOB violation occurred in connection with 
results received from a communication carrier, 

bl 
be 
b7C 
ib 4 
^ 'b7D 
b2 
b7E 

(S) 

bi 
b2 
b 7 E 
b6 
b7C 

bl 
b6 
b7C 
b2 
b7E 

bl 
b6 
b7C 
b4 
b7D 
b2 
b7E 

(S) 

TFO 

p r o v i d e d t o 

requested subscriber information from 
] This correct telephone number was 

alona with a FD-542 from 

back to from 

Division in 
However, the subscriber information proviueu 

jvas for another telephone 
nistyped the number that was not requested by TFO 

phone number that was requested which resulted i nfnrm^ i nn that 
does not relate to the investigation of subject 

n a t i o n t 

] K 

Division Chief Division. Counsel (CDC)| , 
J sealed the mistaken telephone records on 01/30/2006 and 

secured them in the CDC's office. | "¡Division's responsive EC 
which specifically referenced incorrect 

subscriber information, has been permanently charged out of ACS. The 
incorrect subscriber information has not been uploaded into FBI 
databasesl 

("Si The second potential violar.ion invnlvpH "1-i ir -i ci rin 
investigation 1 

1*3 

(S) The potential IOB violation occurred \n nnnpprtinn with the 
results received from the communications carrier. 
requested toll records from 
results on a CD-Rom to the 
the results to TFO f 
FD- 54 2 f rorrj 
number and 

TFO 
furnished the 

Division, which in turn forwarded 
The results were nrnvirieri along with a 

The correct phone 
tuLisLiiuyi iniuimat-iun was lflferiCified in the FD-542, 

however, the toll records provided on the CD-Rom included partial 
records for 
not requestec by TFO 
this occurred. 

as well as another telephone number that was 
reportedly could not explain how 

SEctaJ NSLVIO-505 

-I-
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b2 
b7E 

bl 
bo 
b7C 
b2 
b7E 

Precedence: ROUTINE Date: 03/20/2006 
To c counterterrorism 

Inspect ion 

Attn; 
Attn: 

Attn i 

a CDC _ 
I TOS1 L̂ 'ONJLIM RF 
ucj 11 I-
T/ 
IA 
II ' f i 

Prom: General Counsel 
National Security T.aw Branch/CTLU T/LX-1 3S_-127 
Contact: UC p" j3 | 

Approved By : Thomas iTn1-^ ^ 

Drafted By: 

Case ID # 

DATE: 06-07-2007 
CLASSIFIED BY 65179 dfflh/Ksx/gcl 
PEASON: 1.4 (c) 
DECLASSIFY 0W: 06-07-2032 

278-HQ-C122 973 6 -VIO (Pending) 

T i t l e : < U ) S P S S M » * — ^ 1UB Matter 2006-267 ^ ^ SH0WJ qxherWISE 
h . H h ' V 3 t h e ° P i n i o n o f t h* Office of the General 

Counsel that the above referenced matter must be reported to the 
Intelligence Oversight Board (IOB). Our analysis follows 

(U) X V N F ) De"ri 
Declassi 

Reference: (Si 

Detailed ̂  
2
t
006> t h eL™L^C=l F l e l d Office L- -f reported" to "the 

Inspection Division and the Office of General Counsel (OGC) this 
potential IOB matter. 

By electronic commiiTiir^^on (EC) dated February 27 
f iField Office 1 ^ • - • -

b7C 

! l.''-
NSL VIO-508 

It 

mm 
FBI INVESTIGAI 

0IG/D0J INVESTIGA' 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

b4 
b7D 
b2 
B 7 I 

INTELLIGENC£_Qü£IL£iGü T BOARD 
DIVISION 

IOB MATTER 2006-267 

DATE: 06-07-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-07-2032 

IOB) MATTER b2 
b7E 

The Federal. Bureau of Investigation's 
reported this potential IOB matter involving 

Division 

unauthorized receipt of_telephone toll records from the 
communicat ions carrier, 
IS) | 

te 

bl 
bG 
b7C 
b2 
b7E 

bl 
b4 
b7D 
be 
b7C 

b2 
b7E 

( Í 7
6C 
bl 

CD-RÒM 
to 

to 

X 

Task Force Officer (TFO 
records for telephone mimberT 
communications carrier 
telephone number on a 
forwarded the results 
a 1ona wit h a FD-542 from 

The correct telephony iiuillbtir ana SUDSCFlbêï? ihlôrmation 
fied on the FD-542, however, the toll rp^nrH.g m-rwi rl>aH nn 
ROM contained the target telephone number, 

telephone number ̂ nt-—riequested by TFO 

turnished 
thel 

I The results 

requested toll 
rom the 

results for this 
] Division, who 

were nrnvided 

was 
î a snc ï 
the CD 

S and another 

error 
TFO 

ill 
immediately contactec 
£Ja,e way the data was 

requested. 

and was advised tïïë re was 
TFO 
an 

captured for the telephone number 

The mistaken toll records were 
Division Counsel (CDC) 
and are securely maintained 
responsive EC 

E E n c n c 

sealed by 
^ on 

3 O 
did 

incorrect 
not been charged 
uploaded 

Chief 
2005 February 

fice. The 
not reference the 

telepnone numcer that was provided on CD-ROM, and has 
out of ACS. The incorrect toll records were not 

into FBI databases, 
X 

(U) OGC has referred this matter or the FBI's Inspection 
Division for action deemed appropriate. £$<) 

NSL VIO-334 
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To: General Counsel 

Date: 04/13/2006 

Attn: NSLB 

From: 

b6 
b7C 
b2 

Dl 
b2 
b7E 

Inspection 
Internal Tnvpsl-inat-innt; ^Pr-Hnn TPTT ffnnm 1 1 ß65 
Contact: UC 

Approved By: Miller David 

Drafted By: 

Case ID #: 

Title: (U) 

(U) 278-HQ-C122 973 6-VIO 

DATE: 06-06-2007 
CLASSIFIED BY 65179 dmh/kSE/gel 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-C6-2032 

(Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1816 
OGC/lOB# 2006-0256 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

V y ALL INFORMATION CONTAINED 
(U) HEREIN IS UNCLASSIFIED EXCEPT 

DE<R±^ßTIFYON7 XI— WHERE SHOWN OTHERWISE 

Reference: (U) 
(U) 
(S) 
(S) 

2 7 8- HQ-C12 2 973 6-VIO Serial 1279 
278-HQ-C1229736-VIO Serial 1221 

Details: CLLl 
an EC from 
possible IÜB ¿r^or 

Tht T n ernal Investigations Section (IIS) received 
Division dated 2/1/2006, reporting a 
Based upon a review of the referenced EC it 

is the IIS's opinion the matter described therein is not 
indicative of willful misconduct. Therefore, no internal 
investigation will be conducted by the IIS and this matter is 
being relegated to the NSLB for whatever action they deem 
appropriate. 

NSL VIO-515 
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Precedence: ROUTINE 

To : 

Date: 04/14/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Sect inn. TPIT. Pnom ¡LI 865 
Contact: CRS 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David DATE: 06-06-2007 
CLASSIFIED BY 65179 cmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-06-2032 

(U) 2 63-HQ-0-U - 425 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 1816 
OGC/lOB# 2006-0256 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

tu> 

Enclosure(s) 

Reference: (U) 
b 1 (U) 
b2 (S) 
b7E (S) 

(U) 

ssify 

2 78-HQ-C12 2 973 6-VIO Serial 1221 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

2 78-HQ-C122 973 6-VIO Serial 1279 
2 78-HO-C122 973 6-VIO Serial 1221 

Details: (U) Upon review of 
report of a potential IOB violation, T 

Division's captioned 
S did not find the matter 

indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A14877 2 0 serial 6). 

• • 

SECR 

NSL VIO-516 
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b2 
b7E 
b6 
b7C 
bl 

o2 
Ò7E 

Precedence: ROUTINE 

To : 

Date: 03/07/2006 

Counterintelligence 
Inspect ion 

Attn: 

Attn: 
Attn: 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact: AGC 

Approved By: Thomas Julie F 

Drafted By: 

bl 
b2 
b7E 

Case ID # ?7fl-HO-C1??97T6-VTO 
J J L ^ 

DATE: 06-06-2007 
CLASSIFIED BY 65179 dmh/kar/S 1 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-06-2032 

Eending) 

Title (U) 
K INTELLIGENCE OVERSIGHT BOARD 

MATTER 2006-257 

Synopsis :<VU I, i- the opinion of 
Counsel (OGC) that this matter must 
Intelligence Oversight Board (IOB). 
the necessary correspondence to the 

ALL INFORMATION CONTAINED 
HEREIN IS'UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

the Office of the General 
be reported to the 
OGC will prepare and deliver 
IOB. 

(U) Der 

Reference : J&C 
(S) 

issify On: 

2 78-HO-CI22 9736-VIO Serial 1201 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

Details 
the I 

(U) Xr Xhe referenced P!prfrnni r communication (EC)from 
_| Division , dated 02/16/2006, 

requested that OGC review cne LclCCS OE the captioned matter and 
determine whether it warrants reporting to the IOB. In our 
opinion, it does. Our analysis follows. 

SE^R^ST b6 
b7C 

NSL VIO-522 

01G/D0J REVIEW 
FBI INVESTIGATI 
OIG/DOJ INVESTIGATION 

i V i T ^ -



DECIASSIFÏED BY DIÛH/KSR!GC 1 
ON 06-06-2007 

March 8, 2006 

Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
New Executive Office Building - Room 5020 
Washington, D.C. 20503 

Dear Mr. Friedman: 

b2 
b7E 

This letter forwards for your information a self-explanatory 
enclosure entitled "Intelligence Oversight Board (IOB), 

Division, IOB Matter 2006-257." (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - 278-HQ-C1229736-VIO - 1 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIO-334 



ALI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE 

h 2 
b7E 

DATE: 06-06-2007 
CLASSIFIED BY 65179 dah/ksr/gcl 
REASON; 1.4 :fc) 
DECLASSIFY ON: 06-06-2032 

SEC 

SECïyST 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

DIVISION 
IOB MATTER 2006-257 (U) 

b?. 
b7E 

bl 
b2 
b7E 

b2 
b7E 

X ( U ) ne Division 
'FBI) reported a potpnnai: 

of the Federal 
IB involving a 

which, through 
Bureau of Investigation 
National Security Letter (NSL) requested by 
a transcription error, sought information about a teiepnone number 
belonging to a person who was not the subject of an FBI national 
security investigation. 

/ c \ 
had the phone number —Ü 

01/16/2006, the case agent directed the investigative support specialist 
(ISS) to draft an NSL requesting information regarding the snhiprt nhnrie 
number. The request had the subject telephone number as_ 
however, due to an administrative oversight, the NSL sent 
telephone company had the telephone number as 
agent's telephone extension in is 

io the 
The case 

^ On 02/10/2006, the case agent opened the NSL results and 
noticed the discrepancy in the telephone number. The case agent 
immediately notified his supervisor and put the original results in a 
sealed envelope for sequestration with the Chief Division Counsel (CDC). 
Nothing from the original NSL results was uploaded into the FBI computer 
systems, nor was any investigative action taken based on the NSL 
results. 

(U) Due to inadvertent typographical error, 
NSL results on a telephone number that was not associated with 
subject of an authorized investigation. However, due to the 
there was an unauthorized collection of presumed U.S. person 
information, the error is a reportable matter under Section 2.4 of 
Executive Order 12863. 

received 
the 

fact that 

De r i ved^dfetcrr^ G - 3 
Dee^rSssify on: 

SE^ET 

X 

_1_5L VIO-528 
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Precedence: ROUTINE 

To: General Counsel 

Date: 04/13/2006 

Attn: NSLB 

b6 
b7C 
b2 

b2 
b7E 

From: Inspect ion 
Internal Investigations Section. IPU. Room 11865 
Contact: UC 

Approved By: Miller David ffi 

Drafted By: 

Case ID #: (U) 2 78 -HQ-CI22 9736-VIO 

DATE: 06-12-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-12-2032 

(Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1862 ALL INFORMATION CONTAINED 
OGC / IOB# 2006-0257 HEREIN IS UNCLASSIFIED EXCEPT 

WHERE SHOWN OTHERWISE 
Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (Uj_ 
B I (S) 
b2 
b7E 

278-HQ-C122973 6-VIO Serial 1201 

278-HQ-C1229735-VIO Serial 1242 

Details: 
an EC from 
possible IOB error. 

ill) The Internal Investigations Section (IIS) received 
Division dated 2/16/2006, reporting a 

Based upon a review of the referenced EC 
is the IIS's opinion the matter described therein is not 
indicative of willful misconduct. Therefore, no internal 
investigation will be conducted by the IIS and this matter is 
being relegated to the NSLB for whatever action they deem 
appropriate. 

it 

• • 

NSL VIO-529 
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To : 

ROUTINE 
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Date: 04/14/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU. Room 1,1865 
Contact: CRS 

Approved By : 

Drafted By: 

Miller David r 

/ 

^ Case ID #: 

Title: (U) 

bl 
b2 
b7E 

(U) 263-HQ-0-U - 426 

DATE: 06-12-2007 
CLASSIFIED BY 65179 diih/ksr.'gcl 
PEASOH: 1.4 (cj 
DECLASSIFY ON: 06-12-2032 

(Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGtt 1862 
OGC/lOB# 2006-0257 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

. . ___ ALL INFORMATION CONTAINED 
(U) D e r i ^ e d - E s a i f t - - : 5 - 3 HEREIN IS UNCLASSIFIED EXCEPT 

Deiïlfl^STfyOnT-^XJL WHERE SHOWN OTHERWISE 

Enclosure(s) (U) 27 8-HQ-C122 973 6-VIO Serial 1201 

(S) 
(U) 

Reference: (U) 278-HQ-C1229736-VIO Serial 1201 

Ted. 2 /tì-H1J- U12 2 y / j b - V l u b e r ] 1242 

Details: (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6) . 

SECRET 

NSL VIO-530 
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b6 
b7C 
b2 
b7 E 
b7A 

Precedence: ROUTINE 

To: Inspection 

Counterintelligence 

Date : 03/16/2006 

Attn: 

Attn: 

Attn: 

Room 11865 
Internal Investigative Section 
CD 
CD 
SSA| 
SSA 

Room 43 71 
Room 9,677 

Rnnm 4 7 71 

From: Office of the General Counsel 
National P ^ R ^ H / P T T . T T H Q A I 
Contact: SSA 

Approved By: Thomas Julie F 

Drafted By: 

Case ID 

Title (U) 

DATE: 06-05-2007 
CLASSIFIED BY 65179 dmh/ksr/çrcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-05-2032 

2 7 8 - HQ - CI 2 2 97 3 6 - VIO '' (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB # 2006-259 

Synopsis ¡t^J^xT It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

ALL INFORMATION CONTAINED 
(U) Dei"±vecL_Er05U-* HEREIN IS UNCLASSIFIED EXCEPT 

Dec4«s"STfyOnT—XI- WHERE SHOWN OTHERWISE 

Referencbl ;7S-m-ri??Q7^-VTn g^-rial 1 2 1 0 
b7A (S) 

b7E 
By electronic communication (EC) dated February 9, 

reported a possible IOB violation in conjunction 2006, 
with an ongoing foreign counterintelligence investigation. 

S E ^ E T 
b6 
b7C 

NSL V IO-538 

T'/ 

01G/D0J REVIEW) 
FBI INVESTIGATI _ 
0IG/D0J INVESTlGÄffiF 

jmJjàt & 



DECLASSIFIED BY 65179 dah/ksr/çfcl 
ON: 06-05-2007 

March 16, 2006 

BY COURIER 

Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
New Executive Office Building - Room 5020 
Washington, D.C. 20503 

Dear Mr. Friedman: 

self-explanatory-
Matter, IOB # 

This letter forwards for your information a 
enclosure entitled "Intelligence Oversight Board 
2006-259." (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

be 
b7C 

1 
l 
1 
1 

Ms. Thomas 

- 278-HQ-C1229736-VIO 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIO-334 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE S E ^ E T 

DATE: 06-05-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-05-2032 

bl 
bó 
b7C 
b2 
b7 E 
b7A 

b4 
b7D 
b7A 

b4 
b7D 
bl 
b7A 

bl 
b7A 

b4 
b7D 
b2 
b7 E 
b7A 

INTELLIGENCE OVERSIGHT BOARD MATTER 
COUNTERINTELLIGENCE DIVISION 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS 
IOB MATTER 2005-259 

;s) On May 9, 2005,| jrequestedl through a 
National Security Letter (NSL), provide all local ana long distance toll 
billing records associated wi,th a subsyd_h£J^_af:count 

Instead 
for. 
provided. 

was provided toll records 
No other toll records were 

I 

¡S) Upon receiving the records from the case agent 
requested analytical assistance from the ('onnr.er i nr.e i iToence Division at 
FBIHQ. The records contained 

maae Dy 
analyzing the records. 

ine case ayent uiu hol eaten trie erroi— 
PH'1<51" Cb the request to FBIHQ for assistance in 

the case agent requested an 
Part of the extension 

reason cited in the extension request was the analysis of the phone 
records by FBIHQ. 

Although the 
by the case agent, it could 
collection had already 
and timely analysis of 
records to the Counterintelligence 

had incorrect 1v 
mistake of 

not have Deen remedied at 

forwarded the 
could 

wrong records to 
have been caught 
that point. The 

taken place. The case agent's desire for a quick 
the records caused the case agent to forward the 

Division at FBIHQ without noticing 
that the wrong records had been sent 

b2 Although the above facts technically constitute an example of 
an over-collection, the obtaining of the records was not the f^ult of 
the case agent. The over-collection issue can be rectified by 

(U) X This matter is being brought to the attention of the IOB for 
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Precedence: ROUTINE 

To: General Counsel 

Date : 04/13/2006 

Attn: NSLB 

b6 
b7C 
b2 

From: Inspection 
Internal Tnwgt-^nafiong q̂ r-t-ion —ffnnm ,11865 
Contact: UC 

Approved By: Miller David 

Drafted By: 

DATE: 06-05-2007 
CLASSIFIED BY 651'79 dmh/ksc/ggl 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-05-2032 

Case ID #: 

Title: (U) 

(U) 2 7 8- HQ-C122 973 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGft 1967 
OGC/IOB# 2006-0259 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

(U) X Di 
Dec! -fy 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

bl 
b7A 
b2 
b7E 

Reference: 

Details : 
an EC from 
IOB error. 

(U) 
(S) 
(U) 

oiQ-un-m n^on-^c \rm e^-i-,1 

2 ; jb-v io s e r i a l 

1210 

1281 

U) The Internal Investigations Section (IIS) received 
Division dated 2/9/2006, reporting a possible 

Based upon a review of the referenced EC it is the 
IIS's opinion the matter described therein is not indicative of 
willful misconduct. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

SECR. 

NSL VIO-546 
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Precedence : 

To : 

ROUTINE Date: 04/14/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal T m r o g H n a H n n g g p r - t - i ^ n 1J21I ffnnm 
Contact: CRS 

1865 

Approved By: Miller David I1 

Drafted By: 

DATE: 06-05-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-05-2032 

Case ID #: 

Title: (U) 

(U) 2 63-HQ-0-U - 428 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 1967 
OGC/lOB# 2006-0259 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

ALL INFORMATION CONTAINED 
De~rUATe«UgJCOm-p G - 3 HEREIN Jis UNCLASSIFIED EXCEPT 
DeoiaffsifyOn: WHERE SHOWN OTHERWISE 

(U))*( 

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1210 

Reference: (U) ^ P - H n - n ^ 0 7 K - u î n m r> (U) 
(S) 
(U) 2 78-HQ-C1229736-vio Serial 12 81 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, lib aid not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter 
was brought to our attention as required by the revisions 
mandated by National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A14 8 7 72 0 serial 6). 

• • 
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Attn: IIS, Room 11861 

Attn: NSLB, Room 7 97 5 

Drafted By 

DATE: 06-05-200? 
CLASSIFIED BY 65179 djoh/ksr/gcl 
EAS0N: 1.4 [c) 
ECLASSIFY ON: 06-05-2C32 

\ 
Mark leacras covered/ 
or close ca^e / 

Case ID 278-HQ-C1229736-VIO^ 

Title: (U) SA 
SSA 

Data 

Initials 

, U ÎJJ 

I N T E L L I G E N C E OVERSIGHT BOARD (IOB} "a 
( U ) 

Synopsis: To report possible IOB error. 

b2 
b7E 

(U) X 

c, . . . J • 

Details: 

Possible IOB Error: 

f̂Ŝ  The Attorney General's Guidelines Provision: Section V 
_Li_2J 

bl 
b6 
b7C 
a i A 

(U) 

(U) 

B I (S) 

4. Description of IOB Error: 
\ 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

The use ot an National Security Letter 

b6 
b7C 

(NSL) in conformity with 18 U.S.C. 2709, relating to subscriber 
,( '''ic Ti.ff. , j 

I SEbRJST K ) mi 

NSL VIO-550 



(U 1/26/1998) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE Date ; 3/29/06 

b6 
b7C 
b2 
b/E 

To: 
Counterterronsm 
Inspection 

Attn: 
Attn: 

Attn: 

SAC, CDC 

Internal Investigative 
Section, Room 11865 

b6 
b7C 

bl 
b2 
b7E 
b7A 

From: General Counsel 
Counterrorism Law Unit II/LX-1 3S100 

Drafted By: 

#:iU!}&( 278-HQ-C1229736-VIO Case ID 

Title: 
(U)' 

SA 
SS 1 
INTELLIGENCE OVERSIGHT BOARD MATTER, 
IOB 2006-214 

ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB)', but, rather, that a record of 
this decision should be maintained in the investigation control 
file for review by the Counsel to the IOB. 

Reference : (s; 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 6.1. 

b6 
b7C 

SECRET 
X OIG/DOJ REVIEW 

FBI INVESTIGA^ 
OIG/DOJIt" 

NSL V IO -554 

W> 

DATE: 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 04/27/2006 

Attn: NSLB 

Do 
b7C 
b2 

b2 
b7E 

From: Inspection 
Internal Investigations Section. IPU, Room 11865 
Contact: CRS 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED 
DATE 06-05-2007 BY 65179 daH/ksr/gcl 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 1526 
OGC/lOB# 2006-0214 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: 

Details: 

(U) 2 78-HQ-C122973 6- VIO Serial 1053 
278-HQ-C1229736-VIO Serial 1308 

(U) The Internal Investigations Section (IIS) received 
an EC from 
possible IÒB error. 

Division dated 12/1/2005, reporting a 
Based upon a review of the referenced EC 

is the IIS's opinion the incident described therein is not 
considered willful misconduct. Therefore, no internal 
investigation will be conducted by the IIS and this matter 
being relegated to the NSLB for whatever action they deem 
appropriate. 

it 

is 

NSL VIO-590 



(Rev. 01-3! -2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE Date: 05/01/2006 

Attn: SAC (Personal Attention) 

From: 
b6 
b/C 
b2 

Inspection 
Internal T m r o a H n a H A n g Sent-i on. T P U . Room 11865 
Contact: CRS 

Approved By: Miller David 

Drafted By: 
DECLASSIFIED BY 65179 dmh/ksE/gcl 
ON 06-05-2007 

b2 
b7F, 

Case ID #: 

Title: (U) 

(U) 263 -HQ-0-U - 436 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1526 
OGC/IOB# 2006-0214 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) Dertve4~E£am:;:r—G^3 
DeciSssifyOnT~^*i 

Enclosure (s) : (U) 278-HQ-C1229736-VIO Serial 1053 

Reference : (U) 278-HQ-C1229736-VIO Serial 1053 
2 7 8- HQ-C1229736-VIO Serial 1308 

Details: (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

NSL VIO-560 



(Rev 01-M-2003) 

fc2 
b-7 E 
b6 
b7C 

b2 
b7E 

a 2 
b7E 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

I T I R E 

Date: 10/27/2005 

Attn: NSLB 

Case ID #: (U) 278-HQ-C1229736-VIO - 1035 
(U) 278-|~Hc85270 (Pending) 

(Pending) 

Title : (U) POTENTIAL IOB MATTERS 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Synopsis: (U) To report a potential IOB matter to the Office of 
General Counsel, NSLB. 

(u) y*^ 
fssify On: 

Details: (S) The following information is provided for the 
Office of General Counsel, NSLB, on a potential IOB matter in the 

Resident Agency: Division, 

(S) 1. 

bl (S) 2 . 
b6 
b7C (U) 3 . 
b2 
b7 E (U) 4 . 

(U) 6 . 

(U) On 

File Number: 

Subject Name: 

US Person Status: Illegal Alien 

Date Case Converted from 272: 02/24/2004 

Statement of error: 

became aware of a 
potential IOB matter. Captioned matter was opened as [ 

1 investigation! On 10/7/20C(4\ the 3 
case agent submitted an electronic communication requesting 
conversion to a 31^] based on information derived from the 272 
investigation. This conversion electronic communication was not 
uploaded or sent to the file. The case, agent, believing he had 

- L L oi 
S c \AAAAjuC . 

iil^K 

SEfc^ET^ 

lôjjûb b6 b 7C 
NSL VIO-563 



(01/26/1998) 

^kïJCRET 

BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : 

b2 
b7E 
b & 
b7C 

Counterterrorism 
Inspect ion 

Date: 12/02/2005 

Attn: SAC 
CDC 

Attn: AD 
Attn: Internal Investigations 

Section (IIS) 

From: General Counsel 
National Security Law Branch/LX Crossing, Room 5S200 
Contact: 

Approved By : Thomas Julie F 

Drafted By: 

DATE: 06-05-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-05-2032 

/ : ' .• 
Case ID #: (U) 278-HQ-C1229736-VIO (Pending 

be 
b7c Title (U) SA 

SA 
INTELLIGENCE OVERSIGHT BOARD 
(IOB) MATTER 2006-207 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(U) Synopsis .,w< ̂ S ^ It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB) and to the Internal 
Investigations Section of the Inspection Division, FBIHQ. OGC 
will prepare and deliver the necessary correspondence to the IOB, 
Our analysis follows. 

(U) D E R T R Y E D _ F R O M ^ - - S ; R 3 
DeciassxiyOTrr—X^l 

SECRE RET\ 

b6 
b7C 0IG/D0J REVIEW 

FBI INVESTIGATI 
0IG/D0J INVESTlGAflOFF (S) NSL VIO-566 



DECLASSIFIED BY 65179 dmh/ksr/gcl 
ON 06-05-20Q7 

BY COURIER 

b2 
b7E 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, 

Field Office, IOB Matter 2006-207 (u; 

This LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection and/or laws, Executive Orders, or 
Presidential Directives which govern FBI foreign 
counterintelligence and international terrorism investigations. 
( U ) 

Enclosure 

b6 
b7C 

Ms. Thomas 
I 

278-HQ-C1229736-VIO 
Inspection Division (IOB 2006-207) 
Mr. Hulon 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

De 
issify on 

ET 

SjSB^a^ 

NSL VIO-334 



ALL I If FORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

INTELLI 
b2 
b^E 

SÎ^ÇR RET 

DATE: 06-08-2007 
CLASSIFIED BY 65179 dnh/ksr/ffcl 
REASON: 1.4 (c) 
DE C LAS SIFY ON: 06-08-2032 

;FMPF NVPPSTP.TJT BOARD (IOB) MATTER 
AFIELD OFFICE 

IOB MATTER 2006-207 (U) 

bl 
d6 
b7C 
b2 
b7E 

(S) 

(S) 

-(S)- Investigation of this IOB matter has determined that 

On 10/07/2003, case agent SA[ 
"ST 

an EC to his principal relief supervisor, SA 
the conversion of 

to 

Resident Acrencv ("RA") submitted 
request ing 

criminal investigation of 
J national security investigation. However, the 

conversion EC was neither uploaded into ACS nor sent to the Bureau file, 
and it was not approved by the 
(SAC) . 

Special Agent in Charge 
who received the Principal Relief Supervisor SA 

conversion request by Bureau Mail from the RA, was unaware that the 
SAC needed to approve the conversion and thus did not send 

the EC up the chain for approval. Nevertheless, SA |believed he 
had proper authority to conduct a 315 investigation, and on 10/21/2003, 
he submitted a National Security Letter ("NSL") for toll and billing 
records of the subject. The NSL was served and the results transmitted 
to by the delivering division on 01/06/2004. At this 
point, the case agent realized that the conversion of his investigation 
had not yet occurred, so he re-submitted the conversion EC on 
02/02/2004 . This EC, too, was never approved by the SAC. However, SA 

continued to investigate the subject under the 315 
classification 
inspection of 
on 10/28/2005, 
case 

2005 during an 

citing - it as 

The error was discovered on 
Iconducted by the Inspection Division. Still, 

submitted a rennest for an extension of this 
even though no. 

|had ever been properly initiâted. During the 
conducted this investigation as a 315 matter, no 

was 
period that SA 
notification of the conversion (which he assumed to have occurred) 
made to FBI Headquarters and no annual letterhead memorandum was 
submitted. In November 2005, following the submission of the potential 
IOB violation to the Office of the General Counsel, the Indianapolis 
Chief Division Counsel instructed S A | o n the proper means to 

NSL V I O - 3 3 4 



(Rev 01-?! -2003; 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 04/27/2006 

Attn: NSLB 

bfc. 
b7C 
b2 

b7E 

From: Inspection 
internal Investigations Section, IPU, Room 11865 
Contact: 

Approved By: 

Drafted By: 

/''case ID #: 

Title: (U) 

Miller David Ian 

(U) 2 7 8- HQ-CI22 97 3 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 1743 
OGC/IOB# 2006-0207 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 
Reference: (U) 2 7 8- HQ-C1229736-VIO Serial 1035 

2 78-HQ-C12 2 9736-VIO Serial 1175 

The Internal Investigations Section (IIS) received 
iDivision dated 10/27/2005, reporting a 

Details: (Uj 
an EC from [__ 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

NSL VIO-575 



(Rev. 01 31-200.1) 
SE^ET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7 E 
b6 
b7C 

b2 
b7 E 

Precedence: ROUTINE 

To : 

Date: 05/01/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
TnvpgH^.a^innR Section. IPU. Room 11865 

Contact : 

Approved By : 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ifarf' \ DECLASSIFIED BY 65179 dmh/ksr/gcl 
ON 06-05-2007 

(U) 263-HQ-0-U - 438 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 174 3 
OGC/IOBS 2006-0207 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(Ü) j, 

Enclosure(s): 

Reference : 

(U) 2 78-HQ-CI229736 -VIO Serial 1035 

(U) 2 78-HQ-CI229736-VIO Serial 1035 
2 78-HQ-CI229736-VIO Serial 1175 

Details : (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 

SE^RÎ-jT^ 

NSL VIO-576 



(Rev 01-31-2003) 

^¡ÎÇRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 12/19/2005" 

Attn: IIS 
Attn: NSLB 

From : 
Squad 14 
Contact: SA 

£ l 

Approved By : 

Drafted By: 

77 
DATE: 05-25-2007 
CLASSIFIED BY 65179 DMH/KSR/GCL 
REASON: 1.4 (C) 
DECLASSIFY ON: 05-25-2032 

b2 
b7E 
bö 
b7C 

bab 

Case ID #: (U) 278-HQ-C1229736-VIO 
(s) m 

Title: 

! Pending) 
ALL INFORMATION CONTAINED 

bl 
b2 

^ REPORT OF POSSIBLE IOB VIOLATION 

b7E 
HEREIN IS UNCLASSIFIED EXCEPT B 7 A 

b6 
b7C 

WHERE SHOWN. OTHERWISE 

( S ) Synopsis"P ^ 3 8 ^ EC 
committed by writer 

(U) 

to report a possible TOR vini at -inn 

-3 

bl 
b6 
b7C 
blA 

ïify 

(S) 
Details: A potential IOB violation occurred during 
investigation ofl 

bl 
b6 
b7C 
b7A 

(S) 

On 9/9/2005, a National Security Letter (NSL) 
was prepared by writer to obtain subscriber information for 

I 
(U) Results in compliance 

NSL were received on 10/11/2005 by 
documented in an EC dated 10/12/20cb 

with the aforementioned 

bl 
b2 
b7E 
b7D 
b6 
b7C 
blA 

SSU1 Unit and 
b2 
b7E 

SECRET 

Zfe 
zjjüj NSL V I O - 5 7 9 



(01/26/1948) 
S^fe^ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Attn: 

Date: 3/8/2006 

SA 
SA 
CDC 

b2 
blE 
b6 
b7C 

Inspection 

Counterintelligence 

Toni Mari Fogle 

SSA 
CD-jB 

From: Office of the General Counsel 
National Security Law Branch/CILU/Room 7975 
Contact 3 

Case in 278-HQ-C1229736-VIO 

( U ) 

DATE: 05-25-2007 
CLASSIFIED BY 65179 dmh/ksr/'gcl 
REASON: '1.4 =<C} 
DECLASSIFY ON: 05-25-2032 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Title : INTELLIGENCE OVERSIGHT BOARD MATTER 2006-231 

Synopsis: It is the opinion of 
Counsel ("OGC") that this matter must 
Intelligence Oversight Board ("IOB"). 
letter and a letter head memorandum t 
IOB. Our analysis follows. 

the Office of the General 
be reported to the 
OGC will prepare a cover 

o report this matter to the 

( U ) 
X ) 

(U) 
Reference: 278-Hp-CI??Q736-VTN Serial 1115 

(S) 
hi 
blA 
b2 
b7E SI^ET 

OICVDOJREVIEfc 
FBI INVESTIGATE. 
OIG/DOJINVESTIGATE 

•1 

NSL VIO-582 



DECLASSIFIED BY 6S179 dmh/li3E/gcl 
OH 05-25-2007 

March 8, 2006 

Mr. Stephen Friedman 
Chairman Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Friedman: 

This letter forwards for your information a self-explanatory 
enclosure entitled "Intelligence Oversight Board (IOB), Matter 
2006-231." (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and E'oreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - 278-HQ-C1229736-VIO 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIO-334 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

RET 

DATE: 05-25-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-25-2032 

INTELLIGENCE OVERSIGHT BOARD 
I I DIVISION 

;iOB) MATTER 

IOB MATTER 2006-231 (U) 
b2 
b7E 

b2 
b7E 

(u) ¡ X 
reported 

The 

(U) 

(S) 

(S) 

(S) 

Division of the Federal Bureau of Investigation has 
a possible violation in conjunction with an ongoing 

counterintelligence investigation. By electronic communication (EC) 
dated 12/19/2005 requested FBI Office of General Counsel review 
of this possible IOB error. The following facts are derived from thisb2 
EC. 

On 9/9/2005, FBI 

I 
(NTST.Ì l-n obtain gnhgrrihpr infnrmaHnn for| 

"prepared a National Security Letter 

^fcS^On 12/15/2005, FBI ^discovered that the original NSL 
dated 9/9/2005 inadvertently requested information for I-HP wr-onn 
telephone number./ 

b7 E 
bl 
b6 
b7C 
b7A 

b2 
b7E 
bl 
bo 
b7C 
b7A 

(U) 
FBI 

Trj this case, this matter must be reported to the IOB because 
az 
b7 E 

^requested information on a number that had no relevance to an 
ongoing investigation as required by statute. This error was compounded 
by the fact that the results from this NSL were documented in an EC and 
subsequently entered into the FBI's Telephone Applications database. 

(U) Based upon these facts, in accordance with the NSIG and the 
terms implementing the 

reporting requirements of Section 2.4 of EO 12863, it is our opinion 
that this error must be reported to the IOB. 

S E C R E T 3 

NSL VIO-334 



(Rev, 01-31-2003) . 

Sgb$ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 04/27/2006 

Attn: NSLB 

Ext. [ 

From: Inspection 
Internal Tnvyar.iaar.inns sPrf -i nn IPU, Room 1J.8 6 5 
Contact: CRS 

Approved By: 

Drafted By: kas-' 

Case ID #: 

Title: (U) 

(U) 278-HQ-C1229736 -VIO 

DATE: 06-12-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-12-2032 
(Pending) 

b2 
bo 
b7C 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1802 
OGC/lOB# 2006-0231 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

(U1 

Reference: (U) 
(S) 
(U) 

Dgcia^STfyOiTT XI 

2 7 8 - HO - CI ??97"36 -VTO S e r 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

al 1115 

¡¿78-HQ-C1229736-VIO Serial 1257 

b'l 
b2 
b7E 
b7A 

Details: (U) 
an EC fromQ 

The Internal Investigations Section (IIS) received 
]Division dated 12/19/2005, reporting a possible 

IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is indicative of a 
performance issue. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

b2 
b7E 

• • 

NSL VIO-334 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : 

Date: 05/01/2006 

Attn: SAC (Personal Attention) 

Inspection 
Internal Investigations Sect, i o n I P U , Room 11865 

Ext. I I 
From: 

Contact: CRS 

Approved By : 

Drafted By: 

Case ID #: 

b2 
b7E 
b6 

DECLASSIFIED BV 651.79 dnh/Hsr/gcl b7;: 
OH 05-29-2007 

(U) 2 63-HQ-0-U - 441 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 1802 
OGC/lOB# 2006-0231 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) x Deriv? 
De-oislfiify OnT" 

G-3 

Enclosure(s ) 

Reference : 

: (U) 2 7 8- HQ-CI229736-VIO Serial 1115 

(U) 2 78-HQ-CI22973 6-VIO Serial 1115 
278 -HQ-C1229736 -VIO Serial 1257 

Details: (U) Upon review of[_ Division's captioned report 
b2 
b7E 

of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

NSL VIO-590 



(Rev. 01-31-2003) 

(S) 

S^itB^ 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE Date : 02/02/2 00 6 

To: Inspection 
General Counsel 

Attn: 
Attn: 

IIS 
NSLB 

From: 
Squad 15 
Contact: SA 

Approved By: 

Drafted By: 

Case ID #: (U) 
(S) X 

Title: (U) 
(U) 

k./ ^ 

g a k ^ " 

DATE: 05-29-2007 
CLASSIFIED BY 65179 dah/ksr/gcl 
PEAS0H: 1.4 (cj 
DECLASSIFY ON: 05-29-2032 

b2 
b7E 
b6 
b7C 

Ibi 
?7R-Hn-n97Q7^fi-VTn ' LEending) 

bl 
b2 
b7E 
b7A 

b6 
b7C 

REPORT OF POSSIBLE IOB VIOLATION 

Synopsis: f̂cSĉ  EC to renort a nngc-ihip Top violation committed 
by writer fn 

( U ) 

bl 
b6 
b7C 
b7A 

X 
(DI 

Dern 
Detrtîssify On: 

-3 ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Administrative : M The following information is FISA-derived 
and singular in nature. No dissemination is to be made outside 
of the FBI of any information provided by the source without 
close coordination with the 

b2 
b7 E 

Dol-a-i 1 o . 12. T 
division. 

b6 
b7C 

U.t f i r-
XHiliJ^ 

J 
jfìj j/SÉpbjST 

. U-4-

bl 
b6 
b7C 
b7A 
b2 
b7E 
b7D 

NSL 
VIO-593 



(01/20/1998) 
SE^ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : 

Date: 3/07/06 

Attn: SAC, CDC 

From: General Counsel 
National Security Affairs/Room 7947 
Contact: Julie F. Thomas 

DATE: 05-29-2007 
Approved By: Thomas , T M H P F CLASSIFIED BY 65179 dmh/ksr/gcl 

REASON: 1.4 (c) 
DECLASSIFY ON: 05-29-2032 

b2 
b7E 
b6 
b7C 

(U) 
(S) 

278-HO-C1229736-VIO I :3 / 

bl 
b2 
b7 E 
b7A 

Drafted By: 

Case ID #: 

Title: POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-244 

!U) V / 
Synopsis: ĵ sŜ  It is the opinion of the Office of the General 
Counsel (OGC) that no error was committed in this matter, and 
therefore nothing need be reported to the IOB. A record of this 
decision should be maintained in the investigation control file 
for review by the Counsel to the IOB. 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE; SHOWN 'OTHEftiiSE bl 

b2 
(U) 278-HO-C12297 3 6-VTO serial 1157 b7E 
(S) b 7 A 

:u 
D©oi«SsifyOnl XI-

Reference: 

Details: IS. bl 
b6 
b7C 
b2 
b7 E 
b7D 
b7A 

S^ÇET 
1 0IG/D0JI 

FBI INVESTtëATtâfé^ 77 

OIG/DOJ INVESTIGATE ^ 
I ; i NSL 

VIO-596 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : 

Date: 05/01/2006 

Attn: SAC (Personal Attention) 

Inspect ion 
Internal Investigations Section. IPU.Room 118 6 5 

From: 

Contact 

Approved By: 

Drafted By: 

/ Case ID #: 

Title: (U) 

CRS ] Ext. 
b2 
b7E 
bG 
b7C 

---1 DECLASSIFIED BY 65179 dmh/ksr/gcl 
ON 05-29-2007 

/ (U) 2 63-HQ-0-U - 442 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1806 
0GC/I0B# 2006-0244 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) i X 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1157 

Der^rve^U-Eço^j--—-S 
DeclaeffirïyOHi— 

Reference : (U) 278-HQ-C122 973 6-VIO Serial 1157 
27 8- HQ-CI229736-VIO Serial 1231 b2 

b7E 
(U) Upon review of Division's captioned report Details 

of a potential IOB violation' IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A14 87720 serial 6). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

NSL 
VIO-601 



(01/26/1 y-/8) 

S ^ R E T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 3/24/06 

To: Director's Office 

inspection Attn : IIS 

Attn: CDC 
b2 
b7E 
b6 
b7C 

From: General Counsel 
National Security Affairs/Room 7947 
Contact: Julie F. Thomas 

Approved By : Thomas Julie F 

Drafted By: 

Case ID X ) 
(S)> 

DATE: 05-29-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASOH: 1.4 (c) 
DECLASSIFY OH: 05-29-2032 

bl 
b2 
b7E 
b7A 

Title: (U) POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
/ X 2006-227 tU1 \/ 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that the above-referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

ALL INFORMATION CONTAINED 
(U) Der£vëd~-f£an-^T^G-3 HEREIN IS UNCLASSIFIED EXCEPT 

D©oiaisifyOn >~~-Xl WHERE SHOWN OTHERWISE 
(U) W Reference: Cßjf 278-HQ-C1229736 Serial 2526. 

Detail As noted in the electronic communication (EC), this 
matter ha? arisen as a result of a National Security Letter (NSL) 
issued by J in a full field counterintelligence 
investigation. 

RET 
OIG/DOJREVOfr 

b6 
b7C 

b2 
b7E 

FBI i n v e s t i g a - ^ Z H 
DATE:. 4 - r m 

OIG/DOJ INVESTIGATION;. 
NSL 
VIO-608 



DECLASSIFIED BY 6:5179 dnh/kgr/gcl 
ON 05-29-2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
( IOB) Matter, IOB 2006 227 (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - 278-HQ-C1229736-VIO - (">iU 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

PiT I il I li I li inn Tfi'1,1 i I il I 'I I ili I iT I 
D e c - 1 f \ r M J 'in i-L 

NSL 
VIO-612 



INTELLIGENCE OVERSIGHT BOARD (IOB) 
FIELD OFFICE 

MATTER 

(U) IOB MATTER 2006-227 (S) (g) 
b2 
b7E 

The 

(S) 
of Investigation has reportec 
resoon.se to a MRtinnal Merari 

Field Office of the Federal Bureau 
an error in coninnct i nn h/i r- h a 
y Letter (NSL! 
pursuant to tiU NSL. did not bl 

b7D 
b2 
b7E 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

SECRET 

^EbRE1] 

NSL 
VIO-614 



(Kcv. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 05/11/2006 

To: General Counsel Attn: NSLB 

From: Inspection 
Internal Investigations Section. IPU, Room jl865 
Contact: CRS Ext. 

Approved By: 
b6 
b7C 
b2 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2118 
0GC/I0B# 2006-0227 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736 Serial 2526 
2 7 8- HQ-CI22973 6- VIO Serial 1315 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from Baltimore Division dated 10/26/2005, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is not 
indicative of willful misconduct. Therefore, no internal 
investigation will be conducted by the IIS and this matter is 
being relegated to the NSLB for whatever action they deem 
appropriate. 

NSL 
VIO-615 



(Rev 01-31-2003) 
SE^tET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date: 05/ll/200€ 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 11865 
Contact: CRS I I Ext. | 

Approved By: 

Drafted By: 

Case ID #: 

b2 
b7E 
b6 
b7C 

[ JKL 

Title : (U) 

(U) 263-HQ - 0 - U-HSo (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2118 
OGC/IOB# 2006-0227 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

( U ) X 
Dje®±aS¥îfyOnT— 

Enclosure(s) 

Reference : 

(S) 
(U) 278-HQ-C1229736 Serial 2526 

(S) 
(U) 
(U) 
(S) 

¡¿yU-Hü-L'my/Jfe üerial '2b2b 
?7fl-Hn-n7707^-VTn nit; 

bl 
b2 
b7E 
b7A 

Details: (U) Upon review of£ ] Division1s captioned b2 
report of a potential IOB violation, IIS did not find the matter b7E 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6) . 

S^a^ET 

NSL 
VIO-616 



(Re. ,1-31-200.1) 

SEÔJ^T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE y 
To: Inspection 

General Counsel 

(0b-28o) 
Date: 03/27/2006 

Attn: IIS 
Attn: NSLB 

From : 
Chief Division Pniinsp' 
Contact : 

Approved By : 

Drafted By: 
'Jy J 

Case ID ti : (S) 
(U) ̂  (Pending) ! 

Title: 

b2 
b7E 

DATE: 05-29-2007 b 6 
CLASSIFIED BY 65179 dnh/Jisr/çrel b 7 c 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-29-2032 

bl 
b2 
b7E 
b7A 

(U) 

: ( U ) X POSSIBLE INTELLIGENCE OVERSIGHT 30ARD MATTER, (IOB) 
SSJH B 6 Din b 7 c 

Synopsis: NSL directed at incorrect telephone number. 

(S) )*() 
DejiLas^ifyOnl XL 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Details (S) 

i M 

bl 

bl 
b7A 

IS, 

S CJJUJXsjC 

CR-
1 <!l?- C'è 

SE^E1] 

bl 
b6 
b7C 
b7D 
b7A 

b6 
b7C .. .. I 

< t 

NSL 
VIO-619 



DECLASSIFIED BY 65179 dmh/ksr^gcl 
ON 05-29-2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17Lh Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-280 . (U) 

J 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
( U ) 

Enclosure 

¡-¿'h 1 - 278-HQ-C1229736-VIO-- I 
UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

Dgfflas^ifyOnT— 

NSL 
VIO-627 



ALL INFÛRHÀTION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(S) 

DATE: 05-29-2007 
CLASSIFIED BY 65179 dmhAsr/çrcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-29-2032 

TNTFT.T.TnflNrR n v F R g m n T BOARD (IOB) MATTER 
• IELD OFFICE 

IOB MATTER 2006-280(U) 
b2 
b7E 

LSI/" 
bl 
b2 
b7E 
b7A 

On February 2, 2006, 
an FBI case agent 

forwarded an email to an FBI investigative support specialist 
(ISS) asking the ISS to create National Security Letters (NSL) 
for two telephone numbers that were associated with the subject 
of the investigation. On February 13, 2006, the ISS created NSLs 
for the two telephone numbers. Due to an inadvertent error, 
however, one of the telephone numbers was erroneously 
transcribed. Thn m^t—with, the erroneous telephone number was bl 

b7D 

(U> X Due to the incorrect number stated in the NSL, the 
FBI received telephone toll billing records pertaining to a 
telephone number that was neither under investigation nor related 
to an investigation. The error was discovered upon receipt of 
the information, and the records were neither reviewed nor used 
for any investigative purpose. Despite the inadvertent nature of 
the mistake, the fact remains that information was improperly 
collected on a telephone number unrelated to an investigation. 
The overcollection was a violation of Section V.12. of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection.1 Thus, the 
matter is being reported to the IOB. 

SE^^ST 

-(U) 

•X 
Section V.12. authorizes use of National Security 

Letters in conformity with 18 U.S.C. § 2709 (relating to 
subscriber information, toll billing records, and electronic 
communication transactional records). The statute requires that 
information sought is relevant to an authorized national security 
investigation. 

NSL 
VIO-629 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To: General Counsel 

Date ; 

Attn: NSLB 

05/15/2006 

Inspect ion 
Internal Tnvppt i aat i nns ŝ t--i on _ IPU, _ Room 118 6 5 

Ext. 

From: 

Contact: CRS 

Approved By : 

Drafted By: 

b2 
b6 

ALL INFORMATION CONTAINED b 7 c 
HEREIN 13 UNCLASSIFIED 
DATE 05-29-2007 BY 65179 dmh/ltsr/gcl 

Case ID #: 

Title: (U) 

(U) 2 7 8- HQ-CI22 973 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2022 
OGC/IOB# 2006-0280 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736 Serial 2540 
278-HQ-C122 973 6-VIO Serial 1346 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from |Division dated 03/27/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

• • 

NSL 
VIO-630 



(Rev. 01-31-200Ì) ^ ^ 

Sjï&KÎÎ̂  
FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To : 

ROUTINE 

Attn: 

Date: 05/15/2006 

SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU. .EHQULJL,!865 
Contact: CRS ]Ext. 

b2 
b7 E 
b6 
b7C 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

DECLASSIFIED BY 65179 (IMH/LTSR/GCL 
ON 05-29-2007 

(U) 263 -HQ-0-U - 454 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2022 
OGC/lOB# 2006-0280 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) X JsTfy On: 

Enclosure (s) : (U) 278-HQ-C1229736 Serial 2540 

Reference : (U) 278 -HQ-C1229736 Serial 2540 
278-HQ-C1229736-VIO Serial 1346 

Details: (U) Upon review of Division's captioned 
b2 
b7E 

report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

NSL 
VIO-631 



(Rev 01 -ì1-2003) 

SÇP&JST 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date: 05/19/2006 

Attn: SSA! 
SA 

Counterintel1igence 

Inspect ion 

Attn: CD-2C, SSA 

Attn: IIS, CRS 

From: Office of the General Counsel 
N S L B / CI LU / R o orruiili 
Contact: AGC 

b2 
b7E 
b6 
b7C 

Approved By : Thomas Julie 

Drafted By: 
iU) W Case ID #: 

Title: J S ^ 

278-HQ-C122 97 36-VIO 

( U ) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-287 

DATE: 05-29-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-29-2032 

Pending) / /'"/ 
ALL INF0RHATI®!. CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Synopsis: It: is the opinion of the Office of the General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

Administrative This electronic communication (EC) contains 
information from the following documents: (1) a copy of the 
National Security Letter (NSL) dated 10/25/2005; (2) a copy of 

Í Field the EC dated 10/25/2005 forwarding the NSL to the 
Division to be served on the carrier; (3) a copy r»f the fp Hai-oH 
02/01/2006 delivering the, results of the NSL to the 
Field Office 
03/13/2006 frbm 
matter. 

and (4) a copy of the EC dated 
to OGC reporting a potential IOB 

b2 
b7E 
bl 

Reference : (S) 

( U ) Derive* 
DôeieTssify On : 

SECRET 

G-3 
0IG/D0J REVIEW: 
FBI INVESTIGATE 
0IG/D0J INVESTIGATION: 

' / , ! 
ì ' 

NSL 
VIO-637 



(Rev-01-31-2003) 
SJTCRET//20310605 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: I 

ROUTINE Date: 06/05/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU. Room 11865 
Contact: CRSI Ext. 

b2 
b7E 
b6 
b7C 

Approved By: 

Drafted By: 

/Case ID #: 

k^s 

Title: (U) 

(U) 2 63-HQ-0-U Serial 459 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGft 2060 
OGC/IOBtt 2006-0287 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) DèFÎVBd-jFçom,_j===G—3r~"" 
Dee£assTïïTonT 2ÛTnrfrô5— 

Enclosure(s): 

Reference : (S) 
(U) 

bl 
b2 
b7E 

27 ti-HO-Ciy736-ViU Serial 1254 b2 
b7E 

Details: (U) Upon review of [Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter 
was brought to our attention as required by the revisions 
mandated by National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487 72 0 serial 6) . 

SÉpÇET//20310605 

NSL 
VIO-643 



(Rev. 01-31-2003) 

se£i(et//noforn 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE 

Counterterrorism 

Inspection 

Attn: 

Attn: 

Attn: 

Date: 4/26/2006 

SAC 

ITOS I/CONUS 1/Team 3 

Internal Investigative Section 

b2 
b7E 
b6 
b7C 

Attn : Room 11865 

From: General Counsel 
National Security Law Branch/CTLU 1/LX-l 3S-100 
Contact: 

Approved By : Thomas Julie F 

jkf 

DATE: 05-29-2007 
CLASSIFIED BY 65179 dioh/ksr/çcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-29-2032 

Drafted By: | 

Case ID 276-HQ-C1229736-VIO - 1360 

Title: (U) 

(U) 

Intelligence Oversight Board 
(IOB) Matter 2006-283 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that the above referenced matter need not be reported 
to the Intelligence Oversight Board (IOB). Our analysis follows. 

(U> X 

(U| 
Reference : 

Derivi 
sTify On: 

? 7 R - H n - n 7 9 Q 7 7 6 - V T n qarial 1 9 ^ f Ppt^H i n r j ) 

(S) 

bl 
b2 
b7E 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the document 
in Corel WordPerfect. 

(U) x / Detail-. By electronic communication (EC) dated March 24. 
b2 
b7E 

2006 and referenced above, the Division 
reported to the Counterterrorism Division and the Office of the 
General Counsel's National Security Law Branch (NSLB) this 
potential IOB matter. 

b6 
b7C 

JIG/DOJ REVIEW: 
FBI INVESTIGATE 

DATE: **// 

ïÈ^fef;T/ /NOFORroiG/DOJ INVESTIGATION:, 

NSL 
VIO-654 



(Rev. 01-31-2003) 
SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 06/05/2006 

Attn: NSLB 

Ext.[ ] 
From: Inspection 

Internal Investigations Section IPU._ Room 11865 
Contact: CRS 

Approved By: 

Drafted By: 

b6 
b7C 
b2 

DATE: 05-29-200? 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-29-2032 

Case ID #: 

Title: (U) 

(U) 2 7 8 -HQ-CI22 97 3 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2123 
OGC/lOB# 2006-0283 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 

fiisxfy On: 
(U) 

WHERE SHOWN OTHERWISE 

Reference: (S) 
(U) 
(S) 
(U) 
(U) 

¡¿VH-HO-t:i229V3g-VIO 5eria 1255 

1305 

bl 
b2 
b7E 

<!/8-ny-Li^yjJb-viu fatJl'ldl 
278 -HQ-C1229736-VIO Serial 1360 

Details: (U) 
an EC from 

The Internal Investigations Section (IIS) received 
J Division dated 03/24/2006, reporting a 

possible IOB error. Based upon a review of the referenced EC, 
it is the IIS's opinion the matter described therein is not 
indicative of willful misconduct. Therefore, no internal 
investigation will be conducted by the IIS and this matter is 
being relegated to the NSLB for whatever action they deem 
appropriate. 

b2 
b7E 

S^ftET 

NSL 
VIO-659 



(Rev. 01 -3 ! -2003) 
£T§bRET//20310605 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To: L 
Counterterrorism 

Date: 06/05/2006 

Attn: SAC (Personal Attention) 
Attn: AD (Personal Attention) 

From: Inspection 
Internal T ™ p ° H n : ) H r " 1 ° C O ^ N ^ N _TPTT Room 11865 

b2 
b7E 
b6 
b7C 

Contact: CRS 

Approved By: 

Drafted By: 

Case ID #: 

Ext. 

l̂ as 

DATE: 05-30-2007 
CLASSIFIED BY 65179 dnh/ksr/gcl 
PEASOB: 1.4 (c) 
DECLASSIFY OH: 05-30-2032 

(U) 263-HQ-0-U Serial 461 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2123 
OGC/IOB# 2006-0283 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

DeciersSTîyOnT 2^3-1— 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Enclosure(s): 

Reference : (S) 
(U) 
(S) 
(U) 
(U) 

(U) 278 -HQ-CI229736 -VIO Serial 1255 

I I 
1255 bl 

b2 
b7E 

2/B-HU-L'122y/J6-VIU ¡aerial 1305 
278-HQ-C1229736-VIO Serial 1360 

Details: (U) Upon review of Division's captioned 
report of a potential IOB violation,ÏÏS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 

3E^feET//203 10605 

b2 
b7E 

NSL 
VIO-660 



(Rev. 01-31-2003) 

SjpB̂ CRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE Date: 05/05/2006 

Counter intelligence 

Inspect ion 

Attn: 

Attn: 

Attn: 

SSA| 
SA 

CD-2B, SSA 

iis, CRS£ 
From: Office of the General Counsel 

N S LB / CILU / Room_LM_Z_ 
Contact: AGC 

b2 
b7E 
b6 
b7C 

Approved By: 

Drafted By: 
(U 

Case ID #. 

Title 

Thorns .Tnl ip F DATE: 05-30-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-30-2032 

278-HQ-C1229736-VIO (Pending)' < J / 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-289 

<U) 
Synopsis: ji^C It is the opinion of the Office of the General Counsel 
(OGC) that this matter must be reported to the Intelligence Oversight 
Board (IOB). OGC will prepare and deliver the necessary 
correspondence to the IOB. 

ALL INFORMATION CONTAINED 
:u: Dertved-JEEgm-H—13^3 HEREIN IS UNCLASSIFIED EXCEPT 

WHERE.SHOWN OTHERWISE DZ 

(S) Referenr1^: 
( U ) 

Details: By electronic communication (EC) dated 03/29/2006, the 

b7E 
b7A 

1 F Ì 
the 
Field Office 

tne FacITs-^ the captioned 
requested that OGC review 

matter ana aete'rmine whether it warrants b7E reporting to the IOB.1 In our opinion, it does. Our analysis 
follows. 

(U) 1 EC from I" 
titled "SSA 
Division; IOB." 

TÄ 
to OGC dated 03/29/2006 and 

b2 
b7E 
b6 
b7C 

b6 
b7C 

0IG/D0J REVIEW: 
FBI INVESTIGATE 

0IG/D0J INVESTIGATION: 

DATE: 
Sl 

NSL 
VIO-666 



DECLASSIFIED BY 65179 dmfc/ksr/gcl 
ON 05-30-2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 502 0 9 
New Executive Office Building 
725 17U: Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-289." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
( U ) 

Enclosure 

1 - 278-HQ-C1229736-VIO -/37f 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL 
VIO-670 



ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 06-12-2007 
CLASSIFIED BY 65179 dmh/ksr/gel 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-12-2032 

TNTFT.T.TGF.NCF, OVF.RSTGh 

IÖB MATTER 

I T BOARD ( IOB ) 
FIELD OFFICE 
006-289 (U) 

MATTER b2 
b7E 

(S) By electronic communication dated March 
the Federal Bureau of Investigation ( FBI 
Office reported that, on November 23, 200T) the FBI submitted 
National Security Letter (NST.1 seeki nn _te • ephone toll billing 
records of 

29, 2006, 
]Field 

a 

error, m e 
transcribed. 
opened and it 
records. The 
review. 

telephone numDer on the NSL 
On February 4, 20C5, the 
was determined that they 
telephone records were destroyed without 

Due to a typographical 
was erroneously 
telephone records were 
were not the target's 

further 

b2 
b7E 
bl 
b7D 

Due to the incorrect number stated in the NSL, the 
FBI received telephone toll billing records pertaining to a 
telephone number that was neither under investigation nor related 
to an investigation. The error was discovered upon receipt of 
the information, and the records were neither reviewed nor used 
for any investigative purpose. Despite the inadvertent nature of 
the mistake, the fact remains that information was improperly 
collected on a telephone number unrelated to an investigation. 
The overcollection was a violation of Section V.12. of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection.1 Thus, the 
matter is being reported to the 105. 

^ jf&C Section V.12. authorizes use of National Security 
Letters in conformity with 18 U.S.C. § 2709 (relating to 
subscriber information, toll billing records, and electronic 
communication transactional records). The statute requires that 
information sought, is relevant to an authorized national security 
investigation. 

S|Î6RET 

NSL 
VIO-672 

-1-



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence; ROUTINE Date : 06/05/2006 

To: General Counsel Attn: NSLB 

From: Inspection 
Internal 
Contact : 

Investigations 
CRS 

Section. IPU, 
Ext . 

_R£>om_ll865 

b2 
b7E 
bó 
b7C 

Approved By: 

Drafted By: 

Case ID #: (U) 2 7 8 -HQ-C1229736-VIO 

AIL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-30-2007 BY 65179 dioh/ksc/gcl 

(Pending) 

Title: !U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2063 
OGC/IOB# 2006-0289 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-CI229736-VIO Serial 1289 
2 7 8- HQ-C1229736-VIO Serial 1373 

Details: 
an EC from[ 
possible IOB 
is the IIS's 
of a 

(U) The Internal Investigations Section (IIS) received 
]Division dated 03/29/2006, reporting a 

error. Based upon a review of the referenced EC it 
opinion the matter described therein is indicative 

performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

• • 

NSL 
VIO-673 



S£CRAT7T20'JÎUBW 
FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE 

Attn: SAC 

Date: 06/05/2006 

[Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU, Room 11865 
Contact: CRS Ext. 

b2 
b7E 
b6 
b7C 

/ 

Approved By: 

Drafted By: 

Case ID #: 

DECLASSIFIED BY 65179 dmh/kst/gcl 
OH 05-30-2007 

Has 

Title: (U) 

(U) 263 -HQ-0 -U Serial 463 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2063 
0GC/I0B# 2006-0289 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U> 

(U) 2 7 8- HQ-C1229736-VIO Serial 1289 

278-HQ-CI229736-VI0 Serial 1289 
278-HQ-C1229736-VIO Serial 1373 

Enclosure(s) 

Reference: (U) 

Details: (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 
• • 

SECR 10605 

b2 
b7E 

NSL 
VIO-674 



(01/26/1998) 

S«0RET//NOFORN, ORCON 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/17/2006 

To: 
Inspection 

Counterterrorism 

Attn: 
Attn: 

Attn: 

SAC, CDC 
T nterna 1 T n ^ n p r t i n n Section, 

Room 
11865 
AD 

From: General Counsel 
National Security Law Rranch 
Contact: 

Approved By: Thomas Julie F 

Drafted By 

Case ID # 

DATE: <05-30-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-30-2032 

(U) 
(U) 

278-HQ-C1229736-VIO 
278-OM-C4 538 6 - 107 

1317 
bl 
b2 
b7E 

Title :(U>ÌX^ SSA 

(U) M 

(U) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB MATTER 2006-24 0 

ALL INFORMATION CONTAINED 
Derivad^ From HEREIN IS UNCLASSIFIED EXCEPT 

WHERE SHOWN OTHERWISE De y ÖnT L-l 

Synopsis. It is the opinion of the Officc of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB), and to the Inspection 
Division, FBIHQ. OGC will prepare and deliver the necessary 
correspondence to the IOB. Our analysis follows. 

R e f e r e n c e (U) 278-HQ-C1229736-VIO Serial 1145 
(U) Details: 1Wf As discussed in the Electronic Communication 

dated January 25, 2006 referenced above, thel [Division 
(Omaha) requested that OGC review a set of facts to determine 

Ì W R E T Z / N O F O R N , O R C O N 

b6 
b7C 

OIG/DOJ REVIEW: 
FBI INVESTIGATE 

b2 
b7E 
b6 
b7C 

b6 
b7C 
b2 

;EC) 
b2 
b7E 

DATE: -X? 
"t>v 

OIG/DOJ INVESTIGATION:. 
NSL 
VIO-683 



DECLASSIFIED BY 6S179 dmh/ksr/gcl 
ON 05-30-2007 

BY COURIER 

Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, 
Seattle Division, IOB Matter 2006-240." (U) 

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Inspection Division. (U) 

Enclosure 

1 - Mr. Hulon 
1 - 278-HQ-C1229736-VIO - 1318 
1 - Inspection Division (IOB 2006-240) 
1 " b2 

UNCLASSIFIED WHEN DETACHED 
FROM CLASSIFIED ENCLOSURE 

NSL 
VIO-689 



ALL INFOPHATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
(Rev 01-3 WHERE SHOWN OTHERWISE 

DATE: 05-30-2007 
CLASSIFIED BY 65179 ctoh/ltSE/ÇfCl 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-30-2032 

TNTFT.T.TnRNPF. OVFRÇ T f̂ HT BOARD (IOB) MATTER 
)I VI S ION b2 

b7E IOB MATTER 2006-240(U) 

bl 
b2 
b7E 
b6 
b7C 

) The Attorney General's Guidelines for FBI National 
Security Investigations and Foreign Intelligence Collection state 
that electronic surveillance may be conducted in conformity with 
the procedures contained in the Foreign Intelligence Surveillance 
Act (FISA), Title III of the Omnibus Crime Control Act [as 
amended by the Electronic Communications Privacy Act] or 
Executive Order 12333 Section 2.5. The electronic surveillance 
was therefore not conducted in conformity with any of those laws. 
The collection has been sequestered in | | and will be 
ultimately sent to OIPR for sequestration-: The matter also has 
been reported he FBI's Inspection Division for action deemed b2 
appropriate. 

(U) 
b7E 

SECRET 

NSL 
VIO-691 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 06/05/2006 

Attn: NSLB 

From: Inspection 
Internal Investigations Section. IPU, Room 11865 
Contact: 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

UC Ext. 9284 
b6 
b7C 

k a s 

(U) 2 78-HQ-C12 2 9736-VIO 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-30-2007 BY 65179 dah/kgr/gcl 

[Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2217 
OGC/IOB# 2006-0240 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 78-HQ-C12 2 973 6-VIO Serial 1145 
278-HQ-C1229736-VIO Serial 1317 

The Internal Investigations Section (IIS) received 
Division dated 01/25/2006, reporting a possible 

B a s e d upon a review of the referenced EC it is the 

Details: (U) 
an EC from 
IOB error. 
IIS's opinion the matter described therein is not indicative of 
willful misconduct. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

b2 
b7E 

• • 

NSL 
VIO-692 



(Rev 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : 

Date: 06/05/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU, Room 1/136 5 
Contact: CRS 

Approved By : 

Drafted By: 

V Case ID #: 

Ext. 

DECLASSIFIED BY 65179 daii/ksr/gcl 
OH 05-30-2007 

b2 
b7E 
b6 
b7C 

cas 

(U) 2 63-HQ-0-U Serial 465 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2217 
OGC/IOB# 2006-0240 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) 
DesXa^rrfyOn: ~2^1XL105 

Enclosure (s) : (U) 278-HQ-C1229736-VIO Serial 1145 

Reference : 

Details : 

(U) 2 7 8-HQ-C12297 36-VIO Serial 1145 
2 78-HQ-C1229736-VIO Serial 1317 

(U) Upon review of[_ ] Division's captioned report of 
b2 
b7E 

a potential IOB violation, IIS did not find the matter indicative 
of willful misconduct. IIS only addresses allegations where 
deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-Al487 72 0 serial 6) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

NSL 
VIO-693 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 

(Rev. 01-31-2003) where SHOW OTHERWISE 

DATE: 05-30-200? 
CLASSIFIED BY 65179/dmh/li3r/ca)t 
REASON: 1.4 <c) 

DECLASSIFY ON: 05-30-2032 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

(V) 

m 

(ü) 

b2 
b7E 

Precedence : 

To: 

ROUTINE Date: 05/22/2006 

Attn: ss4 
SA 

Counterintelligence 

Inspection 
Attn: CD-2C, SSA 

Attn: IIS, CRS 
From: Office of the General Counsel 

NSLB/CILtJ/Room 7947 
Contact : AGC 

Approved By: Thomas Julie F 

Drafted By: 

Case ID #: 278-HQ-C1229736-VIO - 1382 (Pending) 

Title: INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-286 

Synopsis: féj It is the opinion of the Office of the General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

Administrative: This electronic communication (EC) contains 
information from the following documents: (1) a copy of the 
National Security Letter (NSL) dated 12/07/2005: (2) a cpov of 
the EC dated 12/07/2005 forwarding the NSL to 
Division to be served on the carrier; (3) 
12/21/2005 delivering the results of the NSL to 
Field Office III and (4) a copy of the EC dated 
02/10/2006 frtJTTT 
matter. 

Reference : (S ) 

Field 
a r̂vpy nf fho PP 

to OGC reporting a potential IOB 
bl 
b2 
b7 E 

( U ) Deri^adFrœ&^-'f G-3 
Declas sJ^Con : 2 5X1 

SEfötäT 
OIG/DOJ REVIEW 
FBI INVESTIGATI^ 

OIG/DOJINVESTIGATION 

NSL 
VIO-708 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-30-2007 BY 65179/dffih/JisE/cali 

(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 
b2 

b2 
b7E 

Precedence: ROUTINE 

To: General Counsel 

Date: 07/24/2006 

Attn: NSLB 

From: Inspection 
Internal Investigations S e c t i o n TPTT i?nnm ^ 0 4 1 
Contact: CRS 

c 
Approved By: Miller David IanfrÙU "E^T 

Drafted By: 

Case ID #: (U) 278-HQ-CI22 9736-VIO (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING« 2 03 0 
OGC/lOB# 2006-0286 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1261 
2 78-HQ-C122973 6-VIO Serial 1382 

m i The Internal Investigations Section (IIS) received 
| Division dated 02/10/2006, reporting a 

Details: 
an EC froir 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

NSL 
VIO-712 



(Rev. 01-31-2003) 

S E C R È Ì 5 ^ S A 3 1 0 7 2 4 

FEDERAL BUREAU OF INVESTIGATION 
Precedence : ROUTINE 

To: 

Date : 07/24/2006 

counterintelligence 
Attn: SAC (Personal Attention) 
Attn: CD-2C 

SSA! " 

b2 
b7E 
b6 
b7C 

From: Inspection 
Internal Invest-i gat i nrifl pp^t-H^n— TPU.^ Room ^041 
Contact: CRS 

Approved By: Miller David W f . 

Ext.£ 

Drafted By: 

• "Case ID #: 

DECLASSIFIED BY .65'17S/dBh/J£3E/ca]î 
OH 05-30-2007 

Title: (U) 

(U) 263-HQ-O-U Serial 470 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 03 0 
OGC/IOB# 2006-0286 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Derive 
Declassi (U) DaclaniH €v~'?>nT- 07/24/2031 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1261 

Reference : (U) 278-HQ-CI229736-VIO Serial 1261 
278-HQ-C1229736-VIO Serial 1382 

b2 Details: (U) Upon review of 
b7E report of a potential IOB violation, IIS did not find the matter 

Division's captioned 

indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

NSL 
VIO-713 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT D A T £ . 05-30-2007 
WHERE SHOWN OTHERWISE CLASSIFIED BY 65179/dMi/kSJ;/ca3i 

(Kl'v. 01 - j I -2003) \ / ^ „ „ J 1 < 4 [ c J 

, N C , DECLASSIFY ON: 05-30-2032 SECRET/ORCQN/NOFORN 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Counterterrorism 
Date: 06/29/2006 

Inspection 

Attn: 

Attn: 
Attn: 

TTng T/nnmic T 
UC 
ssiï 
IA 
CDC 
ISS 

b2 
b7E 
b6 
b7C 

From: Office of General Counsel 
OGC/NSLB/CTLU I/3S-100 ^ 
Contact: UC 

Approved By: Thomas Julie HH/JHJiU 

( U ) 

(U) 

Drafted By: ^ 
V 'LILT Case ID #: <M 278-HQ-C1229736-VIO-^ (Pending) 

Title: (X) INTELLIGENCE OVERSIGHT BOARD 
IOB MATTER 2006-285 

Synopsis: to) It is the opinion of the Office of the General 
Counsel that the above referenced matter must be reported to the 
Intelligence Oversight Board (IOB). Our analysis follows. 

(U) 
(S om : G-l 

On: 06/29/2031 
(0) 

b2 

Reference: 278-HQ-C1229736-VIO Serial 1283 

b7 E 
£23 By electronic rnmmnni ra.tion (EC) dated April 3, 

bl 
b6 
b7C 
b2 
b7E 
b7A 

Details: 
2006, the i i( _ 
Inspection Division and the Office of General Counsel (OGC) this 
potential IOB matter. 

Field Office [ , reported to the 

be 
b7C 

OIG/DOJREVO 
FBI INVESTIGAI ^ 
0ÌG/D0J \NVE8T\GM\0N:, 

NSL 
VIO-723 



ALL IIIFORMATIOU CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-01-2007 BY 65179/dnh/ksr/cak 

June 29, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, DC 

Dear Mr. Friedman: 

b2 
b7E 

Enclosed for your information is a self-explanatory 
letterhead memorandum fLHMÏ entitled "Intelligence Oversight 

DIVISION, IOB Matter 2006-285." (U1 Board (IOB) Matter,£ 

The LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and /or laws, Executive Orders, 
or Presidential Directives that govern FBI foreign 
counterintelligence and international terrorism investigations. 
( U ) 

Enclosures 

b6 
b7C 
b2 

1 - Ms. Julie F. Thomas 
1 -[ 1 - 278-HQ-C1229736-VIO 
1 - Inspection (IOB 2006-285 

¡•li-

UNCLASS 
DETAC 
C 

Derived 
Decla. 

G-3 
0 6 / 2 9 / 2 0 1 6 

NSL 
VIO-728 



ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 05-30^2007 
CLASSIFIED BY 65179/dmb/k3E/ca]i 
REASON: 1.4 |c) 
DECLASSIFY ON: 05-30-2032 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
blVISION 

T h e 

IOB MATTER 2006-285 

'ederal Bureau of Investigation's 
bZ 
blE 

Division 
reported this potential IOB matter involving 

unauthorized receipt of telephone intercepts. 

(Si 

•it*® „ 

(SJ 

bl 
bG 
b7C 
b2 
b7 E 
b7D 
b7A 
b4 

(S) 

(S) 

NSL 
VIO-730 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-30-2007 BY 65179/dffih/JisE/cali 

(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date 07/24/2006 

Attn: NSLB 

From: Inspection 
Internal Investigations S e c t i o n , TPTT Pnom 3041 
Contact: CRS 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David la b6 
b7C 
b2 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2 066 
OGC/IOBS 2006-0285 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1283 
278-HQ-CI229736-VIO Serial 1475 

The Internal Investigations Section (IIS) received 
Division dated 04/03/2006, reporting a 

Based upon a review of the referenced EC it 

Details: (U) 
an EC from| 
possible IOE"~error. 

b 2 is the H S ' s opinion the incident described therein is indicative 
b 7 E of a performance issue. Therefore, no internal investigation 

will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

NSL 
VIO-732 



(Rev. 01-31-2003) 

SECRE^«j£3Îo 7 2 4 

FEDERAL BUREAU OF INVESTIGATION 

DECLASSIFIED BY 65179/dmh/ksi:/ca]i 
OH 05-30-2007 

b2 
b7E 
b6 
b7C 

b2 
b7E 

Precedence: ROUTINE 

To : 

Date ; 0 7 / 2 4 / 2 0 0 6 

Counterterrorism 
Attn: SAC (Personal Attention) 
Attn: ITOS 1/CONUS 2/Team 7 

From: Inspection 
Internal Investigations Section. 
Contact : CRS 

Approved By: 

Drafted By: 

Vcase ID #: 

Title: (U) 

TPIT. Room ^041 

Miller Davia 
W : 

(U) 263-HQ-0-U Serial 471 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2066 
0GC/I0B# 2006-0285 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) ( X 

Enclosure(s) 

Reference: (U) 

Derive^FoçgnK: Q-3 
Dec 1 as^ifyOiK^O 7 / 2 4 / 2 0 31 

(U) 278-HQ-C1229736-VIO Serial 1283 

278-HQ-C122 9736-VIO Serial 1283 
2 78-HQ-C122 973 6-VIO Serial 1475 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate, action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

S E C R ^ ^ 3 1 0 7 2 4 

N S L 

V I O - 7 3 3 



(R.:v. 01-31-2003) 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 05-30-200"? 
CLASSIFIED BY 65179/dmh/ksr/çak 
REASCN: 1.4 (c) 
DECLASSIFY ON: 05-30-2032 

sfc^ET 

FEDERAL BUREAU OF INVESTIGATION 
(o4 -Jtf) 

Precedence: ROUTINE 

To: Inspection 

Counterintelligence 
General Counsel 

From: 

IU! 

<U) 

Approved By 

Drafted By: 

Case ID # : 278-HO-C122973fi-VTn — n - t 
(S)[ 

Date: 04/27/2006 

Attn: Internal Investigations 
Section 
A/SC| CD-4 
National security Law Branch 

b2 
b7E 
bG 
b7C 

bl 
b2 
b7E 

Title: (X 

fivnon.gi a • 

(U) 

JJLl 

ruiBuuai intelligence Oversight Board 
Violât ion regarding an internet service provider 
(ISP) National Security Letter (NSL) 

J 

(X) Derivèc^-i^OTUJ—3 
Declassify^ìì"r---^25x-l 

Enclosure(s): £S< Enclosed with this communication is a copy 
of the original NSL that was served to the internet service 
provider. 

(S) 

Details : 

td06H81. ec 
A.l i l i 

i SÈpR^T 

b 6 

b 7 C NSL 
VIO-736 

bl 
b7D 
b4 

bl 
b7D 
b4 
b2 
b7E 



ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE (Ri-v. 01-31-2003; 

DATE! 05-30-2007 
CLASSIFIED BY 65179/<Mi/ksr/ca>: 
REASON; 1.4 (c) 
DECLASSIFY ON: 05-30-2032 

FEDERAL BUREAU OF INVESTIGATION 

(Ui 

(U) 

( U ) 

Precedence: ROUTINE Date: 05/25/2006 
To : Attn: SAC 

ADC 
SSA 
SA 

Counterintelligence Attn : CD- 4, A/SC 

Inspection Attn: IIS, CRS 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact: AGC 

Approved By: Thomas Julie F 

b2 
b7E 
b6 
b7C 

Drafted By: 

Case ID #: 278-HQ-C1229736-VIO - 1413 (Pending) 

Title: INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-315 

W Synopsis: ( X It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

Reference: 

(U) (X> 

bl 
b2 
b7E 

b2 
b7E 

Details : ^¿C By electronic communication (EC) dated 04/27/2006, 
t h e J requested that OGC review the 

SE 

NSL 
VIO-740 

OIG/DOJ REVIEW 
FBI INVESTIGATION? 

0IG/D0J I N V E S T I R » 



DECLASSIFIED BY 6S179/dmh/)£3t/cak 
OH 05-30-2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-315." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 278-HQ-C1229736-VIO - 1414 

UNCLASSIFIED wfiEN 
DETACHED FROM 
CLASSIFIED/ENCLOSURE 

Derived/Frob^: G-3 
Declassify Ode 25X1 

& 0 & T 
NSL 
VIO-745 



ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
(Rev 01 WHERE SHOWN OTHERWISE 

INTELLIGENCE 

DATE: 05-30-2007 
CLASSIFIED BY 65179/dah/ksx/ca3i 
REASON: 1,4 (c) 
DECLASSIFY ON: 05-30-2032 

RSIGHT BOARD MATTER 

IOB MATTER 2006-315 (U) 

b2 
b7E 

(S) By electronic communication dated April 27, 
2006, the Federal Bureau of Investigation (FBI),| bl 

b2 
b7E 
b7D 
b4 

( S ) f bl 
b7D 
b4 

I The FBI immediately sealed and sequestered the 
information and placed it in a safe. The FBI did not enter any 
information into the case file. Moreover, the FBI plans to 
notify the internet service provider of its error to avoid 
future mistakes. 

(S) Here, an error on the part of 
resulted in the unintentional acquisition of mrOUfltetion 
through an NSL. Based upon our analysis, in accordance with 
the reporting requirements of Section 2.4 of Executive Order 
12863, the carrier's mistake must be reported to the IOB. 

bl 
b7D 
b4 

Derivöd^fjpoaf: G-3 
Decla3s±fySm4^25Xl 

S&e&ET 

STÖRET NSL 
VIO-747 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-30-2007 BY 65179/dffih/JisE/cali 

(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 07/24/2006 

Attn: NSLB 

From: I n s p e c t i o n 
I n t e r n a l I n v e s t i g a t i o n s S e c t i o n . ^ TPTI Ronm 3Q41 

Ext Contact: CRS 

Approved By: M i l l e r D a v i d Iaifof(U> (Cid 

Drafted By: 

bo 
b7C 
b2 

Case ID #: 

Title: (U) 

(U) 2 78-HQ-C12 2 973 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2168 
OGC/lOB# 2006-0315 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 27 8-HQ-C122 973 6-VIO Serial 1363 
2 78-HQ-C122 9736-VIO Serial 1413 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from| 'dated 04/27/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein was an error 
attributed to the Internet company in providing unauthorized 
information relative to the issuance of an NSL. Therefore, no 
internal investigation will be conducted by the IIS and this 
matter is being relegated to the NSLB for whatever action they 
deem appropriate. 

b2 
b7E 

NSL 
VIO-748 



DECLASSIFIED BY 65179/dtth/ksr/caJi 
OU 05-31-2007 

v. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 
Precedence : 

To : 

ROUTINE 

Counterintelligence 
Attn: 
Attn: 

Date: 07/24/2006 

Inspect ion 
Internal Investigations Section, IPU, Room 3 041 

Ext. 
From: 

Contact: CRS 

Approved By: 

Drafted By: 

b2 
b7E 
b6 
b7C 

Miller David > 

Case ID #: 

Title: (U) 

(U) 263-HQ-0-U Serial 472 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2168 
OGC/IOB# 2006-0315 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

<U) 

Enclosure(s): 

(U1 Reference: ^ 

Dec 4 / 2 0 31 

(U) 2 78-HQ-C122973 6-VIO Serial 1363 

278-HQ-C122 973 6-VIO Serial 1363 
2 78-HQ-C1229736-VIO Serial 1413 

Details: (U) Upon review of captioned 
report of a potential IOB violation, lib aid not tind the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-Al487 72 0 serial 6) . 

b 
b 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

S ECRET772««Q)7 2 4 
NSL 
VIO-749 



(Rev. 01-31-2003) 

ALL INF0RHATI0N CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT DATE: 05-31-2007 
WHERE SHOWN OTHERWISE CLASSIFIED BY 65179/dmh/ksr/cak 

REASON: 1.4 (c) 
DECLASSIFY ON: 05-31-2032 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date : 05/23/2006 

Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn: 

From: Office of the General Counsel 
NST.R/flTT.U/ Room 7947 
Contact: AGC 

Approved By. Thomas Julie F 

b2 
b7E 
b6 
b7C 

(U> 

(U) 

( 0 ) 

Drafted By: 

Case ID #: 278-HQ-C1229736-VIO - 1391 (Pending) 

Title: 

10) 

<X INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-316 

Synopsis: i^) It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

Reference : (s; 

(u: 

Details: Bv electronic communication (EC) dated 04/19/2006, 
requested that OGC review the 
determine whether it warrants 

f the 
facts of the captioned matter and 

NSL 
VTO-7fiil 

OIG/DOJ REVIEW: 
FBI INVESTIGATION: 

0IG/D0J INVESTI I 

bl 
b2 
b 7 E 

b2 
b7E 

b6 
b7C 



ALL INFORHATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 05-31-2007 
CLASSIFIED BY 65179/cUoh/ksr/cak 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-31-2032 (Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 07/24/2006 
To: General Counsel Attn: N S L B 

From: Inspection 

Contact: CRS 
Internal Investigations Section. IPU, Rqqel_1QA1 

b6 
b7C 
b2 Ext. 

Approved By: Miller David la 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2187 
OGC/IOB# 2006-0316 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1355 
278-HQ-C122 973 6-VIO Serial 1391 

Details: (U) The Internal Investigations Section (IIS) received 
an EC fromj~ IdateH 04/19/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein was an error 
on the part of the telephone company in providing unauthorized 
information relative to the issuance of an NSL. Therefore, no 
internal investigation will be conducted by the IIS and this 
matter is being relegated to the NSLB for whatever action they 
deem appropriate. 

NSL 
VIO-765 



DECLASSIFIED BY .65179/dmh/ksE/cak 
ON 05-31-2007 

(Rev. 01-31-2003) ^ 

FEDERAL BUREAU OF INVESTIGATION 

Precedence s 

TO! 

ROUTINE Date: 07/24/2006 

Attn: 
Attn: 

'Personal Attention) 
SAC Personal Attention) 

From: Inspection 
Internal Investigations Section. 
Contact: CRS | 

I PU 
Ext 

Room 3041 
b2 
b7E 
b6 
b7C 

Approved By: 

Drafted By: 
/ 

/ 

VCase ID #: 

Title: (U) 

Miller David 

(U) 263-HQ-0-U Serial 4796 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 218 7 
OGC/IOBtt 2006-0316 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) £S< Deriveii^^m : G-3 
Declasirffy^Qn: 07/24/2031 

Enclosure(s): (U) 278-HQ-CI229736-VI0 Serial 1355 

Reference: (U) 278-HQ-C1229736-VIO Serial 1355 
278-HQ-C122 973 6-VIO Serial 1391 b2 

I b7 
Details: (U) Upon review of| . Icaptioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 

NSL 
VIO-766 



(Rev 01-.11-2003) 
SECRET 

FEDERAL BUREAU OF INVESTIGATION n"'>-

Precedence: DEADLINE 05/12/2006 Date: 05/09/2006 
TO: General Counsel 

Inspection 
Attn: NSLB 
Attn: Internal Investigations 

From: 

Contact: SA 

Approved By: 

b2 
b7E 
b6 
b7C 

Drafted By: | — 
Case ID #: .27 8-HO-C122 9736-VTO ' (Pending) 

2 7£ C71404 ^y 

DATE: 05-31-2007 
CLASSIFIED BY 65179/dah/ksr/cak 
REASON: 1.4 (C) 
DECLASSIFY ON: 05-31-2032 

ALL INFORHATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Title: SA 
SSRA C T RA7_ 
INTELLIGENCE OVERSIGHT BOARD (IOB) VIOLATION 

Synopsis: Report of IOB violation f o r £ 
Reference: 278 -HQ-C1229736-VIO Serial 355 

278 -HQ-C1229736 Serial 1347 
66F-HQ-A1247863 Serial 149 
66F-HQ-A1247863 Serial 172 

Details bl 
bo 
b7C 
b2 
b7E 
b7A 

Contact has been made between writer and ~ 
Counterterrorism ITOS 1/ CONUS 2 to take corrective measures to 

' N SL 
V I O - 7 6 9 

S E ^ E T 

/ 



(Rev. Ol Ol-2003) 

SEC^Sl 

LUO 

DATE: 05-31-2007 
CLASSIFIED BY 65179/diah/ksi:/cal: 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-31-2032 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Counterterrorism 

b2 
b7E 
b6 
b7C 

Date: 06/02/2006 

Attn: SSRA 
SA 

Attn: ITOS 1/CONUS 2 

From: Office of the General Counsel 
N S T . R / f T T . n 1 f T .y-i i f i - m n 

Contact : 

ALL INFORMATION CONTAINED 
.HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Approved By: Thomas .fui Ho p 

Drafted By: 
r 

Case ID # 

Title: 

C8$ 
CS3 
(s) 

278-HO-C1229736-VIO - 1418 
2781 |C71 404 - qn / n — 

(Pending) 

bl 
b7A 
b2 
b7E 

POTENTIAL INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-320 

(U) 
Synopsis: It is the opinion of the Office of General 
Counsel (OGC) that the above-referenced matter must be reported 
to the Intelligence Oversight Board (IOB)and the FBI's Inspection 
Division. OGC will prepare and deliver the required 
correspondence to the IOB. Our analysis follows. 

(U) 

( U ) Derived irtnS: G-3 
Declassify'OxH^ 06/02/2031 

: ̂ S^ 278-HQ-C1229736-VIO Serial 1356 Reference 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the document 
in WordPerfect. 

Details : 121. 

ET 

IMSL 

V I O - 7 7 2 

OIG/DOJ REVIEW! 
FBI INVESTIGATION: 
OIG/DOJ INVESTIGATION: 

b2 
b7E 
b7A 

b7C 



DECLASSIFIED BY 6S179/dtth/ksr/cak 
OH 05-31-2007 

June 2, 2 006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
letterhead memorandum FT.HM1 entitled "Intelligence Oversight 
Board (IOB) Matter Division, IOB Matter 2006-320." (U) 

b2 
b7E 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection, and/or laws, 
Executive Orders, or Presidential Directives that govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - 27 8-HQ-C1229736-VIO - 1419 

UNCLASSIFIED WHEN 
DETACHEDNFROM 
CLASSIFIE0\ENCLOSURE 
Derived/froh\: G-3 
Declassai y oris: X25-1 

SEÒRgr^ 

NSL 
VIO-777 



AIL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 05-31-2007 
CLASSIFIED BY 65179/dmli/lisr;/cak 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-31-2032 

SE^JJgT 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

I I D T V T S T O M 
IOB MATTER 2006-320 (U) 

b2 
b7E 

to thP Jf e
o
0T f f i C e G e n f r a \ Counsel ("OGC") has reported this matter to the FBI's Inspection Division for appropriate action. (u) 

(U) Derived From G-3 

SECRET 

NSL 
VIO-779 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-30-2007 BY 65179/dffih/JisE/cali 

(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date : 0 7 / 2 4 / 2 0 0 6 

Attn; NSLB 

] Ext 

From: Inspection 
Internal Investigations Section TPTI R O O M 7 D 4 

Contact: CRSj 

Approved By: Miller David Iaî U-l {¿1/̂  

Drafted By: 
b6 
b7C 
b2 

Case ID #: 

Title: (U) 

(U) 2 78-HQ-C122 973 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2219 
OGC/IOBS 2006-0320 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 78-HQ-CI229736-VIO Serial 1356 
2 78-HQ-C122 9736-VIO Serial 1418 
2 78-HQ-C122 9736-VIO Serial 1419 

Details: (U) The interna] Investigations Section (IIS) received 
an EC froni 
possible IOB error 

Division dated 05/09/2006, reporting a 
Based upon a review of the referenced EC it 

is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

• • 

NSL 
VIO-781 



AIL,INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-31-2007 BY 65179/dmh/ksi:/cak 

(Rev 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To : 

Date: 07/24/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigation;? ^ H n n 
Contact: CRS 

IPU, 
Ext. 

Room 3 041 

Approved By: Miller David Ì^gé^l 

Drafted By: 

b2 
b7E 
b6 
b7C 

Case ID #: (U) 2 63-HQ-0-U Serial 477 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2219 
OGC/lOB# 2006-0320 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) Derived >*£Hi"': G-3 
Declassi^yOn: 07/24/2031 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1356 

Reference : (U) 2 78-HQ-C122 973 6-VIO Serial 1356 
2 78-HQ-C122 973 6-VIO Serial 1418 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

b2 
b7E 

• • 

NSL 
VIO-782 



iRev OMI.?rwm 

ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 06-01-2007 
CLASSIFIED BY 65179/dmh/ksr/cak 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-01-2032 

FEDERAL BUREAUr OF INVESTIGATION 

Precedence : ROUTINE 

To: 

Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn: 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 . 
Contact: AGcl 

Date : 06 / 12 / 2006 

Approved By: Thomas Julie F M 

b2 
b7E 
b6 
b7C 

Drafted By: 

(Ü1 

( U ) 

(W 

Case ID # 

Title: 

H ) 278-HQ-C1229736-VIO Serial- fif^f 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-341 

Synopsis: ^ It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

Reference : 

m M 

Details : 

(s; 
bl 
b7A 
b2 
b7E 

DerivesjFr om^i-^G- 3 
D e c l a s ^ i ^ ^ ^ ^ 5X1 

t h I - y e l e ctronic communication (EC) dated 05/16/2006, 
I ct: , I requested that OGC 

review tne tacts of the captioned matter and' determine whether it 

b 6 

b7C. 

0/G/OOJ REWE^ 
™ INVESTIGATI. 

OIG/OOJimnnrj\' 

NSL 
VIO-788 



DECLASSIFIED BY 65179/DMLI/3£SE/cak 
ON 06-01-2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
72 5 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-341." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws. Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 2 78-HQ-C122 873 6-VIO " r 
UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 
DERIVECH-ERPHRF^^ G-3 
DECLAS^IFY^QN^: 25X1 

NSL 

VIO-793 



ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
(Rev 01 WHERE SHOWN OTHERWISE 

DATE: 06-01-200? 
CLASSIFIED BY 65179/dJnh/ksr/cak 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-01-2032 

INTELLIGENCE OVERSIGHT BOARD MATTER 
b2 
b7E 

IOB MATTER 2006-341 (U) 

(S) By electronic communication dated May 16, 2006, 
the Federal Bureau of Investigation (FBI) ,[ Field 
Office, reported a possible Intelligence Oversight Board (IOB) 
matter. The FBI reported that, on April 14, 2 005, during an 
authorized investigation, the FBI issued a Mst-innai .qprnrihv 
Letter (NSL) pursuant to 18 U.S.C. § 2709 

b2 
b7E 
bl 
b7D 
b7A 
b4 

bl 
b2 
b7E 
b7D 
b7A 
b4 

isiT 
based upon our analysis, in accordance with the reporting 
requirements of Section 2.4 of Executive Order 12863, the 
carrier's mistake must be reported to the IOB. 

bl 
b7D 
b4 

SEQMT N S L 
^ ^ V I O - 7 9 5 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-30-2007 BY 65179/dffih/JisE/cali 

(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 07/24/2006 

Attn: NSLB 

From: Inspection 
Internal Investigations Section. IPU, ..Room j 0 4 1 
Contact: C R S | E x t . 

Approved By: Miller David I an] 

Drafted By: 

bo 
b7C 
b2 

Case ID #: 

Title: (U) 

(U) 2 78-HQ-C122 973 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 22 75 
OGC/lOB# 2006-0341 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C122973 6- VIO Serial 1394 
2 78-HQ-C122973 6-vio Serial 1437 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from| |Division dated 05/16/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein was an error 
attributed to the telephone company in providing unauthorized 
information in response to an NSL, and not the FBI or its 
personnel . Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

b2 
b7E 

• • 

NSL 
VIO-796 



(Rev. 01-31-2003) 

0 2 4 
FEDERAL BUREAU OF INVESTIGATION 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-01-2007 BY 6S179/dmli/lîsx/ca}i 

Precedence: ROUTINE 

To : 

Date: 07/24/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, TPU | Room ] i i 4 l 
Cont ac t : CRSl Ext 

Approved By: Miller David 

Drafted By: 

b2 
b7E 
b6 
b7C 

V Case ID #: 

Title: (U) 
(U) 263-HQ-0-U Serial 481 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 22 75 
OGC/IOB# 2006-0341 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Derive&vFróm : G-3 
Declaapiîy^On: 07/24/2031 (U) 

Enclosure(s): (U) 278-HQ-C1229736-VI0 Serial 1394 

Reference : (U) 2 78-HQ-C122 973 6-VIO Serial 1394 
278-HQ-C122973 6-vio Serial 1437 

Details: (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

b7E 

SECRET/ 7 2 4 

NSL 
VIO-797 



(Rev. 01-31-2003) 

SEHSRBF 

FEDERAL BUREAU OF INVESTIGATION 

(Ui 

Precedence: ROUTINE 

To : Inspection 

Date: 05/30/2006 

Attn: 
Attn: 

IIS 
S SA 
SA 

From: Office of the General Counsel 
NRTiB/CTT-IUI /TiX-i ^sinn 
Contact: SSAI 

Approved By: Thomas Julie F 

Drafted By; 

Case ID #: 

b2 
b7E 
b6 
b7C 

(U) 
(U) 

27 8-HQ-C122 9736-VIO - 1422 (Pending) 
279 C71404 - 91 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB 2006-321 

Synopsis: It is the opinion of the Office of the General 
Counsel that this matter does not warrant reporting to the 
Intelligence Oversight Board (IOB). 

( U ) Derived 
Declassify OnT 

G-3 
05/30/2031 

Reference : (U) 
(U) 

2 78-HO-C122973 6-VIQ Serial 1358 
278] (-C71404 Serial 83 b2 

b7E 

dated Details: (U) Referenced communication from| 
05/09/2006, requested that OGC review the facts of captioned 
matter and determine whether it warrants reporting to the IOB. 
In our opinion, it does not. 

LSl 

SBCRET 

b 6 

b 7 C 

OIG/DOJ REVIEW 
FBI INVESTIGATION ' s a , , 

0IG/D0J I N V E S T I G A ® ^ 

M 6 6- h . L'C> 

NSL 
N/TO-Om 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-30-2007 BY 65179/dffih/JisE/cali 

(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 
Date : 07/24/2006 

Attn: NSLB 
From: Inspection 

Internal Investigations Section IPU, r_RQDni—?041 
Contact: CRSl 

Approved By: Miller David IaifolU [(ik> 

Drafted By: 

Ext. 
bô 
b'7C 
b2 

Case ID #: 

Title: (U) 
(U) 2 78-HQ-CI229736-VIO (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2273 
OGC/IOB# 2006-0321 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference : 

Details : 
an EC fromf 

(U) 278-HQ-C1229736-VIO Serial 1358 
278-HQ-C1229736-VIO Serial 1422 

_(U) The Internal Investigations Section (IIS) received Int. 
jDivision dated 05/09/2006, reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the U S ' s opinion the incident described therein is b2 
administrative in nature. Therefore, no internal investigation b7E 

will^be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

NSL 
VIO-806 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-30-2007 BY 65179/dffih/JisE/cali 

(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date: 07/24/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section., I PU, Room 3(j41 
Contact: CRS 

Approved By: Miller David 

Drafted By: 

Ext 
bo 
b7C 
b2 

V Case ID #: 

Title: (U) 

(U) 263-HQ-0-U Serial 485 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2273 
OGC/IOB# 2006-0321 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1358 

Reference : (U) 278-HQ-CI229736-VIO Serial 1358 
2 78-HQ-C122 9736-VIO Serial 1422 

Details: (U) Upon review of I [Division's captioned report 
of a potential IOB violation) lit! did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A148772 0 serial 6). 

b2 
b7E 

NSL 
VIO-807 



(Rev. 01-31-2003) 

DATE: 06-01-2007 
CLASSIFIED BY 65179/dtth/Jtsr/ca)t 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-01-2032 

b6 
b7C 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Ail IWMWIHflir CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(S) 

( U ) 

Precedence: ROUTINE Date: 06/21/2006 
To : 

counterintelligence 
Attn: ADC 
Attn: CD-3A UC 

From: Off ice of the General Counsel 
NSLB/CILU/Roorn 7947 / 
Contact: AGCl 

Approved By: Thomas Julie F 

Drafted By:| 

Case ID #:•(£< 

Title: 

bl 
b2 
b7E 

psj INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-350 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter need not be reported to the 
Intell 

igence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel 
to the IOB. 

(S) 

(U) 

Reference: 
(U) 

bl 
b2 
b7E 

¿ JS-HW-U1229 M b serial 2550 

b2 
b7E 
b6 
b7C 

Details: (U) The referenced electronic communication (EC) from 
I dated 06/09/2006, requested that OGC review the 

facts of the captioned matter and determine whether it warrants 
reporting to the IOB. In our opinion, it does not. Our analysis 
follows. 

is2 Í 

b2 
b7E 

bl 
b2 
b7E 
b 6 
b7C 
b7D 
b4 

OIG/DOJ REVIE 
FBI INVESTIGATI/ 

ÛIG/DQJ INVEjS^GATWT 
NSL 
VIO-813 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-30-2007 BY 65179/dffih/JisE/cali 

(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date : 07/24/2006 

Attn: NSLB 

From: Inspection 
Internal Investigations Section. TPU^ Room ^041 

Contact: CRSl I Ext 

Approved By: Miller David la: 

Drafted By: 

Case ID #: 

Title: (U) 

b6 
b7C 
b2 

(U) 2 78-HQ-C1229736-VI0 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2413 
OGC/lOB# 2006-0350 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736 Serial 2550 
2 78-HQ-C122973 6-VIO Serial 1451 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from |Division dated 06/09/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
L-7E 

NSL 
VIO-817 



r 

DECLASSIFIED BY 6 S179/dioh/k 3 £ / c àk 
OH 06-01-2007 

(Rev. 01-31-2003) 

S E C R | X J 2 0 3 1 0 7 2 4 

FEDERAL BUREAU OF INVESTIGATION 
Precedence: ROUTINE 

To : 

Date: 07/24/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room ?041 
Contact: CRS Ext 

Approved By: Miller David I^MVi/M 

Drafted By: 

^Case ID #: 

Title: (U) 

b2 
b7E 
b6 
b7C 

(U) 2 63-HQ-0-U Serial 489) (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2413 
OGC/lOB# 2006-0350 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) N Declassj^E^OÏrî\07/24/2031 

Enclosure(s): (U) 278-HQ-C1229736 Serial 2550 

Referenc e : (U) 2 78-HQ-C122 973 6 Serial 2550 
2 78-HQ-C122 973 6-VIO Serial 1451 

Details: (U) Upon review of 
report of a potential IOB violation, IT1? 

pivisi 
Said not 

ion's captioned 
not find the matter 

indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter 
was brought to our attention as required by the revisions 
mandated by National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-Al487720 serial 6). 

b2 
b7E 

THIS EC IS UNCLASSJES ITED FROM CLASSIFIED ENCLOSURE. 

NSL 
VIO-818 



ALL INFOPHATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 

(Rev 01-3 WHERE SHOWN OTHERWISE 

DATE: 06-01-2007 
CLASSIFIED BY eSl^S/dtth/ksr/cak 
REASON: 1.4 ic) 
DECLASSIFY ON: 06-01-2032 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 06/16/2006 

<U) 

(Ü) 

( U ) 

To: b2 
b'7E 
b6 
b7C 

Attn: 

Counterintelligence 

Inspect ion 
Attn: CD-2A, 

Attn: IIS, CRS 
From: Office of the General Counsel 

NSLB/CI LU/Room 7947 
Contact : AGC 

Approved By: Thomas .THIÌP v 

- t 3i> Drafted By: 

Case ID #: 278-HQ-C1229736-VIO Serial— W H O (Pending) 

Ti tle : X: ) INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-303 b2 

b7E 

Synopsis: The 
:na-requested that the Office or tne General Counsel(OGC) review 

several incidents and determine whether they warrant reporting to 
the Intelligence Oversight Board (IOB). It is the opinion of OGC 
that the majority of the incidents need not be reported to the 
IOB. Rather, this EC should be maintained in the control file 
for periodic review by Counsel to the IOB. One incident, 
however, must be reported to the IOB. OGC will prepare and 
deliver the necessary correspondence to the IOB. Our analysis 
follows. 

; u ) Derivea^J^om : G-3 
Declas s<£fyvÇn : 2 5X1 

iU.i Administrative: 
04/27/2006, 

electronic communication (EC) dated 
requested that OGC review the facts of 

the captioned matter and determine whether it warrants reporting 
to the IOB. On 06/14/2006, Assistant General Counsel" 

SE' 

b2 
b7E 
b6 
b7C 

0 1 G / D 0 J R E » _ \ _ L J 
m INVESTIGATION!!; ' 
0IG/D0J INVESTIGATO. 

b6 
b7C 

NSL 
VIO-824 



DECLASSIFIED BY 65179/dmh/ksr/cak 
ON 06-01-2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17r-n Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-303." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 278-HQ-C122 9736-VIO • ' 1 / 
UNfciASSIFIED/WHEN 
DETACHED ETTOM 
CLASSIFIED ENCLOSURE 

Deriv«! Fiotk G-3 
Declassify O n \ 25X1 

NSL 
VI0830 



SÇfc^El 

DATE: 06-01-2007 
CLASSIFIED BY 6S17S/dmh/ksr/cak 
REASON: 1.4 (e) 
DECLASSIFY ON: 06-01-2032 

INTELLIGENCE OVERSIGHT ] 

is r IOB MATTER 

BOARD (IOB) 
FIELD OFFICE 

2006-303 (U) 

MATTER 
b2 
b7E 

bl 
b2 
b7E 
b7A 

bl 
b7A 

(S f 

b'l 
b7A 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Derived 
Declassj^orh. 25X1 

SECRET 

3H^ET 
NSL 
VIO-832 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-30-2007 BY 65179/dffih/JisE/cali 

(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 07/24/2006 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU. Room 3 041 
Contact: CRS Ext 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David 
b6 
b7C 
b2 

(U) 2 78-HQ-C122 973 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2416 
OGC/IOBS 2006-0303 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1339 
2 78-HQ-C122 9736-VIO Serial 1440 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from| |Division dated 04/27/2 006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation b2 
will be conducted by the IIS and this matter is being relegated b7E 
to the NSLB for whatever action they deem appropriate. 

NSL 
VIO-833 



DECLASSIFIED BY 6S179/cMi/k3i:/ca]î 
ON 06-01-2007 

( Rev 01-31-2003) 

SECREaSSiâSrTÏO 724 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : 

Date: 07/24/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal T r v p a H r r a H o n a fifcf i nn . TPTT. Room 3 041 
Contact: CRS Ext 

Approved By: Miller David f^g^/. 

b2 
b7E 
b6 
b7C 

v / c 

Drafted By: 

Case ID #: 

Title: (U) 

(U) 263-HQ-0-U Serial 492 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2416 
OGC/IOB# 2006-0303 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

( U ) D e r i v e i ^ F o ^ f t > ^ G - 3 
Dec 1 as s ifjPtfiWL 0 7 / 2 4 / 2 0 31 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1339 

Reference : (U) 2 78-HQ-C122 973 6-VIO Serial 1339 
278-HQ-C1229736-VIO Serial 1440 

Details: (U) Upon review of| Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations b2 
where deliberate and/or aggravated misconduct is evident. b 7 E 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 
•• 

NSL 
VIO-834 



(Rev. Ol-J 1 -2003) 

SENKET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

(U) 

(U) 

(U) 

( S ) 

bl 
b2 
b7E 
b7A 
b4 

Precedence : 

To: 

ROUTINE Date: 06/15/2006 

Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn: 

SAd 
CDC 
SS£ 
SA 

CDp2£-
UC -
SSA 

IIS, CRS 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact : 

Approved By: Thomas Julie F 

Drafted By: 

Case ID #: (&) 278-HQ-C1229736-VIO (Pending)- 1439 

Title: (V) INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-347 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) Deri^sj^From : 6-3 
Decjx£si$3i On: 25X1 

Administrative: Ç8) This electronic communication (EC) contains 
information from the following documents: (1) a copy of the 
N a t i o n a l S e c u r i t y L e t t e r i NST.fl 

IOB matter. 

la rnnw nf tha EC dated 06/01/2006 from the 
to OGC reporting a potential 

OIG/DOJREVI 
FBI INVESTIG1 . 
0IG/D0J I N V E S T I G A T I O N : . ! ^ : 

b 6 

b 7 C NSL 
VIO-841 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-30-2007 BY 65179/dffih/JisE/cali 

(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 07/24/2006 

Attn: NSLB 

From: Inspection 
Internal TnvpaHnaf innR Section. IPU. Room 3 041 
Contact: CRS 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David I( / 

2t 

b6 
b7C 
b2 

(U) 278-HQ-CI229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/TIS TRACKING# 2422 
OGC/IOB# 2006-0347 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 78-HQ-C122 973 6-VIO Serial 1424 
2 78-HQ-C1229736-VIO Serial 1439 

(U) The Internal Investigations Section (IIS) received 
Division dated 06/01/2006, reporting a 

Details: 
an EC from 
possible lots error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

• • 

NSL 
VIO-846 



DECLASSIFIED BY 65179/dmh/ksc/caJi 
,D ON; 06-01-2007 
(Rev. 01-31-2003) „ ^ 

ÇfiCRET^yO 310 7 2 4 
^ ^ FOI PA # FEDERAL BUREAU O^ INVESTIGATION 1073g46 

Precedence : 

To : 

ROUTINE Date: 07/24/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact : CRS 

Approved By: 

Drafted By: 

/ 

Miller David g W l ^ U 

b6 
b7C 
b7E 

Case ID #: 

Title: (U) 

(U) 263-HQ-O-U Serial 493 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2422 
OGC/IOB# 2006-0347 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

( U ) DerivecT~Fj^ar: G-3 
Declassify Oifï^ 07/24/2031 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1424 

Reference: (U) 278-HQ-C1229736-VIO Serial 1424 
278-HQ-C1229736-VIO Serial 1439 

Details: (U) Upon review of Division's captioned 
report of a potential IOB violation, TTs did not find the matter 

b2 indicative of willful misconduct. IIS only addresses allegations 
b7E where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 
•• 

SEC: 1 0 7 2 4 

NSL 
VIO-847 



(01/26/1998) DATE: 06-06-2007 
CLASSIFIED BY 65179/diah/ksr/cak 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-06-2032 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 
Counterterrorism 
Inspection 

Date: 07/17/2006 

Attn: SAC, CDC 
Attn: AD, TTO.g T. PONTTS 2 
Attn; IIS 

b2 
b7E 
b6 
b7C 

( 0 ) 

(0) 

From: Office of the General Counsel 
NSLB/CTLU I/LX-1 3S100 
Contact: 

Approved By: Thomas Julie 

Drafted By: 

Case ID #: C&i 278-HQ-C1229736-VIO^(Pending) 

Title: INTELLIGENCE OVERSIGHT BOARD MATTER, 
IOB 2006-324 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

b6 
b7C 

(il Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB). Our analysis follows. 

( U ) - Ì X Derive 
Declti&erify 

G-3 
06/20/2031 

(U] 

(U) 

References 278-HQ-C1229736-VIO- 135*7 

9, 2006, The[ 
Details By electronic communication (EC)from 

b2 
b7E 

dated May 
Field Office reported possible IOB error in 

conjunction with a counterterrorism investigation. 

SECRET 

0IG /D0J REVIEW: 
FBI INVESTIGATt1 

0 ; G D 0 J INVESTIGATION: 

DATE: lllilrC 
b6 
b7C 

NSL VIO-858 



ALL INFORMATION CONTAINED 
((^HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 06-06-2007 
CLASSIFIED BY 65179/dmh/fesx/cak 
REASON: 1.4 <c) 
DECLASSIFY ON: 06-06-2032 

ET 
FEDERAL BUREAU OF INVESTIGATION 

(CI 

Precedence: ROUTINE 

To: 

Date : 07/14/2006 

Counterintelligence 
Inspection 

Attn: 
Attn: 

Attn: 
Attn: 

CDC 
SSA 

CD - 3D 
IIS 
CRS 

From: Office of the General Counsel 
National Security Law Bi/anch/CILU/Room 7947 
Contact: AGC 

Approved By : 

Drafted By: 

Thomas .Tulip F M 
mi g 

I 
Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

(U) Title: INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-374 

b2 
b7E 
b6 
b7C 

Synopsis: (>£ It is the opinion of the Office of the General 
Counsel ("OGC")that the referenced matter need not be reported to 
the Intelligence Oversight Board("IOB"). A copy of this opinion 
should be retained in the control file for review by counsel to 
the IOB. 

(U) Derived 
Declassify 

Reference: (S) 
(U) 

bl 
b2 
b7E 

Details: " ^ g C B v way of Electronic rnmmnnirai-inn dated 06/07/2006 
" — ' T - " (the "EC"), the field office 

1 requested that OGC review the facts of the 
captioned matter and determine whether it warrants reporting to 
the IOB. In our opinion, it does not. Our analysis follows. 

b2 
b7E 

01G/D0J REVIEW: 

FBI INVESTIGATION 
OIG-'DOJ INVESTIGATION: 

bô 
b7C 

NSL VIO-920 



(Rev. 01-31-2003) 

SEpfŒT 

FEDERAL BUREAU OF INVESTIGATION 

IUI 

( U ) 

(U) 

Precedence : 

To: 

ROUTINE Date: 7/11/2006 

Inspection 

Attn: 

Attn: 

[ SAC Squad 

Internal Investigative Section 
Attn: Room 11865 

From: General Counsel 
National Security Law Branch/CTLU 1/LX-l 3S-100 
Contact: 

Approved By: Thomas Julie F 

b2 
b7E 
b6 
b7C 

Drafted By: 

Case ID #: 

Title: (U) 

jkf 

( X 278-HQ-C1229736-VIO - 1500 

Intelligence Oversight Board 
(IOB) Matter 2006-378 

Synopsis: f̂cS'feC It: t h e opinion of the Office of the General Counsel 
(OGC) that the above referenced matter need not be reported to the 
Intelligence Oversight Board (IOB). Our analysis follows. 

Derive^^csT: G-3 
DeclaSsifyöh-*^ XI-2 5 

2 78-HQ-C122 9736-VIO Serial 1474 (Pending) 
27 8-AT-C714 04 Serial 93 (Pending) 

(U) X 

Reference : ffi/f 
<A 
(S) bl 

Administrative: (U) This communication contains one or more footnotes. 
To read the footnotes, download and print the document in Corel 
WordPerfect. 

Details: By electronic communication ÎF.C) dated June 30, 2006 and Details: </>\ By electronic communicatj 
referenced above, the | |Division\ reported to the OGC's b 2 

National Security Law Branch (NSLB) and the Inspection Division this b 7 E 

potential IOB matter. 

b6 b 7 C 

OIG/DOJ REVIEVA I DATE-
FBI INVESTIGATION^ /yvT, 1 

OIG/DOJ i n v e s t i g a t i m i -



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 

(Rev (K-ll^CK™21^ SHOOT OTHERWISE 

Ŝ äcfc 

DATE: 06-07-2007 
CLASSIFIED BY 65179/dmh/ksr/csk 
REASON: 1.4 (c) 
_EE£1A22IFY ON: 06-07-2032 

ET bo 
b7C 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 07/10/2006 
To: Inspection 

Counterterrorism 
Attn: 
Attn: 

Attn: 

IIS 
ITOS 1/CONUS 4/Team 15 
SSAl 1 
IA[ I 
SSA 
SA 

1 

From: General Counsel 
National Security Law Branch/CTLU l/LX-1 3S-123 
Contact: 

( U ) 

Approved By: 

Drafted By: 

Case ID #: ^ 

Thomas Jul i TZjUi P 

kdm 

(Pending) 

(U) Title: 

278-HQ-C1229736-VIO" 
[ 278-] [136372 ^JPencpng) 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
MATTER 2006-366 

(S) 

( U ) 

S y n o p s i s : I t is the opinion of the Office of General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB). Our analysis follows. 

(U) K > Derived From^: G-3 
Declass^fyoiti^ 07/10/2031 

Reference: 2 78-HQ-C1229736-VIO Serial 1453 
ÏS3 •?'7«l Li ô -̂i oi an ÏS3 
(S) 

b2 
b7E 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 

bl 

01G/D0J RBMEW: 
IMVESTIGAIV „ 
Q1G/DQJ INVESTIGALO 

b6 
b7C 

NSL VIO-879 



I ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT D A T E : 06-07-2007 

(Rev.01.3,.200WHERE SHOWN OTHERWISE CLASSIFIED BY 65179/dmh,'k3i/ca}i 
V / REASON: 1.4 (c) 

SJE^RET DECLASSIFY ON: 06-07-2032 

FEDERAL BUREAU OF INVESTIGATION 

( U ) 

( U ) 

(U) 

!U) 

Precedence : 

To: 

ROUTINE Date: 8/3/2006 

Attn: CDC [ 
JTTF Supervisor 

Inspection Attn: Internal Investigative Section 
Attn: 

From: General Counsel 
National Security Law Branch/TTT.U i/T.y-i 3S-100 
Contact: 

Room 11865 
b2 
b6 
b7C 
b7E 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Thomas J i i l i f t 

§ 
278 -HQ-C1229736 - VIO— l-S^^f 

Intelligence Oversight Board 
(IOB) Matter 2006-401 

Synopsis: (Xj It is the opinion of the Office of the General Counsel 
(OGC) that the above referenced matter need not be reported to the 
Intelligence Oversight Board (IOB). Our analysis follows. 

( U ) t e 

Reference: 
(S) 

Derived TProia : G-3 
Decl&ss^ty\On: XI-25 

(Pending) 

bl 
b2 
b7A 
b7E 

Administrative: (U) This communication contains one or more footnotes, 
To read the footnotes, download and print the document in Corel 
WordPerfect. 

Details: BY elf 
referenced above, thel 

immunication (EC) dated July 7, 2006 and 
b2 
b7E 

Division reported to the OGC's 
National Security Law Branch (NSLB) and tne Inspection Division this 
potential IOB matter. 

OIG/DOJ REVIEW 

FBI INVESTIGATI 
0 IG/D0J I N V E S T I O ^ R I Ö N S ¿ b b - O - Ü -

NSL VIO-888 



ALI INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 

(Rl-vO 1-31-2003) DATE 06-07-2007 BY 65179/daih/lESi:/. ca)c 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To: General Counsel 

Date: 09/11/2006 

Attn: NSLB 

From: Inspection 
Internal T n y p s l - i n a H n n s Sect inn 
Contact: CRS 

IPU, Room 3 041 
Ext. 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David 
b2 
b6 
b7C 

(U) 2 78-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 565 
OGC/IOB# 2006-0401 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C122973 6- VIO Serial 1508 
278-HQ-C122973 6- VIO Serial 1594 

(U) The Internal Investigations Section (IIS) received 
n| IDivision dated 07/07/2006, reporting a 
cos . . . . 

Details: 
an EC froml 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of an administrative issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

NSL VIO-888 



(Rev. 01-31-2003) 

S ECRg!X?SÉ20Î10 911 
FEDERAL BUREAU OF INVESTIGATION 

DECLASSIFIED BY 65179/dmh/ksr/cak 
ON 06-07-200? 

Precedence : 

To : 

ROUTINE Date: 09/11/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU, Room 3 041 
Contact: CRS Ext. 

Approved Byî 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David 

b2 
b6 
b7C 
b7E 

(U) 263-HQ-O-U - 539 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 56 5 
OGC/lOB# 2006-0401 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

<U) X Derived Fr 
Declassi^ On: 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1508 

Reference: (U) 278-HQ-C1229736-VIO Serial 1508 
2 78-HQ-C1229736-VIO Serial 1594 

Details: (U) Upon review of Division's captioned 
b2 
b7E 

report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

NSL VIO-894 



b2 
b7 E 

GIG - INVESTIGATIONS DIVISION Complaint Form OIG NO.: 689-2007-001276-M 

Received By:l b6 
_b7c. Date Received: 08/21/2006 How Received: A 

SUBJECT: | 
Title: TFO 
Component: FBI 
Mise: 
Homf' : 
Phone :_ 
Wor K : 

Pay Plan: 
EOD Date: 

ZIP: 
Division 

Joint Terrorism Task Force, 
Phone : T T F T 

SSNO: 
D.O.B.: 

Alien No.: 
F.B.I.NO.: 
B.O.P.No. : 

D/L No.: 
Offenses : 689 

b2 
bo 
b7C 
b7E 

COMPLAINANT : SSNO: 
Title: SSA Pay Plan: D.O.B.: b2 
Component: FBI EOD Date: Alien No.: b6 
Mi sc : F.B.I.No.: b7c 

J 
Phone: { 
Work : 
Phone : 
Conf identiai: 

ZIP: 

ZIP: 
Revealed: 

B.O.P.No.: 
D/L No.: b7E 

b7 E 

Details : 

Authority: none 
bl DATE: 06-07-200? 

™ ™ b 2 "FBI IHF0. 
b7E CLASSIFIED BY 65179/dJah/fesr/cak 

( S ) Information received from the FBI regarding a potential IOB matter. REÄS0W: T.4 (c) . DECLASSIFY 0IT: 06-07-2032 

On 5/11/06, TFC utilized a National Security letter (NSL) to request 
b6 
b7C 

communications data regarding one of the targets of the investigation. 

Upon reviewing the results on 6/7/06. TFo[ 
communications provider,! 
result the FBI obtained unauthorized information. 

b2 
b6 

i Jlearned that due to an error made by the £>7C 
Jreceived data that was not covered in the NSL. As a b7E 

reports that the unauthorized material was immediately sealed and is being stored 
within Division Counsel. 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 06/07/2006 TIME: 
CITY State 

b2 
b7E 

Zip : 

DISPOSITION DATA: Disposition: M Date: 08/21/2006 Approval: POWELL, GLENN G rp-»-'' 
Referred to Agency: FBI Date Sent: 12/04/2006 Component: FBI 
Patriot Act: n Civil Riahts: N Component Number: 263-0-U-539 
Sensitive: N Whistleblower: N Consolidated Case Number: 

Remarks : 
103 No. 2006-401 

Predicating material contains classified information that will be maintained in a secure 
container within OIG/INV/HQ. 

b6 
b7C 

It should be noted that TFO is the subject of multiple IOB-related complaints. 

12/04/06- Sent to AD Kaiser FBI/INSD (tap) 

Page 1 of I N S L V I O - 8 9 8 Printed 11/30/2006 3:16:4b 



ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 

(Rev 01.2003) WHERE SHOWN OTHERWISE 

S E C R E T 

DATE: 06-07-2007 
CLASSIFIED BY 65179/dmh/ksr/cak 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-07-2032 

FEDERAL BUREAU OF INVESTIGATION 

( D ) 

(U) 

(U) 

Precedence : 

To: 

ROUTINE Date: 8/7/2006 

Attn: CDC 

Inspection 

JTTF Supervisor 

Attn: Internal Investigative Section 
Attn: | | Room 11865 

From: General Counsel 
National Security T.aw branch/r-Tt.n i /T.Y-I ^s-inn 
Contact : 

L 

Approved By : Thomas Julie 

Drafted By: 

Case ID #: 

Title: (U) 

W 

b'2 
b6 
b7C 
b7E 

27 8-HQ-C12 2 973 6 - V I O — (5*^3 

Intelligence Oversight Board 
(IOB) Matter 2006-402 

Synopsis: ( ^ It is the opinion of the Office of the General Counsel 
(OGC) that the above referenced matter need not be reported to the 
Intelligence Oversight Board (IOB). Our analysis follows. 

Derîve<i^Fr9»---r^G-3 
- 2 5 ( U ) X 

Reference: i&O 278-HO-Ci cori»i icno /p^r^-i^g) te 
(S) 

bl 
b2 
b7A 
b7 E 

Administrative: (U) This communication contains one or more footnotes. 
To read the footnotes, download and print the document in Corel 
WordPerfect. 

(U) Details: O ^ C BY electronic communication (EC) dated July 7, 2006 and 
referenced above, thej |Division| | reported to the OGC's 
National Security Law arancn (NSLB) and tne inspection Division this 
potential IOB matter. b 2 

b7E 

OIG/DOJ R E V I E W 
FBI INVESTIGATION 

OIG/DOJ INVESTIGATION: 

SyhlET 
b6 
b7C 

NSL VIO-902 



(Rev. 01-31-2003) 

ALI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-07-2007 BY 65I79/dmh/j£SE/ca]£ 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 09/11/2006 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, TPTT Room "3041 
Contact: CRSl Ext. 

Approved By: Miller David 

Drafted By: 

Case ID #: 

Title: (U) 

b2 
b6 
b7C 

(U) 2 78-HQ-C122 9736 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 566 
OGC/lOB# 2006-0402 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 78-HQ-C122 9736-VIO Serial 1509 
2 78-HQ-C122 9736-VIO Serial 1593 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from Division dated 07/07/2006, reporting a b2 

Based upon a review of the referenced EC it b 7 E possible IOB error, 
is the IIS's opinion the incident described therein is indicative 
of an administrative issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

NSL VIO-906 



(Rev. 01-31-2003) 

S E C R E ^ r é ^ l 0911 

FEDERAL BUREAU OF INVESTIGATION 

DECLASSIFIED BY 6S179/dmh/)isr/ca>: 
OK 06-07-2007 

Precedence : 

To: 

ROUTINE Date: 09/11/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Tnv^gt-inafinne gô t- -i mn 
Contact : CRS 

IPU, Room 3 041 
Ext. 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David 

b2 
b6 
b7C 
b7E 

(U) 263-HQ-O-U - 540 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING** 2566 
OGC/IOB# 2006-0402 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) Derive 
Djaet^ssify On 

(U) 278-HQ-C1229736-VIO Serial 1509 

278-HQ-CI229736-VIO Serial 1509 
2 78-HQ-C122 973 6-VIO Serial 1593 

Enclosure(s) 

Reference: (U) 

Details: (U) Upon review of Division's captioned 
b2 
b7E 

report of a potential IOB violation,IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

SECRET/^>€C310911 

NSL VIO-907 



OIG - INVESTIGATIONS DIVISTON - Complaint Form OIG NO. 689-2007-001248-M 

Received By- b 6 
n Date Received: 08/21/2006 How Received: A 

SUBJECT : 
Title: TFO 
Component : FBI 
Mise: 
Home : 
Phone : 
Wo r k : Division 

Joint Terrorism Task Force, 

Pay Plan: 
EOD Date: 

ZIP: 

Phone : ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 608 

b2 
bo 
b7C 
b7E 

COMPLAINANT : 
Title: SSA 
Component : FBI 
Mise : 

Pay Plan: 
EOD Date: 

0 
Home : 
Phone : 
Work: 
Phone : 
Confidential : 

ZIP: 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

b2 
b6 
b7C 
b7E 

Authority: none 

1 Details: 
( S ) Information received from the FBI regarding a potential IOB matter. 

Upon reviewing the data provided by the communications provider 
included information that was not covered in the NSL. 
unauthorized material. 

TFO learned that i: I 1 subsêquentiy-sealed the 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 03/16/2006 TIME: 
CITYI State: 1 Zip: 

b2 
b7 E 

DISPOSITION DATA: Disposition: M Date: 08/21/2006 Approval: POWELL, GLENN G 
<7^ 

Referred to Agency: FBI Date Sent: 11/30/2006 Component: FBI 
Patriot Act: N' Civil Riahts: N 
Sensitive: N Whistleblower: N 

Component Number: 263-0-U-540 
Consolidated Case Number: 

PATE; 06-07-2007 
Remarks : 
IOB No. 2006-402 

TFO 

FBI. INFO», 
CLASSIFIED BY 65179/dmh/tesr/cak 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-07-2032 

is associated with two other IOB-related complaints. (See OIG #s 
2006-009161 & 2007-001245) 

Predicating material contains classified information that will be stored in a secure 
container within OIG/INV/HQ. 

11/.-i0/06- Sent to AD Kaiser FBI/IN3D (tap) N S L V I O - 9 0 9 

b6 
b7C 

Page 1 of 1 Printed 11/29/2006 3 : Ij 1: 5 5 



ALL INFORMATION CONTAINED 
((^HEREIN IS UNCLASSIFIED EXCEPT 

WHERE SHOWN OTHERWISE 
S E ^ ^ T 

FEDERAL BUREAU OF INVESTIGATION 

DATE: 06-07-2007 
CLASSIFIED BY 65179/dJ»h/ksr7cak /} 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-07-2032 

Precedence: ROUTINE 

To: Inspection 
^ p n p i~ a 1 Counsel 

Date: 0 2 / 2 7 / 2 0 0 6 

Attn: IIS 
Attn: NSIJS. 
Attn: SA 

From: i 
Contact 

Approved By: 

Drafted By: 

Case ID #: (S) 
coi X ) 

(S) 
(U) Title : t ^ INT 

TFO 
SSA 

ILIJIÜENÜB OVERSIGHT BOARD ( TOR 

"ÌJ1 VISION 

I 1 

b2 
b6 
blC 
blE 

(U' Synopsis: t)^ Report possible Intelligence Oversight Board 
(IOB) violation. 

(IT) 
Reference: (S) 

Derived Fro: 
Declassify 

I SCG G-3, Jan. 1997 
/27/2016 

Details: (U) A e Case Agent 
Officer (TFO) 

121L 

is Joint Terrorism Task Force 

(U) The subject is a U.S. person. 

(S) 

s c l J M J J J U T . 

bZ 
b6 
b7C 
b7E 

bl 
b2 
b7E 

bl 
b2 
b7A 
b7E 

NSL VIO-920 

bl 
b2 
b7A 
b7E 

bl 
b2 
b6 
b7A 
blC 
~b7E 

bl 
bo 
b7A 
blC 



ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 

(Rev 01 WHERE SHOWN OTHERWISE 

SÄ&^ET 

DATE: 06-07-2007 
CLASSIFIED BY 65179/iäinJx/kst/cak 
REASON: 1.4 (e) 
DECLASSIFY ON: 06-07-2032 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

( U ) 

Precedence : 

To : 
ROUTINE Date: 03/20/2006 

counterterrorism 

Inspection 

Attn: 
Attn: 

Attn; 

CDC 
ITOS I/CONUS II 
UC 
T/ 
IA 
IIS, 

From: General Counsel 
National Security Law Branch/CTT.TT T/T.Y-I -YG-197 
Contact: UCf 

Approved By : Thomas .Tnl-io v 
J 

Drafted By: 

Case ID #: 

Title: (U) 

M : mml 
i > I 1 

278-HQ-C1229736-VIO > (Pending) 

Intelligence Oversight Board 
IOB Matter 2006-267 

SynopsiB: it is the opinion of the Office of the General 
Counsel that the above referenced matter must be reported to the 
Intelligence Oversight Board (IOB). Our analysis follows. 

( Ü ) 

Reference : 

Details : 
2006, the 

perive3~~Fxg^<—T3-1 
DeclagsifyOirr—-0^/17/2031 

(S) 

M _ 

bl 
b2 
b7E 

BY fìl.ectronic conttpnxcatioia LEC) dated February 27, 
Field Office reported to the — —» ^ « 4. J - w w uiic 

Inspection Division and the Office of General Counsel (OGC) this 
potential IOB matter. 

(S)/~ 

b2 
b6 
b7 C 
b7E 

b2 
b7E 

bl 
b2 
bfi 
b7A 
b7C 
b7E 

—ï SE^ET 

0IG/D0JREVIEW^ I D A T E b e 
m m m u i m ^ J ^ ¡ ¡ y -v 

C:u/UOJ INVESTIGATÌQNi ^ < ^ > 0 - O -L( -
NSL VIO-914 



DECLASSIFIED BY 65179/dJûii/kSE/cak 
OH 06-07-2007 

March 2:, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, DC 

Dr. Mr. Friedman: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (T.HMÌ . e n t i t l e d "Intelligence Oversight 
Board (IOB) Matter, DIVISION, IOB Matter 2006-267 (U) 

The LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and /or laws, Executive Orders, 
or Presidential Directives that govern FBI foreign 
counterintelligence and international terrorism investigations. 
(U) 

Enclosures 

1 - Ms. Julie F- Thnma«! b6 
1 -
1 -'¿/y-Hu-cmy/Jk-viö 
1 - Inspection (IOB 2006-267) 

b7C 

UnclassifiecKwhen detached 
from classified, document. 

DeriVTsdfrpia-f G-3 
Decla^siiy^-cu&j XI 

NSL VIO-918 



ALL INFORMATION CONTAINED 
(Rev 0]-31-2UiHEPEIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 06-07-2007 
CLASSIFIED BY 65179/dmh/fcsr/cak 
REASON: 1.4 (C) 
DECLASSIFY ON: 06-07-2032 

(S) 

Thfì 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
CLEVELAND DIVISION 
IOB MATTER 2006-267 

MATTER 

Bureau of Investigation's Division 

( S ) 

d this potential IOB matter involving 
unauthorized receipt^s^tni nphone foil records from the 
communications carrier 

(S) 

(S) 
J E 

(U) OGC has referred this matter or the FBI's Inspection 
Division for action deemed appropriate, (yfi 

b2 
b4 
b7D 
b7E 

bl 
b2 
b6 
b7A 
b7C 
b7 E 

bl 
b2 
b4 
b6 
b7A 
b7C 
b7D 
b7E 

bl 
b2 
b6 
b7A 
b7C 
b7E 

NSL VIO-959 



(Rev 01-31-2003) 

AIL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-07-2007 BY 6517S/dmh/lt3t/cak 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE Date: 09/11/2006 

To: General Counsel Attn: NSLB 

From: Inspection 
Internal Tnvpal-inaf-inno Qgn-t-
Contact: CRS 

.on-, IPU, Room 3 041 
Ext. [ 

Approved By: Miller David 'A 

b2 
b6 
b7C 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 26 84 
OGC/lOB# 2006-0267 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1221 
278-HQ-C122 973 6-VIO Serial 1279 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from I I Division dated 02/27/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is an 
administrative issue. Therefore, no internal investigation will 
be conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

NSL VIO-921 



(Rev. "¡-31 -2003) 

SEQKÊT.//20 310911 

FEDERAL BUREAU OF INVESTIGATION 
Precedence : 

To : 

ROUTINE Date: 09/11/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU, Room 3 041 
Contact: CRS I Ext. 

Approved By: Miller David 

Drafted By: 

Case ID #: 

Title: (U) 

(U) 

[ kas 

263-HQ-0-U - JjtQ'APending) 

b2 
b6 
b7C 
b7E 

DECLASSIFIED BY 65179/da>h/ksi7cak 
OH 06-07-2007 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 684 
OGC/IOB# 2006-0267 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) DerivecKFip<Sm : G-3 
Declassiry^On: 20310911 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1221 

Reference: (U) 278-HQ-C1229736-VIO Serial 1221 2 78-HQ-CI229736-VI0 Serial 1279 
Details: (U) Upon review of Division's captioned 

b2 
b7E 

report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WHEN^EPARATED FROM CLASSIFIED ENCLOSURE. 

NSL VIO-922 



OIG INVESTIGATIONS DIVISION - Complaint Form OIG NO.: 689-2007-001245-M 

Received 3y: 

SUBJECT : 

b6 
-b7C- Date Received: 08/21/2006 How Received: A 

Title: TFO 
Component: FBI 
Mi sc : 
Home : 
Phone 
Wor k : 

Pay Plan: 
EOD Date: 

ZIP: 
Divis i on 

Joint Terrorism Task Force, 

SSNO 
D.O.B. 

Alien No. b2 
F.B.I.No. b6 
B.O.P.No. b7C 

D/L No. b7E 
Offenses 689 

Phone : ZIP: 

COMPLAINANT: 
Title: SSA 
Component: FBI 
Mi sc : 
Home : 
Phone: ( 
Work: 
Phone: 

Pay Plan: 
EOD Date: 

Confidential : 

ZIP: 

ZIP: 
Revealed: 

SSNO : 
D.O.B.: 

Alien No.; 
F.B.I.No.: 
B.O.P.No.: 

D/L No. 

Authority: none 

b2 
b6 
b7C 
b7E 

Details : 
Information received from the FBI regarding a potential IOB matter. 

bl 
b2 
b7E 

In furtherance of the FI, Task Force Officer (TFO) 
from a communications provider. 

requested toll information 

Hpcn review of the toll records. TFO 
numoer requested. TFO[ 

noted that the data was not for the target 
b6 
b7C 

]immediately sealed the unauthorized informati on. 

It is the opinion of the Office of the General Counsel that this matter must be reported to 
the JOB. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 02/16/2005 TIME: 
CITY :| State: Zip: 

b2 
b7E 

DISPOSITION DATA: Disposition: M Date: 11/29/2006 Approval: POWELL, GLENN G rp* 
Referred to Agency: FBI Date Sent: 11/30/2006 Component: FBI 
Patriot Act: n Civil Riqhts: n Component Number: 263-0-U-542 
Sensitive: N Whistleblower: n Consolidated Case Number: DATE: 06-07-2007 

Remarks : 
IOB No. 2006-267 

.FBI INFO. 
CLASSIFIED BY 65179/dnh/ksr/ca]i 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-07-2032 

TFO is associated with one other IOB-related complaint regarding the receipt 
of unauthorized communications data. (See OIG #2006-009161) 

Predicating material contains classified information that will be stored in a secure 
container within OIG/INV/HQ. 

11/30/06- Sent to AD Kaiser FBI/INSD (tap) 

bo 
b7c 

Paqe 1 of 1 

NSL VIO-982 

Printed 11/29/2006 3:19:03 



DATE: 06-07-2007 
.... „I00,A11 INFORMATIOU CONTAINED CLASSIFIED BY 65179/dmh/ksr/cak 
( 1 HEREIN IS UNCLASSIFIED EXCEPT REASON: 1.4 (c) 

WHERE SHOWN OTHERWISE S ^ E T DECLASSIFY ON: 06-07-2032 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To: Inspection 
Counterterrorism 

Attn: Ms. 
AD 

Date: 04/24/2006 

IIS 

SAC, CDC 

From: General Counsel 
Counterterrorism Law Un/t TT/T.x-1 
Contact: 

3S100 

Approved By : Thomas Julie F m 

b2 
b6 
b7C 
b7E 

(U) 
Drafted By: 

Case ID #: 

<U) Title: 

? 
} f 

I C P ^ M 
27 8-HQ-C122 97 36-VIO—(Pending) 

L _ <X SAt / N n /c 
b6 
blC 

( U ) 

A/SSA 
INTELLIGENCE OVERSIGHT feOARD MATTER 
IOB 2006-229 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter should be reported to the Intelligence 
Oversight Board (IOB). OGC will prepare and deliver the necessary 
correspondence to the IOB. 

( U ) Dérivée 
Decías 

(U) 
zy On 

Reference : 278-HQ-C1229736-VIO Serial 1099 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the document in 
Corel WordPerfect. 

0FG/D0J REVT1 
FBI INVESTIGATE 
01G/DOJ INVESTI 

b 6 

b 7 C 

NSL VIO-928 



DECLASSIFIED BY 6S179ydnh/)£3r/cak 
ON 06-07-2007 

Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

b2 
Enclosed for your information is a self-explanatory b7E 

memorandum, entitled "Intelligence Oversight Board (IOB) Matter, 
Division, IOB Matter 2006-229." (U) 

This memorandum sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Inspection Division. (U) 

E n c l o s u r e UNCLAS^VHED^WHEN 
DETACHED^ROM 
CLASSIHM ENCLOSURE 

1 - Mr. Hulon 
1 -278-HQ-C1229736-VIO ' " b6 
1 - Inspection Division (IOB 2006-229) b^c 
1 

Derived/from: G-3 
D e c l a s / f y o k X25-1 

NSL VIO-933 



ALL INFORMATION CONTAINED 
(Rev 0]-31-2UiHEPEIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

SEjfefcET 
DATE: 05-07-2007 
CLASSIFIED BY 6SI79/dmh/ksr/cak 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-07-2032 

INTELLIGENCE fi VER,STICHT BOARD (IOB) MATTER 
DIVISION 

IOB MATTER 2006-229 (U) 
b2 
b7E 

(S 

bl 
b2 
b7E 

Derived 
Declassi 

RET 

NSL VIO-959 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

(Rev 01-31-2003) DATE 06-07-2007 BY 65179/dnh/ksr/caJ: 
FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To: General Counsel 

Date : 10/18/2006 

Attn: NSLB 

From: Inspection 
Internal Tnvpar i nat- i nns IPU, Room 3041 
Contact: CRS Ext. 

Approved By: Miller David Ian 

Drafted By: 

bZ 
b6 
blC 

Case ID #: 

Title: (U) 

(U) 2 7 8-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1601 
OGC/IOB# 2006-0229 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1099 
278-HQ-C12 2 973 6-VIO Serial 1654 

Details: 
an EC from 

The Internal Investigations Section (IIS) received 
| Division dated 12/15/2005, reporting a 

possible ldJB-5TT5rr Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

NSL VIO-982 



DECLASSIFIED BY 6S179/dmli/k3t/ca}i 
(Rev. 01-31-2003) ON 06-07-2007 

SE£»ET7/2JÌ311020 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 10/20/2006 

Attn: SAC (Personal Attention) To 

From: Inspection 
Internal Investigations Section. IPU, Room 3 041 b2 
Contact: CRS | Ext. | | 

Approved By: Miller David laSfj^iy 

Drafted By: [iĵSK 

b6 
b7C 
b7C 

'/case ID #: (U) 263-HQ-O-U - 545 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 16 01 
0GC/I0B# 2006-0229 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

DeriyecPFrgajT: G-3 
D e c 1 a s^àrfyôïr^2 0 3110 2 0 ( U ) 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1099 

Reference: (U) 278-HQ-C1229736-VIO Serial 1099 
2 78-HQ-C1229736-VIO Serial 1654 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WHÈN>Si2FÌRATED FROM CLASSIFIED ENCLOSURE. 
•• 

SECRla^tWTTfo 0 

NSL VIO-982 



b2 
b7 E 

OIG - 1 INVESTIGATIONS DIVISION Complaint Form OIG NO.: 689-2007-001235-M 

Received By: PUSKAS, STACEY T Date Received: 09/27/2006 how Received: 

SUBJECT: Unidentitled, FBI 
Title: UNID 
Component : FBI 
Mise : 
Home : 
Phone : 
Work : 
Phone : 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

COMPLAINANT: 
Title: ATTY 
Component : FBI 
Mise: 
Home : 

Pay Plan: 
EOD Date: 

Phone: () -
Work: , , 

ZIP: T 

Phone : I" 
Confidential : 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b2 
b6 
b7C. 

On 11/15/05 and 11/16/05 two NSLs were issued to financial institutions and responsive 
records were received; however, the results had to be sequestered. 

( S ) 
FBI/OGC determined that this matter should be reported to the IOB. 

bl 
b2 
b7E 

ALLEGATIONS: 689 IOB Violation 
Ornirrpnrp nat-f>. 11/15/2005 TIME: 
CITY state: 

b2 
b7E Zip: 

DISPOSITION DATA: Disposition: M Date: 09/27/2006 Approval: POWELL, GLENN G 

Referred to Agency: Date Sent: Component: FBI 
Patriot Act: N Civil Riahts: n 

Sensitive: N Whistleblower: N 
Component Number: 263-0-U-545 

Consolidated Case Number: 

Remarks 
11/29/06: Predicating material contains classified information which will be maintained in 
a secure container at OIG/INV/HQ. (stp) 

DATE: 06-07-2007 
rai INFO. 
CLASSIFIED BY 6S179/dmh/k3r/câk 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-07-2032 

Page l ot l NSL VIO-940 Printed 11/29/2006 1 : 12 : 16 



(Rev "" 
v ALL INFORMATION CONTAINED 

HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

s^R: :ET 

DATE: 06-07-2007 
CLASSIFIED BT 65179/dmh/ksr/caH 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-07-2032 

FEDERAL BUREAU OF INVESTIGATION 

( U ) 

(U) 

Precedence: ROUTINE 

To : 

Date: 07/03/2006 

Counterintelligence 

Inspection 

Attn: SA 
CDi 

Attn: SSA 
CD - 1A~ 

Attn: IIS 

b2 
b6 
b7C 
b7 E 

From: Office of the General Counsel 
NS LB / CI LU/Room__L2±Z_ 
Contact : AGC 

-lael 

Approved By: Thomas .Tnl-ie P 

Drafted By: 

Case ID #: (U) 

lk 

2 7 8 - HQ -C1229736 - V I f P e n d i n g ) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-305 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter be reported to the Intelligence 
Oversight Board (IOB). OGC will prepare and deliver the 
necessary correspondence to the IOB. 

( U ) 0 0 Derîve^-Fiom : G-3 
Depitfssxfy^pn : XI 

Reference: (U) 278-HQ-C1229736-1345 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

DetaiisLi. 
the 

The referenced electronic communication (EC) from 
Division dated 04/18/2006, requested 

that OGC review the facts or tne captioned matter and determine 
whether it warrants reporting to the IOB. As explained below, 
the FBI is required to report this matter to the IOB. 

b6 
b7C 

OIG/DOJ 
FBI INVESTIGA; 

0 I G / D 0 J I N V E S T I G A I » 

b2 
b7E 

NSL VIO-982 



DECLASSIFIED BY 65179/dah/ltsr/cak 
ON 06-07-2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-305." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 278-HQ-C1229736-VIO , • 

UNCLASSIFIED WHEN 
DETACHED JTROM 
CLASSIFIED ENCLOSURE 

Derived F^om: G-3 
Declassify Ota: XI 

SECpQjjT 

NSL VIO-949 



(Rev. 01-31-2003) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-07-2007 BY 65179/dmh/ksr/cak 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 10/18/2006 

To: General Counsel Attn: NSLB 

From: Inspection 
Internal Tnvpf i f - i aat - i nna fi^nh 
Contact: CRS 

ûE_ IPU, Room 3 041 
Ext. 

Approved By: Miller David Ian 
b2 
bô 
b7C 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2166 
OGC/IOB# 2006-0305 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1345 
2 78-HQ-C1229736-VIO Serial 1608 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from| |Office dated 04/18/2006, reporting a possible b2 
IOB error. Based upon a review of the referenced EC it is the b7E 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

NSL VIO-952 



DECLASSIFIED BY 6S179ydmh/kst/caK 
(Rev 01-31-2003) . ^ ON 06-07-2007 

SÇCÏîfiÎ//20311020 
FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To : 

ROUTINE Date: 10/20/2006 

Attn: ADIC (Personal Attention) 

From: Inspection 
Internal Invest- i gat- i oris .g^rt-inn IPU, Room 3041 
Contact: CRS Ext. | | 

O . JI . Approved By: Miller David la •1 

b2 
b6 
b7C 
b7E 

Drafted By: 

Case ID #: 

Title: (U) 

[sb> 
(U) 2 63-HQ-0-U - 548 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2166 
OGC/lOB# 2006-0305 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

( U ) 
From : G-3 

Dec^Îs^iiy On: 20311020 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1345 

Reference : (U) 278-HQ-C1229736-VIO Serial 1345 
2 78-HQ-C1229736-VIO Serial 1608 

Details: (U) Upon review of Office's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WÌ -£RQM__CLASSIFIED ENCLOSURE. 

b2 
b7 E 

S]jjì8fcET//2 0311020 

NSL VIO-982 



OIG - INVESTIGATIONS DIVISION Complaint Form OIG NO l j l 
b2 
b7E 

89-2007-001261-M 

deceived By: b6 
_b7C_ Date Received: 09/07/2006 H o w Received: 

SUBJECT: Unidentitied, FBI 
Title: UNID 
Component : FBI 
Mise : 
Home : 
Phone : 
Work: 
Pnone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 
Offenses 689 

COMPLAINANT: 
Title: ATTY 
Component : FBI 

Pay Plan: 
EOD Date: 

MlSC : 
Home : 1 
Phone : () - ZIP: 
Work: / / 

Phone : 1 ZIP: 
Coniidentiai : Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b2 
b6 
b7C 

Details : 
The FBI provided information regarding a potential IOB matter (2006-305) . 

Pursuant to an ongoing investigation, theĵ  Division submitted three NSLs to an 

bl 
b2 
b7A 

internet service provider requesting transactional rernrds and rnnipa nt nnhhriv afrpaaihiFhir 
î i webnaaeB to inrlnHp all imfinPB nnlnarlarì—T F 

(S) 

requested 
J The service provider submitted the 

OGC determined that the Division inappropriately used the NSLs to request | | 
Therefore, any information received from the service provider beyona the 

scope or tne NKLS must be sequestered. 

FBI/OGC determined that this matter must be reported to the IOB. 

bl 
b2 
b7 E 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 11/25/2005 TIME: 
CITY state: 

b2 
b7E Zip : 

DISPOSITION DATA: Disposition: M Date: 09/07/2006 Approval: POWELL, GLENN C 

Referred to Agency: FBI Date Sent: 12/01/2006 Component: FBI 
Patriot Act: n Civil Ricrhts: N Component Number: 
Sensitive: N Whistleblower: n Consolidated Case Number: 

Remarks: 
11/30/06: Predicating material contains ciassitied inlormation which will be maintained in 
a secure container at OIG/INV/HQ. (stp) 

DATE: 06-07-2007 
FBI INFO. 
CLASSIFIED BY 65179/daih/ksr/cak 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-07-2032 

NSL VIO-955 
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ALL INFORMATION CONTAINED 

(Rev 0]-31-2UiHEPEIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE fate 

bo 
b7C 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To : 

ROUTINE Date: 07/21/2006 

Counterintelligence 

From: Office of the General Cou 
NSLB/CILU/Room 7 94 7 
Contact: AGC 

Attn: 
Attn: 

A D C 
C D - I D U U 

ops el 

Approved By: 

Drafted By: 

TVinmao .Till -i a 

b2 
bo 
b7C 
b7E 

( S ) 

( U ) 

ctd 
bl 
b2 
b7A 
b7E Case ID #: 00 

i-'1 Ô 'l*•> 
Title: INTELLIGENCE OVERSIGHT BOARD MATTER 

2006-351 

DATE: 06-09-2007 
CLASSIFIED BY 65179/dmh/ksr/cak 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-08-2032 

(f) Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel 
to the IOB. 

(U) Derivè^From : G-l 
Decl^fssiïy On: XI 

(S ) Reference : 

petiai 1 a ; 

fat (U) 

bl 
b2 
b7A 
b7E 

2./ö-HU-L122y/Jfe-VIO ¿serial 1426 

ILL The referenced electronic communication (EC) from 
dated 06/08/2006, requested that OGC review the 

b2 
b7 E 

facts of the captioned matter and determine whether it warrants 
reporting to the IOB. In our opinion, it does» Our analysis bl 
follows. 

-LSI. 

b2 
b6 
b7A 
b7C 
b7E 

[2ùl 

01G/D0J REYLEWI 
INVESTIGATION 

J I G / D O J I N V E S T I G A T E 

mi-. 

M 

'CI 

b6 
b?C 

Oi 

SE 

bl 
b2 
b4 
b7A 
b7D 
b7E 

NSL VIO-959 



DECLASSIFIED BY 65179/dah/ltsr/cak 
ON 06-08-2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-351." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 278-HQ-C1229736-VIO / . . '/ 

UNCI 
DETACi 
CLASSIFIED ENCLOSURE 

Derived 
Declass 

NSL VIO-949 



All INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATÉ: 06-08-2007 
CLASSIFIED BY 65179/dah/ksr/càk 
REASON: 1.4 (cj 
DECLASSIFY ON: 06-08-2032 

INTELLIGENCE OVERSIGHT BOARD MATTER 
PHILADELPHIA FIELD OFFICE 
IOB MATTER 2006-351 (U) 

/(j\ ">6) Here, an error on the part of \ resulted 
in tne unintentional acquisition of information through an NSL. 
Based upon our analysis, in accordance with the reporting 

requirements of Section 2.4 of Executive Order 12863, the 
carrier's mistake must be reported to the IOB. 

bl 
b2 
b4 
b6 
b7A 
b7C 
b7D 
b7E 

b2 
b4 
b7A 
b7C 
b7E 

S ^ E T NSL VIO-965 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 10/18/2006 

Attn: NSLB 

From: Inspection 
Internal Invear.iaations s^rt-ion IPU, Room 3041 
Contact: CRS Ext 

Approved By: Miller David Ian 

Drafted By: 

b2 
ALL INFORMATION CONTAINED b 6 

HEREIH IS UNCLASSIFIED b 7 C 

DATE 06-08-2007 BY .65179/dmh/]i3E/cak 

Case ID #: 

Title: (U) 

(U) 2 78-HQ-C122 973 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2348 
OGC/IOB# 2006-0351 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C122 97 36-VIO Serial 1426 
278 -PH-100522 Serial 8 
278-HQ-CI229736-VIO Serial 1606 

it) ThP Tnfprnai investigations Section (IIS) received 
Di' jDivision dated 06/08/2006, reporting a 

Details: 
an EC from 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS1s opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

NSL VIO-979 



DECLASSIFIED BY 6SL79/dmh/li3E/'calî 
ON 06-08-2007 

(Rev 01-31-2003) 

SÈCËEETT^^ÎXALFL 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : 

Date: 10/20/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Rprtinn 
Contact: CRS 

IPU, Room 
Ext. I 

1041 

Approved By : 

Drafted By: 

Case ID #: 

Miller David Ian 

1 J j 

b2 
b6 
b7C 
b7E 

(U) 263-HQ-0-U - 552 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 234 8 
OGC/IOB# 2006-0351 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) 
M Derived 

Declassi 
G- 3 
20311020 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1426 

Reference: (U) 27 8-HQ-C122 973 6-VIO Serial 1426 
278-PH-100522 Serial 8 
27 8-HQ-C122973 6-VIO Serial 1606 

Details: (U) Upon review of ¡Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-Al48772 0 serial 6). 

THIS EC IS UNCLASSIFIED~^HEN--ôfî£â^ftTED^FRÔM CLASSIFIED ENCLOSURE. 
• • 

b2 
b7E 

S E C R È W I Û Â I I ^ J 

NSL VIO-968 



b2 
b7 E 

OIG - INVESTIGATIONS DIVISION Complaint Form OIG NO.: 689-2007-001270-M 

Received By: b6 Date Received: 09/07/2006 How Received: A 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc: 
Home: 
Pnone: 
Work: 
pnone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
Misc: 
Home: 
Pnone: ( 
Work: , 
Pnone: 

Pay Plan: 
EOD Date: 

Confidential : 

ZIP: 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 

Authority: none 

(S 

b2 
b6 
b7C 

Details : 
The FBI provided information regarding a potential IOB matter (2006-351] 

bl 
•b2 
b7A 
b7E 

FBI/OGC determined that this matter does not need to be reported to the IOB. tstp) 
ALLEGATIONS: 68 9 IOB Violation 
Occurrence Date: 06/05/2006 TIME: b2 

b7 E CITY : State: 
b2 
b7 E 

Zip : 

DISPOSITION DATA: Disposition: M Date: 09/07/2006 Approval : POWELL, GLENN G 

Component : FBI Referred to Agency: FBI Date Sent: 12/01/2006 
Patriot Act: n Civil Riahts: N Component Number: 263-0-U-552 
Sensitive: N Whistleblower: N Consolidated Case Number: 

Remarks : 
11/30/06 Predicating material contains classified information which will be maintained in 
a secure container at OIG/INV/HQ. (stp) 

DATE: 06-08-2007 
FBI INFO. 
CLASSIFIED BY 65179Ìdnh/ksr/cak 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-08-2032 

NSL VIO-970 

Page 1 ot 1 Printed 11/30/2006 12 : 27 : 04 



DATE: 06-08-2007 
CLASSIFIED BY 65179/dJtth/ksr/eaJi 

ALL INFORMATION CONTAINED REASON: 1.4 (c) 
(RCV.OI-HEREIN IS UNCLASSIFIED EXCEPT DECLASSIFY ON: 06-08-2032 

WHERE SHOWN OTHERWISE 
SECRET 

FEDERAL BUREAU OF INVESTIGATION 

(U> 

(U) 

W) 

(U) 

Precedence : 

To : 

ROUTINE Date: 8/22/2006 

Attn: CDC 
A/SSA Z1 

Inspection Attn: Internal Investigative Section 
Attn: Ms 

From: General Counsel 
National g^nr-it-v T.au Ff/ar̂ y. /PTTTT TT/TY.1 ïcymn 
Contact: 

Approved By; Thomas Julie F 3D 

Room 11865 
b2 
b6 
b7C 
b7E 

flVL 
Drafted By: 

Case ID # : 

neb 

278-HQ-C1229736-VIO-

Title: (U) Intelligence Oversight Board 
(IOB) Matter 2006-372 

Synopsis: It is the opinion of the Office of the General Counsel 
(OGC) that the above referenced matter need not be reported to the 
Intelligence Oversight Board (IOB). Our analysis follows. 

Derive^<rrom : G-3 
Declassify. On: 8/22/2016 ( U ) X 

Reference: .-fS* 278-H0-C1229736-VTO Rprial ia^o 
(S) 

b'l 
b2 
al A 
b7E 

Administrative: (U) This communication contains one or more footnotes. 
To read the footnotes, download and print the document in Corel 
WordPerfect. 

Details: tMC By electronic communication (EC) datftri .Tyne 20, 2006 and 
referenced above, the 

immuni cat ion 
[Division £ 

ich (NSLB) an 
reported to the 

b2 
b7E 

OGC's National Security Leiw Branch (NSLB) and the Inspection Division this 
potential IOB matter. 



(Rev. 01-31-2003) 

ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED 
DATE 06-08-2007 BY 6S179/dHLli/l£3>:/cak 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 10/18/2006 

Attn: NSLB 

From: Inspection 
Internal Tnvpst-iaatinns ^t-inn .TP^f Room 3041 
Contact: CRS Ext 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian 
b2 
b6 
b7C 

(U) 2 78-HQ-C12 2 973 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 24 70 
OGC/lOB# 2006-0372 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1452 
27 8-HQ-C122 973 6-VIO Serial 1653 

Details: OH 
an EC from 
possible IOB error, 
is the IIS's opinion 
of a performance issue, 
will be conducted by the 
to the NSLB for whatever action they deem appropriate. 

The Internal Investigations Section (IIS) received 
Division dated 06/20/2006, reporting a 

Based upon a review of the referenced EC it 
s opinion the incident described therein is indicative 

Therefore, no internal investigation 
IIS and this matter is being relegated 

b2 
b7E 

• • 

NSL VIO-979 



(Rev. 01-31-2003) 

DECLASSIFIED BY 65179;dmh;kst/cak 
OH 06-06-2007 

SECR5T5t7eâû3110 2 0 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To : 

ROUTINE Date: 10/20/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Tnvpgf i n;=it- -i ring Sprtinn 
Contact: CRS 

TPTT T?R,R,M 
Ext 

b2 
b6 
b7C 
b7E 

Approved By: Miller David la 

Drafted By: y h 
Case ID #: 

Title: (U) 

(U) 2 63-HQ-0-U - 554 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING** 2470 
OGC/IOB# 2006-0372 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) X DerfvSth-Ejejft-T'" G-3 
Desl**tì3ÌyOnr----2ù3110 2 0 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1452 

Reference: (U) 278-HQ-C1229736-VIO Serial 1452 
278-HQ-C122 973 6-VIO Serial 1653 

Details: (U) Upon review of Division's captioned 
b2 
b7E 

report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED ARATED FROM CLASSIFIED ENCLOSURE. 

SECREÎ//^Jil 0 2 0 

NSL VIO-980 



01G - INVESTIGATIONS DIVISION Complaint Form 

DATE: 06-06-2007 
FBI INFO. 
CLASSIFIED BY 65179/dmh/bsx/caJî 
RE AS OH: _1.4 '(c) b2 

ON: 06-08-2032 b7E 0 I D E C L A Q 

Received By: b6 
Js7C. Date Received: 09/27/2006 H o w Received: A 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component : FBI 
MlSC : 
Home : 
Phone : 
Work: 
Phone : 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO : 
D.O.B.: 

Alien No.: 
F.B.I.No.: 
B.0.P.No.: 

D/L No.: 
Offenses : 689 

COMPLAINANT: [_ 
Title: ATTY 
Component : FBI 
Mise : 
Home : 

Pay Plan-. 
EOD Date: 

Phone : U -
Work: , , 
Phone : 
Coni ideriL j.a. 

ZIP: 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b2 
b6 
b7C 

(S ) . 

Details : 
The FBI provided information regarding a potential IOB matter (2006-372). 

bl 
b2 
b7E 

On 4/10/06| | received the results ot the NSL and learned that the telephone number 
in question was subscribed to by three separate individuals during the requested period of ̂  
coverage. b 7 E 

FBI/OGC determined that the NSL was properly issued and the information received served as 
an elimination of an investigatory lead. FBI/OGC determined that this matter does not need 
to be reported to the IOB. 

b2 
-b7E- Zip: 

ALLEGATIONS: 689 IOB Violation 
occurrence Date-. 04/10/2006 TIME: 
CITY :| I State: I I 

DISPOSITION DATA: Disposition: M Date: 09/27/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 12/01/2006 Component: FBI 
Patriot Act: N Civil Riahts: N 

Sensitive: N Whistleblower: N 
Component Number: 263-0-U-554 

Consolidated Case Number: 

Remarks: 
11/30/06: Predicating material contains classified information which will be maintained in 
a secure container at OIG/INV/HQ. (stp) 

NSL VIO-982 
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FU-<)62 (Rev. 03-21-2005) 

DATE: 06-08-2007 
CLASSIFIED BY 65179/toh/fcsr/cak 
REASOH: 1.4 <c> 
DECLASSIFY ON: 06-08-2032 

g^SRET 
FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To: Inspection 
General Counsel 

Date 
f., 

: 07/03/2006 ̂ ^J 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7975 

From: 
CDC 
Contact : 

(U) 

Approved By: 

Drafted By: 

b2 
b6 
b7C 
b7E 

be 
Case ID # . à i 278-HQ-C122973 6-VIO - 1480 
Title: (U) SA SA 

SSA SSA 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

b6 
b7C 

( 0 ) 

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis To report possible IOB error. 

( U ) D e r i V e d ^ F r o g u - r ^ ^ G - 1 
Decla£ijii$<e»4_Xl 

Details: 

(S) 1. 

bl 
b2 
"b6 
b7C 
b7E 

(S) 2 . 

(U) C80 3 . 

bl 
b6 
b7C 

Possible IOB Error: 
bl 

fcsi Description of IOB Error (including any reporting delays). 
LSI-/ 

C ( U , •fei tf ffe b 6 

b 7 C 

s^efcgT 

NSL VIO-983 

I 
I . .1 , 

bl 
b6 
b7C. 



(Rev. 01-31-2003) 

ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 06-06-2007 
CLASSIFIED BY 6 5179/DHH/KSR/CAK 
REASON: 1.4 (c) 
DECLASSIFY OH: 06-08-2032 

:RET 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(tJ) 

( U ) 

Precedence : 

To: I 

ROUTINE Date: 09/06/2006 

Counterintelligence 

Inspection 

Attn; 

Attn: 

Attn: 

SAC 
CDC 
SSA 
SA C 
CD- 1A, A/U,L 
CD-ID, UC • 
IIS, CRS 

From: Office of the General Counsel 
N.qT.R/rTT.n/Rnnm 7Q47 
Contact: AGC \ 

bb 
fc7C 
b7E 

Approved By: 

Drafted By: 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-390 

<U) 

Case ID #: 278-HQ-C1229736-VIO^fPending) 

Title: y ^ 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) Deriv«ch-Frga^ 
DeclaesrifyOSl—¿5*1 

Administrative: This electronic communication (EC) contains 
information from: (1) thP f,c riat̂ ri 07/03/2006 from the 

|Field Office | | to OGC reporting a potential 
IOB matter; (2) automated case support (ACS); and (3) email 

b2 
b7E 

communications between Y! 
08/31/2006; and 09/05/2006. 

Reference : 

f 

0IG/D0JREVIE 

™ « S T I G A T I Ö 
cîgdojinve 

and OGC dated 08/30/2006; 

bl 
b 2 
b7E 

NSL VIO-985 



ALL INFORMATI Oil CONTAIHED 
HEREIN 15 UNCLASSIFIED 
DATE 06-08-2007 BY 65179/dffih/ksc/cak 

(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 10/18/2006 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 
Contact: CRSI ] Ext.[ 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian b2 
bb 
b7C 

(U) 27 8- HQ-CI22 973 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 24 83 
OGC/lOB# 2006-0390 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C122 973 6-VIO Serial 1480 
27 8- HQ-C122973 6-VIO Serial 1636 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from| "[ Division dated 07/03/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

• • 

NSL VIO-990 



FEDERAL BUREAU OF INVESTIGATION 

DECLASSIFIED BY 65179/ciKLh/fe3r/'caJt 
ON 06-06-2007 

(Rev. 01-31-2003) 

SECREÎ/Y20311020 

Precedence: ROUTINE 

To : 

Date: 10/20/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 
Contact: CRS Ext. 

Approved By: Miller David la 

Drafted By: 

b2 
b6 
b7C 
b7E 

J Case ID #: 

Title: (U) 

(U) 263-HQ-O-U - 556 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2483 
OGC/lOB# 2006-0390 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U> Derï^red-JFr^n,^--^ 3 
Dec lassii^Oiw^^O 3110 2 0 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1480 

Reference: (U) 278-HQ-C122 97 3 6-VIO Serial 1480 
278-HQ-C1229736-VIO Serial 1636 

Details: (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance related 
issue with respect to the employee and respective supervisor. 
Therefore, appropriate action relative to this matter is left to 
the discretion of the division. IIS recognizes and appreciates 
that this matter was brought to our attention as required by the 
revisions mandated by National Security Law Branch/OGC EC, dated 
03/18/2005 (319X-HQ-A148772 0 serial 6) . 

b2 
b7E 

THIS EC IS TTKK-T.aggTpfFTnamiiT rnnlin;n,Ti.i i ̂  . M * ^ og T F T Fp ENCLOSURE. 

SECRET/>2$lil020 

NSL VÎO-991 



DECLASSIFIED BY 65179/dmh/kSE/cak 
ON 06-08-2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board (IOB) Matter, 
Portland Division, IOB Matter 2006-393." (U) 

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
The Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

SECRET 

NSL VIO-1002 



AIL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

RET 

DATE: 06-08-2007 
CLASSIFIED BY 65179-/]inh/ksi:/cafc 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-08-2032 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
I IFIELD OFFICE 
IOB MATTER 2006-393(U) 

MATTER 
b2 
b7E 

bi 
b2 
bo 
b7A 
b7E 

J During the course of the 
investigation, | ¡issued a National Security Letter (NSL) 
pursuant to the Electronic Communications Privacy Act, 18 U.S.C. 
§ 2709, to a telephone carrier for the telephone subscriber of a 
telephone number intended to be identified as that of the target. 
Instead, one of the numbers within the telephone number was 
incorrectly written; thus, the information returned from the 
carrier was subscriber information of a wholly unrelated 
telephone number. The error was discovered upon receipt of the. 
information, and the subscriber information was not reviewed nor 
used for any investigative purpose. No toll information had been 
sought through the NSL. Despite the inadvertent nature of the 
mistake, the fact remains that subscriber information was 
improperly collected on a telephone number unrelated to an 
investigation. Thus, the matter is being reported to the IOB. 

DERI>FE<JN0LFI: G-3 
D e c 1 a s s i 8 / 2 016 

SEpkgT 

(U) Section V.12. authorizes use of National Security Letters in 
conformity with 18 U.S.C. § 2709 (relating to subscriber information, toll 
billing records, and electronic communication transactional records). The 
statute requires that information sought is relevant to an authorized national 
security investigation. 

SECRET NSL VIO-1004 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-09-2007 BY 65179/ ttofch/lisr/calt (Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date : 10/18/2006 

Attn: NSLB 

From: Inspection 
Internal TnyPHt-inal-inns S p p H n n . T P U . P n n m " 3041 

Contact: CRS 

Approved By: Miller David Ian 

Drafted By: 

Ext. 
b2 
b6 
b7C 

Case ID #: 

Title: (U) 

(U) 2 78-HQ-C12 2 973 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2489 
OGC/IOB# 2006-0393 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1486 
278-HQ-C1229736-VIO Serial 1657 

Details: (U) The 
an EC from 

internal Investigations Section (IIS) received 
^Division dated 06/14/2006, reporting a b2 

possible IOB error. Based upon a review of the referenced EC it b 7 E 

is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

NSL VIO-1005 



(Rev. 01-31-2003) 

SE^ET//20311020 

FEDERAL BUREAU OF INVESTIGATION 

DATE: 06-08-2007 
CLASSIFIED BY 65179/dmMisr/cak 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-08-2032 

Precedence: ROUTINE Date : 10/20/2006 

To : 

From: 

Attn: SAC (Personal Attention) 

Inspection 
Internal Investigation« fipr-t.-icm. IPU, Room 3041 
Contact: CRS Ext. 

b2 
b6 
b7C 
b7 E 

Approved By: Miller David lan^^A. 

Drafted By: 
ALL INFORMATION C0NTAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Case ID #: 

Title: (U) 

(U) 2 6 3 - HQ - 0 - U - 557 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 24 89 
OGC/lOB# 2006-0393 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(S) DerivètikJg«>in : G-3 
Declas^if^On: 20311020 

ÌS) Enclosure (s) : 
27Ô-ËÔ-C1229736-VIO Serial 1486 

bl 
b2 
b7A 
bTE 

(S) ieference: 
278-KÒ-C1229736-VIO Serial 1486 
2 78-HQ-C122 973 6-VIO Serial 1657 

Details: (U) Upon review of[ ] Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

b2 
b7E 

THIS EC IS UNCLASSIFIED W FROM CLASSIFIED ENCLOSURE, 

SE£RÌ:T//2 0311020 

NSL VIO-1006 



(Rev- 01-31-2003) 

SE^T^X 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE Date: 09/29/2006 

From: 

Inspection 

Office of General Counsel 
NSLB/CTLU,_L 
Contact : 

Attn: 

Attn: 

b2 
be 
b7C 
b7 E 

F 

(U> 

(U) 

Approved By: 

Drafted By: 

Case ID #: ( 

Title: 

Thomas Julie 

mml 

2 78-HQ-C122 9736-VIO' (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
IOB MATTER 2006-403 

DATE: 06-12-2007 
CLASSIFIED BY 65179/dmh/k3r/cak 
REASON: 1.4 (c) 
DECLASSIFY OH: 06-12-2032 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE; SHOWN OTHERWISE 

(U) Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that the above referenced matter need not be 
reported to the Intelligence Oversight Board (IOB). Our 
analysis follows. 

(U) fS^é^JF) Derived>^rom 
D e c 1 f y ^ Q n : 

G-l 
09/12/2031 

( U ) 

<U) 

Reference: 278-HQ-C1229736-VIO Serial 1510 

Details: By electronic com^unirati on (EC) dated July 7, 
2006 and referenced above, the Division 
reported to the OGC's National Security Law Branch (NSLB) an^1 
the Inspection Division this potential IOB matter. 

is) / 

b2 
b7E 

bl 
b2 
b6 
b7A 
b7C 
b7 E 

OÎG/DOJ REVIEWS 
m ÎMVHSTÎGÂTIÔÏÎ. 

OIG/DW INVESTIEAÎÏO\ ( Y ' " 

iè^éET 

b6 
b7C 

NSL 
VIO-1012 



. 01-31 -2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

From: 

Date: 10/18/2006 

Attn: NSLB ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-12-2007 BY 65179/dnii/fcsi:/caJ: Inspection 

Internal investigations Section. IPU. Room 3 041 
Contact: CRS 

Approved By: Miller David Ian 

Ext. 

Drafted By: 

Case ID #: 

Title: (U) 

b2 
b6 
blC 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2568 
OGC/IOB# 2006-0403 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference : (U) 278 -HQ-C1229736-VIO Serial 1510 
278 -HQ-CI229736-VIO Serial 1712 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from 
possible IOB error 

Division dated 07/07/2006, reporting a 
= xwD Based upon a review of the referenced EC it 

is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

• • 

NSL 
VIO-1016 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To : 

ROUTINE Date: 10/20/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact: CRS 

Approved By: Miller David Iany$; 

Drafted By: 

Ext. r 

b2 
b6 
b7C 
b7 E 

u 
DECLASSIFIED BY 65179,'ümh/ksr/caJi 
ON 06-12-2007 

V Case ID #: 

Title: (U) 

( U ) 

(U) 263 -HQ- 0 -U - 566 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2 568 
OGC/IOB# 2006-0403 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

DerTVe^-Si^g^r G-3 
Teclassify~OnT~ 20311020 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1510 

Reference: (U) 278-HQ-C1229736-VIO Serial 1510 
2 78-HQ-C122 9736-VIO Serial 1712 

Details: (U) Upon review of Division's captioned 

THIS EC IS UNCLASSIFIED WHE 

• • 

!LASSIFIED ENCLOSURE. 

b2 
b7E 

report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 (319X-HQ-
A1487720 serial 6). 

SE^ET//20311020 

NSL VIO-1017 



b2 
OiC - INVESTIGATIONS DIVISION Complaint Form OIG NO.: 

Received By: 

89-2007-001304-M 

Date Received: 
•hlC 

10/11/2006 How Received: 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Mi sc: 
Home : 
Pnone: 
Work: 
Pnone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F . B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
Ml SC : 
Home: 
Pnone: 
Work: 
Pnone: 

Pay Plan: 
EOD Date: 

Coniidential: 

ZIP: 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L Nc. 

Authority: none 

b2 
b6 
b7C 

(S) 

Details: 
The FBI provided information regarding a potential IOB matter (2006-403). 

the 

b'l 
b2 
b7E 

Division issued a NSL to a telecommunications provider for subscriber information for 
related to the subject of the investigation. 

On 4/24/06, 
NSL . 

received the results which contained toll records not requested in tne 

FBI/QGC determined that this matter does not need to be reported to the IOB. 
ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 04/24/2006 TIME: b2 
CITY : State : Zip: b7E 

DISPOSITION DATA: Disposition: M Date: 10/11/2006 Approval: POWELL, GLENN G 
Tj ic/ 

Referred to Agency: Date Sent: Component: DEA 
Patriot Act : N 
Sensitive: N 

Civil Riqhts: N 
Whistieblower: N 

Component Number: 263-0-U-566 
Consolidated Case Number: 

Remarks: 
12/1/06: Predicating material contains classified material which will be stored in a 
secure container at OIG/INV/HQ. (stp) 

DATE: 06-12-2007 
FBI INFO. 
CLASSIFIED BY 65179/dmh/ksr/cak 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-12-2032 

Page 1 of 1 NSL V I01021 P r i n t e d 12/01/2006 3:49:13 



ALL INFORMATIOil CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

FEDERAL BUREAU OF INVESTIGATION 

S^RET 

(U> 

Precedence: ROUTINE 

To: 

Date: 08/30/2006 

Counterintel1igenee 

Inspect ion 

Attn : 

Attn : 

Attn: 

SA [ 
SSA 
CDC 

UC CD-2A 

IIS 

From: 
I 

Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact: AGcl 

b2 
h 6 
b7C 
b7E 

DATE: 06-12-2007 
CLASSIFIED BY 65179/djah/ksr/cak 
REASON: 1.4 (c) 
RECLASSIFY ON: 06-12-2032 

Approved By: Thomas Julie 

Drafted By: lk 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-431 

Synopsis: '.t is the opinion of the Office of the General 
Counsel (OGC) that this matter be reported to the Intelligence 
Oversight Board (IOB). OGC will prepare and deliver the 
necessary correspondence to the IOB. 

(U) 

Reference : (U) 2 7 8 -HQ-C1229736-1558 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

Details : 
the 
OGC 

The rpfprpnrprt piprtrnnir communication (EC) from 
Division dated 07/28/2006, requested that b2 
the facts of the captioned matter and determine b 7 E 

As explained below, 
review 

whether it warrants reporting to the IOB. 
the FBI is required to report this matter to the IOB. 

secN̂ EI 

0IG/D0J RI 
FBI INVESTIGATI 
OIG/DOJINVESTIQÄ 

b6 
b7C 

NSL VIO-1025 



DECLASSIFIED BY 6S179/dmll/k3C/cak 
OH 06-12-2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17;ri Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-431." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 278-HQ-C1229736-VIO I 

UNCLASSIFIED WHEN 
DETACHEEl FROM 
CLASSIFIED ENCLOSURE 

Derived/Frfem: G-3 
Declassify (Dn: XI 

NSL VIO-1029 



DECLASSIFIED BY 65179/dmh/ksc/cak 
OH 06-13-2007 

INTELLIGEN£E_QI£££SIGHT BOARD (IOB) MATTER 
IFIELD OFFICE 

IOB MATTER 2006-431 (U) 
b2 
b7E 

m By electronic communication, rfatpri 
the Federal Bureau of Investigation (FBI 
reported that they came into possession o 

Field Office issued 
they came 

On May 31, 2006, the J ^ 
Security Letter seeking 
Elect ronic 
The 

>r ur 

uly 28, 2006, 
Field Office 

nauthorized material 
a National 

subscriber information, pursuant to 
Communications Privacy Act (ECPA), 18 U.S.C. 2709. 
Field Office sought subscriber information for 

provider issued However^ 
suoscrioer mrormation for 
Office determined that the 
related to the subject and 

the service 

wac; prmnjipri' 
provider. Upon noticing this error, 
correctly segregated and sealed the 
error was committed solely by the service 
Office committed no error. Nevertheless, 
came into possession of material that the 
unauthorized to provide to the FBI 

"¡Field Office committed no error 
or unauthorized material pursuant to a 

a violation that 
Board. 

] Field 
was not 

hw prrnr hy the service 
Field Office 

unsolicited information. The 
Field provider. 

I Field ort ice 

Security Letter is 
Intelligence Oversight 

service provider was 
under the ECPA. Although 

itself, the mere receipt 
lawfully issued National 

must be reported to the 

NSL VIO-1029 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 10/18/2006 

Attn: NSLB 

From: Inspection 
Internal 
Contact : 

Investigations 
CRS 

Section, IPU, 
Ext .1 

Room 3 041 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David b2 
b6 
b7C 

(U) 2 78-HQ-C12 2 9736-VIO ; Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2648 
OGC/IOB# 2006-0431 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 78-HQ-C122 9736-VIO Serial 1558 
278-1 I-A95380 Serial 27 
278 -HQ-C1229736-VIO Serial 1651 

JCh£_Internal Investigations Section (IIS) received 
Division dated 07/28/2006, reporting a possible 

Details: 1111 
an EC from 
IOB error. Based upon a review of the referenced EC it is the 
IIS1s opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

b2 
b7E 

• • 

ALL INFORHATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-12-2007 BY 65179/daH/ksr/cak 

NSL VIO-289 



DECLASSIFIED BY 65179/dmh/ksr/cak 
(Rev 01-31-2003) \ / ON 06-12-2007 

SECREV/20311020 
FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE 

Attn: 

Date: 10/20/2006 

SAC (Personal Attention) 

From: Inspection 
Internal TnypgrinaHnng Rpptinn. IPU, Room 3041 

Ext. I Contact: CRS 

Approved By: Miller David Iany^fi 

Drafted By: 

b2 
b6 
b7C 
b7E 

Case ID #: 

Title: (U) 

(U) 2 63-HQ-0-U - 570 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2648 
OGC/IOBtf 2006-0431 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) 
DerivètkJ'rç 
Decläsi 

G- 3 
20311020 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1558 

Reference: (U) 278-HQ-C1229736-VIO Serial 1558 
2781 I&95380 Serial 27 
278-HQ-C122 973 6-VIO Serial 1651 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A14 8 7 72 0 serial 6). 

SEPARATED FROM CLASSIFIED ENCLOSURE. THIS EC IS UNCLASSIFIED W 

• • 

SECRET/^2031102 0 

b2 
bTE 

NSL VIO-1029 



b2 
GIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2007-001541 -M b7E 

Received By: b6 , ̂  Date Received: 09/27/2006 How Received: A 

SUBJECT: Unidentit led, FBI 
Title: UNID 
Component: FBI 
Mise : 
Home : 
Phone : 
Work : 
Phone : 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Of fenses 689 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
M l S C : 
Home : 
Phone: 
Work : 
Phone: 

TT 

Conildential : 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b2 
b6 
b7C 

Details: 
The FBI provided information regarding a potential IOB matter (2006-431) • 

( S Ì 

issued a NSL to a telecommunications provider requesting subscriber information for 
relating the subject of the investigation. 

Due to an error by the telecommunications provider, 
for 

Received subscriber information 
The unsolicited records have been sealed. bl 

b2 
FBI/QGC determined that this matter must be reported to the IOB. b 7 E 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 05/31/2006 TTME- . b2 
CITY: ' ' ] State :| I b 7 E Zip: 

DISPOSITION DATA: Disposition: M Date: 09/27/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 12/07/2006 Component: FBI 
Patriot Act: N Civil Riants: n Component Number: 263-0-U-570 
Sensitive: N Whistleblower: N Consolidated Case Number: 

Remarks: 
12/6/06: Predicating material contains classified material which will be stored in a 
secure container at OIG/INV/HQ. (stp) 

•DATE: 06-12-2007 
FBI INFO. 
CLASSIFIED BY 65179/dmh/ksx/caJî 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-12-2032 

Page 1 ot 1 
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ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED EXCEPT 

WHERE SHOWN OTHERWISE 

RET 

DATE: 06-12-2007 
CLASSIFIED BY 65179/dmh/ksr/caJi 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-12-2032 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 10/19/2006 

( U ) 

(Ü) 

ÌD) 

( U ) 

To: Inspection 
Counterterrorism 

Attn: 
Attn: 

Attn: 

IIS 
ITOS I/CONUS TT 
A/UC 
SARA 
SA 

From: Office of General Counsel 
OGC/NSBL/CTLO I fi-m 
Contact : 

Approved By: Thomas Julie 

mml Drafted By: 

Case ID #: 278-HQ-C1229736-VICT^" [pending) 

Title: INTELLIGENCE OVERSIGHT BOARD 
POSSIBLE IOB VIOLATION; 
2006-483 

Synopsis: It is the opinion of the Office of General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB). Our analysis follows. 

(s£XF) 
(U) 

Re f er enee : f^f 

Derived 
Declassif 

G-l 
10/19/2031 

278-HQ-CI229736-VIO Serial 1616 

£83 By Electronic Cpmmiinijpation (EC) dated August 
Division has reported 

Details: 
24, 2006 and referenced above, 
this potential IOB matter. 

(s; 

b2 
b6 
b7C 
b7E 

b2 
b7E 

bl 
b2 
b6 
b7C 
b7E 

OIG/DOJ REVIEW: 
FBI INVESTIGATI 
0IG/D0J INVESTIGA" 

• H j S ' Y 

îfec^ET 

b6 
b7C 

NSL VIO-1040 



ALL INFORMATION COBTAINED 
HEREIN IS UNCLASSIFIED 

(Rev 01-31-2003) DATE 06-12-2007 BY 65179/dJnh/bsr/cak 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 11/02/2006 

Attn: NSLB 

From: Inspection 
Internal Investigations Section. IPU, Room 3 041 
Contact: CRS | Ext. 

Approved By: Miller David Ian 

Drafted By: 

Case ID #: 

Title: (U) 

b2 
b6 
b7C 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2783 
0GC/I0B# 2006-0483 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: 

Details: 

¡U) 2 78-HQ-C12 29736-VIO Serial 1616 
27 8- HQ-C1229736-VIO Serial 1788 

(U) The Internal Investigations Section (IIS) received 
an EC from| Division dated 08/24/2006, reporting a possible 
IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is indicative of a 
performance issue. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

b2 
b7E 

• • 

NSL VIO-1029 



DECLASSIFIED BY 65179/daili/k3r/ca}: 
ON 06-12-2007 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 11/02/2006 

To : Attn: SAC (Personal Attention) 

From: Inspection 
Internal Tnvpgt- i n a t - i n n c Sprt j nr 
Contact: CRS 

I PU, Raom_in4l 
Ext . 

b2 
bo 
b7C 
b7E 

Approved By: 

Drafted By: 

N/ Case ID # : 

Title: (U) 

Miller David Ian 

(U) 263-HQ-0-U 

kas 

576 [Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2783 
0GC/I03S 2006-0483 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

<U) 

Enclosure (s) : 

Derivaste? rom 
De.&3räs s i fy~" 

G-3 
20311102 

(U) 278-HQ-C12 2973 6-VIO Serial 1616 

Reference: (U) 278-HQ-C1229736-VIO Serial 1616 
27 8-HQ-C122 9736-VIO Serial 1788 

Details: (U) Upon review of 
a potential IOB violation, 

Division's of 

of willful 
deliberate 

captioned report b2 
IIS did not find the matter indicative b 7 E 

misconduct. IIS only addresses allegations where 
and/or aggravated misconduct is evident. 
(U) IIS views this matter as a possible performance 

related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6) . 

THIS EC IS UNCLASSIFIED W 
• • 

TED FROM CLASSIFIED ENCLOSURE 

NSL VIO-1029 



(Rev.AIL INFORMATION CONTAINED DATE: 06-12-2007 
HEREIN IS UNCLASSIFIED EXCEPT CLASSIFIED BY 65179/dmh/ksr/cak 
WHERE SHOWN OTHERWISE SHgRET REASON: 1.4 (c) 

DECLASSIFY ON: 06-12-2032 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : 

Date : 10/03/2006 

Counterintelligence 

Inspection 

Attn: 

Attn : 

Attn: 

SSA! 
SA 

CD- 2D 

IIS, Room 11861 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact: AGC 

Approved By : Thomas Julie ZP7 
J A R 

Drafted By: ctd 

Case ID #: 'fey-
(S) 

( U ) Title : <X 

97S-Hn.P1 ??q71fi.VT(V fPpnrlinq) 
bl 
b2 
b7E 

( U ) 

(U) Derived Frc 
Declas-ffTfy On: 

Reference : (U) 
(U) 

2Qod [-123844 Serial 42 
278-HQ-CI229736-VIO Serial 1646 

b2 
bo 
b7C 
b7E 

INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-479 

Synopsis: ^ ^ It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to.the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel 
to the IOB. 

Details : (U) The referenced electronic communication (EC) from 
in file 2 78-HQ-CI22973 6, dated 09/19/2006, requested that 

b2 
b7E 

OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. In our opinion, it 
does not. Our analysis follows. 

--'ovO.J Hu 
FBI INVESTIGATI" 
OIG/DOJ 

bl 
b6 
b7C 

E ) ^ SEj^lET 

bo 
b7C 

¿ 2 ( ¿ 3 - U , - 5 7 ^ 

NSL VIO-1050 



DECLASSIFIED BY 65:179ydmli/KSE/cak 
ON 06-12-2007 

October 3, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 502 09 
Mew Executive Office Building 
725 17rh Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-479." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and E'oreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred tc our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 278-HQ-C12297 36-VIO - 1792 

UNC 
DETAC 
CLASS II 

JEN 

•ED/ENCLOSURE 

Derivejx From: G-3 
Declassify OrK 25X1 

NSL VIQ-1053 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

st^RET 

DATE; 06-12-2007 
CLASSIFIED BY 65179/djuh/ksr/cak 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-12-2032 

(U) 

(S) 

(U) 

INTELLIGENCE [ 
:OB 

OVERSIGHT BOARD MATTER 
IFIELD OFFICE 

MATTER 2006-479 (U) 
b2 
b7E 

information from 
typographical error in the 

no Zi g /onnc; _ 
the 

after receiving the requested 
case agent noticed a 

issuance of the NSL 1 

| As a result ot the typographical 
error, tne agent rec^lvea information for an individual other 
than Ershagi. 

i^) Upon discovering the error, the case agent 
immediately sequestered and destroyed the CD of information ^ 
submitted by | ~| After attending NSLB training b 7 D 
earlier this year, she reported the incident and requested a b 7 E 
legal review. 

Here, a typographical error on the FBI resulted 
in an accidental overcollection of information. Based upon our 
analysis, in accordance with the reporting requirements of 
Section 2.4 of Executive Order 12863, the carrier's mistake 
must be reported to the IOB. 

bl 
b2 
b4 
bo 
b7C 
b7D 
b7E 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7 E 

Der i vecTsf roinjx<i-3 
DeclassifyS^Ì: 25X1 

SEJ^ET 
NSL VIO-1055 



ALI INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 

(Rev 01-31-2003) DATE 06-12-2007 BY 6S179/dmli/)£3i:/caJi 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 11/02/2006 

Attn: NSLB 

From: Inspección 
Internal Investigations Section TP1T Room 1041 
Contact: CRS Ext. 

Approved By: Miller David Ian 

Drafted By: 

Case ID #: 

Title: (U) 

b2 
bô 
b7C 

lea 3 

2 7 8 - HQ-C12 2 973 6- VIO [Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2869 
OGC/IOBS 2006-0479 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: 

Details: illl 
an EC from 
possible IOB error, 
is the IIS's opinion 
of a performance issue 

(U) 2 7 8 - HQ-C1229736-VIO Serial 1646 
2 7 8 - HQ-C1229736-VIO Serial 1791 

Thp internal Investigations Section (IIS) received 
Division dated 09/19/2006, reporting a b 2 

Based upon a review of the referenced EC it b 7 E 
the incident described therein is indicative 

Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

• • 

NSL VIO-1029 



(Rev. 01-31-2003) 

SECR^t:7^)311102 

FEDERAL BUREAU OF INVESTIGATION 
Precedence : ROUTINE Date : 11/02/2006 

To : Attn: SAC (Personal Attention) 

From: Inspection 
Internal In""??t"i gp̂ t--ì r»n IPU, pnnm 3 04 1 

<U) 

Contact: CRS 

Approved By: Miller David Ian£r#U\ 

kks 

Ext . 

b2 
h 6 
b7C 
b7E 

Drafted By: 

DECLASSIFIED BY 6S179/dmli/)tsi:/cafe 
OH 06-13-2007 

Case ID #: 

Title : (U) 

(U) 2 63-HQ-0-U - 577 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2869 
OGC/IOB# 2006-0479 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Deri^T&i^r^in : 
Decla^tfifyOn : 

G-3 
20311102 

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1646 

Reference: (U) 278-HQ-C1229736-VIO Serial 1646 
2 78-HQ-C1229736-VIO Serial 1791 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

b7E 

THIS EC IS UNCLASSIFIE .TED FROM CLASSIFIED ENCLOSURE. 

• • 

SECRET 02 

NSL VIO-1058 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT DATE; 06-12-2007 
'WHERE SHOWN OTHERWISE CLASSIFIED BY 65179/dmWksr/cak 

SECRET REASON: 1.4 (c) 
DECLASSIFY:ON: 06-12-2032 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

RA 

Date: 10/13/2006 
To i • Attn: SSRA 

SA 
AD 

From: 
Inspection 

Office of General Counsel 
NSLB/CTLU,_L 
Contact: 

Attn: IIS 
b2 
b6 
b7C 
b7E 

Approved By : Thomas Julie 

Drafted By: [" sp 
!U) 

113) 

J) 

( U ) 

J) 

Case ID # : 2 7 8 - HQ-C12 2 9 7 3 6 - VIO-* / Pending) 

Title: (Xj INTELLIGENCE OVERSIGHT BOARD 
IOB MATTER 2006-487 

Synopsis: £S<f It is the opinion of the Office of the General 
Coi jnsei (OGC; that the above referenced matter need not be 
reported to the Intelligence Oversight Board (IOB). Our analysis 
follows. 

(U) (S>f£) Derive» From : G-l 
Declassify On: 10/13/2031 

Reference: 278-HQ-C1229736-VIO Serial lfc>(o£ 

Details: By electronic communicati on (EC) dated September 
21. 2006 and referenced .abcve, the 
RA Division, 

reported to the OGC's National Security L£w Branch 
(NbLbj and the Inspection Division this potential IOB matter. 

b2 
b7E 

_(S)j 

Pursuant to a National Secuity Letter (Nst.l . wireless 
teieüflone nrovider nrrv.fi ded toll records foi 

Cellular telephone number 
through employment relatfecT 

(SJ 
OIG/DOJ REVIEW: 
FBI INVESTIGATE 

OIG/DOJ INVE! 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 

NSL VIO-1029 

- O - T C - 5 - 7 ? 



ALL INFORMATION CONTAINED 
(Rev 01-.11-2003] HEREIN IS UNCLASSIFIED 

DATE 06-12-2007 BY 65179/dmh/liSE/ca}£ 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 11/02/2006 

Attn: NSLB 

From: Inspection 
Internal Inve.qt iaations Sect i on IPU, Room 3 041 
Contact: CRS 

Approved By: Miller David Ian 
Ext 

Drafted By: 

Case ID #: 

Title: (U) 

b2 
b6 
blC 

k?a£ 

(U) 2 78-HQ-CI 229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2928 
OGC/IOB# 2006-0487 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 78-HQ-CI229736-VIO Serial 1662 
278 -HQ-CI22 9736-VIO Serial 1785 

The Internal Investigations Section (IIS) received 
Division dated 09/21/2006, reporting a possible 

Details: (U) 
an EC from| 
IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

b2 
b7E 

• • 

NSL VIO-1029 



I Rev 01-31-2003) 
DECLASSIFIED BY 65179/dttV)i3:i:./cak 
ON 06-12-2007 

SECRÌP3>^0311102 
FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE Date: 11/02/2006 

Attn: SAC (Personal Attention) 

From: Inspect ion 
Internal Investigations Section. IPU. Room .1041 

CRS Contact : 

Approved By: Miller David Ian1-

Ext. 
b2 
bo 
b7C 
b7E 

Drafted By: 
/ 

Case ID #: 

Title: (U) 

kàs 

(U) 263-HQ-O-U - 578 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2928 
OGC/lOB# 2006-0487 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been'reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

( U ) 

Deriv 
Declas 

G-3 
20311102 

Enclosure (s) : (U) 278-HQ-C1229736-VIO Serial 1662 

Reference: (U) 278-HQ-C1229736-VIO Serial 1662 
278-HQ-CI229736-VIO Serial 1785 

Details: (U) Upon review of Division's captioned report 

THIS EC IS UNCLASSIFIED WHE ED FROM CLASSIFIED ENCLOSURE. 

b2 
b7E 

of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6) . 

• • 

S ECRgEZ?2œ£ÎÏQT 

NSL VIO-1069 



ALI INFORMATION' CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

ET 

DATE: 06-13-2007 
CLASSIFIED BY 65179/dmh/ksr/cak 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-13-2032 

FEDERAL BUREAU OF INVESTIGATION 

( U ) 

( U ) 

(U> 

Precedence: ROUTINE 

To : 

Date : 10/04/2006 

RA 

Counterterrorism 

Inspection 

From: Office of the General Counsel 

b2 
b6 
b7C 
b7E 

Case ID # : 278-HQ-C1229736-VIO -/'/-." / 

Title: X INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-365 

Synopsis : 06 The RA 
. Counsel 

Field Office, 
1 requested that the Office of the Genera. 

(OGC) review several incidents and determine whether they warrant 
reporting to the Intelligence Oversight Board (IOB). It is the 
opinion of OGC thatl bf the incidents do not need to be 
reported to the IOB. Rather, this EC should be maintained in the 
control file for periodic review by Counsel to the IOB. The 
remaining incidents, however, must be reported to the IOB. OGC 
will prepare and deliver the necessary correspondence to the IOB. 
Our analysis follows. 

b2 
b7E 

(U) 
tU) 

Derive^x^rom : G-3 
Decla^sify^On: 25X1 

Administrative: This electronic communication (EC) contains 
information from: (1) the ECs dated 05/18/2006 and 06/23/2006 
from |:o OGC reporting a potential IOB matter; and (2) 
automated casesupport (ACS). 

b2 
b7E 

OIG/DOJ REVIEW: 
FBI INVESTIGATICI 

OIG/DOJ INVESTI 

deiv^MrtJUL s «fis/ou, jjutj 

NSL VIO-1079 



DECLASSIFIED BY 6S179/dnhAsE/cak 
OH 06-13-2007 

October 11, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-365." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 278-HQ-C1229736-VIO / "7 ^ O 

UNCLASSIFIED JhiEN 
DETACHED FROM 
CLASSIFIED/ENCLOSURE 

Derived/Frota: G-3 
Declassify ok: 25X1 

NSL VIQ-1053 



ix*. S E 0 R E T 

DATE: 06-13-2007 
CLASSIFIED BY 65179/dnh/bsr/cak 
PEASOH: 1.4 (c) 
DECLASSIFY ON: 06-13-2032 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
FIELD OFFICE 

MATTER 

IOB MATTER 2 006-3 65 (U) 
b2 
b7E 

iSI 

bi 
b2 
b7A 
b7E 

bl 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Derived fpdmjG-3 
Declassi-fy on-2*5Xl 

SECRET 

SECRET 

NSL VIO-1087 



ALL INFOPKATION COBTAINED 
HEREIN IS UNCLASSIFIED 

(Rev. 01-31-2003) DATE 06-13-2007 BY 65179/dliih/ksr/cak 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 11/17/2006 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact: CRS Ext. [ 

b2 
b6 
b7C 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian 

(U) 2 7 8-HQ-CI2 2 9736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2417 
OGC/lOB# 2006-0365 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-CI22 9736-VIO Serial 1446 
278 -HQ-CI229736-VIO Serial 1482 
2 78-HQ-CI229736-VIO Serial 1739 

Details : 
an EC from 

(U) The Internal Investigations Section (IIS) received 
Division dated 05/18/2006, reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

• • 

NSL N/101088 



(Rev. 01-31-2003) 

DECLASSIFIED BY 65179/dmh/ksr/cak 
ON 06-13-2007 

SECRÈÌ&(/2 0311117 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : 

Date: 11/17/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 
Contact : CRS J 

Ext. 

Approved By: Miller David • 

— \4sj 

b2 
bo 
b7C 
b7E 

Drafted By: 
/ 
Case ID #: 

Title: (U) 

(U) 2 6 3- HQ-0-U - 581 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2417 
OGC/lOB# 2006-0365 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) D e r ived-^Fçoaar^: 
D e c l^ssiry^Oa^^ 

G-3 
20311117 

Enclosure(s): (U) 

Reference : 

2 78-HQ-C1229736-VIO Serial 1446 
21Q-HQ-CI229736-VIO Serial 1482 

(U) 2 78-HQ-C1229736-VIO Serial 1446 
2 78-HQ-C1229736-VIO Serial 1482 
278-HQ-C1229736-VIO Serial 1739 

Details: (U) Upon review of Division's captioned report 
b2 
b7E 

of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WHEN>^!S£ARATED FROM CLASSIFIED ENCLOSURE. 

S ECRET//^S<^1117 

NSL VIO-1058 



ALI INFORMATION' CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

SECRET 

DATE: 06-13-2007 
CLASSIFIED BY 65179/dsih/ksr/caJî 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-13-2032 

FEDERAL BUREAU OF INVESTIGATION 

( U ) 

( Ü ) 

Precedence: ROUTINE 

To : 

Date: 09/30/2006 

Inspection 

Counterintel.l igence 

Attn : 

Attn: 

Attn: 

CDC I 
S S A [ 
SA [_ 

IIS, Room 11861 

CD- 2D 

From: Office of the General Counsel 
NSTiR/CTTiU/Roorr) 7947 
Contact: AGC 

Approved By: Thomas Julie F 

Drafted By: ctd 

Case ID #: (U) 278-HQ-C1229736-VIO /'./V i 

Title INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-438 

Synopsis: (X) It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel 
to the IOB. 

(U) De>iMû From : G-l 
D^zïaàs^fy On: XI 

b2 
b6 
b7C 
b7E 

Reference: (U) 278-HQ-C1229736-VIO Serial 1580 

Details: (U) The referenced electronic communication (EC) from 
dated 08/08/2006, requested that OGC review the facts 

b2 
b7E 

151 the captioned matter and determine whether it warrants 
reporting to the IOB. Based on the facts of this case, reporting 
is necessary. Accordingly, OGC will prepare a cover letter and 
memorandum for IOB notification purposes. 

-SI 

OIG/DOJ REVIEW: 
FBI INVESTIGATION? 

OIG/DOJ I N V E S T I R ® 

SEC 

(n) 

àf̂ T 

bl 
b2 
b6 
b7A 
b7C 
b7E 

b6 
b7C 

NSL VIO-1079 

¿^^Xê-JuC^U A. 11 ft i/o* I 



September 30, 2006 

BY COURIER 

Mr. Stephen Friedman DECLASSIFIED BY 65179/dmh/ksr/cak 
Chairman ON 06-13-2007 
Intelligence Oversight Board 
Room 502 0 9 
New Executive Office Building 
725 17ch Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-438." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 2 78-HQ-CI229736-VIO 

UNCLÁ^ IFIED/WHEN 
DETACI D FR£ÍM 
CLASS] XEiyENCLOSURE 

Derived, 
Decla 

SE^ET 
NSL VIO-1029 



ALI INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(U) 

DATE: 06-13-2007 
CLASSIFIED BY 65179/dmh/ksr/cak 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-13-2032 

(S) 

À * 

INTELLIGENCE' 
I 
I OB 

R E T 

OVERSIGHT BOARD MATTER 
I FIELD OFFICE 

MATTER 2006-438 (U) 
b2 
b7E 

By electronic communication dated August 8. 
2006, the'Federal Bureau of Investigation (FBI) . \ 
Field Office, r-enorted a possible Intelligence Oversight Board 
(TOR) ^rt-pr I 

typographical error when issuing a national security letter 
(NSL) on a targeted phone number. As a result of this error, 
the FBI obtained in error the records of a third-party 

(S) hncj-iness ag nnnn.gpH to the phone records of the 

bl 
b2 
b7A 
b7E 

(U) On 08/02/2006, the case agent discovered and 
reported his error to his Chief Division Counsel (CDC) and his 
supervisor. Immediately thereafter, steps were taken to ensure 
that the information was never uploaded into FBI files or 
indices. 

In this case, the case agent's typographical 
error in preparing the NSL request resulted in the collection 
of informat 

ion unrelated to the investigation. Because this 
information was immediately sequestered by the case agent and 
subsequently destroyed at the direction of the FBI Office of 
General Counsel, no US person was prejudiced as a result of 
this error. Nevertheless, we conclude that, in accordance with 
the reporting requirements of Section 2.4 of E.O. 12863, this 
error must be reported to the IOB. 

Derived^srom: G-3 
Declassjixy «HI : 2 5X1 

SE^ET 

S E / ^ W v i o - n o i 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF I N V E S T I G A T I O N r i - U I . I \ M L . w i W .*.ALL IKF0R1IÄTI0K CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-13-2007 BY 65179/dmh/ksr/cak 

Precedence: ROUTINE 

To: General Counsel 

Date: 11/17/2006 

Attn; NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 
Contact: CRS| 

Approved By: Miller David Ian 

Drafted By: 

Ext. I I 

Case ID #: 

Title: (U) 

(U) 2 7 8- HQ-C122973 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 3133 
0GC/I0B# 2006-0438 

b2 
b6 
b7C 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1580 
278-HQ-C122 973 6-VIO Serial 1744 

Details: 
an EC from 
possible IDE 5TTT3TT 

(U) The Internal Investigations Section (IIS) received 
Division dated 08/08/2006, reporting a 

'Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

• • 

NSL VIO-1058 



(Rev 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : 

Date: 11/17/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact: CRS Ext. 

b2 
b6 
b7C 
b7E 

Approved By: Miller David latóri. 

Drafted By: 

t/Case ID #: 

DECLASSIFIED BY 65179/dmli/b3rycak 
0W 06-13-2007 

(U) 2 63-HQ-0-U - 586 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGtt 3133 
OGC/IOB# 2006-0438 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) (S) 

Enclosure(sj 

Reference: (U) 

Derijjed From : G-3 
D^eÌasàily On: 20311117 

(U) 2 78-HQ-CI229736-VIO Serial 1580 

278 -HQ-C1229736-VIO Serial 1580 
2 7 8- HQ-CI229736-VIO Serial 1744 

Details: (U) Upon review of 
b2 
b7E 

Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6) . 

THIS EC IS UNCLASSIFIED WHEN S 
• • 

FROM CLASSIFIED ENCLOSURE. 

S ECRET/>2^11117 

NSL VIO-1104 



DATE: 06-13-2007 
(01/2 ALL INFORMATION CONTAINED CLASSIFIED BY 65179/dmh/ksr/cak 

HEREIN IS UNCLASSIFIED EXCEPT W REASON- 1 4 (ct 
WHERE SHOWN OTHERWISE SECRET DECLASSIFY ON: 06-13-2032 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 10/25/2006 

<U) 

(UJ 

( U ) 

( U ) 

(U) 

To 

Counterintelligence 

Inspection 

Attn: SAC, CDC 

Attn: CD-3D, Room 4166 
SSA 

Attn: IIS, CRS 

From: General Counsel 
National Security Law Branch/Room 7947 
Contact: Julie F. Thonlcis 

Approved >• By : Thomas Julie 

b2 
b6 
b7C 
b7E 

Drafted By: 

Case ID #: 
:s) 

? 7 S - n n - n 77Q736-VTO =mi 
bl 
b2 
b7A 
b7E 

Title: POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-273 

Synopsis : & It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the IOB. A 
record of this decision should be maintained in the investigation 
control file for review by the Counsel to the IOB. 

: u ) om : G-3 
On: XI 

Reference: 278-HQ-C122S736-VIO Serial 1240 

: ?^e referenced electronic communication (EC) from Details 
the Resident Agency, dated 

1UB tfiätESr. OGC has reviewed the 
Division, 

3/C6/0&, reports a potentia 
facts and determined that it warrants reporting to the IOB. Our 
analysis follows. 

b2 
b7E 

01G/D0JREV11 
FBI INVESTIGATE _ 

OIG/DOJ INVESTIGATION: 

S^TRET 

b6 
b7C 

NSL VIO-1111 

5 S 9 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

R̂cv 01-31-2003) DA,n: 06-13-2007 BY 65179/dmh/ksr/calt 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 01/10/2007 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, I PU, Room 1041 
Contact ; CRS Ext 

Approved By: Miller David i 

inJL Drafted By 

Case ID #: 

b2 
b6 
b7C 

Title: (U) 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2021 
OGC/lOB# 2006-0273 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference : (U) 2 78 -HQ-CI22 9736-VIO Serial 1240 
278 -HQ-C1229736-VIO Serial 1841 

Details: (U) The Internal Investigations Section (IIS] 
an EC from 

rece ived 
^Division dated 03/06/2006, reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

• • 

NSL VIO-1117 



DECLASSIFIED BY 65179/cUiLfci/JiSE/cak 
ON 06-13-2007 

(Rev. 0'-3I-2003) 
SECR]j&S(/2 032 0110 

FEDERAL BURÉAU OF INVESTIGATION 

Precedence: ROUTINE Date: 01/12/2007 

Attn: SAC (Personal Attention) To: 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 
Contact: CRS Ext .[ b2 

b6 
b7C Approved By: Miller David la^(/l b 7 E 

Drafted By: 

Case ID #: (U) 263-HQ-0-U - 589 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/lIS TRACKING# 2021 
OGC/IOB# 2006-0273 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

^ Derivea-^ogi-^'G-3 
Declas^i-fyoa-i^ 20320110 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1240 

Reference: (U) 278-HQ-C1229736-VIO Serial 1240 278-HQ-C1229736-VIO Serial 1841 
Details: (U) Upon review of I | Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736 Serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN-¿rSPARATED FROM CLASSIFIED ENCLOSURE, 

b2 
b7E 

NSL VIO-1118 



b2 

OTb - INVESTIGATIONS DIVISION Complaint Form OIG NO.: 689-2007-004672-M 

Received By : J Date Received: 12/19/2006 How Received: A 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FEI 
Misc: 
Home : 
Phone: 
Wor k : 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

COMPLAINANT: b6 
T1tie: UNID Pau Plan' b7C 
Component: F31 
Mise : 
Home : 
Phone: 
Work: General Counsel 

National Security Law Branch, Washington, DC 
Phone: ZIP: 
Confidential: Revealed: 

Pay Plan: 
EOD Date: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: 

WITNESS: 
Title: SSA 
Component: FBT 
Mise: 
Home : 
Phone: 
Work : 
Phone: 

Pay Plan: 
EOD Date: 

T! ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

b2 
b6 
b7C 
b7E 

WITNESS : 
Title: SA Pay Plan: 
Component: FBI EOD Date: 

Home : 
Phone : 

\ Home : 
Phone : \ I ZIP: 

\ 

Phone 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 
Offenses 

ZIP: 

b2 
bó 
b7C 
b7E 

Detans : 
"he FBI provided information regarding a potential IOB matter (2006-273). 

On 04/08/2005. Foreign Intelligence Surveillance Court (FISC) granted authority for| 
to initiated an electronic surveillance of an e-mail address belonging to the ] 

D¿ 

b7E 
subject of an investigation. Through the investigation and NSL a private internet provide: 
was dentified as possessing network access to the subject of the investigations email 
A dores s . 
In lace February 2006, a surge in data being collected by the FBI's Engineering Researcn 
Facility (ERF) was identified by ERF personnel. As a result ERF investigated the issue ana 
recognized that the collection tools used to collect email corrjr.unication from the subject or 
the investigation were improperly set and appeared to be collecting data on the entire ernaii 
comain. Due to an apparent miscominunicat ion, the private internet provider accidentally 
collected mail from the entire domain and subsequently conveyed the email to ERF. FBI 
informed the private internet provider of the error and instructed them to reset their 
filters to collect only those communications from the subject of the investigation's e-mail 
address. 

i ÑQT 

NSL VIO-1120 
ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-03-2007 BY 65179 DHH/KSR/JHF Printed 04/06/2007 3:44:15 



(Rev 0I-31-20C3) 

S E C 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
bô 
b7C 

( U ) 

( Ü ) 

m 

( U ) 

Precedence: ROUTINE 

To: 

Date: 10/20/2006 

Attn: CDC 

Inspection Attn: Internal Investigative Section 
Attn: Room 11865 

From: General Counsel 
National g»f»ri fw T.aw PT-̂ n̂ Vil 
Contact : 

Approved By: 

Drafted By: 

Case ID #: ^¡S^ 278-HQ-C1229736-VIO — I 

Title: (U) Intelligence Oversight Board 
(IOB) Matter 2006-465 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED' EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 05-30-2007 
CLASSIFIED BY 65179/DHH/KSR/RW 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-30-2032 

Synopsis: ^S^ It is the opinion of the Office of the General Counsel 
(OGC) that the above referenced matter need not be reported to the 
Intelligence Oversight Board (IOB). Our analysis follows. 

(U) DerTvedHtoanj^^^ 

Reference: 278-HO-Cl229736-VTn serial 1602 (Pending) 
bl (S) (Pending) 

Administrative: (U) This communication contains one or more footnotes. 
To read the footnotes, download and print the document in Corel 
WordPerfect. 

Details: By electronic communi rai-i on 
b2 
b7E 

referenced above, the 
fiar»! gust 23, 2 006 and 

reported to the Division 
OGC's National Security Law Branch (NSLB) and the Inspection Division this 
potential IOB matter. 

b6 
b7C 
OIG/DOJ REVIEW: 
FBI INVESTIGATION 

OIG/DOJ INVESTIGATION: 

DATE- ft •K, 

VA. I 

S E C ^ T ^ 

N S L VIO-1127 



„c 
3t J^ÜCe 

-31-2003) 
I H 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 01/11/2007 

To: General Counsel Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact: CRS/ / J 

Approved By: Miller David Iar^a[(4y 

Drafted By: / kas kas b2 
b6 
Y/1C Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2751 
OGC/lOB# 2006-0465 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1602 
2 78-HQ-C122 9736-VIO Serial 1888 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from/ Division dated 08/23/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IlS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

„ g . V J D - 1 « 1 



IG - INVESTIGATIONS DIVISION - Complaint Form OIG NO.: [689-2007-002668-M 

eceived By:| Date Received: 12/19/2006 How Received: A 

;UBJECT: 
:itie: SA 
:omponent: FBI 
l l S C : I ' 
tome I 
Phone : () -
rtorK: , , 
Phone-. (202) 

COMPLAINANT: 
Title: ATTY 
Component : FBI 
Mise : 
Home 
Phone : ( ) -
WorK: , , 
Phone-. (202) 
Confidential 

Pay Plan: 
EOD Date:, 

HIE 

ZIP: 

Pay Plan: 
EOD Date: 

~ZT I 
u ZIP: 

Revealed: 

SSNO: 
D.O.B.: 

Alien No.: 
F . B.I.NO. : 
B.0.P.No.: 

D/L No.: 
Offenses : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

689 

Authority: none 

Details : 

(S) 
, 'he FBI provided information regarding a potential IOB matter (2006-465). 

E 
^ issued 

NSL to a telecommunications provider to obtain subscriber information and toll records for 
two telephone numbers. 

"(determined that one of the telephone Upon reviewing the requested information, 
numbers was subscribed to by two separate individuals during the requested period of 
coverage. bl 

FBI/OGC determined that this matter does not need to be reported to the IOB. | 
ALLEGATIONS: 689 IOB Violation 
Occurrence Date^ J2006 TIME 
CITY J State Zip: 

DISPOSITION DATA: Disposition: M Date: 12/19/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 01/30/2007 Component: FBI 
Patriot Act: N Civil Riahts: N Component Number: 263-0-U-598 
Sensitive: N Whistleblower: N Consolidated Case Number: 

Remarks : 
Predicating material contains classified information which will be maintained in a secure 
container at OIG/INV. (stp) 

1/31/07: Sent to Kaiser/FBI. (stp) DATE: 06-23-2007 
FBI INFO. 
CLASSIFIED BY 65179/dmh/ksr/cak 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-23-2032 

Page 1 ot 1 
NSL VIO-1133 

Printed 01/30/2007 12 : 04 : 03 



(Rev 01-.11-2003) 

SECÌ^T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : 

Date: 12/15/2006 

Attn: ASAC 
CDC 

Counterintelligence Attn: CD-J_a 
ss; 

Inspection Attn: IIS, Room 11861 
b6 
b7C 
b2 
b7E 

From: Office of the General Courj^el 
NSLB/CILU/Room 7947 
Contact : AGC 

uryde 

Approved By: . Thnr-- M N 

Drafted By: 
FLG 

DATE: 05-31-2007 
CLASSIFIED BY 65179/DMH/KSR/RW 
REASON: 1.4 (c,d) 
DECLASSIFY ON: 05-31-2032 

Case ID #: (S) 278-HQ-C122973 6-VIO^(Pending) 
(A) 62 F] ^ A 8 94 55 -1 OB (Closed)— ¿f 

(TJ) Title: ( INTELLIGENCE OVERSIGHT BOARD MATTER 
200f|-491 

(TJ) Synopsis: GQ It is the opinion of the Office of the General 
Counsel (OGC) that this matter does not merit reporting to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel 
to the IOB. 

(U) 

b2 
b7E 

Reference: (U) 
(U) 

62F| I - A 8 9 4 5 5 Serial 4 
2 7 8- HQ-C1229736-VIO Serial 1709 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Upf rii 1 p: (U) The referenced electronic communication (EC) from 
]fin file 278-HQ-CI229736, dated 09/22/2006, requested that 

OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. In our opinion, it 
does not. Our analysis follows. 

OIG/DOJ REVIEW 

FBI INVESTIGATI 

OIG/DOJ INVESTIGA® 

DATE: a ' MiX. 

S E ^ ^ T 

b6 
b7C 

NSL VIO-1137 



iRcv 01 -J I -2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 01/11/2007 

To: General Counsel Attn: NSLB 

From: Inspection 
Internal Investigations Section. TPTT Pnom 0̂4.1 
Contact: CRS 

b6 
b7C 
b2 

ALL INFORMATION CONTAINED 
HERE IH IS UNCLASSIFIED 
DATE 05-30-2007 BY 65179/DHH/KSR/RW Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2930 
OGC/IOB# 2007-0491 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1709 
27 8-HQ-C122 9736-VIO Serial 1913 

Details: (U) The Internal Investigations Section (IIS) received 
an EC fronj I Division dated 09/22/2006, reporting a possible 
IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

NSL VIO-1141 



(Rev. 01-31-2003) 

SE£ft^T//20320124 
FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

Precedence: ROUTINE 

To : 

Date: 01/24/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU. Room 3041 
Contact! CRS 

Approved By: Miller David Ian 

Drafted By: 

M R 

J S J 

DECLASSIFIED BY 65179/DHH/KSR/RW 
ON 05-30-2007 

Case ID #: 

Title: (U) 

(U) 263-HQ-0-U - 610 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2930 
OGC/IOB# 2007-0491 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

( Ü ) X 
Der 
Deci On: 124 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1709 

Reference : (U) 2 78-HQ-C122 9736-VIO Serial 1709 
2 78-HQ-C122 9736-VIO Serial 1913 

Division's captioned report Details: (U) Upon review of 
b2 of a potential IOB violation, IIS did not find the matter 
b7E indicative of willful misconduct. IIS only addresses allegations 

where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(2 78-HQ-CI229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

SECRET//20320124 
NSL VIO-1142 



Oiü INVESTIGATIONS DIVISION -

Received By: 

Complaint Form PIG NO. : 
Dt ' 
b7c Date Received: 12/21/2006 

689-2007-002509-M 

How Received: 

SHRJECT: Unidentified, FB T 
Title: UNID 
Component: FBI 
Hisc: 
Home : 
Phone: 
W o i" k : 
Phone : 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

COMPLAINANT 
Title: ATTY 
Component: FBI 
Misc. 
Home: I 

Pay Plan: 
EOD Date: 

Phone : H"! = 

Work: , , 
Phone: (202) 
Conf ident ial: 

ZIP: 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b6 
b7C 
b2 

Details : 
The FBI provided information regarding a potential IOB matter (2007-491). 

b2 
bl (S) 

] 
J A m o n g t h e r e s p o n s i v e records, it wa: 

learned that two transaction contained information outside the scope sought by the National 
Security Letter (NSL). Upon discovering the error, it was noted the information was never 
utilized by the FBI nor included or documented in the case file. 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to che IOB. (dzj 

ALLEGATIONS: 689 IOB Violation 
I Li'JC : b7E 

CITY 
1 State: Zip: 

DISPOSITION DATA: Disposition: M Date: 01/23/2007 Approval: POWELL, GLENN G 
O-t-

Referred to Agency: FBI Date Sent: 01/23/2007 Component: FBI 
Patriot Act: n Civil Riahts: N Component Number: 263-0-U-610 
Sensitive: N Wh istleblewer: N Consolidated Case Number: 

Remarks : 
Predicating material contains classified information that will be maintained in a secure 
container within OIG/INV/HQ. 

01/24/07: Sent to Kaiser/FBI/INSD (dz) 

DATE: 06-23-2007 
FBI INFO. 
CLASSIFIED BY 65179/ctali/)iSJ:/ca): 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-23-2032 

NSL VIO-1144 

Paqu 1 of 1 Printed 01/23/2007 2: :9:57 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7 E 

Precedence: ROUTINE 

To: General Counsel 

Date: 01/11/2007 

Attn: NSLB 

From: Inspection 
Internal Investigations Section. IPU. Room 3041 
Contact: CRS 

Approved By: Miller David Iafp^fU 

kas Drafted By: 

Case ID #: 

Title: (U) 

.í5T»/» a 
b6 
b7C 
b2 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 

(U) 2 78-HQ-C12 2 9736 -VIO 
DATE 05-30-2007 BY 65179/DHH/KSR/RW 

(Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2930 
OGC/IOB# 2007-0491 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1709 
278-HQ-C12 2 973 6-VIO Serial 1913 

The Internal Investigations Section (IIS) received 
] Division dated 09/22/2006, reporting a possible 

Details: (U) 
an EC from| 
IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

NSL VIO-1152 



(Rpv Ol-31-2003) 

SECKS^//NOFORN 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

Precedence: ROUTINE 
To: 

Counterterrorism 

Inspect ion 

Date: 

Attn: 

Attn : 

Attn: 

12/13/2006 

SAC 
CDC 

ITOS 1, CONUS 1, TEAM 3 

IIS 

From: 

<U) 

bl 

Office of the General Counsel 
NSLB/CTLp" / IVI Pnnm ?rvfn 
Contact : 

( U ) 

(U) 

(U) 

Thomas Julie EYJ(J\J 
/ 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Approved By: 

Drafted By: 

Case ID # : 27 3-HQ-C122 97 36-VIO'^(Pending) CLASSIFIED BY 65179/DMH/KSR/Rtt 
y REASON: 1.4 (c,d) 

DATE: 05-31-2007 

Title : X INTELLIGENCE OVERSIGHT BOARD 
MATTER 200-^-0501 

DECLASSIFY ON: 05-31-2032 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

(U) 

Reference : 

Administrative 
278-HQ-C1229736-VIO serial 1716 

-LS-L 

OIG/DOJ REVIEW 
FBI INVESTIGAI lunr 

OIG/DOJ INVESTIGATION: 

SËS^ET//NOFORN 

b6 
bTCSL VIO-1162 



December 13, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 502OS 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2007-0501." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 
K Iv 1 - 2 7 8-HQ - C122 97 3 6 - VIO - I ' ! 'j<J ̂  

DECLASSIFIED BY 65179/DMH/KSR/RW 
ON 05-31-2007 

Stf&tQSJ 
^ \ N S L V I O - 1 1 6 7 



b2 

b7î 

S E C ^ T 

INTELLIGE^£E_ûliEESIGHT BOARD (IOB) MATTER 
FIELD OFFICE 

IOB MATTER 2007-0501 (U) 

;s) 

bl 
b2 
b7E 

(0) (X) The overcollection was a violation of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection. Thus, the matter is being 
reported to the IOB. 

DATE: 05-31-2007 
CLASSIFIED BY 65179/DMH/KSR/RW 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-31-2032 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

SESRET 
A NSL VIO-1169 



(Rev. 01-31-20031 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 01/11/2007 

Attn: NSLB 

b6 
b?C 
b2 

b2 
b7E 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact: CR£j ' 

I I C /i i ALL INFORMATION CONTAINED Approved By: Miller David l a n - j ^ j ^ ^ J ( HEREIN 15 UNCLASSIFIED 
N DATE 05-30-2007 BY 65179/DMH/KSR/RTJ 

Drafted By: 

Case ID #: 

Title: (U) 

(U) 278 -HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 3128 
OGC/IOB# 2007-0501 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 78-HQ-C12 2973 6-VIO Serial 1716 
278^1-76104 Serial 428 
2 78 nTQ-C12 2 97 3 6- VIO Serial 1931 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from 
IOB error. 

Division dated 10/03/2006, reporting a possible 
Based upon a review of the referenced EC it is the 

IIS's opinion the incident described therein is indicative of a 
performance issue. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

NSL VIO-1170 



(Rev. 01-31-2003) 

h 2 
b7 E 

?//20320117 
FEDERAL BUREAU OF INVESTIGATION 

Precedence ! ROUTINE 

To : 

Date: 01/17/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 

CRS Contact : 

Approved By: Miller David Ian ^^ZOt 

Drafted By: 

Case ID #: 

Title: (U) 

(U) 263-HQ-0-U - 635 (Pending) 

DECLASSIFIED BY 65179/DHH/K3R/RW 
ON 05-30-2007 

b6 
b7C 
b2 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 3128 
OGC/IOB# 2007-0501 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) X 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1716 

Reference : (U) 
b2 
b7 E 

2 78-HQ-C122 9736-VIO Serial 1716 
27ê| 1-76104 Serial 428 
2 78-HQ-CI229736-VIO Serial 1931 

Details: (U) Upon review of| ¡Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 11/16/2006 (278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 
• • 

T//20320117 

NSL VIO-1171 



OIG - INVESTIGATIONS DIVISION 
b7E 

Complaint Form OXG NO. 689-2007-002556-M 

Received By: 1 Date Received: 12/22/2006 How Received: A 

SUBJECT 
Title: SSA 
Component: FBI 
Misc : 
Home : 
Pnone 
Work: 
Phone 

( ) 

( 2 0 2 ) 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 
Offenses 689 

b6 
b7C 
b2 

ZIP 

COMPLAINANT : 
Title: SSA 
Component: FBI 
Misc : 
Home : 
Phone: () -
Work: , , 
Phone: 12 02) 
Conlidentlai: 

Pay Plan: 
EOD Date: 

ZIP : 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

Details 
"he FBI provided information regarding a potential IOB matter (2007-0501). 

(5 1 

L letermined T ^disconnected 

b2 
bl 
b7E 

vas ceased immediately. 

FBI/OGC determined that this matter must be reported to the IOB. 
ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 09/27/2006 
CITY: 

TIME: b2 
b7 E Zip: 

DISPOSITION DATA: Discosition : M Date: 12/22/2006 Approval: POWELL, GLENN G 
.t 

Referred to Agency: FBI Date Sent: 01/24/2007 Component: FBI 
Patriot Act: n Civil Riahts: N Component Number: 263-0-U-635 
Sensitive: N Whist ] eblower : N Consolidated Case Numtier: 

Remarks: 
Predicating material contains classified information which will be maintained in a secure 
container at OIG/INV. (stp) 

1/25/07: Sent to Kaiser/FBI. (stp) 

DATE: 05-30-2007 
FBI INFO. 
CLASSIFIED BY 65179/DHH/KSR/RW 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-30-2032 

NSL VI01173 

Page 1 ot 1 Printed 01/24/2007 3:26:11 



(Rev. 01-31-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : 

b2 
b7E 
bo 
b7C 

tn: 

Counterterrorism 

Inspection 

Attn: 

Attn: 

Date: 12/11/2006 

SAC 
AS. 
SS 
SA 
AD 

R 

Internal Investigative Section 
Attn: Room 11865 

(U) 

(U) 

( U ) 

(U! 

<U) 

( U ) 

From: Office of the General Counsel 
NSLB/CTLU TT/i/T.y-l Yfi-mn/ 
Contact: AGC 

Approved By: Thomas Julie 

Drafted By: 

Case ID #: 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Title •X 
278-HQ-C1229736-VIO— 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-575 

(Pending) 
DATE: 05-30-2007 
CLASSIFIED BY 65179/DMH/KSR/RU 
REASON:; 1.4 (c) 

. . DECLASSIFY ON: 05-30-2032 
Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and 
deliver the necessary correspondence to the IOB. 

(U) Deri 
Dec î2i ty OnT b'l 

Reference: (S) 

Details: -Wf By p l p f f m n ^ 
09/07/2006, the| 
requested that OGC review the 
and determine whether it warrants 
our opinion, it does. Our analysis 

pommunication (EC) dated 
Field Office 
facts of the captioned matter 

reporting to the IOB. In 
follows. 

„ <X> , approved a National Security 
prepared and 

b2 
b7E 

etter (NSL) seeking subscriber 

OIG/DOJ REVIï 
FBI INVESTIGARVI^ 

0IG /D0J I N V E S T I G A T I O N 
NSL VIO-1177 



December 11, 

BY COURIER 

2006 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5 0209 DECLASSIFIED BY 65179/DKH/KSR/RU 
New Executive Office Building ON 05-31-2007 
725 17ch Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2007-575." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 2 7 8-HQ-C1229736-VIO ' 1 . j 

IjNdA&SIFI ED^WHEif"^ 
DETACH£D>F60ÎI^^ 
CLASSIFIED ENcECrffBRE 

NSL VIO-1181 



IS I 

(S) 

( S ) 

c 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
FIELD OFFICE 

al 
b7E 

IOB MATTER 2007-575(U) 

The Federal Bureau of Investigation ("FBI") has 
ripfprminpH t-haf—jn r-nnducting a 

the FBI improperly used a National Security 
"Letter (NSL)to obtain subscriber information and telephone toll 
billing records on 
the investigation. 
the NSL in identifying 

a telephone number which was not 
The overcollection was due to a 

t h e I~P1 pnhnnp nnmhpr I 

related 
mistake 

to 
in 

General's Guidelines tor FBI National Security" 
of The Attorney 

Investigations and 
Foreign Intelligence Collect i n n i N S i m 1 Tn i -hi g r -pnarH 

bl 
bo 
b7C 
b2 
b7E 

1 issued a national security Letter (NSL) pursuant to 
the Electronic Communications Privacy Act, 18 U.S.C. § 2709, to a 
telephone carrier for the telephone subscriber and toll billing 
records of a telephone number intended to be identified as that 
of the target. Instead, one of the numbers within the telephone 
number was incorrectly written; thus, the information returned 
from the carrier was subscriber information and the telephone 
toll billing records of a wholly unrelated telephone number. The 
error was discovered upon receipt of the information, and the 
records were not reviewed 

De ru?vSd̂ fj£gfflT*~G - 3 
JSe-ei'ffgsify on: 

SECRET 
nor used for any investigative purpose. Despite the inadvertent 
nature of the mistake, the fact remains that information was 
improperly collected on a telephone number unrelated to an 
investigation. Thus, the matter is being reported to the IOB. 

ALL INFORMATION CONTAINED DATE" 05-30-2007 
HEREIN IS UNCLASSIFIED EXCEPT CLASSIFIED BY 65179/DMH/KSR/RW 
WHERE SHOOT OTHERWISE REASON: 1.4 (c) 

DECLASSIFY"ON: 05-30-2032 

bl 

S E Ò R E T 
\ NSL V IO -1183 



(Rrv. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 01/11/2007 

Attn: NSLB 

b6 
b7C 
b2 

b2 
b7E 

From: Inspection 
Internal Tnvpgfinat-'nns Sppfinn TPTT. Rnnm 3(^41 
Contact: CRS 

Approved By: Miller David Iantyj^j/Q^ 

Drafted By: 

ALI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-30-2007 BY 6S179/DHH/KSR/RU 

Case ID #: 

Title: (U) 

(U) 2 7 8 - HQ-CI22 9736-VIO [ Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 3135 
OGC/lOB# 2007-0575 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 7 8 - HQ-C1229736-VIO Serial 1757 
2 78-HQ-CI229736-VIO Serial 1914 

fIJ) The Details: 
an EC frotr 
possible IOB 
is the IIS's 
of a performance 
will be conducted 
to the NSLB for whatever 

Internal Investigations Section (IIS) received 
Division dated 09/07/2006, reporting a 

error. Based upon a review of the referenced EC it 
opinion the incident described therein is indicative 

issue. Therefore, no internal investigation 
by the IIS and this matter is being relegated 

action they deem appropriate. 

NSL VIO-1184 



(Rev. 01-31-2003) 

SE££Ï?&//20 320117 
FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

(U) 

b2 
b7E 

Precedence: ROUTINE 

To: 

Date: 01/17/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal InveqMnarinnq qprrinn LEU Knnm 3 041 
Contact: CRS 

Approved By: Miller David Ian 

Drafted By: 

DECLASSIFIED BY 65179/DHH/KSR,'Rtt 
ON 05-30-2007 

Case ID #: 

Title: (U) 

(U) 263-HQ-0-U - 637 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING« 3135 
OGC/IOB# 2007-0575 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

DerTVTBd^-i^^J^iLJ-
D e c l a ^ a ^ - O n T ^ ^ ^ 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1757 

Reference : (U) 2 7 8-HQ-CI2 2 97 3 6 -VIO Serial 1757 
278-HQ-CI229736-VIO Serial 1914 

Division's captioned Details: (U) Upon review of 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 11/16/2006 (278-HQ-C1229736, serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

NSL VIO-1185 



b2 

01G - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2007-002646 -M 

Received By; Date Received: 12/21/2006 How Received: A 

SUBJECT: 
Title: S^TT 
Component : FBI 
Ml SC 

Pay Plan: 
EOD Date: 

Home 
Phone : U -
Work : , , 
Phone: ¡202 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 68 S 

SUBJECT: 
Title: SÄ" 
Component: FBI 
Ml SC : 
Home : 
Phone : 
Work.: , , 
Pnone: '202) 

Pay Plan: 
EOD Date: 

ZIP : 

ZIP: 

SSNO 
D.O.B. 

Alien Ho. 
F . B . I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

b6 
b7C 
b2 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
MlSC: 
Home: 
Phone: {) 
Work: , , 
Phone: (202) 
Contidentlal: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B . O . P.No. 

D/L No. 

Authority: none 

Details : 
The FBI provided information regarding a potential IOB matter (2007-575). 

On 7/31/06, prepared an NSL seeking subscriber information and telephone toll 
records. Due to a typographical error, the telephone number on the NSL was erroneously 
transcribed; therefore, the telecommunications carrier provided records not associated with 
the subject of the investigation. 

FBI/OGC determined that this matter does not have to be reported to the IOB. 
b2 
b7E 

ALLEGATIONS: 689 IOB Violation 
Occurrence D^rel Î2006 
CITY : 

TTME-. 

Zip : 

DISPOSITION DATA: Disposition: M Date: 12/21/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI 
Patriot Act: N 

Sensitive: N 

Date Sent: 01/29/2007 Component: 
Civil Riahts: N Component Number: 263-0-U-637 

WhisLleblowcr: N Consolidated Case Number: 

b2 

ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-24-2007 BY 6S179/dmli/ksr/ca}£ 

NSL VIO-1186 

Page 1 at 2 Printed 01/29/2007 2 ; 50 : -31 



(Rev. 01-31-2003) 

FEDERAL B 
ET//20320117 

OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

(U) 

Precedence: ROUTINE 

To: 

Date: 01/17/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU. Room 3041 
Contact: CRS 

Approved By: Miller David Ian 

Drafted By: 
DECLASSIFIED BY 65179/DHH/KSR/RW 
ON 05-30-2007 

Case ID #: (U) 263-HQ-0-U - 638 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING« 3137 
OGC/IOB# 2007-0530 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

X 
Dérivée 
Dec fy On : 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1763 

Reference : (U) 278-HQ-C122 973 6-VIO Serial 1763 
278-HQ-CI229736-VIO Serial 1890 

Details: (U) Upon review of Division's captioned report 
b2 of a potential IOB violation,IIS did not find the matter 
b7E indicative of willful misconduct. IIS only addresses allegations 

where deliberate and/or aggravated misconduct is evident. 
(U) IIS recognizes and appreciates that this matter was 

brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(27 8-HQ-C12 2 97 3 6, serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 

NSL VIO-1195 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 01/11/2007 

Attn: NSLB 

b6 
b7C 
b2 

b2 
b7E 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact: CRS 

Approved By: Miller David Ian^M-jf^ 

Drafted By: 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 05-30-2007 BY 65179/DMH/KSR/RU 

Case ID #: 

Title: :u) 

(U) 2 7 8 -HQ-C122 97 3 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING« 3137 
OGC/IOBU 2007-0530 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference : 

Details : 
an EC front 

(U) 2 7 8- HQ-CI229736-VIO Serial 1763 
2 7 8- HQ-C1229736-VIO Serial 1890 

(ni Thp Tnt-pmal Investigations Section (IIS) received 
division dated 10/17/2006, reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

• • 

NSL VIO-1196 



b2 

DIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. -689-2007-002603-M 

Received By: Date Received: 12/20/200 ' How Received: A 

SUBJECT: Unidentit ied, FBI 
"ltie: UN1D 
Component: FBI 
Mise : 
Home : 
Phone : 
Work : 
Phone : 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Of fenses 689 

bó 
b7C 
b2 

COMPLAINANT: 
Title: ATTY 
Component : FBI 
Mi sc : 
Home : 
Phone : () -
Work: , , 
Phone: (202) 
Coniidential : 

Pay Plan 
EOD Date 

ZIP: 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

(S) 

Details : 
The FBI provided information regarding a potential IOB matter (2007-530). 

J and on 8/26/06, 
issued an NSL to a telecommunications provider for records relating to the subject of the 
investigation. However, the telecommunications provider inadvertently provided the FBI with 
records pertaining to an additional telephone number not requested. 

FBI/OGC determined that this matter does not need to be reported to the IOB. 
ALLEGATIONS: 
Occur r<=nr<= nsfp- / 2 0 0 6 T **r"i 

CITY: Zip: b2 
=b7E= 

DISPOSITION DATA: Disposition: M Date: 12/20/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 01/26/2007 Component: FBI 
Patriot Act: N Civil Riahts: N 

Whistleblower: N Sensitive: N 
Component Number: 263-0-U-638 

Consolidated Case Number: 

Remarks: 
Predicating material contains classified information which will be stored in a secure 
container at OIG/INV. (stp) 

1/29/07: Sent to Kaiser/FBI. (stp) 

DATE: 05-30-2007 
FBI INFO. 
CLASSIFIED BY 65179/DHH/KSR/RW 
REASON: 1.4 (c) 
DECLASSIFY. ON: 05-30-2032 

NSL VIO-1198 

Page 1 ut 1 Printed 01/26/2007 10:21:20 



(01/26/¡998) 

SE^RJST 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

W) 

(U) 

( U ) 

Precedence: ROUTINE 

To: 
Count erintel1igence 

Inspect ion 

Date: 12/05/06 

Attn: SAC, CDC 
Attn: CD-2F, Room 8672 

From: General Counsel 
National Security Affair's/Room 7574 
Contact: Julie F. Tho/nas 

Approved By: Thomas Julie 

Drafted By: 

Case ID #: 

Attn: IIS 
All INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 05-30-2007 
CLASSIFIED BY 65179/DMH/KSR/RU 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-30-2032 

(U) 
(U) 
(S) 

278- HQ-CI 229736- VIO — / 992-
2 781 IC7 6104 — M T ' Z 

Title: 

Synopsis: 

bl 
POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2007-531 

It is the opinion of the Office of the General 
Counsel (OGC) Nthat no error was committed in this matter, and 
therefore nothing need be reported to the IOB. A record of this 
decision should be maintained in the investigation control file 
for review by the Counsel to the IOB. 

(U) 

Reference: 27 8-HQ-C122 973 6-VIO-1787 

Details: (S) 

bl 

0IG /D0J REVIEW: 
FOI INVESTIGATI 

ÜSG/D0J INVESTI1 

b7C. 

J A T E : . : 

GATION: 1 / NSL VIO-1202 



(Rev 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 01/12/2007 

Attn: NSLB 

b6 
b7C 
b2 

b2 
b7E 

From: Inspection 
Internal Investigations Section, IPU. Room 3041 
Contact: CRS 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Iar^£</ 
\UA 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-30-2007 BY 65179/DMH/KSR/RW 

(U) 278-HQ-C1229736-VIO [Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING** 3154 
OGC/lOBtt 2007-0531 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference : CJ) 278-HQ-C122 9 73 6-VIO Serial 1787 
2 7 Q 7 6 1 0 4 Serial 436 
278-HQ-C1229736-VIO Serial 1892 

Details: (U) 
an EC from I 
IOB error. 

The Internal Investigations Section (IIS) received 
[Division dated 10/03/2006, reporting a possible 

Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

• • 

NSL VIO-1206 



(Rev. 01-31-2003) 

^JÈ6ÌÌEJ//20320117 
FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
bo 
b7C 

( U ) 

b2 
b7E 

Precedence : 

To: 

ROUTINE Date: 01/17/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact: CRS 

Approved By : 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian DECLASSIFIED BY 65179/DMH/KSR/RU 
ON 05-30-2007 

(U) 2 63-HQ-0-U - 643 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
1NSD/IIS TRACKING« 3154 
OGC/IOB« 2007-0531 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

!£117 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1787 

Reference: (U) 2 78-HQ-CI229736-VIO Serial 1787 
2781 I-C76104 Serial 436 
2 78-HQ-C122 9736-VIO Serial 1892 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 

S£CRÇT//20320117 

NSL VIO-1207 



(Ren. 01-31-2003) 

SEÏ&ÇET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

( U ) 

(S) 

Precedence: ROUTINE 

To: Counterterrorism 
Date: 01/09/2007 

Attn: SSA 
ITOS I, CONUS I, Team 3 

.-Inspection Attn: I I ß 
Office of General Counsel Attn: UC 

From: 
NSLB 

Leyal Unit 
Contact: CDC 

Approved By : 

Drafted By: 

Case ID #: (U) v/278-HQ-C122 973 6 - VIO ~~ (None! 
(U), 77R J lr-7^1 n/i (Mnnnl Ai S 

ALL INF0RHATI0N CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DATE: 05-30-2007 
CLASSIFIED BY 6517S/DMH/KSR/RI.: 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-30-2032 

bl 

Title : 
(S) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-0501 

Synopsis : (U) 
to dated 12/13/2006. 

response to and compliance with FBIHQ EC b2 
b7E 

(U) 

b2 
b7E Administrative: (U) Reference 

10/3/2006; FBIHQ EC to 
bl 

EC to FBIHQ, dated 
ftatêil 1^/13/2006. 

Enclosure(B (S) 

Details : 
potential 

Via referenced 10/3/2006 EC, f 
Vinlatinri rnnci ef i r̂rr T reported 

NSL VIO-1208 
I 



b2 

OJi INVESTIGATIONS DIVISTO N Complaint Form. OIG NO. 

Received By: 

SUBJECT 
Title: SA 
Component : FBI 
Mise : 
Home 
rhone : () 

O ' " K : , , 

'Jl'ione : ( 2 C 2 ) 

689-20C7-002756-M 

Date Received: :/2C/2006 How Received: 

Pay Plan: 
EOD Date 

ZIP: 

ZIP : 

SSNC 
D . C . E 

Al I eiì No 
F . B.I.No 
B.O.P.No 

D/L Mo 
Offenses 689 

SUBJECT : 
'Jj.de: SSA 
Component : FBI 
M isc 
Home 
Phone: (i -
Work: , , 
Phone: (202) 

Pay Plan 
EOD Date 

SSNO 
D.O.B. 

Alien No . 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 6 69 

bo 
b7C 
b2 

COMPLAINANT: 
Title: SSA 
Component: FBI 
Misc : 
Home : 
Phor.e 
Work: , , 
Phone: (202! 
Confidential: 

\ ) 

Pay Piar,: 
EOD Date : 

ZIP : 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 

/'•.litnoi : t v : 

De c a : 1 s : 
Information received from the FBI/INSD reporting a potential IOB matter involving the ^2 
interception of unauthorized information. IOB 2007-531. ¡-,7E 

During an authorized investigation, the FBI Division properly served a National 
Security Letter (NSL) on a communication provider for information relating to the target of 
an FBI investigation. Tn rp.^nonqp the FBI unintentionally obtained information beyond the 
scope ot the NSL. The FBI, Division sequestered the content information. 

It- _s the op in. on of ths Office of the General Counsel that, this matter need not be repori 
to '-. : i e IOB. 

ALLEGATIONS: fiRq Tn^ 
Occurrence Date: 
CITY : 

Violation 
/2 006 TIME : 

State : Zip : 

DISPOSITION DATA: Disposition: M Date: 12/20/2006 Approval: POWELL, GLENN G 

Referred to Agency: Dace Sent: Component: FBI 

i-'a i r: jt Act : N Civil Rights: N Component Number.- 263-0-U-463, 3154 
Sens i t i v e : N Whistleb)ower: N Consolidated Case Number: 

ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-06-2007 BY 65179/DHH/KSR/RW 

NSL VIO-1212 

Page 1 of 2 Prinrori 01 / 7 I iinm 1 . 



(Kev. 01-31-2003) 

SECRE^ 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
bo 
b7C 

(U) 

( U ) 

<U) 

( U ) 

(U) 

iU) 

bi 
b6 
b7C 

(s: 

Precedence: ROUTINE 

To: 

Date: 12 / 13 / 2006 

Counterterrorism 

Inspect ion 

Attn: 

Attn: 

Attn: 

SAC 
CDC 

ITOS 1, CONUS 3, 

IIS 

From: Office of the General Counsel 
NSLB/CTLU1/LX1 Room 3S119 
Contact : 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

uc 

Approved By: Thomas Julie Fi 

Drafted By: 

Case ID #: 

Title: W ) 

DATE:05-30-2007 
CLASSIFIED BY 65179/DHH/KSR/RW 
REASON: 1.4 £c,dj 
DECLASSIFY ON: 05-30-2032 

27 8-HQ-C122 97 3 6-VIO (Pending 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2001-0600 

Synopsis: Ps^ It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file fcr periodic review by Counsel to 
the IOB. Our analysis follows. 

X J 

Reference : X 278-HQ-C1229736-VIO serial 1806 

b2 
b7E 

requested that Details: The referenced serial from 
OGC review trie facts of the captioned matter and determine whether 
it warrants reporting to the IOB. As explained below, in our 
opinion, the FBI is not required to report this matter zo the IOB. 

Tss^ Pursuant t- n aiil-hnri 7oH r-vi-̂ l -I m -, n - , V-« 

1 I n 

a National 
'—security LSttër (NSL) tor e-mail account 

O'fi/ö̂ J R'WfV 
FBÍINVISTÍGAIT,... . . , , „ 

DATE: J z h c J n 
) 'li— 

Hl 

SEb^Eì 

.on. 

b6 

b7C 

NSL VIO-1217 



(Rev 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 01/12/2007 

Attn: NSLB 

b6 
b7C 
b2 

b2 
b"7E 

From: Inspection 
Internal Investigations Section. TPU Rnnm 3041 
Contact: CRS 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-30-2007 BY Ö5179/DHH/KSR/RW 

(U) 2 7 8 -HQ-CI2 2 9736-VIO ! Pending ! 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 3159 
OGC/IOBft 2007-0600 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 7 8 - HQ-C1229736-VIO Serial 1806 
278 -HQ-CI22 9736-VIO Serial 1899 

Details: (II) 
an EC from 

The Infernal Investigations Section (IIS) received 
Division dated 10/21/2006, reporting a 

possible lub error. Based upon a review of the referenced EC it 
is the IlS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

NSL VIO-1221 



(Rev. 01-31-2003) 

SEC^ET//20320117 
FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

(U) 

b2 
b7E 

Precedence : 

To : 

ROUTINE 

Attn: 

Date: 01/17/2007 

SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact: CRS 

Approved By : 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian m 
DECLASSIFIED BY 65179/DMH/KSR/RÜ 
ON 05-30-2007 

(U) 263-HQ-0-U - 644 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 3159 
OGC/lOB# 2007-0600 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1806 

Reference: (U) 278-HQ-C1229736-VIO Serial 1806 
278-HQ-CI229736-VIO Serial 1899 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

SECRET//20320117 

NSL VIO-1222 



b2 

OIG - INVESTIGATIONS DIVISION Compiami Form OIG NO. 

Received By: Date Received: 12/20/200 6 How Received: 

M 
"b6 
blC 
°b2 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
M l S C : 
Home : 
Phone : 
WorK : 
Pnone: 

Pay Plan: 
EOD Date: 

ZIF : 

ZIP : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D./L No. 
Of f ensc.s 689 

COMPLAINANT: 
Title: SSA 
Component: FBI 
Misc : 
Home : 
Pnone: ; 
WorK: , 
pnone: 

Pay Plan: 
ECD Date: 

Con 11denTTSTT 

ZIP: 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F . B . I.No. 
B . O . P.No. 

D/L No. 

Authority: none 

b6 
b7C 
b2 

(S). 

Detaiis : 
The FBI provided information regarding a potential IOB matter (2007-0600). 

3n 10/3/06, the 1 Divisi on issued an NSL requesting 
electronic communication transactional information for the subject of its investigation, 
review of the information provided revealed that the content of the email messages was 
included with the header and footer information. 

FBI/OGC determined that this matter does not need to be reported to tne IOB. 

bl 
b2 
b7E 

ALLEGATIONS: 68 9 TOR 
Occurrence Date: 
CITY: 

Violation 
2006 TIME: 

Zip: 
b2 
b7E 

DISPOSITION DATA: Disposition: M D a te: 12/20/2006 Approval: POWELL, GLENN G 
f'fcr-

Referred to Agency: FBI Date Sent: 01/29/2007 Component 
Patriot Act: N Civil Riqhts: n Component Number 
Sensitive: N Whistleblower: N Consolidated Case Number 

FBI 
263 - 0-U-644 

Remarks : 
Predicating material contains classified information which will be maintained within 
OIG/INV. 

1/30/07: Sent to Kaiser/FBI. (stp) 

DATE: 05-30-2007 
FBI INFO. 
CLASSIFIED BY 65179/DHH/K3R/RU 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-30-2032 

NSL VIO-1224 

Page 1 ot 1 Printed 01/29/2007 ì 22 : 0£ 



(Rev. 01-31-2003) 

b2 
b7E 
b6 
b7C 

( U ) 

bi 
b6 
b7C 
b7A 

<U) 

( Ü ) 

S Ç C ^ T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 
ROUTINE 

Inspection 
General Counsel 

Attn: 
Attn: 

Attn: 

Attn: 

/ 
OÛ, - 2.9 8 

Date: 02/07/2006 

/internal Investigations 
NSLB 
AGC| 
SSA I 
SAI 
SAI 

I 

From: Counterterrorism 
ITOS 1/CONUS 4/Team 15 
Contact : IA 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
TiTHFBF SHnm OTHERWISE 2jIN 

Approved By: 

Drafted By: 

Case ID #: 

f\ 
bl 
b7A 
b2 
b7E 

2 /Ö-HQ-C122 9736-VIO (Pending) ̂  \\$Z 

1073946 

Title: (s; 
ATE: 05-30-2007 
LASSIFIED BY 65179/DHH/KSR/RW 
EASON: 1.4 (c,dj 
ECLASSIFY ON: 05-30-2032 

W Report possible Intelligence Oversight Board (IOB) violation. 

X> 
( S ) 

IS) 

Details : 
X » 

(U) 

• X 
(S) 

bl 
b7A 

The Case Agent was SA 

The n a m e o f t h e subject is 

b6 
b7C 

bl 
b6 
b7C 
b7A 

S E Ò ^ T 
bl 
b7A 

b6 

b7C NSL 
VIO-1225 



{Rev 01-31-2003) 

SÈJSGSÌ 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
bo 
b7C 

( U ) 

(U) 

( U ) 

tu) 

iU) 

(U) 

Precedence: ROUTINE 

To: Counterterrorism Attn: 

Attn: 

Attn: 

Date: 12/20/2006 

ITOS 1, CONUS 4, TEAM 15 

SA 
CDC 

ise] 
KTgT.W/OTT.TTI /T.Y1 P̂,r»nn IQnfa 

Inspection 

Prom: Office of the General Counsel 
NSLB/CTL 
Contact: 

Approved By: Thomas Julie F| 

Drafted By: 

Attn: IIS 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

uc 

m m 

Case ID #: 

Title 
• M 

X 
DATE: 05-30-2007 
CLASSIFIED BY 65179/DMH/KSR/RU 
REASON: 1.4 (c,d) 
DECLASSIFY' ON: 05-30-2032 

278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-0298 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel 
to the IOB. Our analysis follows. 

Reference: ^ f 278-HQ-C1229736-VIO serial 1152 
Details: ^ S ^ The referenced serial from Counterterrorism 
Division requested that OGC review the facts of the captioned 
matter and determine whether it warrants reporting to the IOB. 
As explained below, in our opinion, the FBI is not required to 
report this matter to the IOB. 

OIG.'DOJ 

Fui INVESTIGATION: 
Q:G oQ j 

b6 
b7C 

NSL VIO-1229 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 
h 2 

Precedences ROUTINE 

To: General Counsel 

Date : 01/12/2007 

Attn: NSLB 

From: Inspection 
Internal Investigations Section. IPU, Room 3041 
Contact : CRS Ext 

Approved By: Miller David f^fc^ 

Drafted By: 

Case ID #: 

Title: (U) 

ALL IHFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-30-2007 BY S5I79/DMH/KSR/RW 

(U) 2 78-HQ-C122 973 6 -VIO [Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 18 07 
OGC/IOB# 2006-0298 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1152 
278-HQ-C1229736-VIO Serial 1946 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from Counterterrorism Division dated 02/07/2006, reporting 
a possible IOB error. Based upon a review of the referenced EC 
it is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

NSL VIO-1233 



(Rev. 01-31-2003) 

b2 
b7 E 
bö 
b7C 

( U ) 

( U ) 

SEÇJ?B*>C/20320117 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Counterterrorism 

Date: 01/17/2007 

Attn: AD (Personal Attention) 
Attn: SAC (Personal Attention) 
Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU. Room 3 041 

Ext. I Contact: CRS 

Approved By: Miller David 

Drafted By: 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Case ID #: 

Title: (U) 

(U) 263-HQ-0-U - 652 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1807 
OGC/IOB# 2006-0298 

DATE: 05-30-2007 
CLASSIFIED BY 65179/DHH/KSR/RW 
REASON: 1.4 (c,d) 
DECLASSIFY ON: 05-30-2032 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

X Dérivée 
Declj On: 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1152 

Reference: f̂ear ?7R-ïïn-n^Q7ig.wTn c^v-i^i i so 

(S) 

bl 
b7A 
b2 
b7E 

z /B-HU-U122yMb-VlU Serial ly46 

Details: (U) Upon review of Counterterrorism Division's 
captioned report of a potential IOB violation, IIS did not find 
the matter indicative of willful misconduct. IIS only addresses 
allegations where deliberate and/or aggravated misconduct is 
evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(2 78-HQ-C122 973 6, serial 2570). 

THIS EC IS UNCLASSIFIED :HEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 

SECÇET7V20320117 
NSL VIO-1234 



O LG INVESTIGATIONS DIVISION Complaint Form 0IG NO. : S89-2007- 002521 -M 

Received By: Date Received: 01/04/2007 How Received: A 

SUBJECT: 
Title: SA 
Component: 
Misc : 
Home : 
Phone 
Work : 
Phone 

FBI 
Pay Plan; 
EOD Date : 

0 ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 
Offenses 689 

ZIP : 

b6 
b7C 
b2 

COMPLAINANT: 
Title: INTEL 
Component: FBI 
Misc: 
Home : 
Phone 
Work : 
Phone 

Pay Plan 
EOD Date 

7T ZIP 

Confidential : 
ZIP : 

Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority : 

Deta i. 1 s : 
Information received FBI/INSD reporting a possible in IOB matter involving inadvertently 
obtained information. IOB #2006-0298. 

FBI obtained information beyond the scope of the NSL. The FBiT 
problem and properly sequestered the content information. 

D1 j !' i:! •; authorized .investigation, tiie FBI properly served a National Security Letter (NSL) 
cn t(n • I-'-ctronio vomnunication service provider for transactional records. In response, the 

b2 
b7E 

identified the 

It is the opinion of the Office of the General Counsel that this matter is not retable to 
the I'JB. 

A L L E G A T I O N S : 689 T O B Violation 
Occurrence Date: 10/04/2005 TIME: 
C I T Y I State: Zip : 

b2 
b7E 

DISPOSITION DATA: Disposition: M Date: 01/04/2007 Approval: POWELL, GLENN G 

Referred to Agency: Date Sent: Component: FBI 
p.itriof Act: N Civil Riahts: n Component Number: 263-0-U-652, 1807 
Sensitive: N Whistleblower: N Consolidated Case Number: 

Remarks: 
Predicating material contains classified information that will be stored in a secure 
container within OIG/1NV/HQ. 

1/24/07 - Sent to AD Kaiser, FBI/INSD. (yht) 

ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED M_. V T n 
DATE 06-06-2007 BY 65179/DHH/KSR/RN N;r>L ViU"J-^-5D 

Paae 1 nf l 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

(S) 

(U) 

CU) 

Precedence: ROUTINE 

To: Counterterrorism 

Inspection 

Operational Technology-

Date: 12/19/2006 

Attn: 

Attn: 

Attn: 

Attn: 

CXS-iSCMJ-
IA I 
S SA 
IIS 
CRS 
D E S / U I T U 
UC[ 
Sai 
Si 

'ari 1 1 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact : 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Approved By: Thomas Julie 

Drafted By: 

Case ID #: (U) 9 7 » - H f l - H ^ Q ^ C - U T ^ 
,45-5 
! n̂ T-.̂  -i \ 

DATE: 05-30-2007 
CLASSIFIED BY'65179/DIffl/KSR/RU 
REASON: 1.4 (c,d) 
DECLASSIFY.ON: 05-30-2032 

bl 
hi A 
b2 
b7E Title: (U) INTELLIGENCE OVERSIGHT BOARD 

MATTER 2 006-32 9 

Synopsis: iM It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

X 

Reference: (U) 278-HQ-C1229736-VIO Serial 138^ 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

(U) Details: J&Ç^ The referenced electronic communication (EC) from 
the Electifonic Communications Analysis Unit (ECAU) , dated 
05/19/2 006, requested that OGC review the facts of the captioned 

CiCrOJ REVIEW". 
FBI INVESTIGATION;, 
OiG:D0; INVESTIGATION' 

NSL VIO-1242 



December 19, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-329." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 278-HQ-C1229736-VIO 

DECLASSIFIED BY 65179/DHH/KSR/RCT 
OH 05-31-2007 



bl 
b2 
b7E 
bo 
b7C 
b7D 
b7A 

(S) 

b7A 

(U) 

SE^I^T 

TNTRT.TiTGKNCE OVRRSTHHT RflftBH (IOB) MATTER 
:VISION 
•329 (U) IOB MATTER 2 0 

b2 

b7E 

:s>\ The Electronic Communications Analysis Unit (ECAU) of 
the Federal Bureau of Investigation (FBI) reported a potential 
IOB involving a National Security Letter (NSL) requested by ECAU 
which, through a transcription error, sought information about an 
email address belonging to a person who was not the subject of an 
FBI national security investigation. 

(S)J 

/ Upon realizing the 
error, tne analyst immediately notinea nis supervisor and took 
the proper steps to sequester the information provided in 
response to the NSL. Nothing from the original NSL results was 
uploaded into the FBI computer systems, nor was any investigative 
action taken based on the NSL results. 

( C ) 

< u > 

Due to -i na^mrl-an»- •• ^̂ V.-i ̂  1 1 V - v -v* based on the 
confusion betweerj FBIHQ received 
NSL results for an email aaaress tnat was not relevant to a 
counterterrorism investigation. Therefore, the issuance of the 
NSL was neither authorized by law nor by the Attorney General 
Guidelines for National Security Investigations and Foreign 
Intelligence Collection (NSIG). Due to the fact that there was 
an unauthorized collection, the error is a reportable matter 
under Section 2.4 of Executive Order 12863. 

DATE: 05-31-2007 
CLASSIFIED BY 65179/DHH/KSR/RW 
REASON: 1.4 "(c) 
DECLASSIFY ON: 05-31-2032 

(S) 

bl 
b6 
b7C 
b7D 
b7A 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

NSL VIO-1248 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

be 
b7C 
b2 

Precedence: ROUTINE 

To: General Counsel 

Date: 01/12/2007 

Attn: NSLB 

From: Inspection 
Interna 
Contact : 
Internal Investigations Section, IPU, Room 3(¡141 

I Ext .1 CRS 

Approved By: Miller David Ia^AAJi^s» 

Drafted By: 
il ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 
DATE 05-31-2007 BY 65179/DHH/KSR/RW 

Case ID #: 

Title: (U) 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2286 
OGC/IOB# 2006-0329 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1387 
27 8-HQ-C122 973 6-VIO Serial 1955 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from Counterterrorism Division dated 05/19/2006, reporting 
a possible IOB error. Based upon a review of the referenced EC 
it is the IIS's opinion the incident described therein is 
indicative of a performance issue. Therefore, no internal 
investigation will be conducted by the 'IIS and this matter is 
being relegated to the NSLB for whatever action they deem 
appropriate. 

NSL VIO-1249 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Counterterrorism 

Date: 01/17/2007 

Attn: AD (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact CRSf" Ext 

Approved By: Miller David Ian J p f A 

Drafted By: 

Case ID #: (U) 263-HQ-O-U - 654 (Pending) 

DECLASSIFIED BY 65179/DHH/KSR/RU 
OH 05-30-2007 

b6 
blC 
b2 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2286 
0GC/I0B# 2006-0329 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1387 

Reference: (U) 278-HQ-C1229736-VIO Serial 1387 
278-HQ-C1229736-VIO Serial 1955 

Details: (U) Upon review of Counterterrorism Division's 
captioned report of a potential IOB violation, IIS did not find 
the matter indicative of willful misconduct. IIS only addresses 
allegations where deliberate and/or aggravated misconduct is 
evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 11/16/2006 (278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

S 5 S R 3 T / / 2 0 3 2 0 1 1 7 

^ NSL VIO-1250 



O:«; - J M V R.:':T I G A T I O N S D I V I S I O N Complaint Form OIG NO. 689-2007-002573-M 

Rei.-eivud Ry r Date Received: 01/04/2007 How Received: A 

SUBJECT : 
Tit lo: SSA 
Componer.I: : FBI 
Mi sc : 
Home : 
Phone : 
Work: 

Pay Plan: 
EOD Date: 

0 - ZIP 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

b6 
b7C 

Phone ZIP: b2 

SUBJECT : SSNO: 
Ti! le INTEL Pay Plan: D.O.B.: 
Coinpoi •A.:nu: FBI EOD Date: Alien No.: 
.'.; c : 

Home : 
Phone 
Work: 
Phor.e 

o - ZIP: 

ZIP: 

B.O.P.No.: 
D/L No.: 

Offenses : 68 9 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
M i s c : 
Ho."".e : 
Phone: 
Work: Office of the General Counsel 

National Security Law Branch/CILU, Washington, DC 
Phone: ZIP: 
Confidential: Revealed: 

Pay Plan: 
EOD Date: 

ZIP: 

SSNO: 
D.O.B.: 

Alien No.: 
F.B.I.No.: 
B.O.P.No.: 

D/L No.: 

Authority: none 

De ta iIs: 
The FBI provided information regarding a potential IOB matter (2006-329). 

On April 11, 2006, a National Security Letter (NSL) was issued requesting information 
pertaining to the target of an FBI investigation. Shortly after sending the NSL to the 
field for service, it was learned that due to a typographical error, the target (listed in 
the NSL) had been misidentified and as a result was not connected with the investigation. 
Immediate steps were taken to sequester the information. 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. (dzj 

ALLEGATIONS: 689 IOB Violation 
Jccurrence Date: TIME: 
"ITY:| "| State Zip: 

b2 
b7E 

)lS POSITION DATA: Disposition: M Date: 01/25/2007 Approval: POWELL, GLENN G 
"f (-- ' 

iefrrred to Agency: FBI Date Sent: 01/25/2007 Component: FBI 
'atriot Act: n Civil Riqhts: n Component Number: 263-0-U-654, 2286 
ensitive: N Whistleblownr: M Consolidated Case Number: 

ALL FBI INF0RHATI0N CONTAINED 
NSL VIO-1252 HEREIN IS UNCLASSIFIED 

DATE 06-06-2007 BY 65179/DÍIH/KSR/Rlfl 

Fage I of 2 



(Rev. 01-31-2003) 

SE^ET 

FEDERAL BUREAU OF INVESTIGATION 

(Ü) 

(U) 

( U ) 

(U) 

<U) 

Precedence : 

To: 

ROUTINE Date: 12/28/2006 

Counterterrorism 

Inspection 

Attn: 

Attn: 

Attn : 

SAC 
CDC 

ITOS 1, CONUS 4, TEAM 13 

IIS 

b2 
b7E 
b6 
b7C 

From: General Counsel / 
N S L B / C o u n t e r t e r r o r i s m LsL Unit- AI /T.YI ^ J I Q 

Contact: UC[~J ' 
Approved By: Thomas Jul 

Drafted By: 

Case ID # : (: 
278-1 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SH0NN OTHERWISE 

DATE: 05-31-2007 
CLASSIFIED BY 65179/DHH/KSR/RK 
REASON:, 1.4 (c,d) 278-HQ-C1229736-VI<r (Pending, 

~1- Içfj (Pending) DECLASSIFY, ON: 05-31-2032 

Title : 

Synopsis : 
Counsel (OGC 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD (IOB) 
MATTER 2006-358 

It is the opinion of the Office of General 
that the above referenced matter need not be 

reported to the IOB. Our analysis follows. 

Decia»«ifyOn7— 
Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect 8. 

Reference: 278-HQ-C1229736-VIO Serial 1425 

: By Details 
(cited below)",1 the 

electronic communication (EC) dated Mav IR. pnn^ 
Division 

(U) See EC from the iDivision to the Inspection Division 
and General Counsel, dated May 18, 2006, Case ID# 278-HQ-C1229736-VIO Serial 
1425, titled "INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR" hereinafter cited as 

CIG/DOJ REVIEW 
FQI INVESTIGATION: 

0IG/D0J INVESTIGATION: 
T 

DATE:; / 
r 

r 

b6 
blC 

NSL VIO-1257 

b2 
b7E 



(Kcv, 1)1-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 01/12/2007 

To: General Counsel Attn: NSLB 

From: Inspection 
Internal Investigations fiprt-1 on. TPrr. Room 3 041 
Contact: CRsI Ext. Ext. 

Drafted By: | DECLASSIFIED BY 65179/DHH/KSR/RK 

Case ID #: (U) 278-HQ-C1229736-VIO ( (Pending) 
ON 05-30-2007 b6 

b7C 
b2 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2450 
OGC/lOB# 2006-0358 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1425 
278-HQ-CI229736-VIO Serial 1971 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from! pivision dated 05/18/2006, reporting a b2 
possible IOB error. Based upon a review of the referenced EC it b 7 E 

is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

NSL VIO-1261 



(Rev. 01-31-2003) 
JJSeRËÏvC/2 0320117 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To : 

ROUTINE 

Attn; 

Date: 01/17/2007 

SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU. Room 3041 
Contac t: CRS 

Approved By: Miller David Ian 

Drafted By: 

Ext 

h DECLASSIFIED BY 65179/DHH/KSR/RW 
ON 05-30-2007 

Case ID #: 

Title: (U) 

(U) 263-HQ-0-U - 657 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2450 
OGC/lOB# 2006-0358 

b2 
b7E 
b6 
blC 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1425 

Reference: (U) 278-HQ-C1229736-VIO Serial 1425 
2 78-HQ-C122 973 6-VIO Serial 1971 £ 

Details: (U) Upon review of I bivision's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

SEpRM^/20320117 

NSL VIO-1262 



OIG INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2007-002578-M 

Received By. Date Received: 01/04/2007 How Received: A 

SUBJECT: 
Tit; le: SSA 
Component: FBI 
Mise : 
Home : 

Pay Plan: 
EOD Date: 

Phone : !) -
Work: , , 
Phone : 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

SUBJECT 
Title: SA 
Compone il t 
Mise : 
Home : 
Phone f 
Work: 
Phone : 

FBI 
Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

b6 
b7C 
b2 

689 

COMPLAINANT: 
Title: DDIR Pay Plan: 
Component: FBI EOD Date: 

Home : 
Phone: () - ZIP: 

Phone : 
Confidentlai : 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

Details : 
The FBI provided information regarding a potential IOB matter (2006-358). ( S ) 

bl 
b7A 

[a National security Letter (NSLJ was served to obtain information relative to the" 
ongoing investigation. The information that was provided to the FBI was of another 
individual who was not the subject of the investigation. Upon discovering the FBI had been 
provided the wrong information, steps were taken to obtain the information pertaining to the 
correct individual. The information sent in error, of which none was uploaded into FBI 
databases, was shredded. 

It is the opinion of the Office of the General Counsel that this matter need noc be reported 
_t-o_the__IOB_. [dz) P 

>ccurrence Date: 
:i?Y :| 

TIME: 
State: Zip: 

b2 
b7E 

IS POS ITION DATA: Disposition: M Date: 01/25/2007 Approval: POWELL, GLENN G 

eferred to Agency: FBI Date Sent: 01/25/2007 Component: FBI ' ~ 
atriot Act: N Civil Riohts: N 
ensitive: N Whistleblower: n 

Component Number: 263-0-U-657, 2450 
Consolidated Case Number: 

DATE: 06-06-2007 
FBI;IHF0. 

MCI WTn 1 CLASSIFIED BY 65179/DMH/KSR/RW NSL VIO-1264 ^ ^ 1 A , {c) 

DECLASSIFY OH: 06-06-2032 
Pa^e I of 2 Pr^fA^ m /OC 1 



(Rev. 01-31-2003) 

SENKET 

FEDERAL BUREAU OF INVESTIGATION 

(V) 

( U ) 

(U) 

Precedence: ROUTINE 

To: 
b2 
b7E 
b6 
b7C 

Date ; 12/19/2006 

Inspection 

Attn: 

Attn: 

SA 
S SA 
CDC 
IIS 
CRS 

From: Office of the General Counsel 
MST.R/rTT.TT/gnnm 7Q47 

Contact : 

Approved By: Thomas Julie 3 W 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Drafted By: DATE: 05-31-2007 
CLASSIFIED BY 65179/DHH/KSR/RW 
REASON: 1.4 [c) 
DECLASSIFY ON: 05-31-2032 

Case ID #: (U) 278-HQ-C1229736-VIO^"1(Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-380 

Synopsis: It is the opinion of the Office of the General 
Counsel (OC?C) xhat this matter need not be reported to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by the Counsel 
to the IOB. 

Reference: (U) 278-HQ-C1229736-VIO Serial 1469 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

The referenced electronic communication (EC) from 
îvisior dated 06/27/2006, requested that b2 

OGC review the facts of the captioned matter and determine b7E 
whether it warrants reporting to the IOB. In our opinion, it 
does not. Our analysis follows. 

C'G/DOJ REVIEW; 
F3Î INVESTIGATION; 

OIG/DOJ INVESTIGATION: 

SE^S^T 

— f e - — 

/ 

bo 
b7C 

NSL VIO-1269 



(Rev. 01-31-2003) 

JptèKÉîV/2 0 3 2 0117 
FEDERAL BUREAU OF INVESTIGATION 

(U) 

Precedence : 

To : 

ROUTINE 

Attn: 

Date: 01/17/2007 

SAC (Personal Attention) 

From: Inspection 
Internal T m m a H n a H n n a «P^Hnn 
Contact: CRS 

JPU, Room 3 041 
Ext 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David la DECLASSIFIED BY 65179/DHH/KSR/R0 
ON 05-30-2007 

b2 
b7E 
bó 
b7C 

(U) 263-HQ-0-U - 659 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2480 
OGC/lOB# 2006-0380 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1469 

Reference: (U) 278-HQ-C1229736-VIO Serial 1469 
278-HQ-C122 9736-VIO Serial 1980 

b2 
b7E 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation] IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter 
was brought to our attention as required by the revisions 
mandated by National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

SECRET//20320117 
/ \ NSL VIO-1273 



0.1 G - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2007-002605-M 

Received ny: Date Received: 01/04/2007 How Received: 

SUBJECT: 
T:c.Le: SA 
Co.Tiponon i: : 
Mi sc : 
Home : 

F'BI 
Pay Plan: 
EOD Date: 

Phone : ( 
Work: » 

ZIP: 

SSNO: 
D.O.B.: 

Alien No.: 
F.B.I.No.: 
B.0.P.No.: 

D/L No.: 
Offenses : 

b2 
b6 
b7C 

689 
Phone ZIP: 

SUBJECT : 
Tide: SSA 
Component: FBI 
Mise : 
Home : 
Phone : 
Work. : 
Phone : 

Pay Plan: 
EOD Date: 

TT ZIP: 

ZIP: 

SSNO: 
D.O.B.: 

Alien No.: 
F.B.I.No.: 
B.O.P.No.: 

D/L No.: 
Of fenses: 689 

COMPLAINANT: 
Tir l.e: ATTY 
Component: FBI 
Mi sc.: 
Home : 
Phone: 
Work: Office of the 

Pay Plan: 
EOD Date: 

ZIP: 
enerai Counsel 

National Security Law Branch/CILU, Washington, DC 
Phone: ZIP: 
Conf i dential: Revealed: 

SSNO: 
D.O.B.: 

Alien No.: 
F.B.I.No.: 
B.O.P.No.: 

D/L No.: 

Authority: none 

Details : 
The FBI provided information regarding a potential IOB matter (2006-380). 

On March 1, 2006 FBI prepared the first National Security Letter (NSL) and 
transmitted it to another field office for service. On March 9, 2006, the USA PATRIOT 
Improvement and Reauthorization Act of 2005, which changed the non-disclosure procedures for 
NSLs, was signed. On March 13, 2006, the field office is contacted and advised not to serve 
NSL #1;NSL #2 is prepared and transmitted to the field office for service. 

NSL #1 was mistakenly served on March 21, 2006; NSL #2 was served on March 28, 2006. The 
FBI received a response to NSL #1; the information was sequestered upon receipt on June 20, 
2006. 

It is the opinion of Lhe Office of the General Counsel that this matter need not be reported 
to the IOB. (dz) 

b2 
b7E 

ALLEGATIONS: 68 9 
Occurrence Date: 
CITY : I I 

IOB Violation 
TIME: 
State Zip: 

DISPOSITION DATA: Disposition: M Date: 01/26/2007 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 01/26/2007 Component: FBT 
Patriot Act: N 

Sensitive: N 

Civil Rights: N Component Number: 263-i •[;-£ J, 2480 
Whistleblower: N Consolidated Case Number: 

ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED NSL VIO-1275 
DATE 06-06-2007 BY 65179/DMH/KSR/RW 



(Rev. 01-31-2003) 

SECRET//HqFORN 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

(U) 

( U ) 

Precedence: ROUTINE 

To : 

Counterterrori sm 

Inspection 

b2 
b7E 
b6 
blC 

Date: 

Attn: 

Attn: 

Attn: 

12/22/2006 

SAC 
CDC 

ITOS 1, CONUS 2, TEAM 7 

IIS 

From: Office of the General Counsel 
NSLB/CTLUl/ LX1 Room 3S119 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

UC Contact: 

Approved By: Thomas Julie 

Drafted By: 

Case ID #: 278-HQ-C1229736-VIO^(P*ending) 

DATE: 05-31-2007 
CLASSIFIED BY 65179/DMH/KSR/RW 
REASON: 1.4 (c,d] 
DECLASSIFY ON: 05-31-2032 

Title: 
X 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-0387 

Synopsis: ^ t ^ It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and 
deliver the necessary correspondence to the IOB. 

(U) 
(U) 

Reference: M 278-HQ-C122 9736-VIO serial 1490 
Administrative: This document contains information obtained or 
derived frc& an electronic surveillance or physical search conducted 
under the Foreign Intelligence Surveillance Act ("FISA"), 50 U.S.C. 
Section 1806 (b) . Such information shall not be used in any criminal 
or administrative proceeding, including grand jury proceedings and 
warrant affidavits, without the prior written approval of the 
Attorney General of the United States. U.S. Person FISA derived 
information may not be disseminated to a foreign government without 
the prior written approval of the Attorney General of the United 
States. 

SENKST//NOFORN b6 
b7C 

O'G/DOJ REVIEW: 
F3! INVESTIGATION: 

0IG/D0J INVESTIGATION: 

DATE: / ' ' i 
NSL VIO-1280 



December 22, 

BY COURIER 

2006 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17ch Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-0387." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 27 8-HQ-C122 973 6-VIO 

NSL VIO-1285 

DECLASSIFIED BY 65179/DMH/KSR/RU 
QH 05-31-2007 



SECRET 

bl 

(U) 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

1 IFTETiD OFFICE 
IOB MATTER 2006-387 (U) 

By electronic communication dated July 5, 2006, 
the Federal Öureau of Investigation (FBIj IField 
Office reported that the FBI and the Office of Intelligence 
Policy and Review (OIPR) inadvertently included an email account 
not associated with the FBI subject in a Foreign Intelligence 
Surveillance Act (FISA) application. This resulted in court-
ordered electronic surveillance and physical search of an email 
facility that was not associated with the FBI subject. The 
inadvertently intercepted material was sequestered and will be 
filed with the Foreign Intelligence Surveillance Court. 

LS] 

I xne court-ordered electronic surveillance and physical 
seal Uli ¿1 an email facility that was not associated with the FBI 
subject violated the NSIG. Thus, the matter is being reported to 
the IOB. 

DATE: 07-05-2007 
CLASSIFIED BY 65179 dmh ASE/EW 
REASON: 1.4 ¡1) 
DECLASSIFY ON: 07-05-2032 ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

NSL VIO-1287 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 01/12/2007 

Attn: NSLB 

From: Inspection 
Internal Investigations Section. 
Contact: CRS f 

PU, Room 3 041 
Ext J 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David I ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-31-2007 BY 65179/DHH/KSR/RW 

(U) 2 78-HQ-CI229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 24 92 
OGC/IOB# 2006-0387 

b6 
b7C 
b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 78-HQ-C122 973 6-VIO Serial 1490 
278-HQ-C1229736-VIO Serial 1974 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from ¡Division dated 07/05/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

• • 

NSL VIO-1288 



(Rev 01-31-2003) ^ ^ 
^£ÈeSÉ£//20320117 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

Precedence: ROUTINE 

To : 

Date: 01/17/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 

CRS Contact: 

Approved By: Miller David Ian"®®* 

Drafted By: 

Ext 

r 
b2 
b7E 
b6 
b7C 

Case ID #: 

Title: ( U ) 

(U) 263-HQ-O-U - 661 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2492 
OGC/lOB# 2006-0387 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

De 
De On; 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1490 

Reference: (U) 278-HQ-C1229736-VIO Serial 1490 
2 78-HQ-C122 973 6-VIO Serial 1974 

Details: (U) Upon review of Division's captioned 
b2 
b7E 

report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 11/16/2006 (278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

DECLASSIFIED BY 6S179/DMH/KSR/RH 
ON 05-31-2007 

S ^ E T / / 2 0 3 2 0 1 1 7 
^ \ NSL VIO-1289 



O'IC - INVESTIGATIONS DIVISION Complaint Form OIG NO. 68 9-2007-002615-M 

Received By: 

SUBJECT: 
Title: SA 
Coinporn nt : 
Mi..st; : 
Home : 
Phone: () -
Wo : k : , , 

FBI 

Phone: [_ 

Date Received: 01/04/2007 How Received: A 

Pay Plan: 
EOD Date: 

7,1 P: 

ZIP: 

SSNO : 
D.O.B.: 

Alien No.: 
F.B.I.No.: 
B.O.P.No.: 

D/L No.: 
Offenses : 689 

SUBJECT : 
Title: TFO 
Component: USM 
Mise : 
Home : 
Phon e : 
Work : I 
Phone : 

Pay Plan: 
EOD Date: 

? T P • 

ZIP: 

SSNO: 
D.O.B.: 

Alien No.: 
F.B.I.No.: 
B.O.P.No.: 

D/L No.: 
Offenses : 

bó 
b7C 
b2 

689 

COMPLAINANT| 
Title: LEGAL 
Component: FBI 
Mise. : 
Home : 
Phone: () -
Wor f 
Phone : 
Confidential : 

Pay Plan: 
EOD Date: 

ZIP 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

Details: ^gj 
The FBI provided information regarding a potential I0B matter (2006-0387). 

bl 
b2 
b7E 

and a National Security Letter (NSL) was issued. In response to the NisL,—iniormatltiyi 
associated with the target of the investigation was identified. However results from 
another NSL requesting information revealed that the information previously obtained did not , 7 A 
he 1 onn t-n -he target. The information obtained was destroyed and removed from all FBI ° 

computers. 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. (dz) 

ALLEGATIONS : 689 IOB Violation 
Occurrence Date: ttmf• ^2 b7E :iTY : State: Zip: 
DISPOSITION DATA: Disposition: M Date: 01/26/2007 Approval: POWELL, GLENN G 

rpf 
deferred to Agency: FBT Date Sent: 01/26/2007 Component: FBI 
'atriot Act: n Civil Rights: n Component Number: 263-0-U-661, 2492 
¡ens itive: N Whistleb]ower: N Consolidated Case Number: 

DATE: 05-31-2007 
FBI IÏJF0. 

NSL VIO-1291 CLASSIFIED BY 65179/DHH/KSR/RW 
RE AS OH: I.4.,tc) 
DECLASSIFY OH: 05-31-2032 

Page 1 of 2 



(Rev. Ol -31-2003) 

SEJZKBT 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

(U) 

(U) 

(U) 

(U) 

Precedence: 

To: 

ROUTINE b2 
b7 E 
b6 
b7 C 

Counterterrorism 

Inspection 

Date: 12/20/2006 

Attn: SAC 
CDC 

Attn: ITOS 1, CONUS 2, TEAM 6 

Attn: IIS 
From: Office of the General Counsel 

NSLB/CTLU1/LX1 Room 3S.1/9 
Contact: UC| 

Approved By: Thomas Julie 

Drafted By: 

AIL INFORMATION COHTAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

1 7 

Case ID 278-HQ-C1229736-VIO"(Pending) 

DATE: 05-31-2007 
CLASSIFIED BY 65179/DMH/KSR/RW 
REASON: 1.4 (c,d) 
DECLASSIFY ON: 05-31-2032 

Title: INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-0399 

Synopsis: It is the opinion of the Office of the General 
Counsel (0<5C) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel 
to the IOB. Our analysis follows. X Dec las_si^y-^JSr---2£LajL1220^ 

278-HQ-C1229736-VIO serial 1505 

requested 

Reference: ̂ jtŜ  

Details: The referenced serial from 
that OGC review the facts of the captioned matter and 
determine whether it warrants reporting to the IOB. As 
explained below, in our opinion, the FBI is not required to 
report this matter to the IOB. 

b2 
b7 E 

O'G/DOJ REVIEW: 
FBI INVESTIGATION: 

0IG/00J INVESTIGATION: 

JJEÖ^ET 

DATE: 
' V 

Y j- L-

b6 
b7C 

I'n NSL VIO-1296 



(Rev. 01-31-2003) 

£SBC£BÎ//20320117 
FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To: 

Date: 01/17/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Spct-ion. 
Contact: CRSf 

:PU, Room 3041 
Ext 

Approved By: Miller David I a n ^ ^ f 

Drafted By: 
DECLASSIFIED BY 6S179/DHH/KSR/RU 
ON 05-31-2007 

Case ID #: 

Title: (U) 

(U) 263-HQ-O-U - 663 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2563 
OGC/lOB# 2006-0399 

bZ 
b7E 
b6 
b7C 

(U) 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

jDegiaesifyOnl 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1505 

Reference : 

Details : 
report of 

(U) 2 78-HQ-C122973 6-VIO Serial 1505 
2 78-HQ-C122 973 6-VIO Serial 1947 

(U) Upon review of ¡Division's captioned 
a potential IOB violation, IIS did not find the matter 

indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 11/16/2006 (278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

¡T//20320117 

NSL VIO-1302 



OlG INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2007-002641-M 

Received By: Date Received: 01/04/2007 How Received: 

SUBJECT 
Title: TFO 
Component : FBI 
Mi sc • 
Home : 
Phone : 
Work : 

Pay Plan: 
EOD Date : 

ZIP: 

Phone : ZIP: 

SSNO 
D . O . B . 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

b6 
b7C 
b2 

689 

SUBJECT : 
Title: SSA 
Component : FBI 
Mise : 
Home : 
Phone TT 
Work : 
Phone : 

Pay Plan 
EOD Date 

ZIP 

ZIP 

SSNO 
D.O.B. 

Alien N'o. 
F.B.I.No. 
B.0.P.No. 

D/L No. 
Offenses 689 

COMPLAINANT : 
Title: SSA 
Component : FBI 
M i s c : 
Home : 

Pay Plan: 
EOD Date: 

Phone : ( ) -
Work: , 
Phone : 
Conf idential: 

ZIP: 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

Details : 
Information received from FBI/INSD reporting a possible IOB matter involving improperly 
received information. IOB #2006-0399. 

During an authorized investigation, the FBI properly served a National Security Letter (NSL) 
on an electronic communications provider for information regarding the target of the FBI 
i nvsstiaat-inn in response, the FBI obtained information beyond the scope of the NSL. The 
FBI| ^ |Division identified the problem and properly "q"" 1'"""' l"Vl° 
information. The Office of General Counsel (OGC) advised the FBI _JDivision to 
contact the electronic communications service provider and ask whether the improperly or 
unintentionally acquired information should be returned or destroyed with the appropriate 
documentation to the file. 

b2 
b7E It the 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 06/20/2006 TIME: 
CITY :| state: Zip : 

DISPOSITION DATA: Disposition: M Date: 01/04/2007 Approval: POWELL, GLENN G 

FBI Referred to Agency: Date Sent: Component 
Pat n o : Act: N Civil Rights: N Component Number 
Sensitive: N Whistleblower: N Consolidated Case Number 

NSL VIQ-1304 

263-0-U-663, 2563 

ALL FBI INFORMATIOH CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-06-2007 BY 65179/DHH/KSR/KU 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To: General Counsel 

Date: 01/12/2007 

Attn: NSLB 

Inspection 
Internal Investigations Section. IPU. Room 3041 

From! 

Contact: 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

CRS 1 Ext 

Miller David laxì^/Jim <sMi/[ A U 
^ k HERE IH IS UNCLASSIFIED 

" I DATE 05-31-2007 BY 65179/DHH/KSR/RÜ 

b6 
INFORMATION CONTAINED b2 

(U) 278-HQ-CI229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 564 
OGC/IOB# 2006-0400 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1506 
278-HQ-C1229736-VIO Serial 1948 

Details: (U) The Internal Investigations Section (IIS) received 
an EC fronl Division dated 07/10/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

• • 

NSL VIO-1313 



(Rev 01-31-2003) 

S £ g K ï [ T / / 2 0 3 2 0 1 1 7 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE 

Attn: 

Date: 01/17/2007 

SAC (Personal Attention) 

From: Inspection 
Internal Investigations Bertinn. 
Contact: CRg 

TPTT Room 3041 
Ext 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian & ( a DECLASSIFIED BY 65179/DHH/KSR/RW 
OH 05-31-2007 

(U) 2 63-HQ-0-U - 664 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2564 
OGC/IOB# 2006-0400 

b2 
b7E 
b6 
b7C 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) 

Enclosure(s): 

Reference: (U) 

DerTi 
Declassiiy-Onì S^aafill^ 

(U) 278-HQ-CI229736-VIO Serial 1506 

27 8-HQ-C1229736-VIO Serial 1506 
278-HQ-C1229736-VIO Serial 1948 

Details: (U) Upon review oi Division's captioned 
report of a potential IOB violation, TÎS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(2 7 8- HQ-CI229736, serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

b2 
b7E 

T//20320117 

^ ^ NSL VIO-1314 



OIG INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2007-002620-M 

Received By: Date Received: 01/04/2007 How Received: A 

SUBJECT : SSNO : 
Title: TFO 
Component: FBI 
Misc : 
Home : 
Phone: 
Work : 

Pay Plan: 
EOD Date: 

ZIP: 

Phone : ZIP: 

D.O 
Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

b6 
b7C 
b2 

689 

SUBJECT : 
Title: SSA 
Component : 
Mise 
Home 

FBI 
Pay Plan 
EOD Date 

Work: 
Phone : ZIP: 

COMPLAINANT: 
Title: SSA 
Component: FBI 
Misc-. 
Home : 
Phone: 
Work : 
Phone: 

Pay Plan: 
EOD Date: 

T 

Confidential 

ZIP 

ZIP: 
Revealed : 

0 - ZIP: 

SSNO 
D.O.B. 

Alien No. : 
F.B.I.No . : 
B.0.P.NO.: 

D/L No.: 
Offenses: 689 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 

Authority: none 

Details: 
information received from FBI/INSD reporting a possible IOB matter involving improperly 
received information. IOB #2006-0400. 

During an autnorized investigation, the FBI properly served a National Security Letter (NSL) 
on a communications provider for information regarding the target of the FBI i n jpst-i nat-i on 
In response, the FBI obtained information beyond the scope of the NSL. The FBI 
Division identified the problem and properly sequestered the unauthorized information. The 
Office of General Counsel (OGC) advised the FBj Ipivision to contact the 
communications service provider and ask whether the unauthorized information should be 
returned or destroyed with the appropriate documentation to the file. 

It is the opinion of the OGC that this matter need not be reported to the IOB. 
ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 06/29/2006 TIME; 
CITY:[_ State zip : 

DISPOSITION DATA: Disposition: M Date: Dl/26/2004 Approval: POWELL, GLENN G 

Referred to Agency: Date Sent: Component: FBI 
t-atri-*''- A c r : N Civil Riahts: n Component Number: 263-0-U-664, 2564 
Sensitive: N Whistleblower: n Consolidated Case Number: 

NSL VIO-1316 
AIL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-06-2007 BY 65179/DMH/KSR/RN 



(Rev. 01-31-2003) 

SEJB^ET 

FEDERAL BUREAU OF INVESTIGATION 

( Ü ) 

(U) 

(U) 

(U) 

(U) 

( U ) 

Precedence : 

To ! 

ROUTINE 
b2 
b7E 
b6 
b7C 

Counterterrorism 

Inspection 

From: Office of the General Counsel 
NSLB/CTLUl/LXl Room 3SH 9/ 
Contact: UC| 

Date: 12/20/2006 

Attn: SAC 
CDC 

Attn: ITOS 1, CONUS 4, TEAM 16 

Attn: IIS ALL INFORHATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Approved By: 

Drafted By: 

Thomas Julie F 

v y ^ 

DATE: 05-31-2007 
CLASSIFIED BY 65179/DHH/KSR/RU 
REASON: 1.4 (c) 

case ID #, X 278-HQ-C1229736-VIO ^Pending) 

Title: INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-0416 

Synopsis: j^HC^ It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel 
to the IOB. Our analysis follows. 

X 
Reference: 

Details: 
278-HQ-C1229736-VIO serial 1548 

requested The referenced serial from 
that OGC ifevi^w the facts of the captioned matter and 
determine whether it warrants reporting to the IOB. As 
explained below, in our opinion, the FBI is not required to 
report this matter to the IOB. 

b2 
b7E 

OIG/DOJ REVIEW: 
FBI INVESTIGATION: 
G'G/DOJ INVESTIGATION: 

DATE; i -
bö 
b7C 

NSL VIO-1321 



(Rev. 1)1-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 01/12/2007 

Attn : NSLB 

From: Inspection 
Internal Investigations Section. I PU . R o o m ~3(")4i 

CRS Contact: 

Approved By: Miller David Iar^lM^^ 

Drafted By: | 

Case ID #: 

] Ext 

b6 
b7C 
b2 (U) 278-HQ-C122 9736-VIO (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 57 9 
OGC/IOB# 2006-0416 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1548 
278-HQ-C122 9736-VIO Serial 1949 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from| |Division dated 07/18/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7 E 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 05-31-2007 BY 65179/DHH/KSR/RW 

NSL VIO-1326 



(Rev. 01-31-2003) 

L 3 2 0 1 1 7 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To : 

ROUTINE 

Attn; 

Date: 01/17/2007 

SAC (Personal Attention) 

From: Inspection 
Internal Investigations fi^ct-i nn IPU. Room 3 041 
Contact i CR£ Ext 

Approved By: Miller David Ian 

Drafted By: c 

Case ID #: 

Title: (U) 

(U) 

DECLASSIFIED BY 65179/DMMSRAPM 
ON 05-31-2007 b 2 

b7E 
263-HQ-0-U - 666 (Pending) b6 

b7 C 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2579 
OGC/IOB# 2006-0416 

(U) 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective actipn as appropriate. Case closed at IIS. 

Deciassii^OnT— 

(U) 27 8- HQ-C1229736-VIO Serial 1548 Enclosure(s): 

Reference; (U) 278-HQ-C1229736-VIO Serial 1548 
278-HQ-C1229736-VIO Serial 1949 

Details: (U) Upon review oi |Division's captioned report 
of a potential IOB violation; IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(27 8- HQ-C1229736, serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

b2 
b7E 

• • 

SES£ET//20320117 

^ ^ NSL VIO-1327 



OIG INVESTIGATIONS DIVISION Complaint Form OIG NO. 689-2007-002617-M 

Received By: 

SUBJECT : 
Title: SSA 
Component : FBI 
Mise: 
Home : I 
Phone: (! -
Work: , , _ 
Phone : 

Date Received: 01/04/2007 How Received: 

Pay Plan: 
EOD Date: 

ZIP 

ZIP : 

SSNO 
D.O.B. 

Alien No. 
F . B.I.No. 
B.0.P.No. 

D/L No. 
Offenses 689 

b6 
b7C 
b2 

SUBJECT : 
Title: SA 
Component : FBI 
Mise : 
Home : 
Phone : 
Work : 
Phone : 

Pay Plan: 
EOD Date: 

T ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No . 

D/L No. 
Offenses 

ZIP: 
689 

Details : 
The FBI provided information reporting a possible IOB matter involving information 
improperly received. IOB #2006-0416. 

During an authorised investigation, the FBI properly served a National Security Letter (NcL; 
on an electronic communication service provider for information regarding the target of the 
FBI investigation. In response, the FBI obtained information beyond the scope of the NSL. 
The FBI Division identified the problem and indicated that the excess information 
will be removed from the stand-alone computer, sequestered and stored pending further 
determination. 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to -he IOB. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 03/17/2006 TIME: 
CITY j | State :| ' Zip: b 7 E 

DISPOSITION DATA: Disposition: M Date: 01/04/2007 Approval: POWELL, GLENN G 

Referred to Agency. Date Sent: Component: FBI 
Patriot Act: n Civil Riuhts: n Component Number: 263-0-U-666, 2679 
Sensitive: N Whistleblower: N Consolidated Case Number: 

Remarks : 
A search of the OIG database revealed another matter involving #2003 - 00875-M: 
involving 

b6 
b7C 

Predicating material contains classified information that will be stored in a secure 
container within OIG/INV/HQ. 

1/29/07 - sent to AD Kaiser, FBI/INSD. (yht) 

NSL VIO-1329 

ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-06-2007 BY 65179/DHH/KSR/R13 

Page 1 of 1 



(Rev. 01-31-2003) 

SECJ&LT 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

(U) 

( U ) 

¡ U ) 

Precedence: ROUTINE 

To : 
b2 
b7E 
b6 
b7C 

Date: 12/18/2006 

Counterintelligence 

Inspection 

Attn: 

Attn; 

Attn: 

SAC 
CDC 
S SA 
SA 

UC CD-2C 
ALL INFORMATION CONTAINED 

U S HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

From: Office of the General Counsel 
NSLB/CILU/Roopi 1QA1 L 
Contact: AGC 

Approved By: Thomas Julie 

Drafted By: 

Case ID #: fai 278-HQ-C1229736-VIO^(Pending) 

DATE: 05-31-2007 
CLASSIFIED BY 65179/DMH/KSR/RW 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-31-2032 

Title ! X INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-469 

Synopsis: ^ ^ It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) 
JDesOastfïÎyOir: 

Administrative: fS) This electronic communication (EC) contains 
information from the following sources: (1) EC dated 09/11/2006 

]Field Officj~ bo OGC reporting a 
'2) National Security Letter issued by 

from th 
potential IOB matter; 

b2 
b7E 
bo 
b7C 

Tdated 4/17/2006; and (3) telephone conversations between 
and A G C I o n 10/22/2006 and 12/15/2006. 

Reference; 278-HQ-C1229736 Serial 1629 

01G/D0J REVIEW, 
FBI INVESTIGATION: 
OIG/DOvJ INVESTIGATION: 

b6 
b7C 

NSL VIO-1333 



(Rev. Ol-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date ! 01/12/2007 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact: CRS 

Approved By: Miller David I a n ^ ^ ^ , 

Drafted By 

Ext 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-31-2007 BY 65179/DMH/KSR/RtJ 

Case ID #: 

Title: (U) 

(U) 2 78-HQ-C122 973 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2854 
OGC/IOB# 2006-0469 

b6 
b7C 
b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C122973 6-VIO Serial 1629 
2781 I Serial 28 
2 78-HQ-C1229736-VIO Serial 1941 

b2 
b7E 

Details: (U) The Internal Investigations Section (IIS) received 
an EC fron 
IOB error 

Division dated 09/11/2006, reporting a possible 
Based upon a review of the referenced EC it is the 

IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

b2 
b7 E 

NSL VIO-1337 



(Rev. 01-31-2003) J5£6ÏÎST//20320117 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

Precedence : 

To : 

ROUTINE 

Attn: 

Date: 01/17/2007 

SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact ! CRS Ext. 

Approved By: Miller David Ian -L 
Drafted By: 

Case ID #: 

Title: (U) 

DECLASSIFIED BY 65179/DHH/KSRyRW 
0M 05-31-200? 

b2 
b7E 
b6 
b7C (U) 263-HQ-O-U - 670 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2854 
OGC/IOB# 2006-0469 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Deri 
De 

jom 
fyOn: [20117 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1629 

Reference: (U) 278-HQ-Pi 229736-VTO Serial 1629 
2 7 8 f c e r i a l 28 
278-HQ-C122 973 6-VIO Serial 1941 

pivision's captioned report Details: (U) Upon review of 
of a potential IOB violation"] IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(2 78-HQ-C12297 3 6, serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

b2 
b7E 

• • 

SES£ET//20320117 
^ ^ NSL VIO-1338 



OKi - INVESTIGATIONS DIVISION Complaint Form OIG NO. 689-2007-002557 -M 

Received By: 1 Date Received: 01/04/2007 Hew Received: A 

SUBJECT : 
Title: SA 
Component : FBI 
Mi:.;c : 
Hu::ie : 
Phono 
W' ' r k : 
Pi'urif 

Pay Plan: 
EOD Date: 

( ; -

Title : 

ZIP 

ZIP 

55BU 
D.O.B. 

Alien No. 
F.B.I.No.: 
B.O.P.No.: 

D/L No.: 
Offenses: 689 

5SA 
Component : F3I 
Mise : 
Home : 

Pay Plan: 
EOD Date: 

Phone: () -
Work: 
Phone : 

ZIP: 

ZIP: 

SSNO : 
D.O.B.: 

Alien No.: 
F.B.I.No.: 
B.O.P.No. : 

D/L No.: 
Offenses : 

bb 
b7C. 
b2 

689 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
Mi sc : 
Home : 

Pay Plan: 
EOD Date: 

Phone: () -
Work: 
Phono : 
Con f idei1 Miai ! 

ZIP: 

ZIP: 
Revealed : 

SSNO: 
D.O.B. : 

Alien No. 
F.B.I.No.: 
B.O.P.No. 

D/L No. 

Authority: none 

DctaiJ.s : 
^g^The FBI provided information regarding a potential IOB matter (2006-469). 

On April 17, 2006 a National Security Letter (NSL) was served to a wire communications 
iservice provider Thp r-»>«m 1 ts of the NSL were obtained on| | A review of 
\the results on | revealed that the information supplied also included^ 

1 These files were not reviewed or listened to 
by FôJ 

bl 
b2 
b7E 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. (dz) 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date : TIME: 
CITY: State Zip : 

DISPOSITION DATA: Disposition: M Date: 01/24/2007 Approval: POWELL, GLENN G 
rr* t 

deferred to Agency: FBI Date Sent: 01/24/2007 Component: FBI 
Patriot Act: N Civil Riahts: N 
Sensitive: N Whistleblower: N 

Component Number: 263-0--U-67C, 28i 
Consolidated Case Number: 

NSL VIO-1340 

DATE: 05-31-2007 
FBI INFO. 
CLASSIFIED BY 65179/DHH/KSR/RW 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-31-2032 

r'age 1 of 2 Printed 01/25/2007 9:^:24 



(Rev. 01-31-2003) 

SECRE^T/fi0320228 

FEDERAL BUREAU OF INVESTIGATION 

n 

J ) 

I) 

Precedence: ROUTINE 

To: General Counsel 
Counterintelligence 
Inspection 

Date: 02/28/2007 

From: 

Attn: NSL 
AGC 

Attn: CD-
Attn: IIS 
Attn: CDC 

ÎÏTÏÏI 

b2 
b7E 
b6 
b7C 

T n — 
Contact : 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

SA 

Approved By: 

Drafted By: 

Case ID # : 27 8-HQ-C12297 36-VIO (Pending) 
278-1 I (Pending) j 

DATE: 05-31-2007 
CLASSIFIED BY 65179/DHH/KSR/RW 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-31-2032 

Title: 

bl 
b2 
b7 E 

INTELLIGEN 
MATTE 

LIGENCE OVEF OVERSIGHT BOARD 

Synopsis: fXj To document contact with service provider and 
authorizatron^to destroy improperly or unintentionally 
acquired information pursuant to lead set by Office of General 
Counsel (OGC), NSLB, CILU. 

{) Derive 
Fy~ On: 

Details: 0 n 09/ll/2006|~ 
facts of the captioned matter and determine whether it 

r -
requested OGC review the 

4/v Ì(c2-
u >j 

warranted reporting to the IOB. By EC dated 12/18/2006, OGC 
advised 
matter 

that the FBI was not required to report the 
•iOB. However,| jras advised to contact the LO m y 

service provider and ask whether the'improperly or 
unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 

(S] 

b2 
b7E 

bl 
b2 
b7E 
b6 
b7C. 
b7D 

SECRE T^2|U320228 

)f 

NSL VIO-1394 
( •(•L-jr 



(Rev. 01-31-2003) 

SE^ÉÎT 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

Precedence: ROUTINE 

To: Attn: 

Attn: 

Date : 12/14/2006 

SAC _ 
ASACI 

• s w 

CDC 
ADC 

E 

(U) 

!U) 

( U ) 

(U) 

(U) 

Inspection Attn: IIS, CRS 
From: Office of the General Counsel 

NSLB/CILU/Room 7947 I 
Contact: AGd 

Approved By : Thomas Julie 

278-HQ-C12297 36-VIO^ Ending) 
INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-468 

ALL IHFORHATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: •Q5r31-2007 
CLASSIFIED BY 65179/DMH/KSR/Rf 
REASON: 1.4 (c,d) 
DECLASSIFY ON: 05-31-2032 

Synopsis: it is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

( U ) 

Reference 

Dera^öd^JU^nr^Tc;-3 
JiaeiÄssify On: 25X3 

X . 278-HQ-C12297 36-VIO Serial ì n ^ P o . ^ ^ ) 
(S) 
(S) 
(S) 
(S) 

Details- • By EC dated 08/14/2006, thf -i^-'s "j ̂  uwit/iuuo, m a Field Office 
[requested that OGC review the facts of the captioned 

matter and determine whether it warrants reporting to the IOB. As 

01G/D0J REVIEW 
FBI INVESTIGATION: 
0IGID0J INVESTIGATION:. 

jspè^Ei 

DAîEu 
- u 

b6 
b7C 

NSL VIO-1349 

bl 
b7A 
b2 
b7E 

b2 
b7E 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 01/12/2007 

To: General Counsel 

From: 

Attn: NSLB 

Inspection 
Internal Investigations Section. IPU. Room 3 041 

Ext .1 ' Contact: CRS 

Approved By: Miller David la 

b6 
b7C 
b2 

Drafted By: 

Case ID #: 

Title: (U) 

^THTFUX ALL INFORMATION CONTAINED 
.•LLT^ HEREIN IS UNCLASSIFIED HEREIN IS UNCLASSIFIED 

DATE 05-31-2007 BY 65179/DHH/KSR/RW 

(U) 2 78-HQ-C122 973 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 855 
OGC/lOB# 2006-0468 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 78-HQ-C122 9736-VIO Serial 1633 
2 78-HQ-C12 2 973 6-VIO Serial 1945 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from| division dated 08/14/2006, reporting a possible 
IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

b2 
b7E 

NSL VIO-389 



(Rev 01-31-2003) 

SE£RS3^/20320117 
FEDERAL BUREAU OF INVESTIGATION 

Precedences 

To : 

ROUTINE Date: 01/17/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Tnvpfit- H erat -i nnff fipr-M'nn 
Contact: CRS 

TPTT Rnnm 3041 
Ext 

(U) 

Approved By: 

Drafted By: 

Case ID # : 

Title: (U) 

Miller David Ian 

b2 
b7E 

DECLASSIFIED BY 65179/DHH/KSR/RTJ b6 
ON 05-31-2007 b7C 

S 

(U) 2 63-HQ-0-U - 671 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING« 2 855 
0GC/I0B# 2006-0468 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

X Derive 
Lfy On: 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1633 

Reference: (U) 278-HQ-C122 9736-VIO Serial 1633 
2 78-HQ-C122 9736-VIO Serial 1945 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation,IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter 
was brought to our attention as required by the revisions 
mandated by National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

b2 
b7E 

• • 

SEpRÊir//203 20117 

NSL VIO-1355 



0.1 G - INVESTIGATIONS DIVISION Complaint Form OIG NO.: 689-2007-002560-M 

Received By: Date Received: 01/04/2007 How Received: A 

SUBJECT: 
Title: SSA 
Component: FBI 
Mise : 
Homo : 
Phone: 
Wor k : 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO: 
D.O.B.: 

Alien No.: 
F.B.I.No.: 
B.O.P.No.: 

D/L No.: 
Offenses : 689 

SUBJECT :| 
Titie: SA 
Component: FBI 
Mi sc : 
Home : 
Phone: () 
Wor k: 
Phone: 

Pay Plan 
EOD Date 

ZIP: 

ZIP: 

SSNO: 
D . 0: B . : 

Alien No.: 
F.B.I.No.: 
B.O.P.No.: 

D/L No.: 
Offenses: 

b6 
b7C 
b 2 

689 

COMPLAINANT : 
Title: SAC 
Component: FBI 
M i. s c : 
Home : 
Phone : 
Work : 

Pay Plan: 
EOD Date: 

ZIP: 

Phone : 
Confidential : 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 

Authority: none 

Details: 
The FBI provided information regarding a potential IOB matter (2006-468). 

A National Security Letter (NSL) was served on a credit reporting company in furtherance of 
an investigation. The FBI properly served the NSL however, an error on the part of the 
company resulted in the unintentional acquisition of information. Upon discovering that 
some of -he information provided exceeded the scope of the NSL, the FBI sealed and 
sequestered the excess information and placed it in a secure safe. 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. (dz) 

ALLEGATIONS: 689 
Occurrence Date: 
CITY 

IOB Violation 
TIME: 
State 

b2 
b7E 

Zip: 

DISPOSITION DATA: Disposition: M Date: 01/24/2007 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 01/24/2007 Component: FBI 
Patriot Act: n Civil Riahts: N 

Sensitive: N Whist]eblower: N 
Component Number: 263-0-U-671, 2855 

Consolidated Case Number: 

ALL FBI*INFORMATION¡CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 06-06-2007 BY 65179/DHH/KSR/RJJ 

NSL VIO-1357 

Page 1 of 2 P r i n f o H (11 / ? i i / i n m 



(Rev. 01-31-2003) 

SECKST 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 12/14/2006 

(U) 

<U) 

(U) 

(U) 

(U ) 

To : Attn: SAC 
CDC 
S SA 
SA|_ 

b2 
b7E 
b6 
b7C 

Counterintelligence 

Inspection 

Attn: 

Attn: 

CD-2A UC 

IIS 
From: Office of the General Counsel 

NSLB/CILU/Room 7947 t 
ALL INFORMATION CONTAINED 
HEREIH IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

Contact: AGC 

Approved By: Thomas Julie 
1 r 

9 

Drafted By: 

Case ID #: 

Ti tle : 

mâ DATE: 05-31-2007 
278-HQ-C1229736-VIOlPeriding) CLASSIFIED BY 65179/DHH/KSR/RW 

REASON: 1.4 (C) 
INTELLIGENCE OVERSIGHT BOARD DECLASSIFY ON: 05-31-2032 
MATTER 2006-478 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) 
^eclaesììyurrr-—25X1 

Administrative: 
information from 
from the[ 

tne roiiowin 
frield Offica 

potential TpB matter,- (2) information ? 

This electronic communication (EC) contains 
f o l l o w i n g sonr-f-PB- ( l ) EC dated 09/19/2006 

to OGC reporting a 

b2 
b7E 
b6 
b7C 

and AGCf 
ceiepnone conversâtion between SA 
on 10/20/2006. 

rom an email between SA 
dated 10/11/2006; and (3) 

| and AGC 

Reference ; 278-HQ-C1229736 Serial 1647 

C'ftDOJ REVIEW: _ 
INVESTIGATION: 

0!G,'D0J INVESTIGATION: 

b6 
b7C 

NSL VIO-1361 



(Rev 01-J 1-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 01/12/2007 

To: General Counsel Attn: NSLB 

From: Inspection 
Internal Investigations Section. 
Cont ac t: CRS| 

I PU, 
Ext, 

Room 3 041 

b6 
blC 
b2 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David la: 
AIL INFORMATION CONTAINED 
HEREIH IS UNCLASSIFIED 
DATE 05-31-2007 BY 65179/DHH/KSR/RTJ 

(U) 2 78-HQ-C122 973 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2 87 0 
OGC/IOB# 2006-0478 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 7 8- HQ-C1229736-VIO Serial 1647 
278-HQ-C1229736-VIO Serial 1942 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from jDivision dated 09/19/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7 E 

NSL VIO-1365 



(Rev. 01-31-2003) 

SBJ38^T//2 032 0117 
FEDERAL BUREAÙ OF INVESTIGATION 

(U) 

Precedence: ROUTINE 

To: 

Date: 01/17/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact: CRS 

Approved By: Miller David Ian 

Drafted By: 

Ext 

/ 

DECLASSIFIED BY 65179/DHH/KSR/RW 
ON 05-31-2007 

Case ID #: 

Title: (U) 

(U) 263-HQ-0-U - 672 (Pending) 

b2 
b7E 
b6 
b7C 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING« 2 87 0 
OGC/IOB# 2006-0478 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS) , and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Deriv 
Dec On: 17 

Enclosure(s) (U) 278-HQ-C122 9736-VIO Serial 1647 

Reference: (U) 278-HQ-C122973 6-VIO Serial 
278-HQ-C1229736-VIo Serial 

1647 
1942 b2 

b7E 
Details: (U) Upon review of [Division's captioned report 
of a potential IOB violation, u s aid not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 11/16/2006 (278-HQ-C1229736 serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

Sj&qrr//20320117 
^ NSL VIO-1366 



O^G INVESTIGATIONS DIVISION - Complaint Form OIG NO. •689-2007 002648-M 

Received By: Date Received: 01/04/2007 How Received: A 

SUBJECT: 
Title: SA 
Component: FBI 
Misc : 
Home : 
Phone: () 
Work : 
Phone: 

Pay Plan: 
EOD Date: 

ZIP 

ZIP 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 
Offenses 689 

SUBJECT : 
Title: SSA 
Component: FBI 
Misc : 
Home : 
Phone: 
Work : 
Phone: 

Pay Plan 
EOD Date 

ZIP 

ZIP 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

b2 
b6 
b7C 

COMPLAINANT :| Z I SSNO: 
Title: ATTY Pay Plan: D.O.B.: 
Component: FBI EOD Date : Alien No.: 
Misc : 
Home : 
Phone 
Work: , , 
Phone : I 
Conf idential: 

0 - ZIP: 
ZIP : 

Revealed: 

F. B.I.No. 
B.0.P.No. 

D/L No. 

Authority: none 

Details: 
Information received from FBI/INSD reporting a potential IOB matter involving the 
acquisition of information unrelated to an FBI investigation. IOB #2006-478. 

During an authorized investigation, the FBI properly served a National Security Letter (NSL) 
on a communication service provider for information regarding the target of the FBI 
investigation. In response, the FBI obtained information regarding an individual other than 
the target of the investigation. The records provided in error were destroyed. 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 10/06/2006 TIME 

I State CITY : Zip : 
b2 
b7E 

DISPOSITION DATA: Disposition: M Date: 01/04/2007 Approval: POWELL, GLENN G 

Component: FBI Referred to Agency: Date Sent: 

Patriot Act: N Civil Riqhcs: N Component Number: 263-0-U-672, 2870 
Sensitive: N Whistleblower: N Consolidated Case Number: 

ALL FBI INFORMATION CONTAINED 
HEREIN IS TJWi LASSIFIED 
DATE 06-06-2007 BY 65179/DMH/KSR/RW 

NSL VIO-1316 

Paqe 1 of 2 



i'Re'. Ol -; ' -2003) 

\ 

SEÇ&K3 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

(U) 

( U ) 

( U ) 

b2 (U) 
b7E 

Precedence: ROUTINE 

To: 

Date: 12/28/2006 

Counterterrorism 

Inspection 

Attn: 

Attn: 

Attn: 

SAC 
CDC 
SSR^T 
SA 

ITOS II, GOU 

Km l l b b b 
IIS, 

From: General Counsel 
National fteruritv Law Rranrh /CTT.rr TT/T.Y-I 
Contact : 

Approved By: Thomas Jul 

Drafted By: 

Cage ID #: 

bfojp-

Title: (U) 

is: ' X ) 

2 78-HQ-C122 9736-VIO (pending) 

Intelligence Oversight Board 
(IOB) Matter 2006-406 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 05-30-2007 
CLASSIFIED BY 65179/DHH/KSR/R13 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-30-2032 

Synopsis: /£) It is the opinion of the Office of the General 
Counsel that the above referenced matter need not be reported 
to the Intelligence Oversight Board (IOB). Our analysis 
follows. 

Reference : 

bl 
B 7 A 

Administrative: (u) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

By electronic communi rati on (Fir) dated July 3, Details : 
2006 (21Q -vHQ - Ò1229736 Seriall517) , Field Office 

| reported to the Office of the General Counsel (OGC) 
this potential IOB matter. 

OIG/DOJ REVIEW 
FBI INVESTIGATI 

OIG/OOJ INVESTIGATION: 

sec^ÇT 
b6 
b7C 

DATE: i i ^ l 
NSL VIO-1373 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE Date: 01/12/2007 

To: General Counsel 

From: 

Attn: NSLB 

Inspection 
Internal Investigations Çp^t i on TPTT. Room 3 041 

b6 
b7C 

Contact : CRS Ext 

Approved By: Miller David Iari^jJ (¿w i^Li ALL INFORMATION CONTAIMED C//" \ wmTTH TS TTTirr.l.lîîîlTÏ'TF.n 
~ be Drafted By: 

Case ID #: 

Title: (U) 

ca s 
HEREIN IS UNCLASSIFIED 
DATE 05-30-2007 BY 65I797DHH/KSR/RN 

(U) 2 7 8 -HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2569 
OGC/IOB# 2006-0406 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference : (U) 2 78 -HQ-C122973 6 -VIO Serial 1517 
2 78-HQ-C1229736-VIO Serial 1986 

Details: (U) The Internal Investigations Section (IIS) received 
an EC fron 
possible IOB error. 

dated 07/03/2006, reporting a 
Based upon a review of the referenced EC it 

b2 
b7E 

is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

NSL VIO-1376 



(Rev. 1)1-31-2003) '/20320117 
FEDERAL BUREAU OF INVESTIGATION 

(U) 

P r e c e d e n c e : 

T o : 

ROUTINE b2 
b7E 

Date: 01/17/2007 

Attn: SAC (Personal Attention) 

F r o m : Inspection 
Internal Investigations Section, IPU, Room 3041 

b6 
b7C 

C o n t a c t : C R S 

A p p r o v e d B y : Miller David Ian 

D r a f t e d B y : 

Ext f 

fH DECLASSIFIED BY 65179/DMH/KSR/RXJ 
OK 05-30-2007 

C a s e ID #: 

T i t l e : (U) 

(U) 263 -HQ-0-U - 678 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2569 
OGC/IOB# 2006-0406 

S y n o p s i s : (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

X 
E n c l o s u r e ( s ) (U) 2 7 8- HQ-CI229736-VIO Serial 1517 

R e f e r e n c e : 

D e t a i l s : 

(U) 278-HQ-C1229736-VIO Serial 1517 
2 7 8- HQ-C1229736-VIO Serial 1986 

(U) Upon review of . captioned report 
of a potential IOB violation] IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

b2 
b7E 

• • 

NSL VIO-398 



b2 

OIG - INVESTIGATIONS DIVISION Complaint Form OIG NO. 89-2007-002618 -M 

Received By: Date Received: 01/08/2007 How Received: 

SUB J EC!' : 
Title: SA 
Component : FBI 
M i s c • 
Home : 

Pay Plan¡J 
EOD Date 

Phone : ;) -
Work : 
Ph ne: (202 

ZIP: 

ZIP : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Of fenses 689 

SUBJECT : 
Title: SSA 
Component. : 
Mise : 
Home : 
Phone : 
Work : 

FBI 
Pay Plan: 
EOD Date: 

( ) ZIP: 

SSNO 
D. 0 . 3 

Alif.n No 
F.B.I.No 
B.O.P.No 

D/L No 
Offenses 

bo 
b7C 
b2 

689 
Phone: (202) ZIP : 

COMPLAINANT : SSNO • 1 

FBI 
Title: SSA 
Component: 
M .1 s c : 
Home: I 
Phone: !) -
Work: , 
Phone: (202) 
Cor.f i dent i a 1 : 

Pay Plan : E 
EOD DateC 

ZIP : 

ZIP : 
Revealed : 

D.O.B. 
Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L NO. 

Authority: none 

DetaIIs: 
Information provided by the FBI/INSD reporting a potential IOB matter involving improperly-
received information. IOB #2006-406. 

Luring an authorized investigation, the FBI properly served a National Security Letter (NSL 5 
en a ccmmunicat.ions provider for information regarding the target of the FBI Invest iga tion. 
In response, the FBI obtained information beyond the scope of the NSL. The FBIl ~| 
Division identified tnt problem and indicated that the unauLhoi ized ni format \ on has not; beer: 
analyzed or added to any databases and has been sequestered with |CDC. 

It is the opinion of the Office ci the General Counsel that this matter need not be reported 
to the IC3. =b2 

b7E ALLEGATIONS: 689 103 Violation 
Occurrence Date: 06/08/2006 TIME: 
CITY:! I State: Zip : 

DISPOSITION DATA: Disposition: M Date: 01/08/2007 Approval: POWELL, GLENN G 

Referred to Agency: Date Sent: Component: FBI 
Patriot Act: N Civil Riants: N Component Number: 263 0 U 678, 2569 

Sensitive: N WhistlebLower: n Consolidated Case Number: 

ALL FBI INFORMATION COBTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 06-06-2007 BY 65179/DMH/KSR/RW 

NSL VIO-1379 



' (Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date: 12/12/2006 

Attn : 

b2 
b7E 
b6 
b7C 

(U) 

( U ) 

(U) 

( U ) 

(U) 

Counterintelligence 

Inspection Division 

Attn: SSA C3IU-1 
CRS 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 / 
Contact: AGC 

ALI IIJFORHATIOU CONTAINED 
HEREIN' IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Approved By: Thomas Julie F 
DATE: 05-31-2007 
CLASSIFIED BY 65179/DHH/KSR/RW 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-31-2032 

278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-532 

Synopsis requested that 
the Office of the General Counsel (OGC) review an incident and 
determine whether it warrants reporting to the Intelligence 
Oversight Board (IOB). It is the opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the IOB. 

b2 
b7E 

( U ) 

Administrative This electronic communicatio 
information from: the EC dated 10/25/2006 frorj 
reporting a potential IOB matter. y (EC) contains o OGC 

b2 
b7E 

Reference 278-HQ-C1229736-VIO JVu^l (^^Lf 

OIG/DOJ REVIEW: 
F3I INVESTIGATION: 

OiG/DOJ INVESTIGATION: 

b6 
b7C 

NSL VIO-1385 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

P r e c e d e n c e : ROUTINE Date: 01/12/2007 

To: General Counsel Attn: NSLB 

From: Inspection 
Internal Tnvpsf i naf i oris Section. IPU. Room 3 041 

Ext 

b6 
b7C 

C o n t a c t : CRS 

A p p r o v e d By: Miller David 

D r a f t e d B y : 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-31-2007 BY 65179/DHH/KSR/RW 

C a s e ID #: 

T i t l e : (U) 

(U) 2 7 8- HQ-CI2 2 9736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING« 3155 
OGC/lOBtt 2007-0532 

S y n o p s i s : (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

R e f e r e n c e : (U) 278 -HQ-C1229736-VIO Serial 1794 
2 7 8 -HQ-C1229736-VIO Serial 1987 

D e t a i l s : (U) 
an EC fromI 

The Internal Investigations Section (IIS) received 
dated 10/25/2006, reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

• • 

NSL VIO-1376 



(Rev. 01-31-2003) 

^JgSR^f// 2 0 3 2 0117 
FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE 

Attn: 

Date: 01/17/2007 

(Personal Attention) 

From: Inspection 
Internal invest-i gâtions Section, I PU, Room 3041 

b2 
b7E 
b6 
b7C 

Contact: CR£ 

Approved By: Miller David Ian 

Drafted By: 

Ext. 

DECLASSIFIED BY 65179/DHH/KSR/RW 
ON 05-31-2007 

Case ID #: 

Title: (U) 

(U) 263-HQ-O-U - 682 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING« 3155 
OGC/IOB# 2007-0532 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

ter' — 

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1794 

Reference: (U) 27 8- HQ-CI229736-VIO Serial 1794 
278-HQ-C12 2973 6-VIO Serial 1987 

Details : (U) Upon review of captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-CI229736, serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

b2 
b7E 

• • 

^ NSL VIO-1390 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U> 

! U ) 

(u) 

( U ) 

(U) 

Precedence 

To : 

ROUTINE Date: 12/12/2006 

Attn: 

b2 
b7E 
b6 
b7C 

SAC 
CDC 
SA 

Counterintelligence Attn: SSA CD-2A 

Inspection Division Attn: IIS, CRS 

From: Office of the General Counsel 
NSLB/CILL)/Room 7 7 I 
Contact: AGC 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Approved By: Thomas Jul i . RFTCW 

Drafted By: | 

Case ID # : 278-HQ-C1229736-VIO 

Title: 

DATE: 05-31-2007 
CLASSIFIED BY 65179/DHH/KSR/RU 
REASON: 1.4 (c,dj 
DECLASSIFY ON: 05-31-2032 

Synopsis: 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 200*7-582 

requested that |Field Office 
the Office'ofxthe General Counsel (OGC) review an incident and 
determine whether it warrants reporting to the Intelligence 
Oversight Board (IOB). It is the opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the IOB. 

b2 
b7E 

: u ) Oe 
De 

JLToriL 
• y 

This electronic communication (EC) contains b 2 Administrative: 
information fromi^tite EC dated 10/30/2006 from 
reporting a potential IOB matter. 

Reference: ^ ^ 278-HQ-C1229736-VIO - I 7 9? 

Details: ^ ^ By EC dated 10/30/2006 
review an incident and determine whet 

to OGC b7 E 

requested that OGC 
"1er it warrants reporting to 

b6 . 
b7C NSL VIO-1394 

FBI INVESTIGATION; 
0IG/D0J INVESTIGATION; 



(Rev Ol-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

P r e c e d e n c e : ROUTINE D a t e : 01/12/2007 

To: General Counsel 

From: 

Attn: NSLB 

Inspect ion 
Internal Investigations Section. IPU. Room 3 041 

b 6 

b 7 C 

C o n t a c t : C R S 

A p p r o v e d By: Miller David 

D r a f t e d B y : 

Ext 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 0.5-31-2007 BY 65179/DMH/KSR/RTiJ 

C a s e ID #: 

T i t l e : (U) 

(U) 2 7 8 - HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/lIS TRACKING« 3158 
OGC/IOB« 2007-0582 

S y n o p s i s : (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

R e f e r e n c e : 

D e t a i l s : 
an EC fron 
IOB error. 

(u; 278 
278 
278 Ö

( 

< 
rC1229736-VIO Serial 1798 
rC76104 Serial 450 

• HQ-C1229736-VIO Serial 1988 

b2 
b7E 

(U) The Internal Investigations Section (IIS) received 
bivision dated 10/30/2006, reporting a possible 

Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

NSL VIO-1398 



(Rev 01-31-2003) 

032 0117 
FEDERAL BUREAU OF INVESTIGATION 

( U ) 

P r e c e d e n c e : 

To : 

ROUTINE D a t e : 01/17/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 

Ext Contact : CRS 

b2 
b7E 
bo 
b7C 

A p p r o v e d By : 

D r a f t e d By: 

Case ID #: 

Miller David Ian DECLASSIFIED BY 65179/DHH/KSR/OT 
ON 05-31-2007 

(U) 263-HQ-O-U - 683 (Pending) 

T i t l e : (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 3158 
OGC/IOB# 2007-0582 

S y n o p s i s : (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

E n c l o s u r e ( s ) 

R e f e r e n c e ; 

: (U) 278-HQ-CI229736-VIO Serial 1798 

(U) 278-HO-C122973 6-VIO Serial 1798 
]c7 6104 Serial 450 278 

278-HQ-C1229736-VIO Serial 1988 

D e t a i l s : (U) Upon review of| Division's captioned report 
of a potential IOB violation, IIS did not find the matter b2 
indicative of willful misconduct. IIS only addresses allegations b 7 E 

where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(2 78-HQ-C122 973 6, serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

SEOKST//20320117 
NSL VIO-13 99 



(Sic*. 01-31-2003) 
SEPTET 

FEDERAL BUREAU OF INVESTIGATION 

4 

b2 
b'7E 
b6 
b7C 

( U ) 

(U) 

(U) 

(U) 

b2 
b7E 

Precedence: ROUTINE 

To: 

Date : 12/26/2006 

Attn: SAC 
CDC 

Attn: SSRA 

Counterterrori sm 

Inspection 

Attn: ITOS II 

Attn: IIS, CRS 

From: Office of the General Counsel 
WRT.R/rTT.TITT/T.XI /Room ^ - i m 
Contact: AGC 

Approved By: 

Drafted By: 

Case ID 278-HQ-C1229736-VIO Serial / ^ D (Pending) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 05-31-2007 
CLASSIFIED BY 65179/DHH/KSR/RU 
REASON: 1.4 (c> 
DECLASSIFY ON: 05-31-2032 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2 006-310 

Title: 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the Intelligence 
Oversight Board (IOB). Rather, it should be maintained in the 
control file for periodic review by Counsel to the IOB. Our analysis 
follows. 

(U) From 
Dec 26 

Reference: bl 

ils: A ) 

(S) 
an« - M - ( M i d l i f e - V i o 
By EC dated 05/03/2006, ]requested that Detail 

OGC revie^ tfte facts of the captioned matter and determine 
whether it warrants reporting to the IOB. As explained below, 
in our opinion, the FBI is not required to report this matter 
to the IOB. 

b6 
b7C 

01G/D0J REVIEW: 
FBI INVESTIGATICI 
OIOIDOJIKVESTIGATIOM: 

NSL N/101406 



(,r.-v Ol-31-20031 

SËC^T 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
bo 
b7C 

(U) 

(U) 

( U ) 

( U ) 

b2 
b7 E 
bl 
b7D 

Precedence: ROUTINE 

To: General Counsel 

Counterterrorism 
Inspection 

Date: 01/10/2007 

Attn: NSLB/CTLUII 
LX1 
Room iq-1in 

!) 278-HQ-C1229736-VIO p e n d i n g ) ' 
' DATE: 05-31-2007 

CLASSIFIED BY 65179/DHH/KSR/RW 
REASON: 1.4 (e) 
DECLASSIFY ON: 05-31-2032 

Synopsis: (S) Destruction of records which were inadvertently b7E 
provided 

INTELLIGENCE" OVERSIGHT BOARD 
MATTER 2006-310 

bl 
b7D 

Reference : ) 278-HQ-C1229736-VIO Serial 1970 

Details: (S) Referenced EC requested F^iT 
the unintentionally acquired information 

1 

which was obtained via a National Security Letter (NSL), should 
be returned or destroyed with appropriate documentation to the 
file. 

(U) 

b6 
b7C 
b2 
b7E 

Those specific document q which were 
unintentionally acquired by FBI were previously 
segregated, sealed and maintained by FBI| I Chief Division 
Counsel. On January 10, 2007, Associate Division Counsel (ADC) 

] opened the sealed package to review the documents, 
not for its content, but to determine if the documents were 
originals or copies. A review of the documents revealed they 



(Rev. CI-31-20031 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 01/12/2007 

Attn: NSLB 

b6 
b7C 
b2 

From: Inspection 
Internal Investigations Section. IPU. Room 3041 
Contact: CRS 

Approved By: Miller David Ian 

Drafted By: 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-31-2007 BY 65179/DMH/KSR/RW 

Case ID #: 

Title: (U) 

(U) 2 7 8- HQ-CI22 9736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING« 2176 
OGC/IOB# 2006-0310 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference : 

Details : 
an EC from 
IOB error. 

(U) 2 78-HQ-C1229736-VIO Serial 1353 
278-HQ-C1229736-VIO Serial 1970 

Internal Investigations Section (IIS) received 
^Division dated 05/03/2006, reporting a possible 

b 2 -".wo cüui . Based upon a review of the referenced EC it is the 
b 7 E IIS's opinion the incident described therein is administrative in 

nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

NSL VIO-1414 



(Rev. 01-31-2003) 

720320117 
FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

(U) 

b2 
b7E 

Precedence : 

To ! 

ROUTINE Date: 01/17/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact: CRSl ' 

Approved By : 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian DECLASSIFIED BY 65179/DMH/KSR/RW 
0M 05-31-2007 

(U) 263 -HQ-0-U - 684 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2176 
0GC/I0B# 2006-0310 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS) , and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

X 
Enclosure(s): 

Reference : (U) 

Dërï^ 
^Decia»ai-fy_^5nT= 2-8-3-2ûlJ/7_ 

(U) 278-HQ-C122973 6-VIO Serial 1353 

278-HQ-C1229736-VIO Serial 1353 
278-HQ-C1229736-VIO Serial 1970 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 

SE^ET//20320117 

/ \ NSL VIO-1415 



01G KO . :l [-689-2007-0C2639-M 

01/04/2007 How Received: A 

S S NO : 
D.C.B.: 

Alien No.: 
F.B. I.No. : 
B.0.P.No.: 
D/L No.: be 

Offenses : 685 b7C 
b2 

S S NC 
D.O.B. 

Alier. No. 
F.B.I.No. 
D.O.P.No. 
D/L No. 

Authority: none 

retails: 
Trie r'H. provided information regarding a potential JOB matter (20C6-310) . 

¡¡.tinq an authorized investigation, the FBI properly served a National Security Letter (NSI,S 
<,n a financial institution. In response to the N5L, the FBI was provided with information 
associated with individuals who were not relevant to the investigation. The information was 
st operly segregated to protect, the potential privacy of the individuals. 

:t is r opinion o: the Office of the General Counsel that this matter need not be reportcc 
to the IOB. tdz) 

ALLEGATIONS: 68 9 TOB Violation 
Occurrence Date: TIME: b2 
J i i V : b7E Zip: 

! 

DISPOSITION DATA: Disposition: M Date: 01/29/200/ Approval: POWELL, GLENN G 

'.eferrsd to Agency: FBI Date Sent: 01/29/2007 Component: FBI 
Patriot Act: N Civil Riahts: n Component Number: 263-0-0-684, 2176 

¿fens it:ve: N Whistleblower: N Consolidated Case Number: 

Remarks : 
Predicating material contains classified information that will be maintained in a secrue 
container within CIG/IKV/HQ. 

0 1 /2 9/07-Sent to Kaiser/FBT/T NSR (d/) 

All FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE !OS-06-2007 BY 65179/DHH/KSR/Rif 

NSL VIO-1316 

ce i ved Bv:l 

. " : t : 

orte 
V-, --.n 

'omoonsr.c : FBI 

.' Oik: , , 
!hnne: (202) 
:on fi dent i a 1 : 

Date Received: 

Fay Plan: 
FOD Date: 

ZIP: 

rone: <23?) ZI F 
'OM r LAI MAN"' : 

Pay Plan: 
EOD Date: 

ZIP: 

21 P: 
F.e vea led : 

j m /o i n/iíii 1 



l-D-%: (Rev 03-2I-2MJ5) 
SECfeET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence ROUTINE D a t e : 08/24/2006 àlo'fji? 
To: Inspection 

General Counsel 
A t t n : IIS, Room 11861 
A t t n : NSLB, Room 7975 

F r o m : 

b6 
C o n t a c t : SA 

b7C 
b2 
b7E 

A p p r o v e d B y : ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

D r a f t e d B y : DATE: 05-31-2007 

( U ) C a s e ID.,* • 
b Z 
b7E 
bl 

27aiHil=C1229736-VIO - 1624 
278 

Tib6 = 
b7C~ (U) SA 

SSA" 
G 

REASON: 1.4 (c,d) 
DECLASSIFY ON: 05-31-2032 

1073946 

<U) 

(U) 

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

S y n o p s i s : To report possible IOB error. 

(U) 

(U) 

(S ) 

( Ü ) 

3. Possible IOB Error: 

^ The Atto rney General's Guidelines Provision' Section II 
1 

bl 
bZ 
blE 

X 
4 . Description of IOB Error (including any reporting delays). 

^^(S) Extensions were inadvertently not submitted prior to 
bl hl expiration due to other priority investigations and general b / h workload ^ ^ a 

•1 7 J T J W T S E ^ E T 

bo 
b7C 

d j ^ J U n ^ L q/it ( D i, ¡¡¿^ 

NSL VIO-1421 



[Rei. UMi-JUC'.'O 

b6 
b7C 
b2 
b7E 

(U) 

( U ) 

(U) 

S E C ^ X 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 

Counterterrorism 

Date: 01/05/2007 

Attn: Ms. 
Intèrnai investigative 
Section (IIS), Room 11865 

Attn: AD 

Attn: SAC 
CDC 

From: Office of the General Counsel 
NSLB/CTLU II/LX-1 3S-118/ 
Contact: AGC I 

DATE: 05-31-2007 
CLASSIFIED BY 65179/DHH/KSR/Rtf 
REASON: 1.4 (c,d) 
DECLASSIFY ON: 05-31-2032 

Approved By: Thomas Julie F U M L 

Drafted By: 

Case ID #: 278-HQ-C1229736-VIO Serial £ 0 U (Pending) 

Title . x> INTELLIGENCE OVERSIGHT BOARD (IOB) 
MATTER 2006-476 

Synopsis: It is the opinion of the Office of General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and 
deliver the necessary correspondence to the IOB. 

( U ) 

( U ) 

( U ) 

b2 
b7E 

X 

Ref erences : 

i l s : W 
i/2Q06\ e: 

C45386 Serial 125 
-C vA3iq03G.-V3-<j sSe^M l<o£H 

By electronic communication (EC) dated 
Field Office 

Detai 
08/24/2006^ £he | Field Office | requested that OGC 
review the facts of the captioned matter and determine whether 
it warrants reporting to the IOB. In our opinion, it does. Our 
analysis follows. 

ALL INFORHATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

b6 
b7C 

OIG/uuJ REVIEW: 
INVESTIGATA 

^'DOJ INVESTIOTOJT 

.DATE 

i ^ U 

1 ri 

SEb^ET 

N S L V I O - 1 4 2 4 



January 5, 2 00 7 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-476." (U) 

The memorandum sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure DECLASSIFIED BY 65179/DHH/KSR/Rtf 
ON 06-01-2007 

1 - Ms. Thomas b6 ]_ _ 
b 7 C 1 - 2 78 -HQ-CI22 9 7 3 6 -VIO - 2012 

1 - Inspection Division (IOB 2006-476) 
1 - Mr. Billy 

NSL VI01430 



hl 
blE 

S E ^ E T 

INTELL IGENCE OVERSIGHT BOARD ( IOB) 
I F I E LD OFF ICE 

MATTER 

IOH MATTER 2006-476 (U) 

(S) By electronic communication 
the Federal Bureau of Investigation 

EC) dated August 24, 2006, 
Field Office FBI) 

reported that it failed to secure extensions for 
investigation of a subject. The gap between the expiration of the 

] 

r 
amounted to about 

] and the FBI Headquarters-approved extension 
months 

(S) failed to take action to either seek an authorized 
extensionl 1 I 

1 Instead, let the case sit in a dormant 
state until 1 when it sent an EC reauestinq the extension to 

E 

CTD. Therefore, from until Imaintained an 
unauthorized! 1 investigation! 1 

While this alone 
is reportable to the IOB, the month period during which the 
investigation was not properly extended_Ls more than de minimus in time, 

has failed to follow the Accordingly, OGC has determined that| 
guidelines set forth in Section II.C.4 of The Attorney General's 
Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection and an IOB violation has occurred. Thus, the 
matter is being reported to the IOB. 

ALL INF0RHATI0N CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 06-01-2007 
CLASSIFIED BY 65179/DHH/KSR/RTJ 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-01-2032 SEÎS^ET 

NSL VIO-1432 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 03/09/2007 

Attn: NSLB 

b6 
blC 
b2 

b2 
b7E 

From: Inspection 
Internal 
Contact : 

Investigations 
CRS 

fiprt ion I PU, 
Ext 

Room 3 041 

Approved By: Miller David Ian 

Drafted By: 

Case ID #: 

Title: (U) 

(U) 2 78-HQ-C12 2 9 73 6-VIO [Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING** 2785 
OGC/IOB# 2006-0476 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278 -HQ-C1229736-VIO Serial 1624 
2 78-HQ-CI229736-VIO Serial 2011 

Details: fu) Th<j? Internal Investigations Section (IIS) received 
an EC from 
IOB error. 

Division dated 08/24/2006, reporting a possible 
Based upon a review of the referenced EC, it is the 

IIS's opinion the incident described therein is indicative of a 
performance issue. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-25-2007 BY 65179/DMH/BJA/RW 

NSL VIO-1376 



(Rev. 01-31-2003) 

bó 
b7C 
b2 
b7E 

( U ) 

b2 
b7i 

JjjBWÏÊÎ//20320312 
FEDERAL BUREAU OF INVESTIGATION 

P r e c e d e n c e : ROUTINE 

T o : 

Date: 03/12/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investioations Section, IPU, Room 3041 
Contact: CRS 

Approved By 

Drafted By: 

Case ID #: 

Title: (U) 

iller David Ian DECLASSIFIED BY 65179/DHH/KSR/RW 
ON 06-01-2007 

(U) 2 6 3-HQ-0-U - 708 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 785 
OGC/IOB# 2006-0476 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

X DerTv 

E n c l o s u r e ( s ) 

R e f e r e n c e : (U) 

sify On: 

(U) 278-HQ-C1229736-VIO Serial 1624 

2 78-HQ-CI229736-VIO Serial 1624 
2 78-HQ-CI229736-VIO Serial 2011 

Details: (U) Upon review of I Division's captioned report of 
a potential IOB violation, IIS did not find the matter indicative 
of willful misconduct. IIS only addresses allegations where 
deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 11/16/2006 (278-HQ-C1229736, serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 

SEC?J^CT//20320312 

^ NSL VIO-1434 



b2 
OIG - INVESTIGATIONS DIVISION - Complaint Form PIG NO -689-2007 -004110-M 

Received By: 

SUBJECT 

Title: SA~ 

Componer.t 
Mise: 
Home : 
Phone 
Work: 
Phone 

FBI 

Date Received: 02/09/2007 How Received: 

Pay Plan 
EOD Date 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 63 9 

SUBJECT: 
Title: SSA 
Component : FBI 
Mise : 
Home : 
Phone : 
Work : 
Phone : 

I ) 

Pay Plan: 
EOD Date: 

ZIP 

ZIP 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

b6 
b7C 
b2 

689 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
M l S C : 

Home : 
Phone 
Work : 
Phone 

( ) -

Pay Plan 
EOD Date 

ContldenClSl 

ZIP 

ZIP: 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authon ty : 

Details : 
FBI provided information regarding a potential IOB matter (2006-476) 

( S i I 
the case agent submitted an EC in response to a directive from 

'pBIHQ Counterterrorism Division (CTD)| 1 
However, due to other investigative responsibilities, the case agent allowed the case to 
become inactive. the case agent received verbal concurrence from CTD thatl 

would be approved once the case agent submitted an EC I 

case agent submitted an EC to request approvalfor an extension 
was lost or misplaced. 

(S) . I the case agent submitted a second EC 

the 
however, the EC 

bl 
b2 
b7E 

which was approved by CTD on 3/9/06. On 3/23/06, the case agent sent out NSLs to 
request credit history and financial and telephone records for the subject. 

(S) 
not reviewed all of the information obtained from the NSLs 
requested a final extension 

the case agent was unable to close the case because she had 
the case agent 

so she could review the information obtained from the 
NSLs . 

FBI/OGC determined that this matter must be reported to the IOB. 
ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 12/16/2005 
CITY: 

Paqe 1 ot 2 

TIME : 
DATE: 05-14-2007 
FBI IHF0. 
CLASSIFIED BY 65179/DHH/KSR/RW 
PEASOH: 1.4 <c) 
DECLASSIFY ON: 06-14-2032 

Zip : 
NSL VIO-1436 

Printed 03/20/2007 

b2 
b7E 

11 :0B: 15 



(Rev Ol -3 ! -2003) 

SECfiET 

(U) 

<U) 

b2 
b7 E 

b2 
b7E 
b6 
b7 C 

bl 
b2 

FEDERAL BUREAU OF INVESTIGATION 

olo • <// ̂  

Precedence: ROUTINE / 
T o : " i n s p e c t i o n 

General Counsel 

Date: 07/17/2006 

ittn: 

Attn: 

IIS 
Rm. 118 61 
NSLB 
Rm. 7975 

From: 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

b 6 
b7C 
b2 
b7E 

Contact : 

Approved By: 

Drafted By 

Case ID #: ^féj 

DATE: 06-01-2007 
CLASSIFIED BY 65179/DMH/KSR/RU 
REASON: 1.4 (cj 
DECLASSIFY ON: 06-01-2032 

Title: (U 
b2 
•b7E 

, , 2 78 iHGL- C1229736-VIO (Pending) ~ I .SW Cj 
278J |-C2 63 91 (Pending) __ £ 

b6 
b7C 

INTELLIGENCE OVERSIGHT BOARD MATTER 
SSA_|_ 1 
IA 

Synopsis. (u) |Division reports a potential IOB matter 
involving inadvertent and unauthorized receipt of telephone 
subscriber information. 

Details: (U) |Division reports a potential 
intelligence oversight board (IOB) matter involving inadvertent 
receipt of unauthorized telephone snharrih»r information 
Tnfol \ 1 n n n n o A m i , , / T N I Intelligence Analyst iTzn [ 
numbers J — inadvertently added nhjn^ 

j In Luia instance, the FBI sought telephone 
^u^sc-xioer records for telephone numbers believed to be used by 
the investigative subject due to electronic data errors. 

(S) r 

6 C NVLU*^ " I — n v I 

K 
S ^ R E T 

b6 
b7C 

-ci 
NSL VIO-1438 



SECRET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b"7E 
b6 
blC 

(U) 

(U) 

(U) 

( U ) 

(U) 
b2 
b7E 

P r e c e d e n c e : 

To : 

ROUTINE Date: 12/29/2006 

Attn: 

Counterterrori sm 

Inspection 

Attn: 

Attn: 

From: Office of General Counsel 
MST.R/PTT.n-? /T.Y-1 , ^g-IOnL. 
C o n t a c t : 

CTD/ITOS II/ 

Internal Invest i aai- i VR Section 
Attn: I [ Room 11865 

A U IHAJRHM'IUII UblJ'lAINED 
HEREIN IS OITCLAS S I FIED EXCEPT 
TJHEKE SHOOT OTHERWISE 

A p p r o v e d By: 

D r a f t e d By: 

Case ID #: 

Tit l e : 

Thomas .Tni-ia. ̂ M Of T)ATE: 06-01-2007 
. CLASSIFIED BY 65179/DHH/KSR/RW 

[ 3 REASON: 1.4 (c} 
^ DECLASSIFY ON: 06-01-2032 

) 2 78-HQ-CI229736-VIO Serial (Pending) 

X INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-419 

Synopsis: ^ ^ It is the opinion of the Office of the General 
Counsel (OGC) that the above referenced matter must be reported to 
the Intelligence Oversight Board (IOB). Our analysis follows. 

X 
R e f e r e n c e : 278-HQ-CI 22 9736-VIO Serial 1549 
Details: [j&j By eie.cr.romr rnmmun 
and referenced" above, the I | 

By electron ir rommurj i rat i nn (RÇ) lint"̂  Tl'lj' 17, 2006 
requested 

etermine 
|Division 

that OGC review the facts oJt the captioned mairtiil anc 
whether it warrants reporting to the IOB. We believe it does and our 
analysis follows. 



December 29, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17Ll: Street, Northwest 
Washington, D.C. 

DECLASSIFIED BY 65179/DMH/KSR/RW 
ON 06-01-2007 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-419." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

^SEÔ^ÈT 
NSLVIO-1446 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

S E C 

DATE: 06-01-2007 
CLASSIFIED BY 65179/DHH/KSR/RTJ 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-01-2032 

b 2 
b7E 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I FIELD OFFICE 

IOB MATTER 2006-419 (U) 

b 1 
b6 
b7C 
b2 
b7E 

2006, [ 
(S) By Electronic Communication (EC) dated July 17, 

] notified FBI Headquarters ] Division |_ 
(FBIHQ) of an inadvertent acquisition of toll record information 
associated with unknown individuals in the course of a national 
security investigation. 

bl 
b2 
b7E 
b7D 
b4 

(s; issued a National Security Letter (NSL) 
pursuant to the Electronic Communications Privacy Act, 18 U.S.C. § 
27092 for toll record information associated with the target. The 
error occurred after the initial rsrnrds wf»rp rpppivpril I 

| | Thp results I 

bl 
b2 

(S) 

(U) A "United States person" (USP)is defined in Section 101 (i) of the 
Foreign Intelligence Surveillance Act (FISA)(codified at 50 U.S.C. § 1801 et 
seq.) as "a citizen of the United States [or] an alien lawfully admitted for 
permanent residence (as defined in section 101(a)(20) of the Immigration and 
Naturalization Act) . . . ." See also Section II.W of The Attorney General's 
Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations. 

2 The statute permits the FBI to request subscriber information and 
telephone toll billing records that are "relevant to an authorized 
investigation to protect against international terrorism or clandestine 
intelligence activities, provided that such an investigation of a United 
States person is not conducted solely on the basis of activities protected by 
the first amendment to the Constitution of the United States." 

b2 

(U) In order to avoid any further dissemination 

Q 
referenced in this EC will only list the 

£ K ^ R E T 

NSL VIO-1448 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 03/09/2007 

Attn: NSLB 

From: 

bb 
b 7C 
b2 

b2 
b7 E 

inspection 
Internal Investigations Section, IPU, Room 3041 

Case ID #: 

Title: (U) 

(U) 278 -HQ-C122 9736 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGtt 2575 
OGC/IOB# 2006-0419 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278^H£L:C1229736-VIO Serial 1549 
278| C26391 Serial 265 
278-HQ-C12 29736-VIO Serial 2013 

Details: QJ]_ 
an EC from 
possible IOB 
is the IIS's 
of a performance 
will be conducted 
to the NSLB for whatever 

The Internal Investigations Section (IIS) received 
Division dated 07/17/2006, reporting a 

error. Based upon a review of the referenced EC it 
opinion the incident described therein is indicative 

issue. Therefore, no internal investigation 
by the IIS and this matter is being relegated 

action they deem appropriate. 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-01-2007 BY 65179/DHH/KSR/RTJ 

NSL VIO-1376 



(Rev. 1)1-31-2003) 

^eRBT^/20320312 
FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
blC 

fc-2 
b7E 

Precedence: ROUTINE 

To : 

Date: 03/12/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact : 

Approved By 

Drafted By: 

iller David Ian DECLASSIFIED BY 65179/DMH/KSR/RU 
ON 06-01-2007 

Case ID #: (U) 263-HQ-O-U - 713 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGtt 2575 
0GC/I0B# 2006-0419 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) X ) 

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1549 

fyOrir 

Reference : (U) 2 7 8- HQ-CI229736-VIO Serial 1549 
278 -HQ-CI229736-VIO Serial 2013 

Details : (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 11/16/2006 (278-HQ-C1229736, serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 
• • 

^SE33RE^7/2 0 3 2 0 312 

NSL VIO-1452 



IONS DIVISION Complaira Form OIG MO. 

6.cei7ed By: 

;niju::eriL : FB " 

o;r:e : 
t-cne 

68 9-2007-094173-M 

Da:e Received: 02/09/2007 Hew Received: h 

Pay Plan : 
LCD Dace: 

SS NO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.C.P.No. 

D/L No. 
Offenses 689 

UbJECT: 

.•"•ocnenr. : FEI 

c ? K : 
on i" .rient lai: N 

Pay Plan: 
EOD Daze: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 669 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: 

b2 
b6 
b7C 

( S ) F R ! provided information regarding a potential IOB matter (2007-419). 
1 

Field Office issued a National Security Letter (NS 
records th^t were relevant to the authorized investigation. In July 2005. after the initial 
r wr-rp r̂ rr-ivprl. the NSL result letter \ 

3dded 
nformation that was not within the scope of the initial NSL. To prevent future errors 

additional quality control steps have been added 

V.. is the opinion of the Office of the General Counsel (OGC) that this matter must be 
reported to the TOR. (dz) 

.LLEGATICNS: 689 IOB Violation 
icnurronce Date: TIME: b2 

b7E Zip: 

bl 
b2 
b7E 

SPOSITI ON DATA: Disposition M Date: 0.3/21 /2007 Approval: POWELL, GLENN G 
CfY-' 

;ferred to Agency: FBI Date Sent: 03/21/2007 Component: FBI 
r A c t : N Civil Riahts: N Component Number: 2 6 3 - 0 - U - 7 1 3 ; 2575 

ru.• ; ve : N Whistleblower: N Consolidated Case Number: 

DATE: 06-01-2007 
FBI INFO. 
CLASSIFIED BY 65179/DMH/KSR/RW 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-01-2032 

NSL VIO-1454 

Paqo 1 Of 2 Printed 03/21/2007 11 : 20 : 24 



l 'D-962 (Rev. 03-21-2005, 

SJÌSÌÌÌKC. 
FEDERAL BUREÄU OF INVESTIGATION 

b2 
b7E 
b6 
Ò7C 

( U ) 

(U) b7E 
b6 
b7C 

Precedence: ROUTINE 

To: Inspection 
n^nor-a 1 fniincal 

From: 

Cgm±_ac±. 

Approved By-

Date: 06/08/2006 
-37/ 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7975 

Drafted By: 

Case ID #: X L 278 -HQ -C1229736-VIO 
278 

-HQ 
-136372 ^ N 

Title: (U) 
SSA 
TTJTl V.T.T/ n U C D C T P U T nr>7\ D n 

ALL INF0RHATI0H CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 06-14-2007 
CLASSIFIED BY 65179/DHH/KSR/RW 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-14-2032 

(U) 

Synopsis: (U) To report possible IOB error. 

X 

b2 
b7 E 

Details 

(U) 1. 

(U) 2 . 

(U) 3. 

(U) 4 . 

Internet Arfivi tv ppnnrt 

]was initiated by 
NTL'S/Public Access Center Unit (PACU) . 

Internet Activity Report-Terrorism. 

Possible IOB Error: Issuance of Grand Jury subpoena 
without substantive case. 

Description of IOB Error (including any reporting 
delays). 

Based on ^n T M M E D I A T E i p ^ i 0 C„ oH hy P ACU regarding 

ûl.J.J.j.zea a urana jury subpoena to obtain 

1 ? / a l o n 

sfai 

b6 
b7C NSL VIO-1456 



(Rex 0lòl-:00-) 
S E C R E T 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

(U) 

(U) 

( U ) 

Precedence : ROUT 1NE 

To : 

Date: 12/26/2006 

Attn: 

Counierieironsm 

Inspect ion 

Attn: 

Attn: 

ITOS II 

IIS, CRS 
aLL lMfUKL'lJUiUUI tUillMWLU 

From: Offici cf the General Cou-nsel 
NSTR/'CTI.UT I'/T.XI R o o m fain 
Contact : 

Approved By : 

HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHQUN OTHERWISE 

278-11Q-C1229736-VIO' - 9 & 0 

DATE: 06-14-2007 
CLASSIFIED BY 65179/DHH/KSR/RN 
REASON:! 1.4 (c) 
DECLASSIFY ON: 06-14-2032 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-371 

'sis: ^ ^ It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

(u ; 

m b2 
b7E 

( 0 ) 

Reference: 278 
278 W 

136372 Serial 61 (Pending) 
C1229736-VIO Serial 1431 (Pending) 

Detai1r: 
the 

— e l e c t r o n i c rnmnni rat i on I 
rield Office 

) dated 06/08/2006, 
. requested that OGC 

review the tacts of the captioned matter ¿rtd determine whether it 
warrants reporting to the IOB. In our opinion, it does. Our 
analysis follows. 

b6 
blC 

c m o j REVIS 
•-?} INVÉS7IG* 
'• r:0J INVESTIGATION! 

S E C R E T 

\ 

NSL VIO-1459 



December 26, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5 0209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

DECLASSIFIED BY 65179/DMH/KSR/RU 
ON 06-01-2007 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-371." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

NSL VIO-1316 



b2 
b7E 
b3 FGJ 

b3 FGJ 

SECRET 

TNTFT.TiT-^1^ n w p C ! T r f T BOARD (IOB) MATTER 
I FIELD OFFICE 

IOB MATTER 2006-371 (U) 
b2 
b7E 

By electronic rnmrniinicatinn dated June 08. 
(FBI) the Federal Bureau of Investigation 

Office reported that, a subpoena was served on 
withoyit the FBI having a corresponding open investigation. 

2006, 
lField 

subsequently complied with t 
office advised the 

ne subnoena• The Chief 
Division Counsel's (CDC, ĵ.j.j.v.c u u v j . ^ « -
office to sequester the information received fromI 
in the office of the CDC. According to the 
office the 
fashion. 

If l'elfi 

field 
information has not been used or disseminated in any 

^Tsi Due to the incorrect issuance of a subpoena 
wirhmit- an nnen investigation, the FBI received records from 

J Even though the information was pr.nnprl v 
sequestered the subpoena was improperly issued on 
without an open investigation. The issuance of the subpoena was 
a violation of Section V.16. of The Attorney General's Guidelines 
for FBI National Security Investigations and Foreign Intelligence 
Collect ion. Thus, the matter is being reported to the IOB. 

DATE: 06-01-2007 
CLASSIFIED BY 65179/DMH/KSR/P.tJ 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-01-2032 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

SECRETS 
NSL VIO-1465 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 03/09/2007 

Attn: NSLB 

b6 
b7C 
b2 

b2 
b7E 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact: CRS 

Approved By: Miller David Ian 

Drafted By: 

Case ID #: (U) 2 7 8-HQ-C1229736-VIO (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2 3 42 All INFORMATION CONTAINED 
OGC/IOB# 2006-0371 HEREIN IS UNCLASSIFIED 

DATE 06-01-2007 BY 65179/DKH/KSF./RU 
Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: 

Details : 
an EC from 

(U) 278 -HQ-C1229736 -VIO Serial 1431 
278-HQ-C1229736-VIO Serial 2020 

(U) The Internal Investigations Section (IIS) received 
Division dated 06/08/2006, reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

NSL VIO-1466 



(Rev. 01-31-2003) 

5T//20320312 
FEDERAL BUREAU OF INVESTIGATION 

b6 
b 7 C 
b2 

Precedence: ROUTINE 

To : 

Date: 03/12/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact: CRS 

Approved By f^^Ll 1 e r David Ian 

Drafted By: 

DECLASSIFIED BY 65179/DHH/KSR/Rlff 
ON 06-01-2007 

Case ID #: (U) 263-HQ-0-U - 714 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2342 
OGC/IOB# 2006-0371 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1431 

Reference: (U) 278-HQ-C1229736-VIO Serial 1431 
278-HQ-CI229736-VIO Serial 2020 

Details: (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 

b2 indicative of willful misconduct. IIS only addresses allegations 
biz where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 11/16/2006 (278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 
•• 

S|5K^T//20320312 
NSL VIO-1467 



b2 
O I G INVESTIGATIONS DIVISION Complaint Form OIG NO. 

Received By: 

689-2007-004151-M 

SUBJECT: 
Title: SSA 
Component : 
M i s c : 
Home : 
Phone 
Work : 
Phone 

FBI 

207) 

SUBJECT 
Title: 
Component: FBI 
M l s c : 
Home : 
pnone: 
Work : 
Phone : 

COMPTATNANT: 
Title : 

FBI Component : 
Mise : I 
Home : I 
Phone 
Work : 
Phone: (202) 
Contidential: 

Date Received: 02/09/2007 H o w Received: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

Pay Plan: 
EOD Date: 

ZIP : 

ZIP: 

Pay 
EOD 

Plan 
Date 

ZIP: 

ZIP : 
Revealed : 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B . 0. P.No. 

D/L No. 
Offenses 689 

b6 
b7C 
b2 

SSNO 
D.O.B. 

Alien No. 
F. B . I.No. 
B.O.P.No. 

D/L No. 

Authority : 

Derails : 
The FBI provided information regarding a potential IOB matter (2006-371). 

(S) 
Based on an immediate lead issued by Public Access Center Unit (PACU), 

frivision, utilised a fi.T snhnnpna to obtain information about certain individuals. 
There was opened at the time the subpoena was sought because 
there were not enough articulable tacts based on the information provided. The subpoena was 
subsequently served on a company. 

b2 
b7E 
b6 
b7C 

sequestered the information obtained from the subpoena. 

FBI/OGC determined that this matter must be reported to the IOB. 
ALLEGATIONS: 689 IOB Violation 
Occurrence Date: TIME: b2 
CITY: State : b7E Zip: 

DISPOSITION DATA: Disposition: M Date: 02/09/2007 Approval: POWELL, GLENN G 
--V-i-

Referred to Agency: FBI Date Sent: 03/20/2007 Component: FBI 
Patriot Act: n Civil Riqhts: n Component Number: 263-0-U-714 
Sensitive: N Whistleblower: N Consolidated Case Number: 

DATE: 06-01-2007 
FBI INFO. 
CLASSIFIED BY 65179/DHH/KSR/RU Ng|_ V IO " 1469 

REASON: 1.4 (c) 
DECLASSIFY ON: 06-01-2032 

Page 1 Ot 2 Printed 03/20/2007 4:07:59 



(Rev. (II.3 I-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b"7E 
bo 
b7C 

(U) 

iU) 
b2 
b7E 

( Ü ) 

( U ) 

bi 
b6 
b7C 
b2 
b7E 
b6 
b7C 

Precedence: ROUTINE 

To: Inspection 
Date: 12/28/2006 

Attn: 

Attn: 
Attn: 

internal investigative 
Section, Room 1186 
A D ALL INFORMATION CONTAINED 
S A C , C D C HEREIN IS UNCLASSIFIED EXCEPT 

WHERE S H O W OTHERWISE 

From : General Counsel 
Counterterrorism L a w TTn-ir t t / t . t . i 
Contact : 

Approved By: 

Drafted By: 

Case 

Title 
ID #: (Xj 278-HQ-C122 97 3 6-VIc/TpendLng) 

DATE: 06-01-2007 
CLASSIFIED BY 65179/DMH/KSR/Rfl 
REASON: 1.4 (c,d) 
DECLASSIFY ON: 06-01-2032 

(U) POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB 2006-336 

Synopsis: The i Division the Office of the General Counsel (OGtT requested that 
review a potential 

Intelligence Oversight Board (IOB) error and determine whether it 
is reportable to the IOB. It is the opinion of OGC that the 
collection of information in this matter was lawful. The 
Office of Intelligence Policy and Review (OIPR) provided a 
preliminary letter of non-compliance to the Foreign 
Intelligence Surveillance Court (FISC). Despite this fact, it 
is the opinion of OGC that no report to the IOB is warranted 
Our analysis follows. 

X 
Reference : J X ^ 278-HQ-C1229736-VIO Serial 1396 
Details: (S) \ 

J0J FÌSVB 
FBI INVESTIGAI 

OiG/DOJ INVESTIGATION: NSL VIO-1479 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 03/09/2007 

Attn: NSLB 

Do 

b7C 
b2 

b2 
b7E 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact: 

Approved By: Miller David Ian 

Drafted By: 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-01-2007 BY 65179/DHH/KSR/RW 

Case ID #: 

Title: (U) 

(U) 27 8-HQ-C12 2 97 3 6-VIO [ Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2274 
OGC/IOB# 2006-0336 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1396 
278 -HQ-CI229736-VIO Serial 2065 

Details: (,111 
an EC from 

_Xh£__[nternal Investigations Section (IIS) received 
|Division dated 05/15/2006, reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

• • 

NSL VIO-1486 



(Rev. 1)1-31-2003) 

JpISRïrf// 2 0 3 2 0 312 
FEDERAL BUREAU OF INVESTIGATION 

b2 
b'/E 
b6 
b7C 

(U) 

b2 
b7E 

Precedence: ROUTINE 

To: 

Date: 03/12/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact: CRS 

A • 

Approved By: '¿^Wilier David Ian 

Drafted By: 
DECLASSIFIED BY 65179/DHH/KSR/RTJ 
OCT 06-01-2007 

Case ID #: 

Title: (U) 

(U) 263 -HQ-0-U - 716 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2274 
OGC/IOB# 2006-0336 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Enclosure(s] 

Reference : (U) 

(U) 278-HQ-CI229736-VIO Serial 1396 

278-HQ-C122 9736-VIO Serial 1396 
2 78-HQ-C122 9736-VIO Serial 2065 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

SÌTgK|fr//2 032 0312 

NSL VIO-1487 



OIG - INVESTIGATIONS DIVISION Complaint Form OIG NO.: 689-2007-004221 -M 

Received By: Date Received: 02/09/2007 How Received: A 

SUBJECT; 
Title: SSA 
Component : FBI 
Mi sc : 
Home : 
Phone : 
Work : 
Phone : 

Pay Plan: 
EOD Date: 

: 2 0 2 ) 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

SUBJECT: 
Title: S/T 
Component: FBI 
Misc: 
Home: 
Phone: ( ) 
Work: 

Pay Plan: 
EOD Date: 

Phone: ; 2 02) 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

b2 
b6 
b7C 
b7E 

689 

COMPLAINANT: 
Title: ATTY 
Component : FBI 
Mi sc : 
Home : 

Pay Plan: 
EOD Date: 

Phone : () -
Work : , WASHINGTON, 
Phone: (202) 
Coni idential :l 

-DC-
ZIP: 

ZIP : 
Revealed : 

(S) 

Details : 
he FBI provided information regarding a potential 103 matter (2006-336) 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
DATE: 06-01-2007 
FBI INFO. 

Authority CLASSIFIED BY 65179/DHH/KSR/KP 
^ —„.REASON:. 1.4 (cj 

DECLASSIFY ON: 06-01-2032 

(S) 
lien SA 

discovered 
provided V 

received the results from the service provider on 5/12/06, he 

time the information was provided 

On 5/16/06. SA interviewed I 

However, at the 
it was believed to be true and correct. 

bl 
~b6 
b7C 
b2 
b7E 

bo 
b7C 
b7D 

FBI/OGC determined that this matter does not need to be reported to the IOB 
ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 02/16/2005 TIME: b2 

b7E CITY: State : Zip : 
b2 
b7E 

DISPOSITION DATA: Disposition: M Date: 02/09/2007 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 03/22/2007 Component: FBI 

Patriot Act: N Civil Riahts: n Component Number: 263-0-U-716 

Sensitive: N Whistleblower: n Consolidated Case Number: 

Page 1 ot 2 NSL VIO-1489 Printed 03/22/2007 12:33:02 



(Rev. 01-31-200 V, 

b2 
b7 E 
b6 
b7C 

( S ) 
bi 
bo 
b7C 
b2 
b7E 

b2 
b7 E 
b7D 

(U) 

( S ) 
bl 
b2 
b7 E 

SECfcÇT 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To s 

ROUTINE Date: 04/12/2006 
•inspect ion 
General Counsel 
Counterterrorism 

Attn: IIS 
Attn: NSLB 
Attn: ITOS 1/CONUS2, 

From : 

Contact: CDC 

Approved By: 

Drafted By: 

Case ID # 

Title: (S) 

2 7 8- HQ-CI2 2 973 6- VIO (Pending) 
I ~a if 

AIL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

./; • \ i . ; 
DATE: 06-01-2007 
CLASSIFIED BY 65179/DMH/KSR/RDJ 
REASON: 1.4 (c,d) 
DECLASSIFY ON: 06-01-2032 

¡U) Synopsis: ÌSÓ To advise FBIHQ of facts that could conceivably 
be reportable to the IOB. The I I revision Rent ^n MST. 
requesting billing and subscriber records 
believed tQ be used by the subject however, later learned that 

II p r o v i d i n g t.hfi information had transposed numbers | | 

Deci; jn 31 

Xl 

On January 5, 2006, SA requested an Details: (S: 
bo ECPA National Security Letter (NSLlTn"cantlonerf1'mattfnr"a 
b7c telephone numberf 
b7D 
d'2 
k:7E 
b4 

] The NSL, which requested • J.«W.1_I, *» -t W J. i. U^. »J 

subscriber and toll billing infnrmaHnn w a s properly served on 

(D) w Upon return of the requested information it was 
b7D discovered that the telephone number provided 

-sr . M i l l / / J 

b6 
b7C 

S^ÇRET 

[01 

NSL VIO-1491 



( R e v . 0 1 - 3 1 - 2 0 0 3 ) 

SErÇRET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
bo 
b7C 

(U) 

( Ü ) 

( U ) 

(U) 

(U) 

b2 
b7E 

Precedence : 

To: 

ROUTINE Date: 12/28/2006 

Counterterrorism 

Inspection 

Attn: 

Attn: 

Attn: 

SAC 
CDC 

ITOS I, CONUS II, 

IIS, CRS 

From: Office of the General Counsel 
NSLB/CTLUIl/LXl/Rnom -VS-TIO 
Contact: AGC 

All INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Approved By: 

Drafted By: 

T h o m a s J u l i e .El WKL 

Case ID #: 

Title: 
X 2 78-HQ-C122 973 6-VIO- ¿ÇÔH 

DATE: 06-01-2007 
CLASSIFIED BY 65179/DMH/KSR/RW 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-01-2032 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-299 

Synopsis: ^fc^C It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the Intelligence 
Oversight Board (IOB). Rather, it should be maintained in the 
control file for periodic review by Counsel to the IOB. Our analysis 
follows. 

(U) 
DecJUj-rexf^i^ 

Reference: bl 
b2 
b7E-

(S) 

requested that 

278-HQ-C1229736-VIO - / il'i 

Details: /fa) By EC dated 04/12/2006, 
OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. As explained below, 
in our opinion, the FBI is not required to report this matter 
to the IOB. 

b6 
b7C 

OIG/DOJ REVIEW 

FBI INVESTIGAI 

OIG/DOJ INVESTIGATION: 

SEC 

NSL VIO-1494 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 03/09/2007 

Attn: NSLB 

b6 
b7C 
b2 

b2 
b7E 

From: Inspection 
Internal 
Contact : 

Invest igat ions 
CRS 

Section, I PU, 
Ext 

Room 3 041 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-01-2007 BY 65179/DMH/KSR/RW 

(U) 2 78-HQ-CI22 973 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING« 2084 
OGC/IOB# 2006-0299 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 78-HQ-C1229736-VIO Serial 1319 
278-HQ-C1229736-VIO Serial 2004 

The Details: (U) 
an EC from 
possible IOB error, 
is the IIS's opinion 
administrât ive 
be conducted by 
NSLB for whatever 

internal Investigations Section (IIS) received 
Division dated 04/12/2006, reporting a 
Based upon a review of the referenced EC it, 
the incident described therein is an 

issue. Therefore, no internal investigation will 
the IIS and this matter is being relegated to the 

action they deem appropriate. 

NSL VIO-1498 



(Rev. 01-31-200.1) 
P//20320312 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b?E 
bb 
b7C 

b2 
b7E 

Precedence: ROUTINE 

To : 

Date: 03/12/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
contact: CRS 
-¿i 

Ext 

Approved By:£yWiller David Ian 

Drafted By: 

DECLASSIFIED BY 65179/DHH/KSR/RW 
ON 06-01-2007 

Case ID #: 

Title: (U) 

(U) 263-HQ-0-U - 719 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2084 
OGC/IOB# 2006-0299 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) K Dèr 
De On: 312 

Enclosure (s) : (U) 278-HQ-C1229736-VIO Serial 1319 

Reference : (U) 2 78-HQ-C1229736-VIO Serial 1319 
2 78-HQ-C1229736-VIO Serial 2004 

Details: (U) Upon review of (Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 

S^ßET//20320312 

NSL VIO-1499 



FD-962 (Rev. 03-21-2005) 

S E ^ E T 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To: 

ROUTINE 522. 

Inspection 
General Counsel 

b2 
b7E 
b6 
b7C 

From: 

Contact : 

Approved By: 

Date: 05/04/2006 

jytftn : IIS, Room 11861 
Attn: NSLB, Room 7975 ,,„„„.. 

ALL IHFCKEArrOH CONTAINED 
HEBEIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(U) 

b6 
b7C 

Drafted By: 

Case ID 278-HQ-C1229736-VIO 
1 

DATE: 06-01-2007 
CLASSIFIED BY 65179/DHH/KSR/RU 
REASON: 1.4 (c,d] 
DECLASSIFY ON: 06-01-2032 

Title: (U) SA SA 

(U) 

(U ) 

SSA SSA 
INTELLIGENCE ÔVËKÈÏÔËT BOARD (IOB) ERROR 

Synopsis : T ° report possible IOB error. 

Derived^ From. 

bl 
b7D 
b2 
b7E 
b7A 

Details 

(S) 

(S) 

bl 

<U) 

bl 
b7A 

tU) X 
b2 

b6 
b7C 

( U ) b7E 

ZCÜiAhucL 

Information accepted 
without legal processT 

Description of IOB Error (including any reporting delays). 

I is reporting this matter in an abundance of caution. 

MKjjhl^] 

secHJST 

NSL VIO-1503 



(Rev. 01-31-2003) N . / 

FEDERAL BUREAl/OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

(HI 

(U) 

( U ) 

( U ) 

bl 
b7A 

Precedence : 

To: 

ROUTINE 

Counterterrorism 

Inspection 

Date: 12/28/2006 

Attn: SAC 
CDC 

Attn: ITOS 1, CONUS 4, 

Attn: IIS 
! 

From: General Counsel 
NSLB/ Connt.ertprrnri .giri T.aw Tlnif ft 1 /T.Y1 Q 

Contact: DC 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHONE OTHERWISE 

Approved By: 

Drafted By: 

06-01-2007 
RUSSIFIED BY 65179/DMH/KSR/RU 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-01-2032 

D 3 5 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD (IOB) 
MATTER 2006-322 

S y n o p s i s : ^fS^ It is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter need not be 
reported to the IOB. Our analysis follows. 

Reference: 27.8-HQ-C1229736-VIO Serial 1365 
Administrative : 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date ; 03/09/2007 

Attn: NSLB 

b6 
b7C 
b2 

From: Inspection 
Internal Investigations Section. IPU. Room 3p41 
Contact: CRS 

Approved By: 

Drafted By: 

Case ID #: 

Miller David Ian ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-01-2007 BY 65179/DHH/KSR/RU 

Title: (U) 

(U) 2 78-HQ-C1229736 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING« 2200 
OGC/IOB# 2006-0322 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1365 
2 7 8-HQ-C1229736-VIO Serial 2005 

Details: (U) The Internal Investigations Section (IIS) received 
b2 an EC from| Division dated 05/04/2006, reporting a 
b7E possible IOB error. Based upon a review of the referenced EC it 

is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

NSL VIO-1512 



(Rev. 01-31-2003) 

^JsêRÎT^io 3 2 0 312 
FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
bo 
b7C 

( Ü ) 

b2 
b7E 

Precedence : ROUTINE 

To : 

Date: 03/12/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU. Room 3041 
Contact: CRS 

Approved By:MpMiller David Ian 

Drafted By: 

DECLASSIFIED BY 65179/DHH/KSR/RTJ 
ON 06-01-2007 

Case ID #: (U) 2 6 3-HQ-0-U - 717 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2200 
0GC/I0B# 2006-0322 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

X Derivi 
Deci On : 312 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1365 

Reference : (U) 278-HQ-C122 973 6-VIO Serial 1365 
278-HQ-C122973 6-VIO Serial 2005 

Details : (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 

S£S£ET//20320312 
NSL VIO-1513 



(01/26/1998) 

SECÌtS^ 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

(U) 

(U> 

(U) 

( U ) 

bl 
b2 
b7E 

Precedence : 

To: 

ROUTINE Date: 1/18/07 

Counterintelligence 
Inspection 

Attn: SAC, CDC 
Attn: AD 
Attn: IIS, CRS 

AIL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT From: General Counsel 

National Security Affairs/Room 7974 WHERE SHOWN OTHERWISE 
Contact: Julie F. Thdmas 

Approved By: Thomas Jul 

Drafted By: 

Case ID #: 
b2 
b7E 

Title: 

DATE: 06-01-2007 
CLASSIFIED BY 65179/DHH/KSR/RU 
REASON: 1.4 (c,) 
DECLASSIFY ON: 06-01-2032 

X 
2 7 8- HQ-CI22 973 6- VIO — 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2007-583 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that no error was committed in this matter, and 
therefore nothing need be reported to the IOB. A record of this 
decision, should be maintained in the investigation control file 
for review by the Counsel to the IOB. 

(U) 

278-HQ-CI22973 6-VIO-1808 

o7c0IG/D0J REVIEW) 
FBI INVESTIGATI 

0IG/D0J INVESTIGATO 
NSL VIO-1519 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 03/09/2007 

Attn: NSLB 

From: Inspection 
Internal Investigations Section. 
Contact: CRS 

IPU, Room 3 041 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-01-2007 BY 6S179/DHH/K3R/RW 

(U) 2 78-HQ-CI22 9736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 3160 
OGC/IOBS 2007-0583 

S y n o p s i s : (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: 

Details 
an EC from 
IOB error. 

(U) 2 7 8 - HQ-C1229736-VIO Serial 1808 
2 7 8- HQ-C1229736-VIO Serial 2156 

(U) The Internal Investigations Section (IIS) received 
Division dated 10/31/2006, reporting a possible 

Based'upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is indicative of a 
performance issue. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

NSL VIO-1524 
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JäSeKfiSj / 2 0 3 2 0 312 
FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

( U ) 

b2 
b7E 

Precedence : 

To : 

ROUTINE Date: 03/12/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Tnypfirinarinna Section. IPU. Room 3041 
Contact: CRS 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

iller David Ian DECLASSIFIED BY 65179/DHH/KSR/RW 
OH 06-01-2007 

(U) 263-HQ-0-U - 720 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING« 3160 
OGC/IOB« 2007-0583 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1808 

Reference: (U) 278-HQ-C1229736-VIO Serial 1808 
2 78-HQ-C122 9 736-VIO Serial 2156 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-CI229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 

IT//20320312 
^ NSL VIO-1525 



(OJ/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 02/11/2007 

To: Counterterrorism Attn; AD 

b6 
b7C 
b2 
b7E 

(U) 

( U ) 

( U ) 

(U) 

(U) 

Inspection Attn: Internal Inspection Section, 
Room 

l l ô è b 

Attn: SAC, CDC AIL INFORMATION CONTAINED HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

From: General Counsel 
National Security Law Branch 
Contact : 

Approved By: Thomas Julie j f f l l 

Drafted By: 

DATE: 06-01-2007 
CLASSIFIED BY 65179/DUH/'KSR/RW 
REASON: 1.4 (c,d) 
DECLASSIFY ON: 06-01-2032 

Case ID # 

Title: 

b2 
b7E 
b.1 

M 278-HQ-C1229736-VIO• 
> < [-A894 55 - IOB 

(S) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB MATTER 2007-587 

S y n o p s i s I t is the opinion of the Office of the General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB), but, rather, that a record 
of this decision should be maintained in the investigation 
control file for review by the Counsel to the IOB. Our 
analysis follows. 

SECRfc^ 

^ D O i f ä » 

iiv'V'riSTIGATiONr 
^/DOJ INVESTIGATION: 

DATE; 
NSL VIO-1526 



• IG - INVESTIGATIONS DIVIS I ON Compia inr Form OIG NO.: • 6 8 9 - 2 0 0 7 - C 0 3 9 5 5 - M 

.eceived By: Date Received: 02/20/200 7 How Received: A 

UEJEGT : 
it le: SA 
crrene.n t : FBI 

Pay Plan: 
EOD Date: 

tene: J-
oik: 
rone: (202 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

UbJhCT 
ilie: 

nent: EE I 
Pay Plan: 
ECD Date: 

lise : 
ore ; 
!. : : i e : 
ork : 
hone: (202) 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

b6 
b7C 
b2 

689 

OMPLAIKANT: 
itle: ATTY 
'orr.ponent : FBI 
iisc : 
or e 
t. en 
o r k 

Pay Plan: 
EOD Date: 

i 202) 
i Ldential: 

DC 
IP: 

ZIP: 
Revea led : 

SSNO 
D.O.B. 

A] ien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority : 

lulls: 
; F3I provided information regarding a potential IOB matter (2007-583) 

Field Cn August 2S, 2006, a National Security Letter (N5L) was served by 
Cilice; on October 17, 2 006,| ~| Field Office provided tne results to tne 

iFi ni ii Office. On October 24, 2006, a preliminary review of the results revealed that 
transactions provided were not requested by the FBT. The information was not 

utilized in any analysis nor documented in the case file. (dz) 

b2 
b7E 
b7D 
b4 

LLEGATIONS : 689 IOB Violation 
'ccurrer.ce Date : 
ITY : 

TIME: 
State : Zip: 

b2 
b7E 

'I S POS ITI ON DATA: Disposition: M Date: 03/13/2007 Approval: POWELL, GLENN G 

üomponent: FBI .elerrec to Agency: FBI Date Sent: 03/13/2007 

atriot Act: N Civil Riqhts: N Component Number: 263-9-U-720; 3160 

<r n s i t i v e : N Whist ieblower: N Consolidated Case Number: 

Remarks: 
•Predicating material contains classified information that will be maintained in a secure 
container within CIG/INV/HQ. 
-03/21/07-Sent to Ka i se r / FBI /1 .MSG (dz) 

ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 

NSL VIO-1532 DATE 06-06-2007 BY 65179/DMH/KSR/RJJ 

Pace 1 of I Printed 03/20/2007 1 :10:33 



(Rev. 01-31-2003) 

SÈCRET sfeçREÏ 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 

To: Attn: 
AIL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Counterintelligence 

Inspection 

b2 
b7E 

b6 
b7C 
b2 
b7E 

n s l 
A/CDC 

02/05/2007 

Attn: CD-2 

Attn; IIS, 

From: Office of the General Counsel 
NRT.R /CTT.U /Rnnm 7 9 4 7 / 
Contact: AGC 

Approved By: Th,,rr..-iq ,Tnl ip 

DATE: 05-25-2007 
CLASSIFIED BY 65179 DHH/KSR/JW 
FEASCN: 1.4 (Ci 
DECLASSIFY ON: 05-25-2032 

Drafted By: 
CUI -

202-324 

Case ID #: ]£) 278-HQ-C1229736-VIO S e r i a l ^ ^ (Pending) 

(U) -tla: INTELLIGENCE' OVinoiGni bOAwj 
MATTER 2 U 0 7- 6 4 0 

(U) Synopsis: (X) It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) DeriveâVv^rpnf' : 
Declass>fyX^i : 

G-3 
02/05/2032 

b2 
b7E 
bl 

(U) Administrative: This electronic communicatian. infnrm?i-inn f m m t-ho EC dated 01/04/2007 from the 
Office 

-contains 
Field 

Reference: 
to OGC reporting a potential IOB matter. 

<S) 
( U ) requested that Details-: ()g() By EC dated 01/04/2007, 

OGC review the facts of the captioned matter and determine whether 
it warrants reporting to the IOB. As explained below, in our 
opinion, the FBI is not required to report this matter to the IOB. 
£¿-•37 SE^ET 

C1G/D0J REVIEW 
F3I INVESTIGATION: 
0IG/D0J INVESTIGATION: 

tfp 7 b6 
' L b7C NSL VIO-1536 



(Rev. 01-31 -2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 03/28/2007 

Attn: NSLB 

From: Inspection 
Internal Investigations Section. IPU. Room 3 041 

Ext. Contact : CRS 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian 
b6 
b7C 
b2 

b2 
b7E 

(U) 2 78-HQ-C122973 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 3443 
0GC/I0B# 2007-0640 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: 

Details: 

(U) 278-HQ-C122 9736 -VIO Serial 2037 
278-HQ-C1229736-VIO Serial 2199 

(U) The Internal Investigations Section (IIS) received 
an EC from 
possible IÓB error. 

Division dated 01/04/2007, reporting a 
Based upon a review of the referenced EC it 

is the IIS's opinion the incident described therein is an 
administrative issue. Therefore, no internal investigation will 
be conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE D5-25-2007 BY 65179 DMH/KSR/JTJ 

NSL VIO-1540 



(Rev. 01-31-2003) 

SE^ET//20320328 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: R O U T I N E 
b2 
b7E T o : 

Date: 03/28/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal TnvPsHnaHnns Section. TPU. Room 3041 
Contact: CRS Ext. 

Approved By: Miller David Ian" 

Drafted By: 
DECLASSIFIED BY 65179 DHH/KSR/JU 
ON 05-25-2007 

b6 
blC 
b2 

\ Case ID #: 

Title: (U) 

(U) 2 63-HQ-0-U - 738 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 3443 
OGC/IOB# 2007-0640 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) M ) Derived^Rcom^' G-3 
/ X Declass^rOr*^ 20320328 

Enclosure (s) : (U) 278-HQ-C1229736-VIO Serial 2037 

Reference: (U) 278-HQ-C1229736-VIO Serial 2037 27 8- HQ-C1229736-VIO Serial 2199 

b2 
b7E 

(U) Upon review of Division's captioned Details : 
report of a potential IOB violation, ITS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

SEÒRET//20320328 
A NSL VIO-1541 



( 0 1 / 2 6 / 1 9 9 8 ) 

SE^^ET 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 
b2 
b7E 

Precedence : 

To : 

ROUTINE Date: 3/2/07 

Counterintelligence 
Inspection 

Attn: SAC, CDC, ADC 
Attn: AD 
Attn: IIS, CRS 

From: General Counsel 
National Security Af f air-s/Room 7974 
Contact: Julie F. Thonias 

Approved By: Thomas Julie 

(UÍ 

(Ü) 

Drafted By: 

Case ID #: 

Title: 

2 78-HQ-C122 973 6-VIO 
2 781 1-A953 8 0 — 
62F I - A 8 94 55 , 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 05-25-2007 
CLASSIFIED BY 65179 DMH/KSR/JU 
REASON: 1.4 (C) 
DECLASSIFY ON: 05-25-2032 

/<V 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2007-706 

<u) Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that no error was committed in this matter, and 
therefore nothing need be reported to the IOB. A record of this 
decision should be maintained in the investigation control file 
for review by the Counsel to the IOB. 

(U) Derive 
Decla 

(U) Reference: 
b2 
b7E 

2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O j ê A t S 4 l à I ^ Y 
HA95380 
A89455 

bl 
b7D 

b6 
b7C 

0IG/DÖJ REVIEW 

FBI INVESTIGATI 

OIO/DOJ ¡NVB' 

)ATE: Y<V: —-O-—k r 

sÈb^ET 

NSL VIO-1545 



(Rev. 01-31 -2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 03/28/2007 

Attn: NSLB 

From: Inspection 
Internal TnyPRl-inaHnns Sect i on TPIT. Room 3 041 

b6 
b7C 
b2 

Contact: CRS 

Approved By: Miller David Ian 

Drafted By: 

Ext 
j?oom 30j: 

DECLASSIFIED BY 65179 DHH/KSR/JW 
OM 05-25-2007 

Case ID #: 

Title: (U) 

(U) 

(U) 2 78-HQ-C122 973 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 3 618 
OGC/lOB# 2007-0706 

b2 
b7E 

Synopsis: ()K() TO report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 2 78-HQ-C122973 6-VIO Serial 2154 
2781 I-A95380 Serial 68 
27 8-HQ-C122 973 6-VIO Serial 2234 

Details: (U) The Internal Investigations Section (IIS) received 
an EC froir | Division dated 02/12/2007, reporting a possible 
IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

NSL VIO-1549 



(Rev 01-31-2003) 

b2 
b7E 

b6 
b7C 
b2 

SEGRET//2032 0328 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : 

Date: 03/28/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 
Contact: CRS 

Approved By: Miller David Ian 

Drafted By 

Ext . 

A 
DECLASSIFIED BY 65179 DHH/KSR/JU 
OH 05-25-2007 

'Case ID #: (U) 2 63-HQ-0-U - 754 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 3618 
OGC/IOBS 2007-0706 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

W) feJ Derived^Frojrt^: G-3 
Declass^fyoi^: 20320328 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 2154 

b2 
b7E 

Reference: (U) 278-HO-C1229736-VTO Serial 2154 
278| I-A95380 Serial 68 
278-HQ-CI229736-VIO Serial 2234 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-CI229736, serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 

SEC^T//20320328 

NSL VIO-1550 



(Rev. 01-31-2003) 

SEÔRJ^T 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 
b2 
b7E 

b2 (U) 
b7E 

Precedence: ROUTINE 

To: 

Date: 2/21/2007 

Attn: 

Counterintelligence 

Inspection 

From: Office of the General Counsi 
N S L B / C I L U / R o o vc^JLMJ-
Contact: AGC 

Approved By: 

Draft°d By: 

(U) Case ID # : 0 

202-324 

_ 
27 8 -JiO-C122973 6-VIO'^( Pending) 
cotrJ 

~ r 

(U) Title: 
« X INTELLIGENCE OVERSIGHT. 'ARB 

MATTER 2007"683 

Synopsis: The ] requested that Field Office 
the Office of' the General Counsel (OGC) review an incident, and 
determine whether it warrants reporting to the Intelligence 
Oversight Board (IOB). It is the opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the IOB. 

Derived\From : G-3 
Declass/fy On: 2/21/2032 

Administrative: This electronic communi pt.i on 
information from: the EC dated 2/01/2007 from 
reporting a potential IOB matter. 

EC) contains 
to OGC 

(U) Ref.e.renGe: 278-F.Q-C1229736-VIO ^ e ^ * ' 

DATE: 05-30-2007 
CLASSIFIED BY 65179 DHH/KSR/JW 
REASON: 1.4 (C) 
DECLASSIFY ON: 05-30-2032 

se'C^S^ 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
1JHERE SHOWN 

0SG/D0J REVIE 

FBI INVESTIGFFLRCNR 
0i,l/I30J INVESTIGATION: 

b6 
•b7C NSL VIO-1555 



(Rev. 01-31 -2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 03/28/2007 

Attn: NSLB 

b2 
b7E 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 

Ext. Contact: CRS 

Approved By: 

Drafted By: 
/ 

'Case ID #: 

Title: (U) 

Miller David Ian 
b6 
b7C 
b2 

All INFORMATION CONTAINED 
HEREIH 15 UNCLASSIFIED 
DATE 05-26-2007 BY 65179DMH/KSR/Jul 

(U) 2 78-HQ-CI22 973 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 3555 
OGC/IOB# 2007-0683 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 2119 
278-HQ-CI229736-VIO Serial 2202 

Thn internal Investigations Section (IIS) received 
Division dated 02/01/2007, reporting a possible 

Details: ¿J-U 
an EC from 
IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

NSL VIO-1559 



(Rev 01-31-2003) \ / 
SE^ET//20320328 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 
b2 
b7E 

Precedence : 

To: 

ROUTINE Date: 03/28/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 
Contact: CRS 

b2 
b7E 

Approved By: 

Drafted By: 

'Case ID #: 

Title: (U) 

Miller David Ian p i " 

Ext . 

DECLASSIFIED BY 65179 DHH/KSR/J7J 
OH 05-26-2007 

(U) 2 63-HQ-0-U - 749 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 3555 
OGC/lOB# 2007-0683 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) ^ Derivea-^ggm-T^G-S 

D e c 0 3 2 0 3 2 8 

Enclosure(s) : (U) 278-HQ-C122973 6-VIO Serial 2119 

Reference: (U) 278-HQ-C1229736-VIO Serial 2119 278-HQ-C1229736-VIO Serial 2202 
Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(2 78-HQ-CI229 736, serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 

SE^ET//20320328 
NSL VIO-1560 



( R e v . 0 1 - 3 1 - 2 0 0 3 ) 

SECRET 

FEDERAL. BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE 

b2 
b7E 
b6 
b7C 

Counterterrorism 

Inspection 

From: Office of General Counsel 
NSLB/CTLU _I 
Contact 

Approved By: 

Drafted By: 

Date: 03/05/2007 

Attn: SAC 
CDC 
ITOSI, CONUS 4, 

IIS 

CC) 

ALI. INF DRHATI0N CONTAINED 
IK IS UNCLASSIFIED EXCEPT 
SHOW 

DATE: 05-26-2007 
CLASSIFIED BY 65179 DHhVKSR/JW 
REASON: 1.4 [C] 
DECLASSIFY ON: 05-26-2032 

<U> 
(U) Title: 

| 1 bl 
T/B- -C136372_ 

1 3 0 ( P e n d Ì n 9 ) b7E 
INTELLIGENCE OVERSIGHT BOARD 
IOB MATTER 2007-707 

(U1 Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that the above referenced matter need not be 
reported to the Intelligence Oversight Board (IOB). Our 
analysis follows. 

tU) 

(U) (y) 

Reference: \S) 

Derived^~F«mi^i^ G-3 
D e c l a s s i n o l i 03/05/2032 

278-HQ-C122 973 6-VIO Serial 2153 

.... Details: ••(jB) By electronic communication (EC) dated February 
2007 and referenced above, thel I Division | ] 

b 7 E reported to the OGC's National Security Law Branch (NSLB) and 
the Inspection Division this potential IOB matter. 

r..n iV'VTW '•A; he; ' • 
NSL VIO-1566 

bl 
b6 
b7C 
b7A 



(Rev. 01-31 -2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 03/28/2007 

Attn: NSLB 

b2 
b7E 

From: Inspection 
Internal Investi aati nns S^ri-inn. T PIT. Room 3 041 
Contact: CRS Ext . 

b6 
b7C 
b2 

Approved By: Miller David Ian 

Drafted By; 
/ 
( Case ID #: 

ALL IKFGPEA7I0N COIITAIEEr. 
HEREIN IS UNCLASSIFIED 
DATE Q5-26-20Q7 BY 65179 DHH/KSR/JN 

(U) 2 7 8 -HQ-C1229736-VIO [Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 3619 
OGC/IOB# 2007-0707 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference : (U) 278-HO-C122973 6-VIO Serial 2153 
278|-C136372 Serial 124 
278^"HQ-C122973 6- VIO Serial 2233 

Details: (U) The Internal Investigations Section (IIS) received 
an EC f rom| Division dated 02/05/2007, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

NSL VIO-1571 



(Rev. 01-31-2003) 

SECR^//20320328 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

Precedences ROUTINE 

To : 

Date: 03/28/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. 
Contact: CRS 

IPU, Room 3 041 
Ext 

Approved By: 

Drafted By: 

Case ID #: 

Miller David Ian 
DECLASSIFIED BY 65L79 DMH/KSR/JU 
OH 05-26-2007 

(U) 263-HQ-0-U - 755 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 3 619 
0GC/I0B# 2007-0707 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) (X Derivê^Rr^m : 
Decla«iiif^On. : 

G-3 
20320328 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 2153 

Reference : (U) 2 78-HQ-C122 973 6 -VIO Serial 2153 
Ili C136372 Serial 124 

b2 
b7E 

2 78-HQ-CI229736-VIO Serial 2233 

Details : (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(2 78-HQ-C122 973 6, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

SEÒRET//20320328 

A NSL VIO-1572 



¿1007- loi 

vRev. 01-31-2003) 

SECRET 
ô(Q Ì Q 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

bl 
b6 
b7C 

Precedence: ROUTINE 

To: 

Date: 03/22/2007 

Counterterrorism 

Inspection 

From: 

Contact: 

Approved By 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

(U) 27e| [C136372 (Pending) 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

(U) REPORT OF A POTENTIAL IOB MATTER 

CDC 

ITOS L Conus 

INFORMATION CONTAINED 
N IS UNCLASSIFIED EXCEPT 
SH0NN OTHERWISE 

DATE: 05-26-2007 
CLASSIFIED BY 65179 HHH^KSP'JW 
REASON: 1.4 (C) 
DECLASSIFY ON: 05-26-2032 

Synopsis: (U) To report resolution of potential Intelligence 
Oversight Board (IOB) matter. 

(C) 

Reference: (U) 
(U) 

DeriVedEîfom : G-3 
Declassify On: XI 

278-_tKL-C1229736-VIO-2 233 
278 J [C136372-130 

b2 
b7E 

Details : 

Case Background and Case Agent 

NSL VIO-1573 

- O - U -1SS' 



(Rev. 01-31-2003) 

SECÌ^T 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 

Precedence : 

To: 

ROUTINE Date: 2/21/2007 

Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn: 

CD-4 

IIS, 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact : 

nsre 

Approved By: Thomas 

drafted By: 

AGC 

.TU± TP. !••» •> /i/ / 

OH CONTAIMED 
CLASSIFIED EXCEPT 
THERWISE 

b6 
b7C 
b2 

tU> 

(Ü) 

DATE: 05-26-2007 
CLASSIFIED BY 65179 DHH/KSR/JW 
REASON: 1.4 [C] 
DECLASSI!"? ON: 05-26-2032 

C a s e io t ; 27 8-HQ-C1229736-VIO^" ̂ Pending) 

tie : iMM r,L,L,lbEN(JE OVERSIGHT BOrtnu 
MATTFR 200 7-68 4 

b2 
b7E 

Synopsis : :he requested that .Field Office , 
the Office of the General Counsel (OGC) review an incident and 
determine whether it warrants reporting to the Intelligence 
Oversight Board (IOB). It is the opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the IOB. 

( U ) 

( U ) 

DerivedN^Vom : G-3 
Declass^ry\On: 2/21/2032 

b2 
b7E (TJ) 

(U) 

Administrative:(ft) This electronic communication (EC) contains 
information from: the EC dated 2/01/2007 from| 
reporting a potential IOB matter. 

to OGC 

Reference: ( ^ 278-HQ-C1229736-VIO 2.1 ZO 

Details..: By EC dated 2/01/2007,[ requested that OGC 
review an incident and determine whether it warrants reporting to 

b6 
b7C 

OIG/D 
FBI INVESTIGAI 

SECRET 

I DAiE: y a h 
'ffAj NSL VIO-1582 



(Rev. 01-31 -2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 03/28/2007 

Attn: NSLB 

b6 
b7C 
b2 

From: Inspection 
Internal Investigations Section, IPU. Room 3041 
Contact: 

b2 
b7E 

Approved By: 

Drafted By: 

'/Case ID #: 

Title: (U) 

Miller David Ian ALL IKFCEIÎA7IDN CCIJTAIEEr 
HEREIN IS UNCLASSIFIED 
DATE 05-26-2007 BY 65179 DHH/KSR/JW 

(U) 278-HQ-C12297 36-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 3556 
0GC/I0B# 2007-0684 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference : (U) 2 7 8- HQ-CI229736-VIO Serial 2120 
2 78-HQ-C122973 6-VIO Serial 2203 

Details: m i 
an EC from 
IOB error. 

Internal Investigations Section (IIS) received 
Division dated 02/01/2007, reporting a possible 

Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

NSL VIO-1586 



(Rev. 01-31-2003) 

SÈ^R^T//20320328 
FEDERAL BUREAU OF INVESTIGATION 

b2 Precedence: ROUTINE 
b7E 

To : 

Date: 03/28/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Tnh^T-n^l T n v P s H n a H n n s S e c t i o n . TPTT. Room 3 0 ^ 1 
Contact : 

b 6 Approved By: Miller David Ian 
b7C 
b2 

b2 
b7E 

Drafted By: 

Case ID #: 

Title: (U) 

DECLASSIFIED BY 65179 DMH/KSR/JU 
QN 05-26-2007 

(U) 2 63-HQ-0-U - ré. 6 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 3556 
0GC/I0B# 2007-0684 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) M 
G-3 
20320328 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 2120 

Reference: (U) 278-HQ-C1229736-VIO Serial 2120 
2 7 8- HQ-CI229736-VIO Serial 2203 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation) IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 

SE^ET//20320328 
NSL VIO-1587 



(Rev. 01-31-2003) 

SE^^ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
b2 
b7E T o : 

Date: 02/21/2007 

Attn: 

(U) 
b2 
b7E 

b6 
b7C 

Inspection Attn: IIS, 

From: Office of the General Counsel 
NST.R/CTT.n/Ronm 7 Q 4 7 I 
Contact: A G c l 

Approved By: Thomas Julie 

Drafted By: 

Case ID #: 

(U) Ti tle : 

WW 

b2 
b6 
b7C 

278-HQ-C122 973 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-665 

INFORMATION CONTAINED 
IN IS UNCLASSIFIED EXCEPT 

SHOWN OTHERWISE 

DATE: 05-26-2007 
CLASSIFIED BY 65179 DMH/KSR/JW 
REASON: 1.4 (C) 
DECLASSIFY ON: 05-26-2032 

<U> S y n o p s i s : I t is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) DerivêtLPfom : G-3 
Decl^&éífy<On: 25X1 

Administrative: ip^ This electronic communication tF.C) contai 
information from: (11 the EC dated 01/03/2007 from| 
Field Office _ 
(2) conversation between 

to OGC reporting a potential IOB matter; 
|and OGC regarding thi s 

potential IOB matter on b2/l'J/2ÜÖV; (3) an email from f 
OGC dated 02/15/2007; and (4) automated case support (ECSTT 

to 

Reference : bl ( U ) 7 7 R - H n - n n serial 2090 (Pending) 

b2 (U)Details:fori By EC dated 01/03/2007, 
b7E review the/facts of the captioned matter and determine whether it 

erial 21 (Pending) 

requested that OGC 

CÍG/D0J REVIEW 

FBI INVESTIGAI 

CÍG/DQJ INVESTIGATION: 

S E ^ ^ 

NSL VIO-1590 



(Rev. 01-31-2003) 
SECR^T//20320327 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date : 03/27/2007 

Attn: NSLB 

b2 
b7E 

Miller David Ian 

From: Inspection 
Internal Investigations Section, IPU. Room 3041 
Contact 

b6 
k>7C Approved By: 
b2 

Drafted By: 

(C) C a s e I D # : 

Title: (U) 

2 7 8 - HQ - C122 97 3 6 - VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER "TfLifl?6!*0«,nfl „ , 
INSD/IIS TRACKING# 3532 S S S S ^ / T r ? W « ™ ' ™ 
OGC/IOB# 2007-0665 S c L A S ^ oi: 0 5 - 2 6 - 2 0 3 2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

All INFORMATION CONTAINED 
1EFZIII 15 UNCLASSIFIED EXCEPT 

EKE SHOWN 0THERUISE 

(U) 

Refere:¿f e : 

• M Derive 
Decías 

; G- 3 
y^On: 20320327 

(U) 
(S) 
(U) 

2 78-HQ-C1229736-VIO Serial 2090 

3 2ytí-HU-Ci22y736-V10 üerial 2229 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from 
IOB error. 

Office dated 01/03/2007, reporting a possible 
Based upon a review of the referenced EC it is the 

IIS's opinion the incident(s) described therein an administrative 
issue. Therefore, no internal investigation will be conducted by 
the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

S E C R E T / / 2 0 3 2 0 3 2 7 

NSL VIO-1595 



(Rev. 01-31-2003) 
SE£RET//20320328 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 

b6 
b7C 
b2 

Precedence : 

To : 

ROUTINE Date: 03/28/2007 

Attn: ADIC (Personal Attention) 

From: Inspection 
Internal investigations Section. IPU, Room 3041 
Contact : 

Approved By: Miller David I a n ^ WÄ 

b2 
b7E 

Drafted By: 

vCase ID #: 

Title: (U) 

DECLASSIFIED BY 65179 DHH/KSR/JW 
OH 05-26-2007 

(U) 263-HQ-O-U - 757 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 3 532 
OGC/IOB# 2007-0665 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS) , and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) M Derived Fŝ ojh' : G-3 
Declassif\rN3n: 20320328 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 2090 

Reference : (U) 2 78-HQ-C1229736-VIO Serial 2090 
278-HQ-C12 29736-VIO Serial 2229 

Details : (U) Upon review of Office's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 

SECRET//20320328 

NSL VIO-1596 



(Rev G.-31-:oCJ) 

SEC: 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
bo 
b7C 

bl 

b6 
b7C 

bl 
b6 
b7C 

bl 
b7D 
b6 
b7C 

bl 
(S)" 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

From: 

Contact: SA 

Approved By: 

Date: 12/19/2006 

Attn: IIS, Room 7825:" 
Attn: NSLB, Room 7 94 7 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U))3 REPORT OF A POTENTIAL IOB MATTER; 

ALL INFORHATION CONTAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 05-26-2007 
CLASSIFIED BY 65179 DHH/KSR/JN 
REASON' 1 4 (C) Synopsis: (U) Report of a potential IOB Matter, DECLASSIFY ON: 05-26-2032 

(U) DeriVed/From : G-3 
Declftssi.fy On : XI 

1073946 

Reference: (S) 

d e t a i l s : The substantive investigation and serials of the 
potential IOB jnftffpr i ̂  rpfprpnrp/d above. The relevant^i£jisniin£j_ 
i nvolved i 

lOb ini 
is SPT~ Her supervisor is SSP 

LSI 

12/18/2006 when SA [ 
(S) The potential IOB matter was discovered on 

results frnm a Matinal Qor-nvi 
was conducting a thorough review of 

material until 
1- hnt- rlirl 

(NSL) [ 
received the results on 

not conduct a thorough review of the 
or 

(S) 
b7C accompanied by an electronic communication (EC 

prepared a NSL which was 

b6 
b7C 

NSL 

VIO-1605 



(Rev 01-31-2003 ) 

SECR&T 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 

Precedence : 

T o : 

ROUTINE Date: 02/01/2007 

Inspection 

Attn: 

Attn: 

SA 
S SA] 
CDC 
IIS 
C RS 

bó 
b7C 
b2 

From: Office of the General Counsel 
NSLB/CILIJ/Room 7 94 7 I 
Contact: 

Approved By: T h n m a s .Tnl -i P vl! 

Drafted By: 

Case ID #: (1 

(202) 324 

2 78-HQ-C12 2 973 6-VIO' (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-626 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 05-26-2007 
CLASSIFIED BY 65179 DMH/KSR/JU 
REASON: 1.4 (C) 
DECLASSIFY ON: 05-26-2032 

(U) Synopsis: Q^) It is the opinion 
Counsel (OGC) that this matter mus 

of the Office of the General 
must be reported to the 

Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

(U) Derived Froto>^^fiKiltiple Sources 
Dec las s lfy^6n : TĴ TO) 1 / 2 0 3 2 

Reference: (U) 2 78-HQ-C122973 6-VIO Serial 1933 

Administrative: (U) (U) This communication contains one or 
more footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

( U ) 

b2 
b7E 

bl 
b2 
b7E 

Details : M The refprpnrpH plprtmnir communication (EC) from 
dated 12/19/2006, requested 

tftat OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. In our opinion, it 
does. Our analysis follows. 

(V). 
Letter (NSL) requesting 

3 -

SE CR 

OIG/DOJ REVIEW: 
FBI INVESTIGATE 
OIG/DOJ INVESTIGATION: 

DATE: 3 I k ? h 

nal Security 

(SI 

b6 
b7C 

NSL VIO-1608 



DECLASSIFIED BY 65179 DMH/KSR/JU 
ON 05-26-2007 

February 1, 2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5 0209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2C07-626." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

2 7 8 -KQ-C12 2 9736-VIO - 2294 

UNCLASSIFIED WHEN 
DETACHEp\FROM 
CLASSIFIEDS. ENCLOSURE 

Derived From: \ >mltiple Sources 
Declassify On : X02/01/2032 

SEbßET 
/ \ NSL VIO-1612 



ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

SEĈ ijJT 

DATE: 05-26-2007 
CLASSIFIED BY 65179 DMH/KSR/JW 
REASON; 1.4 (C) 
DECLASSIFY ON: 05-26-2032 

b2 INTELLIGENCE OVERSIGHT BOARD 
b7E 

IOB) 
DIVISION 

IOB MATTER 2007-626 (U) 

MATTER 

b2 
b7 E 
bl 

<S) of the Federal Bureau 
reported a potential IOB involving a of Investigation (TB 

National Security Letter (NSL) requested by[ 
transcription error, sought information about a 
belonging to a person who was not the subject of 
security investigation. 

which, through a 
telephone number 
an FBI national 

(S) prepared an NSL requesting subscriber information 
b2 
b7E 
bl 

bl 

(S) 

I 

b2 
b7E 

Due to an administrative 
error m drafting the NSL and the accompanying EC, the case agent 
requested information for the wrong telephone number. Therefore, 
the NSL contained a substantive typographical error when it was 
sent to the provider. 

;sf upon a thorough review of the NSL 
results, the case agent noticed the discrepancy in the telephone 
number. The case agent immediately notified her supervisor and 
took, the proper steps to sequester the information. None of the 
non-relevant information from the original NSL results was 
uploaded into the FBI computer systems, nor was any investigative 
action taken based on this information. 

(X) Due to inadvertent typographical error, | |received 
NSL results on a telephone number that was not associated with 
the subject of an authorized investigation. However, due to the 
fact that there was an unauthorized collection of presumed U.S. 
person information, the error is a reportable matter under 
Section 2.4 of Executive Order 12863. 

Derived fronHitfultiple Sources 
Declassify/^}: 02/01/2032 

SEC^ÉT 

SECRET 
NSL VIO-1614 



(Rev. 01-31 -2003) 

S E C Ì ^ T 

Precedence : 

To 

FEDERAL BUREAU OF INVESTIGATION 

tfï - W) 
Date: 12/18/2006 ROUTINE 

Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7975 

b2 
b7E 
b6 
b7C 

(C) 

F r o m : 
RA 

Contact: SA 

Approved By: 

Drafted By: 

— """ DATE: 05-26-2007 
CLASSIFIED BY 65179 DMH/KSR/JU 
REASON: 1.4 (C) 
DECLASSIFY ON: 05-26-2032 

Case ID #; 
b2 
b7E 

2 78-HO 
278 
278 

C1229736 - VIO (Pending) 

Title: (U) 

•C136372 (Pending) 
113 (Pending) 

REPORT OF POTENTIAL 
IOB MATTER 

ALL INFCRHATION CONTAINED 
HEREIN 13:UNCLASSIFIED EXCEPT 
«HERE SHOWN OTHERWISE 

( U ) 

( U ) 

Synopsis: Possible IOB error for non-compliance with a 
requirement of the Attorney General. 

bl 

X 
Reference: (Si 

Derivi 
Declaatìif 

im G-3 
25X1 

Enclosure(s): (U) Enclosed for the case files are one copy of 
the referenced EC. 

Details: 

(U) ) Case Agents: SA 
b6 SA 
b7C 

s c 
CM 

SEbs^T^ 

b6 
b7C 

NSL VIO-1615 



DATE: 05-30-2007 
CLASSIFIED BY 65179 DMH/KSR/JW ALL INFORMATION CONTAINED 

(Rev 01-31-2003) REASON: 1.4 (C) HEREIN IS UNCLASSIFIED EXCEPT 
DECLASSIFY ON: 05-30-2032 S E C ^ T WHERE SHOWN OTHERWISE 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 
b2 

( U ) 

ÜJ> 

( U ) 

( U ) 

Precedence : 

T o : 

ROUTINE Date : 01/23/2007 
b2 
b7E Attn: SAC 

ASAQ. 
CDC 
SSA 
A/S2E. 
SA 
SA 

Inspect ion Attn: IIS, 

b6 
b7C 

From: Office of the General Counsel 
NSLB/CILU/Roon L 
Contact: SSA 

Approved By: 

Drafted By: 

Case ID #: 

T i t l e : 

278-HQ-C1229736-VIO' 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-629 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

( U ) DerivedxP'rom : G-3 
Declassify On: 25X1 

Reference: 278-HQ-C1229736-VIO Serial 1995 
(U) Details 

the 
b2 
b7E 

I L S J _ X Bv electronic communication (F,C 
Field Office 

dated 12/18/2006, 
_ _ _ . requested that OGC 

review the facts of the captioned m a t t e r and determine whether it 
warrants reporting to the IOB. In our opinion, it does. Our 
analysis follows. 

bo 
b7C 
b2 
b7E 

(S) 

OIG/DOJ REVIEY 

FBI INVESTIGAI 
DIG/DO J INVESTIGATION: 

case agent, sdumittsa a National Security Letter (NSL) seeking 

SECif̂ ET 

DATE: ? 
NSL VIO-1619 



DECLASSIFIED BY 65179 DHH/KSR/JU 
ON 05-26-2007 

January 23, 2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2007-629." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 2 7 8- HQ-CI22 9736-VIO - 2244 

UNCLASSIFIED WHEN 
DETACHEDXFROM 
CLASS IF/EE^ ENCLOSURE 
Derived N^oxns G-3 
Declassify On: 25X1 

SE^ET 
NSL VIO-1623 



SECRET 

bl 
b7D 
b2 
b7E 

(U) 

b2 
b7E 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
FIELD OFFICE 

IOB MATTER 2007-629 (U) 

bl 
b7D 

(3) By electronic communication dated December li 
2006, the Federal Bureau of Investigation (FBI) 
Field Office reported that, the FBI 
submitted a National Security Letter (NSL) seeking telephone 

records relating to a certain target! I Due to a 
typographical error, the telephone number on the NSL was 
erroneously transcribed. On March 14, 2006, the telephone 
records were opened and it was determined that they were not the 
target's records, 
telephone records. 

immediately ceased review of the 

Due to the incorrect number stated in the NSL, the 
FBI received records pertaining to a 
telephone number that was neither under investigation nor related 
to an investigation. The error was discovered upon receipt of 
the information, and the records were neither reviewed nor used 
for any investigative purpose. Despite the inadvertent nature of 
the mistake, the fact remains that information was improperly 
collected on a telephone number unrelated to an investigation. 
The overcollection was a violationl ' 

matter is being reported to the IOB. 
Thus, the 

DATE: 05-26-2007 
CLASSIFIED BY 65179 DMH/KSR/JtJ 
REASON: 1.4 (C) 
DECLASSIFY ON: 05-26-2032 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Derivèdifom: G-3 
Declas^iryxpn: 25X-1 

ET 

S E b ^ E T 

NSL VIO-1625 



l R e v O l ò 1-2003) 

SECRET^Î^CON/NOFORN 

BUREAU OF INVESTIGATION 

Precedence: PRIORITY Date: 12/18/2006 

b2 
b7E 
b6 
b7C 

bl 
be 
b7C 
b2 
b7E 

bl 
b7D 

To: Inspection 
General Counsel 
Counterterrorism 

From: 

IIS, Room 11861 
!, Room 7975 

SSA" 
ALL; INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
HERE SHOOT OTHERWISE 

DATE: 05-26-2007 
CLASSIFIED BY 65179 DHH /KSR/ JU 
REASON: 1.4 (C) 
DECLASSIFY ON: 05-26-2032 

oTJX.-HW- (WiDcn-iL.. in 
Pending) 
V-l -) i r,, / 

0 J 

Synopsis: (S//OC/NF) To report that 
excessive data that wag nnf 

provi ripH 

TO aocument tne 
uequeycermg arid destruction ot this data in FBI databases, 

( U ) 

X 
Derived Fromi^Ftfl SCG G-3, Jan. 1997 
Declassify Ojk^>2^18/2031 

(U) Enclosure(s): LHM for CTD to disseminate to the Office of 
Intelligence and Policy Review (OIPR). 

bl 
b2 
b7E 
b6 
b7C ]udta tnat was recefived 

be ces. 
b7C 

V-tCA- v o 
I ! 

SECRET>^6ON/NOFORN 

NSL VIO-1630 



February 26, 2007 

BY COURIER 

DECLASSIFIED BY 65179 DHH/KSR/JW 
ON 05-26-2007 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2007-704." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 278-HQ-C1229736-VIO 

UNCLASSIFIED WHEN 
DETACHEX FROM 
CLASSI/IE^ ENCLOSURE 

DeriV^d^Pi-om: G-3 
Declai^fi^y On: 25X1 

S E ^ T N S L viO-1641 



SÈS^ET 

bl 
b2 
b7E 
b7D 

bl 
b2 
b7E 
b7D 

b2 
b7 E INTELLIGENCE OVERSIGHT BOARD r IOB) MATTER 

DIVISION 
IOB MATTER 2007-704 (U) 

(S) 
Federal Bureau of Investigation ("FBI") has reported electronic 
surveillance errors in conjunction with its ongoing 
counterterrorism investigation of an identified U.S. person 
"USPER"). I I 

thereby resulting in an inadvertent over-collection, it reported 
the matter to both NSLB and the Office of Intelligence Policy and 
Review ("OIPR"). In addition.! 

(U) This matter has been reported to the FBI's 
Inspection Division for appropriate action. 

Derived rj(om : G-3 
Declassv±y\>n: XI 

DATE: 05-26-2007 
CLASSIFIED BY 65179 DHH/KSR/JW 
REAS0H: 1.4 (C) 
DECLASSIFY OH: 05-26-2032 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

S E ^ E T 
NSL VIO-1643 



KD-962 (Rev. 03-21-2005) 

b2 
b7 E 
b6 
b7C 

SECR^? 
FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE 

Inspection 
General Counsel 

Date : 01/25/2007 

Attn : 
Attn: 

IIS, Room 11861 
NSLB, Room 7975 

Drafted By: 

(U) Case ID # : 278-HQ-C122 9736-VIO , C-Z/â̂ . 

Title: (U) REPORT OF POTENTIAL IOB MATTER 

ĵjj Synopsis: To report possible IOB error. 

bl 
b7A 

bl 
b7A 

( U ) Derived Fr^tKj^^BI SCG-3, January 1997 
Declassify Ot?T\01/25/2032 

Details : 

(S) The captioned potential Intelligence Oversight Board matter 

(S) A National Security Letter (NSL) was issued in the above 
referenced case to obtain subscriber information I I 

J During the preparation of the 
NSL, two of the digits in the telephone number were transposed 
resulting in the request for subscriber i nformer i on I 
for telephone number | ~1 instead of The NSL 
was approved and issued, and the carrier provided records for 
telephone number 

nlzileL T 

tvtohjf mfe/ 
ai »0 

a. a 
b6 
b7C 

SECRET 

N^L VIO-1644 

/ 



(Rev. 01-31-2003) 

SECR&E^ 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To : 

ROUTINE Date: 02/26/2007 

Attn: SAC 
CDC 

b2 
b7E 
b6 
b7C 

Counterterrorism 

Inspection 

From: General Counsel 
NSLB/CTLU I 
Contact: SSA 

Attn: ITOS 1, CONUS IV 

Attn: IIS 

Approved By 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 0S-26-2007 
CLASSIFIED BY 65179 DHH/KSR/JTJ 
REASON: 1.4 (C) 
DECLASSIFY ON: 05-26-2032 

2 78-HQ-CI229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
MATTER 2007-688 

(U) Synopsis: The z N .Division requested that the Office of 
b 2 General Counsel (OGC) review a potential Intelligence Oversight 
b7E Board (IOB) error and determine whether it is reportable to the 

IOB. It is the opinion of OGC that this matter must be reported 
to the IOB. OGC will prepare and deliver the necessary 
correspondence to the IOB. 

( U ) 
( U ) Reference: 

Details: (S) 

Derived From : 
Dec1assifyNOn: 

G-3 
02/26/2032 

27 8 -HQ-CI229736-VIO, Serial 2112 

Pursuant to this 
b'l 
b7A 

investigation, a National Security Letter (NSL) was issiiPri 
requesting subscriber information! 
records in accordance with 18 U.S.C. 52705. Purina th~ 
preparation of the NSL two of the din-its in I I 
number were transposed 

b6 
b7C OIG/DOJ REVIEW 

FBI INVESTIGAI 

C;ane.j I N V E S T C A T W 

n n V i i p n e 

- A 

m -VW 
NSL VIO-1647 



February 26, 2007 

BY COURIER 

DECLASSIFIED BY 65179 DHH/KSR/JW 
ON 05-26-2307 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
20C7-688." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 2 7 8 -HQ-C1229736-VIO - 2321 

UNCLASSIEiED WHEN 
DETACHENTFROM 
CLASSIFIED ENCLOSURE 

Derivect\B;éom: G-3 
Declassify On: 02/26/2032 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

NSL VIO-1651 



SECRET 

b2 
b7E 

TNTFJ.T.TqRNrrK OVERSIGHT BOARD (IOB] 
IFIELD OFFICE 

IOB MATTER 2007-688 (U) 

MATTER 

bl 
b2 
b7E 

b2 
b7 E 

(S) By electronic communication dated January ?.5, 
2007, the Federal Bureau of Investigation (FBI) ¡Field 
Office reported that,| I the FBI issued a 
National Security Letter (NSL) seeking subscriber information ¡_ 

records. Due to a typographical error 
reade bv the FBI on the NSL, the FBI obtained | ~| 

records pertaining to a telephone number that was not 
relevant to an authorized investigation, | 

Thus, the matter is being reported to the IOB, 

(S) The FBI deleted the information. 
and sequestered the data. The FBI "will return the 

inadvertently obtained data to the telephone carrier, or destroy 
the data with documentation to the file. 

DATE: 05-26-2007 
CLASSIFIED BY 65179 DMH/KSR/JW 
REASON: 1.4 (C) 
DECLASSIFY ON: 05-26-2032 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Derived from: G-3 
Declassify oiy^02/26/2032 

SEC^fr] 

SECR 
SL VIO-1653 



h D - % 2 (Rev 03-21-2005) 

(U) 

(U) 

(U) 

(U) 

bl 
b7D 
b6 
b7c 

Precedence 

sÈbl^ET 
FEDERAL BUREAU OF INVESTIGATION 

01 T (,-,$ 'j' 

ROUTINE Date: 01/19/2007 

To: Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 97 5 

From: 

Contact: TFO 
Approved By: 
b2 
b7E 
b6 
b7C 
Drafted By: 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Case ID #: M ?7S-Hn-n 
hi (S) 

(S) 

DATE: 05-27-2007 
CLASSIFIED: BY 65179 DHH/KSR/JW 
REASON: 1.4 (C) 
DECLASSIFY ON: 05-27-2032 

Title: (U) POSSIBLE INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 
Synopsis: To report possible IOB error. 

X DerivfedProm : G-3 
Declassify On: XI 

6 4. Description of IOB Error. 
(S) A National Security Letter (NSL) 

\ wag gnhmi t t-pH I I r-om i P g f j ng 
information! 

5C JJiAJduur 
CJUL lik^lwjo:' b6 

b7C 

SECRET 
\ NSL VIO-1654 



FD-962 (Rev. 03-21-2005) 

àEÇRET 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To: 
ROUTINE Date: 01/29/2007 

Inspection 
General Counsel Attn: IIS, Room 11861 

Attn: NSLB, Room 7975 
Attn: CDC/Legal Unit 

SJ¿ 
blE 
bo 
D 7 C 

( U ) 

From: 

Contact 

Approved By 

Drafted By: 

Case ID #: ^ 278 -JÜQ-C122973 6-VIO 
(U) 278Q-C136372 ^ 

JATE: 05-25-2007 
CLASSIFIED BY 65179 DHH/KSR/JW 
REASON: 1.4 (C) 
DECLASSIFY ON: 05-25-2032 

1073946 

(U) 

( U ) 

bl 
bo 
b7C 
b2 I) 
b"?E 

ALL INF0RHATI0N CONTAINED 
I M TMTITT T TRIDIRNCI HEREIN IS UNCLASSIFIED EXCEPT 
(U) INTELLIGENCE OVERSIGHT BOARD (IOB) ERRORWHERE SHOWN OTHERWISE Title: 

Synopsis: Report of a potential IOB matter 

Deriv^d^From : G-3 
DecljMi^iiy On: XI 

Details 

(S) 1. 

be 
b7C 

bl 
b6 
b7C 

3 . 

4 . 

Case Aqen-ti: 
Superviso^: SSA| 

(S) 

<UÍ h X KÍ' NK F o r e Í 9 n Intelligence Surveillance Act (FISA) recmest 

b-
b2 
b7 E 

m ()() 
(S) 

(U) f^j 

5. Possible IOB Error: 

S C 
en 

description of IOB Error (including any reporting delays): 

(ct 

/ 

'•fOl 
Do ' |b7C 

SEcks^ 

iuJls bà/oz/ò 7 

NSL 

VIO-1661 



(Rev 01-31-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
bl E 
bo 
b^C 

( U ) 

(U) 

(U> 
b2 
b7: 

b2 
b7E ( U ) 

b [ 
be 
b7C 
b7D 
b2 
b7 E 

Precedence : 

To : 

ROUTINE Date: 02/26/2007 

Attn: SAC 
CDC 

Counterterrorism 

Inspection 

From: General Counsel 
NSLB/CTLU I 
Contact: SSA 

Approved By: 

Drafted By: 

Case ID #: j^} 

Title: ( X 

Attn: ITOS 1, CONUS IV, Team 15 

Attn: IIS 

/ 
DATE: 05-25-2007 
CLASSIFIED BY 65179 DHH/KSR/JU 
REASON: 1.4 (C) 

LA5SIFY ON: 05-25-2032 

H E E 

278-HQ-C1229736-VIO^( Pending) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
MATTER 2007-690 

Synopsis: The I Division requested that the 
Office of General Counsel (OGC) review a potential Intelligence 
Oversight Board (IOB) error and determine whether it is 
reportable to the IOB. It is the opinion of OGC that the above 
referenced matter need not be reported to the IOB. Our analysis 
follows. 

(U) Ç£< 

Reference: ( 

Details : 

De r i v G - 3 
Deel asgü^Oa-i-^ 0 2/2 6/2 0 3 2 

278-HQ-C122 973 6-VIO. Serial 2126 
278^ [CI36372, Serial 122 

S) 

Pursuant to this investigation, a National Security Letter (NSL) 
was issued in accordance with 18 U S.C. §2709 seeking telephone 
toll billing records fori I telephone n u m b e r [ _ _ _ r 

I Unbeknownst to the 

b6 
b7C 

OIG/DOJ REVIEW: 

, FBI INVESTIGATI(U 
OIG/DOJ INVESTIGATION? 

NSL 
VIO-1664 
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FD-962 (Rev. 03-21-2005) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
cn-W^ 

Date: 02/05/2007 
To: Inspection 

General Counsel Attn: IIS, Room 11861 
Attn: NSLB, Room 7 97 5 

b? 
b7E 
bb 

From 

Attn : ASAC 
CDC 

b 7 C Contact: SA 
Approved By 

Drafted By: 
DATE: 05-29-2007 
CLASSIFIED BY 65179 DHH/KSR/JW 
REASON: 1.4 (C) 
DECLASSIFY ON: 05-29-2032 

278-
62P 

1M1229736-VIO 
A89455-IOB ^ \<\ 

Title: 
b6 
b7 C 

( U ) 

|U) 

SA 
SSA 
INT* 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

ELLIGENCE OVERSIGHT BOARD (IOB) ERROR 
Synopsis: ( ^ To report possible IOB error. 

( U ) Derived ITf&ii : G-3 
Declass^fy\On : 02/05/2032 

Possible IOB Error 

Se?ays)! Ì O n ° f I 0 B E r r ° r ( i n c l u d i ^ any reporting 

bl 
b6 
b7C 
b7D 
b7A 
b4 

i.S) On rj8/28/2006f a Nfitiryial Security L e t t e r rwsr.ì ^ 

requesting [ :ds pertaining to the 

b4 
_ _ • , / / sècRET//20320205 

NSL 

VIO-1668 



(Rev . 01-31-2003) 

. SESTET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE Date: 03/21/2007 

b2 
b7 E 
b6 
b7C 

Inspection 
From: 

Contact 

Approved By: Thomas Julie 

Attn: 

Attn: 
Office of the General Counsel 

CTT,n/N.qT.R/nr:r/Rrv™ nq/i/7 

IIS, CRS 

( U ) 

( U ) 

(U) 

Drafted By: 

Case ID # : (W) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Title: X ' 

27 8-pii£L-C12 97 36-VIO (Pending) 
> 62P| J-A89455-IOB, (Peking) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-686 

DATE. 05-29-2007 
CLASSIFIED BY 65179 DMH/KSR/JW 
REASON; A , 4 (C) 
DECLASSIFY ON: 05-29-2032 

Synopsis: it is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review bu the Counsel 
to the IOB. 

<U) 

(U) Reference: 

< K Derivech-Çrom^-K G-l 
D e c l a s s i f j ^ Ó Q : 0 3 / 2 1 / 2 0 3 7 

27a=HCL-C129736-VIO Serial 2130 

(Uï 
b2 
b7 E 

62E -A89455-IOB Serial 19 
Dei tails : By EC dated 02/05/2007,. 

requested OGC review the facts of the captioned matter 
iField Offi ce 

and determine whether it warranted reporting to the IOB. As 
detailed further below, this possible IOB error is not reportable 
to the IOB. 

bl 
b7D 
b7A 
b4 

(S) On 08/28/2006. a Wai-innai Qpcurity Letter (jlBT.l | | t 
b6 
b7C 

OIG/DOJ REVIE 
FBI INVESTIGATI 

OIG/DOJ INVESTIGATION: 
m l 

SEds^T^ 

DATS. H l'i t / 

NSL 
VIO-1671 



FD-902 (Rev. 0.1-21-2005) 

SECfcB5//20320126 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
To: Inspection 

General Counsel 
From: 

Date: 01/26/2007 
*7- to*7 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7975 

b6 
b7C 
b2 
b7E 

Approved BY: 

(U) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

b6 

Drafted By: 

Case I D U: ()() _ 2 7 8 - H Q - C 1 2 2 J 9 7 3 6 - U T D 

DATE: 05-29-2007 
•j CLASSIFIED BY 65179 DHH/KSR/JW 
\REASON: 1.4 (C) 
DECLASSIFY ON: 05-29-2032 

b 7 cTitle: (vy TFO 

(U) INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

(U) 

Synopsis: To report possible IOB error. 
Derived From > \ £ B f SCG-3 JANUARY, 1997 
Declassify 0n>^()-K26/2032 

bi 
b6 
b7C 

if) 

Details: (S) 1 

(S) 2 . 

3. Possible IOB Error: 
(S) bl 

b2 
(lb7E (V) 

^ Ascription of IOB Error (including any reporting delays] 

bl 
b 6 
b7C 
b7D 
b7A 
b2 
b7E 

s c M A A I M : 
CJUb 

rr-y /I 
16 

q-
b6 
b7C 

SlîbfiET//20320126 

NSL 
VIO-1675 
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SEÒ5RET//20320209 
FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 
To: Inspection 

General Counsel Attn: 
Attn: 

oi-1er 

Date: 02/09/2007 

IIS, Room 11861 
NSLB, Room 7975 

Attn : ASAC 
rnr 

From : 

b2 
b"!E 
ho 
b7C 

( U ) 

Contact : SA 
Approved By 
Drafted By: 

Case ID #: 278-Hû^Cl229736-VIO 
62F A8 94 55-IOB 

ALL INFORMATION COBTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

be 
b7C 

(U) 

Title:, „ 'U) SA 
SSA| 
INTELLIGENT UVtlRSÏGHT BOARD (IOB) ERROR 

DATE: 05-29-2007 
CLASSIFIED BY 65179 DHH/KSR/JW 
REASON: 1.4 (C) 
DECLASSIFY ON: 05-29-2032 

Synopsis: To report possible IOB error. 

(U) ^ Derived 
Declassi 

G-3 
02/09/2032 

(U) 

(U) 

Details : 

<s>bin-
b6 
b7C 

(S)b7A • 
h 2 

ì^blE , 

(S) bl 
b2 
b7 E, 

Possible IOB Error: 

'X» Description of IOB Error (including any reporting delays). ^ ^ 

bl 
b7D 
b6 
b7C 
b7A . . 
b4 ^ C 

(S) On nfl/?s/?nn£ A National Semr-itv T O-H-OI- HIOT \ 1 

» R R — t . M — n — 

Qlï, 
A A x f c U - . f r f r l g W c l 

bo 
b7C 

SESJŒT//20320209 

NSL 

VIO-1678 



(01 /26 /1998) 

SEcfcs^ 

FEDERAL BUREAU OF INVESTIGATION 

b 2 
b7E 
b6 
b7C 

(U) 

(U) 

(U) 

bl 
bo 
b7C 
b 7 A 
b2 
b7 E 

D o 
b7C 

Precedence: ROUTINE 

To: 

Date: 3/19/07 

Counterintelligence 
Inspection 

From: General Counsel 
National Security Affairs/Room 7974 
Contact: Julie F. Thon{as 

Approved By: Thomas Jul 

ASAC 
CDC 

I 
AD 
IIS, CRS 

Drafted By: 

Case ID #: 

T i t l e : 

278-HO-CI229736-VIO • 
62F[~J-A89455 _ ID3 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 05-29-2007 
CLASSIFIED BY 65179 DHH/KSR/JW 
REASON: 1.4 (C| 
DECLASSIFY ON: 05-29-2032 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2007-705 

(U1 
b2 
b7 E 

Synopsis: (V) It is the opinion of the Office of the General 
Counsel (OGC) that no error was committed in this matter, and 
therefore nothing need be reported to the IOB. A record of this 
decision should be maintained in the investigation control file 
for review by the Counsel to the IOB. 

(U) Derived^fxgar'l G-3 
Declass^fyOtM XI 

Reference: 

Details: (Si 

2 7 8 -HO 
62F 

LC1229736-VIO-TC*14( ¿ ( S 9 
]A89455-4fcÖ ZI 

" H ; 1 1 a National security Letter (NSL) was 

0IG/D0J REVIEW: 
FBI INVESTIGATI^ 

Oiu.'ÖOJ lif/ESTIGATION: 

SEKRET 
DATEhY- If-C ? \ 

éii 

NSL 

VIO-1681 



(Rev. 01 -31-2003 ) 

S E C R ^ 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b 7E 
b6 
b7C 

¡U) 

(U) 

(U) 

bl 
b7A 
b6 
b7C 
b7D 
b2 
b7 E 
b4 

Precedence: ROUTINE 

To : •/ Inspection 

General Counsel 

Date: 02/16/2007 

Attn: 

Attn: 

IIS 
Room 11861 
NSLB 
Room 7975 

From: 
Chief Div.isirin r m m ^ i 
Contact: 

Approved By: 

Drafted By: 

Case ID #: 278-HQ-C1229736-VIO - <Z li V 

Title: Intelligence Oversight Board (IOB) error 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Synopsis: To report possible IOB error. 

(U) (*) 
DATE: 05-29-2007 
CLASSIFIED BY 65179 DMH/KSR/JW 
REASON: 1.4 (C) 
DECLASSIFY ON: 05-29-2032 

bl 
bo 
b7C 
hi A 
b2 (U) 
K~> F 

Details : ISJ 

(^j 2. Potential IOB error: An NFIPM section 
»SHiSi b y " ^ err°r ^ agent with information not 

(S) 3. Description of potential IOB error- (in 
01/17/20071 a n approvi fiCPA National Security letter riat.H ui/i//<2007J . returned to I w ^ - ^ 
Divisioni Irprnrds for telephone numberl 

m-iiLiieu r 

t u e r a e t T 
was r.np fo"rT 

"sëc^T" 

NSL 

VIO-1685 



( R e v . 0 1 - 3 1 - 2 0 0 3 ) 

S E C R E T 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
bb 
b7C 

bl 
b7E 
b2 

\ 

( U ) 

(J) 

(U) 

(UJ 

< u > 

bl 
b6 
b7C 
b7A 
b2 
b7E 

Precedence: ROUTINE 

To : 
Date: 03/12/2007 

Counterterrorism 

Inspection 

From: Office of General Counse 
NSLB/CTLU I 
Contact: ucl 

Attn: SAC 
CDC 

Attn: ITOSI, CONUS 1, 

Attn: IIS 

I 

Approved By: Thomas Julie F1 

Drafted By: 

Case ID #: 
(S) 

Title: ( X 

2 7 R - H n - r i ^ O ^ C - V T A (Pending) 
(Pending) 

INTELLIGENCE OVERSIGHT BOARD 
IOB MATTER 2007-715 

Synopsis: ^ it is the opinion of the Office of the General 
Counsel (OGC) that the above referenced matter need not be 
reported to the Intelligence Oversight Board (IOB). Our 
analysis follows. 

X Decla8si£y--T5n?^-e3/12/2 032 
Reference: ^ 278-HQ-C1229736-VIO Serial 2164 

Details: (S) By electronic commun-ication ("EC") dated 
February 16, 2007, the Division reported a potential IOB error in conjunction wnhh nngn^g 
countertprrnri gn m^ct-A r 

a United states Person as that term 
-lb u e n n e a m Tne Attorney General's Guidelines for FBI 

b6 
b7C 

DATE: 05-29-2007 
CLASSIFIED BY 65179 DHH/KSR/JW 
REASON: 1.4 [CJ 
DECLASSIFY ON: 05-29-2032 

01G/D0J REVIEW] 
FBI INVESTIGAI 

OiG/DOJ INVESTIGATION: 

S ^ R E T 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

-Ll 

NSL 

VIO-1691 



(Rev. 0 1 - 3 1 - 2 0 0 3 } £ 
S E C R E T 

FEDERAL BUREAU OF INVESTIGATION 

dun 
Precedence: PRIORITY Date: 02/21/2007 

To: General Counsel Attn: 
Inspection Attn: 
Charlotte Attn: 

From: Charlotte 
Raleigh RpsiHont a 
Contact: SA 

bo 
b7C 
b2 

Approved By: 

2 78-HQ-C122 9736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD (IOB) VIOLATION 
/ \ FBIHQ - CHARLOTTE DIVISION 

Synopsis: (U) Report of a potential Intelligence Oversight 
Board (IOB) matter. 

( U ) 

(U) 

bl 
b2 
b7E 

b6 
b7C 

Reference: ( X 
(S) 
(S) 

Derived FRFCUNR : G - 3 
Declassify/Xto: 02/21/2032 

97ft-Hn-fi onannc fnvH 1 — o n n — 

Enclosure(s): (U) Enclosed for NSLB and IIS are the following: 
One copy of a serips r>f e-mails (3 pages) to include 

an e-mail from 
FBI HQ, CTD, datlea U//2i/,2üüb. 

to ASC et al, 

bl 
bo 
b7C 
b2 
b7 E 

Details: 

lite o^jo] 
b6 
b7C ALL INFORMATION CONTAINED 

HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

SE^^ET 

DATE: 05-29-2007 
CLASSIFIED BY 65179 DMH/KSR/JW 
REASON:; 1.4 (C) 
DECLASSIFY ON: 05-29-2032 

NSL 

VIO-1696 



(Rev, 01-3l-2u03) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To: Charlotte 

Counterterrorism 

Inspection 

Date; 03/13/2007 

Attn: 

Attn: 

Attn: 

SAC 
CDC 

ITOS 1, CONUS 2, Team 8 

IIS 

From: Office of General Counsel/ 
NSLB/CTLU I 1 — 
Contact: UC 

b6 
b7C 
b2 

(U) 

(U) 

(U) 

Approved By: Thomas Julie 

Drafted By: 

Case ID #: 278-HQ-C1229736-VIO"" "(Pending) 
P-j 

Title: K ) INTELLIGENCE OVERSIGHT BOARD 
IOB MATTER 2007-717 

Synopsis: It is the opinion of the Office of General 
Counsel (OGC) that the above-referenced matter must be 
reported to the IOB and to the Inspection Division. OGC will 
prepare and deliver the required correspondence to the IOB. 
Our analysis follows. 

(U) 

( Ü J 

b: 
b6 
b7C 
b2 
b7 E 

Reference 
a 1 B • 

« 
•H 

DeriveàNFaeóm 
Declas^irfy^On • 

278-HQ-C1229736-VIO Serial 2180 
_LS_L I 

bl 
b2 
b7 E 

is) 

bl 
b6 
b7C 

(,ai 
01/n-7/onn<=, I 

As a rpsnl t~ nf l~hp invPRt-.igation 

be 
b7C 

OIG/DOJ REVIEW: 
FBI INVESTIGATE 

O I G / D O J INVESTIGATION: 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 05-29-2007 
CLASSIFIED BY 65179 DHH/KSR/JW 
REASON: 1.4 (C) 
DECLASSIFY ON: 05-29-2032 

NSL 

VIO-1703 



SEC^EI 

(S) 
INTELLIGENCE OVERSIGHT BOARD (IOB) 

CHARLOTTE DIVISION 
IOB MATTER 2007-717 (U) 

MATTER 

bl 
b3 FGJ 

te The Charlotte Division ("Charlotte") of the 
Federal Bureau of Investigation ("FBI") reported via electronic 
communication dated February 21, 2007, that a National Security 
Letter was served requesting records that were beyond the 
permissible scope of a National fiprnrif» T.ot̂ or- Specifically, 
the FBI sought to obtain 
u n i v p r s i l - y ^ f p r a n i n H i v i 

bombings. 
i±a_ 

from a state 
J»iith ties to the July 2 005 London 

a r e outside the scope of records 
that may be obtained with a National Security Letter. The state 
university recognized this error and refused to produce any 
records in response to the National Security Letter. 
Accordingly, no records were obtained as a result of the service 
of this National Security Letter. The FBI rescinded the National 
Security Letter, and in.qtpad served a Federal Grand Jury subpoena 
for[ The state university complied with 
the federai Grand Jury subpoena and produced 

M The FBI's service of a National Security Letter 
' requesting educational records was in violation of The Attorney 

General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, even though no records were 
obtained in response to the National Security Letter. Thus, the 
matter is being reported to the IOB. 

(U) This matter has been reported to the FBI's 
Inspection Division for appropriate action. 

DATE: 05-29-2007 
CLASSIFIED BY 65179 DMH/KSR/JW 
REASON: 1.4 (C) 
DECLASSIFY ON: 05-29-2032 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DerivectNExoii' : G-3 
Declassify^a6i\03/07/2032 

SECkÇT 

NSL 

VIO-1708 
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SEC^T 
FEDERAL BUREAU OF INVESTIGATION 

Ô7-7/Î 

b2 
b7E 
b6 
b7C 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

From: 

Contact: SA 

Approved By: 

Date: 02/23/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

(C) 278-HQ-C1229736-VIO — ^ I S / ^ 
SA 
SSA I 

(U) 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: To report possible IOB error. 

( U ) M 
Derived FroBr---^irai--SCë^3, January 1997 
Declas s if^jSar^SS/^a/aO 32 

Details : 

1. 
bi 
b6 
b7C 
b7A 
b2 
b7E 

(S) 

(S) 2 . 

3 . 

(S) 

Possible IOB Error: (See description bèlow.) 

bl 
(U) 

bo 
b7C 
b2 

(U) 

bl 
b6 

4. Description of IOB Error (including any reporting delays; 

On 02/21/2007, CDC advised SSA 
1 of a potential IOB violation identified during an 

jiudit by the Office of Inspector General (OIG). ~ 

(the former (S) On 12/21/2004, Special Agent 
b^c case agent on captioned investigation) issued a National Security 

Letter (NSL) I Ifor subscriber information 
b7E 
b7A 
b4 B C ...LU ¡LÜLAT 

(J&> 
» S M 
S Z m ß S j / sÈfe^EI 

b6 
b7C 

AJ^I 

DATE: 05-29-2007 
CLASSIFIED BV 65179 DMH/KSR/JW 
PEASOH: 1.4 (C) 
DECLASSIFY OH: 05-29-2032 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

NSL 

VI01709 
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SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE 

bZ 
b7 E 
bo 
b'/C 

Counterterrorism 

Inspection 

Attn : 

Attn: 

Attn: 

Date: 03/07/2007 

CT-1 

ITOS 1/CONUS 2/ 

Internal Investigative 
Section 
Attn: 

(U) 

tU) 

(U) 

bo 
b7C 

Rm. 11865 

From : General Counsel 
National ftpr.nritv T.aw Rranr.h/r.TT.HI /T.V-1 Mfi-1 Of) 
Contact: 

Approved By : Thomas Julie 

Draf ted By : 
( T J ) 

afm 

Case ID #: ì&f 278-HO-C1229736-VIO^ (Pending! 
(S) 

Title: M INTELLIGENCE OVERSIGHT BOARD 
(IOB) MATTER 2007-719 

Synopsis:j^) It is the opinion of the Office of General 
Counsel ("OGC") that the above-referenced matter need not be 
reported to the Intelligence Oversight Board ("IOB"). Our 
analysis follows. 

(U) <X Derived 
Declassify^ 7 / 2 0 3 2 

Reference : 278-HQ-C1229736-VIO-2182 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
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Title: INTELLIGENCE OVERSIGHT BOARD' MATTER, 
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Synopsis: It is the opinion of the Office of the General 
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Intelligence Oversight Board (IOB). This matter was reported as 
a potential IOB because it was referenced in the OIG draft of an 
NSL report to be issued March 9, 2007. Submission of this matter 
to the OPR is a matter within the cognizance of the IIS. 
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Title: (U) Intelligence Oversight Board 
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Intelligence Oversight Board (IOB). Our analysis follows. 
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4 . Description of IOB Error (including any reporting delays). 

A NSL was requested under the Fair Credit Reporting 
Act(FCRA)authority for subject's consumer credit report on 04/04/05. 
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identified as being requested undeFFCRA a~ut~horTt"y"but having language 
in the certification from the Right to Financial Privacy Act(RFPA). A 
subsequent review of this NSL is believed to contain the proper 
language from the FCRA. 
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(S) A NSL was requested under the Fair Credit Reporting 
Act(FCRA)authority for subject's consumer credit report on 11/12/04 
which was received. During a DOJ/IJS .r£v.±ew--af -NSLs^ this NSL was 
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in the certification from the Right to Financial Privacy Act(RFPA). A 
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Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and 
del iver the necessary correspondence to the IOB. 

(U) Deriveà^róm : G-3 
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Administrative: (S) This electronic communication (EC) 
contains information from: (1) the EC dated 02/23/2007 from 

_l to OGC reporting a the Field Office 
potential IOB matter; and (2) automated case support (ACS) 

Reference : (U) 2 78-HQ-CI229736-VIO Serial 2188 

Bv electronic communication (EC) dated Details: (SJ 
02/23/2007, ]requested that OGC review the facts of the 
captioned matter ana determine whether it warrants reporting 
to the IOB. In our opinion, it does. Our analysis follows. 
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OH 06-04-2007 

April 2, 2007 

Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
New Executive Office Building - Room 50209 
725 17th Street, Northwest 
Washington, DC 20503 

Dear Mr. Friedman: 

As you know, in March 2007, the Department of Justice, 
Office of the Inspector General (OIG) issued a report entitled, A 
Review of the Federal Bureau of Investigation's Use of National 
Security Letters. In Chapter Six of this report, the OIG 
identified 22 potential Intelligence Oversight Board (IOB) 
matters relating to national security letters (NSLs) in its 
review of a sample of investigative files in four FBI field 
offices. Enclosed, you will find five (5) summaries of 
reportable IOB matters. The Office of the General Counsel (OGC) 
has determined that the other 17 matters are not reportable. As 
always, the FBI will retain copies of those decisions for your 
review upon request. 

The OIG divided the 22 potential IOB matters into three 
categories: improper authorization (1), improper requests under 
the pertinent NSL statutes (11), and unauthorized collections 
(10) . 

Improper authorization: OGC has determined that the 
one instance of improper authorization should be reported as an 
IOB matter. Please see enclosed summary for IOB Matter 2007-733. 

Enclosures 

1 - 278-HQ-C1229736-VIO ' L 
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Derive 
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¡d On: 03/29/2032 
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Improper requests under pertinent NSL statutes: OGC 
has determined that four of the instances noted by the OIG should 
be reported as IOB matters. Please see gnrl na^H onimmari ¿>g for 
IOB Matters, 2007-720 | I |; 2007-718 
(issuing an NSL requesting financial records but citing the 
Electronic Communications Privacy Act (ECPA), among other 
administrative errors); and 2007-733 (issuing NSLs for full 
credit reports in counterintelligence cases (2 instances)). 

OGC has determined that the other seven instances are 
not reportable IOB matters. In three instances, the FBI field 
office issued an NSL requesting a full credit report under the 
Fair Credit Reporting Act (FCRA), 15 U.S.C. 1681v, however, 
certification language from the Right to Financial Privacy Act 
(RFPA), 12 U.S.C. 3414(a)(5)(A) was used later in the NSL. All 
three are international terrorism cases, and therefore, the FBI 
was lawfully authorized to request and obtain the full credit 
reports. As the RFPA applies to both international terrorism and 
countintelligence cases, citing the certification language from 
that statute had no legal impact. The information provided in 
response to these NSLs was not sequestered because the FBI had 
issued lawful NSLs for that information. 

In the remaining four instances, the FBI field office 
issued an NSL requesting a full credit report under FCRA, 15 
U.S.C. 1681v, but the accompanying electronic communication (EC) 
mistakenly included language requesting consumer identifying 
information, 15 U.S.C. 1681u, instead. The mistake in the EC did 
not alter the investigation in any way, and this scrivener's 
error, citing 1681u rather than 1681v, did not violate any law. 
As these were all international terrorism cases and inasmuch as 
the NSL seeking a full credit report was authorized by the 
Special Agent in Charge through his or her signature on the NSL, 
the FBI field office had the proper legal authority to obtain 
full credit reports. Accordingly, this information was not 
sequestered. 

Unauthorized collections: OGC has determined that none 
of the ten instances noted by the OIG are reportable IOB matters. 
Six of these instances involved third-party errors in which the 
carrier provided information beyond the scope of what was asked 
for in the NSL. Five times, the carrier provided information 
beyond the date range requested in the NSL, presumably to comport 
with its own billing cycle. In one instance, the carrier, a 
financial services provider, provided information beyond the 
names/addresses of financial institutions as requested by the 
NSL. By letter dated 11/13/2006, the Counsel to the IOB agreed 
that these third-party errors in the collection of information 
pursuant to an NSL are not reportable to the IOB. 
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INTELLIGENCE OVERSIGHT BOARD (IOB) 

| |DIVISION 
IOB MATTER 2007-720 (U) 

MATTER 

(S) By electronic communication_siabt£iL_Q2/23/2007, the 
Federal Bureau of Investigation (FBI),| "j Field Office, 
rennrtpfl a possible Intelligence Ovprsinhf RnarH fmni 

T-̂ OT-I-OH t-hat on n/pq/pnnsf 

£ uiarge eXéCUtèd a National Security Letter (NSL) 
E l e c t r o n i c Communications Privacy Act iKrpzn ia 
J II 

Jspecial Agent In 
pursuant 
TT q r , § 

to the 
2709. 

lllLUZ Hid L IOTI CO Ché FUI. 
aia not turnish the requested 

NSL Thp 
C^ It is an open legal question whether the 

sought records beyond the scope of ECPA, 18 USC § 2 7o'5Ta 
NSL issued herein received legal counsel approval in the 
Field Office, a legal determination having been made that such 
records fall within ECPA, which allows the FBI to obtain 
"subscriber information and toll billing records information, or 
electronic communication transactional records." 18 USC 
§ 2709(a). 

:s) 

bi 
b4 
b7D 

bl 
b7D 
b2 (U) b7E 

£83 While it remains unclear whether 
statutorily authorized, MSL was 
, . .. I never provided Thus, 

there was never an unauthorized collection in violation of the 
NSIG and ECPA; the subjects rights were not violated. 

. X ) Nonetheless, in accordance with the reporting 
requirements of Section 2.4 of Executive Order 12863, this matter 
is being reported based upon the fact that the NSL may have 
inadvertently sought information unauthorized by the ECPA. The 
Office of General Counsel ("OGC") has reported this matter to the 
FBI's Inspection Division for appropriate action. 
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Field Office 

By electronic communication riai-prj Fphr-iiarv 22 
^Investigation (FBi; t reported that, on June 23, 2004, the 

FBI submitted a National Security Letter (NSL) seeking telephone 
toll billing records relating to a certain target| | Due to 
confusion as to when the investigation was to have expirecl, the 
NSL was erroneously issued after the expiration date of the case. 
Clarification nf f.he expiration date came to the attention of 
FBI -j | during an Office of Inspector General (OIG) 
audit m the Summer of 2 006. FBI -| | was asked to 
sequester the provided phone recoras] Put tney responded that the 
carrier provided them with a letter advising that there were no 
records associated with the NSL request. 

M . Bv e lect ronic communication dated February 22, 
2007, FBI-T~ | reported that, on November 23, 2004, FBI 
Philadelphia submitted two NSLs in an intelligence investigation 
seeking! I pursuant to a statute specifically 
made ayäi lahlp f n r t-prrnri am m*n-or-g only. These NSLs were 

I This mistake was an error on 
nc 

issued 
the pa L m fB1 \ [ wno has since sequestered all 
documents received trom tnese erroneously issued NSLs. 

Due to the incorrect actions stated above, FBI-
las taken steps to sequester all documents obtained 

trom these two incidents. Thp p r r n r s were discovered during an 
OIG audit of the FBI's! [Field Office in the Summer of 
2006. Despite the inadvertent nature of the mistake, the fact 
remains that information was improperly collected. The improper 
collection of this information was a violation of the Attorney 
General's Guidelines for FBI National Security Investigations. 
Thus, the matter is being reported to the IOB. 
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| a National 
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authority and did not articulate the facts supporting its 
issuance. 

(U) This matter has been reported to the FBI's 
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however, the FBI can obtain a full credit report only in an 
international terrorism case. "In five.separate cases, ' 
V m issued N S L S under Sections I68^u (a) _f or] I 
instead or these limited reports, 

|:rom sometimes as "many as two of 
•ar— — 

FBI received! 
JprflVlûërs. 

Qjrnese are provider error§^ During all relevant times, the writer was 
the dase agent and the"Wtiter's supervisor was SSAl 

CjtS 
bt 
b7C 

O G C handJbuL a L L 6 CUM a* a^ ûgcâ.^ 
(Z^r-J •ClY]) 

DATE: 06-04-2007 
CLASSIFIED BY 65179 DHH/KSR/JW 
REASON: 1.4 (C) 
DECLASSIFY ON: 06-04-2032 

SECRET 

NSL VIO-1824 i 

ALL INF0RHATI0N CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERESHOWN OTHERWISE 



iRev C:-31-2l'(J3) 

SECRBÇ 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7 E 
bG 
b7C 

Precedence : 

To: 
ROUTINE Date; 03/20/2007 

Inspection 
Counterintelligence 

Attn: 

Attn: 
Attn: 

SAC 
CDC 

ITS" 

- SSA 
- SA 

From: Off ice of the General Counsel 
National Security Law firaTirh/rTr.rT/PAnn -70/1-7 
Contact: AGC 

Approved By: Thomas .Tnl -i p ftlUKV 

(C ) 

(U) 

<U) 

Drafted By: 

Case ID # : (U) 
(U) 

bl (U) 
b7A (U) 
b2 (U) 
b7E (U) 

b6 
b7C 

Title: X» INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-737 

Synopsis: ^ K It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) DeriveèkFz'om 1 G-3 
Declassixy On: XI 

All INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOT 

C1G/D0J REV1EV 
FBI INVESTIGAI 
QIG/DQJ INVESTIMI U K . 

» A T E \ M j l l £ l 

DATE: 06-04-2007 
CLASSIFIED BY 65179 DMH/KSR/¡TO 
REASON: 1.4 (C) 
DECLASSIFY ON: 06-04-2032 

r< tf 
NSL VIO-1828 



FD-962 (Rev. 03-21-2005) 

SECRET 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 02/20/2007 

To: Inspection 
General Counsel 

From: 

b2 pproved By : 
b7E 
b6 
b7C 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 97 5 

( U ) 

(U) 

(Ü) 

bo 
b7C 
b2 
b7E 

Drafted By: 

Case ID #: _ >-<r78-HQ-C1229736-VIO 
VP (S) 

bl 
b7A 
b2 
b7E 

Title: 

Synopsis : ( 

(U) K 
Reference : 

REPORT OF A POTENTIAL IOB MATTER 

To report a potential IOB matter. 

) Derive&sFrom : G-3 
Declassify On: 02/20/2032 

278-HQ-CI229736 Serial 2570 

E: 06-04-2007 
CLASSIFIED BY 65179 :DÏIH/KSR/JW 
REASON: 1.4 (C) 
DECLASSIFY ON: 06-04-2032 

ALL,, INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Details: On 02/15/2007, the writer discovered a potential 
Intelligence Oversight Board (IOB) matter when reviewing several 
counterintelligence case files in the process of issuing additional 
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Counsel (OGC) that the matters in sections A and B (designated 
below) must be reported to the Intelligence Oversight Board 
(IOB). OGC will prepare and deliver the necessary correspondence 
to the IOB. 

( U ) 

(U) 

DerivecKgrém : 

Administrative:Cs^ This electronic communication (EC) contains 
information from the following dnnnmpnts? (1) a copy of the EC 
d^t^ri o?/?9/?nm from the) 1 Field Office 

to OGC reporting eight potential IOB matters, and 

(U) 

["21 the FBI's Automated Case Support system (ACS) 

b2 
b7E 

jX> L in on 
lopted to submit all eight potential IOB issues 

one E C . T h e EC was divided into five separate sections, A-E, 
and our response will be drafted in a similar manner for 
continuity purposes. These reported IOB matters are all derived 
from the audit conducted by the Office of Inspector General (OIG) 
which took place over the summer of 2006 at four FBI field 
offices. 

b6 
b7C 

0IG/D0J REVIEW 
fbiiwestigwóI 

0/G/D0J ÎNVESTÏGJ NÖAFC 

NSL VIO-1929 



j 

(OGC) (FBI) 

From: 
Sent: 
To: 
Subject: 

(OGC) (FBI) 
Thursday, December 08, 2005 9:06 AM 
THOMAS, JULIE F. (OGC) (FBI) 
RE: IOB 2006-196 

b6 
b7C 

(OGC) (FBI) 

UNCLASSIFIED 
NON-RECORD 

—Original Message— 
From: THOMAS, JUUE F. (OGC) (FBI) 
Sent: Thursday. December 08.2005 9:00 AM 
To: I IOGQ (FBI)t 
Subject: RE: IOB 

]0GC) (FBI) 
b6 
b7C 

UNCLASSIFIED 
NON-RECORD 

Orininal Mpccanc 
From: |_ 
Sent: 
To: 

(OGC) (FBI) 
Thursday, December 08, 2005 7:53 AM 
THOMAS, JUUE F. (OGC) (FBI);!-

Subject: RE: IOB 2006-196 
}OGQ(FBI) 

b6 
b7C 

UNCLASSIFIED 
NON-RECORD 

—Original Message— 
From: THOMAS, JUUE F. (OGC) (FBI) 
Sent Wednesday. December 07,2005 4:29 PM 
To: KOGC) (FBI)I 
SuMKG RE!— 2006-196 

](OGQ (FBI) 

UNCLASSIFIED 
NON-RECORD 

ALL INFORNA' 
HEREIN IS 
DATE 07-1; 

N CONTAINED 
ASSIFIED 
7 BY 65179 DMH/TAH/KSR/JB: 

b6 
b7C 

b5 

Julie 

—Original Message— 
From: | JOGC) (FBI) 

N5L 

VIO-2867 



Sent: Tuescfe,, December 06,2005! 
To: THOMAS, JUUE F. (OGC) (FBI] 
Subject: RE: IOB 2006-196 

UNCLASSIFIED 
NON-RECORD 

14 PM 
(OGC) (FBI) 

Thanks for keeping me in the loop on this. I don't have the historical knowledge that the two of you or [ 

Like I said. I don't have the historical knowledge or experience on these issues, but that's just my 2 cents. 
Maybel "Will weigh in. But please continue to keep me in the loop on this. 

Thanks 

—Original Message— 
From: THOMAS, JUUE F. (OGC) (FBI) 
Sent: Tuesday. December 06. 2005 4:36 PM 
To: 
Cc 
Subject: RE: IOB 2006-196 

ZZkOGC) (FBI) b 5 

pGQ(FBI) b7C 

UNCLASSIFIED 
NON-RECORD 

needs to be kept in the loop here as an IOB coordinator. Keep in mind that the IOB process 
is not just to find an agent at fault but to keep the President, through his appointed board, informed of 
continuing errors in the use of our authorities. I think we continue to report them but I am all in favor of 
taking agents' names off the EC. 

Julie 

—Original Messaofi=: b6 
From: I PGO (FBI) b7C 
Sent: Tuesday, December 06,2005 4:15 PM 
To: THOMAS, JUUE F. (OGC) (FBI) 
Subject: RE: IOB 2006-196 

UNCLASSIFIED 
NON-RECORD 

b5 
b6 
b7C 

2-. • — - . 
NSL 
VIO-2868 



b5 
b6 
b7C 

—Original Message— 
From: THOMAS, JUUE F. (OGC) (FBI) 
Sent 
To: 
Cc: 
Subject: 

TiiPcriav nprcrnhprflR 

RE: IOB 2006-196 

|05 3:13 PM 
(OGC) (FBI) 
OGC) (FBI) 

UNCLASSIFIED 
NON-RECORD 

b5 
b6 
b7C 

Oddlv enough. I don't remember all of these so send me it again 

Julie 

—Original Messaae= 
From: loGQ (FBI) 
Sent: Tuesday, December 06,2005 12:26 PM 
To: THOMAS. JtJI IE F. fOGCÌ (FBI) , /Fl 

Ce: I tOGQ (FBI) 

b7C 

b5 
Subject: FW: IOB 2006-196 b 6 

UNCLASSIFIED 
NON-RECORD 

Julie 

—Original Massanp 
From: | kOGC) (FBI) 
Sent: Fririav. Nnvcmhpr 1« ^TO PM 
To: I bGCHFBn r 
Subject: IOB 2006-196 b / c 

UNCLASSIFIED 
NON-RECORD 

UNCLASSIFIED 

— 3 N5I VTOz2869^- _ 

b5 
b6 
b7C 



From: 
Sent: 
To: 
Subject: 

OGC) (FBI) 

]0GC)(FBI) 

b6 
™b7C™ 

Tuesday, December 06, 2005 4:15 PM 
THOMAS, JULIE F. (OGC) (FBI) 
RE: IOB 2006-196 

UNCLASSIFIED 
NON-RECORD 

b5 
b6 
b7C 

—Original Message— 
From: THOMAS, JUUE F. (OGQ (FBI) 
Sent: Tuesday. December 06. 2005 3:13 PM 
To: I JfOGn (FBI) 
Cc: I fosn fFBn 
Subject: RE: IOB 2006-196 

UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

Oddly enough, I don't remember all of these so send me it again, f 

Julie 

kOGC) (FBI) 
573005 12:26 PM 

—Original Message— 
From: I 
Sent: Tuesday, December 06, 
To: THOMAS. JUHF F. FNNRUFBN 
Cc: I |(OGC) (FBI) 
Subject: L-W: IUU M - 1 9 6 1 

UNCLASSIFIED 
NON-RECORD 

b5 
b6 
b7C 

A U INFORMATION CONTAINED 
HEREIK IS UNCLASSIFIED 
¿'ATE 07-12-2007 BY 65179 DWTAM/KSR/JB 

Julie 

NSL VIO-2870 



b5 

—-Originai Mpgaoo 
From: 1 , |OGC)(FBI) 
3CIII« .R. R|., 
To: I lOGQ (FBtt b7r 
Subject: IOB 2006-196 

UNCLASSIFIED 
NON-RECORD 

b5 
b6 
b7C 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

_ 2 - . . _MSL .V I 0 - 2 SZL 



(Rev. (f|-31-2003) 

> secrÌÌS^ 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date : 

To : / Inspection 
General Counsel 

Attn: 
Attn: 

IIS 
NSLB 

b2 
b7E 
b6 
b7C 

é\bO\ 
12/15/2005 O*"2*?) 

ALL INFORMATIOH CONTAINED 

(U) 

(U) 

Drafted By: 

Case ID #: (U) 

Title: ^ ^ 
b6 
b7C 

POTENTIAL INTELLIGENCE OVERSIGHT BOARD (IOB) 
MATTER; 
SA| i 
A/S5K 

Synopsis : 

( U ) 

X 
- X 

To advise FBIHQ of a potential IOB' matter. 

bl 
b6 
b7C 
b2 
b7E 

Details : (S) On December 8, 2005, FBI SA 
discovered a potential IOB violation regarding the issuance 

o f two (2) N a t i o n a l S e c u r i t y L e t t e r s (NSLs^f 

(U) 

b6 
b7C 
b2 
b7E 

bl 
b2 
b7E 

On December 8 and 9, 2005, SA extensively 
researched available hard cover case files and computer databases 
to ensure the validity of the potential violation. On npppmhpr 
12, 2005, FB]| ~1 A/SSA [ 
brought the matter to the attention of CDC 

on Deci 
land SAI 

cx.k.1 ÖL w p A . ( W 
b6 
b7C 

NSL VIO-4594 



(Rev. 01-31-2003) 

(S) 

<U) 

<U) 

(U) 

(U> 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

ê 
Precedence : 

To 

ROUTINE Date: 12/19/200^ ̂  "CSa*) b2 

General Counsel 
Inspection 
Count e rt e rrorism 

From: 

Contact: 

Approved By: 

Drafted By: 

NSLB 

UC 
TwpaHnat-inn.g 

ALI INFORMATION CONTAINED 
HEREIB IS UNCLASSIFIED E X C E P T B 2 

WHERE SHOWN OTHERWISE B 6 

b7C 
b7E 

DATE: 06-29-2007 
CLASSIFIED BY 65179/DMH/KSÏWRW 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-29-2032 

Case ID # : ̂ S^ 278-HQ-CI 229736-VIO (Pending) 
\ ' ' 

Title: ( 

1073946 

Possible Intelligence Oversight Board Matter 
SA 

b6 
b7C 

Synopsis : 
IOB matter: 

"«fail « ! 

^ ^ To provide information relating to a potential 

X 
_LSI-

bl 
b2 
b6 
b7C 
b7E 

^ iiiaépr 

SE 

b7c _ OSed-D-a-M1!-
NSL VIO-4597 

. L 



(Rev. 01-31-2003) I 

S^KET//ORCON/NOFORN 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To: 

ROUTINE Date: 3/13/2006 

Counterterrorxsm 
Inspection 

Attn: 
Attn: 
Attn: 

CDC 
CTD 
IIS SC Toni Fogle 

bl 
b2 
b6 
b7C 
b7E 

From: General Counsel 
National Security Law Branch/CTT.TI ] /T.X-l vg-mn tl Si 

- L 

AIL INFORMATION COBTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE 

Contact : 

Approved By: Thnmag Julie F 

Drafted By: 

Case ID # 

Title: (U) 
«- X 278-HQ-C1229736-VIO 

DATE: 06-29-20C7 
CLASSIFIED BY e5179/MH/KSR/RW 
REASON: 1.4 (c) 
DECLASSIFY OH: C6-29-2032 

Intelligence Oversight Board 
(IOB) Matter 2006-224 

Synopsis: It is the opinion of the Office of the General Counsel 
that the aoove referenced matter must be reported to the Intelligence 
Oversight Board (IOB) and referred to the Inspection Division, FBIHQ. 
OGC will prepare and deliver the required correspondence to the IOB. 
Our analysis follows. 

X 
Reference: (S) 

Der. 
Dec 1-25 

bl • 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the document in 
Corel WordPerfect. 

Details: By electronic communication (EC) dated December 19, 
2005 (278-HQ-C1229736-VIO Serial 1109), the | | Division, 
reported to the Inspection Division (Inspection) and the Office of the 
General Counsel (OGC) this potential IOB matter.| |requested 
that OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. In our opinion, this matter 
requires reporting. Our analysis follows. 

b2 
b7E 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b6 
b7C 

Precedence: ROUTINE 

To: General Counsel 
Date: 04/13/2006 

Attn: NSLB 
From: Inspection 

Internal Investigations Section, IPU, Room 11865 
Contact: UC| | Ext. [ " 

Approved By: Miller David 

Drafted By: 

kLL IKFDEEATnN rONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE C6-29-2D07 BY 65179^HH/SSR/R® 

Case ID #: 
Title: (U) 

(U) 2 78-HQ-C122 9736-VIO (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 1622 
OGC/IOB# 2006-0224 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 
Reference: (U) 278-HQ-C1229736-VIO Serial 1109 

(IT1 T h p T n t - p r n a l Investigations Section (IIS) received Details: 
an EC fronj |Division dated 12/19/2005, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the matter described therein is not 
indicative of willful misconduct. Therefore, no internal 
investigation will be conducted by the IIS and this matter is 
being relegated to the NSLB for whatever action they deem 
appropriate. 

b2 
b7E 

• • 

NSL VIO-4608 



(Rev. 01-31-2003) I 

SE^ET/ORCON/NOFORN 

FEDERAL BUREAU OF INVESTIGATION 

(S) 

(U) 

(D) 

(U) 

Precedence: PRIORITY 

To: 
Counterterrorism 
Inspection 

From: General Counsel 
NSLB/CTLIÌ T/Rnnml 
Contact : 

Attn: SAC 
CDC 

Attn: ITOS 
SSA 

Attn: T T O L 

Date: 03/20/06 

I / CONUS IV 

b2 
b6 
b7C 
b7E 

AIL INFORMATION CCHTAIMED 
HEREIN IS UNCLASSIFIED EXCEPT 
NHERE SHOWN 0THERUISE 

Approved By: Thomas Julie F 

Drafted By: 

Case ID #: 
rm 

(U) 278-HO-C122 973 6-VIO 
97ftl l u f l ^ . v m 

(Pending) 
LEending) 

1273 

Title: (U) REPORT OF POTENTIAL INTELLIGENCE 
OVERSIGHT BOARD (IOB) MATTERS 
TNTELT.TGKWCK OVERSIGHT BOARD CONTROL 

J3IVISION 

bl 
b2 
b7A 
b7E 

DATE: 06-29-200® 
CLASSIFIED 3V 55179/DMH/KSR/R® 
REASON: 1.4 (c) 
DECLASSIFY OK: 06-29-2032 

b2 
b7E IOB 2006-194 

Synopsis:^SQ It is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter must be reported 
to the Intelligence Oversight Board (IOB) and to the FBI 
Inspection Division, Internal Investigations Section. Our 
analysis follows. 

X Decl^saïîÇ^Oai^JÇl 
bl 
b2 
b7A 

IS) 
(S) 

Details: (S) 
PrniT-t- iPTSrl 

3fc£RET/ORCON/NOFORN 

NSL VIO-4609 

OIG/DOJREVOft 
FBUHVESTOATlC.__ 
OIG/DOJ MVESTIGAflÔfE 

bl 
b2 
b7A 
b7E 

b6 
b7C 

m j É M 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 04/13/2006 

Attn: NSLB 

From: Inspection 
Internal Investigations Section. IPU, Room 

UC Contact : 

Approved By: Miller David 

Drafted By: 

Ext. b2 
b6 
b7C 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 06-29-2007 BY 55179/DHH/KSR/RW 

Case ID #: 

Title: (U) 

(U) 2 78-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 1746 
OGC/lOB# 2006-0194 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1273 
278-HQ-C1229736-VIO Serial 1036 

Details: [III The Trpternal Investigations "Section (IIS) received 
Division dated 10/24/2005, reporting a 
Based upon a review of the referenced EC it 

an EC from| 
possible IOB error. 
is the IIS's opinion the matter described therein is not 
indicative of willful misconduct. Therefore, no internal 
investigation will be conducted by the IIS and this matter is 
being relegated to the NSLB for whatever, action they deem 
appropriate. 

b2 
b7E 

NSL VÌO-46Ì3 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ' ROUTINE 
To: General Counsel 

Date: 04/13/2006 
Attn: NSLB 

From: Inspection 
Internal Trv°a)" ̂  I~ra1~ f~iria t!af'H"n 

Contact: UC 
TPIT. R n o m lipfig 
Ext. 

Approved By: 
Drafted By: 
Case ID #: 
Title: (U) 

Miller David 
b2 
b6 
b7C 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 1762 
OGC/lOB# 2006-0232 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 
Reference: (U) 278-HQ-C1229736-VIO Serial 1251 

278-HQ-C122973 6-VIO Serial 1112 
Details: (U) The Internal Investigations Section (IIS) received 

Division dated 12/14/2005, reporting a an EC from 
possible idB error. Based upon a review of the referenced EC it 
is the HS's opinion the matter described therein is not 
indicative of willful misconduct. Therefore, no internal 
investigation will be conducted by the IIS and this matter is 
being relegated to the NSLB for whatever action they deem 
appropriate. 

b2 
b7E 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-29-2007 BY 65179/DMH/KSR/RW 

NSLVIO-4614 



(Rev. 01-31-2003) I 
S 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 
To ! 

Date: 04/14/2006 
Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 11865 
Contact: CRS Ext. 

Approved By: Miller David 

Drafted By: 

Case ID #: 

b2 
b6 
b7C 
b7E • 

DECLASSIFIED 3Y 65I79yDHH/KSR/RW 
ON 06-2S-2C07 

(U) 

Titles (U) 

(U) 263-HQ-0-U - 417 (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 1762 
OGC/lOB# 2006-0232 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

X 
Enclosure(a)t (U) 278-HQ-C1229736-VIO Serial 1112 
Reference: (U) 278-HQ-C1229736-VIO Serial 1251 

278-HQ-C1229736-VIO Serial 1112 
Details : (U) Upon review oi 
of a potential IOB violatior 

[Division's captioned report 
"Ola not find the matter 

b2 
b7D 

indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 
THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 
•• 

NSL VIO-4615 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
To : General Counsel 
From: 

Date: 04/13/2006 
Attn: NSLB 

Inspection 
Internal Inve.st;-iaar.inna g^rM or> L I P U , R o o m 11865 
Contact ! UC 

b2 
b6 
b7C 

Ext. 
Approved By; 
Drafted By: 
Case ID #: 
Title: (U) 

Miller David 
ALL INF0RHATI0N COBTAINED 
HEREIN 13 UNCLASSIFIED 
DATE 06-29-2007 BY 65179/DMH/KSR/RW 

(U) 278-HQ-C122973 6-VIO (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 1772 
OGC/IOB# 2006-0226 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1269 
278-HQ-C1229736-VIO Serial 1117 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from 
possible IÓB error. 

Division dated 11/17/2005, reporting a 
•Eased upon a review of the referenced EC it 

is the IIS's opinion the matter described therein is not 
indicative of willful misconduct. Therefore, no internal 
investigation will be conducted by the IIS and this matter is 
being relegated to the NSLB for whatever action they deem 
appropriate. 

b2 
b7E 



(Rev. 01-31-2003) I 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE 

Attn: 

Date: 04/14/2006 

SAC (Personal Attention) 

From: Inspection 
Internal TnvPjsl- -i aat-.-i nna fipnt- S o-n IPU, Room 11865 
Contact: CRS 

b2 
b6 
b7C 
b7E 

Ext. 

Approved By: Miller David • 

Drafted By: 

\/case ID #: 

Title: (U) 

DECLASSIFIED BY 65179/DMH/KSR/PU 
OS 06-2S-2007 

(U) 263-HQ-0-U - 419 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 1772 
OGC/IOB# 2006-0226 

(U) 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

/•(IS^ . TJer±veiJ?rsnL-+—13^3" 
JQeolassiiyOirr—Xl__ 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1117 

Reference : (U) 278-HQ-C1229736-VIO Serial 1269 
278-HQ-C1229736-VIO Serial 1117 

Details: (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter b2 
indicative of willful misconduct. IIS only addresses allegations b7E 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 
•• 

--- -NStrVI04634~ 



SEfc^ET 
Working Copy Page 

RMATIOW COBTAINED 
IS UHCLASSIFIED EXCEPT 
OWN OTHERWISE 

DATE: 07-C5-2QQ7 
CLASSIFIED BY 65179/DMH/KSR/RW 
REASON: 1.4 (c) 
DECLASSIFY OH: 07-05-2032 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 
Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure entitled Intelligence Oversight Board 
(IOB) Matter, Division, IOB Matter 2004-60." (U) 

b2 
b7E 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 
1 
1 
1 
1 

AD Szady 
nog Thomas 
UC 

- 27a-HU-C12^y736-VIO-

b6 
b7C 

Case ID .: 278-HQ-C1229736-VIO v Serial 
SECRET 

>NSL VIO-4677 

690 



SEifĉ ET 
Working Copy ' " Page 

Should you or any member of your staff require 
additional information concerning this, matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

b2 
b7E INTELLIGENCE OVERSIGHT BOARD- (IOB) MATTER 

I HDIVISION 
10B MATTER 2004-60 (U) 

X The 
Bureau 

Division 
of investigation ("FBI" the Federal 

issued a National Security Letter 
telephone number[ 

of 
) has reported that it 

(NSL) for records, for cellular 
The FBI served that NSL onI 

(S) | and received the results of the NSL, including the name, 
aaaress, length of service, and local and long distance toll 
billing records associated with the cellular telephone service. 
Due to a typographical error, the NSL was.issued for the cellular 

SESfijgT 

b2 
b7E 
b6 
b7C 
b4 
b7D 

NSL VIO-4678 
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(U) b 7 E 

(U) 
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Precedence: 

To : 

ROUTINE 

Attn: 
L 

Date: 02/21/2005 

ASAC -I I 

SSA-E 
SA 

Counterintelligence 

Inspection 

1 

Attn: CD-I 

Attn: Inspection Division 

From: General Counsel 
National fi^riir-i f v T.aw Rranrh /GTT.TT/ HD T-oom 7Q7Ç 

Contact: UC 
Approved By: Thomas Julie F 

Drafted By: 
Case ID #: 

Title 

ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SK0UN OTHERWISE 

278-HO-C1229736-VIO - «¿"(Pending) 
(Pending) 

IOB 2004-60 
¡Division 

DATE: 07-05-2007 
CLASSIFIED BY 65179/DHH/KSR/'RTJ 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-05-2032 

Synopsis:/flSJ It is the opinion of the Office of General 
Counsel (OGC) rhat the above referenced matter must be reported 
to the IOB and to the FBI's Inspection Division. OGC will 
prepare and deliver the required correspondence to the IOB. Our 
analysis follows. 

X BecOassÌfÌToni ÒÌ72î iO-3LQ. 
Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

à±fo< 
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b6 
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Precedence : 

To: 

ROUTINE Date: 02/21/2005 

b2 
b7E 
b6 
b7C 

Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn: 

ASAC 
Squad 
S S A J _ 
SA[ 
C D T 

Inspection Division 

From : General Counsel 
National fi»np-ii-.v Law Branch/CTT,XT/ HO room 7975 
Contact: UC 

(U) 

Approved By : _ Thomas Julie F 

Drafted By: 

Case ID # 
bl 
b2 
b7E 
b6 
b7C 

ALL INFORNATI OH CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

2 78-HQ-C122 9736-VIO (Pending) 
(Pending) 

Title : SSAL 
S A F 

( U ) OB 2004-60 
I D i v i s i o n 

DATE: 07-05-2007 
CLASSIFIED BY 6517EVDHH/XSF/RN 
REASON: 1.4 (cj 
DECLASSIFY ON: 07-05-2032 

iu> Synopsis: /(SX It is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter must be reported 
to the IOB and to the FBI's Inspection Division. OGC will 
prepare and deliver the required correspondence to the IOB. Our 
analysis follows. 

<U) X 

(U) 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 
D e t a i l s : B y electronic communication (EC) dated Mv 12..2^04 
(cited below),il' the I I Division [ 

b2 
b7E 

reported a potential IOB involving a National Security Letter 
(NSL) requested byI I which, through typographical 
error, sought information about a cellular telephone number 
belonging to a person who was not the subject of an FBI national 
security investigation. 

bl 
b6 
b7C 

(S) 

bl 
b2 
b7E 

Case ID 

Î S > 
Bp-ri àT £ftQ 

D A T e i / f W ' 

OPR UC INITIALS:, 
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Precedence: ROUTINE 

To: Général Counsel 

From: Inspection 
Internal Tnvpsi^i^atifinq 
Contact: CRS 

Approved By: 

Drafted By: 

Attn:. NSLB 

IPU, Room 11102 

Date: 06/22/2005 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
jJHERE SHOWN OTHERWISE 

b6 
b7C 

Case ID #: j > K ^ 2 (O-HQ-C1229736-VI0 (Pending) 

DATE: 0*7-05-2007 ^ 
CLASSIFIED BY 65179/DMH/KSR/™ 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-0S-2C32 

Title: INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING* 642 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: 
^Ö-Hg-Lmy/Jb-Vio Serial 464 
OGC # 2004-60 

Details: (U) The Tntsrnai Investigations Section (IIS) received 

bl 
b2 
b7E 

an EC fromI Division, dated 5/12/2004, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the ITS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

SEbsqsT 

NSL VIO-4689 
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b7E 
b6 
b7C 

(U) 

CU) -

(U) 

(U) 

Precedence : 

To: 

ROUTINE Date: 10/19/2004 

Director's Office 
Counterintel1igence 

Attn 
Attn 
Attn 

OPR 
CD-ID 
SAC 

From: General Counsel 
NSLB/CILl^£&m_2£25_ 
Contact: 

bl 
b2 
b7E 
b7A 

(Ü) 

Approved By: 
Thomas Julie 

Drafted By: 

Case ID f: i ^ T ?7fl.»n.HT?g7^.vTn 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 07-05-2007 
CLASSIFIED BY 65179/DHH/KSR/3"J 
REASON: 1.4 (c,d) 
DECLASSIFY ON: 07-05-2032 

Title": ( 

(S) 
(Pending) 

(Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER; 
IOB 2004-83 

Synopsis: ̂ T ^ k ^ The Office of the General Counsel (OGC) considers 
that this matter must be reported to the Intelligence Oversight 
Board (IOB) and to the Office of Professional Responsibility 
(OPR). A summary of the facts and OGC's analysis follow. 

Reference 

X 
X 

JDScia^-SiTybm 

2 78-HQ-C1229736-VIO Serial 579 

bl 
b7A 
b6 
b7C 
b2 
b7E 
b4 
b7D 

iSl 

Case ID 

(S) « 
b7E 
b7A 

yfc&KET INVEST./^ " 
DATE: J 

NSL \)\0-HÜHl 
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- Working Copy Page 2 

General Brent Scowcroft (USAF Retired) 

Should.you or any member of your staff reguire additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

Enclosure 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
• Counsel, Office of Intelligence Policy and Review 
,U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie Thomas 
Deputy General Counsel 

INTELLIGENCE OVERSIGHT BOARD.(IOB) MATTER 
IOB 2004-83 (U) 

NSL VIO-4696 
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Precedence: ROUTINE Date: 06/24/2005 

Attn: 

Inspection 
Internal Investigations Section.. IPU. Room 11102 

NSLB ALL INFORMATION CONTAINED 
HEREIS IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

( U ) 

;—DA'i'Ei U7-05-2007 
CLASSIFIED BY 65179/DMH/KSR/RW 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-05-2032 

278 - HQ-C1229.736-VIO . (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 651 
OGC/lOB# 2004-0083 

Synopsis:' (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

bl 
b2 
b7E 
b7A Reference: (S) 

278-HQ-C1229736-VÏO Serial 579 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from[ " 
IOB error. 

Office dated 9/15/2004, reporting a possible 
Based upon a review of the referenced EC, it is the 

IIS's opinion the incident described therein is indicative of a 
performance issue. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

b2 
b7E 

ICRET 

NSL VIÖ-4699 



U.S. Depar tment astice 

Office of the Inspector General 

D A T E : 

Hhshington, D.C. 20S30 
J u l y 2 0 , 2 0 0 5 

T O : C h a r l e n e B . T h o r n t o n 
A s s i s t a n t D i r e c t o r 
Inspect ion Divis ion 
F e d e r a l B u r e a u of Invest igat ion 

F R O M : Glenn G . Powell 
S p e c i a l Agent in C h a r g e 

. Inves t iga t ions Divis ion 

ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 07-05-2007 BY 65179/DMH/KSF/RU 

b2 
b7E 

S U B J E C T : O I G C o m p l a i n t N o . 2 0 0 5 0 0 5 8 0 4 / 
S u b j e c t : Unident i f ied 

"¡Division 
Z78-I F B I N o . 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O 

• 

W e cons ider this a m a n a g e m e n t m a t t e r . T h e i n f o r m a t i o n is b e i n g p r o v i d e d t o you 
f o r whatever ac t ion you d e e m a p p r o p r i a t e in a c c o r d a n c e with y o u r a g e n c y ' s policy 
a n d regu la t ions . A c o p y of y o u r f ind ings a n d / o r f ina l ac t ion is not r e q u i r e d by the 
O I G . 

T h i s m a t t e r is r e f e r r e d to your a g e n c y f o r invest igat ion. P l e a s e p rov ide the O I G 
with a c o p y of y o u r f inal repor t o n this m a t t e r . 

| "| T h i s c o m p l a i n t will be inves t igated by the O I G . 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General 
Act and the Whistleblower Protection Act. 

Attachment 

bC 
b7C 
b2 

NSL VIO-4700 
¿oo4- oo8"3 
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Precedence: ROUTINE Date» 05/03/2005 

To: 

b2 
b7E 
b6 
b7C 

( U ) 

bl 
b2 
b7E 

(U) 

Director's Office 
Counterintelligence 

Attn: 
Attn: 
Attn: 

OPR 
AD 
SAC/CI 
CDC 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
NHERE SH0DN OTHERWISE 

b6 From: General Counsel 
Cnunterintfilliaence Law Ur^it/Room 7947 'bjc 
Contact: 

Approved By: 

Drafted By: 

Case ID #: 

DATE: 07-05-2007 
CLASSIFIED BY 65179/DMH/K3R/RTJ 
REASON: 1.4 (c,d) 
DECLASSIFY ON: 07-05-2032 

6-VIO 
(Pending) 

« 3 1 

(Pending) 

Title:"" INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB 2004-70 

S y n o p s i s : T h e Office of the General Counsel (OGC) considers 
that this niatoer must be reported to the Intelligence Oversight 
Board (IOB) and to the Office of Professional Responsibility 
(OPR). A summary of the facts and an analysis of the situation 
follows. 

OIG/DOJRf 
FBI INVEST.; /^ 
OPR UCINI1 

DATE: 
W D O J INVEST. 

NSL VIO-4713 



May 3, 2005 
DECLASSIFIED BY 65179/DMH/KSR/R1 
OH 07-05-2007 

Mr. James Langdon 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. . 

Dear Mr. Langdon: 
This letter forwards for your information a self-explanatory 

enclosure entitled "Intelligence Oversight Board (IOB), Matter 
2004-70." (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 
Enclosure 

1 - Ms. Thomas 
b6 
b7C 

NSL-VTG=4716 " 



SEC. 

TNTET.T.TflENCE OVF.RSTGHT BOARD (IOB) MATTER 2004-70 
fr 

b2 
b7E 

DIVISION 
FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)(U) 

(S) 
bl 
b2 
b7E 

pursuant 
Investigation of this IOB matter has revealed that 

to National Security Letter 
y 1"U U i'ULU1 ^ILlBlJIlUii^WWWf!^1 

] 
LUPILUJUP 

Sta I The telephone number to b e ^ W ^ q ^ M M W » 
HOWevfer, due t a - a a M B f f i t t l W ^ H n H i ^ R H M n B I 1 , t-Vio 

(S) requested wag 1 la number belonging.: tol 
L ^realized that the results of the On 07/02/04 FBI 

information provided in response to the NSL included 
records of the 
of the error, 

r 

,e phone billing 
Upon discovery 

on 07/06/04 the inadvertently obtained material was 
segregated and forwarded to FBIHQ for sequestration. At no time was 
further investigative action taken with respect to the in format-.-inn 

any 

(S) 

received pertaining tothe 
written summariesof communications were made. 

No 

A copy of this submission to the IOB has been provided to the 
FBI's Executive Assistant Director for 
Counterterrorism/Counterintelligence and to the Office of Professional 
Responsibility for action as deemed appropriate.. (U) 

DATE: 09-20-2007 
CLASSIFIED BY 65179/DHH/'KSR/PU 
REASON: 1.4 (c) 
DECLASSIFY ON: 09-20-2032 

Bôj^i^dfj^oitr : G-3 
De^Las^ïi^on : XI 

SECRET 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
TJHERE SHOWN OTHERWISE 

NSL V IO -4718 
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To: General Counsel 

Date: 08/02/2005 

Attn: NSLB 

(U) 

(U) 

(U) 

(U) 

From: Inspection 
Internal Investigations Section, IPU, Room 11102 
Contact: CRSl " 

Approved By 

Drafted By: 

Case ID #: 

Title: 

Foale Toni Mari 

278-HQ-C1229736-VIO (Pending) 

b2 
b6 
b7C 

) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 923 
0GC/I0B# 2004-0070 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

X 
Referencer /fé^ 

(S)' 

278-HO-cl229736-vio Serial 535 

278-HU-Cmy7Jfe-V10 yerial 531 

bl 
b2 
b7E 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from! | Division dated 7/6/2004, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 07-05-2007 
CLASSIFIED BY 65179/DMH/KSR/R'd 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-05-2032 

SECR: 

NSL VIO-4719 
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b2 
b7E 
b6 
blC 

Precedence s PRIORITY 

To: General Counsel 

Date: 09/01/2004 

Attn: National Security Law Branch 
Room 7975 

From: 
Contact: 

Approved By: 

Drafted By: 
Case ID #: (U) 278-HQ-C1229736-VIO 

(U) 278-TP-C63856-VIO 
573 

Title: (U) PRESIDENT'S INTELLIGENCE OVERSIGHT 
BOARD (IOB); 
POTENTIAL IOB ERROR OR VIOLATION 

AIL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 07-06-2007 
CLASSIFIED BÏ 
REASON: 1.4 (c) 
DECLASSIFY OH: 07-06-2032 

Detailsi Jt>SJ This EC reports a potential IOB matter to OGC/NSLB,. 
as instructed per EC dated 03/08/2004, see 66F-HQ-A1247863 Serial 
149. Immediately upon discovering this potential IOB violation 

3 ^ 3 ' o 

SÌiS^ET 

- 0 - 9 3 5 
N S L V I O - 4 7 2 0 
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Precedence: ROUTINE Date: 09/15/2004 

To: Director's Office 
Counterintelligence 

From: 

Attn: OPR ALL INFORMATION CONTAINED 
Attn: AD HEREIN IS UNCLASSIFIED EXCEPT 
Attn: SAC WHEKE SHOW OTHERWISE 
Attn: SAC 

CDC 

Office of the General Counsel 
NSLB/CILU/Rm 7975 
Contact : 

b2 
b7E 
b6 
b7C 
bl 

Approved By: Curran John F 

Drafted By: 

Case ID #: (U) 
(S). 

278 THO-C1229736-VIO (Pending) 
Pending) 

DATE: 07-05-2007 
CLASSIFIED BT 65179/DHH/KSR/OT 
REAS Olí: 1.4 (c,d) 
DECLASSIFY 0U: 07-05-2032 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
I O B M B I I O B 2 0 0 4 _ 8 0 

Synopsis: (U) The_0ffice of the General Counsel 
this matter 
and to the Office o^Proress^nlaRespon^Uo^r^y. 
follows. 

considers that 
Oversight Board 
Our analysis 

<U) 

(U) 
On 5/21/2004, the SAC authorized the issuance of 
Lty Letters (NSLs) seeking credit reports about the subject 

from the three major credit reporting companies. The 
letters, which cited Title 15, United States Code, Section 1681v 
(15 USC 1681v)requested "a copy of a consumer report and all 
other information contained in your files for the below listed 
consumer li.e., the-subject'." All three NSLs included a 

National 

Case ID 278-HO-Cl??973fi-VTO 
(S) 

Serial ; 595 bl 
b2 
b7E 

NSL VIÖ-4727 
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RET 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 DECLASSIFIED BY 65179/DXH/KSR./RW 

ON 07-05-2007 

Dear General Scowcroft: t 
This letter forwards for your information a self-explanatory 

enclosure entitled, "Intelligence Oversight Board (IOB) Matter, IO^m (U) I O B 2 0 0 4 - 8 0 
The enclosure sets forth details of investigative activity 

which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws. Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

1 -
1 -" 
1 -

Mr. Curran 

ÌQLASSIFIED WHi 
DETAt 
CLASSifTTED^BNCIiPSURE 

IOB Library 
278-HQ-C12 29736-VIO 

b6 
blC 

J2erived from: G-3 

Case ID : 278-HQ-C122973 6-VIO __ __ Serial : 596 

NSL-VKM734 — 



Page 2 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be. 
arranged for you at your convenience. 

Enclosure 

1- - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

John F. Curran 
Deputy General Counsel 
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Precedence: ROUTINE 
To : General Counsel 

Dates 08/02/2005 
Attn: NSLB 

From: 

( U ) 

(U) 

Inspection 
Internal Investigations Section. 
Contact: CRS 

IPU. Room 11102 

Approved By: Fogle Toni Mari 

Drafted By: 
Case I D # : 
Title» ( 

b6 
b7C 
b2 

278-HQ-C1229736-VIO (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 939 
0GC/I0B# 2004-0080 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

<U) 

(U) 
Reference: 

Details: ¿Hi 
an EC from 
IOB error. 

278-HQ-C1229736-VIO Serial 573 
278-HQ-C1229736-VIO Serial 595 

Thp Internal Investigations Section (IIS) received 
Ï Division dated 9/1/2004, reporting a possible 

b2 
b7E 

Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is indicative of a 
performance issue. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

DECLASSIFIED BY 65179/DHH/KSR/RTJ 
OU 07-05-ZQQI 
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(U) 

Precedence: IMMEDIATE 

To: Office of General Counsel Attn: 

Attn: 

Date: 09/24/2004 

From: Counterterrorism 
ITOS 1/ CONUS 1/ Team 4. Room 4W158 
Contact: SSA b2 

b7E 
b6 Approved By 
b7C 

Bald Gary M 
Hulon Willie T 
Cummings Arthur M 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) bl 
|( Pending) b2 

ALL INFORMATION COMTAIWED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOOK OTHERWISE 

DATE: 07-05-2007 
CLASSIFIED BY 65179/DHH/KSP/RW 
REASON: 1.4 (c,d) 

ON: 07-05-2032 

(S) 

Title: 
b7E 

(S) 

Synopsis: (S) 

POTENTIAL IOB VIOLATIONS 

I 1 

To advise Counterterrorism Law 
(IOB) violations 
Unit-1 (CTLU-1) of potential Intelliaence oversight Board 

and instructf |to close captioned 
pursuant to these IOB matters. 

Reference: (S) 

bl 
b2 
b7E 

Cbl ' ID 97R-Hn-P19?Q7Tfi-\/Tn 
(S) b2 

b7E -TC^BT 



(01/26/1998) 

SECR: 

(Ü) 

(U) bl 
b2 
b7E 

(U) 

(U) 

(U) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE Date: 02/03/2005 

To 

Counterterrorism 

Attn: 

Attn: 
b2 
b7E 
b6 
b7C 

SAC 
CDC 

ITOSL/CONUSL 
SSA| 

Inspection 
AIL J-UL-UJKHA'I'LOKR C0HTAIKED 

Attn: SC Toni Fogle HEREIN IS UNCLASSIFIED EXCEPT 
DTEEPZ SHOWN OTHERWISE 

From: General Counsel 
National Security Law Branch/LX Crossing Room 5S200 
Contact: 

Approved By: Thomas Julie F 

Drafted By 

Case ID #: 

DATE: 07-06-2007 
CLASSIFIED BY 65179/DHH/KSR/Rtf 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-06-2032 

278-HQ-C122 9736-VIO "(Pending) 
[Pending) 

INTELLIGENCE OVERSIGHT BOARD 
( IOB) MATTER l l f f M B I f t f 2 0 0 4 - 8 4 

Title: 

Synopsis: l t t h e H H H B the Office of the General 

Intelligence Oversight Board (IOB) and to the Inspection Division 
(INSD), FBIHQ. OGC will prepare and deliver the necessary-
correspondence to the IOB. Our analysis follows. 

\ 

Reference: 278-HQ-C1229736-VIO Serial. 580 
278-HQ-C1229736-VIO Serial 106 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 6.1. 

j I OIG/DOJRi 
INVEST.: 

OPR UC INI' 

I " 

yUO-

DATE: _ 
»muOJ INVEST. 

: b6 
NSbMO-4738 
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March 11, 2005 

BY COURIER 
INFORMATION CONTAINED 
ÏIN IS UNCLASSIFIED EXCEPT 
EE SHO0N OTHERWISE 

Mr. James Langdon 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Langdon: 

Enclosed for your information is a self-explanatory 
mami-irandurn, entitled "Intelligence Oversight Board (IOB) Matter, 

Field Office, IOB Matter 2004-84. (U) 

This LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection and/or laws, Executive Orders, or 
Presidential Directives which govern FBI foreign 
counterintelligence and international terrorism investigations. 
(U) 

Enclosure 

"b2 
b7E 

1 Ms. Thomas 
1 
1 27Ô-HQ-C122Ô736-VIO 
1 - OPR (IOB 2004-84) 

b6 
b7C 

DATE: 07-00-2007 
CLASSIFIED BY 65179/DHH/KSR/RW 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-06-2032 

Mr. James Langdon 

Case ID .: 278-HQ-C1229736-VIO 
S 

Serial : 732 

NSL VIO-4742 



SECRET 
- Working Copy - Page 2 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzalez . 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

• b2 
b7E INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

FIELD OFFICE 
IOB MATTER 2004-84 (U) 

<S rmmnHrriiiinn of t-.hi a TOR nwtt.ar hafl ripf prminpH that- on 
on 

a United States person. Subsequent 
SECRET 

NSL VIO-4743 

bl 
b2 
b7E 
b6 
b7C 



(Rev, 01-31-2003) *939 
S E C ^ T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 08/02/2005 

To: General Counsel Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 11102 
Contact: CRS 

Approved By: Fogle Toni Mari 
b6 
b7C 
b2 

Drafted By: 

W C a s e I D # : J 278-HÜ-C-,122y736-Vlü— (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 941 
OGC/IOB# 2004-0084 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from Counterterrorism Division dated 9/24/2004, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

(U) 

(U) 

278-HQ-C1229736-VI0 Serial 580 
278-HQ-C1229736-VIO Serial 731 

DECLASSIFIED BY 65179/DMH/KSR/RU 
OD 07-05-2007 

NSLVIO-4746 



' SfÊ fcÇT 
Working Copy 

•*958 
Page 

Precedence : ROUTINE 

To: General Counsel 

Date: 12/06/2004 

Attn: National Security Law Branch, 
Room 7975 
Unit Chief 

From: 

Contact : 

Approved B 

Field Office 

( U ) 

(U) 

(U) 
(U) 

Drafted By 

CaseID #: 

Title.: 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE b2 

b7E 
b6 
b7C 

DATE: 07-05-2007 
CLASSIFIED BY 65179/DMH/KSR/RW 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-05-2032 

278-HO-CI229736-VIO 
278 C65943 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

Synopsisi Possible IOB error for over collection of information 
through National Security Letter (NSL) process. 

X 
Details 

(S) 1. 

(U) 

ÎU) 

( U ) 

(S) 

• X « . a u.5. ferson. 

bl 
b2 
b7E 
b6 
b7C 

) 3. 

M 

(Ü) X 

Possible IOB Error: 

Description of IOB Error (including any reporting delays). 
err ahnnh 09/27/3004. an RPPA MST, was iaaiiPH by SAC, 

to| |for "the 
(U) name(s), address(eg), length of service, and local and long distance 

toll billing records" 

b2 
b7E 
b4 
b7D 

b2 
b7E 

Case ID : 278-HQ-C1229736-VIO 
2.78| ^-65943 

SEGR: 

-O'V 
àjRjB(U.~ loo 

Serial 

-4747 

632 
280 

H6L 



(Rev. 01-31-2003) 

S 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
«HERE SHOWN OTHERWISE 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

(U) 

(U) 

(U) 

(U) 

( U ) 

CU) -

(U) 

Precedence: ROUTINE 

To: Director's Office 

Date: 01/31/2005 

Attn: 
Attn: 

OPR 
SAC 
ADC 
SSRA 

From: Office of the General Counsel 
National gorn-ri r.aw Branch 
Contact: AGC 

Approved By: 

Drafted By 

case ID # : (X) 

Title: 

DATE: 07-05-2007 
CLASSIFIED BY 65I79/DHH/KSR/RW 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-05-2032 

V" 

278-HQ-C1229736-VIO' . m 

278 C65943-280 // J* 
INTELLIGENCE OVERSIGHT BOARD (IOB) 
MATTER* 

Synopsis: It is the f M B M B B of the Office of the General 
Counsel ("OGC") that this man-or- Mllllll»ll|||[|||]|g|gy| to the IOB. 
OGC will prepare a cover letter and a letter head memorandum to 
report this matter to the IOB. Our analysis follows. X 
Reference : 278-HQ-C1229736-VIO-632 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document into Corel Word Perfect. 

D e t a i l s 
2004 (cited below)1, the 

By elerf.rnri i r commun i rat i on (EC 
Division 

dated December 6; 

S e e E C from thef 
December 6, 2004 , C a s e ID # 2 7 8 - H Q - C 1 
B o a r d ( I O B ) Matter," hereinafter cited as 1 

Divi s ion to the General Counsel , dated 
f e r i a l 632, titled "Intelligence Oversight 
E C . " 

b6 
b7C 

OIG/DOJ R( 
FBI INVEST.: 
OPR UC INI 

DATE: 
i/DOJ INVEST.: 

NSUVIO-4749 

b2 
b7E 



SECRET 
Working vopy 

Very truly yours, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

2 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

TNTKTiTiTGENCE OVERSIGHT BOARD (IOB) MATTER 
DIVISION 

IOB MATTER 2 004-100 (U) 

X[ ̂ ^ . Division of the Federal 
Bureau of Investigation has reported ,the receipt of unsolicited 

SECRET-
NSL VIO-4754" 



DECLASSIFIED BY 65179/DHH/KSR/RW 
ON 07-05-2007 

January 31, 2005 

Mr. James Langdon 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Langdon: 

This letter forwards for your information a self-
explanatory enclosure entitled "Intelligence Oversight Board 
(IOB), Matter 2004-100." (U) 

^The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

b6 
b7C 

1 - Mr. s ^ h » 
1 - SAC,| 
1 - Ms. Thomas 

] 
1 - 278-HQ-C1229736-VIO — ffOH 

Dtp. Dir. Cliief of Staff. Off. of Gen. Counsel Asst. Dir.: Admin, Ser._ Crim,. Inv. __ CJ1S Finance Info. Res. Lob. ' Nalionnl Sec. OPR 

Declassify 

OfT. of Public ' A Cons. Art's. _ Training ~ OfT. of EEOA Direclor'j Office 
NSL VIO-4757 

MAIL ROOM • FBVDOI 



SECRET 
I N T E L L I G E N T B O A R D ( I O B ) M A T T E R 

I V I S I O N 
I O B M A T T E R 2004-100 ( U ) 

Divis ion o f the Federal Bureau o f Investigation has 
ie receipt o f unsolicited material in response to a Nat ional Security Letter ( " N S L " ) . 

[ 
JÉ. 

September 21, 2ÖÖ4T 
J O n or about 

Privacy Act ( " E C P A " ) . 18 U . S . C . §2709, tc|_ 
issued a N S L , pursuant to the Electronic Communicat ions 

The N S L included a request for "the name(s) , address (es ) , length o f service, and 
local and long distance toll billing records 

[ 
On November 27, 2004 , the case agent received a compact disc ( " C D " ) f rom 

^ tn response to the N S L . T h e C D contained information both 
respons ive and non-responsive to the N S L . The non-responsive information included content 

s) A s a consequence o f this inadvertent error by 
obtaipéd information that it w a s not authorized to receive under the E C P A . Although the 
information provided was not solicited, because the information was not authorized to be 
provided, this matter is being reported to the Intelligence Overs ight Board . 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOUN OTHERWISE 

DATE: 07-05-2007 
CLASSIFIED BV 65179/DMH/KSR/RN 
REASON: 1.4' (cj 
DECLASSIFY ON: 07-05-2032 

S E C R E T 

NSL VIO-4759 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 08/02/2005 

Attn: NSLB 

(U) 

(U) 

From: Inspection 
I n t e r n a l Trivagtiaat:innfl figrfinn. TPTT. R o o m 11 1 f) 3 
Contact: CRS I 

Approved By 

Drafted By: 

Case I D # : } 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 958 
0GC/I0B# 2004-0100 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

b6 
b7C 
b2 

Reference: 

Details: (U) 
an EC from| 

X 
278-HQ-C1229736-VIO Serial 632 
278-PH-C65943 Serial'280 
278-HQ-C1229736-VIO Serial 803 

The Internal Investigations Section (IIS) received 
]Division dated 1/31/2005, reporting a 

b2 
b7E 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of an administrative issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

DECLASSIFIED BY 65179/DMH/KSR/RD 
OH 07-05-2007 

NSL VIÒ-4760 



(Rev. 01-31-2003) 

SECkEW^ 

FEDERAL BUREAU OF INVESTIGATION 

' b2 
b7E 
b6 
b7C 

( U ) 

bl 
b2 
b7E 

b2 
b7E 

Precedence : 

To : 

ROUTINE Date: 05/05/2006 

Counterintelligence 

Inspection 

Attn: 

¿Vttn: 

Attn : 

SAC 
ASA* 
SS^ 
SA 

3 

CD-2B, SSA 

From: Office of the Geheral Counsel 
' WST.R/CTT.n/Rnom 7 9 4 7 

Contact: AGC 

IIS, CRS 
ALL 1HUMAI1UH LUIS 1A11VJLLP 
HEREIB 13 UNCLASSIFIED EXCEPT 
HHERE SHQIM OTHERWISE 

Approved By: 
DATE: 06-28-2007 
CLASSIFIED BY 65179/DHH/KSR/RU 
REAS0IT: 1.4 (c) 
DECLASSIFY 0B: 06-28-2032 

278-HQ-C1229736-VIO Serial 1289 (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-289 

Synopsis:J^i It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
^Intelligence Oversight Board (IOB). OGC will prepare.and deliver 
the necessary correspondence, to the IOB. 

(U) 

(U) 

Reference: (S) 

Details : ^téT 

Dèi 
De 

:om 
rxf^OHT 

Pending) 

By-electronic commnni ratinn—LEC) dated 03/29/2006, 
j Field Office the T ' ' | Field Office I requested that OGC 

review tne tacts of the captioned matter and determine whether it • 
warrants reporting to the IOB. In our opinion, it does. Our 
analysis follows. 

b2 
b7E . 
b4 
b7D 

On 11/23/2004, a 
ional Security Letter (NSL) seeking telephone toll submitted 

billing records of a certain target to 

SECfc^T^ 

case agent 

Due to a 

OIG REQ-PAR (12-13-06) ITEM#2 
NSL VIO-10238 

FBI0000037 



U.S. Department of Justice 

Federal Bureau of Investigation 

^ ^ V t a h i n g t o n , D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

DECLASSIFIED BY 65179/DHH/KSR/RH 
OH 06-28-2007 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-289. " (U) *' 

The memorandum sets forth details of investigative 
activity,which the FBI has determined was conducted, contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
,FBI foreign counterintelligence and international terrorism 
investigations. . This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

OIG REQ-PAR (12t13-06) ITEM#2 
NSL VIO-10242 

FBI0000041 



<U) 

<U) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
] FIELD OFFICE 

IOB MATTER 2Q06-289 (U) 

By electronic communication dated March 29, 2006, 
] Field the Federal Bureau of Investigation (FBI) 

Office reported that, on November 23, 2004, the FBI submitted 
National Security Letter (NSL) seeking tel.enhone toll billing 

Due to a records relating to a certain target to 
typographical error, the telephone number on the NSL was 
erroneously transcribed. On- February 4, 2005, the telephone 
records were opened and it was determined that they were not the 
target's records, 
telephone records. 

immediately ceased review of the 

Due to the incorrect-number stated in'the NSL, the 
FBI received telephone toll billing records pertaining to a 
telephone number that was neither under investigation nor related 
to an investigation. The error was discovered,upon receipt of 
the information, and the records were neither reviewed nor used 
for any investigative purpose. Despite the inadvertent nature of 
the mistake, the fact remains that information was improperly •• 
collected on a telephone number unrelated to an investigation. 
The overcollection was a violation of Section V.12. of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection. Thus, the 
matter is being reported to the IOB. 

b2 
b7E 

b2 
b7E 
b4 
b7D 

DECLASSIFIED BY 65179/DHH/KSR/RH 
OH 08-10-2001 

NSL VIO-10244 

OIG REQ-PAR <12-13-06) ITEH#2 EBI0Q00Q43 



Ait INFORNATIQU CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

SEcl^ET 

DATE: 06-14-2007 
CLASSIFIED BY 65179 dBh/ksr/gßl 
REASON: 1.4 Jc) 
DECLASSIFY ON: 06-14-2032 

b2 
b7E 

(S) 

INTELLIGENCE OVERSIGHT BOARD 
I I DIVISION 

2004-32 (U) 

'IOB) MATTER 

bl 
b6 
b7C 
b2 
b7E 
b4 

r ^ r 

S^S^ET 

NSL VIO-16760 



DECUSSirriÖ m 65173 date/S: s t/gel 
£flr 06-14-2007 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
b 2 enclosure entitled "Intelligence Oversight Board (IOB) Matter, 

Division, 2004-32." 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

b6 
b7C 

l 
l 
l 
l 

- Mr. Curran 

- 27 8-HQ-C12297 36-VIO 
UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIO-16761 



(01/26/1998) 

SEC^T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 06/30/2004 

b2 
b7E 
b6 
b7C 

bl 
b6 
b7C 
b2 
b7E 

To: Director's Office 
rnnntprtprrnri gm 

Attn: OPR 
UC, CONUS III 
SAC; CDC 
SAC; CDC 

From: General Counsel 
National Security Law Branch 
^iinl-ar-1-flrmH am T.aw TT̂-i+- T/R^rr. 7 975. 

Contact: (202) 32 4|_ 

Approved By: Curran John F 

Drafted By: 

Case ID 
(U) 

DATE; 06-14-200? 
CLASSIFIED BY 65X79 dmhAar/gcl 
RE ASOK: 1.4 (c) 
DECIASSIFY ON: 06-14-2032 

278-HQ-C1229736-VIO (Pending)Serial 502 

Title. 

<U) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2004-32 

ALL IHF0RHATI0H CONTAINED 
HEREIK IS UNCLASSIFIED EXCEPT 
TJHERE SHOOT OTHERWISE 

Synopsis'."1 It is the opinion of the Office of the General 
Counsel (OGC) that the above referenced matter does not need to 
be reported to the Intelligence Oversight Board (IOB). Our 
analysis follows. 

tu) -X) 

(U); 
References : 

Details: (S) 

Declassify O n . J u n e 29, 2029 

278-HQ-C1229736-VIO Serial 401 

-OuLubar 1, 

NSL VIO-16763 



(01/26/1998) 

SE^ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 06/29/2004 

b2 
b7E 
b6 
b7C 

To: Director's Office 
rVMll-.+-Ql~|-pr-r-qi--i OTTI 

Attn: OPR 
UC, CONUS III 
SAC; CDC 
SAC; CDC 

From: General Counsel 
National Security Law Branch 
Countertfirrorisni Law Unit. T/Room 7 97 5 
Contact: (202; 324-

Approved By: Curran John 

Drafted By: 
JU) Case ID #. 

PATE: 06-14-200? 
CLASSIFIED BY 65179 dah/Ksr/gcl 
SEASON: 1.4 t'c) 
DECLASSIFY OH: 06-14-2032 

27 8-HQ-C122 97 36-VIO (Pending; 

Title: ra% INTELLIGENCE OVERSIGHT BOARD 
MATTER 2004-32 

(ÏÏ), 

ALL IMFORHATIOff CONTAINED 
HEPEIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that the above referenced matter must be reported 
to the Intelligence Oversight Board (IOB). OGC will prepare and 
deliver the necessary correspondence to the IOB. 

(U) 

bl 
b6 
b7C 
b2 
b7E 

References: •csj. 

Details: 

278-HQ-C12297 36-VIO Serial 401 

NSL VIO-16768 



DECLASSIFIED BY 6S173 d»to/first/gel 
0» 

U.S. Department of Justice 

Federal Bureau of Investigation 

SE^ET 
Washington, D. C. ashington, D. C. 20535-0001 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
k 2 enclosure entitled "Intelligence Oversight Board (IOB) Matter, 
,t I I Division, 2004-32." b7E I I 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
The Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIO-16807 



PÂTE: 06-13-200? 
(Rev. 01-31-2003) . CLASSIFIED BY 65179 cMi/KSE/gel 
ALL INFORMATION CONTAINED \ REASON: 1.4 (c) 
HEREIN IS UNCLASSIFIED EXCEPT SECRET DECLASSIFY ON: 06-13-2032 
WHERE SHOWN OTHERWISE \ 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 
b2 
b7E 

(U) 

b2 
b7E 
b4 
b7D 

Precedence: ROUTINE 

To: 

Date: 06/15/2006 

Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn: IIS, CRS 

From: Office of the General Counsel 
NST.R / CTT.l I / Room 7947 
Contact: AGCI 202-324 

Thnimc; ,Ti i 1 i o F Approved By: 

Drafted By: 

Case ID #.iUJ^( 278-HQ-C1229736-VIO Serial 1424 (Pending 

Title: jX, 

|D],w 
Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

( U ) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-347 

isify 

EC) contains 
-. -C 4- U 

Administrative: M This electronic communication 
information from the following documents: (1) a c® 

cior.11r--; + T c t ^ r (NSL) dated 01/20/2006 to L 
I I a nop y of the EC da t ed 01 / 2 0/2 0 0 6 
forwarding the NSL to the | | Field Division to be served on 
' ' a rirri nn; and (3) a copy of the EC dated 06/01/2006 from the 

Field Office | | to OGC reporting a potential 
iUB my LLëi1 

SE^^EÌ 

NSL VIO-17103 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 
b2 
b7E 

Precedence: ROUTINE 

To: 

Date: 05/05/2006 

Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn: 

S A C H ^ 

SSA I 
SAI 

CD-2B, SSA 

IIS, CRS 

E 
From: Office of the General Counsel 

NST.R/CTLII/Room 7947 
Contact: AGC t 

Approved By : Thomas Julie F 

Drafted Bv: 

Case ID #: 
(U)> 

DATE: 06-13-2007 
CtMÄinU» M «Sì® «liah/ksi/gcl 
JWAtOT! l,« (Cl 
DECLASSIFY ON! Ofi-13-2032 

278-HQ-C12297 36-VIO Serial 1289 (Pending! 

Title 

(UK 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-289 

ALL IKFOiyjATItM C0KTAIMD 
HEPEIH 15 UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

(U) 
rsity 

Reference: (S) 

electronic co* 
J Field Office |_ 

-¡-fi£j) dated 03/29/2006, 
requested that OGC 

Det 
the 
review the facts of the captioned matter and determine whether it 
warrants reporting to the IOB. In our opinion, it does. Our 
analysis follows. 
(U) On 11/23/2004, [ case agent 

submitted a National Security Letter (NSL) seeking telephone toll 
billing records of a certain target to I Due to a 

SECRÎiïy^ 

bl 
b2 
b7E 

b2 
b7E 
b4 
b7D 

NSL VIO-17108 



U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

DECLASSIFIED BT 65179 («a/tesi:/gel 
OH 06-13-2007 

Dear Mr. Friedman: 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-289." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

UNCLASSIF IED WHEN 

DETACHED FROM 

C L A S S I F I E D ENCLOSURE 

NSL VIO-17112 



DECESSI ran BIT 65179 dadi/fesr/gel 
QK 07-26-2007 

5&CEET 

TNTF.TiTITRF.NCF. OVF.RSTGHT BOARD (IOB) MATTER 
I I F I E L D OFFICE b2 

IOB MATTER 2006-289 (U) b 7 E 
(U) 

Jfi54 By electronic communication dated March 29, 2006, 
the Federal Bureau of Investigation (FBI) | Field 
Office reported that, on November 23, 2004, the FBI submitted a 
National Security Letter (NSL) seeking telephone toll billing 
records relating to a certain target to I I Due to a b 2 
typographical error, the telephone number on the NSL was b 7 E 
erroneously transcribed. On February 4, 2005, the telephone 
records were opened and it was determined that they were not the 
target's records. immediately ceased review of the D / D 
telephone records. 

(U) i ^ C D u e to the incorrect number stated in the NSL, the 
FBI received telephone toll billing records pertaining to a 
telephone number that was neither under investigation nor related 
to an investigation. The error was discovered upon receipt of 
the information, and the records were neither reviewed nor used 
for any investigative purpose. Despite the inadvertent nature of 
the mistake, the fact remains that information was improperly 
collected on a telephone number unrelated to an investigation. 
The overcollection was a violation of Section V.12. of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection. Thus, the 
matter is being reported to the IOB. 

SECRET 

NSL VIO-17114 -1-



(01/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE Date: 06/01/2005 

To: Inspection 
Counterterrorism 

Attn: 
Attn: 
Attn: 

IIS 
AD 
SAC, CDC 

From: General Counsel 
. Counterterrorism Law Unit II 
Contact : 

b2 
b6 
b7C 
b7E 

(U) 

Approved By: Thomas Julie F 

Drafted By: 

DATE: ,06-22-2007 
CLASSIFIED BY 65179dali/k3r/iiaj 
REASON: 1.4 (c) 
DECLASSIFY OH: 06-22-2032 

tu> 

(U) 

( U ) 

Case ID #: 

Title; 

X (S) 278-HQ-C122 973 6 -VIO — $ I Q ^ 

bl 
b2 
b7A 
b7E 

Synopsi is: X^l 

SA 
SSA 
POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB m s m m m 2005-152 

b6 
b7C 

It is the^pJLli'lWff of the Office of the General 

Intelligence Oversight Board (IOB), but, rather, that a record of 
this decision should be maintained in the investigative control 
file for review by the Counsel to the IOB. 

X 

m 
Reference : 

ALL IHF0RKÀTI0H CONTAINED 

X HEREIN IS UNCLASSIFIED EXCEPT 

278 - HQ-C122 973 6 - VIO Serial 823ÜJHERE SHOOT OTHERWISE 
Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 8.0. bl 

b6 
b7A 
b7C 
b2 
b7E 

b 7 c OIG/DOJ Revff 
FBI INVEST.: 
OPR UC INITIAI 



(Rev. 01-31-2003) 
S^SÇET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 09/07/2005 

Attn: NSLB 

mi-

ro-

(U) 

From: Inspection 
Internal Investigations Section, IPU, Room 11102 
Contact: CRS| ~| Ext.' ' 

Approved By: Fogle Toni Mari 

Drafted By: P 

b2 
b6 
b7C 

Case ID #: 2 78-HQ-C122 973 6-VIO (Pending) 

( U ) Title INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1044 
OGC/IOB# 2005-0152 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: 
- X 

278-HQ-C1229736-VIO Serial 823 
278-HQ-C1229736-VIO Serial 869 

Details: (U) The Internal Investigations Section (IIS) received 
an EC froml |Division dated 4/20/2005, reporting a possible 
IOB error. Based upon a review of the referenced EC it is the 
U S ' s opinion the incident described therein is indicative of a 
performance issue. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

b2 
b7E 

DECLASSIFIED BY 65I79dffih/k3E/aaJ 
OH 06-22-200? 

S2SRET 

NSL VIO-18049 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

(U> 

< U ) 

(U) 

<U> 

Precedence: 

To ! 

ROUTINE 

Attn: 

Date: 09/12/2005 

SAC (Personal Attention) 

From: Inspection 
Internal TnveaMaahiona Sartinn. IPU, Room 1102 
Contact: CRS Ext, 

b2 
b6 
b7C 
b7E 

Approved By 

Drafted By: 

CaseID #i 

Fogle Toni Mari 

Title: 

DECLASSIFIED BY 65179dÄh/ksr/maj 
0B 06-22-2007 

263-HQ-O-U - 299 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 1044 
OGC/IOB# 2005-0152 

b2 
b6 
b7C 

Synopsis: (U) To advise the captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This incident is remanded back to the field 
for whatever action deemed necessary and appropriate. Case 
closed at IIS. 

-X Lrom 
ÉyOSr 

Enclosure(s): (U) EC from dated 04/20/2005 

Reference • X 278-HQ-C1229736-VIO Serial 823 
278-HQ-C1229736-VIO Serial 869 

Details: (U) Upon review of 
of a potential IOB violation,' 
not 

Division's captioned report 
it is IIS's opinion the incident is 

indicative of willful misconduct. IIS only actively pursues 
investigations where deliberate and/or aggravated misconduct is 
evident, and accordingly, this case is closed at IIS. 

b2 
b7E 

(U) IIS does, however, suggest this incident be 
potentially considered a possible performance related issue with 
respect to the employee and respective supervisor, and relegates 
any future action relative to this incident to the discretion of 
the| |Division. IIS recognizes and appreciates this matter 
was brought to our attention as required by the revisions 

b2 
b7E 

N S L V I O - 1 8 0 5 0 



(Rev. 01-31-2003) 

Sjjj&RET/ORCON/NOFORN "ij- 101Î5 

BUREAU OF INVESTIGATION 

<U) 

(U> 

( S ) 

Precedence: IMMEDIATE 

To: Counterintelligence 

OGC 

VÎNSD. 

Attn: 

Attn: 

Attn: 

Date: 03/02/2005 

CD-3A, room 4155. 
I SSA 

NSLB, 

IIS 

From: | 

Contact: 

b2 
b6 
b7C 
b7E 

Approved By: T 
Ï 

DATE: 06-22-2007 
CLASSIFIED BY 65179dmh/l£3r/»aj 
RE AS OH: 1.4 (c/d) 
CLASSIFY OH: 06-22-2032 

Drafted By: 

Case ID #: :s) pending) 
278 -HQ-C122973 6 - VIO -

]fjd ALI IHFDBHATIOH COBTAINED 
HEREID 15 UNCLASSIFIED EXCEPT 
WHERE SHOW* OTHERWISE 

bl 
b2 
b7A 
b7E 

Title: (S) 
(Case Agent[ 

bl 
b6 
b7A 
' b7C 

(Acting Supervisor 

(U) 

Synopsis: To provide Counterintelligence, CD-3A, with the 
attached letter with enclosures for provision to the Office of 
Intelligence Policy and Review .(OIPR), if appropriate, and to 
advise NSLB of same as potential IOB violation. 

jom_ 
EyÖnT 

Enclosure(s )..: ̂ HB7/OC/NF) LHM with enclosures for dissemination 
to OIPR. ^ ^ 

Details: (S) On June 10, 2004, at 11:40 a.m. Eastern Standard 
Time (EST), the United States Foreign Intelligence Surveillance 
Court granted the Federal Bureau of Investigation (FBI) authority 

bl 
b7A 

Si^lET/ORCON/ NOFORN 

NSL 

NSL V\0-I#OS"X 



FD-962 (Rev. 05-02-2003) 

B U R E A U O F I N V E S T I G A T I O N 

(U) 

tuj 

(U) 

(U) 

( S ) 

Precedence: ROUTINE 

To: General Counsel 

From: Counterintelligence 
CD-3A, Room 4155 
Contact: 

Date: 04/04/2005 

Attn: National Security Law 
Branch, Room 7975 

Approved By: 

Dig 

• • y'»!?».'*«'.!*«1-. 

Drafted By: 

Case ID #r 278-HQ-C1229736-VIO 

Title: M^-^INTELLIGENCE OVERSIGHT t 
Synopsis: Possible IOB error fl/.'P̂ v'--l-̂ x'-
of inf ormat ion. [J:.--' 

\ -t' ' ^ 
Derived F 
Dec 

Enclosure(s): LHM with enclosures 

. 'of 
' ' 

'' : ; 

- ¿H*'' 

if •"• '•• V 
•vf.'.»». . . V 4 

f .1" if' 
-* ** 

b2 
b6 
b7C 

Details ; (S)f 

On June 10, 2004, at 11:40 a.m. Eastern Standard Time 
(EST), the United States Foreign Intelligence Surveillance Court 
granted the Federal Bureau of investigation (FBI) ant.hnrif.v t-o 
conduct electronic surveillance on 

bl 
b2 
b7A 
b7E 

(S) The pertinent details of the authorization and 
(CS subsequent investigation are set forth in t-hp pnplnspH let-.^r. 
' ' I J is also providing 01PR with the 

bl 
b2 
b7A 
b7E 

SEpRET 

SECjS^T 
DATE: 06-23-2007 
CLASSIFIED BY 65179dah/ksr/maj 
REASON: 1.4 (c) NSL VIO-18068 
DECLASSIFY ON: 06-23-2032 

ALL INF0RHATI0H CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHODU OTHERWISE 

A U O 5 - • 37 



(Rev Ol-31-2003) 

{rtàysT t H ( Q | 4 
BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To: Inspection Division 

General Counsel 

Counterintelligence 

Attn: 

Attn: 

Attn: 

Date: 03/02/2005 

Internal Investigations 
Section (IIS) 
National Security Law. 
Branch (NSLB) 
CD-3^ 
SSA 

From 

b2 
b6 
b7C 
b7E 

Contact: SA 

Approved. By: " Î L, 4 
Drafted By: 

Case ID #: 

]brh 

(S) 
(U) 

(Pending) Vb 

ALL IHF0RHATI0H COBTAINED 
HEREIH IS UNCLASSIFIED 
UBERE SHOWH OTHERWISE 
DATE: 06-23-2007 
CLASSIFIED BY 6S179dah/)i3r/m<ij 
RE A3 OH: 1.4 (c/d) 
DECLASSIFY OH: 06-23-2032 

2 78 -HQ-CI22 9736-VIO (Pending)r| 1 1 

Title: (S) 
4xrr 

Synopsis: (U) Report of potential Intelligence Oversight 
Board (IOB) matter. 

(U)" 

Details: . (U) In order to facilitate a review, investigation, 
and disposition of intelligence activity conducted by the FBI 
which may have been unlawful or contrary to Executive Orders, 
this communication is being submitted to report a potential 
IOB matter. Per electronic communication from Inspection 
Division, Internal. Investigations Section on 02/10/2005 
concerning revised procedures for the submission of reports of 
potential intelligence oversight board matters, the following 
information is being provided: 

(1) Names of the case agent and case supervisor of captioned 
investigation: 

/ 

OIG/DOJffa 
FBI INVEST.: 
OPRUCINfÄttS 

bl 
b2 
b7A 
b7E 



(Rev. 08-28-2000) 

sfcfiÇÎET 

FEDERAL BUREAU OF INVESTIGATION 
^ 1010 

hZ 
b6 
b7C 
b7E 

b7E(S) 
bl 

Precedence: IMMEDIATE 

To: Inspection 

General Counsel 

From: 

Date: 11/19/2002 

Attn: IMU, Room 783 7 

NSLU 

Contact : 

Approved By: 

Drafted By: 

"3Xc[ 
RA 

b2 
b6 
b7C 
b7E 

] 

fc 

Case ID #: 

Title: (U) 

(U) 
(U) 

278-HQ-C122973 6-VIO '(Pending) 
.278 59479 

SS 
SA ï 

T i ìvision 

BEIT: 06-23-2007 
CLASSIFIED BY 65179dmh/kst/aaj 
?EAS:iI: 1.4 i c i 
DECLASSIFY 0»: 06-23-2032 

b2 
b7E 

ALL IHF0RHATIGH C0HTAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

I OB 

Synopsis: 
matters. 

(U) To report violations of Intelligence Oversight Board 

To request a waiver of Section III.B.4 of the Attorney 
General Guidelines (AGG) . relating to National Security T.g>M-<aT- manara 
for reference case : 

lified by: 1134, ITOS/CTD. 
Reason 

Ey-On: X] bl 
b2 
b7E 

Details: (S) On. 11/18/2002, the 
CTD. TTDS 2. MEUT reference violât 

Division was contacted by 
of T.HP most recent Adf; 

NSL VIO-18086 

S ^ ^ E T ) 

s-esos - H 
' o - u - $ 



(Rev. 01-31-2003) 

SE^ÎET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To: Inspection Attn: 

Attn: 

Date: 03/01/2005 

Internal Investigations Section 

SAC 
CDC 

( U ) 

(U) 

From: Office of the General Counsel 
National Spcnritv T.aw Rranrh/CTLU/Room 7975 
Contact: 

Approved By: Thomas Julie F 

b2 
b6 

Drafted By: 

Case ID #: \(S)/ 278-HQ-1406607-2 S'&f 
2 78-HO-C122 9736-VIO-4 0 

iU) 

Title: 

J 
278 \ r 59479-175 

b2 
b7E 

(U! 

SSÄJ. 
SA 

J DIVISION 

DATE! 06-23-200? 
CLASSIFIED BT aj 
REAS0I: 1.4 (cî 
DECLASSIFY 01: 06-23-2032 

ALL IUFOBHÂTÏOH C0STAIHED 
HEREIH IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

b2 
b6 
b7C 
b7E 

INTELLIGENCE OVERSIGHT BOARD (IOB)MATTERj 
( U ) Synopsis: It is t h e g ^ ^ ^ g i o f ^ ^ O f f ice of the General 

Rather, a record of this d ^ ^ ^ ^ o ^ ^ ^ ^ ^ d ^ ^ ^ ^ a ^ ^ ^ ^ d in the 
investigative control file for review by the Counsel to the IOB. 
Our analysis follows. 

2 0 0 5 - 1 7 

< x 

Reference: (S) 

_Decj 

2 78-HQ-C122 973 6-VIO-4 0 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document into Corel Word Perfect. 

OIG/DOJ Re: 
FBI INVEST.: 
OPR UCINITI 

SE^tET 

DATE: ¡T/A/Ai 
i/DOJ INVEST: 

b6 
b7C 

\PU ÈL 
NSL VIO-18089 



(Rev. 01-11-2001) 
RET 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

Precedence : ROUTINE 

To: General Counsel 

Fromi 

Date: 08/19/2005 

Attn: NSLB 

Inspection 
Internal Investigations Sectionì IPU, Room 11102 
Contact: CRS 

b2 
b6 
b7C 

Ext. 

Approved By-

Drafted By: 

jyj Case I D # : 

Fogle Toni Mari 

(U) 
Title: ( 

X 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 1010 
OGC/IOB# 2005-0017 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). . 

(UJ X Derived From : G-3 
Declassify On: XI 

Reference: 278-HQ-C1229736 Serial 40 

Details: (U) 
an EC from 

The Internal Investigations Section (IIS) received 
] Division dated 11/19/2002, reporting a 

b2 
b7E 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

DECLASSIFIED BY 6S179dB}i/k3Ej'iiLaj 
Off 06-23-2007 

RET 

NSL VIO-18094 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

<u> 

(U) 

(U) 

Precedence: ROUTINE 

To: 

Date: 09/09/2005 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section 
Contact: CRS| 

IPU, 
Ext. 

Room 11102 

Approved By: Fogle Toni Mari 

b2 
b6 
b7C 
b7E 

Drafted By: 

Case I D # : 

Title 

J^<^263-HQ-0-U - 278 (Pending) 

: ^ S ) ^ " S S A P 1 DECLASSIFIED BY 65179dnh/k3C/Maj 
OH 06-23-2007 

INTELLIGENCE UVtlküIGHT BtfARD MATTER 
INSD/IIS TRACKING# 1010 
OGC/IOB# 2005-0017 

b2 
b6 
b7C 

Synopsis: (U) To advise that the captioned reporting of 
potential Intelligence Oversight Board (IOB) violation has been 
reviewed by the Internal Investigations Section (IIS), and is not 
considered willful misconduct. This incident is remanded back to 
the field for whatever action deemed necessary and appropriate. 
Case closed at IIS. 

- X 
Enclosure(s): (U) EC from Division dated 11/19/2002 

R e f e r e n c e 2 7 8 - H Q - C 1 2 2 9 7 3 6 Serial 40 

Division's captioned Details: (U) Upon review of 
report of a potential IOB violation, it is IIS's opinion that the 
incident is not indicative of willful misconduct. IIS only 
actively pursues investigations where deliberate and/or 
aggravated misconduct is evident, and accordingly, this case is 
closed at IIS. 

(U) IIS does, however, suggest this incident be 
potentially considered a possible performance related issue with 
respect to the employee and respective supervisor, and relegates 
any future action relative to this incident to the discretion of 
the] |Division. IIS recognizes and appreciates that 
this matter was brought to our attention as required by the 

b2 
b7E 

b2 
b7E 

b2 
b7E 

NSL VIO-18095 



(U> 

( U ) 

(S) 

SÊJ(RET 
Working Copy - — 

Precedence : ROUTINE 

To: Director's Office 

General Counsel 

Attn: [ 

Date: 11/01/2002 
• 

Page 

4 1009 
0PR, Rm. 7129 
Kenneth L. Wainstein, 
National Securit'y Law Unit, 
Rm. 7975 

From: Inspection 
Tn.qpp<-t--ion Mananpmpn^ TTrH t- / Pnom 7837 

\ ext Contact : 

Approved By: 

Drafted By: 

C a s e I D # : 

Title: SâJ 

b2 
b6 
b7C 

vam 

[ 

SA 
SA 

278-HQ-1402225 (Pending) 

b6 
. b7C 

b7E 
I OB 
2002-67 

J DIVISION 

DATE: 06-23-2007 
CLASSIFIED BT 65179dBh/k3z/&&9 
REASON: 1.4 [cj 
DECLASSIFY OH: 06-23-2032 

(U) Synopsis: Request of the Office of the General Counsel 
(OGC) to review the facts of a possible Intelligence Oversight 
Board (IOB) violation. 

(D1 

(UJ Reference : 1-710 97 Serial 1 
b2 
b7E 

ALL IMFOWIATIQH CONTAINED 
HEREIR IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

Details: (S) OGC is requested to review the facts of a possible 
TOR vinlahinn- -i 1 11 r-o t-n siiV>nrii t- t-o an PRTWO ankat-anH VP unit- a bl 

b2 
b7E 

bl 

(s) r 

bl 
2 

b6 
b7A 
b7C 
b7E 

bl 
b2 
b7A 
b7E 

ft 

/ 

Case ID : 278-HQ-1402225 
SÈJ(RET 

Serial 

NSL VIO-18097 " Â 

H a 3 - o ^ u - à n 7 



Page 1 

Precedence: ROUTINE 

To: Counterterrorism 

Inspection 

General Counsel 

Attn: 

Attn: 

Attn: 

Date: 04/20/2005 

ITOS 1/CONUS 2/TEAM 7 
SA[ 
IIS 
SC Toni Fogle 
JtfSLB 

] b2 
b6 
b7C 
b7E 

From: 
CT -1 
Contact : SA 

"SET IHF0RHATT0W CONTAINED 
HEREIH IS UNCLASSIFIED EXCEPT 
WHERE SHOWH OTHERWISE 

(Ü) 

Approved By: 

Drafted By: 

Case ID #5 

tts 
bl 
b2 
b6 
b7A VIO (Pending) b 7 c 

(Pending) yb7E 

Title: 

(U) 
(S) 

INTELLIGENCE OVERSIGHT BOARD 
IOB MATTER 2005-03 

bl 
b6 
b7A 
b7C 

(U) 
ÖÖ:C<3 

Synopsis? J^L T o forward information obtainèd from Federal 
Grand Jury^sub^oenas that were based on informat 
using FISA-derived information to ITOS 1, CONUS 2XJTEAM 
directed by General Counsel, NSLB. 

(U) -X 

Reference : 
(U) 

(U) 

(U) 

: X 278-HQ-C1229736-VIO Serial 781 

DATE: 06-23-2007 
CLASSIFIED BY 65I79dnhAsc/ika{ 
REAS0H: 1.4 (c/dj 
DECLASSIFY OH: 06-23-2032 

Enclosure (s) Sealed envelope bearing proper classif ication 
markings containing information obtained from Federal Grand Jury 
subpoenas that were based on information obtained using FISA-
derived information to ITOS 1, CONUS 2, TEAM 7 as directed by 
General Counsel, NSLB. 

Details: ^Jsi^ In reference communication, the Office of the 1 
General Counsel has informed CG that the referenced matter must 
be reported to the Intelligence Oversight Board (IOB) and 
referred to the Inspection Division, FBIHQ. As directed by . 

Case ID 

(S) 

Serial : 

NSLVIO-18102 

815 
185 

bl 
b2 
b6 
b7A 
b7E 



SÈS^RET 
Working Copy Page 

Precedence : 

To: 

ROUTINE 

Counterterrorism 

Inspection 

Attn: 

Attn: 

Attn: 

Date: 

SSA 

<<Date>> 

ITOS I, Conus II, Team 7 

IIS SC Toni Fogle 

b2 
b6 
b7C 
b7E 

From: General Counsel 
National ^ecuritv Law Branch/Room 7975 
Contact: 

Approved By: 

Drafted By: 

Thnmaa Julie F 

(U) C a s e I D # : 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O (Pendine 

Title: (U) 
(U) 

Intelligence Oversight Board 
(IOB) Matter 2005-03 

is : It is the opinion of the Office of the General 
1 that the above refërenced matter must be reported to the 

Synopsis 
Counsel 
Intelligence Oversight Board (IOB) and referred to the Inspection 
Division, FBIHQ. OGC will prepare and deliver the required 
correspondence to the IOB. Our analysis follows. 

ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
"JHERE SHOOS OTHER»! SE 

/ / s f U r 

Administrative : 

DATE: 06-23-200? 
CU35X7XED 'SX 
REA50*j i.A (ojj 

_ DECLASSIFY ON: 06-23-2032 
This communication contains one or more 

(U) 

footnotes. To read the footnotes, download and print the document 
in Corel WordPerfect. 

Details :. J^HS^ By electronic communication (EC) dated December 22, 
2004, the-1_ 
matter.il 

^Divisi sion 
b2 
b7E 

reported this potential IOB 

IS/ /OC.NF) f 
bl 
b2 
b7A 
b7E 

Case ID : 278-HQ-C1229736-VIO . , Serial : .781 
SECRET |\|SL VIO-18104 



Working Copy Page 

DECLASSIFIED BY 65I79diili/karyma)i 
OD 06-23-2007 

<<Date>> 
BY COURIER 

Mr. James Langdon 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Langdon: 

Enclosed for your information is a self-explanatory 
letterhead memorandum—fTiHMI entitled "Intelligence Oversight b2 
Board (IOB) Matter, Field Office, IOB Matter 2005-03.," b^E 
<U) 

This LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and/or laws, Executive Orders, 
or Presidential Directives that govern FBI foreign 
counterintelligence and international terrorism investigations. (u> 

Enclosure 
1 - -MS Thr.mao 
1 -I I 
1 - 278-HQ-C1229736-VIO 
1 - Inspection (IOB 2005-03) 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

Case ID : 278-HQ-C1229736-VIO _ _ Serial : 782 
. ^SËÇfiKîWSir VIO-18108 



Page 2 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

INTELLIGENCE OVERSIGHT BOARD" (IOB) MATTER 
I IFIELD OFFICE 
IOB MATTER 2005-03 (U) 

Review of this 
opened 4, 2004, 

persons, predicated on infofc'fflaCiori t 
market owners in the[ 

'•J 
las determined that on August 
investigation on U.S. 
lat a group of Yemeni mini-

area were engaging in or 
SLVIQ-18109 

ar< 
^sss^TN 

b2 
b7E 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To: General Counsel 

Date: 08/17/2005 

Attn: NSLB 

(U) 

(U) 

From: Inspection 
Internal Investigations Section. IPU. Room 11102 
Contact: CRS 

Approved By: Fogle Toni Mari 

Drafted By 

C a s e I D # 

Ext. [ ] 
b2 ' 
b6 
b7C 

- X 278-HQ-C1229736-VIO (Pending) 

Title: INTELLIGENCE OVERSIGHT BOARD MATTER 
^ INSD/IIS TRACKING* 962 

OGC/lOB# 2005-0003 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

(U) 

Reference: 

X 
(s) 

27B-HÜ-C12297ife-Vlü üenal V 

bl 
b2 
b6 
b7E 

Bl 

I 
U) The Internal Investigations Section (IIS) received 

Division dated 12/22/2004, reporting a 
Based upon a review of the referenced EC it 

Details: 
an EC from 
possible IOB-error", 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

ALL INF0BHATIOB CONTAINED 
HEREIN IS UNCLASSIFIED EXCEf 
WHERE SHOOT OTHERWISE 

DATE: 06-23-2007 
CLASSIFIED BY 65179dah/lE3E/]iLaj 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-23-2032 

SESTET 
NSL VIO-18111 
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STCRET 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

Precedence: ROUTINE 

To: 

Date: 09/02/2005 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU, Room 11102 
Contact: CRS 

Approved By: Fogle Toni Mari 

Drafted By: 

Ext. I I 
b2 
b6 
b7C 
b7E 

case ID #: \ÌSV 263-HQ-O-U 

Title Y ^ = M 

kas 
267(Pending) 

DATE: 06-23-2007 
CLASSIFIED BY 6S179dmh/ksi:/»aJ 
REASON: 1.4 (c> 
DECLASSIFY OH: 06-23-2032 

T 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING #962 
OGC/IOB# 2005-0003 

b2 
b6 
b7C 

ALL INF0RHATI0N COBTAINED 
HEREIN IS UNCLASSIFIED EXC 
WHERE SHOWN OTHERWISE 

Synopsis: (U) To advise that the captioned reporting of 
potential Intelligence Oversight Board (IOB) violation has been 
reviewed by the Internal Investigations Section (IIS) , and is hot 
considered willful misconduct. This incident is remanded back to 
the field for whatever action deemed necessary and appropriate. 
Case closed at IIS. 

Enclosure(s): (U) EC fromf 

Reference: (S) 

{Division dated 12/22/2004. 

bl 
b2 
b7A 
b7E 

Details: (U) Upon review of|_ Division's captioned report 
of a potential IOB violation, it is IIS's opinion the incident is 
not indicative of willful misconduct. IIS only actively pursues 
investigations where deliberate and/or aggravated misconduct is 
evident, and accordingly, this case is closed at IIS. 

(U) IIS does however, suggest this incident be 
potentially considered a possible performance related issue with 
respect to the employee and respective supervisor, and relegates 
any future action relative to this incident to the discretion of 
t h e i D i v i s i o n . . IIS recognizes the fact this matter was 

b2 
b7E 

b2 
b7E 

SECRET 
x NSL VIO-18112 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 

Date; 05/06/2005 

Attn: Internal Investigation 
Section 

Case ID #: 
(S) 

Title: (U) 

From: General Counsel 
National Security Law Branch/CTLU I/LX1 
Contact: 

Approved By: 

Drafted By: 

i U ) 

Synopsis: (U) It is t h e ^ M f f l g o f the Office of General 

Intelligence Oversight B ^ ^ ' T T O T i ^ ^ d ^ t h e ^ O ^ ^ e of Professional 
Responsibility (OPR), FBIHQ. OGC will prepare and deliver the 
necessary correspondence to the IOB. 

X > 

Reference: 
Details 

278-HQ-C1229736-VIO-820 

On March 2, 2005, Special Agent (SA) 
a National Security letter (NSL) to which contained 
SA 

•rect telephone number. While drarting the NSL document, 
incorrectly combined the Subject's residence telephone 
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^J^RET/NOFORN 

FEDERAL BUREAU OF INVESTIGATION 

m 

(U) 

( U ) 

ibi 
b2 
b7E 

(S) 

( S ) 

Precedence ; ROUTINE 

To: Inspection 

Counterterrorism 

Attn: 

Attn: 
IIS 
r 

Date: 05/25/2005 

I 
UC/SSA 

Attn 
SSA[ b2 

b6 
b7C 
b7E 

From: General Counsel 
National $ecuritv Law Branch/C^TLU l/LX-1 5S-200 
Contact: 

Approved By: Thomas Julie F 

Drafted By: ] kdm 

Case ID #: (S) 

- X 
Title: X 

[Pending) 
278-HQ-oia^y/Jfe-VIO (Pending) 

N z s ^ 
INTELLIGENCE OVERSIGHT BOARD 
MATTER 2005-127 

AIL INF0RHATI0N CONTAINED 

HERE III IS UNCLASSIFIED EXCEPT 

WHERE SHOWN OTHERWISE 

DATE: 06-20-2007 
CLASSIFIED BT 65179/DHH/KSR/KQ 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-20-2032 

Synopsis: J^T It is the opinion of the Office of General 
Counsel (OGC) chat this matter must be reported to the 
Intelligence Oversight Board (IOB). Our analysis follows. 

bl 
b2 
b7E 

Reference: (U) 297-HQ-1271741 Serial 75 
ys^ 278-HQ-C1229736 Serial 841 

(S) As discussed in the referenced prl-.ronic 
Communination (EC), the I 
Details: 
. . . initiatedI 

I p j v i s i o n f 

a U.S. Person, 
ot tne investigation, 

1 

extension for the investigation in 
General's Guidelines for FBI National Security Investigations and 

1 During the course 
J properly obtained! Irion th 
n accordance with A L L U I U H Y 

bl 
b2 
b6 
b7C 
b7E 

S &P&ET/NOFORN 

H 



f 

BY COURIER 

Mr. James Langdon 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Langdon:. 

DECLASSIFIED By 6S179/DHH/KSRyRB 
OH 06-20-2007 

Enclosed for your information is a self-explanatory 
nsnrs entitled "Intelligence Oversight Board (IOB) Matter, 

Division, 2005-127." 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 

b2 
. b7E 

foreign counterintelligence 
investigations. (U) 

and international terrorism 

Enclosure 

1 
1 
1 
1 

- Ms. Thomas 

- 278-iHQ-C1229736-VIO 

b6 
b7C 



SECRET 

Mr. James Langdon 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
IDIVISION 

P T T 7 2005-
b2 
b7E 

( Ü ) 

[ 
initiated[ 

(S) 

( S ) 

( S ) 

(S) 

Attorney 

Investigation of this IOB matter has determined that, on 
| Division 

1 nf.a US Person. During 
properly obtained a 
in accordance with 
National Security 

the conrsg of the investigation, 
extension for the investigation 
General's Guidelines for FBI 

Investigations and Foreign Intelligence Collection (NSIG) . With 
the extension, [ 

I However 
]investigation lad to be 

conducted Q 
completed fcv 

expired .T 
1 almost two months afterI I had 

]did not request an exterision[ . Juntil 
Conducting the interview on October 29, 2004 was 

lntöASistöAE With the requirements of the NSIG. and must be 
reported in accordance with the requirements of Section 2.4 of E.O. 
12863. This matter has been referred to the FBI's Office, of 
Professional Responsibility for action deemed appropriate (i 

bl 
b2 
b7E 

m i v i u - m m 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE s Date: 11/09/2005 

To: General Counsel Attn: NSLB 

From: Inspection b2 
b6 
b7C 

Internal Investigations Section. IPU. Room 11102 
Contact: CRS Ext. [ 

Approved By: Figliuzzi C Frank 
DECLASSIFIED BT 65179/DMK/K3R/R13 
0B 06-20-2007 Drafted By: [ 

Case ID Case ID # : ( M 278-HQ-C1229736-VIO (Pending) 
Title: INTELLIGENCE OVERSIGHT BOARD MATTER 

/ \ INSD/IIS TRACKING* 1296 . 
• OGC/IOB# 2005-0127 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from | Pivision dated 3/11/2005, reporting a 
possible IOB error. Based upon a review of the referenced EC it b2 
is the IIS's opinion the incident described therein is indicative b7E 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

278-HQ-C1229736-VIO Serial 752 
278-HQ-C1229736-VIO Serial 841 
278-HQ-C1229736-VIO Serial 857 

SÈGKET 



FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To: 

Date: 11/09/2005 

Attn: ADIC (Personal Attention) 

From: Inspection 
Internal TnyeaMaationa Section. IPU, Room 11102 
Contact : UCI 

L. ir«, 
] Ext.[ 

Approved By> Figliuzzi C Franl{ 

r 

b2 
b6 
b7C 
b7E 

Drafted By: 
(U) v 

Case ID #: v 263-HQ-0-U - 342 (Pending) 

( U J Title» X INTÈLLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING* 1296 
OGC/lOB# 2005-0127 

Synopsis: (U) To advise the captioned reporting, of.potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This incident is remanded back to the field 
for whatever action deemed necessary and appropriate. Case 
closed at IIS. 

(TJ) 

(U) 

(U) 

X 
Enclosure(s): 
Reference: 

Lfy OnT 
278-HQ-C1229736-VIO Serial 841 

DECLASSIFIED BY 65179>DE 
ON 06-19-200? 

•X 278-HQ-C1229736-VIO Serial 752 
278-HQ-C1229736-VIO Serial 841 
278-HQ-C1229736-VIO Serial 857 

Details: (U) Upon review of Inspection Division's captioned 
report of a potential IOB violation, it is IIS's opinion that 
the incident is not indicative of willful misconduct. IIS only 
actively pursues investigations where deliberate and/or 
aggravated misconduct is evident, and accordingly, this case 
is closed at IIS. 

(U) IIS does, however, suggest this incident be 
potentially considered a possible performance related issue with 
respect to the employee and respective supervisor, and relegates 
any fni-nr-p arU^n relative to this incident to the discretion of 
the 3 

b2 
b 7 E 

Division. IIS recognizes and appreciates that 
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FEDERAL BUREAU OF INVESTIGATION 

mi 
b2 
b7E 

(Ü) 

(U) 

Precedence t PRIORITY 
To : General Counsel 

Datei 08/15/200r 
Attn: National Security 

Law Branch 

Unit Chief 

Counterterrorism Division 
Director's Office 

Senior Counsel Spike Bowman 
Assistant Director 

b2 
b6 
b7C 
b7E 

Promt £ 

Office of Congressional 
Affairs ALL INFORMATION CONTAINED 

HEREIN 13 UNCLASSIFIED EXCEPT 

Chief Diva s ion Pniinapl 

Contact : 

Approved By: 

Drafted By: 
CaseID #: 

DATE: 06-20-2007 
CLASSIFIED BY 65179/DHH/KSR/Ï 
REASON: 1.4 (c> 
DECLASSIFY ON: 06-20-2031 

278-HQ-C122 9736-VIO 

2 7 8 3 9 4 0 7 (Pending) 
foa 7 
(Pending) 

Title: (U) REPORTING OF COUNTERTERRORISM 
INVESTIGATIVE ACTIVITY WHICH MAY BE 
CONTRARY TO APPLICABLE POLICY; 
POSSIBLE INTELLIGENCE OVERSIGHT BOARD 
MATTER. 

(U) Synopsis: . 
investigative activity which[ 

Communication reports counterterrorism 
] division was advised by 

b2 
b7E 

the Office of the General Counsel (OGC) to report as a possible 
Intelligence Oversight Board violation. 

X 
"M 

Der 
issify On 

D e t a i l s : B y way of background information, it recently came 
to the attention of the Chief Division Counsel (CDC) of the 

SEjj&£T 

odßb- O 

.. NSbVIO-19181 
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FEDERAL. BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
Tos Inspection 

Counterterrorism 

Dates 09/01/2005 
Attn: IIS 
Attns AD 
Attn: SAC,CDC 

(Ü) 

( U ) 

(Ü) 

(U) 

(U) 

From: General Counsel 
Counterterrorism Law Unit II 

Contacts 
Approved By: Thomas Julie 

Drafted By: 
CaseID #: 

DECLASSIFIED BY 65I79j>DBH/KSR/RB 
ON 06-20-2007 

JC1229736-VIO J [03D (Pending) 

Title: 
(Pending) 

X INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB 2003-115 

b2 
b7E' 

S y n o p s i s » I t is the opinion of the Office of the General 
(Ode) 1 Counsel (0(SC) ̂  that this matter must be reported to the 

Intelligence Oversight Board (IOB) and to the Office of 
Professional Responsibility (OPR), FBIHQ. OGC will prepare a 
cover letter and a memorandum to report this matter to the IOB. 
Our analysis follows. 

Reference 

X 

• X 278-HQ-C1229736-VIO Serial 1027 
Administratives (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel Wordperfect. 

b2 
b6 
b7C 
b7E 

b6 
b7C 

OfQ/OOj 
FBIINVEETÎÎ 
0WIÜCINI 

- D A T ^ H ^ g ^ û f 
W iNVFS 

-N5L-VIG-Ì81S8 



BY COURIER 

Mr. James Langdon 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Langdon: 

DECLASSIFIED BY 65179/DHH/K5R/RH 

OH 06-20-2007 

Enclosed for your information is a self-explanatory b2 
monniranHinn—entitled "Intelligence Oversight Board (IOB) Matter, b7E 

Division, IOB Matter 2003-115" (U) 
This memorandum sets forth details of investigative 

activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Inspection Division. (U) 

Enclosure 
DETACHED 
CIAS 

1 - Mr. Hulon ln̂ .1 
1 - 278-HQ-C1229736-VIO-IU31 
1 - Tnsnprtinn tTAP 2003-115) 
1 -I r LDKrTcTlc 

b2 
b6 
b7C 



SE1 

TMTEiT.T.Tnpwr'fi nvgpgTrtHT ppapn (IOB) MATTER 
I B L V I S I O N 
IOB MATTER 2003-115 (U) 

(U) 
. X lury sub 

Inquiry has determined that oh 07/09/03 
poena was issued in connection with a 

b2 
b7E 

a ffl^ara] 
grand jury 
criminal investigation based upon a telephone numbed" OBCAined 
pursuant to a Pen Register and Trap and Trace device authorized 
by the Foreign Intelligence Surveillance Court (FISCL^JEhfi , 
federal nranH -im-v gpbpoena was obtained rfarnioa)"i nrr 

FöFSIgn i n t e l l x g e n c j suiVälllÄAce Act of 1978 (FISA) requires 
that the Attorney General approve any use of FISA-derived 
information in a criminal proceeding.1 The Office of 
Intelligence Policy and Review (OIPR) of the Department of 
Justice (DOJ) considers the issuing of a federal grand jury 
subpoena based upon FISA-derived information to f^o 
such information in a criminal proceeding. Since f 

b3 FGJ 
The b2 

b7E 

actions constituted a violation of the FISA s'tatute,v ttj,ia report 
is being made to the Intelligence Oversight Board (U) 

DECLASSIFIED BY 65179/DHH/KSR/BH 

08 06-20-2007 

Derive< 
Dec 

(U) Title 50 United States Code (U.S.Ci) Section 1845(b) (pertaining 
to pen register or trap and trace devices) provides that "no information 
acquired pursuant to this subchapter shall be disclosed for law enforcement 
purposes unless such disclosure is accompanied by a statement that such 
information, or any.information derived therefrom, may only be used in a 
criminal proceeding with the advance authorization of the Attorney General." 
(Emphasis added.) 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

Tos General Colina el 
Date: 11/28/2005 

Attn: NSLB 

From: Inspection 
Internal Tnw»gf i crah i o n * Qorh i nn IPU, Room 11102 
Contact: CRS Ext. 

Approved By: Figliuzzi C Fran) 

Drafted By: 

b2 
b6 
b7C 

Case ID #: 

Title: (U) 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1326 
OGC/lOB# 2003-0115 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U;) 278-HQ-C1229736-VIO Serial 1027 
278-HQ-C1229736-VIO Serial 1030 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from I |Division dated 8/15/2003, reporting a 
possible IOB error. Based upon a review of the referenced EC it b 2 

is the IIS's opinion the incident described therein is indicative b7 

of a performance issue. Therefore, no internal investigation 
will be conducted by the- IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 06-19-2007 BT 65179/DHH/KSR/RH 



FD-962 (Rev. 05-02-2003) 

(U) 

< u > 

(U ) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

Toj General Counsel 

Counterintelligence 

Date: 09/12/2005 

Attn: National Security Law Branch 
Room 7975 

Attn: CD-2C_UniL. 
SSA 

From: 
Squad 4 
Contact: SA 

Approved By: 

Drafted By: 
Case ID #: 
Title: 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
«HERE SHOBB,OTHERWISE 

DATE: 06-19-2007 

CLASSIFIED BT 65179/DHH/KSR/KB 

REASON: 1.4 (C,d) 
DECLASSirr ON: 06-19-2032 

X 
278-HQ-C1229736-VIO• 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

Synopsis: Possible IOB error for non-compliance with a 
requirement of the Attorney General. 

ĵjj 4' Description of IOB Error (including any reporting delays). 

1 ? ' 
. if-

b6 
b7C". NSL VICT-181W 
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FEDERAL BUREAU OF INVESTIGATION 

(U) 

<u> 

(U) 

( S Ï 

Precedence t 

To: 
ROUTINE Date: 11/09/2005 

L 

Counterint el1igence 
Inspection 

Attn: 

Attn: 
Attn: 

SA 
CDt 
S SA 
IIS 

CD-2C 

From: Office of the General Counsel 
NSLB/PTT-iIT/Rfinm 7Q4.7 
Contact: 

b2 
b6 
b7C 
b7E 

Approved By: Thomas Julie F 

Drafted By: 
Case ID #: (U) 
Title: 

I . ALL IHFOFHATIG® C0HTAIHED 
IRTFS HEREIH IS UNCLASSIFIED EXCEPT 

278-HQ-C1229736-VIO*" (Pending)WHERE SHOWS OTHERWISE 

X 
(OGC) t 

INTELLIGENCE OVERSIGHT BOARD MATTER 
2005-177 

Synopsis: It is the opinon of the Office of the General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel to 
the IOB. 

Reference 

) 

: (U) 278-HQ-C1229736-VIO Serial 973 

DATE: 06-20-2007 
CLASSIFIED BY 65179/DHH/KSR/RFL 
REASON; 1.4 (C) 
DECLASSIFY OH: 06-20-2032 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

Details^. 
the| pi vi s ion 

OGC review the f 
The reÇprpnrBd aifctronic communication (EC) from 

dated 09/12/2005, requested 
captioned matter and determine 

In our opinion, it 
¡eri ULI that OGC review the fduutj ui trie 

whether it warrants reporting to the IOB. 
does not. Our analysis follows 

. (S) As indicated in the referenced EC J 
1 1 1 opened ai ' 1 1 P 

b2 
b7E 

bl 
b2 
b6 
blC 
b7E 

^ Ä Q R E T 

N5CT0-Ì820T , 
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FEDERAL BUREAU OF INVESTIGATION 

(U) 

Precedence: ROUTINE 

To: General Counsel 
Date: 12/15/2005 

Attn: NSLB 
From: Inspection 

Internal Investigations ŝ nf.-i on IPU, Room 11102 
Contact: CRSl I Ext. \ | 

Approved By: 

Drafted By: 

«/Case ID #: 

Title: (U) 

Figliuzzi C Fran 

b2 
b6 
blC 

ALL INFORMATION CONTAINED 

HEREIN 13 UNCLASSIFIED 

DAH 06-19-2007 BY 65179/1 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING* 1490 
OGC/IOB# 2005-0177 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: 278-HQ-C1229736-VIO Serial 973 ^ 
278-HQ-C1229736-VIO Serial 1045--

Details: (U) The Internal Investigations Section (IIS) received 
an EC from! I Division dated 9/12/2005, reporting a possible 
IOB error. Based upon a review of the referenced EC, it is the 
IIS's opinion the incidents described therein are administrative 
in nature. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

b2 
b7E 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

From: Inspection 

Date: 12/15/2005 

Attn: SAC (Personal. Attention) 

b2 Internal Investlaatinna Section ÎPU, Room 11102 b 6 
Contact: CRS I ] Ext. ["" / bic 

Approved By: 

Drafted By: 

V^ase ID #: 

Title: (U) 

Figliuzzi C Frank 
b7E 

AIL INFORHATIOH CONTAINED 

HEREIN 13 UNCLASSIFIED 

DATE 06-19-2007 BY 6S179/DBH/KSR/IS| 

(U) 263-HQ-0-U (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING* 1490 
OGC/IOB* 2005-0177 

Synopsis: (U) To advise the captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This incident is remanded back to the field 
for whatever action deemed necessary and appropriate. Case 
closed at IIS. 

Enclosure(s): (U) EC from dated 09/12/2005 
b2 
b7E 

Reference: (U) 278-HQ-C1229736-VIO Serial 973 
278-HQ-C1229736-VIO Serial. 1045 

Details: (U) Upon review of f IDivision's captioned report 
of a potential IOB violation, it is IIS's opinion the incident is 
not indicative of willful misconduct. IIS only actively pursues 
investigations where deliberate and/or aggravated misconduct is 
evident, and accordingly, this case is closed at IIS. 

(U) IIS recognizes and appreciates that this matter 
was brought to our attention as required by the revisions 
mandated by National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6) . 

b2 
b7E 



(Rev. 01-31-2003) T ' 
SE^ÄET/NOFORN 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To: 

ROUTINE 

Counterterrorism 

Date: 11/25/2005 
Attn: SAC 

CDC 
Attn: ITOSI/CONUS1/Team 3 

b2 
b6 
b7C 
b7E 

From: Office of General Counsel 
National ^ e r u r i t v T.aw Rranrh/t.X-1 . <=ÎS2nO 
Contact: 

Approved By: Thomas Julie F 

Drafted By: 

nun im'jRBATIOB CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

(U) ^ / u _ J | 0 5 7 Case ID 278-HQ-C1229735-VIO (Pending) bl 
b2 
b7A 
b7E Title: 

(S) 

X 
(Pending) 

DATE: 06-20-2007 
CLASSIFIED BY 
RE AS OH: 1.4 (c> 
DECLASSIFY ON: 06-20-2032 

REPORT OF POTENTIAL INTELLIGENCE 
OVERSIGHT BOARD (IOB) MATTER (IOB 2006-192) 

Synopsis: (U)It is the opinion of the Office of General Counsel 
(OGC) that the above referenced matter is not a violation and 
need not be reported to either the Intelligence Oversight Board 
(IOB) or the FBI's Inspection Division. 

- ::- X 
Reference: ^ ^ 

(S). 

iy On: 117^2-5/2030 
278-HQ-C1229735-VIO Seriali 1014' 

bl 
b2 
. b7A 
b7E 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect. 

Details: (S) the Division initiated a 
a United States 

bl 
b2 
b6 
b7A 
b7C 
b7E 

SEI flpET/NOFORN 

b 6 OKWDOJ 
b 7 c FBI INVEST.: 

OPRUC 

DATE: 
INVEST:. 



(Rev. 01-31-2003) f 
SEJZRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 
To» General Counsel 
From: 

Date: 12/23/2005 

Attn: NSLB ALL INF0RHATI0H CONTAINED 

HEREIN 13 UNCLASSIFIED EXCEI 

. WHERE SHOOT 

Inspection 
Internal Investigations Section, IPU, Room 11102 
Contact: CRS | | Ext.I ~| 

b2 
b6 
b7C 

Approved By: Figliuzzi C Fran 
Drafted By: 

DATE: 06-20-2007 
CLASSIFIED BY 65179/DHH/KSR/RW 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-20-2032 

Caae ID #: 
Title: (U) 

(U) 278-HQ-C1229736-VIO (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING* 1292 
OGC/IOB* 2006-0192 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National. Security 
Law Branch V(NSLB). 

Reference: (U) 
(S) 

sify Ònì 

278-HO-C1229736-VIO Serial 1014 
bl 
b2 
b7A 
b7E 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from I iDivision dated 9/18/2005, reporting a 
possible IOB error. Based upon a review of the referenced EC, it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated . 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

SEOTET 



(Rev. 01-31-2003) ^ / { 

SJÇRET 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To: 

ROUTINE Date: 12/23/2005 
Attn: SAC (Personal Attention) 

From: Inspection 
Internal Tnvygt--iaaMnngi Smfirm IPU. Room 11865 
Contact: CRS Ext.[_ 

Approved By: Figliuzzi C Frank 

b2 
b6 
b7C 
b7E 

Y 

Drafted By: 
Case ID #: 
Title: (U) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWS OTHERWISE 

(U) 263-HQ-0-U (Pending) DATE: 06-20-2007 
CLASSIFIED BY 65179/DHH/KSR/RW 
REASON: 1.4 (c> 

INTELLIGENCE OVERSIGHT BOARD MATTER DECLASSIFY 0N: 06-20-2032 
INSD/IIS TRACKING» 1292 
OGC/IOB# 2006-0192 

Synopsis: (U) To advise that the captioned reporting of 
potential Intelligence Oversight Board (IOB) violation has been 
reviewed by the Internal Investigations Section (IIS), and is not 
considered willful misconduct. This incident is remanded back to 
the field for whatever action deemed necessary and appropriate. 
Case closed at IIS. 

(Ü) X 
Enclosure(s): 
Counsel and| 

(U) EC fromf I to Inspection, General 
] dated 09/18/2005. bl 

b2 
b7E 

Reference: (U) 
(S) 

27R-Hr>-ri7.297^fi-VTO fiar-ial 1014 
b2 
b7A 
b7E 

Details: (U) Upon review of I I Division's captioned 
report of a potential IOB violation, it is IIS's opinion that the 
incident is not indicative of willful misconduct. IIS only 
actively pursues investigations where deliberate and/or 
aggravated misconduct is evident, and accordingly, this case is 
closed at IIS. 

(U) IIS does, however, suggest this incident be 
potentially considered a possible performance related issue with 
respect to the employee and respective supervisor, and relegates 
any future action relative to this incident to the discretion of 
the I iDivision. IIS recognizes and appreciates that this 
matter was brought to our attention as required by the revisions 

b2 
b7E 

b2 
b7E 

SE&JIET 

NSL VKM822T 



(Rev. Ol-îl-2003) { 1 

S^tfRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence t ROUTINE Date: 11/21/2005 

(UJ 

( U ) 

(U) 

TO! Attn: 

Inspection Attn: 
Counterintelligence Attn: 

Office of 
Professional Responsibility 

A / S S A [ 

SA[ 
Entern Internal Inspections Section 
CD-2A 
SSA[ 

From: Office of the General Counsel 
National ftecuritv Law Branch. 
Contact: 

ALL INFORMATION CONTAINED 

HEREIN 13 UNCLASSIFIED EXCEPT 

JJHERE 3H0WN OTHERWISE 

b2 
b6 
b7C 
b7E 

Room 7947 

Approved By*, ^ulie F. Thomas 

Drafted By: 
Case ID f : ^ 

_ / 0 ^ 
X /r, 278-HQ-C1229736-VIO (Pending) 

Title: A/SSAI 

DATE: 06-20-2007 
CLASSIFIED BY 65179/DHH/KSR/RB 

REASON: 1.4 
DECLASSIFY ON: 06-20-2032 

b2 
b6 
b7C SA 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2005-160 

Synopsis: (U) It is the opinion of the Office of General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB) and the Office of Professional 
Kfjflponaihi. 1 if.V (QPR) . FBIHQ. .However. A/SSAf 

H rose soieiy ca1 
number that 
coverage was also caused 
Request bvl 

However, 
J and SA|_ ]3id 

b6 
b7C 

id not 
wireless communication surveillance on a cell phone 

was not subscribed to by the target. Instead, the 
[V fault-v H r a f h i n a nf I I Ì 

Of 
Headquarters, Federal 

lEy 
"Bure 

1 arni ìnanpiirar.R r a v i w 
SSAT| | CD-2A, 

3ureau of Investigation (FBI HQ). The OGC 
will prepare and deliver the necessary correspondence to the IOB. 

X 
SECRET 

OKVDÖJ 
FBIiNVEBT) 
CPHUC 

- N S T - V I Q = 1 8 2 2 7 ™ 



( 

November 21, 2005 

BY COURIER 

Mr. James Langdon 
Chairman, 
Intelligence Oversight Board 
New Executive Office Building - Room 5020 
725 17th Street, N.W. 
Washington, D.C. DECLASSIFIED BY 6S179/DHH/KSR/RH 

Dear Mr Langdon: 

This letter forwards for your information a self-explanatory enclosure entitled 
"Intellegence Oversight Board Matter, Counterintelligence Division, Federal Bureau of 
Investigation Headquarters, IOB Matter 2005-160" (U) 

The enclosure sets forth details of investigative activity which the FBI determined was 
conducted contrary to the Attorney General's Guidelines for FBI Foreign Intelligence Collection 
and Foreign Counterintelligence Investigations and/or laws, Executive Orders, or Presidential 

ON 06-20-2007 

Enclosure 

1 -[ 
1 - Ms. Thomas b6 

b7C 

1 - 278-HQ-C1229736-VIO - 1069 

UNCLASSIFIED WHEN DETACHED 
FROM CLASSIFIED ENCLOSURE 



I 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 

I WHERE SHOWN OTHERWISE 

SECRET 

Mr. James Langdon 

INTELLIGENCE OVERSIGHT BOARD MATTER 
COUNTERINTELLIGENCE DIVISION 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS 
IOB MATTER 2005-160 

DATE: 06-20-2007 
CLASSIFIED BY 65179/DHH/KSR/RW 
REASON: 1.4 (c,d) 
DECLASSIFY ON: 06-20-2032 

[ 

I S ) 

<s> 

VTPl S p n a 

( ^ As reported by the[ ]Division 
in its electronic communication (EC), 278-HQ-C1229736-
848, the fnllnuinn wanta nrmrrsii i r> PT̂ T I I ( 
investigation^ |__lhe 

subj ects of these investigations art»! I 
respectively. Both arel 

isl 
1(Renswal Order)I 

bl 
b2 
b6 
b7A 
b7C 
b7E 

bl 
b4 
b6 
b7A 
b7C 
b7D 

( c ) 

I S ) 

(S) Pursuant to \_ 

iicL not recogni ze j 
either subiect. consequently.! 1 J J" 

as that of 
1 immediately notified SA 

1 At CflAC Eltté SA-r J ^ I macrueeaa ene LB ea miflifttize 
Ito the extent that either of the 

targets could be positively identified. SAl |also advised 
T.Q t-Viat- t-ho B a n a w a l a n l - h n y i r*r\ I I a n f -i r-.n rvrv I I 

TT<->r- apnmYimahalv <"V"*il 
continued to monitor 

days 
During tnat time period no 

( S ) : _ _ 
• « . 1 Additional information was obtained from the.initial request 

i a ) i r I 
I S ) 

I J 
T 

2 

I S ) SEp^ET 

3 

bl 
b2 
b6 
b7A 
blC 
b7E 

bl 
b6 
b7A 
b7C 

bl 
b4 
b7D 

NSt-VIO=1823^ ~ 



(Rev. 01-31-2003) t, \ 

FEDERÀL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To: General Counsel 

Date: 12/23/2005 

Attn: NSLB 

From: Inspection . 
Internal Investigations Section. IPU, Room 11102 
Contact: CRS 

Approved By: Figliuzzi C Frank 

Drafted By: 

Ext. 
b2 
b6 
,b7C 

ALL IUFOREATION C0HTAIHEB 
HEREIH 13 UNCLASSIFIED 
DATE 06-20-2007 BY 6S17S 

Case ID #: 
Title: (U) 

(U) 278-HQ-C1229736-VIO (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING» 1298 
OGC/lOB# 2005-0160 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 
Reference: (U) 278-HQ-C1229736-VIO Serial 848 

278-HQ-C1229736-VIO Serial 1068 
I1L The Tntftrn^l Investigations Section (IIS) received 

3 Division dated 5/20/2005, reporting a 
Details: 
an EC from 
possible IOB error. Based upon a'review of the referenced. EC it 
is the IIS's opinion the incident described therein is an 
administrative error in the source reporting the target telephone 
number. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

b2 
b7E 



(U) 

S 
(Rev. 01-31-2003) { 

FEDERAL BUREAU OF INVESTIGATION 
Precedence: ROUTING Date: 12/23/2005 

To: | Attn: SAC (Personal Attention) 

From: Inspection 
Internal Tnv faMnaHnna Reol- i rvn _ IPU, Room 11102 

Ext. Contact: CRS 
Approved By: Figliuzzi C Fran 

b2 
b6 
b7C 
b7E 

Drafted By:' 
/case ID'#: 

DECLASSIFIED BY 65179/DHH/KSR/Rï| 
OH 06-20-2007 

Title: (U) 
(U) 263-HQ-0-U - 360 (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING» 1298 
OGC/lOB# 2005-0160 

Synopsis: (U) To advise that the captioned reporting of 
potential Intelligence Oversight Board (IOB) violation has been 
reviewed by the Internal Investigations Section (IIS), and is not 
considered willful misconduct. This incident is remanded back to 
the field for whatever action deemed necessary and appropriate. 
Case closed at IIS. 

X Dec 
Enclosure(s): (U) EC from 
General Counsel, dated 05/io/idoub. 

to Inspection and 
b2 
b7E 

Reference: (U) 

Details: (U) Upon review of 

278-HQ-C1229736-VIO Serial 848 ^ 
278-HQ-C1229736-VIO Serial 1068 

Division's captioned 
report of a potential IOB violation, it is US's opinion that the 
incident is not indicative of willful misconduct. IIS only 
actively pursues investigations where deliberate and/or 
aggravated misconduct is evident, and accordingly, this case is 
closed at IIS. 

(U) IIS recognizes and appreciates that this matter 
was brought to our attention as required by the revisions 
.mandated by National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6). 
•• 

Unclassified when separated from enclosure. 

b2 
b7E 

4451.^6-18238—-



DECLASSIFIED BY 65179dmh/k3E/maj 
OH 06-21-2007 

December 2, 2005 
BY COURIER 

Mr. James Langdon 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725"17th Street, NW 
Washington, D.C. 20503 
Dear Mr. Langdon: 

This letter forwards for your information a self-
explanatory enclosure, entitled "Possible Intelligence Oversight 
Board Matter." 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 
Enclosure 
1 - Ms. Thomas 

i — 1 

1 - 278-HQ-C1229736-VIO 

b6 
b7C 

/ .UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

G-3 

NStrVIO-18279" 



(Rev. 01-31-2003) 

¡B&léiT 

FEDERAL BUREAU OF INVESTIGATION 

ZOOU- O too 
Precedence t 

Tot 

ROUTINE Datet 10/05/2005 

Inspection 
General Counsel 

Attn: 
Attn: 

IIS 
NSLB 

From: 
r-hiof niviaifin Pminai»! 

Contact : 

b2 
b7E 
b6 
b7C 

Approved By 

Drafted By: 

ro-
JSase ID #: .(S 

bl 
b2 
b7E 
b7A 

(U) Title : POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER (IOB) • 

(U) 

( S ) 

Synopsis: i*0 
(U) 

NSL directed at incorrect e-mail header. 
Der 

AJLÎ̂ IvÛZLIL i 

r>af*'11 T 12.Li 

DATE: 06-21-2007 
CLASSIFIED BY 65179d»h/ltSL/maj 
REASON: 1.4 (c> 
DECLASSIFY ON: 06-21-2032 

bl 
b7A 

(U) 
During the week of 08/07/2005, case agent asked 

jtriĝ ttive Support Specialist the Investrîgàtive Support Specialist (IIS) to create two National 
Security Letters (NSLs) for separate e-mail header information 
and electronic communication transactional records that belonged 
to the subject of the above referenced matteri 

(S) The case agent provided the IIS with notes on the 
case including the two e-mail addresses. One e-mail address was 
correct and there is no issues regarding that e-mail address. 
The second e-mail address was transcribed inrnr-riactlv. The case 
agent provided the IIS with e-mail address J_ land 
the NSL was drafted with an e-mail address o: 

bl 
b2 
b7C 
b7A 

•StLjUUMur 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

b2 
b7E 
b6 
Ja 7 C 

-puuÑéS — 
OaAju CUfctí 

"ñslvioMœass 
SS/9 

AJÏLVI0' 



.01-31-2003) I I 
SEG&^T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
To: General Counsel 
From: 

Date: 02/21/2006 
Attn: NSLB 

Inspection 
Internal Investigations Section, TPUr Room iipfig; 

Ext. Contact : CRS 
Approved By: Miller David Ian 
Drafted By: 
Case ID #: 
Title: (U) 

(U) 278-HQ-C1229736-VIO (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING* 1735 
OGC/IOB# 2004-0077 

b6 
b7C 
b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (S) 
(U) 27S-HÜ-C1229736-VIÜ S e r i a l 600 

bl 
b2 
b7E 

Details: pU—The internal—Tnvaatinations Section (IIS) received 
an EC fromI Idated 6/28/2004, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS1s opinion the incident(s) described therein is/are 
indicative of a performance issue. Therefore, no internal 
investigation will be conducted by the IIS and this matter is 
being relegated to the NSLB for whatever action they deem 
appropriate. 

b2 
b7E 

DATE! 06-21-200"? 
CLASSIFIED BY 65179d*h/k3i7ma3 
REASON: 1.4 [cj 
DECLASSIFY OS: 06-21-2032 

ALL INF0RHATT0N CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE,SHOWN OTHERWISE 

SEl 



(Rev. 01-31-2003) . ; 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

Precedence: ROUTINE 

Toi General Counsel 

From: Inspection 
Internal In\ 
Contact: CRS 

Date: 03/03/2006 
Attn: NSLB 

IPU, Room L1865 
Ext. 

Approved By: 

Drafted By: 

V Case ID #: 

Title: 

Miller David Ian 
b6 
b7C 
b2 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING* 1658 
OGC/IOB* 2006-0209 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1050 
278-HQ-C1229736-VIO Serial 1141 
278-HQ-C1229736-VIO Serial 1142 

b2 
b7E 

Details: (U) 
an EC froml~~ 
pos.sible IOB" 

The Internal investigations Section (IIS) received 
IDivision dated 10/5/2005, reporting a 

error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

DECLASSIFIED BY 65179dah/k3t/mai 

OH 06-21-2007 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 
Precedence > ROUTINE 
Toi 

Datei 03/03/2006 
Attn« SAC (Personal Attention) 

From: Inspection 
Internal Tnvpgl-iqaMnng fiprUnn 
Contacti CRS c IPU, 

Ext. 
Room 11865 

Approved By: Miller David Ian 
Drafted By: 

Vcase ID #: 
Title: (U) 

DECLASSIFIED 8Y 6Sl79«tah/karrtaj 
CK 06-21-2007 

(U) 263-HQ-O-U - 389 (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING» 1658 
OGC/IOB» 2006-0209 

b2 
b7E 
b6 
b7C 

Synopsis: (U) To advise that the captioned reporting of 
potential Intelligence Oversight Board (IOB) violation has been 
reviewed by the Internal Investigations Section (IIS), and is not 
considered willful misconduct. This matter is returned to the 
field for corrective action as appropriate.Case closed at IIS. 

X 
(0) 

enclosure(s): (U) EC from 
Counsel, dated 10/05/2005. 

Inspection and General 
b2 
b7E 

Reference: (U) 278-HQ-C1229736-VIO Serial 1050 
278-HQ-C1229736-VIO Serial 1141 

Division's captioned Details: (U) Upon review of. . 
report of a potential IOB violation, it is IIS's opinion that the 
incident is not indicative of willful misconduct. IIS only 
addresses allegations where deliberate and/or aggravated 
misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the the| | 
Division. IIS recognizes and appreciates that C M S HiaCCét was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 (319X-HQ-
A148.7720 serial 6) . 
DOCUMENT IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE 

b2 
b7E 



(01/26/1998) 

SECFE^R SECRET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

Precedence : ROUTIN E 

To: Director's Office 

Date: 2/06/06 

Attn: OPR 

Attn: CDC 

From: General Counsel 
National Security Affairs/Room 797.4 
Contact: Julie F. Thomas 

Approved By: Thomas Julie F. 

Drafted By: 

Case ID #:<U) 

Title : 

278-HQ-C1229736-VIO/ / 7 7 

(U) ÌA 

DATE: 06-2-7-2007 
CLASSIFIED BY 65179 DNH/KSR/3H 
REASON: 1.4 (C) 
DECLASSIFY ON: 06-27-2032 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-230 

tU) 
Synopsis: (X • It is the opinion of the Office of the General 
Counsel (OGC) that the above-referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

bl 
b2 
b7E 
b6 
b7C 

( U ) 

( Ü ) 

Reference : ì k : 

Derived^fromj_jGr^3 

278-HQ-C1229736-VIO-1114 

Details: • Û3Î As noted in the electronic communication (EC), 
/ CJ \ this matter has ariwn a rpsn 1 1- nf a Hat-innal Ssniritv T.pftpr 
* ' (NSL) issued bvl 

SECR 

b6 
b7C 0ÎG/D0J REVOfc 

N|gi4NyEsnGATii 

m m 

DATE: 3' 

\)\0~I83V7 



DECLASSIFIED BY 65179 DHH/KSR/JU 
ON 06-27-2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 
This letter forwards for your information a self-

explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2006 230 (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - 278-HQ-C1229736-VIO 

UNCLASSIFIED WHEN 
DETACHER FROM 
CLASSIFIED ENCLOSURE 

Derived froiiri^-liultiple Sources 
Declassify orf^-S^bmary 7,2031 

S^^ET 

NSL VIO-18351 



SEC 

b2 
b7E 

b2 
b7E 

S» ( S ) 
b6 I 
b7C L 

( S ) 

( S ) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
| |FIELD OFFICE 
IOB MATTER 2006-230 (S) 

X . The Field Office of the Federal Bureau 
K 
L 

of Investigation has reported an error in conjunction with that 
division's! " 

rasnnnsp tn .a National Security Letter(NSL) 
erroneously provided two documents WillCrt Wèté 

Tn t-hia rsgarH, 

Unrelated to rrte subject of the NSL, which were associated with a 
:ustomer who is probably a United States person. 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

Derive 
Decías 

om : 
on: 

G-3 
25X1 

SE 

ALL INPORHATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DATE: 06-27-2007 
CLASSIFIED BT 65179 DHH/KSR/JN 
REASON: 1.4 (C) 
DECLASSIFY ON: 06-27-2032 

SEC: 

NSL VIO-18353 



(Rev. 01-31-2003) 

S E C R ^ ^ 

FEDERAL BUREAU OF INVESTIGATION 

bl 
b2 
b7E 

Precedence : 

To 

ROUTINE Date: 03/07/2006 

b2 
b7E 
b6 
b7C 

^Director's Oftice 
General Counsel . 

Attn: 
Attn: 
Attn: 

From: 

Contact : 

Approved By: 

Drafted By: 

TÜEÜ" 

UlrK 
AGC 

(U) Case ID #: (S) 
; Í * 

Title: p 

ALI IHF0RHATI0N CONTI 

HERIIH IS UNCLASSIFIED EXCEPT 

WHERE SHOWN OTHERWISE 

(U) 

27U-HU-L'122yMfe-VlU (fending)- l^kTE. 0 6 . 2 e - 2 0 0 7 
CLASSIFIED BY 65179 HDH/KSR/JTJ POSSIBLE INTELLIGENCE OVERSIGHT REASON: 1.4 (CJ 

BOARD MATTER DECLASSIFY OH: 06-28-2032 

2006-230 

Synopsis: To return material provided pursuant to an NSL 
to the financial instiution. 

(U) 

b2 
b7E 
b7D 
bl 

( S ) 

( U ) 
Reference 

DeriveoyEjioia : G-3 
Declassify On: XI 

278-HQ-.C1229736-VIO Serial 1177 

Enclosure(s) : Enclosed for .-
P W 1 rnntaininn mal-prial m-mH rted hJ 

1 

(S) 

pursuant to a National Security Letter (NSL) issued by SAC 

issued an NSL as part of an 
bl 
b2 
b7E 
b6 
b7C 
b7D 

I 
Details ^ 
i nvaeTì-WaMan ^ j_t: 1 I -A 

rnv n n w m p ^ v f l T 
relating to the subject. tiy EL' dated 08/02/2005| 
forwarded documents responsive to this NSL toH 
December 2005 while reviewing the documents the 

S E c k E ^ 

r i ñ 

NSL VIO-18354 



(Rev. 01-31-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To ! 

ROUTINE Date: 03/07/2006 

b2 
b7E 
b6 
b7C 

Director's orrice 
/General Counsel 

Attn: 
Attn: 
Attn: 

OPR 
AGC 

From 

bl 
b2 
b7E 

Contact : 

Approved By: 

Drafted By: 

CDC 

DATE: 06-28-2007 

CLASSIFIED BY 65179 DHH/KSR/JB 

REASON: 1.4 (C) 

DECLASSIFY OB: 06-28-2032 

(U> 

Case ID #: (S) 
( U ) ^ 

Title: {p^ 

/ üVa-HÜ-Cü^^yVJi-VlU ^ e n a m g ; 

(U) 

POSSIBLE INTELLIGENCE OVERSIGHT 
BOARD MATTER 
2006-230 

ALL INFORMATION CONTAINED 

HEREIN 15 UNCLASSIFIED EXCEPT 

WHERE SHOWN OTHERWISE 

Synopsis: To return material provided pursuant to an NSL 
to the financial instiution. 

ÍU) X Derive' 
Decla 

(U) 
b7D 
b2 
" E ( S ) 

I 

Reference:278-HQ-C1229736-VIQ-Serial 1177 

Enclosure (s) : Enclosed for 
envelope containing material nrovirlert bvf 

is a 1A 

TYiiT-giianr rn a Nannnai spniri ry Lprrsr iwsi.) issued Oy SA1 P 
bl 
b2 
b7E 
b7D 
b6 
b7C 

Details 
(3) | i nvftaf. 

ils: 
at i aar, i pn| r 

isgiipH an MST, as narf nf an 

1 for financial records" 
relating to tne subject. By EC dated 08/02/2finsJ 
forwarded documents responsive to this NSL to 
December 2 0 05 while reviewing the documents the 

t ra 

SECR: 

NSL VIO-18357 



(Rev. 01-31-2003) SE^1] 

SE&Ç^T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/31/2006 

Tc Attn: CDC 

b2 
b7E 
b6 
b7C 

director ' s Office 
General Counsel 

Attn: OPR 
Attn: AGC 

From: 

bl 
b2 
b7E 

Conta^: IS£ 

Approved By: 

Drafted By: 

ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

<U) 

Case ID #: (S 
in) 

• k 

(U) — 2 ya-HQ-C122«J7 Jt-VIO—TFenaing ) / DATE: 06-28-2007 

x , CLASSIFIED BY 65179 

T i t l e : (X) POSSIBLE INTELLIGENCE OVERSIGHT REASON: 1.4 (C) 
BOARD MATTER DECLASSIFY ON: 06-28-2032 

2006-230 

V 
b7D 

bl 
b2 
b7E 

Synopsis: (S) NSL material returned to financial 
institution! 

(U) ft 
Derived: From : 6-3 
Declassify On: XI 

Reference : (S) 

Details: On 03/31/06, ISS 
returned documents that were prov^aea to 
d. m response co an 

in errai 
NSL to 

b2 
b7E 

(U) . Lead 1, Seria 

NSL VIO-18360 



(Rev. 01-31-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

Precedence: 

To: 

ROUTINE Date: 1/20/2006 

bl 
b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 

Count ert e rrori sm 

Inspection 

Attn: 

Attn: 

Attn: 

CDC 

ITOS I., Conus. 2, Team 4 

IIS 

From: General Counsel 
National Rpnirit:vT,a« Rrannh /CTT.TI 1/T.X-V «iS-2Hj 
Contact: SSA 

Approved By: Thomas Julie F 

Drafted By: 
( U ) 

Case ID # : ^ 278-HQ-C1229736-VIOv- 113 

Title: (U) Intelligence Oversight Board 
(IOB) Matter 2006-223 

DATE: 06-30-2007 

CLASSIFIED BY 65179 DHH/KSR/JU 

REASON: 1.4 (C) 

DECLASSIFY OH: 06-30-2032 

ALL INFORMATION CONTAINED 

HERE I If IS UNCLASSIFIED EXCEPT 

WHERE SHOWN OTHERWISE 

^ S y n o p s i s : I t is the opinion of the Office of the General 
Counsel that the above referenced matter need not be reported to 
the Intelligence Oversight Board (IOB). Our analysis follows. 

W ^ Derived\E*om : G-3 
Declas^£fy On: Xl-25 

Reference: (S) 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

(U) 
Details: By electronic communication (EC) dated December 9, 

b2 
b7E 

2005 I?7P.Hn-n ^ Q i ^ . v r n Serial 1092) , the 
Office | | reported to the Office 
Counsel (OGC) this potential IOB matter. 

Field 
ôZ Cftè Uèfteral 

SE^R^T 

b6 
b7C 

OIG/DOJRi 
FBI INVEST. 

NSL VI 

DATE: ìkìfa 
OJINVESXr 



(01/26/1998) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

Precedence: ROUTINE 

To: Director's Office 

Date: 2/10/2006 

Attn: OPR 

Attn: CDC 

From: General Counsel 
National Security Affairs/Room 7 947 
Contact: Julie F. Thomas AIL INFORMATION cOBTAINED 

HEREIN IS UNCLASSIFIED EXCEPT 
Approved By: Thomas Julie F 

Drafted By: 
a case ID #: 

WHERE SHOWN 0THERNI3E 

DATE: 06-30-2007 
CLASSIFIED BY 65179 DMH/KSR/JN 
REASON: 1.4 (C) 
DECLASSIFY ONS 06-30-2032 

Title : (U) 

10) 

278-HQ-C122 9736-VIO -)/7f 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-228 

Synopsis: fé) It is the opinion of the Office of thé General 
Counsel (OGC) that the above-referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

bl 
b6 
b7C 
b2 
b7E 
b4 
b7D 

(S) 

(D) 
Reference 

(U) Deriv^dfrom : G-3 
Decla^sr^y On: XI 

: ( ^ 278-HQ-C122 97 36-VIO-1113 

details: As noted in the electronic communication (EC), 
M-h-jq rnaHor hag a-ricon a g a i-ognH- nf ar> i mraaf i i nn t- i 1 oH 

[ 
AS part of this 

investigation, a Natrona! Security Letter (NSL) was issued by 

(S) 

S E 

b6 
b7C 

0IG/D0J REVIEW: 
FBI INVESTlGATlOreHZS 

m i h L ± 



BY COURIER 

DECLASSIFIED BY 65179 DMH/KSR/J! 
Mr. Stephen Friedman ON 06-30-2007 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2006 228 (U). 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 
1 - 278-HQ-C1229736-VIO - // $ 0 

UNc: 
DETAC 
CLASS 

IED WHEN 
FROM 

ENCLOSURE 

Derived from N/Multiple Sources 
Declassify onrV^February 10, 2031 

H1 SECRET 

NSL VIO-18375 



SECRET 

b2 
b7E 

b2 
b7E 
b4 
b7D 
bl 
b6 
b7C 

Ĵ ITFT.T.jpcMPtr* nurpgTpT BOARD (IOB) MATTER 
FIELD OFFICE 

( S ) 
v w The 

IOB MATTER 2006-228 (S) 

Field Office of the Federal Bureau 

I Tn this 
Of Tn"00^! l7J't"i r m VlJO ari •• n ^-nniiinfHnn with that 
division'si 
regard, a telephone number : 
erroneously transposed, and 

" NST. to 
proaUcbéa SUÛStrxbèf 

was 
and toll 

records for a customer who was not the subject of the NSL. 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

Derive&y'J?0111 : G" 
Declas^Tiïy on: 2! 

SE^EI 

DATE: 06-30-2007 
CLASSIFIED BT 65179 DH3/KSR/JÌ 
REASON: 1.4 (C) 
DECLASSIFY OH: 06-30-2032 

ALL INF0RHATI0N COÛTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOUN OTHERWISE 

NSL VIO-18377 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/09/2006 

To: General Counsel Attn: NSLB 

From: Inspection 
Internal Investiaationa Section. IPU. Room 11865 
Contact: CRS 

Approved By: Miller David la b6 
b7C 
b2 Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 16 03 
OGC/IOB# 2006-0228 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1113 

Details: fin Th<» Tnhejmal Investigations Section (IIS) received 
an EC from| |Division dated 1/4/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the matter described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

ALL INFORMATION CONTAINED 

HEREIH IS UNCLASSIFIED 

DATE 06-30-2007 BY 65179 DMH/KSR/JB 

NSLVICM8378 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 
b2 
b7E 

b2 
b7E 

Precedence: ROUTINE 

To: 

Date: 03/09/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 11865 
Contact : CRS 

Approved By: Miller David I1 

Drafted By: 
DECLASSIFIED BY 65179 DHH/KSR/JO 
OH' 06-30-2003 

Case ID #: 

Titles (U) 

(U) 263-HQ-0-U - 397 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1603 
OGC/IOB# 2006-0228 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

m ) DeriveìLBrom : G-3 
Declassiffy On: XI 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1113 

Reference: (U) 278-HQ-C1229736-VIO Serial 1113 

Details: (U) Upon review of f ] Division's captioned 
report of a potential IOB violation,IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/ÒGC EC, dated 03/18/2005. (319X-HQ-A1487720 serial. 6) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

SECRET 

NSL VIO-18379 



• -i 

(Rev. 01-31-2903) 

b2 
b7E 
b6 
b7C 

b2 
b7E 

bl 
b2 
b7E 

b2 
b7E 
b6 
b7C 
b4 
b7D 

b6 
b7C 
b4 
b7D 

SEckî^T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/13/2006 

( Ä 

To: 
Director's Office 
General Counsel 

Attn: CDC 
Ah-fcn ; OPR L 

Attn: AGC 

From: 
Investigative finnnnrt- 'gnarialicf T T r i i t 

Contact: ISS 

bl 
b2 
b7E 

Approved By: 

Drafted By: 

Case ID #: (S) 
<U) ÇSÇ) 

(S) 

"ffl INFORMATIQH CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

I 

(U) 
Title • <X> 

I P^nHinnl 

DATE: 06-30-2007 
CLASSIFIED BY 65179 DHH/KSR/JU 
REASON: 1.4 (C) 
DECLASSIFY ON: 06-30-2032 

POSSIBLE INTELLIGENCE OVERSIGHT 
BOARD MATTER 
2006-228 

(U) S y n o p s i s : T o document [response to 
dated 03/07/2006 regarding captioned matter. 

EC 

K> 
Der i vèth-^^ggu-*-—G - 3 
Declas4»±fyoHT---Xl 

(U) 

Referenc"* (S) 
(S) 

E n c l o s u r e ( s ) : C o p y of NSL dated 10/21/2005 

Details: In response to EC to dated 
(5), 03/07/2006 rsaai-dino the M a s agent's overflight in providing 

with incorrect telephone 
dated 10/21/2005, ISS S) numoerl IrHH yot-nm as outlined m NÜL *-a1 QT̂ K/̂ ria yonnrrlc t-^f 

on ] 
UJ/iU/2UUfa . 

^ On 03/10/2006, ISS 
outlined in referenced NSL was incorrect and as directed by 

(S) General Counsel returned the documents to 

SECRET 

learned that the number 
on 

NSL VIO-18380 



(Rev. 01-31-2003) 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 

b2 
b7E 
b4 
b7D 

SECRÎ&Ç 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

Toi 
ROUTINE Date: 03/07/2006 

/Director's Office 
General Counsel 

Attn: 

Attn: 
Attn: 

ISS Unit. 
ISS 

OPR 
AGC 

From: 
Contact : CDC 

Case ID #: (S) 
(S) 

(U) 278-HQ-C1229736 (Pending) - 2530 

Title: <U)(X 
POSSÌBILE INTELLIGENCE OVERSIGHT 
BOARDSJMATTER 
2006/22,8 

HEREIH IS UNCLASSIFIED EXCEPT 

WHERE SH0WH OTHERWISE 

DATE: 06-30-2007 

CLASSIFIED BY 65179 

REA30H: 1.4 (C) 

DECLASSIFY 0Kt, 06-30-2032 

S y n o p s i s : T O return material provided pursuant to an NSL 
to the electronic service provider. 

( U ) $ 

<U) Reference: ( 

i s ) £ t 
Enclosure(s) : 

Derived 
Declassi 

278-HQ-C122 9736-VIO 
fad Enclosed for 

Serial 1179 
is material provided 

(NSL) issued by SAC 
1 pursuant to a National Security Letter 

/ 
b2 
b7E 
b6 
b7C 
b4 
b7D 
bl 

S) 
Details: 
investigation ticl^dl 

i Hfliiftd an NST. as part of an 

subscriber information and toll records reia 
numberl By EC dated 12/30/2005' 

; • i s'. . i. 
• Inj 

SECRET 

inq to telephone 
forwarded 

NSL VIO-18383 



(01/26/1998) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

b6 
b7C 
b2 

b2 
b7E 

Precedence : 

To: 

ROUTINE Date : 02/09/2006 

Counterterrorism 
Inspection 

Attn: SAC, CDC 
Attn: AD 
Attn: IIS 

From: General Counsel . 
p T.AI., tlnit TT/T.X-1 3B100 

Contact: 

Approved Bv: Thomas, Julie 

<U) 
Drafted By: 

Case ZD # : 278-HQ-C1229736-VIO-/Ì0Ì 

( U ) 
ritie: SA. 

ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEif 
VHERE SHOWN OTHERWISE 

DATE: 06-30-2007 
CLASSIFIED BY 65179 DHH/KSR/JB 
REASON: 1.4 (C) 
DECLASSIFY ON: 06-30-2C32 

INTELLIGENCE OVERSIGHT BOARD MATTER, 
IOB 2006-219 

(U) w 
Synopsis: ySJ It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare a cover 
letter and a letterhead memorandum for the General Counsel and 
the Assistant Director, Inspection Division (INSD), for 
submission to the IOB. Submission of this matter to the OPR is 
matter within the cognizance of the IIS. 

<U) 
!U) 

Deriveà^from^r^' G-3 
Declasgifyrats^ X-l 

Reference: 278-HQ-C12297 36-VIO Serial1093 X 
Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 6.1. 

Details : 
Office 

(U) Referenced communication from the Field 
dated 12/14/2005, requested that OGC review 

SE^R^T 

b6 
b7C 

0IG/D0JI 
FBI INVESTIGAI 

I REVIEW 
estigatL 

N s i m m m s m m 

_ DATS j - ; - o o 

J 
fiìSL V|0-



BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

DECLASSIFIED BT 65179 DMK/KSR/JT3 
OH 06-30-2007 

b2 
b7E 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board (IOB) Matter, 

Field Office, IOB Matter 2006-219." (U) 

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
The Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

b2 
b6 
b7C 

1 - Mr. Hulon 
1 - TncnAft-inn ITHR 

1 -
1 I/Ö-Hü-Ll^y Mb-VIO 

UNCLASSIFIED WHEN 
DETACHED ĵ CTlOM 
CLASSIFIED ïiNCLOSURE 

NSLVIO-18394 



U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

DECLASSIFIED ET 65179 DF 
OH 07-18-2007 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-419." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

DerTvSd--i:«^i<::-G-3 

. NSL VIO-20021 



DATE: 07-18-2007 
CLASSIFIED BY 65179 DMH/TAH/KSR/JB 
PEASOD: 1.4 (c> 
DECLASSIFY OH: 07-16-2032 

SEÇjéjST 
ALL IHFORHATIOH CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWS OTHERWISE 

INTELLIGENG^ NWÎIFTNIT BOARD (IOB) 
I FIELD OFFICE 

IOB MATTER 2006-419 (U) 

MATTER 

(II) 
2006, 

By Electronic Communication (EC)1 dated July 17, 
1 ] notified FBI Headquarters Division 

(FBIHQ) of an inadvertent acquisition of toll record information 
associated with unknown inHivi Hnala in fnnrcp r>f a nahinnal 
security investigation. 

<S) ||remains a "United States person" äs" 
that term is used in Section 101 (i) of the Foreign Intelligence 
Surveillance Act of 1978 (FISA) .2 

(U) During the course of the investigation, 
issued National Security Letters (NSL) pursuant to the Electronic 
Communications Privacy Act, 18 U.S.C. § 2709. That statute permits 
the FBI to request subscriber information and telephone toll 
billing records that are "relevant to an authorized investigation 
to protect against international terrorism or clandestine 
intelligence activities, provided that such an investigation of a 
United States person is not conducted solely on the basis of 
activities protected by the first amendment to the Constitution of 
the United States." 

(U) The error in this instance •• ̂  -Tniw ̂ nrm 
~ J 

( S ) 
after the initial toll records were received from I 

However, when the NSL result 

(SI 

lêttër was 
scanned with optical character recognition (OCR) software, an 
errant I 
snrsaHahppt was produced. The spreadsheet indicated that| 

b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 
b7A 

b2 
b7E 

bl 
b4 
b7D 

bl 
b7A 

<u> 1 ^ S ^ 278-HQ-C1229736-VIO Serial 1549. 

2 (U) A "United States person" (USP)is defined in Section 101(i) of 
the Foreign Intelligence Surveillance Act (FISA)(codified at 50 U.S.C. §.1801 
et seq.) as citizen of the United States [or] an alien lawfully admitted 
for permanent residence (as defined in section 101(a)(20) of the Immigration 
and Naturalization Act) . . . . " See also Section II.W of The Attorney 
General's Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations. 

3 (U) In order to avoid any further dissemination of the incorrect 
telephone numbers, the phone numbers referenced in this EC will only list the 
last four digits. 

NSL VIO-20030 



DATE: 07-18-2007 
CLASSIFIED BY 65179 DMH/TAM/K5R/JB 
REASON: 1.4 (c) 
DECLASSIFY CJH: 07-18-2032 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
KHE!BE. 5H0UH QTHERUjlSE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE 
IOB MATTER 2006-419 (U) 

(U) 
2006, 

By F.l fir.trqnic Communication (EC) dated July 17, 
?n| 1 notified FBI Headquarters Divisior 

(S) 

(FBIHQ) of an inadvertent acquisition of toll record information 
associated with unknown i ri<H-i iH Hnal a in tVio rnnrco n-F a nat-innal 
security investigation. I 

J remains a "United States person" äs 
that term is used in Section 101(i) of the Foreign Intelligence 
Surveillance Act of 1978 (FISA) .l 

(S) issued a National Security Letter (NSL) 
pursuant to the Electronic Communications Privacy Act, 18 U.S.C. § 
27092 for toll record information associated with the target Thp. 
n-rnï* i f n v i-Ka i n î f î t 1 r-a/^A i.tû v q r o n o i ttoH ~f~ y- nml I 

_LSJ TV» a o n r a a H e K a û t - i nH-i rtjt-a^ ^Vut-f 

b2 
b7E 

bl 
b2 
b7E 
b6 
b7A 

bl 
b2 
b7E 
b4 
b7D 
b7A 

bl 
b7A 

Deel 
Fron 
5sr 2016 

1 (U) A "United States person" (USP)is defined in Section 101(i) of 
the Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 
et seg.) as "a citizen of the United States [or] an alien lawfully admitted 
for permanent residence (as defined in section 101(a)(20) of the Immigration 
and Naturalization Act) . . . . " See also Section II.W of The Attorney 
General's Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations. 

(U) 2 The statute permits the FBI to request subscriber information and 
telephone toll billing records that are "relevant to an authorized 
investigation to protect against international terrorism or clandestine 
intelligence activities, provided that such an investigation of a United 
States person is not conducted solely on the basis of activities protected by • 
the first amendment to the Constitution of the United States." 

(U) In order to avoid any further dissemination of the incorrect 
telephone numbers, the phone numbers referenced in this EC will only list the 
last four digits. 

NSL VIO-20033 



(01/26/1998) 

SEC: 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 
Counterterrorism 
Inspection 

From: General Counsel 
Counterrorism Law Unit II/LX-1 3S100 
Contact : 

Date: 02/09/2006 

Attn: SAC, CDC 
Attn: AD 

Attn- IIS AL1 INFORMATION C0NTAUJED 
HEREIN 15 UNCLASSIFIED'EXCEPT 
WHERE SHOWN OTHERWISE 

Approved By: Thomas, Julie F 

(U1 

DATE: 07-19-2007 
CLASSIFIED BY 65179 DMH/TAH/KSR/JB 
"feASOH: 1.4 (c) 

^CLASSIFY ON: 07-19-2032 
Drafted By: 

Case I D # : 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O (U) 

(U) Title: XSA[ 
TMr INTELLIGENCE OVERSIGHT BOARD MATTER, 
IOB 2006-219 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare a cover 
letter and a letterhead memorandum for the General Counsel and 
the Assistant Director, Inspection Division (INSD), for 
submission to the IOB. Submission of this matter to the OPR is 
matter within the cognizance of the IIS. 

<U) 

(U) 

X Derived from : G-3 
Declassify On: X-l 

Reference : 278-HQ-C1229736-VIO-1093 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 6.1. 

Details : 
Office 

(U) Referenced communication from the |Field b 2 
dated 12/14/2005, requested that OGC review b7E 

b2 
b7E 
b6 
blC 

b6 
b7C 

NSL VIO-20044 



U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

DECLASSIFIED BY 6S179 DHH/TAH/KSR/JB 
OB 07-19-2003 BY COURIER 

Mr. Stephen Friedman 
Chairman, Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Friedman? 

Enclosed for your information is a self-explanatory 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, b 2 

Division, IOB Matter 2006-219." (U) b7E 

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIO-20051 



(Rev. 01-31-2003) 

SEÛfiET SE^ 1] 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date: 12/29/2006 

ALL INFORMATION COBTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOm OTHERWISE 

Counterterrorism 

Inspection 

Attn: 

Attn: 

Attn: 

SAC 
AS 
SS 
IA 

CTD/ITOS II/[ 

Internal Jnvpsl-iirat-ivp Spntinn 
Attn: Ms, 

From: Office of General Counsel 
NSLB/CTLU-2/LX-1. 3S-100 
Contact : 

Approved By: Thomas Julie F 

Drafted By: 

DATE: 07-19-2007 
CLASSIFIED BY 65179 DHH/TAH/KSR/JB 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-19-2032 

(U) 

(U) 

(U) 

Case ID # : ^ ¡ ^ 278-HQ-C1229736-VIO Serial (Pending) 

X Title; INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-419 

S y n o p s i s : I t is the opinion of the Office of the General 
Counsel (OGC) that the above referenced matter must be reported to 
the Intelligence Oversight Board (IOB). Our analysis follows. 

(U) X ^Deçiass^y-BnTTiT^a^iîie^ 

( U ) Reference: 278-HQ-C1229736-VIO Serial 1549 

( U ) D e t a i l s : ( 
2006 and r^ferfenced above, the 

By electronic communication (EC) Hai-oH .Tnlv 17r 
Division I ) 

and requested that OGC review the tacts of the captioned matter 
determine whether it warrants reporting to the IOB. We believe it 
does and our analysis follows. 

b2 
"b7E 
b6 
b7C 

b2 
b7E 

SÏ^RÇ' 

NSL VIO-20063 



March 8, 200.6 
BY COURIER 

DECLASSIFIED BY 651?9/DHH/KSR/]h£ 
OH 12-14-2007 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter, Counterterrorism Division, IOB Matter 2006-
245." (U) . 

This LHM sets forth details of investigative activity which 
-the--FBI has determined was conducted contrary, to the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and/or laws> Executive Orders, 
or Presidential Directives that govern FBI foreign 
counterintelligence and international terrorism investigations. 
(U) 

Enclosure 

1 - 278-HQ-C1229736-VIO -

Dep. Dk. Chief ÓI 
Sun Od. Ol Gan. Counsel ' AssL.Dv.* Crim. Inv. CJIS Flnanoe; . Mo. Ras. If Bp. Lib. National Sac. Personnel Teaming ' Off. ol EEOA OK. ol Public «Coi«. Alb.. Director's Office 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

CLASSIFIED ENCLOSURE 

HA.IL «00« • 
NSL VIO-23338 



SECRET 

<U1 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

J>IVISION 

surveillance. 
X ^ c z i 

IOB MATTER 2006-245(U) 

Division reported this potential IOB matter involving unauthorized 

(S |who was and 
remains a "United States person" as that term is used in Section lOl(i') of the Foreigiilntelligence 

(S ) Surveillance Act of 1978 (FISA). During the course of the investigation issued two NSLs. % ursuant to the Electronic Communications Privacy Act, 18 U.S.C. § 
2709. The subject NSL requested subscriber and transactional records for email account: 

ÍS) 

CS) Responded to the two NSLs by transmitting 
information responsive to both on a single compact disk (CD). Subsequently! determined 
that the CD contained full email content for both accounts. Pursuant to the direction of NSLB, SA 

sealed and sequestered in Al envelopes the CD, along with all paper copies of its 
contents. 

(S) 
overproduction and requested ventication of compliance with the limits 

~~ [dv i 
ol Natie 

(S) In the interest of administrative purity, on December 10, 200f[ ] served 

dvised regarding 
ational Security Letters. 

another NSL, requesting subscriber and transactional records for email accoum 
On January 3,2006| [transmitted a CD to the FB £ 

with 

Office. Once again information responsive to multiple NSLs was included on the CD. 

(U) ( ^ O n January 6,200 
j g y determined that once agaii 
* advice of CDq |and NSLB 

e information separated by email account/NSL, 
.ad provided full email content. Based upon 

and SA| | took corrective action and 
ensured that the CDs, along with all paper copies of their contents, were sealed and sequestered in 
1A envelopes. 

(U) 
imited the scope of the subject NSL to subscriber J SCDespite the fact thai 

»rovided content information concerning an e-mail account. Thus, the 

ÍS) 

b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 

bl 
b6 
b7C 
b2 
b7E 

information 
FBI unintentionally received that content information not contemplated by the NSL. Such viewing 
of stored electronic communications and/or electronic surveillance was not authorized under the 
Electronic Communications Privacy Act, Foreign Intelligence Surveillance Act and/or E.O. 12333. 
Under these circumstances, it is OGC's opinion that the error, although inadvertent, must be reported 
to IOB. 

bl 
b2 ' 
b7E 

(U) OGC has referred this matter to the FBI's Inspection Division for action deemed 
appropriate. 

(U) 
r-3 

fsifv1 

DATE: 12-14-2007 " " 
CLASSIFIED BY 65179/DHH/KSR/jhf 
REASON: 1.4 <c,d> 
DECLASSIFY CM: 12-14-2032 

ALL ISFORHÄTIOtJ C0HTAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE 5H0WH OTHERWISE 

S E ^ E T n s l yio-23340 



DECLASSIFIED BY 65179/DHH/KSR/jhf 
ON 12-14-2007 

March 15, 2006 -

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2006 248 (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international - terrorism . 
investigations. (U) 

Enclosure 

1 - 278-HQ-C1229736-VIO — / ^ 3 0 

Dep. Dir. ; CM dt Sun OH. ot'Gsn. Coon»! 
A s a . Dir.: Crim. Inv. 

CJIS Rnmea 
Into. R n . r*sp LAh National See Psi uxml ___ Training 

NSL VIO-23341 
F B I / D O J 

Off.of EEOA OH. of Puttie 1 Ceng. Alls. 
Director's Office MAIL ROOM CD 



S E ^ E I 

(U) 

( U ) 

INTELLIGENCE mrrPSIGHT BOARD (IOB) MATTER 
FIELD OFFICE 

(S) IOH MATTER 2006-24 8 
. 

^/fSK The | Field. Office of the Federal Bureau of 
Investigation nas reported an ¿iTar in mninnrtirin wi-fh that 
division's full field investigation ofj 
rinarri- in rsspnnap to a National Security Leiter TNS 

In .tlLLS 
) t o O 

erroneously provided financial records which were 
nnrp>lai-qri tn thp subject of the NSL, which were associated with 

customer who may be a United States person. 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

b2 
b7E 

b2 
b7E 
bl 
b4 
b7D 
b6 
b7C 

DATE: 12-31-2037 
CLASSIFIED ST 55179'DHE/KEP.'J 
REASON: i .4 (c) 

. DECLASSIFY ON: 12-31-20.:2 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

S E ^ E T 

NSL VIO-23343 



February 27, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.w. 
Washington, D.C. 20503 

DECLASSIFIED BY 6517S 
OH 12-14-2007 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM). entitled "Intelligence Oversight 
Board (IOB) Matter, 
<U) 

DIVISION, IOB Matter 2006-249." 
b2 
b7E 

This LHM sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection, and/or 
laws, Executive Orders, or Presidential Directives that govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Vdm. _ :T/CI. 
IlillL . 
ntelL _ 
.ES )ir.: _ 
. Serv. 

ilelL _ 
aiutisi] 
t. luv. . 

•Enclosure 
Tech._ 

mioiy J_ of Cong. Affl. _ afille Geo. 1 
Coun. oflntffll J-

Ms. Thomas 

Pub. Affi. 
of Pio£ Resp. , 
MKI 111. 

1 -
T7H^HQ=rT72T736-VIO — 
Inspection (IOB 2006-249) 

nty. 

ting . 

b6 
b7C 
b2 

NSL VIO-23344 

•EEOA . MAIL ROOM • 



December 29, 2006 

BY COURIER 

Mr. Stephen Friedman . 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 \17tl? Street,.Northwest 
Washington, D.C. 

DECLASSIFIED BY 65179/DHH/KSR/5M 
ON 12-14r2QD7 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-419." (U) 

The memorandum sets.forth details of investigative 
activity which the FBI'- has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of.whether any administrative action is warranted. 
(U) 

Dap. Dir. Chief of Sia» OR. of Gen. 
Counsel Asa. Dir.: Cnm. Inv. _ CJIS I 
Finance into. Res. _ Irtsp 

Enclosure 

! 278-HQ-C122973,6-VIO-~<^0(.i/ 

National Sac Personnel Training -Ofl.of EEOA Off. of Pubic I Cong. Mil. Director's Office IUIL ROOM • 

SÌX^céT 

NSL VIO-23347 



ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 12-20-2007 
CLASSIFIED BY 65179/DHH/KSR/JHI 
REASON: 1.4 (c, d) 
DECLASSIFY ON: 12-20-2032 

( S ) 

( S ) 

( S ) 

INTELLIGENCE_QiffiESXGRT BOARD (IOB). MATTER 

IÔB MAÏÏËR 
FIELD OFFICE 
2006-419 (U) 

2006, 
£y Electrojni r rnimnnni ration (EC) dated July 17, ¿y Electroi 
jDivision[ notified FBI Headquarters 

(FBIHQ) of an inadvertent acquisition of toll record information 
associated with unknown inHivirinaIs in the course of a natinnal 
security investiqation.I 

that term is used in Section 101(i) .of the Foreign Intelligence 
Surveillance Act of 1978 (FISA)-1 

jissued a National Security Letter (NSL) 
pursuant to the Electronic Communications Privacy Act, 18 U.S.C. § 
27092 for toll record information associated with the target. The 
e-r-rrn- nrmrrpH after the initial records were received froml 1 

I The results listed a telephone number ending with the 
|being subscribed to by the target. However, when the 

NSL result letter was scanned with new'software, an errant 
spreadsheet was produced. 

(S) The spreadsheet indicated that the target had. 
subscribed to seven sequential telephone numbers. The inadvertent 

On: 

b2 
blE 

b2 
•b7E 
bl 
b6 
b7C 

b2 
b7E 
b4 
b7D 
bl 
b6 
b7C 

bl 

(U) A "United States person" (USP)is defined in Section 101(i) of the 
Foreign Intelligence Surveillance "Act (FISA)(codified at 50 U.S.C. § 1801 et 
sea.) as "a citizen of the United States [or] an alien lawfully admitted for 
permanent residence .(as defined in section 101(a) (20) of the Immigration and 
Naturalization Act) . . . . . " See also Section II .W of The Attorney General's 
Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations. 

2 The statute permits the FBI" to request subscriber information arid 
telephone toll billing records that are "relevant to an authorized 
investigation to protect against international terrorism or clandestine 
intelligence activities, provided that such an investigation of a United 
States person is not conducted solely on the basis of activities protected by 
the first amendment to the Constitution of the United States." 

3 (U) In order to avoid any further dissemination of the incorrect 
telephone numbers, the phone numbers referenced in this EC will only list the 
last Jour digits. 

RET 

NSL VIO-23349 



DECLASSIFIED BY 65179/DMH/KSR/:jh£ 
OH 12-14-2007 

November 3, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
. (IOB) Matter, IOB 2006 433 (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was .conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - 278-HQ-C1229736-VIO-

Dep. Dtr._ CMeldf 
Ofl. o! Gen. Counsel Asst. Dir.: Crim. Inv. CJIS I 
Into. Res.. 
National Sec.. 
Ofl.olEEOA Ofl. ol Public 1 Cong. Alts. Director's Office mail ROOM o NSL VIO-23351 



(U) 
INTELLIGENCE OVERSIGHT BOARD [ (IOB) MATTER 

]FIELD OFFICE -
IOB MATTER 2006-433 (S) 

The Field Office of the 
Federal Efureau of Investigation has reported an unintentional 
acquisition of FISA take on the wrong target, after learning 
through the issuance of a legitimate NSL of a change in 
subscriber. In this regard, unknoun_to_£li£_FBI at the time, the 
target terminated his account withi Ion August 26. ^005. 
Thus, between 
continued to erroneously monitor tnxs account aitnougn a new, 
presumably U.S. person, had taken over the account. 

(U) This matter has been reported to the FBI's 
Inspection Division for appropriate action. 

DECLASSIFIED BY 6-5179/DMH/KSR/jhf 
OH 12-14-2007 

NSL VIO-23353 



October 3, 2006 

BY COURIER 

DECLASSIFIED BY 65l79/DBH/K5R/3h£ 
•H 12-14-2007 

Dear Mr. Friedman: . 

Enclosed for your information is1a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-479." (U) 

The memorandum sets forth details of investigative ' 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and.international terrorism 
investigations. This matter has also been referred.to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
( U ) 

Enclosure 

1 - 278-HQ-C1229736-VIO— [ i H ^ 

Dep. Dir. 

C h M ü 

SuM_, 

CM. ol Gen. 

Counael 

AssL.Oir.: 

CriflLlnv. 

CJIS 

Fixera 

Mo. Rei. 

•nsp. 

Lab. 

National Sec. 

Peiaannel 

Training 

Off. ol EEOA 

Off. ol PutNe 

t Cong. Mls._ 

Director1! Office 

Mr. Stephen Friedman 
Chairman 
"Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725.17th Street, Northwest 
"Washington, D.C. 

NSLVIO-23354 
F B I / O O J 

l t t . I L « Ò O * • 



( S ) 

(SI 

( S ) 
(U) 

(D) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
I I FIELD OFFICE 
IOB MATTER 2006-479 (U) 

By electronic communication dated August 19, 
20Q.6, the Federal Bureau of Investigation (FBI) I iField 
office,.rpnnrtPri a nnssihla Intelligence Oversight Board (IOB) 
matter. 

b2 
b7E 

b2 
b7E 
bl 
b4 
b7D 
b6 
;b7C 

On 08/16/2005. after receiving the requested 
information from I the case agent noticed a 
1-vnnrrranhical error in thé issuance of the NSL. • The NSL 

| As a result or the typographical 
error, the agent received information for an individual other 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

than 

immediate 
submitted 

^3>8^Upon discovering the error, the case agent 
iy "mioctoroH destroyed the CD of information 

I After attending NSLB training 
-y by 

b4 
b7D 

earlier this year, sne reported the incident and requested a 
legal review. 

Cf^f-CHere, a typographical error on the FBI resulted 
in an accidental overcollection of information. Based upon our 
analysis, in accordance with the reporting requirements of 
Section 2.4 of Executive Order 12863,.the carrier's mistake 
must be reported to the' IOB. 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

12-14-2007 
3SIFIED BY 65179/DHH/KSK/jhC 

REASON: 1.4 (c , d) 
DECLASSIFY OH: 12-14-2032 

NSL VIO-23356 

SECRET 



DECLASSIFIED BV 65179/DHH/KSR/JHF 
OH 12-20-2007 

February 27., 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Eisenhower Executive Office Building 
Washington,: D.C. 

Dear Mr. Friedman: 

Enclosed for your information is.a self-explanatory 
letterhead memorandum (LHM), entitled "Intelligence Oversight 
Board (IOB) Matter, "Washington Field Office, 2006-191." (U) 

This LHM sets forth-details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - Ms. 
1 

Thomas 

(278-HQ-C1229736 

Dep. Dir. 
Chief <* 

Sim 

OR. ol Gen. 
. Counsel 
Asst. Dir.: 

Crim. Inv.. cjis ; Rnanee_ 
Mo. Res. 
Insp. 
Lab. National Sac. 
Training . 

Od. Ol EEOA 
Off. Ol Puttie 

k Cong. A«i._ 
Director's Office 

NSL VIO-23369 
UAIL ROOH • 



ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE . 

( S ) 

I S ) 

SECURE! 

(U) INTELLIGENCE OVERSIGHT BOARD (IOB) 
FIELD OFFICE 

DATE: 12-20-2007 
CLASSIFIED BT 65179/DMH/KSR/JH! 
REASON: 1.4 [c , d> 
DECLASSIFY ON: 12-20-2032 

MATTER 

IOB MATTER 2006-219(U) 
b2 
b7E 

[SX The Federal Bureau of Investigation ("FBI") has 
determined that I 
I I the FBI improperly used a 
National Security Letter (NSL)to obtain subscriber information 
and telephone toll billing records on a telephone number which 
was not related to the investigation. The overcollection was due 
to a mistake in the NSL in identifying the telephone number of 

whose number was Intended to be the subject of the 
request. TKe overcollection was a violation of Section V.ll. of 
The Attorney General's Guidelines for FBI National Security 

I S ) 
this regard 

During the course.of the investigation, issued a 

bl 
b2 
• b7E 
b6 
b7C 

Communications Privacy. Act, 18 U.S.C. § 2709, to a telephone 
carrier for the telephone subscriber and toll billing records of 
a telephone number intended to be identified as that of the 
target. Instead, one of the numbers within the telephone number 
was incorrectly written; thus, the information returned from the 
carrier was subscriber information and the telephone toll billing 
records of a wholly unrelated telephone number. The error was 
discovered upon receipt of the information, and the.records were 
.not reviewed nor used for any investigative purpose. Despite the 
inadvertent nature of the mistake, the fact remains that 
information was improperly collected on a telephone number 
unrelated, to an investigation. Thus, the matter is being 
reported to the IOB. 

(U) \ Director 
Deputy Director into. Res 

Crim Inv. 
CJIS. 
'¡nance. 

.Gen.-™ 

SECRET 
Inspection 
Uteratory 
(¡aitali Sic.. 
OPR 

. I racing 

. Dii. o1 EEO 

. Afiairs 

Personnel 

.Dtt.ot Public i 

. Cong. Alfs. 

• x 
Section V .ll . authorizes use of National Security Letters in 

conformity with 18 U.S.C. § 2709 (relating to subscriber information, toll 
billing records, and electronic communication transactional records). The 
statute reguire.si-fchat information sought is relevant to an authorized national 
security investigation. 

OIG-IOB06 (12-19-06)-IT#3 
NSL VIO-23370 

FBI0000180 



(01/26/1998) 
Ï SE l̂ÇfeT 

FEDERAL BUREAU OF INVESTIGATION 

< U ) 

(U) 

(U) 

(U ) 

(U) 

Precedence: 

To 

ROUTINE Date: 06/01/2005 

Inspection 
Count erterrorism 

Attn: 
Attn : 
Attn: 

IIS 
AD 
SAC, CDC 

From: General Counsel 
Counterterrorism Law Unit II 
Contact: 

ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED EXCEPT 

WHERE SH0WH OTHERWISE 

Approved By: 

Drafted By: 

Thomas Julie F 

Case ID #: 

Title: 

^ ^ T a7B-TTO-ria297^fi-VJTO-Bfi9 
(S) 

bl 
b2 
b7E 

b2 
b7E 
b6 
b7C 

DATE: 08-01-2007 

CLASSIFIED BT 65179/DMH/KSR/RW 

REASON: 1.4 [c) 

DECLASSIFY ON: 06-01-2032 

I 
b6 
b7C SA 

SSA 
POSSIBLE IN'l'ELLlUENLfi OVERSIGHT BOARD MATTER 
IOB 2005-152 

Synopsis* /¡¡«0 It is the opinion of the Office of the General 
Counsel (dGC). xhat this matter need not be reported to the 
Intelligence Oversight Board (IOB), but, rather, that a record of 
this decision should be maintained in the investigative control 
file for review by the Counsel to the IOB. 

Reference: 

X 
278-HQ-C1229736-VIO Serial 823 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 8.0. 

Details: (S) 

bl 
b2 
b7E 
b6 
b7C 
b7A 

S^fÇRET 

NSL VIO-23507 



Page 1 

BY COURIER 

General Brent Scowcròft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear General Scowcroft: 

DECLASSIFIED BY 65179/DHH/KSR/R1» 
OH 11-15-2007 

This letter forwards for your information a self-explanatory 
enclosure entitled, "Intelligence Oversight Board (IOB) Matter, 
IOB 2004-77." (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined may have been contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws. Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

IS 

IOB Library 
278-HQ-C1229736-VIO bfi 

bIC 

-2-

Case ID : 278-HQ-C1229736-VIO / Serial : 601 
Sf 

NSL VIO-23514 



(U) 

(U ) 

Working Copy — 

Precedence : ROUTINE 

To:. Director's Office 

Counterterrorism 

Attn: OPR 

Attn: AD 

Attn: SAC 
CDC 

From: General Counsel 
National Security Law Branch/Room 7947 
Contact : ] ext. [ 

Approved By: Curran John F 

Drafted By: 

Page 1 

Date: 06/11/04 

ALI INFORMATION COBTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
UBERE SHOWN OTHERWISE 

-1 b 2 

b7E 
b6 
b7C 

DATE: 08-01-2007 
CLASSIFIED BY 65179/DHH/KSR/RW 
REASON: 1.4 (c> 
DECLASSIFY ON: 08-01-2032 

C a s e I D # : 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O (Pending) 

Title: j/) INTELLIGENCE OVERSIGHT BOARD 
MATTER 2004-45 

Synopsis: Ù À 
1 (OGC) tl r-v l t i® t*1® opinion of the Office of the General 

Counsel (OGC) chat this matter must be reported to the 
Intelligence Oversight Board (IOB) and to the Office of 
Professional Responsibility (OPR). OGC will prepare and deliver 
the required correspondence to the IOB. Our analysis follows. 

{UJ References : (1) 278-HQ-C1229736-VIO Serial 419 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 8.0. 

(U) X 

<s> 

un 1U/UJ/UJ,| Iisáüéd a National 

the name, address, length of service, and electronic 
communication transactional records for a website The NSL 
authority did not include a request for email content. 

(U> X The FBI investigation revealed that potential 

bl 
b2 
b7E 

Case ID : 278-HQ-C1229736-VIO Serial : 503 

NSL VIO-23518 



SECRET 

Page 1 

ALL IIIFORKATIOH CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

DATE: 08-13-2007 
CLASSIFIED BY 65179/DMH/KSR/RU 
REASON: 1.4 (c) 
DECLASSIFY ON: 38-13-2032 

Dear General Scowcroft: 

This letter forwards for your information a self-explanatory 
enclosure entitled, "Intelligence Oversight Board (IOB) Matter, 
IOB 2004-77." (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined may have been contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

1 
1 
1 

Ms. Thomas 1 - IOB Library b6 
b7C 1 - 278-HQ-C1229736-VIO 

^S^RET 
SÖCfcET 
- 2 -

Case ID : 278-HQ-C1229736-VIO Serial : 601 
S 



SEÎ^T 
Working Copy Page 1 

Precedence : ROUTINE 

To: Counterintelligence 

Date: 10/22/2004 

Attn: Section Chief 

Directors Office Attn: Office of Professional 
Responsibility 

Attn: SAC 

From : General Counsel 
National Security Affairs/Room 7975. 
Contact : 

Approved By: Thomas Julie F 

ALL INFORHATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

b6 
b7C 
b2 
b7E 

DATE: 08-13-2Q07 
CLASSIFIED BY 65179/DMH/KSR/RU 
REASON: 1.4 (c) 
DECLASSIFY ON: 0B-13-2032 278-HQ-142 5173 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
IOB MATTER 2 003-56 

Synopsis: ^fSl It is the opinion of the Office of the General 
Counsel (dGC) that this matter need not.be reported to the Intel-
ligence Oversight Board (IOB), but, rather, that a record of this 
decision should be maintained in the investigative control file 
for review by the Counsel to the IOB. 

(U) 

Reference : X 
bl 
b2 
b7E 
b7D 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 8. 

Details: (U) Referenced electronic communications from the 
Inspection Division (ID) to OGC, National Security Law Branch 
(NSLB), dated May 28, 2003, advised OGC of a possible IOB 
violation involving actions exceeding the authorized scope of 
otherwise permitted activity OGC has reviewed the facts of the 
captioned matter and has determined that reporting to the IOB is 
not warranted. Our analysis follows. 

bl 
(S) As set forth in the referenced ECs.I ~ l b 2 

Division was conducting a |of a b 7 E 

Case ID : 278-HQ-1425173 Serial : 3 
.ET 

NSL VIO-23604 



SEÏJ&ET 
Working Copy 

(U) For action deemed appropriate, 

Set Lead 3: (Action) 

AT 

(U) For action deemed appropriate. 

Page 1 

b2 
b7E 

f FOOTNOTES * 
( U ) 

[ 
i l ' - m OGC EC to INSD. dated May 28, 1999 and titled SSA 

— i S A R 
Field Olticei; 1U1i Matter 97-15. 

b6 
b7C 

b2 
b6 
b7C 

SEQSJET 
' . NSL VIO-23607 



, (Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Director's Office 
Counterintelligence 

Date: 05/03/2005 

Attn : 
Attn : 
Attn: 

OPR 
AD 
SAC/CI 
CDC 

ALL INFORMATION COBTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

<U) 

(U) 

From: General Counsel 
. Counterintelligence Law Unit/Room 7947 
Contact: 

Approved By: Thnma.g .Tulip F 

DATE: 08-13-2007 
CLASSIFIED BY 65179/DMH/KSR/RW 
FEA3G1I: 1.4 ici 
DECLASSIFY ON: 08-13-2032 

b2 
b7C 
b6 
b7C 

Drafted By: 

Case ID #: (U) 
(S) 

?7fl-Hrwn ??Q7^i:i-y^O-831 (Pending) 
(Pending) 

T i t l e : I N T E L L I G E N C E OVERSIGHT BOARD MATTER 
/IQB,2004-70 

Synopsis:Jfei The Office of the General Counsel (OGC) considers 
that this ifiattter must be reported to the Intelligence Oversight 
Board (IOB) and to the Office of Professional Responsibility 
(OPR). A summary of the facts and an analysis of the situation 
follows. 

-DAfcaiJjBJ 

bl 
b2 
b7E 
b7A 

bl 
b2 
b6 
b7A 
b7C 
b7E 

(U)' jerivc 
[assify On: 

SpGRET 

NSL" VIO-23625 



Precedence : 

To: 

ROUTINE 

Director's Office 
Counterterrorism 

Working Copy 

Attn: OPR 
UC, CONUS III 
SAC; CDC 
SAC; CDC 

From: General Counsel 
National Security Law Branch 
Pr̂ 1r|1-or1-oT-rr-»i--i cm T.an; TTni t- T/Pnrun 
Contact: 

Page l 

Date: 06/30/2004 

ALI INF0RHATI0N COBTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Approved By: t-nrran .Tnhn F 

(U) 

(U) 

DATE: 03-13-2007 
CLASSIFIED BY 65179/DMH/KSR/RW 
REASON: 1.4 (c) 
DECLASSIFY ON: 08-13-2032 

b2 
b6 
b7C 

278-HQ-C122973 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2004-32 

/TJJ synopsis: It is the opinion of the Office of the General 
^ ' Counsel (OGC) that the above referenced matter does not need to 

be reported to the.Intelligence Oversight Board (IOB). Our 
analysis follows. 

( U ) 

(U) References : Ì4) 278-HQ-.C1229736-VIO Serial 401 

As 
LEC1 

(U) D e t a i l s - M ) 
f-nmmiinH rafin 

( S ) 

As discussed in the referenced electronic 
on hhel iTriiHai. L Û H I 

as that term is defined in Section 1801 (i) 
of the Foreign Tntel 1 i asnrs Siirvp.illanrp Act of 1978. 5(1 TT g 

(S) Section 1801 et secrX 
Due to administrative backlog and the 

subsequent three day holiday weekend, captioned matter was not 
administratively closed in ACS until 02/18/2004. 

(U) -J^fC on 11 ri7 /anm X 
Division 

Letter (NSL) in this case. 
telephone provider 

ä 
set a routine lead to the 

tn serve a National Security 
served the NSL to the 

on 11/14/2003 but I Idid not 
provide the requested telephone records tol luntil 
02/27/2004, after,, the expiration (02/13/2004) and administrative 
closure (2/18/2004) of this investigation. 

bl 
b2 
b7E 
b6 
b7C 

b2 
b7E 
b4 
b7D 

Case ID 

( S ) 
„aerial. _5H2_ 

~TTW\ |CbiHbb- V1.U 
S ^ R E T 

NSL VIO-23646 

bl 
b2 
b7E 



S&SRET 
Working Copy Page 1 

Precedence : 

To: 

ROUTINE Date: 02/14/2005 

Attn: ASAC 
CDC 

Inspection 

Counterintelligence 

Attn: Internal Investigation Section 

Attn: AD 

From: General Counsel 
National SPPIIT-Ì tv T.AW R-ranoh/Rm. 7 9 7 5 

Contact : Ext [ 

Approved By: Thomas Julie F 

(U) Drafted By: 

Case ID #: 

(U) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

b2 
b7E 
b6 
b7C 

Title-: (ST) 

(Pending) 

POSSIBLE INTELLIGENCE UVEKSlGHT BOARD 
IOB MATTER 2002-29 

DATE: 08-13-2007 
CLASSIFIED BY 65179/DHH/KSR/KI 

SON: 1.4 (c,d) b2 
LASSIFY ON: 00-13-2032 b6 

b7C 

(U) 
S y n o p s i s I t is the opinion of the Office of the General 
Counsel (dGCPthat the referenced matter need not be reported to 
the IOB, but, rather, that a record of this decision should be 
maintained in the investigation control file for review by . 
Counsel to the IOB. Our analysis follows. 

278-HQ-1381271 Serial 2 

bl 
b2 

Case ID : 278-HQ-1381271 Serial : 3 
NSL VIO-23656 



SECRET 

IOB Number Date Completed Signed copy returned/ 
Outside the scope date signed by JuBe/Jim 

2. 2004-21 2/16/2005 2/16/2005 2/17/2005 

As provided in section 2.4 of E.O. 12333, while the FBI had the 
authority to conduct an I I search of the target' 
email account,| I Here, the 
inadvertent H.H gcto^jtinn^ ^-f caamh infnrmat-inn -Fi-om fha target's 

Jias a violation of section 2.4 of E.O. 

b2 

email account 
12333. Moreover, as explained above, the dissemination of such 
information went beyond the scope of the FISC-order. Thus, in 
accordance with the reporting requirements of Section 2.4 of E.O. 
12863, this mistake must be repotted to the IOB. OGC will prepare an 
appropriate cover letter and an enclosure for the Deputy General 
Counsel to report this matter to the IOB. 

Outside the Scope 

NSL VIO-23755 

S ^ E T 
DATE: 08-08-2007 
CLASSIFIED BY 65179/DHH/KSR/Rtf 
REASON: 1.4 <c) 

ALL INFORMATION CONTAINED . „ , . . „ _ , „ . „ n a „ „ 

HEREIN IS UNCLASSIFIED EXCEPT DELLAbSliY ON: 08-08-203? 
WHERE SHOWN OTHERWISE 



SELiwrf ». Outside the Scope 

4. 2004-99 1/10/2005 1/10/2005 1/11/2005 
Here, as a consequence of an error on the part of| |and 

through no fault of the Case Agent, an unauthorized electronic 
surveillance was conducted. 

5. 2004-101 2/3/2005 2/3/2005 

Under the AG Guidelines, the FBI is permitted to conduct an interview 
(other than a pretext interview) without first opening a I I Here, 
the interview in question was not a pretext interview, and 
accordingly, it was unnecessary to open a| fcefore conducting the 
interview. 

6. 2005-08 2/17/05 2/17/05 2/18/Q5_ 
Here, as a consequence of an erroi; on the part of 
through no fault of I an unauthorized electronic 

and 

b2 
b7E 
b4 
b7D 

surveillance of an email account was conducted. 

7. 2005-12 2/24/05 2/24/05 
Further, the initial case agent failed to timely submit the required 
annual LHM that was due in August 2000. Rather, the case agent 
submitted the annual LHM on March 16, 2001, approximately seven 
months late. This delayed reporting precluded OIPR from exercising 
its responsibility for oversight and approval of an ongoing| | 

I |of a U.S. person, which is 
contrary to the requirements of the March 8, 1999 AG Guidelines 

( S ) 

Outside the Scope 

S E C R E T : 
NSL VIO-23756 



SÉRiET Outside the Scope 

9. 2005-14 2/24/05 2/24/05 

Here, failed to provide a m a n d a t o r y 9 0 - d a v T.HM. Wh^n I-HP 
investigation was converted from a 

I was required to submit an LHM within 90 days 
from the date that |was initiated, 
failed to do so. 'rnis delayed reporting precluded OIPR f 
exercising its responsibility for oversight and approval of an 
ongoing| |of a United 
States person, which is contrary to the requirements of the March 8, 
1999 AG Guidelines. 

b2 
b7E 

10. 2005-15 2/28/05 2/28/05 3/31/05 

Here,| failed to submit an annual LHM for the year 2002. b2 
Although the investigation had been placed in "pending inactive" b7E 
status, and no active investigation had been conducted, this did not 1 obviate the requirement of submitting an annual LHM in 

| |of a United States person. The failure to submit an 
annual LHM for the year 2002 precluded OIPR from exercising its 
responsibility for oversight and approval of an ongoing full 
investigation of a United States person, which is contrary to the 
requirements of the March 8, 1999 AG Guidelines. 

11. 2005-18 
278-HQ-1381271 onVWM :ompleted 2/18/05 b6 

b7C 

12. 2005-126 5/16/05 
Here, an unauthorized electronic surveillance was conducted. As a 
consequence of an error on the part of the communications carrier, 
the FBI unintentionally conducted a form of electronic surveillance 
that was unauthorized. Based upon our analysis, in accordance with 
the reporting requirements of Section 2.4 of E.O. 12863, the 
carrier's mistake must be reported to the IOB because the 
surveillance was not authorized under the Foreign Intelligence 
Surveillance Act or Executive Order 12333. 

3 

S ^ R E T 
NSL VIO-23757 



Outside the Scope 

( S ) 

( S ) 

' (U) 

j O h 
14. 2006-280 (NSL) 4/18/06 5/2/06 

In this situation, the information obtained by the FBI was not 
releVant to an authorized national security investigation. Due to 
the incorrect number stated in the NSL, the FBI received telephone 
toll billing records pertaining to a telephone number that was 
neither under investigation nor related to an investigation. 
Therefore, the information was improperly collected, although 
unintentionally so, in violation of the NSIG and ECPA. 

JQ 
o 1 

JQ 

15.2006-286 May 17,2006 May 23,2006 
NSL-asked for information from inception to present and received prior subscriber information, 
not reportable to IOB 

16.2006-287 May 16,2006 May 17,2006 
NSL-asked for information from inception to present and received prior subscriber information, 
not reportable to IOB 

17. 2006-289 (NSL) 05/03/2006 May 17,2006 
Typo in NSL, reportable to IOB 

Outside the Scope 

4 

NSL VIO-23758 



SECRET 

20. 2006-303 June 14,2006 
After inadvertent administrative oversight 

June 19, 2006 
and case agent engaged in investigative activity 

including serving an NSL, reviewing NSL results, and asking other gov't entities for information. Most 
b2 
b7E 

not reportable, serving NSL reportable. Outside the Scope 

A ? 

2006-315 May 24, 2006/to DGC May 31, 2006 
J Internet service provider provided FBI with information that exceeded'the scope of the NSL. Reported 

to IOB. 

/ 

2006-316 May 23,2006 May 24,2006 
provided FBI with information that exceeded the scope of the NSL. Provided all employer toll 

billing records and not just target employee. Reported to IOB. b4 
b7D 

I 2006-341 June 8,2006 June 19,2006 
V | "brovided FBI with information that exceeded the scope of the NSL. Provided information dating 

iurthi back further than what the NSL requested. Reported to IOB. 

2 0 0 6 - 3 4 7 June 14,2006 June 19,2006 
NSL—asked for information from inception to present and received other subscriber information, 
not reportable to IOB 

2006-352 12/21/2006 
OGC has insufficient facts to determine whether th< 
(IOB) violations in the captioned matter are reportable to the 
Field Office 

] potential Intelligence Oversight Board 
OB. Accordingly, thef 

lseparate eli ectromc |is directed to provide OGC witl 
communications (ECs) sufficiently describing the circumstances wiui respect to each potential IOB 
matter 

b2 
b7E 

5 

NSL VIO-23759 



S & P 

Outside the Scope 

!<0j 

2006-365 
Nevertheless, the NSLs that were served on 
and 05/04/2006 in the absence of a properly 

b2 
b7E 

contravened the NSIG and must be reported to the IOB. 

2006-390 
\ j j Served NSL on inaccurate phone number based on incorrect info, received during an interview, 

6 

sfcfcREI 

NSL VIO-23760 



Outside the Scope 

2006-412 
Here, although the initial 10-day notification was due on 06/18/2006, 
it was not submitted until 06/27/2006, approximately nine days late. 
Although late, FBIHQ was in fact notified of the investigation and 
was able to provide meaningful oversight and review of this 
investigation. Thus, it is not necessary to report this incident to 
the IOB. 

2006-413 
Here, although the initial 10-day notification was due on 04/03/2006, 
it was not submitted until 04/19/2006, approximately 16 days late. 
Although late, FBIHQ was in fact notified of the investigation and 
was able to provide meaningful oversight and review of this 
investigation. Thus, it is not necessary to report this incident to 
the IOB. 

2006-414 
Here, although the initial 10-day notification was due on 04/15/2004, 
it was not submitted until 07/07/2004, approximately three months 
late. Additionally, FBIHQ was notified of the investigation by the 
07/06/2004 EC to the Human Intelligence Unit. Although late, FBIHQ 
was in fact notified of the investigation and was able to provide 
meaningful oversight and review of this investigation. Thus, it is 
not necessary to report this incident to the IOB. 

SECRET 

7 

NSL VIO-23761 

Outside the Scope 



SÉRiET Outside the Scope 

2006-468 December 14,2006 
NSL [Carrier provided info, beyond scope of NSL and not permitted under statute. Not b 2 

reportable. 

2006-477 10/19/2006 
Carrier monitored incorrect DSL line, reportable to IOB. 

Outside the Scope 

NSL VIO-23762 

8 

SEÈjfcT 



SÉRiET Outside the Scope 

(S) 2007-642 Heret pIPR 
was not notified of the investigation until January 2007, a year after it was initiated and during its 
entire duration. Reportable to the IOB. 

To UC on February 20, 2007. 

bl 
b2 
b7E 

2007-653—need to draft opinion 
Outside the Scope 

® 2007-665 NSL Carrier provided info, beyond scope of NSL. Carrier provided 
fì— ) information as of date of execution and not date requested in NSL. Not reportable. 

10 

s e c r e t 

NSL VIO-23764 



^ < g f ) [ G itttjtjp-' i 
i 

IOB Number Date Completed Signed copy returned/ 
date signed by Julie/Jim 

1. 2002-66 2/9/2005 2/9/05 

2. 2004-21 2/16/2005 2/16/2005 2/17/2005 

3. 2004-98 1/19/2005 1/19/2005 1/21/2005 

4. 2004-99 1/10/2005 1/10/2005 1/11/2005 

5. 2004-101 2/3/2005 2/3/2005 

6. 2005-08 2/17/05 2/17/05 2/18/05 

7. 2005-12 2/24/05 2/24/05 

8. 2005-13 2/22/05 2/22/05 

9. 2005-14 2/24/05 2/24/05 

10. 2005-15 2/28/05 2/28/05 3/31/05 

11. 2005-18 completed 2/18/05 . b6 
278-HQ-1381271 on 2/14/04 b7C 

12. 2005-126 5/16/05 

13. 2005-128 5/6/05 5/9/05 

ALL INFORHATION CONTAINED 
HEREIN IS OTCLASSIFI 
'¿HERE SHOCK 0T3E?WISE 

NSL VIO-23766 

DATE: 08-09-2007 
CLASSIFIED BY 6S179/DHH/KSR/RU 
REASON: 1.4 <c) 
DECLASSIFY ON: 08-09-2032 



SfcÇRET 

y 14. 2006-280 (NSL) 4/18/06 5/2/06 

15.2006-286 May 17,2006 May 23,2006 
NSL--asked for information from inception to present and received prior subscriber information, 
not reportable to IOB 

16.2006-287 May 16,2006 May 17,2006 
NSL-asked for information from inception to present and received prior subscriber information, 
not reportable to IOB 

17. 2006-289 (NSL) 05/03/2006 May 17,2006 
Typo in NSL, reportable to IOB 0 u t s l d e t h e S c o p e 

20. 2006-303 June 14,2006 June 19,2006 
After inadvertent administrative oversight "[and case agent engaged in investigative activity 
including serving an NSL, reviewing NSL results, and asking other gov't entities for information. Most 
not reportable, serving NSL reportable. Outside the Scope 

NSL VIO-23767 



^ R E T 

2006-315 May 24, 2006/to DGC May 31, 2006 
Internet service provider provided FBI with information that exceeded the scope of the NSL. Reported 
to IOB. 

2006-316 May 23,2006 May 24,2006 
provided FBI with information that exceeded the scope of the NSL. Provided all employer toll 

billing records and not just target employee. Reported to IOB. b 4 

b7D 

2006-341 June 8,2006 June 19,2006 
| ¡provided FBI with information that exceeded the scope of the NSL. Provided information dating 
back further than what the NSL requested. Reported to IOB. 

2 0 0 6 - 3 4 7 June 14,2006 June 19,2006 
NSL~asked for information from inception to present and received other subscriber information, 
not reportable to IOB 

2006-352 12/21/2006 
OGC has insufficient facts to determine whether th< potential Intelligence Oversight Board 
(IOB) violations in the captioned matter are reportable to the IOB. Accordingly. theT 

: ele Field Offic s directed to provide OGC wit£ separate electronic 
communications (b(Js) suliiciently describing the circumstances with respect to each potential IOB 
matter 

b2 
b7E 

2006-468 
NSL] 
reportable. 

December 14,2006 
Carrier provided info, beyond scope of NSL and not permitted under statute. Not 

2006-362 6/28/2006 

NSL VIO-23768 



Outside the Scope 

2006-390 
Served NSL on inaccurate phone number based on incorrect info, received during an interview, 

Outside the Scope 

b2 

NSL VIO-23769 



Outside the Scope 

2007-580 and 598 01/08/7.007 Reportable 
An error on the part of thq esulted in the unintentional acquisition of information relating to 

I 

investigation, and! kuthority was not requestecf 
authority was not requestedjjj 
acquired information to th< 
the file. 

IïîTIÎŒ 

Ivere not subjects of an 

d should return the unintentionally 

J with appropriate documentation to 

Outside the Scope 

b2 
b7E 
b4 
b7D 
bl 

(SI 2007-642 Here| OIPR 
was not notified of the investigation until January 2007, a year after it was initiated and during its 
entire duration. Reportable to the 10B. 

To UC on February 20,2007. 

2 0 0 7 - 6 5 1 Annual LHM 4 1/2 months late-not reportable to IOB. 

To UC on February 13,2007 

bl 
b2 
b7E 

2 0 0 7 - 6 5 2 Annual LHM 4 1/2 months late—not reportable to IOB. 

To UC on February 15,2007 

S È ^ E T 
NSL VIO-23770 



SECRET 

>¿007-665 NSL, Carrier provided info, beyond scope of NSL. Carrier provided 
information as of date of execution and not date requested in NSL. Not reportable. 

J 2007-665 provided the subscriber information for each of the above 
telephone numbers as of the date of the execution, 12/01/2006, and not for the dates specified in the 
NSLs. Furhter, one of the telephone numbers was not associated with the target. The telephone 
number was given to the FBI by a reliable source. Not Reportable. 

b2 
b7E 
b4 
b7D 

( S ) 

Outside the Scope 

NSL VIO-23771 

6 

S E p ^ T 



b2 

100 L 

N S L V I O - 2 3 7 7 2 
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S i S v 

r&i ' 
srfi, 

( , l 7 - i GH^- . 
» 

fiy-T/ . 05^ ' 
7<Y TL , 

ALL INFORHATION COHTAIHED 

HEKEIW IS UHCLASSIFIED 
DATI 08-02-2007 BY 65179/DHH/KSR/RW 



(Rev. 01-31-2003) 

S^JÇRET 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence: ROUTINE 

To: 

Date: 2/21/2007 

Attn: SSA 
SA 
CDC 

b2 
b6 
b7C 
b7E 

Counterintelligence 

Inspection :—-

(U) 

( U ) 

(U) 

Attn: CD 

Attn: IIS, CRS 

From: Office of the General Coun: /el 
' NSLB/CILU/Room 7947 

Contact; AGC 

A p p r o v e d By: 'Thninas .Tulip Ft m 
: smt 

278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD - -:v 
MATTER 2007-684 '. 

ALL INFORMATION COBTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

\': '••'•'•• b2 
' . " ' : ."b7C 

DATE: 12-11-2007 
CLASSIFIED BY 65179/DHH/KSR/RW ' "" 
REASON:' 1,4 (c) 
DECLASSIFY ON: 12-11-2032 

Synopsis: £83 The Field Office (requested that 
the Office of uhe General counsel.(OGC) review an incident and 
determine whether it warrants reporting to the Intelligence 
Oversight Board (IOB).It is the' opinion of OGC that the . 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in -the control file for periodic review 
by Counsel to the IOB. . 

. (U) 

. b2 
b7E 

Administrative: reo This electronic communication -.(EC): contains 
information fromi'the EC dated 2/01/2007 from|~ |to OGC 
reporting a potential IOB matter. . 

Reference: 278-HQ-C1229736-VIO d^Ji^r ¿ / ¿ O 

By EC dated 2/01/2007, 

b2 
b7E 

Details : 
review a 

requested that OGC 
incident and determine whether it warrants reporting to 

sèoïusT 

N S L V I Ò - 2 3 8 1 6 



(Rev. 01-31-2003) 

S^^RET 

FEDERAL BUREAU OF INVESTIGATION 

• b6 • 
b7C 

; (U) 

(U) 

( U ) 

(U) 

(U) 

Precedence: ROUTINE Date: 12/12/2006 

To: Field. 

b2 
b6 
b7C 
b7E 

Counterintelligence 

Inspection Division' 

Attn: 

Attn:. 

Attn: 

SSA CD-2A 

IIS,'CRS 

From: : Office of the General Counsel 
• NSLB/CILU/Roorp l^ñl 
Contact: AGC 

ALL INFORHATION COHTAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Approved By: Thomas Julie 

.Drafted By: 
m 

smt 

Case ID #: >S) 278-HQ-C1229736-VIO-^ (Pending) m Pendi: 

DATE: 08-07-2007 
CLASSIFIED BY 65179/DHH/KSR/RU 
REASON: 1.4 (c,dj 
DECLASSIF/ ON: 03-07-2032 

Title; 

Synops sis: / ( ^ K 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 200^-582 . 

The Field Office 
the Office of the General Counsel (OGC) 

requested that 
review an incident and 

determine whether it warrants reporting to thé Intelligence 
Oversight Board (IOB). 'it is the opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control, file for' periodic review 
by Counsel to the IOB. 

"T» • - ' • • . • 
( Ö ) 

b2 
•b7E 

Administrative : This electronic communication (EC) contains 
information from: the EC dated 10/30/2006 from 
reporting à potential IOB matter. 

to OGC 

Reference 

Details : 

278-HQ-C1229736-VIO 

By EC dated 10/30/2006, 

b2 
b7E 

requested that OGC 
review an incident and determine whether it warrants reporting to 

N S L Y I O - 2 3 8 2 4 



' (Rev. 01-31-2003) 

. .. ' 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence: ROUTINE'. 

. To: Field Office 

Date: . 12/12/2006. 

Attn: 

b2 
b6 
b7C 
b7E 

(U) 

<U) 

(U) 

(U) 

(U) 

Counterintelligence 

Inspection Division 

Attn: • S'SA' 

Attn:' IÏS, CRS 

From: Office of the General Counsel 
: NSLB/CILU/Room 7947 / 
•• Contact: 

ALL INFORMATIOH CONTAINED 

HEREIN IS' UNCLASSIFIED EXCEPT 

AGC 

Approved By: Thomas Julie F 
•fer 

: smt •Drafted By:" | 

Case ID 278-HQ-C12297 36-VIO" (Pending) . 

DATEr 00-07-2007 
b 6 CLASSIFIED JBY 65179/DMH/KSR/RU 
b 7 c . REASON: i /4 (c) 

DECLASSIFY' ON: 08-07-2032 

Title: INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-532 

•is: Ä •Synopsis: The Field Office | | requested that. b2 
the Office of the ..General Counsel (OGC) review an incident and . b~?. 
determine whether it warrants reporting to the Intelligence 
Oversight Board. (IOB). It is.the opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should.be maintained in the control file for periodic "review 
by Counsel to the.IOB. 

(U) G-3 Derrvgf 
[assify On: 

A d m i n i s t r a t i v e : T h i s electronic communication (EC) contains 
information from:' the EC dated 10/25/2006. from| [to OGC 
reporting a potential IOB matter. 

b2 
b7E 

Reference: 27.8-HQ-C12297 36-VIO ̂ U M : 

- SE. 

/NSL.VIO-23831 



FD-962 (Rev. 03-21-2005) 

S$<SRET 
FEDERAL BUREAU OF INVESTIGATION 

(UJ 

(U) 

<U) 

Precedence: ROUTINE 

Tó: Inspection 
General Counsel 

Date: 03/15/2007 
ALL INFORMATION CONTAINED 

IIS, Room 11861HEPJUJT I S UNCLASSIFIED EXCEPH 
NSLB, Room 7 . 9 7 5 ^ 1 ^ SH01J1J OTHERWISE 
Legal Unit 

DATE: 08-07-2007 

CLASSIFIED BY 65179/DHH/KSR/RU 

REASON: 1.4 <c,d) 
DECLASSIFY ON: 0a-07-2032 

27R-Hn-n-22q71fi-VTO ( PpTidi na) 

Title: (U) 

Synopsis 

Enclosures 

REPORT OF A POTENTIAL IOB ERROR 

To report possible IOB error. 

b2 
b7E 
bl 

For the Chief Division Council of the 
copy of RFPA National Security Letter (NSL), and original credit 
report received therefrom for purposes of sequestration. 

Details: 

(S) 1. 

(S) 2. 

Office, b2 
b7E ' 

X 3 . 
Possible IOB Error: A.carrier providing information beyond b7E 

the scope of the FISC order or other relevant legal authority bl . 
resulting in the unintentional acquisition .of data. 

• CS) • 

sßfi^ET 
NSL VIO-23891 

4 L u 



(Rev. 01-31-2003) 

. b2 
b6 
b7C 
b7E 

bl 
.. b2 

b4 
b7D 

S ) b 7 E 

( S ) 
( S ) 

(S) 

seJ^ÎET 

FEDERAL BUREAU OF INVESTIGATION 

cedence: ROUTINE 

INSD 

OGC 

Counterintelligence 

Date: 03/13/2007 

ALL INFORMATION CONTAINED 

HERE III IS UNCLASSIFIED EXCEPT 

WHERE SHOWN OTHERWISE 

Attn: CD-2 
A/UC 

From: 

Approvi 

t 

tact: SA 

Drafted By: 

dsyi-s-HI^ 
DATE: 08-07-20G7 

CLASSIFIED BY 65179/DHH/KSP/RW 

REASON: 1.4 (c) 

DECLASSIFY ON: 08-07-2032 

Case ID #: 278-HQ-C1229736-VIO (Pending)-

Title: REPORT OF A POTENTIAL IOB. .MATTER . 

Synopsis: (U) To report a potential Intelligence Oversight 
Board (IOB) matter.in the case of financial National Security 
Letter (NSL) results. 

Reference 

Administrationt 
contained 
CDC. < 

Information provided to the FBI by 
serial 54 have been provided co cne 

Details: 

J is currently 
] The case agent fo 

the squadsupervisor is £ ana 

to_ 
institutions at which 

On 12/20/2006 an NSL was drafted to be delivered 
obtain the.names and addresses of all financial 

maintains accounts pursuant to 

bl 
b2 
b4 
b6 
•• b7C 
b7D 
b7E 

SEp^i 
NSL VI02390Û 



(Rev .91.-31-2003) 

S E ^ E T 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

b2 
b6 
b7C 

• b7E 

(U) 

(U) 

(U) . 

CU) 

(S ) 

(U) 

Precedence : ROUTINE 

To: 

From: 

Approved 

Date: 03/16/2007. 

:P Attn: CD 
Attn: . NSL* 
Attn: Internal Investigative Section 

DATE: 08-07-2007 
CLASSIFIED BY 65179/DME/KSR/RW . 
REASON: 1.4 (c) 
DECLASSIFY ON: 08-07-2032 

ALL INF0RHATI0N CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Drafted By: 

C a s e I D # : 
(S)J 
(S) 

Title •X 

278-HO-C1229736-VIO (Pending) 33*1 £ 
•b7A 
b7E 

REPORT OF A. POTENTIAL IOB MATTER 

Synopsis: To report a potential IOB matter involving an 
overproduction^by a carrier. 

Details! S) 
(Pe'naing), uasê Agèftc ÜA aisGoverea a 

potential IOB violation involving an overproduction by a carrier 
that ijad.occurred in 2006. prior to SAl \ being assigned the 

Agent for this investigation is SSA 

X 

] 
The Supervisory Special 

SA ] the p r e v i o u s r a s s 

agent, requested i-h-rongh an mat, riat-eri 04/1 ?/c>6 from 
subscriber information for on date 08/2005, ä 

(S ) 

bl 
b4 
b6 
b7C 
b7D 

bl 
b2 
b7A 
b6 
b7C 
b7E 

u h ^ S S S ' -J 

DATE-

SECRET 

NSL VIO-23903 



uj'C8̂  ? i I"" 

$21 

Office of General 

<;r b6 
;r 04/02/2007 b7C 
.T.p/rTTiU/Room 7947 

ALL IHiUHIÏAilUi! CONTAINED b6 
HEREIN 15 UNCLASSIFIED EXCEP'b7C 
WHERE SHOWN OTHERWISE b7E 

DATE: 08-07-2007 
CLASSIFIED BY 65179/DHH/KSR/RW 
REASON: 1.4 (c) 
DECLASSIFY ON: 08-07-2032 

received the above 

1 suhmitt-PFJ a n N S L 

] that 
The disk was 

NSL VÏO-23906 
BEST COPY AVAILABLE 



(Rev. 01-31-2003) 

S j ^ Œ T 

FEDERAL BUREAU OF INVESTIGATION 

b2 
•b6 
b7C 
b7E 

( Ü ) 

(U) 

(S) 

Precedence : IMMEDIATE Data: 03/22/2007 

TO! Attn: SAC 
ASAp 
SSA 
SA 
SA 
CDC! 

Counter intel1igence 
Inspection 

Attn: 
Attn: 

CD-I 
IIS, CRS 

From: Office of the General Counsel 
N S T . R / P T T . T T / R N N R R I 7 Q 4 7 

Contact: AGC 
1 

Approved By: Thomas Julie F 

Drafted By: 

b6 
b7C 

smt 

ALL IHFDRIÎÀTIÛH CONTAINED 

HEREIN IS UNCLASSIFIED EXCEPT 

WHERE SHOOT OTHERWISE 

DATE: 08-08-2007 

CLASSIFIED BY 65179/DHH/KSR/RW 

REASON: 1 .4 (c) 

"Vi'LASSIFY ON: 08-08-2032 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-730 

Synopsis: Thè L Field Office 
requested that the Office of the General Counsel (OGC) review an 
incident and determine whether it warrants reporting to the 
Intelligence Oversight Board (IOB). . It is the opinion of OGC 
that'the incident does not need to be reported to the IOB. 
Rather, this electronic communication (EC) should be maintained 
in the control file for periodic review by Counsel to the IOB. 

(U) 

b2 
b7E 

(U) - Administrative : 
dated 2/21/2007"from 
IOB matter, a 

This EC contains information from the EC 
1 to OGC reporting a patenJiial. 

phone conversation between author and SSA L, 
on 3/13/2007 and an email dated 3/15/2007 from SA 

bl 
b2 
b6 
b7C 
b7E 

Reference: 

SE^I^l 

NSL VIO-23922 



(Rev. Ol-31-2003) 

SEGRET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b6 
b7C 

( U ) 

(U) 

(U) 

(U) 

(U) 

Precedence: ROUTINE 
To: 

Daté: 
Attn: IIS_ 

A/CDC 

.02/05/2007 

I 

Counterintelligence 

Inspection 

Attn: CD-2 ALL INFORMATION CGÏÏTAÏNED 
HEREIN 15 UNCLASSIFIED EXCEPT 

Attn: IIS, CRS 
From: Office of the Gênerai Counsel 

• Contact: AGC 
Approved By: Thomas Julie ) DATE: 06-08-2007 

CLASSIFIED BY 65179/DHH/,KSR/RH 
. REASON: 1.4 [c] 
: . . DECLASSIFY ON: 08-08-2032 

DATE: 06-08-2007 
CLASSIFIED BY 65179/DHH/,KSR/RH 

. REASON: 1.4 [c] 
: . . DECLASSIFY ON: 08-08-2032 Drafted By: 

DATE: 06-08-2007 
CLASSIFIED BY 65179/DHH/,KSR/RH 

. REASON: 1.4 [c] 
: . . DECLASSIFY ON: 08-08-2032 

CaseID #: 
Title: • ' (> 

278-HQ-C1229736-VIO Serial^^^f (Pending) 
INTELLIGENCE OVERSIGHT.BOARD 
MATTER 2007-640 

-Synopsis: feö It is'the opinion of the Office of the General 
Counsel (OÖC) that this matter is not reportable.to the 
Intelligence Oversight Board (IOB) .. Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) DerïvS 
fsTTy On: & 

Administrative: /"C^ This electronic, communication 
informal-inn from ffrfr EC dated 01/04/2007. from the 
Office Î 

(EC) contains Field 
to OGC reporting a potential IOB matter 

Reference : (S) X ] 

bi : 
b2 
b7E 

requested that • 
determine whether 

Details: By EC dated 01/04/2007, 
OGC review the facts of the captioned matter and 
it warrants reporting to the IOB. As explained below,.in our . -
opinion, the FBI is not required to report this matter to the IOB 

SE 

X «Cl. 
NSL VIO-23953 



(Rev. 01-31-2003) 

SjaSRBT 

FEDERAL BUREAU OF INVESTIGATION 

Precedence:. ROUTINE 

To: 

b2 
b6 
,.b7C 
b7E 

Counterintelligence 

Inspection 

Attn 

.. Date: 2/21/2007 

:' b2 . 
,.b6 :. 

: .'.•'b7c; 

: (U) 

(U) 

(U) 

(U) 

(U) : 

From: Office of the General Courts 
•V NSLB/CILU/Roorru7941 

.Contact : AGC 
E 

Approved By:. Thomas . Julie 

Drafted By: 

Case ID # 

wn ALL IMPORHATIOH CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Ti.tle:î:: xS ) 

the 

278-HQ-C1229736-VIO^ (Pending) 
62F'f~^A8 9455-IOB ̂  ̂ ^ 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-683 ' . 

DATE: 12-11-2007 
CLASSIFIED BY 65179/DHH/KSR/'RliJ 
REASON: 1.4 (c) 
DECLASSIFY ON: 12-11-2032 

The 
•he . General Cou 

Field Office 
ounsel (OGC) 

requested that 
review an incident, and 

determine whether it warrants reporting to the Intelligence 
Oversight Board (i.OB) . It .is the opinion of OGC. that the Y 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained.in the control file for periodic review 
by Counsel to the IOB. 

b2 
b7E 

(U) d From : G-3 
n : 

Administrative . This -electronic communication 
information from:, the! EC dated .2/01/2007 from| 
reporting a potential IOB matter. 

J EC ) contains 
to OGC b2 

b7E-

Reference; 278-HQ-C1229736-VIO ^ t U ^ l ¿1(9 

sÈjg^KÎ 
NSL VIO-2396G 



(01/26/1998) 

DATE: 08-21-2007 
CLASSIFIED BY 65179dah/:ist/aa3 
FEA^ÎI: 1.4 ICJ 
DECLASSIFY OH: 08-21-2032 

FEDERAL BUREAU OF INVESTIGATION 

ALL XJTF0RHATI0H CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
«HERE SH0UE OTHERWISE 

Precedencé: ROUTINE 

To: D i r e c t o r ' s O f f ice 

Counterintelligence 

.Attn: OPR 

Attn : AD 

Date : 0 5 / 1 1 / 0 5 

(U) 

(U) 

(Ü ) 

( U ) 

(0) 

From: General Counsel 

National Security Law Branch/Rm. 7975 

Contact : . ! Ext . 

Approved By: Thomas J u l i e F' 

Drafted By: 

Case ID #i y ^ 278-HQ-C1229736-VIO-

mrAy. 

Titles INTELLIGENCE OVERSIGHT BOARD 

(I,OB) MATTER 2005-137 

b2 
b6 
b7C 

Synopsis : jiS^ It is the opinion of the O f f ice of General 

Counsel (OGC) that the above referenced matter must be reported 

to the IOB and to the F B I ' s O f f i c e of Professional Responsibility 

(OPR). OGC will prepare and del iver the required correspondence 

to the IOB. Our analysis follows. . 

W. Je 
De 

jErom 

E y o S r -1 

R e f e r e n c e : £ § 0 278-HQ-C1229736-VIO Serial 794 

Administrative : (U) This communication contains one or more 

footnotes. To read the footnotes, download and print the 

document in Corel WordPerfect. 

I •I 
r 
1-•m 

S E ^ E T 

NSL VIO-23964 



June 9, 2005 

BY COURIER 

Mr. James Langdon 
Chairman' ' 
Intelligence Oversight Board 
Room. 5020 
New Executive Office Building , . 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Langdon: 

This letter forwards for your information a self- -
explanatory enclosure entitled, "Intelligénce Oversight Board 
{IOB) Matter, IOB 2005 137 (U) ' 

- The enclosure; sets forth details of investigative, 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Invéstigations .and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) . . . 

Enclosure 
• be 
b7C 

'Ì - ^ / y - H o - c m y ^ L v i o -

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

Dep. Dir. 1 
Chief of Staff! _ 
Off, of Gen. 
Oiunsel 
Asst. Dir.: 

Admin. Set\_ 
Criin.. Ljiv. _ 
CHS 
Finance 
Info. Res. 
Lab. _ 
National Sec. 
OPR \ 

Off. of Public 

Derived—fcc^nj^ Multiple Sources 
Doolaceify onT~Way —2030 

NSI. VIO-23968 



(01/26/1998) 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

S ^ Ç E T 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence: ROUTINE 

To: Director1 s.Office 

Date: 2/10/2006 • 

Attn: . OPR DATE: 08-23-2007 

CLASSIFIED BY 65179daih/l£sr/LLa:j 

Attn: CDC REASON: 1.4 (c) 
DECLASSIFY ON: 08-23-2032 

From:. General Counsel 
National Security Affairs/Room 7947 
Contact: Julie F. Thomas ' bZ 

Approved By : Thomas Julie F 

<U) 
Drafted By: 

Case ID #: 

. b7E 
b6 
b7C 

(U) 

278-HQ-C122 9736-VIO — //ffl 

Title; X POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-228 

Synopsis: J^f It is the opinion' of the Office of the General 
Counsel (OGC)^hat the above-referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

( U ) 

Reference: 278-HQ-C1229736-VIO-1113 

Details:. J ^ ^ As noted in the electronic communication (EC) , 
thismatl-pr hag arican ag a -rognU- r>f an invpstinatinn hi1~lprl 

( S ) As part.of this 
investigation, a National Securi'tv Letter (Nap "was. issued by 

:b4 
b7D 
b6 
b7C 
bl 

NSL VIO-23974 



February 24, 2006 

BY COURIER 

Mr.. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room .5020 
New Executive Office Building 
725 17th Street, N.W. • 
Washington, D.C., 20503 

Dear Mr. Friedman,: . 

DECLASSIFIED BY 65179tMi/ksr/ma] 
QU OB-21-2007 

This letter forwards for' your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board * 
(IOB) Matter, IOB 2 0 0 6 . ( U ) 

The enclosure sets .forth details of • investigative 
activity, which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign. Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or. Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - 278-HQ-C1229736-VIO— {( <fO 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

Dep. Dif. 
. Chief ¿1 

SUH 
Off. of Gen. 

Counsel 
Asst. Dir.:_ 

Cfirn. Inv. 
CJIS _ 
Rnance 
Into. Res. _ 
Insp. 
Lab. 

H>ci:«DV 
National SBC._ 
Personnel ^ 
Training _ 

Olf.otEEOA 
Ott. ol Public 

ft Cong. Alls. 
Director'« Otfce MAIL ROOM • 

NSL VIO-23977 



DATE: 08-21-2007 

CLASSIFIED BY 6S179dmh/Jîsi:/iiiaj 

REASON: 1.4 (C) 

DECLASSIFY ON: 08-21-2032 

se^S^ET 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE . 

( U J -IOB MATTER 2006-228 £&< 
b2 
b7E. 

bl 
b2 
b4 
b7A 
b6 
b7C 
b7D 
b7E 

(S) The [ Field Office of the Federal Bureau 
of Investigation has reported an error i n conjunction with that 
division's! "limrestigation of I I. In this 
regard, a telephone number in an NSL to I I was 
erroneously transposed, and I loroduced subscriber and toll 
records for a customer who was not the subject of the NSL. 

(U) This matter has been reported to the FBI's Office! 
of Professional Responsibility for appropriate action. . 

NSL VIO-23979 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: DS-21-2007 
CLASSIFIED BT SSL^DNH/KSI/IAAJ 
REASON: 1.4 (C) 
DECLASSIFY ON: 0S-21-2032 

(Rev. 01-31-2003) 

SJ9&RET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: 
To: [_ 

ROUTINE 
• 

Date: 03/07/2006 

Director's Office 
/ General Counsel 

Attn: ISS UniiL-
ISS 

Attn: OPR 
Attn: AGC 

From: |_ 
[Legal Unit 

Contac t: CDC 
Approved By: 

Drafted By: 
Case ID #: (S) 

(S) 
(U); 2 7 8 - H Q - C 1 2 2 9 7 3 6 

(Pending) 
(Pending) 
(Pending) 

bl 
b2 
b6 
b7A 
b7C 
b7D 

(U) 
Title • X 

POSSIBLE INTELLIGENCE OVERSIGHT 
BOARD MATTER 
2006-228 

j TT i Synopsis: To return material provided pursuant to an NSL 
to the electronic service provider. 

(U> 

j y j Reference :/v§,) 
Enclosure(s): 
bill 

278-HQ-Cl229736-VIO-1113 Serial 1179 

(S). Enclosed for| is material provided 

(NSL) issued, cy 
1 pursuant to a National Security Letter 

Details: . (S) [ 
investigation titled!" 

"lissued an NSL as part of an 
TTö 

subscriber information and| 
number |. By EC dated. 1 2 / 3 Ü / 2 Ü Ö 5 

Ifor 
]rorwaraea 

S E ^ E T 

b2 
b6 
b7C 
b7E 

bl 
b2 
b4 
b7D 
,b7E 

bl 
b2 
b4 
:b6 
b7A 
. b7C 
b7D 
b7E 

NSL VIO-23980 



(01/26/1998) 

DATE: OB-21-2007 
CLASSIFIED BY 65179dnhA9E/iMj 
REASON: 1.4 (C) 
DECLASSIFY 0«:/S8-21-2D32 

öEM^urr 

ALL INFORHATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

FEDERAL BUREAU OF INVESTIGATION 

Precedence i ROUTINE Date: 3/24/06 

To: Director's Office 
Inspection Attn: 

Attn: . CDC 

From: General Counsel 
National Security Affayts/Room 7974 
Contact: Julie•F. Thqmas 

Approved By: Thomas Julie Fit 

b2 
b6 
b7C 
b7E 

(U> 

CTJ) ' 

(U) 

Drafted By: | 

Case ID #: 
(S) 

Title: ^ f 

2 7 8 - H O - C 1 2 2 9 7 3 6 — l & l S 
bl 
b2 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER b7A 
2006-227 b7E 

Synopsis:X£) It is the opinion of the Office of the General 
Counsel ,(OGc} that the above-referenced matter must be reported 
to the IOB and to the FBI's'Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the. required correspondence 
to the IOB. Our analysis follows. -

(U) 

(U> Reference 278-HQ-C122 973 6 i e W AS2(t? 

(S) 

Details.: As noted in the electronic communication (EC) , 
this matter has arisen as a result of a National Security Letter 
(NSL) issued by 1 in a 

bl 
b2 
b7E 

S E ^ E T 

NSL VIO-23983 



DECLASSIFIED BY 65I79dnH/Ssc/*aD 
ON 08-21-2007 

March 30, 2006 

BY COURIER 

Mr. Stephen Friedman . 
Chairman . . . 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear Mr. Friedman: '• 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2006 227 (U) 

The enclosure sets forth details of. investigative 
activity which the FBI has determined was conducted.contrary to 
the Attorney General'Guidelines fpr FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 

. laws, Executive Orders, or Presidential Directives.which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 
Enclosure 
1 - 278-HQ-C1229736-VIO—/^tCc 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

Oep. Oif. 

Chief of Siell 
Off. o! Gen. 

Counse L _ *M..0k.: 
Crim. fftv. 
' CJIS_; 

Finance 
. Info. fles. 
Inep. 

. lab. 
National Sec 
Personnel 
Training ™ oi EEOA_ 



DATE: C8-21-2007 

• s s s r î v ï c r 9 ^ ^ 
DECLASSIFY OB: 08-2J-2û32 

T ; 

HERFTMt^^ COffTAIHED ÏÏÏ IS RUSSIFIED EXCEPT «HERE SHOW OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD 
I — ' . 

m ; IOB MATTER 2006-227 

(IOB) MATTER 
lFIELD OFFICE 

• b2 
b7E 

TheSi jField Office of the Federal- Bureau 
of Investigation has reported an error in conjunction with a 
response to a National Security Letter (NSL)I \ 

bl 
b4 
b7D 

J pursuant to the NSL, did not 
•providè ¿records wnich were related to the subject's email 
address, as requested, but rather, erroneously provided records 
pertaining to the domain. 

(U) ,. This, matter has been reported.to the FBI's Office 
.of Professional Responsibility for appropriate action. 

NSL VIO-23989 



(01/26/1998) 

F E D E R A L B U R E A U O F J N V E S T I G A i l ^ ~ o i - 2 i 2007 
• A L L INFORMATION CONTAINED CLASSIFIED BY 65179dahASr/ma] 

HEREIN IS UNCLASSIFIED EXCEPT REASON: 1.4 (c) 

WHERE SHOWN OTHERWISE DECLASSIFY ON: 0B-21-2C32 

Precedence: ROUTINE . Date: 01/18/06 

To: Director's Office Attn: OPR 

Attn: CDC-
b2 
b7E 

From: General Counsel 
National Security Law BjpafTch/Rm. 7 975 
Contact : 

Approved By: Thomas Julie F 

Drafted By: 

w Ext. 

b2 
b6 
b7C 

(U) Case ID #: ^ X ^ 278-HQ-C1229736-VIO-i'l^ 

(U) Title : X INTELLIGENCE OVERSIGHT BOARD 
(IOB) MATTER 2006-209 

...Synopsis: ^Na) It is the.opinion of the Office of General 
Counsel (OGC) that the above referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
•to the IOB. Our analysis follows. 

(U) Derïved--£xQgi_ci:^^ ~~~~ 
Jl»eiaSs3iyoni —_ 

(U) Reference: 278-HQ-C1229736-VIO Serial-7o 5 - 0 

Administrative: (U) This communication contains one or more 
..footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect'. . 

SE)8^ET 

NSL VIO-23990 



January 18, 2006 

BY- COURIER . 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
'725 ,17th Street, N.W. 
Washington, D.C. 20503 

DECLASSIFIED BY 65179dmh/ksry3iaD 
OU 08-21-2007 

Dear Mr. Friedman: 

This letter forwards for your information a self- . 
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2006 209 (U) . • 

The enclosure sets forth details of investigative 
activity, which the.FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligénce 
Collection and.Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism, 
investigations. (U) 

Enclosure ' 

.1 - Ms. Thomas 
1 -
1 -

1 (Action UC) 

1 - 2 /.B-HQ-C1229735-VIO- U H 2 -
b6 
b7C 

Dap. Dli._ 
Chiel ¿1 

Stall ^ 
Ott. Ol Gen. 

Counsel 
Asst. Dir.: 

Cririi. Inv. 
CJIS 

• Finance 
. Inlo. Res. _ 

Insp. 
Lab. 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

National Sec.. 
Personnel 
Training. OK. ol E EOA Oll. ol Public 
t Cong. Alls. 

Director's Ott Ice ÌU.IL ROOM • 
NSL VIO-23994 



DATE: 08-21-2007 
CLASSIFIED BY 65179dmh/kar/maj 
REASON: 1.4 (c) 
DECLASSIFY ON: 0a-21-2032 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
FIELD OE£ICE^ • • 

( U ) 

( S) The 

1UB MATTER 006-209 b2 
b7E 

Field Office of 
t h e F e d e r a l Bnrsan-nf. TnvRSt:inatjon ("FRT'M h a s rpnnrl-pH an s r r n r 

] in this regara, two National Security bl 
b2 
b7E Letters (NSL)- were created for two telephone numbers. One 

Subscriber mlormation and toll 
records were collected for the incorrect number pursuant to the 
NSL. When realized its error, it secured 'ths' rpmrris b2 ^ acnrerl thp rpr.nrrjf 
produced for the incorrect number in the safe of | | b7E 
Chief Division Counsel. I Iwill provide these .records 
to the Office of Intelligence Policy and Review ("OIPR"), 
Department of Justice., 

(U) This matter has been reported to the FBI's Office, 
of Professional Responsibility for appropriate action. 

. Director. 
Deputy D i rec tor . 

• Crim.lnv.; 
CJIS. 

' finance. 
Gen. Counsel 
Info. Res. 

Training 
O f l . o f E E O 
Affairs 
Off. ol Public & 
Cong. Alls. . 

NSL VIO-23996 



DATE: 08-21-2007 
(01/26/1998) . CLASSIFIED BY 65179daih/]îsr/ma3 

PEASON: 1.4 £c) 
DECLASSIFY ON: 08-21-2032 SEj2fcET SEATS' 

ALL INFORMATION CONTAINED 
ÏIN IS UNCLASSIFIED EXCEPT 

SHOWN OTHERWISE 

FEDERAL BUREAU OF INVESTIGATION 

Precedénce: ROUTINE' 

To ! 
b2 ' 
b7E 

Date: 10/7/05 

Attn: SAC,.'CDC 

From: General Counsel 
National Security Affairs/Room 7974 
Contact: Julie F. Thomas , ) ̂  

Approved By: Thomas Julie F 

Drafted By: 
(U) 

b7C 

Case ID #: 2 78-HQ-C122 9736-VIO— [ O ^ 

(U) Title-.: ( POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2005-178 

(U) Synopsis : It is the opinion of the Office of the General 
Counsel (OGC) that no error was committed in this matter, and 
therefore nothing need be reported to the IOB. A record of this 
decision should be maintained in the investigation control file 
for review by the Counsel to the IOB. \ 

(U) 

(U) Reference.: 278-HQ-C1229736-VIO-' 

Details : (S) As noted in the electronic, communication • (EC). bl 
b2 
b4 
b7D 
b7E 

NSLVIO23997 



(01/26/1998) 

FEDERAL B U R E A U OF INVESTIGATION 

Precedence: • ROUTINE 

(U) 

(U) 

(U) 

To: Director's Office 
b2 
b7E 

Attn: OPR 

Attn: CDC 

• Date: 2/06/06 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
•WHERE SHOWN OTHERWISE 

From: General Counsel 
National Security Affairs/Room 7974 
Contact: Julie F. 

Approved By : Thomas Julie F 

Drafted By: 

b6 
b7C 

(U) Case ID#: 

Title : ' 

I I M 

278-HQ-C1229736-VIO—•[ 

DATE: 08-22-20C7 
CLASSIFIED BY 65179±nh/)i3r/aaj 
REASON: 1.4 (c) 
DECLASSIFY ON: 0S-22-2032 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER ' 
2006-230 . ..'•'.': 

Synopsis-: ^ S ^ It is the opinion of the Office of the General 
Counsel (OGC) that the above-referenced matter must be reported 
to thé IOB.and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IQB. Our analysis follows. 

(U) 

Reference: )g( 278-HQ-C1229736-VIO-Hl.t{ 

Details: (S) As noted in the electronic communication (EC), 
this matter has arisen as a result of a National Security Letter 

NSL VIO-24004 



February'24, 2006 

BY COURIER 
DECLASSIFIED BY 65179dMh/ksr/ma3 
OST 08-22-2007 

Mr. Stephen Friedman 
Chairman . . 
Intelligence Oversight Board. 
Room 502C . ; . , 
New Executive Office Building ' . . 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: ' 

: This letter forwards for your information a self-
explanatory enclosure entitled,- "Intelligence Oversight Board 
(ICB) Matter, IOB 2006 230 (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to '. 
the Attorney .General Guidelines for FBI Foreign Intelligence . 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern ' 
FBI foreign counterintelligence•and international terrorism 
. investigations. (tJ) .. ,, 

Enclosure . .•'.'.: ^ 

1 - 278-HQ-C1229736-VIO —//7<f 

UNCLASSIFIED WHEN 
DETACHED FROM • ; 
CLASSIFIED ENCLOSURE ' 

DerivSd—frgm: Multipl«--ST5urces 
Declas s 7,20 31 

SEsasgr 

FBI/DO.!' 

NSL VIO-24008 

Dtp. Dlr._ 
Chielot 

SUB 
Ofl. ol Gen. 

Counsel 
Aset. Dir.: 

Crim.' Inv. 
CJIS 
Finance 

• Into. Res.-
Inap. 
Lab. 
National Sec. 
Pefaonnel__ Training . 

Ofl. rt EEOA_ 
Ofl. o) Public 



ALL INFORMATION CONTAINED 
HERZIN IS UNCLASSIFIED EXCEPT 
WHERE SHOUH OTHERUISE 

SE 

b2 
. b7E 

•.'.' DATE: 08-22-20C7 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER ¡^¡J™/™5"9'1"11'*"'"1 

I 1 FIELD OFFICE trcLASiinr nw: np-.-a-.-.iv (U) I OB MATTER 2006-230 ^ 

(S) The Field Office of the Federal Bureau 
of Investigation has reported an error in conjunction with that 
division's] ^investigation off 
in response to a National Security Letter (NSL) 

I |erroneously provided two documents which were 

this irecrard. 

unrelated to the subject of. the NSL, which were associated with a 
customer who is probably a United States person. 

(U) This matter, has been reported to the. FBI ' s Of f ice 
of Professional Responsibility for appropriate action. 

. bl 
b2 
b6 
b7A 

; b7C 
- b7E 
b4 
b7D 

SECRET 

NSL VIO-24010 



(Rev. 01-31-2003) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

S E ^ E T 

FEDERAL BUREAU OF INVESTIGATION 

DATE: 08-22-2007 

CLASSIFIED BY 65179diili/'ksE/maj 

REASON: 1.4 (c) 

DECLASSIFY ON: 08-22-2032 

Precedence : ROUTINE 

To: 

Director's Office 
general Counsel 

b2 
b6 
b7C 
b7E 

Date: 03/31/2006 

Attn: CDC 
Squad 1, Legal Unit 

Attn: OPR 
Attn: AGC 

From : [_ ] 
Contact: ISS 1 

Approved By: 

Drafted By: 
(U) Case ID # : (S) I 

278-HQ-C1229736-VIO 
(Pending) / 

(Pending)/ 

(U) Title: :M 
Synopsis: (S) 
institution, 

POSSIBLE INTELLIGENCE OVERSIGHT 
BOARD MATTER 
2006-230 

NSL material returned to financial 

(U) ÌK ïSsïfy On: 

Reference : (S) 

Details: (S) On 03/31/06, 

bl 
b2 
b6 
b7A 
b7C 
b7E 

returned documents that were provided toÇ 
by I I in response to an NSL to 

in error. 

(U) Lead 1, [ 

b4 
b7D 

bl 
b2 
b6 
b7A 
b7C 
b7E 
b4 
b7D 

S È J ^ E Î 

NSL VIO-24011 



(01/26/1998) 

ALL INFORHATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 

SHOUN OTHERWISE 

s^s^E': 

DATE: 08-22-20C7 

[ED BY 65179dmh/ksr/maj 

1.4 (c) 

SSIFY ON: 08-22-2032 

FEDERAL BUREAU OF. INVESTIGATION 

(U) 

Precedence: ROUTINE 

To: Director's Office 
b2 
b7E ' 

Attn: OPR 

Attn: CDC 

From: General Counsel 
National Security Affairs/Room 7947 
Contact: Julie F. Thpmas 

Approved By: 

Drafted By : 

Thomas JII IÌP b2 
b6 • 
b7C Wb 

Date: 2/27/06 

Case ID # : 278-HQ-C1229736-VIO (HUM]-

( U ) T i t l e : ^ POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-248 ' • • 

(U) . SynopsisT It is the opinion of the Office, of the . General • 
Counsel (OGC) that the above-referenced matter must be reported 
to the IOB and to the. FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

(U). 

(U) Reference: ( ^ 278-HQ-C1229736-VIO..-Ì159 
bl 
b2 
b6 
b7C 
b7E 

Details: (S) As noted in the electronic communication.(EC), 
this matter has arisen as a result of a National Security Letter 

S E ^ E ^ ] 

NSL VIO-24013 



March 15,.2006 

BY COURIER DECLASSIFIED BY 6S179dmh/kgc/maj 
OH 08-22-2007 

Mr. Stephen Friedman 
Chairman • .. • 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 1.7th Street,. N.W. • 
Washington,. D.C. .20503 

Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure entitled,. "Intelligence Oversight Board: 

(IOB) Matter, IOB 2006 248 (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted.contrary to 
the Attorney General Guidelines for.FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism . . .. 
investigations. (U) 

Enclosure 

1 - 278-HQ-C1229736-VIO - • 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

Dep. Dir. Chief ¿1 
Stall 

CM. ol Gen. 
Counsel 

Asst..Dir.: Crim. Inv. CJ1S 
Finance 
Info Res. _ 
Insp. 
Lab. 
National S e c . . 
Pereonnei 
Training _ 

Oft. ol EEOA 
OK. of Public 

I Cong. Alls. 
Director's CKIIce _ _ MAIL ROOM • 

NSL VIO-24016 



S E ^ E T 

INTELLIGENCE OVERSIGHT BOARD.(IOB) 
FIELD OFFICE mi-

tS) The 

MATTER • b6 
•b7E 

IOBMATTER2006-248 ' jpS< 

Investigatinn h 
Field Office of the Federal Bureau of 

Las reported an error in conn unction with that 
division'^ I [investigation oJ I In this v-̂i ija zsgpónseto a National Security Letter.(NSL) to I J 

unrf»l at 
erroneously provided financial records which were 

id to the subject of the NSL, which were associated with 
customer who may be a United States person. 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7D 

DATE: 08-22-2007 

CLASSIFIED BY 65179dah/ksr/BLaj 

REASON: 1.4 (c) 

DECLASSIFY ON: 08-22-2032 

'FORMATION CONTAINED 

IS UNCLASSIFIED EXCEPT 

SHOOT OTHERWISE 

NSL VIO-24018 



This case involved a cellular telephone number 
subscribed tci by*the. subject of the investigation, who later 
terminated the coverage (see discussion infra) .. That same 
telephone number, unbeknownst to the FBI, was subsequently 
reassigned to an unknown United States ("US") person. .'. FBI OGC 
was initially under the misimpression that.th6re had been 
electronic surveillance of this cellular telephone- number, but 
there was not. In fact, the FBI was in receipt only of telephone 
toll records for that number, pursuant to a legitimate National. 
Security Letter; there was no unauthorized.FISA take on this 
cellular telephone number, as originally thought. iuf 

S E ^ E T 

NSL VIO-24019 



'DECLASSIFIED BY 65179dmli/]í3E/maj 
OH 08-23-2007 

April .5, 2007 • 

'"' BY_COURIER ,."• 

Mr. Stephen Friedman 
Chairman. 
Intelligence Oversight Board 
. Room 5020 ' .• ' 
-New-Executive Office Building 
7 25 17 th Street, N.W.. 
Washington, D.C. 20503. . • : ; 

Dear Mr. Friedman:. 

Dep. Dil. 
Chief ot 

Stall 
Ofl. of Gen. 

Counsel 
Mai Dir.: 
• Crim. Inv. _ 

••' CJIS 
. Financé 
' Inlo. Res . . 

Insp_ 
Lab. 
tallonai Sac._ Personnsl '. Training _ 

. >This letter contains a revision of our initial 
conçxùsion that there had been investigative activity conducted..-...' 
contrary .to the Attorney General Guidelines .for FBI Foreign . . 
.intelligence Collection and Foreign Counterintelligence v.. 
Investigations, and/or laws, Executive Orders, or Presidential 
Directives which govern FBI.foreign counterintelligence and 
international;terrorism^'investigation^,' with respect to • 
"Intelligence Oversight Board (IQB). Matter,: IOB 2006 433' (U ) 

This, case involved a .'.cellular telephone number: i '. ;•.. 
subscribed to by the subject of. the invèstigation, who later : : 
terminated -the coverage. That same téléphoné ntimber, unbeknownst 
to the FBI, - was.subsequently reassigned to an unknown United . 
States . ("US") ' person. , The FBI was under the mi s imp re s s i on that. • 
there had been electronic surveillance of : this.' cellular telephone 
number, but there was not. In fact, the FBI was in receipt only 
of telephone toll records for that number, pursuant to â. ,... .;. 
legitimate National Security Letter; there was no .unauthorized : 
FISA. take on this cellular telephone number, as originally 
thought. ;u) • •^•Y-A" '=:. Y:"Y.' . Y, • v •'vY'-: 

_1 - 278-HQ-C1229736-VIO 

Ott. ol EEOA 
Ofl. ol Public 

& Cong. Alfa. 
Oli actor 's Otile» . m . « . ROC»* O NSL VIÓ-24024 



(01/26/1998) 

DATE: 08-23-200? 

CLASSIFIED BY 65179dmli/lisi/ma]. 

¿REASON: 1.4 (c] 

'DECLASSIFY OH: 06-23-2032 

RET 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE 
b2 
b7E 

Counterintelligence. 
Inspection 

Attn:- ASAd 
CDC[_ 
CI - 2-

Attn: AD 
Attîr: IIS, CRS 

From: General Counsel , 
National Security Affairs/Room 7974 
Contact: Julie F. Thomas. 

Approved By: Thomas Julie 

Drafted By: M 
Case ID #: 

CU> 

2 78-HQ-C1229736-VIO-
62F-I hA89455 _ (03 

b2 
b6 
b7C 
b7E 

Date: -3/19/07 

Title: IU) POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER-
2007-705 • ' : 

b6 
b7C. 

<u> S y n o p s i s : I t is the opinion of the Office of the General 
Counsel (OGC) that no error was committed in this matter, and 
therefore nothing need be reported to the IOB. A record of this 
decision should be maintained in the investigation control filé, 
for review by the Counsel to the IOB. "': 

(U) 

Reference: 
. (U) 

not-a-i 1 e . 

( 

Lai 

278-HQ-C1229736-VIOjT<XM( ZlSf 
62F] [A89455-4X5G> ZF 

noted in the electronic communication (EC) 
I 

On 8/28/2006, a. National Security Letter (NSL) was 

bl 
b2 
. b6 
b7C 
• b7E 

S ^ R E T 

NSL VIO-24026 



(01/26/1998) 

DATE: 06-23-2007 

CLASSIFIED BY 65179dmh/l!sr/maj 

REASON: 1.4' (cj 

DECLASSIFY ON: 03-23-2032 

ALL INFCRHATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOUN OTHERWISE 

SE 

FEDERAL BUREAU OF INVESTIGATION 

tu> 

[ J ) 

Precedence : 

To: 

ROUTINE 

• Counterintelligence 

Inspection 

From: General Counsel 
National Security 
.Contact: Julie F. 

Approved By: Thomas Julie 

• b2 
b6 
b7C 
b7E 

; Date: 12/05/06 

Attn: SAC, CDC ." 
Attn: CD-2F, Room 8672' 

OS/IA' 
Attn: IIS-

./Room 7 974 

Drafted By: 

Case ID #: (U) 
(U) 
(S) 

Title: X 

•2 78-HQ-C122973 6-VIO — 
27 8-I In76104-'M5"Z 

bl 
b2 
b6 
b7C 
b7E 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
.2007-531 •''..'.. 

' ^ Synopsis: It is the opinion of. the Office of the General 
Counsel (OGC) that no error was- committed in this matter, and 
therefore- nothing need be reported to the IOB. A. record of this. 

. decision should be maintained in the investigation control file 
for. review by the Counsel to the .IOB. 

' ' (U) 

Reference =e: y ^ 2 78-HQ-C122973 6-VIO-1787 

Details: (S) As noted-in the electronic communication (EC) 
^ O *- i n / m / m n f i 

NSL VIO-24040 



(01/26/1998) 

DATE: 08-23-2007 

CLASSIFIED BY 65179dah/ks]:/tta3 

REASON: 1.4 (c) 

DECLASSIFY ON: 08-23-2032 

SEÔÉET E ^ E 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

FED ERAL B U R EAU Ö F IN VESTI G ATIO N 

Precedence ; 

To : 

ROUTINE ; Date: 1/18/07 

. .Counterintelligence 

. Inspection 

b2 
;b6 
• b7C 
b7E 

Attn: SAC, CDC 
Attn: ÀD , 
Attn: ÏIS, CRS 

From': General Counsel 
National .Security Affairs/Room.7974' 
Contact: Julie F. Thc/mas 

Approved By': Thomas Julie F 

Drafted By: 

Case ID #: 

Mt£> 
: b2 
b6 
b7C 

: b7E 

m 
(U) . 278-HQ-C1229.736-VIO— 2 1 5 ^ 

62P|~^A89455-{ôO 

< U l T i t l e : - ^ . POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
• 2007-583 • • * ••-. . 

(U) Synopsis::yS) It- is the opinion of the Office of the General 
Counsel (ÔGC) that no error.was committed in this matter, .and 
therefore" nothing need be reported to the IOB. A record of this 
decision should be maintained in thé investigation control file 
for review by the Counsel to the IOB.; 

(U) Reference 

(U) 
f s x î y O n T 

2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O - 1 8 0 8 

Details: (S) rint-pH in t h p plpplrnnir' mmiBiinirat-inn /ttPÏ ' 
dated 10/31/2 006, 

S^JS^ET 

NSL VIO-24047 



DATE: 08-23-2007 

" : " CLASSIFIED BY 6S179dmh/ksr/ï:aj 

(Rev.01-31-2003) REASON: 1.4 (cj 

DECLASSIFY ON: 08-23-2032 S E ^ E T 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
NHERE SHOWN OTHERWISE 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE Date : 07/03/2006 

From: 

Counterintelligence 

Inspection 

Office of the General Coun 
NSLB/CILU/Room 7947 
Contact : AGC 

Approved By: . Thomas Julie F' 

Drafted By: :1k 

Attn: 

Attn: 

Attn : 

ls^l . 

S 

SA 
CDC-
SSA 
C D - E T 
IIS 

b2 
b6 
b7C 
b7E 

b6 
b7C 

Case ID #: (U) 278-HQ-C1229736-VIO' ("Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-305 

(U) Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter be reported to the Intelligence 
Oversight Board (IOB). OGC will prepare and deliver the 
necessary correspondence to the IOB. . 

|U> 

Reference: (U) 278-HQ-C1229736^L345 C W (ô • 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

(U) The referenced electronic communication 
Divisioni ~ 

(EC) from b2 
dated 04/18/2006, requested b7E 

that OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. As explained below, 
the FBI is required to report.this matter to the IOB. 

S E ^ E I 

: NSL VIO-24052 



DECLASSIFIED BY 65179dnh/kSE/ma3 
OH 08-23-2007 

August -31, 2006 -
BY COURIER 

Mr. Stephen Friedman . 
Chairman 
Intelligence Oversight Board 

..Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
.Washington,. D.C. 

Dear.Mr. Friedman: 

Enclosed for your information is a. self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-305." (U) 

• The memorandum sets forth details of investigative 
activity which•the.FBI.has determined' was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives'which govern 

. FBI foreign counterintelligence and international terrorism 
investigations.. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted.. 
( U ) 

'Enclosure 

1 - 27 8-HQ-C1229736-VIO — ( bO^f 
. UNCLASSIFIED WHEN . 

DETACHED FROM 
CLASSIFIED ENCLOSURE 

Dep. Dir. 
Chief 61 

Staff 
Off. oI Gen. 
• Counsel 
Asst^Dir: 
. Crim. Inv; 

CJIS 
• " Finance • 

Inlo. Res. 
Insp. Lab. 
National Sec. _ 

- Personnel 
- Training . 
Off. of EEOA 

. Off. of Public 
. • 1 Cong.Affa._ 
- Director's Office • 



DECLASSIFIED BY 65179dmh/]î3c/jiiaj 
OH 08-24-2007 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I [FIELD OFFICE b2 

' lOB MATTER ,2006-305 (U) . b 7 E • 

(U) -

"••'>(>8̂  By electronic communication dated April 18, 2006, 
the Federal Bureau of Investigation (FBI) 
reported that on three separate occasions' 
of ] to 

aurjjaS 
the 

Field Office 
ths—L 

Office inappropriately utilized a 
Thj I Field Office drafted an NST. rennpstinn transactional 

National Security Let 

me period 
Field 

ter (NSL). b2 
b7E 

records and all images uploaded. 
| However, Decause the mrormation 

that is allowed to be obtained pursuant to an NSL is very 
specific, and "all images unloaded" is not specifically allowed, 
pursuant to an NSL, the |_ 
utilized the NSL. The information that 
scope of the NSL 

Field Office erroneously 
•was obtained beyond the 

shall be sequestered. The inappropriate 
utilization of the NSL was in violation of V.12. of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection.1 Thus, the matter is being, 
reported to the IOB. 1 

Section V. 12.. authorizes; use of National Security 
Letters in conformity with 18 U.S.C.'2709 (relating to subscriber 
information, toll billing records,and electronic.communication . 
transactional records). The statute requires-that, information ; 
sought is relevant to .an authorized national security . 
investigation. •/,.• '••:'. ;-V:. 

N S L V I Ò - 2 4 0 5 9 



(Rev. 01-31-2003) 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

S E ^ E T 

08-24-2007 

iSSIFIED BY 6S179dmhAsrJ/ma] 

f: 1.4 (c} 

DECLASSIFY ON: 08-24-2032 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To : Attn: 

Date: 08/30/2006 

S A [ 
S SA 
CDC 

b2 
b6 
b7C 
b7E 

Counterintel1igence 

Inspection 

Attn: 

Attn: 

UC CD-2A 

IIS 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 f 
Contact: AGC 

Approved By: Thomas Julie b6 
b7C 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-431 

* ' Synopsis: It is the opinion of the Office of the General 
•Counsel (OGC) that this matter be reported to the Intelligence 
Oversight Board-.(IOB') . OGC will prepare "and deliver the 
necessary correspondence to the IOB. . 

(TJ) 

Reference:. (U) 278-HQ-C1229736-1558 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

CU) Det^üs-i 
the 

i^) The.referenced electronic communication (EC) from 
Division , dated 07/28/2006, requested that 

OGC review the facts of the captioned matter and determine. 
whether it warrants reporting to the IOB. As explained below, 
the FBI is required to report this matter to the IOB. 

b2 
b7E 

j^jJ^ET 

NSL VIO-24063 



DECLASSIFIED BY 65i79dmfc./l£SE/a.a3 
ON 08-24-2007 

August 30, 2006 -
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board . 
Room 5020 9 
New Executive Office Building 
725. 17th Street, Northwest 
Washington, D.C. . 

Dear Mr.. Friedman: 

Enclosed for your information is a • self-explanatory 
'memorandum entitled "Intelligence Oversight Board Matter 
2006-431." (U) • 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive' Orders, or Presidential Directives'which govern. 
FBI foreign counterintelligence and' international terrorism 
investigations.. This matter has' also been referred to our 
Internal Investigations Section/ Inspection Division, for a 
'determination of whether any administrative action is warranted. 
(U) . ' - • . . • 

Enclosure. 

1 - 278-HQ-C1229736-VIO— 

Dep. Dir. 
Chief of 

Staff 
Off. of Gen. 

Counsel 
Asst., Dir.: 

Crim. Inv. 
CJIS • 
Finance 

. Inlo. Res. 
lnsp ._ 

•. . Lab, 
National Sec. 
Personnel 

- Training 
• " • ' • ' Off. of EEOA 

Off. of Public 
& Cong. Afls._ 

- .Director's Office 

UNCLASSIFIED. WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

' . • • • • • • ' . . • : ' . FBI/ OO J 
v " MAIL ROOM ;- . .-

.'.;'. ^ A V /A:;-' '^V'';.'.;. ;.: N S L V I O - 2 4 0 6 7 



[FIED BY 6S179dMh/fe3ryma] 
1-2007 

S ^ R RET 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE b2 
IOB MATTER 2006-431 (U) b7E • 

• b2 
b7E 

( U ) 

the Federa 
By electronic communication .dated July 28, 2006, 

ureau of Investigation (FBI) 1 Fie 
fnori 
Field Office 

reported.that they came into possession of unauthorized material 
On May 31, 2006, the Field Office issued a National' 
Security Letter seeking subscriber information, pursuant to 
Electronic Communications Privacy Act (ECPA), 18 U.S.C. 2709. 
The| |Field Office sought subscriber information for three 
telephone.numbers. However,- the service provider issued 
subscriber information for • four telephone numbers. Field 
Office determined that the fourth telephone number was not 
related to the subject and was provided bv error by the service 
provider. Upon: noticing this error, [ | Field Office 
correctly segregated and sealed the unsolicited information. The 
error was committed solely by the - service, provider. | Field 
Office committed no error. Nevertheless, Field Office 
came into possession of material that the service provider was 
unauthorized- to provide to the FBI under the ECPA. Although 

Field Office committed no error itself,- the mere receipt 
of unauthorized material pursuant to a lawfully issued National 
Security Letter is a violation that must be reported to the 
Intelligence Oversight Board. 

.Derived from: G-3 
Declassify on: X-l 

NSL VIO-24Q69 



(Rev. 01-31-2003) 

ALL INF0RHATI0N CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

SEj^ET 
DATE: 06-24-2007 
:LAS3IFIEL 37 65179lull'ksL.'idj 
REASON: 1.4 (c) 

FEDERAL BUREAU OF INVESTI G Â EÜäE" 0H: 38 24 2032 

Precedence: ROUTINE 

To: 

Counterintelligence 

Attn: 

Attn : 

Date: 12/18/2 0 0.6 

SAC 
CDC 
S S A £ 

UC CD-2C 

b2 
b6 
b7C 
b7E 

(U) 

( U ) 

(U) 

Inspection Attn: IIS 

From: Office of the General Counsel 
. NSLB/CILU/Room 7947 / 
Contact: AGC V I 

Approved By: Thomas Julie 
j t e 

Drafted By: 

Case I D # : M 
IMI 

278-HQ-C1229736-VIO (Pending) 

...Title.: INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-46.9 

b2 • 
b6 
b7C 

Synopsis: It. is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) 

(U) Administrative : This electronic communication (EC) contains 
i n f o r m a t i o n frnm^thè following sources: (1) EC dated 09/11/2006 b 2 

firom the iField Office| | to OGC reporting a 
potential IOB matter; (2) National security Letter issued by . b 7 E 

b6 
b7C 

SA 
dated 4/17/2006; and (3) telephone conversations between 

and AGC 

Reference : 
( U ) 

on. 10/22/2006 and 12/15/2006. 

i/ib-
T 278-HQ-C1229736 Serial 1629 

S^S^ET 

N S L V I G - 2 4 0 7 4 



DECLASSIFIED. BY €5179 DÏÏH/KSR/cb 
OH 08-20-2007 

February 2 4 , 200.6 

BY COURIER 

Mr. Stephen Friedman ' 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Friedman:. -
( U ) " • • 

Enclosed for your information is a self-explanatory. 
memorandum, entitled'"IntelligenceOversight Board (IOB) Matter, 
Indianapolis Field Office, IOB Matter 2006-207. 

This LHM sets forth details of investigative.activity which 
the FBI has determined, was conducted contrary to The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection and/or laws, Executive Orders, 'or 
Presidential Directives which govern FBI foreign 
counterintelligence and .international terrorism investigations. 

Enclosure' 

1 - Ms. Thomas 
1' - Mr. Eirinberg' ne 
1 - 278-HQ-C1229736-VIO— II TCp 
1 - Inspection Division (IOB 2006-207) 
1 - Mr. Hulon 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED. ENCLOSURE 

Dep. 0>._ 
otf.otĜ  . . 

NSL VIO-24198 

Counsel^ 
AasL Dir.-

ĝ 1"*' „ ODCIU3T Fimna _ 
Info. Res. 
t^ . SEcnuT-
National Soc.. 

Tmining _ 
Ofl. of EEOA 
Ofl .d Public 

4 Cong Afls _ _ _ 

(StQ^TBBOe (3*2TSo06) -IT#3 FBI0000153 



DECLASSIFIED BIT 65179 DHH/KSR/cb 
Off 08-20-2007 

August 30, 2006 
BY COURIER. 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 502 09 
New Executive Office Building 
725,17th Street, Northwest 
'Washington, D.C. . 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-351." (U) 

• The memorandum sets forth details of investigative 
activity which the FBI. has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
,FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
( U ) 

Enclosure 

1 - 278-HQ-C1229736-VIO — {(aOH 

Dep. Dir. 
Chid of 

S u n _ 
OR. ol Gen 

C o u n s « l _ 
Asa.. Dir.: Crim. Iny. _ 

CJIS Rnanoe 
Mo. R e s . . 
K«p. 
Lab. 
National S e c . . 
Personnel 
Training _ 

Off. of EEOA 
Off. of Public 

I Cong. Afts. 
Director's Office . 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIQ-24202 

MAIL ROOM C D FBX00P0105 



(Rev. 01-31-2003) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOT OTHERWISE 

SE ébSg 

DATE: C8-17-2007 
CLASSIFIED BT 65175 
REASON: 1.4 (cj 
DECLASSIFY ON: 08-17-2032 

A v 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

(U) 

Precedence: ROUTINE Date : 12/27/2006-

To: 
L 

Attn: ASAC 
CDC 
SS& 
'SA 

Counterintelligence 

Inspection 

From: 

Contact: 

Approved By: Thnmag 

Attn: CD-2A, SSA 

Attn: IIS, CRS 

Office of the General Counsel. 
NSLB/CILU/Room 7947 

AGC 

-b2 
b7E 
"b6 
b7C 

Drafted By: 

Case ID # ; 

Title: 

'.fON 

•fioS* 

X 
sis: 
el (OÖC) the 

278-HQ-C12297 36-VIO (Pending) 
62P-TnA89455-IOB — [Cj 

INTELLIGENC&^ERSIGHT BOARD 
MATTER 2007¥59V . 

b2 
b7E 

!K f 

Synopsis: J S i It is the opinion of the Office of the General. 
Counsel (OdC) that thismatter is not reportable to the \.b2 
Intelligence Oversight Board (IOB) as the information was b7E 
acquired by third party error. Rather, it should be maintained ,.b4 
in the control' file for jaÊJLLûdlc, review by Connas,! to' the IOB and b 7 D 
the Field Office 
unrequested information 

should ask 
snoul'd £>e returned ür 

(U) 

appropriate documentation should be made ' in the., file. 

:(U) 

whether the 
destroyed and 

îîïy On: 

Administrative:-OB) This elec 
information from -thé referenced 
potential IOB matter. 

tronlc. communication- (EC) contains 
I I EC to OGC reporting .a -

(U) Reference : 278=ÜQrC1229736-VIO Serial 1825 
62 P| |-A894 55-ÏOB, Serial-7 b2 

b7E 

NSL VIO-24274 



(Rev. 01-31-2003) 

' sÈpxéz. 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To : 

ROUTINE Date:. 11/09/2005 

Counterintelligence 
Inspection • 

Attn : 

Attn: 
Attn r 

SA 
CDU 
SSA 
IIS 

From: Office of the. General Counsel 
NSLB/CTLU/Room 7947. 
Contact: 

Approved By.: Thomas Julie- F 

Drafted By: 

Case ID "#: (U) 

DATE: 08-17-2007 
CLASSIFIED BY 65179 DMH/KSR/JB 
REASON: 1.4 (c) 
'ECLASSIFY ON: 08-17-2032 

. b7E 
b6 

• b7C 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

278-HQ-C1229736-"7lO . (Pending) 
(U) T i t l e : J s f INTELLIGENCE OVERSIGHT BOARD MATTER 

2005-177 

Synopsis: ' I t is the opinoo.. of the .Office of the General 
•Counsel (OGC) that this matter need not be reported to the. 
Intelligence Oversight Board (XOB)' .• A copy of this opinion 
should be retained in the control file for review by Counsel to 
the I OB. ••„ '' 1 

<U) 
X 

(U) 

Reference: (U) 278-HQ-C122973' VIO Serial 973 

Administrative: (U) This communication contains one or more 
footnotes. To read the footncr'f:s, download and print the 
document in Corel WordPerfect.• • . 

Detail s; The referenced elpctronic communication (EC) from 
the Division f; dated.09/12/2005, requested 
that OGC review the facts or the;-captioned matter and determine 
whether it-.warrants reporting to; the IOB. In our opinion, - it 
does not. Our analysis follows.;-. 

ill 

sir 

i-
f 

bl 
b2 
b7E 
b6 
b7C 

N S L V I O - 2 4 3 6 0 ; 

b2 
b7E 



(Rev. 01-31-2003) , 

FEDERAL BUREAU QF INVESTIGATION 

Precedence : 

To : 

ROUTINE Date: . 11/09/2005 

Counterintelligence 
Inspection 

Attn: 

Attn: 
Attn: 

SA 
CDC 
SSA 
IIS 

• ' 'b2 CD-2C b 7 E 
b6 

. . • ' b7C 
From: Office of the General Counsel 

WST.ft/rTT.T!/Kr>ran 7 94 7 • | 
Contact: 

Approved By: Thomas tTn1 i e F 

Drafted By: 
14* 

DATE: 08-17-2007 
CLASSIFIED BY 65179 DMH/KSR/JB . 
REASON: 1.4 FCJ 
DECLASSIFY ON: 08-17-2032 

Case ID #: (U) 270-HQ-C122973S.-VIO- , ALL INFORMATION CONTAINED 
(Pending) . HEREIN IS UNCLASSIFIED EXCEPT 

•'-' V . . 3 .' WHERE SHOWN OTHERWISE 
(U) Title: ra^T INTELLIGENCE OVERSIGHT BOARD MATTER 

X -2005-177 

(U) Synopsis: ĵfŜ C It is the opinon. of the- Office of the General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB).. ..A,, copy of this opinion 
should be retained in the control file- for. review by Counsel to 

' the I OB. . ' ' .> 
( U ) — , : .-. ( 

Reference: (U) 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnote^', download and print the 

. document in Corel WordPerfect. 

278-HQ- C1229735-VIO. Serial 973 
M-

(U) Detaiiaj 
the ~7\ 

The referenced el srtroni r communication (EC) from 
D i v i s i o n | d a t e d 09/12/2005,. r e q u e s t e d 

that OGC review the facts or tne captioned matter and determine 
whether it warrants reporting to the IOB. In our opinion, it 
does not; Our analysis follows. -

b2 
b7E 

jLsL 

• . bl 
b2 
b7E 

• ,b6 
b7C 

NSL V IÖ -24367 



(Rev. 01-31-2003J 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To : 

ROUTINE Date : 

Counterintelligence 
Inspection 

Attn: 

Attn: 
Attn: 

I 

From: Office of the General Counsel. 
.. NSLB/CILU/Roorr i n ^ 
Contact:. AGC 

Approved By: Thomas.Julie IM 
Drafted By: 

!U) Case ID #• ^ i - » 0 ^ 1 QT*fi.-VTir> 
CS) 

SA 
SS. 
CDC 
CD-37T 
US' 

202-324 

03/07/2.006 

~ ~ 1 

b2 
b7E 
b6 
b7C 

(U) Title-: X 

DATE: 08-17-2007 
CLASSIFIED BY 65179 DMH/KSR/JB 
REASON: 1.4 (c) 
DECLASSIFY ON: 08-17-2032 

I D a r ^ i j->«-jr > 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-257 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

bl 
b2 
b7E 
b7A 

(U) Synopsis: retf It is the opinion of the Office of the General 
'...' Counsel (QGC) that this matter must be reported to the 

Intelligence Oversight. Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

( U ) ; - » 

( U) Reference : M 
(S) 

OTQ-wn-Pi o-?o-7Tg-VTn serial 1201 

bl 
b2 
b7E 
b7A 

Administrative: (U) This communication contains one or more, 
footnotes. To read the!footnotes, download and print the . 
documënt in Corel WordPerfect. 

(U) D e t a i l s ; j S ^ The referenced electronic communication (EC)from 
the I ^ 1 Divis ion. \ E ' dated 02/16/2006/ 
requested tnat OGC review tne tasts ot tne captioned matter and 
determine whether it warrants reporting to the IOB.' In our 
opinion, it does. Our analysis follows. 

b2 
b7E 

N S L V I O - 2 4 3 7 1 



March- 8, '2006 

ALL 
HERE III I 
DATE 08-

COHTAIHED 
5ITIED 
EY 65179 DHK'KSIWB 

Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
New Executive Office Building Room 5020 
Washington, D.C. 20503 

Dear Mr. .Friedman: 
b2 This letter forwards for your information a self-explanatory b 7 E 

enclosure entitled "Intelligence Oversight Board'(IOB), 
Division, IOB Matter 2006-257." (U) 

The enclosure sets forth details of investigative activity 
which the FBI- has determined was conducted contrary to the 
Attorney General's, Guidelines for. FBI National' Security 
Investigations and Foreign Intelligence Collection and/or laws,. 
Executive Orders, or Presidential Directives which govern FBI 
.foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure ' • •• 

1 - 278-KQ-C1229736-VIO-

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

Dep. Dir. 
Chief of 

Start 
Oil. of Gen. 

Counsel 
Asst. Dir.; 

Crim. Inv. _ 
CJIS 
Finanoe 
Info. Res. _ 
Insp. 

National Sec. 
Personnel 
Training • 

Off. of EEOA 
Off. of Public 
. t Cong. Affs. 
Director's Office hLAIL ROOM • N S L V I O - 2 4 3 7 5 



INTELLIGENCE, ! OVRRSTGHT BOARD (IOB) 
DIVISION' 

OB MATTER 2U06-257 (U) 

MATTER 
b2 ••' 

"' b7E. 

pnriai T 
ÎU) ' The] iDivisiori | 

Bureau of Investigation (FBI).reported a po 
National Security Letter (NSL) requested by 
a transcription error, sought information about a telephone number 
belonging to a person who was, not the .subject of an FBI national 
•security investigation. . 

of the Federal 
lB_J_nvolving a 

[.which, through 

-Lai- Thp' Tlfi' nprsrin- .wiifi iw thp siihiprl- nf thp 
15ÏÏ 

ui7lb/zuub, • the case agent directed tne ..investigative support specialist 
(ISS) to draft an NSL requesting information regarding the subiect phone 
number. The. request had the subject telephone number as 
however, due to an administrative oversight, the NSL seifi. ru 
telephone company had the téléphoné number.: as 
agent's telephone extension in i£ 

(U) 

t rie . 1 
The case b l 

. . b2 
b7E 

On 02/10/2006, the .case agent opened the NSL results and 
noticed \he discrepancy in the telephone number. The case agent 
immediately notified his supervisor and put the original results in a . 
sealed envelope for sequestration with the Chief Division- Counsel • (CDC.) . 
.Nothing from the original NSL results was. uploaded into:the FBI computer 
systems, nor was any investigative action taken based on the NSL' 
results. ..'.'. 

(U). Due to inadvertent typographical error, received 
NSL results on a telephone .number that.was not. associated with.the 
subject of an authorized investigation. However, due to.the fact that 
there was an unauthorized collection of presumed U.S. person . 
information, the error is a reportable matter, under Section 2.4 of b2 
Executive Order 12863. b7E . 
DATE: 08-17-2007 
CLASSIFIED BY 65179 DMH/KSR/JB 
REASON: 1.4 (c) 
•DECLASSIFY ON: 08-17-2032 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

N S L V I O - 2 4 3 7 7 



(Rev. 01-31-2003) 

sìssJSr 

FEDERAL BUREÀU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE Date: 12/19/2006 

Inspection 

Attn: 

Attn: 
fi 

SA 
SS. 
CDC 
IIS 
CRS 

From : Office of the General Counsel 
NSLB/CILU/Rnnm 7947 

•b2 
b7E 
b6 
b7C 

Contact : 

Approved By: Thomas Julie 

Drafted By: 

r r o r 

202-324-
DATE: 08-17-2007 
CLASSIFIED BY 65179 DMH/KSR/JB 
REASON: 1.4 (c) 
DECLASSIFY ON: 08-17-2032 

Case ID #: .. (U) ... 278-HQ-Cl229736-VIO-" v(Pending). 
ALL INFORMATION CONTAINED 

Title: . (U) INTELLIGENCE OVERSIGHT BOARD ^ix I 3 ̂ CLASSIFIED EXCEPT 
MATTER 2006-380 WHERE SHOON 

^ Synopsis: (¡5\ It is the opinion of the Office of the ..General 
.Counsel. (OGC).\hat this, matter need not be reported to the 

. " / Intelligence Oversight.Board (IOB) . A copy of this opinion . ' 
should be retained in the control file for review by. the Counsel 

..'-•"• to the IOB. 

(U) K 

( U ) 

Reference: (U) 278-HQ-C1229736-VIO Serial 1469 

Administrative: (U) This communication contains "one or more 
footnotes..- To read the footnotes, download and print, the 

; document in. CoreJ WordPerfect .• " 

Details: ^P^j The ref££eacfiii_electrc>nic communication (EC) from 
Division J I , dated 06/27/2006, requested that the 

OGC-review"the facts.o£ the captioned matter and. determine 
whether it warrants reporting to the IOB. .In our . opinion., it 
•does not. Our.analysis follows. 
•:. - '•'. '..','• V "' b2 ."' -

NSL V I 0 2 4 3 9 3 



(Rev. 01-31-2003) 

jP&SïÎBÎr 

BUREAU OF INVESTIGATION 

Precedence 

To: 

ROUTINE Date: 05/03/2005 

Director's Office 
r.rmnfpri nl-pl 1 i nsnr.p 

Attn: OPR 
Attn: AD 
Attn: SAC/CI b2 

CDC b7E 

From: General Counsel 
Counterintellidence Law Unit/Rnnm 7947 

b6 
b7C 

Contact : 

Approved By: 

Drafted By: 

•Case ID #: (J 

Thoma.s Julie F 
d 5 

' 'I X 
DATE: 08-17-2007 
CLASSIFIED BY 65179 DHH/KSR/JB 
REAS0H: 1.4 (c) 
DECLASSIFY ON: 08-17-2032 

v iu-ui\-n I i -¡¿,-v jPo^'n^ 
ALL INF0RHATI0N CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(U)Title:(^(INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB 2004-70 

(U) Synopsis: £Sc( The Office of the General Counsel (OGC) considers 
that this matter must ..be reported to the Intelligence Oversight 
Board (IOB) and to the Office of Professional Responsibility 
(OPR). A summary of the facts and an analysis of the situation-
follows . 

bi 
b2 
b7E 
b7A 

Do-Ha-i 1 e _LSJ_ 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

N S L V I Q - 2 4 4 0 6 



(Rev. 01-31-2003) 

SJÜSRP T 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

ÎU) 

(U) 

Precedence : 

To : 

ROUTINE Dates 02/21/2005 

Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn: 

ASAC - CI 
SauadI I 
SSAl 
SA| 
CD=T : : 

Inspection Division 
b2 
b7E 
b6 
b7C 

From: General Counsel 
NaHnnal Ssnurit.v T.aw Branr.h/CTLU/ HQ room 7975 
Contact: UC {2 02) 324[ 

Approved Bv: Thomas Julie 

Drafted By: 

DATE: 06-17-2007 
CLASSIFIED BY 65179 DHH/KSR/JB 
REASON: 1.4 (c) 
DECLASSIFY ON: 08-17-2032 

Case TTÌ fe-r (PcnHi nrri 
(S) 

Title : SSÄ[ 
X|__2M. zr 

IÔB 30W4-UU 
D i v i s i o n 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

X 

Administrative: (U) This communication contains one .or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Synopsis: JP&iC It is the opinion, of the Office of General 
Counsel (OGC) ̂ :hat the above referenced matter must be reported 
to the IOB and to the FBI's Inspection Division. OGC will 
prepare and deliver the required correspondence to the IOB. Our 
analysis follows. 

NSL V IO -24416 



March 1, 2005 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Biiilding 
Washington, D.C. 

ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED 
DATE 06-17-2007 BY 55179 DMH/KSR/JB 

Dear General Scowcroft: 
V*» 0 

This letter forwards for your information a self- b 7 E 
explanatory enclosure entitled "Intelligence Oversight Board 
(IOB) Matter,! I Division, IOB Matter 2004-60." (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was. conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence.and international terrorism 
investigations. (U) 

Enclosure 

1 - AD Szady 
1 - DGC Thomas 

¿ f > UC 

b6 
b7C 

- 27ö-HÜ-Cmy/j6-VIO- (D^O 
UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

Dep Dir. 
Chief of Staff_ 
Off. of Gen. 
Counsel -
Assi. Dir.: 

Admin. Ser._ 
Crini., luv. _ 
ais 
Finance 
Info. Res. 
Lab. 
National Sec. 
OPR 

OIT. of Public 
& Cong. Alls. _ 
Training 

OfT.ofEEOA 
Director's OHice 

NSL V I O - 2 4 4 2 1 

MAIL ROOM • FBVDOI 



DATE: 03-17-2007 
CLASSIFIED BY 65179 D3H/KSR/JB 
REASON: 1.4 (c) 
DECLASSIFY OH: 08-17-2032 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

TNTF.TiTiTf^F.NCF. OVERSIGHT BOARD ( IOB) MATTER b2 
DIVISION. b 7 E 

IOB MATTER 2004-60 (U) 

(S) The Division 
the Federal Bureau of Investigation ("FBI" has rfettòrtéfl tft'at it 

of 

issued a National Security Letter (NSL) for records for 
The FBI served that NisL on 

1 

]ana receivea tne results of the NSL,' including the-name, 
address, length of service, and local and long distance toll 
billing records associated with the 
Due to a typographical error, the NSL was issued for the 
telephone records of a telephone that:is neither relevant to an 
authorized investigation, to protect against international 
terrorism or clandestine intelligence activities, nor that is 
related to the subject of a national security investigation. 

iBfC Issuance of this NSL was not authorized by law, 
since 18 U.S.C. .2709 only authorizes the FBI to seek relevant 
records from a wire or electronic communication service provider 
when those records "are relevant to an authorized investigation 
to protect against international terrorism or clandestine 
intelligence activities." In addition issuance of this NSL was 
not authorized by the Attorney General's Guidelines since Section 
V.12 of the Attorney General's Guidelines authorizes use of NSLs 
only in conformity with 18 U.S.C. 2709, and when the telephone 
records are sought as part of a Preliminary or Full 
Investigation. 

(U) This matter has been reported to the FBI's 
Inspection Division for appropriate action. 

bl 
b2 
b7E 
b4 
b7D 

Director 
Deputy Director, 

• Crlm. Inv. 
CJIS : 
Rnance 
.Gen. Counsel, 
Jnlo.Res. 

. Inspection. 

. laboratoj 

. National 

. OPR 

Training. 
OH.ofEEO 
Affairs 

. Personnel 
Off. of. Public & 
Cong. Affs. 

sèpJ^ST 

NSL VIO-24423 



(01/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

P re c edenc e : ROUTINE 

To ! Attn: ASAc[ 
SSA 
SA 
AC! 

Date: 03/23/2004 

J 

:dC 
1 

Cyber Division 

Director's Office 

From: General Counsel 
National Sor-liv-ihv T.a™ Pyannln/Pni 13JA 

Attn: C3IU 

Attn: Office of Professional 
Responsibility b2 

b7E 
' b6 
b7C 

Drafted By: 

Contact 

Approved By: Curran John F L'ATE: C6-11-2D07 
CLASSIFIED BY 65179 DMH/KSR/JB 
REASON: 1.4 (c) 
DECLASSIFY ON: 08-17-2032 

(U> . Case ID # : i^) 278-HO-C1229736-v(lO- m 

(U) Title 
• H INTELLIGENCE OVERSIGHT BOARD 

(IOB) MATTER 2004-26. 

Pending) 
(U) \JS) 288BI I227337-: ' (Q 

I 1 ' ALL INFORMATION CONTAINED 
HEREIN I£ ni:LA05IFIED EXCEPT 
WHERE SHOWN OTHERWISE b2 

/ ' b7E 
W Synopsis:^S^ It is the opinion of the Office of General 

Counsel. (OGC) that the above referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
• (OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

(U) ) * ( 

NSL VIO-24424 



April 2 8; 2004 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 08-17-2007 BY 65179 DMH/KSR/ÎB 

Dear General Scowcroft: 

This letter forwards for your information a self- ^ 
explanatory enclosure entitled "Intelligence Oversight Board 
(IOB) Matter, Division, IOB Matter 2004-26 (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

. 1 -

1 -

b6 
b7C Mr. Curran 

SSA 
OPR1 
278-HQ-C1229736-VIO-

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

Dep. Dir. 
Chief of Staff 
Off. of Gen. 
Counsel 
Asst. Dir.: 

Admin. Ser._ 
Crim.. biv. 
CJ1S 
Finance 
Info. Res 
Lab. 
National Sec. 
OPR " 

^SjSSRjr^ 
Off. of Public 

& Cong. Afts. _ 
Training 

Off. of EEOA 
Director's Office 

NSL VIO-24428 
MAIL ROOM • FBI/DOI 



INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
|DIVISION 

IOB MATTER 2004-26 (Ü) 

b2 
b7E 

.LSI 

National Security Letter (NSL)(288B 
to_ 
listed account. 

2n October 16, 2003, a 
16) was sent B27337 Serial 

requesting transactional information for the 
Upon review of the material provided by 

response to the NSL, the caae_a£t£nt noted that, along witrr 
m 

bl 
b2 
b7E 
b4 
b7D 

transactional informatinn r 
Upon discovering 

had. sent e-mail message content. 
"Ehe case agent immediately ceased error, 

review of the material, placed it into a sealed envelope, and 
reported the matter to his supervisor. The sealed envelope was 
sent to the Office of Intelligence Policy and Review for 
sequestration with the Foreign Intelligence Surveillance Court. 

(U) As required by FBI policy, the. error has also been 
reported to the FBI's Office of Professional Responsibility. 

DATE: 08-17-2007 
CLASSIFIED BY 65179 DMH/KSR/JB 
REASON: 1.4 (c) 
DECLASSIFY ON: 08-17-2C32 

ALL INFORMATION CONTAINED fREIN IS UNCLASSIFIED EXCEPT 
ERE SHOWN OTHERWISE 

I NSL VIO-24430 



(Rev. 01-31-2003) 

SÇfeïiJïT 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 10/21/2004 

To: Director's Office 
Counterintelligence 

Attn: 
Attn: 
Attn: 

OPR. 
AD 
SAC 
CDC 

From: General Counsel 
'KTRTiR /PTT.TT/Pnrim 7Q7R 
Contact: 

Approved By: Thomas Julie 

Drafted By: 

(U) Case TD #: 97«-Hn-n^g7?&.VTn. 
(S.) 

ALL INFORMATION C01 
HERE IH IS UNCLASSl 
WHERE SHOWN OTHER! 

b2 
b7E 
b6 
b7C 

I NED 
EXCEPT 

( ^ 0 
fPpririina) 

DATE: 08-20-2007 
CLASSIFIED BY 65179 DME/KSR/J3 
REASON: 1.4 (c) 
DECLASSIFY ON: 08-20-2C32 

(U) Title: INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB 2004-77 

bl 
b2 
b7E 
b7A 

(U) Synopsis:- The. Office of the General Counsel (OGC) considers 
that this matter must be reported to the Intelligence Oversight 
Board (IOB) and to the Office of Professional Responsibility 
(OPR). OGC will prepare an appropriate cover letter and a 
memorandum to the IOB.. Our analysis follows. 

(U) X 

bl 
b6 
b7C 

NSL VIO-24431 



BY COURIER 

October 26, 2004 
General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 502 0 
New Executive Office Building 
725 17th Street, N.W. ALL INFORMATION CONTAINED 
Washington, D.C. 20503 HEREIN is UNCLASSIFIED 

. DATE 08-20-2007 BY 65179 DHH/KSR/JB 
Dear General Scowcroft: 

This letter forwards for your information a self-explanatory 
enclosure entitled, "Intelligence Oversight Board (IOB) Matter, 
I OB 2004-77. 11 (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined may have been contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

UNCLASSIFIED WHEN 

NSL VIO-24435 



I N T E L L I G E N C E O V E R S I G H T B O A R D ( IOB) M A T T E R 

DATE- 08-20-2007 I O B 2 0 0 4 - 7 7 ( U ) W «.»«,,11. ALL INFORMATION CONTAINED 
PIT^NII F 4 T ? D H H / K S R / J B HEREIN IS UNCLASSIFIED EXCEPT 
DECLASSIFY ON: 08-20-2032 WHERE SHOWN OTHERWISE 

CSt Investigation o f this I O B matter has determined that a new Special Agent in the 
of the Federal Bureau of Investigation used information 

bl 
b2 
b7E 

(U) Such information is relevant in national security investigations o f this type. 
However, the proper method for obtaining bank records i s through a National Security Letter 
undier Title 12, United States Code, Section 3414(a)(1)(A) . Acce s s to financial records by 
government authorities through means not provided by law is prohibited under Title 12, United 
States Code, Section 3402. 

(U) ^ S ^ T h e Agent recorded her action on a case review sheet associated with the subject's 
file. However, no other record o f the incident was made or retained by the FBI . The matter came 
to light during the course o f a file review, when it was noted by the Agent's supervisor. The 
Agent has since been counseled concerning the Right to Financial Privacy Act ( R F P A ) and the 
correct method for obtaining financial records under the R F P A . 

(U) This matter has been referred to the FBI ' s Of f i ce o f Professional Responsibility for 
such action as may be appropriate. 

SEfcSB^I 

NSL VIO-24437 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Director's Office 
Counterintelligence 

From: Office of the General Counsel 
NSLB/CILU/Prn 1B7FÌ 
Contact: 

Date: 09/15/2004 

Attn: OPR 
Attn: AD 
Attn: SAC 
Attn: SAC DATE: 08-20-2007 

C D C CLASSIFIED 3T 55173 DHH/KSR/JB 
REASON: 1.4 (c) 

• DECLASSIFY ON: 0B-20-2032 

(202).324 

Curran John F W i m , , 
m v>y) 

b2 
b7E 
b6 
b7C 

Approved By: 

Drafted By: 

Case ID #: (TT1 27R-WO-ri 3297^-V-fto 
(S) 

Title: (U) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

sh r 
fPpnrfina) bl 

b2 
b7E • • 

INTELLIGENCE OVERSIGHT BOARD MATTER b 7 A 

IOB 2004-80 

Synopsis: (U) The Office of the General Counsel considers that 
this matter warrants a report to the Intelligence Oversight Board 
and to the Office of Professional Responsibility. Our analysis 
follows. -

D e c l a s B ± f y r < 6 i r r — 

bl 
b2 
b7E 

b4 
b7D 

NSL VI024440 



BY COURIER 

October 18, 2004 
General Brent Scowcroft (USAF Retired) 
Chairman. 
Intelligence Oversight Board 
Room 502 0 
New Executive Office Building 
725 17th Street', N.W. 
Washington, D.C. 2 0503 

Dear General Scowcroft: 

This letter forwards for your information a self-explanatory 
enclosure entitled, "Intelligence Oversight Board (IOB) Matter, 
I OB 2004-80.". (U) • 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 08-20-2007 BY 65179 DMH/KSR/JB 

1 - M r . C m - r a n 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

IOB Library 
8 - HQ-C122 973 6 -VIO 

b6 
b7C ' 

NSL VIO-24445 



I N T E L L I G E N C E O V E R S I G H T B O A R D ( IOB) M A T T E R 
IOB 2004-80 (U) 

DECLASSIFIED BY 6517S DHH/KSR/JB 
•H 08-20-2007 

(U) ield Off ice obtained ^ S ^ I n v e s t i g a t i o n of this I O B matter has determined that the| ~{p: 
f rom twcj | companies in connection with an authorized 

J ' ' " - lal countennteiligence investigation using a National Security Letter ( N S L ) that referred to Title 15, 
United States Code, Section 1681 v, when in fact that section only permits the use o f N S L s to 
request for authorized counterterrorism cases . Title 15, United States Code, 
Section 168lu , allows the F B I to use an N S L to obtain certain information froml 
agencies in authorized counterintelligence cases, specifically, the names and addresses 01 
financial institutions at which the subject o f the investigation maintains an account. In order for 
thie F B I to obtain a n a counterintelligence case, it must apply for an ex parte court 
order under the terms of Title 18, United States Code, Section 1681 u(c). 

b2 
b7E. 

CU> The that were procured froir companies by citing 15 
U . S . C . §1681v were not properly obtained. Although me error in statutory citation appears to 
have been inadvertent, and the office immediately retrieved and sealed th« 
once the error was discovered, this matter has been referred to the FBI ' s Of f i ce ol Professional 
Responsibility for such action as may be appropriate. 

b2 
b7E 

NSL V I O - 2 4 4 4 7 



(Rev. 01-31-2003) 

ssà^T 

FEDERAL BUREAU OF INVESTIGATION 

<U) 

(U) 

Precedence : 

To: 

ROUTINE Date: 

RA Attn: [ 
CDC I 
S S R A L 
SA 

08/31/2006 

1 
I 

Countertebiprism 

Inspection 

Attn: 

Attn: 

ITOS I/CONUS IV, UC 

IIS, CRS 

From: Office of the General Counsel 
NSLB/CILU/Room X947 
Contact: AGC f 

b2 
b7E 
b6 
b7C 

Approved By: Thomas Julie F m i 

ALI INF0RHATIÜB CONTAINED 
HEREIH IS UNCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE 
~~nt)686 

278-HQ-C1229736-VIO 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-365 

DATE: 07-20-2007 
CLASSIFIED BT 65179/DHH/KSR/ÏW 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-20-2032 

Synopsis : The Field Office,I 
requested that the Office of the 
several incidents and determine 

\A 
Counsel 
they warrant 
It is the 

General 
(OGC) review several incidents and determine whether 
reporting to the Intelligence Oversight Board (IOB). 
opinion of OGC that two of the incidents do not need to be 
reported to the IOB. Rather, this EC should be maintained in the 
control file for periodic review by Counsel to the IOB. The 
remaining incidents, however, must be reported to the IOB. OGC 
will prepare and deliver the necessary correspondence to the IOB. 
Our analysis follows. 

b2 
b7E 

(U) DSrivedJFrggu-;—<S=r3" 
_JîeolasrSi?y=:Om-— 

AdministrativeR^T^I^ This electronic communication (EC) contains 
information from: (1) the ECs dated 05/18/2006 and 06/23/2006 
from |:o OGC reporting a potential IOB matter; and (2) 
automâtèd tâfeè support (ACS). 

b2 
b7E 

NSL VIO-24479 



(Rev. 01-31-2003) 

SEÖfcKT 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

(U) 

(U) 

Precedence: 
Tos 

ROUTINE Date: 07/11/2006 

]RA 

Counterterrorism 

Attn: 

Attn: 

SA 
CDC b2 

b7E 
b6 
b7C 

From: Office of the General Counsel 
NSLB/CTLU 1. LX-1 3S-100 
Contact: 

ITOS 1/CONUS 4 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Approved By: Thomas Julie F 

Drafted By: 
CaseID #: 

(S) 

DATE: 07-20-2007 
CLASSIFIED BY 65179/DHH/KSR/RW 
REASON: 1.4 (c> 
DECLASSIFY ON: 07-20-2032 

Titles 

77fl-Hn.H??Q7ì Ê-VIO-1446 
(Pending) 

(Pending) 

POTENTIAL INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-365 

bl 
b2 
b7E 
b7A 

Synopsis: (U)It is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter is not a 
violation and need not be reported to the Intelligence 
Oversight Board (IOB). 

Reference 
X 
' X 

Deri: 
Dec 

rrc 
È? XI 

278-HQ-C1229736-VIO Serial 1446 
Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect. 
Details s Bv electronic commun 
18, 2006, the r 
(hereinafter reterred Tr>P armr -in nnninnft-inn fj-i 

Field Office. 
to as 

•) dated May 
resident Agency, 

reported a potential nrf nmint-ort-crrnri am 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(SI 
Slft̂ tgT 

NSL VIO-24489 



(Rev. 01-31-2003) 

(U> 

iU) 

(U) 

(U) 

iU) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To: 

ROUTINE 

RA 

Counterterrorism 

CDC 

Attn: ITOS 1/CONUS 4 

From: Office of the General Counsel 
N.gT.n/PTT.n 1 . T.Y-1 rq-ifin 
Contact: 

b2 
b7E 
bcbl 
b"b2 
b7E 
b7A 

DATE: 07-24-2007 
CLASSIFIED BY 65179/DHH/KSR/M 
REASON: 1.4 (c) 
-DECLASSIFY 0U: 07-24-2032 

Approved By: Thomas Julie F 

Drafted By: 

Case ID #: /féC 
(S) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Title: 

o-7P-un.m ooQ-7->g trĵ -l 
(Pending) 

(Pending) 

POTENTIAL INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-365 

Synopsis: (U)it is the opinion of the Office of General Counsel 
(OGC) that the above referenced matter is not a. violation and 
need not be reported to the Intelligence Oversigirc Board (IOB). 

Reference 

X Îïèrived-JeçcHïU-L-—9*r3" 
J0e©ittssrïy05l—Xi— 

278- HQ-:C1229736- VIO Serial 1446 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the document 
in WordPerfect. 

à C Details: 
2006, the| ̂  N 

(hereinafter referred to as 
error in conjunction with i 

By electronic communication ("EC") dated May 18, 
] Field Office,[ Resident Agency, 

reported a potential IOB 
s ongoing counterterrorism 

( S ) 
States Person as that term is defined in The Attorney General's 
Guidelines for FBI National Security Investigations and Foreign 

SfcCJJET 

bl 
b2 
b7E 
b6 
b7C 
b7A 

NSL VIO-24494 



(Rev. 01-31-2003) 

SEIEST 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 
To: 

ROUTINE Date: 09/06/2006 

Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn: : 

b2 
b7E 
b6 
b7C 

From: Office of the General Counsel 
NST.R /P-TT.n /Rnom 7 947 
Contact: AGC f 

Approved By: 

(U) 

( U ) 

(U) 

(U) 

Thnmas ,Tn 1 ¿TW) 

ALL INFORMATION CONTAINED 
HEREIH IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

Drafted By: 
Case ID #278-HQ-C1229736-VIO^fPending) 

l i ^ 
DATE: 07-20-2007 
CLASSIFIED BY 65179/DMH/KSR/SW 
REASON: 1.4 [ci 
DECLASSIFY ON: 07-20-2032 

Title • X INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-390 

S y n o p s i s : I t is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

( Ü ) DeriveeLJjjrcmj—6-ir— 
D®ol«Sl5y~Öin—-aSXl. 

b2 
b7 E 

Administrative: j^sjf This electronic communication (EC) 
information from: (1) ths EC riatpd 07/03/2006 from the 

contains 
ÏField Office to OGC reporting a potential 

IOB matter; (2) automated case support (ACS); and (3) email 
communications between Sacramento and OGC dated 08/30/2006-; 
08/31/2006; and 09/05/2006. 
Reference: (S) 

bl 
b2 
b7E 

NSL VIO-24499 



TEB. 7.2007 12:43PMb2 .0111202-616 

\ ¿ H -fídj 

NO.269 P.2 

m 

'.Improper Ai» 

••;. ,;b2 
: b7E 
' b6 
1 ..b7C 

• • . • • - ; • • i • 

ImProoer Requests Under Pertinent Jlànfanal Security Letter Statute 

Issuing national security letter for subject ] |which constitutes 
prohibited content under ECPA 

Y 

Issuing national security letter citing ECPA statute tha t requests RFPA 
financial records associated with. e-mail accounts 

r.fc ** 1 • s c 

full credit report that 

(Approvai EC]/£cgr¿f¿E_ • - - ; ;; 

Issuing national security letter for FCRAv consumer —— - --. 
included certification language ¿or RFPA financial r e c o r d s ^ f ^ ^ 

IA. 
[ H Z E E : 

H 
national security letter requesting FCRAv consumer full credit report in 

' All« INFORMATION CONTAINED'"' " 
, HEREIN IS UNCLASSIFIED EXCEPT 
* 6 ' WHERE SHOWN OTHERWISE 

(pccn^rii) 

Issuing 
a. counterintelligence case 

Issuing n 
when 

rxg national security, letter requesting FCRAv consumer full credit report 
. SAC a p p r o v e d nat ional security letter for consumer identifying -../• inefihitinns under FCRAu 

bl • • 
• b2 \ 
b7E • 
b6 ;s)' 
. b7C •• 
•b7A •••'•' 

H 
t^col-

NSL 
NSL Subfile) ¿ W O ^ a J ) 
• mot Q, / gji/yf-433) 

lililíes 

v. Obtaining information not relevant to an.authorized national security 
•'..••/•investigation 

NSL VI024535 
. DATE: 07-24-2007 
. CLASSIFIED BY 65179/DMH/KSR/RW 
• REASON: 1.4 (c) -
DECLASSIFY ON: 07-24-2032 



bl 
b2 
b7E 
b6 
b7C 
b7A 

1 

A/. 
¥ 

(S) 

3 f 

^ ( k o b n ^ ^ L f -

irjTT. 

A/.< 
A/ 
V 

Obtaining information b e y o n d the time pe 
security letter 

_JApprov»LSCl-

in the national 

»OIIJ/U-» •• S 

t • 

bl •.'... 
b2 : 
b7E ' : 

zoo z - oö5~y 

m 
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SEÖR^I 

4 
As 

described by 

Facts as 
reported for 

P I O B -
Valerie's Instance " 

Did 
ADC/ 
CDC 

review 
^UUL. 

Should it 
have been 
reported as 
a potential 

Is it 
reportable 

to the 

Was it 
sequestered? 

LIMIT 
ANSWERS 
. TO: Yes, 

(S) 
Issuing NSL Complicated 

at time NSfe loouaj. 1JJ UUU» ^̂ ^ 
Violation I 

1 out of 
1 

(SJ 

Issuing NSL 
/Peeking full 
credit report 
in£l case 

due to 
drafter's error. 
Occurred - we 
issued 1681v 
instead of 
1681uNSL. 

1 out of 
2 

2 out of 
2 

| - drafter that issued Yes Yes 

If they 
would have 
realized the 
case was 
expired. 

Yes N/A 
NSL was confused on multiple 
dates in the case file. Case had 
actually expired at the time the 
NSL was issued. Even though 
no documents were sent by the 
party that was served, the 
issuance of an NSL on an 
expired case is a reportable 
matter. 

Yes Yes 

If they 
would have 
realized the 
case was 
expired. 

Yes N/A 

| - on these two NSLs, Yes Yes Yes Yes 
issued a CT NSL on a CI case. 
The FBI requested a full credit 

. report, which was not an option. 

Yes Yes Yes Yes 

Yes Yes Yes Yes 

bl 
b2 
b7E 
b7A 
b6 
b7C 

NSL VIO-24538 
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As 
described by 

IG 

Facts as 
reported for 

PIOB -
Valerie's 

notes 
Instance 

IssuinR NSL Illegality of 1 out of 
fol this is unclear; 1 

/ 
no date 
actually 
obtained. 

ECPA NSL 
seeking 
what IG 

Relieves are 
financial 
records 

1 out of 
1 

requiring 
RFPA NSL 

P a i n I NSLB's comments 
[ I- This is being reported 

Iniit of an abundance of cg^ion. 

approval oj 
Jimi the aopnt ant the 

legal 
counsel. But we are sending this 
through because we can not 
definitely say that this was not 
content information. 

• EC citation was in 
error (ECPA not RFPA) and did 
not describe supporting facts, 
NSL was reference ECPA and 
RFPA in part.. 

Did 
ADC/ 
CDC 

review 
NSL? 
Yes 

Yes 

Should it 
have been 
reported as 
a potential 

IOB matter? 
Yes 

Yes 

Is it 
reportable 

to the 
IOB? 

Yes 

Yes 

Was it 
sequestered? 

LIMIT 
ANSWERS 
TO: Yes, 
No, N/A. 

bl 
b2 
b7E 
b7A 
b6 
b7C 
b5 

NSL VIO-24541 

SECfe^ 



Was it 
Facts as 

reported for 
Did 

ADC/ 
Should it 
have been Is it 

sequestered? 
LIMIT 

As . 
described by 

IG 

PIOB -
Valerie's 

notes 
Instance # /-„„- i n NSLB's comments 

CDC 
review 
NSL? 

reported as 
a potential 

IOB matter? 

reportable 
to the 
IOB? 

ANSWERS 
TO: Yes, 
No,N/A. 

<s> FCRANSL Actual 1 out of NSL was issued YES NO JHCT <s> uses 
certification 
language 

language 
differences 
are minor; no 

-3 - • •• under 1681v but certification 
used RFPA language (which 
allows for NSL in both IT and CI 

M 1 * 
bl 

from RFPA individual case); since case was IT, the b2 
b7E 
b7A 
b6 
b7C 

/ v / 
/ 

rights 
affected. 

RFPA language citing both IT 
and CI had no legal impact. 
Further (and this was the 
mistake that the IOB EC picked 
upon, which OIG had not; the 
IOB EC does NOT reflect the 
mistake that the OIG found), EC 
synopsis stated NSL was issued 
under RFPA but rest of EC was 
accurate and reflected IT nature 
of the case and the request for a 
1681v NSL. 

b2 
b7E 
b7A 
b6 
b7C 

NSL VIO-24542 



(S) 

/ t i 

(SJ 

fi 

As 
described by 

1G 

Facts as 
reported for 

PIOB -
Valerie's 

notes 
Instance # r-oe-m NSLB'<\ comments 

Did 
ADC/ 
CDC 

review 
NSL? 

Should it 
have been 
reported as 
a potential 

IOB matter? 

Is it 
reportable 

to the 
IOB? 

Was it 
sequestered? 

LIMIT 
ANSWERS 
TO: Yes, 
No, N/A. 

2 out of 
3' • 

\NSL was issued 
under 168Jv but certification 
used RFPA language (which 
allows for NSL in both IT and CI 
case); since case was IT, the 
RFPA language citing both IT 
and CI had no legal impact. The 
EC reflected the IT nature of the 
case. 

YES NO 

'N/ 4" • 

3 out of - NSL was issued YES NO 8©* 

N/fr 3 under 1681v but certification 
used RFPA language (which 
allows for NSL in both IT and CI 
case); since case was IT, the 
RFPA language citing both IT 
and CI- had no legal impact. The 
EC reflected the IT nature of the 
case. 

YES NO 8©* 

N/fr 

bi 
b7A 
b2 
b7E 
b6 
b7C 

NSL VIO-24543 

SECRE 



As 
described by. 

IG 

Facts as 
reported for 

PIOB -
Valerie's 

notes 
Instance 

Received Mischaracteri 1 out of 
irrelevant zed as 1. -
info in irrelevant; 
resjJonse to info was 

/NSL . relevant and 
promptly 
covered with 
a new NSL. 

Overcollecti 
on of 
rej&vant info 

/ n response 
to NSL 

1 out of 

NSLB's comments 

mistakenly cited one NSL as 
source for subscriber 
information pertaining to a 
particular telephone number in 
an EC to file,, when in fact a 
second NSL wits the source for 
the subscriber information. Both 
NSL's were properly issued and 
there is no JOB violation. 

Received 
from the provider information 
that covered two weeks prior to 
the beginning of the request. 
That period was consistent with 
the billing cycle. OIG had stated 
in report that overruns due to the 
billing cycle did not even need to 
be reported as PlOBs. Carrier 
error/choice involved; not FBI-

Did 
ADC/ 
CDC 

review 
NSL? 

YES 

Should it 
have been 
reported as 
a potential 

IOB matter? 

NO 

Is it 
reportable 

to the 
IOB? 

Was it 
sequestered? 

LIMIT 
ANSWERS 
TO: Yes, 
No, N/A. 

r/o. 

NO NO 
bl 
blA 
b2 
b7E 
• b6 
blc 

NSL VIO-24544 



SEGREI 

As 
described by 

IG 

Facts as 
reported for 

PIOB -
Valerie's 

notes 
Instance # 

2 out of 
2 

Issuing NSL 
Peeking full 
credit report 
(1681v) 
when EC 
authorizes 
only limited 
data(1681u) 

B/c SAC 
signed the 
NSL for 

. broader info, 
quarrel with 
idea it was not 
authorized. 
Sloppy 
paperwork. 

1 out of 
1 

Casé TD 

Was it 
Did Should it sequestered? 

ADC/ have been Is it LIMIT.: 
CDC reported as reportable ANSWERS 

review a potential to the TO: Yes, 
NSLB's comments NSL? IOB matter? IOB? No, N/A. 

\receivedfrom YES YES NO NO 
the provider information that 
covered two months prior to the 
heeinninp nfrequest 

\had issued an earlier 
NSL which covered more than a 
month of the Overrun. Carrier 
error involved, not FBI error. 

I 
- Although EC 

citation was in error, records 
were properly described and 
FCRAv was referenced in NSL 
which was also signed by the 
SAC. 

No 
w 

-bl 
b7A 
b2 
b7E 
b6 
b7C 
b4 
b7D 

NSL VIO-24545 
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(S) 

As 
described by 

IG 
Received 
irrelevant 
info in 
response to 
NSL 

Facts as 
reported for 

PIOB -
. Valerie's. ' 

notes 
Instance # 

1 out of 
2 

P a w m ;nts 
requested toll billing 

information from\ I and 
received information for an 
associated number. Both the 
requested number and the 
associated number were 
subscribed to by the same 
individual. This is why the 
associated number was 
provided The NSL was properly 
issued and there is no IOB 
violation. 

Did 
ADC/ 
CDC 

review 
NSL? 
YES 

Should it 
have been 
reported as 
a potential 

IOB matter? 
NO 

Is it 
reportable 

to the 
IOB? 

Was it 
sequestered? 

. LIMIT 
ANSWERS 
TO: Yes, 
No,N/A. 

NO 
tifa 

NSL VIO-24546 



(S) 

\A 
V/ 

As 
described by 

IG 

/ 

(SJ 

f 
A M 

Overcollecti 
opm 

/relevant info 
in response 
to NSL 

Facts as 
reported for 

PIOB -
Valerie's 

notes 
Instance # 

2 out of 
2 

1 out of 
1 

f. SLB's comments 
NSL served upon 

provider contained two correct 
telephone numbers. Authorizing 
EC contained typographical 
error with respect to one of the 
numbers. Not reportable: the 
fact that the aiithorizing EC 
contained an apparent 
typographical error neither 
resulted in the issuance of an 
erroneous NSL, nor an 
unauthorized collection in 
violation of the NSIG and ECPA. 

_lreceived 
records beyond the scope of the 
NSL, but since it was carrier 
mistake, it is not reportable 

Did Should it 
ADC/ have been 
CDC reported as 

review a potential 
NSL? IOB matter? 
Yes No 

Yes Yes 

Is it 
reportable 

to the 
IOB? 

No 

Was it 
sequestered? 

LIMIT 
ANSWERS 
TO: Yes, 
No, N/A. 

No 

bl 
b7A 
b2 
b7E 

No 

NSL VIO-24547 
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(S) 

/ 

As 
described by 

IG 

Facts as 
reported for 

PIOB -
Valerie's 

notes 
Instance # 

Received 
irrelevant 
info in 

Response to 
NSL 

CDC/ADC 
reviewed; 
matter should 
not have been 
reported; 
matter was 
not an IOB. 

1 out of 
2 

Received 
information 
outside the 
scppe of the 

,J«SL • 
request/ 

2 out of 
2 

CaselD NSLB's comments 

Did 
ADC/ 
CDC 

review 
NSL? 

Should it 
have been 
reported as 
a potential 

IOB matter? 

Is it 
reportable 

to the 
IOB? 

Was it 
sequestered? 

LIMIT ' 
ANSWERS 
TO: Yes, 
No, N/A. 

|requested 
N o -

.w/fr 
subscriber information from 

|and received 
N o -

.w/fr 
a number that was not assigned 
to an individual, but was an 
internet access number. The NSL 
was properly issued and there is 
no IOB violation. 

N o -
.w/fr 

| requested specific Yes Yes /Vo • M financial information from 
Yes Yes /Vo • M [financial and • 

Yes Yes /Vo • M 
received information that was 
outside the scone of the reauest 
frQirJ The NSL was 
properly issued, however at the 
time of the overcollection there 
would have been an IOB 
violation. 

Yes Yes /Vo • M 
bl 
b7A 
b2 
b7E 
b6 
b7C 
b4 
b7D 

NSL VIO-24548 
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U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

March 28, 2007 

Ms. Darlene Connelly, General Counsel 
President's Foreign Intelligence Advisory Board 
New Executive Office Building - Room 5020 
725 17th Street NW ALL INFORHATIOK CONTAINED 
Washington, DC 20503 HEREIN 15 UNCLASSIFIED 

DATE 07-26-2007 BY 65179/DHH/KSR/RTJ 
Dear Ms. Connelly: 

As you know, in March 2007, the Department of Justice, 
Office of the Inspector General (OIG) issued a report entitled, A 
Review of the Federal Bureau of Investigation's Use of National 
Security Letters. In Chapter Six of this report, the OIG 
identified 22 potential Intelligence Oversight Board (IOB) 
matters relating to national security letters (NSLs) in its 
review of a sample of investigative files in four FBI field 
offices. Enclosed, you will, find five (5) summaries of 
reportable IOB matters. The Office of the General Counsel (OGC) 
has determined that the other 17 matters are not reportable. As 
always, the FBI will retain copies of those decisions for your 
review upon request. 

The OIG divided the 22 potential IOB matters into three 
categories: improper authorization (1), improper requests under 
the pertinent NSL statutes (11), and unauthorized collections 
(10) . 

Improper author! zation: OGC has determined that the 
one instance of improper authorization should be reported as an 
IOB matter. Please see enclosed summary for IOB Matter 2007-733. 

Improper requests under pertinent NSL statutes: OGC 
has determined that four of the instances noted by the OIG should 
be reported as IOB matters. Please see enclosed summaries for 
IOB Matters, 2007-720 (issuing an NSL for | 2007-718 
(issuing an NSL requesting financial records cut citing the 
Electronic Communications Privacy Act (ECPA), among other 
administrative errors); and 2007-733 (issuing NSLs for full 
credit reports in counterintelligence, cases (2 instances)). 

OGC has. determined that the other seven instances are 
not reportable IOB matters. In three instances, the FBI field 

blE 

NSL VIO-24563 



ALI rBFOPHATIOK CfllTTAlSEB 

DATE 07-26-200yi-BT: 65179jTJIBÎ/'ÎÎSE/K? FBI National Security Letter Intelligence Oversight Board Matters (2001-2006) 

m 
6 9 

rtUtjf1». 
] ji-' 1 J».? W ! 
1 ' , 'aiiiÛ i J 

(is Mb. 
«i^Mf, L ^ i ̂Urtiti,i-vm̂ m ' " ' '.«vfV J' ' ' 1 

Ul'll HTti »1 
! 

lïLrt̂y jj, "jUrßrüT 
» * 1 C" ' ' "" -! <> t I m 

6 9 2 0 0 1 CTD 1 RFPA Incorrect form used 
to request 
information 

Unknown Training regarding 
difference in forms; 
CDC review for proper 
use guaranteed prior to 
issuance 

NSL form rather 
than SAC request 
form used to obtain 
information 

5 6 2 0 0 3 CD 1 EC PA Information 
provided by source 
without NSL (when 
one was 
necessary) 

Unknown NSL training provided 
and related NSL issued 
for information 

Case agent 
obtained 
information from 
source rather than 
utilizing NSL 

8 4 2 0 0 4 CTD 1 ECPA/ 
RFPA I 

NSLs Issued after 
expired 

Unknown . r NSLs issued after 
expired 

9 3 2 0 0 4 CTD 1 ECPA NSL drafting error- Unknown Records were not 
uploaded into ACS 

Incorrect identifiers 
used within NSL 

1 0 0 2 0 0 4 CD 1 ECPA Incorrect 
information 
provided 

Unknown X Recorded forwarded to 
ADC 

Third-party error 

7 0 2 0 0 4 CD 1 ECPA NSL drafting error Unknown X Records forwarded to 
FBIHQ 

Typographical } 
error within NSL 

6 0 . 2 0 0 4 CD 1 ECPA NSL drafting error Unknown * Records sealed Typographical 
error within NSL 

4 5 2 0 0 4 CTD 1 ECPA Incorrect 
information 
provided 

X ' ' Records forwarded to 
FBIHQ 

Third-party error 

8 0 2 0 0 4 CD 1 FCRA 
( 1 6 8 1 V ) 

Incorrect request 
for information 

Unknown X Records sealed and 
forwarded to FBIHQ 

NSLs issused 
using incorrect 
section ( 1 6 8 1 V 

used rather than 
1 6 8 1 u ) 

3 9 * 2 0 0 4 CTD 1 ECPA NSI received after 
Closed (third 

party late) 

Unknown X Records sealed and 
archived 

NSL information 
received afte| | 
closed I 

3 2 * 2 0 0 4 CTD 1 - ECPA 

[ 
NSL received after 

" J l o s e d (third 
party late) 

Unknown X Records sealed and 
archived 

NSL Information I 
received afte^ 
closed . 

7 7 2 0 0 4 CD 1 RFPA Information 
obtained prior to 
NSL drafting 

Unknown Case agent verbally 
counseled 

Case agent utilized 
electronic 
surveillance 
methods to obtain 
information (rather 
than N S L ) 

NSL VIO-24577 



FBI National Security Letter Intelligence Oversight Board Matters (2001-2006) 

26 

123 

152 

18 

17 

178 

177 

149 

f W <! JH '¡i-n1 " >VS' '•< »K'r^ 'ti r'i> M'u:- t Mi-rUin-p I; rJf̂ t " 

2004 

2005 

2005 

2005 

2005 

2005 

2005 

2005 

CTD 

CTD 

CTD 

CD 

CD 

246* 2006 

CD 

CD 

CTD 

ECPA 

ECPA 

Incorrect 
information 
provided 

ECPA 

ECPA/RF 
PA 

ECPA [ 

Unknown 

Incorrect 
information 
provided 

Unknown 

Incorrect 
subscriber 
information 

Unknown 

Concern regarding 
collecting NSL 
Information without 
an official 
investigation 

Unknown 

ECPA 

ECPA 

ECPA 

pot 
requested using 
proper AG 
Guidelines; NSL 
information could 
not be used 
NSLs received 
aftej | 
(third-party late) 

NSLs received after—] 
(third-party late) 

NSL drafting error 

Unknown 

Unknown 

Unknown 

Unknown 

Sought additional 
guidance from FBIHQ 

Records forwarded to 
FBIHQ for destruction 

Third-party error 
(case classified as 
Cyber with threat) 

Third-party error 

Reporting source 
error 

Records secured 

NSL information 
collected undèr 
official 
investigations 
feML 

Inot 
requested using • 
proper AG 
Guidelines; NSL 
information could h ° 

b2 
b7E 

Records sealed and 
forwarded to FBIHQ 

NSLs received 
thereafter (thlrd-nartu orrori 

NSLs received . 
thereafter (third-
party error) 
Telephone 
numbers appended 
into incorrect NSL 
number 

Incorrect 
information 
provided 

Unknown Record CD and hard 
copies of excess 
information were 
sealed and 
sequestered 

Third-party error 

NSL VIO-24578 
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FBI National Security Letter Intelligence Oversight Board Matters (2001-2006) 

; <H-<t> 
.-¡«-rim ) i' •• • i 1 , i 

i;1» > irii ' lïf-l' 
f̂ lu-l .i/t» 
It 

'fcMJt.to 
«-(.¡•Un' kb . ^ , jl u c r s r - s , ' 

rtiTß/ftluUJf/ iifeSH 

245* 2006 CTD 1 ECPA Incorrect 
information 
provided 

Unknown X Record CD and hard 
copies of excess <• 
information were 
sealed and 
sequestered 

Third-party error 

378 2006 CTD 1 ECPA Information found 
to be unassociated 
with subject or 
terrorism activity 

i — 

Unknown 

L 
X Records sealed and 

not uploaded 
Telehopne number 
not associated with 
subject or terrorism 
activity 

324 2006 CTD 1 ECPA r NSL issued aftei| Unknown 

[ 
Administrative 
oversiqht I 

case 

324 2006 CTD 1 Unknown 

agent unaware and 
served NSLs) 

243 2006 CTD 1 ECPA Improper 
disseminatk 
information 

>n of 
Unknown Third-party error. 

Carrier forwarded 
information to 
wrong location 

320 2006 CTD 1 RFPA I' Unknown Request for 320 2006 CTD 1 RFPA Unknown 

was sent to wrong 
division at HQ 

227 2006 CD 1 ECPA Incorrect 
information 
provided 

Unknown X Records sealed Third-party error 

287 2006 CD 1 ECPA incorrect 
information 
provided 

Unknown X Record CD containing 
excess information 
remains in CDC safe 

Third-party error 

286 2006 CD 1 ECPA Incorrect 
information 
provided 

Unknown X Records sealed Third-party error 

L ' 

NSL VIO-24579 



FBI National Security Letter Intelligence Oversight Board Matters (2001-2006) 

Ü- . I 
1 f < V - . i i l f j 

r i 

• M- • fil-i 'V.Ì j 

:. v.'. 

f K ^ ' ^ i v h i ^ a n . " . ] 
i - « « . ' ! 1 ! 
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263 2006 CTD 1 ecPA Incorrect 
information 
provided 

Unknown Third-party error. 
Not necessary to 
sequester records 
because the 
excess information 
provided by the 
carrier was within 
the scope of the 
NSL 

L - : . 
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Rr ' 1 
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I 

r 
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1 
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431 2006 CD 1 ECPA Incorrect 
information 
provided 

Unknown X CDC holding 
information In safe 

Third-party error 

469 2006 CD 1 ECPA Incorrect 
information 
provided 

Unknown • x Records were 
destroyed 

Third-party error 

t 
380 2006 CD 1 ECPA Incorrect request 

for information 
Unknown X Incorrect NSL t 

served (post USA 
Patriot IRA) 

487 2006 CTD 1 ECPA Incorrect telephone 
subscriber 

Unknown X Records sealed and 
forwarded to ADC 

Subscriber 
cancelled 
telephone service 

310 2006 CTD 1 RFPA Incorrect 
information 
provided 

Unknown X Excess records were 
segregated and sealed 
in Springfield RA 

Third-party error 

479 2006 CD 1 ECPA Incorrect request 
for information 

Unknown X Record CD was 
destroyed 

NSL Drafting error 

259 2006 CD 1 ECPA Incorrect 
information 
provided 

Unknown Third-party error 
but information 
provided still falls 
within investigative 
time frame and FO 
plans to re-issue 
an NSL 

478 2006 CD 1 EGPA Incorrect telephone 
subscriber 

Unknown X Records were 
destroyed 

Third-party error 

NSL VIO-24580 
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228 2006 CD 1 ECPA Incorrect 
information 
provided 

Unknown X Records secured by 
CDC 

Numbers 
transposed by third 
party 

230 2006 CD 1 RFPA Extraneous 
information 
provided 

Unknown X Records secured by 
CDC 

Third-party error 

439 2006 CD 1 RFPA Incorrect 
information 
provided 

Unknown x - CDC holding 
information in safe 

Third-party error 

267 2006 CTD 1 ECPA Incorrect -
information 
provided . 

Unknown X Records sealed and 
forwarded to CDC 

Third-party error 

256 . 2006 CTD 1 ECPA Incorrect 
information . 
provided 

Unknown X Record sealed and 
forwarded to CDC 

Third-parly error 

249 2006 CTD 1 ECPA Incorrect request 
for information 

Unknown X Record sealed and 
forwarded by CDC 

NSL Drafting error 

238 2006. CTD 1 ECPA Incorrect request 
for information 

Unknown X Records were sealed 
by CDC and deleted 
from ACS 

NSL Drafting error 

. t 

403 2006 CTD 1 ECPA Incorrect 
information 
provided 

Unknown X CDC holding 
information in safe 

Third-party error 

402 2006 CTD 1 ECPA Incorrect 
information 
provided 

Unknown X CDC holding 
information in 
safe/uploaded records 
permanently charged 
out 

Third-party error 

401 2006 CTD 1 ECPA Incorrect 
Information 
provided 

Unknown X CDC holding 
information in safe 

Third-party error 

400 2006 CTD 1 ECPA Incorrect 
information 
provided 

Unknown X CDC holding 
information in safe 

Third-party error 

399 2006 CTD 1 ECPA Incorrect 
information 
provided 

Unknown X CDC holidng 
information in safe 

Third-party error 

374 2006 CD • 1 ECPA Outstanding NSL 

I 

Unknown Case agent 
change causeq 

2006 CD • 1 ECPA Unknown 

• 1 | fiefore 
|NSL served 

NSL VIO-24581 
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468 2006 

244 

329 

303 

2006 

2006 

2006 

419 

465 

2006 

2006 

CD 

CD i FCRA 
(1681u) 

Incorrect 
information 
provided 

Unknown X CDC holding 
information in safe 

Third-party error 

fpi 

S< .• .. •. ...i 

l" , W K S " 

- ¡ 

. J 

i l r ä ' / f n ¡ r in fHh . r ' 

, .-¡v. • •.... 

I, 

í \ ' 

Í W - -, 

r A t ^ ï i T . r : -

t a - i i i L r J L „ i CD 1 ECPA Incorrect telephone 
subscribèr 

l 

Unknown | Not necessary to 
sequester 
information 
because records 
were publicly 
available 

ETD 

# 

i ECPA I Inot Unknown X M ETD 

# 

i 
linked with subject 
or terrorism 
activities 

Unknown X 

nnxea witn suoject 
or terrorism 
activities f .<|3' . < lJ.il. 1' 4 ihmuiMtf^Hl í .L r J 

ECPA Unknown Results of erroneous 
NSL were not reviewed 
and were sequestered 
in CDC safe 

Multiple NSL's 
were requested, 
and only one of the 
violations was 
reportable 

b2 
b7E 

V'J ji r- j 'ili Piti îi 1 'Vi> ' ¡rf-MJÛ  t.C, 1 ' i 
. 1 V J ' . V . , l u t a m i lía 1 ¿r1 " r<>iüp r M^tiifW'-j' ' 

>! ^'Í-Ji'f )| • ||_ I. .. 1 _ J _ 'rî- 1 , . . li¡7 ufí-íî.i'imV.THijr,)̂.-',,!i ^ 'l'KljiKÏ J 

' , ' 1 

1 
' u J' ' >j 'iVU.Butir-r>r 
,ir 5 j! 

*( ^ ir p '.r,/ 1<-t r ' ' Tir ¡„(r̂ -ĉ jj 1' 
CTD 1 ECPA FBI quality control 

error resulting in 
incorrect 
information 
provided 

Unknown Electronic record 
information was 
removed, but 
unknown if hard 
copy record was 
sequestered and/or 
destroyed 

CTD. 1 ECPA Incorrect 
information 
provided 

Unknown Third-party error 
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350 

365 

2006 

2006 

382 2006 CTD • '1' ECPA Incorrect telephone 
subscriber 

Unknown ' X Records not utilized or 
uploaded 

Subscribers 
changed during 
time period 
considered 

372 2006 CTD 1 ECPA Incorrect telephone 
subscribers 

Unknown X Subscribers 
changed during 
time period 
considered 

305 2006 CD 1 ECPA Incorrect request 
for information 

Unknown Improper 
altercation of NSL 
to obtain 
information. OGC 
recommended 
records to be 
sequestered 

351 2006 CD 1 ECPA Incorrect 
information 
provided 

Unknown X CDC holding 
information in safe 

Third-party error 

341 2006 CD 1 ECPA Incorrect 
information 
provided 

Unknown X CDC holding 
information in safe 

Third-party error 

280 2006 CD 1 ECPA Incorrect request 
for information 

Unknown X Record CD containing 
excess information 
remains in CDC safe 

NSL Drafting error 

257 2006 

m u s s a 

CD . 1 ECPA Incorrect 
information 
prov>dte|l 

Unknown 

URktKWV 

X Records sealed and 
forwarded to CDC 

Third-party error 

CD ECPA Case closed before [Unknown 
NSLs returned 

ii.,,o|ii 4JK ¡iL 1 M' ni'^i 1 

Administrative 
I oversight rea ardi ng 

I [and 
NSLs servi 

Unknown 

CDC holidng 
information in safe 

f i PU' 1 
Records sealed land 
forwarded to CDC 

xpired; related 
|NSL results 
sequestered 

S'|',= T >' V ifeti 
[Administrative 
I oversightl J »se 
àdjértt Urtäfcare anc 
served NSLs) 
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416 2006 

406 . 2006 

322 2006 

438 2006 

347 2006 

• 
223 

• 
2006 

393 2006 

390 2006 

289 2006 

575 2006 

;TD 1 ECPA Incorrect 
information 
provided 

Unknown x Third-party error 

;TD i ECPA Incorrect telephone 
subscriber 

Unknown x CDC holding 
information in safe 

Third-party error 

:TD 1 ECPA Extraneous 
information 
provided 

Unknown X Third-party error 

:D 1 ECPA Incorrect request 
for information 

Unknown X Records were 
destroyed 

NSL Drafting error 

:D 1 ECPA Incorrect telephone 
subscriber 

Unknown X Subscribers 
changed during 
time period 
considered 

TD 

;D 

iTD~ 

ECPA 

ECPA 

ECPA 

ECPA 

Incorrect request 
for information 

Unknown 

Incorrect 
information 
provided 

Incorrect request 
for information 
Incorrect request 
for information 

Unknown 

Unknown 

Unknown 

agent unaware and 
served NSLs) 

Records forwarded to 
FBIHQ for appropriate 
action/uploaded 
records permanently 
charged out 

NSL drafting error 

Records were 
destroyed 

Incorrect telephone 
number acquired 
and used within 
NSL 

NSL drafting error 
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358 2006 

298 2006 

330 2006 

299 2006 

. 248 2006 

316 2006 

315 2006 

532 2006 

432 2006 

591 2007 

583 2007 
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D 
491 2007 CD ECPA incorrect 

information 
provided 

Unknown Third-party, eitor 

600 2007 CTD ECPA Incorrect 
information 
provided 

Unknown X Third-party error 

582 2007 CD ECPA Incorrect 
Information 
provided 

Unknown X Records returned to 
provider 

Third-party erroij.^ 

b7E 

531 2007 CD ECPA Incorrect 
information 
provided 

Unknown X Third-party error 

530 2007 CTD ECPA Incorrect 
information 
provided 

Unknown X Records destroyed Third-party error 
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May 2, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725.17th Street, Northwest 
Washington, D.C. DECLASSIFIED BY 65179/MH/KSR/RÜ 

ON 07-26-2007 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-280." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
( U ) 

Oep. 0». Cdleiòl Sntfi Oll. ol Gm. Counsel Asst..Dir.: Crim. Inv. CJIS 
Into. Res.. Insp. 

Enclosure 

1 - 278-HQ-C1229736-VIO" m ? 

National Sec.. Personnel Training _ OH of E EOA on. ol Public & Cong. Alls. Diwaor-S Office m a i l r o o m • 

Derivêd^&Eoorf' G-3 
D&ci^ssify 

NSL VIO-24655 



June 29, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, DC 

DECLASSIFIED BY 65179/DHH/KSR/OT 
OH 07-26-2007 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
letterhead mpmoranriym fT.HM) entitled "Intelligence. Oversight 
Board .(IOB) Matter, DIVISION, IOB Matter 2006-285'." (U)' 

b2 
b7E 

The LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and /or laws, Executive Orders, 
or Presidential Directives that govern FBI foreign 
counterintelligence and international terrorism investigations. 
(U) 

Enclosures 

1 - M s . .Tulip F- T h n m a s 
1 -
1 - 278-HQ-C1229736-VIO — ¿Hllo 
1 - Inspection (IOB 2006-285) 

b2 
b6 
b7C 

Dep. OK. Chief ¿1 smt Off. ot Gen. Counsel Assl.Dir.: Crim. In y _ CJIS ~ Finance _ Into. Res.. insc _ 
National Sec.. Person r>o! Training _ 

cm. o! E EOA on. Ol Public * Cong. AJfs. Director's Office HAIL ROOM • 
NSL VIO-24658 



S È p R g T 

b2 INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER B 7 E 
JDIVISION 

IOB MATTER 2006-285 

<S) 
The Federal Bureau of Investigation's I ̂o-r̂ ^̂-f- -Ĥ-i c- •; i TOP -mo-n-̂ y -i n^ci^ing 

bl 
b2 

Division b 7 E 

( S ) 

X 
( S ) 

Ì S ) 

bl 
b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

bl 

b2 From June 2, 2005 thru October 4, 2005, did not have 
a LS_ for the covered FISA account, because FBI Language Services b 7 E 
was unable -tind a sufficient number of LSs who understood the 

S È e t ì E T 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

NSL VIO-24660 DATE: 07-2*7-2007 
CLASSIFIED BY 65179DHH/KSR/RW 
REASON: 1.4 (c) 
DECLASSIFY OH: 07-27-2032 



May 16, 2006 
BY C O U R I E R 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
"Washington, D.C. 

DECLASSIFIED BY 65179/DHH/KSR/F® 
OB 07-26-2007 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-289." (U) 

' The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and internStional terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section,. Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 278-HQ-C1229736-VIO-—. f^/J^f 

Dep. Dir.. 
Chief óf 

Staff 
Oft. of Gen. 

Counsef_ 
Asst.. Dir.: 

Crim, Inv. _ 
CJIS 

-Finance 
Inlo. Hes.. 
Insp. 
Lab 

D E T A g H E B ^ S O M — ^ ^ 
GEfiSSIFIED ENCLOSURE 

National Sec 
Personnel 
Trainino . 

Of! of E EOA 
OK. of Public 

& Cong. Alls. 
Director's Office WAIL ROOM O 

NSL VIO-24662 



(U) 

(U) 

TNTF.LT,Tf lF .NCF, O V F . R S T G H T B O A R D ( I O B ) 
|FIELD OFFICE 

IOB MATTËFC 2006-289 (U) 

MATTER b2 
b7E 

9, 2006, 
Field 

jX) By electronic communication riflfpri Marrh '! 
the Federal! Bureau of Investigation (FBI) | 
Office reported that, on November 23, 2004,' the FBI submitted a 
National Security Letter (NSL) seeking telephone toll billing 

Due to a typographical records of a certain target to 
error, the T P L P P H A N P N M N H P R m T H P NST". was erroneously 
transcribed. On| the telephone records were 
opened and it was determined that, they were not the target's 
records. The telephone records were destroyed without further 
review. 

b2 
b7E 
b4 
b7D 

Due to the incorrect number stated in the NSL, the 
FBI received telephone toll billing records pertaining to a 
telephone number that was neither under investigation nor related 
to an investigation. The error was discovered upon receipt of 
the information, and the records were neither reviewed nor used 
•for any investigative purpose. Despite the inadvertent nature of 
the mistake, the fact remains that information was improperly 
collected on a telephone number unrelated to an investigation. 
The overcollection was a violation of Section V.12. of The 
Attorney General's Gi?i<1 glims for FBI National Security 
Investigations and Foreign Intelligence Collection.1 Thus, the. 
matter is being reported to the IOB. 

DECLASSIFIED BY 65179/DMH/KSR/RU 
ON 08-20-2007 

<U> rs)\ Section V.12. authorizes use of National Security-
Letters in conformity With 18 U.S.C. § 2709 (relating .to 
subscriber information, toll billing records, and electronic 
communication transactional records). The statute requires that 
information ¿ought is relevant to an authorized national security 
investigation. 

NSL VIO-24664 



June 16, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: . • 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-303." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
law.s, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations.' This matter has also been referred to our • 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

DECLASSIFIED BY 65179/DHH/KSR/OT 
0B 07-27-2007 

Dep. Dir. 
Chief of 

Staff 
Off. of Gen. 

Counsel 
Asst.Oir.: 

Crim. Inv 
CJIS 
Finance 
mio. Res. 
tnsp. 
Lab. 
Nalional Sec. 
Personnel 
Training 

Off. of EEOA _ 
Off. of Public 

I Cong. Affs._ 
Director's Office 

NSL VIO-24665 
MAIL ROOK • 



S E J ^ I 
T K I T F T T . T fZFNTC'F • n V P P Q T f S H T BOARD (IOB) 

|FIELD OFFICE 
IOB MATTER 2006-303 (U) 

.MATTER b2 
b7E 

bl 
,b2 
b7E 
b7A 

bl 
b7A 

(S) 

(S) 

Under the Attorney General's Guidelines for FBI 
National "Security Investigations and Foreign Tntpl "I i rrpnrp 
r-̂ 1 1 a^i-nn Pfforthrc Hr-tohar I 

.4. j TT r- n w 1 o ""r-c 
and the FBI issued an NSI, on 

1L way improper for the FBI to.issue the NSL, 

bl 
b7A 

ternary b, ¿uub. 
and thus, the matter is being reported to the IOB. 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DATE: Q7-27-20C7 
CLASSIFIED BY 65179/DHH/KSR/RW 
REASON: 1.4 <c) 

_ DECLASSIFY 0IT: 07-27-2032 

NSL VIO-24667 



August 31, 2006 -
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear/Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled ""Intelligence Oversight Board Matter 
2006-305." (U) 

The memorandum sets forth details of investigative 
activity which the FBI.has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection.and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any adminis'trative action is warranted. 
(U) 

Enclosure 

1 -. 278-HQ-C1229736-VIO.— 

Dep. Dir. 
Chief of 

Slflfl 
Oft. of Gen. 

Counsel 
Assl.Oir.i 

Crim. Inv. 
CJIS 
Finance 
Info. Res 
Insp. 
Lafc 
National Sec. . 
Personnel ____ 
Training 

Off. of EEOA 
Off. of Public 

A Cong. Alfs._ 
Director's Oflee 

DECLASSIFIED BY 65179/DHH/KSR/R3 
ON 07-27-2007 

NSL VIO-24668 
MAIL ROOM • 



INTELLIGENCE OVERSIGHT BOARD (IOB) 
FIELD OFFICE 

MATTER b2 
b7E 

IOB MATTER 2006-305 (U) 

(U) 
^Sf^By electronic f-nmmnniratinn riatPri Anri 1 18, 2006, 

the Federal Bureau of Investigation (FBI 
rennrtpfi that nn three separate oc.casionsT 
ofl to[ 

during' 
the 

Of fpa. i nanrniopriately utilized a National Sec 
The 

_ Field Office 
"the t.imp period 

Field 
riry Lètter (NSL). 

Field Office drafted an NSL requesting trans^rti 
records and all images uploaded. 

onal-

h o w e v e r , D e c a u s e rne m t o r m a t i o n 
t h a t is a l l ö w e a to De O D t a m e a p u r s u a n t to an NSL is v e r y . 
s p e c i f i c , and " a l l i m a g e s u p l o a d e d " i s n o t s p e c i f i c a l l y a l l o w e d ; 
p u r s u a n t to an NSL, the| Field Office e r r o n e o u s l y 
utilized the NSL. The information that was obtained beyond the 
scope of the NSL shall be sequestered. The inappropriate 
utilization of the NSL was in violation of V.12. of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection.1 

reported to the IOB. 
Thus, the matter is being 

b2 
b7E 

DECLASSIFIED BY 65179/DHH/KSR/F® 
ON 08-24-2007 

(U) Section V.12. authorizes•use of National Security 
Letters in conformity with 18 U.S.C. 2709 (relating to "subscriber 
information, toll billing records, and electronic communication 
transactional records). The statute requires that information 
sought is relevant to an authorized national security . 
investigation. 

NSL VIO-24670 



-(Rev. 01-31-2003) 

s ^ r . • 

FEDERAL BUREAU OF INVESTIGATION 

(S) 

(UJ 

CU) 

P r e c e d e n c e : ROUTINE 

To : 

Date: 06/15/2006 

b2 
b7E 

Counterintelligence 

Inspection 

Attn: 

Attn: 

At tn : 

b6 
' b7C 

b6 
1 b7C-

, CRS 

From: Office of the General Counsel 
NS LB/CILU/Room 7947 
Contact : AGC I 

HEBEIH IS UNCLASSIFIED EXCEPT 
JdEBE-SSyflF OTHERWISE . 

Approved By: Thomas Julie F b 2 DATE: 08-02-2007 
b 6 CLASSIFIED BY 
b 7 C REASON: 1.4 (cj 

DECLASSIFY OH: 06-02-2032 Drafted By: 

Case ID #: Jfe^ 278-HQ-C1229736-VIO Serial 1424 (Pending) 

„Title :: ( INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-347 

Synopsis: it is the opinion of the Office of. the General' 
Counsel (OGC) that this matter is not reportable to the 
intelligence Oversight Board (IOB). Rather, it should be -
maintained in the control file for periodic review by Counsel to 
the ÎOB. Our analysis follows. 

(U) 

Administrative: j^T •This.electronic communication (EC) contains 
information from ¿he- following documents: . (1) a copy of the 
Maf-irmal Ŝ r-n j-i t-y T.*»!-1-t>-r fHgr.V Mat-aH 01/.20/2006 tO| | 

].; (2) a copy of the EC dated 01/20/2006 E forwarding ttie N5L to ttie| |Fi.eld Division to be served on 
the carrier; and (3) a. copy of the EC dated 06/01/2006- from the. 

b2 
b4 
•b7D 
b7E 

Field Office 
IOB matter. 

to.OGC reporting a potential 

O I G I Q B 0 6 ( 1 2 / 1 9 / 0 6 ) - I T # 1 

N S L : V I ( > 2 4 7 3 1 ..•;'• • ' ^ ¿ J 



(Rev;.01-31-2003) 

SECRET 

FEDERAL BUREAU OÌF INVESTIGATION 

. ( U ) . 

(U) 

(U) -

(U) 

(U) 

Precedence: ROUTINE 

To: 

Date: 05/05/2006 
b6 
b7C 

b2 
b7E 

Attn; SAC 
ASAC 
SSAJ 
SA 
E 

Counter intel 1 igence 

Inspection 

Attn: 

Attn: 

CD-2B, SSA 

IIS, CRS [ 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact : AGC 

ALI INFORMATION CONTAINED 
HEREIS IS UNCLASSIFIED EXCEPT 
WHERE? SHOTW OTHERJ0I SE 

Approved By: Thomas Julie F 

Drafted By: 

DATE: 07-27-2007 , 
b6 CLASSIFIED BY 65179/DHH/KSR/RW 
b 7 c ' ' REASON: 1.4 <c>" 

DECLASSIFY OH: 07-27-2032 

Casa ID 278-HQ-C1229736-VIO Serial 128'9 (Pending) 

Title: X INTELLIGENCE OVERSIGHT. BOARD 
MATTER 2006-289 

Synopsis: It is the .opinion of the Office of. the General 
Counsel (OGC) that this matter must be reported to the. 
,Intelligence Oversight Board (IOB). OGC will prepare and deliver, 
the necessary correspondence to the IOB. 

(U) 

Reference: (S) (Pending) 
bl ' 
b2 
b7E 

D e t a i l s 
the|_ 

_Bv electronic communication (EC) dated 03/29/2006, 
1 Field Office I ~| requested that OGC 

review the facts of the captioned matter, and determine whether it 
warrants reporting to the IOB. In our opinion", it does. Our . 
analysis follows. 

X On 11/23/2004, af J case agent 

b2 • 
b7E 

b2 
b7E submit ted. a National ̂ Security Letter (NSL) seeking-telephone toll b4 

.billing records of a certain target to I Due to a . b7D 

FBI0000049 



U.S. Department of Justice 

Federal Bureau of Investigation 

^ :— 
Washington, 0. C.. 20333-0001 

BY COURIER 

Mr. Stephen Friedman . 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
.725 17e11 Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

DECLASSIFIED BY 6S179/DMH/KSR/HB 
OH 07-27-2007 

Enclosed for your information i& a self-explanatory 
memorandum entitled-"Intelligence Oversight Board Matter 
2006-289." (U) ' 

The memorandum sets forth details of investigative 
activity which the FBI has. determined was' conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection..and Foreign Counterintelligence Investigations and/or 
laws,. Executive Orders, or Presidential Directives which govern 

'rFBI foreign counterintelligence and international terrorism 
investigations. This matter has also.-been referred to our 

: Irit'ernal. Investigations. Section, inspection Division, for a 
determination of whether any .administrative action is warranted. 
(U) .. . 

Enclosure 

NSL VIO-24741 

OIG IQBQ 6 ( 1 2 . / 0 6 ), -IT' #1 FBÏ0000053 



May 2, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725.17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: . 
DECLASSIFIED 
OD |-J7-27-2007 

/KSE/HB 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-280." (U) 

• The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
•FBI foreign counterintelligence and international terrorism 
investigations. This.matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 278-HQ-C1229736-VIO 

Dap. Hr. CNOÔI 
san on. al GOT. Court» AML.».: Ciim. m»., CJtS 
Intal 
National Sac. 
Training Off. al E EOA 0«.olPiMc 1 Cong. Alla. 

NSL VIO-24749 

«Atia-fc9-06) - I T # 3 FBIOQ00007 



(S) 

(UJ 

S E ^ L T 

2006, 
Field Office 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I | FIELD OFFICE b2 

IOB MATTER 2006-280(U) b7E 

) By electronic communication (EC) dated March 27 
Federal B u r e a u nf Investigation (FBLlI 

] reported that, in iL 

an FBI case agent 
forwarded an email to an FBI investigative support specialist 
(ISS) asking .the ISS to create National Security Letters (NSL). 
for two telephone numbers that were associated with the subject 
of the investigation. On February 13, 2006, the ISS created NSLs 
for the two telephone numbers. Due to an inadvertent error, 
however, one of the telephone numbers was erroneously 
transcribed. The NSL with the erroneous telephone numbe.r was 
forwarded to 

bl 
b2 
b7E 

b7D 

!) • Due to the incorrect number stated in the NSL, the 
FBI recei^edvtelephone toll billing records pertaining to a 
telephonie number that was neither under investigation nor related 
to an investigation. The error was discovered upon receipt of 
the information, and the records, were neither reviewed nor used 
for any investigative purpose. Despite the inadvertent nature of 
the mistake, the fact remains that information was improperly 
collected on a telephone number unrelated to an investigation. 
The overcollection was a violation| | of The 
Attorney General's Guidelines for t'Hl security 
Investigations and Foreign Intelligence Collection.1 Thus,, the 
•matter is being reported to the IOB. 

bl 
b2 
b7E' 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DATE: 07-27-ZQC7 
CLASSIFIED BY 65179/DMH/KSR/RW 
REASON: 1.4 (c> 
DECLASSIFY ON: 07-27-2032 

S E ^ E T 

NSL VIO-24751 

OIG-IOBO6 (12-19-06)-IT#3 FBI0000009 



May 16, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
.Intelligence Oversight Board 
Room .50209 
New Executive Office Building 
725.17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedmari : 

DECLASSIFIED BT 65179/DHH/KSR/R13 
OH 07-27-2007 

Enclosed for your information is a self-explanatory, 
memorandum entitled "Intelligence Oversight Board Matter 
2006-289." (U) 

• The memorandum seta forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
'FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred.to our 
Internal Investigations Section/ Inspection Division, for a 
determination of whether any. administrative action is warranted. 
(U) 

Enclosure 

1 - 27 8-HQ-C1.229736-VIO—l2flH 

Dep. Dir. 
Chielol . . SM« 
0«. of Gen. 
COWML-

AssL.Dk.: 
Crim. m»._ 
CJB 

Nationalste. 
NSL VIO-24752 

Training 
OH.ofEEOA. 
o n . of Puoi* 

o J Ä t ^ B O S ^ U r ^ - O ß ) -IT#3 FBI0000024 



(U) 

<U) 

:RET 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE b2 

IOB MATTER 2006-289 (U) K>7E 

By electronic communication dated March 29, 2006, 
the Federal Bureau of Investigation (FBI) | | Field 
Office reported that, on November 23, 2004, the FBI submitted a 
National Security Letter (NSL) seeking telephone toll billing 
records of a certain target to | Due to a typographical 
error, the telephone number on tne NSL was erroneously 
transcribed. | the telephone records were 

"CT1€ 

b2 
b4 
b7D 
b7E 

opened and i' was u t i L t ì m i i i y u m a t . were not the target's 
records. 
review. 

The telephone records were destroyed without further 

bl 
b2 
b7E 

Due to the incorrect number stated in the NSL, the 
FBI received telephone toll billing records pertaining to a 
telephone number that was neither under investigation nor related 
to an investigation. The error was discovered upon receipt of 
the information/ and the records were neither reviewed nor used 
for any investigative purpose. Despite the inadvertent nature of 
the mistake, the fact remains that information was improperly 
collected on a telephone number unrelated to an investigation. 
The overcollection was a violatioi of The 
Attorney General's Guidaiin--;s for'fgi nianmiai jei-nrity 
Investigations and Foreign Intelligence Collection.1 
matter is being reported to' the IOB. 

DECLASSIFIED BY 65179/DHH/KSR/RB 
OH 08-14-20 

Thus, the 

bl 
b2 
b7E. 

« 

NSL VIO-24754 
F3I0000026 



June 16, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman• 

DECLASSIFIED BY 65179/DHH/KSR/R0 
OB 07-27-2007 

Intelligence Oversight. Board 
Room 5020 
New Executive Office Building . . . 
725 ,17th . Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your.information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-303." (U) . 

The memorandum sets forth details .of investigative 
activity.which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
"FBI foreign counterintelligence and international terrorism 
•investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 

sua OK.otG«. CounMf_ AMUOir.:_ Cflm. few. 
CjtS 
Rn*nc* _ 

(U) 

Enclosure 

Of-1». Chfclöl 

Into. HM-m«p._ Lab National Sac P «nomad Training Ofl. ol EEOA CXI. at PuHc 

NSL VIO-24755 

& Cong. Afls. OIG-IOB06 (12-19-06)-IT#3 FBI0000040 
' PBI/OOJ 



INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER -
FIELD OFFICE b 2 

b7E 

(S) 

(U) 

(U) 

IOB MATTER 2006-303 (U) 

Q By electronic communication dated April 27, 2006, 
the Federal Bureau of Investigation (FBI).I I Field 
Office, reported that a I I 

Believing, that investigation had 
been exl^iidei^ the FBI issued a National SSCutity Letter (NSL) 
dated. February 6, 2006 for local and long distance toll billing 
records. The results of the NSL were not reviewed and were 
sequestered. 

Under the Attorney General's Guidelines for FBI 
National'Security Investigations and Foreign intelligence 
Collection, effective October 31, 2003, a preliminary 
investigation must be initiated before an NSL may be issued. 

~ [investigation 
], diiu m u TBI myiiBU Jn NSL on 

I It was improper for the FBI to.issue the NSL, 
and thus, the matter is being reported to the IOB. 

bl 
b2 
b7E 

DATT: 07-27-2007 
CLASSIFIED BY 6SI79/DHH/KSR/RTJ 
REASON: 1.4 (cj 
DECLASSIFY OH: 07-27-2032 

F0RHATIOH COBTAINED 
IS UNCLASSIFIED 
SHOWN OTHERWISE 

NSL VIO-24757 

SECRET 

OIG-IOB06 (12-19-06)-IT#3 FBI0000042 



December 20, 2005 

BY COURIER 

Mr. Jaunes Langdon 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

.DECLASSIFIED BY 6517 
IN 07-27-2C07 

Dear Mr. Langdon: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board (IOB) b 2 
Matter,I ~| Division, at 
IOB Matter 2006-196.". (U) 

Resident Agency, b7E 

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary 
to The Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or 
laws, Executive Orders, or Presidential Directives which 
govern FBI foreign counterintelligence and international 
terrorism investigations. (U) 

Enclosure 

1 - Mr. Hulon 
1' - Inspection (IOB 2005'-| | h 6 
1 -1 I b7C 

Dq-Dir. 1 - 278-HQ-C1229736-VIO-Î 0 Chief of St»ff — ' Off. of Gen Counsel . AsH. Dir.: ' Admin. Scr._ Dim.. Inv. _ 
ais 
Finance Info. Res. _ Lab. National Sec.. OPR NSL VIO-24761 
Off. of Public ACone. Afls.. 

Training _ Off. ofEEOA. 
Director'sOgjJOED6 (1Ä«WCT06) "IT#3 FBI0000136 



b2 
b7E 

SE^ST 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
DIVISION, AT| |RESIDENT AGENCY 

IOB MATTER .2006-196(U) 

( S ) 

T h e F e d e r a l B u r e a u of Tnveahi gat j on ( "PBT " ̂  haw 
determined that in 

<3K 

The' oV£r66116Cei6n was A v!61atl6n ot ¿Section V.ll. ot The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG)-1 
In this regard, on 10/01/2004, the Resident 

I I 
Security Letter was issued to a telephone carrier for the 
telephone toll billing records of a phone number intended to 
be identified as that of the target. Instead, the area code 
was incorrectly identified; thus, the information, returned 
from the carrier was the telephone toll billing records of a 
wholly unrelated telephone number. The error was discovered 
upon receipt of the information, and the records were not 
reviewed nor used for any investigative purpose. Despite the 
"inadvertent nature of the mistake, the- fact remains that 
information was improperly collected on a telephone number 
unrelated to an investigation. Thus, the matter is being 
reported to the IOB. (S) 

bl 
b2 
b7E 
b6 
b7C 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEÏ 
WHERE SHOWN OTHERWISE 
Dep. Dir.. Chief ol SON 

SECRET 
Ork. luv. 
oJ'S, 
•¡nance. 

DATE: 07-27-2007 
CLASSIFIED BY 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-27-2032 

. Inspection Training 

OH. d Gen. 
Director 
Deputy Director. 

Dti.alEEO 
AHairs 

.Gen.CouR! 
_ln1o,Rst, 

Crim. Inv.. CJIS conformit 
Into. Res.. insp. 

Section V . U . authorizes use of National Security ¿et'ters in 
wit"h 18 U.S.C. S 2709 (relating to subscriber information, toll 

-billing recards, and electronic communication transactional records). The 
Istatute required -that information sought is relevant to an authorized national 

Ott. et Puttie i 
CciK).Affs._ 

cri-^J.XC-

n«^s^.jsecurity investigation. Personnel 
on. Ol EEOA on. ol Public 1 Cong. Mil. Direai 

NSL VIO-24763 

<5¥^IOB0 Y f M 9 - 0 6 ) -IT#3 FBI0000138 



October 11, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New. Executive Office Building 
725.17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

DECLASSIFIED BY 65179/DHH/KSFURH 
OH 07-27-2007 

Enclosed for your information is a self-explanatory . 
memorandum entitled "Intelligence Oversight Board Matter 
2006-365." (U) 

• The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence. Investigations and/or 
.laws, Executive Orders, or Presidential Directives'which govern 
FBI foreign counterintelligence and international terrorism 
investigations.. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 278-HQ-C1229736-VIO— L I ^ O 

Mo. R«l. _ 
National Sac. _ 

TnMng Off. of EEOA_ Off. o( Public I Dira 
B> r w K 

DerivSa^&saarT^ G-3 
rässify On: 

NSL VIO-24764 

F B I O O O O m 



( S ) 

(U) 

S^FE^ET 

and f 

INTELLIGENCE-OVERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE b2 
IOB MATTER 2006-365 (U) b^E 

By electronic communications dated 
the Federal ttnrean nf Tnvsstifiânnn ÎKRTI 

I Field OfTice. reported that J 

"| the FBI served four" 
National Security Letters (NSLs) onl 

The results from these NSL were not analyzed, ] ] 
copied, or entered into any databases. Further, the' NSL results 
were sealed and sequestered by the FBI. 

Under the Attorney General's Guidelines for FBI 
National 'Security Investigations and Foreign Intelligence 
Collection, effective October 31, 2003, 

bl 
b2 
b7E' 

T 

piust be initiated before an NSL mav Pe "served 
Here, the | . 

J. Believing thatl P 
investigation had been properly extended, the FBI served four 
NSLs on It was 
improper tor the FBI to serve the NSLs in the absence of a . 
preliminary injunction, arid thus, this matter is being reported 
to the IOB. 

bl 
b2 
b7E 

b2 
b7E 

DATE: 07-27-2007 
CLASSIFIED BY 65179/DHH/KSR/KB 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-27-2032 ALL IHF0RHATI0H 

HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

NSL VIO-24766 

S E X T 
. », • FBI0000113 



June 12, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New. Executive Office Building 
725 ,17th Street, Northwest 
Washington, D.C. 

DECLASSIFIED BY 65179/DB 
OH 07-27-2007 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-341." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
"FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination, of whether any administrative action is warranted. 
(U) -

Dap. Ok. ChMä 

Enclosure 

1 - 278-HQ-C1228736-VIOC" IH3? 

OH. ill Gen. CounMl_ Au!.. Dir Com. low. _ CJIS_ NSL VIO-24767 

. lnsp._ 
National S«c. _ 
TraMng On.mEEOA. CXI. al PubHc 

OIG-IQB06 (12-19-06)-IT#3 FBI0000096 



(U) 

<U) 

SE' 

TNTF.T.T.TCTNirF. OVRRFjTPIHT BOARD MATTER 
FIELD OFFICE b2 

b7E IOB MATTtIR 2006-341 (U) 

By electronic communication dated May 16. 2006, 
the Federal fiureau of Investigation (FBI), | _ Field 
Office, reported a possible Intelligence Oversight Board (IOB.) 
matter. The FBI reported that, on April 14, 2005, during an 
authorized investigation, the FBI issued a National Security 
Letter (NSL) pursuant to 18 U.S.C. § 2709. The NSL was issued 

] and requested the subscriber, address, anH )-A1 1 to|Z , 
length n.f servire, 
nurnbei 

tpc^tH infftrrtial-inn -Fnr a f-plaph^a 

'n n ,Tii 1 
1 received a disk containing the NSL . 

In April 2006, when the NSL results were 
] 

results-on July- ¿UUb. 
being uploaded into the FBI application system, [ 
learned that| |response exceeded the scope of the NSL. 

[ 
Specifically, while.the NSL requested information f-

] the NSL results dated back to 
The. case agent i m m e d i a t e l y a d v i s e d t h a t only t h e 
from the time period if formation P as 
requested by the NSL. should be uploaded into the system. The 
NSL results p r i o r j w e r e neither reviewed nor uploaded. 

Here, an error on the. part off resulted in b4 
acquisition of information through an NSL. b7D 

b2 
b7E 
b4 
b7D 

b2 
b4 
b7D 
b7E 

the unint^ut.i 
Based upon our analysis, in accordance with the reporting 
requirements of Section 2.4 of Executive Order 12863, the 
carrier's mistake must be reported to the IOB. 

DECLASSIFIED BY 65179,/DHH/KSR/feB 
QH 08-14-2007 

NSL VIO-24768 

»^.TAsnc /1.9-19-06) -IT#3 FBI0000098 



December 19, 2006 

BY COURIER, 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725-.1.7th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 
IECLÀ3SIFIED BY £5173/1 
OH 07-27-2007 

Enclosed for.your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-329." (U) . 

• The memorandum sets forth details; of investigative 
activity which the FBI has determined was conducted contrary to 
the- Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence. Investigations and/or 
.laws, Executive Orders, or Presidential Directives'which govern 
*FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) . 

Enclosure. 

1 - 278-HQ-C1229736-VIO— & 

Dap. Or. CNafóf SUA .Oll. «Gen.-Counsal_ AML Dir.: Crim. Im. CJIS 
Wo. AM.. 
Lib.. National S» 
Training _ 

NSL VIO-24769 

Ofl. of EEOA 00. of Public «Cong. Adi. OIG-IQB06 (12-19-06)-IT#3 FBI0000090 



(U) 

( S ) 

( S ) 

(Ul 

TWTlT.T.T.TnFKirF'. .rwr.RSTKHT. HORRn (IOB) 
DIVISION 

1 Û Ë MATTtlk 2 U U 6 - 3 2 9 (U) 

MATTER 
. b2 ' 
. b7E 

The Electronic Communications Analysis Unit (ECAU) of . 
the'Fede"ral Bureau of. Investigation (FBI) reported a potential 
IOB involving a National Security Letter (NSL) requested by ECAU 
which, through a transcription error, sought information about an 
email address belonging to a person who was not the subject of an 
FBI national security investigation.' 

M 
regardirt 
sending the 1ST 
email from the[ 

An analyst in ECAU prepared an 
g thj 

NSL 

subject of FBI case and—LhfiJ 

to tns riëia ror ssuvies, tftè 
] Fi pi H' nff i rp inriiral-inn thai-

£or information 
Shortly after 

analyst received an 

not . upon realizing the 
6£Y6r, tftS analyst1immediately notified his supervisor and took 
the proper steps to sequester the information provided in 
response to the NSL. Nothing from the original NSL results was 
uploaded into the FBI computer systems,- nor was any investigative-
action taken based on the NSL results. 

M -Due to inadvertent typographical error based on the 
confusion-between the-typed letters "l" and "I," FBIHQ received 
NSL results for an email address that was not relevant to a 
counterterrorism investigation.. Therefore, the issuance of. the 
NSL was neither authorized by law nor by the Attorney General 
Guidelines for National Security Investigations and Foreign 
Intelligence Collection (NSIG). Due to the fact that there was. 
an unauthorized collection,, the error is a reportable matter 
under Section 2.4 of. Executive Order 12863. 

bl 
b2 
b7E 

ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 07-27-2007 
CLASSIFIED BV 
REASON: 1.4 (c) 
DECLASSIFY ON: 07-27-2032-

( S ) 

I S ) 

For ease of. reference, the email address 
is typed with a capital "L," while the email 

lis typed with a lowercase "i,." Note 
L the typed letters "1" and "I" that ttte c o m US ion ExSitW^iY the typed 

been what_led to the error in the first place 
v / SECRET 

may have 

bl 
b2 
b7E 

NSL VIO-24771 

OIG-IQB06 (12-19-06)-IT#3 FBI0000092 



May 23, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725.17th Street, Northwest 
Washington, D.C. 

DECLASSIFIED BT 65179/DHH/KSR/RTJ 
OH 07-27-2001 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-316." (U) 

• The memorandum sets forth details of investigative 
activity which the FBI. has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and' international terrorism 
investigations... This matter has also been referred to our. 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Dtp. Oil. CNrtóf 
SUI On.ofGan. Cow«al_ AML.DÉT.: 
CJIS I Rnaraa 
•«p.. Ub. 

Enclosure 

1 - 278-HQ-C1229736-VIO— 

Natomi Sac.. 
NSL VIO-24772 

on. ol Pubic 
OIG-IOBO6 (12-19-06)-IT#3 FBI0000072 



INTELLIGENCE OVERSIGHT BOARD MATTER 
I I FIELD'OFFICE 
IOB MATTER 2006-316 (U) 

b2 
b7E 

(U) 

(U) 

(U ) 

By electronic communication dated April 19, 200 6, 
the Federal Bureau of Investigation (FBI), \ I Field 
Office, reported a possible Intelligence Oversight Board (IOB) 
matter. The FBI reported that, pursuant to 28 U.S.C. § 2709, it 
drafted a National Security Letter (NSL) seeking toll billing 
records for a certain telephone number. The NSL also listed an 
address and requested records.from a specific- date to present. 
The FBI served the' NSL onl 

and 

that'll 

provided the result to the FBI 

Upon 

I 

review of.the NSL results, the FBI learned 
J response exceeded the scope of the NSL. The 

target's telephone number is owned by| 

owns multiple 
heiephoria mimflers managed twifer aeg&unt mimaei:. in addition 
to providing the target's telephone record: 
provided the FBI with records relating tol 

I 

b2 
b4 
b7D 
b7E 

1 PrrhnofMicI» 

b2 
b4 
b7D 
b7E 

The FBI 
seaiea CIIIU ssyuesiBieu I_NE duaitiondi L N I U Z M D LJ.UU LIICIL "exceeded 
the scope of the NSL and placed the excess information in a safe. 

Here, during an authorized investigation, an error 
on the paix of| Iresulted in the unintentional acquisition 
of information. Based upon our analysis, in accordance with the 
reporting requirements of Section .2.4 of Executive Order 12863, 
the carrier's mistake must be reported to the IOB. , 

b4 
b7D-

DECU3SIFIED BY 65179yDMH/KSR/R« 
OH 06-16-2007 

NSL VIO-24774 

-SSC^I---^ 

OIG-IOB06 (12-19-06)-IT#3. 7BI0000074 



May 25, 2006 
BY COURIER. 

Mr. Stephen Friedman • 
Chairman . DECLASSIFIED BY 65179/DHH/KSR/RW 
Intelligence Oversight Board ' 0H 07-27-200f 
Room 5020 
New Executive Office Building 
725.17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed, for your information is a self-explanatory 
memorandum entitled "Intelligence.Oversight Board Matter 
2006-315." (U) 

The memorandum sets forth details of investigative 
activity which the FBI .has determined was conducted contrary to 
the Attorney General Guidelines for.FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
•FBI foreign counterintelligence and international terrorism 
investigations.' This matter has also been referred to our 
Internal. Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
( U ) 

Enclosure 

1 - 278-HQ-C1229736-VIO-¿^i 

NSL VIO-24775 

MAIL ROOM • 
i n OIG-IOBO6 (12-19-06)-IT#3 FBI0000069 



( U ) 

(U). 

(U) 

X 
INTELLIGENCE-OVERSIGHT BOARD MATTER 

FIELD OFFICE b2 
IOB MATTER 2006-315 (U) b 7 E 

By electronic communication dai-pri•Anri1 77 
2006, the Federal Bureau of Investigation (FBI) , |_ | 
Field Office, reported a possible Intelligence Oversight Board 
(IOB) matter. The FBI reported that, on November 16, 2005, the 
FBI drafted a National Security Letter (NSL) pursuant to 18 
U.S.C. § 2709 seeking electronic communication transactional 

The records from the internet service providerf 
NSL requested the name, address, length of service, ana email 
header information for the subject of the investigation. The Jtn 
NSL specifically directed thatf 
message content or subject fields in its response. 

] not include 

The FBI served the NSL on 
[ provided the results to the FBI. 
2006, the FBI reviewed the results of^the NSL. 
the NSL results, the FBI learned thatC 

On April 
U p o n r e v i e w of 

r e s p o n s e 

and 
.26, 

exceeded the scope of the NSL. Specifically, in addition to 
providing the email header information, | 
improperly provided the "subject" field or eacn email 
transaction. The FBI immediately sealed and sequestered the 
information and placed it in a safe. The FBI did. not enter any' 
information into the case file. Moreover, the FBI'plans to 
notify the internet service provider of its error to avoid 
future mistakes. 

X Here, an error on the part ofl 
•resulted in the unintentional acquisition of information 
through an NSL. Based upon our analysis, in accordance with 
the reporting requirements of Section 2.4 of Executive Order 
12863, the carrier's mistake must be reported to the IOB. 

b2 
b4 
b7D 
b7E 

b2 
b4 
b7D 
b7E 

b4 
b7D 

DECLASSIFIED BY 65179/DHH/KSR/KGI 
OH 0B-1S-200? 

ISsewcEI 
- - NSLVIO-24777 

JJDSKÊÎT^ 

OIG-IOBO6 (12-19-06)-IT#3 FBI0000071 



IOB Chart 
Attoraqr work product 

IOB No. Date 
Completed 

FISA inné Service 
Provider'» 
error 

IOB 
violation 

Notes 

2005-180 12/14/05 Yes Yes Target's phone line was accidentally shared 
with other nerson 

2006-201 12/02/05 r No 1 1 
Ä 0 6 - 2 5 7 12/2/05 NSL No Yes NSL - error on letter - wrong email 

2005-160 11/21/05 No Yes Wrong phone numi 
2006-197 11/08/05 «tension -
2005-177 11/09/05 «tension 
2006-187 11/02/05 »tension-
2003-13 10/25/05 No 1 No AG authority to use FISA 
2005-171 10/13/05 extension 
2005-178 10/7/05 NSL No 1 

2005-179 10/07/05 Yes Did interview after| 
2005-176 10/04/05 AO exempt No AG exemption violation - exceed led limit 
2005-167 10/03/05 tvas not renewed 
2005-173 9/27/05 Yes No 1 1 
2005-174 9/6/05 AG exempt No AG exemption violation - deposit overage 

^ 0 5 - 1 6 8 8/26/05 Yes Yes Provid er Rave wrong phone numbers 
• » 5 - 1 5 8 7/6/05 Yes Yes I provided another person 
2005-159 7/5/05 No Pen register/T&T - improperly served -

service provider not cleared - security issue 
2005-162 7/1/05 No Failed to complete timely search return 
2005-155 6/1/05 No Yes No renewal authority for fax number 
2005-151 5/18/05 Yes Yes Over-collection 
2005-126 5/16/05 Yes Yes Over-collection 
2005-137 5/11/05 Yes Target was no longer using the phone, 

somebody else was 

O O o o o o H e 

b2 
b4 
ble 
b7E 

h 
H I .—. te 0 1 A fH I N 
<0 O 

Mi 3»ÂittKMtëiîMtHiiii8 idmä-BiÄtiiiäiiiä . 
NSL VIO-24778 o 

H O 



IOB No. Date 
Completed 

2005-128 5/6/05 

¿004-70 5/3/05 
Ä 0 5 - 1 2 1 4/14/05 

2005-125 3/30/05 
2003-74 3/29/05 

2005-15 3/1/05 
2005-12 2/24/05 
2005-08 2/17/05 
2003-29 2/10/05 
2004-21 2/16/05 

2005-14 2/24/05 
2005-09 3/17/05 

i «004-34 3/15/05 
'IB02-44 3/11/05 

2005-17 3/1/05 

2005-13 2/22/05 
2004-18 2/14/05 
2003-05 2/14/05 

2003-78 2/11/05 

IOB Chart AttorrMy work product 

NSL 

NSL 

FISA issue Service 
Provider's 
error 

Yes 

Yes 

No 

Mo 

IOB 
violation 

Yes 
Yes 

Yes 
Yes 

Yes 
Yes 
Yes 
Yes 
Yes 

Yes 
Yes 

Yes 

Yes 

Notes 

Yes Target was no longer using the phone, 
somebody else was 
Typo on phone- on NSL 
Target was no longer using the phone, 
somebody else was 
Contacted^ I 

CM o o o o o o H 

b2 
b7E 

rWr-rnllertmn _ ccrvirp nnwiHer faili-H tp 

INO annual UIM 
Late 90-day and annual LHM 
Collection on wrong email 
Ute 90-day LHM 
lasJI-WPfTM! bearch results 

WO iAJ-UaV LHWT 
Contact 

HE 
tedj_ 

lid physical surveillance 
contacte^" 

guidelines) 
J * it did not (new AG 

Inadvertent recording 

investigative activity" 
took place whilel I 
IJnaiithnriT«! <iiirvwllnnrJ" 

« 
H I 
<0 0 1 A 
H t N 
<0 O 

(9 
H O 

NSL VIO-24779 



IOB Chart g 
Attorney work product O 

IOB No. Date 
Completed 

FISA issue Service 
Provider's 
error 

IOB 
violation 

Notes 0 
0 
H 

• 6 

2002-66 2/9/05 No JQidjuuosstusative activity \ 
1 |ate 

1 

b2 

2004-101 2/3/05 No Interview! 1 

1 

b2 
• 0 4 - 1 0 0 1/31/05 NSL Yes Yes Provider gave more info than 

requested/authorized - gave content 

1 

b2 

2004-98 1/19/05 No Target moved — 
2004-99 1/10/05 Yes Yes Service provider provided 2004-99 1/10/05 Yes 

• 

2004-64 1/10/05 No Yes j >hone used by a 
person that was not the target 

2004-57 1/5/05 Yes Yes 1 2004-57 1/5/05 Yes Yes 
was not the target I 

2004-102 1/6/05 Yes uugu uu 
longer used the phone 

vo * 
h 

2004-96 1/4/05 Yes Yes Service provider gave more than authorized 
and gave to another investigation vo * 

h ^)04-77 10/21/04 NSL Yes Obtained banking info without NSL 

vo * 
h 

V>4-80 9/15/04 NSL Yes Field cited 1681v instead of 1681 u M 

2004-61 8/27/04 Yes 5> 
O 
o> 

2003-117 8/27/04 AC exemp No Needed exemption for 3 items, only got 
exemption for 2 items 

1 
CJ 
H 

2004-58 8/26/04 Yes 
1 

Agents thought tha | vo 
0 
s 
M 

2006-289 5/5/06 NSL No Yes | Phone number typo on NSL 

vo 
0 
s 
M 
© H 

NSL VIO-24780 



IOB Chart 
At tor« ; work preda« 

IOB No. Date 
Completed 

FISA issue Service 
Provider's 
error 

IOB 
violation 

Note* 

2006-280 NSL 

FISA issue 

No Yes Phone number typo on NSL 
2006-305 NSL 

FISA issue 

No Yes Reauested more from NSL than legal can 
2006-431 NSL 

FISA issue 

Yes Yes Provider save more than we asked for 
•106-436 

FISA issue 

Yes Yej Provider intercepted the wrong number 
2006-439 NSL 

FISA issue 

Yes Provider gave more info (other than subsc-
riber info) than we asked for - same person 

FISA issue 

m 
W 

| 

NSL VIO-24781 



U.S. Department of Justice 

Federal Bureau of Investigation 

^Egagf" 
Washington, D. C. 20535-0001 

BY COURIER 

DECLASSIFIED BT 65179/DHH/KSR/R3 
Off 07-Z7-2007 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter . 
2006-289." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

NSL VIO-24834 



June 22, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest •• DECLASSIFIED BY 65179/DMH/KSR/EO 
Washington, D.C. on 07-30-2007 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-326." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 27 8-HQ-C1229736-VIO—' 

Dep. Dir.. Chief öl SUB Ofl. ol Gen. Counsel Assv.Dir.: Crim. few. _ CJIS 
Into. Res.. Insp. 
National Sec. _ Personnel Training. Ofl.otEEOA 

on. ol Public & Cong. Atli. Director'S Office HAIL *OOM • 

s È p i a ^ 

NSLVIO-24865 



ALI IHFORHATIOH COSTAINED 
HEREIH 15 UNCLASSIFIED EXCEPT 
WHERE SHOTB OTHERWISE 

DATE: 07-30-200? 
CLASSIFIED BY 65179/DHH/KSR/RÜJ 
REASON: 1.4 ( c) 
DECLASSIFY OH: 07-30-2032 

( U ) 

(U> 

(U) 

se£6ET 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I |FIELD OFFICE 

IOB MATTER 2006-326 (U) 

FISA WARNING STATEMENT —STATUTORY RESTRICTION 

This information .or document, or portions thereof, 
is derived from a court-authorized FISA order and such 
information or any information derived therefrom may only be used 
in a criminal or other proceeding (including but not limited to 
use in.search/arrest warrants or affidavits or grand jury 
subpoenas and proceedings) with the advance authorization of the 
Attorney General. 50 U.S.C. §§ 1806(b), 1825(c). 

X By electronic communication (EC^ dated May 17, 
2006, the Federal Bureau of Investigation Field Office 
reported that, from February 26. 2006 to Apral ¿6. 2006, a 
special agent (SA) from was on a sixty day Division 
TDY to the Counterterrorism Division, tliectnc Surveillance 
Operations and Sharing Unit (EOPS) Unit, when an apparent error 
occurred in the collection of FISA information. 

b2 
b7E 

b2 
b7E 

bl 
b2 
b7E 

bl 
b2 
b7E 
b7D 

S E ^ k E T NSL VIO-24867 

bl 
b2 
b7E 



(Rev. 01-31-2003) 
.1 

SE^ET 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

(U) 

(U) 

Precedence : 

To : 

ROUTINE 

Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn: 

Date : 

ASAC - CI 

02/21/2005 

SSÄJ 
SA 
CD-T" 

Inspection Division 

P 
b2 
b7E 
b6 
b7C 

Frost: General Counsel 
National Security Law Branch/CILU/ HO room 7 975 
Contact: UC 

Approved By: 

Drafted By: 

Thomas Julie F 

Case ID #: i f c C (S) 

DATE: 07-30-2007 bl 
CLASSIFIED BY 65179/DHH/KSR,b2 
REASON: 1.4 b7E 
DECLASSIFY ON: 07-30-2032 b6 

b7C 
b7A 

9lR-Hnr-n ??smfi-yio (Pending) 

Title: S S At 
X X S A L 

(Pending) 

[ 
? 

^Division 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE IOB 2004-60 

Synopsis: /^S^ It is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter must be reported 
to the IOB and to the FBI's Inspection Division. OGC will 
prepare and deliver the required correspondence to the IOB. Our 
analysis follows. 

X )el 
Dec] 

con G-; 
30 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

NSL VIO-24882 



November 3, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr.. Friedman: 

DECLASSIFIED BY 65179/DHH/KSR/R® 
COT 07-30-2007 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2006 433 (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence . 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - 278-HQ-C1229736-VIO- L ^ ^ 

Dep. Dir. 
Chief 61 

SUM 
Od. Ol Gan. 

Govroel 
Asst. Dir.: 

Crim. Inv. 
CJIS " 

mto.Hes.. 
Insp. 

National Sac _ 
Personnel 
Training 

Od. ol E EOA 
O«. Ol Public 

& Cong. A«s._ 
Okactoft ORica 

NSL VIO-24907 

MAIL ROOH • 
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IU> 

INTELLIGET1^ MNRNGTGHT BOARD (IOB.) MATTER 
FIELD OFFICE ' 

IOB MATTER 2006--433 

The of the Field Office 
Federal BtffeaiNof investigation- has reported an unintentional 
acquisition of FISA take on the wrong target, after learning 
through the issuance of a legitimate NSL of a change in 
subscriber. In this regard, unknown to the FBI at the time, the 
target terminated his account w ith[ ]on August 26, 2005 
Thus, between November 7, 2005 and May 20, 2006, 
continued to erroneously monitor this account-although a new, 
presumably U.S. person, had taken over the account-. 

(U) This matter has been reported to the FBI's 
Inspection Division for appropriate action. 

DECLASSIFIED BY 65179/DHHKSR/RTJ 
OH 09-19-2007 

OIG-XOB06 (12-19-06)-IT#3 

SECRET 

NSL VIO-24909 

FBI0000313 



February 24, 2006 

BY COURIER 

Mr. Stéphen Friedman 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

DECLASSIFIED BT 65179/DHH/KSR/K0 
OHT 07-30-2007 

Dear Mr. Friedman:. -

Enclosed for your information is a self-explanatory, 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, 
Indianapolis Field Office, IOB Matter 2006-20.7. (U) 

This LHM sets forth details of investigative activity which 
the FBI has determined.was conducted contrary to The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection and/or laws, Executive Orders, or 
Presidential Directives which govern FBI foreign 
counterintelligence and international terrorism investigations. 
(U) 

Enclosure 

1 
1 
1. 
1 
1 

- Ms. Thomas b6 
b7C 

- 27 8-HQ-C1229736-VIO— H IC? 
- Inspection Division (IOB 2006-207) 
- Mr. Hulon 

Dep. Dir. 
Chief ol 
San 

Ofl. o( Gen. 
Counsel 

Asst. Dir.: 
Crim. Inv. _ 
CJIS I 
Finance 
into. net. _ 
insp. 

National Sec.. 
Personnel 
Training 

on. of EEOA 
Ofl ol Public 

* Cong Afls _ 
Director's Office 

NSL V I 0 2 4 9 1 0 

MAIL ROOM • 



ALL INFOREATIQN CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DATE; 06-02-2007 
CLASSIFIED BY 65179/DHH/KSR/R! 
REASON; 1.4 (c) 
DECLASSIFY ON: 08-02-2032 

SE(^ET 

INTELLIGENCE OVERSIGHT BOARD (IOB) M A T T E R 
" I FIELD OFFICE 

IOB MATTER 2006-207 (U) 
b2 
b7E 

(S) 

of the 
1 _LUL IUV U//¿UUJ, cass SQent SA 

Resident Agency ("RA") submitted 
an EC to his principal relief supervisor, SA 
1-hp rnnwrsinn nf 1~hg> "777" mnnpv lannHprinn > r n n ~ 

_ requesting 
nvestigation of 
However, the 

conversion EC was neither uploaded into ACS nor sent to the Bureau file, 
and it was not approved by the 
(SAC). Principal Relief Supervisor 5/ 

Lspecial Agent, in Charge 
who received the 

(S) 

s> 
L 

conversion request by Bureau Mail from the RA, was unaware that the 
SAC needed to approve the conversion and thus did not send 

the EC up the chain for approval. Nevertheless, SA| |believed he 
had proper authority to conduct a and on 10/21/2003, 
lie. j,uLunlLLtid a National Security Letter ("NSL") for toll and billing 
records of the subject. The NSL was served and the results transmitted 
to by the delivering division on 01/06/2004. At this 
point, the case agent realized that the conversion of his investigation 
had not yet occurred, so he re-submitted the conversion EC on 
02/02/2004. This EC, too, was never approved by the SAC. However. SA 

continued to investigate the subject under the | | 
1 The prror was discovered on 10/21/2005 during an 

¡conducted by the Inspection Division. Still, 
rTnhm-i ftPri a ramip.st for an extension of this 

even though no | 

1 inspection ot 
on 10/28/2005, 
case, citing it as 

"SÄC 

period that SA|_ 
|had ever been properly initiated. 

Jconducted this investigation as a 
Dur-i ncj the 

no 
notification of the conversion (which he assumed to have occurred) was 
made to FBI Headquarters and no annual letterhead memorandum was 
submitted. In November 2005, following the submission of the potential 
IOB violation to the Office of the General Counsel, the Indianapolis 
Chief Division Counsel instructed SA on the proper-means to 

term 
(S) 

"United 
The 

' i ia ie i ! person—is usea in sec t ion l u n u oi tne tars ia» b l 
Intelligence Surveillance Act of 1978 (FISA)(codified at 50 U.S.C. § 1801-et ' b 6 
seq.) and is defined as va citizen of the United States [or] an alien lawfully j-,7c 
admitted for permanent residence (as defined in section 101(a)(20) of the 
Immigration and Naturalization Act) . . . ." See also Section I-.C of The 
Attorney General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG). 

SEÎjfê ET 

NSL VIO-24912 



January 18, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight' Board 
Room 5020 
New Executive Office Building 
7.25 17th Street, N.W. 
Washington, D.C. .20503 

Dear Mr. Friedman: 

DECLASSIFIED BY 65179/BHHyKSR/OT 
OH 07-25-2007 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2006 209 (U) 

The enclosure sets forth details of investigative 
activity; which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - Ms. 
- 1 Z Z 

Thomas 

1 -
1 (Action UC) 

1 - 278.-HQ-C1229736-VIO- U 4 2 -

b6 
b7C 

Dap. Dir. Chief of 
Stall 

Ofl. of Gen. 
Counsel 

Asst. Dir.: Crim. Inv. 
CJIS I 
Finance 
Inlo. Res._ 
Insp. 

National Sec. 

Tramms or & E El OA 
OH. of Public 
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Director's Office MAIL *OOM 
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SE' 

TMTTTT.T.T^FMrF. OVTTR.ÇTGHT BOARD ( IO.B} MATTER 
FIELD OF.FICE. ' 

IOB MATTER 2006-209 

The 
the Federal Bureau 

Field Office ( ) of 
ot investigation ("FBI") has reported an error I 

( S ) 
was incorrect; the correct number 

|Subscriber information and toll 
records were collected tor The incorrect number pursuant to the 
NSL. When realized its error, it secured the records 
produced for the incorrect number in the safe of 

]will provide tnese records Chief Division Counsel. 
to the Office of Intelligence foiicy" and Review ("OIPR"), 
Department of Justice. 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

SE 

DATE: 07-30-2007 
CLASSIFIED BY 65179/DHH/KSR/OT 
KEAS0H: 1.4 (c) 
DECLASSIFY OH: 07-30-2032 

ALL INF0RKÀTIÛN CONTAINED 
HEREIS IS DECLASSIFIED EXCEPT. 
WHERE SHOOT OTHERWISE 

Director 
Deputy Director . 

CriirUnv.. 
CJIS, 
•inance. 
_GEn.CoüRse' 
_ Info. Res' 

Training 
Oil. of EEO 
Aflairs 
311. o1 Public & 
Cong. Affs. 

ï&KEl 

NSL VIO-24920 



THOMAS, JULIE F. (OGC) (FBI) 

From: 
Sent: b6 
To: b7c 
Cc: 
Subject: 

](OGC) (FBI) 
Wednesday, January 31, 2007 11:31 AM 
T u n M A Q VIM IC C (FBI) 

RE: IÖB 
[OGC) (FBI) OGC) (FBI) 

b6 
b7C 

" S E Ç ^ 
j t E e o R b xxxxx 

Julie, 
I will start drafting the LHM and the cover letter as you suggested,! will forward a draft for your review as soon as I have 
one ready. I will also revise the EC's lead to the field and havd [reload it into ACS. 
tol-Q I 1 

b6 
b7C 

—Original Message— 
From: THOMAS, JULIE F. (OGC) (FBI) 
Sent: Wednesday. January 31, 2007 10:37 AM 
To: i I r r y n (FBI) 
Cc: I Subject: RE: IOB 

aiv 31, 20 "Irren I 
I OGC) (FBI) 

DECLASSIFIED BY 65179/DMH/KSR/RÏÏ 
ON 07-18-2007 

'§EeRETtfNOEQRTr" 
RECORP3)6cxxx 

b6 
b7C 

We need to correct the lead and state that, notwithstanding our decision not to report to the IOB, the information must 
remain sequestered pending a decision by OIPR or the FISC. 

Further, I need a letter from me to Counsel for the IOB 
reivew.' 

that this is one of those she may wish to 

Julie 

nrigrinal Moccana 
From: | (OGC) (FBI) 

b6 Sent: Friday, January 12, 2007 4:23 PM 
b7C To: THOMAS. JULIE F. fOGCHFBtt 

Cc: [ pGC) (FBI); 
SubjectrRETTUB 1 

^E^RETf/MQFÔRiT 
REC€TtÙ xxìtxx^ ^ 

[OGC) (FBI) 

b2 
b5 
b6 
b7C ' 

Julie, 
I have made the changes you requested to IOB-336.1 reached the SSA on this case today and he stated that 
indeed the NSL that was used Is. 

| [has seen the latest version and has approved it. I am enclosing an electronic copy and I will forward to HQ 
the hard copy for your signature. 
Please let me know if you have additional questions/comments. 
Take care. 

« File: IOB 2006-336 Thomas.wpd » 

Original Message-
56 NSL VIO-26933 



THOMAS, JULIE F. (OGC) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

j(OGC) (FBI) 
Thursday, July 13,2006 11:20 AM 
Turunafr mi ic c.(QGC) (FBI) 

RE: IOB 2006 
1ÌQQC) (FBI) 

b6 
b7C 
b2 

Julie, 
I 1 . . b2 

Attached is a corrected page 2 to the IOB 2006-378.| | issued a correction to the incoming EC, which I've b 7 E 

referenced in footnote 2. 

IOB 
006-378.wpd (26 Kf 

Thanks. 

b6 
b7C 
b2 
b7E 

—-Original Message 
From: [ rOGC)(FBI) b6 

DECLASSIFIED BY 65179 
7 19 2007 

Monday. July lP̂ DDS 2:53 PM b7C 
JOGC) (FBI) b 2 lüb 2006-3/8 

SBBftET 

EECÒftO 278-HQ-C1229736-VIO 

«File: IOB| [2006-378.wpd » 
b2 
b7E 

DERÌvÌD^R0Wn^^-FSl£aassification Guide G^dateilJjgTrForeiqircóuntérM Investigations 
DECLASSIFY ON: 20310710 
SECRET 

NSL VIO-26959 



U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
72 5 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

DECLASSIFIED BY 65179/DHH/KSR/RU 
ON 07-18-2007 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-289." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has.also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U). 

Enclosure 

NSL VIO-27002 



(U) 

b2 
b7E 
b4 
b7D 

( U ) 

b2 
b7E TMTgT.T.TpPMPE! m/PPST CTT BOARD (IOB) MATTER 

FIELD OFFICE Z IOB MATTER 2006-289 (U) 

By electronic communication dated March 29. 2006, 
the Federal Bitreau of Investigation (FBI) I 1 Field 
Office reported that, on November 23, 2004, the FBI submitted a 
National Security Letter (NSL) seeking tf>1 eahm-ip toll billing 

Due to a records relating to a certain target to| 
typographical error, the telephone number on the NSL was 
erroneously transcribed. On February 4, 2005, the telephone 
records were "pp^pH anH it- wag Hpi-p-titH n^H that they were not the 
target's records, 
telephone records. 

immediately ceased review of the 

) Due to the incorrect number stated in the NSL, the 
FBI received telephone toll billing records pertaining to a 
telephone number that was neither under investigation nor related 
to an investigation. The error was discovered upon receipt of 
the information, and the records were neither reviewed nor used 
for any investigative purpose. Despite the inadvertent nature of 
the mistake, the fact remains that information was improperly 
collected on a telephone number unrelated to an inviestigation. 
The overcollection was a violation of Section,V.12. of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection. Thus, the 
matter is being reported to the IOB. 

DECLASSIFIED BY 6517S/DHH/KSR/R1T 
DN 00-27-2007 

NSL VI027004 



THOMAS, JULIE F. (OGC) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

[ JOGC) (FBI) 
Tuesday, June 06, 2006 11:50 AM 
-ruriMAc c IQOC) (FBI) 

kOGC) (FBI) 

b6 
b7C 

RE: IÖB 2QÖ6-285 

SECRËTffORCONrtQEORN 
RECORPxxxxx ~ 

DECLASSIFIED BY 65179 DHH/KSfi/ÜV 
ON 09-10-2007 

Julie-

P°r I irf 
b5 
b6 
b7C 

—Original Message— 
From: THOMAS, JULIE F. (OGC) (FBI) 
Sent: Monday. June 05. 2006 3:12 PM 
To: r Z _ _ _ _ _ r i ( O G Q (FBI) 
Cc: 1 l(6(5q (FBI) 
Subject: IOB 2006-285 

SEt^ET//PR(fON.NOFORN 
RECORtHoecxx 

b6 
b7C 

Dear 
b6 
b7C 
b5 

Julie F. Thomas 
DGC, National Security Law Branch 
Office of the General Counsel 
Mc 7Q7C 

cax) 
b2 

DERIVEDsFROM:>Multiple Sources 
DECLASSIFICATION EXEMPTION 1 
SECRET//OECON>NOFORN 

DERIVEb^FRONU^Iultiple Sources 
DECLASSIFICATION EXEMPTION 1 
SECRETtfOttClBJOIOFORN" 

NSL VIO-27156 
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THOMAS, JULIE F. (OGC) (FBI) 

From: 
Sent: 
To: 
Subject: 

THOMAS. JULIE F. (OGC) (FBI) 
TnpcHav/ Inn» fiR 9 f ì n f i3P M 

(OGC) (FBI) 
RE: IOB 2006-285 

b6 
b7C 

SEC 
REC 

- T T 
//ORCON.NOFORN 

D xxxx 

Call me secure 
Julie 

DECLASSIFIED BY 65179 DHH/KSR/JW 
ON 09-10-2007 

b5 
•b2 

I Me —Original f * a c c a ~ '— 
From: 
Sent: 
To: 
Cc: 
Subject: 

PGC) (FBI) 
Uë»ay , Jurté Ufa, 2UIH> 11:50 AM 

THOMAS. JULIE F. (OGO (FBI) 
jOGC) (FBI) 

RE: IOB 2006-285 

SECfrETtfÒRCON.NOFORN 
RECOR&xxxxx 

/ \ 

b6 
b7C 

Julie-

Per ucf 
b6 
b7C 
b5 

—Original Message— 
From: THOMAS, JULIE F. (OGC) (FBI) 
Sent: Monday. ItinP OS. 9006 3:12 PM 
To: J |_J (OGC) (FBI) 
Ca KOGC) (FBI) 
Subject: 1UU 20Ub-2Ub 

SECR1 
RECQ m 

/ORCON.NOFORN 
xxxxx 

b6 
b7C 

Dearf b6 
b7C 
b5 

Julie F. Thomas 
DGC, National Security Law Branch 
Office of the General Counsel 

, Rnnm 7975 

Í 
fax) 

DERIVED FRbdhMultiple Sources 

b2 

NSL VIO-27157 
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T H O M A S , J U L I E F . ( O G C ) ( F B I ) 

From: 
Sent: 
To: 
Cc: 
Subject: 

(OGC) (FBI) 
Tuesday, June 0 6 , 2 0 0 6 6:01 P M 
T H O M A S .11II IF F (OnCA (FBI) 

J O G C ) (FBI) 
RE: IOB 2006-285 

} 0 G C ) ( F B I ) 

b6 
b7C 

S E C 0 E D / 6 R C O N , N Q F O R N DECLASSIFIED BY 6517S DÏÏH/KSR/JW 
RECOFTÓ'XXXX OH 09-10-2007 

Julie-

b5 
b6 
b7C 

b5 
b6 
b7C 

—Original Message— 
From: THOMAS, JULIE F. (OGC) (FBI) 
Sent: Tuesday. June 06.2006 3:35 PM 
To: | 1 (OGC) (FBI) , , 
Subject: RE: IOB 2006-285 

SECFtETOBftCON.NOFORN b 5 

RECQRtTxxxx 

Call m e secure al I 
Julie 

—Original Mpwanp— . 
From: I [OGC) (FBI) 
Sent: Tuesday, June 06,200611:50 AM 
To: , THOMtS IIII IFF /OGC) (FBI) 
Cc: | |[OGC) (FBI) 
Subject: RE: IOB 2006-285 

b7C 

S E C R E V O R C O N . N O F O R N 
RECORQNXXXXX 

b6 
b7C 

Julie- b 5 

Per U C f 

---Original Message-— N S L V IO-27158 
From: THOMAS, JULIE F. (OGC) (FBI) 

146 



Sent: 

m 
Subject: 

Monday. June 05, 2006 3:12 PM 
~~Tj(OGC)(FBI) 

JOGC) (FBI) 
IOB 2006-285 

b6 
b7C 

SECRETtfORCON.NOFORN 
RECOftt? xxxxx 

/ \ 

b6 
b7C 
b5 

Julie F. Thomas 
DGC, National Security Law Branch 
Office of the General Counsel 
Room 7975 

ffaxl b2 

DERIVED FROM: Multiple Sources 
DECLASSIFICATION EXEMPTION 1 
SECRET/jQftCON.NOFORN~ 

"7 V 

DERIVED ¿ROM: Multiple Sources 
DECLASSIFICATION EXEMPTION 1 
SECRET//ORfCÌS)N.NOFORN~ 

DERIVED FF 
DECLASSIFY 
SECRET//OF 

'M: Multiple Sources 
ÌATION EXEMPTION 1 
ON.NOFORN 

DERIVED F^OM^M ulti pie Sources 
DECLASSIFICATION EXEMPTION 1 
SECRET//QRCON.NOFORN~ 

NSL VIO-27159 



THOMAS, JULIE F. (OGC) (FBI) 

From: 
Sent: 
To: 

Ce: 

Subject: 

SECREhflfOFORN 
RECORD IÒB 2006-285 DECLASSIFIED BY 65179 DHH/KSE/JU 

ON 09-10-2007 

b6 
b7C 

Jul ieQ 

I have attached IOB 2006-285. This IOB concerns the 

b2 
b7E 
b6 
b7C 

b2 
b7E 
b5 

Assistant General Counsel 
National Security Law Branch 
Counterterrorism Law Unit I 
LX-1 3S-127 

b2 
b6 
b7C 

2006-285(2) .wpd 
(14 KB) 

IOB2006-285.wpd 
(21 KB) 

DERIVED FR^M^G-1 FBI Classification Guide G-1. dated 1/99. Foreign Government Information 
DECLASSIFYyQN: 20310627 ! 
SECRET/ZNOfrOftN 

1B4 NSL VIO-27163 



June 29, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, DC 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM) , entitled "Intelligence Oversight 
Board (IOB) Matter, CHICAGO DIVISION, IOB Matter 2006-285." (U) 

The LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and /or laws, Executive Orders, 
or Presidential Directives that govern FBI foreign 
counterintelligence and international terrorism investigations. 
(U) 

Should you or any member of your staff require additional 
information concerning this matter, or oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

ALL INFORMATION COBTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-20-2007 BY 65179 DMH/KSR/JU Julie F. Thomas 

Deputy General Counsel 

Enclosure 
Unclassified when detached 
from classified document. 

1 - The Honorable Alberto Gonzales 
Attorney General 
US Department of Justice 

NSL VI027206 



Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
US Department of Justice 
Room 6150 

1 - Ms. Julie F. Thomas 
1 - Ms. Mollie M. Loeffler 
1 - 278-HQ-C1229736-VIO 
1 - Inspection (IOB 2006-285) 

NSL VIO-27207 



All INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 09-20-2007 
CLASSIFIED BY 65179 DHH/KSR/JU 
REASON: 1.4 (C) 
DECLASSIFY ON: 09-2C-2032 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER [ I DIVISION 
IOB MATTER 2006-285 b2 

b7E 

(U) The Federal Bureau of Investigation's f 
reported thispotential IOB matter involving 

unauthorized receipt of telephone intercepts. 

] Division 

( S ) bl 
b2 
b7E 
b6 
b7C 

! S ) 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

( S ) 

bl 
b2 
b7E 
b6 
b7C 

X 

NSL VIO-27208 



(Rev. 01-31-2003) 

S$SÇET/0RC0N/N0F0RN 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Counterterrorism 

inspect: ion 
From: Office of General Counsel 

OGC/NSLB/CTLU I/3S-100 
Contact: UC 

Attn: 

Attn: 
Attn: 

Date: 06/29/2006 

ITOS I/CONUS II 
ucL Z Z L 
SSA 
IA 

b2 
b7E 
b6 
b7C 

(U) 

Approved By: Thomas Julie F 

Drafted By: 

Case ID "S: }£) 278-HQ-C1229736-VIO (Pending) 

(U) Title: ^ f INTELLIGENCE OVERSIGHT BOARD 
IOB MATTER 2006-285 

(U) synopsis: It is the opinion of the Office of the General 
Counsel that the above referenced matter must be reported to the 
Intelligence Oversight Board (IOB). Our analysis follows. 

< u > Derived 
Decla 

<U> 

(U) 

Reference 

DetaiIs: 
2006, the 

0n>-Qa/29/2031 

: ( ^ 278-HQ-C1229736-VIO Serial 1283 

(fejf By electronic rommuni rati pn (EC)dated April 3, 
V \ Field Office Î reported to the 

b2 
b7E 

Inspection Divisidn and the Oftice ot General Counsel (OGC) this 
potential IOB matter. 

i fg//MEM bl 
b2 
b7E 
b6 
b7C 

DATE: 09-20-2007 
CLASSIFIED BY 65179 DHH/KSR/JTJ 
REASON: 1.4 (C) 
DECLASSIFY OH: 09-20-2032 

$i6RET/0RC0N/N0F0RN 

ALL INF0RHATI0H CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE 

NSL VIO-27211 



U.S. Department of Justice 

Federa l Bureau o f Inves t iga t ion 

Washington, D. C. 20535-0001 

December 14, 2006 

BY COURIER 
Mr. Stephen Friedman 
Chairman AIL INFORMATION CONTAINED 
Intelligence Oversight Board HEREIN IS UNCLAÌ-SIFIED 
Room 50209 I ATE 08-29-2007 BY 65179/dmli/K3E/cak 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory finrlosm-rg entitled "Intelligence Oversight Board b 2 
(IOB) Matter, Division, IOB Matter 2006-49.0. " (U) b 7 E 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIO-27390 



(Rev. 01-31-2003) 

îjjRÉT SEi 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To: Inspection 

Counterterrorism 

Date: 12/28/2006 

Attn: Ms. 

( ü ) 

IUI 

(U)-

Internal Investigative 
Section, Room 1186 

Attn: AD 
Attn: SAC, CDC 

From: General Counsel 
Counterterrorism Law Unit II/LX-1 3S-100 

Contact: 

Approved By: 

Drafted By: 

Thomas. iTul i<=> F 

DATE: 08-29-2007 
ILA3SIFIED BY 65179/diah/ksr/cak 
REASON: 1.4 (c) 
DECLASSIFY ON: 08-29-2032 

b2 
b7E 
b6 
b7C 

ALL INFORHATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Case ID #: 278-HQ-C1229736-VIO (Pending) 

Title: (U) POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB 2006-336 

S y n o p s i s : T h e Division requested that the 
Office of the General Counsel (OGC) review a potential 
Intelligence Oversight Board (IOB) error and determine whether it 
is reportable to the IOB. It is the opinion of OGC that this 
matter need not be reported to the IOB. . Because the Office of 
Intelligence Policy and Review (OIPR) provided a preliminary 
letter of non-compliance to the Foreign Intelligence Surveillance 
Court (FISC), and out of an abundance of caution, OGC is 
reporting the matter to the IOB. OGC will prepare and deliver 
the necessary correspondence to the IOB. Our analysis follows. 

b2 
b7E 

!U! 
X Deri\te<F£0nT : G-3 

Declajuri^Qn: 12/28/2006 

Reference: 278-HQ-C1229736-VIO Serial 1396 
Details: (S) On 7/30/20011 iField Office f 
initiated a I I on I 

1 The 
nnm/ta-rl-pH -jp̂-i-i a 
U.S. person 

ÜBST Iwas 

The investigation on 
is a 

bl 
b2 
b7E 
b6 
b7C 

was 

SEJPET 

NSL VIO-27404 



THOMAS, JULIE F. (OGC) (FBI) 

From: 
Sent: 
To: 
Ce: 
Subject: 

SICRÈT7TOOF9RM_ 
RECORD xxxx 

Here is a revision ojj 

fâsl 
IOB 722 

(29TBJ 
vpd 

Tuesday, March 13,2007 2:17 PM 
(OGC) (FBI) 

THOMAS .III! IF p tnar. 

RE: IOB 2007-f22 

(FBI) 
OGC) (FBI 

IOB. She is not here this week so I did it. 

OGC) (FBI) 

b6 
b7C 

DECLASSIFIED BY 65179/dmh/kst/cak 
OH 08-29-2007 

—Original Message-
From: 
Sent: 
To: 
Cc: 
Subject: 

THOMAS, JULIE F. (OGC) (FBI) 
Sunday. Marrhll 7007 1:58 PM 

I l(OGC) (FBI) 

IOB 2007-722 
KOGC) (FBI OGC) (FBI) 

SECRETWNOEORN 
RECORD xxxx 

b2 
b5 
b6 
b7C 

Julie F. Thomas 
DGC, National Security Law Branch 
Office of the General Counsel 
Room 7975 

DERIVED FRbMytiiultiple Sources 
DECLASSIFICATION EXEMPTION 1 
SECRET//N0FORKK 

DERIVED FFEPMI^iiultiple Sources 
DECLASSIFICATION EXEMPTION 1 
SECRET//N0FORN 

NSL VIO-27411 



THOMAS, JULIE F. (OGC) (FBI) 

From: 
Sent: 
To: 
Subject: 

(OGC) (FBI) 
Monday, March 12, 2007 10:48 AM_ 
THOMAS, JULIE F. (OGC) (FBI 
RE: IOB 2007-728 

(OGC) (FBI) 

b2 
b7E 
b6 
b7C 
b5 

liLLKEI'/ZHOrORN-
RECORD xxxxx 

DECLASSIFIED BY 65179/dmh/ksr/cafc 
OH 03-29-2007 

Julie: I spoke with both the SA and SSA involved in this matter: both stated that they ran the NSL by their CDC's office.f I 

—Original Message— 
From: THOMAS, JULIE F. (OGC) (FBI) 
Sent: Sunday. Marrh 11 7007 1:05 PM 
To: I I (OGC) (FBI); 
Subject: IOB 2007-728 

(OGC) (FBI) 

OCGRET//NOrORN 
RECORD xxxxx 

Julie F. Thomas 
DGC, National Security Law Branch 
Office of the General Counsel 
Rnnm 7Q7S 

b2 
b7E 
b5 
b6 
b7C 

DEr ÌVep FROM: Multale Sources 
iKEXI DECLASfilFICATIO 

SECRET/7ftOFO »OFORrt 

M: Muìhpje i 

EXEMPTION 2 

DERIVED FROM: Mulftoje Sources 
DECLASSIFICATION EXÌSMPTION 2 
SECRET//NÓFORN 

7 NSL VIO-27413 



(Rev. 01-31-2003) 

SECRET 

DATE: 08-29-2007 
lLASSIFIED ÏY ¿5179 'daii'lisr/cak 
PEASON: 1.4 [;) 
DECLASSIFY ON: 08-29-2032 

FEDERAL BUREAU OF.INVESTIGATION 

!U) 

(U) 

Precedence: 

To: 

ROUTINE Date: 6/2/2007 

Attn: SAC 
ASACl 
CDC 
S SA 
SA 

Counterterrorism 

Inspection 

Attn: 

Attn: 

ITOS I, CONUS IV 

Ms 
Rm 11865 

IIS, 

From: General Counsel 
Natinr^l Rpniri f v T.flw Rranfh /CTT.TT TT/T.X-1 3S-100 

Contact: 

b2 
b7E 
b6 
b7C 

Approved By : Thomas J u l i e F 

Drafted By: 

CaseID #: 

Title: (U) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

t^j 278-HQ-C1229736-VIO (pending) 

Intelligence Oversight Board 
(IOB) Matter 2007-729 

S y n o p s i s : I t is the opinion of the Office of the General 
Counsel that the above referenced matter need not be reported to 
the Intelligence Oversight Board (IOB). Our analysis follows. 

(Ul 

Reference: 

( S ) 
278-

G—3 ' 
03/07/2032 

•136372 serial 127 
bl 
b2 
b7E 

Administrative: ( u ) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

D e t a i l s : B y electronic communication (EC) dated 02/22/2ÛÛ1 
b2 
b7E 

(278-HQ-C1229736 Serial 2211), Field Office 

NSL VIO-27419 



b6 
b7C 
b2 
b7E 
b2 

b6 
b7C 

bl 
b7A 
b2 
b7E 

b6 
b7C 
b2 
b7E 
b2 

b6 
b7C 
b2 
b7E 

^ Ë ^ E T 

From: 
Sent: 
To: 
Cc: 

c 
DATE: 11-20-2007 
CLASSIFIED BY 6Sl79/aoh/3tsr/cak 
PEASOH: 1.4 (C> <(J) 
DECLASSIFY OH: 11-20-2032 

• III I KT< bvm S PNRA IKCHKIH 

Subject: 
^ (l-UIJ 

(FBI) 
fi 1111 AM 

IfOGC) (FJÜ T n H 
RE: IOB 2006-227 

)N.NOFORN 
RECORD 278-HÓ-CT229 /3tf 

Hello-
All IBFOBKATIOH CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERtäflSE 

Here is the information you requested: 

Subject's name.l I 
Short synopsis: (U) WARNING: This report contains information that is Foreign 
Intelligence Surveillance Act (FISA)_derived. Per 50 U.S.C. section 1806(B) of 
the Foreign Intelligence Surveillance Act, recipients are reminded that this 
information, or any information derived from it, may only be used in a criminal 
proceeding with the advance authorization of the Attorney General. This 
information may not be disseminated to a foreign government with out the 
anthnrÏ7atinn nf thp Attnrnpv f̂ pnpral 
(S/NFJT 

Original Mg 
From: | 
Sent: 
To: 
Subject 

iSëflBësdfflLSâm 
IQGC) (FBI) 

205553:31 PM 
IOB 2006-227 Ï BI) 

SECRET//ORCON.NOFORN 
RECORD 278-HQ-C1229736 

Hi 

I am the attorney in NSLB v 
left for the| pffice. 

who has inherited this IOB from who has since 

I am close to finishing writing it up (the errors providers make are still being reported to the 
IOB but we hope to end that soon)~l just need to know who the subject was. The case name 
is on the EC but not the subject. 

NSL VIO-28073 



U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. James Langdon 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear Mr. Langdon: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2005 137 (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

DECLASSIFIED BT 65179 DHH/KSR/JB 
OH 11-30-2007 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIO-28572 



U.S. Department of Justice 

Federal Bureau of Investigation 

ET 

Washington, D. C. 20535-0001 

BY COURIER 

DECLASSIFIED BY 65179 DKH/KSR/JB 
Mr. Stephen Friedman OH 11-30-2007 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2006 209 (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 
Enclosure 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIO-28574 



U.S. Department of Justice 

Federal Bureau of Investigation 

sfoWÊT 
Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2006 227 (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

DECLASSIFIED BIT 05179 BHS/iiSR/<?B 
OH 11-30-2007 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIO-28576 



U.S. Department of Justice 

Federal Bureau of Investigation 

C 
Washington, D. C. 20535-0001 

BY COURIER 

DECLASSIFIED BY 65179 DHR/KSR/JB 
Mr. Stephen Friedman ON 11-30-2007 
Chairman 
Intelligence Oversight Board 
Room 502 0 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2006 228 (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIO-28578 



U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 DECLASSIFIED BY 65179 DHH/KSH/JB 
New Executive Office Building rjN 11-30-2007 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2006 230 (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 
Enclosure 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIO-28580 



U.S. Department of Justice 

Federal Bureau of Investigation 

rSSertST 
Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 

DECLASSIFIED £7 65179 DHH/KSR/JB 
ON 11-30-2007 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2006 248 (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 
Enclosure 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIO-28582 



U.S. Department of Justice 

F e d e r a l B u r e a u o f I n v e s t i g a t i o n 

Washington, D. C. 20535-0001 

March 8, 2006 

Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
New Executive Office Building - Room 5020 
Washington, D.C. 20503 

This letter forwards for your information a self-explanatory 
enclosure entitled "Intelligence Oversight Board (IOB), 
Philadelphia Division, IOB Matter 2006-257." (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

DECLASSIFIED BY 65179 DHH/KSR/JB 
Dear Mr. Friedman: OH 11-30-2007 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

^efi^f 

ISISL VIO-28584 



U.S. Department of Justice 

Federal Bureau of Investigation 

JSES 

Washington, D. C. 20535-0001 

BY COURIER 

DECLASSIFIED BY MH/KSK/iB 
Mr. Stephen Friedman OH U-30-20D7 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 
Enclosed for your information is a self-explanatory 

memorandum entitled "Intelligence Oversight Board Matter 
2006-280." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 
Enclosure 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIO-28586 



U.S. Department of Justice 

Federal Bureau of Investigation 

sj 
Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

DECLASSIFIED BY 66179 DHK/KSR/JB 
OB Ï1-30-20Q7 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-289." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

SEpR^T^ 

NSL VIO-28588 



U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman DECLASSIFIED BY 65179 DHH/KSR/JB 
Chairman OH 11-30-2007 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-315." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
( U ) 

Enclosure 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIO-28590 



U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

DECLASSIFIED BY 65179 DHH/KSR/JB 
OH 11-30-2007 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-316." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 
Enclosure 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIO-28592 



U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwêst 
Washington, D.C. 

DECLASSIFIED BY 65179 
OH 11-30-2007 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-329." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

DeriA 
DeçJ 5n: 20 

e Sources 

NSL VIO-28594 



U.S. Department of Justice 

Federal Bureau of Investigation 

S&SKÈT 
Washington, D. C. 20535-0001 

BY COURIER 

DECLASSIFIED BY 6SJ.79 DMH/KSR/JB 

Mr. Stephen Friedman 0* U-30-a>07 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-341." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 
Enclosure 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIO-28596 



U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

D E C U B I T O » BT 65179 MSf/KSB/ifB 
Q» H-30«*t)&7 

Dear Mr. Friedman: 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-365." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guideli nes for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIO-28598 



U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-280." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

r«eu8sira& a* a s m t>m/K$Rjt% 
am 11-28-200? 

NSL VIO-28703 



U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2007-733." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 
Enclosure 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

ùtchàssirmt m esi7s tm/v$ft/tfe> 
o» 

^gSRQir 

NSL VIO-28705 



(Rev. 01-31-2003) 

S E 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To: 

ROUTINE Date: 05/05/2006 

b2 
b7E 
b6 
b7C 

Counterintelligence 
Inspection 

Attn: 

Attn: 
Attn: 

E 
SAC 
ASA< 
S S A [ 

? 
CD-2B, SSA 
IIS, CRS 

From: Office of the General Counsel 
NSLB/CILU/Roora_LaAi 
Contact: AGC I 

Approved By: 

Drafted By: 

(U) Case ID' t: X 
(U) 

202-324 

DATE: 11-20^007 
ciasarme by esm dmh/ksr/jb 
PEAS0K: 1.4 (c) 
DECUSSI*"? QV: 11-28-2032 

27 8-HQ-C122 97 36-VIO Serial 1289 (Pending] 

Title r X INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-289 

(U) synopsis: j>( It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. A U mFORHATIOlI CONTAINED 

_ _ _ _ _ HEPEIK IS UNCLASSIFIED EXCEPT 
(U) DEMVED-J£RMI^<----I3:;R3 WHERE SHOWH OTHERWISE 

JiecAasSTfyoir: 25X1, 

Reference: :s) 

bl 
b7A 
b2 
b7E 
b4 
b7D 

(U) Details: M - By electronic c 
¡Field Office 

nl-inn fETj) dated 03/29/2006, 
reguested that OGC 1 review the facts of the captioned matter and determine whether it 

warrants reporting to the IOB. In our opinion, it does. Our 
analysis follows. 

<U> On 11/23/2004, a | |case agent 
submitted a National Security t.pTT?r*"n7?TT RppVinrr telephone toll 
billing records of a certain target to 

^h^CRET 
T Due to a 

NSL VIO-28718 



U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-289." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 
Enclosure 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

DECIiMS ÎFÏ1E&- m 55173 SKS/KSR/ÎÔ 
GJÏ 11-28-2007 

NSL V I O - 2 8 7 2 2 



TNTF.TJ.TGF.NCF. OVERSIGHT BOARD (IOB) MATTER 
I | FIELD OFFICE b 2 

IOB MATTER 2006-289 (U) b7E 

M X By electronic communication dated March 2 9, 2006, 
the Federal Bureau of Investigation (FBI)|^ ~|Field 
Office reported that, on November 23, 2004, the FBI submitted a 
National Security Letter (NSL) seeking telephone toll billing 
records relating to a certain target to I I Due to a b2 
typographical error, the telephone number on the NSL was b 7 E 
erroneously transcribed. On February 4, 2005, the telephone 
records were opened and it was determined that they were not the 
target's records. 
telephone records. 

immediately ceased review of the b7D 

(U) Due t o the incorrect number stated in the NSL, the 
FBI received telephone toll billing records pertaining to a 
telephone number that was neither under investigation nor related 
to an investigation. The error was discovered upon receipt of 
the information, and the records were neither reviewed nor used 
for any investigative purpose. Despite the inadvertent nature of 
the mistake, the fact remains that information was improperly 
collected on a telephone number unrelated to an investigation. 
The overcollection was a violationl |of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection. Thus, the 
matter is being reported to the IOB. 

(S) 

Mcussxfxei> m MH/KSB/JB 
Qlf li-28-200? 

NSL VIO-28726 



(Rev. 01-31-2003) 

SEGEUU? 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 06/15/2006 

b2 
b7E 
b6 
b7C 

b4 
b7D 
b6 
b7C 

To: 
DATE 5 XI ̂ŝ flŵ r 
CLASSIFIED BY 65179 DHH/K3R/JB 
REASÛS: 1.4 (c) 
DECLASSIFY ON: 11-28-2032 

Counterintelligence 

Inspection 

Attn: 

Attn: 

SAC 
CDC 
SSAf 
SA 
CD-2A. 
UC 
SSI 

Attn: IIS, CRS 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact: 

Approved. By: 

Drafted By: 

ALL IHTORJTCATIOii C0STAXMED 
HEfiEIU 13 UNCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE 

M Case ID #: 278-HQ-C1229736-VIO Serial 1424 (Pending] 
(U) -Title-: i f r f INTELLIGENCE OVERSIGHT BOARD 

MATTER 2006-347 
:u) Synqps±s"7 It is the opinion of the Office of the General 

Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) 

(U) Admlnistrative: 
information from 

This electronic communication (EC) contains 
he following documents: (1) a conv n-F thp 

National Security Letter (NSL) dated 01/20/2006 to| | 
(2) a copy of the EC dated bl/^b/2U06 

forwarding the NSL to 
i-hg rampi-' and (3) 

Field Office 
IOB matter. 

|Field Division to be served on 
conv of the F,C dated 06/01/2006 from the 

to OGC reporting a potential 

""sïfcRçy 

NSL VIO-28736 



(Rev. 01-31-2003) 

IC^T SECIQ^T 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

10) 

(U) 

b2 
b7E 

iaj 

Precedence: ROUTINE 

To : 

Date: 12/12/2006 

Attn: 

Counterintelligence 

Inspection Division 

SSA C3IU-1 

IIS , CRS 

From: Office of the General Counsel 
MdT P/PTT H/P^rn 1 Q AH 
Contact: AGC 

Approved By: Thomas Juli p F 

202-324 

Drafted By: 

(U) -Ca-s-e-iD-ih iXj 278-HQ-C1229736-VIO (Pending) 

•Title-: )*<} INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-532 

"Synopsis-:-
the Office of 

The loffice I ^requested that 
he General Counsel (OGC) review an incident and 

determine whether it warrants reporting to the Intelligence 
Oversight Board (IOB). It is the opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the IOB. 

iff) M Der 
îsify On 

Admi-n-i-s-t-r-at-i-ve-î This electronic communication (EC) contains 
information from: the EC dated 10/25/2006 from| "[to OGC 
reporting a potential IOB matter. 

Reference;....--)^ 27 8-HQ-C122 9736-VIO 

ALI INFORMATION CONTAINED 
HEPSIff IS UNCLASSIFIED EXCEPT 
WHERE SHOOS OTHERWISE 

DATE: 12-03-2007 
CLASSIFIED BV 65173 Dffl/KS&fJB 

T REASON: 1,4 (c) 
DECLASSIFY ON: 12-03-2032 

NSL VIO-30918 



(Rev. 01-31-2003) 

E ^ T SECRET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

( U ) 

b2 
b7E 
bl 

Precedence: ROUTINE 

To : 

Date: 02/05/2007 

Attn: IIS 
A/C Düf 

1 

Counterintelligence 

Inspection 

Attn: CD-2 

Attn: IIS, CRS 

From: Office of the General Counsel 
N.ÇT.R / HTT.l T / Rnrori 7947 
Contact: AGC| | 202-324-

Approved By: Thomas Julie F 

Drafted By: 

(U) Ca-S-e-TD-f: 278-HQ-C1229736-VIO Serial 2037 (Pending] 

(U) Ti-ti-e-r INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-640 

"Synopsis"": It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(u; Deri 
:y On 

'U ) ..Adminis-tra-t-i-v©--: This electronic communication 
information from the EC dated 01/04/2007 from the 
Office I I to OGC reporting a potential I 
Reference : 

to OGC reporting a potential 

(S) X I 

[EC) contains 
B matter. 

(U) Details": By EC dated 01/04/2007, requested that 
OGC review the facts of the captioned matter and determine whether 
it warrants reporting to the IOB. As explained below, in our 
opinion, the FBI is not required to report this matter to the IOB. 

ALL XHF0RHATI0N CONTAINED 
HEKEIH IS UNCLASSIFIED EXCEPT 
WHERE SHOWB OTHERWISE 

SEb^ET DATES 12-03-2007 
CLASSIFIED BY 65179 DK&/KSR/3B 
REA30H: 1.4 ¡c) 
DECLASSIFY OCT: 12-03-2032 

NSL VIO-30922 



(Rev. 01-31-2003) 

SE1 

FEDERAL BUREAU OF INVE TION 

b2 
b7E 
b6 
b7C 

(U) 

Precedence: 

To: 

IMMEDIATE Date: 03/22/2007 

Attn: SAC 
ASAC-
SS^-
SA 
SA 

Counterintelligence 
Inspection 

Attn: 
Attn: 

CDC 
CD-I 
IIS, CRS 

From: Office of the General Counsel 

Case ID #: (U] 
<U) 

ÎU) 

Title: X 
I 27 8-HQ-C122 97 36-VTO (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-730 

Synopsis: 
requested 

- ̂  The| 
at the Office ot 

Field Office 
the General Counsel (OGC) review an 

incident and determine whether it warrants reporting to the 
Intelligence Oversight Board (IOB). It is the opinion of OGC 
that the incident does not need to be reported to the IOB. 
Rather, this electronic communication (EC) should be maintained 
in the control file for periodic review by Counsel to the IOB. 

b2 
b7E 

(U) Del 
D« )n 

Administrative: 
dated 2/21/2007 irom 
_LüS_jaa£ter, a phone conversation 

on 3/13/2007 and an email 

This F.r: rnntains information from the EC 
I to OGC reporting a notent.i al 

between author and SSA I I 
dated 3/15/2007 from SAI 

(S) Reference: 

b2 
b7E 
b6 
b7C 
bl 

ALL IHF0RHATI0W CONTAINED 
HEREIN IS UHCLASSIFIED EXCEPT 
MHEPI SHOWS OTHERWISE 

SECteT : SECHST PATE! 12-03-2007 
\ CLASSIFIED BY 65179 DHH/K3S./JB 

>PEA30B; 1.4 (cj 
DECLASSIFY OH: 12-03-2032 

NSL VIO-30941 



(Rev. 01-31-2003) 

SE C R ^ 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

b2 
b7E 

Precedence: ROUTINE 

To : 

Date : 2/21/2007 

Attn: 

Counterintelligence 

Inspection Division 

From: Office of the General Counsel 
NST.R /f!TT.I I / Rnnïïj 7947 
Contact: AGC 202-324-

b2 
b7E-

(U) 

Approved By: T h o r n s ,Tnl i p F 

Drafted By: 
Case.....I-D--#-: £ £ 

X 

Title: X i 

27 8-HO-C12297 36-VIO 
62 Fl [A8 94 55-IOB 

Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-683 

Synopsis The£ _Field Office 
Counsel (OGC) 

requested that 
review an incident and the Office of the General 

determine whether it warrants reporting to the Intelligence 
Oversight Board (IOB). It is the opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the IOB. 

(U) Deri 
:y On: 

(U) --"AdmiTristxatTve: This electronic communinati on 
information from: the EC dated 2/01/2007 from 
reporting a potential IOB matter. 

C) contains 
o OGC 

( U ) Re-f-e-r-ene-e-: 278-HQ-C1229736-VIO 

ALI IHFÛRKATIQIÎ COUTAI KEP 
HEREIH IS UNCLASSIFIED 2XCSPT 
WHEPJE SHOOT 0THEFHI3E 

DATE: 12-03-2007 
;T CLASSIFIED BY 6517$ 6HH/KSR/ÌB 

PEAS Gif: 1.4 (-) 
N DECLASSIFY OH: 12-03-2032 

NSL VIO-30957 



(Rev. 01-31-2003) 

5BSRE$ 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

Precedence: ROUTINE 

To: 

Date: 2/21/2007 

Counterintelligence 

Inspection Division 

Attn: 

Attn: 

Attn : 

CD-4 

IIS, CRS 

b2 
b7E 

(U) 

From: Office of the General Counsel 
M.qT.R/r-TT.H/Ron™ 7Q47 
Contact: AGC X 202-324-

Approved By: Thomas Julie F 

Drafted By: 
(U) -CasTTD-frr)?( 278-HQ-C1229736-VIO (Pending! 

( U ) -Ti-tl-e": INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-684 

(U) Synopsis : X Thel ^ Field Office [ 
the Office of the General Counsel (OGC) 

jrequested that 
the Office of the General Counsel (OGC) review an incident and 
determine whether it warrants reporting to the Intelligence 
Oversight Board (IOB). It is the opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the IOB. 

(u; Dern 
Dc :y On: 

••Adm-i-nis-tra-t'i-ve-: This electronic communi 
information from: the EC dated 2/01/2007 from 
reporting a potential IOB matter. 

r* ca -i /~>r\ 

ÌEC) contains to OGC 

({J) Re-fe-renee-: 278-HQ-C1229736-VIO 

(UJ Details: By EC dated 2/01/2007, ¡requested that OGC 
review an incident and determine whether it warrants reporting to 

DECLASSIFIED BY 65179 DHH/KSB/JB 
OST 12-Ö5-2ÖÖ7 

NSL VIO-30973 



(01/26/1998) 

'^SEbl^T SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : 

Date: 3/8/2006 

Attn: 

b2 
b7E 
b6 
b7C 

Inspection Division 

Counterintelligence SSA 
CD-3B 

From: Office of the General Counsel 
National Security Law Branch/CILU/Room 7 975 

:| 202-324-Contact: 

Approved By: Thomas Julie 

Drafted By: 

INTELLIGENCE OVERSIGHT BOARD MATTER 2006-231 

'Case ;•:•> 278-HQ-C122 9736-VIO 

(U> -Title: 

(U) "Synopsis-: ^ ^ It i-s the opinion of the Office of the General 
Counsel ("OGC") that this matter must be reported to the 
Intelligence Oversight Board ("IOB"). OGC will prepare a cover 
letter and a letter head memorandum to report this matter to the 

Our analysis follows. IOB. 

bl 
blA 
b2 
b7E 

(U) X ; 

Reference: (S) 

ALI IHFORMATIQH CQHTAIÏIED 
HEBEIU 13 UNCLASSIFIED EXCHf 
WHERE 5H0VH OTHERWISE 

SE^R^T^ 
DATE: li-OS-aOO? 
CLASSIFIED BT 65179 PHH/KSR/JB 
P£A30W: 1.4 [c) 
DECLASSIFY OH: 12-05-2032 

NSL VIO-31004 



SEC 

I N T E L L I G E N C E OVERSIGHT B O A R D (IOB) M A T T E R b 2 

I IDIVISION b 7 E 
IOB M A T T E R 2006-231 (U) 

(U J Th<| " d i v i s i o n of the Federal Bureau of Investigation has reported a possible b 2 
violation in conjunction with an ongoing counterintelligence investigation. By electronic b 7 E 
communication ( E C ) dated 12/19/2003 lequested FBI Office of General Counsel review of 

b 1 this possible IOB error. The following facts are derived from this EC. 

k 7 A ^ ^ I 1 
b 2 i j ^ C g i 9/9/2005, FBl | brep»r~* » t ( M g T ) •"'jjflfljii 

/ subscriber mFormation for telephone numben r h e N S L was served t | | 
b 7 E | jon 9/28/2005 by FBB I 

b 7 D ^ ^ O n 12/15/2005, F B I Idiscovered that the original N S L dated 9/9/2005 b 2 
i . inadvertently requested information for the wrong telephone number. Subscriber information was b 7 E 
\ ¡5 J ^requested for telephone number] | however, the correct telephone number was ^ ^ 

L - J b 7 A 

(U) ^jfi^In this case, this matter must be reported to the IOB because FBI "Teauested 
information on a number that had no relevance to an ongoing investigation as required by statute. 
This error was compounded by the fact that the results from this NSL were documented in an EC b 2 
and subsequently entered into the FBI'sj jdatabase. b 7 E 

(U) Based upon these facts, in accordance with the N S I G and the terms implementing the 
reporting requirements of Section 2.4 of E O 12863, it is our opinion that this error must be reported 
to the IOB. 

ALL IHFORMATION CONTAINED 
HEBEIB IS UNCLASSIFIED EXCEPT 
WHERE SH0WH OTHERWISE 

S E b R ^ 
DATE: 12-05-2007 
CLASSIFIED BY 6517? DHH/KSR/JB 
PEASOH: 1.4 (c) 
DECLASSIFY OK: 12-05-2032 

NSL VIO-31008 



U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

March 8, 2006 

Mr. Stephen Friedman 
Chairman Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 
Dear Mr. Friedman: 

This letter forwards for your information a self-explanatory 
enclosure entitled "Intelligence Oversight Board (IOB), Matter 
2006-231." (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

DECE4̂ 8XFIES> BT S5Ì7& M®/K$k/ZB 
OS 1 2 - 0 5 - 2 0 0 ? 

NSL VIO-31009 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

b2 
b7E 

(U) 

Precedence: ROUTINE 
To: 

Date: 12/12/2006 
Attn: SAC 

CDC 
SA 

Counterintelligence Attn: SSA 
Inspection Division Attn: IIS, CRS 

From: Office of the General Counsel 
NSLB/CILU/Room 7 947 
Contact: AGCf 202-324-

(Ü ) 

Approved By: Thomas Julie F 

Drafted By: 
"Ca'sè'""ï'D—#--:-- 278-HQ-C1229736-VIO (Pending! 

(U) • Ti'fcl-e: J^J 

Synopsis-: ^ The 

INTELLIGENCE OVERSIGHT 
MATTER 2006-582 

BOARD 

I Field Office ounsel (OGC) 
^requested that 

(Ü) 

ÎU) 

(U) 

the Office of the General counsel (OGC) review an incident and 
determine whether it warrants reporting to the Intelligence 
Oversight Board (IOB). It is the opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the IOB. 

(U) ueriveeWj^i 

AdrnTnTstraTl've': This electronic communication 
information from: the EC dated 10/30/2006 from 
reporting a potential IOB matter. 
••Referent:«: -jjŝ  278-HQ-C1229736 -VIO 
"Deta-i-l-s-: By EC dated 10/30/2006,1 Irequested that OGC 
review an incident and determine whether it warrants reporting to 

_EC) contains 
" to OGC 

ALL IHF0RKATIQS CONTACTED 
HEFEIff IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DATE: 12-05-3007 
CLASSIFIED BY 65179 DHH/KSR/JB 
REASON: 1.4 (c) 
DECLASSIFY OH: 12-05-2032 

NSL VIO-31011 



b6 
b7C 

xxxx 

IOB2007-683.wpd IOB2006-684.wpd 

,~l b6 
Assistant General Counsel b7C National Sesmhty Law Branch 
202-32^ I b 2 

Original • 
From: I VOGC) (FBI) 

It! FHriau F»hm»v7^ 7 10:23 AM 
To: ' . " P ^ (FBI) 
Sent: _ FHriau F»hm»v 71 inCp 10:23 AM 

b 6 Subject: IOB 2007-| _ J 

b 7 C UNCLASSIFIED 
NON-RECORD 

DECUSSîm» Br 65175 Pm/KSR/tB 
OH 12-Q5-ZÛO? 

Julie has signed these lOBs. Please submit to me all necessary electronic copies for 
uploading into ACS. Thanks. 

2/23/2007 

UNCLASSIFIED 

^ERWEDLEROM : Multlpl&SoflTgeT 
DECLASSIFlSCT«QXEMPTION 1 
SECftgl— "— 

NSL VIO-31033 



ALI. [HFORHATIOH COUTAIHED 
HERE IB IS IJHCLA3SIFIED 
WHERE SHOW OTHERWISE 

(Rev. 01-31-2003) 

SEC&S^ 

FEDERAL BUREAU OF INVESTIGATION 

DATE: 12-05-2007 
CLASSIFIED BY 65179dmh/k3E/aa* 
PEASOH: 1.4 (c> 
DECLASSIFY OT: 12-05-2032 

b2 
b7E 
b6 
b7C 

Precedence: ROUTINE 

To: Counterterrorism 

Inspection 

Date : 03/15/2006 

Attn: Assistant Director 

Attn: Internal Investigation 
Section 

Attn: SAC, CDC 
From: General Counsel 

National Security T.aw Rranr.h 
Contact: SSA 

Approved By: 
Drafted 

MCase ID-
T 

Thomas Julie F 
By: I" 

# M 

( U ì - X 
27 8-HQ-C122 97 36-VIO Pending) 

(JÜUUTklUTklkUOUlüM H1V1Ü10N 
INTERNATIONAL TERRORISM OPERATIONS SECTION 
SSA 
JLEÛ. ]ÖIVISION 
PUyyiÜLtl INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB #2006-0250 

Synopsis: (U) To report opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB) and to the FBI's Inspection 
Division. OGC will prepare and deliver the required 
correspondence. Our analysis follows. 

(U) -C X DërïT 
Declj Jn: 

Reference• ...-pSQ 278-HQ-C1229736-VIO Serial 104 

iU> 

SE' 

NSL VIO-31102 



DATE; 12-05-2007 
CLASSIFIED BY 65179aiah/3tsr/aaj ALL IKFOKHATIQli COSTAIMED 

a n. „ REASON: 1.4 <c) HEREIN IS UNCLASSIFIED EXCEPT 
* DECLASSIFY OH: 12-05-2032 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Counterterrorism 

b2 
b7E 
b6 
b7C Inspection 

Attn: 

Attn: 

Attn: 

Attn: 

Date: 12/20/2006 

ITOS 1, CONUS 4, TEAM 15 

SSÄ 
SA 
CDC? 

SA l 
CDC 

IIS 

From: Office of the General Counsel 
KTCiT.R/r-TT.in /T.Y1 P̂ r,™ 
Contact: UC1 

Approved By: Thomas Julie F 

Drafted By: 

(U) Case...ID #: 

(U)-

(U) 

Title: 

27 8-HQ-C122 97 36-VIO (Pending) 

TELLIGENCE OVERSIGHT BOARD 
MATTER 2006-0298 

Synopsis: -QSi It is the opinion of the Office of the General 
JC) rhat this matter is not reportable to the 

Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) M Dér3 
Deel as in: 1220 

(U) Reference: 

(U) g requei 

278-HQ-C122 9736-VIO serial 1152 

Details.: J^L The referenced serial from Counterterrorism 
Division i^equ^sted that OGC review the facts of the captioned 
matter and determine whether it warrants reporting to the IOB. As 
explained below, in our opinion, the FBI is not required to report 
this matter to the IOB. 

NSL VIO-31106 



ALL INFORMATIOH COBTAINED 
HEKEIIÎ IS UNCLASSIFIED EXCEPT 

SHOWN OTHERWISE 
(Rev. 01-31-2003) 

DATE: 12-05-2007 
CLASSIFIED BY S5179dmhAsi:/aaJ 
REASON; 1.4 (c) 
DECLASSIFY ON: 12-05-2032 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

Precedence: ROUTINE 

To: 

Date: 12/18/2006 

Counterterrorism 
Inspection 

Attn: 

Attn: 
Attn: 

ITOS I/CONUS 2/Team 7 
IIS 

From: Office of the General Counsel 
NSLB 
Contact: AGC 

Approved. By: Thomas Julie F 

bl 
b2 
b7E 

Drafted By: 
(U) -Case 

(U) 

(U) 

Title ; X 
is: 
ted fha-T" 

27 8-HQ-C122 97 36-VIO (Pending) 
'(S) I "I (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
(IOB) MATTER 2006-319 

Thef J Division ..Synopsis-: . . 
requested t'natsthe Office of General Counsel (<J(i(J) review a 
potential IOB error and determine whether it is reportable to the 
IOB. It is the opinion of the OGC that this matter need not be 
reported to the IOB. 

b2 
b7E 

<U) x> 
( U ) 

L8/2031 
278-HQ-C1229736-VIO Serial 1385 Rëferenca:^^) 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect. 
Details 

( U ) 2"006, the ; X By electronic communication(EC) dated May 16, Office reported a possible IOB error in 

SEC^J^ 

NSL VIO-31121 



ALI, INFORCATI OK CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE 

(Rev. 01-31-2003) 

PATE: 12-07-2007 
CLASSIFIED BY 65179dah./3i3r/aa) 
REASON: 1.4 (c) 
DECLASSIFY OH: 12-07-2032 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

(0) 

(Ü) 

Precedence: ROUTINE 

To: 

Counterterrorism 

Inspection 

Date: 12/28/2006 

Attn: SAC 
CDC 

Attn: ITOS 1, CONUS 4, TEAM 16 

Attn: IIS 
From: General Counsel 

NSLB/ Conntprl-erroH sm T.aw Unit #1/T,X1-3^119 
Contact: UC | r 

bl 
b2 
b7E 
b7A 

Approved By: Thomas Julie F 

Drafted By: 
Casé TD 

Title.:. 

#: > C 278-HO-C1229736-VIO Pending) 
(Pending) 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-322 

:IOBI 

Synopsis: It is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter need not be 
reported to the IOB. Our analysis follows. 

m x Derive* 
Declass 

Reference: 278-HQ-C1229736-VIO Serial 1365 
A d m i n i s t r a t i v e : T h i s document contains information obtained 
or derived from an electronic surveillance or physical search 
conducted under the Foreign Intelligence Surveillance Act 
("FISA"), 50 U.S.C. Section 1806(b). Such information shall not 
be used in any criminal or administrative proceeding, including 
grand jury proceedings and warrant affidavits, without the prior 
written approval of the Attorney General of the United States. 
U.S. Person FISA derived information may not be disseminated to a 
foreign government without the prior written approval of the 
Attorney General of the United States. 

'"I I I I I I IflPFnïïTI __ 

NSL VIO-31125 



(Rev. 01-31-2003) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
iiIHÊKE SHOHH OTHERWISE 

""nil miiiTîfKiïiiiTii'îiTnrririii 

FEDERAL BUREAU OF INVESTIGATION 

DATE: 12-07-2007 
CLASSIFIED BY 6S179dah/3t»r/aaj 
REASON: 1.4 (c) 
DECLASSIFY 0»: 12-07-2032 

b2 
b7E 
b6 
b7C 

Precedence: ROUTINE 

To: 1 ] 

Counterterrorism 
Inspection 

Date: 

Attn: 

Attn: 
Attn: 

12/21/2006 

ITOS 1/ CONUS 2, TEAM 7 
IIS 

(U) 

(Ul 

(CT)' 

From: Office of the General Counsel 
NSLB/CTLU1/ LX1 Room 3S119 
Contact: UC| 

Approved By: Thomas Julie F 

Drafted By: 

(Ul --Gase• IO # : .278-HQ-C1229736-VIO (Pending! 

(U) .Title: INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-0323 

Synopsis: - I f is the opinion of the Office of the General 
Counsel (0£c)N:hat this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

Reference: 

U) ~"ÌH'i I Wi'iH Fl um : < 

278-HQ-C122 9736-VIO Serial 1384 
Administrative.: ^ This document contains information obtained 
or derived from in electronic surveillance or physical search 
conducted under the Foreign Intelligence Surveillance Act 
("FISA"), 50 U.S.C. Section 1806(b). Such information shall not 
be used in any criminal or administrative proceeding, including 
grand jury proceedings and warrant affidavits, without the prior 
written approval of the Attorney General of the United States. 
U.S. Person FISA derived information may not be disseminated to a 

IU1T / / OHOOM/1IOPQITM-

NSL VIO-31130 



DATE: 12-07-2007 
CLASSIFIED BY 6S179dBh/k3K/iiiai A U INFORMATIOH CONTAIHED 

m „, ,, KFÂ KTH- 1 i fri HERE IM IS UHCLA3SIFIED EXCEPT (Rev. 01-31-2003) WiASUW. 1.1 (c) <,wnuM nTHirijr,rr«w DECLASSIFY OH: 12-07-2ÌÌI WHERE SHOHH OTHERWISE 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

b2 
b7E 
b6 
b7C 

Counterterrorism 

Inspection 

Date: 12/28/2006 

Attn: SAC 
CDC 

Attn: ITOS 1, CONUS 4, TEAM 13 

Attn: IIS 
From: General Counsel 

M.qT.B/^nnt-crtprrnri^m T.au llni^ #1/T.Y1 1 Q 
Contact: UC 

Approved By: Thomas Julie F 

Drafted By: 
jJJJ Case. ID #: 

(U) Title: ^ 

27 8-HQ-C122 97 36-VIO (Pending) 
278-TT-C136372 (Pending) 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD (IOB] 
MATTER 2006-358 

(U) Synopsis: It is the opinion of the Office of General 
Counsel (OCC) that the above referenced matter need not be 
reported to the IOB. Our analysis follows. 

(U) <x 
Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect 8. 

Reference: 278-HQ-C1229736-VIO Serial 1425 
(Ü) -

b2 
b7E 

Details: -j^T By electronic communication f_F.C) dated Mav 18. 2006 
(cited beî^w^,1 the | | Division 

(U) See EC from theQ JDivision to the Inspection 
Division and General Counsel, dated May 18, 2006, Case ID# 278-HQ-C1229736-
VIO Serial 1425, titled "INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR" 

SE 

NSL VIO-31134 



(Rev. 01-31-2003) 

ALI IHFDPJÏATI0U CONTAINED 
HEREIM IS UNCLASSIFIED EXCEPT 

WHERE SHOWN OTHERNXSI 

" I I III I/TTliiFntTL 

DATE: 12-07-2007 
CLASSIFIED BT 6S179i3«h/kst /maj 
REASON: 1.4 le) 
DECLASSIFY OH: 12-07-2032 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

<U) -

( U Î 

(UÌ 

(U) 

(U) 

( ü ) -

Precedence: ROUTINE 

To: 

Date: 12/20/2006 

Counterterrorism 

Inspection 

Attn: SAC 
CDC 

Attn: ITOS 1, CONUS 2, TEAM 5 

Attn: IIS 
From: Office of the General Counsel 

N S L B / C T L U I / L X I R O O M A M I ? 
Contact: UCI 

Approved By: Thomas Julie F 
Drafted By: j 
Case ID #: 278-HQ-C1229736-VIO (Pending] 

..T.iitfX̂.1 :X INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-0364 

Synopsis.:....,̂ £Sŷ ' It is the opinion of the Office of the General 
-Counsel (Of?C) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

Reference.;.. 

X ;om G-j Jëî 
Decias 

278-HQ-C1229736-VIO serial 1454 

b2 
b7Ej) 

Administrativei^gf^ This document contains information obtained 
or derived from an electronic surveillance or physical search 
conducted under the Foreign Intelligence Surveillance Act 
("FISA"), 50 U.S.C. Section 1806(b). Such information shall not 
be used in any criminal or administrative proceeding, including 
grand jury proceedings and warrant affidavits, without the prior 
written approval of the Attorney General of the United States. 
U.S. Person FISA derived information may not be disseminated to a 
foreign government without the prior written approval of the 
Attorney General of the United States. _ 
Details.: ^ ^ ^ ^he referenced serial fromf"*" ¡requested 
'"that OGC review the facts of the captioned matter ana determine 

n L sa 

""li I I I I Ni'lMlill M 

NSL VIO-31138 



DECLASSIFIED BY 65i79diüh/)iSE/aaj 
OB 1Z-G7-2Q07 

U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-0364." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIO-31144 



(Rev. 01-31-2003) 

DATE: 12-07-2007 
CLASSIFIED BÏ 65179dtth/ksr,'aa 
REASOH: 1.4 (c) 
DECLASSIFY OM: 12-07-2032 

epr^prnZ/VT^ppij 

FEDERAL BUREAU OF INVESTIGATION 

ALL IHFORHATIOH COMTAIKED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

b2 
b7E 
b6 
b7C 

Precedence: ROUTINE 

To: 

Counterterrorism 

Inspection 

Date: 

Attn: 

Attn: 

Attn: 

12/22/2006 

SAC 
CDC 

ITOS 1, CONUS 2, TEAM 7 

IIS 

(13) 

(Ü) 

(U) 

<u> 

From: Office of the General Counsel 
NSLB/CTLU1/ T.X1 Room 3S1 1 9 
Contact: UC| 

Approved By: Thomas Julie F 

Drafted By: j 
•Gase--XD.--#.:-...^g<^278-HQ-C1229736-VIO ( Pending) 

Title^---2^XS4<3NTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-0387 

.Synopsis: It is the opinion of the Office of the General 
Counsel (OGc)N:hat this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

( U ) 

(Hi-

gram 
Declassà^P^r^Sûail 222 

Reference: y^) 278-HQ-C1229736-VIO serial 14 90 
Administrative; MSf This document contains information obtained 
or derived from<^an^electronic surveillance or physical search 
conducted under the Foreign Intelligence Surveillance Act 
("FISA"), 50 U.S.C. Section 1806(b). Such information shall not 
be used in any criminal or administrative proceeding, including 
grand jury proceedings and warrant affidavits, without the prior 
written approval of the Attorney General of the United States. 
U.S. Person FISA derived information may not be disseminated to a 
foreign government without the prior written approval of the 
Attorney General of the United States. 

I 11 11 i'wnirnnTT _ 

NSL VIO-31146 



(Rev. 01-31-2003) 

ALI IH FORMATI OU COlîTAIITED 
HEBE1H IS UHCLASSinED EXCEPT 
W3EHE SHOW» OTHERWISE 

FEDERAL BUREAU OF INVESTIGATION 

DATE: 12-07-200? 
CLASSIFIED BT 6S179dtth/ksE/majÉ 
REASOK: 1.4 (ci 
DECLASSIFY OHÎ 12-07-2032 

b2 
b7E 
b6 
b7C 

<0) 

(Ü)-

(U) 

Precedence: ROUTINE 

To: 

Counterterrorism 

Inspection 

Date: 12/22/2006 

Attn: SAC 
CDC 

Attn: ITOS 1, CONUS 2, TEAM 7 

Attn: IIS 

From: Office of the General Counsel 
NSLB/CTLU1/ T,X1 Room 3.qn 9 
Contact: UC 

Approved By: Thomas Julie F 
Drafted By: 

(U) Case ID... #.:.... 

Title; X1 
-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-0387 

(U) Synopsis-:- It is the opinion of the Office of the General 
1 [OGC] th Counsel (OGC) that this matter must be reported to the 

Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

(U) 

Reference: X 

Der 
Deci 

278-HQ-C1229736-VIO serial 1490 
Administrative: This document contains information obtained 
or derived from an electronic surveillance or physical search 
conducted under the Foreign Intelligence Surveillance Act 
("FISA"), 50 U.S.C. Section 1806(b). Such information shall not 
be used in any criminal or administrative proceeding, including 
grand jury proceedings and warrant affidavits, without the prior 
written approval of the Attorney General of the United States. 
U.S. Person FISA derived information may not be disseminated to a 
foreign government without the prior written approval of the 
Attorney General of the United States. 
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S E ^ T 

TMTF.T.T.TpF.Mi-F. OVF.R STfiHT BOARD (IOB) MATTER b 2 
I TFTF.T.N OFFICE B 7 E 

IOB MATTER 2006-387 (U) 

By electronic communication dated July 5. 2006, 
the Federal Bureau of Investigation (FBI)| | Field 
Office reported that the FBI and the Office of Intelligence 
Policy and Review (OIPR) inadvertently included an email account 
not associated with the FBI subject in a Foreign Intelligence 
Surveillance Act (FISA) application. This resulted in I 1 

\ lwaa not associatprl with the FRT subject. The 
[material was sequestered and will be 

filed with the Foreign Intelligence Surveillance Court. 
iUi"""-̂ EflgL̂ The Attorney General's Guidelines for FBI National k^^ 

Security Investigations and Foreign Intelligence Collection 
(NSIG) provide that authorized investigative techniques for^ m 
national security investigations I 

C Jhat was not associated with the FBI 
subject violated the NSIG. Thus, the matter is being reported to 
the IOB. 

DECLASSIFIED BY 65179 dmh/Jisr/aa] 
0» IC-i.9-2007 

NSL VIO-31156 



DECLASSIFIED BY 65X79dmh/)?sr/aa3 
OH 12-07-200? 

U .S . Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-0387." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIO-31157 



ALL INFORMATI COT CONTAINED &ATEi 12-07-200? 
HEREIN IS UNCLASSIFIED EXCEPT CLASSIFIED BY 6S179dmh/lf st/aaj 
WHERE SHOWN OTHERWISE REASON: 1.4 (c> 

(Rev. 01-31-2003) DECLASSIFY Oïl; 12-07-2032 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date: 12/20/2006 

b2 
b7E 
b6 
b7C 

Counterterrorism 

Inspection 

Attn: SAC 
CDC 

Attn: ITOS 1, CONUS 2, TEAM 6 

Attn: IIS 
From: Office of the General Counsel 

NRT.R/CTT.IM /T.Y1 Room 3S11 Q 
Contact: UC 

Approved By: Thomas Julie F 
Drafted By: 

(U) cas e m * : X 278-HQ-C12297 36-VIO (Pending) 

(U> 
Title: INTELLIGENCE OVERSIGHT BOARD 

MATTER 2006-0399 

Synopsis.v- -^S^ It is the opinion of the Office of the General 
(U) Counsel (OGC) that this matter is not reportable to the 

Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) 
<U) Reference 

X 
: x 278-HQ-Cl2297 36-VIO serial 1505 

b2 
b7E 

Details: The referenced serial from! I requested 
that OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. As explained below, in 
our opinion, the FBI is not required to report this matter to the 
IOB. 

bl 
b2 
b7E 
b6 
b7C 

S^CR ICRET 

NSL VIO-31159 



Alt INFORMATION COBTAINED 
HEREIN IS UNCLASSIFIED EXCEPT DATE: IS-07-200? 
WHERE SHOOT OTHERWISE CLASSIFIED BY 65179dmh/kS£/B>(Si 

(Rev. 01-31-2003) REASON: 1.4 <c) 
V rEClASSIFY OBT: 12-07-2032 
SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To 

b2 
b7E 
b6 
b7C 

Counterterrorism 

Inspection 

Date: 12/20/2006 

Attn: SAC 
CDC 

Attn: ITOS 1, CONUS 2, TEAM 6 

Attn: IIS 
From: Office of the General Counsel 

NSLB/CTLU1/LX1 Room 3S119 
Contact: UCl 

improved By: Thomas Julie F 
Drafted By: 

(U) 

(Ü) 
Case ID 

(Ü) 

-#-ï ^ 
Title: 

X 5ÖC) ti 

278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-0400 

SynqpsiSr: It is the opinion of the Office of the General 
Counsel (OCiC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

<u> X Decla 20 

<U) -Reference--:- 278-HQ-C1229736-VIO serial 1506 
The referenced serial froml requested (U) Details-: 

that OGC r^vfsw the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. As explained below, in 
our opinion, the FBI is not required to report this matter to the 
IOB. 

b2 
b7E 

(S) 

NSL VIO-31164 



ALL IHFORJHATIOH CONTAINED 
HEREIH 13 UNCLASSIFIED EXCEPT 
TJHERE SHOWN OTHERWISE 

(Rev. 01-31-2003) 

:AU OF 

DATE: 12-07-2007 
CLASSIFIED BY &5179djahAsc/maj| 
PEA3CN: 1.4 Jc) 

FEDERAL BUREAU OF INVESTIGATION D E C L A S 3 m 0M! 12-07-2032 

Precedence: 

To: 

ROUTINE 

b2 
b7E 
b6 
b7C 

Counterterrorism 

Inspection 

Date: 12/20/2006 

Attn: SAC 
CDC 

Attn: ITOS 1, CONUS 4, TEAM 16 

Attn: IIS 
From: Office of the General Counsel 

N.q-T.-R/r.TT.m /T.Y1 Rnnrr, .911 Q 
Contact: UC [_ 

improved By: 
Drafted By: 

¡U) :ase ID 

Thomas Julie F 

CU) 
Title 

#rK 
: X 

27 8-HQ-C122 97 36-VIO (Pending] 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-0416 

<U> -Synopsis-: ' y ^ . the opinion of the Office of the General 
Counsel (OGC) chat this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

( U ) 

(U) 

b2 
b7E 

bl 
b2 
b7E 

fiï)-

Reference 
Details: 
OGC review th 

X 
• x 

Der3 
Deci; in 2 0 

278-HQ-C1229736-VIO serial 1548 
The referenced serial from! ¡requested that 

e facts of the captioned matter and determine 
whether it warrants reporting to the IOB. As explained below, in 
our opinion, the FBI is not required to report this matter to the 
IOB. 

NSL VIO-31169 



(Rev. 01-31-2003) 

ALL INFORKATIQN CONTAINED 
HEREIN IS UBCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 12-07-2007 
CLASSIFIED BY 65179dtth/k3C/aa| 
REASON: 1.4 (C} 
DECLASSIFY OM: 12-07-2032 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

in>-

(U) • 

<U) 

Precedence: ROUTINE 

To: 

Counterterrorism 

Inspection 

Date: 12/20/2006 

Attn: SAC 
CDC 

Attn: ITOS 1, CONUS 4, TEAM 13 

Attn: IIS 

From: Office of the General Counsel 
NSLB/CTLU1/ T.X1 Room 3S1 1 9 
Contact: UC| 

Approved By: Thomas Julie F 

(U) 

(U) 

.Synopsis-;- ^¡^ It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

(U) DerlVed-Ccom, :i 

27 8-HQ-C1229736-VIO serial 164Î Reference: 
Administrative? ̂ fS^ This document contains information obtained 
or derived from an electronic surveillance or physical search 
conducted under the Foreign Intelligence Surveillance Act 
("FISA"), 50 U.S.C. Section 1806(b). Such information shall not 
be used in any criminal or administrative proceeding, including 
grand jury proceedings and warrant affidavits, without the prior 
written approval of the Attorney General of the United States. 
U.S. Person FISA derived information may not be disseminated to a 
foreign government without the prior written approval of the 
Attorney General of the United States. 

~"sii(JkJjT//iiiiii.'>imiii -

NSL VIO-31174 



DECLASSIFIED BY 6S179d»h/)tsr/aaji 
OH 12-07-200? 

(S) 

TMTF.T.T.TpF.MrR nvF.R.qTqHT BOARD (IOB) MATTER 
I I FIELD OFFICE b2 
IOB MATTER 2006-0485 (U) K"7 

^^ By electronic communication dated September 13. 
2006, the Federal Bureau of Investigation (FBI)I "HïïMpld 
ftffir.R rmortifi^ titlfit t.tlfi FRT j niT?l fmented court-ordered | | 

and inadvertently obtained 

I of the court order. ' The inadvertently intercepted material was 
sequestered and will be filed with the Foreign Intelligence 
Surveillance Court. 

(U) -(Vj The overcollection was a violation of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection. Thus, the matter is being 
reported to the IOB. 

b7E 

b2 
Information that was not associated with| | b 7 E 

the court order, thereby exceeding the scope bl 

NSL VIO-31178 



PKCliASSJFTED BY 65179dtth/kat/»aa 
0» 12-07-SQ0? 

U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 
Enclosed for your information is a self-explanatory 

memorandum entitled "Intelligence Oversight Board Matter 
2007-0604." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL VIO-31179 



ALL INFORCATI OH CONTAINED 
HEREIH IS UNCLASSIFIED EXCEPT 
WHERE SHOW» QTHERiTCSE 

(Rev. 01-31-2003) 
DATE: 12-07-3007 
CLASSIFIED BT 65179(JnihAsrMa3 
REASON: 1.4 (C) 
DECLASSIFY OH: 12-07-2032 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

lui-

(U| 

Precedence: ROUTINE 

To: 

Counterterrorism 

Inspection 

Date: 

Attn : 

Attn: 

Attn: 

01/10/2007 

SAC 
CDC 

ITOS 1, CONUS 1, TEAM 2 

IIS 

From: Office of the General Counsel 
NSLB/CTLU1/ T/X1 Rnnm .̂91 1 Q 
Contact: UC 

Approved By: Thomas Julie F 
Drafted By: 

<01 Case ID 278-HQ-C1229736-VIO (Pending] 
(II)- Tit lee M INTELLIGENCE OVERSIGHT BOARD 

MATTER 2007-0604 
It i s the opinion of the Office of the General 

SC) tt 
Synopsis.: 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

(U) 

Reference: <x 
Derì^rm 1 V i urn ~ "" 

278-HQ-C12297 36-VIO serial 2572 
itrj Administrative: ^S^ This document contains information obtained 

or derived from an electronic surveillance or physical search 
conducted under the Foreign Intelligence Surveillance Act 
("FISA"), 50 U.S.C. Section 1806(b). Such information shall not 
be used in any criminal or administrative proceeding, including 
grand jury proceedings and warrant affidavits, without the prior 
written approval of the Attorney General of the United States. 
U.S. Person FISA derived information may not be disseminated to a 
foreign government without the prior written approval of the 
Attorney General of the United States. 

NSL VIO-31181 



(Rev. 01-31-2003) 

ALL IHFORHATIOH COMTAIKED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN O T H E R W I S E 

SEC^I 

DATE! 12-11-200? 
CLASSIFIED BY 6S179DHHKSR/BUU 
REASON: 1.4 (c) 
DECLASSIFY ON: 12-11-2032 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

(U) 

(U) 

(U) 

(U) 

(U) 

b2 
b7E 
bl 
b6 
b7C 

Precedence: ROUTINE 

To: 

Counterterrorism 

Inspection 

Date: 12/13/2006 

Attn: SAC 
CDC 

Attn: ITOS 1, CONUS 2, TEAM 

Attn: IIS 
From: Office of the General Counsel 

MgT.R/PTT.m /T.yi Rnnm ^ q 11 Q 
Contact: UC 

Approved By: Thomas Julie F 
Drafted By: |_ 
Case ID 278-HQ-C1229736-VIO (Pending] 

Title- INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-4 93 

"Synopsis-: It is the opinion of the Office of the General 
Counsel (0<ic) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

DeriveeNgrojfr«»: G-3 
Declass>^^On: 20311213 

..Reference: 
X 

- ^ X ^ 278-HQ-C1229736-VIO serial 1668 

M 
The referenced serial f rom[ J requested that 

determine whether 
Details:.. 
OGC review'the facts of the captioned matter and 
it warrants reporting to the IOB. As explained below, in our 
opinion, the FBI is not required to report this matter to the IOB. 

N' 
|Investigation 

provided until | 

f t.hfi I 
P ation 

was du 
e delay in the notification was due 

5ut was not 
to oversight by the assigned case agent. The authorization period 

SBÓRSI 

NSL VIO-31189 



(Rev. 01-31-2003) 

ALL BJFORHATIQH CONTAINED 
HERE IB 13 UNCLASSIFIED EXCEPT 
«THERE SHOWS OTHERWISE 

SEi ÌC^ET 

DATE! 12-11-2007 
CLASSIFIED BY 65179d*h/ksr/as§ 
REASOH: 1.4 
DECLASSIFY OH: 12-11-2032 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 12/13/2006 

b2 
b7E 
b6 
b7C 

<U) 

(U) 

<U) 

(U) 

(U) 

(U) 
b2 
b7E 
bl 
b6 
b7C 
b7D 

To:j~ Attn: 

Counterterrorism 

SAC 
CDC 

Inspection 

Attn: ITOS 1, CONUS 3, TEAM 12 

Attn: IIS 
From: Office of the General Counsel 

NSTiR/CTTiUI /T.X1 {Room 3^119 
Contact: UCl 

Approved By: Thomas Julie F 
Drafted By: 
Case ID f 

Title 

) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-0600 

S y n o p s i s . ; I t is the opinion of the Office of the General 
Counsel ( t h a t this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

X Derived From 
Deel 

G-3 

"Reference-: -^¡X^2>^-HQ-C1229736-VIO serial 1806 
The referenced serial froir£ ] requested that ..Details-; {ST 

OGC review Jme >Sacts of the captioned matter and determine whether 
it warrants reporting to the IOB. As explained below, in our 
opinion, the FBI is not required to report this matter to the IOB. 

f-CH Pursuant to I 

1 X Ë Û L I QonmH T 
. a National 

Security Letter (NSL) forj |e-mail account 
requesting electronic communications transactional information. 

SE^rai 

NSL VIO-31232 



(Rev. 01-31-2003) 

PATE: 12-11-2007 
CLASSIFIED BY 6S179dMh/3t3E/tta3 
REASON": 1.4 (c) 
DECLASSIFY OH; 12-11-2032 

"SECnETMOTORW-

ALL IHFORHATIOH COMTAIKED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

(U) 

Precedence: ROUTINE 

To: 
Counterterrorism 
Inspection 

Date: 10/2/2007 

Attn : SAC 

Attn: ITOS I/CONUS 1/Team 3 
Attn: Tnl-prnal Tnypghinpfi 

Attn: 
ve Section 
Room 11865 

Froxa: General Counsel 
National T.^T R r a n r h / R M I I /T.V-I I^-INN 
Contact : I 

Approved By: Thomas Julie F 

Drafted By: 
(U| Case-ID 278-HQ-C1229736-VIO 

Title: (U) Intelligence Oversight Board 
(IOB) Matter 2006-283 

is-: ̂ y&SC It is the opinion of the Office of the General 
1 {ode) chat the above referenced matter need not be reported 

Synopsis 
Counsel 
to the Intelligence Oversight Board (IOB) Our analysis follows. 

(U) X in: 

b' l J) 
b2 
b7E 

Reference: 
(S) 

?7fi-Hn-C12?q736-VTO Serial 1255 (Pending) 
Pending) 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the document 
in Corel WordPerfect. 

bl 
b2 
b7E 
b6 
b7C 

mi Detail«: , ̂  J 
and refeifencech above, the! 

By electronic communication (E1 
jDivision 

C.) rial-ed M^ rr.h 24, 2006 
I Ij reported to 

the Counterterrorism Division and the Office of the General 
Counsel's National Security Law Branch (NSLB) this potential IOB 
matter. 

c 
oMULij'iMuruni'i 

NSL VIO-31249 



(Rev. 01-31-2003) 

ÏT SE^fe^T 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

(U) 

(U ) 

( U Ì 

£ 
b7E 

Precedence: 
To: 

ROUTINE Date: 04/18/2006 

Attn: 

Counterintelligence 

Inspection 

CD-2A, UC 

IIS, CRS 

From: Office of the General Counsel 
NSLB/CILU/Roora«Laii 
Contact: AGCI 202-324 i 

ALL INFORMATIOH CONTAINED 
EIH IS UNCLASSIFIED EXCEPT 

Approved By: 

Drafted By: 
Case ID # r 

DATE: li-19-2007 
CLASSIFIED BY 65179/DHH/XSR/KH 
REASON: 1.4 (c) 
DECLASSIFY 00: 11-19-2032 

27 8-HQ-C122 97 36-VIO Serial 2450 (Pending! 
Title: X INTELLIGENCE OVERSIGHT BOARD 

MATTER 2006-280 
f: It is the opinion of the Office of the General Counsel 

(OGC) that this matter must be reported to the Intelligence Oversight 
Board (IOB). OGC will prepare and deliver the necessary 
correspondence to the IOB. 

(U! Deri G-3 
[ssify On 

Reference: 

nPtTfft 

;s) 

i ^ H n By plpr.trnnin communication (EC) dated 03/27/2006, the 
'Field Office I J requested that OGC review the 

tacts ot the captioned matter and determine whether it warrants 

NSL VIO-31308 



bl 
b2 
b7E 
b4 
b7D 

(S) 

b2 
b7E 

S E C ^ T 

TNTF.T.T.TGF.NCF, OVERSIGHT BOARD (IOB] 
I IFIELD OFFICE 

MATTER 

IOB MATTER 2006-280(U) 

(S) 

By electronic communication (EC) dated March 27. 
2006, thé" Federal Bureau of Investigation (FBI) | I 
Field Office I I reported that. I 

during the course of [ 
On February 2, 2006, 

J investigation, an FBI case agent 
3 

forwarded an email to an FBI investigative support specialist 
(ISS) asking the ISS to create National Security Letters (NSL) 
for two telephone numbers that were associated with the subject 
of the investigation. On February 13, 2006, the ISS created NSLs 
for the two telephone numbers. Due to an inadvertent error, 
however, one of the telephone numbers was erroneously 
transcribed. The NSL with the erroneous telephone number was 
forwarded to| I 

Due to the incorrect number stated in the NSL, the 
FBI received ̂ telephone toll billing records pertaining to a 
telephone number that was neither under investigation nor related 
to an investigation. The error was discovered upon receipt of 
the information, and the records were neither reviewed nor used 
for any investigative purpose. Despite the inadvertent nature of 
the mistake, the fact remains that information was improperly 
rnllprtpri nn ri fHpnhnnp nnmhpr imrpliatari tn ¡n i mrpstigation. 
I H r i l h e 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection.1 Thus, the 
matter is being reported to the IOB. 

DATE: 11-19-2007 
CLASSIFIED BY 65179/DMH/KSR/Rttf 
REASON: 1.4 (c) 
DECLASSIFY 0»: 11-19-2032 

bl 

ALL INFORHATION CÛHTAIEED 
HERE IE IS ÜIICLAS3IFIED EXCEPT 
WHERE SHOWS OTCHERUISE D^ert-ggsTfy^onT—j^L _ 

(U ) Section V.12. authorizes use of National Security 
Letters in conformity with 18 U.S.C. § 2709 (relating to 
subscriber information, toll billing records, and electronic 
communication transactional records). The statute requires that 
information sought is relevant to an authorized national security 
investigation. 

NSL VIO-31313 



(Rev. 01-31-2003) 

S E C R ^ 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

( U ) 

( U ) 

(U) 

tu) 

b2 
b7E 

Precedence: 

To: 

ROUTINE Date: 05/22/2006 

Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn: 

S SA] 
SA 

1 

-2C, SSA 
1 

S, CRS 

From: Office of the General Counsel 
NSLB/CILU/Room_121L 
Contact: AGC 202-324 

Approved By: 

Drafted By: 
Case ID t: j ) ^ 

Title , - X 

DATE: 11-19-S0Q7 
CLASSIFIED BY 65179/DHH/KSR/RW 
REASON: 1.4 (e) 
DECLASSIFY OH: 11-19-2032 

278-HQ-C1229736-VIO Serial 1261 (Pending) 
ALL lUFORMATIOH CONTAINED 
HEREIB IS UNCLASSIFIED EXCEPT INTELLIGENCE OVERSIGHT BOARD 

MATTER 2006-286 

"'Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 
Administrative: This electronic communication (EC) contains 
information from the following documents: (1) a copy of the 
National Security Letter (NSL) dated 12/07/2005; (2) a copy of 
the EC dated 12/07/2005 forwarding the NSL to the| ¡Field 
Division to be served on the carrier; (3) a copy of the EC dated 
12/21/2005 delivering the results of the NSL to the | | 
Field Officel I: and (4) a copy of the EC dated 
02/10/2006 from| | to OGC reporting a potential IOB 
matter. 
Reference: bl 

b2 
'u b 7 E 

(S) ; Pending) 

SteçjŒT 

NSL VIO-31320 



(Rev. 01-31-2003) 

S E c k s ^ 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

( U ) 

(Ü) 

(U) 

(U) 

Precedence: 
To: 

ROUTINE Date: 05/19/2006 

Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn: 

SSâE 
Sil 

CD-2C, SSA 
IIS, CR£ 

From: Office of the General Counsel 
NSLB/CI L U / R o ^ Ü M L 
Contact: AGC 

Approved By: ALL IHFORHATIOH COHTAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 
UHEEE SHOm OIHERBSE 

278-HQ-C122 9736-VTO Serial 1254 (Pending! 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-287 

Synopsis. pQ It is the opinion of the Office of the General 
-Counsel (0£Kj)^hat this matter need not be reported to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. v 

..Administrative':'"" This electronic communication (EC) contains 
information from'xhe^following documents: (1) a copy of the 
National Security Letter (NSL) dated 10/25/2005; i2) a copy of 
the EC dated 10/25/2005 forwarding the NSL to the| |Field 
Division to be served on the carrier; (3) a copy or r.ns"V.C dated 
02/01/2006 del i veri nn the results of the NSL to thj | 
Field Office | I and (4) a copy of the EC dated 
03/13/2006 from| |to OGC reporting a potential IOB 
matter. 
Reference: (S) Pending] 

b2 
b7E 
bl 

(U) 

DATE; 11-21-2007 
CLASSIFIED BT Ö5179/Mffi/K5R/R» 
PEASON: 1.4 (C) 
DECLASSIFY OH: 11-21-2032 

SÌÌS^ET 

NSL VIO-31324 



(U) 

b2 
, „ TNTF.T.T.TCT.Nr.F. OVF.R RTP1HT BOARD (IOB) MATTER 

| frlELD OFFICE 
IOB MATTER 2006-2 8 9 (U) 

By electronic communication dated March 29, 2006, 
the Federal Bureau of Investigation ( FBI) T ~ F i e l d 
Office reported that, on November 23, 2004, the FBI submitted a 
National Security Letter (NSL) seeking telephone toll billing 
records relating to a certain target to | | Due to a 
typographical error, the telephone number on the NSL was 
erroneously transcribed. On February 4, 2005, the telephone 
records were opened and it was determined that they were not the 
target's records. I (immediately ceased review of the 
telephone records. 

Due to the incorrect number stated in the NSL, the 
( U ) "FBI receiy^a\telephone toll billing records pertaining to a 

telephone number that was neither under investigation nor related 
to an investigation. The error was discovered upon receipt of 
the information, and the records were neither reviewed nor used 
for any investigative purpose. Despite the inadvertent nature of 
the mistake, the fact remains that information was improperly 
collected on a telephone number unrelated to an investigation. 
The overcollection was a violation of Section V.12. of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection. Thus, the 
matter is being reported to the IOB. 

DECLASSIFIED BY 6S1 •J3/DHB/KSIVM 
OS 12-03-2007 

NSL VIO-31329 



U.S. Department of Justice 

Federal Bureau of Investigation 

S^(ET 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-289." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
( U ) 

Enclosure 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

DBCiASSiïTED B t &517S/Bm/KSÏVK® 
0» 

NSL VIO-31330 



(Rev. 01-31-2003) 

SECR^^X^ 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

(Ui 

( U ) 

( Ï Ï Ï 

Precedence: ROUTINE 

To: 

Date: 05/05/2006 

Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn: 

SSAJ 
SAI 

CD-2B, SSA[ 

IIS, CRS 
From: Office of the General Counsel 

NSTiB/CTTilJ/Room 7947 
Contact: AGC 

Approved By: Thomas Julie F 

Drafted By: 
Case ÌD #r -() 
Title: 

278-HQ-C1229736-VIO Serial 1289 (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-289 

..SynopsiS':"""//r̂ s) It is the opinion of the Office of the General Counsel 
(OGC) that this matter must be reported to the Intelligence Oversight 
Board (IOB). OGC will prepare and deliver the necessary 
correspondence to the IOB. 

[U] Dërï —3 
fy OnT 

bl 
b2 
(lb7E I 

Reference: (S) Pending] 
D e t a i l s : By electronic communication (EC) dated 03/29/2006, th 
11 ̂  lauto ^ J_ !

"ield Office | | requested that OGC review 
le captioned IJlJAttm dllU d^Lej fie captioned Uiyttyi dllU dmermine whether it warrants 

reporting to the IOB.1 In our opinion, it does. Our analysis 
follows. 

- titled "S^A I ISAI 
Division; lut!.11 

b 2 ' ^ J EC fromi Ito OGC dated 03/29/2006 and 
b7E " 1 

b6 
b 7 C 

12-03-3007 SfifcRiJ? ALL INFORMATION CONTAINED 
CLASSIFIED BY 65179VDHH/KSR/PW HEREIN IS UHCLA3SIFIED EXCEPT 
REASON: 1.4 <C) 
DECLASSIFY ON: 12-03-2032 

NSL VIO-31332 



TNTF.T.T.TftF.NCF. OVERSIGHT BOARD MATTER k 2 
( U ) | |FIELD OFFICE b 7 E 

IOB MATTER 2006-315 (U) 

b4 

By electronic communication dated April 27. 
2006, the Federal Bureau of Investigation (FBI) I b2 
Field Office, reported a possible Intelligence Oversight Board k7]? 
(IOB) matter. The FBI reported that, on November 16, 2005, the 
FBI drafted a National Security Letter (NSL) pursuant to 18 
U.S.C. § 2709 seeking electronic communicati on transactional b7D 
records from the internet service providerl \ The 
NSL requested the name, address, length of service, and email 
header information for the subject of the investigation. The 
NSL specifically directed that I Inot include 
message content or subject fields in its response. 

( U ) T h e F B I s e r v e d '-he NSL on I 1 and 
| ^ [provided the results to the FBI. On April 26, 
2006, the FBI reviewed the results of the NSL. Upon review of 
the NSL results, the FBI learned that Irssnnnss 
exceeded the S C O p e Of the NSL. .̂ ppr̂  fi ral 1 v in aHHitinn to 
providing the email header information,!^ 1 
improperly provided the "subject" field of each email 
transaction. The FBI immediately sealed and sequestered the 
information and placed it in a safe. The FBI did not enter any 
information into the case file. Moreover, the FBI plans to D/u 
notify the internet service provider of its error to avoid 
future mistakes. 

(U) 
Here, an error on the part of 

resulted in the unintentional acquisition of information 
through an NSL. Based upon our analysis, in accordance with 
the reporting requirements of Section 2.4 of Executive Order 
12863, the carrier's mistake must be reported to the IOB. 

DEClASSimt» BY 65173/&BH/KSR/ftt3 
ow 12-06-20315 DerivSg^fiBegrT f-3 

Issify on: 

NSL VIO-31336 



U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-315." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

DECLASSIFIED St 65i79/DHS/KSRi'Rl 
OHf IW9-ZD9Ü 

NSL VIO-31337 



(Rev. 01-31-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

(U) 

m 

m 

Precedence: ROUTINE 

To: 

Date: 05/25/2006 

Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn: 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 

It is the opinion of the Office of the General 
Counsel (OGQ^ iSjat this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

Reference: Pending) 

By electronic communication (EC) dated 04/27/2006, 
"Field Office | | requested that OGC review the 

facts of the captioned matter and determine whether it warrants 

DATE! 12-03-3007 
CLASSIFIED BY 6517S>^DHB/K!5R/Pir 
REASOS: 1.4 (c) 
DECLASSIFY 0M: 12-03-2032 

bl 
b2 
b7E 

NSL VIO-31339 



( U ) 

(U) 

(U) 

b2 
INTELLIGENCE OVERSIGHT BOARD MATTERb7E 

| |FIELD OFFICE 
IOB MATTER 2006-316 (U) 

By electronic communi cat!on dated Anri 1 19. ?.(. 
FBI), [ 

06, 
the Federal Bureau of Investigation 
Office, reported a possible Intelligence Oversight Board (IOB) 
matter. The FBI reported that, pursuant to 28 U.S.C. § 2709, it 
drafted a National Security Letter (NSL) seeking toll billing 
records for a certain telephone number. The NSL also listed an 
address and requested records from a specific date to present. 
The FBI served the NSL on| | 

J, and the result to the FBI. 

that[_ 
S L , Upon review of the NSL results, the FBI learned 

J response exceeded the scope of the NSL. The 
target's telephone number is owned by the target's employer. 
I [ T The target's employer owns multiple 
telephone numbers managed under one account number. In addition 
to providing the target's telephone records, | [erroneously 
provided the FBI with records relating to all of the employer's 
telephone numbers managed under the one account number. The FBI 
sealed and sequestered the additional information that exceeded 
the scope of the NSL and placed the excess information in a safe. 

b2 
b7E 
b4 
b7D 
b7A 

Here, during an authorized investigation, an error 
on the part ojfl Iresulted in the unintentional acquisition 
of information. Based upon our analysis, in accordance with the 
reporting requirements of Section 2.4 of Executive Order 12863, 
the carrier's mistake must be reported to the IOB. 

b4 
b7D 



U.S. Department of Justice 

Federal Bureau of Investigation 

^ ^ g T 
Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 
Enclosed for your information is a self-explanatory 

memorandum entitled "Intelligence Oversight Board Matter 
2006-316." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

DECLASSIFIED M &$lW/mK/K$Rjm 
611 12̂ -03-2007 

NSLVIO-31345 



(Rev. 01-31-2003) 
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FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

(U) 

M I -

ro 

(U) 

Precedence: ROUTINE 

To: 

Date: 05/23/2006 

Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn: 

ADC 
S SA 
SAl 

CD-I 

IIS, CRS 

From: Office of the General Counsel 
NSLB/CILU/Room 7 947 

Drafted By: 

..Case...ID ....# 

Title: INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-316 

Syngpsis-: ./PSJ It is the opinion of the Office of the General 
"Counsel (<3GC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

Reference: Pending) 

( U ) 

bl 
b7A 

D e t a i l s : B y electronic communication (EC) dated 04/19/2006, 
the| I Office I I requested that OGC review the 
facts of the captioned matter and determine whether it warrants b7E 

DATE; 12-06-3007 
CLASSIFIED BY 65179/DHH/KSR/POf 
PEASON: 1.4 <c) 
DECLASSIFY ONï 12-06-2032 

SECfeM^ 

ALL INF0R1IATI0H C0HTAINED 
HEREIH IS UNCLASSIFIED EXCEPT 

NSL VäOs3tM7Si OTHERWISE 

N5L. ViO -



( œ i 

b2 
b7E 
b6 
b7C 
b4 
b7D 
b7A 

(U) 

b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

(U) 

TMTp.T.TfîF.MPF. nvF.R^TmT BOARD MATTER 
FIELD OFFICE 

IOB MATTER 2006-351 (U) 

) By electronic communication dated June 
ureau of Investigation (FBT).I 

b2 
b7E 

L 2006, 
J Field the Federal 

Office, reported a possible Intelligence Oversight Board (IOB) 
matter. The FRT reported that, on April 27, 2006, during an 
authorized! I investigation, the FBI issued a National 
Security Letter (NSL) pursuant to_18 U.S.C. § 2709. The NSL 

and requested the subscriber, was issued to I 
address, length of service, 
associated with US person [ 
telephone numbers from 

and toll record information 
End two 

On June 5, 2006 received the 
requesteQ information, along with the telephone records of a 
previously unknown individual. Upon receiving the information 
concerning the previously unknown individual, the case agent in 

| performed preliminary checks in ACS and open 
source internet queries in an attempt to ascertain the 
relevance of the information. However, all such checks were 
negative, and it was later determined that I ^erroneously 
provided thfi-
package as! 

i in known Jjidivi 
I Th 
ividual's information in the same 
The unknown individual's information 

was later sequestered in the Chief Division Counsel's safe, and 
no personal identifying information concerning her was ever 
entered into ACS. 

Here, an error on the part of^ 

b4 
b7D 

resulted 
in the unintentional acquisition of information through an NSL. 
Based upon our analysis, in accordance with the reporting 
requirements of Section 2.4 of Executive Order 12863, the 
carrier's mistake must be reported to the IOB. 

oEtLàssmED m tsiw/mtwasis«* 
as 12-06-2007 

NSL VIO-31352 



U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 
Enclosed for your information is a self-explanatory 

memorandum entitled "Intelligence Oversight Board Matter 
2006-341." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

MCïuàssîra:» m ßsijs/tmmwm 
m ia^-03-2007 

NSL VIO-31354 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

( U ) 

(UJ 

Precedence: ROUTINE 

To: 

Date: 06/12/2006 

Attn: CDC 
SS£ 
SA 

Counterintelligence 

Inspection 

Attn: CD-2, 

Attn: IIS, CRS 

From: Office of the General Counsel 

..Synopsis; (Si It is the opinion of the Office of the General 
Counsel (O^C) T^at this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

Reference: (S) 

Details : V 
the f 

By electronic communication (EC) dated 05/16/2006, 
Field Office [ |requested that OGC 

review the facts of the captioned matter and determine whether it 

bl 
b7A 
b2 
b7E 

DATE; 12-03-3007 
CLASSIFIED BY 65179/DHH/KSR/R» 
REASON: 1.4 (C) 
DECLASSIFY ON: 12-03-2032 

NSL VIO-31356 



(Rev. 01-31-2003) 

SECR^^X^ 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

( U ) 

Precedence: ROUTINE 

To: 

Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn: 

SA 

UC 

Date 06/15/2006 

c 
c 

-2A. 

S, CRS 

From: Office of the General Counsel 
N S LB / CILU / Ro om_L21i 
Contact: AGCV 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-347 

..Synopsis It is the opinion of the Office of the General 
Counsel ̂ TOCrsthat this matter need not be reported to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) 

EC) contains 
r^r nf t~ h t-

Administrative: fàfi This electronic communication 
information frortj/rhe\following documents: (1) a 

T0tt0J. (NSL) dated 0 1 / 2 0 / 2 0 0 6 t 
2 1 a c 

Ï . 
I Ï opy of the EC dated 0 1 / 2 0 / 2 0 0 6 

]Field Division to be served on f orwa rding the NSL to the| 
the r a r r i p r : and (3) a copy of the EC dated 0 6 / 0 1 / 2 0 0 6 from the 

| j Field Office I I to OGC reporting a potential 
y I I iOB matter. 

DATE j 12-05-2007 TMSPRET 
CLASSIFIED BY 65179;DHH/KSR^M 
FEASOB: 1.4 (c) 
DECLASSIFY ONi 12-06-2032 

NSL VIO-31362 



(Rev. 01-31-2003) 

S E C R E T 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

(U) 

(U) 
(U) 

b2 
b7E 

Precedence: 

To: 

ROUTINE Date: 10/04/2006 

From: Office of the General Counsel 
NSLB/CILU/RoorVZMl 
Contact: 

Approved By: 

Drafted By: 

Case ID • 

Tit^e; 

27 8-HQ-C122 9736-VIO 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-365 

The IRA Counsel amnn.ara- ^ . 
| 1 requested that the Ottice ot the General 
(OGC) review several incidents and determine whether they warrant 
reportinq to the Intelliqence Oversiqht Board (IOB). It is the 
opinion of OGC that two of the incidents do not need to be 
reported to the IOB. Rather, this EC should be maintained in the 
control file for periodic review by Counsel to the IOB. The 
remaininq incidents, however, must be reported to the IOB. OGC 
will prepare and deliver the necessary correspondence to the IOB. 
Our analysis follows. 

(U) 

(U) Administrative: /r6) This electronic communication (EC) contains 
information fron/ U ) the ECs dated 05/18/2006 and 06/23/2006 
from I I to OGC reportinq a potential IOB matter; and (2) 
automated case support (ACS). 

DATE! 12-06-2007 
CLASSIFIED BT 65179VDHH/K5R/RW 
PEASON: 1.4 (C) 
DECLASSIFY- OK: 12-06-2032 

NSL VIO-31373 

ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
.WHERE SHOWN OTHERWISE 



p ^ b2 INTELLIGENCE OVF.RKJGHT BOARD (IOB) MATTER j^g 
IFIELD OFFICE 

IOB MATTER 2006-365 (U) 
(UJ 

By electronic communications dated May 18, 2006 
and June 23, '2006, the Federal Bureau of Investigation (FBI). 

|Field Office, reported | ~| 
Due to 

an administrative oversight, ^^^^lnvestiqation was 
not| | Believing that| | 
investigation had been properly! | the FBI served four 
National Security Letters (NSLs) on April 28, 2006, May 2, 2006, 
and May 4, 2006. The results from these NSL were not analyzed, 
copied, or entered into any databases. Further, the NSL results 
were sealed and sequestered by the FBI. 

(U) ) Under the Attorney General's Guidelines for FBI 
tional Security Investigations and Foreign Intelligence 

Collection, effective October 31, 2003, | "] 
investigation must be initiated before an NSL mav be served. 

. ' J H e r e ' I | 
investigation had| |the FBI served four 
NSLs on April 28, 2006, May 2, 2006, and May 4, 2006. It was 
improper for the FBI to serve the NSLs in the absence of a 

I I and thus, this matter is being reported 
1 to the IOU. ' 

mciAS&mm m &sm/tm/stsR/m Off 12-06-2007 

NSL VIO-31379 



U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 
Enclosed for your information is a self-explanatory 

memorandum entitled "Intelligence Oversight Board Matter 
2006-365." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

dbci^SOTSD m &5i7$/ï>m/K!mm 
m 11-21-2007 

NSL VIO-31380 
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SECRET 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

(U) 

b2 
b7E 

(U> 

Precedence: 

To: 

ROUTINE Date: 08/31/2006 

Attn: [ 

b2 
b7E 
b6 
b7C 

CDC 
SSß£| 
SA 

1 

Counterterrorism 
Inspection 

Attn: 
Attn: 

ITOS 1/CONUS IV, 
IIS, 

From: Office of the General Counsel 
N.qT.R/HTT.II/Rnnni 7947 
Contact: AGC 

Approved By: Thomas Julie F 

Drafted By 
Case ID # 
TïtXë 

27 8-HQ-C122 97 36-VIO 
INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-365 

Svnonavg' The 
Ireqbested that the 

(OGC) review several incidents 
reporting to the Intelligence 
opinion of OGC that two of the 
reported to the IOB. Rather, 
control file for periodic revi 
remaining incidents, however, 
will prepare and deliver the n 
Our analysis follows. 

I I Field Office,[ 
Office of the General Counsel 
and determine whether they warrant 

Oversight Board (IOB). It is the 
incidents do not need to be 

this EC should be maintained in the 
ew by Counsel to the IOB. The 
must be reported to the IOB. OGC 
ecessary correspondence to the IOB. 

(U ) *T3erwetiJ?rom_ 
-D« 

"Administrative': This electronic communication (EC) contains 
information from: (1) the ECs dated 05/18/2006 and 06/23/2006 
fromr" to OGC reporting a potential IOB matter; and (2) 
automated case support (ACS). 

DATE! ia-07-2007 
CLASSIFIED BY 65179y'DMH/KSR/B» 
FEASOR: 1.4 <C) 
DECLASSIFY 0W; 13-07-2032 ALL IHFOPHATIOH COHTAIMED 

HEFEIW IS UNCLASSIFIED EXCEPT 
HHEKE SHOOT OTHERWISE 

NSL VIO-31382 
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b2 
b7E 
b6 
b7C 

( U ) 

(U) 

(U) 

(U) 

Precedence: ROUTINE 

To: 

Date: 09/06/2006 

Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn: 

CD-1A, 
CD-ID, 
IIS, CR£ 

From: Office of the General Counsel 
NSLB/CILU/Room_Lai2-
Contact: AGC 

Approved By: Thnrrias .Till i F» F 

Drafted By: 
Case ID 
Title: X 

27 8-HQ-C122 97 36-VIO (Pending! 
INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-390 

..Synopsis:- It is the opinion of the Office of the General 
Counsel (OĈ C) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) Der 
D 

-1 
ifTT 

Administrative: ' y C S J This electronic communication (EC) 
information from: (1) t-ĥ  F.r- Hat^H n7/m/?nns from the 

Field Office | | 1 
' 1UB IlldLLëli 
communications between 
08/31/2006; and 09/05/ I 

contains 
to OGC reporting a potential 

2) automated case support (ACS); and (3) email 
and OGC dated 08/30/2006; 

b2 
b7E 
bl 

Reference: :s) 

DATE: 12-07-2007 
CLASSIFIED BY S5179/DHH,TSR/PS 
REASON: 1.4 (c) 
DECLASSIFY ON: 12-07-2032 

SE 

ALL INFORMATION CONTAINED 
MCI l / T i W l l i 3 UNCLASSIFIED EXCEPT 
N b L V1SÉôfeP9»0WN OTHERWISE 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date: 12/14/2006 

b2 
b7E 
b6 
b7C 

Attn: SAC 
agar 

SSA| 
S A Q 

Inspection 

Attn: 

Attn: 

CDC 

ADC 

IIS, 
From: Office of the General Counsel 

NSLB/CILU/Roo 
Contact: AGC 

Approved By: 

Drafted By: 

Thomas Julie 

1U) 

(Ü) 

IU) 

Case "ÎD' #: 
Title: 

IHF0RHATI0N CONTAINED 
ffiREIB 13 UNCLASSIFIED EXCEPT 

SHOW OTHERWISE 

27 8-HQ-C122 97 36-VIO (Pending] 
INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-468 

DATE; 11-21-200? 
CLASSIFIED BY 65179/DHH/KSR/RÜ 
REASON: 1.4 (ci 
DECLASSIFY OH: 11-21-2032 

Synopsis-:- It is the opinion of the Office of the General 
Counsel (OGC) That this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U] 

(U> 

bl 
b7A 
b2 
b7E t 

Reference: 

•rvflt'̂'i "ffi*'' nX By 

Pending) 
Tending) 

i renaxiig) 
(Pending) 
(Pending) 

Field Office 
|requested that OGC review the facts of the captioned 

matter and determine whether it warrants reporting to the IOB. As 

S^JREI 

NSL VIO-31393 



U .S . Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-280." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 
Enclosure 

DECIASSIKCED Bff 65173/I>HHyKSIVM 
88f 11-3 J-2007 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To: 

ROUTINE Date: 06/21/2 006 

b2 
b7E 
b6 
b7C 

counterintelligence 
Attn: 
Attn: 

ADC 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact: AGCI 202-324-

(S) 

bl 
b2 
b7E' 

Approved By : Thomas Julie F 

grafted By: 
Case ID # r 

Title: XT'(U) INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-350 

S y n o p s i s I t is the opinion of the Office of the General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel 
to the IOB. 

(S) 
bl 
b2 
b7E 

(U) ns^MBri;Prrarrj S®1 
DeeiaSSîfy Orr:—-XI-

Reference: ö*r (U) 278-HQ-C12297 36-VIO Serial 2550 

r 
Details: [U) The referenced electronic communication (EC) from 

1 dated 06/09/2006, requested that OGC review the 
facts of the captioned matter and determine whether it warrants 
reporting to the IOB. In our opinion, it does not. Our analysis 
follows. 

I 
7TTSTT 
determine subscriber information for telephone number 

bl 
b2 
b7E 
b6 
b7C 
b4 
b7D 'A,n:: u-2B-a 

CLASSIFIED BV 65719dl»h/ksr/lmt 
PEASON! 1.4 (C) 
DECLASSIFY OHt 11-28-2032 

I**" On [J.-i/̂ O/̂ ODh. a Nai". 1 on a I Mecurifv LeH.er 
was issued to| [telecommunications in ordei^ to 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WKËFJE SHOWN OTHERWISE 

NSL VIO-31728 
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iEC^EI SE 
TKTTFT T TfHTTKTP'T? n V F P g T C T T BOARD MATTER 

I I FIELD OFFICE 
IOB MATTER 2006-351 (U) 

By electronic on .Tuna q 2006, 
the Federal Bureau of Investigation (FBI), I I Field 
Office, reported a possible Intelligence Oversight Board (IOB) 
matter. ..The FBI reported that, on April 27, 2006, 
| ....--—"" the FBI issued a National 

^ C| J I.off or- I M .<-• I . ) n n r C n 3 n t f o IH *T . ; 
was issued to 

S.C. § 2709. The NSL 
and requested the subscriber, 

address, length ot servir.^. and toll record information J^^ 
b2 

jtn ot service, and to I I record information 
associated with US person | | and two 
telephone numbers from j j ^ g 

(S) On June 5, 2006, I received the b 6 
requested information, along with the telephone records of a b 7 C 
previously unknown individual. Upon receiving the information 
concerning the previously unknown individual, the case agent in 

I ~1 performed preliminary checks in ACS and open " ' ̂  
source internet queries in an attempt to ascertain the 
relevance of the information. However, all such checks were 
negative, and it was later determined that[ lerroneously 
provided the unknown individual's information in the same 
package as I I The unknown individual's information 
was later sequestered in the Chief Division Counsel's safe, and 
no personal identifying information concerning her was ever 
entered into ACS. 

if) S H e r e , an error on the part of | | resulted 
in the unintentional acquisition of information through an NSL. 
Based upon our analysis, in accordance with the reporting 

requirements of Section 2.4 of Executive Order 12863, the 
carrier's mistake must be reported to the IOB. 

DATE: 11-30-3007 
CLASSIFIED BY S5179dmh/ksr/lm£ 
PEASON: 1.4 (C) 
DECLASSIFY OH: 11-30-2032 ALL IHF0RHATI0S CONTAINED 

HKMODi IS USCLA33IFIED EXCEPT 
NSL 710-31731^^ OTHEIWISE 

pg-1 



U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-351." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

0ECl«ASSXi1££) m SSI 73 OT/KSR/tHf 
oar 12-11-20(317 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To: |_ 

ROUTINE 

b2 
b7E 
b6 
b7C 

Counterintelligence 
Attn: 
Attn: 

A D C 

Date: 07/21/2006 

F t 

From: Office of the General Counsel 
NSLB/CILU/Roon^ 7947 
Contact: AGC 

bl 
b2 
(b7E 
<U) 

<U) 

Approved By: _Thomas Julie F 

Drafted By: 

Case ID fr 

202-324-

Tifcle: --£8<C INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-351 

bl 
b2 

< s ? 7 E 

Synapsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel 
to the IOB. 

(U) Frs 

Reference: M T 
(U) L z/o-ny-tizzy/JO-vIU beriaj 1426 

b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 
b4 
b7D 

[ Details : fUI The referenced electronic communication (EC) from 
dated 06/08/2006, requested that OGC review the 

facts ofthe captioned matter and determine whether it warrants 
reporting to the IOB. In our opinion, it does not. Our analysis 
follows. 

On 04/27/2006. 
Security Letter (NSL) to thef 

issued National 

'ATEi 11-30-2007 
CLASSIFIED BY 65179dBhAse/,La£ 
PEASON: 1.4 tC) 
DECLASSIFY ON: 11-30-2032 

•IWOTITTL 

ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED EXCEPT 

WHERE 3K0«N OTHERWISE 
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S È C R E T 

(U) 

(U) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
I ~|FIELD OFFICE 
IOB MATTER 2006-386 (U) 

By electronic oommnnioation dated Jnne 21, 2006, 
the Federal Bureau of Investigation ( F B I ) I Field 
Office, reported a possible Intelligence Oversight Board (IOB) 
matter.E 

Two days later, the error was discovered. 
Bureau perSonhel immediately discontinued coverage of the 
number and sequestered all information gained as a result of 
the overcollection. This information has been reduced to CD-
ROM format and is being sent to the DOJ Office of Intelligence 
Policy and Review (OIPR) for appropriate disposition. 

Here, an error on the part of the FBI resulted 
in the unintentional overcollection of information. Although 
the information was gathered in good faith by Bureau personnel, 
we nevertheless conclude that this incident must be reported to 
the IOB. 

DATE! 11-30-2ÛÛ7 
CLASSIFIED BY 65179dœhA:aE/lm£ 
PEASON: 1.4 (C) 
DECLASSIFY OH: 11-30-2032 

roj 
y orïT 

SE ALL INF0RHATI0H CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOW OTHEPCTISE 

NSL VIO-31740 
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T N T F , T , T , T G F , N C : F , O V F . R S T G H T B O A R D M A T T E R 
I IFIELD OFFICE 

IOB MATTER 2006-391 (U) 
(U> By electronic oommii^i oat- i o n Hat-gH .Tnno 2006, 

the Federal Bureau of Investigation (FBI) ,| field 
Office, reported a possible Intelligence Oversight Board (IOB) 

T h e F R T rsrinrt-pH that- f r n m l I 

(0) w r 

[ 
usage 

Lnternet 

However, while reviewing 
| **| the case agent noted a change 
L 

( U ) -JStf̂  Subsequent investigation revealed that I 1 

[without notifying the FBI. These changes resulted 
Ipreviously-identified IP address being 

reallocated to different presumed-U.S. person usersl I 
1 Ao a ill t- r 

(U) 

C 

t ^ C a "F " l "p l " H i s m v p r i n n t h p mi g t a IfP . I' 
purged the incorrect internet data! 

copied the data to five CDs 
for proper handling and destruction. The CDs are currently-
stored at FBIHQ. 

(U> P L internet data resulted from the internet 
provider'sfailure to communicate the change in the subject 

• ' TP a HHrpgg 

T in c m s case, 
however,theinternet providerfailed to notify FBI personnel 

LATE: 12-04-200? 
CLASSIFIED BY £5T79dl&/l(*£/l*£ 
HEASOUi 1,. 4 (C> 
DECLASSIFY OH: 12-04-2092 

ofcbKfcI 

b2 
b7E 

bl 

1 

b2 
b7E 
b4 
b7D 

b2 
b7E 
bl 

NSL V I O - 3 1 7 ^ IHFORHATIOB CONTAINED 

HEREIK IS UNCLASSIFIED EXCEPT 
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SECRET 

<u>-

(S) 

<U) 

[U) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
I FIELD OFFICE 
IOB MATTER 2006-438 (U) 

By electronic communication dated August 8, 
2006, the Federal Bureau of Investigation (FBI),^ ] Field Office, reported a possible Intelligence Oversight Board 
(IOB) matter. The FBI reported that, on 07/06/2006, a case 
agentf pommitted a 
typographical error when issuing a national security letter 
(NSL) on a targeted phone number. As a result of this error, 
the FBI obtained in error the records of a third-party 
business, as opposed to the phone records of 

On 08/02/2006, the case agent discovered and 
reported his error to his Chief Division Counsel (CDC) and his 
supervisor. Immediately thereafter, steps were taken to ensure 
that the information was never uploaded into FBI files or 
indices. 

In this case, the case agent's typographical 
error in preparing the NSL request resulted in the collection 
of information unrelated to the investigation. Because this 
information was immediately sequestered by the case agent and 
subsequently destroyed at the direction of the FBI Office of 
General Counsel, no US person was prejudiced as a result of 
this error. Nevertheless, we conclude that, in accordance with 
the reporting requirements of Section 2.4 of E.O. 12863, this 
error must be reported to the IOB. 

BATEI 12-04-200? 
CLASSIFIED BY 
HEASOSi 1.4 tC} 

DECLASSIFY 0U: 12-04-2032 

a—9 
öeeWSsTfyonT"?»*^ 

SECRET 
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(U) 

S) 

(U) 

(U) 

SECRH^ 

(U) 
TNTR.T.T.Tf^RNHR OVRRSTGHT BOARD MATTER 

| IFIELD OFFICE 
IOB MATTER 2006-479 (U) 

b2 
b7E 

By electronic communication HatpH Rnnnst 19. 
I I 11 2006, the Federal Bureau of Investigation ( FBI ) Field 

-Office, rPnortPri a nnssihlp Tntpl 1 i nPnr.P Oversight RnarH ( TOR 1 
mptl-pr-.-T 

Lette^"fHSCl was issued 
On 08/08/2005, a National Security 
for I [email address. 

Qj-. nfl/1R/?nns. after receiving the requested 
a 
T h e M ST. 

('P - -----
information frorrj I the case agent noticed a 
typographical error in i-ho -i c^nam-p p-F tho M.QT 
rfiaiiestfd information fori 

As a result of the typographical 
error, tne agent received information for an individual other 
than 

Upon discovering the error, the case agent 
immediately sequestered and destroyed the CD of information 
submitted by| After attending NSLB training 
earlier this year, she reported the incident and requested a 
legal review. 

b2 
b7E 
bl 
b6 
b7C 
b4 
b7D 

b4 
b7D 
bl 
b6 
b7C 

b4 
b7D 

Here, a typographical error on the FBI resulted 
in an accidental overcollection of information. Based upon our 
analysis, in accordance with the reporting requirements of 
Section 2.4 of Executive Order 12863, the carrier's mistake 
must be reported to the IOB. 

DATE: 11-3Q-3007 
CLASSIFIED BY 65179cWhAsr/lmC 
REASON: 1.4 <C) 
DECLASSIFY QNs 11-30-2032 

Tri i jiiij^^jiii n "1 
»eeiSssifyonT-MKl 

ALL INFORMATION CONTAINED 
HEBEIN IS UNCLASSIFIED EXCEPT 
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U.S. Department of Justice 

Federal Bureau of Investigation 

SBCSfiT 
Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-479." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U ) 

Enclosure 

NSL VIO-31745 
pg-1 
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Precedence : 

To: 

ROUTINE Date: 

Counterintelligence 

Inspection 

Attn: 

Attn : 

Attn: 

S 
Si 

X 
1 0 / 0 3 / 2 0 0 6 

Ü 

CD-2D 

IIS, Room 11861 

From: Office of the General Counsel 
NSLB/CILU/Roorjf 
Contact: AGC 202-324 

Approved By: 

Drafted By: 

Case Ï D ' f r " ^ 278-HC-C1 2 2 q 7 3 6 - V . I O ( Pend m g ; 
Closed i 

Title': --hgrt INTELLIGENCE OVERSIGHT BOARD MATTER 
2 0 0 6 - 4 7 9 

SynopSis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel 
to the IOB. 

(U) -Fron 
siTy 

Reference: " 
( U ) Serial ifo 46 

Details : (U) The referenced electronic communication (EC) from 
lin file 27 8-HQ-C122 9736, dated 09/19/2006, requested that 

OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. In our opinion, it 
does not. Our analysis follows. 

IS. 

S E C R S Î Î 1 ^ . 

N5L VIO-31747 

pg-1 
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(U) 
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Precedence: 

To: 

ROUTINE Date: 12/15/2006 

Counterintelligence 

Inspection 

Attn: 

Attn: 

ASAl 
CDC 

CD-LB. 
SSA 

Attn: IIS Txumrr 

From: Office of the General Counsel 

Case ID X 27-&SHÛEC122 97 36-VIO (Pending) 
62| |A89455-IOB (Closed) 

Title: INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-491 

Synopsis.: opinion of the Office of the General 
"Counsel (OGC) that this matter does not merit reporting to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel 
to the IOB. 

:u) 

Reference: (U) 
(U) 

Frr" 
A89455 Serial 4 
C1229736-VIO Serial 1709 

I f 
[U) The referenced electronic communication (EC) from 

in file 278-HQ-C12297 36, dated 09/22/2006, requested that 
OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. In our opinion, it 
does not. Our analysis follows. 

'sfei^ET^ 

BATE! 12-04-3007 
CLASSIFIED BT 65179dmh/)s3r/liiE 
REASON: 1.4 (C) 
DECLASSIFY OH: 12-04-2052 pg-1 
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SECRET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

Precedence: 

To: 

ROUTINE Date: 03/18/2007 

Inspection 

Counterterrorism 

Attn: 

Attn: 

Attn: 

s sa 
SA 

IIS, Room 11861 

ITOS II, 

From: Office of the General Counsel 
NST.R/CTTilJ/Room 7947 
Contact: AGC 202-324-

bl 
""~b7A 

b2 

Approved. By: Thomaa Julio f 

Drafted By: 

Case ID" # : (J() 
;s) 

(Ulb7E ... Title: 

?78-HO-r:i 77Q736-VTO (Pending 
Pending ; 

INTELLIGENCE OVERSIGHT BOARD MATTER 
2007-743 

(U) 

bl 
b7A 
b2 
b7E 

Synopsis-: ££¡3 It is the opinion of the Office of the General 
Counsel (OGC) that this matter does not merit reporting to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel 
to the IOB. 

(U) 
iify 

(S) 

b2 
b7E 

bl 
b7A 
b2 
b7E 
b6 
b7C 

Reference: X L (U) 278-HQ-C1229736-VIO Serial 2232 

Details^ 
f romH 

J I n ; flij illl The referenced electronic communication ("EC". 
in file 278-HQ-C1229736, dated 03/07/2007, requested 

that OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. In our opinion, it 
does not. Our analysis follows. 

(S) 

DATE: 12-04-2007 
CLASSIFIED BIT «517S dak/Its i/lm£ 
SEASON j 1.4 <C) 
DECLASSIFY OH: 12-04-2032 
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U.S. Department of Justice 

Federal Bureau of Investigation 

SfiCRBT 
Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-386." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
( U ) 

Enclosure 
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U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-391." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
( U ) 

Enclosure 

twciôgsrFI EDjöffl» 
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ni I i il M i i r ^ n j L a ^ 
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U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-438." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

MCMSSÎOT> M 6S173 XflWKSFL/WÏF 
OK 12-11-2007 
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Precedence: 

To: 

ROUTINE Date: 09/22/2006 

Inspection 

Counterintelligence 

Attn: 

Attn: 

Attn: 

S S3 
SA 

I I S , kiôFfl l l ö b l 

CD=1C-
UC 

From: Office of the General Counsel 
NSLB/CILU/Roorfl 7 9̂ 17 
Contact: AGC 202-324-

Approved By: Thomas Julie F 

Drafted By: 

Case ID #: (U) 278-HQ-cl229736-VIO 

"Titre: INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-386 

It is the opinion of the Office of the General 
jC) t 

Synopsis: 
Counsel (OGC) "that this matter must be reported to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel 
to the IOB. 

Reference: 

[U) Da.gvu&dFrog^j.—a-t 
DoolrasST?y OTT:— 

(U) 278-HQ-C12297 36-VIO Serial 1460 

Details : (U) The referenced electronic communication (EC) from 
] dated 06/21/2006, requested that OGC review the facts 

of the captioned matter and determine whether it warrants 
reporting to the IOB. Based on the facts of this case, reporting 
is necessary. Accordingly, OGC will prepare a cover letter and 
memorandum for IOB notification purposes. 

I ,q \ 

SESÇET^ 

DATE: 12-04-2007 

CLASSIFIED St 65179dMVksr/Ifc« 

REASOWf 1,4 (C> 
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(II] 

Precedence: 

To: 

ROUTINE Date: 08/04/2006 

b2 
b7E 
b6 
b7C 

Inspec^io^^^^™ 
Counterintelligence 

Attn: SA 
Attn: IIS", Koom ilöbi 
Attn: r-n-^n t;^™ ¿ngj 

S SA 

From: Office of the General Counsel 
NSLB/CILU/Rootn 79.17 
Contact: AGcl 202-324 

improved By: Thomas Julie F 

Drafted By: 

Case ID # r 3?8< ?7R-HO-R:I ? ? 9 7 1 6 - V T O 
(S] 

"Title': INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-391 

bl 
b7A 
b2 
b7E 

Synopsis':' ¡̂B̂  It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel 
to the IOB. 

(U) 
X»L' I • 1 •^TTTynii •—Xi. 

Reference : 
( Ü ) 

(S) I I 
z /ö-Hy-oi^zy/Jb-vio serial i4yz 

Details: 
L 

¡U) The referenced electronic communication (EC) from 
dated 06/23/2006, reguested that OGC review the 

bl 
b7A 
b2 
b7E 

facts of the captioned matter and determine whether it warrants 
reporting to the IOB. In our opinion, the incident must be 
reported to the IOB. Our analysis follows. 

¿¿J 

sfe^^ET 

DATE: 12-04-2007 

CLASSIFIED BY 6S179dmh/kgc/lm£ 

FEA3OH: 1.4 (C) 

DECLASSIFY OCT: 12-04-2032 

pg-1 

ALL INFORMATION CClliTAIWED 
NSL V I Ö P M ^ S 3 ^CLASSIFIED EXCEPT 

WHERE SHOOT OTHERWISE 

f ü i U 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

( U ) 

(OJ 

Precedence: ROUTINE 

To: 

Date: 09/30/2006 

Inspection 

Counterintelligence 

Attn: 

Attn: 

Attn: 

CDC 
SS£ 
SA 

IIS, Room 11861 

CD-2D 

From: Office of the General Counsel 
NST.R/CTT.II/Room 7947 
Contact: AGd 202-324 

Approved By: Thomas Julie F 

Drafted By: 

Case ID #: (U 27 8-HQ-cl22 97 36-VIO 

Title: INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-438 

-Synops-i-s-:- £S<C It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel 
to the IOB. 

(U) DerayffdJrosL-^—ST 
QaotarsSTfyOir:—Xl^. 

Reference: (U) 278-HQ-C1229736-VIO Serial 1580 

Details: (U) The referenced electronic communication (EC) from 
| | dated 08/08/2006, requested that OGC review the facts 
of the captioned matter and determine whether it warrants 
reporting to the IOB. Based on the facts of this case, reporting 
is necessary. Accordingly, OGC will prepare a cover letter and 
memorandum for IOB notification purposes. 

1£J 

b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 

ALL INFORMATIOK CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHorar orsasijnsE 

S^h^ET 

DATE: 12-04-2007 

CLASSIFIED 8? SSlîScJttll/KaE/liàC 
N s m m s m z v 

DECLASSIFY ON: 12-04-2Û32 

i n 0 3I~7J3l 



b6 
b7C 

From: 
Sent: 
To: 
Cc: 

Subject: 
UNCLASSIFIED 
NON-RECORD 

]lNSD) (FBI) 
Thursday March 99 9007 9:22 AM 

Ì } r J 

p7 9:22 AM -
J(OGC) fFBIIi 

OGC) (FBI)I 
OGC) (FBI)] 
D) (FBI)|^ I 

(OGC) (FBI) 
(OGC) (FBI); 

NSD) (FBI); 

FW: OIG NSL Request Update, January 26, 2007 
PsISD) (FBI) 

b6 
b7C 

b6 
b7C 
b2 

Good morninc 

Pel I I'm contacting you to tmd out your suggestions or ideas Just to ipt vm i knnw i 
did contact the OIG this morning I " i to find out what he really wanted. I Istated 
to me that he Is looking for two specific letters to the IOB. The first IOB related to 278-HQ-
C1229736-VIO serial 1608 (IOB Matter 2006-305). He wanted the letter to IOB for this matter. 
We conducted a search on ACS and found that letter. The problem is, we had to also find a letter 
associated with serial 1500 (IOB Matter 2006-378). We found the EC, dated 7/11/06 but we 
could not find the letter to the IOB for this matter. Could you please guide me to where I might 
find this serial since it does not appear to be in ACS? 

Thanks in advance for all of your help. 

If you have any questions, please don't hesitate to contact me. 

] I'm contacting you to find out your suggestions or ideas Just to Ipt vm i knr 

Subject: JOGC) (FBI) anuary 26,2007 

I (OGC) (FBI) r J (OGC) (FBI)̂  (OGC) 

UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

You should have them call eithi 
request. 

Thanks. 

or to discuss limiting this 
b6 
b7C 

Original Messa<ttaaaab_̂ __ 
From: I KINSD) (FBI) 

•U r Sent: Thurdav Marrk 77 2007 6:30 AM 
To: I lOGC) (FBI): | fOGC) (FBI) 

b 7 C Cc: I l(INSD) (FBfil tfflSD) (FBI) 
Subject: RE: OIG NSL Request Update, January 56,2667 

NSL VIO-32769 
DECLASSIFIED BY 65X79- tìfflh/3£9K/pEa 
ON 12-20-2007' 

-1-



(Rev. 01-31-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

(U) 

b2 
b7E 

Precedence: ROUTINE 

To: 

Date: 03/08/2007 

Inspection 

Attn: 

Attn: 

SAC 
ASAÇ 
CDC 

1 

IIS, CRS 

From: Office of the General Counsel 
NSLB/CILU/Room_LäA2 
Contact: SSA 

Approved By: 

Drafted By: 

DATE: 11-26-200? 
CLASSIFIED BY 65179 
REASOH: 1.4 (C) 
DECLASSIFY OH: 11-26-2032 

<U) case I D 2 7 8-HQ-C122 9 /36-VIO ( Pending 

(U) Title: INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-733 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Synopsis-: -hgi It is the opinion of the Office of the General 
Counsel (OGC) that the matters in sections A and B (designated 
below) must be reported to the Intelligence Oversight Board 
(IOB). OGC will prepare and deliver the necessary correspondence 
to the IOB. 

(U) Der3 
DS 

=3 

'"'Administrative-: This electronic communication (EC) contains 
information from the following documents: (1) a copy of the EC 
dated 02/27/2007 from the| | Field Office 
I I to OGC reporting eight potential IOB matters, and 

\2) the FBI's Automated Case Support system (ACS) 

CU) ] opted to submit all eight potential IOB issues 
in one EC. The EC was divided-into five separate sections, A-E, 
and our response will be drafted in a similar manner for 
continuity purposes. These reported IOB matters are all derived 
from the audit <-.rmrim-.i-pH V w the Off i r . p of T n s n p r t n r General (OIG) 
which took place 
offices. 

FBI field 

SECRET 

NSL VIO-32791 



b2 
b7E 

TMTRT.T.Trj.Mr-F nvF.R.qT^HT BOARD (IOB) MATTER 
I I FIELD OFFICE DKCtiS3Tp1EB 

IOB MATTER 2007-733 (U) 11-2^200? 
(•[J) electronic communication dated February 22. 

2007, the Federal Bureau of Investigation (FBI)| | 
Field Office | | reported that, on June 23, 2004, the 
FBI submitted a National Security Letter (NSL) seeking telephone 
toll billing records relating to a certain target to J Due to 
confusion as to when the investigation was to have expired, the 
NSL was erroneously issued after the expiration date of the case. 
Clarification of the expiration date came to the attention of 
F R T| ^ ci-Ffh of Inspector General (OIG) 
audi tl I FBIH |was asked to 
seguester the provided phone records, but they responded that the 
carrier provided them with a letter advising that there were no 
records associated with the NSL reguest. 

<U> By electronic communication dated February 22, 
2007, FBI| 1 reported that, on November 23, 2004, FBI-

|submitted two NSLs in an intelligence investigation 
seeking full credit reports pursuant to a statute specifically 
made avai 
issued to 
the part of fc'Bil 

able for terrorism matters only. These NSLs were 
This mistake was an error on 1 ], who has since seguestered all 

b2 
b7E 
b4 
b7D 

documents received from these erroneously issued NSLs. 

r Due to the incorrect actions stated above, FBI— 
lhas taken steps to seguester all documents obtained 

from these two incidents. The errors were discovered during an 
OIG audit of the FBI'sI I Field Office 

I ~| Despite the inadvertent nature of the mistake, the fact 
remains that information was improperly collected. The improper 
collection of this information was a violation of the Attorney 
General's Guidelines for FBI National Security Investigations. 
Thus, the matter is being reported to the IOB. 

NSL VIO-32798 



ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT DATE: 11-27-2007 
WHERE SHOWN OTHERWISE CLASSIFIED S? <55179 

(01/26/1998) REASON; 1 . « ( C ) 

DECLASSIFY ON: 11-27-2032 SEC . 
#1082884 FEDERAL BUREAU OF INVESTIGATION 

(U) 
(U) -

(Ü) 

<U) 

Precedence: ROUTINE Date: 05/11/05 

To: Director's Office Attn: OPR 

Counterintelligence Attn: AD 

From: General Counsel 
National Security Law Branch/Rm. 7975 
Contact: | b6 

b7C 
b2 Approved Bv: Thomas Julie F 

Drafted By: 

Case ID #: 27 8 -HQ-C122 9736-VIO 

"Titl&i INTELLIGENCE OVERSIGHT BOARD 
(IOB) MATTER 2005-137 

Synopsis-: It is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

<U) 

Reference •: -^X^ 278-HQ-C1229736-VIO Serial 794 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

NSL VIO-34027 



ALI IITFORÄATIOH CONTACTED 
HEFEIB IS UNCLASSIFIED EXCEPT 
WHERE 3KQB» OTHERWISE 

DATE! 11-27-2007 
CLASSIFIED BY 65179 DHH/KSR/cto 
BEASOH: 1.4 (cj 
DECLASSIFY OH: 11-27-2032 

(U) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
COUNTERINTELLIGENCE DIVISION 

IOB MATTER 2005-137 (U) 

""•̂ JgĈ  The Counterintelligence Division ("CD") of the 
Federal Bureau of Investigation ("FBI") has reported an 
electronic surveillance error in conjunction with that division's 

June 10, 2004, the United States Foreign Intelligence 
-Sur-vei-1-l-a-nce...-CouE.t....authorized electronic surveillance on several 

pnhnnp numbers, including cellula'r""t"e"l"ephorre"--n-umte>e-r--|-
| |.-_S,ubs_eguen t investigation rpypal pH that- 1-hig cellular 
telephone number was not being" utiT'i'zeq I On December 17, 
2004, electronic surveillance of this number was discontinued at 
10:55 a.m. CD is providing the Office of Tntoi l insnrp p^iirv anH 
Rpvi PW I "OT PR " \ _ npnartmpnt of Jn.qt i r<= J 

J in t m s regara, on 

b2 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

SE 

NSL VIO-34031 



ALL INFORMATION CONTAINED 
HEBEI8 IS UNCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE DATE: 11-27-2007 

(01/26/1998) CLASSIFIED BY 65179 DHH/KSSiesii 
V REASON: 1.4 (c) ECKET SECR^T^ DECLASSIFY ON: 11-27-2032 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

Precedence: ROUTINE 

To: Director's Office 

Date: 1/06/06 

Attn: 

Attn: 

OPR 

CDC 

From: General Counsel 
National Rprnri fv T.aw Rranr.h/Rm. 797.5 
Contact: 

Approved By : JJ^ûIIl^^^^^^^^Ji 

Drafted By: 

Case ID t: 

(U) Ti tle : ^¡X^ 

27 8-HQ-C122 97 36-VIO 

INTELLIGENCE OVERSIGHT BOARD 
(IOB) MATTER 2006-209 

Synopsis: It is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

(U) ^ 

( U ) .. 

from 
3 if y ohr 

Reference: 278-HQ-C1229736-VIO Serial 794 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

SECRte^ 

NSL VI034032 



ALL INFORMATION CONTAINED 
HEREIN1 13 UWCLAS3IFIED EXCEPT 

WHERE SHOW OTHEPtJISE D A T E : 11-27-2007 
CLASSIFIED BY 65179 DHH/KSR/cto 

PEA30W: 1.4 (cJ 

^ DECLASSIFY OH: U-27-2Q32 

SECKNL 

b2 INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
fU1 I I FIELD OEJTC£, 

(U) .. 1 ' I03,'MATTER--'20-&6--2-09'--J>Q b 7 E 

The| | Field OfficeT I of 
the Federal Bureau of Investigation f"FBT"1 has reported an error 
in conjunction with that division's! 1 investigation of a 
United States person. In this regard, two National Security 
..Letters (NSL) WPI-O r-i-oatoH -f̂ T- K m telephone numbers. One b 2 
telephone ri ntiibeT-j |was incorrect; the correct number b 7 E 
was, in fac.tf-P [Subscriber information and toll 
-record's were collected tor the incorrect number pursuant to the 
NSL. Whenl Irealized its error, it Heon red the rp<-.<->rH.q b6 
produced for the incorrect number in the safe of| | b 7 C 
Chief Division Counsel. | "Iwill provide these records 
to the Office of Intelligence Policy and Review ("OIPR"), 
Department of Justice. 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

NSL VIO-34036 



AtL INFORMATION CONTAINED DATE: 11-27-2007 

HERE IK 13 UNCLA3SIFIED EXCEPT CLASSIFIED BY 65179 DHH/RSR/Ii 
ini/?«/i99in WHEME SHOWN OTHERWISE REASON: 1.4 (c) 
lui/iwi»»»; DECLASSIFY ON: 11-27-2032 

SECKSff 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 3/24/06 

b2 
b7E 
b6 
b7C 

To: Director's Office 
Inspection Attn: [_ IIS 

Attn: CDC 

From: General Counsel 
National Security Affairs/Room 7974 
Contact: Julie F. Thomas 

b2 
b7E 

Approved By: Thomas Julie F 

Drafted By 

Case ID X 27 8-HQ-C122 97 36 

(U) 

;s) [ 

Title: "" "-.rar POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-227 X 

K] 
a 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that the above-referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

(U) ... DaeiaSSîiy Off:— 
Reference: 278-HQ-C1229736 

w 
Details: 'VH. A s n o t ed in the electronic communication (EC), 
this matter has arisen as a result of a National Security Letter 
(NSL) issued by Baltimore in a full field counterintelligence 
investigation. 

NSL VIO-34037 



DECLASSIFIED BY 65179 PHH/KSR/eU 
OK ii-27-aOOT 

TNTF.T.T.TGF.NCF. OVERSIGHT BOARD (IOB) MATTER 
I I FIELD OFFICE 
103 "MATTER- 20-06-^2.27....^^ 

(U) X g f Thel I Field Office of the Federal Bureau The[ 
:fgat\Lon ha of Investigation has reported an error in conjunction with a 

response to a National Security Letter (NSL) to I I 
J pursuant to the NSL, did not 

provide records which were related to the subject's email 
address, as reguested, but rather, erroneously provided records 
pertaining to the domain. 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

id from 
"onT 

NSL VIO-34040 



(01/26/1998) 

AIL IHFORMATIÜB COHTAIMED 
HEREIH 13 UNCLASSIFIED EXCEPT 
TJHEBE SHOW OTHERWISE 

SEC^S^ 

DATE; 11-27-2007 
CLASSIFIED BY 65179 DHH/KSR/ete 
REASON: 1.4 (C> 
DECLASSIFY OH; 11-27-2032 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 

<U) 

Precedence: ROUTINE 

To: Director's Office 

Date: 2/10/06 

Attn: OPR 

Attn: CDC 

From: General Counsel 
National Security Affairs/Room 7974 
Contact: Julie F. Thomas 

Approved By: Thomas Julie F. 

Drafted By: 

Case ID # 

<U) Title 

(U) 

27 8-HQ-C122 97 36-VIO-1113 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2 0 0 6 - 2 2 8 

••Synopsis--:- pgQ It is the opinion of the Office of the General 
Counsel (OGC) that the above-referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

(U ) "Degwe^frogu-:—9-3" 
JJeoiasSïïy^Tirr: 

|U) ¿¿f ér è n c e : 278-HQ-C1229736-VIO-1113 

bl " Detail's": '^H^ As noted in the electronic communication (EC), 

o 
I I As part of this 

b7E i n v e s t i g a t i o n ^ , , ^ ¿ ^ ^ ^ ^ j j ^ ^ j ^ c ^ ^ ^ j D y 
b4 I Itol T 
b7D i This NSL sought 

NSL VIO-34041 



ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE 3H0UN OTHERWISE 

(01/26/1998) 
DATE: 11-27-2007 

CLASSIFIED BY 65179 DMH/KSft/ûfe 

REASON; 1,4 (Cl 

DECLASSIFY ON: 11-27-2032 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Director's Office 

Date: 2/06/06 

Attn: OPR 

Attn: CDC 

b6 
b7C 

<U) 

From: General Counsel 
National Security Affairs/Room 7974 
Contact: Julie F. Thomas 

Approved By: Thomas Julie F. 

Drafted By: 

27 8-HQ-C122 97 36-VIO 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-230 

Synopsis-: It is the opinion of the Office of the General 
Counsel (OGC) that the above-referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

(U)-

<U) ,. 

Reference 

fron 
Êy 

27 8-HQ-C122 97 36-VIO-57 8 

Details: noted in the electronic communication (EC), 
bl th.i.s.jmatter has arisen as a result of a National Security Letter 
b7A m

iK™A "T^:ipH"hv1 J 
b6 
b7C 
b2 
b7E 

sEcksq;^ 

NSL VIO-34044 



ALL INFORMATION CONTAINED 
HEBEIN IS UNCLASSIFIED EXCEPT 
I,THERE SHOWN OTHERWISE DATE: 11-27-2007 

CLASSIFIED BY 65179 DMH/KSR/C& 

REASON: 1.4 (c) 

DECLASSIFY OH: 11-27-2032 

IN-T-ELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
"l IFIELD OFFICE, 
IOB MATTER 2006-230 

Jt^T The | | Field Office of the Federal Bureau 
of Investigation has reported an error in conjunction with that 
divisi"on'''s-T*" 1 In this regard. 
in response to a Nationa 1 Security Letter (NSL) to| ~ | 

I | erroneously provided two documents which were 
unrelated to the subject of the NSL, which were associated with a 

| "jcustomer who is probably a United States person. 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

TSeltved^jy^Bt-i—ta^S" 
JJaeiaSsIfyon^ « X I 

SE<^ET 

NSL VIO-34047 



ALL IBFOPJKATIOH CONTAIITED 
HEREIH IS UNCLASSIFIED EXCEPT 
TJHEBE SHQtffH OTHERWISE DATE: 11-27-2007 

CLASSIFIED BY 65179 DMH/KSR/cb 

PEASOW: 1.4 (c) 

DECLASSIFY OH: 11-27-SEC^S^^ 

b2 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b 7 E 

| | FIELD OFFICE, 
(U> •IOB--MAT-T-ER----2006-2-2&-JSQ 

^ ^ bl 
The| |Field Office of the Federal Bureau b 7 A 

.of Investigation has reported an error in conjunction with that 
divi"sTon-*-4" 1 In this 
regard, a telephone number in an N S T, to| | was D/tJ 
erroneously transposed, andl I produced subscriber and toll b 6 
records for a customer who was not the subject of the NSL. b 7 C 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

b4 
b7D 

NSL VIO-34048 



ALL IHFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(01/26/1998) 

SE^E1] 

DATE: 11-27-200? 
CLASSIFIED BY 65179 DHH/KSR/cb 
REASON: 1 .4 {c> 
DECLASSIFY OH: 11-27-2032 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

(U) 

(UJ 

(UJ-

Precedence: ROUTINE 

To: Director's Office 

Date: 2/27/06 

Attn: OPR 

Attn: CDC 

From: General Counsel 
National Security Affairs/Room 7974 
Contact: Julie F. Thomas 

Approved By: Thomas Julie F 

Drafted By: 

Case ID #: 

Title: 
X 
X 

27 8-HQ-C122 97 36-VIO-1159 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-248 

synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that the above-referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

<U) 

(Ü) 

(S) 

Reference: X 
X 

riBi^jfrnii^'—a—y 

D g d a s s i ¥ y O m — 

27 8-HQ-C122 97 36-VIO-115 9 

As noted in the electronic communication (EC) 
Details; 
this matter'has arisen as a result of a National Security Letter 

bl 
b7A 
b2 
b7E 
b6 
b7C 

NSL VIO-34049 



ALL IHFORHATIOH COHTAIHED 
HEFEIH 15 UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

SE^EI 

DATE: 11-27-2007 

CLASSIFIED BY 65179 DHH/KSR/cSi 

RE AS OH; 1.4 (C> 

DECLASSIFY OH: 11-27-2032 

#1082884 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
(U) I I FIELD OFFICE 

IOB MATTER""2i)'06—2 

(CM (U)| | Field Office of the Federal Bureau of 
* ' iriv'e-stlqation has reported an error in conjunction with that 

division'"s" r I In this 
regard, in response to a National Security Letter (NSL) to| 

I [ e r r o n e o u s l y provided financial records which were 
rhe subject of the NSL, which were associated with 

I Icustomer who may be a United States person. 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

"ni 11 u»'ii i"imii n r 
-Declassify on: "23X1-

NSL VIO-34052 



(01/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 06/30/2004 

b2 

( U ) 

<U) 

( U ) 

b2 
b7E 
bl 
b6 
b7C 
(S) 

To: Director's Office 
Counterterrorism 

ALL IHF0RHATIQH COHTAIHED 

Attn: OPR HEREIH IS UNCLASSIFIED EXCE 

UC, CONUS III WHERE SHOW OTHERWISE 

SAC; CDC 
SAC; CDC 

From: General Counsel 
National Security Law Branch 

Title X INTELLIGENCE OVERSIGHT BOARD 
MATTER 2004-32 

Synopsis^ j ^ C It i-s the opinion of the Office of the General 
Counsel (OGC) that the above referenced matter does not need to 
be reported to the Intelligence Oversight Board (IOB). Our 
analysis follows. 

(U) X 
X 

er 1, 1997 
June 29, 2i 

278-HQ-C1229736-VIO Serial 401 

As discussed in the referenced electronic 

References: 

Details : ^ 
communication (EC), on 2/13/2003, the Îerenced electroni c I Division I I ] "United States person"as that term is defined in Section 1801(i] 
of the Foreign Intelligence Surveillance Act of 1978, 50 U.S.C. 
Section 1801 et seq-< 1 | 

Due to administrative backlog and the 
suosequenr tnree aay noliday weekend, captioned matter was not 
administratively closed in ACS until | | 
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Precedence: ROUTINE Date: 06/29/2004 
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To: Director's Office 
("loi in t e r1~ erro ri sm 

From: General Counsel 
National Security Law Branch 
Counter-terrorism Law Unit I/Room 7 97^ 

202) 324^ 

Attn: OPR 
UC, CONUS III 
SAC; CDC 
SAC; CDC 

AIL INF0RHATI0N CONTAINED 

HEREIN IS UNCLASSIFIED EXCEPT 

WHERE SHOOT OTHERWISE 

Contact 

Approved By: Curran John F 

•ter i 

L 
DATES 11-19-2007 
CLASSIFIED BT 65179/DHK/KSJÎ/KSJ 

REASON: 1 .4 (c) 

DECLASSIFY ON: 11-19-2032 

27 8-HQ-C122 97 36-VIO (Pending] 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2004-32 

SynopsiS": It is the opinion of the Office of the General 
Counsel (OGC) that the above referenced matter must be reported 
to the Intelligence Oversight Board (IOB). OGC will prepare and 
deliver the necessary correspondence to the IOB. 
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Details: 
communication 

278-HQ-C1229736-VIO Serial 401 

As discussed in the referenced electronic 
¡EC),1 I I Division I E "united states person" as m a t term is aerinea m aection 1801(i] 

of the Foreign Intelligence Surveillance Act of 1978, 50 U.S.C. 
Section" T30T "c't ¿recr: I 

Q I fc)ue to administrative backlog and the 
supsequent^~~^~ I captioned matter was not 
administratively closed in ACS unTTTj 

SBQjiET 

NSL VIO-34293 
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b2 INTELLIGENCE J2ii£&aiGHT BOARD (IOB) MATTER h 7 p 
I | DIVISION 

2004-32 (U) 

( S ) "-••.. Investigation of this IOB matter has determined that, 

| a "United States 
person" as that term is defined in Section 1801 (i) of the Foreign 
Intelligence Surveillance Act of 1978, 50 U.S.C. Section 1801 et 
sed ^ , I (S) 

\ 
fue to administrative backlog and the subseguent^ weekend, the investigative case was not • iweKi\.Kiiur une iiivK&^j^^^uds^iai IIUL 

administratively closed until | I On November 07, 
2 003.I I set a routine lead to the | |Pivision 
| H to serve a National Security Letter (NSL) in this 
case. I ~|served the NSL to the telephone provider 

| | on November 14, 2003, but I I did not provide the 
reguested telephone rprnrHs 1~o I limtil February 27, 
2004, af-t-pr I | administrative 
closure I I of this invpHtinatinn. On March 3, 
2004 J"" |notified | | that they had received the 
telephone toll records requested by | I NSL, but that | | 

| | had subsequently discovered tharl I had closed the 
investigation. I I The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection fNSTG1 
authorize the use of National Security Letters | | 

| I Thus, the FBI's receipt 
or teiepnone recoras m rnis case rroml Ion February 27, 
2004 was unauthorized because there was no open investigation on 
the subject at that time. As corrective action,| I 
subsequently forwarded the collected telephone records to| ^ 
Without reviewing the telephone records,| | sealed the 
telephone records in an envelope and archived the sealed envelope 
within the closed investigation file. This matter has been 
referred to the FBI's Office of Professional Responsibility for 
action deemed appropriate i^^C 
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CLASSIFIED BY 65179/DHH/KSR/RH 
REASON: 1.4 <C) 
DECLASSIFY ONs 11-19-2032 

ALL IHF0RHATI0H CONTAINED 
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BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
snrlosy rp entitled "Intelligence Oversight Board (IOB) Matter, 

Division, 2004-32." 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

- M r . Curran b6 
b7C 

- 27 8-HQ-C122 9736-VIO 
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Precedence: ROUTINE 

To: Director's Office 
Counterterrorism 

From 

Date: 06/30/2004 

Attn: OPR 
UC, CONUS III 
SAC; CDC 
SAC; CDC 

ALL IBF0RHATI0H COSTAIlffiJ) 

HEREIN 13 UHCLA33IFIED EXCEPT 

«HERE SHOOT OTHERWISE 

general uounsei 
National Security Law Branch 
Counterterrorism Law Unit I/Room 7 97 
Contact: 1(2 02) 324 

Approved By: 

Drafted By 

Case ID 

DATEî 11-19-2007 
CLASSIFIED BY 65179/DHH/KSR/R8 
PEASOH: 1.4 (c) 
DECLASSIFY OH: 11-19-2032 

Title 

278-HQ-C1229736-VIO (Pending)Serial 502 

INTELLIGENCE OVERSIGHT BOARD 
TER 2004-32 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that the above referenced matter does not need to 
be reported to the Intelligence Oversight Board (IOB). Our 
analysis follows. 

References.: 

Details 
communlcd"tlon^,'(EC) ,[ 

) 278-HQ-C1229736-VIO Serial 401 

As discussed in the referenced electronic 
TPivision 

I • - ;;- T a 
"United States person" as that term is defined in Section 1801(i! 
of the Foreign Intelligence Surveillance Act of 1978. 50 U.S.C. 

subseguent| 
administratively closed in ACS until | 

lDue to administrative backlog and the 
I weekend, captioned matter was not 
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To: Director's Office 
Counterterrorism 

ALL INFORMATIOH CONTAINED Attn: OPR 
UC, CONUS III HEREIN IS UNCLASSIFIED EXC 

SAC; C D C tJHERE SHOWN OTHERWISE 

SAC; CDC 

From: General Counsel 
National Security Law Branch 

Case ID #: 

X 

DATE: 11-19-2007 
CLASSIFIED BY 6S179y,DHHyK3R/R13 
REASON: 1.4 (C) 
DECLASSIFY ON: 11-19-2032 

Title: INTELLIGENCE OVERSIGHT BOARD 
MATTER 2004-32 

Synopsi'sr-- ) It is the opinion of the Office of the General 
Counsel (OGC) xhat the above referenced matter must be reported 
to the Intelligence Oversight Board (IOB). OGC will prepare and 
deliver the necessary correspondence to the IOB. 

References: ) 278-HQ-C1229736-VIO Serial 401 

Details: As discussed in the referenced electronic, 
communicaftion^ (EC),I 

ictrou. 
1 Division I 

\ - ; ' U 
"United States person" as that term is detined in Section 1801(i. 

] 

< S ) I 

of the Foreign Intelligence Surveillance Act of 1978, 50 U.S.C. 
Section lfiOl et-seg-: T 

s u p s e q u e n t | | w e e k e n d . captioned 
administratively ciosea in AUS until' 
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luue to administrative DacKloq and the 
matter was not 
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b2 
b7E 

INTELLIGENCE DffifiSiGHT BOARD (IOB) MATTER 

(S) 

pWRfiT^ 
I I" DIVISION 2004-32 (U) 

i 
IOB matt 
I Di vTs torri 

liiyu jLdiya 

2004, | |notified! ¡that thev had received the 
telephone toll records requested byj | NSL, but that| ^ 

I | had gnhgpqnpntl v HigmvorpH t-hat I IhaH rl ngpH thp 
investigation. | I The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection fNSTGI 
authorize the use of National Security Letters in I | 

| _ I Thus, the FBI's receipt 
or teleonone records in this case Iroml Ion February 27, 
2004 was unauthorized because there was no open ^ 
the subject at that time. As corrective action.I I 
subsequently forwarded the collected telephone records to | | 
Without reviewing the telephone records,! |sealed the 
telephone records in an envelope and archived the sealed envelope 
within the closed investigation file. This matter has been 
referred to the FBI's Office of Professional Responsibility for 
action deemed appropriate ^ ^ ^ ^ 

bl person" as that term is defined in Section 1801(i) of the Foreign 
Intelligence Surveillance Act of 1978, 50 U.S.C. Section 1801 et 

\ 3 } segvl I k2 

II Due to administrative backlog and the subsequent | ^ b 7 E 

|weekend, the investigative case was not kg 
administratively closed until | I On November 07, b l C 
2 003,1 I set a routine lead to thj iDivision 
| ~| to serve a National Security Letter (NSL) in this 
* case. the NSL to the telephone provider b7D 
| | on N o v e m b e r 14, 2003, but I I did not provide the 
requested telephone records to I I until February 27, 
2004, a f t e r I I administrative 
closure I | of thisinvestigation. On March 3, 

DATE; 11-19-2007 
CLASSIFIED BY 65179,'DHH/KSR/BS 
PEASCN: 1.4 (c) 
DECLASSIFY ON: 11-19-2032 

:y on: June^Ö7—2Ü29 

SECRET 
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ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

NSL VIO-34309 



BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
enclosure entitled "Intelligence Oversight Board (IOB) Matter, 

|Division, 2004-32." 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - Mr. Curran 
1 -
1 -

b6 
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1 - 278-HQ-C12297 36-VIO 

SURE 
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U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
Afifllasure entitled "Intelligence Oversight Board (IOB) Matter, b 2 

|Division, 2004-32." k 7 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
The Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

DECLASSIFIED B t SS173/DSH/KSÎÎ/R! 
0 5 1 1 - A Î - 2 0 0 7 

S E C P S ^ ^ 
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U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
enclosure entitled "Intelligence Oversight Board (IOB) Matter, b 2 

| |Division, 2004-32." 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
The Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

MCl^SSiraö BT eSl^/EfiffyKSR/SI OH 

NSL VIO-34386 



(Rev. 01-31-2003) 

ALL INFOPÄATION CONTAINED 
HE REIH IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

SEC&B^ 

DATE: 12-05-2007 

CLASSIFIED BY <55179 DMH/KSR/cb 

REASON: 1.4 (c) 

DECLASSIFY ON: 12-05-2032 

FEDERAL BUREAU OF INVESTIGATION 
#1082884 
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(U) 
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Precedence: ROUTINE 

To: 

Date: 12/29/2006 

Counterterrorism 

Inspection 

Attn: 

Attn: 

Attn: 

SAC 
ASA 
SS£ 
IA 

k 

CTD/ITOS II/PRGU 
Tnfprnal TnvpqtinatiVP Section 
Attn: Room 11865 

From: Office of General Counsel 
NSLB/CTLU-2/LX-1. 3S-100 
Contact : 

Approved By: 

(U) Drafted By: 
Case ID #: ^ X ^ 278-HQ-C1229736-VIO Serial (Pending) 
Title: INTELLIGENCE OVERSIGHT BOARD 

MATTER 2006-419 
<TT> - Syiiopsisr It is the opinion of the Office of the General 

Counsel (OGC) that the above referenced matter must be reported to 
the Intelligence Oversight Board (IOB). Our analysis follows. 

Inference 

X ïïry On 
278-HQ-C1229736-VIO Serial 1549 

Details: ^ p 1 prt- rnn i r r.nmmnn i r.?i t i on (EC) dated July 17, 2006 
and referenced above, the| 1 Division I Irequested 
that OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. We believe it does and 
our analysis follows. 

SÎRSRQ^ 

NSL VIO-34580 
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U.S. Department of Justice 

Federal Bureau of Investigation 

SÊ Ĥ T 
Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-419." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

•ÖtLkÜi" 

NSL VIO-34585 



ALL INFORMATION CONTAINED 
HEREIH 13 «»CLASSIFIED EXCEPT 
WHERE SHOWS OTHERWISE 

SE^R^I 

DATE; 12-05-2007 

CLASSIFIED BY 65179 DHH/KSR/cb 

REASOH: 1.4 (C) 
DECLASSIFY OH: 12-05-2032 

<U) 

INTELLIGENCE OVERSIGHT BOARD (IOB) HATTER 
I I FIELD OFFICE 
IOB MATTER 2006-419 (U) 

b2 
b7E 

LX By Electronic Communication (EC)1 dated July 17, 2006, 
] notified FBI Headquarters (FBIHQ) of ¡Division^ 

air-inadvertent acquisition of toll record information associated 
with unknown individuals in the course of a national security 
i m ro gt--j ^ri 

I nd 

Jrs as and remains a "United States person" as that term is 
used in Section 101(i) of the Foreign Intelligence Surveillance Act 
of 1978 (FISA).2 

During the course of the investigation, [ 
issued National Security Letters (NSL) pursuant to the Electronic 
Communications Privacy Act, 18 U.S.C. § 2709. That statute permits 
the FBI to request subscriber information and telephone toll billing 
records that are "relevant to an authorized investigation to protect 
against international terrorism or clandestine intelligence 
activities, provided that such an investigation of a United States 
person is not conducted solely on the basis of activities protected 
by the first amendment to the Constitution of the United States." 

(U) The error in this instance occurred in July 2005 
after the fniuial toll records were received from | J The 

J being results listed a telephone number ending with the di ni t. s I 
subscribed to by the target. However, when the NSL result letter 
was ^ 
scanned | | an errant 
spreadsheet was produced. The spreadsheet indicated that the target 

bl 
b2 
b7E 
b6 
b7C 

b2 
b7E 

b4 
b7D 
b2 

Deni^c-d riiiMM i 0 3 

i - - -^>a^278-HQ-C1229736-VI0 Serial 1549. 

2 (U) A "United States person" (USP)is defined in Section 101 (i) of 
the Foreign Intelligence Surveillance Act (FISA)(codified at 50 U.S.C. § 
1801 et sea.) as "a citizen of the United States [or] an alien lawfully 
admitted for permanent residence (as defined in section 101(a)(20) of the 
Immigration and Naturalization Act) . . . ." See also Section II.W of The 
Attorney General's Guidelines for FBI Foreign Intelligence Collection and 
Foreign Counterintelligence Investigations. 

3 (U) In order to avoid any further dissemination of the incorrect 
telephone numbers, the phone numbers referenced in this EC will only list 
the last four digits. 

:L>/IO-34628 



ALL INFORMATION CONTAINED 
HEBEIN IS UNCLASSIFIED EXCEPT 
I,THERE SHOWN OTHERWISE 

DATE: 12-05-2007 
CLASSIFIED BY 65179 DHH/KSR/cb 
REASON: 1.4 (c) 

N: 12-05-2032 

(U) ..... 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

I FIELD OFFICE 
b2 
b7E 

IOB MATTER 2006-419 (U) 

r By Electronic Communication (EC) dated July 17, 2006, 
Jivi^ion | j notified FBI Headquarters (FBIHQ) of 

j m I an inadvertent acquisition of toll record information associated 
\ J f wit-h-'-unJsnown 1 ̂  ^ -, ̂  4- -; ̂ ^ i .-.-.̂„--i 

(S) 
i nvpstination I 

jwà »/as and remains a "United States person" as that term is 
usea in Section 101(i) of the Foreign Intelligence Surveillance Act 
of 1978 (FISA)-1 

(U) X ]issued a National Security Letter (NSL) 
pursuant to the Electronic Communications Privacy Act, 18 U.S.C. § 
27092 for toll record information associated with the target» Thn 
error occurred after the initial records were received from | 

The results listed a telephone number ending with the digits 
being subscribed to by the target. However, when the NSL 

result letter was scanned with new software, an errant spreadsheet 
was produced. 

(U) 

X ' ^The spreadsheet indicated that the target had 
subscribed to seven sequential telephone numbers. The inadvertent 

bl 
b2 
b7E 
b6 
b7C 

b2 
b7E 
b4 
b7D 

1 (U) A "United States person" (USP)is defined in Section 101(i) of 
the Foreign Intelligence Surveillance Act (FISA)(codified at 50 U.S.C. § 
1801 et seq.) as "a citizen of the United States [or] an alien lawfully 
admitted for permanent residence (as defined in section 101(a)(20) of the 
Immigration and Naturalization Act) . . . ." See also Section II.W of The 
Attorney General's Guidelines for FBI Foreign Intelligence Collection and 
Foreign Counterintelligence Investigations. 

2 The statute permits the FBI to request subscriber information and 
telephone toll billing records that are "relevant to an authorized 
investigation to protect against international terrorism or clandestine 
intelligence activities, provided that such an investigation of a United 
States person is not conducted solely on the basis of activities protected 
by the first amendment to the Constitution of the United States." 

3 (U) In order to avoid any further dissemination of the incorrect 
telephone numbers, the phone numbers referenced in this EC will only list 
the last four digits. 

NSL VIO-34632 



DATE: 12-05-2007 
ALL IHFORHATIOH COÏÏTAIÏÏED CLASSIFIED BY 65179 

(01/26/1998) HEREIN IS UNCLASSIFIED EXCEPT v RE A3 OH- 1 4 (c) 
WHERE SHOUH OTHERWISE DECLASSIFY ON: 12-05-2032 SEC 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

(U) 

( Ü ) 

( Ü ) 

Precedence: ROUTINE Date: 02/09/2006 

To: 
Counterterrorism 
Inspection 

Attn: SAC, CDC 
Attn: AD 

Attn: IIS 

From: General Counsel 
Counterrorism Law Unit II/LX-1 3S100 
Contact: 

Approved By- Thorna g. .Ti 11 i g 

Drafted By: 

Case ID #: VTO 

Title = x SA INTELLIGENCE OVERSIGHT BOARD MATTER, 
IOB 2006-219 

synopsis: It is the opinion of the Office of the General 
Counsel (OGU) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare a cover 
letter and a letterhead memorandum for the General Counsel and 
the Assistant Director, Inspection Division (INSD), for 
submission to the IOB. Submission of this matter to the OPR is 
matter within the cognizance of the IIS. 

(U) X 
i^) Reference': Z7B -HQ-CT^r / Vf O-ÌO9 3 

id from 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 6.1. 

Détail^ 
Offic ice|! 

fin Rpfpi-pnrpH communication from the Field 
dated 12/14/2005, reguested that OGC review 

b2 
b7E 

""sÈGRÇJ 

NSL VIO-34679 



DECUSSïm» WH 65179 DKH/KSR/Cb 
0» 12-05-200? 

U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chairman, Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum. entitled "Intelligence Oversight Board (IOB) Matter, 

[Division, IOB Matter 2006-219." (U) , -

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

SECRET" 

NSL VIO-34686 
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Working Copy - Page 1 
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Precedence : 

TO: 

ROUTINE 

h 2 
b/E 
be 
b7C Cyber Division 

Director's Office 

Attn: 

Attn: 

Attn: 

ASA1 

S, 
e 

Date: 03/23/2004 
1 

CDC[ 
I ] 

ACDC[ 

C3IU 

Office of Professional 
Responsibility 

From: General Counsel 
National Security Law Branch/Rm. 
Contact : 

Approved By: 

Drafted By:. 

Affile-: ^ 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERTJISE 

278-HO-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
(IOB) MATTER 2004-26 

(UK; Synopsis; It is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

Deri 
-1 DATE: 11-Q&-2Q07-

CLASSIFIED BY 65X79 BHH/RSR/DK 
REASON: 1.4 <e) 
DECLASSIFY ON: 11-08-2032 

(U) , 

Reference : \XXS1 

Administrative: (U) This communication contains one or moire 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 
_ . . . (m- . . . Details: ' X - r (cited below)il',[ 

Ry electronic pomminir.at:ion (EC'i dated 02/10/04 
J Field Office , ^ — — — T e n n r t f > d a 

possible IOB error m con]unction, with an ongoing] I Cyber 

Case ID 27B-HO-C122 973 6-VTO Serial : 445 

SECRET 
^ NSL VIO-34888 

SEC 



SECHST 
W o r k i n g c o p y P a g e 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

DATE: 11-03-2007 
CLASSIFIED BT 65179 DKH/XSR/DK 
KEASOHs 1,4 !C) 
.DECLASSIFY OIT: 11-08-2032 

This letter forwards for your information a self-
explanatory enclosure entitled Intelligence Oversight Board 
(IOB) Matter,p |Division, IOB Matter 2004-26." (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U} 

b 2 
b7E 

Enclosure 

] - Mr. Currän 
- SSA I I 
- OPR 
- 278-HQ-CI229736-VIO-

b £ 
b7C 

ALL IHFOKRATIOT COHTAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHEPE SH0WH OTHEPWISE 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

Case ID : ' 278-HQ-C1229736-VIO Serial : 446 
SECfctCT 

^ NSL VIO-34892 



SECliKr 
Working Copy Page 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

John F. Curran 
Deputy General Counsel 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

•1 - Mr'. H. Marshall. Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 4 304 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice . 
Room 6150 

TWTRTJ• TfSRNCP! OVRBgTfiWT BOARD (IOB) MATTER 

JFIELD DIVISION R 2004-26 (U) 
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Precedence : 

To 

ROUTINE Date: 06/30/2004 

b 2 
b 7 E 
b6 
b 7 C 

Director's Office 
rmmt.P.rtf>rrf>ri p 

Attn: OPR 
UC, CONUS III 
SAC; CDC 
SAC; CDC 

From: General Counsel 
National Security Law Branch 
Countertyrorism Law Unit I/Room 7975 
Contact: 

Approved By: Curran John F ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 

Drafted By: 
ID).. 

Case ID #: "̂ tfiC 278- HQ-CI229736-VIO (Pending) 
( U ) W Title: J&si INTELLIGENCE OVERSIGHT BOARD 

MATTER 2004-32 

DATE i 11-08-2007 
CLASSIFIED BY 6S179 DHH/KSR/DK 
FJSAS0H: 1.4 (C) 
DECLASSIFY OH: 11-03-2D32 

ITI), 
Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that the above referenced matter does not need to 
be reported to the Intelligence Oversight Board (IOB). Our 
analysis follows. 

(U>. X 
!D ) : 

Derived 
Declassify Tun 

October 1, 1997 
29 

References : >t8<[ 278-HQ-C1229736-VI0 Serial 401 

( S ) /Details : î̂flĵ * As cH «rugged in the rsfsrenced slspt.rnni'g 
/fiomriinnigatiori fRPl V 

t ? |as that term is detined in section isol 
of the Foreign Intelligence Surveillance Act of 197$, 50 U.S.C. 
Section 1801 et seq. \ \ 

IDue to administrative backlog and the . i subsequent three day holiday weekend._ captioned matter was not 
administratively closed in ACS until 

•Division [ 
11/07/2Q03.r set a routine lead to the 

( S ) Letter (NSL) in this case. 
telephone...provider [ 

:o serve a National Security 
_| served the NSI 

on 11/14/2003, butf 
provide the r'eguested-^AlABliân&Jsecacdfi-^ûL 
02/27/2004, after theJ 

>f" 

JL to the 
Idid not 
until 

administrative 
closure of this investigation. 
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Precedence : ROUTINE 

To: Director's Office 

Counterterrorism 

Date: 06/11/04 

h 2 
b7E 
foe • 
hlC 

Attn: OPR 

Attn: AD 

Attn: SAC 
CDC 

Prom: General Counsel 
National Sftfm-ri t-v T.aw Rranfh/Pnnni 7 Q A 7 
Contact : 

Approved By, Curran John F 

Drafted 

Case ID #: 

, Ü 1 <X> Title: 

ALL INFORMATION CONTAINED 
TTv-v .. .HEBE IN IS UNCLASSIFIED E/CCEPT 278-HQ-C1229736-VIO (Pending}^,, gH0TO 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2004-45 m-, 

Synopsis: Ï&K It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB) and to the Office of 
Professional Responsibility (OPR). OGC will prepare and deliver 
the required correspondence to the IOB. Our analysis follows. 

References: (1) ,ÎX 278-HQ-C1229736-VIO Serial 419 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 8.0. 

(01-.. 
X Der. 

Decías 
DATE: 11-09-2007 
CLASSIFIED BT 65179 DHH/KWDK 
•REASON: i<?5 
DECLASSIFY ON: 11-09-2032 

Dfihails ffil T b J 1 

ön 1 Ô / M / Ô 3 , [ ]issued a National 
Security Letter (NSL) to an internet service provider requesting 
the name, address, length of service, and electronic 
communication transactional records for a website The NSL 
authority did not include a request for email content. 

(S) 

h 2 
b7E 
fol 

fol 

Case ID : 278-HQ-C1229736-VIO \ Serial : 503 
SECRET 

\ NSL VIO-34901 



SECRET 
- Working Copy - Page 1 

ALL INFORMATION CONTAINED 
ffiREUr IS OTCLASSIFIEE» 1XCEÎT 
TOERE SHOIW OTHERWISE 

DATE: 11-14-2007 
CLASSIFIED BT 65179 DHH/KSR/DI 
REASON: 1.4 (C) 
DECLASSIFY ÛNî 11-14-2032 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
enclosure, entitled "Intelligence Oversight Board (IOB) Matter, 
CONUS I, international Terrorism Operations Section, Federal 
Bureau of Investigation Headquarters (FBI HQ), 2004-45." 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary_ to 
the Attorney General Guidelines for FBI Foreign Intelligence" 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - Mr. Pistole 
1 
1 b 6 
1 - 278-HQ-C1229736-VIO b 7 c 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

Case TD : 278-HQ-C1229736-VIO Serial : 504 
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Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

John F. Curran 
Deputy General Counsel 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
CONUS I, INTERNATIONAL TERRORISM OPERATIONS SECTION 

( û ) FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) 
/ 2004-45 (U) 

Tnvpal-iaa1-inn nf fhie IOB ™at--i-a>-»- /iai-am^a^ that, 
; on 10/08/02, the I ^Divisioni | 

J On 10/03/03, 
I issued a National Security Letter to the internet 

service provider| | requesting the name, address, 
length of service, and electronic communication transactional 

SEÔNt^T 
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Precedence : ROUTINE 

To: Counterterrorism 

Date: 06/11/2004 

Attn: AD 
Attn: SAC, CDC 

From: General Counsel 
Nationàl Security Law Branch/Room 7975 
Contact ; 

Approved Bv: Curran John F 

Drafted By: 

b e 
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b 2 
b 7 E 

DATE: 11-14-2007 
CLASSIFIE» ST 65179 DKH/KSR/DK 
HEASOHî 1.4 tCJ 
DECLASSIFY Cai: 11-14-2032 

Case ID #: 
<U) ; 

278-HQ-C1229736-VIO (Pending) 
278-HQ-1426014 (Pending) 

Title: POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
(UK'' IOB MATTER 2003-62 

cn> -
Synopsis: fs£ It is the opinion of the Office of the General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB), but, rather, that a record of 
this decision should be maintained in the investigation control 
file for review by the Counsel to the IOB. 

m 
DerïVç^-^EgnM- G-3 
QÊ«i«SSTfyorïT 

ALL IHFORHATIOH CDHTAIHED 
HEPEIW IS ^CLASSIFIED EXCEPT 
WHEFE SH0DH OTHERWISE 

b 2 
b 7 E 

1 field office nhtairipHl 
I information nnrsnant to- 1-he FTSC nrrtprs on the 

Case ID : 278-HQ-C1229736-VIO Serial : 536 
278-HQ-1426014 ^ 3 
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Precedence: ROUTINE Date: 09/15/2004 

bS 
b'7C 

TO: Director's Office Attn: OPR 
Counterintelligence Attn: AD 

Attn: SAC 
2 Attn: SAC 
7 E CDC 

From: Office of the General Counsel 
NSLB/ CILnZ£BL_2S25_ 
Contact : 

b i 
b 2 
b 7 E 

Approved By: Curran John F 

Drafted By: 

ALL illlUUltllUJJ LbMAiMl 
HEFEIN IS UNCLASSIFIED ZXCEPT 
TjJHBBE SHOOT OTHERWISE 

Title: 

-VIO [Pending) 
(Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB 2004-80 

DATE: 11-14-2007 
CLASSIFIED »? 65179 DHH/KSK/KK 
KE&SflM: 1.4 ¡C) 
DECLASSIFY 0»: 11-14-2032 

Synopsis: (U) The Office of the General Counsel considers that 
this matter warrants a report to the Intelligence Oversight Board 
and to the Office of Professional Responsibility. Our analysis 
follows. 

Prri '"T^jpym^^ " 1 
De c l^wSify OnT-^x 1 

b l 
b 2 
b 7 E 

On 5/21/2004, the SAC authorized the issuance of 
National Security Letters (NSLs) seeking- credit reports about the subject 
from the three major credit reporting companies. The 
letters, which cited Title 15, United States Code, Section 1681v 
(15 USC 1681v), requested "a copy of a consumer report and all 
other information contained in your files for the below listed 
consumer ii.e., the subject'." All three NSLs included a 

Case ID : 278-HQ-C1229736-VIO 

(S) ^sèô^ET 

Serial 595 
IZZ1 

NSL VIO-34917 
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BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
ROOm 5020 »ECUSSim» BY 6SX79 An/KtfflK New Executive Office Building n_ ... 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear General Scowcroft: 

This letter forwards for your information a self-explanatory 
enclosure entitled, "Intelligence Oversight Board (IOB) Matter, 
IOB 2004-80.» (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws. Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

1 - Mr. Cm-ran 
1 -
1 -

1 - IOB Library , 
1 - 278-HQ-C1229736-VIO b 

fo 
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General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

Enclosure 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

John F. Curran 
Deputy General Counsel 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 
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Pr*c»dcnc«: ROUTINE 

TP:' I 1 
Date: 11/14/06 

Attn: sue, CDC 

Counwpterropiw 
Inipcctloci 

Attn: AD 
Attn: IIS, CRs[ 

] 

Fron: General Counsel 
National Security Affairs/Room T947 
Contact: Julie f . Thomas 

Approved By: Thomas Julia F 

Drafted By: £ iin-.. 
Case ID # :278 -HO-C1229736 -V IO 

in 
Tltl&i ^ POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 

2006-46? 10)-. 
S y n o p s i s : I t is the opinion of the Office of the General 
Counsel (OGC) that nc error was coranitted In thU matter, and 
therefore nothing need be reported to the JOB. A record of this 
d«ci»¡or should be maintained in the investigation control f i le 
fpr rtviev by the Counsel to the IOB. 

b2 
b7E 
b6 
b7C 

m arostartaiî cornu» 
HERH» is IICUMIRAD EXCEPT 
mm, SHOT OTHERWISE 

DATE: 11-30-20.07 CLASSIFm» Vf 65179 ttBh/kar/dfc KEASOH: 1.4 fc| MCU8SIIT OB: 11-30-2032 

<u> ~ ij ill fi I in ni fì 1 

Reference: ^ 278-HO-C122973&-VIO Serial 1613 

Pete i ls: (S3 As noted in the electronic cwaiunication (EC), 

bl 
b2 
b7E 
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Precedence ; ROUTINE 

To: 

Date: 11/24/2006 

Attn: SAC[. 
A/ASACI 
SSÂ 

Counterintelligence 

Inspection Division 

Attn: SSA 

b2 
b6 
b7C 
b7E 

Attn: IIS, CRS 

Attn: ISS Unit 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact: SSAI 

Approved By: 

Drafted By: 

Case ID #: 

Title: ..̂ CwC 

(U). 
Synopsi 
the Office 

278-HQ-C122 9736-VIO 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-432 

^ XL 
fice of trS 

ALL INFORJIATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
BHEKE SHOOT OTHERWISE 

[Pending) 
DATE: 12-04-̂ 007 
CLASSIFIED BY 65179 DHH/KSR/KK 
HEMONï 1,4 (CJ 
BaCLASSIFV ON: 12-04-2032 

-equested that 
e General counsel (OGC) review an incident and 

determine whether it warrants reporting to the Intelligence 
Oversight Board (IOB). It is the.opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the IOB. 

(U> 

Administrative This electronic communication_i£Ll contains 
information from: (1) the EC dated 07/21/2006 from| Ito OGC 
reporting a potential IOB matter; and (2) automated case support 
(ACS). 

b2 
b7E 

b2 
b7E 

Reference: 
( U ) 

( X 278-HQ-C1229736-VÌO, serial 1560 

Details: ^ f f By EC dated 07/21/2006, | Irecruested that OGC 
review •iri<--idi=>n1* anri liAfOTminia Tyf-ial-hp-p if Wfl T̂ fj T1 f fl rPiPfirJ" j riiT_JlO 

i I h hei TOR 

Case ID : 278-HQ-C1229736-VIO 
ê&SJRjgT 

Serial : 1861 

NSL VIO-34967 
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Precedence : ROUTINE Date: 11/27/2006 

TO: 

Inspection 

Attn: Acting SAC 
CDC 
SSA 

Attn: IIS , CRd" m trucT 

F r o m : Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact: SSfl 

Roo™ li.O.A" ALL IHF0FHATI0B COHTAIMED 
HEREIH IS OTCLA5SIFIED EXCEPT 

Approved By: 

Drafted By: 
( U ) Case ID #: 

Title: 

DATE: 12-04-S007 
CLASSIFIED BT 65X70 ßUH/KSR/DK 
BEA30K; 1.4 (Cl 
DECLASSIFY OH: 12-04-2030 

m ' " w r 
Synopsis: jjtSCT TheL 

he Office 

278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-439 

^requested 
that the Office of the General Counsel (OGC) review an incident 
and determine whether it warrants reporting to the Intelligence *'• 
Oversight Board (IOB). It is the opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the IOB. 

(U) 

(S) Administrative : This electronic communication (EC) 
information from: (X) the EC dated 07/24/2006 fromL 

contains 
]to 

OGC reporting a potential IOB matter, (2) automated case support 
(ACS) ; and (3) an email message from SA| ~~[to OGC 
received on 11/27/2006. 1 1 

Reference; 278-HQ-C1229736-VIO Serial 1551 

Details : 
OGC review 
reporting to t]js 

On 10/19/2005,I 
...UPriiritv T^t-hPr 
Ofl 

By EC dated 07/24/2006,[ 
ncident and determine whether it warrants 
he IOB. 

issued a National 

^requested that 

KDem _oa TTPCTa~rrl i no n̂t-

J The records received from|^ 

b2 
b7E 
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b2 
b7E 
b6 
b7C 
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Precedence : 

TO: 

ROUTINE Date: 11/27/2006 

Attn: 

Counterterrorism 

S S A [ 
TFO| J 

Inspection 

Attn: ITPS I/CONUS Iv/ Team 15 
SSA| j 

Attn: IIS 

From: General counsel 
National Security Law Branch/CTLU I/LX-1 3S-127 
Contact: PCI I 

Approved By: Thomas Julie F 
ÂLi IHTOKEÀTÎOB' COmUffiD 
HEREIK IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Drafted By: 
tD>\ • 

Case ID #:''-X 278-HQ-C1229736-VIO (Pending)^. ia„04_2007 
, . , CLASSIFIED BY <5517$ DKH/KSIV&K Title: (U) Intelligence Oversight Board reason: I.4 (C) 

^ I OB Matter 2006-330 CECILS SIFT ON: 12-04-2032 

Synopsis: i s t h e opinion of the Office of General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB). Our analysis follows. 

< U ^ > < N F ) 
(TJ), 

Deri 
Declassi 17/2031 

Reference: (£<'' 278-HQ-C1229736-VIO Serial 1389 

Details: Bv electronic communication (EC)dated Mav 18', 
2006, thel I reported to 
the Inspection Division and the Office of General Counsel (OGC) 
this potential IOB matter. 

b2 
b7E 
b6 
b7C 

On September 12, 2005, TFcC ]submitted a 

bl 
b2 
b7E 
b6 
b7C 

/request for. a bank records canvass under the PATRIOT ACT and 31 
rFR m i inn P r i o r to t h e r e q u e s t b e i n g f u l f i l l e d , the 

Case ID : 278-HQ-C1229736-VIO Serial : 1889 
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Precedence ; ROUTINE 

To: 

ROUTINE Date: 11/28/2006 

Attn: c p d ~ 
A/SSAT 

Counterterrorism 

Inspection 

Attn: ITOS I/CONUS IV 

Attn: 

A / U C ~ 
SSA| 
IA 
n s 7 [ 

From: General Counsel 
National Security Law Branch/CTLU I/LX-1 3S-127 
Contact: U(j | 

Approved By: 

Drafted By: 
m Case ID #: 

Thomas Julie F 
AIL INFORMATION COMTAIHED 
HEREIK IS UNCLASSIFIED EXCEPT 
IiTHERE SHOUH OTHERWISE 

Title: (U) Intelligence Oversight Board 
IOB Matter 2007-530 

278-HQ-C122973 6-VIO (Pending) 
, DATE: 13-05-2007 
CLASSIFIED m 65179 DHH/KSR/DK 
REASON: 1.4 i,t\ 

<U) \ y DECLASSIFY OHi U-OS-2CJ30 
Synopsis: y^) It is the opinion of the Office of the General 
Counsel that the above referenced matter need not be reported to 
the Intelligence Oversight Board (IOB). Our analysis follows. ( D K- — . 

{Sj&BEJ^ De5 
(U): 

Reference: hs^T 278-HQ-C1229736-VIO Serial 1763 
Details: Rv electronic commnni car.i on (EC) dated October 17, 
2006 the| reported to the Inspection 
Division and the Office of General counsel (OGC) this potential 
IOB matter. 

05/2031 

(fi'M" --l-received one package of results 
J loaded the, records ' pertaining t< 

b2 
b7E 
b6 
b7C 

bl . 
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b6 
b7C 
b4 
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Precedence : ROUTINE 

To: I I 

Counterterrorism 

Inspection 

Date: 12/20/2006 

Attn: SAC 
CDC 

Attn: ITOS 1, CONUS 2, TEAM 6 

Attn: IIS 

From: Office of the General Counsel 
NSLB/CTLU1/LX1 Room 3S119 
Contact: u c l 

Approved By: Thomas Julie F 

Drafted By: 

Case ID #: 
(U) 

Title 
M 278-HQ-C1229736-VIO (Pending.) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
TJHERE SHOWN OTHERWISE 

b2 
b7E 
b6 

DATE: 12-06-2007 
CLASSIFIED BT 65179 DHH/KSR/L^ 
REASON: 1.4 (C) 
DECLASSIFY ON: 12-06-2033 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-0400 

(U1-, 
Synopsis: ¡JX^ It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IO&). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

G-3 
20311220 

i U K X > 

jjaO 278-HQ-C1229736-VIO serial 1506 

Dea 
De c : 

<U),, 
Reference: (0).. 
Details: The referenced serial fromT 
that OGC review the facts of the captioned matter anc 
whether it warrants reporting to the IOB. As explained below, in 
our opinion, the FBI is not required to report this matter to the 
IOB 

3 
equested 
determine 

IS) 
a National 
]was submitted s e c u r i t y L e t t e r IMijL) dabed (Jfe / IW! I2UU& [ 

t-iil lF<|r toll records relating to one telephone number, 
I an^ gn-hcrriViPr infrmnaUnn relating to another 

telephone number I | The results were received from 
th^ I with an EC 
the results were toll records for£ 
that was not requested. In addition 
records for[ 
requested. 

] when only s 

were 
Included in 

cor a time period 
¡"provided toll 

bl 
b2 
b7E 
b6 
b7C 
b4 
b7D 

_ „ scriber information was 
On 07/10/2006 the additional toll records were given 

Case ID : 278-HQ-C1229736-VIO 
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Serial : 1948 
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Precedence: ROUTINE 

I 
Date: 7/14/2006 

° z 

Cowterterrori sri 

Inspection 

Attn: ITOS 1/CMUS 3/Tem 9 

Attn: Internal Investigative Section 
Attn:| ROOK 11565 

Fron: General Counsel 
national Security Law Branch/CtLU 1/U-1 JS-100 
Contact: ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ 

Approved By: Thoags Julie F 

Drafted By: 

b6 
b7C 
b2 
b7E 

M-
Case 10 I : ^ Z7B-HQ-C1229736-VIO 

Title: (U) Intelligence Oversight Board 
( i c e ) Matter 2006-382 

(^öyn&psiss-^Ji^t ie the opinion of the Office of the General 
Counsel (Ofic) thet the ebove referenced netter need not be reported 
to the Intelligence Oversight Board (IOB).. Our analysis follows. 

(0) 
( Ô ) Reference 

X from : G-3 

bl 
b2 
b7E 

Tice: - «/~278-Ha-Cl229736-V10 Serial U59 
"«r1 

All IHFORKATIiW C0HTAIHS5 HEREIH IS TWCUSSIITEI) «XCEÏT «HEBE SH0BS OTHERWISE 
Paoe DATE: 11-20-2007 

cmstrm arr ««SdaiiAsr/aaj REASOHi 1.4 ic) DECU5SIF? OH: 11-M-MÎ8 

1 

Case JD : 278-K0-C1229736;VIQ Serial : 1567 

î s ) L K ° « L 
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TWT̂ T.T.TnRKrr-F: OVERSIGHT BOARD (IOB) MATTER 

"TÜB MATTER 2006-305 (U) 

1111 x ^ C By electronic nrnnmimirafTon Harcfi aro-i 1 1 H 
the Federal Bureau of Investigation {FBI)[ l-ima 

Office inappropriately utilized a National Security Letter (NSL). 
I I drafted an NSL requesting transactional 
rprnrHa i j I | requested were 

I r However, because the information 
that is allowed to be obtained pursuant to an NSL is very 
specific.I lis not specifically allowed 
pursuant to an MAT,I ~1 erroneously 
utilized the NSL. The information that was obtained beyond the 
scope of the NSL shall be sequestered. The inappropriate 
utilization of the NSL was in violation of V.12. of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection.il' 
reported to the IOB. 

Thus, the matter is being 

b2 
b7E 

NSL VIO-35199 

* * FOOTNOTES * * 
il': (S) Section v.12. authorizes use of National Security 



ALL INFORMATION CONTAINED 
HEPEIN 15 UNCLASSIFIED EXCEPT 
fflBEBE SHOOT OTHEFBISE 

S B C R K T 
— working Copy Page 1 

Precedence : ROUTINE 

To: General Counsel 

•Date: 09/29/2006 

Attn: AGC H 
CTLU II/LX-1, 3S10Q 

From: 

(S) 

Contact : 

Approved By: 

Drafted By: 

case ID # ; (U) 27 8 - HQ-ci 22-9 736 -VIQ (Pending) 
Pending] ç j ^ ç ) 

( U ) 

Title: SA[ 
\\ / X A / c A/SS*!. 

1 

DATE; 11-20-2007 
CLASSIFIED BY 6S179d»ii/k3r/Ma3 
REASON: 1,4 fc) 
DECLASSIFY OH: 11-29-2032 

) 

bl 
b2 
b6 
"b7C 
b7E 

INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB 2006-229 

Synopsis: (S) Providing Office of General Counsel (OGC) with 
results of HeqiyHtered National Serairitv Letter (NSL) documents 
relative to FBI 

(U) 

Reference: (U) 27B-HQ-C1229736-VIO, Serials 1099 and 1654. 

(U) Enclosurefs) r Original NSL documents. 

[ 
nat-a-iin- (a.\ Par referenced EC, Serial 1654, OGC requested FBI 

| to sequester the results of two NSLs, dated 
11/15/2005 and 11/16/2005, which were served on two financial 
institutions relative to counterterrorism subject! 

rhe 11/15/2005 NSL yielded positive results for These financial records have been sequestered 
ana are enclosed in the attached 1A envelope. The 11/16/2005 NSL 
yielded no results,- therefore, no records are enclosed. 
LEAD(s): 

Set Lead 1: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

bl 
b2 
b6 
b7C 
b7E 

Ca&e ID : 278-Hn-n -VIO Sprial • 171« k l 

(S) NSL VIO-35252 



VATE: 11-14-2007 
CLASSIFIED ET 65179 DHH/X3R/JB 
REASOH: 1.4 (C) 
DECLASSIFY CM: 11-14-2032 

Precedence : 

To: [ 

ROUTINE 

ALL IHFOPJÏATION CONTAINED 
HEREIH IS UNCLASSIFIED EXCEPT 

„ , . „ WHERE SHOfH OTBEOTISE •-- Working Copy Page 

Date: 03/07/2006 

b2 
b7E 
b6 
b7C 

(U) 

Director's Office 
General Covins el 

From: 
Contact 

Approved By 

•Drafted By: 
Case I-D. IS 

( 
Title: 'jX. POSSIBLE INTELLIGENCE OVERSIGHT 

BOARD MATTER 

Synopsis: To return material provided pursuant to an NSL 
to the financial instiution. 

<U) 

f <X> Dérivée/ i 
DeclaAii 

..Reference: 278-HQ-C1229736-VIO Serial 1177 

DerivVcK From : G-3 
Declassify On: XI 

Enclosure(s) Enclosed fori 
envelope containing material provided bv I 

i.a a 1A 

L 

•lliifcllhlil 

âj. (aJ 

national aecuricy Lieccer û aijj issuea oy SAL 

I 

F 
b2 
b7E 
b7D 
b4 

ciiaH am M SL r l 

hâL 
relating to the subject 
forwarded documents responsive to this NSL to[ 

If or financial r-ArorrT? 
By EC dated 08/02/20051 

? 
1 

December 2005 while reviewing the documents the| 
case agent noted 
that several documents were- not related to 
the subject. The records were not further reviewed and were 
secured by the CDC pending notification of a possible 
Intelligence Oversight Board fxOB) Matter, General Counsel, 
in the referenced EC, directed! I to return this 

r 

(S) case- ID 
278-HQ-C122973 6-VIO 1209 —wmmn i~"T 

N S L V I O - 3 5 4 5 6 

bl 
b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b4 



All INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERS! SE 

SE^E1] SECRET 
Working Copy 

11-14-2007 
CLASSIFIED W? S5179 MH/KSR/ill 
REASON: 1.4 (C) 

' "DECLASSIFY Qfifs 11-14-2032'Page 

Precedence : ROUTINE 

To: 

Date: 1/20/2006 

b2 
b7E 
b6 
b7C 

Attn: CDC 

Counterterrorism 

Inspection 

Attn: ITOS I, Conus 2, Team 4 

Attn: IIS SC Toni Fogle 

i.rom: General Counsel 
National Q-^T-' 1-" T ^ " ^ K / n w r i •) /T V.-I CO-LIT 
Contact : SSAI ;t 

Approved By: Thomas J u l i e F 

Drafted By: 

(U) Case ID 

Title: <U) 

27 8-HQ-C1229736-VIO Serial 1092 

Intelligence Oversight Board 
(IOB) Matter 2006-223 

(Hi-s y n o p s i s : I t is the opinion of the Office of the General 
Counsel that the above referenced matter need not be reported to 
the Intelligence Oversight Board (IOB). Our analysis follows. bl 

b2 
b7E 

Reference : 

(U) i><) DeriveîkPfom : G-3 
Declassify On: XI-25 

(S) 

Administrative: (U) This communication contains o?ie or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect, 

b 2 > W 7pm Details: yPi By electronic communication frerM Hat-̂ ri npr&mhp 
2005 (jTft.wn.rmnpe-VlO Serial 1092), the! frield 
Office| reported to the Office of the General 
Counsel tuüo tnas potential IOB matter. 

I I 

National Security Letter (NSL) was issued seeking 
toll records for the subject's home and office telephones; a mail 
<-nygr rprmAat was finhmi t-t-̂ d ariri approved; and an NSL was served 
onl . . Irequesting. f i nanr i 
pertaining to I I At the timel L 
the case agent was Joint Terrorism Task Force Officer (.TFQ)| 

bl 
I b2 

•J b7E Ja b6 
b7C 
b7D 
b4 

Case ID : 278-HQ-C1229736-VIO Serial : 1135 
SECKSJ 

\ NSL V IO-35466 



DATE: 11-14-200? ALL INFÛPHATION CONTAINED 
CLASSIFIES m 65179 Bim/KSîWtiJ ¿ELM* 1- HEREIN 15 UNCLASSIFIED EXCEPT 
PEAS ON: 1,4 (Cj • _ workina Cor>v T'THEKE SHOW OTHERWISE p „ 
DECLASSIFY" ON: 11-14-2032 «.xwy rdye 

b2 
b7E 
b6 
b7C 

Precedence : ROUTINE 

To: 

Inspection 
Counterterrorism 

Date: 1/05/2006 

Attn: I - I . 
SAI I 
IIS 
T Tog TT /r^n 
SSA 
SSA 

From: Office of the General Counsel 
National »̂'""•I'il'v T.aw Rranrh/r'TT.n/Poom 7Q4 7 
Contact : AGC | | 

Approved By: Thomas Julie F 

Drbi By-
<UJ j W 77(i.un-m ̂ oTtfi-vm (Pending) 

b7E 
b6 

(S) (Pending) 

(U) T i b 7 C ( ^ SSA 
SA 
INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-208 

fUl Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

(U ) j > ( Derive 
Decías 

( U ) R e f e r e n c e - 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O 

Details: (^The FBI Office of the General Counsel (OGC) reviewed 
the facts of the captioned matter to determine whether it 
warrants reporting to the IOB. In our opinion, it does. Our 
analysis follows. 

The referenced electronic communication (EC) from 
[Field Office I I dated 11/02/2005, and an e-mail 

communication f r o m | | dated 12/28/05. reported a Possible IOB 
error in conjunction withT I 

reported that on July 7, 2005, the 

the[ bl 
b2 
b7E 

Case ID T7B.m.n??Q7iK.irTn 

(S) 

Qc-i—i al • U I C 

NSL VIO-35470 

bl 
b2 
b7E 



SEp^ET 
- Working* Copy - Page l 

DECMMmE^ BY 65X79 »SB/KW*® 
{M 11-14-2007 

BY COURIER 

Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
New Executive Office Building - Room 5020 
725 17th Street, NW 
Washington, D.C. 20503 

Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory cpninmnrp, entitled Intelligence Oversight' Board b 2 
(IOB) Matter I Division, 2005-208." (U) b 7 E 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, .for a 
determination of whether any administrative action is warranted. 
<U) 

Enclosure 
. b6 

1 - MS. Thomas k 7 C UNCLA^^IED WHEN 
1 
1 
1 2 IU-UU-UL22 

DETACHED FROM 
CLASSIFIED ENCLOSURE 

S736-VIO 

Derivè^/From: G-3 
Decla/é^y On: XI 

Case ID : 278-HQ-C1229736-VIÒ Serial : 1137 
SECRET 

NSL V IO-35474 



ALL INFOPHATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERIilSE: :1 

INTELLIGENT 

(S) 
IOB 

IDIVISION 
HATTER 2006-208 

(IOB) MATTER 

(Ü) 

X The[ Division [ ) of 
the Federal Bureau o F Investigation (FBI) has reported that, 
rawing t-p an error on the part of a communications carrier, 

I electronic surveillance nf Intarnnl- • 
^•nmimmirat-inns H e v n n d j-.Vinsp aiithr>r"i I I 

INI Around the time of the discovery that there might 
\ s I "foe' two IP addresses that| 1 was providing;one fog 

and anottemr hnlnnnirn fn liimrnai- i nrii iri IIIIB 1 aa—FBI contract 
employee | I contacted 

| anrll I in Hir-n rewpnTjrlftrt rhat-. 
providing Ttväteriäl äöSöciated with 

M 1 ¿ m . 

(S) 

( S ) 

Security Letter INSL) for 
the names, addresses and lengths o£ 
internet account address on which| 

was only 

prepared 
J requesting that[ 

a Tfla h r>ria 1 
Iprovide 

Earin rp for the additional 
_pad been proridjjacL 

information to the FBT when providing information • 1 

(S) 

who also resided in 

I I 2 P P 5 
Ï 

m l thel 

information, 

1 case agents subsequently 
Jto review the 

F 

atorementionea fr'tsi£ I employee contacted.!-
1 SES^gT L 

"hrnr 
again 

N S L V I O - 3 5 4 7 6 

b2 
b7E 

i n t e r n e t a c c o u n t . The NSL c o v e r e d the P e r i o d f r o m f ^ I 
| the date that | ¡response 

to the NSL was received by the FBI. The results of the NSL 
.cexealed, that the internet hai^nrr^ i-̂ . US PER, not 

bl 
b2 
b7E 
b6 
b7C 
b4 
b7D 
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DEtUSSIfI£& IT 65178 »HH/KSR/J» 
£«1 11.-14-2007 January 18, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 . 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 

This letter forwards for your infprmation a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2006 209 . (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 
Enclosure 

" " ' r U - ' ^ ~ _ 

l LÀCTIPN UC) 
1 - 278-HQ-C1229736-VIO 

T ̂
V: 

b6 
b7C 

UNCLASSIFIED WHEN 
DETACHEIVFROM 
CLASSIMELI ENCLOSURE 

PeiiveU Cium. MulLipli:. Onmi'itua 

case ID : 278-HQ-C1229736-VIO ^ ^ Serial : 1142 

NSL V IO -35481 



ssei 
Working cSpy Page 

AIL OTrSEHMTOH CttSTAIHED HEREIK IS TTOÜBSITO» EXCEPT tJBERE S30OT OTHERWISE 
PATE: U-14-200? CWLSSJFIS) BY 6SI79 PHK/KSJOTS HSASOS: i.4 <C) MCUS3II7 0«: 11-14-2032 

BY COURIER 

Mr. Stephen Friedman 
Otalrmn 
Intelligence Oversight Board -
New Executive Office Building 
Washington, D.C. 

Oeer Mr. Friednsn: 

Enclosed for your information is a self-explanatory 
memorandus. entitled "Intelligence Oversight Board (108) Matter, 

I ^ F i e l d Office, 106 Natter 2006-207. <U) b 7 E 

This IHH sets forth details of investigative activity which 
the FBI has determined was conducted contrary to The Attorney 
General's Guidelinas for FBI National Security Investigations and 
Foreign Intelligence Collection and/or laus. Executive orders, or 
Presidential Directives which govern FBI foreign 
counterintelligence and international terrorisai investigations. <U> 
Enclosure 

1 • Us. Thorns ^>6 

1 I I b7C 
1 - 278-K0-C12297Î6-V10 
1 • Inspection Division C1 OB 2006-207) 

Case ID : 278-HO-CTZ29736-VI0 Serial : 1176 

NSL VIO-35496 



Working Copy Page 

Î 
INTELLIGENCE-OVERSIGHT BOARD (109) HATTER 

I FIELD OFFICE 
IOB HATTER 2006-207 <U> 

b2 
b7E 

n̂vestlgâjĝofthisî  

I h ò g . ease a pent SAI 
| of thel ¡Resident Agency (KA> submitted 

conversion EC was neither î a loaded into ACS nor sent to the Bureau file, 
and it uk not approved by t h e f a t Agent in Charge 
(SAC). Principal Relief Superviso^^^^^Jwho received the 
conversion request by Bureau Kail from the RA, was unaware that the 

^^^^^^^^^SAC needed to approve the conversion end thus did not send 

? 
(S)«n EC to hit principal relief supervisor, SA I I request Ì ng 

/the conwtion of the 272" money lauideHng crlnirul investigation of 

bl 
b2 

tc a 315H national security investigation. However, the b 7 E 

b6 
b7C 

NSL VIO-35498 
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OECIASSIFHÜ BT 65*73 £HH/KKR/<m 
Olì ;U~i4~m7 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 502 0 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2006 230 (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/o 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - 278-HQ-CI22 9736-VIO 

Case ID : 278-HQ-C1229736-VIO Serial : 1178 

NSL V IO-35504 



S E C R E T 
Working Copy Page 13 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I IFTKT.D OFFICE b2 
IOB MATTER 2006-230 (S) b 7 E 

(S) The | ~|Field office of the Federal Bureau 
of Investigation has reported an error in conjunction with that 
division's! I In this regard. 
in response to a National Security Letter (NSL) to| I 

I |erroneously provided two documents which were k2 
unrelated to the subject of the NSL> which were associated with a b 7 E 

customer who is probably a United States person. kg 

(U) This matter has been reported to the FBI's Office b 7 C 
of Professional Responsibility for appropriate action. 

b7E 
Derived j^om : G-3 
De c las 9-1 fy\on; 25X1 

SE^ET 

AIL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
W5EJ3E SHOOT QTHEOT2SE 

DATE: 11-14-2007 
CLASSIFIED BY 65179 DHH/KSR/JW 
PEASON: 1.4 <C) 
DECLASSIFY ON: 11-14-2032 

SBCRET 
^ NSL V IQ-35506 



ALL INFORHATIÛN CQHTAIIJEIi 
HEMIH IS UNCLASSIFIED KCCKPT 
WHERE SHOT™ OTHERWISE 1 

Precedence : ROUTINE 

To; Director's Office 

Date: 2/10/2006 

Attn: OPR 

Attn: CDC 

b2 
k7jr 3tn: General Counsel 

National Security Affairs/Room 7947 
fro Contact: Julie F. Thomas 
b7C 

Approved By: Thomas Julie F 

Drafted By; 

(U) Case ID -j)g(j 

Title: (U) 

) 278-HQ-C1229736-VIO 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-228 

<U) 
S y n o p s i s : I t is the opinion of the Office of the General 
Counsel (OGC) that the above-referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

(U) Derive 
Decías 

e: (X Reference: (ffì 27 8-HQ-C12 2 9736-VIO-1113 

jfcsij When the case agent received the material, he 
noted that the telephone number subscriber was unknown to him. 
He checked the telephone number of the subject and determined 
that the telephone number had been erroneously transposed when 
the NSL was drawn up from his request: the correct telephone 

bl Details: (S) As noted in the electronic communication (EC), 
this matter has arisen as a result of an investigation titled b 6 

L b 7 C I h — A & ¿'f this 
. mvpgl-lrrarinn a N a t i o n a l s e c u r i t y T.etter tmSC) w a s i s s u e d bv b 4 
I I to I lb7D 
i liMg-Hsrr sougnt | | 

siihfirrihpr and toll records for telephone numberf | 
| I served the NSL and, via an EC dated 12/30/2005. returned b 7 E 
to I H a package of mat-srial provided by I I 
Included in the EC from| Iwas the name and address of the 
subscriber to this telepnone number. 

Case ID : 278-HQ-C1229736-VIO v Serial : 1179 
S E ^ E T 

^ NSL V IO-35507 
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PECWSazmD BY 65X79 DHH/KSR/TO 
OU U-14-2ÖOT 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
{IOB) Matter, IOB 2006 228 (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - 278-HQ-C1229736-VIO 

UNCLASSIFIED WHEN 
DETACMSirsFROM 

• CLASSTFIEDN3NCLOSURE 

Derived fromN><M1íítiple Sources 
Declassify ^rtr^bruary 10, 2031 

Case ID : 278-HQ-C1229736-VI0 serial : 1180 
SECRET 

N S L V I O - 3 5 5 1 0 



SE^R^T 
Working copy Page 3 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER ^ 
| |FIELD OFFICE b / E 

IOB MATTER 2006-223 (S) 

(S) Thel I Field Office of the Federal Bureau 
of Investigation has reported an error in conjunction with that bl 
division's! lTr.t-V.-ig 
regard, a telephone number in an NSL toI I was 
erroneously transposed, and I I produced subscriber and toll b / E 
records for a customer who was not the subject of the NSL. b 6 

(U) This matter has' been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

Derives f^om : G-3 
Declassify on: 25X1 

b7C 
b4 
b7D 

DATE: 11-14-2007 
CLASSIFIED BT 65179 
REASON: 1,4 JO 
DECLASSIFT ON: 11-14-2032 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
IkHEPF SHOIlTN OTHERWISE 

SECRSJ 
N S L V I O - 3 5 5 1 2 
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Precedence: ROUTINE Date; 02/09/2096 

Counterterrorisir 
Inspection 

Attn: SAC, CDC 
Attn: AO 
Attn: IIS 

Frcei: General Counsel 
counterroriiai Law Unit 11/LX-i ÌS100 
Contact: 

b2 
b7E 
b6 
b7C 

Approved By: Thonas, Julie F 

Drafted By: 

( U ) 

b6 :«16 
b7C.lem 

ALI •VMMCRTW COHTAISÜ» HEREIS IS WCUSSIITtt EXCEPT 

278-KÛ-C1229736*VIO 

X " l ' ^ tit! IVTELLIOENCE OVERSIGHT BOARD NATTER, 
106 2096-219 

DATE! 11-14-2&Ö? CLASSIFIED SU $5179 ÖHS/KSSR/J« ESÄSOH; 1.4 (C) KEcussmr oit: 11-14-2032 

SynopfiU: It is the opinion of the Office 0/ the General 
Counsel (OGC) that this natter nu t be reported to the 
Intelligence Oversight Board (106). OGC Mill prepare a cover 
letter and a letterhead remorsndun for the General Counsel end 
the Assistant Director, Inspection Oivision <ll/SD), for 
submission to the 10B. Submission of this matter to the QPft is a 
matter within the cognizance of the US. 

ÎU) ^ DerivedV-0" : 6"5 
Declassyfy On; x-1 

Reference: 27&-MQ-C1Z29736-V10 Serial 1093 (S) 

Administrative: (Uj This ccmunication contains one or more 
footnotes. To reed the footnotes, download and print the 

Case ID : 278-H0-C1229736-V10 Serial : 1191 

NSL VIO-35513 
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ALL INFORHATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE; 11-14-2007 
CLASSIFIED BY 65179 DHH/KSR/30 
REASON: 1,4 (C) 
DECLASSIFY OH: 11-14-2052 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
72 5 17th Street, Northwest . 
Washington, D.C. v 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled Intelligence Oversight Board (IOB) Matter, 

^ield Office, IOB Matter 2 0 0 6 - 2 1 9 , " (u) ~>'~ b/E 
This memorandum sets forth details of investigative 

activity which the FBI has determined was conducted contrary to 
The Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - Mr. Hulon 
1 - Tngpegt-ir.il ( TOB UNCLASSIFIED WHEN 
1 ^ 1 1 - 27y-HU-(Jl!^y7J5>-Vl 

DETACHED FROM 
2Vy-HU-Cl^y7Ji>-^lO hl<z CLASSl/lkD ENCLOSURE 

Case ID : 278-HQ-C1229736-VIO Serial : 1192 
SECRtflR. 

NSL VIO-35519 
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Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

b2 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER £ 

1 FIELD OFFICE 
J IOB MATTER 2006-219(U) 

] 
^ ^ The. Federal Bureau of Investiaation ("FBI'M has 

d e t e r m i n e d t h a t i n c o n d u c t . i f i g T ^ 
I I the FBI improperly used a 
wacionai UecililLy LULiyi (WSLJ to obtain subscriber information , 1 
and telephone toll billing records on a telephone number which 

igj was not related to the investigation. The overcollection was due b 6 
^ \ to a mistake in the NSL in identifying the telephone number of b 7 C 

I I whose number was intended to be the subject of the 
request. The overcollection was a violation of Section v . n . of 
The Attorney General's Guidelines for FBI National Security 

SfiS^ET 
\ NSL V10-35520 
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Working Copy Page 

AIL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
»BEBE SHOOT 0THIOTISE 

DATEi 11-14-3007 
CLASSIFIED BY 6S179 DHH/KSiPiU 
REASON: 1.4 (CI 
DECLASSIFY ON: 11-14-2032 

<<Date>> 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
letterhead m^rnrranHijm f-T.HMi Apt--i t-1 oh "intelligence Oversight b2 
Board (IOB) Matter, pHVISION, IOB Matter 2006-249." (U) b 7 E 

This LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and/or laws, Executive Orders, 
or Presidential Directives that govern FBI foreign 
counterintelligence and international terrorism investigations. 
(U) 

Enclosuse 

1 - Ms. Thomas 
1 278-HQ-C1229736-VIO 

UNCLASSIFIED WHEN 
DETACHES FROM 
CLASSIFIED ENCLOSURE 

Derive^L/trom: G-3 
Declassify on: X25-1 

Case TD : 278-HQ-C1229736-VIO Serial : 1223 

NSL V IO-35530 
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Should you or any member of your staff require additional 
information'concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

Enclosure 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

(S) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I I DIVISION 
IOB HATTER 2006-249(U) 

b2 
b7E 

The Federal Bureau of Investigation ("FBI") has 
determined that in conducting a( ied that in conducting a[ | 

1 the FBI improperly usecl y. WâtlCnSl y&CUPlCy LëCt&Jf t«SL) k l 
to ofitain subscriber information and telephone toll billing b 2 
records on a t-.plppTione number that was not related to the ione number that was not related.to the 
investigation. The I D i v i s i o n I I reported this 

^ rM I — 1 potential IOB matter. 
b7E 
b6 

SÔS$|:T b 7 C 
NSL V IO -35531 
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SHEEE SHOT OTHERWISE ECKS^ SECRET 

Work ins Copy • 

PAIX; 11-28-200? CLASSIFICO E? 55179 CHS/KSR/iU REM»» 1.4 jC) MSCUSSIF? OB: 11-26-2032 Page 1 

Precedence: ROUTINE 

T o ! " 
Counrerterrorlam 
Inspection 

Attn: SAC, COC 
Attn: AO 
Attn: IIS 

Frgqi: General Coirei 
Counterroriwi law Unit l/UC-1 3S100 
Contact: "C 

Approved By: Thcnas Julie f 

Date: 03/08/2006 

b2 
b7E 
b6 
b7C 

Drafted >y: <U) -, 
Casa 16 *•• ÌVi 278-IIQ-C1229736-VIO 
(U), , 

Title: 

b6 
b7C 

INTELLIGENCE OVERSIGHT 80AM KATTEP, 
IM 2006-246 (0) • . 

Synopsis:''"'^ tt is the opinion of th® Office of the General 
Counsel (0GC) that this natter must be reported to.the 
Intelligence Oversight Board (IOB). 0CC iriU prepare a caver 
letter end a letterhead memorandum for the General Counsel end 
the Assistant Of rector, inspection Division <t#SD), for 
u&rirtssian to the 106. Submission of this natter to the OPR is 
matter within the cognizance of the IIS. 

X' 
(U) 
Reference:' 

Otrivèlit/tm : 0-3 0eclaMl%(0n: x-1 

X' ) 278-HO'C3229736-V10 Serial 11« 

Administrative: <U) This cowunicarian contains one or more 
footnotes. To read the footnotes, dowload and print the 

Case 10 : 278-KO-C1229736-VIO Serial : 1225 

NSL VIO-35533 
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ill BJHJRKOTQB COHTIIHED 
semai is t)KUkS3Z7XS» EXCEPT BHî  SHOra OTffiRIISE 

DAÏÏi U-W-Î0O7 
CliSSimS BT 65179 D3H/KSR/3U 
KEiSÖS: ' 1.4 (C) 
MSCLASSIFY OH: 11-19-2032 

March 13, 2006 
er COURIER 

, Nr. Stephen Friedman 
Chairman 
Intelligence Overslsht Board 
New Executive Office Building 
Washington, D.C. 

Dear Hr. Frieöaan: 

Enclosed for your information -is a self-explanatory 
letterhead sienorandui (Un ) , entitled "intelligence oversight 
Board (108) Natter, Counterterroriam Division, I0G natter 2006-
246." <U> 

This LHH sets forth details of investigative activity, uhich -
the FBI has determined was conducted contrary to the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign intelligence Collection, and/or laws. Executive Orders, 
or Presidential Directives that govern FBI foreign 
counterintelligence and international terrorisai Investigations. 

Case ID : 273-KO-C1229736-V10 Serial : 1226 
SEC! 

NSL VIO-35539 
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Working Cow 5 

U.S. Department of Justice 
Aoosi 6150 

b2 
£ QV£B5TGkT | I H T F i u n F U f T n W K i e i j r b o a r d ( J O B ) NATTER b 7 £ 

IDIVISIO* 
I OB HATTER 2006-246 (U> (Ul\ 

The| ""Icivlston reported this potential )08 wtter 
Involving unauthorized 
surveillance. 

b2 
b7E fio was and 

rem ins a United Stares person as that tenn is used in Section 
101<i> of the b l 

Foreign Intelligence k g 
Surveillance Act of 1978 <FJSA). During the course of the investIgation, 

| ^ _ ^ _ | i s s u e d two NSls, D / U 
upon | ~ | pursuant to the Electronic Co«m»ilcationi b 7 D 
Privacy Act, 18 U.S.C. 

(S)'' 

NSL VIO-35541 



Atti IBFORBLOTIOSI COSTAIBEC 
mmis is mimmii EXCEPT OBESE M W OTHEKÏÏISE 

MIS; U-W-3007 
sÈcìfil CWSSSIFHD BÏ 65X79 DKS/KSR/J'S 

work Infi cop>—WUUOTt <CJ secuasm öS: 11-19-2032 
Precedence: ROUI INE 

Ti I 
Counterterrorissi 
Inspection 

Attn: SAC, COC 
Attn: AO 
Attn: IIS 

From: General Counsel 
tontprryl« Lay Unit I/LK-1 IS IOC 

Approved By: Thonas Julia f 

Case ID 278-HQ-CI229736-VIO 
(U), f 

Title: 4 

Date: 0Î/08/2006 

b2 
b7E 
b6 
•b7C 

b6 
b7C 

INTELLIGENCE OVERSIGHT BOARD MATTER, 

10e 2006'245 

Synopsfs:""-£s^ It is the opinion of the office of the General 
Cotanel (OGC) that this ratter must be reported to the 
Intellisence Oversi^it Board < 106}. OGC will prepare a cevar 
letter and a letterhead mewrandi* for the General Counsel and 
the Assistant Director, Inspection Division (USD), for 
submission to the I OS. Subaission of this natter to the OPR is 
natter within the cognizance of the l is . 

<U) IS!) Derived^-«« : G-3 
0eclas4iSy On: x-1 

( Ü ) 
27Ä-H0-C1229736-VI0 Serial I1<7 

Acfciinistrative: (U) This commication contains one or store 
footnotes. To read the footnotes, download and print the 

Case ID : 278-KQ-C1Z29736-V10 Serial : 1227 SÈÌXŜ  

Page 1 

NSL VIO-35544 
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ALI nroexmoB amiam> HS3ŒIH is DECLASSIFIED EXCEPT «HEKE SHQtffl OTÏÏERBISE 
DATE; 1 1 - 1 9 - 2 0 0 7 cusmm> by 65179 tm/imm rnsos: (c; BECUSSm 08Î 11-19-2032 

March 8, 2006 
BY COURIER 

Mr. Stephen Triedman -
Chairman 
Intelligence Oversight Board 
Heu Executive Office Building 
Washington, O.C. 

Dear Nr. Friedman: 

Enclosed for your information is a self-explanatory 
letterhead nenorendm (LKM), entitled "Intelligence Oversight 
Board <108) Matter, couiterterrorlsn Division, IOB Matter 20Û6-
245." (U) 

This LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to the Attorney 
General's Guidelines for FBI National Security Investigations and 
foreign Intelligence Collection, and/or laws. Executive Orders, 
or Presidential Directives that govern FBI foreign 
counterintelligence and International terrorisa investigations. 
ttJJ 
Enclosure 

1 - 27B-HO-C1229736-VIÛ 

Came ID : 278-H0-C12297S6-VI0 Serial : 1228 

NSL VIO-35550 
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(U); 
X Th, 

involving unauthorized 
surveillance. 

1NTEU1GENCÍ OVERSIGHT BOA» (106) HATTER 

SOIVISIW 
2006-2«lU> 

b2 
b7E 

Division reported this potential 106 patter 

b2 
b7E 

«sj 
, i — n 
I kio was and 

remains a United States person as that term it used in Section 
101<i> oi the 

Foreign Intelligence 
Surveillance Act of 1978 (FISA). During the course of the investigation, 
A t l . n r a I « « . , * ! r um H S I « 

upon [pursuant to the Electronic Conmunications 
Privacy Act, 18 U.5.J. 1 
2709. The subject WSL requested subscriber and transactional records for 
emeriI account: 

I I 
in October ZOOsF 

transmitting 
Jresponded to the two NSLs by 

seÍSJ 

bl 
b2 
b7E 
b6 
b7C 
b7D 

b7D 

NSL VIO-35552 
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DECLASSIFIED BY S5179 &HH/KSB/JT.J 
aas 11-21-2007 

March 8, 2006 

Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
New Executive Office Building - Room 5020 
Washington, D.C. 20503 

Dear Mr. Friedman: 

This letter forwards for your information a self-explanatory 
onni^gnre ont-HMoH "intelligence Oversight Board (IOB) , b 2 

Division, IOB Matter 2006-257." (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney Generals Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - 278-HQ-C1229736-VIO 

UNCLASSIFIED WHEN 
DETACHBEI FROM 
CLASS^FI^D ENCLOSURE 

Case ID : 278-HQ-C1229736-VÏO Serial : 1243 

NSL V IO-35568 
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Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Very truly yours, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U:S. Department of Justice 
Room 5111 

2 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

SE^T 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER ^ Z 

I I DIVISION b 7 E 
IOB MATTER 2006-257 (U) 

<U> Division of the Federal 
IttvéSti^àtYòn (FBI) reported a potential TOB inyolvina a 

The 
Bureau of 
National Security Letter (NSL) requested by 
which, through 

a transcription error, sought information about a telephone number 
belonging to a person who was not the subject of an FBI national 
security investigation. 

jc b2 
b7E 

•1SJ B A E - U S - Û Ê £ S £ A I L 
Ihad the phone number S Ï: On specialist 

e 
01/lb/zvub, the case agent directed the investigative suppor 
(ISS) to draft an NSL requesting information regarding i-hp mho 
number. The request had the subject telephone number as | 
however, due to an administrative oversight, thp n3T, gpnr rfi 
telephone company had the ten aphnn*> rmmhgr I The case 

rrie 
The 

is I agent's telephone extension inI 

^ On 02/10/2006, the case agent opened the NSL results and 
noticed the discrepancy in the telephone number. The case agent 

bl 
b2 
b7E 
b6 
b7C 

immediately notified his supervisor and put the original results in a 
sealed envelope for sequestration with the Chief Division Counsel (CDC) 

S&SJ^T 
NSL V IO-35569 



ALI INFORMATION CONTAINED 
HESEIH 15 DECLASSIFIED EXCEPT 
WHEP£ SHOWN 0THEFWI2E 

Precedence : ROUTINE 

To: 

SE^S^T 
— Working Copy 
MIE: 11-28-2007 
CtASSIFISD Bf 6 $ m mH/KSR/«t 
REASC»: 1.4 (C* 
DECLASSIFY1 CMSTi 11-29-2832 
Attn: 

Page ' 1 

Date: 3/8/2006 

k2 nspection 
k 7 E counterintelligence 
b6 
b7C 

Toni Mari Fogle 

SSA 
CD-3B 

(U) 

(U) 

rom: office of the General Counsel 
National Security Law Branch/CILO/Room 7 97 5 
Contact:| | 

Approved By: 

Drafted By: 

Thomas Julie F 

INTELLIGENCE OVERSIGHT BOARD MATTER 2006-231 

Case ID # i 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O 

(U) Title: 

Synopsis: opinion of the Office of the General 
Counsel ("OGCrt) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare a cover 
letter and a letter head memorandum to report this matter to the 
IOB. Our analysis follows. 

Deriv 
Dec la 

Reference:Òs5 278-HO-C1229736-VIO Serial 1115' b2 
b l 

<S) b7E 

C 

Details : % By electronic communication {EC) dated 12/19/2005, 

conjunction with an ongoing counterintelligence investigation. 
The following facts are derived from this EC. 

(S) On 9/9/2005, FBl| 
Letter (NSL) to obtain subscriber 

f 
iimhp-T Ï Tho MfiT. A O ^ p H 

prepared a National Security information for telephone t 

b2 
1 Division requested OGC review of a possible IOB error in b 7 E 

J on 9/28/2005 by FBI 

b2 
1 b7E 

b4 
b7D 
'bl 
b6 
b7C 

Case ID : 27B-HQ-C1229736-VIO 
SECR 

Serial : 1257 

NSL VIO-35571 
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DECURTO» BY 6S17& &m/KSR/J& 
0» 

March 8, 2006 

Mr. Stephen Friedman 
Chairman Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Friedman: 

This letter forwards for your information a self-explanatory 
enclosure entitled "Intelligence Oversight Board (IOB), Matter 
2006-231." (O) 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney Generals Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - 278-HQ-C122973 6-VIO 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at yc>ur convenience. (U) 

Case ID : 278-HQ-C1229736-VIO Serial : 1258 

NSL V IO -35574 
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Very truly yours. 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

—DHELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
| |DIVISION 
IOB MATTER 2006-231 (U) 

The | ^ Division of the Federal Bureau of Investigation has 
reported a possible violation in conjunction with an ongoing 
counterintelligence investigation. By electronic communication (EC) 
dated 12/19/2005| [requested FBI Office of General 
Counsel review ' ' 

of this possible IOB error. The following facts are derived from this 
EC. 

SECRET 
NSL VIO-35575 



SEÎto 
- Working cô  - Page 1 

Precedence: »OUT[UE Date: 03/09/2006 

Counterterrorisni 

Inspection 

Cenerai Counsel Matignai. Secû ĵ̂aĵrancĵlJSLB) 
Contact: | 

Approved By: Thomas Julie F 

Drafted By: Q J 

SAC, CDC 
AO 
internal inspection section 

b2 
b7E 

I b6 
b7C 

bl 

Alt OTOmTIOH C0KTAIBE6 HERSIH IS IMCÎASSIFÎED EXCEPT WHESE SHOW OTBOTISE 

DATE: J.l-28-2007 CUSSÏÏ12C BY 65179 SBH/KSfc/S KEÌ30H; 1.4 [CI BJXlASSinr tìfi: 11-28-2032 

Case 10 »:"' t^ Zy8-HQ-Cizz9736-VIQ (Pending), b2 
<S> rJ, « I I b 7 E 
Title: «> 1 

(1); 

TFO 
SSA 
POSSIBLE lUTELLiGEHCE.OVERSIGHT BOARD NATTER 

IOB HATTER 2006-238 

J 
b6 
b7C 

Synopsis: It is the opinion of the Office of the General Counsel 
(OGC) that this natter mist be .reported to the Intelligence Oversi^it 
Board (IOB) and to the FBI Inspection Division. OGC will prepare a 
cover letter and a menorandiBi for the Deputy General Counsel to report 
this matter to the 106. Our analysis follows. 

(M) : G-3 

Decl«iifysCn: X1 
Details: (S) As discussed 
referenced belowïl 

n the electronic çawmjnication (EC) 
in 

accordance with the Attorney General's Guidelines for FBI national 
Security Investigations and Foreign Intelligence Collection (NSl-G). 
During the investigation of a U.S. person (as that tern is used in Section 

bl 
b2 
b7E 

Case ID : 278-H0-C122V736-V10 Serial : 1262 ^ SECT̂T 

NSL VIO-35577 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection Attn: 

Date: 01/05/2007 

Internal Investigative 
Section (IIS), Room 11865 

Counterterrorism Attn: 

Attn: 

From: Office of the General Counsel 
M g T R / r - T T H T T / T V - 1 ^ - 1 1 « 

Contact: 

AD 

SAC 
CDC 

Approved By: Thomas Julie F 

27 8-HQ-C122 97 36-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
MATTER 2006-476 

b2 
b7E 
b6 
b7C 

( U ) 

Synopsis.: ^¡¿T It is the opinion of the Office of General Counsel 
"TO'G'C) thafthi^ matter must be reported to the Intelligence 
Oversight Board (IOB). OGC will prepare and deliver the necessary 
correspondence to the IOB. 

278 • C45386 Serial 125 

By electronic communication (EC) dated 08/24/2006, 
Office I "I requested that OGC review the facts b 2 

nre captioned matter and determine whether it warrants b 7 E 
reporting to the IOB. In our opinion, it does. Our analysis 
follows. 

ALL IHFORHÄTIOM CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
HHEFE SH0UH 0THEPWISE 

DJJEi U-IMOÛV 
CLASSIFIED BT 65179/DHH/KSR/RH 
REASON: 1.4 (e) 
DECLASSIFY ON! 12-12-3032 

NSL VIO-35581 



(Rev. 01-31-2003) 

SE1 

( U ) 

( U ) 

( U ) 

( U ) 

Precedence: ROUTINE 

To: General Counsel 

Counterterrorism 
Inspection 

FEDERAL BUREAU OF INVESTIGATION 

Date: 01/10/2007 

Attn: NSLB/CTLUII b2 LX1 
b7E Room 
b6 AGCf b6 Attn : ITOS b7C Attn: IIS_ 

CRS|_ 
Attn : 

SSA|_ J 
From: 

contact : a/ 

Approved By: 

Drafted By: [ 

Case ID # 

Titles 

DEOASSXFin» BY 65179/BWKSR/OT 

rtw 

27 8-HQ-C122 97 36-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-310 

( U ) 

provided to FBI 

X 
Reference: 278-HQ-C1229736-VIO Serial 1970 

Referenced EC requested FBl|_ ]to determine if Details: !, 
the unintentionally acquired information from Discover Financial, 
which was obtained via a National Security Letter (NSL), should 
be returned or destroyed with appropriate documentation to the 
file. 

Jhose specific ripr.i imprit .< 
unintentionally acquired by FBlP 
segregated, sealed and maintained oy t 
(~!minspl . r)n January 10, 2007, Associate 

I |opened the sealed package 

which were 
were previously 
l| | Chief Division 

Division Counsel (ADC) 

b2 
b7E 
b4 
b7D 

b2 
b7E 

b6 
b7C 
b2 
b7E 

to review the documents, 
not its content, but to determine if the documents were 
originals or copies. A review of the documents revealed they 

SE 

NSL VIO-35587 
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S E C R E T 

FEDERAL BUREAU OF INVESTIGATION 

<U) 

( U ) 

(ui 

(U) 

( U ) 

(S) 

(S) 

Precedence: 

To: 

ROUTINE b2 
b7E 
b6 
b7C 

Date: 01/12/2007 

Counterintelligence 
Inspection Division 

I l 

Attn: 

Attn: 
Attn: 
Attn: 

SAC L 
ASAcf 
ss?C 
CDC[ 

SSA 
IIS, CRS 
ISS Unit 

From: 

uonuci. : 
Approved By: 

Drafted By: | 

Case' lD 'f : ^ [ 

Title: 

Jmrf 

Z I (Pending) 
INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-432 

records, 
Synopsis : 

X 

' X Reference 

Details 

Disposition of erroneously provided financial 

BeoiaSSifyOrn—•351-^. 

278-HQ-C1229736-VIO Serial 1560 

: By EC dated 07/21/2006, \ Jrequested that OGC 
review an incident and determine whether it warrants reporting to 
t h p""TOR': On-/../1 6 / ? 0 0 ? J 

investigation, | \sought ana p 
..£. 1 nancia.lrecords de 1 onging to| 
Security 
served by FBI | | onl 
financial records pertainlJiy LU 

T 

I Tn 
T^ sub 

3 A National 
and was prepared by| 

e NSL requested 
ubject and his account. 

bl 
b2 
b7E 
b6 
b7C 
b4 
b7D 

DATE: 12-14-20Q7 
CLASSira» BY SSllBmrn/KSR/lZB 
PEASON: 1.4 (C) 
DECLASSIFY 0M: 12-14-2032 

sà^JET ALL IMFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
IHERB: SHOT OTBKTOISI: 

NSL VIO-35643 



(01/26/1998) 

SEQj^T 

FEDERAL BUREAU OF INVESTIGATION 

(U ) 

(U) 

(UJ 

<U) 

Precedence: 

To: 

ROUTINE Date: 1/18/07 

Counterintelligence 
Inspection 

Attn: SAC, CDC 
Attn: AD 
Attn: IIS, CRS 

From: General. Counsel 
National Security Affairs/Room 7974 
Contact: Julie F. Thomas 

Approved By: 

Drafted By: 

Case ID #: 

Thnma.g ,Till IP F. b2 
b7E 
b6 
b7C 

27 8^m-Cl 22 97 36-VIO 
A89455 

Title 
: X ' 

(U) 27 8-HO-
^ S ^ 62P-I I-

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2007-583 

synapsis: it is the opinion of the Office of the General 
Counsel (OCiC) that no error was committed in this matter, and 
therefore nothing need be reported to the IOB. A record of this 
decision should be maintained in the investigation control file 
for review by the Counsel to the IOB. 

(u; 

Reference 278-HQ-C1229736 -VIO-18 0 8 

nnni 

From: 

DATE: 12-14-2007 
CLASSIFIED BT 6 5179/DMH/KSR/S f 
REASON: 1.4 <c) 
DECLASSIFY DU: 12-14-2032 

Office of the General Counsel 

bl 
b2 
b7E 

ALL XWrQRHATIOH COMTAIJIED 
HEREIN IS UNCLASSIFIED EXCEPT 
TJHESE SH0TJH OTHERWISE 

NSL 
VIO-35656 



(Rev. 01-31-2003) 

SECpj^ 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

TO: 

b2 
b7E 
b6 
b7C 

Attn: 

Counterintelligence 

Inspection 

From: Office of the General Counsel 
N S LB / CI LU/Ro o 
Contact: AGC 

Date: 02/05/2007 

IIS I " 
A / C D C T 

Attn: CD-2 

Attn: IIS, CRS 

Approved By: .Tulio r 

(U) 

(S) 

(U) 

27 8-HQ-C122 97 36-VIO 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-640 

-Sy-nop-STs": It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) 

Admi ni s t r a t.i.v-©-: 
- i - n f f f f n i a t i n n f r o m 
Office 

This electronic communication (EC) contains 
EC dated 01/04/2007 from the! ¡Field 

to OGC reporting a potential IOB matter. 

bl 
b2 
b7E 

Referenc x 
Detai_l.s-r"" /TSJ By EC dated 01/04/2007, 
OGG""review tn-e facts of the captioned "itliiliyi1 ¿if id1 
"it warrants reporting to the IOB. As explained below, 
opinion, the FBI is not required to report this matter to the IOB. 

requested that 
determine whether 

in our 
b2 
b7E 

DATE: 12-13-20D7 
CMiSSIÎTE» BT S5179/»m/JC:SR/M 
REASON: 1.4 (e) 
DECLASSIFY ON: 12-13-2032 

ALL INF0FHATIQN CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
11HEPE SHOOT OTHERWISE 

NSL 
VIO-35710 



(Rev. 01-31-2003) 

S E C ^ ^ T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : 
b2 
b7E 
b6 
b7C 

Date: 2/21/2007 

Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn: 

SSA 
SA 
CDC 

CD-4 

IIS, CRS 

(0 ) 

( U ) 
(U) 

( U ) 

(Ü) 

( U ) 

From: Office of the General Counsel 
NSLB/CILU/Roonj T 0dl 
Contact: AGC 

Approved By: Thomas Julie F 

Drafted By: 

Case ID # 

.Title: ( 

smt 

27 8-HQ-C122 97 36-VIO 
62 FJ I-A8 94 55-IOB 

( Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-683 

..Synrop-s-i-s-c 
the Office 

The 
e Generai Counsel 

] Field Office| | requested that 
'OGC) review an incident and 

determine whether it warrants reporting to the Intelligence 
Oversight Board (IOB). It is the opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the IOB. 

b2 
b7E 

( U ) 

032 

Administrative":" This electronic communication 
information frofn: the" EC dated 2/01/2007 from[ 
reporting a potential IOB matter. 

EC) contains 
to OGC 

b2 
b7E 

-Re-f-e-r-enc-e-: 27 8-HQ-C1229736-VIO Serial 2119 

DATE: 12-17-2007 
CLASSIFIED BY 65179/DHH/KSR/P» 
REASOH: 1.4 (c) 
DECLASSIFY OH: 12-17-2032 

SE. 
ALL INFORMATION CCKTAIHEP 
HEPEIB IS UNCLASSIFIED EXCEPT 
HHEBE SHOW OTHERWISE 

NSL 
VIO-35714 



(Rev. 01-31-2003) 

SE^ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

b2 
b7E 
b6 
b7C Attn: 

Date : 2/21/2007 

S SA 
SA 
CDC 

Counterintelligence 

Inspection 

Attn: 

Attn: 

CD-4 

IIS, CRS 

(U) 

(U) 

IU) 

( U ) 

( U ) 

(U) 

From: Office of the General Counsel 
NSLB/CILU/Room_L£iO 
Contact: AGC 

Approved By: Thomas Julie F 

Drafted By 

-Case--I.D-I.i-

Title: 

smt 

27 8-HQ-C122 97 36-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-684 

- S y n o p s i s - : - — T h e [ 
the Office 'of the Ge 

iField Office 
General Counsel (OGC) 

1 requested that 
.UVlfeiW ¿m incident and 

determine whether it warrants reporting to the Intelligence 
Oversight Board (IOB). It is the opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the IOB. 

b2 
b7E 

( U ) red From 
Declassi] 

G-3 
rTTl/2032 

Administrative-: This electronic communication (EC) contains 
'"'information f rom/tß« EC dated 2/01/2007 f rom | | to OGC 
reporting a potential IOB matter. k 2 
R e f eren-Ge-î- 278-HQ-Cl229736-VIO Serial 2120 b7E 
Details.-: TXT By EC dated 2/01/2007, 
"review an^incident and determine whet' l i e r i 

requested that OGC 
t warrants reporting to 

DATE: 12-13-2007 
CLASSIFIED BIT «5179/Dffi/KSR/OT 

R&ftSQNi 1.4 
DECLASSIFY ON: 12-18-2032 

SEpA^I 

ALL IHFÜRHATIOM CONTAINED 
HEREIN IS UNCLASSIFIED I X Œ Î T 
T,THERE SHOWN OTHERWISE 

NSL 
V IO-35718 



(01/26/1998) 

DATE: 12-18-2007 
cuasirm BY 6SÌ79dùltAs«a^ 
PE A3 OK: 1.4 (e) 
DECLASSIFY ON: 12-18-2Ú?2 

ALL INJORHATION CONTAINED 
HEREIN IS UWCLASSIFIEIi EXCEPT 
WHERE SHOOT OTHERWISE 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Counterterrorism 

Inspection 

Date: 02/11/2007 

Attn: AD 

Attn: ion, 
Room 

llBbb 

Attn: SAC, CDC 

( Ü ) 

From: General Counsel 
National Security Law Branch 
Contact: 

Approved By: Thnna.g .Tnlie V 

Drafted By: £ 

(Ü) Case ID #: 

Title: 

(S) 
(S) 

bl 
b2 
b7E 
b7A 

INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB MATTER 2007-587 

(Ui DerT 
Decías 

(U) 

(U) 

Synopsis; ] 

....Coun'S'e 1 ( OGC) frh í 

b2 
b7E 
b6 
b7C 

It is the opinion of the Office of the General 
lat this matter need not be reported to the 

Intelligence Oversight Board (IOB), but, rather, that a record of 
this decision should be maintained in the investigation control 
file for review by the Counsel to the IOB. Our analysis follows. 

Reference ; X 
278-HQ-C1229736-VIO Serial 1808 

SECRET 

NSL V IO-35771 



(Rev. 01-31-2003) 

DATE: 12-18-2007 
CLASSIFIED Br 65179daih/]sst/ma:» 
SEASON: 1.4 (c) 
DECLASSIFY OT: ^-18-20:3:2 

SECRET 

ALL ItJFORKATIOH COHTAIHEP 
HEREIN IS UWCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date: 02/21/2007 

Attn: AD 
SA' 
CDC 
SSA, 
SA 

iï 

Inspection Attn: IIS, CR£ 

From: Office of the General Counsel 
NSLB/CILU/Room 7 947 
Contact: AGd 

b2 
•b7E 
•k>6 
blC 

improved By: Thomas Julie 

Drafted By: 
Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

(UJ Title;. INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-665 

(Uj ...Synopsis-: It is the opinion of the Office of the General 
Counsel (OGO) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) 

(U) 

Administrative 
information fjm, 

Deci 

This electronic communication (EC) contains 

Field Office [ 
(2) conversation between[ f 

he EC dated 01/03/2007 from the I 
to OGC reporting a potential IOB matter; 

I 5 and OGC regarding this 
potential IOB matter on 02/12/2007; (3) an email from | 
OGC dated 02/15/2007; and (4) automated case support (ACS! 

Reference: (U) 
(S) 

(4) automated case support 
278-HO-C1229736-VIO Serial 2090 (Pending) 

Pending) 

b2 
b7E 

bl 
b2 
b7E 

<U) Details: " J X ^ By EC dated 01/03/2007, 1 ¡requested that OGC 
review the facts of the captioned matter and determine whether it 

N S L V I O - 3 5 7 7 6 



ALL IUrURKATIOH COHTAIHED DATE: 12-19-2007 
HEEEIH 15 UHCLASSIFIEr EXCEPT CLASSIFIED BY 6SW9dbfc/JtSE/»aJ 

(Rev.01-31-2003) INHERE SHOW OTHERWISE REASON; 1.4 (e) 
S^jRET KECtMSirr OTi 12-1S-2032 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

Precedence: ROUTINE 

To: 

Counterterrorism 

Inspection 

From: Office of General Counsel 
NSLB/CTLU _[ 
Contact: | 

Approved By : Thnmas .Till i p F 

Date: 03/05/2007 

Attn: SAC 
CDC 

Attn: ITOS1, CONUS 4, Team 15 

Attn: IIS 
b2 
b7E 
b6 
b7C 

Drafted By: 

^ Case ID ^Q-^-i-i 

X 1363/2 

( Pending) 
(Pending) 
(Pending) 

bl 
b2 
b7E 
b7A 

(U) 

( U ) 

( U ) 

Title.; INTELLIGENCE OVERSIGHT BOARD 
IOB MATTER 2007-707 

Synopsis: It is the opinion of the Office of the General 
Co.un-seT" (OpCjNjiat the above referenced matter need not be 
"reported to the Intelligence Oversight Board (IOB). Our analysis 
follows. 

( U ) 

Reference 27 8-HQ-C122 97 36-VIO Serial 2153 

Details; l^C By electronic ^ i m m m ^ j t i m <yr\ datedpiatsja^ary 5, 
2-007'""and referenced above, thel Division 

^ reported to the OGC's National" Security Law feranch (NSLB) and the 
Inspection Division this potential IOR matter. 

SE^UST 

b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 
b7A 

N S L V I O - 3 5 7 8 8 



(01/26/1998) 

ALL INFPRÏÏATXOT COHTAXHED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE 3H0TO OTHERWISE 

PATE: 12-19-2007 
CLASSIFIED BY 65173<iii>h/]i9£/iia:j 
REASON: 1.4 (r) 
DECLASSIFY OH: 12-19-2032 

sèfeRET 

FEDERAL BUREAU OF INVESTIGATION 

i U ) 

(DI 

(U) 

(ÜI 

( U ) 

Precedence: ROUTINE Date: 3/2/07 

To: 
Counterintelligence 
Inspection 

Attn: SAC, CDC, ADC 
Attn: AD 
Attn: IIS, CRS 

From: General Counsel 
National Security Affairs/Room 7974 
Contact: Julie F. Thomas 

Approved By: T h n m a . g J u l i P E 

Drafted By: 

Case ID #: 

b2 
b7E 
b6 
b7C 

ï s r ^ 
- > a c 
(S) 

Title X 

27 8-HQ-C12297 36-VIO 
N 3 

bl 
b2 
b7E 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2007-706 

Synopsis : ̂ ^ ^ ^ It is the opinion of the Office of the General 
Counsel (OGC) that no error was committed in this matter, and 
therefore nothing need be reported to the IOB. A record of this 
decision should be maintained in the investigation control file 
for review by the Counsel to the IOB. 

iU] 

Reference.: 
fS 
(S 

278-HO-ni?? 97 3 6-VTO Serial 2154 

Details: ^ ^ As noted in the electronic communication (EC) 
j g J dated.. 2/12/.2.ÛÛ.7.£ and a Nation^i_SS 

directed to 
i d L e u _L_L/ U J / ZUUO SfdB 
for records relating to the 

To: From: Office of the General Counsel 

S^fÇlET 

bl 
b2 
b7E 
b4 
b7D 

b2 
b7E 

N S L V I 0 - 3 5 7 9 2 



ALL INFORMATION CONTAINED D A T E : ig-i9-20D7 
HEREIN IS UNCLASSIFIED EXCEPT CLASSIFIED BT 65179dmh/fcsi:/Mj 
WHERE SHOOT OTHERWISE REASON: 1.4 (c) 

(Rev. 01-31-2003) DECLASSIFY ON: 12-19-2032 

SÄURET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date: 02/20/2007 

Counterintelligence 

Inspection 

Attn: SACI 
ASAC1 
CDC 
SSA 
SA 

Attn: AD 
DA: 
sc 

? 

t Attn: IIS 
CRS £ 

J CD-I 

From: Office of the General Counsel 
NSLB/CILU/Room 7 947 
Contact: | 

b2 
b7E 
b6 
b7C 

A p p r o v e d B y : ^ Thomas Jul i p F ^ 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 
IU) 27 8-HO-l4 2517 3 (Pending) 

Pending) 

bl 
b2 
b7E 
b7D 
b7A 

Title: (U) INTELLIGENCE OVERSIGHT BOARD 
MATTER 2003-56 

(U) Synopsis: In A Review of the Federal Bureau of 
Investigation's Use of National Security Letters, draft dated 
01/22/2007, the Department of Justice (DOJ), Office of Inspector 
General (OIG) noted on page 77-78 that it disagreed with the 
FBI's analysis of IOB Matter 2003-56. Upon further review of 
this particular matter, the Deputy General Counsel has determined 
that her earlier decision was erroneous and this matter should be 
reported to the Intelligence Oversight Board (IOB). OGC will 
prepare and deliver the necessary correspondence to the IOB. 

(U) X 
Reference: (U) 278-HQ-C1229736-VIO Serial 90 

(U) 278-HQ-1425173 Serial 3 

N S L V I O - 3 5 8 0 0 



DECLASSIFIED BY 65n9dah/ksr /ma} 
OK 12-13-2007 

February 20, 2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2003-56." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 2 78-HQ-C12 297 36-VIO 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

NSL V10-35804 

SECRfeiC 



(U) 

BATEî 12-19-2007 
CLASSIFIED BY 65179dtoii/fc3E 
REASON: 1.4 ic) 
DECLASSIFY ON: 12-19-2Q3C 

ALL INFÖFtUATröE CQHTAISED 
HEBEIN Iii UHCLASSIFIE» EXCEPT 
WHERE SHOWN OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

b2 
b7E 

L jDIVISION 
IOB MATTER 2003-56 (U) 

A Review of the Federal Bureau of Investigation's Use 
of National Security Letters, draft dated 01/22/2007, the 
Department of Justice (DOJ), Office of Inspector General (OIG) 
noted that it disagreed with the FBI's analysis of IOB Matter 
2003-56. Upon further review of this particular matter, the 
Office of the General Counsel (OGC) has determined that this 
matter does need to be reported to the Intelligence Oversight 
Board (IOB). 

g \ 

iett 
JThe FBI did not issue a national sèiUûlty 

er (NSL)for this information. 

bl 
b2 
b7E 
b4 
b7D 

(U) The Electronic Communications Privacy Act 
(ECPA)prohibits wire or electronic communications service 
providers from "knowingly divulg[ing] a record or other 
information pertaining to a subscriber to or customer of such 
service...to any governmental entity." 18 U.S.C. § 2702(a)(3). 
However, upon proper certification by the Director or his 
designee, the FBI may seek telephone and email communication 
records from wire or electronic communications service providers 
when those records "are relevant to an authorized investigation 
to protect against international terrorism or clandestine 
intelligence activities." 18 U.S.C. § 2709. 

(U) '̂ fíSPÍ̂  In this instance. 
the case agenti 

I 
| |was 

prohibited by law from divulging this information to the FBI 
without a proper NSL certified by the Director (or his designee) 
as required by Section 2709 of ECPA. Therefore, the acceptance 
and collection of this information frorrj [/as neither———.fo 
anthnri7PH by law nor by the NSIG. Upon realizing the error,! T 

issued an NSL to cover the period in question. 

Deriv 
Decla 

b2 
b7E 
ID 

NSL VIO-35806 

SE< 



651*7 SMb&h/fcs £/»&} 
(Rev. 01-31-2003) \ ^ 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

<UJ-

(U) 

(U) • 

(U) 

Precedence : 

To: 

ROUTINE Date: 01/23/2007 

Attn: SACr 
ASACT 
CDC 
SSA 
A/S SA 
SA 
SA 

ç SAI 

Inspection Attn: IIS, CRS 

From: Office of the General Counsel 
NSLB/CILU/Roora_iadJ 
Contact: S SA| 

Approved By: 

By: j_ 

T K ^ s m ^ o . T n H 0 I? 

Drafted 

Case ID #: 2 7 8-HQ-C12 2 9 7 3 6-VI0 

• 
(Pending) 

Title = X INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-629 

(U) Synqp'Sis':'""^^ It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

"Reference : X 

Derx^ 
Deci así XI 

278-HQ-C1229736-VIO Serial 1995 

Deta 
"thef ^ ^ [Field Office 
review tne racts of the caption 

ila- ^-t rnnir m p i r i natinn f F n dated 12/18/2006, 

llldLLtíl aiiu u1 
requested that OGC 
¡termine whether it 

warrants reporting to the IOB. In our opinion, it does. Our 
analysis follows. 

case agen 
On 11/17/2005, SA 
mitted a National " security Letter NSL)seeking 

b2 
-b7E 
_b6 
b7C 

b2 
b7E 
b6 
b7C 

NSL V IO-35807 



DECLASSIFIED BY 65179dKth/k3r/ma3 
Olf 12-19-2007 

January 23, 2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2007-629." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 27 8-HQ-C122 97 36-VIO 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

SEBRET 
NSL V IO - 35811 



DECLASSIFIED BT 6517?dmh/T{3E/inia.;j 
OH 12-JtS>-2007 

<U) 

<U) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
lFIELD OFFICE 

-629 (U) 

b2 
b7E 

| IFIEL 
IOB MATTER 2U07-( 

By electronic communication dated December 1 R. £,2 
2006, the Federal Bureau of Investigation (FBI) | \ K7t? 
Field Office reported that, on November 17, 200b, the L'LSl D ' ̂  
submitted a National Security Letter (NSL) sppH nn telenhnne toll b4 
billing records relating to a certain target to| \ Due to a b7D 
typographical error, the telephone number on the NSL was 
erroneously transcribed. On March 14, 2006, the telephone 
records were opened and it was determined that they were not the 
target's records. | [immediately ceased review of the 
telephone records. 

le to the incorrect number stated in the NSL, the 
FBI recej^eiTTir&'i^phone toll billing records pertaining to a 
telephone number that was neither under investigation nor related 
to an investigation. The error was discovered upon receipt of 
the information, and the records were neither reviewed nor used 
for any investigative purpose. Despite the inadvertent nature of 
the mistake, the fact remains that information was improperly 
collected on a telephone number unrelated to an investigation. 
The overcollection was a violation of Section V.12. of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection. Thus, the 
matter is being reported to the IOB. 

NSL V I 0 - 35813 



(Rev. 01-31-2003) 

ST 

ALL INFORMATION CONTAI ::r 
HEREIN IS UNCLASSIFIED EXCEPT 
WHEPE SHOWN OTHERWISE 

gà^RE1] 

FEDERAL BUREAU OF INVESTIGATION 

( Ü ) 

(U) 

(U) 

(U) 

Precedence: 

To: 

ROUTINE Date: 02/01/2007 

Inspection 

Attn: 

Attn: 

SAC. 
S S A I 
CDC 
IIS 
cRs r 

1 b2 
b7E 
b6 
b7C 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact: 

Approved By: Thomas Julie F 

Drafted By: [ 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-626 

is: ' Synopsis: ^SH» It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

Reference: 

Derived Fr¡ 
Decía 

m r ces 
02/01> 

(U) 278-HQ-C12297 36-VIO Serial 1933 

Administrative: (U) (U) This communication contains one or 
more footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

-Detea-i-l-s-v-̂ tŜ '̂ The referenced electronic communication (EC) from 
the I I Off ice I | dated 12/19/2006, requested 
that OGC review the fa cts ofthecaptioned matter and determine 
whether it warrants reporting to the IOB. In our opinion, it 
does. Our analysis follows. 

b2 
b7E 

DATE: 12-19-2007 
CLASSIFIED BY S5179c3iiih/kSE/ma3 
PEASON: 1.4 ic) 
DECLASSIFY ON: 12-19-2032 

C^K^ On 10/25/2006,| jprepared a National S 
L) requesting subscriber information on two t 

SECRET 

Letter (NSL) requesting 
ecurity 
elephone 

b2 
b7E 

NSL V IO-35874 



DECLASSIFIED BY tìSlVSHMiASE/maj: 

February 1, 2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2007-626." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 
1 - 278-HQ-C12297 36-VIO 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

N S L V I O - 3 5 8 7 8 



DECLASSIFIED BY 
OS 12-19-200? 

T M T n . i . T m i r F n w R d T C H T R n B B n ( I OB ) MATTER 
I I DIVISION b 2 
I OB MATTER 2007-626 (U) 

(>Q The of the Federal Bureau 

b7E 

of Investigation 1 fc'Bi 1 reportea a potential IQB involving a 
National Security Letter (NSL) requested by| I which, through a 
transcription error, sought information about a telephone number 
belonging to a person who was not the subject of an FBI national 
security investigation. 

[prepared an NSL requesting subscriber information 
on tyfi^&filephone numbers associated a non-U.S. person who is the 
target of an authorized investigation. Due to an administrative b 2 
error in drafting the NSL and the accompanying EC, the case agent 
requested information for the wrong telephone number. Therefore, 
the NSL contained a substantive typographical error when it was 
sent to the provider. 

" 0 n 12/18/2006, upon a thorough review of the NSL 
results/Sthe case agent noticed the discrepancy in the telephone 
number. The case agent immediately notified her supervisor and 
took the proper steps to sequester the information. None of the 
non-relevant information from the original NSL results was 
uploaded into the FBI computer systems, nor was any investigative 
action taken based on this information. 

(U) Due to inadvertent typographical error,| [received 
NSL results on a telephone number that was not associated with b 7 E 
the subject of an authorized investigation. However, due to the 
fact that there was an unauthorized collection of presumed U.S. 
person information, the error is a reportable matter under 
Section 2.4 of Executive Order 12863. 

SECRET 

NSL V IO-35880 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
»THERE SHOOT OTHERWISE 

(Rev. 01-31-2003) 

! i 12-12-200? 
CLASSIFIED BY Ö517& DHH/KSR/cb 
REASON: 1,4 (c) 
MCI, AS SIFT ONi 12-12-2#32 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To: 

ROUTINE b2 
b7E Attn: 

Date: 02/26/2007 

SAC 
CDC 

Counterterrorism Attn: ITOS 1, CONUS IV, Team 15 

Inspection Attn: IIS 

UÏ) 

(U) 

<U)-

ÎU) 

From: General Counsel 
NSTiR/CTTiIJ T 
Contact: | 

Approved By: Thomas Julie F 

b6 
b7C 

(U) ...Drafted By: 
] 

: jpd 

Case ID D #: 278-HQ-C1229736-VIO (Pending 

•Title: ^ INTELLIGENCE OVERSIGHT BOARD (IOB) 
MATTER 2007-689 

b2 
b7E 

jXf' The r 
Cdunsèl (OÎ 

¡Division requested that the Office of 
a potential Intelligence Oversight 

synopsis 
General Cduns^l (OGC) review 
Board (IOB) error and determine whether it is reportable to the 
IOB. It is the opinion of OGC that the above referenced matter 
need not be reported to the IOB. Our analysis follows. 

X )n 

(S) 
(S) 

nol-a-M«-

278-HO-C12297 36-VIO Serial 2] L13 L13 

Îa U.S. Person, curity Letter 
(NSL,)in accordance with 18 U.S.C. §2709, was issued requesting 
subscriber information, transactional logs, and e-mail header 
information. The response to this NSL was received on 

bl 
b2 
b7E 
b6 
b7C 
b7A 

SEÇ^T 

NSL V IO-36337 
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KEASOÄt 1.4 to) 
DEClASSIfif OHs 12-1^-2032 

FEDERAL BUREAU OF INVESTIGATION 
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(U) 

(U) 

[ U J 
(U) 

( U ) 

Precedence: 

To: 

ROUTINE 
b2 
b7E 

Counterterrorism 

Inspection 

From: Office of General Counsel 
NSLB/CTL14. 
Contact: 

Date: 03/12/2007 

Attn: SAC 
CDC 

Attn: ITOS1, CONUS 1, Team 2 

Attn: IIS 

Approved By : Thomas Julie F 

Drafted By: : lbq 

Case ID # r ̂ ¡X^ 
(S) 

£1 8-HQ-C122 97 36-VTO (Pending) 
(Pending) 

bl 
b6 
b7C 
b2 
b7E 
b7A 

T i t l e : INTELLIGENCE OVERSIGHT BOARD 
IOB MATTER 2007-715 

Synopsis: rJkT It is the opinion of the Office of the General 
Counsel (OGC) that the above referenced matter need not be 
reported to the Intelligence Oversight Board (IOB). Our analysis 
follows. 

From G-3 

Reference e:X 278-HQ-C1229736-VIO Serial 2164 
( S ) [ 

Details: By electronic communic 
16, 2007, 'theI ' "[Division [ 

electronic communication ("F.H'M dated February 
reported a 

n n t e n t i a l TOR e r r o r - i n n n m n n r t i n n w i t h i r g n n n m n n 

TTrTrn^TTTrT^-TreTTTOn-TTr 
Th^ AttSffi^y General's Guidelines for FBI National Security 

bl 
b2 
b7E 
b6 
b7C 

]b7A 

SE 
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FEDERAL BUREAU OF INVESTIGATION 

<U) • 

(U) 

(u> 

Precedence: 

To: 

ROUTINE 

Counterterrorism 

Inspection 

b2 
b7E 
b6 
b7C 

Attn: 

Attn: 

Attn: 

Date: 03/07/2007 

CT-1 

ITOS 1/CONUS 2/Team 7 

Internal Investigative 
Section 

: I I Rm. 11865 Attn 

From: General Counsel 
National S^nrit» T.aw Rr.^h/rTT.in/T.Y-l/^-inn 
Contact: 

Approved By: Thomas Julie F 

Drafted By: 

Case ID # : 
I s r 

afm 
?7S-Hn-ri ? ? Q7 ̂ - v m (Pending! 

(Pending) 

Ti tle : 

X "ögc"r 

INTELLIGENCE OVERSIGHT BOARD 
(IOB) MATTER 2007-719 

(U) 

Synopsis": It is the opinion of the Office of General 
Counsel ("C5GC") that the above-referenced matter need not be 
reported to the Intelligence Oversight Board ("IOB"). Our 
analysis follows. 

(U) 
Reference 

sïfy On: 03/ 
278-HQ-C1229736-VIO Serial 2182 

bl 
b6 
b7C 
b2 
b7E 
b7A 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 
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DECLASSIFY OH: 12-12-2031 SE< 

FEDERAL BUREAU OF INVESTIGATION 

U)-

Precedence: 

To: I 

ROUTINE 

Counterterrorism 
Inspection 

b2 
b7E 
b6 
b7C 

Attn: 

Attn: 

Attn: 

Date: 

Squad 

03/08/2007 

ITOS 1/CONUS 4/Team 15 
Internal Investigative 
Qpr-f- -i nn 
Attn : I 

From: General Counsel 
National Q^NR-I-T-W T.̂ .T /R-^T in /T V-I /^Q I NN 
Contact: 

improved By: Thomas Julie F 
[ 

Drafted By : Q 

I s p 

afm 

Case ID 

Title: 

778-HO-r:i ? ? Q7 36-VTO (Pending) 

X 
(Closed) 

INTELLIGENCE OVERSIGHT BOARD 
(IOB) MATTER 2007-727 

bl 
b2 
b7E 
b6 
b7C 

Synopsis": it i-s the opinion of the Office of General 
Counsel ("OGC") that the above-referenced matter need not be 
reported to the Intelligence Oversight Board ("IOB"). Our 
analysis follows. 

<U) 

[U) Reference. ;X 
irom 

jn : 
278-HQ-C1229736-VI0 Serial 2204 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 
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EEASOUJ 1,4 ic) SECRET DECLASSIFY OH: 12-12-2032 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/08/2007 

To: Counterterrorism b2 Attn: AD 
b7E 

Inspection j ^ g Attn: T n f p r n a l T n s n p r t i n n ^ P ^ i n n . 

' iiybb b7C 
Attn: SAC, CDC 

( U ) 

( U ) 

From: General Counsel 
National Security Law Branch 
Contact: 

Approved By: Thomas Julie F 

Drafted By 

Case ID #: ?78-Hn-ni7?q73fi-yTn 

bl 
b2 
b7E 
b6 
b7C 

Title : INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB MATTER 2007-724 

(U) X 

<UJ 

(U) 
Synopsis: ""y^C^lt is the opinion of the Office of the General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB), but, rather, that a record of 
this decision should be maintained in the investigation control 
file for review by the Counsel to the IOB. Our analysis follows. 

Referende 
- X 

278-HQ-C1229736-VIO Serial 

b2 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Counterterrorism 

Inspection 

b2 
b7E 
b6 
b7C 

Date: 03/08/2007 

Attn: AD 

Attn: T n t p r n a l T n g n p p t i n n S p p f i n n 

liHfob 

Attn: SAC, CDC 

iU) 

(U) 

<u>-

<U) 

(U ) 

From: General Counsel 
National ¡innuri ti 
Contact: 

Approved By : Thnrna q ,Ti 11 -i p F 

Drafted By:[ 

Case ID #: 27 8-HO-C122 97 36-VTO 
(S) 

X 

bl 
b2 
b7E 
b6 
b7C 

Title: INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB MATTER 2007-725 

X :om : G-3_ 
5SR 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB), but, rather, that a record of 
this decision should be maintained in the investigation control 
file for review by the Counsel to the IOB. Our analysis follows. 

Reference : .^£^278-HQ-C1229736-VIO Serial | 
b2 
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FEDERAL BUREAU OF INVESTIGATION 

( U ) 

(U) 

(U) 

(U) 

Precedence: 

To: 

ROUTINE 
b2 
b7E Attn: SAC. CDC 

J S S M 

Counterintelligence 

Inspection 

SA[ 

Date: 3/6/07 
] 

Attn: CD-3A 
SSA I 

T 

Attn: IIS, E 1 
b6 
b7C 

I 
From: General Counsel 

National Security Affairs/Room 7974 
Contact: Julie F. Thomas 

Approved By: Thomas Julie F. b6 
b7C 

Drafted By: | 

Case ID # : 

X 
27 8-HQ-C122 97 36-VIO 

Title.:. POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-433 

"Synopsis': ^ ^ This Electronic Communication (EC) contains a 
revision of our initial conclusion (EC dated 11/03/06) that there 
had been an error reportable to the Intelligence Oversight Board 
(IOB) in this matter. 

This case involved a cellular telephone number 
subscribed tcf b^ the subject of the investigation, who later 
terminated the coverage (see discussion infra). That same 
telephone number, unbeknownst to the FBI, was subsequently 
reassigned to an unknown United States ("US") person. FBI OGC 
was initially under the misimpression that there had been 
electronic surveillance of this cellular telephone number, but 
there was not. In fact, the FBI was in receipt only of telephone 
toll records for that number, pursuant to a legitimate National 
Security Letter; there was no unauthorized FISA tajce pn this 
cellular telephone number, as originally thought. 

SEcJôW^, 
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FEDERAL BUREAU OF INVESTIGATION 
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Precedence : 

To: I 

ROUTINE b2 
b7E 

Date: 03/12/2007 

Counterterrorism 
Inspection 

Attn: SAC, CDC 
Attn: AD 

Attn: IIS 

From: General Counsel 
Counterrorism Law Unit II/LX-1 3S100 
Contact: | 

Approved By:^Thomas, Julie F 

Drafted By : [_ ] P ik 

b6 
b7C 
b2 

Case ID ^•••.^<^78-HQ-C1229736-

X 
VI o 

Title: INTELLIGENCE OVERSIGHT BOARD MATTER, 
IOB 2007-721 

SyriopSis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter does not warrant reporting to the 
Intelligence Oversight Board (IOB). This matter was reported as 
a potential IOB because it was referenced in the OIG draft of an 
NSL report to be issued March 9, 2007. Submission of this matter 
to the OPR is a matter within the cognizance of the IIS. 

(UJ T ^ " » ^ from : 

Reference: 278-HQ-C1229736-VIO-2183 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 6.1. 

Details : 
Office [ 

(U) 

b2 
b7E 

Field Referenced communication from the 
J dated 02/23/2007, requested that OGC review the 

facts of the captioned matter and determine whether it warrants 

S^^EI 
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tur 
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Precedence: 
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ROUTINE Date: 03/13/2007 
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b7E 

Attn: S SA 
b6 
b7C 

Inspection Attn: Tn1~ p rn 1 Investiga 
Attn: 

:ive Section 
Room 11865 

From: General Counsel 
National Security Law Branch/CTLU II/LX-1 3S-100 
Contact: I I 

Approved By: Thomas Ju "1 i e F 

(U) 

(U) 

Drafted By: | 

Case ID #: 

: neb 

b6 
b7C 
b2 

27 8-HQ-C122 97 36-VIO 

Title: (U) Intelligence Oversight Board 
(IOB) Matter 2007-722 

Synopsis': It is the opinion of the Office of the General Counsel 
(OGC) that the above referenced matter need not be reported to the 
Intelligence Oversight Board (IOB). Our analysis follows. 

X am bl 
b2 

Reference: ?7R-Hr>-n Serial 2184 
(S) 

IUI 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the document in 
Corel WordPerfect. 

Details": By electronic communication (EC) Hated February 22, 
2007 and referenced above, the| IDivision | |reported to 
the OGC's National Security Law Branch (NSLB) and the Inspection 
Division this potential IOB matter. b2 

b7E 

- A 
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ROUTINE Date: 
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Inspection 

Attn: SAC, CDC 
Attn: AD 

Attn: IIS 

From: General Counsel 
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Contact: 

•rorj 
L 

03/08/2007 

b2 
b7E 
b6 
b7C 

Approved Bv: Thomas, Julie F 
I 

[U> 
Drafted By: : rtrjg 

Case ID # : 27 8-HQ-C122 97 36-VIO 

(U) Title : Ĵ vf' INTELLIGENCE OVERSIGHT BOARD MATTER, 
' X IOB 2007-723 

( Ü ) Synopsis: C&C opinion of the Office of the General 
Counsel (OCJC) that this matter does not warrant reporting to the 
Intelligence Oversight Board (IOB). Submission of this matter to 
the OPR is a matter within the cognizance of the IIS. 

(U) Xr ^ r r H f n i • — 
Declassify On: 03/'Ótì/¿U ja-

m- Reference : 278-HQ-C1229736-VIO- b2 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 6.1. 

b2 
b7E 

Details: (U) Referenced communication from the I Field 
Office (CFO), dated 02/22/2007, requested that OGC review the 
facts of the captioned matter and determine whether it warrants 
reporting to the IOB. In our opinion, it does not. Our analysis 
follows. 

ĵj) c':'-scussec' elec"tronic communication (EC) from 

SEJft^T 
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Counterterrorism 
Inspection 

Attn: 
Attn: 

ITOS 1, CONUS 4 
IIS, 

From: General Counsel 
r n n n t p r t p r m r i f i i n T,aw U n i t T / T . Y - 1 ^ . g i f i n 
Contact: I 

Approved By: 

Drafted By: 
Case ID #: (U! 

Title": 

T h n m a . q J u l i e F 
b6 
b7C 
b2 

• T T ^ W ^ T T T m r - Y I O (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-728 

Synopsis': It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) :_om 
ry on: 

Administrati\?e^----^JS<^ This electronic communication (EC 
information from: M \ thP F.H H a t o r i 0?/71/?nn7 from thel 

I Field Officef I to OGC reporting1-?" 
potential IOB matter; and (2) automated case support (ACS] 

WK. 
Reference: ''-•,. (U) 278-HO-C1229736 Serial 2205 

278-j_|-C136372 Serial 126 

contains 
Ï 

Details: By EC dated 02/21/2007, [ requested 

b2 
b7E 

that OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. As explained below, in 

S^^ET 

b2 
b7E 
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Precedence: 

To: 

ROUTINE Date: 3/12/2007 

b2 
b7E 
b6 
b7C 

Attn: SAC 
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CDC 
S SA 
SA n 

Counterterrorism 

Inspection 

Attn: 
Attn: 

ITOS I, CONUS IV 

Km llttbb 

From: General Counsel 
National Security Law Branch/CTLU II/LX-1 3S-100 
Contact: | | 

Approved By : ^ Thnmas .Tulip ] 
lkm Drafted By: | 

Case ID 278-HQ-C1229736-VIO (pending) 
Title: (U) Intelligence Oversight Board 

(IOB) Matter 2007-729 

b6 
b7C 
b2 

X - f f t is the opinion of the Office of the General 
it the above referenced matter need not be reported to 

Synopsis: 
Counsel that 
the Intelligence Oversight Board (IOB). Our analysis follows 

(UK ^ v / b2 Reference:""-.r§<f 278-HO-C1229736-VIO serial 2211 
/ \ on r J Li ̂  

(S) 
rial 127 

bl 
b2 
b7E 

(U) 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 
Detail's:' -jX' By tvr\ dated 02/^? /7HH7 
(278-HQ-C122 9^36 Seriali |Field Office 

SEC 

b2 
b7E 
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CDC 

Attn: ITOS 1, CONUS 2, Team 7 

Attn: IIS 
From: General Counsel 

National Security Law Branch, CTLU1, LX1 3S-129 
Contact: 

Approved By: Thomas Julie F 
r I 

Drafted By: ldr 

Case ID 

Title: 
(S)[ 

97a-HPi-n ?9Q7^-Vïn (Pending) 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(Pending) 

(U) Intelligence Oversight Board 
(IOB) Matter 2007-745 

Synopsis": It is the opinion of the Office of the General Counsel 
(OGC) that "the above referenced matter need not be reported to the 
Intelligence Oversight Board (IOB). Our analysis follows. bl 

b2 
From : G-3 

n: 
<U) X 
Reference': 

"(Sf[ 
?7R-HO-R:I 7?Q736-VTN-??P.5 

Details: By electronic communication (EC) dated 03/14/2007 and 
referenced above, the I I Division I | reported to the OGC's 
National Security Law Branch (NSLB) and J ' " ' ' " •_ 
potential IOB matter. 

b7E 
b6 
b7C 
b7A 

the inspection Division this 

TërsônT I a United States 
In a 02/01/2007 National Security Letter (NSL), 

] refquefeted subscriber information from | 

b2 
b7E 
b4 
b7D 
b7A 
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b6 
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Attn: 

Attn: 
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CDC, 
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ITOSI. CONUS I. Team 1 
SSA I ' 
IA 
IIS 

From: Office of General Counsel 
NSLB/CTLU, T 
Contact : 

Approved By: Thomas Julie F » » 
Drafted By : [ } mml 
Case ID ft • ̂ ^ ^ Q - H ^ I ^ Q I ^ - Y ^ 

(S) 
(Pending) 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Title • e : X INTELLIGENCE OVERSIGHT BOARD 
IOB MATTER 2007-732 

(U) Synopsis-:- "^^s t'ie opinion of the Office of the General 
Counsel (OGC) that the above referenced matter need not be 
reported to the Intelligence Oversight Board (IOB). Our analysis 
follows. 

M m I. r II 1 • — 

Reference: 
( U ) - Detail's: By electronic commum, 

28, 2007 ind referenced above, the Q 
By electronic i-nmmnni rat i on (Ef! 1 dated 

Division Ouary 

and t 

( U ) 
reported to the OGC's National Security Law Branch (NSLB)and the 
Inspection Division this potential IOB matter. 

bl 
b2 
b7E 
b7A 

b2 
b7E 

(S) 
uav nf ha nlrrri-m inrl 

SE bl 
b2 
b7E 
b7A 
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FEDERAL BUREAU OF INVESTIGATION 
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b2 
b7E 
b6 
b7C 

Date: 3/7/07 

Attn: AD 
SAC 

Counterintelligence 

Inspection 

Attn: AD 

Attn: IIS, CRS 

From: General Counsel 
National Security Affairs/Room 7974 
Contact: Julie F. Thomas 

Approved. By: Thomas Julie F 
I I 

(U) 

( U ) 

Drafted By: 

Case ID #: 
(S) 

bl 
b2 
b7E 
b6 
b7C 

Title: ^^^ POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
^ ^ 2007-731 

"Syndps±s-r----'̂ 8c2̂  It is the opinion of the Office of the General 
Counsel (OGC) that no error was committed in this matter, and 
therefore nothing need be reported to the IOB. A record of this 
decision should be maintained in the investigation control file 
for review by the Counsel to the IOB. 

(U) 
Cassify 

(S) (S) 

From: Office of To: 1 From: Office of 

bl 
b2 
b7E 

SE^ET 

NSL 
VIO-36522 



ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT DATE: 12-17-2007 
WHERE SHOWN OTHERWISE CLASSIFIED BY SS179 DHH/K3R/Ctt 

(Rev. 01-31-2003) • • " ^ REASONS 1.4 (e] 
DECLASSIFY ÛM: 12-17-2032 

FEDERAL BUREAU OF INVESTIGATION 

CU) 

(U) 

( U ) 

Precedence: ROUTINE 

I To: 

b2 
b7E 
b6 
b7C 

Date: 03/08/2007 

Attn: SAC 
ASA, 
CDC 

k t 
Inspection Attn: IIS, CRS 

From: Office of the General Counsel 
NSLB/CILU/Room. 7q/l7 
Contact: SSA|_ 

Approved By: Thomas Julie F 
[ 

Drafted By: £ 
] 

] 
Case ID #: jX^ 27 8-HQ-C122 97 36-

(U) " Title: 

i s : i ^ i 
1 (ode) 1 

vi o Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-733 

Synopsis: 'Ĵ ®̂  It is the opinion of the Office of the General 
Counsel (OG?C) that the matters in sections A and B (designated 
below) must be reported to the Intelligence Oversight Board 
(IOB). OGC will prepare and deliver the necessary correspondence 
to the IOB. 

(U) JFrogL 

Administrativer: £83 This electronic communication (EC) contains 
information from the following documents: (1) a copy of the EC 
dated 02/22/2007 from the | lField Office 
I |to OGC reporting eight potential IOB matters, and 
(2) the FBI's Automated Case Support system (ACS). 

b2 
b7E 

X [ T^pted to submit all eight potential IOB issues 
The EC was divided into five separate sections, A-E, 

will be drafted in a similar manner for 
These reported IOB matters are all derived 

by the Office of Inspector General (OIG) 
place over the summer of 2006 at four FBI field 

in one EC. 
and our response 
continuity purposes 
from the audit conducted 
which took 
offices. 

b2 
b7E 

NSL 
V IO-36529 



ALI IMFORMATIOH CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT M T E ; 12-17-2007 

(Rev. 01-31-2003) ŒHEKE SHOWN OTHEOTISE CLASSIFIED BY 65179 DKH/KSR/trfa 
V, KÊASÛN: 1,4 tcji 

SECRET DECU3SIF? ON: 12-17-2032 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

(TT) 

(U) 

Precedence: ROUTINE 

To: 

Date: 03/14/2007 

Attn: SAC 
CDC 

Counterterrorism Attn: ITOSI, CONUS 2, Team 7 
Inspection Attn: IIS 

From: Office of General Counsel 
NSLB/CTLU I 
Contact: | 

/toproved Bv: Thomas Julie F 
I I 

bl 
b2 
b7E 
b6 
b7C 

Drafted By: f ldr 

Case ID # : 
(S! 

97fi-un-n99Q7^K-VTn (Pending) 
; Pending) 

Title: INTELLIGENCE OVERSIGHT BOARD 
/ \ IOB MATTER 2 007-718 

•'Syn«3psxs-:--̂ sŜ  It is the opinion of the Office of General 
Counsel (OGC) that the above-referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

Derived From : 
Declassify On: 

G-3 
03/14/2032 (U) X 

Référencée 278-HQ-C122 97 36-VIO Serial 2181 b2 
b7E 

(U) Deta'±lS"r"*XS^ By electronic communication (EC) dated 
02/23/2007"^and referenced above, the | jDivision (CG) 
reported to the OGC's National Security Law Branch (NSLB) 
the Inspection Division this potential IOB matter. 

and 

bl 
b2 
b7E 
b6 
b7C 

NSL 
VIO-36536 



ALI IUrORHATIOH COMTAIJJED 
HEREIN 15 UNCLASSIFIED EXCEPT DATE: 12-17-2007 
WHERE SHOW OTHERWISE CLASSIFIED 8V 6S179 DHH./KSR/cfe 

(Rev. 01-31-2003) | WUBttt 1,4 (Cf 
DECLASSIFY OU: 12-3.7-2032 SEC 

FEDERAL BUREAU OF INVESTIGATION 

<U) 

(Ü) 

Precedence: 

To: 

ROUTINE b2 
b7E 
b6 
b7C 

Date: 03/08/2007 

Attn: SAC 
ASA 
SSA J 
£ 

SA 

Inspection 
From: General Counsel 

Pnnntort-orrnrigiïi T.aw Un i t T/T.Y-1 
Contact : 

Attn: IIS, CRS 

Approved By : ^ T h o m a s J u l i e F ^ 

Drafted 
Case ID 

By: [ 
#: (it 1 TTÏÏ^mrZTTTTT^ttlO (Pending) 

Title : X ...-(Uf INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-720 

<U) 
S y n o p s i s I t is the opinion of the Office of the General 
Counsel (OGiC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

(U) 

Administrative 
information from : 
Field Office 

DecTSssifyOn?"—25X1 

: This electronic communication fE.rn r.nntains 
from: rn the EC dated 02/23/2007 from the| | 
I I to OGC reporting a potential IOB matter; 

and (2) automated case support (ACS 
Reference: (U) 278-HQ-C1229736-VIO Serial 21 

Details: electronic communication (EC) dated 02/23/2007, 
J requested that OGC review the facts of the captioned 

matter and determine whether it warrants reporting to the IOB. 
In our opinion, it does. Our analysis follows. 

b2 
b7E 

b2 
b7E 

S^&E1] 

NSL 
V IO-36541 



ail mromkrtüM CONTAINED , , 
HEREIH IS UNCLASSIFIED EXCEPT ry iino rom/ir-o/PV 

~ „ „ „ „ TJKERE SEOTJN OTHERWISE S S ^ V ^ f »»H/KSR/Cb 
(Rev. 01-31-2003) REASON: 1 . 4 (c) 

DECLASSIFY Oli! 1 2 - 1 1 - 2 Ö 3 2 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U> 

(U) 

Precedence: 

To: 

ROUTINE b2 
b7E 
b6 
b7C 

Date: 03/21/2007 

Inspection 

Attn: 

Attn: 

ASAC 
CDC 
SSA 
S A Q 

IIS, CRS 

From: Office of the General Counsel 
CILU/NSLB/OGC/ 
Contact: AGC 

Approved By: Thomas ,Ti 11 i e E 

b2 
b7E 
b6 
b7C 

( U ) 

<U> 

Drafted By: £ 

Case ÎD #; ¡¡S&i 

rr 

27 8jiHa-C122 9736-VIO (Pending] 
62 p| |-A8 94 55-IOB (Pending) 

Title: INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-686 

Synopsis: "î sl It is the opinion of the Office of the General 
Counsel (OöC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review bu the Counsel 
to the IOB. 

X TV̂M-jlT.-.̂  ̂ T̂tli ' P--1 
Dëôlassiïy On: 03/2Ì/2U3/" 

Refëïence: 27 8-HQ-C122 97 36-VIO Serial 2130 
62P| |-A89455-IOB Serial 19 

Detailsr By EC dated 02/05/2007,| Field Office 
I requested OGC review the facts ot the captioned matter 

and determine whether it warranted reporting to the IOB. As 
detailed further below, this possible IOB error is not reportable 
to the IOB. 

b2 
b7E 

-̂ bSrr On 08/28/2006, a National Security Letter (NSL) to 
I addressj j b7D 

SE^&^T 

NSL VIO-36609 



(01/26/1998) 

ALL INFORMATION COSTAIMED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWH OTHERWISE 

(U) 

(U) 

(U) 

(U) 

mi 

( S I 

(S) 

SE<^T 

FEDERAL BUREAU OF INVESTIGATION 

i 13-17-300? 
CLASSIFIED BT 6S1?9 CBK/KWcto 
REASOSt 1.4 {e) 
DECLASSIFY OH: 12-17-2032 

Precedence: 

To: 

R O U T I N E 
b2 
b7E 
b6 
b7C 

Date: 3/19/07 

Attn: 

Counterintelligence 
Inspection 

Attn: 
Attn: 

From: General Counsel 
National Security Affairs/Room 7974 
Contact: Julie F. Thomas 

Approved By: Thomas Julie F 

Drafted By: 

Case ID #: ..j 

Title": J x ^ 

b2 
b7E 
b6 
b7C 

Y) 27 8-HQ-C12 2 97 36-VIO 
ty 62F-|""^A8 94 55 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2007-705 

"Synopsis-:- It is the opinion of the Office of the General 
Counsel (OCJC) that no error was committed in this matter, and 
therefore nothing need be reported to the IOB. A record of this 
decision should be maintained in the investigation control file 
for review by the Counsel to the IOB. 

(U) 

Reference;. 278 
62 F o 

d from 
iïïy* 

^-Cl2297 36-VIO Seriali I 
A89455-IOB Serial|~ | 

Details.:.. J^C o / n n 7Q-A7Y-7-J 
Hn + y^-i ̂  ^ m m ^ ^ t i ^ I TT r \ 

• ̂  non-United States person| | 
a National Security Letter (IMtlL J was 

To: 1 r 

bl 
b2 
b7E 
b6 
b7C 

From: Office of the General Counsel 

SECRET 

NSL 
VIO-36613 



ALL IBFORHATIOJJ CONTAIN DATE. U-17-2Q07 
HEREIH 13 UNCLASSIFIED EXCEPT CLASSIFIED BY 65179 DBH/KSR/cb 
WHERE SHOOT OTHERWISE rw»«*™, i a tr.i 

(Rev. 01-31-2003) KtASUW. i . i ( c j 
V( DECLASSIFY OH: 12-17-2032 

SEC^hj" 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

b2 
b7E 
b6 
b7C 

Inspection 
Counterintelligence 

Date: 03/20/2007 

Attn: SAC 
CDC 
Squad 6 - SSA 
Squad 6 - SAQ 

Attn: IIS 
Attn: CD-3 SC 

From: Office of the General Counsel 
National Security T.aw Ft ran oh / OTT.l I / Room 7Q47 
Contact: AGCI 

Approved By: Thomas Julie F 
L 

Drafted By: 

Case ZD #: 

b6 
b7C 

I: vim 

(UK 
Title: 

(U) .. 

9 7 R — HO—r11 7?Q7?P-VT n (Pending) 
' Pending) 
(Pending) 
Pending) 
(Pending) 
(Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-737 

bl 
b2 
b7E 
b7A 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) 
-Declassify ̂ n: X4— 

Reference bl 
b2 
b7E 
b7A 

NSL 
VIO-36617 



Mit mrmmxtw CÛSITAIÏSED 
HEREIN 15 UNCLASSIFIED EXCEPT DATE: 12-17-2007 

(Rev 01 31 2003) llHEPE SH0W:!i 0THEPMISE CLASSIFIED BY 6S179 EM/KSR/efc 
V REASONS 1.4 (c) 

DECLASSIFY ON: 12-17-2032 

FEDERAL BUREAU OF INVESTIGATION 

(U) ... 

(S) 

Precedence : 

To: 

ROUTINE £2 
b7E 
b6 
b7C 

Inspection 

Counterterrorism 

Date: 03/18/2007 

Attn: 

Attn: 

Attn: 

SSAj 
SA [ 

IIS, Room 11861 

ITOS II,L 

From: Office of the General Counsel 
M . q T . R / O T T . I I / R o n r ^ 7 9 4 7 
Contact: AGC 

Approved By: ^ T h o m a s . T u l i p E 

Drafted By: 

Case ID #: 

: ctd 
ona-un-a ^ Q i ^ - v m (Pending) 

' Pending) 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Title : ^ÌX^--INTELLIGENCE 
^ 2007-743 

OVERSIGHT BOARD MATTER 

Synopsis: is: is the opinion of the Office of the General 
Counsel (OGC) that this matter does not merit reporting to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel 
to the IOB. 

b2 
b7E 
b7A 

(U) ÏÏUi i wd—Ef opg :.—0 1 ~~ 
Declassify onl Xt—-

Referencé: X (U) 2 I 8-HU-U122 y Mb-VlU ûéiiiâl 2232 

DetaiJLaii 
f rom I 

'ill The referenced electronic communication ("EC") 
in file 278-HQ-C1229736, dated 03/07/2007, reque 

that OGC review the facts of the captioned matter and determi 
whether it warrants reporting to the IOB. In our opinion, it 
does not. Our analysis follows. 

b2 
sted b 7 E 
ne 

a U.S. Person suspected ot 

SE 

bl 
b2 
b7E 
b6 
b7C 
b7A 
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ALL UfFOKHATIOH CQlfTAIMD 
HEKEIN IS DHCLASSIFIED EXCEPT 

(Rev. 01-31 -2003) WHERE SHOWS OTHERWISE 
SE^ET 

FEDERAL BUREAU OF INVESTIGATION 

DATE: 12-17-2007 
CLASSIFIED BY <55179 DHH/KSR/cb 
REASON! 1.4 {c]i 
DECLASSIFY OH: 12-17-2032 

<U) 

(U) 

(TI) 

( U ) 

(S) 

Precedence: 

To: 

ROUTINE 

From: 

Counterterrorism 

Inspection 

Office of General Counsel 
NSLB/CTLU I 
Contact: UCI 

b2 Date: 03/13/2007 
b7E 
b6 
b7C 

Attn: SAC 
CDC 

Attn: ITOS 1, CONUS 2, Team 
Attn: IIS 

Approved By: Thomas Julie F 

Drafted By: | :djf 

Case ID #: 
Title: 

(U) .. / \ 

27 8-HQ-C122 97 36-VIO 

b2 
b6 

(Pending) b 7 c 
INTELLIGENCE OVERSIGHT BOARD 
IOB MATTER 2007-717 

Synopsis: It is the opinion of the Office of General Counsel 
(OGC) that the above-referenced matter must be reported to the 
IOB and to the Inspection Division. OGC will prepare and deliver 
the required correspondence to the IOB. Our analysis follows. 

Xbl 
From : G-3 k2 Xli < 1 I j • ITi I'I l/ll 1';' III I 1 . b / E 

Reference:278-HQ-C1229736-VIO Serial 2180 b 6 

Details: (S) This matter refers to thd 

-LSI. 

[ ìfltèi! 
(S) 

person ot 

li investigation 
I was developed as a 

bl 
b2 
b7E 

] 
SE^El b6 

b7C 
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March 13, 2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2007-717." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 
1 - 27 8-HQ-C122 97 36-VIO 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

¡>ECLftS3lFlEl> BY 65179 DHH/KSR/Cb 
015 Ö1-1S-2D08 

NSL VIO-36635 



DECLASSIFIED 8Y 65179 DHH/KSR/cb 
aasr is-n-aao? 

OEORET 

TNTFLLTGF.NnF, OVF.RSTGHT BOARD (IOB) MATTER b 2 
I IDIVISION b 7 E 

( U K IOB MATTER 2007-717 (U) 
J ^ V T h e r — n Division I lof the 

Federal Biiream of Investigation ("FBI") reported via electronic 
communication dated February 21, 2007, that a National Security 
Letter was served requesting records that were beyond the 
permissible scope of a National Security Letter. Specifically, 
the FBI sought to obtain educational records from a state 
university for an individual! | 

I Educational records are outside the scope ot records 
that may be obtained with a National Security Letter. The state 
university recognized this error and refused to produce any 
records in response to the National Security Letter. 
Accordingly, no records were obtained as a result of the service 
of this National Security Letter. The FBI rescinded the National 
Security Letter, and instead served a Federal Grand Jury subpoena 
for the educational records. The state university complied with 
the Federal Grand Jury subpoena and produced the educational 
records. 

The FBI's service of a National Security Letter 
requesting educational records was in violation of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, even though no records were 
obtained in response to the National Security Letter. Thus, the 
matter is being reported to the IOB. 

(U) This matter has been reported to the FBI's 
Inspection Division for appropriate action. 

NSL VI0-36637 

prrrffT 



July 06, 2004 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

Enclosed for your information is a self-explanatory 
enclosure, entitled "Intelligence Oversight Board (IOB) Matter, 
CONUS I, International Terrorism Operations Section, Federal 
Bureau of Investigation Headquarters (FBI HQ), 2004-45." 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

b6 
b7C 

Enclosure 

1 - M-r , P i w t . n l p 

1 -

278-HQ-C1229736-VIO -SäH 
UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

DECLASSIFIED BT 65179dah/kSE/Iaf 
ON 01-07-2006 

fBflBflm OCivlvSTT 

NSL VIO-36711 
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SECRET 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
CONUS I, INTERNATIONAL TERRORISM OPERATIONS SECTION 
FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) 

2004-45 (U) 
<S) 

Investigation of this IOB matter has determined that, 

(Ü) 

On 
uctooer j , ûu-i.l I issued a National Security Letter 
to the internet service provider named| | requesting the 
name, address, length of service, and electronic communication 
transactional records for a website. Thg National Security 
Letter did not request email content. |inadvertently 
provided email content information in its response (CDROM), which 
is not authorized under Title 18, United States Code, 
2709 or Executive Order 12333. 

Section 
discovered the 

problem, and immediately took steps £6 Ŝ t̂ iifeiSter the unauthorised 
data—collection to prevent its use or further dissemination. I 

T extracted the information which was authorized by the 
National Security Letter and then sealed the CDROM for delivery 
to the Office of Intelligence Policy and Review for appropriate 
action. In accordance with the reporting requirements of Section 
2.4 of Executive Order 12863, the error must be reported to the 
IOB. 

APPROVED: 
DMn ___ 
Deputy Oirectoi 

CJIS, 
Cm.inv., 

, OWKTW. 
. fbiiM-

Mn.Sg* (fcn.Gomsrl L . WWSR. _____ ^ nrcni WO. 
. WMcJIon« 
t"V. S 
.ijlVifllw, 

0EÎ0». 
0W*. 

ïsifyoï 

SEch^T 

pg-1 
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(01/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 06/11/04 

To: Counterterrorism 

b 2 
b7E 
b6 
b7C 

(U) 

( U ) 

(U) 

Attn: AD 

Attn: SAC 
CDC 

From: General Counsel 
National Security Law Branch/Room 7947 
Contact: 202-324 

Case ID #i 

Approved By: Curran John F 

Drafted By: 

Title: 

278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2004-45 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the required correspondence to the IOB. Our analysis follows. 

(U) 
b2 R e f e r e n c e s : ( 1 ) 2 7 8 - H Q - C 1 2 2 973 6-VIO Serial 419 

(2) 288B| |132986 Serial 257 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 8.0. 

(0) 

DATE: 01-07-2008 
CLASSIFIED BY 65179dah/ksr/lmf 
REAS0M: 1.4 (C) 
DECLASSIFY ON: 01-07-2033 

NSL VIO-36714 
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(01/26/1998) 

SEC: 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To 

ROUTINE Date: 06/30/2004 

Director's Office 
f n i i n t - p r l - p r r n r i c m 

Attn: OPR 
UC, CONUS III 
SAC; CDC 
SAC; CDC 

From: General Counsel 
National Security Law Branch 
Cnnntsrtprrnri sm T.aw TTrn t T/Rnnm 7975 
Contact: b7E 

b6 
b7c Approved By: Curran John F 

(202) 324 

ID)-

m 

(U) 

(U) 

Drafted By 

Case ID # 
5 0 ^ 

2 78-HQ-C122 9736-VIO (Pending) 

T i t l e : I N T E L L I G E N C E OVERSIGHT BOARD 
MATTER 2004-32 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that the above referenced matter does not need to 
be reported to the Intelligence Oversight Board (IOB). Our 
analysis follows. 

<u¡ 
•w 

Derived Pruiii-
5»+-

-EBX—SCG SLzl. Oc tuber-
rune 20, 2029 

References:£278-HQ-C1229736-VIO Serial 401 

Details: (S) 

Due to administrative backlog and the 

Ibi 
b2 
b7E 

SE1 íbR^T 

DATE: 01-07-2008 
CLASSIFIED BY 65179dah.'ksrJ'lmf 
REASON: 1.4 (C) 
DECLASSIFY ON: 01-07-2033 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 
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(Rev. 01-31-2003) 

SECHST 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

(Ü) 

(U) 

Precedence 

To 

ROUTINE Date : 12/01/2004 

Director's Office 
Counterterrorism 

Attn: OPR 
AD 
SAC 
CDC 

From: General Counsel 
National gor-nr-i T.au Prann>i/u^.n -7Q-7C 
Contact: 

Approved By: Thomas Julie F u m 

Drafted By: 

C a s e I D t : ^ 278-HQ-C1229736-VIO- (Pending) 
Title: (U) POTENTIAL INTELLIGENCE OVERSIGHT BOARD 

(IOB) MATTER 2004-39 

Synopsis:J^) It is the opinion of the Office of the General 
Counsel (OGC) that this matter should not be reported to the 
Intelligence Oversight Board (IOB). With respect to these 
matters, a record of this decision should be maintained in the 
investigative control file for review by the Counsel to the 
IOB. 

( U ) DBrivad-JironLj-—G~-3 
Deel«SSïïy~On:—XÄ5-1 

bl 
b2 
b7E 
b6 
b7C 

Details: 

was not administratively closed in ACS until 

DATE: 01-07-2008 
CLASSIFIED BY SSnSdmh/'-isr'1kl£ 
REASON: 1.4 fC) 
DECLASSIFY ON: 01-07-2033 

pg-L N S L V I O - 3 6 7 2 3 

ALL INF0FHATIQN CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
11HEPE SHOOT OTHERWISE 



(Rev. Ol-31-2003) 

SECÌfcS^ 

FEDERAL BUREAU OF INVESTIGATION 

b2 
hl E 
b6 
blC 

( U ) 

m 

(U) 

bl 
b7A 
b2 
b7E 

b2 
b7E 

Precedence: ROUTINE 

To : 

Date: 04/18/2006 

Counterintelligence 

Inspection 

Attn : 

Attn: 

Attn: 

CDC 
ssrf 
SA 

CD-2A, UC 

IIS, CRS 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 / 
Contact: AGC 

Approved By: Thomas Jul 

Drafted By: 

is - m ) 

202-324 

Case ID #: 2 7 8 -HQ-C12 2 9 7 3 6 - VIO" 

Title : 

( Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-280 

Synopsis:- It is the opinion of the Office of the General Counsel 
(OGC) that this matter must be reported to the Intelligence Oversight 
Board (IOB). OGC will prepare and deliver the necessary 
correspondence to the IOB. 

( U ) 

DecìSssifyÒnì XI-

Reference: (S) 

Details : 3=85: By electronic communication (EC) dated 03/27/2006, the 
I Field Officef [requested that OGC review the 

facts of the captioned matter and determine whether it warrants 

DATE: 01-07-2008 
CLASSIFIED BY 6S179dtah/ksr/laS 
REASOH: 1.4 <C) 
DECLASSIFY OUT: 01-07-2033 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

NSL VIO-36730 

pg-1 



May 2, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 .17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-280." (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
( U ) 

Enclosure 

Q - 278-HQ-C1229736-VIO— (^H*/ 

gj* DeciSssifyOn!—3»-st»«_ Off. ol Gen. Counsel Asst. Dir.: Crtm. Inv. _ CJIS Finance _ Into. Res.. Insp. 
Lab. 
National Sec. " ^ T I G g F i T Perjomei DECLASSIFIED BY eSJ^dmli/kSE/lmf Training Off.olEEOA OW Oi-GZ-2008 

NSL VIO-36735 ft Cong. Affs. 
wreew-s onte KAIL ROOM • 

pg-1 



h 2 
blE SEÒREI 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I FIELD OFFICE 

IOB MATTER 2006-280(U) 

I 

bl 
bl A 
b2 
b7E 
b4 
b7D 

On February 2, 2006, 
]an FBI case agent 

( U ) 

forwarded an email to an FBI investigative support specialist 
(ISS) asking the ISS to create National Security Letters (NSL) 
for two telephone numbers that were associated with the subject 
of the investigation. On February 13, 2006, the ISS created NSLs 
for the two telephone numbers. Due to an inadvertent error, 
however, one of the telephone numbers was erroneously 
transcribed. The NSL with the erroneous telephone number was 
forwarded to 

Due to the incorrect number stated in the NSL, the 
FBI received telephone toll billing records pertaining to a 
telephone number that was neither under investigation nor related 
to an investigation. The error was discovered upon receipt of 
the information, and the records were neither reviewed nor used 
for any investigative purpose. Despite the inadvertent nature of 
the mistake, the fact remains that information was improperly 
collected on a telephone number unrelated to an investigation. 
The overcollection was a violation of Section V.12. of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection.1 Thus, the 
matter is being reported to the IOB. 

PeeiggsTfy onT~~lC=ir-~ 
5ECRBS-

(U) Section V.12. authorizes use of National Security 
Letters in conformity with 18 U.S.C. § 2709 (relating to 
subscriber information, toll billing records, and eléctronic 
communication transactional records). The statute requires that 
information sought is relevant to an authorized national security 
investigation. 

DATE: 01-02-2008 
CLASSIFIED BY 6S179dmh/ksr/lttf 
REASON: 1.4 |C> 
DECLASSIFY ON: 01-02-2033 

sÈbs^T 

pg-1 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 
NSL VIO-36737 



SEjB^ET 
- Working Copy - Page 2 

Precedence : ROUTINE 
To: Inspection 

b2 
b6 
b7C 
b7E 

Attn: 

Attn: 

Date: 03/01/2005 

Internal Investigations Section 

SAC 
CDC 

J 

(U) 

(U) 

(U) 

( U ) 

m 

From: Office of the General Counsel 
National Security Law Branch/CILU/Room 7975 
Contact; I 

Approved By: Thomas Julie F 

Drafted By: 
Case ID #; 

Title. 

27B-HQ-1406607-2 -
278-HQ-C1229736-VIO-4Q ' 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
IBERE SHOT OTHEOTISE 

¿ATE: 11-06-2007 
CLASSIFIED BY 65179/DHH/KSR/R!3 
REASON: 1.4 (c) 
DECLASSIFY ON: 11-06-2032 

INTELLIGENCE OVERSIGHT BOARD (IOB)MATTER.2005-17 
SyilopsisT " J PK. It is the opinion of the Office of the General 
Counsel {"OGC'P'that this matter need not be reported to the IOB. 
Rather, a record of this decision should be maintained in the 
investigative control file for review by the Counsel to the IOB. 
Our analysis follows. 

b2 
b6 
b7C 
b7E 

(U) 

Reference 

X 
- X 

^^DfsOieitÌy^CR^ja^ 
278-HQ-C1229736-VIO-40 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document into Corel Word Perfect. 
DetailsïJ^y By electronic communication (EC) dated November 
19, 2002 Icired below)il', thel I Diviaionl 
reported a possible IOB error in conjunction with an on-going 
international terrorism investigation. 

(S) X \ 

bl 
]b2 
b6 
b7C 
b7E 

Case ID : 278-HQ-1406607 
27fl-TO-C1229736-VTQ 

Serial 3 
726-

NSL VIO-36752 



SPARET 
- Working Copy - Page 1 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
tÜHEM SHOW OTHERWISE 

March 11, 2005 

BY COURIER 

PATE: 11-06-2007 
CLASSIFIED BY 6S179/DHH/XSR/Rlî 
REASON: 1.4 (e) 
DECLASSIFY OU: 11-06-2032 

Mr. James Langdon 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Langdon: 

Enclosed for your information is a self-explanatory 
memorandum, entitled "intelligence Oversight Board (IOB) Matter, 

Field Office, IOB Matter 2004-84. (U) 
mc 
J1 

This LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection and/or laws, Executive Orders, or 
Presidential Directives which govern FBI foreign 
counterintelligence and international terrorism investigations. 
(U) 

b2 
b7E 

Enclosure 

Ms. Thomas 1 
1 _ 
1 278-HQ-C122y/i6-VlO 
1 - OPR (IOB 2004-84) 

b6 
b7C 

I, 

Mr. James Langdon 

Case TD : 278-HQ-CI229736-VIO 
SILLET 

Serial : 732 

NSL VIO-36757 



3T 
- Working Copy - Page 2 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable Alberto Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

INTELLIGEÎ )B) MATTER 

(S) 

J a United State on. Subsequent 

f . , . ^ 1 — j 

bl 
b2 
b6 
b7C 
b7E 

NSL VIO-36758 



Page i 

ALL INFORMATION COHTAMED 
HEREIB IS DECLASSIFIED EXCEPT 
WHERE 3H0WH OTHERWISE 

January 31, 2005 
DATE: 11-06-200? 
CUS3ITO& BY 6Sl?9/DHHyKSfl,'-RSr 
REASQJJ; 1.4 ic) 

Mr. James Langdon DECLASSIFY Off; N-06-2032 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 
Dear Langdon: 

This letter forwards for your information a self-
explanatory enclosure entitled "Intelligence Oversight Board 
(IOB), Matter 2004-100." (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. -(U) 

Enclosure 

- Mr. Szady 
- SAC[ 

- [ 
Ma. rnomas b6 

b7C 

Mr. 

OPR 
278-HQ-C1229736-VIO 
James Langdon 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Case ID : 278-HQ-C1229736-VIO ^ Serial : 804 

NSL VIO-36774 



SE|ÔÉET 
- Working Copy - Page 2 

very truly yours, 

Julie F. Thomas 
Deputy General Counsel 

- The Honorable Alberto Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

2 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
^DIVISION 

IOB MATTER 2004-100 (U) 

(U) h f The I I Division of the Federal ^TT-. 
Eiurfeau of investigation has reported tjie receipt of unsolicited 

SE$S^ET 
NSL VIO-36775 



Page 2 

(UJ-

Precedence : 

To: 

ROUTINE Date: 05/03/2005 

Director's Office 
Counterintelligence 

Attn 
Attn 
Attn 

OPR 
AD 
SAC/CI 
CDC 

A U WORKATIOSr CONTAINED 
HEFEIN IS UNCLASSIFIED EXCEPT 
EPE SHOWN OTHERWISE 

From: General Counsel rw.^flT^I-ttl 1 i rtBinr.a Tau. T]ni t- ZV^ir, 7947 
Contact : 

Approved By: Tfaffliag J u U s F 

Drafted By: 

Case ID #: 

rss 

(U)_ 
(S)[ 

97R-HO-C1 2s>.q776-vTO (Pending) 
I (Pending) 

bl 
b2 
b6 
b7C 
b7E 

DATE: 11-06-2007 
CLASSIFIED BY 65179/DHH/KSR/Rïi 
REASON; 1.4 (c,d) 
EECUSSIFY OIÏï li-08-2032 

(U) Ti t le : !)INTELLIGENCE OVERSIGHT BOARD MATTER 
'IOB 2004-70 

S^ynopsisi^^Si^ The Office of the General Counsel (OGC) considers 
that this matter must be reported to the Intelligence Oversight 
Board (IOB) and to the Office of Professional Responsibility 
(OPR). A summary of the facts and an analysis of the situation 
follows. 

was segregated and lorwarded to FÈIIÏQ for sequestration. At no 
f 2 1 time was any .further investigative action taken with rea-nect. to 

the information received pertainiirig to thd I 
I I . N o writtèn summaries of communications were 
' utauy. 1 

Case ID : 27 R-HO-CI2297 36-VTO Aerial ; B"n 

( S J S J ^ Ï 
NSL VIO-36787 



SECRET 
Working Copy Page 

AU RIFORMATI OK COBTAIlffiD 
HEREXIf IS tJHCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

May 3, 2005 DATE: 11-06-2007 
CLASSIFIED BY 65179/Mffi/KSR/IOT 
REASON: 1.4 (C) 
DECLASSIFY OH: 11-08-2032 

Mr. James Langdon 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Langdon: 

This letter forwards for your information a self-explanatory 
enclosure entitled "Intelligence Oversight Board (IOB), Matter 
2004-70." (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney Generals Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - Ms. Thomas j-,6 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (0) 

1 -
1 - b7C 
1 - 5?è-Hô-<3i5«?3i-vio 

Case ID : 278-HQ-C1229736-VT0 Serial : 832 
SEÇ^ET 

NSL VI0-36790 



SË^^ÉT 
Working Copy ---- Page 2 

Very truly yours, 

Julie F. Thomas-
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

2 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

bl 
b2 

. b6 
b7C 

TTJTTTT.T.TnRMrB OVTCPfiTCiHT ROapn (IOB) MATTER 2004-70 b 7 E 
I I DIVISION 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS CFBIHQ}(U) 

NSL VIO-36791 



(U ) 

ÎU ) 

(U) 

- Working Copy 

Precedence : 
To: 

ROUTINE 
b2 
b6 
b7C 
b7E 

From: General Counsel 
National Security Affairs/Room 7974 
Contact: Julie F. Thomas 

Page 1 

Date: 10/7/05 

Attn; SAC, CDC 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
rxtHERE SHOW! OTTJEOTISE 

Approved By: Thomas Julie F. 

Drafted By: 

( U J Case- ID #ì ì x f 

: X 

DATS: H-08-2Q07 
CLASSIFIED IT 6517S/KKH/OIÏ/RI 
KEASOKt 1.4 (ci 
DECLASSIFY ON: ll-0e-2032 

278-HQ-C1229736-VIO 

Title.; POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2005-178 

..Synopsis = V ^ s t*ie 0Pi n^ 0 n o f t h e Office of the General 
Counsel (CfGC) that no error was committed in this matter, and 
therefore nothing need be reported to the IOB. A record of this 
decision should be maintained in the investigation control file 
for review by the Counsel to the IOB. 

<U) 
_ iify" 

Re£erence;.,W' 278-HQ-C1229736-VIO-578 
Tlisl-a-i f ©• iXI Afi nnfsfl in i-he» dlii'̂ rftnif1 fnmimiri-irtat--ii,iil 

(S) 
<S> 
(S) 

(S) 

(S)[ 

timéj~~ 
and uploaded, thtf 

^ mi-hrMirrH fil V 

inherit 
that m 

J 
I L-deter 

and. c 

_ the case agent at the 
rTi-i ̂Vi tO FBI HQ 

SA in 
I 

who 
Leterminèu on Auguec 8, 2005, 
and. contacted FBIHQ to request 

However,I I took no action in this matter 
except for-̂ thfe- receipt of the billing information from I I 
Bucauan; to the NSL which had been issued during £ 

b l 
b2 
b4 
b6 
b7C 
b7D 
b7E 

Case ID 

(S) 

ftp-ri al : 1 024 

• NSL VIO-36832 



S^tftET 
- Working Copy - Page 2 

ÍTJ) 

(U) 

(U) 

Precedence : 

To: 

ROUTINE 
b2 
b6 
blC blC Attn: 
blE 

Attn: 

Attn: 
Attn: 

Date: 

Counterintelligence 
Inspection 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 

SA 
CDC 
SSA [ 
IIS 

11/09/2005 

= 1 

ALL INFOKHATIOH CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHEPE SHOW 0THEPÜTISE 

Contact : 

Approved By: Thomas Julie F 

:sam Drafted By; 

Case ID #: (U) 

Title: 

Syfiopsis: It is the opinon of the Office of the General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel to 
the IOB. 

27B-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
2005-177 

DATE! 11-07-2007 
CLASSIFIED BT 65179/DHH/KSK/Rfi 
REASQH: 1.4 (c) 
DECLASSIFY OH: 11-07-2032 

Terived^Fronuj—-©=T* 
jiecietssïfy a m — 

Reference: (U) 278-HQ-C1229736-VIO Serial 973 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

ÍTJ) 
Details- The 

Divisi 
referenced electronic communication (EC) from 

visionf I. dated 09/12/2005, requested 
that OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. In our opinion, it 

pursuant to Section II.C.4 of 
the Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG) 

| ¡needed approval from FBI Headquarters (FBIHQ) 

Case ID : 278-HQ-C1229736-VIO Serial : 1045 
SËÇ^ET 

NSL VIO-36844 



WorKing uopy Page 

(U) 

ÎU) 

Precedence : ROUTINE 

To: Inspection 
Counterterrorism 

D a t e : 1 1 / 1 4 / 2 0 0 5 

Attn: Internal Inspection Service 
Attn: ITOS1 /CONUS1 /Team 3 

SSAI I 
l 

Attn: CDC 
SSA 
SA 

b2 
b6 
b7C 
b7E 

From: General Counsel 
National Security Law Branch/CTLUl/LX-1 
Contact: SSAI 

Approved By : Thomas Julie F 

Drafted By: :mdh 

ALL INFORMATION CONTAINED 
HERE IK 13 UNCLASSIFIED EXCEPT 
WHEPE SHOOT OTHERWISE 

bl 
b2 
ïb6 DATE; 11"*07'-2007 

CLASSIFIED BY SSl^g/DM/KSi^ 
. y REASON: 1.4 (c) b 7 C 

RAFIPLFI"I- -)S> 3 7 f i-HN-N ?2Q7^<=;-YTN (Pending) ..DECLASSIFY OW: 11-07 -2032 
(S) (Pending) 

Title-: K INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB 2006-205 

Synopsis: (U) It is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter is not a 
violation and need not be reported to the Intelligence Oversight 
Board (IOB). 

bl 
b2 
b6 
b7C 
b7E 

Case ID • 278-HQ-C122 9736-VIQ Serial : 1060 kl 
• ~ . I T b2 
(S)1 S9Ç* b7E 

NSL VIO-36858 



SflB^ET 
Working Copy 

TNTBT.T.rriBMl-R nVERflTfJKT BOARD (IOB) MATTER 
1 InTVTfiTON 
IOB MATTER 2006-200 (U) 

<U> 

theL 
IOB involving a National Security Letter ¥ which, 

(KC\ dated October 5, 2005 
reported a potential 

NSL) requested by 
through a transcription error, sought 

fìY fil Petronio communication 
J Division 

Page 

b2 
b6 
b7C 
b7E 

mtormation about a e-mail address belonging to a person who was 

(S) 

1 had an e-mail address of 1 The case agent 

IS) 
mail address with which to draft an NS 
the NSL with the.incorrect...address of t ThP TTA thf>n ri-rafted 

(U) 
^SPiC^ During the week of September 2, 2005, the case agent 

received the NSL response from the communications provider and 
noticed the error associated with the e-mail address. The case 
agent immediately notified his supervisor and put the original in 
the 1A envelope. The case agent then contacted the Associate 
Division Counsel who took possession of the unauthorized 
information and is presently holding the information in his safe. 

(U) 
The case agent reports that nothing from the response 

to this 1ÎSL has been reviewed. The agent also reports that no 
personal or identifying information from the NSL return has been 
unloaded ipto ACS. Also, no ACS,I | 

ce" data bases, open sourct 
dflïlê fln Eflfe information. 

or OLiiex jLiii»«ziit:L. uuec^a were 

(U) The error is a reportable matter under Section 2.4 of 
Executive Order 12863. 

bl 
b2 
b4 
b7D 
b7E 

b2 
b7E 

S E J ^ E T 
. NSL VIO-36866 



Working irking Copy -

Precedence: ROUTIKE Date: 11/17/05 

To: C 
Cowiterterrorisn 
Inspection 

Attn: SAC. CDC 
Attn: AD 

Attn: IIS 

General Counsel 
Counterror leu Law Unit 11/lX-l 5S200 

b2 
b6 
b7C 
b7E 

Contact: ^ 

Approved By: Thames, Julie f 

] 
Orefted By: (U) 
Case ID K 

(U> 
Title 

] pik 

»: ^ 278-HO-C1229756-VIO 

u*: X M|i 3 ' > CCfill 

b6 
b7C 

(U) 
INTELLIGENCE OVERSIGHT BOARD WITTER, 
106 2006-196 • 

V 
sis: It is Synopsis: ftSV It is the opinion of the Office of the General 

Counsel <0GC) that this natter nust be reported to the 
Intelligence Oversight Board (106). OK will prepare a cover , 
letter and e letterhead neaorandm for the General Counael and 
the Assistant Director, Inspection Division (IUSD), for 
submission to the IOB. Submission of this matter to the 0PR 5s 
matter within the cognizance of the IIS. 

<ui X 

ML IKKIRMTIOH C0NTAI&ED 
8EBEIH IS OTCiASSIFIEB EXCEPT 
UHERE SHOOT OTHERBISE 

DATE: 11-08-2007 CLASSIFIED BY 53I79/CHH/K5R/WJ mksm 1.4 (c) DECUSSI*? 0»: 11-08-2032 

Reference: <S) 

A^inistretive: (U) This ccwunicetion contains one or more 

bl 
b2 
b7E 

Case ID : 278-HS-C1229736-VIO Serial : 1086 

Page 1 

NSL VIO-36867 
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DAIti 11-03-2007 
CLASSIFIED BY 65179/Dm/K3R/KW 
REASON: 1 , 4 ( c ) 
DECLASSIFY OH: 11-00-2032 

ALL INFORMATION CONTAINED 
HEREÏ» IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

BY COURIER 

Mr. James Langdon 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.c. 

Dear Mr. Langdon: 

Enclosed for your information is a self-explanatory 
memorandum entitled Intelligence Oversight Board (IOB) Matter, u,? 
I FDiviaion. at] Resident Agency, IOB Matter 
2006-196." . (U) 1 1 b 7 E 

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
The Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

E n c l b s u r e b 6 
b7C 

1 - Mr. Hulon 
1 - Inspection (IOB 2006-196) 
1 I I 
1 - 278-HQ-C1229736-VI0 

SIFIED Wt 

Case ID ; 278-HQ-C1229736-VIO Serial : 1087 
SEpBfeT 

/ NSL VIO-36873 



CLASSIFIED ENCLOSURE 

Page 2 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

NSL VIO-36874 

(S) 

bl 
• • , , b2 

TINTELLIGENCE OVERSIGHT ROABD (10B) MATTER b 6 
DIVISION, AT I I RESIDENT AGENCY 

IOB MATTER 2006-196(U) , 
u /1j 

The Federal Bureau of Investigation {"FBI") has 
^ determined that in conducting! 

"5B9KBT 



b5 

b2 
b7E 
b5 

b6 
b7C 

—Original Message-
From: (FBI) 
Sent: Wednesday, March 07, 2007 7:24 AM 

(OGC) (FBlj To: 
(FBI) 
Cc: 

OGC) 

Subject: RE: IOB 2007-732 

(FBI) 
fFBI) 

(OGC) (FBI); 

b6 
b7C 
b2 
b7E 

SECRET//NOFORN 
RECORD IOB 2007-732 

Thanks 

b6 
b7C 
b5 

Thanks. 

JoGC) (FBI) 
Original Message 

From: I 
Sent: Tuesday, March 06, 2007 3:54 PM 
To: | (FBI); 
(OGC) (FBI) 
Cc: 

b6 
b7C 
b2 
b7E 

(FBI); (OGC) (FBI) 

S B ^ E T 
NSL 
VIO-38649 



Subject: RE: IOB 2007-732 

SECRET//NOFORN 
RECORD IOB 2007-732 

Please keep in mind that we are talking about information 

b6 
b7c 

« Message: IOB Policy » 

-Original Message-

NSL VIO-38650 



SECRET 

From: FBI) 
Sent: Tuesday, March 06, 2007 2:04 PM 
To: l(OGC) (FBI); 

IfOGQ (FBH 
Cc: 
Subject: RE: IOB 2007-732 

SECRET//NOFORN 
RECORD IOB 2007-732 

(FBI) 

-deb 

****This Document Contains Attorney Work 
Product and Attorney-Client Privileged 
Communications* 

SS^ 
Associate Division Counsel 

I bffice 

b6 
b7C 
b2 
b7E 

(secure phone) 

(secure fax) 

—Orginal Message 
From: |OGC) (FBI) 
Sent: Tuesday, March 06, 2007 1:58 PM 
To: I ](FBI); HAMILTON, 

b6 
b7C 
b2 
b7E 

(OGC) (FBI) 
Subject: FW: IOB 2007-732 

SÇÇRET 
NSL VIO-38651 



SECRET//NOFORN 
RECORD lOB 2007-732 

(S) 

Can you take a look at my question below. It 
appear̂  "lison TDY. The EC is I I 

Thanks. 

Original Message-
From: |(OGC)(FBI) 
Sent: Tuesday, March 06, 2007 1:56 PM b 6 

To: [(FBI) t7c 
Subject: IOB 2007-732 

SECRET//NOFORN 
RECORD IOB 2007-732 

I am an attorney assigned to NSLB/CTLU 1.1 
have recently been tasked with analyzing the 
IOB mention above. As I read through the EC, 
I have one question concerning this IOB, 
snftp.ifirallv I ~l 

Thanks. 

b6 
Assistant General Counsel b7c 
National Security Law Branch 

SECRET 
NSL VIO-38652 

ftp://ftp.ifirallv


ALL INFORMATIÛJÏ CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 10-02-2007 BY 65179dmli/lEsr/lia] 

IOB20061964 . tx t 
From /0=FBI/0U=FIRST ADMINISTRATIVE GR0UP/CN=RECIPIENTS/CN=3FTH0MAS 
From: /0=FBl/0U=FIRST ADMINISTRATIVE GROUP/CN=RECIPIENTS/atf=J£IUQUAS 
To: /0=FBI/0U=FIRST ADMINISTRATIVE GRQI in I r MMP crTnTEflTS/CN^ ^Q=FBI/0U=FIRST 
ADMINISTRATIVE GROUP/CN=RECIPIENTS/CN=l 
Subject: IOB 2006-196 
Sent: 2 0 0 5 - 1 2 - 0 7 2 1 : 2 9 : 2 6 . 1 2 5 
Date: 2 0 0 5 - 1 2 - 0 7 2 1 : 2 9 : 2 6 . 1 2 5 
X-Folder: sent items 
X-Text: 6040 

b6 
b7C 

UNCLASSIFIED 
NON-RECORD 

b5 
Dulie 

-op 
From: 
Sent: " 
To: 
Subject: 

itrinai Mossaae-
1ÇOGC) (FBI) 

Tuesday, December 1)6, 2005 5:14 PM 
THOMAS, 3ULIE F. (OGC) (FBI) ;| 

RE: IOB 2006-196 
](OGC) (FBI) 

b6 
b7C 

UNCLASSIFIED 
NON-RECORD 

Thanks for Iroopi np mo in 1-hp Innn nn rh-i g -ho fULir. wr.11 nrf b5 
b6 
b7C 

Like I said, I don't have the hi storica! knowledge or experience on these issues, but 
that^s just m^ 2 cents. Maybe ~ |wi 11 weigh in. But please continue to keep me in b 6 

b7C 
0i( 

W" 
xne loop on x m s . 

Original Message K g 
From: THOMAS, JULIE F. (OGC) (FBI) 
Sent: T H K H ^ noromhor n« 7pni; 4 :36 PM b 7 C 
To: I [(OGC) (FBI) 
Cc: | | (,6<5gj (FBI) 
Subject: RL: 1UB ¿006-196 

UNCLASSIFIED 
NON-RECORD 

_ U. /T 

peeds to be kept in the loop here as an IOB coordinator. Keep in mind 
TTrarrrra-TOff process is not just to find an agent at fault but to keep the President, b 7 C 

Page 1 
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IOB20061964 . tx t 
through his yn-intarf hnarrl -in-fnrmoH nf rnnt-i nn-j nn urmrc -in tha nco nf r.nr 
a u t h o r i t i e s . I I b 5 

J u l i e 

nrininal Mac^na 
From: I | (OGC) ( F B I ) 
Sent: 1 IU«day, U4MHKJSI" Ub, ZOOS 4 :15 PM 
To: THOMAS, JULIE F. (OGC) ( F B I ) b 7 C 
Subjec t : RE: IOB 2006-196 

UNCLASSIFIED 
NON-RECORD 

b5 
b6 
b7C 

O r i g i n a l Message u^r 
From: THOMAS, JULIE F. (OGC) ( F B I ) u 

Sent: TumHav- DPromhAr Dfi. 7nn5 3:13 PM b 7 C 
To: I I (OGC) ( F B I ) Cc: I ~rOGC)^"(FBÌ) 
Subject" RE: IOB ¿UOb-196 
UNCLASSIFIED 
NON-RECORD , b5 
Oddly enough. I d o n ' t remember a l l o f these so send me i t aga in . I | b7C 
J u l i e 

yrininal MP«;sariP b6 
From Îr - m m a l M a « a n a 

I(0GC) CFBI) b 7 C 
Page 2 
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I O B 2 0 0 6 1 9 6 4 . t x t 
Sent : Tuesday, December 0 6 , 2005 12 :26 PM 
T o. mi TC c (rnr) 
Cc: I ircr^i ( F B I ) 
S u b j e c t : FW: IOB 2006-196 

UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

uri ai n3T^5555BF 
From 
Sent : 
To 
Subjec 

n 

ir 

Friday, November 18, 
• (OGC) 
2005 3: 

( F B I ) 
59 PM 

1UB 2UUft-iyft ] ( O G C ) ( F B I ) 

UNCLASSIFIED 
NON-RECORD 

b2 
b5 

b6 
b7C 

1 -"'nJ" 

UNCLASSIFIED 

]l KâHkS. 
b5 
b6 
b7C 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

NSL VI0-39190 
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ALL IHFQKttATIOH CONTAINED 
HEREIN IS UWCIA3SIFIED 
PATE a0-£l2-2007 BV 6S179dmJi/]i3i:/aia3 

IOB20061966 . tx t 
From /0=FBI/0U=FIRST ADMINISTRATIVE GROUP/CN=RECIPIENTS/CN=J FTHOMAS 
From: /0=FBl/0U=FIRST ADMINISTRATIVE GROUP/CN=RECIPIENTS/CN=JFTHOMAS 
To: /0=FBI/0U=FIRST ADMINISTRATIVE GROUP/CN=RECIPIENTS/CN| |/0=FBI/QU=FIRST b 6 
ADMINISTRATIVE IP/«-N=RECIPIENTS/CM | 
Subjec t : IOB 20061 I 1 1 

Sent: 2005 -12 -08 1 3 : 5 9 : 5 4 . 7 4 1 
Date: 2005 -12 -08 1 3 : 5 9 : 5 4 . 7 4 1 
X-Folder: sent items 
X-Text: 7203 

UNCLASSIFIED 
NON-RECORD 

—C|L •in-inal Moccano-
From 
Sent 
To: 
Subject: 

l(OGC) nursutiy, uecémoar ufi, '2005 z: 
THOMAS, JULIE F. (OGC) (FBI)T e 

(FBI) 
AM 

RE: IOB 2006-196 

UNCLASSIFIED 
NON-RECORD 

Thanks 

From 
Sent: 
To: 
Subjec 

Original Message 
THOMAS, JULIE F. (OGC) (FBI) 
Wednesday. December 07 , 2005 4; 

• (FBI);[ 
7Q PM 

RE: 166 2006-196 

UNCLASSIFIED 
NON-RECORD 

](OGC) (FBI) 

JOGC) (FBI) 

b5 

b6 
b7C 

b6 
b7C 

Ju lie 
•ininal 

JoGC) (FBI) 
u6, 2005 5 : 1 

To: THOMAS, JULIE F. (OGC) (FBI); I 

From 
Sent: Tuesday, December 2005 5 : V - B M -

CF 
RE: IOB 2006-196 

](OGC) (FBI) 
Subject: 

UNCLASSIFIED 
NON-RECORD 

Thanks for kppninn HIP in the Innn nn thic- T Hnn't havo rhp hicl-nHral knnwlpHfiP 1-hat 1-hp twn nf vr.ii nrl 

b5 

b6 
b7C 

b2 
b5 
b6 
b7C Page 1 
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Like I s a i d , I d o n ' t have t h e 
t h a t ' s j u s t my 2 cen ts . Maybe 
t h e loop on t h i s 

historical knowledge or exper ience on these i s s u e s , 
I I w i l l weigh i n . But p lease cont inue t o keep me i n 

From: 
Sent: 
To: 
Cc: 
SubjecfT 

O r i g i n a l Message 
THOMAS, JULIE F. (OGC) ( F B I ) 
-n.^orUw hk ->pnç 4:36 ^ 
^ l(OGC) 

( F B I ) 
( F B I ) 

RET 
LUW-J 

M B ¿U06-196 

b6 
b7C 

b6 
b7C 

UNCLASSIFIED 
NON-RECORD 

T i e e d s t o be kept i n t h e loop here as an IOB c o o r d i n a t o r . Keep i n mind 
3B F m a t xne XUB process i s not j u s t t o f i n d an agent a t f a u l t but t o keep t h e P r e s i d e n t , 

through h i s appointed board, informed o f c o n t i n u i n g e r r o r s i n t h e use o f our 
a u t h o r i t i e s . I I 

b5 
b6 
b7C 

J u l i e 

n r i m I 

1 1 
a l Mo 

From 
Sent: 
To 
Sub jec t : 

I (OGC) ( F B I ) 
7"TO05 4 :15 PM 

b6 
b7C 

ussaay, ueeewBfir ub 
THOMAS, JULIE F. (OGC) ( F B I ) 

RE: IOB 2006-196 

UNCLASSIFIED 
NON-RECORD 

Page 2 

NSL VIO-39192 
b5 
b6 
b7C 



b5 

From: 
S e n t : 
To: 
Ce: 
Subjec 

O r i g i n a l Message 
THOMAS, JULIE F. (OGC) ( F B I ) 
T.mcHav n a r r a r fìfi 3 ! 13 PM 

I J (OGC) ( F B I ) 
TOGO ( F B I ) 

RE: IOB ¿uub-±y6 c 
UNCLASSIFIED 
NON-RECORD 

fiHHI\/ anniinh T rtnn11" ramomhor al 1 nf thoeû en canH imû il - anaîi 

J u l i e 

t r^oi 
From 
S e n t : ' lUëSflay, UMëlHBôr Utt 
To: , THOMAS IMI TF 6 ifYir), ( F B I ) 
cc: =É 

(OGC) ( F B I ) 
05 1 2 : 2 6 PM 

Subject 

UNCLASSIFIED 
NON-RECORD 

J O G C ) C P B I ) l-W: 10« ¿UUb-ly6 

JulieF 

b6 
b7C 

b5 
b6 
b7C 

b6 
b7C 

b5 
b6 
b7C 

b6 
b7C 

b5 
b6 
b7C 

T From 
S e n t : 
To 
Subjec 

dram rmwrcrcjui ¡iras i 
îuu ¿uub-iyb 

rrfon (OGC) ( F B I ) 
5 3 : 5 9 PM 
(OGC) ( F B I ) 

UNCLASSIFIED 
NON-RECORD 

UNCLASSIFIED 

UNCLASSIFIED 
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