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i To: General Counsel From: Charlotte
(7} Re: }g? 278-HQ-C1229736-VIO, 02/21/2007

(S)

bl

e CK) As a result'ofl nvestigation
07/07/2005, | I

(3]

bl
b6

b7¢C
(S)r__________—————_——__________________—______—_———————]

éﬁg On or about 07/13/2005, sal - Icoordinated
(Sj‘ with Unite tates Attorney's Office (USAO), Eastern District of

North Carolina (EDNC), Chief of Criminal. | I to obtain
a _Grand Jury subpoena |
| ATter receiving the subpoena,

in h he received a call from SSRA
SSRA had been notified by FBIHQ, IT N NUS II, Team 6,
b6 that we were not to utilize a Grand Jury subpoena and that we
b7C must obtain a National Security Letter (NSL). Therefore, SA
bl returned the records toI l

(S8 SAl - fwent to] h Associate General Counsel
[ } sa served the subpoena_and had ffff ffffjds

was TDY out of the Division and therefore we would need
fS) to complete an EC addressed eral Counsel requesting an NSL
be approved at FBIHQ. SSRA was then instructed by FBIHQ,
ITOS I, CONUS II, that Charlotte would be required to draft the
NSL, due to time constraints, and then obtain approval from a

neighboring division's SAC SA then drafted an NSL to
obtain the student records and forwarded the NSL to

SSRA | for_revi T then forwarded by SSRA
to SAC | Division, for approval.
(3) -4 | Agent

|served the NSL at| [does not recall

SECR&T
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To: General Counsel From: Charlotte

W Re: 0&) 278-HQ-C1229736-VIO, 02/21/2007
bl (5}
bE the individua. s name to whom the NSL was given. TFA was
b7C g advised_that tihe NSI, was not_the appropriate documentation to
(5] receiveg records declined to honor the NSL.
g SSRA:lthen contacted CDC )
Charlotte Division, for guidance con i ter a
bl questioned legality of the NSL , CDCTil
bs (5] then conferred with legal coy and FBIHQ, OGC
pic ing the matter. SSRA S50 contacted ASAC|
| Charlotte Division, who in turn was also in contact
with FBIHQ.
bl Q() Subsequently, SSRA i that
E%E a Gr would be obtained
bs (8] ; which was the offITe& ©f origin on the
b7C I matter, and the Grand_.Iurv spnbnoena would be forwarded to
the Raleigh RA for service o1}
fS:l M On 07/15/
the Grand Jury subpoena
1 [ | sal [and sa
be 'sexrvedl lwith the Grand Jury subpoend
b7C After] [resistance
b2 TO™TOMD I ,zﬁ hiTVisea| TRz had been sexrved. |
b7E SSRN was 1n contact wit advising of
b3 FGJ reluctance to hQ.D.Dx_I'_b.LG.:and._‘L\.\na_Tubpoena and at this time] |-
contacted | concerning the matter.
“Approximately ome hour later contacted the Raleigh RA and
(8] " advised that the records were waiting for our retrieval.

SEc’m{r
3



L

‘ SE&RET ‘

To: General Counsel From: Charlotte
Re: gﬁ 278-HQ-C1229736-VIO, 02/21/2007

LEAD (8) :
Set Lead 1: (Discretionary)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB; For information and action deemed
appropriate.

Set Lead 2: (Discretiomary)
INSPECTION

AT WASHINGTON, DC

(U) 1IIS; For information and action deemed
appropriate.

12/
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(~<) (FBI) -
b6 From: (CTD) (FBI)
Ezc Sent:  Thursday, July 21, 2005 5:23 PM
To: L _l(cE) (FBY)
I:S:‘ Subject; RE: Facts on needed rd NSL letter ASAP
(3)
UNCLASSIFIED ALL INFORMATION CONTAINED
NON- RD HEREIN I3 UNCLAS3IIFIED EXCEFT
WHERE SHOWN OTHERWISE
Thanks for the rapid response. DATE: 05-29-2007
0o CLASSIFIED BY 65179 DMH/KIR/IW
b7C FEA30N: 1.4 ()
DECLASSIFY OM: 05-29-2032
..... Oriai J—
Fromi lCE) (FBI)
Se?[:_th.ucsdaLJuhLll_ZJOS 5:17 PM
B To (CTD)(FBI); (CTD) (FBI)r |(CTD) (FBI);
e [(CTD) (FBI)
o 7 | (CTD) (FBI); (CTDXFBI); (CE)
(FBI CID) (FB
(-3 :| e - Subject: RE: Facts 01 e Ineeded rg NSL letter ASAP
U%IFIED
NON-RECORD
(3)
b6 (5)
b7C :
|: Ell :I We originally were in the process of obtaining a subpoena in the EDNC for th records along
with a sealed court order to be issued by Judge Boyle, (EDNC). This process was-swopped at the
direction of FBIHQ, CTD, and | was told that we needed to serve an NSL. We prepared the NSL and it
I: 5 ) was e-mailed to SACr[,;:I Atlanta Division, signed and retured. Our SA is
currently TDY at FBIHQ, The NSL was then served on nd their legal counsel agvised that
he or the NSL because the NSL w'lajcm—r-;or
bl We had our CDC and FBIHQ involved in TS MIOUGNOUT the process.
p3 FGJ  FBIAQ, ITOS |, then advise Division would be forwarding us a GJ subpoena Ve
b6 obtained the GJ subpoen late Friday afternoon and served it on the attorne;l He
I: S p7C initially declined to honor the subpoena because he stated that we should have presented him with 2
b2 court order under the Patriot Act and also that he wanted each individual who had record o]
bTE be named in the subpoena. He also made some additional remarks that | will not go into ar This tme.

Bottom line is we told him to consider himself served and provided him with the subpoena. A/SA

I: S :l N lalso contacted Jconcerning the matter at this point. About one hour
later th1 i:ttorn'ey called our otfice and advised the documents were ready to be picked up.

12/19/200

This process delayed us approximately one day in obtaining the records. However, it occupied a
great deal of my time and more importantly the time of two agents who could have been focusing on
the investigation at hand. | would agree with the obvious, that administrative subpoena power in the
field involving CT matters may be the single most important tool that the agents could use to
improve/expedite their investigations.

If you require any additional info please let me know.

Thanks

b6
b7C

6
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12/19/2006

(CE)

----- Origi

From D)(FBI)

Sent; Thursdav, Julv 21, 2005 3:55 PM

T | (CTD) (FBI “fcTo) (Fe);

(FBI) CTDTTFED

Cc:| CTD) (FBI) (CTD)(FBI);
|__rFE) (FBI)

ubject: FW: Facts o needed r NSL letter ASAP

Importance: High

m}%m@
NON-RECORD

- |s the below true? Did we go NSL first and then GJS? Pls

respond by e-mail.

International Terrorism Ops Section 1
CTD/FBIHQ

t Anyone with full knowledge to get this back to

----- Origi Message-—---
From __emo) (ra1)
Sent: Thursday, Jul 005 3:10 PM
To CTD)(FBI); D)(FBI)
Cel (CTD) (FBI) ) (FBI);
(DO) (EBD) l(CTD) (FBI)
ubject: Facts on eeded r NSL letter ASAP

Importance: Hig

IFIED
iCORD

UNC
NON-

by e-mail?

“Ijustgot a call frow;_—h__w__t:lof OCA. The Direct j n the
circumstances surrounding the NSL [etter issued td:

it is the Director's understanding that an NSL letter was issued to
__fn connection with the London bombing.[

~ Tetter and because of this the-FBI had to issue them a Gra

il

would not honor the NSL
nd Jury subpoena.

The Director would like to use this as an example tomorrow as to why we need
administrative subpoenas's to fight the war on terror. In particular, he would like to know how
much extra time was spent having to get the Grand Jury subpoena.

Please provide me with an e-mail regarding the particular facts of this incident. Just one

paragraph in e-mail form will be sufficient.

shwzg
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JINSD) (FBI)

’:Ul-ul) SEhﬁET ‘
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From:
Sent: l__’[b.\mdaag.lam.lfry 04, 2007 2:42 PM
To: CE) EBI __lunspy) (FBY)
Cc: CE) (FBI)

b6 Subject: RE: Charlotte NSL Issue

b7C
UNCLASSIFIED
NON D

be  ve can caII::l We have no problem with that at all. The QIG can call anyone directly, just keep us

po ! S )Just to give you alittle information, we sent the following:

b7E
{8)
(8]~

— 1

bo
b7C
b2

b6
p7cC

ch in the loop as to what transpires. Would it be helpful to send you a copy of what we sent the OIG?

1) E-mail dated 12/19/06 tci Ifro fe: FW: Facts oneeded re |NSL letter

ASAP. -

2) 7/15/05 EC from Charlotte to CTD[_ et Alre: [~ |
3) 7/14/05 EC from Charlotte to CTD and QGC el
4) 7/14/05 letter from[ |t

if you would like a copy, please let me know and | can send one ASAP to your office.

Thanks.

----- Original oooz
From: CE) (FBI)
Sent> uary 03, 2007 12:34 PM
To: INSDY (FBI) J(INSD) (FBI)

Cc: CE) (FoT
Subject: e ssue

UN SIFIED

NO CORD

( S IF Regarding the NSL issue invpiving our Division an ne of our A;entsl:j
I 4 and she

e eceived a call fro f the 1Gs office, inquirng aboul the matter. | contacte '
b advised that your office had forwarded documents and e-mails regarding the matter I g by that, that
o1 you have studied the matter and we are responding to the inquiry. Should | have S cal and detail his
recollections of the matter? He's glad to do it, but { wanted to check with you first to Sure that was what you
wanted us to do.
Also, would you please let me know what documents and information was furnished to OIG? | would appreciate it.
Thanks.
DG _Charintte
bé
p7c 704
b2 ALL INFORMATION CONTATMED DATE: 05-29-2007
HEREIN IS UNCLASSIFIED EXCEFT CLAZSIFIED BY 65179 DMH/KSR/IW

UNCLASSIFIED WHERE SHOUN OTHERWISE FEASCH: 1.4 {C)
DECLAGSIFY OM: 05-29-2032
1
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' SECRET
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 03/13/2007
To: Charlotte Attn: SAC
CDC
Counterterrorism Attn: ITOS 1, CONUS 2, Team 8
Inspection Attn: TIIS

From: Office of General Counsel
NSLB / CTLU 1
Contact: UC

ESC Approved By: Thomas Julie éKQX)
2 A 7L

b2n Drafted By: <L§JES

()
-~

Case ID #: (}j 278-HQ-C1229736-VIO” (Pending)

(UHQ'Title: >@ INTELLIGENCE OVERSIGHT BOARD
IOB MATTER 2007

Synopsis:’ &Q It is the opinion of the Office of General
Counsel (OGC) that the above-referenced matter must be
reported to the IOB and to the Inspection Division. OGC will
prepare and deliver the required correspondence to the IOB.
Our analysis follows.

Uy 'Exé Derived\From : G-
Declassgi Oon: 0 032

(m o .
Reference: (8) 278-HQ-C1229736-VIO Serial 2180

b1 3 . (q\l l
b6
b7C
b2
bTE (S)

b1l

2
b7E
(8 _As a3 result of thel linvestigation
b1 07/07/2008 | ]
b6 ]
b7C
‘SEéP{T

e 0IG/DOJ REVIEW: DATE. & /7 o/

[ p—

o FBIINVESTIGAT /]r-? DATE: 05-23-2007

[ eta . ( / CLAZSIFIED BY 65172 DMH/KSE/TW
0|G,QOJ lNVESTIGATlONl P.EAS;H: 1.4 icy g
ALL INFORMATICN CONTAINED DECLASSIFY ON: 05-29-2032

HEFEIN I35 UNCLASSIFIED EXCEFT
WHERE SHOWN OTHEEWIGE
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(1} To: Charlotte From: Office of General Counsel
Re: ><) 278-HQ-C1229736-VI0O, 03/13/2007

()

bl
b6

p7e sl |

»{) on or about 07/13/2005, SA] I
iSj coordinated with United States Attorney's Office (USAO),

Eastern District of North Carolina (EDNC), C?iei_gf_CIimfnal,
| o ohtain 2 Grand Jursz cikncana

| |After receiving the t to
ts), and met with e T SA
served the subpoena and had in hand when he
bl received a call from SS . SSRA[___ lhad
;SC been notified by FBIHQ, ITOS I, CONUS II, Team 6, that the

field office was not to utilize a Grand Jury subpoena but_ must

obtain a National Security Letter (NSL). Therefore, SA
returned the records

) sska[____ ]advised FBIHQ that their SAC, I

was TDY out of the Division and therefore FBIHQ
would need to complete an EC addressed to Geng nsel
requesting an NSL be approved at FBIHQ. SSRA was then
ha

(5) instructed by FBIHQ, ITOS I, CONUS II, that Charlotte would be

- required to. draft the NSL, due to time constraints, an
bE obtain approval from a neighborin ivision'
b7C then drafted an NSL to obtain _

o and forwarded the NSL to SSRA Itor review. The NSL was

bE then forwarded by SSRA | to SAC] | Atlanta Division,
for approval. '
(3)

D" On or about 07/14/2005, JTTF Task Earce Agent
| V]served the NSL equestingl |
bl [ | TFA | | does not recall
b6 the individual's name to whom the NSL was given. TFA

b7c was advised[:::::::]that the NSL was not the appropriate

s\gc\nx'r
2
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ol To: hgrlotte From: Office of General Counsel
Re: %B? 278-HQ-C1229736-VIO, 03/13/2007
b1 (3]
b7C documentation[ heclined
to honor the NSL.
(U) SSRA|] |then contacted Acting CDC[::::::::]
LB [ charlotte Division, for guidance concerning the matter
izc and the guestioned legality of the NSL for
is , CDC[ .| then conferred with legal counse and FBIHQ,
OGC, concerni he matter. SSRA also contacted ASAC
| I Charlotte Division, who in turn was also in
contact with FBIHQ.
E; {5y (U) Subsequently, SSRA|:'was advised by FBIHQ
b6 that a Grand Jury subpoena would be obtained | 1
b7C | | which was the office of origin
b2 (Sﬁ'”~on[ |matter, and the Grand Jury subpoena would be
b7E forwarded to the Raleigh RA for service on
()() On 07/15/2005, the Raleigh i
the Gran ubpoena | . I
I:S:| ‘ |. sA ] land
b1 [served]_____ lwith the Grand Jury_aubnggnﬁ
b3 L | After
b5 resistance to comply, SA]| ]advised that
7C been served. SSRA] ] was in contact with ASAC
b2 advising | reluctance to honor the Grand Jury subpoena
b7E and at this time | contacted the]

concerning the matter. Approximately one hour later,] ]
contacted the Raleigh RA and advised that the records were
waiting for FBI retrieval.

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB)
and established the Board as a standing committee of the
President's Foreign Intelligence Advisory Board. Among its
responsibilities, the IOB has been given authority to review
the FBI's practices and procedures relating to foreign
intelligence and foreign counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates
that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division (INSD), and the General Counsel,
Cffice of the General Counsel (0OGC), respectively) report to
the IOB intelligence activities that they have reason to

sséx{r‘
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To: Charlotte From: Office of General Counsel
Re: §< 278-HQ-C1229736-VIO, 03/13/2007

-

believe may be unlawful or contrary to Executive Order or
Presidential Directive. This language has been interpreted to
mandate the reporting of any violation of a provision of The
Attorney General's Guidelines for FBI National Securit
Investigations and Foreign Intelligence Collection (NSIG),
effective 10/31/2003, or other guidelines or regulations
approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provision was designed to ensure the
protection of individual rights. Violations of provisions
that merely are administrative in nature and not deemed to
have been designed to ensure the protection of individual
rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain records
of such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature” must be made by O0GC. Therefore, such administrative
violations must be reported as potential IOB matters.

' '~§S{ NSLs are a specific type of investigative tool
that allows the FBI to obtain certain limited types of
information without court intervention: (1) telephone and
email communication records from telephone companies and
internet service providers (Electronic Communications Privacy

Act, 18 U.S.C. § 2709); (2) records of financial institutions
(which is very broadly defined) (Right to Financial Privacy
Act, 12 U.S.C.§ 3414(a) (5)(A)); (3) a list of financial

institutions and consumer identifying information from a credit
reporting company (Fair Credit Reporting Act, 15 U.S.C.§§

168lu(a) and (b)); and (4) full credit report in an
international terrorism case (Fair Credit Reporting Act, 15
U.5.C. § 1681v). NSLs may be issued in conformity with

statutory requirements, including 18 U.S.C. § 2709.

-

(1)

EB( In this instance, Charlotte served an NSL
requesting records outside the permissible scope of an NSL.
OGC notes that, according to Charlotte, Charlotte acted upon
the advice and direction of FBIHQ, Charlotte personnel sought
legal advice prlor to the service of the NSL, and no records
were obtained in response to the NSL. These mitigating factors
should be considered when judging the performance of Charlotte
personnel. However, the circumstances as a whole must be
reported to the IOB since the service of the NSL in this case
was not in compliance with ECPA and the NSIG.

sz\aus\-r
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(U} To: Charlotte From: Office of General Counsel
Re: % 278-HQ-C1229736-VIO, 03/13/2007

LEAD(s) :

Set Lead 1: (Info)
CHARLOTTE

AT CHARLOTTE, NC -

(U) For information.

Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) For information.

Set Lead 3: (Action)
INSPECTION

AT WASHINGTON, DC

(Y For review and action deemed
appropriate.

b6 cc:
b7C

IOB Library

¢
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
(S! 2 CHARLOTTE DIV
. - IVB MATTER 2007+ (U)

&Q The Charlotte Division ("Charlotte") of the
Federal Bureau of Investigation (“FBI“) reported via electronic
communication dated February 21, 2007, that a National Security
Letter was served requesting records that were beyond the
permissible scope of a Natjonal Securifv.J er. Specifically,
the FBI sought to obtain from a state
university for an indiwvi th ties to the July 2005 London
bombings. | are outside the scope of records
bl that may be obtained with a National Security Letter. The state
b3 FGJ university recognized this error and refused to produce any
records in response to the National Security Letter.
Accordingly, no records were obtained as a result of the service
of this National Security Letter. The FBI rescinded the National
Security Letter, and instead served a Federal Grand Jury subpoena
for[ | The state university complied with
the Federal Grand Jury subpoena and producedfﬁ Afr

- : ,Exg The FBI's service of a National Security Letter
requesting ucational records was in violation of The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection, even though no records were
obtained in response to the National Security Letter. Thus, the
matter is being reported to the IOB.

{U) This matter has been reported to the FBI's
Inspection Division for appropriate action.

ALL INFORMATION CONTAINED
HEREIN IS UNCLA3SSIFIED EXCEPT
WHERE SHOWN OTHERWIZE

DATE: 05-28-2007

CLAZSIFIED BY 65179 DMH/KSR/JW
FEASON: 1.4 (C)

DECLASSIFY ON: 05-29-2032

Derive r : G-3 .
Declassify ~._03/07/2032
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