
(Rev. 01-31-2003) 

1320117 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

Precedence: 

Toi 

ROUTINE Date: 01/17/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations ,gpr-t--i nn . IPU. Room 3041 

CR£ Contact: 

Approved By: Miller David Ian 

IT Ext 

Drafted By: 

Case ID #: 

Title: (U) 

(U) 

DECLASSIFIED BY 65179/DHH/KSR/RW 

OH 0 5 - 3 1 - 2 0 0 7 b 2 

b7E 
263-HQ-O-U - 666 ( P e n d i n g ) b6 

b7C 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGJ2579 
OGC/IOB# 2006T 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

De 
Decl On: 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1548 

Reference: (U) 278-HQ-C1229736-VIO Serial 1548 
278-HQ-C1229736-VIO Serial 1949 

Details: (U) Upon review oa [Division's captioned report 
of a potential IOB violation^—IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

•• 

lsfee&£tf/V20320117 



-A" 
U.S. Departing >f Justice 

Office of the Inspcclor '"en..! 

DATE: 

Wn\ln/ii;i-"i i'.'.( . 

January 29, 2007 

TO: 

FROM: 

Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

ALL FBI INFORMATION COMTAIHED 
HEREIH 15 UNCLASSIFIED 
DATE 05-31-2007 EY 65179/DMH/KSR/RW 

SUBJECT: 

L 

OIG Complaint No. 
Subject: 

2007002617 

IF •vision 
FBI No. '263-0-U-666 
CMS No. ^699-

ZS1<\ 

b6 
b7C 
b2 
b7E 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

I j This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I I This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 



OIG INVESTIGATIONS DIVISION Complaint Form OIG NO. 

Received By: ZL 
689-2007-002617-M 

Date Received: 01/04/2007 How Received: 

SUBJECT: 
Title: SSA 
Component: FBI 
Misc: 
Home: | 
Phone: {) -
Work: , , 
Phone 

3 
Pay Plan: 
EOD Date: 

n 
ZIP 

ZIP 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

b6 
b7C 
b2 

SUBJECT 
Title: SA 
Component: FBI 
Misc : _ ^ _ _ _ _ _ 
Home: I 
Phone: TT " 
Work: | | 
Phone I 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

3 
689 

Details: 

The FBI provided information renorfi na a possible IOB matter involving information 
improperly received. IOB #20061 

During an authorized investigation, the FBI properly served a National Security Letter (N̂ l.) 
on an electronic communication service provider for information regarding the target of the 
FBI i nvfistiaat ion. In response, the FBI obtained information beyond the scope of the NSL. 
The FBl| |Pivision identified the problem and indicated that the excess information 
will be removed from the stand-alone computer, sequestered and stored pending further 
determination. 

It is the opinion of the Office of the General Counse]. that this matter need not be reported 
to the IOB. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 03/17/2006 
CITY J" II 

TIME: 

State: Zip: 

b2 
b7E 

DISPOSITION DATA: Disposition: M Date: 01/04/2007 Approval: POWELL, GLENN G 

Referred to Agency: Date Sent: Component: FBI 

Patriot Act: N 

Sensitive: N 

Civil Riahts: N 

Whistleblower: N 

Component Number: 263-0-U-666, 2679 

Consolidated Case Number: 

Remarks: 

A search of the OIG database revealed another matter involving 
involving! 

#2003-00875-M: 

Predicating material contains classified information that will be stored in a secure 
container within OIG/INV/HQ. 

1/29/07 - sent to AD Kaiser, FBI/INSD. (yht) 

b 6 
b 7 C 

ALL FBI INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 0 6 - 0 6 - 2 0 0 7 BY 55179/DHH/KSR/RW 

P a q e 1 o f 1 



FD-962 (Rev. 03-21-2005) 

SECRS^720310911 
BUREAU OF INVESTIGATION 

(U) 

(U) 

(U) 

(U) 

(U) 

Precedence: ROUTINE 

To: Inspection "' 
General Counsel 

Date: 09/11/2006 

Attn: IIS, Room 118 61 .••""" 
Attn: NSLB, Room 7 97 5 

b2 
b7E 
bo 
b7C 

From: 
CI-1 
Contact: SA 

Approved By 

Drafted By: 

CaseID#: 

ALL IUF0EHATI0H CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

278-HQ-C1229736-VIO 
&f 2 7 8 | "" 

s \t ^ : \ 

T i t l e : (U) SA L, 
SSA 

U 
INTELLIGENCE OVEKS1GH1 

DATE: 05-31-2007 
CLASSIFIED BY 6S179/DMH/KSR/RU 
REASON: 1.4 (c,d) 
DECLASSIFY ON: 05-31-2032 

BOARD (IOB) ERROR 

Synopsis:(X) To report possible IOB error. 

(S/ Dertved—ELcpm : G^2 Der 
Decl 2031 

Details 

(S) 1. 

(S) 2. ^ 

3. Possible IOB Error; 

(S) 

m \ V ) 4. Description of IOB Error (including any reporting 
^ U } /OeXays) 

(S) 

SP K J U ^ ( M ^ / / / ^ T SECRET>^0310911 

bo 
b7C 

b l 
b2 
b7E 
b6 
b7C 

b l 

b l 
b7D 



SECRE: 0310911 

(U) 

(S ) 

To: 
Re: 

^ Inspec t ion From: 
j 5 T 278-HQ-Cl229/-Jb-VlU, UJ/11/200 

b2 
b7E 

;s) 

b l 
b2 
b7E 
b7D 

SECR^O 20310911 



:R£^/203109i: SECI 
b2 
b7E To: Inspection From: _ 

Re: h/ 278-HQ-C1229736-VIO, 09/11/2006 

LEAD(s): 

S e t Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

•• 

:R^// SECREfc//20310911 



(Rev. 01-31-2003) 

S E C ^ T 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

(U) 

(U) 

Precedence: 

T o : 

ROUTINE 
b2 
b7E 
b6 
b7C 

D a t e : 1 2 / 1 8 / 2 0 0 6 

C o u n t e r i n t e l l i g e n c e 

I n s p e c t i o n 

A t t n : 

A t t n : 

A t t n : 

SAC 
CDC 
SSA 
SA 

UC CD-2C 
ALL INFORMATION CONTAINED 

I I S HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

From: Office of the General Counsel 
NSLB/CILU/Roorn 7Q4 7 L 
Contact: AGC 

A p p r o v e d B y : T h o m a s J u l HOT 
ft 

D r a f t e d By: Ml 

DATE: 05-31-2007 
CLASSIFIED BY 65179/DMH/K3R/RW 
REASON: 1.4 (c) 
DECLASSIFY ON: 0 5 - 3 1 - 2 0 3 2 

C a s e ID # : -'hrf 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O ^ T P e n d i n g ) 

T i t l e : ^ X INTELLIGENCE_QiiEESIGHT BOARD 
MATTER 2 0 06 

Synopsis:/£&^ It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) 

Administrative:(V) This electronic communication (EC) contains 
information from the following sources: (1) EC dated 09/11/2006 
from th| |Field Offic4~ bo OGC reporting a 
potential IOB matter; (2) National Security Letter issued by 

Idated 4/17/2006; and (3) telephone conversations between 
"SAl land AGd Ion 10/22/2006 and 12/15/2006. 

b2 
b7E 
b6 
b7C 

Reference: 

OIG/DOJ REVIEW. 
FBI INVESTIGATION: 

OIG/DOJ INVESTIGATION:. 

) 2 7 8 - H Q - C 1 2 2 9 7 3 6 S e r i a l 1 6 2 9 

SJBfcfS^T 

jMffi / L r 
b6 
b7C 



SEBfiET 

To From: Office of the General Counsel 
Re: 278-HQ-C1229736-VIO, 12/18/2006 

(U) Details: J&C BY E C dated 09/11/2006J Requested that OGC 
review the facts of the captioned matter and determine whether it 
warrants reporting to the IOB. As explained below, in our b2 
opinion, the FBI is not required to report this matter to the IOB. b7E 

(U) '/<S>\ On 04/17/2006 issued an National Security-
Letter (NSL) pursuant to 18 U.S.C. s 2709 seeking subscriber 
information for a telephone number relating to a subject of an 
investigation. On 09/06/2006, obtained the NSL results 
from the service provider. After a review, on 09/11/2006,| 
determined that the service provider not only provided the 
subscriber information as requested pursuant to the NSL, but also 
provided additional information, such as, all outbound telephone 
calls placed through the service provider's system| |did 
not review or listen to the unsolicited records. 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 

SEJfcBET 



:MJT SEC 

From: Office of the General Counsel b7E To 
Re: 278-HQ-C1229736-VIO, 12/18/2006 

Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

J ^ NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v). NSLs may be issued in conformity with statutory 
requirements, including 18 U.S.C. § 2709 

issued a lawful NSL In this investigation 
to the service provider, and received in response information 
both within and beyond the scope of the NSL. [requested 
subscriber information for a telephone number relating to the 
subject. However., due to service provider error, additional 
information was provided\ feuickly determined that the 
additional information was beyond the scope of the NSLJ 
did not review or listen to the unsolicited records erroneously 
provided by the service provider. The erroneously provided 
information should be segregated to protect the potential privacy 

should interests of United States persons. Further 
contact the service provider and ask whether tne unintentionally 
acquired information should be returned or destroyed with 
appropriate documentation to the file. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB1. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

1 /t̂ sk̂ It is noted that in the past third-party errors were 
reported to the IOB. However, by letter dated 11/13/2006, the Counsel 
to the IOB agreed that third party errors in the collection of 
information pursuant to an NSL must be reported to the OGC,-but are 
not reportable to the IOB. 

SE£H^T 

3 



IĈ K̂ U SE 

?rom: Office of the General Counsel To 
Re: 278-HQ-C1229736-VIO, 12/18/2006 

LEAD(s): 

Set Lead 1: (Action) 

b2 
b7E 

AT 

(U)| frhould contact the service provider and ask 
whether the improperly or unintentionally acquired information 
should be returned or destroyed with appropriate documentation to 
the file. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

cc: Ms. Thomas 
bb 

IOB Library 

b7C 

•• 

4 SECJSET 

4 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 01/12/2007 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact: CRS 

Approved By: Miller David Iah^i^li^, *{^%f£/[ 

Drafted By 

Ext 

ALL INFORMATION COBTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 05-31-2007 BY 65179/DMH/K3R/RU 

Case ID #: 

Title: (U) 

(U) 278-HQ-C1229736-VIO [Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 854 
OGC/IOB# 2006| | 

b6 
b7C 
b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

R e f e r e n c e : (U) 2 78-HQ-C122 9736-VIO S e r i a l 1629 
J S e r i a l 28 278 

278-HQ-C1229736-VIO S e r i a l 1941 

b2 
b7E 

Details: (U) The Internal Investigations Section (IIS) received 
an EC fronj pivision dated 09/11/2006, reporting a possible b2 

IOB error. Based upon a review of the referenced EC it is the b7E 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

•• 



1-2003) 
S£eiSET//2032 0117 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To: 

ROUTINE Date: 01/17/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Invest i nat i nnq Kprrinn 
Contact: CRS 

IPU, Room 3041 
Ext. 

Approved Bys 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian 
DECLASSIFIED BY 65179/DHH/KSR/RW 
ON 05-31-2007 

(U) 263-HQ-O-U - 670 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGtt 2854 
OGC/lOB# 2 0 06 

b2 
b7E 
b6 
b7C 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Enclosure(s) 

20117 

(U) 278-HQ-C1229736-VIO Serial 1629 

Reference: (U) 27fl-HO-(TL22 973fi-VTO Serial 1629 
perial 28 278 

278-HQ-C122 9736-VIO Serial 1941 

Details: (U) Upon review of| {Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 

b2 
b7E 

JN£S«|T//2032 0117 



U.S. Departme. >f Justice 

Office of the Inspector General 

Wuxhi/iKton, D.C. 205.10 

DATE: January 25, 2007 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007002557 
Subject: 

ALL FBI IUFOPHATIOM CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 05-31-2007 BY 65179/DHH/K3R/RW 

b2 
b7E 
b6 
b7C 

FBI No. 263-0-U-670 
FBI CMS No. 2854 

M We consider this a management matter. The information is being provided to you 
^ for whatever action you deem appropriate in accordance with your agency's policy 

and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

1 I This matter is referred to your agency for investigation. Please provide the OIG 
— with a copy of your final report on this matter. 

I | This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Age'ncy, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 



01 G INVESTIGATIONS DIVISION - Complaint Form QIC- NO. 

Received By: 

689-2007-002c>57-M 

Date Received: 01/04/2007 Hew Received: 

SUBJECT: 

Title: 3A 
Component: FBI 
Mi:.;e: 
Hcurie : 

Phone: () 

Work: 

Phone-

Pay Plan: 

EOD Date: 

ZIP: 

ZIP: 

A 
F 
B 

SSNO 
D.O.B . 

Lien No. 
. B . I . N o . 
. O . P . N o . 

D/L No. 
O f f e n s e s 689 

SUBJECT 
Title: SSA 
Component: FBI 
Misc : 
Home : 

Pay Plan: 
EOD Date: 

Phone: () -
Work: 
Phone: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

b6 
b7C 
b2 

689 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
Misc: 
Home : 
Phone: () 
Work: , 
Phone: 
Conf ider1 

Pay Plan: 
EOD Date: 

lllal! 

ZIP: 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 

Authority: none 

Details: ^^_^^_^ 

cYThe FBI provided information regarding a potential IOB matter (2006 

On April 17, 2006 a National Security Letter (NSL) was served to a wire communications 
service provider The rpsnlts nf the NSL were obtained on| | A review of 
Vthe results on| I revealed that the information supplied also includeo/ 

These files were not reviewed or listened to 
by FBI 

bl 
b2 
b7E 

It is the opinion of the Office of the General Counsel that this matter need not be reporLed 
to the IOB. (dz) 

ALLEGATIONS: 68 9 
Occurrence Date: 

~ I T Y i I 

IOB Violation 

TIME: 
State Zip: 

DISPOSITION DATA: Disposition: M Date: 01/24/2007 Approval: POWELL, GLENN G 
rr>t 

Referred to Agency: FBI Date Sent: 01/24/2007 Component: FBI 

Patriot Act: N Civil Ricthts: N 

Sensitive: N Whistleblower: N 

Component Number: 263-0--J-67C, 285 

Consolidated Case Number: 

DATE: 05-31-2007 

FBI IHF0. 

CLASSIFIED BY 65179/DMH/KSR/RW 

REAS0H: 1.4 (c) 

DECLASSIFY OH: 05-31-2032 

'age I of 2 Printed 01/25/200', 9:44:24 



OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 

b2 

689-2007-002557-M 

Remar 

U'rcdi 
conta 

01/25 

ks: 

catir 
iner 

•q 
W ] 

material contains ciassifie 
thin OIG/INV/HQ. 

/07-Sent to Kaiser/FBI/INSD (dz) 

d informat ion that wi 11 be maintai ned in a secure 

Haqe 2 or 2 Printed 01/25/2007 9:44:24 



(Rev. 01-31-2003) 

SECRE^^20320228 

BUREAU OF INVESTIGATION 

(U) 

(U) 

<U) 

(U) 

(U) 

(U) 

Precedence: ROUTINE 

To: General Counsel 

Counterintelligence 
Inspection 

Date: 02/28/2007 

Attn: NSLB/CILU/Room 7947 

From: 

Attn: 
Attn: 
Attn: 

AGC 
CD-2C, Room 40b< 
I I S 
CDC 

b2 
b7E 
b6 
b7C 

TTTT 
C o n t a c t : 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

SA 

Approved By-

Drafted By: 

Case ID #: X^J 

fsr 

Title: 

27 8-HQ-C122 973 6-VIO (Pend ing) 
278H | (Pend ing) 

DATE: 0 5 - 3 1 - 2 0 0 7 
CLASSIFIED BY 65179/DMH/KSR/RW 
REASON: 1 . 4 (c) 
DECLASSIFY OH: 0 5 - 3 1 - 2 0 3 2 

b l 
b 2 
b 7 E 

b 2 

INTELLIGEJii 
MATTERrT006| 

[GHT BOARD 

Synopsis: (£j To document contact with service provider and 
authorizatrorr-to destroy improperly or unintentionally 
acquired information pursuant to lead set by Office of General 
Counsel (OGC), NSLB, CILU. 

Derive* 
:y On: 

Details: 
facts of 

On 09/11/2006 
e captioned matter and determine whether it 

requested OGC review the 

/Wb 
42 > 

warranted reporting to the IOB. By EC dated 12/18/2006, OGC 
that the FBI was not required to report the advised 

matter 'lU my OB. However, J as advised to contact the 
service provider and ask whether the improperly or 
unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 

:s>' 

b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 
b7D 

SECRE T 7 > ^ 3 2 02 2 8 

:' ( i{-L:h 



SEC CR|S*£ /20320228 

(U) To: 
Re : 

vGe r a l C o u n s e l F rom: |_ 
278-HQ-C1229736-VIO, 0 2 / 2 8 / 2 0 0 7 b2 

b7E 

destroyed the improperly it returned. On 02/28/2007 
or unintentionally acquired" information according to FBI 
protocol. 

SECRjK^ /20320228 

2 



(Rev OS 2K 2IHI0) 

SEBRE1 SECRET 

FEDERAL BUREAU OF INVESTIGATION 

[U> 

(U) 

P r e c e d e n c e : ROUTINE 

To : \J/ts p e c 11 o n 

General Counsel 

Attn; 

Attn: 

Date: 08/14/2006 

Internal Investigations 
Sectiop_LI_L£J Rnnm 118(51 

CRS 

b2 
b7E 
b6 
b7C 

National Security Law Branch 
(NSLB), Room 7947 

Deputy General Counsel 
Julie F. Thomas 

A t t n : O f f i r P n f n i v i g i n n P n i i n g o 
CDC 
ADC 

From: 
F o r e i g n C o u n t e r i n t e l l i g e n c e (FCI) Squad, Room 4216 
C o n t a c t : SA| [ 

Approved By: 

D r a f t e d By: 

Case ID # L K 278-HO-CJ229736-VTO 
( S ) 

T i t l e 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DATE: 05-31-2007 
CLASSIFIED BY 65179/DMH/KSR/RTJ 
REASON: 1.4 (c,d) 
DECLASSIFY OH: 05-31-2032 

bl 
b2 
b7E 
b7A 

b6 
b7C 

Synopsis: 
provider error. 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

;U) To report possible IOB matter resulting fr om 

bl 
b2 
b7E 
b7A 

b6 
b7C 



(U) 

9£$1 SECKET 

To: Inspection From: f ( 

R e : ^ > ^ 278-HQ-C1229736-VIO, 08/14/2006 

A H m i n i s t r a t i v e : (S 

b2 
b7E 

b l 
b2 
b7E 
b7D 
b7A 

(U) 

( S ) 

( S ) 

(S) 

(S) 

D e t a i l s : 

a) 

3D 

:s) 2. 

3D 

SEJJ^ET 

1 

b l 
b2 
b7E 
b6 
b7C 
b7A 

b l 
b6 
b7C 
b7A 



SEWE1] 

(U) To: 
Re :-

I n s p e c t i o n From: 
b2 
b7E 

(SJ 

b l 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

b l 
b2 
b7E 
b7A 

(S) 

(S) 

(S) 

278-HQ-C1229736-VIO, 0 8 / 1 4 / 2 0 0 6 

P o s s i b l e TOR F . r r n r : 

NFIPM Section Reference: 27-22A 

Description of IOB Error (including anv reporting 
delays) :\ 

SEWET 

3 



sEbrar 

To: 
(U) Re: 

Inspection From:L 1 
b2 
b7E 

(S) 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

b2 
b7E 
b6 
b7C 

b2 
;U) b7E 

b6 
b7C 

278-HQ-C1229736-VIO, 08/14/2006 

Immediately after, speaking with ADC 
contacted 

aavised that 
further direc 
08/14/2006, w 
which had bee 
inter-office 
FBI inter-off 
writer closed 
copy NSL resu 

_JParalegal Specialist (PS)[ 
wri tp.r 

explain the situation. PS£ 
1 

she would contact OGC/NSLB and provide 
tion to writer. Later in the afternoon of 
riter received the hard copy NSL results 
n forwarded by IA| I via an FBI 
envelope. As soon as writer received the 
ice envelope and recognized its contents, 
the envelope without reviewing the hard 

Its. 

On 08/15/2006, PS |advised writer to draft 
this electronic communication (EC), and PS 
retrieved the hard copy NSL results from writer's desk 
to seal and secure in the| J2DC's secure safe, 
pending further direction from OGC/NSLB and IND/IIS. 

Anv quest i ons regarding the above can be directed to 1 __^ Attention: Special Aaentf 
telephone number] | 

? 
SECSPT 



(U) 

SE ]£*<£•} 

To: 
Re: 

^ I n s p e c t i o n From: 
27 8-HQ-C122 97J6-VIO, OH/14/2006 

b2 
b7E 

(SJ 

b l 
b2 
b7E 
b7D 
b7A 

b l 
b2 
b7E 
b7D 
b7A 

LEAD(s) : 

S e t Lead 1: ( A c t i o n ) 

INSPECTION 

AT̂  WASHINGTON, DC 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

Set Lead 3: (Info) 

b2 
b7E 

AT 

(U) Read and clear. For information onl< 

• • 

s^e&Ei 



(Rev. 01-31-2003) 

SEC&sfr 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

b2 
b7E 
b6 
b7C 

Precedence: 

To: 

ROUTINE 

Inspect ion 

Date: 12/14/2006 

Attn: SAC 
ASA 1 =1 
1 Sb>A| | 

S^ | 

CDC 
ADC 

I 
, 

Attn: 

Attn: IIS, CRS 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 / 
Contact: AGCJ 

Approved By: Thomas Julie 

I ZjC, fee 

278-HQ-C1229736-VIO^TFending) 

INTELLIGENCE OVF.R.^TP,HT BOARD 
MATTER 2006 

ALL INFORMATION CONTAINED 
HEREIN IS OTCLA33IFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DATE: 0 5 - 3 1 - 2 0 0 7 
CLASSIFIED BY 65179/DMH/KSR/RW 
REASON: 1 .4 ( c , d ) 
DECLASSIFY ON: 0 5 - 3 1 - 2 0 3 2 

Synopsis: 
Counsel (OGcTth^ i h M ^ °P i n i o n o f t h e Office of the General 
^ounsei (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 

t h e n ^ B ? e d
0 u ? a^l5sS

r?oll fois. f° r ^ ^ ^ by Counsel to 

(U) 

Reference: 

DerivSii^SEfim^r G-3 
f s s i f y On: 

> ^ C 278-HQ-C1229736-VIO S P H a 1 i ^ , o ^ , 

(S) 
(S) 

Detai T«- By EC dated 08/14/2006, th 
Jrequested that OGC review the fai Field Office 
tLC4ucs,Lea m a t UGC review the farfq ^-f t-̂ k ~-, <-• Z 

^ T O T ^ d determine whether it w a r r a n ^ S ^ ^ ^ ™ . As 
b2 
b7E 

OIG/DOJ REVIEW: 
FBI INVESTIGATICNTT 

SJifes^ET 

0IG/D0J INVESTIGATION: 

DATE: / - L 

&2-
• - ( * , 

b6 
b7C 



3E£*£: 

To: [ J From: Office of the General Counsel 

b2 
b7E 

Re: 278-HQ-C1229736-VIO, 12/14/2006 

e x p l a i n e d below, in our o p i n i o n , t he FBI i s not r e q u i r e d t o r e p o r t 
t h i s m a t t e r t o t he IOB. 

is: 

(s) r 

b l 
b2 
b7E 
b7D 
b7A 

b l 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

(si 

b l 
b2 
b7E 
b6 
b7C 
b7A 

^ 



SE^EI 
b2 
b7E 

To: From: Office of the General Counsel bl 
Re: 27S-HQ-C1229736-VIO, 12/14/2006 

(S) In response to the properly served NSLs, however, 
erroneously provided information beyond the scope of the NSLs. 
Through no fault of the FBI, the FBI obtained complete credit 
reports pertaining to subjects of foreign counterintelligence î 
investigations. When the case agent received the NSL results, he b2 
immediately sealed and sequestered them. This excess information b7E 
currently is sequestered in the safe of the 
Counse l . 

l n i o r m a n 
iDiv i s i On b7D 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with Executive Order 12333, dated 12/04/1981, if 
such provision was designed to ensure the protection of 
individual rights. 

(U) Violations of provisions that merely are administrative 
in nature and not deemed to have been designed to ensure the 
protection of individual rights are generally not reported to the 
IOB. The FBI Inspection Division is required, however, to 
maintain records of such administrative violations for three 
years so that the Counsel to the IOB may review them upon 
request. The determination as to whether a matter is 
"administrative in nature" must be made by OGC. Therefore, such 



^^SEC^ET 

To: From: Office of the General Counsel 
b2 
b7E 

Re: 278-HQ-C1229736-VIO, 12/14/2006 

administrative violations must be reported as potential IOB 
matters. 

(U) NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email 
communication records from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709); (2) records of financial institutions (which are 
very broadly defined) (Right to Financial Privacy Act, 12 U.S.C.§ 
3414(a) (5) (A)); (3) a list of financial institutions and consumer 
identifying information from a credit reporting company (Fair 
Credit Reporting Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) 
full credit report in an international terrorism case (Fair 
Credit Reporting Act, 15 U.S.C. § 1681v). In addition to FCRA, 
15 U.S.C. §§ 1681u(a) and (b) information (financial institutions 
and consumer identifying information), under 15 U.S.C. 1681u(c), 
if certain factors are met, the FBI is able to obtain full 
consumer reports in both counterintelligence and international 
terrorism investigations by an ex parte court order. 

^<S^ Here, during the course of several authorized foreia 
counterintelligence investigations, the FBI servedl iNSLs. ^ 
The NSLs requested lawful information and were properly served. ,9 
In response,p.provided the FBI with information outside the b7 E 
scope of the NbLs" and with information that was not permitted b7A 
under 15 U,^ r fifl il681u (a) and (b) . In other words, an error on 
theparto 
information uy—CTT& 

resulted in the unintentional acquisition of 
FBI. 

^C m carrier's mistake is not reportable to the IOB as bl 
b7D 

the "FBI has not acted unlawfully or contrary to rirnn"i<'j "t Order b7E 

or Presidential Directive. | [should contac tnd ask b7A 
whether the unintentionally acquired information should be 
returned or destroyed with appropriate documentation to the file. 

(U) Based upon these facts, in accordance with the terms 
implementing the reporting requirements of Section 2.4 of EO 
12863, it is our opinion that this error is not reportable to the 
IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

SECJjfĉ  



SE 

To: 
Re: 

From: Office of the General Counsel 
27y-HQ-C1229736-VIO, 12/14/2006 

LEAD(s) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

b2 
b7E 

Set Lead 2 (Info) 

AT 

(U) For information. 

Set Lead 3: (Action) 

AT 

(U)I |should contact the carrier and ask whether the 
unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 

cc: Ms. Thomas 

IOB Library 
bo 
b7C 

• • 

SEj 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date; 01/12/2007 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 

CRS Contact 

Approved By: Miller David Ian^ i 

Ext 

b6 
b7C 
b2 

Drafted By: 

Case ID #: 

Title: (U) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-31-2007 BY 65179/DHH/KSR/RW 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2855 
OGC/lOB# 2 0 06 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: 

Details: 
an EC from[ 

(U) 278-HQ-C1229736-VIO Serial 1633 
278-HQ-C1229736-VIO Serial 1945 

im. The Internal Investigations Section (IIS) received 
on dated 08/14/2006, reporting a possible 

Intern 
JDivisi 

IOB error." Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

b2 
b7E 

•• 



(Rev 01-31-2003) 

SE£KE£//20320117 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

Precedence: 

To: 

ROUTINE 

Attn; 

Date: 01/17/2007 

SAC (Personal Attention) 

From: Inspection 
Internal Invest i gat inrm Sp^t-inn TPTT Room 1041 
Contact: CRS E x t l T 

Approved By: Miller David Ian 

Drafted By: 

Case ID #: 

Title: (U) 

4 

/ 

DECLASSIFIED BY 65179/DMH/KSR/RIJ 
ON 0 5 - 3 1 - 2 0 0 7 

(U) 263-HQ-O-U - 671 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 855 
OGC/lOB# 2006| | 

b2 
b7E 
b6 
b7C 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

X Deriv 

f l fy Ons 

E n c l o s u r e ( s ) : (U) 278-HQ-C1229736-VIO S e r i a l 1633 

Reference: (U) 278-HQ-C1229736-VIO Serial 1633 
278-HQ-C1229736-VIO Serial 1945 

Details (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter 
was brought to our attention as required by the revisions 
mandated by National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). ' 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 

b2 
b7E 

SE£RST//20320117 



U.S. Departme* >f Justice 

Office of the Inspector General 

Washington. D.C. 20530 

DATE: January 25, 2007 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-31-2007 BY S5179/BMH/KSR/RW 

FROM: 

SUBJECT: 

Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

OIG Complaint No. 2007002560 
Subject: 
FBI No. 263-0-U-671 
FBI CMS No. 2855 

b2 
b7E 
b6 
b7C 

• 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

[ I This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 



OIG - INVESTIGATIONS DIVISION 

Recei ved By: 

Complaint Form 

Date Received: 

OIG NO.: 689-2007-002560-M 

01/04/2007 How Received: A 

SUBJECT: 

Component: FBI 
Misc: 
Home : 
Phone: 
Work : 
Phone: 

Pay Plan: 
EOD Date: 

TT 2IP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

SUBJECT: 
Title: SA 
Component: FBI 
Misc: 
Home: I 
Phone: () -
Work: 
Phone: 

Pay Plan 
EOD Date 

ZIP: 

ZIP: 

SSNO 
D.O:B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

b6 
b7C 
b2 

689 

COMPLAINANT: 
Title: SAC 
Component: FBI 
Misc: 
Home : 
Phone: 

1 
Pay Plan: 
EOD Date: 

Work:^ 
ZIP: 

Phone: 
Confidential: 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

Details: 

The FBI provided information regarding a potential IOB matter (2006 

A National Security Letter (NSL) was served on a credit reporting company in furtherance of 
an investigation. The FBI properly served the NSL however, an error on the part of the 
company resulted in the unintentional acquisition of information. Upon discovering that 
some of the information provided exceeded the scope of the NSL, the FBI sealed and 
sequestered the excess information and placed it in a secure safe. 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. (dz^ 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: TIME: 
CITYl I State: 

b2 
b7E 

Zip: 

DISPOSITION DATA: Disposition: M Date: 01/24/2007 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 01/24/2007 Component: FBI 

Patriot Act: N Civil Riqhts: N Component Number: 263-0-U-671, 2855 

Sensitive: N Whistleblower: N Consolidated Case Number: 

ALL FBI INFORMATION CONTAINED 
HEPEIN IS UNCLASSIFIED 
DATE 06-06-2007 BY 6S179/DI'IH/K3R/RW 

Page 1 of 2 Prin-t-oH D1 / 9 ̂  / 9 n !M 



b2 

OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2007-002560-M 

Remarks: 

Predicating material contains classified information that will be maintained in a secure 
container within OIG/INV/HQ. 

01/2b/;)7-Sent to Kaiser/FBI/INSD. (dz) 

Page 2 of 2 * o r i m / 9 < ; / 9 n m 



FD-962 (Rev. 03-21-2005) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

(U) 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 09/19/2006 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7975 

From: 
Squad CI-2 
Contact: SA 

Approved By: 

Drafted By: 

Case ID #•* j x f 

Title: (U) SA [ 

b2 
b7E 
b6 
b7C 

SSA|_ 

I'L "7 
2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O ~ ' * ' / 

I 
ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

Synopsis: 

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

) To report possible IOB error. 

Details: 

(S) 

(S) 

DATE: 05-31-2007 
CLASSIFIED BY 65179/DHH/KSR/RW 
REASON: 1.4 (c,d) 
DECLASSIFY OH: 05-31-2032 

, b l 
b2 
b7E 
b6 
b7C 

Possible IOB Error: 

(S) 

(U) 
4 . 

bl 

Description of IOB Error (including any reporting delays). 

On 01/06/2006, writer documented to the file that telephone 
., „^„ *_„„. ^_J __.i-^-_^ • ponse to a 

ephone records 
recoils of a non-targeted subject were provided in response to a 
„_„..—•. - . . • | The tel ,«, National Security Letter (NSL) served atf 

\u) provided in error were destroyed^ ' 7 

ĵfelC On 09/15/2006, writer was informed via legal training that 
|U) receipt of incorrect information pursuant to an NSL is a reportable 

IOB violation^ — 

bl 
b7D 
b6 
b7C 

(S) 

'UllJUV yg»%m--tj/t T-r oUXfth 

bl 
b2 
b7E 

JVMtel. 
J- in :i )_k:J n •> o, 

b7C 



b2 
b7E To: Inspection From: 

Re: ^ ^ 278-HQ-C1229736-VIO, 09/19/2006 

LEAO(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

•• 

SECRI^ 



(Rev. (H-31-2003) 

Ey* SECRET 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

P r e c e d e n c e : ROUTINE D a t e : 1 2 / 1 4 / 2 0 0 6 

T o : A t t n : SAC 
CDC 
SSA 
SA[ 

b2 
b7E 
b6 
b7C 

Counterintelligence 

Inspection 

Attn: 

Attn: 

CD-2A UC 

IIS 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact: AGC| 

ini 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOTJW OTHERWISE 

Approved By: Thomas Julie 

[ 55 
(U) 

(U) 

(U) 

Drafted By 

Case I D # : ( 

Title: 

.(W DATE: 05-31-2007 
2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O l P e r i d i n g ) CLASSIFIED BY 65179/DHH/KSR/RU 

REASON: 1.4 (c) 
INTELLIGENCE_QiffiRSIGHT BOARD DECLASSIFY ON: 05-31-2032 
MATTER 2 0( 

JNCE. 
)06|_ 

Synopsis: $Q It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) De 
Dec IP -3 

5X1 

Administrative: --tyf This electronic communication (EC) contains 
information from tfhe- following snurrps' (1) EC dated 09/19/2006 
from the| |?ield Office to OGC reporting a 
potential TOB matter; (2) intormation from an email between SA 

| and AGC| I dated 10/11/2006; and (3) 
teiepnone conversation between SAl and AGC 

D i 

b7E 
bb 
b7C 

on 10/20/2006. 

Reference: ) 278-HQ-C1229736 Serial 1647 

C'G/DO! REVIEW: 
FDs INVESTIGATION; 
OIG/DOJINVESTIGATION: 

b6 
b7C 



f 
SEpS^T 

From: Office of the General Counsel To: 
Re: 278-HQ-C1229736-VIO, 12/14/2006 

Details: £s£ By EC dated- 09/19/2006, [requested that OGC 
review the facts of the captioned matter ana determine whether it 
warrants reporting to the IOB. As explained below, in our b 2 

opinion, the FBI is not required to report this matter to the IOB. b7E 

' / ^ On 07/06/2005 issued an National Security 
Letter (NSL) 'pursuant to 18 U.S.C. § 2709 seeking subscriber and 
toll billing records for various telephone numbers. Upon review 
of the records provided by the service provider, on| | 

Inoticed that the service provider responded by providing 
telephone records of a person who is not a target of the 
investigation or is in anyway related to the investigation. Upon 
noticing this error|~ "promptly destroyed the records that 
were provided in error. The investigation was closed on 
04/18/2006. 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC) , respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 

.X ,Z 

(SSJ submitted this error as a potential IOB violation b2 
on 09/19/2006 atter it has been learned, via legal training, that the b7E 
receipt of incorrect information pursuant to an NSL must be reported 
as a potential IOB violation. 



(UJ 

(U) 

t 
To: 

SECXkl 

From: Office of the General Counsel 

b2 
b"E 

Re: 2 78-HQ-C1229736-VIO, 12/14/2006 

was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

^ ^ S ^ NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v) . NSLs may be issued in mnfnrmi t-v wjHi ci-at-nt-̂ ry 
requirements, .including 18 U.S.C. § 2709. T 

In this investigation 3 properly served an NSL on a service provider. In response to the properly served 
NSL, the FBI obtained information regarding another person's b2 
records .1 Iguickly determined that this information, b7E 
although lawfully obtained, was not rplpvant- to the* 
investigation. Upon noticing this error, 
destroyed the telephone records provided TTT-eTToTT 

promptly 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB2. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

It is noted that in the past third-party errors were 
reported to the IOB. However, by letter dated 11/13/2006, the Counsel 
to the IOB agreed that third party errors in the collection of 
information pursuant to an NSL must be reported to the OGC,•but are 
not reportable to the IOB. 

SEpiffiT 

3 



• 

To: 
Re: 

From: Office of the General Counsel 
278-HQ-C1229736-VIO, 12/14/2006 

LEAD(s) : 

Set Lead 1: (Info) 

AT 

b2 
b7E 

(U) For information. In the future, in similar cases where 
the service provider provides information on non-targeted subject 
that is not relevant to an investigation,! | should contact 
the service provider and ask whether the improperly or 
unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

C C : M s . T h n m a g 

IOB L i b r a r y 
b6 
b7C 

• • 

:<5>!^T SECjBST 

4 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 01/12/2007 

To: General Counsel Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 
Contact: CRS| I Ext.I I 

Approved By: Miller David Iarfy^l^ O ^ H 

Drafted By: 

b6 
b7C 
b2 

ALL IHF0RHATI0N CONTAINED 
HEREIH IS UNCLASSIFIED 
DATE 05-31-2007 BY 65179/DMH/KSR/RW 

A Case ID #: 

Title: (U) 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC£LNG£_2 8 70 
OGC/IOB# 2 0 

ACKJ 
06|_ 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1647 
278-HQ-C1229736-VIO Serial 1942 

Details: 
an EC from 

U) The Internal Investigations Section (IIS) received 
JDivision dated 09/19/2006, reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

• • 



• 

(Rev. 01-31-2003) 

FEDERAL Bl 
SE338^T//20320117 

IREAU OF INVESTIGATION 

(U) 

Precedence: ROUTINE 

To: 

Date: 01/17/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 
Contact: CRS I I Ext 

Approved By: Miller David Ian A 

D r a f t e d By: 

Case ID #: 

T i t l e : (U) 

/ 

DECLASSIFIED BY 65179/DMH/KSR/RTJ 
ON 0 5 - 3 1 - 2 0 0 7 

(U) 263-HQ-0-U - 672 (Pending) 

b2 
b7E 
b6 
b7C 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGJ2 870 
OGC/IOB# 2006J | 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Derivi 
Dec! On: 17 

Enclosure(s) 

Reference: (U) 

(U) 278-HQ-C1229736-VIO Serial 1647 

278-HQ-C1229736-VIO Serial 1647 
278-HQ-C1229736-VIO Serial 1942 b2 

b7E 

iDivision's captioned report 
[a not find the matter 

Details: (U) Upon review of 
of a potential IOB violation, u s die 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 11/16/2006 (278-HQ-C1229736 serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

•• 

S|&K|iT//20320117 



t 
#*£* I'.S. Departme. ,>f.Justice 

Office (if Ihe Inspector (ic:i. ra! 

DATE: 

Mw/;/Hi;M/i. U.( . . 

January 31,2007 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

ALL FBI INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED 
DATE 05-31-2007 BY 65179/DHH/KSR/RtJ 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Cnrnnlaint No. 2007002648 
Subject I 

Division 
FBI No. 263-0-U-672 
CMS No. 2870 

b2 
b7E 
b6 
b7C 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

|—| This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

[ I This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, ami that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 



t 
O i G INVESTIGATIONS D I V I S I O N Complaint Form OIG NO. 689-2007 002648-M 

Received By: Date Received: 01/04/2007 How Received: 

SUBJECT: 

Title: SA 

Component 

Misc : _̂__ 
Home : I 
Phone: () 
Work : 
Phone: 

FBI 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP 

SSNO 
D . 0 . 8 . 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 
Offenses 689 

SUBJECT: 
Title: SSA 
Component: FBI 
Misc : 
Home : 
Phone: 
Work: 
Phone: 

Pay Plan 
EOD Date 

n 
ZIP:| 

ZIP: 

SSNO 
D. 0 . B . 

Alien No. 
F . B.I.No. 
B.0.P.No. 

D/L No. 
Offenses 

b2 
b6 
b7C 

689 

COMPLAINANT :| 
Title: ATTY 
Component: FBI 
Misc : 

Pay Plan: 
EOD Date: 

0 
Home : 
Phone: 
Work: , , 
Phone: r 
Confidential: 

ZIP: 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 

Authority: 

Details : 

Information received from FBI/INSD reporting a potential IOB matter involving the 
acquisition of information unrelated to an FBI investigation. IOB #2 0 06| | 

During an authorized investigation, the FBI properly served a National Security Letter (NSL) 
on a communication service provider for information regarding the target of the FBI 
investigation. In response, the FBI obtained information regarding an individual other than 
the target of the investigation. The records provided in error were destroyed. 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 10/06/2006 TIMEi 1 b2 
CITY:' I Cfat-a ?-i~. b7E 

DISPOSITION DATA: Disposition: M Date: 01/04/2007 

Referred to Agency: Date Sent: 

Patriot Act: N Civil Rights: N Component Number 

Sensitive: N Whistleblower: N Consolidated Case Number 

Approval: POWELL, GLENN G 

Component: FBI 

263-0-U-672, 2870 

ALL FBI INFORMATION COBTAINED 
HEREIN I S UNCLASSIFIED 
DATE 0 6 - 0 6 - 2 0 0 7 BY 65179/DMH/KSR/RW 

P a q e 1 o f 2 



t 
O'G - INVESTIGATIONS DIVISION Complaint Form OIG NO. a b2 

89-2007-002648-M 

Remarks: 

A search of the OIG database revealed that 
.:().;-in.i(j40n-M. i i v f i. v J ri'j [ 

(yht) 

is the subject of complaint 

Predicating material contains classified information that will be stored in a secure b6 
container within OIG/INV/HQ. b7C 

1/31/07 - Sent to AE Kaiser, FBI/IND. (yht) 

Page 2 of 2 
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Freedom of Information 
and 

Privacy Acts 

SUBJECT: NATIONAL SECURITY LETTERS 
FOLDER: ^ 4,3-0- LN Uolut/wf. J.S 

Federal Bureau of Investigation 



Jt-
FD-962 (Rev. 03-21-2005) 

SECItSJT 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: '-inspection 

General Counsel 

* 

07] 

Date: 02/23/2007 

Attn: Internal Investigations 
Section, Room 11861 

Attn: National Security Law Branch 
(NSLB), Room 7975 

b 2 

b2 
b7E 
b6 
b7C 

(S) 

From: 
L e g a l ^ e c t i o n 
C o n t a c t : ADC 

Approved 

D r a f t e d By: 

Case I D # : 
b l 

2 7 R - H O - C 1 ^ S > Q 7 ^ f i - V T n - A^"-xr 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 06-04-2007 
CLASSIFIED BY SS179 DMH/KSR7JW 
REASON: 1.4 (C,D) 
DECLASSIFY OH: 0 6 - 0 4 - 2 0 3 2 

T i t l e : (U) REPORT OF A POTENTIAL 
IOB MATTER 1073946 

(U) Synopsis:^S\ Response to telephonic and e-mail mandate by NSLB of 
02/20/2007 to report as a potential IOB matter, a National Security 
Letter (NSL) believed by the Office of the Inspector General (OIG), 
Department of Justice, to be an IOB matter. 

<U> -X DerivedNFrpm' : G-3 
Declassify\On: XI 

Details! 

(S) 1. 
bl 
b6 
b7C 
b2 
b7E 

m e case special Agent (SA) at the time of the 
issuance of the questioned NSL was V_ 
case SA at the time of receipt of tk 
was SA 

_ _ _ _ _ _ ^ ^ ^ ^ — ^ The 
e response to the NSL 

^ • b l 

(SSA) f o r t h e i n v e s t i g a t i o n was SSA 
and t h e Supery-i APT-V finprial ^ a n h 

2b6 
b7C 

The subj ect, 
Person. 

is a non-United States 

%Mkc 
B error occurred. This report is purely perfunctory: 

SECRET 



<S) 

b2 
b7E TO; 

Re: 

b l 
b6 
b7C 
b2 
b7E 
b7D 
b4 

(S) 

b l 
b7D 
b6 
b7C 
b2 
b7E 
b4 

I n s p e c t i o n From: 
forf 278-HQ-C1229736-VIO, 02/23/2007 

4. 

(S) 
was advised 02 

attention of NSLB a NSL, found at 
believed was an IOB matter. Seria| 
attached, i a a copy of a KTfiT. addr^a-aeHr 

/7()/7ncii 1-hat- mn haH brought to the 
trhich OIG 
Exhibit A, 

in accordance with --1-8 U.S. C. § 27,n9fh) f?nr>1) 
NSL contained the required relevancy certification, 
and was duly executed bv the Special Agent in Charge at the time, 

± 
(S) 

"1A NSLT 1 was se rved 

TTSLT I was furnished 
1 (v.r at o ) a 

1 (EC ah 2,)[ ? 
questioned NSL| 

|. (EC at 2.) The 

J NSL at 2.) 

(S) In response to the questioned INSLT 

(U) General Counsel EC captioned "REVISED PROCEDURES 
FOR THE SUBMISSION OF REPORTS OF POTENTIAL INTELLIGENCE OVERSIGHT 
BOARD MATTERS," dated 11/16/2006 observes that: 

SE 
2 
£RET 



:ckjH SEC: 

To: Inspection From: I 
Re: W ^ 278-HQ-C1229736-VIO, 02/23/2007 

Section 2.4 of Executive Order 12863 mandates 
that Inspectors General and General Counsel of the 
Intelligence Community components ... report to the IOB 
intelligence activities that they have reason to 
believe may be unlawful or contrary to Executive Order 
or Presidential Directive. This language has been 
interpreted to mandate the reporting of any violation 
of a provision of The Attorney General's Guidelines for 
FBI National Security Investigations and Foreign 
Intelligence Collection (NSIG), effective 10/31/2003, 
or other guidelines or regulations approved by the 
Attorney General in accordance with EO 12333, dated 
12/04/1981, if such provision was designed to ensure 
the protection of individual rights. Violations of 
provisions that merely are administrative in nature and 
not deemed to have been designed to ensure the 
protection of individual rights are generally not 
reported to the IOB.1 

(GC EC at 2.) The instant case involves no violation of any Executive 
Order, Presidential Directive, guideline, ethics rules or any other 
rule, regulation, order, or policy. 

1 (U) This interpretation of the reporting requirements 
was furnished to the FBI by the PIOB during a meeting on 
06/18/1982. William H. Webster, then Director of the FBI, 
concurred with this interpretation and confirmed the immediate 
implementation of reporting procedures in adherence to this 
interpretation in a letter, dated 07/14/1982, to Dr. W. Glenn 
Campbell, Chairman of the PIOB. This interpretation was 
confirmed by Mary C. Lawton, Counsel for Intelligence Policy, 
Office of Intelligence Policy and Review, Department of Justice, 
by letter dated 04/08/1983. 

SEC?fcST 
3 



SECRET 

T6: inspection From: | | 

Re: j ^ 278-HQ-C1229736-VIO, 02/23/2007 

LEAD(s) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

•• 

SECRET 
4 



SEGRET G^ET 

\ u.s. Department of Justice 

Federal Bureau of Investigation 

In Reply, Please Refer to 
File No. 

(S) 

b2 
b7E 

b6 
b7C 
b7D 
b4 

(SI 

(S) 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 18, United States Code 
(U.S.C.), Section 2709 (as amended October 26, 2001), you are 
hereby directed to provide to the Federal Bureau of Investigation 
(FBI) the name, address, and length of service of a person or 
entity to whom the following telephone numbers are registered: 

b6 
b7C 
b7D 
b4 

I accordance with Title 18, U.S.C., Section 2709(b), I 
cexLify that the information sought is relevant to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities, and that such an 
investigation of a United States person is not conducted solely 
on the basis of activities protected by the first amendment of 
the Constitution of the United States. 

You are further advised that Title 18, U.S.C., Section 
2709(c), prohibits any officer, employee or agent of yours from 
disclosing to any person that the FBI has sought or obtained 
access to information or records under these provisions. 

DATE: 06-05-2007 
CLASSIFIED BY 65179 PMH/KSR/JW 
FEAS0N: 1.4 (C) 
DECLASSIFY OH: 06-05-2032 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

. / 

J? 

IS) 

itol&ZT S ^ E T 

1 

> r 9 SEP 1 7 2004 
b2 
b 7 Erni 1 , | \ \ h ^ 

l \F 

b l 
b6 
b7C 



SECRET 

You a r e r e q u e s t e d t o p r o v i d e r e c o r d s r e s p o n s i v e t o th 
r e q u e s t p e r s o n a l l y t o an employee from t h e FBll r e 5 p ° n s i v < ? ^ r h 

O f f i c e . Any q u e s t i o n s ; y o u W p e r t a i n i n g t o Lhis r e q u e s t should i; 
be directed only to SA ^t telephone number 

Due to secuiiLy t'Olltiiaerations, you should neither 
send the 'records through the mail or disclose the substance of 
this request in any telephone conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely voura. 

special Agent m Charge 

b6 
b7C 
b2 
b7E 

SEfcR^T 



-»1-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 09/01/2004 

Attn: UC 
CTCUT 

Attn: Counterintelligence 

From: 

contact 

Approved By: 

Drafted By: 

Case ID #: (s 

SAC 
CDC 
PM ! 
SSA 

) 

: SA 
b2 
b7E 
b6 
b7C 

T i t l e : (S) 

(U) 

66F-HQ-C1303375 (Pending) - /, Ok<j 3, 
b l 
b6 
b7C 

Synopsis:fa*^ Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and transmits the 
NSL for delivery to the telephone company. 

Classification: This document is classified "SEi 
entirety unless otherwise marked. m its 

(U) 
• X 

(S) 

(S) 

Derive 
n^""1 --—-• G-3 

^ ' • ^ 

Encl'uuursis; : ()*j Enclosed fori 
original _and one copy of a signecTiiO 

All INFORMATION CONTAINED 
HEREIM IS UNCLASSIFIED EXCEPT 
T.JHEFE 3H0M OTHERWISE 

DATE: 06-05-2007 
CLASSIFIED BY 6S179 DHH/K5E/JW| 
FEA30H: 1.4 (C,D) 
DECLASSIFY OH: 06-05-2032 

b l 
b l 
b7D 
b6 
b7C 
b2 
b7E 



To: General Cou 
Re: (S 

<UJ This electronic communication documents the SAC 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks subscriber information 
on a telephone number. 

tui-
}>§Q Arrangements should be made with the institution 

receiving the enclo3ed..1̂ t-t"f1- *~n produce the records personally to 
an employee of the FBI |Field Office. The institution 
should neither send the records tnrough the mail nor utilize the 
name of the subject in any telephone calls to your office. The 
institution should not contact FBIHQ directly in any manner. 

b2 
b7E 

<S) Youshould remindthe 
representative that it is prohibited 
has made this request. 

Tr6m disclosing that t he FBI 

(U) On November 9, 2001, the Director designated the 
official signing the enclosed letter as authorized to make the 
required certification. Any questinna rsoar^,ir1n t->>* above can be 
directed to Attention: SAI at I | 

b4 
b7D 

b6 
b7C 
b2 

IEOR: SECRET 



:ckw SECRET 

09/01/2004 

b2 
b7E 
bl 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) Counterintelligence Law Unit is requested to 
record the appropriate information needed to fulfill the 
Congressional reporting requirements for NSL's. 

Set Lead 2 (Action) 

(Si 

by hand—[ 
I the enclosed origina 

,d report the results to 

b4 
b7D 
b6 
b7C 
b2 
b7E 

SECKET 



(Rev. 01-31-2003) 

SESTET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Froi 

b2 
b7E 
b6 
b7C 

Contact: 

Approved By: 

Drafted By: 

Date: 03/02/2005 

bl Case ID #: (s) 

(S) bi Title: 
b6 
b7C 

b ^ o p s i s : ty Results of an NSL 

(S) 

b l 
b7D 
bo 
b7C 
b2 
b7E 
b4 

b l 
b7D 
b4 

b l Reference: (S) 

Derived^rom : G-3 
Dedas*l>£y On: XI 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DATE: 06-05-2007 
CLASSIFIED BY 65179 DHH/KSR/JW 
REASON: 1.4 (C) 
DECLASSIFY ON: 06-03-2032 

^ 
SECRET (S) 

b l 
b2 
b7E 
b6 
b7C 

JBI-4 



SECRET 
b4 
b7D 
b e 
b7C 

' (SJ 

February 15,2005 

VIA HAND DFI IX/FPV 

b2 
b7E 
b6 
b7C 

— 1 Special Agent in Charge 
rederal Bureau nf inwootjgjtion 

DATE: 06-05-2007 
CLASSIFIED BY 65179 DHH/KSR/JW 
REASON: 1.4 (C) 
DECLASSIFf OH: 06-05-2032 

ALL INFORHATIOH C0HTAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

SfeBR^T 



(01/26/1WX) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence; 

To; 

ROUTINE Date: 3/7/07 

b2 
b7E 
b6 
b7C 

Attn: AD 
SAC 
CDC 
SSA 
SA 

Counterintelligence 

Inspection 

Attn: AD 

Attn: IIS, CRS 

From: General Counsel 
National Security Affairs/Room 7974 
Contact: Julie F. Thomas 

Approved By: Thomas Julie 

(U) 

(U) 

Drafted By; 

Case ID #: 

bl 

Title: 

5C 
(S) 

2 78-HQ-C122 973 6-VIO 

••x 

?n& 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2007-731 

Synopsis: jX^ It is the opinion of the Office of the General 
Counsel (OGC) that no error was committed in this matter, and 
therefore nothing need be reported to the IOB. A record of this 
decision should be maintained in the investigation control file 
for review by the Counsel to the IOB. 

(U) 
(U) 

D e r i v e d t s o m : G-3 
D e c l a s s i f y On: XI 

R e f e r e n c e 
b l 

2 7 B - H O - H 2 a q 7 ^ - V T n « A * . V ( ±Z6Q 

b6 
b7C 01G/D0J REVIEW:J 

FBI INVESTIGATION. 
0IG/D0J INVESTIGATION: 

DATE: 06-05-2007 
CLASSIFIED BY 65179 DMH/KSR/JW 
REASON: 1.4 (C,D) 
DECLASSIFY Oil: 06-05-2032 

ALL INF0RHATI0N CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
TjJHERE SHOOT OTHERWISE 



(U) 

(S) 

(S) 

SECRET 

b2 
b7E 

To: | | From: Office of the. General Counsel 
Re: 278-HQ-C1229736-VIO, 3/07/07 

Details:(^ After PIG reported on a potential IOB as part of 
its NSL audit,! ' 
potential IOB. 

was advised to report this matter as a b7E 

w 
pursuant to II 
information]" 

U.S.C. § 2709 
LI sent an NSL] 

(2001), requesting suhffrrihpr 

_ ,, racner tnarl 
~] does not make it an "unauthorized col I get i nn Vw~^ 

cmra party" provider." This was not an error by 
any kind of over collection byj" 

~~~ ] was aTscTosea-pursuant to a duly 

or 

authorized NSL, in a CQUnt.firinrpl 1 inence investigation 
and as such does noTT 

uunyLiLULy an error reportable to the IOB,(or any error at all). 
f&\ OGC notes that no report of a potential IOB would have been 

bl 
b2 
b7E 
b7D 
b6 
b7C 
b4 

bl 
b7D 
b4 

SECRET 



SEC^EI 

required absent its extraordinary mandate. OGC commends 
for its assistance in this matter. A record of this decision 
should be maintained in the control file for future review by the 
Counsel to the IOB. 

b2 
b7E 

SECRET 



SEOREI 

Set Lead 1: (Info) 

(U) Read and clear. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

(U) Read and clear. 

Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) Read and clear. 

1-Ms. Thomas 
1 
1 
1-lUB Library 

• • 

b2 
b7E 

b6 
b7C 

SECRET 

4 



I-"0-962 (Rev 03-21-2005) 
£L 

SECRET 

au OF FEDERAL BUREAU OF INVESTIGATION b2' 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

07 
Date: 02/23/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

b2 
b7E 
b6 
b7C 

Contact: SSA 

Approved By 

Drafted By: 

(U) Case ID # : ^ 278-HQ-C1229736-VIO - y ? / $ | 

Title: (U) SA 
SSA 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

!U) Synopsis: ] ^ To report possible IOB error. 

Derived /From : G-3 
D e c l a ^ r s ^ y On: XI 

b l 
b6 
b7C 

D e t a i l s : 

(S) 1 . 

(S) 2 . 

(U) 

(U) 

••Wj 3 . P o s s i b l e IOB E r r o r : 

b l ( S ) 

(ft) 4. D e s c r i p t i o n of IOB Er ro r ( i n c l u d i n g any r e p o r t i n g d e l a y s ) . 

•••ft( Qn_QZZ21/2 007 , 
of a poTeTTTTaT 

b2 (U! 
b7E — — — 
b6 a u d i t by t h e Of f i e ' e o f " I n s p e c t o r G e n e r a l "TffTftTT" 
b 7 C ~ " ~— 

CDC 
IOB 

adv ised SSA 
v i o l a t i o n i d e n t i f i e d dur ing an 

b l 
bo 
b7C 

(S) f 

Sb l 
b7D a s i s s u e a 
b4 

b6 
b7C LJ&> 

Ax nn ^U^jU^jo^ 

a National Security Letter (NSL) 
Requesting financial records pertaining to 

ATE: 06-05-/2007 ' 

S E C R E T 

DATE: 
CLASSIFIED BY 65179 DHH/KSR/JW 
REASON: 1 . 4 (C) 
DECLASSIFY OH: 06-05-2032 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



cu> 

< S > 

SE0RE3 

To; 
Re: 

Inspection From: 
^ ) 278-HQ-C1229736-VIO, 02/23/2007 

b2 
b7E 

]—niLflUUyri financial fecoras were requested, the NSL was issued 

bl 

under authority of Executive Order 12333, dated 12/04/1981, and 
pursuant to Title 18, U.S.C. Section 2709 (as amended, 10/26/2001). 
The NSL certified that the FBI complied with all applicable provisions 
of the Right to Financial Privacy Act (RFPA) in accordance with Title 
12, U.S.C. Section 3403(b). 

I«I (X) Further, a review of the initiating EC dated 
\ 3 I showed-- a request for an Electronic Communications Priva'cv""A"ct (k!<JPA) 

NSL be approved andauthorized f 

ci btanju m i mandatory departing purposes that the accompanying NSL 
sought financial documentation records 

The 
bl 
b7D 
b4 

(U) At the time of the above, 
was the case agent and SSAT 
investigation was closed 

SA 
WaS Che supervisor. This b6 

b7C 

< u > f ^ f It should be noted that a previous potential IOB violation 
reported on this investigation, 278-HQ-C1229736-VIO, Serial 584,-, was 
determined by the Office of General Counsel (OGC) as non-report^ble, 
278-HQ-C1229736-VIO, Serial 780. " 

^m<>4 

SECRET 
2 ^ 



'u' To: Inspection From: 

SECRET 

Jb-VlO, U2/23/2007 Re: (V) 278-HQ-C12297 

LEAD(s) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

•• 

b2 
b7E 

SECRET 



(Rev. 01-31-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b 7 E 
b 6 
b 7 C 

(U) 

(U) 

!U) 

(U) 

b 6 
b 7 C 

Precedence : 

To: 

ROUTINE Date: 03/14/2007 

Counterterrorism 

Inspection 

From: Office of General Counsel 
NSLB/CTLU I 
Contact: 

Attn: SAC 

CDC 

Attn: IT0S1, CONUS 2, 

Attn: IIS 

L 
Approved By: Thomas J u l i e W\JAJ\ / 

3 

D r a f t e d By: 

Case ID # : (M, 278-HO-C122 97^fi-VTrv 
(S) 

T i t l e : K> 

- 7 P f l n ^ - i . n r , \ 

INTELLIGENCE OVERSIGHT BOARD 
IOB MATTER 2 007-1 b 2 

DATE: 0 5 - 0 5 - 2 0 0 7 
CLASSIFIED BY 65179 MH/KSR/JW 
REASON: 1 .4 (C) 
DECLASSIFY OH: 06-05-2032 

bl 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

Synopsis: 0*\ I c ^s t*ie opinion of the Office of General 
Counsel (OGC) chat the above-referenced matter must be 
reported to the IOB and to the FBI's Office of Professional 
Responsibility (OPR). OGC will prepare and deliver the 
required correspondence to the IOB. Our analysis follows. 

<U> (X DerivfeeUPrpia--̂ ' G-3 
Decla^siry^Os^ 03/14/2032 

Reference:(^ 278-HQ-C1229736-VIO Serial 2181 

Details:ys j By electronic communication (EC) dated 
02/23/2007 and referenced above, thel |Division I 
reported to the OGC's National Security Law Branch (NSLB) and 
the Inspection Division this potential IOB matter. 

] 
b2 
b7E 

_LSJ_ 

OIG/DOJREVIEVl 
FBI INVESTIGATE 

icREI 

b l 
b 6 
b 7 C 
b 2 
b 7 E 

SECRET 

• » • ••«. >w i m n i IVIlt I f , , 

O I G / D O J I N V E S T I G A T W ^ 

•^DATE; ' A - ! 7 Q 7 



<U) JC^E* SECfiET 

To: 
Re 

From: Office of General Counsel 

b2 
b7E 

T ^ 278-HQ-C1229736-VIO, 03/14/2007 

(S) M ar>TTrnT/g»r} i Q o n a n ^ Q 

The 
Electronic U6mmuni cat ions 

of "an An EC dated 
ECPA National Security Letter(NSL 
acronym ECPA was in reference to the 

'S) Privacy Act. The EC enclosed an National Semrihv T.PH-^T-

b4 
b7D 

(S) 
• < * 

On 

(S) 

v-y -- , , the NSL directed 
provide "all financial records" pertaining to the subject, 
first paragraph of the letter cited for authority Executive 
Order 12333 and, incorrectly. Title 18, U.S.C. Section 2709 
(the ECPA). The second paragraph of the letter correctly 
referenced the Right to Financial Privacy Act, 12 U.S.C. 
Section 3414(a)(5)(A) and certified that the records were 
relevant to an authorized investigation. Further, the third 
paragraph certified that the FBI had complied with Title 12 
Section 3403(b) of the RFPA. 

to 
The b4 

b7D 

receive 2f 
( X On 08/29/2004, the results from th« NffT. ŵ r-» 

b4 
b7D 

(S) 

(U) X} 0 n 02/21/2007, the 
of the potential violation, 

CDC advised SSA 
wmcn had first been 

identified in the course of an audit by the Office of 
Inspector General (OIG). 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversiqht 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board '(IOB) 
and established the Board as a standing committee of the 
President's Foreign Intelligence Advisory Board. Among its 
responsibilities, the IOB has been given authority to review 
the FBI's practices and procedures relating to foreign 
intelligence and foreign counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates 
that Inspectors General and General Counsel of the 

bl 

b2 
b7E 
b6 
b7C 

SEfc^ET 



To: 
Re: 

SECRET 

From: Office of General Counsel 
"^1 2TB,-HQ-C1229736-VIO, 03/14/2007 

Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division (INSD), and the General Counsel, 
Office of the General Counsel (OGC), respectively) report to 
the IOB intelligence activities that they have reason to 
believe may be unlawful or contrary to Executive Order or 
Presidential Directive. This language has been interpreted to 
mandate the reporting of any violation of a provision of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG), 
effective 10/31/2003, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed to ensure the 
protection of individual rights. Violations of provisions 
that merely are administrative in nature and not deemed to 
have been designed to ensure the protection of individual 
rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records 
of such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

* ' ~ £ g f NSLs are a specific type of investigative tool 
that allows the FBI to obtain certain limited types of 
information without court intervention: (1) telephone and 
email communication records from telephone companies and 
internet service providers (Electronic Communications Privacy 
Act, 18 U.S.C. § 2709; (2) records of financial institutions 
(which is very broadly defined) (Right to Financial Privacy 
Act, 12 U.S.C. § 3414(a)(5)(A)),- (3) a list of financial 
institutions and consumer identifying information from a credit 
reporting company (Fair Credit Reporting Act, 15 U.S.C.§§ 
1681u(a) and (b)); and (4) full credit report in an 
international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v). NSLs may be issued in conformity witb 
stritiifnrv rarniirements, including 18 U.S.C. § 2709. 

U ) In this instance, the EC did not cite proper 
legal authority for issuing the NSL. The EC referenced the 
Electronic Communications Privacy Act, 18 U.S.C. § 2709, which 
would provide the authority for a request for telephone and 
email communication records from telephone companies and 
internet service providers, rather than the Right to Financial 
Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)) which would provide the 

SECRET 



<u> T o : 
Re: yr From: 

SECRET 

Office of General Counsel 

b2 
b7E 

278-HQ-C1229736-VIO, 0 3 / 1 4 / 2 0 0 7 

(5) 3 authority to request financial information 
In addition to citing the incorrect authority ill rne KC" Hie" 
EC did not explain why the investigation justified obtaining 
the financial records. We note that the facts disclosed in 
the investigation file wonlrl Ty*-""*3 supported issuance of the 
NSL under RFPA 
articulated in 

b7D 
b4 

the EL'. 
However, these facts were not 

(S) c 
r o r oi-on/-.o <-h* 

0?Q In addition, the NSL 
the SAC did not fully and_£Oxrjec_Ll 
obtain financial records 

^ Again, the laum ui rne investigation would 

signed by 

have supported issuing the NSL imd^r t-hp 1prr=>i an<-v.̂ v-; t-y to 
„v,J.̂ _̂ *„• ,„i a_ ..̂ ĵ »_ r>ĉ 7vl [however, obtain financial records under RFPA 
the NSL did not correctly articulate the authority 

b4 
b7D 
b2 
bl 

(U) (V) in conclusion, the EC and NSL were not issued in 
full compliancce with the requirements of the Right to 
Financial Privacy Act. Accordingly, these errors must be 
reported to the IOB. 

(U) In accordance with reporting requirements of 
Section 2.4 of EO 12863, OGC will prepare a cover letter and a 
memorandum to report this matter to the IOB. 

SECRET 



b2 (U) To: 
b7E Re: 

SECRET 

From: Office of General Counsel 
^ 5 278-HQ-C1229736-VIO, 03/14/2007 

b2 
b7E 

LEAD(s): 

Set Lead 1: (Action) 

(U) Provide training and review procedures 
for requesting and issuing National Security Letters. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For review and action deemed 
appropriate. 

cc: 
b6 
b7C 

Ms. Thomas 

iua iiiorary 

•• 

SECRET 

5 



ID-%2 (Rev 03-21-2005) 

ECk^1 SECk^T//20320307 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 03/07/2007 

From: 

b2 
b7E 
b6 
b7C 

Contact: 

Approved By-

Drafted By: 

(U) 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7975 

b 2 

C a s e * D * : J&t 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O - . ^ - ^ ^ 

T i t l e : 

(U) 

(U) SA 
ssJ 
IN*] I'KLLlCJE^CE OVERSIGHT BOARD (IOB) ERROR 

S y n o p s i s : ( & To r e p o r t p o s s i b l e IOB e r r o r . 

(U) ip\ D e r i v e d From"~7 EBJLG3^seGr7"jan. 1997 Derived From 
Declassify On 

D e t a i l s : 

^ b l 1 " 
b6 

/ v b 7 C 

( S ) b 7 A • 

(U) 

(U) 

<V) 3 . P o s s i b l e IOB E r r o r : 

bi (S) 

X Description of IOB Error (including any reporting delays) 

(S) 
bl 
b7D 

(S) Improper NSL collection due to an error of t-h» 

( S ) 
IMUU j j e i u i e . r n e JMtJL re ' s 2 

J i n c l u d e d I 
e A y i ^ s i y p r o h i b i t e d i n tfle NSL p r o v x d e d r 

• e c i p i e n t , 

MUQ-nad never dealt with an 
information fnrt 3 

^>c /JAJLLULC ̂ i}J/1 J ' - J l 
Cn 

bb 
b7C 

DATE: 06-05-2007 
CLASSIFIED BY 65179 DMH/KSR/JW 
REASON: 1.4 (C) 
DECLASSIFY OH: 0 6 - 0 5 - 2 0 3 2 

SEC&ET//20320307 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 



E&R] SEORET//203203 07 

To: Inspection From: 

R e : M ) 278-HQ-C1229736-VIO, 03/07/2007 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

•• 

SE!K|lET//20320307 



(Rev. 01-31-2003) 

SECRVT 

FEDERAL B U R E A U O F INVEST IGATION 

P r e c e d e n c e : ROUTINE D a t e : 0 3 / 1 8 / 2 0 0 7 

T o : U A t t n : SS 
SA 

b2 
b7E 
b6 
b7C 

t 
Inspection 

Counterterrorism 
(S) 

(UJ 

b2 
b7E 

bl 
b7A 
b6 
b7C 

Attn: IIS, Room 11861 

Attn: ITOS II, 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 / 
Contact: AGCf" 

Approved By: Thomas .Tnl IP 

D r a f t e d By; kl3<^ 
C a s e I D t i ( S 3 9 7 B - W Q r - n o m - > r T T T ^ f n 

(S) b l 
b7A 

b 2 

W f i t l e : (V) -lU/H.i.i.iukNi'H nuUPftTrewT Rnapn MaTTBi? 
2007{_| 

(U) Synopsis: 1^ It is the opinion of the Office of the General 
Counsel (OGC) that this matter does not merit reporting to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel 
to the IOB. 

(U) Deriv^d^rom : G-l 
Declaaer^y On: XI 

bl Reference: 
b7A (U) ^;H-HU-C"lJj2y736-VIO Serial 2232 

J bl 

Details: (U) The referenced electronic communication ("EC") 
fromj |in file 278-HQ-C1229736, dated 03/07/2007, requested 
that UGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. In our opinion, it 
does not. Our analysis follows. 

(S I 

sEspr 
b6 
b7C 

0!G/D0JREVOfc 
FBI INVESTIGATE 
OIG/DOJINVESTIGSTK" 



b2 
b7E To 

Re 
C 

3Ê SR 

27S-HQ-
From: 

C1229736 

SESTET 

Office of the General Counsel 
-VIO, 03/18/2007 

cs> 

bl 
b7A 

(S)b i 
b7D 
b7A 

(S) 

M ) ACS also reflects that, on 01/31/07, a National 
Security Letter ("NSL") seeking olpr-j-r-nn; ̂  mmnnimVafinn 
transactional j-fn^rrta f 

expi rz 
letter 

[UeSted e l e c t r o n i c communication t r a n s a c t i o n a l r e c o r d s bu 
e x p r e s s l y s t a t e d that- anrb T-^p-r-Hg ^-JH nni-—inr-lnrlnl — .cord; 

(SJ 
bl 

—-i ()B3 Shortly thereafter, 
I prov.i ded the records but include' 

Immediately upon di [ l b ^ j u v e i i i i q the I |. Immediately upon dib\juvmiliu tne error, 
'udst! agent sequestered the material and notifiedj | which 

•«b7D subsequently provideda"clean" copy of the records. The agent 
\L>b7A never uploaded any information from the first set of documents to 

ACS or a"Y of l-VlQ PnT-oan > s computer systems. The only record 
(5) remaining] | overproduction of documents is the initial CD-

ROM, which is now sequestered within a safe. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with E.O. 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. 

(S) 
resulted in the 

bl 
b7D 

(X) Here, an error onthe part 
unintentional acquisition of information outside the scope of the 
NSL. This matter thus constitutes a third-party error in 

SEtSJ^ET 



b2 
b7E 

rc^r SECRET 

From: Office of the General Counsel T o : ^ — — — 
Re: 278-HQ-C1229736-VIO, 03/18/2007 

responding to the NSL and is therefore not reportable to the 
IOB.1 

$Sj) Further, for the sake of completeness, it should be 
.„, noted that, i mmerii ately upon learning that | |had provided an 
\̂ ' overbroad response, the| | Field Office took steps to ensure 

that the information was not disseminated and requested legal 
guidance. Examination of the record reveals no evidence of 
unlawful actions by the FBI or actions contrary to Executive 

,̂7E Order or Presidential Directive. Accordingly, we opine that this 
incident is not reportable to the IOB. 

bl 
b7D 
b2 

X) By this EC, we request that the 
Office germp.qt-pT- ar>H destroy any remaining record or| | 

Field 

b~ j giving rise to this inquiry. Inspection is 
'—neitijjy requestea to maintain a copy of this record in the event 

that it is requested by the Counsel to the IOB. 

1 On 03/28/2006, NSLB sent a letter to the Counsel for 
the IOB requesting their concurrence to treat these third party 
errors as non-reportable, though we will require the field to 
continue to report any improper collection under an NSL as a 
potential IOB matter. By letter dated 11/13/2006, the Counsel to 
the IOB agreed that third party errors in the collection of 
information pursuant to an NSL must be reported to OGC, but are 
not reportable to the IOB. 

SECRET 

3 



b2 
b7E 

To: 
Re: 

SECRET 

From: Office of the General Counsel 
2/b-H0-"C1229736-VIO, 03/18/2007 

b2 
b7E 

LEAD(s) : 

Set Lead 1: (Action) 

(U) 
information erroneously provided by ASU. 

is requested to destroy the sequestered 

Set Lead 2: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) For information. 

C C : M s , Thnmac, 

b6 
b7C 

• • 

L 1 
IOB Library 

SECRET 

4 



(Rev. 01-31-2003) 

SECRET 

FEDERAL BUREAU OF INVESTICATION 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Datei 

7t 
02/22/2007 

Attn: 
Attn: 

IIS, Room 11861 
NSLB, Room 7 975 
SSA 

From: 

b2 
b7E 
b6 
b7C 

Contact: 

Approved By: 

b2 
b7E 

Drafted By: 

(UJ CaseID#: 2 78-HO-C122 9736-VIO 
27£ 136372 (Pending) 

(Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

bl 
bo 
b7C 
b2 
b7E 

ID)-
b6 
b7C (Uj 

Synopsis: 

(U) 

Details: 

(S) 

(U) To report possible IOB error. 

n Derive^ 
Declas 

am : G-3 
On: XI 

Case Agent: SFO 
Supervisor: SSA 

M) 2 

Cp{ 3. Possible IOB Error: Receiving telephone records 
outside the dates requested in the National Security 
Letter. J 

( S ) R 
b l 

b6 
b7C 

HIT 
SECRET 

*%Z£^lr «*«l*i«U 

DATE: 06-05-2007 
CLASSIFIED BY 65179 DMH/KSR/JW 
REASON: 1.4 (C) 
DECLASSIFY OH: 06-05-2032 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 



(U) T o : 
R e : 

3EC&I SECRET 

I n s p e c t i o n 
(^ 278-HQ 

From: 
-C12297I 5-VlO, u2y22/2007 

b2 
b7E 

(U) 

(S) 

b l 
b7D 
b6 
b 7 C 11 
b2 
b7E 
b4 

[ 

b7D 
b6 
b7C 
b2 
b7E 

b7D 

I M • 

b2 
b7E 
b6 
b7C 
b7D 
b4 

J&} 5 . D e s c r i p t i o n of p o s s i b l e IOB E r r o r ( i n c l u d i n g any-
r e p o r t i n g d e l a y s ) . 

m 
investigation, 
requesting 
a a g n r i a f p r l 

upon opening the above noted 
ISSUed ^ Matinnal Spnnrifv f,flft-ar. (NSL ) 

I AUJ. ueiiuub' 

: 

| and[ 

£ | ftftPur^i^t t-r. frheMST,f I — ~«- I 

UJJU 

range ges7J_ 

As noted 
Iry^utiyrea teiepnone records for two sets of date 

upon receipt of the telephone records checked to 
make sure the telephone number and the name of the subscriber 
matched f.he name and telephone number requested. Additionally, 

checked to make sure the telephone date ranges requested 
were "included". 

(U) During a 2006 review of NSL's by NSLB was 
notified that information not requested by the NSL noted above 
had been received. A review of the NSL related to this matter 
revealed records requested for the first set of dates [ 

g 
i duuibyaiM that date range weref 

L R e c o r d s a p t - l i a l l i f r o p o n r a a j * 

[The possible IOB violation would be the records 
received "prior to and after" the requested date range. These. 

through and includingl J - -
^at-oc; T.rQT-p -j Hnnt ifi r>rl—-in I 

Linuuyii and i n c l u d i n g J 

dates were 
actually reieiuHu ,-iu 

U) Telephone y^r-Ha T-g>rmoot-â  for the second set of 
(date Of Nfil.) . Re<-o-rHg 

Jiyyyilig this date range were 
[The possible IOB violation would be the 

telephone records received "prior to" the requested d̂ t-a t-^-n 
These dates were identified as 3 

.fc> was interviewed during the_N£L_E£2z±£w—by 

y Wdti d pus's 

ew b̂  

TUTe 

NSLB regarding the excessinformationreceived 
There was no notification at that time that thrs wcia a possicie s 
IOB violation. | | was notified by CDC on November 21, 200;% 
that this was a possime IOB violation. ' 

ECRfc^ SECR 
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(U) 

SECRET 

To : 
Re : 

I n s p e c t i o n Prom: 
t^J 278-HQ-C1229 ' 

b2 
b7E 

J b - V I O , 0 2 / 2 2 / 2 0 0 7 

b6 
b7C 
b2 
b7E 

(U) Upon notification by CDC of the possible 
violation, [retrieved the above noted file from closed 
files and manually removed the telephone records suspected of 
being possible IOB violations. The remove rPrnrHc w e re 
subsequently sequestered with the I bivision CDC 
pending results of the IOB inquiry. Additionally,| | 
• lwas notified and initiated the process of removing 
the noted records from ACS. 

SEteMT 



SECRET 

(U) To: Inspection From: | ___ 
Re: •••-•..$&) 278-HQ-C1229736-VIO, 02/22/2007 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

•• 
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(Rev. 01-31 -2003) 

SECRET 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

b2 
b7E 
b6 
b7C 

(U) 

(U) 

(U) 

(U) 

IS) 

Precedence: ROUTINE 

To: 

Counterterrorism 

Inspection 

From: General Counsel 
National Security Law Rr/nrh /PTT.TT TT/T.V -H 

Contact 
rAnrt 

Approved By: Thomas J u l i e FWflJAS 

Drafted By: 
^ 5 H<> 

C a s e I D # : $ ^;y-HU-L'12^736-VIO J (pending) 

T i t l e : 
b2 I n t e l l i g e n c e Over s igh t Board 

(IOB) Mat t e r 2007f~"^ ' 

Attn: 

Attn: 

Attn: 

Date : 3 / 1 2 / 2 0 0 7 

SAC 
ASAC 
CDC 

SS£ 
SA 

ITOS I , CONUS I V 

1—mil n u u j — 
I I 

I 1 

Synopsis: (V) I t i s t h e op in ion of t h e Of f i ce of t h e General 
Counsel t h a t t h e above r e f e r e n c e d m a t t e r need no t be r e p o r t e d t o 
t h e I n t e l l i g e n c e O v e r s i g h t Board (IOB). Our a n a l y s i s f o l l o w s . 

/ N DeclassifyJDnrWOZ/2032 

278-HQ-C1229736-VIO s e r i a l 2211 
27RJ l n ^ 7 ? i 

b2-J) 
b7E 

Reference: ($A 
b2 ' ^ 
b7E 
b l 

Administrative: (U) This communication c o n t a i n s one or more 
f o o t n o t e s . To r e a d t h e f o o t n o t e s , download and p r i n t t h e 
document i n Core l WordPerfec t . 

"Details: (V) By e l e c t r o n i c mmmmirat . inn (V.C) d a t e d 02/22/2J)O7_ 
(278-HQ-C1229736 S e r i a l 2211),J F i e l d Of f i ce 

S* DATE: 05-05-2007 
CLASSIFIED BY 65179 DMH/KSR/JW 
REASON: 1.4 (G) 
DECLA3SIiX_aiiL_Q£-05-2032 

RET 

0IG/D0JREV! 
FBI INVEST1GAV _ ..._^ 

0IG/D0J INVESTIGATION: 
!Ai—^—r fiK 

DATE^Y ^ o ? 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

b6 
b7C 

•7* 
/ 



(U) 
To: 
Re: 

SECRET 

G e n e r a l Counse l From 
t) 2V8-HQ-ci229736-VIO, 0 3 / 1 2 / 2 0 0 7 

b2 
b7E 

b l 
b7D 
b6 
b7C 
b2 
b7E 
b4 

r e p o r t e d t o t h e O f f i c e of t h e G e n e r a l C o u n s e l (OGC) 
t n i s p o t e n t i a l IOB m a t t e r . 

(S) 

I 

records! 

la National Security Letter 
Jwhich requested f 

fNST.) w^g i ̂ iiorl 

p m i u u i j | 
]" In r e s p o n s e t o th<=> N.qT,.~T I 

3 
- » ^ ^ i " P 

The records 

I exceeded 
ime that 

^_ J | provided 
the scope of the NSL. The agent did not realizy dL Ulfci 
the information was received that the additional information 
constituted a potential IOB violation. However, when the case 
agent was informed by the CDC on November 21, 2006 that there was 
a problem with the additional information, the case agent 
immediately retrieved the excess information from the closed case 
file and sequestered the information with the CDC. In addition, 
the excess records were removed from the Automated Case Support 
system. 

1 

(S) £s$ Inthiscase, anerroron thepart 
resulted in the unintentional acquisition of informal-i nn 
learning that there was information received | 
exceeded the scope oftheNSL, the case agent responded 

Upon 
that 

k4 
b7D /c\ immediately byremoving and sequestering the information with the 

(5) "CDC pending disposition of the matter. 

(U) ()3g Based upon our analysis, the carrier's mistake is 
not reportable to the IOB as the FBI has not acted unlawfully or 
contrary to Executive Order or Presidential Directive. Pursuant 
to the Revised Procedures for the Submission of Reports of 
Potential Intelligence Oversight Board (IOB) Matters, Reports of 
potential IOB matters determined by OGC not to require 
notification to the IOB will be retained by INSD for three years 
for possible review by the Counsel to the IOB, together with a 
copy of the opinion concerning the basis for the determination 
that IOB notification was not required.1 Accordingly, OGC will 

1 By letter dated 11/13/2006, the Counsel to the IOB agreed 
that third party errors in the collection of information pursuant 
to an NSL must be reported to OGC, but are net reportable to the 
IOB. 

SECRET 



To: 
Re: 

^CR CRET b2 
b7E 

From: General Counsel 
$% 278-HQ-C1229736-VIO, 03/12/2007 

request that the Inspection Division retain a record of the 
report of a potential IOB matter for three years, together with a 
copy of this opinion for possible review by the Counsel to the 
IOB. 

SECRET 
3 \ 



To: 
Re: 

&6CRET 

From: General Counsel 
2/B-H0-C1229736-VIO, 03/12/2007 

LEAD(s) : 

S e t Lead 1 (Act ion) 

(U) The field should contact the carrier and ask 
whether the improperly or unintentionally acquired information 
should be returned or destroyed, with appropriate documentation 
to the file. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) As provided in the Revised Procedures for the 
Submission of Reports of Potential Intelligence Oversight Board 
(IOB) Matters, retain a record of the report of a potential IOB 
matter for three years for possible review by the Counsel to the 
IOB, together with a copy of the OGC opinion concerning the basi 
for the determination that IOB notification is not required. 

•• 

SECRET 



(Rev. 01-31-2003) 

Precedence 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

02/28/2007 ROUTINE 

To: Inspection 
General Cnnnspl 

From: 
b2 
b7E 
b6 
b7C 

Attn 
Attn 
Attn 

Date: 

IIS, Room 11861 
NSLB, Room 7975 ' 
CDC/Legal Unit 

(U) 

(U) 

Contact: 

Approved By: 

Drafted By: 

Case 

Title 

™ # : & ^78^0-01229736-710 (Pending) - s a ^ 

b7A 

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

W Synopsis: (£) To report a potential IOB matter 

(U) Derived^From : G-3 
DeclajgSjfrfy On: XI 

bl 
b6 
b7C 
b2 
b7E 
b7A 

\5)\ 

(UJ 

approva 
> s set rortn above,1 With appropriate extensions anrt 
Is obtained by FBIHQ, CounterteSroriSm division 

bl 
b6 
b7C 
b7A 

b7C 

(S) 

Case Agent: SA 
Supervisor: SSA 

ff 
b6 GRS 
b7C ^ ^ ^ 

A JAAXJUX' J^Mj4jz4icr) 
kkj^i^x SECRET 

DATE: 06-05-2007 
CLASSIFIED BY SS179 DHH/KSF./JW 
PEASON: 1.4 (C) 
DECLASSIFY OH: 0S-0S-2032 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 



(U) 
To: Inspection From: 
Re: >S0 278-HQ-C12297 

SCfeST 

1 
b2 
b7E 

b-VlO, 02/28/2007 

(U) V 
(̂) 4. No Foreign Intelligence Surveillance Act 

(FISA) request has been submitted to the Office of 
Intelligence Policy and Review, Department of Justice (OIPR) 

(U) A) 5. Description of IOB Error (including any 
reporting delays): 

bl 
b7A 
b7D 
b6 
b7C 

bl 
b7A 
b6 
b7C 

bl 
b7A 
b7D 
b6 
b7C 

bl 
b7A 
b6 
b7C 

(S) 1 1 

(S) 

(S) 

RET 



(U) 
To: 
Re: 

I n s p e c t i o n From: 
M) 278-HQ-C12297J6-VTO, 02/28/2007 

b2 
b7E 

(S) 
b l 
b7D 
b2 
b7E 
b7A 
b4 

b l 
b7D 
b6 
b7C 
b2 
b7E 
b7A 
b4 

b l 
b7D 
b6 
b7C 
b2 
b7E 
b7A 
b4 

recordsT 

I a N a t i o n a l S e c u r i t y L e t t e r (NSL) w^g n^oTTZT 
requesting V X 

Jprovided Q 
Division with records for their response to thisTTSL-: 

P 
[ 

Iresponse to fl reviewed! , - • -SL and discovered that 
1 provided records that wprP nTOr.<nr.i,n,<.M «-~ 4-u-

request of the NSL. [ I 

providedf 

75HI 

(S) 
Division Counsel | 

that were not requested by 

contacted[ 
over-inclusive response 
be made to appropriate 
issues 

liaison td 
fA I linformed Associate 
of this matter. SA| Hthen 

-, Ito report the 
. so that contact could 

[ 
i4 -„ , - to inform them of these 

All documents mcxuaea in the response [~ 
]will be locked in a safe maintained by SSA 

until appropriate resolution of the matter is determined 

SESRE!] 

3 



,nj T o : I n s p e c t i o n From 

IcfeiET SECRET b2 
b7E 

R e : J ^ j 278-HQ-C1229736-VIO, 0 2 / 2 8 / 2 0 0 7 

LEAD(s) : 

S e t Lead 1 : ( A c t i o n ) 

INSPECTION 

AT WASHINGTON. DC 

(U) For whatever action is deemed appropriate, 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For whatever action is deemed appropriate. 

•• 

SEC 
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ID-%2 (Rev. 03-21-2005) 

SECRET b2 

FEDERAL BUREAU OF INVESTIGATION 7 

Precedence: ROUTINE 

To: inspection 

General Counsel 

Date: 02/28/2007 

Attn: Internal Investigations 
Section, Room 11861 

Attn: National Security Law Branch 
(NSLB), Room 7975 

b2 
b7E 
b6 
b7C 

From: 

Approved 

(UJ 
Drafted By: 

DATE: 06-05-2007 
CLASSIFIED BY 65179 DMH/KSR/Jl 
REASON: 1.4 (C) 
DECLASSIFY OH: 06-05-2032 

C a s e I D # : 'fa ona--un_m o-,r>T7!l- , , - r^ - 1-1h&^\ ALL INFORMATION CONTAINED 

b l 

w ) Ti t l e 

HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

(U) 

(U) 

(U) REPORT OF A POTENTIAL 
IOB MATTER (PIOB) 

Synopsis:(j^) Response to telephonic and e-mail mandate by NSLB of 
02/20/2007 to report as a potential IOB matter, a National Security 
Letter (NSL) believed by the Office of the Inspector General (OIG), 
Department of Justice, to be an IOB matter. 

<x> Derived From 
Declassify 0; 

Details: 

D#>i I. 
b6 
b7C 
(S) 

(S) 

ine case special Agent (SA) at the time of 
Liie issuance UJ_ the questioned NSL and receipt of the 
response to the NSL was S^ | The 
Supervisory Special Agent1 (SSA), for the investigation was 
former SSA| ' 

bl 
b6 
b7C 

b6 
b7C 

C&s 

3.- No IOB error occurred'. This report is purely perfunctory: 

JtdLi 

v V *V_. 



(U> 

TO: 
Re: 

Inspection From: 
0 278-HQ-C1229736-VIO, X' 

SECRET b2 
b7E 

02/28/2007 

b2 
b7E 
b l 
b7D 
b6 
b7C 

4 . (S) , , _ ,_ • • i i was advised 02/20/2007 that OTH h 
brought to the attention of NSLB a NSL. found I 
.which OIG believed was an IOB matter.| 

I al-tar-h^H i a a nnm> ^ f z, \TOT I 

ad. 

b l 
b6 
b7C 

b l 
b6 
b7C 

b l 
b7D 
b6 
b7C 
b4 

I I n a c c o r d a n r p w-it-h ^ ' J . g . * * 
the NSL contained the required relevancy 
H S T . a*- 1 ̂  -,,-,,-3 . j. n__ . . . •« 

J 
ibyiu(a; uooi) 
certification, (NSL, at 1) • and wag 
Charge at the time, 

(S) 

^«ly executed by a Special 
, (NSL at 2) . 

] 
_r 

Agent i n 

Zl 

i S ) T h e a forement ioned m i M i - ^ r ^ M S L [ 
Ireoruestedl r1 l 1 

I "response to the ^ZE^iled^j^^ j n n h m m n ^ T S r i e c g S t S * ^ 

"SESTET" 



(H) *? SECRET 

T o : 
R e : 

I n s p e c t i o n From: | 
(£} 278-HQ-C1229736-VIO, 0 2 / 2 8 / 2 0 0 7 

b2 
b7E 

(S) 
b l 
b7D 
b6 
b7C 
b2 
b7E 
b4 

b l 
b7D 
b6 
b7C 
b2 
b7E 
b4 

i n f o r m a t i o n [ 
(S) No u s e a p p e a r s t o h a v e h e ^ pi*He <-»f a r " ^ f «-v"* 

^ ^ 1 3 
L 

3 Keview ot tne m e disclosed 
no requests tor information submitted unHsr the p-inht- tr. p-irv-ancial 
Privar»v Act tn anvl ^ 1 " Privacy Act to anvf 

(U) No policy prior to the General Counsel EC captioned 
"REVISED FRCCEDURES FOR THE SUBMISSION OF REPORTS OF POTENTIAL 
INTELLIGENCE OVERSIGHT BOARD MATTERS," dated 11/16/2006, characterized 
as a PIOB matter, a provision of information beyond the scope of an 
NSL resulting in the unintentional acquisition of data. (See 
Inspection EC to All Divisions, captioned, "INTELLIGENCE OVERSIGHT 
BOARD," dated 12/24/2002; Director's EC to All Divisions captioned 
"REVISED PROCEDURES FOR THE SUBMISSION OF REPORTS OF POTENTIAL 
INTELLIGENCE OVERSIGHT BOARD MATTERS," dated 03/08/2004; Inspection EC 
to All Divisions, captioned, "REVISED PROCEDURES FOR THE SUBMISSION OF 
REPORTS OF POTENTIAL INTELLIGENCE OVERSIGHT BOARD (IOB) MATTERS," 
dated 02/10/2005. Inasmuch as the EC of 11/16/2006 was not the 
controlling authority at the time the results of the questioned were 
received and as no use was made of those results, no PIOB violation 
occurred. 

bl 
b7D 
b6 
b7C 
b5 

3-ifcJdliy, t n e i n r o r m a t i o n sought 
] was f o r t h e conduct of an in the questioned request] 

authorized investigation to protect against international terrorism or 
clandestine intelligence activities. Further, the investigation was 
not conducted solely on the basis of activities protected by the first 
amendment to the Constitution of the United States. 

SECRET 



SECRET 

b7E ] To: Inspection From: 
Re: Wi 278-HQ-C1229736-VIO, 02/28/2007 

(U) General Counsel EC captioned "REVISED PROCEDURES 
FOR THE SUBMISSION OF REPORTS OF POTENTIAL INTELLIGENCE OVERSIGHT 
BOARD MATTERS," dated 11/16/2006 observes that: 

Section 2.4 of Executive Order 12863 mandates 
that Inspectors General and General Counsel of the 
Intelligence Community components ... report to the IOB 
intelligence activities that they have reason to 
believe may be unlawful or contrary to Executive Order 
or Presidential Directive. This language has been 
interpreted to mandate the reporting of any violation 
of a provision of The Attorney General's Guidelines for 
FBI National Security Investigations and Foreign 
Intelligence Collection (NSIG), effective 10/31/2003, 
or other guidelines or regulations approved by the 
Attorney General in accordance with EO 12333, dated 
12/04/1981, if such provision was designed to ensure 
the protection of individual rights. Violations of 
provisions that merely are administrative in nature and 
not deemed to have been designed to ensure the 
protection of individual rights are generally not 
reported to the IOB.1 

(GC EC at 2.) The instant case involves no violation of any Executive 
Order, Presidential Directive, guideline, ethics rules or any other 
rule, regulation, order, or policy. 

1 (U) This interpretation of the reporting requirements 
was furnished to the FBI by the PIOB during a meeting on 
06/18/1982. William H. Webster, then Director of the FBI, 
concurred with this interpretation and confirmed the immediate 
implementation of reporting procedures in adherence to this 
interpretation in a letter, dated 07/14/1982, to Dr. W. Glenn 
Campbell, Chairman of the PIOB. This interpretation was 
confirmed by Mary C. Lawton, Counsel for Intelligence Policy, 
Office of Intelligence Policy and Review, Department of Justice, 
by letter dated 04/08/1983. 

iCRbr SECR 
4 



S^RET 

~T\ 
SECRET 

(U) 
To: Inspection From: 
Re: t^f 278-HQ-C1229' 

LEAD(s): 

36-VIO, 02/28/2007 

b2 
b7E 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

•• 

SECR 
5 
!RBT^ 



(Rev. 01-31-2003) 

b2 
b7E 
b6 
b7C 

(U) 

(U) 

bl 
b2 
b7E 

b2 
b7E 
b6 
b7C 

SECRET 

FEDERAL BUREAU O F INVESTIGATION b2 

Date: 02/21/2007 

To: 'Inspection Attn 

General Counsel Attn 

Precedence: ROUTINE 
on 

Internal Investigations 
Section, Room 3041 
National Security Law Branch 
Room 7947 

From: 

C o n t a c t : 

Approved By: 

D r a f t e d By: 

b7E 
b l 

278-HQ-C1229736-VIO ( P e n d i n g ) 
278-J l c i 3 6 3 7 2 rP^nH-inr,^ L 3 

(S) 

Title: (U) IOB MATTER 

Synopsis: (U) Report of a previously addressed IOB matter. 

X 
m * 

Deriv^d.From : 
Declassify On: 

G-3 
XI 

Reference: (U) 278-H0-C1229736 S^-rial 2570 
(S) 
(S) 
(S) 

AHnprH a«-i-a«--i ira 

FB 5 (U) This IOB matter was addressed during an 
|f aOOfi OTd and-it- Per 0,4/05/2006 6:31 AM 

email from OGC' s[ regarding NSL 
overcollection, in CaSeS where tne tai overcollects because of 
the provider, if the information that the provider gave the 
FBI beyond what was asked for (e.g., more telephone accounts 
of the same subscriber) is relevant to an authorized 
investigation, it will not have to be reported as an IOB. 

ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

a p 0 7 0 5 3 1 . w p d ^ / / S E <? 

DATE: 06-0-5-2007 
CLASSIFIED BY 65179 DMH/KSR/JW 
REASON: 1.4 (C) 
DECLASSIFY ON: 06-05-2032 

b 6 n 
b7C C!*!S _*/ £^ ° 4^/0 7 ' 



SECRET 

<U> TO: 
Re: 

Inspection 
•JKJ 278-HQ 

From: 
•C1229755-VIO, 02/2 172007 

b2 
b7E 

(S) 

Enclosure(s) 
Serial 2570, 
from OGC'sT"^ 

(U) For all recipients: 278-HQ-C1229736 
dated 11/16/2006: and 04/05/2006 6:31 AM email 

regarding overcollection. 

Details: (U) The purpose of this EC is to report a 
previously-cleared potential IOB mai-t-̂ -r invnlvi'nn ^ yen-. 
f pi QT-»Vir>Tig| toll records requested by SA|_ 

for 

as well as to satisfy the new-requirements set 
referenced serial 2570, dated 11/16/2006, regarding 

for submission of potential IOB 
forth by 
the revised procedures 
matters. 

(UJ 1. Identification of the substantive 
investigation in which the activity occurred, including the 
names of relevant personnel including the case agent and his 
supervii 
CaseID#i 
Case rent: Agent 
Supervisor 
Supervisor 

b'A | 
a t time 
during 

of a c t i v i t y i 2006 OIG a u d i t : 
ZL ( re t i red) 

b6 
b7C 

b6 
b7C 
b2 
b7E 

3 
o r 

(U) 
non-USPer: 

2. Identification 
Non-USPer 

of subject's status as USPer 

bl 
b6 
b7C 

(U) 3. Complete and thorough explanation of 
matter, including all relevant facts: 

(U) 3(a). Statement regarding when matter occurred 
(including, in instances of delayed reporting, aynlanat-inn fp-r-
delayed reporting) : Bpfprpp^oH ag>->--i ̂ i I 
and referenced serial| ._ ^ advised or results 
of initial NSL (referenced | \ | . Per 
OGC guidance at the time (referenced email dated 04/05/2006 at 
6:31 AM) .1 ~1 determined the NSL results, which contained a 
second associated telephone number, did not constitute an IOB 
violation, thus a potential IOB was not reported. 

(U) 3(b). Statement concerning controlling law, 
regulation or NSIG provision pertaining to the matter: Under 
authority of EO 1233 3, dated December 4, 1981, and pursuant to 
Title 18, U.S.C., §2709 (Section 201 of ECPA of 1986) (as 
amended), a communications carrier was directed to provide to 
the FBI the name, address, length of service, and local and 
long distance toll billing records associated with a telephone 
number. 

b2 
b7E 

SEC CRST 



SEtS^I *ET 

j s p e c t i o n From: I To: _ 
Re: --•)&) 278-HQ-C12297J6-VIO, 02/^21/2007 

b2 
b7E 

(U) 3 (c) . Complete statement of status of matter, 
including when it was initiated and whether it currently is 
opened or closed: During an OIG audit of FBJ I NSLs from| \ 
I I 2006, the results of the subject NSL were called inTo 
question by the IG as a potential IOB violation, since a 
second telephone number was identified by the communications 
carrier in their reply. The Case Agent was interviewed by the 
IG, during which it was agreed that the second telephone ^ 
number was associated with the subject telephone number. At 
the time, this was allowed (per referenced OGC email dated 
04/05/2006 at 6:31 AM), as it was a situation where the 
information provided by the communications carrier beyond what 
was asked for was relevant to an authorized investigation, and 
did not have to be reported as an IOB. considers this 
matter closed. • ' 

SEC 
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SECR: IMN; 

(U) To: I n s p e c t i o n From: 
Re: \jfi 278-HQ-C12297! 3 6-ViO, 0'2/ /2l/2007 b7E 

LEAD(s): 

Set Lead 1: (Info) 

INSPECTION 

AT I I S , DC 

(U) For information. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT NSLB. DC 

(U) For information. 

CCs 1 - CDC] 
i - SA[_ 
1 - SSA ± b6 

b7C 

•• 



IfFBI) 
7 4:14 PM 
(FBI) 

b6 
"b7C 
b2 
b7E 

SENSITfVE BUT UNCLASSIFIED 
NON-REefoRD ALL IHFORHATTON CONTAINED 

.HEREIN IS UNCLASSIFIED 
DATE 06-05-2007 BY 65179 DMH/KSR/JW 

—Original Message— 
From: 
Sent: 
To: 
Ca 

b6 
b7C 

Subject: 

bGC) (FBI) 
iesday, April 6S, 2006 6:31 AM 

I Ll ld-UhBlJ; 
t i IfOGC 
I rGBHFBI); 

TwTTCBs" 
mwm ; THOMAS, JUUE F. TOGCTTFBTJ 

(OGQ (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORrJ 

Julie Thomas, the deputy General Counsel, has determined that all LHM overruns - the ten day notifications or the one 
year LHMs - need to be reported as potential lOBs, regardless of whether it is a USP or non-USP. They may not 
eventually be reported as lOBs, but she wants to keep track of compliance in the field so she wants to know about 
incidents of non-compliance. 

Further, as to good news, in cases where we overcollect because of the provider - it may be that we do not have to report 
these as potential lOBs. if the information that the provider gave us beyond what we asked for (e.g., more telephone 
accounts of the same subscriber; longer period of time for toll billing records) is relevant to an authorized investigation, it 
will not have to be reported as an IOB. However, what needs to be done is to determine whether the information falls 
within the parameters of the attachment (assuming there is one), as the attachments are very broad and may cover the 
account information you received (the only information we say not to provide is content information). If so, you are home 
free. If the attachment doesn't cover the information you received, you can issue an NSL for that information. In either 
case, again, all predicated on the information being relevant to an authorized national security investigation, there would be 
no need to report a potential IOB. 

There is going to be an EC to this effect in the near future, but this policy is currently effective. 

pik 
—Original Message— . 

From: I IrOGQ (FBI) 
Sent: b 6 
To: b7C 
Ca 
Subject: 

Tupglav. Anril rwt onnf 5:22 PM 
CH(FBI) 
K3GC) (FBI) 

1UDS 

SENSITIVKUTrWrCLASSlFIED 

I 



NON-RECORD 

Concerning your ten day overrun,| ~prid I just talked to Julie Thomas on this issue. She wants these, as well as all 
annual LHM overruns, USP and non USP, reported as potential lOBs, and we will then decide whether to report them as 
lOBs. The non-USPs overruns will probably not be reported to the lOB but she wants them reported as potential lOBs so 
OGC can keep track of problems generally in following procedures, even though not reported to the lOB. USP overruns 

c may or may not be reported as lOBs, depending in part upon how long the delay was in reporting. 

I know this is new, particularly with respect to annual LHMs, so we will be sending something out on this. 

• 
SENSltf l/E BUT UNCLASSIFIED 

SENSITIV&BUT UNCLASSIFIED 

SENSITfl /E BUT UNCLASSIFIED 
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:REI SECRET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

Precedence: ROUTINE 

To: General Counsel 

Date: 05/17/2004 

Attns 

From 

Chief, NSLU 

Contact: SA 

Approved By: 

bl 
b6 
b7C 

<U) 

Drafted By: 

Case ID #: (s) 
(U) 03 bbF-HQ-C1303375 

Title: (S) 

Synopsis: (U) Approves the issuance of an ECPA National 
Securzty Letter (NSL); provides reporting data; and If 
necessary, transmits the NSL for deliver? to the telephone 
company or electronic communications service provider 

K Der^ed^ From : G-3 
Declassify On: XI 

DATE: 06-05-2007 
CLASSIFIED BY 65179 DMH/KSR/JW 
REASON: 1.4 (C) 
DECLASSIFY OH: 06-05-2032 

SECRET 
ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE 



3E\ŝ  SECRET 

To: 
Re: 

General Counsel From- f 
(S) | | 

b2 
b7E 
bl 

bl 
b6 
b7C 

J) This electronic communication documents the S A C 
(S) "approval and certification of the pnrlnsprf MRT,. FOT- manHafnry 

reporting Diirposps. the enclosed NSL seeks 
| [records on cellular phone number| 1 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of your office. The institution should neither 
send the records through the mail nor utilize the name of the 
subject in any telephone calls to your office. The institution 
should not contact FBIHQ directly in any manner. 

(U) You should remind the telephone company that it is 
prohibited from disclosing that the FBI has made this request. 

(U) On 11/09/2001, the Director designated the 
official signing the enclosed letter as authorized to make the 
required certification. 

b4 
b7D 
b6 
b7C 

(U) The Squad Supervisor affirms that SA 

]has checked all appropriate databases for a prior request byb6 
ield office for the material sought. Additionally, the b7C 

requested material does not appear to be available from public 
sources. 

SESSEJ 
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SEC: c*pi 

To: 
Re: 

General Counsel 
(S) 

From- b2 
b7E 
bl 

b6 
b7C 
b2 
b7E 

to the! 
(U) Any questions regarding the above ran h^ Hirort-^ 

Attention: SA 

SE 



SECR Î ST 

To: General Counsel 
Re: (S 

Erjpm: __EXO' Zl b2 
b7E 
bl 

LEAD(s): 

Set Lead 1 

(ACTION) 

b2 
b7E 

(U) Deliver the attached letter as indicated above, 
Upon receipt of information from the c a r r i e r , I | is 
requested to submit results to 

Set Lead 2: 

GENERAL COUNSEL (ACTION) 

AT WASHINGTON, DC 

(U) NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

•• 
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rfe^T SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date: 07/26/2004 

b2 
b7E F r o m 
b6 
b7C C o n t a c t : SA 

Approved By-

D r a f t e d By: 

Case ID #: (S) 
(S) b l 

b6 
b 7 c T i t l e : (S) 

b l 
b7D 

S y n o p s i s : (S) R e s u l t s NSL 

(U) ^ 

E n c l o s u r e ( s ) : (S) T 

Der ivedFjrom : G-3 
D e c l a s s i f y ^ On: XI 

D e t a i l s : f o Q On 0 7 / l 3 / 2 004~ b2 
b7E was received b> 

results 

results from NSL 
from with the followi owing 

bl 
b6 
b7C 
b7D 
b4 

(S) 

(R\ 

( S ) 

( S ) 

ALL IWF0RHATI0H CONTAINED 
HEFEIM 15 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

SECRET DATE: 0 6 - 0 5 - 2 0 0 7 
CLASSIFIED BY 65179 DMH/KSR/JW 
REASON: 1 . 4 (C) 
DECLASSIFY ON: 0 6 - 0 5 - 2 0 3 2 

rUc • <i> 

Lo 



T o : I 
R e : (S) 

RVT 

Virnm-

SECRET 

0 7 / 2 6 / 2 0 0 4 

b2 
b7E 
b l 

b l 
b7D 
b6 
b7C 
b4 

(S) 
(S) 

(S) 

(S) 

(S) 

(S) 

(S) 

(S) 

(S) 

(S) 

(S) 

1£1_ 

(S) 

(S) 

(S) 

(S) 

(S) 

(S) 

(S) 

(S) 



b2 
b7E 
b i R e : 

To: 
(S) 

"F-r-r^m 

SESTET 

07/26/2004 

(S) 

(S ) 
b l 
b7D (S ) 
b6 
b7C ( g ) 

b4 

SECR: 
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SE<^: 

To: 
Re: (S) 

• g - i ^ m • 

RET 

7/26/2004 
3 b2 

b7E 
bl 

Accomplishment Information: 

Number: 1 
Type: NSL TO FINANCIAL INSTITUTION PREPARED & APPROVED 
ITU: NATIONAL SECURITY LETTER 
Claimed By 

SSN: 
Name: 
Squad 

Number: 1 
Type: NSL SERVED TO FINANCIAL INSTITUTION 
ITU: NATIONAL SECURITY LETTER 
Claimed By; 

SSN: 
Name: 
Squad 

b6 
b7C 
b2 
b7E 

• • 

SECRET 
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SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: All Divisions 

Date: 11/16/2006 

Attn: ADIC/SAC 
CDC 

From: 

1 
Office of the General Counsel 

National Security Law Branch 
Contact: National Security Law Branch, (2 02) 324-

b2 

Approved By: Pistole John S 
Hulon Willie T 
Caproni Valerie E 
Thomas Julie F 

b6 
blC 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736 Serial 2570 

Title: (U) REVISED PROCEDURES FOR THE SUBMISSION 
OF REPORTS OF POTENTIAL INTELLIGENCE 
OVERSIGHT BOARD MATTERS 

Synopsis: (U) To provide legal guidance to all divisions 
regarding changes to the requirements and procedures to report 
conduct that may be unlawful or contrary to Executive Order or 
Presidential Directive (potential IOB matters). This 
electronic communication (EC) supersedes all previous oral and 
written guidance relating to reporting potential IOB matters. 

(U) Derived rrem^f^ G-3 
Declas^ifyOnr^X2 5 -1 

Details: (U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) 
and established the Board as a standing committee of the 
President's Foreign Intelligence Advisory Board. Among its 
responsibilities, the IOB has been given authority to review 
the FBI's practices and procedures relating to foreign 
intelligence and foreign counterintelligence collection. 

SEfei^ET 

DATE: 06-06-2007 
CLASSIFIED BY 65179 DMH/KSR/JU 
FEA30N: 1.4 (C) 
DECLASSIFY OH: 06-06-2032 

ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SH0M OTHERWISE 



SEC; 

To: All Division From: Office of the General Counsel 
Re: (U) 278-HQ-C1229736, 11/16/2006 

(U) Section 2.4 of Executive Order 12863 mandates 
that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division (INSD), and the General Counsel, 
Office of the General Counsel (OGC), respectively) report to 
the IOB intelligence activities that they have reason to 
believe may be unlawful or contrary to Executive Order or 
Presidential Directive. This language has been interpreted to 
mandate the reporting of any violation of a provision of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG), 
effective 10/31/2003, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed to ensure the 
protection of individual rights.1 Violations of provisions 
that merely are administrative in nature and not deemed to 
have been designed to ensure the protection of individual 
rights are generally not reported to the IOB.2 The FBI 
Inspection Division is required, however, to maintain records 
of such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 

(U) The Attorney General's Guidelines on General 
Crimes, Racketeering Enterprise and Terrorism Enterprise 
Investigations (AG Guidelines on General Crimes), effective 
05/30/2002, are not considered guidelines or regulations 
approved by the Attorney General in accordance with EO 12333. 
Accordingly, any potential violation of the AG Guidelines on 
General Crimes should not be reported to OGC as a potential 
IOB matter. 

2 (U) This interpretation of the reporting 
requirements was furnished to the FBI by the PIOB during a 
meeting on 06/18/1982. William H. Webster, then Director of 
the FBI, concurred with this interpretation and confirmed the 
immediate implementation of reporting procedures in adherence 
to this interpretation in a letter, dated 07/14/1982, to Dr. 
W. Glenn Campbell, Chairman of the PIOB. This interpretation 
was confirmed by Mary C. Lawton, Counsel for Intelligence 
Policy, Office of Intelligence Policy and Review, Department 
of Justice, by letter dated 04/08/1983. 

SECfcET 
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ET 

To: All Division From: Office of the General Counsel 
Re: (U) 278-HQ-C1229736, 11/16/2006 

determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

PROCEDURES 

1. (U) Obligation to Report Potential IOB Matters. 
All FBI employees have an obligation to report conduct that 
may be unlawful or contrary to Executive Order or Presidential 
Directive, as described in the previous paragraph, within 14 
days of the discovery of the possible error or violation. The 
failure to report such matters, for whatever reason, may 
result in severe disciplinary action, up to and including 
dismissal from the FBI. 

2. (U) Reporting Procedures. FBI Headquarters 
(FBIHQ) divisions and field offices are responsible for 
monitoring intelligence activities and reporting possible IOB 
matters to Internal Investigations Section (IIS), INSD, and 
National Security Law Branch (NSLB), Office of the General 
Counsel, as discussed in this section. 

3. (U) Contents of IOB Reporting EC. Reports of 
potential IOB matters are to be reported to INSD (Attn: IIS) 
and OGC (Attn: NSLB) by electronic communication (EC), 
uploaded into Case ID Number 278-HQ-C1229736-VIO, and should 
include the following information: 

A. The caption of the reporting EC 
should state: REPORT OF A 
POTENTIAL IOB MATTER; 

B. Identification of the substantive 
investigation in which the 
questionable activity occurred, 
including the names of relevant 
personnel including the case 
agent and his/her supervisor,-3 

3 (U) It is no longer necessary to put the names of 
the case agent and supervisor in the caption, but the names 
should be included in the text of the reporting EC. 

SECRET 



JOKES SK 

All Division From: Office of the General Counsel 
(U) 278-HQ-C1229736, 11/16/2006 

C. Identification of the subject's 
(or asset's) status as a United 
States (U.S.) person or non-U.S. 
person; 

D. A complete and thorough 
explanation of the error believed 
to have been committed and all 
relevant facts. The explanation 
should include: 

(1) A statement regarding 
when the error occurred 
(including, in instances of 
delayed reporting, an 
explanation for the delayed 
reporting); 

(2) A statement concerning 
the controlling law, 
regulation or NSIG provision 
that pertains to the 
violation [for example: 
"The Foreign Intelligence 
Surveillance Court 
authorized an electronic 
surveillance to begin at 
(time) on (date)," or "A 
full investigation was 
initiated on (date) and 
expired on (date)"]; 

(3) A complete statement of 
the status of the 
investigation or matter 
including, if applicable, 
when it was initiated, when 
it expired, when it was 
renewed, and whether it 
currently is opened or 
closed; and 

(4) A statement if and when 
a Foreign Intelligence 
Surveillance Act (FISA) 

SECRET sbREl 



SECRET 

To: All Division From: Office of the General Counsel 
Re: (U) 278-HQ-C1229736, 11/16/2006 

request has been submitted 
to 
Office of Intelligence 

Policy 
and Review, Department of 
Justice (OIPR), if relevant. 

4. (U) Approval Level of Reportable IOB Matters. 
EC reports of potential IOB matters must be approved by the 
ADIC/SAC or Assistant Director, as appropriate. FBI personnel 
are encouraged to call NSLB with any questions as to what is 
required or should be included in initial reports of IOB 
matters. 

5. (U) Quarterly Reports. In addition to the 
foregoing, on a quarterly basis, each field office and FBIHQ 
division is required to submit to OGC (Attn: NSLB) an EC 
certifying that all employees of the office or division were 
contacted concerning the requirement to report possible IOB 
matters. (See MAOP, Part 1, 1-22.) The canvassing of 
employees may be accomplished by e-mail within field offices 
and HQ divisions. EC certifications to OGC/NSLB may be 
approved by an ASAC or Deputy Assistant Director, as 
appropriate. If a field office or FBIHQ division has already 
reported the matter to OGC, such matter does not need to be 
included in the quarterly report. 

6. (U) Action by OGC/NSLB.4 Following receipt of 
the information required by paragraph 3 above, OGC/NSLB will 
review the conduct described to determine if the reported 
error or violation requires notification to the IOB. OGC/NSLB 
will prepare a written opinion as to whether the matter is 
reportable to the IOB. If the reported matter is determined 
to require IOB notification, OGC/NSLB will prepare the 
necessary correspondence to the IOB setting forth the basis 
for the notification (see paragraph 8 below). That 
correspondence will be signed by the General Counsel or the 
General Counsel's designee. A copy of the correspondence will 
also be sent to INSD/IIS and to the SAC or Assistant Director 
who initially reported the matter for action deemed 

(U) Once INSD has been notified that a potential 
IOB error has occurred, it will take any action which it deems 
appropriate. 

SE&KQT 
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SECRET 

To: All Division From: Office of the General Counsel 
Re: (U) 278-HQ-C1229736, 11/16/2006 

appropriate. Copies of that correspondence will also be 
delivered to the Office of the Attorney General, Department of 
Justice (DOJ), and OIPR. 

7. (U) Retention of reports of potential IOB 
matters that are not reported. Reports of potential IOB 
matters determined by OGC/NSLB not to require notification to 
the IOB will be retained by INSD for three years for possible 
review by the Counsel to the IOB, together with a copy of the 
opinion concerning the basis for the determination that IOB 
notification was not required. 

8. (U) Conduct that must be reported as potential 
IOB violations. The following incidents must be reported to 
OGC/NSLB as potential IOB violations. OGC/NSLB will then 
evaluate the potential IOB violation and determine whether the 
violation is reportable to the IOB. This list is not 
exhaustive. If there are any concerns regarding whether an 
incident is reportable to OGC/NSLB, please contact NSLB to 
discuss the matter. 

A. (U) Engaging in activities believed to be 
unlawful or contrary to Executive Orders or Presidential 
Directives. 

B. (U) Engaging in activities believed to violate 
the United States Constitution. 

C. (U) Initiating electronic surveillance or 
physical search without authorization from the Foreign 
Intelligence Surveillance Court (FISC) or other legal 
authorization. 

D. (U) Failing to terminate an authorized 
surveillance at the time prescribed by the FISC or other 
relevant legal authority. 

E. (U) Engaging in investigative activity beyond 
the scope of the FISC order or other relevant legal authority. 

F. (U) A carrier providing information beyond the 
scope of the FISC order or other relevant legal authority 
resulting in the unintentional acquisition of data. 

SECRET 
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bl 
b2 

;E)S^: 

TO: 
Re: 

SESTET 

All Division From: Office of the General Counsel 
(U) 278-HQ-C1229736, 11/16/2006 

bl 
b2 

(U) 

(UJ 

G. (U) Failing to adhere to the minimization or 
dissemination requirements specified in a FISC order or other 
relevant legal authority. 

J. (U) Failing to submit the annual LHM within 90 
days of the date that it was due.5 

J£ L2l± H 1 
L. 08^ Serving a National Security Letter (NSL) 

that contains a substantive typographical error that results 
in the acquisition of data that is not relevant to an 
authorized investigation (i.e., numbers on telephone number 
transposed). 

M. (9( Serving an NSL that requests information 
that is beyond the scope permissible by statute (i.e. content 
information). 

(S) 

3CM1 SECRET 



SECRET 

To: All Division From: Office of the General Counsel 
Re: (U) 278-HQ-C1229736, 11/16/2006 

<u> N. (X) A carrier providing information beyond the 
scope of an NSL resulting in the unintentional acquisition of 
data. 

_o, isi 1 
P- (S) 1 bl 

b2 
b7E 

Q. (S) 

_R. LSI 

s. (s) ] 
_9; [SI ~L 

(U) If the potential IOB violation involves the 
unintentional acquisition of information under the Foreign 
Intelligence Surveillance Act, the field should ensure that 
all inadvertently captured information is collected, 
sequestered, sealed, and delivered to the FBIHQ substantive 
unit to be submitted to the FISC, via OIPR, for appropriate 
disposition. 

SECRET 
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&ET SEC 

To: All Division From: Office of the General Counsel 
Re: (U) 278-HQ-C1229736, 11/16/2006 

10. (U) This EC supersedes all previous oral and 
written guidance relating to IOB matters. Questions 
concerning the IOB process or reporting procedures should be 
directed to OGC/NSLB. 

SECRŜ T 



SEGRET 

To: All Division From: Office o\ the General Counsel 
Re: (U) 278-HQ-C1229736, 11/16/2006 

LEAD(S): 

Set Lead 1: (Action) 

ALL RECEIVING OFFICES 

(U) Disseminate to all division personnel 

•• 

SECRET 
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(Rev. 01-31-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To: 

IMMEDIATE Date: 03/22/2007 

Attn: 

b2 
b7E 
b6 
b7C 

Counterintelligence 
Inspection 

SAC 
ASAC. 
SSA 
SA 
SA 
CDdr 

Attn: 
Attn: 

CD-I 
IIS, CRS 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact: AGC 

Approved By: 

Drafted By: 

Thomas Jul -m tfrV^V 

Case ID # : (U) 278-HQ-C1229736-VIO- (Pending) 

b2 Title: (S) INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-

(U) Synopsis: (pf The Field Office 

b2 
b7E 

requested that the Ottice ot the General Counsel (OGC) review an 
incident and determine whether it warrants reporting to the 
Intelligence Oversight Board (IOB). It is the opinion of OGC 
that the incident does not need to be reported to the IOB. 
Rather, this electronic communication (EC) should be maintained 
in the control file for periodic review by Counsel to the IOB. 

(U) 
(U) 

DerivedvEUrom : G-3 
Declas^dtfy^On: 03/21/2032 

Adminis trat ive^ &) This EC r.nnt 

b2 
b7E 
b6 
b7C 

ains information from the EC 

(S) 

dated 2/21/2007 fromi | t o 0GC reporting a poj^ntial 
IUB matter, a phone Conversation between author and SSA| I 

m 3/13/2007 and an email dated 3/15/2007 from sAl 

Reference:$ty 
bl 

DATE: 06-06-2007 
CLASSIFIED BY 65179 DMH/KSR/JW 
REASON: 1.4 (C) 
DECLASSIFY ON: 

b6 0IG,/D0J REVIEW: 
b7c FBI INVESTIGATION 

0IG/D0J I INVESTIGATION 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



b2 
b7E T o : 

Re: 
From: 

(U) 278-HQ-C1229736-VIO, 0 3 / 2 2 / 2 0 0 7 

SECRET 

Office of the General Counsel 

\ 

bl 
b7D 
b6 
b7C 
b2 
b7E 
b4 

Details: (S) By EC dated 2/21/2007, | |requested 
that OGC review an incident and determine whether ij: warrants 
reporting to the IOB.1! 

§2703 
Jsought transactional 

I 
As part of its investigation, i 
information pursuant to 18 U.S.C. 

(S ) 

b2 
b7E 
b7D 

L e t t e r (NSL) l~ 
I a Mai-TJonai S e c u r i t y ^onai se 

£s£—Upon review of the documents provided to | 
-. , I it was learned that the information 
| provided, pursuant to fhp N.SL included information 3 

b7D ' * « * " " • ' - « " " ^ t c n e y _ g x g _ n o t u p l o a d n o r a n a l y z e t h e r e s u l h f i J f n r t-h^ 
b2 *| •*-— II 
b7E H 

<U) &u H 

1 a e c e r m i n a t i o n a r ^ p n ™ * M«ef 
J w a a Pl.arP.ri i n t h o f i l c i [ 

Iw 

b2 
b7E 
b7D 

__ iwas entirely lawful 
ana therefore no further action was necessary (i.e. reporting or 
sequestering) 2 

10) 

the Inspect _, _„ „„^>, 
2006. The audit called into question the acquisition of 

1 At that time," ' "' 

()s<( Thereafter, the Department of Justice, Office of 
tor General (OIG) conducted an NSL audit| | 
6 . T h p a l l r i i t- f a l l o w i n t - n , - n i o c . t - A •-.•-. 1 - V , „ ~ ! •: - J J- ^ - r: 

discussed 

b2 
b7E 

*It should be noted that this submission was at the request of OGC in 
response to the OIG report on the FBI's use of national security letters 
wherein they reference 22 instances where they thought a potential IOB 
submission was in order. As discussed infra, 
required to submit a potential IOB EC to OGC. 

|was not otherwise 

''Since that time, on 3/13/2007, author advised, 
sequester the records, out of an abundance of caution. 

to 
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b2 
b7E To: 

Re: 
From: Of f i ce of t he Genera l Counsel 

TOT 278-HQ-C1229736-VIO, 03/22/2007 

b 2 

(U) this with the PIG 

J 
"during which it- was anrgprf T 5^ 

(U) The plain language and legislative history of 
§2709 supports the position that the FBI is permitted to acquire 
information on associated numbers attributable to the same 
account. The plain language of §2709 allows the FBI to "request 
. . . toll billing records of a person." (emphasis added) 
Thereby allowing the FBI to acquire the records for all numbers 
subscribed to by the "person." Additionally, the legislative 
history of §2709 defines "toll billing records" and states: 

As used in this section, toll billing records 
consist of information maintained by a wire or 
electronic communication service provider 
identifying the telephone numbers called from a 
particular phone or attributable to a particular 
account for which a communication service provider 
might charge a service fee. H.R. REP. 103-46, 1993 
U.S.C.C.A.N. 1913. (emphasis added) 

(U) Read together, §2709 and its legislative history 
clearly contemplate the acquisition of "associated" numbers. The 
use of the word "person" by Congress in section 2709 indicates 
that it did not seek to limit the acquisition of records to a 
particular number. The legislative history itself supports this 
interpretation by defining "toll billing records" as numbers 
called "from a particular phone" or "attributable to a particular 
account." Thus, Congress seemingly contemplated that a single 
subscriber ("person") might have multiply numbers in his/her 
name. 

b4 
b7D 
b2 
b7E 

(S) 

(S 
(S) 

-*y*?)"•=»-' o I 
r e q u i r e d by s t a t u t e . As a r'ssn i r . f 

l a s 

<S) 

1 (fefflfthasis added) In response . ! iT - .vmr- i .d^ i l 

3 
JS) b 

b2 
b7E 

'EC from l zr to General Counsel dated 2/21/2007 
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b2 
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(S) 

SEC 

To: 
Re: TU) 

From: Office of the General Counsel 
278-HQ-C1229736-VIO, 03/22/2007 

as well as the toll records for the other number subscribed 
to by the subscriber (i.e. the "associated" number). 

(U) To prohibit the acquisition of this information 
would not only contravene the plain language and legislative 
history of §2709, but would also impede investigations by 
limiting the information that can be lawfully obtained. 

(U) Although the attachment was not provided in this 
case it is nonetheless instructive on the point of whether I I 

'hi 

b2 
b7E 

(TJJ 

aCCafihmen 
billing records 

should have reported this as a potential IOB. The 
lists several items that can be considered "toll 

to include: 

(U) This attachment language mirrors the types of 
records contemplated by Congress and otherwise comports with the 
mandates of §2709. 

y&{ Moreover, although released after the acquisition 
Of information in this case, the official OGC IOB guidance 
released on 11/16/2006 is instructive. This guidance does not 
require reporting in the situation at hand and states in relevant 
part " . . . conduct that must be reported as potential IOB 
violations" include situations where, "[A] carrier providing 
information beyond the scope of the FISC order or other relevant 
legal authority resulting in the unintentional acquisition of 
data." This, however, is inapposite to the situation at hand. 
Here, as discussed above, the associated number was-not "beyond 
the scope of the . . . relevant legal authority," nor did it 
result in the "unintentional acquisition of data," because the 
NSL expressly requested "associated" records. Therefore, there 
was neither a carrier error nor an unlawful request. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 

SECRET 
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Re: 

SECRET 

From: Office of the General Counsel 
TTJ1 278-HQ-Cl"229736-VIO, 03/22/2007 

when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG), or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

(U) 0*C In the instant case, the collection of information 
in July 2004 by the FBI was lawful. The plain language of §2709 
and the accompanying legislative history allow for the 
acquisition nf rpcords fr>r nmii Mr»i «* nnTpho-rc; attributable to the 
same account, I 

Therefore, the acquisition of toll records for the 
associated number was entirely lawful and did not require 
reporting to OGC and subsequently does not need to be reported to 
the IOB. 
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To: 
Re: 

C 1 
SEOIET 

From: Office of the General Counsel 
(U) 278-HQ-C1229736-VIO, 03/22/2007 

LEAS(s): 

Set Lead 1: (Info) 

p Q T h e T ^ I T i r r l c T - P r - p - i T Q / ^ 1 T - . i i y r - n - i n t - ) - n I • 

request pertaining^^~^^~~~~___^_^^____^_________^_ 
not require further—yyquyacratlon and can oe analyzed and 
uploaded as appropriate per logical investigation. 

i] NSL 
w do 

(U) In addition, is advised to include 
the attachment (found on the OGC/NSLB website) along with every 
NSL sent to each carrier. 

Set Lead 2: (Info) 

INSPECTION 

AT WASHINGTON. DC 

(U) For information. 

Set Lead 3: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

(U) For information. 

1- Ms. Thomas cc: 

•• 

1-
1-
1- 1UB Library 

SECRET 
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b2 
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b7c Approved By: 

Chief Division Counsel 
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Drafted By: 

(U) 
C a s e I D # : 
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Title: (u) Potential lOBs Se& P.3 for \noiah>n^S 

(U! ? n i / 2 o } 2 0 0 ^ R e S p ° n s e t o N S L B review/document request made by OGC 

(U) K> 
(U) 

Derived\From : G-3 
Declassify On: XI 

Enclosure(s)j 

b2 
b7E 

^ Documents responsive to NSLB request 

( U ! Detai l s : - J^ The enclosed documentation is provide 
requested in the 02/20/2007 e-mail t-„ ^ h a I

 P 3 r Q Y l i 1 f t r l y i ^ X11C e i l l J _ L U B e a aocumentation 
requested in the 02/20/2007 e-mail to the 

(S) A, 

bl 

M i-r 

to the NSLB as 
Division. 

W 
(S) "ithout I p p ' v a f t f e x I S ' t h l 7 1 1 6 " " ^ P'"'r'fV r ' e t t " « • " - « > 

2 IS) i l! b 
b7E 
b l 

b6 
b7C 

mitted an EC-I 
I0B 
J t( 

(*) 3. Description of potential jnu error: ^ 

o Counte'rerrorism, ITOS_ I, on 
requesting Headquarters approval for 

cn 
^h\jdLuc]MlS^O^ sW 

Division 
I, on 
extension 

.ku> £&fy0^ \ 
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(U) I — 

b o To: General Counsel From: 

b7 E Re: |)k( 278-HQ-C1229736-VI07 

(S) 

SECRET 

02/22/2007 
1 

of c 

(S t— 
aptioned 

I D i v T H i o n - n 
Per the NFIP manual, 

fisded—sujich a p p r o v a l f«">-r ^n p y 1 " ^ ^ ^ I | 

(S) 

b l 
b6 
b7C 

(UJ 

(U) 

b4 
b7D 

b l 
b6 
b7C 
b2 
b7E ) 

Counterterrori am res,ponrlprl 

_ land therefore, [ 
]was well in advance [ 

i n a a n EC on I 
i R i n n . 

lvision's 

3 
j ^ i Letter in quescion 
\& t within the authoriidti 

an EC f 

IJlnce frnp Kf<J j a j l 4 t n e National Security 
_JJ | was well 

un period: | riJlVision apes note that 
I wag written on I 1 which noted the 

_̂_ | | iDivision bpl i PVPP *-+•><= . 
| used the~dWTre~o"|- f h"3 Kr ' , | 

(S) B. J 
(S) 1. ? 

two H 

(X} 2. Potential IOB error: A National Security Letter requesting 
FCRA consumer full credit report data was issued in a 
counterintelligence case. 

()§) 3. Description of potential IOB error: In this case, 
National Security Letters were issued for financial data, 

knd the other tc |. The National Security Letter sites 
Title 15, USC, section ibbiv. This is the legal provision allowing 
for full credit reports in terrorism matters. In counterintelligence 
matters, under Title 15, USC 1681u(a), agents are entitled to credit 
listings (information pertaining to financial institutions, addresses 
of those institutions, places of employments, etc.), but not to a full 
credit report. 

was 

typi 
2. Potential IOB error: 

ypographical error. 
The National Security Letter contained a 

(U) (X) 3- Description of potential IOB error: An electronic 
communication dated 04/11/2005 requested the issuance of three FCRA 
National Security Letters pursuant to Title 15, USC, section 1681u(a) 
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(U) 
e n t e r a l C o u n s e l From: 

278-HQ-C1229736-V10, (52/22/2007 

E\RI SEGRET 

b2 
b7E 

(U) 

(U) 
bl 

bl 
b7D 
b2 
b7E 
b4 

(S) 

IS) 

and 1681u(b). The National Security Letters, also dated 04/11/2005, 
contained the language that, pursuant to Executive Order 12333, dated 
12/04/1981, and Title 15, USC, section 1681v. There was a 
typographical error on the part of the drafter of the National 
Security Letter who, instead of properly drafting 1681u(a) and 
1681u(b), drafted 1681v on all three National Security Letters. 

£s^ 4. The Office of General Counsel guidance per EC dated 11/16/2006 
provides that a typographical error of this type must be reported as a 
potential IOB violation. 

(S) Zl 
(s) i . r ? 
Ĉ Q 2. Potential IOB error: The information obtained was not 
relevant to an authorized National Security investigation as it was a 
third party error. 

(X) 3. 
to[ 
A review 

•M-rvn- nf r-ir.t-gnH al—TOR error: The specific request was Describ 
__lfor|_ 
of the response | 

a—ei 

revealed 
mixed in with w there |_ 

| results provided to the 
irie dlllollht of material received | 
the case agent did not catch this as it 
collection. None of this information was 
investigation was conducted on the toll record information 

^ _~w package of 
HDivision of the FBI. 

I was voluminous. As such, 
appears to be an over-
indexed and no follow up 

bl 
b2 
b7E 

^ 8 (S) 

(S) 1 ZL 

{UJ (X} 2. Potential IOB error: Carrier error in providing agent with 
information not authorized by National Security Letter. 

<S) 
bl 
b7D >) 
b2 
b7E 
b6 
b7C 
b4 

£s3, 3. Description of potential IOB error: In acmHanrp MI t-h 
approved ECPA National Security Letter| r —--
returned to thp I Ipivision rê orcTsf 

Jrorf 

an 

records were also provided to the 
| Additionally, 

Division from 
This err'cT Was on the part | land not 
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(U) SECRET 

To: 
Re: 

General Counsel From: , 
tef 278-HQ-C1229736-VIO, 02/22/2007 

b2 
b7E 

b7D ru\ t h e c a s e a 9 e n t - T h e National Security Letter specifically requested 
(.u; records for the e-mail account from" 

SECRET 
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W"- To: General Counsel From: | 

SECRET 
b2 
b7E 

R e : W) 278-HQ-C1229736-VIO, 0 2 / 2 2 / 2 0 0 7 

LEAD(s) : 

S e t L e a d 1 : ( A c t i o n ) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

•• 
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P r e c e d e n c e : 

To: 

b2 
b7E 
b6 
b7C 

(U) 

b2 

(U) 

(U) 

R O U T I N E D a t e : 03/08/2007 

Attn: SAC 
ASAqI 
CDC 

Inspection Attn: IIS, CRS 

From: Office of the General Counsel 
NSLB/CILU/Room 7917 
Contact: SSA 

Approved By: Thomas Julie F 

(U) Drafted By: 

WW 

Case ID #: 2 78-HQ-C122 973 6-VIC 

Title: <x 
(Pending) 

j j £ £ P. b #>& OCjC OPt /Oicyvf 

£EE P.b OF (%ie&A(\to l£K£R. B^JIMAA] 
INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-1 I 

Synopsis : M It is the opinion of the Office of the General 
Counsel (OGC) that the matters in sections A and B (designated 
below) must be reported to the Intelligence Oversight Board 
(IOB). OGC will prepare and deliver the necessary correspondence 
to the IOB. 

(U) 

Administrative: 

Derive^K&rom : NsQ-3/ 
Declass£f^\pn: 2&*k 

y&l This electronic communication (EC) contains 
information from the following document*: (1) a copy of the EC 
dated n?/?9/?nm from thel [Field Office 

I I to 
from the 
OGC reporting eight potential IOB matters, and 

(U) 
b2 
b7E 

21 the FBI's Automated Case Support system (ACS). 

|opted to submit all eight potential IOB issues 
in'one EC. The EC was divided into five separate sections, A-E, 
and our response will be drafted in a similar manner for 
continuity purposes. These reported IOB matters are all derived 
from the audit conducted by the Office of Inspector General (OIG) 
which took place over the summer of 2006 at four FBI field 
offices. 

b6 
b7C 

oiG/DojHmm. 
0/G/DOJ/NvS 

SECRET 
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cW SECRET 

From: Office of the General Counsel 
Re: 278-HQ-C1229736-VIO, 03/08/2007_ 

b2 
b7E 

<U) 

Reference: 

(U) 

( X 27 8-HQ-C122 9736-VIO, serial 2218 
(U) 62F| 1-97317, seriall ' 

Details: (̂ ( By EC dated 02/22/2007,| 
written documentation of eight issues uTTaT 

provided OGC 

b2 
b7E 

(S) 

require a review of 
the facts in order to determine whether they warrant reporting to 
the IOB. In our opinion, as to three issues (the one in section 
A and the two in section B), it does. Our_ analysis follows. 

(S) A. 

X 

bl 
b 2 • 

b7E 5 ^ 3 
•c | Puling Lllti investigation the case agent obtainprl =?P 

Extensions were granted 
J LU' 

P 
j The issue brought 

J and OGC, by the OIG, was that" 
suei 
qui. 

ACS and the | | EC1 indicate tha 
may have resulted in an unintentional er 

/ e r a l 

e g e d l y i s s u e d a N^ii-innal .g^nnr-i i-y T.Pi-fpr (NSL1 w i t h o u t I. 
Lfie a t t e n t i o n 

o b t a i n i n g r e q u i r e d j a n n r n p i r 
__h 

(S) 
FBIHC 

I 
Q reques t ing""! . . 

:roT~. 

7\ ^jpfai i OH r e v i e w of 

3 s actions 
"iafted and submitted ^n £•/- +-̂  J S 

bl 
b2 
b7E 

FBIHQ did not 'respond to his request until I' 
response, FBIHQ qrrintQW ' • 
requested[ its response. 

as oppnspri to JrhR 

IULLUUJJU ur m i s tailuri-;—uu ail now reading this 
document, a presumption is made thatT . |' • I 

1 
granted by FBIHQ should bel L _ _ _ — 
However,| ' ' I date was never lormallv approved by 
FBIHQ. TheretoreTT 
have beeni 

:orn 
-. I given by FBIHQ should 
J date which would have made 

(SI 

Since [ 
the NSL written! Zl 

(X) To make the matter above more complicated, FBTHQ, aft-pr 
already having gr^nt-^Hj lextPrsi onl I 

J submit an annual I 5 TTTHT 
bl 
b2 
b7E 

requested 
Letterhead~Fiemnr^r)dum (LHM 

-cm 

l e t t e r n e a a Memorygaum 

U l l l k J u l an d i l n u c . 

'ause h'bJ HO arlvi ̂ -> +^-<-i-

T ^ 
"J I 

after receiving an 



S ^ R E T 

TO: 
Re: 

I From: O f f i c e of t h e G e n e r a l C o u n s e l 
278-HQ-C1229736-VIO, 0 3 / 0 8 / 2 0 0 7 _ 

b2 
b'7E 

(S) 
b l 
b2 
b7E 

(U) 

b2 
b7E 
b l 

b l 

(S 

b l 
b7D 
b2 
b7E 
b4 

(U) 

b2 
b7E 

LHM L 
a d v i s e d 
the J 

t h a f 

o f f i c i a l l y VnnwnT 

1 FBIHQ su 

1 s t i l l ~ 

s u b m i t t e d t h e LHM t o OIPR and 
] had b e e n g r a n t e d . However , 

ad t o r e v e r t back- t n t h e l a s £ 
which was 

ie last 
I notf 3 

It is apparent, that the error was compounded by the fact 
ha~t a new set of Attorney General Guidelines rxm& intn offgr-t- on 

I Any 10/31/2003, further confusing 
error made byl | in'"rue Ueijcribed case was not 
malicious in nature, and was made in good faith. Had the c 
agent been aware that the case actuallyf 
and not the mistakenly believed date [ 
would have never occurred. Unfortunately for 
errors reflected on the previous communications -| n t-ĥ  
caused an NSL to be issued I 

T this 

ase 

!f ror the 
^ a g Q 

I never received any information 
f ^ 

n u n Llie Carrier concerning this request, the issuing of the NSL 
still constitutes a violation which is reportable to the IOB. 

(S) 

\ 

inve IT^LM n Liuir; 
1 suhm 

-L 
Vt--1- (a. two NSL requests,! I 

Both of the NSLs and the cover 
to be Title 15, USC 1681v. I L quored the statutory authority 

This authority, however, deals solely with terrorism 
investigations and allows the FBI to obtain fnl1 rredi t 
The authority that should have been quoted by] 
counterintelligence i nvesti aat.i nn was Tifl-
which 

credit 

advised that all information received by this 
lonai oversight was sequestered in the safe of their 

~| advised that the improperly 
unin 
Chief Division Counsel. 
Q b t a i n o H i n f p r m a U n n h a s UUL been used in their investigation. 

| recognizes the error and that the improperly 
collected information, although unintentional, constitutes a 
violation which is reportable to the IOB. 

bl 
:s> c. 
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b2 
b7E To: 

Re: 
D 

278 
From: 

-HQ-C1229736-VIO. 

SECRET 

Office of the 
03/08/2007 

General Counsel 

is) M_L \ piirsii^nl- t o a t e r r o r i s m i n v e s t i g a t i o n 

b4 
b7D 
b2 
b7E 

b2 
b7E 

T7T ree NSLs 
15, USC 1681 

reports on 

t _|issued 
^ i | pursuant to Title 
Tv~, the terrorism statute™; requesting full credit 
£he subject of the investigation. The cover EC 
__|used to request the issuance of the three NSLs used 

tne language stating the authority was being granted pursuant to 
Title i ̂ r_ n.qp i fifiln r^j , the counterintellinpnr-P sfa<-nt-o rn t-he 
cover EC r-f 

L rhe NSLs" 

only asked for 
] as opposed to the full rrr 

T 
eUlC reports requested in 

(U) £ ^ A review 
the potential 
writer, so on 
the drafter of 
since it was a terrorism 
correct- anri p^r.h of the 

of the 02/22/2007 EC from_ 
IOB infractions caused some confusion 
0 3 / 0 8 / 2 0 0 7 t h e w r i t e r h a d a p h n n p f f ; n v p r q a h i n n 
thef | EC 

reporting 
for the 

with 
explained that 
NSLs was 

uiu part" 

case, the veiuiaye 111 Ll'ie 
NSLs were reviewed and signed. 

that the EC that was used was a mistake 
of t.he agent that drafted the cover document. 

ladded that i~h*> ipvPRi-inafinn warranted the requested 

informed 
the agent 

on 

LIJIJS—ailU' 
confused 
document 
NSLs 
EC, although 
and this scrivener' 
did not violate any 

-T; companies never would have been 
Try—me cu EJeiMuse tney do not receive a copy of that 

The EC is merely used as a means of submitting the 
(that were attached) to the case file. The mistake in the 

sloppy, did not alter the investigation in anyway, 
"s error, citing to 1681u rather than 1681v, 
law. I ~ | had the ability under a 

terrorism investigation t'u lequeSL Oieait reports, and they made 
that rsmip.st. Therefore, OGC believes that the mistake made by 

f | was administrative in nature, and does not warrant 
1'eportiny 

bl 

at. 
W£ 

To the 

(S) D 

bl 
b7D 
b2 
b7E 
b4 

(S) (X) 
T H U I J ^ h l ' A r H 1-haF 

On I l i X H v ' v m m l 

rHtroTTls" 
e n t r e c o r 3 

| l S 5 U e d fl NST, W h - i r - h ~ 
5 

B t o f 
m m r i f t d t i o n from I | 1 
l e a r n e d of t h e t h i r d - p a r t y m i s t a k e and took t 
t O s e q u e s t e r t h p a H r m - ; n n a l | 

for 

to 
or 

tex. 
them. 
follow-Tip-

•fc.jLonal| 
I adviSefl the advi'Sefl that they 

analysis on the over-collected 

.- m e appropriate steps 
__Jrecords that were sent 
did not do any indexing 

information. 
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b4 
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b2 
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b l 
b2 
b7E 
b4 
b7D 

b2 
b7E 

JU) 

SEl^R 

From: 

SEl^RET 

Office of the General Counsel 

<K 

279-HQ-C1229736-VIO, 03/08/2007 

Despite the mistake the FBI had a legal right to 
t'he over-collected Information they received. However, since the 
records were not requested, | Iseauestered the 
documents. Therefore, no improper action on the part of 

_J occurred, and OGC believes that this matter does not 
warrant reporting to the IOB. 

b l (S) E. 

I 
requesting information! • i n q . 

1 t 

inJ. 
In response to i-nat.nreques 

1^4-, r 

s issued a N.SL 

54 
| wc 

3. 
ne provider produced 

This a,**Hi +• ̂  "" ̂ 1 i n format-in 

| J 7 would have been 
ft^amanip h y f h a f i p l d o r n e t * had t h p y r p q i i p s f p d i t . T 
c o l l e c t e d i n f o r m a t i o n has been s e q u e s t e r e d by 
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matter does not warrant reporting to the IOB. 

SUMMARY 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Se 
Inspectors Genera 
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Executive Order 12863 mandates that 
1 Counsel of the Intelligence 
FBI, the Assistant Director, 
nd the General Counsel, Office of 
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they have reason to believe may be 
tive Order or Presidential 
been interpreted to mandate the 
a provision of The Attorney 
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Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 

(U) Violations of provisions that merely are 
administrative in nature and not deemed to have been designed to 
ensure the protection of individual rights are generally not 
reported to the IOB. The FBI Inspection Division is required, 
however, to maintain records of such administrative violations 
for three years so that the Counsel to the IOB may review them 
upon request. The determination as to whether a matter is 
"administrative in nature" must be made by OGC. Therefore, such 
administrative violations must be reported as potential IOB 
matters. 

p&l NSLs are a specific type of investigative tool 
that allows the FBI to obtain certain limited types of 
information without court intervention: (1) telephone and email 
communication records from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709); (2) records of financial institutions (which is 
very broadly defined) (Right to Financial Privacy Act, 12 U.S.C.S 
3414(a) (5) (A)); (3) a list of financial institutions and consumer 
identifying information from a credit reporting company (Fair 
Credit Reporting Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) 

bl full credit report in an international terrorism case (Fair 
Credit Reporting Act, 15 U.S.C. § 1681v). NSLs may be issued in 
conformity w.-i fh t̂.̂ f r4"-'v-"| r"-̂ MJ T—m"n^", including 18 U.S.C. 
2709. 

I W ' 
falIn these eight potential IOB matters, OGC believes 

that only three, these in sections A and B, warrant reporting to 
the IOB. The other five matters are a result of administrative 
or third-party errors. In regard to the reJoyant. but 

I Hi; 
b 2 to keep all information sequestered until a discussion is had 

unintentionally collected information,! ~___~~ |is instructed 

b 7 E with the issuing entity. As to the reportable matters in 
sections A and B, OGC will prepare a cover letter and a 
memorandum to report these matters to the IOB. 
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LEAD(s) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

(U) In,matters involving over-collected materials, the 
Field Office should contact the parties in which 

-wtLy Were served and allow the entities to determine whether the 
improperly or unintentionally acquired information should be 
returned or destroyed with appropriate documentation to the file. 
If the information is relevant, a new NSL requesting the 
previously unrequested information may be submitted to the 
entity. 

it tr 
is reminded of its responsibility, (U) 

pursuant to Deputy Director Pistole's directive of 03/06/2007, to 
b2 review all counterintelligence cases utilizing NSLs to determine 
b7E if other full credit reports under 15 U.S.C, § 1681v were 

improperly obtained. 
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Ms, Thnmac; 
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