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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2007

To: Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations Section. IPU, Room 3041

Contact: CRY | Ext

aApproved By: Miller David Ian M’I |
1 DECLASSIFIED BY 65179/DMH/KSR/RW

Drafted By: | i N a5-31-2007 b2
BTE
Case ID #: {(U) 263-HQ-0-U - 666 {Pending) b6
b7C

Title: () INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING§# 2579
OGC/IOB# 200

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

De om 3
Decl On: 7

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1548

Reference: (U) 278-HQ-C1229736-VIO Serial 1548

278-HQ-C1229736-VIO Serial 1949 b2
b7E
Details: (U) Upon review o ivision’s captioned report
of a potential IOB violatiomn, IIS did not find the matter

indicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

144

Wzonon?



U.S. Departme, s Justice

Office of the Inspector ©lon !

Washingion {20, s

DATE: January 29, 2007

TO:

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation ALL FBI INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED
DATE D5-31-2007 BY 65179 /DMH/KSR/RW

FROM: Glenn G. Powell

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007002617 b6
Subject: J gzc
ivision bIE
0. 263-0-U-666
CMS No. 26%9-
2519

U

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment



OIG - INVESTIGATIONS DIVISION - Complaint Form

689-2007-002617-M

Received By: Date Received: 01/04/2007 How Received: A
SUBJECT:' I SSNO:

Title: SSA Pay Plan: D.O.B.:

Component: FBI EOD Date: Alien No.:

Misc: F.B.I.No.:

Home: [ 1 B.O.P.No.: b6
phone: {) - Z1P D/L No.: b7C
Work: , Offenses: 689

02
Phone:[ﬁ ~J ZIP:

SUBJECTJ *J SSNO:

Title: SA Pay Plan: D.O.B.:

Component: FBI EOD Date: Alien No.:

Misc: F.B.I.No.:

Home:| B B.O.P.No.:

Phone: () - ZIP: D/L No.:

Work: Offenses: 689

Phone: AAJ ZIP:
Details:
The FBI provided information repoxrti a possible IOB matter involving information
improperly received. IOB #2006@
Miring an authorized investigazion, the FBI properly served a National Security Letter (N5l
on an electronic communication service provider for information regarding the target of the
FBI investigaijon. In response, the FBI obtained information beyond the scope of the NSL.
The FBI] |Pivision identified the problem and indicated that the excess information

will be removed from the stand-alone computer, sequestered and stored pending further
determination.

It is the opinion of the Office of the General Counsel that this matter need not be reported
to the I0B,

ALLEGATIONS: 689 1I0B Violation

Occurrence Date: 03/17/2006 TIME: b%g
CITYi l State:l I Zip: b
DISPOSITION DATA: Disposition: M Date: 01/04/2007 Approval: POWELL, GLENN G

iﬁlb/
Referred to Agency: Date Sent: Component: FBI .
Patriot Act: N Civil Riaghts: N Component Number: 263-0-U-666, 2679
Sensitive: N Whistleblower: N Consolidated Case Number:

Remarks:

b6
A search of the OIG database revealed another matter involving[::::::::]#2003-00875—M: b7C
involving[7

Predicating material contains classified information that will be stored in a secure
container within OIG/INV/HQ.

1/29/07 - sent to AD Kaiser, FBI/INSD. (yht)

ALL FBRI INFORMATION CONTAINED

HEREIN I3 VUNCLASSIFIED

DATE 06-06-2007 BEY 55179/ DMHAKSR /BW
Page 1 of 1
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SEC 203109811
FEDERAL BUR U OF INVESTIGATION por (
- {
Precedence: ROUTINE Date: 09/11/2006
. _ b2
To: Inspection - Attn: IIS, Room 11861 -~ b7E
General Counsel Attn: NSLB, Room 7975 ESC
From:
CI-1
Contact: SA
- LLL INFOBMATION CONTAINED
Approved By: HEREIN IS UNCLASSIFIED EXCEPT
WHERE 3HOWH OTHERWISE
Drafted By: B g:;\
"case”In“#:”>%§ 278—HQ—C1229736‘V10v///'/ \ DATE: 05-31-2007
% 278] ] - CLASSIFIED BY 55179 /DMH/ESR/RY
B - FEASON: 1.4 {c,d)
Title: () SA | DECLASSIFY ON: 05-31-2032

SSA
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR

-Synopsis:-(g) To report possible IOB error.

v ski Der om : G-

Decl ! : 2031
bl
Details: b2
b7E
b6
(s)y 1. b7C
(s) 2
><) 3. Possible IOB Error: bl
(S)
:)Qi 4, Descriptlon of IOB Error (including any reporting
delays) .
{(S)
bl
p7D

N MMQM?IAW SECRET)%20310911

Doyl 1

b6

p7C



{n

(5]

To:

Re -

Inspection From:
i)g(? 278-HQ-C1229

SEC;E;7;;0310911

36-V1IO0, /11/2006

>

bl
b2
b7E
b7D

SE;;§}¢320310911

2



(U) -

SECQE?7¥20310911
b2

To: nspection From: b7E
Rei ... { 278-HQ-C1229736~VIO, 0%9/11/2006

LEAD (s) :

Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

L 24

sncﬁgi;/20310911
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(Rev. 01-31-2003)

ngﬁér
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE L2 Date: 12/18/2006
To: olE Attn: SAC
b7C CDC
ssal
SA|
Counterintelligence Attn: UC CD-2C
ALL INFORMATION CONTAINED
Inspection Attn: IIS HEREIN I3 UNCLASSIFIED EXCEPT

WHERE SHOWN OTHERWISE

From: Office of the General Counsel
NSLB/CILU/Roop—29472 L
Contact: AGC

Approved By: Thomas Julie m() DATE: 05-31-2007
CLAZSIFIED BY 65178/DMH/KIR/EW
I REASON: 1.4 (c)
Drafted By: | | qu, DECLASSIFY ON: 05-31-2032

() -~ Case ID #«N 278-HQ-C1229736-VIO~ (Pending)
Title: INTELLIGENCE _QVERSIGHT BOARD
o MATTER 2006

Synopsis: >§ It is the opinion of the Office of the General
Counsel (OGC) that this matter is not reportable to the
Intelligence Oversight Board (IOB). Rather, it should be
maintained in the control file for periodic review by Counsel to
the IOB. Our analysis follows.

(U) Deri T G-3
De ify H 5X1
. . ) b2
I:U:I Administrative:v% This electronic communication (EC) contains p7E
information from fhe following sources: (1) EC dated 05/11/2006 b6
from thE;;?r:lField Officqd Lo OGC reporting a b7C
potentia matter; (2) National Security Letter issued by

[ KHated 4/17/2006; _and (3) telephone conversations between

SA| |and AG on 10/22/2006 and 12/15/2006.

y V30-
“-T:' _Reference: .. . >< 278-HQ-C1229736" Serial 1629

b6
b7C

01G/DOJ REVIEW:

FB! INVESTIGAT!
© 0IG/DOJ INVESTIGATION: __\/
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To:l__—:|From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/18/2006

Details: }‘g By EC dated 09/11/2006[______ Jrequested that OGC
£

review th acts of the captioned matter and determine whether it
warrants reporting to the IOB. As explained below, in our

opinion, the FBI is not required to report this matter to the IOB.

o On 04/17/2006[:;;;::;]issued an National Security
Letter (NSL) pursuant to 18 U.S5.C. 2709 seeking subscriber
information for a telephone number relating to a subject of an
investigation. On 09/06/2006,:]obtained the NSL results
from the service provider. AfTer a review, on 09/11/2006,
determined that the service provider not only provided the
subscriber information as requested pursuant to the NSL, but also
provided additional information, such as, all outbound telephone
calls placed through the service provider'’s system‘:jdid
not review or listen to the unsolicited records.

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB) and
established the Board as a standing committee of the President's
Foreign Intelligence Advisory Board. Among its responsibilities,
the IOB has been given authority to review the FBI'’s practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates that
Inspectors General and General Counsel of the Intelligence
Community components (in the FBI, the Assistant Director,
Inspection Division (INSD), and the General Counsel, Office of
the General Counsel (OGC), respectively) report to the IOB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive. This language has been interpreted to mandate the
reporting of any violation of a provision of The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or
other guidelines or regulations approved by the Attorney General
in accordance with EO 12333, dated 12/04/1981, if such provision
was designed to ensure the protection of individual rights.
Violations of provisions that merely are administrative in nature
and not deemed to have been designed to ensure the protection of
individual rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain records of
such administrative violations for three years so that the

S ET

b2
b7E
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To 1 From: Office of the General Counsel b7E
Re: 278-HQ-C1229736-VIO, 12/18/2006

Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature" must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

NSLs are a specific type of investigative tool that
allows the FBI to obtain certain limited types of information
without court intervention: (1) telephone and email communication
records from telephone companies and internet service providers
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2)
records of financial institutions (which is very broadly defined)
(Right to Financial Privacy Act, 12 U.S.C.§ 3414 (a) (5) (A)); (3) a
list of financial institutions and consumer identifying
information from a credit reporting company (Fair Credit Reporting
Act, 15 U.S.C.§§ 1681lu(a) and (b)); and (4) full credit report in
an international terrorism case (Fair Credit Reporting Act, 15
U.S.C. § 1681v). NSLs may be issued in conformity with statutory
requirements, including 18 U.S.C. § 2709. L_ |

S M‘,_£§§<; In this investigatioJ:::::::]issued a lawful NSL
to the servic

provider, and received in response information
both within and beyond the scope cf the NSLl kequested h2
subscriber information for a telephone number relating to the b7E

subject. However, due to service provider error, additional

information was provided{ huickly determined that the
additional information was beyond the scope of the NSL 1

did not review or listen to the unsolicited records erroneously
provided by the service provider. The erroneously provided

information should be segregated to protect the fotential privacy

interests of United States persons. Further should
contact the service provider and ask whether € unincentionally
acquired information should be returned or destroyed with
appropriate documentation to the file.

(U) Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4 of
EO 12863, it is our opinion that this error is not reportable to
the IOB'. A record of this decision should be maintained in the
control file for future review by the Counsel to the IOB.

'”W:;§§:It is noted that in the past third-party errors were
reported to the IOB. However, by letter dated 11/13/2006, the Counsel
to the IOB agreed that third party errors in the collection of
information pursuant to an NSL must be reported to the OGC,- but are

not reportable to the IOB.

3
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To:|:I-“rom: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/18/2006

LEAD(s): -

Set Lead 1: (Action) b7E

AT

(U)I;:hould contact the service provider and ask
whether € improperly or unintentionally acquired information
should be returned or destroyed with appropriate documentation to
the file.

Set Lead 2: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) For information.
Set Lead 3: (Action)
INSPECTION

AT WASHINGTON, DC

(U) INSD should retain a record of the report of the
potential I0OB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required, for three years
for possible review by the Counsel to the IOB.

cc: Msgs. Thomas

b6
picC

I0OB Library
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(Rev. 01-31-2003)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE _ Date: 01/12/2007
To: General Counsel Attn: NSLB
From: Inspection
Internal Investigations Section, IPU, Room 3041
Contact: CRS| | Exy

Approved By: Miller David Iam)wm & Y] ALL INFORMATION CONTAINED
D \\A»d HEREIN IS UNCLASSIFIED

Drafted By: DATE 05-31-2007 BY 65179 /DMH/KSR/RY
Case ID #:  (U) 278-HQ-C1229736-VIO (Pending) b6

b7C
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER b2

INSD/IIS TRACKINGH# 2854

OGC/IOB# 2oos|::|

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1629 b2
278 Serial 28 b7E

278-HQ-C1229736-VIO Serial 1941

Details: (U) The Internal Investigations Section (IIS) received

an EC fro ivision dated 09/11/2006, reporting a possible
IOB error. ased upon a review of the referenced EC it is the b7E
IIS’'s opinion the incident described therein is administrative in
nature. Therefore, no internal investigation will be conducted

by the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

*



(Rev. 01-31-2003)
M/zowmm
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 01/17/2007
To: Attn: SAC (Personal Attention)
From: Inspection .
Internal Invegtd i IPU, Room 3041
Contact: CRS Ext.
' - DECLASSIFIED EY 65179 /DMH/KSR/RW
Approved By: Miller David Iani@i%? ON 05-31-2007 /
Drafted By: b2
b7E
Case ID #: (U) 263-HQ-0-U - 670 (Pending) i?c
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKINGH# 2854
OGC/IOB# 2006

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

S . “vmt>g§ Deri om 2 -
De y Ont 20117

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1629

Reference: (m 278-HQ- 6-VIO Serial 1629
278 erial 28
278-HQ-C1229736-VIO Serial 15941 -

Details: (U) Upon review of[:::::;:pivision's captioned report  °'F
of a potential IOB violation, IIS did not find the matter

indicative of willful misconduct. 1IIS only addressegs allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

*
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U.S. Departme. »f Justice

Office of the Inspector General

Waushington, D.C. 20536

DATE: January 25, 2007
TO: Kenneth W. Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation v
ALL FBI INFORMATION CONTAINED
HEREIN I3 TNCLA33IFIED
DATE 05-31-2007 BY 65179 /DMH/K3R/RW
FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division b2
b7E
SUBJECT: OIG Complaint No. 2007002557 e
Subject:[_ |
FBI No. 263-0-U-670 | I
FBI CMS No. 2854

HEn

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OI1G Report/Referral pursuant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agéncy, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment



INVESTIGATIONS DIVISION -

OlG -

Complaint

Form OIG NO. 689-2007-002557-M

Recelved By: Date Received: 01/04/2007 Hcw Recelved: A
SURBJRCT: S8NO:

Title: 3A Pay Plan: D.O.B.:

Component: FBI ECD Date: Alien No.:

MiGa: F.B.I.No.:

Homes : B.O.P.No.:

Phcne: {) - Z1P: D/L No.:

Work: Offenses: 689

Phone: Z1P:

SURJECT: SSNO:

Title: SSA Pay Plan: D.O.B.:

Componaent: FBI EOD Date: Alien No.: b6
Misc: F.B.I.No.: b7C
Home: [ B.O.P.No.: b2
Phone: () - ZIPp: D/L No.:

Work: Cffenses: 689

Phone: I Z1P:

COMPLAINANT: SSNO:

Title: ATTY Pay Plan: D.0.B.:

Component: FBI EOD Date: Alien No.:

Misc: F.B.I.No.:

Home: l | B.O.P.No.:

Phone: () - ZIP:l | D/L No.:

Work: ,

Phone: I l ZIP: )

Confiderntrars Revealed: Authority: none

Details:

(S)Fhe BI provided information regarding a potential IOB matter (2006

On April 17,
service providex
the results on

The results of the NSL

2006 a National Security Letter

(NSL) was served to a wire communications
were obtained onf | A review of

revealed that the information supplied also include

\

IThese files were not reviewed or listened T o

by FBl |

It is the opinion of the Office of the General Counsel that this matter need not be reported

to the I0B. (gz)
— .
ALTLEGATIONS: 689 IOB Violation
Jccurrence Date: TIME:
CITYi | State Zip:
DISPOSITION DATA: Disposition: M Date: 01/24/2007 Approval: POWELL, GLENN G
T
Referred to Agency: FBI Date Sent: 01/24/2007 Component: FBI
Patrviot Act: N Civil Rights: N Component Number: 263-0--U-670, 2851
Sensitive: N Whistleblower: N Consolidated Case Number:
DATE: 05-31-2007
FEI INFOQ.
CLAZZIFIED BY 65179 /DMH/KSR/RW
REASON: 1.4 (c)

rage L of 2

DECLAZSIFY ON: 0S5-31-2032

Printed 01/25/2007 9:14:24

bl
b2
b7E
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0IG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2007-002557-M

Remarks:

Fredicating material contains classified information that will be maintained in a secure
container within OIG/INV/HQ.

01/25/07-Sent to Kaiser/FBI/INSD. (dz)

bage z of 2 Printed 01/25/2007 9:44:24
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(Rev. 01-31-2003) /
SECQEE?;;oszozza

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: (02/28/2007 22
7E
To: General Counsel Attn: NSLB/CILU/Room 7947 b6
AGC b7C
Counterintelligence Attn: CD-2C, Room 40U06b
Inspection Attn: IIS
Attn: CDC| NL
ELL INFORMATTION CONTAINED
From: HEREIN I3 UNCLASSIFIED EXCEPT
T=T WHERE SHOVN OTHERWISE
Contact: SA
TAETE: 05-31-2007
Approved By: | 1 CLAZ3IFIED BY 65179 /DMH/ESR/RW
FEASON: 1.4 {c)
Drafted By: DECLASSIFY ON: 05-31-2032
- M”"”‘"“m‘”"‘:kgi . ’2110
Case ID #: 278-HQ-C1229736-VIO (Pending) b1
e e 278 ](Pending) a4 1
S) BTE
b2
‘ Title: .. ) INTELLIGENCE GHT BOARD
m MATTER 2006
(m Synopsis:EX( To document contact with service provider and
authorizatién>to destroy improperly or unintentionally

acquired information pursuant to lead set by Office of General
Counsel (0OGC), NSLB, CILU.

)
R
Y On: O r,,d¢m~/é1ﬁ

I:T_T} . ... Details:- M on 09/11/2006:H:E|requested OGC review the d
facts of e aptioned matter an etermine whether it

warranted reporting to the IOB. By EC dated 12/18/2006, OGC b2

advise that the FBI required to report the b7E

matter OB. Howeverj Las advised to contact the

service provider and ask whether the improperly or

unintentionally acquired information should be returned or b1l

destroyed with appropriate documentation to the file. -
b7E

(S)\ b6

b7C
b7D

SECREf?;ZészZZS
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SEEEEEQ/20320228

To: General Counsel From:| .
Re: >{e 278-HQ-C1229736-VIO, 0272872007 )

b7E

it returned. On 02/28/2007

destroyed the improperly

or unintentionally acquired
protocol.

information according to FBI

SEC§>§2/20320228

2
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FEDERAL BUREAU OF INVESTIGATION

(Rev 08-28-2000)

Precedence: ROUTINE Date: 08/14/2006 g?E
. . b6
To: \Irispection Attn: Internal Investigations b7C
Sectiop (IT1S). Roam 11841
CRS
General Counsel Attn: National Security Law Branch

(NSLB), Room 7947
Deputy General Counsel
Julie F. Thomas
Attn: Office of Division Counse]
CDC
ADC

From:

Foreign Counterintelligence (FCI) Sguad, Room 4216
Contact: SAI

ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED EXCEFRT
WHERE 3HOWN OTHERWISE

Approved By:

DATE: 0Q5-31-2007
CLASSIFIED EY 6S175/DMH/ESR/FW

Drafted By: FEASON: 1.4 (c,d)
DECLASSIFY OM: 05-31-2032
T case 1p #: M 278-HQO-C1229736-VIQ (Pending) . 3433
(S) E;
(s) b7E
(S) b7A
(3)

(W~ ritle: >< SA | | b6
SS1? 1 b7cC

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

Synopsis: (U) To report possible IOB matter resulting from
providar error.
Uy .“.3541 Derive : S 7 ober 1997
Declassi : /14/2 ‘
Reference: (S
(S
(S bl
. b2
(S b7E
. b7A
S . ’ A : _‘_'_/'_C_'_/v u%;
CRs o&fo]
b6

b7C
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(3]

gy

8

Suhstantive Invegticationg

b2
To: _Inspection From: J b7E
Re S 278~HQ-C1229736-VIO, 08/14/2006
tive: {S)
Details:

a) |

man

<1

n

)
[N

L]

bl
b2
b7E
b7D
b7A

bl

bL7E
bé
b7C
b7a

bl
b6
b7C
b7A



(U

bl
b2
b7E
b6
b7cC
b7D
b7A

‘To
Fe

>< 3. Possible TOR Erro

sz>é'r

: Inspection From: I |
. % 278-HQ-C1229736-VIO0, 08/14/2006

{8)
bl
b2
b7E
b7A
NFIPM Section Reference: 27-22A
;X( 4, Description of IOB Error (including anv reporting
delaxs)ﬂ
ij e
{S)
(3)

sf:}é;'r
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SECSET b2

b7E
To: Inspection From:| 1
Re: | 278-HQ-C1229736-VIO, 08/14/2006
(5
bl
b2
bTE
b6
b7C
b7D
b7A
Immediately af speaking with ADC riter
contacted IParalegal Specialist (PS)}

r Jto explain the situation. PS[ |
b2 advised that she would contact OGC/NSLB and provide
i;g further direction to writer. Later in the afternoon of
bC 08/14/2006, writer received the y NSL results

which had been forwarded by I via an FBI
inter-office envelope. As soon as writer received the
FBI inter-office envelope and recognized its contents,
writer closed the envelope without reviewing the hard
copy NSL results.

P2 On 08/15/2006, PS advised writer to draft

b6 this electronic communication (EC), and PS|

p7¢C retrieved the hard copy NSL results from writer's desk
to seal and secure in the[;::::::bDC's secure safe,
pending further direction from OGC/NSLB and IND/IIS.

‘U) bTE An tions regarding the above can be directed to
b6 :EﬁjjAttention: Special Agent[” B
b7¢C r

elephone numbe4‘7

SEE#T

4



SENT b2

b7E
To: Inspection From:
() Re: N 278-H4Q-C122973¢-VIO, 08/14/2006
LEAD (s8) :
Set Lead 1: {(Action)
INSPECTION
AT WASHINGTON, DC
18] <
bl
b2
b7E
b7D
b7A
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(8) ,",:>y<:
bl '
b2
b7E
b7D
b7A
Set Lead 3: (Info)
b2
b7E AT
(U) Read and clear. For information only.

*"

o
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FEDERAL BUREAU OF INVESTIGATION

(Rev, 01-31-2003)

Precedence: ROUTINE Date: 12/14/2006
b2 To: Attn: SAC|
b7E ASAC]
b6 [ ]
b7¢ SSA] 1
sy ]
Attn: CDC
ADC
Inspection Attn: IIS, CRS

from: Office of the General Counsel
NSLB/CILU/Room 7947
Contact: AGq |

ALL INFORMATION CONTAINED
Approved By: Thomas Julie ) \) HEREIN IS UNCLASSIFIED EXCEPT
> WHERE SHOWN OTHERWISE
Drafted By: |
7 E[ﬁ"{5 DATE: 05-31-2007
{0} case 10 #: 278-HQ-C1229736-VIO~{Pending) CLASSIFIED BY 65179/DMH/K3R/RW
‘ _ ‘ REASON: 1.4 {c,d) )
o Title: INTELLIGENCE QVERSIGHT BOARD PECLASSIFY OM: D3-31-2032
MATTER 200
(- Synopsis: 1t 1is the opinion of the Office of the General
Counsel (OGC) that this matter is not reportable to the

Intelligence Oversight Board (IOB). Rather, it should be
maintained in the control file for periodic review by Counsel to
the IOB. Our analysis follows.

(U) Deris T G-3
8sify On:

i) Reference: - '*“““':?§i 278-HQO-C1229736-VIQ Serial 1633 (DPardina:
(s) bl
(S) b7Aa
(S) b2
(S) b7E
I [zm:k)s( By EC dated 08/14/2006, the‘;h?ield Office
equested that OGC review the facFs o the captioned b2
atier and determine whether it warrants reporting to the IOB. As bIE

e
b6

0/6/D0J REVIEW ME -«
Pl INVESTIGATION 7~/
01G/DOJ INVESTIGATION.




S};é'r b2

b7E
To: [:::::::]From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/14/2006

explained below, in our opinion, the FBI is not required to report
this matter to the IOB.

(S)

(5}

bl
b2
b7E
b7D
b7A

bl
b2
b7E
b6
b7C
b7D
b7A

bl
b2
bTE
b6
b7C
b7A



To: From: Office of the General Counsel
Re: T8-HQ-C1229736-VIO, 12/14/2006

bl

(S) 1In response to the properly served NSLs, however,

erroneously provided information beyond the scope of the NSLs.
Through no fault of the FBI, the FBI obtained complete credit
reports pertaining to subjects of foreign counterintelligence
investigations. When the case agent received the NSL results, he
immediately sealed and sequestered them. This excess information
currently is sequestered in the safe of the Division
Counsel.

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB) and
established the Board as a standing committee of the President's
Foreign Intelligence Advisory Board. BAmong its responsibilities,
the ICOB has been given authority to review the FBI's practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates that
Inspectors General and General Counsel of the Intelligence
Community components (in the FBI, the Assistant Director,
Inspection Division (INSD), and the General Counsel, Office of
the General Counsel (0OGC), respectively) report to the IOB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive. This language has been interpreted tc mandate the
reporting of any violation of a provision of The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or
other guidelines or regulations approved by the Attorney General
in accordance with Executive QOrder 12333, dated 12/04/1981, if
such provision was designed to ensure the protection of
individual rights.

(U) Violations of provisions that merely are administrative
in nature and not deemed to have been designed to ensure the
protection of individual rights are generally not reported to the
IOB. The FBI Inspectiocon Division is required, however, to
maintain records of such administrative violations for three
years so that the Counsel to the I0B may review them upon
request. The determination as to whether a matter is
"administrative in nature"” must be made by OGC. Therefore, such

e

bl
b2
PTE
b7D



/sﬁém:/'r
b2

To:[:::::::] From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/14/2006

administrative violations must be reported as potential IOB
matters. '

(U) NSLs are a specific type of investigative tool that
allows the FBI to obtain certain limited types of information
without court intervention: (1) telephone and email
communication records from telephone companies and internet
service providers (Electronic Communications Privacy Act, 18
U.S.C. § 2709); (2) records of financial institutions (which are
very broadly defined) (Right to Financial Privacy Act, 12 U.S.C.§
3414 (a) (5) (A)); (3) a list of financial institutions and consumer
identifying information from a credit reporting company (Fair
Credit Reporting Act, 15 U.S.C.§§ 168lu(a) and (b)); and (4)
full credit report in an internaticnal terrorism case (Fair
Credit Reporting Act, 15 U.S.C. § 168lv). In addition to FCRA,
15 U.S.C. §§ 168lu(a) and (b) information (financial institutions
and consumer identifying information), under 15 U.S.C. 1le681lu(c),
if certain factors are met, the FBI is able to obtain full
consumer reports in both counterintelligence and international
terrorism investigations by an ex parte court order.

(U)

15
(5}

131

Here, during the course of several authoriz foreign
counterintelligence investigations, the FBI served jNSLs. bl

..The NSLs requested lawful information and were properly served. EZD
In responsef- provided the FBI with information outside the g
scope of th SIS 3and with information that was not permitted b7A
under 15 U S8Cc 88 1681u(a) and (b). In other words, an error on
“the part-of esulted in the unintentional acquisition of
informatiorroy trneE FBI. b1

*HL carrier's mistake is not reportable to the IOB as iZD
the-FBI has not. acted unlawfull or contrary to = ++et Order BIE
or Presidential Directive. | should contacl knd ask b7A

whether the unintentionally acquired information should be
returned or destroyed with appropriate documentation to the file.

(U) Based upon these facts, in accordance with the terms
implementing the reporting requirements of Section 2.4 of EO
12863, it is our opinion that this error is not reportable to the
IOB. A record of this decision should be maintained in the
control file for future review by the Counsel to the IOB.

SEM

4
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To: From: Office of the General Counsel
Re: 278-H0-Cl1l229736-VIO, 12/14/2006

LEAD (s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

b2

(U) INSD should retain a record of the report of the b7E

potential IOB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required, for three years
for possible review by the Counsel to the IOB.

Set Lead 2: (Info)

at| |

(U) For information.

Set Lead 3: . (Action)

AT

(U) [::;;::]should contact the carrier and ask whether the
unintentionally acquired information should be returned or

destroyed with appropriate documentation to the file.

cc: Ms. Thomas

LOB Library

*



(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/12/2007
To: General Counsel Attn: NSLB
. b6
From: Inspection b7C
Internal Investigations Section, IPU, Room 3041 b2
Contact: CRS| | Ext.

Approved By: Miller David IaﬁD\M\\(uA %/1 ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED

Drafted By: r 1 DATE 05-31-2007 BY 65179/DMH/KSR/RW
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: () INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING# 2855
OGC/IOB# 2006

Synopsis: (U) To report a potential Intelligence Oversight Board
(ICB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1633
278-HQ-C1229736-VIO Serial 1945

Details: o T nternal Investigations Section (IIS) received
an EC fro ivision dated 08/14/2006, reporting a possible
IOB error. Based upon a review of the referenced EC it is the b2
IIS's opinion the incident described therein is administrative in bIE

nature. Therefore, no internal investigation will be conducted
by the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

*



(Rev. 01-31-2003)
éﬁtn£12220320117
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 01/17/2007
To: Attn: SAC (Personal Attention)

From: Inspection
Internal Invegti i i IPU, 41
Contact: CRS Ext

Approved By: Miller David Ian @Z{/\ DECLASSIFIED BY 65179/DMH/KSE/RW
v

0N 05-31-2007

Drafted By:

b2

. . b7
Case ID #: (U) 263-HQ-0-U - 671 (Pending) olE

b7C

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2855
OGC/IOB# 2006

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

” J{ Devermana—oy

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1633

Reference: (U) 278-HQ-C1229736-VIO Serial 1633
278-HQ-C1229736-VIO Serial 1945

Details: (U) Upon review of Division’s captioned report

of a potential IOB violation, IIS did not find the matter

indicative of willful misconduct. 1IIS only addresses allegations b2
where deliberate and/or aggravated misconduct is evident. b7E

(U) 1IIS recognizes and appreciates that this matter
was brought to our attention as required by the revisions
mandated by National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570) .

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

*
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U.S. Departme. f Justice

Office of the Inspector General

Washington, D.C. 20530

DATE: January 25, 2007

TO:

Kenneth W. Kaiser
Assistant Director

Inspection Division . ALL FBI INFORMATION CONTAINED
Federal Bureau of Investigation HEREIN IS UNCLASSIFIED

DATE 05-31-2007 BY S5179/DMH/ESR/RY

FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division b2
b7E
SUBJECT: OIG Complaint Ne. 2007 ﬁgc
Subject:
FBI No. 263-0-U-671
FBI CMS No. 2855

N

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
O1G.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a2
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in_all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment
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Received By:l |

INVESTIGATIONS DIVISION -

Complaint Form

689-2007-002560-M

Date Received: 01/04/2007 How Received: A
SUBJECT : SSNO:
Title: SSA Pay Plan: D.O0.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home : I B.O.P.No.:
Phone: (1 - 21P: D/L No.:
Work: Offenses: 689
Phonre: 2IP:
SUBJECT:| | SSNo;I
Title: S5A Pay Plan: D.O.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.: b6
Home: l B.O.P.¥YNo.: bicC
Ptone: () - ZIP: D/L No.: b2
Work: Offenses: 689
Phone: ZIP:

COMPLAINANT:i |

Title: SAC Pay Plan:
Component: FBI EOD Date:
Misc:

Heme:

Phone: Z1P:
Work:} ]

Phone: Z1P:
Confidential: Revealed:

Details:

an investigation.

to the IOB.

A National Security Letter

The FBI provided information regarding a potential IOB matter (2006

(NSL)
The FBI properly served the NSL however,

SSNO:
D.O.B.:
Alien No.:
F.B.I.No.:
B.O.P.No.:
D/L No.:

Authority:

none

was served on a credit reporting company in furtherance of

company resulted in the unintentional acquisition of information.
some of the information provided exceeded the scope of the NSL,
sequestered the excess information and placed it in a secure safe.

an error on the part of the

the FBI sealed and

It is the opinion of the Office of the General Counsel that this matter need not be reported

Upon discovering that

e naE—— — e e _ M
ALLEGATIONS: 689 1IOB Violation b2
Occurrence Date: TIME: b7E
CITY State Zip:
DISPCSITION DATA: Disposition: M bate: 01/24/2007 Approval: POWELL, GLENN G

,’)T/lz
Referred to Agency: FBI Date Sent: 01/24/2007 Component: FBI
Patriot Act: N Civil Rights: N Component Number: 263-0-U-671, 2855

Sensitive: N

Page 1 of 2

Whistleblower: y

Consolidated Case Number:

ALL FBI INFORMATION CONTAINED
HEFEIN IS5 UNCLASSIFIED
DATE 06-06-2007 BY 65175 /DMH/KGR/RW

Primtad 01 /2R/20N7 .07



o ® .

OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2007-002560-M

Remarks:

Predicating material contains classified information that will be maintained in a secure
container within OIG/INV/HQ.

01/25/07-Sent to Kaiser/FBI/INSD. (dz)

Page 2 of 2 Printad N1 /28/90N07 0.oT .




FD-962 (Rev. 03-21-2005)

sﬁﬁ(ﬁ&

FEDERAL BUREAU OF INVESTIGATION

Precedence:

ROUTINE Date:
To: Inspection Attn: 1IIS, Room 11861
General Counsel Attn: NSLB, Room 78975

From:

|

09/19/2006

Squad CI-2 2
Contact: SA b7E
‘———————-————————-——1p b6

Approved By: b7C
Drafted By:l L
e
() ’Case”ib'#r-:>ﬁi 278-HQ-C1229736-vIio~ °7 /
ALL INFORMATION CONTAINED
Title: (U) sa r J HEFEIN IS UNCLASSIFIED EXCEPT
SSA ] WHERE SHOWN OTHERWISE
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR
() Synopsis::>§{ To report possible IOB error.
S DATE: 05-31-2007
mo- e CLASSIFIED BY 65179/DMH/KSR/RW
) REASON: 1.4 (c,d)

DECLAZSIFY 0OM: 05-31-2032

Details: bl
b2
(S) 1. b7E
b6
b7C
(s) 2. ‘
-
3. Possible IOB Error:
bl
(s)
‘ ()
(7) “:}éi 4.  Description of IOB Error (including any reporting delays). b1
b7D

;}8(: On 01/06/2006, writer documented to the file that telephone ¢
records of a non-targeted subject were provided in response to a b7C
National Security Letter (NSL) served a The telephone records

provided in error were destroyed

- 4:13¥i%0n 09/15/2006, writer was informed via legal training that
(U)'recelpt of incorrect information pursuant to an NSL is a reportable
IOB violation.

)t bl

8 s

~7 4 am
C oogid] E;F

/[, ’ /) /n D; /,E / ™ ™ = ™~




(T}

é%?é;T
b2

To: Inspection From: | ] b7E
‘Re:. }§{f 278-HQ-C1229736-VIO, 09/19/2006

LEAD(s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL CQUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/14/2006
To: Attn: SAC b
CDC b7E
ssal | vs
sal | b7C
Counterintelligence Attn: CD-2A UC
) ALL INFORMATION CONTAINED
Inspection Attn: TIIS  uppEN IS UNCLASSIFIED EXCEFT

. WHERE SHOWN OTHERWISE
From: Office of the General Counsel

NSLB/CILU/Room 7947

Contact: AGC| |
‘Approved By: Thomas Julie EDE{,
Drafted By: | J

a DATE: (05-31-2007
(M case ID#:‘;§< 278-HQ-C1229736-VIO~(Pending) CLASSIFIED EY 65173/DUH/KSR/RY
BEASON: 1.4 (o)

 Title: ><) INTELLIGENCE_QVERSIGHT RBOARD DECLASSIFY 0N: 05-31-2032
(- MATTER 2006
i) - Synopsist It is the opinion of the Office of the General

Counsel (OGC) that this matter is not reportable to the
Intelligence Oversight Board (IOB). Rather, it should be
maintained in the control file for periodic review by Counsel to
the IOB. Our analysis follows.

(v Dexi Fro -3
Dec Y : 5X1
02
AdministratiVe;..Eﬁg This electronic communication (EC) contains bub7E

() information from ¥he followin . (1) EC dated 09/19/2006 b6
ield Offic Ito OGC reporting a bicC

B matter; (2) information from an email between SA
and AGC| dated 10/11/2006; and (3)
€lephione conversation between SA| | and AGC[Aﬁ AJ
on 10/20/2006.

V4o
in “"Reference: - - _,‘:>€z 278‘HQ“C1229736VSeria1 1647
| . b6
PA h ¥ VAN biC
300, REVIEW: 4._9ATE, [ -t

0 INVESTIGATIOR: (.
0IG/504 INVESTIGATIGH;
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To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/14/2006

W Details: - }%{ By EC dated 09/19/2006, requested that OGC
review the facts of the captioned matter and determine whether it
warrants reporting to the IOB. As explained below, in our b2

opinion, the FBI is not required to report this matter to the IOB. p7g

iU3 R ;}éi On 07/06/2005% issued an National Security
Letter (NSL) pursuant to 18 U.S.C. § 2709 seeking subscriber and
toll billing records for various telephone numbers. Upon review

ecords provided by the service provider, on| |

[ff;ff;:jnoticed that the service provider responded by providing
telephone records of a person who is not a target of the
investigation or is in anyway related to the investigation. Upon
noticing this error[::::ffijﬁpromptly destroyed the records that
were provided in error. The investigation was closed on
04/18/2006.

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOR). ©On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB) and
established the Board as a standing committee of the President's
Foreign Intelligence Advisory Board. Among its responsibilities,
the IOB has been given authority to review the FBI's practices
and procedures relating to foreign intelligenrce and foreign
counterintelligence collection.

(U) 8Section 2.4 of Executive Order 12863 mandates that
Inspectors General and General Counsel of the Intelligence
Community components (in the FBI, the Assistant Director,
Inspection Division (INSD), and the General Counsel, Office of
the General Counsel (0OGC), respectively) report to the IOB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive. This language has been interpreted to mandate the
reporting of any violation of a provision of The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or
other guidelines or regulations approved by the Attorney General
in accordance with EO 12333, dated 12/04/1981, if such provision

i[I)‘""xv:>K;K

( submitted this error as a potential IOB violation p2
on 09/19/2006 aiter it has been learned, via legal training, that the b7E
receipt of incorrect information pursuant to an NSL must be reported

as a potential IOB violation.
e

2
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%T b2

To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/14/2006

. was designed to ensure the protection of individual rights.

Violations of provisions that merely are administrative in nature
and not deemed to have been designed to ensure the protection of
individual rights are generally not reported to the IOB. The FBI
Ingpection Division is required, however, to maintain records of
such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature" must be made by OGC. Therefore, such administrative
viclations must be reported as potential IOB matters.

NSLs are a specific type of investigative tool that
allows the FBI to obtain certain limited types of information
without court intervention: (1) telephone and email communication
records from telephone companies and internet service providers
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2)
records of financial institutions {(which is very broadly defined)
(Right to Financial Privacy Act, 12 U.S.C.§ 3414 (a) (5) (A)); (3) a
list of financial institutions and consumer identifying
information from a credit reporting company {(Fair Credit Reporting
Act, 15 U.S5.C.§§ 1681lu(a) and (b)); and (4) full credit report in
an international terrorism case (Fair Credit Reporting Act, 15

U.S.C. § 1681v). NSLs may be issued in conformitv with starutory
requirements, .including 18 U.S.C. § 2709.

e —

In this investigation properly served an
NSL on a service provider. 1In resporse to e properly serxrved
NSL, the FBI o ined information regarding another person's b2
records. guickly determined that this information, b7E
although lawfully obtained, was not relevant tao trhe
investigation. Upon noticing this error, Promptly
destroyed the telephone records provided Tmerror.

(U) Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4 of
EO 12863, it is our opinion that this error is not reportable to
the I0B?. A record of this decision should be maintained in the
control file for future review by the Counsel to the IOB.

2 It is noted that in the past third-party errors were

reported to the IJOB. However, by letter dated 11/13/2006, the Counsel
to the IOB agreed that third party errors in the collection of
information pursuant to an NSL must be reported tc the OGC, - but are
not reportable to the IOB.

SE T
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To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/14/2006

LEAD(s) :

Set Lead 1: (Info) ’ Ei

AT

(U) For information. In the future, in similar cases where
the service provider provides information on non-targeted subject
that is not relevant to an investigation| | should contact
the service provider and ask whether the improperly or
unintentionally acquired information should be returned or
destroyed with appropriate documentation to the file.

Set Lead 2: (Info)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

{U) For information.
Set Lead 3: (Acticn)
INSPECTION

AT WASHINGTON, DC

(U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required, for three years
for possible review by the Counsel to the IOB.

cC:

b6
ICB Library b7C

*
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FEDERAL BUREAU OF INVESTIGATION

{Rev. 01-31-2003)

Precedence: ROUTINE Date: 01/12/2007
To: General Counsel Attn: NSLB
b6

From: Inspection ?ZC

Internal Investigations Section, IPU, Room 3041 D=

Contact: CRS[" | Ext.

. 1 i -4

Approved By: Miller David Iarpym|s @Z 4 ALL INFORMATTON CONTAINED

HEREIN I3 UNCLASSIFIED
DATE 05-31-2007 BY &5179/DHH/KSR/RY

Drafted By:

i Case ID #: (U) 278-HQ-C1229736-VIO (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2870
OGC/IOB# 2006

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1647
278-HQ-C1229736-VIo Serial 1942
Details: U T nternal Investigations Section (IIS) received
an EC from ivision dated 09/19/2006, reporting a
possible IOB error. Based upon a review of the referenced EC it b2

ig the IIS’'s opinion the incident described therein is indicative b7E

of a performance issue. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

¢



(Rev. 01-31-2003)
S T//20320117
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 01/17/2007
To: Attn: SAC (Personal Attention)

m -

From: Inspection
Internal Investigationg Section, IPU, Room 3041

Contact: CRSI l Ext
Approved By: Miller David Ian A DECLASSIFIED BY 65179 /DMH/KSE/RY
- ON 05-31-2007
Drafted By: / b2
b7E

Case ID #: (U) 263-HQ-0-U - 672 {(Pending) Egc
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING# 2870

OGC/IOB# 2006
Synopeis: (U) To advise that captioned reporting of potential

Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

>l< Deriv
Decl

Enclosure(s) : 278-HQ-C1229736-VIO Serial 1647
Reference: () 278-HQ-C1229736-VIO Serial 1647 b2
278-HQ-C1229736-VIo Serial 1942 BT

Details: (U) Upon review oﬂ Division’s captioned report
of a potential IOB violation, id not find the matter
indicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/OGC EC, dated 11/16/2006 (278-HQ-C1229736 serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.
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DATE:

TO:

FROM

U.S. Departme. of Justice

Oftice of the Inspector e, vl

Washinvron, D.C. J0s5 3

January 31, 2007

Kenneth W. Kaiser

ASSlStal.lt Dlr-ec.t(')r ALL FBI INFORMATION CONTAINED

Inspection Division HEREIN IS VHCLASSIFIED

Federal Bureau of Investigation DATE 05-31-2007 BY 65179/ /DMH/KSR/RU
: Glenn G. Powell

Special Agent in Charge
Investigations Division

SUBJECT: OIG Cor'm]_aint No. 2007002648

i

Attach

Subject: —l b2
Division b7E
I_N_IFBI 0. 263-0-U-672 E?c
CMS No. 2870

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
0l1G.

This matter is referred to your agency for investigation. Please provide the OlG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

ldentifying information may have been redacted from the attached O1G Report/Referral pursuant to § 7 of the
iG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OlG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

ment



0:G [INVESTIGATTONS DIVISION - Complaint Form OIG NO. E689~2007 002648 -M
L SRR e
Received By] | Date Received: 01/04/2007 How Recelved: A
suBJgecT{ | SSNO:
Title: SA Pay Plan: D.C.B.:
Component : FBI EOD Date: Ellien No
Misc: F.B.I.No
Home : B.O.P.No.:
Phone: () - ZIP; D/L No.:
Work: Offenses: 689
Phone:ri ‘J Z21Ip:
SUBJECT:| ] SSNO:
Title: SSA Pay Plan: D.O.B.:
Component : FBI EOD Date: Alien No.:
Misc: ‘ J F.B.I.No.: b2
Home: B.O.P.No.: b6
Phone: (} - ZIP:: D/L No.: b7C
work: - Offenses: 689
Phone:[ﬁ ZIP:
COMPLAINANT:| I SSNO:
Title: ATTY Pay Plan: D.C.B.:
Component : FBI EOD Date: Alien No.:
Misc: F.B.1.No.:
Home: | B.0.P.No.:
Phone: () - z1p: D/L No.:
Work: ,
phone: [_ 1 ZIP: ,
Confidential: Revealed: Autnority: none
lm A L
Details:

Information received from FBI/INSD reporting a potential IOB matter involving the
acquisition of information unrelated to an FBI investigation. TIOB #2006Ef]

During an authorized investigation, the FBI properly served a National Security Letter (NSL)
on a communication service provider for information regarding the target of the FBI
investigation. In response, the FBI obtained information regarding an individual other trhan
the target of the investigation. The records provided in error were destroyed.

It is the opinion of the Office of the General Counsel that this matter need not be repcrted
to the 10B. g

ALLEGATIONS: 689 IOB Violation

Occurrence Date: 10/06/2006 TIME b2
CITY: State zip: b78
DISPOSITION DATA: Disposition: M Date: 01/04/2007 Approval: POWELL, GLENN G

g
Referred to Agency: Date Sent: Component: FBI
Parriot Act: N Civil Rights: N Component Number: 263-0-U-672, 2870
Sensitive: N Whistleblower: N Consolidated Case Number:

ALl FBI INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED
DATE D6-0D6-2007 BY 55173 /DMOE/KER/RY

Page 1 of 2



b2
0rG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. : 89-2007-002648-M
Remarks:
A search of the 01IG database revealed that is the subject of complaint
#o00 =50ud0U=M, inunLV)ngl ]

-

(yht)

1/31/07

- Sent to AD Kaiser, FBI/IND. {yht)

Predicating material contains classified information that will be stored in a secure
container within OIG/INV/HQ.

b6
b7C

Page 2 of 2




Freedom of Information

and
Privacy Acts
SUBJECT: NATIONAL SECURITY LETTERS
FOLDER:_Q 3-0-U- Volume 28

Federal Bureau of Investigation



K
FD-962 (Rev. 03-21-2005) #
mxi
FEDERAL BUREAU OF INVESTIGATION
o7 b2
Precedence: ROUTINE Date: 02/23/2007
To: “Inspection Attn: Internal Investigations
Section, Room 11861
General Counsel Attn: National Security Law Branch

(NSLB), Room 7975

From:

Legal ASection
CongAct: ADC

b2
b7E
e Approved \‘ ALL INFORMATION CONTAINED

b7C HEREIN I3 UNCLASSIFIED EXCEPT
WHEFE SHOWH OTHERWISE

Drafted By:

DATE: 06-04-zZ007

() cQse...ID,#,_,,,N 578 _HO-C1229736 -VIQ — AL CLASSIFIED BY 65179 DMH/ESR/JW
bl A BEASON: 1.4 (C,D)

DECLASSIFY OM: 06-04-2032

Title: (U) REPORT OF A POTENTIAL
IOB MATTER 1073946

(1) Synopsisz“>xs Response to telephonic and e-mail mandate by NSLB of
02/20/2007 to report as a potential IOB matter, a National Security
Letter (NSL) believed by the Office of the Inspector General (0OIG),
Department of Justice, to be an IOB matter.

Uy R Derive T : G-3
(o E§t: Declassi On: X1
Details:
(s)y 1.
bl
be
b7¢C lThe case Special Agent (SA) _at the time of the
b2 issuance of the questioned NSL was |. The
b7E case SA.Q&.&hﬂ.LiﬂELQﬁ receipt of the response to the NSL
was SA and the Supervisorv Snecial Agent

(81 (SSA) for the investigation was SSA

z2»6  The subjeCt,~ is a non-United States
b7C  Person.

B exror occurred. This report is purely pexrfunctory:

S0 74

0 g3




Uy SEEXQT
b2 ‘

b7E To: . Inspection From:
(8] Re: Eﬁé 278-HQ-C1229736-VIO, 02/23/2007

; {8}
4 | ‘ S |was advised 02/20/2007 that OTG had brought to the

bl attention of NSLB a NSL, found at vhich 0IG
b6 . believed was an IOB matter. Seria Exhibit A,
b7C _attached., is a copv of a NSIL addressedl
b2 — e
b7E [ T7 accordance with 18 U.3.C. § 2708lEl 128011 _the
bZD NSL contained the required relevancy certificatiomn, —
b and was duly executed by the Special Agent in Charge at the time,| I
(&) L
(S)
bl I
b7D |A NSL| | was served|
b6 |
b7¢C | I (RC at 2 3 A
b2 NSL | | was furnished
L7E | (ECat 271
b4 |
[ (EC at 2.) The
questioned NSLJ ]
| [NSL at 2.)
{(S) In response to the questionedr___]NSL.l |
bl
b7D
b6
b7C
b2
b7E
b4
(s)] |
bl
b6
b7¢C
b2
b7E

(U) General Counsel EC captioned "REVISED PROCEDURES
FOR THE SUBMISSION OF REPORTS OF POTENTIAL INTELLIGENCE OVERSIGHT
BOARD MATTERS, " dated 11/16/2006 observes that:

SEERE{
2



® [
'iUJ | SE&ET
|

b2 To: Inspection From:l
b7E Re:°~}§<p 278-HQ-C1229736-VIO, 02/23/2007

Section 2.4 of Executive Order 12863 mandates
that Inspectors General and General Counsel of the
Intelligence Community components ... report to the IOB
intelligence activities that they have reason to
believe may be unlawful or contrary to Executive Order
or Presidential Directive. This language has been
interpreted to mandate the reporting of any violation
of a provision of The Attorney General's Guidelines for
FBI National Security Investigations and Foreign
Intelligence Collection (NSIG), effective 10/31/2003,
or other guidelines or regulations approved by the
Attorney General in accordance with EO 12333, dated
12/04/1981, if such provision was designed to ensure
the protection of individual rights. Violations of
provisions that merely are administrative in nature and
not deemed to have been designed to ensure the
protection of individual rights are generally not
reported to the I0B.?

(GC EC at 2.) The instant case involvés no violation of any Executive
Order, Presidential Directive, guideline, ethics rules or any other
rule, regulation, order, or policy.

! (U) This interpretation of the reporting requirements
was furnished to the FBI by the PIOB during a meeting on
06/18/1982. William H. Webster, then Director of the FBI,
concurred with this interpretation and confirmed the immediate
implementation of reporting procedures in adherence to this
interpretation in a letter, dated 07/14/1982, to Dr. W. Glenn
Campbell, Chairman of the PIOB. This interpretation was
confirmed by Mary C. Lawton, Counsel for Intelligence Policy,
Office of Intelligence Policy and Review, Department of Justice,
by letter dated 04/08/1983.

SECRET
3
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szc}r(r

To: . Ingpection From:
Re: ?B{? 278-HQ-C1229736-VIO, 02/23/2007
LEAD (8) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U} For action deemed appropriate.

Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*

b2
b7E



(5]

b6
b7C
b7D

(81

® ®
o seseeT o

U.S. Department of Justice

Federal Bureau of Investigation

In Reply, Please Refer to S
£
File No.

b7E

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 18, United States Code
(U.s.C.), Section 2709 (as amended October 26, 2001), you are
hereby directed to provide to the Federal Bureau of Investigation
(FBI) the name, address, and length of service of a person or

~entity to whom the following telephone pumbers are registered:

b6
b7C
L7D

b4 I accordance with Title 18, U.8.C., Section 2709(b), I
cercify that the information sought is relevant to an authorized
investigation to protect against international terrorism or
clandestine intelligence activities, and that such an
investigation of a United States person is not conducted solely

on the basis of activities protected by the first amendment of
the Constitution of the United States.

You are further advised that Title 18, U.S.C., Section
2709 (c), prohibits any officer, employee or agent of yours from
disclosing to any person that the FBI has sought or obtained
access to information or records under these provisions.

ALl INFORMATION CONTAINED

HEREIN I3 TNCLASSIFIED EXCEPT
DATE: 08 05200 WHERE SHOWN OTHERWISE
CLA3SIFIED BY 65179 THMH/KSR./ TV
FEASON: 1.4 (C) ‘
DECLAZSIFY Of: 0&-05-2032

15
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9 SKCRET ’

You are requested to provide records responsive to this
request personally to an employee from the FBI

b2 Office. Any questions you ing to this request should
bTE be directed only to SA t telephone number

b6 Due to secuftrty COllsiderations, you should neith

b7C gern € records through the mail or disclose the substance of
b7D this request in any telephone conversation.

b4

Your cooperation in this matter is greatly appreciated.
b6

Sincerely vours I |
b7¢C

—SpPecIal Agent in Charge b2

b7E
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(8)
(3)

SE&Q

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 09/01/2004

To: General Counsel Attn: UC I

CTLUI
Attn: Counterintelligence

From: b2
b7E
CTontact: SA b6
b7C
Approved By: SAC
CDC
PM {
SsA
Drafted By:
Case ID #: (S)
bl \
G6F-HQ-C1303375 (Pending) - } 0693 b6 '
bicC

Title: (s)

é}ﬁopSisr~~§§( Approves the issuance of an ECPA National
Security Lefter (NSL): provides reporting data; and transmits the
NSL for delivery to the telephone company.

Classification: This document is classified "SEéRgT" in its
entirety unless otherwise marked.

uy i : G-

bl
bl

T e N/ b7D
ETET T R Enclosed for i ' is-the b6
original and one copy of a sigried NSL. 2;0

b7E
b4
SECRET :
Uoin \ §] L——
B T - ew oLl —, m“::fl — r”ED ‘L
SRR P TR - C)
ST I - % 1720651
[ TTTTe——— ]
| bl
ATE —— N\
E‘«l"‘\a'g\l\‘ DATE: 06-05-2007 b2
ALL PNFORMATION CONTAINED CLAZSIFIED BY 65179 DMH/KSR/IW b7
HEREIN I3 UNCLASSIFIED EXCEFT FEAZON: 1.4 (C,D) o

WHEFE

SHOWN OTHERWIGE DECLASSIFY OM: 06-05-2032Z



()

{1 -

(2)

o o
(4 SECRET L

b2
To: General Counsel From: EZE
Re: (8) 09/01/2004
bl
b4
b7D

Details: (S)[ﬁ

bl
b7D
b6
b7C
b2
b7E
b4
This electronic communicaticon documents the SAC's
approval and certification of the enclosed NSL. For mandatory
reporting purpeses, the enclosed NSL seeks subscriber information
on a telephone number.
W o ““'~-ij Arrangements should be made with the institution
receiving the enclosed[fiiiij;iijaroduce the records personally to
an employee of the FBI | Field Office. The institution
should neither send the records through the mail nor utilize the b2
name of the subject in any telephone calls to your office. The bTE
institution should not contact FBIHQ directly in any manner.
"hﬁmeou should remind-the b4
representative that it is prohibited T¥odm disclosing that the FBI 57D

has made this request.

(0) On November 9, 2001, the Director designated the
official signing the enclosed letter as authorlzed to make the

required certification. Any questions above can be b6
directed to Attention: SA at [:::::::] b7C
1 .

sz\@:’r

2



[ SECRET .
. 7E
To: General P 2 21
Re: (8) 09/01/2004
LEAD(g) :
Set Lead 1l: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) Counterintelligence Law Unit is requested to
record the appropriate information needed to fulfill the

Congressional reporting requirements for NSL's.

Set Lead 2: (Action)

b2 -
bTE
(S) (M r_ﬂ. Field £4im~a }bi)gD
‘by hapd. 1 b6
; __|"the enclosed original pIC
E:* J and report the results to b2
bTE

*

séa\m'



Rev.01 312008 v (]

sdugar

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/02/2005

To:
PFr
b2 Contact: sA
b7E
b6 Approved By:
b7C :
Drafted By:
b1 cage ID #: (S)
bl Title: (8) ’
b6
b7C
k;)flmmopsis: () Results of an NSL
I J— (X) Deriv rom : G-3
Decla On: X1
Reference: (s)
(8) ot
Details: (S) | —I
bl
b7D
b6
b7C >
b2
b2 () I
b4
b1 AN
o0 ee "

DATE: 0Q6-05-2007

CLASSIFIED BY 65179 DMH/EIR/TW
REASON: 1.4 (C) :
DECLAZSIFY ON: 06-05-2032

ALL INFORMATION CONTAINED
HEFEIN I35 UNCLASSIFIED EXCEPT
WHEFE SHOWN OTHERWIZE

Y, snc}uw@ (3]

bl

N4 o b2 Ao MAR 2 2005
S §)$IO G i;E ]
b7C

-




b2
bT7E
b6
b7cC

b4
p7D
bo
b7cC

VIA HAND DELIVERY

Feder;

tigation

SRCRET
b4 e

b7D
bé
b7C

(3)

February 15, 2005

|. Special Agent in Charge

[5)

DATE: 06-05-z2007

CLASSIFIED BY £5179 DMH/ESR/JW
FEASON: 1.4 (C}

DECLASSIFY ON: 06-05-2032

Al

SEBRET

ALL INFORMATION CONTAINED
HEFEIN I3 UNCLA3ZSIFIED EXCEPT
WHERE SHOWN OTIHERWIGE




(0126/1998)

SEéxFT

FEDERAL BUREAU OF INVESTIGATION

~

Precedence: ROUTINE
To: Attn:
b2
b7E
ﬁsc Counterintelligence Attn:
Inspection Attn:
From: General Counsel

National Security Affaifs/Room 7974
Contact:

Approved By:

Julie F. Thomas

Thomas Julije

Date: 3/7/07

AD
SAC
CDhC
SSA
SA

AD

1Is,

Drafted By:

CRS

oy 2
Case ID #: (&% 278-HQ—C1229736—VIO""5),‘)3>
bl (S)
iy Title: Zfé POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER
2007-731
(Ui”'”synopsisf~~ES< It is the opinion of the Office of the General
Counsel (OGC) that no error was committed in this matter, and
therefore nothing need be reported to the IOB. A record of this
decision should be maintained in the investigation control file
for review by the Counsel to the IOB.
(U) Derived €rbm : G-3
(U - Declassi On: X1

Referenéé!“bﬁ
bl S)

—

278-HO-C1229736-VI0o -~Setia | 2300

b6

®7C 01G/DOJ REVIEW:
FB! INVESTIGATIO

AL (L~ ssdneg
|/

0IG/DOJ INVESTIGATION:

L

DATE: 06-05-2007

CLASSIFIED BY 65179 DMHAESR/JW
FEASON: 1.4 (C,I)

DECLASZSIFY ON: 06-05-2032

ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE



s}c&q

b2
b7E
To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 3/07/07
(- Details:"{kq After OIG reported on a potential IOB as part of b2
its NSL audit, was advised to report this matter as a b7E
potential IOB.
(s) | |
bl
b6
b7C
b7D
b2
b7E
b4
(Ej T sy e m”"Jsent“an‘NSL' bl
pursuant to 18 U.5.C. § 2709(b) (2001), requestita Sibscr ToT b2
information] l Ezg
N b6
{5y b7C
b4
(8) In response to the NgL | |
bl
7D
b4
(>2<) The fact that thic Icame
is) , back asl , racher thar]
- J.does not make it an "unauthorized collection Ly
third party providér.* .This was not an error by or bl
any kind of over collection b 1y ] b7D
| ] was™aTscTIo8eqa pursuant to a dul b4
authorized NSL, in a counterintelliaence investigatj_on;f]
|j and as such does 1o

T CONSUICUCE an error reportable to the IOB, (or any error at all).
£33‘ OGC notes that no report of a potential IOB would have been

s}eq'r

2



SE}RET

required absent its extraordinary mandate. OGC commends ng
for its assistance in this matter. A record of this decision

should be maintained in the control file for future review by the
Counsel to the IOB.




s%z'r

Set Lead 1: (Info)

b2
b7E

(U) Read and clear.

Set Lead 2: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

{(U) Read and clear.
Set Lead 3: (Info)
INSPECTION
AT WASHINGTON, DC

(U) Read and clear.

-Ms. Thomas bé
biC

1
1
1
1

-10BE Library

+¢
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¥D-962 (Rev. 03-21-2005)

SEQRET
FEDERAL BUREAU OF INVESTIGATION .- i
071
Precedence: ROUTINE Date: 02/23/2007
To: Inspection Attn: TIIS, Room 11861
General Counsel Attn: NSLB, Room 7975
From:
Contact: SSA
b2
i;E Approved By:
b7C
Drafted By:
{U) - Case ,ID-YV.#.,:.,,;,,,W 278-HQ-C1229736-VIO ’2)8)
Title: (U) SA
SSA
INTELLTGENCE OVERSIGHT BOARD (IOB) ERROR
(m'”'"Synopsiwaxxi To report possible IOB error.
- ”wWE§< Derived Ffrom : G-3
Declagsify On: X1
Details:
b1 (S) 1.
bé
b7C
(s) 2.
in ‘nE§? 3. Possible IOB Error:
bl (S)

(U’”“*¢<) 4. Description of IOB Error (including any reporting delays).
b2 {0y e Ox( On 02/21/2007, coc| advised SSA
b7E | of a porential I0B viclation identified during an
b6 audit by the Office of Inspector General (OIG).
b7C

(s) |
bl
b6
b7C
QQ a National Security Letter (NSL)
iSb7D ‘as- issued] ‘equesting financial records pertaining to
;DLf AA;QQQ ?i%li%»ow szégfr
b6 s F e (/
WHES & v O ﬂZ 7
DATE: 06-054200 ALL INFORMATION CONTAINED
CLASSIFIED BY 65178 DMH/KSR/IW HEFEIN IS UNCLASSIFIED EXCEPT
REAZQH: 1.4 IC) WHEFE SHOWH OTHERWISE

“. . <% DECLASSIFY ON: 06-05-2032



(o

(5| ATt TIENC TA T Tecords were requested, the NSL was issued

(3)

SEBBET b2

b7E

To: Inspection From:
Re:“bg) 278-HQ-C1229736~-VIO, 02/23/2007

§X§ Further, a review of the initiating EC dated
“showed:

Ibl

under authority of Executive Order 12333, dated 12/04/1981, and
pursuant to Title 18, U.S.C. Section 2709 (as amended, 10/26/2001).
The NSL certified that the FBI complied with all applicable provisions
of the Right to Financial Privacy Act (RFPA) in accordance with Title
12, U.S.C. Section 3403 (b).

a-request for an Electronic Communications PrivaCy AcCt [ECPA)]
NSL be approved and authorized [ bl

J The b7D

TC-STJITEQ [Or Mandatoly reporting purposes tnat the accompanying NSL b4
sought financial documentation records

(U) At the time of the above, SA
was the case agent and SSA a8 Clie SUpervisor. ThisS b6
investigation was closed ' b7C

iU?‘“w~~§ﬁg It should be noted that a previous potential IOB violation
reporte

on this investigation, 278-HQ-C1229736-VIO, Serial 5847 was

determined by the Office of General Counsel (OGC) as non—report#ble,

278-HQ-C1229736-VIO, Serial 780. —
—

9{’50\04—
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sgﬁi'r

‘To: Inspection From: b2
Re:‘m(>°<) 278-HQ-C1229736=VI0, U2/23/2007 b7E
LEAD (s) :

Set Lead 1: (Action)
INSPECTION
AT WASHINGTON, DC
(U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT _WASHINGTON, DC

(U) For action deemed appropriate.

*

s%x{
3



SECQ&Q

FEDERAL BUREAU OF INVESTIGATION

(Rev. 01-31-2003)

Precedence: ROUTINE Date: 03/14/2007
To: Attn: SAC
CDC
b2 Counterterrorism Attn: ITOS1, CONUS 2, | I
b7E
b6 Inspection Attn: IIS
b7C
From: Office of General Counsel/
NSLB/CTLU I /
Contact:
Approved By: Thomas Julie HZE&]\/
o DATE: 06-05-2007
Drafted By: CLASSIFIED BY 55179 DMH/KIR/JW
B REASO0N: 1.4 (C)
Case ID #: (}( DECLASSIFY OM: 05-05-2032
(s) bl
ALL INFORMATTION CONTAINED
W ooTitler - P&) INTELLIGENCE OVERSIGHT BOARD HEREIN I35 UNCLASSIFIED EXCEPT

l E
IOB MATTER 2007- b2 WHERE SHOWN OTHERWIS

(U} - _Synopsis: é}(; It is the opinion of the Office of General
Counsel (OGC) that the above-referenced matter must be
reported to the IOB and to the FBI's Office of Professional
Responsibility (OPR). OGC will prepare and deliver the
required correspondence to the IOB. Our analysis follows.

(U *~Q§( Deri r T G-3
Decl Y :. 03/14/2032
-
References (}{ 278-HQ-C1229736-VIO Serial 2181
(U}~ Details: "~ (§) By electronic communication (EC) dated b2

02/23/2007 and referenced above, the ] Division E::::] b7E
reported to the OGC’s National Security Law Branch (NSLB) and
the Inspection Division this potential IOB matter.

(sy | Eé
b7C
b2
b7E

SECRET
OIG/DOJ REVI ATE;_1 1707
e FBlINVESTIGNrore— 7

OIG/DOJ INVESTIGATION:




|

81

o o
(- | | SE}—‘R\ET b2

b7E

To 4 | From: Office of General Counsel
Re: *(}( 278-HQ-C1229736-VIO, 03/14/2007

(s)

- >e<“An‘ECdated|:] i of "an
ECPA National Security Letter (NSL)® he
acronym ECPA was in reference to the Unications

(3) Privacy Act. The EC enclosed an National Securitv letter
. (NSI)I

provide "all financial records" pertaining to the subject. The
first paragraph of the letter cited for authority Executive
Order 12333 and, incorrectly, Title 18, U.S.C. Section 2709
(the ECPA). The second paragraph of the letter correctly
referenced the Right to Financial Privacy Act, 12 U.S.C.
Section 3414 (a) (5) (A) and certified that the records were
relevant to an authorized investigation. Further, the third
paragraph certified that the FBI had complied with Title 12,
Section 3403 (b) of the RFPA.

S:‘ (}i{ On 08/29/2004, the reM_f:mm_the_NSL_uL

received |

(8)

oy 3&) on 02/21/2007, the| CDC advised SSA
I:jof the potential violation, WHiG€ ad first been

identified in the course of an audit by the Office of
Inspector General (0IG).

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB)
and established the Board as a standing committee of the
President's Foreign Intelligence Advisory Board. Among its
responsibilities, the IOB has been given authority to review
the FBI's practices and procedures relating to foreign
intelligence and foreign counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates
that Inspectors General and General Counsel of the

sﬁmgz-r
2

b4
b7D

b4
b7D

b4
b7D

bl

b2
b7E
b6
p7C



b2
p7E (U

RET
. To: |, From: Office of General Counsel
Re: ) 2 78-HQ-C1229736-VIO, 03/14/2007

Intelligence Community components {(in the FBI, the Assistant
Director, Inspection Division (INSD), and the General Counsel,
Office of the General Counsel (0OGC), respectively) report to
the IOB intelligence activities that they have reason to
believe may be unlawful or contrary to Executive Order or
Presidential Directive. This language has been interpreted to
mandate the reporting of any violation of a provision of The

Attorney General's Guidelines for FBI National Security

Investigations and Foreign Intelligence Collection (NSIG),
effective 10/31/2003, or other guidelines or regulations

approved by the Attorney General in accordance with EQ 12333,
dated 12/04/1981, if such provision was designed to ensure the
protection of individual rights. Violations of provisions
that merely are administrative in nature and not deemed to
have been designed to ensure the protection of individual
rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain records
of such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is “"administrative in
nature" must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

Uy NSLs are a specific type of investigative tool
that allows the FBI to obtain certain limited types of
information without court intervention: (1) telephone and
‘email communication records from telephone companies and
internet service providers (Electronic Communications Privacy
Act, 18 U.S.C. § 2709; (2) records of financial institutions
(which is very broadly defined) (Right to Financial Privacy
Act, 12 U.S.C.§ 3414(a) (5)(A)); (3) a list of financial
institutions and consumer identifying information from a credit
reporting company (Fair Credit Reporting Act, 15 U.S.C.S§§
168luf{a) and (b)); and (4) full credit report in an
international terrorism case (Fair Credit Reporting Act, 15

U.S.C. § 1681lv). NSLs may be issued in conformity
_sLatuLoxu_xaa1irements, including 18 U.S.C. § 2709.

o bé) In this instance, the EC did not cite proper
legal authority for issuing the NSL. The EC referenced the
Electronic Communications Privacy Act, 18 U.S.C. § 2709, which
would provide the authority for a request for telephone and
email communication records from telephone companies and
internet service providers, rather than the Right to Financial
Privacy Act, 12 U.S.C.§ 3414 (a) (5) (A)) which would provide the

SE@R{

3

bl



()

(U}

(5]

(2]

_ b2
SECRET LR
To: From: Office of General Counsel
Re:’ §< 278-HQ-C1229736-VIO, 03/14/2007
authority to request”fihaﬁcial"iﬁformation
In addition to citing the incorrect authorrIty T TmE EC, the
EC did not explain why the investigation justified obtaining b7D
the financial records. We note that the facts disclosed in b4

“the-investigation file would h

NSL under RFPA

articulated in the EC.

(¥ In addition, the NSL

the SAC did not fully an

ave supported issuance of the
However, these facts were not

obtain financial records

| Again, tl

obtain financial records’

r
have supported issuing the NSL unde
undeér- RFPA|
the NSL did not correctly articulat Gthority.

(-

wcxé In conclusion,

31gned by

correctlV yaeterenca tha stk ; o
ba
rTe—TaCTS Ol CNe 1nvestigation would b7D
ty to b2
however, bl

Financial Privacy Act. Accordingly, these errors must

reported to the I0B.

s the EC and NSL were not issued in
full compllancce with the requirements of the Right to

be

(U) In accordance with reporting requirements of
OGC will prepare a cover letter and a
memorandum to report this matter to the IOB.

Section 2.4 of EO 12863,

SEERQ
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b2 ¢ty . To: From: Office of General Counsel
b7E Re: &) 278-HQ-C1229736-VIO, 03/14/2007
LEAD(8) :

Set Lead 1: (Action)

b2
b7E

(U) Provide training and review procedures
for requesting and issuing National Security Letters.

Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) For information.

Set Lead 3: (Action)

INSPECTION

AT WASHINGTON, DC

(U) For review and action deemed

appropriate.

cc: Ms. Thomas
b6

b7C ibrary
*

SE T
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sééh@T//zo3zo3o7
FEDERAL BUREAU OF INVESTIGATION
7
Precedence: ROUTINE Date: 03/07/2007
To: Inspection Attn: IIS, Room 11861 b2
General Counsel Attn: NSLB, Room 7975
From:
Contact:
b2
b7E Approved By:
b6
b7C Drafted By:
EU3“Cé§é”ID“#f“~§§L 278-HQ-C1229736-VIO-jaa
Title: (U) saA
581
INTELLIGENCE OVERSIGHT BOARD (IOB) ERRCR
me
o Synopsisg: " ( To report possible IOB error.
(U)mm~-mw~ww{${: Derived From I G3 , Jan. 1997
Declassify On:
Details:
1
(S)bl
b6
b7¢C
(S)p7a -
iUJ"*GQ 3. Possible IOB Error:
bl (S)
tU? Z§< 4. Description of IOB Error (including any reporting delays) .
(S) Improper NSL collection due to an error of the recipient,r_1
. |
(5) . Iwho nad never dealt with an
il NST resd _inf i

. Jincludedf—— [
pronibited in tie NSLprovided

(3)

. : / B
PR —~ tP ! /
CQL/ Mukdo e/ 4;2%,07
Lo 425 SE;§Q<{/20320307
DATE: 06-05-2007 ALL INFOEMATION CONTAINED
b6 CLASSIFIED BY 65179 DMH/KSR/IW HEREIN IS UNCLASSIFIED EXCEFT

7C REAION: 1.4 (C) WHERE SHOUN OTHERWISE
DECLASSTFY ON: D6-05-2032

Y
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sr-:\!QET//zo3203ov

To: spection From:
Re: - ) 278-HQ-C1229736-VIO, 03/07/2007

LEAD(s) :
Set Lead 1: {Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*

\EEQQFT//20320307
2
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b7E



(Rev. 01-31-2003)

b2
b7E
b6
b7C

{m

(-

[LA]

bl
b7A

b2
bT7E

bl

Case ID #: ( 78 HO.(129072 6 uTalla o

FiETar - (><) T

"Reference: (X iy

SECR\‘\T

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/18/2007

To: Attn: SSPr_
SA

Inspection Attn: IIS, Room 11861

(5)

Counterterrorism Attn: ITOS II,

From: Office of the General Counsel
NSLB/CILU/Room 7947
Contact: AGC

Approved By: Thomag Julije G{VQLJ

Drafted By: (q w

bl
s b7A

T ; T OVRRSIGHT BOARD MATTER
2007 b2

Synopsis:gké It is the opinion of the Office of the General
Counsel (OGC) that this matter does not merit reporting to the
Intelligence Oversight Board (IOB). A copy of this opinion
should be retained in the control file for review by Counsel
to the IOB.

(U) Deriv rom : G-1
Declag#&l On: X1

-
1

(Uy “Z7TB8~"HO-CI225736-VI0O Serial 2232

Detailsg: The referenced electronic communication ("EC")
from lin file 278-HQ-C1229736, dated 03/07/2007, requested
that review the facts of the captioned matter and determine

whether it warrants reporting to the IOB. 1In our opinion, it
does not. Our analysis follows.

s) |

b7A
bé
b7C

bé
b7C

01G/DOJ REVIEWS ATR A )

FBI INVESTIGATI

0IG/DOJ INVEST! v

bl



b2
b7E

sﬁsgm

Office of the General Counsel
03/18/2007

To:
Re:

From:
78-HQ-C1229736-VIO,

bl
b7A

bé) ACS also reflects that, on 01/31/07, a National
Security Letter ("NSL") seeking electronic communication

ts) transactional recaovdsl
bl .
7D ~] In 1ts text, the letter
b5 Lrequested electronic communication transactional record
expressly stated that such reiTrds did nat ineluda |
(8) —— '“”“&ﬁMshortlymthereafter,
[::::::] rovided the records but TrmTruded
iS]' . Immediately upon discoverIr the error, the
bl |caseagent sequestered the materialandnotified[i::]which
b7D  gsubsequently provided da "clean" copy of the records. The agent

I:E‘Ik_ﬂz’-\

tS).WW,

(3}

bl
b7D

never uploaded any information from the first set of documents to
ACS or any ureau's computer systems. The only record
remainingi~ overproduction of documents is the initial CD-
ROM, which 1s now sequestered within a safe.

(U) Section 2.4 of Executive Order (E.O.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, 0GC,
respectively) report to the IOB “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.” This
language was adopted verbatim from E.O. 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and the
IOB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any wviolation of a
provision of the NSIG, or other guidelines or regulations
approved by the Attorney General in accordance with E.O. 12333,
dated 12/04/1981, if such provision was designed in full or in

part to ensure the protection of the individual rights of U.S.
persons. '

unintentional acquisition of information outside the scope of the
NSL. This matter thus constitutes a third-party error in

s}s@

2



b2
b7E

(5)

bl
b7D
b2
b7E

b7D

SECE‘?

To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 03/18/2007

responding to the NSL and is therefore not reportable to the
I0B.?

) Further, for the sake of completeness, it should be

overbroad response, the | Field Office took steps to ensure
that the information was niot disseminated and requested legal
guidance. Examination of the record reveals no evidence of
unlawful actions by the FBI or actions contrary to Executive
Order or Presidential Directive. Accordingly, we opine that this
incident is not reportable to the IOB.

nOtedthat.,immediately[ffff:;iarningthat lhad provided an

.»~~">§) ----- By this EC, we request that the ield

, (U} Office sequeste d destroy any remaining recSrd Of] |
i;E giving rise to this inquiry. Inspection 1is
€sted to maintain a copy of this record in the event

that it is requested by the Counsel to the IOB.

! On 03/28/2006, NSLB sent a letter to the Counsel for

the IOB requesting their concurrence to treat these third party
errorg as non-reportable, though we will require the field to
continue to report any improper collection under an NSL as a
potential IOB matter. By letter dated 11/13/2006, the Counsel to
the IOB agreed that third party errors in the collection of
information pursuant to an NSL must be reported to OGC, but are
not reportable to the IOB.

SECRE{

3
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b2 To: [;;;:;;] From: ©Office of the General Counsel
bTE Re: —RQ-C1229%9736-VI0O, 03/18/2007

LEAD(s) :

Set Lead 1: {Action)

b2
b7E

(U) is requested to destroy the sequestered
information erroneously provided by ASU.

Set Lead 2: ({Info)
INSPECTION

AT WASHINGTON, DC

(U) For information.

cC: Ms

b6 "I0B Library
b7C

*
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(Rev. 01-31-2003)

sgéthL

FEDERAL BUREAU OF INVESTIGATION - .. |

Precedence: RQUTINE

)

Date: 02/22/2007

To: Inspection Attn: 1IIS, Room 11861
General Counsel Attn: NSLB, Room 7975
SSA
From: b
g%E Contact:
bo
b7c . Approved By: SAC 1
ASAC
CDC
SSA

b2
b7

bl
b6
b7C
b2
b7E

b6
bicC

(8y - S 1

Drafted By: [ |

E

2211
iU} case ID #: 278 C1229736-VIO ~ (Pending)
”( q::f]136372 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR

Synopsis: (U) To report possible IOB error.

tm‘““““'>ﬁz Derive om : G-3
Declas On: X1

Details:

(s)

(m‘“bé) 2. Case Agent: SFO
Supervigor: SSA

CS( 3. Possible IOB Error: Receiving telephone records

outside the dates requested in the National Security

Letter.

bl
- : ‘ 7
0 Mo L] L/L 7 ,,‘[':/07
L i \W\
b6\/£<g MM‘EI SRR ALL INFORMATION CONTATNED

p7C

d”"wkf; FL

DATE: 06-05-2007

CLAZZIFIED BY 65179 DMH/KSR/JU

FEAZO0N: 1.4 (C)

DECLASSIFY ON: 06-05-2032
vl L

5 ACS sl

HEREIN IS UNCLASSIFIED EXCEFT
WHERE 3SHOWH OTHERWISE



S;ERFT

{U} To: Inspection From: b2
Re: (}zQ 278-HQ-C1229736°-VI0, 02/22/2007 b7E

(o

;és 5. Description of possible IOB Error (including any
reporting delays) . L

ﬂS) &ﬁ [:::b[::::]“upon opening the above noted

investigation, issued a Natiopal Securityv Tettar. (NSL)

tsk reqguesting ecnr
_asaaciated J
bl PTeL LUUS and! I
b7D ¥
b6

bW:;) mwmmn,m”,_,wgg}w~Pursuantw#0~fhP NQR’[ IGQ”*I
4

b2 AAJ_—KE'noted
EZE telephone records for two sets of date

ranges. upon receipt of the telephone records checked to
make sure e telephone number and the name of the subscriber
ma the name and telephone number requested. Additionally,

| checked to make sure the telephone date ranges requested
were "included".

(U) During a 2006 review of NSL's by NSLB was
notified that information not requested by the NSL noted above
b7D had been received. A review of the NSL related to this matter

b6 revealed records reguested for the first set of dates
bIC . _Records actnallw
b2 [ a até Tange werq
b7E [The possible IOB vioIation would be the records
received "prior to and after" the reguested date range. These
1dantiflad

through and including
rrougrr and including[v

(U) Telephopne recorda r for the second set of
dates were {date of N
actually reécerveg——aonTr 158 date range were

[The possible IOB violation would be the
wop  celephone records received "prior to" the reguegted datre ranae.
These dates were identified as (mj

ot Qﬁ{m[:::::::]was interviewed during_the NSI, review by
»7g NSLB regarding the excess information received|
b6 There was no notification at that time that thrs—was = po3sible /

b7C IOB violation. was notified by CDC on November 21, 209%2
b7D that this was a possible IOB violation.

b4
S%{

2




}e@'r o

b7E

(I}~ To: Inspection From:
Re: w 278-HQ-C1229736-VIO, 02/22/2007

(U) _Upon notification by CDC of the possible
violation,L;;;:;i:::ketrieved the above noted file from closed

b6 files and ally Temoved the telephone records suspected of

b7cC being possible IOB violations. The removed recards were

b2 subsequently sequestered with the ivision CDC

P7E pending results of the IOB inquiry. Additionally,]| |
I Jwas notified and initiated the process of removing

the noted records from ACS.



(U

sr‘g}r{r
To: Inspection From: rﬁ 44J
Rer~k$@ 278-HQ-C1229736-VIO, 02/22/2007

LEAD(s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: (Action)

GENERAL _COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*»
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(Rev. 01-31-2003)
SEQRET
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 3/12/2007
To: Attn: SAC
ASA(Q
CDC
SSA
SA
E%E Counterterrorism Attn: ITOS I, CONUS 1V
b6
b7¢C Inspection Attn: I1IS,

I TIXIO00D

From: General Counsel /
National Security Law BrAnch/CTIII TT/I¥Xa1
Contact:

Approved By: Thomas Julie FUAJIA/

o prafted By: 2\5 (_t(ﬂ

Case ID #: - -(/’; Z78-HU-CIZ229736-VIO (pending) .
Title: (Ub\2 Intelligence Oversight Board
T (I0B) Matter 2007

Synobéié’:” ~(X) It is the opinion of the Office of the General
Counsel that the above referenced matter need not be reported to
o the Intelligence Oversight Board (IOB). Our analysis follows.

9%) Derive i G ‘
- Declassify On- 2032

Reféféﬁcer'~-(}q 278-HQ-C1229736-VIO serial 2211

(Sjr~§§gr_w,_,,w,%,, ”278r__11?ﬁ?77l |

bl

Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.

EgE-T:' ~ Details:- (K) By electronic communication (EC) dated 02/22/2007
(278"HQ"C 29736 Serial 2211) B Field Office
DATE: 06-05-2007 SRCRET
CLASSIFIED BY 65179 DMH/KSR/TW
REASON: 1.4 | ALL INFORMATION CONTAINED
PECLAS —Lig-05-a032 HEREIN I3 TNCLASSIFIED EXCEFT
, WHERE SHOWN OTHERWISE
CIG/DOJ REVI | DATE_ Y R o) .
FBI INVESTIGA /i e

OIG/DOJ INVESTIGATTON: [

\ 7




(U)

@ o
SEC\QE'T

To:[ L From: General Counsel b2
Re: =~ 9%) 2/78-HQ-C1229736-VI0O, 03/12/2007 b7E

S

AJ, reported to the Office of the General Counsel (0GC)

this potential IOB matter.

(S)

_a National Security Letter (NSI) i
[ |which requested |

bl records
b7D TIOTS [ T and ]
b6 In response to the NSI.. | nrouidad r———————::]

b7C
b2
b7E
b4

b4
b7D (S)

R

I| The records

u

1
17 jr’ provided exceeded
the scope of the NSL. The agent did not reakrrze—aTTI® time that
the information was received that the additional information
constituted a potential IOB violation. However, when the case
agent was informed by the CDC on November 21, 2006 that there was
a problem with the additional information, the case agent
immediately retrieved the excess information from the closed case
file and sequestered the information with the CDC. 1In addition,
the excess records were removed from the Automated Case Support
system.

': g :‘ T w In this case, an &rror on the part [ J
resulted in the unintentional acquisition of i i Upon
learning that there was information received- that

exceeded the scope of .the NSL, the case agent responded
immediately by removing and sequestering the information with the
CDC pending disposition of the matter.

= - Qﬁ Based upon our analysis, the carrier's mistake is
not reportable to the IOB as the FBI has not acted unlawfully or
contrary to Executive Order or Presidential Directive. Pursuant
to the Revised Procedures for the Submission of Reports of
Potential Intelligence Oversight Board (IOB) Matters, Reports of
potential IOB matters determined by OGC not to require
notification to the IOB will be retained by INSD for three years
for possible review by the Counsel to the ICB, together with a
copy of the opinion concerning the basis for the determination
that IOB notification was not required.! Accordingly, OGC will

! By letter dated 11/13/2006, the Counsel to the IOB agreed
that third party errors in the collection of information pursuant
to an NSL must be reported to OGC, but are nct reportable to the

10B.
SE}R,F\T
2
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E@ET b2

b7E
tuy To: [47 AJ From: General Counsel
Re: (¥ 278-HQ-C1229736-VIO, 03/12/2007

request that the Inspection Division retain a record of the
report of a potential IOB matter for three years, together with a

copy of this opinion for possible review by the Counsel to the
I0B.

SECRET
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{0

| @
§E("<{ET

To: L From: General Counsel
Re: ;gz Z78-HQ-Cl229736-VI0O, 03/12/2007

-

LEAD(s) :

Set Lead.lz (Action)

(U) The field should contact the carrier and ask
whether the improperly or unintentionally acquired information
should be returned or destroyed, with appropriate documentation
to the file.

Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U Read and clear.
Set Lead 3: {Action)
INSPECTION

AT_WASHINGTON, DC

(U) As provided in the Revised Procedures for the
Submission of Reports of Potential Intelligence Oversight Board
(IOB) Matters, retain a record of the report of a potential IOB
matter for three years for possible review by the Counsel to the
I0B, together with a copy of the OGC opinion concerning the basis
for the determination that IOB notification is not required.

*"

S%F{T
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SE&;ET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

To: Inspection Attn:
General Counsel Attn:
Attn:

From:

b2

07

Date: 02/28/2007

IIS, Room 11861
NSLB, Room 7975
CDC/Legal Unit

i

b7E Contact: SA
b6 —

bic Approved By:

Drafted By:

(1) - S -
Case ID #: (8] 278-HQ-C1229736-VIO (Pending) - 2331,
bl S
1)/ A

Titiéb'“}XQ INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR

{U) Synopsis: - E&é To report a potential IOB matter.

iUJ'v~mmv}§( Deriv rom : G-3
Declagsi On: Xxi1

{51
b1l 9
bl etails: Ta5 1 1 . I
b6 IS:I I I
b7C 4 [a=—=set Torth above,~WITH appropriate extensions and
E%E approvals obtained by FBIHQ, Counterterrorism Division.
1A
PR 2. Case Agent: A
b& Supervisor: SSA
b7C P L |
b1 (S)
b6 !
b7C /]

R SA Mt

‘/éiﬂ 9@%17%&7

AR o SEORET
ggc C"p\g Ko Od| 725 b% ALL INFORMATION CONTAINED

WHERE SHOUWN OTHERWISE

DATE: 08-05-2007
CLASSIFIED BY 65179 DMH/RZR/IV
PEASON: 1.4 (C)

DECLASSIFY ON: 05-05-2032

HEREIN I3 UNCLASIIFIED EXCEPT

b2



bl
b7A
b7D
b6
b7cC

bl
bTA
bb6
p7C

bl
b7A
b7D
b6
b7C

bl
b7A
bo
k7C

(U

To: Inspection From:

X

Re: -

(FISA)

SE}RK

278-HQ-C1229736-VIO, 02/28/2007

' &Q 4. No Foreign Intelligence Surveillance Act
request has been submitted to the Office of

b2
b7E

Intelligence Policy and Review, Department of Justice (OIPR).

reporting delays):

5. Description of IOB Error (including any

(s) |

—

s) |

(S)




SECRET b2

b7E

()

~To: Inspection From:
Re: ()Q) 278-HQ-C1229736-V10, 02/28/2007

8y — 1

b1 —= National Security Letter [(NSL)
7D bequestina :
b2 | ] records] ) I
b7E H __Iprovided | [
b7A Division with records for their response to this NSL.
b4 ]
) [ | sal I_J\‘reviewecIE::..":::l
l lresponse to| SL and discovered that
. " provided records =1 ' e
Teguest of The NSL. I—_Lhﬁlm_ﬂm_lnddlmm_&a_hﬁ
bl
b7D
b6
b7C
b2
b7E
b7A
pd providedl] ﬂ
%*that were not requested by
i T
(S) SA informed Associate
Division Counsel ] |of this matter. SA then
bl contacted] ] liaison td lto report the
b7D over-inclusive response Iso that contact could
b6 be made to appropriate]| Jto inform them of these
g;c issues. All documents Included in the response

v7e | jwill be locked in a safe maintained by SSAl I
L7A untlil appropriate resolution of the matter is determified-

b4




m

SECRET b2
b7E
To: Inspection From:

Re: yﬂ 278-HQ-C1229736-VIO, 02/28/2007

LEAD (s) :
Set Lead 1: (Action)
INSPECTION
AT WASHINGTON, DC

(U) For whatever action is deemed appropriate.
Set Lead 2: (Action)

GENERATL_ CQUNSEL

AT WASHINGTON, DC

(U) For whatever action is deemed appropriate.

*°

ek
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SECRET bz -
FEDERAL BUREAU OF INVESTIGATION 7
Precedence: ROUTINE Date: 02/28/2007
To: JIhspection Attn: Internal Investigations
Section, Room 11861
General Counsel Attn: National Security Law Branch
(NSLB), Room 7975
From:
Lega)J”Section
b2 " Copfact:
b7E . —
b6 Approved DATE: 06-05-2007
b7C ; CLASSIFIED BY 65179 DMH/KSR/IU
REASON: 1.4 (C)
DECLASSIFY ON: D5-05-2032
m Drafted By:
T, - _ 2323  ALL INFORMATION CONTAINED
Case ID #: 218=HO=(1222228 110 3 HEREIN I5 UNCLASSIFIED EXCEFT
bl | WHERE SHOWN OTHERWISE

(S) " Title: (U) REPORT OF A POTENTIAL
IOB MATTER (PIOB)

(U)“””Syﬁbpsis:”aﬁ Response to telephonic and e-mail mandate by NSLB of
02/20/2007 to report as a potential IOB matter, a National Security
Letter (NSL) believed by the Office of the Inspector General (0OIG),

Uy Department of Justice, to be an IOB matter.

KGQ Derijyg From ™
Declassify On:
Details:
fsbl 1.
b6
b7C
(S)~“m,w TNI€ Ccase Special Agent (SA) at the time of
—crmre—-ISsuance or the questioned NSL and ¢ ipt of the
response to the NSL was SH i The
Supervisory Special Agent ftor the investigation was
former SSA I
(81
bl 2
b6
b7cC _
No IOB error occfirred. This report is purely perfunctory:
S ?«!/05:I
CR« 1 ECRET
. K&
b7C




SECRET b2
(T b7E

To: Inspection From:
Re: ‘%) 278-HQ-C1229736-VIO, 02/28/2007

4. (9)] |was advised 02/20/2007 that 0IG had
E?E brought to the attention of NSLB a NSL. found
L

o1 which OIG believed was an IOB matter. [

b7D ‘ atta 1 NeT A 'J
b6 - -

b7C | In accordance with T5 0T ¢ §

1e8lufa) {(2001), the NSL contained the required relevancy

certification, (NSL at 1), and wag duly executed by a Special Agent in
Charge at the time, . (NSL at 2).
1

(s) | ]

bl
b6
b7C

(s) 1 l

bl
b6
b7C

{S) The af?£EEEEEEEEEELJBMﬂﬂLLQnEd_MSLI |
[ requested I
NSL at 1.) The

-
b1, ===ponse to the NSL aybPTTed IRFOITAFion havams That requestod
b7D

bo
bi7C

b4 - T
2
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SEEKET b2

\ b7E

To:_ Inspection From: |_
Re: §a 278-HQ-C1229736-VIO, 02/28/2007

(8)
bl
b7D
b6
b7C

b2
b7E
b4

bl
b7D
bd
b7C
b2
b7E
b4l

(Uy -

bl
7D
b6
kiC
b5

(S) No use appears to hamlpgg_mme_gf_anuf_r.ha——l
information [ ] 1

I Review of the Tile disclosed

ears ror information submitted un Financial
Privacy Act to anv

e ) No policy prior to the General Counsel EC captioned
“REVISED RO EDURES FOR THE SUBMISSION OF REPORTS OF POTENTIAL
INTELLIGENCE OVERSIGHT BOARD MATTERS," dated 11/16/2006, characterized
as a PIOB matter, a provision of information beyond the scope of an
NSL resulting in the unintentional acquisition of data. (See
Inspection EC to All Divisions, captioned, "INTELLIGENCE OVERSIGHT
BOARD, " dated 12/24/2002; Director's EC to All Divisions captioned
"REVISED PROCEDURES FOR THE SUBMISSION OF REPORTS OF POTENTIAL
INTELLIGENCE OVERSIGHT BOARD MATTERS," dated 03/08/2004; Inspection EC
to All Divisions, captioned, "REVISED PROCEDURES FOR THE SUBMISSION OF
REPORTS OF POTENTIAL INTELLIGENCE OVERSIGHT BOARD (IOB) MATTERS,

dated 02/10/2005. Inasmuch as the EC of 11/16/2006 was not the
controlling authority at the time the results of the questioned were
received and as no use was made of those results, no PIOB violation

occurred.
syl

=N I

I — p € intrormation sought
in the questioned request| | was” for the conduct of an
authorized investigation to protect against international terrorism or
clandestine intelligence activities. Further, the investigation was
not conducted solely on the basis of activities protected by the first
amendment to the Constitution of the United States.

sgém(
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SECRET
To: Ingpection From:
Re: - 5& 278-HQ-C1229736-VIO, 02/28/2007

{(U) General Counsel EC captioned "REVISED PROCEDURES

b2
bT7E

FOR THE SUBMISSION OF REPORTS OF POTENTIAL INTELLIGENCE OVERSIGHT

BOARD MATTERS," dated 11/16/2006 observes that:

Section 2.4 of Executive Order 12863 mandates
that Inspectors General and General Counsel of the
Intelligence Community components ... report to the IO
intelligence activities that they have reason to
believe may be unlawful or contrary to Executive Order
or Presidential Directive. This language has been
interpreted to mandate the reporting of any violation

of a provision of The Attorney General's Guidelines for

FBI National Security Investigations and Foreign
Intelligence Collection (NSIG), effective 10/31/2003,

or other guidelines or regulations approved by the
Attorney General in accordance with EO 12333, dated
12/04/1981, if such provision was designed to ensure
the protection of individual rights. Violations of
provisions that merely are administrative in nature an
not deemed to have been designed to ensure the
protection of individual rights are generally not
reported to the IOB.!

d

(GC EC at 2.) The instant case involves no violation of any Executive

Order, Presidential Directive, guideline, ethics rules or any ot
rule, regulation, order, or policy.

! (U) This interpretation of the reporting requirements
was furnished to the FBI by the PIOB during a meeting on
06/18/1982. William H. Webster, then Director of the FBI,
concurred with this interpretation and confirmed the immediate
implementation of reporting procedures in adherence to this
interpretation in a letter, dated 07/14/1982, to Dr. W. Glenn
Campbell, Chairman of the PIOB. This interpretation was
confirmed by Mary C. Lawton, Counsel for Intelligence Policy,
Office of Intelligence Policy and Review, Department of Justice,

by letter dated 04/08/1983.
SE%\
4
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SﬁéﬁET

To: Inspection From: \\
Re: % 278-HQ-C1229736-VI0, 032/28/2007

b2
b7E

LEAD(g) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*
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. ey
FEDERAL BUREAU OF INVESTIGATION 2  °
Precedence: ROUTINE Date: 02/21/2007
To: “&nspection Attn: Internal Investigations
Section, Room 3041
General Counsel Attn: National Security Law Branch
Room 7947
From:
Contact: SSA
b2
b7E Approved By:
b6
b7¢C

Drafted By:

[ I i

n Caéé"I%zﬁimﬁg 278-HQ-C1229736-VIO (Pending)- ;¥;\4¥
e 278 1C136372  (Pendina) 4G
b1 (8)

Title: (U) IOB MATTER

Synopsis: (U) Report of a previously addressed IOB matter.

Uy - w,,“}ﬁé Derived From : G-3
Decla y On: X1

) g

b2 Reference: (U) 278-HQ-C1229736 Serial 2570

b7E (8)

(S)
(s)

Ad13i:|:|.'L.s.I:.l:a.i:.i.ma.-__| (U) This IOB matter was addressed during an
FB 2006 OIG audit Per 04/05/2006 6:31 AM

. email from OGC's regarding NSL
E;E overcollection, WIEere overcollects because of
g the provider, if the information that the provider gave the
b7C FBI beyond what was asked for (e.g., more telephone accounts
of the same subscriber) is relevant to an authorized
investigation, it will not have to be reported as an IOB.
ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEFT DATE: 06-05-2007
WHERE SHOWN OTHERWISE CLASSIFIED BY 65179 DMH/ESR/IW
FEASON: 1.4 (C)
ap07053J‘..wpd %%u} ‘// QRS{ DECLASSIFY ON: 06-05-2032
e oC Vutle v

bL7C \J\S Jxﬂ/l”?




{U) To: 1Inspection From:

(S)._,

SECQQT ' b2

b7E

Re: y@ 278-HQ-C12297386-VI1I0, 02/21/2007

Enclosure(s): (U) For all recipients: 278-HQ-C1229736
Serial 2570, dated 11/16/2006; a 04/05/2006 6:31 AM email b6
from OGC' regarding overcollection. bi7c

Details: (U) The purpose of this EC is to report a

previcusly-cleared potential IOB mattey involwvinag a SL for
toll records requested by SA b6
[;fiffﬁfff] as well as to satisfy the new requirements set b7C
orth by referenced serial 2570, dated 11/16/2006, regarding b2
the revised procedures for submission of potential IOB b7E
matters.
()

: 1. Identification of the substantive
investigation in which the activity occurred, including the
names of relevant personnel including the case agent and hig

supervi

CaSéID#i

Case Agent: SA1 |

Supervisor at time of activity: (retired)

Supervisor during[" | 2006 OIG audit:

(U) 2. Identification of subject’s status as USPer
or non-USPer: Non-USPer

(U) 3. Complete and thorough explanation of
matter, including all relevant facts:

(U) 3(a). Statement regarding when matter occurred
(including, in instances of delayed reporti i pxr
delayed reporting): | i
and referenced serial yadvised ol results
of initial NSL (referenced I 1. Per
OGC guidance at the time (referenced email dated 04/05/2006 at
6:31 AM) ,[_]determined the NSL results, which contained a
second associated telephone number, did not constitute an IOB
violation, thus a potential IOB was not reported.

(U) 3(b). Statement concerning controlling law,
regulation or NSIG provision pertaining to the matter: Under
authority of EO 12333, dated December 4, 1981, and pursuant to
Title 18, U.S.C., §2709 (Section 201 of ECPA of 1986) (as
amended) , a communications carrier was directed to provide to
the FBI the name, address, length of service, and local and
long distance toll billing records associated with a telephone

number.
sgshxq\
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s}sgm- )

To: spection From: bR
Re: - -08) 278-HQ-C1229736-VIO, 02/21/2007
(U} 3(c). Complete statement of status of matter,
including when it was initiated and whether it currently is
o or closed: During an OIG audit of FB] ] NSLs from[;:
2006, the results of the subject NSL were called into

question by the IG as a potential IOB violation, since a
second telephone number was identified by the communications
carrier in their reply. The Case Agent was interviewed by the
IG, during which it was agreed that the second telephone
number was assocliated with the subject telephone number. At
the time, this was allowed (per referenced OGC email dated
04/05/2006 at 6:31 AM), as it was a situation where the
information provided by the communications carrier beyond what
was asked for was relevant to an authorized investigation, and
did not have to be reported as an IOB. considers this
matter closed.

b2
b7E

SEN



SECREQ
(U) To: Inspection From:
Re: - 278-HQ-C1229736-VI0, 02/21/2007

"LEAD(8):
Set Lead 1: (Info)
INSPECTION
AT IIS, DC
(U) For information.
Set Lead 2: (Info)
GENERAL COUNSEL

AT NSLB, DC

(U) For information.

cc: 1 - cocf |
1 - sa[ 1
1 - ssa] B
*"

sEEREs\\\

b6
b7C



(FBI) b6

p— b7 C

From: L _lran vz
Sent: N 7414 PM

To: (FBY)

Subject: ;

SENSI UT UNCLASSIFIED
NON-R D ALL INFORMATICON CONTAINED
HEREIN IS5 UNCLASSIFIED
DATE 06-05-2007 BY 65175 DME/KAR/IW

----- Original M o
From: W) (FBL)
Sent: ay, Apnl 05, 2006 6:31 AM

b mu‘mcj bac) s 1

bo FCRSCT BT

b7C | : - : . ) N_:ij
( .
)

; THOMAS,

GB) (FBI);I ; ‘ml) (0GC) (FBI)

Subject:
S ITIVE BUT UNCLASSIFIED
NON-RECORD

Julie Thomas, the deputy General Counsel, has determined that all LHM overruns - the ten day notifications or the one
year LHMs - need to be reported as potential I0Bs, regardless of whether it is a USP or non-USP. They may not
eventually be reported as 10Bs, but she wants to keep track of compliance in the field so she wants to know about
incidents of non-compliance.

Further, as to good news, in cases where we overcollect because of the provider - it may be that we do not have to report
these as potential IOBs. If the information that the provider gave us beyond what we asked for (e.g., more telephone
accounts of the same subscriber; longer period of time for toll billing records) is relevant to an authorized investigation, it
will not have to be reported as an IOB. However, what needs to be done is to determine whether the information falls
within the parameters of the attachment (assuming there is one), as the attachments are very broad and may cover the
account information you received ( the only information we say not to provide is content information). If so, you are home
free. If the attachment doesn't cover the information you received, you can issue an NSL for that information. In either
case, again, all predicated on the information being relevant to an authorized national security investigation, there would be
no need to report a potential I0B.

There is going to be an EC to this effect in the near future, but this policy is currently effective.

pik

-——-Original Message-—--
From: oeo) (rany
Sent: ¢ —Tu i 5:22 PM
To: 7c (FBI)
cc: DGC) (FBI)
Subject:

SENSITIVE BUT UNCLASSIFIED




NON-RECORD

Concerning your ten day overrun,[___;?)land | just talked to Julie Thomas on this issue. She wants these, as well as all

annual LHM overruns, USP and non USP, reported as potential IOBs, and we will then decide whether to report them as

IOBs. The non-USPs overruns will probably not be reported to the IOB but she wants them reported as potential I0Bs so
w6  OGC can keep track of problems generally in following procedures, even though not reported to the IOB. USP overruns
p7c may or may not be reported as |0Bs, depending in part upon how long the delay was in reporting.

| know this is new, particularly with respect to annual LHMs, so we will be sending something out on this.

SENSITIVE BUT UNCLASSIFIED
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/17/2004

To: General Counsel Attn:

Chief, NSLU

From:
SAT] |
Contact: SA
b2
E;E Approved By:
b7C
Drafted By:
Case ID #: (S)
(e (8 TBBF-HQ-CI303375
bl
b6 Title: (8)
b7C

Synopsis: (U) Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the telephone
company or electronic communications service provider.

Uy ,>é) Derived From : G-3
Deci}ﬁ?lfy On: X1
gy 00 _

18,
B7D
b6
bo ALL TNFORMATTON CONTATNED
b7 HEREIN I5 UNCLASSIFIED EXCEPFT
b7E  paTE: 06-05-2007 SE&R,ET HEREIN 13 UNCLASSIFIE
CLASSIFIED EY 65179 DMH/KSR/IV i

EEA30M: 1.4 {C)
DECLASSIFY OM: 06-05-2032



Sé&@ET

b2
To: General Counsel From: [7 J b7E
Re: (8S) bl

(8 o

b7D

Details: (8)| i

bl
b6
b7C

} This electronic communication documents the SAC's
(S] approval and certification of the enclosed NSL. For mandatory b4
reporting purpoges. the enclosed NSL seeks[ﬁ b7D

[ |records on cellular phone number| | b6

biC

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of your office. The institution should neither
send the records through the mail nor utilize the name of the
subject in any telephone calls to your office. The institution
should not contact FBIHQ directly in any manner.

{(U) You should remind the telephone company that it is
prohibited from disclosing that the FBI has made this request.

(U) ©On 11/09/2001, the Director designated the
official signing the enclosed letter as authorized to make the
required certification.

‘ (U) The Squad Supervisor affirms that SA
| has checked all appropriate databases for a prior request by e
any rield office for the material sought. Additionally, the b7C

requested material does not appear to be available from public
sources.

SESRET



SE&‘ET

b2
To: General Counsel From- | bTE
Re: (S) bl

{(U) Any questions regarding the above can be directeqd

b6 to the Attention: SA
b7C

b2
b7E




b2
To: General Counsel FErom: bTE
Re: (S bl
LEAD(s) :
Set Lead 1:
I(ACTION)
| b2
b7E

(U) Deliver the attached letter as indicated above.
Upon receipt of information from the carrier, is
reguested to submit results to

Set Lead 2:
GENERAL COUNSEL (ACTION)
AT WASHINGTON, DC

(U) NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

*
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k2
b7E
b6
b7C

bl
b6
b7C

bl
b7D

bl
b7D
b6
biC
b4

SE8§QF

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

To:

From

Date: 07/26/2004

Contact: SA

Approved By:

Drafted By:

Case ID #: (8)
(S)

Title: (9)

Synopsis: (8) Resultsl

NSL

(U)"”“WWEXQ Deriv Erém : G-3
Declas On: X1

Enclosure(s) : (s) |

b2
b7E

bl
bb6
p7C
b7D
b4

Details: (¥) On 07/13/2004,

et

results from NSL

was received by
results:

from with the following

~rrontslas .(.E) L r

oy |

(s)

(s)

ALL INFORMATION CONTAINED
HEREIN I3 UNCLAS3IIFIED EXCEPT
WHERE ZHOWN OTHERWIGE

o T AL

l,ggﬁ_ﬂcs ‘

ot /16157 Yo

DATE: 06-05-2007
SB%T CLASSIFIED BY 55179 DME/ESR/TV

REASON: 1.4 (C)
DECLASSIFY OM: 06-05-2032




SECQQE
b2

To: L | Eraom- r _I b7E

Re: (S) 07/26/2004 bl

(s)

bl
b7D (s)
b6

b7C (s)

b4
(s)

() |

(8)
(8)
(s)
(S)
(s)
(S)

(s)

(s)
(s)

(s)

SBCRET
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b7E
bl
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To Exrom I
Re: (8) 07/26/2004
(8)
(8)
(S)
bl
b7D (S)
b6
b7C
b4 (S)
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To:

EEQEET

| B rom.

Re: (S)

Accomplishment Information:

Number: 1

Type: NSL TO FINANCIAL INSTITUTION PREPARED & APPROVED

776/2004

ITU: NATIONAL SECURITY LETTER

Claimed By
SSN:
Name :
Squad

Number: 1

Type: NSL SERVED TO FINANCIAL INSTITUTION

ITU: NATIONAL SECURITY LETTER

Claimed By}
SSN:
Name :
Squad

*
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b6
p7C

SEERE?

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 11/16/2006

To: All Divisions Attn: ADIC/SAC
CDC

From: Office of the General Counsel
National Security Law Branch

Contact: Naticnal Security Law Branch, (202) 324-
b2

Approved By: Pistole John S
Hulon Willie T
Caproni Valerie E
Thomas Julie F

Drafted By:

Case ID #: (U) 278-HQ-C1229736 Serial 2570

Title: (U) REVISED PROCEDURES FOR THE SUBMISSION
OF REPORTS OF POTENTIAL INTELLIGENCE
OVERSIGHT BOARD MATTERS

Synopsis: (U) To provide legal guidance to all divisions
regarding changes to the requirements and procedures to report
conduct that may be unlawful or contrary to Executive Order or
Presidential Directive (potential IOB matters). This
electronic communication (EC) supersedes all previous oral and
written guidance relating to reporting potential IOB matters.

(U) Derivé§;259m<z::§;3
Declas Y On: 5-1

Details: (U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB)
and established the Board as a standing committee of the
President's Foreign Intelligence Advisory Board. Among its
responsibilities, the IOB has been given authority to review

the FBI's practices and procedures relating to foreign
intelligence and foreign counterintelligence collection.

SE\qu:T

DATE: 05-0g-2007

CLASSIFIED BY 65179 DMH/KESR/TU
REASON: 1.4 (C)

DECLASSIFY ON: 06-06-2032

ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED EXCEFT
WHERE SHOWN OTHERWISE
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To: All Division From: Office of the General Counsel
Re: (U) 278-HQ-C1229736, 11/16/2006

(U) Section 2.4 of Executive Order 12863 mandates
that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division (INSD), and the General Counsel,
Office of the General Counsel (OGC), respectively) report to
the IOB intelligence activities that they have reason to
believe may be unlawful or contrary to Executive Order or
Presidential Directive. This language has been interpreted to
mandate the reporting of any violation of a provision of The

Attorney General's Guidelines for FBI National Security

Investigations and Foreign Intelligence Collection (NSIG),
effective 10/31/2003, or other guidelines or regulations

approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provision was designed to ensure the
protection of individual rights.?! Violations of provisions
that merely are administrative in nature and not deemed to
have been designed to ensure the protection of individual
rights are generally not reported to the ICB.? The FBI
Inspection Division is required, however, to maintain records
of such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The

! (U) The Attorney Geperal’s Guidelines on General

Crimes, Racketeering Enterprise and Terrorism Enterprise
Investigations (AG Guidelines on General Crimes), effective

05/30/2002, are not considered guidelines or regulations
approved by the Attorney General in accordance with EO 12333.
Accordingly, any potential violation of the AG Guidelines on
General Crimes should not be reported to OGC as a potential
IOB matter.

2 (U) This interpretation of the reporting
requirements was furnished to the FBI by the PIOB during a
meeting on 06/18/1982. William H. Webster, then Director of
the FBI, concurred with this interpretation and confirmed the
immediate implementation of reporting procedures in adherence
to this interpretation in a letter, dated 07/14/1982, toc Dr.
W. Glenn Campbell, Chairman of the PIOB. This interpretation
was confirmed by Mary C. Lawton, Counsel for Intelligence
Policy, Office of Intelligence Policy and Review, Department
of Justice, by letter dated 04/08/1983.

sﬁénqi
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To: All Division From: Office of the General Counsel
Re: (M 278-HQ-C1229736, 11/16/2006

determination as to whether a matter is "administrative in
nature" must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

PROCEDURES

1. (U) Obligation to Report Potential IOB Matters.
All FBI employees have an obligation to report conduct that
may be unlawful or contrary to Executive Order or Presidential
Directive, as described in the previous paragraph, within 14
days of the discovery of the possible error or wviolation. ‘The
failure to report such matters, for whatever reason, may
result in severe disciplinary action, up to and including
dismissal from the FBI.

2. (U) Reporting Procedures. FBI Headgquarters
(FBIHQ) divisions and field offices are responsible for
monitoring intelligence activities and reporting possible IOB
matters to Internal Investigations Section (IIS), INSD, and
National Security Law Branch (NSLB), Office of the General
Counsel, as discussed in this section.

3. (U) Contents of IOB Reporting EC. Reports of
potential IOB matters are to be reported to INSD (Attn: IIS)
and OGC (Attn: NSLB) by electronic communication (EC),
uploaded into Case ID Number 278-HQ-C1229736-VIO, and should
include the following information:

A. The caption of the reporting EC
should state: REPORT OF A
POTENTIAL IOB MATTER;

B. Identification of the substantive
investigation in which the
gquestionable activity occurred,
including the names of relevant
personnel including the case
agent and his/her supervisor;?

3 (U} It is no longer necessary to put the names of
the case agent and supervisor in the caption, but the names
should be included in the text of the reporting EC.

SERET
3



To:
Re:

All Division From:

(U)

278-HQ-C1229736,

SE}RET

Office of the General Counsel
11/16/2006

C. Identification of the subject’s
{(or asset's) status as a United

States

(U.8.) person or non-U.S.

person;

A complete and thorough

explanation of the error believed
to have been committed and all
relevant facts. The explanation
should include:

(1) A statement regarding
when the error occurred
(including, in instances of
delayed reporting, an
explanation for the delayed
reporting) ;

(2) A statement concerning
the controlling law,
regulation or NSIG provision
that pertains to the
violation [for example:
“The Foreign Intelligence
Surveillance Court
authorized an electronic
surveillance to begin at
(time) on (date),” or “A
full investigation was
initiated on (date) and
expired on (date)”];

(3) A complete statement of
the status of the
investigation or matter
including, if applicable,
when it was initiated, when
it expired, when it was
renewed, and whether it
currently is opened or
closed; and

(4) A statement if and when
a Foreign Intelligence
Surveillance Act (FISA)

SE\BKET
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SECRET

To: All Division From: Office of the General Counsel
Re: () 278-HQ-C1229736, 11/16/2006

request has been submitted
to
Office of Intelligence

Policy
and Review, Department of
Justice (OIPR), if relevant.
4. (U) Approval Level of Reportable IOB Matters.

EC reports of potential IOB matters must be approved by the
ADIC/SAC or Assistant Director, as appropriate. FBI personnel
are encouraged to call NSLB with any gquestions as to what is
required or should be included in initial reports of IOB
matters.

5. (U) Quarterly Reports. In addition to the
foregoing, on a guarterly basis, each field office and FBIHQ
division is required to submit to OGC ({Attn: NSLB) an EC
certifying that all employees of the office or division were
contacted concerning the requirement to report possible IOB
matters. (See MAOP, Part 1, 1-22.) The canvassing of
employees may be accomplished by e-mail within field offices
and HQ divisions. EC certifications to OGC/NSLB may be
approved by an ASAC or Deputy Assistant Director, as
appropriate. If a field office or FBIHQ division has already
reported the matter to OGC, such matter does not need to be
included in the quarterly report.

6. (U) Action by OGC/NSLB.* Following receipt of
the information required by paragraph 3 above, OGC/NSLB will
review the conduct described to determine if the reported
error or violation requires notification to the IOB. OGC/NSLB
will prepare a written opinion as to whether the matter is
reportable to the IOB. If the reported matter is determined
to require IOB notification, OGC/NSLB will prepare the
necessary correspondence to the IOB setting forth the basis
for the notification (see paragraph 8 below). That
correspondence will be signed by the General Counsel or the
General Counsel's designee. A copy of the correspondence will
also be sent to INSD/IIS and to the SAC or Assistant Director
who initially reported the matter for action deemed

4 (U) Once INSD has been notified that a potential
IOB error has occurred, it will take any action which it deems

appropriate.
sﬁ&m‘\_
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To: All Division From: Office of the General Counsel
Re: (U) 278-HQ-C1229736, 11/16/2006

appropriate. Copies of that correspondence will also be
delivered to the Office of the Attorney General, Department of
Justice (DOJ), and OIPR.

7. (U) Retention of reports of potential IOB
matters that are not reported. Reports of potential IOB
matters determined by OGC/NSLB not to require notification to
the IOB will be retained by INSD for three years for possible
review by the Counsel to the IOB, together with a copy of the
opinion concerning the basis for the determination that IOB
notification was not required.

8. (U) Conduct that must be reported as potential
IOB violations. The following incidents must be reported to
OGC/NSLB as potential IOB violations. OGC/NSLB will then
evaluate the potential IOB violation and determine whether the
vioclation is reportable to the IOB. This list is not
exhaustive. If there are any concerns regarding whether an
incident is reportable to OGC/NSLB, please contact NSLB to
discuss the matter.

A. (U) Engaging in activities believed to be
unlawful or contrary to Executive Orders or Presidential
Directives.

B. (U) Engaging in activities believed to violate
the United States Constitution.

C. (U) Initiating electronic surveillance or
physical search without authorization from the Foreign
Intelligence Surveillance Court (FISC) or other legal
authorization.

D. (U) Failing to terminate an authorized
surveillance at the time prescribed by the FISC or other
relevant legal authority.

E. (U) Engaging in investigative activity beyond
the scope of the FISC order or other relevant legal authority.

F. (U) A carrier providing information beyond the

scope of the FISC order or other relevant legal authority
resulting in the unintentional acquisition of data.

SECRET
6
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SEBSRET

To: All Division From: Office of the General Counsel
Re: (U) 278-HQ-C1229736, 11/16/2006
G. (U) Failing to adhere to the minimization or

dissemination requirements specified in a FISC order or other
relevant legal authority.

H. (8) | l

1. (s) |

d. (U) Failing to submit the annual LHM within 90
days of the date that it was due.®
K sy 1 '

"L;~—EB( Serving a National Security Letter (NSL)
that contains &4 substantive typographical error that results
in the acquisition of data that is not relevant to an
authorized investigation (i.e., numbers on telephone number
transposed) .

My 'G%( Serving an NSL that requests information
that is beyond the scope permissible by statute (i.e. content
information).

s (s) |

SE}~,KET
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To: All Division From: Office of the General Counsel
Re: (U) 278-HQ-C1229736, 11/16/2006

(uy - . C qs . .
N.”‘é}@ A carrier providing information beyond the
scope of an NSL resulting in the unintentional acquisition of
data.

o. (s) 1

bl
p (S) b2
b7E
Q. sy | I
R, (s) |
bl
b7E
s. (s) L

9. (8)

(U) If the potential IOB violation involves the
unintentional acquisition of information under the Foreign
Intelligence Surveillance Act, the field should ensure that
all inadvertently captured information is collected,
sequestered, sealed, and delivered to the FBIHQ substantive
unit to be submitted to the FISC, wvia OIPR, for appropriate
dispesition.

SEC;ET
8
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To: All Division From: Office of the General Counsel
Re: {(U) 278-HQ-C1229736, 11/16/2006

(Q\r

bl
b2
b7E

10. (U) This EC supersedes all previous oral and
written guidance relating to IOB matters. Questions
concerning the IOB process or reporting procedures should be
directed to OGC/NSLB.

sn:ckr{



SEQRET
To: All Division From: Office oX the General Counsel
Re: (U) 278-HQ-C1229736, 11/16/2006
LEAD(8) :

Set Lead 1: (Action)

ALL RECEIVING OFFICES

(U) Disseminate to all division personnel.

*

SESRET
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(Rev. 01-31-2003)
SE T
FEDERAL BUREAU OF INVESTIGATION
Precedence: IMMEDIATE Date: 03/22/2007
To: Attn: SAC
, ASAC
ssal |
SA
SA
CDd
b2 Counterintelligence Attn: CD-1
E;E Inspection Attn: 1IIS, CRS
prc From: Office of the General C4;nsel
NSLB/CILU/Room_7947

b2

{U) synopsis: - { The | Field Office

b2
b7E

U -

b2
b7E
ko6
b7cC

(8)

bl

" Reference: ,&ﬁw

Contact: AGC

Approved By: Thomag Julie,%\y&AJ

Drafted By:

abfaq

Case ID #: (U) 278-HQ-C1229736-VIO- (Pending)

Title: (S) INTELLIGENCE_OVERSIGHT BOARD
MATTER 2007

requested tHat the OFffice of the General Counsel (0OGC) review an
incident and determine whether it warrants reporting to the
Intelligence Oversight Board (IOB). It is the opinion of 0OGC
that the incident does not need to be reported to the IOB.
Rather, this electronic communication (EC) should be maintained
in the control file for periodic review by Counsel to the IOB.

(U) Derived Frém : G-3

Declas On: 03/21/2032
Administfétivgi aﬁ Thi ains information from the EC
dated 2/21/2007 froml;;::f:f§:ff:g to OGC reporting a p igl
IOB matter, a phone versation between author and SSAiE??E;%:]

bnn 3/13/2007 and an email dated 3/15/2007 from S

ALL INFORMATION CONTAINED

DATE: 06-06-2007 HEFEIN IS UNCLAZSIFIED EXCEPT
CLASSIFIED BY 65179 DMH/K3R/JW Sﬁhsﬁ{fr WHERE SHOWN OTHERWISE

REASON: 1.4 (€]

DECLASSIFY OM: >

.. 0IG/DOJ REVIEW: PATE. Y - 2. v /
p7c  FBI INVESTIGATIO %
0IG/DOJ INVESTIGATION: __ ¢\ /




SEQRET N
b2
v7E To: | | From: Office of the General Counsel

Re: (U) 278-HQ-C1229736-VIO, 03/22/2007

Details: (S) By EC dated 2/21/2007, requested

that OGC review an incident and determine whether it warrants

reporting to the IOB.!| 1

[

As part of its investigation, |
bl Jsought transactional information pursuant to 18 U.S.C.
b7D §2709] ]
b6 [ 1 2 Nah1onal Security
EZC Tetter (NSL) | carad
b7E
b4
(8. 181 Upon review of the documents provided to
: it was learned that the information
| provided, pursuant to the NSIL. included information

b4 T they did not upload nor anal Tesults for the
b2 i— .
b7E

|
L

! Jwas pll_a:&d_in_r_h_-;ﬁ_le. | |
b2 _determination at the rime was

b7E J

1
b7D —JIwas entirely lawful
and therefore no further action was necessary (i.e. reporting or
sequestering) .?
tu)“”“C&( Thereafter, the Department of Justice, Office of
the Inspector General (0IG) conducted an NSL audit| |
2006. The audjt called into question the acquisition of
- At that time, discussed
b7E
b7D

'It should be noted that this submission was at the request of 0GC in
response to the OIG report on the FBI's use of national security letters
wherein they reference 22 instances where they thought a potential IOB

b2 submission was in order. As discussed infra,

b7E required to submit a potential IOB EC to OGC.

was not otherwise

2since that time, on 3/13/2007, author advised
sequester the records, out of an abundance of caution.

ér&nm

2
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s&q-r

b2
b7E To: From: Office of the General Counsel
Re: (07 278-HQ-C1229736-VIO, 03/22/2007
(V) this with the 0IG "during which it was agreed | I
b2 I47

18

2o 18)

are 18

{8)

(U) The plain language and legislative history of
§2709 supports the position that the FBI is permitted to acquire
information on associated numbers attributable to the same
account. The plain language of §2709 allows the FBI to "request
toll billing records of a person." (emphasis added)

Thereby allowing the FBI to acquire the records for all numbers
subscribed to by the "person." Additionally, the legislative
history of §2709 defines "toll billing records" and states:

As used in this section, toll billing records
consist of information maintained by a wire or
electronic communication service provider
identifying the telephone numbers called from a
particular phone or attributable to a particular
account for which a communication service provider
might charge a service fee. H.R. REP. 103-46, 1993
U.S.C.C.A.N. 1913. (emphasis added)

(U) Read together, §2709 and its legislative history
clearly contemplate the acquisition of "associated" numbers. The
use of the word "person" by Congress in section 2709 indicates
that it did not seek to limit the acquisition of records to a
particular number. The legislative history itself supports this
interpretation by defining "toll billing records" as numbers
called "from a particular phone" gr "attributable to a particular
account." Thus, Congress seemingly contemplated that a single

subscriber ("person") might have multiply numbers in his/her
name.,

e 'Txﬁ”ﬁdrd[' e

| Jas
required by statute. As g réesult_| iconad an oy
F‘TET§ﬁ351s added) In response. | lnraszi 1 ]
'BC from [ Ito General Counsel dated 2/21,2007

bl !
b2
b7E

RS-
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SECRET

To: | | From: Office of the General Counsel
Re: (U) 278-HQ~C1229736-VIO, 03/22/2007

as well as the toll records for the other number subscribed

b2
bIE

(1)

to by the subscriber (i.e. the "associated" number).

(U) To prohibit the acquisition of this information
would not only contravene the plain language and legislative
history of §2709, but would also impede investigations by
limiting the information that can be lawfully obtained.

(U) Although the attachment was not provided in this
case i is nonetheless instructive on the point of whether
should have reported this as a potential IOB. The
en

t lists several items that can be considered "toll
billing records" to include:

{(U) This attachment language mirrors the types of

records contemplated by Congress and otherwise comports with the
mandates of §2709.

-

' Moreover, although released after the acquisition
of 1nformat10n in this case, the official OGC IOB guidance
released on 11/16/2006 is instructive. This guidance does not
require reporting in the situation at hand and states in relevant
part ". . . conduct that must be reported as potentlal I0B
violations" include situations where, "[A] carrier providing
information beyond the scope of the FISC order or other relevant
legal authority resulting in the unintentional acgquisition of
data." This, however, is inapposite to the situation at hand.
Here, as discussed above, the associated number was-not "beyond
the scope of the . . . relevant legal authority, " nor did it
result in the "unintentional acquisition of data," because the
NSL expressly requested "associated" records. Therefore, there
was neither a carrier error nor an unlawful request.

(U) Section 2.4 of Executive Order (E.O0.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, O0OGC,
respectlvely) report to the IOB "concerning 1nte111gence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive." This
language was adopted verbatim from E.0. 12334, dated 12/04/1981,

sz.}mg
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SECQ?T

To: From: Office of the General Counsel
Re: U] 278-HQ-C1229736-VIQ, 03/22/2007

when the IOB was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and the
IOB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the Attorney General Guidelines for National
Security Investigations and Foreign Intelligence Collection
(NSIG), or other guidelines or regulations approved by the
Attorney General in accordance with E.O. 12333, dated 12/04/1981,
if such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons. Violations
of provisions that are essentially administrative in nature need
not be reported to the IOB. The FBI is required, however, to
maintain records of such administrative violations so that the
Counsel to the IOB may review them upon request.

rrrrrrr ( In the instant case, the collection of information
in July 20 y the FBI was lawful. The plain language of §2709
and the accompanying legislative history allow for the

same account,

acquisition of records for mu1rinle_nn?bers attributable to the

-

(#{_ Therefore, the acquisition of toll records for the
aSSOC1ated number was entirely lawful and did not require

rﬁportlng to OGC and subsequently does not need to be reported to
the I0B

SECRET
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sn:c\{'r

To: From: Office of the General Counsel
Re: (U) 278-HQ-C1229736-VI0O, 03/22/2007

v

LEAD(s):

Set Lead 1: (Info)

Vo

M. . The i ot ol NSL
request pertaining do
not require furthe id can be analyzed and

uploaded as appropriate per logical investigation.

(U) 1In addition, | |is advised to include
the attachment (found on the NSLB website) along with every
NSL sent to each carrier.

Set Lead 2: {Info)

INSPECTION
AT WASHINGTON, DC

(U) For information.

Set Lead 3: (Info) '

COUNTERINTELLIGENCE
AT WASHINGTON, DC
(U) For information.
cc: %— Ms. Thomasg

1-
1- ToB—TIBTaTy

*»
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FEDERAL BUREAU OF INVESTIGATION

(Rev. 01-31-2003)

Precedence: ROUTINE Date: 02/22/2007

To: General Counsel Attn: SSA

NatiomaTr Security Law Branch
Counterintelligence Law Unit

From:
- Chief Division Counsel
b7E Contact:
b6

b7c Approved By:

Drafted By:

(U} case ID #: 278-HO-C1229736-VI0— 22|

I I 368 P.3 for violhon ﬁg

'SYthBISf'“CKi Response to NSLB review/document request made by 0OGC
on 02/20/2007. ‘

-
) Deriv
K pertvedyglon

Title: (U) Potential IOBs

{1

G-3
X1

|:U:"Enclc:‘:sure(s);,.,()Q Documents responsive to NSLB request.
E%E l:m'D"ét'a;i.l's"":'"QQ The enclosed documentation is provided to the NSLB as
requested in the 02/20/2007 e-mail to the Division.
(8) A.
b 1 ] 1
bl QQ 2. Potential IOB error: The Nationgl Securitsy Letter was issued
{8} - -without approval to extend~th1
(8 (X) 3. Description of potential TOB error: Division
b2 submitted an EC. to Counterérrorism, ITOS I, on
b7E

requesting Heédéuarters approval for extension
SC Ml Z;E SENDY s\BQzET
b6 0 ” ., :r? f

b7cC @Cé) 4D 25/0] ALL INFORMATION CONTAINED

DATE B~ U7 HEFEIN IS5 TNCLAZSIFIED EXCEPT
WATE - do-UE=-o . ke
CLASSIFIED BY 65179 DMH/KSE/JUW WHERE SHOWN OTHERWI

FEAZON: 1.4 ()

DECLASSIFY 0OM: 06-06-2032

bl
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b2
p7E

(S

SECQEQ

AY

To: General Counsel From:
Re:”*gﬁ( 278-HQ-C1229736-VIO, 02/22/2007

of captioned - . 41 Per the NFIP manual,
(S o [Division ~ lauch approval for_apn extension.
H and therefore, | _Ipivision's
__[was well 1n advancel| — —
Counterterrorism responded wia an EC on | = I ]
tsl’ | r‘;J
gé Tnice tpe BC and the National Security
b7E T.&tter in gquestion was well
(Sl"within the authorifzcrom perIod. | 1on does note that
an EC[ 1 itten on | _|which noted the
i |Division believes the

(S) 'r;;LuUQ'QIl“"' ' [ﬁsed»the~d£gérot the EC.L

bl

(s) B.

(8) 1.r __|

bé
b7C

(-

-

b4
b7D

bl
b6
b7C
b2
b7E 1

(Ul -

"Qﬁ 2. Potential IOB error: A National Security Letter requesting
FCRA consumer full credit report data was issued in a
counterintelligence case.

a{) 3. Description of potential IOB error: In this case, two
National Security Letters issued for financial data,fﬁ ]
nd the other td l The National Security Letter sites
Title 15, USC, section V. This is the legal provision allowing
for full credit reports in terrorism matters. In counterintelligence
matters, under Title 15, USC 1681lu(a), agents are entitled to credit
listings (information pertaining to financial institutions, addresses

of those institutions, places of employments, etc.), but not to a full
credit report.

(s)y cC.

i
(s) 1. . | ] was
initiatEo Yy the DivisI®n

gﬁ( 2. Potential IOB error: The National Security Letter contained a
ypographical error.

~O{) 3. Description of potential IOB error: BAn electronic
communication dated 04/11/2005 requested the issuance of three FCRA
National Security Letters pursuant to Title 15, USC, section 1681u(a)

SE}RQ-
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Sé&&ET

To: eneral Counsel From:[ﬁ \ J b2
Re: %;% 278-HQ-C1229736-V10, 02/22/2007 b7E

and 1681lu(b). The National Security Letters, also dated 04/11/2005,
contained the language that, pursuant to Executive Order 12333, dated
12/04/1981, and Title 15, USC, section 168lv. There was a
typographical error on the part of the drafter of the National
Security Letter who, instead of properly drafting 168lu{a) and
1681lu({b), drafted 1681lv on all three National Security Letters.

LTy

4. The Office of General Counsel guidance per EC dated 11/16/2006
provides that a typographical error of this type must be reported as a
potential IOB violation.

(S) D.l I
o 2. [

(o) =

bl

(3]

b1
57D L8]
52

bTE

b4

=§q-2. Potential IOB error: The information obtained was not
Yelevant to an authorized National Security investigation as it was a
Wthlrd party error.

X) 3. béécrl.m;ign_o.f_ugr.e.ntiaj_m&-mrror: The specif#c request was

for L .
A review of the response | _ N'reverTE there | 1
| mixed i tie package of
[ e [results provided to thel |Division of the FBI.
' of material receivedf | was voluminous. As such,

the case agent did not catch this as i1t appears to be an over-
collection. None of this information was indexed and no follow up
investigation was conducted on the toll record information.

,%8 @) e[ |

(¥) 2. Potential IOB error: Carrier error in providing agent with
information not authorized by National Security Letter.

CS( 3. Description of potential IOB error: In accordance with an
approved ECPA National Security Letter| o SE—
returned to thel Division reécords

[ [Tadditionally,
records were also provided to thel [Pivision from
This er as on the part- and not

(S) i e T ,,ﬂ,éﬁbngs
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To: General Counsel From: E;E
Re: §< 278-HQ-C1229736-VIO, 02/22/2007
b4 the case agent. The National Security Letter specifically requested

P10 (U) records for the e-mail account from

s%xqr
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X

{0 - To: General Counsel From:
Re: >§? 278-HQ-C1229736-VIO, 02/22/2007

LEAD(s) :
Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*
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b2
b7E
b6
p7cC

(0
(-

b2

(U -~

DATE: 06-D5-2007

ALL THFORNATION CONTAINED CLASSIFIED BY 65179 DIH/KSR/IV

12003 UEREIN IS UNCLASSIFIED EXCEFT REA30N: 1.4 (C)

WHERE 3HOUN OTHERWIRE DECLAGSIFY ON: 06-06-2032

FEDERAL BUREAU OF INVESTIGATION 1073946

Precedence: ROUTINE Date: 03/08/2007

To: Attn: SAC‘ I
ASA l1 ]

CDC

Inspection Attn: IIS, CRS

From: Office of the General Counsel
NSLB/CILU/Room 7947
Contact: SSA

Approved By: Thomas Julie E‘(ECVU

Drafted By: ﬁf] IR

‘Case ID #Q{) 278-HQ-C1229736-VIO~ (Pending)
e _ o o 7 . N \
‘Title: (X  INTELLIGENCE OVERSIGHT BOARD [SEE P 5 For o ¢ P«MUZ

MATTER 2007 [SEE Plo OF FRIEDVAN LETER R LHm |

Synopsiéf”“?é& It is the opinion of the Office of the General
Counsel (OGC) that the matters in sections A and B {(designated
below) must be reported to the Intelligence Oversight Board
(IOB). OGC will prepare and deliver the necessary correspondence
to the IOB.

(U) Derive om -3
Declassify-On:
Administiétiﬁef"ESQ This electronic communication (EC) contains

information from the following d rs: (1) a copy of the EC
dated Q2/22/ 7 from the Field QOffice

(-

b2
b7E

bIC

to OGC reporting eight potential IOB matters, and
{4Z) the FBI's Automated Case Support system (ACS).

y | 4Jopted to submit all eight potential IOB issues
in"one EC. The EC was divided into five separate sections, A-E,
and our response will be drafted in a similar manner for
continuity purposes. These reported IOB matters are all derived
from the audit conducted by the Office of Inspector General (0IG)
which took place over the summer of 2006 at four FBI field
offices.

SE T

0IG/DOJ REVIEW:
FBI INVESTIGATIG DATE- Y- 2.0 )
016204 INES iA=L
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To: ‘-7 AJ From: Office of the General Counsel
Re: '278-HQ-C1229736-VIO, 03/08/2007

(I .
b2 R
b7E Reference: {3 278-HQ-C1229736-VIO, serial 2218
(U) 62F 97317, serial
wl Details: ~§S< By EC dated 02/22/2007, provided GGC
written dedumentation of eight issues at requlre a review of
the facts in order to determine whether they warrant reporting to
b2 the IOB. In ocur opinion, as to three issues (the one in section
bTE A and the two in section B}, it does. Our analysis follows.
(5) {S) A. ,
e » .
0% i R S e ]
[ —__
[ | D Mvestigation the case agent obtaij veral
bl éxtensions Extensions were grante _
b2 - | ~ ] The issue broughﬂprﬁiion
b7E —or] _Iand OGC, by the 0IG, was that
allegedly issued a Natiocnal Security Lpttef (NS without
obtaining reguired aspnrayal A detail review of
ACS and the EC Indicate that: s actions
may have resuItTed in an unintentjonal err
(S) diesfted and submitted an EC _faoo
FRIHGTE=gUesting | = 1 ,
. o
BTG did not 'TESpond to his request untill AJ
response, FBIHO aranfndl‘*l as _onpposed ftao the
B requested | — IS response —1
I — | |
b7E couse—OT TNIS Ialluré—to—aTrl TowW readln? this
document, a presumption is made that[
granted by FBIHQ should be| !
However, __|date was never Tormally approved by
FBIHQ. Therefore,] Jgiven by FBIHQ should
have been[— . date which wou e made
C Since
the NSL written] |
(S)’(~) To make the matter above more complicated, FBIHQ, after
already having grante lexrersion["
requested| | submIT an annual
Letterhead Memorandum (LHM) PETause FBIHY adyissac thot T ] |
bl [ |
b2 VL CouL an arl =~ LHIT. after receiving an
b7E

TSECRET
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bl
b2
b7E

b2
b7E
bl

-

b2
}EQ(ET b7E

To:rgi AA]From: Qffice of the General Counsel
Re: ~ 278-HQ-C1229736-VIO, 03/08/2007

LEM| | EBTHQO submitted the LHM to OIPR and

~advised thai{ I ] had been granted. However,

“the[ 1 still had to revert back to the last
officiallv knownl oo ywhich was | notl” J

- It is apparent, that the error was compounded by the fact
hat a new set of Attorney General Guideljipes came into effect on

10/31/2003, further CODfUSLHQ' Any
error made by| in ribed case was not

malicious in nature, and was made in good faith. Had the case
agent been aware that the case actually[ )
and not the mistakenly believed date| I _thls error
would have never occurred. Unfortunately for[ the

errors reflected on the previous communications in .t
caused an NSL to be issuedl . I

__Imniever received any information

bl

TTOUM TNE Carriexr concerning this regquest, the issuing of the NSL
still constitutes a violation which is reportable to the IOB.

(S) B.

o .

ts',,invefw —

bl
p7D
b2z
b7E
b4

(-

b2
b7E

I sopmitted two NSL requests,

Both of the NSLs and the cover
rc—guored thé statutory authority to be Title 15, USC 1681lv.
This authority, however, deals solely with terrorism
investigations and allows the FBI to obtain full c¢redit reports.
The authority that should have been quoted by in a
counterintelligence investigation was Title 15°7U5C 168lufa)
which enables the FBI to i

L ‘
| AJ, but not full credit

CXQ advised that all information received by this
uninte&nticnal oversight was segu d in the safe of their
Chief Division Counsel. [;;;:;i;:fffffadvised that the improperly
obtained information has Used in thelr investigation.
recognizes the error and that the improperly

cted information, although unintentional, constitutes a
violation which is reportable to the IOB.

(s) C.

bl

sﬁugr
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To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO., 03/08/2007,

(8 X | pursuant to a terrorism investigatj
_ . H— lgﬁ%_—mﬁissued

b2
b7E

(535<X)f

bl
b7D
b2
b7E
b4

e S e —] pursuant to Title
15, USC 168TWv, the terrorism statores Tegquescting full credit
reports on e subject of the investigation. The cover EC

used to request the issuance of the three NSLs used
~the language stating the authority was being granted pursuant to
Title 15, USC 1683nla), the counterintelligence starute In the
cover EC| only asked for

[ @5 opposed to the full TredIt reports requested in
—thne NSLs.

ﬂUTEQ(: A review of the 02/22/2007 EC from[ﬁi A_Jreporting

the potential ICR infractions caused some confusion for the

writer, so on 03/08/2007 the writer had nversation with
the drafter of the 4_JEC. explained that
since it was a terrorism case, the ve e NSLs was

correct, a each of the NSLs were reviewed and signed.
informed that the EC that was used was a mistake on
e pare of the agent that drafted the cover document.
ladded that the investigation warranted the requested
[wsrs—anuT" companies never would have been
confusedwy-trre—ECTDETAUSe they do not receive a copy of that
document. The EC is merely used as a means of submitting the
NSLs (that were attached) to the case file. The mistake in the
EC, although sloppy, did not alter the investigation in anyway,
and this scrivener's error, citing to 168lu rather than 1681lv,
did not violate any law. had the ability under a
terrorism investigation gdit reports, and they made
that reguest. Therefore, OGC believes that the mistake made by
was administrative in nature, and does not warrant
reporting to the IOB.
bl

(S) D.

| e ER AT AT IIssted 3 NSL which .
[<Te! T_n::i- | I

Eﬁht record for

TTOTMETIon LLOMm [ | ]
learned of the third-party mistake and took t ace steps

to sequester the additionall ~_|records that were sent
to them. advised that they did not do any indexing
or follow- analysis on the over-collected information.

s%

4




;>§§ET

b2
b7E To: From: Office of the General Counsel
Re: T8-HQ-C1229736-VIQ, 03/08/2007
8 -

C§< Despite the mistake the FBI had a legal right to
b4 the over-collected information they received. However, since the
7D records were not requested, | sequestered the
b2 documents. 'herefore, no improper action on the part of
b7E occurred, and OGC believes that this matter does not

warrant reporting to the IOB.

bl (s) E.
1 ]
sy [ 1 . 1 il
I 1 J1ssued a NSIL
] requesting information I
bl In responSé To That request, € provider produced
b2 informationl | .+ 1 This additianad
b7E IrFT:f:l
EgD [ - —_ | would have been
—Obtainable by the field oOIfice had they requested it T over-—
collected information has been seguestered by .
JUy_w,hxf A review of all the facts in this section demonstrates that
b2 4 was not at fault in receiving AJ records
b7E

gutside the scope of the properly issued NS OUGC believes this
matter does not warrant reporting to the IOB.

SUMMARY

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). Cn 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB) and
established the Board as a standing committee of the President's
Foreign Intelligence Advisory Board. BAmong its responsibilities,
the IOB has been given authority to review the FBI’s practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates that
Inspectors General and General Counsel of the Intelligence
Community components (in the FBI, the Assistant Director,
Inspection Division (INSD), and the General Counsel, Office of
the General Counsel (0GC), respectively) report to the IOB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive. This language has been interpreted to mandate the
reporting of any violation of a provision of The Attorney
General's Guidelines for FBI National Security Investigations and
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To: From: Office of the General Counsel
Re: 278-HQ-C1229736-vIO, 03/08/2007

Foreign Intelligence Collection (NSIG), effective 10/31/2003, or
other guidelines or regulations approved by the Attorney General
in accordance with EO 12333, dated 12/04/1981, if such provision
was designed to ensure the protection of individual rights.

(U) Viclations of provisions that merely are
administrative in nature and not deemed to have been designed to
ensure the protection of individual rights are generally not
reported to the IOB. The FBI Inspection Division is required,
however, to maintain records of such administrative viclations
for three years so that the Counsel to the IOB may review them
upon reguest. The determination as to whether a matter is
"administrative in nature" must be made by OGC. Therefore, such
administrative violations must be reported as potential IOB
matters.

~§XQ NSLs are a specific type of investigative toocl
that allows the FBI to obtain certain limited types of
information without court intervention: (l) telephone and email
communication records from telephone companies and internet
service providers (Electronic Communications Privacy Act, 18
U.3.C. § 2709); (2) records of financial institutions {(which is
very broadly defined) (Right to Financial Privacy Act, 12 U.S.C.S§
3414 (a) (5) (A)):; (3) a list of financial institutions and consumer
identifying information from a credit reporting company (Fair
Credit Reporting Act, 15 U.S.C.§§ 168Blu(a) and (b)); and (4)

full credit report in an international terrorism case (Fair
Credit Reporting Act, 15 U.S.C. § 1681lv). NSLs may be issued in
conformity with staruntoxu requirements, including 18 U.S.C. §
27009.

A4

o ) In these eight potential IOB matters, OGC believes
that only three, these in sections A and B, warrant reporting to

the IOB. The other five matters are a result of administrative
or third-party errors. In regard to the relevant. . but
unintentionally collected information, is instructed

to keep all information sequestered until a discussion is had
with the issuing entity. As to the reportable matters in
sections A and B, OGC will prepare a cover letter and a
memorandum to report these matters to the I10B.
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To: rﬁf AAI From: Cffice of the General Counsel
Re: 278-HQ-C1229736-VIO. 03/08/2007.

LEAD (s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: (Action)

(U) In matters involving over-collected materials, the
Field Office should contact the parties in which

b2
b7E

b2
b7E

NSES were served and allow the entities td determine whether the
improperly or unintentionally acquired information should be .
returned or destroyed with appropriate documentation to the file.
If the information is relevant, a new NSL requesting the
previously unrequested information may be submitted to the
entity.

(U) is reminded of its responsibility,
pursuant TO Deputy Director Pistole's directive of 03/06/2007, to
review all counterintelligence cases utilizing NSLs to determine
1f other full credit reports under 15 U.S.C. § 1681lv were
improperly obtained. '

cc: Ms. Thomas
b6
biC UB Library
*
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