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LEAD (s) :
Set Lead 1: (Info)
INSPECTION

AT WASHINGTON, DC

. Eﬁi For information.

Set Lead 2: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

':béz For information.

Set Lead 3: (Info)

,,~}ﬁ< For information.
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| |(INSP) (FBI)

From: b2 FBI)
Sent: b7E 2:58 PM
To: b6 lINSP) (FBI)

Cc: bic [ “FBh] IFBI)
(FBIY KFBI)
Subject: RE: 10B Matter b1
7
|:S:| B EZA bl
RECORN- b7C
b7D
b7a

':S:'Hi[ . Ll

As far as | know, the collected material, which came to us in a CD Rom, is still at th
contain the info we requested (ie subscriber, header info, and IP logs)
what we believed to be "content” until we heard back from iTOS1 and the NSL
I can not say for sure that what was additionally on that CD was actaul content

tanguage and | did not proceed any further.

longer the assigned case agent as he has left th

If you need to follow up in|: the case agﬁ

If you need anything further from me, please call

Thanksl

From: (INSP) (FBI)
Sent: Tida ar 8:35 AM
To: FBI)

Subject: 108 Matter
Importance: High

~ SECRET

(3)

SECDET.

(8)
()

ReH

ZTS TG TZZIT36=VIU seral 1152)

By way of introduction, | handle the 0B matters for the Inspection Division.

in a 1A envelope. The CD did

so we kept it but did not do anything further with
B lawyers...which we never did. To this day
as the couple | "opened” were in a foreign

: nd| SA }s no
or FBIHQ.
b2
me on my cell af b7E
b6
b7C
b6
b7¢C _
b2 ALL INFORMATION CONTAINED
bTF HEREIN I5 UNCLASSIFIED EXCEFT

WHEFE

bl
b7A
b2
b7E

SHOWN QTHERWIGE

DATE: 0S-30-2007

CLASSIFIED BY &51759/DMH/ESR/RUW
REASON: 1.4 (c,d)

DECLASSIFY ON: 05-30-2032

I know you are no longer il‘mbut I have a question about the violation in the above serial. There's no problem - the
wha

provider was at fault, but

~ ~ ~ ~ ~ ~

Conduct Keview Specialist

Initial Processin, /INSD
Phone: 202-32
Room 11865 }RET

b6
p7C
b2
b7E

was done with the overcollected material?
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/20/2006
To: Counterterrorism Attn: ITOS 1, CONUS 4, TEAM 15
Attn: SSA| 1
SA ]
CDC
Attn: SA
cpC ALL INFORMATION CONTAINED
: HEREIN IS UNCLASSIFIED EXCEPT
Inspection Attn: 1IS WHERE 3HOWN OTHERWISE

From: Office of the General Counsel
NSLB/CTLU1/ L.‘Ll_R.chJS.uE
Contact: UC

Approved By: Thomas Julie F U DATE: 05-30-2007 .
pproves = CLASSIFIED BY 55173 /DMH/KZR/PY

. h_— FEASON: 1.4 [¢,d)
Drafted By: - 5?‘-{(& DECLASSIFY 0ON: 05-30-2032
,,,Cas,e,,IDr#—zr—M 278-HQ-C1229736-VIO  (Pending) '
Title: N INTELLIGENC IGHT BOARD b2
N MATTER 2006
- Synopsisgi It is the opinion of the Office of the General

Counsel (OGC) that this matter is not reportable to the
Intelligence Oversight Board (IOB). Rather, it should be
maintained in the control file for periodic review by Counsel
to the IOB. Our analysis follows.

e

Reference: &] 278-HQ-C1229736-VIO serial 1152

Details: - )X)i The referenced serial from Counterterrorism

Division requested that OGC review the facts of the captioned

matter and determine whether it warrants reportlng to the IOB.
As explained below, in our opinion, the FBI is not required to
report this matter to the IOB.

AIRICO] ZEVIEW: ma oo
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To: Counterterrorism From: Office of the General Counsel
Re: 278—HQ—C1229736—VIO, 12/20/2006

s

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). ©On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB) and
established the Board as a standing committee of the President's
Foreign Intelligence Advisory Board. Among its responsibilities,
the IOB has been given authority to review the FBI’s practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates that
Inspectors General and General Counsel of the Intelligence
Community components (in the FBI, the Assistant Director,
Inspection Division (INSD), and the General Counsel, Office of
the General Counsel (0OGC), respectively) report to the IOB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive. This language has been interpreted to mandate the
reporting of any violation of a provision of The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or

other guidelines or regulations approved by the Attorney General

SE%
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To: Counterterrorism From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/20/2006

in accordance with EO 12333, dated 12/04/1981, if such provision
was designed to ensure the protection of individual rights.
Violations of provisions that merely are administrative in nature
and not deemed to have been designed to ensure the protection of
individual rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain records of
such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature" must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

R ;;}§z; NSLs are a specific type of investigative tool that
allows the FBT to obtain certain limited types of information

without court intervention, including electronic communication
transactional records in the custody of electronic communications
service providers (Electronic Communications Privacy Act, 18
U.S.C. § 2709). NSLs may be issued in conformitv with statutary
requirements, including 18 U.S.C. § 2709.

e Here, during an authorized investigation, the FBI
properly Served an NSL on an electronic communications service

provider for transactional records. In response to the properly
served NSL, the FBI inadvertently obtained information beyond the
scope of the NSL (email content information). FBI

identified the problem, and properly sequestered the email
content information.

(U) Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4 of
EO 12863, it is our opinion that this error is not reportable to
the IOB. A record of this decision should be maintained in the
control file for future review by the Counsel to the IOB.

(Ufgﬁ ALhould contact the carrier (or coordinate
throughl __knd ask whether the improperly or
unintentionally acquired information should be returned or
destroyed with appropriate documentation to the file.

w}@r
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To: Counterterrorism From: Office of the General Counsel
Re: 278-HQ-C1229736-VIQ, 12/20/2006

LEAD(s) :

Set Lead 1: (Info)

COUNTERTERRORISM

AT WASHINGTON, D.C.

{U) For information.

Set Lead 2: (Action)

Al

(U] Ishould contact the carrier {or coordinate
throughl ~hnd ask whether the improperly or
unintentionally acquired information should be returned or
destroyed with appropriate documentation to the file.

Set Lead 3: (Action)

AT|

(U) For information.
Set Lead 4: (Action)
INSPECTION

AT WASHINGTON, D.C.

(U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion
concluding that ICB notification is not required, for three years
for possible review by the Counsel to the IOB.

cec: Ms. Thomas

10B Library
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/12/2007
To: General Counsel Attn: NSLBE

From: Inspection
Internal Investigations Section, IPU, Room 3041

Contact: CRS| | Ext
Approved By: Miller David IarmeW’ ‘
pproved @1 ALL TNFORMATION CONTAINED

: HEREIN I3 UNCLASSIFIED
Drafted By: | 1 DATE 05-30-2007 BY 65179/DMH/KSR/RY
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKINGH# 1807 b2

0GC/IOB# 2006[_____]-

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB) .

Reference: (U) 278-HQ-C1229736-VIO Serial 1152
278-HQ-C1229736-VIO Serial 1946

Details: (U) The Internal Investigations Section (IIS) received
an EC from Counterterrorism Division dated 02/07/2006, reporting
a possible IOB error. Based upon a review of the referenced EC
it is the IIS’s opinion the incident described therein is
administrative in nature. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2007

To: Counterterrorism _ Attn: AD (Personal Attention)
Attn: SAC (Personal Attention)
Attn: SAC (Personal Attention)

From: Inspection
Internal Investigati i IPU, )41
Contact: CRS I Ext.l |
ALL INFORMATTON CONTAINED

Approved By: Miller David Iaan{ HEREIN IS UNCLA3SIFIED EXCEFT
e WHEFE SHOWN OTHERWISE

Drafted By: | DATE: 05-30-2007

. CLASSIFIED BY ©5173/DIH/KIR/ENW

DECLASSIFY 0ON: 05-30-2032

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 1807
OGC/IOB# 2006

b2

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

. M_‘,”}g( Derive i
Decl On:

bl

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1152 b7A
b2
Reference: &) ~HQ- = i 152 b7E

igj ~' 41u-nu-uLz4s/Jb—v1U Serial 1946

Details: (U) Upon review of Counterterrorism Division’s
captioned report of a potential IOB violation, IIS did not find
the matter indicative of willful misconduct. IIS only addresses
allegations where deliberate and/or aggravated misconduct is
evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by

National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570) .

THIS EC IS UNCLASSIFIED EN SZPARATED FROM CLASSIFIED ENCLOSURE.

*
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TO:

U.S. Departme )f Justice

Office of the Inspector General

: January 24, 2007

Kenneth W. Kaiser ALL FEI INFORMATION CONTAINED

. . HEREIN IS UNCLASSIFIED
Assistant Director

Inspection Division
Federal Bureau of Investigation

FROM: Glenn G. Powell

Special Agent in Charge

Investigations Division
b2
b7E
b6

SUBJECT: OIG Complaint No. 2007002521 p7C

N

Subject:[ ]
I I)ivision

FBI No. 263-0-U-652

FBI CMS No. 1807

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the O1G
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OYG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. 1f you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please he advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in _all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

DATE 05-31-2007 BY 65179 /DMH/KSR/RW



INVESTTGATIONS DIVISION - Complaint Form OIG NO. 4

O1G

689-2007-002521-M

Received By: Date Received: 01/04/2007 How Received: A

SUBJECT:[ﬁ AJ SSNO:

Title: SA Pay Plan: D.C.B.:

Component: FBI EOD Date: Alien No.:

Misc: F.B.I.No.:

Home : J B.O.P.No.:

Phone: () - ZIP: | D/L No.: b6

Work: , ‘ Offenses: 689 b7C

Phone: { ] ZIP: b2

COMPLATNANT:| | SSNO:

Title: INTEL Pay Plan: D.O.B.

Component : FBI EOD Date: Alien No.:

Misc: F.B.I.No.:

Home : B.O.P.No.:

Phone: () - ZIp D/L No.: N

Work: ,

Phone: | | Z1p: ,

Confidential: Revealed: Authority: none b2
A _ o

Details:

Information received FBI/INSD rey i a possible in IOB matter involving inadvertently
obtained information. IOB #2006

During an authorizad investigation, tLhe FBI properly served a National Security letter (NSL)

cn oan olectronic communication service provider for transactiocnal records. In response, tThe
FB1 obtained information beyond the scope of the NSL. The FB:identified the b2
problem and properly sequestered the content information. L7E

It is the opinion of the Office of the General Counsel that this matter is not retable to
the 10B.

= = e
ALLEGATIONS: 689 TOB Violation
Occurrence Date: 10/04/2005 TIME: b2
CITY State: Zip: b7E
L |
DISPOSITION DATA: Disposition: M Date: 01/04/2007 Approval: POWELL, GLENN G
v

Referred to Agency: Date Sent: Component : FBI
Patriot Act: N Civil Rights: § Component Number: 263-0-U-652, 1807
Sensitive: N Whistleblower: N Consolidated Case Number:

Remarks:

Predicating material contains classified information that will be stored in a secure
container within OIG/INV/HQ.

1/24/07 - Sent to AD Kaiser, FBI/INSD. (yht)

ALL FBI INFORMATION CONTAINED
HEREIN I3 TNCLASSIFLIED
DATE 0D6-06-2007 BY 65179/DMH/KSR/RW

Page 1 nf 1 - e e e
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SECRET CON/NOFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE
To: General Counsel

Inspection

Operational Technology

"From: Counterterrorism
CXS/ECAU/Roop_ 4343

Date: 05/19/2006

Attn: Natj i Law Branch

Attn: Internal Investigation Section
Attn: DES/DITU

uc| I b2

Attn: Squad 11 b7E

sal ! b6

b7C

Contact: 1A

Approved By: Hulon Willie T U3r¢‘

Lewis John E g\

. ALL INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

DATE: 05-30-2007
CLASSIFIED BY 65179/ /DMH/KSR/RY

REASON: 1.4 (c,d)

Drafted By: [ | 34 DECLASSIFY OM: 05-30-2032
(Uy -~ Case ID #7i 278-HO-C12297346-UTA  (Dardiam (A% F E%A
(8) b2
b7E
(uy - - Tit1e=~--»-~>< REPORT OF POTENTIAL TOB MATTER
IA e o
SSA b7C be
b7C
b7A

(U _‘(-U) 2

Synopsis: I8¢ To document the minimization of accidental

collection on the emaiil

(8) [

3ddresd

bl

b7D
S~ Deri : b7
. Declasggi n: 031

(s)

Reference: (S)

SC M0 ,ﬂ@{ﬂyc‘loevtc}
@74 o By C§2/6y7
b6

. e /3(4'

SECRETWIOFORN oo

i

} bl
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SECRET/ORe6N/NOFORN

To: _Operational Technology From: Counterterrorism
Re: :>gi 278-HQ-C1229736-VIO, 05/19/2006

(Ul Administrative: This document is classified
SECRET//ORCON/NQFORN. Portions of this document carrying
classification markings may not be incorporated into any criminal
affidavit, criminal court proceedings or unclassified
investigative file. The information in this document is intended
to be uged for lead or background purposes only. No further
dissemination of the material classified in this document may be
made without prior approval of the originating agency.
Uy - ><
b2
b7E
o =
S e
(S) w (] oL
() Electronic Communications Analysis Unit (ECAU) is
subordinate to the Communications Exploitaticn Secrion
iSj _Counterterrorism Division [ -

R o1
b7E
b2

[T roOIlowiig analysis was conducted
based on queries of logical intelligence databases available to
ECAU.
z (q//nr/mpxl
bl
b7D
b7A

SECRET/§§g§N/N0F0RN

2



SECMON/NOFORN

To: Operational Technology From: Counterterrorism
tU) - Re: \/(\,{ 278-HQ-C1229736-VIO, 05/19/2006

(§//OC/NF)

bl
b6
p7cC
p7D
b2
b7E
b7a

(S)

b6

AVA b7C
(]

bl
b6
p7C
b7D

b7E
b7A

(S)

SECR ORCON/NOFORN

-
J



SEéEE$<§;;ON/NOFORN

(Uy- - .. To: Qperational Technology From: Counterterrorism Eé

Re: ~)B(f 278-HQ-C1229736-VIO, 05/19/2006 bC
b7D
b7Aa

(S//OC/NF)

bé
b7C

(o CS( On Monday 05/15/2006 IA[:::;::]notified the ECAU Unit Chief
of the discrepancy, and the results of his research. bl

b6
(s//0OC/NF) b7C

b7D

b7E

b7A
rju_J o1
b7D
b7a
(s//oc/NE)

bl
b6
p7C
b7D
b7A

SECé;?f;;;QN/NOFORN
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SEéE§7¢£;CON/NOFORN

To: . Operational Technology From: Counterterrorism
Re::>*€§ 278-HQ-C1229736-VIO, (05/19/2006

LEAD(s) :
Set Lead 1: {Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For NSLB - For information and action as deemed
appropriate.

Set Lead 2: (Action)
INSPECTION
AT WASHINGTON, DC

(U) For IIS - For information and action as deemed
appropriate.

Set Lead 3: (Action)

OPERATIONAL, TECHNOLOGY DIVISION

AT QUANTICO, VA

(S//OC/NF b1
bo
bic
b7D
b7A

Set Lead 4: (Info)
b2
b7E

Al

(U) For Squad 11 - For information only.

124

SECEE}(EESON/NOFORN
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/19/2006
To: Counterterrorism Attn: CXGL{RCAD
IA ]
SSA I
Inspection Attn: IIS
crs| |
Operational Technology Attn: DES/DITOC
UC[ |
Attn: S Vo Bk i |
S
, ALL INFORMATION CONTAINED
From: Office of the General Coufsel HEREIN I3 UNCLASSIFIED EXCEFT
NSLB/CILU/Room 7947 Mmﬁf SHOWN OTHERWISE
Contact: |
Approved By.r Thomas Julie J\? DATE: 05-30-2007
— CLASSIFIED BY 55179 /DMH/KSR/RU
REASON: 1.4 (c,d)
Drafted By: r v I %—5 DECLASSIFY ON: 05-30-2032
Case ID #: (U) _278-HNO_(C12209736.UTN=" /Dandina) bl

b7A
e % b2

b7E
Title: (U)  INTELLIGENCE OVERSIGHT BOARD
MATTER 20061 b2

Synopsiszgﬁé It is the opinion of the Office of the General
)

Counsel (OG that this matter must be reported to the
Intelligence Oversight Board (IOB). OGC will prepare and deliver
the necessary correspondence to the IOB.

.””:yé

Reference: (U) 278-HQ-C1229736-VIO Serial 1387

Derlved Fr
Decl

iple Sources

Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.

Detailsg:- ;}s{: The referenced electronic communication (EC) from

the Electronic Communications Analysis Unit (ECAU), dated
05/19/2006, requested that OGC review the facts of the captioned

SEBJ@T
b6

016 POJ REVIEW:| DATE: / ~ b7

£l INVESTIGATION. { L —
aliehale ‘N\'ESTKGAT R
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To: Counterterrorism From: Office of the General Counsel
Re: () 278-HQ-C1229736-V1O, 12/19/2006

matter and determine whether it warrants reporting to the IOB.

In our opinion, it does. Our analysis follows.

(Si‘

(s

(s)

(S)

(U) Section 2.4 of Executive Order (E.O.) 12863,
dated 09/13/1993, mandates that Inspectors General and General

Counsels of the Intelligence Community (in the FBI, the Assistant

Director, INSD, and the General Counsel, OGC, respectively)

report to the IOB “concerning intelligence activities that they

SECRSY

bl
b2
b7E
b6
b7C
b7D
b7A
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To: Counterterrorism From: Office of the General Counsel
Re: (U 278-HQ-C1229736-VIO, 12/19/2006

have reason to believe may be unlawful or contrary to Executive
order or Presidential directive.” This language has been
interpreted to mandate the reporting of any violation of a
provision of the Attorney General Guidelines for National
Security Investigations and Foreign Intelligence Collection
(NSIG) or other guidelines or regulations approved by the :
Attorney General in accordance with E.O. 12333, dated 12/04/1981,
if such provision was designed in full or in part to ensure the
protection of the individual rights. Violations of provisions
that are merely administrative in nature need not be reported to
the IOB. The FBI is required, however, to maintain records of
such administrative vioclations so that the Counsel to the IOB may
review them upon request.

(U) Under the Electronic Communications Privacy Act

(ECPA), the FBI may seek telephone and email communication
records from telephone companies and internet service providers
when those records "are relevant to an authorized investigation
to protect against international terrorism or clandestine
intelligence activities." 18 U.S.C. § 2709. Moreover, under
the NSIG, NSLs are an authorized technique and may be issued in
conformity with statptarv ramuiraments during a preliminary or
full investigation.

11} IO
W':)Sii Due to inadvertent tvmaaranhical axrax based on

the confuSion between thd - FBIHQ

received NSL results for 'eremrr—aooress—Ttrmar—was 1Ot relevant
to an authorized counterterrorism investigation. Therefore, the
issuance of the NSL was neither authorized by law nor by the
NSIG. Upon realizing the error, the analyst immediately notified
his supervisor and took the proper steps to sequester the
information. Nothing from the original NSL results was uploaded
into the FBI computer systems, nor was any investigative action
taken based on the NSL results. However, due to the fact that

there was an unauthorized collection, we must report this to the
IOB.

bl

b7A
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To: Counterterrorism From: Office of the General Counsel
Re: (m 278-HQ-C1229736-VIO, 12/19/2006

LEAD(s) :
Set Lead 1: (Action)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) ECAU should contact the carrier and ask whether the
improperly or unintentionally acquired information should be
returned or destroyed with appropriate documentation to the file.
Set Lead 2: (Action)

INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 3: {Info)

b2
b7E

AT

(U) Read and clear.
Set Lead 4: (Info)

OPERATIONAL TECHNOLOGY

AT WASHINGTON, DC
(U) Read and clear.

CC: Ms. Thomas : b6
b7C

OB Library

144



December 19, 2006

BY COURIER

Mr. Stephen Friedman

Chairman : i _ .

; : 'ECLASSIFIED BY 65179/ /DMH/KSR/RU
Intelligence Oversight Boar Emuslﬂ;mﬂ? T
Room 50209

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter

2006:3 (v)

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a

determination of whether any administrative action is warranted.
(U)

Enclosure

1 - 278-HQ-C1229736-VIO

b2



s

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150
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INTELLIGENCE QVERSTGHT BOARD (IOB) MATTER b2
DIVISION bR
(Uj. TOB NMATTER AUbG[:::]“D

S The Electronic Communications Analysis Unit (ECAU) of
the Federal Bureau of Investigation (FBI) reported a potential
IOB involving a National Security Letter (NSL) requested by ECAU
which, through a transcription error, sought information about an
email address belonging to a person who was not the subject of an
FBI natiocnal security investigation.

(8)

/ Upon realizing the
error, € analyst immediately nocirie 1S supervisor and took

the proper steps to sequester the information provided in
response to the NSL. Nothing from the original NSL results was
uploaded into the FBI computer systems, nor was any investigative
action taken based on the NSL results.

{O)

e P8 Due to d i based on the
confusion bétwee: FBIHQ received
NSL results for amemall address at was not relevant to a

b7A counterterrorism investigation. Therefore, the issuance of the
NSL was neither authorized by law nor by the Attorney General
Guidelines for National Security Investigations and Foreign
Intelligence Collection (NSIG). Due to the fact that there was
an unauthorized collection, the error is a reportable matter
under Section 2.4 of Executive Order 12863.
Derive ; i ources
ify on:
ALL INFORMATION CONTAINED DATE: 05-31-2007

HEREIN I3 UNCLAS3IFIED EXCEPT

WHERE SHOWN OTHERWIGE REAZON: 1.4 (c)

(3)

bl
b6
b7C
b7D
b7A

DECLASSTIFY 0ON: 05-31-2032

(e

CLAZSIFIED BY 65179 /DMH/ESE/RW

SE;E;I:\
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/12/2007
To: General Counsel Attn: NSLB

From: Inspection
Internal Investigations Section, IPU, Room 3041

Contact: CRS] |1 Ext |_—__:|

Approved By: Miller David Iath“U‘o 4740 ALL INFORMATION CONTATNED
HEREIN I35 UNCLASSIFIED
Drafted By: DATE 05-31-2007 BY ©5173/DMH/KSR/RY
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKINGH# 2286
OGC/IOB# 200

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1387
278-HQ-C1229736-VIO Serial 1955

Details: (U) The Internal Investigations Section (IIS) received
an EC from Counterterrorism Division dated 05/19/2006, reporting
a possible IOB error. Based upon a review of the referenced EC
it is the IIS’s opinion the incident described therein is
indicative of a performance issue. Therefore, no internal
investigation will be conducted by the 'IIS and this matter is
being relegated to the NSLB for whatever action they deem
appropriate.

*"



(Rev. 01-31-2003)
T//20320117
FEDEF.AL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 01/17/2007
To: Counterterrorism Attn: AD (Personal Attention)

-

From: Inspection
Internal Investigations Section, IPU, Room 3041
Contact: CRS| | Ext

Approved By: Miller David Ian W(/l DECLASSIFIED EY 65179/DMH/KSR/EW

ON 05-30-z2007

Drafted By: bé
b7C
Case ID #: (U) 263-HQ-0-U - 654 (Pending) b2

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2286
OGC/IOB# 2006

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for

corrective action as appropriate. Case closed at IIS.

- BK( Derive
De Y On.

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1387

Reference: (U) 278-HQ-C1229736-VIO Serial 1387
278-HQ-C1229736-VIO Serial 1955

Details: (U) Upon review of Counterterrorism Division’s
captioned report of a potential IOB violation, IIS did not find
the matter indicative of willful misconduct. IIS only addresses
allegations where deliberate and/or aggravated misconduct is
evident.

(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/OGC EC, dated 11/16/2006 (278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

*
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DATE:

TO:

FROM:

SUBJECT:

U.S. Departme. of Justice

Oftice of the Inspector General

January 26, 2007

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

Glenn G. Powell
Special Agent in Charge
Investigations Division

Washington, D.C. 20530

ALL FBI INFORMATION CONTAINED
HEFEIN I3 UNCLASSIFIED
DATE 05-31-2007 BY &5179/DMH/ESR/RY

OIG Complaint No. 2007002573 kkf/c
Subject] | b2
FBI No. 263-0-U-634 b7E
FBI CMS No. 2286

. We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the

O1G.

[]

This matter is referred to your agency for investigation. Please provide the OIG

with a copy of your final report on this matter.

[

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment



INVEOSTIGATIONS DIVISION - Complaint Form

689-2007-002573-M

Roceived Ry Date Received: 01/04/2007 How Received: A
SUBJECT: I SSNO:

Title: SSA Pay Plan: D.C.B.:

Componenrt: FBI EOD Date: Alien No.:

Misc: F.B.I.No.:

Home: r7 AAJ B.O.P.No.:

Phones: () - Z1P D/L No.: b6
Work: , , Offenses: 689 bJC

Phone[‘f J ZI1P: b2

SUBJECT: SSNO: I
Title: INTEL Pay Plan: D.O.B.:

Component : FBI EOD Date: Alien No.:
Miac: F.B.I.No.:
Home: rﬁ J B.O.P.No.:
Phone: () = ZIP1 D/L No.:
Work: 1 ‘ Offenses: 689
Phone: Z21P:

COMPLAINANT SSNO:
Title: ATTY Pay Plan: D.O.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home: B.O.P.No.:
Phone: Z1p: D/L No.:

Work: Office of the General Counsel
National Security Law Branch/CILU, Washington, DC

b2
Phone: ZIPp: ) b7E
Confidential: Revealed: Authority: none
Details:

The FBI provided information regarding a potential IOB matter (2006

On April 11, 2006, a National Security Letter (NSL) was issued requesting information
pertaining to the target of an FBI investigation. Shortly after sending the NSL to the
field for service, it was learned that due to a typographical error, the target (listed in
the NSL) had been misidentified and as a result was not connected with the investigation.
Immediate steps were taken to sequester the information.

Tt is the opinion of the Office of the General Counsel that this matter need not be reportcd
to the 1924 (dz)

m
ALLEGATIONS: 689 IOB Violation
Jecurrence Date: TIME
SITY l State Zip:
o —— d

JISPOSITTON DATA: Disposition: M Date: 01/25/2007 Apprcval: POWELL, GLENN &G

1L
eferred to Agency: FRI Date Sent: (01/25/2007 Component: FBI
atriot Act: N Civil Rights: N

Component Number: 263-0-U-654, 2

‘ensitive: N Whistleblower: N Consolidated Casc Number:

.}
[ev
[e)}

ALL FBI INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED
DATE 06-06-2007 BY 65179 /DHH/KSR/RY

Page 1 of i Mlomdad OT /AC fAAAR e e


file:///LLEGATIONS

0IG - TNVFSTIGATIONS DIVISION - Complaint Form OIG NO. 689-2007-002573-M

b2

Remarks:

Predicating material contains classified information that will be maintained in a secure
container within OIG/INV/HQ:

21/26/07-Sent to Kaiscr/FBI/INSD (dz)

Page £ ot 2 PDrwdabmad N /AT IAAAS [P



FD-902 (Rev. 03-21-2005)

(U

bl
b2
b7E

b7C
b7A

b2

T
FEDERAL BUREAJXOEF INVESTIGATION

Precedence: ROUTINE Date: 05/18/2006
To: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975
From: | l
b2
Squad | | b7E
Contact: SA| J b6
b7C

Approved By:
PP Y ALL IMFORMATION CONTAINED

HEREIN I3 UNCLA3SIFIED EXCEPT
WHERE SHOUN OTHERIWIZE

Drafted By:

DECLAISIFY ON: 05-30-2032

DATE: 05-30-2007
~Case.ID #: 278-HQ- = = 1425 CLASSIFIED BY 65173/DMH/KSR/RU
278 REASON: 1.4 (c,d)
() |

Title:

ss |
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR

(U) INTELLIGENCE OVERSIGHT

Syﬁépéiét”)ﬁs To report possible IOB error.

“Mfﬁi ived From :—G-3
Declagsid i X1
Details:
(S) 1.
{(s)y 2.
m3&< 3. TPOSSIDIZ I0B Error: bl
b7A
(8)
}><i 4. Description of IOB Error (including anv reporirina delava)
(S)

SCMtvwe L)l [1/5/c7 SEeper b1

to oldglo) 075

p7C b7A



b2
- , b7E
~To: Inspection From:
Re: \p‘(f 278-HQ-C1229736-VIO, 05/18/2006

(3)

(s)|

M The above incident was memarialized via EC in captioned
|'IS:| ~-investigation|
bl
b7A
b2
bT7E

sepfey

bl
b2
b7E
bé
b7C
b7D
b7A



(U

~ To: Ingpection From:
Re': >{ 278-HQ-C1229736-VIO, 05/18/2006

b2

LEAD(8) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, 'DC

(U) For action deemed appropriate.

*



{Rev. 01-31-2003)
s%(s'r
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 12/28/2006
To: Attn: SAC
CDC
b2
Counterterrorism Attn: ITOS 1, CONUS 4, TEAM 13 oTE
b6
Inspection Attn: 1IIS b7C

o

(U}

(U}

(U

From: General Counsel :
NSLB/Counterterrorism La(z Unit #7/7%1 38119
Contact: UCI

( ALL INFORMATION CONTAINED
Approved By: Thomas Julie E. HEFEIN IS UNCLASSIFIED EXCEPT

WHERE Z5HOWN OTHERWIS

Prafted By: |qf)[ DATE: 05-31-2007

\wi _— CLASSIFIED BY 65179 /DMH/KSR/FW
Case ID #: ( 278-HQ-C1229736-VIO (Pending) REazON: 1.4 (c,d)

(;< 2784 | [(ﬁ (Pending) DECLASSIFY ON: 05-31-2032

Title: /%) POSSIBLE INTELLIGENCE OVERSIGHT BOARD (IOB)
MATTER 2006 -

“Synopsis: It is the opinion of the Office of General

Counsel (0OGC) that the above referenced matter need not be
reported to the IOB. Our analysis follows. '

”UHWVEXQ Deriv - -
Dec ify On: 28

Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the
document in Corel WordPerfect 8.

Reference: 278~-HQ-C1229736-VIO Serial 1425

Details: MBy electronic commupication (EC) dated Mav 18 2006
(cited below),! thel Division]|

(U) See EC from the Division to the Inspection Division b2
and General Counsel, dated ay 18, 2006, Case ID# 278-HQ-C1229736-VIO Serial b7E
1425, titled "INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR" hereinafter cited as

-
OIG0UREVEN WTE, (- o

b7C
SIINVESTIGATION. /7 [/ ./
O!G/DOJ INVESTIGATION: '\~




{n -

Uy L

‘Rer o 218-HQ-C1229736~VIO, 12/28/2006

SE T

To: From: Genefal Counsel

b2
b7E

reported a potential IOB involving a National Security Letter
(NSL) issued by[ ~|which, through an error on the part
of the provider, yielded cellular telephone subscriber
information belonging to the wrong number, a number which was not
the subject of an FBI national security investigation.

(S

bl
b2
b7E
be
b7C
b7D

— b7A

~ As required by Executive Order (E.O.) 12863 and
Section 2-56 wf the National Foreign Intelligence Program Manual
(NFIPM), OGC was tasked to determine whether the error described
here is a matter which must be reported to the IOB. We believe
that the reported activity does not require IOB notification

(U) Section 2.4 of E.O. 12863, dated 038/13/1993,
mandates that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division, and the General Counsel, O0GC,
respectively) report to the IOB all information "“concerning
intelligence activities that they have reason to believe may
be unlawful or contrary to Executive order or Presidential
directive.” This has been interpreted to include violations of
the Attorney General's Guidelines for FBI Naticnal Security
Investigations and Foreign Intelligence Collection ("Attorney b2

b7E

-~ Jec.-

~ 4 bl
- f ‘ b7A
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®)

(S

S

SEEKET b2

b7E

To: N/ From: General Counsel
Re&: )&\ Z78-H0-C1229736-VI0O, 12/28/200¢

General's Guidelines"), the implementation of which is mandated
by Executive Order 12333.

(U ':>T§i As set forth in Section V.12 of the Attorney
General's Guidelines, use of NSLs in conformity with 18 U.S.C.
§2709 is authorized when certain records are sought as part of a
18 U.S.C. §2709 authorizes
‘The FBI to obtain certain subscriber and toll billing records
from a wire communication service provider when those records
"are relevant to an authorized investigation to protect against
international terrorism or clandestine intelligence activities."

>< In this instance. pursuant to an authorized

properly served an NSL
Supbscriber information and toll billing

records from a wire communication service provider. In response
to this properly served NSL, the provider erroneously provided

bl

b2
b7E
bl

subscriber information for an unrelated telephone number which
quested in the NSL and was not relevant to ther°L

contacted the provider, then shredded the inadvertently

oobtalned information.

(U) Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4 of
EO 12863, it is our opinion that this error is not reportable to
the IOB. A record of this decision should be maintained in the
control file for future review by the Counsel to the IOCB.

(U) Sincer ‘Jalready contacted the provider

and shredded the inadvertently obtained m i there is no
longer a need for an action lead t

b2
b7E



® @{m.

Teo: From: General Counsel
Re: ES(\ 278-HQ-C1229736-VIO, 12/28/2006

LEAD (s) : b7E

Set Lead 1: (Info)

AT)

(U) For information.

Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

() For information.

Set Lead 3: (Actica)
INSPECTION

AT WASHINGTON, DC

(U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required, for three years
for possible review by the Counsel to the IOB.

cc: Ms. Thomas

b6
b7C

IOB Library
*

sx;é’ém
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 01/12/2007
To: General Counsel Attn: NSLB
From: Inspection

Internal Investigationg Section., TIPU, R 41
Contact: CRS| | Ext.
Approved By: Miller David Iaﬁ)”,t{w %7
DECLASSIFIED BY 65179/DMH/K3R/RY
Drafted By: r 4' ON 05-30-2007 b6
b7¢C
Case ID #: (U) 278-HQ-C1229736-VIO {(Pending) b2

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2450
OGC/IOB# 2006
Synopeis: (U) To report a potential Intelligence Oversight Board

(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1425
278-HQ-C1229736-VI0O Serial 1971

Details: (U) The Intexnal Investigations Section (IIS) received
an EC fro pivision dated 05/18/2006, reporting a b2
possible I error. Based upon a review of the referenced EC it b7E

is the IIS’s opinion the incident described therein is
administrative in nature. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

L 44



(Rev. 01-31-2003)
S 20320117

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2007

To: | | Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations Section, IPU, Room 3041
Contact: CRS | Ext

Approved By: Miller David Ian , DECLA3ZIFIED BY £517%/DMH/KSR/RW
ON 05-30-2007

Drafted By: .
Case ID #: (U) 263-HQ-0-U - 657 (Pending) gZE
‘ b7C

Title: (M INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/I1IS TRAC(ING% i450

OGC/IOB# 2006]
Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) viclation has been reviewed by
the Internal Investigations Section (IIS), and is not considered

willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

(W x Derive $ -
De Y On:

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1425

Reference: () 278-HQ-C1229736-VIO Serial 1425

278-HQ-C1229736-VIO Serial 1971 fﬁE

Details: (U) Upon review of| _Ppivision’'s captioned
report of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.
*
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U.S. Departme. of Justice

Office of the Inspector General

Washington, D.C. 20530

DATE: January 26, 2007

TO:

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

ALL FBI INFORMATION CONTAINED
HEREIN IS TNCLASSIFIED

FROM: Glenn G. Powell DATE 0%-31-2007 BY 65178/DMH/KSR/RW
Special Agent in Charge e
Investigations Division bIC

b2

SUBJECT: OIG Complaint No. 2007002578 b7E
Subject B
FBI No. 25630-U-6357
FBI CMS No. 2450

N

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
0I1G.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached O1G Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in alf

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment



0IG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2007-002578-M
Received By: Date Received: 01/04/2007 How Received: A
SUBJECT: | i SSNO:
Title: GSA Pay Plan: D.0.B.:
Component: FBL ECD Date: Alien No.:
Misc: F.B.I.No.:
Home: | | B.O.P.No.:
Phone: {) - ZIP:l I D/L No.:
Work: , Offenses: 689
Phone147 AJ » Z1P:
—— ———e
SUBJECT:| l SSNO:
Title: SA Pay Plan: D.O.B.:
Compeonent: FBI EOD Date: Alien No.: .
Misc: AJ F.B.I.No.: b7C
Home:[i B.O.P.No.: b2
Phone: () - Z1P: D/L No.:
Work: , Offenses: 689
Phone:[ ! ZIP:
COMPLAINANT: ] SSNO:
Title: DDIR Pay Plan: D.O.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home : B.0O.P.No.:
Phone: () - ZIP: l D/L No.:
Work: ,
Pnone: | Z1P: )
Confidential. Revealed: Authority: none
Details: bz bl
bTA

The FBT provided information regarding a potential IOB matter

)

(20064

3 Natlonal Securlity Letter
ongoing investigation.

(NSL}

provided the wrong information,
correct individual.
databases,

The information sent in error,
was shredded.

It is the opinion of the Office of the General Counsel that this matter need not be reported

to the IOB. dz

W3S Served Lo obLalll INLOIMation reldtive to the
The information that was provided to the FBI was of another
individual who was not the subject of the investigation.
steps were taken to obtain the information pertaining to the
of which none was uploaded into FBI

Upon discovering the FBI had been

W\LLEGATIONS: 689
Jceurrence Rateg

ZITY:[7

IOB Violation

TIME:

R

R = pe—

1SPOSITION DATA: Disposition: M Date: 01/25/2007

eferred to Agency: FBI Date Sent: 01/25/2007

atriot Act: N Civil Riaghts: N

ensitive: N Whistleblower: N

Page 1 of Z

Consolidated Case Number:

b2
Approval: POWELL, GLENN G
RPASN
Component: FBI
Component Number: 263-0~U-657, 2450

DATE: 06-06-2807
FEI INFO.
CLASSIFIED BY 65179 /DMH/ESR/RW
FEASON: 1.4 (o)

DECLASSIFY ON: 06-06-2032

Primn+nans N1 /HE /0N 7



o
]

OIG - TNVEGTIGATIONS DIVISION - Complaint Form OIG NO.: 689-2007-002578-M

R

Rematr ks

Predicating material contains classified information that will be maintained in a secure
container within OIG/INV/HQ.

01/26/07-Sent to Kaiser/FBI/INSD. (dz)

Bzgye 2 of 2 Boardcb ot A L tmAAn
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FEDERAL BUREAU OF INVESTIGATION

FD-962 (Rev. 03-21-2005)

Precedence: ROUTINE Date: 06/27/2006
b6
To: Inspection Attn: IIS, Room li%ol- b7C
General Counsel Attn: NSLB, Room 7975 b2
b7E
From:l
Ccl-1

Contact: SA |

LLL INFURNATION CONTAINED

) . HEFEIN I3 UNCLASSIFIED EXCEPT
Approved By: r I . WHERE SHOWN OTHERWISE
Drafted By'[gi |
oy - -HO- - DATE: 05-30-z007
Case ID #: 278-HQ-C1229736 V\Iﬁ,,? CLASSIFIED BY 65179 /DNH/KSE/RY
) | et FEASON: 1.4 (c)
Title: (U) SSA ’ DECLASSIFY ON: 05-30-2032
INT BOARD (TOB) ERROR
o
bl
b2
(T b7E
b6
bicC
b7Aa
(S) 1
. bl
(S) 2. b6
bicC
in"~-. >§< 3. Possible IOB Frror: LA
' bl
m (S) b7A
‘”"”>%S 4. Description c¢f IOB Error (including any reporting
delays).
e On 03/01/2006 repared a Natiocnal Security
. prep b2
Letter (NSL #1) directed to a large telecommunications company bTE
requesting subscriber, toll and billing records for a telephone
number believed to belong to above listed individual. NSL #1 was
prepared according to the then-current PATRIOT Act provisions, and
contained the then-current non-disclosure warning. NSL #1 was

approved and transmitted to another field office for service.

/ i/
fj&z:ﬂj FHLW 08[01 e

SECEE®R{]20310627



(0}

()

b2
b7E

SECRET?40310627
To Inspection From:

‘Re: >< 278-HQ-C1229736-V10, 06/27/2006

On or about 03/13/2006, and after the transmittal of
NSL #1 to  the other field office, but before it was served, the
PATRIOT Act was revised, changing, among other things, the law
ng the non- dlsclosure procedures for NSLs. On 03/13/20Ce0,
Felephonically notified the cther field office not to serve
NSL #1, and a new NSL (NSL #2) complying with the revised Act with
a new non-disclosure provision was prepared for the same
information. NSL #2 was approved and transmitted to the other
field office for service.

5 On 03/21/2006, the other field office mistakenly
served NSL #1 on the telecommunications provider. NSL #2 was
served on 03/28/2006. ©On 05/24/2006, the telecommunications
provider responded to NSL #1, providing subscriber information on
the telephone number, but noted that it had received NSL #2 for the
same telephone number, and indicated that it would provide toll and
billing records in its response to NSL #2.

became aware of the issue upon receiving the
information regarding the response to NSL #1 on 06/20/2006. The
response to NSL #1 has been sequestered.

SECR£E7§;;310627



SEM20310627
b2
(o To: nspection From: 4J LTE
Re: 278-HQ-C1229736-VIO, 0e/27/2006

LEAD (s) :

Set Lead 1: (Action)

INSPECTION
AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*
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(Rev. 01-31-2003)
SE T
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE R Date: 12/19/2006
7
To: olE Attn: SAI_l |
B7C SsA |
ChC
Inspection Attn: IIS
CcRrs|
From: Office of the General Counsel ALL INFORMATION CONTAINED
NSLB/CILU/Room 7947 HEREIN IS UNCLASSIFIED EXCEPT
Contact: ] WHERE SHOWN OTHERWISE
Approved By: Thomas Julie MP
l -
Drafted By: | | g@ DATE: 05-31-2007
v CLA3SIFIED BY 65179/ /DMH/K3R/RY

(U -

(U}

Case ID #: (U) 278-HQ-C1229736-VIO~ '(Pending) PEAZON: 1.4 (c)

DECLASSIFY 0ON: 05-31-2032

&)

Title: (U) INTELLIGENCE_QVERSIGHT BOARD

MATTER 2006

‘Synépsis:;Eéié It is the opinion of the Office of the General
C)

Counsel (O hat this matter need not be reported to the
Intelligence Oversight Board (IOB). A copy of this opinion
should be retained in the control file for review by the Counsel
to the IOB.

”>K§ Derive T i ources

Declagsgi : MR
Reference: () 278-HQ-C1229736-VIO Serial 1469
Administrative: (U) This communication contains one or more

footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.

—~Detallgy The referen ectronic communication (EC) from
th ivisio dated 06/27/2006, requested that

OGC review the facts of the captioned matter and determine
whether it warrants reporting to the IOB. In our opinion, it

does not. Our analysis follows.
S%T
B, , - b6
C'G/'DOJ REVIEW: | DATE L 7 b7C ;
F31 INVESTIGATION: _ ~ i

0iG/D0J INVESTIGATION. "




(5

_a telenhone numher heliesved tao helang to the subject of-

SE T b2
b7E
To: I:_;:}‘rom: Office of £he General Counsel 5
Re: U 278-HQ-C1229736-VIO, 12/19/2006 b7E
bl
B7A
On _03/01/2006 repared a National Security

Letter (NSL #1) for the subscriber, toll, and billing peceexda_t

This NSL was prepareqd In

S TOTOIIICE—WITIT I USE FPATRIOT ACT of 2001 and contained the
appropriate non-disclosure warning. NSL #l was transmitted to
another field cffice for service.

On 03/09/2006, after NSL #1 had been sent to the
other field office for service but before it was serxrved, the
President signed the USA PATRIOT Improvement and Reauthorization
Act of 2005 (USA PATRIOT IRA) which, among other things, changed
the non-disclosure procedures for NSLs.

"‘:%ﬁ;;__Aihai learning of the change in the law, on

03/13/2006 ontacted the other field office and told them
not to serve NSL #1|] [prepared a new NSL (NSL #2) for the
same information. NSL #2 included the non-disclosure procedures b2

set forth in the USA PATRIOT IRA. NSL #2 was transmitted to the b7E
other field office for service.

A1 |

o

o

- ;}éi: On 03/21/2006, the other field office mistakenly
served NSIL #1 NSL #2 was served on 03/28/2006.

: On 05/24/2006, the telecommunlcatlons provider
responded to NSL #1 by providing subscriber information. The
provider noted that it had received NSL #2 for the same telephone
number and indicated that it would provide toll and billing
records in ifs response to NSL #2.

‘ b2
s Eequestered the information provided in b7E
response 4to NSL ¥1 upon receipt on 06/20/2006.

(U) Section 2.4 of Executive Order (E.O.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community (in the FBI,
the Assistant Director, INSD, and the General Counsel, O0GC,
respectively) report to the IOB “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.” This
language has been interpreted to mandate the reporting of any
violation of a provision of the Attorney General Guidelines for
National Security Investigations and Foreign Intelligence
Collection (NSIG) or other guidelines or regulations approved by
the Attorney General in accordance with E.O. 12333, dated
12/04/1981, if such provision was designed in full or in part to




(5]

517@
b2

To: From: Office of the General Counsel b7E
Re: (U) 278-HQ-C1229736-VI0, 12/19/2006

ensure the protection of the individual rights. Violations of
provisions that are merely administrative in nature need not be
reported to the IOB. The FBI is required, however, to maintain
records of such administrative violaticns so that the Counsel to
the IOB may review them upon request.

(U) Under the Electronic Communications Privacy Act
(ECPA), the FBI may seek telephone and email communication
records from telephone companies and internet service providers.
18 U.S.C. § 2709. Moreover, under the NSIG, NSLs are an
authorized technique and may be issued in conformity with
statutory requi nta during a preliminary or full bl
investigation.|

”:kég Here, during an authorized investigation,® the FBI
properly served two (2) NSLs on a telecommunications provider.
Due to a change in the USA PATRIOT Act, the non-disclosure
provisions of these two NSLs were different. However, the
language of the non-disclosure provisions does not effect the
legality of the NSL. Both NSL #1 and NSL #2 were properly and
legally served under an authorized investigation. Therefore, the
FBI has not viclated the law and is permitted to keep and use the
information provided in response to both of these NSLs.

Based upon these facts, in accordance with the
reporting requirements of Section 2.4 of EO 12863, it is our
opinion that this error is not reportable to the IOB.

bl
b7A

- SEGRET
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b7E

To: rom: Office of the General Counsel
Re: (U) 278-HQ-C1229736-VIO, 12/19/2006
LEAD(s) :

Set Lead 1: (Info)

AT

(U) Read and clear.
Set Lead 2: (Action)
INSPECTION
AT WASHINGTON, DC
(U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required, for three years

for possible review by the Counsel to the IOB.

cC: Ms. Thomas

b6
b7C

IOB Library

*
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FEDERAL BUREAU OF INVESTIGATION

(Rev. 01-31-2003)

Precedence: ROUTINE Date: 01/17/2007

To: Attn: SAC (Personal Attention)

From: Inspection
Internal Invegtiaatriong Section PU, Room 3041
Contact: CRS Ext.

Approved By: Miller David IW DECLASSIFIED EY 65179/DMH/KSR/Ry P2

ON 05-30-2007 7E
Drafted By: bé
b7C
Case ID i#: (U) 263-HQ-0-U - 659 (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKINGH# 2480
OGC/IOB# 2006

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

Derive
Decl On

| Enclosure(s) (U) 278-HQ-C1229736-VIO Serial 1469

Reference: (U) 278-HQ-C1229736-VIO Serial 1469 b2
278-HQ-C1229736-VIO Serial 1980 b7E
Details: (U) Upon review of Division’s captioned report

of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) 1IIS recognizes and appreciates that this matter
was brought to our attention as required by the revisions
mandated by National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ~C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

*"

SECRET//20320117



FROM:

SUBJECT:

January 29, 2007

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

Glenn G. Powell
Special Agent in Charge
Investigations Division

OIG Complaint No. 2007002605

U.S. Departmer ,f Justice

Office of the Inspector General

Washington, D.C. 20530

ALL FBI INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
LDATE 05-31-2007 BY 65179 /DMH/ESR/RW

bo
b7cC
b2
b7E

Subjectr

FBI No. 263-0-U-659
FBI CMS No. 2480

. We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the

OIG.

L]

This matter is referred to your agency for investigation. Please provide the OIG

with a copy of your final report on this matter.

[]

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the lnspector General Act
and the Whistleblower Protection Act.

Attachment



013G - INVESTIGATIONS DIVISION - Complaint Form CIG NO.

689-2007-002605-M

Received Ry:l | Date Received: 01/04/2007 How Received: A
SUBJECT: SSNO:

Title: SA Pay Plan: D.0.B.:

Component: FBI EOD Date: lien No.:

Misc: F.B.I.No.: b2
lome : B.O.P.No.: b6
Phone: () - 7Z1P: D/L No.: b7C
Work: , Offenses: 689

Phone: | ZIP:

SHBJRCT:I | SSNO:

Title: SSA Pay Plan: D.O.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home : B.O.P.No.:
Phone: [) = ZIP: D/L No.:
Work: Offenses: 689
Phone: ZIP:

COMPLAINANT: I SSNO:
Title: ATTY Pay Plan: D.0O.B.:
Component: FBI EOD Date: Alien No.:
Misa: F.B.I.No.:
Home : B.O.P.No.:
Phone: Z1p: D/L No.:

Work: Office of the General Counsel
National Security Law Branch/CILU, Washington, DC

Phone: ZI1P: )
Confidential: Revealed: Authority: none
9
Details: b2

b7E
The FBI provided information regarding a potential IOB matter (2006:

Cn March 1, 2006 |FBI prepared the first National Security Letter (NSL) and
transmitted it t& another field office for service. On March 9, 2006, the USA PATRIOT
Improvement and Reauthorization Act of 2005, which changed the non~disclosure procedures for
NSLs, was signed. On March 13, 2006, the field office is contacted and advised not to serve
WNSL #1;NSL #2 is prepared and transmitted to the field office for service.

NSL #1 was mistakenly served on March 21, 2006; NSL #2 was served on March 28, 2006. The

FBI received a response to NSL #1; the information was sequestered upon receipt on June 20,
2006.

1t is the opinion of the Office of the General Counsel that this matter need not be repcrted
to the IOB. (dz)

ALLEGATIONS: 6893 1IOB Violation

Occurrence Date: TIME:

CITY:l I State; Zip:

-

DTSPOSITION DATA: Disposition: M Date: 01/26/2C07 Approval: POWELL, GLENN G
Referred to Agency: FBI Date Sent: 01/26/2007 Component: F57

Patriot Act: N Civil Rights: N Component Number: Zo63-i -ii-¢ 23, 2480
Sensitive: N Whistleblower: y Consolidated Case Number:

ALL FEI INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED
DATE 06-06-2007 BY &5175/DMH/KIR/RW




@ ® v

0.G - INVESTIGATIONS DIVISION - Complaint Form OIG NO. +689-2007~002605-M

Remarks:

Predicating material contains classified information that will be maintained in a secure
container within CIG/INV/HQ.

(01/29/07-5ent to Kaiser/FBI/INSD. (dz)

Page 2

of 2
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FEDERAL BUREAU OF INVESTIGATION

FL. .2 (Rev. 03-21-2005)

Precedence: ROUTINE Date: 07/05/2006 ,
‘b
To: [nspection Attn: IIS, Room 11861 g;E
General Counsel Attn: NSLB, Room 7875 bIc
From:
Squad 1
Contact: cnC] |
ALL INFOPMATION CONTAINED
Approved By: l l HEREIN I3 UNCLASSIFIED EXCEPT

WHERE SHOWN OTHERWISE

Drafted By:

DATE: 05-31-2007
= 9 CLASSIFIED BY 65179 /DMH/KSR/RY

) case ID'#g‘Eéti 278~HQ'¢1229736-VIO'“1‘6 REASON: 1.4 (c,d) - . .

DECLAZSIFY 0N: 05-31-2032

Title: (U) .TEQ

SA |
ch>‘ INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR
Synopéiék” To detail verbally reported possible IOB error.
(Ujh;“jgzi Der om :+—G-3
Decl on:z
¥ bl
. b2
Details bTE
b6
(s) 1. b7C
b7A
(s) 2
(- >4 3. DPossible IOB Error. .
b6
{uy }ﬂ( Initiating a form of electronic surveillance or a search b7C
without probable cause. b7D
b7A
(Iy-— }é 4, Description of I0B Error (including any reporting delavys) .

(s)

s?é'r bl
b2

b7E
b7D
b7A




SEPRET

b2
oy - ,
blt ! . To: Inspection From: { | b7E

s Re: YSY~ 278-HQ-C1229736-VIO, 0770572006

b7E
bre 18

b7A

b2

b7E
b6
b7C

As directed, all hard copy information concerning that e-mail
address has been destroyed and removed from all FBIf H
computers. One compact disk containing all fileg| | relating

b2 to the e-mail address was forwarded to SSAf’ lof ITOS I,
DIE CONUS II.

b6
b7cC




® @
e q

To: JInspection From: | ] bTE
) - Re: ‘}ng 278-HQ-C1229736-VI0O, 07/05/2006
LEAD(8) :

Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)
GENERAL coUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*




(Rev. 01-31-2003)
SECRET/ FORN
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 12/22/2006
To: bz Attn: SAC
r J b7E che
b6
Counterterrorism bic Attn: ITOS 1, CONUS 2, TEAM 7
Inspection Attn: IIs

oy -

o

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT

: VHERE 5HOWN OTHERUISE
From: Office of the General Counsel

NSLB/CTLU1/ LX1 Room 3$119

Contact: UC[*i 4J

Approved By: Thomas Julie E(A{D}U DATE: 05-31-2007

J"/ CLASSTFIED BY 55175 /DMH/KSR/RW
Drafted By: /\b\ REASON: 1.4 (c,d)

S \6‘ DECLASSIF"’" ON: 05-31-2032

Case ID #: (¥) 278-HQ-C1229736-VIO~(Pending)

Title:m~3ﬁ< INTELLIGENCE OVERSIGHT BOARD
MATTER 2006

Synopsis:~:}5i It is the opinion of the Office of the General
Counsel (OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB). OGC will prepare and
deliver the necessary correspondence to the IOB.

(U) Deriv : =
tUj* ‘ Decl i Oon: 22

‘”hefefence:5w)x< 278-HQ-C1229736-VIO serial 1490

Administrative: }}4: This document contains information obtained or
derived frem an electronic surveillance or physical search conducted
under the Foreign Intelligence Surveillance Act ("FISA"), S50 U.S.C.
Section 1806 (b). Such information shall not be used in any criminal
or administrative proceeding, including grand jury proceedings and
warrant affidavits, without the prior written approval of the
Attorney General of the United States. U.S. Person FISA derived
information may not be disseminated to a foreign government without

the prior written approval of the Attorney General of the United
States,

SE / /NOFORN b6

b7C
O‘G’DOJ REVIEW: DATE:_( -
21 INVESTIGATION 2%y
o*c;no., NRSTIGATR T




{U)

bl
jopA
b7E
b6
b7C
b7D
bTA

bl
b2
b7E
b6
b7C
bA

bl
b2z
b7E
b6
b7C
b7A

b2
b7E
b6
b7C

mDétails:"jkﬁi The referenced serial from

o o
;%E;sz/Noronn : o

\ b7E
To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/22/2006

requested that OGC review the facts of the captioned matter
and determine whether it warrants reporting to the IOB. As

explained below, in our opinion, the FBI is required to report
this matter to the IOB.

(Sﬂ

(s/NF]

(S/NF)

,,G_”v:}gi:As directed, all hard copy information

concerning that e-maj lress has been destroyed and removed
from all FBI computers. One compact disk
containing all filegq [relating to the e-mail address
was forwarded to SSAT’ - |of ITOS I, CONUS II.

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB)

~ SECE;ZZ/NOFORN
:l ) )



b2
b7E

bl

SEC / /NOFORN
To: I From: Office of the General Counsel
Re: -HQ- Ci229736- VvIo, 12/22/2006

and established the Board as a standing committee of the
President's Foreign Intelligence Advisory Board. Among its
responsibilities, the IOB has been given authority to review
the FBI's practices and procedures relating to foreign
intelligence and foreign counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates
that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division (INSD), and the General Counsel,
Office of the General Counsel (OGC), respectively) report to
the IOB intelligence activities that they have reason to
believe may be unlawful or contrary to Executive Order or
Presidential Directive. This language has been interpreted to
mandate the reporting of any vioclation of a provision of The
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection (NSIG),
effective 10/31/2003, or other guidelines or regulations
approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provision was designed to ensure the
protection of individual rights.

(U) Violations of provisions that merely are
administrative in nature and not deemed to have been designed
to ensure the protection of individual rights are generally
not reported to the IOB. The FBI Inspection Division is
required, however, to maintain records of such administrative
violations for three years so that the Counsel to the IOB may
review them upon request. The determination as to whether a
matter is "administrative in nature" must be made by OGC.
Therefore, such administrative violations must be reported as
potential IOB matters.

)|

(m -

In this situation, the FBI and OIPR
1nadverte tly" included an email account not associated with
the FBI subject in a FISA application. This resulted in
court-ordered electronic surveillance and physical search of
an email facility that was not associated with the FBI
subject, in violation of the NSIG. This incident must be
reported to the IOB. 1In accordance with the reporting
requirements of Section 2.4 of Executive Order 12863, OGC will

o sge@/norom

o B 3




S;§;;T//NOFORN
b2

To: [ _] From: Office of the General Counsel p7E
Re: 278-HQ-C1229736-VIO, 12/22/2006

prepare a cover letter and a memorandum to report this matter
to the IOB.

(o - ::?5;: Because the inadvertently captured information
has already been collected, sequestered, sealed and delivered
to CTD, ITOS1, there is no action lead to the field. If not
already done, CTD, ITOS1 should ensure that all inadvertently
captured information is delivered to OIPR for appropriate
disposition by the FISC.



SECR /NOFORN

To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/22/2006
02
LEAD (8) : b7E
Set Lead 1: (Info)
AT]
(U) For information.
Set Lead 2: (Action)
COUNTERTERRORISM

AT WASHINGTON, D.C.

(U) The FBIHQ substantive unit should ensure that
all inadvertently captured information is delivered to OIPR
for appropriate disposition by the FISC.

Set Lead 3: (Action)
INSPECTION
AT WASHINGTON, D.C.
(U) For action deemed appropriate.
b6
cc: Ms. Thomas b7C
I
IOB Laibrary
*

7 SECRMOFORN
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December 22, 2006

BY COURIER
Mr. Stephen Friedman _
Chairman DECLASSIFIED BY £5179/DMH/KSR/RY
Intelligence Oversight Board ON 05-31-2007

Room 50209

New Executive Office Building
725 17*® Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter b2
2006 (U)

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a

determination of whether any administrative action is warranted.
(U)

Enclosure

1l - 278-HQ-C1229736-VIO

0311222



SEC

Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150



bl

Sar ®

INTELLIGENCE OV T BOARD (IOB) MATTER
FIE]EFICE
(

IOB MATTER 2006 u)

(U}

;kéé By electronic communication dated July 5, 200s,
the Federal Bureau of Investigation (FBI Fielad

Office reported that the FBI and the Office oOF Intelligence
Policy and Review (OIPR) inadvertently included an email account
not associated with the FBI subject in a Foreign Intelligence
Surveillance Act (FISA) application. This resulted in court-
ordered electronic surveillance and physical search of an email
facility that was not associated with the FBI subject. The
inadvertently intercepted material was sequestered and will be
filed with the Foreign Intelligence Surveillance Court.

s)l

ITI& COUrT-ordered €lectronic survelllance and physical

=s=aICIl OL an email facility that was not agssociated with the FBI
subject violated the NSIG. Thus, the matter is being reported to
the IOB.

BRTEINEGFHSTIONTCONTAINED
HEREINFIEDUEELASEI¥FIRRhEAREEFTruw

HSHIUR ITHERVLSE ALL INFORMATION CONTAINED
PECLASSLEY Of: 07-05-2032 HEFEIN IS UNCLAS3ZIFIED EXCEPT

WHERE SHOWN OTHERWISE




(Rev. 01-31-2003)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 01/12/2007
To: General Counsel Attn: NSLB

From: Inspection
Internal Investigations Section., TPU, Room 3041
Contact: CRS Ext

. . D7 ALLL INFORMATION CONTAINED
Approved By: Miller David Iany,u{raa W’ HEREIN TS UNCLASSTFIED

DATE 05-31-Z007 BY 65179 /DMH/KSE/EW
Drafted By: I AJ
Case ID #: (U) 278-HQ-C1229736-VIO (Pending) E?‘]c
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER b2

INSD/IIS TRAC 2492
OGC/IOB# 2006 ’
Synopsis: (U) To report a potential Intelligence Oversight Board

(IOB) matter to the Office of Ceneral Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1490
278-HQ-C1229736-VIO Serial 1974

Details: IV The Int al Investigations Section (IIS) received
an EC from Division dated 07/05/2006, reporting a b2
possible IOB error. Based upon a review of the referenced EC it b7E

is the IIS’'s opinion the incident described therein is indicative
of a performance issue. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*



(Rev. 01-31-2003)
- “SEesET//20320117

(U}

FEDEF AL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2007

To: I AJ Attn: SAC (Personal Attention)

From: Inspection

Internal Investigations Section, IPU, Room 3041
Contact: CRS| | Ext[::::::]

Approved By: Miller David Iaﬁjg?w\ b2
Oy / b7E
Drafted By: b6
b7cC

Case ID #: (U) 263-HQ-0-U - 661 (Pending)

Title: (W) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2492
OGC/ICB# 2006

Synopsig: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at I1IS.

S— Z}(: De m
De ify On:

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1490
Reference: (U) 278-BQ-C1229736-VIO Serial 1490
278-HQ-C1229736-VIO Serial 1974 b2
b7E
Details: (U) Upon review of Division’s captioned

report of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/OGC EC, dated 11/16/2006 (278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

*» DECLASSIFIED BY £5179/DMH/EIR/FU

0N 05-31-2007
%@/20320117



U.S. Departmen. [ Justice

Office of the Inspector General

Washingeon, D.C. 20530

DATE: January 29, 2007

TO: Kenneth W. Kaiser ALL FBI INFORMATION CONTAINED
Assistant Director HEREIN I3 UNCLASSIFIED
Inspection Division DATE 05-31-2007 BY 65179 /DMH/ESR/RY

Federal Bureau of Investigation

FROM: Glenn G. Powell

Special Agent in Charge

Investigations Division };S c
b2
SUBJECT: OIG Co int No, 2007002615 b7E
Subject
FBI No. 263-0-U-661
FBI CMS No. 2492

i

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG. '

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment



QLG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2007-002615-M

Reoceived Hy:l l Date Received: 01/04/2007 How Received: A
SUBJECT: | J SSNO:

Title: 9 Pay Plan: D.O.B.:

Component.: FBI EOD Date: Alien No.:

Misc: F.B.I.No.:

Home: | | B.O.P.No.:

Phone: () - _ 7,1?:[:] D/L No.:

Work: , , Offenses: 689

Phone: [ 1 2IP:

sussect ] SSNO: b6

Title: TFQ Pay Plan: D.C.B.: b7C

Componoent: USM ECD Date: Alien No.: b2

Misc: F.B.I.No.:

Home : B.O.P.No.:

Phone: ZIR: D/L No.:

Work:| : i Offenses: 689

Phone?] AJ Z1IP:

COMPLATINANT{ l SSNO:

Title: LEGAL ‘ Pay Plan: D.0C.B.:

Component: FBI EOD Date: Alien No.:

Misc: F.B.I1.No.:

Home:[- J B.O.P.No.:

Phone: () - Z1P D/L No.:

Work: ,

Phone: [ I ZIP: .

Confidential: Revealed: Authority: none
Details: 8 bz ’
The FBI provided information regarding-a poteatial IOB matter (2006 bl

S e ’ b2

L | wE

and a National Security Letter (NSL) was issued. In response to the NSL, 1liormation b7A

associated with the target of the investigation was identified. However results from
another NSL requesting information revealed that the information previously obtained did not
belong to tha target. The information obtained was destroyed and removed from all FBI
computers.

It is the opinion of the Office of the General Counsel that this matter need not be reported
o the IOB. (dz)

ALLEGATIONS: 689 1IOB Violation

Jccurronce Date: TIME: g?E
SITY: [ 1 State:[::::::::] Zip:
N . |

JISPOSITION DATA: Disposition: M Date: 01/26/2007 Approval: POWELL, GLENN G

W

)
teferred to Agency: FBI Date Sent: 01/26/2007 Component: FBI
Jatriot Act: N Civil Rights: N Component Number: 263-0-1-661, 2492
iensitive: N Whistleblower: N Consolidated Case Number:

DATE: 05-31-2007

FBI IHFD.

CLASSIFIED BY 65179 /DMH/KSR/RW
EEASON: 1.4 (o)

DECLASSIFY ON: 05-31-2032

N
)
)

Page 1 of



@ o

OIG - INVESTIGATIONS DIVISICN - Complaint Form OIG NO. 689-2007-002615-M
Remarks:
Predicating material ceontains classified information that will be maintained in a secure

contelner within OIG/INV/HQ.

01/29/07-Sent to Kaiser/FBI/INSD. (dz)




b2
FD-962 (Rev. 03-21-20085)
SECKET
FEDERAL BUREAYJ OF INVESTIGATION
Precedence: ROUTINE Date: 07/07/2006
To: Inspection - Attn: IIS, Room 11861 e
General Counsel Attn: NSLB, Room 7975 b6
b7C
From: | |
JTTF

Contact: TFO

Approved By: ALL INFORMATION CONTAINED

HEREIN I3 TNCLASSIFIED EXCEFT
WHEFRE SHOWN OTHERUISE

X7 7““"\\

Drafted By: | | DATE: D5-31-2007

B ) ~ CLASSIFIED BY £5179/DMH/KSRE/RW
(1) Case ID #1w~§&< 278-HQ-C1229736-VIO ~. {t)OfS REASON: 1.4 jc,d)

DECLASSIFY OMN: 05-31-2032

Title: (0) TFO
SSA
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR

bl
U gymopsis: - b
ynopsiszy To report possible IOB error. b7E
b6
R ”.j}ﬁii Deri rom +— G-3 b7C
() Decl ity + 1 b7a
Details:
(s) 1
(8) 2
tU)”“'EX( 3. Possible IOB Error:
bl
(s) b7A
(U ~'EX( 4. Description of IOB Error.
(8)
SC T SECHRT b1
‘ ) b2
TN 0]0¥ b6 b7E
‘ b7C b7D
b7A

oo e



i)

(5]

bl
b2
b7E
b6
b7C
b7D
b7A

To: nspection From:

Re:' t8f

278-HQ-C1229

sm

36-VIO

072/071/2006

b2
b7E

|

(s)

(s)

(S)

SECpRT_
2




P

sq?é; b2
b7E
To: JInspection From:

Re: - 278-HQ-C1229736-VIO, 07/07/2006

LEAD(s)
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*"



(Rev. 01-31-2003)

(U -

(e

o

Uy

Uy

"Refarance:mjhii 278-HQ-C1229736-VIO serial 1505

Sﬁaf;T

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE b2 Date: 12/20/2006
b7E
To: b6 Attn: SAC
b7C CDC
Counterterrorism Attn: ITOS 1, CONUS 2, TEAM 6
Inspection Attn: IIS ALL INFORMATION CONTAINED

HEREIN IS UNCLAZ3IIFIED EXCEPT

; I SHOWN OTHERWISE
From: Office of the General Counsel VHERE =HOU

NSLB/CTLU1/LX1 Room 38119

Contact: U™ |
Approved By: Thomas Julie égzzﬂ?
DATE: 05-31-2007
 Drafted By: ~— ,»’ CLASSIFIED BY 65179/DMH/KSR/RW
- | H REASON: 1.4 (c,d)

Case ID #;}( 278-HQ-C1229736-VIO  (Pending) DECLASSIFY ON: 0S-31-2032

Title:. }}Q: INTELLIGENCE OVERSIGHT BOARD

MATTER 2006

Synopsis: - It is the opinion of the Office of the General

"Counsel (OGC) that this matter is not reportable to the

Intelligence Oversight Board (IOB). Rather, it should be
maintained in the control file for periodic review by Counsel
to the IOB. Our analysis follows.

m”“,.jzgi eri From :

Declasgi x 11220

b7E

Details: The referenced serial from requested
that OGC review the facts of the captioned matter and
determine whether it warrants reporting to the IOB. As
explained below, in our opinion, the FBI is not required to
report this matter to the IOB.

o
b6

QiC,DOJ REVIEW: |_DATE (/¢ ) b7C
FBIINVESTIGATION [~
QIG/D0J INVESTIGATION:  —




To:
Re:

sedr

A9

ooy
1

From: Office of the General Counsel

278-HQ-C1229736-VIO, 12/20/2006

bl

sl

L

(s) b7E
‘ b6

b7C

b7D

b7A

(s)

bl
B7D

(s)\

bl

M boe

b7D
b7A

(51

bl
b7A




S T b2
b7E
To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/20/2006
{S)
bl
() b2
b7E
b7D
b7A .

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB)
and. established the Board as a standing committee of the
President's Foreign Intelligence Advisory Board. Among its
responsibilities, the IOB has been given authority to review
the FBI's practices and procedures relating to foreign
intelligence and foreign counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates
that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division (INSD), and the General Counsel,
Office of the General Counsel (OGC), respectively) report to
the IOB intelligence activities that they have reason to
believe may be unlawful or contrary to Executive Order or
Presidential Directive. This language has been interpreted to
mandate the reporting of any violation of a provision of The
Attorney General's Guidelines for FBI National Securit
Investigations and Foreign Intelligence Collection (NSIG),
effective 10/31/2003, or other guidelines or regulations
approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provision was designed to ensure the
protection of individual rights. Violations of provisions
that merely are administrative in nature and not deemed to
have been designed to ensure the protection of individual
rights are generally not reported to the IOB. The FBT

3




b7E

To: From: Office of the General Counsel
Re: T8-HQ-C1229736-VIO, 12/20/2006

Inspection Division is required, however, to maintain records
of such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature" must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

m -

NSLs are a specific type of investigative tool
that allows the FBI to obtain certain limited types of
information without court intervention, including subscriber
information and electronic communication transactional records
in the custody of electronic communications service providers
{Electronic Communications Privacy Act, 18 U.S.C. § 2709).

NSLs may be issued in conformi ith statutarv requirements,
including 18 U.S.C. § 2709.

bl

“"“'”;}éi Here, during an authorized investigation, the
FBI prope

ly ‘served an NSL on an electronic communications
service provider requesting subscriber information. 1In
response to the properly served NSL, the FBI inadvertently
obtained information beyond the scope of the NSL (electronic b2
communication transactional records). FBIf ] bTE
identified the problem, and properly sequestered the
electronic communication transactional records. ..

(U) Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4
of EO 12863, it is our opinion that this error is not
reportable to the IOB. A record of this decision should be
maintained in the control file for future review by the
Counsel to the IOB.

(U) should contact the electronic
communications service provider and ask whether the improperly
or unintentionally acquired information should be returned or
destroyed with appropriate documentation to the file.
Alternatively, since electronic communication transactional
records can lawfully be obtained with an NSL[ Imay
serve an NSL for the electronic communication transactional

records received from the electronic communications service
provider.

b7E

s@tg

4



SE%T

To: From: Office of the General Counsel
Re: 27B-H0O-C1229736-VIO, 12/20/2006

LEAD(s) :

Set Lead 1: (Action)

b2
b7E
AT]
(U) should contact the electronic
communications'servrce ptrovider and ask whether the improperly

or unintentionally acquired information should be returned or
destroyed with appropriate documentation to the file.
Alternatively, since electronic communication transactional
records can lawfully be obtained with an NSL| hay
serve an NSL for the electronic communication transactional
records received from the electronic communications service
provider.

Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, D.C.

(U) Por information.

Set Lead 3: (Action)
INSPECTION

AT WASHINGTON, D.C.

(U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required, for three
vears for possible review by the Counsel to the IOB.

cc: b6
b7C

IOB Library
¢

e



‘ “

FEDERAL BUREAU OF INVESTIGATION

(Rev. 01-31-2003)

Precedence: ROUTINE Date: 01/12/2007
To: General Counsel Attn: NSLB b6
b7C
From: Inspection b2
Internal Investigations Section, IPU, Rcom 3041
Contact: CRS[" | Ext

Approved By: Miller David Ia M/W ZJZL( ALL INFORMATION CONTAINED
e i HEFEIN IS UNCLASSIFIED

Drafted By: DATE 05-31-2007 BY 65179 /DMH/KSR/RW
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING# 2563

OGC/10B# 2006 ]

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (u) 278-HQ-C1229736-VI0O Serial 1505
278-HQ-C1229736-VIO Serial 1947

Details: ernal Investigations Section (IIS) received

an EC fron |Division dated 07/07/2006, reporting a b2
possible IOB error. Based upon a review of the referenced EC it b7E
is the IIS‘s opinion the incident described therein is indicative

of a performance issue. Therefore, no internal investigation

will be conducted by the IIS and this matter is being relegated

to the NSLB for whatever action they deem appropriate.

*



(Rev. 01-31-2003)
/20320117

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE . Date: 01/17/2007

To: Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations Section. TPU, Room 3041

Contact: CRS| 44]Ext| |

Approved By: Miller David Ian %’l LECLASSIFIED BY 65179 /DMH/KSR/RV
‘L] ON 05-31-2007 L2
Drafted By:
Y r b7E
Case ID #: (U) 263-HQ-0-U - 663 (Pending) ‘ ggc

Title: (u) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRAC] 563

OGC/IOB# ZOOGEffff:j
Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered

willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

_mwwnwAurwwEB( Derive : -

Dec y On:

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1505

Reference: (U) 278-HQ-C1229736-VIO Serial 1505
278-HQ-C1229736-VIO Serial 1947

b2
Details: (U) Upon review of Division’s captioned b7E

report of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) 1IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. 1IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/OGC EC, dated 11/16/2006 (278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

}@/20320117

*"



U.S. Departme  of Justice

Office of the Inspecior Cien el

Washineron, (25

DATE: January 31, 2007
TO: Kenneth W. Kaiser ALL FBI INFORMATION CONTAINED
Assistant Director HEREIN IS UNCLASSIFIED

. ‘s DATE 05-31-2007 BY 65179/DMH/KSR/RU
Inspection Division

Federal Bureau of Investigation

FROM: Glenn G. Powell
Special Agent in Charge

Investigations Division b6

biC
b2

SUBJECT: OIG Complaint No. 2007002641 b7E

Subject]
| |Division

FBI No. 263-0-U-663
CMS No. 2563

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OIG.

[

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

L]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OlG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you

believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, jn ail

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment



01iG

. INVESTIGATIONS DIVISION - Complaint Form 0IG NO. 689-2007-002641-M
Received By:l Date Received: 01/04/2007 How Received: A
SUBJECT | B SSNO:

Title: TFO Pay Plan: D.O.B.: b6
Component : FBI EOD Date: Alien No.: EZC
Mige: F.B.I.No.: =
Home : B.O.P.No.:

Phone: ZIP: D/L No.:

Work: Offenses: 689

Phone: ZI1P:

SUBJECT: SSNO :

Title: SSA Pay Plan D.0.B. |

Component: FBI EOD Date Alien No.:

Misc: F.B.I.No.:

Home : B.O.P.No.:

Phone: = ZIP: | D/L No.:

Work: Offenses: 689
Phone:[wv AJ ' ZIP:

COMPLAINANT: SSNO :

Title: SSA Pay Plan: D.0.B.:

Component: FBI EOD Date: Alien No.:

Misc: F.B.I.No.:

Home : J B.O.P.No.:

Phone: () - ZIP: I D/L No.:

Work: ,

Phone: J Z1IP:

Confidential: Revealed: Authority: none

Details:

Information received from FBI/INSD repo
received information.

During an authorized investigation,

I0B #200q .

rting a possible IOB matter involving improperly

the FBI properly served a National Security Letter
on an electronic communications provider for information regarding the target of the FBI

(NSL)

inv i In response, the FBI obtained information beyond the scope of the NSL. The
FBI Division identified the problem and properly sequ authorized
information. The Office of General Counsel (0GC) advised the FB?Ef:fiifff:jgivision to
contact the electronic communications service provider and ask whether the improperly or

unintentionally acquired information should be returned or destroyed with the appropriate
documentation to the file.

Patrio=x

Sensitive: N

1t 15 Lhe opinion of the OGC that this matter need not be reportgg,to the I0OB. ﬁ?E
ALLEGATIONS: 689 IOB Violation
Qccurrence Date: 06/20/2006 TIME:
CITY1 | State: Zip:
L 3
DISPOSITION DATA: Disposition: M Date: 01/04/2007 Approval: POWELL, GLENN G

T

Referred to Agency: Date Sent: Component: FBI

Act.: N Civil Rights: N Component Number: 263-0-U-663, 2563

Whistleblower: N Consolidated Case Number:

ALl FBI INFORMATION COWTAINED
HEREIN I3 UNCLA3ZSIFIED
DATE 06-06-2007 BY 55179 /DMH/KIR/RW

Dara 1 ~F 0



® ®

OIG - INVESTIGATIONS DIVISION - Complaint Form 0IG NO. |689—2007—OO2641»M
.
Remarks:
. of the 0IG database revealed additional matters involving[ hndr |
is a subject in five additional IOB matters (2006-009161-M, 2007-001245-
07-001248-M, 2007-001276-M and 2007-002?&&__;\: should be noted that is also
a subject in 2007-002620-M. Additionally is the subject in 2007-002620-M, b6
involvingr’ I b7C

Predicating material contains classified information that will be stored in a secure
container within OIG/INV/HQ.

1/31/07 - Sent to AD Kaiser, FBI/INSD. (yht)

MAam~ 1 ~F "



FD-962 (Rev. 03-21-2005)

SE
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/10/2006
To: Inspection Attn: IIS, Room 11861 b2
General Counsel Attn: NSLB, Room 7875 b;E
ho6
From: b7C
JTTF

Contact: TFO

Approved By:

T ’/) ALL INFORMATION CONTATNED
| HEREIN IS UNCLASSIFIED EXCEPT
Drafted By: | WHEFE SHOWN OTHERWISE

(U} Case ID #:*>< 278-HQ-C1229736-vi0 — [ 50 ©

Title: (0) TFO
SSA
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR

i Syﬁopsis::kgi To report possible IOB error.
DATE: 05-31-2007
Déri From : = CLA3SIFIED BY 65179/ /DMH/KSR/EV
() Declassj . X1 FEASON: 1.4 (c,d)
DECLA3SIFY OM: 05-31-2032

bl Details:

b2

b7E (s) 1

b6

b7C

b7A (s) 2
(uy- :}Qz 3. Possible IOB Error:

bl ( )
b7A

1Uj::>§i: 4. Description of IOB Error
bl
b2 (S)
b7E
b6
b7C
b7D
b7A

sC mat) 1707 sEpRET
@ M‘_p’i{u’u b6

1‘/"’01 (0w




(1- . To: Inspection From:
Re+ >°< 278-HQ-C1229736-VIO, 07/10/2006

|

(3]

in ,Hr":IE(: None of the aforementioned toll records were entered into

Lﬁfﬁ?iaea to3

were already reguegt

therefore tl

(8)

Y Were IIrea

Yy entered into

The additional toll records that were

d in a previous NSL,

bl
b6
b7C
b7D
bTA

bé
b7C
b2
b7E
b7A



(U

SRERET 2

To: Inspection From:
Re: :Eﬁ(f 278-HQ-C1229736-VIO, 07/10/2006

LEAD(s) :

Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate,
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

‘"

/S$



SECRET b2
. b7E
To: From: Office of the General Counsel
Re: 7B-HQ-C1229736-VIO, 12/20/2006
)
(U\ N Z.
) }( None of the aforemgmian.ad_t[all records were
entered ifito| " dditional
toll records that were provided fodf ere already

requested in_a previous NSL, therefore they were already
entered intoE___Pﬁ (8]

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB)
and established the Board as a standing committee of the
President's Foreign Intelligence Advisory Board. Among its
responsibilities, the IOB has been given authority to review
the FBI's practices and procedures relating to foreign
intelligence and foreign counterintelligence collection.

— bl

bTA

bl
b2
BTE
b6
p7C
b7D
b7A

bl
b6
b7C
b2
bT7E
b7A



(Ui

()

sééxs'r -

b7E

To: rﬁ J From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/20/2006

(U} Section 2.4 of Executive Order 12863 mandates
that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division (INSD), and the General Counsel,
Office of the General Counsel (OGC), respectively) report to
the IOB intelligence activities that they have reason to
believe may be unlawful or contrary to Executive Order or
Presidential Directive. This language has been interpreted to
mandate the reporting of any violation of a provision of The
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection (NSIG),
effective 10/31/2003, or other guidelines or regulations
approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provision was designed to ensure the
protection of indiwvidual rights. Violations of provisions
that merely are administrative in nature and not deemed to
have been designed to ensure the protection of individual
rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain records
of such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature" must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

,:)§i£ NSLs are a specific type of investigative tool
that allows the FBI to obtain certain limited types of

information without court intervention, including subscriber
information and toll billing records in the custody of wire
communication service providers (Electronic Communications

Privacy Act, 18 U.S.C. § 2709). NSLs may be issued in
conformity with statutorv requirements, including 18 U.S.C. §
2709.

Z

Here, during an authorized investigation, the
FBI properly served an NSL on a wire communication service
provider requesting subscriber information and toll billing
records. 1In response to the properly served NSL, the FBI
inadvertently obtained information beyond the scope of the NSL
(toll billing records for a period of time not requested, and
toll billing records in respo oquest for only
subscriber information). FBIi identified the
problem, and properly sequestére e toll billing records.

3

bl

b2
b7E



53541'

To: [ JFrom: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/20/2006

(U) Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4 b2
of EO 12863, it is our opinion that this error is not b7E
reportable to the IOB. A record of this decision should be
maintained in the control file for future review by the
Counsel to the IOB.

(U) should contact the wire communication
service provider and ask whether the improperly or
unintentionally acquired information should be returned or
destroyed with appropriate documentation to the file.
Alternatively, since toll billing records may lawfully be
obtained with an NSL | ﬁay serve an NSL for the toll
billing records if they relevant to the authorized
investigation.




b7E

To: From: Office of the General Counsel
Re: Z27B-HQ-C1229736-VIO, 12/20/2006

LEAD (s) :

Set Lead 1: (Action)

b2
bTE

AT

(U) f Jshould contact the wire communication
service provider and ask whether the improperly or
unintentionally acquired information should be returned or
destroyed with appropriate documentation to the file.
Alternatively, since toll billing records may lawfully be
obtained with an NSL] lmay serve an NSL for the toll
billing records if they relevant to the authorized
investigation.

Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, D.C.

(U} For information.

Set Lead 3: (Action)
INSPECTION
AT WASHINGTON, D.C.
(U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion

concluding that IOB notification is not required, for three
years for possible review by the Counsel to the IOB.

b6
cc: Ms. Thoma b7C

IOB Library
*



{(Rev, 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/12/2007
To: General Counsel Attn: NSLB
From: Inspection

Internal Investigations Section. IPU, Room 3041
Contact: CRS| ] Ext

Approved By: Miller David Ian?«uu#m G| ALL INFORMATION CONTAINED

HEREIN I3 TNCLAZZIFIED
DATE 05-31-2007 BY 65179/DMH/KIR/EN

Drafted By: [

b6
Case ID #: (U) 278-HQ-C1229736-VIO (Pending) b7C

b2
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH 2564

OGC/IOB# 2006:_—_]

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, Natiocnal Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1506

278-HQ-C1229736-VIO Serial 1948 b2
Details: (U) The Internal Investigations Section (IIS) received
an EC froo __Pivision dated 07/10/2006, reporting a
possible IOB error. Based upon a review of the referenced EC it
is the IIS’'s opinion the incident described therein is
administrative in nature. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.
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FEDERAL BUREAU OF INVESTIGATION

(Rev. 01-31-2003)

Precedence: ROUTINE Date: 01/17/2007

To:l I Attn: SAC (Personal Attention)

From: Inspection

Internal Investj i i IPU, 1
Contact: CRY Ext

Approved By: Miller David Ian% DECLASSIFIED BY £5179/DMH/KSE/RN
A ON 05-31-2007 s
Drafted By: | | e
b6
Case ID #: (U) 263-HQ-0-U - 664 (Pending) b7C

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING% 2564
OGC/IOB# 200

Synopsis: (U) To advise that captioned reporting of potential

Intelligence Oversight Board (IOB) violation has been reviewed by

the Internal Investigations Section (IIS), and is not considered

willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

e Deri om
{0 Eszi Declasgi n

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1506

117

Reference: (U) 278-HQ-C1229736-VIO Serial 1506
278-HQ-C1229736-VIO Serial 1948

Details: (U) Upon review o Division’s captioned b2
report of a potential IOB viclation, IIS did not find the matter b7E
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570) .

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

*
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U.S. Departme  of Justice
1

Office of the Inspector Cier ol

Washureren, DG 20530

DATE: January 29, 2007
. . ALL FBEI INFORMATION CONTAINED
ro: Kenneth W. Kaiser HEREIN I UNCLASSIFIED
Assistant Director DATE 05-31-2007 BY 65179/DMH/KSR/RU
Inspection Division
Federal Bureau of Investigation
FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division e
b7C
b2
SUBJECT: OIG Complaint No b7E

1 U

FBI No. 263-0-U-664
CMS No. 2564

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
olG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an O1G Report/Referral or to the identities of complainants or witnesses, and that, in al)

cases, complainants and witnesses are eatitled to protection from reprisal pursuant to the Inspector General Act
and the Whistieblower Protection Act.

Attachment
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OIC - INVESTIGATIONS DTIVISION - Complaint Form 0IG NO.

Received By: Date Received: 01/04/2007 How Received:
SUBJECT SSNO:

Title: TFO Pay Plan: D.O.B.:

Component: FBI EOD Date: Alien No.: b6
Misc: F.B.I.No.: b7C
Home : B.O.P.No.: b2
Phone : ZIP: D/L No.:

work: Offenses: 689

Phone: ZIP:

SUBJECT: SSNO:

Title: SSA Pay Plan: D.O.B.:

Component: FBI EOD Date: Alien No.:

Misc: F.B.I.No.:

Home : I B.O.P.No.:

Phone: (71 - ZIP: D/L No.:

Work: Offenses: 689

Phone: ZIP:

COMPLAINANT: SSNO:

Title: SSA Pay Plan: D.C.B.:

Component: FBI EOD Date: Alien No.: )
Misc: F.B.I.No.:

Home : B.O.P.No.:

Phone: T - Z1P D/L No.:

Work: ,

Phone: I Z1p: )

ConfidentTrar?T Revealed: Authority: none

Details:

information received from FBI/IN ting a possible I0OB matter involving improperly
received information. IOB #2006

During an autnorized investigation, the FBI properly served a National Security Letter (NSL)

on a communications provider for information regarding the target of the FBI inrgs;;gaLLgu___
In response, the FBI obtained information beyond the scope of the NSL. The FBI

Division identified the problem and properly sequestered the unauthorized information. The
Office of General Counsel (OGC) advised the FBIE____—_:IDivision to contact the

communications service provider and ask whether the unauthorized information should be

: . \ ; b2
returned or destroyed with the appropriate documentation to the file.

b7E

It is the opinior of the OGC that this matter need not be reported to the IOB.
ALLEGATIONS: 689 IORBR Vioclation

Occurrence Date: 06/29/2006 TIME;

CITY: State Zip:

m:

DISPOSITION DATA: Disposition: M Date: 01/26/2004 Approval: POWELL, GLENN G
. - -

Referred to Agency: Date Sent: Component: FBI

Patriot Act: N Civil Rights: N Component Number: 263-0-U-664, 2564

Sensitive: N Whistleblower: N Consolidated Case Number:

ALL FEI INFORMATION CONTAINED
HEFEIN I3 UNCLA3ISIFIED
DATE 05-06-2007 BY 65179/DHH/ESR/RU




[ ® »
0IG - INVESTIGATIONS DIVISION - Complaint Form OIG NO.| |689-2007-002620vM
R

Remarks:
A search of the 0IG database revealed four additional potential IOB matte b6
(2006-009161-M, 2007-001245-M, 2007-001248-M and 2007-001276-M) involvinq' IAS b7C

well as, one additiopnal matter (2005-001465-M) involving] |and| ]

Predicating material contains classified information that will be stored in a secure
container within OIG/INV/HQ.

1/29/07 - Sent to AD Kaiser, FBI/INSD. (yht)




FD-962 (Rev. 03-21-2005)
éhéigf
FEDERAL BUREAU OF INVESTIGATION 5

Precedence: ROUTINE Date: 07/18/2006
To: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975
ALL INFORMATION CONTAINED
From: HEREIN I3 UNCLASSIFIED ECEPT
STUIT WHEFE SHOWN OTHERWISE
Contact: SA[
Approved By: By *
iy b2
T 6 b7E

f\ .
Drafted By:| = gﬁiy Egc

43
tUj"" CaSEID'#3:>§£ 278—HQ-C1229736—VIO"6

Title: (U) SA[ 1
ss

INT HT BOARD (IOB) ERROR
1t “Syribpsis:>< To report possible IOB error.

DATE: 05-31-2007
CLAZ3IFIED BY 65179 /DIMH/K3R/RW
REASON: 1.4 {c.d)

Details: - DECLASSIFY ON: 05-31-2032
bl
b2 (s) 1.
b7E
bTA
(s)y 2.
iUﬁ 3. Possible IOB Error: Pursuant to a National Security Letter,
an Internet Service Provider provided information beyond what was
requested.
bl (s)
b7A

(%‘l. Description of IOB Error (including any reporting delays).

l}s{ Pursuant to a National Security Letter, an Internet Service
er provided information beyond what was requested.

| a National Security Letter (NSL) was issued .
ivision on S Jrequest, directing bTE

215/ —n b6
oo%[0]

%}u)ddﬁbkﬂ' brc

T S 2l o

CRs Jee




Siﬁg;T b2

. b7E
I:U:l‘— To: Ingpection From:l |
’ Re:“j)ﬁjf 278-HQ-C1229736-VIO, 07/18/2006

{5)

(8)

bl

o]
£

b7E
b6

b7C
b7D
b7A

(8)
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7E
To: nspection From: b
" Re: 278-HQ-C1229736-VIO, 07/18/2006

LEAD(8) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*
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Ccase ID #: >< 278-HQ-C1229736-VIO™ (Pending)

~that OGC

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/20/2006
To: | 1 2‘—2;E Attn: SAC
b6 CDC
b7cC
Counterterrorism Attn: ITOS 1, CONUS 4, TEAM 16
Inspection Attn: IIS L1 INFORMATION CONTAINED
‘ HEREIN I3 UNCLASSIFIED EXCEPT
From: Office of the General Counsel WHERE SHOWN OTHERWISE
NSLB/CTLU1/LX1 Room 385119/
Contact: U( 1

Approvad By: Thomas Julie F é;[kﬂ)

DATE: 05-31-2007 :
CLASSIFIED BY 65179/ /DINI/KIR/PH

” Drafted By: | ] LH FEAZON: 1.4 (c)

rrox = L
DECLASSIFY ON: 05-31-Z032

Title: INTELLIGENCE OVERSIGHT BOARD
MATTER 2006 '

Synopsis: - ( It is the opinion of the Office of the General

Counsel (OGC) that this matter is not reportable to the
Intelligence Oversight Board (IOB). Rather, it should be
maintained in the control file for periodic review by Counsel

to the IOB. Our analysis follows.

Declasgsi n 11220

Reference: :h{i 278-HQ-C1229736-VIO serial 1548

Details: ;}B{inhe referenced serial from requested E%E
eview the facts of the captioned matter and

determine whether it warrants reporting to the IOB. As

explained below, in our opinion, the FBI is not required to

report this matter to the IOB. '

sudfer
b6

013/D0J REVIEW: DATE © o~/ b7c
FRI INVESTIGATION. 77"~
O!G/GOJ INVESTIGATICN: K_r/f




bl
b2
b7E
b6
b7C
p7D
b7A

To:l | From: Office of the General Counsel
Re: 278-H0-C1229736-VIO, 12/20/2006

(S

(s

(S)

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB)

1) L , o7

sz}{’r

2




(U)o

é;uégT b2

b7E
To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/20/2006

and established the Board as a standing committee of the
President's Foreign Intelligence Advisory Board. Among its
responsibilities, the IOB has been given authority to review
the FBI's practices and procedures relating to foreign
intelligence and foreign counterintelligence collection.

(U) 8Section 2.4 of Executive Order 12863 mandates
that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant

-Director, Inspection Division (INSD), and the General Counsel,

Office of the General Counsel (OGC), respectively) report to
the IOB intelligence activities that they have reason to
believe may be unlawful or contrary to Executive Order or
Presidential Directive. This language has been interpreted to
mandate the reporting of any violation of a provision of The
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection (NSIG),
effective 10/31/2003, or other guidelines or regulations
approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provision was designed to ensure the
protection of individual rights. Violations of provisions
that merely are administrative in nature and not deemed to
have been designed to ensure the protection of individual

.rights are.generally not reported to the IOB. The FBI

Inspection Division is required, however, to maintain records
of such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature" must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

é?( NSLs are a specific type of investigative tool
that allows the FBI to obtain certain limited types of
information without court intervention, including subscriber
information and electronic communication transactional records
in the custody of electronic communications service providers
(Electronic Communications Privacy Act, 18 U.S.C. § 2709).

NSLs may be issued in conformity with statutorv requirements,

including 18 U.S.C. § 2709.

( Here, during an authorized investigation, the
FBI propérly served an NSL on an electronic communications
service provider requesting subscriber information and
electronic communication transactional records. In response
to the properly served NSL, the FBI inadvertently obtained
information beyond the scope of the NSL (email content

e

bl
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To: [::::::::]From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/20/2006

information). The FBI identified the problem, and properly b2
sequestered the content information. b7E

(U) Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4
of EO 12863, it is our opinion that this error is not
reportable to the IOB. A record of this decision should be
maintained in the control file for future review by the
Counsel to the IOB.

(U) hould contact the electronic
communications service provider and ask whether the improperly
or unintentionally acquired information should be returned or
destroyed with appropriate documentation to the file, and
coordinate wit accordingly.




o ®
sisete

To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/20/2006"°

LEAD (s) : : b2

Set Lead 1: (Action)

AT|
(0) should contact the electronic
communications Ce provider and ask whether the improperly

or unintentionally acquired information should be returned or
destroyed with appropriate documentation to the file, and
coordinate wit accordingly.

Set Lead 2: {Info)

COUNTERTERRORISM

AT WASHINGTON, D.C.

(U) For information.

Set Lead 3: (Action)
INSPECTION

AT WASHINGTON, D.C.

(U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required, for three
years for possible review by the Counsel to the IOB.

ce: Ms. Tho . b7C

IOB Library
*



(Rev. 01-31-2003)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 01/12/2007
To: General Counsel Attn: NSLB

From: Inspection
Internal Investigations Section, IPU, _Room 3041

Contact: CRS[ 1 Ext
Approved By: Miller David IaﬁNMtkhn %;zb\

. ' b6
Drafted By: | | bc
Case ID #: (U) 278-HQ-C1229736-VIO  (Pending) b2
Title: () INTELLIGENCE OVERSIGHT BCARD MATTER

INSD/IIS TRACKINGH# 2579
OGC/IOB# 2006 |
Synopsis: (U) To report a potential Intelligence Oversight Board

(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1548

278-HQ-C1229736-VIO Serial 1949

b2

Details: (U) The Internal Investigations Section (IIS) received b7E
an EC fronf Division dated 07/18/2006, reporting a
possible I error. Based upon a review of the referenced EC it
is the IIS's opinion the incident described therein is
administrative in nature. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*

ALL INFORMATION CONTAINED
HEFEIN I3 UNCLAZSIFIED
DATE 05-31-2007 BY 65173 /DMH/KIR/RW



