
• • 

Freedom of Information 
and 

Privacy Acts 

SUBJECT: NATIONAL SECURITY LETTERS 
FOLDER: <3G3-<K)~ VoU* H 

Federal Bureau of Investigation 

i 



(Rev. 01-31-2003) 

b2 
b7E 
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FEDERAL BUREAU OF INVESTIGATION b2 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

06.I 
D a t e : 0 2 / 0 7 / 2 0 0 6 

A t t n : / i n t e r n a l I n v e s t i g a t i o n s 
A t t n : NSLB 

AGC 
A t t n : SSA[ 

SA 
Attn SA 

1 

From: Counterterrorism 
ITOS 1/CONUS 4/Team 15 
Contact: IA 

Approved By: 

ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHEPE SJHQJM OTHERWISE 

J4 
D r a f t e d By: f 

b l 
b7A 
b2 
b7E 

Case ID # (S) 

^/H-HQ-C1229736-VIO (Pend ing ) - U £ Z . 

1073946 

T i t l e : (S) 
ATE: 05-30-2007 
LASSIFIED BY 65179/DHH/K5R/RTJ 
EAS0N: 1.4 (c,d) 
ECLASSIFY ON: 05-30-2032 

( U 1 ! S i r v i o l a r M n . K e P ° r t P ° S s i b l e I n t e l l i g e n c e O v e r s i g h t Boa rd 

(U) 

( S ) D e t a i l s : 

(U) The Case Agent was SA 

(S) ^ ^ - T h e na"ie of the subject is 

(S! 

CiL£ 



:JT^<J# 

LS.LI 

b l 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

_LsJ 



(U) 

(U) 

(U) 

LEAD(s) : 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON. DC 

(W For information. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

J&) For information. 

Set Lead 3: (Info) 

M[ 

^ X T For information. 

Set Lead 4: (Info) 

•• 
') For information. 

(U) 

SE^ET 

3 



;KM# 

(INSP) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

b2 
b7E 
b6 
b7C 

im 
hridav. March DM WWti fr-Sft PM 

[INSP) (FBI) 
(FBI)I 
RE: IOB Matter 

JEM: 
iFBTf 

]FBI) 

( S J 

(S ) , 

b l 
b7A 

SECRE1 
RECORI 

Hil FY! 

b7E 
b l 
b6 
b7C 
b7D 
b7A 

As far as I know, the collected material, which came to us in a CD Rom, is still at thd lin a 1A envelope The CD did 
contain the info we requested (ie subscriber, header info, and IP logs) so we kept it but did not do anything further with 
what we believed to be "content" until we heard back from ITOS1 and the NSLB lawyers... which we never did To this day 
I can not say for sure that what was additionally on that CD was actaul content as the couple I "opened" were in a foreiqn 
language and I did not proceed any further. a 

If you need to follow up in 
longer the assigned case agent as he has left the 

| the case agents are: | 
for FBIHQ. 

1 nd SA is no 

If you need anything further from me, please call me on my cell at 

Thanks 

b2 
b7E 
b6 
b7C 

Original Message-

[ 

c 
i-riaay, March 03, 

(S) 

From: 
Sent: 
To: 
Subject: IOB Matter 
Importance: High 

Q g ^ P C T 

|(INSP) (FBI) 
77556 8:35 AM 

JFBI) 

b6 
b7C 
b2 
b7E 

ALL INFORMATION COBTAINED 
HEREIH 15 UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

o i - ^ r . r - - r b l 
b7A 
b2 
b7E 

DATE: 05-30-2007 
CLASSIFIED BY 65179/DMH/KSR/RU 
REASON: 1 . 4 ( c , d ) 
DECLASSIFY OH: 05-30-2032 

RE 
U ' 8 " n u - U I 2 z 3 / j o - v i u serial 11&2) 

By way of introduction, I handle the IOB matters for the Inspection Division. 

I know you are no longer i r T J b u t I have a question about the violation in the above serial. There's no problem - the 
provider was at fau l t but wRaTwas done with the overcollected material'? 

uonduct Review Specialist 
Initial ProcessingJJoit/JJg/INSD 
Phone: 202-324T 
Room 11865 

US/INSD 

bo 
b7C 
b2 
b7E 
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(U) 
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(U) 

Precedence: ROUTINE 

To: Counterterrorism Attn: 

Attn: 

Attn: 

Attn: 

Date: 12/20/2006 

ITOS 1, CONUS 4, TEAM 15 

SSA 
SA[ 
CDC 

SA 
CDC 

Inspection 

From: Office of the General Counsel 
NSLB/CT1 
Contact: 

IIS 

ALL INFORHATIOH CONTAINED 
HEEEIN IS UNCLASSIFIED EXCEPT 
WHEFE SHOOT OTHERWISE 

Counsel 
N S L B / C T T . m /T .y i Rr.r.nn T g n l a 

UC 

Approved By: Thomas Julie F| 

Drafted By: 

$m 
(W 

278-HQ-C1229736-VIOMPending) 

T i t l e : Wf 

DATE: 05-30-2007 
CLASSIFIED BY 6S179/DHH/KSP./OT 
REASON: 1.4 (c,d) 
DECLASSIFY OH: 05-30-2032 

IGHT BOARD INTELLIGENCE 
MATTER 2006-

Synopsis: Jt&\ It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel 
to the IOB. Our analysis follows. 

Reference: £̂<f 278-HQ-C1229736-VIO serial 1152 

Details:o83^ The referenced serial from Counterterrorism 
Division requested that OGC review the facts of the captioned 
matter and determine whether it warrants reporting to the IOB. 
As explained below, in our opinion, the FBI is not required to 
report this matter to the IOB. 

b2 

OIG'DOJ PEViEW: 

S&REI 

Bi »NVEaTlGAT1Qir7r,,_/,,/!. 
W&Jj£j:2. 

b6 
b7C 



bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

To: 
Re: 

Counterterrorism From: Office of the General Counsel 
278-HQ-C1229736-VIO, 12/20/2006 

1§L 

bl 
b7A 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) S 
Inspectors Gener 
Community compon 
Inspection Divis 
the General Coun 
intelligence act 
unlawful or cont 
Directive. This 
reporting of any 
General's Guidel 

ection 2.4 of Executive Order 12863 mandates that 
al and General Counsel of the Intelligence 
ents (in the FBI, the Assistant Director, 
ion (INSD), and the General Counsel, Office of 
sel (OGC), respectively) report to the IOB 
ivities that they have reason to believe may be 
rary to Executive Order or Presidential 
language has been interpreted to mandate the 
violation of a provision of The Attorney 
ines for FBI National Security Investigations and 

Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 

(SI-



(U) 

SEbatfr 

To: Counterterrorism From: Office of the General Counsel 
Re: 278-HQ-C1229736-VIO, 12/20/2006 

in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention, including electronic communication 
transactional records in the custody of electronic communications 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709). NSLs may be issued in ^nf^rTli +-" w-n-h c-t-̂ i-nt-̂ Y-y 

bi requirements, including 18 U.S.C. § 2709. 

(U) y^K ^ e r e ' during an authorized investigation, the FBI 
properly served an NSL on an electronic communications service 
provider for transactional records. In response to the properly 
served NSL, the FBI inadvertently obtained information beyond the 

b2 scope of the NSL (email content information) . FB3) I 
b 7 E identified the problem, and properly sequestered the email 

content information. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

:u 3hould contact the carrier (or coordinate 
through| ~ pnd ask whether the improperly or 

b2 unintentionally acquired information should be returned or 
b7E destroyed with appropriate documentation to the file. 

SECZ&l 



To: 
Re: 

SESTET 

Counterterrorism From: Office of the General Counsel 
278-HQ-C1229736-VIO, 12/20/2006 

b2 
b7E 

LEAD(s) : 

Set Lead 1: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 

(U) For information. 

Set Lead 2 (Action) 

A' 

1 
(U 

throu gh[ 
should contact the carrier (or coordinate 
md ask whether the improperly or 

unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 

S e t Lead 3 : (Action) 

Zl 
b2 
b7E 

AT 

(U) For information. 

b6 
b7C 

Set Lead 4: (Action) 

INSPECTION 

AT WASHINGTON, D.C. 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

cc: Ms. Thomas 

' IOB Library 

•• 

SECJWKE. 
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Precedence: ROUTINE 

To: General Counsel 

Date: 01/12/2007 

Attn: NSLB 

3 Ext 
From: Inspection 

Internal Investigations Section, IPU, Room 3041 
Contact: CRS ' ' 

Approved By: Mill 

Drafted By: 

Case ID #: 

Title: (U) 

e r D a v i d IaTpdJu|^M' ^3=*^ /i 
ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED 
DATE 05-30-2007 BY 65179/DMH/K3R/RW 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 18 07 b 2 

OGC/lOB# 2006| | 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1152 
278-HQ-C1229736-VIO Serial 1946 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from Counterterrorism Division dated 02/07/2006, reporting 
a possible IOB error. Based upon a review of the referenced EC 
it is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

•• 
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(U) 

(U) 

SEC^ET//20320117 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Counterterrorism 

Date: 01/17/2007 

Attn: AD (Personal Attention) 
Attn: SAC (Personal Attention) 
Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. TPU. Room 3041 
Contact: CRS 

Room 30< 

Approved By: Miller David Ian&ffis\ 

Drafted By: 

Ext 
ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

Case ID # : 

T i t l e : (U) 

(U) 263-HQ-O-U - 652 ( P e n d i n g ) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
I N S D / I I S TRAC£INGJL_L8 0 7 
OGC/lOB# 2006 

DATE: 0 5 - 3 0 - 2 0 0 7 
CLASSIFIED BY 65179 /DIIH/KSR/RW 
REASON: 1 .4 ( c , d ) 
DECLASSIFY ON: 05-30-2032 

b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

X Derivec 
Declj On: 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1152 

Reference: >S£ 27S-HO-n 9?Q7^-WTr> go-^^i i ] c2 

( S ) ^u-Hg-ui^y/Jb-VlU yerial 1946 

bl 
b7A 
b2 
b7E 

Details: (U) Upon review of Counterterrorism Division's 
captioned report of a potential IOB violation, lis did not find 
the matter indicative of willful misconduct. IIS only addresses 
allegations where deliberate and/or aggravated misconduct is 
evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED THEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 

SEC^STTV 20320117 



U.S. Departme jf Justice 

Office of the Inspector General 

DATE: January 24, 2007 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

ALL FBI INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 05-31-2007 BY 65179/DHH/KSR/RW 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007002521 
Subject: I I 

b2 
b7E 
b6 
b7C 

division 
FBI No. 263-0-U-652 
FBI CMS No. 1807 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

j I This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I [ This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please he advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 



01G INVESTIGATIONS DIVISION Complaint Form OIG NO. 689-2007-002521 -M 

Received By: Date Received: 01/04/2007 How Received: 

SUBJECT: 
Title: SA 
Component: FBI 
Misc: ^ _ _ _ _ ^ 
Home: I 
Phone : () -

Work : 

Pay Plan: 

EOD Date: 

Phone: |_ 

ZIP: 

ZIP: 

SSNO 

D . 0 . B . 

Alien No. 

F.B.I.No. 
B.O.P.NO. 

D/L No. 
Offenses 689 

b6 
b7C 
b2 

COMPLAINANT: 
Title: INTEL 
Component: FBI 
Misc : 
Home : 

Pay Plan: 
EOD Date: 

ZJ 
Phone: 
Work: 
Phone: 
Confidential: 

ZIP 

ZIP: 
Revealed: 

SSNO 
D . 0 . B . 

Alien No. 
F.B.I.Mo. 
B.O.P.NO. 

D/L No. 

Authority: none b2 

Details: 

Information received FBI/INSD rppnrfinn^a possible in IOB matter involving inadvertently 
obtained information. IOB #2006 

Durinq an authorized investigation, the FBI properly served a National Security Letter (NSL) 
en tin i.. Iec"ironic -communication service provider for transactional records . In response, the 
FBI obtained information beyond the scope of the NSL. The FBI 
problem and properly sequestered the content information. 

Hidentified the 
b2 
b7E 

It is the opinion of the Office of the General Counsel that this matter is not retable to 
the IOB. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 10/04/2005 
CITY ]_ 

TIME: 

State: Zip: 

b2 
b7E 

DISPOSITION DATA: Disposition: M Date: 01/04/2007 Approval: POWELL, GLENN G 

r 
Referred to Agency: Date Sent: Component: FBI 

Patriot Act: N Civil Riqhts: N Component Number: 263-0-U-652, 1807 

Sensitive: N Whistleblower: N Consolidated Case Number: 
Remarks: 

P r e d i c a t i n g m a t e r i a l c o n t a i n s c l a s s i f i e d i n f o r m a t i o n t h a t w i l l be s t o r e d i n a s e c u r e 
c o n t a i n e r w i t h i n OIG/INV/HQ. 

1 / 2 4 / 0 7 - S e n t t o AD K a i s e r , FBI / INSD. ( y h t ) 

ALL FBI INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED 
DATE 06-06-2007 BY 65179/DMH/KSR/RU 

Paae 1 n f 1 
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SECRETT^CON/NOFORN 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

(S) 

Precedence: IMMEDIATE 

To: General Counsel 

Inspection 
Operational Technology 

Attn: 

Attn: 
Attn: 

Date: 05/19/2006 

National fipinirif.y Law Branch 

Internal Investigation Section 
DES/DITU 
UC 

Attn: Squad 11 
SA 

From: Counterterrorism 
CXS/ECAU/Room 4 34^ 
Contact: IA| 

b2 
b7E 
b6 
b7C 

Approved By: Hulon Willie T \P T̂  I X 
Lewis John E (\t>_ J H 

Drafted By: [ 

(U) Case ID #i i&C 27fl-Hn.nmoiig.vTn f"^^-' tysT* 

ALL IHF0RMATI0H CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DATE: 05-30-2007 
CLASSIFIED BY 65179/DMH/KSR/RU 
REASON: 1.4 (c,d) 
DECLASSIFY OH: 0 5 - 3 0 - 2 0 3 2 

(S) 

(U) T i t l e : >SQ REPORT OF POTENTIAL TOR M S T T B P 

z N IA r 
SSA 

b l 
b7A 
b2 
b7E 

(U) (U) X 
b6 
b7C 

b l 
b6 
b7C 
b7A 

•SynopsiWf-"-)^ To document the minimization nf a pr iH 0 ^ 3 i 
collection on t-hp PinMT-a^ reoJ 

b l 
b7D 
b7A 

b6 
b7C / I 

dlJ°!]oi 

Iff / ^ 

http://27fl-Hn.nmoiig.vTn


SECRET7^5JEC€N/NOFORN 

(U) 

(U) 

To: 
Re-i-

Operational Technology From: Counterterrorism 
278-HQ-C1229736-VIO, 05/19/2006 X 

Administrative: J^^Q^^SX^ This document is classified 
SECRET//ORCON/NOFORN. Portions of this document carrying 
classification markings may not be incorporated into any criminal 
affidavit, criminal court proceedings or unclassified 
investigative file. The information in this document is intended 
to be used for lead or background purposes only. No further 
dissemination of the material classified in this document may be 
made without prior approval of the originating agency. 

(U) 

<u> 
b2 
b7E 

&-m ZsC bl 

^ ' ^J&Hv^ Electronic Communications Analysis Unit (ECAU) is 
subordinate to the Communications Exploitation .ĝi-i--i <~m 

/ Cj \ C Q U n t e r t e r r m - i am n-itr-i a-i <-m I 

/ inti LOllowmg a n a l y s i s was conduc ted 
1 based on q u e r i e s of l o g i c a l i n t e l l i g e n c e d a t a b a s e s a v a i l a b l e t o 

b l 
b7E 
b2 

ECAU. 

D e t a i l s : <Q/ /nr/nt?) J 
b l 
b7D 
b7A 

SECRET/QgCON/NOFORN 

7 



!REX?6Re 

To 
Re 

SECRET/nReON/NOFORN 

.Operational Technology From: Counterterrorism 
278-HQ-C1229736-VIO, 05/19/2006 X 

(S/ /OC/NF) 

) U p o n f l i r t - h p r i m r P i t - i r r a H ^ n T 7\ 

IS] 

A ^ J - --> - ^ T ^ -: »^ ^ J * - 1 — • » -

S ECRKP5TORCON/NOFORN 



CRE^OR< 

T o : 
R e : 

SECRE^ORCON/NOFORN 

O p e r a t i o n a l Technology From: C o u n t e r t e r r o r i s m 
J X Q 278-HQ-C1229736-VIO, 0 5 / 1 9 / 2 0 0 6 

(S//OC/NF) 

b l 
b6 
b7C 
b7D 
b7A 

b6 
b7C 

[U) £S<( On Monday 05/15/2006 IA notified the ECAU Unit Chief 
of the discrepancy, and the results of his research. 

(S//OC/NF) 

(S) -T 

(S/ /OC/NF) 

b l 
b6 
b7C 
b7D 
b2 
b7E 
b7A 

b l 
b7D 
b7A 

b l 
b6 
b7C 
b7D 
b7A 

SEC: ON/NOFORN 



ZR^P^QI SECRE^fQRCON/NOFORN 

To:.Operational Technology From: Counterterrorism 
Re:••->§) 278-HQ-C1229736-VIO, 05/19/2006 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For NSLB - For information and action as deemed 
appropriate. 

Set Lead 2: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For IIS - For information and action as deemed 
appropriate. 

Set Lead 3: (Action) 

OPERATIONAL TECHNOLOGY DIVISION 

AT QUANTICO, VA 

[S//OC/NF) 

Set Lead 4: (Info) 

A] ' 

b2 
b7E 

(U) For Squad 11 - For information only, 

SECRfe?<QRCON/NOFORN 
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SE^ET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

(S) 

(U) 

«J) 

(U) 

Precedence: ROUTINE 

To: Counterterrorism 

Inspection 

Operational Technology-

Date: 12/19/2006 

Attn: 

Attn: 

Attn: 

n Y Q /PPATT 

IAI 
SSA| 
IIS 
CRS 
DES7LUTU 
uc| 

A t t n : Sgiiarl 11. 
Si 

From: Office of the General Cou: 
NSLB/CILU/Room 7947 
Contact: [ 

Approved By: Thomas Julie Wjkjjy 

n s e l 
* 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
TfflKRK SHOWN OTHERWISE 

Drafted By: 

Case ID #: 

T i t l e : 

(U) 
T ~ 

? 7 B - H n - r n o Q 7 ^ - U T n J 

^5 
I re — , - J •! *~\ 

(U) INTELLIGENCE OVERSIGHT BOARD 
MATTER 2 006-1 

DATE: 05-30-2007 
CLASSIFIED BY S5179/DHH/KSR/PJJ 
REASON: 1.4 (c ,d) 
DECLASSIFY OH: 05-30-2032 

b l 
b7A 
b2 
b7E 

b2 

Synopsis: OO It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

-X 
Reference: (U) 278-HQ-C1229736-VIO S e r i a l 138*7 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

Details: 3^C T^ e reference<3 electronic communication (EC) from 
the Electronic Communications Analysis Unit (ECAU), dated 
05/19/2006, requested that OGC review the facts of the captioned 

SECRET 

DATE; / CIG rOJ REVIEW: 
FBI lNVESTlGATlQNTT"" f; 
0iG;Da( INVESTIGATOR T 

b6 
b7C 



S£rf?ET 

To: Counterterrorism From: Office of the General Counsel 
Re: (U) 278-HQ-C1229736-VIO, 12/19/2006 

matter and determine whether it warrants reporting to the IOB. 
In our opinion, it does. Our analysis follows. 

i£ 2 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

(S) 

iS a 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community (in the FBI, the Assistant 
Director, INSD, and the General Counsel, OGC, respectively) 
report to the IOB "concerning intelligence activities that they 
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To: Counterterrorism From: Office of the General Counsel 
Re: (U) 278-HQ-C1229736-VIO, 12/19/2006 

have reason to believe may be unlawful or contrary to Executive 
order or Presidential directive." This language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG) or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights. Violations of provisions 
that are merely administrative in nature need not be reported to 
the IOB. The FBI is required, however, to maintain records of 
such administrative violations so that the Counsel to the IOB may 
review them upon request. 

(U) Under the Electronic Communications Privacy Act 
(ECPA), the FBI may seek telephone and email communication 
records from telephone companies and internet service providers 
when those records "are relevant to an authorized investigation 
to protect against international terrorism or clandestine 
intelligence activities." 18 U.S.C. § 2709. Moreover, under 
the NSIG. NSLs are an authorized technique and may be issued in 
conformity with statfit-nrv rar-mi ranpnts during a preliminary or 
full investigation. 

_^Si^ Due to inâ iiiexiieiLt <--"-r̂ -̂>-ây.-i ̂ i—a-rT-r»Tj based on 
the confusion between the 
received NSL results for 

FBIHQ 
t relevant •em eiunj-x auuiess LlldL way IlUt 

to an authorized counterterrorism investigation. Therefore, the 
issuance of the NSL was neither authorized by law nor by the 
NSIG. Upon realizing the error, the analyst immediately notified 
his supervisor and took the proper steps to sequester the 
information. Nothing from the original NSL results was uploaded 
into the FBI computer systems, nor was any investigative action 
taken based on the NSL results. However, due to the fact that 
there was an unauthorized collection, we must report this to the 
IOB. 
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To: 
Re: 

Counterterrorism From: Office of the General Counsel 
(U) 278-HQ-C1229736-VIO, 12/19/2006 

LEAD(s) : 

Set Lead 1: (Action) 

COUNTERTERRORISM 

AT WASHINGTON. DC 

(U) ECAU should contact the carrier and ask whether the 
improperly or unintentionally acquired information should be 
returned or destroyed with appropriate documentation to the file. 

Set Lead 2: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

Set Lead 3: (Info) 

AT 

(U) Read and clear. 

Set Lead 4: (Info) 

OPERATIONAL TECHNOLOGY 

AT WASHINGTON. DC 

(U) Read and clear. 

CC: Ms. Thomas 

10B L i b r a r y 
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December 19, 2006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

DECLASSIFIED BY 65179/DHH/KSR/RU 
Oil 05-31-2007 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 278-HQ-C1229736-VIO 



Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

Mr. James Baker 
Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

SE 
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TMTBT.T.Tr;B!Mf-p n T O P g T m T R n a p n ( I O B ) MATTER 
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b2 
b7E 

fS>\ The Electronic Communications Analysis Unit (ECAU) of 
the Federal Bureau of Investigation (FBI) reported a potential 
IOB involving a National Security Letter (NSL) requested by ECAU 
which, through a transcription error, sought information about an 
email address belonging to a person who was not the subject of an 
FBI national security investigation. 

(S)/ 

/ Upon realizing the 
error, tne analyst immediately nociriea nis supervisor and took 
the proper steps to sequester the information provided in 
response to the NSL. Nothing from the original NSL results was 
uploaded into the FBI computer systems, nor was any investigative 
action taken based on the NSL results. 

(C) 

(U> 

^S< Due to •i naHiravfont- tjUJOa£3JL^ahjLasJ~ m-i-m- .based on the 
confusion betweerj FBIHQ received 
NSL results for an email address tnat was not relevant to a 
counterterrorism investigation. Therefore, the issuance of the 
NSL was neither authorized by law nor by the Attorney General 
Guidelines for National Security Investigations and Foreign 
Intelligence Collection (NSIG). Due to the fact that there was 
an unauthorized collection, the error is a reportable matter 
under Section 2.4 of Executive Order 12863. 

ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 05-31-2007 
CLASSIFIED BY 65179/DMH/K5R/RTJ 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-31-2032 

(S) 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 01/12/2007 

Attn: NSLB 

b6 
b7C 
b2 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 
Contact: CRS| | Ext .| | 

Approved By: Miller David lafynfAj/Ute <5^£ \ 

Drafted By: 

ALL IUF0RHATION C0HTAIHED 
HEREIN 13 UNCLASSIFIED 
DATE 05-31-2007 BY 65179/DHH/KSR/RU 

Case ID #: 

Title: (U) 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACXIJ1G&_2(2 86 
OGC/lOB# 2 0 06 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1387 
278-HQ-C1229736-VIO Serial 1955 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from Counterterrorism Division dated 05/19/2006, reporting 
a possible IOB error. Based upon a review of the referenced EC 
it is the IIS's opinion the incident described therein is 
indicative of a performance issue. Therefore, no internal 
investigation will be conducted by the 'IIS and this matter 
being relegated to the NSLB for whatever action they deem 
appropriate. 

is 

•• 



(Rev. 01-31-2003) 

(U) 

J£BKET//20320117 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Counterterrorisra 

Date: 01/17/2007 

Attn: AD (Personal Attention) 

Prom: Inspection 
Internal Investigations Section, IPU, Room 3041 

CRS Contact: 

Approved By: Miller David Ian 

Ext 

Drafted By: 

Case ID #: 

Title: (U) 

DECLASSIFIED BY 65179./DHH/KSR/PJJ 
OK 0 5 - 3 0 - 2 0 0 7 

(U) 263-HQ-O-U - 654 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACXTFJGti ??86 
OGC/IOB# 2006 

b6 
b7C 
b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

X Derive 
De Ey On: ~~2fr3-2-OH7 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1387 

Reference: (U) 278-HQ-C1229736-VIO Serial 1387 
278-HQ-C1229736-VIO Serial 1955 

Details: (U) Upon review of Counterterrorism Division's 
captioned report of a potential IOB violation, IIS did not find 
the matter indicative of willful misconduct. IIS only addresses 
allegations where deliberate and/or aggravated misconduct is 
evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 11/16/2006 (278-HQ-C1229736, serial 2570) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

•• 

T//20320117 



U.S. Departme jf Justice 

Office of the Inspector General 

Washington, DC. 20530 

DATE: January 26, 2007 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

ALL FBI INFORMATION CONTAINED 
HEKEIH 13 UNCLASSIFIED 
DATE 0 5 - 3 1 - 2 0 0 7 BY 65179/DHH/KSR/RTJ 

FROM: 

SUBJECT: 

Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

OIG Complaint No. 2007002573 
Subject^ 
FBI No. 263-0-U-654 
FBI CMS No. 2286 

Zl 
b6 
b7C 
b2 
b7E 

D 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I I This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. I f you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 



01G INVESTIGATIONS DIVISION - Complaint Form OIG NO. 

Received Hy L 
SUBJECT:] 

Title: SSA 
Component: : FBI 

M i 3 c : 

Home : 
Phone 
Work: 
Phone 

TT 

689-2007-002573-M 

Date Received: 01/04/2007 How Received: A 

Pay Plan: 
EOD Date: 

ZIP 

ZIP: 

ZL 

SSNO 

D.0.3. 
Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

b6 
b7C 
b2 

SUBJECT: 
Title: INTEL 
Component: FBI 
Misc: 
Home : 
Phone : ~~( ) 
Work: 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

COMPLA1NANT: 
Title: ATTY 
Component: FBI 
Misc : 
Home : 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 
Work: Office of the General Counsel 

National Security Law Branch/CILU, Washington, DC 
Phone: ZIP: 
Confidential: Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b2 
b7E 

Details: 

The FBI provided information regarding a potential IOB matter (2006 

On April 11, 2006, a National Security Letter (NSL) was issued requesting information 
pertaining to the target of an FBI investigation. Shortly after sending the NSL to the 
field for service, it was learned that due to a typographical error, the target (listed in 
the NSL) had been misidentified and as a result was not connected with the investigation. 
Immediate steps were taken to sequester the information. 

It is the opinion of the Office of the General Counsel that this matter need not be reportnd 
to the IOB. (dz) 

\LLEGATIONS: 689 IOB Violation 
)ccurrence Date: TIME: 

:iTY:| I State Zip: 

)I3POSITTON DATA: D i s p o s i t i o n : M D a t e : 0 1 / 2 5 / 2 0 0 7 A p p r o v a l : POWELL, GLENN G 

d e f e r r e d t o Agency : FBI D a t e S e n t : 0 1 / 2 5 / 2 0 0 7 Componen t : FBI 

• a t r i o t A c t : N C i v i l R i g h t s : N Component Number: 2 6 3 - 0 - U - 6 5 4 , 2286 

s e n s i t i v e : N W h i s t l e b l o w e r : N C o n s o l i d a t e d C a s e Number: 

ALL FBI INFORMATION C0HTAIHED 
HEREIB IS UNCLASSIFIED 
DATE 06-06-2007 BY 65179/DHH/KSR/RW 

Page 1 of 

file:///LLEGATIONS


01G - 1NVFGTIGATI0NS DIVISION - Complaint Form OIG NO 

b2 

689-2007-002573-M 

Remarks: 

Predicating material contains classified information that will be maintained in a secure 
container within OIG/INV/HQ. 

01/26/0 /-Sent to Kaiscr/FBI/INSD (dz) 

Page 2 of 2 . _o r\ i i ' 



l-'l)-«)(>2 (Rev. 03-21-2005) 

(U) 

(U) 

(U) 

b l 
b2 
b7E 
b6 
b7C 
b7A 

(U) 

(U) 

IEAUO FEDERAL BUREAU OF INVESTIGATION 
b2 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Attn: 
Attn: 

Date: 05/18/2006 

IIS, Room 11861 
NSLB, Room 7975 

From: 
Squad 
ContacFl SAT 

Approved By: 

Drafted By: 

Case I D # : 

b2 
b7E 
b6 
b7C 

ALL INFORMATION CONTAINED 
HEFEIN 15 UNCLASSIFIED EXCEPT 
WHERE SHQWH OTHERWISE 

2787HQ-qaa97?f>-VTn -, 1425 
278-

Title: (U) SAl 

ssM 

DATE: 05-30-2007 
CLASSIFIED BY 55179/DMH/KSR/RTJ 
REASON: 1.4 (c,dj 
DECLASSIFY ON: 05-30-2032 

I N T E L L I G E N C E OVERSIGHT BOARD ( I O B ) ERROR 

(U) INTELLIGENCE OVERSIGHT 

Synopsis: j?§) To report possible IOB error. 

X 
e t a 

S) 

S) 

>< 

1J.E 

1 . 

2 . 

JL_ 

3 . PUymiiie 1UB E r r o r : 
(S) 

bl 
b7A 

4 - -Description of TOB Error finnlnriinn a n v r P n n r H n a H 0 ^ ^ „ g ^ 

( S ) | 

SCJAAIJ^ 

CM 
cs|n SECRET 

b6 
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(U) 
TO 
Re 

( S ) 

SECRET 

I n s p e c t i o n From: 
278-HQ-C1229736-VIO, 0 5 / 1 8 / 2 0 0 6 

b2 
b7E 

( S ) \ 

b l 
b7A 
b2 
b7E 

b l 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

> S \ The afrove, innidpnt was memnri al i ?ed via EC in captioned 
fgi investigation] 

S E^4 



(U) 

IEWI 

T o : . I n s p e c t i o n From: 

SEQfRET 
b2 

R e : M 278-HQ-C1229736-VIO, 0 5 / 1 8 / 2 0 0 6 

LEAD(s ) : 

S e t Lead 1 : ( A c t i o n ) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON,'DC 

(U) For action deemed appropriate. 

•• 

SEpRET 
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(Rev. 01-31-2003) 

SE 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

(U) 

(U) 

<U) 

Precedence: 

To: 

ROUTINE Date: 12/28/2006 

Counterterrorism 

Inspection 

Attn: 

Attn: 

Attn: 

SAC 
CDC 

ITOS 1, CONUS 4, TEAM 13 

IIS 

b2 
b7E 
b6 
b7C 

From: General Counsel 
NSLB/Counterterrorism Law Unit fti /T.YI ^ I I Q 

Contact: UC| f 

Approved By: Thomas Julie E. ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

Drafted By: 

CaseID#: 
}q1l 

278 

T i t l e : 

DATE: 05-31-2007 
CLASSIFIED BY 65179/DMH/KSR/RW 

P e n d i n g ) REASON: 1.4 (c,d) 278-HQ-C122 973 6-VIO 
J- /£w (Pending) DECLASSIFY ON: os-31-2032 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD (IOB) 
MATTER 2006-1 | ... 

Synopsis: J/§\ It is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter need not be 
reported to the IOB. Our analysis follows. 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect 8. 

Reference: 278-HQ-C1229736-VIO Serial 1425 

i?ed^el^f,'ythee|eCtr°niC ^ " T ^ i ^ n l ' ^ ' " " ' " "*" 1 B ?°°6 
D e t a i l ! 
(c: 

(U) S e e EC from t h e 
D i v i s i o n t o t h e I n s p e c t i o n D i v i s i o n i ^ . ± j j . u n LU i_ne i n s p e c t i o n D i v i s i o 

and G e n e r a l C o u n s e l , d a t e d May I t) , 2 0 0 6 , Case ID# 278-HQ-C1229736-VIO S e r i a l 
1 4 2 5 , t i t l e d "INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR" h e r e i n a f t e r c i t e d a s 

SEQi^ET 

b2 
b7E 

^ N 

CIG/DOJ REVIEW 
FBI INVESTIGATION: 

0IG/D0J INVESTIGATION; 

DATE:; '•/ b6 
b7C 



(U) To: 
Re": 

. From: Gene-ral Counsel 
T^f—278-HQ-C1229736-VIO, 12/28/2006 b2 

b7E 

reported a potential IOB involving a National Security Letter 
(NSL) issued by| |which, through an error on the part 
of the provider, yielded cellular telephone subscriber 
information belonging to the wrong number, a number which was not 
the subject of an FBI national security investigation. 

111 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

(U) 
As required by Executive Order (E.O.) 12863 and 

Section 2-66Nof the National Foreign Intelligence Program Manual 
(NFIPM), OGC was tasked to determine whether the error described 
here is a matter which must be reported to the IOB. We believe 
that the reported activity does not require IOB notification 

(U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential 
directive." This has been interpreted to include violations of 
the Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection ("Attorney b2 

b7E 

bl 
b7A 



(U) 

cs^Ea 

To: 
"Re: 2/y-Ho-ci 

SE 

From: General Counsel 
229736-VIO, 12/28/2006 

b2 
b7E 

(S) 

(S) 

(S) 

General's Guidelines"), the implementation of which is mandated 
by Executive Order 12333. 

Genera 
§2709 

^/fs^ As set forth in Section V.12 of the Attorney 
l's Guidelines, use of NSLs in conformity with 18 U.S.C. 
is authorized when rprtain rsrnrHg are sought as part of 

I 18 U.S.C. §2709 authorizes 
the FBI to obtain certain subscriber and toll billing records 
from a wire communication service provider when those records 
"are relevant to an authorized investigation to protect against 
international terrorism or clandestine intelligence activities." 

(U) 
" , ^ l 

In this instance, nnrsi •l/int to an authorized 
I properly served an NSL 

ryquysLiny relevant suoscrioer information and toll billing 
records from a wire communication service provider. In response 
to this properly served NSL, the provider erroneously provided 
subscriber information for an unrelated telephone number whi nh 
ŵ c: not- taquested in the NSL and was not relevant to the 

(contacted the provider, then shredded the inadvertently 
obtained information. 

bl 

b2 
b7E 
bl 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

(U) Since already contacted the provider 
and shredded the inadvertently obtained material, ̂ hsre is no 
longer a need for an action lead to] 

b2 
b7E 



To: 
Re: 

From: General Counsel 
JX^ 278-HQ-C1229736-VIO, 12/28/2006 

LEAD(s) : 
b2 
b7 

Set Lead 1: (Info) 

AT 

(U) For information. 

Set Lead 2: (Info) 

COUNTERTERRORTSM 

AT WASHINGTON. DC 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three yea 
for possible review by the Counsel to the IOB. 

cc: Ms. Thomas 
b6 
b7C 

IOB Library 

•• 

s: 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 01/12/2007 

Attn: NSLB 

From: Inspection 
Internal Investigations Sprit-ion. TPIT. Room 3Q41 
Contact: CRS Ext, 

Approved By: Miller David I afftj ̂ //^ £^^'< 

Drafted By: 

Case ID #: 

Title: (U) 

DECLASSIFIED BY 65179/DHH/KSR/RW 
OH 05-30-2007 b 6 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 24 50 
OGC/lOB# 2 006 

b7C 
b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1425 
278-HQ-C1229736-VIO Serial 1971 

(U) The Internal Investigations Section (IIS) received 
:>m| (Division dated 05/18/2006, reporting a 

Details! 
an EC froti 
possible ibfcs error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

•• 



31-2003) 

^B€RE^/^20320117 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To: 

ROUTINE 

Attn: 

Date: 01/17/2007 

SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU. Room 3041 
Contact: CRS 

Approved By: Miller David Ian 

Ext[ 

Drafted By: 

Case ID #: 

Title: (U) 

h DECLASSIFIED BY 65179/DHH/KSR/RW 
iDW 05-30-2007 

(U) 263-HQ-O-U - 657 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 24 50 
OGC/IOB# 20061 I 

b2 
b7E 
b6 
b7C 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS) , and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Enclosure(s) 

Reference: (U) 

Derive 
DecJLaesiry On: 

(U) 278-HQ-C1229736-VIO Serial 1425 

278-HQ-C1229736-VIO Serial 1425 
278-HQ-C1229736-VIO Serial 1971 b2 

b7E 

Details: (U) Upon review of [_ )ivision's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

•• 

SE /20320117 



U.S. Departme. of Justice 

Office of the Inspector General 

Washington. DC 20530 

DATE: January 26, 2007 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007002578 
Subject} 

ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-31-2007 BY 65179/DHH/K3R/RW 

b6 
b7C 
b2 
b7E 

FBI No.' 26J-U-U-6S7 
FBI CMS No. 2450 

• 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I I This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 



SUBJECT: 
Title: SSA 
Component: FBI 

Misc: 
Home: I 
Phone: () -
Wo r k: , , 
Phone : 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

ZL 
J 

SSNO: 
D.O.B.: 

Alien No.: 
F.B.I.No. : 
B.O.P.No.: 

D/L No.: 
Offenses: 689 

SUBJECT: 
Title: SA 
Component: FBI 
Misc : 
Home : 

Pay Plan: 
EOD Date: 

Phone: () 
Work: , , 
Phone: 

ZIP: 

ZIP: 

SSNO: 
D.O.B'. : 

Alien No.: 
F.B.I.No.: 
B.O.P.No.: 

D/L No.: 
Offenses: 

b6 
b7C 
b2 

689 

COMPLAINANT: 
Title: DDIR 
Component: FBI 
Misc: 
Home : 
Phone: 
Work: , 
Phone: 

Pay Plan: 
EOD Date: 

TT 

Confidential: 
Zl 

ZIP: 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B . 0.P.No. 

D/L No. 

Authority: none 

Details: _ 

The FBT provided information regarding a potential IOB matter (2006-1 
Si ± 

bl 
b7A 

a National security Letter (NSLJ was served to obtain mrormation relative to the 
ongoing investigation. The information that was provided to the FBI was of another 
individual who was not the subject of the investigation. Upon discovering the FBI had been 
provided the wrong information, steps were taken to obtain the information pertaining to the 
correct individual. The information sent in error, of which none was uploaded into FBI 
databases, was shredded. 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. (dz) 

ALLEGATIONS: 689 IOB Violation 
iccurrence Date 
:ITY n Zip: 

b2 
b7E 

'1SPOSITION DATA: Disposition M Date: 01/25/2007 Approval: POWELL, GLENN G 

eferrea to Agency: FBI Date Sent: 01/25/2007 Component: FBI 

atriot Act: N Civil Riahts: N Component Number: 263-0-U-657, 2450 

ensitive: N Whistleblower: N Consolidated Case Number: 

DATE: 05-06-2807 
FBI INFO. 
CLASSIFIED BY 65179/DMH/KSR/RW 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-06-2032 

['age 1 o£ 2 P v -i rrt- ̂  <-! ^ T / ̂  c / O rM"> -



b2 

OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO.: 689-2007-002578-M 

Rema tks: 

Predicating material contains classified information that will be maintained in a secure 
container within OIG/INV/HQ. 

01/2b/07-Sent to Kaiser/FBI/INSD. (dz) 

Page 2 a£ 2 



I T > - % 2 ( R L V . 03-21-2005) 

SECFE-TTTSO 310 62 7 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

(U) 

(U) 

(U) 

Precedence: ROUTINE Date: 06/27/2006 

To: Inspection 
General Counsel 

Attn: IIS, Room HHbl 
Attn: NSLB, Room 7 97 5 

From: 

b6 
b7C 
b2 
b7E 

CL-1 
Contact SA [ 

Approved By 

Drafted By: 

C a s e I D # : 

-Su-fa. 

T i t l e : 

27 8 -HQ-C122 97 3 6 - V I O 

(U) SA 
SSA 
INT ETLTGET 

All IHFORHATHfa CODTAIHED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DATE: 05-30-2007 
CLASSIFIED BY SS179/DHH,-'KSR/RU 
REASON: 1.4 (c) 
DECLASSIFY OH: 05-30-2032 

Synopsis:( 

GENCE OVERSIGHT BOARD (IOB) ERROR 

To report possible IOB error. 

delays) 
Description of IOB Error (including any reporting 

prepared a National Security 's&H^ On 03/01/2006J 
Letter (NSL #1) directed to a large telecommunications company 
requesting subscriber, toll and billing records for a telephone 
number believed to belong to above listed individual. NSL #1 was 
prepared according to the then-current PATRIOT Act provisions, and 
contained the then-current non-disclosure warning. NSL #1 was 
approved and transmitted to another field office for service. 

b2 
b7E 

b6 
b7C 

SEC R£S2^2 20310627 



!CRE$9"̂ aX) SECRE 310627 

(U) To 
Re 

: Inspection From: 
: J^f 278-HQ-C1229736-VIO, 06/27/2006 

X (U) / ^ \ 0 n o r a b o u t 03/13/2006, and after the transmittal of 
NSL #1 to the other field office, but before it was served, the 
PATRIOT Act was revised, changing, among other things, the law 
_L£na_Ld±ng the non-disclosure procedures for NSLs. On 03/13/2006, 

telephonically notified the other field office not to serve 
(NSL #2) complying with 

b2 
b7E 

(U) 

(U) 

NSL #1, and a new NSL (NSL #2) complying with the revised Act 
a new non-disclosure provision was prepared for the same 
information. NSL #2 was approved and transmitted to the other 
field office for service. 

'^H^ On 03/21/2006, the other field office mistakenly 
served NSL #1 on the telecommunications provider. NSL U2 was 
served on 03/28/2006. On 05/24/2006, the telecommunications 
provider responded to NSL #1, providing subscriber information on 
the telephone number, but noted that it had received NSL #2 for the 
same telephone number, and indicated that it would provide toll and 
billing records in its response to NSL #2. 

became aware of the issue upon receiving the 
information regarding the response to NSL #1 on 06/20/2006. The 
response to NSL #1 has been sequestered. 

SEC: RE?77^310 
2 

627 



SECfes£//20310627 

(U) 
•••--. To: I n s p e c t i o n From: 

Re: • ( V 2 7 8-HQ-C122 9fT^vTo7~TT67r7 ' /2006 
LEAD(s) : 

S e t L e a d 1 : ( A c t i o n ) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

•• 

SEC 0627 



(Rev. 01-31-2003) 

SEOJffiT 7 
FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

(U) 

Precedence: ROUTINE 

To: 

Inspection 

b2 
b7E 
b6 
b7C 

Date : 12/19/2006 

Attn: 

Attn: 

SAL 
SSA 
CDC 
IIS 
CRS 

From: Office of the General Counsel 
NflT.R/CTT.TT/Rnom 7 Q 4 7 

Contact: 

Approved By: Thomas Jul 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

D r a f t e d By: 

Case ID #: 
| < # 

T i t l e : (U) 

(U) 278-HQ-C1229736-VIO-" ' l ( P e n d i n g ) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2 0 0 6 | ~ | 

DATE: 0 5 - 3 1 - 2 0 0 7 
CLASSIFIED BY 65179/DHH,'K3R/RU 
REASON: 1 .4 (c) 
DECLASSIFY OH: 0 5 - 3 1 - 2 0 3 2 

Synopsis: ) & ) It is the opinion of the Office of the General 
Counsel (OGC) N:hat this matter need not be reported to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by the Counsel 
to the IOB. 

Reference: (U) 278-HQ-C1229736-VIO Serial 1469 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

Derails; J^ The referenced electronic; communication (EC) f 
Jdated 06/27/2006, requested that t h e 

r o m 
J I V I S I O I 

OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. In our opinion, it 
does not. Our analysis follows. 

b2 
b7E 

C'G/DOJ REVIEW! _ 
F3I INVESTIGATION; 

SECRET 

OIG/DOJ INVESTIGATION: 

bo 
b7C 



(SI 

(0) 

(U) 

(U) 

(U) 

(U) 

T o : 
R e : W 

b2 
b7E 

P rom: O f f i c e o f "the G e n e r a l C o u n s e l 
2 T 8 - H Q - C 1 2 2 9 7 3 6 - V I O , 1 2 / 1 9 / 2 0 06 b7E 

b l 
b7A 

L e t t e r (NSL 
a t - p l p n h n n a 

On 03/01/2 006 
#'l) for the subscriber, 
nnm}->g>T- h o i i o i r o H t-<-. h o i 

cHJUUXUdllUtJ WJ.LU LUti UbA FA1K1U1 AL1 
appropriate non-disclosure warning, 
another field office for service. 

_]prepared a National Security 
tOll, and billing vnnmr^in fnr 

ijg to the subject oi 
This NSL was prepared ill 
of 2001 and contained the 
NSL #1 was transmitted to 

A^K On 03/09/2006, after NSL #1 had been sent to the 
other field office for service but before it was served, the 
President signed the USA PATRIOT Improvement and Reauthorization 
Act of 2 0 05 (USA PATRIOT IRA) which, among other things, changed 
the non-disclosure procedures for NSLs. 

Cw-
03/l3/2006[ 
not to serve NSL 
same information 
set forth in the 
other field office 

nf tar learning of the change in the law, on 
ontacted the other field office and told them 

[prepared a new NSL (NSL #2) for the 
NSL #2 included the non-disclosure procedures b2 

USA PATRIOT IRA. NSL #2 was transmitted to the b7E 
for service, 

On 03/21/2006, the other field office mistakenly 
#1^ NSL #2 was served on 03/28/2006. served NS 

On 05/24/2006, the telecommunications provider 
respondedxto "NSL #1 by providing subscriber information. The 
provider noted that it had received NSL #2 for the same telephone 
number and indicated that it would provide toll and billing 
records in its response to NSL #2. 

response 
Sequestered the information provided in 

SL #1 upon receipt on 06/20/2006. 

b2 
b7E 

(U) Section 2.4 of Executive Order (E.O.) 12 863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language has been interpreted to mandate the reporting of any 
violation of a provision of the Attorney General Guidelines for 
National Security Investigations and Foreign Intelligence 
Collection (NSIG) or other guidelines or regulations approved by 
the Attorney General in accordance with E.O. 12333, dated 
12/04/1981, if such provision was designed in full or in part to 

SECRET 

' 2 



TO: 
R e : 

SEraE ET 

rrom: Off ice of t h e General Counsel 
b2 
b7E 

(U) 278-HQ-C1229736-VIO, 1 2 / 1 9 / 2 0 0 6 

(U) 

ensure the protection of the individual rights. Violations of 
provisions that are merely administrative in nature need not be 
reported to the IOB. The FBI is required, however, to maintain 
records of such administrative violations so that the Counsel to 
the IOB may review them upon request. 

(U) Under the Electronic Communications Privacy Act 
(ECPA), the FBI may seek telephone and email communication 
records from telephone companies and internet service providers. 
18 U.S.C. § 2709. Moreover, under the NSIG. NSLs are an 
authorized technique and may be issued in conformity with 
statutory requirpmpntqi dnriTjtg a preliminary or full 
investigation. 

bl 

/fSs) Here, during an authorized investigation,1 the FBI 
properly served two (2) NSLs on a telecommunications provider. 
Due to a change in the USA PATRIOT Act, the non-disclosure 
provisions of these two NSLs were different. However, the 
language of the non-disclosure provisions does not effect the 
legality of the NSL. Both NSL #1 and NSL #2 were properly and 
legally served under an authorized investigation. Therefore, the 
FBI has not violated the law and is permitted to keep and use the 
information provided in response to both of these NSLs. 

> 4 Based upon these facts, in accordance with the 
reporting requirements of Section 2.4 of EO 12863, it is our 
opinion that this error is not reportable to the IOB. 

bl 
b7A 

(S) 



;E$B3£ET 

To: 
Re: 

b2 
b7E 

From: Office of the General Counsel 
TUT 2~78-HQ-C1229736-VIO, 1 2 / 1 9 / 2 0 0 6 

LEAD(s) : 

S e t Lead 1 : ( I n f o ) 

AT 

b2 
b7E 

(U) Read and clear. 

Set Lead 2: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

CC: Ms. Thomas 

IOB Library 

b6 
b7C 

•• 



1-2003) 
SJ5&RE37/20320117 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To: 

ROUTINE Date: 01/17/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Tnvophinahinna Sprf-inn 
Contact: CRS 

PU, Room 3 041 
Ext.| 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ia< DECLASSIFIED BY 65179/DMH/KSR/RU 
ON 05-30-2007 

b2 
b7E 
be 
b7C 

(U) 263-HQ-O-U - 659 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2480 
OGC/lOB# 20061 | 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Derivê t~-F«omj=;̂ -G-̂ 3̂  

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1469 

Reference: (U) 278-HQ-C1229736-VIO Serial 1469 
278-HQ-C1229736-VIO Serial 1980 

b2 
b7 

Details: (U) Upon review o: Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter 
was brought to our attention as required by the revisions 
mandated by National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

•• 

SE^T//20320117 



J':%:« 

m 

U.S. Departraei >f Justice 

Office of the Inspector General 

Washington. DC. 20.1.10 

DATE: January 29, 2007 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

ALL FBI INFORMATION CONTAINED 
HEPEIN IS UNCLASSIFIED 
DATE 05-31-2007 BY 65179/DMH/K5R/RW 

FROM: 

SUBJECT: 

Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

OIG Complaint No. 2007002605 
Subject 

b6 
b7C 
b2 
b7E 

FBI No. 263-0-U-659 
FBI CMS No. 2480 

• 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I I This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 



01 G .INVESTIGATIONS DIVISION - C o m p l a i n t Form OIG NO. 689-2007-002605-M 

Rece.i ved Hy: Date Received: 01/04/2007 How Received: A 

SUBJECT: 

Title: SA 
Component: FBI 
Misc: 
Home : 
Phone: () 
Work 

Pay Plan: 
EOD Date: 

Phone: 
,' ' 

ZIP 

ZIP 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

b2 
b6 
b7C 

689 

SUBJECT: 
Title: SSA 
Component: FB-
Misc: 
Home: 
Phone; : 
Work: 
Phone: 

Pay Plan: 
EOD Date: 

T) ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

COMF 

Ti t 1 

Comp 
Mi se 
Home 
Phon 
Work 

Phon 
Conf 

LAINANT: 
c: ATTY 
orient: FBI 

Pay Plan: 
EOD Date: 

e: ZIP: 
Office of the General Counsel 
National Security Law Branch/CILU, Washington, DC 

e: ZIP: 
idential: Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

Details: 

The FBI provided information regarding a potential IOB matter (20061 

b2 
b7E 

On March 1, 2006 FBI prepared the first National Security Letter (NSL) and 
field office for service. On March 9, 2006, the USA PATRIOT transmitted it to anotner 

Improvement and Reauthorization Act of 2005, which changed the non-disclosure procedures for 
NSLs, was signed. On March 13, 2006, the field office is contacted and advised not to serve 
NSL #1;NSL #2 is prepared and transmitted to the field office for service. 

NSL #1 was mistakenly served on March 21, 2006; NSL #2- was served on March 28, 2006. The 
FBI received a response to NSL #1; the information was sequestered upon receipt on June 20, 
2006. 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. (dz) 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: TIME: 
CITY:! I State: Zip: 

DISPOSITION DATA: Disposi t ion: M Date: 01/26/2007 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 01/26/2007 Component: FBI 

Pa t r io t Act: N Civil Rights: N Component Number: 263- ' . - i i- t i, 2480 

S e n s i t i v e : N W h i s t l e b l o w e r : N C o n s o l i d a t e d Case Number: 
ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-06-2007 BY 65179/DHH/KSR/RU 



b2 

01G - INVESTIGATIONS DIVISION - Complaint Form OIG NO. -689-2007-002605-M 

Roma rkt; : 

Predicating material contains classified information that will be maintained in a secure 
container within CIG/INV/HQ. 

01/29/07-Sent to Kaiser/FBI/INSD. (dz) 

Pane 2 o f ? m / o c / o n m 1 n . c: ,1 . i -7 



FL ,2 (Rev. 03-21-2005) 

SE<SR£T 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

(U) 

(U) 

(U) 

(S) 

Precedence: 

To: 

ROUTINE Date: 07/05/2006 

Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7975 

From: 
Squad 1 
Contact: 

b2 
b7E 
b6 
b7C 

CDC 

Approved By: 

Drafted By: 

Case ID#: 

Title: (U) 

Synopsis: 

278-HQ-C1229736-VIO ̂ V?6 

£ 

ALL IHFOPJiATIOH CONTAINED 

HEREIN IS UNCLASSIFIED EXCEPT 

WHERE SHOWN OTHERWISE 

DATE: 05-31-2007 

CLASSIFIED BY 65179/DMH/KSR/RW 

REASON: 1..4 {c,,d) 

DECLASSIFY -QII: 05-31-2032 

T 
TE 
SA 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

To detail verbally reported possible IOB error. 

Details: 

X 
(S) 

(S) 

bl 
b2 
b7E 
b6 
b7C 
b7A 

X> 

Possible IOB Error: 

') Initiating a form of electronic surveillance or a search 
without probable cause. 

4' Description of IOB Error (including any reporting delays). 

(S) 

bl 
b6 
b7C 
b7D 
b7A 

SEJ?I(EI 

b6 
b7C 

bl 
b2 
b7E 
b7D 
b7A 



(0) 
bl 
b2 
b7E 
b6 
b7C 
b7A 

SI^JK^T 

To: Inspection From: | | 
Re: >££^ 278-HQ-C1229736-VIO, 07/05/2006 

b2 
b7E 

(S) 

b2 
b7E 
b6 
b7C 

As directed, all hard copy information concerning that e-mail 
address has been destroyed and removed from all FBI| | 
computers. One compact disk containing all filesl , |relating 

b2 
b7E 
b6 
b7C 

to the e-mail address was forwarded to SSA 
CONUS II. 

of ITOS I, 



(U) 
To: ^Inspect ion From: | | 
Re: C$f 278-HQ-C1229736-VIO, 07/05/2006 

LEAD(s) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

•• 

b2 
b7E 

••'J 

!."!K* 



(Rev. 01-31-2003) 

iET7/KqF( SECRET7/KQFORN 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

(U) 

(U) 

Precedence: ROUTINE 

To: | | 

Counterterrorism 

Inspection 

b2 
b7E 
b6 
b7C 

Date: 

Attn: 

Attn: 

Attn: 

12/22/2006 

SAC 
CDC 

ITOS 1, CONUS 2, TEAM 7 

IIS 

From: Office of the General Counsel 
NSLB/CTLU1/ LX1 Room 3S119 
Contact: 

Approved By: 

Drafted By: 

Case ID#:£&j 

ALL INFORMATION COBTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE 3HQWW OTHERWISE 

DATE: 05-31-2007 
CLASSIFIED BY 65179/DMH/KSR/RW 
REASON: 1.4 (c,d) 
DECLASSIFY ON: 05-31-2032 

278-HQ-C1229736-VKT (Pending) 

Title: H INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006| | 

Synopsis: ^£S^ It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and 
deliver the necessary correspondence to the IOB. 

(U) 
(U) 

Reference: X 278-HQ-C1229736-VIO serial 1490 

Administrative: y*\ This document contains information obtained or 
derived frctm an electronic surveillance or physical search conducted 
under the Foreign Intelligence Surveillance Act ("FISA"), 50 U.S.C. 
Section 1806(b). Such information shall not be used in any criminal 
or administrative proceeding, including grand jury proceedings and 
warrant affidavits, without the prior written approval of the 
Attorney General of the United States. U.S. Person FISA derived 
information may not be disseminated to a foreign government without 
the prior written approval of the Attorney General of the United 
States. 

SEC*XT//NOFORN 

OIG/DOJ REVIEW: 
FBI INVESTIGATION: 

OIG/DOJ INVESTIGATION: 

JJffEJ. 
M 

b6 
b7C 

Y 



T o : 
R e : 

|From: 
27U-H0-C122973 6-VIO, 

3 
SE^«^//NOFORN 

Office of the General Counsel 
12/22/2006 

b2 
b7E 

(U) 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

b2 
b7E 
b6 
b7C 

3 Details: j&i^ The referenced serial from 
requested that OGC review the facts of the captioned matter 
and determine whether it warrants reporting to the IOB. As 
explained below, in our opinion, the FBI is required to report 
this matter to the IOB. 

is/ 

(S/NFJ 

(S/NF) 

(U) yA&)^ As directed, all hard copy information 
concerning that e-mail address has been destroyed and removed 
from all FBI I Icomputers. One compact disk 
containing all files! | relating to the e-mail address 
was forwarded to SSA of ITOS I, CONUS II. 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board .(IOB) 

SB CW^/NOFORN 

2 



b2 
b7E To: 

Re: 

SECRSaT/NOFORN 

From: Office of the General Counsel 
27S-HQ-C122 9736-VIO, 12/22/2006 

bl 

and established the Board as a standing committee of the 
President's Foreign Intelligence Advisory Board. Among its 
responsibilities, the IOB has been given authority to review 
the FBI's practices and procedures relating to foreign 
intelligence and foreign counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates 
that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division (INSD), and the General Counsel, 
Office of the General Counsel (OGC), respectively) report to 
the IOB intelligence activities that they have reason to 
believe may be unlawful or contrary to Executive Order or 
Presidential Directive. This language has been interpreted to 
mandate the reporting of any violation of a provision of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG), 
effective 10/31/2003, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed to ensure the 
protection of individual rights. 

(U) Violations of provisions that merely are 
administrative in nature and not deemed to have been designed 
to ensure the protection of individual rights are generally 
not reported to the IOB. The FBI Inspection Division is 
required, however, to maintain records of such administrative 
violations for three years so that the Counsel to the IOB may 
review them upon request. The determination as to whether a 
matter is "administrative in nature" must be made by OGC. 
Therefore, such administrative violations must be reported as 
potential IOB matters. 

1SL 

(U) ;ntl> 
In this situation, the FBI and OIPR 

inadverten"tly" included an email account not associated with 
the FBI subject in a FISA application. This resulted in 
court-ordered electronic surveillance and physical search of 
an email facility that was not associated with the FBI 
subject, in violation of the NSIG. This incident must be 
reported to the IOB. In accordance with the reporting 
requirements of Section 2.4 of Executive Order 12863, OGC will 

S B f i ^ / / SSGKBIT//NOFORN 

3 



CRET//NOFORN 

To: | \ From: Office of the General Counsel 
Re: 278-HQ-C1229736-VIO, 12/22/2006 

prepare a cover letter and a memorandum to report this matter 
to the IOB. 

Because the inadvertently captured information 
has already been collected, sequestered, sealed and delivered 
to CTD, ITOSl, there is no action lead to the field. If not 
already done, CTD, ITOSl should ensure that all inadvertently 
captured information is delivered to OIPR for appropriate 
disposition by the FISC. 

b2 
b7E 

vpS^H^K SECRBT7StNOFORN 

4 



n 
R^*</ 

T o : 
R e : 278-HQ-C1229736-VIO, 1 2 / 2 2 / 2 0 0 6 

SBCRE2S(/N0F0RN 

From: Office of the General Counsel 

LEAD(s): ^ 
b/E 

Set Lead 1: (Info) 

I 
AT 

(U) For information. 

Set Lead 2: (Action) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 

(U) The FBIHQ substantive unit should ensure that 
all inadvertently captured information is delivered to OIPR 
for appropriate disposition by the FISC. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON. D.C. 

(U) For action deemed appropriate. 

b6 

cc: Ms. Thomas b7c 

IOB Library 

•• 

RÊ *<(N( SECRET^NOFORN 

5 



December 2 2 , 2006 

BY COURIER 

Mr. S t e p h e n F r i e d m a n 
C h a i r m a n DECLASSIFIED BY 65179/DHH/KSR/RW 

I n t e l l i g e n c e O v e r s i g h t B o a r d ON 05-31-2007 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memor,aiidiuiL_entitled "Intelligence Oversight Board Matter b2 

2006- (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 278-HQ-C1229736-VIO 



Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 



;TT^§ 

(U) SE 

INTELLIGENCE OVERSTOH 
I IFIEL 

IOB MATTER 2 0 0 6 J 

BOARD (IOB] 
iFl OFFICE 

[(U) 

MATTER 

b2 
b7E 

* B y e l e c t r o n ic communication dated July 5, 2006 
the Federal Bureau of Investigation (FBI}-— —iField ' 
Office reported that the FBI and the Office of Intelligence 
Policy and Review (OIPR) inadvertently included an email account 
not associated with the FBI subject in a Foreign Intelligence 
Surveillance Act (FISA) application. This resulted in court-
ordered electronic surveillance and physical search of an email 
facility that was not associated with the FBI subject The 
inadvertently intercepted material was sequestered and will be 
tiled with the Foreign Intelligence Surveillance Court 

bl jsj 

I me courc-oraerea electronic surv^ll.npp aT,H r ^ ^ ^ n 1 
••BediLii ulan email facility that was not associated with the FBI 

t h e ' i o l " 1 0 1 * ^ t h e N S I G - T h U S ' t h e m a t t e r i s b e i n 9 Sported to 

MTEINPGPHATI0H7 C OHTAIHED 
HERESHFIEDUFELSSSipiHUhEXEgETEW 
HEEBBNSHDUH (JlflERWISE 
DECLASSIFY Oil: 07-05-2032 ALL IHF0RHATI0H CONTAINED 

HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SH0WH OTHERWISE 

;EK((E SEKKET 5EJTOE SEsTRET 



(Rev 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

From: Inspection 

Date; 01/12/2007 

Attn: NSLB 

Internal Investigations Section. 
Contact: CRS 

Approved By: Miller David Ian-y^Jf^ (ij$£L\ 

Drafted By 

I P U , 
J Ext 

Room 3 0 4 1 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 0 5 - 3 1 - 2 0 0 7 BY 65179/DHH/K3R/RW 

Case ID #: 

Title: (U) 

(U) 278-HQ-C1229736-VIO (Pending) b6 
b7C 

INTELLIGENCE OVERSIGHT BOARD MATTER b2 

INSD/IIS TRACKI_MGJL_3492 
OGC/lOB# 2006 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1490 
278-HQ-C1229736-VIO Serial 1974 

Details: £HL 
an EC from 

The Tnt-farnal Investigations Section (IIS) received 
Division dated 07/05/2006, reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

•• 



(Rev. 01-31-2003) 

://20320117 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

Precedence: ROUTINE 

To: 

Date: 01/17/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact: CRS 

Approved By: Miller David Ian 

Drafted By: 

Ext 

b2 
b7E 
b6 
b7C 

Case ID #: 

Title: (U) 

(U) 263-HQ-O-U - 661 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING*.2492 
0GC/I0B# 2006H I 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

De 
De Efui: 

Enclosuro(s): (U) 278-HQ-C1229736-VIO Serial 1490 

Reference: (U) 278-HQ-C1229736-VIO Serial 1490 
278-HQ-C1229736-VIO Serial 1974 

Details: (U) Upon review of Division's captioned 

b2 
b7E 

report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 11/16/2006 (278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • DECLASSIFIED BY 65179/DHH/KSR/RU 
OH 05-31-2007 

SEB*ET//20320117 



Si U.S. Departmeii f Justice 

Office of the Inspector General 

Washington, DC. 20530 

DATE: January 29,2007 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

ALL FBI INFORMATION CONTAINED 
HEFEIN IS UNCLASSIFIED 
DATE 05-31-2007 BY 65179/WIH/KSR/RW 

FROM: 

SUBJECT: 

Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

OIG Complaint No. 2007002615 
Subject 

b6 
b7C 
b2 
b7E 

FBI No. 263-0-U-661 
FBI CMS No. 2492 

• 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I I This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 



OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2007-002615-M 

Received By: Date Received: 01/04/2007 How Received: A 

SUBJECT: 
Title: SA 
Component.: FBI 
Misc : 
Home : 
Phone: () 
Work: , , 

n 
Pay Plan: 
EOD Date: 

Phone: [_ 

7,1 P: 

ZIP: 

SSNO: 
D.O.B.: 

Alien No.: 
F.B.I.No.: 
B.O.P.No.: 

D/L No.: 
Offenses: 689 

SUBJECT: 

Ti tic: TFO 
Component: USM 
M i s c : 

Home : 
Phone: 

Pay Plan: 
EOD Date: 

7TP-
Work: \_ 3 

SSNO: 
D.O.B.: 

Alien No.: 
F.B.I.No.: 
B.O.P.No.: 

D/L No.: 
Offenses: 

b6 
b7C 
b2 

689 

Phone: ZIP: 

COMPLAINANTj 
Title: LEGAL 
Component: FBI 
Misc.-
Home : I 
Phone: () -
Work: , 
Phone: 

Pay Plan: 
EOD Date: 

ZIP 

Confidential : 
ZIP: 

Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.No. 

D/L No. 

Authority: none 

Details: 
b2 

<S> 
The FBI provided information regardinga potential IQ.B matter (2006 

and a National Security Letter (NSL) was issued. In response to the NSL, mxormation 
associated with the target of the investigation was identified. However results from 
another NSL requesting information revealed that the information previously obtained did not 
belong <-»-> *-ha target. The information obtained was destroyed and removed from all FBI 

(computers. 

bl 
b2 
b7E 
b7A 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. (dz) 

ALLEGATIONS: 68 9 
Occurrence Date: 
;iTY: I ~~~ 

IOB Violation 

H 
TIME: 

State: Zip: 

b2 
b7E 

HSPOSITION DATA: Disposition: M D a t e : 0 1 / 2 6 / 2 0 0 7 A p p r o v a l : POWELL, GLENN G 
rp*' 

d e f e r r e d t o A g e n c y : FBT D a t e S e n t : 0 1 / 2 6 / 2 0 0 7 Componen t : FBI 

' a t r i o t A c t : N C i v i l R i q h t s : N Component Number: 2 6 3 - 0 - U - 6 6 J , 2492 

l e n s i t i v e : N W h i s t l e b l o w e r : N C o n s o l i d a t e d C a s e Number: 

DATE: 0 5 - 3 1 - 2 0 0 7 
FBI IJIFQ. 
CLASSIFIED BY 65179/DHH/KSR/RW 

REAS0H: 1.4 (c) 
DECLASSIFY ON: 0 5 - 3 1 - 2 0 3 2 

Page 1 of 2 



OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2007-002615-M 

Romarks : 

Yjr <.'d ii'.it ing material contains classified information that will be maintained in a secure 
^onfuiner within OIG/INV/HQ. 

01/2Vn7-Sent to Kaiser/FBI/INSD. (dz) 

aae 2 of 



! ;n-%2 (Kcv. 03-21-2005) 

(U) 

(U) 

(U) 

(U> 

SE$J«T 

BUREAU OF INVESTIGATION 

Precedence 

To 

ROUTINE 

Inspection 
General Counsel 

Date: 07/07/2006 

Attn: IIS, Room. 118.61 
Attn: NSLB, Room 7975 

From: £ 

b2 
b7E 
b6 
b7C 

JTTF 
Contact: 

Approved By: 

Drafted By: 

CaseID #: 

ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

278-HQ-C122 973 6-VIO .̂ i6o5 
T i t l e : (U) TFO 

SSA 

DATE: 05-31-2007 
CLASSIFIED BY 65179/DMH/KSR/RW 
REASON: 1.4 (c,d) 
DECLASSIFY OH: 05-31-2032 

Synopsis: 

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

To report possible IOB error. 
bl 
b2 
b7E 
b6 
b7C 
b7A 

Details: 

(S) 

(S) 

j?8^ 3 - Possible IOB Error: 

IS) 

Wl y&{ 4 . D e s c r i p t i o n of IOB E r r o r . 

LSJ_ 

b l 
b7A 

- I \t *_. i.Li 
CM iu* D\\vljl)l 

5EC3JBI 

V ,1M 
b6 
b7C 

t>b 

b l 
b2 
b7E 
b7D 
b7A 



SEOJ^T 
b2 
b7E 

(S) 

To: . I n s p e c t i o n From: 
Re: (X) 2 7 8 - H O - n ? ? Q - -^f i -VTO m / n ' 7 / o n n r 

Ts3\ 

(S) 

b l 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

(S a 

(S a 

SEC 



*U' To: .Inspection From: 

^ 

R e : J&< 278-HQ-C12297J6-V10, 0 7 / 0 7 / 2 006 

LEAD(s) : 

S e t Lead 1 : ( A c t i o n ) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate, 

•• 

3 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(0) 

(U) 

(U) 

(U) 

(U) 

Precedence: ROUTINE 

To: 

Counterterrorism 

Inspection 

b2 
b7E 
b6 
b7C 

Attn: 

Attn: 

Attn: 

SAC 
CDC 

I TO 

IIS 

From: O f f i c e of t h e G e n e r a l C o u n s e l 
NSLB/CTLU1/LX1 Room 3 S 1 / 9 

D a t e : 1 2 / 2 0 / 2 0 0 6 

ITOS 1, CONUS 2 , TEAM 6 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

Contact: °T 
U" Approved By: Thomas Julie 

Drafted By: f™ 

Case I D I : W 278-HQ-C1229736-VTO'(Pending) 
l ^ T 

DATE: 05-31-2007 
CLASSIFIED BY 65179/PMH/K3F./RW 
REASON: 1.4 (c,d) 
DECLASSIFY OH: 05-31-2032 

.. 1 X b X 6 •' INTELLIGENCE OVERSIGHT BOARD 
MATTER 2 0061 

Synopsis: ^$S^ It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel 
to the IOB. Our analysis follows. 

X 
Reference: J ^ 278-HQ-C1229736-VIO serial 1505 

Details: J%£^ The referenced serial from 
that OGC review the facts of the captioned matter and 
determine whether it warrants reporting to the IOB. As 
explained below, in our opinion, the FBI is not required to 
report this matter to the IOB. 

requested 

b2 
b7E 

OiG/DOJ REVIEW: 
FBI INVESTIGATION 

OIG/DOJ INVESTIGATION: 

DATE: 
i' -1 

jJJTO^ET 

/ - v 
b6 
b7C 



scrcr 

TO: 
Re: 

SEC 

From: Office of the General Counsel 

b2 
b7E 

278-HQ-C1229736-VIO, 1 2 / 2 0 / 2 0 0 6 

ISJ 
b l 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

(S) 
b l 
b7D 

( s ) T 

(S) 

b l 
b6 
b7C 
b7D 
b7A 

(S) b l 
b7A 

2 



To: 
Re: 

SESfifeT 

From: Office of the General Counsel 

b2 
b7E 

278-HQ-C1229736-VIO, 12/20/2006 

isiJ 

(S) bl 
b2 
b7E 
b7D 
b7A 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) 
and established, the Board as a standing committee of the 
President's Foreign Intelligence Advisory Board. Among its 
responsibilities, the IOB has been given authority to review 
the FBI's practices and procedures relating to foreign 
intelligence and foreign counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates 
that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division (INSD), and the General Counsel, 
Office of the General Counsel (OGC), respectively) report to 
the IOB intelligence activities that they have reason to 
believe may be unlawful or contrary to Executive Order or 
Presidential Directive. This language has been interpreted to 
mandate the reporting of any violation of a provision of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG), 
effective 10/31/2003, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed to ensure the 
protection of individual rights. Violations of provisions 
that merely are administrative in nature and not deemed to 
have been designed to ensure the protection of individual 
rights are generally not reported to the IOB. The FBI 

SECWT 

3 



E^te^ 

To: 
Re: 

SE^«IJSTK b2 

b7E. 
From: Office of the General Counsel 

278-HQ-C1229736-VIO, 12/20/2006 

Inspection Division is required, however, to maintain records 
of such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

NSLs are a specific type of investigative tool 
that allows the FBI to obtain certain limited types of 
information without court intervention, including subscriber 
information and electronic communication transactional records 
in the custody of electronic communications service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709) . 
NSLs may be issued in conformity wifh sfa«-ni-r.r-»- T-orpTi rpmpnt-c 
including 18 U.S.C. § 2709. 

r m i t V Wlf>^ a l -a fn t -nnf TJC 

Here, during an authorized investigation, the 
FBI propeflyNserved an NSL on an electronic communications 
service provider requesting subscriber information. In 
response to the properly served NSL, the FBI inadvertently 
obtained information beyond the scope of the NSL (electronic b2 
communication transactional records). FBI| | b7E 
identified the problem, and properly sequestered the 
electronic communication transactional records. -• 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 
of EO 12863, it is our opinion that this error is not 
reportable to the IOB. A record of this decision should be 
maintained in the control file for future review by the 
Counsel to the IOB. 

(U) I should contact the electronic 
communications service provider and ask whether the improperly 
or unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 
Alternatively, since electronic communication transactional 
records can lawfully be obtained with an NSL| ~|may 
serve an NSL for the electronic communication transactional 
records received from the electronic communications service 
provider. 

SEbU^T 

4 



To: 
Re: 

J From: Office of the General Counsel 
278-H0-C1229736-VIO, 12/20/2006 

LEAD(s) : 

Set Lead 1: (Action) 
b2 
b7E 

AT 

(U) 
communications 

should contact the electronic 
ovider and ask whether the improperly seivicti p 

or unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 
Alternatively, since electronic communication transactional 
records can lawfully be obtained with an NSL\ |may 
serve an NSL for the electronic communication transactional 
records received from the electronic communications service 
provider. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON. D.C. 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, D.C. 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three 
years for possible review by the Counsel to the IOB. 

CC: M R . Thomas b6 

I , \ b7c 

IOB Library 

•• 

SEpK&T 



(Rev 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 01/12/2007 

To: General Counsel 

From: 

Attn: NSLB 

Inspection 
Internal Investigations Section, IPU, Room 3 041 

b6 
b7C 
b2 

Contact: CRS Ext 

Approved By: Miller David Ia.rr^f\J/tt^ ^t^i 

Drafted By: 

(Pending) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-31-2007 BY 65179/DHH/KSR/KW 

Case ID #: 

Title: (U) 

(U) 278-HQ-C1229736-VIO 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING* 2 563 
OGC/IOB# 20061 ~| 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1505 
278-HQ-C1229736-VIO Serial 1947 

Details: Hi) The Tntpmal Investigations Section (IIS) received 
an EC frorr |Division dated 07/07/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

• • 



31-2003) 
£EC£si//20320117 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date: 01/17/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Sprfinn. TPTT. Room 3 041 
Contact: CRS J Ext 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian DECLASSIFIED BY 6.5179/DMH/KSR/RIJ 
ON 05-31-2007 

(U) 263-HQ-O-U - 663 (Pend ing ) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
I N S D / I I S TRAC£I12GJ_^563 
OGC/IOB# 2006 

b2 
b7E 
b6 
b7C 

I 
Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

E n c l o s u r e ( s ) : 

X D e r i v e 
DecJ-ae-sirfy On: 

(U) 278-HQ-C1229736-VIO Serial 1505 

Reference: (U) 278-HQ-C1229736-VIO Serial 1505 
278-HQ-C1229736-VIO Serial 1947 

Details: (U) Upon review of |Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 11/16/2006 (278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

•• 

^&BS3«TV/20320117 



IIS. Departme >f Justice 

Office of the inspector He;i. :• 

DATE: January 31, 2007 

W/(.I/»'/H,'(,,H. i> c_ ;.'A</(/ 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

ALL FBI INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED 
DATE 05-31-2007 BY 6S179/DHH/K3R/RW 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: QIC. Complaint No. 2007002641 
Subject I 

b6 
b7C 
b2 
b7E 

in lvision 
FBI No. 263-0-U-663 
CMS No. 2563 

• 
• 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 



OIG INVESTIGATIONS DIVISION -

Received By: 

Complaint Form 

Date Received: 

OIG NO. 689-2007^002641-M 

01/04/2007 How Received: A 

SUBJECT f 

Title: TFO 
Component: FBI 
Misc : 
Home : 
Phone: 
Work : 

Pay Plan: 
EOD Date: 

ZIP: 

Phone 
~n 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.NO. 

D/L No. 
Offenses 

b6 
b7C 
b2 

689 

ZIP: 

SUBJECT: 
Title: SSA 
Component: FBI 
Misc : 
Home : 
Phone' 
Work: 
Phone 

Pay Plan 
EOD Date 

TT ZIP 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.NO. 

D/L NO. 
Offenses 689 

COMPLAINANT: 
Title: SSA 
Component: FBI 
Misc : 
Home : 
Phone: ( 
Work: 
Phone: 

Pay Plan: 
EOD Date: 

Confidential 

ZIP: 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L NO. 

Authority: none 

Details: 

Information received from FBI/lNSD reporting a possible IOB matter involving improperly 
received information. IOB #2006| | 

During an authorized investigation, the FBI properly served a National Security Letter (NSL) 
on an electronic communications provider for information regarding the target of the FBI 
irufPBt-inatinTi m response, the FBI obtained information beyond the scope of the NSL. The 
FBl| jDivision identified the problem and properly °oqno°t-o^°^ n>° .̂ -,̂ ..t-ĥ -i ̂ ^ 

Division to information. The Office of General Counsel (OGC) advised the FBll 
contact the electronic communications service provider and ask whether the improperly or 
unintentionally acquired information should be returned or destroyed with the appropriate 
documentation to the file. 

b2 
JLt_J^s-JJie_gjnjlloiL-0£_yig—°^C_JJia^this .matter need not be reported to the IOB. b7E_ 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 06/20/2006 

1 CITY: 
TIME: 
State: Zip: 

DISPOSITION DATA: Disposition: M Date: 01/04/2007 Approval: POWELL, GLENN G 

Referred to Agency: Date Sent: Component 

Patriot Act.: N Civil Rights: N Component Number 

Sensitive: N Whistleblower: N Consolidated Case Number 

F B I 

2 6 3 - 0 - U - 6 6 3 , 2 5 6 3 

ALL FBI INFORMATION CONTAINED 
HEREIH 15 UNCLASSIFIED 
DATE 0 6 - 0 6 - 2 0 0 7 BY 65179/DHH/KSR/RU 



OIG INVESTIGATIONS DIVISION Complaint Form OIG NO. 689-2007-002641-M 

Remarks: 

A q^A ? h of the OIG database revealed additional matters involving|_ 3andC 
is a subject in five additional IOB matters (2006-009161-M, 2007-001245-M, 

it should be noted thatl |i 
is the subject in 2007-002620-M, 

2007-001248-M, 2007 - 001276 -M and 2007-007,620-M) . jt should be noted that[ 
a subject in 2007-002620-M. Additionally] 
involving! "~ ~ 

s also 
b6 
b7C 

Predicating material contains classified information that will be stored in a secure 
container within OIG/INV/HQ. 

1/31/07 - Sent to AD Kaiser, FBI/INSD. (ynt) 

1 ̂  „,,-, i 



l-D-%2(Uuv 03-21-2005) 

;iifrf£sT SEJ 

FEDERAL BUREAU OF INVESTIGATION 

<U) 

(U) 

(U) 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 07/10/2006 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7975 

From: 
JTTF 
Contact: TFO 

b2 
b7E 
b6 
b7C 

Approved By: 

Drafted By: 

Case I D # : 

0 = ^ 

278-HQ-C1229736-VIO — 1 3 ® & 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

T i t l e : (U) TFO 
SSA 
INT ki.LlUENCE OVERSIGHT BOARD (IOB) ERROR 

S y n o p s i s : ^ S ^ To r e p o r t p o s s i b l e IOB e r r o r . 

(U) 

D e t a i l s 

(S) 1 . 

(S) 2 . 

DATE: 0 5 - 3 1 - 2 0 0 7 
CLASSIFIED BY 65179./DHH/KSR/RW 
REASON: 1 .4 | c , d ) 
DECLASSIFY ON: 05-31-2032 

Possible IOB Error: 

<U)-
bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

4. Description of IOB Error 

-iSi. 

CM 
S^SJ^T 

b6 
b7c 

-k^fiMA*1-



T o : 
R e : 

i 

I n s p e c t i o n F r o m : | 
O ^ T 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O , 

\ S b2 
SECRET b7E 

0 7 / 1 0 / 2 0 0 6 

[ 
None of the aforementioned toll records were entered into 

] The additional toll records that were provided to] 
therefore tllyy Were already entered into 

(S) 

\ I J-'̂  aaaicionai toll records that we 
Jwere already reauestPd in a previous NSL, 

bl 
b6 
b7C 
b2 
b7E 
b7A 

J^ 



SECRET 

T o : ^ I n s p e c t i o n From: 
W Re : > $ ? 278-HQ-C122973<5-VI6, 0 7 / 1 0 / 2 0 0 6 

b2 
b7E 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

•• 



To: 
Re: 

SE^ET 

_ From: Office of the General Counsel 
278-kQ-C1229736-VTO, 12/20/2006 

b2 
b7E 

SSI 

(U)" 

entered ilfcoC 
None of the aforemenl-i r>rn»H tpl 1 records were 

J Thg pddit ional fhg a< 

ere already toll records that were provided for 
requested in a previous NSL, therefore they were already 
entered into| | l<Z\ 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) 
and established the Board as a standing committee of the 
President's Foreign Intelligence Advisory Board. Among its 
responsibilities, the IOB has been given authority to review 
the FBI's practices and procedures relating to foreign 
intelligence and foreign counterintelligence collection. 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

bl 
b6 
b7C 
b2 
b7E 
b7A 

bl 
b7A 



(U) 

(U) 

•ET b2 
b7E 

From: Office of the General Counsel To: 
Re: 278-HQ-C1229736-VIO, 12/20/2006 

(U) Section 2.4 of Executive Order 12863 mandates 
that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division (INSD), and the General Counsel, 
Office of the General Counsel (OGC), respectively) report to 
the IOB intelligence activities that they have reason to 
believe may be unlawful or contrary to Executive Order or 
Presidential Directive. This language has been interpreted to 
mandate the reporting of any violation of a provision of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG), 
effective 10/31/2003, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed to ensure the 
protection of individual rights. Violations of provisions 
that merely are administrative in nature and not deemed to 
have been designed to ensure the protection of individual 
rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records 
of such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

NSLs are a specific type of investigative tool 
that allows the FBI to obtain certain limited types of 
information without court intervention, including subscriber 
information and toll billing records in the custody of wire 
communication service providers (Electronic Communications 
Privacy Act, 18 U.S.C. § 2709). NSLs may be issued in 
conformity with statutory remiirfimp.ntfi. including 18 U.S.C. § 
2709.I 

1 y 1 
/fSS^ Here, during an authorized investigation, the 

FBI properly served an NSL on a wire communication service 
provider requesting subscriber information and toll billing 
records. In response to the properly served NSL, the FBI 
inadvertently obtained information beyond the scope of the NSL 
(toll billing records for a period of time not requested, and 
toll billing records in raflpnnRP fn a rt*rpit>at for only 
subscriber information). FBI identified the 
problem, and properly sequestered the toll billing records. 

SE^($1 



To: [ J From: Office of the General Counsel 
Re: 278-HQ-C1229736-VIO, 12/20/2006 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 b2 
of EO 12863, it is our opinion that this error is not b7E 
reportable to the IOB. A record of this decision should be 
maintained in the control file for future review by the 
Counsel to the IOB. 

(U) |should contact the wire communication 
service provider and ask whether the improperly or 
unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 
Alternatively, since toll billing records may lawfully be 
obtained with an NSL,| Ray serve an NSL for the toll 
billing records if they relevant to the authorized 
investigation. 



To: 
Re: 

From: Office of the General Counsel 
27«-HQ-C1229736-VIO, 12/20/2006 

b2 
b7E 

LEAD(s) 

Set Lead 1: (Action) 

3 b2 
b7E 

AT 

(U) ___________ should contact the wire communication 
service provider and ask whether the improperly or 
unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 
Alternatively, since toll billing records may lawfully be 
obtained with an NSL£ may serve an NSL for the toll 
billing records if they relevant to the authorized 
investigation. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON. D.C. 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON. D.C. 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three 
years for possible review by the Counsel to the IOB. 

cc: 

•• 

Ms. Thomas 
b6 
b7C 

IOB Library 

3ESKE1 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 01/12/2007 

Attn: NSLB 

From: Inspection 
Internal Investigations Section. IPU, Room 3041 
Contact: CRS n Ext 

Approved By: Miller David lan^/^M c$#"l A L L ™F0BHJm0H CO: 
VV ' f'T"" «** HEREIH 13 UWCLASSI 

Drafted By: | 

(Pending) 

OMTAIHED 
FIED 

DATE 05-31-2007 BY 65179/DMH/KSR/MI 

Case ID #: 

Title: (U) 

(U) 278-HQ-C1229736-VIO 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 564 
OGC/IOB# 2006-] | 

b6 
b7C 
b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1506 
278-HQ-C1229736-VIO Serial 1948 

Details: (U) The Internal Investigations Section (IIS) received 
an EC fronj "bivision dated 07/10/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

•• 



(Rev. 01-31-2003) 

SEi2l*ST//20320117 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

TO! 

ROUTINE Date: 01/17/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Rprtinn. .TPU. Room ̂ ri4i 
Contact: CR< 

Approved By: Miller David Ian 

Drafted By: 

Ext 

Case ID #: 

Title: (U) 

(U) 263-HQ-O-U - 664 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2564 
0GC/I0B# 200d 

DECLASSIFIED BY 65179/DMH/KSR/RW 
ON 05-31-2007 

b2 
b7E 
b6 
b 7 C 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U> 

Enclosure(s) 

Reference: (U) 

in:—-2Gi2_0117 

(U) 278-HQ-C1229736-VIO Serial 1506 

278-HQ-C1229736-VIO Serial 1506 
278-HQ-C1229736-VIO Serial 1948 

Division's captioned Details: (U) Upon review o^ r x , i B l u u a wpnonea 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

u u_ *. (U) I I S rec°3nizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

•• 

b2 
b7E 

^^T//20320117 



U.S. Departmt of Justice 

Office of the Inspector Cc:\.i 

DATE: 
\\:ashun;l</n. 1>A _"s" 

January 29, 2007 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

ALL FBI INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED 
DATE 05-31-2007 BY 65179/DMH/KSR/RCT 

FROM: 

SUBJECT: 

Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

OIG Complaint Nn, ->(\Q7(M2fi2n 
Subject 

jDivisi 

b6 
b7C 
b2 
b7E 

•vision 
FBI No. 263-0-U-664 
CMS No. 2564 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

I I This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I | This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary' that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 



OIC INVESTIGATIONS DIVISION Complaint Form OIG NO. 

Received By: 

689-2007-002620-M 

Date Received: 01/04/2007 How Received: A 

SUBJECT 
Title: TFO 
Component: FBI 
MisC : 
Home : 
Phone : 
Work : 

Pay Plan: 
EOD Date: 

ZIP: 

Phone: 
3 

SSNO 
D . 0 . 3 . 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

b6 
b7C 
b2 

689 

ZIP: 

SUBJECT: 

Title: SSA 
Component: FBI 
Misc: ^^__^^__ 
Home : | 
Phone 
Work: 
Phone 

Pay Plan 
EOD Date 

77 ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.0.P.NO. 

D/L No. 
Offenses 689 

COMPLAINANT: 
Title: SSA 
Component: FBI 
Misc: . 
Home : 
Phone: 
Work: 
Phone: 
Confider 

Pay Plan 
EOD Date 

TT ZIP 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

Details: 

information received from FBI/INS_D_t£JQOj:ting a possible IOB matter involving improperly 
received information. IOB #2006 

During an authorized investigation, the FBI properly served a National Security Letter (NSL) 
on a communications provider for information regarding the target of the FBI i nypst- inatinn. 
In response, the FBI obtained information beyond the scope of the NSL. The FBl[_ 
Division identified the problem and properly sequestered the unauthorized information. The 
Office of General Counsel (OGC) advised the FBI) Ipivision to contact the 
communications service provider and ask whether the unauthorized information should be 
returned or destroyed with the appropriate documentation to the file. 

b2 
b7E 

L̂ Ll_AS__tjĵ _opJjxi-oĵ j3f_̂ __he_OGC_̂ ha_t_. this matter need not be reported to the IOB. 
ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 06/29/2006 TIME;. 
CITY J | State Zip : 

DISPOSITION DATA: Disposition: M Date: .01/26/2004 Approval: POWELL, GLENN G 

Referred to Agency: Date Sent: Component 

Patriot Act: N Civil Riohts: N Component Number 

Sensitive: N Whistleblower: N Consolidated Case Number 

FBI 

263-0-U-664, 2564 

ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-06-2007 BY 65179/DHH/KSR/RU 



OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2007-002620-M 

Remarks: 

A search of the OIG database revealed four additional potential IOB matters 
(2006-009161-M, 2007 - 001245-M, 2007 - 001248-M and 2007-001276-M) involving! 
well as. one additional matter (2005-001465-M) i n v o l v i n g ! I a n d l 

I I ' ' L 
Predicating material contains classified information that will be stored in a secure 
container within OIG/INV/HQ. 

1/29/07 - Sent to AD Kaiser, FBI/INSD. (yht) 

As 
b6 
b7C 



FD-%2 (Rev. 03-21-2005) 

FEDERAL B U R E A U O F INVESTIGATION 

(U) 

(U) 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

From: 
aquau 

Date: 07/18/2006 

A * t n : I I S , Room 11861 
A t t n : NSLB, Room 7975 

ALL IHF0EHATI0H CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
HHEKE SHOWN OTHERWISE 

Contact: 

Approved Bys 

SA 

T 

Drafted By:| 

(U) Case ID #: y ^ 

Title: (U) SA[ 
SSAl 

2 78-HQ-C122 973 6-VIO 

3 

* / 
h b2 

b7E 
b6 
b7C 

S y n o p s i s : 

mi INTELLIGENCE OVEkyifJkT BOARD (IOB) ERROR 

To report possible IOB error. 

1 

b l 
b2 
b7E 
b7A 

D e t a i l s : 

(S) 1. 

DATE: 05-31-2007 
CLASSIFIED BY 65179/DHH/KSR/RW 
REASON: 1.4 (c,d) 
DECLASSIFY OH: 05-31-2032 

2. 

3. Possible IOB Error: Pursuant to a National Security Letter, 
an Internet Service Provider provided information beyond what was 
requested. ' 

bl 
b7A 

(S) 

Prov 

(U) 

Description of IOB Error (including any reporting delays). 

"~fe{ Pursuant to a National Security Letter, an Internet Service 
ioer provided information beyond what was requested. 

A&>^ On 
by thi Division on SAF 

C5£ JJuJUbur-tw/l^lll(/l'r 

a National Security Letter (NSL) was issued b2 

request, directing b7E 

J^J^M(£ l 
sgferisT 

b6 
b7C 

b6 
b7C 

"*- S» <L£*-c; << £ <T <L_ 



(U) To: 
Re; 

Inspection From: 
b2 
b7E 

) 278-HQ-C1229736-VIO, 07/18/2006 

(S)l 

ZH3 
b l 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

(S) 

SECRET 
2 



(U) 
To: I n s p e c t i o n From: 

S % 4 T b2 
b7E 

Re: C&f 278-HQ-C1229736-VIO, 07/18/2006 

LEAD(s) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate, 

•• 

SÊ l(E1 



(Rev. 01-31-2003) 

E>^E SE/8^ET 
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Case ID # 

DATE: 05-31-2007 
CLASSIFIED BY 5S179/DMH/K3R/RI.J 

>. y V y \~ " I^C-ri REASON: 1.4 (c) 

:"••)*{ 278-HQ-C1229736-VICT^Pending) D E C L A 3 3 I F Y 0 H : 05-31-2032 
\C^\ 

Title ! X INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006 

Synopsis: j>^C It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel 
to the IOB. Our analysis follows. 

X 
Reference: 

?n:—24UOX22^ 

278-HQ-C1229736-VIO serial 1548 

jrequested Details: J&K T n e referenced serial froml , 
that OGC review the facts of the captioned matter and 
determine whether it warrants reporting to the IOB. As 
explained below, in our opinion, the FBI is not required to 
report this matter to the IOB. 

b2 
b7E 

0IG/D0JREVIEW:[ 
FS! INVESTIGATION: 

0'G/D0J INVESTIGATION: 

SJKM] 

DATE: Y -
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b7E 

(S)l 
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b2 
b7E 
bo 
b7C 
b7D 
b7A 

IJU 

(s 3 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) 

(S) 
SEbj^T 

bl 
b7A 



To: 
Re: 

S^SRET 

From: Office of the General Counsel 
278-HQ-Ci229736-VIO, 12/20/2006 

b2 
b7E 

and established the Board as a standing committee of the 
President's Foreign Intelligence Advisory Board. Among its 
responsibilities, the IOB has been given authority to review 
the FBI's practices and procedures relating to foreign 
intelligence and foreign counterintelligence collection. . 

(U) Section 2.4 of Executive Order 12863 mandates 
that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division (INSD), and the General Counsel, 
Office of the General Counsel (OGC), respectively) report to 
the IOB intelligence activities that they have reason to 
believe may be unlawful or contrary to Executive Order or 
Presidential Directive. This language has been interpreted to 
mandate the reporting of any violation of a provision of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG), 
effective 10/31/2003, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed to ensure the 
protection of individual rights. Violations of provisions 
that merely are administrative in nature and not deemed to 
have been designed to ensure the protection of individual 
rights are.generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records 
of such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

NSLs are a specific type of investigative tool 
that allows the FBI to obtain certain limited types of 
information without court intervention, including subscriber 
information and electronic communication transactional records 
in the custody of electronic communications service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709) . 
NSLs may be issued in conformity with ^at-nhn^ r°T"r°man)-g, 
including 18JJ.S.C. § 2709. | | 

/ i S ^ Here, during an authorized investigation, the 
FBI properly served an NSL on an electronic communications 
service provider requesting subscriber information and 
electronic communication transactional records. In response 
to the properly served NSL, the FBI inadvertently obtained 
information beyond the scope of the NSL (email content 

SEb^f 
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Re: 

From: Office of the General Counsel 
278-HQ-C1229736-VIO, 12/20/2006 

information). The FBI identified the problem, and properly 
sequestered the content information. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 
of EO 12863, it is our opinion that this error is not 
reportable to the IOB. A record of this decision should 
maintained in the control file for future review by the 
Counsel to the IOB. 

b2 
b'7E 

be 

(U) > should contact the electronic 
communications' service provider and ask whether the improperly 
or unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file, and 
coordinate witiHaccordingly. 

S^RET 
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From: Office of the General Counsel To: 
Re: 278-HQ-C1229736-VIO, 12/20/2006 

LEAD(s) : b2 
b7E 

Set Lead 1: (Action) 

AT 

ZL 
(U) 

B-S? 
should contact the electronic 

communication^ service provider and ask whether the improperly 
or unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file, and 
coordinate witl accordingly. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON. D.C. 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, D.C. 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three 
years for possible review by the Counsel to the IOB. 

b6 
cc: Ms • Thomas b7c 

IOB Library 
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Precedence: ROUTINE Date: 01/12/2007 

To: General Counsel Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU. Room 3041 
Contact: CRS| 1 Ext 

Approved By: Miller David I 

Drafted By: I L b6 

1 b7C 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) b2 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGJ2 579 
0GC/I0B# 2006| | 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1548 
278-HQ-C1229736-VIO Serial 1949 

b2 
Details: (U) The Internal Investigations Section (IIS) received b7E 

an EC from] |Division dated 07/18/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 
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