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SECRET

FEDERAL BUREAU OF INVESTIGATION

#1010

Precedence: IMMEDIATE Date: 11/19/2002
To: Inspection Attn: IMU, Room 7837
General Counsel NSLU
From:
Contact: SAC b2

b7E

Approved By: b6
p7C

Drafted By:

Yo
Case ID #: (U) 278-HQ-C1229736-VIO L/(Pending)
(U) 278-LS-59479

b6

7

Title: (U) ssaf ] ﬁzc
sal ] b7E

| [Division
IOB

Synopsis: (U) To report violations of Intelligence Oversight Board
matters.

(S) To request a waiver of Section III.B.4 of the Attorney

General Guidelines (AGG), relating to National Security letter matte sb2
(S}—~for Preliminary Inquiries, referencel..... . |case:] bog
/G&; Classtfied by:
(5} 7N Reason
Declas bl
b2
Reference: (S) b7E
(s)
Details: (S) On 11/18/2002 the 1v181on was contacted by
23T hdanfaYal o} MIIL ot aacoxc b} F a PP
i J | Both are
1in violation of the most recent AGG guidelines. b2
b7E
‘ bl
sgﬁhﬂT }
ALL INFORMATTON CONTAINED v
HEREIN IS5 UNCLASSIFIED EXCEPT DATE: 06-19-2Z007
WHERE SHOWN OTHERWISE CLASSIFIED BY 65179dmh/ksr/prs

PEAZON: 1.4 (c)
DECLASSIFY ON: 06-1%-2032
Y



SWT .
. b2

To: Inspection From: I b7E
Re: (U) 278-HQ-C1229736-VIO, 11/19/2002
bl
b2
b7E
(S)| b7D
sy | |
bl
b2
b7E
(5) A l
- - bl
b2
b6
b7C
b7E

I sa | | has further been provided with the
—CIrassITrIex vergron of AGG to utilize on this and future
investigations.

(U) The ECs for the NSLs were signed off by the supervisor,
CDC, ASAC, and SAC of the] |Ppivision, without notice that the
information was being sought utilizing the criminal AGG rather than
the AGG for classified investigations.

b2
b7E

sﬁéRET



SEERET
b2
To: Inspection From: | | b7E
Re: (U) 278-HQ-C1229736-VIO, 11/19/2002

LEAD(s8)

Set Lead 1:

GENERAL COUNSEL

AT WASHINGTON, D.C.
(U) This information is being provided to General
Counsel, National Security Law Unit, pursuant to reporting
requirements of Intelligence Oversight Board matters.
Set Lead 2:
INSPECTION DIVISION

AT WASHINGTON, D.C.

(U) This information is being provided to
Inspection Division pursuant to reporting requirements of Intelligence
Oversight Board matters.

%ﬂbRET



(Fev. 01-31-2003)
SEXRET
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 03/01/2005
To: Inspection Attn: Internal Investigations Section
l J Attn: SAC
CDC
b2
. b7E
From: Office of the General Counsel bE
National Security Taw Branch/CITII/Room 7975 BC
Contact:
Approved By: I:I:|.s:m43.51_;Il.l.].j.s:?._E___l
Drafted By:
5
Case ID #:\(S)y 278-HQ-1406607-2 -1 — b2
Xg) 278-HQ-C1229736-VIO-40 b6
(my -~ ) 278-LS-59479-175 b
| b7E
Uy - Title: . SsA|
qip e ss

[pTvTsTOR
INTELLIGENCE OVERSIGHT BOARD (IOB)MATTER 2005{ |

iUJSYn°PSiS’$)S<; It is the opiniom of the Office of the General

Counsel ("OGC") that this matter need not be reported:to the IOB.
Rather, a record of this decision should be maintained in the
investigative control file for review by the Counsel to the IOB.
Our analysis follows.

m K

(1) Reference: - (5 278-HQ-C1229736-VI0-40

G-3
X1

Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the
document into Corel Word Perfect.

'C i ~
4 / d ii- . E s .
' !\ b6 722? 354 .J)
£ . b7C ‘ o
T4 3 / (:(‘, \ 'X : . -
3 N v FBCRET
N . R L _ -
oA ‘»\Q,7 / DATE: 06-13-2007
B the / CLASSIFIED BY 65179duh/kar/prs
A / FEASON: 1.4 (c)
- V4 .. DECLASSIFY ON: 06-19-2032
: : R ¢
ALL INFORMATION CONTAIMED - L d

HEREIN IS5 UNCLASSIFIED EXCEFT
WHERE SHOWH DTHERWIGE



(7]

(5)

 Details: M By electronic ' ion (EC) dpteddlauambax
19, 2002 ited below)!, the Division

SEgﬁ@T
To: Director's Office
From: Office of the General Counsel
Re: 278-HQ-C1229736-VI0O-40 03/01/2005

b2
b7E

reported a possible IOB error 1n conjunction with an on-going
international terrorism investigation.

(8)

bl
b2
b7E
The case agent promptly
stopped use of the NSL results, and on December 6, 2002, the case
agent's supervisor secured the documents provided in response to
the NSL.
b2
b6
b7C
U g N b7E
- {&) See EC from the ivision to the General Counsel, dated Novemher
19,2002, Case ID # 278-HQ-C1229736-VIO Serial 40, titled "SSA SA
Division, IOB Matter," hereinafter cited as I IEC."
W2 %y A “United States person” is defined in section IL.W of the March 8, 1999

Attorney General (AG) Guidelines as “an individual who is . . . [a] United States citizen . . . or. .
. a permanent resident alien . . . .” This regulatory definition is based on the definition of a
“United States person” as that term is used section 101(i) of the Foreign Intelligence Surveillance
Act (FISA), 50 U.S.C. § 1801 et seq. Section 101(i) states in pertinent part that a ““United States
person’ means a citizen of the United States [or] an alien lawfully admitted for permanent
residence (as defined in section 1101(a)(20) of the Immigration and Naturalization Act) . . ..”

A {&) The March 8, 1999 AG Guidelines, fully titled "Attorney General Guidelines

for FBI Foreign Intelligence Collection and Foreign Counterintelligence Investigations” (FCIG)
were in effect at the time of the events in question in this IOB matter. The FCIG were
superseded by current AG Guidelines, the "Attorney General's Guidelines for FBI National
Security Investigations and Foreign Intelligence Collection" (NSIG) on October 31, 2003.

SECRET

2
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SERRET
To: Director's Office

From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO-40 03/01/2005

o) As required by Executive Order (E.O.) 12863 and
Section 2-56 of the National Foreign Intelligence Program Manual
(NFIPM), OGC was tasked to determine whether the receipt of
unsolicited material described herein is a matter which must be
reported to the IOB. It need not be.

(U) Section 2.4 of Executive Order (E.O.) 12863,
dated September 13, 1993, mandates that Inspectors General and
General Counsel of the Intelligence Community components {(in the
FBI, the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB all information “concerning
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive order or Presidential
directive.” This language was adopted from E.O. 12334, dated
December 4, 1981, when the IOB was known as the President's
Intelligence Oversight Board (PIOB).

(U) By longstanding agreement between the FBI and the
IOB (and its predecessor, the PIOB), this language has been
interpreted tco mandate the reporting of any violation of a
provision of the AG's foreign counterintelligence guidelines or
other guidelines or regulations approved by the AG in accordance
with E.O. 12333, if such provision was designed in full or in
part to ensure the protection of the individual rights of a U.S.
person. Violations of provisions that are essentially
administrative in nature need not be reported to the IOB. The
FBI is required, however, to maintain records of such
administrative violations so that the Counsel to the IOB may
review them upon request.

uj - .
™ 8§ section III.B.6. of the March 8, 1999 AG
Guidelines (FCIG) stated in pertinent part:

5)

bl

SECRET



(5]

SES)A{{T
To: Director's Office

From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO-40 03/01/2005

U , . . .
L) Although this provision was primarily
— administrétive in nature, it was designed, in part, to protect

the rights of U.S. persons because it limited the length of time
that the FBI could conduct a PI of an individual without review
by the proper authorities. By longstanding agreement between the
FBI and IOB, PI overruns need not be reported to the IOB if they
are both “inadvertent” and “de minimis in time.” To determine
whether a possible violation of the March 8, 1999 AG Guidelines
is “inadvertent” and “de minimis in time,” all the facts relevant
to the matter must be considered in their totality.

QD———————EE#izIn this instance, there appears to have been
considerable confusion in applying the FCIG AG Guidelines then in
effect by both by the ~ ]case agent and the FBI HQ
official advising on the case, for no PI overrun occurred in this
instance at_all As cited above., Section ITI.B.6. of the FCIG AG

__Guidelines

As no violation of the AG Guidelines
THUS occurred, Chere 1s nio violation that must be reported to the

ICB.

(8)

‘ (U) Consistent with our prior opinions, a record of
this decision should be maintained in the control file for future
review by Counsel to the ICB.

sfsgeT
4

bl
b2
b7E

bl



SEbeT
To: Director's Office :

From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO-40 03/01/2005

LEAD(8) :
Set Lead 1l: (Info)
INSPECTION

AT WASHINGTON, DC

(U) Read and clear.

Set Lead 2: (Info)

AT

{n S—
‘"‘:Pgi Read and clear.

CC: Ms. Thomas

| ssa[— 1]
-

NSLB IOB Library

*

SE}(ET

b2
b6
b7cC
b7E



(Rev. 01-31-2003)
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FEDERAL

Precedence: ROUTINE

To: General Counsel

-—OSHERET—
BUREAU OF INVESTIGATION

Date: 08/19/2005

Attn: NSLB

b2
From: Inspection b6
Internal Investigations Sectiopn, IPU, Room 11102 b7C

Contact: CRS Ext.

Approved By: Fogle Toni Mari

Drafted By:

iz

Case ID #: ww}B{: 278-HQ-C1229736-VIO  (Pending)

—

Title: ¥8%_ INTELLI
INSD/II

OGC/IOB# 2005

GENCE OVERSIGHT BOARD MATTER

S TRACKING# 1010 b2

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security

Law Branch (NSLB).

g Deriv rom

Declas Oon

G-3
X1

"Reference:-,jgki 278-HQ-C1229736 Serial 40

Details: U) The Int

rnal Investigations Section (IIS) received

an EC from

Division dated 11/19/2002, reporting a b2

possible IOB error.
is the IIS's opinion

Based upon a review of the referenced EC it b7E
the incident described therein is indicative

of a performance issue. Therefore, no internal investigation

will be conducted by

the IIS and this matter is being relegated

to the NSLB for whatever action they deem appropriate.

¢

DECLAZSIFIED EY 65179 dmh/ksr/prs
0N 06-19-2007



(Rev. 01-31-2003)

(U)mwm.

o

-

—SBERET—

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 09/09/2005

To: Attn: SAC (Personal Attention)

From: Inspection
Internal Investigationg Section. . TPU, Room 11102 b2
Contact: CRS EXt . |:| b6

b7C
Approved By: Fogle Toni Mari b7E

Drafted By: kag

Titla;w:)si: SSA[ | s
" sa|_ I

b6
INTELLIGENCE OVERSIGHT BOARD MATTER b7C
INSD/IIS TRACKING# 1010

OGC/IOB# 2005

Synopsis: (U) To advise that the captioned reporting of
potential Intelligence Oversight Board (IOB) violation has been
reviewed by the Internal Investigations Section (IIS), and is not
considered willful misconduct. This incident is remanded back to
the field for whatever action deemed necessary and appropriate.
Case closed at IIS.

iy VEX< Derivel From f 3-3 b2

b7E

DeclassNfy On 1

Enclosure(s) : (U) EC from

Division dated 11/19/2002

Reference:. }( 278-HQ-C1229736 Serial 40

Details: (U) Upon review of[ ]Division's captioned
report of a potential IOB violation, 1t is IIS's opinion that the
incident is not indicative of willful misconduct. IIS only
actively pursues investigations where deliberate and/or

aggravated misconduct is evident, and accordingly, this case is
closed at IIS.

(U) IIS does, however, suggest this incident be
potentially considered a possible performance related issue with
respect to the employee and respective supervisor, and relegates
any future action relative to this incident to the discretion of
the | - |pivision. 1IIS recognizes and appreciates that
this matter was brought to our attention as required by the

—SECRET—

DECLASSIFIED BY 65179 duh Aksr/prs
ON 06-19-2007

b2
b7E

b2
bTE



—SECRET—
b2
To: | J From: Inspection b7E
Re: 263-HQ-0-U - 278, 09/09/2005

revisions mandated by National Security Law Branch/OGC EC, dated
03/18/2005 (319X-HQ-A1487720 serial 6).

*"



U.S. Departmer. f Justice

Oftice of the Inspector General

Washingion, D.C. 20530

DATE: July 26, 2006

TO:

Charlene B. Thornton
Assistant Director

Inspection Division

Federal Bureau of Investigation

G loen - [, M
FROM: Glenn G. PowWe

Special Agent in Charge
Investigations Division

ivision

SUBJECT: OIGCo i 4922
& e

U

FBI No. 263-0-U-278
We consider this a management matter. The information is being provided to you

for whatever action you deem appropriate in accordance with your agency’s policy

and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (2) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment ALL FBT INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED .
DATE 06-1%-2007 BY 5172 duh /sr/prs

b2
b6
b7C
L7E



Received By:

OIG - INVESTIGATIONS DIVISION - Complaint Form

Date Received:

SUBJECTJ

b2
b7E

0OIG NO.

89-2006-004922-M

How Received: A

D.O.B.: i

Title: SSA Pay Plan:

Component: FBI EOD Date: ] Alien No.: b2
Misc: F.B.I.No.: b6
Home: B.O0.P.No.: h7C
Phone: ZIP: D/L No.:

Work: DC Charges: 689

Phone: e ZIP:

SUBJECT :| ] SSNO:

Title: SA Pay Plan: D.O.B.:

Component: FBI EOD Date: Alien No.:

Misc: F.B.I.No.: b2
Home : B.O.P.No.: b6
Phone ZIP: D/L No.: b7C
Work: Charges: 689 b7E
Phone: sIP:

COMPLAINANT: SSNO:

Title: UNITC Pay Plan: D.O.B.:

Component: FBI EOD Date: Alien No.:

Misc: F.B.I.No.: b2
Home : B.O.P.No.: b6
Phone: Z1P: D/L No.: b7C

Work: GENERAL COUNSEL

NATIONAL SECURITY LAW UNIT/CILU, WASHINGTON, DC

Phone: ZIP:
Confidential: Revealed: Authority: none
Details:

inguiry (PI) overrun.

The FBI provided information reporting a possible IOB matter regarding a preliminary

ALLEGATIONS: 689 TIOB Violation

Occurrence Date: 10/28/2002 TIME: b2
CITY: I State: Zip: DTE
DISPOSITION DATA: Disposition: M Date: 08/12/2005

Referred to Agency: FBI Date Sent:

Patriot Act: N Civil Rights: N

Sensitive: N Whistleblower:

Approval: POWELL, GLENN G

e
07/25/2006  Component: FBI ;

Component Number: 263-0-U-278

Consclidated Case Number:

ALL FBEI INFORMATION CONTAINED
HEFEIN 15 UNCLASSIFIED
DATE 0D6-1%-2007 BY 65179 dmh/ksr/prs

™.t a3 nilane/nannc 2.na.721



OIG - INVESTIGATIONS DIVISION -

Complaint Form

OIG NO.: CH-689-2006-004922-M

Remarks:

OIG/INV

07/25/06- Sent to AD Thornton,

in a secure container.

FBI/INSD.
(ant)

Predicating material will be maintained within

Dame 2 of 2

Printed 07/25/2006

2:09:31




w
b6
b7C
U.S. Department of Justice Classified Document Receipt
When filling out this form, please press firmly
with ballpoint pen.
ACCOUNTABILITY

FROM: (Na | [ (Organization and Address) { J a J/e IL;LL e
TO: (Name) I (Organization and Address)_{~ foli v// MY .
SIGNATURE! ecipien ATE:

If sent outside DOJ, Retum this copy to:

DOCUMENT IDENTITY
SUBJECT & DESCRIPTION: / /(- /z,/;,r),k. A L6 O STAVE LY w OO S TS -,ul Z Ol 00 e '3-49
2 COYEL3- M 2006005 28, 100LEOSE /—M 2o d YT A, L0 tT‘//ﬂ/ - A
Nl I8
él f: (ff( é;—/ia;qm 2eagro w‘l‘f""l 200¢ 00Tz ‘//VI 2006 OC5277 ,-/,‘ L0 605 3e-44
f2l
Date of Document: 7/1 & /0 & No. of pages: J ?/
Copy of Copies.
Classification of Document {Check Appropriate Box{es) Below):
[:]TSES [JCcoNF []scl []JQ []OTHER
] INTERNAL DOJ ROUTING
A ' ORG%ﬂON & DATE RE(f D. ,
: ,, ‘
“. b6
3. b7C
4.
5.
INSTRUCTIONS ON BACK OF LAST PAGE FORM DOJ-34
JUN. 81

ALL FBI INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED
DATE 06-20-z007 BY 65172 duh/Ksr/prs
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1-2013)

SHERET/ ORCON/NOFORN #1015

FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE Date: 03/02/2005
To: Counterintelligence Attn: CD-3A, room 4]
SSA
0OGC Attn: NSLB,
TNSD Attn: 11IS
From:
CD-11 22
Contact: nC
TE
Approved By: I(/ b
| 4
\wh 7
(‘/[ G .‘{M/&"
bl
Drafted By: £4d o2
rafte Ve j bE
: b7A
Case ID #: (9)
rETHY-CT225736-vio — |l
bl
Title: (S) b7a
b6
Sen ‘ | biC
(Acting Supe€lvisor
S?ﬁépéiSi““)Ei To provide Counterintelligence, CD-3A, with the
attached letter with enclosures [or provision to the Office of
Intelligence Policy and Review (OIPR), if appropriate, and to
advise NSLB of game as potential IOB violation.
~Enclosure(s):. {//0C/NF) LHM with enclosures for dissemination
to OIPR.
Details: (QLJ-i
b6
%BET/ORCON/NOFORN pe
N . .
A ' e N E L L/,//é)
, J% ; fota S G 2 2% R
i o " '

bl
bTA



)

(3)-

(51

bl
' b2
SERKET /ORCON/NOFORN o7E
. bI7A
To: Counterintelligence. Eeom Jew York
Re: (8)
bl
b2
b7E
bTA
(3)
I8 The pertinent details of the authorization and
subsequent _investigation are set forth in fhe encloced lottox
bl
b2
bI1E
b7A
e These interxcepted calls were not transcribed, b2
logged ar Gndexed. FBI translator and supervisor bb6
have advised that other CHaT hand notes of the Egg
cercepts, no official transcripts or logs were created, and no
records were indexed and/or sent to ELSUR. All hand-written
notes have also since been destroyed, and electronic records of
calls since December 9, 2004 have been deleted from the Red Wolf
system.
,.w,v;)E(: on the circumstances described in the 2
attached Ietter, does not believe this is a potential IOB b7E

violation.

%;é%ET/ORCON/NOFORN

9)



sg&gET/ORCON/NOFORN

bl
To: Counterintelligence Feriﬂ ] )

Re: (S) Y b7A

b7E
LEAD(s) :
Set Lead 1: (Action)
COUNTERINTELLIGENCE
AT WASHINGTON, DC
{U) ,‘HW:}§<: Disseminate attached LHM with enclosures
to OIPR.

Set Lead 2: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

“'-T"l . % Read and clear.

*

%ET/ORCON/NOFORN

~
Y



//zﬁ RET//CRTON/ /NOFORN

U.S. Department of Justice

Federal Bureau of Investigation

In Reply. Please Reter to b2
File No. b7E
March 2, 2005
BY FEDERAL EXPRESS
James A. Baker
Counsel for Intelligence Policy
Office of Intelligence Policy and Review
U.S. Department of Justice, Room 6150
950 Pennsylvania Ave. N.W.
Washington, D.C. 20530 01
b2
RE: bTE
(8] o b7A
m~-- Mr. Baker:

()

" Enclosed for notification to the United States Foreign

Intelligence Surveillance Court (FISC) and/or seaguestration with ol

the FISC, if appropriate.].

b7A

(3)

: On June 10, 2004, at 11:4C a.m. Eastern Standard Time
{EST), the United States Foreign Intelligence Surveillance Court

granted the Federal Bureau of Investigation (FBI) authoritv to

éonduct electyonic asnrvalillance

n the OmrTeET STates, 1ncluding New

O RO I I ZIng several telephone pumbers which. among ers, bl

b7A

was

discontinued on December 17, 2004 at 10:55 a.m. EST because

subseque oo dnvestigation rousaled t this number was not being

utilized !

The authorization was based,

in part, on the

following: results of a National Security Lettexr (NSL) L bl

(81

ALL INFOPMATION CONTAINED
HEFEIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

,sgyamT//ORCdN//NOFORN

= b7D

DATE: 06-20-2007

FBI INFO.

CLASSIFIED BY 65179 dmh /ksr./prs
REASON: 1.4 {c)

DECLASSTFY ON: 06-20-2032



;‘/&%RET / /ORCON/ /NOFORN

15)

bl
b2
b6
b7E

(8) .

()

15

TI Or Che Language Speclalist's hand-written notes

ssoctrated with the calls have been destroyed, and the FBI has

deleted from all FBI systems and databases all of the recorded
materials. (s//0C//NF)

Although (1) a valid FISC Order auth>rized the

Antercention of gommunications occurr . ng over telephone number

2} the FBI's interception of such

communications were not in violatio FISC Order in terms
of manner, method or time; and (3)}} id not independently
Ger OI t

advise the FBI that the subscril e number which was
subject to the ler had changed, we are advising you of the

SE,kET/ /ORCON/ /NOFORN
il

bl
b2
b6
b7A
b7E

bl
b2
b6
bIA
b7E

bl
b2
b6
b7A
b7C
b7D
b7E



SEQQET//ORCON//NOFORN

(sa - vc,irc_um_stancnes of the intexcantion cnda iding you with the
recorded materiall}- nd a letter
explaining the circumstances of the interception and Fossigle
need to sequester thesgse materjals Ao voll ave swara
(53,. bl
b2
bTA
b7E
X
If you have any questions regarding this matter, b6
contact Actinag Sunervisory Special Agent [ il bc
at Thank you for your assistance. b2
Sincerely yours,
b6
b7C

Ssistant Director in Charge

SECRRT//ORCON//NOFORN

b



(01/26/1998)
SE&ET/ORCON/NOFORN
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 05/06/2005
To: Inspection Attn: Internal Investigations Section

i -

ALL INFORMATION CONTAIMED

bo
Title: >< SS2 I_I bIC

b7E

IVISION
INTELLIGENCE OVERSIGHT BOARD MATTER 2005 ]

Synopsis:~:)si: It is the opinion of the Office of the General
Counsel (OGC) that this matter must be reported to the

Intelligence Oversight Board (IOB). 0OGC will prepare and deliver
the necessary correspondence to the IOB.

o X

Reference: (s)

bl

ol
L

b7A
b7E

Details: }si]oc//NF) By electronic communication (EC) dated
March 2, 2005, the Field Office reported a possible IOB
error in conjunctich Witk an ongoin counterintelligence
investigation. In this regard, the Field Office

SECRET/ORCON/NOFORN

DATE: 06-2Z0-2007

_ . 5 REASON: 1.4 [c)
T el e es P EACERT DECLASSIFY ON: 06-20-2032
WHERE & 1E

Counterintelligence Attn: CD-3A, room 4155 b2
SSA b
p7C
b7E
From: Office of the General Counsel
National Security Law Branch/CTIIN/Pocom =043
Contact:
Approved By: Thomas Julie F «x
b6
b7C
Drafted By: ' /‘)x
~Cage ID-#: 8 278-HQ-C1229736-VIO - . - o

b2
b7E

CLASSIFIED BY 65172 duh /ksr/prs



SECKET/ORCON/NOFORN

To:
From:— General Counsel
(W'~~~Re::$§z 278—HQ—C1229736, 05/06/2005

(8

reported that, on June 10, 2004, the United States Foreign

Intelligence Surveillance Court (FISC) authorized electronic

 ,surveillance of the

in the United States. The FISC authorized surveillance of

several telephone numbers, including cellular telephone number

(s// lained in a letter dated March 2, 2005
from the Office to the Office of Intelligence and

Policy Review (OIPR), through a National Security Letter (N

L)

b2
b7E

bl
b6
b7A
b7E

bl
iod b2

| | the FBI verified that cellular telephone number

bo

| was subscribed to[

b7A
b7C
b7D
b7E

Subsequent electronic surveillance of the number confirmed
the user.

as

(s//0c//NF]

bl
b2
b6
b7A
b7C
b7E

(s//0oc//NF)|

bl
b2
b6
b7A
b7C
b7E

(Q//nr‘//wn:-\'r

bl
b6
b7Aa
b7C

SEERET/ORCON/NOFORN

2
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(8]

5)

§§GRET/0RCON/N0F0RN o)

b7E
b7E

To:
From: General Counsel
Re: &) c)78-HQ-C1229736, 05/06/2005

——%rmrr bl

Tie FBl term1nar_ed_ej_e.c~.t.\=4jic surveilla b2
The b6

T Orfrice did not log or index any of the i g;ﬁ
telephone calls from cellular telephone number as bTE

of December 9, 2004. The FBI has destroyed all of the Language
Specialist's handwritten notes associated with the telephone
calls, and has deleted all of the recorded materials from all FBI
systems and databases.

(- - (S F) By letter dated March 2, 2005, thel |
Field Office advised OIPR of the circumstances desc apove.

The Field Office further provided OIPR m_r_l? the recorded i;
materTaT; 1.8., (S) bTE

(U) Section 2.4 of Executive Order (E.O.) 12863,
dated September, 13, 1993, mandates that Inspectors General and
General Counsel of the Intelligence Community components (in the
FBI, the Asgssistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB all information “concerning
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive order or Presidential
directive.” This language was adopted from E.OQ. 12334, dated
December 4, 1981, when the IOB was known ags the President's
Intelligence Oversight Board (PIOB).

(U) By longstanding agreement between the FBI and the IOB
(and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the Attorney General's Guidelines for FBI National
Security Investigations and Foreign Intelligence Collection, or
other guidelines or regulations approved by the Attorney General
in accordance with EO 12333, dated December 4, 1981, if such

provisions were specifically intended to ensure the protection of
the individual rights of U.S. persons.

(U) Title 18, United States Code, Section 2511(2) (f) states
that the procedures contained in the FISA and Title III of the

SEYRET/ORCON/NOFORN

3



SE(&\ET/ ORCON/NOFORN )
b

To: [ 44J pTE

From: General Counsel
Re: (8) 278-HQ-C1229736, 05/06/2005

1968 Omnibus Crime Control Act (as amended by the Electronic
Communications Privacy Act) “shall be the exclusive means by
which electronic surveillance . . . and the interception of
domegtic wire and oral communications may be conducted.”
Additionally, Section 2.5 of E.O. 12333 provides that,
*[ellectronic surveillance, as defined in the Foreign
Intelligence Surveillance Act of 1978, shall be conducted in
accordance with that Act, as well as this Order.”

(U) Under Title 50, United States Code, Section 1802 (b),
the FISC is authorized to grant an order approving the electronic
gsurveillance of a foreign power or an agent of a foreign power
for the purposes of obtaining foreign intelligence information.
Under the pertinent FISA definition, the term electronic
gurveillance means, “the acquisition by an electronic,
mechanical, or other surveillance device of the contents of any
wire or radio communication to or from a person in the United
States, without the consent of any party thereto, if such

acquisition occurs in the United States.” 50 U.S.C. §
1801 (£f) (2). bl
CQz/OC//NF) Here, through no fault of the! !Field ié
Office, ‘an unauthorized electranic aurvai  bIA
(o) b7C
“It did not, however., suthari surveillance of any other b7E
entity or individuall nder its June 10, 2004
order. Accordingly, as a consequence of an error on the part of
the communications carrier, the FBI unintentionally conducted a
form of electronic surveillance that was unauthorized.
TDKZ/OC//NF) It should be noted that Field Office's
r:ﬁsnnnse1in receiving this information was commendable. Once the
jeld Office belie}gg_ghan_tﬁe user was not affiliated bl
ts;. ,,,,, ~ e . |the FBI contacte a verifyu tha anrrent b2
“SUDSCTIBET. As soon-as| as not the b7Aa
subscriber, the FBI termrmated_€lectronic survelllance coverage Egg
on this telephone number. Theg:l__: Field Office did not log
or index any of the intercepted telephone calls as of December 9,

{8)

2004. Moreover, by letter dated Magch 2, 2005, the
-Field -Office forwarded

containing the telephox S Lfor pUSSIBTE”Bequestration with
the FISC.

SEC?@T/ORCON/NOFORN
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ﬁﬁb&gT/ORcou/NOFORN

To:
From: General Counsel
Re:u}§Q:278-HQ-C1229736, 05/06/2005

o u—:1§229€#¥ﬁiz: Based upon our analysis, in accordance with the

reporting requirements of Section 2.4 of E.O. 12863, the
carrier's mistake must be reported to the IOB because the
surveillance was not authorized under the Foreign Intelligence
Surveillance Act or Executive Order 12333. OGC will prepare an
appropriate cover letter and an enclosure for the Deputy General
Counsel to report this matter to the I0B.

S%?&fT/ORCON/NOFORN
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SE%KET/ORCON/NOFORN

To:
From: General Counsel

‘Re+ ¥y 278-HQ-C1229736, 05/06/2005

LEAD(8) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: (Info)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U} For information.

Set Lead 3: (Info)

AT b2
1 b7E

(U) For information.

ce: Ms. Thomas b6
b7C

IOB Library
*

s?&m/oacon/nomm

6

b2
b7E



SEZRET
~---- WorkdAng Copy ---- Page 1
BY COURIER
Mr. James Langdon
Intelligence Oversight Board
Room 5020
New Executive Office Building
725 17th Street, NW
Washington, D.C. 20503
Dear Mr. Langdon: b2

b6
biC

This letter forwards for your informatiao gself- LTE
>, entitled SSA SA
l “ Division, Inte:TIg€ﬁE€—UVE?§T;E;]Board
“Matter 2005] __ |~

Thig enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a

determination of whether any administrative action is warranted.
(U)

Enclosure b6
p7C

- Ms. Thomas

1
1 _l l
1 - -HQ-C1229736-VIO DATE: 06-20-2007

CLA3SIFIED BY 55179 dwh/ksr/prs
UNCLASSIFIED WHEN FEAZON: 1.4 (o)
DETACHED FROM DECLA3SIFY ON: 05-20-2032
CLASSIFIED ENCLOSURE

ALl INFORMATION CONTAINED
HEFEIN IS UNCLA3S3IFIED EXCEPT
WHERE SHOWN OTHERWIZE

Case ID : 278-HQ-C1229736-VIO Serial : 836
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---- Working Copy ---- Page

Derived From: G-3
Declassify On: X1

SEGMT/ORCON/NOFORN

Mr. James Langdon

Should you or any member of your staff require additicnal
information concerning this matter, an oral briefing will be
arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel for Intelligence Policy, OIPR
U.S. Department of Justice

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

SECRET



s

---- Working Copy ---- Page 3

COUNTERINTELLIGENCE DIVISION
FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)
I0B MATTER 2005-128 (U)

(s//0Cc//NF By electronic communication (EC) dated March 2,
2005, thel | Field Office reported a possible IOB error in
conjunction with an _ondoing counterintelligence investigation.

In this regard, the Field Office reported that, on June

Court (FISC) antharizad alaakxasia—arveillance of the

10, 2004, the Unite tates Foreign Intelligence Surveillanff

in the United States. The
FIST auchorized survelllance of seve umbers,
including cellular telephone number

(s//0C//NF) As explained in a letter dated March 2, 2005
from the Field Office to the Office of Intelligence and

ew (OIPR), through a National Security Letter (NS
the FBI verifj elephone number
wasg subscribed

Subsequent electronic surveillance of the number confirmed 8
the user.

(s//0C//NF)

(s//oc//NF) |

(8)

SEC?@T/ORCON/NOFORN

Q%DL

bl
b2
b7a
b7E

bl
b2
b6
bT7A
b7C
b7D
L7E

bl
b2
b7A
b7E

bl
b6
b7A
b7C

bl
b2
pTA
b7E



s§¢§ET
---- Working Copy ---- Page
(S/fOC((NF) Because the cellular telephone was not being

utilized the FBI terminated electronic surveillance b1
coverage on December 17, 2004 at 10:55 a.m. EST. The| | 0o
Field Office did not log or index any of the intercepted b6
telephone calls from cellular telephone number| ~ |as b7A
of December 9, 2004. The FBI has destroyed all of the Language b7¢C
Specialist’s handwritten notes associated with the telephone b7E

calls, and has deleted all of the recorded materials from all FBI
systems and databases.

//OC//NF) By letter dated March 2, 2005, the[:;:;::::]
Fiel advised OIPR of the 01rcumstances described above. bl

(S:I ....... The Field Office further nrouwided OIDPR with the recorded E?A
materlal, 1er; b b7E

(- Here, through no fault of the[ | Field
Offlce, an unauthorized electronic surveillance was conducted. b2
Based upon our analysis, in accordance with the reporting b7E

requirements of Section 2.4 of E.O. 12863, the carrier’s mistake
must be reported to the IOB because the surveillance was not
authorized under the Foreign Intelligence Surveillance Act or
Executive Order 12333.

S%>QET/ORCON/NOFORN



SEéﬁET

FEDERAL BUREAU OF INVESTIGATION

FD-962 (Rev. 05-02-2003)

Precedence: ROUTINE Date: 04/04/2005

To: General Counsel Attn: National Security Law
Branch, Room 7975
From: Counterintelligence

CD-3A, Ropm 4185
Contact:
b2
Approved By: b6
b7C
Drafted By: [ |iig

1U3Casezn#=:p<{ 278-HQ-C1229736-VIO - 144
W) Title: - 38 INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

Synopals":}gi: Possible IOB error for an unauthorized collection
{Uy - of information.

moo W T oo

Enclosure(s) : LHM with enclosures for dissemination to OIPR. bl

b7A

Detail (cll b7E

ts(ﬁ On June 10, 2004, at 11:40 a.m. Eastern Standard Time o
(EST) e United States Foreign Intelligence Surveillance Court b6
granted the Federal Bureau of Investigation (FBI) authoritsw to b7A
lllance | b7C
States, 1nclud1ng i AJ b7E
(&)
44fW5§'HT§EBﬁET%ued
ST DETemDET I7, 2004 at 10:55 a.m. EST because subsequent
investigation revealed that this number was not being utilized by
captioned target bl
b2
TS The pertinent details of the authorization and b7A
subse uent investigation are set forth ip the enclaoged latrtax b7E

(5) T

lig-alse-providing -OIPR.with thel ... .

sxf}@r
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(2]

SE?EET

To: General Counsel From: Counterintelligence

Re: Y8y 278-HQ-C1229736-VIO, 04/04/2005

-

bl
b2
b7A
b7E

’ "““"w:)si: These intercepted calls were nscribed,
logged or” indexed. FBI[ ] translatorl rand supervisor
have advised that other an hand notes of the
I;;i:;;;;;;:;

o official transcripts or logs were created,

and no

records were indexed and/or sent to ELSUR. All hand-written

notes have also since been destroyed, and electronic re

ordg of

calls since December 9, 2004 have been deleted from the

system.

SE T

b2
b6
b7C
b7k
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S }',E‘RET

To: _General Counsel From: Counterintelligence
Rez-)s(e 278-HQ-C1229736-VIO, 04/04/2005
LEAD (8) :

Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

L 44

SE?‘ET
3



(01/26/1998)
SECRET
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 05/11/05
To: Director's Office Attn: OPR

Counterintelligence Attn: AD

From: General Counsel

National Securitv Law Branch/Rm, 7975 22
Contact: Ext. pC
Approved By: Thomas Julie F
fﬁ AJ DATE: DE-21-2007
FBI INFO.
Drafted By: CLASSIFIED BY 65172 duh/prs/ks:c

. REASON: 1.4 (c)
{Uy e rCasewID"#:~~)E(: 278-HQ-C1229736-VIO ~ > - ~ DECLASZIFY ON: 05-21-2032

(fy - Titles I8 INTELLIGENCE OVERSﬂ BOARD -

(IOB) MATTER 2005-

(UI~~""SynopEiSi'w:E?K: It is the opinion of the Office of General
Counsel (OGC) that the above referenced matter must be reported
to the IOB and to the FBI's Office of Professional Responsibility
(OPR) . OGC will prepare and deliver the required correspondence
to the IOB. Our analysis follows.

25x-1

(U} "'Referencer:v..>< 278-HQ-C1229736-VIO Serial 794

Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the

document in Corel WordPerfect. T N
e 7 B ™~
b6 Wt" \\
b7C ‘

ALL INFORMATION CONTAIMED
HEREIN I3 UNCLASZSIFIED EXCEPT
WHERE SHOWN OTHERWISE




SRGRET

To: Counterintelligence From: General Counsel
U Reg :j&i 278-HQ-C1229736-VIO, 05/11/05

Details: (S) By electronic communication (EC) April 4, 2005,
(cited below)?!, the Counterintelligence Division ("CD") reported
a possible IOB error in copijunction with its onaninal ]

I ow

In this b2
T, Teported that, on Jume 10, 2004, the United izg
States Foreign Intelligence Surveillance Court (FISC) authorized
electronic surveillance on_geveral telephone numbers, including
cellular telephone number bl
b2
.. The original authorization w in part, on the b6
results of a National Security Letter tol | whic b7A
.- verified that as of 8/19/03 the cellular telenhone numhax E;;
(5) wag subscribedl 57D

bl
bé
b7A
p7C
b78
bl
b7a
(5)
Activity on the cellular telephone number resumed on o1
December 9, 2004. The language specialist monitoring the activi b6
(33  could not discern whether the user was affiliated withl l b7A
. December 16, 2004 (after approximately 20 calls) due to the vague b7C
and minimal content of the calls. On December 17, 2004, at the b7D

request of the FBI, advised that]| lwas pot the
current subscriber Sf cellular telephone number

1 (U) See EC from the Counterintelligence Divisicon to the General
Counsel, dated 04,04/05 Case ID# 278-HQ-C1229736-VIO Serial 794, titled
"Intelligence Oversight Board Matter."

SECERe

2



SERET
To: Counterintelligence From: General Counsel
(oy - Rer"EX( 278-HQ-C1229736-VIO, 05/11/05

On December 17, 2004, electronic surveillance of this cellular
telephone was discontinued at 10:55 a.m. EST. bl
b2

isji b7E

includes all calls intercepted during the authorized electronic
surveillance referenced above and all other calls intercepted
pursuant to other authorized surveillance of this target.

bl
b7A

(31

As required by Executive Order (E.O.) 12863 and
t[])“Section 2-56 of the National Foreign Intelligence Program Manual
(NFIPM, OGC was tasked to determine whether the surveillance
error described here is a matter which must be reported to the

I0B. It is.

(U) Section 2.4 of E.0. 12863, dated 09/13/1993,
mandates that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division, and the General Counsel, OGC,
respectively) report to the IOB all information “concerning
intelligence activities that they have reason to believe may
be unlawful or contrary to Executive order or Presidential b1

iSj'” directive,” _In this instance, the FISA collection on telephone b6

‘number [ was done without the authorization required b7A
by law. Conseqguently, in accordance with E.O. 12863 and Section b7C
2-56 of the NFIPM, the error must be reported to the IOB, which

this Office will do.




{0

s;ngT

To: Counterintelligence From: General Counsel

- Re: . j§{: 278-HQ-C1229736-VIO, 05/11/05

Lead(s):
Set Lead 1: (Action)
DIRECTOR’'S OFFICE

AT OPR, FO, DC

(U) For review and action deemed appropriate.

Set Lead 2: (Action)

COUNTERINTELLIGENCE
AT WASHINGTON, DC 01
b7A
(U) CD-3A is requested to ensure that [ ]

E;:]described in CD's EC 278-HQ-C12229736-VIO, Serial 794, has
eeén submitted to the Office of Intelligence Policy and Review,
Department of Justice.

Ms. Thomas bé
bicC

R e
1

NSLB IOB Library

SESRET



BY COURIER

Mr. James Langdon

Chairman

Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Langdon:

This letter forwards for your information a self- b2
explanatory enclosure entitled, "Intelligence Oversight Board
(IOB) Matter, IOB 2005 {0)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure »

1 —l l biC
1 - 278-HQ-C1229736-VIO - ¥ f

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

rom: Multiple Sources

o on: May 13, 2030

DECLASSIFIED BY 65179 dwh/ksr/prs
0N 06-2Z1-Z007



Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 -~ Mr. James A. Baker III
Counsel for Intelligence Policy and Review
U.S. Department of Justice
Room 6000




18y

QBeview (JOIPR"), Department of Tuckia

® ®
sz%RET

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
COUNTERINTELLIGENC ISION b2
IOB MATTER 2005 (U)

(S) The Counterintelligence Division ("CD") of the
Federal Bureau of Investigation ("FBI") has reported an
electronic surveillance error in conjunction with Lhat dﬁvic%n%ij
i i igence investi ion of the| _
in | In this regard, on
June 10, 2004, the United states Foreign Intelligence
Surveillance Court authorized electronic surveillance

telephone numbers, including cellular telephone number bl
Subsequent investigation revealed that this cellular Eé
telephone number was not being utilized On December 17,

. . : : ) b7A
2004, electronic surveillance of this number w discontinued at b7C

10:55 a.m. CD is providing the Office of Intgljiggngg Policy and bR

(U) This matter has been reported to the FBI's Office
of Professional Responsibility for appropriate action.

Derived om : G-3
Decl if n: 25X1

sﬂl:RE'r



(Rev. 01-31-2003)

wm

(U}

LR

SEC

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 08/19/2005
To: General Counsel Attn: NSLB

From: Inspection
Internal Invegtigations Sactian, TPU, oom 11102

Contact: CRS Ext. 2
Approved By: Fogle Toni Mari ESC
Drafted By: kas
Case ID #: 278-HQ-C1229736-VIO (Pending)

Title:. . INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGE 21015 b2
OGC/IOB# 2005

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, Naticnal Security
Law Rranch (NSLB).

c[]k ey

Réference:vnz&< 278-HQ-C1229736-VIO Serial XXX
278-HQ-C1229736-VIO Serial 835

b2
Details: (U ternal Investigations Section (IIS) receivedypig
an EC fxtm\[i;f%;:frOffice dated 3/2/2005, reporting a possible
IOB error. Based upon a review of the referenced EC it is the
IIS's opinion the incident described therein is indicative of a
performance issue. Therefore, no internal investigation will be

conducted by the IIS and this matter is being relegated to the
NSLB for whatever action they deem appropriate.

*

DECLAZSIFIED BY £5179 dmh/ksr/prs
O D6-22-2007

¢



U.S. Department . astice

Office of the Inspector General

Washington, D.C. 20530

DATE: July 20, 2005

TO: Charlene B. Thornton
Assistant Director
Inspection Division
Federal Bureau of Investigation

Cllne G Ll

FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2005005804
Subject: Unidentified
ivision b2
FBI No. 278-HQ-C1229736-VIQ ~ bIE

. We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

[]

This complaint will be investigated by the OIG.

[]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General
Act and the Whistleblower Protection Act.

Attachment ALL FEI INFORMATION CONTAINED

HEFEIN I3 UNCLA3STFIED
DATE 06-22-2007 BY 65177 dmh/ksr/prs
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Privacy Acts

SUBJECT: NATIONAL SECURITY LETTERS

FOLDER: ) (L3 -0-U - Volume 15

Federal Bureau of Investigation



PEE 2 A
foipa # 1073946 DATE: 06-07-2007 )
FD-902 (Rev 03-21-2005) CLASSIFIED BY 65179/ /dmh kex /cak
REA3ON: 1.4 (<)
S FT DECLAZSIFY ON: 05-07-2032
FEDERAL BUREAU OF INVESTIGATION )
b
Precedence: ROUTINE Date: 07/07/2006
To: Inspection Attn: IIS, Room 11861
’ General Counsel Attn: NSLB, Room 7975
From: | | ALL INFOPMATION CONTAINED
roms HEFEIN I3 UNCLASSIFIED EXCEPT
JTTF WHERE SHOWN OTHERWISE
Contact: TFO 52
b6
Approved By: mw b7¢C
b7E
L T “7111%
Drafted By: é&}
w | 507%
Case ID #: & 278-HQ-C1229736-VIO — [~
(vt ¢
Title: (U) {(TFQ non b7c
(0 INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR bl
Synopsis: Pé) To report possible IOB error. EgA
b7C
('[” )& Derive om : G-3 b7E
Declas On: X1
Details:
(s) 1.
b1
(s) 2. b6
b7A
o I8 3. Possible IOB Error: p7C
(8) bl
b7A
M (0, Description of IOB Error: bl
b4

-\\(i : b7A
- 7D

SC AMMN” /ZQ (74 sfmwr
CRs 9/01/o¢

koo e a3 0- U 52


file:///pb~o*

SJ?EQET b2

b7E
To: Inspection From: | | bl

M Re: T 278-HQ-C1229736-VIO, 07/07/2006

(5]

(S) I

bl
b4
b7A
b7D

ﬁ.Ls.:_l

bl
b4
b72a
b7D




(n

b2

To: ngpection From: b7E
Re: 278-HQ-C1229736-VIO, 07/07/2006

LEAD (8) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL CQUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*"



\ ALL INFORMATION cnn‘n ‘
HEREIN I3 UNCLASSIF XCEPFT DATE: 08-07-2007

(Rev. 01-31.200WHERE SHOUWN OTHERWISE CLASSIFIED BY 65179/duh/kar/cak
FEAZON: 1.4 (c)
%RET DECLASSIFY ON: 06-07-2032

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 8/3/2006
To: Attn: CDC 1
JTTF Supervisor
Inspection Attn: Internal Investigative Section
Attn: Room 11865
b2
From: General Counsel b6

National Security Law =1 35-100 b7C
Contact: b7E

Approved By: _Ihgma%
Drafted By: 'kf

U) case 1D #: (3 278-HQ-C1229736-vio— |BQY

Title: (U) Intelligence Oversifht Board b

(IOB) Matter 2006-

L S?nopsis2"~¢ﬁ It is the opinion of the Office of the General Counsel

(OGC) that the above referenced matter need not be reported to the
Intelligence Oversight Board (IOB). Our analysis follows.

I:U:I e ) e Derived Kyom : G-3 b1

(Jy - o Declassj Oon: X1-25 oy
ST _ b7A
Reference: (&5 -HO- = i (Pending) bTE

(s)

Administrative: (U) This communication contains one or more footnotes.

To read the footnotes, download and print the document in Corel
WordPerfect.

b2
b7E
(M petailss '234: By el i mmunication (EC d July 7, 2006 and
referenced above, the Division|;::i::i:fffjreported to the 0OGC’'s
National Security Law Branch (NSLB) and th€ Inspection Division this

potential IOB matter.

b6

0IG/DOJ INVEST) nougt/ o SeB-0- - 529




SEQRET

- To: Counterterrorism From: General Counsel
Re: - £29 278-HQ-C1229736-VIO, 8/3/2006
_BACKGROIOND bl
’ b2
{3) b4
bé
b7A
b7C
b7D
b7E
F\_‘d
bl
b2
b4
b7A
b7D
b7E
b2
[ Jrequested: p7E
the names, addresses, and lengths of service of the persons or
entities to whom the following telephone numbers were b1
registered: B2
(3) "
b7A
b7D
b7E
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b7A
b7E
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b4
, b7A
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SPSRET

Tc: Counterterrorism From: General Counsel
Re:r,(ﬁa 278-HQ-C1229736-VIO, 8/3/2006

ANALYSIS

{®( As required by Executive Order (E.O.) 12863
(Sept. 13, 1993) and Section 2-56 of the National Foreign
Intelligence Program Manual (NFIPM), OGC was tasked to determine
whether the errors described here are matters that should be reported
to the IOB. We believe that the reported activity requires IOB
notification.

(U) Section 2.4 of E.O0. 12863 mandates that the heads of
Intelligence Community components report all information to the IOB
that it deems necessary to carry out its responsibilities. That
section requires Inspectors General and General Counsel of the
Intelligence Community to report "intelligence activities that they
have reason to believe may be unlawful or contrary to Executive order

~ or Presidential directive." This language has been interpreted to

mandate the reporting of any violation of guidelines or regulations
approved by the Attorney General, in accordance with E.O. 12333, if
such provision was designed in full or in part to protect the
individual rights of a United States person. This includes
violations of agency procedures issued under E.0Q. 12333, unless they
involve purely administrative matters.® For the FBI, OGC submits

reports to the IOB.*

) The Attorney General's Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence
Investigations (NSIG) provide that "all lawful investigative
techniques may be used in full investigations." NSIG (Introduction)
at 4. Section 2-56 of the NFIPM identifies as reportable to the I0B
unauthorized investigations, the use of unlawful methods and

""3“'}2§: See EC from Inspection Division to All Divisions; Title:
Revised Procedures for the Submission of Reports of Potential
Intelligence Oversight Board (IOB) Matters, Case ID # 66F-HQ-A1247863
Serial 172 at 5-6 (2/10/2005). The FBI is required to maintain for
three years records of administrative violations, for possible review
by the Counsel to the IOB, together with a copy of the opinion
concerning the basis for the determination that IOB notification was
not required. Id. at 6.

e (;Q See id. at 4.

SECRET
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SEc)u:T
To: Counterterrorism From: General Counsel
Re: »&) 278-HQ-C1229736-VIO, 8/3/2006
techniques, exceeding the authorized scope of permitted activities,

and failing to adhere to minimization requirements.S®

(S) 1In this instance,[::::::::] sought information
relating to four telephone numbers associated with the subjecq

Although the service provider produced, in

(T e

(3]

addition to requested subscriber data, additional current subscriber

information beyond that requested in the NSL, the FBI's request was bl
authorized | The FBI committed no b2
unauthorize vestigative activity, as it took no action with regard P72
to the additional information produced by the service provider. OGC b7E
notes that has taken steps to advise the provider

concerning its resp ibilities, and has sequestered the excess

production with the CDC. However, OGC recommends that the

additional records be returned to the service provider or destroyed.
Based on the above, it is the opinion of OGC that this matter need
not be reported to the IOB.

B See also id. at 5, identifying reportable matters as
including: (1) activities believed to be unlawful or contrary to
Executive Orders or Presidential directives; (2) suspected violations
of the Constitution; (3) unauthorized investigations; (4) use of
methods or techniques other than those authorized in the conduct of
preliminary or full investigations; (5) initiating a form of
electronic surveillance or a search without authorization from the
FISC, or failing to terminate an authorized surveillance at the time
prescribed by the Court; and (6) failing to adhere to the
minimization or dissemination requirements specified in a FISC Order.

bl
b2
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SECRET

To: Counterterrorism From: General Counsel
Re:  (8) 278-HQ-C1229736-VIO, 8/3/2006

LEAD(8) :

Set Lead 1: (Action)

b2
b7E

ar| ]

(U) Either destroy or return the excess records that were
not within the scope of the NSL to the service provider, and document
accordingly. Advise NSLB and Inspection Division of the records'
handling.

Set Lead 2: (Discretionary)

COUNTERTERRORISM

AT ITOS1/CONUS 2

(U) For review and action deemed appropriate.
Set Lead 3: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For review and action deemed appropriate.

*

SEERET



. ALL m‘zrrx ON CONTATNED

HEREIN I3 UNCLASSIFIED
(Rev. 01-31-2003) DATE 06-07-2007 BY €5179/duh/ksr/, cak

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 09/11/2006
To: General Counsel Attn: NSLR
From: Inspection
Internal Investigations Section. IPU, Room 3041
Contact: CRS | Ext.
b2
Approved By: Miller David le b6
b7C
Drafted By: | |
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2565 2

OGC/IOB# 2006

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1508
278-HQ-C1229736-VIO Serial 1594

Details: (U) The Internal Investigations Section (IIS) received
an EC from| |Division dated 07/07/2006, reporting a
possible IOB error. Based upon a review of the referenced EC it
is the IIS's opinion the incident described therein is indicative
of an administrative issue. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

b7E

*



DECLAZZIFIED BY 65179 /duh/ksr/cak

(Rev. 01-31-2003) 0N 06-07-2007
SECRET/+20310911
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 09/11/2006
To: Attn: SAC (Personal Attention)

From: Inspection

Internal Invegtigations Section, IPU, 041 b2
Contact: CRS Ext. . b6

b7C
Approved By: Miller David b7E
Drafted By: | Aﬁzs
. Case ID #: (U) 263-HQ-0-U - 539 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2565

OGC/IOB# 2006:

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

Declassgi On: 310911

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1508

b2

Reference: (U) 278-HQ-C1229736-VIO Serial 1508
278-HQ-C1229736-VIO Serial 1594

b2
Details: (U) Upon review of| |Division's captioned b7E
report of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. 1IIS only addresses allegations

where deliberate and/or aggravated wmisconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/0OGC EC, dated 03/18/2005
(319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

*"
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FD-962 (Rev. 03-21-2005)
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

Date: 10/13/2006

b2
To: Inspection Attn: TIIS, Room 11861 b6
General Counsel Attn: NSLB, Room 7975 b7C
b7E
From: |
TTTE . DATE: 06-07-2007
Contact: 7 TFO] LASSIFIED BY 65179/duh/ksr/cak
EASON: 1.4 {c)
Approved By: DECLAZSIFY ON: 06-07-2032
ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEFT
Drafted By: | tkg WHERE SHOWN OTHERWISE bl
- . b2
1Y
Case ID #: (S) ((/. b7A
- - (/ b7E
Title: (S) ()/ bl
b6
b7A
b7C b1
b4
b7D
Synopsgig:
(o) 00 Derijij;ﬁggg:fiiig} SCG G-3, Jan. 1997
Declassify On: 13/2016 E;
tailg: (S) b4
b7A
b7D
b7E
s |
bl
b2
b4
b7A
b7D
b7E



SERRET

To: 1Inspection From: |

]

Re: (8) 10/13/2006

LEAD(8) :
Set Lead 1: (Info)
INSPECTION

AT WASHINGTON, DC

(U) For information.

Set Lead 2: (Info)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) For information.

*
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U. S. Departme  of Justice

Office of the Inspector General

DATE: December 4, 2006

TO: Kenneth W. Kaiser
Assistant Director ALL INFORMATION CONTAINED
Inspection Division HEREIN IS5 UNCLASSIFIED

Federal Bureau of Investigation DATE 06-07-2007 BY 65179 /duh/ksr/cak

FROM:  Glenn G. Powell

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007001276

N

Subject: TFQ } b2
] b6

FBI No. 263-0-U-539 ﬁZE

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in ail
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment
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b

OIC - INVESTIGATIONS DIVISION - Complaint Form 0IG NO. 689-2007-001276-M

2
7E

Received By: 2$C Date Received: 08/21/2006 How Received: A
SUBJECT: | | SSNO:

Title: TEFO Pay Plan: D.O.B.:

Comporent: FBI EOD Date: Alien No.:

Misc: F.B.I.Nc.: b2

Home : B.O.P.No.: b6

Phone: ZIP: D/L No.: bic

work: [_______ |pivision Offenses: 689 b7E
Joint Terrorism Task Force,l

Phone: ZIP:

COMPLAINANT : | ] SSNO:

Title: SSA Pay Plan: D.O0.B.: b2
Component: FBI EOD Date: Alien No.: b6
Misc: F.B.I.No.: b7C
Home: L — B.0.P.No.: b2  p7E
Phone: () - ZIP:' I D/L No.: b7E
Work: ,

Phone: 44] Z1P: .

Confidential: Revealed: Authority: none

bl DATE: 06-07-z2007

*bz BT INFQ.
Details: . b7E CLAZSIFIED BY 65179/dmh/ksr/cak

[8) information received from the FBI regarding a potential IOB matter. IEASON: 1.4 (c)
; DECLASSIFY ON: 06-07-2032

result the FBI obtained unauthorized information.

reports that the unauthorized material was immediately sealed and is being stored
within Division Counsel.

It is the opinion of the Office of the General Counsel that this matter need not be reported
to the I0B.
S,

b6
On 5/11/06, TFYQ - Jutilized a National Security letter (NSL) to request b7¢C
communications data reqarding one of the targets of the investigation. b2
b6
Upon reviewing the resul n 6/7/06, TFO[:::::::]learned that due to an error made by the p7¢
communications provider, received data that was not covered in the NSL. As a b7E

4 _
ALLEGATIONS: 689 1IOB Violation b2
Occurrence Date: 06/07/2006 TIME: bTE
CITY1 I Statei I Zip:
DISPOSITION DATA: Disposition: M Date: 08/21/2006 Approval: POWELL, GLENN G

2%l
Referred <o Agency: FBI Date Sent: 12/04/2006 Component: FBI
Patriot Act: N Civil Rights: N Component Number: 263-0-U-539
Sensitive: N Whistleblower: N Consolidated Case Number:

Remarks: b2

108 No. 2006:

Predicating material contains classified information that will be maintained in a secure
container within OIG/INV/HQ.

It should be noted that TFO [::::::] is the subject of multiple IOB-related complaints.

12/04/06~ Sent to AD Kaiser FBI/INSD (tap)

tage 1 of 1 printed 11/30/2006 3:16:45

b6
b7C



FD-962 (Rev. 03-21-2005)

(U -

DATE:

Y

08-07-2007
CLASRIFIED BY 65173 /dwh/ksr/eoak

FEASON: 1.4 (c)

SESRET DECLASSIFY ON: 06-07-2032
FEDERAL BUREAU OF INVESTIGATION , . b2
oG
Precedence: ROQUTINE Date: 07/07/2006
To: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975
From: ST ALL INFORMATION CONTAINED
e . o REIN IS UNCLASSIFIED EXCEPFT
ontact: TF [dEEERE SHOWN OTHERWISE
Approved By: | oo b2
b6
< b7¢C
. b7E
| Uil
~—,

A
Drafted By: | k&p/

e als
Case ID #: (8) 278-HQ-C1229736-VIO — /JQL?

Title: (U) \TFQ
S
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR

W’CW bé

b7C

1/ R bl
Synopsié{”QQ To report possible IOB error. ﬁé
b7A
([]3~v~r -$€) .. .. Deri From : G-3 b7C
Degtasaify On: X1 b7E
Details:
(8) 1.
bl
(8) 2 b6
- b7A
& 3. Possible IOB Error: b7C
(8) bl
b1 o e Description of IOB Error
b2
b4 iy
L6
b7A
k7cC
b7D
b7E
SC. Mdhox 1744 97/27/05 SEORET
CRs |
bs 2062 -0 - GO

s

ml@*\D“’ b7C
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SQ&ET
b2

To: Inspection From: | B b7E
Re: - 278-HQ-C1229736-VIO, 07/07/2006

At a later

Jate writer was made aware that this 1s an over collection of records Eé
and that the results needed to be sequestered by the | CDC, b6
Ti.zse records were turned over to CDC on bIA
06/20/2006. The records for the time period requested in the originalyp7c
NSL were printed off the CD-Rom and placed in a 1-A envelope. b7E
‘ ';:>T§1; Two serials were generated as a result of the "over
collected" records. Both serials were permanently charged out of ACS.
(s

requestinmg rransaceional records from the date of inception through
the time of service. The charged out serials will be replaced in the
case file with new serials using the newly obtained results.

bl

b4

b7A

b7D
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SEXRET

b2
To: Inspection From: b7E

Re: - (& 278-HQ-C1229736-VIO, 07/07/2006

LEAD(s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*
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11 TNFORMATION CQIHED ‘ATE: 0E-07-2007
HERETN 15 UNCLASSIWESD EXCEPT CLAZSIFIED BY 65179/duh/ksx/cak

(Rev. 01-71-2003) WHERE SHOWN UTHERWIZE REASON: 1.4 (c)
DECLASSIFY ON: 06-D7-2032
SELRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 8/7/2006
To: Attn: CDC |
JTTF Supervisor
Inspection Attn: Internal Investigative Section
Attn: | ] Room 11865
‘ b2
From: General Counsel bé
National Security L =1.3S-100 b7c
Contact: bTE

Approved By: Thomas Julie@}]/
A¢
) k£

L
Case ID #: = (2L 278-HQ-C1229736-VIO — {593

Drafted By:

Uy -
Title: (U) Intelligence Oversight Board b2
(IOB) Matter 2005E:| ‘
SyﬁéPSiB{“*G&( It is the opinion of the Office of the General Counsel
(OGC) that the above referenced matter need not be reported to the
Intelligence Oversight Board (IOB). Our analysis follows.
Uy L .. . Derx Fr T G-3
t ) I§ki Dec Y s 1-25 gé
()~ Reference: ~ (&) 278-HO-C1229736-VIO Serial 1sna (pending) D7

(s)

Administrative: (U) This communication contains one or more footnotes.
To read the footnotes, download and print the document in Corel

WordPerfect.

(m~wDetails:~':D?K: By electronic communication (EC) dated July 7, 2006 and
referenced above, the| !Division| lreported to the OGC's
National Security Law Bramc LB) and thé Inspection Division this
potential IOB matter. b2

b7E

SWT
7/ A/ ;( bé

b7C

IGID0J REVEN. //m{s
FBI INVESTIGATIONRS= /1)
2IG/DOJ INVESTIGATION: ~_ 23 e - D

N
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"I' SEES;ET

To: Counterterrorism From: General Counsel
Re: (>~:Q 278-HQ-C1229736-VIO, 8/7/2006

BACKGROUND

)l

1

(s)

bl
b2
b4
b6
b7Aa
b7C
b7D
b7E

bl
b2
b4
bb6
b7A
b7C
b7D
b7E

ANALYSIS

P&y As required by Executive Order (E.O.) 12863

(Sept. 13, 1993) and Section 2-56 of the National Foreign
Intelligence Program Manual (NFIPM), OGC was tasked to determine
whether the errors described here are matters that should be reported
to the IOB. We believe that the reported activity does not require
IOB notification.

(U) Section 2.4 of E.O. 12863 mandates that the heads of
Intelligence Community components report all information to the IOB
that it deems necessary to carry out its responsibilities. That
section requires Inspectors General and General Counsel of the
Intelligence Community to report "intelligence activities that they
have reason to believe may be unlawful or contrary to Executive order
or Presidential directive." This language has been interpreted to
mandate the reporting of any violation of guidelines or regulations

Xcrer
2



SECRET
To: Counterterrorism From: General Counsel
0~ Res- &Q 278-HQ-C1229736-VIO, 8/7/2006

L) approved by the Attorney General, in accordance with E.O. 12333, if
such provision was designed in full or in part to protect the
individual rights of a United States person. This includes
violations of agency procedures issued under E.O. 12333, unless they
involve purely administrative matters.® For the FBI, OGC submits
reports to the IOB.?

{0 . .

;9(: The Attorney General's Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence
Investigations (NSIG) provide that "all lawful investigative
techniques may be used in full investigations." NSIG (Introduction)
at 4. Section 2-56 of the NFIPM identifies as reportable to the IOB
unauthorized investigations, the use of unlawful methods and
techniques, exceeding the authorized scope of permitted activities,
and failing to adhere to minimization requirements.?

(S} In this instance,E::::::::] sought information bl
relatin e-mail address associated with the subject| | b2
gﬁi and obtained data for a period greater than requested E%

ut sti within the scope of an authorized investigation. Thus, the

investigative technique was authorized for purposes of E.O. 12333 and
this need not be reported to the IOB pursuant to E.O. 12863.

[L/{ IR
"t (8] See EC from Inspection Division to All Divisions; Title:
Revised Procedures for the Submission of Reports of Potential
Intelligence Oversight Board (IOB) Matters, Case ID # 66F-HQ-A1247863
Serial 172 at 5-6 (2/10/2005). The FBI is required to maintain for
three years records of administrative violations, for possible review
by the Counsel to the IOB, together with a copy of the opinion
concerning the basis for the determination that IOB notification was
not required. Id. at 6.
]
S2 38 see id. at 4.
mh")ﬁ{ See also id. at 5, identifying reportable matters as
including: (1) activities believed to be unlawful or contrary to
Executive Orders or Presidential directives; (2) suspected violations
of the Constitution; (3) unauthorized investigations; (4) use of
methods or techniques other than those authorized in the conduct of
preliminary or full investigations; (5) initiating a form of
electronic surveillance or a search without authorization from the
FISC, or failing to terminate an authorized surveillance at the time
prescribed by the Court; and (6) failing to adhere to the
minimization or dissemination requirements specified in a FISC Order.

SPRRET
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To: Counterterrorism From: General Counsel
Re: (;4 278-HQ-C1229736-VIO, 8/7/2006

LEAD(s) :

Set Lead 1: (Discretionary)

b2
b7E

AT |

(U) For review and action deemed appropriate.
Set Lead 2: (Discretionary)

COUNTERTERRORISM

AT ITOS1/CONUS 2

(U) For review and action deemed appropriate.
Set Lead 3: (Action)
INSPECTION
AT WASHINGTON, DC

(U) As provided in the Revised Procedures for the
Submission of Reports of Potential Intelligence Oversight
Board (IOB) Matters, retain a record of the report of a
potential IOB matter for three years for possible review by
the Counsel to the IOB, together with a copy of the OGC
opinion concerning the basis for the determination that IOB
notification is not required.

L 44



. Q’. INFORMATION CONTAINED
RE

IN I3 UNCLAZZIFIED
(Rev. 01-31-2003) DATE 06-07-2007 BY 6517%/duh/ksr/cak

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 09/11/2006
To: General Counsel Attn: NSLB

From: Inspection

Internal Investigations Section, IPU, _Room 2041
Contact: CRS| J Ext. ,
b2
Approved By: Miller David %Epé{ b6
b7¢C
Drafted By: I kL&v
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2566 b2

OGC/IOB# 2oos|:_'|

Synopsis: (U) To report a potential Intelligence Oversight Board
(I0OB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1509
278-HQ-C1229736-VIO Serial 1593

Details: U) The Internal Investigations Section (IIS) received
an EC from Division dated 07/07/2006, reporting a b2
possible IOB error. Based upon a review of the referenced EC it b7E

is the IIS's opinion the incident described therein is indicative
of an administrative issue. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*



!'ECLABSIFIED BY £5179/duh/ksr/cak
(Rev. 01-31-2003) DN 056-07-2007
SECRE 310911

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 09/11/2006

To: Attn: SAC (Personal Attention)

From: Inspection

Internal Inve IPU, Room 3041 b2
Contact: CRS EXt . be
b7C
. : b7E
Approved By: Miller David %;@z4
Drafted By: r k&a}
-~
-~ Case ID #: (U) 263-HQ-0-U - 540 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRAC b2
0GC/ T0BH 2006 1]
Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) viclation has been reviewed by
the Internal Investigations Section (IIS), and is not considered

willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

D assify On: 310911

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1509

Reference: () 278-HQ-C1229736-VIO Serial 1509

278-HQ-C1229736-VIO Serial 1593 5o

Details: (U) Upon review of E::::::::]Division's captioned o
report of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 03/18/2005
(319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

+*

SECRET/ 10911



U. S. Departme  of Justice

Office of the Inspector General

ALL INFORPMATION CONTAINED

DATE: November 30, 2006 HEREIN I3 UNCLAZSTFIED

TO:

DATE 06-07-2007 BY o5179/dwh/ksr/cak

Kenneth W, Kaiser

Assistant Director

Inspection Division

Federal Bureau of Jnvestigation

P

. ~ ) .

FROM: Glenn G. Powell

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007001248

N

Subiject: TFOJ ] g%
G Z63UU-540 e

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confideatiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment



OIG - INVESTIGATIONS DIVISTON - Complaint Form OIG NO. 689-2007-001248-M
Received By- | ﬁgc Date Received: 08/21/2006 How Received: A
SUBJECT: SSNO:
Title: TFO Pay Plan: D.0O.B.:
Component: FBI EOD Date: Alien No.: b2
Misc: F.B.I.No.: b6
Home : B.0O.P.No.: b7¢C
FPhione: Z1P: D/L No.: b7E
Work: Division Offenses: 608

Joint Terrorism Task Force,lﬁi AJ
Phone: ZIP:
COMPLATNANT : | J SSNO:
Title: SSA Pay Plan: D.0O.B.:
Component: FBI EOD Date: Alien No.: b2
Misc: F.B.I.No.: b6
Home: | I B.O.P.No.: b7C
Phone: () - ZIP: D/L No.: b7E
Work: ,
Phone: | I ZIP:
Confidentzal: Revealed: Authority: none bl

b2

—b6
D b7C

etails:

: . . : TE
iS)Informatlon received from the FBI regarding a potential IOB matter. L
b2
Upon reviewing the data provided by the communication i TFO learned that it b6
included information that was not covered in the NSL. subs sealed the b7C
unauthorized material. b7E

to the IOB.

N
ALLEGATIONS: 689 1IOB Violation

It is the opinion of the Office c¢f the General Counsel that this matter need not be reported

b

Occurrence Date: 03/16/2006 TIME: ng
CITY State:l I Zip:
P J
DISPOSITION DATA: Disposition: M Date: 08/21/2006 Approval: POWELL, GLENN G

‘Al
Referred to Agency: FBI Date Sent: 11/30/2006 Component: FBI
Patriot Act: N Civil Rights: N Component Number: 263-0-U-540

Sensitive: N Whistleblower: §

Consolidated Case Number:

DATE: 06-07-2007

FBEI INFO.

Remarks: b2 .
CLASSIFIED BY 6€5179/dmhsksr/cak
IOB No. 2006 REASON: 1.4 (e}
DECLAZZIFY ON: 06-07-2032
TFO | | is associated with two other IOB-related complaints. (See OIG #s b2
2006-009161 & 2007-001245) bo
] . . . b7C
Predicating material contains classified information that will be stored in a secure
container within OIG/INV/HQ.
11/30/06- Sent to AD Kaiser FBI/INSD (tap)
Page 1 of 1 Printed 11/29/2006 3:51:55



ALL INFORMATION CEII-ITAIIJED'
(RHEREIN 15 UNCLAZSIFIED EXCEPT
WHERE SHOWH OTHERWIZE

SE%E;r

TE: 05-07-2007

LASSIFIED EY 55179/duhi/ksxr/cak

REASON: Ll.4 (o)
DECLASSIFY ON: 06-07-2032

FEDERAL BUREAU OF INVESTIGATION

b2
06 -
Precedence: ROUTINE Date: 02/27/2006
To: Inspection Attn: IIS
General Counsel Attn: NSLB
Attn: SA
From: _
Contact: TFO b2
b6
- b7c
Approved By: b7E
Drafted By: kg bl
Case ID #: (S) E%E bl
- k) 2IB - HO-C1220736-VIO  [Pendinm [ b2
(s) R b7A
b7E
- Title: &  INTELLICENCE OVERGIGHT EOARD (IOB) 52
TFO b6
SSA b7C
r - PIVISION b7E
W synopsis: (3 Report possible Intelligence Oversight Board
(IOB) wviolation.
(§< Derived From I SCG G-3, Jan. 1997 bl
i[]) ~  Declassify Ons /27/2016 b2
b7A
Reference: (S) pIE g;
b6  petails: (U) e Case Agent is Joint Terrorism Task Force EiA
b7C officer (TFO)| bC
b7E
()]
i ",E&( The subject is a U.S. person.
bl
(8) b6
b7A
b7C

ay//'l/o" -
Ao b o A Y foo

SCW_%Q 78 as«;;m
CRS O3lo [/06

b6
b7C

alo3-0 U~ 5442



(5)

bl

~
<

b6

b7A
b7C
b7E

()]

bl
b2
b6
b7A
b7C
b7E

(s) /

()

=

bl
b2
b6
b7A
b7cC
b7E

mmn%me



SEERET |
(51 2

b7E




LEAD(8s) :
Set Lead 1: {Info)
INSPECTION

AT WASHINGTON, DC

>§)m3For information.
Set Lead 2: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

(o ‘ _
IS« For information.

*



ALL TNFORMATTION cnm‘m’E
HEREIN IS UNCLASSIFIED YWPEPT

(Rev. 01 WHERE SHOUN OTHERWISE

SEEBET

¢ 06-07-2007

QSIFIED BT 65178 /dmh/ksricak

REASON: 1.4 (o}
DECLASSIFY ON: 06-07-2032

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/20/2006
To: | Attn: cpc| |
€ILE€rrorism Attn: ITOS I/CONUS II

uc l
T/
1A .
Inspection Attn: 1IIS,
From: General Counsel
National Securitwv Law Byanch/CTIIT T/I¥ 31 o 127

uc

Contact:

Thomas Tulie F

Approved By:

Drafted By: M:mml

(my - Case ID #: "(}ﬁ 278-HQ-C1229736-VIO +

Title: (U) Intelligence Oversight Board
IOB Matter 20061:::::]
U)o . : 3
Synopsis:- {& It is the opinion of t

Counsel that the above referenced matt
Intelligence Oversight Board (IOB).

iUJ'”'“”‘EﬁRﬂ@'

.. Derive o G-
Declasggi Omni: 3

Y

(Pending)

b2

he Office of the General
er must be reported to the

Our analysis follows.

Reference: (9)

1

/17/2031 bl
b2
b7E

o "Details: - ectronic comn £C)dated February 27,
2006, the Field Office reported to the
Inspection Division and the Office of General Counsel (OGC) this
potential IOB matter.

(s)f

S%ET
vl UG

A . Al

0IG/DOJ REVIEW: DATE, g/ * /1 be
. 4]

FR!IMVES1GATION: 4/ N |
C:5ju0d INVESTIGATION: - SO0 By

b2
b6
b7C
b7E

b2
b7E

bl
b2
be
b7a
b7C
b7E



(U

-3

(-

{0

S%ET
b’)

<

To: From: General Counsel b7E
Re: 278-HQ-C1229736-VIO, 03/20/2006

s
bl
b2
b4
b6
b7C
b7D
b7E
“\iélehe mistaken toll records were sealed bv
| ~ JChief Division Counsel (CDC) | on bl
February 16, 20 nd are securely maintaified in Lhe CDC'S Eé
office:”Ther'~'w regponsive EC]| did o
not reference e 1ncorrect telephone number that was provided on ..
CD-ROM, and has not been charged out of ACS. The incorrect toll bTE

records wara not uploaded into FBI databases, including[

I8 As required by Executive Order (E.O.) 12863 (Sept.
13, 1993) and Section 2-56 of the National Foreign Intelligence
Program Manual (NFIPM), OGC was tasked to determine whether or

not the matter described herein should be reported to IOB. We

believe the reported activity requires notification.

aﬁ) Section 2.4 of E.O. 12863 mandates that the heads

”'of Intelllgence Community components report all information to

the IOB that it deems necessary to carry out its
responsibilities. That section requires the Inspectors General
and General Counsel of the Intelligence Community to report
"intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive". This language has been interpreted to mandate the
reporting of any violation of guidelines or regulations, approved
by the Attorney General, in accordance with E.O. 12333, if such
provision was designed in full or in part to protect the

S}i&RET
2



U

O

fl

(5)

Sﬁ?&ET
b2

b7E

To: From: General Counsel
Re: (&) 278-HQ-C1229736-VIO, 03/20/2006

individual rights of a United States person. Thisgs includes
violations of agency procedures issued undexr E.O. 12333, unless
they involve purely administrative matters. For the FBI, the
Office of the General Counsel (OGC) submits reports to the IOB.

(& The Attorney General Guidelines for FBI Foreign
Intelllgence Collection and Foreign Counterintelligence
Investigations (NSIG) provide that "all lawful investigative
techniques may be used in full investigations." Section 2-56 of
the NFIPM identifies as reportable to the IOB unauthorized
investigations, the use of unlawful methods and techniques,
exceeding the authorized scope of permitted activities, and
failing to adhere to minimization requirements.

N(Uj“::ﬂgg:ln this in i i to report the

potential IOB error) in accordance with
E.0. 12863 and Section 2-56 of the NFIPM, because investigative
results were obtained on a presumed USPER who was not the subject
of the request for subscriber information and toll records.

bl
b4
b7b

bl

)l

m

b2
b4
b6
b7A
b7C
b7D
b7E

T -~ ¥&] OGC is required to report this matter to the IOB in
accordance with E.O. 12863 and Section 2-56 of the NFIPM. OGC
will prepare and deliver the required correspondence.



sE)éRET

b2
y 1O: From: General Counsel b7E
Re: - 278-HQ-C1229736-VIO, 03/20/2006

LEAD(8):
Set Lead 1: (Info)
b2
b7E
at| ]
(U) Read and clear.
Set Lead 2: (Discretionary)
COUNTERTERRORISM

AT LIBERTY CROSSING ONE, WASHINGTON, DC

(U) For review and action deemed appropriate.
Set Lead 3: (Discretionary)
INSPECTION

AT WASHINGTON, DC

(U) For review and action deemed appropriate.

*



DECLASSIFIED BY 65179 /dwh/ksr/cak
ON 06-07-2007

March 21, 2006
BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, DC

Dr. Mr. Friedman:

b2
Enclosed for your information is a self-explanatory PTE
letterhead memorandum (LHM), entitled "Intelligence Oversight
Board (IOB) Matter, DIVISION, IOB Matter 200061 {(U)

The LHM sets forth details of investigative activity which
the FBI has determined was conducted contrary to the Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection, and /or laws, Executive Orders,
or Presidential Directives that govern FBI foreign
counterintelligence and international terrorism investigations.
(0)

Enclosures
1 - Ms. Julie EF., Thomas b2
1 - - bo
1 - ZTB=HO=CTZIITIE-VI0 p7e
1 - Inspection (IOB 2006
Unclassifie en detached

from classified document.

Deri from: G-3
Declassi n: X1



Should you or any member of your staff require additional
information concerning this matter, or oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
US Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
US Department of Justice
Room 6150



. ‘ DATE: 08-07-2007

ALL INFORMATION CONTAINED CLASSIFIED BY 65175 /dmh/ksr/cak
HEREIN I3 TUNCLA3ISIFIED EXCEPT REASON: 1.4 (o} ) N
WHERE SHOWH OTHERWISE DECLASRIFY ON: 06-07-z032

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
CLEVELAND DIVISION b2

(S) ICB MATTER 2006 b2

b4
The Fe 1 Bureau of Investigation'sl Abivision b7D

| epo d this potential IOB matter involving b7E
unauthorized receipt™sg&—talaphone toll records from the
communications carrier E&((U)

I

bl
b2
b6
b7A
b7C
b7E

(Sj_z

bl
b2
b4
bo
b7A
b7C
b7D
b7E

oy =

bl
b2
b6
b7A
b7C
b7E

N/
\/‘V

) OGC has referred this matter or the FBI's Inspection
Division for action deemed appropriate. (%



. ALL IHF.TIDH CONTAINED
HEREIN I5 UNCLASSIFIED
(Rev. 01-31-2003) DATE 06-07-2007 BY 65173 /duh/ksr/cak

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 09/11/2006
To: General Counsel Attn: NSLB
From: Inspection

Internal Invegtigations Sectian  TPU, Room 3041
Contact: CRS| Ext . -
4

Approved By: Miller David % g?/c

Drafted By: | Lah#f)

Case ID #: (Uy 278-HQ-C1229736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 268 b2

OGC/IOB# 2006

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1221
278-HQ-C1229736-VIO Serial 1279

Details: (U) The Internal Investigations Section (I1S) received

an EC from [ IDivision dated 02/27/2006, reporting a

possible IOB error. Based upon a review of the referenced EC it

is the IIS's opinion the incident described therein is an 52
administrative issue. Therefore, no internal investigation will 7
be conducted by the IIS and this matter is being relegated to the
NSLB for whatever action they deem appropriate.

12/



(Rev. t:-31-2003)
SEv}ﬁ//zonosn

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 09/11/2006
To: | ] Attn: SAC (Personal Attention)
From: Inspection

Internal Investigations Sectio IPU, Room 3041 Eé

: Ext.

Contact: CRS xt. | B i

Approved By: Miller David W‘/{ b7E
DECLASSIFIED EY 65179/dnh/kar/cak
Drafted By: kas OGN 06-07-2007
Case ID #: (U) 263-HQ-0-U - Jﬂ&J(Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2684 b2

OGC/IOB# 2006

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) wviolation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case cleosed at IIS.

41— ,W(}Q,_‘_”Derive From : G-3
Declassj On: 20310911

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1221

Reference: (U) 278-HQ-C1229736-VIO Serial 1221

278-HQ-C1229736-VIO Serial 1279 b2

b7E

Details: (U) Upon review of JDivision's captioned
report of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U} IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/0OGC EC, dated 03/18/2005
(319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WHE€>€?PARATED FROM CLASSIFIED ENCLOSURE.

*

SECRM 1



U. S. Departm. . of Justice

Office of the Inspector General

DATE: November 30, 2006

TO:

ALL TNFORMATION CONTAINED
Kenneth W. Kaiser HEFEIN I3 UNCLASSIFIED
Assistant Director
Inspection Division
Federal Bureau pS)Investigation
” £

“ £ e g‘.r«-‘ , 7
G'-—’\:Wﬁg (:( i!g-',' ;{t:‘,ﬁ‘,{

FROM: Glenn G. Powell

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complai 45
Subject: TFO

O

L ]
FBI No. 263-0-U-542

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

ldentifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a

right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act

and the Whistleblower Protection Act.

Attachment

DATE 06-07-2007 BY £5178/dmh/ksr/cak

b2
b6
b7C
b7E



©0IG - INVESTIGATIONS DIVISION - Complaint Form OIG NO.:l |689—2007-001245—M
- R

Received By: b? Date Received: 08/21/2006 How Received: A
b7C
SUBJECT:| | SSNO:
Title: TFO i Pay Plan: D.0.B.:
Component: FBI EOD Date: Alien No.: b2
Misc: F.B.I.No.: b6
Home: B.O.P.No.: b7C
Phone ZTP: D/L No.: b7E
Work: Division Offenses: 689
Joint Terrorism Task Force,l |
Phone: ZIP:
COMPLAINANT: SSNO:
Title: SSA Pay Plan: D.O.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home: I B.0O.P.No.: b2
Phcne: () - Z1p: D/L No.: bé
Work: , b7C
Phone: | Z1P: _ b7E
Confidential: Revealed: Authority: none
bl
Details: b2
(S\ Information received from the FBI regarding a potential IOB matter. b7E
In furtherance of the FI, Task Force Officer (TFO)l Lequested toll information
from a communications provider. be
Jpon review of the toll records, TFO E:;::::]noted that the data was not for the target b7C
number requested. TFO immediately sealed the unauthorized information.
It is the opinion of the Office of the General Counsel that this matter must be reported to
the IOB.
ALLEGATIONS: 689 1IOB Violation b2
Occurrence Date: 02/16/2005 TIME: bTE
CITY:| | State: Zip:
DISPOSITION DATA: Disposition: M Date: 11/29/2006 Approval: POWELL, ngNN G
Referred to Agency: FBI Date Sent: 11/30/2006 Component: FBI
Patriot Act: N Civil Rights: N Compcnent Number: 263-0-U-542
Sensitive: N Whistleblower: N Consolidated Case Number: DATE: 06-07-2007
FBI INTQ.
Remarks : CLASSIFIED BY 65175/dmbi/ksr/cak
FEA3SON: 1.4 (o)
IOR No. 2006 DECLASSIFY ON: 06-07-2032
TFOl 1s associated with one other IOB-related complaint regarding the receipt bo
of Unauthorized communications data. {See OIG #2006-009161) hE
0
Predicating material contains classified information that will be stored in a secure b7C
container within OIG/INV/HQ.
11/30/06- Sent to AD Kaiser FBI/INSD (tap)

Page 1 of 1 . Printed 11/29/2006 3:148:03



(Rev. 01-31-2003)

n) -

(-

(5)

(m

}(CRET

DATE: 06-07-2007
CLASSIFIED BY €5179/dmh/kst/cak
REASON: 1.4 (o)

DECLAZSIFY ON: O06-07-2032

FEDERAL BUREAU OF INVESTIGATION

” " :’ﬂ;

Precedence: ROUTINE Date: 12/15/2005
To: Inspection Attn: TIIS
General Counsel Attn: NSLB ALL INFORMATTON CONTAINED
HEREIN I8 UNCLA3SIFIED EXCEPT
From: | ] WHERE SHOWN OTHERWISE
Squad 1
Contact: b2
b6
Approved By: b7C
b7E
N\
Drafted By: akl
oﬁ .
_Case ID #: (U) 278—HQ-C1229736—VIO" ending)
Title: (3{ POTENTIAL INTELLIGENCE OVERSIGHT BOARD (IOB)
MATTER; b6
SA ] b7C
A/SBA
Synopsis: I8 To advise FBIHQ of a potential IOB matter.
bl
(U} Ry - Derived From : G-3 b2
Declagsi On: X1 b6
e ‘ b7A
st >< On December 8, 2005, FBI yorrr sa___] B7C
disCovered a potential IOB violation regarding the issuance b7E
O wo (2) National Securitv Letters (NSLaf
/
R 8] On December 8 and 9, 2005, SAE;:::]extensively Eé
researched available hard cover case files and computer databases L.
to ensure the validity of the pote On De b7E
12, 2005, FBIljJTTF A/SSA and SA
brought the matter to the attentidSH T LDLI
(s
bl
b2
b7E

SEPHET

AA:OQDI‘ ?%¢1LW ft“ UL

bo
b7C



(3)

To:
Re:

Inspection From:

(U)

278-HQ-C122973

x4

6-VIO, 12/15/2005

b2
b7E

bl

b2
b7A
b7E

bl
b2
b6
b7C
b7E

(S)

bl
b2
b6
b7C
b7E

sgynET
2



(U)o

SEM
»2

To: Inspection From: p7E
Re: (U 278B-HQ-C1229755=vIU,—IZ/15/2005

LEAD(8) :
Set Lead 1: (Discretionary)
INSPECTION

AT WASHINGTON, DC

»—~vgu< For action as deemed appropriate.
Set Lead 2: (Discretionary)
GENERAL COUNSEL

AT _WASHINGTON, DC

~ T8 For action as deemed appropriate.

*

SE%ET



'TE: 06-07-2007
ALL INFORMATION CONTAINED NLASSIFIED BY 6517%/dmh/ksz/cak
(012671998 - pF TN 15 UNCLASSIFIED EXCEPT REASON: 1.4 (c) )
WHERE SHOWN OTHERWISE S;kk@ET DECLASSTFY ON: 06-07-2032

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 04/24/2006
To: Inspection Attn: Ms. IIS
Counterterrorism AD
SAC, CDC
From: General Counsel . 5
Counterterrorism Law Indt+ TT/I1¥-1 38100 26
Contact: p7C
Approved By: Thomas Julie F /
Drafted By: j b /¥9K>',
iR (Lo B4

Case ID #: 5] 278-HQ-C1229736-VIO~"(Pending)
U wsies O sA[ | b

A/SSA b7C
INTELLTGENCE OVERSIGHT BOARD MATTER
I0B 20061

@ synopsis: - {3 It is the opinion of the Office of the General

Counsel (OGC) that this matter should be reported to the Intelligence
Oversight Board (IOB). OGC will prepare and deliver the necessary
correspondence to the IOB.

Decla Yy On: 1l

Uy
Reference: ~€<) 278-HO-C1229736-VIO Serial 1099

Administrative: (0) This communication contains one or more
footnotes. To read the footnotes, download and print the document in
Corel WordPerfect.

il
01G/D0J DATE: 7.7/ bs
FBI INVESTIGATIO [ o
01G/DOJ INVESTIGATIO \
AN




-

o
* snéher

To: Inspection From: General Counsel
Re: I8 278-HQ-C1229736-VIO,04/24/2006

Details: (S)[-V bl

b2
b6
b7A
b7C
b7E

(Y o l"')ﬁ( EC from the Division, dated 12/15/2005 and titled b7C
"Potential Intelligence Oveérsight Board (IOB) Matter; SA A/SSA b7E

R (8§ Section 2.4 of Executive Order (EC) 12863,

dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,

the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB concerning intelligence activities
that they have reason to believe may be unlawful or contrary to
Executive order or Presidential directive. This language was
adopted verbatim from EO 12334, dated 12/04/1981, when the IOB was
known as the President’s Intelligence Oversight Board (PIOB). By
longstanding agreement between the FBI and the IOB (and its
predecessor, the PIOB), this language has been interpreted to
mandate the reporting of any violation of a provision of the NSIG,
or other guidelines or regulations approved by the Attorney General
in accordance with EO 12333, dated 12/04/1981, if such provision
was designed in full or in part to ensure the protection of the
individual rights of U.S. persons. Violations of provisions that
are essentially administrative in nature need not be reported to
the IOB. The FBI is required, however, to maintain records of such

b2
b6

| ~ |(hereinafter cited as[____— Fc7).

"'2"")5( A "United States person" is defined in Section 101(i) of the
Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. Section
1801 et. seq.) as "a citizen of the United States, an alien lawfully admitted
for permanent residence (as defined in Section 101 (a) (20) of the Immigration
and Naturalization Act) . . . . * See also Section I.C. of the Attorney
General’'s Guidelines for FBI National Security Investigations and Foreign
Intelligence Collection.

s}gnn’r
2
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Sy&\ET

To: Inspection From: General Counsel
Re: - }S47 278-HQ-C1229736-VIO,04/24/2006

administrative violations so that the Counsel to the IOB may review
them upon request.

bl
syl X

(81

bl

sy |
bl

(S) bl
(S) bl

b2

b7E

SEERET



SEXRET

(U} .. To: Ingpection From: General Counsel
Re: ( 278-HQ-C1229736-VIO, 04/24/2006

(8) A review of all facts relevant to the inciderL_lﬁadaJﬁiC ﬁé

to conclude that serving two National Security Letters bTE

[ |was a violation of the NSIG |
1 ]

1 In this case,
Jthe National Security Letters were
i1ssued without proper authorization. Since the National Security

Letters were issued without authority,l needs to sequester
the results and issue new ones. ‘

s

bl

N
s€gggr



113

SESRET

To: Inspection From: General Counsel
Re: { 278-HQ—C1229736—VI0,04/24/2006

LEAD (s)
Set Lead 1: (Action)
INSPECTION
AT TIIS
(U) For action deemed appropriate.
Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINGTON, D.C.
(U} Please read and clear.

Set lLead 3: (Action)

b2
b7E

ar | |

(U) Sequester results of National Security Letters
dated 11/15/05 and 11/16/05 and reissue new National Security
Letters.

*



s@z@:r

DECLASSIFIED BY 65179,/duh/ksk/cak
N 05-07-2007

Mr. Stephen Friedman, Chairman
Intelligence Oversight Board
Room 50209

New Executive Office Building
725th Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

b2
Enclosed for your information is a self-explanatory b7E
memorandum, entitled "Intelligence Oversight Board (IOB) Matter,
Division, IOB Matter 2006 " (U)

This memorandum sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Inspection Division. (U)

Enclosure UNCLASSIIE HEN
DETACHEDXROM
CLASSIFJED ENCLOSURE

1 - Mr. Hulon S b2
1-278-HQ-C1229736-VIO =~ ' b6
1 - Inspection Division (10B 200 b7C

1

Declassffy onx X25-1



Should you or any member of your staff require additional information concerning this
matter, an oral briefing will be arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150
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. M;},DRMTIGN CONTAINED
HE I8 MNCLASSIFIED
(Rev. 01-312003) DATE D€-07-2007 BY €5179/dwmh/kar/cak

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/18/2006
To: General Counsel Attn: NSLB

From: Inspection
Internal Investigatrions Section IPU, Room 3041

Contact: CRS Ext.
Approved By: Miller David Ian g%c
Drafted By: | |5@Q
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 1601 b2

OGC/IOB# 2006

Synopsis: (U) To report a potential Intelligence Oversight Board
(I0B) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: () 278-HQ-C1229736-VIO Serial 1099
278-HQ-C1228736-VIO Serial 1654

Details: U) The Internal Investigations Section (IIS) received

an EC from Division dated 12/15/2005, reporting a

possible I €rTror. Based upon a review of the referenced EC it P2
is the IIS's opinion the incident described therein is indicative

of a performance issue. Therefore, no internal investigation

will be conducted by the IIS and this matter is being relegated

to the NSLB for whatever action they deem appropriate.

*



(Rev. 01-31-2003)

DECLAZSIFIED BY 65179/ /dnh/ksr/oak
O 06-07-Z007

SM311020

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/20/2006
To: Attn: SAC (Personal Attention)
From: Inspection

Internal Investigations Secti IPU, Room 3041 b2

Contact: CRS Ext. b

b7C
Approved By: Miller David Ia%%ét\ b7C
Drafted By: ﬂgg
v/base ID #: (U) 263-HQ-0-U - 545 (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 1601 b2
OGC/IOB# 2006+

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) wviolation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

,ng() _Derived : G-3

(- Declaspify Oms._ 20311020
Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1099
Reference: (U) 278-HQ-C1229736-VIO Serial 1099
278-HQ-C1229736-VIO Serial 1654

Details: (U) Upon review of Divisicn's captioned report i%E

of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WTED FROM CLASSIFIED ENCLOSURE.

*
SEMM



i . U.S. Departmer f Justice

% 4 “‘ 4%‘ Office of the Inspector General

ALL TMFORMATION CONTAINED

DATE: November 30, 2006 HEFEIN IS UNCLASSIFIED
DATE 06-07-2007 BY 65179 /dmh/ksr/cak

TO: Kenneth W. Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation

Pas] i’* k,,/ j /
o Fomm for PERTE P4

FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007001235

Subject: Unidentified
] b2

bTE
FBI No. 263-0-U-545

. We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

[

This complaint will be investigated by the OIG.

[]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations,

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all
cases. complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment



b2
‘I" b7E
OIG - 1WVESTIGATIONS DIVISION - Complaint Form 0IG NO.: 689-2007-001235-M
Received By: PUSKAS, STACEY T Date Received: 09/27/2006 How Received: A
SUBJECT: Unidentitied, FBI SSNO:
Title: UNID Pay Plan: D.O.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home:: B.O.P.No.:
Phone: ZIP: D/L No.:
Work: Offenses: 689
Phone: ZIP:
COMPLAINANT: | | SSNO:
Title: ATTY Pay Plan: D.O.B.:
Component: FBI EOD Date: Alien No.: b2
Misc: F.B.I.No.: b6
Home: [ J B.O.P.No.: bIC
Phone: () - ZIP:l l D/L No.:
Work: , ,
Phone: | ] 21p: , b1
Contidential: Revealed: Authority: none b2
Details: b2
The FBI provided information regarding a potential IOB matter (2006] l
(S)
n 11/15/05 and 11/16/05 two NSLs were issued to financial institutions and responsive
records were received; however, the results had to be sequestered.
(5) b1
b2
L : - b7E
FBI/OGC determined that this matter should be reported to the IOB.
S B
ALLEGATIONS: 689 1I0B Violation
Occurxrence Date: 11/15/2005 TIME: b2
CITY: State: b7E Zip:
DISPOSITION DATA: Disposition: M Date: 09/27/2006 Approval: POWELL, GLENN G
T2
Referred to Agency: Date Sent: Component: FBI
Patriot Act: N Civil Rights: N Component Number: 263-0-U-545
Sensitive: N Whistleblower: N Consolidated Case Number:

Remarks:

11/29/06:

(stp)

Predicating material contains classitied intormation which will be maintained in
a secure container at OIG/INV/HQ.

Page 1 ot 1

DATE: 05-07-2007

FBI INFO.

CLASZIFIED BY 65179/ /duh/ker/cak
FEASOM: 1.4 i(c)

DECLAS3IFY ON: 06-07-2032

printea 11/28/2006

1:12:16



ALL INFOFMATION CONTAINED
HEREIN I3 UHCLASSIFIED EXCEPT
WHEPE ZHOWH OTHERWISE

(Rev. u1-31-2003)

s;ékgr

DATE: 05-07-2007
CLASITIFIED EY 65179/ /duh/ksr/cak
FEASON: 1.4 (c)

DECLASSIFY 0ON: 08-07-2032
FEDERAL BUREAU OF INVESTIGATION
Precedence: PRIORITY Date: 04/18/2006
s N
To: v Inspection “Attn: IIS
General Counsel Attn: NSLB
Counterintelligence Attn: SSA ]
CD-1A
From: | b2
Squad ¢p-1 ggc
Contact: SA b bR
Approve |
' fr Tt
W o
> )
Drafted By:
Case ID #: &) 278-HQ-C1229736-VIO — |-/
W ritle: $&) A/ssa] | b6
SA| | b7C
() R
Synopsiéé'“(X) Report of potential Intelligence Oversight Board
(IOB) Matter.
(Jy ®» DeM-3
De sify On: 1 bl
( E;) '}x{)»‘ bl
b2
Details: (3] Egi
(8) |
bl
b2
b7A -
b7E

&W&@ﬁm 7/

C.K Ve je] 1¢| )u;

Yl pem

b7C




® v @
b2

To: Inspection From: b7E
Uy .-Re: {8 278-HQ-C1229736-VIO, 04 18/2006

(3)

bl

(s) |

bl
b2
b6
b7A
b7C
b7E

AN

8- e {BQ Following this, on several occasions SA[::::::::] ESC
provided

a standard transactional records NSL to the provider and
obtained transactional records pertaining to, among other things,
the IP addresses of others that accessed the webpages containing
the clandestine communications. The provider also provided b1
copies of the subject's webpages which are generally accessible b6
to the public. b7A

b7C

) |

(8 bl

b7A




0

(5]

©)

To: Inspection From: 7E
Re: §R) 278-HQ-C1229736-VIO, 04/18/2006

bl
b2
b6
b7A
b7C
b7E
L '”“'(X) In February of 2006 FBIHQ unit CD-1A expressed a

concern about obtaining communication "content" via the NSLs and

indicated the three NSLs might present a potential IOB matter.

The CDC's office discussed the issues with CD-1A and ]

representatives from OGC's Science and Technology Law Unit and bl

. . b2
National Security Law Branch. ] | bog

Ins not a violation

of law, adding additional language to an NSL for transactional

records under 18 U.S.C. §2709 to documen request and to

obtain the information was not appropriate Im ight of the strict

language in §2709. 1In this regard, on 04/11/2006, NSLB

advised thatlf:E;::f:]should formally report the incident as a
macter.

potential IO




. 1’ 06-07-2007
CLASSIFIED EY 55178 /dumh/ksr/cak

(Rev AL1 TNFORMATTON CONTAINED REASON: 1.4 [5)
HEREIN IS UNCLASSIFIED EXCEFT s;zﬂm‘ DECLASSIFY ON: 06-07-2032
WHERE SHOWN OTHERVISE

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/03/2005
To: Attn: SA
Ch¢
Counterintelligence Attn: SSA | | b2
bo
CD-1A s
Inspection Attn: IIS bTE

From: Office of the General Counsél
NSLB/CILU/Room_7947
Contact: AGC |

Approved By: thQmaa_aulia;dzzEl7

Drafted By: 1k

p08

Case ID #: (U) 278—HQ—C1229736—VIO”[Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

20064
{uy - S

Synopsis: Qﬁ It is the opinion of the Office of the General
Counsel (OGC) that this matter be reported to the Intelligence
Oversight Board (IOB). OGC will prepare and deliver the
necessary correspondence to the IOB.
() - ) Der om : G-3

De ss1 On: X1
Reference: (U) 278-HQ-C1229736-1345
Adminigtrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.

(M pats

The referenced el ronic communication (EC) from iﬁE
Division I dated 04/18/2006, requested
that OGC review the facts of the captioned matter and determine

whether it warrants repdrting to the IOB. As explained below,
the FBI is required to report this matter to the IOB.

b6
b7C

0IG/DOJ
FB! INVESTIGA
0IG/DOJ INVESTIGATION:

SEC




/g§SRET 52

b7E
To:Ej:;;jjjn From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 07/03/2006

bl
b2
b7A
b7E

AU (X)L—_::requested via the National Security
Letter (NSL) pursuant to 18 U.S.C. 2709, transactional records

from the service provider. In g meeting with fhgggaxn;gi}___—__
(S) provider |

[ —

- '”W”""”(é( At a latexr date, the service provider requested
that the FBI specifically document the request | I
l_ Pursuant to this request, on three
occasions,| Ahubmitted NSLs requesting:”the names,

addresses, and length of service and electronic communications

(®) transactional records, to include existing transaction/activity
logs and all images uploaded”. The service provider submitted
| Jpursuant to the NSL requests.

(U) Section 2.4 of Executive Order (E.O.) 12863, dated
09/13/1993, mandates that Inspectors General and General Counsels
of the Intelligence Community components (in the FRI, the
Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB intelligence activities that they
have reason to believe may be unlawful or contrary to Executive
Order or Presidential Directive. This language was adopted
verbatim from EO 12334, dated 12/04/1981, when the IOB was known
as the President’s Intelligence Oversight Board (PIOB).

! A "United States person" is defined in Section 101(i) of the

Foreign Intelligence Surveillance Act (FISA), 50 U.S.C. § 1801, et

seqg., as "a citizen of the United States [or] an alien lawfully
admitted for permanent residence (as defined in section 101{a) (20) of
the Immigration and Naturalization Act). . . ."“ See also Section I.C.

of the Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection (NSIG) (2003).

e

2

bl
b2
b7E

bl
b2
b7E



1

AN

L
(S§) asking for]

S

S}%ET
b2
, b7E
To: From: Office of the General Counsel
~e: o) 2 /8-HQO-C1228736-VIO, 07/03/2006

X) By longstanding agreement between the FBI and the
I0B (and its rredecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the Attorney General's Guidelines for National
Security Investigations and Foreign Intelligence Collection
(NSIG) or cther guidelines or regulations approved by the
Attorney General in accordance with E.O. 12333, dated 12/04/1981,
if such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons. Violations
of provisions that are essentially administrative in nature need
not be reported to the ICB. The FBI is required, however, to
maintain records of such administrative violations so that the
Counsel to the IOB may review them upon request.

(%) NSLs are a specific type of investigative tool that
allows the FBI to obtain certain limited types of information,
such as: (1) subscriber information, tcll billing records, and
electronic communication transactional records {(Electronic
Communications Privacy Act (ECPA), 18 U.S.C. 2709); (2) financial
records (Right to Financial Privacy Act, 12 U.S.C.
3414 (a) (5) (A)); and (3) consumer information(Fair Credit
Reporting Act, 15 U.S.C. 1681lu and 1681v). Title 18, U.S.C.
2709, provides that the FBI may seek transactional records from
service providers that is relevant to an authorized national
security investigation. Section V.12., Investigative Techniques,
of the NSIG provides that the NSLs may be issued in conformity
with statutory requirements.

- R{ In this jinstance, because::] received Ej

via two different avenues, first by simply

| and later pursuant to an NSL, we need to
address the appropriateness of each of the avenues.

"’)é) As stated above,g::::::::]first obtained[::::::::]
when they simply asked the gervice provider to give the

FBI copies of the publically A question
arises whether this “asking” violated the ECPA. We conclude that
it does not. According to 18 U.S.C. 2511, Interception of
Disclosure of Wire, Oral or Electronic Communications, it is not
unlawful to “intercept or access an electronic communication made
through an electronic communication system that is configured so
that such electronic communication is readily accessible to the
eneral public”, 18 U.S.C. 2511(g). In this instance

requested from the service provider were publically

accessible, thus no violation of ECPA has occurred.

s;&gm'
3

bl
b2
b7E

bl
b2
b7E



. SI}%{ET .

To: From: Office of the General Counsel b7E

Re: J 278-HQ-C1229736-VIO, 07/03/2006

k¢ r___;_J}%Next, we address the issue of whether it was proper

for to alter the NSL in order to document the FBI's b1
request for| The information that can be provided b2
pursuant to an NSL 1s very specific and it is enumerated in the bTE
appropriate U.S. Code. In this instance,[ _____ lissued the NSL

(S) pursuant to 18 U.S.C. 2709. As noted above, the NSL requested:
"the names, addresses, and length of service and electronic
communications transactional ﬁggg;dgi_gg_Lnglude_éTisting
transaction/activity logs and The “names,
addresses, and length of service and electronic communications
transactional records” are all specifically allowed pursuant to
18 U.5.C. 2709.

/m) "“”W"W”>§) This section does not have a “catch-all”
authority, nor does it allow for \_ as

requested in the NSL submitted hvl] | Thus, the additional
(S) information, | requests information that is

beyond th cope of 18 U.S.C 2709. Accordingly, it was improper
oftﬁto alter the NSL in order to obtain the information. bl

Because, on three separate o gions, from November 25, 2005 to b2
February 28, 2006, the! loffice inappropriately utilized  P7E
the NSL, it is required that any information received from the
service provider that is beyond the scope of an NSL, be

sequestered. Only the information that qu_QIQMldﬁd_Lh&LJﬂ#i7
beyond the scope of the NSL, specifically

need to be sequestered. The information should continue to

remain sealed and sequestered in the CDC’s safe.

(%) Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4 of
EO 12863, it is our opinion that this error needs to be reported
to the IOB. OGC will prepare a cover letter and a memorandum to
report this matter to the IOB.



s;dRET .

To: From: Office of the General Counsel b7E
Re: (U) 278-HQ-C1229736-VI10, 07/03/2006
LEAD (s) :
Set Lead 1: (Action)
b2
b7E

(U) With respect to the information that was improperly
obtained, please seal it and sequester it within the CDC’s safe.
The information should continue to remain sealed and sequestered
in the CDC’'s safe until further direction from OGC.

Set Lead 2: (Info)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) For information.
Set Lead 3: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

CC: Ms. Thomas

b6
b7C

IOB Library

*
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DECLASSIFIED EBY £5179/dmh/k3r/cak
0N 06-07-2007

BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter o
2006{___] ()

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
(U)

Enclosure

1 - 278-HQ-C1229736-VIO ~ ; .~

UNCRASSIFIED WHEN



SE%’é&

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. {(U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

K
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' ALL ‘FIIATI ON CONTAINED
HEREIN 15 UNCLASSIFIED
(Rev.- 01-31-2003) DATE 06-07-2007 BY 6£5173/duh/ksr/cak

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/18/2006
To: General Counsel Attn: NSLB

From: Inspection
Internal Invegtijgations Sectin IPU, Room 3041

Contact: CRS Ext.
b2
Approved By: Miller David Ian igc
e}

Drafted By: Waa~
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING# 2166 b2

OGC/IOB# 2006
Synopsis: (U) To report a potential Intelligence Oversight Board

(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1345
278-HQ-C1229736-VIO Serial 1608

Details: (U) The Internal Investigations Section (IIS) received

an EC from Office dated 04/18/2006, reporting a possible 2
IOB error. ased upon a review of the referenced EC it is the b7E
II1S's opinion the incident described therein is administrative in
nature. Therefore, no internal investigation will be conducted

by the IIS and this matter is being relegated to the NSLB for

whatever action they deem appropriate.

L 2



] . IZIECQ:\IFIED BY 65179 /duh/ksr /cak

(Rev. 01-31-2003) 0N 06-07-2007

SECRET//20311020
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/20/2006

To: |:| Attn: ADIC (Personal Attention)

From: Inspection

Internal Inv i i i IPU, Room 3041 .
Contact: CRS Ext.[ | 06

b7C

Approved By: Miller David Iaﬁ%ﬁﬁ4 b7E
Drafted By: QJL/
/’/.

*" Case ID #: (U) 263-HQ-0-U - 548 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH 2166 b2
OGC/IOB# 2006

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

tUj ,,,,, ,,"~",§M< Der From : G-3
Declds On: 20311020

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1345

Reference: (U) 278-HQ-C1229736-VIO Serial 1345
278-HQ-C1229736-VIO Serial 1608

Details: (U) Upon review of[::::::::]Office's captioned report b2
of a potential IOB violation, I1S did not find the matter b7E
indicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by

National Security Law Branch/OGC EC, dated 03/18/2005
(319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WH CLASSIFIED ENCLOSURE.

e

sgxgm//zonlozo



. U.S. Departmel” f Justice

Office of the Inspector General

: ALL INFORMATTION CONTAINED
DATE: December 1, 2006 HEREIN I35 MNCLASSIFIED

DATE 06-07-2007 BY 6517%/dmh/kar/cak

TO: Kenneth W, Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation

1’7
/ [
Cloun & L1
FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007001261
Subject: Unidentified
Division
FBI No. 263-0-U-548

. We consider this 2 management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
o1G.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

]

This complaint will be investigated by the OIG.

[]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

bl
b7E
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b7E

(S)

internet service provider requesting transaction ! ot publicly acceasaibleb7C
(S)—webpages to include a1l images unloadad f

OIG - INVESTIGATIONS DIVISION - Complaint Form 0IG No[::::k89-2007-001261-m
o e~ _ s
b6
Received ByJ | b7C Date Received: 09/07/2006 How Received: A
SUBJECT: Unidentitied, FBI SSNO:
Title: UNID Pay Plan: D.O.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home: B.O.P.No.:
Phone: 2IP: D/L No.:
Work: Offenses: 689
Phone: ZIP:
COMPLAINANT: —_] SSNO:
Title: ATTY Pay Plan: D.O.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.: b2
Home: I I B.O.P.No.: bé
Phone: () - ZIP:I I D/L No.: b7cC
Work: , ,
Phone: | ZIP: _
Contidential: Revealed: Authority: none
Details: b2
The FBI provided information regarding a potential IOB matter (20061:::]. bl
b2
Pursuant to an ongoing investigation, th4:j Division submitted three NSLs to an b7A

4] The service provider submitted the
requestedl | .
bl

. e . . b2
OGC determined that the[:::::::]D1v191on inappropriately used the NSLs to requem:[::;;L b7E
eyon

| I Therefore, any information received from the service provider b he
scope O € S must be sequestered.
FBI/OGC determined that this matter must be reported to the IOB.
S N
ALLEGATIONS: 689 IOB Violation
Occurrence Date: 11/25/2005 TIME: b2
CITY: | State: P7E Zip:
~ -
DISPOSITION DATA: Disposition: M Date: 09/07/2006 Approval: POWELL, GLENN G
TE
Referred to Agency: FBI Date Sent: 12/01/2006 Component: FBI
Patriot Act: N Civil Rights: N Component Number:
Sensitive: N Whistleblower: N Consolidated Case Number:
Remarks:

11/30/06: Predicating material contains classitied intormation which will be maintained in
a secure container at OIG/INV/HQ. (stp)

DATE: 06-07-2007
FBI INFO.

CLASSIFIED BY 65179/duwh/ksr/cak
REAZON: 1.4 (c)

DECLASSIFY ON: 06-07-2032

Page 1 ot 1 Printeq 11/30/2006 9:49:42



SEERET ® L

(Rev 81-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE . Date: 06/08/2006
To: 'Inspection Attn: 1IS DATE: 06-07-2007
General Counsel Attn: NSLB CLASSIFIED EY 65179/duh/kar/cak
FEAZON: 1.4 {c)
From: | ] DECLASSIFY ON: 06-07-2032
Chief Divisiop_Counsel b2
Contact: ADC b6
b7¢C
Approved By: b7E
\ ALL INFOBRMATION CONTAINED
> HEFEIN IS5 UNCLASSIFIED EXCEPT
: WHERE SHOWN OTHERWISE
Drafted By: I |dha“7‘2=w Eé
. Case ID #: (5) Ia
[ 276-0Q-C1229736-VIO (Pending){42L9
(U)  Title: D%{ POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER
SA | ] b6
SsA| ] b7¢
Synopsis: (U) Over-collection of information improperly
obtained from the issuance of a National Security Letter (NSL).
':U:l e (X - ... DerXl Fx T G-3
Declasgsi n : X1
(3) o\ ‘ bl
e bl
Details: (S) b2
b4
b7A
b7C
b7D
bl
s) | b6
b7A
b7¢
|
bl
b2
b4
b6
b7A
. b7C
SCWW/!? bo b7E

oS i loiglce b6

%ET b7C




SERRET ®

To: Inspection  Eram: [ E;J;
Re: (S) 06/08/2006
(8)
() |
s) [
/ (Q\I
2

SBRRET

bl
b4
b6
b7A
b7C
b7D

bl
b6
b7A
b7C

bl
bé
b7A
b7C

bl
b2
b6
b7A
b7C
b7E



SEPRET ®

To: Inspnrﬂ-inn Erome r J
Re: (S) 06/08/2006
LEAD (s) :
Set Lead 1: (Info)
INSPECTION
AT WASHINGTON, DC
Read and clear
Set lead 2: (Info)
GENERAL COUNSEL
AT WASHINGTON, DC
Read and clear.
*
3

bl
b2
b7A
b7E



ALL INFORMATION CONTAINED g

o ] . 5

(Rev. 0131204 EFE TN 15 UNCLASSIFIED EXCEPT bs
WHERE SHOWN OTHERWISE

SECRET
, FEDERAL BUREAU OF |NVEST|GATION-

Precedence: ROUTINE , Date: 07/21/2006
To: | | Attn: ADC |
Counterintelligence Attn: CD-1DUC| B
From: Office of the General Counsel
NSLB/CILU/Room 7947 b2
Contact: AGC E?c

. b7E
Approved By: thQmas_lul;a_RKﬁﬁgér
- bl

b2 DATE: 06-08-2007
Drafted By: I |Ctd b7A CLASSIFIED BY £5179/duh/ksr/cak
{(8) e g o b7E FEASON: 1.4 (o)
Case ID #: (O 06 DECLASSIFY ON: 06-08-2032

tm,~Tit1e:"D%( INTELLIGENCE OVERSIGHT BOARD MATTER
20061 b2

W - Synopsis: J&) It is the opinion of the Office of the General
Counsel (OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB). A copy of this opinion
should be retained in the control file for review by Counsel
to the IOB.

bl
(U) Derives From G-1 ‘ b2
Decldssi On X1 b7A
b7E
(3) Reference: m
(U) ==Zz78=HQ=CIZZ9736-VIO Serial 1426

b2
, . . b7E
i The referenced electronic communication (EC) from
dated 06/08/2006, requested that OGC review the
- facts of the captioned matter and determine whether it warrants
reporting to the IOB. In our opinion, it does. Our analysis bp1
follows. b2
b6
{g) rﬁ b7A
b7cC
b7E
bl
r————‘ b2
(S) b4
/ b7A
b7D

b6 SE?RET ) b7E

b7C
Q1G/DOJ REVIEW: 'mf: 7. 70t
1 INVESTIGATIONS [
CAG/DOJ INVESTIGATION: ‘u




bl
séX@ET b2
b7A

To: | | Erom. Office of the General Counsel pTE
{8} Re: (U) 07/21/2006

(31}

\

(s)]

sy

(U m~~vaK} Upon discovering the error, the case agent sealed
the records and returned them to the Assistant Division Counsel.
The Assistant Division Counsel then secured the information in
the Chief Division Counsel's safe. The case agent never uploaded
any personal or identifying information concerning the previously
unknown individual onto ACS, and no other checks were conducted.

(U) Section 2.4 of Executive Order (E.0.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counselg of the Intelligence Community components (in the FBI,
the Asgistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.” This
language was adopted verbatim from E.O. 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and the
IOB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the NSIG, or other guidelines or regulations
approved by the Attorney General in accordance with E.0O. 12333,
dated 12/04/1981, if such provision was designed in full or in

S%;RET
2

bl
b6
b7A
b7C

bl
b2
b4
b7A
b7D
b7E

bl
b2
b4
b6
bTA
b7C
b7D
b7E



® o
S}&@T

bl

To: ! Office of the General Counsel b2
Re: (o) 07/21/2006 b7A
(S) b7E

part to ensure the protection of the individual rights of U.S.
persons.

(V) ;(>SQ Here, an error on the part of [ |resulted in
the unintentional acquisition of information. It should be noted b2

that response in receiving the unsolicited b4

material was commendable. Upon learning that rovided b7A
information beyond the scope of the NSL,[ sequestered b7D
the excess information and placed it in the Chief Division b7E

Counsel's safe. No personal or identifying information was
entered into ACS as a result of the error, and the previously
unidentified individual was not prejudiced in any way.

_......—{3L Nevertheless, we conclude that, in accordance with
(Uj ~the reporting requirements of Section 2.4 of E.O. 12863, the
telecommunication company's mistake in providing the previously
unknown individual's information should be reported to the IOB.
In accordance with this determination, OGC will prepare a cover
letter and memorandum for IOB notification purposes.


http://mai.cLj.ai
http://i~uiumei.Lu.ci.D-Le

® @
sether

bl
To: | | erom. Office of the General Counsel b2
Re: m)(s) 07/21/2006 b7A
b7E
LEAD(s) :
Set Lead 1: (Info)
b2
b7D

AT

(U) With respect to the information that exceeded the
scope of the NSL, please seal it and sequester it within the
CDC's safe. The information should continue to remain sealed and
sequestered in the CDC's safe until further direction from OGC.
Set Lead 2: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) For information.
Set Lead 3: (Info)
INSPECTION
AT WASHINGTON, DC
(U) For information.

CC: Ms. Thomas

| . b6
Y b7C

*



DECLASSIFIED BY 65173/duh/ksr/rcak
ON 06-08-2007

BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Bcard
Room 50208

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory

memoifffff entitled “Intelligence Oversight Board Matter bz
2006 ' (0)

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has alsoc been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
()

Enclosure

1 - 278-HQ-C1229736-VIO / S
' /

UNC I EN
DETAC

C SIFIED ENCLOSURE
Derived : G-3
Declassi Oon? 5X1

sEcRET



sm}{'x‘

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

SECRET_



DATE: 06-02-2007
ALL INFOEMATION CONTALINED CLAZSIFIED BY 65179/dmbi/ksr/cak
1 e REASON: 1.4 (o)
HEREINNIS UIlII_.LAbeF{ED EXCEPT LECLASSTFY 0H: 06-08-2032
WHERE SHOWN OTHERVISE SE&BET

INTELLIGENCE OVERSIGHT BOARD MATTER

PHILADELPHIA FIE FICE b2
IOB MATTER 2006 (U)

b2
b4
b6
b7A
b7C
b7D
b7E

(3) bl

b2
kb4
bs
b7A
b7C
b7D
b7E

gg Here, an error on the part ofl Iresulted b2
in e unlntentlonal acqu131tlon of information through an NSL. b4
Based upon our analysis, in accordance with the reporting bia

requlrements of Section 2.4 of Executive Order 12863, the izg
carrier's mistake must be reported to the IOB.



syQRET
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(Rev. 01-31-2003)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 10/18/2006
To: General Counsel Attn: NSLB

From: Inspection
Internal Investi i i IPU, 041
Contact: CRS ExXt .

Approved By: Miller David Ian

02
ALL THFORMATION CONTAINED ©°©

1/@ HEREIN IS UNCLA3SIFIED b7c
R DATE 06-08-2007 BY 65179 /dmh/ksk/cak

Drafted By:

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (u) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH 2348 b2

OGC/IOB# 2006

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, Naticnal Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1426

278-PH-100522 Serial 8

278-HQ-C1229736-VIO Serial 1606

b2

Details: ) _The Tnternal Investigations Section (IIS) received b7E
an EC from Division dated 06/08/2006, reporting a
possible IOB error. Based upon a review of the referenced EC it
is the IIS's opinion the incident described therein is
administrative in nature. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*



DECLAZZIFIED BY 65179,/dmh/ksr/cak

O 0&-03-2007
(Rev. 01-31-2003)

SECRET/#20311020
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 10/20/2006
To: Attn: SAC (Personal Attention)

From: Inspection

Internal Invegij i ' 1PU, 041
Contact: CRS |Ext. b2

b6
Approved By: Miller David Iangﬁﬁ, b7C
PP Y 1 DR
Drafted By: kA;
" Case ID #: (U) 263-HQ-0-U - 552 (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH 2348 b2

OGC/IOB# 2006

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

2 Derived
{y - " """"peclassi

G-3
20311020

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1426
Reference: (U) 278-HQ-C1229736-VIO Serial 1426

278-PH-100522 Serial 8
278-HQ-C1229736-VIO Serial 1606

. . G . b2
Details: (U) Upon review of| ]DlVlSlon'S captioned bTE
report of a potential IOB violation, I1S did not find the matter
indicative of willful misconduct. 1IIS only addresses allegations

where deliberate and/or aggravated misconduct is evident.
(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by

National Security Law Branch/OGC EC, dated 03/18/2005
(319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED FROM CLASSIFIED ENCLOSURE.

*

SECRET7/20313:070



U.S. Departmer  f Justice

Office of the Inspector General

DATE:

TO:

FROM:

SUBJECT:

December 1, 2006

Kenneth W, Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

(22 e
W e Sy {'!f— »,-O,;’A,Q; {
Glenn G. Powell

Special Agent in Charge
Investigations Division

OIG Complaint No. 2007001270
Subject: Unidentified

Division

0-U-552

0.

ALL INFORMATION CONTAINED
HEFEIN I35 UNCLASSIFIED
DATE 06-08-2007 BY 65179/duh/ksrscak

. We consider this 2 management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the

OIG.

[

This matter is referred to your agency for investigation. Please provide the OIG

with a copy of your final report on this matter.

[]

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector Generai Act
and the Whistleblower Protection Act.

Attachment



bz
b7E

OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO.1 l689—2007-001270—M

b6

Received By: L7c__ Date Received: 09/07/2006 How Received: A

SUBJECT: Unidentitied, FBI SSNO:

Title: UNID Pay Plan: D.0.B.:

Component: FBI EOD Date: Alien No.:

Misc: F.B.I.No.:

Home : B.O.P.No.:

Pnone: ZIP: D/L No.:

Work: Offenses: 689

Phone: ZIP:

COMPLAINANT:| | SSNO :

Title: ATTY Pay Plan: D.O.B.:

Component: FBI ECD Date: Alien No.: b2

Misc: F.B.I.No.: b6

Home: I B.O.P.No.: b7C

Phone: () - ZIP:I I D/L No.:

Work: , ,

Phone: | ZIP:

Conftidentyar: Revealed: Authorlty: none b1

*bZ
Details: b2 b7A

The FBI provided information regarding a potential IOB matter (2006| I

b7E
1

(S

FBI/OGC determined that this matter does not need to be reported to the ICB.
B

(stp)

ALLEGATIONS:

689 IOB Violation o2
Occurrence Date: 06/05/2006 TIME: bTE
CITY State: Zip:
—_ J
DISPOSITION DATA: Disposition: M Date: 09/07/2006 Approval: POWELL, GLENN G
I
Referred to Agency: FBI Date Sent: 12/01/2006 Component: FBI

Patriot Act: N Civil Ridghts:

Sengitive: N Whistleblower:

N
N

Component Number: 263-0-U-552

Consolidated Case Number:

Remarks:

11/30/06:
a secure container at OIG/INV/HQ.

Predicating material contains classitied intormation which will be maintained in

(stp)

Page 1 ot 1

DATE: 0Q06-0G-2007

FBEI INFO.

CLA3SSIFIED BY 6517%/dumh/ksr/cak
PEAZON: 1.4 (c)

DECLAZSIFY 0ON: 06-05-2032

Printed 11/30/2006 12:27:04



ALLL IHFDP!MTIDX\.IT};IHED
HEREIN I35 UNCLASSIFIED EXCEPT

WHERE SHOWHN QTHERIWIZE

(Rev. 01-31-2003)

-

(T

I DATE: 0Q6-08-2007

CLASSIFIED BY 65179/dmh/ksr/cak

REASON: 1.4 (c)

DECLASSIFY ON: 06-05-2032
SESRET
i {
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 06/20/2006
To:‘/;nspection Attn: TIIS
General Counsel Attn: NSLB
From: I
gquad 5
Contact: CDC b2
bé
Approved By: ; b7C
b7E
Drafted By: :kal'
c ID #: (S) b2
ase H f b2
(8) -8 278-HQ-C1229736-VIO (Pending)- /L{E;;l b7n
278-0 "(ﬁa b7E
Title:w~(>é Potential IOB Violation; b6
SA | p7C
A/SSA
Synopsis: (3 Over-collection of information improperly
obtained from the issuance of a National Security Letter (NSL).
t[]l }9<iw~—w Deriv : G-3
Declagsify . X1
‘x; é r* bl
bl
, b2
Details: (S}l b4
b6
b7A
b7C
b7D
b7E
]
bl
b2
b6
b7A
b7C
b7E

EAL |

ﬁx ‘012(%

bo
bicC

tod ol s ;?éRET



(&)

sReET  ©

I

(-

b7A
To: Ins et iaon L'y F b7E
Re: (8) 6/20/2006
bl
bo
b7A
b7C
bl
2
[E=3) I b6
b7A
b7C
b7E
bl
b2
s) | b2
bb
b7A
b7C
b7D
b7E
(s)]
bl
b7A
T8¢ After learning, (during a| ~ |pivision
training session on June 6,.2008). that this matter may be a b2
possible IOB violation, SA brought the matter to the b6
attention of the writer. The records which were obtained, b7C
excluding those related to the investigation, are being bTE

maintained in the writer's safe.

#gm



seCReT

To: Inspection From:
Re: (S) 06/20/2006

LEAD(8) :
Set Lead 1: (Info)
INSPECTION

AT WASHINGTON, DC
(U) For information.
Set Lead 2: (Action)
GENERAI COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to determine whether or not the
facts conveyed in this communication should be reported as an
IOB.

*

SfCRET

bl
b2
b7A
b7E



. 'TE: 05-08-2007
_ LSSTFIED BY 65178/ duh/kst/cak

. ALL INFORMATIOHN CONTAINED REASON: 1.4 (€]
(Rev,m.HEPIII-I 13 UNCLASSIFIED EXCEFT DECLASSIFY ON: A6-05-2032
WHERE SHOWN OTHERWIZE
SERET

FEDERAL BUREAU OF INVESTIGATION

precedence: ROUTINE pDate: 8/22/2006
To: | _ Attn: CDC |
L A/ SS[A:| |
Inspection Attn: Internal Investigative Section
Attn: Ms Room 11865

2
From: General Counsel b2

, . bé
National Secnr;tx_Lau_Bfansh/FTT" IT /LYl 2C-100 B¢

Contact: ;J b7E

approved By: Thomas JulieA;&§E§XJ

BE
\@56

prafted By: neb

U cage ID #: )é) 278-HQ-C1229736-VIO—"

Title: (U) Intelligence oversight Board b2
(IOB) Matter 2006{:::]

cmr~~Synopsisr~'C5{ It is the opinion of the Office of the General Counsel
(oGC) that the above referenced matter need not be reported to the
Intelligence oversight Board (IoB). Our analysis follows.

ﬁn Derive ryom : G-3 bl
(Ijj Decl:;zfg;\cn: 8/22/2016 b2

Reference: TS} 278-HQ-C1229736-VIQ cerial 1452 (pPending) bTE
(8)

Administrative: (U) This communication contains one Or mMOIre footnotes.
To read the footnotes, download and print the document in Corel

wordperfect.
b2
(U Detailst”"'&ﬁ: By electronic ¢ ication (EC) dated ane 20, 2006 and P7E
referenced above, the! Division reported to the
OGC’s National Securi =w Branch (NSLB) and the Inspection Division this

potential IOB matter.

bo

b7C  SPCRET

0IG/DOJ REVIEW: DATE: //« // ‘
FEL INVESTIGATION: )
0iG/DOJ INVESTIGATION: =/

v




m

syf&u‘:r
To: Counterterrorism From: General Counsel
Re: (ﬁ) 278-HQ-C1229736-VIO, 8/22/2006

BACKGROUND

sy

(el

(s){

SgSRET

bl
b2
b4
b6
b7A
b7C
b7D
b7E

bl
b7A

bl
b2
b4
bL7A
b7C
b7D
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SPERET

To: Counterterrorism From: General Counsel
Re: &) 278-HQ-C1229736-VIO, 8/22/2006

ANALYSIS

e 39 As required by Executive Order (E.O.) 12863
(Sept. 13, 1993) and Section 2-56 of the National Foreign
Intelligence Program Manual (NFIPM), OGC was tasked to determine
whether the errors described here are matters that should be reported
to the IOB. We believe that the reported activity does not require
IOB notification.

(U) Section 2.4 of E.O. 12863 mandates that the heads of
Intelligence Community components report all information to the IOB
that it deems necessary to carry out its responsibilities. That
section requires Inspectors General and General Counsel of the
Intelligence Community to report "intelligence activities that they
have reason to believe may be unlawful or contrary to Executive order
or Presidential directive." This language has been interpreted to
mandate the reporting of any violation of guidelines or regulations
approved by the Attorney General, in accordance with E.O. 12333, if
such provision was designed in full or in part to protect the
individual rights of a United States person. This includes
violations of agency procedures issued under E.O. 12333, unless they
involve purely administrative matters.! For the FBI, OGC submits
reports to the IOB.?

EB{: The Attorney General's Guidelines for FBI Foreign

Intelllgence Collection and Foreigm Counterintelligence

Investigations (NSIG) provide that "all lawful investigative
techniques may be used in full investigations." NSIG (Introduction)
at 4. Section 2-56 of the NFIPM identifies as reportable to the IOB
unauthorized investigations, the use of unlawful methods and

. CB( See EC from Inspection Division to All Divisions; Title:

Revised Procedures for the Submission of Reports of Potential
Intelligence Oversight Board (IOB) Matters, Case ID # 66F-HQ-A1247863
Serial 172 at 5-6 (2/10/2005). The FBI is required to maintain for
three years records of administrative violations, for possible review
by the Counsel to the IOB, together with a copy of the opinion

concerning the basis for the determination that IOB notification was
not required. Id. at 6.

: See id. at 4.
oy B See id.

SEE}@ET
3
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SEyRET

To: Counterterrorism From: General Counsel
Re: jﬁ&: 278-HQ-C1229736-VIO, 8/22/2006

techniques, exceeding the authorized scope of permitted activities,
and failing to adhere to minimization requirements.?

(S)

bl
b2
b7A
b7E

[‘There ig no restriction in the law as to the

requested period of time that a NSL issued under a duly authorized
investigation should cover. As can be expected during the course of
an investigation, the issuance of an NSL may result in acquisition of
information that ultimately will not be used, nonetheless the
investigation has been furthered by providing information that a line
of investigation need no longer be pursued. That was the situation
in this case. A legitimately issued NSL resulted in obtaining
information that indicated that what had been a suspect cellular
telephone number was apparently not involved in terrorist activity.
Thus, this need not be reported to the IOB pursuant to E.0Q. 12863.

¥ P5)  See also id. at 5, identifying reportable matters as

including: (1) activities believed to be unlawful or contrary to
Executive Orders or Presidential directives; (2) suspected violations
of the Constitution; (3) unauthorized investigations; (4) use of
methods or techniqueg other than those authorized in the conduct of
preliminary or full investigations; (5) initiating a form of
electronic surveillance or a search without authorization from the
FISC, or failing to terminate an authorized surveillance at the time
prescribed by the Court; and (6) failing to adhere to the
minimization or dissemination requirements specified in a FISC Order.

SQ&RET
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To: Counterterrorism From: General Counsel
Re: E&( 278-HQ-C1229736~VIO, 8/22/2006

LEAD(s) :

Set Lead 1: (Discretionary)

AT

(U) For review and action deemed appropriate.
Set Lead 2: (Discretionary)

COUNTERTERRORISM

AT ITOS TII

(U) For review and action deemed appropriate.
Set Lead 3: (Action)
INSPECTION
AT WASHINGTON, DC
(U) As provided in the Revised Procedures for the

Submission of Reports of Potential Intelligence Oversight
Board (IOB) Matters, retain a record of the report of a

potential IOB matter for three years for possible review by

the Counsel to the IOB, together with a copy of the OGC
opinion concerning the basis for the determination that IOB
notification is not required.

*

b2
b7E



ALL &anmrmm CONTAINED
HEREIN IS UNCLASSIFIED
(Rev. 01-31-2003) DATE 06-08-2007 BY 65179/dmh/kar/cak

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/18/2006
To: General Counsel Attn: NSLIB

From: Inspection
Internal Invegtigations Section. IPU, Room 304

Contact: CRS |Ext
b2
Approved By: Miller David Ian b6
b7C
Drafted By: gggh
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: () INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACK 2470 b2
OGC/IOB# 2006
Synopsis: (U) To report a potential Intelligence Oversight Board

(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: () 278-HQ-C1229736-VIO Serial 1452
278-HQ-C1229736-VIO Serial 1653

Details: (U nal Investigations Section (IIS) received
an EC from iDivision dated 06/20/2006, reporting a b7E
possible IOB error. Based upon a review of the referenced EC it

is the IIS's opinion the incident described therein is indicative

of a performance issue. Therefore, no internal investigation

will be conducted by the IIS and this matter is being relegated

to the NSLB for whatever action they deem appropriate.

*



(Re;.0141-2003) '
smMmzo

FEDERAL BUREAU OF INVESTIGATION

DECLASSIFIED EY 65179 /duh/karscak
0N 06-38-2007

Precedence: ROUTINE Date: 10/20/2006
To: | | Attn: SAC (Personal Attention)

b2
From: Inspection b6

Internal Invegtij i i 1PU, 3041 b7C
Contact: CRS Ext. b7E
Approved By: Miller David Ia&éﬁﬂ{

Drafted By: [ Ikéé

-, Case ID #: (U) 263-HQ-0-U - 554 (Pending)

Title: (m INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2470 b2
OGC/IOB# 2006

Synopsis: (U) To advise that captioned reporting of potential

Intelligence Oversight Board (IOB) violation has been reviewed by

the Internal Investigations Section (IIS), and is not considered

willful misconduct. This matter is returned to the field for

corrective action as appropriate. Case closed at IIS.

ch""””W"W:}Eizmwm.nerive T G-3

Dec fy onz 311020
Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1452

Reference: (U) 278-HQ-C1229736-VIO Serial 1452

278-HQ-C1229736-VIO Serial 1653 b2

b7E

Details: (U) Upon review of | | Division's captioned
report of a potential IOB violation, 115 did not find the matter
indicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. TIIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6) .

THIS EC IS UNCLASSIFIMTED FROM CLASSIFIED ENCLOSURE.

*

SECREWOZO



H ecem y —-05-2 51T/ duh/ ks /cak
DATE D ber 1, 2006 DATE 06-08-2007 BY 65179/duh/k=r/

TO:

US. Departmeir  f Justice

Office of the Inspector General

ALL FBI INFORMATION CONTAINED

HEREIN I3 THNCLASSIFIED

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

Py e ::)

Ll (90 bt

FROM: Glenn G. Powell

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007001274

U

: identified b2
ivision b7E
FBI No. 263-0-U-554

We consider this a management matter. The information is being provided to you

for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the

OlG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment



LY 06-05-2007
® .

CLASSIFIED BY 551792/ /duwh/ksr/cak
PEAZON: 1.4 )

01G - INVESTIGATIONS DIVISION - Complaint Form

Received By: ];ﬁc Date Received: 09/27/2006 How Received: A
SUBJECT: Unidentitied, FBI SSNO:
Title: UNID Pay Plan: D.0O.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home : B.O.P.No.:
Phone: ZIP: D/L No.:
Work: Offenses: 689
Phone: ZIP:
COMPLAINANT: [ } SSNO:
Title: ATTY Pay Plan: D.O.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.: b2
bo
Home: L J B.O.P.No.: L7C
Phone: () - ZIP: D/L No.:
Work: , |,
Phone: l l ZIP:
Contide Y Revealed: Authority: none
Details: b2 b2
The FBI provided information regarding a potential IOB matter (20064:::::] b7E
(S)
On 4/10/06] |received the results ot the NSL and learned that the telephone number
in question was subscribed to by three separate individuals during the requested period osz
coverage. LTE
FBI/OGC determined that the NSL was properly issued and the information received served as
an elimination of an investigatory lead. FBI/OGC determined that this matter does not need
to be reported to the IOB. L
e —— R R

ALLEGATIONS: 689 1IOB Violation

Occurrence Date: 04/10/2006 TIME:

CITY:l ! state:[__] b2 Zip:

DISPOSITION DATA: Disposition: M Date: 09/27/2006 Approval: POWELL, GLENN G
<Qﬁ~

Referred to Agency: FBI Date Sent: 12/01/2006 Component : FBI

Patriot Act: N Civil Rights: N Component Number: 263-0-U-554

Sensitive: N Whistleblower: N Consolidated Case Number:

Remarks:

11/30/06: Predicating material contains classitied intormation which will be maintained in
a secure container at OIG/INV/HQ. (stp)

Page 1 of 1 Printed 11/30/2006 2:48:138



1'D-962 {Rev. 03-21-2005)

(-

(uj -

. D. 06-08-2007

CLASSIFIED BY 65178 /dmh/ksr/cak
SE‘ERET

PEASON: 1.4 (c
FEDERAL BUREAU OF INVESTIGATION

DECLASEIFY ON: 06-08-2032

b2
Precedence: ROUTINE Date: 07/03/2006
To: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975 b2
From: | I be
b7C
CDC b7E
Contact:

Approved By:
PP Y ALL INFORMATION CONTAINED

HEREIN IS5 UNCLAIIIFIED EXCEPT
WHERE 5SHOWN OTHERWIR

Drafted By: [ |bc

Case ID #: (& 278-HO-C1229736-VIO - 1480

b6

Title: (U) SA SA -
SSA SSA I bic

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR

S&hbpsiéf"iﬁ{ To report possible IOB error.

tUj $8). .. . Deri Fro G-1 |
Declassi 1 X1 o1

Details: ié
b7C
(s) 1. b7E
bl
(s) 2. b6
p7C
w0 3. Possible IOB Error: oy
(s
wo P8y 4, Description of IOB Error (including any reporting delays).
» B /v/!i
Sc e EBAU o' o
, " s;zka'r
CAY A LC“Q% b6
‘ b7C » i%
o
b7C



{0

SEQRET

To: Inspection From:
Re: I8 278-HQ-C1229736-VIO, 07/03/2006

LEAD(8) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*

%?%?ET

b2
b7E



. WTE: 06-08-2007

AS3IFIED EY & 5173/DMH/ESER/CAK
ALL INFOFMATION CONTAIMNED R rEr o
HEREIN I3 UNCLASSIFIED EXCEFT PECLASSIFY O D6-08-2032

WHERE SHOWN OTHERWIZE
Yscrer

(Rev. 01-31-2003)
FEDERAL BUREAU OF INVESTIGATION

precedence: ROUTINE Date: 09/06/2006
To: | | Attn: SAC
CDC
SSA
SA J
Counterintelligence Attn: CD-1A, A/UC
cD-1D, UC r'
Inspection Attn: IIS, CRS bé
b7C
From: Office of the General Counsel b7g
NSLB/CILU/Room 1947
Contact: AGC L |
Approved By: Thomas Julie @b
[ o
Drafted By: r U 2 (0
V) case TID #: p&L 278-HQ-C1229736-V10~(Pending)
LI "'Title:‘“““'>§ INTELLIGENC RSIGHT BOARD
MATTER 2006 bz
{7} —-Synopsis: ZE( It is the opinion of the Office of the General
Counsel (OGC) that this matter is not reportable to the
Intelligence Oversight Board (IOB) . Rather, it should be
maintained in the control file for periodic review by Counsel to
the IOB. Our analysis follows.
wmee De y On® X1 b
Administrative: (&) This electronic communication (EC) contains bTE
information from: (1) t ated 07/03/2006 from the
Field Office to OGC reporting a potential

T0B matter; (2) automated case support (ACS); and (3) email
communications between \ ] and OGC dated 08/30/2006;
08/31/2006; and 09/05/2006.

. \ bl
Reference: (s b2

b7E




n

® ®
SE%QET

To: | | From: 0Office of the General Counsel b2
Re: 278-HQ-Cl1229736-VIO, 09/06/2006 b7E

, b2
Details: (X{ By EC dated 07/03/2006, [ _ " Jrequested that bIE

0OGC review the facts of the captioned matter and determine whether
it warrants reporting to the IOB. As explained below, in our
opinion, the FBI is not required to report this matter to the IOB.

s :

b6
b7C
b7E

b6
b7C
b7E

bl
b2
b6
b7C
b7E

(U) Section 2.4 of Executive Order (EC) 12863, dated
09/13/1993, mandates that Inspectors General and General Counsel
of the Intelligence Community components (in the FBI, the
Assistant Director, INSD, and the General Counsel, O0OGC,
respectively) report to the ICB intelligence activities that they
have reason to believe may be unlawful or contrary to Executive
Order or Presidential Directive. This language was adopted
verbatim from EO 12334, dated 12/04/1981, when the IOB was known
as the President's Intelligence Oversight Board (PIOB).

(U) This language has been interpreted tc mandate the
reporting of any violation of a provision of The Attorney

SE%ET
2




L

m

(S)

SENT

To: [7 From: Office of the General Counsel b2

Re: 2/8-HQ-CIZ29736~VIO, 09/06/2006 b7E

General's Guidelines for FBI National Security Investigations and
Foreian Intelligence Collection (NSIG), effective 10/31/2003, or
other guidelines or regulations approved by the Attorney General
in accordance with EO 12333, dated 12/04/1981, if such provision
was designed to ensure the protection of individual rights.
Violations of provisions that merely are administrative in nature
and not deemed to have been designed to ensure the protection of
individual rights are generally not reported to the IOB. The FBI
Inspection Division is reguired, however, to maintain records of
such administrative violations for three years so that the
Counsel to the IOB may review them upon request.

'“”%”“Egi The standard for issuing an NSL is relevance to an
authorized investigation to protect against international
terrorism or clandestine intelligence activities provided that
such an investigation of a United States person is not conducted
solely on the basis of activities protected by the First Amendment
of the Constitution of the United States. The subject of the NSL
does not need to be the target of the investigation, provided that
the information is relevant to an authorized investigation.

"P§$ NSLs are a specific type of investigative tool that
allows the FBI to obtain certain limited types of information
without court intervention: (1) telephone and email communication
records from telephone companies and internet service providers
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2)
records of financial institutions (which is very broadly defined)
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a) (5) (A)); (3) a
list of financial institutions and consumer identifying
information from a credit reporting company (Fair Credit Reporting
Act, 15 U.S.C. §§ 168lu(a) and (b)); and (4) full credit report in
an international terrorism case (Fair Credit Reporting Act, 15
U.S.C. § 1681v).

’m“"(>< ECpPA, 18 U.S.C. § 2709, provides that the FBI may
seek toll billing information from telephone carriers that is
relevant to an authorized national security investigation.
Section V.12., Investigative Techniques, of the AG Guidelines
provides that NSLs may be issued in conformity with statutory
requirements, including 18 U.S.C. § 2709.

‘}%3 Here, during an authorized investigation, the FBI
obtained a telephone number L ] that was
believed to be the telephone number of the target. In other
words, the telephone number received was believed to be relevant
to an authorized\{_ ] investigation. Based upon the
information obtained] } tnae FBI served

SE%FET
3

bl




C)

® o
qugET

To: Le 41 From: Office of the General Counsel b2
Re: 278-HQ-C1228736-VIO, 09/06/2006 b7E

an NSL requesting information about such telephone number. At
the time that the NSL was served, the FBI believed that it was
seeking information that was relevant to an authorized
investigation. Upon receipt of the telephone records, the FBI
learned that it received information unlikely associated with the

7 subject

(Q PR Although the FBI learned that the telephone number
as not associated with the target, the FBI had, in fact,
requested information through an. NSL that was believed to be
relevant_fo an authori i ased upon information
received Although lawfully bl
obtained, because the information obtained through the NSL is not
associlated with the target, if not already accomplished, the
information should be sequestered to protect the potential
privacy interests of United States persons.

(U) Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4 of
EO 12863, it is our opinion that this error need not be reported
to the IOB. A record of this decision should be maintained in
the control file for future review by the Counsel to the IOB.



o
b2

To: From: Office of the General Counsel b7E
Re: 278-HQ-C1229736-VIO, 09/06/2006

LEAD (s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required, for three years
for possible review by the Counsel to the IOB.

Set Lead 2: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U}) For information.
Set Lead 3: (Action) b2
b7E
AT |

(U) With respect to the information obtained through the
NSL that is not associated with the target, if not already
accomplished, please seal the information and sequester it within
the CDC's safe. The information should continue to remain sealed

and sequestered in the CDC's safe until further direction from
OGC.

ce: Ms. Thomas

b6
b7C

IOB Library

L84

Séﬂ?ET



. ALL I,HATI 0N CONTAINED

HERETIN TS WNCLASSIFIED
DATE Q6-05-2007 BY 6517%9/dnh /ksr/cak
(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/18/2006
To: General Counsel Attn: NSLB

From: Inspection
Internal Investigations Section, IPU, Room 3041

Contact: CRS| ] Ext. [ ]
Approved By: Miller David Ian Eé
Drafted By: I IQLS bic
Case ID #: (U) 278-HQ-C1229736-VIO  (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING# 2483
0GC/I10B# 2006{:::::] b2

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1480
278-HQ-C1229736-VIO Serial 1636

Details: U) The Internal Investigations Section (IIS) received
an EC from Division dated 07/03/2006, reporting a b2
possible IOB error. ased upon a review of the referenced EC it b7E

is the IIS's opinion the incident described therein is indicative
of a performance issue. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*



(Rev. 01-31-2003)
SECM311020

FEDERAL BUREAU OF INVESTIGATION

QLASSI FIED BEY £5179/duh/karsocak
0N 06-03-2007

Precedence: ROUTINE Date: 10/20/2006

To: Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations Section, IPU, Room 3041

Contact: CRS l Ext . |::| g”é

Approved By: Miller David Iaﬁ%ﬂ%{ EZE
i
Drafted By: ﬂ&é
v/Case ID #: (U) 263-HQ-0-U - 556 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2483 Lo
OGC/IOB# 2006: =

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

(o (¢ .  Deri rom _: -3
Declagsi + 20311020

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1480

Reference: (U) 278-~HQ-C1229736-VIO Serial 1480
278-HQ-C1229736-VIO Serial 1636

b2
Details: (U) Upon review ofl Division's captioned b7E

report of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS views this matter as a possible performance related
issue with respect to the employee and respective supervisor.
Therefore, appropriate action relative to this matter is left to
the discretion of the division. 1IIS recognizes and appreciates
that this matter was brought to our attention as required by the
revisions mandated by National Security Law Branch/OGC EC, dated
03/18/2005 (319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASS]I M_CLASSIFIED ENCLOSURE.
*

SECRET/ 11020



U.S. Departme  of Justice

Office of the Inspector General

Washungton, D.C. 20530

DATE: December 5, 2006 ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
TO: Kenneth W. Kaiser DATE 05-08-2007 BY 65179 duh/ksr/cak
Assistant Director

Inspection Division
Federal Bureau of Investigation

ﬂ'/ -\ ”
C:a{;*m l{; i;uzﬂvli/
FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007001295 b2
Subject: Unidentified b7E

FBI No. 263-0-U-556

. We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
0OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

[]

This complaint will be investigated by the OIG.

[]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an O1G Report/Referral or to the identities of complsinants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment



® ®
bLTE

INVESTIGATIONS DIVISION - Complaint Form 0IG NO.:

01G - 689-2007-001295-M

Received By: How Received: A

b7c Date Received: 09/27/2006

SUBJECT: Unidentified, FBI SSNO:
Title: UNID Pay Plan: D.O.B.:
Component: FBI EOD Date: Alien No.
Misc: F.B.I.No.:
Home: B.O.P.No.:
Phone: ZIp: D/L No.:
Work: Offenses: 689
Phone: Z21Pp:
COMPLAINANT: | I SSNO:
Title: ATTY Pay Plan: D.O.B.:
Component: FBI ECD Date: Alien No.:
Misc: F.B.I.No.:
Home: B.O.P.No.: b2
Phone: = ZIP: D/L No.: ESC
Work: ,
Phone: _J ZIP: .
Confiderfrcrars Revealed: Authority: none
Details:

bl
(Syhe FBI provided information regarding a potential IOB matter (263-0-U-556).

I ) a telephone number was provided to an ;;; agent.
An NSL was issued and upon receipt of the telephone records. it was determined the telephone
subscriber was unlikely associated with the subject.

T 3

It is the opinion of the Office of the General Counsel that this matter need not be reported
to the I0B. dz

ALLEGATIONS: 689 1IOB Violation

Occurrence Date: TIME: b2
CITY: ‘ State: Zip: b7E
— — o »
DISPOSITION DATA: Disposition: M Date: 12/01/2006 Approval: POWELL, GLENN G
G
Referred to Agency: FBI Date Sent: 12/01/2006 Component: FBI
Patriot Act: N Civil Rights: N Component Number: 263-0-U-556
Sensitive: N Whistleblower: N Consolidated Case Number:
Remarks:

12/05/06-Sent to Kaiser/FBI/INSD. Predicating material will be maintained within OIG/INV
in a secure container. (dz)

DATE: 08-08-2007

FEI INFO.

CLAZSIFIED BY 65179/dmh/ksr/cak
REASON: 1.4 (o)

DECLASSIFY ON: 06-08-2032 B

Page 1 of 1 Printed 12/01/2006 2:22:30



ALL INFORMATION AINED
HEREIN I3 UNCLA IED EXCEFT
. WHEFE SHOWN OTHERWISE

{Rev. 01-31-2003)

_&BCRET

DATE: 06-08-2007
CLASSIFIED BY 65179/dubsksr/cak
REASOM: 1.4 ic)

DECLASSIFY ON: 06-08-2032

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 06/14/2006
To: General Council Attn: National Security Law
Branch (NSLB) / Room 7925
Counterterrorism Attn: ITOS II / IHSU
SSA |
LX 1 6-200
b2
b6
From: | | b7c
Contact: | 4J b7E
Approved By:
bl
Drafted By: Cwm b2
g e b7A
(8]  case 1D #: (U) bIE
2 /8-HQ-ClZ229736-V1i0o - 1486
278-PD-33854-VIO . bl
/ b6
Title: (s) b7A
b7C
(Uy~rSynopsis=-~p&< To report Intelligence Oversight Board (IOB)
violation and confirm direct notification to OIPR of the same.
() - - FB¥ . Derived Frém : G-3
Decl 1 On: X1
3 :[‘* bl
(57
bl
Reference: b2
b7A
{5) B7E
Enclosure(s): (S)| E;
b4
b6
b7Aa
T, 7 T b7C
LJ[L? [ ¢ L[ b7D
CQS‘ T4 fE‘E};‘*zD(_‘ S ET b7E
b6
b7C



(3}

[}

oy e

SECRET

To: General Conncil Eram: [ I ﬁi
e b7A

forwarded to FBI H or action deemed necessary.

O34 The simple editing oversight by the writer has
been addressed. In the future a more exacting review of requested
information will be conducted.

278-HQ-CT229736-V10 278-PD-33854-VIO b7E
, 06/14/2006
bl
b6
b7A
(s) b7C
bl
. b2
Details: (s) | b
b6
b7A
b7C
b7D
b7E
bl
(s) | b2
b6
b7A
b7C
b7E
(sy bl
) b6
b7A
b7C
bl
(5) 1 b7A
/ b7C
R (%) All information obtained from the aforementioned b2
NSL has been amassed and attached to this EC to be forwarded to b4
FBI HQ for appropriate action. To date suhgscriber jnformation has b7D
been the only information received by FBI Division from b7E
| |No toll records have been provided. Should toll records
be received by FBI those records will be sealed and



(5]

{u

() -

SECRET

r

To: General Council From-

Re: (U

|

278-HQ-CTIZZ9736-VIO
, 06/14/2006

LEAD(s) :
Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

P4

78-PD-33854-VIO

" "}E&i For action deemed appropriate.

Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

T ITOS II / IHSU, read and clear.

follow.

**

No hard copy to

bl
b2
b7A
b7E



ALL INFORMATION WNTAINED ’
HEFEIN IS UNCLAIZIFIED EXCEPT

' SHOWE O a : DATE: D6-08-2007
(01/26/1998) WHERE SHOWN OTHERWIS

m

{m

CLASSIFIED BY 65179/ /dmh/ksr/cak

REASOM: 1.4 (o)
%RET DECLASSIFY ON: 06-0&8-Z032

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 09/18/2006

To: | | Attn: SAC, CDC -
Counterterrorism Attn: AD b6
Inspection Attn: Ms. l b7C

Internal Investigative
Section, Room 11865

From: General Counsel
Counterrorism Law Uniyf II/LX-1 3S100

Contact:
Approved By: Thomas. Julie Krfﬁ?%
Drafted By: neb
Case 1D #: (¥ 278-HQ-c12298736-vio — L0 D7 b1
b2
Title: (S) EEA
b7C
INTELLIGENCE OVERSIGHT BOARD MATTER, b7E
IOB 2006

éyﬁcpsis:“'C&( It is the opinion of the Office of the General
Counsel (OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB). OGC will prepare a cover
letter and a letterhead memorandum for the General Counsel and
the Assistant Director, Inspection Division (INSD), for
submission to the IOB. Submission of this matter to the OPR
is a matter within the cognizance of the IIS.

M B meriveieart o
De s8ify On: /18/2016

Reference: 278—HQ~C12297369VIOF1486~]§{:

SEZRET b6
p7C

0IG/DOJ REVIEW:
FB! INVESTIGATION
0IG/DOJ I




(3)

SEQRET

b2
- b7E
To: C ] From: General Counsel
Re: 278-HQ-C1229736-VIO & , 09/18/2006
Administrative: {U) This communication contains one or more b2
footnotes. To read the footnotes, download and print the b7E
document in WordPerfect 6.1.
Details: (U) Referenced communication from the iField
Office | dated 06/14/2006, requested tl—'F___—at OGC review
the facts of the captioned matter and determine whether it
warrants reporting to the IOB. 1In our opinion, it deoes. Our
analysis follows.
bl
{S) b2
bé
bTA
b7C
b7E
(X) During the course of the investigation,
issued a National Security Letter (NSL) pursuant to the
Electronic Communications Privacy Act, 18 U.S.C. § 2709. That
statute permits the FBI to request subscriber information and
telephone toll billing records that are "relevant tc an
authorized investigation to protect against international
terrorism or clandestine intelligence activities, provided that
such an investigation of a United States person is .not conducted bl
solely on the basis of activities protected by the First gi
Amendment to the Constitution of the United States.” The NSL, he
dated May 11, 2006, was addressed tol .~
b7C
b7D
| However, the number was mistakenly written with b7E
bl
b2
LY | b6
b7A
b7cC
2 (U} A “United States person” (USP)is defined in Section 101(i) of b7E

the Foreign Intelligence Surveillance Act (FISA) {(codified at 50 U.S.C. § 1801
et seg.) as “a citizen of the United States [or] an alien lawfully admitted
for permanent residence (as defined in section 101{a) {20) of the Immigration
and Naturalization Act) . . . .” See also Section II.W of The Attorney
Gereral's Guidelires for FBI Foreign Intelligence Collection and Foreign

Counrterintelligence Investigations.

SEQRET
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mistake was discovered and which referenced the incorrect phone
number and information have been permanently charged out of the

b2
To: | From: General Counsel b7E
‘Re: 278-HO-C1229736-VIO {8 , 09/18/2006
one number changed, so that the NSL was issued for the wrong
telephone number.® Records for that telephone number were
provided by the telephone company to the Upon receipt p1
of the recox the case agent realized his mistake. The recocrds b2
“from bere collected and forwarded to FBI Headquarters b4
for propriate action. Further, serials created before the 57D

bP7E

FBI's Automated Case Support system. By EC dated 06/14/2006, this

matter was reported to OGC and the[:::::::] Division.*

(U) Section 2.4 of Executive Order (EO) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, O0GC,
respectively) report to the IOB concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive. This
language was adopted verbatim from EO 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and the
ICB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation cf a
provision of the NSIG, or other guidelines or regulations
approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provision was designed in full or in
part to ensure the protection of the individual rights of U.S.
persons. Violations of provisions that are essentially
administrative in nature need not be reported to the IOB. The
FBI is required, however, to maintain records of such
administrative violations so that the Counsel to the IOB may
review them upon request.

I Z%?: Section V.12., Investigative Techniques, of The
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection (NSIG)

' (U) In order to avoid any further dissemination of this incorrect
telephone number, the number is not being listed in this document. Since the
EC approving the NSL and the NSL itself include the incorrect telephone
numper, these documents have been permanently charged out of the FBI's
Avtomated Case Support (ACS) system.

‘ (U) See 278-HQ-C1229736-VI0-1486, addressed to OGC.

sz?(a'r
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To: r;, | From: General Counsel b7E
Re: 278-HQ-C1229736-VIO P& , 09/18/2006

provides that National Security Letters may be issued in
conformity with statutory requirements, including 18 U.S.C. §
2709. Title 18, U.S.C. § 2709 provides that the FBI may seek
subscriber information from telephone carriers that is relevant
to an authorized national security investigation. Clearly, the
information obtained by the FBI was not relevant to an authorized
national security investigation because there was an error in the
NSL in transmitting the appropriate telephone number. Thus, the
FBI received subscriber information concerning a telephone number
that was not under investigation nor related to an investigation.
Therefore, the information was improperly collected, although
unintentionally so, in violation of the NSIG and ECPA.

(U) Clearly, the rights of the target were not
infringed because he was not the subject of the improperly
collected information. It is unknown whether this information
was gathered about a United States Person or not, inasmuch as
there has been no review of the information. Nonetheless, based
on the fact that information which may be about a USP was
improperly, although inadvertently, collected, and in accordance
with the reporting requirements of Section 2.4 of E.O. 12863, 0OGC
will prepare a cover letter and an memorandum to report this
matter to the IOB.

Oﬁ) OGC requests that the Inspection Division retain a
record of the report of a potential IOB matter for three years,
together with a copy of this opinion for possible review by the
Counsel to the IOB.

s
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To: | [ From: General Counsel b7E
Re: 278=-HQ-C1l229736=-VIO Kﬁ( , 08/18/2006

LEAD (s) :

Set Lead 1: (ACTION)

FIELD OFFICE b7E

(U) For review and action deemed appropriate.
Set Lead 2: (ACTION)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) Read and Clear.
Set lLead 3: (ACTION)
INSPECTION

AT WASHINGTON, DC

(U) As provided in the Revised Procedures for the
Submission of Reports of Potential Intelligence Oversight Board
{IOB) Matters, retain a record of the report of a potential IOB
matter for three years for possible review by the Counsel to the
IOB, together with a copy of the OGC opinion concerning the basis
for the determination that IOB notification is not required.

1 -} | b6
biC

*
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DECLASSIFIED BY AL17S/dmh/ ket /cak
ON 06-08-2007

BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board (IOB) Matter,
Portland Division, IOB Matter 20061:::]" (U)

This memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
The Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

1 - 278-HQ-C1229736-VIO




S5€RET

Mr. Stephen Friedman

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Rcom 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150
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ALL INFORMATION CONTAINED DATE: 05-08-2007 !

HEFEIN IS UNCLASSIFIED EXCEPT CLASSIFIED BY 65173 /kuh/ksr/cak

WHERE SHOWN OTHERWISE REASON: 1.4 (¢}

DECLA3SIFY ON: 05-03-2032
s\wéRET
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER ’
FIELD CE o
IOB MATTER 2006 U)
(S)

bi
b2
b6
b7A
b7E

| During the course of the

investigation, | |]issued a National Security Letter (NSL)
pursuant to the Electronic Communications Privacy Act, 18 U.S.C.
§ 2709, to a telephone carrier for the telephone subscriber of a
telephone number intended to be identified as that of the target.
Instead, one of the numbers within the telephone number was
incorrectly written; thus, the information returned from the
carrier was subscriber information of a wholly unrelated
telephone number. The error was discovered upon receipt of the .
information, and the subscriber information was not reviewed nor
used for any investigative purpose. No toll information had been
sought through the NSL. Despite the inadvertent nature of the
mistake, the fact remains that subscriber information was
improperly collected on a telephone number unrelated to an
investigation. Thus, the matter is being reported to the IOB.

Deri fr : G-3
Declassif T /18/2016

SEQRET

'""l'ég§ Section V.12. authorizes use of National Security Letters in
conformity with 18 U.S.C. § 2709 (relating to subscriber information, toll
billing records, and electronic communication transactional records). The
statute requires that information sought is relevant to an authorized national

security investigation.
SECRET



. ALL QEIF’JU&TI ON CONTAINED

HEREIN I3 THNCLASSIFIED
(Rev. 01-31-2003) DATE 06-05-2007 BY €5173/ duh/ksr/cak

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/18/2006
To: General Counsel Attn: NSLB

From: Inspection
Internal Invegtigations Section. TIPU, Raom 3041

Contact: CRS Ext.
b2
Approved By: Miller David Ian b6
n bicC
Drafted By:
Case ID #: () 278~-HQ-C1229736-VIO {Pending)
Title: () INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKIN 2489 b2
OGC/IOB# 2006
Synopsis: (U) To report a potential Intelligence Oversight Board

(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: () 278-HQ-C1229736-VIO Serial 148s
278-HQ-C1229736-VIQO Serial 1657

Details: U) The Internal Investigations Section (IIS) received

an EC from Division dated 06/14/2006, reporting a b2
possible IOB error. Based upon a review of the referenced EC it b7E
is the IIS's opinion the incident described therein is indicative

of a performance issue. Therefore, no internal investigation

will be conducted by the IIS and this matter is being relegated

to the NSLB for whatever action they deem appropriate.

*»



DATE: 0&-0&8-2007
CLAZSIFIED BT €173 /duhs/ksr/cak

(Rev. 01-31-2003) FEAIO0N: 1.4 (c)
SEQRET//20311020 | DECLAZSIFY ON: 06-03-2032
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/20/2006
To: Attn: SAC (Personal Attention) b
b
From: Inspection bgc
Internal Investigationg Section. IPU, Room 3041 b7E

Contact: CRS Ext.

£ ; HEREIN I3 WHNCLASSIFIED EXCEPT
WHERE 3SHOWH OTHERWISE

Drafted By:

Case ID #: (U) 263-HQ-0-U - 557 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2489 b2

OGC/IOB# 2006-|:|

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

(S) Derive om : G-3
Declasgify : 20311020 bl

b2
(3) Enélosure(s):~}§i b7A
278-HQ-C1229736-VIO Serial 1486 b7E
tS)leference:' )x@

278-HQ-C1229736-VIO Serial 1486

278-HQ-C1229736-VIO Serial 1657
Details: (U) Upon review of[ |Division's captioned report E?E
of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WH FROM CLASSIFIED ENCLOSURE.

0
SWT//ZOBllOZO



DATE: December 5, 2006

TO:

U.S. Departmei f Justice

Office of the Inspector General

Washington. D.C 20530

foipa # 1073946

Kenneth W. Kaiser
Assistant Director ALL THFORMATION CONTAINED
ssisa © HEREIN 15 UNCLASSIFIED

Inspection Division DATE 06-08-2007 BY 65173/duh/kst/cak
Federal Bureau of Investigation

‘.‘0 f} '4)., Kv’;
; |

S {
ST R [ i'"(:*‘i»sc\"_.fi'v/

FROM: Glenn G. Powell

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007001296

N

Subject: Unidentified
FBI No. 263-0-U-557

We consider this 2 management matter. The information is being provided to you

for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the

0IG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

b2
b7E



b2
bTE
015 - INVESTIGATIONS DIVISION - Complaint Form 0IG NO. 689-2007-001296-M
Received Byy | Esc Date Received: 09/28/2006 How Received: A
SUBJECT: Unidentified, FBI SSNO:
Title: UNID ' Pay Plan: D.0.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home: B.O.P.No.:
Phone: ZIP: D/L No.:
Work: Offenses: 689
Phone: ZIP:
COMPLAINANT:]L~ SSNO:
Title: ATTY Pay Plan: D.O0.B.: o
Component: FBI ECD Date: Alien No.: ne
Misc: F.B.I.No.: b7C
Home : [ | B.O.P.No.:
Phone: () - ZIP:l I D/L No.:
Work: ,
Phone: 44J ZIPp: )
Confidential: Revealed: Authority: none
' bl

b4
Details: b7D

The FBI provided information regarding a potential IOB matter (263-0-U-557).

QS) ;X The

‘TE&lephone numpber was mistakenly written with one incorrect digit. As a result, the NSL was
issued for the wrong telephone number. Upon receipt of the records, the case agent realized
the mistake and the data was collected and forwarded to FBI headquarters for appropriate
action.

It is the opinion of the Office of the General Counsel that this matter need not be reported
to the IOB. dz

ALLEGATIONS: 689 1IOB Violation

Occurrence Date: TIME: b2
crry{— state: | | Zip: b7E
DISPOSITION DATA: Disposition: M Date: 12/01/2006 Approval: POWELL, GLENN G
Referred to Agency: FBI Date Sent: 12/01/2006 Component: FBI
Patriot Act: N Civil Rights: N Component Number: 263-0-U-557
Sensitive: N Whistleblower: N Consolidated Case Number:

Remarks:

12/05/06~-5ent to Kaiser/FBI/INSD. Predicating material will be maintained within OIG/INV
in a secure container. (dz)

DATE: 08-08-2007

FBI INFO.

CLASSIFIED EY 65179 /dub/ksr/cak
REASON: 1.4 {c)

DECLASSIFY ON: 06-08-2032

by
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