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(Rev. 08-28-2000) 

SECRET 

L U O I FEDERAL BUREAU OF INVESTIGATION ft 1010 

Precedence: IMMEDIATE 

To: Inspection 

General Counsel 

From: 

Date: 11/19/2002 

Attn: IMU, Room 7837 

NSLU 

C o n t a c t : SAC 

Approved By: 

Drafted By: 

b2 
b7E 
b6 
b7C 

Case ID #: (U) 278-HQ-C1229736-VTO ' (Pending) 
(U) 278-LS-59479 

Title: (U) SSA.T 
SAT-

Division 

b6 
b7C 
b2 
b7E 

I OB 

Synopsis: (U) To report violations of Intelligence Oversight Board 
matters. 

(S) To request a waiver of Section III.B.4 of the Attorney 
idelines (AGG), relating t 

(C ) for Preliminary Inquiries, reference 
General Guidelines (AGG) , relating to National Security T,pt-fpr mai-t-pr-g--

case: 

.bl 
2 

b7E 

(S) 

Reference: (S) 
(S) 

Details: (S) On 11/18/2002, the 
_C2ID -rms\n a »«TT<TT „ - . C . . . ; - - l - ,. _L 

b l 
b2 
b7E 

Division was contacted by 

(S) 
] Both 

m violation o£ tne most recent AGG guidelines, 

SECRET 

are 
b2 
b7E 
bl 

ALL IHF0RMATI0JI CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

\ 
DATE: 06-19-2007 
CLASSIFIED BY 65179dioh/ksr/prs 
REASON: 1.4 (c) 
DECLASSIFY OH: 06-19-2032 



SEpRET 

To: Inspection From: ^_^ 
Re: (U) 278-HQ-C1229736-VIO, 11/19/2002 

b2 
b7E 

(S) $0-
bl 
b2 
b6 
b7C 
b7E 

SA J has further been provided with the 
tuaayiriea veryiori. of AGG to utilize on this and future 
investigations. 

(U) The ECs for the NSLs were signed off by the supervisor, 
CDC, ASAC, and SAC of the| |Division, without notice that the 
information was being sought utilizing the criminal AGG rather than 
the AGG for classified investigations. 

b2 
b7E 

SffSRET 
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SECRET 
b2 
b7E To: I n s p e c t i o n From: 

Re: (U) 278-HQ-C1229736-VIO, 11/19/2002 

LEAD(s) 

S e t Lead 1: 

GENERAL COUNSEL 

AT WASHINGTON. D.C. 

(U) This information is being provided to General 
Counsel, National Security Law Unit, pursuant to reporting 
requirements of Intelligence Oversight Board matters. 

Set Lead 2: 

INSPECTION DIVISION 

AT WASHINGTON, D.C. 

(U) This information is being provided to 
Inspection Division pursuant to reporting requirements of Intelligence 
Oversight Board matters. 

SJKRET 

3 



(Rev. 01-31-2003) 

SEJP^ET 

FEDERAL BUREAU OF INVESTIGATION 

(TJJ 

(U) 

Precedence: ROUTINE 

To: Inspection 

Date: 03/01/2005 

Attn: Internal Investigations Section 

Attn: SAC 
CDC 

From: Office of the General Counsel 
N a t i o n a l Sen i -Hl -v T,aw Ri-anr-h /PTT.TT/Po^m 7975 
C o n t a c t : 

b2 
b7E 
b6 
b7C 

Approved By: Thnmaa J H H P F 

D r a f t e d By 

Case ID # : 

(U) 

T i t l e : 

S y n o p s i s : 

2 7 8 - H Q - 1 4 0 6 6 0 7 - 2 ^ ••• f -
2 78-HQ-C122 973 6-VIO-4 0 
2 7 8 - L S - 5 9 4 7 9 - 1 7 5 

b2 
b6 
b7C 
b7E 

Lll VlSiUM 
INTELLlUtlNCE OVERSIGHT BOARD (IOB) MATTER 2005-Q^] 

It is the opinion* of the Office of the General 
Counsel ("OGC'O that this matter need not be reported to the IOB. 
Rather, a record of this decision should be maintained in the 
investigative control file for review by the Counsel to the IOB. 
Our analysis follows. 

(U) <x 
(U) Reference:( 2 78-HQ-C122 973 6-VIO-4 0 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document into Corel Word Perfect. 

bo 
b7C 

(0 
^IfCRET 

y i 

ALL INFORMATION C0MTAIMED 
HEEEIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

^ A-

DATE: 06-19-2007 
CLASSIFIED BY 65179daih/ksE/pEs 
REASON: 1.4 (c) 

, - - , DECLASSIFY OH: 06-19-2032 



SEC£^I 

To: Director's Office 
From: Office of the General Counsel 
Re: 278-HQ-C1229736-VIO-40 03/01/2005 

Details? 
19, 2002 

b2 
b7E 

By electronic communication (EC) d 
icsd below) the Division 

<-^» ,-3 -KT^T.-,-».-~T~^.~ 

reported a possible IOB error in conjunction with an on-going 
international terrorism investigation. 

(S) 

b 
b 
b 

_^^_^^^___^___^^_^^____ T n e case agent promptly 
stopped use of the NSL results, and on December 6, 2002, the case 
agent's supervisor secured the documents provided in response to 
the NSL. 

IU) 
) $ See EC from the t 

19 7007 Cw m M 77g.HQ.r177<mfi-VTn Serial 40, titled "SSA 
division, IOB Matter," hereinafter cited as 

£28-
ETT 

ivision to the General Counsel, dated November-
SA 

vim 

(U) y% A "United States person" is defined in section II. W of the March 8, 1999 
Attorney General (AG) Guidelines as "an individual who is . . . [a] United States citizen . . . or . . 
. a permanent resident alien " This regulatory definition is based on the definition of a 
"United States person" as that term is used section 101(i) of the Foreign Intelligence Surveillance 
Act (FISA), 50 U.S.C. § 1801 et seq. Section 101(i) states in pertinent part that a "'United States 
person' means a citizen of the United States [or] an alien lawfully admitted for permanent 
residence (as defined in section 1101 (a)(20) of the Immigration and Naturalization Act) " 

3 )&) The March 8, 1999 AG Guidelines, fully titled "Attorney General Guidelines 
for FBI Foreign Intelligence Collection and Foreign Counterintelligence Investigations" (FCIG) 
were in effect at the time of the events in question in this IOB matter. The FCIG were 
superseded by current AG Guidelines, the "Attorney General's Guidelines for FBI National 
Security Investigations and Foreign Intelligence Collection" (NSIG) on October 31, 2003. 

set^ E T 

b2 
b6 
b7C 
b7E 

2 
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SEJb^E ET 

To: Director's Office 
From: Office of the General Counsel 
Re: 278-HQ-C1229736-VIO-40 03/01/2005 

(U) 
'*"* As required by Executive Order (E.O.) 12863 and 

Section 2-56 of the National Foreign Intelligence Program Manual 
(NFIPM), OGC was tasked to determine whether the receipt of 
unsolicited material described herein is a matter which must be 
reported to the IOB. It need not be. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated September 13, 1993, mandates that Inspectors General and 
General Counsel of the Intelligence Community components (in the 
FBI, the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive order or Presidential 
directive." This language was adopted from E.O. 12334, dated 
December 4, 1981, when the IOB was known as the President's 
Intelligence Oversight Board (PIOB). 

(U) By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the AG's foreign counterintelligence guidelines or 
other guidelines or regulations approved by the AG in accordance 
with E.O. 12333, if such provision was designed in full or in 
part to ensure the protection of the individual rights of a U.S. 
person. Violations of provisions that are essentially 
administrative in nature need not be reported to the IOB. The 
FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon request. 

IU) ""'"'•-£s3 Section III.B.6. of the March 8, 1999 AG 
Guidelines (FCIG) stated in pertinent part: 

(S) 

SECjR£T 

3 



(S) 

SEpRET: 

To: Director's Office 
From: Office of the General Counsel 
Re: 278-HQ-C1229736-VIO-40 03/01/2005 

~~P*N Although this provision was primarily 
administrative in nature, it was designed, in part, to protect 
the rights of U.S. persons because it limited the length of time 
that the FBI could conduct a PI of an individual without review 
by the proper authorities. By longstanding agreement between the 
FBI and IOB, PI overruns need not be reported to the IOB if they 
are both "inadvertent" and "de minimis in time." To determine 
whether a possible violation of the March 8, 1999 AG Guidelines 
is "inadvertent" and "de minimis in time," all the facts relevant 
to the matter must be considered in their totality. 

•^D&K^ In this instance, there appears to have been 
considerable confusion in applying the FCTG AG Guidelines then in 
effect by both by the I I case agent and the FBI HQ 
official advising on the case, for no PI overrun occurred in this 
instance «f «n a« rit-pd above. Section III.B.6. of the FCIG AG 
Guidelines! 

I As no violation of the AG Guidelines 
thus occurred, there is no violation that must be reported to the 
IOB. 

(U) Consistent, with our prior opinions, a record of 
this decision should be maintained in the control file for future 
review by Counsel to the IOB. 

bl 
b2 
b7E 

(S) 

bl 

JBwS^ET 



SEfc*ET 

To: Director's Office 
From: Office of the General Counsel 
Re: 278-HQ-C1229736-VIO-40 03/01/2005 

LEAD(S): 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON. DC 

(U) Read and clear. 

Set Lead 2: (Info) 

AT_T 

>=S^ Read and clear. 

CC: Ms. Thomas 
• SSA| I 

NSLB IOB Library 

•• 

BN^I SECRET 

5 
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(Rev. 01-31-2003) 

OBCRBT 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

IUI 

(0) 

Precedence: ROUTINE Date: 08/19/2005 

To: General Counsel Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 11102 
Contact: C R S | I Ext 

b2 
b6 
b7C 

Approved By: 

Drafted By: 

CaseID #: 

Fogle Toni Mari 

]& s 
^9<^ 278-HQ-C1229736-VIO (Pending) 

Title-r^>sC^ INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1010 
0GC/I0B# 2 005 

b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security-
Law Branch (NSLB). 

Reference: 

X Deriv 
Dec las, 

^ < 

G-3 
XI 

278-HQ-C1229736 Serial 40 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from| | Division dated 11/19/2002, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

• • 

DECLASSIFIED BY 65179 dmh/ksE/prs 
ON 06-19-2007 

ulLCKlST 



(Rev. 01-31-2003) 
—gnoriET 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

(Ul 

(U) 

Precedence: ROUTINE 

To: 

From 

Attn: SAC (Pe 

: Inspection 
T n f p r n s l T n v P B h i n a t - i n n a R*=>r-h -i <~>n 

Contact: CRS 

Approved By: 

Drafted By: 

C a s e I D •••#•» 

Fogle Toni Mari 

^ v 263--HQ-0-U -

IPU, 
Ext. 

fea£ 

278 (Pending) 

Date: 09/09/2005 

Room 11102 b2 
b6 
b7C 
b7E 

Title:^>a^ SSAL 
SA 

b2 
bo 
b7C INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRACKING# 1010 
OGC/IOB# 2 0 0 5 - ^ ^ ^ 

Synopsis: (U) To advise that the captioned reporting of 
potential Intelligence Oversight Board (IOB) violation has been 
reviewed by the Internal Investigations Section (IIS), and is not 
considered willful misconduct. This incident is remanded back to 
the field for whatever action deemed necessary and appropriate. 
Case closed at IIS. 

Derive)^From : 
Declassify On: 

G-3 
XI 

b2 
b7E 

Enclosure(s): (U) EC from Division dated 11/19/2002 

n o t©3r©IXC© -!--- X 278-HQ-C1229736 Serial 40 

Division's captioned Details: (U) Upon review of| 
report of a potential IOB violation, It" is IIS's opinion that the 
incident is not indicative of willful misconduct. IIS only 
actively pursues investigations where deliberate and/or 
aggravated misconduct is evident, and accordingly, this case is 
closed at IIS. 

(U) IIS does, however, suggest this incident be 
potentially considered a possible performance related issue with 
respect to the employee and respective supervisor, and relegates 
any future action relative to this incident to the discretion of 
the | |Division. IIS recognizes and appreciates that 
this matter was brought to our attention as required by the 

b2 

b7E 

b2 
b7E 

SECRET 

DECLASSIFIED BY 65179 dmh /ksr/prs 

OH 06-19-2007 



- OECnET-
b2 

From: Inspection b7E To: 
Re: 263-HQ-0-U - 278, 09/09/2005 

revisions mandated by National Security Law Branch/OGC EC, dated 
03/18/2005 (319X-HQ-A1487720 serial 6) . 

•• 

—3S6RE3L 
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U.S. Departmei. /f Justice 

Office of the Inspector General 

Washington, DC. :0?M) 

DATE: July 26, 2006 

TO: 

FROM: 

Charlene B. Thornton 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

IA. 
Glenn G. Powe $Ur^* 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG ComnlaiiiiiEfl-^ 

L 

006004922 
[et al. 

division 
FBI No. 263-0-U-278 

b2 
b6 
b7C 
b7E 

WM We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

I 1 This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I I This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an Investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-19-200? BY 65179 dmh /ksr/prs 



OIG - INVESTIGATIONS DIVISION Complaint Form OIG NO. O 
b2 
b7E 

89-2006-004922-M 

Received By: 

SUBJECT: 
Title: SSA 
Component: FBI 
Misc : 
Home: 
Phone :„ 
Work: 
Phone :~ 

Date Received: 08/22/2005 How Received: 

Pay Plan: 
EOD Date: 

f 
ZIP: 
"I DC 
-KIP: 

SSNO: 
D.O.B.: 

Alien No.: 
F.B.I.No.: 
B . 0.P.No. : 
D/L No.: 
Charges: 689 

b2 
b6 
b7C 

SUBJECT: |_ 
Title: SA 
Component: 
Misc: 
Home: 
Phone 
Work: 
Phone: 

FBI 
Pay Plan: 
EOD Date: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 
D/L No. 
Charges 689 

b2 
b6 
b7C 
b7E 

"ZIP 

Pay Plan: 
EOD Date: 

ZIP: 

COMPLAINANT: 
Title: UNITC 
Component: FBI 
Misc: 
Home: 
Phone: 
Work: GENERAL COUNSEL 

NATIONAL SECURITY LAW UNIT/CILU, WASHINGTON, DC 
Phone: | | ZIP: 
Confidential: Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 
D/L No. 

Authority: none 

b2 
b6 
b7C 

Details: 

The FBI provided information reporting a possible IOB matter regarding a preliminary 
inquiry (PI) overrun. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 10/28/2002 
CITY: 

TIME: 
State :l 1 Zip: 

b2 

b7E 

DISPOSITION DATA: Disposition: M 

Referred to Agency: FBI 

Patriot Act: N Civil Rights: N 

Sensitive: N Whistleblower: 

Date: 08/12/2005 Approval: POWELL, GLENN G 

Date Sent: 07/25/2006 Component: FBI 

Component Number: 263-0-U-278 

Consolidated Case Number: 

ALL FBI INFORMATION COBTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-19-2007 BY 65179 dmh/ksE/pcs 

rn tin I *\r\r\c i . n o . n 



OIG - INVESTIGATIONS DIVISION -

Remarks: 

07/25/06- Sent to AD Thornton, 
OIG/INV in a secure container 

Complaint Form OIG NO. : CH-689-2006-004922-M 

FBI/INSD. Predicating material will be maintained within 
(ant) 

Dar,^ 9 of 7 P r i n t e d 07 /25 /2006 2 : 0 9 : 3 1 



b6 
b7C 

U.S. Department of Justice Classified Document Receipt 
When filling out this form, please press firmly 
with ballpoint pen. 

ACCOUNTABILITY 

FROM: (Naiye. 

TO: (Name) 

SIGNATURE! [6] Recipient) & UAlb:_ 

If sent outside DOJ, Return this copy to: 

(Organiration and Address) /><£"] /<*,-/<^///<£'//A/j/ 

(Organization and Address) / ijlj/Ai t / 

DOCUMENTT IDENTITY 

SUBJECT & DESCRIPTION:^/^- Ct.yUfjh - } / A/a • 2.CS'<s r ^ V V i V - " ^ ^ O ^ ro!/3/o-»'( Z CX'^Ot^.o^-A^ 

20CMr0OV. 2 cc(c, COVS 23*\k 2oc/roo </•$ £S~-/^l, * wLco&sc 7-M. 2co6~ o< ^ - ^ ^ ^ ^ c ^ / ^ / 

Date of Document: 

Copy 

v^l^oot cO V</j </.^i 2.004,. 00$Z,7'/*ii loy^c-co^^c.-i-fl 

No. of pages: \D I 

-Of . Copies. 

Classification of Document (Check Appropriate Boxfes) Below): 

• TS t ^ S • C O N F QSCI O Q • OTHER 

INTERNAL DOJ ROUTING 

XTAtro r>c pp/'inmvrr /n---

27. 

3.. 

4. 

5.. 

ORG. 3ANIZATI0N & DATE REC'D. , 

b6 
-b7C-

INSTRUCTIONS ON BACK OF LAST PAGE FORM DOJ-34 
JUN. 81 

ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-20-2007 BY 65179 dtah/ksE/prs 



<Ki". O I - : i - J i : ' I . M 

S^&^ET/ORCON/NOFORN ±L j r \ . (T 

FEDERAL BUREAU OF INVESTIGATION 

(U> 

(U) 
(U) 

Precedence: IMMEDIATE 

To: Counterintelligence 

Date : 0 3 / 0 2 / 2 0 0 5 

A t t n m - ^ A , T-nnm 4 1 R R 
SSA 

Drafted By-

Case ID #: 

Title: (S 

From: 

Approved By: 

2/8-HU-cmyvjb-v io -(^jC? 

n 
•(La^e Agent' 
(Acting Supervisor 

bl 
b7A 
b6 
b7C 

S y n o p s i s : ^ ^ To provide Counterintelligence, CD-3A, with the 
attached letter with enclosures lor provision to the Office of 
Intelligence Policy and Review (OIPR), if appropriate, and to 
advise NSLB of same as potential IOB violation. 

Enclosure(s): 
to OIPR. 

LHM with enclosures for dissemination 

Details 121. 

S^feRET/ORCON/NOFORN 

fn-9.VC'. 

b 6 
b7C 

•i vfco.?-'. 

b l 
b7A 



S|^ET/0RC0N/NOF0RN 

bl 
b2 
b7E 
b7A 

To : rnnnteri ntel 1 j nonro Ernm • ^Jew York 

Re: (S) 1 

(S) 

bl 
b2 
b7E 
b7A 

(S) 

"£&£ The pertinent details of the authorization and 
subsequent investigation are spt fnr-t-h in t-liP piflncsH ip^nr 

b l 
b2 
b7E 
b7A 

(U) J X ! ^ These i n t e r c e p t e d c a l l s were not- h rang r r ihpH 
|and s u p e r v i s o r UJOd; exed. FBll I translator 

have advised that other CTTa' 
lorraed or i_____^____r--—-— 

I have advised that other dnan hand notes of the 
'xiiLeidepts" no official transcripts or logs were created, and no 
records were indexed and/or sent to ELSUR. All hand-written 
notes have also since been destroyed, and electronic records of 
calls since December 9, 2004 have been deleted from the Red Wolf 
system. 

b2 
b6 
b7C 
b7E 

(U) attached letter, 
violation. 

on the circumstances described in the 
does not believe this is a potential IOB 

b2 
b7E 

SjaO^ET/ORCON/NOFORN 

1 



Ŝ EOR ET/ORCON/NOFORN 
- , 

To: C o u n t e r i n t e l l i g e n c e From: .| I ^2 
R e : (S) I I b7A 

I ' b7E 

LEAD(s) : 

S e t Lead 1: (Act ion) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(Uj ^£? Disseminate attached LHM with enclosures 

/ \ to OIPR. 

Set Lead 2:(Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(UJ ($j Read and clear. 

•• 

sjsfe ET/ORCON/NOFORN 



£& SISCK: ET/ /CRCON/ ,/NOFORN 

U.S. Department of" Justice 

Federal Bureau of Investigation 

In Reply. Plciisc Koter In 

l i le No. 

b2 
b7E 

M a r c h 2 , 2 0 0 5 

BY FEDERAL EXPRESS 

James A. Baker 
Counsel for Intelligence Policy 
Office of Intelligence Policy and Review 
U.S. Department of Justice, Room 6150 
950 Pennsylvania Ave. N.W. 
Washington, D.C. 20530 

Mr. Baker: 

Inte 11 igence Survei,1 lance Court (FISC) and/nr spnnpst-r^^ on u 
the FISC, if appropriate,f 

Enclosed for notification to the United States Foreign 
ith 

(S); On June 10, 2004, at 11:40 a.m. Eastern Standard Time 
(EST), the United States Foreign Intelligence Surveillance Court 
granted the Federal Bureau of Investigation (FBI) authority to 
conduct F-l RC<-T-nni n gurvaj 1 1 jnro I | 

t h e cuuLfciU 3: SCaCes, including New 
iiuiK, UL1112mu several telephone numbers which, among others. 

was 
discontinued on December 17, 2004 at 10:55 a.m. EST because 
subsequent i nvent i nati nn—reveal pri—t-^t this number was not being 
utilized! » ~^C 

The authorization was based, in part, on the-
( N S L J I f o l l o w i n g : r e s u l t s o f a N a t i o n a l S e c u r i t y L e t t e r 

S E 0 P E T / / 6 R C 0 N / / N 0 F 0 R N 

(S) 

b l 
b2 
b7E 
b7A 

b l 
b7A 

b l 
b7A 

b l 
b7D 

ALL IHF0RHATI0H C0HTAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DATE; 06-20-2007 
FBI IHF0. 
CLASSIFIED BY 65179 dmh /ksr/pes 
REASON: 1.4 (c) 
DECLASSIFY OH: 06-20-2032 



?&* RET//ORCON//NOFORN 
bl 
b2 
b6 
b7E 

All or the Language Specialist ' s hand-written notes 
asbutikted with the calls have been destroyed, and the FBI has 
deleted from all FBI systems and databases all of the recorded 
materials. (S//OC//NF) 

bl 
b2 
b6 
b7A 
b7E 

bl 
b2 
b6 
b7A 
b7E 

(S) 

(S) 

Although (1) a valid FISC Order authorized the 
inrerrentinn of communications occurring over telephone number 
. | 2 ) t h e FBI's interception of such 

were not in violation of rhP FISC Order in terms "communicat ion 
of manner, me t hcid 
advise the FBlJ 
subject to the 

or time; 
that the 

and (3)! 
subscriber of 

pid not independently 
t"ne number which was 

crrtler had changed, we are advising you of the 

b l 
b2 
b 6 
b7A 
b7C 
b7D 
b7E 

SE^ET//ORCON//NOFORN 



S E $ E T / /ORCON/ /NOFORN 

h p i i - ] t - Q v ^ ^ - ^ * - -i ^T (S) circumstances of 
recorded material 
explaining the circumstances 
need to sequester these mater 

iding you with the 
and a letter 

of the interception and possible 
i . q l c; A c w o n J v - a -|TiT-|TTl I 

(S) b l 
b2 
b7A 
b7E 

X 
I f you have any q u e s t i o n s r e g a r d i n g t h i s m a t t e r , 

nlfiase rr\r\\-art art-jnrf QnnprTri onvy S p e c i a l Agent I I 
at Thank you for your assistance. 

b 6 
b7C 
b2 

S i n c e r e l y y o u r s , 

b6 
b7C 

A s s i s t a n t D i r e c t o r i n Charge 

SEC^T//ORCON//N0FORN 

/ 



(01/26/1998) 

ID) 

(U) 

(U) 

SEckET/ORCON/NOPORN 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 

[ 

Date: 05/06/2005 

Attn: Internal Investigations Section 

Attn: ADld 

Counterintelligence Attn: CD-3A, room 4155 
SSA 

From! Office of the General Counsel 
N a t i o n a l S e c u r i t y Law Brannh/PTT.TT/p^„ „ » , „ 
Contact: 

b2 
b6 
b7C 
b7E 

Approved By: Thomas Julie F 

Drafted By; 

Case ID #:£§< 278-HQ-C1229736-VIO -

Titl " X SJ 
[ pIVISION 
INTELLIGENCE OVERSIGHT BOARD MATTER 2005-1 1 

Synopsis:^£83^ It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

b l 
b2 
b7A 
b7E 

D e t a i l s : 
March 2, 2005" the 

^<>0C/ /NFJ E l e c t r o n i c communication (EC) d a t e d lect 
JFie Id Office reported a possible IOB 

i n v ^ t i S a t ^ n ^ l 1 ^ ^ ^ " °ng0in? ^ T ° e l l 9 S investigation. In this regard, the| ) P l e l d g f f i c e 

b2 
b7E 

^CRET/ORCON/NOFORN 

ALL INFOPMATION CONTAINED 
HEREIH 13 UNCLASSIFIED EXCEPT 
WHERE SH0WH OTHERWISE 

DATE: 0 6 - 2 0 - 2 0 0 7 
CLASSIFIED BY 65179 dmh / k s r / p r s 
PEAS01J: 1 . 4 (c ) 
DECLASSIFY ON: 06-20-2032 



SEJ3^KT/0RC0N/N0F0RN 

To: 
From: 

|U) 

(S) 

"General 

b2 
b7E 

Counsel 
-Rez.Hftt 278-HQ-C1229736, 05/06/2005 

reported that, on June 10, 2004, the United States Foreign 
Intelligence Surveillance Court (FISC) authorized electron 
surveillance of the] ronic 

in the United States. The FISC authorized surveillance of ' 
several telephone numbers, including cellular telephone number 

bl 
b6 
b7A 
b7E 

tc//nn/fYiy\ Ac QV^i 3 ^ ^ in a letter dated March 2, 
bhe | lOffice to the Office <->f T n t - D n ^ 

2005 
Office to the Office of Intelligence and 

from the 

Policy Review (OIPR, , through a National Security L^ttef ^ L S a 
J I the FBI verified that cellular telephone mmylJiiL-1^ 

I was subscribed to [ r ===• 

Subsequent electronic surveill 
the user. ance of the number confirmed! as 

(S//OC//NFf 

(S//OC//NF) 

(G / /n,n/ /nrr.\[ 

SJBeRET/ORCON/NOFORN 

2 

b l 
b2 
b6 
b7A 
b7C 
b7D 
b7E 

b l 
b2 
b6 
b7A 
b7C 
b7E 

b l 
b2 
b6 
b7A 
b7C 
b7E 

b l 
b6 
b7A 
b7C 



rac RET/ORCON/NOFORN 

To: [ 
From: 

1 
General Counsel 

Re: ^ (C)78-HQ-C1229736, 05/06/2005 

K 1 

b2 
b7E 

b7E 

a* 7 " ' ' » 'I l tr J 
t n e FM | r p rmi r=>t-ort p l a r f r a i ^ i n s u r v e i l l a n c e 

The 

as 
Field Uttice did not log or index any of the intprrant-nri — 
telephone calls from cellular telephone number 
of December 9, 2004. The FBI has destroyed all of the Language 
Specialist's handwritten notes associated with the telephone 
calls, and has deleted all of the recorded materials from all FBI 
systems and databases. 

bl 
b2 
b6 
b7A 
b7C 
b7E 

(U) (SjZeefjME} By letter dated March 2, 2005, theF" 
Field~Office advised OIPR of the circumstances descrT 
The 
mate 

bl 

Tlal, iTe 

oea aDove. 
Field Office further provided OTpP T,H Up the recorded b2 

(S) b7E 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated September, 13, 1993, mandates that Inspectors General and 
General Counsel of the Intelligence Community components (in the 
FBI, the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive order or Presidential 
directive." This language was adopted from E.O. 12334, dated 
December 4, 1981, when the IOB was known as the President's 
Intelligence Oversight Board (PIOB). 

(U) By longstanding agreement between the FBI and the IOB 
(and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General's Guidelines for FBI National 
Security Investigations and Foreign Intelligence Collection, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated December 4, 1981, if such 
provisions were specifically intended to ensure the protection of 
the individual rights of U.S. persons. 

(U) Title 18, United States Code, Section 2511(2) (f) states 
that the procedures contained in the FISA and Title III of the 

s $R5RET/ORCON/NOFORN 



SE<^ET/ORCON/NOFORN 

To: 
From 
Re: 

: General Counsel 
(S) 278-HQ-C1229736, 05/06/2005 

b2 
b7E 

1968 Omnibus Crime Control Act (as amended by the Electronic 
Communications Privacy Act) "shall be the exclusive means by 
which electronic surveillance . . . and the interception of 
domestic wire and oral communications may be conducted." 
Additionally, Section 2.5 of E.O. 12333 provides that, 
"[e]lectronic surveillance, as defined in the Foreign 
Intelligence Surveillance Act of 1978, shall be conducted in 
accordance with that Act, as well as this Order." 

(U) Under Title 50, United States Code, Section 1802(b), 
the FISC is authorized to grant an order approving the electronic 
surveillance of a foreign power or an agent of a foreign power 
for the purposes of obtaining foreign intelligence information. 
Under the pertinent FISA definition, the term electronic 
surveillance means, "the acquisition by an electronic, 
mechanical, or other surveillance device of the contents of any 
wire or radio communication to or from a person in the United 
States, without the consent of any party thereto, if such 
acquisition occurs in the United States." 50 U.S.C. § 
1801(f) (2) . 

£S£/OC//NF) Here, through no fault of the [ |Field 

J I t d i d n o t , h o w e v e r - a n t - h n r i 
entity or individual 

surveillance of any other 
ander its June 10, 2004 

order. Accordingly, as a consequence of an error on the part of 
the communications carrier, the FBI unintentionally conducted a 
form of electronic surveillance that was unauthorized. 

X6 yoc//NP) 
rpgnnnap in receiving this information was commendable. 

Field Office's It should be noted that 
_ -, .._3 commendable. Once the 

lEield Office believed that thp user was not affiliated 
the FBI contacted h-o '"»-^" *-̂ Q qvrr^n*' 
As soon as I jwas not the yiiuyci'ibexT 

subscriber, the FBI terftunaLeu electronic surveillance coverage 
on this telephone number. The Field Office did not log 
or index any of the intercepted telephone calls as of December 9, 
2004. Moreover, by letter dated Mar^h 2 2 005, the I ~l 
FieldOfficeforwarded 
containing the telephone Calls tor™ 
the FISC. 

t s s i c i e s e q u e s t r a t i o n w i t h 

b l 
b2 
b6 
b7A 
b7C 
b7E 

b l 
b2 
b7A 
b7D 
b7E 

SEC^T/ORCON/NOFORN 



T o : I I 
From: General Counsel 

(U) Re: >§T' 278-HQ-C1229736, 05/06/2005 

SEORET/ORCON/NOFORN 

b7E 

(U) T S Z ^ Q C ^ S F J ^ Based upon our analysis, in accordance with the 
reporting requirements of Section 2.4 of E.O. 12863, the 
carrier's mistake must be reported to the IOB because the 
surveillance was not authorized under the Foreign Intelligence 
Surveillance Act or Executive Order 12333. OGC will prepare an 
appropriate cover letter and an enclosure for the Deputy General 
Counsel to report this matter to the IOB. 

SESRET/ORCON/NOFORN 



(U) 

SE)^ET/ORCON/NOFORN 

To: 
From: Genera l Counsel 
R e o ^ L 278-HQ-C1229736, 05 /06 /2005 

LEAD(s): 

Se t Lead 1: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

(U) For information. 

Set Lead 3: (Info) 

AT 

CC: 

•• 

(U) For information. 

MB. Thomaa 

IOB L i b r a r y 

b2 
b7E 

b6 
b7C 

S&&ET/0RC0N/N0F0RN 



SEJ&ET 
WorkZLng Copy Page 

BY COURIER 

Mr. James Langdon 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, NW 
Washington, D.C. 20503 

Dear Mr. Langdon: 

This letter forwards for yri"T' ̂ f ^ m a n ^ ^ selfU. 
f>yr>1 a n a h n r v ^ n c l n s n r P . e n t i t l e d SSA 

U 
Matter 2005J r 

SA 
Division, Intelligence uversignt Boara 

b2 
b6 
b7C 
b7E 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

b6 
b7C 

Enclosure 

1 - Ms. Thomas 
1 'I I 
1 - 27S-H0-C1229736-VIO 

U N C L A S S I F I E D WHEN 
„ . , „ . , „ „ „ DETACHED FROM 

ALL I H F O E H A ™ C u m i E D C L A S S I F I E D ENCLOSURE 
HEPEIIJ 15 UNCLASSIFIED EXCEPT 
WHERE 3H0WH OTHERWISE 

DATE: 06-20-2007 
CLASSIFIED BY 65179 dmh/ksr /pcs 
REASON: 1.4 (c) 
DECLASSIFY OK: 06-20-2032 

Case ID : 278-HQ-C1229736-VIO Serial : 836 
SECRET 



SECRET 
Working Copy Page 

Derived From: G-3 
Declassify On: XI 

SE£fcET/ORCON/NOFORN 

Mr. James Langdon 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel for Intelligence Policy, OIPR 
U.S. Department of Justice 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
S^RET 



SEpe&ET 
Working Copy 

COUNTERINTELLIGENCE DIVISION 
FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) 

IOB MATTER 2005-128 (U) 

Page 

fl (S//OC//NF) 
2 005, the| 
conjunction with 
In this regard, the 
10, 2004, the United 

y electronic communic 
Field Office reported 

an _Qja2oJj2a_counterintel 
F i e l d Of f i c 

States Foreign Inte 

Jrv 
in 

WiW A n r n n r i 7 p r l fliirvpi I l a n p p n f a p v p r a l 
including cellular telephone number 

ation (EC) dated March 2, 
a possible IOB error in 
ligence investigation, 
e reported that, on June 
1ligence Surveillance 
illance of the I 1 
the United States. The 

(S//OC//NF) As explained in a letter dated March 2, 2005 
from the| |Field Office to the Office of Intelligence and 
Ppi i <-v Rpvipti (OIPR) , through a National Security Letter (NSL) to 

, | the FBI verified that cellular telephone numberf 
subscribed \ was 

L Subsequent electronic surveillance of the number confirmed 
the user. 

(S//0C//NF)r 

b l 
b2 
b7A 
b7E 

b l 
b2 
b6 
b7A 
b7C 
b7D 
b7E 

J 
( S / / O C / / N F ) 

b l 
b2 
b7A 
b7E 

b l 
b6 
b7A 
b7C 

S E C R ^ T / O R C O N / N O F O R N 

(S) 

STJETCET 

b l 
b2 
b7A 
b7E 



SE^kjET 
Work ing Copy Page 

(S//OC//NF) Because the cellular telephone was not being 
utilized| J the FBI terminated electronic surveillance 
coverage on December 17, 2004 at 10:55 a.m. EST. The[ I 
Field Office did not log or index any of the intercepted 
telephone calls from cellular telephone number 
of December 9, 2004. The FBI has destroyed all 

as 
of the Language 

Specialist's handwritten notes associated with the telephone 
calls, and has deleted all of the recorded materials from all FBI 
systems and databases. 

i 9£fi 
//OC//NF) By letter dated March 2, 2005, the 

ce advised 01PR of the circumstances described 
F l P l d O f f - i r i P f l l T - t - h i a y n r m H r f o H H T P P i.r-il-h t h e 

above. 
recorded 

1 Field Here, through no fault of the 
Office, an unauthorized electronic surveillance was conducted. 
Based upon our analysis, in accordance with the reporting 
requirements of Section 2.4 of E.O. 12863, the carrier's mistake 
must be reported to the IOB because the surveillance was not 
authorized under the Foreign Intelligence Surveillance Act or 
Executive Order 12333. 

b l 
b2 
b6 
b7A 
b7C 
b7E 

b l 
b2 
b7A 
b7E 

b2 
b7E 

S E & E T /ORCON/NOFORN 
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FD-%2 (Rev. 05-02-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

w> 

(S) 

Precedence: ROUTINE 

Tos General Counsel 

From: 

Date: 04/04/2005 

Attn: National Security Law 
Branch, Room 7 975 

Counterintel1igence 
CD-3A, Rop___l___ 
Contact: 

Approved By: 

Drafted By: 

Case I D # : 

b2 
bo 
b7C 

JJ<3 

) 278-HQ-C1229736-VIO " l ^ 

Title: £&( INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

Synopsis: ^pQ^ Possible IOB error for an unauthorized collection 
(U) of information. 

10) X 

Enclosure(s): LHM with enclosures for dissemination to OIPR. 

G-3 
25X1 

j___dJ___ ____J 

, the 
On June 10, 2004, at 11:40 a.m. Eastern Standard Time 

(EST), tfte United States Foreign Intelligence Surveillance Court 
granted the Federal Bureau of Investigation ( F B T ) ani-Vinri t-w t-r. 

.1 lance I I c n t l f i l i r - t - o l a ^ r - n n i n m i — i r r t , 

rn t h e unxcea s t a t e s , inc luding 
ULllimnCj severa l ueiepnone numbers which, anirmn ni-hcya 5 J 

| WaS discontinued 
'"On December 17, iJUU4 at iu:bb a.m. EST because subsequent 
investigation revealed that this number was not being utilized by 
captioned targetl ' 

"JsCThe pertinent details of the authorization and 
subsequent investigation are set forth in th<=> o n n i n c ^ i-.»-<-„, 

(S) I lis also providing OIPR with the] 

SECTC2T 

b l 
b2 
b7A 
b7E 

b l 
b2 
b6 
b7A 
b7C 
b7E 

b l 
b2 
b7A 
b7E 



To: 
R e : 

SEjfttET 

Gene ra l Counsel From: C o u n t e r i n t e l l i g e n c e 
> £ < ^ 278-HQ-C1229736-VIO, 04 /04/2005 

(S) 

(U) 
O^Sj^ These intercepted calls were not transcribed. 

logged or indexed. FBIJ I translator and supervisor ldexed. FBIJ I translator!" 
J have advised that other tnan nana notes of the 

TTTCeTĉ pTs"; ho official transcripts or logs were created, and no 
records were indexed and/or sent to ELSUR. All hand-written 
notes have also since been destroyed, and electronic recorda of 
calls since December 9, 2004 have been deleted from the 
system. 

b2 
b6 
b7C 
b7E 

SE^ET 



SECRET 

To: General Counsel From: Counterintelligence 
R e : J S $ ^ 278-HQ-C1229736-VIO, 04/04/2005 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

•• 

SECRET 



(01/26/IW8) 

£!2fcRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Director's Office 

Counterintelligence 

Attn: OPR 

Attn: AD 

Date: 05/11/05 

(U) 

(U) 

(U) 

(UJ 

From: General Counsel 
National Security Law Branch/RmT 7975 
Contact: Ext 

b2 
b6 
b7C 

Approved By: Thomas Julie F 

Drafted By: 

CaseID#r -X 278-HQ-C1229736-VIO — v 

T i t l e ! ^)&C INTELLIGENCE OVERSIGHT BOARD 
(IOB) MATTER 2 005-

DATE: 06-21-2007 
FBI INFO. 
CLASSIFIED BY 65179 dmh/prs /ksc 

. REAS0H: 1.4 (c) 
"DECLASSIFY ON: 06-21-2032 

b2 

Synopsis: 
X It is the opinion of the Office of General 

Counsel (OGC) that the above referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

u» ^&C 

Reference: 

fsify~ 

278-HQ-C1229736-VIO Serial 794 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. ^^-"~~~ ~"\ 

UC 

bo 
b7C 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



32%R ET 

(U) 

(S) 

(S) 

IS) 

(S) 

TO: 
R e •••:-

Counterintelligence From: General Counsel 
^ g ^ 278-HQ-C1229736-VIO, 05/11/05 

Details: (S) By electronic communication (EC) April 4, 2005, 
(cited below)1, the Counterintelligence Division ("CD") reported 

a p o s s i b l e I OB e r r o r i n c o n i n n r t i n n w i t h i f g n n r t n i n n r 

regard,[ 
Z3- 1-1 

In this 
^reported that, on June 10, 2004,the United 

States Foreign Intelligence Surveillance Court (FISC) authorized 
electronic surveillance on, .qevpral i-plpnhnnp numbers, including 
cellular telephone number 

The original authorization was haspd 
results of a National Security Letter to |_ 

_LO. part, on the 
whic 

verified that as of 8/19/03 the cellular fplpnhnnp ni"">""' 
I was snharr-ihoHl 

t h 

bl 
b2 
b7A 
b7E 

bl 
b2 
b6 
b7A 
b7C 
b7E 
b7D 

bl 
b2 
b6 
b7A 
b7C 
b7E 

bl 
b7A 

Activity on the cellular telephone number resumed on 
December 9, 2004. The language specialist monitoring the activity 
could not discern whether the user was affiliated with 
December 16, 2004 (after approximately 20 calls) due to the vague 
and minimal content of the calls. On December 17, 2004, at the 

|advised that[ 
TTular telephone 

bl 
b6 
b7A 
b7C 
b7D 

request of the FBI, 
current subscriber or ce. sphone number 

. , ., — . 

(U) See EC from the Counterintelligence Division to the General 
Counsel, dated 04,04/05 Case ID# 278-HQ-C1229736-VIO Serial 794, titled 
"Intelligence Oversight Board Matter." 

SECIJJEr 

2 



s^fck ET 

To: Counterintelligence From: General Counsel 
(U) Re: )^( 278-HQ-C1229736-VIO, 05/11/05 

On December 17, 2004, electronic surveillance of this cellular 
telephone was discontinued at 10:55 a.m. EST. 

(S) 
bl 
b2 
b7E 

includes all calls intercepted during the authorized electronic 
surveillance referenced above and all other calls intercepted 
pursuant to other authorized surveillance of this target. 

(3) 

bl 
b7A 

^>Sg^ As required by Executive Order (E.O.) 12863 and 
fU) Section 2-56 of the National Foreign Intelligence Program Manual 

(NFIPM, OGCwas tasked to determine whether the surveillance 
error described hereis a matter which must be reported to the 
IOB. It is. 

(S) 

(U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential 
<-H r-prfci vs. " Tn Mii g ̂  nat-anrp r the FISA collection on telephone 
number 
by law. 
2-56 of the NFIPM, the error must be reported to the IOB, which 
this Office will do. 

was done without the authorization required 
Consequently, in accordance with E.O. 12863 and Section 

b l 
b6 
b7A 
b7C 

SE^feSH 



!U) 

3E& SEOftET 

To: 
Re: 

Counterintelligence From: General Counsel 
>£<K 278-HQ-C1229736-VIO, 05/11/05 

Lead(s) : 

Set Lead 1: (Action) 

DIRECTOR'S OFFICE 

AT OPR. FO. DC 

(U) For review and action deemed appropriate. 

Set Lead 2: (Action) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) CD-3A is requested to ensure that [_ 
described in CD's EC 278-HQ-C12229736-VIO, Serial 794, has 

Been submitted to the Office of Intelligence Policy and Review, 
Department of Justice. 

Ms. Thomas 
l H 
l -
l -

•• 

b6 
b7C 

NSLB IOB Library 

SE(SRET 

ft 



BY COURIER 

Mr. James Langdon 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Langdon: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2005 | | (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/o 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 
_ _ ^ b6 

1 -I I b7C 

1 - 278-HQ-C1229736-VIO - tf Co'-f 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

Multiple Sources 
May 13, 2030 (U) 

DECLASSIFIED BY 65179 dmh/ksr/pcs 
OH 06-21-2007 



Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker III 
Counsel for Intelligence Policy and Review 
U.S. Department of Justice 
Room 6000 



^C«E1 

INTELLIGENCE OVERSIGHT BOARD 
COUNTERINTELLIGENC 

IOB MATTER 2005 
IF. PI VIE 
C_J(U 

(IOB) MATTER 
SION 

b2 

Federal 

(S) The Counterintelligence Division ("CD") of 
Bureau of Investigation ("FBI") has reported an 

t h e 

e lec t ron ic surveil lance error in conjunction with flint fii^i H nn' a 
.•i»r. mnntprini-flniaence invest i aflf.JQP of the|_ . 1 

]i in J In this regard, on 

June 10, 2004, the United states Foreign Intelligence 
Surveillance Court authorized electronic surveillance pn fiPVPrfil 

umber was 

luiar 
December 17, 

discontinued at 
»phone 

2004, electronic surveillance of this numl 
10:55 a.m. CD is providing the Office of Intelligence Policy and 
R e v i e w ( " O T P R " ) . p ~ r f l r * - ™ Q n t - - f T i i r M ' r m „ ' i l 

b l 
b2 
b6 
b7A 
b7C 
b7E 

(U) This m a t t e r has been r e p o r t e d t o t h e F B I ' s O f f i c e 
of P r o f e s s i o n a l R e s p o n s i b i l i t y fo r a p p r o p r i a t e a c t i o n . 

Derived)<rom : 
D e c l a ^ i f y s ^ n : 

' SECRET 

G-3 
25X1 

3 ^ P RET 



(Rev. 01-31-2003) S E>c 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 08/19/2005 

Attn: NSLB 

From: Inspection 
I n t e r n a l T m f f f i t i " a t - ^ n ° g a r i ) - ^ 
C o n t a c t : CRS 

•o-i IPU, Room 
_J Ext. 

11102 

Approved By: 

Drafted By: 

W) Case I D # : 

(U) Title: 

Fogle Toni Mari 
b2 
b6 
b7C 

kas 

278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGit_J-CL}.5 
0GC/I0B# 2005 

b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

(U) 
(U) Reference: K 

Derive 
Decl 

278-HQ-C1229736-VIO Serial XXX 
278-HQ-C1229736-VIO Serial 835 

b2 
U) The Internal Investigations Section (IIS) receivedb7E 

\ Office dated 3/2/2005, reporting a possible 
Based upon a review of the referenced EC it is the 

opinion the incident described therein is indicative of a 

Details: 
an EC from 
IOB error. 
IIS's 
performance issue. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

•• 

DECLASSIFIED BY 65179 dml i /ks r /p rs 
OH 06-22-2007 

SECHUfiT 



US. Department jstice 

Office of the Inspector General 

DATE: 
Mishinglon, DC 205M) 

July 20, 2005 

TO: 

FROM: 

Charlene B. Thornton 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation ;au ui i i ivcauga 

Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2005005804 
Subject: Unidentified 

| pivision 
FBI No. 278-HQ-C1229736-VIO 

b2 
b7E 

• 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I I This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General 
Act and the Whistleblower Protection Act. 

Attachment ALL FBI INFORMATION COBTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 06-22-2007 EY 65179 dmh/ksr/pes 

IA T 
\ 
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Freedom of Information 
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Privacy Acts 

SUBJECT: NATIONAL SECURITY LETTERS 
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Federal Bureau of Investigation 



foipa # 1073946 
HU-%2 (Rev 0.1-21-2005) 

(U) 

(U) 

«JI 

DATE: 06-07-2007 
CLASSIFIED BY 65179/dah /ks r / ' cak 

y REASON: 1 . 4 (c ) 

SEOi^FT DECLASSIFY OH: 06-07-2032 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 07/07/2006 

hX 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7975 

From: 
JTTF 
Contact: TFO 

Approved By: 

Drafted By: 

ALL IHF0PHATI0N CONTAINED 
HEKEIM 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

b2 
b6 
b7C 
b7E 

^ 

^ll*L 

Case ID # : ^ ) 278-HQ-C1229736-VIO - h^®' 

T i t l e : (U) (TFO -H^r*« 

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: }&) To report possible IOB error. 

(U) >* 
Details: 

(S) 1. 

DerivecKFfom : G-3 
D e c l a s s i f y On: XI 

(S) 2 

JS< 3. Possible IOB Error: 

(S) 

Description of IOB Er ro r : 

S) 

CAZ& moikk 

b l 
b7A 

b l 
b2 
b6 
b7A 
b7C 
b7E 

- b l -» 
b 6 
b7A 
b7C 

b l 
b4 
b7A 
b7D 

A£. >7/»f/^ 
bo 
b7C \pb~o* a-ezc\ 

file:///pb~o*


To: 
<u> R e : 

I n s p e c t i o n From: [ 

SECRET b2 
b7E 

J 

b l 
b4 
b7A 
b7D 

ffif 278-HQ-C1229736-VIO, 0 7 / 0 7 / 2 0 0 6 
b l 

t IS1 

SECRET 

b l 
b4 
b7A 
b7D 



ET 

To: Inspection From: 
(UJ Re: (fi\ 278 -HQ-C12 2 973 <b -ViO, 07/07/2 006 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

•• 

SEcWl 



ALL INFORMATION CO 
HEREIN 15 OTCLASSIF: FrlR: 

D 
XCEPT 

(Rev.Ol-3l-200WHEEE SHOOT OTHERWISE 

s^6 S^RET 

DATE: 06-07-2007 
CLASSIFIED BY 65179/daih/ksr /cak 
FEA30N: 1.4 (c) 
DECLASSIFY ON: 06-07-2032 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

(U) 

(U) 

Precedence: 

To: 

ROUTINE Date: 8/3/2006 

Inspection 

Attn: 

Attn: 

CDC 
JTTF Supervisor 

Internal Investigative Section 
Attn: 

From: General Counsel 
National Security Law Branch/CTT.TT i /T.Y-I 3S-100 
Contact: 

Room 1 1 8 6 5 

b2 
b 6 
b7C 
b7E 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Thomas Julie 

(^ 278-HQ-C1229736-VIO— I S ^ H 

Intelligence Oversight Board 
(IOB) Matter 2006-| "| b2 

Synopsis:^SQ It is the opinion of the Office of the General Counsel 
(OGC) that the above referenced matter need not be reported to the 
Intelligence Oversight Board (IOB). Our analysis follows. 

(TJ) { * ) 

Reference: 
(S) 

Derived TJr'om : G-3 
Declass^fyyOn: Z l -25 

?7R-Hn-n??QT<<;-vTn c°-^i icna (pending) 

1 
bl 
b2 
b7A 
b7E 

Administrative: (U) This communication contains one or more footnotes. 
To read the footnotes, download and print the document in Corel 
WordPerfect. 

Details: J&K. By ai^t-mnir ĝimmiriir;ai-i on (EC) dated July 7, 2006 and 
referenced above, the 

b2 
b7E 

reported to the OGC's Division 
National Security Law Branch (NSLB) and the Inspection Division this 
potential IOB matter. 

OIG/DOJ REVIEW 
FBI INVESTIGATI 

OIG/DOJ INVESTI t ^ f ^ ^ - O - L } - 6 3 = \ 



SECRET 

(U) To: C o u n t e r t e r r o r i s m From: Genera l Counsel 
Re: fcSj 278-HQ-C1229736-VIO, 8 /3 /2006 

i^l 
BACKflHnmm bl 

b2 
b4 
b6 
b7A 
b7C 
b7D 
b7E 

bl 
b2 
b4 
b7A 
b7D 
b7E 

requested: 
b2 
b7E 

(S) 

the names, addresses, and lengths of service of the persons or 
entities to whom the following telephone numbers were 
registered: bl 

b2 

(3) 

b4 
b7A 
b7D 
b7E 

bl 
b2 
b7A 
b7E 

(S) 

SEb^ET 

bl 
b2 
b4 
b7A 
b7D 
b7E 



(tt) 

<U) 

(U) 

(TJ) 

SI&RET 

Tc: Counterterrorism From: General Counsel 
R e : ( ^ 278-HQ-C1229736-VIO, 8/3/2006 

ANALYSIS 

2&3C As required by Executive Order (E.O.) 12863 
(Sept. 13, 1993) and Section 2-56 of the National Foreign 
Intelligence Program Manual (NFIPM), OGC was tasked to determine 
whether the errors described here are matters that should be reported 
to the IOB. We believe that the reported activity requires IOB 
notification. 

(U) Section 2.4 of E.O. 12863 mandates that the heads of 
Intelligence Community components report all information to the IOB 
that it deems necessary to carry out its responsibilities. That 
section requires Inspectors General and General Counsel of the 
Intelligence Community to report "intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive order 
or Presidential directive." This language has been interpreted to 
mandate the reporting of any violation of guidelines or regulations 
approved by the Attorney General, in accordance with E.O. 12333, if 
such provision was designed in full or in part to protect the 
individual rights of a United States person. This includes 
violations of agency procedures issued under E.O. 12333, unless they 
involve purely administrative matters.3 For the FBI, OGC submits 
reports to the IOB.4 

OS) The Attorney General's Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations (NSIG) provide that "all lawful investigative 
techniques may be used in full investigations." NSIG (Introduction) 
at 4. Section 2-56 of the NFIPM identifies as reportable to the IOB 
unauthorized investigations, the use of unlawful methods and 

3 j & K See EC from Inspection Division to All Divisions; Title: 
Revised Procedures for the Submission of Reports of Potential 
Intelligence Oversight Board (IOB) Matters, Case ID # 66F-HQ-A1247863 
Serial 172 at 5-6 (2/10/2005). The FBI is required to maintain for 
three years records of administrative violations, for possible review 
by the Counsel to the IOB, together with a copy of the opinion 
concerning the basis for the determination that IOB notification was 
not required. Id. at 6. 

(U) * Cs6 See icL. at 4. 

SE0ET 

3 



SECRET 

To: Counterterrorism From: General Counsel 
Re: >SQ 278-HQ-C1229736-VIO, 8/3/2006 

techniques, exceeding the authorized scope of permitted activities, 
and failing to adhere to minimization requirements.5 

sought information (S) In this instance, 
relating to four telephone numbers associated with the subjectl 
I I Although the service provider produced, in 
addition to requested subscriber data, additional current subscriber 
information beyond that requested in the NSL, the FBI's request was 
authorized! I T h e F B I committed no 
unauthorized investigative activity, as it took no action with regard 
to the additional information produced by the service provider. OGC 
notes that[ 

bl 
b2 
b7A 
b7E 

|has taken steps to advise the provider 
concerning its respcinaihi 1 i ties, and has sequestered the excess 
production with the | |cDC. However, OGC recommends that the 
additional records be returned to the service provider or destroyed. 
Based on the above, it is the opinion of OGC that this matter need 
not be reported to the IOB. 

+S"K See also id. at 5, identifying reportable matters as 
including: (1) activities believed to be unlawful or contrary to 
Executive Orders or Presidential directives; (2) suspected violations 
of the Constitution; (3) unauthorized investigations; (4) use of 
methods or techniques other than those authorized in the conduct of 
preliminary or full investigations; (5) initiating a form of 
electronic surveillance or a search without authorization from the 
FISC, or failing to terminate an authorized surveillance at the time 
prescribed by the Court; and (6) failing to adhere to the 
minimization or dissemination requirements specified in a FISC Order. 

(S) 
SE l&QEl 

bl 
b2 
b7A 
b7E 



SECRET 

To: Counterterrorism From: General Counsel 
Re: CS) 278-HQ-C1229736-VIO, 8/3/2006 

LEAD(s): 

Set Lead 1: (Action) 

b2 
b7E 

AT_f 

(U) Either destroy or return the excess records that were 
not within the scope of the NSL to the service provider, and document 
accordingly. Advise NSLB and Inspection Division of the records' 
handling. 

Set Lead 2: (Discretionary) 

COUNTERTERRORISM 

AT ITOS1/CONUS 2 

(U) For review and action deemed appropriate. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For review and action deemed appropriate. 

•• 

SI^BRET 
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ALL IN^piATIOH COHTAIHED 
HEREIN IS UNCLASSIFIED 
DATE 06-07-2007 BY 65179/dmh/ksr i 

FEDERAL BUREAU OF INVESTIGATION 
, cak 

Precedence: ROUTINE 

To: General Counsel 

Date: 09/11/2006 

Attn: NSLB 

From: Inspection 
I n t e r n a l T n v p a t - i n a l - i n n s Sprf-i p>n ._ IPU, Room 3 041 
Contact: CRS 

Approved By: Miller David I 

Ext.[ 

a*. 
Drafted By: 

Case ID #: 

Title: (U) 

u 
b2 
b6 
b7C 

(U) 278-HQ-C1229736-VIO [Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 56 5 
OGC/lOB# 2006] 

b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: 

Details: 

(U) 278-HQ-C1229736-VIO Serial 1508 
278-HQ-C1229736-VIO Serial 1594 

(U) The Internal Investigations Section (IIS) received 
an EC from! |Division dated 07/07/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of an administrative issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

• • 



(Rev. 01-31-2003) 

SECRgB̂ T̂ ^̂ Ô l 0 911 

FEDERAL BUREAU OF INVESTIGATION 

DECLASSIFIED BY 65179/dmh/ksr /cak 
ON 06-07-2007 

Precedence: 

To: 

ROUTINE Date: 09/11/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU, Room 3 041 
Contact: CRS Ext. 

Approved By: Miller David S^^l 

b2 
b6 
b7C 
b7E 

Drafted By: 

Case ID #: 

Title: (U) 

IHte 

(U) 263-HQ-0-U - 539 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 565 
OGC/lOB# 2 006-

b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) X Derived Fr 
Declassify On: 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1508 

Reference: (U) 278-HQ-C1229736-VIO Serial 1508 
278-HQ-C1229736-VIO Serial 1594 

Details: (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

b2 
b7E 

• • 

SE^ftET^2=(m 0 911 
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SECRET 

BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 10/13/2006 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7975 

From: 
JTTF 
Contact: ;^TFO 

Approved By 

Drafted By: 

Case ID #: (S) 

Title: (S)" 

[ 
Synopsis: (s) f 

b2 
b6 
b7C 
b7E 

Details: (S) / 

DATE: 06-07-2007 
LASSIFIED BY 65179/dmh/ksr/cak 
IEAS0N: 1.4 (c) 
DECLASSIFY OH: 06-07-2032 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE bl 

b2 

V '0 
/ 

(U) &K DeriveU-Krgm^-j P g l SCG G-3 , J a n . 1997 
D e c l a s e ± f y O n T — - l X t / 1 3 / 2 0 1 6 

b l 
b6 
b7A 
b7C 

b7A 
b7E 

b l 
b4 
b7D 

b l 
b2 
b4 
b7A 
b7D 
b7E 

±21. 

SB^R RET 

b l 
b2 
b4 
b7A 
b7D 
b7E 

a^-(-a-s^] 



To: Inspection From: I I bl 
Re: (S) 

LKAO(s): 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For information. 

•• 

10/13/2006 b2 

b7A 
b7E 

SECRET 
2 



U. S. Departmt of Justice 

Office of the Inspector General 

DATE: December 4, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 06-07-2007 BY 65179/djuh/ksr/cak 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001276 
Subject: TFd 

FBI No. 263-0-U-539 

b2 
b6 
b7C 
b7E 

• 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

| I This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 



b2 
b7E 

OIG INVESTIGATIONS DIVISION Complaint Form OIG NO. : 689-2007-001276-M 

Received By:l 
b6 
-b7C. 

Date Received: 08/21/2006 How Received: A 

SUBJECT: 
Title: TFO 
Component: FBI 
Misc: 
HoniP : 
Phone : 
Work: | 

Pay Plan: 
EOD Date: 

ZIP: 
^Division 

Joint Terrorism Task Force, 
Phone: ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.Nc. 
B.O.P.No. 

D/L No. 
Offenses 689 

b2 
b6 
b7C 
b7E 

COMPLAINANT: 
Title: SSA 
Component: FBI 
Misc: ,^^__^_ 
Home: I 

Pay Plan: 
EOD Date: 

Phone: () -
Work: , 
Phone: 

ZIP • nzi 

SSNO 
D . O . B . 

A l i e n No. 
F . B . I . N o . 
B . O . P . N o . 

D/L No. 

b2 
b6 
b7C 

b2 b 7 E 

b7E 

Confidential: 
ZIP: 

Revealed: 

Details: 

Authority: none 

bl DATE: 06-07-2007 
" ^ 5 2 ""FBI ICTF0. 

b7E CLASSIFIED BY 65179/dmh/ksr/cak 

(S) Information received from the FBI regarding a potential IOB matter. REASON: 1.4 (c) 

On 5/11/06, TFC| |utilized a National Security letter (N 
communications data regarding one of the targets of the investigatio 

Upon reviewinq the results on 6/7/06, TFo| [learned that due t 
communications provider,! |received data that was not covere 
result the FBI obtained unauthorized information. 

jreports that the unauthorized material was immediately sea 
within Division Counsel. 

It is the opinion of the Office of the General Counsel that this mat 
to the IOB. 

b6 
SL) to request b7C 
n. 

o an error made by the 
d in the NSL. As a 

led and is being stored 

ter need not be reporte 

b; 
b» 

5 

s 
b7C 
b' 

d 

7E 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 06/07/2006 

CITY:! 
TIME: 

Statej | 

b2 
b7E 

Zip: 

DISPOSITION DATA: Disposition: M Date: 08/21/2006 Approval: POWELL, GLENN G 
T 

Referred to Agency: FBI Date Sent: 12/04/2006 Component: FBI 

Patriot Act: N Civil Riahts: N 

Sensitive: N Whistleblower: N 

Component Number: 263-0-U-539 

Consolidated Case Number: 

Remarks: 

IOB No. 2006] ~| 

b2 

Predicating material contains classified information that will be maintained in a secure 
container within OIG/INV/HQ. 

It should be noted that TFO J is the subject of multiple IOB-related complaints. 

12/04/06- Sent to AD Kaiser FBI/INSD (tap) 

b6 
b7C 

Page 1 of 1 Printed 11/30/2006 3:16:45 



FD-962 (Rev. 03-21-2005) 

(0) 

(U) 

(U) 

tm-
b l 
b 2 
b4 
b 6 
b 7 A 
b 7 C 
b 7 D 
b 7 E 

DATE: 0 5 - 0 7 - 2 0 0 7 
CLASSIFIED BY 6 5 1 7 9 / d u h / k s r / c a k 
REASON: 1 . 4 (c) 

S E C R E T DECLASSIFY ON: 0 6 - 0 7 - 2 0 3 2 

FEDERAL BUREAU OF INVESTIGATION b2 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 07/07/2006 • 
Attn: IIS, Room 11861 
Attn: NSLB, Room 7975 

From: 
JTTF 
Contact: TFO 

ALL INFORMATION CONTAINED 

iEREIN IS UNCLASSIFIED EXCEPT 

•JHERE SHOOT OTHERWISE 

Approved By: 1 

f 
Drafted By: %7 

b 2 
b 6 
b 7 C 
b 7 E 

Case ID # : £s3 278-HQ-C1229736-VIO ~ l-S^i 

T i t l e : (U) VTFC 
S 

%*** * ' 

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: To report possible IOB error. 

(U) x> Derived^From : G-3 
Dep^ass-ify On: XI 

D e t a i l s : 

(S) 

(S) 

•{*$ 

i . 

2 . 

3 . Possible IOB Error: 

(S) 

't&i. 4 . D e s c r i p t i o n of IOB E r r o r 

LSi£ 

JJUlXfiSf tiW^ 6l&t/0e> S&RET 
U*> Mldlot, 

Hl4W 
b 6 
b 7 C 

b 6 
b 7 C 

b l 
b 2 
b 6 
b 7 A 
b 7 C 
b 7 E 

b l 

S^~©-U~9fo 



SJX&E1] 

CTT> To: Inspection From: , . 
Re: --JEBC 278-HQ-C1229736-VIO, 07/07/2006 

b2 
b7E 

_ _ ^ A t a l a t e r 

gate Writer was maae aware that this is an over collection of records 

J 
]CDC, 
on 

bl 
b2 
b6 
b7A 

and that the results needed to be sequestered by the 
I I Tr.-ise records were turned over to CDC 
06/20/2006.The records for the time period requested in the originalb7c 
NSL were printed off the CD-Rom and placed in a 1-A envelope. b7E 

Two serials were generated as a result of the "over 
records. Both serials were permanently charged out of ACS. collecte 

(s: 
requestiriy transactional recoras rrom tne date of inception through 
the time of service. The charged out serials will be replaced in the 
case file with new serials using the newly obtained results. 

b l 
b4 
b7A 
b7D 

SE&kET 



(D) 

SE^ET 

To: Inspection From: 
Re: (X) 278-HQ-C12297J6-VIO, 07/07/2006 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate, 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate, 

•• 

3^RE RET 



ALL INFORMATION C M l f f i l D 
HEREIN 13 U N C L A S S ^ K D EXCEPT 

(Rev. 01--1-2003) WHERE SHOW OTHERWISE 
S « D EXCEPT ^ ^ -

SECRET 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

ATE: 06-07-2007 
CLASSIFIED BY 65179/duh/ksc/cak 
PEASOH: 1.4 (c) 
DECLASSIFY OH: 06-07-2032 

IU) 

(U) 

(U> 

Precedence: 

To: 

ROUTINE Date: 8/7/2006 

Attn: CDC [ 
JTTF Supervisor 

Inspection 

From: i General Counsel 
Nat ional Secur i ty Law branch/CTT.TT I /T .Y- I ? s - m n 
Contact: 

Attn: I n t e r n a l I n v e s t i g a t i v e Sec t ion 
At tn : | | Room 11865 

b2 
b6 
b7C 

Approved By: 

Drafted By: 

Thomas J u l ISP 
b7E 

Case ID # : { & C 278-HQ-C1229736-VTO— ( 5 " ^ 3 

Title: (U) Intelligence Oversight Board 
(IOB) Matter 2006^ | 

b2 

Synopsis: (p$^ It is the opinion of the Office of the General Counsel 
(OGC) that the above referenced matter need not be reported to the 
Intelligence Oversight Board (IOB). Our analysis follows. 

DerTve-d^roxn--r G-3 
DecJj«sTfyOn-J----^?l - 2 5 

Re£ erence : £&} 278-HO-n^t)7Hfi-vTn g C ri 3 i i rno l a d i n g ) 
(S) 

bl 
b2 
b7A 
b7E 

Administrative: (U) This communication contains one or more footnotes. 
To read the footnotes, download and print the document in Corel 
WordPerfect. 

(U) Details: >S<^ By electronic communication (EC) dated July 7, 2006 and 
referenced above, the| Division | | reported to the OGC's 
National Security Law tsrancn (NSLB) and the Inspection Division this 
potential IOB matter. b 2 

b7E 

SECRET 

OIG/DOJ REVIEW 
FBI INVESTIGATION 

OIG/DOJ INVEST!' 

b6 
b7C 

S^5^~U~^lo 



SECRE1 

Jeneral 
Re: (̂  278-HQ-C1229736-VIO, 8/7/2006 

(n,. To: Counterterrorism From: General Counsel 

BACKGROUND 

{S)T 

bl 
b2 
b4 
b6 
b7A 
b7C 
b7D 
b7E 

bl 
b2 
b4 
b6 
b7A 
b7C 
b7D 
b7E 

ANALYSIS 

lul jks3 As required by Executive Order (E.O.) 12863 
(Sept. 13, 1993) and Section 2-56 of the National Foreign 
Intelligence Program Manual (NFIPM), OGC was tasked to determine 
whether the errors described here are matters that should be reported 
to the IOB. We believe that the reported activity does not require 
IOB notification. 

(U) Section 2.4 of E.O. 12863 mandates that the heads of 
Intelligence Community components report all information to the IOB 
that it deems necessary to carry out its responsibilities. That 
section requires Inspectors General and General Counsel of the 
Intelligence Community to report "intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive order 
or Presidential directive." This language has been interpreted to 
mandate the reporting of any violation of guidelines or regulations 

j& CRET 
2 



SJ££RET 

To: Counterterrorism From: General Counsel 
Re: (X) 278-HQ-C1229736-VIO, 8/7/2006 

approved by the Attorney General, in accordance with E.O. 12333, if 
such provision was designed in full or in part to protect the 
individual rights of a United States person. This includes 
violations of agency procedures issued under E.O. 12333, unless they 
involve purely administrative matters.1 For the FBI, OGC submits 
reports to the IOB.2 

$X ij&\ The Attorney General's Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations (NSIG) provide that "all lawful investigative 
techniques may be used in full investigations." NSIG (Introduction) 
at 4. Section 2-56 of the NFIPM identifies as reportable to the IOB 
unauthorized investigations, the use of unlawful methods and 
techniques, exceeding the authorized scope of permitted activities, 
and failing to adhere to minimization requirements.3 

(S) In this instance.I I sought information 
relating to an e-mail address associated with the subject I I 

and obtained data for a period greater than requested 
Dut still within the scope of an authorized investigation. Thus, the 
investigative technique was authorized for purposes of E.O. 12333 and 
this need not be reported to the IOB pursuant to E.O. 12863. 

(U) 

1 C S $ See EC from Inspection Division to All Divisions; Title: 
Revised Procedures for the Submission of Reports of Potential 
Intelligence Oversight Board (IOB) Matters, Case ID # 66F-HQ-A1247863 
Serial 172 at 5-6 (2/10/2005). The FBI is required to maintain for 
three years records of administrative violations, for possible review 
by the Counsel to the IOB, together with a copy of the opinion 
concerning the basis for the determination that IOB notification was 
not required. Id. at 6. 

2 Ja£ See id. at 4. 

3 jfcSJC See also id. at 5, identifying reportable matters as 
including: (1) activities believed to be unlawful or contrary to 
Executive Orders or Presidential directives; (2) suspected violations 
of the Constitution; (3) unauthorized investigations; (4) use of 
methods or techniques other than those authorized in the conduct of 
preliminary or full investigations; (5) initiating a form of 
electronic surveillance or a search without authorization from the 
FISC, or failing to terminate an authorized surveillance at the time 
prescribed by the Court; and (6) failing to adhere to the 
minimization or dissemination requirements specified in a FISC Order. 

Sffc&ET 



SEp&ET 

To: Counterterrorism From: General Counsel 
(U1 Re: (̂  278-HQ-C1229736-VIO, 8/7/2006 

LEAD(s): 

Set Lead 1: (Discretionary) 

AT 

b2 
b7E 

(U) For r e v i e w and a c t i o n deemed a p p r o p r i a t e . 

S e t Lead 2 : ( D i s c r e t i o n a r y ) 

COUNTERTERRORISM 

AT ITOS1/CONUS 2 

(U) F o r r e v i e w a n d a c t i o n deemed a p p r o p r i a t e . 

S e t Lead 3 : ( A c t i o n ) 

INSPECTION 

AT WASHINGTON. DC 

(U) As provided in the Revised Procedures for the 
Submission of Reports of Potential Intelligence Oversight 
Board (IOB) Matters, retain a record of the report of a 
potential IOB matter for three years for possible review by 
the Counsel to the IOB, together with a copy of the OGC 
opinion concerning the basis for the determination that IOB 
notification is not required. 

•• 

SE< £jfc£i 



(Rev. 01-31-2003) 
ft INFORMATION CONTAINED 

REin IS UNCLASSIFIED 
DATE 06-07-2007 BY 65179/dmli/kSE/caJi 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 09/11/2006 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU,|_RQQJH_3041 

Contact: CRSl 1 Ext 

Approved By: Miller David 

Drafted By: <JM~ 

b2 
b6 
b7C 

Case ID #: 

Title: (U) 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 566 
OGC/lOB# 2006] 

b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1509 
278-HQ-C1229736-VIO Serial 1593 

U) The Internal Investigations Section (IIS) received 
I Division dated 07/07/2006, reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of an administrative issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

Details: 
an EC from b2 

b7E 

• • 



ra:t 
(Rev. 01-31-2003) 

SECRE1 

^CLASSIFIED BY 65179/dmh/ksr /cak 
ON 06-07-2007 

310911 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To: 

ROUTINE Date: 09/11/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
I n t e r n a l Trivet--j^-rat-i nns g o n H n n | IPU, Room 3 041 
Contact: CRS E x t . 

Approved By: Miller David 

b2 
b6 
b7C 
b7E 

Drafted By: 
/ 
Case ID #: 

Title: (U) 

(U) 263-HQ-O-U - 540 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAf^TNOft 3 56fi 
OGC/IOB# 2 

RACK] 
006{_ 

b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

H (U) 

Enclosure(s) 

Reference: (U) 

DerivedI^Pi?6Bi: G-3 
Daeia'ss i fy OnT~~~-2{>310911 

(U) 278-HQ-C1229736-VIO Serial 1509 

278-HQ-C1229736-VT0 Serial 1509 
278-HQ-C1229736-VIO Serial 1593 

Details: (U) Upon review of Division's captioned 
report of a potential IOB violation,IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

b2 
b7E 

• • 

SECRET/ 10911 



U. S. Departmt of Justice 

Office of the Inspector General 

DATE: November 30, 2006 
ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED 
DATE 06-07-2007 BY 65179/dmli/ksE/cak 

TO: 

FROM: 

Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau ofjjjvestigation 

Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001248 

• 

Subject: TFOf 

FBI No. 26J-0-U-540 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

b2 
b6 
b7C 
b7E 

I I This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 



OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2007-001248-M 

Received By b6 
mblC. 

Date Received: 08/21/2006 How Received: A 

SUBJECT: 
Title: TFO 
Component: FBI 
Misc : 
Home : 
Phone: 
Work: I 

Pay Plan: 
EOD Date: 

J Division 
ZIP: 

Joint Terrorism Task Force 
Phone: 

.[ 

SSNO: 
D.O.B.: 

Alien No.: 
F.B.I.No.: 
B.O.P.No.: 

D/L No.: 
Offenses: 

b2 
b6 
b7C 
b7E 

60E 

ZIP: 

COMPLAINANT: 
Title: SSA 
Component: FBI 
Misc: 
Home: | 
Phone: () -
Work: , 
Phone: 

Pay Plan; 
EOD Date: 

Confidential: 

ZIP: 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b2 
b6 
b7C 
b7E 

bl 
b2 
"b6 
b7C 
b7E 

1 Details: 

(£)Info rmation received from the FBI regarding a potential IOB matter. 

Upon reviewing the data provided by the communication 
included information that was not covered in the NSL 
unauthorized material 

ff PmYider, TFO f TFO[ 
Isubse 

]learned that it b6 
quentiy sealed the b7C 

b7E 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 03/16/2006 TIME: 
CITYl I State: 

b2 
b7E 

Z i p : 

DISPOSITION DATA: D i s p o s i t i o n : M D a t e : 0 8 / 2 1 / 2 0 0 6 A p p r o v a l : POWELL, GLENN G 

R e f e r r e d t o Agency : FBI D a t e S e n t : 1 1 / 3 0 / 2 0 0 6 C o m p o n e n t : FBI 

P a t r i o t A c t : N C i v i l R i q h t s : N Component Number : 2 6 3 - 0 - U - 5 4 0 

S e n s i t i v e : N W h i s t l e b l o w e r : N C o n s o l i d a t e d C a s e Number : 

.DATE: 06-07-2007 

Remarks: 

IOB No. 2006 

TFO I 

b2 

a 
FBI INFO. 
CLASSIFIED BY 65179/dmh/ksr /cak 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-07-2032 

i s a s s o c i a t e d w i t h two o t h e r I O B - r e l a t e d c o m p l a i n t s . (See OIG #s b2 
2 0 0 6 - 0 0 9 1 6 1 & 2 0 0 7 - 0 0 1 2 4 5 ) b 6 

b7C 
P r e d i c a t i n g m a t e r i a l c o n t a i n s c l a s s i f i e d i n f o r m a t i o n t h a t w i l l b e s t o r e d i n a s e c u r e 
conta iner within OIG/INV/HQ. 

1 1 / 3 0 / 0 6 - S e n t t o AD K a i s e r FBI / INSD ( t a p ) 

PaqG 1 of 1 Printed 11/29/2006 3:51:55 



ALL INFORMATION CONTAINED 
(RexHEREIN IS UNCLASSIFIED EXCEPT 

WHERE SHOOT OTHERWISE 

SEyK^r 

.TE: 06-07-2007 
LASSIFIED BY 65179/dmh/ksr/cak /\ 

BEASON: 1.4 (c) 
DECLASSIFY ON: 05-07-2032 

FEDERAL BUREAU OF INVESTIGATION 
b2. 

Precedence: ROUTINE 

To: Inspection 
r,pnpral Counsel 

Date: 02/27/2006 

From: 

Attn: IIS 
Attn: NSI£_ 
Attn: SA 

Contact: TFO 

Approved By: 

Drafted By: I 

(lit-

Case ID #: (S) 

(S) 

Title: £&{ I 

kg 

2 7 R - H n - r i 3 3 Q 7 1 f i - V T n i P a n H n ^ T / ;W I 

lNXb-liljmKMCfc; OVERSIGHT BOARD (Trm) 
TFO 
S S A 

"L)1V1S"10N 

b2 
b6 
b7C 
b7E 

( S y n o p s i s : ( p \ Report possible Intel l igence Oversight Board 
(IOB) v io la t ion . 

(U 

b6 
b7C 

(U) 
Reference: (S) 

Details: (U) 
Officer (TFO)— 

L£lT 

Derived FrollK^JPBl SCG G-3, Jan. 1997 
Declassify QaT^-Qj/27/2016 

le Case Agent i s Joint Terrorism Task Force 

(U) ^ ( The subject i s a U.S. person. 

(S) 

b2 
b6 
b7C 
b7E 

b l 
b2 
b7E 

b l 
b2 
b7A 
b7E 

dc^^r^'^^n^ 
SO<>3-O-L(* 5cte 

b l 
b2 
b7A 
b7E 

b l 
b2 
b6 
b7A 
b7C 

"b7E 

b l 
b6 
b7A 
b7C 
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KJ 
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(S) 

SI<£RET 

b l 
b2 
b7E 

im^ET 



SE !pk§1 

LEAD(s) : 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

For information. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

t^t^ For information. 

•• 

SÊ JKET 

4 



ALL INFORMATION CONTAT 
HEREIN IS UNCLASSIFIED 

(Rev OMJJHERE SHOWN OTHERWISE 
PT OTK3 

STCRET 

06-07-2007 
SSIFIED BY 65179/dmh/ksr/cak 

REASON: 1.4 (c) 
DECLASSIFY ON: 06-07-2032 

FEDERAL B U R E A U O F I N V E S T I G A T I O N 

Precedence: ROUTINE 

To: 

Date: 03/20/2006 

touncerterrori sm 

Inspection 

A t t n : 
A t t n : 

Attn: 

CDC 
ITOS I/CONUS I I 
UCI 
T/S37 
IA| 
I I S , 

1 
1 

• J 
1 — ' 

From: General Counsel 
N a t i o n a l R p r n r i l-v T,aM PT-an^h/PTTTT T / T V i - ^ . 1 2 7 
Contact: UC 

Approved By: Thomas ,TnHa v 

Drafted By-

CaseID #:( 

Title: (U) 

<X 
M:mml 

17 
2 78-HQ-C122 973 6-VIO 

Intelligence Oversight Board 
IOB Matter 2006-T"̂  

(Pending) 

b2 

SynopslBT {S3 It is the opinion of the Office of the General 
Counsel that the above referenced matter must be reported to the 
Intelligence Oversight Board (IOB). Our analysis follows 

(U) ($£&$£) 

Reference: (S) 

J 
2006, the 

Derive 
Declas 

G-l 
3/17/2031 bl 

b2 
b7E 

Details: jjjjQ BY electronic comnaiim rati nn (EC) dated February 27 
Field Office (_ r -T ,_ . • i reported to the 

Inspection Division and the Office of General Counsel (OGC) this 
potential IOB matter. 

isy 

b2 
b6 
b7C 
b7E 

b7E 

b l 
b2 
b6 
b7A 
b7C 
b7E 

0IG/D0J REVIEW: 
RHVlSSllGATIfl 
G;o/u0a INVESTIGATION; 

SEj&ET 

b6 
b7C 

^ U * 
^'^o-O-u.^if^.. 



SECRET 

I D ) -

TO: 
Re; 

From: General 
£3$ 2 78-HQ-C1229736-VIO, 

Counsel 
03/20/2006 

b2 
b7E 

bl 
b6 
b7A 
b7C (S) 

(U) 

_(S)J 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 

L ~7 
The mistaken toll records were sealed bv 
ief Division Counsel (CDC) 

February 16. 2 005 and are securely maintained in tne CDC'a 
1 on 

(S) office. The( responsive EC £ did 
not reference tne incorrect telephone number that was provided on 
CD-ROM, and has not been charged out of ACS. The incorrect toll 
T-O^^T-^O wars Tĵt- uploaded into FBI databases, including 

bl 
b2 
b6 
b7A 
b7C 
b7E 

(U) 

(U) 

£s<̂  As required by Executive Order (E.O.) 12863 (Sept. 
13, 1993) and Section 2-56 of the National Foreign Intelligence 
Program Manual (NFIPM), OGC was tasked to determine whether or 
not the matter described herein should be reported to IOB. We 
believe the reported activity requires notification. 

& Sect ion 2.4 of E.O. 12863 mandates that the heads 
of Intelligence Community components report all information to 
the IOB that it deems necessary to carry out its 
responsibilities. That section requires the Inspectors General 
and General Counsel of the Intelligence Community to report 
"intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive". This language has been interpreted to mandate the 
reporting of any violation of guidelines or regulations, approved 
by the Attorney General, in accordance with E.O. 12333, if such 
provision was designed in full or in part to protect the 

Slj&R ET 



(U) 

IS) 

EOR: 

m To: 

SECRET 

From: General Counsel 

b2 
b7E 

Re: H%£j 2 78-HQ-C122 9736-VIO, 03/20/2006 

individual rights of a United States person. This includes 
violations of agency procedures issued under E.O. 12333, unless 
they involve purely administrative matters. For the FBI, the 
Office of the General Counsel (OGC) submits reports to the IOB. 

(&3 The Attorney General Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations (NSIG) provide that "all lawful investigative 
techniques may be used in full investigations." Section 2-56 of 
the NFIPM identifies as reportable to the IOB unauthorized 
investigations, the use of unlawful methods and techniques, 
exceeding the authorized scope of permitted activities, and 
failing to adhere to minimization requirements. bi 

(U) ̂ >fs^ in this iriRtanrie or,r is vomi-i T-CH to report the b7D 

potential IOB error% Jin accordance with 
E.O. 12863 and Section 2-56 of the NFIPM, because investigative 
results were obtained on a presumed USPER who was not the subject 
of the request for subscriber information and toll records. 

_LSlT 
bl 
b2 
b4 
b6 
b7A 
b7C 
b7D 
b7E 

>S3 OGC is required to report this matter to the IOB in 
accordance with E.O. 12863 and Section 2-56 of the NFIPM. OGC 
will prepare and deliver the required correspondence. 

SE 



ty 
(U) To: 

RET 

From: General Counsel 
Re: 7^7 278-HQ-C122 973 6-VIO, 03/20/2006 

LEAD(s): 

Set Lead 1: (Info) 

AT 

(U) Read and clear. 

Set Lead 2: (Discretionary) 

COUNTERTERRORISM 

AT LIBERTY CROSSING ONE. WASHINGTON. DC 

(U) For review and action deemed appropriate, 

Set Lead 3: (Discretionary) 

INSPECTION 

AT WASHINGTON. DC 

(U) For review and action deemed appropriate, 

•• 

Sjfe^ET 

4 



DECLASSIFIED BY 65179/dmh/ksr /cak 
OH 06-07-2007 

March 21, 2006 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, DC 

Dr. Mr. Friedman: 

Enclosed for your information is a self-explanatory 
letterhead memorandum fLHM}. entitled "Intelligence Oversight 

b2 
b7E 

Board (IOB) Matter, DIVISION, IOB Matter 2006 (U) 

The LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and /or laws, Executive Orders, 
or Presidential Directives that govern FBI foreign 
counterintelligence and international terrorism investigations. 
(U) 

Enclosures 

1 
1 
1 
1 

- Ms. Julie F. Thomas 

^/y-HU-C1229/36-VlO -
I n s p e c t i o n (IOB 2006-T 

3 
b2 
b6 
b7C 

Unclass i f iecki fhen detached 
from c l a s s i f i e d , document. 

DeriVedfroja-r" G-3 
Decla^si fy^onj XI 



Should you or any member of your staff require additional 
information concerning this matter, or oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzales 
Attorney General 
US Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
US Department of Justice 
Room 6150 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DATE: 06-07-2007 
CLASSIFIED BY 65179/dmh/ksi:/cak 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-07-2032 

(S) 

The, Pel 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
CLEVELAND DIVISION 
IOB MATTER 2006-| 

MATTER 
b2 

1 Bureau of Investigation' s |_ JDivision 

unauthorized 
communications car r ie r l 

(S) 

jrepoTted t h i s p o t e n t i a l IOB mat ter involving 
receipt^s i^t -ni nphone t o l l records from the 

fe((u) 

(S) 
y^r 

b2 
b4 
b7D 
b7E 

b l 
b2 
b6 
b7A 
b7C 
b7E 

b l 
b2 
b4 
b 6 
b7A 
b7C 
b7D 
b7E 

(S) 

(U) OGC has r e f e r r e d t h i s m a t t e r or t h e F B I ' s I n s p e c t i o n 
D i v i s i o n fo r a c t i o n deemed a p p r o p r i a t e , {yfl 



(Rev. 01-31-2003) 

ALL I t lFt^pTION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 05-07-2007 BY 6S179/cMli/ksE/ cak 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 09/11/2006 

Attn: NSLB 

From: Inspection 
Internal Tn^^f -ir-rat i nng gô t-Ĥ -n ipu, Room 3 041 
Contact: CRS 

Approved By: Miller David 

Drafted By: 

Ext. | | 
b2 
b6 
b7C 

W w ^ 
Case ID #: 

Title: (U) 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC 
OGC/IOB# 2006 

KTNGtt ?684 b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1221 
278-HQ-C1229736-VIO Serial 1279 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from I I Division dated 02/27/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is an 
administrative issue. Therefore, no internal investigation will 
be conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

b2 
b7E 

•• 



(Rev. I . I - 3 1 - 2 0 0 3 ) 

SECK~ET//20310911 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To: 

ROUTINE Date: 09/11/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Secti 
Contact: CRS 

Approved By: Miller David 

|kas 

(U) 263-HQ-O-U - yjQriPending) 

IPU, Room 3041 
Ext. | 

Drafted By: 

Case ID #: 

Title: (U) 

b2 
b6 
b7C 
b7E 

DECLASSIFIED BY 65179/dmh/ksr/cak 
OH 06-0' 2007 

INTELLIGENCE OVERSIGHT BOARD MATTER 
I N S D / I I S TRACigjiGj_2jS184 
OGC/IOB# 2 0 0 6 -

b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

DeriveaNFrom : G-3 
DecIass^VsOn: 20310911 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1221 

(U) (M 

Reference: (U) 278-HQ-C1229736-VIO Serial 1221 
278-HQ-C1229736-VIO Serial 1279 

Details: (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WHEN\^EPARATED FROM CLASSIFIED ENCLOSURE. 

•• 

b2 
b7E 

SECRE' 11 



.$*^., U. S. Departmv . of Justice 

Office of the Inspector General 

DATE: November 30, 2006 

TO: 

FROM: 

Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau (^Investigation 

Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

ALL INFORKATI0N CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-07-2007 BY 65179/dmh/ksE/cak 

SUBJECT: OIG Complaint No. 2007001245 
Subject: TFO 

L T 
FBI No. 263-0-U-542 

b2 
b6 
b7C 
b7E 

• 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I I This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 



OIG - INVESTIGATIONS DIVISION Complaint Form OIG NO.: • 689-2007-001245-M 
Received By: 

b 6 Date Received: 08 /21 /2006 
•b7C 

How Received: A 

SUBJECT: 
Title: TFO 
Component: FBI 
Misc : 
Home : 
Phone 
Work: 

Pay Plan: 
EOD Date: 

ZIP: 
Division 

Joint Terrorism Task Force, 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 

b2 
b6 
b7C 
b7E 

689 

Phone: ZIP: 

COMPLAINANT: 
Title: SSA 
Component: FBI 
Misc : 
Home : 
Phone: () 
Work: 
Phone: 

Pay Plan: 
EOD Date: 

Confidential 

ZIP: 

ZIP: 
Revealed: 

SSNO: 
D.O.B.: 

Alien No.: 
F.B.I.No.: 
B.O.P.No.: 
D/L No.: 

Authority: none 

b2 
b6 
b7C 
b7E 

(S) 

bl 
Details: b2 

\ Information received from the FBI regarding a potential IOB matter. " 7 E 

In furtherance of the FI, Task Force Officer (TFO) 
from a communications provider. 

Upon review of the toll records, TFO | |noted 
number requested. TFO| [immediately sealed tt 

requested toll information 

b6 

that the data was not for the target b / c 

le unauthorized information. 

It is the opinion of the Office of the General Counsel that this 
the IOB. 

matter must be reported to 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 02/16/2005 
CITY: 

TIME: 
State: Zip: 

b2 
b7E 

DISPOSITION DATA: Disposition: M Date: 11/29/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 11/30/2006 Component: FBI 

Patriot Act: N Civil Riqhts: N Component Number: 263-0-U-542 

Sensitive: N Whistleblower: N Consolidated Case Number: DATE: 06-07-2007 

Remarks : 

IOB No. 2006^ 

.FBI INFO. 
CLASSIFIED BY 65179/dmh/ksr/cak 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-07-2032 

lis associated with one other IOB-related complaint regarding the receipt TFO 
of unauthorized communications data. (See OIG #2006-009161 

Predicating material contains classified information that will be stored in a secure 
container within OIG/INV/HQ. 

11/30/06- Sent to AD Kaiser FBI/INSD (tap) 

b2 
bo 
b7C 

Page 1 of 1 Printed 11/29/2006 3:19:03 



(Rev 01 -3: -2003) 

(U) 

< u > -

(U) 

^ c CRET 

DATE: 06-07-2007 
CLASSIFIED BY 65179/dmh/ksi:/caJi 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-07-2032 

FEDERAL BUREAU OF INVESTIGATION 

ll 
Precedence: ROUTINE Date: 12/15/2005 

To: Inspection 
General Counsel 

Attn: 
Attn: 

IIS 
NSLB 

From: [_ 
Squad 1 
Contact; 

ALL INF0RHATI0N CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

Approved By: 
b2 
b6 
b7C 
b7E 

Drafted By: 

Case ID #: (U) 

akl 

278-HQ-C122 973 6-VIO •i"8 e n d i n g ) 

T i t l e : (X POTENTIAL INTELLIGENCE OVERSIGHT BOARD (IOB) 
MATTER; 
S A | ~ l 
A/£ 'ssx 

b6 
b7C 

S y n o p s i s : 

(U) 

_QeJ^l 

•••jf»3k To a d v i s e FBIHQ of a p o t e n t i a l IOB m a t t e r . 

•y%£ Der ivea^^rom : G-3 
Declas^i lEy On: XI 

1/JTTF S A [ 
J d i s c o v e r 

On December 8 , 2 0 0 5 , FBI ] I«I [ [discovered a potential IOB violation regarding the issuance 
\ D) or two (2) National Secn-rii-v T.gn-oyg mcT.d 

I 
extensively 3#£ On December 8 and 9, 2 005, SA 

researched available hard cover case files and computer databases 
to ensure the validity of the pni-t=>nt--i al v-inlai-inn on December 
12, 2005, FBI|_ JjTTF A/SSA 
brought the matter to the attention 6t (JUL" 

land SAT 

b l 
b2 
b6 
b7A 
b7C 
b7E 

b2 
b6 
b7C 
b7E 

SCJAJMJL. 
CJi£> 

P&\ icla;
et 

Jfctiu iC\iXr£ 

SE£&ET 

b6 
b7C 

b l 
b2 
b7E 



SECBET 

T o : I n s p e c t i o n From: 
R e : (U) 278-HQ-C1229736-VIO, 1 2 / 1 5 / 2 0 0 5 

2^1 

I 
b2 
b7E 

(S) 
b l 

(s)T b l 
b2 
b7A 
b7E 

(S) 
b l 
b2 
b6 
b7C 
b7E 

b l 
b2 
b6 
b7C 
b7E 

SE '.OkEl 



To: Inspection From: 
Re: (U) 278-HQ-C12297*T7 -V1U, 12/15/200E 

LEAD(s) : 

Set Lead 1: (Discretionary) 

INSPECTION 

AT WASHINGTON. DC 

CS>}̂  For action as deemed appropriate. 

Set Lead 2: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) £&£ For action as deemed appropriate. 

•• 

BO^E SECRET 

3 



(01/^6/1998 
AGED ALL INFORMATION CONTAINED 

HEREIN I S UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

^BTE 

Ŝ K̂ El 

06-07-2007 
CLASSIFIED BY 65179/dmh/ksr/cak 
FEA30N: 1.4 (c) 
DECLASSIFY ON: 06-07-2032 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

From: 

Inspection 
Counterterrorism 

Attn: Ms. 
AD 

Date: 04/24/2006 

IIS 

SAC, CDC 

General Counsel 
r n n n t p r l - p r r n r i ™ T.aw l l n / t - TT /T.Y—1 

Contact 

Approved By: Thomas Jul ^m j' oo 
b2 
b6 
b7C 
b7E 

D r a f t e d By: 
(U) }^^m 

Case ID #: -)&$ 278-HQ-C1229736-VIO"""(Pending) 

I (UJ-Titl 

(U) 

SA| " 
A/SSA 

b2 
b6 
b7C 

INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB 2006 cn 

(U| Synopsis: £»£ It is the opinion of the Office of the General 
Counsel (OGC) that this matter should be reported to the Intelligence 
Oversight Board (IOB). OGC will prepare and deliver the necessary 
correspondence to the IOB. 

(u; Derive 
D e c l a s r t J l l y On: "XI 

••OS) 278-HQ-C1229736-VIO S e r i a l 1099 Reference: 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the document in 
Corel WordPerfect. 

0FG/D0J 
FBI INVESTIGATE 

Oia'DOJ INVEST] 

DATE TlXllcv 

SE 

b6 
b7C 



3BCIIE1 

To: Inspection From: General Counsel 
Re: $83 278-HQ-C1229736-VIO,04/24/2006 

Deta ils; (S)/ 
bl 
b2 
b6 
b7A 
b7C 
b7E 

(D) C&3 Section 2.4 of Executive Order (EC) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB concerning intelligence activities 
that they have reason to believe may be unlawful or contrary to 
Executive order or Presidential directive. This language was 
adopted verbatim from EO 12334, dated 12/04/1981, when the IOB was 
known as the President's Intelligence Oversight Board (PIOB). By 
longstanding agreement between the FBI and the IOB (and its 
predecessor, the PIOB), this language has been interpreted to 
mandate the reporting of any violation of a provision of the NSIG, 
or other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed in full or in part to ensure the protection of the 
individual rights of U.S. persons. Violations of provisions that 
are essentially administrative in nature need not be reported to 
the IOB. The FBI is required, however, to maintain records of such 

(U) X EC from the Division, dated 12/15/2005 and titled 
"Potential Intelligence Oversight Board (IOB) Matter; SA 

EC") (hereinafter cited as Q 
A/SSA 

<u> 2 >s£ A "United States person" is defined in Section 101 (i) of the 
Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. Section 
1801 et. seg.) as "a citizen of the United States, an alien lawfully admitted 
for permanent residence (as defined in Section 101 (a) (20) of the Immigration 
and Naturalization Act) . . . . « See also Section I.e. of the Attorney 
General's Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection. 

S)P Sl&CRET 

2 

b2 
b6 
b7C 
b7E 



IB) 

59^1 

To: 
Re: 

Inspection From: General Counsel 
£S< 278-HQ-C1229736-VTO,04/24/2006 

administrative violations so that the Counsel to the IOB may review 
them upon request. 

ifil 
bl 

ts; 

(SI / 

bl 

(S)i bl 

(S) 

Spg^ET 

3 



(U) To: Inspection From: General Counsel 
Re: (» 278-HQ-C1229736-VIO,04/24/2006 

(S) A review of all facts relevant to the inciden£_l£ada 
to conclude that serving two National Security Letters 

was a violation of the NATO. I 

[ 

DGC 

. 

P 
In this case, 

the National Security Letters were 
issued without proper authorization. Since the Rational Security 
Letters were issued without authority, 
the results and issue new ones. 

needs to sequester 

SSI 

bl 

SE&ftET 



(U) 

SECRET 

To: Inspection From: General Counsel 
Re : (MT 278-HQ-C1229736-VIO, 04/24/2006 

LEAD (s) 

Set Lead 1: (Action) 

INSPECTION 

AT IIS 

(U) For action deemed appropriate. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON. D.C. 

(U) Please read and clear. 

Set Lead 3: (Action) 

b2 
b7E 

AT 

(U) Sequester results of National Security Letters 
dated 11/15/05 and 11/16/05 and reissue new National Security 
Letters. 

•• 

SCH^l SECSjî T 

5 



SEĵ El 

DECLASSIFIED BY 65179/dmh/ksr/cak 
OK 06-07-2007 

Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

b2 

Enclosed for your information is a self-explanatory b7E 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, 

Division, IOB Matter 2006-1 |" (UJ 

This memorandum sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Inspection Division. (U) 

Enclosure UNCLASSJFIED'WHEN 
DETACHED>£ROM 
CLASSIFIED ENCLOSURE 

1 - Mr. Hulon 
1-278-HQ-C1229736-VIO ' _ £ | 
1 - Inspection Division (IOB 2006J | b7c 

Derive* 
Declas; 



L ^ E T SE' 

Mr. Stephen Friedman 

Should you or any member of your staff require additional information concerning this 
matter, an oral briefing will be arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Deriv 
Decla: 



ALL INFORMATION COBTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

SEJfcRET 
DATE: 06-07-2007 
CLASSIFIED BY 65179/dmh/ksr/cak 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-07-2032 

INTELLIGENr,F: OVKT? SIGHT BOARD (IOB) MATTER 
DIVISION 

IOB MATTER 2006-1 |u) 

b2 
b7E 

(S) 

b l 
b2 
b7E 

Derived 
Declassi 

&$\ RET 
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SKST I 
(Rev. 01-31-2003) 

HERlSFIS UNCLASSIFIED 
DATE 06-07-2007 BY 65179/dmh/ksr/cak 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 10/18/2006 

Attn: NSLB 

From: Inspection 
Internal T n v ^ i m H n n a g"^inn [ IPU, Room 3041 
Contact: CRS Ext. 

Approved By: Miller David Ian 

Drafted By: 

b2 
b6 
b7C 

Case ID #: 

Title: (U) 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 16 01 
OGC/IOB# 2 006 

b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: 

Details: 
an EC from 

(U) 278-HQ-C1229736-VIO Serial 1099 
278-HQ-C1229736-VIO Serial 1654 

U) The Internal Investigations Section (IIS) received 
J Division dated 12/15/2005, reporting a 

possible IUB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

•• 



(Rev. 01-31-2003) 
SE£RE?ffi2£311020 

FEDERAL BUREAU OF INVESTIGATION 

DECLASSIFIED BY 6.5179/dmli/ksr/cak 
OH 06-07-2007 

Precedence: ROUTINE 

To: 

Date: 10/20/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section._ IPU, Room 3 041 
Contact: CRS | Ext 

Approved By: 

Drafted By: 

'/Case ID #: 

Title: (U) 

Miller David la: tl 

b2 
b6 
b7C 
b7C 

(U) 263-HQ-O-U - 545 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1601 
0GC/I0B# 2 0 06-

b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) 

Enclosure(s): 

g6 Derived 
Declas 

G-3 
20311020 

Reference: 

(U) 278-HQ-C1229736-VIO Serial 1099 

(U) 278-HQ-C1229736-VIO Serial 1099 
278-HQ-C1229736-VIO Serial 1654 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

b2 
b7E 

THIS EC IS UNCLASSIFIED WH 

•• 

ARATED FROM CLASSIFIED ENCLOSURE. 

SECR|l^^eTXT^2 0 



^30* 

U.S. Departmer f Justice 

Office of the Inspector General 

DATE: November 30,2006 
ALL IHF0RHATI0H COHTAIHED 
HEREIH IS UNCLASSIFIED 
DATE 06-07-2007 BY 65179/dmli/Jisr/cak 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

r• f f hy .1$ 
FROM: Glenn G. Powell 

Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001235 
Subject: Unidentified 

] 
b2 
b7E 

FBI No. 263-0-U-545 

^H We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

I I This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I I This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 



b2 
b7E 

01G - INVESTIGATIONS DIVISION Complaint Form OIG NO. n 689-2007-001235-M 
Received By: PUSKAS, STACEY T Date Received: 09/27/2006 ^ow Received: A 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc: 
Home: 
Phone: 
Work: 
Phone: 

Pay 
EOD 

Plan: 
Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
Misc: 
Home: 
Phone: 
Work: , 

Pay Plan: 
EOD Date: 

() 

Phone: L 
Confidential: 

ZIP: 

ZIP: 
Revealed: 

nzzi 

SSNO 
D.O.B. 

Alien No. 
F. B. I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b2 
b6 
b7C 

bl 
b2 
•b7E 

(S) 

Details: b2 

The FBI provided information regarding a potential IOB matter (2006 JZZL 

On ll/l5/05 and 11/16/05 two NSLs were issued to financial institutions and responsive 
records were received; however, the results had to be sequestered. 

(S) 
L 
FBI/OGC determined that this matter should be reported to the IOB. 

bl 
b2 
b7E 

ALLEGATIONS: 689 IOB Violation 
Ornn-T-PTifP Dat-P- 11/15/2005 TIME: 

CITY: State: 

b2 
b7E Zip: 

DISPOSITION DATA: Disposition: M Date: 09/27/2006 Approval: POWELL, GLENN G 

Referred to Agency: Date Sent: Component: FBI 

Patriot Act: N Civil Riahts: N 

Whistleblower: N S e n s i t i v e : N 

Component Number: 263-0-U-545 

Consolidated Case Number: 

Remarks: 

11/29/06: Predicating material contains classified intormation which will be maintained in 
a secure container at OIG/INV/HQ. (stp) 

DATE: 06-07-2007 
FBI INFO. 
CLASSIFIED BY 65179/dmh/ksr/cak 
REAS0H: 1.4 (c) 
DECLASSIFY ON: 06-07-2032 

Page l ot l Pr in ted n /29 /2006 1:12:16 



(Rev ui-31-2003) 

(U) 

(U) 

(UI-

ALL INFORMATION CONTAINED 
HEREIN I S UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE SE^ftET 

DATE: 06-07-2007 
CLASSIFIED BY 65179/dmh/ksr/cak 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-07-2032 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: PRIORITY 

To: '/Inspection 
General Counsel 
Counterintel1igence 

Prom: 

Date: 04/18/2006 
•r 

^Attn: IIS 
Attn: NSLB 
Attn: SSA 

CD-I7T 

Approve^ 

Drafted By: 

Case ID #: ^} 278-HQ-C1229736-VIO ^ Y'^-'V-

Title: X ) A/SSA [ 
SAl 

b6 
b7C 

b2 
b6 
b7C 
b7E 

S y n o p s i s : •{•)() R e p o r t o f p o t e n t i a l I n t e l l i g e n c e O v e r s i g h t B o a r d 
( I O B ) M a t t e r . 

(S) 
• * • 

Deta 

( U ) 

l i s : 

W 

<s)| 

De r i v e d ) J r € m : 
D e c l a s s i f y OnT~~~ 

G-3 
b l 

L£lJ 

£fcs k(L--> \z\\*[ys3r. 

S&RET 

b6 
b7C 

b l 
b2 
b7E 
b7A 

b l 
b2 
b7A 
b7E 



(U) 

SE^& ET 

To : I n s p e c t i o n From: 
R e : £ S $ 278-HQ-C1229736-VIO, 0 4 / 1 8 / 2 0 0 6 

b2 
b7E 

(S ) b l 

(S) 

7 b l 
b2 
b6 
b7A 
b7C 
b7E 

(X) Fol lowing t h i s , on s e v e r a l o c c a s i o n s SAL ] 
^provided a standard transactional records NSL to the provider and 
obtained transactional records pertaining to, among other things, 
the IP addresses of others that accessed the webpages containing 
the clandestine communications. The provider also provided 
copies of the subject's webpages which are generally accessible 
to the public. 

r isif 

b6 
b7C 

bl 
b6 
b7A 
b7C 

<S) bl 
b7A 

SECRET 

2 



SJJ^R: !RET 

To: Inspection From: 
Re: --$80 278-HQ-C12297 

b2 
b7E 

35-VIO, 64/18/2006 

(S) 

bl 
b2 
b6 
b7A 
b7C 
b7E 

(S) 
(X) In February of 2006 FBIHQ unit CD-1A expressed a 

concern about obtaining communication "content" via the NSLs and 
indicated the three NSLs might present a potential IOB matter. 
The| |CDC's office discussed the issues with CD-1A and 
representatives from OGC's Science and Technology Law Unit and 
National Security Law Branch. I _ | 
I lis not a vinlat-inn 

of law, adding additional language to an NSL for transactional 
request and to 
ight of the strict 

bl 
b2 
b7E 

records under 18 U.S.C. §2 7 09'to"document" 
obtain the information was not appropriateTn" 
language in 18 U.fi.T ,§2709. In this regard, on 04/11/2006, NSLB 
advised that1 " .-. , -
potential 10 

I matter. should formally report the incident as a 

3 
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WHERE SHOOT OTHERWISE 

SECRET 

06-07-2007 
CLASSIFIED BY 65179/dmh/ksr /cak 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-07-2032 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

<u> 

Precedence: ROUTINE 

To: 

Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn: 

Date: 

SA 

CDC 
SS£ 
CD-
IIS 

i 

1A 

07/03/200 

1 

6 

b2 
b6 
b7C 
b7E 

From: Office of the General Coun 
NSLB/CILU/Room, 7947 
Contact: AGC 

ia£l 

Approved By: Thomas ,Tn1 i» y 

Drafted By: 

Case ID #: (U) 

Title: (U) 

Ik 

./ 
*o? 

278-HQ-C122973 6-VIO^CPending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
2006- b2 

Synopsis: (X) It is the opinion of the Office of the General 
Counsel (OGC) that this matter be reported to the Intelligence 
Oversight Board (IOB). OGC will prepare and deliver the 
necessary correspondence to the IOB. 

(U) fc5 

Reference: (U) 278-HQ-C1229736-1345 

G-3 
XI 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

Details 
the 

^ 
/ v The referenced electronic communication (EC) from 

dated 04/18/2006, requested 
that OGC review the faces or the captioned matter and determine 
?uf ^ 5 X t w a r r a n t s, reporting to the IOB. As explained below, 
the FBI is required to report this matter to the IOB 

b6 
b7C 

FBI INVESTIGA' 
OIG/DOJINVESTlGATlOft 

b2 
b7E 



s&tsR: ET 

TO:[ 
Re: W 

From: Office of the General Counsel 
"278-HQ-C1229736-VIO, 07/03/2006 

b2 
b7E 

bl 
b2 
b7A 
b7E 

; < U ! ( X ) 
Letter (NSL) 
from the service provider 

(S) provider,) 

requested, via the National Security 
pursuant to 18 U.S.C. 2709, transactional records 

D-

J 
!U) (^ At a later date, the service provider requested 

that the FBI specifically document the request | 
j ~1 Pursuant to this request, on three "~ 

ubmitted NSLs requesting:"the names, 
of service and electronic communications 

occasions, 
addresses,' ana lengt 

W transactional records, to include existing transaction/activity 
logs and all images uploaded". The service provider submitted 
1 "Ipursuant to the NSL requests. 

(U) Section 2.4 of Executive Order (E.O.) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsels 
of the Intelligence Community components (in the FBI, the 
Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. This language was adopted 
verbatim from EO 12334, dated 12/04/1981, when the IOB was known 
as the President's Intelligence Oversight Board (PIOB). 

bl 
b2 
b7E 

bl 
b2 
b7E 

A "United States person" is defined in Section 101(i) of the 
Foreign Intelligence Surveillance Act (FISA), 50 U.S.C. § 1801, et 
seq., as "a citizen of the United States [or] an alien lawfully 
admitted for permanent residence (as defined in section 101(a) (20) of 
the Immigration and Naturalization Act). . . ." See also Section I.C. 
of the Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG) (2003) . 

SE^ET 



To: 

spk$: 

From: Office of the General Counsel 

ET 
b2 
b7E 

(U) 

Re:—tTH T^-HQ-C1229736-VIO, 07/03/2006 

X) By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General's Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG) or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

(/S) NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information, 
such as: (1) subscriber information, toll billing records, and 
electronic communication transactional records (Electronic 
Communications Privacy Act (ECPA), 18 U.S.C. 2709); (2) financial 
records (Right to Financial Privacy Act, 12 U.S.C. 
3414(a) (5) (A)); and (3) consumer information(Fair Credit 
Reporting Act, 15 U.S.C. 1681u and 1681v). Title 18, U.S.C. 
2709, provides that the FBI may seek transactional records from 
service providers that is relevant to an authorized national 
security investigation. Section V.12., Investigative Techniques, 
of the NSIG provides that the NSLs may be issued in conformity 
with statutory requirements. 

,(U> £s& In this jnst.anrs. because 1 received I I 

general public", 18 U.S.C. 2511(g). In this instanceF 
^ (requested from the service provider were publicaily 
accessible, thus no violation of ECPA has occurred. 

SECRET 

bl 
b2 

1 | via two different avenues, first by simply
 b7E 

(S) asking for/ f and later pursuant to an NSL, we need to 
address the appropriateness of each of the avenues. 

(U) _____________^ A s s t a t e d above, |" | first obtained I I bl 
> I I when they simply asked the service provider to give the b2 

FBI copies of the publically| / A question b7E 
arises whether this "asking" violated the ECPA. We conclude that 

(S) it does not. According to 18 U.S.C. 2511, Interception of 
Disclosure of Wire, Oral or Electronic Communications, it is not 
unlawful to "intercept or access an electronic communication made 
through an electronic communication system that is configured so 
that such electronic communication is readily accessible to the 



To: 
Re: TCT 

;EJ&y ET 

From: Of f i ce of t h e Genera l Counsel 
278-HQ-C1229736-VIO, 07/03/2006 

b2 
b7E 

ID)/*- fX) Next, we address the issue of whether it was proper 
fori Ito alter the NSL in order to document the FBI's 
request for| The information that can be provided 
pursuant to an NSL is very specific and it is enumerated in the 
appropriate U.S. Code. In this instance,! jissued the NSL 
pursuant to 18 U.S.C. 2709. As noted above, the NSL requested: 
"the names, addresses, and length of service and electronic 
communications transactional records, to include sxisting 
transaction/activity logs and 1 i The "names, 
addresses, and length of service and electronic communications 
transactional records" are all specifically allowed pursuant to 
18 U.S.C. 2709. 

' r a t , p h- a 1 

3' as 
(U) xsO This section does not have a 
authority, nor does it allow for \ 
requested in the NSL sufom-i H-PH hv] | Thus, the additional 
information, | I requests information that is 
beyond the scope of 18 U.S.C 2709. Accordingly, it was improper 
of| Ito alter the NSL in order to obtain the information. 
Because, on three separate occasions, from November 25, 2 0 05 to 
February 28, 2 0 06, the I office inappropriately utilized 
the NSL, it is required that any information received from the 
service provider that is beyond the scope of an NSL, be 
sequestered. Only the information that was provided that- wag 
beyond the scope of the NSL, specificallyl / 
need to be sequestered. The information should continue to 
remain sealed and sequestered in the CDC's safe. 

i w ( X ) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error needs to be reported 
to the IOB. OGC will prepare a cover letter and a memorandum to 
report this matter to the IOB. 

^ E SEfiSKET 



To: 
Re: 

SI^HET 

From: Office of the General Counsel 
b2 
b7E 

ful 278-HQ-C1229736-VIO, 07/03/2006 

LEAD(s): 

S e t Lead 1: (Act ion) 
b2 
b7E 

(U) With respect to the information that was improperly-
obtained, please seal it and sequester it within the CDC's safe. 
The information should continue to remain sealed and sequestered 
in the CDC's safe until further direction from OGC. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

CC: Ms. Thomas 

IOB Library b6 
b7C 

• • 

SECRET 

5 

1 
i 



DECLASSIFIED BY 65179/dmh/ksr /cak 
ON 06-07-2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2006-1 "| (U) b2 

The memorandum sets forth deta 
activity which the FBI has determined wa 
the Attorney General Guidelines for FBI 
Collection and Foreign Counterintelligen 
laws, Executive Orders, or Presidential 
FBI foreign counterintelligence and inte 
investigations. This matter has also be 
Internal Investigations Section, Inspect 
determination of whether any administrat 
(U) 

ils of investigative 
s conducted contrary to 
Foreign Intelligence 
ce Investigations and/or 
Directives which govern 
rnational terrorism 
en referred to our 
ion Division, for a 
ive action is warranted. 

Enclosure 

1 - 278-HQ-C1229736-VIO 

UNC 
DETAl 
CLASS! 

WHEN 
OM 

ID ENCLOSURE 

G-3 
XI 

SECRET 



CfcfiT SE 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 
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ALL ^pRKATION CONTAINED 
HEREIN 13 UNCLASSIFIED 
DATE 06-07-2007 BY 65179/dMh/ksr> :ak 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 10/18/2006 

Attn: NSLB 

From: Inspection 
Internal Tnyppt-iaafinnq qor.«--i ,-m IPU, Room 3 041 
Contact: CRS 

Approved By: Miller David Ian 

Ext. [ 

Drafted By: 

Case ID #: 

Title: (U) 

n&< 
b2 
b6 
b7C 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2166 
OGC/IOB# 20061 

b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1345 
278-HQ-C1229736-VIO Serial 1608 

Details: (U) 
an EC fromf 

The Internal Investigations Section (IIS) received 
"1 Office dated 04/18/2006, reporting a possible 
upon a review of the referenced EC it is the 
incident described therein is administrative in 

no internal investigation will be conducted 
matter is being relegated to the NSLB for 

IOB error. Based 
IIS's opinion the 
nature. There fore, 
by the IIS and this 
whatever action they deem appropriate 

b2 
b7E 

• • 



CHR 
(Rev. 01-31-2003) 

DECMffSIFIED BY 65179/dmh/ksr /cak 
OH 06-07-2007 

S ^ f i T / / 2 0 3 1 1 0 2 0 

FEDERAL BUREAU OF INVESTIGATION 

Precedence; 

To: | 

ROUTINE Date: 10/20/2006 

Attn: ADIC (Personal Attention) 

From: Inspection 
Internal Investiaati ons Sprtinti IPU, Room 3041 
Contact: CRS | | Ext 

Approved By: Miller David la 

Drafted By: 

b2 
b6 
b7C 
b7E 

\jL 
Case ID #: 

Title: (U) 

(U) 263-HQ-0-U - 548 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAt-T̂ TMna 91fifi 
OGC/lOB# 2 006- b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS) , and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) Der^tgd; From : G-3 
Dec>ass*i£^On: 20311020 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1345 

Reference: (U) 278-HQ-C1229736-VIO Serial 1345 
278-HQ-C1229736-VIO Serial 1608 

Details: (U) Upon review of Office's captioned report _ b2 
of a potential IOB violation, IIS did not find the matter " b7E 

indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6). 

THIS EC IS IWCLASSIFIED^lHlSBHHttffBS^EE^IgLASSIFIED ENCLOSURE. 

•• 

SEJ)8$ET//20311020 



le r U.S. Departmer f Justice 

Office of the Inspector General 

DATE: December 1,2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

/*• i-J 16 
FROM: Glenn G. Powell 

Special Agent in Charge 
Investigations Division 

ALL IWFORMATTOH CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-07-2007 BY 65179/dmh/ksr/cak 

etc. 

SUBJECT: OIG Complaint No. 2007001261 
Subject: Unidentified 

I Division 
b2 
b7E 

FBI No. 263-0-U-548 

• • We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

I I This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I I This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 



b2 
b7E 

OIG - INVESTIGATIONS DIVISION Complaint Form OIG NO IZ3 89-2007-001261-M 

Received By: 
b6 
_b7C_ 

Date Received: 09/07/2006 H o w Received: A 

SUBJECT: Unidentitied, FBI 
Title: UNID 
Component: FBI 
Misc: 
Home: 
Phone: 
Work: 
Phone: 

Pay 
EOD 

Pay 
EOD 

Plan: 
Date: 

ZIP: 

ZIP: 

Plan: 
Date: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B . O.P.No. 

D/L No. 
Offenses: 689 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
Misc : 
Home : 
Phone 
Work: , 
Phone: [ 

{) 

Cont idehtiai: 

ZIP: 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b2 
b6 
b7C 

Details: b2 

The FBI provided information regarding a potential IOB matter (2006-I I. 

Pursuant to an ongoing investigation, the Division submitted three NSLs to an 

b l 
b2 
b7A 

i n t e r n e t s e r v i c e p r o v i d e r r e q u e s t i n g t r a n s a c t i o n a l r e c o r d a and m n i e s nt n n h i i p i v a r r p g g i h i f h i r 
(^ wfihcaafifl to inr l i iHp a l l imanpq nnlnariari—1 f 

(S) 

requested I 

OGC determined that the|_ 

/ T h e service provider submitted the 

bl 
b2 

Division inappropriately used the NSLs to request! b 7 E 

1 Therefore, any information received from the service provider beyond the 
scope or tne Nyus must be sequestered. 

FBI/OGC determined that this matter must be reported to the IOB. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 11/25/2005 TIME: 
CITY:| | State: 

b2 
b7E Zip: 

DISPOSITION DATA: Disposition: M Date: 09/07/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 12/01/2006 Component: FBI 

Patriot Act: N Civil Riqhts: N Component Number: 

Sensitive: N Whistleblower: N Consolidated Case Number: 

^ 

R e m a r k s : 

1 1 / 3 0 / 0 6 : P r e d i c a t i n g m a t e r i a l c o n t a i n s c l a s s i t i e d i n t o r m a t i o n w h i c h w i l l b e m a i n t a i n e d i n 
a s e c u r e c o n t a i n e r a t OIG/ INV/HQ. ( s t p ) 

DATE: 06-07-2007 
FBI INFO. 

-CLASSIFIED BY 65179/dmh/ksr /cak 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-07-2032 

Page 1 ot 1 Printed 11/30/2006 9:49:42 



Sp^T 
U<cv 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

IB)-

(U) 

(S) 

Precedence: ROUTINE 

To: 'Inspection 
General Counsel 

Attn: 
Attn: 

IIS 
NSLB 

From: 

Date: 06/08/2006 

DATE: 06-07-2007 
CLASSIFIED BY 65179/dmh/ksr/cak 
REASON: 1.4 (c) 
DECLASSIFi' ON: 06-07-2032 

Chief Division Counsel 
Contact: ADC 

Approved By: 

Drafted By: 

Case ID #: 

•hJl 

b2 
b6 
b7C 
b7E 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

b l 

(S) 

b 2 
b 7 A 
b 7 E 

2/B-HO-C1229735-VIO ( Pending)\\\ tt* 

Title:^xf POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
^ SAl I 

SSA 
b6 
b7C 

Synopsis: (U) Over-collection of information improperly 
obtained from the issuance of a National Security Letter (NSL) 

(U) m 
Derived Frpar': G-3 
Declaa^cxy^Qn : XI 

<K 

D e t a i l s : 
1 

f.si r 

lESflET 
b6 
b7C 

b l 

b l 
b2 
b4 
b7A 
b7C 
b7D 

b l 
b6 
b7A 
b7C 

b l 
b2 
b4 
b6 
b7A 
b7C 
b7E 



T o : 
Re : 

SEJ&ET 

Ins rae r f i nn Frnm-—L 
0 6 / 0 8 / 2 0 0 6 

b l 
b2 
b7A 
b7E 

^ R E T 
2 



To: 
Re: 

SE^fcfT 

(S) 0 6 / 0 8 / 2 0 0 6 

b l 
b2 
b7A 
b7E 

LEAD(s) : 

S e t Lead 1 : ( Info) 

INSPECTION 

AT WASHINGTON, DC 

Read and clear 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

Read and clear. 

•• 

S£$4T 



ALL INFORMATION COBTAINED 
(Rev. 01-31 -20(HEFZIH IS UNCLASSIFIED EXCEPT 

WHERE SHOWN OTHERWISE 

S/2!C^ET 
fej^J 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 

Precedence: ROUTINE Date: 07/21/2006 

To: [ 
Counterintelligence 

Attn: 
Attn: 

ADC 
CD-lU UL' 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 / 
Contact: AGC 

Approved By: 

Drafted By: 

Thnmag Jul -i Q T?1l 

m b2 
bo 
b7C 
b7E 

(S) 

(U) 

c t d 

Case ID # : (K) 
I 

T i t l e : ( > ^ 
^ ' M X t i - c l g Q i / ' M b - ^ " ' 

b l 
b2 
b7A 
b7E 

*boc* 
INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-] 

DATE: 06-08-2007 
CLASSIFIED BY 6S179/dJtth/ksr/cak 
PEA30CT: 1.4 (c) 
DECLASSIFY ON: 06-08-2032 

b2 

(0) Synopsis: £s3 It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel 
to the IOB. 

(U) Deriv^dc^rom : G-l 
Declassirv On: XI 

(S) Reference 

Detai1 a-

(U) 

bl 
b2 
b7A 
b7E 

^/b-Hg-L'1^2yyjfc-Vlo Serial 142 6 

-111) The referenced electronic communication (EC) from 
dated 06/08/2006, requested that OGC review the 

b2 
b7E 

tacts of the captioned matter and determine whether it warrants 
reporting to the IOB. In our opinion, it does. Our analysis bl 
follows. 

-La J 
b2 
b6 
b7A 
b7C 
b7E 

L 
LSlT 

OIG/DOJ REVIEW! 
tfl INVESTIGATION 

J I G / D O J INVESTIGATION: 

bo 
b7C SEdRJST 

b l 
b2 
b4 
b7A 
b7D 
b7E 

TE: DATE: r / Oi 



3E^ SE&RET 

To 
Re : (U) 

I v-rr^-m • .office of the General Counsel 

b l 
b2 
b7A 
b7E 

*.II-I-IIIM U 1 1 1 L C 

0 7 / 2 1 / 2006 

isf 

(U) p8Q Upon discovering the error, the case agent sealed 
the records and returned them to the Assistant Division Counsel. 
The Assistant Division Counsel then secured the information in 
the Chief Division Counsel's safe. The case agent never uploaded 
any personal or identifying information concerning the previously 
unknown individual onto ACS, and no other checks were conducted. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
c3pproved by the Attorney General in accordance with E.O. 12333, 
dated 12/04/1981, if such provision was designed in full or in 

SESTET 
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b6 
b7A 
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bl 
b2 
b4 
b7A 
b7D 
b7E 
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b2 
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b7E 



To: 
Re: 

(S) 

s^c^n 

m 
Office of the General Counsel 
07/21/2006 

bl 
b2 
b7A 
b7E 

(U) 

part to ensure the protection of the individual rights of U S 
persons. 

(U) &) Here, an error on the part of 
the unintentional acrpiisiHnn of information 
thatL 

resulted in 
-j - --- -- ~̂ w... It should be noted 
1 response in receiving the unsolicited 

material was commendable. Upon learnina_th^l ip^^,,^^ 
/sequestered 

mai.cLj.ai wao i~uiumei.Lu.ci.D-Le. upon learning 
information beyond the scope of the NSL, f 
the excess information and placed it in'the Chief Division 
Counsel's safe. No personal or identifying information was 
entered into ACS as a result of the error, and the previously 
unidentified individual was not prejudiced in any way. 

£*£ Nevertheless, we conclude that, in accordance with 
the reporting requirements of Section 2.4 of E.O 12863 the 
telecommunication company's mistake in providing the previously 
unknown individual's information should be reported to the IOB 
In accordance with this determination, OGC will prepare a cover 
letter and memorandum for IOB notification purposes 

b2 
b4 
b7A 
b7D 
b7E 

apb^ET 

http://mai.cLj.ai
http://i~uiumei.Lu.ci.D-Le
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To 
Re 

prnm -
~m (S). 

Office of the General Counsel 
07/21/2006 

bl 
b2 
b7A 
b7E 

LEAD(s) : 

Set Lead 1: (Info) 

AT 

b2 
b7D 

(U) With respect to the information that exceeded the 
scope of the NSL, please seal it and sequester it within the 
CDC's safe. The information should continue to remain sealed and 
sequestered in the CDC's safe until further direction from OGC. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

(U) For information. 

Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON. DC 

(U) For information. 

CC: Ms. Thomas 

1UB Library 
b6 
b7C 

• • 
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DECLASSIFIED BY 65179/dnh/ksr/cak 
ON 06-08-2007 

BY COURIER 

Mr. S t e p h e n F r i e d m a n 
C h a i r m a n 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

memo 
2006 

randum 
Enclosed for your information is a self-explanatory 
entitled "Intelligence Oversight Board Matter 
(U) 

The memorandum sets 
activity which the FBI has de 
the Attorney General Guidelin 
Collection and Foreign Counte 
laws, Executive Orders, or Pr 
FBI foreign counterintelligen 
investigations. This matter 
Internal Investigations Secti 
determination of whether any 
(U) 

Enclosure 

1 - 278-HQ-C1229736-VIO /•', •" 

forth deta 
termined wa 
es for FBI 
rintelligen 
esidential 
ce and inte 
has also be 
on, Inspect 
administrat 

ils of investigative 
s conducted contrary to 
Foreign Intelligence 
ce Investigations and/or 
Directives which govern 
rnational terrorism 
en referred to our 
ion Division, for a 
ive action is warranted. 

UNCLSSSiOBD-W^EN 
DETACp^-'FKDM-^^ 
CLASSIFIED ENCLOSURE 

Derived 
Declassi 



SEC: 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

S^Rfi^ 



ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE S£&(IET 

DATE: 06-08-2007 
CLASSIFIED BY 65179/dmh/ksr/cak 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-08-2032 

INTELLIGENCE OVERSIGHT BOARD MATTER 
PHILADELPHIA FIELD OFFICE 
IOB MATTER 2006-| | (U) 

ZLU 

b2 

/y\ "5̂ ) Here, an error on the part of I | resulted 
in Vne unintentional acquisition of information through an NSL. 
Based upon our analysis, in accordance with the reporting 
requirements of Section 2.4 of Executive Order 12863, the 
carrier's mistake must be reported to the IOB. 

bl 
b2 
b4 
b6 
b7A 
b7C 
b7D 
b7E 

bl 
b2 
b4 
bo 
b7A 
b7C 
b7D 
b7E 

b2 
b4 
b7A 
b7C 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 10/18/2006 

Attn: NSLB 

From: Inspection 
Internal Investiaationp ĝft--i on IPU, Room ^041 
Contact: CRS | | Ext. 

Approved By: Miller David Ian 

Drafted By: 

b2 

ALL IHFOFMATIOII CONTAINED b S 

HEPEIH IS UNCLASSIFIED b 7 C 

DATE 06-08-2007 BY 65179/dmli /ksr /cak 

Case ID #: 

Title: (U) 

(U) 278-HQ-C1229736-VIO [Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC£IUGJt_2348 
OGC/lOB# 2 006 

b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1426 
278-PH-100522 Serial 8 
278-HQ-C1229736-VIO Serial 1606 

Details: (Tp The> Tnt-̂ T-rpi Investigations Section (IIS) received 
an EC from jDi 

b2 
b7E 

Division dated 06/08/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IlS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

•• 



(Rev 01-31-2003) 

DECLASSIFIED BY 65179/dmh/ksr/cak 

0W 06-08-2007 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To: 

ROUTINE Date: 10/20/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Serl-.-inn IPU, Room 1041 
Contact: CRS 

Approved By: M i l l e r David I an^# j t | 

Ext 

Drafted By: 

Case ID #: 

Title: (U) 

b2 
b6 
b7C 
b7E 

(U) 263-HQ-O-U - 552 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 234 8 
OGC/lOB# 2006-T^ 1 

b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

M Derived 
Declassi 

G-3 
20311020 (UJ 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1426 

Reference: (U) 278-HQ-C1229736-VIO Serial 1426 
278-PH-100522 Serial 8 
278-HQ-C1229736-VIO Serial 1606 

Details: (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED~lmE»--«E£ARA255jPROM CLASSIFIED ENCLOSURE. 

•• 

b2 
b7E 
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U.S. Departmei f Justice 

Office of the Inspector General 

DATE: December 1, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

C 4 -<-• P ft 
FROM: Glenn G. Powell 

Special Agent in Charge 
Investigations Division 

ALL INF0FHATI0W CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-08-2007 BY 65179/dmh/ksr/cak 

SUBJECT: OIG Complaint No. 2007001270 
Subject: Unidentified 

Division 
b2 
b7E 

FBI No. 263-O-U-552 

n 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I I This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 



b2 
b7E 

OIG - INVESTIGATIONS DIVISION Complaint Form OIG NO. 689-2007-001270-M 

Received By: 
b6 
37C. 

Date Received: 09/07/2006 H o w Received: A 

SUBJECT: Unidentitied, FBI 

Title: UNID 

Component: FBI 
MlSC: 
Home: 
Phone: 
WorK: 
Phone: 

Pay 
EOD 

Pay 
EOD 

Plan 
Date 

ZIP 

ZIP 

Plan 
Date 

SSNO 
D.O.B. 

Alien No. 
F. B . I.No. 
B.O.P.No. 

D/L No. 
Offenses: 689 

COMPLAINANT: (_ 
Title: ATTY 
Component: FBI 
Misc : 
Home: 
Phone: () 
Work:: , , 
Phone: 
Confidential: 

ZIP: 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F. B.I.No. 
B . O.P.No. 

D/L No. 

Authority: none 

b2 
b6 
b7C 

Details: 

The FBI provided information regarding a potential IOB matter (2006| 

b2 * 

bl 
•b2 
b7A 
b7E 
_L 

(S) 

FBI/OGC determined that this matter does not need to be reported to the IOB. (stp) 

ALLEGATIONS: 689 IOB Violation 

Occurrence Date: 06/05/2006 TIME:. 

CITY: State: 

b2 
b7E 

Zip: 

=r 
DISPOSITION DATA: Disposition: M Date: 09/07/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 12/01/2006 Component: FBI 

Patriot Act: N Civil Riahts: N 

Sensitive: N Whistleblower: N 

Component Number: 263-0-U-552 

Consolidated Case Number: 

Remarks: 

11/30/06: Predicating material contains ciassitied intormation which will be maintained in 
a secure container at OIG/INV/HQ. (stp) 

DATE: 06-08-2007 
FBI INFO. 
CLASSIFIED BY 65179/dmh/ksr/cak 
REASON: 1.4 (c) 
DECLASSIFY ON: 0 6 - 0 8 - 2 0 3 2 

Page 1 ot 1 Printed 11/30/2006 12:27:04 



ALL IJIFOPHATION^piTAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHEFE 3H0WJ OTHERWISE 

(Rev. 01-31-2003) 

3 ^ : 

DATE: 06-08-2007 
CLASSIFIED BY 65179/dmh/ksL/cak 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-08-2032 

,ET 

FEDERAL BUREAU OF INVESTIGATION 

(SI-

(UJ 

(U) 

(SJ 

Precedence: ROUTINE 

To: ^Inspection 
General Counsel 

Date: 06/20/2006 

Attn: IIS 
Attn: NSLB 

From: 
Squad 5 
Contact: CDC 

Approved By: 

Drafted By: 

Case ID #: (S) 

A:kal 

T i t l e : -<» 

•§££ 278-HQ-C1229736-VIO (Pending) 
278-0 - ^ 3 

Potential IOB Violation; 

SA| n 

-A i» 
bl 
b2 
b7A 
b7E 

A/ 

b6 
b7C 

Synopsis:(>£ Over-collection of information improperly 
obtained from the issuance of a National Security Letter (NSL) 

(U) , x 
Derivec 
Declas i 

^ - f 

Deta i l s : (S)[ 

isjf 

b2 
b6 
b7C 
b7E 

b l 

b l 
b2 
b4 
b6 
b7A 
b7C 
b7D 
b7E 

b l 
b2 
b6 
b7A 
b7C 
b7E 

b6 
b7C 



3P&* SBCfiET 

To : InSPP»r't -i nn Wr-nn 
R e : (S) ) 6 / 2 0 / 2 0 0 6 

b l 
b2 
b7A 
b7E 

<S) 

-LSi_ 

b l 
b6 
b7A 
b7C 

b l 

b 6 
b7A 
b7C 
b7E 

-(S) J 
b l 
b2 
b4 
b 6 
b7A 
b7C 
b7D 
b7E 

b l 
b7A 

(U) £S<£ After learning, (during a f I Division 
training session on June 6j__znH£J that this matter may be a 
possible IOB violation, SA[ | brought the matter to the 
attention of the writer. The records which were obtained, 
excluding those related to the investigation, are being 
maintained in the writer's safe. 

b2 
b6 
b7C 
b7E 

2 

ET 



To: 
Re: 

Inspection 
(S) 

From: 

SECRET 

06/20/2006 

b l 
b2 
b7A 
b7E 

LEAD(s) : 

S e t Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) NSLB is requested to determine whether or not the 
facts conveyed in this communication should be reported as an 
IOB. 

•• 
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tn:: 06-08-2007 
A33IFIED BY 65179/dmh/kK/cak 

REA30H: 1.4 <c) 
DECLASSIFY ON: 06-08-20^ 

(Rev. 01 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Date: 8/22/2006 
precedence: ROUTINE 

. 1 Attn: CDC | —-——- *-
To: J I A/SSA 

Attn: internal investigative Section 
Inspection Attn: Msl |Room 11865 

b2 
b6 

From: General Counsel / /r-rTTT T T / TY "* o g r
i n n b7C 

National Se<j]infv Tifiw " r a n r n" j b7E 

Contact: | , 

Approved By: Thomas Julie FUrW , ^ 

Drafted By: [ J neb I (p^3 
(U) case ID-frl M > 278-HQ-C1229736-VIO--

ro S y n o p s - * It is the opinion^ the Office of g e n e r a l Counsel 

• TTI >sY Derive*<?rom : G-3 b2 
(U) > ^ Decl^ssi^Oa: 8/22/2016 b7A 

b7E 

°" Reference:^ J ^ ^ C ^ T O i ^ ^ 
(S) . _ 

,TTv T h i s communication contains one or more footnotes. 

T i l i r ^ t r ^ n ^ U Z o L l ^ r ^ print the document in Corel 

WordPerfect. ^ 

m „ « « . . &< By . l ^ S B r t ^ ^ X ^ ^ , ^ ^ ^ ^ 0 ^ S t 
^ f ^ i o S n ^ S ^ W W a n s i ««») anTThT^si^ion Division this 
potential IOB matter. 

OIG'DOJ REVIEW: 
FBI INVESTIGATE __ 

OIG/DOJ INVESTIGATION: 

SE<?kET 



SECRET 

(U) To: Counterterrorism From: General Counsel 
Re: (̂) 278-HQ-C1229736-VIO, 8/22/2006 

BACKGROUND 

AS]} 

±ziT 

b l 
b2 
b4 
b6 
b7A 
b7C 
b7D 
b7E 

b l 
b7A 

(s)T 

b l 
b2 
b4 
b7A 
b7C 
b7D 
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S^^El 

(U) 

To: Counterterrorism From: General Counsel 
(ui Re: >SQ 278-HQ-C1229736-VIO, 8/22/2006 

ANALYSIS 

mi £9< As required by Executive Order (E.O.) 12863 
(Sept. 13, 1993) and Section 2-56 of the National Foreign 
Intelligence Program Manual (NFIPM), OGC was tasked to determine 
whether the errors described here are matters that should be reported 
to the IOB. We believe that the reported activity does not require 
IOB notification. 

(U) Section 2.4 of E.O. 12863 mandates that the heads of 
Intelligence Community components report all information to the IOB 
that it deems necessary to carry out its responsibilities. That 
section requires Inspectors General and General Counsel of the 
Intelligence Community to report "intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive order 
or Presidential directive." This language has been interpreted to 
mandate the reporting of any violation of guidelines or regulations 
approved by the Attorney General, in accordance with E.O. 12333, if 
such provision was designed in full or in part to protect the 
individual rights of a United States person. This includes 
violations of agency procedures issued under E.O. 12333, unless they 
involve purely administrative matters.1 For the FBI, OGC submits 
reports to the IOB.2 

jCsC The Attorney General's Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations (NSIG) provide that "all lawful investigative 
techniques may be used in full investigations." NSIG (Introduction) 
at 4. Section 2-56 of the NFIPM identifies as reportable to the IOB 
unauthorized investigations, the use of unlawful methods and 

(U) 1 (X See EC from Inspection Division to All Divisions; Title: 
Revised Procedures for the Submission of Reports of Potential 
Intelligence Oversight Board (IOB) Matters, Case ID # 66F-HQ-A1247863 
Serial 172 at 5-6 (2/10/2005). The FBI is required to maintain for 
three years records of administrative violations, for possible review 
by the Counsel to the IOB, together with a copy of the opinion 
concerning the basis for the determination that IOB notification was 
not required. Id. at 6. 

2 W See id^ at 4. 

SECRET 
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SEyRi ET 

To: Counterterrorism From: General Counsel 
Re: ••$&£ 278-HQ-C1229736-VIO, 8/22/2006 

techniques, exceeding the authorized scope of permitted activities, 
and failing to adhere to minimization requirements.3 

(S) bl 
b2 
b7A 
b7E 

1 There is no restriction in the law as to the 
requested period of time that a NSL issued under a duly authorized 
investigation should cover. As can be expected during the course of 
an investigation, the issuance of an NSL may result in acquisition of 
information that ultimately will not be used, nonetheless the 
investigation has been furthered by providing information that a line 
of investigation need no longer be pursued. That was the situation 
in this case. A legitimately issued NSL resulted in obtaining 
information that indicated that what had been a suspect cellular 
telephone number was apparently not involved in terrorist activity. 
Thus, this need not be reported to the IOB pursuant to E.O. 12863. 

3 ^ S ^ See also id. at 5, identifying reportable matters as 
including: (1) activities believed to be unlawful or contrary to 
Executive Orders or Presidential directives; (2) suspected violations 
of the Constitution; (3) unauthorized investigations; (4) use of 
methods or techniques other than those authorized in the conduct of 
preliminary or full investigations; (5) initiating a form of 
electronic surveillance or a search without authorization from the 
FISC, or failing to terminate an authorized surveillance at the time 
prescribed by the Court; and (6) failing to adhere to the 
minimization or dissemination requirements specified in a FISC Order. 

5E&RE1 
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To: Counterterrorism From: General Counsel 
(U) Re: ŜjT 278-HQ-C1229736-VIO, 8/22/2006 

LEAD(s) 
b2 

Set Lead 1: (Discretionary) b7E 

AT 

(U) For review and action deemed appropriate. 

Set Lead 2: (Discretionary) 

COUNTERTERRORISM 

AT ITOS II 

(U) For review and action deemed appropriate. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) As provided in the Revised Procedures for the 
Submission of Reports of Potential Intelligence Oversight 
Board (IOB) Matters, retain a record of the report of a 
potential IOB matter for three years for possible review by 
the Counsel to the IOB, together with a copy of the OGC 
opinion concerning the basis for the determination that IOB 
notification is not required. 

•• 
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(Rev. 01-31-2003) 

ALL INFORMATION CONTAINED 
HEREIN I S UNCLASSIFIED 
DATE 0 6 - 0 8 - 2 0 0 7 BY 6 . 5 1 7 9 / d m h / k 3 i : / c a k 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 10/18/2006 

Attn: NSLB 

From: Inspection 
Internal Invest i aat i nna .ĝ r-Mrm .IPU, Room 3041 
Contact: CRS Ext 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian 
b2 
b6 
b7C 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKIMaft, 2 4 70 
OGC/lOB# 2 0 06- b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1452 
278-HQ-C1229736-VI0 Serial 1653 

D e t * ^ 1 ? ! lu) T h e InteYna'1 Investigations Section (IIS) received 
iDivision dated 06/20/2006, reporting a 

"Based upon a review of the referenced EC it 
an EC from 
possible idts error. 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

• • 



(Rev. 01-31-2003) 

DECLASSIFIED BY 6 5 1 7 9 / d m h / k s r / c a ] ! : 
OH 0 6 - 0 8 - 2 0 0 7 

S E C R E T / r * ^ 10 2 0 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To: 

ROUTINE 

Attn: 

Date: 10/20/2006 

SAC (Personal Attention) 

From: Inspection 
Internal Investiaati nns .qp>r-l-inn IPU, _EQOnL,3041 
Contact: CRS Ext. 

Approved By: Miller David Iang^f 

b2 
b6 
b7C 
b7E 

Drafted By: 

Case ID #: 

Title: (U) 

] k ^ 

(U) 263-HQ-O-U - 554 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING* 24 70 
OGC/lOB# 2 006-P b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

^c DeriveTi~~5roia--: G-3 
DecJL*«BTfyOnl 2Q311020 

!U) 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1452 

Reference: (U) 278-HQ-C1229736-VIO Serial 1452 
278-HQ-C1229736-VIO Serial 1653 

(U) Upon review of Division's captioned Details: 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6) 

b2 
b7E 

THIS EC IS UNCLASSIFIED ED^HEN-^SE?^^1 ARATED FROM CLASSIFIED ENCLOSURE 

•• 

SECRET7>C2a^ll 0 2 0 



U.S. Departmei f Justice 

Office of the Inspector General 

DATE: December 1, 2006 

ALL FBI INFORMATION COHTAIHED 
HEREIH IS UNCLASSIFIED 
DATE 06-08-2007 BY 65179/dmh/ksr/cak 

TO: 

FROM: 

Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

,. O 
\y ...i.s«»»«i«v ( j~ '.• (ft-vi. 

Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001274 
Subject: Unidentified 

pivision 
b2 
b7E 

FBI No. 263-0-U-554 

j H We consider this a management matter. The information is being provided to you 
^ ^ for whatever action you deem appropriate in accordance with your agency's policy 

and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

I I This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I I This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 



D A ^ ^ 0 

01G INVESTIGATIONS DIVISION C o m p l a i n t Form or 

06-08-2007 
F0. 

CLARIFIED BY 65179/dmh/ksr /cak 
PEAS'OH: 1.4 (c) b2 
DECLAiJ \ ON: 06-08-2032 b7E ^ \ ON: 

R e c e i v e d B y : b6 
J D 7 C . 

D a t e R e c e i v e d : 0 9 / 2 7 / 2 0 0 6 H o w Received: 

SUBJECT: Unidentified, 

Title: UNID 
Component: FBI 
Misc: 
Home: 
Phone: 
Work: 
Phone: 

FBI 
Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 

D . O . B . 
A l i e n No. 
F . B . I . N o . 
B . O . P . N o . 

D/L No. 
O f f e n s e s : 689 

COMPLAINANT: [_ 
T i t l e : ATTY 
Component: FBI 
Misc: 
Home: 
Phone 
Work: 
Phone 
Cont 

Pay Plan: 
EOD Date: 

() ZIP: 

identidi: 
ZIP: 

Revealed: 

SSNO 
D.O.B. 

Alien No. 
F. B . I.No. 
B . O.P.No. 

D/L No. 

Authority: none 

b2 
b6 
b7C 

Details: b2 

(S). 
The FBI provided information regarding a potential IOB matter (2006-| | 

bl 
b2 
b7E 

On 4/10/06L received the results of the NSL and learned that the telephone number 
in question was subscribed to by three separate individuals during the requested period of 
coverage. 

b2 
b7E 

FBI/OGC determined that the NSL was properly issued and the information received served as 
an elimination of an investigatory lead. FBI/OGC determined that this matter does not need 
to be reported to the IOB. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 04/10/2006 TIME: 

I State: CITY: b2 
•b7E-

Zip: 

DISPOSITION DATA: Disposition: M Date: 09/27/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 12/01/2006 Component: FBI 

Patriot Act: N 

Sensitive: N 

Civil Riahts: N 

Whistleblower: N 

Component Number: 263-0-U-554 

Consolidated Case Number: 

Remarks: 

11/30/06: Predicating material contains classified information which will be maintained in 
a secure container at OIG/INV/HQ. (stp) 

Page l of l Printed H/30/2006 2-.48:3€ 



ID-%2 (Rev. 03-21-2005) 

$&S 

D S V 0 6 - 0 8 - 2 0 0 7 
CLASSIFIED BY 6 5 1 7 9 / d m h / k s r / c a k 
PEA30N: 1 . 4 (c) 
DECLASSIFY ON: 0 6 - 0 8 - 2 0 3 2 

RET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 07/03/2006 

To: Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 
CDC 
Contact: 

Approved By: 

b2 
b6 
b7C 
b7E 

b2 

(U) Drafted By: f 
be 

Case ID #: (M 278-HQ-C1229736-VIO - 1480 

Title: (U) SA SA £T 
SSA SSA 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

b6 
b7C 

(U) 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: To report possible IOB error. 

(U) ^ Deri>Bd^FrOTU-i G- l 
De c l a ^ r i ^ f ^ ^ E u ^ X 1 

(U) 

D e t a i l s : 

(S) 

(S) 

0% 

l . 

2 . 

3 . 

b l 
b 2 

- b 6 
b 7 C 
b 7 E 

b l 
b 6 
b 7 C 

P o s s i b l e IOB E r r o r : 
b l 

"SB* 4. Description of IOB Error (including any reporting delays 

CA±, 
^o/^lr^Z 

&iMm> b 6 
b 7 C 

I ; '» , 

b l 
b e 
b 7 C 

> / • -

'J-
i,4 



• 

SE^ET 

To: Inspection From: J 

Re: ••*)&£ 278-HQ-C1229736-VIO, 07/03/2006 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

•• 

SECRET 



€ 
ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE 3H0M OTHERWISE 

LTE: 06-08-2007 
ASSIFIED BY 5 S179./DHH/KSR/CAK 

SEASON: 1.4 (c) 
DECLASSIFY ON: 06-08-2032 

(Rev. 01-31-2003) 

£BC: RET 

F E D E R A L B U R E A U O F INVESTIGATION 

Precedence: 

To: 1 

ROUTINE 
Date: 09/06/2006 

(UJ 

(U) 

Counterintelligence 

Inspection 

Attn: 

Attn: CD-1A, K/Vf. 
CD-ID, UC 

Attn: US, CRS 

From: Office of the General Counsel 
NSLB/CILU/Room_2iiL 
Contact: AGC 

Approved By: 

Drafted By: _ 

(U) c a s e X D i r X 278-HQ-C1229736-VIO<Pending 

(U) Titxe - ^ INTELLIGENCB-imPSIGHT BOARD 
" ^ ^ MATTER 2006-1 | 

b2 

S y n o p s i s : $ \ It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) Derivec - ^ . ^ 
DecJjtffsriryOir: 2>§X1 

Administrative:$} This electronic communication (EC) contains 
information from: (1) t,tl£_E£__£at£d_07/03/2006 from the to OGC reporting a potential | Field Office | i iu v ^ J.*-^^ ŵ ..3 _ A_ . 
IOB matter; (2) automated case support (ACS); and (3) email 
communications between \ ]and OGC dated 08/30/2006; 

08/31/2006; and 09/05/2006 

Reference (S) 
bl 
b2 
b7E 

0IG/D0JREVIE..., 
FBI INVESTIGATE 

CI^DOJINVE 

SEC*E1 

b2 
bo 
b7C 
b7E 

b2 
b7E 



31^ET 

To: 
Re: 

[ 
278-HQ-C vA From: Of f i ce of t h e Genera l Counsel 

9736-VIO, 09 /06 /2006 
b2 
b7E 

(U) 
| requested that Details: {^ By EC dated 07/03/2006, 

OGC review the facts of the captioned matter and determine whether 
it warrants reporting to the IOB. As explained below, in our 
opinion, the FBI is not required to report this matter to the IOB. 

(S) 

±2±J 

£L 

09/13/ 
of the 
Assist 
respec 
have r 
Order 
verbat 
as the 

(U) Sect 
1993, mandat 
Intelligenc 

ant Director 
tively) repo 
eason to bel 
or President 
im from EO 1 
President's 

ion 2.4 of Executive Order (EO) 12863, dated 
es that Inspectors General and General Counsel 
e Community components (in the FBI, the 
, INSD, and the General Counsel, OGC, 
rt to the IOB intelligence activities that they 
ieve may be unlawful or contrary to Executive 
ial Directive. This language was adopted 
2334, dated 12/04/1981, when the IOB was known 
Intelligence Oversight Board (PIOB). 

(U) This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 

SEC&^H 

b2 
b7E 

b l 
b2 
b6 
b7C 
b7E 



SE te$z: 

(U) 

To: From: Office of the General Counsel b 
Re: 2/B-H0-C1229736-VIO, 09/06/2006 b 

General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. 

M £&C The standard for issuing an NSL is relevance to an 
authorized investigation to protect against international 
terrorism or clandestine intelligence activities provided that 
such an investigation of a United States person is not conducted 
solely on the basis of activities protected by the First Amendment 
of the Constitution of the United States. The subject of the NSL 
does not need to be the target of the investigation, provided that 
the information is relevant to an authorized investigation. 

NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C. §§ 1681u(a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v). 

(U) (^ ECPA, 18 U.S.C. § 2709, provides that the FBI may 
seek toll billing information from telephone carriers that is 
relevant to an authorized national security investigation. 
Section V.12., Investigative Techniques, of the AG Guidelines 
provides that NSLs may be issued in conformity with statutory 
requirements, including 18 U.S.C. § 2709. 

Here, during an authorized investigation, the FBI 
obtained a telephone number 1 I that was 

(S) believed to be the telephone number of the target. In other 
words, the telephone number received was believed to be relevant 
to an authorized^ J investigation. Based upon the 
information obtained | 7 t;ie F B I served 

SECRET 

3 



S^CKEI 

To: I | From: Office of the General Counsel b2 
Re: 278-HQ-C1229736-VIO, 09/06/2006 b7E 

an NSL requesting information about such telephone number. At 
the time that the NSL was served, the FBI believed that it was 
seeking information that was relevant to an authorized 
investigation. Upon receipt of the telephone records, the FBI 
learned that it received information unlikely associated with the 
subject. 

<$. 
£§0 Although the FBI learned that the telephone number 

as not associated with the target, the FBI had, in fact, 
requested information through an NSL that was believed to be 
relevant to an authorized investigation based upon information 
received\ Although lawfully bl 

obtained, because the information obtained through the NSL is not 
associated with the target, if not already accomplished, the 
information should be sequestered to protect the potential 
privacy interests of United States persons. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error need not be reported 
to the IOB. A record of this decision should be maintained in 
the control file for future review by the Counsel to the IOB. 

SEQK^I 



To: 
Re: 

From: Office of the General Counsel 
b2 
b7E 

278-HQ-C1229736-VIO, 09/06/2006 

LEAD(s) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) b2 
b7E 

AT 

(U) With respect to the information obtained through the 
NSL that is not associated with the target, if not already 
accomplished, please seal the information and sequester it within 
the CDC's safe. The information should continue to remain sealed 
and sequestered in the CDC's safe until further direction from 
OGC. 

cc: Ms. Thomas 
b6 
b7C 

IOB Library 

•• 

s^ra SEUCKET 

5 



riffs i 
ALL I^MHATIOH CONTAINED 
HEREIlffs UNCLASSIFIED 
DATE 06-08-2007 BY 6S179/dmh/ksi:/ca]i 

(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 10/18/2006 

Attn: NSLB 

Froms Inspection -,„,, 
Internal Investigations Section, IPU, Room 3 041 

' "| Ext ' ' Contact: CRS ] 
Approved By: Miller David Ian 

Drafted By: 

Case ID #: 

Title: (U) 

b2 
b6 
b7C 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 24 83 
OGC/lOB# 2 0 06 

b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1480 
278-HQ-C1229736-VIO Serial 1636 

Details: £UJ, 
an EC from 

The Internal Investigations Section (IIS) received 
I Division dated 07/03/2006, reporting a 
"Based upon a review of the referenced EC it possible IOB error. ~ ~r—. - _ , , 

is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

•• 



(Rev. 01-31-2003) 
SEC£EW2£311020 

FEDERAL BUREAU OF INVESTIGATION 

"LASSIFIED BY 65179/dmh/ksr/caJi 
ON 06-08-2007 

Precedence: ROUTINE 

To: 

Date: 10/20/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 
Contact: CRS j Ext. | "*] 

Approved By: Miller David la 

Drafted By: 

b2 
b6 
b7C 
b7E 

J Case ID #: (U) 263-HQ-O-U 556 (Pending) 

Title; (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 24 83 
OGC/IOB# 2006] b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

<U> Qs$ Derl>e«l-^rom^---^^3 
Decj:a^sify~6n^_20 3110 2 0 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1480 

Reference: (U) 278-HQ-C1229736-VIO Serial 1480 
278-HQ-C1229736-VIO Serial 1636 

Details: (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance related 
issue with respect to the employee and respective supervisor. 
Therefore, appropriate action relative to this matter is left to 
the discretion of the division. IIS recognizes and appreciates 
that this matter was brought to our attention as required by the 
revisions mandated by National Security Law Branch/OGC EC, dated 
03/18/2005 (319X-HQ-A1487720 serial 6) . 

b2 
b7E 

THIS EC IS UNCLASSIZIED-

• • 

^ C L A S S I F I E D ENCLOSURE. 

SECRET/ 11020 



U.S. Departmt of Justice 

Office of the Inspector General 

Washmxtun, DC. 20}30 

D ATE: December 5,2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 06-08-2007 BY 65179/diali/k3r/ca]: 

' / / 
FROM: Glenn G. Powell 

Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001295 
Subject: Unidentified! 
FBI No. 263-0-U-556 

• 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I I This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 



b2 
b7E 

OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 

Rece ived By: 
b6 
b7C 

•689-2007-001295-M 

Date Received: 09/27/2006 How Received: A 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc: 
Home : 
Phone: 
Work: 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO: 
D.O.B.: 

Alien No.: 
F.B.I.No.: 
B.O.P.No.: 

D/L No.: 
Offenses: 689 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
Misc: 
Home: 
Phone 
Work: , 
Phone: 
Confide 

Pay Plan: 
EOD Date: 

TT 

l L l d l I 

ZIP: 

ZIP: 
Revealed: 

SSNO: 
D.O.B.: 

Alien No.: 
F.B.I.No.: 
B.O.P.No.: 

D/L No.: 

Authority: none 

b2 
b6 
b7C 

Details: 

(Syhe FBI provided information regarding a potential IOB matter (263-0-U-556) 
bl 

3 a telephone number was provided to ah FBI agent 
An NSL was issued and upon receipt of the telephone records, it was determined the telephone 
subscriber was unlikely associated with the subject. \ \ 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
^c^Uie^OB^^Jdz^ 

ALLEGATIONS: 68 9 IOB Violation 
Occurrence Date: TIME: 
CITY:| | State: Zip: 

b2 
b7E 

DISPOSITION DATA: Disposition: M Date: 12/01/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 12/01/2006 Component: FBI 

Patriot Act: N Civil Ricrhts: N Component Number: 263-0-U-556 

Sensitive: N Whistleblower: N Consolidated Case Number: 

Remarks: 

1 2 / 0 5 / 0 6 - S e n t t o Ka i se r /FBI / INSD. 
i n a s e c u r e c o n t a i n e r . (dz) 

P r e d i c a t i n g m a t e r i a l w i l l be m a i n t a i n e d w i t h i n OIG/INV 

DATE: 0S-0S-2007 
FBI INFO. 
CLASSIFIED BY 65179/dmh/ksr/cak 
REASON: 1.4 (c) 

"DECLASSIFY ON: 06-08-2032 

Page 1 of 1 Printed 12/01/2006 2:22:30 



(Rev. 01-31-2003) 

ALL INFORHATIOH^KTAIMED 
HEREIH 13 OTCLA^^IED EXCEPT 
WHERE SHOWN OTHERWISE 

^^SCRET 

FEDERAL BUREAU OF INVESTICATION 

DATE: 06-08-2007 
CLASSIFIED BY 65179/cLnli/ksr/'ca]i 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-08-2032 

Precedence: PRIORITY 

To: General Council 

Counterterrorism 

Attn: 

Attn; 

Date: 06/14/2006 

National Security Law 
Branch (NSLB) / Room 792 5 

ITOS II / IHSU 
SSAl I 
LX 1 6-200 

From: L 
Contact: 

Approved By: 

Drafted By: 

(£) Case ID #:(U[ 

;wm 

j/y-Hu-cmym-Vio - i486 
278-PD-33854-VIO 

Title: (S) 

bl 
b6 
b7A 
b7C 

(U) Synopsis: ^Sc^ To report Intelligence Oversight Board (IOB) 
violation and confirm direct notification to OIPR of the same, 

Dera>edEr6m : G-3 
DeclaW^fY On: XI 

Enclosure(s): (S)l 

SCLliUUUr. XJXM In'U ,./, 
OKA k^u±iM, 

b6 
b7C 

SESTET 

b2 
bo 
b7C 
b7E 

b l 
b2 
b7A 
b7E 



2&SRET 

(S) r:gnpr̂ l rnnn^il Frnm • f To: 
R e : 

2 78-HQ-C'l22 973 6-ViO 
, 06/14/2006 

u 
278-PD-33854-VIO 

Details: (S) I 

f.s) r 

(sf 

/ 

-Lai 

bl 
b2 
b7A 
b7E 

( S ) 

bl 
b6 
b7A 
b7C 

bl 
b2 
b4 
bo 
b7A 
b7C 
b7D 
b7E 

All information obtained from the aforementioned 
NSL has been amassed and attached to this EC to be forwarded to 
FBI HQ for appropriate action. To date su 
been the only information received by FBI 

No toll records have been provided 

nformation has 
Division from 

be received by FBI 
forwarded to FBI HQ tor action deemed necessary 

Should toll records 
"Ithose records will be sealed and 

< X The simple editing oversight by the writer has 
been addressed. In the future a more exacting review of requested 
information will be conducted. 

bl 
b2 
b6 
b7A 
b7C 
b7E 

bl 
bo 
b7A 
b7C 

bl 
b6 
b7A 
b7C 

b2 
b4 
b7D 
b7E 

SE£fc£T 



SECRET 

( S ) T o ; ^ n P i - 3 l P m i n r i l F m m • I J b l 

(U) 

(UJ 

Z78-P: 
R e : (U) 
2 78-HQ-CTZTT7T5^VTT5 Z"78-PD-33 854-VIO 

, 0 6 / 1 4 / 2 0 0 6 

LEAD(s) : 

S e t L e a d 1 : ( A c t i o n ) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

^S\ For action deemed appropriate. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

^ S ^ ITOS II / IHSU, read and clear. No hard copy to 
follow. ' x 

•• 

b2 
b7A 
b7E 

SECRET 
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(01/26/1998) 

ALL INFORHATIOH^WMTAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOBN OTHERWISE 

S^TORET 

DATE: 06-08-2007 
CLASSIFIED BY 65179/dmh/ksr/cak 
REA50H: 1.4 (c) 
DECLASSIFY Oil: 0 6 - 0 8 - 2 0 3 2 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

(U) 

Precedence: ROUTINE Date: 09/18/2006 

To: 
Counterterrorism 
Inspection 

Attn: SAC, CDC 
Attn: AD 

Attn: Ms. 
Internal Investigative 
Section, Room 11865 

From: General Counsel 
Counterrorism Law Unit/ Il/LX-1 3S100 
Contact: 

Approved By: Thomas. .Tnlie 

Draf ted By: 

^M 

n e b 

Case ID # : J X J 278-HQ-C1229736-VIO— 

T i t l e : (S) 

INTELLIGENCE OVERSIGHT BOARD MATTER, 
IOB 2006-

b l 
b2 
b6 
b7A 
b7C 
b7E 

Synopsis:08^ It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare a cover 
letter and a letterhead memorandum for the General Counsel and 
the Assistant Director, Inspection Division (INSD), for 
submission to the IOB. Submission of this matter to the OPR 
is a matter within the cognizance of the IIS. 

(U) <x Derivedjjfealsf : G-3 
D e c l a s s i f y OnT~-~O9/18/2016 

Reference : 278-HQ-C1229736-VIO-1486 >S<K 
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C1G/D0J REVIEW: 
FBI INVESTIGATION; 

OIG/DOJI 
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To: 
Re: 

SE 

From: General Counsel 
278-HQ-C1229736-VIO >S^ , 09/18/2006 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 6.1. 

b2 
b7E 

b2 
b7E 

Details: 
Office 

;u: Referenced communication from the Field 
J dated 06/14/2006, requested that OGC review 

the facts ol the captioned matter and determine whether it 
warrants reporting to the IOB. In our opinion, it does. Our 
analysis follows. 

L£l/ 

(X) During the course of the investigation, 
issued a National Security Letter (NSL) pursuant to tn"e~ 
Electronic Communications Privacy Act, 18 U.S.C. § 2709. That 
statute permits the FBI to request subscriber information and 
telephone toll billing records that are "relevant to an 
authorized investigation to protect against international 
terrorism or clandestine intelligence activities, provided that 
such an investigation of a United States person is .not conducted 
solely on the basis of activities protected by the First 
Amendment to the Constitution of the United States." The NSL, 
dated May 11, 2006, was addressed tof "~~ 

However, the number was mistakenly written with 

_LS. I 
2 (U) A "United States person" (USP)is defined in Section 101 (i) of 

the Foreign Intelligence Surveillance Act (FISA)(codified at 50 U.S.C. § 1801 
et seg.) as "a citizen of the United States [or] an alien lawfully admitted 
for permanent residence (as defined in section 101 (a) (20) of the Immigration 
and Naturalization Act) . . . ." See also Section II.W of The Attorney 
General's Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations. 
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To: 
Re: 

SECRET 

From: General Counsel 
278-HQ-CI22 97 36-VIO{%$ , 09/18/2006 

b2 
b7E 

one number changed, so that the NSL was issued for the wrong 
telephone number.3 Records for that telephone number were 

Upon receipt 
The records 

provided by the telephone company to the 
of i-hp T-P̂ or-Hg the case agent realized his mistake 
fromj /ere collected and forwarded to FBI Headquarters 
for appropriate action. Further, serials created before the 
mistake was discovered and which referenced the incorrect phone 
number and information have been permanently charged out of the 
FBI's Automated Case Support system. By EC dated 06/14/2006, this 
matter was reported to OGC and the Division.4 

bl 
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(U) Section 2.4 of Executive Order (EO) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive. This 
language was adopted verbatim from EO 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. Violations of provisions that are essentially 
administrative in nature need not be reported to the IOB. The 
FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon request. 

X S e c t i o n V . 1 2 . , I n v e s t i g a t i v e Techn iques , of The 
A t t o r n e y G e n e r a l ' s G u i d e l i n e s for FBI N a t i o n a l S e c u r i t y 
I n v e s t i g a t i o n s and Fore ign I n t e l l i g e n c e C o l l e c t i o n (NSIG) 

(U) In order to avoid any further dissemination of t h i s incorrec t 
telephone number, the number i s not being l i s t e d in t h i s document. Since the 
EC approving the NSL and the NSL i t s e l f include the incor rec t telephone 
number, these documents have been permanently charged out of the FBI's 
Automated Case Support (ACS) system. 

4 (U) See 278-HQ-C1229736-VIO-1486, a d d r e s s e d to OGC. 

SE£&E^ 
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To: 
b2 

From: General Counsel b7E 
Re: 278-HQ-C1229736-VIO-fcstf , 09/18/2006 

provides that National Security Letters may be issued in 
conformity with statutory requirements, including 18 U.S.C. § 
2709. Title 18, U.S.C. § 2709 provides that the FBI may seek 
subscriber information from telephone carriers that is relevant 
to an authorized national security investigation. Clearly, the 
information obtained by the FBI was not relevant to an authorized 
national' security investigation because there was an error in the 
NSL in transmitting the appropriate telephone number. Thus, the 
FBI received subscriber information concerning a telephone number 
that was not under investigation nor related to an investigation. 
Therefore, the information was improperly collected, although 
unintentionally so, in violation of the NSIG and ECPA. 

(U) Clearly, the rights of the target were not 
infringed because he was not the subject of the improperly 
collected information. It is unknown whether this information 
was gathered about a United States Person or not, inasmuch as 
there has been no review of the information. Nonetheless, based 
on the fact that information which may be about a USP was 
improperly, although inadvertently, collected, and in accordance 
with the reporting requirements of Section 2.4 of E.O. 12863, OGC 
will prepare a cover letter and an memorandum to report this 
matter to the IOB. 

to {) OGC requests that the Inspection Division retain a 
record of the report of a potential IOB matter for three years, 
together with a copy of this opinion for possible review by the 
Counsel to the IOB. 

SEtSksT 
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(D, Re ; -278-HQ-C1229736-VIO £&£ 

LEAD(s) : 

SECRET 

General Counsel 
09/18/2006 

b2 
b7E 

Set Lead 1: (ACTION) 

FIELD OFFICE 
b2 
b7E 

(U) For review and action deemed appropriate. 

Set Lead 2: (ACTION) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and Clear. 

Set Lead 3: (ACTION) 

INSPECTION 

AT WASHINGTON, DC 

(U) As provided in the Revised Procedures for the 
Submission of Reports of Potential Intelligence Oversight Board 
(IOB) Matters, retain a record of the report of a potential IOB 
matter for three years for possible review by the Counsel to the 
103, together with a copy of the OGC opinion concerning the basis 
for the determination that IOB notification is not required. 

1 -
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DECLASSIFIED BY 6.517 9 / (±mh/k S E / c afe 
ON 0 6 - 0 8 - 2 0 0 7 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board (IOB) Matter, 
Portland Division, IOB Matter 2006-| "|" (U) 

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
The Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - 278-HQ-C1229736-VIO //-'.•: 

UNCLA5 
DETACH* 
CLASSIFIED ENC1 



SECRET 

Mr. Stephen Friedman 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 
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DATE: 06-08-2007 
CLASSIFIED BY 65179/kmh/ksr/cak 
PEASON: 1.4 (c) 
DECLASSIFY ON: 06-03-2032 

SECRET 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
[ FTFT.n nvvjrv. 

IOB MATTER 2006- | "|U 
b2 
b7E 

j£iT 

J During the course of the 
issued a National Security Letter (NSL) investigation, 

pursuant to the Electronic Communications Privacy Act, 18 U.S.C. 
§ 2709, to a telephone carrier for the telephone subscriber of a 
telephone number intended to be identified as that of the target. 
Instead, one of the numbers within the telephone number was 
incorrectly written; thus, the information returned from the 
carrier was subscriber information of a wholly unrelated 
telephone number. The error was discovered upon receipt of the . 
information, and the subscriber information was not reviewed nor 
used for any investigative purpose. No toll information had been 
sought through the NSL. Despite the inadvertent nature of the 
mistake, the fact remains that subscriber information was 
improperly collected on a telephone number unrelated to an 
investigation. Thus, the matter is being reported to the IOB. 

Deri 
Declassif 

G-3 
/18/2016 

SE^fc^T 
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'(¥ Sect ion V.12. authorizes use of National Security Letters in 
conformity with 18 U.S.C. § 2709 (relating to subscriber information, toll 
billing records, and electronic communication transactional records). The 
statute requires that information sought is relevant to an authorized national 
security investigation. 
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ALL "WORHATIOH CONTAINED 
HEREIH IS UNCLASSIFIED 
DATE 06-03-2007 BY 65179/ dmh/ksr /cak 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 10/18/2006 

Attn: NSLB 

From: Inspection 
Internal Invest-i erat. i ona s^rfinn TPTT p^™ THAI 
Contact: CRS Ext. 

Approved By: Miller David Ian 

Drafted By: 

Case ID #: 

Title: (U) 

>ids^ 

b2 
b6 
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(U] 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS _24flQ 
OGC/lOB# 2 006 J b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VTO Serial 1486 
278-HQ-C1229736-VIO Serial 1657 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from| | Division dated 06/14/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 
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S E ^ E T / / 2 0311020 

DATE: 06-08-2007 
CLASSIFIED BY 6 5 1 7 9 / d a h / k s r / c a k 
REASON: 1.4 (cj 
DECLASSIFY ON: 06-03-2032 

FEDERAL BUREAU OF INVESTIGATION 
Precedence: 

To: 

ROUTINE D a t e : 1 0 / 2 0 / 2 0 0 6 

A t t n : SAC ( P e r s o n a l A t t e n t i o n ) 

From: I n s p e c t i o n 
I n t e r n a l I n v e s t i g a t i o n s Sec t - ion IPU, Room 3041 
C o n t a c t : CRS E x t 

Approved By: M i l l e r D a v i d I a n $ 

D r a f t e d By: 

Case ID # : 

T i t l e : (U) 

b2 
bo 
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b7E 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(U) 263-HQ-O-U - 557 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2489 
OGC/lOB# 2006H I 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(s; DeriveltJ^om : G-3 
Declas^slfy^n: 20311020 

(S) ' Enclosure (s) : Ĵ t, 

( S ) tef erence: )*() 

278-HQ-C1229736-VIO Serial 1486 

bl 
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278-HQ-C1229736-VIO Serial 1486 
278-HQ-C1229736-VIO Serial 1657 

Details: (U) Upon review ofQ J Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED *WS: 

•• 
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FROM CLASSIFIED ENCLOSURE. 

SE£*ET//20311020 



U.S. Departnm >f Justice 

Office of the Inspector General 

Wa\hinxtim. DC yiS.W 

DATE: December 5,2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

foipa # 1073946 

ALL INFORMATION CONTAIHED 
HEKEIM 15 UNCLASSIFIED 
DATE 06-08-2007 BY 65179/dmh/kSE/caJs 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001296 
Subject: Unidentified] 
FBI No. 263-0-U-5571" 

b2 
b7E 

• 
• 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 



OIG INVESTIGATIONS DIVISION Complaint Form OIG NO 

Received By:| 
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689-2007-001296-M 

Date Received: 09/28/2006 How Received: 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
Misc: 
Home: 
Phone: 
Work: 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO: 
D.O.B.: 

Alien No.: 
F.B.I.No.: 
B. 0.P.No.: 

D/L No.: 
Offenses: 689 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
Misc: 
Home: 
Phone:~() 
Work: , j _ 
Phone: 

Pay Plan: 
EOD Date: 

Confidential 

ZIP: 

ZIP: 
Revealed: 

SSNO: 
D.O.B.: 

Alien No.: 
F.B.I.No.: 
B.O.P.No.: 

D/L No.: 

Authority: none 

b2 
b6 
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bl 
b4 
b7D Details: 

The FBI provided information regarding a potential IOB matter (263-0-U-557) . 
;s)— 
\ p _ _ r _ _ ^ - i T h e 

texepnone numcer was mistakenly written with one incorrect digit.As a result, the NSL was 
issued for the wrong telephone number. Upon receipt of the records, the case agent realized 
the mistake and the data was collected and forwarded to FBI headquarters for appropriate 
action. 

It is the opinion of the Office of the General Counsel that this matter need not be reported 
to the IOB. (dz) 

ALLEGATIONS: 68 9 IOB Violation 
Occurrence Date: 
CITYd 

TIME: 
State:| | Zip: 

b2 
b7E 

DISPOSITION DATA: Disposition: M Date: 12/01/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 12/01/2006 Component: FBI 

Patriot Act: N 

Sensitive: N 

Civil Rights: N 

Whistleblower: N 

Component Number: 263-0-U-557 

Consolidated Case Number: 

Remarks: 

1 2 / 0 5 / 0 6 - S e n t t o Ka i se r /FBI / INSD. P r e d i c a t i n g m a t e r i a l w i l l be m a i n t a i n e d w i t h i n OIG/INV 
i n a s e c u r e c o n t a i n e r . (dz) 

DATE: Q6-OS-2007 
FBI IHF0. 

-CLASSIFIED BY 65179/dmh/ksr/cak 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-08-2032 
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