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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/28/2003
To: Director's Office Attn: Robert J. Jordan,
OPR, Rm. 7129
General Counsel Kenneth L. Wainstein,
National Security Law Unit
Rm. 7975

From: Inspection
Inspection Management Unit/Room 7837

Contact: | L~
= DATE: 05-25-2007 b2
Approved By: CLASSIFIED BY 65179duh/ksr/Ib6
REASON: 1.4 (c,d) b7C
Drafted By: DECLASSIFY ON: 05-25-2032
,~ -

Case ID #:~C$( 278—HQ—1425b2;,~(Pending)

Title: (X  ssal [ L o /g« / /// =
I = | DIVISION igc ALL INFORMATION CONTAIMED

" HEREIN I3 UNCLASSIFIED EXCEPT

b7E
IOB | WHEFE SHOUN OTHERWISE
2003

(U) RESTRICTED DOCUMENT - DISSEMINATE TO PERSON(S) WITH ROLE

Synopsis: P Request of the Office of the General Counsel
(OGC) to review the facts of a possible Intelligence Oversight
Board (IOB) wviolation.

m-XS3) Derived om : G-3
Declassi Oon: X1 _H) ////
1> -0 W
Reference: (U) 278-HQ-C1229736-VIO-90 /e f /

‘Details:- 8 OGC is requested to review the facts of a possible

IOB violation: Exceeding the authorized scope of an otherwise
permitted activity.

- ) The title of the substantive investigation in
which the“guestionable activity occurred and the investigative
program:

Title:

(8} File number )
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0 -Rez.. }g) 278-HQ-1425173, 05/28/2003

{ .
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Tw: Director's Office From: InspRction

ﬂas obtained through the

source without issuance of a National Security Letter (NSL).

m-—-ET On 04/25/2003, SA[::]and ssa | ~ |were
made aware of the oversight, and were directed to obtain NSLs for
the period in question. CDC | 1l subseauently
discussed the issue with the division| | (not
further identified) i ici 151
would be made aware

Jwithout a NSL." [See

referenced communication for details.]
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b SEC}Q' !

To: Director's Office From: Inspection
Re: (S8 278-HQ-1425173, 05/28/2003

0y
LEAD(s) :
Set Lead 1: {Action) .

GENERAL COUNSEL

AT WASHINGTON, DC

l:U:'“(X) Upon review of the attached EC, determine whether
the information is a reportable IOB violation. If it is
determined, a reportable IOB violation exists, prepare an
appropriate letter and LHM from Chief Counsel Kenneth L.
Wainstein, OGC, forwarding matter to the IOB.

Set Lead 2: (Action)

DIRECTOR'S OFFICE

([IJ‘ AT OPR FO, DC
n‘EBi Attached EC is provided to OPR pursuant to the
NFIP Manual, Part 1, Section 2-56. OPR is requested to review

the information to determine whether disciplinary action is
warranted.

*"

SECR



] I .
eV, 01:31-2003)
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 04/25/2003
To: Inspection Attn: Inspection Management Unit
Room 7837

Office of General Counsel Attn: National Security Law Unit

From: b2
Squad 16A b7E

Contact: bé
b7C

Approved By:

Drafted By: -
Case ID #: (U) 278-HQ-C1229736-VIO  (Pending) oo

(S) | I(Pending) b2
b7E
Title: () SSAl | b7D

sa | |
IDIVISION
(8) L I0B
 Synopsis: N This communication reports an Intelligence bl
Oversight Board and possible OPR matter[ ] E?E
{1 E— >=< rive om : G-3
De fy On: X1
Details: (S) | I bl
b2
b7E
bl
(s) | | b2
b7D
b6
b7C
DATE: 05-30-2007 p7E
SEBF’Q CLA33IFIED BY 65179duh/ksr/pra

FEASON: 1.4 (c,d)

) DECLAGSIFY ON: 05-30-2032
ALL INFORMATION CONTAINED

HEREIN I3 UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE
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T: 'Inspection From: | ]| b7E
Re: (Uj 278-HQ-C1229736-VIO, 04/25/2003

probationary SA at the time thi who was under Esc
the direct Supervision of SSA
(U) The controlling legal authority in this matter is
18 U.S.C. Section 2709, Counterintelligence access to Telephone
Toll and Transactional Records. Simply stated, requires that the

FBI obtain Billing and Subscriber information through the
issuance of a National Security Letter (NSL).

[ ] without the issuance of a NSL. It ghould
(8) Be moted Ehat SAL_____
| . and obtained infarmation relewvant to

(8) substantive . ]

=

bl
b2
b7E
b6
b7C
b7D
L—aﬁa—iﬁgf?ﬁafﬁanil to consult with |Associate
Divigsjon Counsel, SA | SA[ Tcontacted SSA
| bn 04/24/2003, advising of the legal insufficienc the
reporting requirement and possible OPR matter. SSA[E::::]
subsequently advised SAC] and this communication
i[]) was drafted on 04/25/2003,
T In a discussion with CDC[:::::]and ADC[:::::] on be
04/25/2003, SSA agr aration of a NSL for b7C
would obtain the 7D
1 Information as set forth in 18 U.S.C. b2
2709, and the information would not have to be removed from b7E
investigative files. CDC discussion with| |
will result in advice to investigative personnel of

this issue and the preclusion against
without a NSL.

SECRET_
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Tb: Inspection From: | | bz

Rer (U} 278-HQ-C1229736-VIO, 04/25/2003

*

SECEO:\



() -
(-

(U) -

(U

(-

®
¢ . 4593

sEEkSQ

---- Working Copy ---- Page 1
Precedence: ROUTINE Date: 01/20/2004
To: General Counsel b2 Attn: National Security Law Branch,
b7E Room 7975
From:
TI-2
Contact: saA
b2
Approved By: b6
b7C
Drafted By:
Case ID #+ - 278—HQ-C1229736—VIO

Tiﬁiéf’“iéf: INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

”Synbpsis:~wzs{: Possible IOB error for Electronic Surveillance conduct

on a target”that was not authorized by FISa Order.

iII)'”“ :}31,, ____ ived F T G-3

" Decl On: X1

Details:

(8) bl
b2
b7E

(s)

w><) 3. Possible IOB Error:
(8) bl
~><) 4.~ DEBCYIption of 10B Error (including anT reporting delays) .
s | '
bl
bé
b7C
b7D
Case ID : 278-H C1229736-VI0 Serial : 350 L
278 C57694 b7E 17 0aTE: 05-30-2007
W SEORET CLAS3IFIED BY 65179dwh/ks:/prs
_,ﬁ<>K\ ALL INFORMATION CONTAIMED REASON: 1.4 jc/d)

HEREIN I3 TNCLASSIFIED EXCEPRT . ) B o o s
WHERE SHOWN OTHERWISE .



. bl
SECM b6
(8) -~-- Working Copy ---- Page bp7c 2
5 b2
| b7E

bl

b7¢C
b2

b7E
b7D

T bl
b
(8) r_————________________—_———_——_________________________—__—_———_————-_]b7C

b2
b7E

{
(s) |

bl
bé
b7C
b2
b7E

@ 38 In addition, CL:]notified SA via an

internal "Problem Report Form" of the malfunction she had detected.
is serving as the back-up administrative agent while SA b6

is on a Temporary Duty Assignment ) t?_EBIHQ_ﬁqr a period of b7cC
60 davs With t+h istance of ISA SA dataxmicaed b2

b7E
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b2
b7E

A
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---~-W ing Copy ---- Page o1 3

. . 6

SSA in turn, advised E7c

—SSEK| _jof FBIHQ as to the recurrence of the problem detected p
December 9, 2003.

|
(s) |

bl
b2
b7E
b7D
b6
b7C

(s) |

bl

b7E
b6

b7C
b7D

b2
Finally, Division did not, at any time, index or b7E

enter any of the Inadvertently intercepted information into an FBI
U),database or other FBI information retrieval system.
0 “Leab(s) -

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) For action deemed appropriate.

sefer
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---- Working Copy ---- Page 1
Precedence: ROUTINE Date: 02/20/2004
b2
To b7E Attn: ASAC FCI/Administrative
CDC
Counterintelligence Attn: CD-3A
Director’s Office Attn: Office of Professional
Responsibility
ALL INFORMATION CONTAINED
From: General Counsel HEREIN I3 UNCLASSIFIED EXCEPT
b6 National Secnrity Taw Decaan /o = TE 3IHOUN OTHERWISE
b;C Contact:
b

Approved By: Curran .John F

DATE: 05-31-2007
CLASSIFIED BY 65179dmh/ksr/prs
REASON: 1.4 (c/d)

DECLASSIFY ON: 05-31-2032

Drafted By:
1)

Case ID #: & 278-HQ-C1229736-VIO (Pending)

Title: )s( INT v BOARD
m - (I0B) 2004 T p—uo___

(- bz

Synopsis: ¥&¥_ It ig the opinion of the Office of General
Counsel (OGC) that the above referenced matter must be reported
to the IOB and to the FBI's Office of Professional Responsibility
(OPR). 0OGC will prepare and deliver the required correspondence

to the IOB. Our analysis follows. ESC

-
‘ OIG/DOJ Revign: |_DATE: - /t /Z’J
if X ed from -3 FBHNVESI:%.OJINVEST.:? J
“ Decl —X-1 OPRUC INITIALE, )

(-
Reference‘:—)&;( 278-HQ-C1229736-VIO Serial 350

Administrative: (U) This communication contains one or more
(1) footnotes. To read the footnotes, download and print the
document in Corel WordPerfect .

Details!“:}&( By electyania aa municatiTg_iﬂcl_daLeF January 20,
(5) 2004 (citéd below), Division reported a

possible IOB error IT conjunction wi 1 i b2
1 1 . "Y\"Pﬂﬂ“"‘ PR b7E
' bl
Case ID : 278-HQ-C1229736-VIO Serial : 379
278 C57694 b2 18

b7E SE T
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(&)

18) were doné without the authorization
Dy Iaw. Consequently, in accordance with E.O0. 12863 and

SECRET
(6) ———- Workig§£Copy ----

1
L OQnca tha larror

was realized.

__bwers—ToUTrwaroex TO FBIHY ror submigsion to the Office
of Intelligence Policy and Review (OIPR), Department of Justice
(DOJ), and the FISC for destruction.

O T |

N

—Thi8 material was also sequestered and submitted to OIPR and the
FISC for destruction.

wm-- . X8y As required by Executive Order (E.O.) 12863 and
Section 2-56 of the National Foreign Intelligence Program Manual
(NFIPM), OGC was tasked to determine whether the surveillance

errors described here are matters which must be reported to the
IOB. They must.

(U) Section 2.4 of E.O. 12863, dated 09/13/1993,
mandates that Inspectors General and General Counsel of the
‘Intelligence Community components (in the FBI, the Assistant
Director,. Inspection Division, and the General Counsel, OGC,
respectively) report to the IOB all information "concerning
intelligence activities that they have reason to believe may
be unlawful or contrary to Executive order or Presidential

directive." In this instance, 4J

Section 2-56 of the NFIPM, the error must be reported to the IOB,
which this Office will do.

Lead(s) :

Set Lead 1: (Adm)
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SEORET
---- Working Copy ---- Page

(U) Read and clear.

Set Lead 2: (Action)
COUNTERINTELLIGENCE DIVISION
AT WASHINGTON, DC

(U) CD-3A is requested to ensura.that the
unauthorized "take" described in thsg EC 278-HQ-
C12229736-VIO Serial 350 has been submitted, via the Office of
Intelligence Policy and Review, Department of Justice, to the
FISC for destruction.

b2
b7E

Set Lead 3: (Action)
DIRECTOR’S OFFICE
AT OPR, FO, DC

(U) For review and action deemed appropriate.

- Mr. Curran

b6
b7C

S =

- NSLB IOB Library

SECRET
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February 27, 2004

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

This letter forwards for your information a self-
explanatory enclosure entitled “Intelligence Oversight Board

(IOB) Matter, Division, IOB Matter 2004 (U) ggE

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI

foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

1 - Mr. Szady b6

1 - Mr. Curran b7C

1 ~ SSA UNCLASSIFIED WHEN
Cj)- QPR DETACHED FROM

1 - 278-HQ-C1229736-VIO-380 CLASSIFIED ENCLOSURE

Derive om G-3
on: Xl DECLASSIFIED BY £5179dwh/ksr/prs

O 0&5-31-z007
SECRER_

MAIL ROOM O

FBYDOJ



SECRET

General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require

additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

1

Sincerely,

John F. Curran
Deputy General Counsel

The Honorable John D. Ashcroft
Attorney General

U.S. Department of Justice
Room 5111

Mr. H. Marshall Jarrett

Counsel, Office of Professional Responsibility
U.S. Department of Justice

Room 4304

Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice Jﬂ!ﬁi

Room 6150 ‘ﬂn\ﬁ\o‘( 23|04

crim tv____/Inspch Train
APPRWED' c?:; " le?w Jéf"é??eo
finance Nationa Sec. Altairs

Director Gen. Counsel OPR. Off. of Public &
Deputy Director_____ iato. Res Parsonne) Cong. Alfs.




S E%\T

INTELLIGENCE OV HT BOARD (IOB) MATTER
DIVISION bz
IOB MATTER 2004[___Ju) b7E
{uy
o | ]
(81
bl
b2
(S) b7E
N
1
1 l__2c coan a5 the error was realized|
| | | was trangsferredl I J
was Lorwarded to FBI Headquarters for submission to the Office of
Intelligence Policy and Review (OIPR) » Department of Justice, and
the FISC for destructiocon.
A {
b2
b7E
b7D
This material was also
~ Seguestéered and submitted to OIPR and the FISC for destruction.
(U) This matter has been reported to the FBI's Office
of Professional Responsibility for appropriate action. GWL
5 2| nfer
ived from : -3 X’A'(, \33\0
Dec v X1 %
Crim.Tow, nspection Training_
SE&RERWED: Cis Claseratory____ Oft of £20
Finance Natioral Sez, Attairs .
Directer Gen. Counsel R Oi. of Public &
Deputy Director_____lnfo. Res, Personnel Cong Afts.
INFORMATION CONTAINED DATE: 05-31-2007 o
EéiEIN ;S UNCLASSIFIED EXCEPT CLASSIFIED BY o5179dmh/ksr/prs
WHERE 3HOWN OTHERWISE REASON: 1.4 (o/fd)

DECLARSIFY OM: 05-31-2032



(Rev. 01-31-2003) . .
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/21/2005
To: General Counsel Attn: NSLB

From: Inspection
Internal Invegtigationa Section ~TPU, Room 211102

Contact: CRY Ext.
b6
Approved By: Fogle Toni Mari EZC

Drafted By:

i

-Case -ID #: I8 278-HQ-C1229736-VIO {Pending)

m-Titles - I8 INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 893
OGC/IOB# 2004

b2

Synopsias: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

MK e

m Referenc55W' 278-HQ-C1229736-VIO Serial 350
278-HQ-C1229736-VIO Serial 379

Details: U) The JInternal Investigations Section (IIS) received
an EC fro | Division dated 1/20/2004, reporting a possible
IOB error. Based upon a review of the referenced EC it is the
IIS's opinion the incident described therein is an administrative
issue. Therefore, no internal investigation will be conducted by
the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

*” DECLASSIFIED BY 65179 dmh/ksr/prs
ON 06-13-2007



U.S. Departme. ¥ Justice

Office of the Inspector General

Washington, 1.¢. 20330

DATE: May 30, 2006
TO: Charlene B. Thornton
Assistant Director

Inspection Division
Federal Bureau of Investigation

Gl (5 (Dl

FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complainant No. 2006002830
Subject: Unidentified

Division
FBI No. Not Assigned

b2
b7E

- We consider this a management matter. The information is being provided to you for
whatever action you deem appropriate in accordance with your agency's policy and
regulations. A copy of your findings and/or final action is not required by the OIG.

D This matter is referred to your agency for investigation. Please provide the OIG with a
copy of your final report on this matter.

D This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (2) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

ALL FBEI INFORMATION CONTAINED
HEFEIN I35 UNCLASSIFIED
DATE 05-31-2007 BY 65175%duhi/Kar/prs
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OIG - INVESTIGATIONS DIVISION - IDMS -
bo

Complaint Form OIG NO. 89-2006-002830-M

Received By: b7C Date Received: 07/13/2005 How Received: A

SUBJECT: Unidentified, FBI SSNO:

Title: UNID Pay Plan: D.0O.B.:

Component: FBI EOD Date: Alien No.:

Misc: F.B.I.No.:

Home: B.O0.P.No.:

Phone: ZIP: D/L No.:

Work: Charges: 689

Phone: ZIPp:

COMPLAINANT: SSNO:

Title: UNITC Pay Plan: D.O.B.:

Component: FBI EOD Date: Alien No.:

Misc: F.B.I.No.:

Home : B.O.P.No.:

Phone: ZIP: D/L No.: b6

Work: GENERAL COUNSEL EZC
NATIONAL SECURITY LAW UNIT/CILU, WASHINGTON, DC

Phone: (202) ZIP:

Confidential: Revealed: Authority: none

Details:

unauthorized communications. As a consequence of a typographical error, the FBI

The FBI provided information reporting a possible IOB matter involving the interfiiiiii:?f
Division unintentionally obtained unauthorized information.

b2
b7E
ALLEGATIONS: 689 _1I0B Violation
Occurrpnce _Data. 2004 TIMED b2
CITY: r b7E Zip:
DISPOSiTION DATA: Date: 07/13/2005 Disposition: M Approval: POWELL, GLENN G
>
Referred to Agency: FBI Date Sent: 05/30/2006 Component: FBI 4=
Civil Rights: N pPatriot Act: N Sensitive: N
Component Number: Consolidated Case Number:
Remarks:

5/30/06 - Sent to AD Thornton, FBI/INSD. The predicating material will be maintained in a
secure container within OIG/INV. (yht)

ALL FEI INFORMATION CONTAINED
HEREIN IS TNCLASSIFIED
DATE 05-31-2007 BY 653179dmhs/ksrsprs

Paage 1 onf 1 Drintad AK/21 /2004 1In.-nN”.49
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(Rev. 01-31-2003)

yﬁRET

FEDERAL BUREAU OF INVESTIGATION

#' / (31002‘ b2
Precedence: ROUTINE Date: 12/19/2005
To: Inspection Attn: TIIS
General Counsel Attn: NSLB
From:
Squad 14 /<> b2
Contact: SA b7E
1l b6
Approved Bv: | DATE: 05-25-2007 b7cC
pprov Y CLASSIFIED BY 65179 dwmh/ksr/gcl
/4. PEASON: 1.4 (c)
ﬁ,\ DECLASSIFY ON: 05-25-2032
(.‘\ P
Drafted By: bab
Jii”
Case ID #: (U) 278-HQ-C1229736-VIO "~ (Pending) bl
S ™ ALL INFORMATION CONTATNED EiE
. HEREIN IS UNCLASSIFIED EXCEPT |
Title: (U)s,py WHERE SHOWN OTHERWISE e
. b7C
5241 REPORT OF POSSIBLE IOB VIOLATION
U
(33 mSynopsig:) EC to report a3 pogsible TOR violation bl
committed by writen. bé
b7C
. Deri . = b7A
m - X STived Eram—+— G-3
D ssify On:
. . . . : , bl
Details: A potential IOB vioclation occurred during b6
—tnvestigation of b7C
|: S :| O S — Do
|
QDESj’On 9/9/2005, a National Security Letter (NSL)
was prepared by writer to obtain subscriber information for E;
b7E
(§) b7D
] b6
b7C
{U)-3%] Results in compliance with the aforementioned b7A
NSL were received on 10/11/2005 by SSUl Unit and
documented in an EC dated 10/12/200= b2
b7E
SE%RET
-~ ‘:: o /!?;
b6 ~ £ L s
3/65 Kl«; Of t?o IS ,  bIc

SC Moo



(3]

. transposed. Subscriber information was reguested for

SELRET
‘ b2
To: Inspection From: g::::] b7E
Re: (U) 278-HQ-C1229736~-VIO, 12/16/2005

{0}

*;>§i;0n 12/15/2005, it was discovered that on the
original NSL dated 9/9/2005, the number was inadvertently

b2

W3y on 12/15/2005, [ Jeoe was  bIE
contacted and advised of the error. CD requested b6
writer to prepare a report of possible IOB violation. b7cC

(UI‘ISQ The results of the NSL and any serials with
reference to the results of the NSL can be destroyed or
permanently charged out ©of the original file as they are not

needed for, or related to, the current investigation.

b2
b7E

e will await guidance from Inspection
Division Tregarding removal of subscriber information from

r __Jand ACS.

SE T

bl
|19
b7C
b7A



SERRET
To: Inspection From:

Re: (U) 278-HQ-C1229736-VIO, 12/16/2005

LEAD (s) :
Set lLead 1l: (Info)

ALL RECEIVING QFFICES

(U) For information only.

¢

b2
b7E



(01/26/1998)
%QET
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 3/8/2006
To: Attn: SA b2
SA b7E
CDC b6
b7C
Inspection Toni Mari Fogle
Counterintelligence SSA
CD~-3B
From: Office of the General Counsel
National Security Law Branch/CILU/Room 7975
Contact:l_; ]
DATE: 05-25-2007 .
Approved By: Thomas Julie F CLASSIFIED BY 65179 dmh/Esr/gcl

REASON: 1.4 (c}
DECLASSIFY ON: 05-25-203

ra

Drafted B -

ALL INFORMATION CONTAIMED

¥

Case In #: D 278-HQ-C1229736-vio [ ° ) NSRRI 03 HCuASeIFIRD EXCEPT
b2

WHERE SHOWN OTHERWISE

U

Title:i %SS INTELLIGENCE OVERSIGHT BOARD MATTER 2006
(U, , o

Synopsis: ES( It is the opinion of the Office of the General
Counsel ("OGC") that this matter must be reported to the
Intelligence Oversight Board ("IOB”). 0OGC will prepare a cover
letter and a letter head memorandum to report this matter to the
IOB. Our analysis follows.

I
() b{) o1t from +—G-3
De 1fy on:
(0
Reference: P 278-HQ-C1229736-VIO Serial 1115
S)
bl
b7A
b2

b7E




SE}‘Q:T
From: 1ce of the General Counsel b7E

Re: 278-HQ-C1229736-VIO, 3/8/2006

(U

Details: PQ By electronic communication (EC) dated 12/19/2005,25E
Division requested OGC review of a possible I0OB error in
conjunction with an ongoing counterintelligence investigation.

The following facts are derived from this EC. Eé

if . _ _ b7E

ISC On 9/9/2005, FBI E:;_"lprepared a Natignal Securitu b6
(8. Letter (NSL) to obtain subsCriber information fo i;g
b7Aa

——

() >xon 12/15/2005, FBI discovered that the
original NSL dated 9/9/2005 inadvertently reguested information b2
for the wrong telephone number. ﬁzE
: b6
{8} | B7C
bTA

(U) Section 2.4 of Executive QOrder (E.O.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FRI,
the Assistant Director, INSD, and the General Counsel, O0OGC,
respectively) report to the IOB all information “concerning
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive order or Presidential
directive.” This language was adopted verbatim from E.QO. 12334,
dated 12/04/1981, when the IOB was known as the President's
Intelligence Oversight Board.

{U) By longstanding agreement between the FBI and the
IOB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the Attorney General's foreign counterintelligence
guidelines or other guidelines or regulations approved by the
Attorney General in accordance with E.O. 12333, if such provision
was designed in full or in part to ensure the protection of the
individual rights of a U.S. person. Violations of provisions
that are essentially administrative in nature need not be

S/HERET
2



b2
sggéET b7E

To:
From: O;%ice of the General Counsel

Re: 278-HQ-C1229736-VIO, 3/8/2006

reported to the IOB. The FBI 1s required, however, to maintain
records of such administrative violations so that the Counsel to
the IOB may review them upon request.

(U)Z}{iln this case, this matter must be reported to the IOB
because FBI requested information on a number that had no
relevance to an ongoing investigation as reqguired by statute.
This error was compounded by the fact that the results from this
NSL were documented in an EC and subsequently entered into the
FBI’'s Telephone Applications database.

(U) Based upon these facts, in accordance with the NSIG and

the terms implementing the reporting requirements of Section 2.4
of EO 12863, it 1s our opinion that this error must be reported
to the IOB.

b2
b7E



. b2
SEXRET oz
To:

From: Qffice of the General Counsel
Re: 278-HQ-C1229736-VIO, 3/8/2006

Lead(s):
Set Lead 1:
b2
AT]
(U} Implement procedures to ensure the accuracy of
information contained in NSI requests. Sequester all information
from this NSL with Chief Division Counsel, and purge all

information from F databases. NSLB will provide further
guidance to the CDC regarding the sequestered information.

Set Lead 2:

COUNTERINTELLIGENCE

AT WASHINGTON, DC

{U) Coordinate with[:::::] Division to ensure that b2
appropriate procedures are in place to ensure the accuracy of b7E
information contained in NSL requests and that the information is
properly sequestered and purged.

1 - Ms. Thomas

1 - b6
b7C

1_

1 - NSLB Library

*

Sgg?ET
4



DECLASSIFIED BY 65179 dmh/ksr/gel
OM 05-25-2007

March 8, 2006

Mr. Stephen Friedman

Chairman Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Friedman:

This letter forwards for your information a self-explanatory
enclo entitled "Intelligence Oversight Board (IOB), Matter
2006- " {U)

The enclosure sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and internaticnal terrorism
investigations. (U)

Enclosure
1 - 278-HQ-C1229736-VIO - | %"
UNCLASSIFIED WHEN

DETACHED FROM
CLASSIFIED ENCLOSURE

tved from G-
D ity onX1

b2



® |
SECRET

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
rranged for you at your convenience. (U)

Very truly yours,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

2 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review

U.S. Department of Justice
Room 6150

assify on:
spcser



ALL INFOPMATION CONTAINED DA!!: 05-25-2007

HEREIN I3 UNCLASSIFIED EXCEPT CLAZSIFIED BY 65173 duh/kar/gcl
» PEAZON: 1.4 (c)
NN
VHERE SHOUN OTHERVISE DECLASSIFY ON: 05-25-2032
SBCRET
INTELLIGENCE OVERSIGHT BOARD (ICB) MATTER
DIVISION b2
10B MATTER 2006{ ] (U) b7E
U e
b2 ) Bﬂ: The[:::::]D1v151on of the Federal Bureau of Investigation has
bTE reported a possible violation in conjunction with an ongoing

counterintelligence investigation. By electronic communication (EC)

(1) dated 12/19/2005 requested FBI Office of General Counsel review

~.of this possible TOB error. The following facts are derived from this
EC.

(8} \"224: on 9/9/2005, FBI[_____ brepared a National Securitv Letter

(NST) ro ohtain subscriber information Fn-rll

(8

- on 12/15/2005, FBI [ ]discovered that the original NSL
dated 9/9/2005 inadvertentlyv reguested information for the wrong

b2
b7E
bl
b6
b7¢C
b7A

b2
b7E
bl
bo
b7C
b7A

(®)) » this case, this matter must be reported to the IOB because

FBI requested information on a number that had no relevance to an
b2 ongoing investigation as required by statute. This error was compounded
b7E

subsequently entered into the FBI's Telephone Applications database.

(U) Based upon these facts,
terms implementing the
reporting requirements of Section 2.4 of EO 12863,

that this error must be reported to the IOB.

in accordance with the NSICG and the

it is our opinion

by the fact that the results from this NSL were documented in an EC and



(Rev. 01-31-2003)
SEORET
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 04/27/2006
To: General Counsel Attn: NSLB

From: Inspection

Approved By: |

Drafted By:

Internal Invegtigations Section. IPU, R 865
Contact: CRS Ext. B
] DATE: 06-12-2007 b&
d CLASSIFIED BY 65179 duh/ksr/gcl P7C
i FEASON: 1.4 (c)
kas DECLASSIFY ON: 06-12-2032
278-HQ-C1229736-VIO (Pending)

“"Case ID #: (U)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRAC 1802
OGC/IOB# 200

Synopsis: (U) To

report a potential Intelligence Oversight Board

(IOB) matter to the Office of General Counsel, National Security

Law Branch (NSLB).

w08

ALL INFORMATION CONTAINED

Deér+ Fr  G-3 HEREIN I35 UNCLASSIFIED EXCERT
D ify 3 1 WHERE SHOWN OTHERWISE o1
' b2
Reference: (U) 278-HQ-C1229736-VIQ Serial 1115 bTE
(S) b7A
(U) 2 /8-HQ-C1229736-VIO Serial 1257

Details: (U) The
an EC from

IOB error. Based
IIS's opinion the
performance issue.

Internal Investigations Section (IIS) received
Division dated 12/19/2005, reporting a possible .,
upon a review of the referenced EC it is the bTE
incident described therein is indicative of a
Therefore, no internal investigation will be

conducted by the IIS and this matter is being relegated to the

NSLB for whatever

**

action they deem appropriate.

SKECRET



(Rev. 01-31-2003)
S

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/01/2006

To: [::::::] Attn: SAC (Personal Attention)

From: Inspection

Internal Inv ] ' j IPU, Room 11865 b2
Contact: CRS Ext. [:::] b7E
- b6
Approved By: | [ DECLASSIFIED BY 65179 duh/ksr/gel b7C

e ON 05-28-2007
Drafted By: <19

/ Case ID #: (U) 263-HQ-0-U - 441 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/ITIS TRAC 1802

OGC/IOB# 2006 | b2
Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Bcard (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered

willful misconduct. This matter is returned to the field for
corrective action as approcpriate. Case closed at IIS.

ol aTmmeT
D S8sify On:

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1115
Reference: (U) 278-HQ-C1229736-VIO Serial 1115

278-HQ-C1229736-VIO Serial 1257 o
Details: (U) Upon review of[:::::]rnvision's captioned report b7E
of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. 1IIS only addresses allegations

where deliberate and/or aggravated misconduct is evident.

(U) I1IS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. 1IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

*
SEpdr



. uUsS. DepartmeL.Justice

Office of the Ingpector General

ALL FBI INFORMATION CONTAINED

DATE: November 22, 2006 HEFEIN I5 UNCLASSIFIED

TO:

DATE 05-29-Z007 BY 65179 dmh/ksrs/gcl

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

FROM: Glenn G. Powell

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007001069

1 O

Subject: Unidentified -
ivision b7E
FBI No. 263-HQ-0-U-441
We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspecter General for [nvestigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation dees not have a
right to have access to an O1G Report/Referral or to the identities of complainants or witnesses, and that, in all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment



b2
b7E

0IG - INVESTIGATIONS DIVISION - Complaint Form OIG NO.1 |689-2007—001069—M
[
KReceived By: Date Received: 04/20/2006 How Rcceived: A
b6
SUBJECT: Unidentitied, FBI b7C SSNO:
Title: UNID Pay Plan: D.0O.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home: B.O.P.No.:
Fhone: ZIP: D/L No.:
Work: Offenses: 689
Phone: Z1IP:
COMPLAINANT: | ] SSNO:
Title: ATTY Pay Plan: D.O.B.:
Component: FBI EOD Date: Alien No.: b6
Misc: F.B.I.No.: b7C
Home : I B.O.P.No.: b2
Phone: () - ZIP:l | D/L No.:
Work: ,
Pnone: [7 J ZIP:
Contidential: Revealed: Authority: none
' m—
Details:
The FBI provided information regarding a potential IOB matter. b2
b7E
On $/8/0S, FBI Division prepared a National Security Letter (NSL) to obtain

subscriber intormation.
information for the wrong telephone number.

On 12/15/05,

1t was discovered that the NSL inadvertently requested

ALLEGATIONS: [:::L IOB Vioiation
Occurrence Date: 99/09/2005 TIME: b2
CITY:l I State: Z1p: b7E
DISPOSITION DATA: Disposition: M Date: 04/20/2006 Approval: POWELL, GLENN G

\1']‘0
Referred to Agency: FBI Date Sent: 11/21/2006 Component : FBI

Patriot Act: N

Sensitive: N

Civil Rights: N

Whistleblower: N

Component Number:

Consolidated Case Number:

Remarks:

11/21/06:

Predicating material contains classified information which will be stored in a
secure container at OIG/INV/HQ.

(stp)

Page 1 ot 1

ALL FEI INFORMATION CONTAINED
HEFEIN I35 UNCLAS3IFIED:
DATE 0g8-12-2007 BY 65179 dmh/ksr/gcl

Printed 11/21/2006 12:36:41
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION %I%éy

s5efeg

b2
e
Precedence: ROUTINE Date: 02/02/2006 [:::]
To: Inspection Attn: TIIS
General Counsel Attn: NSLB
From:
Squad 15
Contact: SA
AN 5o
Approved By: DATE: 05-29-2007 bTE
. CLASSIFIED BY 55179 dmh/ksr/gcl b6
Ten PEASON: 1.4 (c) b7C
e DECLASSIFY ON: 05-29-2032
Drafted By: gak fii . bl
, ﬁ_,, HoT b2
Case ID #: (U) _278-HQ-(C1229736-VTQ (Pending) lg;i
) X
. bé
Title: (U) b7C
I:U:I bl
iSj 7 REPORT OF POSSIBLE IOB VIOLATION b6
o b7C
Synopsis: g B violation committed b7A
by writer Inmj ‘
- - ALL INFORMATION CONTAINED
(- gml HEREIN IS UNCLASSIFIED EXCEPT
(- b : WHERE SHOWN OTHERWISE
Administrative: ‘}§i The following information is FISA-derived b2
and singular in nature. No dissemination is to be made outside P7E
of the FBI of any information provided by the source without
close coordination with thel |division.

' bl
b6
b7C
b7A
b2
b7E
b7D

b6 R
b7C
\ 1 “{(5\‘*.
oy
% L}][ {11 ) 77 £ I ( * ! /HU,’ i S /



To: Inspection From:

Re: (U) 278-HQ-C1229736-VIO, 02/02/2006

b2
b7E

(SLJ

(s)]

(QLI

SPCRET

bl
b6
b7cC
b2
b7E
b7D
b7A

bl
b6
b7C
b2
b7E
b7A
b7D

bl
b6
b7C
b2
b7E
b7D
b7A

bl
bo
b7C
b2
b7E
b7A

bl
b6
b7C
b7A



S}%(ET

To: Inspection From:

Re: (U) 278-HQ-C12297 =VIO, 02/02/2006
LEAD(8) :
Set Lead 1: (Info)

ALL RECEIVING QFFICES

(U) For information only.

¢

SE}(RET

b2
b7E



sgégpr

FEDERAL BUREAU OF INVESTIGATION

(01/26/1998)

Precedence: ROUTINE Date: 3/07/06

To: [:::::::] Attn: SAC, CDC

From: General Counsel

National Security Affairs/Room 7947
Contact: Julie F. Thomas
DATE: 05-29-2007
Approved By: Thomas Julie F CLASSIFIED BY 65179 dmh/ksrsgcl
REAZOM: l.4 (c)
DECLASSIFY ON: 05-29-2032
Drafted By: bl
J oo b2
Case ID #: (U) 278-HC-C1228736-VIQ ~'~ bIE
(8) b7A
Title: '}%{  POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER
2006{ | 12
(-
Synopsis: £§< It is the opinion of the Office of the General
Counsel (OGC) that no error was committed in this matter, and
therefore nothing need be reported to the IOB. A record of this
decision should be maintained in the investigation control file
for review by the Counsel to the IOB.
ALl TNFORMATION CONTAINED
(U) Der I ~G-3 HEREIN IS UNCLASSIFIED EXCEPT
D sify On: WHERE SHOWN OTHERWISE bl
b2
Reference: (U) 278-HO-C1229736-VIQ Seri 1157 bIE
(s) b7A

b2
bTE
b6
b7C

Details: (S)

bl
b6
b7C
b2
b7E
b7D
b7A

FBI INVESTIGA 2.

OIGDOJINVESTIGATOR. C




s}@RET

b2
To: From: General Counsel b7E
Re: 278-HQ-C1229736-VIO, 3/07/06
{uy

bl
b6
(8)

b7C
b2

b7E
b7D
b7A

bl
(S) [ b6

b7C
b2

b7E
b7A

bl
bo
b7C
b2
b7E
b7D
bT7A

bl

b6
(S) F b7¢C

b7A

o\

bl
b6
b7C

(U) Section 2.4 of Executive Order (E.O.) 12863, B7A
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.” This
language was adopted verbatim from E.OQO. 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and the
IOB, this language has been interpreted to mandate the reporting

sfgeT

2



(8}

s;bﬁ.m‘

b2
To: From: General Counsel b7E
Rem_:I 278-HQ-C1229736-VIO, 3/07/06

of any violation of a provision of The Attorney General's
Guidelines for FBI National Security Investigations and Foreign
Intelligence Collection (NSIG), or other guidelines or
regulations approved by the Attorney General in accordance with
E.O. 12333, dated 12/04/1981, if such provision was designed in
full or in part to ensure the protection of the individual rights
of U.S. persons.

. bl
M Tha NSTIG rnroudda that
pncluding the
Techniques listed 1in Part V of these Guidelines..." Section
I1.D.3. These techniques include the issuance of National
Security Letters. NSIG, Section V.12.
sl
bl
b6
bIC
b7D
b7A

We do not believe that any of these actions constitutes a
violation of the NSIG or any other guidelines or regulations
approved by the Attorney General in accord with E.O. 12333.

(U) Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4 of
EO 12863, it is our opinion that there was no error committed and
thus nothing should be reported to the IOB in this matter. A
record of this decision should be maintained in the control file
for future review by the Counsel to the IORB.

Set Lead 1: (Info)

s/}m

3
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To: From: General Counsel
Re: ‘ 278-HQ-C1229736-VIO, 3/07/06
‘ b2

(o) b7E
AT |
b6
1~ | bH7C
1 - IOB Library



FEDERAL BUREAU OF INVESTIGATION

(Rev. 01-31-2003)

Precedence: ROUTINE Date: 04/27/2006
To: General Counsel Attn: NSLB .
From: Inspection E;C
Internal Invegtigati j IPU, Room 11865 BTE
Contact: CRS | | Ext. [
Approved By: ‘ ALL INFORMATION CONTAINED
. HEREIN IS5 UNCLASSIFIED
Drafted By: kas  paTE 05-29-2007 BY 65178 duh/ksr/gcl
7
Lfbase ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINCH# 1806 b2

OGC/IOB# 2006

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1157
278-HQ-C1229736-VIO Serial 1231

Details: Internal Investigations Section (IIS) received b2
an EC from Division dated 02/02/2006, reporting a possible P7E
I0B error. Based upon a review of the referenced EC it is the

1IS's opinion the incident described therein is not indicative of
willful misconduct. Therefore, no internal investigation will be
conducted by the IIS and this matter is being relegated to the

NSLB for whatever action they deem appropriate.

*
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(Rev. 01-3

1-2003)
SEEﬁEE

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/01/2006

To: [::::::] Attn: SAC (Personal Attention)

From: Inspection b2
Internal Investigations Section, IPU, Room 11865 b7E
H S Ext . b6
Contact: CRS| | Ext [:::::] o
Y

Approved By: i DECLASSIFIED BY 65179 dmh/ksr/gcl

z , ON 05-259-2007
Drafted By:

]

_v/

Case ID #: (U)  263-HQ-0-U - 442 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH 1806
OGC/IOB# 2006{::::] b2

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

mORS pEnimemeey
Dec Yy Onz

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1157

Reference: (U) 278-HQ-C1229736-VIO Serial 1157
278-HQ-C1229736-VIO Serial 1231 b2
b7E
Details: (U) Upon review of[:;;;:;JDivision's captioned report
of a potential IOB violation, 1d not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) 1IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 03/18/2005
(319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.
*

-



. U.S. Departmer — f Justice

Office of the Inspector General

DATE: ‘November 22, 2006

TO:

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

FROM: Glenn G. Powell

Special Agent in Charge
Investigations Division

b2
b7E

SUBJECT: OIG Complaint No. 2007001072

Subject: Unidentified
Division

U

I'No. 263-HQ-0-U-442
We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. 1f you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a

right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

ALL FBI INFORMATION COMTAINED
HEREIN I3 UNCLAISIFIED
DATE 05-2%-2007 BY 65179 dwh/kar/fgcol

S IS0k
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b7E

IG - INVESTIGATIONS DIVISION ~ Complaint Form OIG NO.: 689-2007-001072-M

eceived By: b6 Date Received: 04/20/2006 How Received: A
b7C

UBJECT: Unidentitied, FBIL SSNO:

1tle: UNID Pay Plan: D.O.B.:

omponent: FBI EOD Date: Alien No.:

itsc: F.B.I.No.:

.ome: B.O.P.No.:

‘none : ZIP: /L No.:

lork: Offenses: €89

‘hone: ZIP:

TOMPLAINANT: Thomas, Julie F SSNO:

fitie: EXECG Pay Plan: D.0.B.:

“omponent: FBI EOD Date: Alien No.: b6
Misc: F.B.I.No.: bic
fome: L 7 B.O.P.No.: b2
Phone: () - ZIP:I I D/L No.:

Work: ,

Phone: L 1 ZIPp:

Contidential: Revealed: Authority: none

Details:
(S)The FBI provided information regarding a potential IOB matter.
L

ALLEGATIONS: 689 IOB Violation

Occurrence Date: 02/02/2006 TIME: b

CITY! ! State:l l b7F Z1ip:

DISPOSITION DATA: Disposition: M Date: 04/20/2006 Approval: POWELL, GLENN G

i

Referred to Agency: FBI Date Sent: 11/21/2006 Component: FBI

Patriot Act: N Civil Rights: N Component Number: 263-HQ-0-U-442

Sensitive: N Whistleblower: N Consolidated Case Number:

Remarks:

11/21/06: Predicating material contains classitied intormation which will pe maintained 1in
a secure container at OIG/INV/HQ. (stp)

DATE: 06-13-2007

FEI INFD.

CLASSIFIED BY 55179 dwh/ksr/gol
FEASON: 1.4 (c)

DECLASSIFY ON: 05-13-2032

page 1 ot 1 printed 11/22/2006 11:09:22
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FEDERAL BUREAU OF INVESTIGATION
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S

b6
b7C

ng&"ogﬂquf

AN e sy

Precedence: ROUTINE Date: 10/26/2005%
To: Counterintelligence Attn: CD-4D, SSA
General Counsel Attn: NSLB
INSD Attn: IIS b2
b7E
From: | | b6
Squad 23 b7C
Contact: SA
Approved By: DATE: 0&5-29-2007
CLASSIFIED BY 65179 dmh/ksr/gcl
REAZ0N: 1.4 (c)
DECLASSIFY ON: 05-29-2032
b1l
Drafted By: rmy b2
b7E
Case ID #: (S) b7A
() P& —ZTEERO-CIZZ9738 N (Pernding) ALL INFORMATION CONTAINED
itle: RN HEREIN IS UNCLASSIFIED EXCEPT g;
Title: (s) WHERE SHOUN OTHERWISE oE
- . b7A
Synopsis: To advise FBIHQ of facte that could conceivably
be reportable to the IOB. The Division sent an NSL
requesting records for an email address believed to be the b2
subject's work email address, however the company returned the b7E
records of the internet domain a unt of the subject's employer,
not the subject's email. is forwarding the facts
surrounding this incident to FBIHQ to determine whether there is
a reportable IOB violation.
iU}}%& Deriv :
(8) De y On: 1 b1
> (3)
“Enclosure(g): A copy of the original National Secu%ity E%D
Letter cover EC; a copy of the Naticnal Security Letter; ‘and a
conu af rhe EC documenting the collection of records fron
nd submission of results to the file.
Details: .. On February 11, 2005, SALE;;;:;lreauesLeﬂ 2 Esc
--National Security Lett?T (NSL) be drafte 5 b1
! (8] b



SESRET b2

b7E
To: Counterintelligence From: | B E%A
Re: (S) 10/26/2005
bl
b7D
b7A
(8|
()]
bl
b2
b7E
b7A
b7D
bl
b6
(S) b7C
b2
b7E
bT7A
fU? ‘"\7NS/ On or around October 13, 2005 asked SA
| | who is assigned to the FBI quad 22,

Cyber Squad, to assist in reviewing the records to determine what E%E
information the documents provided. Upon review, it was bl
_determined that the documents provided no informatior | bTA

. . \ b7D

o | F ! Upon this discovery, SA s

(3) Jconsulted wWith TSA| ho referred the issue to 1p7c
CDC | | Tod | subsequently advised

that this matter should be referred to FBIHQ to determine if this

is an IOB violation and that the documents in question should be
sealed.

0 >§} On October 26, 2005, SAa F;lwas advised of CDC b6
| ~Jinstructions and sealed the documents in an biC

sﬁﬁ{mr

2




SMET bl

b2
To: Coun m: | AJ 23i
Re: (8) 10/26/2005

envelope. This sealed envelope will be placed into the file
pending further instructions.



SEBRFT
m: [

To: Counterintellicencg Exam:
Re: (S) 10/26/2005
LEAD(s) :

Set Lead 1: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(m”“>§i Read and clear.
Set Lead 2: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

‘m~}£j Read and Clear.
Set Lead 3: (Info)
I1IS

AT INSD

tm~£g§ Read and clear.

¢

SPCRET

b1l
b2
b7E
b7A



(01/26/19+8)

SPERET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/24/06

To: Directecr's Office

Inspection Attn: IIs

b2
1 Aten: coC b1z
b6
b7C

From: General Counsel
National Security Affairs/Room 7947
Contact: Julie F. Thomas
DATE: 05-29-2007
Approved By: Thomas Julie F CLASSIFIED EY 65179 dmh/ksr/gcl

| i REAZO0N: 1.4 (c)
DECLASSIFY ON: 05-29-2032

Drafted By:

bl

@ 38 0’
Case ID #'./ P& __278-HO-C1229736-VTO - | b7E

(S)) b7A

Title: (Uleﬁ( POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER
20061 b2

(.
Synopsis: E&} It is the opinion of the Office of the General
Counsel (OGC) that the above-referenced matter must be reported
to the IOB and to the FBI's Office of Professional Responsibility
(OPR) . OGC will prepare and deliver the required correspondence
to the IOB. OCur analysis follows.

ALL INFORMATION CONTAINED
(U) Deriv T G-3 HEREIN IS UNCLASSIFIED EXCEPT
D §sify On: WHERE SHOUN OTHERWISE

(U}
Reference: b}( 278-HQ-C1229736 Serial 2526

Uy . , . . ,
DetailJ.JE}<: As noted in the electronic communication (EC), this
matter hag arisen as a result of a Naticnal Security Letter (NSL) b2

issued by in a full field counterintelligence b7E
investigation.

b6
b7C

N G/DOJ REVI | DATE: L"”(,\.
ol L | .
FBI INVESTIGAT/™ - =

0IG/DOJ INVESTIGATION:




Sé&RET

To: From: General Counsel
Re: . 78-HQ-C1229736-VIO, 3/24/2006

(I

bl
b2
b7E
b6
p7C
b7A

bl
b2
b7E
b7A

(s) |

f Upon bl
review, it was discovered that the documents provided no b2
information forf] J b7E

mIWW~CX{ The matter was referred to the CDC, who advised
that it should be directed to FBIHQ, and that the documents in
question should be sealed.
-
“E%(:On October 26, 2006, the documents were sealed and
placed in the file pending further instructions.
(S) As required by Executive Order (E.O.) 12863 and
Section 2-56 of the National Foreign Intelligence Program Manual bl
(NFIPM), OGC was tasked to determine whether the erroneous p7Dh
production by | of records uprelated to the
subject but peftaining to | Jis a matter which

must be reported to the IOB. It 1is.

sgpng
2



5&%&@T
b2

To: From: General Counsel b7E
Re: ) - -C1229736-VIO, 3/24/2006
1y

(B< section 2.4 of E.O. 12863, dated 9/13/1993.
mandates that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division, and the General Counsel, OGC,
respectively) report to the IOB all information "concerning
intelligence activities that they have reason to believe may be
unlawful or contrary to-Executive Order or Presidential

directive," Tn this instance, the erroneous production by 7D
of records unrelated to the subject, but bl
pertaining tol | was done without the

authorization required by law. Conseguently, in accordance with
E.0. 12863 and Section 2-56 of the NEIPM, the error must be
reported to the IOB, which this Office will do.



o
e

To: From: General Counsel
Re: - - -C1229736-VIO, 3/24/2006

{u)
Set Lead 1: (Action)
AT
(8)
Set Lead 2: (Discretionary)
INSPECTION

AT WASHINGTON, D.C.

{(U) For appropriate action.

- Ms. Thomas

= e
|

- —IUB LIDrary

S?QRET

b2
b7E

bz
b7E
bl
b7D



DECLASSIFIED BY 65178 duh/ksr/gcl
0N 05-25-2007

BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Friedman:
This letter forwards for your information a self- b2

explanatory enclosure entitled, "Intelligence Oversight Board
(ICB) Matter, IOB 2006 (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigaticns. (U)

Enclosure

1 - 278-HQ-C1229736-VIO = { il

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

DerY : ulfi rces
Decl i : Marc p
ey



Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker III
Counsel for Intelligence Policy and Review
U.S. Department of Justice
Room 6000



DATE: 29-2007

ALL INFORMATION CUITI'AINED. % T CLASS D BY 55179 duwh/kar/gol

HEREIN IS UNCLASSIFIED EXCEPT FEASON: 1.4 (c)
WHEPE SHOWN OTHERWISE DECLASSIFY OM: 05-23-2032

INTELLIGEN GHT BOARD (IOB) MATTER b2
FIELD OFFICE b7E
- IOB MATTER 2006{ _ |s) (8]
| ;%<; The| Field Office of the Federal Bureau
of Investigation has reported an error in ¢ niunction with a
(5] responge to a National Secnrity Letter (NSL -

' pursuant to tNeNSL, i ot E%
D
b2
bTE

(U) This matter has been reported to the FBI's Office
of Professional Responsibility for appropriate action.

Der® : G-3
D sify on:

SECRET



FEDERAL BUREAU OF INVESTIGATION

(Rev. 01-31-2003)

Precedence: ROUTINE Date: 05/11/2006
To: General Counsel Attn: NSLB

From: Inspection

Internal Investigation i IPU, 1865
Contact: CRS Ext.

. b6
Approved By:r kf"‘*. b7C
PP ,jﬂé’( \ 0]
Drafted By: ﬂiﬁ/
Case ID #: (u) 278-HQ-C1229736-VIO (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRAC 2118 b2
OGC/IOB# 2006+

Synopsis: (U) To report a potential Intelligence Oversight Board

(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736 Serial 2526
278-HQ-C1229736-VIO Serial 1315

Details: (U) The Internal Investigations Section (IIS) received
an EC from Baltimore Division dated 10/26/2005, reporting a
possible IOB error. Based upon a review of the referenced EC it
is the IIS's opinion the incident described therein is not
indicative of willful misconduct. Therefore, no internal
investigation will be conducted by the IIS and this matter is
being relegated to the NSLB for whatever action they deem
appropriate.

"

ALL INFORMATION CONTAINED
HEREIN I3 TNCLASSIFIED
DATE 0Z-29-2007 BY 65179 duh/kar/gel



SEQRET

FEDERAL BUREAU OF INVESTIGATION

(Rev. 01-31-2003)

Precedence: ROUTINE Date: 05/11/2006

To: | B Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations Section, IPU, Room 11865
Contact: CRS | ] Ext.

b2

b7E
' e e b6

rtz DATE: 0O5-12-2007 b7C
CLASSIFIED BY 5517% duh/ksr/gcl

— )kl
PEASON: 1.4 (c)
Drafted By: | | DECLASSIFY ON: 06-12-2032

Approved By: [

vy Case ID #: (U) 263-HQ-0-U-YSo(Pending)

Title: (U)  INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2718
OGC/IOB# 2006 b2

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

ALL INFORMATION CONTAINED
{0y % M HEREIN I35 UNCLASSIFIED EXCEPT
8ify On: WHERE SHOWN OTHERWISE
Enclosure(s): (S)
(U) 278-HQ-C1229736 Serial 2526

bl
b2

b7E
Z78-HQ-C1229736 Serial 2526 bTA

)
)
} 278-HO-(C122973a_VI0O Serial 1315
)

Reference:

Details: (U) Upon review of [ ]Division's captioned b2
report of a potential IOB violation, IIS did not find the matter ©b7E
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) 1IS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by

National Security Law Branch/OGC EC, dated 03/18/2005
(319X-HQ-A1487720 serial 6).

L 24

SEARET



U.S. Departme. of Justice

Office of the Inspector General

DATE:

TO:

FROM

Washington, D.C. 20530

November 15, 2006 ALL FEI INFORMATION CONTAINED

HEREIN I3 UNCLASSIFIED
DATE 05-29-2007 BY 65172 doh/ksr/gcl
Kenneth W. Kaiser
Assistant Director
Inspection Division

Federal Bureau of Investigation

P > .v-;g, .

- £ o & $
S s et g} s
- Sty

: Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2006008196

NN

Subject: Unidentified
C—Ipivision b2

b7E
FBI No. 263-0-U-450
We consider this a management matter. The information is being provided to you

for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation dees not have a
right to have access to an OlG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment



ALL FBI I'HATIDN CONTAINED
HERETN IS WWCLASSIFIED

DATE 06-12-2Z007 BY 65179 duwh/ksr/gcl

b2

0IG - INVESTIGATIONS DIVISION - Complaint Form 01G NO.1 l689—2006-008196—M

R AR H 6

Received Byl | 7C Date Received: 05/11/2006 How Received: A

SUBJECT: Unidentified, FBI SSNO:

Title: UNID .Pay Plan: D.O.B.:

Component: FBI EOD Date: Alien No.:

Misc: F.B.I1.No.:

Home : B.O.P.No.:

Phone: Z1P: D/L No.:

Work: Offenses: 689

Phone: ZIP:

COMPLAINANT: Thomas, Julie F. SSNO:

Title: ATTY Pay Plan: D.O.B.:

Component : FBI EOD Date: Alien No.:

Misc: F.B.I.No.:

Home : B.O.P.No.:

Phone: Z1Pp: D/L No.:

Work: General Counsel,

Phone: ZIPp:

Confidential: Revealed: Authority: none

e
Details:

unauthorized information.

The FBI provided information reporting a possible IOB matter regarding the interception of
As a consequence of an error on the part of a communications

carrier, the FBI unintentionally obtained unauthorized information.
ALLEGATIONS: 689 1I0B Violation
Occurrence Date: 02/16/2005 TIME: b2
ciTy| | State: L7E Zip:
[ T — T
DISPOSITION DATA: Disposition: M Date: 04/27/2006 Approval: POWELL, GLENN G
lag
Referred to Agency: FBI Date Sent: 11/15/2006 Component: FBI
Patriot Act: N Civil Rights: N Component Number:
Sensitive: N Whistleblower: N Consolidated Case Number:
Remarks:

11/15/06- Sent to Kaiser/FBRI/INSD.
in a secure container.

Predicating material will be maintained within OIG/INV

Paae 1 of 1

Printed 11/15/2006 2:08:56

b7E




(Rev . 1-31-2003)

SECRRT

FEDERAL BUREAU OF INVESTIGATION -
ST )N

(Pb‘ b2
Precedence: ROUTINE Date: 03/27/2006
P
To: “inspection Attn: TIIS
General Counsel Attn: NSLB
From:
Chief Division Caupsel
Contact: b2
b7E

Approved By:

Drafted By:

DaTE: 05-22-2007 b6
CLASSIFIED BY 65179 duh/kar/gely ..
PEASON: 1.4 {c)
DECLASSIFY ON: 05-29-2032 b1

b2

Case ID #: (3)

b7E
b7A

SR

< 78-HQ-C1229736  (Pending)

ﬂﬂaﬁ%

Title:l:u,:l><‘<

o
Synopsiei::PSi: NSL directed at incorrect telephone number.

SA
SS

b6
b7C

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER, (IOB)
1

. - ALL INFORMATION CONTAINED
) DeM3 HEREIN 15 UNCLASSIFIED EXCEPT
De Sify On: WHERE SHOWN OTHERWISE
(51 D .
Details: {S)
b1
= b7A
) .
b6
p7C
H7D
b7A
| Co T
. -, ] sEjgeT P . |
SC M’ ?%ﬂ% siizof i .
' / Y _ i
C/R': 5/ OG , _ L !i | ?
b6 DI ;s -
b7C B S N .:;



SE)@ET
bl
pection From: J b2

03/27/20006 b7E
b7A

-3
O
—
o
— 0

05

Re:

‘m‘:PSi On 03/23/2006, case agent received the toll
records results on a CD. ©On 03/24/2006 case agent opened the
toll record results on his computer and immediately noticed the
discrepancy 1in the telephone number. The case agent immediately
notified his supervisor and put the original CD in a CD box which
was then sealed and submitted to the custody of the Chief
Division Ccounsel.

(U3:§§i Nothing from the original NSL was uplcaded. No
personal or identifying information on the incorrect telephone
number was uploaded into ACS from the NSL return. Additionally,

No ACS checks, IDW,[::::]or other restricted government data base b2
checks were done on any information from the NSL return. Also,
no open source or internet checks were done on the information.

WI“EB<: A copy of the original NSL as well as the
resultant information is being maintained in the Chief Division
Counsel's safe,

‘________HH%;Q: As nothing from the NSL has been reviewed, A/SAC b2
Frecommends no administrative adtion be taken in this b7E

TacLrer.



SEy(éET

To: InSE oot ion Ly~ . I 1
Re: (S) 03/21/2006 =

IN
LEAD (s) :

Set Lead 1: (Info)
INSPECTION

AT WASHINGTON, DC

(U) Read and clear.
Set Lead 2: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) Read and clear.

*



(Rev. 01-31-2003)
Q&RET
FEDERAL BUREAU OF INVESTIGATION
b2
Precedence: ROUTINE Date: (04/18/2006 b7E
b6
To: Attn: CDC k7C
SSA
SA
Counterintelligence Attn: CD-2A, UC
Inspection Attn: 1IIS, CRS

From: Office of the General Counsel
NSLB/CILU/Room 7947
Contact: AGC

DATE: 05-29-2007

CLASSIFIED BY 65179 dmh/ksr/gel
REAZON: 1.4 (c)

DECLASSIFY 0ON: 05-258-2032

Approved By: _Thomas Julie F

Drafted By:

(I

Case ID #: {x{ 278-HQ-C1229736-VIO Serial 1346 (Pending)
. ALL INFORMATION COANTATNED
'rltle(m,M INTELLIGENCE OVERSIGHT BOARD  ppprin IS UNCLASSIFIED EXCEFT
MATTER 2006-280 WHERE SHOWN OTHERWISE

Uy
Synopsis:(jgéi It is the opinion of the Office of the General Counsel
(OGC) that this matter must be reported to the Intelligence Oversight
Board (IOB). OGC will prepare and deliver the necessary
correspondence to the IOB.

bl
D ssify On: b7E

b7a
Reference: (S)
L m - . b2
Details: EB( By electronic ¢ ] (EC) dated 03/27/2006, the b7E
Field Office equested that OGC review the

facts of the captioned matTer and determine whether it warrants

b6

b7C

FBI INVESTIGATION: 775 |
0IG/D0J INVESTIGATION.”
S?%RET

\ B
&W%ﬁ;ﬁ/@r@



SBCRET oo
. b7E
To: From: Office of the General Counsel
Re: 8-HQ-C1229736-VIO, 04/18/2006
reporting to the IOB.' In our opinion, it does. Our analysis
follows.
bl
( b2
b7E
b7A

{m

M

SR :;%éi On 02/09/2006, during the course of the investigation,

a case agent forwarded an email to an investigative support specialist
(ISS) asking the ISS to create National Security Letters (NSL) for two
telephone numbers that were associated with the subject of the
investigation. On 02/13/2006, the ISS created NSLs for the two
telephone numbers. Due to an inadvertent error, however, one of thepl
telephone numbers was erroneouglu tranccrihad d _Tha Mo ith the b7D
erroneous telephone number was}

iU):IS(: On 03/23/2006, the case agent received the toll records
on a CD. On 03/24/2006, the case agent opened the toll records and
immediately noticed the discrepancy in the telephone number. The case
agent promptly notified his supervisor and placed the original CD in a
CD box. The CD box was sealed and submitted to the custody of the
Chief Division Counsel.

tm”':P§i Nothing from the original NSL was uploaded.
Specifically, no personal or identifying information on the incorrect
telephone number wag uploaded into ACS from the NSL return. Further, p»
no ACS checks, IDW, or other restricted government data base
checks were perform&TOn any information from the NSL return.

(1), b2

b7E

‘js{i EC from| {to occ dated 03/27/2006 and EEE

titled "Possible Intelligence Qversight Board Matter, (IOB) SA

SSA r

2 (U) A “United States person” (USP)is defined in Section
101(i) of FISA {(codified at 50 U.S.C. § 1801 et seg.) as “a
citizen of the United States [or] an alien lawfully admitted for
permanent residence (as defined in section 101{a) {20} of the
Immigration and Naturalization Act) . . . .”

> (U) In order to avoid any further dissemination of this
incorrect telephone number, the number is not being listed in

this document.
\7€.CRET
2



SPéRET
b2

To: rﬁ | From: Office of the General Counsel b7E
Re: 278-HQ-C1229736-VIO, 04/18/2006

Finally, no open source or internet checks were conducted on the
information.

) “ES( A copy of the original NSL and the information received
are being maintained by the Chief Division Counsel in his safe.

(U) Section 2.4 of Executive Order (EOQO) 12863, dated
09/13/1993, mandates that Inspectors General and General Ccunsel of
the Intelligence Community components {in the FBI, the Assistant
Director, INSD, and the General Counsel, OGC, respectively) report to
the IOB intelligence activities that they have reason to believe may
be unlawful or contrary to Executive order or Presidential directive.
This language was adopted verbatim from EO 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight Board
(PIOB) .

(U) By longstanding agreement between the FBI and the IOB
(and its predecessor, the PIOB), this language has been interpreted to
mandate the reporting of any violaticn of a provision of The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG), or other guidelines or
regulations approved by the Attorney General in accordance with EO
12333, dated 12/04/1981, if such provision was designed in full or in
part to ensure the protection of the individual rights of U.S.
persons. Violations of provisions that are essentially administrative
in nature need not be reported to the IOB. The FBI is required,
however, to maintain records of such administrative viclations so that
the Counsel to the IOB may review them upon request.

W’"i&& NSLs are administrative subpoenas that allow the FBI to
obtain three types of information: (1) telephcone and email
communication records from telephone companies and internet service
providers (Electronic Communications Privacy Act (ECPA)) (18 U.S.C.

§ 2709); (2) financial institution records (Right to Financial Privacy
Act) (12 U.S.C. § 3414(a)(5)(A)); and (3) credit bureau information
(Fair Credit Reporting Act) (15 U.S5.C. § 1681lu (a), (b)). ECPA, 18
U.S.C. § 2709, provides that the FBI may seek toll billing information
from telephone carriers that is relevant to an authorized national
security investigation. Section V.12., Investigative Techniques, of
the NSIG provides that NSLs may be issued in conformity with statutory
requirements, including 18 U.S.C. § 2709.

(Uﬁ‘jkﬁi In this situation, the information obtained by the FBI
was not relevant to an authorized national security investigation.
Due to the incorrect number stated in the NSL, the FBI received
telephone toll billing records pertaining to a telephone number that
was nelither under investigation nor related to an investigation.

s}énm

3



‘ SEJnET ‘
b2

To: From: Office of the General Counsel b7E
Re: ZI7/8-HQU-CIZZ9736~-VIO, 04/18/2006

Therefore, the information was imprcperly collected, although
unintentionally so, in violation of the NSIG and ECPA.

T3¢ It should be noted that Iresponse in
receiving the erroneous information was commendable. Upon receiving
the incorrect toll records, the case agent immediately noticed the
discrepancy, notified his supervisor, and placed the original CD in a
CD box. Proper procedures were then undertaken by sealing the CD box
and submitting the box to the Chief Division Counsel's custody. No
personal or identifying information on the incorrect telephone number
was gded into ACS from the NSL return. Further, no ACS checks,
IDW,I | or other restricted government data base checks were
performed on any information from the NSL return. Finally, no open
source or internet checks were conducted on the information.

(U) Here, the target's rights were not violated because he
was not the subject of the improperly collected information. It is
unknown whether the erroneous information received pertained to a
United States Person, inasmuch as there has been no review of the
information. ©Nonetheless, based upon the fact that information which
may be about a USP was improperly, although inadvertently, collected,
and in accordance with the reporting requirements of Section 2.4 of
Executive Order 12863, OGC will prepare a cover letter and a
memorandum to report this matter to the ICB.

SEZRET

b2
b7E



b2

To: From: Office of the General Counsel bTE
Re: 2 18-HQ-C1229736~VIO, 04/18/2006

LEAD (s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) For information.

Set Lead 3: (Action) b2
I b7E

o |

(U) The CDC should continue to retain custody of the improperly
received information. This information should continue to remain
sealed and sequestered in the CDC's safe until further direction from
OGC.

cc: Ms. Thomas b6
b7C

ICB Library

*

ET

¥



DECLASSIFIED BY £5179 dumh/ksr/gcl
NN 05-29-2007

BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Cversight Board
Room 50209

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
2006 " (U)
zooe{ 1

b2

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a

determination of whether any administrative action is warranted.
(0)

Enclosure

1 - 278-HQ-C1229736-VIO~ { ( /
UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

De Yy On:



® @
e

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Albertc R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150



. DATE: LII!—EQ—EDU?

ALL INFORMATION CONTAINED CLAZYTFIED BY 65179 dmby/ksr/gcl
HEREIN 135 UNCLASSIFIED EXCEPT FEASON: 1.4 (€]
WHERE SHOUN OTHERWISE DECLASSIFY ON: 05-29-2032
SECRET
INTELLIGENCE QUERSTIGHT BOARD (IOB) MATTER .
IELD OFFICE bTE
TOB MATTER 2006 U)
bl
() f oS
b7E
b7A

o L

On February 2, 2006,
an FBI case agent

orwarded an email to an FBL investigative support specialist

(ISS) asking the ISS to create National Security Letters (NSL)

for two telephone numbers that were associated with the subject
of the investigation. On February 13, 2006, the ISS created NSLs
for the two telephone numbers. Due to an inadvertent error,
however, one of the telephone numbers was erroneously

transcribed The NST. with the erroneous telephone number was bl

b7D

iuﬁ'“:hii Due to the incorrect number stated in the NSL, the
FBI received telephone toll billing records pertaining to a
telephone number that was neither under investigation nor related

to an investigation. The error was discovered upon receipt of
the information, and the records were neither reviewed nor used
for any investigative purpose. Despite the inadvertent nature of

the mistake, the fact remains that information was improperly
collected on a telephone number unrelated to an investigation.
The overcollection was a violation of Section V.12. of The
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection.! Thus, the
matter is being reported to the IOB.

Der from+—G-3
Dec Tiy om—X=
SESX%?

— (T} -

b Section V.12. authorizes use of National Security

Letters in conformity with 18 U.S.C. § 2709 (relating to
subscriber information, toll billing records, and electronic
communication transactional records). The statute requires that
information sought is relevant to an authorized national security

investigation.
SQEQFT



(Rev 01-31-2003)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 05/15/2006
To: General Counsel Attn: NSLB
From: Inspection
Internal Invegtigationsg Section IPU, R 1865
Contact: CRS| | Ext.[ffff:j
b2
. b6
Approved By: ‘ ALL INFORMATION CONTAINED bc
lef’/ HEREIN IS UNCLASSIFIED
Drafted By: | DATE 05-23-2007 BY 65179 duh/ksr/gcl
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (u) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING 22 b2
OGC/IOB# 2006
Synopsis: (U) To report a potential Intelligence Oversight Board

(IOB) matter to the Cffice of General Counsel, National Security
Law Branch (NSLB) .

Reference: (V) 278-HQ-C1229736 Serial 2540
278-HQ-C1229736-VIO Serial 1346

Details: (U) The Interpal Investigations Section (IIS) received
an EC from| |Division dated 03/27/2006, reporting a
possible IOB error. Based upon a review of the referenced EC it
is the IIS's opinion the incident described therein is indicative
of a performance issue. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*"

b2
b7E



SEeRET
FEDERAL BUREAU OF INVESTIGATION

(Rev. 01-31-2003)

Precedence: ROUTINE Date: 05/15/2006

To: rﬁ 4] Attn: SAC (Personal Attention)

From: Inspection b7E
Internal Investigations Section, IPU, 1865 ESC
Contact: CRS| |Ext.

Approved By: | | DECLAZSIFIED BY 65179 duh/ksr/gcl

ON 05-25-2007

Drafted By:

+ Case ID #: (U) 263-HQ-0-U - 454 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2022

OGC/IOB# 2006:] b2

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

8ify on:

Enclosure(s) : (U) 278-HQ-C1229736 Serial 2540

Reference: () 278-HQ-C1229736 Serial 2540
278-HQ-C1229736-VIO Serial 1346

b2
Details: (U) Upon review of[gi Division's captioned b7E
report of a potential IOB violatiom, I15 did not find the matter
indicative of willful misconduct. TIIS only addresses allegations

where deliberate and/or aggravated misconduct is evident.

(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/CGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.
*
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. US. Departme;* Justice

Office of the Inspector General

DATE: November 21, 2006

ALL FBI INFORMATION CONTAINED
HEREIN IS TINCLA3SIFIED

TO: Kenneth W. Kaiser DATE 05-29-2007 BY 65179 dwh/ksr/ycl

Assistant Director
Inspection Division
Federal Bureau of Investigation

FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division

Division b2
Q-0-U-454 b7E

- We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

L]

This complaint will be investigated by the OIG.

[]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has {a) requested confidentiality or (b) expressed a fear of reprisal. 1f you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment



(8).

o o -
' b7E
OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO.:[:]689—2007-001022-M
Recelved By:i | gsc Date Received: 05/11/2006 How Received: A
SUBJECT: Unidentitied, FBI SSNO:
Title: UNID Pay Plan: D.O.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home: B.O.P.No.:
Phone: ZI1p: D/L No.:
Work: Offenses: 689
Fhone: ZIP:
COMPLAINANT: | SSNO:I |
Title: ATTY Pay Plan: D.O.B. :|
Component: FBI EOD Date: Alien No.: b2
Misc: F.B.I.No.: b6
Home: | | B.O.P.No.: g
Pnone: () - Z1iP: | l D/L No.:
Work: , ,
Phcne: | ZIp:
Ceontiderlrcrars Revealed: Authority: none
SR O
Details: (8) .
The FBI provided information regarding a potential IOB matter. Eé
b7E
Oon 2/9/06, during the course of {4 in the |Division, a case b7D
agent requested an Investigative Support Specialist (ISS} to create National Security b7A
Letters (NSL) for two telephone numbers. The ISS inadvertently transcribed one of the
mbers incorrectly and the NSL with the erronecus telephone - —bej.
ALLEGATIONS: 689 IOB Violation
Occurrence Date: 02/13/2006 TIME: b2
cITY: | State: b7E Zip:
| e R
DISPOSITION DATA: Disposition: M Date: 05/11/2006 Approvai: POWELL, GLENN G
e
Referred to Agency: FBI Date Sent: 11/20/2006 Component: FBI

Patriot Act: N Civil Rights: N Component Number:

Sensitive: N Whistleblower: N Consclidated Case Number:

263-HQ-0-U-454

Remarks:

11/20/06: The predicating material contains classified information
in a secure container at OIG/INV/HQ.

which is being stored

DATE:

05-29-2007

FBI INFO.
CLASSIFIED BY £5179 dwh/ksr/gecl
FEAZON: 1.4 i)

LDECLASSIFY ON:

Page 1 ot 1

Printed 11/20/2006

as-29-2032

11:39:19



(Rev 01-31-2003)

(5) g

(3)

e

FEDERAL BUREAU OF INVESTIGATION ’4% 2(\4/&)0

Precedence: ROUTINE Date: 03/13/2006
To: Counterintelligence Attn: CD-2C, SSA
General Counsel Attn: NSLB
Inspection Attn: 1IIS
From: b2
Squad 23 b7E
Contact: SA l b6
R b7C
Approved By: | 2l DATE: 05-29-2007
ﬂy\ CLAZSIFIED BY 65179 dwmh/ksr/gcl
« REASON: 1.4 (c)
DECLASSIFY ON: 05-29-2032
i bl
Drafted By: L Irmybﬁ no
/ b7E
Case ID #: (S)[ 5%
w-PRY  278-BQ-C1229736-VIO (Pending) -\ 1
ALL INFORMATION CONTAINED o
Title: (S) HEREIN I3 UNCLAS3IFIED EMCEFT STE
WHERE SHOWN OTHERGISE
(-
Synopsis: Z§¥<:To advise FBIHQ of facts that could
conceivably be reportable to the IOB. The Division b2
sent an NSL requesting billing and subscriber records for a b7E
cellular phone believed to be owned by the subject, however in
addition, the company returned the records of the prior
subscribers for that telephone number. | |is
forwarding the facts surrounding this incident to FBIHQ to
determine whether there is a reportable IOB violation.
W peq =7 .
sify On: 03 bl
Enclosure(s)ﬂWé}E{i A copy of the original National Security bl
Letter cover EC; a copy of the National Security Letter; and a b7D
._copy of the EC documenting the caollection nf records from
Details: (S) bl



SPSRET

b2
To: Counterintelligence From: | | Dk
Re: () | l03/13/2006 iy
b7C

(8) |

bl
b7D

7

s

bl
b2
b7E
b6
b7C
b7D

1)

bl
b2
b7E
b6
b7C
b7D

(U} -¥$¥ Upon this discovery, SA[:::::]sealed the disk
in DPreps tion for nogsih advisement by SSA

and CDC that this matter b
Snould be retfterred to FBIRY To determine 1f this is an IOB b7C
violation and that the documents in question should be sealed.

(U - This sealed envelope will be placed into the
file pending further instructions.

SE¥RET

2
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To: Counterintelligence From: J bl
Re: (8S) L, |O3/13/¢OO6 b2
b7E
LEAD (s) :
Set Lead 1: (Info)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

(UI»E&( Read and clear.
Set Lead 2: {Action)

GENERAL COUNSEL

AT WASHINGTON, DC

WWZXQ NSLB is requested to advise on the b2
appropriate handling procedures of the records received that b7E
were outside the scope of the NSL.

Set Lead 3: (Info)
IIS
AT INSD

iU)‘EXi Read and clear.

¢

sﬁéRET
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FEDERAL BUREAU OF INVESTIGATION

(Rev. 01-31-2003)

Precedence: ROUTINE Date: 05/19/2006

To: Attn: Ssal |

SA

Counterintelligence Attn: CD-2C, SSA

Inspection Attn: 1IIS, CRSI‘ ]
b2
From: Office of the General Counsel b7E
NSLB/CILU/Room_7947 bé
Contact: AGC ] b7¢C

Approved By: Thomas Julie F DATE: 05-29-2007 .
CLASSIFIED BY 65179 dumh/ksr/gcl

FE4S0N: 1.4 ic)
LAZZIFY : -28-2032
Drafted By: DECLAZZIFY ON: 05-25-20
“J:I Joan g
Case ID #: Jx{ 278-H0-C1229736-VIO (Pending) - / /%

(U ALL INFORMATION CONTAINED
Title: M INTELLIGENCE_QVERSIGHT BOARD HEEEIN IS UNCLASSIFIED EXCEFT

MATTER 20064 WHERE SHOWN OTHERWISE

b2

-

Synopsis: BY_ It is the opinion of the Office of the General
Counsel (OGC) that this matter need not be reported to the
Intelligence Oversight Board (IOB). Rather, it should be
maintained in the control file for periodic review by Counsel to
the IOB. Our analysis follows.

Administrative: U ) This electronic communication (EC) contains
information from the following documents: (1) a copy of the
National Security Letter (NSL) dated 10/25/2005; opy of

the EC dated 10/25/2005 forwarding the NSL to thet%i:f:TField
Division to be served on the carrier; (3) a copy of the FEC dated
02/01/2006 del;gg;;ng_;hﬁ results of the NSL to thel

Field Office and (4) a copy of the EC dated D2
03/13/2006 from to OGC reporting a potential IOB e
matter.

Reference: (S)

D Ssify On: 0|GID°JREW e

FBI INVESTIGATI '

" )
SECRET 0IG/DOJ INVESTIGATION; ~—




seChgT
b2

To: | | From: Office of the General Counsel LTE
Re: 278-HQ-C1229736-VIO, 05/19/2006

(U

Details: #£% By EC dated 03/13/2006,[ | requested that b7E

OGC review the facts of the captioned matter and determine whether

it warrants reporting to the IOB. As explained below, in our

opinion, the FBI is not required to report this matter to the IOB.

(S)[
bl
b2
b7E
b6
b7C
b7D
(U) & on 02/01/2006, thel | ivision forwarded the
results of the NSL tol_ | The results arrived in two
formats, paper and CD. Upon receipt of the information, E?E
l - |reviewed the paper format. The paper copy detailed the

subject's telephone records and identified the siubject as the

user of the cellular telephone number. assumed that

the CD contained the same information.

(U) ) However, on 03/13/2006, viewed the
contents from the CD and learned that Che CD contained more E%E

information than the paper copy. The information contained in
the disk included the records of prior subscribers for that same
telephone number. Upon the discovery of this additional
information not relevant, although lawfully obtained, the case
agent sealed the disk in an envelope and informed her supervisor
and the Chief Division Counsel (CDC) of the incident. Currently,
the disk remains 1in a sealed envelope.

(U) Section 2.4 of Executive Order (EO) 12863, dated
09/13/1993, mandates that Inspectors General and General Counsel
of the Intelligence Community components (in the FBI, the
Assistant Director, INSD, and the General Counsel, O0GC,
respectively) report to the IOB intelligence activities that they
have reason to believe may be unlawful or contrary to Executive
Order or Presidential Directive. This language was adopted
verbatim from EO 12334, dated 12/04/1981, when the IOB was known
as the President's Intelligence Oversight Board (PIOB).

(U) By longstanding agreement between the FBI and the
IOB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of The Attorney General's Guidelines for FBI National

srs}ag:'r
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SE%RET
b2

To: | | From: Office of the General Counsel b7E
Re: 278-HQ-C1229736-VIO, 05/19/2006

Security Investigations and Foreign Intelligence Collection (AG
Guidelines), or other guidelines or regulations approved by the
Attorney General in accordance with EO 12333, dated 12/04/1981,
if such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons. Violations
of provisions that are essentially administrative in nature need
not be reported to the IOB. The FBI is required, however, to
maintain records of such administrative violations so that the
Counsel to the IOB may review them upon request.

in*)Sﬁ NSLs are administrative subpoenas that allow the
FBI to obtain three types of information: (1) telephone and
email communication records from telephone companies and internet
service providers (Electronic Communications Privacy Act (ECPA))

(18 U.S.C. § 2709); (2) financial institution records (Right to
Financial Privacy Act) (12 U.S.C. § 3414 (a) (5) (A)); and (3)
credit bureau information (Fair Credit Reporting Act) (15 U.S.C.

§ 1681u (a), (b)). ECPA, 18 U.S.C. § 2709, provides that the FBI
may seek toll billing information from telephone carriers that is
relevant to an authorized national security investigation.
Section V.12., Investigative Techniques, ©f the AG Guidelines
provides that NSLs may be issued in conformity with statutory
requirements, including 18 U.S.C. § 2709.

tUJ’“}EH: Here, during an authorized investigation,' the FBI
properly served an NSL on a telephone carrier. 1In response to
the properly served NSL, the FBI obtained information regarding
prior subscribers' records that were not relevant to the
investigation.? It appears that this information, although
lawfully obtained, 1is not relevant to the investigation and
should be segregated to protect the potential privacy interests
of United States persons. As already accomplished in this
matter, once information not relevant to an authorized
investigation is received, the field shall seal and sequester
such information.

bl

S

? The target's rights were not violated because he was not
the subject of the improperly collected information. It is
unknown, however, whether the information of prior subscribers’
records pertained to a United States Person inasmuch as there has
been no review of the information.

sﬁ;@r
3
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b2

To: From: Office of the General Counsel b7E
Re: 278-HQ-C1229736-VI0O, 05/19/2006

(U) Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4 of
EO 12863, it 1is our opinion that this error need not be reported
to the IOB. A record of this decision should be maintained in
the control file for future review by the Counsel to the IOB.

S;&&ET
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b2
To: | |From: Office of the General Counsel b7E
Re: 2718-HQO-C1229736-VIO, 05/19/2006

LEAD (s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set lLead 2: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) For information.

Set Lead 3: (Action) b2

AT

(U) With respect to the informaticn that was improperly
received from the carrier, please seal it and sequester it within
the CDC's safe. The information should continue to remain sealed
and sequestered in the CDC's safe until further directicn from
OGC.

cc: Ms. Thomas b6
b7C

IOB Library

**



(Rev. 01-31-2003)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 06/05/2006
To: General Counsel Attn: NSLB

From: Inspection
Internal Investigationa Section.  IPU, ROfm 11865

Contact: CRS Ext .
b2
Approved By: I ] ) ALL INFORMATION CONTAINED b6
' HEREIN IS UNCLASSIFIED b7¢C
Drafted By: as DATE 05-29-2007 BY 65179 dmh/ksr/gel

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2060
OGC/IOB# 2006-0287

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1254
278-HQ-C1229736-VIO Serial 1379

Details: ernal Investigations Section (IIS) received

an EC from Division dated 03/13/2006, reporting a

possible IOB error. Based upon a review of the referenced EC, it
ig IIS's opinion the matter described therein is not indicative
of willful misconduct. Therefore, no internal investigation will
be conducted by the IIS and this matter is being relegated to the
NSLB for whatever action they deem appropriate.

*

b2
b7E



sPERET/ /20310605
FEDERAL BUREAU OF INVESTIGATION

(Rev. 01-31-2003)

Precedence: ROUTINE Date: 06/05/2006

To: | l Attn: SAC (Personal Attention)

b2
b7E
b6
b7C

From: Inspection
Internal Investigations Section, IPU, Room 11865
Contact: CRS| | Ext.

« DATE: 05-29-2007

Approved By: o CLASSIFIED BY 65179 duh/ksr/gcl
FEAZDN: 1.4 (c)

Drafted By: kas DECLASSIFY ON: 05-29-2032

/Case ID #: (U) 263-HQ-0-U Serial 459 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT RBROARD MATTER

INSD/IIS TRACKING# 2060 ALL INFORMATION CONTAINED

OGC/IOB# 2006|:| HEREIN I5 UNCLASSIFIED EXCEPT

WHERE 3HOWN OTHERWISE

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

8ify On: 2 bl

Enclosure(s) : (S b7E

b2

Reference: (S) 12
(U) Z78-HQ-Cl229736-VIO Ser1al 1254 b7E

Details: (U) Upon review of |:I Division's captioned
report of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) TIIS recognizes and appreciates that this matter
was brought to our attention as required by the revisions

mandated by National Security Law Branch/OGC EC, dated 03/18/2005
(319X-HQ-A1487720 serial 6).

*
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Els Depustime, f Justice

(ittee of the Inspector General

DATE: November 20, 2006 ALL FBI INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
. DATE 05-29-2007 55179 kst

TO: Kenneth W. Kalser 5-29-2007 BY 55179 dmh/ksr/gcl

Assistant Director

Inspection Division

Federal Bureau of Investigation
FROM: Glenn G. Powell

SUBJECT: OIG Complaint No. 2007000989

1 U

Special Agent in Charge
Investigations Division

b2
Subject: Unidentified,| | b7E

FBI No. 263-0-U-459

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
0l1G.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. 1f you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a

right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment



ALL FBI INFORMATI ONTAINED b2
HEFEIN I3 UNCLASS i

b7E
DATE 056-12-2007 BY 65179 dmh/ksr/gel
5IG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. | 689-2007-000989-M

Received By: 2$C Date Received: 05/18/2006 How Received: A

SURJECT: Unidentified, Unknown SSNO:

Title: UNID Pay Plan: D.0.B.:

Component: UNK EOD Date: Alien No.:

Misc: F.B.I.No.:

Home: B.0O.P.No.:

Fhone: Z1p: D/L No.:

Werk: Cffenses: 689

Phone: LIP:

COMPLAINAENT: | ] SSNO:

Title: ATTY Pay Plan: D.0.B.:

Component : FBI ECD Date: Alien No.: b6

Misc: F.B.I.No.: b7¢C

Home L ] B.O.P.No.: b2

Phone: () - ZIP: D/L No.:

Work: , ,

Phone: | -] ZIPp: '

Confidential: Revealed: Authority: none

1 y
Details:
The FBI provided information reporting a possible I0B matter involving the information
cbtained from a telephone carrier via a properly served National Security Letter (NSL). The
FBI obtained information regarding prior subscribers' records that was not relevant to the
investigation. (dz)

* ok khkhkdhk Kk hkhkk kA kA ddhhkhkhkhdhhkhdhhbhbhhhhkhddrhdkhkdkhdhhhdidhkd*dkk*kh

ALLEGATIONS: 689 1IOB Violation

Occurrence Date: TIME: b2
CITY: ] State: b7E Zip:
F==_J=au-----r4* AL;;;;;:] —
DISPOSITION DATA: Disposition: M Date: 11/17/2006 Approval: POWELL, GLENN G
Referred to Agency: FBT Date Sent: 11/17/2006 Component: FBI
Patriot Act: N Civil Rights: N Component Number: 263-0-U-459
Sensitive: N Whistleblower: N Consolidated Case Number:
Remarks:

Case referral to Kaiser/FBI/INSD, 11/20/06 (dz)

Page 1 of 1 Printed 11/17/2006 3:17:50C



(Rev. 01-31-2003)

SééRET//20310330

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

W

Date: 03/30/2006

To: General Counsel Attn: NSLB
Attn: SSA
TFO
SIA
Inspection Division Attn: Internal Investigations

From: Counterterrorism
ITOS 1/CONUS 1/TEAM 3

Section
DATE: 05-29-2007

CLASSIFIED BY 65179 duwh/ksrigcl

REASON: 1.4 (c)
DECLASSIFY OMN: Q5-29-2032

Contact: SSA

Approved By: Hulon Willie T
Billy Joseph Jr
Heimbach Michael J

Drafted By: jat

b2
b7E
bé
b7C

ALL INFORMATION CONTAINED

HEFEIN IS5 UNCLA3Z3IFIED EXCEPT

WHEPE 3FHOWN OTHERWIZE

Case ID #: (S)

() 278-HQ-ClZ228736-VIO

(Pendlng)“lch;.

Title: {(s)

QO BA

{u -

Synopsié!“:)5£: This communication alerts Office of General

(U) INTELLIGENCE OVERSIGHT BOARD MATTERS

b6
b7C

bl
b2
b7E

bl
b6
b7¢C

Counsel (OGC)/National Security Law Branch (NSLB) of a potential ol

(@) Intelligence Oversight Board (IOB) matter pertaining to the Egc
iUi:ﬁﬁ: Deriv : =
Ssify On: 031
(8)
bl
SPERET/ /20310330 t
b6
b7C
Q; Q




To: Genexral Counsel

séEQET//2031033o

From: Counterterrorism

Re: (S) 03/30/2006
bl
. . b2
o b7E
Reference: (S)
Details: (s
(ay]
(s8)

s

S 9<RET /

/20310330
2

bl
b2
b7E
b6
b7C

bl
b2
b7E
b6
b7C
b7A

bl
b2
b7E
b7A

bl
b2
b7E
bo
b7C
b7D



SENRET/ /20310330

To: QCeneral Counsel From: Counterterrorism b1
Re: (S) 03/30/2006 b2
b7E

bl

(S| o

b7E

b7D

(S)i

bl
b2
b7E
b7D

sgz\ET//20310330
3



sﬁzﬁET//2031o330
To: General Counsel From: Counterterrorism b1
Re: (S) 03/30/2006 b2
b7E
LEAD(s) :
Set Lead 1: (Discretionary)
GENERAL COUNSEL
AT WASHINGTON, DC
(m~'ES( For action as deemed appropriate.
Set Lead 2: (Info)
L | b2
b7E

AT

tm‘)§( For information only.
Set Lead 3: (Info)

INSPECTION DIVISICN

AT WASHINGTON, DC

ﬂui”'gxi For information only.

L 44

s%ﬁng//zo310330
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FEDERAL BUREAU OF INVESTIGATION

(Rev. 01-31-2003)

O

Precedence: ROUTINE Date: 03/24/2006
To: Counterterrorism Attn: ITOS_ 1., Conus 1. Team III
SSA
General Counsel Attn: NSL
Attn: SSA
TFO
From:r |
20 b2
Contact: TFO b7E
DATE: 05-29-2007 bgc
Approved By: CLASSIFIED BY 65175 dmh/kst/gcl
PEAZON: 1.4 (c)
DECLASSIFY ON: 05-29-2032
Drafted By: .
bl
Case ID *- (S) EgE
(U) &) 278-HQ-C1229736-VIO - 1255 (Pending)
bl
Title: (s8) b6
b7C
U BA
Synopsis: (U) To advise FBIHQ of facts that may need to be
reported to the Intelligence Oversight Board (ICB).
ALL INFORMATION CONTAINED
() M Deri Iom—: -3  HEREIN IS5 UNCLASSIFIED EXCEFT
De ify Omn: WHEFE SHOWN OTHERWISE
{8) .
Enclosure(sg) (U Enclosed for the Office of General Counsel )
{5). (0GC), National Security Law Branch (NSLB), is one copv of a bl
‘National Securityv Letter (NSL) provided to b7
Detailg:
bl
b6
b7C

ce vnlle Bl ool

v (n ﬁg ] : ;;,"INS\/" &P




(51

;|

bl
To: Counfeskaxresicm —Team: o
Re: (S) 03/24/2006 e
()]
|
81 g
Bl

SE7RET

bl
b2
b7E
b6
b7cC
b7A

bl
b2
b7E
b6
b7C
b7A

bl
b2
b7E
b6
b7C
b7D

bl
b2
b7E
b6
b7C
b7D

bl
b2
b7E



SEXRET

TO . Courwi-mvﬁ- axioxi om E‘vr)m: I I bl
Re: (3) 03/24/2006 bz
b7E

(S) I

bl
b6
b7C
b7D

(U) The information contained in this EC is being
provided to OGC, NSLB and CTD for the purpose of enabling those

entities to: 1) make a determination as to whether this matter
should be reported to the IOB, and if so, to make such a report; .,
and 2) provide guidance to Division as to how the b7E

material in question shoul € handled.

s@‘v\m‘



SRERET

To: Counterterrxariaqm Erom: I l bl

. b2
Re: (8) 03/24/2006 bTE
LEAD(s) :

Set Lead 1: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) Consult with 0OGC, NSLB, and
1) determine whether the facts contained in this
communication should be reported to the IOB, and if so make such
a report; and

2) adviseE;::::::] as to how the material in
question should be handled within the Division. b2

b7E

Set Lead 2: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

U) Consult with CTD, and
1) determine whether the facts contained in this
communication should be reported to the IOB, and if so make such
a report; and

2) advise[ Ag]as to how the material in bTE

question should be handled w1th1ﬁ‘fhe| |Division.

*

SE}‘@T
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 4/26/2006 -

b7E
b6
b7C

To: | | Attn: SAC

Counterterrorism Attn: ITOS I/CONUS 1/Team 3

Inspection Attn: Internal Investicative Section
Attn: Reoom 11865

From: General Counsel
National Security Law Branch/CTLU 1/LX-1 35-100
Contact: | ]

DATE: 05-29-z007

Approved By: Ilmmuiﬂ—-] CLASSIFIED EY 55175 duh/ksr/gcl
PEASON: 1.4 (g

DECLASSIFY ON: 05-29-2032

Drafted By: | |jkf

Case ID #:"'U?'% 278-HQ-C1229736-VIO = 1360 , ' jooo o s

HERPEIN IS UNCLA33IFIED EXCEPFT

Title: (U) Intelligence Oversight Board WHERE SHOUN OTHERWISE b2

(IOB) Matter 2006
RITEN
Synopsis: D%( It is the opinion of the Office of the General
Counsel (OGC) that the above referenced matter need not be reported
to the Intelligence Oversight Board (IOB). Our analysis follows.

0 e
ssify On: XI-

- b1l

Reference: X) J8-HQ-C1229736-VIQ Serial 12609 {Dending) k;)?/E
(S)

Administrative: {(U) This communication contains one or more
footnotes. To read the footnotes, download and print the document
in Corel WordPerfect.

b2
Detailjg)‘ ) LTE

>x< By electronic communication (EC) da '
2006 and referenced above, thd:::::::::]Division
reported to the Counterterrorism Division and the Office of the

General Counsel’s National Security Law Branch (NSLB) this Egc
potential IOB matter. ,

JIGIDOJ REVIEW: | DATE: &=/ e
FBI INVESTIGATIOr: 2
SEHRET/NOFORNIGIDOJ INVESTIGATION:




SEERET
To: From: General Counsel

Re: @( 278-HQ-C1229736-VIO, 4/26/2006
(o

b2
b7E

s

ANALYSIS
(U)“>Si As required by Executive Order (E.O.) 12863

(Sept. 13, 1993) and Section 2-56 of the National Foreign
Intelligence Program Manual (NFIPM), OGC was tasked to determine

SPSRET
2

bl
b6
b7C
b7A

bl

b7E
b6

bi7C
b7A

bl
b2
b7E
b6
b7C

bl
b2
b7E
b6
b7cC
b7D



® o
SEGRET ,

To: From: General Counsel b7E
Re: )ﬁi Z278-HQ-C1229736-VIO0, 4/26/2006

(U

whether the surveillance errors described here are matters that
should be reported to the IOB. We believe that the reported
activity does not require IOB notification.

(U) Section 2.4 of E.0. 12863 mandates that the heads
of Intelligence Community components report all information to the
IOB that it deems necessary tc carry out its responsibilities.

That section requires Inspectors General and General Counsel of the
Intelligence Community to report "intelligence activities that they
have reason to believe may be unlawful or contrary to Executive
order or Presidential directive.”" This language has been
interpreted to mandate the reporting of any violation of guidelines
or regulations approved by the Attorney General, in accordance with
E.O. 12333, if such provision was designed in full or in part to
protect the individual rights of a United States person. This
includes violations of agency procedures issued under E.O. 12333,
unless they involve purely administrative matters.! For the FBI,
the Office of the General Counsel (OGC) submits reports to the

I0B.?
(S_L] bl

[ NolG

(Introduction) at 4. Section 2-56 of the NIIPM identifies as
reportable to the IOB unauthorized investigations, the use of
unlawful methods and techniques, exceeding the authorized scope of
permitted activities, and failing to adhere to minimization
requirements.’

Uy See EC from Inspection Division to All Divisions;

Title: "Revised Procedures for the Submission of Reports of
Potential Intelligence Oversight Board (IOB) Matters, Case ID #%
66F-HQ-A1247863 Serial 172 at 5-6 (2/10/2005). The Inspection
Division 1is required to maintain for three years records of
administrative violations, for possible review by the Counsel to
the IOB, together with a copy of the opinion concerning the basis
for the determination that IOB notification was not required. Id.
at 6.

w2 P See id. at 4.
{3 )ﬁj See also id. at 5, identifying reportable matters as

including: (1) activities believed to be unlawful or contrary to
Executive Orders or Presidential directives; (2) suspected

SE(?&ET
3




o o
SEC}(QT .

To: From: General Counsel b7E
RtU}, 278-HQ-C1229736-VIO, 4/26/2006

w I&( In this instance, due to a broad reading of an NSL
by the telephone company, received information on several
telephone numbers associated with the subject of the NSL (all on
the same account), even thoughE:::::::]did not specifically
request information for these numbers. All of the information
received was relevant to an authorized national security
investigation. The broad reading of the NSL by the telephone
company does not be reported to the IOB.

b2
b7E

(0 ;B( OGC requests that the Inspection Division retain a
record of the report of a potential I0OB matter for three years,
together with a copy of this opinion for possible review by the
Counsel to the IOB

(5. .

violations of the Constitution: (BJ S ———

(5) initlating a

bl

form of electronic surveillance or & search without authorization
from the FISC, or failing to terminate an authorized surveillance
at the time prescribed by the Court; and (6) failing to adhere to
the minimization or dissemination requirements specified in a FISC

Orxder.
%QQRET
4



e o
b2

To: From: General Counsel b7E
Re: ’;§(g 278-HQ-C1229736-VIO, 4/26/2006
(Uy

LEAD(s) :
Set Lead 1: {(Discretionary)

[ i b2

b7E

AT

(U) For review and action deemed appropriate.

Set Lead 2: (Information)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) Read and clear.

Set Lead 3: (Action)
INSPECTION

AT WASHINGTON, DC

(U) As prcvided in the Revised Procedures for the
Submission of Reports of Potential Intelligence Oversight Board
(IOB}) Matters, retain a record of the report of a potential IOB
matter for three years for possible review by the Counsel to the
IOB, together with a copy of the OGC opinion concerning the basis
for the determination that IOB notification is not required.

144



(Rev. 01-31-2003)
FECRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 06/05/2006
To: General Counsel Attn: NSLB

From: Inspection b6

Internal Invesgstigation ' IPU, Room 11865 b7C
Contact: CRS Ext :I b2

4 By: | ] DATE: 05-29-2007
Approved By: , CLASSIFIED BY 65179 dub/ksr/gcl
REASOH: 1.4 (c)
Drafted By: kas DECLASSIFY ON: 05-20-2032
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2123 b2
OGC/IOB# 2006

" Synopsis: (U) To report a potential Intelligence Oversight Board

(ICB) matter to the Office of General Counsel, National Security

Law Branch (NSLB).
ALL INFORMATION CONTAINED

(0 - )&( Derive ~G-3 HEREIN IS UNCLASSIFIED EXCEPT
ESify On: WHERE SHOWN OTHEEWISE

bl

Reference: (S) b2

(U) ZTTE-HO0-CIZ29738-YIi0 Serial 1255 bTE

(S)

(U) TS CIZZY T35 - VIO Serrar 1305

(U) 278-HQ-C1229736-VIO Serial 1360
Details: rernal Investigations Section (IIS) received
an EC from | Division dated 03/24/2006, reporting a b2
possible IOB error. Based upon a review of the referenced EC, b7E
it is the IIS's opinion the matter described therein is not
indicative of willful misconduct. Therefore, no internal

investigation will be conducted by the IIS and this matter is
being relegated to the NSLB for whatever action they deem
appropriate.

*



SESRET/ /20310605
FEDERAL BUREAU OF INVESTIGATION

(Rev. 01-31-2003)

Precedence: ROUTINE Date: 06/05/2006
To: | | Attn: SAC (Perscnal Attention) b2
Counterterrorism Attn: AD (Personal Attention) b7E
b6
From: Inspection b7C
Internal Inveaticationg Section  TPU, Room 11865
Contact: CRS Ext.

DATE: 05-30-2007

CLAZ3IFIED BY 65179 domh/ksr/gel
FEASON: 1.4 (o)

DECLASSIFY ON: 05-30-2032

Approved By:

'
v

Drafted By: kés

\/Case ID #: (U) 263-HQ-0-U Serial 461 (Pending)

Title: (U)  INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2123 b2
0GC/IOB# 2006

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

o ALL TNFORMATION CONTAINED
ES( DM HEREIN IS UNCLAZSIFIED EXCEPT
D ify On: WHEPE SHOWN OTHERWISE

Enclosure (s) : (U) 278-HQ-C1229736-VIO Serial 1255

Reference: (S) [ 1 bl
(U)y _278-HO-C1229738-VIO Serial 1255 b2
(S) b7E
(U) "ZT78-HQU-CIZZ9736-VI0 Serial 1305
(

U) 278-HQ-C1229736-VIO Serial 1360

Details: (U) Upon review of E::::::::]Division's captioned b2
report of a potential IOB violation, IIS did not find the matter L7E
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by

National Security Law Branch/OGC EC, dated 03/18/2005
{319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.
*

SEX?ET//20310605



DATE: November 20, 2006
i ALL FBI INFORMATION CONTAINED
TO: Kenneth W. Kaiser HEFEIN I3 UNCLASSIFIED
Assistant Director DATE 05-29-2007 BY 65179 dmh/ksrigcl

Liss. Departine  of Jostice

Oitice of the lnspector General

St 0 207

Inspection Division
Federal Bureau of Investigation

FROM: Glenn G. Powell

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007000998

1 U

Subject: Unidentified,| ]
FBI No. 263-0-U-461

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a

right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

b2
b7E



. ALL FB FORMATION CONTAINEL
HERE IN NCLASSIFIED
DATE 06-12-2007 BY 65179 dwh/ksr/sgel b2

OIG - INVESTIGATIONS DIVISION - Complaint Form 0IG NO.:I EG9-2007—OOOB98-M b7E
6

Roceived 3y | b7c Date Received: 05/19/2006  How Received: R
SURJECT: Unidentified, FBI SSNQO:

Title: UNID Pay Plan: D.O.B.:

Cemponent: FBI EOD Date: Alien No.:

Misc: F.B8.1.No.:

Heme: B.O.P.No.:

Phorne: Z1p: D/L No.:

Work: Offenses: 689

Phone: ZIP:

COMPLAINANT:[ﬁ l SSNO:

Title: ATTY Pay Plan: D.O.B.:

Compconent: FBI EOD Date: Alien No.:

Misc: F.B.I.No.: bo
Home: | ] B.0.P.No.: ﬁ;c
Phone: () - ZIP: D/L No.:

Work: ,

Phone: L J Z1P:

Confidential: Revealed: Buthority: none

3

m
Details:

The FBI provided information reporting a possible I0OB matter involving the broad reading of
a National Security lLetter (NSL} by a telephone company, which resulted in the FBI receiving
infcrmation on several telephone subscribers associated with the target of the NSL. (The FBI
did not specifically request information for those subscribers). {dz)

ALLEGATIONS: 689 1I0B Violation

Occurrence Date: TIME: b2
CITY1 | State: b7E Zip:
1 d
DISPOSITION DATA: Disposition: M Date: 11/17/2006 Approval: POWELL, CLENN G
r_ﬁ ’

Referred to Agency: FBI Date Sent: 11/17/2006 Component: FBI
Patriot Act: N Civil Rights: N Component Number: 263-C-U-461
Sensitive: N Whistleblower: n Consolidated Case Number:

Remarks:

Case referral to Kaiser/FBI, INSD, 11/20/06 (dz)

Page 1 of 1 Printed 11/20/2006 10:06:30
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{5)

YECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/29/2006
To: General Counsel Attn: National Security Law Branch
Inspection Division Attn: 1IIS
Counterintelligence Attn: CD-2B, IA
Room 4134
From: [ l

T6E ]
Contact:
Approved By: _Eard_Jasenh_LZzi_ﬂ)

WHEFE ZHOWN OTHERWISE b1

»
y ALL INFORMATION CONTAINED
| ng HEREIN I35 UNCLASSIFIED EXCEFT

b6
b7C
b2
b7E

Drafted By: | bc?k; ?1 b2
(m 3 b7E
Case ID #: Eg( 278 -HO-(C1229734. VTN [Danding) b7A
(8)
Title: >Q ssal I_I DATE: 05-28-2007
(U SA CLASSIFIED BY 55179 duh/kar/gcl b6
| [DIVISION; PEASON: 1.4 (c) b7c
TO0B DECLASSIFY ON: 05-29-2032 EsE

(U}
Synopsis: }é& This communication reports a potential
Intelligence Oversight Board matter.

D sify On:

Details:!U) The purpose of this electronic communication is
to report a potential IQOB matter jnyglying_a_NaLiana%]Security
Letter requested by SA Field
Office, as well as to satisfy the requirements set forth by
the 02/10/2005 electronic communication regarding the revised

brocedures for the submission of potential intelligence
oversight board reports.

bl

SEQRET
v i @5 /ﬂ‘//aé e

ks 07C
b |

b6
b7C
b2
b7E



SﬁaﬁET

b2
To: General Counsel From: I | b7E
Re: EB% 278-HQ-C1229736-VIO, 03/29/2006
{0y
is); 1. Identification of the substantive Eé
‘investigdtion in which the questionable activity occurred: b7E bl
; : b6
| | b7A e
(S) 2 [ / b7A
J
— s [ .
iU3'““””"””m“W:)§i: 4. Legal authority: Executive Order 12333,
dated December 4, 1981, and pursuant to Title 18, United
States Code, Section 2709 (as amended, October 26, 2001).
(51
bl
b2
b7E
beé
b7C
k7D
d) Reason for delayed response: SA[;:;;]
regrets that he was not cognizant tha 15 bé
incident constituted an IOB violation upon receipt of the b7C

incorrect toll records. It was not until 03/27/2006, that SA
l |became aware that such an incident constituted

an IOB violation. Upon discovery that this incident
constituted an IOB violation, SAi has taken
immediate steps to report the violation.

s;ﬁ(zm'

2

F9



SE(;IXET

To: General Counsel From: [ I b7E
Re: :}&( 278-HQ-C1229736-VIO, 03/29/2006

Uy
LEAD(s) :

Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(Uj“‘ General Counsel, National Security Law Branch,
is requested to take whatever action is necessary to record
the incident with the Intelligence Oversight Board.

Set Lead 2: (Info)

INSPECTION

AT WASHINGTON, DC

1U3“=j§§: Information only.
Set Lead 3: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

fU)":?$i Information only.

*
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FEDERAL BUREAU OF INVESTIGATION

(Rev. 01-31-2003)

Precedence: ROUTINE Date: 05/05/2006
To: Attn: SSAf |
sa [ r
Counterintelligence Attn: CD-2B, SSA
Inspection Attn: 1IIS, CRY ]
b2
From: Office of the General Counsel b7E
NSLB/CILU/Room 7847 b6
Contact: AGC | p7C

DATE: 05-30-2007

CLASSIFIED BY 651738 dmh/ksr/gcl
FEAZON: 1.4 (c)

DECLASSIFY ON: 05-30-2032

Approved By: _Thomas Julie F

Drafted By:

7

Uk T
Case ID #ﬁ N 278-HQ-C1229736~-VIO (Pending)  ;-#+.7

Title:(mM INTELLIGENCE OVERSIGHT BORRD

MATTER 2006

" [
Synopsis: EB(: It is the opinion of the Office of the General Counsel
(OGC) that this matter must be reported to the Intelligence Oversight
Board (IOB). OGC will prepare and deliver the necessary
correspondence to the IOB.
ALL INFORMATION CONTAINED

(U) Det] % -3 HEREIN IS UNCLASSIFIED EXCEPTbl
D si1fy On: WHERE SHOWN OTHERWIGE

b2
b7E
Referernra: (S) b7A
(U -
Details: T3¢C By electronic communi ' (EC) dated 03/29/2006, the
Field Office requested that OGC review .,
the Tactls oI the captioned WMatter and dectermine whether it warrants b;E
reporting to the IOB.' In our opinion, it does. Our analysis
follows. b2
b7E
b6
b7¢C
(U s EC from| ] | to 0GC dated 03/29/2006 and
titied "SSA| ||
Division; IOB."
SHRET  0IGIOJ REVIEW DATE: =2 -

v7c FBI INVESTIGAT! 2
0iG/DOJ INVESTIGATION:




o
fill) é;QRET -

To: : From: Office of the General Counsel P7E
Re: —HQ-C1229736-VIO, 05/05/2006

Esﬁ' :}é;: On 11/23/2004, a | |case agent submitted a
National Security Letter (NSL) seeking telephone toll billing records g%
of|: | Due to a typographical error, the DTE
telephone number on the NSL was erroneously transcribed. On b7D

02/04/2005, the telephone records were opened and it was determined
that they were not the target's records. The telephone records were
destroyed without further review.’

(U) Section 2.4 of Executive Order (EQ) 12863, dated
09/13/1993, mandates that Inspectors General and General Counsel of
the Intelligence Community components (in the FBI, the Assistant
Director, INSD, and the General Counsel, OGC, respectively) report to
the IOB intelligence activities that they have reason to believe may
be unlawful or contrary to Executive order or Presidential directive.
This language was adopted verbatim from EO 12334, dated 12/04/1981,
when the 10B was known as the President's Intelligence Oversight Board
(PIOB).

(U} By longstanding agreement between the FBI and the IOB
(and its predecessor, the PIOB), this lariguage has been interpreted to
mandate the reporting of any violation of a provision of The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG), or other guidelines or
regulations approved by the Attorney General in accordance with EO
12333, dated 12/04/1981, if such provision was designed in full or in
part to ensure the protection of the individual rights of U.S.
persons. Violations of provisions that are essentially administrative
in nature need not be reported to the IOB. The FBI is required,
however, to maintain records of such administrative violations so that
the Counsel to the IOB may review them upon request.

tU)"ZB§: . .

NSLs are administrative subpoenas that allow the FBI to
obtain three types of information: (1) telephone and email
communication records from telephone companies and internet service
providers (Electronic Communications Privacy Act {(ECPA)) (18 U.S.C.

§ 2709); (2) financial institution records (Right to Financial Privacy
Act) (12 U.S.C. § 3414 (a) (5)(A)): and (3) credit bureau information

2 (U) In order to avoid any further dissemination of this
incorrect telephone number, the number is not being listed in
this document.

W5 %) 0n03272006]___Jrealized that this incident constituted an 10B

violation and promptly reported the matter to OGC, the Inspection Division, and the

Counterintelligence Division.
%ET

2

b2
b7E



sﬁ&gET o

To: I From: Office of the General Counsel PIE
Re: 278-HQ-C1229736-VIO, 05/05/2006
(Fair Credit Reporting Act) (15 U.S.C. § 1681lu (a), (b)). ECPA, 18

U.5.C. § 2709, provides that the FBI may seek toll billing information
from telephone carriers that is relevant to an authorized national
security investigaticon. Section V.12., Investigative Techniques, of
the NSIG provides that NSLs may be issued in conformity with statutory
requir~~~nts, including 18 U.S.C. § 2709.

£U1‘22§: In this situation, due to the incorrect number stated
in the NSL, the FBI received telephone toll billing records pertaining
to a telephone number that was neither under investigation nor related
to an investigation. Therefore, the information was improperly
collected, although unintentionally so, in violation of the NSIG and
ECPA.

(U) Here, the target's rights were not violated because he
was not the subject of the improperly collected information. It is
unknown whether the erroneous information received pertained to a
United States Person, inasmuch as there has been no review of the
information. Nonetheless, based upon the fact that information which
may be about a USP was improperly, although inadvertently, collected,
and in accordance with the reporting requirements of Section 2.4 of
Executive Order 12863, OGC will prepare a cover letter and a
memorandum to report this matter to the IOB.



SECRET
b2
To: | ] From: Office of the General Counsel b7E
Re: 278-HQ-C1229736-VIO, 05/05/2006
LEAD(s) :
Set Lead 1: (Action)
INSPECTION
AT WASHINGTON, DC
(U) For action deemed appropriate.
Set Lead 2: (Information)
COUNTERINTELLIGENCE
AT WASHINGTON, DC
(U) For information.
Set Lead 3: (Information) g?
E

|

(U) In the future, when improper data resulting from an NSL is
received, the data should be sequestered and given to the CDC. The
information should remain sealed and seguestered in the CDC's safe
until further direction from OGC. It is anticipated that 0GC will
provide guidance regarding impreoperly collected NSL information in the
near future.

cc: Ms. Thomas

b6
b7C

108 Library

L 24

S%ET



DECLASSIFIED BY 65179 dmh/kar/acl
aW 05-30-2007

BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter b2

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
(G)

Enclosure

1 - 278-HQ-C1229736-VIO ~/37tf

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

Ssify On:

Soone



Spesy,
Mr. Stephen Friedman

Should you or any member of your staff regquire additiocnal
information concerning this matter, an oral kriefing will ke
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150



(8]

DATE: 06-12-2007

ALL INFORMATION CONTAINED CLASSIFIED BY 6517% dmh/ksz/gcl
HEREIN IS UNCLASSIFIED EXCEPT SiﬁSJKEYF REASON: 1.4 (o)
WHERE SHOWH OTHERWISE DECLASSIFY ON: 06-12-2032

INTELLIGENCE QOVERSIGHT BOARD (ICB) MATTER

FIE FICE o
TOBE MATTER 2006 (U)

. (3) By electronic communication dated March 29, 2006,

the Federal Bureau of Investigation (FBI)| |rield

Office reported that, on November 23, 2004, the FBI submitted a
National Securitv Tetter (NST) seeking telephone toll billing b2
records ofl Due to a typographical b7E
error, the Telephone number on Lthe NolL was erroneously bl
transcribed. On February 4, 2005, the telephone records were b7D
opened and it was determined that they were not the target's

records. The telephone records were destroyed without further
review.

(Ujjéi Due to the incorrect number stated in the NSL, the
FBI received telephone toll billing records pertaining to a
telephone number that was neither under investigation nor related

to an investigation. The error was discovered upon receipt of
the information, and the records were neither reviewed nor used
for any investigative purpose. Despite the inadvertent nature of

the mistake, the fact remains that information was improperly
collected on a telephone number unrelated to an investigation.
The overcollection was a violation of Section V.12. of The
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection.' Thus, the
matter is being reported to the IOB.

Det —G-3
D Sify on:

SE?RET

iU)1IS{ Section V.12. authorizes use of National Security
Letters in conformity with 18 U.S.C. § 2709 (relating to
subscriber information, toll billing records, and electronic
communication transactional records). The statute requires that

information sought is relevant to an authorized national security
investigation.

SPERET



(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 06/05/2006

To: General Counsel Attn: NSLB

. b2
From: Inspection b7E

Internal Investigations Section, IPU, Rcoom 11865 b6
Contact: CRS |Ext‘ b7C

Approved By: | ] ) ALL INFOFMATION CONTAIMED
; HEREIN IS UNCLASSIFIED
Drafted By: | Ikﬁti.. DATE 05-30-2007 BY 65179 duh/ksr/gcl

Case ID #: {U) 278-HQ-C1229736-VIO (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2063
OGC/I0B# 2006 ] b2

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1289
278-HQ-C1229736-VIO Serial 1373

Details: (U) The Internal Investigations Section (IIS) received

an EC from| |JDivision dated 03/29/2006, reporting a
possible IOB error. Based upon a review of the referenced EC it b2
is the IIS's opinion the matter described therein is indicative b7E
of a performance issue. Therefore, no internal investigation

will be conducted by the IIS and this matter is being relegated

to the NSLB for whatever action they deem appropriate.

144



(Rev. 01-31-2003)
SECRET/ 703 TUSES

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 06/05/2006

To: Attn: SAC (Personal Attention)

From: Inspection b7E
Internal Investigations Section, IPU, Room 11865 Eg
Contact: CRS | I Ext. I:I ¢

. / DECLASSIFIED BY 65179 duh/ksr/gel
Approved By: | J. ON 05-30-2007
Drafted By: kas
\\!Case ID #: (U) 263-HQ-0-U Serial 463 (Pending)
Title: () INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING# 2063

OGC/IOB# 2006-|:| -

Synopsig: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) vioclation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

m Deri om
m P perteamom s o3

esflse

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1289
Reference: (U) 278-HQ-C1229736-VIO Serial 1289

278-HQ-C1229736-VIO Serial 1373 E?E
Details: (U) Upon review ofI Division's captioned
report of a potential IOB violation, IIS did not find the matter
indicative of willful wmisconduct. 1IIS only addresses allegations

where deliberate and/or aggravated misconduct is evident.

(U) IIS views this matter as a possible performance
related issue with respect toc the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. 1IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1l487720 serial 6).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

L &/
Ms



L.s. BDepartme. 4 justice

Ottice of the Tuspector General

DATE: November 20, 2006 ALL FEI INFORMATION CONTAINED
HEFEIN I35 UNCLASSIFIED

. DATE 05-30-2007 BY 65179 dwh/ksr/gcl
TO: Kenneth W. Kaiser

Assistant Director
Inspection Division
Federal Bureau of Investigation

FROM:  Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007000992 o
Subject: Unidentified, bIE
FBI No. 263-0-U-463

. We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

[]

This complaint will be investigated by the OIG.

[]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a

right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in ali

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment



. ALL NFORMATION CONTAINED
HEFE UNCLASSIFIED b2
DATE 05-12-2007 BY 65178 dmh/ksr/gcl P/E

O1C - INVESTIGATIONS DIVISION - Complaint Form OIG NO.: 689~2007-000992z-M
|
b6 .
Recetved By: L7 Date Received: 05/23/2006 How Received: A
SUBJECT: Unidentified, FBI SSNC:
Title: UNID Pay Plan: D.0.B.:
Ccmponent: FBI ECD Date: Rlien No.:
Misc: F.B.I.No.:
dome: B.C.P.No.:
Phone: ZI1P: D/L No.:
Work: Oftenses: 689
Phone: ZIP:
COMPLAINANT:I | SSNO:
Title: ATTY Pay Plan: D.0.B.:
Component: FBI EOD Date: Alien No.: b2
Misc: I F.B.I.No.: b6
Home: I B.O0.P.No.: bIC
Fhone: () - ZIP:l I D/L No.:
Werk: , o
Phone: | 1 ZIP: .
Confidential: Revealed: Authority: none
~ IR A I ]
Details:

The FBI provided information reporting a possible IOB matter involving the information
obtained from a telephone carrier via a properly served National Security Letter (NSL). The
NSL contained a typographical error which resulted in disclosure of infeormation relevant to

a telephone subscriber who was neither under investigation nor related to an investigation.
{dz)

LR R R R RS LSRR RS SRR RS R RS SR RS SRR RS EEEERREREREERERNEREERERESENS

ALLEGATTONS: 689 IOB Violation

Occurrence Date: TIME: b2
CITY: | State:l | Zip: b7E
o J
DISPOSITION DATA: Disposition: M Date: 11/17/2006 Approval: POWELL, GLENN G
Tt

Referred to Agency: FBI Date Sent: 11/17/2006 Component: FBI
Patriot Act: N Civil Rights: N Component Number: 263-0-U-463
Sensitive: N Whistleblower: N Consoclidated Case Number:

Remarks:

Case referral to Kaiser/FBI/INSD, 11/20/06, (dz)

Page 1 of 1 Printed 11/17/2006 1:11:00



(Rev. 01-31-2003)

SF%RFT/ORCON/NOFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY

To: General Counsel Attn:

Counterterrorism Attn:

From: [::::]

5

Date: 01/25/2006

Contact: A/SSA

NSLB

TTOS 1171050

uc |

SSA

SSA
b2
b7E
b6
b7cC

Approved By:

Drafted By: [ Icc

bl
b2

Case ID #: (S

b7E

(U) 8T Z78=HQ-CL2290736-V10 -
()

1145 (Pending)
278-0M-C45386 - 105 (Pending)

Title: (S)

bl
b6
b7C

W (3 INTELLIGENCE OVERSIGHT BOARD

g ‘o :3:7 bl

(U 54 DeTTved—Prom Bl SCG-G-3, demuary TVTY

iy On: January 25, ZU3T b1

¥ 3

. bl
— b2
_DNatailgs (Q/OR/NF)I b7E
b6
b7C

Som

i f
- . A

—

1

ALL TNFORMATION CONTAINED b6
HERETN TS UNCLASSIFIED EXCEPT b7C
WHEEE SHOWN OTHERWISE

S iﬁ%ﬁA [ Eg}ET/ORCON/NofORN

DATE: 05-30-2007
CLAZSIFIED BY 65179 dmh/ksr/gel
REASON: 1.4 (c)

DECLAZ3IFY ON: 05-30-2032



SBGQET/ORCON/NQFORN
To: General Cauncel From: ;—__‘I b1
: b2
Re: (8) 01/25/2006 b2
s)
bl
{S)
bl
b2
b7E
b6
b7C
bl
42] b2
(S b7E
bo
b7C
{(S/NF/0C) .
b2
b7E
(S/NE/QC N
b7D

SEZRET/ORCON/NOFORN

2



sﬁEkET/ORCON/NOFORN

To: Genexal (Coungel Eraom:

: b2
Re: (S) 01/25/2006 b7E

bl

(S/NE/OCY

bl
bz
b7E

bl
b6
b7C

_(s/NF/0c)]

bl
b6
b7C

b1
b2
J.S.L/.NF_M.H b7E
b6
b7C
b7D

(s//NF/oc)[

bl
b2
b7E
b6
b7C
b7D

SBERET/ORCON/NOFORN

3



SBCRET/ORCON/NOFORN

To: Genexral Counsel From: g bl

Re: {S) 01/25/7/2006 b2

b7E

bl

18) Egc
(S/NF/0C bl
b6
b7C

_(s//NF/oc) |

bl
b6
b7C

(S/NF/QC)‘

bl
b6
b7C
b7D
b2
b7E

bl
b2
b7E
b6
b7cC
b7D

(S/NF‘/nm__'

bl
b2

b7E

SECRET/ORCON/NOFORN

4



SME:/ORCON/NOFORN
To: General Counsel From:/%l bl
Re: (8) [ | 01 b2
b7E
(S)
b1l
b6
b7C
SEggET/ORCON/NOFORN

5



sx}bRET/ ORCON/NOFORN
To: Genegzal Counsel From: | | bl
Re: (8) 01/25/2006 2%3

LEAD(s) :
Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(I Forward notification through proper channels for
review of potential IOB violation.

Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, D.C.

(U) For information.

025cc0l.ec
*

%EQSET/ORCON/NOFORN

6



SECRET/ /NOFORN, ORCON

(01/26/1998)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/17/2006

To: [ ] Attn: SAC, CDC

Inspection Attn: _Internal Tnspection Section,
Room

11865
Counterterrorism Attn: AD

From: General Counsel E%E
National Securitv Law Brapnch

b6
Contact: | I b7C

Approved By: Thomas Julje F DATE: 05-30-2007
PP y CLASSIFIED EBY 55179 dwh/ksr/gcl

REASON: 1.4 (c)
DECLASSIFY 0ON: 05-30-2032

Drafted By

bl
0 o b2
278-HQ-C1229736-VIO - 1317 b7E

b6

Title: (U (3  ssa[_ 1 ple
INTELLIGENCE OVERSIGHT BOARD MATTER
IOB MATTER 2006{ ]

Case ID #

ALL INFORMATION CONTAINED

(W I{ Deri From : HEFEIN I3 UNCLASSIFIED EXCEFT
3 3
De ¥ on- -1 WHERE SHOUN OTHERWISE

Synopsis€U3>§( It is the opinion of the Office of the General
Counsel (OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB), and to the Inspection
Division, FBIHQ. OGC will prepare and deliver the necessary
correspondence to the IOB. Our analysis follows.

Reference |V 0% 278-HQ-C1229736-VIO Serial 1145

Details:innESQ As discussed in the Electronic Communication (EC)
dated January 25, 2006 referenced abocve, the:lDivision b2
(Omaha) requested that OGC review a set of facts to determine b7E

Z%CRET//NOFORN,ORCON

b6 0IG/DOJ REVIEW _QAIE; 2000
b7C FBI INVESTIGATI (O

OIG/DOJ INVESTIGATION:




SFORET/ /NOFORN, ORCON

b2
To: From: General Counsel b7E
Re: 278-HQ-C1229736-VIO; 03/17/2006
(U

bl

)

bl
(s/NE/oc) s

b7E
bé
b7C

(s/NF/ocy]

bl
b2
b7E

b6
(S/NF/OC)] b7¢C

bl
bo
(S/NF/0C) |

/ b7C

SEgRET//NOFORN,ORCON

2



(8

SPERET/ /NOFORN, ORCON
b2

ToO: From: General Counsel b7E
Re: “HQ-C1229736-VIO; 03/17/2006

()

bl
b2
b7E
bé
b7C
b7D

(S/NE/QC)

bl
b2
bTE
b6
b7C

(s/nr/oc) |

bl
b2
b7E

) )ﬁyNF/OC) [:::::]'then contacted FBI Headquarters
(FBIHQ), ITOS-II, IHSU, and NSLB, CTLU-II, to report the b2
situation. Upon direction from FBIHQ,[:::::]sequestered the b7E
cellular data witrp[:::::ijhief Division Counsel, documented the

circumstances and submitted the sequestered data to NSLB for
forwardinz to OIPR and for reporting to the IOB. It is noted

that appropriately coordinated and consulted with the Chief
DivisIon Counsel, NSLB and IHSU during this process.

i The Attorney General's Guidelines for FBI National
Security Investigations and Foreign Intelligence Collection state
that electronic survelllance may be conducted in conformity with
the procedures contained in the Foreign Intelligence Surveillance
Act (FISA), Title III of the Omnibus Crime Control Act [as
amended by the Electronic Communications Privacy Act] or

SF?QET//NOFORN,ORCON

3



SECKET//NOFORN, ORCON
b2
To : From: General Counsel b7E
Re: 278—HQ-C1229736—VIO; 03/17/2006

(U

Executive Order 12333 Section 2.5.! Under the pertinent FISA
definition, the term electronic surveillance means "the
acquisition by an electronic, mechanical, or other surveillance
device of the contents of any wire or radio communication to or
from a person in the United States, without the consent of any
party thereto, if such acquisition occurs in the United States.™?
In this instance, the FBI properly obtained and initiated
electronic surveillance on this cellular telephone under the FISA
statute and Executive Order 12333.

(SI
bl
)
(S)
bl
b2
b7E

! The Attorney General's Guidelines for FBI National Security

Investigations and Foreign Intelligence Collection (NSIG), October 31, 2003,
Section V. ‘

° 50 U.S.C. Section 1801(f) (2).

3 Attorney General's Standard Minimization Procedures for Electronic
Surveillance of a United States Person Agent of a Foreign Power, Section 3(b)
adopted by the FISC on September 19, 1997.

14

SRERET/ /NOFORN, ORCON

4



SEQﬁET//NOFORN,ORCON
b2
To: P From: General Counsel b7E
Re: }}Q\J/B—HQ-C1229736—VIO; 03/17/2006

()

(0 ZEi Consistent with the reporting requirements of
Section 2.4 of E.O. 12863, OGC will prepare the correspondence
required to report this matter to the IOB. That correspondence
will also advise the IOB that this matter will be referred to the
FBI's Inspection Division.

§§Z§ET//N0FORN,0RCON

5



SgggET//NOFORN,ORCON
To: E;%;::::] From: General Counsel
Re: 278-HQ-C1229736-VIO; 03/17/2006
iy

LEAD (s):
Set Lead 1: (INFO)

AT |

(U) Read and clear.
Set Lead 2: (INFO)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) Read and clear.
Set Lead 3: (ACT)
INSPECTION

AT IIS, WASHINGTON, DC

(U) For action deemed appropriate.

- Ms. Thomas

k6
b7C

o s

*

S%RET/ /NOFORN, ORCON

6

b2
b7E

b2
bB7E
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DECLASZIFIED BY 65179 duh/ksr/gel
oM 05-30-2007

BY COURIER

Mr. Stephen Friedman, Chairman
Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17th Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information 1s a self-explanatory
memorandum, entitled "Intelligence Oversight Board (IOB) Matter,
Seattle Division, IOB Matter 2006{ _|" (U)

This memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Fforeign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism

investigations. This matter has also been referred to our

Inspection Division. (U)

Enclosure

1 - Mr. Hulon

1 - 278-HQ-C1229736-VIO - 1318

L - Inspection Division (IOB 2006 | bl
- b2

UNCLASSIFIED WHEN DETACHED
FROM CLASSIFIED ENCLOSURE

Deriv . G-3
ssify om:

S



e

Mr. Stephen Friedman

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1- Honorable Alberto Gonzalez
Attorney General

U.S. Department of Justice
Room 5111

1 - Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150



ALL INFOPMATION COMNTAINED DATE: 05-30-2007
HEREIN I35 UNCLASSIFIED EXCEPT CLASSIFIED BY 65179 dmh/ksr/gel
WHERE SHOWN OTHERWISE FEASON: 1.4 (c)
DECLASSIFY ON: 05-30-2032
SEERET

INTELLIGENCErmLEBSleHT BOARD (IOB) MATTER
IVISION b2
IOB MATTER 20061 |U) b7E

G
bl
b2
b7E
b6
b7C

The Attorney General's Guidelines for FBI National

“Security Investigations and Foreign Intelligence Collection state
that electronic surveillance may be conducted in conformity with

the procedures contained in the Foreign Intelligence Surveillance
Act (FISA), Title III of the Omnibus Crime Control Act [as

amended by the Electronic Communications Privacy Act] or

Executive Order 12333 Section 2.5. The electronic surveillance

was therefore not conducted in conformity with any of those laws.
The collection has been sequestered mwg;;::1gnd will be

ultimately sent to OIPR for sequestratiom. he matter also has

been reported to the FBI’s Inspection Division for action deemed b2
appropriate. (U) b7E

5
1O8]

Deri :
Dec 1fy onT¥%<

SECRET



FEDERAL BUREAU OF INVESTIGATION

(Rev. 01-31-2003)

Precedence: ROUTINE Date: 06/05/2006
To: General Counsel Attn: NSLB

From: Inspection

Internal Investigations Section, IPU, Room 11865
Contact: UC| |Ext. 9284

b6
Approved Bv: ALLL INFORMATION CONTAINED .
PP b HEREIN I35 UNCLASSIFIED b7C
Drafted By: kas DATE 05-30-2007 BY 65179 duh/ksr/gcl
Case 1D #: (U) 278-HQ-C1229736-VIO (Pending)
Title: () INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2217 b2
OGC/IOB# 2006
Synopsis: (U) To report a potential Intelligence Oversight Board
(I0B) matter to the Office of General Counsel, National Security
Law Branch (NSLB).
Reference: (U) 278-HQ-C1229736-VIO Serial 1145
278-HQ-C1229736-VIO Serial 1317
Details: U) The Internal Investigationg Section (IIS) received
an EC from Division dated 01/25/2006, reporting a possible b2
IOB error. Based upon a review of the referenced EC it is the bTE

IIS's opinion the matter described therein is not indicative of
willful misconduct. Therefore, no internal investigation will be
conducted by the IIS and this matter is being relegated to the
NSLB for whatever action they deem appropriate.

*



(Rev. 01-31-2003)
SECETmy-/4e3I0605
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 06/05/2006
To: Attn: SAC (Personal Attention)

From: Inspection

Internal Invegtrigatriona Section IPU, 1865 b2
Contact: CRS| | Ext. b7E
1 b6
Approved By: I J ; DECLASSIFIED BY 65179 duh/ksr/gel P7C
) ON 05-30-2007
Drafted By: aS ..
\/ Case ID #: (U) 263-HQ-0-U Serial 465 (Pending)

Title: (U) INTELLIGENCE CVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2217 b2
OGC/IOB# 2006

Synopsis: (U} To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

m R e e

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1145

Reference: (U) 278-HQ-C1229736-VIO Serial 1145
278-HQ-C1229736-VIO Serial 1317
b2
Details: (U) Upon review of[::::] Division's captioned report of P7E
a potential IOB violation, IIS did not find the matter indicative
of willful misconduct. IIS only addresses allegations where
deliberate and/or aggravated misconduct is evident.

(U) I1S recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 03/18/2005
(319X-HQ-A1487720 serial 6).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

+*

SEC



LS bepartme. o Justice .

Oftice of the Inspector General

Ve dadngten [0 o0 200

A4L1L FBI INFORMATION CONTAINED

DATE: November 20, 2006 HEREIN I% UNCLASSIFIED
DATE 05-30-2007 BY 65173 dmwh/ksr/gcl
TO: Kenneth W. Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation
FROM: Glenn G. Powell

SUBJECT: OIG Complaint No. 2007001002

U

Special Agent in Charge
Investigations Division

b2
Subject: Unidentified ] b7E

FBI No. 263-0-U-465

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
0I1G.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached O1G Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment



ALL FEI T TION CONTAINED
HEREIN I3 AISIFIED

DATE 08-12-2007 BY 65173 dmh/ksr/gcl b2

OIG - INVESTIGATIONS DIVISTON - Complaint Form 016 no.:[_]689-2007-001002-4  PTE

Reczsived By:l | b6 Date Received: 05/23/2006 How Received: A
b7C

SUBJECT: Unidentified, FBI SSNO:

Title: UNID Pay Plan: D.O.B.:

Component: FBI ECD Date: Alien No.:

Misc: F.B.I.No.:

Home: B.O.P.No.:

Phone: 21P: C/L No.:

Work: Offenses: 689

Phcone: ZTP:

COMPLAINANT ¢ S8NO:

Title: ATTY Pay Plan: D.O.B.:

Component: FBI EOD Date: Alien No.:

. . b2
Misc: F.B.I.No.: b6
Home: I I B.O.P.No.: b7¢
Phone: () = Z1P: D/L No.:

Work: ,
Phone: | | Z1P: ,
Confidential: Revealed: Authority: none
e A R
Details:

unauthorized intercepted communications. (dz)

The FBI provided information repcrting a possible I0B matter.
out to be a wrong phone number for their target to an internet provider and received

The FBI provided what turned

——
ALLEGATIONS: 689 IO0OB Violation

b2
Qccur . gle: TIME: b7E
CITY: i State:l | Zip:
DISPOSITTION DATA: Disposition: M Date: 11/17/2006 Approval: POWELL, GLENN G
qoie

Referred to Agency: FBRI Date Sent: 11/17/2006 Component: FBI
Patriot Act: N Civil Rights: N Component Number: 263-0-U-465
Sensitive: N Whistleblower: N Consolidated Case Number:

Remarks:

Case referral to Kaiser/FBI,INSD (dz)

# 1073946

Page 1 of 1

Printed 11/20/2006



