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SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Director's Office 

General Counsel 

Date: 05/28/2003 

Attn: Robert J. Jordan, 
OPR, Rm. 7129 
Kenneth L. Wainstein, 
National Security Law Unit 
Rm. 7975 

From: Inspection 
Inspection Management Unit/Room 7837 
Contact: 

Approved By: 

Drafted By: 

V 
DATE: 0 5 - 2 5 - 2 0 0 7 b 2 
CLASSIFIED BY 65179dJDh/ks r /pb6 
REASON: 1 .4 ( c , d ) b 7 C 
DECLASSIFY OH: 0 5 - 2 5 - 2 0 3 2 

(U> Case ID # : (W" 278-HQ-1425^73^(Pending) 

(UJ T i t l e J <K SSA I 
DIVISION 

IOB MATTER 
2003 

b2 
b6 
b7C 
b7E 

K I. / / 
> ^ 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(U) RESTRICTED DOCUMENT - DISSEMINATE TO PERSON(S) WITH ROLE 

Synops is : J?S^ Request of t he Off ice of t he General Counsel 
(OGC) t o rev iew t h e f a c t s of a p o s s i b l e I n t e l l i g e n c e O v e r s i g h t 
Board (IOB) v i o l a t i o n . 

iiri >3> Derived 
Declass 

G-3 
XI 

Reference: (U) 278-HQ-C1229736-VIO-90 jo>'(H>~o-y*' / ' / ' / 

iu) Details: £s$C O G C is requested to review the facts of a possible 
IOB violation: Exceeding the authorized scope of an otherwise 
permitted activity. 

W NcS") The title of the substantive investigation in 
which the questionable activity occurred and the investigative 
program: 

Title: 

(S) File number bl 

,3M 

jo ,N 200
3 

OPWAH NftHUtfl 

SECRET 

^L& % ~J4S\ _ 



(0 

To: 
Re: 

Director's Office From: Inspection 
..y%) 278-HQ-1425173, 05/28/2003 

(S) bl 
b6 
b7C 
b2 
b7E 
b7D 

|was obtained through the 
source without issuance of a National Security Letter (NSL). 

mjtS< On 04/25/2003, SA| land SSA Jwere 
made aware of the oversight, and were directed to obtain NSLs for 
the period in question. CDC | IsnhspmipnMy 

b6 
b7C 
b7D 

discussed the issue with the division f (not 
further i Hpnti f i ed) and it was ant- i rn nat-^H Hivisinn n ^ a n ^ o l 

would be made awarel 

referenced communication for details.] 
]without a NSL." [See 

SECRET 



• SECRET 

Tp: Director's Office From: Inspection 
Re:. (^ 278-HQ-1425173, 05/28/2003 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

^U' (]S[) Upon review of the attached EC, determine whether 
the information is a reportable IOB violation. If it is 
determined, a reportable IOB violation exists, prepare an 
appropriate letter and LHM from Chief Counsel Kenneth L. 
Wainstein, OGC, forwarding matter to the IOB. 

Set Lead 2: (Action) 

DIRECTOR'S OFFICE 

/TJJ AT OPR FO, DC 

£&1 Attached EC is provided to OPR pursuant to the 
NFIP Manual, Part 1, Section 2-56. OPR is requested to review 
the information to determine whether disciplinary action is 
warranted. 

•• 
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:->vev. 01-31-2003) 

SECRET SECRET 

FEDERAL BUREAU OF INVESTIGATION 

(S) 

Precedence: ROUTINE 

To: Inspection 

Date! 04/25/2003 

Attn: Inspection Management Unit 
Room 7837 

Office of General Counsel Attn: National Security Law Unit 

From: 
Squad 161^ 
Contact: 

Approved By: 

Drafted By: 

Case ID #: (U) 2 78-HQ-C1229736-VIO (Pending) 
(S) (Pending) 

Title: (U) 

(U) 
L 

SSA 
SA T I 

I DIVISION 
I OB 

Synopsis: >8< This communication reports an Intelligence 
Oversight Board and possible OPR matterl I 

(U) X i r ived^Fr"om : G-3 
De&£s£ai fy On: XI 

SECRET 

b2 
b7E 
b6 
b7C 

b l 
b6 
b7C 
b2 
b7E 
b7D 

b l 
b2 
b7E 

D e t a i l s : (S) 1 

(S) 1 

b l 
b2 
b7E 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DATE: 0 5 - 3 0 - 2 0 0 7 
CLASSIFIED BY 65179dmh/ksr/pi: 
REASON: 1 . 4 ( c , d ) 
DECLASSIFY OH: 0 5 - 3 0 - 2 0 3 2 

b l 
b 2 
b 7 D 
b 6 
b 7 C 
b 7 E 



' I 

SEC ICRESL 

Tb: I n s p e c t i o n From: I I 
Re: (Uj 278-HQ-C1229736-VIO, 04/25/2003 

b2 
b7E 

probationary SA at the time t-b-ia maM-pr rntnnipnrgH 
the direct Supervision of SSA 

who was under 

(U) The controlling legal authority in this matter is 
18 U.S.C. Section 2709, Counterintelligence access to Telephone 
Toll and Transactional Records. Simply stated, requires that the 
FBI obtain Billing and Subscriber information through the 
issuance of a National Security Letter (NSL). 

(g) be noted that SX"f 
1 without the issuance of a NSL. It should 

(S) substantive 

(U) 

[ 

1. anH n h l - a i n p H i n f n r m a H n r T -P I p v a n h t-r. 

ana instructea 
Division Counsel, 

tefi 
SA [ 

I uenctu to nave UUUJJIH ds co c m s macuer 
to consult with I 1 Associate 

, _„ , , SAI I contacted SSA 
|on 04/24/2003, advising of the legal insufficiency, the 

IOB reporting requirement and possible OPR matter. SSAI I 
subsequently advised SAC| | and this communication 
was drafted on 04/25/2003. 

£S<£ In a discussion with CDC 
04/25/2003; SSAl 

J and ADC J on 
t agreed that the nrpparaHnn of a NSL for 

_̂ f would obtain the 
J.ntormation as set forth in 18 U.S.C. 

2709,and the information would not have to be removed from 
investigative files. CDC discussion with 
will result in advice to| tinvestiqative personnef""of 
this issue and the preclusion against^ " 

Iwithout a NSL. 

SEC^SI^ 

b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 
b7D 

b6 
b7C 
b7D 
b2 
b7E 



SECRET 

Tb: Inspection From: 
Re:' (U) 278-HQ-C1229736-VIO, 04/25/2003 

b2 
b7E 

• • 

SECRET 

3 



SECfc&T; 
Working Copy 

# .?73 
Page 

Precedence: ROUTINE 

To: General Counsel 

From: 

A p p r o v e d By: 

D a t e : 0 1 / 2 0 / 2 0 0 4 

A"n: RSo i °^s S e C U r i t y LaW B—h ' 

b2 
b6 
b7C 

(U) 

Drafted By: 

(U) Case ID #: ^ 278-HQ-C1229736-VIO 

T i t l e : ^ INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

(U) 
Details 

X 

(S) 

(S) 

(U) }4} ^ Possible IOB 

b l 
b2 
b7E 

E r r o r : 

(U) 

(S) 

u e B " i p c i o n o f I 0 B E r r o r ( i n c l u d i n g «»• 

b l 

3j r e p o r t i n g d e l a y s ) 

b l 
b e 
b7C 
b7D 

Case ID : 278-HQ-C1229736-VIo"""" 
2 7 8 T C 5 7 6 9 4 b 2 

I [ • * - : > / o y * b 7 E 

ALL IHF0RMATI0H COHTAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWH OTHERWISE 

SECRET 

Serial 350 
17, 

CLASSIFIED BY 65i79dmh/ksr/pcs 
REASON: 1.4 (c/d) 
DECLASSIFY OH: 05-30-2032 



SECRfeq̂  
Working Copy 

b l 
b6 

J^age b7c 2 
b2 
b7E 

f̂caac In add i t ion , CL 

60 days, Wirh ,-h. d i s t a n c e of fgft I ITDY|' p I B L f a r a period of 
b6 
b7C 
b2 
b7E 



SE f̂cfiT^ 
JJoj^king Copy Page 

SSA J I i n t u r n , a d v i s e d b 7 c 
b6 

TSTT\ loF FBIHQ as to the recurrence of the problem detected ^70 
December 9, 2003. 

T^T Finally, I Division did not, at any time, index or 
enter any of the inadvertently intercepted information into an FBI 

ITTI database or other FBI information retrieval system. 
\Ut LEAD(s) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SECRET 

b2 
b7E 



SECRET 
Working Copy- Page 

Precedence: ROUTINE 

To I b2 

b7E 

Counterintelligence 

Director's Office 

Date: 02/20/2004 

Attn: ASAC FCI/Administrative 
CDC 

Attn: CD-3A 

Attn: Office of Professional 
Responsibility-

be 
b7C 
b2 

From: General Counsel 
National Spnin't-v T.̂ .., • i./^.. 
Contact: 

!U) 

Approved By: 

Drafted By: 

ALL INFORMATION COBTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 

IRE SHCOT OTHERWISE 

C u r r a n . T n h n p 

Case" I'D-#-:-->W3r 278-HQ-C1229736-VIO (Pending) 

DATE: 0 5 - 3 1 - 2 0 0 7 
CLASSIFIED BY 6 5 1 7 9 d m h / k s r / p E 3 
REASON: 1 . 4 ( c / d j 
DECLASSIFY ON: 0 5 - 3 1 - 2 0 3 2 

T i t l e : ) ££ YNT 
(U) (IOB) 

(0) b 2 

Synopsis'"i'-^ftrfC It is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. i • b6 

<U) 
<U) 

X _ _ OIG/DOJ RevU„., 
-3 FBI INVEST: J \ ^ \ 

X ^ l OPR UC INITI 

Reference: ^ T 278-HQ-C1229736-VIO Serial 350 

.DATE: _ 
'O J INVEST. 

b7C 

Administrative: (U) This communication contains one or more 
f m footnotes. To read the footnotes, download and print the 

document in Corel WordPerfect. 

Details: ^ 8 ^ By e] prfrrm-i r- nrramunicati on (KC) nahp^ January 20, 
(S) 2004 (cited below), |Division \ I reported a 

• xTI c o r n unci- -i n n »•>-Jt-v. -s < — — possible IOB error 
i n f p n i n i n V * • - — - " C O n J U n C t l O n W i t h i ^ rmr ,» - i r , , , ^ „ , f c — b 2 



T 
SECRET 

Working Copy Page 

bl 
b2 
b7E 

] waa luiwcuueu to bmH(J tor submission to the Office 
of Intelligence Policy and Review (OIPR), Department of Justice 
(DOJ), and the FISC for destruction. 

M^SC b2 
b7E 
bl 
b7D 

(S) 

<S) 

rnis material was also sequestered and submitted to OIPR and the 
FISC for destruction. 

<u> 2t83C As required by Executive Order (E.O.) 12863 and 
Section 2-56 of the National Foreign Intelligence Program Manual 
(NFIPM), OGC was tasked to determine whether the surveillance 
errors described here are matters which must be reported to the 
IOB. They must. 

(U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Pr-ps-id̂ m-H al 
directive." Tn thia - j n g t a n n F ! , f ~ ^ I 

_|were done witnout the authorization 
Consequently, in accordance with E.O. 12863 and 

bl 

required by law."' 
Section 2-56 of the NFIPM, the error must be reported to the IOB, 
which this Office will do. 

Lead(s): 

Set Lead 1: (Adm) 

b2 
b7E 

SEp^T 



SECRET 
Working Copy Page 

(U) Read and clear. 

Set Lead 2: (Action) 

COUNTERINTELLIGENCE DIVISION 

AT WASHINGTON, DC 

(U) CD-3A is requested t.n pnqnra t-hat the 
unauthorized "take" described in the |EC 278-HQ- b7E 
C12229736-VIO Serial 350 has been submitted, via the Office of 
Intelligence Policy and Review, Department of Justice, to the 
FISC for destruction. 

Set Lead 3: (Action) 

DIRECTOR'S OFFICE 

AT OPR, FO, DC 

(U) For review and action deemed appropriate, 

1 - Mr. Curran 
1 1 I b6 

b7C 1 3 
1 - NSLB IOB Library 

SECRET 



F e b r u a r y 2 7 , 2 004 

BY COURIER 

G e n e r a l B r e n t S c o w c r o f t (USAF R e t i r e d ) 
C h a i r m a n 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure entitled "Intelligence Oversight Board 
(IOB) Matter, Division, IOB Matter 200< (U) b2 

b7E 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - Mr. Szady 
Mr. Curran 
SSA 
OPR 

1 -

© : 

1 -

b6 
b7C 

27 8-HQ-C122 973 6-VIO-3S0 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

Ucp Dn 
Unefut'Staff 
(HI of Gen 
('niiiisel 
Assl Ull ___ 

Attimn Sri 
Gun I"* 
CMS 
Finance 
lulu Res 

f>JjIiona! See 
OI'R 

Off ol Public 

* Colli; A l l s 

Tii\umv£ 
Oil' o f h t O A 
Dnutlor ^ (Mite 

Derive 
Declas 

G-3 
X I DECLASSIFIED BY 6 S 1 7 9 d m h / k s r / p E S 

ON 0 5 - 3 1 - 2 0 0 7 

SEg£ffiP=C^ 

MAIL ROOM O 



SEbjMST 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

John F. Curran 
Deputy General Counsel 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. H. Marshall Jarrett 
Counsel, Office of Professional Responsibility 
U.S. Department of Justice 
Room 43 04 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

APPROVED: Crialnv.. 
CJ1S. 
finance 

Director Gen. Cousstl. 
Deputy D i r e c t o r _ _ i a f o . Res*. 

f^\>4 

Inspection 
Laboratory .̂ 
National Sec. 
OPR 

. Personnel. 

. Training 

.Off.otEEO 

. Affairs 
.Off. of Public & 
. Cong. Atts 



SECRET 

INTELLIGENCE OVERSTfWT BOARD (IOB) MATTER 
DIVISION 

«J) 
•X. 

IOB MATTER 20041 lu) 
b2 
b7E 

aa cnnn 1.3 the error was realized 
w a s f r a t i R f p r r o H f 1 

w a s ^waraea to FBI Headquarters for submission to the Office of 
Intelligence Policy and Review (OIPR), Department of Justice and 
the FISC for destruction. 

(U) M 

HA~.,A^t- a a 1—1 • T h i s material was also 
sequestered and submitted to OIPR and the FISC for destruction. 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

A<A 

SESMED 
Director. 
Deputy Director. 

^ 2 ? v ^ 
i m i c n . Crimln* ZtiapKtiM 
IVitU. Cits L . UScra:r» 

finance f ISaliosilSc: 
Gen. Counsel > * (PR 

director into. Res Personnel 

. Training 

. Oft of t£0 
Affairs 

b l 
b2 
b7E 

b2 
b7E 
b7D 

. Oft. ot Public* 
Ccng. Afts 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 05-31-2007 
CLASSIFIED BY 65179dmh/ksr/pr3 
REASON: 1.4 (c/d) 
DECLASSIFY Oil: 05-31-2032 



(Rev. 01-31-2003) 
S l ^ E T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 07/21/2005 

Attn: NSLB 

From: Inspection 
Internal TnvpgfinaHnna ga t̂--i ̂ n—| i p u , Ijrw^m 1 1 IflO 

Contact: CRS Ext 

Approved By: Fogle Toni Mari 

Drafted By: 

b6 
b7C 
b2 

mi Case ID #: 

mi Title: jtSj 

JSJ 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS ff93 
OGC/IOB# 2004 f b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security-
Law Branch (NSLB). 

(U) > 1 
(U) Reference: J&C 278-HQ-C1229736-VIO Serial 350 

278-HQ-C1229736-VIO Serial 379 

(U) The Internal Investigations Section (IIS) received 
I Division dated 1/20/2004, reporting a possible 

Details: 
an EC fron[ 
IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is an administrative 
issue. Therefore, no internal investigation will be conducted by 
the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

b2 
b7E 

• • DECLASSIFIED BY 65179 dmli/ksr/pts 
ON 06-13-2007 

SECHBT 



^ * j r 

VS. Departing f Justice 

Office of the Inspector General 

Wasliiiixttm. DC J 'o. ; ' l 

DATE: May 30,2006 

TO: 

FROM: 

Charlene B. Thornton 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

.&£~t( 
Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complainant No. 2006002830 
Subject: Unidentified 

Division 
FBI No. Not Assigned 

b2 
b7E 

• 

We consider this a management matter. The information is being provided to you for 
whatever action you deem appropriate in accordance with your agency's policy and 
regulations. A copy of your findings and/or final action is not required by the OIG. 

This matter is referred to your agency for investigation. Please provide the OIG with a 
copy of your final report on this matter. 

I I This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identifies of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act 

Attachment 

ALL FBI INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 05-31-2007 BY 65179dmh/ksi:/prs 



PIG - INVESTIGATIONS DIVISION - IDMS - Complaint Form PIG NO. | |s89-2006-002830-M 
b2 
_b7E 

Received By: b6 
b7C 

Date Received: 07/13/2005 How Received: 

SUBJECT: 

Title: UNID 
Component: FBI 
Misc: 

Home: 
Phone .-

Work: 
Phone: 

Unidentified, FBI 

Pay Plan: 
EOD Date: 

ZIP: 

SSNO: 

D.O.B.: 
Alien No.: 
F.B.I.No.: 

B.O.P.No.: 
D/L No.: 

Charges: 689 

ZIP: 

COMPLAINANT: 

Title: UNITC 
Component: FBI 
Misc: 

"Pay Plan: 
EOD Date: 

Home: 
Phone: ZIP: 

Work: GENERAL COUNSEL 
NATIONAL SECURITY LAW UNIT/CILU, WASHINGTON, 

Phone: (202)j | ZIP: 
DC 

Confidential: Revealed: 

SSNO 

D.O.B. 
Alien No. 
F.B.I.No. 

B.O.P.No. 
D/L No. 

Authority: none 

b6 
b7C 
b2 

Details: 

The FBI provided information reporting a possible IOB matter involving the interpantiaa. 
unauthorized communications. As a consequence of a typographical error, the FBI 
Division unintentionally obtained unauthorized information. I 

b7E 

ALLEGATIONS: 689 

CITY: 

IOB Violation 
T - T U P • b2 

b7E Zip: 

DISPOSITION DATA: Date: 07/13/2005 

Referred to Agency: FBI 

Civil Rights: N 

Component Number: 

Disposition: M Approval: POWELL, GLENN G 

Date Sent: 05/30/2006 Component: FBI - ^ 

N Sensitive: N Patriot Act: 
Consolidated Case Number: 

Remarks: 

5/30/06 - Sent t o AD Thornton, FBI/INSD. 
secure conta iner w i th in OIG/INV. (yht) 

The p r e d i c a t i n g m a t e r i a l w i l l b e m a i n t a i n e d i n a 

ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-31-2007 BY 65179dmh/ksr/pi:s 

Paap 1 n f 1 Dr in fA / i r m / i i / o n e s 1n•no•AO 
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Privacy Acts 

SUBJECT: NATIONAL SECURITY LETTERS 
FOLDER: 2 <r Z - 0 - U" \J0lovwt 1 

Federal Bureau of Investigation 

file:///J0lovwt


(Rev. 01-31-2003) 

Sp^RET 

FEDERAL BUREAU OF INVESTIGATION 

iim~ b 2 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 12/19/2005 

Attn: IIS 
Attn: NSLB 

From: 
Squad 14 
Contact: SA 

D_ 

Approved By: 

Drafted By: 

w ? 
DATE: 05-25-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY OH: 05-25-2032 

b2 
b7E 
b6 
b7C 

b a b 

/ 1 \ 
Case ID # : (U) 278-HQ-C1229736-VIO " ' ( P e n d i n g 

(S) X 
T i t l e : : u ) ^ 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

S^fi REPORT OF POSSIBLE IOB VIOLATI ON 

b l 
b2 
b7E 
b7A 
b6 
b7C 

( S J S y n o p s i s / ^ S ^ E C t 
c omm i 11 e d """£> y w ri-fe-ei 

(U) ^ 

Q r e p o r t a DOS.q-. h i p TOR v i n l ^ i n n bl 
b6 
b7C 
b7A 

-fy 

(S) 
Details: J?*Z£ A potential IOB violation occurred during 

ttion ofl investi nat 

bl 
b6 
b7C 
b7A 

(u)^T' 

(S) 

On 9/9/2005, a National Security Letter (NSL) 
was prepared"by writer to obtain subscriber information for 

J 
(U) ̂  Results in compliance with the aforementioned 

NSL were received on 10/11/2005 by 
documented in an EC dated 10/12/20C 

b l 
b2 
b7E 
b7D 
b6 
b7C 
b7A 

SSU1 U n i t and 
b2 
b7E 

SECRET 



3E£R RET 

To: Inspection From: 
Re: (U) 278-HQ-C122 97 36-VIO, 12/16/2005 

(U) 

J^Ton 12/15/ 
original "NSL dated 9/9/ 
transposed. Subscriber 

2005, it was discovered that on the 
2005, the number was inadvertently 
information was renn^stpd for 

W '2005, | 
>f the error, 

CDC 
C 

£§0 On 12/15/; 
contacted and advised oJ 
writer to prepare a report of possible IOB violation. 

DC£ ] requested 
was 

W £ < The resul 
reference to the result 
permanently charged out 
needed for, or related 

b2 
b7E 
b6 
b7C 

(U) XI wi 
Division regarding r&m 

ts of the NSL and any serials with 
s of the NSL can be destroyed or 
of the original file as they are not 
to, the current investigation. 

11 await guidance from Inspection 
val of subscriber information from 
and ACS. 



SECRET 

To: Inspection From: 
Re: (U) 278-HQ-C1229736-VIO, 12/16/2005 

LEAD(s) : 

Set Lead 1: (Info) 

ALL RECEIVING OFFICES 

(U) For information only. 

•• 

b2 
b7E 

S^pET 

3 



(01/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 
Date: 3/8/2006 

Attn: 

Inspection 

Counterintelligence 

SA 
SA 
CDC 

Toni Mari Fogle 

SSA 

b2 
b7E 
b6 
b7C 

CD-3B 

From: Office of the General Counsel 
N a t i o n a l Security T.aw Branch/riT.n/D^^ 7 9 7 5 
Contact: 

Approved By: Thomas Julie F 

Drafted B-
<U) 

DATE: 05-25-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-25-2032 

Case in *: £< 278-HQ-C1229736-VIO /^''? 

m INTELLIGENCE OVERSIGHT BOARD MATTER 2006J 
Title: 

ALL INFORMATION CONTAINED 
HEREIU IS UNCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE 

b2 

(0) 
Synopsis: £s< I t i s t h e o p i n i o n 

Counsel ("OGC") that thi of the Office of the General 
s matter must be reported to the 

...«_>_ KJ^ I C ^ U I L S Q no the 

Intelligence Oversight Board ("IOB"). OGC will prepare a c 
letter and a letter head memorandum to report this matter t 
IOB. Our analysis follows. 

cover 
o the 

(U) 
• & 

(U) 
R e f S r e n

( ^ : g j , 278-HO-C122971n-VIO S e r i a l 1115 
b l 
b7A 
b2 
b7E SE^ET 

• . ' . . 

,' xi • 

0IQ/DOI REVIEW 
FBUNVESDGAm 

0IG/D0J 

b6 
b7C 

(/.l^L 



To:[ 
SE^ET 

From": Office of the General Counsel 
Re: 278-HQ-C1229736-VIO, 3/8/2006 

b2 
b7E 

Details: ^ 4 By electronic communication (EC) dated 12/19/2005,b2 

loivision requested OGC review of a possible IOB error in 
conjunction with an ongoing counterintelligence investigation. 
The following facts are derived from this EC. 

(U) 
£S< On 9/9/2005, FBI prepared a Ma-t- H opp)} V " " ^ r 

Letter (NSL) to obtain subscriber information for 

12/15/2005, FBI discovered that the 
original NSL dated 9/9/2005 inadvertently requested information 
for the wrong telephone number.| 

I 
(U) Section 2.4 of Executive Order (E.O.) 12863, 

dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive order or Presidential 
directive." This language was adopted verbatim from E.O. 12334, 
dated 12/04/1981, when the IOB was known as the President's 
Intelligence Oversight Board. 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

b2 
b7E 
bl 
b6 
b7C 
b7A 

(U) By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General's foreign counterintelligence 
guidelines or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, if such provision 
was designed in full or in part to ensure the protection of the 
individual rights of a U.S. person. Violations of provisions 
that are essentially administrative in nature need not be 

SjjttOR ET 



&EQ£ET 
To: . 
From! Office of the General Counsel 
Re: 278-HQ-C1229736-VIO, 3/8/2006 

b2 
b7E 

reported to the IOB. The FBI is required, however, to maintain 
records of such administrative violations so that the Counsel to 
the IOB may review them upon request. 

<TJ) f&L In this case, this matter must be reported to the IOB 
because FBl| requested information on a number that had no 
relevance to an ongoing investigation as required by statute. 
This error was compounded by the fact that the results from this 
NSL were documented in an EC and subsequently entered into the 
FBI's Telephone Applications database. 

b2 
b7E 

(U) Based upon these facts, in accordance with the NSIG and 
the terms implementing the reporting requirements of Section 2.4 
of EO 12863, it is our opinion that this error must be reported 
to the IOB. 

sjfisR ET 



JEfĉ ET 
To^ 
From"! Office of the General Counsel 
Re: 278-HQ-C1229736-VIO, 3/8/2006 

b2 
b7E 

Lead(s): 

Set Lead 1: 

b2 
b7E 

AT 

(U) Implement procedures to ensure the accuracy of 
information contained in NSL, requests. Sequester all information 
from this NSL with 
information from FBI databases 

3hief Division Counsel, and purge all 
NSLB will provide further 

guidance to the CDC regarding the sequestered information. 

Set Lead 2: 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

:u: Coordinate with Division to ensure that 
appropriate procedures are in place to ensure the accuracy of 
information contained in NSL requests and that the information is 
properly sequestered and purged. 

b2 
b7E 

1 - Ms. Thomas 
1 -
1 -
1 -

b6 
b7C 

NSLB L i b r a r y 

• • 

5BTVR ET 



• • 

DECLASSIFIED BY 65179 dmh/ksc/gcl 
ON 05-25-2007 

March 8, 2006 

Mr. Stephen Friedman 
Chairman Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Friedman: 

This letter forwards for your information a self-explanatory 
enclosure entitled "Intelligence Oversight Board (IOB), Matter 
2006-1 I" (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - 278-HQ-C1229736-VIO -

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 



sJfel^T 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Very truly yours, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

2 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

DenvSd^sQfrrr'tj-3 
5lassify on: 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

A T E ; C 

Sfe^RET 

DATE; 05-25-2007 
CLASSIFIED BY 65179 dmh/ks r / gc l 
REASON: 1.4 (c) 
DECLASSIFY OH: 05-25-2032 

INTELLIGENCE OVERSIGHT BOARD 
I DIVISION 

IOB) MATTER 

IOB MATTER 2006] | (U) 
b2 
b7E 

b2 
b7E 

1&C The[ 

(UJ 

(S) 

( S J -

( S ) 

(U) 
i!*< mi__i Division of the Federal Bureau of Investigation has 

reported a possible violation in conjunction with an ongoing 
counterintelligence investigation. By electronic communication (EC) 
dated 12/19/2005 
of this possible 
EC. 

TUB" 

I 

requested FBI Office of General Counsel review 
error. The following facts are derived from thisb2 

b7E 
b l 
b6 
b7C 
b7A 

\£&C On 9/9/2005, FBI | prepared a National Secur i ty L e t t e r 
(MRT.l tn n h t a - i n s n h s r r i h p r i n f n r m a f j o n fn r ] 

5 
^SF^On 12/15/2005, FBI [ ^discovered that the original NSL 

dated 9/9/2005 inadvertently requested information for t-h<=> ™-m-nn 
telephone number./ 

(U) 

b2 
b7E 

this 

1 
b2 
b7E 
bl 
b6 
b7C 
b7A 

-r£ft3r Tn this case, 
FBIJ [requested information on 

this matter must be reported to the IOB because 
a number that had no relevance to an 

ongoing investigation as required by statute. This error was compounded 
by the fact that the results from this NSL were documented in an EC and 
subsequently entered into the FBI's Telephone Applications database. 

(U) Based upon these facts, in accordance with the NSIG and the 
terms implementing the 

reporting requirements of Section 2.4 of EO 12863, it is our opinion 
that this error must be reported to the IOB. 

SECRET 3 



(Rev. 01-31-2003) 

SJ&$ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 04/27/2006 

Attn: NSLB 

I n s p e c t i o n 
I n t e r n a l I n v e s t i g a t e nriR .Serf inn , IPU, Room 11865 

Ext. | I 

From: 

Contact: CRS 

Approved By: I 

Drafted By: 

] 
kks'" 

/ Case ID #: 

Title: (U) 

!U) 278-HQ-C1229736-VIO 

DATE: 06-12-2007 
CLASSIFIED BY 65179 dmh/ks r /gc l 
REASON: 1.4 (c) 
DECLASSIFY ON: 06-12-2032 

(Pending) 

b2 
b6 
b7C 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 1ft 03 b2 
OGC/lOB# 2006[ 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

(U) 

Reference: 

- & 

(U) 
(S) 
(U) 

De^rived^rcan---r--^5 - 3 
D ejil«s^TfyDn-:~^X 1 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

278-HO-C122973fi-VTn B^j^l H 1 5 

^va-HU-L'1229736-VIO Serial 1257 

bl 
b2 
b7E 
b7A 

Details: (U) The Internal Investigations Section (IIS) received 
an EC froml iDivision dated 12/19/2005, reporting a possible 
IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is indicative of a 
performance issue. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

b2 
b7E 

• • 



(Rev. 01-31-2003) 

SjJ&^fiJ 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date: 05/01/2006 

Attn: SAC (Personal Attention) 

Ext. | | 

From: Inspection 
Internal Investigations Section ._ IPU, Room 118 65 
Contact: CRS 

Approved By 

Drafted By: 

Case ID #: 

-'! 

<Jg& 

b2 
b7E 
b6 

DECLASSIFIED BY 6S179 dioh/ksE/gcl b7C 
ON 05-29-2007 

(U) 263-HQ-O-U - 441 ( P e n d i n g ) 

T i t l e : (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
I N S D / I I S TRACKTNGtt 1 B02 
OGC/IOB# 2 0( 

LACK] 
) 0 6 L b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) x Der ivS 
Dee±a"s"sify drTi 

G-3 

Enclosure (s) : (U) 278-HQ-C1229736-VIO Serial 1115 

Reference: (U) 278-HQ-C1229736-VIO Serial 1115 
278-HQ-C1229736-VIO Serial 1257 

Details: (U) Upon review of[_ jDivision's captioned report 
b2 
b7E 

of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

•• 

S^J2<(^T 



*•#§•' U.S. Departmei^W Justice 

Office of the Inspector General 

DATE: November 22, 2006 
ALL FBI INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED 
DATE 05-29-2007 BY 65179 dmli/ksE/gcl 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: 

• 

OIG Complaint No. 2007001069 
Subject: Unidentified b 2 

Division b7E 
FBI No. 263-HQ-0-U-441 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I I This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 



b2 
b7E 

OIG - INVESTIGATIONS DIVISION Complaint Form OIG NO. 689-2007-001069-M 

Received By Date Received: 04/20/2006 H o w Received: 

SUBJECT: Unidentified, 

Title: UNID 
Component: FBI 

Ml.SC : 
Home: 
Phone: 
Work: 
Phone: 

FBI 
b6 
b7C 

Pay 
EOD 

Plan: 
Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F. B.I.No. 
B.0.P.No. 

D/L No. 
Offenses 689 

COMPLAINANT:Q 
Title: ATTY 
Component: FBI 
Misc: ^ ^ _ _ _ _ _ 
Home: I 

Pay Plan: 
EOD Date: 

Phone: {) -
Work: , , 
Phone: I 
Confidential: 

ZIP: 

ZIP: 

Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b6 
b7C 
b2 

Details: 

The FBI provided information regarding a potential IOB matter. b2 
b7E 

On 9/9/05, FBl| |pivision prepared a National Security Letter (NSL) to obtain 
subscriber information. On 12/15/05, it was discovered that the NSL inadvertently requested 
information for the wrong telephone number. 

ALLEGAT 
Occurre 
CITY 

IONS: | I 

nee Date: ° 

I I 

IOB Violation 
9/09/2005 TIME: 

State: | | Zip: 

b2 
b7E 

DISPOSITION DATA: Disposition: M Date: 04/20/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 11/21/2006 Component: FBI 

Patriot Act: N Civil Riahts: N 

Sensitive: N Whistleblower: N 

Component Number: 

Consolidated Case Number: 

Remarks: 

1 1 / 2 1 / 0 6 : P r e d i c a t i n g m a t e r i a l c o n t a i n s c l a s s i f i e d i n f o r m a t i o n w h i c h w i l l be s t o r e d i n a 
s e c u r e c o n t a i n e r a t OIG/INV/HQ. ( s t p ) 

ALL FBI INFORMATION CONTAINED 
HEEEIN 13 UNCLASSIFIED 
DATE 06-12-2007 BY 65179 dml i /ks r /gc l 

P a g e l o t 1 P r i n t e d H / 2 1 / 2 0 0 6 1 2 : 3 6 : 4 1 

http://Ml.SC


(Rev. 01-31-2003) 

J ^ K K I ^ 

FEDERAL BUREAU OF INVESTIGATION 

P r e c e d e n c e : ROUTINE Date: 0 2 / 0 2 / 2 0 0 6 

b2 

(S) 

b6 
b7C 

To: Inspection 
General Counsel 

Attn: 
Attn: 

IIS 
NSLB 

From: 
Squad 15 
Contact: SA 

Approved By 

D r a f t e d By: 

• i 
~ 

L 
-L-. iP 

gak ftf-

DATE: 05-29-2007 
CLASSIFIED BY 65179 djuh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-29-2032 

Case ID #: (U) 

T i t l e : (U) 

(U) 

7 7 R - H n - n ? 7 Q 7 - < f i - V T n J_Eending) 

b l 
b2 
b7E 
b7A 

b6 
b7C 

REPORT OF POSSIBLE IOB VIOLATION 

S y n o p s i s : > f p ^ EC t o rpnnrf a n n g ^ i h l p Ten v i o l a t i o n c o m m i t t e d 
by w r i t e r i n 

(U) X 
(U) 

D e r n 
D e - r t S s s i f y On: 

b2 
b7E 
b6 
b7C 

bl 
b6 
b7C 
b7A 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SH0WW OTHERWISE 

Administrative: jfe£ The following information is FISA-derived 
and singular in nature. No dissemination is to be made outside 
of the FBI of any information provided by the source without 
close coordination with the 

b2 
b7E 

n<*<-«i 1 B •J 
division. 

U f H a 

CJ'^i--' 

bl 
b6 
b7C 
b7A 
b2 
b7E 
b7D 

l l "-/a •o l i t 



S$6$L ET 

To: I n s p e c t i o n From: 
Re: (U) 278-HQ-C1229736-VIO, 02/02/2006 

b2 
b7E 

b l 
b6 
b7C 
b2 
b7E 
b7D 
b7A 

b l 
b6 
b7C 
b2 
b7E 
b7A 
b7D 

X£ J" 

Lai 

-LSlf 

(S) 

b l 
bo 
b7C 
b2 
b7E 
b7D 
b7A 

b l 
b6 
b7C 
b2 
b7E 
b7A 

b l 
b6 
b7C 
b7A 

S^fcRET 

2 



SECRET 

To: Inspection From: I 
Re: (U) 278-HQ-C12297Jib-ViU, 02/02/20 

^ b2 
b7E 

06 

LEAD(s): 

Set Lead 1: (Info) 

ALL RECEIVING OFFICES 

(U) For information only. 

•• 

E&kl SECRET 

3 



(01/26/1998) 

SE&ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 3/07/06 

To: Attn: SAC, CDC 

From: G e n e r a l C o u n s e l 
N a t i o n a l S e c u r i t y A f f a i r s / R o o m 7947 
C o n t a c t : J u l i e F . Thomas 

DATE: 05-29-2007 
A p p r o v e d B y : T h o r n s , T n 1 i P F _ CLASSIFIED BY 65179 dmh/ks r /gc l 

b2 
b7E 
b6 
b7C 

REASON: 1.4 (c) 
DECLASSIFY OH: 05-29-2032 

D r a f t e d B y : 

C a s e ID # : 

3 
IS) 

278-HQ-C1229736-VIO -/-" 

Title (U) 

bl 
b2 
b7E 
b7A 

(U) 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-1 1 b2 

Synopsis: X It is the opinion of the Office of the General 
Counsel (OGC) that no error was committed in this matter, and 
therefore nothing need be reported to the IOB. A record of this 
decision should be maintained in the investigation control file 
for review by the Counsel to the IOB. 

:u; 

Reference: 

Details 

:u) 
;s) 

i s i 

2 7 8 - H O - C 1 ? ? q 7 3 6 - V T O S P r i 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE b l 

b2 
b7E 
b7A 

a l 1157 

b l 
b6 
b7C 
b2 
b7E 
b7D 
b7A 

3^5£ET 

b6 
b7C 

0IG/DWI 
FBI INVESnGATjOWT— !tn 
0!G/D0JINVESTIGAl13ir^^ 



sifeRET 

To: 
Re: 

. From: General Counsel 
P8^ 278-HQ-C1229736-VIO, 3/07/06 

(U) 
(S)l 

_S_L_L 

is; 

b2 
b7E 

bl 
b6 
b7C 
b2 
b7E 
b7D 
b7A 

bl 
b6 
b7C 
b2 
b7E 
b7A 

bl 
b6 
b7C 
b2 
b7E 
b7D 
b7A 

bl 
b6 
b7C 
b7A 

^ij" 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB, this language has been interpreted to mandate the reporting 

b l 
b6 
b7C 
b7A 

s/6s$. ET 



To 
Re 

(U) 5c 
SE^tfE1] 

From: General Counsel 
278-HQ-C1229736-VIO, 3/07/06 

b2 
b7E 

of any violation of a provision of The Attorney General's 
Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection (NSIG), or other guidelines or 
regulations approved by the Attorney General in accordance with 
E.O. 12333, dated 12/04/1981, if such provision was designed in 
full or in part to ensure the protection of the individual rights 
of U.S. persons, 

3tC *r 

(U) 

including the 
tecnniques listed in Part V of these Guidelines..." Section 
II.D.3. These techniques include the issuance of National 
Security Letters. NSIG, Section V.12. 

bl 

LSJ 

bl 
b6 
b7C 
b7D 
b7A 

We do not believe that any of these actions constitutes a 
violation of the NSIG or any other guidelines or regulations 
approved by the Attorney General in accord with E.O. 12333. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that there was no error committed and 
thus nothing should be reported to the IOB in this matter. A 
record of this decision should be maintained in the control file 
for future review by the Counsel to the IOB. 

Set Lead 1 (Info) 

SECRET 



SEWREI 

To: I I From: General Counsel 
Re: ..fttf 278-HQ-C1229736-VIO, 3/07/06 

(U) X 

AT 

b2 
b7E 

1 -
1 - IOB Library 
•• 

b6 
b7C 

SECRET 

4 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

From: 

Contact: CRS 

Approved By 

Drafted By: 

Date; 04/27/2006 

Attn: NSLB 

Inspection 
Internal Investigations Ser-M on iPU; Room 11865 

Ext I I 

b6 
b7C 
b2 
b7E 

kas" 

ALL INF0RHATI0H CONTAINED 
HEREIH IS UNCLASSIFIED 
DATE 0 5 - 2 9 - 2 0 0 7 BY 65179 d m l i / k s E / g c l 

Case ID #: 

Title: (U) 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 1806 
OGC/lOB# 2006-j I 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Securitv 
Law Branch (NSLB). * 

Reference: (U) 278-HQ-C1229736-VIO Serial 1157 
278-HQ-C1229736-VIO Serial 1231 

Details: (IT) The, Internal Investigations Section (IIS) received 

b2 

_ J.il̂ v.J.it«J. xiivcouj.yauj.uiia section (.us,) received 
an EC from | |Division dated 02/02/2006, reporting a possible 
IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is not indicative of 
willful misconduct. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

b2 
b7E 

•• 

http://xiivcouj.yauj.uiia
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE D a t e : 05/01/2006 

T o : I I Attn: SAC (Personal Attention) 

b2 From: Inspection 
Internal Investigations Section IPU, Room 11865 b7E 
Contact: CRS | ] Ext. | _ ^ | ^6 

''• DECLASSIFIED BY 65179 dmh/ksn/gcl 
0W 05-29-2007 

J J B ^ 

Approved By: 

Drafted By: 

V Case ID #: (u) 263-HQ-O-U - 442 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1806 
OGC/lOB# 2006-1 ~~~\ b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

Derl-ve^-^From 
De^iae«irfyOn~i 

Enclosure (s) : (U) 278-HQ-C1229736-VIO Serial 1157 

Reference: (U) 278-HQ-C1229736-VIO Serial 1157 
278-HQ-C1229736-VIO Serial 1231 b2 

b7E 

b7C 

Details: (u) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

K u. k
 (U> I I S r e c°9 n izes and appreciates that this matter was 

brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

•• 

Jzstfz&s. 



U.S. Departmei f Justice 

Office of the Inspector General 

I 

DATE: November 22, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: 

SUBJECT: 

Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

OIG Complaint No. 2007001072 
Subject: Unidentified 

Division 

b2 
b7E 

FBI No. 26J-HQ-0-U-442 

• • We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

I I This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I I This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 

ALL FBI INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 05-29-2007 BY 65179 dmii/ksr/gcl 



[G - INVESTIGATIONS DIVISION Complaint Form OIG NO.: 

eceived By: r • 689-2007-001072-M b 
b 

UBJECT: Unidentified, FBI 
itle: UNID 
omponent: FBI 
ilSC : 

:ome: 
'hone: 
)ork: 
snone: 

rOMPLAINANT: Thomas, Julie F 
Title: EXECG 
:omponent: FBI 
«lisc: . 
tome: I 
Phone: U -
Work: 
Phone: 

b 6 Date Received: 04/20/2006 How Received: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses: 689 

Pay 
EOD 

Pay 
EOD 

Plan: 
Date : 

ZIP: 

ZIP: 

Plan: 
Date: 

ZIP: [ 

Confidential 
ZIP: 

Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b6 
b7C 
b2 

D e t a i l s : 

fSyrhe FBI p r o v i d e d i n f o r m a t i o n r e g a r d i n g a p o t e n t i a l IOB m a t t e r . 

ALLEGATIONS: 689 JOB V i o l a t i o n 
O c c u r r e n c e Date : 02 /02 /2006 
CITY :| :a_ 

TIME: 
State: 

b2 
b7E Zip: 

DISPOSITION DATA: D i s p o s i t i o n : M Date : 04/20/2006 Approva l : POWELL, GLENN G 

R e f e r r e d t o Agency: FBI Date Sen t : 11/21/2006 Component: FBI 

P a t r i o t Act : N 

S e n s i t i v e : N 

C i v i l R i a h t s : N 

W h i s t l e b l o w e r : N 

Component Number: 263-HQ-0-U-442 

C o n s o l i d a t e d Case Number: 

Remarks: 

11/21/06: Predicating material contains classified intormation which will be maintained in 
a secure container at OIG/INV/HQ. (stp) 

DATE: 06-13-2007 
FBI INFO. 
CLASSIFIED BY 65179 d ioh /ks r /gc l 
REASON: 1.4 (c) 
DECLASSIFY OH: 06-13-2032 

Page 1 of 1 Printed 11/22/2006 11:09:22 



(Rev. 01-31-2003) 

SEJBfeET 

FEDERAL BUREAU OF INVESTIGATION 
!"- <_... ! 1 

(U) 

(U) 

(5) 

(U) 

Precedence: ROUTINE 

To: Counterintelligence 
General Counsel 
INSD 

Date: 10/26/2005 

Attn: CD-4D, SSA 
Attn: NSLB 
Attn: IIS 

From: L 
Squad 23 
Contact: SA H 

b2 
b7E 
b6 
b7C 

A p p r o v e d B y : 

D r a f t e d B y : 

DATE: 05-29-2007 
CLASSIFIED BY 65179 djah/ksr/gcl 
REASON: 1 .4 (c) 
DECLASSIFY ON: 05-29-2032 

rmy 

Case ID #: (S) 
(U) $&£ ' ^;«-HU-L'iyyy7j6 (Pending) 

Title: IS) 

Synops is: _ / ^ 

ALL INFORMATION CONTAINED 
HEFEIW IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

b l 
b 2 
b 7 E 
b 7 A 

b l 
b 2 
b7E 
b7A 

To a d v i s e FBIHQ_af__La£iiifi. 
be r e p o r t a b l e t o t h e IOB. TheJ 
r e q u e s t i n g r e c o r d s f o r an emaiJ 

t h a t cou ld c o n c e i v a b l y 
D i v i s i o n sen t an NSL 

a d d r e s s b e l i e v e d t o be t h e 
s u b j e c t ' s work emai l a d d r e s s , however t h e company r e t u r n e d t h e 
r e c o r d s of t h e i n t e r n e t domain account of t h e s u b j e c t ' s employer , 

b2 
b7E 

not the subject's email is forwarding the facts 
surrounding this incident to FBIHQ to determine whether there is 
a reportable IOB violation. 

(U) X 
(S) 

DerTv? 
Dec [y On: 

L ^_ 

bl 

(S) 

Enclosure(s): 
Letter cover 
rnmr of t-he EC documenting the collection of records fron 

A copy of the original National Security 
5C; a" copy of the National Security Letter; ;anH a 

ind submission of results to the file 

Details; £s<( On February 11, 2005, SA 
National Security Lette/r ;(NSL) be drafted tor 

A r'l L- •• f. t SESGftET 
. . - ,. _ J s -

S^CSIE1] 
(S) 

b l 
b7D 

b6 
b7C 
b l 
b7D 

b6 
b7C 



SE&£ET 

TO: 
Re: 

Counterintelligence From : [ 
(S) 10/26/2005 

b2 
b7E 
b l 
b7A 

isi 

,(U) .On o r around October 13, 
] who 

2005 
is assigned to the FBI 

SAl I asked SA quad 22, 

bl 
b7D 
b7A 

bl 
b2 
b7E 
b7A 
b7D 

bl 
b6 
b7C 
b2 
b7E 
b7A 

Cyber Squad, to assist in reviewing the records to determine what 
information the documents provided. Upon review, it was 
determined that the documents provided no information I 

I consulted witn SSA' 
SA 

rnq_ 

f Upon this discovery, 
fwho referred the issue to 
J subsequently advised 

b2 
b7E 
bl 
b7A 
b7D 
b6 
b7C 

CDC _ ^__m j 
that' this matter should be referred to FBIHQ to determine if this 
is an IOB violation and that the documents in question should be 
sealed. 

(U) "xf£) On October 26, 2005, SA | "|was a d v i s e d of CDC 
{ i n s t r u c t i o n s and s e a l e d t h e documents i n an 

b6 
b7C 

SECRET 

2 



zp&pi 

To: 
Re: 

C n n n f PT-i n f p l 1 i n p n n g Ej iam : I 

(S) 10/26/2005 

bl 
b2 
b7E 
b7A 

envelope. This sealed envelope will be placed into the file 
pending further instructions. 

SECRET 

3 



! E ^ I SECRET 

TO : f n n n t - o r i n f a l 1 -i <-icnn^ BlCCim : [ 

Re: (S) 10/26/2005 

<U1"""'S3j Read and cl« 

LEAD(s) : 

Set Lead 1: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

.ear. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U1 y$) Read and Clear. 

Set Lead 3: (Info) 

IIS 

AT INSD 

Read and clear. 

•• 

S$<RET 

4 



(01/26/19*8) 

SJ f̂cRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 3/24/06 

To: Director's Office 

Inspection Attn: IIS 

Attn: CDC 

From: General Counsel 
National Security Affairs/Room 7947 
Contact: Julie F. Thomas 

Approved By: Thomas Julie F 

[ 
Drafted By: 

Case ID #S ̂  Xl 

(S)> 

?7a-Ho-n??cn^-wTn 

DATE: 05-29-2007 
CLASSIFIED BY 65179 djah/ksr/gci 
FEA30N: 1.4 (c) 
DECLASSIFY ON: 05-29-2032 

b l 
b2 
b7E 
b7A 

Title: (U) Ixf POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2006 

(U) 

b2 
b7E 
b6 
b7C 

Synopsis: 'p5Q It is the opinion of the Office of the General 
Counsel (OGC) that the above-referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

ALL INF0RHATI0H COBTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

(U) W 
Reference: j>f 278-HQ-C1229736 Serial 2526 

Detail*,. lM^ As noted in the electronic communication (EC), this 
matter has arispn a? a result of a National Security Letter (NSL) 

(U) De r ived-:freom--T'G - 3 
Def i ias ' s i f y On: 

i s s u e d by 
i n v e s t i g a t i o n . 

in a f u l l f i e l d c o u n t e r i n t e l l i g e n c e 

;*&c RET 

b6 
b7C 

b2 
b7E 

niG/DOJ REVIEVfe 

FBI INVESTIGATI^ZEZ 
OiaOOJ INVtSTlGATlOft 

DATE* Hnu 



3H& •RET 

To: 
Re: 

<U) 

1 From: General Counsel 
278-HQ-C12 2 973 6-VIO, 3/24/2006 

b2 
b7E 

1£J 

:s) 

(S) 

rev iew, i t was d i s c o v e r e d t h a t t he documents pmviripH n^ 
i n f o r m a t i o n for i — 

J Upon 

(Ul (X( The matter was referred to the CDC, who advised 
that it should be directed to FBIHQ, and that the documents in 
question should be sealed. 

£&C On October 26, 2006, the documents were sealed and 
placed in the file pending further instructions. 

(S) As required by Executive Order (E.O.) 12863 and 
Section 2-56 of the National Foreign Intelligence Program Manual 
(NFIPM) , OGC was tasked to ristprniinp whether the erroneous 
production by I of records unrelated to the 
subject but pertaining to | |is a matter which 
must be reported to the IOB. It is. 

bl 
b2 
b7E 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b7A 

bl 
b2 
b7E 

bl 
b7D 

E^I SECRET 



SgCkE') 

To: 
Re: 

ID)-

^ From: General Counsel 
j>c^ 278-HQ-C1229736-VIO, 3/24/2006 

(S) f^- Section 2.4 of E.O. 12863, dated 9/13/1993. 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning' 
intelligence activities that they have reason to believe may 
unlawful or contrary to-Executive Order or Presidential 
direct i YPI. " Tn this instance, the erroneous production by 

|°f records unrelated to the subject, but 
pertaining to | |was done without the 
authorization required by law. Consequently, in accordance 
E.O. 12863 and Section 2-56 of the NFIPM, the error must be 
reported to the IOB, which this Office will do. 

w 

s^fcsjn 



£EOR ET 

To: J From: General Counsel 
Re: j*f/ 278-HQ-C1229736-VI0, 3/24/2006 

(U) ^ x 

Set Lead 1: (Action) 

AT 

(S) 

Set Lead 2: (Discretionary) 

INSPECTION 

AT WASHINGTON, D.C. 

(U) For appropriate action. 

b2 
b7E 

b2 
b7E 
b l 
b7D 

1 -
1 -
1 -

1 -

Ms. 

1UB 

Thomas 

iiicrary 
• • 

b6 
b7C 

S ^ S R E T 

4 



DECLASSIFIED BY 65179 dmh/ksE/gcl 
ON 05-29-2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure entitled. "Intelligence Oversight Board 

b2 

IOB) Matter, IOB 2006 (u: 
The enclosure sets forth details of investigative 

activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - 278-HQ-C1229736-VIO * |::>',U 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

irces Deri 
Decl Marcl 



Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker III 
Counsel for Intelligence Policy and Review 
U.S. Department of Justice 
Room 6000 

-2-



ALL ICTFOPHATION COHTAIHEDl 

HEREIN I S UNCLASSIFIED EXCEPT 

TJJHERE SHQWH OTHERWISE 

£#GRET 
DATE:^Bl29-2007 
C L A S S W R D BY 65179 dmh/ks r /gc l 

FEA50N: 1.4 (c] 
DECLASSIFY OK: 05-29-2032 

INTELLIGENCF. OVRRSTflHT BOARD (I0B) MATTER 
FIELD OFFICE 

(U) IOB MATTER 2006-| ~ [ s ) [$) 

b2 
b7E 

, v T h el [Field Office of the Federal Bureau 
of Investigation has reported an error in conjunction•yi th a 

(CM response to a National SprnH t,y Letter (NSLJ 
pursuant to the NSL. did no 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

SECRET 

pEtSBEl 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

From: 

Contact: CRS 

Approved By: 

Drafted By: 

Date: 05/11/2006 

Attn: NSLB 

Inspection 
Internal Investigations Section._ IPU, Room 11 

Ext . | I 
8 6 5 

5W'i 

iny 
b6 
b7C 
b2 

Case ID # : 

T i t l e : (U) 

(U) 278-HQ-C1229736-VIO [ P e n d i n g ) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
I N S D / I I S TRACKpLNHi_2118 
OGC/IOB# 2 0 0 6 -

b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736 Serial 2526 
278-HQ-C1229736-VIO Serial 1315 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from Baltimore Division dated 10/26/2005, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is not 
indicative of willful misconduct. Therefore, no internal 
investigation will be conducted by the IIS and this matter is 
being relegated to the NSLB for whatever action they deem 
appropriate. 

•• 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-29-2007 BY 65179 cJitth/ksr/gcl 



(Rev. 01-31-2003) 
S E « R E T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To: 

ROUTINE 

Zl 
Date: 05/11/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 11865 
Contact: CRS I I Ext. | | 

Approved By: 

Drafted By: 

Case ID #: 

>i 
iM 

DATE: 06-12-2007 
CLASSIFIED BY 65179 d ioh /ks r /gc l 
REASON: 1.4 (c) 
DECLASSIFY OH: 06-12-2032 

b2 
b7E 
b6 
b7C 

(U) 263-HQ-0-U-(<So(Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TPACfCTNOtt 211fl 
OGC/lOB# 2006 r b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

X
- - — _ _ _ ^ ^ ^ _ _ — - ALL INFORMATION CONTAINED 
D e r T v ^ d r - E l f i S U - f r G ^ 3 HEREIN 15 UNCLASSIFIED EXCEPT 

fsify On WHERE SHOWN OTHERWISE 

Enclosure(s) (S) 
(U) 278-HQ-C1229736 Serial 2526 

Reference: (S) 
(U) 
(U) 
(S) 

27B-H0-C1229VJ6 Serial 'Ab'lb 

b l 
b2 
b7E 
b7A 

D e t a i l s : (U) Upon review o fQ ] D i v i s i o n ' s c a p t i o n e d b2 
report of a potential IOB violation, IIS did not find the matter b7E 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6 ) . 

•• 

SECRET 



U.S. Departme. of Justice 

Office of the Inspector General 

DATE: November 15, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

cor.. s- U ii 
*>..S> •'' V ' " ' •• " \ 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

Washington, DC. 20530 

ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-29-2007 BY 65179 dmh/ksE/gcl 

SUBJECT: OIG Complaint No. 2006008196 
Subject: Unidentified 

I iDivision 
FBI No. 263-0-U-450 

b2 
b7E 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

I | This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I | This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 



OIG INVESTIGATIONS DIVISION 

Received By 

Complaint Form 
•b6 — - ^ ^ — • • — « » • 
b7C Date Received: 

ALL FBI q ^ K A T I O N CONTAINED 
HEREIN IS^KLASSIFIED b2 
DATE 06-12-2007 BY 65179 dmh/kSE/gcl b7E 

6 8 9 - 2 0 0 6 - 0 0 8 1 9 6 - M OIG NO. £1 
05/11/2006 How Received: A 

SUBJECT: Unidentified, FBI 

Title: UNID 
Component: FBI 
Misc : 
Home : 
Phone: 
Work: 
Phone: 

COMPLAINANT: Thomas, Julie F. 

Title: ATTY 
Component: FBI 
Misc : 
Home : 
Phone: 
Work: General Counsel, 
Phone: 
Confidential: 

•Pay Plan 
EOD Date 

ZIP 

ZIP 

Pay Plan 
EOD Date 

ZIP 

ZIP 
Revealed 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

Details : 

The FBI provided information reporting a possible IOB matter regarding the interception of 
unauthorized information. As a consequence of an error on the part of a communications 
carrier, the FBI unintentionally obtained unauthorized information. 

ALLEGATIONS: 689 IOB Violation 
Occurrence Date: 02/16/2005 
CITY I 

TIME: 

State: • b2 
b7E 

Zip: 

DISPOSITION DATA: Disposition: M Date: 04/27/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 11/15/2006 Component: FBI 

Patriot Act: N Civil Riqhts: N Component Number: 

Sensitive: N Whistleblower: N Consolidated Case Number: 

ilA~ 

Remarks: 

11/15/06- Sent to Kaiser/FBI/INSD. Predicating material will be maintained within OIG/INV 
in a secure container. 

P^af 7 of 7 Printed 11/15/2006 2:08:56 



(Rev ,1-31-200.1) 

SECJ&T 

FEDERAL B U R E A U O F INVESTIGATION 

Precedence: ROUTINE 
(°"{_Jb2 

Date: 03/27/2006 
y 

To: Inspection 
General Counsel 

Attn: IIS 
Attn: NSLB 

From: 
Chief Division dnimspl 
Contact: 

Approved By: 

J* J 

z/v-HQ-ciZZVrjb (Pending) 

b2 
b7E 

DATE: 05-29-2007 b g 

CLASSIFIED BY 65179 dnh/ksr /gc l b 7 c 

PEASOH: 1 .4 (c) 
DECLASSIFY ON: 05-29-2032 

bl 
b2 
b7E 
b7A 

Drafted By: 

Case ID #: (S) 
(U) -^ 

T i t l e :(U)X ?°SSI3LE INTELLIGENCE OVERSIGHT BOARD MATTER, (IOB; 

(U)...... 
SAT 
SSfl-

Synopsis: ̂ >S^T J 

b6 
b7C 

NSL directed at incorrect telephone number. 

(U) 

<S) ) ^ 

DerTv&i--Er^m--:—G-3 
De_cia-s"sify On: 

ALL INF0RHATI0N COHTAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE 

D e t a i l s (S) 

£ j 

b l 

b l 
b7A 

IS] 
b l 
b6 
b7C 
b7D 
b7A 

€>GJAUWL 
Cfti 

%<i Ziiv'ob 
SE^S&E1] 

^dk^S"WoG ';< ! 
*--*vn*r:/»iiw» 

b6 
b7C 



I - l b l 

T o : T n g ^ p r f ] np F rom- I I b2 
0 3 7 2 7 / 2 0 0 6 b7E Re: 

b7A 

(U)/£^L 0 n 03/23/2006, case agent received the toll 
records results on a CD. On 03/24/2006 case agent opened the 
toll record results on his computer and immediately noticed the 
discrepancy in the telephone number. The case agent immediately 
notified his supervisor and put the original CD in a CD box which 
was then sealed and submitted to the custody of the Chief 
Division Counsel. 

<u ,X 
Nothing from the original NSL was uploaded. No 

personal or identifying information on the incorrect telephone 
number was uploaded into ACS from the NSL return. Additionally, 
No ACS checks, IDW,| |or other restricted government data base b2 

checks were done on any information from the NSL return. Also, 
no open source or internet checks were done on the information. 

A copy of the original NSL as well as the 
resultant information is being maintained in the Chief Division 
Counsel's safe. 

(U)^2^ As nothing from the NSL has been reviewed, A/SAC b2 3 ["recommends no a d m i n i s t r a t i v e a c t i o n be taken in t h i s 
m a t t e r . 

VEptipi 



To: 
Re: 

Insp. 
1 C \ 

&c~.t.A c i n _ 

S E ^ E T 

0 3 / 2 7 / 2 0 0 6 
b l 
b2 
b7E 
b7A 

LEAD(s) : 

S e t Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) Read and clear, 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Read and clear, 

• • 

SECS(£T 
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(Rev. 01-31-2003) 

JJECJRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To: 

ROUTINE 

From: 

Counterintelligence 

Inspection 

Office of the General Counsel 
NSLB/CILU/ROOTT^ 7947 
Contact: AGC 

Attn: 

Attn: 

Attn: 

CDC 
SS£ 
SA 

Date 04/18/2006 

CD-2A, UC 

IIS, CRS 

b2 
b7E 
b6 
b7C 

Tbnmas JulIP F Approved By: 

Drafted By: 

Case ID fr: pQ 278-HQ-C1229736-VIO Serial 1346 (Pending] 

DATE: 05-29-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY OH: 05-29-2032 

Title (U) ]X^ INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-280 

(U) 

ALL INFORMATION CONTAINED 
HEEEIH IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

General Counsel Synopsis:' ' \&\ It is the opinion of the Office of the Ge 
(OGC) that this matter must be reported to the Intelligence Oversight 
Board (IOB). OGC will prepare and deliver the necessary 
correspondence to the IOB. 

;u) DerTv? 
Dec±a"ssify On: 

Reference 

Details: 

bl 
b2 
b7E 
b7A 

By electronic communinat 
b2 

Field Office 
facts of the captioned matter and determine whether it 

l£Ln (EC) dated 03/27/2006, the b7E 
requested that OGC review the 

warrants 

3*SRET 

01G/D0J REV1EVW 
FBI INVESTIGATION: 

0IG/D0J INVESTIGATION: 

S^^I^'JLUJ 



TO: 
Re: 

S^dRET 

From: Office of the General Counsel 

b2 
b7E 

2 7 8-HQ-C122y'7 3 6-VIO, 04/18/2006 

reporting to the IOB.1 In our opinion, it does, 
follows. 

Our analysis 

bl 
b2 
b7E 
b7A 

(U) 

(S! 

X, On 02 
a case agent "forward 
(ISS) asking the ISS 
telephone numbers th 
investigation. On 0 
telephone numbers, 
telephone numbers wa 
erroneous telephone 

/09/2006, during the course of the investigation, 
ed an email to an investigative support specialist 
to create National Security Letters (NSL) for two 
at were associated with the subject of the 
2/13/2006, the ISS created NSLs for the two 
Due to an inadvertent error, however, one of the bl 
s Qv-̂ r̂ n̂q"i " +- y = nop̂ -i K^^—3—x^o—LLcu—^ith the b7D 
number was. 

M ;>&<; On 03 
on a CD. On 03/24/2 
immediately noticed 
agent promptly notif 
CD box. The CD box 
Chief Division Couns 

/23/2006, the case agent received the toll records 
006, the case agent opened the toll records and 
the discrepancy in the telephone number. The case 
ied his supervisor and placed the original CD in a 
was sealed and submitted to the custody of the 
el. 

Nothing from the original NSL was uploaded. 
Specifically, no personal or identifying information on the incorrect 
telephone number was_uriLoaded into ACS from the NSL return. Further, b2 
no ACS checks, IDW, or other restricted government data base 
checks were performed oh any information from the NSL return. 

(U); 

^S< EC from |to OCG dated 03/27/2006 and 
titled "Pn.s.cqhle Intelligence Oversight Board Matter, (IOB) SA 

SSA 

b2 
b7E 
b6 
b7E 

2 (U) A "United States person" (USP)is defined in Section 
101 (i) of FISA (codified at 50 U.S.C. § 1801 e_t seg. ) as "a 
citizen of the United States [or] an alien lawfully admitted for 
permanent residence (as defined in section 101(a)(20) of the 
Immigration and Naturalization Act) . . . ." 

3 (U) In order to avoid any further dissemination of this 
incorrect telephone number, the number is not being listed in 
this document. 

y& RET 
2 



sfe^RET 
/ b2 

From: Office of the General Counsel b 7 E 
To: 
Re: 278-HQ-C1229736-VIO, 04/18/2006 

Finally, no open source or internet checks were conducted on the 
information. 

">SC A copy of the original NSL and the information received 
are being maintained by the Chief Division Counsel in his safe. 

(U) Section 2.4 of Executive Order (EO) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsel of 
the Intelligence Community components (in the FBI, the Assistant 
Director, INSD, and the General Counsel, OGC, respectively) report to 
the IOB intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential directive. 
This language was adopted verbatim from EO 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight Board 
(PIOB). 

(U) By longstanding agreement between the FBI and the IOB 
(and its predecessor, the PIOB), this language has been interpreted to 
mandate the reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), or other guidelines or 
regulations approved by the Attorney General in accordance with EO 
12333, dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. Violations of provisions that are essentially administrative 
in nature need not be reported to the IOB. The FBI is required, 
however, to maintain records of such administrative violations so that 
the Counsel to the IOB may review them upon request. 

M K H N S L S are administrative subpoenas that allow the FBI to 
obtain three types of information: (1) telephone and email 
communication records from telephone companies and internet service 
providers (Electronic Communications Privacy Act (ECPA)) (18 U.S.C. 
§ 2709); (2) financial institution records (Right to Financial Privacy 
Act) (12 U.S.C. § 3414(a)(5)(A)); and (3) credit bureau information 
(Fair Credit Reporting Act) (15 U.S.C. § 1681u (a), (b)). ECPA, 18 
U.S.C. § 2709, provides that the FBI may seek toll billing information 
from telephone carriers that is relevant to an authorized national 
security investigation. Section V.12., Investigative Techniques, of 
the NSIG provides that NSLs may be issued in conformity with statutory 
requirements, including 18 U.S.C. § 2709. 

In this situation, the information obtained by the FBI 
was not relevant to an authorized national security investigation. 
Due to the incorrect number stated in the NSL, the FBI received 
telephone toll billing records pertaining to a telephone number that 
was neither under investigation nor related to an investigation. 

SACKS'] 



sA 
To; 
Re 

SE^ET 

From: Office of the General Counsel 
2 /8-HCj-C122y /"36-VIO, 04/18/2006 

b2 
b7E 

Therefore, the information was improperly collected, although 
unintentionally so, in violation of the NSIG and ECPA. 

flA >^C It should be noted that 
receivYng the erroneous information wa 
the incorrect toll records, the case a 
discrepancy, notified his supervisor, 
CD box. Proper procedures were then u 
and submitting the box to the Chief Di 
personal or identifying information on 
was unloaded into ACS from the NSL ret 
IDW, | or other restricted governme 
performed on any information from the 
sourc :e or internet checks were conduct 

s commendable 
gent immediat 
and placed th 
ndertaken by 
vision Counse 
the incorrec 

urn. Further 
nt data base 
NSL return, 
ed on the inf 

response in 
Upon receiving 

ely noticed the 
e original CD in a 
sealing the CD box 
l's custody. No 
t telephone number 
, no ACS checks, 
checks were 
Finally, no open 
ormation. 

(U) Here, the target's rights were not violated because he 
was not the subject of the improperly collected information. It is 
unknown whether the erroneous information received pertained to a 
United States Person, inasmuch as there has been no review of the 
information. Nonetheless, based upon the fact that information which 
may be about a USP was improperly, although inadvertently, collected, 
and in accordance with the reporting requirements of Section 2.4 of 
Executive Order 12863, OGC will prepare a cover letter and a 
memorandum to report this matter to the IOB. 

3E&: SE2&ET 



j/E$} 

To: 
Re: 

'RET 

From: Office of the General Counsel 
278-HQ-Cl22y'?36-VIO, 04/18/2006 

b2 
b7E 

LEAD(s) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) b2 
b7E 

AT 

(U) The CDC should continue to retain custody of the improperly 
received information. This information should continue to remain 
sealed and sequestered in the CDC's safe until further direction from 
OGC. 

cc: Ms. Thomas 

IOB Library 

b6 
b7C 

•• 

SHgkET 
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DECLASSIFIED BY 6S179 dmh/ks r /gc l 
ON 05-29-2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory b2 
memorandum entitled "Intelligence Oversight Board Matter 
2006-[~~~~T'\(U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

> 3 ' / ' 1 - 278-HQ-C1229736-VIO-- ( ̂  
UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

e c l a s s i f y O n r ~ - X i ~ - _ 
Derx 
De 

J J E S K S X ^ 



Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 



: 05 - ; 
ALL IHFOFJIATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
UJHERE SHOOT OTHERWISE 

p&KflEl 

DATE: 03-29-2007 
CLASSIFIED BV 65119 dah/ksE/'gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-29-2032 

TMTFT.T.TqprcrF nvFpc!Tr,nT BOARD (IOB) MATTER 

IOB MATTER 2006 
"IELD OFFICE 

U) 

b2 
b7E 

^LT 
bl 
b2 
b7E 
b7A 

On February 2, 2006, 
an FBI case agent 

torwardeci an email to an FBI investigative support specialist 
(ISS) asking the ISS to create National Security Letters (NSL) 
for two telephone numbers that were associated with the subject 
of the investigation. On February 13, 2006, the ISS created NSLs 
for the two telephone numbers. Due to an inadvertent error, 
however, one of the telephone numbers was erroneously 
transcribed. Thp |MCT ,.,-i+ĥ  the erroneous telephone number was i.ri th. tl bl 

b7D 

(U) £̂s3̂  Due to the incorrect number stated in the NSL, the 
FBI received telephone toll billing records pertaining to a 
telephone number that was neither under investigation nor related 
to an investigation. The error was discovered upon receipt of 
the information, and the records were neither reviewed nor used 
for any investigative purpose. Despite the inadvertent nature of 
the mistake, the fact remains that information was improperly 
collected on a telephone number unrelated to an investigation. 
The overcollection was a violation of Section V.12. of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection.1 Thus, the 
matter is being reported to the IOB. 

SEdMIT 

(U) 
1 y£)^ Section V.12. authorizes use of National Security 

Letters in conformity with 18 U.S.C. § 2709 (relating to 
subscriber information, toll billing records, and electronic 
communication transactional records). The statute requires that 
information sought is relevant to an authorized national security 
investigation. 

;E£&ET 



(Rev 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 

Attn: NSLB 

05/15/2006 

Inspection 
Internal Tnvppfinafinnc qpnrinn 

From! 

Contact 

Approved By 

Drafted By: 

Case ID #: 

Title: (U) 

CRS 
I P U , 
Ext . 

Room 1 1 8 6 5 

~\m> 

b2 
b6 
b7C 

(U) 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O 

ALL IHF0EKATI0H CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-29-2007 BY 65179 d m h / k s r / g c l 

(Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2Q22 
OGC/lOB# 2006 

b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736 Serial 2540 
278-HQ-C1229736-VIO Serial 1346 

Details: (U) 
an EC from 

The Internal Investigations Section (IIS) received mai Inv 
_|Divisi on dated 03/27/2006, reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

• • 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To: 

ROUTINE Date: 05/15/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU. pEaom_J,l865 
Contact: CRS| "| Ext. | 

b2 
b7E 
b6 
b7C 

Ifat 
DECLASSIFIED BY 6S179 dmh/ksr/gcl 
OH 05-29-2007 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) 263-HQ-O-U - 454 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 02 2 
0GC/I0B# 2006]"^ I b2 

<U) •X D~e -Z 
fsTfy On: 

Enclosure(s) 

Reference: 

: (U) 278-HQ-C1229736 Serial 2540 

(U) 278-HQ-C1229736 Serial 2540 
278-HQ-C1229736-VIO Serial 1346 

Details: (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recoqnizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6 ) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 

b2 
b7E 

£Efc£fi3; 



A U.S. Departme;^f Justice 

Office of the Inspector General 

DATE: November 21, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

ALL FBI IITFOFJIATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-29-2007 BY 65179 dmh/fcsr/gcl 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001022 
Snhipp*' ITniHpntifipH 

Division 
ttiliSo.lbi- hQ-0-U-454 

b2 
b7E 

• • We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

| 1 This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I I This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 



OIG - INVESTIGATIONS DIVISION Complaint Form OIG NO. n 
b2 
b7E 

689-2007-001022-M 

Received By: b6 
=b7C= 

Date Received: 05/11/2006 H o w Received: 

SUBJECT: Unidentified, FBI 
Title: UNID 
Component: FBI 
MlSC : 
Home : 
Phone: 
Work: 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
Misc: 
Home: 
Pnone 
Work: 
Pho 
Con 

Pay Plan: 
EOD Date: 

() 

n e : I 
r i d e r i L i d i ! 

Z I P : 

Z I P : 
R e v e a l e d : 

LZZ1 

SSNO 

D . O . B . 

A l i e n N o . 

F . B . I . N o . 

B . 0 . P . N o . 

D / L N o . 

Authority: none 

b2 
b6 
b7C 

Details: (S) 

The FBI provided information regarding a potential IOB matter. 

On 2/9/06, during the course of <= in the Division, a case 
agent requested an Investigative Support Specialist (ISS) to create National Security 
Letters (NSL) for two telephone numbers. The ISS inadvertently transcribed one of the 

(S); r.sl finhnnp nnmhprs incorrectly and the NSL with the erroneous telephone beaf 

: < S ) _ 
ALLEGATIONS: 689IOB Violation 
Occurrence Date: 02/13/2006 
CITY: 
r 

TIME: 
State:| | 

b2 
b7E Zip: 

bl 
b2 
b7E 
b7D 
b7A 

DISPOSITION DATA: Disposition: M Date: 05/11/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 11/20/2006 Component: FBI 

Patriot Act: N Civil Riahts: N 

Sensitive: N Whistleblower: N 

Cortiponent Number: 263-HQ-0-U-454 

Consolidated Case Number: 

Remarks: 

11/20/06: The predicating material contains classified information which is being stored 
in a secure container at OIG/INV/HQ. 

DATE: 05-29-2007 
FBI INFO. 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-29-2032 

P a g e 1 of l P r i n t e d H / 2 0 / 2 0 0 6 1 1 : 3 9 : 1 9 



(Rev (11-31-2003) 

SEfc&ET 

FEDERAL BUREAU OF INVESTIGATION i\ ^(Jit/ 

(S) 

Precedence: ROUTINE 

To: Counterintelligence 
General Counsel 
Inspection 

Attn: 
Attn: 
Attn: 

Date: 

CD-2C, SSA 
NSLB 
IIS 

03/13/2006 

From: 
Squad 2 3 
Contact: SA 

A p p r o v e d B y : -y-

b2 
b7E 
b6 
b7C 

Drafted By: 

Case ID #: (S) [_ 

]rmy(^ 
^ 

DATE: 05-29-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY 011: 05-29-2032 

bl 
b2 
b7E 7 

2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O . \>^1 

T i t l e : 

(U> 

[ P e n d i n g ) ~ ^' 
ALL IHF0RHATI0U CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

that 

[ 
could 

1 Division 
records for a 

Synopsis: jD^r\To advise FBIHQ of facts 
conceivably be reportable to the IOB. The 
sent an NSL requesting billing and subscriber" 
cellular phone believed to be owned by the subject, however 
addition, the company returned the records of the prior 
subscribers for that telephone number. | 
forwarding the facts surrounding this incident to 
determine whether there is a reportable IOB violation. 

bl 
b2 
b7E 

b2 
b7E 

m 

is 
FBIHQ to 

(U) M 
rsify On bl 

(s>xj 
Enclosure (s) :<U) 
Letter cover E 
copy of the EC document-i nn rhP mllprfmn of T-Q̂ o-r-Hc, f̂ -om 

A copy of the original National Security 
copy of the National Security Letter; and 

bl 
b7D 

Details: 
bl 

^Sc RET 

b6 
b7C 



SBSRET 

T o : C o u n t e r i n t e l l i g e n c e From: 
R e : (S) | |03 /13/^0"06" 

b2 
b7E 
b6 
b7C 

(S) 
b l 
b7D 

if i l 

b l 
b2 
b7E 
b6 
b7C 
b7D 

in. 
(U) £S<; Upon t h i s d i s c o v e r y , SA| 

an pnyplnnp in prpparaUnn fnr- nnegihly advisement 

sh6uld be 
violation 

and CDC 
reterred to 

that the 

jsealed the disk 
by SSA 

that this matter 
if this is an 

be 
I OB 
sealed. 

J?B1HU C6 aetermme 
and that the documents in question should 

This sealed envelope will be placed into the 
file pending further instructions. 

b6 
b7C 

SECRET 

2 



SB&R 

m t e r i n t e l l i g e n c e Fron 
Re: (S) 

ET 

To: C o u n t e r i n t e l l i g e n c e From: | 
|03/l3/ZT7uT 

LEAD(s) : 

Set Lead 1: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) >&< Read and clear. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

1U1 )X^ NSLB is requested to advise 
appropriate handling procedures of the records 
were outside the scope of the NSL. 

Set Lead 3: (Info) 

IIS 

AT INSD 

(U) ••£&£ Read and c l e a r . 

• • 

SECRET 

3 



(Rev. 01-31-2003) 

SE0&ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: ' 

Date: 05/19/2006 

Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn: 

SSA. 
SA 

CD-2C, SSA 

IIS, CRS 

From: Office of the General Counsel 
NSLB/CILU/ROOTTJ 7947 
Contact: AGC 

b2 
b7E 
b6 
b7C 

Approved By: 

Drafted By: 
(U) v y Case ID #: jxf 

Title: JS^ INTELLIGENC5_Q^RSIGHT BOARD 

Thomas J u l i e F DATE: 05-29-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY 01J: 05-29-2032 

278-HQ-C1229736-VIO ( P e n d i n g ) r~i 

(U) 
MATTER 2006-

ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

b2 

Synopsis: J&K It is the opinion of the Office of the General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

Administrative:(U1pX| This electronic communication 
information from the following documents: (1) a copy of the 
National Security Letter (NSL) dated 10/25/2005; L2J_a_copy of 
the EC dated 10/25/2005 forwarding the NSL to the| [Field 
Division to be served on the carrier; (3) a copy nf thc wr H ^ O H 

(EC) contains 

02/01/2006 delivering the results of the NSL to the 
Field Office I .and (4) a copy of the EC Aated 
03/13/2006 frb-1 '• 
matter. 

to OGC reporting a potential IOB 
b2 
b7E 
b l 

R e f e r e n c e : (S) 

D e r i v e ! 
D j e e i S s s i f y On: 

SECRET 

0IG/D0J REVIEW 
FBI INVESTIGATION^ 

0IG/D0J INVESTIGATION: 

b6 
b7C 

lt~ °' 



To: 
Re: 

JEC^^T 

[ J From: Office of the General Counsel 
278-HQ-C1229736-VIO, 05/19/2006 

b2 
b7E 

(U) 
requested that 
determine whethe] 

Details: -^) By EC dated 03/13/2006, 
OGC review the facts of the captioned matter ana 
it warrants reporting to the IOB. As explained below, in our 
opinion, the FBI is not required to report this matter to the IOB, 

b2 
b7E 

LSI 

the 
: 

Division forwarded the 
The results arrived in two 

(U) ?&$• 0 n 02/01/2006, 
results of the NSL tol 
formats, paper and CD. Upon receipt of the information, 

Ireviewed the paper format. The paper copy detailed 
subject' s telephone records and i Hon-t-i f-i ̂ H th& gnhjpft- as the 
user of the cellular telephone number. 

the 

the CD contained the same information. 

as 
assumed that 

viewed the (U) y£l However, on 03/13/2006, 
contents from the CD and learned that tne L U contained more 
information than the paper copy. The information contained in 
the disk included the records of prior subscribers for that same 
telephone number. Upon the discovery of this additional 
information not relevant, although lawfully obtained, the case 
agent sealed the disk in an envelope and informed her supervisor 
and the Chief Division Counsel (CDC) of the incident. Currently, 
the disk remains in a sealed envelope. 

(U) Section 2.4 of Executive Order (EO) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsel 
of the Intelligence Community components (in the FBI, the 
Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. This language was adopted 
verbatim from EO 12334, dated 12/04/1981, when the IOB was known 
as the President's Intelligence Oversight Board (PIOB). 

(U) By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of The Attorney General's Guidelines for FBI National 

SE^S'] 

bl 
b2 
b7E 
b6 
b7C 
b7D 

b2 
b7E 

b2 
b7E 



3J?CR 

To: 
Re: 278 

ET 

I From: Office of the General Counsel 
-HQ-C1229736-VIO, 05/19/2006 

b2 
b7E 

Security Investigations and Foreign Intelligence Collection (AG 
Guidelines), or other guidelines or regulations approved by the 
Attorney General in accordance with EO 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

;£s3 NSLs are administrative subpoenas that allow the 
FBI to obtain three types of information: (1) telephone and 
email communication records from telephone companies and internet 
service providers (Electronic Communications Privacy Act (ECPA)) 
(18 U.S.C. § 2709); (2) financial institution records (Right to 
Financial Privacy Act) (12 U.S.C. § 3414(a)(5)(A)); and (3) 
credit bureau information (Fair Credit Reporting Act) (15 U.S.C. 
§ 1681u (a), (b)). ECPA, 18 U.S.C. § 2709, provides that the FBI 
may seek toll billing information from telephone carriers that is 
relevant to an authorized national security investigation. 
Section V.12., Investigative Techniques, of the AG Guidelines 
provides that NSLs may be issued in conformity with statutory 
requirements, including 18 U.S.C. § 2709. 

^ ' 0?&C Here, during an authorized investigation,1 the FBI 
properly served an NSL on a telephone carrier. In response to 
the properly served NSL, the FBI obtained information regarding 
prior subscribers' records that were not relevant to the 
investigation.2 It appears that this information, although 
lawfully obtained, is not relevant to the investigation and 
should be segregated to protect the potential privacy interests 
of United States persons. As already accomplished in this 
matter, once information not relevant to an authorized 
investigation is received, the field shall seal and sequester 
such information. 

(S) ' 
bl 

2 The target's rights were not violated because he was not 
the subject of the improperly collected information. It is 
unknown, however, whether the information of prior subscribers' 
records pertained to a United States Person inasmuch as there has 
been no review of the information. 

SE^TO^T 

3 



§Z&{J 

To: 
Re: 

ET 

From: Office of the General Counsel 
2 7 8-HQ-C122 97 36-VIO, 05/19/2006 

b2 
b7E 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error need not be reported 
to the IOB. A record of this decision should be maintained in 
the control file for future review by the Counsel to the IOB. 

*fa SgtSRET 

4 



iBCKi:'] 

To: 
Re: 

From: Office of the General Counsel 
27 8-HQ-C12^97 36-VIO, 05/19/2006 

b2 
b7E 

LEAD(s) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) b2 
b7E 

AT 

(U) With respect to the information that was improperly 
received from the carrier, please seal it and sequester it within 
the CDC's safe. The information should continue to remain sealed 
and sequestered in the CDC's safe until further direction from 
OGC. 

cc: Ms . Thomas 

IOB Library 

b6 
b7C 

• • 

SECRET 

5 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 

Attn: NSLB 

06/05/2006 

From: Inspection 
Internal TmrooHnaHnna Q&ntir^ri Ipu, Room 11865 
Contact: CRS| E x t . I I 

Approved By: | 

Drafted By: fas 

ALL IHF0EHATI0N CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 05-29-2007 BY 65179 dmh/ksr/gcl 

b2 
b6 
b7C 

Case ID #: 

Title: (U) 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2060 
OGC/IOB# 2006-0287 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National' Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1254 
278-HQ-C1229736-VIO Serial 1379 

Details: (IT) The Internal Investigations Section (IIS) received 
an EC from Division dated 03/13/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC, it 
is IIS's opinion the matter described therein is not indicative 
of willful misconduct. Therefore, no internal investigation will 
be conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

b2 
b7E 

• • 



(Rev. 01-31-2003) 

SETRET//20310605 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To: I 

ROUTINE 

ZZI 
Date: 06/05/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 11865 
Contact: CRS Ext . 

Approved By: 

D r a f t e d By: 

\ / C a s e ID # : 

T i t l e : (U) 

Joas 

DATE: 05-29-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-29-2032 

(U) 2 6 3 - H Q - O - U S e r i a l 4 5 9 ( P e n d i n g ) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
I N S D / I I S TRACKING# 2 06 0 &LL INFORMATION CONTAINED b 2 
OGC/ lOB# 2 0 0 6 [ HEREIN IS UNCLASSIFIED EXCEPT 

WHERE SHOWN OTHERWISE 
Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) )X^ 

Enclosure(s): (S) 

Deri 
Jsify On 

Reference: (S) 
(U) 

bl 
b2 
b7E 

b2 
b7E 
b6 
b7C 

2 /H-HU-l'm97Jfe-V10 Serial 1254 

Details: (U) Upon review of | | Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter 
was brought to our attention as required by the revisions 
mandated by National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6 ) . 

b2 
b7E 

• • 

i£p%i ET//20310605 



! ;.S. Depaiilsne. >!' justice 

Oi'fici; of the Inspector General 

DATE: November 20, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

ALL FBI INFORMATION COBTAINED 
HEPEIN 15 UNCLASSIFIED 
DATE 05-29-2007 BY 65179 dmh/ksr/gcl 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007000989 
Subject: Unidentified, 
FBI No. 263-0-U-459 

• 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I I This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 



DIG - INVESTIGATIONS DIVISION 

ALL FBI IMFORHATTMM|OHTAIHED 

HEREIN 13 UWCLASS^pb 

DATE 06-12-2007 BY 65179 dmh/ksE/gcl 
C o m p l a i n t Form OIG N O . : { - 6 8 9 - 2 0 Q 7 - Q 0 0 9 8 9 - M 

b2 
b7E 

R e c e i v e d By:] b6 D a t e R e c e i v e d : 0 5 / 1 9 / 2 C 0 6 How R e c e i v e d : A 

SUBJECT: Unidentified, Unknown 

Title: UNID 
Component: UNK 
Misc : 
Home: 
Phone: 
Work: 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO 
D . 0. B . 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

COMPLAINANT: Q 
Title: ATTY 
Component: FBI 

Misc: I 
Home : I 
Phone: () -
Work: , , 
Phone: [~ 

Pay Plan: 
EOD Date: 

Confident i al: 

ZIP: 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b6 
b7C 
b2 

Details: 

The FBI provided information reporting a possible IOB matter involving the information 
obtained from a telephone carrier via a properly served National Security Letter (NSL). The 
FBI obtained information regarding prior subscribers' records that was not relevant to the 
investigation. (dz) 
*** + *-*-**! ^ t ^ * * * * * * * * * * * * * * * * * - ^ * * - * * * * - * - * * * * * * * * * * * * * - * : * * ! 

ALLEGATIONS: 68 9 

Occurrence Date: 

CITY: 

IOB Violation 
TIME: 

State:Q 
b2 
b7E Zip: 

DISPOSITION DATA: Disposition: M Date: 11/17/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBT Date Sent: 11/17/2006 Component: FBI 

Patriot Act: N 

Sensitive: N 

Civil Rights: N 

Whistleblower: N 

Component Number: 263-0-U-4 59 

Consolidated Case Number: 

Remarks: 

Case referral to Kaiser/FBI/INSD, 11/20/06 (dz) 

Page 1 of 1 Printed 11/17/2006 3:17:50 
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(S) 

S^ORET//2031033 0 

FEDERAL BUREAU OF INVESTIGATION 

l\ 
Precedence: ROUTINE 

To: .General Counsel 

From: 

Inspection Division 

Counterterrorism 
ITOS 1/CONUS 1 /TFAM ->, 
Contact: SSA 

Attn: 
Attn: 

Attn: 

D a t e : 0 3 / 3 0 / 2 0 0 6 

NSLB 
SSA 
TFO 
SIA 
I n t e r n a l I n v e s t i g a t i o n s 
S e c t i o n 

DATE: 05-29-2007 
CLASSIFIED BY 65179 dmh/ks r / gc l 

b2 
b7E 
b6 
b7C 

REASON: 1.4 (c) 
nEfT.ASSTFY !T JI: 05-29-2032 

A p p r o v e d By: Hulon Willie T 
Billy Joseph Jr 
Heimbach Michael J 

Drafted By: 

Case ID #: 

Title: (S) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE 

jat 

(S) 
(U) ^7B-HO-C1229736-V10 (Pending)'-. j.-̂ ,; 

(U) (U) 

-TJTJ1 EK 

INTELLIGENCE OVERSIGHT BOARD MATTERS 

b6 
b7C 

bl 
b2 
b7E 

bl 
b6 
b7C 

Synopsis: ^ 5 ^ This communication alerts Office of General 
Counsel (OGC)/National Security Law Branch (NSLB) of a potential 
Intelligence Oversight Board (IOB) matter pertaining to the 

M-X 

b 
b 
b 

031 

J 
S^<£ET//20310330 



SBCRET//20310330 

T o : n^riPT-^l rniinspl F-rnjn • C o u n t e r t e r r o r i s m 
Re : (S) 0 3 / 3 0 / 2 0 0 6 

R e f e r e n c e : (S] 

D e t a i l s : (Sf 

_L£. 

MMI 

b l 
b2 
b7E 

b l 
b2 
b7E 
bo 
b7C 

b l 
b2 
b7E 
b6 
b7C 
b7A 

b l 
b2 
b7E 
b7A 

b l 
b2 
b7E 
b6 
b7C 
b7D 

SSCRET//20310330 



SECRET// 20310330 

To: PipnPT-̂ 1 Pnnn.gpi From- Counterterrorism 
R e : (S) 0 3 / 3 0 / 2 0 0 6 

.(s) x r 

b l 
b2 
b7E 

b l 
b2 
b7E 
b7D 

( S ) 

b l 
b2 
b7E 
b7D 

3EC\E SEyC\ET//2 03103 3 0 



S^e^ET//20310330 

To: General Counsel From: Counterterrorism 
Re: (S) 03/30/2006 £2 

b7E 

LEAD(s): 

Set Lead 1: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) £&jT For action as deemed appropriate. 

Set Lead 2: (Info) 

AT[ 

b2 
b7E 

For information only. 

Set Lead 3: (Info) 

INSPECTION DIVISION 

AT WASHINGTON. DC 

(U) (?\ F o r information only. 

• • 

SEO&ET//20310330 
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SESHIET 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence: ROUTINE 

To: Counterterrorism 

General Counsel 

Date: 03/24/2006 

Attn: TTOS_ 1 - Pnniia 1 . TP̂ rn H I 
SSA 

Attn: 
Attn: 

NSLB" 
SSA 
TFO 

From: 
20 
Contact; TFO 

Approved By: 

Drafted By: 

Case ir ;s) 

DATE: 05-29-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
PJEA30N: 1.4 (c) 
DECLASSIFY ON: 0 5 - 2 9 - 2 0 3 2 

b 2 
b 7 E 
b 6 
b 7 C 

(U)ye$ 278-HQ-C1229736-VIO - 1255 (Pending) 

Tit le: (S) 

bl 
b2 
b7E 

TXTI -&JT 

Synopsis: (U) To advise FBIHQ of facts that may need to be 
reported to the Intelligence Oversight Board (IOB). 

•v/ ,^^_ __-«--— ALL IHF0RHATI0H C OBTAINED 
(U) jX^ DerTrv^d-.Er^m--*- G^3 HEREIN IS UNCLASSIFIED EXCEPT 

D e c l a s s H y ® ! — X l _ WHERE SHOOT OTHERWISE 

\ 

XT 

Enclosure(s)M'^fcfij^ Enclosed for the Office of General Counsel 
(S): (OGC), National Security Law Branch (NSLB) is one cnnv of a 

National Sernri tv T,pM-Pr (NBT.) nrovi ded tot 

Details: [£ 

SEKRET 

jy^A 

bl 
b6 
b7C 

bl 

bl 
b7D 

bl 
b6 
b7C 

hi /rrl-s,. 

b6 
b7C 



S^O^ET 

T o : Cc im]~ "^-*- ~--—•—->->-•< 

R e : ( S ) 

T J - - ~ fT l : 

3 3 / 2 4 / 2 0 0 6 

b l 
b2 
b7E 

1S1. 

' (S) M 

.(SJjfii 

b l 
b2 
b7E 
b6 
b7C 
b7A 

b l 
b2 
b7E 
b6 
b7C 
b7A 

b l 
b2 
b7E 
b6 
b7C 
b7D 

b l 
b2 
b7E 
b6 
b7C 
b7D 

b l 
b2 
b7E 

E^kc] S E a R E T 

2 



SE&RET 

T o : 
Re : 

C o U i | l " n r l " n l " 1 " n r i r T T I ffrpm 
(S) 03/24/2006 

bl 
b2 
b7E 

ISI 

(U) The information contained in this EC is being 
provided to OGC, NSLB and CTD for the purpose of enabling those 
entities to: 1) make a determination as to whether this matter 
should be reported to the IOB, and if so, to make such a report; b2 
and 2) provide guidance to| |Division as to how the ^7% 
material in question should be handled. 

SE&ET 



sfc&i RET 

To : 
Re : 

f n i j n f o r t - o i ' r n r ^ o m F r O I t l 

(S) 03/24/2006 
b l 
b2 
b7E 

LEAD(s) : 

Se t Lead 1: ( Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Consult with OGC, NSLB, and 
1) determine whether the facts contained in this 

communication should be reported to the IOB, and if so make such 
a report; and 

2) advise j as to how the material in 
Division. b2 

b7E 
question should be handled within the 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

U) Consult with CTD, and 
1) determine whether the facts contained in this 

communication should be reported to the IOB, and if so make such 
a report; and 

2) advise 
question should be handled within thef 

as to how the material in 
Division. 

b2 
b7E 

•• 

SEafREl 
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SE£*(ET//NOFORN 

FEDERAL BUREAU OF INVESTIGATION 

P r e c e d e n c e : 

To: | 

ROUTINE 

Counterterrorism 

Inspection 

Date: 4/26/2006 

Attn: SAC 

Attn: ITOS I/CONUS 1/Team 3 

Attn: Internal Investigative Section 
Attn: 

b2 
b7E 
b6 
b7C 

] Room 11865 

From: General Counsel 
National Security Law Branch/CTLU 1/LX-l 3S-100 

I Contac t : 

Approved By: Thomas J u l i e F 

D r a f t e d By: j k f 

DATE: 05-29-2007 
CLASSIFIED BY 65179 d ioh /ks r /gc l 
PEAS0N: 1.4 [c) 
DECLASSIFY ON: 05-29-2032 

Case ID # : < U * N / 278-HQ-C1229736-VIO - 1360 

T i t l e : (U) 
ALL INFORMATION CONTAINED 

T . , , . _ . , , HEREIN IS UNCLASSIFIED EXCEPT 
I n t e l l i g e n c e O v e r s i g h t Board IdHEE£ smm 0THERWI3E 

b2 
IOB) M a t t e r 2006-| | 

(U) 
Synopsis: £X^ It is the opinion of the Office of the General 
Counsel (OGC) that the above referenced matter need not be reported 
to the Intelligence Oversight Board (IOB). Our analysis follows. 

Derivl 
EsFsify On: X R 

Reference: }%) ?7R-Hn-ri?7Q7^-uTn r̂i.-,i n ^ f ^ ^ ^ g ) 
(S) 

bl 
b2 
b7E 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the document 
in Corel WordPerfect. 

Details. ^§4 By electronic communication (EC) dated March 2\. 
2006 and referenced above, the[ ' Division 3' 

b2 
b7E 

reported to the Counterterrorism Division and the Office of the 
General Counsel's National Security Law Branch (NSLB) this 
potential IOB matter. 

b6 
b7C 

0IG/D0J REVIEW: 
FBI INVESTIGATE 

s^efef:T//NOFOR^oiG/DOJ INVESTIGATION:, £ 
DATE: ^'-/'/• c & 



$RE1 SE: 

To: | | From: General Counsel 
Re: (ytf 2 78-HQ-C122 973 6-VI0, 4/26/2006 

b2 
b7E 

(U) 

J 
bl 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(S)fyJ 
bl 
b2 
b7E 
b6 
b7C 
b7D 

ANALYSIS 

(TJ) 
Jp&l As required by Executive Order (E.O.) 12863 

(Sept. 13, 1993) and Section 2-56 of the National Foreign 
Intelligence Program Manual (NFIPM), OGC was tasked to determine 



S E p ^ E T 

TO: 
Re: 

From: G e n e r a l C o u n s e l 
•J& ZTSTT?Q-C1229736-VIO, 4 / 2 6 / 2 0 0 6 

b2 
b7E 

(U) 

whether the surveillance errors described here are matters that 
should be reported to the IOB. We believe that the reported 
activity does not require IOB notification. 

of Intel 
IOB that 
That sec 
Intellig 
have rea 
order or 
interpre 
or regul 
E.O. 123 
protect 
includes 
unless t 
the Offi 
IOB.2 

(U) Section 2.4 of E.O. 126 
ligence Community components r 
it deems necessary to carry o 

tion requires Inspectors Gener 
ence Community to report "inte 
son to believe may be unlawful 
Presidential directive." Thi 

ted to mandate the reporting o 
ations approved by the Attorne 
33, if such provision was desi 
the individual rights of a Uni 
violations of agency procedur 

hey involve purely administrat 
ce of the General Counsel (OGC 

!63 mandates that the heads 
eport all information to the 
ut its responsibilities, 
al and General Counsel of the 
lligence activities that they 
or contrary to Executive 
s language has been 
f any violation of guidelines 
y General, in accordance with 
gned in full or in part to 
ted States person. This 
es issued under E.O. 12333, 
ive matters.1 For the FBI, 
) submits reports to the 

bl 

J NS1G 
{Introduction) at 4.Section 2-bb of the Nt'lPM "identifies as 
reportable to the IOB unauthorized investigations, the use of 
unlawful methods and techniques, exceeding the authorized scope of 
permitted activities, and failing to adhere to minimization 
requirements.3 

T"""'y&C. S e e E C f r o m Inspection Division to All Divisions; 
Title: Revised Procedures for the Submission of Reports of 
Potential Intelligence Oversight Board (IOB) Matters, Case ID # 
66F-HQ-A1247863 Serial 172 at 5-6 (2/10/2005). The Inspection 
Division is required to maintain for three years records of 
administrative violations, for possible review by the Counsel to 
the IOB, together with a copy of the opinion concerning the basis 
for the determination that IOB notification was not required. Id, 
at 6. 

(U) • & See id^ at 4, 

1U> 3 y&l See also id. at 5, identifying reportable matters as 
including: (1) activities believed to be unlawful or contrary to 
Executive Orders or Presidential directives; (2) suspected 

SE^EJ 



SEtH^EJ 

To: | | From: General Counsel 
Ri.... ~£S^ 278-HQ-C1229736-VIO, 4/26/2006 

b2 
b7E 

(U) 
(U) 

£&>£ In this instance, due to a broad reading of an NSL 
received information on several 
e subject of the NSL (all on 

Jdid not specifically 

by the telephone company, | | 
telephone numbers associated with tn 
the same account), even though[_ 
request information for these numbers. All of the information 
received was relevant to an authorized national security 
investigation. The broad reading of the NSL by the telephone 
company does not be reported to the IOB. 

("'" ~yA OGC requests that the Inspection Division retain a 
record of the report of a potential IOB matter for three years, 
together with a copy of this opinion for possible review by the 
Counsel to the IOB 

b2 
b7E 

< SI-

violations of the Constitution; (3)/ 

( 5) initiating a" 
form of electronic surveillance or a searcn without authorizat'ion 
from the FISC, or failing to terminate an authorized surveillance 
at the time prescribed by the Court; and (6) failing to adhere to 
the minimization or dissemination requirements specified in a FISC 
Order. 

SECRET 

4 

bl 



^5kEl 

To: |̂  I From: General Counsel 
Re: ^y" 27H-HQ-C1229736-VIO, 4/26/2006 

(ur 
LEAD(s): 

Set Lead 1: (Discretionary) 

r 
AT 

(U) For review and action deemed appropriate. 

Set Lead 2: (Information) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) As provided in the Revised Procedures for the 
Submission of Reports of Potential Intelligence Oversight Board 
(IOB) Matters, retain a record of the report of a potential IOB 
matter for three years for possible review by the Counsel to the 
IOB, together with a copy of the OGC opinion concerning the basi 
for the determination that IOB notification is not required. 

•• 

SEJ&ET 



(Rev. 01-31-2003) 
PE^RET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 

Attn: NSLB 

06/05/2006 

Ext.[ 

From: Inspection 
Internal Investigations Section. IPU, Room 11865 
Contact: CRS 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

b6 
b7C 
b2 

tets 

DATE: 05-29-2007 
CLASSIFIED BY 65119 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY OH: 05-29-2032 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2123 
OGC/lOB# 2006-

b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

ALL INFORMATION CONTAINED 

^S<^ Deri^S&^3ii^^r--^G^3 HEREIN IS UNCLASSIFIED EXCEPT 
" Tslf i fy On: 

(U) 
WHERE SHOWN OTHERWISE 

Reference: (S) 
(U) 
(S) 
(U) 
(U) 

^7a-HO-(J1^2573g-V16 Seria 1255 

1305 

bl 
b2 
b7E 

278-HQ-C1229736-VIO Serial 1360 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from| |Division dated 03/24/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC, 
it is the IIS's opinion the matter described therein is not 
indicative of willful misconduct. Therefore, no internal 
investigation will be conducted by the IIS and this matter is 
being relegated to the NSLB for whatever action they deem 
appropriate. 

b2 
b7E 

• • 

SECRET 



(Rev. 01-31-2003) 

JSEQRET//20310605 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: |_ 
Counterterrorism 

Date: 06/05/2006 

Attn: SAC (Personal Attention) 
Attn: AD (Personal Attention) 

Ext. [ J 

From: Inspection 
Internal TmracH^Hnnc g°̂ Hnn—| ipu, Room 11865 

Contact: CRS| 

Approved By: 

Drafted By: l̂ as 

DATE: 05-30-2007 
CLASSIFIED BY 65179 dmh/ksn/gcl 
REASON: 1.4 (c) 
DECLASSIFY OH: 05-30-2032 

N/ Case ID # : 

Title: (U) 

(U) 263-HQ-O-U Serial 461 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 212 3 
0GC/I0B# 20 061 

b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

De*3^rs^TfyOnT 2^34— 

E n c l o s u r e ( s ) : (U) 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O S e r i a l 1 2 5 5 

ALL INF0RHATI0H COBTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

R e f e r e n c e : 

D e t a i l s : 

(S) 
(U) 
(S) 
(U) 
(U) 

(U) I 

] 
7 7 R - H n - H 7 7 Q 7 U - V T n c;O T-- ia 1255 

bl 
b2 
b7E 

2 ;y-H(j-C122yVJ6-V10 Serial 13 05 
278-HQ-C1229736-VIO Serial 1360 

b2 
b7E 
b6 
b7C 

(U) Upon review of Division's captioned 
report of a potential IOB violation,IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

•• 

SEGkET//20310605 

b2 
b7E 



PBk U.S. Departmt ;>f Justice 

Oitiee of the inspecio: Gener; 

DATE: November 20, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

ALL FBI INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED 
DATE 05-29-2007 BY 65179 dmli/ksE/gc.1. 

D 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007000998 
Subject: Unidentified, 
FBI No. 263-0-U-461 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

i j This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 



ALL FBM|FOPHATIOH CONTAINED 
HERE I H ^ P u w C L A3 31FIED 
DATE 06-12-2007 BY 6-5179 dmli/kSE/gcl b2 

OIG INVESTIGATIONS DIVISION 

Received By: 

Complaint Form 
mmmmb6 — • — 

OIG NO. o. S89-2007-000998-M b7E 

b7C Date Received: 05/19/2006 How Received: 

SUBJECT: Unidentified, FBI 

Title: UNID 
Component: FBI 
Misc: 
Home : 
Phone: 
Work : 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO: 
D.O.B.: 

Alien No.: 
F.3.1.No. : 
B.O.P.No.: 

D/L No.: 
Offenses: 689 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
Misc: 
Home: I 

Pay Plan: 
EOD Date: 

Phone: () -
Work: 
Phone: 
Confidential: 

ZIP 

ZIP: 
Revealed: 

• 
SSNO 

D.O.B. 
Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b6 
b7C 
b2 

Details: 

The FBI provided information reporting a possible IOB matter involving the broad reading of 
a National Security Letter (NSL) by a telephone company, which resulted in the FBI receiving 
information on several telephone subscribers associated with the target of the NSL. (The FBI 
did not specifically request information for those subscribers). (dz) 

ALLEGATIONS: 689 
Occurrence Date: 

CITY 

IOB Violation 

r 

TIME: 

State: 
b2 
b7E Zip: 

DISPOSITION DATA: Disposition: M Date: 11/17/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 11/17/2006 Component: FBI 

Patriot Act: N Civil Riqhts: N 

Sensitive: N Whistleblower: N 

Component Number: 263-0-U-461 

Consolidated Case Number: 

Remarks: 

Case referral to Kaiser/FBI, INSD, 11/20/06 (dz) 

Paqe 1 of 1 Printed 11/20/2006 10:06:30 



(i-.w •. 01-31-2003) 

^BCRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Inspection Division 

Counterintelligence 

Attn; 

Attm 

Attn: 

Date: 03/29/2006 

National Security Law Branch 

IIS 

CD-2B, IA 
Room 4134 

From: 
16E/ 
Contact: "5X 

A p p r o v e d B y : P m - H J n c e n h z 0-. 
b6 
b7C 
b2 
b7E 

D r a f t e d B y : 

C a s e I D # : '£fe& 
(S) 

3C tic 
oin-un-moQnic-MTn 

ALL IWF0EHATI0H C0HTAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE bl 

b2 
|3-J ' b7E 

f P m p d i n g ) b7A 

tffl 

Ti t le : j ^ SSAI 

(U) ' X SA| ? 
J D I V I S I O N ; 

I OB 

DATE: 05-29-2007 
CLASSIFIED BY S5179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY OH: 05-29-2032 

(U) 
Synopsis: This communication reports a potential 
Intelligence Oversight Board matter. 

b6 
b7C 
b2 
b7E 

m }>< D e r n 
Dae3ra"s"s~ify On: 

b l 

Details:( j>3^ The purpose of this electronic communication is 
to report a potential IOB matter invnlvinn a w^innai spmrih, 
Letter requested by SA| I Field 
Office, as well as to satisfy the requirements set forth by 
the 02/10/2005 electronic communication regarding the revised 
procedures for the submission of potential intelligence 

b6 
b7C 
b2 
b7E 

m a i m 

i'd^iX Wwitti 

SECRET 

lit.! A lii\olo b6 
b7C 

•' W'/£-Vif, 



ET 

To: 
Re: 

G e n e r a l C o u n s e l From: 
278 -HQ-C1229736-VIO, 0 3 / 2 9 / 2 0 0 6 

(U) 

b2 
b7E 

(SI " ^ S ^ ' 1. Identification of the substantive 
investigation in which the questionable activity occurred: 

1 

bl 
b2 
b7E 
b7A 

Lai J 

c ISA / 

(U) ^>£3\ 4. Legal authority: Executive Order 12333, 
dated December 4, 1981, and pursuant to Title 18, United 
States Code, Section 2709 (as amended, October 26, 2001). 

LSI 

bl 
b6 
b7C 
b7A 

bl 

bl 
b2 
b7E 
b6 
b7C 
b7D 

_(U> Reason for delayed response: SA 
regrets that he was not cognizant that this 

incident constituted an IOB violation upon receipt of the 
incorrect toll records. It was not until 03/27/2006, that SA 

Ibecame aware that such an incident constituted 
an IOB violation. Upon discovery that this incident 
constituted an IOB violation, SAP |has taken 

b6 
b7C 

immediate steps to report the violation. 

SECRET 



5«E SECRET 

To: Genera l Counsel From: | 
Re: ^ £ 278-HQ-C1229736-VIO, 03/29/2006 

LEAD(s) : 

S e t Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

f̂cg£ General Counsel, National Security Law Branch, 
is requested to take whatever action is necessary to record 
the incident with the Intelligence Oversight Board. 

Set Lead 2: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) 

Ĵ S=5̂  Information only. 

Set Lead 3: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

Information only. 

•• 

b2 
b7E 

SECRET 
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(Rev. 01-31-2003) 

s)£cRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To: 

ROUTINE Date: 05/05/2006 

Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn: 

SSA 
SA 

CD-2B, SSA 

I I S , CRS 

From: Office of the General Counsel 
NST.R/CTT.n/BooTTi 7947 
Contact: AGC 

b2 
b7E 
b6 
b7C 

Approved By: 

Drafted By: 

(U 

Thomas Jnlip V 

Case ID # 

Title : m 

DATE: 05-30-2007 
CLASSIFIED BY 651.19 dmh/ksr/gcl 
PEAS0N: 1.4 (c) 
DECLASSIFY ON: 05-30-2032 

H 
(U) 

278-HQ-C1229736-VIO (Pending; 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2006-1 I b2 

Synopsis: "J&K. It is the opinion of the Office of the General Counsel 
(OGC) that this matter must be reported to the Intelligence Oversight 
Board (IOB). OGC will prepare and deliver the necessary 
correspondence to the IOB. 

ALL INFORMATION CONTAINED 
(U) De^tved-- ;^r^m :--^----tr r3 HEREIN IS UNCLASSIFIED EXCEPT 

DeeiassTfyOnl—Xi- WHERE SHOWN OTHERWISE £ 1 

b7E 
b7A (s; Refere""** 

Details: J^C By electronic communication (EC) dated 03/29/2006, the 

TTTe tacts ot 
1 Field Offi 
the caption 

ce requested that OGC review fa. 
ptioned matter ana aetermine whether it warrants 

reporting to the IOB.1 In our opinion, it does. Our analysis 
follows. 

b7E 

(U) ' •£*£ EC fromf 
titled "SSA[ 
Division; IOB." 

3-sjq; 
to OGC dated 03/29/2006 and 

b2 
b7E 
b6 
b7C 

5^p ET
hfi OIG/DOJREVIEVft 

b 7 c FBI INVESTIGATE 
OIG/DOJ INVESTIGATION: 

D A T & > ' - ^ <£. 

/"' ! ' /c 



(UJ 3)s? RET 
b2 

To; From: Office of the General Counsel b 7 E 

Re: 278-HQ-C1229736-VIO, 05/05/2006 

) /TSX 0 n H/23/2004, a I lease agent submitted a 
National Security Letter (NSL) seeking telephone toll billing records 
of| I Due to a typographical error, the 
telephone number on the NSL was erroneously transcribed.2 On 
02/04/2005, the telephone records were opened and it was determined 
that they were not the target's records. The telephone records were 
destroyed without further review.3 

(U) Section 2.4 of Executive Order (EO) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsel of 
the Intelligence Community components (in the FBI, the Assistant 
Director, INSD, and the General Counsel, OGC, respectively) report to 
the IOB intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential directive. 
This language was adopted verbatim from EO 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight Board 
(PIOB). 

(U) By longstanding agreement between the FBI and the IOB 
(and its predecessor, the PIOB) , this language has been interpreted to 
mandate the reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), or other guidelines or 
regulations approved by the Attorney General in accordance with EO 
12333, dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. Violations of provisions that are essentially administrative 
in nature need not be reported to the IOB. The FBI is required, 
however, to maintain records of such administrative violations so that 
the Counsel to the IOB may review them upon request. 

(U) ^ / 
>s%, NSLs are administrative subpoenas that allow the FBI to 

obtain three types of information: (1) telephone and email 
communication records from telephone companies and internet service 
providers (Electronic Communications Privacy Act (ECPA)) (18 U.S.C. 
§ 2709); (2) financial institution records (Right to Financial Privacy 
Act) (12 U.S.C. § 3414(a)(5)(A)); and (3) credit bureau information 

2 (U) In order to avoid any further dissemination of this 
incorrect telephone number, the number is not being listed in 
this document. 

(U) 
££) On 03/27/2006J ~]realized that this incident constituted an IOB 

violation and promptly reported the matter to OGC, the Inspection Division, and the 
Counterintelligence Division. 

b2 
b7E 

SEjSp ET 

2 



To: | From: 
Re: 278-HQ-C1229736-VIO, 

S ^ ^ ET 

Office of 
05/05/2006 

the General Counsel 
b2 
b7E 

(Fair 
U.S.C 
from 
secur 
the N 
requi 

in th 
to a 
to an 
colle 
ECPA. 

Credit Rep 
. § 2709, p 
telephone c 
ity invest! 
SIG provide 
r~—mts, in 

(U) X 
e NSL, the 
telephone n 
investigat 

cted, altho 

orting Act) (15 U.S.C. 
rovides that the FBI ma 
arriers that is relevan 
gation. Section V.12., 
s that NSLs may be issu 
eluding 18 U.S.C. § 270 

n this situation, due t 
FBI received telephone 
umber that was neither 
ion. Therefore, the in 
ugh unintentionally so, 

§ 1681u (a), (b)). ECPA, 18 
y seek toll billing information 
t to an authorized national 
Investigative Techniques, of 

ed in conformity with statutory 
9. 

o the incorrect number stated 
toll billing records pertaining 
under investigation nor related 
formation was improperly 
in violation of the NSIG and 

(U) Here, the target's rights were not violated because he 
was not the subject of the improperly collected information. It is 
unknown whether the erroneous information received pertained to a 
United States Person, inasmuch as there has been no review of the 
information. Nonetheless, based upon the fact that information which 
may be about a USP was improperly, although inadvertently, collected, 
and in accordance with the reporting requirements of Section 2.4 of 
Executive Order 12863, OGC will prepare a cover letter and a 
memorandum to report this matter to the IOB. 

SBcfel SECRET 
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To: 
Re: 

| | From: 
l-C122y/J6-VTO, 05/05/2006 

SECRET 

Office of the General Counsel 
b2 
b7E 

278-HQ-

LEAD(s) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Information) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Information) b2 
b7E 

AT 

(U) In the future, when improper data resulting from an NSL is 
received, the data should be sequestered and given to the CDC. The 
information should remain sealed and sequestered in the CDC's safe 
until further direction from OGC. It is anticipated that OGC will 
provide guidance regarding improperly collected NSL information in the 
near future. 

cc: Ms. Thomas 

iOB Library 

b6 
b7C 

• • 

SEJ&ET 

4 



DECLASSIFIED BY 6.5179 dmh/ks r /gc l 
ON 05-30-2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter b2 
2006-| ]" (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 278-HQ-C1229736-VIO -f&Jf 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

Lfy 



Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

SjŜ RjjJT 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE SE&RE1 

DATE: 06-12-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1,4 (c) 
DECLASSIFY ON: 06-12-2032 

TNTRLLTGF.NCF. O V E R S I G H T BOARD ( I O B ) 

|FIE,T,n OF.FICE 
(U) 

MATTER 

IOB MATTER 2006 

b2 
b7E 

(S) By 
the Federal Burea 
Office reported t 
Nat-innai Security 
records of 
error, the teleph 
transcribed. On 
opened and it was 
records. The tel 
review. 

FBI received tele 
telephone number 
to an investigati 
the information, 
for any investiga 
the mistake, the 
collected on a te 
The overcollectio 
Attorney General' 

electronic communication dated March 29, 2006, 
u of Investigation FBI Field 
hat, on November 23, 2004, the FBI submitted a 
Letter (NSL1 .seeking _tel ephnne toll billing 

Due to a typographical 
one numioer on the NSL "was erroneously 
February 4, 2005, the telephone records were 
determined that they were not the target's 

ephone records were destroyed without further 

e to the incorrect number sta 
phone toll billing records pe 
that was neither under invest 
on. The error was discovered 
and the records were neither 
tive purpose. Despite the in 
fact remains that information 
lephone number unrelated to a 
n was a violation of Section 
s Guidelines for FBI National 

ted in the NSL, the 
rtaining to a 
igation nor related 
upon receipt of 

reviewed nor used 
advertent nature of 
was improperly 

n investigation. 
V.12. of The 
Security 

Investigations and Foreign Intelligence Collection.1 Thus, the 

b2 
b7E 
bl 
b7D 

matter is being reported to the 103. 

SECRET Ŝ R 

J^C Section V.12. authorizes use of National Security 
Letters in conformity with 18 U.S.C. § 2709 (relating to 
subscriber information, toll billing records, and electronic 
communication transactional records). The statute requires that 
information sought is relevant to an authorized national security 
investigation. 

SfJ^RET 

-1-



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 06/05/2006 

To: General Counsel Attn: NSLB 

From: Inspection 
Internal 
Contact: 

Investigations 
CRS 

S e c t i o n , IPU, 
E x t . 

£nom_11865 

b2 
b7E 
b6 
b7C 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

H$ts_... 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 05-30-2007 BY 65179 dmh/kSE/gcl 

(U) 278-HQ-C1229736-VIO ( P e n d i n g ) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
I N S D / I I S TRACKING# 2063 
OGC/IOB# 2006H | b2 

S y n o p s i s : (U) To r e p o r t a p o t e n t i a l I n t e l l i g e n c e O v e r s i g h t B o a r d 
(IOB) m a t t e r t o t h e O f f i c e of G e n e r a l C o u n s e l , N a t i o n a l S e c u r i t y 
Law B r a n c h (NSLB). 

R e f e r e n c e : 

D e t a i l s : 

(U) 278-HQ-C1229736-VIO S e r i a l 1289 
278-HQ-C1229736-VIO S e r i a l 1373 

an EC from|_ 
(U) The Internal Investigations Section (IIS) received 

iDivision dated 03/29/2006, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the matter described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

• • 



-31-2003) 

SBcafflT77535lUbC« 

FEDERAL BUREAU OF INVESTIGATION 

Precedence; 

To: 

ROUTINE Date: 06/05/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 11865 
Contact: CRS | 1 Ext. | ~~* 

b2 
b7E 
b6 
b7C 

Approved By: 

Drafted By: 

f Case ID #: 

Title: (U) 

1. DECLASSIFIED BY 65179 dmh/ks r / gc l 
ON 05-30-2007 

/ 

fcas 

(U) 2 6 3 - H Q - O - U S e r i a l 4 6 3 ( P e n d i n g ) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
I N S D / I I S TRACKING# 2 0 63 
OGC/IOB# 2006-1 b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) 

Enclosure(s) 

Reference: 

DeY±ve«LJ!i5mj_____C--3-

(U) 278-HQ-C1229736-VIO Serial 1289 

(U) 278-HQ-C1229736-VIO Serial 1289 
278-HQ-C1229736-VIO Serial 1373 

Details: (U) Upon review of I Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National Security Law 
Branch/OGC EC, dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 

SECR 10605 

b2 
b7E 



I'.S. Departme. jf justice 

Office of the fnspeelor Cienen 

DATE: November 20, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

ALL FBI INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED 
DATE 05-30-2007 BY 65179 dmh/ksr/gcl 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007000992 
Subject: Unidentified, 
FBI No. 263-0-U-463 ' 

b2 
b7E 

• 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

[ [ This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 



01C INVESTIGATIONS DIVISION C o m p l a i n t Form 

ALL n^pFORHATIOH COHTAIHED 
HEBE £ 0 1 UNCLASSIFIED b 2 

DATE Q6-12-20Q7 BY 65179 dmh/ksE/gcl b 7 E 

OIG N O . : 6 8 9 - 2 0 0 7 - 0 0 0 9 9 2 - M 

Becei ved By 
b6 
Js7C. 

Q 
Date Received: 05/23/2006 How Received: A 

SUBJECT: U n i d e n t i f i e d , FBI 
T i t l e : UNID 
Component: FBI 
Mi sc: 
Home: 
Phone: 
Wor k: 
Phone: 

Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 

SSNO: 
D.O.B.: 

Alien No.: 
F.B.I.No.: 
B.O.P.No.: 

D/L No.: 
Offenses: 689 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
Misc : 
Home : 
Phone: {) 
Work: . 
Phone: 

Pay Plan: 
EOD Date: 

Confidential: 

ZIP: 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b2 
b6 
b7C 

Details: 

The FBI provided information reporting a possible IOB matter involving the information 
obtained from a telephone carrier via a properly served National Security Letter (NSL). Ths 
NSL contained a typographical error which resulted in disclosure of information relevant to 
a telephone subscriber who was neither under investigation nor related to an investigation, 
(dz) 
+ * + * * * * + * * * * * + * + i r** + *****-A + * + + * * * * * * * * * l :* + * • * * + ** + + * 

ALLEGATIONS: 68 9 IOB Violation 
Occurrence Date: 
CITY: T 
r 

TIME: 

State: Zip: 

b2 
b7E 

DISPOSITION DATA: Disposition; M Date: 11/17/2006 Approval: POWELL, GLENN G 
.•77*'' 

Referred to Agency: FBI Date Sent: 11/17/2006 Component: FBI 

Patriot Act: N Civil Riqhts: N 

Sensitive: N Whistleblower: N 

Component Number: 263-0-U-463 

Consolidated Case Number: 

Remarks: 

Case referral to Kaiser/FBI/INSD, 11/20/06, (dz) 

Page 1 of 1 Printed 11/17/2006 1:11:00 



(Rev. 01-31-2003) 

SEC^ET/ORCON/NOFORN 

FEDERAL BUREAU OF INVESTIGATION 

(s: 

Precedence: PRIORITY 

To: General Counsel 

Counterterrori sm 

From: 

Contact: A/SSA 

Approved By: 

Attn: 

Attn: 

NSLE 

Date: 01/25/2006 

J 

ITOS II/IHSU 
UC 
SSA" 
SSA 

b2 
b7E 
b6 
b7C 

Drafted By: cc 

Case ID #: (S 
<U) ̂  ^/H-HQ-Cmym-VIO - 1145 (Pending 
(U)J&f 278-OM-C45386 - 105 (Pending) 

Title: (S) 

bl 
b2 
b7E 

bl 
b6 
b7C 

(U) ()*7\ INTELLIGENCE OVERSIGHT BOARD 

Svnopgia: LS_L/ 

<U) £g( 
J i t y on: January 2 5 , 

fi fJ 1, Ja imaiy VJ9) 

X 
b l 

^ f S l l l - fS /OP/MBM 

. ' ; . ! ' / ; ' ! • • 

<?£ 
3ECfcET/ORCON/NOFORN 

J%'^.'^ 
ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE 

b 6 
b 7 C 

DATE: 0 5 - 3 0 - 2 0 0 7 
CLASSIFIED BY 65179 d m h / k s r / g c l 
REASON: 1 .4 (c) 
DECLASSIFY OK: 0 5 - 3 0 - 2 0 3 2 

b l 

b l 
b 2 
b 7 E 
b 6 
b 7 C 



SEdRET/ORCON/NOFORN 

To : G e n e . r a l rv-mng^l 
R e : (S) 

EiXjm: £ ] 
01/25/2006 

bl 
b2 
b7E 

f f i l | 
bl 

(S) 

SEpkET/ORCON/NOFORN 

2 

b l 
b2 
b7E 
b6 
b7C 

b l 
b2 
b7E 
b6 
b7C 

b l 
b2 
b7E 

' s / M W n r l f b l 
b7D 



Sp^ET/ORCON/NOFORN 

T o : GenepaJ f n n n s p l Ej=cim: I 1 
R e : (S) 0 1 / 2 5 / 2 0 0 6 

b2 
b7E 
b l 

[s /NF/nr) 

•S/NF/OciT 

;/NF/OC)T 

<s//MF/ori T 

b l 
b2 
b7E 

b l 
b6 
b7C 

b l 
b6 
b7C 

b l 
b2 
b7E 
b6 
b7C 
b7D 

:s//NF/oor 
b l 
b2 
b7E 
b6 
b7C 
b7D 

S E & I E T / O R C O N / N O F O R N 

3 



EpB^RET/ORCON/NOFORN 

T o : Gen^LaJ f n n n s p l F-rnm- [ 
Re: (SI 01/25/2006 

] 

( S / N F / O C 

(s / /Nrr/nri |" 

b l 
b2 
b7E 

b l 
b6 
b7C 

b l 
b6 
b7C 

b l 
b6 
b7C 

: S / N F / 0 C 1 

( S / N F / o n 

/g /^p^r><- \ J 

SE£BpT/ORCON/NOFORN 

4 

bl 
b6 
b7C 
b7D 
b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 
b7D 

bl 
b2 
b7E 



SECj&K£/ ORCON/NOFORN 

T o : G e n e r a l C o u n s e l From: f 
Re: (S) 01/25/2066 

b l 
b2 
b7E 

(S) 

b l 
b6 
b7C 

SE$aET/ORCON/NOFORN ;Ep»E 



SEj&RET/ORCON/NOFORN 

T o : G e n e r a l C o u n s e l EXP™: I I b l 

R e : (S) 0 1 / 2 5 / 2 0 0 6 b 2 

I I b7E 

LEAD(s ) : 

S e t L e a d 1 : ( A c t i o n ) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

' ' y*\ Forward notification through proper channels for 
review of potential IOB violation. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 

(U) For information. 

025cc01.ec 
•• 

SB^RET/ORCON/NOFORN 

6 



SECRET//NOFORN,ORCON 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To: 

ROUTINE 

Inspection 

Counterterrorism 

Date: 03/17/2006 

Attn: 
Attn: 

Attn: 

SAC, CDC 
Internal TnsnpnHnn 

11865 
AD 

Section, 
Room 

From: General Counsel 
National Security Law Branch 
Contact: 

Approved By: Thomas Julie F 

Drafted By 

Case ID # 

DATE: 05-30-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-30-2032 

(U) 

(U) 

(s: 
278-HQ-C1229736-VIO - 1317 
278-OM-C45386 - 107 

b l 
b2 
b7E 

Ti t l e :(U)-JX^ S S A [ ] 
INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB MATTER 2006] | 

ALL INFORMATION CONTAINED 
(U) ]X( Der-jvedJFrom j^Q-*T~~ HEREIN IS UNCLASSIFIED EXCEPT 

Decla*sir£y~*§irr—•X^S.-i WHERE SHOWN OTHERWISE 

Synopsis, ^ k It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB), and to the Inspection 
Division, FBIHQ. OGC will prepare and deliver the necessary 
correspondence to the IOB. Our analysis follows. 

Reference (U) (X 278-HQ-C1229736-VIO Serial 1145 

(U) 
Details:1"" ^X} As discussed in the Electronic Communication (EC; 
dated January 25, 2006 referenced above, thel loivision 

requested that OGC review a set of facts to determine (Omaha' 

%X. RET//NOFORN,ORCON 

b6 
b7C 

0IG/D0J REVIEW: 
FBI INVESTIGATION 

OIG/DOJ INVESTIGATION: 

-DATE:. 

b2 
b7E 
b6 
b7C 

b6 
b7C 
b2 

b2 
b7E 

<r. 2 i • oL 



§ZU^ET//NOFORN,ORCON 

To: I I From: General Counsel 
Re: tef 278-HQ-C1229736-VIO; 0 3 / 1 7 / 2 0 0 6 

( U ) / / X 

b2 
b7E 

(S) 
b l 

(S/NF/OC)/ b l 
b2 
b7E 
b6 
b7C 

' S / N F / O C ^ 

b l 
b2 
b7E 

(S/NF/OC) 
b l 
b6 
b7C 

b l 
b 6 
b7C [S/NF/OC)/" 

SECRET//NOFORN,ORCON 

2 



SECRET//NOFORN,ORCON 

To 
Re 

: ^ | From: General Counsel 
: .^JS4^aVa-HQ-C122 973 6-VIO; 03/17/ 2006 

(u) X / N F / 0 C > 
(FBIHQ), ITOS-II, IHSU, 
situation. Upon direction from FBIHQ,[ 
cellular data withL 

b2 
b7E 

then contacted FBI Headquarters 
and NSLB, CTLU-II, to report the 

Isequestered the 
Chief Division Counsel, documented the 

circumstances and submitted the sequestered data to NSLB for 
forwarding to OIPR and for reporting to the IOB. It is noted 
that| [appropriately coordinated and consulted with the Chief 
Division Counsel, NSLB and IHSU during this process. 

y&C^ The Attorney General's Guidelines for FBI National 
Security Investigations and Foreign Intelligence Collection state 
that electronic surveillance may be conducted in conformity with 
the procedures contained in the Foreign Intelligence Surveillance 
Act (FISA), Title III of the Omnibus Crime Control Act [as 
amended by the Electronic Communications Privacy Act] or 

b2 
b7E 

SECRET//NOFORN,ORCON 



To: 
Re 

(U n 

SECRSSV/NOFORN, ORCON 

From: General 
2 78:HQ-C1229736-VIO; 

Counsel 
03/17/2006 

b2 
b7E 

Executive Order 12333 Section 2.5.1 Under the pertinent FISA 
definition, the term electronic surveillance means "the 
acquisition by an electronic, mechanical, or other surveillance 
device of the contents of any wire or radio communication to or 
from a person in the United States, without the consent of any 
party thereto, if such acquisition occurs in the United States."2 

In this instance, the FBI properly obtained and initiated 
electronic surveillance on this cellular telephone under the FISA 
statute and Executive Order 12333. 

ISl 

bl 

bl 
b2 
b7E 

The Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG), October 31 2003 
Section v. ' ' 

50 U.S.C. Section 1801(f)(2). 

^Attorney General's Standard Minimization Procedures for Electronic 
S " m l ™ e

u
o f a Un^ed States Person Agent of a Foreign Power, Section" 3 (b) 

adopted by the FISC on September 19, 1997. l ' ' 

S£&^ET//NOFORN,ORCON 



SECRET/ /NOFORN, ORCON 

To: 
Re: 

(U) 

From: General Counsel 
^K^ 2 /H-HQ-C1229736-VIO; 03/17/2006 

^ ' >S^ Consistent with the reporting requirements of 
Section 2.4 of E.O. 12863, OGC will prepare the correspondence 
required to report this matter to the IOB. That correspondence 
will also advise the IOB that this matter will be referred to the 
FBI's Inspection Division. 

SE&ET//NOFORN, ORCON 



SECRET//NOFORN,ORCON 

To: _̂  | From: General Counsel 
Re: JJX) 278-HQ-C1229736-VIO; 03/17/2006 

<U) ̂ X 

LEAD (s) : 

Set Lead 1: (INFO) 

AT 

(U) Read and clear. 

Set Lead 2: (INFO) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 3: (ACT) 

INSPECTION 

AT IIS, WASHINGTON, DC 

(U) For action deemed appropriate, 

1 - Ms. Thomas 
1 -
1 -

b6 
b7C 

• • 

Sfî ] Sfi^RET//NOFORN,ORCON 



S E 

DECLASSIFIED BY 6S179 dmh/kSE/ffcl 
OH 05-30-2007 

BY COURIER 

Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, 
Seattle Division, IOB Matter 2006-| |" (U) 

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Inspection Division. (U) 

b2 

Enclosure 

1 - Mr. Hulon 
1 - 278-HO-C1229736-VIO 
1 -
1 -

Jp^noffjnn nivicinn 
- 1318 
(IOB 2006 b6 

b7C 
b2 

UNCLASSIFIED WHEN DETACHED 
FROM CLASSIFIED ENCLOSURE 

l&^ET 



Mr. Stephen Friedman 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1- Honorable Alberto Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 



ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

SE^ RET 

DATE: 05-30-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECLASSIFY ON: 05-30-2032 

INTELLIGENCE nvFRq-rgHT BOARD (IOB) MATTER 

-(S) _J 
pIVISION 

IOB MATTER 2006-j ]u) 

b2 
b7E 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 06/05/2006 

Attn: NSLB 

From: I n s p e c t i o n 
I n t e r n a l I n v e s t i g a t i o n s S e c t i o n , IPU, Room 11865 
Contact 

Approved By: 

Drafted By: 

Case ID #: 

T i t l e : (U) 

UC E x t . 9284 
b6 
b7C 

k a s 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-30-2007 BY 65179 diah/ksE/gcl 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2 217 
OGC/IOB# 2006H | b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1145 
278-HQ-C1229736-VIO Serial 1317 

The Internal Investigations Section (IIS) received 
Division dated 01/25/2006, reporting a possible 

Details: Qj 
an EC from 
IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the matter described therein is not indicative of 
willful misconduct. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

b2 
b7E 

• • 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date: 06/05/2006 

Attn: SAC (Personal Attention) 

Inspection 
I n t e r n a l T n v p q f i n a t - i n n a g g r - r -i o n _ I P U , P n o m 1 _1 ft 6 5 

Ext. 

From: 

Contact: CRS 

Approved By: 

Drafted By: 

DECLASSIFIED BY 6S179 dmh/ksr/gcl 
OH 05-30-2007 

cas. 

V Case ID #: 

Title: (U) 

(U) 263-HQ-O-U Serial 465 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 2217 
OGC/IOB# 2006-1 

b2 

b2 
b7E 
b6 
b7C 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1145 

Reference: (U) 278-HQ-C1229736-VIO Serial 1145 
278-HQ-C1229736-VIO Serial 1317 

Details: (U) Upon review of[_ J Division's captioned report of 
a potential IOB violation, IIS did not find the matter indicative 
of willful misconduct. IIS only addresses allegations where 
deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6) . 

b2 
b7E 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 

^SESfifi5?7*2l555S£a5.^ 



U.S. Departme. if justice 

Office" of ihe Inspecloi General 

Wii-.-iiimitiii P < 

DATE: November 20, 2006 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

ALl FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-30-2007 BY 65179 dmh/kstl /gcl 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007001002 

• 

Subject: Unidentifiedj | 
FBI No. 263-0-U-465 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

[ I This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 



OIG INVESTIGATIONS DTVTSTON Complaint Form 

ALL FBI II^fclATION CONTAINED 
HEREIN IS ^ P L A S S I F I E B 
DATE Q6-12-20Q7 BY 65179 d m h / k s r / g c l k>2 

OIG NO. : | 1689-2007-001002-M b 7 E 

Received By: 

SUBJECT: Unidentified, FBI 

Title: UNID 
Component: FBI 
M i s c : 

Home : 

Phone: 
Work: 
Phone: 

JD6 = 

b7C 

Date Received: 05/23/2006 How Received: A 

Pay Plan: 
EOD Date: 

ZIP: 

ZTP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

C/L No. 
Of fenses 689 

COMPLAINANT: 
Title: ATTY 
Component: FBI 
Misc : 
Home: 
Phone: 
Work: , 
Phone: 

Pay Plan: 
EOD Date: 

Confidential: 

ZIP: 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

b2 
b6 
b7C 

Details: 

The FBI provided information reporting a possible IOB matter. The FBI provided what turned 
out to be a wrong phone number for their target to an internet provider and received 
unauthorized intercepted communications. (dz) 

ALLEGATIONS: 689 IOB Violation 
Orrnrrenr.e Date- TIME: 

CITY: State: 

b2 
b7E 

Zip: 

DISPOSITION DATA: Disposition: M Date: 11/17/2006 Approval: POWELL, GLENN G 

Referred to Agency: FBI Date Sent: 11/17/2006 Component: FBI 

Patriot Act: N Civil Riqhts: N Component Number: 263-0-U-465 

Sensitive: N Whistleblower: N Consolidated Case Number: 

Remarks: 

Case referral to Kaiser/FBI,INSD (dz) 

# 1073946 

Page 1 of 1 Printed 11/20/2006 10:11:51 


