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MessageFrom: (OGC) (FBI)
b6 Sen;_mw_lw, 2005 3:52 PM

To: (oGcy) (FRD: L ] (occ) (FRTM
b7C Cc: J{0Gcy) (FBI): Nocoo el

{ G {F'P.T\l I(OGC) (E‘BI); (OGC) (E‘BI);

l | (oce) (FBI)

Subject: RE: Question

SE%T ) o DATE: 06-16-2007

_ &LL INFORMATIUN CONTAINED CLAISIFIED BT 65172 DHH/K3R/IW
RECORD 66 HEREIN I35 UNCLASSIFIEDL EXCEFT REASON: 1.4 (C)
WHEPE SHOWN UTHEFWISE DECLAS3IFY ON: 06-1§-2032

Now that I've opened this can of worms:

First, I wasn't trying to accuseEof glibness. I was Jjust trying to
stiumlate some honest debate, discussion, etc.

T thinkl Iinitial advice is pretty sound. And T likel Inotion

b6
b7C
b5
Let me hasten to add that while I think gut reaction was a good one, I
also think the additional discussion has been healthy. I wish we had time to do
more of it.
————— Original Message—--—-—-—-
From: [ ] (0GC) (FBI)
Sent: Friday, August 19, 2005 2:53 PM
b6 To: (OCC) (FRT)
b7C Ce: [ (OGC) (FBI) ] kozg) (FRI);
(0GC) 1o oce) (Fr ;] | (oGc) (FBI):
L J (0GC) (FBI); (OGC) (FBI)
Subject: RE: Question . .
SEDKET
RECORD 66
b5
----- Original Message——-—-—
b6 From:|__ | (occ) (FBI)
b7C Sent: Friday, August 19, 2005 2:33 BEM
To: (OGC) (FBI)

SERRET



® SRGRET ¢

ce:| Locoy (rmny] _koso) (FRTY; l
b6 (0GC) (OGAZ] e - 1 (0GC) (FBI);
b7c | (OGC) (FBL); (OGC) (FBI)

Subjecl: RE: Question .

&l

SEMET
RECORD 66

b5
b6
b7C
.. e
From:i I(OGC) (FBI)
Sent: Friday, Auqust 19, 2005 2:22 PM
To:| ocer e | tocey (FRT)
b6 Ce: | (oGC) (FRI) 4 Joose) (FBD) | _
(0GC) _(OGA) : ] OGC FBI); OGC FRI):;
b7C | i . ¢ ) o ) ( Yo )
TOC0T (EB1)
SR e, BT wuestion .
SEMT
RECORD 66
b5

————— riaqipal Mescsage—————
From: ] cocecy (FBI)

b6 Sent: Frida August 19, 2005 2:07 PM
To: (OGC) (FBI)
b7C |

SEORET
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b6
bicC

b5

b6
b7C

b5

b6
b7C

SECRET
Cc:lII I LOCC) (FBI) 3 IOGC)(FBI ;I I
(0GC) (FBI); _ 0GC)  (OGA) ] (OGC) (EBIL);
l (OGC) (EBL) ;| (OGC) (FBI)
supject: KE: Question
SEKeT
RECORD 66
————— [@) Mes —————
From:l (OGC) (EBI)
Sent: Frida August 19, 2005 2:00
1o | I (occy ceriy - | ENEYADY
(k1) : | neesIsRE | RGN | |
(oce) (k1) ] ] (0GC) (FBI) ;] } (oGc) (FBI);
| toGc) (FBI)
Subject: RE: Question .
SﬁkﬁéT
RECORD 66
----- Original Message———-—-—
From (OGC) (FBI)
Sent: Frigay, augustc L9, 2005 1:43 PM
uileg | | Ii{elc/ed) (FBI);I Loccy iragy.
| | ey | Joccy (FBI):|
(OGC) (FETL: 1 (O (EBL): (0GC) (FBIL);
| (OGC) (FBI)

Subject: RE: Questicn .




SECRET

SE>${@T
RECORD 66

i agree withD therefore, it must be right!!!

————— Original Message-——--
bé From: | ]| (oGC) (FBI)

Seni;_ELidax._Au1ust 19, 2005 1:31 PM
b7C To: racoy (FrT 1 (ncy oy

L | K ITT5IY] (occ) (Fen); 1

(occ) (FRTY ] ] (occ) (FRI); 1 (06C) (FBI);

| (OGC) (FBI)
Subject: RE: Question

Séb{bT
RECORD 66

b5
_____ Seoge————-
From: i(OGC)(FBI)
S e bt o 1O 2005 1:28 PM
1o.1 | (ocoy (FRTY.
(0GC)  (0GA) ;] Jocc) (FBI): —d (0GC)_(FBI);
bo | Loy LERTY . - (OGC) (FBI);
b7C (0Gc) (FBI) . (0GC) (FBI)
Subject: FW: Question ..
SEMT
RECORD 66
]
I | called me w/ this guestlon below. | j |
b5

SECRET




(3]

bl
b6
b7C
b2
b7E
b5

SECRET
————— Original Message—-----
bo6 From: | ~ | (FBI)
bi7C Sent: Friday, Au%ust 19, 2005 1:17 PM
To: (QGC) (FBI)
Cc: (PH) (FBI)
Subject: Question

S%ET
RECORD 66

DERIVYD OM: G-3 FBI Classification Guide G-3, dated 1/97,
Foreign CounterIntellidyédnce Investigations

DECLA, ICATION EXEMPTION 1

SECRET

DERIV F : G-3 FBI Classification Guide G-3, dated 1/97,

Foreign CounterIntellig e Investigations
DECLASS, CATION EXEMPTION 1

SECRE
DERT ROM: G-3 FBI Classification Guide G-3, dated 1/97,
Foreign CounterIntelfZ\gence Investigations

DECLASSIFNCATION EXEMPTION 1

SECRKJ
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DERIV FFOM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign
CounterIntelligenceMnvestigations

DECLAS CATION EXEMPTION 1

SEC

DERIVED\ FBOM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign
CounterIntelligenc¥ Investigations

DECLASSZFNCATION EXEMPTION 1

SECRE

FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign
igence Investigations
SIFICATION EXEMPTION 1

CounterlInte
DE!
SYCRET

DRRIYED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign
CounterIN/elligence Investigations
DE SSIFICATION EXEMPTION 1
C

Count ntelligence Investigations
DEZRASSTIFICATION EXEMPTION 1

S

DBRIYED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign
e
R} T

DERIYED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign
Coun Intelligence Investigations
DE SIFICATION EXEMPTION 1

SELR

DRRIFED FROM: G-3 FBI Classification Guide G-3, dated 1/87, Foreign
CoyhterIntelligence Investigations
DE SSIFICATICN EXEMPTION 1

SYCRRT



Freedom of Information
and
Privacy Acts

SUBJECT: NATIONAL SECURITY LETTERS
FOLDER: Q‘no\r CO ! volome 16

Federal Bureau of Investigation



SNCRET

MessageFrom: L

RE Question.txt
| (oco) (rBD)

b6 Sents 5 2:53 PM
b7C To:
Cc: I (oG
B1):
: Question .’
S
RECORD 66
b5
From: —1 (o6c) (FBI)
b6 Sentl , 2:33" PM
To: (oGc) (ERID
b7C cc: IR )] = lacey ccony.d 1 (oco
H (oGC) (FBI); .1
0GC FBI
upject: RE: Question ™
RECORD 66
b5
: iqi essage-—---
From: (oGC) (FBI)
Sent: Friday, Auqust 2005 2:22 PM
b6 To: .
; C)
b7C (oGc : 0GC) (FBL);

(0GC) (FBI)
Subject: RE: Question .

ALL INFORMATION CONTAINED

Page 1

HEBEIN I3 UNCLASSIFIED EXCE
WHERE 3ZHOWM OTHERUISE R

SEC

DATE: D&-15-2007

CLAISIFIED BY 65179/DHH/KZR/RI
REASON: 1.4 (c,d)

DECTASSTFY (M: 06~-15-20328
1073946




E Question.txt

RECORD ;5

b5
————— original Wessage-----
From (oGC) (FBI)
Seng 9, 2:07 PM
(OGC) (FBI) 1

b 6 To: ‘ |
Cce 0oGC FBI) ( ’
b7C EBT = r(c(ﬁp)(%( AT iF%éz;c] FBI);
AR |

bject: RE: Question . . .

RECORD ;6

b5

_____ T g

bo From: (06¢) (FBI)

b7C o (c'x:goongi()) . (0GC) (FBI

e
(0GC) 1); (occ) (FBI); 0GC

Subject: RE: Question . . .

RECORD 66
bb
From] 7 (o6c) (rBD
b6 Sent. 05 1:43 PM I 1
To: (060) (FBF= Loccy (FBD;I:’_—I
b7C (oGc) (OGA); 0GC) (FBI); (occ) (FBL),
Page 2

SBQRET



(oGe) (FBI)I I (oGc) (FBI);

¢
SEtyéT

b6 (0GC) (FBI)

Subject: RE: Question . . .

b7C
RECORD 66
i agree with I therefore, it must be right!!!
na
(oGcc) (FBI)
5 1:31 pM
b6 ] (0GC) (0GA);
0GC (oGc) (FBI);
b7C 1o2m I (0GC) (FBI
b5
""" ?.L'I.ﬂlﬂ.i-l_ﬂﬁiige““‘
From: (0GC) (FBI)
Sent. i 5 1:28 P™ .
To: ( (rBI) } (0Go) (oGA);
b6 : 06C) (FBI): —1(050)
b7c 0GC FBI 0GC FBI); ||
M. ( T e " .
Subject: FW: Question . . .
RECORD 66
| ]
| lcalled me w/ this question Delow.
b5
b7D
Any._thoughtsl ]

be T/ ;m inal Message----- 8Dy
From: FBI
b7C Sent:ﬁmmgﬂ? M

Page 3
sﬁ(
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1 RE Question.txt

To: )
cc: i(FBI)
sub T PE—

b6
b7C RECORD 66

(31
bl

b5

1

b6
b7C ]
b2

]l

DERIVED FROM: g
CounterIntelligence Tgations
SSIFICATION EXEMPTION 1

Classification Guide G-3, dated 1/97, Foreign

SECRET

assification Guide G-3, dated 1/97, Foreign

ication Guide G-3, dated 1/97, Foreign

DERIVED FROM: G-3 FBI Cla
CounterIntelligence Inv s
TION EXEMPTION 1

uide G-3, dated 1/97, Foreign

SECRET

Page 4

CRET
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Page 1 ~ Duplicate 2007 1681 u (a) and (b) ec
Page 2 ~ Duplicate

Page 3 ~ Duplicate

Page 4 ~ Duplicate

Page 5 ~ Duplicate

Page 6 ~ Duplicate 2007 1681 u (a) ec

Page 7 ~ Duplicate

Page 8 ~ Duplicate

Page 9 ~ Duplicate

Page 10 ~ Duplicate

Page 11 ~ Duplicate 2077 1681 u (b) ec
Page 12 ~ Duplicate
Page 13 ~ Duplicate
Page 14 ~ Duplicate
Page 15 ~ Duplicate

Page 16 ~ Duplicate 16811681 v ec full credit report
Page 17 ~ Duplicate

Page 18 ~ Duplicate

Page 19 ~ Duplicate

Page 20 ~ Duplicate

Page 42 ~ Duplicate E-mail subsriber ec

Page 43 ~ Duplicate

Page 44 ~ Duplicate

Page 45 ~ Duplicate

Page 46 ~ Duplicate
Page 68 ~ Duplicate RFPA ec I

Page 69 ~ Duplicate

Page 70 ~ Duplicate

Page 71 ~ Duplicate

Page 72 ~ Duplicate Telephone subscriber ec I
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Page 74 ~ Duplicate

Page 75 ~ Duplicate

Page 76 ~ Duplicate

Page 77 ~ Duplicate Toll record ec I
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Typical NSL Retention and Database Use

Phone Records:
NSL toll billings records are typically uploaded into Telephone Applications (TA) after
4 receipt. A subset of Counterterrorism-information is-uploaded into (S) lor
b1 analysis. The information can also be uploaded from T A to other applications (such as
b2 for analysis. NSL-derived toll billings records are also placed in Automated

Case Support (ACS) with case information. ACS information is uploaded into
Investigative Data Warehouse (IDW).

/r(s
Telephone
| Phone Records Applications

\ Other applications

bl

ACS (Case
Information) [N~

IDW

Email Records:
NSL c¢lectronic transactional information is typically entered into ACS upon receipt.
ACS information is uploaded into Investigative Data Warehouse (IDW)

i S j ---------------- Counterterrorism-email-information can be- manually entered into (S} Email bl
information may in some cases be entered into spreadsheets and other databases for
analysis.
IDW
Email Records ACS »
bl
I (s)
Spreadsheets
/Databases

Financial and Credit Information:

Financial and credit information is typically entered into ASC upon receipt. ACS
information is uploaded into Investigative Data Warchouse (IDW). Financial and credit
information may in some cases be entered into spreadsheets and other databases for

analysis.
Financial/Credit —» ACS » IDW
Information
\\d Spreadsheets
/Databases
1073946

DATE: D6-15-3007

CLASSIFIED BY 65179/DMH/KSR/RI ALL INFORMATION COMTAINED
REASDON: 1.4 g} SECRET HERFEIN I5 UNCLASSIFIED EXCEPT
DECLASSIFY ON: D06-15-2032 WHERE SHOWN OTHERWISE
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Der

Effect of Closing a Case in ACS:

A case is closed when all investigative and legal activity has ceased. It is still as
accessible as it was while it was opened. Documentation is placed in ACS to indicate
that the case is closed. Action leads cannot be set from closed cases. Records are
maintained according to the records disposition schedule for the particular file
classification or the General Records Schedule. Criminal cases are kept for a minimum
of 20 years and intelligence for 30 years before disposition.

SE}&(
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(Rev. 01-31-2003)

b6
b7C
b2

FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE Date: 03/02/2007

To: All Field Offices Attn: ADIC
SAC
CDC
FCI Supervisors
Counterintelligence Attn: AD Bereznay

DADs
Section Chiefs

From: National Secguritv Branch
Contact: 202-324
1073946
Approved By: Hulon Willie T ALL INFORMATION CONTAINED
HEFEIN IS UNCLASSIFIED
Drafted By: . bls DATE 06-08-2007 BY 65179 /DMH/KSPE/EW

Case ID #: 319X-HQ-A1487720-0GC

Title: GUIDANCE ON USE OF FAIR CREDIT
REPORTING ACT NSLS IN COUNTERINTELLIGENCE INVESTIGATIONS;
REVIEW OF FAIR CREDIT REPORTING ACT
NSLS ISSUED IN CY 2006 IN
COUNTERINTELLIGENCE INVESTIGATIONS

Synopsis: Provides guidance on the statutory restrictions
controlling the issuance of national security letters (NSLs) to
obtain full credit reports in counterintelligence investigations.
Directs Counterintelligence Division (CD) and Field Office
personnel involved in counterintelligence investigations to .
review NSLs issued pursuant to the Falr Credit Reporting Act
(FCRA) to determine if full credit reports were improperly
requested or received; and to repcrt the results of such review.

Details: The FCRA provides for the protection of personal
information assembled by credit reporting agencies. Two
provisions of the FCRA, 168lu and 1681v, authorize the FBI to
obtain information from credit reporting agencies in the context
of national security investigations. Section 168lu{a) authorizes
the FBI to obtain the identity of all financial institutions at
which the consumer maintains or has maintained an account;
1681lu({b) authorizes the FBI to obtain consumer identifying
information, that is, the name, address, former addresses, place
of employment, and former places of employment of the consumer.
This information can be obtained when "sought for the conduct of
an authorized investigation to protect against international
terrorism or clandestine intelligence activities.”



b6
b7C
b2

S %

To: All Field Offices From: National Security Branch
Re: 319X-HQ-A1487720-0GC, 03/02/2007

Section 1681v of the FCRA was added by the 2001 USA
PATRIOT Act. This section authorizes the FBI to obtain full
consumer credit reports. However, NSLs can be issued pursuant to
this section only to conduct investigations related to
international terrorism. The FBI may not use an NSL to obtain a
full credit report in a counterintelligence investigations
absent an international terrorism nexus.

Nonetheless, it has come to the attention of the
National Security Branch (NSB) that in some instances full credit
reports for counterintelligence investigations unrelated to
international terrorism have been obtained or requested under a
FCRA Section 168lv NSL. The reguest or receipt of such
information in this context violates FCRA statutory requirements.

Therefore, receiving offices are directed to review
FCRA NSLs issued in CY 2006 in the context of a
counterintelligence investigations unrelated to internaticnal
terrorism in order to determine if any such NSLs requested full
credit reports or resulted in the receipt of full credit reports.
If such reports were requested or obtained, the incident should
be reported to the National Security Law Branch (NSLB) as a
potential Intelligence Oversight Board (IOB) violation
(regardless of who was at fault). NSLB will determine whether in
fact the incident should be reported to the IOB.

Further, if such information has been obtained
improperly, the information should be sequestered with the Chief
Division Counsel pending the issuance of the IOB opinion by NSLB.
The EC that is issued by NSLB will provide guidance as to how the
information is to be permanently handled. Most likely, NSILB will
suggest that the information be returned to the credit reporting
agency.

AN EC TO NSB AND NSLB DOCUMENTING THE RESULTS OF THIS
SEARCH IS MANDATORY, EVEN IF THE SEARCH IS NEGATIVE. RESULTS OF
THIS SEARCH SHOULD BE SENT WITHIN 30 DAYS FROM THE DATE OF THIS
EC.

You may direct anv questions concerning this matter to
NSLB attorneyl iat 202-3244
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To: All Field Offices From: National Security Branch
Re: 319X-HQ-A1487720-0GC, 03/02/2007

LEAD(s) :
Set Lead 1: (Action)

ALL RECEIVING OFFICES

Receiving offices are directed to review FCRA NSLs
issued in CY 2006 in the context of a counterintelligence
investigation and determine if any such NSLs requested full
credit reports or resulted in the receipt of full credit reports.
If such reports were requested or obtained, the incident should
be reported to NSLB as a potential IOB violation. Further, the
results of such review must be reported by EC to NSB and NSLB
within 30 days of the date of this EC.

*



From: L (OGC) (FB)

Sent: I_Endau_hmm 30 PM

To: BI); (OGC)
b6 Cc: .

b’/C Subject:
) ET
RE XXX

omprehensive EC and tssue List

All,

In case it comes up while I'm out, attached is the latest version of the Uber EC and the
preliminary NSL issue list. The EC definitely needs to be tightened up and certain issues will
need to be inserted once the shorter ECs go out. Hopefully that won't need to happen until |
come back.

Zomprehensive NSL National Security
EC.wpd (65 K... Letter Cheat...

aiqn Counterintelligence

DECLASSIFIED BY 65179/DMH/ESRESRW
QN 06-08-2007

1073946
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FEDERAL BUREAU OF INVESTIGATION
FOIPA DELETED PAGE INFORMATION SHEET

‘q Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

[¥ Deletions were made pursuant to the exemptions indicated below with no segregable material
available for release to you.

Section 552 Section 552a

(b)(1) L (bX7X(A) L1 @xs)
O ®)2) [ (6)(7)(B) L ()2
0 ()3) L (6)7)(C) L1 ()(1)

L1 (b)(7)(D) O x)2)

[1 (b)(7X(E) 0 ()3)

[ (6)(7)(F) O (x)4)
O )4 0 (b)8) O x)(5)
Bd (b)) O (®)9) O xx6)
O ()6 N3

[0 Information pertained only to a third party with no reference to you or the subject of your
request.

[0 Information pertained only to a third party. Your name is listed in the title only.

[0 Documents originated with another Government agency(ies). These documents were referred
to that agency(ies) for review and direct response to you.

Pages contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation
with the other agency(ies).

Page(s) withheld for the following reason(s):

0 For your information:

r{/

[0 The following number is to be used for reference regarding these pages:

CI10- cD- Volume 17

P.9.0.6.9.0.0.0.0.0.9.0.9.0.9.0.9.9.0.9.9.94
X DELETED PAGE(S) X
p.9.0.9.0.9.4 X NO DUPLICATION FEE X
XXXXXX X FOR THIS PAGE X
XAXXXX .9.9.0.0.0.0.9.9.9.9.9.0.9.0.9.0.9.0.0.0.9 4

FBI/DOJ
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From: I lOGC) (FBI)

Sent: 9:50 AM

To: 0GC) (FB)] lcco)
(FBI) (OGC) (FBI); | JloGe)
(FBI); (OGC) (FBI)

Subject: Document for BOJ/DNI NSL Retention Working Group

RET
REC XXXX
All,

Pat Kelley and | are in a DOJ/DNI working group examining the FBI's retention of NSL-derived
information. The group has asked that we provide a chart outlining how NSL-derived information
is used and where it is stored. They also asked us for a description of what effect closing a case
has on the accessibility of the case. Please take a look at the attached and let me know if you
have any comments. If you would like to run this by operators, feel free. The group is composed
of DOJ/DNI and other intelligence agencies, and is cleared at least to the Secret level.

If you have any comments, please get them to me by 2pm tomorrow.

-

Retention
Paper.doc (42 KB)

DECLAZSIFIED BY S5179/DMH/ESRSRW
NN 06-05-2007

b6
biC

b6
b7C
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From: 1 ] (OGC) (FBI) b6
Sent Monday, March 05,2007 4:21 PM
Subject: - Telephone and NSL
Importance: High
RET/IN N
RE

At the bottom is the banner we added on March 9 to assure that everyone knew the changes
were effective immediatley

| b6
-----Original Mes
From: b 7 C
Sent:
To:
Subject:
Importance: DECLASSIFIED BY 65179 /DMH/ESR/RU
SEC Y 06-08-2007
D
1073946
— o7
ssistant General Counsel b7C
National Security Law Policy and Training Unit b2
National Security Law Branch
lmmng&greral Counsel, FBI, JEH, Room 7947
Unclassifie 1 | bov
=
pov
This is a Privileged Attorney-Client/Attomey Work Product Communication
-----Original Message-----
From: (OGC) (FBI)
Sent: 2006 3:2
To: (FBI TTOD)(CON)
Cc: i(OGC) (FBI) 0GC) (FBI){ JOGC)
(FBI)
Subject: RE: URGENT OGC NSLB Revisions - New EC and NSL ponies and Banner for posting on OGC website
Importance: High
S /IN b6

you have it correct.

Attached are the two missing documents for links 1 and 2 (Telephone Subscriber EC and
Telephone Subscriber NSL). | have also attached the EC just approved by the Director that
delegates signature authorities for NSLs. There is no existing link for this document. Please add
it to the other 16.



k k
NSL delegation EC telephone

telephone

approved by ... ibscriber EC.wpd (11bscriber NSL.wpd (.

Finally, please edit the banner for this folder to delete the last sentence: "NOTE: NEW NSLs

SHOULD NOT BE APPROVED

UNTIL THE DIRECTOR HAS DELEGATED THE SIGNING

AUTHORITY." --as that has now occurred in the document you are posting.

Thanks to you both for your WONDERFUL HELP on this on such short notice.

—1

Assistant General Counsel

National Security Law Branch

norassnied email}

Igov

This is a Privileged Attorney-Client/Attomey Work Product Communication

Sent:
To:

National Security Law Policy and Training Unit b2
Office of the General Counsel, FBI, JEH, Room 7947 b6
b7cC
Joov
-—-Original - b6
From: & (0GC) (FBI) b7C
6 2:38 PM
ITOD)(CON)
OGC) (FBI)

Cc: !(
Subject: + UR

Importance: High

SEC
REC X

1

Thank you. This is my best |

SLB Revisions - New EC and NSL ponies and Banner for posting on OGC website

b6
bicC

nterpretation of what NSLB needs.

First, please disable the links for the model EC a jst Jo] -fourths of the
way down the National Security Letters webpag IDO NOT
DELETE the files on your end as | don't know if will ne em N the future.

At the top and bottom of the
etc.

The President will
Improvement and

NSL webpage please post the following notation - in bold/caps,

be signing the USA PATRIOT
Reauthorization Act at approximately 3

p.m.(EST) today, March 9, 2006. At that point, all NSLs

b2
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must comply with the new law. FBI OGC NSLB has
posted new NSL forms on this website. The new law
makes adjustments to the Director's delegation authority.
Under the new law, FBI HQ Section Chiefs do not have
the authority to approve NSLs. NOTE: NEW NSLs
SHOULD NOT BE APPROVED UNTIL THE DIRECTOR
HAS DELEGATED THE SIGNING AUTHORITY.

After that notation at the top of the page, please insert the following and link to the documents
referenced below (feel free to modify the filenames as you deem appropriate in order to
differentiate them from the existing filenames). These documents should all stay in the Word
Perfect format as they are ponies/samples to be used by Field Office personnel.

Model ECs and NSLs (as at March 9, 2006)

Telephone Subscriber EC [link to follow by separate e-mail when received from NSLB]
. Telephone Subscriber NSL [link to follow by separate e-mail when received from NSLB]
. Toll Record EC [link to toll record EC 2006.03.09.wpd]

. Toll Record NSL [link to toll record NSL 2006.03.09.wpd]

. E-Mail Subscriber EC {link to email EC 2006.03.09.wpd]

E-Mail Subscriber NSL [link to email NSL 2006.03.09.wpd]

. Transactional Record EC [link to transactional record EC 2006.03.09.wpd]

. Transactional Record NSL [link to transactional record NSL 2006.03.09.wpd]

. RFPA EC [link to RFPA EC 2006.03.09.wpd)]

10. RFPA NSL [link to RFPA NSL 2006.03.09.wpd]

11. 1681u(a) EC [link to 1681u(a) EC 2006.03.09.wpd]

12. 1681u(a) NSL {link to 1681u(a) NSL 2006.03.09.wpd]

13. 1681u(b) EC [link to 1681u(b) EC 2006.03.08.wpd]

14. 1681u(b) NSL link to 1681u(b) NSL 2006.03.09.wpd]

15. 1681v EC [link to 1681v EC 2006.03.09.wpd]

16. 1681v NSL [link to 1681v NSL 2006.03.09.wpd)]

CONOOAWN >

b2

A thousand Thank Yous for your help with this. Please cali if any of this is confusing. b6
I loce b7C
~~---Original ——
From: | cocc) (ren)
Sent: M 09, 2006 1:03 PM
To:- QGC) (FBI)
Ce: . ; LG (FRD- ]
) {FRI) OGC) (FBI)
FOGC] (FBI); THO| .)_I
trenl J(OGC) (FBI) (OGC

(OGC) (FBI)
Subject: New EC and NSL ponies and Banner for posting on OGC website

b6
b7C


http://2006.03.09.wpd
http://2006.03.09.wpd

% ®

Importance: High

SEC N
Rl X

b6
H
1] Ao
We have 14 documents that need to be posted to our website this afternoon if at all possible.
The President is signing the PATRIOT Act renewal at about 3:00 pm today and it changes

the rules regarding NATIONAL SECURITY LETTERS. There are seven different types of
NSLs. The attached documents are 7 ECs and the corresponding 7 NSL forms.

Please post them under the Banner below in the email from|

<< File: transactional record NSL 2006.03.09.wpd >> << File: 1681u(a) NSL
2006.03.09.wpd >> << File: 1681u(b) EC 2006.03.09.wpd >> << File: 1681u{b) NSL
2006.03.09.wpd >> << File: 1681v EC 2006.03.09.wpd >> << File: 1681v NSL
2006.03.09.wpd >> << File: email EC 2006.03.09.wpd >> << File: email NSL
2006.03.09.wpd >> << File: RFPA ec 2006.03.09.wpd >> << File: RFPA NSL
2006.03.09.wpd >> << File: toll record EC 2006.03.09.wpd >> << File: toll record NSL
2006.03.09.wpd >> << File: transactional record EC 2006.03.09.wpd >> << File. 1681u(a)
EC 2006.03.09.wpd >>

Please let us know when they are available on the website.

Many thanks b2
- b6
b7C

Assistant General Counsel

National Security Law Policy and Training Unit
National Security Law Branch

Office of the General Counsel, FBI, JEH, Room 7947

mnncassn € ail:l I;ov

gov
This is a Privileged Attorney-Client/Attomey Work Product Communication

~~--Original -
el m—— 06
ce: F?%)hosq (FBIY fosc) (ra1); p7C
SS|
-RECO

b6

—1 b7C


http://2006.03.09.wpd

| § o

The new NSL forms should be posted with this banner prominently displayed at the top and
bottom of the page.

The President will be signing the USA PATRIOT
Improvement and Reauthorization Act at approximately 3
p.m.(EST) today, March 9, 2006. At that point, all NSLs
must comply with the new law. FBI OGC NSLB has
posted new NSL forms on this website. The new law
makes adjustments to the Director’'s delegation authority.
Under the new law, FBI HQ Section Chiefs do not have
the authority to approve NSLs. NOTE: NEW NSLs
SHOULD NOT BE APPROVED UNTIL THE DIRECTOR
HAS DELEGATED THE SIGNING AUTHORITY.

Assistant Genera| Counsel

National Security Law Policy and Training Unit
FBI HQ Room 7975

STU I | 1
Unclassified Fax:
Secure Fax:

Privileged Attorney-Client/Attorney Work Product Communication

UNCLASSIFIED

DERIVED FROM: Multiple Sources
DECLASSIFY ON: 20160308
SECRET//NOFORN

DERIVED FROM: Multiple Sowces
DECLASSIFY ON: 20160308
SECRET//NOFORN .~

DERIVED FROM: Multiple Sources
DECLASSIFY ON< 20160309
SECRET//NOFORN

DERIVED FROM: Multiple Sources

b2
b6
biC
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From: L foce) (FBY

Sent: ilendav Maich 19,2007 41:01 AW b6

To: (OGC) (FBIL OGC)(FBI): b7C
| foce) (FBI); OGC) (FBI)

Subject: nrormation Tor etention Group ‘

SECRET
RECORD xxxx

All,

Could you please take a quick lock at the attached? The DOJ/DNI NSL Retention Working group
has asked for a description and chart of NSL analysis/retention and a description of the effect of
closing a case in ACS. Let me know if anything is wrong or missing. | will send this to UCs later
today but wanted you to have a look first.

Thanks, b6
b7C

&

Retention
Paper.doc (41 KB)

Investigations
DECLASSIFICATION EXEM

DECLASSIFIED RY 65179/DMH/ESRSRU
oW 08-05-2007



% %

From: L _oce) (F))

Sent: ' 41 PM

To: (©ce) (Fanf__ bog  2°
OGC) (FBY) b7C

Ce: OGC) (FBI)

Subject: Latest Version of ECs

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

All,
Attached are the latest versions of the other ECs |'ve been woarking on, in case action is required

while I'm out. You probably already have these, but | wanted to make sure. They are also in the
NSLPTU Folderi'zc Drafts. If you need to contact me, | will have my cell (703-63

Thanks b6

— b7C
R R b2

CD - Full Credit  NSL Retention EC NSL C of S.wpd (7
ECwpd (15 KB...  (with edits).... KB)

SENSITIVE BUT UNCLASSIFIED

ALL INFORMATION CONTALIWED
HEREIN I3 UNCLASSIFIED
DATE 06-08-2007 BY 65172 /DMH/KSRSREW
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FOIPA DELETED PAGE INFORMATION SHEET

g' Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

[0 Deletions were made pursuant to the exemptions indicated below with no segregable material
available for release to you.

Section 552 Section 552a
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request.

[0 Information pertained only to a third party. Your name is listed in the title only.

(O Documents originated with another Government agency(ies). These documents were referred
to that agency(ies) for review and direct response to you.

Pages contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation
with the other agency(ies).

Page(s) withheld for the following reason(s):

[0 For your information:
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[J The following number is to be used for reference regarding these pages:
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\J
X DELETED PAGE(S) X
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XXX X FOR THIS PAGE X
XXX

FBI/DOJ
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CERTIFICATE OF SERVICE OF A NATIONAL SECURITY LETTER

Personal Service

Date, Time, and Place of Service
NSL Custodian of Record (including business name)
NSL Recipient (if different from above)
Served by
Serving Office
Originating Office (if different)
Type of NSL Request (cite statute used)

Delivery Service (attach return receipt)
Date, Time, and Place of Pickup
Date, Time, and Place of Delivery
NSL Custodian of Record (including business name)
Name and Type of Delivery Service (overnight, two day, etc)
Served by
Serving Office
Type of NSL Request (cite statute used)

ALL INFORMATION COMNTAINED

Fax (attach fax cover letter and return receipt) HEREIN I3 UNCLASSLFIED

. DATE 06-03-2007 BY S5179/DMH/KSRSRY
Date, Time, and Place of Fax
Recipient of Fax

NSL Custodian of Record (including business name)
Type of NSL Request (cite statute used)
Serving Office

DECLARATION OF SERVER

I declare under penalty of perjury under the laws of the United States of America that the
foregoing information contained in the Certificate of Service of a National Security Letter is true
and correct.

Executed on By:
Date Signature of Server

Inquiries Regarding Production May Be Directed to:

[Name], Special Agent

Federal Bureau of Investigation
[Name of] Field Office
[Telephone number]



® ]

From: | koce) (FBI)

Sent: 12, 2007 3.05 PM

To: [ (INSD) (FBI)

Cc: ) F. (0GC) (FBI)] Toso) (Fa))
Subject: NSL Checklist for INSD

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Attached is the checklist we discussed. As | said, it has not been approved by the General
Counsel. | will go about putting together ancther checklist to meet your needs but any input on
what you are looking for would be appreciated.

NSL REVIEW
{ECKLIST.doc (74 K

SENSITIVE BUT UNCLASSIFIED

ALL INFORMATION CONTAINED
HEREIN I3 UNCLASIIFIED
DATE 06-08-32007 BY 65179 /DMH/KSESRY

b6
b7cC

b6
bicC



4-750 (Rev. 12-14-88) XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIPA DELETED PAGE INFORMATION SHEET

) Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

[[J Deletions were made pursuant to the exemptions indicated below with no segregable material
available for release to you.

Section 552 Section 552a

O (b)) LI (b)(7)(A) O @)
[ (6)2) O3 (b)(7)(B) 1 G)2)
0 ()(3) LI (6)X(7)(C) 0 k(1)

O bx(Hm) 0 x)2)

O (b)7XE) O ®)3)

O ()7)EF) O &)@
O (b)4) O (bX8) 3 (&)(5)
m (b)(5) O (b)) L1 (x)(6)
O (b)6) O (kX7

0 Information pertained only to a third party with no reference to you or the subject of your
request.

[J Information pertained only to a third party. Your name is listed in the title only.

[0 Documents originated with another Government agency(ies). These documents were referred
to that agency(ies) for review and direct response to you.

Pages contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation
with the other agency(ies).

Page(s) withheld for the following reason(s):

(O For your information:

.{/

[0 The following number is to be used for reference regarding these pages:

C inD -CO. Volums \') D P&
|
D10:0.0.0.0.0.0.0.:0.0.0.0.0.0.0.0.0.006.04
X DELETED PAGE®S) X
KXXXXX X NO DUPLICATION FEE X
XXXXXX X FOR THIS PAGE X
XXXXXX D:0:0.0.0.0.0.0.6.0.0.0:0.0.0.0.00.0:6.0:4

FBI/DOJ



(8 -

(5]

% ®
?QRET

Typical NSL Retention and Database Use

Phene Records:

NSL toll billings records are typica ded into Telephone Applications (TA) after receipt. Most
information in TA is uploaded into-FB] or analysis. TA is shared in two forms: a “raw” version
that contains individual phone call events, and an “indexed” version that does not contain individual phone bl
call events. Most indexed TA information is a TDW and FTTTF. The information can also be
uploaded from TA to other applications (such for analysis. NSL-derived information is also b2

placed in Automated Case Support (ACS) with case information. With the exception of designated
restricted case files, most ACS information is available as a dataset in Investigative Data Warehouse (IDW).

— b1
TA (raw) | — ) .
rPhone Records
Other applications
ACS (Case
Information)
- IDw
TA (indexed)
™~

Email Records:
NSL electronic transactional information is typically entered into ACS upon receipt. With the
exception of designated restricted case files, most ACS information is available as a dataset in IDW. bl
Counterterrorism email information can be manually entered into FBI Email information may in
some cases be entered into spreadsheets and other databases for analysis.

IDW

Email Records ACS

(83 T, . ot

Spreadsheets
/Databases

Financial and Credit Information:

(U) Financial and credit information is typically entered into ASC upon receipt. ACS information is
uploaded into Investigative Data Warehouse (IDW). Financial and credit information may in some cases
be entered into spreadsheets and other databases for analysis.

Financial/Credit » ACS 1 IDW
Information
\ Spreadsheets
/Databases

DATE: D&-15-3007
CL&ISIFIEDR BT 675173/ DHH/ESESRW

REASOQHN: 1.

4 (a}

DECLAS3IFY OH: 06-15-2032 ALL INFORMATION CONTAINED

HEPEIN I35 UNCLASIIFIED EXCEFT
WHERE SHOWN OTHERWISE
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SECET

Effect of Closing a Case in ACS:

(U) A case is closed when all investigative and legal activity has ceased. The closed case is as accessible as
it was while it was opened. Documentation 1s placed in ACS to indicate that the case is closed. Action
leads cannot be set from closed cases. Records in ACS are maintained according to the records disposition
schedule for the particular file classification or the General Records Schedule. Criminal cases are kept for
a minimum of 20 years and intelligence for 30 years before disposition. Retention can be extended if one

of various exceptions apply.
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From: I(OGC) (FBI)

Sent Thursday, March 15, 2007 8:24 AM

To: HQ-Div09-NSLB

Subject: FW: Audit of NSL ALL INFORMATION COMTAINED

UNCLASSIFIED HEREIN I3 UNCLASSIFIED

NON-RECORD DATE 06-05-2007 BY 55179/DMH/KSE/RU
1073946

Please Iemnow if you are available for a quick trip next week to destinations unknown.
We need to have a roster put together of available people by COB today.

Thanks.
-----Original Message-----
From: CAPRONI, VALERIE E. (OGC) (FBI)
Sent: Wednesday, March 14, 2007 5:49 PM
To: HQ-Div09-NSLB
Cc: KAISER, KENNETH W. (INSD) (FBI); I(INSD) (FBI)
Subject: Audit of NSL
UNCLASSIFIED
NON-RECORD
b6
b7C As some of you may have heard, the Director has ordered a special inspection of all field offices’

use of NSLs. Inspectors are hitting the field offices on Friday and will work through the weekend
sampling files that are known to have NSLs and those that are not known to have NSLs. We
need a lawyer or 2 to be on call for any questions that might arise.:]can you get those
names t ?

Also, there is some likelihcod that DoJ will want to send NSD lawyers out to at least a few of the
field offices next week to observe the process. If that happens, | would like to pair an OGC
attorney with each NSD attorney. So, we may need a few people to take trips next week. | will
know more on Friday.

Thanks,

vC

UNCLASSIFIED

UNCLASSIFIED



b6
b7C

b6
b7C

b2
b6
b7C

From: OGC) (FBI)
Sent Sunday, March 18, 200/ 11:28 AM

To: HQ-Div09-NSLB

Subject: Inspection Division's Special NSL Audit
UNCLASSIFIED

NON-RECORD

Many of you are already aware but beginning last Friday and continuing this

week, the Inspection Division is conducting a Special NSL Audit in all 56 field

offices. Over the weeken( were

on call to take questions from the auditors regarding NSLs. They were busy and
we should expect a lot of question this week. Additionally, the AG has directed
that NSD attorneys -from OIPR specifically- attend certain of these audits to
serve as "observers." Ms. Caproni has directed that NSLB also have an attorney
in attendance with OIPR. Currently six offices are scheduled to be visited by
NSD/OIPR. They are:

Monday:

OGC att HESETH 13 DNCLASSIFIED

OGC atty DATE 06-06-2007 BY 65179/DMH/KSR/RY
Tuesday:

I IOGC atty]
OGC att

Wed or Thurs:

OGC atty

E(-} BE DESIGNATED

For your info, | have attached the scope of the audit as stated by Inspection
Division.

Director Mueller has mandated that a National Security Letter (NSL) Audit be
conducted within all 56 field offices beginning Friday, March 16, 2007. The audit
will take approximately one week to complete in each office.

Each ADIC/SAC is immediately requested to identify the names of AIIPs who
currently are involved in the inspection process or who may have already been
certified. At a minimum, small field offices are requested to identify two AIIPs,
medium sized field offices three AIIPs, and larger field offices at least seven AIIPs



bo
b7C

who can travel to another field office on Friday, March 16, 2007, to conduct the audit.

The names of these individuals should be provided to Inspector

close of business Tuesday, March 13, 2007.

by

Additionally, each ADIC/SAC should prepare for a team to arrive in his/her office

on Friday, March 16th, to begin the audit. Upon notification of the number of

personnel assigned to each team, field offices should ensure hotel rooms are reserved
for personnel, office space and supplies are available, and all files containing NSLs
are available review. ADICs/SACs are also requested to identify their CDC as the

point of contact for the Inspection Division Team Leader.

UNCLASSIFIED



b6

b7¢C From: l !OGC) (FBI)
Sent: nesday, Marc \ 13 PM
To: HQ-Div09-NSLB
Subject: Valerie Caproni tasking
Importance: High ALL INFORMATIOM CONTAINED
UNCLASSIFIED HEREIN IS UNCLASSIFIEL
NON-RECORD DATE 06-06-2007 BY 65179/DMH/KSR/RW

If you worked one of the 22 NSL related IOB's, Valerie has requested that we
had 3 points of consideration to our chart. Specifically, Valerie wants to know: 1.
did the CDC/ADC review the NSL/NSL-EC; 2. under the existing guidance
controlling at the time, should the matter have been reported to OGC as a
potential IOB; and 3. in the final analysis, is the matter reportable to the 10B.
The chart has been augmented and is saved now as a Word document on the s
drive, OGC, units, CILU as "Valerie's chart." Please augment the chart as scon

as passible as Valerie needs this to prepare for her testimony.

UNCLASSIFIED
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#07-168: 03-20-07 Fact Sheet: Department Of Justice Corrective Actions on the
FBI’s Use of National Security Letters

FOR IMMEDIATE RELEASE

TUESDAY, MARCH 20, 2007 ALL INFORMATION CONTAINED

WWW.USDOJ . GOVNSD HEREIN IS UNCLASSIFIED

(202) 514-2007 DLTE 06-08-2007 BY A5179 DMH/KSR/IW
TDD (202) 514-1888

Fact Sheet: 1073946

Department Of Justice Corrective Actions

on the FBI’s Use of National Security Letters
WASHINGTON - Nearly two weeks ago, the Attorney General commended the work of
the Inspector General in uncovering serious proklems in the FBI's use of
National Security Letters (NSLs). The Attorney General and the Director of the
FBI agreed that that such mistakes would not be tolerated, and the Attorney
General ordered the FBI and the Justice Department to put in place safeguards to
ensure greater oversight and controls over the use of NSLs. .

Since that time, the FBI and Justice Department have moved expeditiocusly to
implement the recommendations of the Inspector General’s report and to create
additional safeguards to ensure that NSLs are used properly. Below are some of
the actions that the FBI and Justice Department have taken to date and will be
taking in the near future to address these shortcomings:

New Oversight and Auditing of the FBI’s Use of NSLs

*Initial Audit - Last Friday, the FBI’s Inspection Division launched a
retrospective audit of the use of NSLs in all 56 FBI field offices nationwide.
The FBI consulted with and received input from the Justice Department’s National
Security Division (NSD) and the Department’s Chief Privacy and Civil Liberties
Officer (CPCLO) in developing its plan for the audit, which is based upon the
Inspector General’s methodology for identifying potential Intelligence Oversight
Board (IOB) violations. While this audit is being led by the FBI’s Inspection
Division, the Justice Department’s NSD and CPCLO are also participating in the
audits at various FBI field offices.

*Regular Audits Going Forward - Starting next month, the Justice Department’s
NSD, in conjunction with the CPCLO, the FBI’s Inspection Division and the FBI’s
Office of General Counsel, will begin conducting comprehensive reviews of the
use of NSLs at FBI headquarters and in field offices around the country. It is
expected that the findings of the FBI’s initial audit will inform the process of
these ongoing reviews. This is a new level of oversight by Department of Justice
lawyers with years of experience in intelligence and law enforcement.
Prohibition on the Use of “Exigent” Letters

*On March 5, 2007, the FBI issued a Bureau-wide directive prohibiting the use of
the exigent letters described in the Inspector General’s report. All FBI field
offices have been asked to identify any use in their office of an exigent letter
or anything akin to an exigent letter.

*The FBI Director in February 2007 ordered an expedited review by the Inspection
Division of the unit that issued the exigent letters described in the Inspector
General’s report, for the purpose of determining management accountability.

*The NSL audits described above will also include a review of whether exigent
letters described in the Inspector General’s report were issued in other FBI
field offices.

*The Associate Deputy Attorney General and the Justice Department’s Office of
Professional Responsibility are also examining the role FBI officials played in
the use of NSLs and exigent letters.

New Oversight of FBI-Reported IOB Violations

*The Justice Department’s NSD will now review all Intelligence Oversight Board
(IOB) violations that the FBI reports to the IOB. When reviewing these IOB


http://WWW.USDOJ.GOVNSD

referrals from the FBI, the NSD will promptly notify the Attorney General if it
appears that the incident suggests the need for a change in policy, training or
oversight mechanisms. The NSD will also report to the CPCLO any IOBs that raise
serious civil rights or privacy issues. *The NSD will also report to the
Attorney General every six months on all IOB referrals reported by the FBI
during the preceding six-month period. This mechanism will help identify trends
and potential future problems.

New Measures to Address NSL Tracking

*In early 2006, the FBI began developing a new NSL tracking database. The
Web-based system will be piloted in the FBI’s Washington Field Office in the
summer of 2007 and will be deployed to four large field offices in late 2007.
The new system will include a field that will identify whether the NSL recipient
complied with the reguest and will possibly allow for entry of notes or comments
on the response.

*Until the new system is deployed, FBI field offices will report monthly on NSLs
that have been issued. The FBI Office of General Counsel will ensure that the
NSLs comply with applicable statutes, guidelines, and policies.

*To obtain a better accounting of past use of NSLs and correct inaccuracies in
past Congressional reports, the FBI Director has ordered an intensive process to
query other computer systems to locate files where NSLs may have been issued but
not reported to FBI Office of General Counsel for inclusion in its tracking
database. In addition, the FBI Office of General Counsel is correcting any data
entry errors in the existing database. The Attorney General has also mandated
that the Justice Department’s NSD and CPCLO advise him on additional steps that
should be taken to cerrect the inaccurate numbers reported to Congress.

*On March 5, 2007, the FBI issued a new policy requiring the retention of copies
of signed NSLs.

New Training and Guidance on NSLs

*The FBI will re-issue comprehensive guidelines throughout the Bureau concerning
the proper use of NSLs. The FBI Office of General Counsel will evaluate existing
guidance and make necessary revisions in consultation with the Department of
Justice’s National Security Division.

*The FBI has begun developing a new training course on the proper use of NSLs
that will be available to FBI personnel through the Internet. After the course
development is complete, the FBI will issue a directive mandating training for
all Special Agents-in-Charge, Assistant Special Agents-in-Charge, as well as all
appropriate FBI agents and analysts.

*In the meantime, the FBI has ordered that anytime an FBI Office of General
Counsel attorney is traveling in the field for any reason, the attorney must
schedule mandatory NSL training. The FBI will consider whether additional
training on NSLs for new agents is needed.

*The Justice Department’s Executive Office of U.S. Attorneys will review its
existing training materials and guidance for terrorism investigations and
prosecutions to ensure that NSLs are properly described in such materials.

New Oversight of the Use and Retention of NSL-Derived Information

*A working group co-chaired by the Office of the Director of National
Intelligence and the Justice Department’s CPCLO has been convened to examine how
NSL-derived information is used and retained by the FBI. The FBI’s Privacy
Officer as well as a representative from the Justice Department’s NSD will be
represented on this working group. The working group will examine how the NSL
records are stored and disseminated and determine the retention practices of
other agencies with NSL authorities.

Review of Role of FBI’s Division Counsel

*The Justice Department’s NSD and the FBI have begun examining whether the FBI’s
organizational structure should be changed to have FBI’s Division Counsel in
field offices report to the FBI’s Office of General Counsel in Headquarters
rather than to field office Special-Agents-in-Charge.



Proposed Legislation

*The Inspector General recommended in its report that the term “toll billing
records information” in the Electronic Communications Privacy Act NSL statute be
clarified. The Justice Department and FBI are developing a proposal to address
this concern.

Future Oversight

*The Attorney General has asked the Inspector General to report to him in four
months on the FBI's implementation of the recommendations contained in the
Inspector General report.

##H#
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NON-RECORD




ALL IWNFORMATION COMTAINED
HEREIN I3 THCLASIIFIED
DATE 06-08-2007 BY 551739 DMH/ESRSTW

From: (OGC) (FBI)

Sent: Wednesday, August 16, 2006 4.52 PM

To: : N (OGS ERNY
b7C

b6




b6
b7C
mC) (FBI)
Subject: DOJ Guidance RE Nationai Security Letters
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Ladies and Gentlemen,

Attached is a recent DOJ Monograph titled, Guidance on the Use of National

Security Letters to Obtain Certain Information Relevant to an FBI National
Security Investigation (June 2006).

As soon as the next CD for DOJ USABOOK comes out, this will be added to the
OGC Law Library webpage.

nsim.wpd (358 KB)

Please forward to appropriate personnel.

SENSITIVE BUT UNCLASSIFIED



ALL INFORMATION CUNTAINED
HEREIN I3 UNCLASSIFIEL
DALTE 06-05-2007 BY AS517% DMH/KSR/JIW

From: l loGo) (FBI)

Sent: Wednesday, March 14, 2007 5:40 B4

To: KELLEY PATRICK W (OGC) (FBI logc) EBD.
b6

b7C




b6
b'iC

Subject: DOJ G Reports
UNCLASSIFIED
NON-RECORD

CDCs/ADCs:

Please note that the DQ.J IG Reports RE "National Security Letters™ and
“Section 218 Orders for Business Records™ are now available on the OGC

Main Law Library website http://30.30.204.57/libraries/doj_ig_reports/

| believe DGC Elaine Lammert has already sent you an e-mail RE the IG report
on NSLs.
b6

b7C

UNCLASSIFIED


http://30.30.204.57/libraries/doj_ig_reports/

4LL INFORMATION CONTAINED
HEREIN I% UNCLASSIFIED

DATE 08-08-2007 BY 65179 DMH/KSR/TU
From: (OGC) (FBY)
Sent: Tuesday, December 06, 2005 4.00 PM
To: CAPRONI, VALERIE E. (OGC) (FBI); STEELE, CHARLES M. (BO) (FBI);
WEISSMANN, ANDREW (DO) ( : )X

BOWMAN, MARION E. (Ql) (FBI

b6
b7C




b6
biC

Subject: DOJ's response to Congress re Washington Post article on NSLs
UNCLASSIFIED
NON-RECORD

Attached is the letter from William Moschella, AAG at DOJ, to the House and Senate
Judiciary Committees, re the Washington Post article from last monthre NSLs (which | previously
sent all of you).

NSL_rebuttal letter
.pdf (529 K...

UNCLASSIFIED



From: (OGC) (FBI)
Sent: 07 4.02 PM
To: QGC) (EBI). CAPRONI, VALERIE E(QGC) (EBI)
b6
b7C
Subject: ROt
UNCLASSIFIED
NON-RECORD
The OIG Report RE NSLs is now on the Main Law Library website under the DOJ 1G
b6 REPORTS Category http://30.30.204.57/libraries/doj_documents/ig_national_security_letters. pdf
b7C wewesrNote that because this is such a large document, it may take a minute or twe for some

folks tc open

will post the IG Report RE section 215 of the PATRIOT Act tomorrow.

UNCLASSIFIED

ALL INFORMATION CONTAINED
HEEEIN I35 UWCLASSIFIED
DATE 06-08-2007 BY 55179 DMH/KIRSTW


http://30.30.204.57/libraries/doj_documents/ig__national_security_letters
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From: IF Bl

Sent: Wednesday, March 28, 2007 2:12 PM

To: (OGC) (FBI); HQ-DivO9-NSLB; FBI_ALL CDCs;
b2 CAPRONI, VALERIE E. (OGC) (FBI)
b7E Subject: RE: Further Guidance Relating to I0B Issues

RET
b6 B
b7C
Thanks for your helpful FAQs. Just a few comments in regard to Numbers 7 and

11.
b7D In regard tol, |
b5
b2
b7E

DECLASSIFIED BY A5179/DMH/KSR/RI
ON 06-08-2007

b6 iclj 1073946
b7C

b2
-----Original Message-----
b7E A —
bé Sent: Wednesday, March 28, 2007 11:40 AM
To: HQ-Div09-NSLB; FBI_ALL CDCs; CAPRONI, VALERIE E. (OGC) (FBI)
b 7 C Subject: Further Guidance Relating to 10B Issues
RET

REC OB
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Federal Bureau of Investigation
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JOHN CONYERS, JR , Michigan LAMAR S SMITH. Texas

CHAIRMAN

RANKING MINORITY MENMBER

U.S. Bouse of Representatives

Committee on the Judiciavy

Aashington, BC 205156216
©ne Bundred Tenth Congress

March 20, 2007

Ms. Valerie Caproni

General Counsel ALL INFOFMATTON CONTAINED
Federal Bureau of Investigation HEREIN I5 UNCLASSIFIEL

; 5-09-2007 BY 65179 DHH/KZR/TW
935 Pennsylvania Avenue, NW DATE 06-09-2007 BY 65179 DMH/KSR/JIY

Washington, DC 20535
Dear Ms. Caproni:

As part of our oversight regarding the Inspector General’s Review of the F.B.L’s Use of
National Security Letters, please provide us with the following information (by close of business
on April 4 if possible):

1) copies of all e-mails, memoranda, and other documents that relate to the F.B.1.’s use of -
"exigent letters," as well as transcripts of your interviews conducted on the issue.

2) please identify all of the F.B.1. personnel who participated in the creation and issuance
of the "exigent letters.”

3) copies of all documents, including internal memoranda, pertaining to the F.B.L’s
Communications Analysis Unit's contracts with the three telephone companies identified
in the Inspector General's Report, and identify all F.B.I. attorneys who participated in the
review and approval of those contracts.

4) copies of all documents pertaining to the information that the F.B.I. acquired through
the use of National Security Letters (NSLs) pertaining to individuals who the F.B.L.
concluded were irrelevant to terrorism investigations.

5) copies of all documents pertaining to the F.B.L's standards regarding the maintenance
ofthe Office of General Counsel’s National Security Letter database.

6) please detail the internal F.B.L. standards for the reporting of possible Intelligence
Oversight Board violations, and provide any documents related thereto.

7) please identify F.B.L standards pertaining to the review of investigative files to ensure
that supervisory review of National Security Letter approval memoranda has occurred,
and that the relevant authorizing statutes are in the NSLs.



CcC.

8) copies of all internal communications relating to the F.B.L.’s use of Certificate Letters
to obtain financial records from the Federal Reserve Bank.

9) please detail the F.B.1.’s reasons for the retention of data pertaining to individuals who
the F.B.1. has concluded are irrelevant to terrorism investigations.

10) please explain why the F.B.I. had no policy or directive requiring the retention of
signed copies of NSLs, or any requirement to upload NSLs in the F.B.I.'s case
management system. Provide any documents relating to any decisions pertaining to this

issue.

11) please detail why the F.B.I. does not have a uniform system for tracking responses to
NSLs, either manually or electronically. Provide any documents relating to any decisions
pertaining to this issue.

12) please detail why the F.B.L’s database was unable to filter NSL requests for the same
person in the same investigation.

13) please explain why the F.B.1. does not maintain records on NSL usefulness in
criminal investigations and prosecutions.

Sincerely,

Hon. Lamar S. Smith



From: THOMAS, JULIE F. (OGC) (FBI)

Sent: Saturday, March 24, 2007 1.44 PM

To: HQ-Div0S-NSLB

Subject: FW: Congressional Request for Bocuments relating to OIG Review of NSLs /
CAU Use of Exigent Letters

UNCLASSIFIED

NON-RECORD

Please read and begin gathering all email and other memoranda with respect to the exigent letter
issue.

Julie F. Thomas

DGC, National Security Law Branch ALL INFORMATION CONTAINED
Office of the General Counsel HEREIN I5 UNCLASSIFIED
Room 7' DATE 06-11-2007 BY 55179 DMH/ESR/JY
202-32
b2 202-32 ax)

-----QOriginal Message-----

From: CAPRONI, VALERIE E. (OGC) (FBI)

Sent: Saturday, March 24, 2007 11:11 AM

To: THOMAS, JULIE F. (OGC) (FBI)

Subject: FW: Congressional Request for Documents relating to OIG Review of NSLs / CAU Use of Exigent Letters
UNCLASSIFIED

NON-RECORD

Please have people gather all their email and documents relative to the exigent letter issue. Please
interpret that broadly so all the recent email traffic on the spring audit, etc. should ba included.

-----Original Message-----
b6 From: BEERS, ELIZABETH RAE (OCA) (FBI)

Sent: Friday, March 23, 2007 12:46 PM
b7C To: mmso) (FBI) (INSD) (FBI)% hNSD) (FBI)
Cc: ; {RMD) (FBI) a;: :531); CA " E. (OGC) (FBI);

KALISCH, ELENI P. (OCA) (F A) (FBI)
Subject: Congressional Reguest for Documents relating to eview of NSLs / CAU Use of Exigent Letters
UNCLASSIFIED
NON-RECORD

Following up on our conversations, we have two congressional oversight requests for copies of

documents refating to issues raised in the OIG audits on FSLs. Specifically, the Senate Judiciary

Committee requests copies of any and all unclassified e-mails related to the exigent letters issued

by CAU and House Judiciary Committee requests copies of all e-mails, memoranda, and other

documents that relate to the F.B.1. use of exigent letters and copies of all documents, including
b6 internal memoranda, pertaining to the FBI CAU's contracts with the three telephone companies
L7C identified in the Inspector General's Report.

Based on my conversation withl | | understand that documents that may be responsive
to these requests were provided to the by INSD and that INSD can provide copies of this
production to OCA. To the extent that there are documents responsive to the congressional
request that were not produced to the OIG,l Iadvised that the material will be gathered in
connection with the anticipated CAU inspection and a set of the gathered material provided to OCA.




b6
b7C
b2

['ve also cc'd Dave Hardy and:to this email as there is a pending FOIA request that
overlaps with the requests made by congressional oversight committees. If material is gathered in
connection with the FOIA request that would be responsive to the congressional requests, please
provide OCA with a copies of these documents.

Finally, I've attached an email fron:in ITOD responding to our query concerning the
ability to pull backups of email. She identified individuals in ITOD who can assist in gathering
emails that people still have. That info is offered to assist INSD, if appropriate, for the upcoming
CAU inspection.

Welcome further discussion and appreciate your assistance. Thanks,

Beth Beers

Office of Congressional Affairs

RE: E-Mails Conyers incoming  Grassley request
re NSLs.pdf (...  for CAU email...

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED



March 19, 2007

The Honorabie Robert 8. Mueller, I

Director

Federa] Bureau of Investigation

935 Pennsylvania Avenue, N.W. ALL INFORMATION COMTAINED

Washington, D.C. 20535 HEREIN IS UNCLASSIFIED )
DATE 06-11-2007 BY 65179 DMH/ESR/TW

Dear Director Mueller:

I am writing today in response to the Justice Department Inspector General’s
March 9, 2007, report entitled “A Review of the Federal Bureau of Investigation’s Use of
Nationa] Security Letters” and in anticipation of the Inspector General's testimony next
week before the Judiciary Committee. In my view, the most troubling section of the
report begins on p. 86 and is entitled “Using ‘Exigent Letters’ rather than ECPA National
Security Letters.” That section describes how an FBI headquarters division known as the
Communications Analysis Unit (“CAU") obtained information on about 3,000 telephone
numbers by issuing 739 so-called “exigent letters.”

In exercising our oversight responsibilities, it is critical for the Judiciary
Committee to obtain a fuller understanding of who at the FBI knew what about these
exigent letters, and when they knew it. Therefore, in order to prepare for next week’s
hearing, please provide copies of any and all unclassified e-mails related to the exigent

letters issued by CAU.
b6 If you have any questions about this request, please contacll t
Sl (202) 224 copy of all commespondence in reply should be sent electromcally in
Lo PDF format t Jor via facsimile to

(20

" Charles E. Grassley
U.S. Senator

cc: Senator Patrick Leahy, Chairman
Committee on the Judiciary

Senator Arlen Specter, Ranking Member
Committee on the Judiciary



From: THOMAS, JULIE F. (OGC]) (FBI)
Sent: Friday, March 09, 2007 8:59 AM
To: HQ-Div09-NSLB
Subject: FW: Key excerpts
UNCLASSIFIED
NON-RECORD
ALL INFOFMATION CONTAINED
HERETN I% UNCLASSIFIED
Food for thought DATE 06-11-2007 BY 65179 DMH/KSR/IW

Julie F. Thomas

DGC, National Security Law Branch
Office of the General Counsel

Room 7975

202-324-8528

202-324-1023 (fax)

Julie. Thomas(@ ic. fbi.gov

---~-Original Message-----

From: MONACO, LISA {DO) (OGA)
Sent: Thursday, March 08, 2007 8:36 PM
To: PISTOLE, JOHN S. (DO) (FBI); CAPRONI, VALERIE E. (OGC) (FBI); MILLER, JOHN J. (OPA) (FBI);

KORTAN, MICHAEL P. (OPA) (FBI); BEERS, ELIZABETH RAE (QCA) (FBI); KALISCH, ELENI P. (OCA)
(FBI); THOMAS, JULIE F. (OGC) (FBI)
Suhject: Key excerpts

UNCLASSIFIED
NON-RECORD

All - attached is a document worked up by Val's folks with a few additions by me with key quotes

NSL quotes unclass
report.wpd ...
from the report. The boss will have it in the a.m.

UNCLASSIFIED

UNCLASSIFIED



Key Excerpts from the Unclassified IG Report

The FBI self-identified the inaccurate reporting, and told Congress a year ago

{pg. xvii and 33) : In March 2006, the FBI acknowledged to the Attorney General
and Congress that NSL data in the semiannual classified reports may not have
been accurate and stated that the data entry delays affected an unspecified
number of NSL requests. After the FBI became aware of these delays, it took
steps to reduce the impact of the delays to negligible levels for the second half
of CY 2005.

The IG Found No Criminal Misconduct

(pg. »iii, fn.26) : In this report, we use the terms "improper or illegal use” as
contained in the Patriot Reauthorization Act. As noted below, the improper or
illegal uses of the national security letter authorities we found in our review did
not involve criminal misconduct. However, as also noted below, the improper or
illegal uses we found included serious misuses of national security letter
authority.

No deliberate or intentional violations; but rather, good faith mistakes; confusion

(pg. x0): Our examination of the 26 possible IOB violations reported to FBI
OGC did not reveal deliberate or intentional violations of NSL statutes, the
Attorney General Guidelines or internal FBI policy. Although the majority of the
possible violations - 22 of 26 - arose from FBI errors, most of them occurred
because of typographical errors or the case agent's good faith but erroneous
belief that the information requested related to an investigative subject.

(pg. xxiii:) Our review did not reveal intentional violations of national security
letter authorities, the Attorney General Guidelines or internal FBI policy. Rather,
we found confusion about the authorities available under the various NSL
statutes.

IG found in most cases we sought information we were entitled to

(pg. xlviii and 124): Finally, in evaluating the FBI's use of national security
letters, it is important to note the significant challenges the FBI was facing during
the period covered by our review and the major organizational changes it was
undergoing. Moreover, it is also important to recognize that in most cases the
FBI was seeking to obtain information that it could have obtained properly if it
had followed applicable statutes, guidelines, and internal policies. We also did
not find any indication that the FBI's misuse of NSL authorities constituted
criminal misconduct.



FBI seeking information to which it was entitled

(pg. 67): In evaluating this matters, it is important to recognize that in most
cases, the FBI was seeking to obtain information that it could have obtained
properly if it had followed applicable statutes, guidelines, and internal policies.
We also did not find any indication that the FBI's misuse of NSL authorities
constituted criminal misconduct.

Errors were not deliberate attempts to circumvent statutes

(pg. 77): While the errors resulted in the acquisition of information not relevant
to an authorized investigation, they did not manifest deliberate attempts to
circumvent statutory limitations or Departmental policies and appropriate
remedial action was taken.

(pg. 103 ) (control file issue) We believe that the CAU officials and the EOPS
Unit. Chief concluded in good faith that the FBI had sufficient predication either
to connect these national security letters with existing investigations or to open
new investigations in compliance with the Attorney General's NSI Guidelines.

FBI has now provided the needed guidance

(pg. 107): Overall, we believe that the FBI has now provided needed guidance
and support to field personnel to facilitate production of approval documentation
compliant with statutory requirements, Attorney General Guidelines and internal
FBI policies. Nonetheless, we believe the FBI should improve its compliance
with the internal controls governing its exercise of national security letter
authorities...

(pg. 126) We believe that these recommendations, if fully implemented, can
improve the accuracy of the reporting of the FBI's use of national security letters
and ensure the FBI's compliance with the requirements governing their use.



From: THOMAS, JULIE F. (OGC) (FBI)
Sent: Wednesday, March 21, 2007 2:24 PM
To: HQ-Div0S-NSLB

Subject: Please await an all CDC email
UNCLASSIFIED

NON-RECORD

We are getting a tremendous amount of questions from the CDCs reflecting confusion about the
ongoing NSL audit in the field offices. | have met with Inspection Division and will shortly send
out an all CDC email giving some additional guidance regarding the reporting of potential I0Bs.
Please wait to read that advice before answering questions that are not clearly set forth in the
November 2006 external guidance.

Julie F. Thomas

DGC, National Security Law Branch
Office of the General Counsel

Room 7975
202-324 ALL INFORMATION CONTAINED
202-324 ax) HEBEIN I5 UNCLASSIFIED

DATE 06-11-2007 BY 65179 DMH/ESRSJU

UNCLASSIFIED



From: L l¢ToD) (FBI)
Sent: Thursday, March 22, 2007 7:45 AM
b6 To: BEERS, ELIZABETH RAE (CCA)(FBI
b7C Cc: HARDY, DAVID (RMD) (FBI); (ITOD) (FBI)
Subject: RE: E-Mails
UNCLASSIFIED
NON-RECORD
Beth,

Unfortunately, we only keep backups of emails for 90 days. There is no way that we can go

b6 back to this time period and search for emails. If there is a require 8 ails
_mat.nann'e still have, the ESOC can assist in that. You can contac

b7cC Sorry we couldn't have helped out with this.

ALL INFORMATION COMTRINED
HEFEIN I3 UNCLASSIFIED

~---Original Message-—-- DATE 06-11-2007 BY 65179 DMH/KSRSTV
From: BEERS, ELIZABETH RAE (OCA) (FBI)

b6 Sent: 21, 2007 5:26 PM
b7C Cc: D) (FBI)

Subject: FW: E-Mails

UNCLASSIFIED
NON-RECORD

E Per our conversation, we have two congressional requests seeking copies of any
and all unclassified e-mails related to the exigent letters issued by the Communications
Analysis Unit (CAU), Counterterrorism Division. Copies of the letters are attached. For your
background, the DOJ OIG Rpt referenced in the letters reviewed the use of ‘exigent letters' by

b2 CAU during the 2003 - 2005 timeframe. ['ve provided a link to the OIG Rpt in the event it can
assist in determining ability to retrieve potentially responsive records.
b6 1 1
b7C In addition, I'm aware that FOIA is in receipt of a request seeking emails TO, FROM and CC'd

tq___——Pn topics addressed in recent NY Times and Wash Post articles regarding
NSLs. ['ve cc’'d Dave Hardy of the FOIA Section

I look forward to talking with you tomorrow re whether ITOD can assist in retrieving
responsive records. Thanks,

<< File: Conyers incoming re NSLs.pdf >> << File: Grassley request for CAU emails.pdf >>
Beth Beers

b2 Office o ignal Affairs
202-324

-—---Original Message-----

b6 From: KALISCH, ELENI P. (OCA) (FBI)
Sent: Wednesday, March 21, 2007 5:01 PM
b7C To: ITOD)(FBI)
Ce: :ﬁ'oo)(m) JITOD)(FBI); BEERS, ELIZABETH RAE
(OCA) (FBI)

Subject: RE: E-Malils

UNCLASSIFIED



b6
b7C
b6
biC
b2
b6
b7C

NON-RECORD

Thanks so much for the response. OCA will be in touch to follow up on the requests.

Jo— —

From: ITOD)(FBI)

Sent: ‘ednesday, Marc , 2007 4:54 PM

To: C (oca) (FBI)

Cc: ITOD)(FBI); (ITOD)(FBI)
Subject: RE: E-Mails

UNCLASSIFIED

NON-RECORD

Eleni,

Goo tact regarding Congressional requests for copies of FBI E-
mails i She is the ITOD Unit Chief over the E-Mail Unit.

-----Original Me!
From: sﬂ KITOD)(FBI) On Behalf of:(rroo)

(FBI)
Sel nesday, March 21,2007 4:35 PM__
o — (S (rToD)(FBD)
Subject: FW: E-Mails
UNCLASSIFIED

NON-RECORD

| talked tomregarding this email and he asks that you respond back to Eleni
Kalisch soon. He thinks this is time sensitive.

thanks
----- Original Message-----
From: KALISCH, ELENI P. (OCA) (FBI)
Sent: Wednesday, March 21, 2007 2:16 PM
Cc: " 0) (FBI)
Subject: E-Mails
UNCLASSIFIED
NON-RECORD

;e are receiving Congressional requests for copies of FBI e-mails by the
Communications Analysis Unit and others regarding the use of exigent letters in lieu
of National Security Letters. Please let me know who the ITOD contact will be for my
office to work with in ensuring that these requests are addressed expeditiousiy.
Thanks,

Eleni



UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED



b6
b’/C

b2

From: THOMAS, JULIE F. (OGC) (FBI)

Sent Thursday, March 22, 2007 9:07 AM

To: FBI ALL CDCs; HQ-Div09-NSLB

Cc: | - KINSD) (FBI}); CAPRONI, VALERIE E. (OGC) (FBI}
Subject: Receipt of Information in Response to NSLs

UNCLASSIFIED

NON-RECORD

As the current NSL inspection continues, NSLB cortinues to receive numerous questions. Of
particular note, in response to an NSL for subscriber information only, certain carriers are
providing information in excess of that which is requested. NSLB/OGC is determining the
appropriate manner in which to proceed. In the interim, regarding NSLs for subscriber
information only -- if you receive information from a phone carrier in response to a subscriber-only
NSL, and it contains ANY information other than the customer's name, address, length of service,
and/or account/telephone number subscribed to, please notify your CDC/ADC as soon as
practical. DO NOT enter or upload that information into any file system or database, especially
Social Security Numbers and dates of birth. CDCs and ADCs are instructed to sequester this
information and await forthcoming guidance.

Julie F. Thomas

e Tt S ecurity Lat Branch ALL INFORMATION CONTATMED

Office O? t‘ﬁe”aaenecrz;’tgoun:;l a HEFEIN IS UNCLASSIFIED

fice of the DATE 06-11-2007 BY 65179 DMH/KSR/TU
202-324

202-324 fax)

UNCLASSIFIED



b2

From: THOMAS, JULIE F. (CGC) (FBI)

Sent: Thursday, March 22, 2007 12:27 PM

To: FBI_ALL CDCs

Ce: CAPRON|, VALERIE E. (OGC) (FBI); HQ-DivO9-NSLB
Subject: Response to Guidance

UNCLASSIFIED

NON-RECORD

Thank you to all for the responses we have been receiving to interim guidance we have been
giving. | look forward to those responses but, unfortunately, the press of business will not allow
me to respond individually to each. They are being reviewed and will assist us as we craft
permanent guidance going forward,

| know this is an extremely difficult and uncertain time. OGC/NSLB is doing everything humanly
possible to respond to Congress, the OIG, and the field's concerns about the use of NSLs and
our other national security tools.

Thank you for your patience.
ALL INFORMATION CONTLINED

Julie F. Thomas HEPEIN I3 UNCLASSIFIED

DGC, National Security Law Branch DATE 06-11-2007 BY 65179 DMH/KSRSIU
Office of the General Counsel

Room 7975 y

202-324 1073946

202-324

UNCLASSIFIED
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b6 recsacer ) Joxe
essageFrom: oGe) WBL)

bC Sent.s : )

b5 (0CTY (FBI
Cc:
Subject: RE: Drafat Letter re:
UNCLASSIFIED
NON-RECORD
The letter for the most part looks fine to me.

b5

b2

b7E

b6 ASS'! stant Genera; Counsel

b7C Nati curity Law Branch
b2
b6 | (oGc) (FBI)
bi7C (oGc) (FBI)
b5 C: cIb) (FBI);] 1 (oGC) (FBI)
subject: RE: Drafat Letter re:
UNCLASSIFIED
NON-~RECORD
b6 r-fl=
b7C should T recommend t |
b5
Assistant General Counsel o ) 1073946
bé Eg}1gga;°§:cgg}§y Law Policy and Training Unit ALL INFORMATION CONTAINED
b7C STU IIT: (202) 324D HEREIN IS UNCLASSIFIED
Unclassified Fax: DATE D6-06-2007 BY A5179/DHH/ESR/RIT
b2 Secure Fax: (202)

Page 1



b6
b7cC
b5

b5
b2
b7E
b6
b7C
b2

b6
b7C
b5

b5
b2
b7E

b6
b’iC
b5

I.txt
From: (0GC) (FBIL)
Sent: Tuesday, October 25, 2005 1:56 PM
To (o) (FeI):l ¢ n;l
(occ) (EBIL. (0GC) L (0Gc) (FBI)
ccf !(CID, (FBI) J{0GC) (FBI)
Subject: ! Dratat Letter re
UNCLASSIFIED
NON-RECORD

I sent this to CID

Assistant General Counsel
Policy & Training Unit

National aw Branch

5 1:53 PM

B(occ) (FBI)

(06e) (FBI); |

To:
(occ) (FBI T rBL)
Cc:l ] (0cC) (FBI)
Subject: T prarat Letter re:
UNCLASSIFIED
NON-RECORD
From 0GC) (FBI)
Se r 25, 2005 1:
To: (ocC) (FBI); I(OGC) (FBI);
(oGC BI

Subject: FW: Drafat Letter re:

i | (orp eyl ] (0GQ) (FB

UNCLASSIFIED

Page 2




2RE Drafat Letter re L txt
NON-RECORD
b5
b6 I have no experience w/ or knowledge - so0 being ignorant, the letter
b7C Tlooks fine to me.
‘ve forwarded this to and to
| !b/c she knows everything, to see what their LROUQNtSs are.
From 0GC) (FBI)
Sent. , 2005 12:54
To; (0cc) (FBI); | Koco) (rB1); | |
b6 (0ec) (Fglg' t: FW: Drafat Lett
ubject: : Drafat Letter re:
b7C ]
b5 UNCLASSIFIED
NON-RECORD
would you mind taking a look at this DOJ Tletter? Let me know if you have any
comments/cbjections.
Thank you,
b6 = |
b7C Assistant General Counsel o i
b2 National Secgg}gy Law Policy and Training Unit
FBI HQ Room
stu Tit: (202) 3241
Unclassified Fax: (20
Secure Fax: (202) 32
From: (oca) (FBI)
Senf;.Iuasdax..ﬂn:nhnm;i5, 2005 9:33
Io: oGy (FRIV - :
| L(caD) (FBI); | Iamay F (cInd
b6 (FBD) L (cIp) (FEDY: (cID) (FBIJ; |
b7C (cIip) : l (c1D) (FEL); : F. (0GC) (FBI);
) (FBI) . N, MARION E. (oT) (FBI);
b5 BI (0GC) (FBI)
T (oca) (EBDD
subject: Drafat Letter re:
UNCLASSIFIED
NON-RECORD

The attached letter is being provided for review. Provide comments, if any, to
OCA. Please indicate if your division is in favor or opposed to the letter, as we i as

Page 3



b5
b6
b7C
b2

- Please E-mail your_comments to SSl_\I (ext with a cc gc‘ .
I Your comments should be prepared in Microsott word format which is suitable tor
155em

2RE Drafat Letter re I - Xt
the reasons for your division's position. If your division opﬁoses the legtter fully or
in part, but believes that it can be remedied by changes in the verbiage, please
describe in detail what should be added, deleted, or changed, including recommendations
for substitute language sufficient to correct the objectionable section(s).

nation to DOJ and to congressional staff. Please send these comments to the OCA
contact person as an attachment to your E-mail. If you have additional comments which
are not suitable for dissemination, please include them in the body of your E-mail
separate and apart from the attachment. If your division is not taKing a position and
has no comments, please send an E-mail to the OCA contact person stating such.

DEADLINE COB 10-25-05. We appreciate your attention to this matter.

UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

Page 4



b6
b7C
b5

b5
b2
b7E

b6
b7C
b2
b6
b7C
b5

b6
b/C
b5
b6
b’/C
b2

ltxt
MessageFrom: (oGC) FBL)
Sents 2:34 M
- : NESWESY, m—
H (oGC FBI
Ccc: CID BI). oG TERT T
Subject: RE: Drafat Letter re: (BSA)
UNCLASSIFIED
NON-RECORD

The Tletter for the most part looks fine to me.

Assistant General Counsel

Natiﬁgé! Secarity Law Branch
Ext. (internal use only)
----- inal Message-----
From: (oGC) (FBI)

ALL INFORMATION COMTAIMNED
HEREIN I35 UNCLASSIFIED
DATE 06-06-2007 BY 5517T9/DMH/ESRSPY

Assistant General Counsel

National Security Law Policy and Training Unit
FBI HQ Room 7975
STU_TIII: (202) 3244
Unclassified Fax: ( 324
Secure Fax: (202) 324

Page 1

Sent: Tuesday, Octo , 2005 2:06
To: focey (FBI) (0GC) (FBI);
I (oce) IFEITH (oGc) (FBI)
Cc . (EBLL I TOCCTTFETY
su T ™ Drafat Letter re: |
UNCLASSIFIED
NON-RECORD
p——Should T _rocommondl F
l ]



I_B.Ln.naf.at_l.mer_:i .txt
b6 From: (GGC)~ B

Senis 2005 1:56 P™M

b7C To: (occg EFBI), 16 I)lﬂ__}__,
o H (oGC 0GC FBI
b5 (OGCZCS =il (CID) (ERI): i IT (
Subject: T Drarat Letter ref (BSA)
UNCLASSIFIED
NON-RECORD
b5
b2 I _sent this to CID]
b7E
b6
b7C |
b2 Assistant General Counse1
Policy & Training Unit
National | aw 8ranch
b6 From: | (0GC) (FBI)
Sent: -
b7C To: (oGC) (FBI);
b5 (oGcc) (F
CC__F__lP (0GC) i)
subject: RE: Draftat Letter re:
UNCLASSIFIED
NON-RECORD
b5
b2
b7E
b6 e
b7C From: L 0GC) (FBI)

b5 Sen 25, 2005 1:¢
To: (0GC) (FBI); I (oGe) (FBI);
(oGgg) _(FBRI
cc: (oge) (FBT) :d ] (oGc) (FBI)
SubIJ'EEl—'m—mmlje. - O‘r T(BSA)

UNCLASSIFIED

Page 2



b5
b6
b7C

b6
b7C
b5

b6
b7C

b6
b7C
b2
b6
b7C
b5

RE Drafat Letter re txt
NON-RECORD
I have no experience w/ or knowledge of - so being ignorant, the letter
looks fine to me.

e forarded s O e Y
she knows everything, to see what their thoughts are.

From: 0GC) (FBI)

Sent. , 2005 12:54

To: (occ) (FBI); (0GC) (FBI);
(oGc) (FBI)

Subject: Fw: Drafat Letter re:

UNCLASSIFIED

NON-RECORD

would you mind taking a Took at this DOJ letter? Let me know if you have any
comments/objections.

Thank you,

Assistant General Counsel o )
National Security Law Policy and Training unit

FBI HQ Room 7975

STU IIT: (202) 324E
unclassified Fax: (20

Secure Fax: (202) 32

————— oriai ssagqe-----

From: (oca) (FBI)
Sent: Tuesday, October 25, 2005 9:33

TQ°

Y I);
(cip) (FBI L (cID) (FBTJT F (o%c§ (FéI)[
; E. LoGC) (ERT): AN, MARION E. (01) &rorrs
QG %): (oGc) (FBI)
(o
sﬁbfect: Dratat Letter re: (BSA)

UNCLASSIFIED
NON-RECORD

The attached Tetter is being provided for review. Provide comments, if any, to
OCA. Please indicate if your division is in favor or opposed to the letter, as well as

Page 3



the reasons for_your division's position. If your division opposes the legtter fully or

- P A
in part, but believes that it can be remedied by changes in tﬁe verbiage, please

b5 describe in detail what should be added, deleted, or changed, including recommendations

b6 for substitute language sufficient to correct the objectionable section(s).

b7C Please E-mail your_ comments to SSA |____F;I(ext.| ijth a cc ‘FOF
g Your comments should be prepared in Microsoft word format which is suitable for

b2 Tssemination to DOJ and to congressional staff. Please send these comments to the oca

contact person as an attachment to your E-mail. If you have additional comments which
are not suitable for dissemination, please include them in the body of your E-mail
separate and apart_from the attachment. If your division is not taking a position and
has no comments, please send an E-mail to the OCA contact person stating such.

DEADLINE COB 10-25-05. We appreciate your attention to this matter.

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED
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SEE?%T
b6  From: CTD) (FBI)
b7C  Sent I_Mmdau_u.w.as_zme.qaleM

To: OGC)(FBI)

] .bject: FW: Overcollection of Records RELATED TO ISSUED NSLs
1

NSL embedded below for review per your request.

b6
b7C
b2 Supervisory Special Agent
CTD/ITOS I/CONUS HI
esk)
rager)
b6
b7C -----Original Mes: —eee
et — T [
b2 Sent: Monday, July 03, 2006 8:55 AM
To: (CTD) (FBI
b7E Ce: | (CTD) (FBI kren; (FBI)
Subject: RE: Overcollection of Records RELATED TO

bo
b7C

| am attaching the NSL that | submitted:and ended ui getting an

overcollection of information. | asked for records from hrough the
i 5 :I ~ present and got records that were available from the date of inception through the
* “"present.” | had written two ECs that included information that was listed in the
. "overcollection." | already charged one of them out, because when | submitted a
bl . new NSL for all available records from the date of inception through the present
b7D * some of the data had changed. | removed any data that was not included with the
NEW results. Regarding the second EC | wrote using information from the
“overcollection” - if the data is the same can | keep my original EC in ACS or shouid
I charge it out? Right now it appears that times that some of the e-mails were sent
may vary, based on it being reported

I didn't know if this second serial should be charged out since it was dated
prior to the NEW results being received. Or if it can stand as it is.

b6
b7cC
b2

DATE: 06-05-3007 ALLL INFOFMATION CONTAINED

CLASSIFIED BY 65179 DMH/KER/JIW HEREIN I3 UNCLASSIFIELT EXCEPT

REASON: 1.4 (C) WEHEEFE SHOWN OTHEFWISE

DECLASSIFY OM: 0&-08-2032
SEEREJ\



SECRET
14.NSL (42 KB)

b6
b’C

be Origin ==

b7C From: (cTD) (FBI)

b2 Sent: Friday, June 30, 2006 5:33 PM

To: KQGA)

b7E Ce: m’_l(FBI);L JcTo) (o)

Subject: RE: Overcollection of Records RELATED TO ISSUED NSLs
(Sy
RECOR| bl

One more necessary evil, but it could be of benefit.

NSLB would like to get copies of the NSLs you've issued that resuited in the Provider sending
more than what was requested. We would like to check the specific language to see if there is
anything in the body that would cover the extra material they gave. If not, as in the past "over

b6 collections,” they will need to be reported as "potential IOBs" even if you've issued a new NSL
for that info.

biC
I I\ere have no way of know which
ones resulted in the Provider errors. If you could attach all the related ones to a reply e-mail
with some background explanation related to each we witl review them. Let's hope that the
boiler plate language covers you regardless of your specific listed time frames, bUEis a
you know what. Any questions, let me know. Thanks.
b6 Supervisory Special Agent
b7C CID/ITOS IfCONUS
b2 [Desk)
Pager)
bé
b7C ~=---Orig =2
From: (OGA)
b2 Sent: __Friday June 23,2006 9:00 AM
b7E To: CTD) (FBI) fero) ceeny

Cce: BI)
Subject: Overcollection of Rec MFI

by Bl S,

b6
b7C

SECRCT



b1l
(Spe
b7C

bl
b7D
b6
b7C

bl
b7D
bo
b7C
b2

b7E

bl
b7D
b6
b7C

bl
b2
b7E
b6
bicC

| '!ust wanted to inform you about an overcollection of recordsl

Eour CDC brought up the "overcollection" issue since it has been in the
news. | ] am not supposed to use these recordsl
| | submitted another NSL to ask for The

\SEL‘.{ET

| am working on getting the situation corrected at this time. There
were a couple of instances within the past few months and even though |
didn't ask for these records | need to report it to the I0OB.

The first instanc
| Pprovided

records| 11 did not [gallze
that it was a big deal to use the "extra"records. |

I 1 N
were issued off the "extra" records. | |

records again.

The problem | am running into now - is the records are not exactly the same
- since | “ ]

| I will charge out

i the EC and resubmit another without olcanbein
compliance with not “overcollecting.” as not
referenced in any other ECs associated with my case. However, it did pop
up in anoth | No references were made
to my case based upon n any other case investigations.
The second serial | wrote has to do with] ] | got the
same results from the second NSL resuits § J__|
are off by 8 hours - which probably has to do with how

captures it - whether it is GMT or PST. | asked San Francisco to check with
éon the times - so | will know if the times reported in my original EC
are correct. Ifthey are not, | can charge out that EC and fix the times._If you
think | should charge it anyways, since | wasn't supposed to have those
records at that time - | can do that and resubmit another EC with the same

information, but dated later. By the way, with the new NSL results there is

also one more___}hat showed up| ]

000000001

One of the phone companies gave me subscriber results | did not request,
so that will be reported to the IOB. | wanted subscriber information for the
phone number they provided, they just gave it to me for the wrong time
period.

Also - it appears that | got "extra" records




*

8y 1
bl |[Rave been working with] Jand the
b7D ech guys to get this resolved. Our CDC thinks these records
% should be sequ -soitj ' '

b2 when it is done.
b7E .
|: S '| | will most likely report to the |OB thaave me transactional
bl records | did not e time | gotthem C thought it would be
b7D . good enough fo o document tha| &illingly provided the
b2 " records - and that was the end of it.
b7F | _ ] Now we are re-visiting this, | am going to double check
with our CDC and make sure these records need to be sequestered.
| am keeping my fingers crossed that there are no more after this.... If you
have any questions, and | have thoroughly confused you let me know. | will
provide you with a copy of the EC regarding the IOB violations when it is
done.
b6
b’/C
b2

: G=3 FBI Classification Guide G-3, dated 1/97, Foreign
igence Investigations

SECRET



o
. SEbRE{

b7C
b2 From: (CTD) (FBI)
b7E Sent: Friday, June 30, 2006 3:43 PM
To: QGC) ( )
Cc: OGA) joce)FB);
] (OGC) (FBI)
|: o :I Subject: - Overcollection of Records
RECOR} bl
e - ] |
b7C as advised that after the provider was served the court order they
E inadvertently provide pre-dated the court authorization period.
l: :l bl “"Correct me if I'm wrong, but we will probably want to let the FISC know about the Provider error.
We should be able to issue an NSL to legally collect that data if necessary.
b6
b7C Supervisory Special Agent
b2 CTD/ITOS I/CONUS |
m I-"Desk)
[ oger
b6 -Original M 1;
b .7 C :nglna €SS OGA)
2 a ne :00 AM
b2 To: (FBI) (CTD) (FBI)
b7E FBI)

ercollecion or Kecoras

From
Sent
o
Cc:
Subject:
s =
RECORD- bl
Hi

(8)

b6
b7C

| just wanted to inform you about an overcollection of records

b6 &)

b7C

| am working on getting the situation corrected at this time. Appears that | got
bl "extra” records| |

b2 L | | have been working with

b7F to get this resolved. Our CDC thinks these
records should be sequestered - so it is up to:Ito do this. | will let you know
when it is done.

b6
b7C — ALL INFORMATION CONTAINED
b2 DATE: 06-05-20U7 HEREIN IS UNCLASSIFIED EXCEPT

REAZON: 1.4 (T}
DECLASSIFY 0OM: 0A-08-2032

SB:QET
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b6
b7C
b2

b6
b7C

(3}

b6

b7C

b2

1 Question.txt
MessageFrom:[_wm_l (FBI)
Sent: Friday, August s 117 PM
To: LocC) (FBT)
Cc: (FBI)
SubJect:
RECORD ’56
|
b6
sa | ] bicC
DERTIVED FROM: ssification Guide G-3, dated 1/97, Foreign CewnterIRTETTigence
Investigations
DECLASSIFICATIO| FON—T —_———
DATE: D&-15-2007
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REASON: 1.4 {c,d)
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