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Now that I've opened this can of worms: 

First, I wasn't trying to accuse! I°f glibness. I was just trying to 
stiumlate some honest debate, discussion, etc. 

I initial advice is pretty sound. And I like! I think 1 notion 

Let me hasten to add that while I think 1 = 1 gut reaction was a good one, I 
also think the additional discussion has been healthy. I wish we had time to do 
more of it. 
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DERIVED BROM: G-3 FBI Classification Guide G-3, dated 1/97, 
Foreign Counter Intel lilWnce Investigations 

DECLASSIFICATION EXEMPTION 1 
SECRET \ 

DERIVE 
Foreign Counterlntellig? 

DECLASSE 
SECRET 

G-3 FBI Classification Guide G-3, dated 1/97, 
;e Investigations 
[CATION EXEMPTION 1 

DERIVto/ROM: G-3 FBI Classification Guide G-3, dated 1/97, 
Foreign Counterintelligence Investigations 

DECLASSIFICATION EXEMPTION 1 

SKI^T 



DERIVED FBDM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign 
CounterIntelligenceN/nvestigations 

DECLASSIFICATION EXEMPTION 1 
SECF 

DERIVEIX FHDM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign 
CounterIntelligencV Investigations 

DECLASSIFICATION EXEMPTION I 
SECRE1 

DE^iyat) FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign 
Counterintelligence Investigations 

DEOLABSIFICATION EXEMPTION l 
SECRETS 

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign 
Counterintelligence Investigations 

DECLASSIFICATION EXEMPTION 1 

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign 
Counterintelligence Investigations 

DECLASSIFICATION EXEMPTION 1 
SECRET 

DESRI^D FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign 
Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SEC RE 

DBiRDPED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign 
Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 
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i agree withl ^ therefore , i t must be r i g h t ! ! ! 
-Original Message 

1 (OGC) (FBI) 

(OGC) (FBI) 

From:f 
sent: hriaav. August i s . /iuua 1:31 PM 

o:l I f OGC" 

r! 1 (OGC) ( F ^ ) ; | " ~ 
1 Subject: RE: question . . . 

K F B I ) ; [ ~ : 
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Subject: FW: Question . . . 

--eecTTET>-^ 
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(VTION EXEMPTION 1 

f i c a t i o n Guide G-3 , da ted 1 / 9 7 , Fore ign 

C o u n t e r i n t e l l i g e n c e I n v e s t 
l c a t i o n Guide G - 3 , da ted 1 / 9 7 , Fore ign 

DERIVED FROM: G-3 F B I C T 5 3 
C o u n t e r i n t e l l i g e n c e I n y o I iijn'l ini'iT"" 

D£CtASSTFlC^tlON EXEMPTION 1 
SECRET 

SuTde G-3, dated 1/97, Foreign 
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"bl 
b2 

Typical NSL Retention and Database Use 

Phone Records: 
NSL toll billings records are typically uploaded into Telephone Applications (TA) after 
receipt ..Asubselof-Counterterrorism information4s iiploaded into (S j for 
analysis. The information can also be uploaded from TAto other applications (such as 

| I for analysis. NSL-derived toll billings records are also placed in Automated 
Case Support (ACS) with case information. ACS information is uploaded into 
Investigative Data Warehouse (IDW). 

Phone Records 
Telephone 
Applications 

ACS (Case 
Information) 

bl 

Other applications 

IDW 

Email Records: 
NSL electronic transactional information is typically entered into ACS upon receipt. 
ACS information is uploaded into Investigative Data Warehouse (TDW^ 

[ 2 1 Gounterterforism email information-ean be manually entered into (Sj Email 
information may in some cases be entered into spreadsheets and other databases for 
analysis. 

b l 

Email Records ACS 
IDW 

Spreadsheets 
/Databases 

(S) 
b l 

Financial and Credit Information: 
Financial and credit information is typically entered into ASC upon receipt. ACS 
information is uploaded into Investigative Data Warehouse (IDW). Financial and credit 
information may in some cases be entered into spreadsheets and other databases for 
analysis. 

Financial/Credit 
Information 

ACS 

X 
Spreadsheets 
/Databases 

IDW 

1073946 
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Effect of Closing a Case in ACS: 
A case is closed when all investigative and legal activity has ceased. It is still as 
accessible as it was while it was opened. Documentation is placed in ACS to indicate 
that the case is closed. Action leads cannot be set from closed cases. Records are 
maintained according to the records disposition schedule for the particular file 
classification or the General Records Schedule. Criminal cases are kept for a minimum 
of 20 years and intelligence for 30 years before disposition. 

ElCKSff SECR" 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: IMMEDIATE 

To: All Field Offices 

Counterintelligence 

From: National Security Branch 

Date: 03/02/2007 

Attn: ADIC 
SAC 
CDC 
FCI Supervisors 

Attn: AD Bereznay 
DADs 
Section Chiefs 

Contact: 

Approved By: Hulon Willie T 

Drafted By: 

202-324 
1073946 
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ALL IMT0KMA.TI0N COWTAIHED 
HEREIN IS OTCLASSIFIED 
DATE 0 6 - 0 8 - 2 0 0 7 BY 65179/DHH/KSR/RCT 

Case ID #: 319X-HQ-A1487720-OGC 

Title: GUIDANCE ON USE OF FAIR CREDIT 
REPORTING ACT NSLS IN COUNTERINTELLIGENCE INVESTIGATIONS; 
REVIEW OF FAIR CREDIT REPORTING ACT 
NSLS ISSUED IN CY 2006 IN 
COUNTERINTELLIGENCE INVESTIGATIONS 

Synopsis: Provides guidance on the statutory restrictions 
controlling the issuance of national security letters (NSLs) to 
obtain full credit reports in counterintelligence investigations. 
Directs Counterintelligence Division (CD) and Field Office 
personnel involved in counterintelligence investigations to . 
review NSLs issued pursuant to the Fair Credit Reporting Act 
(FCRA) to determine if full credit reports were improperly 
requested or received; and to report the results of such review. 

Details: The FCRA provides for the protection 
information assembled by credit reporting agen 
provisions of the FCRA, 1681u and 1681v, autho 
obtain information from credit reporting agenc 
of national security investigations. Section 
the FBI to obtain the identity of all financia 
which the consumer maintains or has maintained 
1681u(b) authorizes the FBI to obtain consumer 
information, that is, the name, address, forme 
of employment, and former places of employment 
This information can be obtained when "sought 
an authorized investigation to protect against 
terrorism or clandestine intelligence activiti 

of personal 
cies. Two 
rize the FBI to 
ies in the context 
1681u(a) authorizes 
1 institutions at 

an account; 
identifying 

r addresses, place 
of the consumer, 
for the conduct of 
international 

es." 
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To: All Field Offices From: National Security Branch 
Re: 319X-HQ-A1487720-OGC, 03/02/2007 

Section 1681v of the FCRA was added by the 2001 USA 
PATRIOT Act. This section authorizes the FBI to obtain full 
consumer credit reports. However, NSLs can be issued pursuant to 
this section only to conduct investigations related to 
international terrorism. The FBI may not use an NSL to obtain a 
full credit report in a counterintelligence investigations 
absent an international terrorism nexus. 

Nonetheless, it has come to the attention of the 
National Security Branch (NSB) that in some instances full credit 
reports for counterintelligence investigations unrelated to 
international terrorism have been obtained or requested under a 
FCRA Section 1681v NSL. The request or receipt of such 
information in this context violates FCRA statutory requirements. 

Therefore, receiving offices are directed to review 
FCRA NSLs issued in CY 2006 in the context of a 
counterintelligence investigations unrelated to international 
terrorism in order to determine if any such NSLs requested full 
credit reports or resulted in the receipt of full credit reports. 
If such reports were requested or obtained, the incident should 
be reported to the National Security Law Branch (NSLB) as a 
potential Intelligence Oversight Board (IOB) violation 
(regardless of who was at fault). NSLB will determine whether in 
fact the incident should be reported to the IOB. 

Further, if such information has been obtained 
improperly, the information should be sequestered with the Chief 
Division Counsel pending the issuance of the IOB opinion by NSLB. 
The EC that is issued by NSLB will provide guidance as to how the 
information is to be permanently handled. Most likely, NSLB will 
suggest that the information be returned to the credit reporting 
agency. 

AN EC TO NSB AND NSLB DOCUMENTING THE RESULTS OF THIS 
SEARCH IS MANDATORY, EVEN IF THE SEARCH IS NEGATIVE. RESULTS OF 
THIS SEARCH SHOULD BE SENT WITHIN 30 DAYS FROM THE DATE OF THIS 
EC. 

You may direct any questions concerning this matter to 
lat 202-324-NSLB attorney -n 

2 



To: All Field Offices From: National Security Branch 
Re: 319X-HQ-A1487720-OGC, 03/02/2007 

LEAD (S) : 

Set Lead 1: (Action) 

ALL RECEIVING OFFICES 

Receiving offices are directed to review FCRA NSLs 
issued in CY 2006 in the context of a counterintelligence 
investigation and determine if any such NSLs requested full 
credit reports or resulted in the receipt of full credit reports. 
If such reports were requested or obtained, the incident should 
be reported to NSLB as a potential IOB violation. Further, the 
results of such review must be reported by EC to NSB and NSLB 
within 30 days of the date of this EC. 

•• 
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From: 
Sent: 
To: 

Cc: 
Subject: 
SECRET^^ 
RECORD xxxx 

](OGC) (FBI) 
30 PM 

QGCUFBI); 

I _ IQGC) (FBI) 
Comprehensive EC and Issue List 

OGC) (FBI) 
(OGC) 

All, 
In case it comes up while I'm out, attached is the latest version of the Uber EC and the 
preliminary NSL issue list. The EC definitely needs to be tightened up and certain issues will 
need to be inserted once the shorter ECs go out. Hopefully that won't need to happen until I 
come back. 

Comprehensive NSL National Security 
EC.wpd (65 K... Letter Cheat... 

^ERJVEafROM: G-3 FBI Classification Guide G-3. dated Iffl^-ForeioiTcounterlntelliaence 
Investigations 
DECLASSIFICATION EXEMFTIOt 
SECRET 

DECLASSIFIED BY 65179.,'DHH/KSR/RIJ 
OH 0 6 - 0 8 - 2 0 0 7 
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advised by the FBI as to the releasability of this information following our consultation 
with the other agency(ies). 

Page(s) withheld for the following reason(s): 

• For your information: 

( 

• The following number is to be used for reference regarding these pages: 

CTQ- eft- vftWi P 

xxxxxxxxxxxxxxxxxxxxxx 
X DELETED PAGE(S) X 

XXXXXX X NO DUPLICATION FEE X 
XXXXXX X FOR THIS PAGE X 
XXXXXX XXXXXXXXXXXXXXXXXXXXXX 

FBI/DOJ 
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From: 
Sent 
To: 

Subject: 
SECRET 

IfOGC) (FBI) 
Tuesday March ?0 700f 9:50 AM 

OGC) (FBI) 
(OGC) (FBI) 
|(OGC) (FBI) 

f_ (FBI)! 
(FBI)-| 
Document for DOJ/DNI NSL Retention Working Group 

ZJDGC) 
J(OGC) 

b 6 
b7C 

All, 
Pat Kelley and I are in a DOJ/DNI working group examining the FBI's retention of NSL-derived 
information. The group has asked that we provide a chart outlining how NSL-derived information 
is used and where it is stored. They also asked us for a description of what effect closing a case 
has on the accessibility of the case. Please take a look at the attached and let me know if you 
have any comments. If you would like to run this by operators, feel free. The group is composed 
of DOJ/DNI and other intelligence agencies, and is cleared at least to the Secret level. 

If you have any comments, please get them to me by 2pm tomorrow. 

Thanks 

3 b 6 
b7C 

Retention 
Paper.doc (42 KB) 

Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DECLASSIFIED BY 65179/DHH/KSR/RU 
OH 06-08-2007 
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From: 
Sent 
To: 
Subject: 

r 
Monday. March 05. 2007 4:21 PM 

| |OGC) (FBI) 
V w : i eiepnone L U and NSL 

] (OGC) (FBI) b 6 
b7C 

Importance: High 
^^SECRETy/NOFOFtN 

RECQREhxxxx 

At the bottom is the banner we added on March 9 to assure that everyone knew the changes 
were effective immediatley 

Original Messj 
From: | 
Sent: 
To: I 
Subject: 
Importance: 

l(OGC) (FBI) 
•v?g:i:rj.-f.wjH7afilH>Jili!^;Hc|c|J!B 
I |OGC) (FBI) 
Telephone E(i"anTl\lsl 
High 

b 6 
b7C 

REGOR D xxxX^- ,̂ 

DECLASSIFIED BY 65179/DHH/KSR/RTJ 
OH 0 6 - 0 8 - 2 0 0 7 

1073946 

1 
Assistant General Counsel 
National Security Law Policy and Training Unit 
National Security Law Branch 
Office of the General Counsel, FBI, JEH, Room 7947 

Unclassified email:! t pov 

I ov 
|OV 

This is a Privileged Attorney-Client/Attomey Work Product Communication 

b 6 
b7C 
b2 

—Original Message— 

Sent: 
To: 
Cc: 

(FBI) 

(OGC) (FBI) 
2006 3 : 2 0 £ M _ 

OGC) (FBI] 
~ ( O G C ) (FBI)|_ 

lrrOD)(CONL. 
J(OGC) (FBI)£ ^OGC) 

Subject: RE: URGENT OGC NSLB Revisions - New EC and NSL ponies and Banner for posting on OGC website 
Importance: High 

SEGRET//NQFORN 
RECQRfrxxxx" 

b 6 
b7C 

you have it correct. 

Attached are the two missing documents for links 1 and 2 (Telephone Subscriber EC and 
Telephone Subscriber NSL). I have also attached the EC just approved by the Director that 
delegates signature authorities for NSLs. There is no existing link for this document. Please add 
it to the other 16. 



% 

NSL delegation EC telephone telephone 
approved by... ibscriber EC.wpd (ljbscriber NSLwpd (, 

Finally, please edit the banner for this folder to delete the last sentence: "NOTE: NEW NSLs 
SHOULD NOT BE APPROVED UNTIL THE DIRECTOR HAS DELEGATED THE SIGNING 
AUTHORITY." - as that has now occurred in the document you are posting. 

Thanks to you both for your WONDERFUL HELP on this on such short notice. 

I 1 

I I 
Assistant General Counsel 
National Security Law Policy and Training Unit ^ 9 
National Security Law Branch 
Office of the General Counsel, FBI, JEH, Room 7947 b 6 

I , , , ' ,1 1 b 7 C 
unciassmea email! Igov 

JjlQ^ 
]gov 

This is a Privileged Attorney-Client/Attorney Work Product Communication 

b6 
Original Message w 

From: • ~ (OGC) (FBI) b 7 C 
Sent: Thursday. March 09. 20Dfi 2:38 PM To: I I r r o m f m m 

Subject FW: URGENT OGC NSLB Revisions - New EC and NSL ponies and Banner for posting on OGC website 
Cc: I ^ ( O G C ) (FBI) 

IRGr-Nf OGC NS 
Importance: High 

RECORtTxwcx^. b 6 

LZZ] 
Thank you. This is my best interpretation of what NSLB needs. 

First, please disable the links for the model EC arid NSLs listed about three-fourths of the 
way down the National Security Letters webpagef I DO NOT 
DELETE the files on your end as I don't know if NSLB will neea them in the future. 

b7C 

At the top and bottom of the NSL webpage please post the following notation - in bold/caps, 
etc. 

The President will be signing the USA PATRIOT 
Improvement and Reauthorization Act at approximately 3 
p.m.(EST) today, March 9, 2006. At that point, all NSLs 



% « 

must comply with the new law. FBI OGC NSLB has 
posted new NSL forms on this website. The new law 
makes adjustments to the Director's delegation authority. 
Under the new law, FBI HQ Section Chiefs do not have 
the authority to approve NSLs. NOTE: NEW NSLs 
SHOULD NOT BE APPROVED UNTIL THE DIRECTOR 
HAS DELEGATED THE SIGNING AUTHORITY. 

After that notation at the top of the page, please insert the following and link to the documents 
referenced below (feel free to modify the filenames as you deem appropriate in order to 
differentiate them from the existing filenames). These documents should all stay in the Word 
Perfect format as they are ponies/samples to be used by Field Office personnel. 

Model ECs and NSLs (as at March 9, 2006) 

1. Telephone Subscriber EC [link to follow by separate e-mail when received from NSLB] 
2. Telephone Subscriber NSL [link to follow by separate e-mail when received from NSLB] 
3. Toll Record EC [link to toll record EC 2006.03.09.wpd] 
4. Toll Record NSL [link to toll record NSL 2006.03.09.wpd] 
5. E-Mail Subscriber EC [link to email EC 2006.03.09.wpd] 
6. E-Mail Subscriber NSL [link to email NSL 2006.03.09.wpd] 
7. Transactional Record EC [link to transactional record EC 2006.03.09.wpd] 
8. Transactional Record NSL [link to transactional record NSL 2006.03.09.wpd] 
9. RFPAEC [linktoRFPA EC 2006.03.09.wpd] 
10. RFPANSL [linktoRFPANSL2006.03.09.wpd] 
11. 1681 u(a) EC [link to 1681 u(a) EC 2006.03.09.wpd] 
12. 1681u(a)NSL [link to 1681 u(a) NSL 2006.03.09.wpd] 
13. 1681u(b)EC [linkto1681u(b) EC 2006.03.09.wpd] 
14. 1681u(b)NSL [linkto 1681 u(b) NSL 2006.03.09.wpd] 
15. 1681v EC [Hnkto1681vEC2006.03.09.wpd] 
16. 1681v NSL [linkto 1681v NSL 2006.03.09.wpd] 

b2 
A thousand Thank Yous for your help with this. Please call if any of this is confusing. u. g 

I IQGC b7C 

-Original Messaae-
From: I I (OGC) (FBI) 
Sent: Thursday, March 09, 2006 1:03 PM 
To: I rnmpfFBn • i b 6 
Cc: 

rnflnmwvi [OGC)(FBI)| tnarUFiml I b / C 
i lu(jn(mi);,THOKifls innri-nihi iihBur ffigfr 
'»HU»I IfOGO (FBI)| KOGCnFHDl I (OGC) (FBI) 

Subject New EC and NSL ponies and Banner for posting on OGC website 

http://2006.03.09.wpd
http://2006.03.09.wpd


% % 

Importance: High 

SECRETONQfOflN 
RECORD x w o t - ^ 

- - • i r — — — 

Hi 1 b 6 

H| ' b7C 
We have 14 documents that need to be posted to our website this afternoon if at all possible. 
The President is signing the PATRIOT Act renewal at about 3:00 pm today and it changes 
the rules regarding NATIONAL SECURITY LETTERS. There are seven different types of 
NSLs. The attached documents are 7 ECs and the corresponding 7 NSL forms. 

Please post them under the Banner below in the email from 

« File: transactional record NSL 2006.03.09.wpd » « File: 1681u(a) NSL 
2006.03.09.wpd » « File: 1681 u(b) EC 2006.03.09.wpd » « File: 1681 u(b) NSL 
2006.03.09.wpd » « File: 1681 v EC 2006.03.09.wpd » « File: 1681 v NSL 
2006.03.09.wpd » « File: email EC 2006.03.09.wpd » « File: email NSL 
2006.03.09.wpd » « File: RFPA ec 2006.03.09.wpd » « File: RFPA NSL 
2006.03.09.wpd » « File: toll record EC 2006.03.09.wpd » « File: toll record NSL 
2006.03.09.wpd » « File: transactional record EC 2006.03.09.wpd » « File: 1681 u(a) 
EC 2006.03.09.wpd » 
Please let us know when they are available on the website. 

Many thanks k 2 

nn b6 

• 1 
Assistant General Counsel 
National Security Law Policy and Training Unit 
National Security Law Branch 
Office of the General Counsel, FBI, JEH, Room 7947 

This is a Privileged Attorney-Client/Attomey Work Product Communication 

Original ̂ ° «»"° 
From: I I r a n (FBI) }-> g 
Sent: T W H ™ Man-hno ^nnp 17-gn PM 
To: J — ROGCUSa . , , b7C 
Ce: | m r r f (FBnf lose) (FBI)| ^OGO(FBI) ; 

Subject: Banner for webpage re new NSLs, 

UNGLASSIFIED—" 

b 6 
b7C 

http://2006.03.09.wpd


[ 

% 

The new NSL forms should be posted with this banner prominently displayed at the top and 
bottom of the page. 

The President will be signing the USA PATRIOT 
Improvement and Reauthorization Act at approximately 3 
p.m.(EST) today, March 9, 2006. At that point, all NSLs 
must comply with the new law. FBI OGC NSLB has 
posted new NSL forms on this website. The new law 
makes adjustments to the Director's delegation authority. 
Under the new law, FBI HQ Section Chiefs do not have 
the authority to approve NSLs. NOTE: NEW NSLs 
SHOULD NOT BE APPROVED UNTIL THE DIRECTOR 
HAS DELEGATED THE SIGNING AUTHORITY. 

Assistant General Counsel 
National Security Law Policy and Training Unit i . 9 
FBI HQ Rnnm7g7fi U^ 
STU III: I I M b6 

b7C Unclassified Fax: 
Secure Fax: 

Privileged Attomey-Client/Attorney Work Product Communication 

UNCLASSIFIED 

DERIVED FROM: Multiple Sources 
DECLASSIFY ON: 20160309 
SECRET//NOFORN 

DERIVED FROM: Multiple So 
DECLASSIFY ON: 20160309~ 
SECRET//NOFORN 

DERIVED FROM: 
DECLASSIFY ONf 20160309 
SECRET//NOFORN 

;RJVED FR( DERIVED FROM: Multiple Sources 



« % 

-̂H 
DERIVEP-FROM: Multiple Sources 
DECLASSIFY ON: 20160309 

CRET//NOFORN 
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From: 
Sent 
To: 

Subject: 
SECRET 
RECORD xxxx 

r JoGC) (FBI) 
Monday March 19. 2QQ7 11:01 AM 

IQGC) (FBI_ 
JOGC) (FBI) 

imormation tor INSL Ketention Group 

:BI)l[ 
(OGC)(FBI); 
OGC) (FBI) 

b 6 
b7C 

All, 
Could you please take a quick look at the attached? The DOJ/DNI NSL Retention Working group 
has asked for a description and chart of NSL analysis/retention and a description of the effect of 
closing a case in ACS. Let me know if anything is wrong or missing. I will send this to UCs later 
today but wanted you to have a look first. 

Thanks, rzn b 6 
b7C 

Retention 
Paper.doc (41 KB) 

DERJVEP"FRQMUte8 FBI Classification Guide G-3. dated 1/97, Fojekm^oTfifterlnteTliaence 
Investigations 
DECLASSIFICATION EXEMPTK 
SECRET 

DECLASSIFIED BY 65179/DHH/KSR/RU 
OH 06-08-2007 



% 

From: I bGC) (FBI) 
Sent Frirlav Marnh H9 9nf)7 fv41 PM • . ^ g 
To: I IfOGCUFBn] |oGC) , _ 

/CPU , lOGC^ (FBI) D ' u 

Cc: I IfOGC) (FBI) 
Subject: Latest Version of ECs 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

All, 
Attached are the latest versions of the other ECs I've been working on, in case action is required 
while I'm out. You probably already have these, but I wanted to make sure. They are also in the 
NSLPTU Foldei| ^ E C Drafts. If you need to contact me, I will have my cell (703-635f~ | 

Thanks, , , 
DO 

b7C 
b2 

cn 
CD - Full Credit NSL Retention EC NSL C of S.wpd (7 
EC.wpd (15 KB... (with edits).... KB) 

SENSITIVE BUT UNCLASSIFIED 

ALL IHJOKHATTOH COHTAIHEB 
HEBEIH IS UirCLASSIFIED 
DATE 06-08-2007 BY 65179yDHH/KSR/RW 



4-750 (Rev. 12-14-88) XXXXXX 

xxxxxx 
XXXXXX 

FEDERAL BUREAU OF INVESTIGATION 
FOIPA DELETED PAGE INFORMATION SHEET 

0. 
^* Page(s) withheld entirely at this location in the file. One or more of the following 

statements, where indicated, explain this deletion. 

• Deletions were made pursuant to the exemptions indicated below with no segregable material 
available for release to you. 

Section 552 Section 552a 

• (b)(1) • (b)(7)(A) • (d)(5) 

• (b)(2) • (b)(7)(B) • (j).(2) 

• (b)(3) • (b)(7)(C) • (k)(l) 

• (b)(7)(D) • (k)(2) 

• (b)(7)(E) • (k)(3) 

• (b)(7)(F) • (k)(4) 

• (b)(4) • (b)(8) • (k)(5) 

81 (b)(5) • (b)(9) • (k)(6) 

• (b)(6) • (k)(7) 

• Information pertained only to a third party with no reference to you or the subject of your 
request. 

• Information pertained only to a third" party. Your name is listed in the title only. 

• Documents originated with another Government agency(ies). These documents were referred 
to that agency(ies) for review and direct response to you. 

Pages contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation 
with the other agency(ies). 

Page(s) withheld for the following reason(s): 

• For your information: 

• The following number is to be used for reference regarding these pages: 

CTo -co- yjoWt Q pays 

xxxxxxxxxxxxxxxxxxxxxx 
X DELETED PAGE(S) X 

XXXXXX X NO DUPLICATION FEE X 
XXXXXX X FOR THIS PAGE X 
XXXXXX XXXXXXXXXXXXXXXXXXXXXX 

FBI/DOJ 
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CERTIFICATE OF SERVICE OF A NATIONAL SECURITY LETTER 

Personal Service 
Date, Time, and Place of Service 
NSL Custodian of Record (including business name) 
NSL Recipient (if different from above) 
Served by 
Serving Office 
Originating Office (if different) 
Type of NSL Request (cite statute used) 

Delivery Service (attach return receipt) 
Date, Time, and Place of Pickup 
Date, Time, and Place of Delivery 
NSL Custodian of Record (including business name) 
Name and Type of Delivery Service (overnight, two day, etc)_ 
Served by 
Serving Office 
Type of NSL Request (cite statute used) 

ALL IHFOKHATIOH COHTAIHED 

Fax (attach fax cover letter and return receipt) ™1E™ I L D !HJ^ 3 !£™„„ r „ .M„ nTT 
v r ' DATE 06-08-2007 BY b5179/DHH/KSR/RU Date, Time, and Place of Fax_ 

Recipient of Fax 
NSL Custodian of Record (including business name) 
Type of NSL Request (cite statute used) 
Serving Office 

DECLARATION OF SERVER 

I declare under penalty of perjury under the laws of the United States of America that the 
foregoing information contained in the Certificate of Service of a National Security Letter is true 
and correct. 

Executed on By: 
Date Signature of Server 

Inquiries Regarding Production May Be Directed to: 

[Name], Special Agent 
Federal Bureau of Investigation 
[Name of] Field Office 
[Telephone number] 
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From: I lnnr.\ (FBI) 
Sent Monday March 19 2007 3:05 PM 
To: | IINSD) (FBI) 
Cc: I HOMAt», JULIt F. (OGC) (FBI);| pGC) (FBI) 
Subject: NSL Checklist for INSD ' ' 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Attached is the checklist we discussed. As I said, it has not been approved by the General 
Counsel. I will go about putting together another checklist to meet your needs but any input on 
what you are looking for would be appreciated. 

Thanks 

NSL REVIEW 
1ECKLIST.doc (74 K 

SENSITIVE BUT UNCLASSIFIED 

ALL IHFOKHATIOH COMTAIHEB 
HEPEIH IS OTCLASSIFIED 
DATE 06-08-2007 BY 6S179/DHH/KSR/RCT 



4-750 (Rev. 12-14-88) xxxxxx 
xxxxxx 
xxxxxx 

FEDERAL BUREAU OF INVESTIGATION 
FOIPA DELETED PAGE INFORMATION SHEET 

1 Page(s) withheld entirely at this location in the file. One or more of the following 
statements, where indicated, explain this deletion. 

• Deletions were made pursuant to the exemptions indicated below with no segregable material 
available for release to you. 

Section 552 

• (b)(1) 

• (b)(2) 

• (b)(3) 

• (b)(4) 

$ (b)(5) 

• (b)(6) 

• (b)(7)(A) 

• (b)(7)(B) 

• (b)(7)(C) 

• (b)(7)(D) 

• (b)(7)(E) 

• (b)(7)(F) 

D (b)(8) 

• (b)(9) 

Section 552a 

• (d)(5) 

• (j)(2) 

• 00(1) 

• 00(2) 

• 00(3) 

• (k)(4) 

• 00(5) 

• 00(6) 

• 00(7) 

• Information pertained only to a third party with no reference to you or the subject of your 
request. 

• Information pertained only to a third' party. Your name is listed in the title only. 

• Documents originated with another Government agency(ies). These documents were referred 
to that agency(ies) for review and direct response to you. 

Pages contain information furnished by another Government agency(ies). You will be 
advised by the FBI as to the releasability of this information following our consultation 
with the other agency(ies). 

Page(s) withheld for the following reason(s): 

• For your information: 

• The following number is to be used for reference regarding these pages: 

cio ~co^ vJou»f n 

xxxxxx 
xxxxxx 
xxxxxx 

-pfi§"-
xxxxxxxxxxxxxxxxxxxxxx 
X DELETED PAGE(S) X 
X NO DUPLICATION FEE X 
X FOR THIS PAGE X 
XXXXXXXXXXXXXXXXXXXXXX 

FBI/DOJ 
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RET 

Typical NSL Retention and Database Use 

(S) 

xPhone Records: 
^S^NSL toll billings records are typically unloaded into Telephone Applications (TA) after receipt. Most 

information in TA is uploadedintoFBI tor analysis. TA is shared in two forms: a "raw" version 
...thatcontains individual phone call events, and an "indexed" version that does not contain individual phone 

call events. Most indexed TA information is a dataset of IDW and FTTTF. The information can also be 
uploaded from TA to other applications (such as| 1 for analysis. NSL-derived information is also 
placed in Automated Case Support (ACS) with case information. With the exception of designated 
restricted case files, most ACS information is available as a dataset in Investigative Data Warehouse (FDW). 

b l 
b2 

(S) 

Phone Records 
TA (raw) 

bl 

ACS (Case 
Information) 

Other applications 

TA( indexed) 

IDW 

Entail Records: 
f^f NSL electronic transactional information is typically entered into ACS upon receipt. With the 
'exception of designated restricted case files, most ACS information is available as a dataset in IDW. 
Counterterrorism email information can be manually entered into FBI| ^ E m a i l information may in 
some cases be entered into spreadsheets and other databases for analysis. 

b l 

(S) 
Email Records ¥ ACS 

IDW 

Spreadsheets 
/Databases 

b l 

Financial and Credit Information: 
(U) Financial and credit information is typically entered into ASC upon receipt. ACS information is 
uploaded into Investigative Data Warehouse (IDW). Financial and credit information may in some cases 
be entered into spreadsheets and other databases for analysis. 

Financial/Credit 
Information 

ACS 

X 
IDW 

Spreadsheets 
/Databases 

DATE: 06-15-2007 
CLASSIFIED BT 675179/DHH/KSR/RB 
REA30H: 1.4 (g) 
DECLASSIFY OH: 06-15-2032 ALL IWF0RHATTOH CQHTAIHEB 

HEKEIH I S UIJCLAS3IFIED EXCEPT 
WHERE SHOOT OTHERBTISE 

S £ $ RET 
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SECMT 

Effect of Closing a Case in ACS: 
(U) A case is closed when all investigative and legal activity has ceased. The closed case is as accessible as 
it was while it was opened. Documentation is placed in ACS to indicate that the case is closed. Action 
leads cannot be set from closed cases. Records in ACS are maintained according to the records disposition 
schedule for the particular file classification or the General Records Schedule. Criminal cases are kept for 
a minimum of 20 years and intelligence for 30 years before disposition. Retention can be extended if one 
of various exceptions apply. 

ET 
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J(OGC) (FBI) From: 
Sent Thursday, March 15, 2007 8:24 AM 
To: HQ-Div09-NSLB 
Subject: FW: Audit of NSL ALL IIIFOKHATIOH CONTAIHED 
UNCLASSIFIED HEREIH IS OTCLA3SIFIED 
NON-RECORD DATE 06-06-2007 BY 65179/DHH/KSR/RTiT 

1073946 
. tweektodi 

We need lonavea roster put together of available people by COB today. 

Thanks. 

Please lea |know if you are available for a quick trip next week to destinations unknown, 
to nave a re 

Original Message 
From: CAPRONI, VALERIE E. (OGC) (FBI) 
Sent: Wednesday, March 14, 2007 5:49 PM 
To: HQ-Div09-NSLB i 
Cc: KAISER, KENNETH W. (INSD) (FBI)J |(INSD) (FBI) 
Subject: Audit of NSL * 

UNCLASSIFIED 
NON-RECORD 

As some of you may have heard, the Director has ordered a special inspection of all field offices' 
use of NSLs. Inspectors are hitting the field offices on Friday and will work through the weekend 
sampling files that are known to have NSLs and those that are not known to have NSLs. We 
need a lawyer or 2 to be on call for any questions that might arise. [ *"|can you get those 
names tcj P 

Also, there is some likelihood that DoJ will want to send NSD lawyers out to at least a few of the 
field offices next week to observe the process. If that happens, I would like to pair an OGC 
attorney with each NSD attorney. So, we may need a few people to take trips next week. I will 
know more on Friday. 

Thanks, 

VC 

UNCLASSIFIED 

UNCLASSIFIED 
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From: I 
Sent 
To: 
Subject: 
UNCLASSIFIED 
NON-RECORD 

TT2f 
OGC) (FBI) 
8 AM Sunday, March 18, 2007 

HQ-Div09-NSLB 
Inspection Division's Special NSL Audit 

b2 
b6 
b7C 

Many of you are already aware but beginning last Friday and continuing this 

week, the Inspection Division is conducting a Special NSL Audit in all 56 field 

offices. Over the weekenc were 

on call to take questions from the auditors regarding NSLs. They were busy and 

we should expect a lot of question this week. Additionally, the AG has directed 

that NSD attorneys -from OIPR specifically- attend certain of these audits to 

serve as "observers." Ms. Caproni has directed that NSLB also have an attorney 

in attendance with OIPR. Currently six offices are scheduled to be visited by 

NSD/OIPR. They are: 

Monday: 

1 OGC attj 

OGC atty 

Tuesday: 

ALL IHFOEKATIOH COHTAIHED 
HEKEIE IS UNCLASSIFIED 
DATE 06-06-2007 BY 65179/DHH/K3R/RTtf 

[ ]0GCatty£ 
1 OGC atty 

Wed or Thurs: 

| OGC atty 

fO BE DESIGNATED 

For your info, I have attached the scope of the audit as stated by Inspection 

Division. 

Director Mueller has mandated that a National Security Letter (NSL) Audit be 
conducted within all 56 field offices beginning Friday, March 16, 2007. The audit 
will take approximately one week to complete in each office. 

Each ADIC/SAC is immediately requested to identify the names of AIIPs who 
currently are involved in the inspection process or who may have already been 
certified. At a minimum, small field offices are requested to identify two AIIPs, 
medium sized field offices three AIIPs, and larger field offices at least seven AIIPs 



who can travel to another field office on Friday, March 16, 2007, to conduct the audit. 
|by The names of these individuals should be provided to Inspector 

close of business Tuesday, March 13, 2007. * 

b6 
, 7 _ Additionally, each ADIC/S AC should prepare for a team to arrive in his/her office 

on Friday, March 16th, to begin the audit. Upon notification of the number of 
personnel assigned to each team, field offices should ensure hotel rooms are reserved 
for personnel, office space and supplies are available, and all files containing NSLs 
are available review. ADICs/SACs are also requested to identify their CDC as the 
point of contact for the Inspection Division Team Leader. 

UNCLASSIFIED 



b6 
b7C From: 

Sent 
To: 
Subject: 

Importance: 
UNCLASSIFIED 
NON-RECORD 

loG IOGC) (FBI) 
Wednesday, March 14, 2007 3:13 PM 
HQ-Div09-NSLB 
Valerie Caproni tasking 

High ALL UTTOEHATIOH COHTAIHEB 
HEREI1I 13 UNCLASSIFIED 
DATE 06-06-2007 BY 65179/DHH/KSR/RW 

If you worked one of the 22 NSL related lOB's, Valerie has requested that we 

had 3 points of consideration to our chart. Specifically, Valerie wants to know: 1. 

did the CDC/ADC review the NSL/NSL-EC; 2. under the existing guidance 

controlling at the time, should the matter have been reported to OGC as a 

potential IOB; and 3. in the final analysis, is the matter reportable to the IOB. 

The chart has been augmented and is saved now as a Word document on the s 

drive, OGC, units, CILU as "Valerie's chart." Please augment the chart as soon 

as possible as Valerie needs this to prepare for her testimony. 

UNCLASSIFIED 
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#07-168: 03-20-07 Fact Sheet: Department Of Justice Corrective Actions on the 
FBI's Use of National Security Letters 

FOR IMMEDIATE RELEASE 
TUESDAY, MARCH 20, 2007 A L L I1JF0EIIATlaH COHTAIMED 
WWW.USDOJ.GOVNSD mmju XZ UNCLASSIFIED 
(202) 514-2007 D A T E 06-03-2007 BY 65179 DMH/KSR/JTJ 
TDD (202) 514-1888 
Fact Sheet: 1073946 
Department Of Justice Corrective Actions IU/J»TW 
on the FBI's Use of National Security Letters 
WASHINGTON - Nearly two weeks ago, the Attorney General commended the work of 
the Inspector General in uncovering serious problems in the FBI's use of 
National Security Letters (NSLs). The Attorney General and the Director of the 
FBI agreed that that such mistakes would not be tolerated, and the Attorney 
General ordered the FBI and the Justice Department to put in place safeguards to 
ensure greater oversight and controls over the use of NSLs. 
Since that time, the FBI and Justice Department have moved expeditiously to 
implement the recommendations of the Inspector General's report and to create 
additional safeguards to ensure that NSLs are used properly. Below are some of 
the actions that the FBI and Justice Department have taken to date and will be 
taking in the near future to address these shortcomings: 
New Oversight and Auditing of the FBI's Use of NSLs 
*Initial Audit - Last Friday, the FBI's Inspection Division launched a 
retrospective audit of the use of NSLs in all 5 6 FBI field offices nationwide. 
The FBI consulted with and received input from the Justice Department's National 
Security Division (NSD) and the Department's Chief Privacy and Civil Liberties 
Officer (CPCLO) in developing its plan for the audit, which is based upon the 
Inspector General's methodology for identifying potential Intelligence Oversight 
Board (IOB) violations. While this audit is being led by the FBI's Inspection 
Division, the Justice Department's NSD and CPCLO are also participating in the 
audits at various FBI field offices. 
*Regular Audits Going Forward - Starting next month, the Justice Department's 
NSD, in conjunction with the CPCLO, the FBI's Inspection Division and the FBI's 
Office of General Counsel, will begin conducting comprehensive reviews of the 
use of NSLs at FBI headquarters and in field offices around the country. It is 
expected that the findings of the FBI's initial audit will inform the process of 
these ongoing reviews. This is a new level of oversight by Department of Justice 
lawyers with years of experience in intelligence and law enforcement. 
Prohibition on the Use of "Exigent" Letters 
*On March 5, 2007, the FBI issued a Bureau-wide directive prohibiting the use of 
the exigent letters described in the Inspector General's report. All FBI field 
offices have been asked to identify any use in their office of an exigent letter 
or anything akin to an exigent letter. 
*The FBI Director in February 2007 ordered an expedited review by the Inspection 
Division of the unit that issued the exigent letters described in the Inspector 
General's report, for the purpose of determining management accountability. 
*The NSL audits described above will also include a review of whether exigent 
letters described in the Inspector General's report were issued in other FBI 
field offices. 
*The Associate Deputy Attorney General and the Justice Department's Office of 
Professional Responsibility are also examining the role FBI officials played in 
the use of NSLs and exigent letters. 
New Oversight of FBI-Reported IOB Violations 
*The Justice Department's NSD will now review all Intelligence Oversight Board 
(IOB) violations that the FBI reports to the IOB. When reviewing these IOB 

http://WWW.USDOJ.GOVNSD
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referrals from the FBI, the NSD will promptly notify the Attorney General if it 
appears that the incident suggests the need for a change in policy, training or 
oversight mechanisms. The NSD will also report to the CPCLO any IOBs that raise 
serious civil rights or privacy issues. *The NSD will also report to the 
Attorney General every six months on all IOB referrals reported by the FBI 
during the preceding six-month period. This mechanism will help identify trends 
and potential future problems. 
New Measures to Address NSL Tracking 
*In early 2006, the FBI began developing a new NSL tracking database. The 
Web-based system will be piloted in the FBI's Washington Field Office in the 
summer of 2007 and will be deployed to four large field offices in late 2007. 
The new system will include a field that will identify whether the NSL recipient 
complied with the request and will possibly allow for entry of notes or comments 
on the response. 
*Until the new system is deployed, FBI field offices will report monthly on NSLs 
that have been issued. The FBI Office of General Counsel will ensure that the 
NSLs comply with applicable statutes, guidelines, and policies. 
*To obtain a better accounting of past use of NSLs and correct inaccuracies in 
past Congressional reports, the FBI Director has ordered an intensive process to 
query other computer systems to locate files where NSLs may have been issued but 
not reported to FBI Office of General Counsel for inclusion in its tracking 
database. In addition, the FBI Office of General Counsel is correcting any data 
entry errors in the existing database. The Attorney General has also mandated 
that the Justice Department's NSD and CPCLO advise him on additional steps that 
should be taken to correct the inaccurate numbers reported to Congress. 
*On March 5, 2007, the FBI issued a new policy requiring the retention of copies 
of signed NSLs. 
New Training and Guidance on NSLs 
*The FBI will re-issue comprehensive guidelines throughout the Bureau concerning 
the proper use of NSLs. The FBI Office of General Counsel will evaluate existing 
guidance and make necessary revisions in consultation with the Department of 
Justice's National Security Division. 
*The FBI has begun developing a new training course on the proper use of NSLs 
that will be available to FBI personnel through the Internet. After the course 
development is complete, the FBI will issue a directive mandating training for 
all Special Agents-in-Charge, Assistant Special Agents-in-Charge, as well as all 
appropriate FBI agents and analysts. 
*In the meantime, the FBI has ordered that anytime an FBI Office of General 
Counsel attorney is traveling in the field for any reason, the attorney must 
schedule mandatory NSL training. The FBI will consider whether additional 
training on NSLs for new agents is needed. 
*The Justice Department's Executive Office of U.S. Attorneys will review its 
existing training materials and guidance for terrorism investigations and 
prosecutions to ensure that NSLs are properly described in such materials. 
New Oversight of the Use and Retention of NSL-Derived Information 
*A working group co-chaired by the Office of the Director of National 
Intelligence and the Justice Department's CPCLO has been convened to examine how 
NSL-derived information is used and retained by the FBI. The FBI's Privacy 
Officer as well as a representative from the Justice Department's NSD will be 
represented on this working group. The working group will examine how the NSL 
records are stored and disseminated and determine the retention practices of 
other agencies with NSL authorities. 
Review of Role of FBI's Division Counsel 
*The Justice Department's NSD and the FBI have begun examining whether the FBI's 
organizational structure should be changed to have FBI's Division Counsel in 
field offices report to the FBI's Office of General Counsel in Headquarters 
rather than to field office Special-Agents-in-Charge. 



Proposed Legislation 
*The Inspector General recommended in its report that the term "toll billing 
records information" in the Electronic Communications Privacy Act NSL statute be 
clarified. The Justice Department and FBI are developing a proposal to address 
this concern. 
Future Oversight 
*The Attorney General has asked the Inspector General to report to him in four 
months on the FBI's implementation of the recommendations contained in the 
Inspector General report. 
### 
07-168 
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b 6 
b7C 

\ hora ran 
Subject: DOJ Guidance RE National Security Letters 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Ladies and Gentlemen, 

Attached is a recent DOJ Monograph titled, Guidance on the Use of National 
Security Letters to Obtain Certain Information Relevant to an FBI National 
Security Investigation (June 2006). 

As soon as the next CD for DOJ USABOOK comes out, this will be added to the 
OGC Law Library webpage. 

nslm.wpd (358 KB) 

Please forward to appropriate personnel. 

SENSITIVE BUT UNCLASSIFIED 



From: 
Sent: 
To: 
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ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 06-08-2007 BY 65179 DBH/KSR/JW 

(OGC) (FBI) 
Wednesday, March 14, 2007 5:40 BAi. 
KF I IFY PATRICK W rOCSCUFRll IQQQ) (FBI); 

b6 
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b 6 
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Subject: UUJ 1C3 Keports 
UNCLASSIFIED 
NON-RECORD 

CDCs/ADCs: 

b6 
b7C 

Please note that the DQJ. jGRe^ 
"Section 215 Orders for Business Records" are now available on the OGC 
Main Law Library website http://30.30.204.57/libraries/doj_ig_reports/ 

I believe DGC Elaine Lammert has already sent you an e-mail RE the IG report 
on NSLs. 

UNCLASSIFIED 

http://30.30.204.57/libraries/doj_ig_reports/
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Tuesday, December 06, 2005 4:00 PM 
CAPRONI, VALERIE E. (OGC) (FBI); STEELE, CHARLES M. (DO) (FBI); 
WEISSMANN, ANDREW (DO) rnfiAVwn i IAMR .IFFFRY A tnnr.\ rraiv 
BOWMAN, MARION E. (Ol) fFBll I 
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Subject: DOJ's response to Congress re Washington Post article on NSLs 
UNCLASSIFIED 
NON-RECORD 

Attached is the letter from William Moschella, AAG at DOJ, to the House and Senate 
Judiciary Committees, re the Washington Post article from last monthre NSLs (which I previously 
sent all of you). 

NSL_rebuttal_letter 
.pdf(529K... 

UNCLASSIFIED 

2 
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Sent 
To: 

I (OGC) (FBI) 
Tuesday March 13 7007 4:02 PM 

If 

b 6 
b7C 

Subject: 
UNCLASSIFIED 
NON-RECORD 

OGC^ fFBIV CAPRQNI VAI FRIF F fOGC^ fFBIV 

-pari 

b 6 
b7C 

The OIG Report RE NSLs is now on the Main Law Library website under the DOJ IG 
REPORTS Category http://30.30.204.57/libraries/doj_documents/ig__national_security_letters. pdf 
********Note that because this is such a large document, it may take a minute or two for some 
folks to open** ftft********** 

JMll post the IG Report RE section 215 of the PATRIOT Act tomorrow. 

UNCLASSIFIED 
ALL IHFOKKATirjH COHTAIHED 
HEEEIH IS UNCLASSIFIED 
DATE 06-08-2007 BY 65179 DHH/KSR/JTJ 

http://30.30.204.57/libraries/doj_documents/ig__national_security_letters
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From: 
Sent 
To: 

Subject: 
-SECRET ^--^ 

REOOff&JOB 

FBI) 
Wednesday. March 28. 2007 2:12 PM 

I llQCiC\ (FBI); HQ-Div09-NSLB; FBI_ALL CDCs; 
CAPRONI, VALERIE E. (OGC) (FBI) 
RE: Further Guidance Relating to IOB Issues 

11. 
Thanks for your helpful FAQs. Just a few comments in regard to Numbers 7 and 

In regard tdL 

b6 
b7C 
b2 
b7E 
b6 
b7C 

CD £ 
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JOHN CONYER9, JR, M W W > 
CHAIRMAN 

LAMAR S SMITH. Texn 
RANKING MINORITY 

®L&. $ou£c of i^eprescntattbcs 
Committee on tfct Jfofcictarp 

SHaflfjmaton, BC 20513-6216 
6nt fcuntirrt Stntlj Congralst 

March 20, 2007 

Ms. Valerie Caproni 
General Counsel ALL IHTORHATIOH COHTAIHED 
Federal Bureau of Investigation HEREIN IS UNCLASSIFIED 
935 Pennsylvania Avenue, NW DATC °*-°'-**» BY 65179 BHH/KSRA™ 

Washington, DC 20535 

Dear Ms. Caproni: 

As part of our oversight regarding the Inspector General's Review of the F.B.I.'s Use of 
National Security Letters, please provide us with the following information (by close of business 
on April 4 if possible): 

1) copies of all e-mails, memoranda, and other documents that relate to the FJBJ.'s use of 
"exigent letters," as well as transcripts of your interviews conducted on the issue. 

2) please identify all of the F.B.I, personnel who participated in the creation and issuance 
of the "exigent letters." 

3) copies of all documents, including internal memoranda, pertaining to the F.B.L's 
Communications Analysis Unit's contracts with the three telephone companies identified 
in the Inspector General's Report, and identify all F.B.I, attorneys who participated in the 
review and approval of those contracts. 

4) copies of all documents pertaining to the information that the F.B.I, acquired through 
the use of National Security Letters (NSLs) pertaining to individuals who the F.B.I. 
concluded were irrelevant to terrorism investigations. 

5) copies of all documents pertaining to the F.B.I.'s standards regarding the maintenance 
of the Office of General Counsel's National Security Letter database. 

6) please detail the internal F.B.I. standards for the reporting of possible Intelligence 
Oversight Board violations, and provide any documents related thereto. 

7) please identify F.B.I. standards pertaining to the review of investigative files to ensure 
that supervisory review of National Security Letter approval memoranda has occurred, 
and that the relevant authorizing statutes are in the NSLs. 



8) copies of all internal communications relating to the F.B.L's use of Certificate Letters 
to obtain financial records from the Federal Reserve Bank. 

9) please detail the F.B.I.'s reasons for the retention of data pertaining to individuals who 
the F.B.I, has concluded are irrelevant to terrorism investigations. 

10) please explain why the F.B.I, had no policy or directive requiring the retention of 
signed copies of NSLs, or any requirement to upload NSLs in the F.B.I.'s case 
management system. Provide any documents relating to any decisions pertaining to this 
issue. 

11) please detail why the F.B.I. does not have a uniform system for tracking responses to 
NSLs, either manually or electronically. Provide any documents relating to any decisions 
pertaining to this issue. 

12) please detail why the F.B.I.'s database was unable to filter NSL requests for the same 
person in the same investigation. 

13) please explain why the F.B.I. does not maintain records on NSL usefulness in 
criminal investigations and prosecutions. 

Sincerely, 

Jonyers; 

U a 

cc: Hon. Lamar S. Smith 

( J Chairman f J \ / 
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Sent 
To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

THOMAS, JULIE F. (OGC) (FBI) 
Saturday, March 24, 2007 1:44 PM 
HQ-Div09-NSLB 
FW: Congressional Request for Documents relating to OIG Review of NSLs / 
CAU Use of Exigent Letters 

b2 

b6 
b7C 

Please read and begin gathering all email and other memoranda with respect to the exigent letter 
issue. 

Julie F. Thomas 
DGC, National Security Law Branch 
Office of the General Counsel 
Room 732S-
202-324 
202-324 \fax)im 

ALL IHFORHATIOir COHTAIHED 
HEREIH IS OTCLASSIFIED 
DATE 06-11-2007 BY 65179 DMH/KSR/JU 

Original Message 
From: CAPRONI, VALERIE E. (OGC) (FBI) 
Sent: Saturday, March 24, 2007 11:11 AM 
To: THOMAS, JULIE F. (OGC) (FBI) 
Subject: FW: Congressional Request for Documents relating to OIG Review of NSLs / CAU Use of Exigent Letters 

UNCLASSIFIED 
NON-RECORD 

Please have people gather all their email and documents relative to the exigent letter issue. Please 
interpret that broadly so all the recent email traffic on the spring audit, etc. should ba included. 

—Original Message— 
From: 
Sent: 
To: 
Cc: 

Subject: 

BEERS, ELIZABETH RAE (OCA) (FBI) 
Friday. March 23. 2007 17:46 PM 

I "tlNSD) (FBIl 
HAkbV, DAVib (RMD) (FBI 
KAUSCH, ELENI P. (OCA) ( I5E 

. (Qi 
](INSD) (FBI)J |(INSD) (FBI) 
GO (FBIV. CAPRONi, VALE^if E. (OGC) (FBI); 

Congressional Request for Documen57eIa3ngT?clG" 
A) (FBI) 

!eview of NSLs / CAU Use of Exigent Letters 

UNCLASSIFIED 
NON-RECORD 

b 6 
b7C 

Following up on our conversations, we have two congressional oversight requests for copies of 
documents relating to issues raised in the OIG audits on FSLs. Specifically, the Senate Judiciary 
Committee requests copies of any and all unclassified e-mails related to the exigent letters issued 
by CAU and House Judiciary Committee requests copies of all e-mails, memoranda, and other 
documents that relate to the F.B. I. use of exigent letters and copies of all documents, including 
internal memoranda, pertaining to the FBI CAU's contracts with the three telephone companies 
identified in the Inspector General's Report. 

] I understand that documents that may be responsive 
iDV 

Based on my conversation with I 
to these requests were provided to the UICi by INSD and that INSD can provide copies of this 
production to OCA. To the extent that there are documents responsive to the congressional 
request that were not produced to the OIG.I ladvised that the material will be gathered in 
connection with the anticipated CAU inspection and a set of the gathered material provided to OCA. 



b6 
b7C 
b2 

Jto this email as there is a pending FOIA request that 
overlaps with the requests made by congressional oversight committees. If material is gathered in 
IVe also cc'd Dave Hardy and 

[in ITOD responding to our query concerning the 

connection with the FOIA request that would be responsive to the congressional requests, please 
provide OCA with a copies of these documents. 

Finally, I've attached an email from! 
ability to pull backups of email. She identified individuals in ITOD who can assist in gathering 
emails that people still have. That info is offered to assist INSD, if appropriate, for the upcoming 
CAU inspection. 

Welcome further discussion and appreciate your assistance. Thanks, 

Beth Beers 
Office of Congressional Affairs 
202-32<f 

RE: E-Mails Conyers incoming Grassley request 
re NSLs.pdf (... for CAU email... 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 



sSss w Ck ^c*-x^t. 

«8ASM>N&T0r^ »C 2381$ 

March 19,2007 

The Honorable Robert S. Mueller, III 
Director 
Federal Bureau of Investigation 
935 Pennsylvania Avenue, N,W. 
Washington, D.C. 20535 ^ ^ H OTCLA3SIFIED 

DATE 0 6 - 1 1 - 2 0 0 7 BY 65179 DHH/KSR/.JTJ 

Dear Director Mueller: 

I am writing today in response to the Justice Department Inspector General's 
March 9, 2007, report entitled "A Review of the Federal Bureau of Investigation's Use of 
National Security Letters" and in anticipation of the Inspector General's testimony next 
week before lie Judiciary Committee. In my view, the most troubling section of the 
report begins on p. 86 and is entitled "Using 'Exigent Letters' rather than ECPA National 
Security Letters." That section describes how an FBI headquarters division known as the 
Communications Analysis Unit ("CAU") obtained information on about 3,000 telephone 
numbers by issuing 739 so-called "exigent letters." 

In exercising our oversight responsibilities, it is critical for the Judiciary 
Committee to obtain a fuller understanding of who at the FBI knew what about these 
exigent letters, and when they knew it. Therefore, in order to prepare for next week's 
hearing, please provide copies of any and all unclassified e-mails related to the exigent 
letters issued by CAU. 

If you have any questions about this request, please contact! at { ; you nave __^ 
(202) 2241 1\ copy of all correspondence in reply should be sent electronically in 
PDF format t d ^ |QJ v ^ facsimile to 
(202| J 

^~~"*~~-^ Sincerely, 

U*UA~*y. 
Charles E. Grassley 
U.S. Senator 

cc: Senator Patrick Leahy, Chairman 
Committee on the Judiciary 

Senator Arlen Specter, Ranking Member 
Committee on the Judiciary 



From: 
Sent 
To: 
Subject: 
UNCLASSIFIED 
NON-RECORD 

Food for thought 

THOMAS, JULIE F. (OGC) (FBI) 
Friday, March 09, 2007 8:59 AM 
HQ-Div09-NSLB 
FW: Key excerpts 

ALL INFORMATION CONTAINED 
HEREIN IS OTCLASSIFIED 
DATE 06-11-2007 BY 65179 DHH/K3R/JH 

Julie F. Thomas 
DGC, National Security Law Branch 
Office of the General Counsel 
Room 7975 
202-324-8528 
202-324-1023 (fax) 
Julie. Thomas®, ic. fbi. gov 

Original Message 
From: MONACO, USA (DO) (OGA) 
Sent: Thursday, March 08, 2007 8:36 PM 
To: PISTOLE, JOHN S. (DO) (FBI); CAPRONI, VALERIE E. (OGC) (FBI); MILLER, JOHN J. (OPA) (FBI); 

KORTAN, MICHAEL P. (OPA) (FBI); BEERS, ELIZABETH RAE (OCA) (FBI); KAUSCH, ELENI P. (OCA) 
(FBI); THOMAS, JULIE F. (OGC) (FBI) 

Subject: Key excerpts 

UNCLASSIFIED 
NON-RECORD 

All - attached is a document worked up by Val's folks with a few additions by me with key quotes 

from the report. The boss will have it in the a.m. 

NSL quotes unclass 
reportwpd... 

UNCLASSIFIED 

UNCLASSIFIED 



• • 

Key Excerpts from the Unclassified IG Report 

The FBI self-identified the inaccurate reporting, and told Congress a year ago 

(pg. xvii and 33): In March 2006, the FBI acknowledged to the Attorney General 
and Congress that NSL data in the semiannual classified reports may not have 
been accurate and stated that the data entry delays affected an unspecified 
number of NSL requests. After the FBI became aware of these delays, it took 
steps to reduce the impact of the delays to negligible levels for the second half 
of CY 2005. 

The IG Found No Criminal Misconduct 

(pg. xxviii, fn.26): In this report, we use the terms "improper or illegal use" as 
contained in the Patriot Reauthorization Act. As noted below, the improper or 
illegal uses of the national security letter authorities we found in our review did 
not involve criminal misconduct. However, as also noted below, the improper or 
illegal uses we found included serious misuses of national security letter 
authority. 

No deliberate or intentional violations; but rather, good faith mistakes; confusion 

(pg. xxx): Our examination of the 26 possible IOB violations reported to FBI 
OGC did not reveal deliberate or intentional violations of NSL statutes, the 
Attorney General Guidelines or internal FBI policy. Although the majority of the 
possible violations - 22 of 26 - arose from FBI errors, most of them occurred 
because of typographical errors or the case agent's good faith but erroneous 
belief that the information requested related to an investigative subject. 

(pg. xxxiii:) Our review did not reveal intentional violations of national security 
letter authorities, the Attorney General Guidelines or internal FBI policy. Rather, 
we found confusion about the authorities available under the various NSL 
statutes. 

IG found in most cases we sought information we were entitled to 

(pg. xlviii and 124): Finally, in evaluating the FBI's use of national security 
letters, it is important to note the significant challenges the FBI was facing during 
the period covered by our review and the major organizational changes it was 
undergoing. Moreover, it is also important to recognize that in most cases the 
FBI was seeking to obtain information that it could have obtained properly if it 
had followed applicable statutes, guidelines, and internal policies. We also did 
not find any indication that the FBI's misuse of NSL authorities constituted 
criminal misconduct. 



• • 

FBI seeking information to which it was entitled 

(pg. 67): In evaluating this matters, it is important to recognize that in most 
cases, the FBI was seeking to obtain information that it could have obtained 
properly if it had followed applicable statutes, guidelines, and internal policies. 
We also did not find any indication that the FBI's misuse of NSL authorities 
constituted criminal misconduct. 

Errors were not deliberate attempts to circumvent statutes 

(pg. 77): While the errors resulted in the acquisition of information not relevant 
to an authorized investigation, they did not manifest deliberate attempts to 
circumvent statutory limitations or Departmental policies and appropriate 
remedial action was taken. 

(pg. 103) (control file issue) We believe that the CAU officials and the EOPS 
Unit. Chief concluded in good faith that the FBI had sufficient predication either 
to connect these national security letters with existing investigations or to open 
new investigations in compliance with the Attorney General's NSI Guidelines. 

FBI has now provided the needed guidance 

(pg. 107): Overall, we believe that the FBI has now provided needed guidance 
and support to field personnel to facilitate production of approval documentation 
compliant with statutory requirements, Attorney General Guidelines and internal 
FBI policies. Nonetheless, we believe the FBI should improve its compliance 
with the internal controls governing its exercise of national security letter 
authorities... 

(pg. 126) We believe that these recommendations, if fully implemented, can 
improve the accuracy of the reporting of the FBI's use of national security letters 
and ensure the FBI's compliance with the requirements governing their use. 



From: 
Sent 
To: 
Subject: 
UNCLASSIFIED 
NON-RECORD 

THOMAS, JULIE F. (OGC) (FBI) 
Wednesday, March 21, 2007 2:24 PM 
HQ-Div09-NSLB 
Please await an all CDC email 

b2 

We are getting a tremendous amount of questions from the CDCs reflecting confusion about the 
ongoing NSL audit in the field offices. I have met with Inspection Division and will shortly send 
out an all CDC email giving some additional guidance regarding the reporting of potential lOBs. 
Please wait to read that advice before answering questions that are not clearly set forth in the 
November 2006 external guidance. 

Julie F. Thomas 
DGC, National Security Law Branch 
Office of the General Counsel 
Room 7975 
202-3241 I ALL IHF0KKA.TION COHTAIHED 
907-39.4\ \fax) HEEEIH IS UNCLASSIFIED 
I I DATE 06-11-2007 BY 65179 DHH/KSR/JTJ 

UNCLASSIFIED 



b6 
b7C 

From: 
Sent 
To: 
Cc: 
Subject: 
UNCLASSIFIED 
NON-RECORD 

(ITOD) (FBI) 
Thursday, March 22, 2007 7:45 AM 
BEERS, ELIZABETH RAE (OCAHEBIL 
HARDY, DAVID (RMD) (FBI); 
RE: E-Mails 

(ITOD) (FBI) 

b6 
b7C 

b6 
b7C 

Beth, 
Unfortunately, we only keep backups of emails for 90 days. There is no way that we can go 

back to this time period and search for emails. If there is a rpgnirpmpnt tn ssamh nn-iinp pmaib 
that nmnJe still have, the ESOC can assist in that. You can contac| | 

ISorry we couldn't have helped out with this. 

-Original Message— 
From: 
Sent: 
To: 
Cc: 
Subject 

BEERS, ELIZABETH RAE (OCA) (FBI) 
W t e r f m ^ . H i y i . 2007 5:26 PM 

I tlTOD) (FBI) 
HAR6V, bAVIb (RMD) ( 
FW: E-Mails 

ALL IHF0EKA.TI0U C0MTAIHEB 
HEEEIH IS UNCLASSIFIED 
DATE 06-11-2007 BY 65179 DHH/KSR/JW 

I (FBI) 

UNCLASSIFIED 
NON-RECORD 

b2 
b6 
b7C 

c J- Per our conversation, we have two congressional requests seeking copies of any 
and all unclassified e-mails related to the exigent letters issued by the Communications 
Analysis Unit (CAU), Counterterrorism Division. Copies of the letters are attached. For your 
background, the DOJ OIG Rpt referenced in the letters reviewed the use of 'exigent letters' by 
CAU during the 2003 - 2005 timeframe. I've provided a link to the OIG Rpt in the event it can 
assist in determining ability to retrieve potentially responsive records. 

I 1 
In addition, I'm aware that FOIA is in receipt of a request seeking emails TO, FROM and CC'd 
tq pn topics addressed in recent NY Times and Wash Post articles regarding 
NSLs. I've cc'd Dave Hardy of the FOIA Section 

I look forward to talking with you tomorrow re whether ITOD can assist in retrieving 
responsive records. Thanks, 

File: Conyers incoming re NSLs.pdf: File: Grassley request for CAU emails.pdf: 

b 2 
Beth Beers 
Office nf Congressional Affairs 

202-324-1 | 

b6 
b7C 

—Original Message 
From: 
Sent: 
To: 
Cc: 

Subject 

KAUSCH, ELENI P. (OCA) (FBI) 
Wednesday, March 21, 2007 5:01 PM 

(OCA) (FBI) 
RE: E-Mails 

- n i T O D X F B n 
jTbDXFBl)^ T T T O D ) ( F B I ) ; BEERS, ELIZABETH RAE 

UNCLASSIFIED 



NON-RECORD 

Thanks so much for the response. OCA will be in touch to follow up on the requests. 

—oriQinauifijgaflg^ 
u a From: I |rrOD)(FBI) 
" O sent: Wednesday, March 21, 2007 4:54 PM 
b 7 P T o : KALISCH. ELENIP (OCA) (FBI) 
^ ' ^ Ce: I IfrrnnVFRTV 

Subject: RE: E-Mails 
(ITOD)(FBI) 

UNCLASSIFIED 
NON-RECORD 

b 6 
b7C 
b2 

Eleni, 

nnnri Aftpmnnn Yni ir nnntant regarding Congressional requests for copies of FBI E-
mails i; 

ocL 
C % he is the ITOD Unit Chief over the E-Mail Unit. 

Original Mess 
From: I 

at 
Subject: 

(FBI) 
](ITOD)(FBI) On Behalf Of f ](rroD) 

Jfltefilnesday, March 21. 2007 4:35 PM 
^ n - O D ) (FBI)J 
FW: E-Mails 

In-ODXFBI) 

UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

1 = 1 
I talked to| Hregarding this email and he asks that you respond back to Eleni 
Kalisch soon. He thinks this is time sensitive 

thanks 

Original Message 
From: KALISCH, ELENI P. (OCA) (FBI) 
Sent: Wednesday, March 21, 2007 2:16 PM 

ni lTOD) (FBI) To: r tn-c 
Cc? AziMl, 2ALMA1 (Uo) (FBI) 
Subject: E-Mails 

UNCLASSIFIED 
NON-RECORD 

Teare receiving Congressional requests for copies of FBI e-mails by the 
Communications Analysis Unit and others regarding the use of exigent letters in lieu 
of National Security Letters. Please let me know who the ITOD contact will be for my 
office to work with in ensuring that these requests are addressed expeditiously. 
Thanks, 
Eleni 



• 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 



b6 
b7C 

From: 
Sent 
To: 
Cc: 
Subject: 
UNCLASSIFIED 
NON-RECORD 

L 

THOMAS, JULIE F. (OGC) (FBI) 
Thursday, March 22, 2007 9:07 AM 
FBLALL CDCs, HQ-Div09-NSLB 

](INSD) (FBI); CAPRONI, VALERIE E. (OGC) (FBI) 
Receipt of Information in Response to NSLs 

As the current NSL inspection continues, NSLB continues to receive numerous questions. Of 
particular note, in response to an NSL for subscriber information only, certain carriers are 
providing information in excess of that which is requested. NSLB/OGC is determining the 
appropriate manner in which to proceed. In the interim, regarding NSLs for subscriber 
information only - if you receive information from a phone carrier in response to a subscriber-only 
NSL, and it contains ANY information other than the customer's name, address, length of service, 
and/or account/telephone number subscribed to, please notify your CDC/ADC as soon as 
practical. DO NOT enter or upload that information into any file system or database, especially 
Social Security Numbers and dates of birth. CDCs and ADCs are instructed to sequester this 
information and await forthcoming guidance. 

b2 

Julie F. Thomas 
DGC, National Security Law Branch 
Office of the General Counsel 
Room 7975 
202-324 
202-324 

A H IHFOKHATIOH COHTAIHEB 
HEPEIH 15 UNCLASSIFIED 
DATE 0 6 - 1 1 - 2 0 0 7 BY 65179 DHH/KSR/Jtt 

rax) 

UNCLASSIFIED 
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From: THOMAS, JULIE F. (OGC) (FBI) 
Sent Thursday, March 22, 2007 12:27 PM 
To: FBI_ALL CDCs 
Cc: CAPRONI, VALERIE E. (OGC) (FBI); HQ-Div09-NSLB 
Subject: Response to Guidance 
UNCLASSIFIED 
NON-RECORD 

Thank you to all for the responses we have been receiving to interim guidance we have been 
giving. I look forward to those responses but, unfortunately, the press of business will not allow 
me to respond individually to each. They are being reviewed and will assist us as we craft 
permanent guidance going forward. 

I know this is an extremely difficult and uncertain time. OGC/NSLB is doing everything humanly 
possible to respond to Congress, the OIG, and the field's concerns about the use of NSLs and 
our other national security tools. 

ALL IHJOKHATIOir COHTAIHEE 
HEREIH IS UNCLASSIFIED 
DATE 06-11-2007 BY 65179 DHH/KSR/JU 

1073946 

Thank you for your patience. 

Julie F. Thomas 
DGC, National Security Law Branch 
Office of the General Counsel 
Room 7Q7E 
202-324 
202-324 

UNCLASSIFIED 
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b6 
b7C 
b5 

(OS 
9PF n r a f a t I o t t a r r a 

MessaaeFrom:! I 
C ° f Tnac^av ( V t n t o r ; k •Hill'* 2 ; 34 J 
Tn:l I Crer^ fCR-n J 

t-J IHJJ-J 
Jtxt 

J (.CID; cEfiiHE 
S u b j e c t : RE: D r a f a t L e t t e r r e : I 

T7ZTZ\ E H 
IffiffiT) fFn7);[ 

Ifnfirl frtf) i (OGC; QFBI; 

J 
UNCLASSIFIED 
NON-RECORD 

The letter for the most part looks fine to me. 

b5 
b2 
b7E 

b6 
b7C 
b2 

I I 
Assistant General Counsel 
National security Law Branch 
Brtnni I 

internal use only) 

I(OGC) (FBI) 
2005 2:06 

.. J rnrrfl (FBI) 
^/-„ PTV1 IfOGC^ (FftT 1:1 

Subject 

UNCLASSIFIED 
NON-RECORD 

( F B I ) j f 
L e t t e r r e : I 

• , • • J(OGC) 
I (OGC) ( F B I ) 

-J (OGC) 
J 

(FBI)T 
( F B I ) » -

b6 
b7C 
b5 

«;hnnlri T rprnmnanri TJ 

b6 
b7C 
b2 

A s s i s t a n t G e n e r a l Counse l 
N a t i o n a l S e c u r i t y Law P o l i c y and T r a i n i n g U n i t 
F B I HQ Room 7975 • 1 
STU I I I : (202) 324 | | | 1 
u n c l a s s i f i e d Fax : o n ? ^ va\ I 
Secu re Fax : ( 2 0 2 ) 1 I 

1073946 
ALL IHFQKKATI0H CQHTAIHED 
HEREIH IS OTCLASSIFIED 
DATE 06-06-2007 BY 65179/BHH/K3R/RTJ 

- O r i g i n a l Message-

Page 1 



b 6 
b7C 
b5 

b5 
b2 
b7E 
b6 
b7C 
b2 

b6 
b7C 
b5 

7PF nra-Fa-h I a-t-t-c 

From: 
£ f 
JCodcJ (FB*) 

(OGC) 
CC 

S e n t : T u e s d a y . O c t o b e r 2 5 . 2005 1 :56 PM r 
Tnl " Ifttrt (FB I ) J . 

n 
Subject: RE: DraTat Letter rel 

___J(0GO (£ 
T O T (FBI)T 

P T M 

UNCLASSIFIED 
NON-RECORD 

Ass i s tan t General Counsel 
Po l i cy & T r a i n i n g u n i t 
Nat iona l s e c u r i t y Law Branch 
(202) 32 

From:[ 

I Secu r i t y Lz 

O r i g i n a l Message-

% 
(OGC) (FBI) 

Sent:"Tuesday. October 25. 2UU5 1:53 PM 

] t x t 

bG£ilEBi);[ r n o n f F R 

1 (OGC) (FB 
_(OGC) (FBI) 
FBI) 

(OGC) (FBI)T j \ U U J IhBlJ 
| (OGC) (FBI) 

Sub jec t : Kb: UraTat L e t t e r r e : " 

UNCLASSIFIED 
NON-RECORD 

](OGC) (FBI);L 

b5 
b2 
b7E 

b6 
b7C 
b5 

From I nr i ni n i l M* sage 
JOGC) (F 
sber 25, 

(FBI) 
" 2005 1:QQ_PM Sent: Tuesday. October 25, 2005 1:Q| 

To:l I (OGC) ( F B I ) ; f 
(OGC) (FBI) 
Cc:L 
Subject: FW: Drafat Letter re 

UNCLASSIFIED 

I (pert fFRT);r OGJ 

[ 

Page 2 

] (OGC) (FBI); [ 

l^QSLllERT) r 



2RE Drafat Letter re 
NON-RECORD 

t x t 

b6 
b7C 
b5 

b5 
I have no experience w/ or knowledge 

b 7 C looks f ine to me 

I ' v e forwarded t h i s t o . 
b/c she knows everything, to see what t h e i r thoughts are 

- so being ignorant, the l e t t e r 

land to 

firininal M o c c a n f l -

From£ 

To 
(OGC) (FBI) 

^ O G O ( F B I ) 
Sony' TiiP<;rlav. rtr4nhor Jk 7005 1 2 : 5 4 

J (OGC) ( F B I ) ; [ 

Subject: FW: Drafat Letter re: 

UNCLASSIFIED 
NON-RECORD 

](OGC)(FBI);P 

Would you mind taking a look at this D03 letter? Let me know if you have any 
comments/objecti ons. 

Thank you, 

b6 
b7C 
b2 

b6 
b7C 
b5 

Assistant General Counsel 
National Security Law Policy and Training Unit 
FBI HQ Room 7975 • • 
STU I I I : (202) 3 2 4 L _ _ J , . 
Unclassif ied Fax: r?<m 324-i I 
Secure Fax: (202) 324 I ' 

Original Message 
F r o m : t _ _ _ _ Z _ _ Z Z ] ( O C A ) (FBI) 

c 
gn»j- - T " ° " ^ » rx-i-SBSr- ?•; 2005 9 :33 AM, 

(FBI)L 
(CID)TPBTTC 
(OGC^ (FRTl r 

Leap) (FBi)l 

^ T ? C I D W A I ) : fHdMAS. J U L ^ ' F . (OGC) (FBitit 32 J CCID) 

IrCTP-) (FBI') 
llcxol. 

1/OGcWFBT^r 
fnnn TFRT); R 

T H . . . . , 
Subject: Dratat Letter re 

1 (OCA) CEBii. 

N, MARION E. (01) (FBI); 
(OGC) (FBI) 

T 

UNCLASSIFIED 
NON-RECORD 

The attached l e t t e r i s being provided for review. Provide comments, i f any, to 
OCA. Please indicate i f your d iv is ion i s in favor or opposed to the l e t t e r , as well as 

Page 3 



2RE Drafat Letter re I t x t 
the reasons for your d iv is ion 's posi t ion. I f your d iv is ion opposes the l eg t te r f u l l y or 

, j . i n par t , but believes that i t can be remedied by changes in the verbiage, please 
D 3 describe in de ta i l what should be added, deleted, or changed, including recommendations 
•UQ for substi tute language su f f i c ien t to correct the objectionable sect ion(s ) . 

b 7 C . Please E-mail your comments to SSA I I text J I with a cc tol I 
, _ I I Your comments should be prepared in Microsoft Word format which i s sui table tor 
J3^ disseminati on to D03 and to congressional s t a f f . Please send these comments to the OCA 

contact person as an attachment to your E-mail. I f you have addit ional comments which 
are not sui table for dissemination, please include them in the body of your E-mail 
separate and apart from the attachment. I f your d iv is ion i s not taking a posit ion and 
has no comments, please send an E-mail to the OCA contact person stat ing such. 

DEADLINE COB 10-25-05. We appreciate your at tent ion to t h i s matter. 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

Page 4 



b 6 
b7C 
b5 

MessageFrom:_ 
Sent: Tuesday 

_ta 
•797^>T?W "2150^2:34 

tPGCjTFBJJ 
J t x t 

PM 

I llKCi (FBI):! " " I^TrErS /FRTSJ 
J f rxm f F R T M IS—T 

1 fnr.rt rn»TV[ 

^ = 1 v — v-
Subject: RE: Drafat Letter re:I 

V'' (OGCTTFBI; 
I1UI I I h K I T 

(BSA) 

UNCLASSIFIED 
NON-RECORD 

The letter for the most part looks fine to me. 

b6 
b7C 
b2 
b6 
b7C 
b5 

Assistant General Counsel 
National Security Law Branch 

Ext.| |(internal use only) 
""lainal Message 

](OGC) (FBI) 
2005 2:06_£tt 

ALL IHFORHATIOH COMTAIMEB 
HEREIH 15 UNCLASSIFIED 
DATE 06-06-2007 BY 65i79/DHH/KSR/RIJ 

From: 
Sent: Tues 

.To :fc aar"ni™iim«ktuiUtE 
Sut>3e£T! kL! Drafat Letter r e : | 

£QGCJ (FBI)F 
I C O G O J 

iDT^EanlE 
muir 

(OGC) ( F B I ) ; [ 
(OGC) (FBI) 

3 1 

UNCLASSIFIED 
NON-RECORD 

b6 
b7C 
b5 
b6 
b7C 
b2 

C h ^ . , 1 ^ T r a r ^ j M ^ ^ r 

j 
Assistant General Counsel 
National Security Law Policy and Training Unit 
FBI HQ Room 7975 
STU I I I : (202) 3241 
Unclassif ied Fax: UUl) 324| 

(202) Secure Fax: 
UU2) : 
3 2 4 f ^ 

-Original Message-

Page 1 



b6 
b7C 
b5 

Ernm-f 

To : 

BF n r a f a t I P t t p r n 
i(0S 

(OGC) (FBT):f 

JCBCn-TFBT7 
^ ^ » i ->c onrtc ^ - 5 6 pM 

. j(OGC) 
Cc: | | (.CID) (lEBii 
Subject: Kb: uratat Letter r e j 

2C-jj j.. j U I-I-I |— 
l(OGC) ( F B I ) ; L 
J(OGC) (EBI1J[ f 

. t x t 

IflGilifi »£ 
n _ j f O G C ) ( F B I ) 

J CBSA) 

UNCLASSIFIED 
NON-RECORD 

b5 
b2 
b7E 
b6 
b7C 
b2 

b6 
b7C 
b5 

I 1 I sent t h i s to CIDJ 

[ 
Assistant General Counsel 
Policy & Training Unit 
National .Sflrnritv J aw Branch 
(202) 32^ | 

••t 
H n i n a l M P ^ a n o -

From. . 
Sen t : Tuesday. October Z5 . Zil 
T o ; r ~ Jrocr-)rFBT-> 

(OGC) fFRTTl 

S u b j e c t : RE: D r a t a t L e t t e r r e : F 

l (OGC) ( F B I ) 
m 1 ' ^ PV 

% 
JPTIOGC) JjEfiiL-— 

_| (OGC) ( F B I ) ; 

UNCLASSIFIED 
NON-RECORD 

b5 
b2 
b7E 

b6 
b7C 
b5 • <;ont; Tuesday 

T o : l 
fncfi fFRTl 
CC 
SUI 

•pge-
XOGC 

5f< 
;oGp_Q 
iuJjULL. 

[OGC) ( F B I ) 
nr-i-nhoj- 2 5 , 2005 1:QQ_BU. 

(OGC) ( F B I ) ; | 

TW. 
I f OGC) ( F B l l T 

L/l CI I C1L. L C L LC I 

](OGC) (FBI ) ; 

1 fOGC) ( F B I ) 
(BSA) 

UNCLASSIFIED 

Page 2 



RE Drafat Letter re 
NON-RECORD 

t x t 

b5 
b 6 
b7C 

b6 
b7C 
b5 

LZZI 
I have no experience w/ or knowledge of I I- so being ignorant, the l e t t e r 

looks f ine to me. ' ' 

-jC've forwarded t h i s toL _ ^ 
p/c she knows everything, to see what t h e i r thoughts are . E 

I 1 

OGC) (FBI) 
7 2 0 0 5 12:54_BM. 

(OGC) (FBI) 
(OGC) (FBI);|_ 

Subject: FW: Drafat Letter re: I 

](OGC) (FBI); [ 

and to 

UNCLASSIFIED 
NON-RECORD 

b6 
Would you mind taking a look at t h i s DOJ l e t t e r ? Let me know i f you have any 

b 7 C comments/objections. 

Thank you, 

b6 
b7C 
b2 
b6 
b7C 
b5 

Assistant General Counsel 
National Security Law Policy and Training Unit 
FBI HQ Room 7975 i -t 
STU I I I : (202) 324| | , , 
Unclassif ied Fax: onp^> ^?AI I 
Secure Fax: (202) 324| | ' 

Original Message 
From: r ^ I (OCA J (FBI) 
Sent: Tuesday, OctoEer 25. 2005 9:33 
T " " ' "" f™c>> rFRT>> 

TPBTTE 
(CID) (FBI) ; 
fOGCl fFBll : 

ICCTD) (FBI) I ~—_^^ 
^ ^ C I D ) (^BT7Tl 

^ L ^ T D ) (FB1J! I 

AM 

a) (FB I ) : I 
T ( C I D ) (FH77 

l(CTD-) (FBI-) 
LnoL 

l (CID) (Faxj; IMUWAIS, juLxt *• 
JE. .1P fr^--r-\ rciiTl. pmyiuiAM MARION E. (OI) 

cc: Trodn 
Subject: Dratat Letter re: 

(OGC) ( F B I ) t l 

TAN, MARION E. (OI) {r\i±J, 
__ (OGC) (FBI) 

|(BSA) 

UNCLASSIFIED 
NON-RECORD 

The attached l e t t e r i s being provided for review. Provide comments, i f any, to 
OCA. Please indicate i f your d iv is ion i s in favor or opposed to the l e t t e r , as well as 

Page 3 



RE Drafat Letter re 
the reasons for your d i v i s ion ' s pos i t ion . I f your d iv is ion opposes the leg t te r f u l l y or 
i n par t , but believes that i t can be remedied by changes i n the verbiage, please 

b 5 describe in deta i l what should be added, deleted, or changed, including recommendations 
_ for subst i tute language su f f i c ien t to correct the objectionable sect ion(s) . 

i>7P ^ _ _ — ^ Please E-mail your comments to SSA with a cc t n l 1 
I | Your comments should be prepared in Microsoft Word format which i s sui table fo r 

b 2 aissemination to D03 and to congressional s ta f f . Please send these comments to the OCA 
contact person as an attachment to your E-mail. I f you have addit ional comments which 
are not suitable fo r dissemination, please include them in the body of your E-mail 
separate and apart from the attachment. I f your d iv is ion i s not taking a posi t ion and 
has no comments, please send an E-mail to the OCA contact person s tat ing such. 

DEADLINE COB 10-25-05. We appreciate your at tent ion to t h i s matter. 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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(S) 

b6 
b7C 

From: 
Sent 
To: 
Subject 
SEMl 
RECO 

L^El SECRET 

CTD) (FBI) 
Mnnrlaw h ilw fY* OrWIft Q-1Q AHil s OGC)(FBI) 
FW: Overcollection of Records RELATED TO ISSUED NSLs 

b6 
b7C 

b2 

NSL embedded below for review per your request. 

Supervisory Special Agent 
CTD/ITOS l/CONUS II 

besk) 
'ager) 

b 6 
b7C 
b2 
b7E 

(St. 
b l 

(OGA) 
Monday, July 03. 2006 8:55 AM 

V ™ (FBI 
ft"™ (FBI1 

RE: Overcollection of Records RELAI bD TO ISSUED NSLs 
t JFBI)£ (FBI) 

] 
b 6 
b7C 

( S ) 

b l 
b7D 

I am attaching the NSL that I submittedl land ended up getting an 
overcollection of information. I asked for records frnml through the 
present and got records that were available from the date of inception through the 
"present." I had written two ECs that included information that was listed in the 
"overcollection." I already charged one of them out, because when I submitted a 
new NSL for all available records from the date of inception through the present 
some of the data had changed. I removed any data that was not included with the 
NEW results. Regarding the second EC I wrote using information from the 
"overcollection" - if the data is the same can I keep my original EC in ACS or should 
I charge it out? Right now it appears that times that some of the e-mails were sent 
may vary, based on it being reportedr HI may 

I didn't know if this second serial should be charged out since it was dated 
prior to the NEW results being received. Or if it can stand as it is. 

b 6 
b7C 
b2 

DATE: 0 6 - 0 8 - 2 0 0 7 
CLASSIFIED BY 65179 DHH/K3R/JTJ 
BEA30IJ: 1 . 4 (C) 
DECLASSIFY OH: 06-08-2032 

ALL INFQRMATIOM COMTAIHED 
HEREIH 15 OTCLA53IFIED EXCEPT 
WHERE SHOOT OTHERWISE 

SEC 



SEb^ET 

14.NSL (42 KB) 
b6 
b7C 

b6 
b7C 
b2 
b7E 

b6 
b7C 

(S> 

b6 
b7C 
b2 

b6 
b7C 
b2 
b7E 

bl 

b6 
b7C 

(S) 

OriginaUJggjflflg; 
From: I 
Sent: 
To: 
Cc: 

](CTD) (FBI) 
Friday, June 30, 2006 5:33 PM 

Subject: 
(OGCXFBI) 

](CTD) (FBI)J 

RE: Overcollection of Records RELATED TO ISSUED NSLs 

RECORE b l 

One more necessary evil, but it could be of benefit. 

NSLB would like to get copies of the NSLs you've issued that resulted in the Provider sending 
more than what was requested. We would like to check the specific language to see if there is 
anything in the body that would cover the extra material they gave. If not, as in the past "over 
collections," they will need to be reported as "potential lOBs" even if you've issued a new NSL 
for that info. 

L here have no way of know which 
ones resulted in the Provider errors. If you could attach all the related ones to a reply e-mail 
with some background explanation related to each we will review them. Let's hope that the 
boiler plate language covers you regardless of your specific listed time frames, but lis a 
you know what. Any questions, let me know. Thanks. I I 

Supervisory Special Agent 
CTD/ITOS l/CONUS II 

Desk) 
Pager) 

From: I 
Sent: 
To: 
Cc: 

](OGA) 
Friday. 3une 23. 2006 9:00 AM r 

|[CM.(FBI)^ 

Subject: Overcollection of Reo 

RECORD 

:BI) 
JCTD) (FBI) 

ECr^T 



^K^ET 

bl 
<s: b 6 
b7C 

bl 
b7D 
b6 
b7C 

bl 
b7D 
b6 
b7C 
b2 

b7E 

bl 
b7D 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 

I just wanted to inform you about an overcollection of records! 
I |l am working on getting the situation corrected at this time. There 

were a couple of instances within the past few months and even though I 
didn't ask for these records I need to report it to the IOB. 

r The first instanc £ 
records! 
that it was a big deal to use the "extra"records. L 

brovi rovided 
II did not realize aJi; 

T NoNSLs 

records again. 
] I submitted another NSL to ask for The 

The problem I am running into now - is the records are not exactly the same 
- since i ll ~\ 

the EC and resubmit another without 
compliance with not "overcollecting." 
referenced in any other ECs associated with my 
up in anothel "1 
to my case based upon 

I will charge out 
so I can be in 

J/vas not 
case. However, it did pop 
No references were made 

In any other case investigations. 

11 got the The second serial I wrote has to do withl 
same results from the second NSL results! ~ 
are off by 8 hours - which probably has to do with howl 
captures it - whether it is GMT or PST. I asked San Francisco to check with 

I Ion the times - so I will know if the times reported in my original EC 
are correct. If they are not, I can charge out that EC and fix the times. If you 
think I should charge it anyways, since I wasn't supposed to have those 
records at that time -1 can do that and resubmit another EC with the same 
information, but dated later. By the way, with the new NSL results there is 
also one morel "Ithat showed upl 

One of the phone companies gave me subscriber results I did not request, 
so that will be reported to the IOB. I wanted subscriber information for the 
phone number they provided, they just gave it to me for the wrong time 
period. 

Also - it appears that I got "extra" recordsL 

SEbRH" 

were issued off the "extra" records. 1 \ 
|our CDC brought up the "overcollection" issue since it has been in the 

news. I ll am not supposed to use these records I 

P 



SE fr<ET 

b l 
b7D 
b2 
b7E 

' S I . I 

(SL 
b7D 
b2 
b7E 

|l have been working with I land the 
1 tech guys to get this resolved. Our CDC thinks these records 

should be semi|stered - so it is un tnl Itn do this. I will let vou know 
when it is done.l 

I will most likely report to the IOB thai! Igave me transactional 
records I did not request. At the time I got them our CDC thought it would be 
good enough foH ho document thai Iwillinolv provided the 
records - and that was the end of it. I I 

| 1 Now we are re-visiting this, I am going to double check 
with our CDC and make sure these records need to be sequestered. 

I am keeping my fingers crossed that there are no more after this.... If you 
have any questions, and I have thoroughly confused you let me know. I will 
provide you with a copy of the EC regarding the IOB violations when it is 
done. 

b6 
b7C 
b2 

DERIVED FROMI G-3 FBI Classification Guide G-3. dated 1/97. Foreign 
Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION^ 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign 
Counterlritefiiqence Investigations 
DECLASSIFICATION EXEMPTION 1 
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DECLASSIFICATION EXEMPTION 1 
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b6 
b7C 
b2 
b7E 

( S ) 

b 6 

b6 
b7C 
b2 

b6 
b7C 
b2 
b7E 

( S ) - -

b6 
b7C 

bl 
b6 S) 
b7C 
b2 
b7E 

SE 

From: 
Sent: 
To: 
Cc: 

Subject: 

i'feRFr 

|(CTD) (FBI) 
Friday. June 30. 2006 3:43 PM 

l-w: overcoiiection or Records 3 
_l03C)(QG^L 
_J(OGA)r~" 
(OGC) (FBlJ 

]OGC)(FBI); 

b l 

Jl£ I lhas advised that after the provider was served the court orders! Ithev 
inadvertently provided lore-dated the court authorization period. 

"Correct me if I'm wrong, but we will probably want to let the FISC know about the Provider error. 
We should be able to issue an NSL to legally collect that data if necessary. 

Supervisory Special Agent 
CTD/ITOS l/CONUS II 

^J^rt^ ]-fDesk) 
* p g e r ) 

Saflfl Original Messa^a 
From: 
Sent: 
To: 
Cc: 
Subject: uvercoiiecnon or Kecoras 

JOGA) 
loo A^ 

lam (FBI) 
IPBI) 

(CTD) (FBI) 

SfeBBfETi 
RECORI I b l 

Hi 

I just wanted to inform you about an overcoiiection of records|_ 
I am working on getting the situation corrected at this time. Appears that I got 
"extra" recordsl I 

h I I have been working with 
|to get this resolved. Our CDC thinks these 

records should be sequestered - so it is up toj [to do this. I will let you know 
when it is done. 

b 6 
b7C 
b2 

DATE: 06-08-2007 
CLASSIFIED BY 65179 Mffl/KSR/JTiJ 
REA50H: 1 .4 (C) 
DECLASSIFY OH: 06-08-2032 

ALL INFORMATION C0HTAIBED 
HEREIH IS DECLASSIFIED EXCEPT 
WHERE 3H0WH OTHERWISE 
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SECRET 

b6 
b7C 
b2 

b6 
b7C 
b2 

MessageFrom: | 
Sent: Friday. August 19. 2005 1:17 PM 
To:[ U i f l t J * 
Cc : l 

IQuestion.txt 
(FBI) 

13 A3GCWFBI) 

Subject: question . . . 
(FBI) 

SSAl 

b l 
b 5 

b6 
b7C 

ALL INFOKHATIOKT COHTAIHED 
HEKEIH IS U1JCLA3SIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DATE: 06-15-2007 
CLASSIFIED BY 65179/DHH/KSR/RJiT 
REASON: 1 .4 ( c , d ) 
DECLASSIFY OH: 06-15-2032 

1073946 

Page 1 

SECfc^T 


