(Rev 01-31-2003)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 01/12/2007
To: General Counsel Attn: NSLB
From: Inspection b6

Internal Investigatijions Section, rPU, Room 3041 b7C
Contact: CRS Extl |
ALL INFORMATION CONTAINED

HEREIN IS UNCLAISIFIED
DATE 05-31-2007 BY 65179/DMH/KSR/RW

Approved By: Miller David IaQﬁud@%‘

Drafted By:

/ Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRAC 155 b2
OGC/IOB# 2007
Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security

Law Branch (NSLB).

Reference: () 278-HQ-C1229736-VIO Serial 1794
278-HQ-C1229736-VIO Serial 1987

Details: (U) The Internal Investigations Section (IIS) received

an EC from| dated 10/25/2006, reporting a
possible IOB error. Based upon a review of the referenced EC it b2
is the IIS’s opinion the incident described therein is b7E

administrative in nature. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.
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(Rev. 01-31-2003)
“SESRET//20320117
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 01/17/2007
To: . Attn: (Personal Attention) E%E
bé
From: Inspection b7¢C
Internal Inv i iong Section, IPU, Room 3041
Contact: CR Ext.
Approved By: Miller David Ian%['\ DECLASSIFIED BY A5179/DNH/KSR/RW
i ON 05-31-2007
Drafted By:
Case ID #: (U) 263-HQ-0-U - 682 (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 3155 b2
OGC/IOB# 2007
Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.
- Deri m :
U E&< D Yy oOn: 7
Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1794
Reference: (U) 278-HQ-C1229736-VIO Serial 1794
278-HQ-C1229736-VIO Serial 1987
Details: (U) Upon review of captioned E?E

report of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.
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‘ (Rev. 01-31-2003)

vl

FEDERAL BUREAU OF INVESTIGATION ; .

Precedence: ROUTINE Date: 10/30/2006
To: General Counsel Attn: NSLB
Inspection Attn: 1IIS
Counterintelligence Attn: CD-2A, Room 4133
Attn: CD(¢
b2 From:
b7E
Esc Contact: SA LL INFORMATION CONTATNED
HEREIN IS UNCLASSIFIED EXCEPT
Approved By: WHERE SHOUN OTHERWISE
Drafted By:
o ,".\ Dl
Case ID #: (U) 278-HQ-C1229736-VIO  (Pending) — { 1"\ %
(U) 278 16104 [(Dandincal R Sa
bl (8) -
DATE: 05-31-2007 .
1 CLASSIFIED BY 6€5179/DMH/KSE/REW
i T1t1e>“< POT PLVING g prasom: 1.4 fo,d)
. SA b7C  DECLA3SIFY OM: 05-31-2032
SSA
, , bl
1§) _ _Synopsis: g of carrier b7D
N, Z
e { Deriv 3
(U)o ,><§ Declassj s 2031
Reference: (U) Conversation with CDC on 10/18/2006.
iU)'"“Détails: ------ é}ﬂ{; The following informatj ' i i in b6
response e quarterly EC from CDC b7C
requesting Intelligence Oversight Board reporting be brought
to the attention of the 0GC and Inspection Division.
sy | ]
bl
b6
b7C

SE T

”"’110?
9ol e




o ®
SEGRET "

To: General Counsel From: b7E
Re: (U) 278-HQ-C1229736-VIO, 10/30/2006

bl
b6
(8] b7C
. , bl
(s] linitiallv requested NSI. subsc:;hﬁr b2
informationl| b7E
b6
b7C
—_—]
13J4, raceived a reply to the NSL |

| In addition to]
1 |
I 1 were received. | | bl

informati received was incorrectly given by | b2
[ | nol information was requested. None| | E;g
| freceived have been uploaded dinto ACS or

placed in the file of the sub

ned I
[::fff:ffffrmis:ake 18 being reported within the mandatory 14-
ay reporting period.

I—’__
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Shefer
b2

To: General Counsel From: b7E
Re: (U) 278-HQ-C1229736-VIQ, 10/30/2006

LEAD(8) :
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) Information is being provided to NSLB for
whatever action is deemed appropriate.

Set Lead 2: (Action)
INSPECTION
AT WASHINGTON, DC

(U) Information is being provided to IIS for
whatever action is deemed appropriate.

Set Lead 3: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) At CD-2A: Read and clear.

Set Lead 4: (Action)

b2
b7E

AT

(U) Information is being provided to CDC for
whatever action is deemed appropriate.

*"
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(Rev. 01-31-2003)

b2
b7E
b6
b7C

S
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 12/12/2006
To: Attn: SAC
CDC
SA
Counterintelligence Attn: SSA CD-2A
Inspection Division Attn: IIS, CRS

ALL INFORMATION CONTAIMED

. HEREIN IS UNCLASSIFIED EXCEPT
From: Office of the General Counsel WHERE SHOWN OTHERWISE

NSLB/CILU/Roop—1847
Contact: AGC

Approved By: Thomas Julie E@D\) DAETE: 05-31-2007
| | CLASSIFIED BY 65179/DHH/KSR/RY

REASON: 1.4 (c,d)
Drafted By:| | DECLASSIFY ON: 05-31-2032

CaSEWIDW#fMEEQi 278—HQ—C1229736—VIO’/7Sending)

_Title: | INTELLIGENCE_OVERSTGHT BOARD b2
MATTER 200%
..... Synopsisy Field Office requested that
the Office’of ‘the General Counsel (OGC) review an incident and
determine whether it warrants reporting to the Intelligence i%E
Oversight Board (IOB). It is the opinion of OGC that the

incident does not need to be reported to the IOB. Rather, this
EC should be maintained in the control file for periodic review
by Counsel to the IOB.

(U) Deti From =
De ity Om: 1
“Administrative: . This electronic communication C) contains b2
information fromz the EC dated 10/30/2006 from to OGC b7E

reporting a potential IOB matter.

Reference: >< 278-HQ-C1229736-v10 -{19%

-wDetaiIS¥“:>§i By EC dated 10/30/2006 requested that OGC
review an incident and determine whetR€T 1t warrants reporting to
SEET

B -‘ o b6 . _
0IG/DOJ REVIEW: DATE: /- -2 b7C

FBI INVESTIGATION:__* an
OIG/DOJ INVESTIGATION: ~




(3)

sacl?%
To: I::lFrom: Office of the @eneral Counsel

Re: 278-HQ-C1229736-VIO, 12/12/2006

b2
b7E

the TOR.

(S} Upon review of the documents provided to

it was learned that the information provided, pursuant to
the NSL, exceeded that which was requested. The error by
was apparently a misunderstanding on its part as to the nature o
the request, since requests for| ]information and
subscriber information are requested separately by the FBI.

S :Rﬁ:l |reDorted that ﬁhey returnedl

(U) Section 2.4 of Executive Order (E.O.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.” This
language was adopted verbatim from E.O. 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and the
IOB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any viclation of a
provision of the Attorney General Guidelines for National
Security Investigations and Foreign Intelligence Collection
(NSIG), or other guidelines or regulations approved by the
Attorney General in accordance with E.O. 12333, dated 12/04/1981,
if such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons. Violations
of provisions that are essentially administrative in nature need
not be reported to the IOB. The FBI is required, however, to
maintain records of such administrative violations so that the
Counsel to the IOB may review them upon request.

(U) On 03/28/2006, the FBI's National Security Law
Branch (NSLB) sent a letter to the Counsel for the IOB requesting
their concurrence to treat third party errors as non-reportable,
though NSLB would still require the field to continue to report

bl

b7C
b2

b7E
b7D

bl
b2
b7E
b7D



SEE%
b2

To: From: OCffice of the General Counsel b7E
Re: 278-HQ-C1229736-VIO, 12/12/2006

(V)

fS],‘ any improper collection under an NSL as a potential IOB matter.

* By letter dated 11/13/2006, the Counsel to the IOB agreed that
‘third party errors in the collection of information pursuant to
an NSL must be reported to the FBI OGC, but are not reportable to

the IOB.

15) (ME){; In the instant case i ction of information bl
by the FBI”"was3 not the fault of FBIffi::fifjbOnce the case agent b2
discovered that he had received information beyond the scope of b7E
the NSL request, the case agent immediatelf se?uestered the b7D

information, returned said information to and reported the
matter to OGC.




To:

Re: Z78-HQ-C1229736-VIO,

sr:?(r

12/12/2006

b2

From: Office of the General Counsel b7E

bl

b7E
b7D

to ensure that the

LEAD(s):
Set Lead 1: (Information)
INSPECTION
AT WASHINGTON, DC
{U) For information.
Set Lead 2: (Information)
COUNTERINTELLIGENCE
AT WASHINGTON, DC
{(U) For information.
Set Lead 3: (Action)
AT
AN ~Vis requested td
appropri

CcC.

144

1- Ms. Thomas

1- IOB Library

SECRET

b6
b7C

cols are in place to prevent similar types of
disclosures in the future.



(Rev. 01-31-2003)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 01/12/2007
To: General Counsel Attn: NSLB b6
b7C
From: Inspection
Internal Investi i i IPU, Room 3041
Contact: CRS Ext
A d By: Miller David Ia \[1\- 4 ALL INFORMATION CONTAINED
pprove Y Thee pv‘M (' %/z/}/ HEREIN IS UNCLASSIFIED
Drafted By: I I DATE 05-31-2007 BY 65179/DMH/KSR/RY
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRAC] 58 b2
OGC/I0B# 2007

Synopsis: (U) To report a potential Intelligence Oversight Board

(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-H0Q-C1229736-VIO Serial 1798 b2
278[ff]c75104 Serial 450 bTE
278-HQ-C1229736-VIO Serial 1988

Details: (U) The Internal Investigations Section (IIS) received

an EC fro ivision dated 10/30/2006, reporting a possible

IOB error. ased upon a review of the referenced EC it is the

IIS’'s opinion the incident described therein is administrative in
nature. Therefore, no internal investigation will be conducted
by the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.
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(Rev. 01-31-2003)
sﬁ?;zf//20320117
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 01/17/2007
To: Attn: SAC (Personal Attention) b2
b7E

From: Inspection b6

Internal Invegtigations Section, IPU, Room 3041 b7C

Contact: CRS | Ext | |
Approved By: Miller David Ian DECLASSIFIED BY 65179/DMH/KSR/RU

4 ON 05-31-2007

Drafted By:
Case ID #: (U) 263-HQ-0-U - 683 (Pending) b2

Title: (0) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 3158
OGC/IOB# 2007

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

AAAAAAAAAAAAAAAAAAAAAAAA R i From : G-
Decla ? 0117

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1798

Reference: (U) 278-HQ-C1229736-VIO Serial 1798
278 C76104 Serial 450
278-HQ-C12298736-VIO Serial 1988

Details: (U) Upon review oflq Division’s captioned report
of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

{(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.
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U.S. Departme. )f Justice

Office of the Inspector General

Washington, D.C. 20530

DATE: January 26, 2007

TO:

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

ALL FBI INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED

FROM: Glenn G. Powell DATE 05-31-2007 BY 65179 /DMH/KSR/RI

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007002584 b6
Subject] | b7C
FBI No. 263-0-U-683 i
FBI CMS No. 3158

1 [

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OI1G.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment



DIVISION - Complaint Form

b2
689-2007-002584 -

D15 - INVESTIGATIONS

OIG NO.

Received By:: Date Received: 01/08/2007 Hew Received: A
SUBJECT:I I SSNO:
fitie: SA Pay Plan: D.O.B.:
omponent: FRI EOD Date: Alien No.:
iisZ: F.B.I.No.:
{iome : B.O.P.No.:

‘hone: () - ZIPl I D/L No.:
vork: , , ‘ Offenses: 689
hone: (202* 21Pp:

SUBJECT:[i | SSNO:
Jitle: SSA Pay Plan: D.O.B.:
omponent: FB3T E0D Date: Alien No.:
ilsc: F.B.I.No.:
iome: I ] B.O.P.No.:
hone: () - 2TP: D/L No.:
Jork: , , Offenses: 683
’hone: (202) ZIP:

CHPLAINANT: | | SSNO:
‘itle: ATTY Pay Plan: D.O.B.:
lomponent: FBIT EOD Date: Alien Nc.:
lisc: F.B.I.No.:
fore: I I B.O.F.Nc.:
hone: () - Z21p: D/L No.:
lork: , ,

*hone: (202) ZIP: .
lenfidential: Reveaied: Authcrity: none

b6

b7C

b2

AAAAAA § b2

"he National Security Letter (NSL) requested subscriber information, however the reply'fauh
the NSL provided toll records. Ncne of the toll records were uploaded into FR2I databases

and the erroneously provided information was reported within the mandatory 14 day reporting
period.

It is the opinion of the Office cf the General Counsel that this matter need not be reported
Lo _the IOB. ‘dz)
e

————————————————
e

LLEGATIONS: 689 1I0B Violation

ccurrence Date: b2 TIME:
:ITYI I b7E Stare: Zip:
T

"iSPOSITION DATA: Disposition: M Date: 01/25/2007 Approval: POWELL, GLENN G

Yl
eferred to Agency: Date Sent: Component: FBI
‘atrict Act: N Civil Rights: n Component Number: 263-0-U683, 3158
ensitive: N Whistleblower: N Consolidated Case Number:

DATE: 05-31-2007

FBI INFQ.

CLA3SIFIED BY 65179 /DMH/ESR/RY
FEASON: 1.4 (c)

DECLAZSIFY ON: 05-31-2032

Paace 1 of 2 Drintad N1 /28 /2007 7.32.99

bl



YIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 689-2C07-002584-M

b2

Remarks:

Predicating material contains classified informaticn that willi be maintained in a secure
container within OIG/INV/HOQ.

21/26/07-Sent to Kaiser/FBI/INSD. (dz)




F2-96" (Rev 03 21-2005)

égh‘éT

FEDERAL BUREAU OF INVESTIGATION

Yie

i

Precedence: ROUTINE Date: 05/03/2006
To: Inspection Attn: IIS, Room 11861
General Counsel V‘ Attn: NSLB, Room 7975
o J |"\
From:
b2
b7E Contact: SFO |
bo DATE: 05-31-2007
b7C  Approved By CLASSIFIED BY 65179 /DMH/RSR/RY
REASON: 1.4 {c,d)
Drafted By: DECLASSIFY ON: 05-31-2032
- .. —
Case ID # 278-HQ—C1229736—VIO-\3§5 ALL INFORMATION CONTAIMED
— HEREIN IS UNCLASSIFIED EXCEFT
Title: (U) SF b6 WHERE SHOUN OTHERWISE
SSRA I b7cC
iU) INTELLIGENCE QOVERSIGHT BOARD (IOB) ERROR
S§66§§1§1;>§<: To report possible IOB error, unauthhorized,
unintentiénal“collection of information.
- 34
Details
bl
b2
p7g (S) 1.
bé
b7C
(S) 2.
‘UT““}KS 3. Possible IOB Error: Unintentional collection of
information.
bl (S)
N H '
S 4. Description of IOB Error (including any repérting
U) ayg). Financial records were furnished , pursuanGAGomafNational
{ 3__“§§§urlty Letter (NSL) for individuals other than the subject of the
~ (5
s Mtrae il /?/‘ SE‘?(T

Cpe

Ju., ) qoilm bs




° °
LK SE§>ém

b2 ' To: ngpection From:
b7E Re:""iﬁi 278-HQ-C1229736-VIO, 05/03/2006

(S) A National Security Letter for financial records of

r_cantianad—suhject was requested

(s) 1

bl
b6
b7C (S) _J
b7D
(L) T%Records were received by writer and held until the analysis
b6 of those records was able to be conducted. During the course of the
b7C analysis writer found records that were_in the pames of individuals
other than the captioned subject. SSRA was advised of
this.
s) | |
bl
b6
b7C )] I
b7D
(V) After speaking with ADC an
bé of 0GC, the records not pertaining to captian have been
b7C separated, segregated and sealed none of
EgE those records_have been uploaded Into ACS or other FBI record
systems. ADC jand provided guidance on how to
handle this matter.

SECR%:
2
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sgj}ﬁ?

To: Inspection From:
ARe;-:>§<ffz78—HQ—c1229 36-VI0, 05/03/2006

LEAD(s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

{(U) For action deemed appropriate.

*
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b7E



4 2176
(Rev. 01-31-2003)
s%'r
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 12/26/2006
To: Attn: SAC
CDC
Attn: SSRA

e Counterterrorism Attn: ITOS II
gSC Inspection Attn: IIS, CRS

m -

b2
b7E

Drafted By:

bl s)
e 18 - JQ - -Vio - 135S
Details: ™ By EC dated 05/03/2006, requested that

ALL INFORMATION CONTAIMED
HEREIN IS UNCLASSIFIED EXCEFT
From: Office of the General Counsel WHERE 3HOWN OTHERWISE
NSLB/CTLUII/LX1/Room 3S-2110
Contact: AGd |

Approved By: Thomas Julie F (770

DATE: 05-31-2007

CLASSIFIED BY 65175/DIH/KIE/RI
FEASON: 1.4 (c)

DECLASSIFY OM: 05-31-2032

|\l

Z

Case ID #: 278-HQ-C1229736-VIO Serial |470 (Pending)

: -Tﬂi-tle-z»->(< INTELLIGENC IGHT BOARD
MATTER 2006 b2

SYﬁbpgiSf;:>Si: It is the opinion of the Office of the General
Counsel (OGC) that this matter is not reportable to the Intelligence
Oversight Board (IOB). Rather, it should be maintained in the

control file for periodic review by Counsel to the IOB. Our analysis
follows.

(U) i From : @G-
Dec n:

Reference:

OGC review the facts of the captioned matter and determine
whether it warrants reporting to the IOB. As explained below,
in our opinion, the FBI is not required to report this matter

to the IOB. :
sefer

B ¥ -y ] ) ] ._'
bs  0IG/DOJ REVIEW: DATE: {- “

b7C

FBIINVESTIGATIO - —__ (2

01G/D0J INVESTIGATION:_____—




B
b2

b7E To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/26/2006
b2
(S) ©On 11/10/2005, drafted an NSL pursuant pTE
to 18 U.S.C. § 2709 seeking financial records of the target of 57D
an _authorized investigation ]
(s) |
)] Il
bl
b6
b7C
b7D

(s) | |

(V) }{) The records not pertaining to czmﬂ.oned_subiaaj
b2 have been Separated, segregated and sealed in

b7E [ none of those records have been uploaded into ACS or other
FBI record systems.

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB)
and established the Board as a standing committee of the
President's Foreign Intelligence Advisory Board. Among its

sé;@?r

- - 2




S T
b2

To:E: From: Office of the General Counsel b7E
Re: 278-HQ-C1229736-VIO, 12/26/2006

responsibilities, the IOB has been given authority to review
the FBI's practices and procedures relating to foreign
intelligence and foreign counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates
that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division (INSD), and the General Counsel,
Office of the General Counsel (OGC), respectively) report to
the IOB intelligence activities that they have reason to
believe may be unlawful ox contrary to Executive Order or
Presidential Directive. This language has been interpreted to
mandate the reporting of any violation of a provision of The
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection (NSIG),
effective 10/31/2003, or other guidelines or regulations
approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provision was designed to ensure the
protection of individual rights. Violations of provisions
that merely are administrative in nature and not deemed to
have been designed to ensure the protection of individual
rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain records
of such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature" must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

e S Z§< NSLs are a specific type of investigative tool

that allows the FBI to obtain certain limited types of
information without court intervention: (1) telephone and
email communication records from telephone companies and
internet service providers (Electronic Communications Privacy
Act, 18 U.S.C. § 2709); (2) records of financial institutions
(which is very broadly defined) (Right to Financial Privacy
Act, 12 U.S.C.§ 3414(a) (5)(A)); (3) a list of financial
institutions and consumer identifying information from a credit
reporting company (Fair Credit Reporting Act, 15 U.S.C.S§§
1681lu(a) and (b)); and (4) full credit report in an
international terrorism case (Fair Credit Reporting Act, 15
U.S.C. § 1681v). NSLs may be issued in conformity with
statutory requirements, including 18 U.S.C. § 2709. NSIG,
section V.12.
"""""""""""" Here, during an authorized investigation, the
FBI properly served an NSL on a financial institution.- In



b2

b7E

SE

To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/26/2006

response to the properly served NSL, the FBI obtained
information regarding other indivuduals that were not relevant
to the investigation.! It appears that this information,
although lawfully obtained, is not relevant to the
investigation and was properly segregated to protect the
potential privacy interests of United States persons. Once
information not relevant to an authorized investigation is
received, the field should contact the carrier and ask whether
the unintentionally acquired information should be returned or
destroyed with appropriate documentation to the file.

(U) Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4
cf EO 12863, it is our opinion that this error is not
reportable to the IOB. A record of this decision should be
maintained in the control file for future review by the
Counsel to the IOB.

It is unknown, however, whether the information associated
with the other subscriber pertained to a United States Person
inasmuch as there has been no review of the information.

-. T o= _ SE%T ) h.
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To: From: Office of the General Counsel b7E
Re: 278-HQ-C1229736-VIO, 12/26/2006

LEAD (s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required, for three
years for possible review by the Counsel to the IOB.

Set Lead 2: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) For information.

Set Lead 3: (Action)

(U) should contact and ask whether
the improperly or unintentionally acquired information should
be returned or destroyed with appropriate documentation to the
file.
cc: Ms. Thomas

b6
b7C .

IOB Library

¢



(L2v. 01-31-2003) .
SECgéT
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 01/10/2007
To: General Counsel Attn: NSLB/CTLUII
LX1
Room_38-110
AGC ]
Counterterrorism Attn: ITOS I1I
Inspection Attn: 1IIS
CRY|
| Attn: AssgClate Division counsel
b2 — SSA
b7E ["‘ . CUNTAINED
b6 From: HEREIN IS UNCLASSIFIED EXCEPT
b7C WHERE SHOWN OTHERWISE
Contact: SA
Approved By:
Drafted By:
4
(U)o Case ID-#: )S) 278-HQ-C1229736-VIO \T?endingr/ﬂiﬂo\
DATE: 05-31-2007
{u) e A El@ INTELLIGENCE OVERSIGHT BOARD CLASSIFIED EY 65173 /DHH/KSE/FY
MATTER 2006“' b2 REASON: 1.4 I:C]
DECLASSIFY ON: 05-31-2032
Synopsis: (S) Destruction of records which were inadvertently E%E
provided bl
b7D
tUjm~mM%m““mMW AAAAAAA ( Der rom
Declasgi n: 20110
() AWA,,_A,,_Re_,f.__erence:‘>< 278-HQ-C1229736-VIO Serial 1970
Details: (S) Referenced EC requested FFTI Lic coracainn e
b2 the unintentionally acquired information I
EZE which was obtained via a National Security Letter (NSL), should

B0 be returned or destroyed with appropriate documentation to the
file.

Those specific d which were
L) unintentiofiaMy acquired by FBI W iously
segregated, sealed and maintained by FBI Chief Division
b6 Counsel. On January 10, 2007, Associate Division Counsel (ADC)
b7C I ] opened the sealed package to review the documents,
b2 not for its content, but to determine if the documents were
b7E originals or copies. A review of the documents revealed they




iy

To: General Counsel From:
“Re:.”}5<f 278-HQ-C1229736-VIO, 01/10/2007

® o
SBRET b2

b7E

(3) |

Based upon ADC[:::::::]

{0 b2
b7E

review, on January 10, 2007, ADA__ |shredded those documents
which were unintentionally acquired

been destggs;d,

As the unintentionally acquired documents have
ronsiders the lead covered.

o

b6
b7cC
bl
b7D



Uy -

sz:c\)ﬁ
To: General Counsel From: [::::::]

Re:. 278-HQ-C1229736-VIO, 01/10/2007

LEAD (s) :
Set Lead 1: (Info)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) Read and clear.
Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC
(U) Read and Clear.
Set Lead 3: (Info)
INSPECTION

AT WASHINGTON, DC

(U) Read and clear.

*
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b7E



(Rev. £1-31-2003)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 01/12/2007
To: General Counsel Attn: NSIB

From: Inspection

Internal Investigations Secticon, TIPU, Room 3041
Contact: CRS |

T
b6 . ; . zngﬁl ALL INFORMATION CONTAINED
b7C Approved By: Miller David Ian ‘ MEREIN IS UNCLASSIFIED
-31-2007 J MH/KSR./RY
b2 Drafted By: y  DATE 05-31-2007 BY 65179/DHH/KSR/RW
Case ID #: (U) 278-HQ-C1229736-VIO  (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/I1IS TRACKIN 2176
OGC/IOB# 2006
b2
Synopsis: (U) To report a potential Intelligence Oversight Board
(ICB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).
Reference: (U) 278-HQ-C1229736-VIO Serial 1353
278-HQ-C1229736-VIO Serial 1970
Details: .fE:fff]Internal Investigations Section (IIS) received
an EC fromj} Division dated 05/03/2006, reporting a possible
b2 IOB error. Based upon a review of the referenced EC it is the
b7E IIS’s opinion the incident described therein is administrative in

nature. Therefore, no internal investigation will be conducted
by the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

¢



(Rev. 01-31-2003)
/20320117

b2
b7E
b6
b7cC

m -

b2
b7E

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2007

To: Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations Section, IPU, Room 3041
Contact: CRSI |

Approved By: Miller David Ian @ﬂ{ DECLASSIFIED EY 65179/DMH/KSK/RU
- ON 05-31-2007

Drafted By:

Case ID #: (U) 263-HQ-0-U - 684 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2176
OGC/IOB# 2oos-|____| b2

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

o 3}4: Deri m

Dec n

17
Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1353

Reference: (U) 278-HQ-C1229736-VIO Serial 1353
278-HQ-C1229736-VIO Serial 1970

Details: (U) Upon review of: Division’s captioned report
of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

¢
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U.S. Departme  of Justice

Office of the Inspector General

Washington, D.C. 20530

DATE: January 29, 2007

TO: Kenneth W. Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation
ALL FBI INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 05-31-2007 BY 65179/DHH/KSR/RU
FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007002639
b6 Subjectl |

pie FBI No. 263-0-U-684

b7E FBI CMS No. 2176

- We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
0I1G.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

[

This complaint will be investigated by the OIG.

[]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation dees not have a

right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment



IS - INVESTIGATIONS DIVISION -

Complaint Form

01G NO.:D689—2007—0C2639-M

cceived By: Date Received: (01/04/2007 How Received: A

UEJECT:L AJ SSNO:

itie: SSA Pay Plan: D.0.B.:

ompoenaert: FRI EOD Date: Alien No.:

igeo: F.B.I.No.:

omeE : B.0.P.No.:
Z1P: D/L No.: bé

QOffenses: 683 b7C

ZIP b2

OMELATIMANT : SSNO:

'itle: EZXECG Pay Flan: D.0.B.:

cmponent: FBI EOD Date: Alien No.:

s F.B.I.No.:

lcme : B.O.P.No.:

‘hone: () - 21P: D/L No.:

jork: , ,

*hene: (202) ZIP: .

onfidential! Revealed: Authority: none

Details:

The FBl provided information regarding a pctential TOB matter (2006{:::::]

uring an authorized investigaticn,
on a financial institution. In response to the NSL,
assoclated with individuals who were not relevant to
properly segregated to protect the potential privacy

the FBI properiy

Iz

1s tie copinion of the Office of the General Counsel that this matter need not be reported

b2

served a National Security Letter (N3L;
the FBI was provided with information
the investigation. The informaticn was
of the individuals.

tc the I0B. {(dz)
- e —
ALLEGATIONS: 6849 IOB Violation

decurrence Date: TIME: b2
zity ] b7E Zip:
J
DISPOSITION DATA: Disposition: M Date: 01/29/2007 Approval: POWELL, GLENN G
v
2eferraed to Agency: FBI Date Sent: 01/29/2007 Component: FBI

Patriot Act: N Civil Rights: N

Sensitive: N Whistleblower: N

Component Number:

263-0-U-684, 217¢

Consolidated Case Number:

Remarks:

Predicating material contains classified information
container within OIG/INV/HQ.
01/29/07-Sent

to Kaiser/FBI/INSD (dz)

that will be maintained in a secrue

ALL FBEI INFORMATION CONTAINED
HERETIN IS UNCLASSIFIED
DATE 0g-06-2007 BY &5179/DMH/KESR/RW

Nl e nd N DA IDANT 1T.720.70



Freedom of Information
and
Privacy Acts

SUBJECT: NATIONAL SECURITY LETTERS
FOLDER: _Q30(3- 0-U-  Volymeg Q2

Federal Bureau of Investigation



DATE: 05-25-2007
‘e —
(Rev. 01-31-2003) CLASSIFIED BY 65179 DMH/KSR/TW

REASON: 1.4 (C)
sgc%q' DECLASSIFY ON: 05-25-2032
FEDERAL BUREAU OF INVESTIGATION 1073946
ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED EXCEPT
WHERE SHOWN QTHERWIZE
Precedsﬂce: ROUTINE Date: 01/04/2007
To: thspection Attn: IIS, Room 11861

General Counsel Attn: NSLB, Room 7975

From: I—l

Contact: ISS

Approved By: eb e
b7C
b2
b7E
Drafted By: ksh
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)—A037
(u) _278 C26391 (Pending) -« 414 bl
(s) r (Pending) —4 2
Title: (U) INTELLIGENCE QVERSIGHT BOARD (IOB) ; -
SUPERVISORY SPECIAL AGENT
] b6
b7C
fS)! REPORT OF A POTENTIAL IOB MATTER

bl
b7D

/Synopsis: P&) To report a possible IOB violatd involvin
__receipt of unsolicited telephone toll records
(U}QQ Derive om
Declagsi Oon
(5P .

ReferenceKs)hﬁ Berial 11
(U) 278-HQ-C1229736 Serial 2570

G-3
X1

Details: \TB$ In accordance with reporting requirements relating
to known or suspected Intelligence Oversight Board (IOB)
viclations, per reference 2, notification is being made to the
Office of General Counsel regarding unsolicited telephone toll

SE T 4
0 Gl (00 @ Z’Zﬂ 7
o2 féue

pIC BN

ko
b7C .
oy~ H/'O? . o “'.'_),_;A 3




SECRET

b2

To: Inspection From: b7E
Re: (U) 278-HQ-C1229736-VIO, 01/04/2007

8y ..
bl e
b7D records,

(S) l J

8y . | Jsend a National Security Letter (NSL) to
requestilndg subscriper intformation F |
bl

b2 ,
b7E (s) | Irecelved the

criber information

b7D
These toll records were not requested in the NSL.
(sl
bl
sy | Jrecords,' |
b1 = . ess National
570 L [ have been turned over tol |
b6 cDC (A/cpe)| | pending a response rr, National
b7C Security Law Branch regarding this matter. A/CDq secured
23 the toll records within his office safe.
E

ss\ér\m'
2



® ®
SRQRET b2

b7E
To: Inspection From:
Re: (U) 278-HQ-C1229736-VIO, 01/04/2007
LEAD(s) :

Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) Request IIS take appropriate action as necessary
in response to this potential IOB matter.

Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) At NSLU, review information provided herein and
act as deemed appropriate.

¢

sz&s:\
3



(Rev. 01-31-2003)

gﬁQ&fT

FEDERAL BUREAU OF INVESTIGiTION

Precedence: ROUTINE Date: 02/05/2007
To: Attn: TIIS|_ |
ALL INFORMATION CONTAINED A/CDC
HEREIN IS UNCLASSIFIED EXCEPT ESC TR D325 3007
WHERE SHOUN OTEERWISE , b2 CLASSIFIED BY 65173 DHH/KSR/IW
Counterintelligence bTE Attn: CD-2 REASON: 1.4 {(C}
DECLASSIFY OM: 05-25-2032
Inspection Attn: 1IIS,
From: Cffice of the Gesneral Counsel
NSLB/CILU/Roomp—1047 L
Contact: AGC 202-324

Approved Bv: Thepraga Tnilie F‘M])

Drafted By:

L1 P
‘ Case "I'D""#‘:“~~~><) 278-HQ-C1229736-VIO Serialgkqof (Pending)

{0) rotier—§)  INTELLIGENCE OVehdIGni BUARU
MATTER 2007

b2

Synéﬁéié?““'ﬁﬁ It is the opinion of the Office of the General
Counsel (OGC) that this matter is not reportable to the
Intelligence Oversight Board (IOB). Rather, it should be
maintained in the control file for periodic review by Counsel to
the IOB. Our analysis follows.

(U) Derive r + G-3
Declassify : 02/05/2032

iy -Administrative: (8] This electronic communicatipn (EC\ captains
e informatian from the EC dated 01/04/2007 from the Field
b1 Office to OGC reporting a potential IOB matter.

Reference: isl“ﬁnm~

iUT“Detailstwwfﬁé By EC dated 01/04/2007, requested that
OGC review the facts of the captioned matter and determine whether
it warrants reporting to the IOB. As explained below, in our
opinion, the FBI is not required to report this matter to the IOB.

~- 2e3] SE\Q.ET
.
0IGD0J REV!E&’I=’=._DA}E!;:?? 17/ 108

Fal INVESTIGATION: !
OH3DOJ INVESTIGATION: o

b2
b7E




b2
b7E

bl
b2
b7E
b7D

b2
b7E
b7D
bl

s),

® ®
SE&KI‘

ToJ l : + Office of the General Counsel
Re: 278-HQ-C122975.°VIO, 02/05/2007

%
drafted an NSL pursuant

NSL was sent to

to 18 U.S.C. § 2709 seeking subscriber information for a
:te]_ephone number_that was beliesved ta be nigad by snhiect The

S) leceived the reguested
subscriber infocrmation along | |

toll records pertaining to the requested number. | |
he toll records was immediately turned over to the

Acting Chief Division Counsel for sequestration.

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). ©On 09/13/1993, by Executive Order 12852, the
President renamed it the Intelligence Oversight Bcar:: {IOB) and
established the Board as a standing committee of the President's
Foreign Intelligence Adviscry Board. Among its 1agponsibilities,
the IOB has been given authority to review the FBI's pract:.ces
and procedures relating to foreign intelligence and foreign
crntoricsglligonce tnllectine

(1} Section 2.4 of Enecutive Order 12863 mar-:iras that
Inspectors General and General Counsel of the Intellidgunce
Community components (in the FBI, the Assistant Director,
Inspection Division (INSD), and the General Counsel, Office of
the General Ccunsel (OGC), respectively) report to the IOB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive. This language has been interpreted to mandate the
reporting of any violation of a provision of The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or
other guidelines or regulations approved by the Attorney General
in accordance with EO 12333, dated 12/04/1981, if such provision
was designed to ensure the protection of individual rights.
Violations of provisions that merely are administrative in nature
and not deemed to have been designed to ensure the protection of
individual rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain records of
such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in

SEC&

2



b2
b7E

o @
SE&Q

To: From: Otfice of the General Cou.i.”
Re: 278-HQ-C1229736-VI1IO, 02/05/2007

nature” must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

(U) On 03/28/2006, the FBI's National Security Law

Branch (NSLB) sent a letter to the Counsel for the IOB requesting
their concurrence to treat third party errors as non-reportable,
though NSLB would still require the field to continue to report
any improper collection under an NSL as a potential IOB matter.
By letter dated 11/13/2006, the Counsel to the IOB agreed that .
third party errors in the collection of information pursuant to an
NSL must be reported to the FBI 0GC, but are not reportable to the
I0B.

(U) In the instant cara_the_cnlﬁection of toll record
information was not the fault of Orice it was
discovered that the informaticn was beyond the scope of the NSL

request, the informatini» was immediately sequestered and the
matter was reported to CGC.

(U) Based upon these facts, in accordance with the
terms implementing the repoxting requirements of Section 2 4 of
EO 12863, it is our opinion that this error is not reportable to
theo TOR A racard of this dec1snon should be mAintAained in the
CUll: o silic Lul LuLUic tcvie.” BT Y *+he .Counsel Lo ths IC2)

R

sz&a{'
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b7E
bl
b7D

® ®
SE&ﬁQ?
b2

p7E TO: from.-: - ‘fice of the General Counsel
Re: 278-HQ-C1229736-VI(, 02/05/2007

LEAD(s) :
Set Lead 1: ({Action)
INSPECTION

AT WASHINGTON, DC
(U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion

concluding that IOB notification is not required, for three years
for possible review by the Counsel to the IOE.

Set Lead 2: (Info)
COUNTERINTELLIGENCE
AT WASHINGTON, DC

{(U) For information.

“trol Lead O {ACT IO . *
m
(8. (X) If deemed relevant
should submit the appropriate NSL requesting the toll records or
returhl If the information is not relevant
or| Oeés not seek their return, | ] should be

destroyed with appropriate documentation placed in the file.

cc: Ms. Thomas

IOB Library ﬁgc

*

SE}RQ



(Rev. 01-31-2003)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 03/28/2007
To: General Counsel Attn: NSLB

b2
b7E

From: Inspection

Internal Investigations Section, IPU, Room 3041
Contact: CRS Ext.
b6
Approved By: Miller David Ian E;C

Drafted By:

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)

Title: (u) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH 3443
OGC/IOB# 2007

b2

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 2037
278-HQ-C1229736-VIO Serial 2199

Details: U) The Internal Investigations Section (IIS) received
an EC fromPDivision dated 01/04/2007, reporting a
possible I error. Based upon a review of the referenced EC it
is the IIS’'s opinion the incident described therein is an
administrative issue. Therefore, no internal investigation will
be conducted by the IIS and this matter is being relegated to the
NSLB for whatever action they deem appropriate.

*

ALL INFORMATION CONTAINED
HEREIN IS UNCLA3ZSIFIED
DATE 05-25-2007 EY 65179 DMH/KSR/JW



(Rev. 01-31-2003)

sn}ﬁﬁT//zo3zoaza
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 03/28/2007
b2
b7E  To: Attn: SAC (Personal Attention)

From: Inspection

Internal Investigations Section. IPU, Room 3041
Contact: CRS Ext.
. b6
Approved By: Miller David Ianyfi/]
PP Y m DECLASSIFIED BY 65179 DNH/KSR/JU EZC
Drafted By: % ON 05-25-2007

\' Case ID #: (U) 263-HQ-0-U - 738 (Pending)

Title: () INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 3443 b2
OGC/IOB# 20071

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

(UT“9<) Derived omp-Y G-3
Declassj . 20320328
Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 2037

Reference: (U) 278-HQ-C1229736-VIO Serial 2037
278-HQ-C1229736-VIO Serial 2199

b2 Details: (U) Upon review of Division’s captioned

b7E report of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

*
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b7D

FD-962 (Rev. 03-21-2005)

ssé&g.s-r//zo320212
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 02/12/2007
To: Attn: ADC
Inspection Attn: 1IIS, Room 11861
General Counsel Attn: NSLB, Room 7975+
From:
b2
ontact: SA bTE
b6
Approved By: b7cC
. 2 ALL INFORMATION CONTAINED
Drafted By: (dz)/”/ 5,{ HEREIN IS UNCLASSIFIED EXCEPT
{U) Case_ID #: 2782H0-C1229736-vI0 - ! WHERE SHOWN OTHERVIZE
Yy 279 A95380 - 065
621 AB9455-I0B - 20

Title: (U) REPORT OF POTENTIAL
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR

DATE: 05-25-2007

(U} synopsis: ~0%) To report possible IOB error. CLASSIFIED BY 65179 DMH/KSR/TW
REASON: 1.4 (C)
(U - PBY Deri From : G-3 DECLASSIFY ON: 05-25-2032
Declassify On: 02/12/2032
Details:
(S) 1

(5) 2. |

(U19<) 3. Possible IOB Error:

(S)
{0 §ﬁ% 4. Description of IOB Error (including any reporting

elays).

(S) A Natiopnal Securitv letter (NSL)| |

| for recardsl |

) 7
A1 Sizo'eN SECRET/ /20320212
b6 e -

-,
£




® [
__SECRET(/20320212

To: Inspection From:
{0} Re[)‘{) 278~-HQ-C1229736-VIO, 02/12/2007
b2
EZE (s) | keviewed the records|
vip | ] and found | I |
(U}~ &() The original documents reflect] information which
was not requested have been forwarded to ADC for
b2 sequestering. Redacted copies only reflecting the requested
b7E information will be retained for the case file.
SECRET//20320212

2



b2
b7E (U}~

SEC //20320212

To: spection From:
Ret Wig) 278-HQ-C1229736-VIO, 02/12/2007
LEAD (s) :
Set Lead 1: (Action)

INSPECTION

AT WASHINGTON, DC

{(U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL CQUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

L £

SECRET//20320212
3



(01/26:1998)
SEéKET
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 3/2/07
To: Attn: SAC, CDC, ADC
Counterintelligence Attn: AD
Inspection . Attn: IIS, CRS

From: General Counsel
National Security Affaips/Room 7974

bé
: ie F. T ALL INFORMATION CONTAIMED
E;C Contact Julie horpas HEREIN IS UNCLASSIFIED EXCEPT
. WHERE SHOUN OTHERWISE
b7E Approved By: Thomas Julie 7 "’
Drafted By: DATE: 05-25-2007
CLASSIFIED BY 65179 DMH/KSR/JW
__Case ID #: 278 _HQ-C1229736-VIO— 439 ~ BEASON: 1.4 (€]
mase ~u CLASSIFY ON: 05-25-z032
S 62F -A89455 [0/
(- Titles - QQ POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER
20074 b2
‘Ujmsyﬁbpsisz ------------- (}Q It is the opinion of the Office of the General
Counsel (OGC) that no error was committed in this matter, and
therefore nothing need be reported to the IOB. A record of this
decision should be maintained in the investigation control file
for review by the Counsel to the IOB.
(U) Deriveqd/from : G-3
Decla Yy On: X1
(U) Reference: ( 278-HQ-C1229736-VIOSeapn | A1 SY
E%E """" g 278 A95380
( 62F AB9455
Details: (s) ]
bl
b7D
b6 SNT
b7C
! .
IMG/DOJ REVIEW, DATE; 3/131%

FUIINVESTIGATIG

RR0J INVESTIGATION




s}sgr

b2
bTE 1o From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 3/02/07
b2
iZE (8) reviewed
b7D the records received| LwO J
II € time period requested in
€ NoL.
() - o QQ The original documents reflecti information
EEE which was not requested have been forwarded to ADC and

o

sequestered. Redacted copies which only reflect information
requested by the NSL will be retained for the case file.

"“”W““Wfk{ The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 9/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB) and
established the Board as a standing committee of the President's
Foreign Intelligence Advisory Board. Among its responsibilities,
the IOB has been given authority to review the FBI's practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection.

(U) Section 2.4 of Executive Order (E.O.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential Directive.” This
language has been interpreted to mandate the reporting of any
violation of a provision of The Attorney Genexal's Guidelines for

FBI National Security Investigations and Foreign Intelligence
Collection (NSIG), effective 10/31/2003, or other guidelines or
regulations approved by the Attorney General in accordance with
E.O. 12333, dated 12/04/1981, if such provision was designed to
ensure the protection of individual rights. Vieclations of
provisions that merely are administrative in nature and not
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b7E

SECRET

To: [:::::::] From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 3/02/07

deemed to have been designed to ensure the protection of
individual rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain records of
such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature" must be made by OGC. Therefore, such administrative
vioclations must be reported as potential IOB matters.

{m o

------ Mmﬁé NSLs are a specific type of investigative tool
that allows the FBI to obtain certain limited types of
information without court intervention: (1) telephone and email
communications record from telephone companies and internet
service providers (Electronic Communications Privacy Act, 18
U.S.C. § 2709; (2) records of financial institutions (which is
very broadly defined) (Right to Financial Privacy Act, 12 U.S.C.S§
3414 (a) (5) (A); (3) a list of financial institutions and consumer
identifying information from a credit reporting company (Fair
Credit Reporting Act, 15 U.S.C. §8n 1681uf(a) and (b); and (4)
full credit report in an international terrorism case (Fair bl
Credit Reporting Act, 15 U.S.C. § 168v). NSLs may be issued in

conformity with statutory requirements, including 18 U.S.C. §
2708.

(S) Here, during an authorized investigation
properly served an NSL|

In response to the properly served NSL, the FBI obtained

containing information beyond what it_is legally
authorized to receive. The FBI, having ascertainedl

| were beyond the scope of the NSL, forwarded the bl

. . , b7D
unasked for information to the ADC for sequestering and redacted
their files to reflect only information responsive to the NSL.

(UJWWWWMHBB(; By agreement with the Counsel to the IOB, it is
our opinioh that this error is not reportable to the IOB. A
record of this decision should be maintained in the control file
for future review by the Counsel to the IOB.

SECRET



To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 3/02/07

b2

b7E
Set Lead 1: {Read and Clear)

" | tael with $ho pmﬂiw arvdl

rMiadie. C
(8). }X(,éeturn original documents '
information beyond t scope of the NS
o7 T
b7D 1 =
dabroy o G opt T
Set Lead 2: (Info) éO’U P)’OU,
COUNTERINTELLIGENCE '
AT WASHINGTON, DC
(U) Read and clear.
Set Lead 3: (Info)
NSPECTION
AT WASHINGTON, DC
(U) Read and clear.
1-Ms. Thomas
1] b6
b7C

1

1-I0B Library
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(Rev. 01-31-2003)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 03/28/2007
To: General Counsel Attn: NSLB

b6
b7C
b2

b2
b7E

-

From: Inspection
Internal Investigations Section,. TPU, Room 3041

Contact: CRS Ext.

Approved By: Miller David Ian

DECLA3ZSIFIED BY 65179 DMH/ESR/JW
Drafted By: ON 05-25-2007
/ case ID #: (U) 278-HQ-C1229736-VIO  (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 3618 b2

OGC/IOB# 2007

Synoﬁéié!“”“&ﬁ To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB) .

Reference: (U) 278-HQ-C1229736-VIO Serial 2154
27 A95380 Serial 68
278-HQ-C1229736-VIO Serial 2234

Details: U) The Internal Investigations Section (IIS) received
an EC fro Division dated 02/12/2007, reporting a possible
IOB error. Based upcon a review of the referenced EC it is the
IIS's opinion the incident described therein is administrative in
nature. Therefore, no internal investigation will be conducted
by the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

*



(Rev 01-31-2003)
SECKRET//20320328
FEDERAL BUREAU OF INVESTIGATION
b2 Precedence: ROUTINE Date: 03/28/2007
b7E To: Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations Section, IPU, Room 3041
Contact: CRS Ext.

b6 11 d 1anfyA1
Approved By: Miller David Ian -
b7C PP Y

b2

DECLASSIFIED BY 65179 DMH/KSR/TU
Drafted By: ON 05-25-2007

[

““Case ID #: (U) 263-HQ-0-U - 754 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKINGH# 3618
OGC/ICB# 2007 b2

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

fﬂi“ww€§< Derived : G-3
Declassj s 20320328

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 2154

Reference: (u) 278-H0-C1229736-VIO Serial 2154
278 A95380 Serial 68

02 278-HQ-C1229736-VIC Serial 2234

b7E

Details: (U) Upon review of Division’s captioned report
of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

¢
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FD-962 (Rev. 03-21-2005)

SE&kR%S
FEDERAL BUREA

Precedence: ROUTINE

To: Inspection Attn:
General Counsel Attn:
| | Attn:
From:
b2 Contact: SA
b7E
b6 ]
e Approved By: v
Drafted By: Ebdgv

ichCaseMIDmﬁ;m (§§
)

/20320201
OF INVESTIGATION

Date: 02/01/2007

11S, Room L1861~
NSLB, Room 7975

asacl
cDe

278-H0-C1229736-vio - 24
62F A89455-10B

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEFT
WHERE SHOWN OTHERWISE

DATE: 05-25-2007
CLASSIFIED BY 65179 DHH/KSR/JIW
-7 REASON: 1.4 (C)

DECLASSTFY ON: 05-25-2032

Title: (U) SA
SS7
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR
tUj””SynépsiSf'zXQ To report possible IOB error.
oA X) Derive r T G-3
1y
Declassify . 02/01/2032
Details:
(s)y 1.
me
7).
bl (s) 3. Possible IOB Error AS I~
b2 T
b7E (S)
iUT*&{) 4. Description of IOB Error (including any reporting
delays):
L) I
SC A0 A E§;¢24A '3/20{0"7 SEBQiT//zoszozol
6
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b2
b7E

To: nspection From
Re: ( 278-HQ-C122

sEEnQT//20320201

9736-VIO, 02/01/2007

13 |

bl
b6
b7C
b7D
b2
b7E

bl

b7C
b2

b7E
b7D

(8.

(81

(S)

[ Eunn]ipdl

that was not

‘reguested DY the rBl.
case agent in any ana

¥l The ca

Th1S 1niormation was not utilized by the
lysis nor was it documented in the case file.

se agent first reviewedl
Division Counsel

LW%S contacted|

J]ana it was determined that a possible

IOB error occurred.
Investigative Support

Case agent contactedl IDivision
Specialist (ISS)

(S

lre

garding this matter. | |

explainéd thatl

error.

Iw:s ﬁﬁhfactad_zaaajding this

Lo error and he requested that

bhe d%f‘rnvnﬁl DA i onally

SEbeT//20320201
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SEBRQT//20320201 .

To: Inspection From: I:___I b7E
W~ Re: . I§) 278-HQ-C1229736-V10, 02/01/2007

blfs:l..

N (S) I
(sj . I " [ |deStrOV€d theoriqinall
bl
b6
b7C
b7D
SEC&T//20320201
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széEBw¢(53320201

To: Inspection From:
Réf“wIS(F 278-HQ-C1229736-VIi0, 02/01/2007

LEAD (s) :
Set Lead 1: {Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*

szcﬁhq</2o320201
4



(Rev. 01-31-2003) \/

_ SECRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 2/21/2007
To: Attn: SSA
SA
CcDC
b6
EZC Counterintelligence Attn: CD-4
bTE Inspection Attn: 1I1S, CRS

From: Office of the General Counsel
NSLB/CILU/Room_72947
Contact: AGC , 202-324

a
Approved By: Thomas Julie il

Drafted By: :
« = | AaO5
(U) “Case-1D #:- >\L—2—7 B-HQ-C1229736-VIO~ (Pending)

S\ #7vd LnRog55-TNn D3,
! ToTrA
0 Tities (>< INTELLIGENCE_QVERSTGHT. 5 'ARD
MATTER 2007 b2
:gEtUTWSYhOpSiST““%>Q The Field Office [::::::] requested fthat

the Office of the General Counsel (OGC) review an incident and
determine whether it warrants reporting to the Intelligence
Oversight Board (IOB). It is the opinion of OGC that the
incident does not need to be reported to the IOB. Rather, this
EC should be maintained in the control file for periodic review
by Counsel to the IOB.

(U Derived\from : G-3
Declassj On: 2/21/2032
Administrative: QQ This electronic communigation (EC) contains
information from: “the EC dated 2/01/2007 from to OGC
reporting a potential IOB matter.

mJMReﬁerence+mm)€) 278—HQ-Cl229736—VIO‘J%4J4f¢RH9

DATE: 05-30-2007 ALL INFORMATION CONTAIMED
CLASSIFIED EY 65179 DHH/KSR/TW SECRET HEREIN IS5 UNCLAS3IFIED EXCEFT
REASON: 1.4 i(C) WHERE SHOWN OTHERWISE

DECLASSIFY 0ON: 05-30-2032

N0 REVIE DAt
FR] INVESTIG Ao f
UNOHNESTIBATION.




SECRY{T
b2

b7E To: From: Office cf . ~enzral . uancel
Re: 278-HQ-C1229736-VIO, 2/2%i,..

Details: QQ By EC dated 2/01/2007, requested that 0GC
review an incident and determine eporting to
(5) the IOB. |

y I

I A Naticnal Security Letter (NSL) was

_preparedl __| and served Ihe NSI reguested only
]information fof The
NSL results were provided tol |

bl
( case agent reviewed
iSJ. disc iD _adglriion to the requested

b2 ) had provided dinformation ihat

b7E
“a5€ -geat immediately ceased the review and reported the
incident to Division Counse] On 1/17/2007 :he case aqent
contacted [ |
The POC C.A AL T R AN TR L N Y L anyUpLJ.dLEL Iand

{ lprovided the 1nform?t;Qn 1D e;:gn_1
Subsequently, | l dest rovad

{U) Section 2.4 of Executive Order (E.0.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, 0GC,
respectively) report to the IOB “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.” This
language was adopted verbatim from E.O. 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and the
IOB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the Attorney General Guidelines for National
Security Investigations and Foreign Intelligence Collection
(NSIG), or other guidelines or regulations approved by the
Attorney General in accordance with E.O0. 12333, dated 12/04/1981,
if such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons. Violations
of provisions that are essentially administrative in nature need
not be reported to the IOB. The FBI is required, however, to

szdﬁfr
2




b2
b7E

b2
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oo From: Sifice of the General Counsel Toa.
Re. ~78-HQ-C1229736-VIO, 2/21/2007

maintain records of such administrative viclations so that the
Counsel to the IOB may review them upon request.

{U) On 03/28/2006, the FBI's National Security Law
Branch (NSLB) sent a letter to the Counsel for the IOB requesting
their concurrence to treat third party errors as non-reportable,
though NSLB would still require the field to continue to report
any improper collection under an NSL as a potential IOB matter.
By letter dated 11/13/2006, the Counsel to the IOB agreed that
third party errors in the collection of information pursuant to
an NSL must be reported to the FBI OGC, but are not reportable to
the IOB.

(J) In the instant case t llection of information
by the FBI was not the fault of FBI; Once the case agent
discovered that he had received information beyond the sg
the NSL request, the case agent immediately notified the
CDC and notified]| Trhereatter, all copies and
emails regarding thls request were deleted and or destroyed. As
a result, this matter does not need to be reported to the IOB.




é&g&r

b2
b7E To: From: Office of the el Counesl
Re: 278-HQ-C1229736-VIO, 2/21/200:
LEAD(s) :
Set Lead 1: (Info)
INSPECTION
AT WASHINGTON, DC
(U) For information.
Set Lead 2: (Info)
COUNTERINTELLIGENCE
AT WASHINGTON, DC
(77 "or information.
Set Lead 3: (Action)
o2 —
b7E
(8) .
| [is requested to coordinate with Lo
b2 ensure has the appropriate protocols Im place to prevent
b7E similar types of disclosures in the future.
b7D
bl
cc: 1- Ms. Thomas
1 b6
1 b7C

1- IOB Library
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(Rev. 01-31-2003)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 03/28/2007
To: General Counsel Attn: NSLB

b2
b7E

From: Inspection

Internal Investigations Section, IPU, Room 3041
Contact: CRSl Ext.

Approved By: Miller David Ian ALL INFORMATION CONTAINED
L b6 HEREIN IS UNCLASSIFIED

b7C DATE 05-26-2007 EY 65179DMH/KIR/JW

Drafted By:

b2
;
SCase ID #: (J) 278-HQ-CI229736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER b2
INSD/IIS TRAGKINGH 2555
OGC/IOB# 2007
Synopsis: (U) To report a potential Intelligence Oversight Board

(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 2119
278-HQ-C1229736-VIO Serial 2202

Details: Internal Investigations Section (IIS) received
an EC fromtﬁi:fif]Division dated 02/01/2007, reporting a possible
IOB error. Based upon a review of the referenced EC it is the
IIS’'s opinion the incident described therein is administrative in
nature. Therefore, no internal investigation will be conducted
by the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

*



{Rev 01-31-2003)
séﬁéET//zo3zo328
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 03/28/2007
To: Attn: SAC (Perscnal Attention)

b2
b7E

From: Inspection

Internal Investi ations Section, IPU, Room 3041
Contact: CRS I Ext.

< %
Approved By: Miller David Ia 1
L DECLASSIFIED BY £5179 DMH/KSR/JUW
Drafted By: ON 05-26-2007
“Case ID #: (U) 263-HQ-0-U - 749 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 3555
OGC/IOB# 2007

b2

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

{uy - M Derive T G-3
Declassify 20320328

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 2119

Reference: (U) 278-HQ-C1229736-VIO Serial 2119
278-HQ-C1229736-VIO Serial 2202

Details: (U) Upon review of :Division's captioned report
of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.
*
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(nev. 01-31-2003) ~1!:/;y.

SEEhEE o

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/05/2007
To: Inspection Division Agtn: IIS

Office of the General Counsel Attn: NSLB
From:l I

Contact: TSA| |

b6 n_iAal
b7C Approved By:
b2 4LL INFORMATION CONTAINED
b7E HEREIN I8 UNCLASSIFIED EXCEPT
WHERE 3HOWN OTHERWISE
Drafted By:
Case ID #: (U) 278-HQ-C1229736-VIO  (Pending) .- . ‘.. _
DATE: 05-26-200%,5
I . - CLASSIFIED EBY 64,75 DNH/KSR/IW
(u) 278 C136372 (Pending) REASEN: 1.4 (C)
DECLASSIFY ON: 05-26-2032
Title: (U) REPORT OF A POTENTIAL IOB MATTER A
(U) REPORT OF A POTENTIAL IOB MATTER
Synopsis: (U) To report potential Intelligence Oversight Board
(IOB) matter.
‘Ui“wgﬁ Derived\From : G-3
Declass On: X1
Details:
Case Background and Case Agent
ey | J
bl
b6
b7C

Case ID#: is:' I bl

St Mard L7 3’/20/ 7 SE“*EG
e E_,_L_ln:l_f»dw%' o

nu‘,c‘- 07’/(6[61//40
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FEDERAL BUREAU OF INVESTIGATION

(Rev. 11-31-2003)

Precedence: ROUTINE Date: 02/05/2007
To: Inspection Division Attn: IIS
Office of the General Counsel Attn: NSLB
From:
[ |
Contact:
A
Approved By: ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED EXCEPT
WHERE 35HOWN OTHERWISE

b2 DATE: 05-26-2007
b7E Drafted By: CLASSIFIED BY 65179 DMH/KSR/JW

b6 ~ (1] - . N
bic  Case ID #: (U) 278-HQ-C1229736-VIO  (Pending) - ;) [FEB¥O: 1.4 (&)

e ,{

(U) 278 [C136372 (Pending) - ! ¢ 7}

Title: (U) REPORT OF A POTENTIAL IOB MATTER
(U) REPORT OF A POTENTIAL IOB MATTER

Synopsis: (U) To report potential Intelligence Oversight Board
(IOB) matter.

‘:U:' §< Deriv rom : G-3
Declagsl On: X1

Details:

Case Background and Case Agent

(=

bl
b6
b7C

Case IDi¢: b1

8 SECRET



bl
b6
b7C
b2
b7E

To: Inspection Division From:

Re: (U)

Title:

(3)

'”fgjw“fae“éééewaééﬁt“ci

SESRET

b2

b7E

278-HQ-C1229736-VIO, 02/05/2007

(51

SA

supervisor is SSA

Report of Potential IOB Matter

)

approved directing |

() |I
, to produce to the Federal Bureau of Inv i i
a financial records pertaining tol I

(8)

bl
bo
b7C
b7D

(s).

20

(311




bl
b6
b7C
b7D

(81 -

To: Inspection Division From:
Re: (U) 278-HQ-C1229736-VIO,

SECRET

02/05/2007

b2
b7E

| The Yecords nravidedl

[ITn addition, |

lincluded records

o 0000000
C‘
-

)y

~The NSL gerved |
spec1f1cally requested financial records forl

(8) -
['EEEEapotentlal

(3)

information beyond the scope of a NSL resulting in the
unintentional acquisition of data" [278-HQ-C1229736-2570.]

lasd]

O 02/05/2007,
I Chief Divisional Counsel,
and 1nformed her of this matter. At the request ofl

1
Ajnever
ence requesting records for
l ]
Legal guidance provided by OGC and NSLB noted
IOB violation includes "a carrier providing bl
b7D
b2
b7E
b6
Sa |contacted' b7C

LOnN

—and- lnnaccordance w1th procedure stipul =

were sequestered and provided to

sgéﬁbn
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To: Inspection Division From:|
Re: (U) 278-HQ-C1229736-V10, 02/05/2007

LEAD(s) :

Set Lead 1: (Action)

INSPECTION DIVISION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: (Action)
OFFICE OF GENERAIL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

+

snch:\

b2
b7E



(Rev. 21-31-2003)

b2
b7E

b7C

(Ch

tUJ 'Ti tle: - (N

U

b2
b7E

‘Synopsiszt “OQ

SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/05/2007
To: Attn: SAC
CDC
Counterterrorism Attn: ITOS1, CONUS 4,
Inspection Attn: IIS ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
From: Office of General Counsel WHERE SHOWN OTHERWISE

NSLB/CTLU I

Contact: |

Approved By:

Drafted By:

DATE: 05-26-2007

CLASSIFIED BY 65179 DMH/ESR/JIW
REASON: 1.4 (Q) ,
DECLASSIFY ON: 05-26-2032

Case IH #1- s
(8)

-

9\9\7}3

(o) -

rC1l36372___

INTELLIGENCE O 1
IOB MATTER 2007

:5() (Pending)

b2
b7E

' BOARD
b2

It is the opinion of the Office of the General

Counsel (OGC) that the above referenced matter need not be

reported to the Intelligence Oversight Board (IOB).

analysis follows.

AT 1% S

" Reference: bQ 278-HQ-C1229736-VIO

the

Our

G-3
03/05/2032

Serial 2153

,9§F3113}~w§§1 By electronic communication (EC) dated Februar
S, 2007 and Yeferenced above, Division;j,

reported to the OGC's National Security Law Branch (NSLB) an
the Inspection Division this potential IOB matter.

Lo I

bl
b6
b7C
b7A

b6
b7C

/o
Sy 3 / Lv!] L’ ;!
e elfn _»t....‘.. -

- a0
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SECRET
b2

b7E To: From: Office of General Counsel
mY"Re$~m§@ 278-HQ-C1229736-VIO, 03/05/2007

ts!’ , pursuant to this authorized
investigation., a National Security Letter (NSL) was issued

[ I . nrod
records Dertaininq[ﬁ I

{5)-
I ] provided the records and re received by SA
bl | ~ |. Upon review, S found | |

ﬁ?c provided the r l1so included records
b2 for which had not been

b7E requested.

e —4{G¥— SA| |contacted chief
Divigsion Counsel, who advisedl send :hﬁ
[::Trecords| to

be sequestered.

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB)
and established the Board as a standing committee of the
President's Foreign Intelligence Advisory Board. Among its
responsibilities, the IOB has been given authority to review
the FBI’'s practices and procedures relating to foreign
intelligence and foreign counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates
that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division (INSD), and the General Counsel,
Office of the General Counsel (0OGC), respectively) report to
the IOB intelligence activities that they have reason to
believe may be unlawful or contrary to Executive Order or
Presidential Directive. This language has been interpreted to
mandate the reporting of any violation of a provision of The
Attorney General's Guidelines for FBI National Securit
Investigations and Foreign Intelligence Collection (NSIG),
effective 10/31/2003, or other guidelines or regulatioms
approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provision was designed to ensure the
protection of individual rights. Violations of provisions
that merely are administrative in nature and not deemed to
have been designed to ensure the protection of individual

ssésg
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b7E

SESRET

To: From: Office General Counsel
Re:wa&( 278-HQ-C1229736-~VIO, 03/05/2007

rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain records
of such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature” must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

m---—$BY_ NSLs are a specific type of investigative tool
that allows the FBI to obtain certain limited types of
information without court intervention: (1) telephone and
email communication records from telephone companies and
internet service providers (Electronic Communications Privacy
Act, 18 U.S.C. § 2709); (2) records of financial institutions
(which is very broadly defined) (Right to Financial Privacy
Act, 12 U.S.C.§ 3414(a) (5)(A)); (3) a list of fipnancial
institutions and consumer identifying information from a credit
reporting company (Fair Credit Reporting Act, 15 U.S.C.S§§
1681lu(a) and (b)); and (4) full credit report in an
international terrorism case (Fair Credit Reporting Act, 15
U.S5.C. § 1681v). NSLs may be issued in conformity with
statutory requirements, including 18 U.S.C. § 2709.

bl

m--- #8347 In this instance, | [properly served
an NSL requesting financial records relevant to the subject of
the preliminary investigation. In addition to responsive

records ue to an error by the financial institution,
also obtained records beyond the scope of the NSL.

- ~~ﬁﬁl Based on our analysis, the financial
institutior's mistake is not reportable to the IOB as the FBI
has not acted unlawfully or contrary to Executive Order or
Presidential Directive.

(U) Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4
of EO 12863, it is our opinion that this error is not
reportable to the IOB. A record of this decision should be
maintained in the control file for future review by the
Counsel to the IOB.

(U) since the additional records in this instance
are still relevant to the authorized investigation, the
additional records may be maintained by the FBI if an
additional NSL is served for those records. Otherwise,

S ET
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(U}~TQ; From: Office of General Counsel
Re:" §( 278-HQ-C1229736-VIO, 03/05/2007

b2
b7E )

should contact the financial institution and ask
whether the improperly or unintentionally acquired information

should be returned or destroyed with appropriate documentation
to the file.

scRrs_
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SEEQ{T
To: From: Office of General Counsel
Re: - .. 278-HQ-C1229736-VIO, 03/05/2007

-

LEAD(s) :

Set Lead 1: (Action)

AT

) | | Field office should
serve an additional NSL for the relevant records, or in the
alternative, contact the financial institution and ask whether
the improperly or unintentionally acquired information should
be returned or destroyed with appropriate documentation to the
file.

Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

(U) For information.

Set Lead 3: (Action)
INSPECTION
AT WASHINGTON, DC
(U) INSD should retain a record of the
report of the potential IOB matter, as well as a copy of the

OGC opinion concluding that IOB notification is not required
for three years for possible review by the Counsel to the IOB.

CcC: b6

b7C
IOB Library

*
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(Rev. 01-31-2003)
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/28/2007
To: General Counsel Attn: NSLB
From: Inspection e

Internal Investigations Section., IPU, Room 3041 b7C

Contact: CRS Ext. b2
Approved By: Miller David Ian ALL TNFORMATION CONTAINED

HEREIN IS UNCLASSIFIED
Drafted By: DATE 05-26-2007 BY 65179 DMH/K3R/JW
I
/ Case ID #: (U) 278-HQ-C1229736-VIO (Pending)

b2
b7E

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 3619
OGC/IOB# 2007 b2

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 2153

278[?;}C136372 Serial 124

278-HQ-C1229736-VIO Serial 2233
Details: (U) The Internal Investigations Section (IIS) received
an EC from| JIpivision dated 02/05/2007, reporting a
possible IOB error. Based upon a review of the referenced EC it
is the IIS’'s opinion the incident described therein is
administrative in nature. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*



(Rev. 01-31-2003)
SEC%ﬁé?/20320328

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/28/2007

To: Attn: SAC (Personal Attention)

b2 :
: i
bTE From Inspection

b6 Internal Investijigatijions Section, IPU, Room 3041
b7C Contact: CRS Ext .

Approved By: Miller David Iaanfﬂﬂ

DECLASSIFIED BY 65179 DMH/KSR/JW
Drafted By: NN 05-26-2007

“Case ID #: (U) 263-HQ-0-U - 755 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 3619
OGC/IOB# 2007 b2

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

{mn (X Deriv 6m : G-3
Declassi n: 20320328

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 2153

274 Cl36372 Serial 124

Reference: (U) 27E—Hf—C1229736—VIO Serial 2153
278-HQ-C1229736-VIO Serial 2233

b2
b7E

Details: (U) Upon review of| Division’'s captioned
report of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U} IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

144
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A00T 1

3619

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/22/2007
To: Attn: CDC
Counterterrorism Attn: ITOS L Conu%
Inspection Attn: IIS
From: I
b2 |
b7E ___L—
Contact: SA
b6
b7cC
Approved By: o [ AT ALL INFORHATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
Drafted By: mac: ™ WHEPE SHOUN OTHERWISE
{ Lt s
Case ID #: (U) 278-HQ-C1229736-VIO (Pending) f/_~ i
(U) 278 +C136372 (Pending) IiATE;:A\_D_S—ZG—ZUEI'?
CLAS3IFIED EY 65179 DMH/RSR/JIV
Title: (U) REPORT OF A POTENTIAL IOB MATTER REAZON: 1.4 (C)
DECLASSIFY ON: 05-26-2032
(U) REPORT OF A POTENTIAL IOB MATTER
Synopsis: (U) To report resolution of potential Intelligence
Oversight Board (IOB) matter.
tcy”“““”bé Deri om : G-3
Decla On: X1
Reference: (U) 278-H0O-C1229736-VI0-2233 b2
(u) 278{ }C136372-130 b7E
Details:
Case Background and Case Agent
(S)
bl
bé
b7C
EEQSFT
QD3 -O -1y, -1



To: | | From:
Re: (U) 278-HQ-C1229736-VIO,

szén(r

03/22/2007

(3)

Case ID#:

Title:

Report of Potential IOB Matter

l ] to produce
(FBI) all financial re

A National Security Letter (NSL

I—Y__Q_J

lapproved |

b2
b7E

bl
b2
b7E

to t
oxrds

(81

(3) -

&ﬁ The NSL

the financial records to be provi

e - specifically reguested
ided fbr1

(5

| personally

records requested in the NSL

SECREE

2

rovided to ISS |

bl
b6
bicC

b7D

bl
b6
b7C
b7D

bl


http://aiive.au

b7C

(8) -

bl

(3)

SECRET b2
b7E

To:| | From: | ]
Re: (U) 278-HQ-C1229736-VIO, 03/22/2007

S G- |recei‘ce.d_Lb.LLe£.\u.\s._oL.Lb.e|
NsL. [ ]l The records nravided ]
|1 I

|as

requested. 1In addition |included records

¢ The NSL s
specifically requested

records for only] |

[Division atl:_l never

requested or provided any correspondence requesting records for

| Legal guidance provided by OGC and NSLB noted

that a potential IOB violation includes "a carrier providing
information beyond the scope of a NSL resulting in the
unintentional acquisition of data" [278-HQ-C1229736-2570.]

2§ on 02/05/2007, SA lcantacted
Chief Divisional Counsel, | I__jm.\: i '[on

and informed her of this matter. At the request of CDC|

and in accordance with procedure i i -HO- =
r2570‘ the records provided A

L

were sequestered and provided to Cﬁq

X on 03/12/2007_8 i referenced ECs via
ig) | |Division's CD Referenced ECs
were. drafted by the Office of General Counsel. The referenced
b2 ECs noted- the following: "Based on our analysis, the financial
b7E institution's mistake is not reportable to the IOB as the FBI has
b6 not acted unlawfully- or contrary to er or
b7C Pregidential Directive. Purther, Division aq
b7D was directed to "contact the { cial institution and

whether the improperly or unintentionally acquired 1nformatlon
should be returned or destroyed with appropriate documentation to
the file".

SECRET

3
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To:l From:
Re: U 278-HQ-C1229736-VIO, 03/22/2007

D on03/12/2007, SA

r_agkngmlﬁdge receipt of the referenced
to contactl

b2

b7E
contacted CDC to
_ECs. CDC irected

[to contact]

__—

]

would desire the "improperly or unintentionally acquir

information" returned or destroved on _03/12/2007, SATf;::]
contacted Division, via electronic

\ Oon 03/14/2007,1

T Feported] ]

unintentionally acquired information"

requested the "improperly or

Division.

to be destroved by the FBI,
wou rovide

A WYTTTen comminication documenting
to the captioned <cases.

3/16/2007,..CDg
request for

|

Division to

or unintentionally acquired information"
stated that the "improperly or

unintentionally acquired information" would ie destroyed by the

Division. Further, CDC
communication would be drafted by the

noted that a written
Legal Unit to confirm the

destruction of the aforementioned files to the captioned cases.
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b7E

To: From:

Re: (U) 278-HQ-C1229736-VIO, 03/22/2007

LEAD (8) :
Set Lead 1: (Info)
INSPECTION DIVISION
AT WASHINGTON, DC

(U) For information.

Set Lead 2: (Info)
COUNTERTERRORISM

AT WASHINGTON, DC

(U) For information.

Set Lead 3: (Info)

AT

(U) For information.

*
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FD-962 (Rev. 03-21-2005)

széﬁh{//20320201

FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 02/01/2007
To: Inspection Attn: IIS, Room 11861 U///

General Counsel Attn: NSLB, Room 7975
Attn: AsAcl
cDC

From:l I

Contact: SAI
Approved By:

ALL INFORMATION CONTATNED
Drafted By: HEREIN IS UNCLASSIFIER EXCEPT
2\ 20 b6 WHERE SHOWN OTHERWISE

(c) Case ID #: % 278-HQ-C1229736-VIO g b2 DATE: 05-26-2007
62 780455 ATE: 05-26-
) {_T 108 - | b7E CLASSIFIED BY 65179 DMH/KSR/JU
: . REAS0M: 1.4 (C)
Title: (U) gé‘p DECLASSIFY ON: 05-26-2032
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR
tUJW§§h6§§iSf“>XQ To report possible IOB error.
U “Ww,ww§é Derive om— G-3
(0) Declassi . 02/01/2032
Details:
(sy 1.
&
am
(S) 2. | fh
1 b2
E; (s) 3. Possible IOB Errorl kﬁﬂdi)
d ‘
BTE (g a'|
(m- . ) ) .
) 4. Description of IOB Error (including any reporting
delays):
() I I-. Mot damal G oaiicidceeladt LRI T
- bl
iE}ﬂ ' (4]
SCW.= M 3/2’0/ {) SESQT//20320201
Kones) 2¢/p1
| S 2 ..
b6 - [
b7C — ' ’




SECRBJ//20320201 b2

{m |
To:.. Ingpection From:

I b7E

Re: 278-HQ-C1229736-VIO

’

02/01/2007

(3)

b6 accordance with the Attorney General Guidelines The N was
b7C served] Lines. The NSL wa

b1 WasS preparca and approved In
bz | provided the results of the NSL to| |Field
b7E Office via e-mail as a courtegv. noting that a hard copy of the

information was in transit to

7D
b &Q A review of the results of the NSL rngghaiiimt
iS)“l Eupplied what the case agent determined to be

This

information was not utilized by the case agent in any analysis nor

was it documented in the case file.

..... (X The case i@ntl

Division Counsel

b1 was contacted on to advised of the proBLem.

g?E igg —— (X4 . _case agent contacted] ]
b6 ivisjort-— |
b7cC
b7D
explalin why the information was provided, or to identifyv that ﬁn
_error was made. Case adgent reguested that

(8- — g |

iwas contacted regarding t

poted that he could not explain why this error

occurred, yet, he aimed to correct the problem.

his

| destroved |

| [ per the request ofl

SECRET//20320201

2




bl
b7D

b6
b7C

(U Sﬁék&?//20320201 -

=
i sage received which contained
information.

b7E

To:'\Inspection From:
Re: (¥) 278-HQ-C1229736-VI0O, 02/01/2007

5f5§fﬁéa“é“néw """ CD-R-which. contained the appropriate information
that was originally requested by the~ NSL“served1 |

ase agent permanently deleted the e-

(U) (Note: This was the second possible IOB error that
resulted from the same request., Both errors were identified as
separate incidences. These comments are provided to clarify any
confusion associated with the two extremely similar incidences
occurring in an extremely close time period.)

SE T//20320201
3



{0

SEcRxg/ /20320201

"’To;_ nspection From: I:
Re: - ( 278-HQ-C1229736-VIOQ, 02/01/2007

LEAD(s) :
Set Lead 1: (Action)
INSPECTION
AT WASHINGTON, DC
(U} For action deemed appropriate.
Set Lead 2: (Action)
GENERAL CQOUNSEL
AT WASHINGTON, DC

(U) For action deemed appropriate.

(24
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b2
b7E

L1 I

b2
b7E {O) - -

b6
b7cC

B0l

1-2003)
szc}f{
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE ’ Date: 2/21/2007
To: Attn: SSA
SA
CDC
Counterintelligence Attn: CD-4
Inspection Attn: 1I1S,
, ALL INFORMATION CONTAINED
From: Office of the General Couni/el HEREIN I3 UNCL"‘SSIFEED EXCEPT
NSLB/CILU/Room 7947 VHERE SHOUN DTHERWISE o
Contact: AGC AJ b7C

o b2
Approved By: Thomas .Tuiis Sffldl}

DATE: 05-25-2007

CLASSIFIED BY 65179 DMH/ESR/JIW
REASOH: 1.4 (L)

Crafted By: % DECLASSIFY ON: 05-26-2032

(4

[7a
Case ID“#Tw&Q 278-HQ—C1229736-VIO"?%ending)

»mTAL;e;HH4>Q LN R LLLIGENCEOUERS] GHY BUAKU
MATT¥R 2001 - b2

Synopsis: a§{wubhe |Field Office requested that

the Office of the General Counsel (OGC) review an incident and
determine whether it warrants reporting to the Intelligence
Oversight Board (IOB). It is the opinion of OGC that the
incident does not need to be reported to the IOB. Rather, this
EC should be maintained in the control file for periodic review
by Counsel to the IOB.

(U} Derived om : G-3
Declass¥t»WOn: 2/21/2032
AdministfgfiVéE """" ‘@&% This electronic communication (EC) contains

information from: ‘the EC dated 2/01/2007 froml to OGC
reporting a potential IOB matter. '

Ré’f“e‘“r“ence:~--~~-~-v--v§< 278-HQ-C1229736-VIO Yompl 2126

Details:. - O{) By EC dated 2/01/2007, requested that OGC
review an incident and determine whetRer It warrants reporting to

sgéﬁr
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b2 SEC
b7E

To- From: ©Offiz. .. +i2 ner::1 Ccunse
Re: 278—HQ—C1229736—VIO, 2/ .

che 108,
iS) B R

(5)

S L A National Security Letter (NSL) was

I SéfVéd' The NSI, recuested only
transactional information The
NSL results were provided 1

bl

] case agent | B
iSJJ |discovered ThaT Al _addifrion to the requested

gZD l ] had provided information
I
bT7E The

€ agent immediately ceased the review and reported the

in~ident to Division Counsel I { the case ager+
sunzacted l L
The PCC tiemronTarTeg THe appropriate
| had provided thelrrmrrormerror— .
{5y Lubsequeatly, | ldest roved and

deleted| [Tegarding ! I
provided the requested ipnformiTimm—n comp rarrece—wromrme—TITITT TS

[ S Ak 4

-

RIL rcleast. Ao eyl cillllorl,
deleted rLhe 1e1evant1 i )

(U) Section 2.4 of Executive Order (E.O.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, O0GC,
respectively) report to the IOB “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.” This
language was adopted verbatim from E.O. 12334, dated 12/04/19381,
when the IOB was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and the
IOB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the Attorney General Guidelines for National
Security Investigations and Foreign Intelligence Collection
(NSIG), or other guidelines or regulations approved by the
Attorney General in accordance with E.O. 12333, dated 12/04/1981,
if such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons. Viclations
of provisions that are essentially administrative in nature need
not be reported to the IOB. The FBI is required, however, to

S T




b2
b7E

b2

b7E

Mm‘

. rem: Cffice of the Gen=zral Counsel - .
e 278~HQ-C12298736-V10, 2/21/2007 -

-

maintain records of such administrative violations so that the
Counsel to the IOB may review them upon request.

(U) On 03/28/2006, the FBI's National Security Law
Branch (NSLB) sent a letter to the Counsel for the IOB requesting
their concurrence to treat third party errors as non-reportable,
though NSLB would still require the field to continue to report
any improper collection under an NSL as a potential ICOB matter.
By letter dated 11/13/2006, the Counsel to the IOB agreed that
third party errors in the collection of information pursuant to
an NSL must be reported to the FBI OGC, but are not reportable to
the IOB.

(U) In the instant case the collection of information
by the FBI was not the fault of FBI Once the case agent

discovered that he had received information beyond the scope of
the NSL request _Lhe_casa_aaaij immediately notified + hd I
CDC and notifie Tnsreafter,
regarding this reguest were deleted and or destroyed. As
M1lt, this matter does nout nead to be reported to the IOB.

sr.ckm\
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To: From: Office of (1. "~neral Counsecl
Re: 278-HQ-C1229736~VIOQ, 2/21/2u.

LEAD(s):
Set Lead 1: {Info)
INSPECTICN
AT WASHINGTON, DC
b2 (U) For information.
b7E
Set Lead 2: (Info)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

&7  For information.

s>et Lead 3: (Action)

b2

b7E . . . I

b7D () requested to coordinate with to
ensure that has the appropriate protocols in place to prevent

similar types of disclosures in the future.

cc: 1- Ms. Thomas
1 bé
14 b7C

1- IOB Library

124
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(Rev. 01-31-2003)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 03/28/2007
To: General Counsel Attn: NSLB

b6
b7C

b2
b7E

From: Inspection
Internal Investigations Section, IPU, Room 3041

Contact:
Approved By: Miller David Ian . ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
Drafted By: DATE 05-26-2007 EY 65179 DHH/KSR/IW
"/ case ID #: (U) 278-HQ-C1229736-VIO  (Pending)
Title: (u) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 13556 b2

OGC/IOB# 2007-

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB) .

Reference: (u) 278-HQ-C1229736-VIO Serial 2120
278-HQ-C1229736-VIO Serial 2203

Details: I_Tha,Internal Investigations Section (IIS) received
an EC from Division dated 02/01/2007, reporting a possible
IOB error. Based upon a review of the referenced EC it is the
IIS’s opinion the incident described therein is administrative in
nature. Therefore, no internal investigation will be conducted
by the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.
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b2
b7E

b2
b7E

b6
b7C
b2

SETRET//20320328

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/28/2007

To: Attn: SAC (Personal Attention)

From: Inspection
Internal _Invegtigations Section. IPU, Room 3041
Contact:

Approved By: Miller David Ianlﬁyﬂtl

DECLASSIFIED BY 65179 DMH/ESR/JW

Drafted By: ON 05-26-2007

/Case ID #: (U) 263-HQ-0-U - Yés (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 3556
OGC/IOB# 2007 b2

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) viclation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

1 J— M Deriv F H G-3
Decl ify : 20320328

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 2120

Reference: (m 278-HQ-C1229736-VIO Serial 2120
278-HQ-C1229736-VI0O Serial 2203

Details: (U) Upon review of Division’'s captioned report
of a potential IOB violation, I1S did not find the matter
indicative of willful misconduct. TIIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

*
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(Rev 11-31-2003)

b2
b7E
b6
b7C

(C) .......

(U

CRe

SC Ml @01 3
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/03/2007
To: INSD Attn: ITS
To: 0OGC Attn: NSLB ALL INFORMATION CONTAINED

HEREIN I3 UNCLASSIFIED EXCEFT
WHERE SHOWN OTHERWISE

From:
| ]
' TConpdct: SA
A
Approved By: DATE: 05-26-2007
R CLASSIFIED BY 65179 DMH/KSR/TW
REAZON: 1.4 (C)
DECLASSIFY ON: 05-26-2032
Drafted By:

case ID #: & __278-HO-C1229736-VI0  (pending) - 2070
(S) bl

Title:~-08{ REPORT OF A POTENTIAL IOB MATTER;

Synopsig: &Q To report a potential IOB matter.

- Derived\From : G-3
(- Declas On: X1

Refere?ET: (S)

Details: (X) | an ECPA National
Security Letter (NSL) was served |

| |
| !

[ |. The NSL specifically
requested subscriber information for

, SEERQ.‘
/’ AN

]
‘ b7C




b2 SEC}TQ
b7E

To: INSD From:
WrwRervmg{) 278-HQ-C122973¢-VIO, 01/03/2007

(8)
the NSIL was exedlited
b1l ]
b6 lorovided the subscriber information | I
b7cC H | as of the date of execution,
b7D | and not for the dates specified on the NQT.,
IThe subscriber information provided ”
} Furthermore the time period the
ij - T sSubject 1Is listed as the active subscriber covers the dates
requested. in the NSI Thus information Supplied
| |was consistent with the request or
the NST Hosuosror subhcococribhar information providedl I )
was not identifiable To the !
subject of this 1nvestigation. Therefor :
(8) erroneously provided subscriber informaticn to the FBI on a
person who is not relevant to thé€ investigation|
(S)
(3)y- [ _
T | The
NoL was dralted by the Case Agent]| [ |
bl reguested the subscriber Information | |
b2 HESE S | The erropecus subscriber Tnformation |
b7E
-~ provided|

was sequestered by the Chief Division Council off

Officel i
delayed pending review by ADC

procedures outlined in EC captioned "REVISED PROCEDURES FOR

Reporting of this

matter was
of new

THE SUBMISSION OF REPORTS OF POTENTIAL INTELLIGENCE OVERSIGHT

BOARD MATTERS", dated 11/16/2

*

006.
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SEERET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/21/2007

To: Attn:

Inspection Attn: 1IIS,

From: Office of the General Counsel
NSLB/CILU/Room 7847 {
Contact: AGC

Approved By: Thomas Julie E‘w % ALL INFORMATION CONTAINED

WHERE SHOWN OTHERWISE

DATE: 05-26-2007

Drafted By: ;K%

Case ID #: (U) 278-HQ-C1229736-VI0™ (Pending)  ppasom: 1.4 (C)

DECLASSIFY 0ON: 05-26-2032
mtlegs() INTELLIGENCE _QVERSIGHT BOARD

MATTER 2007 b2

SYﬁbpﬁiéfWWT>< It is the opinion of the Office of the General
Counsel (OGC) that this matter is not reportable to the
Intelligence Oversight Board (ICB). Rather, it should be
maintained in the control file for periodic review by Counsel to
the IOB. Our analysis follows.

(U) Derive om : G-3
Decl i On: 25X1
Administrativefww4}§ This electronic communication
1)

information from: the EC dated 01/03/2007 fro
Field Office | | to OGC reporting a potential 10B matter;

(2) conversation between and OGC regarding thj
potential IOB matter on /12/2007; {(3) an email from Ito
OGC dated 02/15/2007; and (4) automated case support |

Reference: bl (U)_278-H0O-C1228736-VIO Serial 2090 (Pending)
(S Ferial 21 (Pending)

Details: -Exg By EC dated 01/03/2007,[ Irequested that OGC
f

review the cts of the captioned matter and determine whether it

sséti'r

0IG/DOJ REVIER AT el
FBi INVESTIGAT i
QIG/D0J INVESTIGATTON:

—-e

HEFEIN IS UNCLASSIFIED EXCEPT

b2
b6
b7C

CLASSIFIED BY 5517% DMH/ESR/JW
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b7E

To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 02/21/2007

warrants reporting to the IOB. As explained below, in our
opinion, the FBI is not required to report this matter to the IOB.

(S)

[ } the FBI served a National Security Letter (NSL)
pursuant to the Electronic Communications Privacy Act (ECPA), 18

U.S.Cc. 2709

(8-

b2
b7E

bl (sy | Jprovided a response to the NSL.
In so doing] pbrovided the subscriber information

b7D l las of the date of the
response, | ] and not for the dates specified in the
NST.s. | |

linformation

rovided |
rE was that of the subject of the investigation.

(34 __Subscriber information provided-

H—nac .- |was ot identifiable to the subject of the
{S) -~ Tnvestigation.l

| This i1nformation has been sequestered with the Chiet
Divisicn Counsel.

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB) and
established the Board as a standing committee of the President's
Foreign Intelligence Advisory Board. Among its responsibilities,

bl

(852

v |

szcﬁa
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To: From: Office of the General Counsel b7E
Re: ZJIB-RQ-C1229736-VIO, 02/21/2007

the IOB has been given authority to review the FBI’s practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates that
Inspectors General and General Counsel of the Intelligence
Community components (in the FBI, the Assistant Director,
Inspection Division (INSD), and the General Counsel, Office of
the General Counsel (OGC), respectively) report to the IOB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive. This language has been interpreted to mandate the
reporting of any violation of a provision of The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or
other guidelines or regulations approved by the Attorney General
in accordance with EO 12333, dated 12/04/1981, if such provision
was designed to ensure the protection of individual rights.

(U) Violations of provisions that merely are administrative
in nature and not deemed to have been designed to ensure the
protection of individual rights are generally not reported to the
IOB. The FBI Inspection Division is required, however, to
maintain records of such administrative violations for three
years so that the Counsel to the IOB may review them upon
request. The determination as to whether a matter is
"administrative in nature" must be made by OGC. Therefore, such
administrative violations must be reported as potential IOB
matters.

(U) NSLs are a specific type of investigative tool that
allows the FBI to obtain certain limited types of information
without court intervention: (1) telephone and email
communication records from telephone companies and internet
service providers (Electronic Communications Privacy Act, 18
U.S.C. § 2709); (2) records of financial institutions (which are
very broadly defined) (Right to Financial Privacy Act, 12 U.S.C.S§
3414 (a) (5) (A)): (3) a list of financial institutions and consumer
identifying information from a credit reporting company (Fair
Credit Reporting Act, 15 U.S.C.§§ 168lu(a) and (b)); and (4)
full credit report in an international terrorism case (Fair
Credit Reporting Act, 15 U.S.C. § 168lv). In addition to FCRA,
15 U.S.C. §§ 168lu(a) and (b) information (financial institutions
and consumer identifying information), under 15 U.S.C. 168lu(c),
if certain factors are met, the FBI is able to obtain full
consumer reports in both counterintelligence and international
terrorism investigations by an ex parte court order.

sﬁnr\
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To: From: OCffice of the General Counsel
Re: 27TB-HQO-C1229736-VI0O, 02/21/2007

s) L I
Jhe FBI properly served an NSL that requested

lawful information.

3] | E— l —l B}

- I 1

[ 1

”mm%SIg“Subscriberminformation“provided1 |

] was not identifiable to the subject of the

investigation. L~

Although lawfully obtained, because the

information obtained through the NSL was not associated with the
target, as already accomplished, the information should be
sequestered with the CDC to protect the potential grivacy

interests of United States persons. Further, should
contact and ask whether the information unrelated to the
target shou e returned or destroyed with appropriate

documentation to the file.

(U) Based upon these facts, in accordance with the terms
implementing the reporting requirements of Section 2.4 of EO
12863, it is our opinion that this error is not reportable to the
IOB. The carrier's mistake is not reportable to the IOB because
the FBI has not acted unlawfully or contrary to Executive Order
or Presidential Directive. A record of this decision should be
maintained in the control file for future review by the Counsel
to the IOB.
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b7E To: From: Office of the General Counsel
Re: 278-HQ-C122%736-VIQO, 02/21/2007

-

LEAD (s) :
Set Lead 1: (Action)
INSPECTION
AT _WASHINGTON, DC
(U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion

concluding that IOB notification is not required, for three years
for possible review by the Counsel to the IOB.

Set Lead 2: (Action)

b7E With respect tomfFé“iﬁfornEtiQDMPQFeived ot
EZD assoclated with the target, should cofitact and

ask whether such information should be returned or destroyed with
appropriate documentation to the file.

cc: Ms. Thomas

b6
b7C

IOB Library
*
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SEé}QF//20320327

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/27/2007
To: General Counsel Attn: NSLB
From: Inspection

Internal Investigations Section, IPU, Room 3041
Contact: | |

Approved By: Miller David Ian ALL INFORMATION CONTATMED
HEREIN I3 UNCLASSIFIED EXCEPT
Drafted BY: WHERE SHOWN QTHEFWISE
Case ID #i— Q() 278-HQ-C1229736-VIO (Pending)
i : TELLIG RSIGHT BOARD MATTER DATE: 05-26-2007
Title o %§SD/IISE¥§§C3VE T Boa MA CLASSIFIED BY 65179 DMH/KSR/JW
0GC/IOB# 2007 | b2 REASON: 1.4 (C)
DECLASSIFY ON: 05-26-2022

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

11 R o} Derived~ : G-3
Declasgify™~Qn: 20320327

Referepje: (U) _278-HQ-C1229736-VIQ Serial 2090
(S)[
(U) Z7/8-HQ-C1229736-VIO Serial 2229

Details: U) The Internal Investigations Section (IIS) received
an EC fromI;IOffice dated 01/03/2007, reporting a possible
IOB error. ased upon a review of the referenced EC it is the
I1S’s opinion the incident (s) described therein an administrative
issue. Therefore, no internal investigation will be conducted by
the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

*

SECRET//20320327
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FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 03/28/2007
To: Attn: ADIC (Personal Attention)

From: Inspection
Internal Investigations Section, IPU, Room 3041
Contact:

Approved By: Miller David IaniﬁiVZ

DECLASSIFIED BY 6517% DMH/KSR/JW

Drafted By: DN 05-26-2007
JCase ID #: (U) 263-HQ-0-U - 757 (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING# 3532
OGC/IOB# 2007{:| b2

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

inhwwwwwwwsgz Derived o : G-3
Declassif n: 20320328

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 2090

Reference: (U) 278-HQ-C1229736-VIO Serial 2090
278-HQ-C1229736-VIO Serial 2229

Details: (U) Upon review of[::::::::]Office's captioned report
of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) 1IS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

*

SE%X%T//20320328
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SECRET
FEDERAL BUREAU INVESTIGATION A.g -
e T :.w._i‘/
H (,)L_f()
Precedence: ROUTINE Date: 02/07/2006 Fr o, e
To: General Counsel Attn: National Security Law Branch,
Room 7975
}-Inspection Division Internal Investigations Sect.
From:
b2 — Contact:
b7E
b6 Approved By
b7C ’
Drafted By:
0 Casem#:% 278-HQ-C1229736-VIO (PENDING)~ /7%
U 278 C71404 (PENDING) - -7
Title: (>< INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
Synopsiﬁf““)é} Possible IOB error for an unauthorized dissemination
of information.
CU)“W“E&( Derive r : G-3
Declassi Oon: X1
Details:
(8) 1.
(s) 2.
bltU)w~§@ 3. Possible IOB Error:
b6
b7C (8)
‘U)-G&( 4. Description of IOB Error (including any reporting delays) .
() An NSt |
as serve
S were received
b2 Jaﬁﬂ'ﬁfbcessed Through an error in

b7E "the mail handling of the responding EC and records, the NSL and

b7D

records were erro

"N ler A4 sz‘éim-

\k—anj 0‘//06‘ 07

be od-0-U-758

- b7C
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.T0: General Counsel From:

o
SBQ?ET

Re: &) 278-HQ-C1229736-VIO, 0I/07/2006

A_copy of the records were returned

b2
b7E

b2 The oridginals Ov_an Acent |
b7E
b7D
was informed of the mishap and
will ensureé corrective action is taken.
isc Questions concerning this EC or others aspects of the IOB

process may be addressed to either CDC and/or 0OGC,
National Security Law Branch.
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To: General Counsel From:l I b7E
'R&tmm)é) 278-HQ-C1229736-VIO, 02/07/2006

LEAD(8) :
Set Lead 1: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

124
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FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE b2 Date: 03/24/2006
b7E
To: Attn: SAC, CDC
Counter"cerrcrism Attn: AD DATE: 05-26-2007
Inspection Attn: IIS CLASSIFIED BY 65179 DMH/RSR/TU
FEALZON: 1.4 (C)
From: General Ccunsel . DECLASSIFY ON: 05-26-2032
Ccunterrorism Law Unit/ I1I i !
Contact: Patrice I, pistansky,
4{ b6
Approved By: Thomas, Julie bIC
b2 ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
Drafted By: WHERE SHOWN OTHERWISE
W case 1o #: )xQ 278-HQ-C1229736-VIO — clly

m -

(-

b2
b7E

bb6
b7C

REFLUIRS

]

SO0 RVESTIGATIOR:

T1tle(>< INTELLIGENCE OVERSIGHT BOARD MATTER,
ICB 2008 b2

§§56§§1§?M“T>< It is the opinion of the Office of the General
Counsel (OGC) that this matter does not warrant reporting to the
Intelligence Oversight Board (IOB). Submission of this matter to
the OPR is a matter within the cognizance of the IIS.

CUIWWWWWMMME§< Deriv om : G-3
Declasg?® On: 03/24/201s6

‘Reference: 278-H0-C1229736-vio Jg] ~ I 55

Administrative: (U) This communication contains one or more

footnotes. To read the footnotes, download and print the
document in WordPerfect 6.1.

Details: U) Referenced communication from the Field
Office dated 02/07/2006, requested that OGC review the
facts of the captioned matter and determine whether it warrants

reporting to the IOB. In our opinion, it does not. OQur analysis
follows.
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SEXNRET

To: Prem: General Counsel
1

bl

b7E
b7D

Re:. TTB-AO-C1220736-VIO-1155-0% , 03/24/2006

(S) During the course of the investigation, 1

issvued a National Security Letter (NSL) pursuant to the
Electronic Communications Privacy Act, 18 U.S.C. § 2709. That
statute permits the FBI to request subscriber information and
telephone toll billing records that are "relevant to an
authorized investigation to protect against international
terrorism or clandestine intelligence activities, provided that
such an investigation of a United States perscn is not conducted
sclely on the basis of activities protected by the first
amendment to the Constitution of the United States," The NSIL was

addressed tol [

(5)

The requested records were received from| |

| The records were supposed to be sent to

| However, [ ] clerks who work on the night shift

| 2n

TEMPTIOYCC | | who handles its NSLs ultimately

cbtained possession of the records and realized that they were
the records cof That person contacted] land sent it a copy
of the records. contacted | llearned that the
original records and EC that were intended for | Jwere
at | _land arranged for field office

to physically pick them up and send them back to

”“‘“““G?{ See 278-HQ-C1229736-VIO, Serial 1155, dated 02/07/2006 and
titled "Intelligence Oversight Board (IOB) Matter"

2 aen | 1

bl



bl

sr}s@'r
{0y - DO ] rrcm:  General Counsel

Re: 278-HQ-CI229736=vI0-1156-{§) , 03/24/2006 b78

. |P“dﬂfﬂf the paperwork and forwarded the
oricinals tol By EC dated 02/07/200¢, | |
repcrted this matter as a possible IOB violation. (See footnote 1,
above.)

(U) Section 2.4 cf Executive Order (EQ) 12863,
dated 05/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Directer, INSD, and the General Counsel, OGC,
respectively) report to the IOB concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order cr Presidential directive. This
language was adopted verbatim from EO 12334, dated 12/04/1981,
when the IOB was known as the President’'s Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and the
IOB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the NSIG, or other guidelines or regulations
approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provision was designed in full or in
part to ensure the protection of the individual rights of U.S.
persons. Violations of provisicns that are essentially
administrative in nature need not be reported to the IOB. The
FBI is reguirec, however, to maintain records of such
administrative violations so that the Counsel to the IOB may
review them upon request.

wjmwmw”““hﬂ Section V.11., Investigative Techniques, of The
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection (NSIG)

(U - W“igi However, the improper dissemination was not of a
nature of which the NSIG are concerned. The NSIG focus upon
assuring that information disseminated to other government

SECKQT
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el S— I From: General Counsel
Re: 278—HQ4§“229736;VTOwli55m@>( , 03/24/2006

agencies or to foreign governments is proper since those entities
have the ability to adversely impact a person's constitutional
rights if they misuse information. Since this activity involved
improper dissemination to another private wire communications
service provider, which does ncot have the same apparent ability
to adversely impact the rights of the telephone subscriber, we
nave determined that this event need not be reported to the I10B.
This was simply an administrative error by night clerical staff
in sending unclassified telephone records to a service provider
other than the service provider who owned the records. An
employee of the other wire communications service provider, a
person familiar with the NSL process and thus, presumably
familiar with the non-disclosure aspect of it, immediately
recognized the mistake and reported it to the recocrds' owner,
and the mistake was rectified. There does not appear to be
any potential damage to national security. There was no impact
upon the rights of a United States person, nor, apparently, the
non-USP subscriber. There was no improper collection of
information.

CONCLUSION

m
Fy
]
s}
jo]
cr

(U) OGC concludes that this matter does not w
being reported to the IOB.
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o: | |

From:

m
RET 2TE-HQ-CTI229726~VIO~1155.

Set Lead 1: (INFO)

FIELD OFFICE

(U) Read and Clear.

Set Lead 2: (INFO)

COUNTERTERRORISM

AT WASHINGTON, DC

(U)
Set Lead 3: (ACTION)
INSPECTION

AT WASHINGTON, DC

()

4

>,

Read and Clear.

S}G@T

General Counsel
03/24/2006

SEN

For review and action deemed appropriate.
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FEDERAL BUREAU OF INVESTIGATION

b2 .
o7
Precedence: ROUTINE Date: 12/19/2906
To: Inspection " Attn: IIS, Room 7825”'/
General Counsel Attn: NSLB, Room 7947

From:

;on;act: SA
b2

b7E Approved By:

b7C ALL INFORMATION CONTAIMNED

HEREIN IS5 UNCLASSIFIED EXCEFT
WHERE 3HOWN OTHERWISE

Drafted By: L:plp

a3
Case ID #: (U) 278—HQ—C1229736—VIO'Aq(Pending)
DATE: 05-26-2007
CLASSIFIED EY 65173 DMH/ESR/TW

. . RPEASON: 1.4 (C)
Synopsis: (U) Report of a potential IOB Matter. pgprLASSTFT ON: D5-26-2032

Title:(UK}Q REPORT OF A POTENTIAL IOB MATTER;

{0 N Deri rom : G-3 1073946
Decl ify On: X1

bl Reference: (S)

tUDetaiISfmeS( The substantive investigation and serials of the

b6 potential IOB matter is referenced above. The relevant_nersonnel
b7¢ involved is 84 Her supervisor is SSA
bl (S)
b6
b7C
(S) The I%l IOB matter was discovered on
bl 12/18/2006 when SA was conducting a thorough review of
b7D results fram a Narional Securitu Iaottar (NSL) |
b6

. received the results on or
L_Dut _did not conduct a thorough review of the

b7C

material untilj

bl
(53b6 (S) I ]prepared a NSL which was
»7¢  accompanied by an electronic communication (EC) | ]

| S}ﬁl‘
LIL'\\LIC’\ NG '!éﬂ“.."‘
.’UI ' ) ‘ h

Sc Micter AN
CR 4 Jimjf /

b6
b7cC




QEEQE?
b2 To: Inspection From:

b7E Re: (U) 278-HQ-C1229736-VIU, 1271972006

(8).

bl AL LOe EC._THi1sS agent requested information for telephone number
b6 | — I when the number was intended to be | |
b7C Therefore, the NSL contained a substantive‘bffffffffcal error.

Although the NSL was reviewed for errors, SA\ did not
discover the incorrect number.

[S) _Tha NST, was forwardedl

| ith the incorrect number which resulted in

the acquisition of data that is not relevant to an antharized
bl i igation. SA
ESC [tifff&jﬁreceivec a compact disc (CD) with results from the NSL.
review of the material on the CD was conducted
l | which alerted SA[1]to a problem. This potential

I0B violation was immediately reported to her supervisor and ADC

This NSL did glean pertinent information towards
the substantive case. Only the relevant material from the CD has

b6 been printed and placed in the substantive file. The material
b7C inadvertently obtained that is not relevant to the investigation
b2 has not been utilized in any mannerh” The CD has been sealed in
b7E an envelope which is stored in SSA safe. It will remain
there until FBIHQ advises on the disposition of the CD.
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To: Inspection From:

Re: (U) 278-HQ-C1229736-VIO, 12/19/2006

LEAD (s) :
Set Lead 1: (Discretionary)
INSPECTION
AT WASHINGTON, DC
(U) Proceed as mandated.
Set Lead 2: (Discretionary)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) Proceed as mandated.

*
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FEDERAL BUREAU OF INVESTIGATION

b2 Precedence: ROUTINE Date: 02/01/2007
b7E
To: Attn: SA
SSA
CDC
Inspection Attn: 1I1IS
CRS

From: Office of the General Counsel
NSLB/CILU/Room 7947 [

Contact: (202) 324
b6 } NW— ‘ ALL INFORMATION CONTAIMED
b7C Approved By: _Thomas Julie F HEREIN IS UNCLASSIFIED EXCEPT
b2 WHERE SHOUN OTHERWISE

Drafted By: 9,6[6149 DATE: 05-26-2007

Case ID #: (U) 278-HQ—C1229736—VIO/ (Pending)  CLASSIFIED BY 65179 DIH/KSR/TU
. REASON: 1.4 iT)
Title: (U) INTELLIGENCE_OVERSIGHT BOARD DECLASSIFY ON: 05-26-2032
b2 MATTER 2007

tUJ Synopsis:wm@?@ It is the opinion of the Office of the General
Counsel (OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB). OGC will prepare and deliver
the necessary correspondence to the IOB.

(UjMHWMBxé Derived£§§§%;;<:§g§%iple Sources
Declassi n: 1/2032

Reference: (U) 278-HQ-C1229736-VIO Serial 1933

Administrative: (U) (U) This communication contains one or
more footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.

(U]“”“Dét&iléiww" tronic communication (EC) from
E%E dated 12/19/2006, requested
OGC review the facts of the captioned matter and determine
whether it warrants reporting to the IOB. In our opinion, it
does. Our analysis follows.
k};; % Lrﬁ.na.nad—a—h]a.f.a.a al Security
b7E Letter (NS requesting

smz\{ ~ (3]

AW e

b7C

0IG/DOJ REVIEW:
FBI INVESTIGATIO
01G/DOJ INVESTIGATION: C/




b2
b7E

bl

b7C

bl
b7D

bl
b7D
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To: [47 ] From: Office of the General Counsel
Re: (U) 278-HQ-C1229736-VIO, 02/01/2007

. -~ —

NSL also requestedl |
] Due to an administrative error in drafting

the NSL and the accdmigiying EC, the case agent requested
information for the w g telephone number. Therefore, the NSL
contained a substantive typographical error when it was sent to
the provider.

sl the case agent received a
[ERe NSL results. O 12/18/2006, upon a
thorough review of the material the case agent

realized the error.

did contain some pertinent information
relevant to an authorized investigation. The pertinent material
was printed and placed in the substantive case file. However,
the non-pertinent material was not printed,l itself has
been sequestered.

(U) Section 2.4 of Executive Order (E.0Q.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community (in the FBI, the Assistant
Director, INSD, and the General Counsel, OGC, respectively)
report to the IOB “concerning intelligence activities that they
have reason to believe may be unlawful or contrary to Executive
order or Presidential directive.” This language has been
interpreted to mandate the reporting of any violation of a

provision of the Attorney General Guidelines for National

Security Investigations and Foreign Intelligence Collection
(NSIG) or other guidelines or regulations approved by the
Attorney General in accordance with E.O. 12333, dated 12/04/1981,
if such provision was designed in full or in part to ensure the
protection of the individual rights. Violations of provisions
that are merely administrative in nature need not be reported to
the I0OB. The FBI is required, however, to maintain records of

! A "United States person" is defined in Section 101(i) of the

Foreign Intelligence Surveillance Act (FISA), 50 U.S.C. § 1801, et seg., as "a
citizen of the United States [or] an alien lawfully admitted for permanent
residence (as defined in section 101(a) (20) of the Immigration and
Naturalization Act). . . ." See also Section I.C fo the Attorney General's
Guidelines for FBI National Security Investigations and Foreiqn Intelligence
Collection (NSIG) (2003).

SEURET
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To: | | From: Office of the General Counse
Re: (U) 278-HQ-C1229736-VIO, 02/01/2007 ’

-

such administrative violations so that the Counsel to the IOB may
review them upon request.

(U) Under the Electronic Communications Privacy Act
(ECPA), the FBI may seek telephone and email communication
records from telephone companies and internet service providers
when those records "are relevant to an authorized investigation
to protect against international terrorism or clandestine
intelligence activities." 18 U.S.C. § 2709. Moreover, under
the NSIG, NSLs are an authorized technique and may be issued in
conformity with statutory regujirements during a preliminary or
full investigation.

(o -

’ Due to inadvertent typographical error, I
received NSL Yesults on a telephone number that was not
associated with the subject of an authorized investigation. Upon
realizing the error, the case agent immediately notified her
supervisor and took the proper steps to sequester the
information. None of the non-relevant information from the
original NSL results was uploaded into the FBI- computer systems,
nor was any investigative action taken based on this information.
However, due to the fact that there was an unauthorized
collection of presumed U.S. person information, we must report
this to the IOB.

SE%
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b7E To: | | From: Office of the General Counsel
Re: (m 278-HQ-C1229736-VIO, 02/01/2007

LEAD(8) :

Set Lead 1: (Action)

b2
b7E

(U) The field should contact the carrier and ask
whether the improperly or unintentionally acquired information
should be returned or destroyed with appropriate documentation to
the file.

Set Lead 2: (Action)
INSPECTION
AT WASHINGTON, DC

(U) For action deemed appropriate.

CC: ;
b6
b7C

IOB Library

*

é&g’r
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DECLASSIFIED BY 65179 DIH/KSR/IW
ON 05-26-2007

February 1, 2007

BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandym entitled “Intelligence Oversight Board Matter
2007 " (U)

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collecticn and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
detexrmination of whether any administrative action is warranted.

(0)

Enclosure

1l - 278-HQ-C1229736-VIO - 2294
UNCLAS ED WHEN
DETACHE]DN FROM
CLASSIFIEN ENCLOSURE

Derived From: ultiple Sources
Declassify On: 2/01/2032

S%T
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Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. Matt Olsen
Deputy Assistant Attorney General
National Security Division
U.S. Department of Justice
Room 2200 C

SBERET
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b7E
bl

DATE: 05-26-2007
CLASSIFIED BY 65178 IMIH/KSR/IU

ALL INFORMATION CONTAIMED REAZON: 1.4 (C)
HEREIN IS UNCLASSIFIED EXCERT DECLASSTFY ON: 05-26-2032
WHERE SHOWN OTHERVISE
sﬁ&(r
b2 INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

b7E | IDIVISION
IOB MATTER 20071 I(U)

ISL'MQ{Y”“WWWWWWWMMW*‘ of the Federal Bureau
of Investigation (FBI) reported a potential IOB involving a

National Security Letter (NSL) requested b'ywh-i-c-hu,,,,,,,.th.rQl,—lSib_ma
transcription error, sought information about a telephone numbét”
belonging to a person who was not the subject of an FBI national

security investigation.

(S) prepared an NSL requesting subscriber information

b2 I

| Due to an administrative

b7E
bl

bl

error 1n drafting the NSL and the accompanying EC, the case agent
requested information for the wrong telephone number. Therefore,
the NSL contained a substantive typographical error when it was
sent to the provider.

(s) _| upon a thorough review of the NSL
results, the case agent noticed the discrepancy in the telephone
number. The case agent immediately notified her supervisor and
took the proper steps to sequester the information. None of the
non-relevant information from the original NSL results was
uploaded into the FBI computer systems, nor was any investigative
action taken based on this information.

3 Due to inadvertent typographical error,[::]received
NSL results on a telephone number that was not associated with

Fuche subject of an authorized investigation. However, due to the

b2
b7E

“fact that there was an unauthorized collection of presumed U.S.

person information, the error is a reportable matter under
Section 2.4 of Executive Order 12863,

Derived from ultiple Sources
Declassify 02/01/2032
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FEDERAL BUREAU OF INVESTIGATION

(Rev. 01-31-2003)

b2
¢
Precedence: ROUTINE Date: 12/18/2006
To: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975
From:l I
I DA
Contact: SA
b2 add oo —  [MTE: 05-26-2007
p7g ~ PpProved By: CLASSIFIED BY 65179 DMH/KSR/T0
b6 REASON: 1.4 (C)
b7c DECLASSIFY ON: 05-26-2032
Drafted By: P
as
':EJ """ 'Case...‘];pm #: S 278-HQ-C1229736 - VIO (Pending) /lq \
b2 (&) 278 -C136372 (Pending) ,l\\
b7E S 278 113 (Pending) ALL INFORMATION CONTAINED
< \"\' HEREIN IS UNCLASSIFIED EXCEPT
Title: (U) REPORT OF POTENTIAL WHERE SHOWN OTHERWISE
IOB MATTER

(W - SynopsiswmAjﬁ% Possible IOB error for non-compliance with a
requirement” of the Attorney General.

(O A:yqz Deriva m : G-3
Declagssgif i 25X

bl Reference: (S)

Enclosure(s): (U) Enclosed for the case files are one copy of
the referenced EC.

Details:

!cz_LI
bl
b6
b7C
%) Case Agents: &A
U b6 SA

b7C

s parser SN HLL i!m SE&Q |
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b2 SECRET

b7E

To: Inspection From:l |
(0 R N 278-HQ-C1229736 - VIO, 12/18/2006

fUl“b6m_€§< Supervisors: S§§

wm .
”“)Si Possible IOB Error:
Collection of toll billing records via National
Security Letter (NSL) on a person not related to the

investigation.
(S) sAa
I for the Celephone subscriber 1
bl
bé
bicC r 1
b7D (s) | | sal was assigned the case and
reviewed the records provided by in response to the NSL.
bl (8) Upon review of the records, SA identified
b6 that the incorrect telephone number, | was requested

b7C in the NSL and records provided by| | were ror an unrelated

p7p third party. The unrelated third party is presumed to be an
iSJ USPER.

On 03/15/2006, SA destroyed all documents
and documented the destruction of the documents

b6 e
b7C provided
b7D in EC,

bl 235 An NSL | | was then submitted to
b7D [ 7=
6

5%
b6 _Cﬁi On 12/18/2006, SA was advised that-the above
p7c mentioned actions needed to be reported as an IOB violation.

i
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0 To: Inspection From: | 1 b7E
( ‘Rer - )) 278-HQ-C1229736 - VIO, 12/18/2006

LEAD(8) :
Set Lead 1: (Action)
INSPECTION
AT WASHINGTON, DC
(U) Read and clear.
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements.

"

SE T



(Rev. 01-31-2003) 072tH(1)

SBCRET

FEDERAL BUREAU INVESTIGATION

Precedence: ROUTINE Date: 03/22/2006
To: ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT

From: WHERE SHOWN OTHERWISE
b2 Contact: GSA
b7E
b6 Approved By:
B7C Dp Y

Drafted By:

] . bl DATE: 05-26-2007

b1 Case ID #: (S) (Pending) CLASSIFIED BY 65179 DME/KSR,TW
b6 . REASON: 1.4 (C)
b7C Title: (S) DECLASSIFY ON: 05-26-2032
b1 tS) Sﬁﬁwﬁéisf““lxi Documents destruction of incorrect results from

57D pertaining to National Security Letter (NSL)

(- (é( Deriv%t‘rom :

G-3
Declag8ify On: 25X1
-

bl

: MI ]an NST, wa_s_i_s,sueril

6
is:l p7c 01 (>< On 03/14/2005 SA was assigned the case.

v [ l___&l Upon review of the results of the NSL provided by
SA| determined that the incorrect phone number had been

g;g sought in the original NSL.
bl
(S:' """"""""""""""""""""""" : M —-ALl--such documen.t_.s...,.p_rgvided were destroyed
bl on 03/22/2006.
b7D

sx%{



DATE: 05-30-2007

CLASSIFIED BY 65179 DMH/KSR/JW ALL INFORMATION CONTAIMED
(Rev. 01-31-2003) FEASON: 1.4 (C) HEREIN IS UNCLASSIFIED EXCEPT
$3IFY ON: 05-30-2032 WHERE SHOWN OTHERWISE
DECLASS sr-:ckg'r

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/23/2007

b2
To: b7E Attn: SAC

b6
SSA b7C

Inspection Attn: 1IIS,

From: Office of the General Counsel
NSLB/CILU/Roornp_7947 A
Contact: SSA

Approved By: _Thomas .Inlie F‘(WU

b6
b7C
b2 Drafted By:
{1 R S,
Case Ig“#ym}xé 278-HQ-C1229736-VIO— Pending)
{0) T1t1e§< INTELLIGENCE_QVERSIGHT BOARD
MATTER 20074 b2
mj““ﬁy&&psiST“M Qx( It is the opinion of the Office of the General
Counsel (OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB). OGC will prepare and deliver
the necessary correspondence to the IOB.
() Derive rom : G-3
o DeclassdfXy On: 25X1
Reference: - P 278-HQ-C1229736-VIO Serial 1995
iMN Details:” ;gg By electronic communicat i ) dated 12/18/2006,
thel IField Officel requested that OGC
b2 review the facts of the captio matter and determine whether it
b7E warrants reporting to the IOB. In our opinion, it does. Our
analysis follows.
b6 (S)
b7cC case agent, sUDMITTEd & National Security Letter (NSL) seeking
b2
b7E sz:éki'r
b6
b7C
0IG/DQJ REV WY/ )
FBI INVESTIGATIOW; “y

DIG/DOJ INVESTIGATION;__ &~




b2
b7E

bl
b6
b7C
b2
b7E

U_‘” .......

b2
b7E

8).

‘ assigned the case and he reviewed the telephone reco

r_AiaLexmlnec that they were not the target's records.
immediately ceased review of the telephone records. On

s}tiqz'r

To: From: Office of the General Counsel
Re: 278-HQ-C1229736-vIO. 01/23/2007

telephonel Irecords of a certain target. Due to a

typographical error, the telephone number on
erroneously transcribed.! SA was

03/15/2006, SA Idestroyed all improperly collected documents
and records and provided an EC to the case file.?

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB) and
established the Board as a standing committee of the President's
Foreign Intelligence Advisory Board. Among its responsibilities,
the I0OB has been given authority to review the FBI’s practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates that
Inspectors General and General Counsel of the Intelligence
Community components (in the FBI, the Assistant Director,
Inspection Division (INSD), and the General Counsel, Office of
the General Counsel (OGC), respectively) report to the IOB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive. This language has been interpreted to mandate the
reporting of any violation of a provision of The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or
other guidelines or regulations approved by the Attorney General
in accordance with EO 12333, dated 12/04/1981, if such provision
was designed to ensure the protection of individual rights.

(U) Violations of provisions that merely are
administrative in nature and not deemed to have been designed to

' (U) In order to avoid any further dissemination of this
incorrect telephone number, the number is not being listed in
this document.

------------------------------- 2 (X On 12/18/2006, | |realized that this

incident constituted an ICB violation and promptly reported the
matter to OGC and the Inspection Division.

sn}nq
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b2
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To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 01/23/2007

-

ensure the protection of individual rights are generally not
reported to the IOB. The FBI Inspection Division is required,
however, to maintain records of such administrative violations
for three years so that the Ccunsel to the IOB may review them
upon request. The determination as to whether a matter is
"administrative in nature" must be made by OGC. Therefore, such
administrative violations must be reported as potential IOB
matters.

() -y NSLs are a specific type of investigative tool
that allows the FBI to obtain certain limited types of
information without court intervention: (1) telephone and email
communication records from telephone companies and internet
service providers (Electronic Communications Privacy Act, 18
U.S.C. § 2709); (2) records of financial institutions (which is
very broadly defined) (Right to Financial Privacy Act, 12 U.S.C.§
3414 (a) (5)(A)); (3) a list of financial institutions and consumer
identifying information from a credit reporting company (Fair
Credit Reporting Act, 15 U.S.C.§§ 168lu(a) and (b)); and (4)
full credit report in an international terrorism case (Fair
Credit Reporting Act, 15 U.S.C. § 1681lv). NSLs may be issued in
con f opessietaii b ct abukaxuarequirements, including 18 U.S.C. §
27009.

?§T In this situation, due to the incorrect number
stated in the NSL, the FBI received telephone toll billing
records pertaining to a telephone number that was neither under
investigation nor related to an investigation. Therefore, the
information was improperly collected, although unintentionally
so, in violation of the NSIG and ECPA.

(U) Here, the target's rights were not violated because
he was not the subject of the improperly collected information.
It is unknown whether the erroneous information received
pertained to a United States Person, inasmuch as there has been
no review of the information. Nonetheless, based upon the fact
that information which may be about a USP was improperly,
although inadvertently, collected, and in accordance with the
reporting requirements of Section 2.4 of Executive Order 12863,
OGC will prepare a cover letter and a memorandum to report this
matter to the IOB.

SE&(T
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To: From: Office of the General Counsel
Re: 278-HQ-C1229736-vI0O, 01/23/2007

LEAD (s) :
Set Lead 1: (Action)
INSPECTION
AT WASHINGTCN, DC
(U) For action deemed appropriate.

Set Lead 2: (Information)

T |

(Ul IField Office, under normal

circumstances, should contact the provider of the information and
determine whether the improperly or unintentionally acquired
information should be returned or destroyed with appropriate
documentation to the file. This matter is moot, however, since
the information has already been destroyed and an EC has already
been placed in the subject's case file.

ce: Mg Thamasgs

b6
b7C

ICB Library

¢

SE>!§1‘
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DECLASSIFIED BY 65179 DMH/KSR/JW
0N 05-26-2007

January 23, 2007

BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17 Street, Northwest
Washington, D.C.

Dear Mr. Friedman:
Enclosed for your information is a self-explanatory

memorandum entitled “Intelligence Oversight Board Matter
200 (U) '

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
(u)

Enclosure
1 - 278-HQ-C1229736-VIO - 2244
UNCLASS ED WHEN

DETACHED/\FROM
CLASSIFLER ENCLOSURE

Derived ‘om: G-3
Declassi On: 25X1

SE><ET
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Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. Matt Olsen
Deputy Assistant Attorney General
National Security Division
U.S. Department of Justice
Room 2200 C
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b2 INTELLIGENCE OVERSIGHT BOARD (ICB) MATTER
b E FIELD OFFICE
I0B MATTER 2007 [
) {8) . (&) By electronic communication dated December 18,
b1 2006, the Federal.. Bureau of Investigation (FBI)]| 1
b7D Field Office reported that,[ | the FBI

b2 :f?ffffad a National Security Letter. (NSL) seekin telephone:|

b7E records relating to a certain targétlil Due to a
ypographical error, the telephone number on the NSL was

erroneously transcribed. On March 14, 2006, the telephone

records were opened_and it was determined that they were not the

target's records. immediately ceased review of the

telephone records.

* Due to the incorrect number stated in the NSL, the

__.-FBI” recelved records pertaining to a
(- telephone number that was neither under investigation nor related
bl to an investigation. The error was discovered upon receipt of
b7D the information, and the records were neither reviewed nor used

for any investigative purpose. Despite the inadvertent nature of
the mistake, the fact remains that information was improperly
collected on a telephone number unrelated to an investigatiocn.
The overcollection was a violation]

Thus, the

matter 1s being reported to the I10OB.

DATE: 05-2&-2007

CLASSIFIED BY 65179 DHMH/KSR/IW
REASON: 1.4 (C)

DECLASSIFY ON: 05-26-2032

ALL INFORMATION CONTAINED
HEREIN IS UNBCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

Derive om: G-3
Declasss n: 25X-1
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FEDERAL BUREAU OF INVESTIGATION

(Rev (1-31-2003)

b2
07-
Precedence: PRIORITY Date: 12/18/2006
To: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975
Counterterrorism Attn: SSAI |
ALL INFORMATION CONTAINED
From: HEREIN IS UNCLASSIFIED EXCEPT
Squad 1, ehlE PE SHOWN OTHERWIZE
ContactH+
b2
b7E Approved By: DATE: 05-26-2007
b6 CLASSIFIED BEY 65179 DMH/KSR/IW
b7C REASON: 1.4 (C)

DECLASSIFY ON: 05-26-2032

Drafted By:

b1 Case ID #: (S) (Pendlng) 5@71

bé ~ ") K .- - (i 2 KT~ VR

b7C Title: (S)

b2

b7E
Synopsis: (S8//OC/NF) To report that provided
exc i not reauestad

bl O documen e

b7D T estruction o 1s data in FBI databases.

(1) Derived From I SCG G-3, Jan. 1997
Declassify Op« 18/2031

(Uy~Enclosure(s%r“”§Bi LHM for CTD to disseminate to the Office of
Intelligence and Policy Review (OIPR).

De : (S//OP/NP)I
bl
b2
b7E
b6
b7C a a Was rec ive
&0, U,Luu/ ~{ fe )

b7C

pe (KRS M/ £ ] SECRE%N/NOFORN



b2 SECRET/ORCONNOFORN
b7E

To: Ins ~t+ 4 1 rm - I

bl Re: (S) 12/18/2006
bl -
b7D ,
(C)
(q//nh/mpﬂ
bl
b6
b7C
b7D
(S//OC/NF) TFO | noticed] |
that | Jprovided
bl
b7D

ggc [~ TFo] | checked| |

Jthat was received through the issuance of

National Security Letters (NSLs) | H
Based
Uporl_NSL results 1t appeared that] _Iprovided| ]
information that was dated oriorl | TFO
l contacted about this matter
(S) TFO and I
| continued to follow un ] |
E%D |requesting that the
b6 excessive data ]l : Ih sequestered. On
b7C TFO | _] called| , who is a supervisor
b2 and explained that previous requests were made since l
| to sequester datal | An e-mail was also sent to
regarding this matter the same day.

(s) TFOI Icon*inued to contactL______T——————r___J
regarding this matter
bl

b7c that information be provided as to WHat Speciric records needed

to[be_seaues:e:eﬂ e | Iprovided the e-mail that was sent
to

bl (S) TF‘O[ Inoticed that the da.t;a._wam.est.amd_l

b2 11
b7E
b6
b7C

]
| yould Dbe
ontaccing regarding the request to sequester this

data as well.

SECRET/OR / NOFORN

2



SECRET/ORmh/o:QRN

b2 . I ]
b7E To: Inspection From:
bl Re: (S) 12/18/2006
(s) | advised that she had the disks
with the segquestered datal | on
bl I contacted| Iand advised that the
isc disks were not received as of yet.| asked
for the address of where to mail | . received
|
) Jvas contactele________TJ
l ___lregarding sequestering data
bl
b6 I —
vic [ e e i h this veauear 1 - 1
b2 1 _pdvised that the
b7E Tequest was being assigned to an analyst and would be completed
shortly. |
received confirmation that the
records were sequester€a1 i
(S//OC/NF)
| contained the seguestered tha for
destraved
bl
b6
b7C
b2 1 [destroved
b7E

(s) | | contacted] r_]

regarding the rem e datal
bl | iis responsible for sequestering the

b6 data. | lcontacted [ |
b7C

b2
b7E

b1 (s//oc/NF) | IJconfimed,
b6 | that the
bic appropriate data was removed | ]

b2 sequestered
b7E

SECRET/ ON/NOFORN



bl
b7D
b2

bl
b2
b7E

SECRET/OREBN(FOFORN

ass ne of L_ 1
as used in investigation| L

n

b2
b7E
bl To: Inspection FEram. |

Re: (S) 12/18/2006

) that did not need |, and
1s 1n the process of recovering this data
—(S//0OC/NF)
r ldata
was a
fhrough the issuance of NSLs.
(S)I Iredupqrq CTD . nrovide t+h

> enclosed LHM to

OIPR

SECRET/ORQQON/NOFORN
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bl

SECRET/ORCO OFORN

To: Inspectian Frome: I

Re: (S)] 12/18/2006
LEAD (s) :

Set Lead 1: (Info)
INSPECTION

AT WASHINGTON, DC

-

"*BXQ For information and action if deemed appropriate.
Set Lead 2: (Info)

GENERAL CQUNSEL

AT WASHINGTON, DC

'“O() For information and action if deemed appropriate.

Set Lead 3: (Action)

COUNTERTERRORISM

AT WASHINGTON, DC

iU)m%4>é Request that CTD provide OIPR with the enclosed
LHM.

*"

SECRET/ORCONNOFORN

5



SECRET
---- Working\Copy ---- Page

AT WASHINGTON, DC

Set Lead 2Z: (Info)

GENERAL COUNSEL

{aj - ';KE For information and action if deemed appropriate.
Set Lead 3: (Action)
COUNTERTERRORISM

AT WASHINGTON, DC

(Ume“b{) Request that CTD provide OIPR with the enclosed
LHM.

SE@\
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b2
b7E

b7C

m

bl

()

(U)o

bl
b7A

Administrative: (8)

SEC /NOFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/26/2007
To: Attn: SAC
CDC
Counterterrorism Attn: ITOS 1/CONUS 2/Team 6
Inspection Attn: TIS
From: General Counsel
National Securitw T.auér::nnh Jraiuseet | __I
Contact:

Approved By: i ALL INFORMATION CONTAIMED
PP Y HEREIN I3 UNCLASSIFIED EXCEFT
WHEFE SHOWH OTHERVIGE

Drafted By:
?3“\«6( DATE: 05-26-2007
e , : -25-
Case ID #: (] 278-H0-01229738:v10~" Pending) CLASSIFIED BY 65179 DUH/KSE/IW
(s) Pending)__ (,29 FEASON: 1.4 (C)
DECLASSIFY ON: 05-26-2032
Title: 9{) INTELLIGENCE OVERSIGHT BOARD

(IOB) MATTER 2007-704

Synopsigs E&j It is the opinion of the Office of General
Counsel (OGC) that the above-referenced matter must be reported
to the IOB and to the FBI's Office of Professional Responsibility
(OPR) . OGC will prepare and deliver the required correspondence
to the IOB. Our analysis follows.

.nggi Derived“Eromp: G-3
Declassi n: 02/26/2032

Reference: (S)

0IG/DOJ REVI

b6
b7C

FBI INVESTIGAT
0IG/DOJ INVESTIGATION: ___—_




b2
b7E

(8]

bl

To:

From:
‘UJ“Rex~->§) 278-HQ-C1229736-VIO, 02/26/2007

SECRETAN/NOFORN

General Counsel

-

footnotes.

(U} This communication contains one or more

To read the footnotes,

document in Corel WordPerfect.

Details:

December 18, fOOG,

(5//NF)

download and print the

By electronic commuynication (FCY dated

referenced above,! |
reported a possible IOB erro

Division

f_in_cgnlnncxlnn_miih1

1Ls ongoing counterterrorism investigation
-

bl
b2
b7E
b6
b7C
b7D
b7A

(S//NF)

bl

b7C

(5]

b2
b7E
bl

1

(iated 8/
2 l ’ j 219

)

hereinafter ci

2

3

(u)

(0)

| ID‘LV'iQinn o the Genersl Crnnsal

id.

EC.

SECRET;;RBEQEF
2
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SECR}s«NOFORN
R LI

b7E TO:. From: General Counsel
Re: (};Q . 278-HQ-C1229736-VIO, 02/26/2007
(5L '
wr"iﬁ?) .................. S s s et et
(8. { NF)

= I__l

| @
bl i reported the matter to both NSLB and therQiiics_Qi1Intelligence
b6 . _Policv and Revie "OIPR"). In addition, voerified that
b7C I data _swag qgmm_f_&rnnll
b2
b7E

o 1
I i Iseguestered data |l

here destroyed

{U) o "Wwwbﬁj As required by Executive Order (E.QO.) 12863 and
.Section 2-56 of the National Foreign Intelligence Program Manual
(NFIPM), OGC was tasked to determine whether the surveillance
errors described here are matters which must be reported to the
IOB.  They must.

(U) Section 2.4 of E.O. 12863, dated 09/13/1993,
mandates that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division, and the General Counsel, OGC,
respectively) report to the IOB all information “concerning
intelligence activities that they have reason to believe may
be unlawful or contrary to Executive order or Presidential
directive.”

{S) In this insf:nonl

bl
Consequently, 1n accordance with E.O. 12863 and Section
2-56 of the NFIPM, the error must be reported to the IOB, which
this Office will do.
(S) Since all inadvertently obtained information has
b2 already been destroyed, no action lead to is necessary.
b7E

SECRET/ /NOF

3
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-
E%E To: B | From: General Counsel
Re:"fgﬁq 278-HQ-C1229736-VIO, 02/26/2007

-

t jﬁn Enr future reference, information inadvertently obtained
b1 la f]should not be destroyed unless directed by

b2 'Rather, the material should be collected, sequestered, sealed and
delivered to OIPR for appropriate disposition

SECRET//NQFORN
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T
E?E “To: | | From: General counsel
Rei“--_% 278-HQ-C1229736-VIO, 02/26/2007

LEAD (8) :
Set Lead 1: (Info)

b2
b7E

(U) For information.

Set Lead 2: {(Info)
COUNTERTERRORISM
AT WASHINGTON, D.C.

(U) For information.

Set Lead 3: (Action)
INSPECTION DIVISION

AT WASHINGTON, D.C.

(U) For review and action deemed appropriate.

cc: Ms. Thom
bé

b7C

TOUB LIDTary

*

i L N

3
§
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February 26, 2007

BY COURIER

DECLA3SIFIED BY 65175 DMH/KSR/JW

: ON 05-26-2007
Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17*" Street, Northwest
Washington, D.C.

Dear Mr. PFriedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
2007 " (U)

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a

determination of whether any administrative action is warranted.
(U)

Enclosure
1 - 278-HQ-C1229736-VIO ,,5&3¢F>
UNCLASSIFIED WHEN

DETACHEJ, FROM
CLASSIFTI ENCLOSURE

Deriwed om: G-3
Decla y On: 25X1

ss}é*:r
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Should you or any member of your staff require additicnal

Stephen Friedman

information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

The Honorable Alberto R. Gonzales
Attorney General

U.S. Department of Justice

Room 5111

Mr. Matt Olsen

Deputy Assistant Attorney General
National Security Division

U.S. Department of Justice

Room 2200 C

Ms. Margaret Skelly-Nolen

Acting Counsel

Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150

S%éRET



bl
b2
b7E
b7D

bl
b2
b7E
b7D

SESRET

b2
b7E INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
—

DIVISION
IOB MATTER 20074 | (U)

(s)
Federal Bureau of Investigation ("FBI") has reported electronic
surveillance errors in conjunction with its ongoing

counterterrorism investigation of an identified U.S. person
{("USPER")

Inoticed thatl | provided

dalso noticedl |

{S) rﬁ |determined thad |DrovidedI
—

thereby resulting in an inadvertent over-collection, it reported

the matter to both NSLB and the Office of Intelligence Pglﬁcy and
Review ("OIPR"). In addition,

(U) This matter has been reported to the FBI's
Inspection Division for appropriate action.
ALL INFORMATION CONTAINED

Derived;zxé%
Declassjfy>on
HEREIN I3 UNCLA3ISIFIED EXCEPT

DATE: 05-26-2007 WHERE SHOWN OTHERWISE
CLASSIFIED BY 65179 DMH/RIR/IW

REASCN: 1.4 (C)
DECLASSIFY ON: 05-26-2032

G-3
X1

séhqsif
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b2
b7E
b6
b7C

-

(J)

SEcﬁ(r
FEDERAL BUREAU OF INVESTIGATION .:

CJI
ROUTINE 01/25/2007

Date:

Precedence:

To: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975

Attn: ASA
ADC

From: I I

I
Contact: SA

Approved B DATE: 05-26-2007

PP ¥ CLA3SIFIED BY 65179 DMH/R3R/TW
REASON: 1.4 (C)

DECLASSIFY ON: 05-26-2032

Drafted By: ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED EXCEPT
b{) 278—HQ—C1229736—VIO$ NIT'R WHERE SHOWN OTHERWISE

Title: (U) REPORT OF POTENTIAL IOB MATTER

ﬁSynopsis:“C§< To report possible IOB error.

(U]vuﬂwwa§< Derived From-_ I SCG-3, January 1997
Declassify ~U01/25/2032

Details:

(S) The captioned potential Intelligence Oversight Board matter

bl
b7A

bl
b7A

{S) A National Security Letter (NSL) was issued in the above
referenced case to obtain subscriber information

IDuring the preparation of the

NSL, two of the digits in the telephone number were transposed
resulting in the request for subscriber inform tionl |
for telephone number | instead of | The NSL

was approved and issued, and the carrier provided records for
telephone numberl |

1

K sertal_ 4 #l27/0b /

S&M@/’ . (1(1 0 SEC\? ;o ;3 .
21 oo AT : |

=f= b7C

b dada A




b2
(H7E.-

SECREC
"Ta: Inspection From:
Re: P&} 278-HQ-C1229736-VIO, 01/25/2007

tSjmmw

- .- After the carrier's return of the NSL and corresponding
“trécords, an analyst from another division discovered that the numbers

had been transposed and telephonically notifiedl IAgent,
Special Agent ho prepared the NSL. | |
|

fnformed his sunervisor, Supervisory Senior

(3).

Resident SSRA) | of the error. { |
1 sa and SSRAL_____ |Feviewed 319X-HQ-A1487720-0GC, Serial

290, date /2007, for guidance in reporting the matter and taking
corrective action.

] After receiving 319X-HQ-A1487720-0GC, Serial 290, SA:
contacted Associate General Counsel (AGC) Patrice Kopistansky who

advised him to contact] |Division's Chief Division Counsel and

. to also remove the records] On January 9,
b2 } 2007, SA Gaylord notified]| JAssoclate Division Counsel (ADC)
bTE { |of the error SA [ lalso facilitated the
b6 removal of the records |
direction, | !

bl

[ |records were secured]
stored in a safe

snc}ss
2
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b2 To:. Inspection From:
b7 Re: Eﬁ( 278-HQ-C1229736-V10, 01/25/2007

LEAD (s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For appropriate action.
Set Lead 2: (Action)

GENKRAL COUNSEL

AT WASHINGTON, DC

b2 (U) General Counsel is requested to review the

b7E circumstances regarding the possible IOB violation and to subsequently
provide ADCl | direction regarding the disposition of the
records which were inadvertently collected.

*"

SE I
3
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/26/2007
To: Attn: SAC
CDC
Counterterrorism Attn: ITOS 1, CONUS IV
b2
b7E
b6 Inspection Attn: IIS
b7¢ .
ALY, TNFDRMATION CONTAINED
From: General Counsel / HEREIN IS UNCLASSIFIED EXCEPT
NSLB/CTLU I HERE SHOWN OTHERWISE
Contact: SSA
Approved By: Thomas Julie FUANMV
’ DATE: 05-26-2007
CLASSIFIED BY 65179 DMH/RSR/IW
Drafted By: REASON: 1.4 (0}
(UM r © Y , /a‘BaO DECLASSIFY OM: 05-26-2032
Case ID #+( 278-HQ-C1229736-VIO” (Pending)
) "Tit'ﬂ;e':"'m><) INTELLIGENCE_Q T BOARD (IOB)
b2 MATTER 2007-
(U) - synopsis:- (XJ The ::,Division requested that the Office of
p2 General Counsel (OGC) review a potential Intelligence Oversight
p7E Board (IOB) error and determine whether it is reportable to the
IOB. It is the opinion of OGC that this matter must be reported
to the IOB. OGC will prepare and deliver the necessary
correspondence to the IOB.
“‘_T:' Derived : G-3
' Declassi n: 02/26/2032
(U} Reference: % 278-HQ-C1229736-VIO, Serial 2112
Details: (S)| . |
| —J Pursuant to this
investigation, a National Security Letter (NSL i
bl requesting subscriber information _
b7A records in accordance with 18 U.S.C. §82709. rm:im_r.}:le
preparation of the NSL two of the digits in talanhsne
number were transpose
DWL
b7 CIG/D0J REVIEY
p7c CIG/00J REVIE

Fi} INVESTIGAT o

ol

UL

00 INVESTIBATICR: N\




(u,

b7E

o
bl !
b2
b7E

b2
b7E

SECR}T\

To:| From: Office of the General Counsel

Re: 9Q 278-HQ-C1229736-VIO, 02/26/2007

information I:___—_—:Ireco s not relevant tro
a FBI investigation.
r* Angrior to discovery of the error.

(8) It should be noted that, upon discovery of this
error, the case agent immediately sought advice as to how to
rectify the situation. Th pursuant to this advice,
removed the information and stored

the original data, as well as one copy, in a safe.

{U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB) and
established the Board as a standing committee of the President's
Foreign Intelligence Advisory Board. Among its responsibilities,
the IOB has been given authority to review the FBI’s practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates that
Inspectors General and General Counsel of the Intelligence
Community components (in the FBI, the Assistant Director,
Inspection Division (INSD), and the General Counsel, Office of
the General Counsel (OGC), respectively)} report to the IOB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive. This language has been interpreted to mandate the
reporting of any violation of a provision of The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or
other guidelines or regulations approved by the Attorney General
in accordance with EQO 12333, dated 12/04/1981, if such provision
was designed to ensure the protection of individual rights.
Violations of provisions that merely are administrative in nature
and not deemed to have been designed to ensure the protection of
individual rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain records of
such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature" must be made by OGC. Therefore, such administrative
viclations must be reported as potential IOB matters.

SECEK

2




bl

TTL

b2 .
bTE

(-

® o
SQXQET

To From: Office of the General Counsel
Re:“mfﬁi 278-HQ-C1229736-VIO, 02/26/2007

(U -
NSLs are a specific type of investigative tool that

allows the FBI to obtain certain limited types of informaticn
without court intervention: (1) telephone and email communication
records from telephone companies and internet service providers
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2)
records of financial institutions (which is very broadly defined)
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a) (5) (A)); (3) a
list of financial institutions and consumer identifying
information from a credit reporting company (Fair Credit Reporting
Act, 15 U.S.C.S§§ 168lu{a) and (b)); and (4) full credit report in
an international terrorism case (Fair Credit Reporting Act, 15
U.S.C. § 1681lv). NSLs may be issued in conformity with sta ory
requirements, including 18 U.S.C. § 2709.

—— i CK} Here, due to the incorrect number stated in the
NSL, the FBI received records pertaining to a telephone number
that was not relevant to an authorized investigation. Therefore,
the information was improperly collected, although
unintentionally so, in violation of the NSIG and ECPA.
Accordingly, this incident must be reported to the IOB.
""""""""""""""""""""""""""""" QQ In accordance with the reporting requirements of
Section 2.4 of Executive Order 12863, OGC will prepare a cover
letter and a memorandum to report this matter to the IOB.

SEB:{T
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To: From: Office of the General Counsel
Re: )§z 278-HQ-C1229736-VIO, 02/26/2007

b2 LEAD(S) H

b7E
Set Lead 1: (Action)

(U) [ Field Office should contact the
carrier and ask whether the improperly or unintentionally
acquired information should be returned or destroyed with
appropriate documentation to the file.

Set Lead 2: (Info)

COUNTERTERRORISM .

AT WASHINGTON, D.C.

(U) For information.

Set Lead 3: (Action)
INSPECTION

AT WASHINGTON, D.C.

(U) For action deemed appropriate.

cc: S

‘ b6
IOB Library b7C

*

SECQ\
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February 26, 2007

BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board

Room 50209 ) o DECLASSIFIED BY 65179 DHH/K3R/JW
New Executive Office Building 0N 05-26-2007

725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:
Enclosed for your information is a self-explanatory

memorandum entitled “Intelligence Oversight Board Matter
20071 ' (U)

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
(U)

Enclosure
1 - 278-HQ-C1229736-VI0O - 2321
UNCLASSIEZED WHEN

DETACH FROM
CLASSIFI ENCLOSURE

Derive om: G-3
Declas On: 02/26/2032

sm%'r
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Should you or any member of your staff reguire additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. Matt Olsen
Deputy Assistant Attorney General
National Security Division
U. S. Department of Justice
Room 2200 C

1 - Ms. Margaret Skelly-Nolen
Acting Counsel
Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150



SECQ\T

INTELLICI_EM&&LIGHT BOARD (IOB) MATTER
b2 FIELD OFFICE

b7E TOB MATTER 20070 __](U)

(8) By electronic communication date?_lanuaxx_2é,
2007, the Federal Buﬁfau_gi_lnxgsL;gaL;Qn__FBI) ield
b1 Cffice reported that, the FBI issued a

b2 National Security Letter (NSL) seeking subscriber information
b7E | records. Due to a typographical error

the FBI on the NSL, the FBI obtainedl ]
records pertaining to a telephone number that was not
relevan

to an authorized investigation,

Thus, the matter is being reported to the IOB.

(S) The FBI deleted the information | I

[ | and sequestered the data. The FBI will return the
inadvertently obtained data to the telephone carrier, or destroy
the data with documentation to the file.

b2
b7E

DATE: 05-26-2007

CLASSIFIED BY 65179 DMH/ESR/IW
REASON: 1.4 (C)

DECLA3Z3IFY ON: 05~-26-2032

ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

Derived £ : G-3
Declassify on 2/26/2032

SECXET
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b2
SE}P\ET
FEDERAL BUREAU OF INVESTIGATION
o
Precedence: ROUTINE Date: 01/19/2007
To: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975
From: | I
Contact: TFO
Y, ~
Approved By: L ALL INFORMATION CONTAIMED
b2 n/\ HEREIN I35 UNCLASSIFIED EXCEFT
WHERE SHOWN QTHERWISE
b7E '
b6 )
b7C WWW
g A_A_....,,Prafted By: : 3 DATE: 05-27-2007
CLASSIFIED BY 65179 DMH/K3SR/JW
Case ID #: M 278 -HQO-C1220738 VIO —'9\//\3 REASCN: 1.4 {C)
b1 (S) DECLASSIFY ON: 05-27-2032

Title: (U) POSSIBLE INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR

l:U:'"“'"Sy"iit:sps:.sv """"" GQ To report possible ICB error.

“MWW”W§§< Deriv om : G-3
{uy - Declagdd On: X1
Details:
(S)bl 1
b6
7C
(sP7%2
tUj'ww“HEXE 3. Possible IOB Error:
p1 (S)
(Uﬁ““»nm,sgé ----- 4. Description of IOB Error.
(S) A National Security Letter (NSL) l I
b1 Ii lwas submitted t.:ingl —_— |
07D informationl ] j_______1
bo
b7C

SE Ml B do ‘;m S*Q‘ET
RS R palslp] ' b




(m, SESRET
b7E _
To: Inspection From:
bl Re: )ﬁ@ 278-HQ-C1229736-VIO, 01/19/2007
b2
b7E
(3)
(s) provided the NSL results in paper format The
I information l
bl
b7D
b6
b7C
b2 } the case agent did not
b7E iewl information until | on
{ [the case agent noticed]| |
1 (The NST that was served tol -
specifically noted] k ould not
be included). The case agent i1mmediately sequestered the original
results that were stored in the 1-A envelope as well as the copy that
was made from the original. Since thelﬁ CDC was out of the
office on 01/16/2007 and 01/17/2007, the case agent was not able to
notify the CDC about this matter until 01/18/2007. On 01/1
case_agent provided the original and copy of the records to I
CDCI I
e
records ST FraaT
_recor i It i i
bl LJ CcDhC
b6 lseguegtered and sealed those recordsl |
b7C cDc | | will
b2 maintain the seguestered and sealed records under locked conditions i
b7E his office. |
b7D . - - -
the improperly provided] |information to the case agent
for investigative purposes in that such records were properly provided
to their_E_IDivision in response to the above-stated NSL.
b1 (S) No information pertainin? to the taintedl I

informati as entered into ACS information

1s being stored in the 1-A at this time.

SECRET
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;EEQFT b2

b7E
To: JInspection From:
Re: ~}E(? 278-HQ-C1229736-VIO, 01/19/2007

LEAD (s) :

Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

{U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL_CQUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*
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