
(Rev 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 01/12/2007 

TO! General Counsel Attn: NSLB 

From: Inspection 
Internal Tnvpsfinafinns Bpct.ion. TPII. Room 3 041 

b6 
b7C 

CRS Ext[ Contact 

Approved By: Miller David la 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

ALL INFORMATION C0HTAIHED 
HEREIN IS UNCLASSIFIED 
DATE 05-31-2007 BY 65179/DMH/K3R/RW 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACfflNGtt .1155 
OGC/lOB# 20( 

LACK] 
)07{_ 

b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 1794 
278-HQ-C1229736-VIO Serial 1987 

Details: (U) The Internal Investigations Section (IIS) received 
dated 10/25/2006, reporting a an EC from[ 3 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

•• 

fc 



(Rev 01-31-2003) 
J3$3SR|^//.20320117 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Attn: 

Date: 01/17/2007 

(Personal Attention) 

From: Inspection -,„,, 
Internal TnvgRtinations Section, IPU, Room 3041 

b2 
b7E 
b6 
b7C 

Contact: CR^ 

Approved By: Miller David Ian w^ Ext 

Drafted By: 

Case ID #: 

Title: (U) 

DECLASSIFIED BY 65179/DHH/KSR/RW 
OH 05-31-2007 

(U) 263-HQ-O-U - 682 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 3155 
OGC/lOB# 20 07 

b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) 

Enclosure(s) 

X Deri 
fy^On: 

Reference: (U) 

(U) 278-HQ-C1229736-VIO Serial 1794 

278-HQ-C1229736-VIO Serial 1794 
278-HQ-C1229736-VIO Serial 1987 

Details: (U) Upon review of| jcaptioned 
report of a potential IOB violation, IIS did not tind the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

•• 

b2 
b7E 
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(Rev 01-31-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence; ROUTINE 

b2 
b7E 
b6 
b7C 

(U) 

(S) 

(UJ 

bl 
b6 
b7C 

To: General Counsel 
Inspection 
Counterint-gll igence 

Date: 10/30/2006 

Attn: NSLB . 
Attn: IIS / 
Attn: CD-2A, Room 4133 
Attn: CDd 

From: 

C o n t a c t : SA 

Approved By: 

D r a f t e d By. 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
TOHERE SHOOT OTHERWISE 

Case ID # : (U) 278-HO-C1229736-VIO (Pending) - ( 9 
/ T T V T7Bl L n e i n / i / r . *i \ L L J L . ' 

r > ' > , : 

b l 

T i t l e : 

(U) 
( S ) 

\h 

X POTRHTTM. Tnn MnT"ri7n -™Txrp L V I N C 

SA 
SSAl 

DATE: 05-31-2007 
CLASSIFIED BY 65179/MH/KSR/RTJ 

b6 REASON: 1.4 (c ,d) 
b7C DECLASSIFY OH: 05-31-2032 

Synopsis: •̂TTJt- I OR rpnnrti ng Qf carrier 

rt X 
bl 
b7D 

Reference: (U) Conversation with CDC on 10/18/2006 

W T h e following information -i g ĥ-i nr, ny^r^Q^ i n 
tx5 5he quarterly EC from CDC [ 

i^. T-. I-„ "1 1 J ~ , . _ I • . I 

Details: 
response tx̂ b̂he quarterly EC from CDcl 
requesting Intelligence Oversight Board reporting be brought 
to the attention of the OGC and Inspection Division. 

L 

b6 
b7C 

•SO khJSLSuT yM>^ 
SECRET 

CM i / f i l b6 
b7C 



(SJ 

SEXTET 

T o : G e n e r a l C o u n s e l From: 
R e : (U) 278-HQ-C1229736-VT0, 1 0 / 3 0 / 2 0 0 6 

b2 
b7E 

(Sf 
i n f o r m a t i o n \ 

I i n i t i a l l y rPmiPSt-pH M.gT. a n h o r r i ^ r 

_Lsi js^ceived a r e p l y t o t h e NSL . 
"I In a d d i t i o n t o [ 

I were r e c e i v e d .~| I 
i n fo rma t ion r e c e i v e d w a s i n c o r r e c t l y g iven by | 

1 nnl - J i n f o r m a t i o n was r e q u e s t e d . None|_ ^ ^ ^ ^ _ _ ^ ^ ^ ^ _ j i w a s 1 C 4 U C B L C U . 

| peceived have been uploaded_Ln£jQ—&CS 
placed in the file of the substantive raap. \ 

™r 

M p r i a T-ot-iyned|~ I—| | 
I m i s t ake i s being r e p o r t e d w i t h i n t h e mandatory 14-

aay r e p o r t i n g p e r i o d 

b l 
b6 
b7C 

b l 
b2 
b7E 
b6 
b7C 

b l 
b2 
b7E 
b7D 

Sjkl SECRET 

2 



ET 

To: General Counsel From: 
Re: (U) 278-HQ-C1229736-VI6, 10/30/2006 

b2 
b7E 

LEAD(S): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) Information is being provided to NSLB for 
whatever action is deemed appropriate. 

Set Lead 2: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) Information is being provided to IIS for 
whatever action is deemed appropriate. 

Set Lead 3: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

(U) At CD-2A: Read and clear. 

Set Lead 4: (Action) 

AT 

(U) Information is being provided to CDC for 
whatever action is deemed appropriate. 

•• 

SECRET 

3 



(Rev. 01-31-2003) 

FEDERAL. BUREAU OF INVESTIGATION 

'r 

b2 
b7E 
b6 
b7C 

(U) 

(U) 

(U) 

(U) 

(U) 

(U) 

Precedence : 

To: 

ROUTINE 

Counterintelligence 

Inspection Division 

Attn: 

Attn: 

Attn: 

SAC 
CDC 
SA 

SSA 

IIS 

Date 

, CRS 

: 12/12/2006 

CD-2A 

From: Office of the General Counsel 
NSLB/CILU/Roorn 79(37—I 
Contact: AGC 

ALL IHF0RHATI0W COHTAIMED 
HEREIH 15 UNCLASSIFIED EXCEPT 
WHERE SHOtW OTHERWISE 

Approved By: Thomas Jul ie^OO 

Drafted By: | ~ | 

Case ID #: J & \ 278-HQ-C1229736-VIO"^( 
m 
Pendmc 

T i t l e . : 

S y n o p s i s : 

INTELLIGENCE_QYE£SIGHT BOARD 
MATTER 200*T 

DATE: 05-31-2007 
CLASSIFIED BY 65179/DHH/KSR/Rtf 
REAS0H: 1.4 (c ,d) 
DECLASSIFY OH: 05-31-2032 

b2 

requested that Field Office 
the Office'ofNthe General Counsel (OGC) review an incident and 
determine whether it warrants reporting to the Intelligence 
Oversight Board (IOB). It is the opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the IOB. 

b2 
b7E 

(U) 

Admi n i st r a t i ve:... This electronic communic 
information fromr^th^s EC dated 10/30/2006 from 
reporting a potential IOB matter. 

ation (EC) contains L£C) 
J to OGC 

b2 
b7E 

Reference: J>§) 278-HQ-C1229736-VIO -1 "7 95* 

Details: ^ ^ By EC dated 10/30/200 
review an incident and determine whe 

6 re 
t n e r i t warr 

^quested t h a t OGC 
rants r e p o r t i n g t o 

OIG/DOJ REVIEW: 
FBI INVESTIGATION: 

OIG/DOJ INVESTIGATION: 

DATE: ir-
b6 . 
b7C 

£*L 



To: 
Re: 

SEC: 

_JFrom: Office of the Cfeneral Counsel 
278-HQ-C1229736-VIOr 12/12/2006 

b2 
b7E 

^ ° THR 
bl 
b6 
b7C 
b2 
b7E 
b7D 

S) Upon review of the documents provided to 
it was learned that the information! |provided, pursuant to 
the NSL, exceeded that which was requested. The error byf" 
was apparently a misunderstanding on its part as to the nature ot 
the request, since requests for| [information and 
subscriber information are requested separately by the FBI. 

_ ^ reported that thev returned 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG), or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

(U) On 03/28/2006, the FBI's National Security Law 
Branch (NSLB) sent a letter to the Counsel for the IOB requesting 
their concurrence to treat third party errors as non-reportable, 
though NSLB would still require the field to continue to report 

SE CJJBT 

2 

bl 
b2 
b7E 
b7D 



To: 
Re: 

SEcfea^ 

From: Office of the General Counsel 
278-HQ-C1229736-VIO, 12/12/2006 

b2 
b7E 

any improper collection under an NSL as a potential IOB matter. 
By letter dated 11/13/2006, the Counsel to the IOB agreed that 
third party errors in the collection of information pursuant to 
an NSL must be reported to the FBI OGC, but are not reportable to 
the IOB. 

In the instant case the collection of information 
Once the case agent 
oeyond the scope of 

i by the FBI was not the fault of FBI' 
discovered that he had received information __., ,_ 
the NSL request, the case agent immediately sequestered the 
information, returned said information to 
matter to OGC. 

and reported the 

SECRB^ 



To: 
Re: 

SECT^ 

From: Office of the General Counsel 
27B-HQ-C1229736-VIO, 12/12/2006 

b2 
b7E 

(S) 

LEAD(s): 

Set Lead 1: (Information) 

INSPECTION 

AT WASHINGTON. DC 

(U) For information. 

Set Lead 2: (Information) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

(U) For information. 

Set Lead 3: (Action) 

Al 

X is- requested tc 

bl 
b2 
b7E 
b7D 

to ensure that the 
appropriciLy JJfolocols are in place to prevent similar types of 
disclosures in the future. 

cc: 1- Ms, 
1-
1-

Thomas 

1- IOB Library 

b6 
b7C 

•• 

SEĜ EŜ  
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 01/12/2007 

To: General Counsel Attn: NSLB 

From: Inspection 
Internal Investigations Section. IPU. Room 3 041 

b6 
b7C 

CRS Contact: 

Approved By: Miller David Iaâ jU.1 (ĵ -

Drafted By: 

Case ID #: 

Title: (U) 

] Ext[ 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-31-2007 BY 65179/DHH/KSR/RTJ 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAffTMRtt 115ft 
OGC/lOB# 2007| | 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

b2 

Reference: (U) ?7ft-HD-ci??Q7ifi-VTn Serial 1798 
278J 1C76104 Serial 450 
278-HQ-C1229736-VIO Serial 1988 

b2 
b7E 

Details: (U) The Internal Investigations Section (IIS) received 
an EC fron| division dated 10/30/2006, reporting a possible 
IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

•• 



(Rev 01-31-2003) 
SEC!k«£//20320117 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

Precedence: 

To 

ROUTINE Date: 01/17/2007 

Attn: SAC (Personal Attention) b2 
b7E 

From: Inspection b6 
Internal Investigations Section, IPU, Room 3041 b7c 
Contact: CRS| | Ext| "| 

Approved Bys 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian DECLASSIFIED BY 65179/DHH/KSR/RliJ 
OH 05-31-2007 

(U) 263-HQ-O-U - 683 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGJ3158 
OGC/lOB# 2007| ~j 

b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

From G-LI 

•DeclasBi^v^STS^^ZSXZZO 117 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1798 

Reference: (U) 2 78-HO-C122 9736-VIO Serial 1798 
278| |C76104 Serial 450 
278-HQ-C1229736-VIO Serial 1988 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

•• 

A' SEORET//20320117 



U.S. Departme. jf Justice 

Office of the Inspector General 

Washington, D.C. 20530 

DATE: January 26, 2007 

TO: Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2007002584 
Subject! ~ 
FBI No. 263-0-U-683 
FBI CMS No. 3158 

ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-31-2007 BY 65179/DHH/K3R/RTJ 

b6 
b7C 
b2 
b7E 

• 

We consider this a management matter. The information is being provided to you 
for w hatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your Findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

r - ! This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 



)1C INVESTIGATIONS DIVISION Complaint Form OIG NO. a b2 

689-2007-002584-

^eceived By: Date Received: 01/08/2007 Hew Received: A 

SUBJECT: 
ritxe: SA 
Component: FBI 
"isc : 
lome : 
Phone : 
vork: 
'hone: (202) 

Pay Plan: 
EOD Dste: 

ZIP 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 
Offenses 689 

:P: 

SUBJECT: | 
Title: SSA 
"ornponent: FBI 
; i s c : 

ione : 

Pay Plan 
EOD Date 

'hone: () -
Jork: , , 
'hone: (202) 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.Ho. 
B.O.P.No. 

D/L Mo. 
Offenses 689 

b6 
b7C 
b2 

;OHPLAINANT:| 
Title: ATTY 
Component: FBI 
5isc: ^_^_^^_ 
iorr.e: [_ 

Pay Plan: 
EOD Date: 

'hone: ( ) -
.'ork: , , 
'hone: (202) 
.onfidential: 

ZIP: 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 

D/L No. 

Authority: none 

Details: '(&) 

The FBI provided information" regarding., a potential IOB matter (2007 

b2 

bl 

The National Security Letter (NSL) requested subscriber information, however the reply to 
the NSL provided toll records. None of the toll records were uploaded into F3I databases 
and the erroneously provided information was reported within the mandatory 14 day reporting 
period. 

It is the opinion of the Office cf the General Counsel that this matter need not be reported 
to tne IOB. ;dz) 

ALLEGATIONS: 68 9 IOB Violation 
iccurrence Date: b2 

b7E ::TY 
TIME: 

State Zip: 

DISPOSITION DATA: Disposition: M Date: 01/25/2007 Approval: POWELL, GLENN G 

.eferred to Agency: Date Sent: Component: FBI 

Civil Riqhts: N Component Number: 263-0-U683, 3158 

Whistleblower: N Consolidated Case Number: 

•atriot Act: N 

ensitive: N 

DATE: 05-31-2007 
FBI INFO. 

CLASSIFIED BY 65179/DHH/KSR/RW 

REASON: 1.4 (c) 

DECLASSIFY OH: 05-31-2032 

'aa° 1 of 2 Dririt-oH m / ? t - / ? r i m •> - <T • "5 0 



)IG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. 
b2 

689-2C07-002584-M 

Remarks: 

Predicating material contains classified information that wiij. be maintained in a secure 
container within OIG/INV/HO-

:l/26/07-Sent to Kaiser/FBI/INSD. (dz) 



Fr?-96'> (Rev 03 21-2005) 

FEDERAL BUREAU OF INVESTIGATION f 

Precedence: ROUTINE Date: 05/03/2006 

To: Inspection 
General Counsel 

From: 
b2 
b7E 
b6 
b7C 

- ^ 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 97 5 

(U) 

C o n t a c t : SFO 

A p p r o v e d By ill 

D r a f t e d By: 

C a s e ID # : P8Q 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O - l 3 £ 3 

3 

T i t l e : (U) SF(| 
' SSRAl 

b6 
b7C 

DATE: 05-31-2007 
CLASSIFIED BY S5179/DHH/K3R/RIJ 
REASON: 1.4 (c,dj 
DECLASSIFY OH: 05-31-2032 

ALL IHF0RHATI0N C0HTAIHED 
HEREIH IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

(U) 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis:i&4 To report possible IOB error, unauthhorized, 
unintentional collection of information. 

(U) X 
bl 
b2 
b7E 
b6 
b7C 

(U) 

Details; 

(S) 1 

(S) 2. 

3. Possible IOB Error: Unintentional collection of 
information. 

bl 

vstJ>"' 4. Description of IOB Error (including any reporting 
y\ /de-Lays). Financial records were furnished , pursuant- to-a'National 

(S) Security Letter (NSL) for individuals other than the subject of the 
NSL. 

^ SEC^JT 

b6 
b7C 



b2 T o : 
b7E Re ; 

SEC ICfe&T 

i n spec t ion From: 
() 278-HQ-C1229736-VIO, 05/03/2006 

(S) A N a t i o n a l S e c u r i t y Let; 
f-anHnnnii m l -pec t was requested 3 

t . s r f n r f i n a n r i a l rar-r\-rrlcr ^-F 

Zl 

bl 
b6 
b7C 
b7D 

b6 
b7C 

(S)l 

SMI 3 
,.n ĝjTRecords were received by writer and held until the analysis 
^ 'of those records was able to be conducted. During the course of the 

analysis writer found records that were in the names of individuals 
other than the captioned subject 
this 

SSRA was advised of 

bl 
b6 
b7C 
b7D 

b6 
b7C 
b2 
b7E 

(U) 5c7 1 
After speaking with ADC land 

of OGC, the records not pprt-aininn 1-n rani-ionoH' onK-iQ̂ <- irT=>-,rc* been 
separated, segregated and sealed! | none of 
those records have been uploaded into ACS or other FBI record 
systems. ADC| |and| [provided guidance on how to 
handle this matter 

SECREJ 



jgj To: ̂ Inspection From: 

SECRET 

Re: >§r 278-HQ-C1229736-VIO, 05/03/2006 

LEAD(s) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

•• 

SECRET 



4 j-\% 
(Rev. 01-31-2003) 

S E ^ E T 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

(U) 

(U) 

(U) 

Precedence: ROUTINE 

To: 

Date: 12/26/2006 

Attn: SAC 
CDC 

Counterterrorism 

Inspection 

Attn: 

Attn: 

Attn: 

SSRA 

ITOS II 

IIS, CRS 

From: Office of the General Counsel 
N S T . B / r T T . n T T / T ^ I / R o o m I S - a i n 
Contact: AG 

Approved By: 

Drafted By: 

Case ID # : \ r 

ALL INF0RHATI0H CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DATE: 05-31-2007 
CLASSIFIED BY 65179/DHH/KSR/RI'J 
PEASOH: 1.4 (c) 
DECLASSIFY OH: 05-31-2032 

278-HQ-C1229736-VIO S e r i a l f{>lTj ( P e n d i n g ) 

Title: X INTELLIGENCE_ffiffiRSIGHT BOARD 
MATTER 2006- b2 

Synopsis"vJ&L Tt i s t h e opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the Intelligence 
Oversight Board (IOB). Rather, it should be maintained in the 
control file for periodic review by Counsel to the IOB. Our analysis 
follows. 

(U) 

b2 
b7E 

(U) From G-J 
Dec n: L226 

Reference: S)[ 
CUA<nsfe-vio-_La£a By EC dated 05/03/2006, [_ J requested that Details: 

OGC review tfte facts of the captioned matter and determine 
whether it warrants reporting to the IOB. As explained below, 
in our opinion, the FBI is not required to report this matter 
to the IOB. 

b6 
b7C 

OIG/DOJ REVIEW:.. 
FBI I W E S T I G A T I O — ^ 

fa SECRET 

01G/D0J INVESTIGATION:. 

DATE^i±l 



b2 
b7E To: 

Re: 
From: Office of the General Counsel 

278-HQ-C1229736-VIO, 12/26/2006 

(S) On 11/10/2005^ 
to 18 U.S.C. § 2709 seeking ffnancia 
an authori 7.ffd invpfirinafinn 

drafted an NSL pursuant 
rP.rnrdR nf 1-hi* fa-rgpl- of 

b2 
b7E 
bl 
b7D 

bl 
b6 
b7C 
b7D 

b2 
b7E 

have been separated, segregated and sealed in I 
I I none of those records have been uploaded into ACS or other 
FBI record systems. 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) 
and established the Board as a standing committee of the 
President's Foreign Intelligence Advisory Board. Among its 
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To: | I From: Office of the General Counsel 
Re: 278-HQ-C1229736-VIO, 12/26/2006 

responsibilities, the IOB has been given authority to review 
the FBI's practices and procedures relating to foreign 
intelligence and foreign counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates 
that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division (INSD), and the General Counsel, 
Office of the General Counsel (OGC), respectively) report to 
the IOB intelligence activities that they have reason to 
believe may be unlawful or contrary to Executive Order or 
Presidential Directive. This language has been interpreted to 
mandate the reporting of any violation of a provision of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG), 
effective 10/31/2003, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed to ensure the 
protection of individual rights. Violations of provisions 
that merely are administrative in nature and not deemed to 
have been designed to ensure the protection of individual 
rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records 
of such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

(U) 
NSLs are a specific type of investigative tool 

that allows the FBI to obtain certain limited types of 
information without court intervention: (1) telephone and 
email communication records from telephone companies and 
internet service providers (Electronic Communications Privacy 
Act, 18 U.S.C. § 2709); (2) records of financial institutions 
(which is very broadly defined) (Right to Financial Privacy 
Act, 12 U.S.C.S 3414(a)(5)(A)); (3) a list of financial 
institutions and consumer identifying information from a credit 
reporting company . (Fair Credit Reporting Act, 15 U.S.C.§§ 
I68lu(a) and (b)); and (4) full credit report in an 
international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v). NSLs may be issued in conformity with 
statutory requirements, including 18 U.S.C. § 2709. NSIG, 
section V.12. -X Here, during an authorized investigation, the 
FBI properly served an NSL on a financial institution.- In 

SEpR̂ IT 



b2 
b7E 

(U) 

To: 

SE&R£T 

From: Office of the General Counsel 
Re: 278-HQ-C1229736-VIO, 12/26/2006 

response to the properly served NSL, the FBI obtained 
information regarding other individuals that were not relevant 
to the investigation.1 It appears that this information, 
although lawfully obtained, is not relevant to the 
investigation and was properly segregated to protect the 
potential privacy interests of United States persons. Once 
information not relevant to an authorized investigation is 
received, the field should contact the carrier and ask whether 
the unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 
of EO 12863, it is our opinion that this error is not 
reportable to the IOB. A record of this decision should be 
maintained in the control file for future review by the 
Counsel to the IOB. 

The target's rights were not violated because he 
was n6t tne subject of the improperly collected information. 
It is unknown, however, whether the information associated 
with the other subscriber pertained to a United States Person 
inasmuch as there has been no review of the information. 



To: 
Re: 278-HQ-

From: C 
-C1229736-

LEAD(s) : 

Set Lead 1: (Action) 

INSPECTION 

SEOBSfT 

Office of the General Counsel 
b2 
b7E 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three 
years for possible review by the Counsel to the IOB. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) 

(U) should contact and ask whether 
the improperly or unintentionally acquired information should 
be returned or destroyed with appropriate documentation to the 
file. 

cc: 
b6 
b7C 

•• 

Ms. Thomas 

IOB Library 
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(r.:v. 01-31-2003) 

b2 
b7E 
b6 
b7C 

(U) 

(U> 

(U) 

b2 
b7E 
bl 
b7D 

(U) 

b6 
b7C 
b2 
b7E 

JEOraT 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Counterterrorism 
Inspection 

Attn; 

Attn; 
Attn; 

Date; 

NSLB/CTLUII 
LX1 
Room 3 R - n n 
AGCl 
ITOS I I 
I I S 
CRS 

01/10/2007 

Attn: Assnr.i afP m vi qlnn rnnngpl 

SSA 

From: 

Contact 

Approved By 

Drafted By: 

Case ID #: 

Title:( 

SA 

t m ALL INFORMATION CcnTAlMED 
HEREIU I S TOTCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

) 278-HQ-C1229736-VIO ^Pending) 

I 
/ p\\ 

INTELLIGENCE OVERSIGHT BOARD 
b2 

Synops i s : 
p rov ided 

MATTER 2006-[ 

S) D e s t r u c t i o n of r e co rds which were i n a d v e r t e n t l y 

DATE: 05-31-2007 
CLASSIFIED BY 65179/DHH/KSR/RW 
REASON: 1.4 (c) 
DECLASSIFY OH: 05-31-2032 

b2 
b7E 
b l 
b7D 

Reference: 

?nr—itOLiaOllO 

278-HQ-C1229736-VIO Serial 1970 

Details: (S) Referenced EC requested FB̂ xI. 
the unintentionally acquired information 

It ̂ rl^*- n m l r . ~ •! g 

which was obtained via a National Security Letter (NSL), should 
be returned or destroyed with appropriate documentation to the 
file. 

Those specific dpcnmenfp which were 
unintentionally acquired by FBll [ were previously 

Chief Division segregated, sealed and maintained by FBlQ 
Counsel. On January 10, 2007, Associate Division Counsel (ADC) 

I > opened the sealed package to review the documents, 
not for its content, but to determine if the documents were 
originals or copies. A review of the documents revealed they 



(U) 

!S) 

General Counsel From: 

3Bg6ET b2 
b7E 

278-HQ-C1229736-VIO, 01/10/2007 

i, on January 10, 2007, AD<£ review 
which were unintentionally acquired 

.Based upon ADC I I 
I shredded those documents 

b6 
b7C 
bl 
b7D 

(U) b2 Jt^) As the unintentionally acquired documents have 
b7E been destroyed, I bonsiders the lead covered. 
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SEC C^T 

To: General Counsel From: 
(U) Re..: X S f 278-HQ-C1229736-VIO, 01/10/2007 

LEAD(s) : 

Set Lead 1: (Info) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) Read and clear. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and Clear. 

Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON. DC 

(U) Read and clear, 

•• 

SEC^T 
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(Rev. CI-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 01/12/2007 

Attn: NSLB 

b6 
b7C 
b2 

b2 
b7E 

From: Inspection 
Internal Investigations Section. IPU. Room 3041 
Contact: CRS 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian ALL IKTFORHATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 0 5 - 3 1 - 2 0 0 7 BY 65179/DHH/KSR/KW 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 2176 
OGC/lOB# 2006-

b2 
Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference; 

Details: 

(U) 278-HQ-C1229736-VIO Serial 1353 
278-HQ-C1229736-VIO Serial 1970 

LLL) lbe_ Internal Investigations Section (IIS) received 
an EC from I |Division dated 05/03/2006, reporting a possible 
IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

•• 



b 2 
b 7 E 
b 6 
b 7 C 

(U) 

(Rev. 01-31-2003) 

720320117 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 01/17/2007 

To: Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contac t: CRS | 

Approved By: Miller David Ian \=Jl/^\ DECLASSIFIED BY 6S179/DHH/KSR/RW 

Drafted By: 
OH 05-31-2007 

Case ID #: (U) 263-HQ-O-U - 684 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 217 6 
0GC/I0B# 2006-| ~~\ b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

X DerTved-Erom 
Decladaarfy-^nl f̂r3iX1117 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1353 

Reference: (U) 278-HQ-C1229736-VIO Serial 1353 
278-HQ-C1229736-VIO Serial 1970 

Details: (U) Upon review of| (Division's captioned report 
b2 of a potential IOB violation, IIS did not find the matter 
b7E indicative of willful misconduct. IIS only addresses allegations 

where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

•• 
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U.S. Departmc of Justice 

Office of the Inspector General 

Washington. D.C. 20530 

DATE: 

TO: 

FROM: 

SUBJECT: 
b6 
b7C 
b2 
b7E 

January 29, 2007 

Kenneth W. Kaiser 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

OIG Comnlaint No. 2007002639 
Subject! 
FBI No. 263-0-U-684 
FBI CMS No. 2176 

ALL FBI INFORMATION COHTAIHED 
HEREIN 15 UNCLASSIFIED 
DATE 05-31-2007 BY S5179/DMH/KSR/RW 

• 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

I I This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act 
and the Whistleblower Protection Act. 

Attachment 



INVESTIGATIONS DIVISION - Complaint Form OIG NO. D 689-2007-OC2639-M 
eceived By: Date Received: 01/04/2007 How Received: A 

OBJECT: 

itie: SSA 
ompor.er.t : FBI 
i s c : 

Pay Plan: 
EOD Date: 

i -
orr.e : 
' hone 
: . r k : , , 

t o n e : (202) 

ZIP : 

ZIP : 

SSNO: 
D . O . B . : 

A l i e n N o . : 
F . B . I . N o . : 
B . O . P . N o . : 

D/L N o . : 
O f f e n s e s : 689 

b6 
b7C 
b2 

:OMPLAINANT: 
' i t l e : EXECG 
Ccmoonent: FBI 

Pay P l a n : 
EOD D a t e : 

Iome : 
' h o n e : () -
J o r k : , , 
' h o n e : (202) 
C o n f i d e n t i a l : 

Z I P : 

Z I P : 
R e v e a l e d : 

SSNO 
D . O . B . 

A l i e n No. 
F . B . I . N o . 
B . O . P . N o . 

D/L No. 

A u t h o r i t y : none 

Det 

The 

Dur 
on 

ails: 

FBI provided information 

ing an authorized investi 
a financial institution. 

associated with individuals 
pre 

1 r 

to 

re 

gat 
In 

who 
perly segregated to protect 

is the opinion of the Off 
the IOB. (dz) 

ice 

garding a 

ion, 
res 

the 
ponse 

were not 
the 

of 

potential IOB matte 

rBI properly 
to the NSL, 
relevant to 

potential privacy 

served 
the FBI 

r (20C6] 

a National 

1 
Security 

was provided with 
the investigation. 
of the 

the General Counsel that 

individuals 

this matter 

The in 

need no 

b2 

Letter 
informat 
formatio 

t be rep 

(NST,; 
ion 
n was 

orted 

\L LEGATIONS: 68 9 
3c c u r r e n c e D a t e : 

IOB V i o l a t i o n 
TIME: b2 

b7E Z i p : 

Approval: POWELL, GLENN G DISPOSITION DATA: Disposition: M Date: 01/29/2007 

deferred to Agency: FBI Date Sent: 01/29/2007 Component: FBI 

Patriot Act: N Civil Riahts: N Component Number: 263-0-U-684, 2176 

s e n s i t i v e : N W h i s t l e b l o w e r : M C o n s o l i d a t e d Case Number: 

Remarks: 

Predicating material contains classified 
container within OIG/INV/HQ. 

01/29/07-Sent to Kaiser/FBI/INSD (dz) 

information that will be maintained in a secrue 

ALL FBI INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 0 6 - 0 6 - 2 0 0 7 BY 65179/DHH/KSR/KB 

, , j m / o a / o n m i . o a . o n 



Freedom of Information 
and 

Privacy Acts 

SUBJECT: NATIONAL SECURITY LETTERS 
FOLDER: ^ C V 0-0* \J(lUt £ > 

Federal Bureau of Investigation 



(Rev. 01-31-2003) 

b l 
b7D 

SECRET 

DATE: 05-25-2007 
CLASSIFIED BY S5179 DHH/KSR/JU 
REASON: 1.4 (C) 
DECLASSIFY ON: 05-25-2032 

FEDERAL BUREAU OF INVESTIGATION 1073946 

P r e c e d e n c e : ROUTINE 

T o : ' - I n s p e c t i o n 
G e n e r a l C o u n s e l 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

Date: 01/04/2007 

Attn: 
Attn: 

IIS, Room 11861 
NSLB, Room 7 975 

From •k 2 
C o n t a c t 

A p p r o v e d B y : 

D r a f t e d B y : 

C a s e ID # : 

T i t l e : (U) 

(U) 2 7 f i - H O - C i 2 2 9 7 3 6 - V l O ( P e n d i n g ) - &Q-31 
(U) 2781 I -C26391 ( P e n d i n g ) ^ 11H b i 
(S) | | ( P e n d i n g ) - ft 3 

TMTBT.T.TnRWf-K nVBRRTnHT BOARD (IOB) 

[ 

SUPERVISOR*? SPECIAL AGENT 

SPECIAL AGENT 

b6 
b7C 

(S)/ REPORT OF A POTENTIAL IOB MATTER 

Synopsis: >S0 To report a possible IOB violation involving 
receipt of unsolicited telephone toll records [ 

1 y l 
(uTra(1 DeriveaWFlfom : G-3 

D e c l a s ^ i f y ^ O n : XI 

tsH= 
bl 

R e f e r e n c e : ( S ) £ & J | S e r i a l 11 
(U) 2 7 8 - H Q - C 1 2 2 9 7 3 6 S e r i a l 2 5 7 0 

D e t a i l s : CSS I n a c c o r d a n c e w i t h r e p o r t i n g r e q u i r e m e n t s r e l a t i n g 
t o k n o w n o r s u s p e c t e d I n t e l l i g e n c e O v e r s i g h t B o a r d (IOB) 
v i o l a t i o n s , p e r r e f e r e n c e 2 , n o t i f i c a t i o n i s b e i n g m a d e t o t h e 
O f f i c e o f G e n e r a l C o u n s e l r e g a r d i n g u n s o l i c i t e d t e l e p h o n e t o l l 

b6 
b7C 

< 
CHS. 

SECRET 
/.U-. Hi v &< 

b6 
b7C 

kMjibJ* 7 
te&b 

CM- ) / ^ ' > 
\ J. 



(S) 

b l 
b7D 

(S) 

b l 
b2 
b7E 
b7D 

b l 

b l 
b7D 
b6 
b7C 
b2 
b7E 

To: I n s p e c t i o n From: 
Re: (U) 278-HQ-C1229736-VIO, 

SECR|' 
b2 
b7E 

01/04/2007 

records 

12± 
send a National Security Letter (NSL) to 

requesting suhani-i hsr Tni-nrmafinnf 

(S) 
r p m i P R h p r i . g i l h g r r - i h p r i n f n r m a U n n 

received the 

ui teiepnone ton records. 
These toll records were not requested in the NSL. 

L£l£ 

_LS_L I records, 
Less National i |jj 

I have been turned over to| \ 
J pending a rPRpnnHP trpm fh 0 [Hat-inn 3l 

CDC (A/CDC)| I penamg a response rrp 
Security Law Branch regarding this matter. A/CDC] 
the toll records within his office safe. 

secured 

SE6M:T 



SECRET b2 
1 b7E 

To: Inspection From: 
Re: (U) 278-HQ-C1229736-VIO, 01/04/2007 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) Request IIS take appropriate action as necessary 
in response to this potential IOB matter. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) At NSLU, review information provided herein and 
act as deemed appropriate. 

•• 

IC^BT SECK 
3 



(Rev. 01-31-2003) 

sfe^RET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 

To: 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

Counterintelligence 

Inspection 

b2 
b7E 
b l 

b2 
b7E 

b6 
b7C 
b2 
b7E 

At tn : 

A t tn : 

At tn : 

nsl ] 
A/CDC 

02/05/2007 

= 3 

CD-2 

IIS, 

From: Office of the General Counsel 
NSLB/CILU/Room 7Q/17 <-
Con tac t : AGC 

DATE: 05-25-2007 
CLASSIFIED BY 65179 DHH/KSR/JW 
REASON: 1.4 (C) 
DECLASSIFJ ON: 05-25-2032 

< u > -

202-324 

A p p r o v e d B y : THM^.T-- ; . T u l i p V\ 

Draf ted By: 

Case ID #: ^) 278-HQ-C1229736-VIO S e r i a L ^ ^ (Pending) 

(U) ;-t±e: £*() 

(D) 

INTELLIGENCE' OVcRa-EGm" BOAKU 
MATTER 2U07H I 

(X) It is the opinion of the Office of the General Synopsis: 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) 

(a) Administrative-•: 0 
infnrmatinr frnm 

Derived^Expflf' : 
De c 1 a s s>^y^Qn: 

G-3 
02/05/2032 

Office 

This electronic communicatioa LECJ captains 
Field he EC dated 01/04/2007 from the 

to OGC reporting a potential IOB matter 

Reference: (S) (̂  

r- OGC 
\ it 

requested that <u> Details: (̂  By EC dated 01/04/2007, 
OGC review the facts of the captioned matter and determine whether 

warrants reporting to the IOB. As explained below, in our 
opinion, the FBI is not required to report this matter to the IOB, 

- Zc37 SEQJRET 

0IG/D0J REVIEW 
/ 

F3I INVESTIGATION: f 

mm INVESTIGATION: 

b7C 



b2 
b7E 

icfcs^ 

To 
Re: 278-HQ-C12297> 

SEC; 

Office of the 
VIO, 02/05/2007 

General Counsel 

(S ) , 

b l 
b2 
b7E 
b7D 

E 
D 

J&. 
J d r a f t e d an NSL p u r s u a n t 

t o 18 U.S.C. § 2709 seek ing s u b s c r i b e r i n fo rma t ion for a 
t e l e p h o n e n i i m h c y t - h a t wa<=. h p l i p v a H t n h p ngg>H hw g n h - i p r l -
NSL was sent to 

The 

rsj. | received the requested 
subscriber information along | I 
toll records pertaining to the requested number. I I 
| |the toll records was immediately turned over to the 
Acting Chief Division Counsel for sequestration. 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB) . On 09/13/1993, by Executive Or^er 1.285?. the 
President renamed it the Intelligence Oversight Boar-.' (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Adviscry Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 

Inspectors 
Community 
Inspection 
the Genera 
intelligen 
unlawful o 
Directive, 
reporting 
General's 

(Uj Section 2.4 of Executive Order 12863 mam'-ris that 
General and General Counsel of the Intelligence 
components (in the FBI, the Assistant Director, 
Division (INSD), and the General Counsel, Office of 
1 Counsel (OGC), respectively) report to the IOB 
ce activities that they have reason to believe may be 
r contrary to Executive Order or Presidential 
This language has been interpreted to mandate the 

of any violation of a provision of The Attorney 
Guidelines for FBI National Security Investigations and 

Foreign Intelligence Collection (NSIG), effecti 
other guidelines or regulations approved by the 
in accordance with EO 12333, dated 12/04/1981, 
was designed to ensure the protection of indivi 
Violations of provisions that merely are admini 
and not deemed to have been designed to ensure 
individual rights are generally not reported to 
Inspection Division is required, however, to ma 
such administrative violations for three years 
Counsel to the IOB may review them upon request 
determination as to whether a matter is "admini 

ve 10/31/2003, or 
Attorney General 
if such provision 
dual rights. 
strative in nature 
the protection of 
the IOB. The FBI 
intain records of 
so that the 
. The 
strative in 

SECRET 



^ T SEC: 

To: | | From: Office of the General Cou4i;o-
r 

Re: 278-HQ-C1229736-V10, 02/05/2007 

nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

(U) On 03/28/2006, the FBI's National Security Law 
Branch (NSLB) sent a letter to the Counsel for the IOB requesting 
their concurrence to treat third party errors as non-reportable, 
though NSLB would still require the field to continue to report 
any improper collection under an NSL as a potential IOB matter. 
By letter dated 11/13/2006, the Counsel to the IOB agreed that 
third party errors in the collection of information pursuant to an 
NSL must be reported to the FBI OGC, but are not reportable to the 
IOB. 

(U) In the instant <~acp tho r-r.1 i 
information was not the fault of[ 

ection of toll record 
Once it was 

discovered that the information was beyond the scope of the NSL 
request, the information was immediately sequestered and the 
matter was reported co OGC. 

(U) Based -upon these facts, in accordance with tho 
terms implementing the reporting requirements of Section 2 4 of 
EO 12863, it is our opinion that this error is not reportable to 
•"he 7.Cn £ rt*rr,rr\ nf this decision should be maintained in the 
com.:•..•. J. Lie jlwx IULUIC icvic' ty the Counsel to the ICZ." 

SEC. 

3 

CfeET 



^ 1 

b2 
b7E To: 

Re: 

SEC 

From':--'' 'fice of the General Counsel 
278-HQ-C1229736-VIC, 02/05/2007 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

(U) For information. 

b2 
b7E 
b l 
b7D 

: L i l C O U . •> , ( r t U U i O i l ) 

Al 

(S) (#() if deemed relevant 
should submit the appropriate NSL requesting the toll records or 

If the information is not relevant 
] should be 

returnT 
orQ 

I 
]aoes not seek their return, [ 

destroyed with appropriate documentation placed in the file. 

cc: 

•• 

Ms. Thomas 

IOB Library 
b6 
b7C 

SECRET 



(Rev. 01 -.11 -2003; 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 03/28/2007 

Attn: NSLB 

From: Inspection 
Internal Investigations Section. IPU. Room 3 041 
Contact: CRS 

Approved By: Miller David Ian 

Ext. 

Drafted By: 

Case ID #: 

Title: (U) 

b6 
b7C 
b2 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKXMGJ_^443 
0GC/I0B# 2007] b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 2037 
278-HQ-C1229736-VIO Serial 2199 

Details: (U) The Internal Investigations Section (IIS) received 
an EC fromI |Division dated 01/04/2007, reporting a 

b2 possible IOB error. Based upon a review of the referenced EC it 
b7E is the IIS's opinion the incident described therein is an 

administrative issue. Therefore, no internal investigation will 
be conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

•• 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-25-2007 BY 65179 DMH/KSR/JN 



(Rev. 01-31-2003) 
SE^ET//20320328 

FEDERAL BUREAU OF INVESTIGATION 

Precedences 
b2 
b7E T O : 

ROUTINE Date: 03/28/2007 

Attn: SAC (Personal Attention) 

b2 
b7E 

Fromi Inspection 
Internal Tm^inat-inns Sprt.ion. IPU. Room 3041 

Ext Contact: CRS 

Approved By: Miller David Ian^t-I 

Drafted By: 

DECLASSIFIED BY 65179 DHH/KSR/JW 
0M 05-25-2007 

\ Case ID #: 

Title: (U) 

(U) 263-HQ-O-U - 738 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 3443 
OGC/IOB# 2007J I 

b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U> X ) Derived^Frpm^f^' G-3 
DeclassjJjyOn^ 20320328 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 2037 

Reference: (U) 278-HQ-C1229736-VIO Serial 2037 
278-HQ-C1229736-VIO Serial 2199 

Details: (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

•• 

SE^ET//20320328 



FD-962 (Rev. 03-21-2005) 

SEC^ET//20320212 

FEDERAL BUREAU OF INVESTIGATION 

A 

b l 

Precedence: ROUTINE 

To: 

Date: 02/12/2007 

Inspection 
General Counsel 

Attn 
Attn 
Attn 

ADC 
IIS, Room 11861 . 
NSLB, Room 7975-"' 

From: R contact: SA 
Approved By 

Drafted By: 

(U) CaseID #: 77R-HD. 
27! 
621 

C 1 2 2 9 7 3 6 - V I O 
A95380 
A 8 9 4 5 5 - I O B - 20 

b2 
b7E 
b6 
b7C 

ALL IWF0RHATIQH COHTAIHED 
HEREIH IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

Title: (U) REPORT OF POTENTIAL 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

(TTJ DATE: 05-25-2007 
' S y n o p s i s : (^0 To r e p o r t p o s s i b l e IOB e r r o r . CLASSIFIED BY 65179 DHH/KSR/JW 

. . V / REASON: 1.4 (C) 
<u> > B £ Derived: From : G-3 DECLASSIFY OH: 05-25-2032 

Dec^afes^y On: 02/12/2032 

Detai l s : 

(S) 1. 

(S) 2 . 

<U) (̂) 3. Possible IOB Error: 

(S) 

<D>0$ 4. Description of IOB Error (including any reporting 
delays). 

J.SJ A National Ssniritv T.^M-OT- (NSL) [ 

I f n r r p r - n r H c T 

b l 
b7D 

b6 
b7C 

SEC3ET//20320212 

/-7 



b2 
b7E 
b l 
b7D 

b2 
b7E 

To: I n s p e c t i o n From: 
(U) Re: -<V) 278-HQ-C1229736-VIO, 0 2 / 1 2 / 2 0 0 7 

RF.rttaT / / 2 0 3 2 0 2 1 2 

:s) 
] and found H 

Ireviewed the> rpmrris I 

<U) (X) T n e original documents reflect :jjia_t±L£_information which 
- - C t * 

was not requested have been forwarded to[ 
sequestering. Redacted copies only reflecting the requested 
information will be retained for the case file. 

J ADC for 

SECRET//20320212 
2 



scksq^/ SECKKT//20320212 

b2 To : I n s p e c t i o n From: 

b7E (U) R e ; )§ ) 278-HQ-C1229736-VIO, 0 2 / 1 2 / 2 0 0 7 

LEAD(s) : 

S e t L e a d 1 : ( A c t i o n ) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

•• 

SECRET//20320212 
3 



(01/26.'1998) 

SECfcET 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 
b2 
b7E 

(II) 

(U) 

Precedence: 

To: 

ROUTINE Date: 3/2/07 

Counterintelligence 
Inspection 

Attn: SAC, CDC, ADC 
Attn: AD 
Attn: IIS, CRS 

From: General Counsel 
National Security Affairs/Room 7974 
Contact: Julie F. Thomas 

Approved By: Thomas Julie 

Drafted By: 

m) Case I D # ; 78-HQ-C1229736-VIO— £02H 
78| I -A95380—^5 

/6 / 

2 
2 
62F 

ALL IHFORHATION COHTAIHED 
HEKEIH IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DATE: 05-25-2007 
CLASSIFIED BY 65179 DMH/KSR/JU 
PEAS0N: 1.4 (C) 
DECLASSIFY OH: 05-25-2032 

HA89455. 

Title: (V) POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2007H b2 

Synopsis?(^ It is the opinion of the Office of the General 
Counsel (OGC) that no error was committed in this matter, and 
therefore nothing need be reported to the IOB. A record of this 
decision should be maintained in the investigation control file 
for review by the Counsel to the IOB. 

(U) Derive'd/froxn : G-3 
Declassify On: XI 

(UJ Reference: 
b2 
b7E 

278-HQ-C1229736-VTOjfeA(Sa ( ^iS6/ 

bl 
b7D 

b6 
b7C 

SEb^ET 

0SG/D0J REVIEW 
Nl'tSTIGAT! m |NVE' V I I . J 

••^G/DOJ INVESJlGATIQi F 
3ATE: ?/< Hv 



sfcs^ET 

b2 
b7E To: I | From: Off ice of t h e General Counsel 

Re: 278-HQ-C1229736-VIO, 3 /02 /07 

(S) 

b2 
b7E 
b l 
b7D 

b2 
b7E 

G 
t h e r e c o r d s r e c e i v e d [ 

rev iewed 
It wo 

t h e UtiL. 
Twiuuu wdbl pl lol* t o t h e t ime p e r i o d r e q u e s t e d i n 

3 

10) <x The original documents reflecti 
which was not. requested have been forwarded 
sequestered. Redacted copies which only reflect information 
requested by the NSL will be retained for the case file. 

:tina—thB—Lal 
to|_ I 

ormation 
ADC and 

<U) l&£ The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 9/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential Directive." This 
language has been interpreted to mandate the reporting of any 
violation of a provision of The Attorney General's Guidelines for 
FBI National Security Investigations and Foreign Intelligence 
Collection (NSIG), effective 10/31/2003, or other guidelines or 
regulations approved by the Attorney General in accordance with 
E.O. 12333, dated 12/04/1981, if such provision was designed to 
ensure the protection of individual rights. Violations of 
provisions that merely are administrative in nature and not 

SECKS^ 



SECSUST 

To: I I From: Office of the General Counsel 
Re: 278-HQ-C1229736-VIO, 3/02/07 

deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

w v 
•yBy NSLs are a specific type of investigative tool 

that allows the FBI to obtain certain limited types of 
information without court intervention: (1) telephone and email 
communications record from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709; (2) records of financial institutions (which is 
very broadly defined)(Right to Financial Privacy Act, 12 U.S.C.§ 
3414(a)(5)(A); (3) a list of financial institutions and consumer 
identifying information from a credit reporting company (Fair 
Credit Reporting Act, 15 U.S.C. §§n 1681u(a) and (b); and (4) 
full credit report in an international terrorism case (Fair 
Credit Reporting Act, 15 U.S.C. § 168v). NSLs may be issued in 
conformity with statutory requirements, including 18 U.S.C. § 
2709. 

(S) Here, during an authorized investigation, the FBT 
properly served an NSL| | 

Tin response to the properly served NSL, the FBI obtained 
containing information beyond what it is legally 

authorized to receive. The FBI, having ascertained [ 
| |were beyond the scope of the NSL, forwarded the 
unasked for information to the ADC for sequestering and redacted 
their files to reflect only information responsive to the NSL. 

W ^ & f By agreement with the Counsel to the IOB, it is 
our opinion that this error is not reportable to the IOB. A 
record of this decision should be maintained in the control file 
for future review by the Counsel to the IOB. 

SECRET 
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To: 
Re: 

From: Office of the General Counsel 
278-HQ-C1229736-VIO, 3/02/07 

b2 
b7E 

Set Lead 1: (Read and Clear) 

11 /«M ^hj^-prVTMtLjO Os**l 

baf Re tu rn -vo r ig ina l documents which r e f l e c t 

bl 
b7D 

(S1 \ 
information Beyond thje scope of the NSL 

Set Lead 2: (Info 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) Read and clear 

Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON. DC 

(U) Read and clear 

^^r^p^rf*'"-' 

1-Ms. Thomas 

n 
1 1-1OB Library 

•• 

b6 
b7C 

SECRET 

4 



(Rev 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 03/28/2007 

Attn: NSLB 

From: Inspection 
Internal Tnypsl-inarinns Sprfinn TPU. Room 3 041 

b6 
b7C 
b2 

Contact: CRS 

Approved By: Miller David Ian 

Drafted By: 

Ext I 
DECLASSIFIED BY 6S179 DMH/KSR/JW 
OH 05-25-2007 

Case ID #: 

Title: (U) 

(U) 278-HQ-C1229736-VIO [Pending) 

W 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 3618 
0GC/I0B# 2 007-1 I 

b2 

Synopsis:(fy To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 2154 
2781 I-A95380 Serial 68 
278-HQ-C1229736-VIO Serial 2234 

b2 
b7E 

Details: (U) The Internal Investigations Section (IIS) received 
an EC front | Division dated 02/12/2007, reporting a possible 
IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

•• 



(Rev 01-31-2003) 
SE^ET//20320328 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 

b6 
b7C 
b2 

b2 
b7E 

Precedence: 

To: 

ROUTINE Date: 03/28/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3 041 
Contact: CRS Ext. 

Approved By 

Drafted By: 

''Case ID #: 

Title: (U) 

Miller David Ian 
DECLASSIFIED BY 65179 DMH/KSR/J13 
OH 05-25-2007 

(U) 263-HQ-O-U - 754 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAPKTNGtt 3 618 
OGC/lOB# 2007 b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) tyf Derived^Froac^': G-3 
/ X Declass>€yTSi^: 20320328 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 2154 

Reference: (U) 278-HQ-C1229736-VI0 Serial 2154 
278| 1A95380 Serial 68 
278-HQ-C122 973 6-VIO Serial 2234 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 

sctas*] SE<WT//20320328 



FD-962 (Rev. 03-21-2005) 

SEcfeHT//20320201 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 02/01/2007 

Attn: IIS, Room 11861* 
Attn: NSLB, Room 7975 

Attn: agar- I 
CDC 

From 

b2 
b7E 
b6 
b7C 

Contact: SA 

Approved By 

Drafted By: 

(£) Case ID. #: 

/ 

jgĉ rt-

ALL INFORHATIOH COBTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
I0HEEE SHOOT OTHERWISE 

(&/ 278-HQ=£1229736-VIO - * U ^ 
i 62F-TA89455-IOB _ [~\ 

T i t l e : (U) SA 
SS7J 

DATE: 05-25-2007 
CLASSIFIED BY 65179 DHH/KSR/JW 
REAS0H: 1.4 (C) 
DECLASSIFY OH: 0.5-25-2032 

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

(U) synopsis: £g(j To report possible IOB error. 

<U) Derive^KPrpnKT^ G-3 
DeclastedyOiv^ 02/01/2032 

Details: 

(S) 1. 

bl 
b2 
b7E 

S) 

S) 

S) 

2 . 

3 . P o s s i b l e IOB E r r o r 
' 

% 

b2 •£. 
*&**) 

TAJI 

(U) y§) 4. Description of IOB Error (including any reporting 
delays) : 

_LS_L I 

KklUtjT SEhRET//20320201 

=jr<x» 03> isMA 
v b6 
b 7 C 

\ 



(U) 
b2 
b7E T o : 

Re: 

SEClR^T//20320201 

in spec t i on Fromj 
278-HQ-C1229V36-VIO, 02/01/2007 

IS) 
b l 
b6 
b7C 
b7D 
b2 
b7E 

b l 
b 6 
b7C 
b2 
b7E 
b7D 

(S) 

1 . ( S > I ^ T 

| t h a t was not 
r e q u e s t e d by" t he fc'Bl. i n i s inror raa t ion was not u t i l i z e d by the 
case agent in any a n a l y s i s nor was i t documented in the c a s e f i l e . 

- & £ T h p P 3 S P a n p n t - f i r ^ 1-Q-.H o i . r a H f 

Was contactedl 
IOB error occurred. 

] and it was determined that 
|Division counse 

Case agent contactedf 

(S) 

Investigative Support Specialist (ISS) 

a possible 
"1 Division 

121. 

exp la ined t M t T 
e r r o r . | 

I r e a a r d i n n t h i g m a n o r "| 
J A L ^ S H ^ ^ ^ I ^ ^ ^ ^ X ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ U ding t h i s 

lui error and he requested that 
I ha HocrrfiuaH a ^ i f ^ n - , 1 1 , , 

SEfeRET//20320201 



SEC*EJ//20320201 

(U) 
To: 
Re: 

Inspection From: 
ffi 278-HQ-C1229736-VIO, 02/01/2007 

b2 
b7E 

11W 
_LS1 

LSJZL (S) r 
b l 
b 6 
b7C 
b7D 

1 d e s t r o y e d the o r i g i n a l f 

SECRET//20320201 



(U) To: Inspection From: 

CR£T>C£20 SECRET^ 032 02 01 

Ref--^(jr 278-HQ-C1229736-VIO, 02/01/2007 

LEAD(s) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

•• 

SECRfe^//20320201 



(Rev. 01-31-2003) 

SE6FJ*T 

BUREAU OF INVESTIGATION 

b6 
b7C 
b2 
b7E 

(U) 

b2 
b7E 

(U) 

Precedence: ROUTINE 

To: 

Date: 2/21/2007 

Counterintelligence 

Inspection 

Attn: 

Attn: 

Attn: 

SSA 
SA 
CDC 

CD-4 

IIS, CRS 

From: Office of the General Counsel 
NSLB/CILU/Roorq_JL24i 
Contact: AGC n 

tse] 

Approved By: Thomas Julie BuH/f J 

Drafted By: 

(U) CaseID #: 

, 202-324-

Title:- <x 
278-iiQ-C1229736-VIO-^( Pending) 

INTELLI 
MATTER 

GENCR 
2007-T 

nVF.RSfGHT. nv'ARD 
b2 

. requested that 
review an incident and 

Synopsis: {$ The| | Field Office 
the Office of the General Counsel (OGC) _ . ^ „ „„ XU1.XUC1I. ( 
determine whether it warrants reporting to the Intelligence 
Oversight Board (IOB). It is the opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the IOB. 

Derived\From : G-3 
Declassify On: 2/21/2032 

This electronic communication IFD contains Administrative 
information from: the EC dated 2/01/2007 from 
reporting a potential IOB matter to OGC 

(U) Reference: ^ ) 278-HQ-C1229736-VIO ^fV-ii A(19 

DATE: 05-30-2007 
CLASSIFIED BY 65179 DHH/KSR/JW 
REAS0H: 1.4 (C) 
DECLASSIFY OH: 05-30-2032 

sEcfejrc 

OIG/POJ R£V!E 
f-'Bli 

' ^ / D O J INVESTIGATION: 

•b7C 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 



b2 
b7E To: 

Re: 
From: Office c2 

SEC^T 

278-HQ-C122973G-VIO, 2/21/. 
jnsral '''.ancGl 

Details: tyQ By EC dated 2/01/2007, 
ic\ 5f V i e" ai? i n c i d e"t and determine w h e t W it ̂ rrani-c ^ r ^ + ^ a t o 

1"' the I O B . I • r 

requested that OGC 

i 

bl 

• --1 A National Security Letter (NST^ M a o 

— I . I a n d S e r v e d ' I ThP NfiT. rPr,n^g^H o n l y 
| information forT 1 T h g 

NSL results were nroviriPH i-»l I 

prepare BT 

(S) 
b2 
b7E 
b7D 

1 
disi 

case agent reviewed 
uvex-ea tnau in anriifmn t?-, the requested 

appeaieu to nf 
lhad nrnviHpH infnrm3i-inn ^-»t 

case acjtat immediately ceased the review and reported the 
incident to| I Division Cnnn.̂ 1 nn i /n/vnn-; 
contacted 

r The 

c 
The Poc C i t u . . L U I I L U L I C U Lll1 

Subsequently.T 
5 dppiupixdLfc!| 

provided the info-

che case agent 
1 

-rmation in srrnr 
]and 

(U) Section 2.4 of Executive Order (E 0 ) 12863 
dated 09/13/1993, mandates that Inspectors General'and General 
Counsels of the Intelligence Community components (in the FBI 
the Assistant Director, INSD, and the General Counsel, OGC 
respectively) report to the IOB "concerning intelligence ' 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive " This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981 

Board ^PTOR? "** ^ ^ fS ̂  P r e s i d e n t's Intelligence Oversight 
?nn 7 ( ? ° ! ) " Y l o n 9 s t a n d i n g agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
/ M O T ^ y I n v e ? t i g a t i o n s and Foreign Intelligence Collection 
(NSIG), or other guidelines or regulations approved by the 
tf « n ^ y G e n e r a l i n accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. pLsons vlolItiSns 
of provisions that are essentially administrative in natSre need 
not be reported to the IOB. The FBI is required, however"to 

SECRET 



b2 
b7E 

b2 
b7E 

SCMll SE< 

i-m: Office of the General Counsel 
Re. ""13-HQ-C1229736-VIO, 2/21/2007 

maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

(U) On 03/28/2006, the FBI's National Security Law 
Branch (NSLB) sent a letter to the Counsel for the IOB requesting 
their concurrence to treat third party errors as non-reportable, 
though NSLB would still require the field to continue to report 
any improper collection under an NSL as a potential IOB matter. 
By letter dated 11/13/2006, the Counsel to the IOB agreed that 
third party errors in the collection of information pursuant to 
an NSL must be reported to the FBI OGC, but are not reportable to 
the IOB. 

(U) In the instant case the collecti on of information 
by the FBI was not the fault of FBIJ I Once the case agent 
discovered that he had received information beyond the scoja£_of—, 
the NSL ypq"p̂ t- • thfT raqp anpnt- iinmoHi,itPiy notified the 
CDC and notified! | Thereafter, all copies and 
emails regarding this request were deleted and or destroyed. As 
a result, this matter does not need to be reported to the IOB. 

SECRET 



b2 
b7E 

SE^EI 

To: 
Re: 

From: Off ice of: the ~:1 Coun^^l 
278-HQ-C1229736-VIO, 2/21/200/ 

b2 
b7E 

b2 

LEAD(S): 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(J'} :'or information. 

Set Lead 3: (Action) 

[ 

(SI 

ensure 
XU-I ig requested to coordinate with 

has the appropriate protocols l 
b7E similar types of disclosures in the future, 
b7D 
bl 

cc: 1- Ms. Thomas 
1 
1 
1- IOB Library 

b6 
b7C 

•• 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 03/28/2007 

Attn: NSLB 

b2 
b7E 

From: Inspection 
Internal Investigations Section, IPU. 
Contact: CRS| \ Ext 

Room 3 041 

Approved By: Miller David Ian 

Drafted By: 

'Case ID #: 

Title: (U) 

(Uj 27B-H0-C1^2573g-VI6 

b6 
b7C 
b2 

ALL INFORMATION C OBTAINED 
HEREIN IS UNCLASSIFIED 
DATE 05-26-2007 BY 65179DMH/KSR/JCT 

(Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKTNntf TS,55 
OGC/lOB# 2 00' 

b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-HQ-C1229736-VIO Serial 2119 
278-HQ-C1229736-VIO Serial 2202 

JiV\ Tha.Internal Investigations Section (IIS) received 
Division dated 02/01/2007, reporting a possible 

Details: *. 
an EC from|_ 
IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 
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SE^ET//20320328 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 
b2 
b7E 

b2 
b7E 

P r e c e d e n c e : 

To: 

ROUTINE Date: 03/28/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU. Room 3 041 
Contact: CRS 

Approved By: Miller David la 

Drafted By: 

E x t 

DECLASSIFIED BY 65179 DMH/KSR/JCT 
OH 05-26-2007 

'Case ID #: 

T i t l e : (U) 

(U) 2 6 3 - H Q - 0 - U - 749 ( P e n d i n g ) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
I N S D / I I S TRACKING# 3 555 
OGC/IOB# 20071 

b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) ^ DeriveH-^ojft-l G-3 

De c l^s*±fyDn-^^2 0 3 2 0 3 2 8 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 2119 

Reference: (U) 278-HQ-C1229736-VIO Serial 2119 
278-HQ-C1229736-VIO Serial 2202 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

•• 
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SECkfiT 

FEDERAL BUREAU OF INVESTIGATION 

^.'7 / 

b6 
b7C 
b2 
b7E 

bl 
b6 
b7C 

Precedence: ROUTINE 

To: Inspection Division 

Office of the General Counsel 

From: 

Date: 02/05/2007 

Attn: IIS 

Attn: NSLB 

Contact: 

Approved By: 

sSTTT 
XBH 

ALL ICTFORHATIOH C0HTAIHED 
HEBEIN IS UNCLASSIFIED EXCEPT 
OTEKE SHOOT OTHERWISE 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

(U) 278| I-C136372 (Pending) 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

(U) REPORT OF A POTENTIAL IOB MATTER 

DATE: 05-26-200 •b2 
CLASSIFIED BY 6."b7E DHH/KSR/JTJ 
REA3©H: 1.4 (C) 
DECLASSIFY OH: 05-26-2032 

Synopsis: (U) To report potential Intelligence Oversight Board 
(IOB) matter. 

<U) M Derived\From : G-3 
Declassic On: XI 

Details: 

Case Background and Case Agent 

as 
3ft"/"I 

<JkrJ Mbfa. irt 

b6 
b7C 

'S A0 
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SECfcET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

Precedence: ROUTINE 

To: Inspection Division 

Office of the General Counsel 

From: 

Contact: 

Approved By: 

Date: 02/05/2007 

Attn: IIS 

Attn: NSLB 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DATE: 05-26-2007 
CLASSIFIED BY 65179 DHH/KSR/JW 

•n (REASbp: 1.4 (C) 
/'• 'DECLASSIFY OH: 05-26-2032 

i> 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

(U) 278J I-C136372 (Pending) 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

(U) REPORT OF A POTENTIAL IOB MATTER 

Synopsis: (U) To report potential Intelligence Oversight Board 
(IOB) matter. 

JTTI (^ Derived/From : G-3 
,|U' / X Decla4si*y On: XI 

Details: 

Case Background and Case Agent 

bl 
b6 
b7C 



S&SRET 

To: Inspection Division From: 
Re: (U) 278-HQ-C1229736-VIO, 02/05/2007 

b2 
b7E 

b l 
b6 
b7C 
b2 
b7E 

(S ) 

(S ) 
Ti t le : 

(SJ 
SA 

]&L__Xhe case agent o l . J supervisor is SSA 
Report of Potential IOB Matter 

J& 

1* SA 

approved directing^ 
~l t o Produce to the Federal Bureau of Investigate 

(FBI) all financial records pertaining to 

1. 

(S) 

bl 
b6 
b7C 
b7D 

on 



SE s f e i ^ 

To: Inspect ion Division From: |_ 

b2 
b7E 

Re: (U) 278-HQ-C1229736-VIO, 02/05/2007 

(S) 
M 

b l 
b6 
b7C 
b7D 

1 The records nrnvff l^f = J 
I in addi t ion,T Mncl l l r ipH -rprrir-ri 

IS) 

(S) 

($ The NSLserved £ 
specifically requested financial rprnrrig fr>r V 

never 

(S) [ 
njUutJtJLbKi i\r ur<twin*n Ar-.y rnrrpqnopdence reques t ing records for m „ 

i , " ^—l 
JLegal guidance provided by OGC and NSLB noted tnat a potentiai IOB violation includes "a carrier providing 

information beyond the scope of a NSL resulting in the 
unintentional acquisition of data" [278-HQ-C1229736-2570.] 

[ M- Of\ 02/05/2007, SA.f ,. I contacted 
i Chief Divisional Counsel, | , I n-i-iH nj.on 

ana intormed her of this matter. At the request of | J 
-and--in...accordance with procedure stipulated -in 27R-Hn-ri??g-7Tg-
2570. the ranofdH nroviHPHI -

were sequestered and provided to 

bl 
b7D 
b2 
b7E 
b6 
b7C 
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SECRET 

To: Inspection Division From: [ 
Re: (U) 278-HQ-C1229736-VTO, 02/05/2007 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION DIVISION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

OFFICE OF GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 
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SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To: 

ROUTINE 

b2 
b7E 
b6 
b7C 

Counterterrorism 

Inspection 

From: 

Contact 

Approved By: 

A t t n : 

A t t n : 

A t t n : 

D a t e : 0 3 / 0 5 / 2 0 0 7 

SAC 
CDC 

ITOS1, CONUS 4 , 

U S ALL INFORMATION COBTAINED 

Office of General Counsel 
NSLB/CTLU I L 

HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

<C> 

T h o m a a ,Tn1 i , 32E 

< S ) | 1 I " I 
S0 '2'/ 

D r a f t e d By 

C a s e ID # i p ^ ^ 7 f l - H n - r i 9 ? g 7 T f i -
(S 

(U) T i t l e : ^ INTELLIGENCE OVERSIGHT BOARD 

DATE: 05-26-2007 
CLASSIFIED BY 65179 DMH/KSR/JN 
REASON:' 1.4 (C) 
DECLASSIFY OH: 05-26-2032 

C1363V2 2 J Q (Pending) 
b l 
b2 
b7E 

IOB MATTER 2007 b2 

(0* Synopsis: (X) Jt i s t h e opinion of the Office of the General 
Counsel (OGC) that the above referenced matter need not be 
reported to the Intelligence Oversight Board (IOB). Our 
analysis follows. 

(U) Reference: 

Details: 

DerivecTvFJCP5i^f' 0 - 3 
D e c l a s s > f y O D « ^ 0 3 / 0 5 / 2 0 3 2 

) 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O S e r i a l 2 1 5 3 

<y» .._, ---- yy B v electronic communication (EC) dated February 
(U)fa2 5, 2007 and referenced above, thel I Division [""""""l 

b7E reported to the OGC's National Security Law Branch (NSLB) and 
the Inspection Division this potential IOB matter. 

bl 
b6 
b7C 
b7A 

: ir.'.•'••• 



b2 
b7E 

(U) 
To: 
Re; 

From: Office of General Counsel 
~WQ 278-HQ-C122973 6-VIO, 03/05/2007 

(S) 

(S) 
bl 
b6 
b7C 
b2 
b7E 
b7D 

[ 
. Ml 

• m w R l - i n r a t - i r a i . 

pursuant to this authorized 
a Matinnai flpniri hy Letter (NSL) was issued 

I t-<~. n r ^ i ^ a =1 1 f i nanri al 
records pertaining r 

M 
r>rovT(3<=>rt hhp -rerrvrrig anrt Mnoir a g r e r e c e i v e d b y SA 

J. Upon rev iew, S/j | found I I 
p r o v i d e d t h e r e r o r d s rpmipat-pH hut- hart a l s n i nc luded r e c o r d s 
for [ 
r e q u e s t e a . 

m ^&fc; SA 
D i v i s i o n C o u n s e l , 

tneuLJitere rec« 
3/j | found £ 

j L a l s o i n c ] 
I wh ich had n o t b e e n 

records 

Icontacted _d I L_Chief 
I who a d v i s e d I I SPTIH t-he 

be sequestered 
to 

(U) The President, by Executive Order 123 34, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) 
and established the Board as a standing committee of the 
President's Foreign Intelligence Advisory Board. Among its 
responsibilities, the IOB has been given authority to review 
the FBI's practices and procedures relating to foreign 
intelligence and foreign counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates 
that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division (INSD), and the General Counsel, 
Office of the General Counsel (OGC), respectively) report to 
the IOB intelligence activities that they have reason to 
believe may be unlawful or contrary to Executive Order or 
Presidential Directive. This language has been interpreted to 
mandate the reporting of any violation of a provision of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG), 
effective 10/31/2003, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed to ensure the 
protection of individual rights. Violations of provisions 
that merely are administrative in nature and not deemed to 
have been designed to ensure the protection of individual 

SECRET 



b2 
b7E (U) 

To: 
Re: 

From: Office 
^ 278-HQ-C1229736-VIO, 03/05A2007 

General Counsel 

b2 
b7E 

(U) 

rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records 
of such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

"i ^£B$C NSLs are a specific type of investigative tool 
that allows the FBI to obtain certain limited types of 
information without court intervention: (1) telephone and 
email communication records from telephone companies and 
internet service providers (Electronic Communications Privacy 
Act, 18 U.S.C. § 2709); (2) records of financial institutions 
(which is very broadly defined) (Right to Financial Privacy 
Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a list of financial 
institutions and consumer identifying information from a credit 
reporting company (Fair Credit Reporting Act, 15 U.S.C.§§ 
1681u(a) and (b)); and (4) full credit report in an 
international terrorism case (Fair Credit .Reporting Act, 15 
U.S.C. § 1681v). NSLs may be issued in conformity with 
statutory requirements, including 18 U.S.C. § 2709. 

"i ^t&iC I n this instance, [ ]properly served 
an NSL requesting financial records relevant to the subject of 
the preliminary investigation. In addition to responsive 
records. due to an error by the financial institution,| 

also obtained records beyond the scope of the NSL 

Vfi) Based on our analysis, the financial 
.on Ms mistake is not reportable to the IOB institution"''s mistake is not reportable to the IOB as the FBI 

has not acted unlawfully or contrary to Executive Order or 
Presidential Directive. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 
of EO 12863, it is our opinion that this error is not 
reportable to the IOB. A record of this decision should be 
maintained in the control file for future review by the 
Counsel to the IOB. 

bl 

b2 
b7E 

(U) Since the additional records in this instance 
are still relevant to the authorized investigation, the 
additional records may be maintained by the FBI if an 
additional NSL is served for those records. Otherwise, 

S ET 
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(UJ To: 
Re: 

SECRET 

From: Office of General Counsel 
T££ 278-HQ-C1229736-VIO, 03/05/2007 

b2 
b7E 

should contact the financial institution and ask 
whether the improperly or unintentionally acquired information 
should be returned or destroyed with appropriate documentation 
to the file. 

SEC: 
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To: 
Re; 

C w 
SECRET 

| From: Office of General Counsel 
278-HQ-C1229736-VIO, 03/05/2007 

LEAD(S) : 

Set Lead 1: (Action) 
b2 
b7E 

AT 

(U)l Field Office should 
serve an additional NSL for the relevant records, or in the 
alternative, contact the financial institution and ask whether 
the improperly or unintentionally acquired information should 
be returned or destroyed with appropriate documentation to the 
file. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON. DC 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) INSD should retain a record of the 
report of the potential IOB matter, as well as a copy of the 
OGC opinion concluding that IOB notification is not required 
for three years for possible review by the Counsel to the IOB. 

cc: M e TK«-.maa fa6 

b7C 
IOB Library 

•• 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 03/28/2007 

A t t n : NSLB 

b2 
b7E 

From: Inspection 
Internal Trtvp.qr.iaar.i nna Rprtinn. TPTT. Room 3 041 
Contact: CRS Ext 

b6 
b7C 
b2 

Approved By: Miller David Ian 

Drafted By: 
/ 

•/ Case ID #: 

Title: (U) 

ALL INFORMATION CONTAIHED 
HEREIN IS UNCLASSIFIED 
DATE 05-26-2007 BY 65179 DHH/KSR/JU 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 3f}19 
OGC/IOB# 2( 

?RACK1 
!007n b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U) 278-£[0-C1229736-VIO Serial 2153 
278| [-C136372 Serial 124 
278^HQ-C1229736-VIO Serial 2233 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from| |Division dated 02/05/2007, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is 
administrative in nature. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 
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FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b 6 
b7C 

b2 
b7E 

Precedence: 

To: 

ROUTINE Date: 03/28/2007 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU. Room 3 041 
Contact: CRS Ext, 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David Ian 
DECLASSIFIED BY 65179 DMH/KSR/J¥ 
ON 05-25-2007 

(U) 263-HQ-O-U - 755 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKTNOa 3fi19 
OGC/lOB# 2007- b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) ~~yQ Deriv&^Ejrom : G-3 
Decla^ify^Pn: 20320328 

(U) 278-HQ-C1229736-VIO Serial 2153 

278-HO-C1229736-VIO Serial 2153 
273 |C136372 Serial 124 
278-HQ-C122 9736-VIO Serial 2233 

Enclosure(s) 

Reference: (U) 

Details: (U) Upon review of Division's captioned 
report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 
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b2 
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b l 
b6 
b7C 

Precedence: ROUTINE 

To: 

Date: 03/22/2007 

Attn: CDC 

Conus 

From 

Contact 

Approved By 

Drafted By: 

ALL IHF0RHATI0H C0HTAIHED 
HEREIN IS DECLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

C a s e ID # : (U) 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O ( P e n d i n g ) 

(U) 2 7 ^ [ C 1 3 6 3 7 2 

/-'<•"} 

( P e n d i n g ) DATE..: .j?5-26-2007 
CLASSIFIED BY 65179 DHH/KSR/JW 

T i t l e : (U) REPORT OF A POTENTIAL IOB MATTER REASON: 1 . 4 (C) 
DECLASSIFY OH: 05-26-2032 

(U) REPORT OF A POTENTIAL IOB MATTER 

Synopsis: (U) To report resolution of potential Intelligence 
Oversight Board (IOB) matter. 

(C) H DerivedErbm : G-3 
Declassify On: XI 

Reference: (U) 278-_HO_-C1229736-VIO-2233 
(U) 278J[C136372-130 

Details: 

Case Background and Case Agent 

b2 
b7E 

QCc3-0-U-ls«o 
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T o : | | F r o m : . 
R e : (U) 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O , 0 3 / 2 2 / 2 0 0 7 

b2 
b7E 

Case ID#; 

T i t l e : 

(SI 

(S ) 

b l 
b2 
b7E 

IS) 
Report of Potential IOB Matter 

2SL A National Security Letter (N5L 
j approved [ 

] <-<"» p T - n ^ n n a • - n H h ° g a ^ o v a l a i i v e . a u ^ 1 - T m r o n t - i r . o H - i ^ n 

(FBI) all financial records 

&$ The NSL _ _ 
the financial records to be provided for { 

specifically requested 

£ 

bl 
b6 
b7C 
b7D 

bl 

records requested in the NSL 

SECRET 

] personally provided to ISSl 1 bl 

J b6 b7C 
b7D 

http://aiive.au


SECRET 

To: I I From: I 1 
Re : fU5 278-HQ-C1229736-VIO, 0 3 / 2 2 / 2 0 0 7 

b2 
b7E 

(S) 

b l 
b7D 

b6 
b7C 

WBT. T 
M | receiYj 

1 T h p r p m r H c m - n v i H«=H I 

T-pi-giypH t-hp r P f i i i l h a o f t-ho 

1 
requested. In addition,! 

as 
I included records 

£S£ The NSL.HprvPflf 
specifically requested J records for onlvl 

JDivision at[ 7 never 
requested or provided any correspondence requesting records for 

b7D 

b6 
b7C 
b2 
b7E 
bl 

(S) 

I 

[ 

Legal guidance provided by OGC and NSLB noted 
tnat a potential IOB violation includes "a carrier providing 
information beyond the scope of a NSL resulting in the 
unintentional acquisition of data" [278-HQ-C1229736-2570. ] 

& 3 02/05/2007, SA _ _ _ ^ ^ ^ ^ 
Chief Divisional Counsel,! 

Uonl-acl-gH 

' ' I 'n'iv'i 9\ 
and informed her of this matter. At the request of CDC| | 
and in accordance with procedure stipulated in 27B-HO-C1229736-
2570. the records provided! 

on 

( S ) C 

were sequestered and provided to CDC 

sal ^ On 03/12/2007. 
JDivision's CDcf 

1 eceive 5 
b2 
b7E 
b6 
b7C 
b7D 

referenced ECs via 
Referenced ECs 

were drafted by the Office ot General Counsel. The referenced 
ECs noted the following: "Based on our analysis, the financial 
institution's mistake is not reportable to the IOB as the FBI has 
not acted unlawfully or contrary to Executive Order or 
Presidential Directive." Further,| JDivision at 

I was directed to "contact the financial institution and asTr 
whether the improperly or unintentionally acquired information 
should be returned or destroyed with appropriate documentation to 
the file". 

SECRET 
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To: From: 

b2 
b7E 

Re: (TJJ 278-HQ-C1229736-VIO, 03/22/2007 

(S) 
M On 03/12/2007, SAI I contacted CDcf 

anknnwlpdgp receipt of the referenced ECs. CDC I 
I Ito contact! 

|to 
"birected 

Ito contactl 

(S) 

would d e s i r e t n e " improper ly o r u n i n t e n t i o n a l l y acqu i red 
i i n f o r m a t i o n " r s t i i r n P f l n r rfpafrnvpH On p T / l ? / ? n n 7 , SA 
c o n t a c t e d 
m a i l . 

D i v i s i o n , v i a e l e c t r o n i c 

b6 "S) 
b7C 
b2 
b7E 
b l 
b7D 

ft*( On 03/l4/2007.r Trepor ted 

J r e q u e s t e d t h e " improper ly o r 
S II 1 _ _ 1 _ _ Jt _ _ J T 1. .. . x _ 1 _ _ 1-n-

(S) [ 

[ 

unintentionally acquired information" to be destroyed by the FBI, 
iDivision. I 1 would proyide 

a w r i f1-<an <-r>miTiiin-i r-ah -i n n d o c u m e n t i n g [ 

to the captioned cases. 

j*h n . n " V 1 6/2 Q.Q.7.,CDcI 
request for| 

1.1.13 a- i ft f n - r m n ^ j 

| Division to 
] 

destroy the "improperly or unintentionally acquired information" 
I Istated that the "improperly or 
unintentionally acquired information" would be destroyed by the 

^Division. Further, CDc[ J noted that a written 
communication would be drafted by the Legal Unit to confirm the 
destruction of the aforementioned files to the captioned cases. 

SECRET 



CRÊ  SECRET 

To: From: 
Re: (U) 278-HQ-C1229736-VIO, 03/22/2007 

LEAD(s) : 

Set Lead 1: (Info) 

INSPECTION DIVISION 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON. DC 

(U) For information. 

Set Lead 3: (Info) 

AT 

(U) For information. 

•• 

SECfeST 
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FD-962 (Rev. 03-21-2005) 

SECMX^/ /20320201 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 02/01/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7975 

Attn: ASAC. 
CDC 

From: 

II 

IC) 

Contact: SA 

Approved By: 

Drafted By: 

Case ID #: 278-HQ-C122973 6-VIO ^ 
) 62E| I-A89455-IOB ^ [8 

? i ? 0 b 6 

- k l c w b7C b2 
b7E 

T i t l e : (U) SA 
SSfl 

ALL IUFORHATION COHTAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 
fcJHERE SHQWH OTHERWISE 

DATE: 05-26-2007 
CLASSIFIED BY 65179 DHH/KSR/Jfl 
REASQH: 1.4 (C) 
DECLASSIFY OH: 05-26-2032 

(U) 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: J%k^ To report possible IOB error. 

(U| «X 
D e t a i l s : 

(S) 1 . 

Derivetir--«rjoj 
D e c l a s s i 

G-3 
02/01/2032 

(S) 2. 

bl (S) 3. Possible IOB Error 
b2 
b7E 

(U) 
(S) 

X 4 
Description of IOB Error (including any reporting 
delays): 

/ Q > I 1*. yi-^-t-.: i c -: 4-.. T - J - J ' " " ' > 

bl 

SESM^ T//20320201 

b6 
b7C 



(U) 
To:, 
Re: 

n s p e c t i o n From: U 
SEC&S^//20320201 

I 
b2 
b7E 

278-HQ-C1229736-VIO, 02/01/2007 

(S) I 

bl |__ ^ _ _ | way piyparyu anu approved in 
b6 accordance with the Attorney General Guidelines. The NSL was 
b7c servedl 
b2 I provided the results of the NSL to | 
b7E Office via e-mail as a mnrt-ppv. nni-ing; that a hard copy of the 

]Field 

information was in transit to 

b7D 

<s> 
(X) A review of the results of the NSL revealed that _ w A review or tne results or tne NSL reyj 

{supplied what the case agent determined to be f 

This 
information was not utilized by the case agent in any analysis nor 
was it documented in the case file. 

explain why the information was provided, or to identify that an 
error was made. Case aaent rpmiRst-Pri fh*f l~ I 

(S) 

exp J a men "fna-rJ 
error •t 

•• |was contacted regarding this 
Jioted that he could not explain why thij 

(S). 
occurred, yet, he aimed to correct the problem. 

r>o...[ 

LS error 

, I destroyedf 
I per the r e d i i i s t of I f 

SECRET//20320201 
2 



(U) SEC, l C ^ T / / 2 0320201 

To: . I n s p e c t i o n From: 
Re: ĈO 278-HQ-C1229' 

b2 
b7E 

36-VIO, 02/01/2007 

provided a hewCD-R which contained the appropriate information 
that was originally requested by theNSLserved 

» >ts$q 
mai 1 TTIP.ssagp r e c e i v e d 

information. 

.fcase agent permanently deleted the e-
Iwhich contained! 

(U) (Note: This was the second possible IOB error that 
resulted from the same request. Both errors were identified as 
separate incidences. These comments are provided to clarify any 
confusion associated with the two extremely similar incidences 
occurring in an extremely close time period.) 

SE EC^ET//20320201 
^ 3 



SEC&K^//20320201 

To; Inspection From: 

Re: (Vf 278-HQ-C1229736-VIO, 02/01/2007 

LEAD(s) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

•• 

SECRET//20320201 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
b2 
b7E 

b2 
b7E 

(U) 

E |U> 

D a t e : 2 / 2 1 / 2 0 0 7 

To: 

Counterintelligence 

Inspection 

From: Office of the Gene 
NSLB/CILU/Room 
Contact: AGC 

Attn: 

Attn: 

Attn: 

SSA 
SA 
CDC 

CD-4 

IIS, 

ral Counsel 
7947 / 

ALL IHF0RHATI0H C0HTAIMED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

b6 

Approved By: Thomas u n a ^ SiV.J 

b7C 
b2 

D r a f t e d By: 

<DI C a s e ID # : JXJ 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O / fpen~ding) 

DATE: 05-26-2007 
CLASSIFIED BT 65179 DHH/KSR/JW 
REASON; 1.4 (C) 
DECLASSIFY OH: 05-26-2032 

(0) Title.:... 'X-' MATTKR 200 7-1 I- b2 

e requested that Synopsis: C&( <uThe| I Field Office. . , ..._. 
the Office of the General Counsel (OGC) review an incident and 
determine whether it warrants reporting to the Intelligence 
Oversight Board (IOB). It is the opinion of OGC that the 
incident does not need to be reported to the IOB. Rather, this 
EC should be maintained in the control file for periodic review 
by Counsel to the IOB. 

(U) DerivedN-^om : G-3 
Declass^fysOn: 2/21/2032 

Administrative:(X) This electronic communication (EC) contains 
information from: the EC dated 2/01/2007 from| I to OGC 
reporting a potential IOB matter. 

Reference: h<( 278-HQ-C1229736-VIO tî Rî j 2.1 ZO 

Details: £«() By EC dated 2/01/2007,| requested that OGC 
(U) Review an incident and determine whet'her it warrants reporting~to 

SECRET 

/' ' 

OIG/DOJ REViEi I DATE: Viil^ 
FBI INVESTIGATIONAL "^ 

Oti/wOJ INVESTIGATION 



b2 
b7E 

SECRET 

Tc 
Re: 278-HQ-C1229736-VIO, 2/<.."n07 

From: Of fie. .,• -v. a General Ccunjel 

(S) 

(S) 
the IOB.f 

transactional information 
NSL results were provided 

L A National Security Letter 
[served \ ' 

bl 

b7D 
b2 
b7E 

„ VNSL) was 
1 Thp N.ST, rpmipct-ed only 

The 

:shr Idi 
|case agent | 

iscovered that in adriij-inn to the requested 
1 LLad provided information I P 

(S) 

case agent immediate ly ceased the review and r e p o r t e d the 
i?v~.ident tol I n i v i s i n n A n n e a l i I the case an?-*-
;„n _c;ctedI |' 1 | ". 
The POC i-fiMii I'nm.^M.ttfl I-HP ppprnpr^ a f a\ 
; J lhad nrnvirlpH t h p 

Subsequen t ly , | 
d e l e t e d ! I r e g a r d i n g 

t h e ' xiiiuiiudLiuii IU y n u x ' . 
Mp.st-royedl I ano I 

prov ided t h e r e q u e s t e d informflt-l nn in rpmpl'muuc m m LIUJ i n i L l d l 
- « * * ^ T . • r -~ ' ' " ••" •-•' 

deleted the y i y v d j 1 L i h .j^e rt.^iL Ji^il^rl,-

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG), or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981 
if such provision was designed in full or in part to ensure the ' 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 

SECRET 



b2 
b7E 

sfeqpj 

rem.: 

RET 

Office of the General Counsel 
278-HQ-C1229736-VIO, 2/21/2007 

b2 
b7E 

maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

(U) On 03/28/2006, the FBI's National Security Law 
Branch (NSLB) sent a letter to the Counsel for the IOB requesting 
their concurrence to treat third party errors as non-reportable, 
though NSLB would still require the field to continue to report 
any improper collection under an NSL as a potential IOB matter. 
By letter dated 11/13/2006, the Counsel to the IOB agreed that 
third party errors in the collection of information pursuant to 
an NSL must be reported to the FBI OGC, but are not reportable to 
the IOB. 

(U) In the instant case the collection of information 
by the FBI was not the fault of FBI| | Once the case agent 
discovered that he had received information beyond the scope of 
the NSL roT'°°t" ^ha r*~,r-r, -ir̂ r.̂  Immediately notified thd 

and notifies J .. ']"::;. :eaf ter, | 
| regarding v.Ms request were deleted and or destroyed. As 

rsTrlt, this matter does not ne*=d to be reported to the IOB. 

CDC P 

SECRET 



. o: 

SEC 

From: Office of . i... ""^eral CounscJ 
Re: 278-HQ-C1229736-VIO, 2/21/2U* 

b2 
b7E 

•b2 
b7E 
b7D 

LEAD(s): 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

\u? For information, 

bet L*?ad 3: (Action) 

(U) |_- l_lf 
ensure thatj | h 

requested to coordinate with| |to 
as the appropriate protocols in place to prevent 

similar types of disclosures in the future. 

cc: 

•• 

1- Ms. Thomas 
1 
1 
1- IOB Library 

b6 
b7C 

SCRET SECRET 
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(Rev 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 03/28/2007 

Attn: NSLB 

b6 
b7C 
b2 

b2 
b7E 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact: 

Approved By: Miller David Ian 

Drafted By: 

ALL IHF0HHATI0H C0HTAIHED 
HEKEICT 15 UNCLASSIFIED 
DATE 05-26-2007 ET 65179 KHH/KSR/JW 

"J Case ID #: 

Title: (U) 

(U) 278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACK£MGJ_2£56 
OGC/lOB# 2007-

b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: 

Details: 
an EC from 
IOB error. 

(U) 278-HQ-C1229736-VIO Serial 2120 
278-HQ-C1229736-VIO Serial 2203 

m\ T*"i .internal Investigations Section (IIS) received 
Division dated 02/01/2007, reporting a possible 

Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is administrative in 
nature. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

•• 



(.Rev. 01-31-2003) 
SE^T//20320328 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 

b6 
b7C 
b2 

b2 
b7E 

Precedence: 

To: 

ROUTINE 

Attn: 

Date: 03/28/2007 

SAC (Personal Attention) 

From: Inspection 
Tr.t-0r-na1 _ T m r p g H n a H n n a F.e>nt i nn . TPIT. Room 30^1 
Contact: 

Approved By: M i l l e r David Ian 

Drafted By: 
DECLASSIFIED BY 65179 DHH/KSR/JU 
0HT 05-26-2007 

Case ID #: 

Title: (U) 

(U) 263-HQ-O-U 4< [Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGJ3556 
OGC/IOB# 2 007-1 I b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) $S$ DeriveU^FBotff': G-3 
Decl>aiJify^Onj 20320328 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 2120 

Reference: (U) 278-HQ-C1229736-VIO Serial 2120 
278-HQ-C1229736-VIO Serial 2203 

Details: (U) Upon review of Division's captioned report 
of a potential IOB violation,IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

•• 

SE^ET//20320328 



fKc\ 01-31-2(103) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: INSD 

To: QGC 

From: 

Date: 01/03/2007 

b2 
b7E 
b6 
b7C 

^ 

Attn: 

Attn: 

IIS 

NSLB ALL IHF0RHATI0H CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE 

Approved 

ct: SA 

(0 Drafted By: 

DATE: 05-26-2007 
CLASSIFIED BY 65179 DMH/KSR/JIJ 
REA30H: 1.4 (C) 
DECLASSIFY OH: 05-26-2032 

Case ID # : t& ?7H-Hn-n?7Q7^-VTfi (Pp~nnP,20 f ° 
(s; bl 

( '"" "Title-: ()^ REPORT OF A POTENTIAL IOB MATTER; 

(U) Synopsis: (fy To report a potential IOB matter. 

<x 
Id) 

Reference: (S) 

DerivedVProm : G-3 
Declassify On: XI 

bl 
b6 
b7C 

b7D 
b2 
b7E 

| |. The NSL specifically 
requested subscriber information for 

J!Zvi(T) 

SECRET 

b6 
b7C 

r)'\ 



b2 
b7E 

To: 
(U) fte: 

SEC: 

INSD From: 
<X> 278-HQ-C1229736-

^ T 

•VIO, 01/03/2007 

bl 
b6 
b7C 
b7D 

(SJ 

(S) 

(SJ 

bl 
b2 
b7E 
b7D 

"E 
lprQy,i,d,ed, subscriber information! 

as of the date of execution, 
I a n d n o t f o r t h e riqt-ps q n P r i f i p H n n t - h o MQT 

The s u b s c r i b e r i n f o r m a t i o n p r o v i d e d I I . furthermore the time period the 
subject is listed as the active subscriber covers the dates 
rftailPifirpri in the NST, Thus information supplied | 

|was consistent with the request ot 
t-h° M^T. H""Qi'Qr Tiihmrihnr .information provided r 

was not identifiable to the 
Therefore^ subject or this investigation. 

erroneously, pro.vl.ded subscriber information to the 
person who is not relevant to the irivestlgationf 

FBI on a 

^ 

N S L was d r a l t e d by t h e Case Aaent[ , 
I I r e q u e s t e d t h e s u b s c r i b e r i n f o r m a t i o n I 
1 I The e r r o n e o u s snh.qrrihpr i n f n r n i a H n n 

providedl 
was sequestered by the Chief Division Council off" 
Office^ , | Reporting of thi s, matter was 
delayed pending review by ADC|_ 

JUia 

of new 
procedures outlined in EC captioned "REVISED PROCEDURES FOR 
THE SUBMISSION OF REPORTS OF POTENTIAL INTELLIGENCE OVERSIGHT 
BOARD MATTERS", dated 11/16/2006. 

•• 

SEC&ET 

http://pro.vl.ded


(Rev. 01-31-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 

(U) 

b2 
b7E 

b2 (U) 
b7E 

b6 
b7C 

Precedence: ROUTINE Date: 02/21/2007 

To: Attn: 

Inspection Attn: 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 / 
Contact: AGC 

b2 
b6 
b7C 

Approved By: Thomas Julie F 

Drafted By: 

Case ID # : (U) 278-HQ-C1229736-VIO"(Pending) 

T i t l e : (*) INTELLIGENCE OVERSIGHT BOARD INTELLIGENT! 
MATTER 2( 

ALL INFORMATION CONTAINED 
HEREIN I S UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

DATE: 0 5 - 2 6 - 2 0 0 7 
CLASSIFIED BY 55179 DHH/KSR/JW 
REASON: 1 . 4 (C) 
DECLASSIFY OH: 05-26-2032 

;ENCE_ 
>007f~ b2 

<U> 
Synopsis:t^x It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) 

(U) Administrative: 

Derived^From : G-3 
Decla^sify^On: 25X1 

{p6 This electronic communication fF.Cl contain 
information from: (1) the EC dated 01/03/2007 fromj 
Field Office | | to OGC reporting a potential IOB matter; 
(2) conversation between| land OGC regarding tfyis 
potential IOB matter on 02/l^/2UU7; (3) an email from 
OGC dated 02/15/2007; and (4) automated case support 

] 

)is ECS] 
to 

Reference; 

Details; 

bl (U) 

(s; 
77R-Hn-n?9Q7^-vTn Serial 2090 (Pending) 

Serial 21 (Pending) 

(V) By EC dated 01/03/2007, requested that OGC 
review the'facts of the captioned matter and determine whether it 

SECkET 

OIG/DQJ revel 
FBi SNVESTiGAT 

\ 

0IG/D0J INVESTIGATION; 

D4TE'- 'l/t^i-J'? 
ihX 



:RE^ 

To: 
Re: 

SEC: 

From: Office of the General Counsel 

b2 
b7E 

278-HQ-C1229736-VIO, 02/21/2007 

warrants reporting to the IOB. As explained below, in our 
opinion, the FBI is not required to report this matter to the IOB. 

is; 
1 the FBI served a National Security Letter (NSL) 

pursuant to the Electronic Communications Privacy Act (ECPA), li 
U.S.C. S 2709J 

b7D 

(S> 

(s> n 
In so doingL 

[ 
response 
M^.< r~ 

n 
^provided a response to the NSL. 

brovided the subscriber information| \ 
las of the date of the 

] and not for the date's specified in the 

provided I 
Hnfo rmaf ir>n 

was that of the subject of the investigation, 

Oi ^nhqrrihpr information provided , , 
I was hot identifiable to the subject of the 

'investigation zc 
This information has been sequestered with the Chief 

? 
Division Counsel. 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 

bl 
(gb2 

b7E 

SECRET 



To: 
Re: 2 yb-HO-t! 

ECKST SECI_ 
V)7F 

From: Office of the General Counsel 
229736-VIO, 02/21/2007 

the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 

(U) Violations of provisions that merely are administrative 
in nature and not deemed to have been designed to ensure the 
protection of individual rights are generally not reported to the 
IOB. The FBI Inspection Division is required, however, to 
maintain records of such administrative violations for three 
years so that the Counsel to the IOB may review them upon 
request. The determination as to whether a matter is 
"administrative in nature" must be made by OGC. Therefore, such 
administrative violations must be reported as potential IOB 
matters. 

(U) NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email 
communication records from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709); (2) records of financial institutions (which are 
very broadly defined) (Right to Financial Privacy Act, 12 U.S.C.S 
3414(a)(5)(A)); (3) a list of financial institutions and consumer 
identifying information from a credit reporting company (Fair 
Credit Reporting Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) 
full credit report in an international terrorism case (Fair 
Credit Reporting Act, 15 U.S.C. § 1681v). In addition to FCRA, 
15 U.S.C. §§ 1681u(a) and (b) information (financial institutions 
and consumer identifying information), under 15 U.S.C. 1681u(c), 
if certain factors are met, the FBI is able to obtain full 
consumer reports in both counterintelligence and international 
terrorism investigations by an ex parte court order. 

SECRET 



b2 
b7E To: 

Re: 

icfesj SEC: 

From: Office of the General Counsel 
278-HQ-C1229736-VIO, 02/21/2007 

bl 
b2 
b7E 

bl 
b7D 
b2 
b7E 

(S) 

bl 
b7D 
b2 
b7E 

isi [ 
Ihe FBI properly served an NSL that requested 

lawful information.r I 1 

(S) Subscriber information provided | 
1 was not identifiable to the subject of the 

investigation. I 
Although lawfully obtained, because the 

information obtained through the NSL was not associated with the 
target, as already accomplished, the information should be 
sequestered with the CDC to protect the potential privacy 
interests of United States persons. Further,I Ishould 
contact | |and ask whether the information unrelated to the 
target should be returned or destroyed with appropriate 
documentation to the file. 

(U) Based upon these facts, in accordance with the terms 
implementing the reporting requirements of Section 2.4 of EO 
12863, it is our opinion that this error is not reportable to the 
IOB. The carrier's mistake is not reportable to the IOB because 
the FBI has not acted unlawfully or contrary to Executive Order 
or Presidential Directive. A record of this decision should be 
maintained in the control file for future review by the Counsel 
to the IOB. 

SECRET 



b2 
b7E To: 

Re: 278-HQ-C 
From: Office of the General Counsel 

229736-VIO, 02/21/2007 

LEAO(s) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

b2 
b7E 
b7D 
bl 

Set Lead 2 (Action) 

(S) 

With respect to the "information received t-hat- was Tj<-»t-
associated with the target, | ^should ""contact! |and 
ask whether such information should be returned or destroyed with 
appropriate documentation to the file. 

% 

cc: 
b6 
b7C 

Ms. Thomas 

IOB Library 

•• 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 03/27/2007 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact: 

b6 
b7c Approved By: 

Drafted By: 

(C) cage ID #: 

Title: (U) 

Miller David Ian 

b2 
b7E 

W 

ALL IHF0RHATT0H C0HTAIHED 
HEREI0 IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O ( P e n d i n g ) 

INTELLIGENCE OVERSIGHT BOARD MATTER D A T E : 05-26-2007 
I N S D / I I S TRACKINGS ^ 5 ^ 2 CLASSIFIED BT 65179 DHH/KSR/JW 
OGC/lOB# 2007- b2 REASON: 1.4 (C) 

DECLASSIFY OH: 05-26-2032 

S y n o p s i s : (U) To r e p o r t a p o t e n t i a l I n t e l l i g e n c e O v e r s i g h t B o a r d 
(IOB) m a t t e r t o t h e O f f i c e o f G e n e r a l C o u n s e l , N a t i o n a l S e c u r i t y 

Law B r a n c h (NSLB) . 

<U) 

Referer^f e 

p3s( D e r i v e ^ E ^ ® ^ : G-3 
D e c l a s ^ s i r ^ Q n : 2 0 3 2 0 3 2 7 

(U) 2 7 8 - H O - C 1 2 2 9 7 3 6 - V I O S e r i a l 2 0 9 0 

(S?| I 
(U) ^yB-HU-L'i^^yVJb-ViO fcleriai 2229 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from| |Office dated 01/03/2007, reporting a possible 
IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident(s) described therein an administrative 
issue. Therefore, no internal investigation will be conducted by 
the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

•• 
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b 2 
b 7 E 

b 6 
b 7 C 
b 2 

b 2 
b 7 E 

S ^ E T / / 2 0 3 2 0 3 2 8 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To: 

ROUTINE Date: 03/28/2007 

Attn: ADIC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 3041 
Contact: 

: E 
Approved By: Miller David Ianj. 4 
Drafted By: 

v Case ID #: 

Title: (U) 

DECLASSIFIED BY 65179 DHH/KSR/JUT 
OH 05-26-2007 

(U) 263-HQ-O-U - 757 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 3 532 
OGC/lOB# 2001] b2 

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

(U) H Derived *Xop 
Dec lass if y^n: 

G-3 
20320328 

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 2090 

Reference: (U) 278-HQ-C1229736-VIO Serial 2090 
278-HQ-C1229736-VIO Serial 2229 

Details: (U) Upon review of Office's captioned report 
of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS recognizes and appreciates that this matter was 
brought to our attention as required by the revisions mandated by 
National Security Law Branch/OGC EC, dated 11/16/2006 
(278-HQ-C1229736, serial 2570). 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

• • 
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SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

1 Inspection Division 

From: 

ft \ oO'c 
Date: 02/07/2006 

6 

Attn: National Security Law Branch, 
Room 7975 
Internal Investigations Sect. 

b2 
b7E 
b6 
b7C 

contact: 

Approved By: 

Drafted By: 

!U) 

(U) 

Case ID #t k$) 278-HQ-C1229736-VIO (PENDING)-- --'̂  
278| 1C71404 (PENDING) - -/#. 

Title 
(U) 

< <x INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

S y n o p s i s : y s ) P o s s i b l e IOB e r r o r f o r an u n a u t h o r i z e d d i s s e m i n a t i o n 
o f i n f o r m a t i o n . 

(U) X 
Details: 

Derive 
Declass 

G-3 
XI 

(S) 

bl 
b6 
b7C 

(S) 2 

(U) h() 3. Possible IOB Error: 

(S) 

m (X Description of IOB Error (including any reporting delays). 

fff) *" MCT- r 

b2 
rrre-r 

ajlfl p r o c e s s e d [ 
=l«l»tstiltJl»^W5I«f>*« 

/as servec 
s were received £ 

^^_ I Through an error in 
b7E tne mail handling of the responding EC and records, the NSL and 
b7D records were erronennslv Conh i-n 
b l 

SLIMLUUT 
OfLZ 

1UIU, 
^LeujO^Jo^foj 

CSEE 

z\ 
SECRET 

Ml 
b6 
b7C aio3-0-u-7 



n 

SS^RET 

(U) T o : G e n e r a l C o u n s e l From: 
R e : p \ ) 278-HQ-C1229736-ViO, 0 2 / 0 7 / 2 0 0 6 

b2 
b7E 

A ropy of the records were returned 
I The originals wsro nir-V̂ ri nn K\r a n arronF 

I was informed of the mishap and 
will ensure corrective action is taken. 

Questions concerning this EC or others aspects of the IOB 
process may be addressed to either CDC 
National Security Law Branch. 

and/or OGC, 

SECfĉ T 



ECMT 

To: General Counsel From: f . 
(U|Re: j G ) 278-HQ-C1229736-VIO, 02/07/20 

SECRET 
b2 
b7E 

06 

LEAD(s) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

•• 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To: 
Countert 

ROUTINE 

Brrorism 

b2 
b7E 

Attn: 
Attn 

SAC, 
AD 

CDC 

Inspection 

Date: 03/24/2006 

DATE: 05-26-2007 
Attn: IIS CLASSIFIED BY 65179 DMH/KSP7TO 

General Counsel 
Counterrorism Law Unit/ Il| 

F r o m : 

C o n t a c t : P a t r i c e I 

A p p r o v e d B v : T h o m a s . J u l I P 

REASON: 1.4 (C) 
.DECLASSIFY OH: 05-26-2032 

Drafted By: 

^ C a s e I D # r 

pistansky, 

(U) Title • <X 
278-HQ-C1229736-VIO 

ALL INFORMATION CONTAINED 
HEREIN I S UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

INTELLIGEM£E_QyERSIGHT BOARD MATTER, 
IOB 2 0 0 3 

(U) <x 
b2 

Synopsis- (^ It is the opinion of the Office of the General 
Counsel (OGC) that this matter does not warrant reporting to the 
Intelligence Oversight Board (IOB). Submission of this matter to 
the OPR is a matter within the cognizance of the IIS. 

(U) Derived f^om : G-3 
Declas^^y On: 03/24/2016 

(U) "Reftrencel 278 - HO/- C12 2 97 36 - V10 fj^ - / / 56* 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 6.1. 

b2 
b7E 

Details: (U) Referenced communication from the Field 
Office [ J dated 02/07/2006, requested that OGC review the 
facts of the captioned matter and determine whether it warrants 
reporting to the IOB. In our opinion, it does not. Our analysis 
follows. 

b6 
b7C 

•wjmnMffl. 
m e t snGATi _ 

O'G/DCJ iiiiVESTIGJjTOM: 



b2 
b7E 

(U) 

b l 
b6 
b7C 

b l 
b2 
b7E 
b7D 

(S) 

(S) 

tuj 

SE?t5^ET 

T o : From: General Counsel 
.Re-: 2.7B--.HQ-C122 973-6-• V-I-Q--1-15-5 t»f , 03/24/2006 

(S! 1 

(S) During the course of the investigation, | 
issued a National Security Letter (NSL) pursuant to the 
Electronic Conununi cat ions Privacy Act, 18 U.S.C. § 2709. ?hat 
statute permits the FBI to request subscriber information and 
telephone toll billing records that are "relevant to an 
authorized investigation to protect against international 
terrorism or clandestine intelligence activities, provided that 
such an investigation of a United States person is not conducted 
solely on the basis of activities protected by the first 
amendment to the Constitution of the United ^tateq " The NSL was 
addressed to[. I 

3 
xne requested records were received from| , 

I The records were supposed to be sent to 
IHowever, | I clerks who work on the niaht shift 

p a cl< a g e d ^ 

employee1 £ 
An 

J who handles its NSLs ultimately 
obtained possession of the records and realized that they were 
the records of I 1 That person contactedl land sent it a copy 
of the records H 1 contacted 
original records and EC that were intended for [ 

^learned that the 

at ]and arranged forf 
were 

f i e l d o f f i c e 
t o p h y s i c a l l y p i c k them up and send them back to 

: IJ%\ See 278-HQ-C1229736-VIO, S e r i a l 1155, da ted 02/07/2006 and 
t i t l e d " I n t e l l i g e n c e O v e r s i g h t Board (IOB) Mat t e r " 

b l 



SE^^El 

...To: | | From: General Counsel 
Re': 2"7"8":- HQ-C122 97 36-VIO-1155 ()() r 03/24/2006 b2 

b7E 

undated the paperwork and forwarded the 
| By EC dated 02/07/2006, originals t 

reported this matter as a possible IOB violation.(See footnote 1, 
above.) 

(U) Section 2.4 of Executive Order (EO) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive. This 
language was adopted verbatim from EO 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. Violations of provisions that are essentially 
administrative in nature need not be reported to the IOB. The 
FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon request. 

on V.ll., Investigative Techniques, of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSTG1 

However, the improper dissemination was not of a 
nature of which the NSIG are concerned. The NSIG focus upon 
assuring that information disseminated to other government 

SEC. feEl 

3 



<U) 

bl 
b7D 

m 

SECRET 

Re 

b2 
b7E 

'8-HQ-CI22ST36 
From: General Counsel 

-VIO-li55 (><f , 03/24/2006 

agencies or to foreign governments is proper since those entities 
have the ability to adversely impact a person's constitutional 
rights if they misuse information. Since this activity involved 
improper dissemination to another private wire communications 
service provider, which does not have the same apparent ability 
to adversely impact the rights of the telephone subscriber, we 
have determined that this event need not be reported to the 103. 
This was simply an administrative error by night clerical staff 
in sending unclassified telephone records to a service provider 
other than the service provider who owned the records. An 
employee of the other wire communications service provider, a 
person familiar with the NSL process and thus, presumably 
familiar with the non-disclosure aspect of it, immediately 
recognized the mistake and reported it to the records' owner, 

| | and the mistake was rectified. There does not appear to be 
any potential damage to national security. There was no impact 
upon the rights of a United States person, nor, apparently, the 
non-USP subscriber. There was no improper collection of 
information. 

CONCLUSION 

(U) OGC concludes that this matter does not warrant 
being reported to the IOB. 

SECRET 
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b2 
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SE^El 

?o: | | From: G e n e r a l Counse l 
"Re": 27B-HQ-C1229-?3-6-VIG-115-5 ( \ / , 0 3 / 2 4 / 2 0 0 6 

LEAD(s) : 

S e t Lead 1: (INFO) 

FIELD OFFICE 

(U) Read and Clear. 

Set Lead 2: (INFO) 

CQUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and Clear. 

Set Lead 3: (ACTION) 

INSPECTION 

AT WASHINGTON, DC 

(U) For review and action deemed appropriate. 

b6 1 " 
b7C 

• • 
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b6 
b7C 
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b6 
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bl 
b7D 
b6 
b7C 

bl 

b7C 

FEDERAL BUREAU OF INVESTIGATION 
b2 

Precedence 

To: 

ROUTINE Date: 12/19/2006 

Inspection 
General Counsel 

Attn: 
Attn: 

IIS, Room 782 5:" 
NSLB, Room 7947 

From: q contac 
Approved By: 

t. SA 

-M, 
Drafted By: L:plp 

Case ID #: (U) 278-HQ-C1229736-VIO "l (Pending) 

Title: (U)(̂  REPORT OF A POTENTIAL IOB MATTER; 

Synopsis: (U) Report of a potential IOB Matter. 

ALL IHF0RHATI0H CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DATE: 05-26-2007 
CLASSIFIED BY 65179 DHH/K3R/JTJ 
REAS0U: 1.4 (C) 
DECLASSIFY OH: 05-26-2032 

(U) w DeriVed^From : G-3 
Decla^Sify On: XI 

1073946 

Reference: (S) 

("Details'. £s£ The substantive investigation and serials of the 
potential IOB matter i« roforcrr^ above. The relevant_n£LLsnnn̂ J_ 
involved 

. IOB pa 
is SAJ_ Her supervisor is SS? 

_LS_L 

(S) Theootential IOB matter was discovered on 
lwas conducting a thorouqh review of 12/18/2006 when S A [ ^ 

results from a H a H n n a l Qor^r-i+w T̂ <-<-^>- I^SL) | | 

received the results on or 

material until£ 
t hnt did not- oonHnr-i- a thorough review of the 

(S) 
ac 

^ prepared a NSL which was 
companied by an electronic communication (EC)| | 

S£ M^xe^r a 
OL: 

b6 
b7C 

AvP4[ftffi 
.H- P^ 

SESTET 

oU.o"5 



b2 
b7E 

To: Inspection From: 
Re: (U) 278-HQ-C1229 9T1U= 

SE 

V10, 12/19/2006 

(S) 
bl 
b6 
b7C 

bl 
b6 
b7C 

b6 
b7C 
b2 
b7E 

in r.nfi t-x:. rm_s agent requested information for telephone number 
1 I when the number was intended to be I | 
Therefore, the NSL contained a substantive tynnnr^nh 
Although the NSL was reviewed for errors, 
discover the incorrect number. 

SA 
.cal error, 
did not 

_LSJ Xh£i_ -WjSL was forwarded 
_|with the incorrect 
data that is nnt the acquisition of 

invpfifigaHnn. f 
I I received a compact disc (CD) 
A thorough review of the material on 
| | which alerted SA Q 
IOB violation was immediately 

number which resulted in 
r p l p v a n t t n an ant -hnri7oH 

JsA 
NSL. 

with results from the 
^_^_^ the CD was conducted 

I to a problem. This potential 
reported to her supervisor and ADC 

P 
'Otenl 

C&i This NSL did glean pertinent information towards 
the substantive case. Only the relevant material from the CD has 
been printed and placed in the substantive file. The material 
inadvertently obtained that is not relevant to the investigation 
has not been utilized in any manner. Thp. rn has been sealed in 
an envelope which is stored in SSAJ bafe. It will remain 
there until FBIHQ advises | Ion the disposition of the CD. 

X 

SE&R^T 
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To: Inspection From:| 
Re: (U) 278-HQ-C1229736-VIO, 12/19/2006 

LEAD(s) : 

Set Lead 1: (Discretionary) 

INSPECTION 

AT WASHINGTON. DC 

(U) Proceed as mandated. 

Set Lead 2: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Proceed as mandated. 

•• 
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FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 

b6 
b7C 
b2 

(U) 
b2 
b7E 

bl 
b2 
b7E 

Precedence: 

To: 

ROUTINE Date: 02/01/2007 

Inspection 

Attn: 

Attn: 

SA 
SSA 
CDC 
IIS 
CRS 

Office of the General Counsel 
NSLB/CILIJ/Rnom 7947 / 

From: 

Contact 

Approved By: 

Drafted By: 

Case ID #: (U) 

Title 

(202) 324 

278-HQ-C122973 6-VTO' (Pend ing ) 

(U) INTELLIGENCE OVERSIGHT BOARD 
b2 MATTER 2007-

ALL INF0RHATIDH C0HTAIHED 
HEREIN IS DECLASSIFIED EXCEPT 
MERE SHOOT OTHERWISE 

DATE: 0 5 - 2 6 - 2 0 0 7 
CLASSIFIED BY 65179 DHH/KSR/JtJ 
REASON: 1 . 4 (C) 
DECLASSIFY OH: 05-26-2032 

(UJ S y n o p s i s : \ ^ 
Counsel (OGC) 

0 It is the opinion of the Office of the General 
that this matter must be reported to the 

Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

(U) X Derived FroTft^fc-^^ultiple Sources 
Declassify"^: ̂~"tr2y£01/2 032 

Reference: (U) 278-HQ-C1229736-VIO Serial 1933 

Administrative: (U) (U) This communication contains one or 
more footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

"" Details: jX) The refprPnrPH Pl̂r-1-T-r.n-i r- communication (EC) from 
I I dated 12/19/2006, requested 
tnat OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. In our opinion, it 
does. Our analysis follows. 

L) ret L e t t e r (NSL) r e q u e s t i n g 
1 ranaraH -a W i H g n a i S e c u r i t y 

SECR 

OIG/DOJ REVIEW: 
FBI INVESTIGATE 

OIG/DOJ INVESTIGATION: 

DATE: Sfvfa 

:rrasT (S) 

b6 
b7C 



b2 
b7E 

:MI SEC: 

To: I I From: Office of the General Counsel 
Re: (U) 278-HQ-C1229736-VIO, 02/01/2007 

1 \ 
NSL a l s o r eaues t ed l |l 

]" Due to an administrative error in drafting 
the NSL and the accompanying EC, the case agent requested 
information for the wi«mg telephone number. Therefore, the NSL 
contained a substantive typographical error when it was sent to 
the provider. 

X-twJ the case agent received a 
bl | Ithe NSL results. On 12/18/2006, upon a 
t>7D thorough review of the material the case agent 

realized the error. ' 

JE&KJUI |did contain some pertinent information 
bi relevant to an authorized investigation. The pertinent material 
b7D was printed and placed in the substantive case file. However, 

i t s e l f has t h e n o n - p e r t i n e n t m a t e r i a l was not p r i n t e d , [" 
been s e q u e s t e r e d . 

(U) S e c t i o n 2 .4 of Execu t ive Order (E.O.) 12863, 
d a t e d 09 /13 /1993 , mandates t h a t I n s p e c t o r s General and Genera l 
Counsels of t h e I n t e l l i g e n c e Community ( in t h e FBI, t h e A s s i s t a n t 
D i r e c t o r , INSD, and t h e General Counsel , OGC, r e s p e c t i v e l y ) 
r e p o r t t o t h e IOB "concern ing i n t e l l i g e n c e a c t i v i t i e s t h a t t h e y 
have r ea son t o b e l i e v e may be unlawful o r c o n t r a r y t o Execu t ive 
o r d e r o r P r e s i d e n t i a l d i r e c t i v e . " This language has been 
i n t e r p r e t e d t o mandate t h e r e p o r t i n g of any v i o l a t i o n of a 
p r o v i s i o n of t h e A t t o r n e y General G u i d e l i n e s fo r N a t i o n a l 
S e c u r i t y I n v e s t i g a t i o n s and Fore ign I n t e l l i g e n c e C o l l e c t i o n 
(NSIG) o r o t h e r g u i d e l i n e s o r r e g u l a t i o n s approved by t h e 
A t t o r n e y General i n accordance wi th E.O. 12333, d a t e d 1 2 / 0 4 / 1 9 8 1 , 
i f such p r o v i s i o n was des igned in f u l l o r i n p a r t t o e n s u r e t h e 
p r o t e c t i o n of t h e i n d i v i d u a l r i g h t s . V i o l a t i o n s of p r o v i s i o n s 
t h a t a r e merely a d m i n i s t r a t i v e i n n a t u r e need no t be r e p o r t e d t o 
t h e IOB. The FBI i s r e q u i r e d , however, t o m a i n t a i n r e c o r d s of 

A "United Sta tes person" i s defined in Section 101 (i) of the 
Foreign In te l l igence Survei l lance Act (FISA), 50 U.S.C. § 1801, e t s e a . . as ' 
c i t i z e n of the United Sta tes [or] an a l i en lawfully admitted for permanent 
residence (as defined in sect ion 101(a)(20) of the Immigration and 
Natura l iza t ion Act) . . . ." See a lso Section I.C fo the Attorney General ' s 
Guidelines for FBI National Securi ty Inves t igat ions and Foreign In t e l l i gence 
Collect ion (NSIG) (2003). 

SECRET 
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SECRET 

To: I I From: Office of the General Counsel 
Re: (U) 278-HQ-C1229736-VIO, 02/01/2007 

such administrative violations so that the Counsel to the IOB may 
review them upon request. 

(U) Under the Electronic Communications Privacy Act 
(ECPA), the FBI may seek telephone and email communication 
records from telephone companies and internet service providers 
when those records "are relevant to an authorized investigation 
to protect against international terrorism or clandestine 
intelligence activities." 18 U.S.C. § 2709. Moreover, under 
the NSIG, NSLs are an authorized technique and may be issued in 
conformity with statutory requirements during a preliminary or 
full investigation. 

(U) 
^fcS^ Due to inadvertent typographical error, 

received NSL Results on a telephone number that was not" 
associated with the subject of an authorized investigation. Upon 
realizing the error, the case agent immediately notified her 
supervisor and took the proper steps to sequester the 
information. None of the non-relevant information from the 
original NSL results was uploaded into the FBI- computer systems, 
nor was any investigative action taken based on this information. 
However, due to the fact that there was an unauthorized 
collection of presumed U.S. person information, we must report 
this to the IOB. 

SCREAK SECR 
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To: [ 
Re: 

3EĈ 1 

] 
SECRET 

From: Office of the General Counsel 
(U) 278-HQ-C1229736-VIO, 02/01/2007 

LEAD(s) : 

Set Lead 1: (Action) 

b2 
b7E 

(U) The field should contact the carrier and ask 
whether the improperly or unintentionally acquired information 
should be returned or destroyed with appropriate documentation to 
the file. 

Set Lead 2: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

CC: Ms Thnma o 

b6 
b7C 

IOB Library 

•• 
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DECLASSIFIED BY 65179 DHH/KSR/JU 
OH 05-26-2007 

February 1, 2007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
b2 memorazLdi 

2007 t m entitled "Intelligence Oversight Board Matter 
" (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 278-HQ-C1229736-VIO - 2294 

UNCLASklKfED WHEN 
DETACHEp<FROM 
CLASSl/lESi ENCLOSURE 

D e r i v e d From: \ & n i l t i p l e S o u r c e s 
D e c l a s s i f y On: X o 2 / 0 1 / 2 0 3 2 

!Eb»ET 



SECRET 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

Mr. Matt Olsen 
Deputy Assistant Attorney General 
National Security Division 
U.S. Department of Justice 
Room 22 0 0 C 

s^se^ET 



b2 
b7E 
bl 

b2 
b7E 
bl 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE 

SECfe^T 

DATE: 05-26-2007 
CLASSIFIED BY 65179 DHH/KSR/JW 
REASOH: 1.4 (C) 
DECLASSIFY OH: 05-26-2032 

b2 
b7E 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
I I DIVISION 
IOB MATTER 2007-1 I (U) 

MATTER 

m 3 of the Federal Bureau 
of Investigation (FBI) reported a potential IOB involving a 
National Security Letter (NSL) requested bvl I which,--..through a 
transcription error, sought information about a telephone number 
belonging to a person who was not the subject of an FBI national 
security investigation. 

(S) prepared an NSL requesting subscriber information 

• Due to an administrative 
error in drafting the NSL and the accompanying EC, the case agent 
requested information for the wrong telephone number. Therefore, 
the NSL contained a substantive typographical error when it was 
sent to the provider. 

(sf J upon a thorough review of the NSL 
results, the case agent noticed the discrepancy in the telephone 
number. The case agent immediately notified her supervisor and 
took the proper steps to sequester the information. None of the 
non-relevant information from the original NSL results was 
uploaded into the FBI computer systems, nor was any investigative 
action taken based on this information. 

Vq. (X Due to inadvertent typographical error, I 1 received 
\tffc, NSL results on a telephone number that was not associated with 

the subject of an authorized investigation. However, due to the 
b2 fact that there was an unauthorized collection of presumed U.S. 
b7E person information, the error is a reportable matter under 

Section 2.4 of Executive Order 12863. 

Derived f ronKMiltiple Sources 
Declassify/6^: 02/01/2032 

sEcb&r 

SECRET 

file:///tffc


(Rev. 01-31-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

tfl 
Precedence: ROUTINE 

To: Inspection 
General Counsel 

b2 

Date: 12/18/2006 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7975 

From: 

b2 
b7E 
b6 
b7C 

(C! 

Contact: 

Approved By: 

Drafted By: 

Case ID #: 

SA 
I °* 

~*J I 
DATE: 05-26-2007 
CLASSIFIED BY 65179 DMH/KSR/JTJ 
REASON: 1.4 (C) 
DECLASSIFY OH: 05-26-2032 

\ S / 278-HO.-C1229736 - VIO (Pend ing ) 
b2 (V) 2 7 8 L C 1 3 6 3 7 2 (Pend ing) _ J U 
b7E / s \ 2 7 8 | | l l 3 (Pending) . j , V 

Title: (U) REPORT OF POTENTIAL 
IOB MATTER 

.\tt< 

'W 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

(U)-

(U) 

Synopsis:S,^) Possible IOB error for non-compliance with a 
requirement of the Attorney General. 

X 
b l Reference: (S) 

Derive* 
Decla^sl.f 

m G-3 
25X1 

Enclosure(s): (U) Enclosed for the case files are one copy of 
the referenced EC 

Details 

(U) ) Case A g e n t s : SAl 
b6 SA| 
b7C 

sc oxM^^Mii!^ 
SECRET 

£M_ 
b6 , 

b7C 



b2 
b7E 

T o : 
"» R e : 

SE ECR^l 

I n s p e c t i o n From 
t^ f 278-HQ-C1229736 - VIO, 1 2 / 1 8 / 2 0 0 6 

b l 
b6 
b7C 
b7D 

b l 
b6 
b7C 

b7D 

IS) 
b6 
b7C 
b7D 
b l 

b l 
b7D 

11 b7C 

b6 
b7C 

(U) ~b6 
b7C X S u p e r v i s o r s : SSAJ •> 

A / S S A 

(U) 
>!̂  Possible IOB Error: 

Collection of toll billing records via National 
Security Letter (NSL) on a person not related to the 
investigation. 

(S) SA [ J submitted an NST, C 1 

1 t o r t n e r.plpnhnnp s n h s r r i h p r f 

(S) SA 
reviewed the records provided by BS was assigned the case and response to the NSL. 

(S) Upon review of the records, SA 
that the incorrect telephone number,[ 

identified 
was requested 

in the NSL and records provided by| | were tor an unrelated 
third party. The unrelated third party is presumed to be an 
USPER. 

provided^ 
in EC,I 

On 03/15/2006, S 
Jand documented thl 

. destroyed all documents 
destruction of the documents 

An NSL f I was t-hpn snhm-i 1-t-f»H 1-0I I 

^ O n 12/18/2006, SA was advised that-the above 
mentioned actions needed to be reported as an IOB violation 

<U> 

SECRET 
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(U) 

SECRET 
I ^ i b 2 

To: Inspection From: I b7E 
R e : W ) 278-HQ-C1229736 - VIO, 12/18/2006 

LEAD(s) : 

S e t Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) Read and clear. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements. 

•• 
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SECRET 

072tf(I) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

TO! 

From: 

b2 
b7E 
b6 
b7C 

bl 
b6 
b7C 

bl 
b7D 

Contact 

Approved By: 

Drafted By: 

Case ID #: (S) 

Title: (S 

Date: 03/22/2006 

ALL INFORMATION COBTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DATE: 05-26-2007 
CLASSIFIED BT 65179 DHH/K3R/JN 
REASON: 1.4 (C) 
DECLASSIFY ON: 05-26-2032 

* '^yjappsis: £&£ Documents destruction of incorrect results from 
I pertaining to National Security Letter (NSL) 

(U) <K 
(SI 

Derived/From : G-3 
Declassify On: 25X1 

b l M 
D e t a i l s ; M a n MgT, T.ia a •i g g n p H l 

- b 6 -
b7C (U) On 03/14/2005 SA 

b l . 
b7D i 
b2 
b7E 

(S) 
b6 
b7C , . , . . 

b 7 D sought i n t h e o r i g i n a l NSL. 
bl v> 

(g) <js\ All such document sprovided 
b l on 03/22/2006. 
b7D 

•• 

was assigned the case, 

Upon review of the results of the NSL provided by 
SAl Idetermined that the incorrect phone number had been 

were destroyed 

ECRto SECR 



DATE: 05-30-2007 
CLASSIFIED BY 65179 DHH/KSR/JW 

(Rev. 01-31-2003) REASOH: 1.4 (C) 
DECLASSIFY OH: 05-30-2032 

SECRET 

ALL INFORHATIOIJ CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
TOHERE SHOOT OTHERWISE 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 
b2 

(U) 

(D) 

Precedence: 

To: 

ROUTINE Date: 01/23/2007 
b2 
b7E Attn: SAC 

ASA(. 
CDC 
SSA 
A/SSA 
SA 
SA 

Inspection 

? b6 
b7C 

Attn; IIS, 

From: Office of the General Counsel 
NSLB/CILU/Room_L&!2 i 
Contact: SSA 

Approved By: 

Drafted By: 
Case I D # : ^ j 278-HQ-C1229736-VIO g) 

Title: X INTELLIGENCE 
MATTER 2 0 0 7 -

OVF.RSTGHT BOARD 

b2 

Synopsis: £>£ It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

(U) DerivecKFrom : G-3 
Declassify On: 25X1 

Reference: 

b2 
b7E 

(U) Derails 
the | 
review the facts 

]>( 278-HQ-C1229736-VIO Serial 1995 

Jdk Bv electronic communication (F.C) dated 12/18/2006, 
JField Office^ | requested that OGC 
of the captioned matter and det capt 

warrants reporting to the IOB 
analysis follows. 

matter ana determine whether it 
In our opinion, it does. Our 

b6 
b7C 
b2 
b7E 

(S) 
case agent, submitted a National Security Letter (NSL) seeking 

OIG/DOJ REVIEW 
FBI INVESTIGATE 
OIG/DOJ INVESTIGATION: 

SECRET 

BE V^/v? 



b2 
b7E 

T O : 
Re: 

From: 

SEBJ^ST 

Office of the General Counsel 
278-HQ-C1229736-VIO, 01/23/2007 

telephone records of a certain target. Due to a 

bl 
b6 
b7C 
b2 
b7E 

'S) typographical error, the telephone number on 
, erroneously transcribed.1 I I SA 
'•-, assigned the case and he reviewed the telephone records 
Hpfprminprf that they were not the target's records. [_ 

(0 
12/04/1981, 
Board (PIOB) 
President re 
established 
Foreign Inte 
the IOB has 
and procedur 
counterintel 

^mmediatelv ceased review of the telephone records. On 
03/15/2006, SA I "\ destroyed all improperly collected documents 
and records ana provided an EC to the case file.2 

) The President, by Executive Order 12334, dated 
established the President's Intelligence Oversight 
. On 09/13/1993, by Executive Order 12863, the 
named it the Intelligence Oversight Board (IOB) and 
the Board as a standing committee of the President's 
lligence Advisory Board. Among its responsibilities, 
been given authority to review the FBI's practices 
es relating to foreign intelligence and foreign 
ligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 

(U) Violations of provisions that merely are 
administrative in nature and not deemed to have been designed to 

(U) 

b2 
b7E 

1 (U) In order to avoid any further dissemination of this 
incorrect telephone number, the number is not being listed in 
this document. 

(X On 12/18/2006,[ Jrealized that this 
incident constituted an IOB violation and promptly reported the 
matter to OGC and the Inspection Division. 

SECRET 



To: 

SECRET 

From: Office of the General Counsel 
Re: 278-HQ-C1229736-VIO/ 01/23/2007 

* 

ensure the protection of individual rights are generally not 
reported to the IOB. The FBI Inspection Division is required, 
however, to maintain records of such administrative violations 
for three years so that the Counsel to the IOB may review them 
upon request. The determination as to whether a matter is 
"administrative in nature" must be made by OGC. Therefore, such 
administrative violations must be reported as potential IOB 
matters. 

W ^ 2 \ NSLs are a specific type of investigative tool 
that allows the FBI to obtain certain limited types of 
information without court intervention: (1) telephone and email 
communication records from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709); (2) records of financial institutions (which is 
very broadly defined) (Right to Financial Privacy Act, 12 U.S.C.§ 
3414(a)(5)(A)); (3) a list of financial institutions and consumer 
identifying information from a credit reporting company (Fair 
Credit Reporting Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) 
full credit report in an international terrorism case (Fair 
Credit Reporting Act, 15 U.S.C. § 1681v) .' NSLs may be issued in 
confof"11'1-" iHt-h m--it-nt-nru rpquirements, including 18 U.S.C. § 
2709, 

?S> (ST I 
n this situation, due to the incorrect number 

stated in the NSL, the FBI received telephone toll billing 
records pertaining to a telephone number that was neither under 
investigation nor related to an investigation. Therefore, the 
information was improperly collected, although unintentionally 
so, in violation of the NSIG and ECPA. 

(U) Here, the target's rights were not violated because 
he was not the subject of the improperly collected information. 
It is unknown whether the erroneous information received 
pertained to a United States Person, inasmuch as there has been 
no review of the information. Nonetheless, based upon the fact 
that information which may be about a USP was improperly, 
although inadvertently, collected, and in accordance with the 
reporting requirements of Section 2.4 of Executive Order 12863, 
OGC will prepare a cover letter and a memorandum to report this 
matter to the IOB. 

SECRET 
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b2 
b7E To: 

Re: 
From: 

SEO^ET 

Office of the General Counsel 
278-HQ-C1229736-VIO, 01/23/2007 

b2 
b7E 

LEAD(s) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Information) 

AT 

[U Field Office, under normal 
circumstances,should contact the provider of the information and 
determine whether the improperly or unintentionally acquired 
information should be returned or destroyed with appropriate 
documentation to the file. This matter is moot, however, since 
the information has already been destroyed and an EC has already 
been placed in the subject's case file. 

cc: M g TV-irtma c: 

IOB Library 

b6 
b7C 

•• 
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DECLASSIFIED BY 65179 DHH/KSR/JCT 
OH 05-26-2007 

January 23 , 2 007 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
72 5 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
b2 memorandum entitled "Intelligence Oversight Board Matter 

200 (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 278-HQ-C1229736-VIO - 2244 

UNCLASSIFIED WHEN 
DETACHEDAFROM 
CLASSIFIES) ENCLOSURE 

Derived ̂ ^bm: G-3 
Declassify On: 25X1 
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SE&R&T 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

Mr. Matt Olsen 
Deputy Assistant Attorney General 
National Security Division 
U.S. Department of Justice 
Room 2 2 00 C 

SE 



bl 
b7D 
b2 
b7E 

(U) 
bl 
b7D 

K%\ 

b2 
b7E 

SEC 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
P |FIELD OFFICE 

IOB MATTER 20Q7-| ](U) 

(SJ ^) By electronic communication dated December 18, 
2 0 06, theFederal Bureau of Investigation (FBI)f 

c 

Field Office reported that,[ 
submitted a National Security Letter (NSL) 

, the FBI 

rd a National security L.etter (Npui seeking telephone | 
records relating to a certain targetl 1 Due to a 

typographical error, the telephone number on the NSL was 
erroneously transcribed. On March 14, 2006, the telephone 
records were opened and it was determined that they were not the 
target's records. | ^immediately ceased review of the 
telephone records. 

2d[_ 
Due to the incorrect number stated in the NSL, 

^records pertaining to a 
t ..__ . the 

FBIreceived 
telephone number that was neither under investigation nor related 
to an investigation. The error was discovered upon receipt of 
the information, and the records were neither reviewed nor used 
for any investigative purpose. Despite the inadvertent nature of 
the mistake, the fact remains that information was improperly 
collected on a telephone number unrelated to an investigation. 
The overcollection was a violationl 

matter is being reported to the IOB. 

J" 
Thus, the 

DATE: 05-26-2007 
CLASSIFIED BY 65179 DHH/KSR/J1JJ 
REASON: 1.4 (C) 
DECLASSIFY OH: 05-26-2032 

ALL IHFQRHATI0H CONTAINED 
HEREIN IS UMCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

Derive^sLJ'rom: G-3 
Declass^ryNpn: 25X-1 

ET 



(.Rev 01-31-2003) 

b 2 
b 7 E 
b 6 
b 7 C 

b l 
b 6 
b 7 C 
b 2 
b 7 E 

b l 
b 7 D 

b l 
b 2 
b 7 E 
b 6 
b 7 C 

b 6 
b 7 C 

SECRET/J>4^0N/N0F0RN 

BUREAU OF INVESTIGATION 
*7-

b2 

Precedence: PRIORITY 

To: Inspection 
General Counsel 
Counterterrorism 

Attn: 
Attn: 
Attn: 

Date: 12/18/2006 

IIS, Room 11861 
NSLB, Room 7975 
SSA, 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
•HERE SHOOT OTHERWISE 

DATE: 05-26-2007 
CLASSIFIED BY 65179 DHH/KSR/JW 
REAS0H: 1.4 (C) 
DECLASSIFY ON: 05-26-2032 

l^iK.^u-r.n^-i%(„. ^ 
Pending) -^/-,4-
CLa 2-U"-, / 

Synopsis: (S//OC/NF) To report that 
excessive rial-.a that was nnh r-o^iooho^i 

prnvi dp»H 

io document tne 
yequesnering ana destruction ot this data in FBI databases. 

(U) X Derived ProniV^F^I SCG G-3, Jan. 1997 
Declassify O J K ^ I 2 ^ 1 8 / 2 0 3 1 

(U) Enclosure(s):pB^ LHM for CTD to disseminate to the Office of 
Intelligence and Policy Review (OIPR). 

Details- (a//nr/KV\ I d 

| J a a c a t n a t was recef ived 

A 4 A . 4 / f 4 | 2 ^ " ] SECRET>OH!fcON/NOFORN 



b l 
b7D 
b6 
b7C 

b l 
b7D 
b6 
b7C 
b2 

b l 
b6 
b7C 

b l 
b2 
b7E 
b6 
b7C 

Nat iona l S e c u r i t y L e t t e r s (NSLs^ f 

, I TFol I checked! I 
j t h a t was r e c e i v e d through t h e i s s u a n c e of 

upon JNiai! r e s u l t s i t appeared t h a t ! 
l informat ion t h a t was riaf.pri nr-i n r I 

E. 
^©ntacted 

. Based 
I provided! I 

T I TFO 
Jabout this matterI I 

(S) TFO and 
l m n f i m i P r i V n f n i l ™.r nr. 

J 
excessive dataf 

, , 1 
J requesting that the 

~1TF0| I callgd[ 
land explained that p 

Haa. sequestered. On 

rj — ~ i i -"^-^"1 | |, who is a supervisor 
and explained that previous requests were made sinceI I 

_|_to sequester data I I An e-mail was also sent to 
J regarding this matter the same day 

TFof isi Lcantinued to contactl T 
Lxeaardina this mai-.t-̂r I 

] 

that information be provided as to whah spsrifir r-^mrA* n a o ^ ^ 
to hp sprnipstprprl Tffn I -J provided the e-mail that was sent 
t o 

-L£} XEOI InnM HPH that- hhp H a t a 

contacting TFO 
data as well. 

> ould be 
regarding the request to sequester this 

SECRET/0R&ON/N0F0RN 
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SECRET/ORCON/N&KQRN :ON/5J&KQR 

b2 
b7E 
bl 

To: Tnspprt.inn From: 
Re: (S) 

(S) 

12/18/2006 

bl 
b6 
b7C 

bl 
b6 
b7C 
b2 
b7E 

bl 
b6 
b7C 
b2 
b7E 

bl 
b6 
b7C 
b2 
b7E 

bl 
b6 
b7C 
b2 
b7E 

with the sequestered data| ~^ 
|contacted!" 

disks were not received as of yetTT 
for the addr-PBB of whprp fn mail \ 

advised that she had rh^ disks 
, I On 
land advised that the 

asked 
received 

is£ J//as c o n t a c t e d ^ 
Jregarding sequestering data! 

I r n m n l i P H wi f h t -h ic r p n n p o h 

? 
ladvised that the 

request was being assigned to an analyst and would be completed 
shortly. | 1 

received contirmation 
records were sequesterecTl L 

that the 

(S//OC/NF) 
I contained the sequestered data for 

Idpgl-T^ovr^H 

Idestroved 

(S) 
regarding the removal ot _Lfre data j 

| is responsi 

1 contac tedf 
b i e t o r s e q u e s t e r i n g t h e 

Irnntart-pH I I 

P 

(S//0C/NF) T 

appropriate data was removedT" 
sequestered 

a confirmed, that the 

SECRET/ORqON/NOFORN 



b2 
b7E 
b l TO; 

Re: 
b l 
b7D 
b2 

b l 
b2 
b7E 

SECRET/ORC CcWl NOFORN 

(S) "1 12/18/2006 

. that did not need to hP HpmiPBi-prp| and 
is in the process of recovering this data 

(R//nr/vn*\ NF)L 
_lda£ f as used in 

a s s e r t s f .haf . n n n P o f [ 

f investigation! 
was a b l e t o m r i p n p n r i p n M v nhl-a- i mf 

OIPR 
i s i 

J:hrough t h e i s suance of NSLs 

I rftaiiRRr.s nn nrnvirfp t h e enc losed LHM t o 

SECRET/OftCQN/NOFORN 
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E Re: (S) 

IRCOfcjĈ JOI SECRET/ORCONjC^OFORN 

TO: Tngpppt-inn Frnm • 

12/18/2006 

LEAD(s): 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(UJ w 

OS) For information and action if deemed appropriate, 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

* ' (x) For information and action if deemed appropriate. 

Set Lead 3: (Action) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) (Vf Request that CTD provide OIPR with the enclosed 
LHM. A 

•• 

SECRET/ORCON>*lpFORN 

5 



SECRET 
WorkingVtopy Page 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

For information and action if deemed appropriate. 

Set Lead 3: (Action) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) y§) Request that CTD provide OIPR with the enclosed 
LHM. /N 

SECR. 



(Rev. 01-31-2003) 

3C&B0V/NO SECSKlV/NOFORN 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To: 

ROUTINE 

Counterterrorism 

Inspection 

Attn: 

Attn: 

Attn: 

Date: 02/26/2007 

SAC 
CDC 

ITOS 1/CONUS 2/Team 6 

IIS 
b2 
b7E 
b6 
b7C 

From: General Counsel . 
N a t i o n a l S p r n r i f v T.aur/pyaT-i<-V. It 
C o n t a c t : 

jn r II 

(U) 

Approved By: 

Drafted By: 

T h o m a s J u l n™ KT 

b l 

(U) 

C a s e I D # : 

T i t l e : ^ ) 

(S) 
9 - 7 H - H n - ( - T O - 7 Q - 7 T g 

fes* 
- V I O ^ ( P e n d i n g ) 
( P e n d i n g ) fo2Ft 

INTELLIGENCE OVERSIGHT BOARD 
(IOB) MATTER 2 0 0 7 - 7 0 4 

ALL IHFORHATION COBTAINED 
HEREIH IS UNCLASSIFIED EXCEPT 
TjJHERE SH0TM OTHERWISE 

DATE: 05-26-2007 
CLASSIFIED BY 65179 DHH/KSR/JU 
REASON: 1.4 (Cj 
DECLASSIFY OH: 05-26-2032 

(U) Synopsis: &> It is the opinion of the Office of General 
Counsel (OGC) that the above-referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

(U) 

R e f e r e n c e : (S) 

Der ived" N £^rop 
D e c l a s s i f ^ S m : 

G-3 
02/26/2032 

b l 
b7A 

OIG/DOJREVB J 
*7

6
c FBI INVEST1GAT 

, SECRET/^OFORN 

MIBiMiL. 

0IG/D0J INVESTIGATION:. 



b2 
b7E 

(U) 

(S) 

To: 
Re 

From: General Counsel 
: 1 6 ) 278-HQ-C122 973 6-VIO, 02/26/2007 

bl 

(U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

Details: (S//NF) By electronic cnrnmnni cat-i nn ivo dated 
December 18, 2006. referenced above,1| | Division 

i t s o n o m . n i 
r e p o r t e d a p o s s i b l e I 0 B e r r o r i n c o n - i n n r . f i nn w i t h 

c o u n t e r t e r r o r i s m i n v P s t i n a H n n f 1 

b l 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

b l 
b6 
b7C 

/ g \ > U See. EC from t h e 
\ "t d a t ed 12 /18 /06 , 

h e r e i n a f t e r cilAju as 
b2 
b7E 
b l 

h i v i g i n n tn i-ho r . ^ n r » 1 r ^ . i n e a l 

(U) EC. 

(U) Id . 

//NbKQRN SECRET//NOBQRN 

2 

http://onom.ni
http://-innr.fi


b2 
b7E 

(U> 

(Si 

T 6 : 
R e : W 278-

SECREW/NOFORN 

From: General Counsel 
HQ-C1229736-VIO, 02/26/2007 

(S) 
I S I^/NFY 

bl 
b6 
b7C 
b2 
b7E 

bl 

it 
reported the matter to both NSLB and the Offirp nf Tntsllinpnrp 

\ Policy 3nH Review ("OTPR'M . In aririiHnn I IvcnHfipH that-
\ iHata u^g spmipsfprpri I 

Iseouestprsrl data \ 
|rfere destroye'd" 

(U) j&) As required by Executive Order (E.O.) 12863 and 
Section 2-56 of the National Foreign Intelligence Program Manual 
(NFIPM), OGC was tasked to determine whether the surveillance 
errors described here are matters which must be reported to the 
IOB. They must. 

(U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential 
directive." 

f.CM Tn f-hi <; -i n c t a n r o 

consequently, in accordance with E.O. 12863 and Section 
2-56 of the NFIPM, the error must be reported to the IOB, which 
this Office will do. 

b2 
b7E 

(S) Since all inadvertently obtained information has 
already been destroyed, no action lead to | lis necessary. 

4 (U) Id. 

Id. 



(U) 
To; 
Re: 

: R E ^ ( / ] SECRET/NOFORN 

_^_ From: General Counsel 
~p^ 278-HQ-C122 973 6-VIO, 02/26/2007 

•gr-,v fnhir0j yo-Fo-t-cn̂ B information inadvertently obtained 
should not be destroyed unless directed by 

Rather, the material should be collected, sequestered, sealed and 
delivered to OIPR for appropriate disposition! 

SECRET//N&FORN 

4 ^ 



b2 
b7E 

SECRET OFORN 

To: 
Re: X 

From: General Counsel 
278-HQ-C1229736-VIO, 02/26/2007 

LEAD(s) : 

Set Lead 1: (Info) 

b2 
b7E 

(U) For information. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION DIVISION 

AT WASHINGTON. D.C. 

(U) For review and action deemed appropriate. 

cc: 

•• 

Ms. Thomas 

1UB LlJDIdry 

b6 
b7C 

"••t«M«r. :; .W l( l , ( , 

i r 
SECRE^VNOFORN I I 



February 26, 2 007 

BY COURIER 

b2 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 502 0 9 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

DECLASSIFIED BY 6S179 DHH/KSR/JW 
OH 05-26-2007 

Enclosed for your information is a self-explanatory 
memojpajadiim entitled "Intelligence Oversight Board Matter 
2007f " (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

2 78-HQ-C122 973 6-VIO <£&£> 

Derived 
Decla 

UNCLASSIFIED WHEN 
DETACHEXFROM 
CLASSIFIED ENCLOSURE 

G-3 
25X1 

SE^ET 



SECRET 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

Mr. Matt Olsen 
Deputy Assistant Attorney General 
National Security Division 
U.S. Department of Justice 
Room 22 0 0 C 

Ms. Margaret Skelly-Nolen 
Acting Counsel 
Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

SECRET 



b l 
b2 
b7E 
b7D 

b l 
b2 
b7E 
b7D 

b2 
b7E 

StfS^ET 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
I I DIVISION 

MATTER 

IOB MATTER 2007-| [ (U) 

(S) 
Federal Bureau of Investigation ("FBI") has reported electronic 
surveillance errors in conjunction with its ongoing 
counterterrorism investigation of an identified U.S. person 
CIISPKR"! - I ~l 

Idetermined that! Iprovided 

thereby resulting in an inadvertent over-collection, it reported 
the matter^to both NSLB and the Office of Intelligence Policy and 
Review ("OIPR"). In addition.T 

(U) This matter has been reported to the FBI's 
Inspection Division for appropriate action. 

Derived ̂ rom ! G-3 
DeclassviyNpn: XI 

DATE: 05-26-2007 
CLASSIFIED BY 65179 DMH/KSR/JW 
REASOH: 1.4 (C) 
DECLASSIFY OH: 05-26-2032 

ALL IHF0RMATI0W C0HTAIHED 
HEREIH IS UNCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE 

SEWET 



FD-962 (Rev. 03-21-2005) 

b2 
b7E 
b6 
b7C 

SECR$T 

FEDERAL BUREAU OF INVESTIGATION b2 

Precedence: ROUTINE Date: 01/25/2007 

To: Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 97 5 

Attn: ASAC 
ADC 

From: 

Contact: 

Approved By 

SK 
s i t> 

Drafted By: 

(U) Case ID #: ~^[) 278-HQ-C1229736-VIO, £//&. 

DATE: 05-26-2007 
CLASSIFIED BY 6S179 DMH/K3R/JW 
REASON: 1.4 (C) 
DECLASSIFY OH: 05-26-2032 

ALL ICTFORHATTOH C0HTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
I0HEEE SHOOT OTHERWISE 

bl 
b7A 

bl 
b7A 

Title: (U) REPORT OF POTENTIAL IOB MATTER 

(U) s Y n o P s * s : (/\ T o report possible IOB error 

(U) M 

Details: 

(S) The captioned potential Intelligence Oversight Board matter 

Derived Fro&Kj/FBI SCG-3, January 1997 
Declassify Oa1\N^l/25/2032 

-^ (S) A National Security Letter (NSL) was issued in the above 
referenced case to obtain subscriber information I I 

j I During the preparation of the 
NSL, two of the digits in the telephone number were transposed 
resulting in the reguest for subscriber i nformat ion I ~| 
for telephone number [ I instead of | | The NSL 
was approved and issued, and the carrier provided records for 
telephone number 

SECRET 

/ _/.^/.^ / 



b2 
!Hb7E-

SEC REV 

bl 

b7E(S) 

(S) 
b6 
b7C 
b2 
b7E 

(S) 

b2 
b7E 
b6 
b7C 

To.: Inspection From: 
Re: ^ 278-HQ-C1229736-VIO, 01/25/2007 

After the carrier's return of the NSL and corresponding 
records, an analyst from another division discovered that the numbers 
had been transposed and telephonicallv notified! |Agent, 
Special Agent I _ Uho prepared the NSL. | | 

Resident Arr̂ nt-
| SA 

] in fnrme>H h i e c n n p n n g n r ^ S u p e r v i s o r y S e n i o r 

I£SRA) I , , I of the error. I I 

290, dated Ui/UJ 
corrective action 

[reviewed 319X-HQ-A1487720-OGC, Serial 
2007, for guidance in reporting the matter and taking 

$X3 After receiving 319X-HQ-A1487720-OGC, Serial 290, SA 
contacted Associate General Counsel (AGC) Patrice Kopistansky who 
advised him to contactl iDivision's Chief Division Counsel and 
to also remove the recordsl | On January 9, 
2007, SA Gaylord notified| |Associate Division Counsel (ADC) 

|of t-hp prmr SA I lalwr. f ap.i 1 i tal-pri the 
removal of the rer.orrisl 

bl direction, [ 
1 PPr AnrT I I 

1 
s t o r e d in a safe 

I records were securedl 

SECRET 



SCREl SECRET 

b 2 To: Inspection From: 
b7E R e : ^ 278-HQ-C1229736-VIO, 01/25/2007 

LEAD(s) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For appropriate action. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

b 2 (U) General Counsel is requested to review the 
b 7 E circumstances regarding the possible IOB violation and to subsequently 

provide ADC I I direction regarding the disposition of the 
records which were inadvertently collected. 

•• 

SECREJ 
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SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: 

To: 

ROUTINE Date: 02/26/2007 

Attn: SAC 
CDC 

b2 
b7E 
b6 
b7C 

From: 

Counterterrorism 

Inspection 

General Counsel 
NSLB/CTLU I 
Contact: SSA| 

Attn: ITOS 1, CONUS IV 

Attn: IIS 

L ALL IWFQRHATIOCT C0HTAIHED 
HEREIN 15 OTCLASSIFIED EXCEPT 
flHERE SHOOT OTHERWISE 

(U> 

Approved By: Thomas Julie F U ^ M ^ ^ 

D r a f t e d By-

C a s e ID # X, 
32>ao 

DATE: 05-26-2007 
CLASSIFIED BY 55179 DHH/KSR/JTJ 
REAS0H: 1.4 (CJ 
DECLASSIFY OH: 05-26-2032 

278-HQ-C1229736-VIO"(Pending) 

(U) Titlet 
b2 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
MATTER 2007- 1 

(U) Synopsis r 

<X> The [ 
b 2 General Counsel (OGC) review a potential Intelligence Oversight 

Division requested that the Office of 

b7E Board (IOB) error and determine whether it is reportable to the 
IOB. It is the opinion of OGC that this matter must be reported 
to the IOB. OGC will prepare and deliver the necessary 
correspondence to the IOB. 

(U) 

(U) 

Derived From : G-3 
Declassi^yN^n: 02/26/2032 

[ 

Reference! } & { 278-HQ-C1229736-VIO, Serial 2112 

Details: (S)l 
J 

bl 
b7A 

^___ Pursuant to this 
investigation, a National Security Letter (NSL) was isginari 
requesting subscriber information! I 
records in accordance with 18 U.s'.lV §2709. Dnr-incr th* 
preparation of the NSL two of the rHcHi-g"r, I I . ^ „„ 
number were transposed] 

b7c 0I6/D0J REVIEWI 
FBI INVESTIGATfe/nr 
CifinCJ INVE8T1GATK 

were t r a n s p o s e d 

1 '—I 7—bfev^ET 

IGAT10N: ^ 

<pne 



«B 2 
b7E 

bl ' 
b2 
b7 

b2 
b7E 

T6: 
Re: y. 3 

.'RE'S. SECR: 

From: Office of the General Counsel 
V ) T7T-HQ-C1229736-VIO, 02/26/2007 

) 

E information [_ ] records pf a ninnb"" «-h-it- m-as not rpi,fvanf t-n 
a FBI investigation. 

|prior to discovery of the error. 

-"*!: anr, |< 

(S) It should be noted that, upon discovery of this 
error, the case agent immediately sought advice as to how to 
rectify the situation. The; cagp â oni- pursuant to this advice, 
removed the information I f 1 and stored 
the original data, as well as one copy, in a safe. 

(U) The President, 
12/04/1981, established the 
Board (PIOB). On 09/13/1993 
President renamed it the Int 
established the Board as a s 
Foreign Intelligence Advisor 
the IOB has been given autho 
and procedures relating to f 
counterintelligence collecti 

by Executive Order 12334, dated 
President's Intelligence Oversight 
, by Executive Order 12863, the 
elligence Oversight Board (IOB) and 
tanding committee of the President's 
y Board. Among its responsibilities, 
rity to review the FBI's practices 
oreign intelligence and foreign 
on. 

(U) Secti 
Inspectors General a 
Community components 
Inspection Division 
the General Counsel 
intelligence activit 
unlawful or contrary 
Directive. This Ian 
reporting of any vio 
General's Guidelines 

on 2.4 of Executive Order 12863 mandates that 
nd General Counsel of the Intelligence 
(in the FBI, the Assistant Director, 
(INSD), and the General Counsel, Office of 
(OGC), respectively) report to the IOB 
ies that they have reason to believe may be 
to Executive Order or Presidential 
guage has been interpreted to mandate the 
lation of a provision of The Attorney 
for FBI National Security Investigations and 

Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

SECRBC 



JTTl 

\b2 
b7E T o 

Re 

b l 

(U) 

(U) 

jr 

SE0RE1 

From: Office of the General Counsel 
278-HQ-C1229736-VIO, 02/26/2007 

<U) 
$s) NSLs are a specific type of investigative tool that 

allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) full credit report 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v). NSLs may be issued in conformity with statutory 
requirements, including 18 U.S.C. § 2709. ' ' 

in 

pBQ Here, due to the incorrect number stated in the 
NSL, the FBI received records pertaining to a telephone number 
that was not relevant to an authorized investigation. Therefore, 
the information was improperly collected, although 
unintentionally so, in violation of the NSIG and ECPA. 
Accordingly, this incident must be reported to the IOB. 

$5J In accordance with the reporting requirements of 
Section 2.4 of Executive Order 12863, OGC will prepare a cover 
letter and a memorandum to report this matter to the IOB. 

SECRET 

3 



<TJ) 
ECfcET SEC: 

To: 
Re: y^ 27 

From: Off ice of the G eneral Counsel 
8-HQ-C1229736-VIO, 02/26/2007 

b2 LEAD(s) : 
b7E 

Set Lead 1: (Action) 

(U) | | Field Office should contact the 
carrier and ask whether the improperly or unintentionally 
acquired information should be returned or destroyed with 
appropriate documentation to the file. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, D.C. 

(U) For action deemed appropriate, 

cc: 
[ 
Mw Thnmac 

b6 
IOB Library b7c 

•• 

SECRET 
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February 26, 2 0 07 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2007-| "j1 (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 278-HQ-C1229736-VIO - 2321 

UNCLASSIBiED WHEN 
DETACHER^.FROM 
CLASSIFIES ENCLOSURE 

DerivecK^B^om: G-3 
Declassify On: 02/26/2032 

DECLASSIFIED BY 65179 DHH/K3R/JKT 
OH 05-26-2007 

SEP&ET: 



SECRET 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

Mr. Matt Olsen 
Deputy Assistant Attorney General 
National Security Division 
U. S. Department of Justice 
Room 22 0 0 C 

Ms. Margaret Skelly-Nolen 
Acting Counsel 
Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 615 0 

SE 



SECRJST 

b2 
b7E 

TTJTRT.T.TqFlNPR OVERSIGHT BOARD (IOB) MATTER 
|FIELD OFF!CE 

IOB MATTER 2 0 0 7 4 1 (U) 

bl 
b2 
b7E 

(S) By electronic communication dated-
2 0 07, the Federal Rm-pan of Investigation (FBI) | 
Office reported that J I the FBI 
National Security Letter (NSL) seeking subscriber information [ _J 

January ?5, 
Field 

issued a 

]records. Due to a typographical error 
made bv the FBI on the NSL, the FBI obtained I , 3 

lrecords pertaining to a telephone number that was not 
relevant to an authorized investigation, I 

Thus,the matter is being reported to the IOB. 

b2 
b7E 

(S) The FBI deleted the information. 
J and sequestered the data. The FBI "will return the 

inadvertently obtained data to the telephone carrier, or destroy 
the data with documentation to the file. 

DATE: 05-26-2007 
CLASSIFIED BY 65179 DMH/KSR/JW 
REASON: 1.4 (C) 
DECLASSIFY OH: 05-26-2032 

ALL IHF0RHATI0H C0HTAIHED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

D e r i v e d from: G-3 
D e c l a s s i f y o i y A o 2 / 2 6 /2032 

SEC*B&] 



HD-%2 (Rev. 03-21-2005) 

(U) 

<U) 

b l 
b7D 
b6 
b7C 

S E C R E T 

FEDERAL BUREAU O F INVESTIGATION 

b2 

0\ 

P r e c e d e n c e : ROUTINE D a t e : 0 1 / 1 9 / 2 0 0 7 

T o : I n s p e c t i o n 
G e n e r a l C o u n s e l 

A t t n : I I S , R o o m 1 1 8 6 1 
A t t n : N S L B , R o o m 7 9 7 5 

F r o m : 

C o n t a c t : TFO 

A p p r o v e d B y : 

b2 
b7E 
b6 
b7C 

(Tj) D r a f t e d B y : 

ALL INF0RHATI0H CONTAINED 
HEREIN 15 UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

C a s e I D # : M . ? 7 f t - H n - n 7 7 Q 7 7 S - V T O 

b l ( S ) 
( S ) 

—<£/A3 
DATE: 05-27-2007 
CLASSIFIED BY 65179 DHH/K3R/JW 
REASON: 1.4 (C) 
DECLASSIFY OH: 05-27-2032 

Title: (U) POSSIBLE INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

*u'Synopsisr (̂  To report possible IOB error. 

(U) 

D e t a i l s : 

D e r i v e ^ P r o m : G-3 
D e c l a s 4 9 r < v On: XI 

(S) 1 
bl 

b6 

(S)b7C2 
\ 3" 

bl (S) 

Possible IOB Error: 

X1 

\ 

4. Description of IOB Error. 

(S) A National Security Letter (NSL) 
\ wag g i i h m ^ l - p H l I rpmioj i t - i ng [ f C i n 9 | i 1_ 

I i n f o r m a t - i n n l V 

SCMAJJJ^ WA^-kMt 
CM& I H 1 

**, r^m' i6 
SECRET 

b7C 



(TT1 
b2 
b7E 

b l 
b2 
b7E 

SEfc^ET 

T o : I n s p e c t i o n From: 
Re : X ) 278-HQ-C1229736-VIO, 0 1 / 1 9 / 2 0 0 7 

(S) 

b l 
b7D 
b6 
b7C 
b2 
b7E 

b l 
b6 
b7C 
b2 
b7E 
b7D 

b l 

(S) p r o v i d e d t h e NBT, r e s u l t s i n n a n p r f n r m a r Thf> 

1 m t o r m a t i o n r 

I t h e case agent notTeed [ 

should not 
I (The NSL that was served to I 

specitically notedf 
be included). The case agent immediately sequestered the original 
results that were stored in the 1-A envelope as well as the copy that 
was made from the original. Since the I 1 CDC was out of the 
office on 01/16/2007 and 01/17/2007, the case agent was not able to 
notify the CDC about this matter until 01/18/2007. On 01/18/7.007 the 
case agent provided the original 
CDC | "* 

and copy of the records 
L / 1 8 , 

t o |_ 

;s)[ 
r e c o r d s p r o v i d e d ! 1 I t w a s d e t e r m i n e d t h a t I I n r n v i d e r 

l .qpnupfffprpr i a n d S P A I P H t h n g p - rp rm-ds l 
CDC 

1 CDC 
d e r l i 

] wi l l 
l o c k e d c o n d i t i o n s i f maintain the sequestered and sealed records un' 

his office. | 
the improperly provided! I information to the case agent 
for investigative purposes in that such records were properly provided 

| |to the| ]Division in response to the above-stated NSL. 

(S) No information pertaining to the tainted 
information was entered into ACS. I linf ormation 1 

is being stored in the 1-A at this time 
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(U) SECRET b 2 

b7E 
To'-: ^ Inspect ion From: 
Re: y#f 278-HQ-C1229736-VIO, 01/19/2007 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate 

•• 
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