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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/20/2006

To: Attn: CDd
Inspection Attn: Internal Investi ive Section
Attn: Room 11865

From: General Counsel

National Securi ochl |
Contact:
ALL INFORMATION CONTAINED
Approved By: ._Jhomas Julie F HEREIN IS UNCLASSIFIED EXCEPT

WHERE SHOWN QTHERWISE

Drafted By: .
DATE: 05-30-2007

Case ID #1- N 278-HQ-C1229736-vio— [ § ¥ 2 CLASSIFIED BY 65179 /DMH/KSR/RY

REA30H: 1.4 (c)
Title: (U) Intelligence Oversight Board
(IOB) Matter 2oos|_j:| 2

DECLA3SIFY ON: 05-30-2032

‘Synopsiss )8( It is the opinion of the Office of the General Counsel

(OGC) that the above referenced matter need not be reported to the
Intelligence Oversight Board (IOB). Our analysis follows.

() e >< Deriv e

Declagsi On: 016

"'Reféféhdéi”:?gi 278-HO- - 1 1602 (Pending)
bl (8) | I(Pending) .

0/G/DOJ REVIEW: DATE: A Z“"

Administrative: 7(U) This communication contains one or more footnotes.
To read the footnotes, download and print the document in Corel
WordPerfect.

‘Details: - (84 By electroni icatio gust 23, 2006 and
referenced above, thd iDivision reported to the

OGC’'s National Security Law Branch (NSLB) and the Inspection Division this
potential IOB matter.
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To: Counterterrorism From: General Counsel

() Re--z»»-,><) 278-HQ-C1229736-VIO, 10/20/2006

BACKGROUND

bl
b2

(s) ] 1

b7E

b6
b7C

) o 94} issued a National
Security Letter (NSL) to the provider in order to obtain subscriber

b2
b7E

information and toll reco d telephone numbers
for the period of

) | ﬂ.JEQEiélgn_IESEiﬁed the results of the
NSL[:H ( ! - ™ n reviewing the
recor ( J '|learned that one of the tele(S]ne numbers in
questi ~as subscrlbed by two separate i

bl
b2
b7E
b6
b7C

requested period of coverage.

.(Eb_7D
(8)

1
_Idid not provide any toll information outside
e period requested in t NSL.

(3)

ANALYSIS

"'>§3 As required by Executive Order (E.O.) 12863
(Sept. 13, 1993) and Section 2-56 of the National Foreign
Intelligence Program Manual (NFIPM), OGC was tasked to determine

whether the errors described here are matters that should be reported

to the IOB. We believe that the reported activity does not require
IOB notification.

(U) Section 2.4 of E.O. 12863 mandates that the heads of
Intelligence Community components report all information to the IOB
that it deems necessary to carry out its responsibilities. That
section requires Inspectors General and General Counsel of the
Intelligence Community to report "intelligence activities that they

have reason to believe may be unlawful or contrary to Executive order

or Presidential directive." This language has been interpreted to
mandate the reporting of any violation of guidelines or regulations
approved by the Attorney General, in accordance with E.O0. 12333, if
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To: Counterterrorism From: General Counsel
% 278-HQ-C1229736-VIO, 10/20/2006

such provision was designed in full or in part to protect the
individual rights of a United States person. This includes
violations of agency procedures issued under E.O. 12333, unless they
involve purely administrative matters.! For the FBI, OGC submits
reports to the IOB.?

{m M‘

/— [ NSiG (Totroduction) (5]

at 4. Section 2-56 of the NFIPM identifies as reportable to the IOB
unauthorized investigations, the use of unlawful methods and
techniques, exceeding the authorized scope of permitted activities,
and failing to adhere to minimization requirements.?

PS5} In this instance| sought information

relating to two telephone n i d to be subscribed
to by the subject ‘The provider
responded by sub SC er information outside the scope of

the request for one of the teleph s. The information S8
provided indicated that the subscriber of one of
the telephone numbers was the target of a duly authorized

(8}

‘W;)Bi: See EC from Inspection Division to All Divisions; Title:
Revised’Pro¢edures for the Submission of Reports of Potential
Intelligence Oversight Board (IOB) Matters, Case ID # 66F-HQ-A1247863
Serial 172 at 5-6 (2/10/2005). The FBI is required to maintain for
three years records of administrative violations, for possible review
by the Counsel to the I0OB, together with a copy of the opinion
concerning the basis for the determination that IOB notification was
not required. Id. at 6.

I 2>é See id. at 4.

3 See also id. at 5, identifying reportable matters as

including: (1) activities believed to be unlawful or contrary to

Executive Orders or Presidential direq;;xgg;_izl_ansnected_uinlaﬁions

of the Constitution. (34

(5) initiating a form of
elllance or a search without authorization from the
FISC, or failing to terminate an authorized surveillance at the time
prescribed by the Court; and (6) failing to adhere to the
minimization or dissemination requirements specified in a FISC Order.

S%T
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.To: Counterterrorism From: General Counsel

Rérw»ggi 278—HQ-C1229736-VIO, 10/20/2006

investigation. A legitimately issued NSL resulted in obtaining

b6 information that in i ed that the target of the investigation,

b7C iS? - had indeed been the subscriber of one of the

bl elephone n ers The information obtained
falls within|

(8

_ __Jas described in
the NSIG and thus, need not be reported to the IOB pursuant to E.O.
12863.
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To: Counterterrorism From: General Counsel
M Re:- 278-HQ-C1229736-VIO, 10/20/2006

LEAD(s):

Set Lead 1: (Discretiona

b2
b7E

AT

(U) For review and action deemed appropriate.
Set Lead 2: (Discretionary)

COUNTERTERRORISM

AT _ITOS II
(U) For review and action deemed appropriate.
Set Lead 3: (Action)
INSPECTION
AT WASHINGTON, DC

(U) As provided in the Revised Procedures for the
Submission of Reports of Potential Intelligence Oversight
Board (IOB) Matters, retain a record of the report of a
potential IOB matter for three years for possible review by
the Counsel to the IOB, together with a copy of the 0OGC
opinion concerning the basis for the determination that IOB
notification is not required.

144
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IG - INVESTIGATIONS DIVISION - Complaint Form

eceived By

689-2007-002668-M

pDate Received: 12/19/2006 How Received: A

;UBJECTJ; 8SNO:
'itle: SA Pay Plan: D.O.B.:
lomponent : FBI EOD Date: Alien No.:
fisc: F.B.I.No.:
jome : | B.O.P.No.:
dhone: () - T p/L No.:
Nork: , , Offenses: 689 b6
Phone: (202) ZIP: b7C
b2
COMPLAINANT: SSNO:
Title: ATTY Pay Plan: D.O.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home : 41 : B.0.P.No.:
Phone: () - ZIP: D/L No.:
Work: , ,
Phone: (202) ZIP: )
Contidential: Revealed: Autnority: nomne
Details:
t31‘he FBI provided information regarding a potential IOB matter (2006
l | ] | issued a
NSL to a telecommunications provider to obtain subscriber information and toll records for
two telephone numbers.
Upon reviewing the requested information) ~ |determined that one of the telephone b
numbers was subscribed to by two separate individuals during the requested period of bTE
coverage. b1
FBI/OGC determined that this matter does not need to be reported to the IOB. I
-

ALLEGATIONS: 68 Violation
Occurrence Date: 2006 TIME
State Zip:

CITYj
DISPOSITION DATA: Disposition: M Date: 12/19/2006 Approval: POWELL, GLENN G
G 2
1
Referred to Agency: FBI Date Sent: 01/30/2007 Component: FBI
Patriot Act: N Civil Rights: N Component Number: 263-0-U-598
Sensitive: N Whistleblower: N Consolidated Case Number:
Remarks:

Predicating material contains classified information which will be maintained in a secure
container at OIG/INV. (stp)

1/31/07: Sent to Kaiser/FBI. (stp)
DATE: 06-23-2007
FBI INFO.

CLASSIFIED BY 65179/dmh/Esr/cak
REASON: 1.4 (o)

DECLASSIFY ON: 06-23-2032

Page 1 ot 1 Printea 91/30/2007 12:04:03



FD-962 (Rev. 03-21-2005)

SECRET//20310922

FEDERAL BUR OF INVESTIGATION o
- L
l .
Precedence: ROUTINE Date: 09/22/2006
To: 1Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975
Attn: ASA
CDC
b2 From:
bR CI-1 ALL INFORMATION CONTAINED
b6 Contact: SA HEREIN IS UNCLASSIFIED EXCEPT
b7C WHERE SHOVH OTHERWISE

Approved By

Drafted By:

N p (1@ s
ry Case ID #:  ( 278_H0-C1229736-VI0 — |
62¥] |A89455-I0B — W
Title: (U) SA ]

DATE: 05-31-2007

CLASSIFIED BY 65179/DHH/KSR/RW
FEAS0N: 1.4 (c,d)

DECLAZ3IFY ON: 05-31-2032

b6 SSA SSA!
b7C INTELLI )ARD (IOB) ERROR

(Ujmw~5ynopsis:wbé To report possible IOB error.

~}B{: De om :

e e Declasgi : 2031
Details
(S) 1
(Sy 2
- bsq 3. Possible IOB Error:
bl
) b6
biC

(U)"””>K6 4. Description of IOB Error (including any reporting

delays).

(S)
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To: Inspection From:

Res... 278-HQ-C1229736-VIO, 09/22/2006
b2
b7E
| bl
Jwas prepared and approved in b7D

accordance with the Attorpney General Guidelines. s
served by Office and onl i

provided the results of the NSL to

|Field Office.

(S) A review of the results of the NSL reve

L‘tEgUEEtédby the FBI.

[was not

Ihls information was not utilized by the

case agent in any analysis nor was it documented in the case file.

SECRET 310922
2
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. b7E
To: _Inspection From:

Re;w:}qi 278-HQ-C1229736-VIO, 09/22/2006
LEAD (s) :
Set Lead 1: (Action)
INSPECTION
AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) For action deemed appropriate.
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FEDERAL BUREAU OF INVESTIGATION

(Rev. 01-31-2003)

Precedence: ROUTINE Date: 12/15/2006
To: Attn: ASA(
CDC
Counterintelligence Attn: CD-1B
SSA
Inspection Attn: IIS, Room 11861
b6 .
b7cC From: Office of the General Cogyéél
b2 NSLB/CILU/Room 7947
b7E Contact: AGC

Approved By: i
i Y { DATE: 05-31-2007

CLASSIFIED EY 65179 /DMH/ESE/RN
Drafted By: REASON: 1.4 (c,d)
Y L N P 4‘3 DECLASSIFY 0ON: 05-31-203:
Case ID #: .(§) 278-HQ-C1229736-VIO (Pending)
oy ( 62F[ ]A89455-10B (Closed) — G

() Titles (>< INTELLIG OVERSIGHT BOARD MATTER
2001 b2

(U]Synopsist““gxé It is the opinion of the Office of the General
Counsel (0GC) that this matter does not merit reporting to the
Intelligence Oversight Board (IOB). A copy of this opinion

should be retained in the control file for review by Counsel
to the IOB.

(U) Derive T G-1 ALL INFORMATION CONTAINED
Dec ify On: HEREIN I3 UNCLASSIFIED EXCEPT
) WHERE SHOWN OTHERWISE

b2 Reference: (U) 62F[::¥A89455 Serial 4
b7E (U) 278-HQ-C1229736-VIO Serial 1709

: (U) The referenced electronic communication (EC) from

in file 278-HQ-C1229736, dated 09/22/2006, requested that
OGC review the facts of the captioned matter and determine
whether it warrants reporting to the IOB. In our opinion, it
does not. Our analysis follows.
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To: [::::::] From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/15/2006

(s) I

[ [ '

(S)|—7 44Ja Electronic Communication Prixa%i

ct (BECPA) Natianal Security Letter (NSL) [

The NSL was properly prepared and served in

Faance. with-the Attorney.- General Guidelines.,
| forwarded responsive records to

Field Office.

6ffice found[

(TTY o o ~(X) Among the responsive records, however.l IField

_lknformation
—OUTEIde the scope of the 1nformation sought by the NSL and
triggered this inquiry. Upon discovering the apparent error, the
case agent took note that
the information was never utilized by the FBI in any way, nor
was it included or documented in the case file.

(U) Section 2.4 of Executive Order (E.O0.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.” This
language was adopted verbatim from E.O. 12334, dated 12/04/19581,
when the IOB was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and the
IOB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the NSIG, or other guidelines or regulations
approved by the Attorney General in accordance with E.Q. 12333,
dated 12/04/1981, if such provigion was designed in full or in

part to ensure the protection of the individual rights of U.S.
persons.

(S) Here, an error on the part resulted in
the unintentional acquisition of information outside the scope of

sr.l}a{'r

2




b2
b7E

tS) .

b7D l:s:l

b7E

b2
b7E

@ o
SE%

To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/15/2006

the NSL. be noted that the FBI's actions after
receivin overbroad reg the NSL were
commendable. - Upon-learning- thatlh had provided information
beyond the scope of the NSL, the ield Office took steps

to ensure that the information was not disseminated and requested
legal guidance.

g 1%3 Examination of the record reveals no evidence of
unlawful actions by the FBI or actions contrary to Executive
Order or Presidential Directive. Accordingly, we opine that this
incident is n reportable to the IOB. By this EC, we request
that thef‘;ﬁ Field Office seguester and destroy any remaining
record of the two email transactions giving rise to this inquiry.
Inspection is hereby requested to maintain a copy of this record
in the event that it is requested by the Counsel toc the IOB.
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To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/15/2006
LEAD(s) :

Set Lead 1: (Info)

ar[ |

(U) For information.

Set Lead 2: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) For information.

Set Lead 3: (Info)

CC:

*

INSPECTION

AT WASHINGTON, DC
(U} For information.

Ms. T

~IOB Library
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‘Rev, 01-31-2003)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 01/11/2007
To: General Counsel Attn: NSLB

From: Inspection
Internal Investigations Sectiopn, IPU., Room 3041
Contact: CRS| B

Approved By: Miller David Ian;ww(w 53%'4 ALl TNFORMATION CONTAINED
HEREIN IS UNCLASSIFIED

Drafted By: | | DATE 05-30-2007 BY 65179/DHH/KSR/RU

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)

Title: (U)  INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2930
OGC/IOB# 2007 b2

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1709
278-HQ-C1229736-VIO Serial 1913

Details: (U) The Internal Investigations Section (IIS) received
an EC fron{ __  |Division dated 09/22/2006, reporting a possible
IOB error. Based upon a review of the referenced EC it is the
IIS’s opinion the incident described therein is administrative in
nature. Therefore, no internal investigation will be conducted
by the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

b2
b7E
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Rev. 01-31-2003)
SE T//20320124
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/24/2007

To: Attn: SAC (Personal Attention)
b2 From: Inspection
Z;E Internal Investigations Section, IPU, Room 41
b7C Contact: CRS

Approved By: Miller David Ian(ii'ﬂcil DECLASSIFIED BY €5179/DMH/KSR/RW

0N 05-30-2007
Drafted By: wm)
/
" Case ID #: (U) 263-HQ-0-U - 610 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRAC] 930

OGC/IO0B# 2007Ef§ff:j b2
Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered

willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

Decl Oon: 124

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1709

Reference: (U) 278-HQ-C1229736-VIO Serial 1709
278-HQ-C1229736-VIQ Serial 1913

Details: (U) Upon review of r::lDivision’s captioned report
b2 of a potential IOB violation, IIS did not find the matter
b7E  indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

*
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U.S. Departme of Justice

Office of the Inspector General

Waslungron, D.C. 20530

DATE: January 24, 2007

TO: Kenneth W. Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation

FROM: Glenn G. Powell

. . ALL FBI INFORMATION CONTAINED
Special Agent in Charge

HEREIN IS UNCLASSIFIED

Investigations Division DATE 05-31-2007 EY 65173/DHH/KSR/RW
SUBJECT: OIG Complaint No. 2007002509 b2
Subject: Unidentified] B b7E

FBI No. 263-0-U-610

. We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OIG.

]

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

[]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
I1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
betieve that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment



OlG - INVESTIGATICNS DIVISION - Complaint Form OIG NO.: ©89-2007-002509-M
6
Received ByJ I bIC Date Received: 12/21/2006 How Received: A
SURJECT: Unidentified, FBI SSNO:
Title: UNID Pay Plan: D.0.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home: B.0.P.No.:
Phone: ZIP: D/L No.: b2
Work: Offenses:[:::::]
Phone: ZIP:
COMPLAINANT SSNQO:
Title: ATTY Pay Plan: D.0.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.: b6
Home: B.O.P.No.: biC
Phone: = ZIP:l I D/L No.: b2
Work: , ,
Phone: 202) ZIP: .
Confidential: Revealed: Authority: none
Details: b2 {
The FBI provided information regarding a potential IOB matter (2007 bl ;iS)

|/ Among the responsive records, it was
learned that two transaction contained information outside the scope sought by the National
Security Letter (NSL). Upon discovering the error, it was noted the information was never
utilized by the FBI nor included or documented in the case file.

It is the opinion of the Office of the General Counsel that this matter need not be reported
to the IOB.

ALLEGATIONS: 689 IOB Violation b2 ’
Occurrenc : TIME: b7E
CITY State: Zip:
L —
DISPOSITION DATA: Disposition: M Date: 01/23/2007 Approval: POWELL, GLENN G
M
Referred to Agency: FBI Date Sent: 01/23/2007 Component: FBI
Patriot Act: N Civil Rights: N Component Number: 263-0-U-610
Sensitive: N Whistleblower: N Consolidated Case Number:
Remarks:

Predicating material contains classified information that will be maintained in a secure
container within OIG/INV/HQ.

01/24/07: Sent to Kaiser/FBI/INSD (dz)

DATE: 06-23-2007

FEI INFD.

CLASSIFIED EY 651759/dmh/ksr/cak
REA30N: 1.4 (c)

DECLASSIFY ON: 06-23-2032

Page 1 of 1 Printed 01/23/2007
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(Rev. 01-31-2003)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 01/11/2007
To: General Counsel Attn: NSLB

b2
b7E

From: Inspection

Internal Investigations Section, IPU, Room 3041
Contact: CRSl |

Approved By: Miller David Iafuwt{w 5.6’77/\

ALL INFORMATION CONTAINED

b7C
HEREIN IS UNCLASSIFIED
Drafted By: kas b2 DATE 05-30-2007 BY 65179/DHMH/KSR/RY
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2930
OGC/IOB# 2007 b2

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIQO Serial 1709
278-HQ-C1229736-VIO Serial 1913

Details: (U) The Internal Investigations Section (IIS) received
an EC from[ ] Division dated 09/22/2006, reporting a possible
IOB error. Based upon a review of the referenced EC it is the
IIS's opinion the incident described therein is administrative in
nature. Therefore, no internal investigation will be conducted
by the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

*
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(Rev. 01-31-2003)

b2
b7E
bo6
b7cC

b2
b7E
bl
b6
b7C

SEQRET L “

FEDERAL BUREAU OF INVESTIGATION -

Precedence: ROUTINE Date: 10/03/2006
To: General Counsel Attn: ©National Security Law Branch
Counterterrorism Law Unit
Room 7975
Inspection Divisicn Internal Investigations

Section (IIS)

Counterterrorism SSA
ITOS I, CONUS I, Team 3
SSA
ASA(Q
CcDC
From:
Contact:
TIT rﬂTJR]-IATIUN CONTAINED
Approved By: HEREIN IS UNCLASSIFIED EXCEPT

WHERE SHOWH OTHERWISE

Drafted By:

DATE: 05-30-2007

Case ID #: (U) 278'|—;Q-|H 'C122973£6‘3‘§IO”7”" CLASSIFIED BY 65179 /DMH/KSE/RW
(U), =

A30N: 1.4 (c)
(S) DECLASSIFY ON: 05-30-2032

Title: (U) REPORT OF POTENTIAL INTELLIGENCE

OVERSIGHT BOARD (IOB) MATTER
SSA
“TFO

1073946

Synopsis: (U) Report of a potential IOB matter to the National
Security Law Branch (NSLB), Counterterrorism Law Unit (CLU), and
the Inspection Division (ID) Internal Investigations Section

(IIS), as required in the 2/10/2005, Inspection Division's EC to
All Divisions entitled "Revised Procedures for the Submission of
Reports of Potential Intelligence Oversight Board (IOB) Matters"

CRS

' oo, A [‘{('bﬁj -
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b7E
To: General Counsel From:
Re: (U) 278-HQ-C1229736-VIO, 10/03/2006

[41) IEE— };q: Deri¥

ssify On:

(S

ini i (8)

(m“”“DétaiISf“)gj As directed in the Inspection Division's EC dated

b1 2/10/2005, the following is being reported to the NSLB, CLU, and
b6 to the ID, IIS, as a potential IOB matter:
b7cC

(Uy - 'WM“““>K6 1. Identification of the substantive investigation
in which the questionable activity occurred.

(a1 I

(s) 2.

(s

0¢) 3. Identification of the subject's status.

(s

sm{
2



SEC§ET b2

To: General Counsel From:

Re: (U) 278-HQ-C1229736-VIO, 10/03/2006

\“}’\ _ (>< 5. Error believed committed.

s | - |
|identified the fact that the
bl telephone| |
reassigned to another customer.| | was ceased
immediately and all appropriate actions were taken pursuant to
FBI policy.

() - >é Synopsis of investigation:

(s) |
bl
b6
b7C
bl
07D (s)] g
b6
b7C
1];; s:l (X)l |confirmed via National Securitvy
TR Letfter reaults froml
b6
b7C I

() [ ]

. |

(S)I |

bl
b6

b7C )ﬁl

{8)

sﬁbnqz\\



bl
b6
b7C

To: General Counsel

Re: (U) 278-HQ-C1229736-VIO,

From:

SEXRET

10/03/2006

b2
b7E

(S)

(o]

() |

() r

(8)

(U) On 9/27/2006 at approximately 10:30 a.m., :notified
SSA| Jat ITOS I, CONUS I of the above information.

(8) -~ (¥ on 9/27/2006 at approximatelvy 10:40 a.m

discontinuedl

information

—,

was ever enteredl

SSA

j, f&) On 10/3/2006,
, and this writer spoké with SSK! I

on this date.

s ET

turned

il




SE&ET
To: General Counsel From:
Re: (U) 278-HQ-C1229736-VIO, 10/03/2006

Errors believed committed.

b2
b7E

Y The above error

o

b2
b7E

was first identified by the TFO

Corrective measures

(U) In view of the above, SAd Ihas ensured that

correcti i 4l

SEéf\'r
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b7E
To: General Counsel From:

Re: {(U) 278-HQ-C1229736-VIO, 10/03‘2006

LEADS:
Set Lead 1: (Action)

GENERAL COUNSEL
AT WASHINGTON DC

(U) It is reguested that the above information be reviewed
for a potential IOB violation.
Set Lead 2: (Action)

INSPECTION DIVISION
AT WASHINGTON DC

(U) It is requested that the above information be reviewed
for a potential IOB violation.

Set Lead 3: (Info)

COUNTERTERRORISM
AT WASHINGTON_ DC

(U) Read and clear.

4+



(Rev. 01-31-2003)

sndﬁsg//NOFORN
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/13/2006
b2 To Attn: SAC
b7E CDC
b6
p7C Counterterrorism Attn: ITOS 1, CONUS 1, TEAM 3
Inspection Attn: I1S
From: Office of the General Counsel ]
NSLB/CTLALI¥] Daam 20,40 ALL TNFORMATION CONTAINED
Contact: HEREIN IS UNCLASSIFIED EXCEPT
) WHERE SHOVWN OTHERWISE
Approved By: Thomas Julie FY KA/
Drafted By:
Mfﬁ‘ DATE: 05-31-2007
(U} - case ..I,D._,#.:.__.__(X 273-HQ-C1229736-VIO” (Pending) CLASSIFIED EY 65173/DMH/KSR/RW
REASON: 1.4 (c,d)
(U)~wTitle¢wwEﬂ( INTELLIGENCE OVERSIGHT BOARD DECLASSIFY ON: 05-31-2032

MATTER 2004

(ijmwSynopsiSTWWEK< It is the opinion of the Office of the General
Counsel (OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB). OGC will prepare and deliver
the necessary correspondence to the IOB.

(U) Deri m : G-
Declassi T 213

(Uj””Réféféﬁééf"”CK( 278-HQ-C1229736-VIO serial 1716

Administrative: (S)l _J

bl

§EE§ET//N0FORN

OIG/DOJ REVIE
FB! INVESTIGATore——
0IG/DOJ INVESTIGATION:




SE?E;?/7§BFORN
b2

b7E To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/13/2006

{S) I
(8)
{S)I

bl

o sl

b7C

b7D

b2

b7E (S//NF)
(s//NE)
(S//NF
(s//NE)]

s:€§EEZ;n6§9RN
2



SECRMORN b2

b7E

To: From: Office of the General Counsel
Re: 2 718-HQ-C1229736-VI0, 12/13/2006

(S //NEY r
(s//NF |
bl
b6
b7C
sl |
be {(U)_On 8/27/2006 at approximately 10:30 a.m.,
p7C notified SSA at ITOS I, CONUS I of the above
information.
(8) . FopEE)
discontinued] T i S,
b6 informationl ‘ was ever entered|
b7C
b2
b7E X) on 10/3/2006, ssal| | ssal | |
bl | | and this writer spoke with SSAl | Thig
_wraiter was authorized tol .
L8y turned

ovel LO LDU

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). ©On 08/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB} and
established the Board as a standing committee of the President's
Foreign Intelligence Advisory Board. Among its responsibilities,
the IOB has been given authority to review the FBI’'s practices and
procedures relating to foreign intelligence and foreign
counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates that
Inspectors General and General Counsel of the Intelligence
Community components (in the FBI, the Assistant Director,

SECRET /S{OFORN
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b2
bTE

SECRETXNOFORN b2
b7E

To: From: Office of the General Counsel
Re: 278-HQ-C1229736~VIO, 12/13/2006

Inspection Division (INSD), and the General Counsel, Office of the
General Counsel (OGC), respectively) report to the IOB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential Directive.
This language has been interpreted to mandate the reporting cf
any violation of a provision of The Attorney General's Guidelines
for FBI National Security Investigations and Foreign Intelligence
Collection (NSIG), effective 10/31/2003, or other guidelines or
regulations approved by the Attorney General in accordance with EO
12333, dated 12/04/1981, if such provision was designed to ensure
the protection of individual rights.

{U) Violations of provisions that merely are
administrative in nature and not deemed to have been designed to
ensure the protection of individual rights are generally not
reported to the IOB. The FBI Inspection Division is required,
however, to maintain records of such administrative violations for
three years so that the Counsel to the IOB may review them upon
request. The determination as to whether a matter is
"administrative in nature" must be made by 0GC. Therefore, such
administrative violations must be reported as pctential IOB
matters.

YS) In this situation 1 ]

— —J—

Consequently, although unintentional, unauthorized interception of
presumed U.S. persons occurred. This incident must be reported to
the IOB. In accordance with the reporting requirements of Section
2.4 of Executive Order 12863, OGC will prepare a cover letter and
a memorandum to report this matter to the IOB.

(s) | |

SECRET/ RN
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b2
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bl
b6
b7C

. SECRET/ RN

To: From: OQOffice of the General Counsel
Re: ~Z278-H0-C1229736-VI10, 12/13/2006

LEAD (s) :

Set Lead 1: (Info)

(U) should ensure that all inadvertently
captured information 1s collected, sequestered, sealed, and
delivered to the FBIHQ substantive unit to be submitted to OQOIPR
for appropriate disposition

Set Lead 2: (Info)
COUNTERTERRORISM

AT WASHINGTON, D.C.

(U) The FBIHQ substantive unit should ensure that all
inadvertently captured information is collected, sequestered,

sealed, and delivered to OIPR for appropriate dispositio

Set Lead 3: (Action)
INSPECTION

AT WASHINGTON, D.C.

(U) For action deemed appropriate.

cc: Ms Ths

IOB Library

*"

SECRET/ ORN
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December 13, 2006

BY COURIER
Mr. Stephen Friedman
Chairman
Intelligence Oversight Board
Room 50203 , . DECLASSIFIED BY 65179/DMH/KSR/RV
New Executive Office Building ON 05-31-2007

725 17%F Street, Northwest
Washington, D.C.

Dear Mr. Friedman:
Enclosed for your information is a self-explanatory

memorandum entitled “Intelligence Oversight Board Matter
2007 r (U)

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
(v)

Enclosure

IC}U'
1 - 278-HQ-C1229736-VIO - 1y

Declasgi Y 311213



P

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice -
Room 6150

e



b2 SEC%T
b7E

INTELLIGE IGHT BOARD (IOB) MATTER
FIELD QFFICE b2
IOB MATTER 2007 (U)
(S

bl
b2
b7E

[ e (%b The overcollection was a violation of The Attorney

General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection. Thus, the matter is being
repocrted to the IOB.

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE
DATE: 05-31-z2007
CLASSIFIED BY 65179/ /DMH/ESR/RW
REASDH: 1.4 (o)
DECLASSIFY ON: 05-31-2032




bb6
b7C
b2

b2
b7E

(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/11/2007
To: General Counsel Attn: NSLB

From: Inspection
Internal Investigations Section, IPU, Room 3041
Contact: CRq |

. , . ALL TNFORMATION CONTAINED
Approved By: Miller David IanD\M{FZM ((jL( MFREIN IS UNCLASSIFIED
DATE 05-30-2007 BY 55179/DMH/KSR/RU

Drafted By:

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (u) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 3128 b2

OGC/IOB# 2007

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1716

278%}76104 Serial 428

278-HQ-C1229736-VIO Serial 1931
Details: ‘H? EE? Internal Investigations Section (IIS) received
an EC from Division dated 10/03/2006, reporting a possible
IOB error. Based upon a review of the referenced EC it is the
ITIS’'s opinion the incident described therein is indicative of a
performance issue. Therefore, no internal investigation will be
conducted by the IIS and this matter is being relegated to the
NSLB for whatever action they deem appropriate.

*"



(Rev. 01-31-2003)
//20320117

FEDERAL BUREAU OF INVESTIGATION

b2 Precedence: ROUTINE Date: 01/17/2007
b7E To: Attn: SAC (Personal Attention)
From: Inspection
Internal Investigations Section, IPU, Room 3041
Contact: CRS |
. . <= DECLASSIFI V¥ 65173 d
Approved By: Miller David Ian @"ZZ{A o osfsn-zﬁgﬁ'ﬁ 65175 /DHH/RSR/RY
1
Drafted By:
) b6
Case ID #: (U) 263-HQ-0-U - 635 (Pending) b7C
b2
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 3128
OGC/IOB# 2007::] b2
Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.
tUlwwwwww~wwww:DKi """ Derived G-3
D 8ify On: 17
Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1716
Reference: (U) 278-HQ-C1229736-VIO Serial 1716
' 274} 76104 Serial 428
b2 278-HQ-C1229736-VIO Serial 1931
b7E

Details: (U) Upon review of Division’'s captioned report
of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. 1IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/0OGC EC, dated 11/16/2006 (278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

}.@/20320117

*
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U.S. Departme  of Justice

Office of the Inspector General

DATE:

TO:

FROM

b2
b7E

0 O

Washington, D.C. 20330

January 25, 2007

Kenneth W. Kaiser

Assistant Director ALL FBI INFORMATION CONTAINED
Inspection Division HEREIN I3 UNCLASSIFIED

Federal Bureau of Investigation DATE 05-30-2007 BY 65173/DHH/KSR/FY

: Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Co'nnla.im.N.n_lD(17002556
Subject:

Division
FBI No. 263-0-U-635
CMS No. 3128

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OlG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. 1f you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for lavestigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have 2
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, jn all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment



OIG - INVESTIGATIONS DIVISION

Complaint Form OIG NO.

b2
b7E

689-2007-002556-M

Received By Date Received: 12/22/2006 How Received: A
SUBJECTI I SSNO:

Title: SSA Pay Plan: D.0.B.:

Component : FBI EOD Date: Alien No.:

Misc: F.B.I.No.:

Home : B.O.P.No.: b6
Phone: {) - ZIP: D/L No.: b7C
Work: , , . Offenses: 689 b2
Phone: (202) ZIP:

COMPLAINANT:| SSNO:

Title: SSA Pay Plan: D.O.B.:

Component: FBI EOD Date: Alien No.:

Misc: F.B.I.No.:

Home:l I B.C.P.No.:

Phone: () - ZIP: D/L No.:

Work: , ,

Phone: (202) ZIP:

Contidential: Revealed: Authority: none

Details:

i:':h,:‘The FBI provided information regarding a potential IOB matter (2007{:::::]
[

b2

3}

b2
bl

jetermined }

Jdisconnected P7E

was ceased immediately.

FBI/OGC determined that this matter must be
ALLEGATIONS: 689 IOB Vioclation

reported to the IOB.

Occurrence Date: 09/27/2006 TIME: b2
CITY:! | b7E  Zip:
DISPOSITION DATA: Disposition: M Date: 12/22/2006 Approval: POWELL, GLENN G
".\ b

Referred to Agency: FBI Date Sent: 01/24/2007 Component: FBI
Patriot Act: N Civil Rights: N Component Number: 263-0-U-635
Sensitive: N Whistleblower: N Consolidated Case Number:

Remarks:

container at OIG/INV. (stp)

1/25/07: Sent to Kaiser/FBI. {stp)

Predicating material contains classified information which will be maintained in a secure,

Page 1 of 1

DATE: 05-30-2007
FBI INFO.

. CLA3SIFIED BY 65179/DHH/KSR/RY
FEASON: 1.4 (c)
DECLASSIFY ON: 05-30-2032

Printed 01/24/2007 3:26:11



FD-962 (Rev. 03-21-2005)

b2
b7E
b6
b7cC

- -

(U -
>

1222 8L
6UV\«LL€K_LMLW~—7

S uDquD

FEDERAL BUREAU

Precedence: ROUTINE

To: Inspection
General Counsel

ET . )
INVESTIGATION :
Date: 09/07/2006
Attn: IIS, Room 11861
Attn: NSLB, Room 7975
Attn: CDC

From:

Contact: SA|

ALL Lml CRMATION CONTAINED

Approved By:

Drafted By:

Cage ID #e¢

Title: (U) sa
SSA

b6
b7C

Fd

278-HQ-C1229736-VIO _{v )= |

HEFEIN I35 UNCLASSIFIED EXCEFT
WHEFE SHOWN OTHEEWIZE

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR

WS?ﬁépsis::xQ To report possible IOB error.

DATE: 0S5-31-z007

"""""""""" DY Der G-3 CLASSIFIED BY 65179/DHH/RSR/RY
Dec X1 REAS0N: 1.4 (c,d)
DECLASSIFY ON: 05-31-2032
Details:
(s) 1.
(s} 2

Possible IOB Error:

Description of IOB Error (including any reporting

(S)

b7C




SEEBET
b2

To: Inspection From: I I b7E
‘Ret 278-HQ-C1229736-VIO, 09/07/2006
_ b7D
) This NSL was served o which spybseguently b2
provided toll records for this telephone number to b7E
Nivicion which then forwarded the results of the NSL to] ] b1
| R |
y | Ipivision received the b1
captioned NSL toll records|__ JUpon_initial b6
review of the first-page of the toll record documents, SA b7C
determined that the subscriber was not that of the Captioned E%
E

(8)

iect and subsequently determined that the records were for
] which was the number_ regquested, but

b7D

(8y - W&ﬂmmwef

(5)
(8)

tSJ"W

%%? In review of both the NSL requesting EC and the NSL .,
Letter it was determined that the correct number was listed p;

within the body of the requesting EC, but had been incorrectly
annotated in tff 'Enclosure' paragraph of the requesting EC, and on

:}Qi This FD-962 serves as a record that the information b7D

(5)

contained‘within the NSL toll.records-provided ere not bl
reviewed nor analyzed, no information from these records was b2
recorded or indexed in any database, and that the toll record b7E
information was not uploaded | |
[ ]database.
Per instruction from the CDC, | ﬂ b2
~Division, on 09/07/2006, SA | Kestroyed all the original NSL 2ZE
toll records provided| ] ¢
This process was witnessed by SA| ] This EC also certifies that b7D
no other copies of these records were produced nor maintained. bl
SECRKT



® ®
SEQSET
b2

To: %gifection From: | ] b7E
{

Rev— ¢ 278-HQ-C1229736-VIO, 09/07/2006
LEAD(s) :
Set Lead 1: (Action)
INSPECTION
AT WASHINGTON, DC
(U) For action deemed appropriate.
Set Lead 2: (Action)
GENERAI, COUNSEL
AT WASHINGTON, DC

(U) For action deemed appropriate.

¢

SEC}2\
3



(Rev. 01-31-2003)
sengr
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 12/11/2006
To: tn: SAC|
Asacl I
ss ]
b2 Sal
g;E Counterterrorism Attn: AD
b7C

Inspection Attn: Internal Investigative Section
Attn: | |Room 11865

From: Office of the General Counsel
NSLB/CTLU II/1/LX-1 38-100/
Contact: AGC

Approved By: Thomas Julie F (\ ! 7{ ALL INFORMATION CONTAINED

Z'/ ; HEREIN IS UNCLASSIFIED EXCEPT
) // o< WHERE SHOWN UTHERWIGE

Drafted By:

(uy - ca-se-----ID»#--z....){) 278-HQ-C1229736-VIO— [4({ (Pending)
DATE: 05-30-2007
{m Title: >§< INTELLIGENCE OVERSIGHT BOARD CLASSIFIED BY 55179 /DUH/KSE/RY
MATTER 2007{ ] b2 REASON: 1.4 (c)
DECLASSIFY ON: 05-30-2032
(ijwmwwSynopsiStW“:héi It is the opinion of the Office of the General
Counsel (OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB). OGC will prepare and
deliver the necessary correspondence to the IOB.
(U) Deri (o) -3
Dec Y On: b1
Reference.
(o FTE-RE-CIAATTIC - V3o Sewnd (17 51
o

_Details:- )ﬁi communication (EC) date
09/07/2006 h Field Office
requested that OGC review the facts of the Captioned matter

and determine whether it warrants reporting to the IOB. In
our opinion, it does. Our analysis follows. b2
b7E
{1 R (X) _ prepared and
approved a National Security Letter (NSL) seeking subscriber

SE T

0IGID0J REV m?xgbe ok
FBI INVESTIG \
0IG/DOJ INVESTIGATION: /.
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V)
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To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VI1O, 12/11/2006

information and telephone toll records of a certain telephone
number. Due to a typographical error, the telephone number on
the NSL was erroneously transcribed.* On 08/31/2006, the
telephone records were opened and it was determined that they
were not the target's records. The correct telephone number
was listed within the body of the reguesting EC, but it had
been incorrectly annotated in the "Enclosure" paragrap -he
requesting EC, and on the NSL letter to the provider.

did not review or analyze the records submitted by
in response to the NSL, and no information from those

records was recorded or indexed in any database.

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB)
and established the Board as a standing committee of the
President's Foreign Intelligence Advisory Board. Among its
responsibilities, the IOB has been given authority to review
the FBI's practices and procedures relating to foreign
intelligence and foreign counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates
that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division (INSD), and the General Counsel,
Office of the General Counsel (OGC), respectively) report to
the IOB intelligence activities that they have reason to
believe may be uniawful or contrary to Executive Order or
Presidential Directive. This language has been interpreted to
mandate the reporting of any violation of a provision of The
Attorney General's Guidelines for FBI National Security

Investigations and Foreign Intelligence Collection (NSIG),
effective 10/31/2003, or other guidelines or regulations

approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provision was designed to ensure the
protection of individual rights.

(U) Violations of provisions that merely are
administrative in nature and not deemed to have been designed
to ensure the protection of individual rights are generally

' (U) In order to avoid any further dissemination of this

incorrect telephone number, the number is not being listed in

this document.
=R

2

b2
b7E
b7D



SECRET

To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/11/2006

not reported to the IOB. The FBI Inspection Division is
required, however, to maintain records of such administrative
violations for three years so that the Counsel to the IOB may
review them upon request. The determination as to whether a
matter is "administrative in nature" must be made by OGC.
Therefore, such administrative violations must be reported as
potential IOB matters.

e NSLs are a specific type of investigative tool

that allows the FBI to obtain certain limited types of
information without court intervention: (1) telephone and
email communication records from telephone companies and
internet service providers (Electronic Communications Privacy
Act, 18 U.S.C. § 2709); (2) records of financial institutions
(which is very broadly defined) (Right to Financial Privacy
Act, 12 U.S.C.§ 3414(a)(s)(A)); (3) a list of financial
institutions and consumer identifying information from a
credit reporting company (Fair Credit Reporting Act, 15
U.S.C.§§ 1681u(a) and (b)); and (4) £full credit report in an
international terrorism case (Fair Credit Reporting Act, 15
U.S.C. § 1681v). NSLs may be issued in conformity with
statutory requirements, including 18 U.S.C. § 2709. NSIG,
section V.12.

In cthis situation, due to the incorrect nunber
stated in the NSL, the FBI received telephone toll billing
records pertaining té a telephone number that was neither
under investigation nor related to an investigation.
Therefore, the information was improperly collected, although
unintentionally so, in violation of the NSIG and ECPA.

(U) Here, the target's rights were not violated
because he was not the subject of the improperly collected
information. It is unknown whether the erroneous informatiocn
received pertained to a United States Person, inasmuch as
there has been no review of the information. Nonetheless,
based upon the fact that information which may be about a USP
was improperly, although inadvertently, collected, and in
accordance with the reporting requirements of Section 2.4 of
Executive Order 12863, OGC will prepare a cover letter and a
memorandum to report this matter to the IOB.

SECRET

3

b2
b7E
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To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/11/2006

b2
b7E

LEAD(s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: (Information)
COUNTERINTELLIGENCE
AT WASHINGTON, DC

(U) For information.

Set Lead 3: (Information)

b2
b7E

(3] T Joss ' b7D
Office should contact bl

and ask whether the improperly or unintentionally acquired
information should be returned or destroyed with appropriate
documentation to the file.

ce: Ms . Thomas
b6
b7C

e

IOB Library

*"

SECRET
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December 11, 2006

BY COURIER
Mr. Stephen Friedman
Chairman
Intelligence Oversight Board
Room 50205 DECLASSIFIED BY 65179 /DNH/KSR/RY
New Executive Office Building ON 05-31-2007

725 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:
Enclosed for your information is a self-explanatory

memoxandum entitled “Intelligence Oversight Board Matter b2
2007 v {U)

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
(0)

Enclosure

1 - 278-HQ-C1229736~-VIO




i

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
National Security Division
U.S. Department of Justice
Room 6150
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SBCRET
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
SAN FRANCISCO FIELD OFFICE b2
IOB MATTER 200 U)

~~&< The Federal Bureau of Investigation ("FBI") has

.d.pf'p"r}vﬁ; ped that in r-nqducting aI

the FBI improperly used a Natiomna ecurity

Letter (NSL)to obtain subscriber information and telephone toll
billing records on a telephone number which was not related to
the investigation. The overcollection was due to a mistake in

.. the NST in identifving the telephone numberl ]

bl

b6
I of ThE ACTOTNEY b7C

General's Guidelines for FBI National Security Investigations and b2

Fecreiagn Intelligence Collection (NSTIG) ! Tn thig remard on b7E

flssuea a National Security Letter (NSL) pursuant to

the Electronic Communications Privacy Act, 18 U.S.C. § 2709, to a
telephone carrier for the telephone subscriber and toll billing
recoxrds of a telephone number intended to be identified as that
of the target. Instead, one of the numbers within the telephone
number was incorrectly written; thus, the information returned
from the carrier was subscriber information and the telephone
toll billing records of a wholly unrelated telephone number. The
error was discovered upon receipt of the information, and the
records were not reviewed

Deriv T G-3
D sify on:
SECRET
nor used for any investigative purpose. Despite the inadvertent
nature of the mistake, the fact remains that information was
improperly collected on a telephone number unrelated to an
investigation. Thus, the matter is being reported to the IOB.

ALL INFORMATION CONTAINED : DATE: 05-30-2007

HEREIN IS UNCLAZSIFIED EXLEPT CLASSIFIED BT 65179 /DMH/ESR/RW
WHERE SHOWN OTHERWISE REASON: 1.4 (o]

DECLASSIFY ON: 05-30-2032

' (S)

bl

SE@R{I‘



(Rev. 01-31-2003)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 01/11/2007
To: General Counsel Attn: NSLB

bé
b7C
b2

b2
b7E

From: Inspection
Internal Investigations Section. TIPU, Room 3041

Contact: CRS

Approved By: Miller David Ia”DIN\,/(M @ﬂ( ALL INFORMATION CONTAINED

HEREIN I3 UHCLASSIFIED
Drafted By: DATE 05-30-2007 EY &5179/DHH/KIR/RW
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)

Title: () INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING# 3135
OGC/IOB# 2007 b2

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1757
278-HQ-C1229736-VIO Serial 1914

Details: al Investigations Section (IIS) received
an EC fro Division dated 09/07/2006, reporting a
possible IOB error. Based upon a review of the referenced EC it
is the IIS’'s opinion the incident described therein is indicative
of a performance issue. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*



(Rev. 01-31-2003)

b2
b7E
b6
b7C

11} S

b2
b7E

Monmn

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2007

To: Attn: SAC (Personal Attention)

From: Inspection
Internal Investicationa Section. TPI. Room 3041

Contact: CRS

Approved By: Miller David Ian @ﬂ/( DECLASSIFIED BY 65179 ,/DMH/KSR/RW
ON 05-30-2007

Drafted By:

Case ID #: (U) 263-HQ-0-U - 637 (Pending)

Title: (U)  INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 3135
OGC/IOB# 2007- b2

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section {IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

,"WMWWMUW%%ES( Deri m

Dec n

oo | oo

7
Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1757

Reference: {U) 278-HQ-C1229736-VIO Serial 1757
278-HQ-C1229736-VIO Serial 1914

Details: (U) Upon review of _ Division’s captioned
report of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) 1IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/OGC EC, dated 11/16/2006 (278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

144
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b2
0IG - INVESTIGATIONS DIVISION - Complaint Form 0IG NO. 689-2007-002646-M
Received By: Date Received: 12/21/2006 How Received: A
SUBJECT: SSNO:
Title: SSA Pay Plan: D.0O.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home : B.0O.P.No.:
Phone: () - ZIP: D/L No.:
Work: , , Offenses: 689
Phone: {202 ZIP:
SUBJECT: SSNO:
Title: SZ Pay Plan: D.O.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home : B.O.P.No.: b6
Phone: (7] - ZIP: D/L No.: b7C
Work: , , Offenses: 689 b2
Phone: (202) ZIP:
COMPLAINANT: SSNO:
Titlie: ATTY Pay Plan: D.O.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home:r B.O.P.No.:
Phone: () - ZIp: D/L No.:
Work: , ,
Phone: (202) ZIP:
Contidential: Revealed: Authority: none

Details:

The FBI provided information regarding a potential IOB matter (2007

On 7/31/06] |prepared an NSL seeking subscriber information and telephone toll
records. Due to a typographical error, the telephone number on the NSL was erroneously
transcribed; therefore, the telecommunications carrier provided records not associated with
the subject of the investigation.

b2

b7E
FBI/OGC determined that this matter does not have to be reported to the IOB. i
e o

ALLEGATIONS: 689 IOB Violation

Occurrence Date 2006 TIME..
CITY: Zip:
g:n — -
DISPOSITION DATA: Disposition: M Date: 12/21/2006 Approval: POWELL, GLENN G
(PA’
Referred to Agency: FBI Date Sent: 01/29/2007 Component:E: b2
Patriot Act: N Civil Riahts: N Component Number: 263-0-U-637
Sensitive: N Whistleblower: N Consclidated Case Number:

ALL FBI INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 06-24-2007 BY 65179/duh/k3r/cak

Page 1 ot 2 printeq 91/29/2007 2:50:41



b2
OIG - INVESTIGATIONS DIVISION - Complaint Form CIG NO.I |589‘2°07'0°2545‘M

Remarks:

1/29/07: Predicating material contains classified information which will be maintained in
a secure container at OIG/INV. (stp)

1/30/07: Sent to Kaiser/FBI. (stp)

Page 2 of 2 Printeq 01/29/2007 2:50:42



FD-962 (Rev. 03-21-2005)

SEBRET//20311017
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 10/17/2006
To: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975
roms:
| |
Contact: SA
be DATE: 05-30-2007
b7C : -30- 7
b2 Approved By CLASSIFIED BY 65173/DNH/KSR/RW
REASON: 1.4 (¢)
b7E Drafted By: DECLASSIFY ON: 05-30-2032
| ALL INFORMATION CONTAINED
Title: (v) SAl I HEREIN IS UNCLASSIFIED EXCEFT
A/SSA I WHEFE SHOWN OTHERVISE
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR
ij““"3ynopsis:m9é) To report possible IOB error.
Derive I G3 97
Declassi + 1
Details:
s)bl 1,
()b6
b7C
(s) 2.
(- ~~~~)X( 3. Possible IOB Error:
bl  (8)
oo ”ﬂ:gz( 4. Description of IOB Error (including any reporting delays).

(&) The IOB error falls under "Improper NSL Collection".

(S}I Division had requested via an_approved NSL (serial 438) from

the following information: | |

b7D

b2 I

b7E SJ

bé

7

Elc s) Division received one packet of results

I::IUpon loading of the information for one target number into

telephone applications as tasked, FA| goticed
information pertaining to an additional number. FA only loaded

m/ﬁﬂ&, SN//zoanou

otfo¢fo . P

b6
b7C




1) [

bé

b7C

b6
b7C
b2
b7E
bl
b7D

(5)-
(5)

SECRETY/20311017 b6
b7C

To: Inspection From:
Re ¢ 278-HQ-C1229736-VIO, 10/17/2006

the information for the requested telephone %Ef%ff:] F& Ldvised

SE of the additional information. SA completed an
electronic communication (EC) on 09/07/2006, stating additional
records were received that were beyond the scope of the request. The
unrelated records were not uploaded and were destroyed. It should be
noted the additional number information was within the time period
requested.

(N on 10/17/7200A 3.\ contacted and Spoke
withl - |stated the two :ecnrds_merf not
related in any way and it was.simply.a migtake on nart to

send the_additional information t ivigion 1 furth
advised er

SE\CR.QI-//20311017

2



-

To: JInspection From: _
‘”Re:~")ﬁ<f 278-HQ-C1229736-VIO, 10/17720

o o
ggbngy//20311017 .

biC

LEAD(s) :
Set Lead 1: (Actiom)
INSPECTION
AT WASHINGTON, DC
(U) For action deemed appropriate.
Set Lead 2: (Actionm)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) PFor action deemed appropriate.

*

széhsq//20311017
3



b2
b7E SEC\ET
To:l From: General Counsel
{g) —Re: ... 278-HQ-C1229736-VIO, 11/28/2006
bl
ts b6
b7C
18 ES)I Irecp'ved one package of results
b2 I‘ I ral loaded the records] ]
e | and discovered information pertaining to an additional
ﬁgc telephone number. The NSL did not request the toll billing
bl records for thig additional telenhones number | I
o7p 3] A aid
not load these additlonal records Ak
b6 (Y — ;
b7¢C o) ”M“aé) FA [::::] notified SA who documented the
b2 incident in an electronic communication dated September 7, 2006.
b7E  The unrelated telephone records were not uploaded | and
have been destroyed. ! ‘
+s) A/ssal | contacted on October 17
b6 (8) 2006 and~advisedwtherw>www~-ww~~itionaiwtelephonewrecords:[::::]
b7C:J Iadvised A/SSA that the additional records re
bl not related to the reguestl . nd
b7€3} »»»»» that] ~ made a mistake when they provided that information.
(U

S "WMMWWZ><g As required by Executive Order (E.O.) 12863
13, 1993

(Sept. ) and Section 2-56 of the Naticnal Foreign
Intelligence Program Manhual (NFIPM), OGC was tasked to determine
whether the errors described here are matters that should be
reported to the IOB. We believe that the reported activity does
not require IOB notification.

(U) Section 2.4 of E.O. 12863 mandates that the heads
of Intelligence Community components report all information to
the IOB that it deems necessary to carry out its
responsibilities. That section requires Inspectors General and
General Counsel of the Intelligence Community to report
"intelligence activities that they have reason to believe may be
unlawful or contrary to Executive order or Presidential
directive." This language has been interpreted to mandate the
reporting of any violation of guidelines or regulations approved
by the Attorney General, in accordance with E.O. 12333, if such
provision was designed in full or in part to protect the
individual rights of a United States person. This includes

'(LES) In the future, possible overcollections under NSLs
should be sequestered with the CDC until adjudication of the

potential IOB.
SE}D{T

2




tcywm.w

bl

b2
b7qgjhwm

b1l
b7D

SE}NQ bo

b7E

To: From: General Counsel
Re+ -/Q%(\ 278-HQ-C1229736-VIO, 11/28/2006

violations of agency procedures issued under E.C. 12333, unless
they involve purely administrative matters.? For the FBI, OGC
submits reports to the IOB.?

O\

NSIG

TTITCIOUUCCIOIN a0 0. SCCCLIoI 2= 00 U TIE N IPT identifies as
reportable to the IOB unauthorized investigations, the use of
unlawful methods and technigues, exceeding the authorized scope
of permitted activities, and failing to adhere to minimization
requirements.?

P%C 1In this instance,[:::::::]sought information

phone number associated with the la
and obtained information beyond the scope of

the request due to an error ® The NSL was property

B ) See EC from Inspection Division tc All Divisions;

Title: Revised Procedures for the Submission of Reports of
Potential Intelligence Oversight Board (IOB) Matters, Case ID #
66F-HQ-A1247863 Serial 172 at 5-6 (2/10/2005). The FBI is reguired
te maintain for three years records of administrative violations,
for possible review by the Counsel to the IOB, together with a copy
of the opinion concerning the basis for the determination that IOB
notification was not required. Id. at 6.

(-

(8)

b1

J':>§£ See id. at 4.

4 &ﬂ See also id. at 5, identifying reportable matters as
including: (1) activities believed to be unlawful or contrary to
Executive Orders or Presidential dipectives:; (2) suspected
violations of -he Constitutrion: (31 1

I (o) 1nlElaElng a

Iorm or electronic survelllance or a search without authorization
from the FISC, or failing to terminate an authorized surveillance
at the time prescribed by the Court; and (6) failing to adhere to
the minimization or dissemination requirements specified in a FISC
Order.

>(U) In a letter from the Intelligence Oversight Board to the
FBI's Office of General Counsel, Deputy General Counsel Julie
Thomas, dated November 13, 2006, the IOB "agreed that third party

SE&RE{

3



SEERE?

To: From: General Counsel
() - Re . OR) -HQ-C1229736-VIO, 11/28/2006 b2
b7E
prepared and executed by Thus, the investigative

technigue was authorized for purposes of E.O. 12333 and this need
not be reported to the IOB pursuant to E.O. 12863.

errors should be reported to the FBI's Office of General Counsel,
but as a matter of practice would not be reportable to the IOB.

szhwr\

4



SBCRET

To: From: General Counagl
e Ree g 2 /8-HQ-C1229736-VIO, 11/28/2006

LEAD (s) :

Set Lead 1: (Info)

(U) Read and clear.
Set Lead 2: (Discretionary)

COUNTERTERRORISM

AT LIBERTY CROSSING ONE
(U) For review and action deemed appropriate.
Set Lead 3: (Discretionary)
INSPECTION

AT WASHINGTON, DC

(U) For review and action deemed appropriate.

*

ss&x{



b2
b7E

(Rev. 01-31-2003)

b2
b7E
b6
b7C

S ET//20320117

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2007

To: Attn: SAC (Personal Attention)

From: Inspection
Internal Invegtigations Secticn, IPU, Room 3041

Contact: CRS

Approved By: Miller David Ian gaflﬂ
Il

DECLASSIFIED BY 65179,/DMH/KSR/RU
Drafted By: ON D5-30-2007

Case ID #: (U) 263-HQ-0-U - 638 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 3137 b2
OGC/IOB# 2007

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

o WWWWWwWme:§Q<: Derive H =
De Y On:

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1763

Reference: (U) 278-HQ-C1229736-VIO Serial 1763
278-HQ-C1229736-VIO Serial 1890

Details: (U) Upon review of Division’s captioned report
of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serxrial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

144

SECRE 320117



(Rev. 0]-31-2003)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 01/11/2007
To: General Counsel Attn: NSLB

b6
b7C
b2

b2
b7E

From: Inspection
Internal Investigations Section, IPU, Room 3041
Contact: CRS | I

Approved By: Miller David Ian ,u) ‘y' ALL INFORMATION CONTAINED

PP Y \D'L [Uo é,l HEREIN I3 UNCLASSIFIED

Drafted By: DATE 05-30-2007 BY 65179/DMH/KSR/RU
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING# 3137 b2
OGC/IOB# 2007]

Synopsis: (U) To report a potential Intelligence Oversight Board
(I0B) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1763
278-HQ-C1229736-VIO Serial 1890

Details: nternal Investigations Section (IIS) received
an EC fro pivision dated 10/17/2006, reporting a

possible IOB error. Based upon a review of the referenced EC it
is the IIS’s opinion the incident described therein is
administrative in nature. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*



U.S. Departme  Jf Justice

Office of the Inspector General

DATE:

TO:

FROM: Glenn G. Powell

Washington, D.C. 20530

January 26, 2007

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

ALL FBI INFORMATION CONTAINED
HEFEIN IS UNCLASSIFIED
DATE 05-30-2007 BY 65173 /DHMH/K3R/RW

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007002603

L1 U

Subject: Unidentified

| ]
FBI No. 263-0-U-638
CMS No. 3137

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

b2
b7E



)

b2
OIG - INVESTIGATIONS DIVISION - Complaint Form 0IG NO. 6B9-2007-002603-M
Received By: Date Received: 12/20/2006 How Received: A
———— ]
SUBJECT: Unidentitied, FBI SSNO:
Title: UNID Pay Plan: D.O.B.:
Component: FBI EOD Date: Alien No.: b6
Misc: F.B.I.No.: b7C
Home : B.O.P.No.: b2
Phone: Z1P: D/L No.:
Work: Offenses: 689
Phone: ZIP:
COMPLAINANT: | | SSNO:
Title: ATTY Pay Plan: D.O.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home:l I B.O.P.No.:
Phone: () - ZIP: D/L No.:
Work: , ,
Phone: (202} ZIP:
Contidential: Revealed: Authority: none
Details: b2
The FBI provided information regarding a potential IOB matter (2007[:::::] b1
|
| I | and on 8/26/06, b2
b7E

issued an NSL to a telecommunications provider for records relating to the subject of the
investigation. However, the telecommunications provider inadvertently provided the FBI with
records pertaining to an additional telephone number not requested.

FBI/OGC determined that this matter does not need to be reported to the IOB.
—

ALLEGATIONS: 689r_lﬂﬁ Violation
/

Occurgence Date: 2006 TIG
CITY: Z1ip: b2
== b7E
DISPOSITION DATA: Disposition: M Date: 12/20/2006 Approval: POWELL, GLENN G
<P

Referred to Agency: FBI Date Sent: 01/26/2007 Component: FBI
Patriot Act: N Civil Rights: N Component Number: 263-0-U-638
Sensitive: N Whistleblower: N Consolidated Case Number:

Remarks:

Predicating material contains classified information which will be stored in a secure
container at OIG/INV. (stp)

1/29/07: Sent to Kaiser/FBI. (stp)

DATE: 05-30-2007

FBI INFO.

CLASSIFIED BY 65173 /DIH/KSR/EW
REASON: 1.4 (c)

DECLASSIFY ON: 05-30-z2032

Page 1 ot 1 Printed 01/26/2007 10:21:20



(Rev. 01-31-2003) Ky} -

SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Dates 10/03/2006
To: General Counsel Attn: NSLB
Inspection Attn: IIS
Counterintelligence Attn: CD-2F, Room 8672
b2 .
b7E 0S/1a] ]
be Attn: CDC
b7C
From: | ‘ l
Contact: SA
ELL INFORMATION CONTATHED
Approved By: (o]ro|0b HEREIN I3 UNCLASSIFIED EXCEFT
20(06 WHERE 3HOWN OTHERWISE
Drafted By: wp A 7
CasebZTD #: (U) 278-HQ-C1229736-VIO (Pendi,ng){:[ .78
b7E (U278 1¢c76104 (Pending) - 3{
bl (s
. DLTE: 05-31-2007
Title: (U) OTENITIAL JOB MATTER INVOLVING CLASSIFIED BY 65179 /DINH/ESE /BN
b6 SA =0
b7 iy REASON: 1.4 {c,d)
DECLASSIFY ON: 05-31-2032
b7D Synopsis: (U) IOB reporting of carrier error
in regard to an NSL.
)1 [
Reference: (U) Telcal with CDC on 10/03/2006.
b6 e , . \ , . .
() p7c Detailsy ?s( The following information is being provided in
response fo the quarterly EC from CDC
requesting Intelligence Oversight Board Teporting De DIrought
to the attention of OGC and Inspection Division.
{S)
bl
b6
b7C
SO TN VrE
S {WY-14277 sﬁm{
L kso_ o (foufo]
b6 o
b7C



http://Ingp.ec.tion

@ @
b2 | SE&ET

b7E
bl To: Gen

Re: (8) , 10/03/2006

(2
bl
b6

b7C I

g%E x initially requested NSL s
b6 :to0ll billing information for a telenhone number

NEL I_‘Lﬁ.as.e.d_on_nh.e_inf.oma.tian_ob.ta.ine.d_ﬁmm_ﬁiat
(3) =
c E :l AAf Y

Tearned-that | I had included subscriber information
iS:I - for a telephone number that was not asked for. Consequently,
b1 this telephone number and associated subscriber information

b2 Eiff ﬂt been uploaded and no record of them exist within ACS.
b7E

b6

p7c Q) T |

b7D —Jin a 1A envelope in the case file.
learned of lni

- e after viewing
iS:l I'm?ﬂ_rd_ﬁ therefore, it is
1 TEported within the mandatory 14-day reporting period.

e



@ ®
1 Sﬁék{?

b2 To: General Counsel From:
b7E Re: (S) 10/03/2006

LEAD(s) ¢

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) Information is being provided to NSLB for
whatever action is deemed appropriate.

Set Lead 2: (Action)
INSPECTION
AT WASHINGTON, DC

(U) Information is being provided to IIS for
whatever action is deemed appropriate.

Set Lead 3: (Info)
COUNTER INTELLIGENCE
AT WASHINGTON, DC
(U) At CD-2F: Read and clear.

Set Lead 4: (Action)

b2
b7E AT

(U) Information is being provided to CDC for
whatever action is deemed appropriate.

*
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(01/26/1998)
SEERET
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 12/05/06
To: Attn: SAC, CDC
Counterintelligence Attn: CD-2F, Room 8672

b2 Inspection Attn: IIS
bTE 4LL INFORMATION CONTAINED
b6 From: General Counsel HEREIN I3 UNCLA3SIFIED EXCEPT

b7C National Security Affairs/Room 7574
Contact: Julie F. Thopas
Approved By: Thomas Julie DATE: 05-30-2007
CLASSIFIED BY 65179/DMH/KSR/FW
REASON: 1.4 (c)
DECLASSIFY ON: 05-30-2032
Drafted By:
Case ID #: (U) 278-HQ-C1229736-VIOQO~— /WZ'
(U) 278 Jc76104a—- H5Z
(s)
bl
U} ———Titles >< POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER
() mSynopsiS¢m;>ﬁi It is the opinion of the Cffice of the General
Counsel (OGC) ‘that no error was committed in this matter, and
therefore nothing need be reported to the IOB. A record of this
decision should be maintained in the investigation control file
for review by the Counsel to the IOB.
(U) Deri rom—7 G-3
Dec ify O 1
A1} Reference:w)é 278-HQ-C1229736-VIO-1787
Details: (5S)
bl
b6 SECRET
b7C
0IG/00J REVIEW DATE: (2,22 e
™ i
FE1INVESTIGAT! 1 )
CIGDOJ INVESTIGATION: 7

WHERE 3HOWN OTHERWISE




b2
b7E sﬁéhﬁ{

iuﬁ“wuip: P From: General Counsel
Re: 278-HQ-C1229736-VIO, 12/05/06

i reen—

%6

b7C
b2 ‘
b7E Iﬁl initially requested NSL subscriber and toll

iEbl billing information for a telenhans nnmbar[

b6 |-

bicC

{8}

—£§%—BBSEd—HDGE—Shﬁh4nformation obtained from that NI

bl After viewingl ) 1

b2 . _Jlearned that

E;ﬁ [ -} included subscriber information for a telephone
number that was not asked for. Consequently, this telephone
number and associated subscriber information have no o
uploaded and no record of them exists within ACS. Iis

maintaining the results of this particular NSL (including the
tsj" incorrectlv provided subscriber information)

| | in a 1A envelope
in the case file.

N This NSL was issued during a leaitimate

bfgjy»[ | r__i_—_L]

7D | This erroneous
telephone number and ass TIred subscriber information have not
been uploaded and no record exists within ACS.

(U) Section 2.4 of Executive Order (E.O.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.” This
language was adopted verbatim from E.O. 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and the
I0B, this language has been interpreted to mandate the reporting
of any violation of a provision of The Attorney General's
Guidelines for FBI National Security Investigations and Foreign

szdkn{
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b7
b2
b7
bl

SECQET\

To: From: General Counsel
T Rer ) 278-HQ-C1229736-VIO, 12/05/06

Intelligence Collection (NSIG), or other guidelines or
regulations approved by the Attorney General in accordance with
E.O0. 12333, dated 12/04/1981, if such provision was designed in
full or in part to ensure the protection of the individual rights
of U.S. persons. On 3/28/2006, NSLB sent a letter to the Counsel
for the IOB requesting their concurrence to treat these third
party errors as non-reportable, though we will require the field
to continue to report any improper collection under an NSL as a
potential IOB matter. By letter dated 11/13/2006, the Counsel to
the IOB agreed that third party errors in the collection of
information pursuant to an NSL must be reported to OGC, but are
not reportable to the IOB.

8 Here, an error on the partl J
resulted in the unintentional acquisition of

information. It should be noted that the FBI's response in

b2
b7E
iy
D
sy

receiving the unsolicited i on viewing
{provided: and

tlll_mm

realizing that subscriber information for a telephone number that
was not been asked for had been included, has maintained
the results in a 1A envelope in the case file, and no results of
this NSL have been uploaded and no record exists in ACS.

~~wmww~~wwm)gj Based upon our analysis, the carrier's mistake is

ot reportable to the IOB as the FBI has not acted unlawfully or
contrary to Executive Order or Presidential Directive. '

SEC\RS\
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(U .. To: From: General Counsel
Re><) 278-HQ-C1229736-VIO, 12/05/06

Set lLead 1: (Action) b2
b7E
|
(‘S) Return | bl
I and b7D

arrange for delivery of correct information
in response to previously issued NSL.

Set Lead 2: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) Read and clear.
Set Lead 3: (Info)

INSPECTION

AT WASHINGTON, DC

(U) Read and clear.

1-Ms. Thomas
]

b6 1
b7C 1-I0B Library
L &

sﬁzizw



(Rev. (11-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/12/2007
To: General Counsel Attn: NSLB
From: Inspection

Internal Investigations Section, IPU, Room 3041
Contact: CRS

Approved By: Miller Davli Iar@{(/i ALL TNFORMATION CONTAINED
b6 {w HEREIN IS UNCLASSIFIED
b7C Drafted By: DATE 05-30-2007 BY 65179/DIMH/KSR/RU
b2

Case ID #: {(U) 278-HQ-C1229736-VIO (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING# 3154
OGC/ICOB# 2007 b2

Synopsis: (U) To report a potential Intelligence Oversight Board

(IOB) matter to the Office of General Counsel, National Security

Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-~-VIO Serial 1787
b2 27 :76104 Serial 436
b7E 278-HQ-C1229736-VIO Serial 1892

Details: (U) The Internal Investigations Section (IIS) received
an EC from[___ IDivision dated 10/03/2006, reporting a possible
IOB error. Based upon a review of the referenced EC it is the
IIS's opinion the incident described therein is administrative in
nature. Therefore, no internal investigation will be conducted
by the IIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

*



(Rev. 01-31-2003)
M/zoszoln

b2
b7E
b6
b7C

b2
b7E

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2007

To: Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations Section, IPU, Room 3041
Contact: CRS

Approved By: Miller David Ianmﬂ DECLASSIFIED BY 65179 /DMH/KSR/RU
ON 05-30-2007

Drafted By:

Case ID #: (U) 263-HQ-0-U - 643 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 3154
OGC/IOB# 2oo7|:| b2

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

,,,,, “WWW,MMHM““:)S(: Dorive e
Dec £y On: 0117

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1787

Reference: (U) 278-HQ-C1229736-VIO Serial 1787
278[_}C76104 Serial 436
278-HQ-C1229736-VIO Serial 1892

Details: (U} Upon review of Division’s captioned report
of a potential IOB violation, IIS5 did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

M//zonnn
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FEDERAL BUREAU OF INVESTIGATION

(Rev. 01-31-2003)

Precedence: ROUTINE Date: 01/09/2007
To: Counterterrorism Attn: SsA
/s ITOS I, CONUS I, Team 3
ra
winspection Attn: 1IIg
Office of General Counsel Attn: UC NSLB
From: AW } (;/[l [ ALL INFORMATION CONTAINED
Tegal Unit " - HEREIN I3 UNCLASSIFIED EXCEPT
b2 Contact: CDC VHERE SHOWN OTHERWISE
b7E
b6 :
bicC Approved By DATE: Q5-30-2007
CLAS3IFIED BY 65179/DMH/KSR/RW
Drafted By: sV REASON: 1.4 (c)
- DECLASSIFY ON: D5-30-2032
Case ID #: (U) J578-H -C1229736-VIO (None)
(U),—278 Co2e104 [Nana)eds o~
bl (S)
) -

S Titlew }Ké INTELLIGENCE OVERSIGHT BOARD
b2 MATTER 2007

Synopsis: (U) Newark response to and compliance with FBIHQ EC
to Newark, dated 12/13/2006.

(U) Deriv T G-3
Dec ify Onz
8

b2 Administrative: (U) Reference! EC to FBIHQ, dated

b7E 10/3/2006; FBIHQ EC to 2/13/2006.

bl
Enc :  (S)
Details: (% Via referenced 10/3/2006 EC, | lreported a
potential IOB violation consiatinal ]

8y

bl °

b2

b7E

AN
SP}QRET
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To: Counterterrorism From: : b7E
Re: (U) 278-HQ-C1229736-VIO, 01/09/2007

(5)

[contacted the carrier and learned

that the subject had discontinued service] | and
the number had been reassigned to another customer | L
{51 . .coverage was_immediately discontinued.
E?E was removed and sequestered with
CDC.
Via EC dated 12/13/2006. QOGC set a lead Fm-l Ito
iSj o forward] to
ITOS1

SE\DR<



bl

To: Counterterrorism From:
Re: (U) 278-HQ-C1229736-VIO,

LEAD(s) :
Set Lead 1: (Action)

COUNTERTERRORISM

AT WASHINGTON D.C.

SECRRC

b2
b7E

01/09/2007

ey | |

Set Lead 2: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

(U} Read and clear.

Set Lead 3: (Info)
INSPECTION

AT WASHINGTON, DC

(U) Read and clear.

*

SECRET



U.S Preparinie ¥ jusrice

Office oi the Inspeutor € 0n !

Vendtington, [.C. 2053

DATE: February 2, 2007

TO: Kenneth W. Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation

FROM: Glenn G. Powell
Special Agent in Charge

Investigations Division ALL FBI INFORMATION CONTAINED
HEFEIN IS UNCLASSIFIED
DATE 05-30-2007 BY 65179/DHH/KSR/RY

SUBJECT: OIG Complaint No. 2007002756

Subject: | Jet al.

[ ]Division b6
FBI No. 263-0-U363__ o7e
CMS No. 3154 (c43 b7E

D We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
Ol1G.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

[]

This complaint will be investigated by the OIG.

[

IMPORTANT NOTICE

Idcntifying information may have been redacted from the attached O1G Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Pleasc be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an O1G Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment



b2
0lG - INVESTIGATIONS DIVISION - Complaint Form. OIG NO. 689-20C7-002756-M
]

Recelved RBy: Date Received: 12/20/2006 How Received: A
SUBJECT I SSNO:

Title: SA Pay Plan: C.C.B.:

Component: FBI EOD Date: Alilen No

Misc: F.B.1.No.

Home:l J B.O.P.No

thone: () - ZIP: D/L No

£

Work: , , Offenses: 689
bhone: (2021 I ZIP:
SUBJECT:' SSNO:

Title: S8A Pay Plan: UL.0.8B.:
Component: FBI EOD Date: Alian Ho.: bé
Misc: F.B.I.No.: b7¢C
Home:l AJ B.0O.P.No.: b2
Phene: () - Z1P: D/L No.:
work: , , Cffenses: 689
Phone: (202) ZI1P:
COMPLATNANT ;| SSNO:
Title: SSA Pay Plan: D.0.2.:
Component: FBI EOD Date: Alien No
Misc: F.B.I.No.
Home: B.0.P.No.
Phore: () - Z1P: D/L No.
Work: , ,
Phone: (202) Z1P:
Confidential: Revealed: kuthor.ty: none
9
Details:
Information received from the FBI/INSD reporting a pptential IOB matter involving the b2
interception of unauthorized information. TIOB 2007- b7E

During an authorized investigation, the FBI,l IDivision properly served a National
Security Letter (NSL) on a communication provider for information relating to the target of

an FBI investigation. 1In respong the FBI unintentionally obtained information beyond :zhe
scope of the NSL. The FBI, Division sequestered the content information.
ft is the opinicn of the Office of the General Counsel that this matter need not be reported

Lo thie TOB.

ALLEGATIONS: 68 Violation
Occurrence Date: /2006 TIME:
CITY: State:l | Zip:
[ v T i |
DISPOSITION DATA: Disposition: M Date: 12/20/2006 Approval: POWELL, GLENN G
e
Referred to Agency: Bare Sent: Component : FBI
Fatriot Act: N Civil Rights: N Component Number: 263-0-U-463, 3154
Sensitive: N Whistleblower: N Consolidated Case Number:

ALL FBI INFORMATION CONTAIMED
HEREIN I3 TNCLASSIFIED
DATE 06-06-2Q07 BY 635179/DMH/KIR/RW

Page 1 of 2 . Drintad N1/31/9007 1.9 .



b2
CIG - INVESTIGATIONS DIVISION - Complaint Form CIG NO. 689-2007 002756-M
e
Remarks:
Covv e b of the OLG datatase revealed that is & subject Zu anotner potwentlal 10B
matter, #2007-002584-M. b6
b7C

/2/07

(8]

- Sent to AD Kaiser,

FBI/IND.

{vht)

Predicating material ‘contains classified information that
container within 0O1G/INV/HQ.

will be stored in a

secure

Dvimbad N1 /2173007



FD-952 (Rev. 03-21-2005)

b2
b7E
b6
b7C

1| R

SEC

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE
To: Inspection Attn:
General Counsel Attn:

From:

Date: 10/21/2006
IIS, Room 11861

NSLB, Room 7975

ALL INFOPMATION CONTAINED
HEREIN I3 UNCLA3SSIFIED EXCEPT

Contact:

Approved By:

Drafted By:

Title: (U)

() e

b6
b7C
kl

i

(m -

b6
b7C
bl

1

v

TIERE 5HOUN OTHERWISE

vra————————————

CaseID- #t

278-HQ-C1229736-VIO - |§ Ol

DATE: 02-30-2007

CLASZIFIED BY 65179/TMH/EIR/RY
FEASON: 1.4 (o,d)

DECLASSIFY OM: 05-30-2032

—

INTELLIGENCE OVERSIGHT BOARD (IOB) ERRCR

Synopsis:.. To report possible ICB error.
From : G-
Declassi x 17/2031
Details:
]
(s) 1. | |
(8) 2
:yzi 3. Possible IOB Error:
S
b1 (8)
”)*Q 4. Description of IOB Error (including any reporting delays).
)| ]




SECNET

To: Ingpection From:
- ey :}gi 278-HQ-C1229736~-

VIO, 10/21/2

006

e e R) O 1071372006 I

bo
b7C [fﬁe concent or the e-mail

determined that

messages was
ised SRA

i with the header and
of the situation.

|Associat

e Division Counsel

Contact was made wit C———1
[:;;:::::Twho provided details on how to report the incident and handle

(U) There were no reports written or leads set as a result of

E%E footer information. _TFQ
the material.
b2 obtaining these records.
bTE the header and footer info

Efforts are

currently underway to separate

rmation from content. The original disk

will then be forwarded to[

as directed.

sééhns
2

Chief Division Counsel or FBIHQ


http://rrv.in.qff1

Uy

o ®
SEahﬂ{
b2

To: Inspection From: b7E

Re: )sa( 278-HQ-C1229736-VIO, 10/21/2006

LEAD(s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*

SECRET



(Rev. 01-31-2003)

b2
b7E
b6
b7C

(T o

e

bl
b6
b7C

{3)

SEEREE\

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/13/2006
To: Attn: SAC
CDhC
Counterterrorism Attn: ITOS 1, CONUS 3,
Inspection Attn: TIS ALL INFORMATION CONTAINED

HEREIN I3 UNCLASSIFIED EXCEPT

i SHOR RUISE
From: Office of the General Counsel WHERE SHOWN OTHE

NSLB/CTLU1/LX1 Room 35119 _

Contact: UC| |
Approved By: Thomas Julie F DATE: 05-30-2Z007
CLASSIFIED BY §5179/DHMH/ESR/RV
Drafted By: PEASON: 1.4 (c,d)
[?qq DECLAS3IFY ON: 05-30-2032
Case ID #% }%Q 278-HQ-C1229736-VIO (Pending)

_TLtle;WWJﬁq INTELLIGENCE OQVERSIGHT BOARD
MATTER 2001

Synepsis % It is the opinion cof the Qffice of the General
Counsel ’} that this matter is not reportable to the
Intelligence Cversight Board (IOB). Rather, it should be
maintained in the control file fcr periodic review bv Counsel to
the IOB. Our analysis follows.

~Reference: 278-HQ-C1229736-VIO serial 1806
_Details:. w>§ The referenced serial from requested that
OGC review the facts of the captioned matter and determine whether

it warrants reporting to the IOB. As explained below, in our
opinion, the FBI is not required to report this matter to the IOB.

(\)\ Pursuant to anthorized nraliminaxi s s s

1
| ror—werYy = |

a National

'3’?'3 'D’P’J REVIEY
F INVESTIGAT % / ,
: F‘f? FRIESTIGATION: \/

—TNSL) tor] |e mail account
requesting electronlc communications transactional information.

oTLLUul Ty bel

)




b2
b7E

)

® ®
sﬁnq

To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/13/2006

Upon viewing the information provided[:::::::]in response to the

NSL, | - |determined that the content of the e-mail
messages was included with the header and focter information. TFO
advised SRA| | of the situation. Contact was made with
Assoclate Division Counsel [ ho provided bs
details on how to report the incident and handle the material. ﬁzc
b7E

(U) There were no reports written or leads set as a
result of obtaining these records. Efforts are currently underway
to separate the header and footer information from content. The
original disk will then be forwarded to the Chief Division
Counsel or FBIHQ as directed.

{U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Bcard (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB) and
established the Board as a standing committee of the President's
Foreign Intelligence Advisory Board. BAmong its responsibilities,
the IOB has been given authority to review the FBI's practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection.

~(U) Section 2.4 of Executive Order 12863 mandates that
Inspectors General and General Counsel of the Intelligence
Community components (in the FBI, the Assistant Director,
Inspection Division (INSD), and the General Counsel, Office of
the General Counsel (OGC), respectively) report to the IOB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive. This language has been interpreted to mandate the
reporting of any violation of a provision of The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or

other guidelines or regulations approved by the Attorney General
in accordance with EO 12333, dated 12/04/1981, if such provision
was designed to ensure the protection of individual rights.
Violations of provisions that merely are administrative in nature
and not deemed toc have been designed to ensure the protection of
individual rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain records of
such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in

ﬂéx{
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b7E

® @
SECRET

To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/13/2006

nature" must be made by OGC. Therefore, such administrative
violations must be reported as potential ICB matters.

wmw”“::?gz; NSLs are a specific type of investigative tool that
allows tHe FBI to obtain certain limited types of information
without court intervention: (1) telephone and email communication
records from telephone companies and internet service providers
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2)
records of financial institutions (which is very broadly defined)
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a) (5) (A)); (3) a
list of financial institutions and consumer identifying

information from a credit reporting company {(Fair Credit Reporting

Act, 15 U.S.C.S§§ 168lu(a) and (b)); and (4) full credit report in
an international terrorism case (Fair Credit Reporting Act, 195
U.S5.C. § 1681lv). NSLs may be issued in conformity with statutory
requirements, including 18 U.S.C. § 2709. NSIG, section V.12.

'”QQ Here, during an authorized investigation, the FBI
properly served an NSL on an electronic communications service
provider. 1In response to the properly served NSL, the FBI
obtained informatiy d the scope of the NSL (email content
information). FBIﬁf:Efffj identified the problem, and properly
sequestered the email content information. There were no reports
written or leads set as a result of the email content
information.

{U) Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4 of
EO 12863, it is our opinion that this error is not reportable to
the IOB. A record of this decision should be maintained in the
control file for future review by the Counsel toc the IOB.

(U) should contact the carrier and ask whether
the improperly or unintentionally acquired information should be

| or destroyed with appropriate documentation to the file.
should not view any content information but should
T Leques

the carrier to provide only that information authorized
by law.

SEngT
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To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VI0, 12/13/2006

LEAD (s) :

Set Lead 1: (Info)

(U) should contact the carrier and ask whether the
improperly or unintentionally acquired information should be
returned or destroyed with appropriate documentation to the file.

Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, D.C.

(U) For information.

Set Lead 3: (Action)
INSPECTION

AT WASHINGTON, D.C.

(U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required, for three years
for possible review by the Counsel to the IOB.

cc: Mg . Thomas

b6 I

b7C

IOB Library
*
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b2
b7F

(Rev. 01-31-2003)

b6
b7C
b2

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/12/2007
To: General Counsel Attn: NSLB

From: Inspection
Internal Investigations Section. IPU., Room 3041
Contact: CRS

Approved By: Miller David IanMM”w W? ALL INFORMATION CONTAINED
‘ HEREIN IS UNCLASSIFIED

Drafted By: DATE 05-30-2007 BY 65173 /DMH/KSR/RY
Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (m INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 3159
OGC/IOB# 2007 ] b2
Synopsis: (U) To report a potential Intelligence Oversight Board

(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (u) 278-HQ-C1229736-VIO Serial 1806
278-HQ-C1229736-VIO Serial 1899

Details: Zf fﬁf:fnternal Investigations Section (IIS) received
an EC from Division dated 10/21/2006, reporting a
possible I €rror. Based upon a review of the referenced EC it
is the IIS’'s opinion the incident described therein is

administrative in nature. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*"



(Rev. 01-31-2003)
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b7E
b6
b7C
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b7E
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2007

To: Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations Section, IPU, Room 3041
Contact: CRS

Approved By: Miller David IanZE%%
| DECLASSIFIED BY 65179/DMH/KSR/RU

Drafted By: ON 05-30-2007

Case ID #: (U) 263-HQ-0-U - 644 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 3159
OGC/IOB# 2007 b2

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

S T o

Dec n

7
Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1806

Reference: (U) 278-HQ-C1229736-VIO Serial 1806
278-HQ-C1229736-VIO Serial 1899

Details: (U) Upon review of[:::::::]Division’s captioned report
of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. 1IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

*
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U.S. Departme of Justice

Office of the Inspector General

Washingtor, D.C. 20530

DATE: January 30, 2007

TO: Kenneth W, Kaiser
Assistant Director ALL FBI INFORMATION CONTATNED
Inspection Division HEREIN IS UNCLASSIFIED
Federal Bureau of Investigation DATE 05-30-2007 BY 65179/DHH/KSR/RW

FROM: Glenn G. Powell

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007002647

b2
b7E

1 O

Subject: Unidentified

ivision
FBI No. 263-0-U-644
CMS No. 3159

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
1G Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment



OIG - INVESTIGATIONS DIVISICN - Complaint Form OIG NO.

b2 'l'

_In

6 I

b2
SUBJECT: Unidentitied, FBI SSNO:
Title: UNID Pay Plan: D.0.B.:
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.:
Home : B.O.P.No.:
Phone: ZIF: D/L No.:
Work: Offenses: 689
Phone: ZIP:
COMPLAINANT: SSNO:
Title: SSA Pay Plan: D.O.B.:
Component: FBI ECD Date: Alien No.:
Misc: F.B.I.No.:
Home: [ ] B.O.P.No.: gsc
Pnone: {) - ZIP:l I D/L No.: b2
Work: , ,
Phone: (202)' __I ZIP:
Contidential: Revealed: Authority: none
Detaiis: b2

The FBI provided information regarding a potential IOB matter (2007 I

FBI/OGC determined that this matter does not need to be reported to the IOB.
R S

n 10/3/06, the:Division issued an NSL requesting

T ransactional information for the subject of its investigation. A
review of the information provided revealed that the content of the email messages was
included with the header and footer information.

bl
b2
b7E

ALLEGATIONS: 689 Violation
Occurrence Date: 2006 TIME: b2
CITY:I ! Zip: b7E
| D——
DISPOSITION DATA: Disposition: M Date: 12/20/2006 Approval: POWELL, GLENN G
e
Referred to Agency: FBI Date sent: 01/29/2007 Component: FBI
Patrict Act: N Civil Rights: N Component Number: 263-0-U-644
Sensitive: N Whistleblower: N Consolidated Case Number:
Remarks:

OIG/INV.

1/30/07: Sent to Kaiser/FBI. (stp)

Predicating material contains classified information which will be maintained within

Page 1 of 1

DATE: 05-30-2007

FBEI INFD.

CLASSIFIED BY &5179/DMH/KSR/RW

REASON: 1.4 (c)

DECLASSIFY ON: 05-30-2032

Printed 01/29/2007

1:22:06



Freedom of Information
and
Privacy Acts

SUBJECT: NATIONAL SECURITY LETTERS
FOLDER: 3(3-~0-U - Jolume Q0

Federal Bureau of Investigation
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b2
FD-062 (Rev. 03-21-2005)
;;éﬁgi §
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 07/03/2006
To: Inspection b€4 IIS, Room 11861
General Counsel Attn: NSLB, Room 7975
From:

Contact: SAl

b2
b7E Approved By: ALL TNFORMATION CONTAINED
b6 HEREIN IS UNCLASSIFIED EXCEPT
b7C WHERE SHOWN OTHERWISE
Drafted By: DATE: 05-31-2007
i e .;.1 CLASSIFIED BY &5179/DMH/KSE/RW
Case ID #: ) 278-HQ-C1229736-VIO "' FEASON: 1.4 (c,d)
1 DECLASSIFY ON: 05-31-2032
Title: U S
e: (U S 1073946 /
INTEL‘EMETVER'SIGHT BOARD (IOB) ERROR Qﬁ
1 J— Sy-nop-si»s--:»--}xz To report possible IOB error. 6{‘
% Deriv H =
(uy o Declagsi fi: 2031
Details:
bl
b7C
b7A
(s)y 2
(- >§< 3. Possible IOB Error:
>< NFIPM Section Reference: Section 2-02.
(8) b

“_T:I ,,,,,,,,,,,,, >< 4. Description of IOB Error (including any reporting delays).

s) |

ooy 7

DL{Dg b6
b7C




b2
SE b7E

(U} ... To: Inspection From: 44_ b1
Re: >< 278-HQ-C1229736-VIO, 07/03/2006 bé
b7C
(S)H. in the NSL for the time_neriod reaquested. but indicated also in the b7D
—oaterials returned that b7A
E brior to the timé period reguested in € . exrelore, e

TOIL Tocoxds provided/

(8]

S . %) After opening the results to begin analysis after
i ? recéiﬁiﬁé“thé“tbll“record§~ A

noticed the error and promptly notified the CDC Vvia ema1il.
Due to_trainings and conferences out of state during the month of bl
June, [ ] cDC was not able to respond until 06/30/2006 b2
error. The toll records- ave not been E;g
iSj analyzed or added to any databases, and have been sequestered with the ;g
| ICDC.



|
SEaRg& b2

b7E

To: _Inspection From:
“Re: % 278-HQ-C1229736-VIO, 07/03/2006

LEAD(s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U} For action deemed appropriate.
Set Lead 2: (Actiomn)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) For action deemed appropriate.

*




fRev. 01-31-2003)

b2
b7E
bb
p7C

m-—

-

p2 (U}~

b7E

\

e

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/28/2006
To: Attn: SAC |
cDC |
SSRA |
SA
Counterterrorism Attn: ITOS II, GOU

Inspection Attn:l 118,
1865

From: General Counsel

National i Branch/CTLIL IT/TX-1 35-100
Contact: i

, \] ALL TNFORMATTON CONTAINED
Approved By: Thomas Julie HEFEIN I5 UNCLASSIFIED EXCEPT
1> WHERE SHOUN OTHERWISE

Drafted By: Cig(&
£ /-\ ) DATE: 05-30-2007
Case ID #: -(X) 278-HQ-C1229736-VIO (pending) cLassIFIED BY 65179/DMH/KSR/RU

REASON: 1.4 (c)
Title: (U) Intelligence Oversight Board po DECLASSIFY ON: 05-30-2032
(IOB) Matter 2006

”Synopsiskwi>é; It is the opinion of the Office of the General
t

...... e Derive
T Declassi n

Counsel th he above referenced matter need not be reported
to the Intelligence Oversight Board (IOB). Our analysis
follows.

bl
031 b7A

Reference: (S)

Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.

Details: :}B{; By electronic communi i (EC) dated July 3,

""""" 2006 (278-HQ-C1229736 Seriall517), Field Office
reported to the Office of the General Counsel (OGC)

this potential IOB matter.

SEE&Q
b6

o | . p7C
OGDOIREVEW| | DATE (-1~cZ 7
FBl INVESTIGAT i
01G/00J INVESTIGATION,




® @

b7E
cee . TO: From: General Counsel

nnmﬁéffiﬁ{?—_27gzﬁQ‘C1229736—VIO, 12/28/2006

-

(s)

bl
b2
b6
b7cC
b7D
b7E
b7A

__lwhen|

—discovered| lerror ) |Chief Division Counsel
(CDC) was promptly notified.] Jreported that the toll
records were not analyzed or added to any databases, and the
records have been sequestered with the CDC.

1 ;:}gi; As required by Executive Order (E.O.) 12863
(Sept. 1%, 193%3) and Section 2-56 of the National Foreign

Intelligence Program Manual (NFIPM), OGC was tasked to
determine whether the error described herein is a matter that
should be reported to the IOB. The reported activity does not
require IOB notification.

(S} In this case, an error onl_
| resulted in the unintentional acquisition of
bi information. Upon learnin rovided information
b7D beyond the scope of the NSL, the FBI sealed and sequestered

the excess information with the CDC.

() o s (X) Based upon our analysis, the carrier's mistake
is not reportable to the IOB as the FBI has not acted
unlawfully or contrary to Executive Order or Presidential
Directive. Pursuant to the Revised Procedures for the
Submission of Reports of Potential Intelligence Oversight
Board (IOB) Matters, Reports of potential IOB matters
determined by OGC not to require notification to the IOB will
be retained by INSD for three years for possible review by the
Counsel to the IOB, together with a copy of the opinion
concerning the basis for the determination that IOB
notification was not required.! Accordingly, OGC will request
that the Inspection Division retain a record of the report of
a potential IOB matter for three years, together with a copy
of this opinion for possible review by the Counsel to the IOB.

' See 66F-HQ-A1247863 Serial 172 at 6 (2/10/2005).

sl : SECRET
2



® o
SECkkz

To: \\J// From: General Counsel

Rt /5,\)\ 278-HQ-C1229736-VIO, 12/28/2006

LEAD(s) :

Set Lead 1: (Action)

(U) The field should contact the carrier and ask
whether the improperly or unintentionally acquired information
should be returned or destroyed, with appropriate
documentation to the file.

Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC
(U) Read and clear.
Set Lead 3: (Actiom)
INSPECTION

AT WASHINGTON, DC

(U0) As provided in the Revised Procedures for the
Submission of Reports of Potential Intelligence Oversight
Board (IOB) Matters, retain a record of the report of a
potential IOB matter for three years for possible review by
the Counsel to the IOB, together with a copy of the OGC
opinion concerning the basis for the determination that IOB
notification is not required.

* .



(Rev. 01-31-2003)
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 01/12/2007

To: General Counsel Attn: NSLB
bé
From: Inspection b7C
Internal Invegtigationsg SecLiQn__fPU, Room 3041
Contact: CRS Extl |
Approved By: Miller David Ianb‘M\(m M/\ ALL INFOFMATION CONTAINED
) HEREIN IS UNCLASSIFIED
Drafted By: | ~ |kas DATE 05-30-2007 BY 65179 /DHH/KSR/RY
Case ID #: (U} 278-HQ-C1229736-VIO (Pending)
b2

Title: (U INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 2569

OGC/10B# 2006[::::]

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 1517
278-HQ-C1229736-VIO Serial 1986

Details: U T nvestigations Section (IIS) received b2
an EC frod idated 07/03/2006, reporting a b7E
possible IOBE error. Based upon a review of the referenced EC it

is the IIS's opinion the incident described therein is

administrative in nature. Therefore, no internal investigation

will be conducted by the IIS and this matter is being relegated

to the NSLB for whatever action they deem appropriate.

*



(Rev. 01-31-2003) .
s /20320117

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE b2 Date: 01/17/2007
b7E

To: Attn: SAC (Personal Attention)

From: Inspection b6

Internal Investigations Section, IPU, Room 3041 b7C
Contact: CRSI I Ext:

. . ; DECLASSIFIED EY 65179/DMH/KSR/RW
Approved By: Miller David Ian % 0N 05-30-2007 !

Drafted By:

Case ID #: (U) 263-HQ-0-U - 678 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2569 b2

OGC/IOB# 2oos-|:|

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. C(Case closed at IIS.

1] [ ::R§i:

Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1517

Reference: (u) 278-HQ-C1229736-VIO Serial 1517
278-HQ-C1229736-VIO Serial 1986

Details: (U) Upon review o captioned report b2
of a potential IOB violation, IIS did not find the matter b7E
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

*

Moszoln



LY, Departme.  of Justice

Office of the Inspector Gl

Washington, (€ 20550

DATE: January 29, 2007

TO:

Kenneth W, Kaiser

Assistant Director
| ALL FBI INFORMATICON CONTAINED

Inspection Division o SFFETN 13 UNCLASSIFIED '
Federal Bureau of Investigation DATE 05-30-2007 BY 55179 /DHA/KSR/RT

FROM: Glenn G. Powell

Special Agent in Charge
Investigations Division

b6

SUBJECT: OIG Complaint No. 2007002618 b7C

1 U

Subject: | g?}E
| ]

FBI No. 263-0-U-678
CMS No. 2569

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the O1G.

IMPORTANT NOTICE

1demiifying information may have been redacted from the attached O1G Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. 1f vou
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment



2 Jormation has
analyzed or added to any databases and has been sequestered w1thtff:jtfffff:]CDC.

b2
OIG - INVESTIGATIONS DIVISION Complaint Form OIG NO. 89-2007-002618-M
Received By:l I Date Received: 01/08/2007 How Received: A
SUBJECT: | | ssno: | ]
Title: SA pay Plan:| f p.0.8.{ |
Component: FBI EOD Date:| Alien Wo.:
Misc: F.B.I.No.:
Home : | B.O.P.No. :
Phone: {) - zZIp D/L No.:
¥ork: , , Of fenses: 689
Ph ne: (202 ZIP
SUBJECT: | ] ssNo: | ]
Title: SSA Pay Plan: D.G.3.:| 1
Component: FBI EOD Date: Alien No.:
Misc: F.B.I.No.: b6
Home : | B.O.P.No.: b7C
Phone: () - ZIP: D/L No.: b2
Work: , , Offenses: €89
Phone: (202): Z1P:
COMPLAINANT:| | ssNo: | ]
Title: SSA Pay Plan:] ] D.0.8. | |
Component: FBI EOD Date{ 1 Alien No.:
Misc: F.B.I.No.:
Home: | | B.0.P.No.:
Phone: {) - 21P: | D/L No
Work: , ,
Phone: (202):: ZIP:
Confidential: Revealed: Authority none
Cetails:
Information provided by the FBI/INSD reporting a potential IOB matter involving improperly
received information. IOB #2006[::::::E]
Luring an authorized investigation, the FBI properly served a National Security letter (NSL)
ocn a ccermunications provider for informaticn regarding the target of the FBI investiyation.
In response, the FBI obtained information beyond the scope of the NSL. The FRBI
Division identified the problem and indicated that the unauthori not been

It is the opinion of the Office of the General Counsel that this matter need not be reported

to the [OB. 2
ALLEGATIONS: 689 IOB Violation WIE
Occurrence Date: 06/08/2006 TIME:
CITY:! ! State: Z2ip:
DISPOSITION DATA: Disposition: M Date: 1708/2007 Approval: POWELL, GLENN G

(SLU

Referred to Agency: Date Sent: Component : FBI
Patriot Act: N Civil Riahts: N Component Number: 263-0-U-678, 2569
Sensitive: N Whistleblower: N Consolidated Case Number:

ALL FBEI INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 06-06-2007 BY 65179/DMH/KSR/RY

- v msfAaniAanAm A=A



b2
OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO| 689-2007-002618-M
. I |
Remarks:

Predicating material contains classified information that will be stored in a secure
container within OIG/INV/HQ.

1/29/07 - Sent to AD Kaiser, FBI/INSD. (yht)

. fma e



(Rev. y1-31-2003)

SE%BK&

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

To: Office of the General Counsel

Date: 10/25/2006

Attn: NSLB
Room 7947
Inspection Internal Investigations
Section |
Room 3041
Cyber Ssa| ]
C3IU-1 ALL INFORMATION CONTAIMED
Room 5931 HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE
From: [ I
1
Contact: Sj |
Approved By: DATE: 05-30-2007
CLASSIFIED BY 65179 /DMH/K3R/RW
REASON: 1.4 (c)
7 7 DECLASSIFY ON: 05-30-2032
Drafted By:
741 b2
Case ID #: 278-HO-c1220738 uin=) 1" ending) i;E
(0 T (R) (Pending)
, b7C
(Pending) b7A
iUJ“WIitle; AAAAAAAAAA INTELLIGENCE OVERSIGHT BOARD
(IOB) MATTER

(Uj"mmwSynopsis:Eﬂi To report possible IOB violation.

S . i ;
(m =L Deri 5 ¥ -
(g1 X1 .
Reference: :
tU)NWWWMWM,WwwW. :
Details:
bl
b7D
C?@ b7A
me063001.ec smOug
SO Mt L /09/
'3 2(/04( o e

deloby,,


http://me063001.ee

ce of the General Counsel

el

From:

278-HQ-C1229736-VIO, 10/25/2006

(s)]|

(s) |

D.l!a; gy
A

b2
b7E

bl
b7D
b7A

bl
b6
b7C
b2
b7E
b7A

bl
b6
b7C
b7D

b7E
b7A

bl

b7C
b7D
b2

b7E
b7A


http://Qffj.ce

® ®
S

()., To: Qffice of the General Counsel From: ﬁ?E
Re:- ><1 278-HQ-C1229736-VIO, 10/25/2006
b6
b7C
analysis of the material. SA then reported the matter to b2
I SS As per the NSLB guidelines, this b7E
Icati een prepared.

(s) |

bl
b6
b7C
b2
b7E
b7D

ser

w


http://pff_j.ce

(U)

_mRejmijﬁi: 278-HQ-C1229736-VIO, 10/25/2006

SEGRET

b2

7E
To: Office of the General Counsel From: b

LEAD(s) :
Set Lead 1: (Info)

OGC (NSLB)

AT WASHINGTON, DC

(U) Please provide guidance as to how to handle
overreported information.

Set Lead 2: (Info)
CYBER

AT WASHINGTON, DC

{U) "Read and Clear.

Set Lead 3: (Info)
INSPECTION

AT WASHINGTON, DC

(U) Please provide guidance as to how to handle
overreported information.

*

sEcpfr



(Rev. 01-31-2003)

s?é'r
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 12/12/2006 b2
b7E
To: Attn: b6
b7cC
Counterintelligence Attn: SSA C310-1
Inspection Division Attn: IIS, CRS
A4LL INFORMATION CONTAINED
HEFEIN IS UNCLASSIFIED EXCEPT
From: Office of the General Counsel WHERE SHOWN OTHERWISE
NSLB/CILU/Rcom 7947 /
Contact: AGCIﬁ I
Approved By: Thomas Julie F ) ,
DATE: 05-31-2007
I_—_—I 4 CLASSIFIED EY 65179/DMH/ESR/RY
. I I ’ PEASON: 1.4 {c)
(m Prafted By: — (OLK DECLASSIFY ON: 05-31-z032
Case ID#:- })§) 278-HQ-C1229736-VIO~ (Pending)
iIIJMWMMTLLle:M~ ) INTELLIGENC IGHT BOARD b2
MATTER 200
{U) - Synopsiss~ requested that b2
the Office” of the General Counsel (OGC) review an incident and b7E
determine whether it warrants reporting to the Intelligence
Oversight Board (IOB). It is the opinion of OGC that the

incident does not need to be reported to the IOB. Rather, this
EC should be maintained in the control file for periodic review
by Counsel to the IOB.

oy Deriv —G-3
De y On3 1

KdﬁiﬁiStfétive:W:)Eﬂ: This electronic communicafffﬂ (EC) contains b2

information from? the EC dated 10/25/2006 fro o 0OGC b7E
reporting a potential IOB matter.

m -

Reference: ) 278-HQ-C1229736-vI0 Yemral (1Y




(o

To:

sz}ér_T

b2
b7E

From: Office of the General Counsel
Re: 278-HQ-C1229736-VID, 12/12/2006

b2
b7E

b1
b2
b7E
b7A

bl
b2
b7E
b7D
b7A

bl

b7E
b7D
bé

b7C
b7A

Details: ™ By EC dated 10/25/2006 hequested that OGC
review an incident and determine whethér It warrants reporting to
the IO0B.

(s)]
(s) |
()|
(s) |

bl
b2
b7E
bo
b7C
b7D
b7A




® o
?{RET
b2

To: From: Office of the General Counsel b7E
Re: 218-HQ=-ClZ2287306-VIO, 12/12/2006

(U) Section 2.4 of Executive Order (E.O0.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.” This
language was adopted verbatim from E.O. 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and the
10B (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the Attorney General Guidelines for National
Security Investigations and Foreign Intelligence Collection
{NSIG), or other guidelines or regulations approved by the
Attorney General in accordance with E.O. 12333, dated 12/04/1981,
if such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons. Violations
of provisions that are essentially administrative in nature need
not be reported to the IOB. The FBI is required, however, to
maintain records of such administrative violations so that the
Counsel to the IOB may review them upon request.

(U) On 03/28/2006, the FBI's National Security Law
Branch (NSLB) sent a letter to the Counsel for the IOB requesting
their concurrence to treat third party errors as non-reportable,
though NSLB would still require the field to continue to report
any improper collection under an NSL as a potential IOB matter.
By letter dated 11/13/2006, the Counsel to the IOB agreed that
third party errors in the collection of information pursuant to
an NSL must be reported to the FBI OGC, but are not reportable to
the IOB.

(U) In the instant case the collection of information
by the FBI was nct the fault omnce the case agent
discovered that he had received Information beyond the scope of
the NSL request, the case agent immediately sequestered the

information, placed the information in a secure safe and reported
the matter to OGC.

b2
b7E



®
seCRET

To: From: Office of the General Counsel

Re: ZTB8-HQ-CIZZ9736-vIO, 12/12/2006

LEAD(s):
Set Lead 1: (Information)
INSPECTION

AT WASHINGTON, DC

(U) For information.
Set Lead 2: (Information)
COUNTERINTELLIGENCE
AT WASHINGTON, DC
(U) For information.

Set Lead 3: (Action)

AI

{U) For action deemed appropriate.

cc: 1- Ms. Thomas

1- IOB Library

*

b6
b7cC

b2
b7E

b2
b7E



