From: DGC) (FBI) b6
Sent: IJNed.naadaLMam.h.L , 2007 3:00 PM bhic
To: OGC) (FBI)

Subject: OB email

UNCLASSIFIED
NON-RECORD

Here's a start.
All CDC email re review of PIOBs identified by Inspection during the NSL Audit.

Please review and follow the guidance issued on 11/16/2006 re potential I0B matters. In
addition. we've highlighted below some issues:

b5

UNCLASSIFIED

ALL ‘INFORMATION CONTAINED
HEREIN I35 UNCLASSIFIF

5179 DMH/ESR/RY

NSL VIO-28374



be

From: | foce) Fai) B7C
Sent; Thursday, December 07, 2006 3:36 PM I
To: HQ-Div09-NSLB

ﬁubject'i: 10B Handbook
RECORD IOB

FROM: Multiple

Duplicate CTD/NSL responsive records (CD) wvol 13

DECLASSIFIED BY 65173/ DMH /KR /RY
AN 11-20-2007

NSL VIO-28401



From: | foce) (Fa

Sent: Wednesday, Navember 29 2006 5:20 PM
To: SP) (FBL)
Cc: |(OGC) (FBI)r |(OGC) (FBI)
bject: IOB Policy
RECORD IOB bE
bic
FINALLYY
Here's our new 0B policy. Flease contact me o:ﬁ‘ you have any guestions.
Thyzanieal

10B External
Suidance.wpd (37 ..

MEﬂM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Co

Investigations
DECLASSIFICATION EXEMPTION 1

SECRET

“DERMED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintellige

Investigations
DECLASSIFICATION EX

DECLASSIFIED BY 65173/ DMH /KR /RY
AN 11-20-2007

NSL VIO-28450



From: | foce) (FB))

Sent: Wednesday, November 29, 2006 4:20 PM e
To: FBI_ALL CDCs ;
Cc: THOMASJUUEF‘OGCHFEH IOGC(F&x b7C
I |OGCMFEx (OGC)
(FBI)
ject: OB Policy
SEC
CORD IOB

Duplicate CTD/NSL responsive records {(CD) wvol 13

ification Guide G-3, dated 1/97, Forei nterintelligence

DERIVED FROM:
Investigations

DECLASSIFIED BY 65173/ DMH /KR /RY
AN 11-20-2007

NSL VIO-28452



From: | OGC) (FBI)
Sent: ursday, Marc ) 7 9:23 AM

To: GC) (FBI)

Cc: QG (FBIY foce) (FBI);
|locCTTED

Subject: eporing

SENSITIVE BUT UNCLASSIFIED

NON-RECORD Duplicate OGC3-IO0OB, Section 1

SENSITIVE BUT UNCLASSIFIED

NSL VIO-28472



be

From: | lioco) Fr)) O
Sent: Wednesday, April 05, 2006 2:53 PM |

To: HQ-DivO9-NSLB

Subject: LHM 10Bs

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Duplicate CTD/NSL responsvie records (CD) vol 13

----- Original ge-----
From: OGC) (FBI)
Sent: ednesday, April 05, 31 AM

To: FBILALL CDCs
Cc: -
be

| BT
N AV |

Subject: FW:

NSL VIO-28473



SENSITIVE BUT UNCLASSIFIED

NON-RECORD _ , ,
Duplicate 2€3-0-U, Section 25

----- Original i o6

From: koce) (ren) n7C

Sent: i i PM -
To: I iFBI) b2

Cc: ] JOGT) (Fe) b7E
Subject: S

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Duplicate 263-0-U, Section 25

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-28474




SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-28475



National Security Lettet
Training and 10B

Overview
Nattonal Securtty Law Branch

March 2007

B

NSL VIO-28478




What are National Security Lettets?

m NoLs ate mvestigative tools that allow the I'BI to obtan three
types of imformation -

® Phone and email communication tecotds from telephone compantes and
internct service providers (Flectronic Comm. Pravacy Act) (18 USC 2709)
(same information as gathered in pen register/TT except historic, not
ltve). No content nformatton.

n Fimanctal mstitution tecotds (Right to Financal Privacy Act) (12 USC
H14)(5)(A)

m Credit bureau tnfo - identity of financtal mstitutions whete consumet
matntains of matntaned an account, and consumer dentifying
mformation (includes names associated with person, current/ former
addresses and places of employment) (Fasr Credit Reporting Act) (15
USC 1681u (a), (b); full credit report  mecenational terrotssm cases
(1681v)

m Language tn NSLs will vaty accotding to the statute used

-

NSL VIO-28479



What 1s the standatd fot
1ssuing an NSL?

B The information sought must be relevant to an
authorized mnvestigation to protect agatnst inetnational
terrorism ot clandestine tntelligence activittes

B NOLs cannot be 1ssued based solely on the bass of 1%
amendment activities of a US Petson

B Must have 0 1ssue an NSL o8

m The subject of the NSL need not be the target as long
as the information sought 1s relevant to a Pl or FI

B Full credit report tnformation not avatlable under 15
USC 1681v for CI investigattons

R

NSL VIO-28480



Reporting Requirements

B Pursuant to PATRIOT IRA, DOJ 15 required to submt

annual reports to Congtess on the number of NSLs
requested concerning different US Persons, (excluding

subsctiber NSLs)

B The NOL statutes themselves also require semt-annual
tepotts on the number of NOLs requested

B Thus, the need to account for USP status of tatget of
the NSL 1n addition to the USP status of the target of
the tnvestigation

2
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Who must approve an NSL?

m A of March 9, 2000, approval authority has been delegated to
B Deputy Director

B [ixecutive Assistant Director and Asststant T'AD for Natonal
Security Branch

B Assistant Directors and all DADs for CI/CT/Cyber
1 General Counsel

m Deputy General Counsel for National Security Law Branch
n Assistant Director in Charge, and all SACs in NY, D.C,, and LA
1 All SACs in other field divisions

n Personnel i acting posttions cannot sign NSLs.

m NSLs approved in the field must also have CDC/ADC approval
NSLs approved 1n [1Q) must have NSLB approral

P
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What 1s the process?

B For all NOLs, tssuing office must prepate two
documents: (1) the NSL ttself; and (2) a Cover EC
approving the NSL and documenting the factual
predicate for the NSL. Pontes for these documents are

avatlable on the NSLB website.

B Remembet, A/SACs and A/DADs cannot be the final
approvers of an NOL.

b2
b7E

B
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Purpose of the EC

B The cover EC serves five functions:

8 [t documents the predication for the NSL by stating why the
information sought 1s relevant to an mvestigation

It documents the approval of the NSL by ficld/HQ
supervisors and attorneys

B [t contains iformation needed to fulfill Congresstonal
teporting requirements for each type of NSL

It transmits the NSL to NSLB, CTD/CI/ Cyber, and the
requesting squad or deliverng field division for delivery if
fecessary

1 [t documents the need for non-disclosure, if applicable

e
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What 1s required in the EC?

The EC must include an explanatton of the reason for opening and
masntaning the mvestigation tn otdet to assute that the NST, meets legal
standards and to suppott the certification that the NSI. 1s relevant to an
authortzed mvestigation and not based solely on the exetcise of First
Amendment ights by a USP. Just stating that a case 15 open on the subyect 1s
ot adequate.

If a non-disclosuse provston 1n the NSL 15 sought, the EC must tclude a
tecttatton of the reason for the non-disclosute provision to support the
certtftcation that disclosute may endanger nattonal secuttty of otherwise
terfere with an mvestigatton. Tnclusion of 2 non-disclosure PIOVIStON 15 10t
Automatec.

For teportng putposes, the EC must nclude case file number, subyects USP
status, type of NSL sssued, and the number of phone numbets, email
addresses, account numbers or mdvidual records betng tequested n the NSL

Make sute the USP status of the target of the NSL 1s cleatly noted

The tnvestigatrve case file number must be included n the EC. NSLs cannot
be tssued undet contro! frles.

SR
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What 1s tequited in the NSL itself?

AINSLs must be addsessed to the spectfic company potnt of contact (many
of which ate listed on NSLB’s webstte)

AINSLs should tdentify the statutory authority for the request, the type of
tecords tequested, and provide identifying information to assist the company

in processing the request. The NSL should “feect” the tectptent to produce

the tnformatton - that 15 a change from ptevious forms, which only
“requested” the tnformation,

Al NSTs tequire a certification that the recordls sought are relevant to an
authorized vestigation to ‘protect Agatnst mtemaﬁonal tereorsm of
clandestine mtclligence acttvitics and that an mvestigation of a USP 15 not
conducted solely on the basts of Fiest Amendment 11ghts

[fapproprtate, should mclude non-disclosure language

Cettatn NSLs mnclude an attachment outlining the type of mfosmation that
may fall within the description of the request (see NSLB webstte for mote
information).

3
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What 1s tequited in the NSL itself?

n Signed copies of the NSLs must be retained in
the {nvestigative case file,

1 All NSLs should have a reasonable tetutn date,

P

NSL VIO-28467



Model ECs and NSLs Available at
NSLB Website

NSLB: National Security Letters {(NSLs)

T Model ECs and NSLs (as of August 2006)

TN

Telephane Zubscriber EC(wpd)
Telzphang axkacher Makived)
Tull Recurd EClwpd)

ol Record Makrwpd)
E-Mail Subscriber EC(wpd)

E-Mzil Subzonber MELwad)

mos W e e

Tranzactonal Becord EC twpd)
Transact anal Fecord NSL (wed)
REPS EC (wpd)

10, BEPS NSL (wpd)

11, 1681u(3) Eo(epd)

14, 18U1u!'E) Heltwpd)

13, 1681u(l) EZ(apd)

14, 1881UNHY NeLiwpd)

15, 1681y EC (vpd)

15, 1A01v NSL{wpd)

17, MS. Delenation EC aparoved by Ciector (wpd)

W -y un

NATIONAL SECURITY LETTERS (UPDATED 9/27,/2006)

Mational Security lettars are a specific type of investigative toal that allows the FEI to
obtan certain limited types of information without court intervention:

NSL VIO-284688



Receipt of NSL Information

n Upon recetving NSL-dertved mformation,
ensute thete 15 no overcollection before
uploadimg the tnformation mto any database.

n [f the provider provided information outside the
scope of the tequest of not relevant to an
authortzed mvestigation, contact your CDC.

P

NSL VIO-28489



Dissemination of NSL-Detived
Information

m [nformation obtatned through the use of NSLs may be
dissemunated 1n accordance with the general standards

set forth in the NSIG.

m [f ECPA or RFPA NSL, dissemunation 15 permytted if 1t
15 clearly relevant to the responstbilittes of the rectprent
Aency.

B FCRA 1681u permuts dissemination as necessary for the
approval and conduct of national securtty tnvestigation.

B FCRA 1681 contatns no spectfic dissemination
proviston, beyond the NSIG

B
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Emertgency ituations

B [nformation protected under ECPA, RFPA, and FCRA
cannot be obtatned 1n advance of an NSL or grand jury
subpoena.

B ECPA protected iformation can be obtatned 1n the
event of an emetgency pussuant to Sectton 2702 of
ECPA if the provider in good faith belteves there 15 an
emergency nvolving death ot setious tnjury requires
disclosure without delay.

B There 15 no stmilar emergency disclosure rule for
financtal and credit records.

I
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Recent Changes to NSL Procedures

n New policy formaltzing the requirement that
NSLs be tssued trom tnvestigattve case fles

8 New policy formalizing the requirement that
copies of stgned NSLs be retained n the
fnvestigative case file

n New policy formalizing the requirement that
NSLs be approved by CDCs/ADCs 1n the field

1 A comprehenstve EC outlining all NSL
tequirements 15 forthcoming

¢
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Future of NSLs

B NOLs have been heavily scrutintzed tn Congess 1n
recent years. The NSL statutes have been changed in

both the USA PATRIOT Act and PATRIOT IRA.

B The DOJ Inspector Genetal conttnues to inspect the
FBI’s use of NSLs.

B Internal policies and changes n the law could result i
changes to the NSL process

B OGC developing an NSL management system in the
same vein as FISAMS. This system will facilitate the
creatton of NOLs and greatly improve our ability to
tepott to Congtess.

PV

NSL VIO-28493



Review of the Intelligence Oversight
Boatd

8 The [OB 15 charged with reviewtng activittes of
the Intelligence Communtty and mforming the
Prestdent of any activities that ate in violation of
the Constitutton, the laws of the United States,
Executtve Orders, or Prestdenttal Ditecttves.
Among its other responstbilities, the [OB has
been given authority to review the FBI’s
practices and procedutes telating to foretgn
ntelligence and foretgn countertntelligence
collection.

B
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FBI Obligations Under EO 12863

m At the FBI, the Asststant Director of the
[nspectton Diviston and the General Counsel,
“to the extent petmtted by law, shall repott to
the [OB, at least on a quartetly basts and from

time £o time as necessary ot approptiate,
concerning ntelligence activittes that they have
eason to belteve may be unlawful or contrary
to Executive order or Presidential ditective.”

Sectton 2.4)

SELRET

NSL VIO-28495



Reporting Requirements

m Violations of provisions of AG approved guidelines o
regulations destgned in full or in part to ensute the
protection of individual rights are considered
contraty to Executive Directive and thus reportable to

the IOB.

B Provistons which are essenttally adminfstrative in
nature and ate not covered by the description above
need not be repotted to the IOB but often must be
repotted to the Office of General Counsel as 2
potenttal [0B violation. When 1n doubt, err on the side
of teporting as a potenttal [OB violation.

-
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“Adjudication”

1 The Office of General Counsel will determine
whether a parttcular tnctdent 15 reportable to the
[OB ot metely adminsstrattve n nature.

1 A record of dectstons not to teport incidents 1s
matntatned by the FBI and 15 subject to review

by the Counsel to the 0B or DOJ Office of

[nspector General upon request.

>
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Common PIOBs te NSLs:

B derving an NSL the requests information beyond the
scope permisstble by statute (Le. content information,
full credit reports 1n CI cases).

B Recerving information beyond the scope of the NSL,
even 1f 1t was third-party error.

B Serving an NSL that contains etrors resulting n the
acquisttion of information not relevant to an authortzed
nvestigation (L. typographical etrors).

B derving an NSL that 15 mternally mconststent and cttes
different legal authorities or none at all

P
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Examples of Other PIOBs

B [nitating electrontc survetllance ot physical search
without legal authortzation

B Hatling to terminate an authortzed survetllance at the
time presctibed

B Engaping in investigative actrvity beyond the scope of

the

legal authority gtven

1 A carriet prov1dmg information beyond the scope of

the

legal authority given tesulting in the unintentional

acquisttton of data

1 Fail

ling to adhere to minimization or dissemination

requirements

el
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How to Repott

n Al FBI employees have an obligation to report
potenttal [OBs within 14 days of the discovery

of the posstble etrot or violation.

1 Potenttal [OB matters are to be reported to
INSD and OGC by Electronic Communication.

1 The EC should include all the detatls and

provide informatton as to what was done to
correct the potenttal violation and what has been
done to ensute that it will not be repeated.

pad
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Report, Report, Report

B Reporting a violatton to the IOB 15 NOT the
equivalent to reporting a violation to the Ottice
of Professtonal Responstbility. Employees
should not fear reprisals from the IOB or the
Office of General Counsel.

€
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1 NSLB -

Questions?

SEC
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From:
Sent:
To:

Cc:
Subject:

OGC) (FBl)
Thursgay. May 11, 2006 2:44 PM

OGC) (FBI)
OGC) (FBI)

NSL TUB QLuestion

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Is there any other kind of question?

e |

Your thoughts?

SENSITIVE BUT UNCLASSIFIED

ALL THFORMATTON ‘CONTATVED

_B517% SEHHAESESREI

NSL VIO-28503
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SECRET
BLL INFORMATION CONTAINED
HEREIN IS UMCLASSIFIED: EXEEFT
NSL VIO-28505  weERE SHOWN OTHERWISE




QI\'I“DF‘T

£

SE)tiET

NSL VIO-28506

b2
b7E



SEQKET

b7E

A Y

NSL VIO-28507



"“"X“’“ b2

b7E

SPRRET

NSL VIO-28508



SPERET

b2
b7E

%e;‘u‘

NSL VIO-28509



SPCRET

SEARET

NSL VIO-28510



SESRET

b2
L7E

S E%ET
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b6
b7cC

From: OGC) (FBI)

Sent: ‘ 206 1128 AM

To: OGC) (FBI)
ubject: RE: Easy I0B Question

RECORD IOB

Y — bs
vou are correct | I bé
b7cC

Fhings have been a little hectic given the recent events. Bul I'm doing well, Hope all is well back
- W g P
at HQ)

Thagks

b6
To: bic
Subject:

RECORD I0B

;ow are you? How is evervthing going? | just wanted to double check something with you.
Julie aske

Hone vauace doing welll

FBI Classification Guide G-3, dated 1/97, Foreign

Investigations
DECLASSIFIC

. G-3 FBI Classification Guide G-3, dated 1/97, Foreigh C

Investigations
DECLASSIFICATION EXEMPTIO

SECRET

B BY 65179 /DHH/KSR/ER

NSL VIO-28512



From: | foce) (FBiy

DGC)

Sent: Thursday,March 15,2007 10:46 AM

To: OGC) (FBI)

Cc: J(OGC) (FBI
{FBI)

Subject: RE: HOTHI (REVISED Caproni Testimony)

UNCLASSIFIED

NON-RECORD

3 £ !

've added the 1OR commeanis in bold.

N

Valerie's Testimony
- [OB comm...

From: I IOGC) (FBI)

Sent: Thursday. March 15, 2007 9:51 AM
To: LoLVLBRT) (OGO LERT)
(OGC) (FBI); 0G ; (OGC) (FBI)
Subject: HOT!!! (REVISED Caproni Testimony)
Importance: High
UNCLASSIFIED
NON-RECORD
ALL -

As you review GC Caproni's testimony, PLEASE use the version {attached)

that she distributed this morning {vice last night's). Il's different in several

respects.

Thanks! Bé

b7C

TeD

----- Original Message-----

From: I EGC) (FBI)
Sent: ursday, marc , 2007 8:37 AM

To: BEERS, ELIZ 811 JOGC) (FBI
&f[); ocCA) (FBI) Joo) (0Ga)
OGC) (FBI
Subject: Judiciary testimony
UNCLASSIFIED
NON-RECORD

Very rough draft attached. Beth: not ready for DoJ -- still too rough.

NSL VIO-28513
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Looking for factual corrections, tone, etc.

<< File: housejudiciaryig2007.001 . wpd >>

UNCLASSIFIED

UNCLASSIFIED

NSL VIO-28514



From: |

OGC) (FBI)

Sent: Thursday, February 01,2007 124 PM

To: | bco) Feiyl loce)
(FBI)

Subject: RE: I have an |OB question
UNCLASSIFIED
NON-RECORD

: plaase add some brilliance 1o these thoughts.

----- Original Message--—-- b 6
From: | JOGC) (FBI) b7C
Sent: I_'mg;dahﬁghmnﬁl, 2007 1:11 PM
To: 0GC) (FBI); Joso) (FeD)

Subject: [ have an 10B question

UNCLASSIFIED

NON-RECORD Duplicate Folder #67
UNCLASSIFIED

UNCLASSIFIED

NSL VIO-28515
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From: [ Jioce) (FB)

bé
Sent: 007 9:19 Al B7C
To: OGC) (FBI DGC) (FBI) ‘
Subject: RE: IMPORTANT GUIDANCE
UNCLASSIFIED
NON-RECORD
b5

----- Original Message.----
From: e 10GC) (FBI) bé
Sent: 07 8:53 AM .
To: 0GC) (FBD)4 foso) (rex) b7cC
Subject: FW: IMPORTANT GUIDANCE
UNCLASSIFIED
NON-RECORD Duplicate Folder 59, Section 1

----- Original Messgge.——-- bé
From: I IINSD) (FBI) adit
Sent: Sunday, March 18, 2007 6:07 PM b7C
To: I_z—hbec (FBI) I B2
Cc: NSD) (FBI) FBI); THOMAS, JULIE F. (OGC) .

¢ I'FE T) b7E

Subject: RE: IMPORTANT GUIDANCE

UNCLASSIFIED
NON-RECORD

Duplicate Folder 59,

Section 1

----- Original Nrﬁaaa—..._l
From: FBI)
Sent: Sunday, March 18, 2007 5:18 PM
To: (INSD) (FBI)

Cc: I IINSD) (FBI)
Subject: T E

UNCLASSIFIED
NON-RECORD

[ 1

ALL INFORMATION CONTAINED
HEREIN I3 UNCLAZSTIFIED

bé
b7C
b2
b7E

DATE 12-07-2007 BY 6517%/DMH/EsR/RM NSL VIO-28517



Duplicate Folde 59, Section 1

----- Origj e
From: INSD) (FBI)
Sent: rday, Marcn 17,2007 2-19 PM

bhé
b7cC
b2
b7E

NSL VIO-28518



b6

b7C
b2
b7E
Subject: FW: IMPORTANT. GUIDANCE
UNCLASSIFIED
NON-RECORD
----- Orig oo
From: %NSD) (FBI)
Sent: _Sapday March 17 2007 12-02 PM
To:
b6
bic
b2
b7E
Cc:
Subject: TMPORTANT GUIDANCE
UNCLASSIFIED
NON-RECORD Duplicate Folder 59, Section 1

NSL VIO-28519



Duplicate Folder 59, Section 1

~ UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

NSL VIO-28520



From: Il foGe) (FBI

Sent: W? 11:23 AM b6
To: OGC) (Fli“ bh7¢C
Ce: [CGce) Fay) loco) (FBI)
ubject: .
T
RECORD IOB
b5
, . — be
Jcio you nave any thoughts on this” P7C
----- Original Mess
From: ] IOGC)(FBI) b
Sent: ; 7 12:21 PM :
To: | GC) (FBI) biC
Cc: ) (FBI)
Subject: ?
RECORD I0B
b5
[Soity 1or 50 many questons. | | ho6
oricina h7C
----- rigina -
From: 0GC) (FBI) be
Sent 07 10:36 AM b7C
To: DGC) (FBI)
Subject:

ECORD
<< File: QOOSprd >> << File: 2003DHM.wpd >> << File: 2OODr.wpd >>

IVED FROM: Multiple Sources
DECDASSIFY ON: 20320319

DERIVED FROM: Mult
DECLASSIFY ON: 20

NSL VIO-28521
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b6

From: | (OGC) (FBI) :b’T c
Sent: Friday, December 08, 2006 8:50 AM :
To: HQ-Div09-NSLB
Subject: RE: 10B Handbook
CNARN

~ Duplicate CTD/NSL reponsive records (CD) vol 13

----- Original Messaatassss
From: I kOGC) (FBI) 'b 6
Sent: Thursday, December 07, 2006 3:36 PM :
To: HQ-Div09-NSLB b7C
Subject: I0B Handbook

C

RECORD I10B
Duplicate CTD/NSL repsonsive records (CD) wvol 13

DECLASSIFIED BY 65173/ B/
ON 11-20-2007

NSL VIO-28522
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b7C

From: GC) (FBI)
Sent: arc 08 PI«M ‘
To: o) Fi)f loce) b6
(ERI bC
cc: | oo (Fei| foce)
: IOGC) (FBI)
Subject: RE: | ssues Relaling 10 tne Inspection Division's Audit
UNCLASSIFIED
NON-RECORD
We had a meeting with Juiie on Wednesday | |
bb
{ agree.
----- Original Messagazzaz
From: | bGC) (FBI) be
Sent: ,mm_ziw 8:00 AM j
To: (OGC) (FBI) b7C
Cc: 0GC) (FBI){ Jocc) (Fe1)
Subject: ssues Relatng to the Inspection Division's Audit
b5

----- Original Message-----

From: THOMAS, JULIE F. (OGC) (FBI)

Sent: Thursday, March 22, 2007 3:41 PM

To: K_l(oco [:::: loce) (re1)

Cc: [OGL) (FBI) OGC) (FBI)

Subject: 5 ME['ng to the In

UNCLASSIFIED

NON-RECORD . . . ) . .

e Duplicate OGC3-I0B, Section 1

""""" VADHE FESR BT

----- Origl e

From: IOGC) (FBI)

Sent: :14 PM

To: OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI)

cc: | foso) (ran) WGC) (FBI)
Subject: RE: ssues Relating to the Ins

be
b7C

NSL VIO-28524



Duplicate 0OGC3-I0B, Section 1

----- Qriginal Message_____
From: m(om (FBI)
Sent: Thursday, Martcl , 2007 2:40 PM

To: THOMAS, JULIE F. (OGC) (FBI)
Cc: (OGC) (FBII IOGC) (FBI)
Subject: : ssues Relating to the Inspection Division's Audit

)
R 10B

Duplicate OGC3-I0OB, Section 1

NSL VIO-28525
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From: co) (F8D) b
Seng =sday, March 21, 2007 6:08 PM -
To: 0GC) (FBI) b7C
Subject: RE: TOB Issues Relating to the Inspection Division's Audit
] T
RE : . . ~ : -
Duplicate OGC3-I0B, Section 1
bé
----- Original Message----- : C
From: | JGC) (FBI) bic
Sent: Wednesday, Marc , 2007 4:22 PM
To: HQ-Div09-NSLB; FBI_ALL CDCs; CAPRONI, VALERIE E. (OGC) (FBI)
%‘INSD) (FBI)
Subject: ssues Relating to the Inspection Division's Audit
RE
R 10B

Duplicate CTD/NSL responsive records (CD) vol 19

NSL VIO-28526



Duplicate CTD/NSL responsive records (CD) vol 1@

NSL VIO-28527



, dated 1/97, Foreign

DECLASSIFICATION-EXEVPTION 1
SECR

DERIVED F L FBI Classification Guide
Counterintelligence Inves ians

DECLASSIFICATION E 1
SECRET

DERIVED : | Classification Guide Gm

Counterintelligence Investiga
DECLASSIFICAT, ION 1
S

G 197, Foreign

UNCLASSIFIED

UNCLASSIFIED

NSL VIO-28528



From: | GC) (FBI) o
Sent: onday, March 26, 11:07_ AM b¢

To: 1 (FBIy;| [>GC) (FBI) b7¢C

Cc: INSD) (FBI) B2
ubject: RE: IOB Issues Relating to the Inspection Division's Audit .

s T b7k
ECORD IOB

[

b5
bé
Thanks b7C
b2
m |79 /DMH /KSR /R
| Counsel
National Security Law Branch
be
----- Original Message..-.- biC
From tFB[) 1o
Sent 07 7:46 A e
To: 0GC) (FBI) IOGC) (FBI) b7E
Cc: ) (FBI)
Subject: elating to the Inspection Division's Audit
S ET
ECO OB »
Duplicate Folder #51
Original b 6
From: MOGC) (FBI) b7C
Sent: . 1, 2007 4:22 PM
To: HQ-Div09-NSLB; FBI ALL CDCs; CAPRONI, VALERIE E. (OGC) (FBI) INSD) (FBI)

Subject: 10B Issues Relating to the Inspection Division's Audit
RECORD I;B

NSL VIO-28529



Duplicate OGC3-~I0OB, Section 1

NSL VIO-28530




Duplicate OGC3-IOB, Section 1

DERIVE Bl Classification Guide

Counterintelligence Investi
DECLAS EXEMPTION 1

DERIVED FROM: ification Guide G-3, dated 1/97, Forei erintelligence

Investigations
DECLASSIFICATION E

S

m: G-3 FBI Classification Guide G-3, dated 1/97, Foreignwjelligence

Investigations
DECLASSIFICATION EXEMPTION

SECRET

NSL VIO-28531



From: OGC) (FBI)

Sent: I_Lnundauum.zL 507 1119 AM Lo
To: (OGC) (FBI) bic
Subject: RE: OB Issues Relating to the Inspection Division's Audit
RECORD IOB
b5
----- Original Messia_l—---
From: OGC) (FBI) b
Sent: Thursday, March 22, 2007 11:11 AM )
Subject: H Seues Relatng to the Inspection Division's Audit
RECORD IOB
b5 BT 65179/ DHH/KSR/PW
----- Original Mes jb &
From: FL_lFBl) b7C
Sent: mZOW 11:07 AM bZ
To: OGC) (FBI) ;
Subject: - ing to the Inspection Division's Audit 7 B
RECORD IOB
b5

----- Original e

A — T

Sent: ednesday, Marcl , 2007 4:22 PM

To: HQ-Div09-N5LB; FBI_ALL CDCs; CAPRONI, VALERIE E. (OGC) (FBI) Ileo) (FBI) bé

Subject: I0B Issues Relating to the Inspection Division's Audit tb7C

S T

ECOR B

Duplicate OGC3-I0B, Section 1

NSL VIO-28535



Duplicate OGC3-I0B, Section 1

NSL VIO-28536




Duplicate OGC3-I0OB, Section 1

" DERIVED-FROM: G-3 FBI Classification Guide G-3, dated-4/67-Foreign
Counterintelligence Invée i
DECLASSIFICAT ON 1

DERRMED EROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Co

Investigations
DECLASSIFICATION EXEMPTIO

SECRET

Investigations
DECLASSIFICATIO

DERIED FROM: G-3 FBI Classification Guide G-3, dated-4797, Foreign Counterintelligence

Investigations
DECLASSIFICATION E

SECRET

NSL VIO-28537



From: OGC) (FBI)
Sent: 34 PM
To: OGC) (FBI)
Cc: (FBI)
Subject: RE: NSL 10B Question
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
----- Original Mess 3@z
From: I l(OGC) (FBI) b6
Sent: ursda a 156 PM )
To: oGc) (FBI) b7C
Cc: JOGC) (FBI)
Subject: : uestion
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
That's my understanding
----- Original aaaaa P
From: GC) (FBI) -
Sent: 44 PM Zb 6
To: 0GC) (FBI) b7C
Cc: OGC) (FBI)
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Is there any other kind of question?

Your thoughts?

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

ALL INFORMATION CONTAINEL
HEREIN -T§ UNCLASSIFIED -
DATE 1207 ~2007 -BY- 65179 /HH/

NSL VIO-28538

beé
b7C

b5
b2
h7E

b5



SENSITIVE BUT UNCLASSIFIED

NSL VIO-28539



b6

s 5

b2
b7E
From: l J(OGC) (FBI) bR
Sent: Tuesday_March 20, 2007 1:07 PM s
To: [ lloce) Bl
Subject: RE,:l
. .SECRET
c S :l ' RECORD| |
b5
----- onginal Messagde— .
From: | Joac) (FaI) ho
Sent: 007 12:36 PM ;
|: S 'J e Tor IIW(OG ) (FBI) ;b?C
Subject: - REL bl
SECRET Jb2
i S :| ... .RECORI ;b7E
| b7A
b5
b6
b7cC
thope that this hejps. | will get back te you as scon as possible. Thanks

TED BY 65179/DMH/IER/RN
(cl

ALL INFORMATION CONTAINED

HEREIN I35 UHMCL&SIIFIED

NSL "HEBE HEUY OTHERVISE

1.4
STFY-Ol - 12-07-203%
S{?)GET

EXCEPT



----- Original Fg;ﬁgg--—--
From: FBI)

Sent: Tuesday, March 20, 2007 12:08 P

To: H_h_"hr:r) (FBLL QGC) (FRL

Ce: keend Jceend Fen);
1

"""S’Lilil‘éft:wm -FW,

SECRET

| G2} | | [G3Y)

RECOR

Duplicate Folder #26

b6
b7C
b2
b7E
b1
b7A

NSL VIO-28541




. “Subject:

SECRET]
""""""""" RECORq
Duplicate Folder #26

he
SPRRET b7C
b7E
bl
----- Original Message----- h7A

From: (FBI)
Sent: Im 11:17 AM
To: BI)

I:ERLVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreiqn/
Countex|ntelligence Investigations
DECLASSIEY ON: 20170320

SECRET

DERIVED FROM: G-3 ed 1/97, Foreign

DECLASSIFY ON: 2017032
SECRET

Investigations
DECLASSIFY ON: 20170320

SECRET

DERIVED FROM: G Bl Classification Guide G-3, dated 1/87>Eoreign Counterintelligence

Investigations

: 20170320

NSL VIO-28542

SECAT



b6

b7cC

b2
From: (OGC) (FBI) b7E
Sent: [ hursday, March 22 _JU07 4:31 PM
To: L JFeil oce) (FBiy
Cc: (FBI (CD) (FBI):

FBI); (OGC) (FBI)
Subject: RE: NSL Audit - [OB Issues
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
----- Original Messag@azzzz Lb6
From: JFe1) b7C
Sent: Thursday, March 22,2007 11:07 AM b2
To: GC) (FBI) OGC) (FBR o
Ce: (FBI) CD) (FBI) |Fen; BTE
‘I IZ'o'G'c'jTFBI)
Subject: NSL Audit - IOB Issues
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
b5
b7E
bé
= . B7C
egal Uni 12
b7E

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

ALL INFORMATION CONTATHED
HEREIN 15 UNCLASSIFIED
DATE 12-07-2007 BY 65179, DMH /KSR/RN

NSL VIO-28543

b5



JF0 mr;trz"m':' EQ}I??;;:EI&ED

From: OGC) (FBI)

Sent: rmmmuuu:n_zmumlpm
To: FBI) OGC) (FBI)

Cc: | PGCy (FBN
Subject: RE: NSL Audit - [OB matters
SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Mynean - You ara correct |

be

----- Original Mess - a
From (FBI) :b 7C
Sent 21, 2007 3:13 BM } b2
To: (OGC) (FBI) OGC) (FBI) :
Cc: . (OGC) (FBI) DI7E
Subject: - matters
Importance: High
SENSITIVE BUT UNCLASSIFIED . . -
NON-RECORD Duplicate Folder #76¢

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-28544

b6
b7C
b2
b7E

b5
D

e

bTE



b6
b7C
b2
b7E

From: IFBI) )
Sent: 7 3.50 PM be
To: DGC) (FBI DGC) (FBI) HIC
Ce: (OGC) (FBI) 4
Subject: RE: NSL Audit - OB matters >
SENSITIVE BUT UNCLASSIFIED b7E
NON-RECORD
Thanks

-----Original Message----- :b 6

From: | JOGC) (FBI) b7C

Sent: rmedna:dawam_zmu. 9 PM B2

To: e Joeo)(FeL)

Ce: EOT () b7E

Subject: : udit - matters

SENSITIVE BUT UNCLASSIFIED
NON_F [{afal-1a)

— Duplicate Email dated 3/21/07 this section

ALL THFUREHATLON UONTAINED

S UNCLASSIFIED
11-2007 BY 65173 /DMH KR RN

ppco) (Fen

----- Origina smaac

From: FBI)
Sent: o1, 15 PM
To: (OGC) (FBI

Cc: OGC) (FBI)
Subject: udit - matters

Importance: High

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Duplicate Folder #76

SENSITIVE BUT UNCLASSIFIED

NSL VIO-28545



SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-28546



From: | (OGC) (FBI)
Sent: Monday,_January 29 _2007 3:13 PM

To: OGC) (FBI)
Cc: FBI); SILLS
Subject: —TNSL queston

UNCLASSIFIED

NON-RECORD

—T

be
b7C
o

b7E

b5
bé
b7C

Hope this helps.

‘Hanks

From: 1 }(OGC) (FBI) °

Sent: Monday, January 29, 2007 10:56 AM
To: QGO (FBI)
Cc: I IFB])
Subject: .

UNCLASSIFIED
NON-RECORD

b6
b7C
b2
b7E

b5
be
b7C

----- Original Message-----

From: FBI)

Sent: 7 10:50 AM
To: GC) (FBI)

b6
b7C

NSL VI§§%547



Subject: RE: NSL question

UNCLASSIFIED
NON-RECORD

L1

bé
b7C
5
----- Original — b6
From: bGC) (FBI) b TC
Sent: 07 11:59 AM .
To: | IFBI) b2
Subject: + NSL question b7E
UNCLASSIFIED
NON-RECORD
b5
----- origy b6
Sent: 7 6:57 AM ’
To: GC) (FBI) :b %
Subject: NSL question b7E
UNCLASSIFIED
NON-RECORD
b6
b7C
b5

Any guidance?

NSL VIO-28548



Thanks

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

NSL VIO-28549

b6
b7C
b2
bh7E



From: | koce) Fe)
Sent: Wﬁ& 2007 9:49 AM bé
To: {OGC) (FBI) b7C
Cc: | !(OGC) (FBI OGC) (FBI)
iubject: : : raining wi B Overview

RECORD XXXX

This is what | have so far. | have to go to a meeting across the S-t.reet! but 'l think about this
=) <
nore.

Thankst

NSL 10B.ppt (257
KB)

bé

----- Original Messageo——oz )
From: — TGRS e
Sent: ednesday, Marcnh 28, 2007 8:53 AM

To: (OGC) (FBI)
Subject: raining wi Overview

S
RECORD xxxx

b5
b6
b7C

<< File: National Security Letter Training for Drafters March 07 ppt >>

THIS EMAIL MAY CONTAIN ATTORNEY-CLIENT PRIVILEGED INFORMATION

}RN_EQ FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Welligence

Investigatic
DECLASSIFICATI

SECRET

DERIVED FROM: G-3 FB

Investigations
DECLAS

Ssification Guide G d 1/97, Foreign Counterintelligence

TION EXEMPTION 1

NSL VIO-28553



From: l [OGC) (FBI)

Sent: Wednesday, March 21, 2007 4:44 PM jb 6
To: THOMAS, JULIE F. (OGC) (FBI) I)GC) (FBI) b7C
Subject: RE: Over Collection Question

UNCLASSIFIED

NON-RECORD

Wo. That seems reasonable.

From: THOMAS, JULIE F, {OGC) {FBI)

Sent: I.lnhdﬁidﬂ-m-'ﬂl, 2007 4:33 PM b é
To: 0GC) (FBI);:lOGC) (FBI) ;
Subject: FW: Over Collection Question b7C
UNCLASSIFIED

NON-RECORD

I don't have a problem with this.. do you? ]
39 /DMHKER /RY
Julie F. Thomas

DGC, National Security Law Branch

Office of the General Counsel

Room 7975 b2
bé
b7
----- Original Mes Ib /C
From: 0GC) (FBI) b2
Sent: ‘ednesdaay, Marc R / 4:29 PM ’
To: I.mmasa.u;;ai)ec) (FBI) DTE
Cc: FBI)
Subject: FW: Over Collection Question
b5
beé
b7C
----- Original Messgaaazazs :
et E— b6
Sent: ImadnﬁdemMi 3:17 PM h7C
To: 0GC) (FBI) b2
Subject: ~RE: Over Collection Question :
DbT7E
UNCLASSIFIED
NON-RECORD
b5

NSL VIO-28554



----- Qriginal

From:
Sent:
To:
Subject:

Unfortunately, ves.

0GC) (FBI)
»” 4:13 PM
FBI)

uestion

bé
b7C
b2
b7E

Sty hed ]

UNCLASSIFIED
NON-RECORD

2 2:09 PM

GC) (FBI)

bé
b7¢
b2
b7E

Thanks.

o

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

NSL VIO-28555

b5
b6
bic

b5
b7C
b2
b7E



be
b7C
b2
b7E

b6
b7C
From: | IFBI) b2

Sent: puesday Ao 02007 5 40Pl b7E
To: GC) (FBI); FBI_ALL CDCs:; HQ-Div09-NSLB

Cc: CAPRONL VALERIE E_{OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI);
| GC) (FBI)
Subject: . Redaction Folicy

UNCLASSIFIED
RECORD OGC
m&t at: in regard to the EC dated 4/4/2007 fitled "Procedures for Redacting NSL
Fesuts " | have saveral guestions:
b5
b6
bic
b2
b7E
----- Original s
From: GC) (FBI)
Sent: , A 2:03 PM
To: FBI_ALL CDCs; HQ-Div09-NSLB
Cc: CAPRONI, VALERIE E. (OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI)| | he
(OGC) (FBI) j
Subject: Redaction Policy h7C

UNCLASSIFIED
RECORD OGC

Please see the attached EC - Procedures for Redacting NSL Results, 319X-HQ-A1487720-
OGC Serial 353.

<< File: Redaction Policy.wpd >>

UNCLASSIFIED

UNCLASSIFIED
ALL INFORMATION CONTATNED
HEREIN I5 MNCLASSIFIED

DATE 12-07-2007 BY 65179/DHH/KSR/RY
NSL VIO-28556



ALL THFORMATION CONTAINED
HEREIN I35 UNCLASSIFIED
DATE . 12-07-2007 BY. 65175/ 0IH/ESR/RW

NSL VIO-28557

b5



NSL VIO-28558

b5



NSL VIO-28559
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NSL VIO-28561

b5
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NSL VIO-28565

b5



10

NSL VIO-28566




11
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12
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13

NSL VIO-28569




14
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