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From: OGC) (FBI)

Sent: guwmmmu? PM

To: OGC) (FBY); 0OGC)
(FBI); [OGC) (FBI)

Subject: FW: Issue

UNCLASSIFIED
NON-RECORD ALL INFOFMATION- FAINED

R LS ol b

From: (FBI)
Sent: 007 4:19 PM
To: GC) (FBI)
Cc: (FBI)
Subject:

UNCLASSIFIED
NON-RECORD

After our conversation | spoke t
|

1 [Think 0GC
needs 1o clary tnis 1ssue.

Thanks,

UNCLASSIFIED

UNCLASSIFIED
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SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIHE Date: 0z/0&/2007

To: Attn: 2SAC '1 ]

Inspection Attn: II3, CR3

From: Office of ths General Tounsel
NSLE/ LU/ ROO RS
Contact: SSA

Approved By: _Thomas Jplie B

brafted By:

“Case ID #:-PRL  C o-HQ-ClC20730-V10 (Pending]

BLL: 1HFQ’RH&TIUI'I CONTAINED
T-i-t-le:--~~-~~->< TNTRTT.TGFNCR_QUERSTGHT BOARD HEREIN 15 UNCLASSIFIED EXCEPT

MATTER 20074 L RHOWY . OTHERPDTZE

‘SynopsiStmmEB( It is the ocinion of the Office of —he Generzl

Counsel (0O5C0) that the wmatters in s=ctions A and B (designated
below) must be reported te the Intelligence Oversight Bozrzd
(ICE). OGC will prepare and deliver the necessary corresponder.ce
—o the IOE.

(U Der je) (| - -3
D ify T 1

(- Administrativermm}}ﬁ: Thiz slectronic communication (EC) contains

m 3

b2
b7E

information from tre following docaments: (1) a copy of the EC
dated 02/27/2007 Zrom the | | Field Office

| to OGZ reporting =lght potential IOB mazters, and
() the FEI's Rutomatez Tasze Buprort system (ACS).
l | -ptes teo sukwit all eight potential TOR issies
J P

in cne EZ. The EC was dividsad into five separate scctions, A-E,
and cur responss will be drafted in a similar manner for
conTinuity purposes. Thess revortsd ICE matters are all derive
from —he audit copiycted by the Office of Trnscec-or General (OLG)
which —colk plzce FBI field
offices.

SECRET
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SECRET

T From:  Office of the Zeneral Toanzel
Re CTE-HO-ClI9736=-V10, 0370872007

Reference:” 278 — 212207 56-YI0, zerial 2718

% m““lu serial 63
Details: ><{ By EC da-ed 02/2°/°007, | | crovided oG
writften documentation <f =2ight issues that require a review of

the facts in crder to determine whether they warrant reporting to
the ZOB. In our opinion, as to three issues (the one in section
A and the two in section B), it does Our analvsis follows.

(3) A.
he 1ssie brought fo Lho gtfention
ot ] Jand OGT, Ly the OIG, was that
al_.sgsdly izsued a National Security lLetter (MNolL) without
chtaining required approval | Lz detoiled review of
AZ3 and tocl | EC Indicate that actions
may hzve rezulted 1n an unintentioral & pce

“003, Philadelphia drafted and subwitted an EC o

Sy On 1o/z4/
sting ]

FEZHO Iege:

|l'he czse zgent, as taught, provided

expiraticon date of 01/29/2004 in his communization rejquestiTog o

] raking the assumpticn hie request would ke approved.

FEZHQ did nol regpond Lo hig roguest yrdi- ~2/01/2303. T -
resoonse, FZIHQ grantad| |
L1 itse resp-.nse, FBIHO did not
changs date entered py the |
ayent. Rezcause of thils failure, fto zall now readindg TH1S
j‘:um nt, a presumption iz made thatL_I |
BIHC should be added onto [date.
Te e 5 date was rever formally approved by
FEZHQ. Trnerefore, | |qiven by FBIHC should
[\ ave reer I I

3 To ma?@ the matter above more comp_icated, FBIHG, after

= D
L_L
o
\l
.
o
o
<
'_l
o
LL:
LL..
"‘7
)
’,3
s
v:D
(o}
_—

el JL/OJ/ OO- | DR SR TRIREN

ESl
)

naty
Me 1o randurnn (AHH Ferauce TLlno advised]

SECRET
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SECRET

PR | | From:  Offize
Re:  T/=-40-CIZ7W/ 36-V10, 0370

of the Zeneral Coanael
SooT

bl
b2
b7E

bl

iS1 It is apparent, That the error was compcunded by the fact
that a new set of Attorney Gensral Guicelines sarne into effect on
(/20 /20053, fuarther confusing the proper erpiration date. Any
errcr nads byl fir the seszcrikbed -ase was not

nma_icious in nature, and was made in good faith. Had the case

ajent been aware that the casel " |
and nct fhe mistaxenly believes LT o L rnro—=rror

w-uld have never occurred. Unforftunate
errcras reflected on the previous commuricaticnz 1n the case file

czuzed an N3L to be disgued on 06/23/2004, |

Althoughl biever received any information
from the carrier concerning this request, the igsuing of the NS
still constitates a vielation which 1s reportarle to the IOE.

(3) B.
<l
I on
KV | cubmitted two MNSL requests, one to
and one to | Both of ths N8Ls and the oover

- quited the statutory authority to be Title 15, UST 16zlv.
Thle authority, however, deals solely wiblh Lerrorizsn
in“cotldatlunu and allows the FBI to oktain full credit reports.

The aunthority that zhconld have beer cuzted by Fhiladelphia in a
counterintelligence inves<igation was Tit_e 15, U3C 168lula),

whiz-h enakles the FEBI to obtzin credit “istings (information
pertaining to financial institutiors, addresses ~f those
nstitutions, places of enployment, etc.), but not full credit
repirts.

:b2 {1 )k(l |advis%d that a11 ir7-~rmati n rec=ived Iy this

unintentional overcight oo ooolcotcores in the safe of their
Chiszf Division Counsel. r advised that the improperly
okbtained information has not been used in their investigation.

lrecognizes the error an2 that the inproperly

-2 _le-t=ad information, al-hough unintertional, constitutes a
violaticon which i1s reportable to the 1OK.

bl (3) c.
bz
b7E

SECRET
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SECRET

of the Zeneral Coanael
cooT

- I | Eronme: Offince
Re: < 79-d0-CLLZ0735-v10, (3/01

oy |
[ S

|
| O od/ 11/ i ] 1ssued

three N3SLz| |cursaant £o Tizle
_5, USC l1laglwv, the fterrorism statute, rejuesting fall coredit
Leports oa th= =zubijsct of the 1n"’s*1qa*lun. The cover EC

ased to rejquest the issuarce of the three HN3Ls used
The —anguage stating ~he authority was being granted pursuan- =o
Tiftle 15 mbbccadddllod , the counterirtellZgence statute. In the
cover EC only ashed Zor the dentity of financial

0]

nstitutions, a
the NSLs.

opposed To the full credit recorts rejquested in

' R review of the Q02/22/2007 EC froml reporting
the potential ICE infractions causcd cone confusion for the
wWwriter, So N 03/ 0t t € o o obe L oo versation with
the drafter of the EC. ezplained —hat

3incte it was a terrorism case, the verkladge 1n the HN3Ls was
correct, and sach of —he NGLs were reviewed and signed.

|informed that the EC that was used was a mistake on

the 37t o7 The agent that drafted the cover document.

added that the investigation warranted the rejuested

HELe =nvd the credil repor_ing companies never would have heern
c-nfuzed Ly the EC becauss they do nct recelve a copy of tha=z
droumznt. The EC 1g merely used as a teans of subnditting the
HZL=z (that were attached) to the case file. The mistake in —he
EZ, althougn sleppy, did not alter the Znvestigaticon in anyway,
and thisz zcrivener's error, citing to 16%.4W rather than 1631w,

did nct violate any law. | |had the akility under a
terroriszm investigation tomreguest oreo.t reworts, and they made
Lhat request Therefore, OGC kelieves that the mlotake made by

wAas acdininistralive in nalors, and does oot wAarran:

TopoLtelilg o thoe IOE.

"S:I
Lon 10/03/2005, [issued a NSL which
reguested that | |zend -IT rTecoros from
| 1rnstead,] lsent yecords to or
nformaticon fron

93]
it

w

Leqrnad of the thITA-party Ilctare ard Look LIE applopriace steps
sermester fhe addiziona]l five waeks of records that were sent

f -
£< then. advised that theyv did not do any indexing
or follow-up analysis on “he over—--ollected information.

SECRET
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SECRET

T From:  Office of the Zerneral Toanzel
Re: 72 -HO-CIZCZ9735-V10, 03708/2007

Ry Despite the mistalke by EZ had a legal right to

the over—-c-ollected informat Lol THEN cedived,  Howsver, since —he
reccrds were not rejuested, |a:questered the

doclisnts Therefore, no improper action on the part of

ocourred, and OGC believes that this matter does no-

warrant reporting to The IOR.

(3) E. I |

Oon 09/26/2005,] | izsaed a W3L
’cque:tlnw Tnrcormacicn on an email azdress frox U1/01/2005 thru
In response ©o that L:fL-:t the vrovider produced

;nfLLmatlon from| This additional

five montns of data (Zwo months prior to the requested date, and
three months after the —ermination datel weould have heen
opbtainacle by the field office hed tley rejuesiad il Lho er-
oo lezted information has been oeqL;eteLed bvrn-

EK{ L review of all —he facts in this secticn demnconstrates —hat

was not at fault in receiving five nmontns of records

culae de Lhe goope of “he properly issused NSL.  OGT believes “his
matter do=s not warrant reporting to the ZOB.

SUMMARY

(1) The Fresident, by Executive Order 12334, dated
1o/0d4/1921, established the President's Intelligence Oversight
BP-ard {(FIOBR). ©n 03%/13/1993, by Executive Order 12853, the
Frezident renamsd it —he Intelligernce Oversight kEcard (1CE) and
- Elished e Board as a standing commitbes oof the President 's
Foroiogn Intzlligence Adviscory Boz o Armcng its responsikilizies,
the ZTOEB has been given authority to review the FEI’s practices
and procedures relating to foreign inte’ligence and foreign
counterintelligence collection.

(1) Secticon 2.4 of Erscutive Order 172363 mandates tha=z
_nsoettors General and General Coursel of the Intelligence
Coraunity components (in —he FEL, the Agsistant Lirector,
“nsweslion Division (IMN3SD), znd Lhe Gereral Counsel, Office of
the Gezneral Counsgel (OGC), respectivelyl repcrt to the ICRE

‘ntel ligence activities that they bave reason to believe may be
un_awful or contrary —o Executive Orzer -r Presidential
Dirzctive. Thils lanjuadge has kbeen irfterpreted to mandate the
repcrting of any violaticon of z provision -f The Attorney
General's Guidelines for ZET HNetioral Security Investigations and

SECRET
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SECRET
T::l From:  Offize of the Zeneral Counasel
e: U Ie-HO-CIZZ9735-V10, 03708/2007

Foreign Intelligence Collection (H3IG), seffe-tive 10/21/200%, or
othsr guidelines or rejgulations zpproved by the Attorney Gensral
in accordance with EO thJ_, dated 12/04/2981, if such provision
was dezsigned to ensure —he protectior »f Individual rights.

(1) Winlaticons <f provisions that mnerely are
administrative in nature and not deemes to have keen designed =o
ensure the protection of individual rizhts are generally not
repcrted to the ICB. The FBI Inspesction Division is regquired,
however, to maintain records of such acninistrative violations
f:r thlke years so that the Counsel to the Z0B may review them
upon reguest. The determinaticn az to whether a natter is
"adwlnistrative in nature" nust be made by OzC. Thnerefore, such
administrative violations must be reported ac cotential IOE
matters.

SR ‘“W“‘;gi NSLs are a specific type -f investigative ftool
that allows the FEI fo cobTain certain limited tvpes of
‘nformation without court interventicon: ‘11 telepncne and email
comdnd cation records from telephore compani=s and internet

se ‘e pro;ljor (EleczZronic Communications Privacy Act, 1&g

.= & 19); (Z2) records of [financiza’ nstitubionzs (which iz
vVery oro ajlg defined) (Right tc Firnancial FPriwvacy Act, 12 UJ.3.C.%
3424 0 ()Y (B)Y); (3) a lisgT of finarcial ingtitutiong and oonsumner

entifying information from a crecit reporting company (Fair
Credit Reporting Act, 15 U.3.C.8% 16€luia; and f*}); and (4)
full credit report in an 1ntc natl onal terrorism case (Fair
3roj £t Rerpcorting Act, 15 U.S.C. § 16&lvi. N&Ls way be issued in
thLHlf} with statu-ory regquirements, inc_uading 18 U.3.C. 5

]

NELG, zection V.12,

PX( In these cight poterntial IOER matters, O5SC kbelicves
1ree =

that only in sections A ard B, warrant reportirng -
=3

the ZOB. The other five matters are a resu-t nf administrative
nr third-party errcrs. In rejzrd to theeesaani bt
unintentionally c¢ollected informatior, is instruc-ed
t: keep 3ll information sequesterez unt-l 3 discussion is had
with th= issuing =entizy. As to the reportable matters in
secticns A and kB, OGC will prepare a cover _etter and a
e randwe Lo report “hese nslbers Lo Lhe I0E.

SECRET
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SECRET

T From:  Office of the Zerneral Touanzel
Re: C o-dO-Clo_D7365=-Y10, 03/08/2007

LEAD (s) :
Set Lead 1: (Action)
INSPZCTICN

AT WASHINGTON, [

(U) tor action deemed appzopriate.

Set Lead 2: (Action)

—

e M@ teras involving over-col_ected raterials, the

T

pEl

Field Office shculd contact the parties in which

HN>-LDz were served and allow the entities to determine whether the
Improverly or unintenTtionally zcquired nfermation shculd be
refurned or destroyved wilh appropriate dicumsntation Lo Lhe [ile.
_f thez informaticn is relevant, z rew NSL reguesting the
previcously anrejuested information may be suonitted to The

entity.

() I Iis reminded of its responsikility,
pursuant to Degputy Jirector Pistcle's cirective of 03/0&/2007, fa
review all counterintelligence cases utlilizing NSLs to determine

[

if cther full credit reports under 15 U.S.C. § 1681lv were
fuprremer Ty obsb A reed

cc: Mz . Thomas

TOZ LiLraty

*

SECRET
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b7E
INTELLIGENCE COUEESTIHT FOZRRD (TOB) MATTER
. I F‘? L of :‘II';E' PRECLAS
TOE MATTER 2007 (U) gn 11ez6-3007

R > v oolecironls comnncnliost ion dated February ©2,

067, the Federal Bureay ~f Irvestligation (FBRI) |

ield Office | reported that, on June 23, 2004, the
FBEZ submitted a National =Security Letter (M3L) seexipg telephons
ta’l killing records relating to a -ertain target to Cuc to
confusicn as to when —he investizati-n was to nave ezpired, the
H3L was errcnecusly isgsucd after the cipiratiion date of ~he czsge.
Clarzfization of the expiration Zate came to the attenzion of
FEZ] b op OFEfice of Tnsvector Goneral (0OIG)
audit] FBI- |ias asked tno

:an@ ter tne provided phone reccorcs, but they responded that Lhe
~arrier provided them with a letfer advising that there werse no
reccrds associated with the N3L reiuest.

e By electronic communication dated Fekbruary 27,
_ocT, FEI) | reported that, on Novexker 23, 2004, FBI-

|submitted two NSLs in an ntzlligences investigation

i
{

geeling full credit reports pursuant to a statute specifically
maze avallable for terrorism matters only. These H3Ls were
isgusd t: This mistake was an error on
the part of FO| [ohc has since seques te‘ed all

r
documents received from =hese erroneously issued NELs.

h2
bTE
ol
b7D

-~
S\

oo Die to the incorrect actions stated above, FBEI-
" Jhas taken steps to sequester all documents cbtained
from thesze two incidentg The er-ors were discovered during an
OIG audit of the FERI's | |Fiels offizel |

Dezpits the inadvertenT nazture o the mistake, the fact
remairs that information was improperly col_ected. The improper
nollection cf fhis information was a violatien of the Attorney
General's Guidelines for “BI Hational Security Investigations.
Thus, ftle matter is being reported to the IOE.

NSL VIO-32798



From: OGC

) (FBI)

Sent: Ilmriav March 29 2007 2:16 PM b 6
To: (QGC) (FBI) (OGC) bC
GE] | pGc) (FBl

Subject: NSL Freld Question ALY T FEPH AT

SENSITIVE BUT UNCLASSIFIED HERETH IS0 )

NON-RECORD DATE 11- 79 DHH/KERSTIR

| am getting a guestion similar to #5 or] Jsheet | |
b5
be
b7cC

S8

Office of General Counsel b&

National Security Law Branch b

Counterintelligence Law Unit
202-324

SENSITIVE BUT UNCLASSIFIED

NSL VIO-32799
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From: OGC) (FBI)
Sent: Tuesday, May 23 2006 3:55 PM
To: (OGC) (FBI)
Subject: RE: FYI - IOB policy

SEERET

RECORD ok

DECLAZSIFIED BY. 62178 DHH/ESRIIE
OM 11-Z6-20037

i see what she put | don't thinigd
— —

----- Original Messagesz--

From: | IOGC) (FBI)
Sent: 6 3:49 PM
To: OGC) (FBI)
Subject: FW: FYI - IOB policy

T
R X

—1

Frnow that you gon't waalthis but just in case | need an S8A to back me up, | thought that

you would be interested,

----- Original Fﬁaa—l-
From: OGC) (FBI)

Sent: w% 10:46 AM
To: (0GC) (FBI)
Subject: RE: FYI - IOB policy

T
RE X

No. | really don't think so

From: % (0GC) (FBl)
Sent: Tuesday, May 23, 2006 10:3¢4 AM
Subject: RE: - policy

S T
RE X

f think that, under the AG Guidelines. this is

nermissible. I I

From: (OGC) (FBI)

Sent; ay, May 23, 28 AM

To: 0GC) (FBI);{ J(F81)
Subject: RE: FYI - IOB policy

NSL VIO-32800




R

ET
XX

How about thisl

bb
jb - QOriginal Mesriﬂﬁ--——l
b7C From: 0GC) (FBI)
Sent: 27 AM
To: 0GC) (EBL)
Cc: JOGC) (FBI) [DGC) (FBI)
Subject: RE: FYI - IOB policy
SECGRET
CECORD S
i yndersiand what vou ¢ bt | do nat think thatl I
bé
b7C
b5
----- Original Mes P
From: I I(OGC) (FBI)
Sent: 006 10:16 AM
To: LQGC) (FBI)
ce: fose) (reDy (OGC) (FBI)
Subject: RE: FYI - IOB policy
',b6 T

b5

I I s the issue whether in faﬁﬂ ]

----- Onginal Message-----
) From: I !(OGC) (FBI)
be Sent: uesday, May 23, 2006 9:49 AM

b7C To:

_THOMAS JULIE F._(QGC) (FBI)
Ce: OGC) (FBD); OGC) (FBI);

F)(FBI) (OGC) (FBI)

NSL VIO-32801




Subject: RE: FYI - IOB policy

T
R X

Jutie

As we discussed last week] ]

b5
be
b7c

Do you want to meet some time to discuss these issues?
not be

\ € g s o~ P = Tants s
:{io you have plans to come to FRIHG 1;;%:
S

H
H
avallable 1o dissuss these issues untit next Tuesday. She

NSL VIO-32802



ear infection and will be out of the office the rest of the week.
Thank vou.

b6 —
T e Original Mes
b7C From: 0GC) (FBI)
Sent: Tuesday, May 23, 2006 8:56 AM
To:
Cc: koGe)
(OGC)(FBI)
Subject:
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
Jutie, | was discussing {0Bs w’;trl Iiast week and she said
thay
e
b7cC
b5
b6
bic

----- Original Message____-

bé From: | |(OGC) (FBI)
. Sent: Tiday, Apri 07, 37 PM

NSL VIO-32803




To: ﬂ.BLI.CD.CS_I
Cc: agoyEenl |

bo
b7cC
i(()(‘ .
(OGC) (FBDYY ]
JoGC) (F8D)
Subject: - policy
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
This is the current IOB policy:
b5

NSL VIO-32804




OGC will be issuing official guidance to reflect the principles set forth
above shortly.

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

Forelqn Counterln e
DECLASSIFICATIOb

Counterlntelllgence Ve
DECLASSIFICATION EXENMP
SECRET

MGQ FBI Classmcatlon Guide G-3, dg,t_ed—1—le7"Fore|g_

Counterlntelligence Inv

DECLASSIFICATION EXEMPTION 1
SEEF

m G-3 FBI Classmcatwn Guide G-3, daM

Counterintelligence Tn
DECLASSIFICATION 1
SE

Counterlntelllqence n
DECLASSIFICATION

NSL VIO-32805
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Investigations '
DECLASSIFICATION EXEMP

SECRET

NSL VIO-32806



bé From: | ] &0
b7 Sent: 007 4:02 PM
T To: (FBN
b2 Ce: cend lFBI)l I
b7 FBI) (OGC) (FBI)
Subject: RE: NSL
|: S :| .. SECRET,
: RECORH
bl
b2
b7E AL CONTATHED
b7B —F A HERETH I3 ICL ED EXCEPT
N Serial 351.wpd Serial 350.wpd WEIERE - SHOVN UTHEL
b ()
b7
b4
b7D
b2
b7E
bhe === OriginalAlassade
w7 From: OGC) (FBI)
: ’ Sent: Wednesday March 07, 2007 7:3Q AM
- Cc: (FBI
b7E Subject: NSL
bl SECRET,
b2 l: s :l "'RECORq-
b7E
LTR 5 I have reviewed the potential IOB EC__| know the position that you all have taken. My
bé question is |
- | I [hanks The General Counsel needs the
b7cC answer in preparation for her testimony. -
bHE Office of General Counsel
N National Security Law Branch
b7C Counterjntelligence Law Unit
bz 202-324

EXEMPTION 1

assification Guide G-3, dated 1/87. F

NSL VIO-32807

SECRET



be
h7¢C

b6
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o T
-
[

b5

bé
b7C

hé
b7C
b5

From: (OGC) (FBI)

Sent: Thursday, March 29, 2007 3:52 PM

To: IOGC) (FBI) | (OGC)
E=DE oce) (FBI

Subject: RE: NSL Field Question o

SENSITIVE BUT UNCLASSIFIED ALL INFURMATION COMTAINEL

NON-RECORD HEREIN I3 UHCLAZEIFIED

Phate to say i, szl |for one, is VERY confused and doesn't see the difference. |

Soree ywith bim

Frol

m: Jocc) (FBI)

Sent: Thursday, March 29, 2007 2:49 P|
To: [ oce) (FBI)! (OGC) (FBI) 0GC)

(G3)

Subject: RE: NSL Field Question

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

That's a PIOB i)é.acausel |

Sent: _ Thursday, March 29, 2007 1:16 PM

To: ——Joso e Joac) (rer)f |
T0GC) (FoD)
Subject: NSL Field Question

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

| am getting a question similar to #5 or‘l |sheet.| | |

s J

Office of General Counsel

NSL VIO-32808



National Security Law Branch
B2 Counterintelligence Law Unit
’ 202-324 |

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-32809



