
F ri ria» Ma» 17 900« 7-AR AM 
From: 
Sent: 
To: 
Cc: 
Subject: Kb: NSL IUB Uuestion 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

(OGC) (FBI) 

iQGC) (FBI) 

b6 
b7C 

;OGC) (FBI) 

(OGC) (FBI) 
I hursrlav. May l T~7TTU6 4:34 PM 

Original Message' 
From: 
Sent: 
To: 
Cc: 
Subject: RE: NSL IOB Question 

J(OGC) (FBI) 
JOGC) (FBI) 

b6 
b7C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Yes, that was my first thought as well. But then what do we do with the information? I ~| 

UT resources, BUT it wuuiu ue a deterrent. 
Seems like a waste 

Original Moeeano. 
From: 
Sent: I hursdav. May 11. 2U(Jb7? 
To: i 
Cc: 
Subject: Ü 

(OGC) (FBI) 
56 PM 

OGC) (FBI) 
GC) (FBI) 

Kb: NbL IUB Question 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

Duplicate email this file 

I nât'5 my urìaèrstàrìòirìà 

Original Message ( 

From: j pGC) (FBI) 
Sent: Thursday. May 11. yoiifi 7:44 PM 
To: J [OGC) (FBI) 
Cc: | |(0(JC) (FBI) 
Subject: NSL IOB Question 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b6 
]o 7 C 

Duplicate email this file 

NSL VIO-32500 
pg-3 



Duplicate 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

pg-4 

NSL V10-32501 



Wednesday, May 17, 2006 3: 
From: 
Sent: 
To: 
Cc: 
Subject: ' RE: NSL IOB Question 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

(OGC) (FBI) 
39 PM 

l ( O G C ) (FBI) 
OC 

b6 
b7C 

)GC) (FBI) 

b5 

Original Mpccang 
From: | 
Sent: Thursday. May 11. 
To: p I 
Cc: 
Subject: 

J (OGC) (FBI) 

RE: NSL IOB Question 

2006 2:56 PM 
|(OGC) (FBI) 
OGC) (FBI) P0 

Foi 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Duplicate email this file pgs 3-4 

nars my understanding 

-Orininal Messane-
From: | |[OGC) (FBI) 
Sent: Thursday May i i '^ififi 7'44 PM 
To: 
Cc: 
Subject: NSL IUB Question 

JOGC) (FBI) 
LÖGC)(FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Is there any other kind of question? 

Your thoughts? 

SENSITIVE BUT UNCLASSIFIED pg-5 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-32502 



I hiirgrlaw Mgrrh M, V l l l l / T ^ AM 
rOGC) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: Kh! NbL UU^t lOf l i i • 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

(OGC) (FBI) b6 
b7C 

JGC) (FBI) 
Dver-collections 

Do you think I should give out that advice without Julie agreeing? 

Original Messane 
From: OGC) (FBI) 6 
Sent: Wednesday. March 14* 2007 3:50 PM 
To: I ~|(OGC) (FBI) D / L 
Cc: (FBI) 
Subject: Kt: IMbL guySLIUIIti - Over-collections b 5 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD b 7 C 

-Original MPCCSHP. 
From: 
Sent: 
To: 
Cc: 

(OGC) (FBI) 
I iiesday. March i.'-i. M \ J 1-59 PM 

[OGC) (FBI) 
IHIIMÜV IMI Ih I- IDl.nrFRTVraPRnNT vaiFRTFF ( OGn î f r t ) L 

JFBI) 
Subject: FW: NSL Questions - Over-collections 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

(FBI) 
TircrvH J®; J(F (FBI) 

b2 
b7E 
b6 
b7C 

b7D 
b5 
b6 
b7C 

-urininai gessane. 
From: 
Sent: 
To: 
Cc: 
Subject: 

1(FBI) 
liifisdav. March R-7Tïïrt 1 PM 

OGC) (FBI1 
FBI; ; 

NbL Questions - Uver-collecTOns-
(FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

pg-7 

FBI) 

b2 
b7E 
b6 
b7C 

NSL VIO-32504 



b6 
b7C 

b4 
b7D 
b5 

Thanks for all your assistance. I know that you are extremely 
busy. 

b2 
b6 

CDC Paralegal b l C 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-32505 



From: 
Sent: 
To: 
Cc: 

Subject: 
SECRET 

Ti ipgrlaw Marrh 77 7n7T7T7 
OGC) (FBI) 
PM 

(ÖGC) (FBlj 
S G C H E B I I 

Kb! NbL K65UIT5 Tfom 

(S) 
RECORC 

(UUC) (hBI) 
(FBI); 

We haven't made a determination but for the time being, this has to be reported as a potential 
IOB and the information sequestered. 

Original ^pwanp-
From: 
Sent: 
To: 

Cc: 
Subject: 

IUGUII-B1) 

(FBI) 
7DÜ7l:13 P 
OGC) (FBI); 

hW! NbL Results rrom 
r j B i ) 

DGC) (FBI) 

(FBI) 

(S) 
SECRET 
RECORI 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

(S) 

Has NSLB made a final determination regarding whether or not this is content? If not, do you 
have an idea as to how long this will take? Should we not do NSLs tcj |n the interim? 

f Division Counsel 

Original 
From: 
Sent: 
To: 
Cc: 

Subject: 

lassane-

b2 
b7E 
b4 
b7D 
b6 
b7C 

(FBI) 
Monday. March Ab. M V 1ZTZF 

(FBI) 
OGC) 

(OÜC)(hW) 
RE: NSL Results fro 

)tFBI7 
(FBI) 

(OGC) (FBI) 

Ì 
SECRET 
RECORE 

The interim NSLB policy is that the "Thread Topic" info is an overproduction that the FBI must 
sequester. Pis make arrangements w| [to sequester w him 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

OriainaLMessaaa 
From: | 
Sent: 
To: 
Subject: l-W: NbL Results trom| 

MnnHaw Marrh 7007 
](FBI) 
06 AM-
m\_ (FBI) 

SECRET 

(S) RECORD 
pg-i 

1thlis is the email that I sent to you last week about the Thread Topic issue and 
I will not review the data until we get word from OGC on how to handle this 

NSL V I032506 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

X 



X 

(S) 

issue. 

Thanks • 
Original Message-

From: [ 
Sent: 
To: 

1 (FBI) 
WprWHaw Marrh A JIHlJ M R PM 

Subject: FW: NSL Results fromjj 

SECRETr 
RECORC 

£FBD; FBI) 

b l 
b2 
b7E 
b4 
b7D 
b6 
b7C 

b2 
b7E 
b4 
b7D 
b5 
b6 
b7C 

Thanks 

Original Messane-
From: 1 
Sent: 
To: [ 

(FBI) 
luésaav. Maren ¿u. 6:15 PM 

Subject: NSL Results from 

SECRET 

] (FBI) 

(S) 
R E C O R C 

bl 
b2 
b7E 
b4 
b7D 

b7C 

Hi 

Please let me 
know if you need any additional information or have any questions. 

Best regards. 

mwRntinatiwR snppnrf Specialist 
l Divisinn 

Office 
Nexte pg-2 

b2 
b7E 
b4 
b7D 
b5 
b6 
b7C 

NSL VIO-32507 



~DÈR1VED~FROMÌ-G-3-EBI Clar i f icat ion Guidej3-3. dalecM/97rForeiqrf 
Counterlntelligencejnvesl 

_DEa=ASStFrtJWr2Ó320320 
SECRET 

~DERlVEP~FRQIVk-G=3JBI Classification GuideJ3-3. daled4^&?rForeWn 
Counterintelligence Invef 

_DEGfcASStFT01\i720320320 
SECRET 

~DERlVED-FReMi-G=3_EBI Classification Guide G-3.dated-4/97rFgreIgn 
Counterlntelligencejnvej 

_DECkASStFYXnSfT20320320 
SECRET 

DERlyED~FReiVh-G-3JBI Classification Guide G-: 
Counterlntelliqencejnves 
DECLASSt i=Y-QNr^Ó3203H 
SECRET 

DÈRlVED-FReM^G-3-EBJ Classification Guide G-3. datedJl/QT^Fofeicfn 
Counterintelligence Investir 
DECLASStf :Y^WrZ032()320 
SECRET 

PfcKiVEP~FRQMf-G-3-EBLCIassifjcation Guide G-3. datedJ/97, Foi^ l f lnXowrtefhTtet t t t ignce" 
Investigations 
D E C k A S S t F r m r r Z 0 3 2 0 3 2 0 
SECRET 

pg-3 

NSL VIO-32508 



(S) 

From: 
Sent: 
To: 
Cc: 

Subject: 
SECRET 

FBI) 
w e u n e s u a v . IVIARCN ¿a. A I U / i u : i i ! A M 

I 
( O G O (FBI] 

OGC) (FBI) , V |OGC)(F 
| (06C) (FBI); THOMAS, JULIE F. (Ö6C) (FBI); 

yub ÌC) (FB 
RE: NSL Results from 

RECORt 

R E E 
(FBI) 

D 

So the current NSLB guidance is to make thd 
receipt and report a PIOB??? 

(S) 

Original.Mnrnnn 
From: 
Sent: 
To: 
Cc: 

b l 

b2 
b7E 
b4 
b7D 
b6 
b7C 

equest but immediately sequester upon 

Duplicate email chain this file page 9 
inssnau. 

Subject: 

SECRET 

rOGQ (FBI 

[OGC) (FBI) 
01 PM 

(FBI) 

RE: NSL Results frorr 
] (OGCHFBT7 

(FBI) OGC)(FBI); 

RECORI 

We haven't made a determination but for the time being, this has to be reported as a potential 
IOB and the information sequestered. 

(S) 

Original Mpssanp-
From: 
Sent: 
To: 
Cc: 

Tuesday. March 27, 2ÜÜ71:13 P 
l(OGC) (FBI)f 

(FBI) 
1:13 em. 

Subject: l-W: NSL Results trom 
r p 1 ^ 

"bGCI CFBI1 
iFBfy 

OGC)(FBI) 

SECRET 
RECORD 

Has NSLB made a final determination regarding whether or not this is content2_LLnot, do 
you have an idea as to how long this will take? Should we not do NSLs to n the 
interim? 

S S A I ~ ~ 
[ lo f f ice ot Division Counsel 

(S) 

Origli 
I: L 
I 

Monday March 76 7007 1 7 

Original Mpccanp. 
From 
Sent: 
To: 
Cc: f 
Subject: RL: NSL Results tron£ 

SECRET 
RECORC 

(FBI) 
25 PM 
( F B I ) J _ _ T J F B I ) 

pGC) (FBI) (OGC)(FBI) 

pg-4 

NSL VIO-32509 



(S) 

(S) 

X 

From: 
Sent: 
To: 
Ce: 

Subject: 
SECRET 

W e d n e s d a y M a r c h 7ft 
(OGC) (FBI) 

7 0 0 7 1 0 A M . — 
IEB11 

, PGC) ( F B l f 
|(OGC) (FBI); THOM 

ÌOQCWFBhf 
AS, JULIh h (OGC) (FBI)] 

(OGC) (FBI ! 
RE: NSL Results f romF 

FBI) 

RECORE 

I think 
future NSLS tó 
the information in tne 

las anreed from this point on not to provide this information - correcj So 
should not have this problem. So we are talking about PIOBs tor providing 
past. But this is third party error so it won't be reported to the IOB. 

Original 
From: 
Sent: 
To: 
Cc: 

Subject: 

SECREf-
RECOR 

J(FBI) 
Wminpcrlaw M a r r h 7R 7 0 0 7 9; 12 A M 

(0GC1 (FBI1 
ì nnq ÌFB i ) r 

THOMAiJ, JULIE F. (OGC) (FBfl 
RE: NSL Results frorr 

UEBH. 

(OGC) (FBI) 
(OGC) (FBI); 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

So the current NSLB guidance is to make the| 
receipt and report a PIOB??? 

request but immediately sequester upon 

Duplicate email chain this file page 9 
JoGC) (FBI) 

Tuesday. Marrh 77.7007 4:01 PM 
(FBI) 

Di-ininal Mpccanp-

From: 
Sent: 
To: 
Cc: 

(S) 

Subject: RE: NSL Results rrorr 

SECRETi 

CxSC) (FBI) 
Ì F B I (OGC)(FBI); 

RECORC 

We haven't made a determination but for the time being, this has to be reported as a 
potential IOB and the information sequestered. 

(S) 

Original Messaoe 
From: | 
Sent 
To J 

Subject: 

SECRET 
RECORI 

H (FBI) 
IUfi^day, March 77. 7007 1:11 PM 

OGC) (FBI); 
THStYFBn 

] ( F B r £ 
l-W: NSL kêSultS frorr 

(OGC) (FBI); 

ICFBI) 

Has NSLB made a final determination regarding whether or not this is content? If 
not, do you have an idea as to how long this will take? Should we not do NSLs to 

n the interim? 

8 
NSL VIO-32512 



X 
interlntelliqence IpypsttetatfPns" 

DE ^LA55ff»lfe=glO0320320 

SECRET 

DERIVEDF^OM^G-3 FBI Classification Guide G-3 

"DEWVa iEROM: G-3 FBI Classification Guide G-3. dated 1/97. 
Investigations 
r ^ , UN. 
SECRET 

telliqence 

11 

NSL VIO-32515 



X 

From: 
Sent: 
To: 
Cc: 

Subject: 
SECRET 

VA/prlnp^rlav Marrh VK TÏÏÏÏT7 r r ê ) 
(FBI) 
1 AM 

OGCÜEBül 
(OGC) (FBI) 

IFB, 
OGOCFBIH 

7 J (OGC) (FBI); THOWlAb, JULIb h. (UbC) (FBI); 
U i 7GC) (FBÜ 

Rb: NSL Results from 

RECORE 

Originâ JMessaoa 
From: 
Sent: 
To: 
Cc: 

Wednesday. March JH. M\/ 
DGC) (FBI) 
IÍL19 AM_ 

1U(jL) (FBI) 
|FRn f 

(S) 

Subject: 

SECRETr 

THOMûsr TI H IF F. r h f i q (FBI) 
RE: NSL Results frorrj 

"bGC)(FBI)| l i F m ~ 
(OGc!) (FBI)— 

JOGC) (FBI); 

RECORI 

I thinkl 
future NSEsT 

has agreed from this point on not to provide this information - correct So 
hould not have this problem. So we are talking about PIOBs for 

providing the iflTUlUiatlfjn in the past. But this is third party error so it won't be reported to the 
IOB. 

b l 

b2 
b7E 
b4 
b7D 
b6 
b7C 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

(S ) 

üriai 
1: I 
Original Mpccanp-

From 
Sent: 
To: 
Cc: 

(FBI) 
Wednesday. March 28. 2007^TT2 AM 

J U G I J (FBI)[ 
lroGci rFB i i f 

THOMAS, JULIE F. rÇGCI (FB! 
Subject: RE: NSL Results from! 

SECRET1 

RECOR 

So the current NSLB guidance is to make the 
upon receipt and report a PIOB??? 

I a n 

(OGC) (FBI) 
JOGC) (FBI); 

equest but immediately sequester 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

Original Mess|>aa 
From: 
Sent 
To: 
Cc: 

tOGC) (FBI) 
I iipsday Marrh J/ Ji\i\/ 4T11 PM 

.Duplicate email chain this file page 

T o G c r f F B n f 

(S) 

Subject: 

SECRET 

kb: NbL Results from 
I UbL I I FBI I 

FBI (OGC)(FBI); 

RECORE 

We haven't made a determination but for the time being, this has to be reported as a 
potential IOB and the information sequestered. 

12 
NSL VIO-32516 X 



X 
SECRET 

D Ì R Ì \ 7 È I T R ? 0 1 V h - e - 3 - E B H ^ 
CounterlntelliqenceJnvesttq 
aee tÄSSTFY ON: 20320320 
SECRET 

~DERÌVÈDTR01Vh-G-3-EBJ Classification Guide GzS^ated-reTTTóreÌgtT^ 
Counterlntelliqencejnvestiq. 
D_ECLASSffY-QWT2Ö320320 
SECRET 

DÈRIVEP-FRQIVU-G-3 FBICIassification Guide G-3. datetM/97rFPriIgn~~ 
Counterintelligence Investigc 
DECLASSlF¥-QNr2Q3ZÜ320 
SECRET 

DERIVEB-FRQjyU-G^ FBI Classification Guide G-3. d a t e i U ^ - f o r e i t m 
Counterintelligence Inves55àì iòns=~-
DEGLASSTFNJNT20320320 
SECRET 

DERìVEP-FRQIVU-G=3_FBI Classification Guide G-3. datedJli9? ì-Foreiqrr 
Counterintelligence Investigé 
DECLASSIP<^EWR2032Ó320 
SECRET 

DÌRÌVÈDTROWr6°3-FBLClassif ication Guide 

-DECfcASSTFTON: 20320320 
SECRET 

^ERÌVEDTROMrG-3-FBl-Classif ication Guide G-3. dated 1/97, For^ionXetrnterfntSTTTqence 
Investigations 

_DECLAS 
SECRET 

15 

X NSL VIO-32519 



(S) 

X 
From: 
Sent: 
To: 
Ce: 

Subject: 
SECRET 
RECORE 

(FBI) 
Wednesday. March 28. 2007 11:03 AM 

OGCHEBÜ 
(UUC) (FBI) 

I 
OGC)(FBJ 

{FBI) 

(OGC) (FBI); THOMAS, JULIE F. (ÖG6) (FBI); 
(OGC) (FBh 

RE: NSL Results f rorrT 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

For those items sequestered - any objection to the Agents summarizing the non-objectionable in 
an EC BEFORE they sequester (or allow us to redact info for them) 

(S) 

Orininal Messane-
From: 
Sent: 
To: 
Cc: ]OGC) (FBI 

Duplicate email chain this file page l! 
1(OGC) (FBI) 

AM 
J e b i j 

Subject: 

SECRE 

THOMAS, JULIE F. (OGC) (FBI) 
RE: NSL Results frani 

HÜGLFFB!) 
I f b i ) 

( O G C h r w 
(OGC) (FBI); 

RECOR 

las agreed from this point on not to provide this information - correct 
should not have this problem. So we are talking about PlObs tor 

So I thinkj 
future NSLs td 
providing the information in the past. But this is third party error so it won't be reported to the 
IOB. 

(S) 

;fbi) 
t t 5 AM 

Ori' 
From: 
Sent: 
To: 
Cc: 

IHUMAb.'JULIE F. (OGC1 (FBI) 
Subject: RE: NSL Results from[ 

SECRET 
RECORD 

|(OGC11EBÜE 
10ÜC) (FBI)j_ 1oGC)(FBI) 

I fFB I l 

UGL) (FBI) 
(OGC) (FBI); 

So the current NSLB guidance is to make thd request but immediately sequester 
upon receipt and report a PIOB??? ' ' 

(S) 

T 

Subject: 

SECRETI 
RECORE 

Original Mess; 
From: 
Sei 
To 
Cc: 

(OGC) (FBI) 
Tuesday Marrh 27, 2007 4 :01 PM 

, I (FBI). 
ftWTri L lE Ì Ì£ 

RE: NSL Results frorr 
FT" 

(FBI) (OGC)(FBI); 

We haven't made a determination but for the time being, this has to be reported as a 
potential IOB and the information sequestered. 

16 
NSL VIO-32520 



X 
From: 
Sent: 
To: 
Cc: 
Subject: 
SECRETI 

(S) 
RECORE 

(OGC) (FBI) 
Wednesday. March 28. 2007 3:20 PM 

L UOGC) (FBI) 
(OGC) (FBI) 

RE: NSL Results 

bl 
b2 
b7E 
b6 
b7C 

(S) 

b2 
b7E 
)5 

-uriynidi 
From: 
Sent: 
To: 
Subject: 

OGC) (FBI) 
U/aHnocrbw Marrh 7« 7007 1:58 PM 

(OGC) (FBI) 
FW: NBL Ktiauica 

;OGC) (FBI) 

SECREH 
RECOR b7C 

Unfortunately, I think that the below incident has to be reported as a PIOB and the 
information has to be sequestered. What do you think? 

IS) 

Original fisssans-
From: 
Sent: 
To: 
Cc: 
Subject: 

(FBI) 
watiritatiay, Martiri ¿A,'2007 2:56 PM 

]OGC) (FBI) 
" [ F B I ) 

FWI NbL Results 

SECRET 
RECORC 

bl 
b2 
b7E 
b4 
b7D 
b5 
b6 
b7C 

X 
NSL VIO-32528 



I usu I is ui levieweu mem. 
The Case Agent has not received the 

u n d " 

b2 
b7E 
b5 
b6 
b7C 

Orininal_Msssans-
From: 
Sent: 
To: 
Subject: 

« M n o c f l a » Mai-rh AT 

l-W: NSL Results 

(FBI) 
2007 2:22 PM 
(FBI) 

(Si 
SECRET 
RECORE 

should they even forward this to me, or just return it and ask that it be done right? 

bl 
b2 
b7E 
b6 
b7C 

Original 
From: 
Sent: 
To: 
Subject: 

M£ 

I nesday. Marrh ^ / ^ p 
] (FBI) 

(FBI) 
^B:07 PM 

FW: NSL Results 

SECRET 
RECORE 

bl 
b2 
b7E 
b6 
b7C 

) 

A handwringer? 
Original Messane. 

From: 
Sent: 
To: 
Cc: 
Subject: 

(FBI) 
Tuesday. Marrh ?7. ?flh7 17:31 PM 

NSL Results 

(FBIi. 
[CG) (FBI) (FBI) 

SECRET 
RECORE 

received the results of an NSL that your office sent to The NSL 

/variieu 10 aavise you oi mis 
situation in case you want to review the results once they are received by your office. We will 
forward those to your office today. 

SS 
Sq ufc£ 

NSL VIO-325?q 

25 

bl 
b2 
b7E 
b4 
b7D 
b5 
b6 
b7C 



X 

Division b 2 
b7E 

~SER1VEP-FRQIVU-Gr3 FB^CIassification GuideJj-3, dated4/97rFpr6iqrr~ 
C o u n t e r l n t e l l i q e n c e j n v e i ì I f l à B g B s ^ ^ ^ ^ ^ ^ ^ 
JÌECiASSH=t€OTlgN~EXEMPTION 1 " ~ 
SECRET 

TJERIVEB-FRQIVLJà-3 FBmassi f icat ion Guide G-3, datejJJU9Z^Fefetqn 
Counterintelligence lm 
-BEetASSTFIgATION EXEMPTION 1 
SECRET 

DERlVEP-FROMUà=3_EBI Classification Guide G^-date€M/97rForéIqn" 
Counterintelligence. 
B E e t a s ; 
SECRET 

^ÈRtVEP-FRQft/U-Gz3 FBKIIassification Guide G=3^date€Htf977FóriTqn 
Counterlntelliqencgjnvf 
DECLASSfftCTrnÓN EXEMPTION 1 
SECRET 

DÈRÌ7EETFROM~G-3uEEI Classif icat ion^uideJ^^krtett i7g77FóreÌqn 
CounterlntelMqence 
DEGFCASSTFTCATION E X E M P T I O N 1 
S E C R E T 

DERIVbDTROMt-G-3-FBLClassification Guide G-3. dated l/g/^Joj^lqivGetttTtertnteinqence 

SECRET 

26 
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X 

(S) 

From: 
Sent: 
To: 
Ce: 
Subject: 
SECRET 
RECORC 

(OGC) (FBI) 
Wednesday. March 28. 2UPT3:35 PM 

lOGC) (FBI) 

Kh: NSL Results 
(OGC) (FBI) 

bl 
b2 
b7E 
b6 
b7C 

b5 

n 
Original Mpccanp 

From: 
Sent: 
To: 
Cc: 
Subject: 

SECRET 

(OGC) (FBI) 
Wednesday. MarcTwS. 7007 2:30 PM 

(OGC) (FBI) 
(FBI) 

Kh: NbL kêâultâ 
ì 5 ) 

(S) 
RECORD 

bl 
b2 
b7E 
b6 
b7C 

Your suggestion make a lot of sense and seems like the correct. Do you think that we should 
run it by Julie? 

Original Message-
From: 
Sent: 
To: 
Cc: 

(OGC) (FBI) 
weanesaav. Maren ¿a, ¿u\P 3:20 PM 

Subject: RE: NSL Results 

Il lOGC) (FBI) 
~~TOGC) (FBI) 

Duplicate email chain this file page 31 

NSL VIO-32Ü31 



x r 

From: 
Sent: 
To: 

Mnnr l a v Marr .h W 1'AIII/ / ¿I 

(S) 

TO (FBI 
THOMAS, JULIE F. (ÒGCÌ (FBI) 

(OGC) (FBI) 
AJVI I— 

(FBI) OGC) 

Cc: 
Subject: RE: NSL foi -
I think we are still debating this one, per our rounataDie on Friday. Is that correct, Julie? 

bl 
b2 
b7E 
b6 
b7C 

Original lyipssanp' 
From: 
Sent: 
To: 

(FBI) 
kirtav. Marrh / I M \ I ^ PM' 

OGC) (FBI) 

(S) 

(S) 

Subject: 

SECRET 

Cogc 
FW: NSL fd 

[OGC) (FBI) 

RECORE 

ts) 

(S) 

(SJ 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

ncluded DOB on the NSL response - is this a reportable PIOB. 

Oignnal Mpssanp 
From: 
S e n t : ' h v t a v M a r r h )A M M J-M 

To: J 
Cc: 
Subject: NbL to 

hsn 

FBI) 
£M 
• (FBI) 

SECRET 
RECORC 

bl 
b2 
b7E 
b6 
b7C 

I wanted to follow up on my previous email and clarify that Serial 26 of the referenced 
case states the following: 

Pursuant to Executive Order 12333 and Title 18 U.S.C. 2709(a) you are directed to 
provide the Federal Bureau of Investigation (FBI) with local and long distance toll 
billing records, for the below-listed telephone number: 

bl 
b4 
b7D 
b6 
b7C 

Standinn hv 

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Fuieiqn 
CountorlntBll ir iPnro i""pg+inatinns 
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>< 
DECLASSIFY ON: 20320333 
SECRET 

FROM: G-3 FBI Classification Guide G-3, di 
CounterlnteT 

>IFY ON: 20320923 
SECRET 

X NSÌ2VIO-32536 



X 

From: 
Sent: 
To: 

Cc: 
Subject: 
SECRET 

TO 
THOMAS, J 
RE: NSL for 

(FBI) 
Mrmrlg» Marrh 9fi 7nn7 « SR 

[OGC) (FBI) 
JpGC) (FBI) 

OGC) 

bl 
b2 
b7E 

ULIh h. t ö W \ (FBh 

(S) 
RECORD 

b7C 

Original Marrana, 
From: | 
Sent: 
To: 

Mnnrl.w M.rrh 'Hi. '»WH 7' 

b5 

Duplicate email chain this file page 

(S) 

~ m 
Cc: THOMAS, li M TF F m n r ì f t 
Subject: RE: NSL f d 

(OGC) (FBI) 
i l A M 

(FBI) (OGC) (FBI) (OGC) 

I think we are still debating this one, per our roundtable on Friday. Is that correct, Julie? 

Original Message-
From: 
Sent: 
To: 

FBI) 
hmiw. Maim /-t. /Min; si4s m 

I (OGC) (FBI) 

(S) 

(S) 

HM IWI-Hh 
Subject: FW: NSL fo 

iGC) (FBI 

SECRET 
-RECORI 

(S) 

included DOB on the NSL response - is this a reportable PIOB. 

ai, Original Mess^oe 
From: 
Sent 

|[FBI) 
FnHav M a r r h M\t J-4Ä PM 

(S) 

Subject: 

SECRET 
RECORDl 

NSL fc 
FBTT 

(FBI) 

I wanted to follow up on my previous email and clarify that Serial 26 of the referenced 
case states the following: 

Pursuant to Executive Order 12333 and Title 18 U.S.C. 2709(a) you are directed 
to provide the Federal Bureau of Investigation (FBI) with local and long 
distance toll billing records, for the below-listed telephone number: 

(S) 

NSL VIO-32533 



\ f l /pr lnpgr lg» M a r c h ^ 
From: 
Sent: 
To: 
Cc: 

Subject: " K t : n s l question 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

C 

(OGC) (FBI) 
AM 
FBI) 

(OGC) (FBI) 
OGC) (FBI) 

OGC) (FBI); 

b2 
b7E 
b6 
b7C 

b5 

• 
Original M a c c a n a . 

From: 
Sent: 
To: 
Subject: 

KFBI) 
Tuesday. March 27. 2007'3T37PM 

NbL iiuéStiòrt 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

JOGC) (FBI) 

Hev[ 

b2 
b7E 
b4 
b7D 
b5 
b6 
b7C 

Account Number: XXXXXX 
Subscriber Account Name: XXXXXX 

Date of Birth: XXXXXX 
Social Security Number: XXXXXX 

Address: XXXXXXXX 
XXXXXXXX 

Home Telephone: XXXXXXXX 
Work Telephone: XXXXXXXX 

IMSI: XXXXXXXXXXX 
Date Account Established: XXXXXXXX 

Thanks! . , 
I b6 

b7C 

pg-i 
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SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

pg-2 
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From: 
Sent: 
To: 
Cc: 
Subject: 
UNCLASSIFIED 
NON-RECORD 

(OGC) (FBI) 
Monday. January 29. 2007 3:21 PM 

l O G O (F BO-

RE: NSL question 
(FBI) (OGC) (FBI) 

b2 
b7E 
b6 
b7C 

Good, we are on the same page. 

So feel free to contact the provider and find out if it wants the documents back or wants 
you to destroy them. If the latter, please document. 

Original pp^anp-
From: 
Sent: 
To: 
Cc: 
Subject: 

[OGC) (FBI) 
MnnHav lannarv^ PM 

Kb: NSL guestion 

[OGCLŒBLL 
FBI) 

UNCLASSIFIED 
NON-RECORD 

OGC) (FBI) 

b2 
b7E 
b6 
b7C 

b5 
b6 
b7C 

Please weigh in if I've missed anything. 

Hope this helps. 

Thanks pg-3 

Original Mpssanp 
From: I (OGC) (FBI) 
Sent: Mnnrlaw bniian,1^ 'jllll/1 Ifl'^fi AM fo2 
To: I ÏOGQ (FBI1 
Cc: 
Subject: hW! NbL quffitiun 

(FBI) 

b6 
b7C 

NSL VIO-32543 



UNCLASSIFIED 
NON-RECORD 

J Itell me if you agree with me saving that the below situation doesn't have to be reported. 

In the below situation, 

' inginai Mwans — 
From: | H (FBI) 
Sent: Wednesday. January 74. 7007 10:50 AM 

Do you agree? 

To: 
Subject: RE: NSL question 

2ÛC 
1 OGC) (FBI) 

UNCLASSIFIED 
NON-RECORD 

b2 
b7E 
b5 
b6 
b7C 

There is no fault in this situation f 

Original Messane-
From: 1 
Sent: 
To: 

Wednesday. January 74. X 

Subject: Rt: NbL question 

UNCLASSIFIED 
NON-RECORD 

OGC) (FBI) 
t)7 11:59 AM 
FBI) 

b2 
b7E 
b5 
b6 
b7C 

)5 

Original Mescane-
From: 
Seqt 
To r z 
SuBJSCl! 

[FBI) 
wajiit&udv, Jdiiudrv m. ZW7 6:57 AM 

(OGC) (FBI) 
NbL quëanuVi 

UNCLASSIFIED 
NON-RECORD 

pg-4 
b2 
b7E 
b6 
b7C 

I remember a while ago there was an exchange between NSLB and the CDCs 

NSL VIO-32544 



but I can't recall what, if anything, was the resolution. 

We have a similar situation. 

b5 

b5 

Any guidance? 

C Z 
Thanks 

CDC 

b2 
b7E 
b6 
b7C 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

5 
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From: 
Sent: 
To: 
Cc: 

Subject: 

T h u r s d a y . M a r c h 29. 2 0 0 7 T 

K t : NSL question 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Ï 

(FBI) 
AM TÎ, 

(OGÇLIFBIL 
(OGC) (FBI) 

OGC) (FBI) 
OGC) (FBI); 

b2 
b7E 
b6 
b7C 

Thanks. 

Original Messanp. 
From: 
Sent: 
To: 
Cc: 
Subject: 

\ (OGC) (FBI) 
Wednesday. March 28. 2007 6 28 AM 

(FEIL 
(0ÜC) (FBI) 

RE: NSL question 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

OGC) (FBI); 

b2 
b7E 
b6 

;OGC) (FBI) ]3 7 Q 

Duplicate email chain this file page 44 
Original Messanp 

From: 1 (FBI) 
Sent: Tuesday. March 2 7 . 2007 4:47 PM 
To: | ~l;OGC) (FBI) 
Subject: NbL question 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

H m i 

Account Number: XXXXXX 
Subscriber Account Name: XXXXXX 

Date of Birth: XXXXXX 
Social Security Number: XXXXXX 

Address: XXXXXXXX 
XXXXXXXX 

Home Telephone: XXXXXXXX 
Work Telephone: XXXXXXXX 

IMSI: XXXXXXXXXXX 

NSL VIO-32549 



X 
From: 
Sent: 
To: 
Cc: 

(OGC) (FBI) 
Thursrlav Nm /PmhPr 02, 2 0 0 6 3:57 P M 

l FBÌ )T~ 
RE: isferf Subject: 

~SENSff lVE^UT UNCLASSt^TEP^ 
NOINLJ 

KpGC) (FBI) 
(OGC) (FBI) 

JiOGC) (FBI] 
K O G C ) (FBI) 

(OGC) (FBI 
Z J O G C ) 

ÌQi 
FBI); 
GC) (FBI); 

FBI] 
(OGC) (FBI)L 

~~|OGC) (FBI); 
1m C1JFBI); 

OGC) 

b2 
b7E 
b6 
b7C 
b5 

(SJ 
bl 

b7A 

The two different attachments are inserted herein. 

noting two up Trum triö bottom).— 

tollbillingattachmenttollbillingattachment 
may8.2006... caumay200... 

(seethe b 5 

CTLUII - FYI - thought this might be of interest 

](OGC) (FBI) 
Original Messane. 

From: 
Sent: 
To: 
Subject: 

Thursday. November 02. 2006 1:23 PM 
I r n r i n (FBI) 

Rb: NbL-

SÈRSmVE-BJJTUNCLASStFtED 
NON-F 

b6 
b7C 
b5 

« Message: FW: NSI 
Original Message--

From 
Sent: 

Jriĝ  
(OGC) (FBI) 

I nursgay, November 02, 2006 11:32 AM 

b7C 
b5 

NSL VIO-32551 
pg-i 

I assume based on our previous conversation on this b5 



X 

To: 
Ce: 
Subject: FW: NSL 

(OGC) (FBI) 
tOGC) (FBI) 

3CN0ITIVC PUT UNCLAOOiriCD 
WON n r r n p i ) 

b6 
b7C 
b5 

Please chat with O s the CTLU1 POC for NSLs 

Original Message-
From: 
Sent: 
To: 
Subject:*TO5T 

(FBI) 
1 mimiuu. Niiwiimur n> frnnfi 11:27 AM 

(OGC) (FBI) J OGC) (FBI) 

3EN3ITIVE BUT UNCLASStHED 
NON RECORD 

b2 
b7E 
b6 
b7C 
b5 

b7D 
b5 
b6 
b7C 

Thx for your assistance 

bl 
b5 

b5 
b6 
b7C 

ÌENOITIVE DUT UNCLASSIFIED 

SfMSITIVr DUT UNCLAÛ&iriCD 

x r 
pg-2 
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S E N S H W r n i IT I I N H AQQipipn 

GCNGITIVC PUT UNCLAOOiriED 

pg-3 
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From: 
Sent: 
To: 
Cc: 
Subject: 
UNCLASSIFIED 
NON-RECORD 

hrirtav I )pr.pmhpr !)?• 
(OGC) (FBI) 

~2üüü~0:34_M/l 
. P O ) (FBI) 
(OGC) (FB 

RE: ÖGC's 2 LEGISLATIVE PR' 

JiQCA) (FBI) 
|(OGC) (FBI) 

PUSALS Ke NSLs 

b6 
b7C 

FYI - The credit information proposal falls within the Fair Credit Reporting Act (FCRA), not the 
Right to Financial Privacy Act. 

Original. Messane-
From: 
Sent: 
To: 
Cc: 

OGC) (FBI) 
Friday, December U8, 2UÙ6 9:21 AM 
THOMAS. JULIE F. (OGC) (FBI) 

TFBI1 

(OGC) (FBI) 
TNNN ÌFRTVI 

(Ô<SC) (FBI) 
Subject: FYI: OGC'S I LtGibLAIiVt PKUPUbAl̂ S Re NSLs 
Importance: High 

m IEBI£ 
UGL) (hW) 

(OGC) 

UNCLASSIFIED 
NON-RECORD 

b7C 

Julie, FYI. 

Duplicate 1082884 "B" File Sec 2 pgs 252-253 
Original Messane-

From: [ 
Sent: 
To: 
Cc: 
Subject: 

|OGC) (FBI) 
S75Ü06 9:18 AM 

BbtKb, tLIZABtlH RAE (OCAJTFBIT 
DO) ( F B l f 

OGC's 2 LEGISLATIVE PROPOSALS Re NSLs 
Importance: High 

(OCA) (FBI) 

UNCLASSIFIED 
NON-RECORD 

pg-i 

This morning, GC Caproni approved the two legislative proposals 
(below) for submission to OCA and then DOJ. (As you may recall, we hope 
to submit another proposal on an unrelated topic later this morning.) 

Sincere thanks for all your help. 

NSL VIO-32554 



From: 
Sent: 
To: 
Subject 

OGC) (FBI) 
AM Mnnr l av M a r c h 7f i 7 n n 7 T p 7 

OGC) (FBI) 
RE: Questions from HJC Chmn Conyers 

'II be bringing my documents over tomorrow to HQ] | 

Original Mpccanp. 
From: | 
Sent: 
To: 
Subject: 

(OGC) (FBI) 
IhnrcHaw M a r r h '•>'.> )l\lÌl ID-dF, AM 

(OGC) (FBI) 
Questions from HJC Chmn Conyers 

Importance: High 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

b6 
b7C 

This morning, we received 13 questions, including various requests for 
documents, from House Judiciary Committee Chairman Conyers. The 
questions, which we'll approach as if they were actual QFRs, follow GC 
Caproni's 20 March testimony before the Committee. 

Julie asked me to contact you regarding one in particular: 

8. [Please provide] copies of all internal communications relating to the FBI's 
use of Certificate Letters to obtain financial records from the Federal Reserve 
Bank. 

Julie suggested that you may possibly have some "offline documents" for 
which you should begin searching. Thus, this e-mail as a heads-up. 

b6 
b7C 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-32564 



From: 
Sent: 
To: 
Cc: 

Tuesday, January 30. 

Subject: 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

(FBI) 
2007 12:16 PM 

( O G C H F B H 
Bl); I? F E 

KÖGC) (FBI)] 
Kb: Request to Change Subscriber NSL Ponies 

i Q S f f ) (FBI); 
(FBI) 

b2 
b7E 
b6 
b7C 

Okay, thanks. We'll reconsider our policy. 

Original iyi 
From: 
Sent: 
To: 
Cc: 
Subject: 

I uesriav. January ,-ji). AHI/ 
l i 

(OGC) (FBI) 
10:25 AM 

I B I ) 
fFBI) 

FW: Kequest to Change Subscricer NbL ponies 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

OGC) (FBI) (OGC) (FBI) 

b2 
b7E 
b5 
b6 
b7C 

I guess we will have to agree to disagree 

The below emails are from tow other attorneys who specialize in IOB matters so I wanted to 
run this by them so we have some sort of consensus here. 

Original Messane 
From: | 
Sent: 
To: 
Subject: 

OGC) (FBI) 
T i i P c r l a y l a m l a r v -if) ^ 0 0 7 9 : 5 8 A H . 57 2 0 0 7 9 : 5 8 A t 

;OGC) (FBI ) f " 
RE: Request to Change Subscriber NbL POnifiS 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

[OGC) (FBI) 
b5 
b6 
b7C 

I agree. It's the same as yesterday 
[ 

And I like your wording. I'm going to torwaraing tms on to 

"iDoes this help?l 
$5£ anguage below. I think we're all on the same page... .now, 

others would just stop trying to complicate things...! 

Original Message 

pg-2 
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From: 
Sent: 
To: 
Subject: 

](OGC) (FBI) 
~ìnni inini 9 . 3 3 ^ M 

OGC) (FBI) 
RE: Request to Change Subscriber NSL Ponies 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b5 
b6 
b7C 

I agree with 

1 talked TO June about tnoso \aauaa arm JUIIO taikoo WITH valene uaprom annur 
it. They both agreed that j 

| | Although not relevant, there was a purpose in seeking the 
information. Here is a paragraph from the opinion that I wrote: 

b5 

What do you think? I agree with b5 
b6 
b7C 

Orininal M e s s a n e -
From: j_ )GC) (FBI) 

J(OGC) (FBI) To: 
Subject: FW: Request to Change Subscriber NSL Ponies 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

What are your thoughts on this? 

Orig 
« 1 ] (OGC) (FBI) 
Original Messane-

From: 
Sent: Tuesday lannarv 7007 7:38 AM 
To: 
Subject iOGC) (FBI) 

e Subscriber NSL Ponies 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b7C 

b5 
b6 
b7C 

Your opinion? I think whal [wrote three emails below is NOT an IOB, again, just an 
investigation. Do you agree] 

uiiiikjuuyiiibHii nas iu ue exeiuseu. 

1^ . ^10 -32566 



• 
Original Messane-

From: ] 
Sent: luesHav. lannarv .'-ill. 71)07 7:12 AM 
To: 
Cc: 

] (FBI) 
±r 

ZEEIIE 

(OGpjEBDJ 
EBÛ 

T j m 
JFBT) 

Subject: RE: Requêât tô Lflartgê bubâiribêr NSL Ponies 

S E N S I T I V E B U T U N C L A S S I F I E D 
N O N - R E C O R D 

I t e m i 
L M Ü I E B I L 

J u t g (hBIj; 

b2 
b7E 
b6 
b7C 

O k a v Just so w e can al l he cons is ten t here in 

I hanks in a d v a n c e to r t h e fu r the r c lar i f icat ion. 

b2 
b7E 
)5 

Original Messane 
From: [ 
Sent 
M 
Cc:l 

Monriav. January 79. 7007 

Subject: 

ZEETL 
Zkm£ 

(OGC) (FBI) 
10:56 AM 

I E E D E 

RE: Request to Change Subscricer NbL Ponies 
J M C ) (FBI 

(OÜC) my, 

S E N S I T I V E B U T U N C L A S S I F I E D 
N O N - R E C O R D 

b2 
b7E 
b6 
b7C 

I a m not su re I a g r e e w i th you . 

"Original Messine-
From: 

Friday. January 26. 2007 8 25 AM 

Subject: 
p i J 

Request to Chai 

EEEüL 

(OGQIEBIL 

[FBI) 
JCFBT 

ICFBI l l 

.equest to Change Subscriber NSL Ponies 

b5 
b6 
b7C 

b2 
b7E 
b6 
b7C 

NS'p-T
40-32567 



— i nis Document Contains Attorney Work Product and Attorney-Client 
Privileged Communications**** 

Associate D iv i s ion COIIIKH b2 
b7E 
b6 
b7C 

ecure phone) 
ix) 

](secure fax) 

—UNCLASSIFIED— 

-8ENQITIVC BUT UNCLASSIFIED 

SENSITIVE BUT UNCLAOair iCD 

bbNbl IIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLA33IFIED -

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-32568 



X 

SENSITIVE DUT UNCLAQQiriCD 

OENOITIVE DUT UNCLA33IFIED 

SENSITIVE BUT UNCLA33i r iCD 

pg-2 
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From: 
Sent: 
To: 
Subject: 
UNCLASSIFIED 
NON-RECORD 

(OGC) (FBI) 
b6 
b7C 

Tuesday, October 31 2006 4:38 P( 

[OGC) (FBI) 
"RET 

'|M_ 
(OGC) (FBI) 

Duplicate #1082883 File OGC3-IOB Sec 10, pg 61 

O r i g i n a ] M p c c a n p 

From: 
Sent: 
To: 
Subject: 

](OGC) (FBI) 
T i i o c H a » n r M h o r 31 O n n f i ^ l p|V| 

"RET 
DGC) (FB: 

UNCLASSIFIED 
NON-RECORD 

(OGC) (FBI) 

T n p s r l a v O r t n h p r 7 0 0 f i 3 : 2 3 P M 

O r i n i n a l M p c c a n p -

From: 
Sent: 
To: 
Cc: 
Subjec 

(OGC) (FBI) 

"RET 

liOGC) (FBI) 
iGC) (FBI) 

UNCLASSIFIED 
NON-RECORD 

pg-io 
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[DRAFTING DIVISION] 
[STREET ADDRESS] 
[CITY,STATE, ZIP CODE] 
[MONTH DAY, YEAR] 

[MR./MRS/MS.] [COMPLE TE POC NAME] 
[TITLE, IF AVAILABLE] 
[COMPANY NAME] 
[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 

DEAR [MR./MRS./MS.] [LAST NAME]: 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 12, United States Code 
(U.S.C.), Section 3414(a)(5), (as amended), you are hereby 
directed to produce to the Federal Bureau of Investigation (FBI) 
all financial records pertaining to the customer(s) and/or 
accounts listed below: 

NAME(S) [if available] 

ACCOUNT NUMBER(s): [if available] 

SOCIAL SECURITY NUMBER(S):[if available] 
DATE(S) OF BIRTH: [if available] 

[FOR PERIOD FROM INCEPTION TO PRESENT] 

or 

[FOR PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE] 
or [PRESENT]] 

Please see the attachment following this letter for the 
types of information that your financial institution might 
consider to be a financial record. 

If the time period noted above is to the "present," 
that term is intended to direct production of information to the 
date of the processing of this letter. If providing information 

s: 

NSL VIO-32585 



[MR./MRS./MS./ COMPLETE NAME] 

to the date of processing is not feasible, please provide 
information to the date of receipt of this letter. 

In accordance with Title 12, U.S.C. Section 
3414(a)(5)(A), I certify that the information is sought for 
foreign counterintelligence investigation purposes to protect 
against international terrorism or clandestine intelligence 
activities, and that such an investigation of a United States 
person is not conducted solely on the basis of activities 
protected by the First Amendment to the Constitution of the 
United States. 

In accordance with Title 12, U.S.C., Section 3403(b), I 
certify that the FBI has complied with all applicable provisions 
of the Right to Financial Privacy Act. 

[Certification: The nondisclosure requirement is not an automatic 
feature of the NSL. If the supporting EC for this NSL included 
Option 1 (Invoking the Nondisclosure Requirement) then include 
the language in the following 3 paragraphs in the NSL.] 

In accordance with 12 U.S.C. § 3414(a)(5)(D), I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. Accordingly, 12 U.S.C. § 
3414(a)(5)(D) prohibits you, or any officer, employee, or agent 
of yours, from disclosing this letter, other than to those to 
whom disclosure is necessary to comply with the letter or to an 
attorney to obtain legal advice or legal assistance with respect 
to this letter. 

In accordance with 12 U.S.C. § 3414(a) (5) (D) (iii), you 
are directed to notify any persons to whom you have disclosed 
this letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 12 U.S.C. § 3414(a)(5)(D)(iv), if 
the FBI asks for the information, you should identify any person 
to whom such disclosure has been made or to whom such disclosure 
will be made. In no instance will you be required to identify 

2 
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[MR./MRS./MS./ COMPLETE NAME] 

any attorney to whom disclosure was made or will be made in order 
to obtain legal advice or legal assistance with respect to this 
letter. 

[Include the following language in all NSLs.] 

In accordance with 18 U.S.C. § 3511(a) and (b)(1), you 
have a right to challenge this letter if compliance would be 
unreasonable, oppressive, or otherwise unlawful and the right to 
challenge the nondisclosure requirement set forth above. 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 

You are directed to provide records responsive to this 
letter [personally to a representative of the [DELIVERING 
DIVISION]_0R through use of a delivery service to the [OFFICE OF 
ORIGIN] OR through secure fax] within [xxxx] business days of 
receipt of this letter. 

Any questions you have regarding this letter should be 
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN],_depending on whether service is personal or through a 
delivery service]. Due to security considerations, you should 
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any 
telephone conversation. 

Your cooperation in this matter is greatly appreciated. 

3 
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Sincerely, 

[ADIC/SAC NAME] 
[ASSISTANT DIRECTOR IN 
SPECIAL AGENT IN CHARGE] 

ATTACHMENT 

In preparing your response to this National Security Letter, you 
should determine whether your company maintains the following 
types of information which may be considered by you to be a 
financial record in accordance Title 12, United States Code, 
Section 3401 (2) : 

4 
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(Rev. 03-09-2006) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 00/00/2006 
To: General Counsel Attn: Julie Thomas 

Deputy General Counsel, NSLB 
[COUNTERTERRORISM/ Attn: [UNIT] 
COUNTERINTELLIGENCE/CYBER] 
[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 
[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 

[SQUAD] [X] 
[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
(if using personal service) [SQUAD] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: [ADIC NAME, IF APPLICABLE] 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

Drafted By: [LAST, FIRST MIDDLE: INITIALS] 
'•T-T.'Case ID [CASE FILE NUMBER] (Pending) 

Title: [SUBJECT] (U) [AKA] [ALIAS, IF APPLICABLE] 
[IT/FCI - FOREIGN POWER] 
[OO: OFFICE OF ORIGIN] 

(U) Synopsis-: Approves the issuance of an RFPA National Security 
Letter (NSL) for financial records; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the financial 
institution. 

l| ¡J J "Derived F m m : C 3 ^—1-i~r-i.fy On. —X=T 
FULL/PRELIMINARY Inves ti gation Instituted: 00/00/2005 

<u> 
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<U) 

To: [CTD/CD] From: [DRAFTING DIVISION] 
J JJ J Re : ^><^[CASE FILE NUMBER, 00/00/2005] 

R e f e r e n e e : [ C A S E FILE NUMBER SERIAL XXX] (U) 

Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 
ORIGIN, depending on whether service is personal or through restricted 
delivery service] is an NSL dated [00/00/2005], addressed to [COMPANY 
POC NAME], [TITLE (if available)], [COMPANY NAME], [COMPANY ADDRESS -
NO P.O. BOX], [CITY, STATE - NO ZIP CODE if using personal service], 
requesting financial records of the customer listed. 

(Tj) Details: A [FULL/PRELIMINARY] [FOREIGN 
COUNTERINTELLIGENCE/INTERNATIONAL TERRORISM] investigation of subject, 
a [U.S. PERSON/NON-U.S. PERSON], was authorized in accordance with the 
Attorney General Guidelines because [GIVE A FULL EXPLANATION OF THE 
JUSTIFICATION FOR OPENING AND MAINTAINING THE INVESTIGATION ON THE 
SUBJECT; BAREBONES FACTS WILL NOT SUFFICE AND WILL CAUSE THE REQUEST 
TO BE REJECTED FOR LEGAL INSUFFICIENCY]. These financial records are 
being requested to [FULLY STATE THE RELEVANCE OF THE REQUESTED 
RECORDS TO THE INVESTIGATION]. 

X This electronic communication documents the [APPROVING 
OFFICIAL'S] approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks financial records 
for [NUMBER OF] individual(s). 

(U) Arrangements should be made with the financial 
institution to provide the records [personally to an employee of the 
DELIVERING DIVISION OR through use of a delivery service to OFFICE OF 
ORIGIN] within [NUMBER OF] business days of receipt of this request. 
The financial institution should neither send the records through 
routine mail service nor utilize the name of the subject of the 
request in any telephone calls to the FBI. 

[Certification and Activation of the Nondisclosure Requirement: There 
is no longer an automatic prohibition that prevents the recipient of a 
National Security Letter from disclosing that the FBI has requested 
the information. To activate the nondisclosure requirement, the 
senior FBI official approving this EC must use Option 1 below and 
include in the EC (but not in the NSL) a brief statement of facts that 
justify the nondisclosure requirement. Option 2 is to be used in all 

cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 12 U.S.C. § 3414(a) I, the senior 
official approving this EC, certify that a disclosure of the fact that 
the FBI has sought or obtained access to the information sought by 
this letter may endanger the national security of the United States, 
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To: [CTD/CD] From: [DRAFTING DIVISION] 
(U) Re: [CASE FILE NUMBER, 00/00/2005] 

interfere with a criminal, counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger the 
life or physical safety of a person. 

(S>^Brief statement of the facts justifying my certification 
(U) ""in this casé;\ 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation of 
the nondisclosure requirements under the applicable National Security 
Letter statute. 

[Include the next 2 paragraphs in all ECs] 

(U) Information received from a financial institution may 
be disseminated to an agency of the United States only if such 
information is clearly relevant to the authorized responsibilities of 
such agency. 

(U) Any questions regarding the above can be directed to 
[CASE AGENT, telephone number (000) 000-0000]. 
LEAD (s) : 
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^SlSgREiT^ 

To: JCTD/CD] From: [DRAFTING DIVISION] 
(U) Re : > < [CASE FILE NUMBER, 00/00/2005] 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSLs. 

Set Lead 2: (Info) 
[COUNTERTERRORISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON, DC 
(U) At [Unit] Read and Clear 

Set Lead 3: (Action) 
[DELIVERING DIVISION - if using personal service] 

[AT CITY, STATE] 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the financial institution, [DELIVERING 
DIVISION] is requested to submit results to [DRAFTING DIVISION] and 
[OFFICE OF ORIGIN, if applicable]. 
• • 

s: 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 00/00/2006 
To: General Counsel Attn: Julie Thomas 

Deputy General Counsel, NSLB 
[COUNTERTERRORISM/ Attn: [UNIT] 
COUNTERINTELLIGENCE/CYBER] 
[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 
[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 

[SQUAD] [X] 
[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
(if using personal service) [SQUAD] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: [ADIC NAME, IF APPLICABLE] 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

Drafted By: [LAST, FIRST MIDDLE: INITIALS] 
(U) Case ID #:^g^lcASE FILE NUMBER] (Pending) 

( U ) 
Title: ,X. [SUBJECT] 

[AKA] [ALIAS, IF APPLICABLE] 
[IT/FCI - FOREIGN POWER] 
[OO: OFFICE OF ORIGIN] 

Synopsis: (U) Approves the issuance of an RFPA National Security 
Letter (NSL) for financial records; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the financial 
institution. 

(U) Derived From : G-3 Declassify On: [10 years 
from date of EC] 
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To: -{CTD/CD] From: [DRAFTING DIVISION] 
(UJ Re: [CASE FILE NUMBER, 00/00/2006] 

(U) 
[FULL/PRELIMINARY]InvestigationInstituted:J^ 00/00/2006 

Reference:Nii/ [CASE FILE NUMBER SERIAL XXX] 

Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 
ORIGIN, depending on whether service is personal or through restricted 
delivery service] is an NSL dated [00/00/2006], addressed to [COMPANY 
POC NAME], [TITLE (if available)], [COMPANY NAME], [COMPANY ADDRESS -
NO P.O. BOX], [CITY, STATE - NO ZIP CODE if using personal service], 
requesting financial records of the customer listed. 

Details: ^ X ^ A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/ 
INTERNATIONAL TERRORISM] investigation of subject, a [U.S. PERSON/NON-
U.S. PERSON], was authorized in accordance with the Attorney General 
Guidelines because [Give a full explanation of the justification for 
opening and maintaining the investigation on the subject; barebones 
facts will not suffice and will cause the request to be rejected for 
legal insufficiency]. These financial records are being requested to 
[Fully state the relevance of the requested records to the 
investigation]. 

y^v This electronic communication documents the [APPROVING 
OFFICIAL' s"J approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks financial records 
for [NUMBER OF] [individual(s)/account(s)] from [financial institution 
#1]; [NUMBER OF] [individual(s)/accounts] from [financial institution 
#2], etc. [In the case of multiple accounts to the same financial 
institution, if you know how many different persons attach to those 
accounts, please state. If request is for person(s) other than the 
subject of the investigation or in addition to the subject of the 
investigation, please state USP status of those persons. In other 
words, do your best to give as much information as you can, for 
congressional reporting purposes.] 

(U) Arrangements should be made with the financial 
institution to provide the records [personally to an employee of the 
DELIVERING DIVISION OR through use of a delivery service or secure fax 
to OFFICE OF ORIGIN] within [NUMBER OF] business days of receipt of 
this request. The financial institution should neither send the 
records through routine mail service nor utilize the name of the 
subject of the request in any telephone calls to the FBI. 

DISCLOSURE PROVISIONS 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact that 
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To: [CTD/CD] From: [DRAFTING DIVISION] 
R e : [ C A S E FILE NUMBER, 00/00/2006] 

the FBI has sought or obtained access to the information sought by 
this letter may endanger the national security of the United States, 
interfere with a criminal, counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger the 
life or physical safety of a person. 

Brief statement of the facts justifying my certification 
in this cdseT 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation of 
the nondisclosure requirements under the applicable National Security 
Letter statute. 

[Include the next 2 paragraphs in all ECs.] 

(U) Information received from an electronic communications 
service provider may be disseminated in accordance with the Attorney 
General Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and, with respect to dissemination to 
an agency of the United States, only if such information is clearly 
relevant to the authorized responsibilities of such agency. 

(U) Any questions regarding the above can be directed to 
[CASE AGENT, telephone number (000) 000-0000]. 

s: 
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To: [CTD/CD] From: [DRAFTING DIVISION] 
i U > R e : [CASE FILE NUMBER, 00/00/2006] 

LEAD (s) : 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSLs. 

Set Lead 2: (Info) 

[COUNTERTERRORISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON, DC 

(U) At [Unit] Read and Clear 

Set Lead 3: (Action) 

[DELIVERING DIVISION - if using personal service] 

[AT CITY, STATE] 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the financial institution, [DELIVERING 
DIVISION] is requested to submit results to [DRAFTING DIVISION] and 
[OFFICE OF ORIGIN, if applicable]. 

• • 

g 
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From: 
Sent: 
To: 
Cc: 
Subject: 
UNCLASSIFIED 
NON-RECORD 

l-rirta v. MarcFOZ 

Thread-content 

2 i i p / 2 : 1 3 
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OGC)(FBI) 
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b4 
b7D 
b5 
b6 
b7C 

I b6 
b7C 

UNCLASSIFIED 
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From: 
Sent: 
To: 

GCGRCT 
RECORD 315 

(OGC) (FBI) 
Thursday. July 20. 2006 4:07 PM 
THOMAS. JULIE F. (OGC) (FBI) 

(OGC) (FBI 
;OGC) (FBI) 

(OGC) (FBI): 

b6 
b7C 

(DI) (FBI; 

b2 
b5 

b2 
b5 

b5 

Any thoughts? 

rTForeiqn Counterintelligence DERIVED FROM: G-3 FBI ClassiT 
Investigations 

N A T I O N E X E M P T I O N 1 

~ 5 E e R E 3 L 
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From: 
Sent: 
To: 
Cc: 

l uesflav. uctober 31 
[OGC) (FBI) 

2008 1^:59 AM 
m 

Subject: Kb: NSL LCs 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

1 ( U G c n i - i f i ? 

F ÌFBI1 
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Z F B 
FBI) 
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i); 

b2 
b7E 
b6 
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(FBI) 

OGN FFRT) 
PBIJ-

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Duplicate "A" file Sec 1, pgs 20-21 

Yes - we report the USPER status of the subject - which to us is the subject of the case. 

Orif1'"^1 

From: 

Subject: RE: NSL 
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From: 
Sent: 
To: 
Cc: 

Subject: 

(FBI) 
liipgrla» r-lrtnhPr-41 VIIIIK 11-h fMU 

Kb! NbL LUS 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

ÎOGC) (FBI) 
(OGC) fFRnr GC) (EE 

[FBI) 
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|(FBI) 
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(FBI); 

b2 
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Yes - we report the USPER status of the subject - which to us is the subject of the case. 

Original M 
From: 
Sent: 
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j U N ï ï 
L O G C U F B L F 

j m 
;JFBU 

~|oGC) (FBI 
j m 

Subject: RE: NSL ECs 
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NON-RECORD 

Duplicate this file page 109-110 
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To: I |(OGC1 CFBI1 
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FBI)] J H T 
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F B I J 

pg-i 
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(03/09/2006) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 00/00/2006 

To: General Counsel Attn: Julie Thomas 
Deputy General Counsel, NSLB 

[COUNTERTERRORISM/ Attn: [UNIT} 
COUNTERINTELLIGENCE/CYBER] 

[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 
[SQUAD] [X] 

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
(if using personal service) [SQUAD] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-

0 0 0 0 ) ] 

Approved By: [ADIC NAME (IF APPLICABLE)] 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS] 

,-J: Case ID #: [CASE FILE NUMBER] (Pending) 

Title: C ^ ^ [SUBJECT] 
(U) [AKA] [ALIAS (IF APPLICABLE) ] 

[IT/FCI - FOREIGN POWER] 
OO: [OFFICE OF ORIGIN] 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL)for email subscriber information; provides 
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FEDERAL BUREAU OF INVESTIGATION 

reporting data; and, if necessary, transmits the NSL for delivery 
to the electronic communications service provider. 

(U) FULL/PRELIMINARY Investigation Instituted: 00/00/2005 

(U) Reference: [CASE FILE NUMBER Serial XXX] 

Enclosures: (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 
ORIGIN, depending on whether service is personal or through a 
restricted delivery service] is an NSL dated [00/00/2005], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service], requesting the name, address, 
and length of service for the e-mail address holder(s) listed. 

Details: ^ ^ A [FULL/PRELIMINARY] [ INTERNATIONAL/FOREIGN 
COUNTERINTELLIGENCE] investigation of the subject, a [USPER/NON-
USPER], was authorized in accordance with the Attorney General 
Guidelines because [GIVE A FULL EXPLANATION OF THE JUSTIFICATION 
FOR OPENING AND MAINTAINING THE INVESTIGATION ON THE SUBJECT; 
BAREBONES FACTS WILL NOT SUFFICE AND WILL CAUSE THE REQUEST TO BE 
REJECTED FOR LEGAL INSUFFICIENCY]. This electronic subscriber 
information is being requested to [FULLY STATE THE RELEVANCE OF 
THE REQUESTED RECORDS TO THE INVESTIGATION]. 

[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
subscriber information on [NUMBER OF] address(es). 

communication service provider to provide the records [personally 
to an employee of the DELIVERING division OR through use of a 
delivery service to OFFICE OF ORIGIN] within [NUMBER OF] business 
days of receipt of this request. The electronic communication 
service provider should neither send the records through routine 
mail service nor utilize the name of the subject of the request 
in any telephone calls to the FBI. 

(U) This electronic communication documents the 

(U) Arrangements should be made with the electronic 

T 
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To: . [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
(U) Re: l|^r[CASE FILE NUMBER, 00/00/2006] 

[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the 
FBI has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC (but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

ief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute. 

[Include the next 2 paragraphs in all ECs.] 

^ If a preliminary investigation is opened on the 
subscriber identified, it is the responsibility of the office 
opening the preliminary investigation to advise FBIHQ. This may 
be done by routing slip to the National Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterintelligence 
Division. This reporting is necessary in order to provide 
information to Congress regarding the FBI's use of this authority 
as mandated by Congress. 
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s: 

To: . [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
(U) Re: l | ^ r [ C A S E FILE NUMBER, 00/00/2006] 
<U> 

(U) Any questions regarding the above can be directed 
to [CASE AGENT, telephone number (000) 000-0000]. 
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To: . [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
(U) Re: l|^r[CASE FILE NUMBER, 00/00/2006] 

LEAD (s) : 

Set Lead 1: 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

[COUNTERTERRORISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON, DC 

(U) At [Unit] Read and Clear 

Set Lead 3: 

[DELIVERING DIVISION - fif using personal service] 

AT [CITY, STATE] 

(U) Deliver the enclosed NSL as indicated above. 
Upon receipt of the information requested, [DELIVERING DIVISION] 
is requested to submit results to [DRAFTING DIVISION] and [OFFICE 

OF ORIGIN, if applicable]. 

• • 
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(01/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 00/00/2006 

To: General Counsel Attn: Julie Thomas 
Deputy General Counsel, NSLB 

[COUNTERTERRORISM/ Attn: [UNIT} 
COUNTERINTELLIGENCE/CYBER] 

[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 
[SQUAD] [X] 

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
(if using personal service) [SQUAD] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-

0 0 0 0 ) ] 

Approved By: [ADIC NAME (IF APPLICABLE)] 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS] 
(U) Case ID #: JjJX^CASE FILE NUMBER] (Pending) 

(TJ) Title: [ SUB JE C T ] 
^ [AKA] [ALIAS (IF APPLICABLE) ] 

[IT/FCI - FOREIGN POWER] 
OO:[OFFICE OF ORIGIN] 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL)for email subscriber information; provides 

seJJK^T 
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(U) To: . [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
(U) Re: l|^r[CASE FILE NUMBER, 00/00/2006] 

reporting data; and, if necessary, transmits the NSL for delivery 
to the electronic communications service provider. 

(U) X>c< / Derived From: G-3 
Declassify On: [10 years from date of EC] 

FULL/PRELIMINARY Investigation Instituted [00/00/2006] (U) 

(U) Reference: [CASE FILE NUMBER Serial XXX] 

Enclosures: (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 
ORIGIN, depending on whether service is personal or through a 
restricted delivery service or fax] is an NSL dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service], requesting the name, address, 
and length of service for the e-mail address holder(s) listed. 

Details: (S) A [FULL/PRELIMINARY] [INTERNATIONAL/FOREIGN 
COUNTERINTELLIGENCE] investigation of the subject, a [USPER/NON-
USPER], was authorized in accordance with the Attorney General 
Guidelines because [Give a full explanation of the justification 
for opening and maintaining an investigation of the subject; 
barebones facts will not suffice and will cause the request to be 
rejected for lack of legal sufficiency]. This electronic 
subscriber information is being requested to [Fully state the 
relevance of the requested records to the investigation]. 

(U) This electronic communication documents the 
[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
subscriber information on [NUMBER OF] [e-mail/IP address(es)] 
from [ISP #1]; [NUMBER OF] [e-mail/IP address(es)] from [ISP #2], 
etc. 

(U) Arrangements should be made with the electronic 
communication service provider to provide the records [personally 
to an employee of the DELIVERING division OR through use of a 
delivery service or secure fax to OFFICE OF ORIGIN] within 
[NUMBER OF] business days of receipt of this request. The 
electronic communication service provider should neither send the 
records through routine mail service nor utilize the name of the 
subject of the request in any telephone calls to the FBI. 

DISCLOSURE PROVISIONS 

S E ^ & i r 
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S E ^ B E ^ 

To: . [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
(U) Re: l|^r[CASE FILE NUMBER, 00/00/2006] 

[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the 
FBI has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC (but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

^ ^^8=<^Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute. 

[Include the next 2 paragraphs in all ECs] 

(U) Information received from an electronic 
communications service provider may be disseminated in accordance 
with the Attorney General Guidelines on National Security 
Investigations and Foreign Intelligence Collection and, with 
respect to dissemination to an agency of the United States, only 
if such information is clearly relevant to the authorized 
responsibilities of such agency. 

(U) Any questions regarding the above can be directed 
to [CASE AGENT, telephone number (000) 000-0000]. 
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To: . [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
(U) Re: l|^r[CASE FILE NUMBER, 00/00/2006] 
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re : [CASE FILE NUMBER, 00/00/2006] 

LEAD (s) : 

Set Lead 1: 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

[COUNTERTERRORISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON, DC 

(U) At [Unit] Read and Clear 

Set Lead 3: 

[DELIVERING DIVISION - fif using personal service] 

AT [CITY, STATE] 

(U) Deliver the enclosed NSL as indicated above. 
Upon receipt of the information requested, [DELIVERING DIVISION] 
is requested to submit results to [DRAFTING DIVISION] and [OFFICE 

OF ORIGIN, if applicable]. 

• • 

SfrSgSj^-
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[DRAFTING DIVISION] 
[STREET ADDRESS] 
[CITY, STATE, ZIP CODE] 
[MONTH, DAY, YEAR] 

[MR./MRS./MS.] [Complete name] 
[TITLE, IF AVAILABLE] 
[NAME OF COMPANY] 
[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 

Dear [MR./MRS./MS.] [LAST NAME]: 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 18, United States Code 
(U.S.C.), Section 2709 (Section 201 of the Electronic 
Communications Privacy Act of 1986) (as amended), you are hereby 
directed to provide to the Federal Bureau of Investigation (FBI) 
the name, address, and length of service for the below-listed [e-
mail/IP] address holder(s): 

[E-mail/IP ADDRESS or ADDRESSES] 

[ON A SPECIFIC DATE] 

or 

[FOR THE PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE] 
or [PRESENT]] 

If the time period noted above is to the "present," 
that term is intended to direct production of information to the 
date of the processing of this letter. If providing information 
to the date of processing is not feasible, please provide 
information to the date of receipt of this letter. 

In accordance with Title 18, U.S.C., Section 2709(b), I 
certify that the information sought is relevant to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities, and that such an 
investigation of a United States person is not conducted solely 

s: 
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[MR./MRS./MS] [COMPLE TE NAME] 

on the basis of activities protected by the First Amendment to 
the constitution of the United States. 

[Certification: The nondisclosure requirement is not an automatic 
feature of the NSL. If the supporting EC for this NSL included 
Option 1 (Invoking the Nondisclosure Requirement) then include 
the language in the following 3 paragraphs in the NSL.] 

In accordance with 18 U.S.C. § 2709(c)(1), I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. Accordingly, 18 U.S.C. § 2709(c)(1) 
and (2) prohibits you, or any officer, employee, or agent of 
yours, from disclosing this letter, other than to those to whom 
disclosure is necessary to comply with the letter or to an 
attorney to obtain legal advice or legal assistance with respect 
to this letter. 

In accordance with 18 U.S.C. § 2709(c)(3), you are 
directed to notify any persons to whom you have disclosed this 
letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 18 U.S.C. § 2709(c)(4), if the FBI 
asks for the information, you should identify any person to whom 
such disclosure has been made or to whom such disclosure will be 
made. In no instance will you be required to identify any 
attorney to whom disclosure was made or will be made in order to 
obtain legal advice or legal assistance with respect to this 
letter. 

[Include the following language in all NSLs.] 

In accordance with 18 U.S.C. § 3511(a) and (b)(1), 
you have a right to challenge this letter if compliance would be 
unreasonable, oppressive, or otherwise unlawful and the right to 
challenge the nondisclosure requirement set forth above. 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 

2 
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[MR./MRS./MS] [COMPLE TE NAME] 

requirement, may result in the United States bringing an 
enforcement action. 

You are directed to provide records responsive to this 
letter [personally to a representative of the [DELIVERING 
DIVISION] OR through use of a delivery service to [OFFICE OF 
ORIGIN] OR through secure fax] within [xxxx] business days of 
receipt of this letter. 

Any questions you have regarding this letter should be 
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN], depending on whether service is personal or through a 
delivery service]. Due to security considerations, you should 
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any 
telephone conversation. 

Your cooperation in this matter is greatly 
appreciated. 

Sincerely yours, 

[ADIC/SAC NAME] 
[ASSISTANT DIRECTOR IN CHARGE/ 

SPECIAL AGENT IN CHARGE] 

3 
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MessageFrom: 
ggnt1 En'flaw 

TO 
Anni H ¿007 ZflTB 

M ) ( F B I ) 
(OGC) (FBI) 

SubjëCt! piëasë M to package of documents 
SENSITIVE BUT UNCLASSIFIED 

please add to| [package of documents.txt 
1 1 1 IS ICLMFHD 
m 12-14-2007 I I 551?M/isi/Mj 

b2 
b6 

I K From: (OGC) (FBI) sentz'weanesaay, January a, m 9:40 AM 
To: THOMAS, JULIE F. (OGC) (FBI) 
Subject: RE: Service of Fed Reserve NLSs 

SENSITIVE BUT UNCLASSIFIED b2 

As with CAU, it's hit and miss. Sometimes they'll get inundated with numbers that they need to check out quickly; pikr times their requests can 
wait the issuance of an NSL. But even on routine matters, I gather that it takes a long time to get an NSL served bJ 
This is a situation in which I am not sure I am going to get an accurate answer as to how many times they've gotten info from the Fed and not given an 
NSL. I am not even sure they keep trark nr that T want to know Rut this has heen an nnnninn nrnhlem which nrininallv ramp tn our attention 
probably almost a year ago when iipai L i u 
adinn fnr l'nfnriarinn. NnwpyprJ 

b2 
b5 

So the service issue is huge here. It was at a follow up meeting with 
you about how we solve this problem of service. Service was their main 

that I attended alone, a few weeks ago that generated my contacting 
nt, even more so than actually producing an NSL. 

Page 1 
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please add to package of documents.txt 
So to answer your question directly, I don't have numbers but I knobirhave a problem. 

• 
b2 
M 

b7C 

Original Message 
From: THOMAS, JULIE F. (OGC) (FBI) 
Sent; MwdlIV. ,1«rY h 2005 9:21 AM 

(OGC) (FBI) 
Reserve NLSs 

To: 
subiett! Rt: service or m 

SENSITIVE BUT UNCLASSIFIED 

The memo to CTD and CD did go out. How big a problem is this? Every NSL can't be an emergency. Julie 
MPKanp-

(OGC) (FBI) From: 
sent: 
To: 
Cc: 

Wednesday, January 2b, 2005 9:02 A M 
THOMAS 1111TF F ipGC) FBI) 

(OGC) (FBI) 
sub'jeti: service oi Fell Reserve NLSS 

SENSITIVE BUT UNCLASSIFIED 

l i i l io rh'rl tho momn tn nn anrl rn nn nut nn tho icciio nf con/iro nf MQI c? Roranco tho icciio harl aricon nartiriallw in tho rnntovt 

b5 
b2 

Which leads to a similar problem as we were having with CAll, 

Page 2 
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please add to package of documents.txt 
S o i f t h e s e N L S c o u l d b e ( u n s e c u r e ) f a x e d , i t w o u l d m W w o r l d o f d i f f e r e n c e . 

can we see where we are with these matters. Can we offer 
again, ts neip nsrs, m tnen m up with m $¿>11™ An ssiVice? 

• b2 
bS 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
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MessageFrom: 
Sen 
To: 
Sub 

Fri to. Anni M, W W 1 
OGC) (FBI) 

(OGC) (FBI) 
please add to the| package of documents.txt 

pi « wo TO the 
SENSITIVE BUT UNCLASSIFIED 

package of documents b7C 

nri'm'nal Marrana-

From: 
Seip 
To: 
Cc: 

(OGC) (FBI) 
Warlnarrlaw 1iilvTOfl4 12:44 PM 

(C1D) (FBI) 
CTD) (FBI) 

subject: Meeting on m a y 
(OGC) (FBI) 

b6 

b7C 

SENSITIVE BUT UNCLASSIFIED 

bank. 
are you available to meet on Friday at 10 am here in OGC (Room 7975) to discuss this matter. In the interim, could you orplease find out 
how many NSLs have been issued under his signature. Also we'd like to know what bank we are talking about, whether the NSlhm all gone to one 
and who is the POC at the bank who was comfortable with providing the information even if we hadn't provided an NSL. 

The RFPA basically states that banks cannot give out information and the government cannot accept information unless the bank receives legal process, 
such as a GJ subpoena, administrative subpoena, court order, or an NSL. Further, there is a separate requirement that information cannot be furnished 
unless a proper certifying official states that all the requirements of the RFPA have been complied with. Since our certification is in the NSL, and 
your unit chief was not authorized to make the certification, nor sign the NSL, we do have a situation to deal with here. That is why I'd like to 
know the name of the bank and POC at the bank, who must have had some legal theory under which they could provide you the information without even 
getting an NSL. 
thanks b2 

b7C 
MPCCMP-

From. 
W TMPQfiav III iv/I 
To: 
Cc: 
s u t e r 

CTD) (FBI); 
(OGC) (FBllr 

(OGC) (FBI) 
1111A AM 

(FBI) 
M 

Page 2 
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please add to thej package b2 of documents.txt 

SENSITIVE BUT UNCLASSIFIED 

I am an OGC/NSLB attorney who was asked to handle a matter that you had previously discussed with 
an NSL under the Right to Financial Privacy Act to obtain bank records. 

concerning issu ing 

I have a copy of the NSL that you are using, but I ist adYlse m right M that m m d tt StQP using it. First, it IS f old pony, inasmuch as it ^ 
iThp standard i s much sets out an old standard for getting NSLs 

different now, since the 2001 Patriot Act , 
Secondly, your unit ch ie f has not been delegated author i ty to issue the NSL. So you cannot use th i s form, 

I have a document entitled "Spikedelegation," which sets out the various people who have been delegated authority to sign NSLs, the first set having 
been established after the Patriot Act (AD,DADs, SACs, various OGC attorneys), and the latest delegee, Spike Bowman, the senior counsel for national 
security affairs in our office, having been given such authority a few months ago. 
Under separate cover, I am going to send you the form NSL that you should be using for financial institutions. It comes from the NSLB web page, where 
you can pull up national security letters from a list on the left side of the web page, and then you will see a description of NSLs and a reference to 
a November 2001 EC, and if you click on that, you will get a listing of all the NSL forms. But I'll send it to you separately. 
I think we need to figure out what to do about the information you've gotten in the past under these NSLs. I am going to check the RFPA statute and 
will get back to you. 

• b7C 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
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(01/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 00/00/2005 

To: General Counsel Attn: Julie Thomas 
Deputy General Counsel, 

NSLB 

[COUNTERTERRORISM/ Attn: [UNIT] 
COUNTERINTELLIGENCE/CYBER] 
[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR] 

SA [CASE AGENT] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 
[SQUAD] [X] 

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
(if using personal service) [SQUAD] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: (IF APPLICABLE)] 

<U) 

[ADIC NAME 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS] 

CaseID # : (X) [CASE FILE NUMBER] (Pending) 

( U ) 

Title :X 

(U) 

[SUBJECT] 
[AKA] [ALIAS (IF APPLICABLE) ] 
IT/FCI - [FOREIGN POWER]; 
OO: [OFFICE OF ORIGIN] 

Synopsis-: Approves the issuance of an ECPA National 
Security Letter (NSL) for subscriber information; provides 
reporting data; and, if necessary, transmits the NSL for delivery 
to the wire communications service provider. 

S E i t ^ E T 
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TSRING DIVISION] I To: . [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
(U) Re: l | ^ r [ C A S E FILE NUMBER, 00/00/2006] 

<U) 

(U) FULL/PRELIMINARY Investigation Instituted: [00/00/2005] 

Reference: (U) [CASE FILE NUMBER Serial XXX] 

Enclosures: (U) Enclosed for [DELIVERING DIVISION of OFFICE OF 
ORIGIN, depending on whether service is personal or through 
restricted delivery service] is an NSL dated [00/00/2005], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service], requesting subscriber 
information. 

Details: (S) A [FULL/PRELIMINARY] [INTERNATIONAL 
TERRORISM/FOREIGN COUNTERINTELLIGENCE] investigation of subject, 
a [U.S. PERSON/NON-USPER], was authorized in accordance with 
Attorney General Guidelines because [GIVE A FULL EXPLANATION OF 
THE JUSTIFICATION FOR OPENING AND MAINTAINING THE INVESTIGATION 
ON THE SUBJECT; BAREBONES FACTS WILL NOT SUFFICE AND WILL CAUSE 
THE REQUEST TO BE REJECTED FOR LEGAL INSUFFICIENCY]. This 
subscriber information is being requested to [FULLY STATE THE 
RELEVANCE OF THE REQUESTED RECORDS TO THE INVESTIGATION]. 

•JThis electronic communication documents the 
[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
subscriber information on [NUMBER OF] phone number(s). 

(U) Arrangements should be made with the wire 
communications service provider to provide the records 
[personally to an employee of the DELIVERING DIVISION OR through 
use of a delivery service to OFFICE OF ORIGIN] within [NUMBER OF] 
business days of receipt of this request. The wire 
communications service provider should neither send the records 
through routine mail service nor utilize the name of the subject 
of the request in any telephone calls to the FBI. 

[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the 
FBI has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 

s i r 
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To: . [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
(U) Re: l | ^ r [ C A S E FILE NUMBER, 00/00/2006] 

Option 1 below and include in the EC (but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

^^J Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute. 

[Include the next 2 paragraphs in all ECs.] 

(U) If a preliminary investigation is opened on the 
subscriber identified, it is the responsibility of the office 
opening the preliminary investigation to advise FBIHQ. This may 
be done by routing slip to the National Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterterrorism 
Division. This reporting is necessary in order to provide 
information to Congress regarding the FBI's use of this authority 
as mandated by Congress. 

(U) Any questions regarding the above can be directed 
to [CASE AGENT, telephone number (000) 000-0000]. 
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To: . [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
(U) Re: l|^r[CASE FILE NUMBER, 00/00/2006] 

LEAD (s) : 

Set Lead 1: 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

[COUNTERTERRORISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON, DC 

(U) At [Unit] Read and Clear 

Set Lead 3: 

[DELIVERING DIVISION - if using peresonal service] 

AT [CITY, STATE] 

(U) Deliver the enclosed NSL as indicated above. 
Upon receipt of requested information, [DELIVERING DIVISION] is 
requested to submit results to the [DRAFTING DIVISION] and 
[OFFICE OF ORIGIN, if applicable]. 
• • 

T 
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[DRAFTING DIVISION] 
[STREET ADDRESS] 
[CITY, STATE, ZIP CODE] 
[MONTH, DAY, YEAR] 

[MR./MRS./MS.] [COMPLETE NAME OF POC] 
[TITLE, IF AVAILABLE] 
[NAME OF COMPANY] 
[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 

DEAR [MR./MRS./MS.] [LAST NAME]: 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 18, United States Code 
(U.S.C.), Section 2709 (Section 201 of the Electronic 
Communications Privacy Act of 1986) (as amended, October 26, 
2001), you are hereby requested to provide to the Federal Bureau 
of Investigation (FBI) the name, address, and length of service 
of [person or entity] [persons or entities] to whom the following 
telephone [number is or was] [numbers are or were] registered: 

[TELEPHONE NUMBER(S) (000) 000-000]: 

[RELEVANT TIME PERIOD]: [ON SPECIFIC DATE] 

or [FROM [SPECIFIC DATE] to 
[SPECIFIC DATE] or [PRESENT] 

If the time period noted above is to the "present," that 
term is intended to request information to the date of the 
processing of this request. If providing information to the date 
of processing is not feasible, please provide information to the 
date of receipt of this request. 

In accordance with Title 18, U.S.C., Section 2709(b), I 
certify that the information sought is relevant to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities, and that such an 
investigation of a United States person is not conducted solely 
on the basis of activities protected by the first amendment to 
the Constitution of the United States. 

[Certification: The nondisclosure requirement is not an 
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automatic feature of the NSL. If the supporting EC for this NSL 
included Option 1 (Invoking the Nondisclosure Requirement) then 
include the language in the following 3 paragraphs in the NSL.] 

In accordance with 18 U.S.C. § 2709(c)(1), I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. Accordingly, 18 U.S.C. § 2709(c)(1) 
and (2) prohibits you, or any officer, employee, or agent of 
yours, from disclosing this letter, other than to those to whom 
disclosure is necessary to comply with the letter or to an 
attorney to obtain legal advice or legal assistance with respect 
to this letter. 

In accordance with 18 U.S.C. § 2709(c)(3), you are 
directed to notify any persons to whom you have disclosed this 
letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 18 U.S.C. § 2709(c)(4), if the FBI 
asks for the information, you should identify any person to whom 
such disclosure has been made or to whom such disclosure will be 
made. In no instance will you be required to identify any 
attorney to whom disclosure was made or will be made in order to 
obtain legal advice or legal assistance with respect to this 
request. 

[Include the following language in all NSLs.] 

In accordance with 18 U.S.C. § 3511(a) and (b)(1), you 
have a right to challenge this request if compliance would be 
unreasonable, oppressive, or otherwise unlawful and the right to 
challenge the nondisclosure requirement set forth above. 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 

You are requested to provide records responsive to this 
request [personally to a representative of the [DELIVERING 
DIVISION] OR through use of a delivery service to [OFFICE OF 
ORIGIN]] within [xxxx] business days of receipt of this request. 

Any questions you have regarding this request should be 
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN],_depending on whether service is personal or through a 
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delivery service]. Due to security considerations, you should 
neither send the records through routine mail service nor 
disclose the substance of this request in any telephone 
conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely yours, 

[ADIC/SAC NAME] 
[ASSISTANT DIRECTOR IN CHARGE/ 
SPECIAL AGENT IN CHARGE] 
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(03/09/2006) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 00/00/2006 

To: General Counsel Attn: Julie Thomas 
Deputy General Counsel, NSLB 

[COUNTERTERRORISM/ Attn: [UNIT] 
COUNTERINTELLIGENCE/CYBER] 

[REQUESTING OFFICE] Attn:SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 
[Squad] [X] 

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
(if using personal service) [Squad] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE] 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

(U) 

(U) 

(U ) 

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS] 

CaseID#: [CASE FILE NUMBER] (Pending) 

Title: [SUBJECT] 
[AKA] [ALIAS IF APPLICABLE] 
[IT/FCI - FOREIGN POWER]; 
[OO: OFFICE OF ORIGIN] 

Synopsis : Approves the issuance of an ECPA National 
Security Lextei? (NSL) for toll billing records; provides reporting 
data; and, if necessary, transmits the NSL for delivery to the 
wire communications service provider. 
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^SÎ^ET 

FEDERAL BUREAU OF INVESTIGATION 

(U) FULL/PRELIMINARY Investigation Instituted: 00/00/2005 

Reference [CASE FILE NUMBER Serial XXX] 

Enclosures: (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 
ORIGIN, depending on whether service is personal or through 
restricted delivery service] is an NSL dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service], requesting the name, address, 
length of service and local and long distance toll billing 
records for the phone number(s) listed. 

Details: (S) A [FULL/PRELIMINARY] [INTERNATIONAL 
TERRORISM/FOREIGN COUNTERINTELLIGENCE] investigation of subject, 
a [USPER/NON-USPER], was authorized in accordance with the 
Attorney General Guidelines because [GIVE A FULL EXPLANATION OF 
THE JUSTIFICATION FOR OPENING AND MAINTAINING THE INVESTIGATION 
ON THE SUBJECT; BAREBONES FACTS WILL NOT SUFFICE AND WILL CAUSE 
THE REQUEST TO BE REJECTED FOR LEGAL INSUFFICIENCY]. These 
subscriber and toll billing records are being requested to [FULLY 
STATE THE RELEVANCE OF THE REQUESTED RECORDS TO THE 
INVESTIGATION]. 

This electronic communication documents the 
[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
local and long distance toll billing records for [NUMBER OF] 
phone number(s). 

communications service provider to provide the records 
[personally to an employee of the DELIVERING DIVISION OR through 
use of a delivery service to OFFICE OF ORIGIN] within [NUMBER OF] 
business days of receipt of this request. The wire 
communications service provider should neither send the records 

(U) Arrangements should be made with the wire 
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To: . [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
(U) Re: l|^r[CASE FILE NUMBER, 00/00/2006] 

through routine mail service nor utilize the name of the subject 
of the request in any telephone calls to the FBI. 

[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the 
FBI has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC (but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute. 

[Include the next 2 paragraphs in all ECs.] 

(U) Information received from a wire communication 
service provider may be disseminated to an agency of the United 
States only if such information is clearly relevant to the 
authorized responsibilities of such agency. 

(U) Any questions regarding the above can be directed 
to [CASE AGENT, telephone number (000) 000-0000]. 
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To: . [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
(U) Re: l|̂ r[CASE FILE NUMBER, 00/00/2006] 

LEAD (s) : 

Set Lead 1: 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

[COUNTERTERRORISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON, DC 

(U) At [Unit] Read and Clear 

Set Lead 3: 

[DELIVERING DIVISION - if using personal service] 

[AT [CITY, STATE] 

(U) Deliver the attached NSL as indicated above. 
Upon receipt of information from the wire communications service 
provider, [DELIVERING DIVISION] is requested to submit results to 
the [DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable]. 
• • 

SE^fcBT 
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(01/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 00/00/2006 

To: General Counsel Attn: Julie Thomas 
Deputy General Counsel, NSLB 

[COUNTERTERRORISM/ Attn: [UNIT] 
COUNTERINTELLIGENCE/CYBER] 

[REQUESTING OFFICE] Attn:SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 
[Squad] [X] 

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
(if using personal service) [Squad] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE] 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS] 

(U) Case ID #: JS\ [CASE FILE NUMBER] (Pending) 

Title: [SUBJECT] 
(U) [AKA] [ALIAS IF APPLICABLE] 

[IT/FCI - FOREIGN POWER]; 
[OO: OFFICE OF ORIGIN] 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL)for toll billing records; provides reporting 
data; and, if necessary, transmits the NSL for delivery to the 
wire communications service provider. 

NSL VIO-32710 



To: . [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
(U) Re: l|^r[CASE FILE NUMBER, 00/00/2006] 

.TT, l S e r i v e 9 ~ ~ F r © f f K - _ ^ _ G ^ 3 ^ 
^ ' Declassify Onj^JiO^iarS^iemljlate of EC] 

l'T"T'1 [FULL/PRELIMINARY] Investigation Instituted: [00/00/2006] 

Reference : ^ X ^ [ C A S E FILE NUMBER Serial XXX] 

Enclosures: (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 
ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an NSL dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service], requesting the name, address, 
length of service and local and long distance toll billing 
records for the phone number(s) listed. 

Details: (S) A [FULL/PRELIMINARY] [INTERNATIONAL 
TERRORISM/FOREIGN COUNTERINTELLIGENCE] investigation of subject, 
a [USPER/NON-USPER], was authorized in accordance with the 
Attorney General Guidelines because [Give a full explanation of 
the justification for opening and maintaining the investigation 
on the subject; barebones facts will not suffice and will cause 
the request to be rejected for legal insufficiency]. These toll 
billing records are being requested to [Fully state the relevance 
of the requested records to the investigation]. 

This electronic communication documents the 
[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
local and long distance toll billing records for [NUMBER OF] 
telephone number(s) from [telephone company #1]; [NUMBER OF] 
telephone number(s) from [telephone company #2], etc. [In the 
case of multiple phone numbers to the same telephone company, if 
you know how many different persons attach to those phone 
numbers, please state. If request is for person(s) other than 
the subject of the investigation or in addition to the subject of 
the investigation, please state USP status of those persons. In 
other words, do your best to give as much information as you can, 
for congressional reporting purposes.] 

(U) Arrangements should be made with the wire 
communications service provider to provide the records 
[personally to an employee of the DELIVERING DIVISION OR through 
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To: . [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
(U) Re: l|^r[CASE FILE NUMBER, 00/00/2006] 

use of a delivery service or secure fax to OFFICE OF ORIGIN] 
within [NUMBER OF] business days of receipt of this request. The 
wire communications service provider should neither send the 
records through routine mail service nor utilize the name of the 
subject of the request in any telephone calls to the FBI. 

DISCLOSURE PROVISIONS 

[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the 
FBI has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC (but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

( U ) ....... 

" • o :" statement of the facts justifying my 
certification m this case: 
[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute. 

[Include the next 2 paragraphs in all ECs.] 
(U) Information received from a wire communication 

service provider may be disseminated in accordance with the 
Attorney General Guidelines on National Security Investigations 
and Foreign Intelligence Collection and, with respect to 
dissemination to an agency of the United States, only if such 
information is clearly relevant to the authorized 
responsibilities of such agency. 
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To: . [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
(U) Re: l|^r[CASE FILE NUMBER, 00/00/2006] 

(U) Any questions regarding the above can be directed 
to [CASE AGENT, telephone number (000) 000-0000]. 
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To: . [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
(U) Re: l|^r[CASE FILE NUMBER, 00/00/2006] 

LEAD (s) : 

Set Lead 1: 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

[COUNTERTERRORISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON, DC 

(U) At [Unit] Read and Clear 

Set Lead 3: 

[DELIVERING DIVISION - if using personal service] 

[AT [CITY, STATE] 

(U) Deliver the attached NSL as indicated above. 
Upon receipt of information from the wire communications service 
provider, [DELIVERING DIVISION] is requested to submit results to 
the [DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable]. 
• • 
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[DRAFTING DIVISION] 
[STREET ADDRESS] 
[CITY, STATE, ZIP CODE] 
[MONTH, DAY, YEAR] 

[MR./MRS./MS.] [COMPLETE NAME OF POC] 
[TITLE, IF AVAILABLE] 
[NAME OF COMPANY] 
[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 

DEAR [MR./MRS./MS.] [LAST NAME]: 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 18, United States Code 
(U.S.C.), Section 2709 (Section 201 of the Electronic 
Communications Privacy Act of 1986) (as amended), you are hereby 
directed to provide to the Federal Bureau of Investigation (FBI) 
the name, address, length of service, and local and long distance 
toll billing records associated with the following: 

[NAME, IF KNOWN] 

[TELEPHONE NUMBER(S) (000) 000-000]: 

[RELEVANT TIME PERIOD]: [ON SPECIFIC DATE(S)] 

or [FROM [SPECIFIC DATE] to 
[SPECIFIC DATE] or [PRESENT] 

Please see the attachment following this letter for 
the types of information that you might consider to be a toll 
billing record. 

If the time period noted above is to the "present," 
that term is intended to direct production of information to the 
date of the processing of this letter. If providing information 
to the date of processing is not feasible, please provide 
information to the date of receipt of this letter. 

s: 
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[MR./MRS./MS.] [COMPLE TE NAME] 

In accordance with Title 18, U.S.C., Section 2709(b), I 
certify that the information sought is relevant to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities, and that such an 
investigation of a United States person is not conducted solely 
on the basis of activities protected by the First Amendment to 
the Constitution of the United States. 

[Certification: The nondisclosure requirement is not an automatic 
feature of the NSL. If the supporting EC for this NSL included 
Option 1 (Invoking the Nondisclosure Requirement) then include 
the language in the following 3 paragraphs in the NSL.] 

In accordance with 18 U.S.C. § 2709(c) (1), I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. Accordingly, 18 U.S.C. § 2709(c)(1) 
and (2) prohibits you, or any officer, employee, or agent of 
yours, from disclosing this letter, other than to those to whom 
disclosure is necessary to comply with the letter or to an 
attorney to obtain legal advice or legal assistance with respect 
to this letter. 

In accordance with 18 U.S.C. § 2709(c)(3), you are 
directed to notify any persons to whom you have disclosed this 
letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 18 U.S.C. § 2709(c)(4), if the FBI 
asks for the information, you should identify any person to whom 
such disclosure has been made or to whom such disclosure will be 
made. In no instance will you be required to identify any 
attorney to whom disclosure was made or will be made in order to 
obtain legal advice or legal assistance with respect to this 
letter. 

[Include the following language in all NSLs.] 

In accordance with 18 U.S.C. § 3511(a) and (b)(1), you 
have a right to challenge this letter if compliance would be 
unreasonable, oppressive, or otherwise unlawful and the right to 
challenge the nondisclosure requirement set forth above. 

2 
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[MR./MRS./MS.] [COMPLE TE NAME] 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 

You are directed to provide records responsive to this 
letter [personally to a representative of the [DELIVERING 
DIVISION] OR through use of a delivery service to [OFFICE OF 
ORIGIN] OR through secure facsimile] within [xxxx] business days 
of receipt of this letter. 

Any questions you have regarding this letter should be 
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN], depending on whether service is personal or through a 
delivery service]. Due to security considerations, you should 
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any 
telephone conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely yours, 

[ADIC/SAC NAME] 
[ASSISTANT DIRECTOR IN CHARGE/ 
SPECIAL AGENT IN CHARGE] 

ATTACHMENT 

In preparing your response to this National Security Letter, you 

3 
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should determine whether your company maintains the following 
types of information which may be considered by you to be toll 
billing records in accordance with Title 18, United States Code, 
Section 2709: 

b2 
b7E 

We are not directing that you provide, and you should not 
provide, information pursuant to this letter that would disclose 
the content of any electronic communication as defined in Title 
18, United States Code, Section 2510(8). 

s: 
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ATTACHMENT 

In preparing your response to this National Security Letter, you 
should determine whether your company maintains the following 
types of information which may be considered by you to be toll 
billing records in accordance with Title 18, United States Code, 
Section 2709: 

We are not requesting, and you should not provide, information 
pursuant to this request that would disclose the content of any 
wire communication as defined in Title 18, United States Code, 
Section 2510 (8) . 

pg-5 
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ATTACHMENT 

In preparing your response to this National Security Letter, you 
should determine whether your company maintains the following 
types of information which may be considered by you to be toll 
billing records in accordance with Title 18, United States Code, 
Section 2709: 

We are not requesting,and you should not provide, 
information pursuant to this request that would disclose the 
content of any wire communication, as "content" is defined in 
Title 18, United States Code, Section 2510(8). 

_6- VIO-32720 



ATTACHMENT 

In preparing your response to this National Security Letter, you 
should determine whether your company maintains the following 
types of information which may be considered by you to be toll 
billing records in accordance with Title 18, United States Code, 
Section 2709: 

We are not requesting, and you should not provide, information 
pursuant to this request that would disclose the content of any 
wire communication as "content" is defined in Title 18, United 
States Code, Section 2510(8). 

pg-7 
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(Rev. 03-09-2006) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 00/00/2006 
To: General Counsel Attn: Julie Thomas 

Deputy General Counsel, NSLB 
[COUNTERTERRORISM/ Attn: [UNIT] 
COUNTERINTELLIGENCE/CYBER] 
[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 
[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 

[Squad] [X] 
[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
(if using personal service) [Squad] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000)000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE)] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

[SAC NAME] 

<U) 

(U) 

Drafted By 
CaseID#: 
Title: 

[LAST, FIRST, MIDDLE: INITIALS] 
[CASE FILE NUMBER] (Pending) 

[SUBJECT] 
[AKA [ALIAS] (IF APPLICABLE) 
[FCI/IT - FOREIGN POWER] 
[OO: OFFICE OF ORIGIN] 

Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL)for electronic communications transactional records; 
provides reporting data; and, if necessary, transmits the NSL for 
delivery to the electronic communications service provider. 

(U) 
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
R e : [ C A S E FILE NUMBER, 00/00/2005] 

(U) FULL/PRELIMINARY Investigation Instituted: [00/00/2005] 

Reference: ̂ ^ ^ tcASE FILE NUMBER SERIAL XXX] 

Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 
ORIGIN, depending on whether service is personal or through 
restricted delivery service] is an NSL dated [00/00/2005], addressed 
to [COMPANY POC NAME], [TITLE, (if available)], [COMPANY NAME], 
[COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP CODE if using 
personal service], requesting the names, addresses, lengths of 
service, and electronic transactional records for the [e-mail/IP] 
address holder(s) listed. 

Details: (S) A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/ 
INTERNATIONAL TERRORISM] investigation of subject, a [U.S. PERSON/NON-
U.S. PERSON], was authorized in accordance with the Attorney General 
Guidelines because [GIVE A FULL EXPLANATION OF THE JUSTIFICATION FOR 
OPENING AND MAINTAINING THE INVESTIGATION ON THE SUBJECT; BAREBONES 
FACTS WILL NOT SUFFICE AND WILL CAUSE THE REQUEST TO BE REJECTED FOR 
LEGAL INSUFFICIENCY]. These electronic communications transactional 
records are being requested to [FULLY STATE THE RELEVANCE OF THE 
REQUESTED RECORDS TO THE INVESTIGATION]. 

This electronic communication documents the [APPROVING 
OFFICIAL' sl/ap}sroval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on [NUMBER OF] [e-mail/IP 
address(es)]. 

(U) Arrangements should be made with the electronic 
communications service provider to provide the records [personally to 
an employee of the DELIVERING division OR through use of a delivery 
service to OFFICE OF ORIGIN] within [NUMBER OF] business days of 
receipt of this request. The electronic communications service 
provider should neither send the records through routine mail service 
nor utilize the name of the subject of the request in any telephone 
calls to the FBI. 

[Certification and Activation of the Nondisclosure Requirement: There 
is no longer an automatic prohibition that prevents the recipient of a 
National Security Letter from disclosing that the FBI has requested 
the information. To activate the nondisclosure requirement, the 
senior FBI official approving this EC must use Option 1 below and 
include in the EC (but not in the NSL) a brief statement of facts that 
justify the nondisclosure requirement. Option 2 is to be used in all 

cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] Re: 
^Sj^ECASE FILE NUMBER, 00/00/2005] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact that 
the FBI has sought or obtained access to the information sought by 
this letter may endanger the national security of the United States, 
interfere with a criminal, counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger the 
life or physical safety of a person. 

^^gj^Brief statement of the facts justifying my 
certificg^Tori^^ji this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation of 
the nondisclosure requirements under the applicable National Security 
Letter statute. 

[Include the next 2 paragraphs in all ECs.] 

(U) Information received from an electronic communications 
service provider may be disseminated to an agency of the United States 
only if such information is clearly relevant to the authorized 
responsibilities of such agency. 

(U) Any questions regarding the above can be directed to 
[CASE AGENT, telephone number (000) 000-0000]. 

LEAD (s) : 
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] Re: 
[CASE FILE NUMBER, 00/00/2005] 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSLs. 

Set Lead 2: (Info) 

[COUNERTERRORISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON, DC 

(U) At [Unit] Read and Clear. 

Set Lead 3: (Action) 

[DELIVERING DIVISION - if using personal service] 

[AT CITY, STATE] 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the electronic communication service 
provider, [DELIVERING DIVISION] is requested to submit results to 
[DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable]. 
• • 

SECRET 
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(Rev. 08-28-2000) 

SESKËT 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 00/00/2006 
To: General Counsel Attn: Julie Thomas 

Deputy General Counsel, NSLB 
[COUNTERTERRORISM/ Attn: [UNIT] 
COUNTERINTELLIGENCE/CYBER] 
[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 
[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 

[Squad] [X] 
[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
(if using personal service) [Squad] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000)000-0000] 

(UJ 

<U) 

Approved By: 

Drafted By: 
CaseID#: 
Title: 

[ADIC NAME (IF APPLICABLE)] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

[SAC NAME] 

[LAST, FIRST, MIDDLE: INITIALS] 
[CASE FILE NUMBER] (Pending) 

[SUBJECT] 
[AKA [ALIAS] (IF APPLICABLE) 
[FCI/IT - FOREIGN POWER] 
[OO: OFFICE OF ORIGIN] 

Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL)for electronic communications transactional records; 
provides reporting data; and, if necessary, transmits the NSL for 
delivery to the electronic communications service provider. 

(U) 
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To: . [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
(U) Re: l | ^ r [ C A S E FILE NUMBER, 00/00/2006] 

[FULL/PRELIMINARY]InvestigationInstituted: [00/00/2006] 

Reference: ̂ X T [CASE FILE NUMBER SERIAL XXX] 

Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 
ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an NSL dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE, (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP CODE if 
using personal service], requesting the names, addresses, lengths of 
service, and electronic transactional records for the [e-mail/IP] 
address holder(s) listed. 

Details: (S) A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/ 
INTERNATIONAL TERRORISM] investigation of subject, a [U.S. 
PERSON/NON-U.S. PERSON], was authorized in accordance with the 
Attorney General Guidelines because [Give a full explanation of the 
justification for opening and maintaining the investigation on the 
subject. Barebones facts will not suffice and will cause the request 
to be rejected for legal insufficiency]. These electronic 
communications transactional records are being requested to [Fully 
state the relevance of the requested records to the investigation]. XThis electronic communication documents the [APPROVING 

proval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on [NUMBER OF] [e-mail/IP 
address(es)] from [ISP #1]; [NUMBER OF] [e-mail/IP address(es)] from 
[ISP #2], etc. [In the case of multiple addresses to the same ISP, if 
you know how many different persons attach to those addresses, please 
state. If request is for person(s) other than the subject of the 
investigation or in addition to the subject of the investigation, 
please state USP status of those persons. In other words, do your 
best to give as much information as you can, for congressional 
reporting purposes.] 

(U) Arrangements should be made with the electronic 
communications service provider to provide the records [personally to 
an employee of the DELIVERING division OR through use of a delivery 
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF] 
business days of receipt of this request. The electronic 
communications service provider should neither send the records 
through routine mail service nor utilize the name of the subject of 
the request in any telephone calls to the FBI. 

[Certification and Activation of the Nondisclosure Requirement: There 
is no longer an automatic prohibition that prevents the recipient of 
a National Security Letter from disclosing that the FBI has requested 
the information. To activate the nondisclosure requirement, the 
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] Re: 
[CASE FILE NUMBER, 00/00/2006] 

senior FBI official approving this EC must use Option 1 below and 
include in the EC (but not in the NSL) a brief statement of facts 
that justify the nondisclosure requirement. Option 2 is to be used 
in all cases where Option 1 is not used.] 

DISCLOSURE PROVISIONS 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation of 
the nondisclosure requirements under the applicable National Security 
Letter statute. 

[Include the next 2 paragraphs in all ECs.] 

(U) Information received from an electronic communications 
service provider may be disseminated in accordance with the Attorney 
General Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and, with respect to dissemination 
to an agency of the United States, only if such information is 
clearly relevant to the authorized responsibilities of such agency. 

(U) Any questions regarding the above can be directed to 
[CASE AGENT, telephone number (000) 000-0000]. 

LEAD (s) : 
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xTo: /[DELIVERING DIVISION] From: [DRAFTING DIVISION] Re: 
(U) . [CASE FILE NUMBER, 00/00/2006] 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSLs. 

Set Lead 2: (Info) 

[COUNERTERRORISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON, DC 

(U) At [Unit] Read and Clear. 

Set Lead 3: (Action) 

[DELIVERING DIVISION - if using personal service] 

[AT CITY, STATE] 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the electronic communication service 
provider, [DELIVERING DIVISION] is requested to submit results to 
[DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable]. 
• • 
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•[DRAFTING DIVISION] 
[STREET ADDRESS] 

[CITY, STATE, ZIP CODE] 
[MONTH, DAY, YEAR] 

[MR./MRS./MS.] [COMPLETE NAME OF POC] 
[TITLE, IF AVAILABLE] 
[NAME OF COMPANY] 
[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 

DEAR [MR./MRS./MS.] [LAST NAME]: 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 18, United States Code 
(U.S.C.), Section 2709 (section 201 of the Electronic 
Communications Privacy Act, as amended), you are hereby directed 
to provide the Federal Bureau of Investigation (FBI) the names, 
addresses, and length of service and electronic communications 
transactional records, to include existing transaction/activity 
logs and all electronic mail (e-mail) header information (not to 
include message content and/or subject fields), for the below-
listed [e-mail/IP] address holder(s): 

[E-mail/IP ADDRESS or ADDRESSES] 

[ON A SPECIFIC DATE] 

or 
[FOR THE PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE] 

or [PRESENT]] 

Please see the attachment following this letter for 
the types of information that you might consider to be a 
electronic communications transactional record. 

If the time period noted above is to the "present," 
that term is intended to direct production of information to the 
date of the processing of this letter. If providing information 
to the date of processing is not feasible, please provide 
information to the date of receipt of this letter. 

s: 
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[MR./MRS./MS. COMPLETE NAME] 
While fulfilling your obligations under this letter, 

please do not disable, suspend, lock, cancel or interrupt service 
to the above-described subscriber(s) or accounts. A service 
interruption or degradation may alert the subscriber(s)/account 
users(s) that investigative action is being taken. If you are not 
able to fulfill your obligations under this letter without 
alerting the subscriber/account user, please contact the FBI 
prior to proceeding. 

In accordance with Title 18, U.S.C., Section 2709(b), I 
certify that the information sought is relevant to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities, and that such an 
investigation of a United States person is not conducted solely 
on the basis of activities protected by the First Amendment to 
the Constitution of the United States. 

[Certification: The nondisclosure requirement is not an automatic 
feature of the NSL. If the supporting EC for this NSL included 
Option 1 (Invoking the Nondisclosure Requirement), then include 
the language in the following 3 paragraphs in the NSL.] 

In accordance with 18 U.S.C. § 2709(c) (1), I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. Accordingly, 18 U.S.C. § 2709(c)(1) 
and (2) prohibits you, or any officer, employee, or agent of 
yours, from disclosing this letter, other than to those to whom 
disclosure is necessary to comply with the letter or to an 
attorney to obtain legal advice or legal assistance with respect 
to this letter. 

In accordance with 18 U.S.C. § 2709(c)(3), you are 
directed to notify any persons to whom you have disclosed this 
letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 18 U.S.C. § 2709(c)(4), if the FBI 
asks for the information, you should identify any person to whom 
such disclosure has been made or to whom such disclosure will be 
made. In no instance will you be required to identify any 
attorney to whom disclosure was made or will be made in order to 
obtain legal advice or legal assistance with respect to this 
letter. 

2 
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[MR./MRS./MS. COMPLETE NAME] 
[Include the following language in all NSLs.] 

In accordance with 18 U.S.C. § 3511(a) and (b)(1), you 
have a right to challenge this letter if compliance would be 
unreasonable, oppressive, or otherwise unlawful and the right to 
challenge the nondisclosure requirement set forth above. 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 

You are directed to provide records responsive to this 
letter [personally to a representative of the [DELIVERING 
DIVISION] OR through use of a delivery service to [OFFICE OF 
ORIGIN] OR through secure fax] within [xxxx] business days of 
receipt of this letter. 

Any questions you have regarding this letter should be 
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN], depending on whether service is personal or through a 
delivery service]. Due to security considerations, you should 
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any 
telephone conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely, 

[ADIC/SAC NAME] 

[ASSISTANT DIRECTOR IN CHARGE/ 
SPECIAL AGENT IN CHARGE] 
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ATTACHMENT 

In preparing your response to this National Security Letter, you 
should determine whether your company maintains the following 
types of information which may be considered by you to be an 
electronic communications transactional record in accordance with 
Title 18 United States Code Section 2709. 

We are directing that you should provide, and you should not 
provide, information pursuant to this letter that would disclose 
the content of any electronic communication as defined in Title 
18 United States Code Section 2510(8). Subject lines of e-mails 
are content information and should not be provided pursuant to 
this letter. If the records provided are particularly large we 
request that you provide this information in electronic format 
preferably on a CR-ROM. 

4 
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•ATTACHMENT 

In preparing your response to this National Security Letter, you 
should determine whether your company maintains the following 
types of information which may be considered by you to be an 
electronic communications transactional record in accordance with 
Title 18 United States Code Section 2709. 

b2 
b7E 

We are not directing that you should provide, and you should not 
provide, information pursuant to this letter that would disclose 
the content of any electronic communication as defined in Title 
18 United States Code Section 2510(8). Subject lines of e-mails 
are content information and should not be provided pursuant to 
this letter. If the records provided are particularly large we 
request that you provide this information in electronic format 
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preferably on a CR-ROM. 
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•In preparing your response to this request, you should determine whether your company 
maintains the following types of information which may be considered by you to be an electronic 
communications transactional record in accordance with Title 18 United States Code Section 
2709. 

Account information to include: 

We are not requesting and you should not provide information pursuant to this request that would 
disclose the content of any electronic communication as defined in Title 18 United States Code 
Section 2510(8). Subject lines of e-mails are content information and should not be provided 
pursuant to this request. 

If the records provided are particularly large we request that you provide this information in 
electronic format preferably on a CR-ROM. 

NSLB 8-11-05 
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