From: | |(OGC) (FBI)

Sent: 7:46 AM

To: GC) (FBI)
Cc: OGC) (FBI)
Subject:

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

----- Original Message-----

From: (OGC) (FBI)
Sent: Qﬁ_‘l;f4 PM hé
To: (OGC) (FBI) e
Ce: | JoG0) (Fen) biC
Subject: : uestion

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Yes. that was my first thought as well. But then what do we do with the information?

eems like a waste

O Tesources. DUl It woulld DE a delelTel]l.

----- Original SRR
From: (OGC) (FBI)

Sent: ursda a 156 PM b6
To: 0GC) (FBI) T
Ce: | QGC) (FBI) b7C
Subject: B LEStion

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Duplicate email this file

[_I
TTTars my ungerstanamg

_____ Original Message-----
From: GC) (FBI)

Sent: T ETAILE 6 2:44 PM b6
To: [OGC) (FBI) nIC
Cc: [TOGCTy (FBI)

Subject: NSL I0B Question

SENSITIVE BUT UNCLASSIFIED
NON-RECORD
Duplicate emall this file

NSL VIO-32500

pg-3

[oX

o



Duplicate

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

pg-4

NSL VIO-32501



From: |coco) (FaI) be
Sent: “Wednesday, May 17, :39 PM cC
To: (OGC) (FBI)
Cc: GC) (FBl)
Subject: : uestion
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
kb
————— Criginal ﬁsau_l-————
From: (OGC) (FBI)
Sent: 06 2:56 PM
To: | ' i [osc) (ran
Ce: 0GC) (FBI)
Subject: = uestion Duplicate email this file pgs

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

T —)
| [raTs Ty ungerstanding

Jose) (rer)
6 2:44 PM

Jhursday, May 11, 20

0GC) (FBI)

Cc:

Subject

JOGC) (FBI)
H u |

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Is there any other kind of question?

Your thoughts?

SENSITIVE BUT UNCLASSIFIED pg-5

SENSITIVE BUT UNCLASSIFIED

NSL VIO-32502
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From: OGC)(FBl) Dbo

Sent: 7 .43 AM b7C
To: EOGC) (FBI) o
Cc: (OGC) (FBI)

Subject: RE. NoL Quesuons - Over-collections

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Do you think | should give out that advice without Julie agreeing?

----- Original mmnen

From: mow (oD
Sent: ednesday, Marc| 2007 3:50 PM
To: |(OGC) (FBI)
Cc: OGT) (FBI)
Subject: 'muemm'-’bver-collections
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

O
~1

~
)

o

14
-3 o
(@]

oo

----- Original
From: (OGC) (FBI)
Sent: H
To:
Cc:

oy
t: L

ONI_VAI FRIF F_(OGC) (FBI) GOVERY), b7E
FBI [cFery i
[

Subject: FW: NSL Questions - Over-collections >G

SENSITIVE BUT UNCLASSIFIED L7e
NON-RECORD

(ONRY,
!
»
NGRS
-

5
~1 3N U

O

o

"j_‘
{
.

----- rigina e
From: (FBI)
Sent: 2:51 PM
To: 0GC) (FBI)

cc: tFBl' 1 | Gaw | [FeD)
Subject: Uestions - Over-collec

SENSITIVE BUT UNCLASSIFIED B2
NON-RECORD b: E
/ f.!

pg-7 b6
b7C

NSL VIO-32504



b4
b7D

Thanks for all your assistance. I know that you are extremely
busy.

N

L NN

be

Bi7C

cDhC Parale?al

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-32505



@y

From:
Sent:
To:
Cc:

Subject:

—Luesday Marcn 2/ 2007 44

OGC) (FBI)
PM

(FBR

0GT)

~“RE: NSC REsUNns 1mom

SCYFBI

[OGTTTB

(FBI);

We haven't made a determination but for the time being, this has to be reported as a potential
OB and the information sequestered.

----- Original

From:
Sent:
To:

Cc:
Subject:

(UOCIFEL)

pGC) (FBD)

[¢FeD)

SECRE
RECORI

Has NSLB made a final determination regarding whether or not this is content? If not, do you

have an idea as to how long this will take? Should we not do NSLs t

————— Original
From:
Sent:

To:
Cc:

Subject:

on

vision Counsel

(FB1)
PN

[OGC)FBY

RE: NSL Results fro

T ]

SECRET
'RECORQ

The interim NSLB policy is that the "T
sequester. Pis make arrangements w

4 G2

SECRET
RECORD

0 sequester w him

2:06
FBIAf‘|

G2

pg-1

NSL VIO-32506

n the interim?

(FBI) (FBI)

hread Topic" info is an overproduction that the FBI must

is is the email that | sent to you last week about the Thread Topic issue and
| will not review the data until we get word from OGC on how to handle this

bi
bz
b7
b4
b7D
bo
bh7C
bl
b2
b7E
bd
b7D
0o
p7C
2
b7E
ol
7D
06
p7C
bZ
b7E
b
b7D
o]9)
b7C
bl
D2
b7E
b7D
ho
h7C



issue.

Thanks

IFBI)

SECRET

RECORO

[ ]

From: (FBI)
Sent: ] T 6:15 PM
To (FBD)

Subject: NSL Results froml |

SECRET
RECORLO

Hi

bl
bZ
b7E
b4
[oNAS;
bo
b7

Please let me

know if you need any additional information or have any questions.

—

pport Specialist
Division
106

Nextg

NSL VIO-32507

b7E
b4
7D
b5
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" DERIVED FROM:-G-3 FBI Classification Guide G-3, dated 4/97—Foreign

Counterintelligence Investigati
m: 20320320

SECRET

T DERIVED-FROM:G-3 FBI Classification Guide G-3, d
Counterintelligence Investi
: 20320320

SECRET

SECRET
DERIV 1 Classification Guide G-W
Counterintelligence Investigatiors—
Em: §0320320
SECRET
DERIVE : Classification Guide G-3, date
Counterlintelligence Investigati
1 20320320
SECRET

DERIVED FROM:-G-3 EBI Classification Guide G-3, dated 1/97, Foreign Counterinteliigence
|

nvestigations
D : 20320320

SECRET

NSL VIO-32508



(5)

bl

From: FBI) b2
Sent: yveanesaay, varcn 28, 2007 10,12 AM b7E
To: _| |(OGC) (FBI)I |I(FBI) b4
Cc: OGC) (FBI) GC)(FBRL: /
(meTHo$K§1UUE?TKE£gGBD; b7D

C) (FBR o3
Subject: RE: NSL Results from 70
SECRET <
RECORI[]

So the current NSLB guidance is to make the
receipt and report a PIOB??7?

----- Original

equest but immediately sequester upon

Dupl

From: OGC) (FBI)
Sent: .01 PM
To: (FBL

icate email chain this file page 9

Cc: |

[OGC) (FBI

(OGC)TFBL)
Subject: RE: NSL Results fro

I(FBI)l tOGC)(FBI);

SECRET
REGORI

We haven't made a determination but for the time being, this has to be reported as a potential
IOB and the information sequestered.

----- Ori LErE

From: (FBI)
Sent: __luesda arc 1:13 P
To: (0GC) (FBD)

Cc: r—Bl),'l
Subject'FW'NSL'R_I'EI—I: H ESUIES Trom IJ

bco (FIBI)l tOGC)(FBI)

FBIJ

you have an idea as to how long this will take? Should we not do NSLs td

nthe

Has NSLB made a final determination regarding whether or not this is conﬂuot, do

interim?

SS
ice 0

ivision Counsel

SECRET
(%)  RECORD

FBI)
o — 1 I

pg-4
NSL VIO-32509



------- RECORL

| think
future

From:
Sent:
To:
Cc:

Subject:
SECRET

J(OGC) (FBI)

_m&mmﬂm1AMmm2&2mﬂunﬂ9AM
(FRI\I

GOy (FBI '
(FBI); THo)‘vms,jUtrEr(oc:) (FBI)

FBI

eed from this point on not to provide this information - correct

So

should not have this problem. So we are talking about PIO

S 101 providing

the informationin Ine past. But this is third party error so it won't be reported to the |0B.

----- Original

From:
Sent:
To:
Cc:

Subject:

SECRE
"RECOR}-

krar)

I_wmnm:_m.m_znﬁy 312 AM
(0GQ) (FBD)

L
RE: NSL Results fro

l OGCY (FBI)
EF. fOGC ) (F (OGCTTFEL

OGC)(FBL)| |(OGC) (FBL);

So the current NSLB guidance is to make the|:I request but immediately sequester upon
receipt and report a PIOB?7??

~TA -

Oridinal Mecsatse---- Duplicate emall cha
: i fosc) (Fen)

] 4:01 PM
(FBI)
(FaI]

in this

OGC) (FBI)
Subject: RE: NSL RESUIS fro

SECRET,
|: S :I ............. RECORIN-

kFBq I(OGC)(FBI);

We haven't made a determination but for the time being, this has to be reported as a
potential IOB and the information sequestered.

From:

|
Sent: day, March 27,2007 1:13 PM
To! lOGC) (Feny | (oGC) (D

| (FBD)

(OGCYFBD)

Cc:
Su o

(FB FBI)
fro

SECRET

"RECORI

Has NSLB made a final determination regarding whether or not this is content? If

n

the interim?

NSL VIO-32512

not, do you have an idea as to how long this will take? Should we not do NSLs to

oo
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file
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nterintelligence Investigations
DE . 20320320

SECRET

Counterintelligence

DECLASSIFYON: 203203

SECRET

OM: G-3 FBI Classification Guide G-3, dated 1/97 i elligence

Investigations
D

SECRET

11

NSL VIO-32515



From: (FBI) bl
Sent: TT.01 AM b2
To: 0GC) (FRI h=|3|) TR
Cc: | [OGC) (FBI) ey — ey
(OGC) (FBI); THONAS, JULIE F. (OGUL) (FBI); -
Subject: : esults from) bo
SECRET B
(5] RE-CORq.. T
P77
----- Origina aaa
From: | BGC) (FBD)
Sent: 19 AM )
To: eenl kesD) bl
Cc: _mmm!ocqm | SEOGED | foGe) (1Y, 0o
. (FBI1 (OGCY (FBI) >
Subject: RE: NSL Results fron‘l D7E
|5) RECOR( p7D

b6

'r\| '_,"
| think@has agreed from this point on not to provide this information - correct I So N
future 510 thould not have this problem. So we are talking about PIOBs for
providing the il n in the past. But this is third party error so it won't be reported to the

|0B.
bl
(250 b2
Ca: FOGTT (FBl ' [oGe) (FBI); hE
THOMAS, JULIE F. (OGC) (FB] (OGC) (FBI) o
Subject: RE: NSL Results from| | b4
1 17D
SECRET i
(8 ...RECOR!-- be
b7C
So the current NSLB guidance is to make the equest but immediately sequester
upon receipt and report a PIOB???
----- Original Messpaa Dugplicate email chain this file pa
From: OGC) (FBI)
Se 201 PM
To;|
Ce: [Fe1} foscyrery;

oLy (PBl)

Subject:

(&) . SECRET

'RECORq

We haven't made a determination but for the time being, this has to be reported as a
potential IOB and the information sequestered.

12
NSL VIO-32516
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SECRET

assification Gui

Counterintelli e|-1
Y ON: 20320320

SECRET
DERIVED FROM:-G-3 EB| Classification Guide G- oreign
Counterintelligence Investi
DEM@ 20320320
SECRET

-3 FBI Classification Guide G-3, dated #/97 Fovéign

Counterintelligence Invesfi

DECL 20320320
SECRET

DERWVED-FROM: G-3 FBI Classification Guide G-3, dated 1/97_Fereiqri

Counterintelli%ence Investigations—
D : 20320320

SECRET
DERIVED-FROM:.G-3 FBI Classification Guide G-3, dated 1/97_Fereign™
Counterintelligence Investi
DE v 0320 \
SECRET

DERIVED : ssification Guide G-3, dated1/97 Foreign

Counterintelligence
ON: 20320320

SECRET

DERIV! : | Classification Guide G-3, dated 1/97, Fo

Investigations

15

NSL VIO-32519



bl

b2
From: (FBI) b7E
Sent: ednesda arc 11:03 AM b4
To: [ oGgoyERn] FB) o7
Cc: OGC) (FBl) OGC)(FAL .
(FBI); THOI \ . ) (FBI); Lo
b7C
Subject:
SECRET
|:5 :| -. RECORI
For those items sequestered - any objection to the Agents summarizing the non-objectionable in
an EC BEFORE they sequester (or allow us to redact info for them)
----- Original P Duplicate emall chain this file page
From: (OGC) (FBI)
Sent: -19 AM
To: [FBD)
Cc: JoGC) (FeI (FBD) (OGC) (FBI);
THOMAS, JULIE F. fOGCf _FBI)I (OGch—I
Subject: RE: NSL Results fro
SECREF
RECOR} -
| thin has aareed from this point on not to provide this information - correc! ISo
future NSLSs ¢ should not have this problem. So we are talking about PIOBSTor
providing the information in the past. But this is third party error so it won't be reported to the
|OB.
----- Originals
From: FBI)
Sent: T2 AM
To: (0G lceeny
ca | JOGTY (FBI OGC)(FBI |(OGC) (FBI);
, JULIE F, (OGC) (FBL
Subject: RE: NSL Results fro
SECRET
(3] -~ - RECORD|
So the current NSLB guidance is to make the request but immediately sequester

upon receipt and report a PIOB???

TR

————— Original Mess

From: Tﬁ koGo) (Fer)

Sent: arch 27, 2007 4:01 PM

To:] (FBI)

Ce: |cren] KOGC)(FBI);
] 2y

Subject: RE: NSL Results froﬂ

SECRE

RECORK

We haven't made a determination but for the time being, this has to be reported as a

and the information sequestered.

potentia} IOB

16
NSL VIO-32520

19



151

RECORI

From:
Sent:
To:

Cc:
Subject:

koce) FBI)

Mﬂﬁﬂmzl& 2007 3:20 PM
(OGC) (FBI)

[oce) Fai)

RE: NSL Results

SECRET]

[SJCRO NG IR O)
™

~1 Y ~d o
(@]

(51 -

[opEeNe
(G2 BRI N
[Ea

fosc) (Fer)

Zh 28 2007 1:58 PM
| (OGC) (FBI)

0GC) (FBI)

o}

o

-~ D

o
]

o
~J
@]

[

Unfortunately, | think that the below incident has to be reported as a PIOB and the
information has to be sequestered. What do you think?

————— Original
From:
Sent:

To:
Cc:
Subject:

I _____ I(FBI)
12007 2:5
0GC) (FBI)

| | G2

SECRET
. RECORL

[ ]

6 PM

oy
1N
rr

e

g
3

OJICHEC RGN SN O}

-~ o U
@]

NSL VIO-32528



(3]

The Case Agent has not received the

~TESUITS OT TevIewed [TeTT.

(FBI)
2007 2:22 PM
(FBI)

bl

RECORO -

R A

8y

8y

————— Original

From: (FBI) bl
Sent: :07 PM

To: (FBI) 02

Subject: FW: NSL Results bh7E

SECRE b6
RECORq bh7C

A handwringer?
————— Original
From:
Sent:
To:
Cc:
Subject:

SECRET
RECORE

kCG) (FBI) (FBI)

[]

|received the results of an NSL that your office sent to| |The NSL

forward those to your office today.

SS |
Squ )

NSL VIO-32529
25

oOToOTo
~3 oy U ~d DO
fr]

]

DIE

should they even forward this to me, or just return it and ask that it be done right? n7C

bl
b2
b7E
b4
b7D
bb
b6

b7C



Division D2
D7E

Counterintelligence In i
PECEEASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM:-G=3 FBI Classification Guide G-3, dated-4/97, Foreign
Counterintelligence igatt

DPECHASSIFICATION EXEMPTION 1

SECRET

Counterintelligence
ION EXEMPTION 1

SECRET

DERI :

Counterintelligence
ATION EXEMPTION 1

Classification Guid

SECRET

DERIVED 5 ificati i i rintelligénce

Investigations
ATION EXEMPTION 1
SECRET

26

NSL VIO-32530



Y

N

From: (OGC) (FBI)
Sent: vvednesday, March 28, 2007 3:35 PM
To: | QGC) (FBI)

Cc: | |(OGC) (FBI)
Subject: : esulns

SECRET
RECORDO-

O oUT
|
!

3oy ~

@

o}
o

----- QOriginal oo ol
From: (OGC) (FBI) fo)
Sent: )7 2:30 PM T
To: (OGC) (FBI) [
Cc: | FUG'C) (FBIL) neg
Subject: T : -
EaN

SECRET
RECORD}

L&) -

Your suggestion make a lot of sense and seems like the correct. Do you think that we should
run it by Julie?

----- Original Message-----

From: (OGC) (FBI)
Sent: 3 3:20 PM
To: (OGC) (FBI)

cc: 0GC) (FBI)
Subject: RE: esu Duplicate email chain this file page

SECRET
(5] -RECORD

NSL VIO-32231

31



bl

From: OGC) (FBI) oz
Sent: : n7E
To: | : (FBI) 0OGC) e
) (FBI} NN
Ce: THOMAS, . o7C
(&) sibject: ~ ~ RE- NSLfof
| think we are still debating this one, per our roundtable on Friday. |s that correct, Julie?

----- Original
From:
Sent:
i koao) (ren)
AP wy = = =1 m—
ES:' e Subject: - FWE-NSL -
SECRET

FBI) 51
(FBI) b2
b7E
bo
SECRET B7C

(8] - - RECORO

[ 1]

| wanted to follow up on my previous email and clarify that Serial 26 of the referenced
case states the following:

Pursuant to Executive Order 12333 and Title 18 U.S.C. 2709(a) you are directed to
provide the Federal Bureau of Investigation (FBI) with local and long distance toll
billing records, for the below-listed telephone number:

I bl
b4
b7D
bb

T p7C

Standina by

Sounterlntelligence Investigations

NEL VIO-32535

bl
hZ
b7E
b4
b7D
bo
b7C



PEESHASSHY-ON-20320323
SECRET

SECRET
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()

pl
From: (FBI "o
Sent: L
To: OGC) (FBI 0GC) bTE
GC) (FBI) ne
--Ce:... . THOWMAS, JULIEE TOGCY(FBI) 70
Subject: " " "RE:NSL-fon ~h
SECRET

|: o :I . .RECOREL

I
RS

————— Original M aa

From:
Sent:
To:

Cc:

Duplicate emall chain this file page 38

!(OGC) (FBI)
(FBI)| |cocc) (FBI):I (06C)

(FBI)

THOMAS,
(8] Subject: -~ RE:NSL fi wmﬁ

| think we are still debating this one, per our roundtable on Friday. Is that correct, Julie?

From: FBI)
Sent:
ser (0GC) (FED)| pc) crei)
TOGCLIERD
|:S:| = o - Subject: FW: NSL fof.

.

[ Jincluded DOB on the NSL response - is this a reportable PIOB.

(&)

(8

----- Original Messagg-----

From: FBI)

Senk. Tiaav 6 PM
‘“-Tolzr‘ - (FBI)

Cc| e
Subject: NSL-fof

SECRET
RECORD;

i)

TRE

| wanted to follow up on my previous email and clarify that Serial 26 of the referenced
case states the following:

Pursuant to Executive Order 12333 and Title 18 U.S.C. 2709(a) you are directed
to provide the Federal Bureau of Investigation (FBI) with local and long
distance toll billing records, for the below-listed telephone number:

NSL VIO-32533



From: | loGe) (FBIy b2
Sent: 28 AM S
TE
To: FBI) p’_i
Cc: OGT) FB1) oco) ¢RI, DO
OGC) (FBI) biC
Subject: : question
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
bb
----- Original SEEE ~
From: FBI) b2
Sent: uesda arc :47 PM B7E
To: 0OGC) (FBI) oo
Subject: m b4
b7D
SENSITIVE BUT UNCLASSIFIED -
NON-RECORD b5
bo
I — b7

Account Number: XXXXXX
Subscriber Account Name:  XXXXXX
Date of Birth: XXXXXX
Social Security Number:  XXXXXX
Address: XXXXXXXX
XXXXXXXX
Home Telephone: XXXXXXXX
Work Telephone: XXXXXXXX
IMSL:  XXXXXXXXXXX
Date Account Established: XXXXXXXX

Thanks!

-3

oo
O

pg-1

NSL VIO-32541



SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

pg-2

NSL VIO-32542



From:

Se
To
Cc
Su

nt:

bject:

(OGC) (FBI)

Monday, January 29, 2007 3.21 PM

1| loce) (FRL

| (FBIY

RE: NSL question

UNCLASSIFIED

NON-RECORD

Good, we are on the same page.

So

yo

|__I'a:q:r:e:e::lT. his situation is not a potential IO_B.I

—

----- Original
From:
Sent:

To:
Cc:
Subject:

3:13 PM
OGCLLERD

Fa1)] kocc) (Fan)

RE: NSL quesuon

UNCLASSIFIED
NON-RECORD

(OGC) FB) | .

feel free to contact the provider and find out if it wants the documents back or wants
0 destroy them. If the latter, please document.

I lOGC) (FBI)
_Monday,_lanuary 29 2007

bb

bo
b7C

Hope this helps.

Thanks

----- Original
From:
Sent:

To:

essage

L Please weigh in if I've missed anything.

Cc:
Subject:

pPg-3
(OGC) (FRI)
10:56 AM b2
0GC) (FBI) .
(FBI) b7E
b6
b7C

NSL VIO-32543



UNCLASSIFIED
NON-RECORD

Jtell me if you agree with me saying that the below situation doesn't have to be reported.

[T the Below situation, |

i Do you agree?

From: | (FBI)

Sent: 07 10:50 AM
To: 0GC) (FBI)

Subject: RE: NSL question

UNCLASSIFIED
NON-RECORD

[ ]

There is no fault in this situation | |

----- Ori oo X

From: OGC) (FBI)
Sent: )07 11:59 AM
To: FBI)
Subject: RE: question ‘
UNCLASSIFIED

NON-RECORD

FFBI)
07 6:57 AM

pg-4
UNCLASSIFIED b2

NON-RECORD -

- b7FE

b&

b7

| remember a while ago there was an exchange between NSLB and the CDCs

NSL VIO-32544

~J NG

T UTTUT
~3 oy U
O

o

b7E
b5
b6

h7C

@3]



b5

but | can't recall what, It anything, was the resolution.

_\We have a similar situation |

oy

Any guidance?

Thanks b2
| | D75

cbq I ol
b7C

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

NSL VIO-32545



o
From: (FBI) bz
Sent: T2 AM b7E
To: (OGQYL(FBI e]3)
Cc: (OGC) (FBI) |OGC) (FBIy; hic
OGC) (FBI)
Subject: RETNSC question
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
Thanks
----- Original oo ol
From: | coGe) (FaI) b7E
Sent: Wednesday, March 28, 2007 6:28 AM
To: i (Fan) L6
Cc:  [(eleoT () koGe) (FBI); :OGC) FBY 70

Subject: RE: NSL question

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

:I Duplicate emall chain this file page 44

————— Ori ——
From: (FBD)
Sent: 4/ PM
To: 0GC) (FBI)

Subject: NSL question

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Hp\] |

Account Number: XXXXXX
Subscriber Account Name: XXXXXX 9
Datc of Birth: XXXXXX
Social Sccurity Number:  XXXXXX
Address: XXXXXXXX
XXXXXXXX
Homc Tclcphone: XXXXXXXX
Work Telephone: XXXXXXXX
IMSI: XXXXXXXXXXX
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From: |

(OGC) (FBI)

Sent: ThuESay Nevemper 0, 2006 3:57 PM
To: [oGc) (FBI)
Ce: [coce) By RgFBI);
I loce) (F GC) (FBI);
OGC) (FBI) OGC) (FBI);
(OGC) (FBI C) (FBI);
IJOGC) FBN [oGo)
Bl (OGC) (FBI)
Subject: RE:

3 UT UNCLASSHED
NON-

The two different attachments are inserted herein_|

ROUOIT).

tollbillingattachmenttollbillingattachment

may8.2006... caumay200...

CTLUII - FYI - thought this migh

t be of interest

----- Criginal e
From: OGC) (FBI)

Sent: 006 1:23 PM
To: OGC) (FBI)
Subject: B

SENSIFME.BUT UNCLASSIFIED

NON-RECORD™ — ——

oo
U1 =1 o
@:

I assume bascd on our previous conversation on thisl

<< Message: ['W: N\SI

----- Original Message----
From: m(ocq (F81)
Sent: ursday, November 02, 2006 11:32 AM

T TT
o ~d o
@]

NSL VIO-32551
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To: |(OGC) (FBI)

Ce: )GC) (FBI)
Subject: FW: N

!

O

eeNe)
1o~ Y

SENSIFIVE-BUT UNEEASSHHED
NON-RECORD

Please chat with____|as the CTLU1 POC for NSLs

b2
(FBI 0
006 11:27 AM b7E
©coy(Fenf  Joeo) (Fe .-
19
bi7C
SENSITIVEBUTUNELASSIFIED i
NON-REGORD 2
| I'm attaching a series of emails from 2004 | b4
7D
bb
b6
b7C
ol
L
3] |
-k
N
co
o7C

Thx for your assistance.

“SENSHITVEBUTUNCEASSIFIED—

Pg-2
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SENSTHVEBUTUNCLASSIFIED

pg-3
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From: |

(OGC) (FBI)
ZUUG-L 3

Sent; I.I:nnax_uecem.ner_lm :

To: DO) (FBI) loca) FBI)
Ce: | OGC) (FB (OGC) (FBI)
Subject: : S LATIVE PROPUSALS Re NSLS

UNCLASSIFIED

NON-RECORD

FYI -- The credit information proposal falls within the Fair Credit Reporting Act (FCRA), not the

Right to Financial Privacy Act.

[ ]

----- Orlgmal SEEESS
From: OGC) (FBI)
Sent Iday, December 6 9:21 AM

THOMAS, JULIE F. OGC) (FBI)
0GO) rFBD (OGC)
GC) (FBI)
Subject: FYI: OGC S Re NSLs

Importance: High

UNCLASSIFIED

NON-RECORD bo
bicC
Julie, FYL.
Duplicate 1082884 "B" File EGec
----- Criginal oo
From: OGC) (FBI)
Sent: 3 9:18 AM
To: DO) (FBI Joca) (Fen)
Cc: RAE (OCA)TFET]
Subject: OGC's 2 LEGISLATIVE PROPOSALS Re NSLs

Importance: High

UNCLASSIFIED
NON-RECORD

pg-1

This morning, GC Caproni approved the two legislative proposals

(below) for submission to OCA and then DOJ. (As you may recall, we hope

to submit another proposal on an unrelated topic later this morning.)

Sincere thanks for all your help.

NSL VIO-32554
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From: | OGC) (FBI) Do
Sent: 21 AM h7C
To: OGC) (FBI)
Subject: RE: Questions from HJC Chmn Conyers
|—_l—|'ll be bringing my documents over tomorrow to HQ
----- Qriginal zooos
From: (OGC) (FBI)
Sent: 7a Z.10:46 AM
To: (0GC) (FBI) Hé
Subject: Questions from HICT Chmn Conyers e
Importance: High L7C

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

This morning, we received 13 questions, including various requests for
documents, from House Judiciary Committee Chairman Conyers. The
questions, which we'll approach as if they were actual QFRs, follow GC
Caproni's 20 March testimony before the Committee.

Julie asked me to contact you regarding one in particular:
8. [Please provide] copies of all internal communications relating to the FBI’s

use of Certificate Letters to obtain financial records from the Federal Reserve
Bank.

Julie suggested that you may possibly have some "offline documents" for
which you should begin searching. Thus, this e-mail as a heads-up.

bho
p7C

SENSITIVE BUT UNCLASSIFIED
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I,
From: FBI) D -
Sent: Tuesday, January 30, 2007 12:16 PM D7k
To: (OGQ) (FBI) fol3)

Cc: BI); [OGC) (FBI); 570
OGC) (FB | FBI)
Subject: - Request to Change Subscriber NSL Ponies

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Okay, thanks. We'll reconsider our policy.

----- Original @

From: (OGC) (FBI)

Sent: 10:25 AM b2
To: (EBT) e
Cc: FBI) IOGC) (FBI)|:|(OGC) (FBI) D7E
Subject: FW: Request to Change Subscriber NoL Ponies bhH
SENSITIVE BUT UNCLASSIFIED b6
NON-RECORD b7C

| guess we will have to agree to disagreel

The below emails are from tow other attorneys who specialize in IOB matters so | wanted to
run this by them so we have some sort of consensus here.

[ ]

----- Criginal oo

From: OGC) (FBI)
Sent: —2007 9:58 AM b5
To: OGC) (FBI) kOGC) (FBI) bé
Subject: RE: Request to Change Subscribem™NSC POMES

b7
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

| agree. It's the same as yesterdayl |

| 1
[ANG TTIKE your wording. T'm gomg 10 forwarding this on 19 |

[ |Doest1is elp?|
] e anguage below. INK weTe all on the same page....now, if

others would just stop trying to complicate things...!

pg-2
NSL VIO-32565



From: | (OGC) (FBI)

ph
Sent: 007 9:33 AM ~
To: 0OGC) (FBI) Lé
Subject: RE: Request to Change Subscriber NSL Ponies RIC
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
| agree witll
TTIREA (0 JUNE aDOULNESE 155UES and JUNE AIRE0 WITT VaIele Capront apoat
it_They bofh agreed that |
| Although not relevant, there was a purpose in seeking the
information. Hereis a paragraph from the opinion that | wrote:
b5
What do vou think? | agree with 5
bo
b7C

----- Origl S
From: I bGC) (FBI)

Sent: 2007 9:18 AM b6
To: (OGC) (FBI) B7C
Subject: FW: Request to Change Subscriber NSL Ponies I

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

What are your thoughts on this?
----- Origi =
From: | | o) (Fan oo

Sent: 2007 7:38 AM bo
To: 0GC) (FBI) .
Subjectrr e Subscriber NSL Ponies L

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Your opinion? | think whai lwrote three emails below is NOT an 1B, again, just an
investigation. Do you agree] |

UTHIR JUUYITITTIU TIdS T DT TATIVISTU.

Nog-310-32566



(FBI)

v 30,2007 7:12 AM
lcaYi= | koco) (eaDy

0N ITEBnd

TEEd (2393
Subject: RE: ReqLLmUMUJFNES.‘E Ponies

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Qkav. Just so we can all be consistent here in|

Thanks In advance 10f the TUther clarmication.

----- Original Messgge-----
From: | |(0GC) (FBI)
Senti: onday, January 25, 10:56 AM

To: [FB1)
ce: 10 kesni |
€z | sy | | ;
| [TFET FOCT) (FET )
Subject: : Request to Change Subscriber onies

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

| am not sure | agree with you |

b2
b7E
b6

N
LA

-]
=1

ooty

(&3

—
[}

o5
“

o
~1 oy 1B

S
2

o

b5
bo
b7C

From:
Sent:
To:
Cc:

Subject:

FsD)

Friday, January 26, 2007 8:25 AM
(OGQY(EBD)

ERIM ]

FE

‘ | (FBT
| coxe:y| @) 1

€quest to Change Subscriber NSL Ponies

NS' **)-32567
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(3

TR

I""_'I'n:ls] Document Contains Attorney Work Product and Attorney-Client
Privileged Communications****

s ]
Associate Division Counsel b2

b7E

ecure phone) be
) b7C
[ secure fax) -

SENSIFRMEBUT UNCHASSIFIED—

—SENSITIVEBUT UNCTASSIFHED-

SENSITIVEBUT UNCTASSIFHED-

SENSITIE-BUT HINCTASSIFFED—

SENSIHFVE-BUTUNGLASSIFIED

NSL VIO-32568
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SENSHIMEBUT-UNCHASSIFED—

SENSITRVEBUT UNCHEASSIMED——

SENSITIVE-BYT UNCHASSIFED
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From:
Sent:
To:
Subject:

UNCLASSIFIED

loGe) (FB)

Tuesday, October 31, 2006 4:38 P

foGe) (FBi)

RKE:

NON-RECORD

Duplicate #10828

J

(

----- OriginaI.Masau_l-----
From: OGC) (FBI)

Sent: :31 PM
To: DGC) (FB)

Subject:

RE.

UNCLASSIFIED
NON-RECORD

(OGC) (FBI)

..... Origi S
From: I I(OGC) (FBI)

Sent: Ju.e.sda&.Onab&SJ.IZO% 3:23PM
To: 0OGC) (FBI)
Cc: GC) (FBI)
Subjectr RE!

UNCLASSIFIED

NON-RECORD

pg-10
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[DRAFTING DIVISION]
[STREET ADDRESS]

[CITY,STATE, ZIP CODE]

[MONTH DAY, YEAR]

[MR./MRS/MS.] [COMPLETE POC NAME]
[TITLE, IF AVAILARBLE]

[COMPANY NAME ]

[PHYSICAL STREET ADDRESS - NO P.O. BOX]
[CITY, STATE - NO ZIP CODE]

DEAR [MR./MRS./MS.] [LAST NAME]:

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 12, United States Code
(U.S.C.), Section 3414 (a) (5), (as amended), vyou are hereby
directed to produce to the Federal Bureau of Investigation (FBI)
all financial records pertaining to the customer(s) and/or
accounts listed below:

NAME (8) [if available]
ACCOUNT NUMRBRER(s) : [1f available]

SOCIAL SECURITY NUMBER(S):[if available]
DATE (S) OF BRIRTH: [if available]

[FOR PERIOD FROM INCEPTION TO PRESENT]

or

[FOR PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE]
or [PRESENT]]

Please see the attachment following this letter for the
types of information that your financial institution might
consider to be a financial record.

If the time period noted above is to the "present,”

that term is intended to direct production of information to the
date of the processing of this letter. If providing information

NSL VIO-32585



[MR./MRS./MS./ COMPLETE NAME]

to the date of processing is not feasible, please provide
information to the date of receipt of this letter.

In accordance with Title 12, U.S.C. Section
3414 (a) (5) (A), I certify that the information is sought for
foreign counterintelligence investigation purposes to protect
against international terrorism or clandestine intelligence
activities, and that such an investigation of a United States
person is not conducted solely on the basis of activities
protected by the First Amendment to the Constitution of the
United States.

In accordance with Title 12, U.S.C., Section 3403(b), I
certify that the FBRI has complied with all applicable provisions
of the Right to Financial Privacy Act.

[Certification: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Invoking the Nondisclosure Requirement) then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 12 U.S.C. § 3414 (a) (5) (D), I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 12 U.S.C. §
3414 (a) (5) (D) prohibits you, or any officer, employee, or agent
of yours, from disclosing this letter, other than to those to
whom disclosure 1s necessary to comply with the letter or to an
attorney to obtain legal advice or legal assistance with respect
to this letter.

In accordance with 12 U.S.C. § 3414 (a) (5) (D) (iii), vyou
are directed to notify any persons to whom you have disclosed
this letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 12 U.S.C. § 3414 (a) (5) (D) (iv), 1if
the FBI asks for the information, you should identify any person
to whom such disclosure has been made or to whom such disclosure
will be made. In no instance will you be required to identify

NSL VIO-32586



[MR./MRS./MS./ COMPLETE NAME]

any attorney to whom disclosure was made or will be made in order
to obtain legal advice or legal assistance with respect to this
letter.

[Include the following language in all NSLs.]

In accaordance with 18 U.S.C. § 3511(a) and (b) (1), you
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful and the right to
challenge the nondisclosure requirement set forth above.

In accordance with 18 U.sS.C. § 3511(c), an unlawful
failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action.

You are directed to provide records responsive to this
letter [personally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to the [OFFICE OF
ORIGIN] OR through secure fax] within [xxxX] business days of
receipt of this letter.

Any questions you have regarding this letter should be
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], depending on whether service is personal or through a
delivery service]. Due to security considerations, you should
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any
telephone conversation.

Your cooperation in this matter is greatly appreciated.

NSL VIO-32587



Sincerely,

[ADIC/SAC NAME ]
[ASSISTANT DIRECTOR IN
SPECIAL AGENT IN CHARGE]

ATTACHMENT

In preparing your response to this National Security Letter, you
should determine whether your company maintains the following
types of information which may be considered by you to be a
financial record in accordance Title 12, United States Code,
Section 3401 (2):

NSL VIO-32588
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(Rev. 03-09-2006)

(-

_SFCRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2006

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

[COUNTERTERRORISM/ Attn: [UNIT]

COUNTERINTELLIGENCE/CYBER]

[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR]

SA [CASE AGENT]

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
[SQUAD] [X]

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]

(1f using personal service) [SQUAD] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [ADIC NAME, IF APPLICABLE]
[SAC NAME]
[ASAC NAME ]
[CDC NAME ]
[SSA NAME]

Drafted By: [LAST, FIRST MIDDLE: INITIALS]

" ‘Case-ID- #: >‘<[CASE FILE NUMBER] (Pending)

.A....Tltle.->$< [SUBJECT]
[AKA] [ALIAS, IF APPLICABLE]

[IT/FCI - FOREIGN POWER]
[0O: OFFICE OF ORIGIN]

Synopsis: :}Si: Approves the issuance of an RFPA National Security
Letter (NSL) for financial records; provides reporting data; and, if
necessary, transmits the NSL for delivery to the financial
institution.

=y iy +—C-3 Deglaseify Onr X-1T—

FULL/PRELIMINARY Investlgatlon Instituted: :>§£:00/00/2005

o/ pRaL et
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P

To: [CTD/CD] From: [DRAFTING DIVISION]
: TSk [CASE FILE NUMBER, 00/00/2005]

"Reference: C)ﬂi [CASE FILE NUMBER SERIAL XXX]

Enclosure(s) : (U) Enclosed for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is personal or through restricted
delivery service] is an NSL dated [00/00/2005], addressed to [COMPANY
POC NAME], [TITLE (if available)], [COMPANY NAME], [COMPANY ADDRESS -
NO P.O. BOX], [CITY, STATE - NO ZIP CODE if using personal service],
requesting financial records of the customer listed.

mDetailST”;)Si;; A [FULL/PRELIMINARY] [FOREIGN

COUNTERINTELLIGENCE/INTERNATIONAL TERRORISM] investigation of subject,
a [U.S. PERSON/NON-U.S. PERSON], was authorized in accordance with the
Attorney General Guidelines because [GIVE A FULL EXPLANATION OF THE
JUSTIFICATION FOR OPENING AND MAINTAINING THE INVESTIGATION ON THE
SUBJECT; BAREBONES FACTS WILL NOT SUFFICE AND WILL CAUSE THE REQUEST
TO BE REJECTED FOR LEGAL INSUFFICIENCY]. These financial records are
being requested to [FULLY STATE THE RELEVANCE OF THE REQUESTED
RECORDS TO THE INVESTIGATION].

Co v~:D%(: This electronic communication documents the [APPROVING
OFFICIAL'sS] approval and certification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks financial records
for [NUMBER OF] individual{(s).

(U) Arrangements should be made with the financial
institution to provide the records [personally to an employee of the
DELIVERING DIVISION OR through use of a delivery service to OFFICE OF
ORIGIN] within [NUMBER OF] business days of receipt of this request.
The financial institution should neither send the records through
routine mail service nor utilize the name of the subject of the
request in any telephone calls to the FBI.

[Certification and Activation of the Nondisclosure Requirement: There
is no longer an automatic prohibition that prevents the recipient of a
National Security Letter from disclosing that the FBI has requested
the information. To activate the nondisclosure requirement, the
senior FBI official approving this EC must use Option 1 below and
include in the EC (but not in the NSL) a brief statement of facts that
justify the nondisclosure requirement. Option 2 is to be used in all
cases where Option 1 is not used.]

[Option 1 - Invoking Nondisclosure Requirement]
(U) In accordance with 12 U.S.C. § 3414 (a) I, the senior
official approving this EC, certify that a disclosure of the fact that

the FBRI has sought or obtained access to the information sought by
this letter may endanger the national security of the United States,

_SEvmeT
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_SmereT_

To: [CTD/CD] From: [DRAFTING DIVISION]
Re:. >=< [CASE FILE NUMBER, 00/00/2005]

interfere with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger the
life or physical safety of a person.

I ﬂSX/Brief statement of the facts justifying my certification
in this casé:

[Option 2 - Declining to invoke the nondisclosure requirement]

(U) I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation of
the nondisclosure requirements under the applicable National Security
Letter statute.

[Include the next 2 paragraphs in all ECs]

(U) Information received from a financial institution may
be disseminated to an agency of the United States only if such
information is clearly relevant to the authorized responsibilities of
such agency.

(U) Any questions regarding the above can be directed to

[CASE AGENT, telephone number (000) 000-0000].
LEAD (s) :

_SECRBI___
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“Sporer.

To: CTD/CD] From: [DRAFTING DIVISION]
Re: - [CASE FILE NUMBER, 00/00/2005]

Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLs.

Set Lead 2: (Info)

[ COUNTERTERRORISM/COUNTERINTELLIGENCE /CYBER]

AT WASHINGTON, DC

(U) At [Unit] Read and Clear

Set Lead 3: (Action)

[DELIVERING DIVISION - if using personal service]

[AT CITY, STATE]

(U) Deliver the attached NSL as indicated above. Upon
receipt of information from the financial institution, [DELIVERING
DIVISION] is requested to submit results to [DRAFTING DIVISION] and
[OFFICE OF ORIGIN, if applicable].

L X4

S
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2006

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

[COUNTERTERRORISM/ Attn: [UNIT]

COUNTERINTELLIGENCE/CYBER]

[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR]

SA [CASE AGENT]

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
[SQUAD] [X]

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]

(1f using personal service) [SQUAD] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [ADIC NAME, IF APPLICABLE]
[SAC NAME]
[ASAC NAME]
[CDC NAME]
[SSA NAME]
Drafted By: [LAST, FIRST MIDDLE: INITIALS]
(U} case I~D~~#:>§d<[CASE FILE NUMBER]  (Pending)
(- Title:- >< [SUBJECT]
[AKA] [ALIAS, IF APPLICABLE]

[IT/FCI - FOREIGN POWER]
[0O: OFFICE OF ORIGIN]

Synopsis: (U) Approves the issuance of an RFPA National Security
Letter (NSL) for financial records; provides reporting data; and, if
necessary, transmits the NSL for delivery to the financial
institution.

[y : :ngii Derived From : G-3 Declassify On: [10 years

from date of EC]
o
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SECREF=__

To: CTD/CD] From: [DRAFTING DIVISION]
[CASE FILE NUMBER, 00/00/2006]

Enclosure(s) : (U) Enclosed for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is personal or through restricted
delivery service] is an NSL dated [00/00/2006], addressed to [COMPANY
POC NAME], [TITLE (if available)], [COMPANY NAME], [COMPANY ADDRESS -
NO P.O. BOX], [CITY, STATE - NO ZIP CODE if using personal service],
requesting financial records of the customer listed.

‘”Details:W:}Si: A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/

INTERNATIONAL TERRORISM] investigation of subject, a [U.S. PERSON/NON-
U.S. PERSON], was authorized in accordance with the Attorney General
Guidelines because [Give a full explanation of the justification for
opening and maintaining the investigation on the subject; barebones
facts will not suffice and will cause the request to be rejected for
legal insufficiency]. These financial records are being requested to
[Fully state the relevance of the requested records to the
investigation].

e :¥}{1;This electronic communication documents the [APPROVING
OFFICIAL's] approval and certification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks financial records
for [NUMBER OF] [individual (s)/account(s)] from [financial institution
#1]; [NUMBER OF] [individual (s)/accounts] from [financial institution
#2]1, etc. [In the case of multiple accounts to the same financial
institution, if you know how many different persons attach to those
accounts, please state. If request is for person(s) other than the
subject of the investigation or in addition to the subject of the
investigation, please state USP status of those persons. In other
words, do your best to give as much information as you can, for
congressional reporting purposes. ]

(U) Arrangements should be made with the financial
institution to provide the records [personally to an employee of the
DELIVERING DIVISION OR through use of a delivery service or secure fax
to OFFICE OF ORIGIN] within [NUMBER OF] business days of receipt of
this request. The financial institution should neither send the
records through routine mail service nor utilize the name of the
subject of the request in any telephone calls to the FBI.

DISCLOSURE PROVISIONS

[Option 1 - Invoking Nondisclosure Requirement]

(U) In accordance with 18 U.S.C. § 2709(c) I, the senior
official approving this EC, certify that a disclosure of the fact that

“Speper
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“Sperat_

To: [CTD/CD] From: [DRAFTING DIVISION]

Rei M [CASE FILE NUMBER, 00/00/2006]

the FBI has sought or obtained access to the information sought by
this letter may endanger the national security of the United States,
interfere with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger the
life or physical safety of a person.

S ;EQI:Brief statement of the facts justifying my certification
in this c&se:

[Option 2 - Declining to invoke the nondisclosure requirement]

(U) I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation of
the nondisclosure requirements under the applicable National Security
Letter statute.

[Include the next 2 paragraphs in all ECs.]

(U) Information received from an electronic communications
service provider may be disseminated in accordance with the Attorney
General Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection, and, with respect to dissemination to
an agency of the United States, only if such information is clearly
relevant to the authorized responsibilities of such agency.

(U) Any guestions regarding the above can be directed to
[CASE AGENT, telephone number (000) 000-0000].

e
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To: [CTD/CD] From: [DRAFTING DIVISION]

""Re-:-----)&([CASE FILE NUMBER, 00/00/2006]

LEAD (s) :

Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLs.

Set Lead 2: (Info)

[COUNTERTERRORISM/COUNTERINTELLIGENCE /CYBER]

AT WASHINGTON, DC

(U) At [Unit] Read and Clear

Set Lead 3: (Action)

[DELIVERING DIVISION - if using personal service]

[AT CITY, STATE]

(U) Deliver the attached NSL as indicated above. Upon
receipt of information from the financial institution, [DELIVERING
DIVISION] is requested to submit results to [DRAFTING DIVISION] and
[OFFICE OF ORIGIN, if applicable].

L X4

SESRRT
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From: (OGC) (FBI)
M

Sent: K bo
To: OGC) (FBI) b7C
Cc: | OGC)(FBI)

Subject: ‘Thread-content
UNCLASSIFIED
NON-RECORD
b4
b7D
b5
be
b7C
be
b7C

UNCLASSIFIED
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From: | OGC) (FB)) b6
Sent: ursday, July 20, Um'kP h7C

To: THOMAS, JULIE F. (OGC) (FBI) [loce) EB);
(0GC) (FBI DIy (FBI
;&_WLD evEey |

—SEGRET—
RECORD 315
o2
b5
p2
b5
b5
Any thoughts?

Investigations
CATION EXEMPTION 1

NSL VIO-32605



From: OGC) (FBI) o

Sent: 59 AM b7E

To: FBI &

Cc: ) OGC) (FBI); -
| FBI I): L7C
1 (FB 1)

Subject: RE-NSCECS

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

From: |FBI)
Sent: Tuesdav, Qctober 31, 2006 10:56 AM
To: 060 eanl (FBI)
(o | ecofEY | . 10y (FRNYY |
TFET| JFED] oty
Subject: RE: NSL ECE
SENSITIVE BUT UNCLASSIFIED Duplicate "A" file Ssc 1, pgs
NON-RECORD

Yes - we report the USPER status of the subject - which to us is the subject of the case.
----- Orirani-l-Mﬁssiaa--_I'
From: 0OGC) (FBI)

Sent: 06 10:11 AM
To: FBI)
cc: Joco ceril togo ernd

TEI |(FBI] |(FBI);|
U'Dl)
Subject: RE: NSL ECS_I

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

g =

20-21



From:
Sent:

To:
Cc:

(FBI)

FBI)
56 AM
0GC) (FBI)
(©OGC) EBL oG
FBI) FBI);
(FBI

Subject:

RE. NoL ELS

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Yes - we report the USPER status of the subject - which to us is the subject of the case.

C) (FBI);

----- Original pd

From: (OGC) (FBI)

Sent: 06 10:11 AM

To: FBI)

ce: 0GC) (F51] losc) (et
_|_|[FBI)| [FED)| |(FBI)|

I:J'N'STECJ i
Subject: RE: S

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Duplicate this file p

o1}

bZ

biE
bo

[l

ge 109-110

{m

FBI)
Sent 9:59 AM
To: OGC) (FBI)
Cc: 706G (FRIY

Pg-1
NSL VIO-32611
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(03/09:2006)

m

ith."

B

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2006

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

[COUNTERTERRORISM/ Attn: [UNIT}
COUNTERINTELLIGENCE /CYBER]

[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR]
SA [CASE AGENT]

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]

[SQUAD] [X]
[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]
(if using personal service) [SQUAD] [X]

From: [DRAFTING DIVISION]

[APPROVING OFFICIAL]

Contact: [CASE AGENT, telephone number (000) 000-
0000) ]

Approved By: [ADIC NAME (IF APPLICABLE) ]
[SAC NAME ]
[ASAC NAME]
[CDC NAME ]
[SSA NAME ]

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS]
Case ID #: )&( [CASE FILE NUMBER] (Pending)
Title: [SUBJECT]
[AKA] [ALIAS (IF APPLICABLE) ]
[IT/FCI - FOREIGN POWER]
00: [OFFICE OF ORIGIN]

Synopsis: (U) Approves the issuance of an ECPA National
Security Letter (NSL)for email subscriber information; provides

Fy

NSL VIO-32629




(81

(03/09:2006)

SERRET
FEDERAL BUREAU OF INVESTIGATION

reporting data; and, 1f necessary, transmits the NSL for delivery
to the electronic communications service provider.

iU5w~w::§2:: Deriv rom: -3
Decl ify One -1

(U) FULL/PRELIMINARY Investigation Instituted: 00/00/2005
(U} Reference: [CASE FILE NUMBER Serial XXX]

Enclosures: (U) Enclosed for [DELIVERING DIVISION or QOFFICE OF
ORIGIN, depending on whether service is personal or through a
restricted delivery service] is an NSL dated [00/00/2005],
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.0O. BOX], [CITY, STATE - NO ZIP
CODE if using personal service], requesting the name, address,
and length of service for the e-mail address holder(s) listed.

Details: ;igt:;A [FULL/PRELIMINARY] [INTERNATIONAL/FOREIGN
COUNTERINTELLIGENCE]| investigation of the subject, a [USPER/NON-
USPER], was authorized in accordance with the Attorney General
Guidelines because [GIVE A FULL EXPLANATION OF THE JUSTIFICATION

. FOR OPENING AND MAINTAINING THE INVESTIGATION ON THE SUBJECT;

BAREBONES FACTS WILL NOT SUFFICE AND WILL CAUSE THE REQUEST TO BE
REJECTED FOR LEGAL INSUFFICIENCY]. This electronic subscriber
information is being requested to [FULLY STATE THE RELEVANCE OF
THE REQUESTED RECORDS TO THE INVESTIGATION].

(U) This electronic communication documents the
[APPROVING OFFICIAL’s] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
subscriber information on [NUMBER OF] address(es).

(U) Arrangements should be made with the electronic
communication service provider to provide the records [personally
to an employee of the DELIVERING division OR through use of a
delivery service to OFFICE OF ORIGIN] within [NUMBER OF] business
days of receipt of this request. The electronic communication
service provider should neither send the records through routine
mall service nor utilize the name of the subject of the request
in any telephone calls to the FBI.

e

NSL VIO-32630
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SESRET

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Ret - [CASE FILE NUMBER, 00/00/2005]

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a National Security Letter from disclosing that the
FBI has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Option 1 below and include in the EC (but not in the NSL) a brief
statement of facts that jJustify the nondisclosure requirement.
Option 2 is to be used in all cases where Option 1 is not used.]

[Option 1 - Invoking Nondisclosure Requirement]

(U) In accordance with 18 U.S.C. § 2709(c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has socught or obtained access to the
information scught by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
safety of a person.

_ww““wm.wi33?<:égief statement of the facts justifying my
certification in this case:

[Option 2 - Declining to invoke the nondisclosure requirement]

(U) I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation
of the nondisclosure requirements under the applicable National
Security Letter statute.

[Include the next 2 paragraphs in all ECs.]
(Uy,AmM“M:R§( If a preliminary investigation is opened on the
subscriber identified, 1t is the responsibility of the office
opening the preliminary investigation to advise FBIHQ. This may
be done by routing slip to the National Security Law Branch,
Office of the General Counsel, Room 7947, the FBIHQ entity
handling the operational legal needs of the Counterintelligence
Division. This reporting is necessary in order to provide
information to Congress regarding the FBI's use of this authority

as mandated by Congress.
SESRET
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]

e [CASE FILE NUMBER, 00/00/2005]

(U) Any questions regarding the above can be directed
to [CASE AGENT, telephone number (000) 000-0000].

IR

NSL VIO-32632



SECRET

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]

Re:. . CASE FILE NUMBER, 00/00/2005
o e B §< [ 00/ ;

LEAD (s):

Set Lead 1:

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Info)

[COUNTERTERRORISM/COUNTERINTELLIGENCE /CYBER]

AT WASHINGTON, DC

(U) At [Unit] Read and Clear
Set Lead 3:

[DELIVERING DIVISION - fif using personal service]

AT [CITY, STATE]

(U) Deliver the enclosed NSL as 1indicated above.

Upon receipt of the information requested, [DELIVERING DIVISION]

is requested to submit results to [DRAFTING DIVISION] and [OFFICE
OF ORIGIN, if applicable].

*e

s}@m

NSL VIO-32633



(01:26:1998)

(7

(m) -

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2006

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

[COUNTERTERRORISM/ Attn: [UNIT}
COUNTERINTELLIGENCE /CYBER]

[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR]
SA [CASE AGENT]

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]

[SQUAD] [X]
[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]
(if using personal service) [SQUAD] [X]

From: [DRAFTING DIVISION]

[APPROVING OFFICIAL]

Contact: [CASE AGENT, telephone number (000) 000-
0000) ]

Approved By: [ADIC NAME (IF APPLICABLE) ]
[SAC NAME ]
[ASAC NAME]
[CDC NAME ]
[SSA NAME ]

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS]

Case ID #: - (5»<{[CASE FILE NUMBER] (Pending)

_Title: >'< [SUBJECT]
[AKA] [ALIAS (IF APPLICABLE) ]

[IT/FCI - FOREIGN POWER]
O0: [OFFICE OF ORIGIN]

Synopsis: (U) Approves the issuance of an ECPA National
Security Letter (NSL)for email subscriber information; provides

SEDRET
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]

Re: - -}g) [CASE FILE NUMBER, 00/00/2006]

reporting data; and, 1f necessary, transmits the NSL for delivery
to the electronic communications service provider.

Mw:>gé: Derived From: G-3

Declassify On: [10 years from date of EC]

Referenceri}ﬁi [CASE FILE NUMBER Serial XXX]

Enclosures: (U) Enclosed for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is personal or through a
restricted delivery service or fax] 1s an NSL dated [00/00/2006],
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP
CODE if using personal service], requesting the name, address,
and length of service for the e-mail address holder(s) listed.

Details: (S) A [FULL/PRELIMINARY] [INTERNATIONAL/FOREIGN
COUNTERINTELLIGENCE] investigation of the subject, a [USPER/NON-
USPER], was authorized in accordance with the Attorney General
Guidelines because [Give a full explanation of the justification
for opening and maintaining an inwvestigation of the subject;
barebones facts will not suffice and will cause the request to be
rejected for lack of legal sufficiency]. This electronic
subscriber information is being requested to [Fully state the
relevance of the requested records to the investigation].

(U) This electronic communication documents the
[APPROVING OFFICIAL’s] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
subscriber information on [NUMBER OF] [e-mail/IP address(es)]
from [ISP #1]; [NUMBER OF] [e-mail/IP address(es)] from [ISP #2],
etc.

(U) Arrangements should be made with the electronic
communication service provider to provide the records [personally
to an employee of the DELIVERING division OR through use of a
delivery service or secure fax to OFFICE OF ORIGIN] within
[NUMBER OF] business days of receipt of this request. The
electronic communication service provider should neither send the
records through routine mail service nor utilize the name of the
subject of the request in any telephone calls to the FBI.

s%T

NSL VIO-32635
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SEGRET

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Redm;jgz [CASE FILE NUMBER, 00/00/2006]

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a National Security Letter from disclosing that the
FBI has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Option 1 below and include in the EC (but not in the NSL) a brief
statement of facts that justify the nondisclosure requirement.
Option 2 is to be used in all cases where Option 1 is not used.]

[Option 1 - Invoking Nondisclosure Requirement]

(U) In accordance with 18 U.S.C. § 2709(c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
safety of a person.

-

Brief statement of the facts Jjustifying my
certification in this case:

[Option 2 - Declining to invoke the nondisclosure requirement]

(U) I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation
of the nondisclosure requirements under the applicable National
Security Letter statute.

[Include the next 2 paragraphs in all ECs]

(U) Information received from an electronic
communications service provider may be disseminated in accordance
with the Attorney General Guidelines on National Security
Investigations and Foreign Intelligence Collection and, with
respect to dissemination to an agency of the United States, only
1if such information is clearly relevant to the authorized
responsibilities of such agency.

(U) Any questions regarding the above can be directed
to [CASE AGENT, telephone number (000) 000-0000].

SBRET
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70: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
(m Re>°< [CASE FILE NUMBER, 00/00/2006]

_SEReRIT
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
“”Re:~~jﬁ¢:[CASE FILE NUMBER, 00/00/2006]

LEAD (s):

Set Lead 1:

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Info)

[COUNTERTERRORISM/COUNTERINTELLIGENCE /CYBER]

AT WASHINGTON, DC

(U) At [Unit] Read and Clear
Set Lead 3:

[DELIVERING DIVISION - fif using personal service]

AT [CITY, STATE]

(U) Deliver the enclosed NSL as 1indicated above.

Upon receipt of the information requested, [DELIVERING DIVISION]

is requested to submit results to [DRAFTING DIVISION] and [OFFICE
OF ORIGIN, if applicable].

*e

SW
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[DRAFTING DIVISION]
[STREET ADDRESS]

[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

[MR./MRS./MS.] [Complete name]

[TITLE, IF AVAILABLE]

[NAME OF COMPANY ]

[PHYSICAL STREET ADDRESS - NO P.0O. BOX]
[CITY, STATE - NO ZIP CODE]

Dear [MR./MRS./MS.] [LAST NAME]:

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 18, United States Code
(U.S.C.), Section 2709 (Section 201 of the Electronic
Communications Privacy Act of 1986) (as amended), you are hereby
directed to provide to the Federal Bureau of Investigation (FBI)
the name, address, and length of service for the below-listed [e-

mail/IP] address holder(s):
[E-mail/IP ADDRESS or ADDRESSES]
[ON A SPECIFIC DATE]

or

[FOR THE PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE]
or [PRESENT] ]

If the time period noted above is to the "present,"
that term is intended to direct production of information to the
date of the processing of this letter. If providing information
to the date of processing is not feasible, please provide
information to the date of receipt of this letter.

In accordance with Title 18, U.S.C., Section 2709(b), I
certify that the information sought is relevant to an authorized
investigation to protect against international terrorism or
clandestine intelligence activities, and that such an
investigation of a United States person is not conducted solely

NSL VIO-32639



[MR./MRS./MS] [COMPLETE NAME]

on the basis of activities protected by the First Amendment to
the constitution of the United States.

[Certification: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Invoking the Nondisclosure Requirement) then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 18 U.S.C. § 2709(c) (1), I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information socught by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 18 U.S.C. § 2709(c) (1)
and (2) prohibits you, or any officer, employee, or agent of
yours, from disclosing this letter, other than to those to whom
disclosure 1s necessary to comply with the letter or to an
attorney to obtain legal advice or legal assistance with respect
to this letter.

In accordance with 18 U.sS.C. § 2709(c) (3), you are
directed to notify any persons to whom you have disclosed this
letter that they are also subject to the nondisclosure
requirement and are therefore also prchibited from disclosing the
letter to anyone else.

In accordance with 18 U.S.C. § 2709 (c) (4), if the FBI
asks for the information, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be
made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to
obtain legal advice or legal assistance with respect to this
letter.

[Include the following language in all NSLs.]
In accordance with 18 U.S.C. § 3511(a) and (b) (1),
vou have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful and the right to

challenge the nondisclosure requirement set forth above.

In accordance with 18 U.S.C. & 3511(c), an unlawful
failure to comply with this letter, including any nondisclosure

NSL VIO-32640



[MR./MRS./MS] [COMPLETE NAME]

requirement, may result in the United States bringing an
enforcement action.

You are directed to provide records responsive to this
letter [personally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF
ORIGIN] OR through secure fax] within [xxxx] business days of
receipt of this letter.

Any questions you have regarding this letter should be
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], depending on whether service is personal or through a
delivery service]. Due to security considerations, you should
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any
telephone conversation.

Your cooperation in this matter is greatly
appreciated.

Sincerely yours,

[ADIC/SAC NAME]
[ASSISTANT DIRECTOR IN CHARGE/
SPECIAL, AGENT IN CHARGE]

NSL VIO-32641



Hessagerron: (06C) (FBI)
mhmhumuﬂfWEMm

o (06C) (FBI)
SUbTETTTPTERSE A t0|  package of documents
SENSITIVE BUT UNCLASSIFIED

NON-RECORD
Fron: (06¢) (FeI)
Sent: , , 2005 9:40 AW

To: THOMS, JULTE F. (06C) (FBI)
Subject: RE: Service of Fed Reserve NLSs

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

As with CAU, it's hit and miss. Sometimes they'11 get inundated with nunbers that they need to check out quickly;

please add to[::::]package of documents, txt

5 ZEFOERTION COTATHED
WELASSIFIED
ETE L2-14-2007 BT $50°9dn ket

Wait the ssuance of an NSL. But even on routin matters, I gather that 1t takes a long time to get an NSL served b

This 1 a situacion in which I an not sure I an going to get an accurate answer as to how many tines they've gotten info from the Fed and not given an
Rut thic hias heen an anaoinn nrohlem which aripinally came tq aur aftentmn

tines their requests can

1n

[

2

NSL. T am not even sure they keep tra b o koo
probably almost a year ago when
asking for information, However

So the service fssue is fuge here. Tt was at a follow up neeting with
you about how we solve this problem of service, Service was their main

Page 1

NSL VIO-32686

that T attended alone, a fen weeks ago that generated my contacting
nt, even more so than actually producing an NSL,

Vi

s
N



o please add tom package of documents, txt N
S0 to answer your question directly, I don't have nunbers but T knowwehave a problen, 20

----- Original Message-----
Fron: THOMAS, JULIE F. (06C) (FBI)

Seng 2005 9:21 AM
To: (06C) (rB1)
SUbTRTTTTE, Reserve NLSS

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

The meno to CTD and 0 did go out. How big & problen is this? Every NSL can't be an energency. Julie .

From:%(mc) (Fe)
Sent: Wednesday, January Zo, 2005 9:02 A :
To: &) (F3I)

cc (06¢) (F31)

SUbTETTT Reserve NLSS

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

oy Uy

Julis did the menn tn CT0 and (D an oit on the Jcgue nf corvirs f NSI <D Beraiics the cqiis had aricen nartieially in the cantayt

Which Teads to & similar problem as we were having with cau,|

Page 1
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please add togpackage of documents. txt
So 1f these NLS could be (unsecure) faxed, it would nare=a world of difference,

' I.can We see where we are with these matters, Can we offer up
, , 1ce?

s A
Vi

SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

Page 3
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EREIY
T2

142057 BT REL TSy kar )

[~

Lo I e

please add to thel  package of documents. txt
Hessagerron: (06¢) (FI)
Sent:_Fridav —Aom 38 PN

T0: 0GC) (FBI) ol
SUbJETTTPTERE o tne|  [package of documents )

SENSITIVE BUT UNCLASSIFIED

&

NON-RECORD

From: (06c) (rBI)

Senks T T004 12:44 P e
To (CTD) (FBI)
c: (D) (F81) (06) (FBD)
SUb T WRETT oM FITOay

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

are you available to meet on Friday at 10 am here n 0GC (Room 7975) to discuss this natter, In the interin, could you orl_’—mlphase find out 17y
T oW Many NSLS have been fssuied under his signature. Also we'd 1ike to know what bank we are talking about, whether the AS] all gone to one =~
bank, and who is the POC at the bank who was confortable with providing the information even if we hadn't provided an NSL.

The RFPA basically states that banks cannot give out information and the government cannot accept information unless the bank receives Tegal process,
such as a 6) subpoena, administrative subpoena, court order, or an NSL. Further, there is a separate requirement that information cannot be furnished
unless & proper certifying official states that all the requirenents of the RFPA have been complied with. Since our certification is in the NSL, and
your unit chief was not authorized to make the certification, nor sign the NSL, we do have a sTtuation to deal with here, That is why I'd Tike to
know the nane of the bank and POC at the bank, who must have had some Tegal theory under which they could provide you the infornation without even
getting an KSL.

thanks| “;
0o
bt
---- (u’ i a Hessa“e-----
From: (06c) (rBI)
Sente Tuesdav NIV 7T 7007 11:
1 (1) (FBD); (FsI) .
& (06C) (Fe1y
SUpTETT. -

oF
Page 1 hé
0
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please add to the  package of documents. txt

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

I an an 0GC/NSLB attorney who was asked to handle a natter that you had previously discussed with concerning issuing

an NSL under the Right to Financial Privacy Act to obtain bank records.

I have a copy of the NSL that you are usi ' ' g it, First, it is on old pony, inasmuch as it .«
sets out an old standard for getting NSLs, The <t much >
different now, since the 2001 patriot Act, o
Secondly, your unit chief has not been delegated authority to 15sué the NoL. S0 you Canmot Use tms Torm. e

I have & document entitled "Spikedelegation," which sets out the various people who have been delegated authority to sign NSLs, the first set having
been established after the Patriot Act (AD,DADS, SACS, various 0GC attorneys), and the Tatest delegee, Spike Bowran, the senior counsel for national
security affairs in our office, having been given such authority a few months ago.

Under separate cover, I an going to send you the form NSL that you shiould be using for financial institutions. It cones from the NSLB veb page, where
you can pull up national security letters from a Tist on the left side of the web page, and then you will see a description of NSLs and & reference to
a Novenber 2001 £C, and 1f you click on that, you will get a listing of all the NSL forns. But I'1 send it to you separately.

I think we need to figure out what to do about the information you've gotten in the past under these NSLs. T an going to check the RFPA statute and
will get back to you,

fann
STy

<y

=

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

Page 1
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(01:26:1998)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2005
To: General Counsel Attn: Julie Thomas
Deputy General Counsel,
NSLB
[COUNTERTERRORISM/ Attn: [UNIT]
COUNTERINTELLIGENCE /CYBER]
[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR]
SA [CASE AGENT]
[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
[SQUAD] [X]
[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]
(if using personal service) [SQUAD] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [ADIC NAME (IF APPLICABLE) ]
[SAC NAME ]
[ASAC NAME]
[CDC NAME ]
[SSA NAME ]

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS]

. CasewIDw#w:'--vv>X< [CASE FILE NUMBER] (Pending)

_Title: §< [SUBJECT]
[AKA] [ALIAS (IF APPLICABLE)]

IT/FCI - [FOREIGN POWER];
00: [OFFICE OF ORIGIN]

sypgpsiszw»lﬁ{: Bpproves the issuance of an ECPA National
Security Letter (NSL) for subscriber information; provides

reporting data; and, if necessary, transmits the NSL for delivery
to the wire communications service provider.

%@

NSL VIO-32691




SERFRET
To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: ~{g)~[CASE FILE NUMBER, 00/00/2005]

Deri From: =
(- :ij:: 3;;ZI:ZZE§§<6;;::§;§::

(U) FULL/PRELIMINARY Investigation Instituted: [00/00/2005]
Reference: (U) [CASE FILE NUMBER Serial XXX]
Enclosures: (U) Enclosed for [DELIVERING DIVISION of OFFICE OF

ORIGIN, depending on whether service is personal or through
restricted delivery service] is an NSL dated [00/00/2005],

addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP
CODE if using personal service], requesting subscriber
information.

Details: (S) A [FULL/PRELIMINARY] [INTERNATIONAL
TERRORISM/FOREIGN COUNTERINTELLIGENCE] investigation of subject,
a [U.S. PERSON/NON-USPER], was authorized in accordance with
Attorney General Guidelines because [GIVE A FULL EXPLANATION OF
THE JUSTIFICATION FOR OPENING AND MAINTAINING THE INVESTIGATION
ON THE SUBJECT; BAREBONES FACTS WILL NOT SUFFICE AND WILL CAUSE
THE REQUEST TO BE REJECTED FOR LEGAL INSUFFICIENCY]. This
subscriber information is being requested to [FULLY STATE THE
RELEVANCE OF THE REQUESTED RECORDS TO THE INVESTIGATION].

This electronic communication documents the
[APPROVING OFFICIAL’s] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
subscriber information on [NUMBER OF] phone number (s).

(U) Arrangements should be made with the wire
communications service provider to provide the records
[personally to an employee of the DELIVERING DIVISION OR through
use of a delivery service to OFFICE OF ORIGIN] within [NUMBER OF]
business days of receipt of this request. The wire
communications service provider should neither send the records
through routine mail service nor utilize the name of the subject
of the request in any telephone calls to the FBI.

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a National Security Letter from disclosing that the
FBI has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use

SERLT
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re:- TSI [CASE FILE NUMBER, 00/00/2005]

Option 1 below and include in the EC (but not in the NSL) a brief
statement of facts that justify the nondisclosure requirement.
Option 2 is to be used in all cases where Option 1 is not used.]

[Option 1 - Invoking Nondisclosure Requirement]

(U) In accordance with 18 U.S.C. § 2709(c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigaticn, interfere
with diplomatic relations, or endanger the life or physical
safety of a person.

X€] Brief statement of the facts justifying my
certification in this case:

[Option 2 - Declining to invoke the nondisclosure requirement]

(U) I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation
of the nondisclosure requirements under the applicable National
Security Letter statute.

[Include the next 2 paragraphs in all ECs.]

(U) If a preliminary investigation is opened on the
subscriber identified, it is the responsibility of the office
opening the preliminary investigation to advise FBIHQ. This may
be done by routing slip to the National Security Law Branch,
Office of the General Counsel, Room 7947, the FBIHQ entity
handling the operational legal needs of the Counterterrorism
Division. This reporting is necessary 1in order to provide
information to Congress regarding the FBI’s use of this authority
as mandated by Congress.

(U) 2Any questions regarding the above can be directed
to [CASE AGENT, telephone number (000) 000-0000].

jgﬁaET
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
iUh“-Re:.»v....N [CASE FILE NUMBER, 00/00/2005]

LEAD (s):
Set Lead 1:

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Info)

[COUNTERTERRORISM/COUNTERINTELLIGENCE /CYBER]

AT WASHINGTON, DC

(U) At [Unit] Read and Clear
Set Lead 3:

[DELIVERING DIVISION - if using peresonal service]

AT [CITY, STATE]

(U) Deliver the enclosed NSL as indicated above.
Upon receipt of requested information, [DELIVERING DIVISION] is
requested to submit results to the [DRAFTING DIVISION] and
[OFFICE OF ORIGIN, if applicable].

e

SR
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[DRAFTING DIVISION]
[STREET ADDRESS]

[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

[MR./MRS./MS.] [COMPLETE NAME OF POC]
[TITLE, IF AVAILABLE]

[NAME OF COMPANY]

[PHYSICAL STREET ADDRESS - NO P.0O. BOX]
[CITY, STATE - NO ZIP CODE]

DEAR [MR./MRS./MS.] [LAST NAME]:

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 18, United States Code
(U.S.C.), Section 2709 (Section 201 of the Electronic
Communications Privacy Act of 1986) (as amended, October 26,
2001), you are hereby reguested to provide to the Federal Bureau
of Investigation (FBI) the name, address, and length of service
of [person or entity] [persons or entities] to whom the following
telephone [number is or was] [numbers are or were] registered:

[TELEPHONE NUMBER(S) (000) 000-000]:
[RELEVANT TIME PERIOD]: [ON SPECIFIC DATE]

or [FROM [SPECIFIC DATE] to
[SPECIFIC DATE] or [PRESENT]

If the time period noted above is to the "present," that
term 1s intended to request information to the date of the
processing of this request. If providing information to the date
of processing is not feasible, please provide information to the
date of receipt of this request.

In accordance with Title 18, U.S.C., Section 2709(b), I
certify that the information sought is relevant to an authorized
investigation to protect against international terrorism or
clandestine intelligence activities, and that such an
investigation of a United States person is not conducted solely
on the basis of activities protected by the first amendment to
the Constitution of the United States.

[Certification: The nondisclosure requirement is not an
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automatic feature of the NSL. If the supporting EC for this NSL
included Option 1 (Invoking the Nondisclosure Requirement) then
include the language in the following 3 paragraphs in the NSL.]

In accordance with 18 U.S.C. § 2709(c) (1), I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 18 U.S.C. § 2709(c) (1)
and (2) prohibits you, or any officer, employee, or agent of
yours, from disclosing this letter, other than to those to whom
disclosure 1s necessary to comply with the letter or to an
attorney to obtain legal advice or legal assistance with respect
to this letter.

In accordance with 18 U.S5.C. § 2709(c) (3), you are
directed to notify any persons to whom you have disclosed this
letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyocone else.

In accordance with 18 U.S.C. § 2709(c¢) (4), if the FBI
asks for the information, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be
made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to
obtain legal advice or legal assistance with respect to this
request.

[Include the following language in all NSLs.]

In accordance with 18 U.S.C. § 3511(a) and (b) (1), you
have a right to challenge this request if compliance would be
unreasonable, oppressive, or otherwise unlawful and the right to
challenge the nondisclosure requirement set forth above.

In accordance with 18 U.S.C. § 3511 (c¢), an unlawful
failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action.

You are requested to provide records responsive to this
request [personally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF
ORIGIN]] within [xxxx] business days of receipt of this request.

Any questions you have regarding this request should be

directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], depending on whether service is personal or through a
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delivery service]. Due to security considerations, you should
neither send the records through routine mail service nor

disclose the substance of this request in any telephone
conversation.

Your cooperation in this matter is greatly appreciated.

Sincerely yours,

[ADIC/SAC NAME ]
[ASSISTANT DIRECTOR IN CHARGE/
SPECIAL AGENT IN CHARGE]
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(03/09:2006)

m

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2006

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

[COUNTERTERRORISM/ Attn: [UNIT]
COUNTERINTELLIGENCE /CYBER]

[REQUESTING OFFICE] Attn:SSA [SQUAD SUPERVISOR]

SA [CASE AGENT]

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
[Squad] [X]

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]

(1f using personal service) [Squad] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [ADIC NAME (IF APPLICABLE]
[SAC NAME ]
[ASAC NAME]
[CDC NAME ]
[SSA NAME ]

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS]
Case ID #: >g< [CASE FILE NUMBER] (Pending)
Title: . [SUBJECT]

[AKA] [ALIAS IF APPLICABLE]

[IT/FCI - FOREIGN POWER];
[0O: OFFICE OF ORIGIN]

'Synopsis4m;E§(; Approves the issuance of an ECPA National
te

Security L (NSL) for toll billing records; provides reporting
data; and, 1f necessary, transmits the NSL for delivery to the
wire communications service provider.

st

NSL VIO-32706



(03/09:2006)
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SECRET
FEDERAL BUREAU OF INVESTIGATION

FMW:>ﬁ§: : From:
Dec £ T =

(%)) FULL/PRELIMINARY Investigation Instituted: 00/00/2005

Referéhde:::IS{:I§ASE FILE NUMBER Serial XXX]

Enclosures: (U) Enclosed for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is personal or through
restricted delivery service] is an NSL dated [00/00/2006],

addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.0O. BOX], [CITY, STATE - NO ZIP
CODE if using personal service], requesting the name, address,

length of service and local and long distance toll billing
records for the phone number (s) listed.

Details: (S) A [FULL/PRELIMINARY] [INTERNATIONAL
TERRORISM/FOREIGN COUNTERINTELLIGENCE] investigation of subject,
a [USPER/NON-USPER], was authorized in accordance with the
Attorney General Guidelines because [GIVE A FULL EXPLANATION OF
THE JUSTIFICATION FOR OPENING AND MAINTAINING THE INVESTIGATION
ON THE SUBJECT; BAREBONES FACTS WILL NOT SUFFICE AND WILL CAUSE
THE REQUEST TO BE REJECTED FOR LEGAL INSUFFICIENCY]. These
subscriber and toll billing records are being requested to [FULLY
STATE THE RELEVANCE OF THE REQUESTED RECORDS TO THE
INVESTIGATION] .

) This electronic communication documents the
[APPROVING OFFICIAL’s] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
local and long distance toll billing records for [NUMBER OF]
phone number (s) .

(U) Arrangements should be made with the wire
communications service provider to provide the records
[personally to an employee of the DELIVERING DIVISION OR through
use of a delivery service to OFFICE OF ORIGIN] within [NUMBER OF]
business days of receipt of this request. The wire
communications service provider should neither send the records

s@bﬁéT
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]

Rei - )s([CASE FILE NUMBER, 00/00/2005]

through routine mail service nor utilize the name of the subject
of the request in any telephone calls to the FBI.

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a National Security Letter from disclosing that the
FBI has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Option 1 below and include in the EC (but not in the NSL) a brief
statement of facts that Jjustify the nondisclosure requirement.
Option 2 is to be used in all cases where Option 1 is not used.]

[Option 1 - Invoking Nondisclosure Requirement]

(U) In accordance with 18 U.S.C. § 2709(c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
safety of a person.

R Brief statement of the facts justifying my
certificdtion in this case:

[Option 2 - Declining to invoke the nondisclosure requirement]

(U) I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation
of the nondisclosure requirements under the applicable National
Security Letter statute.

[Include the next 2 paragraphs in all ECs.]

(U) Information received from a wire communication
service provider may be disseminated to an agency of the United
States only if such information is clearly relevant to the

authorized responsibilities of such agency.

(U) Any guestions regarding the above can be directed
to [CASE AGENT, telephone number (000) 000-0000].

SEERET
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SEREET

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
iUJ"“”Re;w,E§%<ICASE FILE NUMBER, 00/00/2005]

LEAD (s):

Set Lead 1:

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Info)

[COUNTERTERRORISM/COUNTERINTELLIGENCE /CYBER]

AT WASHINGTON, DC

(U) At [Unit] Read and Clear

Set Lead 3:

[DELIVERING DIVISION - if using personal servicel

[AT [CITY, STATE]

(U) Deliver the attached NSL as indicated above.
Upon receipt of information from the wire communications service
provider, [DELIVERING DIVISION] is requested to submit results to
the [DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable].

L X4
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(01:26:1998)
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2006

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

[COUNTERTERRORISM/ Attn: [UNIT]
COUNTERINTELLIGENCE /CYBER]

[REQUESTING OFFICE] Attn:SSA [SQUAD SUPERVISOR]

SA [CASE AGENT]

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
[Squad] [X]

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]

(1f using personal service) [Squad] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [ADIC NAME (IF APPLICABLE]
[SAC NAME ]
[ASAC NAME ]
[CDC NAME]
[SSA NAME]

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS]

‘Cage 'ID #: >< [CASE FILE NUMBER] (Pending)

Title;wzﬁé&: [SUBJECT]

o [AKA] [ALIAS IF APPLICABLE]
[IT/FCI - FOREIGN POWER];
[OO: OFFICE OF ORIGIN]

Synopsis: (U) Approves the issuance of an ECPA National
Security Letter (NSL)for toll billing records; provides reporting

data; and, 1f necessary, transmits the NSL for delivery to the
wire communications service provider.

et
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SERRET

Ret

""TO:::}éEfLIVERING DIVISION] From: [DRAFTING DIVISION]

[CASE FILE NUMBER, 00/00/2006]

Derive
Declassify On:

Reference:><[CASE FILE NUMBER Serial XXX]
Enclosures: (U) Enclosed for [DELIVERING DIVISION or OFFICE OF

ORIGIN, depending on whether service is personal or through
restricted delivery service or fax] is an NSL dated [00/00/2006],

addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP
CODE if using persconal service], requesting the name, address,

length of service and local and long distance toll billing
records for the phone number(s) listed.

Details: (3) A [FULL/PRELIMINARY] [INTERNATIONAL
TERRORISM/FOREIGN COUNTERINTELLIGENCE] investigation of subject,
a [USPER/NON-USPER], was authorized in accordance with the
Attorney General Guidelines because [Give a full explanation of
the justification for opening and maintaining the investigation
on the subject; barebones facts will not suffice and will cause
the request to be rejected for legal insufficiency]. These toll
billing records are being requested to [Fully state the relevance
of the requested records to the investigation].

------ — ->¥€]  This electronic communication documents the
[APPROVING OFFICIAL’s] approval and certification of the enclosed
NSL,. For mandatory reporting purposes, the enclosed NSL seeks
local and long distance toll billing records for [NUMBER OF]
telephone number (s) from [telephone company #1]; [NUMBER OF]
telephone number (s) from [telephone company #2], etc. [In the
case of multiple phone numbers to the same telephone company, if
yvou know how many different persons attach to those phone
numbers, please state. If request is for person(s) other than
the subject of the investigation or in addition to the subject of
the investigation, please state USP status of those persons. 1In
other words, do your best to give as much information as you can,
for congressional reporting purposes.]

(U) Arrangements should be made with the wire

communications service provider to provide the records
[personally to an employee of the DELIVERING DIVISION OR through

X
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Reb::}gif[CASE FILE NUMBER, 00/00/2006]

use of a delivery service or secure fax to OFFICE OF ORIGIN]
within [NUMBER OF] business days of receipt of this request. The
wire communications service provider should neither send the
records through routine mail service nor utilize the name of the
subject of the request in any telephone calls to the FBI.

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a National Security Letter from disclosing that the
FBI has reqguested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Option 1 below and include in the EC (but not in the NSL) a brief
statement of facts that justify the nondisclosure requirement.
Option 2 is to be used in all cases where Option 1 is not used.]

[Option 1 - Invoking Nondisclosure Requirement]

(U) In accordance with 18 U.S.C. § 2709(c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
safety of a person.

Brief statement of the facts justifying my
certification in this case:
[Option 2 - Declining to invoke the nondisclosure requirement]

(U) I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation
of the nondisclosure requirements under the applicable National
Security Letter statute.

[Include the next 2 paragraphs in all ECs.]

(U) Information received from a wire communication
service provider may be disseminated in accordance with the
Attorney General Guidelines on National Security Investigations
and Foreign Intelligence Collection and, with respect to
dissemination to an agency of the United States, only if such
information is clearly relevant to the authorized
responsibilities of such agency.

et
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]

T - Re: . [CASE FILE NUMBER, 00/00/2006]

(U) Any questions regarding the above can be directed
to [CASE AGENT, telephone number (000) 000-0000].

S?{T
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
i Re: [CASE FILE NUMBER, 00/00/2006]

LEAD (s):

Set Lead 1:

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Info)

[COUNTERTERRORISM/COUNTERINTELLIGENCE /CYBER]

AT WASHINGTON, DC

(U) At [Unit] Read and Clear

Set Lead 3:

[DELIVERING DIVISION - if using personal servicel

[AT [CITY, STATE]

(U) Deliver the attached NSL as indicated above.
Upon receipt of information from the wire communications service
provider, [DELIVERING DIVISION] is requested to submit results to
the [DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable].

L X4
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[DRAFTING DIVISION]
[STREET ADDRESS]

[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

[MR./MRS./MS.] [COMPLETE NAME OF POC]
[TITLE, IF AVAILARLE]

[NAME OF COMPANY]

[PHYSICAL STREET ADDRESS - NO P.0O. BOX]
[CITY, STATE - NO ZIP CODE]

DEAR [MR./MRS./MS.] [LAST NAME]:

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 18, United States Code
(U.S.C.), Section 2709 (Section 201 of the Electronic
Communications Privacy Act of 1986) (as amended), you are hereby
directed to provide to the Federal Bureau cof Investigation (FBI)
the name, address, length of service, and local and long distance
toll billing records assoclated with the following:

[NAME, IF KNOWN]
[TELEPHONE NUMBER({(S) (000) 000-000]:
[RELEVANT TIME PERIOD]: [ON SPECIFIC DATE (S)]

or [FROM [SPECIFIC DATE] to
[SPECIFIC DATE] or [PRESENT]

Please see the attachment following this letter for
the types of information that you might consider to be a toll
billing record.

If the time period noted above is to the "present,"
that term is intended to direct production of information to the
date of the processing of this letter. If providing information
to the date of processing is not feasible, please provide
information to the date of receipt of this letter.

1
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[MR./MRS./MS.] [COMPLETE NAME ]

In accordance with Title 18, U.S.C., Section 2709(b), I
certify that the information sought is relevant to an authorized
investigation to protect against international terrorism or
clandestine intelligence activities, and that such an
investigation of a United States person is not conducted solely
on the basis of activities protected by the First Amendment to
the Constitution of the United States.

[Certification: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Invoking the Nondisclosure Requirement) then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 18 U.5.C. § 2709(c) (1), I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 18 U.S5.C. § 2709(c) (1)
and (2) prohibits you, or any officer, employee, or agent of
yvours, from disclosing this letter, other than to those to whom
disclosure 1is necessary to comply with the letter or to an
attorney to obtain legal advice or legal assistance with respect
to this letter.

In accordance with 18 U.S.C. § 2709(c) (3), you are
directed to notify any persons to whom you have disclosed this
letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 18 U.S.C. § 2709(c) (4), if the FBI
asks for the information, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be
made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to
obtain legal advice or legal assistance with respect to this
letter.

[Include the following language in all NSLs.]
In accordance with 18 U.S5.C. § 3511(a) and (b) (1), you
have a right to challenge this letter if compliance would be

unreasonable, oppressive, or otherwise unlawful and the right to
challenge the nondisclosure requirement set forth above.
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[MR./MRS./MS.] [COMPLETE NAME ]

In accordance with 18 U.S.C. § 3511(c), an unlawful
failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action.

You are directed to provide records responsive to this
letter [personally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF
ORIGIN] OR through secure facsimile] within [xxxx] business days
of receipt of this letter.

Any questions you have regarding this letter should be
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], depending on whether service is persconal or through a
delivery service]. Due to security considerations, you should
neither send the records through routine mail service nor non-—
secure fax, nor disclose the substance of this letter in any
telephone conversation.

Your cooperation in this matter is greatly appreciated.
Sincerely yours,
[ADIC/SAC NAME ]

[ASSISTANT DIRECTOR IN CHARGE/
SPECIAL AGENT IN CHARGE]

ATTACHMENT
In preparing your response to this National Security Letter, vyou

3
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should determine whether your company maintains the following
types of information which may be considered by you to be toll

billing records in accordance with Title 18, United States Code,
Section 2709:

b2
b7E

We are not directing that you provide, and you should not
provide, information pursuant to this letter that would disclose

the content of any electronic communication as defined in Title
18, United States Code, Section 2510(8).
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ATTACHMENT

In preparing your response to this National Security Letter, you
should determine whether your company maintains the following
types of information which may be considered by vyou to be toll
billing records in accordance with Title 18, United States Code,
Section 2709:

We are not requesting, and you should not provide, information
pursuant to this request that would disclose the content of any
wire communication as defined in Title 18, United States Code,
Section 2510(8).

pg-5
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ATTACHMENT

In preparing your response to this National Security Letter, you
should determine whether your company maintains the following
types of information which may be considered by you to be toll
billing records in accordance with Title 18, United States Code,
Section 2709:

We are not redquesting, and you should not provide,
information pursuant to this request that would disclose the
content of any wire communication, as “content” is defined in
Title 18, United States Code, Section 2510(8).
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ATTACHMENT

In preparing your response to this National Security Letter, you
should determine whether your company maintains the following
types of information which may be considered by you to be toll
billing records in accordance with Title 18, United States Code,
Section 2709:

We are not requesting, and you should not provide, information

pursuant to this request that would disclose the content of any
wire communication as “content” is defined in Title 18, United

States Code, Section 2510(8).

pg-7
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(Rev. 03-09-2006)

(-

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2006

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

[COUNTERTERRORISM/ Attn: [UNIT]

COUNTERINTELLIGENCE /CYBER]

[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR]

SA [CASE AGENT]

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
[Squad] [X]

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]

(1f using personal service) [Squad] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000)000-0000]

Approved By: [ADIC NAME (IF APPLICABLE) ] [SAC NAME]
[ASAC NAME ]
[CDC NAME ]
[SSA NAME]
Drafted By: [LAST, FIRST, MIDDLE: INITIALS]
Ca”sé""i'D"~#-:‘-v>s< [CASE FILE NUMBER] (Pending)

“Title: >< [SUBJECT]
[AKA [ALIAS] (IF APPLICABLE)

[FCI/IT - FOREIGN POWER]
[0O: OFFICE OF ORIGIN]

Synopsis: (U) Approves the issuance of an ECPA National Security
Letter (NSL)for electronic communications transactional records;
provides reporting data; and, if necessary, transmits the NSL for
delivery to the electronic communications service provider.

o X R
assify On: X=
s?é'r
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SERFET

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]

. Re:. [CASE FILE NUMBER, 00/00/2005]

(U) FULL/PRELIMINARY Investigation Instituted: [00/00/2005]
Référence::2§{:ECASE FILE NUMBER SERIAL XXX]

Enclosure(s) : (U) Enclosed for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is personal or through
restricted delivery service] is an NSL dated [00/00/2005], addressed
to [COMPANY POC NAME], [TITLE, (if available)], [COMPANY NAME],
[COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP CODE if using
personal service], requesting the names, addresses, lengths of
service, and electronic transactional records for the [e-mail/IP]
address holder(s) listed.

Details: (S) A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/
INTERNATIONAL TERRORISM] investigation of subject, a [U.S. PERSON/NON-
U.S. PERSON], was authorized in accordance with the Attorney General
Guidelines because [GIVE A FULL EXPLANATION OF THE JUSTIFICATION FOR
OPENING AND MAINTAINING THE INVESTIGATION ON THE SUBJECT,; BAREBONES
FACTS WILL NOT SUFFICE AND WILL CAUSE THE REQUEST TO BE REJECTED FOR
LEGAL INSUFFICIENCY]. These electronic communications transactional
records are being requested to [FULLY STATE THE RELEVANCE OF THE
REQUESTED RECORDS TO THE INVESTIGATION].

e | This electronic communication documents the [APPROVING
OFFICIAL’s] approval and certification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks electronic
communication transactional records on [NUMBER OF] [e-mail/IP
address(es) ].

(U) Arrangements should be made with the electronic
communications service provider to provide the records [personally to
an employee of the DELIVERING division OR through use of a delivery
service to OFFICE OF ORIGIN] within [NUMBER OF] business days of
receipt of this request. The electronic communications service
provider should neither send the records through routine mail service
nor utilize the name of the subject of the request in any telephone
calls to the FBI.

[Certification and Activation of the Nondisclosure Requirement: There
is no longer an automatic prohibition that prevents the recipient of a
National Security Letter from disclosing that the FBI has requested
the information. To activate the nondisclosure requirement, the
senior FBI official approving this EC must use Option 1 below and
include in the EC (but not in the NSL) a brief statement of facts that
justify the nondisclosure requirement. Option 2 is to be used in all
cases where Option 1 is not used.]

[Option 1 - Invoking Nondisclosure Requirement]

Swgr
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SEeRET

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] Re:

(m - ><[CASE FILE NUMBER, 00/00/2005]

(U) In accordance with 18 U.S5.C. § 2709(c) I, the senior
official approving this EC, certify that a disclosure of the fact that
the FBI has sought or obtained access to the information sought by
this letter may endanger the national security of the United States,
interfere with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger the
life or physical safety of a person.

Wwwwwmww;;2£§k/érief statement of the facts justifying my
certificabfon™~dn this case:

[Option 2 - Declining to invoke the nondisclosure requirement]
(U) I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation of

the nondisclosure requirements under the applicable National Security
Letter statute.

[Include the next 2 paragraphs in all ECs.]

(U) Information received from an electronic communications
service provider may be disseminated to an agency of the United States
only 1f such information is clearly relevant to the authorized
responsibilities of such agency.

(U) Any questions regarding the above can be directed to
[CASE AGENT, telephone number (000) 000-0000].

LEAD (s) :

Zeefer
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] Re:
iuj N::g%::[CASE FILE NUMBER, 00/00/2005]

Set Lead 1: {Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLs.

Set Lead 2: {Info)

[COUNERTERRORISM/COUNTERINTELLIGENCE /CYBER]

AT WASHINGTON, DC

(U) At [Unit] Read and Clear.
Set Lead 3: (Action)

[DELIVERING DIVISION - if using personal service]

[AT CITY, STATE]

(U) Deliver the attached NSL as indicated above. Upon
receipt of information from the electronic communication service
provider, [DELIVERING DIVISION] is requested to submit results to
[DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable].

(X

o
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(Rev. 08-28-2000)

£
FEDERAL BUREAU OF INVESTIGATIO

Precedence: ROUTINE Date: 00/00/2006

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

[COUNTERTERRORISM/ Attn: [UNIT]

COUNTERINTELLIGENCE /CYBER]

[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR]

SA [CASE AGENT]

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
[Squad] [X]

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]

(1f using personal service) [Squad] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000)000-0000]

Approved By: [ADIC NAME (IF APPLICABLE) ] [SAC NAME ]
[ASAC NAME]
[CDC NAME]
[SSA NAME]

Drafted By: [LAST, FIRST, MIDDLE: INITIALS]

Case -ID ,#>><[CASE FILE NUMBER] (Pending)

Title: . [SUBJECT]
[AKA [ALIAS] (IF APPLICABLE)

[FCI/IT - FOREIGN POWER]
[0O: OFFICE OF ORIGIN]

Synopsis: (U) Approves the issuance of an ECPA National Security
Letter (NSL)for electronic communications transactional records;
provides reporting data; and, if necessary, transmits the NSL for
delivery to the electronic communications service provider.

vﬂwﬂ::jéz: ari : G-3
i Declassify On: m date of EC]
@eﬁ
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re:. Y8 [CASE FILE NUMBER, 00/00/2006]

[FULL/PRELIMINARY] Investigation Institutedz:}éz:[00/00/2006]
Refergpcee:)ﬁz [CASE FILE NUMBER SERIAL XXX]

Enclosure(s) : (U) Enclosed for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service 1is personal or through
restricted delivery service or fax] i1s an NSL dated [00/00/2006],
addressed to [COMPANY POC NAME], [TITLE, (if available)], [COMPANY
NAME ], [COMPANY ADDRESS - NO P.0O. BOX], [CITY, STATE - NO ZIP CODE if
using personal service], requesting the names, addresses, lengths of
service, and electronic transactional records for the [e-mail/IP]
address holder(s) listed.

Details: (S) A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/
INTERNATIONAL TERRORISM] investigation of subject, a [U.S.
PERSON/NON-U.S. PERSON], was authorized in accordance with the
Attorney General Guidelines because [Give a full explanation of the
justification for opening and maintaining the investigation on the
subject. Barebones facts will not suffice and will cause the request
to be rejected for legal insufficiency]. These electronic
communications transactional records are being requested to [Fully
state the relevance of the requested records to the investigation].

e ) This electronic communication documents the [APPROVING
OFFICIAL’S] proval and certification of the enclosed NSL. For

mandatory reporting purposes, the enclosed NSL seeks electronic
communication transactional records on [NUMBER OF] [e-mail/IP
address(es)] from [ISP #1]; [NUMBER OF] [e-mail/IP address(es)] from
[ISP #2], etc. [In the case of multiple addresses to the same ISP, if
you know how many different persons attach to those addresses, please
state. If request is for person(s) other than the subject of the
investigation or in addition to the subject of the investigation,
please state USP status of those persons. In other words, do your
best to give as much information as you can, for congressional
reporting purposes. ]

(U) Arrangements should be made with the electronic
communications service provider to provide the records [personally to
an employee of the DELIVERING division OR through use of a delivery
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF]
business days of receipt of this request. The electronic
communications service provider should neither send the records
through routine mail service nor utilize the name of the subject of
the request in any telephone calls to the FBI.

[Certification and Activation of the Nondisclosure Requirement: There
is no longer an automatic prohibition that prevents the recipient of
a National Security Letter from disclosing that the FBI has requested
the information. To activate the nondisclosure requirement, the

SR
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] Re:

i >< [CASE FILE NUMBER, 00/00/2006]

[y -

senior FBI official approving this EC must use Option 1 below and
include in the EC (but not in the NSL) a brief statement of facts
that justify the nondisclosure requirement. Option 2 is to be used
in all cases where Option 1 is not used.]

DISCLOSURE PROVISIONS

[Option 1 - Invoking Nondisclosure Requirement]

(U) In accordance with 18 U.S.C. § 2709(c) I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI has sought or obtained access to the information sought
by this letter may endanger the national security of the United
States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

- Brief statement of the facts justifying my
certificafion in this case:

[Option 2 - Declining to invoke the nondisclosure requirement]

(U) I, the senior official approving this EC, have
determined that the facts of this case do not warrant activation of
the nondisclosure requirements under the applicable National Security
Letter statute.

[Include the next 2 paragraphs in all ECs.]

(U) Information received from an electronic communications
service provider may be disseminated in accordance with the Attorney
General Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection, and, with respect to dissemination
to an agency of the United States, only if such informaticn is
clearly relevant to the authorized responsibilities cof such agency.

(U) Any questions regarding the above can be directed to
[CASE AGENT, telephone number (000) 000-0000].

LEAD (s} :

ShegET
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lo: [DELIVERING DIVISION] From: [DRAFTING DIVISION] Re:
( [CASE FILE NUMBER, 00/00/2006]

Set Lead 1: {Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLs.

Set Lead 2: {Info)

[ COUNERTERRORISM/COUNTERINTELLIGENCE /CYBER]

AT WASHINGTON, DC

(U) At [Unit] Read and Clear.
Set Lead 3: {(Action)

[DELIVERING DIVISION - if using personal service]

[AT CITY, STATE]

(U) Deliver the attached NSL as indicated above. Upon
receipt of information from the electronic communication service
provider, [DELIVERING DIVISION] is requested to submit results to
[DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable].

*e

e
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+[DRAFTING DIVISION]
[STREET ADDRESS]
[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

[MR./MRS./MS.] [COMPLETE NAME OF POC]
[TITLE, IF AVAILABLE]

[NAME OF COMPANY]

[PHYSICAL STREET ADDRESS - NO P.O. BOX]
[CITY, STATE - NO ZIP CODE]

DEAR [MR./MRS./MS.] [LAST NAME]:

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 18, United States Code
(U.S.C.), Section 2709 (section 201 of the Electronic
Communications Privacy Act, as amended), you are hereby directed
to provide the Federal Bureau of Investigation (FBI) the names,
addresses, and length of service and electronic communications
transactional records, to include existing transaction/activity
logs and all electronic mail (e-mail) header information (not to
include message content and/or subject fields), for the below-
listed [e-mail/IP] address holder(s):

[E-mail/IP ADDRESS or ADDRESSES]
[ON A SPECIFIC DATE]
or

[FOR THE PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE]
or [PRESENT] ]

Please see the attachment following this letter for
the types of information that you might consider to be a
electronic communications transactional record.

If the time period noted above is to the "present,”
that term is intended to direct production of information to the
date of the processing of this letter. If providing information
to the date of processing is not feasible, please provide
information to the date of receipt of this letter.
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[MR./MRS./MS. COMPLETE NAME]

While fulfilling your obligations under this letter,
please do not disable, suspend, lock, cancel or interrupt service
to the above-described subscriber (s) or accounts. A service
interruption or degradation may alert the subscriber (s)/account
users(s) that investigative acticon is being taken. If you are not
able to fulfill your obligations under this letter without
alerting the subscriber/account user, please contact the FBI
prior to proceeding.

In accordance with Title 18, U.S.C., Section 2709(b), I
certify that the information sought is relevant to an authorized
investigation to protect against international terrorism or
clandestine intelligence activities, and that such an
investigation of a United States person is not conducted solely
on the basis of activities protected by the First Amendment to
the Constitution of the United States.

[Certification: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Invoking the Nondisclosure Requirement), then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 18 U.S.C. § 2709(c) (1), I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information scught by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 18 U.S.C. § 2709(c) (1)
and (2) prohibits you, or any officer, employee, or agent of
yours, from disclosing this letter, other than to those to whom
disclosure is necessary to comply with the letter or to an
attorney to obtain legal advice or legal assistance with respect
to this letter.

In accordance with 18 U.S.C. § 2709(c) (3), you are
directed to notify any persons to whom you have disclosed this
letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 18 U.S.C. § 2709(c) (4), 1if the FBI
asks for the information, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be
made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to
obtain legal advice or legal assistance with respect to this
letter.
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[MR./MRS./MS. COMPLETE NAME]

[Include the following language in all NSLs.]

In accordance with 18 U.S.C. § 3511(a) and (b) (1), you
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful and the right to
challenge the nondisclosure requirement set forth above.

In accordance with 18 U.S.C. § 3511(c), an unlawful
failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action.

You are directed to provide records responsive to this
letter [personally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF
ORIGIN] OR through secure fax] within [xxxx] business days of
receipt of this letter.

Any questions you have regarding this letter should be
directed only to the [[DELIVERING DIVISION] CR [OFFICE OF
ORIGIN], depending on whether service is personal or through a
delivery service]. Due to security considerations, you should
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any
telephone conversation.

Your cooperation in this matter is greatly appreciated.

Sincerely,

[ADIC/SAC NAME ]

[ASSISTANT DIRECTOR IN CHARGE/
SPECIAL AGENT IN CHARGE]
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ATTACHMENT

In preparing your response to this National Security Letter, you
should determine whether your company maintains the following
types of information which may be considered by you to be an
electronic communications transactional record in accordance with
Title 18 United States Code Section 2709.

b2
b7E

We are directing that you should provide, and you should not
provide, information pursuant to this letter that would disclose
the content of any electronic communication as defined in Title
18 United States Code Section 2510(8). Subject lines of e-mails
are content information and should not be provided pursuant to
this letter. If the records provided are particularly large we
request that vyou provide this information in electronic format
preferably on a CR-ROM.
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*ATTACHMENT

In preparing your response to this National Security Letter, you
should determine whether your company maintains the following
types of information which may be considered by you to be an
electronic communications transactional record in accordance with
Title 18 United States Code Section 2709.

We are not directing that you should provide, and you should not
provide, information pursuant to this letter that would disclose
the content of any electronic communication as defined in Title
18 United States Code Section 2510(8). Subject lines of e-mails
are content information and should not be provided pursuant to
this letter. 1If the records provided are particularly large we
request that you provide this information in electronic format

PIRsL VIO-32734
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preferably on a CR-ROM.
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*In preparing your response to this request, you should determine whether your company
maintains the following types of information which may be considered by you to be an electronic
communications transactional record in accordance with Title 18 United States Code Section
2709.

Account information to include:

We are not requesting and you should not provide information pursuant to this request that would
disclose the content of any electronic communication as defined in Title 18 United States Code
Section 2510(8). Subject lines of e-mails are content information and should not be provided
pursuant to this request.

If the records provided are particularly large we request that you provide this information in
electronic format preferably on a CR-ROM.

NSILB&-11-05
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