
[DRAFTING DIVISION] 
[STREET ADDRESS] 
[CITYr STATE, ZIP CODE] 
[MONTHf DAY, YEAR] 

[MR. /MRS. /MS. ] [COMPLETE NAME OF POC ] 
[TITLE f IF AVAILABLE] 
[NAME OF COMPANY] 
[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 

DEAR [MR./MRS./MS. ] [LAST NAME]: 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 18, United States Code 
(U,S,C,), Section 2709 (Section 201 of the Electronic 
Communications Privacy Act of 1986) (as amended, October 26, 
2001), you are hereby requested to provide to the Federal Bureau 
of Investigation (FBI) the name, address, length of service, and 
local and long distance toll billing records associated with the 
following: 

[NAME, IF KNOWN] 

[TELEPHONE NUMBER<S) <000) 000-000]: 

[RELEVANT TIME PERIOD]: [ON SPECIFIC DATE(S)] 

or [FROM [SPECIFIC DATE] to 
[SPECIFIC DATE] or [PRESENT] 

[OPTIONAL] If the time period noted above is to the 
"present, IT that term is intended to request information to the 
date of the processing of this request. If providing information 
to the date of processing is not feasible, please provide 
information to the date of receipt of this request. 

In accordance with Title 18, U.S.C., Section 2709(b), I 
certify that the information sought is relevant to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities, and that such an 
investigation of a United States person is not conducted solely 
on the basis of activities protected by the first amendment to 
the Constitution of the United States. 

m i s i s UNCLASSIFIED #1082884 
11-28-2007 BT 65179 dmh/ksr/gel 
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[Certification: The nondisclosure requirement is not an automatic 
feature of the NSL. If the supporting EC for this NSL included 
Option 1 (Invoking the Nondisclosure Requirement) then include 
the language in the following 3 paragraphs in the N$L,] 

In accordance with 18 U.S.C. § 2709(c)(1), I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. Accordingly, 18 U.S.C. § 2709(c)(1) 
and (2) prohibits you, or any officer, employee, or agent of 
yours, from disclosing this letter, other than to those to whom 
disclosure is necessary to comply with the letter or to an 
attorney to obtain legal advice or legal assistance with respect 
to this letter. 

In accordance with 18 U.S.C, § 2709(c)(3), you are 
directed to notify any persons to whom you have disclosed this 
letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 18 U.S.C. § 2709(c)(4), if the FBI 
asks for the information, you should identify any person to whom 
such disclosure has been made or to whom such disclosure will be 
made. In no instance will you be required to identify any 
attorney to whom disclosure was made or will be made in order to 
obtain legal advice or legal assistance with respect to this 
request. 

[Include the following language in all NSLs.] 

In accordance with 18 U.S.C. § 3511(a) and (b)(1), you 
have a right to challenge this request if compliance would be 
unreasonable, oppressive, or otherwise unlawful and the right to 
challenge the nondisclosure requirement set forth above. 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 

You are requested to provide records responsive to this 
request [personally to a representative of the [DELIVERING 
DIVISION] OR through use of a delivery service to [OFFICE OF 
ORIGIN] OR through secure facsimile] within [xxxx] business days 
of receipt of this request. 

Any questions you have regarding this request should be 

NSL VIQ-32016 



directed only to the [[DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN], depending on whether service is personal or through a 
delivery service]. Due to security considerations, you should 
neither send the records through routine mail service nor 
disclose the substance of this request in any telephone 
conversation * 

Your cooperation in this matter is greatly appreciated. 

Sincerely yours, 

[ADIC/SAC NAME] 
[ASSISTANT DIRECTOR IN CHARGE/ 
SPECIAL AGENT IN CHARGE] 
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&L iL • • • •HJ'FO'BiMTI'ON' • • • OßHTftIHEB 
HEREII IS UNCLASSIFIED 

ATTACHMENT DATE 12-12-2007 BY 65179 dah/ksr/gcl 

In preparing your response to this National Security Letter, you 
should determine whether your company maintains the following 
types of information which may be considered by you to be toll 
billing records in accordance with Title 18, United States Code, 
Section 2709: 

b2 
b7E 

We are not requesting, and you should not provide, information 
pursuant to this request that would disclose the content of any 
electronic conmiunication as defined in Title 18, United States 
Code, Section 2510 (3). 

3 
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(Rev. 08-28-2000) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTIWE Date: 00/00/2006 
To; General Counsel Attn: Julie Thomas 

Deputy General Counsel, NSLB 
ICOUNTERTERRORISM/ Attn: [UNIT] 
COUNTERINTELLIGENCE/CYBER] 
[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 
[Squad] [X] 

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
(if using personal service) [Squad] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact; [CASE AGENTf telephone number (000)000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE)] [SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] s IHF0PJIATI0H C0OTAIHEI> HEEEIM IS OTCLASSIFIED E XCEPT 

(U) Drafted By: [LASTf FIRST, MIDDLE: INITIALS] IJHERE SH0¥M 0THERTJISE 

Case ID #: ^ [CASE FILE NUMBER] (Pending) 
Title: W [SUBJECT] MEI 1MM007 

[AKA [ALIAS] <IF APPLICABLE) CLASSIi:iED....Bir...651.79....c!mh./]E.s.E/gc.l 
(U) [FCI/IT - FOREIGN POWER] REASQS;; 1,4 (c) jqq . OFFICE OF ORIGIN] DE C LAS 3I FY Oil; 12-04~203 ¿. 

Synopsis; (U) Approves the issuance of an ECPA National Security 
Letter (NSL)for electronic communications transactional records; 
provides reporting data; and, if necessary, transmits the NSL for 
delivery to the electronic communications service provider. 

(U) M 
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(U) 

(U) 

(U) 

( U ) 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
?..e: )K£) [CASE FILE NUMBER, 00/00/2006] 

[FULL/PRELIMINARY] Investigation Instituted: ^ [00/00/2006] 

Reference-: [CASE FILE NUMBER SERIAL XXX] 

Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 
ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an NSL dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE, {if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP CODE if 
using personal service], requesting the names, addresses, lengths of 
service, and electronic transactional records for the [e-mail/IP] 
address holder(s) listed. 

Details: A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/ 
INTERNATIONAL TERRORISM] investigation of subject, a [U.S. 
PERSON/NON-U.S. PERSON], was authorized in accordance with the 
Attorney General Guidelines because [Give a full explanation of the 
justification for opening and maintaining the investigation on the 
subject. Barebones facts will not suffice and will cause the request 
to be rejected for legal insufficiency]. These electronic 
communications transactional records are being requested to [Fully 
state the relevance of the requested records to the investigation]. 

This electronic communication documents the [APPROVING 
OFFICIAL'S] approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on [NUMBER OF] [e-mail/IP 
address(es)] from TISP #1]; [NUMBER OF] [e-mail/IP address(es) ] from 
[ISP #2], etc. [In the case of multiple addresses to the same ISP, if 
you know how many different persons attach to those addresses, please 
state. If request is for person<s) other than the subject of the 
investigation or in addition to the subject of the investigation, 
please state USP status of those persons. In other words, do your 
best to give as much information as you can, for congressional 
reporting purposes.] 

(U) Arrangements should be made with the electronic 
communications service provider to provide the records [personally to 
an employee of the DELIVERING division OR through use of a delivery 
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF] 
business days of receipt of this request. The electronic 
communications service provider should neither send the records 
through routine mail service nor utilize the name of the subj ect of 
the request in any telephone calls to the FBI, 
[Certification and Activation of the Nondisclosure Requirement: There 
is no longer an automatic prohibition that prevents the recipient of 
a National Security Letter from disclosing that the FBI has requested 
the information. To activate the nondisclosure requirement, the 
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Sp^T 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
?..e: )K£) [CASE FILE NUMBER, 00/00/2006] 

senior FBI official approving this EC must use Option 1 below and 
include in the EC (but not in the NSL) a brief statement of facts 
that justify the nondisclosure requirement. Option 2 is to be used 
in all cases where Option 1 is not used.] 

DISCLOSURE PROVISIONS 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C, § 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

""'""•jfïs[ Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation of 
the nondisclosure requirements under the applicable National Security 
Letter statute* 

[Include the next 2 paragraphs in all ECs.] 

(U) Information received from an electronic communications 
service provider may be disseminated in accordance with the Attorney 
General Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and, with respect to dissemination 
to an agency of the United States, only if such information is 
clearly relevant to the authorized responsibilities of such agency. 

(U) Any questions regarding the above can be directed to 
[CASE AGENT, telephone number (000) 000-0000]. 

LEAD(s): 

NSL VIO-32021 



SekET 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
?..e: )K£) [CASE FILE NUMBER, 00/00/2006] 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSLs. 

Set Lead 2: (Info) 
[COUNERTERRQRISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON, DC 
(U) At [Unit] Read and Clear. 

Set Lead 3: (Action) 

[DELIVERING DIVISION - if using personal service] 
[AT CITYf STATE] 

(U) Deliver the attached NSL as indicated above» Upon 
receipt of information from the electronic communication service 
provider, [DELIVERING DIVISION] is requested to submit results to 
[DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable]. 
• • 
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•[DRAFTING DIVISION] 
[STREET ADDRESS] 
[CITY, STATE, ZIP CODE] 
[MONTH, DAY, YEAR] 

ALL INFORMATION CONTAINED 
HEPiEII'" T B"" BU CEIiS STF1ED' 
DATE 1 I - 2B - 2 0'0'7''' BY ""65179"" Sili7K' is r7 g e l 

[MR. /MRS. /MS. ] T COMPLE TE NAME OF POC ] 
[TITLE, IF AVAILABLE] 
[NAME OF COMPANY] 
[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 

DEAR [MR. /MRS, /MS, ] [LAST NAME]: 
Under the authority of Executive Order 12333, dated 

December 4, 1981, and pursuant to Title 18, United States Code 
(U.S.C.), Section 2709 (section 201 of the Electronic 
Communications Privacy Act, as amended, October 26, 2001), you 
are hereby requested to provide the Federal Bureau of 
Investigation (FBI) the names, addresses, and length of service 
and electronic communications transactional records, to include 
existing transaction/activity logs and all electronic mail 
(e-mail) header information (not to include message content 
and/or subject fields), for the below-listed [e-mail/IP] address 
holder(s): 

[E-mail/IP ADDRESS or ADDRESSES] 
[ON A SPECIFIC DATE] 
or 

TFOR THE PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE] 
or [PRESENT]] 

If the time period noted above is to the "present," 
that term is intended to request information to the date of the 
processing of this request. If providing information to the date 
of processing is not feasible, please provide information to the 
date of receipt of this request. 

While fulfilling this request, please do not disable, 
suspend, lock, cancel or interrupt service to the above-described 
subscriber(s) or accounts. A service interruption or degradation 
may alert the subscriber(s)/account users(s) that investigative 
action is being taken. If you are not able to fulfill this 
request without alerting the subscriber/account user, please 
contact the requester prior to proceeding. 
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[MR./MRS./MS. COMPLETE NAME] Page 2 
In accordance with Title 18, U.S.C., Section 2709(b), I 

certify that the information sought is relevant to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities, and that such an 
investigation of a United States person is not conducted solely 
on the basis of activities protected by the First Amendment to 
the Constitution of the United States. 

[Certification: The nondisclosure requirement is not an automatic 
feature of the NSL. If the supporting EC for this NSL included 
Option 1 (Invoking the Nondisclosure Requirement) then include 
the language in the following 3 paragraphs in the NSL.] 

In accordance with 18 U.S.C. § 2709(c)(1), I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorisrn, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. Accordingly, 18 U.S.C. § 2709(c)(1) 
and (2) prohibits you, or any officer, employee, or agent of 
yours, from disclosing this letter, other than to those to whom 
disclosure is necessary to comply with the letter or to an 
attorney to obtain legal advice or legal assistance with respect 
to this letter. 

In accordance with 18 U.S.C. § 2709(c)(3), you are 
directed to notify any persons to whom you have disclosed this 
letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 18 U.S.C. § 2709(c)(4), if the FBI 
asks for the information, you should identify any person to whom 
such disclosure has been made or to whom such disclosure will be 
made. In no instance will you be required to identify any 
attorney to whom disclosure was made or will be made in order to 
obtain legal advice or legal assistance with respect to this 
request. 

[Include the following language in all NSLs.] 

In accordance with 18 U.S.C. § 3511(a) and (b)(1), you 
have a right to challenge this request if compliance would be 
unreasonable, oppressive, or otherwise unlawful and the right to 
challenge the nondisclosure requirement set forth above. 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 
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[MR./MRS./MS. COMPLETE NAME] Page 2 
You are requested to provide records responsive to this 

request [personally to a representative of the [DELIVERING 
DIVISION] OR through use of a delivery service to [OFFICE OF 
ORIGIN]] within [xxxx] business days of receipt of this request. 

Any questions you have regarding this request should be 
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN], depending on whether service is personal or through a 
delivery service]. Due to security considerations, you should 
neither send the records through routine mail service nor 
disclose the substance of this request in any telephone 
conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely, 

[ADIC/SAC NAME] 

[ASSISTANT DIRECTOR IN CHARGE/ 
SPECIAL AGENT IN CHARGE] 
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AL L.... IIFOPIIÄTI01... € OlTÄIiED 
HÊOI....IS...mCLJLSSI.FIEI> 
DATE 11-23-2007 BY 6 S179 dffih/fe s r / gc 1 

ATTACHMENT 

In preparing your response to this request, you should determine 
whether your company maintains the following types of information 
which may be considered by you to be an electronic communications 
transactional record in accordance with Title 18 United States 
Code Section 2709. 

Account information to include: 

h 2 
hlE 

We are not requesting and you should not provide information 
pursuant to this request that would disclose the content of any 
electronic communication as defined in Title 18 United States 
Code Section 2510(8). Subject lines of e-mails are content 
information and should not be provided pursuant to this request. 
If the records provided are particularly large we request that 

you provide this information in electronic format preferably on a 
CR-ROM. 
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(Rev. 01-31-2003) 

SEÖRET 

FEDERAL BUREAU OF INVESTIGATION 

iU) 

( U ) 

(U) 

< U ) 

Precedence : ROUTINE 

To; General Counsel 

Date: 00/00/2006 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

[COUNTERTERRORISM/ Attn: [UNIT] 
COUNTERINTELLIGENCE/CYBER] 

[REQUESTING OFFIE] 
SA [CASE AGENT] 

[OFFICE OF ORIGIN] 

Attn; SSA [SQUAD SUPERVISOR] 

[DELIVERING DIVISION] 
(if using personal service) 

Attn; SA [CASE AGENT] 
[Squad] [X] 

Attn: SSA [SQUAD SUPERVISOR] 
[Squad] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENTr telephone number (000) 000-0000] 

Approved By; [ADIC NAME (IF APPLICABLE) 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

12-04-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 

1.4 (c) 
iff: 12-04-2032 

Drafted By: 

Case ID I: ^ 

Title: -(>< 

[LAST FIRST MIDDLE NAME: INITIALS] 

[CASE FILE NUMBER] (Pending) 

[SUBJECT] 
[A.K.A.] [ALIAS (IF APPLICABLE) ] 
[IT/FCI - FOREIGN POWER] 
OO; [OFFICE OF ORIGIN] 

ALL IMF0P1ÌA.TIOH COBTAINED 
HEREIS IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

S y n o p s i s A p p r o v e s thè issuance of an FCRA Section 1681u(a) 
National Security Letter (NSL) for financial institution 
listings; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the credit reporting company. 

X 
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
?..e: )K£) [CASE FILE NUMBER, 00/00/2006] 

^ <U) 
[FULL/PRELIMINARY] Investigation Instituted: [00/00/2006] 

Reference: )><[ [CASE FILE NUMBER Serial XXX] 
Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE 
OF ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an NSL dated [00/00/2005], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service], requesting the names and 
addresses of financial institutions at which the listed consumer 
maintains or has maintained an account. 

Details: A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/ 
INTERNATIONAL TERRORISM] investigation of subject, a [U,S, 
PERSON/NON-U.S. PERSON], was authorized in accordance with the 
Attorney General Guidelines because [Give a full explanation of 
the justification for opening and maintaining the investigation 
of the subject; barebones facts will not suffice and will cause 
the request to be rejected for legal insufficiency.] This 
financial institution information is being requested to [Fully 
state the relevance of the requested records to the 
investigation]. 

X This electronic communication documents the 
[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
the financial institution listings for [NUMBER OF] individual(s) 
from [credit reporting company #1]; [NUMBER OF] individual(s) 
from [credit reporting company #2], etc. [If there are requests 
from multiple reporting companies for the same person, please 
state. If request is for person(s) other than the subject of the 
investigation or in addition to the subject of the investigation, 
please state USP status of those persons. In other words, do your 
best to give as much information as you can, for congressional 
reporting purposes.] 

(U) Arrangements should be made with the credit 
reporting company to provide the records [personally to an 
employee of the DELIVERING DIVISION or through use of a delivery 
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF] 
business days of receipt of this request. The credit reporting 
company should neither send the records through routine mail 
delivery nor utilise the name of the subject of the request in 
any telephone calls to the FBI. 

DISCLOSURE PROVISIONS 
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S^feÌ^T 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
?..e: )K£) [CASE FILE NUMBER, 00/00/2006] 

[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the 
FBI has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC (but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

ytéi Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute. 

[Include the next 2 paragraphs in all Ecs,] 

(U) Information received herein from a credit 
reporting company may be disseminated in accordance with the 
Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection, subj ect to 
the following statutory limitation. Dissemination of such 
information is limited to other Federal agencies as may be 
necessary for the approval or conduct of a foreign 
counterintelligence investigation, or, where the information 
concerns a person subject to the Uniform Code of Military 
Justice, to appropriate investigative authorities within the 
military department concerned as may be necessary for the conduct 
of a joint foreign counterintelligence investigation. 

NSL VIO-32029 



To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
?..e: )K£) [CASE FILE NUMBER, 00/00/2006] 

(U) Any questions regarding the above can be directed 
to [CASE AGENT, telephone number (000) 000-0000.] 

S^JSI^T 
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S^Ja^T 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
?..e: )K£) [CASE FILE NUMBER, 00/00/2006] 

LEAD(s): 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

[COUNTERTERRQRISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON, DC 

(U) At [Unit] Read and Clear 

Set Lead 3: (Action) 

[DELIVERING OFFICE - if using personal service] 
[AT CITY, STATE] 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the credit reporting company, 
[DELIVERING DIVISION] is requested to submit results to [DRAFTING 
DIVISION] and [OFFICE OF ORIGIN, if applicable]. 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTIWE Date: 00/00/2006 

To; General Counsel Attn: Julie Thomas 
Deputy General Counsel, NSLB 

[COUNTERTERRORISM/ Attn: [UNIT] 
COUNTERINTELLIGENCE/CYBER] 

[REQUESTING OFFICE] Attn; SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

[OFFICE OF ORIGIN] Attn; SA [CASE AGENT] 
[Squad] [X] 

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
(if using personal service) [Squad] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact; [CASE AGENTr telephone number (000) 000-0000] 

Approved By: [ADIC NAME 
[SAC NAME] 
[ASAC NAME; 
[CDC NAME] 
[SSA NAME] 

(IF APPLICABLE) 12-04-2007 
CLASSIFIED BY 65179 dmh/ksr/gcl 
REASON: 1.4 (c) 
DECL AS SIFY Off: 12-04-2032 

ÍU) Drafted By: [LAST FIRST MIDDLE NAME: INITIALS] 
Case lì) 1: X [CASE FILE NUMBER] (Pending) HEREIN IS UNCLASSIFIED EXCEPT 

T i t l e : - X 
(U) 

[SUBJECT] 
[A.K.A.] [ALIAS (IF APPLICABLE) ] 
[IT/FCI - FOREIGN POWER] 
OO: [OFFICE OF ORIGIN] 

Synopsis; (U) Approves the issuance of an FCRA Section 1681u(b) 
National Security Letter (NSL) for consumer identifying 
information; provides reporting data; and, if necessary, 
transmits the NSL for delivery to the credit reporting company. 

(U) 
Derive 
Decías 
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
?..e: )K£) [CASE FILE NUMBER, 00/00/2006] 

[FULL/PRELIMINARY] Investigation Instituted: (S) [00/00/2006] 

Reference: [CASE FILE NUMBER Serial XXX] 

Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE 
OF ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an NSL dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service], requesting consumer identifying 
information relating to the consumer listed. 

Details: A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/ 
INTERNATIONAL TERRORISM] investigation of subject, a [U,$, 
PER$ON/NON-U* $ * PERSON], was authorized in accordance with the 
Attorney General Guidelines because [Give a full explanation of 
the justification for opening and maintaining the investigation 
on the subject; barebones facts will not suffice and will cause 
the request to be rejected for legal insufficiency]. This 
consumer identifying information is being requested to [Fully 
state the relevant of the requested records to the 
investigation]. 

x This electronic communication documents the 
[APPROVING OFFICIAL 'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
consumer identifying information for [NUMBER OF] individual(s) 
from [credit reporting company #1]; [NUMBER OF] individual(s) 
from [credit reporting company #2], etc. [If there are requests 
from multiple reporting companies for the same person, please 
state. If request is for person(s) other than the subject of the 
investigation or in addition to the subject of the investigation, 
please state USP status of those persons. In other words, do your 
best to give as much information as you can, for congressional 
reporting purposes.] 

(U) Arrangements should be made with the credit 
reporting company to provide the records [personally to an 
employee of the DELIVERING DIVISION or through use of a delivery 
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF] 
business days of receipt of this request. The credit reporting 
company should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

NSL VIQ-32033 



s 
To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
?..e: )K£) [CASE FILE NUMBER, 00/00/2006] 
DISCLOSURE PROVISIONS 

[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the 
FBI has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC (but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C, § 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute. 

[Include the next 2 paragraphs in all ECs.] 

(U) Information received herein roiti a credit reporting 
company may be disseminated in accordance with the Attorney 
General Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, subj ect to the following 
statutory limitation. Dissemination of such information is 
limited to other Federal agencies as may be necessary for the 
approval or conduct of a foreign counterintelligence 
investigation, or, where the information concerns a person 
subject to the Uniform Code of Military Justice, to appropriate 
investigative authorities within the military department 
concerned as may be necessary for the conduct of a joint foreign 
counterintelligence investigation. 
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(U) 

SÏpB^T 

To : [DELIVERING DIVISION] From: 
-;e : N ^ T [CASE FILE NUMBER, 00/00/2006] 

[DRAFTING DIVISION] 

(U) Any questions regarding the above can be directed 
to the [CASE AGENT, telephone number <000) 000-0000.] 
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^friiQT 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
?..e: )K£) [CASE FILE NUMBER, 00/00/2006] 
LEAD(s): 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

[COUNTERTERRQRISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON, DC 

(U) At [Unit] Read and Clear 

Set Lead 3: (Action) 

[DELIVERING OFFICE -if using personal service] 
[AT CITY, STATE] 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the credit reporting company, 
[DELIVERING DIVISION] is requested to submit results to [DRAFTING 
DIVISION] and [OFFICE OF ORIGIN, if applicable]. 

SESEET 
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(Rev. 01-31-2003) 

sjfeiifiT 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To; General Counsel 

[COUNTERTERRORISM ] 

Date: 00/00/2006 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

Attn: [UNIT] 

(U) 

(U) 

(U) 

[REQUESTING OFFICE; 
SA [CASE AGENT] 

[OFFICE OF ORIGIN] 

Attn; SSA [SQUAD SUPERVISOR] 

Attn; SA [CASE AGENT] 
[Squad] [X] 

[DELIVERING DIVISION] Attn; SSA [SQUAD SUPERVISOR] 
( i f u s i n g p e r s o n a l s e r v i c e ) [Squad] [X] all. ... IN .FQRKATIQ) 

HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact; [CASE AGENTf telephone number (000) 000-0000] 

Approved By: [ADIC NAME {IF APPLICABLE) 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

12-04-200? 
CLASSIFIED BY 65179 dmh/ksr/gel 
PEAS ON: 1.4 (c) 
DE'C'LIS SI TT" OH": 12-04-2032 

Drafted By: 
Case ID fl: 
Title: IfŜ  

[LAST FIRST MIDDLE NAME: INITIALS] 
[CASE FILE NUMBER] (Pending) 
[SUBJECT] 
[A.K.A.] [ALIAS (IF APPLICABLE) ] 
[IT/FCI - FOREIGN POWER] 
OO: [OFFICE OF ORIGIN] 

Synopsis; (U) Approves the issuance of an FCRA Section 1681v 
National Security Letter (NSL) for a full credit report in an 
international terrorism investigation; provides reporting data; 
and, if necessary, transmits the NSL for delivery to the credit 
reporting company. 

X 
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
?..e: )K£) [CASE FILE NUMBER, 00/00/2006] 

—Deulajjifji On. [10 ^yaii aftm. Lliy cULu uf EC] 

[FULL/PRELIMINARY] Investigation Instituted: [00/00/2006] 

Reference: ^Xj [CASE FILE NUMBER Serial XXX] 

Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE 
OF ORIGIN, depending on whether service is personal or through 
restricted delivery system or fax] is an NSL dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE <if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service], requesting a full consumer 
credit report and all information in its files relating to the 
consumer listed. 

Details: A [FULL/PRELIMINARY] international terrorism 
investigation of subject, a [U.S. PERSON/NON-U.S. PERSON], was 
authorized in accordance with the Attorney General Guidelines 
because [Give a full explanation of the justification for opening 
and maintaining the investigation on the subject; barebones facts 
will not suffice and will cause the request to be rejected for 
legal insufficiency]. This full credit report is being requested 
to [Fully state the relevance of the requested records to the 
investigation]. 

^Js^ This electronic communication documents the 
[APPROVING OFFICIAL 'S] approval and certification of the enclosed 
NSL. For reporting purposes, the enclosed NSL seeks the consumer 
credit report of [NUMBER OF] individual(s) from [credit reporting 
company #1]; [NUMBER OF] individual(s) from [credit reporting 
company #2], etc. [If there are requests from multiple reporting 
companies for the same person, please state. If request is for 
person(s) other than the subject of the investigation or in 
addition to the subject of the investigation, please state USP 
status. In other words, do your best to give as much information 
as you can, for congressional reporting purposes.] 

(U) Arrangements should be made with the credit 
reporting company to provide the records [personally to an 
employee of the DELIVERING DIVISION or through use of a delivery 
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF] 
business days of receipt of this request. The credit reporting 
company should neither send the records through routine mail 
delivery nor utilize the name of the subject of the request in 
any telephone calls to the FBI. 
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
?..e: )K£) [CASE FILE NUMBER, 00/00/2006] 

DISCLOSURE PROVISIONS 

[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the 
FBI has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC {but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used,] 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute. 

[Include the next 2 paragraphs in all ECs,] 
(U) Information received herein from a credit 

reporting company may be disseminated in accordance with the 
Attorney General Guidelines on National Security Investigations 
and Foreign Intelligence Collection 

(U) Any questions regarding the above can be directed 
to the [CASE AGENT, telephone number <000) 000-0000.] 
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re-:-- y&i [CASE FILE NUMBER, 00/00/2006] LEAD(s): 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs* 

$et Lead 2: (Info) 
CQUNTERTERRQRISM 

AT WASHINGTON, DC 
(U) At [Unit] Read and Clear 

Set Lead 3: (Action) 

[DELIVERING OFFICE- if using personal service] 
[AT CITY, STATE] 
(U) Deliver the attached N$L as indicated above. Upon 

receipt of information from the credit reporting company, 
[DELIVERING DIVISION] is requested to submit results to [DRAFTING 
DIVISION] and [OFFICE OF ORIGIN, if applicable]. 
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From: 
Sent: 
To: 
Subject: 

Original Mes^aae 
From: 
Sent: 
To: 
Cc: 

J(QC 
Thursday. February 08. 200/ 12: 

I tOGC) (FBI) 
FW: improper NSL collection 

(OGC) (FBI) 
48 PM 

•pne—--
•L'Wil »HI U£ L(OGC) (FBI) 

6 PM 

b6 
b7C 

ALL I¥r0RHJlTr0H'"C01fTAIlED' 
HEKE'IIf ' ' ' I'S' ' "OKCtikS'S'I 'FTED 
DATE 11-23-2007 BY 65179 daii/fesr/gcl 

(UbLJ (hBJJ 
Subject: FW: improper NSL collection 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Original 
From: 
Sent: 
To: FRT AI I RNR^ 
Cc: 

Subject: 

Messane-— • 
TOGC) (FBI) 

I uesday, November llf Ms 2:05 PM 

™|(OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI) J BGC)(FBI); 
MC) (FBI) 1 \ 

improper NbL collection 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Duplicate emails "A" file Vol 1 pages 113&114 
NSL VIO-32041 



Thank: • 
SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
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h2 

blE 

be 
hie 

b2 
b7E 
b4 
b7D 
b5 
b6 
b7C 

From: 
Sent: 
To: 
Subject: 

Fri Haw IWIarrh fiQ 31107 9 :03 A M 
|OGC) (FBI) 

](OGC) (FBI) 

TW. 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Alt L.... IB F.OPIttTI OH... C OZfTAIlffi I) 
HEREIW I5 OTC LAS 5 IFIED E XCEf T 
TJHERE SHOOT OTHERWISE 

¡ill 
11-23-2007 

CLASSIFIED BY 65179 
BEASm: 1.4 i'c'j" 

They need to do lOBs and sequester the information. I will send them an email again to that 
effect to remind them, so you don't have to address this right away, but in the long run you will 
need to follow up and make sure it got done. 

And I will also send you a series of emails that explains the| [problem. 
• 

Original Messaae 

b7D 
b5 
b6 
b7C 

From: 
Sent: 
To: 

Cc: 
Subject: 

s|d 
](OGC) (FBI) Mnnrlaw Marrh ̂  inni AM 

wr 

J 7:46j&J 

_ J = B I ) L 

1 F B I £ pBry 
JpBI); 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b6 

SENSITIVE BUT UNCLASSIFIED 
RECORD 197A-HO-C63379 
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(S) 

Pipflsft ipt mfi know if these were over collections. I have been working with[ 
n this problem arid have prepared a FD-962-Possible IOB Report for all of 

mese conecilvely. 

Thanks. 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
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From: I |(OGC) (FBI) 
'MnnHflii MarrhñK W7 ¿>il \ 

^ v b6 
Sent: ' MnnAw Marrh fl* MHT i ^ p j T / T b 7 C 
To: | |(OGC) (FBI) 
Subject: FW: 2702 emergency disclosure provision 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

FYI 

HERE III IS UNCLASSIFIED 
DATE 11--

To answer your question, I still have another stack of emails to qn thmnnh in find all of the 
guidances. I often sent documents to go on our website through [to put on the 
website, so I am now checking all my emails to her 

Original Musano-— 
From: | 
Sent: 
To: 
Cc: 
Subject: 

Friday. April 07. 2006 3:17PM 
OGC)(FBI)| 
'OGC)(FBl)J 

]oGC) (FBI) 

FW: 2702 emergency disclosure provision 
kCTO) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Can you please add the document that is in the below email to our national security letter 
webpage. Please put it on the right side, under "Resources" and put a link entitled "Emergency 
Disclosure" to this document. Thanks much! 

Original Messina..... • 
From: | |OGC) (FBI) 
Sent: PriHav A or. I 3:iTEm 
To: I (FBI) 
Ce: 1 fûGCÏFBn 
Subject: 2702 emergency disclosure provision 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

My computer just kicked in, so here are your documents - the EC and attached sample letter 

emergency 
disclosure final guL. 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
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e SiTiEIOi fi FT7S iliüJWi 
From: 
Sent: 
To: 
Subject: 
SENSITIVE BUT UNCLKbblHbU 
NON-RECORD 

OGC) (FBI) 

FW| T 
UNCLAbblHbU 1 

.07 9:25 AM 
OGC) (FBI) 

tyi 
Original Messaaa 

From: | 
Sent: 
To: 
Subject: 

n.pata» Or+nhpr in ?nns 1L:LL AM 
V — H ™ 

](OGC) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

ALL INFORMATION 
HEREIK IS UNCLASSIFIED 

ill!!!!!!!!!!!!!!!!!!! 

Yes, I think we need to asl o find out for us. 

](FB1) —Original 
From: 
Sent: Tuesday. October 10. 2006 10:29 AM 
To: I \OGCi (FBI) 
Subject: | 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b7E 

b2 
b7E 
b4 
b7D 
b5 
b6 
b7C 

orioioaliäfiäaflfciiii. •Oria 
li: I ](OGC) (FBI) From: 

Sent: " T.nwta» n ^ m wiAft.iOAM 
To: I . l(FBI) 
SubjectiREI I 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Thanks for the info. 

Original Meŝ aa 
From: Sent: 

ŝ j 
|(FBI) UTOMP UV̂ DDG 3:49 PM 
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b2 

Subject: 
](FBI) 

w b7E 
b4 
b7D 
be 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD b7C 

b4 et al. 

b7D 
b5 

b7C 

b2 
b7E 
b4 
b7D 
]o 5 
b6 
b7C 

b4 
b7D 
b5 

NSL VIO-32047 



b2 
b7E 
b4 
b7D 
b5 
b6 
b7C 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
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From: 
Sent: 
To: 
Cc: 

JOL,'L " " Ï5F0RHMT OS ' X 0HT&IHED 
HEFEIir-IS' 

(OGC) (FBI) DÀTE 11-28-2007 BY 65179 dah/ksr/gcl 
Wednesday, April 05, 2006 9:31 AM 
FRI AH rnrc 

Subject: 1 \-W. IUBS 
SENSITIVE BUT UNCLASSIFIED 
N O N - R E C O; D up l i c a t e e m a i i f i l e V o l 1 p a g e 123 

From: ÍOGC) (FBI) 
^CTiginal Message 
m: I 

Sent: 1 IUA^̂ AU nmuw JUIKUJJ PM 
To: I IfFBtt 
Cc: ]ÔGC) (FBI) 

NSL VIO-32049 



Duplicate email "A" file Vol 1 page 124 
Subject: IOBs 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

• 
SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
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MessageFrom:! I (OGC) (FBI) e.»!-. TWd-.,, »nni M MHIL ,..|„ AM 
3Message.txt 

To: (OGC) (FBI) 
re signature on NSLs/retiring SAC 

UNCLASSIFIED 
NON-RECORD 

b7C 

ALL IIFOMTIOI CÖ8TAIED 
ill̂JSill 15 UlJtiÄDSif ili.* 

b5 

b7C 

From: | tOGC) (FBI) 
CMf.'^mgwu im\h(\ ?nnc 11:34 am 
To:I I (OGC) (FBI) 
subject: hw: question re signature on NSLs/retiring SAC 
importance: High 

UNCLASSIFIED 
NON-RECORD 

I I can you direct me to an EC that speaks to the question below? 1 ) 2 

I « b6 
b7C 

Counterterrorism Law Unit I 
National security Law Branch 

Counsel, FBI 

-Original Message 

Page 1 
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From: 
senL 

To:r 
nocnau Ann 7 m 1 2 : 1 0 

sub" 
importance: High 

tOGC) (FBI) 
P ? m n T signature on NSLs/reti ring SAC 

UNCLASSIFIED 
NON-RECORD 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

Page 2 
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b2 From: | l(OGC) (FBI) 
Sent: Tnpsrifw Ontnhprfrl ?nnfifr?1PM 

If b7E 
b6 
b7C 

l o G C ) (FBI)j tOGC) 
_ H ( O G C ) (FBI); F B I A L L CDCs 

To: 
Cc: 

TBiT 
Subject: RE: USP status ot SUBJECT of the NSL 
UNCLASSIFIED 
NON-RECORD on 21-28-2007 

—Original Mai.ana 
From: I J B I ) 
Sent: T l l ^ V OltOhPr 11:09 AM 
To: J -J(OGC) iFRTVFRT All f n f * r 
Cc: I [OGC) (FBI)I fGC) (FBI)I 1 — m j r m — 1 I L 
Subject: RE: USP status of SUBJECT of the NSL 

UNCLASSIFIED 
NON-RECORD 

£ 3 
For most FBI personnel (certainly aj | if you speak in terms of the "subject" we 
understand that to be the subject of 

Even if we request NSL info for a third party - that info is concerning the "subject" of the case 
Duplicate email chain "A" file Vol 1 pages 181-182 

Oriain-al Marring •Oriain-al Mflfranfa.... . 
From: 1 lOGC) (FBI) 

t: 1 I uesday. Udober Jl, JJtlblO:4 Sent: I uesday, Udober ¿1, JUUb 10:48 AM 
To: FRT All CiXYi . , ,

 r 

Cc: | pGC) (FBI)] |[OGC) (FB1)| 
1 (UU.J (l-Blj 1 1 1 L 

Subject: USP status Of SUBJECT Of the NSL 

UNCLASSIFIED 
NON-RECORD 

NSL VIQ-32067 



From: | |oGC) (FBI) 
sent: i n i r a a u PM 
To: I IfOGCHFBh 
Cc: | |(OGC) (FBI C c : | ~ 
Subject: Hb!| \ 
SENSITIVE BUT UNCLKSSIHbU 

(OGC) (FBI) 

Jailed this am to ask if the meeting could be next Thursday at 10. We within NSLB have 
not dealt with him so I think we would like the meeting to go forward. I don't see this as getting 
very technical since that's nnt NSLB's baliMjJv. I certainly would have no objection to doing 
another meeting witH l$o unless! has objections (ancj please tell me if you do -1 
am not sure if yoi| |l i ^ l i y Would like to go forward at 
this timp with you anq/QH 11 qplYI SXftSC! C16CI5IOh5 Inat affect your unit will be made 
withouti linput. 

• 
—Original 

From: | IOGC) (FBI) 
Sent: Thi ir^av. Nn^mh^r nI. ?f>ftfi 10:25 AM 
To: I l Q ( F B I ) 
Cc: 1 . . |OGC) (FBI)| |OGC) (FBI) 
Subject: TTa I 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

•b7C | also have worked withl land am available and would like to attend if the 
meeting occurs whilel "[is still away. But I think that this is something 

[/vould like to (and probably should) attend, so I'm wondering if it would 
possible to move the meeting to the following week so that he can do so? 

b7D 
b6 
b7C 

NON-RECORD HEREIN IS UNCLASSIFIED 
DATE 11-23-2007 BY 65179 dmh/ksr/gcl 

Hrininal Mpwanp 
From: I |OGC) (FBI) 
Sent: Thiî av, Unuamhflrfltl 7.41 AM 
To: 11 1 |QGC) p D 
Cc: IQGC) ( F B I ) ! I O G C ) (FBlJ 

I Î FBLSI II^IVIAMMFLIL.HUINHN.MUHII-MI' 1 

1 _ [OGC) (FBI)] ^(OGC) (FBI) 

b6 

Subject: RE: 

SENSITIVE BUT UNCLASSIFIED 
icate email chain "A" file Vol 1 page 190 

Yes, this ¡^ ¡that I talked to.|_|tel lSLcae that you have a good relationship with 
him. But since you will be gone, mayDe| pould attend. 

Original 
From: I IfOGG (FBI) 
Sent: Wednesday November 08, 2006 6:33 PM 
To| IfOGO (FBI): CAPRQNI, VALERIE E, (OGC) (FBI); THOMAS, JUUE F. iiju ui-mn i^nfPRn 
Cc: 1(0̂ (̂1-̂ )1 [OGC) (FBI) 
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SENSITIVE BUT UNCLASSIFIED 
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From: 
Sent: 
To: 

Thursday, July 20,2006 4 
THOMAS -nil IFF U 3 (OGC) (FBI) 

JOGC) (FBI) 

506 4:07 PM_ 
DGC) (FBI f 
JOGC) (FBI)! 
i - n i • 

R E C O R D 315 

2.007 

[oco (FBI); 
]DIHFBI| 

b2 
b5 
b2 
b7E 

b2 
b5 
b2 
b7E 

Any thoughts? 

DERIVED TROM. 0*3 TBI fcld^irildtluil Sillily Um»U Utf/, hflfeidri Uóuritéilritélliqence 
Invoatiaaliuiu 
D E C L A S S I F I C A T I O N E X E M P T I O N 1 

NSL VIO-32077 



b6 

i 1 : b 7 c 
From: I |(OGC) (FBI) 
Sent: TmiffiflfiY. FfîEmaûlflS. 2007 12:35 PM 
To: | tOGC) (FBI) 
Subject: HW: improper NSL collection ALL INFORMATION CONTAIHED 
SENSITIVE BUT UNCLASSIFIED HEFEIM IS OTCLÀSSIRIED 
NON-RECORD DATE 12-06-2007 BY 65179 ctah/ksr/gcl 

Back in late 2005, we sent this around to clarify what should be done with improperly obtained 
material. I'll look for other documents from 2006, 

LOGC) (FBI) 1 I uesday, November 11, À)JB 2:05 PM 

r i o Jfëc 
lection 

Original Messes 
From: 
Sent: 
TO: , FRT AI 1 rnr̂i 
Cc: J JOGC) (FBI); THOMAS, JULIE F. (OGC) (FBI) 

^ C ) {FBI} 
Subject: " improper NbL collection 

SENSITIVE BUT UNCLASSIFIED Duplicate this file pages 27&28 
NON-RECORD 

OGCXFBI); 

Thanksj" j 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-32099 



b4 

h 2 
b7E 
b4 
b7D 
b5 
b6 
b7C 

From: 
Sent: 
To: 
Subject: 
SENSITIVE BUT 
NON-RECORD 

(OGC) (FBI) 
PnHiw B r e h n a 2flfl7 B7R AM hrifi av/ m arm um y[iu 

UNCLHOTTWCP 1 
OGC) (FBI) 

ALL ISFORB&TIOH COBTAINED 
liiii DATE 12-12-200" 

b7C 

](OGC) (FBI) 
Uliyilldl PldLod 

From: | 
Sent: Thuratav- nprpmh^rfl? 2006 11:39 AM 
To: I . . I^FBli 
Subject: RE| | 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b2 
b7E 
b4 
b7D 
b5 
b6 
b7C 

—Original 
From: 
Sent: 
To: 
Subject: 

t SSàOSsi 1 (FBI) 
Thursday. December 07. 2006 11:22 AM 

KOGC) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

h 2 
b7E 
b4 
b7D 
b5 
b6 
b7C 

Original Message—~ Oria 
From: f 3 Q G C Ì ( F B I Ì 

Sent: Thnr̂ av ̂ h ^ n ? ¿m 
To: I . - I (FBI) 
Subject! ^ I 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Anything new on this? 
• 

SSjf l Original Mesons--
From: 
Senti 
To: 
Cc 

I: FBi) 
IHHMW lb, 2006 7:12 PM 

Subject: 

(OGC) (FBI) 
WL 

blC 

] 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

NSL VIO-32100 



I ÌUJU'bVMù FHT̂ rBK From: 
Sent: 
To: I 
Subject: FW: l6Bs 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

tOGC) (FBI) 
JÖÖ7 4:00 PM 
JOGC) (FBI) 

b6 
hlC 

b2 
b7E 
b4 
b7D 
he 
blC 

b2 
b7E 
b5 
be 
blC 

FYl-rethj llOBs 
Original ^ ^ ^ — 

From: I 
Sent: 
To: 
Subject: Kt: JUbs 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

"T(FBI) rB3SZBSEE2DinZ23PM I _JOGC) (FBI) 

Jwe're working on it. Thanks 

t —Original 
From: . 
Sent: " Erîv MPirrh flQ 7HH7 
To: | _ -

¡OGC) (FBI) 

Cc: 
Subject: C KH: JUBS 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

HERE IK Tr 

12 - 0 é 

H B B 

2Ü0? 
Y""6 
(c) 

ll 
i'si: 7 gel 

-06-2032 

:FBI); 

b2 
b7E 
he 
blC 

Oriaii 
From: 1 
Sent: 
To: [ 

Original 
•(OGC) (FBI) 
7:46 Ati—— 1 w L 

c: r ubiectri Cc: 
Subject*-RET FBTT 

ZL™C 
Jjw 

[FBI); 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b7E 

hlC 

NSL VIO-32105 



SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 



MessageFrom: 
Sent̂fldàii! 
To :l 

anni m /mm—a: 
IfOGC) (FBI) ̂

(0GC3(FBI) :b7c 4Nessage.txt 

sub]eci: urn: 
UNCLASSIFIED 
NON-RECORD 

I think| |is okay with my responses, so unless you hear otherwise, consider 
this E m n m r , 

] (FBI) From: 

To :| (OGC) (FBI) 
S U bWP^^TP^^™^^^^^^^^^ 

b7E 
b6 
b7C 

UNCLASSIFIED 
NON-RECORD 

thanks, this helps 
\n in r>a 1 Mac c ana. 

From: 
seni f 
To : I 

(OGC) (FBI) 
705^:24 AM 
(FBI) 

ALL IIFQMTIO! COfFAIlEB 
HEREIN IS DBCLÀSSIFIEB 
iBil 

UNCLASSIFIED 
NON-RECORD 

b7E 
b5 

b7C 

ye.ge i 

NSL VIO-32108 



iMnwafw t-vt-

b5 
bo 
b7C 

_nmrh m I Ujcrana. 
From 

SF 
SUUJBLL: KL: 

FBI) 
,05 4:12 PM 
l(OGC) (FBI) 

UNCLASSIFIED 
NON-RECORD 

Yd.ge L 

b7E 
b5 
.b6 
b7C 

NSL VIO-32109 



UNCLASSIFIED 
NON-RECORD 

I received your email and voice mail, but I was out of the office all day 
and n ^ d t n W nnw. Sn T w i l l r ^nnnH tnmnrrnw- The Innn and short i s 

But I will give you a call tomorrow. 

• b5 
bô 

UNCLASSIFIED b7C 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

Page 3 

NSL VIO-32110 



UNCLASSIFIED 

4Message.txt 

Page 4 

NSL VIO-32111 



T 

b2 
blE 
b6 
blC 

From: 
Sent: 
To: 

Cc: 

Subject: 1 Kb: NUL tCs 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

(FBI) 
PM Tmpc^W flrhhprM MM^-tf 

LQGC) (FBI): 
ZEBU (FBI) 

^ (FBIJ 

—Original M̂ WI™» 
From: | KOGQ (FBI) 
Sent: ' Tuesday, flctober 51. 11:Q4 AM . 
To: I 

imr 
1J14AM 
J(FBI)|_ 

;OGC) 

b2 
b7E 
b6 
b7C 

Cc: 
— m T 

Subject: RE: N5L ECT 

Iran fFRiv 
TFBIT 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

}0GC)(FBI)[ 
"1 m)i 

HcD) (FBI); 
J (FBI) 

HEREIN IS UNCLASSIFIED EXCEPT 

¡111 ,/ksr/gcl 
1.4 (c) 

-06-2032 

You may be right that we haven't focused on the distinction. But now that we have, I dont 
see any choice but to make the distinction. I don't think it will occur that often Why would it 
be that big a deal? 

Original Message--— 
From: 1 1(1 

- 1• 111,1 11111111 jijuufeii:db Sent: I..WBw IIWJW 
To: I |(OGC) (FBI) 

|fl=BI) 
M 

Cc: . WuFRlJ 
Wa T Te I I Subject: RE: NSL ECs 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

FBIr 

JoGC) (FBI)£ 
JFBI);| 

b7E 
b6 
b7C 

My recollection is that this type of reporting has been in place since the£ 

SSeOSsi Original Mes: 
From: 
Sent 
To: 
Cc: 

|(OGC) (FBI) 'InP^ ̂ r̂gr̂ flfiinoi AM 

Subject: 

m 
(0GC)(FBDL 

LL t\ /TRIY 
Ibn 

hmL 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

J r a 

tfnr 

b7E 
b6 
b7C 

I've been reporting the status of the investigative target. Very few 

NSL VIO-32112 



offices report if the investigative target status is different from the 
subject of the NSL. 

paralegal specialist 
National Security Law Branch 
Office of the GenecaLGounsel 
Room 7975/ext 

b2 
b6 
b7C 

(U) 

Original Messpflfc, 
From: 
Sent: 
To: 
Cc: 

¡EaânnôEEni 

Subject: kt: PJbLbLi 

lOGC) (FBI) 
AM 

J ç ç u ^ i 
M. 

~TFBTr 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Duplicate email chain "A" file Vol 1 pages 20-21 

Original 
From: I 
Sent: Tnp^v nrhihPr 31. ?nnfi 9:59 AM 
To: I IrOGCÌIEELL 
Cci 

IFBD m 9:59 AM IfOGCÌIE JÔGC) (FBl£ 
y 
iGC) (FBI); 

NSL VIO-32113 

s E p ç r 



h 2 
b7E 

From: | | (FBI) 
Sent: T.iP^av/ OrtnhgrSI ?nnfi 17-nft PM 
To: J O G C ) (FBI): FBI ALL CDCs 
Cc: , [ S 

Subject: RE: UbJM status ot bJUUJbC I of the NSL 
UNCLASSIFIED 

fîC) ( F B I ) p lOGC) 
J(OGC) ( rw j 1 

NON-RECORD 
DECLA3SX.EIEB,..BX 65179 d m h / k s r / g c l 

For most FBI personnel (certainly aj |if you speak in terms of the "subject" we understand 
that to be the subject of the case. 

Even if we request NSL info for a third party - that info is concerning the "subject" of the case. 

Original MrawiP 
From: I TOGC) (FBI) 
Sent: 1 I uèédSy, Udtôtèr Jl, ¿UW/lO:43 AM 
To: FRT an rn rc • • -
Cc: | |OGC) (FBI! lOGC) (FBI)I lUtiCHhKll ^ L IDGCTTFETT 
Subject: USR status of SUBJECT of the NSL 

UNCLASSIFIED Duplicate email "A" file Vol 1 page 181 
NON-RECORD 

iU) 

Thank; 

NSL VIO-32118 



UNCLASSIFIED 

UNCLASSIFIED 

NSL VIO-32119 



l o G C ) (FBI) 
rf:4i 

From: 
Sent: 1 — I uesday, October 31, 20Uti 1 f :48 AM 
T o : FRI AI i R N R T 
Cc: 

tFEl |(OGC) (TOY 

b 7 C 

, tOGC^ (FBI)| |0GC) 
( F B I | ( O G C ) (FBI! 

Subject: USPyiyilWOI WJBJfcU Ul life NSL 
UNCLASSIFIED DECLASSIFIED BY 65179 dah/ksr/gcl 
NON-RECORD m 12~ 

, D u p l i c a t e t h i s f i l e p a g e s 53-5• 
Thanka 

UNCLASSIFIED 

NSL VIO-32123 



MessageFrom: | (FBI) 
RM 

T o : | subjçrrrr™p?Li iui 

5Message.txt 

SENSITIVE BUT UNCLASSIFIED 

NON-RECORD 

1 fncrWFRiiJ 
I li n f o m T T W 

l(lTD) (FBI) 

Thanks once again for the timely sound advice. It is much appreciated, 

• 
-An-ifi-irt̂l Uffffv 

From 

sent 
TO 
sutf 

i -nnav i-anmarv 
I (OGC) (FBI) 

rt510 :i! 
r s 

5 10:59 

jai: FW! us my NSLS I ori linformation 

b2 
b7E 

b7C 

b2 
b7E 
b6 
b7C 

ill IHFORHATIOH COHTAIHED 
WMIÌÌ IS UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NON-RECORD 

I (is the guru here on technology issues and she agrees that you can 

sena an NSL, so her word is golden with me, 

• 
From 

To; 

I (ITD) (FBI) 

subFfnriBTipSCrT! 

SENSITIVE BUT UNCLASSIFIED NON-RECORD 

10:37 AM 

BI) 
information 

b6 
b7C 
id I 

b2 
b7E 

Agreed.I "1 thanks it's always interesting to hear real-life applications Agr 
of this issue. 
—Original Message-

Page 1 

b7C 

NSL VIO-32128 



b2 
b7E 

From: (OGC) (FBI) 
b7C 5Message.txt 

SPnt: Friday. Fphnijiru A . M 10:16 AM 

To: I funi ÌFRTÌ 
ce: I n information 

SENSITIVE BUT UNCLASSIFIED 

NON-RECORD 

Nullit 
I received an email, the content of which is as follows. I am 

ng it to this email of yours from a few months ago as a reminder of 

glow J 

-Original Message-

b5 
b6 
b7C 

Page 2 

NSL VIO-32129 



From: I(ITP) (FBI) hunc^u Irmiiffu, 11 2005 11:58 / 
Tn-I I her) (FBI) 

suBTSÎTHTHJHïïpks fori Information 
t f 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

5Message.txt 

b6 
b7C 
b2 
b7E 

b2 b2 
b7E 
b5 
DO 
b7C 

b5 

Page 3 

NSL VIO-32130 



jMyyflfltvt b5 

b5 
b6 
b7C 

b2 
b7E 
b5 

From 
se 
To ce 

uni i • £ 1 (OGC) (FBI) •»An r n. ji m 
flTD) (FBI) 

9:43 AM 

IfOGCÏ (F 
subject: usingTSTTTSrl^^^^Ti 

(OGC) (FBlV 
nforitïcfT. i un 

SENSITIVE BIT UNCLASSIFIED 
NON-RECORD 

(CTD) (FBI) 

b7C 
b2 
.b7E 

Page 4 

NSL VIO-32131 



I _ _ 5Message.txt 
I took a call from someone from the other day, I farnot 
ircnn'c namp hut T ppfflprort HGR^THffffH Ths ICCIIP wac ahniif l 

First, did you hear from this person? second, is there an issue here? T am nninn to hp fnrwardinri von an email that T r?c?ivpd in annfhpr rasp 

give out wrong adivce, obviously, so I depend on your technical 
expertise! 

so if you have some information about this matter, I'd appreciate it. 
we have several outstanding inquiries about this issue. 

Thanks.[ | 

bS 

SENSITIVE BIT UNCLASSIFIED fc7C 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

Page 5 

NSL VIO-32132 



SENSITIVE BUT UNCLASSIFIED 
5Message.txt 

Page 6 

NSL VIO-32133 



Illlllllll 
C.L&S.S.I .FIED... .BY... .6.51.7.9.... dmli/k s.r./ gel 

F pgr. REASOM: 1.4 (c) 
rrom. ^D} DECLASSIFY ON: 12-07-
Sent: 

Cc: |OGQ (FBI); 

T r z i 
Subject: RE: NSL ECs all INFORMATION 
SENSITIVE BUT UNCLASSIFIED HESEI1 IS 
NON-RECORD 

This would be a change from the long established NSLU arid NSLB requirement. What we are 
telling you may be new to you - but is not new to OGC???? 

—Original — 
From: | IfOGC) (FBI) 
Sent: " T n ^ w NN -^r ^ i f l ^ AM 

I - I mr.n imnT- Ireo fFRpj 
(FBII \mi 
(FBI 

Subject: RE: NSL ÉCs 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Hrìgin*! Marcino 
From: \ |(F6I) 
Sent: Turerà ormber in̂fi am 
To: 
Cc: 

Hl-I | | 
OGCUFBNL IrFBIi r 
(FBPlI , irvy-WFRnl 

TOl fFMl I(FBT 
Subject: RE: NSL ECs 1 1 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Yes - we report the USPER status of the subject - which to us is the subject of the case, 

I liOGQ (FBI) 
Original Messaflfi 

From: 
Se»\t; Tup-̂ y Ortnhpr IT PHOft 10:11 AM 
To: 
n>- Tup̂ ay October 31P 2006 10:11 AM 

. — hi / m r J 1 . I ^ ™ 1 , 1 

Subject: 1 kb! IMbaL ÌL I 1 

SENSITIVE BUT UNCLASSIFIED 
Duplicate email chain "A" file Vol 1 page 20 

NSL VIO-32134 



From: 
Sent: 
To: 

Subject: 

[ 
Wßi IÏT33* RUH C Willi] iliiU 

](FBI) 
ZOÖÖ 1:19 PI 
l(OGC) (FBI)I t (OGC) (FBI); 

ÜAPkONI. VALLMIL L JOSüi (FBh: THOMAS, JULIE F. (OGC) (FBI); 
lOGC) /FRh 

OGC) (FBI); 
DGC) (FBI) 

—Original ^essaae-
From: 
Sent: 
To: 

il̂S 
](OGC) (FBI) WftHrwHav Hn̂rnhPr 03, ìflflfil?-̂  PM 

JOGC) (FBI)f 

Cc: 

Subject: RE: 

IFRfV THnMü<; il II TF F(OGC) (FBlTr 
HrKiOfFBIll^ 

™ J IOGCTTTOT" 

o 

LFRN; F APR ONT. VALERIE E. (OGC) 
TOGCHFBn 

I OGC) (FBI) I [OGC) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b7E 
b4 
b7D 
b6 
b7C 

r/gcl 

•UIIL|I 
From: "I '' tOGCÌ fFBD 
Senti Wednesday. November 08. 2006 1 >4Q PM 
To: [ 
Cc: 

I—zapi 
Subject: REI I 1 

2f 12:42, 
J(FBI)L 

F frarUFRTV THOMAS. JULIE F. ÎOGC1 ÌFB^V 
l(OGC) (FBI) 

OGC) (FBI) 

"TrOGCÌ (FB1Ì: CAPRONI. VALERIE 
lr0GCMFBn iQ |OGC) 

b7E 
b4 
b7D 
b5 
b6 
b7C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

It s an interesting theory! 

NSL VIO-32141 



—Original Mes: 
From: 
Sei 
To: s t 

1 [FBI) UUntflau MnwniU-Hfl WWl?^ PM 

Cc: 
»tx-rf.whHni 

Subject: 

Inra-A/cpn.̂ DDnMT \/m CDI 
^ fo 
nrn/CBn.r̂ DDnMr eye E. fOfin fFRTV THOMAS Uli TF F. 

,...j "=ot;' (FBi) OGC) (FBI)| |OGC) 
b7C 

RE:I JOU.) PJ) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Jo 5 

b2 
b7E 
b4 
b7D 
b6 
b7C 

Original Messaflfcs 
From: | 
Sent: To: 
Cc: 

Subject: 

Wednesday, November üö, ¿006 12:12 PN rappriNT uaifptff (OGC) (FBÌV TTiflMflS S 
;OGC) (FBI) 

[QS0 (FHl 
SQiEBlI 

liFBf 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

UE.F. (OGC) (FBI) 
—L££) (FBI) 

lOGC) (FBI) 

A few issues - b7D 

NSL VIO-32142 



MessageFrom: 

TOL 
] (OGC) (FBI) 

; io, zuu5 y:4u AM 
(CTD) (FBI) 

Ce: THOMAS, 1111TF F. fofif) CFRTÌ 
(OGC) (FBI);| 
subject: 

SENSITIVE BUT UNCLASSIFIED 

NON-RECORD 

] TO JBTTTTO 

6Message.txt 

I 

IS IICLÀSSIFIED 
HE 12-10-2007 BY 65179 M/fcst/gcl 

b5 
b6 
b7C 

p.s. if anybody on the copy count disagrees, please let me know. 

I (CTD) (FBI) 

^ntiTiP^^TTnTKnifi. 700̂  9:24 AM h 7 f 

TO :| (OGC) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Hello again, 

I just reached out to my colleague again, and he now has a more specific 
question regarding authorizations: 

am. ̂  \ 
b2 
b7E 
b5 

Page 1 b7C 

NSL VIO-32147 



6Message.txt 

Any thoughts? Thanks again for the help, 

• 
Froin:| I (OGC) (FBI) 

s e n f ' l M M I Ï T lb, m 9:03 AM . b 7 C 
To:I |(CTD) (FBI) 
Sub TOHŒHŒ^rt 702 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b. 
b 

b" 

Sub}5cfH!FHJ5R̂ 7t!7 

l(CTD) (FBI) 
i£-2l)05 8:50 AM 

(OGC) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I I H«1, ii uî âiiŷ pLiuiiLui1 
^ Œ r a r r a C T T t n ï ï T Ï Ï T ^ ^ h o u l d forward to him for his own tecnmcai issues you i 
edification, please let me know 
¿̂ûjs, 

rininal Mûccanû-^^^^^ 
(OGC) (FBI) F rom : 

Sent: IliyiWHy, Alipi m , M 7:59 AM 

Page 2 

NSL VIO-32148 



To: 
subject: RE: NSL vs 

(CTD) (FBI) 
2702 

6Message.txt 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b5 
b6 
b7C 

please clarify, and sorry for taking so long to respond 

•flrininal Musano 
From 
Sé 
TO Ito 

~ (CTD) (FBI) 
2005 10:25 I 
(OGC) (FBI) 

SUbJ«ti! N!>L VU I M 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b5 
bo 
b7C 

NSL VIO-32149 



• 202-324 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

b 2 6Nessage.txt 

Page 4 

NSL VIO-32150 



From: 
Sent: 
To: 
Cc: 

Subject: 

I l(FBI) 
Tuesday. Òctober . ¿006 12:16 PM 

1 K t : NUL t C i 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Z~\OGC) 
Jn jSc i lEBI>|_ 

— i r™ 
KFBDI 

• c o o o (FBI); 
JDD) (FBI); 
[(FBI) 

b7E 

b7C 

Well, just because I was a slacker and didn't pick up on that point, doesn't mean everyone else 
did as well. 

—Original .nil nrr-inn 
From: | 
Sent: 
To: Cc: 

](OGC) (FBI) 

(FBI) 

nm 
m ¿mL 

r 
Subject: RE: N5L ECs 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

H C ? 

OrìgìaaLUassaaa 
From: [ 
Sent: _ t-,.»̂ » rvtmtw a ™ a w am 
To: 
Cc: 

IFBI) 

[ (FBI)I 

! 'I.a:::' ! !•'! !•:!": 
REASON: iv4 tct 

IH: 12-10-

]0GC) (FBl£ 

Duplicate email "A" file Vol 1 page 1 
NSL VIO-32151 



b2 
b7E 

From: I loGC) (FBI) b 6 
Sent: T.iP̂ av Ortnher31 ?nnfi 17 71PM b7C 
T0: ,l , kFBIl . 
Cc: I IQGCWFBnl tOGC) 

(FBI)| l(OGC) (FBI); FBI_ALL CDCs 
Subject: RE: USP status ot SUBJECT of the NSL 
UNCLASSIFIED DECLASSIFIED BY 6SI79 dmh/ksr/gcl NON-RECORD Oil 12-10-200? 

—Original fris»ana • 
From: | |FBI) 
Sent: • Tll^ílñ» firtnhPr -il /IHI&J.1:09 AM 
To: . 
Cc: I 1 — w o m 
Subject: RE: USP status of SUBJECT of the NSL 

UNCLASSIFIED 
NON-RECORD 

• Ò G C ) CDT
 r 

(FBI)J |(OGC) (FBI)j^ 

r ~ > [Trra. 
Even if we request NSL info for a third party - that info is concerning the "subject" of the case 

For most FBI personnel (certainly aj |if you speak in terms of the "subject" we 
understand that to be the subject of 

Original M f ^ n p - — • 
From: 1 fOGC) (FBI) 
Sent: 1 I uesday, October ¿1, JM> 10:48 AM 
To: , FRT All (m , , r 
Cc: | |OGC) (FBI« lOGC) (FBlj 

1 (TO) (FBI) 1 1 1 L 
Subject: USP status Of SUBJECT Of the NSL 

UNCLASSIFIED 
NON-RECORD 

Duplicate email "NSL 1 page 181 



b2 
b7E 
b4 
b7D 
be 
b7C 

From: 
Sent: 
To: 

Cc: 

](FBI) m/pHriAgHgyj Nnwpmhgr flfl 19-"31 PM 
| (OGC) fFRIV CAPROMI VAI FRIF F <OGC\ 

Í Q 2 2 (FBPl I tnnnwTPtt 
(FBI)] [OGC) (FBI); 

(FBIV THOMAS. JULIE F 
(QGO (FBII 

Subject: 
SENSITIVE BUT UNCLASSIFIED 

|OGC) (FBI) 

NON-RECORD EOO? BY 65179 dmh/ksr/gcl 

b5 

—Original j ' • 
From: I I (OGC) (FBI) 
Sent: Wednesday, November 08, 2006 12:12 PM _ 
To: CAPRONI, CPTF •= T- IAMAC JULIE F. (OGC) (FBI)I_ 

iOGCUFBnJ bGG iFBIl 
Cc: | _ IOGCWFBn:l_ [OGC) (FBI)f 

i i i r o i lutj i ) (i-uij 1 

Subject: I T I 1 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

A few issues -

'Duplicate email "A" file V o j i 1 8 7 - 1 8 



T 

hipc^, Orfnhprm >xm 
From: 
Sent: 
To: 

Cc: 

Subject: Kb: NbL 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

(OGC) (FBI) 
zn4PM I— 

(FBI) (OGC) (FBI); 

WC) if 
J(FBI)[_ 

bL I f D) (FBI); 
l(FBI) 

iiir'ui:lL:i.i': 
IS 

You may be right that we havent focused on the distinction. But now that we have, I don't see 
any choice but to make the distinction. I don't think it will occur that often. Why would it be that 
bigadeal? Duplicate email this file pages 

-Original Merane-From: I [FBI) Sent: T..»«bw 
To: | |(OGC) (FBI)j |OQC) (FBI), 
c t : • w i f o G C H F B i u H ~ I 
Subject: RE: N5LEh i 2 _ 1 0 _ 2 o o ? 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

:y 65179 dmh/ksr/gcl 
DECLASSIFf OH: 12-10-2032 

My recollection is that this type of reporting has been in place since th< 5ra. 
rVjpin*! M « » ^ 

From: | (OGC) (FBI) 
Sent: Ti.̂ riaw n^hpr ?mfi m-?i am 
To: I I(FBtJ IffiBIL r Cc: 1 tt^ TfbiJ • • • •• 111 i -1 [FETT̂  JTFB!) 
Subject: RE: NSLt 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I've been reporting the status of the investigative target. Very few offices 
report if the investigative target status is different from the subject of the 
NSL. 

paralegal specialist 
National Security Law Branch 
Office of the GensLaLCounsel 
Room 7975/exJ 

Original Messala. 
From: 
Se, 
a 

IOGC) (FBI) 
Udtòbér Jl, 2UUb 10:11 AM 

a 
Iron OGQiffili ToGOfFRnf 

J H F 

NSL VIO-32159 



Tuesdav. October 31. 

H I 

From: 
Sent: 
To: 

Cc: 

Subject: 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

RE: NSL ECS 

2006 12:00 PL 
1 (OGC) (FBl[ 

JGcffl 
](OGC) 

(FBI) 
CD) (FBI); 
(FBI) 

My recollection is that this type of reporting has been in place since the 

I ̂  
era. 

—Original [flnrnnn 
From: 
Sent: JCIII. ^ d w u a u u w i b 

D 4 Subject: RE: NbL bis L 

(OGC) (FBI) 
2ÙÙL 10:21 AM M6 10:, 
-J(OG 
J5eq 

(OGC) (FEU 
MÜJ 

i M l 

}hBij;[ 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD icate email this file s 145-146 

I've been reporting the status of the investigative target. Very few offices 
report if the investigative target status is different from the subject of the NSL. 

Paralegal Specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/extl 

ALL INFORMATION CONTAINED 
HERE IM "is"" UMC LAS SIFIED ' ' EXCEPT 
MHEEE SHOOT OTHERWISE 

OrigiaaLUessaae 
From 

•Uriau rtí

 L tOGC) (FBI) 
Sent: I uesdav. October Jl. Mlfe 10:11 AM 
To: 

1 2 - 1 0 - 2 0 0 7 
C L AS SÌ F IE D BY 65179"" 'tMh/ífe: s rfgc 1 
REAS0M: 1,4: (cj 
DECLASSIFY Oli: 1 2 - 1 0 - 2 0 3 2 

Cc: 
1(FBI) r Jmiaii. 
li-Bi; M 

Subject: RE: NSL 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

NSL VIO-32169 



From: 
Sent: 
To: 

Cc: 

Subject: 
UNCLASSIFIED 
NON-RECORD 

[ ] F B D 
TuPwHaw H r t n h P r H ?nflfi 13-Afl PM 

I |(OGC) (FBI); 
-

'FRI» 
TFBO[ 

]QGC) (FBI)[ J ~ 
RE: USP status of SUBJECT of the NSL 

(OGC) (FBI); FBI_ALL CDCs 
]0GC) 

b2 
b7E 
b6 
b7C 

DECLÀ? 
ON 12--10 

—Original 
From: 
Sent: 
To: 
Cc: 

ISSaaflSeeeee-
Ü2ZEZ 

(UiaL) (HiLJ; I-H1_ALL CDCS 

JOGC) (FBI) 
11:21 AM :) (FED— 

(FBll pGC) 
ILCDC 

Subject: RE: USP status of SUBJECT of the NSL 

JOG ¡C) (FBI) 

UNCLASSIFIED 
NON-RECORD 

icate email "A" file Vol 1 page 181 

CVipinal Mp̂ anp 
From: I FBI) 
Sent: 1 IttMAr •!! JIVIMHIJUM 
To: J(QGC) ( F B I i m ^ L 
Cc: JOGC) (FBI)| 1TOTÖW 

LUXä , 
PGC) (FBl)l 

Subject: RE: USP status of SUBJECT of the NSL 

UNCLASSIFIED 
NON-RECORD 

For most FBI personnel (certainly all I- if you speak in terms of the "subject" we 
understand that to be the subject of the case. 

Even if we request NSL info for a third party - that info is concerning the "subject" of the 
case. 

NSL VIO-32174 



.T 

From: 
Sent: 
To: 
Cc: 

Subject: 

I l(OGC) (FBI) 
^T.ipwlaw nrtnhPr31 7fWB"Tl-RQAM 

3 
RE: NSLECs 

SENSITIVE BUT UNCLASSIFIED 

(OGC) (F£ 
BJUFBDl" 

(FBljT J r l 

]0GC) (FBI); 
FBI); 
I) 

NON-RECORD Duplicate email this file pages 120-12: 

-Original Message1 

From: 
Sent: ' muuuu uiumui LI J III lu JAM 
To: 
Cc: 

JBI) 

F — - J O G C ) ¿FRIH . [ ( F B I ) 
I iTOWmnl imzuFB i f 

(FBI)I K M L FBTT 
Subject: RE: NSL ECS 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

¿Ubi* • • • IH F0 RÎIATI OH... C 0HTÄIHED 
HEREIH....IS....ÜHGLÄSSIEIED...EXCEP.T 
IfflEBE.... SHQIffl... .0THERDII.SE 

Yes - we report the USPER status of the subject - which to us is the subject of the case. 

Oriflii n: ]{OGC) (FBI) 
Oifìnal MP̂canP 

From: 
Sent: TiiRsrtau. Ortnbpr 70(16 10M 1 AM 
To: 
Cc: 

Subject: RE: NSL 

](FBI)| 
|(FB1) -
3GC) (FBI)| 

Jrw 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Tnflo 

CLASSIFIED BY 65179 dmh/ksr/gcl 
1.4 (c) 

( U ) 

NSL VIO-32179 



MessageFrom:[ 

I ecu : LAU leiepnone NbL 

Ç̂ f Mnnrlau Marrh li illlK TTjra 
RRROL ÌFRTÌ ; 

(OGC) (FBI) 
CAJ telephone NSLs.txt 

b6 
b7C 

CTD) C F B I T T 
fnrfl rcRT̂  

OGC) (FBI) (OGC) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Please give me your thoughts. 

SENSITIVE BUT UNCLASSIFIED 

b5 
b6 
b7C 

ALL IIFOMTIOI CÛfTMÏfB 
M i l l IS UNCLASSIFIED 
MIE 12-10-200? BY 65179 rM/ksi/gcl 

Page 1 

NSL VIO-32194 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: IMMEDIATE 

To; Counterterrorism 

ITOS I 
ITOS II 

Communications Analysis Unit 

Date: 04/19/2005 

Attn: AD 
DAD 

All Field Offices 

Section Chief 
Section Chief 

Unit Chief 
Section Chief 

CDC 
ADIC 
SAC 

( U ) 

From: Office of Panavai r-^nngai 
Contact; 

Approved By: Caproni Valerie E 
Thomas ,Tn 1 i e F 

Drafted By: 

Case ID #: 319X-HQ-A14 8772 0-OGC 

be 
blC 

DECLASSIFIED BY 65179 dmh/ksr/gcl 

LEGAL GUIDANCE AND OPINIONS; 
OBTAINING INFORMATION FROM TELEPHONE COMMUNICATIONS 

CARRIERS IN EMERGENCY SITUATIONS 

Title: 

Synopsis;J^) Provides guidance to headquarters and field 
offices in addressing the issue of obtaining information, 
pursuant to a National Security Letter (NSL)issued under the 
Electronic Coimunications Privacy Act (ECPA), 18 U.S.C. §2709, 
from telephone communications carriers in emergency situations 
related to potential terrorist threats. ^iÇ 

(U) X Der 
Reference: 66F-HQ-C130337 5 

jsify On 

SE 

NSL VIO-32195 



Sl^^T 

To: Counterterrorism From: Office of the General Counsel 
Re; 319X-HQ-A14 8772 0-OGC, 04/19/2 005 

[Uj 

w 

[U] 

X 

[U] 

1 See 18 U + S + C+ § 2709 (b) (1) and (2), requiring that the 
information sought is "relevant to an authorized investigation to 
protect against international terrorism or clandestine 
intelligence activities. . . . " The relevance standard 
established under ECPA is also applicable to other NSL statutes/ 
such as the Right to Financial Privacy Act (RFPA), 12 U.S.C. 
Section 3414(a)(5), and the Fair Credit Reporting Act (FCRA), 15 
U.S.C. §§ 168lu, 1681v. 

2 It is incumbent upon those providing information to the 

NSL VIO-32196 



To: Counterterrorism From: Office of the General Counsel 
Re; 319X-HQ-A14 8772 0-OGC, 04/19/2 005 

J] 3 Inasmuch as the information-gathering entities within the 
FBI, such as the Communications Analysis Unit and the| | 

1 J are not authorized to open 
investigations/ it rails upon the operational units of CTD, 
namely ITOS I and ITOS II, to open the investigations. (U) 

h 2 

NSL VIO-32197 



To: Counterterrorism From: Office of the General Counsel 
Re; 319X-HQ-A14 8772 0-OGC, 04/19/2 005 

After discussions between the Office of the General 
C m-mgpl aTirl thp rnmniimi rati nn^ flnaU/^i^ Unit /ram . if wag arrr̂ Ĥ 

>42̂  
r[U]-

b5 
b2 
b7E 

NSL VIO-32198 



To: Counterterrorism From: Office of the General Counsel 
Re; 319X-HQ-A14 8772 0-OGC, 04/19/2 005 

[U] 

b2 
b7E 

h 2 

bS 
b7E 

b7E 

CONCLUSION 
Any questions about i m p l PTTipntat-inTj_ of t h i s mil Ĥ ri r p mav hp 

^HHrpxspH to Assistant General Counsel 

NSL VIO-32199 



To: Counterterrorism From: Office of the General Counsel 
Re; 319X-HQ-A14 8772 0-OGC, 04/19/2 005 

LEAD( s ) : 

Set Lead 1: (Action) 

COUMTERTERRORT SM 

AT WASHINGTON/ D,C, 
(U) x For action consistent with this legal guidance 

and opinion 

Set Lead 2: (Action) 
INTERNATIONAL TERRORISM OPERATIONS SECTION I 

AT WASHINGTON, P.C. 
(U) For action consistent with this legal guidance 

and opinion. 
Set Lead 3: (Action) 

INTERNATIONAL TERRORISM OPERATIONS SECTION II 

AT WASHINGTON, P.C. 

^ F o r action consistent with this legal guidance 
and opinion. 

Set Lead 4: (Info) 

NSL VIO-32200 



To: Counterterrorism From: Office of the General Counsel 
Re; 319X-HQ-A14 8772 0-OGC, 04/19/2 005 

COMMUNICATIONS ANALYSIS UNIT 
AT WASHINGTON, D.C. 

i1-1'1 Read and Clear 

Set Lead 5; (Info) 
b 2 

AT WASHINGTON, D.C. 
(U) . v/ 

jX^ Read and Clear 
S e t L e a d 6 : 

FIELD OFFICES 
Read and Clear 

NSL VIO-32201 



J 

IEEH: 

From: 
Sent: 
To: 

Cc: i 

ÎFBIT 
Subject: RE: NSLECs 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

(FBI) 
I uesdav. OctoberTT^OS 1:08 PM 

pGC) (FBI) 

JOGC) (FBI)[ OGC) 

—Original MPW^P 
From: | 
Sent: 
To: 
Cc: 

n.̂ naw iin-fifiSTTr 

Subject: 
— W ) RE: NSL ECs 

JOGG) (FBI) 
¿¿JlpPM 

jle ILEEIL 
^OGC) (FBI) 

b2 

hl E 
b6 

blC OGC) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

m ru MäA i 1 Ufi U Ua i AJJUsi) 
IS 

••12-11-200? 
E hM 5 Ì FIJED - BY- 65119 disfa /k s /gè i 

1.4 (c) 
DECLASSIFY ON: 12-11-2032 

Ori' 
From: 
Sent: 
To: 

" I ubiecCT 

mi) CTT55AM 
JOGC)(FBI) 

Subject! Kb! NbL tl5 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

No objection to ihe change. 

Mv imprecise point is thai"" 

Mu rprnnrimPriHatinn te thai f 

Duplicate email chain "A" file Vol 1 page 19 
^ NSL VIQ-32202 



l o G C ) (FBI) 
m 

From: 
Sent: Monday, March Ub, 2UU/10:48 AM 
To: FBLALL CDCs 
Cc: CAPRONI VAI FRIF E (OGC) fFRIV THOMAS .IIII IFF fOGC\ (FBI); 

| fOGC) (FBI)I lOGC) (FBI) 
Subject: exigent Lener 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b5 

b5 
b6 
b7C 

• 
SENSITIVE BUT UNCLASSIFIED 

ALL llFORHATI 0»' ' ' COSTAIHED 
HEEE'Il" "IB" "OTCISS'S'I Fill:» 
DATE 12' - 2'0'0 7 " ' BY' ""€ 5X7 9 " ' '3MH7K s r '/ ge l 

NSL VIO-32209 



l(OGC) (FBI) 
Wednesday, March 21, 2007 4:59 PM 

-Originai Messati 
From: I 
Sent: 23S 
To: I 
Subject: T W : nsrsmment 

7 3:35 PM 
(OGC) {FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

1 = 1 

Here it is. 

Original Messann • 
From: I rOGCi (FBI) 
Sent: Thursday, September 28, 2006 4:43 PM 
To: TuriMAc nnrcc (FBI) 
Cc: ^ f(OGC) {FBI}[_ 

Subject: 
FETT 

INSL attachment 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

i l i l l i l i i l l i : 65179 dmh/ksr/gcl 

](OGC) {FB1)[ 

NSL VIO-32221 



b2 
b7E 
b5 
b6 
b7C 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-32222 



From: 
Sent: 
To: 
Cc: 

I |(OGC) (FBI) 
Thursday, March 29, 2007 4:04 PM 
THOMAS. JULIE F,fpGC) (FBI) 

3C) (FBI)I 

Subject: 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

r v v F 
UNCLÄS 

I (OGC) (FBfJ 
, attachment 

I OGC) (FBI); 

b6 
b7C 
b5 

FYI - the field stopped using this attachment. 
Original M ^ a n ^ — 

From: | | (FBI) 
Sent: Timndav. Marrh 11 AM 
To: | |[OGC) {FBI) 
Subject: KEI | NbL attachment 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

ALL IHFORHATION C0HTÂI1ED 
HEREIÏ""IS""01CLJISSIFIE1> 
DATE 12-11-2007 BY 6 5179 dah/ksr/gel 

I Z Z I 
I will instruct our personnel to review[ 
contain that other information, and if so, to notify me. 

I'm sure you're very busy and I appreciate your time. Thanks again. 

]records upon receipt to ensure they do not 

b6 
b7C 
b5 

Original 
From: I 
Sent: 
To: L 
Subject: RE: | 

11 IITïVi fct™ E F173 H 

Yes, that's i t j | 

•Oria 
n: [ 

NSL attachment 

|(OGC) (FBI) 
:34 AM 

l(FBI) 

•Original M<»wans 
From: 
Sent: 
To: 

JFBI) 
Wednesday, March 21. 2ÛÛ7 4:23 PM 
I tQGC) (FBI) 
::RE1 p L attaenment Subject: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b2 
b7E 
b6 
b7C 
b5 

Just to make clear, based on the guidance from yesterday and today, we are not to use 
this attachment and are not permitted to accept information other than name, address, 
and length of service, is that correct? 

n 
Original Mess 

From: I IP 
b7C 

J(OGC) (FBI) 

NSL VIO-32223 



b2 
b7E 
b6 

blC 

Sent. 
Toi 
Subject; 

J M ß S m M a r c h 21, 2007 4:49 PM 

TEC V 
NSL attachment 

Great. I was beginning to think I was a renegade. Now I have cover! 

Original Mess; 
From: 
Sent: 
To: [ 
Subject: TO 

I f « ) 
¡p 3:35 PM 
¡(OGC) (FBI) 

: |NbL äfiacnment 

,VEi| t= WilÙElP ÌW41 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b2 
b7E 
b6 
b7C 
b5 

Here it is. 

Original Mf l»anB 

From: I 
Sent: Thursday, September 28, 2006 4:43 PM 
To: THOMAS. JULIE F. fOGCl JFEEH 
Cc: 

Subject: 

]{OGC) (FBI) 

7' ISL attachment 

XSC) {FBI)| 
(FBI) 

IOGC) (FBI); 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b2 
b7E 
be 
b7C 
b5 

NSL VIQ-32224 
Duplicate email this file 



From: I I (OGC) (FBI) £ ^ 
Sent: Mnnfiav March OS 7007 1:37 PM 1 

To: | [OGC) (FBI) 
Subject: FW: improper NSL collection 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

ALL INFORMATION CONTABJED 

DATE l2 - l l -20Q7-BT-6S179- iMiyk '&r ' /gc l 
Original M^an*.— 

From: | VOGC) (FBI) 
Sent: Tuesday, November 22, 2005 2:05 PM 
To: m ALL̂ Pft . j 1 b6 
Cc: I fOGO (FBI); THOMAS, JULIE F. (OGC) (FBI1 [OGC)(FBI); , I fcfcc) {FBI} 1 r b 7 C 
Subject: improper NSL collection 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b5 
b6 
b7C 

Thanksĵ l̂ 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-32226 



From: 
Sent: 
To: 
Subject: 

l(OGC) (FBI) 
I uesdav. January ÜÜ. m t At 

T W T 

iö7To:26 AM 
]OGC) (FBl£ (OGC) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Original Mess^ae-— 
From: 
Sent: 
To: 
Cc: 
Subject: E 

luîiriwciiiiribwumi l(FBI) 
35 AM 

OGC) {FBI) 
FBI) 

Q77:3 
-J; CK 
JFBD 

l l i l l l l l l l l i 

b7E 
b6 
b7C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b5 
b6 
b7C 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-32227 



From: I IfOGC) (FBI) £ 6 
Sent: FriH*» u f l B * n a ?nn7Q-aa am b7C 
To: pGC) (FBI) 
Subject: T W ! 1 

UNCLASSIFIED 
NON-RECORD 

b2 
b7E 
b6 
b7C 

Original Megpae-— 
From: [ 
Sent: 
To: 
Subject: RE: 

tFBI) 
\kl*AnXA*u lam laru \f\ 7HH7 7 :19 PM 

| |OGC) (FBI) 

UNCLASSIFIED 
NON-RECORD 

Oh yeah. I'll be in this weekend to knock that out. 

I saasx 
] (OGC) (FBI) 

—Original \ 
From: 
Sent: ' I*»..*™ na mni 2:43 PM 
To: I (FBI) 
Subject: 1 1 

UNCLASSIFIED 
NON-RECORD 

ALI» ' ' ' I N FO RMàTI OH • • • C OMTiklSfEB 
HEÊ IH-IS-IJRFGitàSSIFIiBD 
DATE 12-11-2007 B Y 65179 d M i / k s r / g e l 

UNCLASSIFIED , . b2 
b7E 

UNCLASSIFIED b 4 
b7D 

UNCLASSIFIED b 5 

b6 
b7C 

NSL VIO-32228 



MessaaeFroiìii Conf Mnnrlau Manrhin ;nn/ I • PM 
T0Ì 

FW 1681u limited credit information v. 1681v full credit reports.txt 
(OGC) (FBI) 

(FBI) 
Subject: FW: ibUiu limited credit information v. 1681v full credit reports 

SENSITIVE BUT UNCLASSIFIED 

NON-RECORD 

I am sending you relevant all CDC emails, 

I I (OGC) (FBI) 
c:32 AM 

From 
Sent: Friday, March U4, ¿UU!> To ; cc^^rnr^^^^^^^ 
« I (FBI) 

b7E 
b6 
b7C 

SubTSTT^OWTtHTITOTO^dit information v. 1681v full credit reports 

b6 
b7C 

ALL IIFÖMTIOI CÖSTÜSED 
ittKEilJ U üfiliiÄSjil'iJLi' 

MTE 12—11-2007 BY 65119 dmh/ksr/gcl 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

sorry for any confusion.) | 

b5 
frîn^ja^Moecana----^^^ 

I (OGC) (FBI) 
sent: Friday, February ¿î, ¿0O5 4:59 PM 'ULN 
TO: FBI_ALL CDCS 
Subject: 1681u limited credit information v. 1681v full credit reports 

SENSITIVE BUT UNCLASSIFIED U 
NON-RECORD 

b7C 
Page 1 

NSL VIO-32229 



FW 1681u limited credit information v. 1681v full credit reports.txt 

If you aware of this mistake being made, it needs to be reported, 

thanks. 

b5 
b6 
b7C 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-32230 



From: I |(OGC) (FBI) Sent: 1 L^U» M ^ I I U 'nun U.-JJ^M 
To: [0GC)(FBI) ; b7C 
Subject: hW: (JU - hull Credit Keport EC 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

' ^ 2 Drininal M^ar»*-— 
b 7 E I l(OGC) (FBI) 

Sent: Th.^H^ Mvrhm ?nnj 7 [ 3 4 A M bS To: | ^HFED 
b 7 C Subject: RL: LLi - hull Lredit Report EC 

DAIi;-i2-ll"2GG?-BY-6Si?9 dnh/ksr/gci 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

That's fine Just wanted to make sure they hadn't fallen between the cracks among all the other 
stuff that piles up on a lawyer's desk! 

—Original Marrine • 
From: I l(FBI) 
Sent: ' WfiHnPsHav. k>hn«v A ?mi 5-iq PM 
To: I [OGC) (FBI) 
Subject: Kt: UJ - hull Lreait Keport tC 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b2 
b7E 
b6 
b7C 

Handwritten, sitting on my desk, behind three more lOBs. As they clearly weren't our fault, 
figured I'd better get the possible real ones up there first, 

Original Message-— 
From: | |OGC) (FBI) 
Sent: 1 uumimuuu. 2:40 PM 
To: I I (FBI) 
Subject: FW: CD - Full Credit Report EC 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b2 
b7E 
b6 
b7C 

| Thanksj I 

From: I tOGC) (FBI) 
Sent: lAUn^^w f W.? EM 
To: I IOGC} (FBI! 
Subject: CD - hull Credit Report tC 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

1 b5 
1 b6 

b7C 

]0GC) (FBI) 

b6 
b7C 

NSL VIO-32233 



Hiease provide any comments. 

Sorry again about the mix up on the other EC. 

Thanks again for your help. 

« File: CD - Full Credit EC.wpd » 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-32234 



b2 
hl E 
b4 
b7D 
b5 
b6 
b7C 

From: 
Sent: 
To: 
Subject: 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

l ( O G C ) (FBI) 
Friday. March ¿6. 3M7 ¿:5iTAM 

I • — p O G C ) (FBI) b7C 

HEREIN IS DMCLA5SIFIED 
DATE 12-11-2007 65179 diah/ksr/gcl 

We have actually changed the advice here, and said that CDCs can redact the report. 
Original Messiinn • 

From: I I (OGC) (FBI) 
Sent : Thi iratev r w p m h » r m ?nnfi 1 1 : 3 9 AM 
To: L _ . i | (FBI) 
Subject: RE| | 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

—Original 
From: 
Sent: 
To: Upf Subject: REI 

Thun̂ w. Qprpmhpr 07 700ft 11:22 AM 
JOGC) (FBI) 

T 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b2 
b7E 
b4 
b7D 
b6 
b7C 

b2 
b7E 
b4 
b7D 
b6 
b7C 

It is fourth on my list of five potential lOBs — all stemming from over collection on NSLs. 

Original M̂ ariP—-0riO| 
From: 1 lOGCHFBI) 
Sent: Thi ir̂av. rŵ mhPr fl7J ?lVf>fi frs? AM 
To: 
Subject: RE[ 

¿j ¿uuo : 
J (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Anything new on this? 

Original Messggg 
From: 

To: 
Cc: 
Subject: 

1TIL-T. k . l f M kl [a\Ti 

TEC 
J(OGC) (FBI) 

(FBI) 
' 2006 7:12 PM 

IfFBIi 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b7E 
b4 
b7D 
b6 
b7C 

NSL VIO-32235 



-uiiyiiidi i1Ji 
From: 
Sent: 
To: 
Subject: 

I WrflnriflflY NnypmliR 
](OGC) (FBI) 

1 5 , 2006 11:47 AM 
(FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b2 
b7E 
b4 
b7D 
b5 
b6 
b7C 

b2 
b7E 
b4 
b7D 
b6 
b7C 

Thanks for your efforts in this matter] j 

Original M 
From: 
Sent: 
To: 
Subject: 

Inrriw JHnhrrlP 

5 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

11:30 AM 
;OGC) (FBI) 

OK. I'll call now. 

Original Messao^^, 
From: | 
Sent: 
To: 
Subject: 

NMUFÜU IIWUUIF IN JILLII«IIV 

h a — H ' r c : i 

JoGC) (FBI) 
HTlO:ll AM 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Yes, I think we need to ask| \o find out for us. 

b2 
b7E 
b4 
b7D 
he 
hlC 

ORIGINAL MESSJ 
From: 

To: 
Subject: q 

J (FBI) 
U0: 
JOGC) (FBI) 

NSL VIO-32236 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Nr. I rtrwVt knnw nf anv nther wav tn rin it I ite I sai ri sarlifìr 

(NOW a t t e r I s a i a t n a 
m m u u m u i n j ! u m i w u i i t m a n i ^ u y WIUI u s 

b 2 
b7E 
b 4 
b7D 
b 5 

b 2 
b7E 
b 4 
b7D 
b 5 
b 6 
b7C 

Original 
From: 
Sent: 
To: 
Subject: 

Messjflfa 

REl 
3D 

]OGC) (FBI) 
•:19 AM 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Original Meŝ  
From: 
Sent: 
To: 

t L(FBI) 
t2D06 3:49 PM 

lmr;n rFRnl 

Cc: 

Subject: 

TFBT1 
N ) r 

" I ™ '(FBI)t-

j Fe fT 
• 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b7E 

b7C 

NSL VIO-32237 



above 1 iuiypiiuiiuiiumuui!;iui[ 
¡f urtn hawgany additional or follow-upi questionsJor them. 

I I s aware that yo j may call| , l[s not, as I 
have had no contact with him at this point. 
very prompt and complete in the work proi 

( — h 
)oint.| |i; 
; Droatltt that 

as been 
the 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-32239 



From: 
Sent: 
To: 
Subject: 

MnnHau Marrh (Ts 2007 3:03 PM 
OGC) (FBI) 

](OGC) (FBI) 

FW: Change in website 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b7C 

Original — 
From: I 
Sent: *-ri/1="' 
To: [ 
Subject: 

"}oGC)(FBI) 
Zz:SS PM 

RE: Change in website 
I FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

HEEEIH....IS....UHGLASSIFIED b7E 
b6 
b7C 

I will take a close lool 
can focus more on it. n 

forms. This was a band-aid solution forthe immediate time, until I 

—Original f 1 ^ " ^ 
From: 
Sent: 
To: 
Subject: 

(FBI) 
Friday. February 17. 3Mft 2:54 PM 

I LOGQ (FBI) kt! uunyy in mmw 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Wow von are fast. Could I make a murile nf smneslinns baaed unnn mv experience with 
b7E 

b7C 

I know this is a pain, but I really think it will help. Thanks, 

Oripinal Mf^fiP--Qrlf - . From: TOGC)(FBI) 
Sent: Friday, February 17, 2005 11:17 AM 
To: HO nn/na FRTHDMF 
CCi I . Subject: Lnange in weosite 

j^GC) (FBI)[ ](FBI) 
b7E 
b6 
b7C 

NSL VIO-32240 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

LIST OF DOCUMENTS 1-15 

I need all of the EC forms changed - they would be documents 1,3,5,7,9,11,13,15 - and 
replaced with the following documents in this order 

« File: telephone subscriber EC.wpd » « File: toll record EC.wpd » « File: email 
EC.wpd » « File: transactional record EC.wpd » « File: RFPA ec.wpd » « File: 
1661 u(a) EC.wpd » « File: 1661 u(b) EC.wpd » « File: 1681v EC.wpd » 

| 11 changed the forms so it is clear that barebones facts will not suffice. 

Thanksl 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-32241 



From: 
Sent: 
To: 
Subject: 
UNCLASSIFIED 
NON-RECORD 

H(OGC) (FBI) 
J712:46 PM Thursday hehruarv 08. 20TI7 

|(OGC) (FBI) 
FW: EC regarding disposition of overcollected NSL material 

b6 
b7C 

^ , . DATE 12-11-2007 BY 65179 dmh/ksr/gcl 
Original — 

From: | |(OGC) (FBI) 
Sent: Wednesday. Anril 76̂  2006 4:24 PM 
To: I TOGO (FBI) b 6 
Subject: RE: EC regarding disposition of overcollected NSL material b 7 C 
UNCLASSIFIED 
NON-RECORD 

No. that remains the operative advice until we issue an EC which will say to send the info back. 
• 

—Original M * " 3 ™ 
From: | |(OGC) (FBI) 
Sent: ' Wednesday. ApriHS. 2006 2:48 PM 
To: I KOGC) (FBI) 
Subject: t L regarding disposition or overcollected NSL material 

UNCLASSIFIED 
NON-RECORD 

111 5 A' ;ent IOB opinion. I directed the field as follows: 

c = 5 

UNCLASSIFIED 

b5 
be 

hlC 

UNCLASSIFIED 

UNCLASSIFIED 

NSL VIO-32242 



sui]iti! I-W! wpcy NSLS 

SENSITIVE BUT UNCLASSIFIED 

NON-RECORD 

ALL IIFDHiTIOI C01IT1Ì1D 
MMIÌÌ IS HCLISSIFIE1 
M I 12-11-2007 BY 65179 dilì/ksr/gcl 

The enclosed EC hasn't gone t h r o u g h ^ ^ ^ ^ yet, but you had approved the "idea of doing it, so I am sending you a copy FYI, 

I forgot to cc you on the below, but you need to be aware of it, as well. 

From 
s e n t i i o u u ¿0, ¿uu> 
TO : I |(CTD) (FBI) 
s u b J e r r - r o r p r p s L s 

(OGC) (FBI) 
9:57 AM 

b2 

b6 
b7C 

SENSITIVE BUT UNCLASSIFIED 

NON-RECORD 

b5 
b6 
b7C 

NSL VIO-32243 



D" C""""»-» "g' e 

Thanks, 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

Page 2 

NSL VIO-32244 

b5 
b6 
b7C 



I 
From: (OGC) (FBI) b 7 c 
Sent: Mnndav. March 65. ¿667 ¿:6i PM 
To: | [OGC) (FBI) 
Subject: 1 FW:FYI-IOB policy 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

DATE 12 -11-2007.. BY...6 5.1.79....dmli/ks r /gel 

Original Mes^ 
From: 
Sent: 
To: 
Cc: 

" C Friday, April 07, 5ÔÛ5 3:47 F>M 
;OGC) (FBI) 

1 (UbLJ (.FBI J 
Subject: FYI - IOB policy 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD Duplicate email "A" file Vol 1 page 147 

This is the current IOB policy: 

OGC will be issuing official guidance to reflect the principles set forth above shortly. 

NSL VIO-32245 



n 
b 6 
b7C 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-32246 



From: 
Sent: 
To: 
Cc: 

](OGC) (FBI) 
Tuesday, May 23, 2006 8:56 AM 
TunuAg FF ^pGC) (FBI) 

T(OGC)JEBÜE 
I 1ÖGC) (FBI)F 
1 FW: FVI-IÖB policy Subject: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

]oGC)(FBI) 
JoGC) (FBI); 

LN 1-, UMLLA--' 

.12-11-2007 BY ÏC.1 

b6 
b7C 

b5 
b6 
b7C 

b6 
b7C 

-unyiiidi i ^ i M i ^ i 
From: [ 
Sent: Friday, April 07, 2006 3:47 PM 
To: ERT ¿i i rnrc 
Cc: 

](OGC) (FBI) 

Duplicate email this file page 231 
NSL VIO-32247 



(OGC) (FBI) 
Subject: FYI - IOB policy 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD • n +.U • OQIcOOO Duplicate email this file pages 231&232 

This is the current IOB policy: 

OGC will be issuing official guidance to reflect the principles set forth above shortly. 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-32248 



From: 
Sent: 
To: 
Subject: 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

}oGC) (FBI) 
W p r i n w l f l i / . lamían/ 31 2007 10:22-ÛM. 

¡OGC) (FBI 
FW: FYI-IÖB policy 1 

} 0 G C ) (FBI) 
b7C 

ALL INFORMATION CONTAINED 
HERE IK IS TTMC LAS S I FI ED 

FYI - this was approved specifically by Julie, In fact, she drafted the last paragraph, which I think 
is a little confusing and less specific than I had drafted it. 

Original MesswA 
From: | 
Sent: Friday, April 07, 2006 3:47 PM 
To: ert aii rnrc 
Cc: 

]oGC) (FBI) 

Subject: 
T̂ TTTBTT 
FYI - IOB policy 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD i cate email this file page 23'. 

This is the current IOB policy: 

NSL VIO-32249 



OGC will be issuing official guidance to reflect the principles set forth above shortly. 

b 6 
b7C 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-32250 



Ihursday, March 22,2WI U 
T H O M A S .n i l I F F m r ^ (FBI) 

I |(QGC) (FBI) 
'FW: IMPORTANT - NSL Guidance 

(OGC) (FBI) 
52 AM 

b7C 
From: 
Sent: 
To: 
Cc: 
Subject: 
I think the below is fine and I was inclined to copy all CDCs because I think all CDCs could use 
something worded this well. Any objections? 

Original Message-— 
From: I 
Sent: 
To: 
Subject: 

IfFBP Thi inaiav Marrh 7007 7-̂  AM 
| [OGC) (FBI) 

IMPORTANT-- N5L Guidance 

ALL I1JF0RHÄTI0K COKTAIHED 
fffiMiI'''iS'lliCLlSSIFIEi> 

"'12' -11-2 Ö 07' "BY"' 6 5179'''' 'ümE'M s r'7 gc I 
#1082884 

Can you take a look at this before I send it to our people? Thanks 
b2 
b7E 
be 
b7C 

b5 

Additional guidance regarding toll record NSLs is likely to be forthcoming. If you have any 
questions, please call me. 

NSL VIO-32253 



F E D E R A L B U R E A U O F I N V E S T I G A T I O N 
F O I P A 

D E L E T E D P A G E I N F O R M A T I O N S H E E T 

N o D u p l i c a t i o n F e e s a r e c h a r g e d f o r D e l e t e d P a g e I n f o r m a t i o n S h e e t ( s ) 

T o t a l D e 
P a g e 3 7 
P a g e 3 8 
P a g e 3 9 
P a g e 4 2 
P a g e 4 3 
P a g e 4 4 
P a g e 4 5 
P a g e 4 6 
P a g e 4 7 
P a g e 4 8 
P a g e 4 9 
P a g e 5 0 
P a g e 51 
P a g e 5 2 
P a g e 54 
P a g e 5 6 
P a g e 5 7 
P a g e 5 9 
P a g e 6 0 
P a g e 61 
P a g e 6 2 
P a g e 64 
P a g e 6 5 
P a g e 6 6 
P a g e 6 7 
P a g e 6 8 
P a g e 69 
P a g e 7 0 
P a g e 7 1 
P a g e 7 2 
P a g e 7 3 
P a g e 7 4 
P a g e 7 5 
P a g e 7 6 
P a g e 7 7 
P a g e 7 8 
P a g e 7 9 
P a g e 8 0 
P a g e 81 
P a g e 8 2 
P a g e 8 3 
P a g e 8 4 
P a g e 8 7 
P a g e SS 

t ed P a g e ( s ) — 1 2 7 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e 
Dupl i c a t e 
Dupl i c a t e 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e 
Dupl i c a t e 
Dupl i c a t e 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e 
D u p l i c a t e D u p l i c a t e D u p l i c a t e 



P a g e 8 9 —- D u p l i c a t e 
P a g e 9 0 —- D u p l i c a t e 
P a g e 9 2 -— D u p l i c a t e 
P a g e DO -- D u p l i c a t e 
P a g e • 1 -- D u p l i c a t e 
P a g e • 2 -- D u p l i c a t e 
P a g e • 3 -- D u p l i c a t e 
P a g e 0 6 -- D u p l i c a t e 
P a g e 0 7 - - D u p l i c a t e 
P a g e • 8 -- D u p l i c a t e 
P a g e 10 -- D u p l i c a t e 
P a g e 11 -- D u p l i c a t e 
P a g e 12 -- D u p l i c a t e 
P a g e 13 -- D u p l i c a t e 
P a g e 21 -- D u p l i c a t e 
P a g e 2 2 -- D u p l i c a t e 
P a g e 2 3 -- D u p l i c a t e 
P a g e 2 4 -- D u p l i c a t e 
P a g e 2 5 -- D u p l i c a t e 
P a g e 2 6 -- D u p l i c a t e 
P a g e 2 9 -- D u p l i c a t e 
P a g e 3D -- D u p l i c a t e 
P a g e 31 -- D u p l i c a t e 
P a g e 3 2 -- D u p l i c a t e 
P a g e 3 8 -- D u p l i c a t e 
P a g e 3 9 -- D u p l i c a t e 
P a g e 4 0 -- D u p l i c a t e 
P a g e 4 2 -- D u p l i c a t e 
P a g e 4 4 -- D u p l i c a t e 
P a g e 4 6 -- D u p l i c a t e 
P a g e 4 7 -- D u p l i c a t e 
P a g e 4 8 -- D u p l i c a t e 
P a g e 4 9 -- D u p l i c a t e 
P a g e 5 0 -- D u p l i c a t e 
P a g e 51 -- D u p l i c a t e 
P a g e 5 2 -- D u p l i c a t e 
P a g e 5 3 -- D u p l i c a t e 
P a g e 54 -- D u p l i c a t e 
P a g e 5 6 -- D u p l i c a t e 
P a g e 5 7 - - D u p l i c a t e 
P a g e 5 8 -- D u p l i c a t e 
P a g e 5 9 -- D u p l i c a t e 
P a g e 61 -- D u p l i c a t e 
P a g e 6 2 -- D u p l i c a t e 
P a g e 6 3 -- D u p l i c a t e 
P a g e 6 4 -- D u p l i c a t e 
P a g e 6 6 -- D u p l i c a t e 
P a g e 6 7 - - D u p l i c a t e 
P a g e 6 8 -- D u p l i c a t e 
P a g e 6 9 -- D u p l i c a t e 
P a g e 7 0 -- D u p l i c a t e 



P a g e I T I —- D u p l i c a t e 
P a g e 1 7 2 —- D u p l i c a t e 
P a g e 1 7 3 —- D u p l i c a t e 
P a g e 1 7 4 -— D u p l i c a t e 
P a g e 1 7 5 -— D u p l i c a t e 
P a g e 1 7 6 -— D u p l i c a t e 
P a g e 1 7 7 •—Duplicate 
P a g e 1 7 8 -— D u p l i c a t e 
P a g e 1 7 9 -— D u p l i c a t e 
P a g e 1 8 9 ~ D u p l i c a t e 
P a g e 1 9 0 -— D u p l i c a t e 
P a g e 1 9 1 -— D u p l i c a t e 
P a g e 1 9 2 •— D u p l i c a t e 
P a g e 1 9 3 •— D u p l i c a t e 
P a g e 1 9 4 •— D u p l i c a t e 
P a g e 1 9 6 ~ b 2 , b 5 , b ó , b 7 C 
P a g e 1 9 7 ~ b 5 
P a g e 1 9 8 ~ b 5 
P a g e 1 9 9 ~ b 5 
P a g e 2 0 0 ~ b 5 
P a g e 2 0 1 ~ b 5 
P a g e 2 0 2 ~ b 5 
P a g e 2 0 3 ~ b 2 , b 5 , b6, b 7 C , b 7 E 
P a g e 2 0 4 ~ b 5 , b ó , b 7 C 
P a g e 2 0 5 ~ b 5 
P a g e 2 0 6 ~ b 5 
P a g e 211—- D u p l i c a t e 
P a g e 217—• D u p l i c a t e 
P a g e 2 1 8 —• D u p l i c a t e 
P a g e 2 2 4 ~ b 2 , b 4 , b 5 , b 7 C , b 7 D , b 7 E 
P a g e 237-— D u p l i c a t e 
P a g e 2 3 8 —• D u p l i c a t e 


