[DRAFTING DIVISION]
[STREET ADDRESS]

[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

[MR./MRS./MS.] [COMPLETE NAME OF POC]
[TITLE, IF AVAILABLE]

[NAME OF COMPANY]

[PHYSICAL STREET ADDRESS - NO P.0. BOX]
[CITY, STATE - NO ZIP CODE]

DEAR [MR./MRS./MS.] [LAST NAME]:

Uader the authority of Ezecutive Order 12333, dated
December 4, 1281, and pursuant to Title 18, United States Code
(U.2.C.), Secticon 2709 (Sectior 201 of the Electronic
Cerirunicaticons 2rivacy Act of 1986) (as amended, October 26,
2001), youa are hereby requested to provide to the Federal Bureau
of Investigation (FBI} the name, address, leagth of service, and
“ccal and long distance toll billing records associated with the
fo_lowing:

[NAME, IF KNOWN]
[TELEPHONE NUMBER(S) (000) 000-000]:
[RELEVANT TIME PERIOD]: [ON SPECIFIC DATE(S)]

or [FROM [SPECIFIC DATE] to
[SPECIFIC DATE] or [PRESENT]

[OPTIONAL] If the time period noted above is to the
"present,” that term 1s interded teo reguest infeormation te the
date cf the processing of this request. If providing information
tc the date of processing is not feasib’e, please provide
inferration toe the date of receipt of this request.

In accordance with Title 12, U.5.C., Section 2709(b), I
certify that the information scought is relevant to an authorized
investigation to protect against internaticnal terrcrism oc
clandestine intelligence activities, and that such an
investigation c¢f a United States person 1s not conducted solely
on the basis of activities protected by the first amendment to
the Censtitution ¢f the United States.
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[Certificaticen: The nondisclosure reguirement is net an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Inveoking the Nondisclosure Requirement) then include
the language in the following 3 paragraphs in the NSL.]

Ia accordance with 1¢ U.S.C. § 2709(c) (1), I certify
that a discleosure of the fact that the FBI has sought or obtained
access to tae information sought by this letter may endanger the
naticnal security of the United States, interfere with a
c¢riminal, counterterrorism, or counterintelligence investigation,
interfere wita diplematic relations, or endanger the life or
rhyvsical safety of a person. Accordingly, 13 U.3.C. § 2709(c) (1)
and (2) proxibits you, or any officer, employee, or agent of
vours, freom discleosing this letter, other than to those to whom
disciosure is necessary Lo comply with the letter or Lo an
attcrney to cobtain legal advice or lega. assistance with respect
tc this letter.

In accordance with 18 U.S.C. § 2709{(c) (3}, you are
directed to notify any persons to whom vou have disclosed this
_etter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
_etter to anyone else.

Tn acceordance with 18 U.8.C, & 2709{c) (4}, if the FRT
asks for the infermation, you should identify any person to whom
such disclosure has been made or to whon such discleosure will be
nade. In no instance will you be required to identify any
attcrney to whom disclosure was made or will be made in order to
obtain legal advice or legal assgistance with respect to this
request.

[ITnclude the following language in all NSLs. ]

In accordance with 1€ U.5.C. & 351ll1l¢a) and (b) (1), you
have a right to challenge this request 1f compliance would be
unreascnable, oppressive, or otherwise unlawful and the right to
chal’enge the neondisclesure requirement set forth above,

In accordance with 1¢ U.S5.C. § 3511{c), an unlawful
fallure to comply with this letter, inc.uding any nondisclosure
requirement, may result in thke Urited States bringing an
enfercement action.

You are requested to provide records responsive to this
request [personally to a representative of the [DELIVERING
DIVISION] OX through use of a delivery service to [OFFICE OF
ORIGIN] OR through secure facsimile] within [xzzzz] business days
of receipt of this rcquest.

Any questions you tave regarding this request should be
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directed only teo the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], depending on whether service is persconal or through a
delivery service]. Due to security considerations, you should
ne:ther send the records through routine mail service nor
disc_.cse the substance of this request in anv telephone
cenversation.

Your cocperation ir this matter is greatly appreciated.
Sircerely yours,
[ADIC/SAC NAME]

[ASSISTANT DIRECTOR IN CHARGE/
SPECIAL AGENT IN CHARGE]

NSL VIO-32017



ALL- THFORMATION -CONTAINED
ATTACHMENT DATE 12-12-2007 BY 85179 dubs

n preparing your response to this Naticnal Security Letter, vou
shou’d determine whether your company maintains the following
types of information which may be considered by you to be toll
billing records in accordance with Title 1%, United Staltes Code,
Secticn 2703

b2
b7E

We are not requesting, and you should not provide, information
pursuant to tals request that would disclose tae content of any
electronic communication as dellred in Title 13, United States
Ccde, Section 23101(0).
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{Rev, 08-28-2000)
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_ Drafted By:  [LAST, FIRST, MIDDLE: INITIALS]

e

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2006

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

[COUNTERTERRORISM/ Attn: [UNIT]

COUNTERINTELLIGENCE /CYBER]

[REQUESTING OFFICE] Attn: S5A [SQUAD SUPERVISOR]

SA [CASE AGENT]

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
[Bquad] [X]

[DELIVERING DIVISION] Attn: S5S5A [SQUAD SUPERVISOR]

{1f using perscna. service) [Squad] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000)000-0000]

Approved By: [ADIC NAME {(ILF APPLICABLE}] [SAC NAME]
[ASAC NAME]
[CDC NAME]
[SSA NAME] PHATION CONTAINED

A UNCLASSIFIED EXCEFT
OWH OTHERWISE

Case ID #:-))) [CASE FILE NUMBER]  (?ending)

Title: . }&{  [SUBJECT] DA

[AKA [ALIAS] (IF APPLICABLE) ¢ 179 duk/ksr/gel
[FCI/IT - FOREIGN POWER] igim

[CO: OFFICE OF ORIGIN]

Synopsis: (U) Approves the isgsuance of an ECPA National Security
Letter (NSL) for electronic communications transactionrnal rezords:
provides reporting data: and, 1f necessary, transmits the NSL for
delivery to the electronic communications service provider.

..... e 3 °M
D i n: [10 Years from ]

BEr
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SERRET
78}\ [DELIVERING DIVISTON] From: [DRAFTING DIVISION]
Re: D [CASE FILE NUMBER, 00/00/2006]

hﬁéféféﬁce:~jxq [CASE FILE NUMBER SERTIAL XXX]

Enclosure(s}): (U) Enclosed for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is personal or through
restricted delivery service or fax] is an NSL dated [00/00/20061,
addressed tec [COMPANY POC NAME], [TITLE, (if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP CODE if
using persconal service], rcquesting the names, addresscs, lengths of
service, and electronic transactional records for the [e-mail/IP]
address holder(s) listed.

Details: P& A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/
INTERNATIONAL TERRORISM] investication of subject, a [U.S,
PERSON/NON-U.S. PERSON], was atthorized in accordance with the
Attcrney General Guidelines because [Give a full explanation of the
justification for copening and maintaining the investigation on the

- subject. Barebones facts will not suffice and will cause the request

1 R

tc be rejected for legal insufficiency]. These electronic
cerimunications transactional reccords are being requested to  [Fully
state the relevance of the requested records to the investigation].
"""" ‘“2?5( This electronic communication documents the [APPROVING
OFFICIAL’s] approval and certification of the enclosed NSL. For
nandatory reporting purposes, the enclosed NSL seeks electronic
ccnmunicaticn transactional records on [NUMBER OF] [e-mail/IP
address{es)] from [ISP #1]; [NUMBER QF] [e-mail/IP address{es}] from
[ISP #2], etc. [In the case of multiple addresses to the same ISP, if
you know how many different persons attach to those addresses, please
state. If request is for person{(s) other than the subject of the
investigaticn or in addition to the subject of the investigation,
please state USP statusgs of those persongs. In other words, do your
best to give as much information as you can, for congressional
reporting purposes.|]

() Arrangements shorld be made with the electreonic
ccrrunications service provider to provide the records [personally to
an emplovee of the DELIVERING division OF through use of a delivery
service or secure fax to OFFICE OF ORIGIN] witnhin [NUMBER OF]
business days of receipt of this request. The electronic
cenrunications service provider should neither send the recozds
thrcugh reoutine mail service nor utilize the name of the subject o
the request in any telephone calls to the FEIT,

[Certification and Activation of the Nondisclosure Requirement: There
is neo longer an autcmatic prohibition that prevents the recipient of
a National Security Letter from disclosing that the FBI has requested
the information. To activate the nondisclosure requirement, the

fBﬁﬁgT
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DT
T [DELIVERING DIVISION] From: [DRAFTING DIVISION] Re:
[CASE FILE NUMBER, 00/00/2006]

senicr FBI cfficial approving this EC must use Option 1 below and
include in the EC (but not in the NSL) a brief statement of facts
that justify the nondisclosure requirement. Option 2 is to be used
in all cases where Option 1 is not used.]

DISCLOSURE PROVISIONS

[Option 1 - Invoking Nondisclosure Requirement]

(Y In acceordance with 18 U.S.C. & 2709{¢c) I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI nas scught or obtaired access to the information sought
by this letter may endanger the rational security of the United
Statesz, interfere with a crimiral, counterterrorism, or
ccunterintelligence investigatiorn, interfere with diplomatic

re_aticns, or endanger the life or physical safety of a person.

‘m“”““)gi Bricf statement of the facts justifying my
cert:fication in this case:

[Opticn 2 - Dec¢lining to invoke the nondisclosure requirement]

(U) I, the senior official approving this EC, have
determined that the facts of this case do net warrant activation oI
the ncndisclosure requirements under the applicable National Security
Letter statuate.

[Include the next 2 paragraphs in all ECs.]

() Information received from an electronic communications
service provider may be disseminated in accordance with the Attorney
General Guldelines for FBI Naticral Security Investigations and
Fcreign Intelligence Collectior, and, with respect to dissemination
tc an agency of the United States, only if sach information is
clearly relevant to the autherized respeonsibilities of such agency.

() Mny questions regarding the above can be directed to
'CASE AGENT, telephcne number {(000) 000-0000].

LEAD (s) :

S%SQ?T
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"c: [DELIVERING DIVISION] From: [DRAFTING DIVISION] Re:
[CASE FILE NUMBER, 00/00/2006]

Set Lead 1: {Action)

CENEZAL COUNSEL

AT WASHINGTON, DC

(U) NSLE is requested to record the appropriate information
needed to fulfill the Congressioral reporting regquirements for NSLs.

Set Lead 2: {Info)

[COUNERTERRORISM/COUNTERINTELLIGENCE /CYBER]

AT WASHINGTCN, DC

(J) At [Unit] Read ard Clear,
Set Lead 3: {Action)

[DELIVERING DIVISION - if using personal servige]

[AT CITY, STATE]

(0) Deliver the attached NSL as indicated above, Upon
receipt of information from the electronic communication service
provider, [DELIVERING DIVISION] is requested to submit results to
[DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable].

*e

SRt
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*[DRAFTING DIVISICON]
[STREET ADDRESS]
[CITY, STATE, ZIP CODE]

[MONTH, DAY, YEAR]

[MR./MRS./MS.] [COMPLETE NAME OF POC]
[TITLE, IF AVAILARLE]

[NAME OF COMPANY ]

[PHYSICAL STREET ADDRESS - NO P.O. BOX]
[CITY, STATE - NOQ ZIP CODE]

DEAR [MR,/MRS./MS.] [LAST NAME]:

Under the autheority of Executive Order 12333, dated
Decenkber 4, 1951, and pursuart to Title 18, United States Code
(U.S.C.), Secticn 2709 (section 201 of the Electronic
Ccrurunicaticns Zrivacy Act, as amended, October 26, 2001), you
are hereby requested to provide the Federal 3ureau of
Investigation (FBI) the names, addresses, and length of service
and electronic communications transactional records, to include
ezisting transaction/activity log¢gs and all electronic mail
(e-mail) header information (not to include message content
and/or subjcoct fiecldsi, for the below-listed [e-mail/IP] addrcess
helder ()

[E-mail/IP ADDRESS or ADDRESSES]
[ON A SPECIFIC DATE]
Qr

[FOR THE PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE]
or [FRESENT] ]

If the time period noted above is to the "present,”
that term is intended to request information to the date of the
precessing of this request. If providing information to the date
of prccessing is not feasible, please provide information to the
date <f receipt of this request.

Wnile fulfilling thkis request, please do not disable,
suspend, lock, cancel or interrupt service to the above-described
subscriber (3) or acceounts. A service interruption or degradation
nay alert the subscriber(s)/account users(s} that investigative
acticn is being taken. If you are not able to fulfill this
request without alerting the subscriber/account user, please
centact the requester prior to proceeding,
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[MR./MRS./MS. COMPLETE NAME] Page 2

Ia accordance with Title 18, U.S.C., Section 2709(h), L
cartify that the information scucht is relevant to an authorized
investigation to protect against internaticnal terrorism or
clandestine intelligence activities, and that such an
investigation of a United States perscn is not conducted solely
on the hasis of activities protected by the First Amendment to
the Cecnstitution of the United States.

[Certification: The nondisclosure recuirement isg not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Invoking the Nondisclosure Requirement) then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 1¢ U.5.C. 8 2/09(c){l}), I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information soughkt by this letter may endanger the
naticnal security cf the United States, interfere with a
criminal, couaterterrorism, or counterintelligence investigation,
interfere witna dipleomatic relations, or endanger the life or
phvsical safety of a person. Accordingly, 13 U.3.C. § 2709(c) (1)
and (2) preoaibits vyou, or any officer, employee, or agent of
vours, from disclesing this letter, other than to those to whonm
disc_csure 1s necessary to comply with the letter or to an
attcrney to obtain legal advice or lega. assistance with respect
te this letter.

In accordance with 1€ U.S.C. § 2709(c) {(3), vou are
directed to notify any persons to whom vou have disclosed this
_etter that they are also subject to the nondisclosure
requirement and are therzefore also prohibited from disclosing the
-etter to anyone else.

In accecrdance with 1& U.5.C. § 2709{z) (4}, 1if the FBIL
asks for the information, vou should identify any person to whom
such disclosure has been made or to whomn such disclosure will he
nade. In no instance will you be required to identify any
attcrney to waom disclosure was made or will be made in order to
obtain legal advice or legal assistance with respect to this
request.

[Include the following language in all NSLs.]

In accordance with 1£ U.5.C. § 3511¢a} and (b){(1l), you
have a right to challenge this request if compliance would be
unreascnable, oppressive, or otherwise unlawful and the right to
challenge the nondisclosure requirement set forth above.

In accordance with 1€ U.5.C. § 3511¢{c), an unlawful
fallure to comply with this letter, inciuding any nondisclcosure
requirement, may result in the Urited States bringing an
enfcrcement action.
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[MR./MRS./MS. COMPLETE NAME] Page 2

You are requested to provide records responsive to this
request [personally to a representative of the [DELIVERING
DIVISION] 02 through use of a delivery service to [OFFICE OF
ORIGIN]] within [xxxx] business days of receipt of this request.

Any questicons you have regarding this request should he
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], depending on whether service is personal or through a
delivery service]. Due to security considerations, you should
neither send the records throucgh routine mail service nor
disc_cse the substance of this request in any telephone
conversation.

Your cooperation in this matter is greatly appreciated.
Sincerely,

[ADIC/SAC NAME]

[ASSISTANT DIRECTOR IN CHARGE/
SPECIAL AGENT IN CHARGE]
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ATTACHMENT

-n preparing your response to this request, vyou should determine
whether vyour company maintains the following types of information
which may be considered by ycu to be an electronic communications
transactional record in accordance with Title 18 United States
Ccde Section 2709.

Acccunt information to include:

b2
b7E

We are not requesting and you should not provide information
pursuant tc thils request that would disclose tae content of any
electronic communication as defined in Title 13 United sStates
Code Secticn 2510(%). Subiject lines of e-mails are content
infcrraticn and should not be provided pursuant to this request.

If the records provided are particular_y large we request that
veu provide tals information in electronic format preferably on a
CR-ROM.
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(Rev. 01-31-2003)

s@('r

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2006

To: (General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

[COUNTERTERRORISM/ Attn: [UNIT]

COUNTERINTELLIGENCE /CYEBER]

[REQUESTING OFFIE] Attn: S5A [SQUAD SUPERVISOR]

SA [CASE AGENT]

[OFFICE OF ORIGIN] Attn: 5A [CASE AGENT]
(Squad] [X]

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]

(1f using personal service) [Squad] [X]

From: [DRAFTING DIVISIQON]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [ADIC NAME (IF APPLICABLE) ]

[SAC NAME] : 12-14-2007
[ASAC NAME] SIFIED BY 65179 duk/ksr/gel
[CDC NAME] REASON: 1.4 (o)
[SSA NAME] FY ON: 12-04-2032
() .. Drafted By: [LAST FIRST MIDDLE NAME: INITIALS] . . . i ‘
ALL INFURMATION CONTAINED
: HEPR I8 TRICLASSIFIED EXCEPT
(Uj . Case ID #: s [CASE FILE NUMBER]  (Pending) ot o b
Title: PC [SUBJECT]
[A.K.A.] [ALIAS (IF APPLICABLE) ]
U , [IT/FCI - FOREIGN POWER]
E :l 00: [OFFICE OF ORIGIN]
Synopsié“:“"”‘k( Approves the isstance of an FCRA Section 16%1u(a)
National Security Letter (NSL) for financial institution
~istings; provides reporting data; and, 1f necessary, transmits
the NSL for delivery to the credit reporting company.
(-
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SERRET

"e [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re;wwzgq:[CASE FILE NUMBER, 00/00/2006]
(T

[FULL/PRELIMINARY] Investigation Instituted: EZ@:[OO/OO/QOOG]
Reference: - 3] [CASE FILE NUMBER Serial XXX]

Enclosure (s} : (1) Ernclosed for [DELIVERING DIVISION or OFFICE
OF ORIGIN, depending on whether service is personal or through
restricted delivery service or fax] is an NSL dated [00/00/2005],
addressed to [COMPANY POC NAME], [TITLE {if available}], [COMPANY
NAME ], [COMPANY ADDRESS - NO P.0O. BOX], [CITY, STATE - NO ZIP
CODE if using perscnal servicel, requesting the names and
addreszsses of financial institutions at which the listed consumer
na‘ntains or has maintained an account.

Details: J&{ A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/
INTERNATIONAL TERRORISM] investigation of subject, a [U.S§,
PERSON/NON-U.S. PERSON], was atcthorized in accordance with the
Attcrney General Guidelines because [Give a full explanation of

- the justification feor opening and maintaining the investigation

of the subject; barebones facts will not suffice and will cause
the request teo be rejected for legal insufficiency.] This
financial instituticn informatior is being requested to [Fully
state the relevance of the requested records to the
investigaticn].

iIIh ““:Pii This electronic communication deocuments the
[APPROVING OFFICIAL’s] approval and certification of the enclosed
NSL. Fer mandatory reporting purposes, the enclosed NSL seeks
the financial institution listings for [NUMBER OF] individual(s)
fror [eredit reporting company #1); [NUMBER OF] individual (s)
from [credit reporting company #2], etc. [If there are requests
from multiple reporting companies for the same person, please
state. If request is for person(s) other than the subject of the
investigaticn or in addition to the subject of the investigation,
please state USP status of those persons, In other words, do your
best to give as much information as you can, for congressional
reporting purposes. ]

(U) Arrangements shkould be made with the credit
repcrting company to provide the records [personally to an
employee of the DELIVERING DIVISION cr through use of a delivery
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF]
busincss days of rcceipt of this request. Thc credit reporting
cenpany sneald neither send the records througn routine mail
de’ivery nor uatilize the name of the subject of the request in
any telephone calls to the FEI.

DISCLOSURE PROVISIONS
P> ol
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Te [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Res.- [CASE FILE NUMBER, 00/00/2006]

o

tU)mm

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a National Security Letter from disclosing that the
FBI has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Opticon 1 below and include in the EC (but not in the NSL) a brief
statement of facts that justify the nondisclosure requirement.
Option 2 is to be used in all cases where Option 1 is not used.]

[Opticn 1 - Invoking Nondisclosure Requirement]

(U) In accordance with 18 U.S.C. § 2709{c) I, the
senior official approving this REZ, certify that a disclosure of
the fact that the FBI has scughkt or obtained access to the
infcrraticon scught by this letter may endanger the national
security of the United States, irnterfere with a criminal,
ceunterterrerism, or counterintelligence investigation, interfere
with diplematic relations, or endanger the life or physical

safety ¢f a person.

WWM.M>%6 Brief statement of the facts justifying my
certificaticon in this case:

[Opticn 2 - Declining to invoke the nondisclosure requirement]

(0) I, the senior cofficial approving this EC, have
determined that the facts of this case do not warrant activation
of the nondisclosure requiremerts under the applicable MNational
Security Letter statute.

[Include the next 2 paragraphs in all Ecs.]

(0) Infeormation received herein from a credit
repcrting company may be dissemirated in accordance with the
Attcrney General Guidelines for FBI National Security
nvestigations and Foreign Irtelligence Collection, sublect to
the fellowing statuteory limitaticn. Dissemination of such
nferration is limited to otlher Federal agencics as may be
necessary for the approval or corduct of a feoreign
counterintelligence investigatior, or, where the information
concerns a perseon subject to the Unifornm Code of Military
Justice, tec apprepriate investigative authorities within the
niZitary department ceoncerned as may be necessary for the conduct
of a Jjoint foreign counterintelligence Znvestigation.

sw
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To: _ [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: ﬁ({mss FILE NUMBER, 00/00/2006]

(U}  Any questions regarding the above can be directed
to [CASE AGENT, telephone number {(000) 000-0000.]

spuEr
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"c: _ [DELIVERING DIVISION] From: [DRAFTING DIVISION]
o) "Re:. 3R [CASE FILE NUMBER, 00/00/2006]
LEAD (s) :

Set Lead 1: (Acticon)

CENERAL COUNSEL

AT WASHINGTON, DC

(UJ) NSLB is requested to record the appropriate
nfcrration needed te fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Info})

[COUNTERTERRORISM/COQUNTERINTELLIGENCE /CYBER]

AT WASHINGTON, DC

(U) At [Unit] Read ard Clear

Set Lead 3: (Acticn)

[DELIVERING OFFICE - if using personal service]

[AT CITY, STATE]

() Deliver the attached N3L as indicated above, Upon
receipt of information from the credit reporting company,
[DELIVERING DIVISION] is requested to submit results to [DRAFTING
DIVISION] and [OFFICE OF ORIGIN, if applicable],

e

P
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(Rev. 01-31-2003)

-

U

e

Drafted By: [LAST FIRST MIDDLE NAME: INITIALS]

=G

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2006

To: (General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

[COUNTERTERRORISM/ Attn: [UNIT]

COUNTERINTELLIGENCE /CYEBER]

[REQUESTING OFFICE] Attn: S55A [SQUAD SUPERVISOR]

SA [CASE AGENT]

[OFFICE OF ORIGIN] Attn: 5A [CASE AGENT]
(Squad] [X]

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]

(1f using personal service) [Squad] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (Q00) 000-0000]

Approved By: [ADIC NAME (IF APPLICABLE) ]

[SAC NAME ] LDATE: 12-04-2007
RE 1.4 jc}
{ggﬁ Em; ME } DECLASSTIFY N 12-04-2032

P ALL INFORMATION CONTAINED
Casga ID #>< [CASE FILE NUMBER] (Pending) HEERE UNCLASSIFIED EXCEPT
VHERE $HOWH OTHERTSE

Title: D% [SUBJECT]

[A.K.A.] [ALIAS (IF APPLICABLE)]
[IT/FCI - FOREIGN POWER]
00: [OFFICE OF ORIGIN]

Synopsis: (U) Approves the isstance of an FCRA Section 1631u(hb)
Naticnal Security Letter (NSL) for consumer identifving

inferratien; provides reporting data; and, if necessary,
transrits tae NSL for delivery to the credit reporting company.

>S( Derive + =
Declassi o years £ EC]
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Te [DELIVERING DIVISION] From:  [DRAFTING DIVISION]

Re: ] [CASE FILE NUMBER, 00/00/2006]

[FULL/PRELIMINARY] Investigation Instituted: (35) [00/00/2006]

Enclosure (s} : {U) Enclosed for [DELIVERING DIVISION or QFFICE
OF ORIGIN, depending on whether service is personal or through
restricted delivery service or fax] is an NSL dated [00/00/2006],
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP
CODE if using perscnal service], requesting consumer identifying

inferration relating to the corsumer listed,

Detaile““IS(: A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/
INTERNATIQNAL TERRORISM] investication of subject, a [U.S,
PERSON/NON-U,S, PERSON], was acthorized in accordance with the
Attcrney General Guidelines becatse [Give a full explanation of
the justificaticn for opening and maintaining the investigaticon

- on the subject; barebones facts will not suffice and will cause

the request to be rejected for legal insufficiency]. This
cecnsuner identifying information is being requested to [Fully
state the relevant of the requested records to the
investigation].

‘“)53 This electronic communication documents the
[APPROVING OFFICIAL’s] approval and certificaticon ©f the enclosed
NEL.. For mandatery reporting purposes, the enclosed NSI seeks
censurcr identifying information for [NUMBER OF] individual (s)
from [credit reporting company #1]; [NUMBER OF] individual (s)
from [credit reporting company #2], etc. [If there are requests
from multiple reporting companies for the same person, please
state. If request is for person{s) other than the subject of the
investigaticon or in addition to the subject of the investigation,
please state USP status of those persons. In other words, do your
best teo give as much information as you can, for congressicnal
reporting purposes. ]

() Arrangenents stouvld be made with the credit
reperting company to provide the records [persconally to an
employee c¢f the DELIVERING DIVISION or through use of a delivery
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF]
business days of receipt of this request. The credit reporting
cempany shodld neither send the records throuagh routine mail
service nor utilize the name of the subject of the request in any
telepheone calls to the FBI.

NSL VIO-32033
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Te [DELIVERING DIVISION] From: [DRAFTING DIVISION]

) ~__Re: ) [CASE FILE NUMBER, 00/00/2006]

DISCLOSURE PROVISIONS

[Certificaticon and Activation of the Nondisclosure Requirement:
There is neo longer an automatic prohibition that prevents the
recipient of a National Security Letter from discleosing that the
FBI has requested the information. To activate the nondisclesure
requirement, the senior FBI official approving this EC must use
Opticon 1 below and include in the EC (but not in the NSL) a brief
statement of facts that justify the nondisclosure requirement.
Opticn 2 is to be used in all cases where Option 1 is not used.]

[Option 1 - Inveking Nondisclosure Requirement]

(1) In accordance with 18 U.$.%, § 2709{(¢c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has scought or obtalned access to the
‘nfecrraticn scught by this letter may endanger the national
security of the United States, irterfere with a criminal,
ccunterterrcrism, or counterintelligence investigation, interfere
with dipleomatic relations, or endanger the life or physical
safety of a perscn.

""" o IR Brief statement of the facts justifying my
certificaticn in this case:

[Opticn 2 - Declining to invoke the nondisclosure requirement]

(0) I, the senior official approving this EC, have
deterrined that the facts of this case do not warrant activation
of the nondisclosure requiremerts under the applicable National
Security Letter statute.

[Include the next 2 paragraphs in all ECs.]

(U)  Tnformation received herein rom a credit reporting
cenmpany may be disseminated in accordance with the Attorney
General Guaidelines for FBI Natioral Security Investigations and
Fcreign Intelligence Collectior, subject to the following
statutory limitation. Dissemiration of such information is
_imited to other Federal ager.cies as may be necessary for the
approval or conduct of a fereign counterintelligence
investigaticon, or, where the irformation concerns a person
subject tc the Unifeorm Code of Military Justice, to appropriate
‘nvestigative authorities within the military department
cencerned as may be necessary for the conduct of a “oint foreign
ccunterintelligence investigatiorn,

s\ﬁ{r
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Rg;_ﬁ.)?{ [CASE FILE NUMBER, 00/00/2006]

(U) Any questions regarding the above can be directed
to the [CASE AGENT, telephone number (000} 000-0000.]

St
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Te [DELIVERING DIVISION] From: [DRAFTING DIVISION]

~Reg. “)ﬁi [CASE FILE NUMBER, 00/00/2006]

LEAD (5) :
Set lead 1: (Acticn)

GENERAL COUNSEL

AT WASHINGTON, DC

(1)) N3SILB iz requested to record the appropriate
inferration needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Info)

[COUNTERTERRORISM/COUNTERINTELLIGENCE /CYBER]

AT WASHINGTON, DC

(U} At [Unit] Eead ard Clear

Set lead 3: (Acticn)

[DELIVERING OFFICE -if using personal servicel

[AT CITY, STATE]

(0) Deliver the allacled NSL ag indicaled above., Upon
recelpt of information from the credit reporting company,
[DELIVERING DIVISION] is reqrested to submit results to [DRAFTING
DIVISION] and [OFFICE OF ORIGIN, if applicablel,

*e

e
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(Rev. 01-31-2003)

e

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2006

To: (General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

[COUNTERTERRORISM] Attn: [UNIT]
[REQUESTING OFFICE] Attn: 55A [SQUAD SUPERVISOR]
S5A [CASE AGENT]
[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
(Squad] [X]
[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]
(1f using personal service) [Squad] [X] ALk INFORNATION CONTATNED

HEREIN 1% UMCLASSIFIED EXCEFT
WHERE SHOWH OTHERUISE
From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]

Contact: [CASE AGENT, telephone number (Q00) 000-0000]

Approved By: [ADIC NAME (IF APPLICABLE)] SiiE: 12-08-2007
[SAC NAME] . =IFIEDL BY 65173 deh kst /gcl
[ASAC NAME] 79wl fesr

;1.4 (o)
{ggﬁ EAMEM % SRIFY 0N 1250452092

in._hmmprafted By: [LAST FIRST MIDDLE NAME: INITIALS]
Case-mib'“#:--}( [CASE FILE NUMBER] (Pending)

Title;ww3§< [SUBJECT]
it])””~~~““”‘ [A.K.A.] [ALIAS {(IF APPLICABLE)]
[IT/FCI - FOREIGN POWER]
00: [OFFICE OF ORIGIN]

Synopsgis: (U) Approves the isstance of an FCRA Section 1681v
Naticnal Security Letter (NSL) for a fu-l credit report in an
internaticnal terrorism investigation; provides reporting data:
and, if necessary, transmits the NSL for delivery to the credit
repcrting company.

K Derived From—oc-2.
e

iy
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Do [DELIVERING DIVISION] From: [DRAFTING DIVISION]

iU}MA

Uy

Re: P [CASE FILE NUMBER, 00/00/2006]

[ FULL/PRELIMINARY ] Investi’ga{iaﬁ“"ih‘s“t‘i'tuted-:--~--.>:( [00/00/2006]

Referenca: »¢) [CASE FILE NUMBER Serial XXX]

Enclosure(s}): (U) Enclosed for [DELIVERING DIVISION or OFFICE
OF ORIGIN, depending on whether service is personal or through
restricted delivery system or fax] is an NSI. dated [00/00/2006],
addressed to [COMPANY POC NAME], [TITLE {(if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP
CODE if using perscnal service], requesting a full consumer
credit repert and all informatior in its files relating to the

_cecnsurer listed.

Details: - PX{ A [FULL/PRELIMINARY] international terrorism
Znvestigaticn of subject, a [U.S. PERSON/NON-U,S8. PERSON], was
autherized in accerdance with the Attorney General Guidelines
because [Give a full explanation of the justificatieon for opening

.. and maintaining the investigation on the subject; barebones facts

will not suffice and will cause the regquest to be rejected for
legal insufficiency]. This full credit report is being requested
tc [Fully state the relevance of the requested records to the

investigatiocn].

This electronic communication documents the
[APPROVING OFFICIAL’s] approval and certification of the enclased
NSL. For rcperting purpeoscs, the cnclosced NSL sccks the consumer
cred t report of [NUMBER OF] irdividual(s) from [credit reporting
company #1]; [NUMBER OF] individual(s) from [credit reporting
company #2], ctc. [If there are requests from multiple reporting
ceompanies for the same person, please state, If request is for
person(s) other than the subject of the investigation or in
addition to the subject of the investigation, please state USP
status. In cther words, deo your best to give as much infermation
as you can, for congressional reporting purposes.]

(0) Arrangenents stouvld be made with the credit
reperting company to provide the records [personally to an
employee of the DELIVERING DIVISION <r through use of a delivery
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF]
business days of receipt of this request. The credit reporting
cempany shoald neither send the records throuagh routine mail
de’ivery nor utilize the name of the subject of the request in
any telephone calls to the FEI.

>
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SeGr

"c:  [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re>°< [CASE FILE NUMBER, 00/00/2006]

DISCLOSURE PROVISIONS

[Certificaticn and Activation of the Nondisclosure Requirement:
There is no leonger an automatic prohibition that prevents the
recipient of a Natiocnal Security Letter from disclosing that the
FBI has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Opticon 1 below and include in the EC (but not in the NSL) a brief
statement of facts that justify the nondisclosure requirement.
Opticn 2 is to be used in all cases where Qption 1 is not used.]

[Cptieon 1 - Inveking Nendiscleosure Requirement]

(U} In acceordance with 18§ U.S.7, § 2709{c} I, the
senicr cofficial approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access te the
nfcrraticn scught by this letter may endanger the national
security of the United States, interfere with a criminal,
ccunterterrcorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical

_safety of a person.

“MZ§<:Brief statement of the facts Jjustifying my
cert:fication in this case:

[Opticn 2 - Declining to invoke the nondisclosure requirement]
(U) I, the senior c¢official approving this EC, have
deterrined that the facts of this case do not warrant activation

of the nondisclosure requiremerts under the applicable National
Security Letter statute.

[Tnclude the next 2 paragraphs in all ECs.]

(0}  Information received herein from a credit
repcrting company may be dissemirated in accordance with the
Attcrney General Guidelines on Naticonal Security Investigations

and Fcreign Intelligence Collection

(0) Any questions regarding the above can be directed
tc the [CASE AGENT, telephone number (000) 000-0000.]

>
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Te [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Res [CASE FILE NUMBER, 00/00/2006]
LEAD (s) :

Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) HSLB is requested to record the appropriate
infcrraticen needed to fulfill the Congressiconal reporting
requ-rements for NSLs.

Set Lead 2: (Info}

COUNTZRTERRORIGM

AT WASHINGTON, DC

(1) At [Unit] Eead ard Clear
Set lead 3: (Acticn)

[DELIVERING OFFICE- if using personal servicel

[AT CITY, STATE]

(U) Deliver the allacled NSL as indicated above. Upon
recelpt of information from the credit reporting company,
[DELIVERING DIVISION] is reqrested to submit results to [DRAFTING
DIVISION] and [OFFICE OF ORIGIN, if applicablel,

*e

et
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From: (OGC) (FBI) bc
Sent: ursda \ 12:48 PM
To: OGC) (FBI)
Subject: FW: improper NSL collection
----- Original Me:
From: mwm (FBI)
Sent: - 6 PM
To:
Ce:
~{OGL) (Fen)
Subject: PW: improper NSL collection

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

----- Original Messangaazss
From: i QGC; (FEI)
Sent: uesday, November 22, 2005 2:05 PM
To:
Cc: (OGC) (FBI); THOMAS, JULIE F. {OGC) (FBI) I)GC)(FBI);
C) (FBI)
Subject: TMproper oL collection

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Duplicate emails "A" file Vol 1 pages 113&114
NSL VIO-32041
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Thank

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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b2
b7E
b6
b7C

b2
b7E
b4
b7D
b5
bé
b7cC

SPeRET

From: | |(OGC) (FBI)
Sent: } 07 9:03 AM
To: OGC) (FBI) DATE: 11-3

Subject: FW.
SENSITIVE BUT UNCLASSIFIED FEAZON: 1.4
NON-RECORD DECLASSIFY 0H: 11-25-2032

They need to do 1OBs and sequester the information. | will send them an email again to that
effect to remind them, so you don't have to address this right away, but in the long run you will
need to follow up and make sure it got done.

And | will also send you a series of emails that explains the problem.
----- Original Messatesac
From: (OGC) (FBI)
Sent: { 7145
To: (FB1) [ | JFB1);
=3¢}
Cc: LRE F,;BIT)I [
Subject: .
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
——---Onginal NSl
From: (FBI)
Sent: 6:08
To: Gt Il kren;
a1 _I(FB[)
Cc: QGC) (FBI
Subject: l

SENSITIVE BUT UNCLASSIFIED
RECORD 197A-HO-C63379

NSL VIO-32043
sDedCT

19 dhh S el

b2
b7E
b4
b7D
b5
bo
b7C

b5
bé
b7C



{7

SEBRET

1
2
3>|
2

7)

6)| |
8)

)|
10

c know if these were over collections. | have been working witt_____|
bin this problem and have prepared a FD-962-Possible [OB Repart for all 0

Thanks,

L

vely.
b2
J bTE
b6
bh7C

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-32044
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From: (OGC) (FBI} be

Sent: 12 PM b7C

To: OGC) (FBI)

Subject: . emergency disclosure provision

SENSITIVE BUT UNCLASSIFIED

NON-RECORD ALL INFORMATION LONTAINED
HEREIN I35 UNC FIER

FYI

To answer your question, | still have another stack of emails to find all of the
guidances. | often sent documents 10 go on our website throug 0 put on the
website, so | am now checking all my emails to her.

-----Qriginal Messate_ .
From: i Josc) (Fer) bo
Sent: Friday, April 07 17 PM bh7cC

To: OGC)(FBI)
<o OGC)(FBI):lm) (FBD)
Subject: FW: 2702 emergency disclosUre provision

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Can you please add the document that is in the below email to our national security letter
webpage. Please put it on the right side, under "Resources” and put a link entitled "Emergency
Disclosure™ to this document. Thanks much!

----- Original Messga

From: QGC) (FBI) b6
Sent: 14 PM g

Tor CTD) (FEI) b7C
Cc: l JOGC)(FBI)

Subject: 2702 emergency disclosure provision

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

My computer just kicked in, so here are your documents - the EC and attached sample letter.
kD

emergency
disclosure final gui...

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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bé
b7C

b2
b7E
b4
b7D
b5
b6
b7cC

From: !OGC) (FBI)
Sent: M

To: focc) e
Subject: FW|
SENSITIVE BUT UNCLAESSTFTED
NON-RECORD ALL INFORMATION CONTAINED
HEREIN IS UNDC 33
DATE 11-2%-2007 BY 65172 dubykar/gcl
fyi

----- Original Mess b2
Erom: t _Jcoso) (e hTF

Sent: 6 11:11 AM :
To: FFB]) b4
Subject; Bb7D

SENSITIVE BUT UNCLASSIFIED hé
NON-RECORD 7

Yes. | think we need o asDo find out for us.

~—---Original (essa0eee ‘
From: (FBT)
Sent: Tuesday, October 10, 2006 10:29 AM _
To: ~ JoG6C) (FBI) b2
Subject: bIE
SENSITIVE BUT UNCLASSIFIED {b4
NON-RECORD b7D
b5
b§
b7¢C
----- Origj
From: i IOGC) (FBI)
Sent: 06 8:19 AM
To: (FBI)
Subject:
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
Thanks for the info.l |
b2
-=--Original Mes p— Zb7 E
From: FBI) .
Sent: ﬁ!mmmm;*mos 3:40 PM :b 3
b7C

NSL VIO-32046
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b5
h6
bh7C

To:| Josc (rer)

kren)

(Z:10)|

| ‘425D

| [G:=29)

Ce: ‘
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

et al.,

NSL VIO-32047
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b7E
b4
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b2
b7E
b4
b7D
b5
bé
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SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-32048
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ALL THFORMATION COWTATHED
HEREIN TH UNCLESSIFIED

From: I(ogc) (FBI) DATE 11-28-2007 BY §5179 dauki/kat/gel
Sent: Wednesday, April 05, 2006 9:31 AM

To: _ERL All CDCe

Cc:

Subject: — v TUBS

SENSITIVE BUT UNCLASSIFIED
NON-RECODplicate email "A" file Vol 1 page 123

Ir
Zb 6 q!Jiginal Me -
b7C From: OGC) (FBI)
Sent! 2 PM
To: {FBI}
Ce | C) (FBL)

NSL VIO-32049



Duplicate email "A" file Vol 1 page 124
Subject: IOBs

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

|

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-32050



MessageFron: (06¢) (FBI) Lo
Sef : 10 M o
To: (06C) (Fe1) bic
Sub n re signature on NSLs/retiring SAC
UNCLASSIFIED

NON-RECORD

IMessage. txt

o2l o
~1 Oy

fe ke

06C) (FBI)

005 11:34 MM

. (0sC) (FBI) .
SUP)eCt: FW: QUESTION re signature on NSLs/retiring SAC
Importance: High

UNCLASSIFIED
NON-RECORD

can you direct me to an EC that speaks to the question below?

[;;;;;;;;;:;;;;;;;:10unsel

Counterterrorism Law Unit I
National Secur1t¥ Law Branch
Lff] ral Counsel, FBI

-3 oy D

<2

Page 1

NSL VIO-32054




fa]
N/

S

biE
(e IMessage.txt
From! FBI -
Sent , 12:10 M i)t
To! 06C) (Fe) N biC
Sub signature on NSLs/retiring SAC

UNCLASSIFIED
NON-RECORD

=

b2
DTE
b3

W g
bic

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

page 2

NSL VIO-32055



b2 From: (OGC) (FBI)
: Sent: 21PM
sz E To: FBI}
b& Ce: [oGe) Fei foco)
b7cC (FBI)! |(OGT) (FBI) FBI_ALL CDCs
Subject: RE: status o of the NSL
UNCLASSIFIED ECLASSTFIED ‘BY 65179 duk
NON-RECORD
-----Qriginal
From: BI})
Sent: 11:09 AM
To: 0GC) (FRILEBL ALLCDCS
cc: [oGo) (reny bao) (ren
(OGG) (FBL)

Subject: RE: USP status of SUBJECT of the NSL

UNCLASSIFIED
NON-RECORD

For most FBI personnel {certainly a if you speak in terms of the “subject” we
understand that to be the subject of mreease.

Even if we request NSL info for a third party - that info is conceming the "subject” of the case.
Duplicate emailil chain "A" file Vol 1 pages 181-182

----- Origd
From: OGC) {FBI)
Sent: uesday, Uctober 21, 0:43 AM

ce | fscy rerd Josc) ¢rn) |
TOGC) (FBL)
Subject: USP status of SUBJECT of the NSL

UNCLASSIFIED
NON-RECORD

NSL VIO-32067
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b7D
b6
From: OGC) (FBI} bi7c
Sent: 1:14 PM
To: (FBI)
Ce: 0GC) (Felf jose) iy
Subject: " — L
SENSITIVE BUT UNCLASSIFIED ALL TNFORMATION CONTAINED

NON-RECORD
175 duh/kor/dol

q:ailed this am to ask if the meeting could be next Thursday at 10. We within NSLB have
not dealt with him so | think we would like the meeting to go forward. | don't see this as getting

b6 very technical since that's not NSLB's haliwick. | certainly would objection to doing
BIC another meeting wit S0 unles as objections (an lease tell me if you do - |
o am not sure if you uld like to go forward at
this i ith you al affect your unit will be made
withot input.
o b4
-----Origina g
From: :D /D
Sent: b6
Ta: k
Cc: 0GC) (FBI) bic
Subject:
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
b6
b7C | also have worked wit and am available and would like to attend if the

ould like to (and probably should) attend, so I'm wondering if it would

meetinF occurs while is still away. But | think that this is something
possible to move the meeting to the following week so that he can do so?

From | [0GC) (FBI) b4
rom: .
Sent: m 7:41 AM b7D
To: OGC) bé

ce | CGC) (FBL 06C) (FI\I:I]E | b

FBI

E] IOGC) (FBI) (OGC)'[FBI)
Subject: RE

SENSITIVE BUT UNCLASSIFIED

Duplicate email chain "A" file Vol 1 page 190

Yes, this iC’hat | talked to.| e that you have a good relationship with
him. But since you will be gone, mayb could attend.

————— Original Messadtaaass
From: JcosC) (FB1
Sel November 08, 2006 6:33 PM
To QGC) (FBI); CAPRONI, VALERIE E. (OGC) {FBI); THOMAS, JULIE F.

[N CER T

)
EOGC) (FB1)

NSL VIO-32069
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DECLASSIFIED -BY- 65178 -dubi/kar fged
.. 11-23-2007

From: | |(OGC) (FBI} )
Sent: ursday, July 20, Of P b6

To: , GC) (FBI 0GC) (FBI: b7C
.m:'_mfoeca (FBI)| DI} (FBIl
OGC) (FBI) ‘
SEeRET
RECORD 315
bb
b2
b7E
b2
b5
b2
b7E
Any thoughts?
—DERED-FROM—C=FR] ¥ = I u igence
- ats
D EAS S IHCATION-EBXEMPHON-4+—

NSL VIO-32077



From:
Sent:
To:
Subject:
SENSITIVE BUT UN

NON-RECORD DATE 12-06-2007° BY 65179 Akl ar /a0l

Back in |ate 2005, we sent this around to clarify what should be done with improperly obtained
material. |'ll logk for other documents from 2006,

----- Original Me aass
From: | GC) (FBI)
Sent: Uesday, NOVEMDET Z¢, 2:05 PM

To:

Lo QGC) (FBIY; THOMAS, JULIE F. {OGC) (FBI)I OGCXFBI);
C) (FEI}
Subject: improper conection

SENSITIVE BUT UNCLASSIFIED puplicate this file pages 27828
NON-RECORD

Thanks

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-32099
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b7E
b4
b7D
b5
b6
b7C

b2
b7E
b4
b7D
b5
be
b7C

From: !(OGC) (FBI)
Sent: : M

i)

To: OGC) (FBI)

Subject: B i iR CONTAT
SENSITIVE BUT UNCL *;m"ﬁggf" ;’i’"”géiiif
NON-RECORD DATE 12-12-2007

From: i _JoGc) (rer)

b4
b7D
hé
h7C

65179 duki/kRery el

Sent: 2006 11:39 AM
To: (FBI) b2
Subject: % : e
ubject b7
SENSITIVE BUT UNCLASSIFIED b4
NON-RECORD B7D
b5
bé
b7C
----- Original —
From: (FB1)

Sent: Thursday, December 07, 2006 11:22 AM
To: |(oecy (FBI)
Subject:

SENSITIVE BUT UNCLASSIFIED

NON-RECORD
----- Ori

From: !(OGC) (FBI)

Sent: 06 9:52 AM

To: (FBI)

Subject:

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Anything new on this? b2
b7E
b4
b7D
b6
b7C

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

NSL VIO-32100



b2
D7E
b4
k7D
bé
b7cC

b2
b7E
b5
b6
b7cC

e

From:

Sent: :
To: 0OGC) (
Subject: FW: [OBs

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

FYI-rethd __ JioBs

----- Original
From:
Sent:

To:
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

:We're working on it. Thanks

0GC) FBl) D6
b7C

D PM
FBI}

L, X
DECLESSIFY DN 12-06-2032

---=-0riginal Jassascces
From: QGC) (FBI)
To: EBI)

kernd IFBI)}

—1
Cc: | fren
Subject: T1085

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

)eenl |G

[FEn

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Qinal Messpitaces Y
From: i FBI)

NSL VIO-32105

b7E
b6
b7cC

b2
b7E
b5
hé
bh7C



SESRE T

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-32107
SEQMCT



dMessage. txt

&
—1 35

T Py
<2

(06C) (FBI)

(0GC) (FBT)

to

UNCLASSIFIED
NON-RECORD

[l o
B T S T Y
[p]

=

Ilghink is okay with my responses, so unless you hear gtherwise, consider
this na I

b

(FBI)
347 PM

(06¢) (FBI)

SupTET T,

UNCLASSIFIED
NON-RECORD

thanks, this helps

From! (06C) (FBI)

Sen 124 MM

To!

Sub

UNCLASSIFIED

NON-RECORD
b2
biE
ok
B¢
bic

NSL VIO-32108



A\

FBI)
05 4:12 PN

(0GC) (FBI)

Fron

Sent.

T0;

SUpTECL, KL,

UNCLASSIFIED
NON-RECORD

NSL VIO-32109

L
i

b6
b7

b2
b7E
b5

b7C

C



k7

N L
b7IE
Jtxt .

R
ho
b1c

(06C) (FBI)
2:40 M
UNCLASSTFIED
NON-RECORD
I received your email and voice mail, but I was out of the office all day
<0 T will recoond t i
But I will give you a call tomorrow,
b5
bo
UNCLASSIFIED bl

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

Page 3

NSL VIO-32110



dMessage. txt
UNCLASSIFIED

page 4

NSL VIO-32111



%T

Q

QO
~1 N =1 Mo
M

o

b2
From: ‘ {FBI) b7E
Sent: A TR T T P L
To: (QGC) (FBI) OGC) ﬁ
FEl GJFBI) bic
cc: =) Bl IcDy (FBI):
(FBI) {FBI)
Subject: NSLECS
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
----- Oniginal : o
From: (OGC) (FBI) B
Sent: 04 AM
To: ! i(FBI)I foce) (ren] |
Fi= Y
ce! l loGo) {Fanﬂ Jcrenyd |
(=19} | Fol)
Subject: RE: NSL ECS

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

You may be right that we haven't focused on the distinction. But now that we have, | don't
see any choice but to make the distinction. 1 don't think it will occur that often. Why would it
be that big a deal?

;b2
Joac) r) | b7E

Ce: = ; fren] | be .
(Fel) 1] bh7C

Subject: RE! NSL ECs
SENSITIVE BUT UNCLASSIFIED

NON-RECORD

My recollection is that this type of reporting has been in place since the pra. b2
-----Original Messagazac: ;b7E
From: (OGC} (FBI) be
Sents &r 31, 2 : R
To! (OGC) (ani =D bic
Ccl 2y ERTA Yend I

g2y fren

Subject: T NSL ECE
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

I've been reporting the status cf the investigative target. Very few

NSL VIO-32112




SERRET

offices report if the investigative target status is different from the
subject of the NSL.

b2
I'P—v—r!r—rl b6
aralegal specialist

National Security Law Branch brc

Office of the G nsel
Room 7975/e

-----Original Mess

From: QGC) {FBI)

Sent: X QDEr 10:11 AM

To: [FBI)

Ce: GC) (Fen{ focey (rep:
oy xeanl FBI); I
12:1 FFBI'J_ L

Subject: LRFNSFEG—I( l

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

m - ><

Duplicate email chain "A" file Vol 1 pages 20-21

-——--Oniginal Meseaga___-

From: | (5239

Sent: WQE AM

To: (OGC) LEBLY

Ce: r_'(oe<:) (FBI 0GC) (FBI);

NSL VIO-32113

SR



(4

b2

b7E
From: I_ _ (FBI) bé
Sent: 09 PM Noyie
To: (OGC) (FBI} FBI ALL CDCs
Cc. QGC) (FBI)I PGC)

FB; {OGC) (F=n

Subject: RE: USPsiatus o of the NSL
UNCLASSIFIED ECLASSTET ¥ OEE190) Ak ik s Lol
NON-RECORD an 12 25175; anh frsr/gel

For most FBI personnel (certainly aEif you speak in terms of the "subject” we understand
that to be the subject of the case.

Even if we request NSL info for a third party - that info is concerning the “subject” of the case.

-—-Originalessans-c-:

From: lOGC) (FBI)
Sent: Toesday, Y 10:48 AM
To:

ce: [ Josc) rer 0G6C) (FBI)I

TOGC) (FET)
Subject: USP status of SUBJECT of the NSL

UNCLASSIFIED Duplicate email "A" file Vol 1 page 181
NON-RECORD

Thank{

NSL VIO-32118



UNCLASSI|FIED

UNCLASSIFIED

NSL VIO-32119



From: GC) (FBI) bh7C
Sent: Tuesaay, wctober 31, 2006 ’IJ:48 AM
To: 11 CDCe
ce: | logc) (FBY) 0GC)
(FB {OGC) (FET]
Subject: Vs e NSL
UNCLASSIFIED DECLASSIFIED BY 65172 duh/ksr/gel
NON-RECORD ON 1Z-09-2007
Thanke Duplicate this file pages 53-54
UNCLASSIFIED

NSL VIO-32123



}\Q
b8
SMessage.txt  y4
MessageFron: (F8I) o
sent 17 P b
To: E}I);F (1T0) (FRI)
SubJeET nfo
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
Thanks once again for the timely sound advice. It is nuch appreciated.
ol
| K -~ .
(0ac) (Fe1) hTE
03 10:39 AM e
: 1
infornation
be
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
ms the guru here on_technology Tssues and she agrees that you can
send an WsL, so her word is golden with me,
P e Y bt
From: (170 (FBI) -
Senc 005 10:37 AM hl1e
To; B
sub information 7
b7
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
A%reed. thanks it's always interesting to hear real-life applications I
of this 15sle. niC

----- Original Message-----
page 1

NSL VIO-32128



From: (06¢) (FBI)

sent, ry £y, Z005 10:16 AW

To0! (11D} (FBI)

cc: oLl
sub_mrw information

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

o
—1 P —1 N>
T2

=

Message. txt

gnl received an email, the content of which is as follows. I am

EI‘EV'I

ing 1t to this email of yours from a few months ago as a reninder of

thanks.l i

page 2

NSL VIO-32129



(c
Su .

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

58 N
mw

ey 2005 11:58 AM
(06C) (FeI)

information

[yl ol

<

e

~ N3 0 Oy

=3

(o

b2
bTE
b5
b
b1

NSL VIO-32130

b5




-+

b5

ol

..... UPTAARS T RISC 222

From: (06¢) (FBI)

sent. ary 47, 2005 9:43 M

To; (110) (F8I) ) Ty

e BI); CTD} (FBI ¥

subﬂ?mmﬁnfor oo
nlc

SENSITIVE BUT UNCLASSIFIED h?

NON-RECORD o
DL

page 4

NSL VIO-32131



Message. txt
| !I took a call from someone frorn! !the other day, 1 for‘&

First, did you hear from this person? Second, is there
g gL LG YOI all Bllid 1Tl RLELVE

plaase et me Know 4bol nese B
give out wrong adivce, obviously, so I depend on your technica
expertisel

so if you have some information about this matter, I'd appreciate it.
we have several outstanding inquiries about this issue,

Thanks.
bo
I
SENSITIVE BUT UNCLASSIFIED Wi

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

page 5

NSL VIO-32132

an issue here?

b5
bt
b7C



Message. txt
SENSITIVE BUT UNCLASSIFIED

page 6

NSL VIO-32133



From:
Sent:
To:
Cc:

Subject:

SEBRET

RE: NSL ECs

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

DATE;. Lé=07-a007

CLASSIFIED BY 55179 duh/kar fgcl

FBI) pEj!fSUH» 1.4 im) -
28 PM CDECLASSIFY ON: 12-07-203Z
OGC
050 £
) (FBI)

FBIY

This would be a change from the long established NSLU and NSLB requirement. What we are
telling you may be new to you - but is not new to OGC?7?7?7?

----- Oniginal
From:
Sent:

To:
Cc:

GC) (FBI)

0
259 AM

FRLL

kogc (FED);

(FB[1 [0

1

(FBI)

Subject: RE: NSL ECs

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

----- Origg
From: (FEI)

FBI
Subject: RE: NSL ECs

OGL) (FBI

Sent; .Mmmmlwﬁﬁ AM

QGC) (FBI

J(Fe1)

FBL

(FEI)

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Yes - we report the USPER status of the subject - which to us is the subject of the case.

-----Original Mes
Frorn

(OGC) (FBI)
Octaber 31, 2006 10:11 AM

oyt |

| I (FBI)

0OGC) {FBI
(FBI)

J(FBL)

Subject:

KED NSL ELS

SENSITIVE BUT UNCLASSIFIED

JFED:

Duplicate email chain "A" file Vol 1 page 20

NSL VIO-32134

b2
b7E
be
b7C



bTE
b4
7D
b5
b6
b7cC

Subject: REII |
SENSITIVE BUT UNC

!
By

b7E
b4
From: {(FBI) b7D
Sent: oG 1:19 P 16
. (OGC) (FBI) |©oc0) FBI: :
L) (FBI): THOMAS, JULIE F. (OGC) (FBI): b7C
OGC) {ERBI
(OGC) (FBI) OGC) FBI):
0GC) (FB) GC) (FBI}

NON-RECORD BETH T

--—--Qriginal ga-----

From: JoGC) (FBI)

Sent: mber 08, 2006.12:56 PM

To: KERD; CAPRONI, VALERIE E. (OGC)
OGC) (FEI)] QGC) (FBN

Ce: FEL) 0GC) (FED JoGo)
0GC) (Fb

Subject:  RE

SENSITIVE BUT UNCLASSIFIED

NON-RECORD
b2
b7E
b4
b7D
bt
be
_____ b7C
I m— T
Sent: 12:49.8M
To: Mmm QGC) (FBI): CAPRONI, VALERIE
); THOMAS, JULIE F. (OGC) (FBD) FBI)
Ce: OGCY (FBL OGC)
) Fel

Subject: |

SENSITIVE BUT UNCLASSI|FIED

NON-RECORD

It's an interesting 1he0ty| |

b5

NSL VIO-32141



b2
b7E
b4
b7D
bé
b7C

b2

b7E
b4
b7D
b5
| bé
: : EE. (OGC)ILELLM_LIHE F. biC
(9. CLT02:1)] OGC) (FBL GO (FBI)
cc: ) OGC) (FBIY Joac)
Subject: RE:I |
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
b5
----- Original Messaneaza
From: i !OGC) +FBI)
Sent: nesday, November U5, 2006 12:12 PM
To: . (OGC) (FRL: F. {OGC) (FBI
o0 sy o]
Ce: l Da (FFT LkoGo (ren);
] FE OGCY (F8I)
Subjaect:
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
ba
A few issues -- b7D
b5

NSL VIO-32142



GMessage. txt

MessageFrom: (06C) (FBI)

Sef , 40 AM

To: (cTD) (FBI)

Cc: THOMAS, ) (£R1) | |
(06C) (FBI); OGC) (TBL)

Subject: RE:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

b5
b6
b7C

O

e |
L) y ]
(0ce) (FBI) biC

be
7

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Hello again, . o
I just reached out to ny colleague again, and he now has a more specific
question regarding authorizations: bﬁ

0L

Actu1 Yotho how to i< what I'p looking for now _lact w bH’E

-
bt

Page 1 Bl

NSL VIO-32147



Message. txt

Any thoughts? Thanks again for the help,

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

{cto) (FBI)
05 8:50 AM
(06c) (FBI)

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

P —

b5

; AU be
hould forward to him for his own .
edification, please let me know. bic

From: (06C) (FBI)
Sent: : 2005 7:59 AM

Page 2

NSL VIO-32148



GMessage. txt
To:%(cm) (F31)
Subject: RE: NSL Vs 2702

SENSITIVE BUT UNCLASSIFIED t~35
NON-RECORD '
bo
Bl

please clarify. and sorry for taking so long to respond.

Frome| ] {(CTD) (FET)
Sent TRRE et 10 2005 10:25 AM
{06C) (FRI)

SENSITIVE BUT UNCLASSIFIED

MON-RECORD
4ﬁ )

. b5
o
bt
biC

C

page 3

NSL VIO-32149



P
I~

202-324|

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

GMessage. txt

page 4

NSL VIO-32150



|

SPTRET

From: {FBI)
Sent: Tueﬁa!, Qctober 51, 5406 1?:16 PM
To: OGC)EBL
Ce: orEE koao) Fen;
=T | D) (FBI):;
FEI (FBI
Subject: “RE NS ECS

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Well, just because | was a slacker and didn’t pick up on that point, doesn’t mean everyone else
did as well,

----- Originaltﬁea_
From:

(0GC) (FBI)
06 10:11 AM

Sent:
Ta:
Cc:
1)
(Fel)

Subject: RE: N5SL ECs

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

b2
b7E
b6
h7C

ALL INFOEMATIOH:
- o

EORTATIED

E

CLESSTFIED BY IO Wl YR Byl
REASON: 14" o
DECLAZSIFY QN L2-10-2032
FBI}
05,9:59 AM
GC) (EBL)
(FBI) Joso) crery

Duplicate email "A" file Vol 1 page 1

NSL VIO-32151
T



b2
b7E

From: L _ loce) Fei) bé
Sent: WJZZJIPM h7cC
To: (FBI)
ce: l ISGT) (Fei)| _ | (olelo

(FBI)] J(0GC) (FBI); FBI_ALL CDCs
Subject: RE: status 0 of the NSL
UNCLASSIFIED DECL BY 85179 dubifkar /el
NON-RECORD 0H 13

----- Qriginal
From: (FBI)
Sent: 1:09 AM
To: GC) (FRLL
Cc: | C) (FBI} I(OGC) (FBI)
(OGC) (FEL)
Subject: RE: USP status of SUBJECT of the NSL
UNCLASSIFIED
NON-RECORD

For most FBI personnel (centainly algif you speak in terms of the "subject” we
understand that to be the subject o

Even if we request NSL info for a third party - that info is concerning the "subject"” of the case.

----- Ori
From: QOGC) (FBI)
Sent: uesday, ocoper 51, 10:48 AM

ce: %wo G | fosc) (Fan

Subject: USP status of SUBJECT of the NSL

UNCLASSIFIED
NON-RECORD

Duplicate email "NSLVIOI®1951 1 page 181



b2
b7E

b4 From: | | &=
b7D Sent: 006 12:31 PM
b6 To: | i (OGC) (FRLL.CAPRONI VALERIE £ _(QCC)
BIC [FBI); THONAS JULIE E_(OGC) (FBI I
{OGC) (FBI QGC,
Ce: | (FBI)‘ OGC) (FBI);
OGC) (FBI)
gglr:]gﬁt'NE BUT UNG _ ALL THFORMATION CONTAINED
NON-RECORD
b5
—---Qriginal {4
From: Jcocc) (Fe)
Sent: Wednesday, November 03, 2006 12:12 PM
To: CAPRONI, VALE THOMAS, JULIE F. (0GC) (FD) |

Cc:

0GC) (FBI)

Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

A few issues --

Duplicate email "A" file VoNslyimams7187-188



SEDRET

b2
From: (OGC) (FBI) :
Sent: 04 PM Ib7E
To: (FBl) foco) Fan; £
- b7C
ce: QaC) keo) Fai;
Laner JFa (e

Subject: - Lo - — bR
SENSITIVE BUT UNCLASSIFIED : T A
NON-RECORD > ‘
You may be right that we haven't focused on the distinction. But now that we have, | don't see
any choice but to make the distinction. | don't think it will occur that often. Why would it be that
big a deal? Duplicate email this file pages 98-99

----- Oniginal Message-.c

From: FBI)

Sent: :

To: 06C) (FBl)fN Josc) crenf |

(FB1
Ce J(0GC) (FBI |(FB])| |
(Fel)

Subject: RE: NSLESE

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

My recollection is that this type of reporting has been in place since th‘i Bra.

..... Or’ ) ——
From: Lo o) e

Sent: 0:21 AM
To: 060) (Fend I‘Eml
Ce: sovceand . =201
|FET] FBI
Subject: RE: NSLE.S I

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

I've been reporting the status of the investigative target. Very few offices
report if the investigative target status is different from the subject of the
NSL.

Paralegal specialst

National Security Law Branch

Office of the G nsel
Room 7975/ex

-—-Original Messpaa

From: 0OGC) (FBI)
Sept. 7 a1, 10:11 AM
To| (FBI)

c¢| ior oy cernl F |
- e

NSL VIO-32159
)




e

From:

Sent: » 006 12:00P
To: {OGC) (FBI
(FBI Bl)

S%T

| G=D)

jocc)
ce: el lco) (FaIy;
(FBI] (FBI)
Subject: : ECs

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

My recollection is that this type of reporting has been in place since the

-----Original
From:
Sent:
To:

(OGC) (FBI)
10:21 AM
060y (Fepl | ey

Ce:

Subject: RE:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

kerid
eL);

Duplicate email this file pages 145-14¢

I've been reporting the status of the investigative target. Very few offices

report if the investigative target status is different from the subject of the NSL.

Paralegal Specialist
National Security Law Branch
Office of the General Counsel

TION CONTAINER
ICLAZSIFIED EXCEFT
| OTHERWISE

Room 797 5/ext
----- Ori
From: 0GC) (FBI)
Sent: UESda ODEr 10:11 AM
To: FBI
cc: ;(ggiﬁm] boaes cernl

1)
Subject: RE: NSL'EC!:Erga

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

NSL VIO-32169
SEerE T

o
y e

b7E
bé
b7cC




From: |FB) b2
Sent: I.'Luﬁda.\l_ﬂntnbﬂLﬂ_Zﬂ.ﬂﬁJf 48 PM LTE
To: (OGC) (FBI); | b6
{EBD b7C
ce! | losc) FBI)I IOGC
(FB) {OGC) (FBI); FBIL_ALL CDCs
Subject: RE: USP status of SUBJECT of the NSL
UNCLASSIFIED . .
—NON-RECORD Bf GELTR Awh Mk 2 /ge L
b5
----- Original
From: 0GC) (FBI)
Sent: 11:21 AM
To: ) (FBLA
Cc: C) (FBI OGC) (FBI)
(0T (FEL); FBI_ALL CDCs

Subject: RE: USP status of SUBJECT af the NSL

UNCLASSIFIED Duplicate email "A" file Vol 1 page 181
NON-RECORD

----- O
From: FBI)
Sent 9 AM
T (OGC) (FEL.
ce: GC) (FBI) IDGC) (I%I)I |
{UGL) (FBL)
Subject: RE: USP status of SUBECT of the NSL
UNCLASSIFIED
NON-RECORD

For most FBI personnel (certainly ap if you speak in terms of the "subject” we
understand that to be the subject of the case

Even if we request NSL info for a third party - that info is conceming the "subject” of the
case.

NSL VIO-32174



SEeRET

From: (OGC) (FBI}
Sent: -89 AM
To: FBL
cc: OGT) (EBL JoGC) (FBI);
) (FBN] FBI);
FBI) )}
Subject: “RE. NSLECs

SENSITIVE BUT UNCLASSIFIED

b2
b7E
be
b7cC

NON-RECORD Duplicate email this file pages 120-121
—-—-Qriginal g8
From: BI)
Sent: AM

|

To: 06¢) ceand (FB1)
ce: o) (FBI
G )]

Subject: RE: NSL ECs

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

N F ORI

LON. CONTATINED
AZSIFIED EXCERT
ATHERWISE

Yes - we report the USPER status of the subject - which to us is the subject of the case.

----- Origli
From: Lo o5y (o)

Sent: 2006 10:11 AM
To: (FBI)
Ce: pac) (rei| kogoy reanl

Subject: RE: NSL

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

NSL VIO-32179




b6

CAU telephone NSLs.txt

MessageFrom: (06¢) (FBI) Lic
senc Ty Q005 10
T0 (10} (FBT); (CID) _(ERT)

Koec) (FBI); (06C) (FBI)

cc: CTD)
SubTeCe

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Please give me your thoughts,

thanks.l |

SENSITIVE BUT UNCLASSIFIED
b5

ol
bic

Page 1

NSL VIO-32194



(Rev. 01-31-2003)

-

SBpegT

FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE Date: 04/19/200%
Te: Counterterrcorism Attn: AD
DAD
ITCS I Section Chief
ITCS II Section Chief
Communications Analysis Unit Unit Chief

Section Chief b2

All Field Offices CDC
ADIC
SAC

From: Cifice of theLfanavral Counsal

b2
Contact: e
Approved By: Caproni Valerie E b7C

Thomas Jilie F

IED BY 65173 dmh/ksr/gol

Drafted By:

Case ID #: 319X-HQ-R14237720-0GC

Title: ZGAL GUIDANCE AND OPINIONS;
O2TAINING INFORMATION FROM TELEPHONE COMMUNICATIONS
CARRIERS IN EMERGENCY SITUATIONS

Synopsié":""‘){) rovides guidance to headquarters and field
cffices in ‘addressing the isste of obtaining information,
pursuant to a National Security Letter (NSL)issued under the
Electronic Communications Privacy Act (ECPA), 18 U.S.C. §2709,
from telephone communications carriers in emergency situaticns
re_ated to potential terrorist threats. M

- paz

s1fy On:
Reference: ©6o6F-HQ-C1303375

SE T

NSL VIO-32195



e

c:  Counterterrorism From: Qffice of the General Counsel

Re: 319¥-HQ-A1487720-0GC, 04/19/2005
- <
b5
—r
(U]
b5
(7
[U]
b5
X
[U]
bbb

'See 13 U.S.C. & 2709 (b) (1) and (2), reguiring that the
‘nferration scught 18 "relevant te an authorized investigation to
protect against international terrorism or clandestine
nte_ligence activities. . .. " The re_evance standard
established under ECPA is also applicable to other NSL statutes,
such as the Right to Financial Privacy Act (RFPA), 12 U.S.C.

Secticn 3414(a) (%), and the Falr Credit Repocrting Act {(PCRA), 1%
J.s5.¢, §§ 1€e81lu, leBlv,

’ It is incumbent upen those providing infeormation to the

Dot

NSL VIO-32196



e

c:  Counterterrorism From: Qffice of the General Counsel

Re: 319X-HQ-A1437720-0GC, 04/19/2005
U ‘
(V] b5
[U]
b5
b2
b7E
[V]
b5
X
[U] ‘Inasmuch as the information-gathering entities within the
FBEZ, such as the Communications Analysis Unit and the
| are not authorized to open

—nvestlgatlons, 1L Lalls upol the operaticnal units of CTD,
nare_y ITCS I and ITCS II, to open the investigations. (1)

t‘)"‘
[}

e

NSL VIO-32197



m

"c:  Counterterrorism From: Office of the General Counsel

Re: 319¥-HQ-A1487720-0GC, 04/19/2005
U . . .
vl After discussions between the DOffice of the General
Connagel and the Commupicatiorg Aralysis [Inif CCATNY . b wac adgreed
b5
b2
b7E
et
—[U]
b5
b2
b7E

N

NSL VIO-32198



P

e Counterterrorism From: Office of the General Counsel
Re: 319X-HQ-A14587720-0GC, 04/19/2005
[u] |
b5
b2
b7E
et
U]
b5
b7E
X
[U]
b2
b5
b7E
CONCLUSION
(U]

Any questicons about implemerntation of tois guidance mav be

I.a.LLd.r.Es.s.&d.Ito Assistant General Cocunsel
prcd

oo
-l oy
!

s

NSL VIO-32199



SoesTy,

To: Counterterrorism From: Office of the General Counsel
Re: 319¥-HQO-R1487720-0GC, 04/19/20058

LEAD (s} :

Set Lead 1: {Action)

COUNTERTERRCREISHM

AT WASIAINGTCN, D.C.

fU}“%Mm>ﬁQ For action consistert with this legal guidance
and opinion

Set Lead 2: (Action)

INTEENATIONAL TERRORISM OPEEATIONS SECTION I

AT WASHINGTCN, D.C.

() e )  Fer action consistent with this legal guidance
and cpinien.

Set Lead 3: (Acticon)

INTERNATZONAL TZRRORISM OPERATICNS SECTTON TT

AT WASHINGTCN, D.C.

-

m”"“§%< For actien consistent with this legal guidance
and opinicn.

Set Lead 4: (Info)

S

NSL VIO-32200



SEeRET

Tc:  Counterterrorism From: Office of the General
Re: 319X-HQ-A1437720-0GC, 04/19/2005
COMMUNICATIONS ANALYSIS UNIT
AT WASHINGTON, D.C.
(e M Fead and Clear
Set Lead 5: (Info)
b2

AT WASHINGTON, D.C.

i ? '“»Ex( Read and Clear

Set Lead 6:

FIELD CFFICES

L —
“-)&i Read and Clear

+e

Dok

NSL VIO-32201

Counsel



SEPRET

From: (FBI)
Sent: ¥y ober 106 108 PM
To: GC) (Fely
B0
Cc: |(OGC) (FBI) |OGC)
B
Subject: RE: NSL ECs
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
----Original Messageco:
From: QOGC) (FBI)
Sent: 00 PM
To: FRI)
Cc: | 3y | Jose) (reny 0OGC)
(FBD)
Subject: RE: NSL ECs
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
""" OI il 1A
From: (FBI)
Sent: 55 AM
T QGC) (FBI)
Subjm. . b
[ 765 duk Aol

I_Mum.mmdal.im.is.mm"

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

No objection to the change.

PE;
DECLEISTFY DN 12-11-23032

Duplicate email chain "A" file Vol 1 page 19

NSL VIO-32202
speeEr

b2
b7E
b5
b
b7c

b2
b7E
b6
b7C



b6

b7C

From: OGC) (FBI}

Sent: Monday, larch Ub, 2007 10:48 AM

To: FBI_ALL CDCs

Cc: E. (OGC) (F GC) (FBI);

OGC) (FBI 0OGC) (FBI)

Subject: XIgen er

SENSITIVE BUT UNCLASSIFIED

NON-RECORD
b5
b5
b6
h7¢

SENSITIVE BUT UNCLASSIFIED

FARSY T HEL

NSL VIO-32209



b6

From: | |(0GC) (FBI) b7C
Sent: ednesday, March 21, 439 PM b5
To: GC) (FBI) '
Cc: (OGC) (FBI QGC) (FBI)
Subject: FW: attachment -F Y1
b5

-----0riginal Mess
From: FBI)
Sent: 7 3:35 PM
To: (OGC) (FBI)
Subject; ment
SENSITIVE BUT UNCLASSIFIED
NON-RECORD ,

b2
b7E
1 bé

Here it is. b7cC

----- Criginal Messgaa h2
From: | OGC) (FBI) bIE
Sent: Thursday, September 28, 2006 4:43 PM -
To! (FBI) bhé
Ce: (0Ge) (rey| fosc) ¢ren | bIC
Subject: NSL attachment b5
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Julje - I I

NSL VIO-32221

b5



SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-32222

b2
b7E

b2
b7E
b5
bs
b7cC



From: OGC) (FBI}

Sent: Thursday, March 29, 2007 4:04 PM

To: GC) (FBI)

Cc: GC) (FBI) QGC) (FBIy;
{OGC) (FB

Subject; attachment

SENSITIVE BUT UNC

NON-RECORD

To:
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

L]

I will instruct our personnel to revie

jol2
b7C
b5

records upon receipt to ensure they da not

contain that other information, and if so, to notify me.

I'm sure you're very busy and | appreciate your time. Thanks again.

----- Original
From: | (0GC) (FBI)
Sent: 134 AM
To: {FBI}
Subject: RE: NSL attachment
Yes, that's it
----- Origi
From: FBI)
Sent:

 ednestay. Math IL 2007 4:23 PM
To: 0GC) (FBI)
Subject: ment

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

L1

b2
b7E
bé
b7cC
b5

Just to make clear, based on the guidance from yesterday and today, we are not to use
this attachment and are not permitted to accept information other than name, address,

and length of service, is that correct?

----- Original Mes:

bé
b7C

From:

Jcose) ren)

NSL VIO-32223

b6
b7C
b5



b2
bTE
b6
b7C
b5

Seim Wednesday, :Iarch 21, 2007 4:49 PM
To §D)

Subject:

REY NSL attachment

Great. | was beginning to think | was a renegade. Now | have cover!

----- Criginal Mess

From: FBI)
Sent: 3135 PM
To: (OGC) (FBIL)
Subject: chment b2
SENSITIVE BUT UNCLASSIFIED ib7E
NON-RECORD ;b €
b7C
Here it is.
----- Original Messageszzzz
From: im. J:oGc) (FeD)
Sent: Thursday, September 26, 2006 4:43 PM
To: [FBI)
ce: GC) (FED Josc) ¢ra1y;
{FBL)
Subject: '\JSL attachment
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
NS iO=5222=

Duplicate email this file

b2
bL7E
b6
b7¢C
b5



From: | l (OGC) (FB!} beé

Sent: 007 137 PM b7C
To: 0OGC) (FBI)
Subject: © Improper collection

SENSITIVE SIFIED
- RD

*
™
o
fanc]
=
b}
]
feml
2
o

HEREIN -
DATE 13

----- Criginal Me sz
From: l &OGC) (FEB)
Sent: uesday, November 22, 5 2:05 PM

To: b6
cer 0GC) (FBI); THOMAS, JULIE F. (0GC) (FBIf foscxran; :
C) (FBI) bicC

Subject: improper NSL collection

SENSITIVE BUT UNCLASSIFIED

NON-RECORD
b5
ba
bh7C

Thanks,

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-32226



b5
From: (OGC) (FBI) bé
Sent: Im :26 Axn bic
To: GC) (FBI |(OGC) (FBI) T
Subject: FW:
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

-----Original Message--__ .
From: (FBI) b2
Sent: 7:35 AM b7F

To: 0OGC) (FBI) L ..

Ca: FBI) Al 4K bé

Subject: HERE. AGSIFIED b7C

DATE 7BEY ESLTS bR eE Syl

SENSITIVE BUT UNCLASSIFIED

NON-RECORD
b5
bé
b7
b5
bhé
h7cC

[ ]

SENSITIVE BUT UNCLASS|FIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-32227



b2
b7E
b6
b7C

From: |

koGe) (FBI)

Sent:
To:

7 9:33 AM

OGC) (FBI)

Subject: FW

UNCLASSIFIED
NON-RECORD

----- Original Mesgage---—-
From: FBI)
Sent: 7 7:19 PM
To: [OGC) (FBI)

Subject:

RE:

UNCLASSIFIED
NON-RECORD

Oh yeah. I'll be in this weekend to knock that out.

""" Oﬂglna| %

From: {OGC) {FBI)
Sent: 7 2:43 PM
To: l (FBT)

DATE 1Z-11-2007 BY 65179 dub/ksr/gol

Subject:
UNCLASSIFIED
NON-RECORD
UNCLASSIFIED 2
b7F
UNCLASSIFIED b4
b7D
UNCLASSIFIED b5
b6
b7¢C

NSL VIO-32228




P 1681u Tlimited credit information v. 168lv full credit reports.txt bIC

MessageFron (06C) (FBI) W
Sente , Q07 L
T0 (060 (FRI) , .
Subjec U limited credit information v. 1681v full credit reports
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

b?
I an sending you relevant all coc emails, hIE
From] (06¢) (Fe1) hé
Sent: Friday, March 04, M e

0IC

To: BRI ALL (DCS
CC:l.EE I(FBI)
SUbTECT T dit information v, 168lv full credit reports

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

sorry for any confusion.

ok
..... i S e
From:ﬁ% (06¢) (FBI) Vo
sent: Friday, reoruary Zy, 2005 4:59 PM 0icC

To: FBIALL CDCs
Subject: 1681u limited credit information v. 1681v full credit reports

SENSITIVE BUT UNCLASSIFIED * 6
NON-RECCORD D0

B1e
Page L

NSL VI0-32229




FW 168Lu Timited credit information v. 1681v full credit reports.txt

If you aware of this mistake being made, 1t needs to be reported.

thanks.
b5
SENSITIVE BUT UNCLASSIFIED Lo
bt
Bic

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

page 2

NSL VI0-32230




b2
b7E
b6
b7C

From:

Sent: 7937 AM
To: OGC) (FBI}
Subject: . -FU Report EC
SENSITIVE BUT UNCLASSIFIED

NON-RECORD

----- Original Messages----

From: _JoGC) (FBI)

Sent: 7:34 AM
To: FE1)
Subject: ; - e eport EC

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

(OGC) (FBI)

b7C

That's fine. Just wanted to make sure they hadn't fallen between the cracks among all the other

stuff ihat piles up on a lawyer's desk!

----- Qriginal
From:
Sent:

Ta:
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Handwritten, sitting on my desk, behind three more |OBs. As they clearly weren't our fault, |

figured I'd better get the possible real ones up there first,

----- Origj ;

From OGC) (FBI) .

Sent: 2007 2:40 PM b7E

To: (FB1) .

Subject: FW: CD - Full Credit Report EC b7

SENSITIVE BUT UNCLASSIFIED

NON-RECOQORD

| b5
b6
b7C
Joso) s

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

NSL VIO-32233



Please prowae any comments.

Soiry again about the mix up on the other EC. b5

again for your help, b 6
biC

<< File: CD - Full Credit EC.wpd >>

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-32234



b2
b7E
b4
b7D
b5
b6
b7C

b2
b7E
b4
b7D
b6
b7cC

b4

b7D
From: |(OGC) (FBI) e
Sent: 28 AM : ot
To: OGC) (FBI) h7C
Subject: o
SENSITIVE BUT UNC ALE" INFORMATION CONTAINED
NON-RECORD HEREIN IS UHCLAZSIFIED

DATE 12-11-2007 EY 65178 duh/ksr/gol

We have actually changed the advice here, and said that CDCs can redact the report.

----- Original Mess
From: (OGC) (FBI)

Sent: 2006 11:39 AM
To: (FBI)
Subject: RE

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

T

----- Original -
e e— b7E
Sent: FEHWT)G 11:22 AM b 4
Ta: 0GC) (FBI) ,

Subject: T | b7D
SENSITIVE BUT UNCLASSIFIED be
NON-RECORD b7c

It is fourth on my list of five potential I0Bs --- all stemming from over collection on NSLs.

----- Origj -
From: 0GC) (FBI)
Sent: 952 AM
To: (FBI)

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Anything new on this?

b2

--=--Original Message----- :
From: (FBI) b7 E
Seyl: , 2006 7:12 PM b4
To (OGC) (FBI) E
ce b7D
Subject: be
SENSITIVE BUT UNCLASSIFIED bicC
NON-RECORD

NSL VIO-32235



b2

b2
b7E
b4
b7D
bé
b7cC

b7E
b4
b7D
b5
ol
b7C
=TT reTs, -
From: F J(OGC) (FBI)
Sent: mmw_ls, 2006 11:47 AM
To: (FBI}
Subject: 3 I
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
b5
bé
b7C

Thanks for your efforts in this matter

-—~--Original Messgga-——

From: (FBI)

Sent: Aeday  Ccranar 11 11:30 AM

To: 0OGC) (FBI}

Subject:

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

OK. I'll call now.

----- Original Message_-—
From: OGC) (FBI)
Sent: 0:11 AM R
To: (FBI) jb <
Subject; RE b7E
SENSITIVE BUT UNCLASSIFJED Ib 4
NON-RECORD D7D
bhé
h7cC
Yes, | think we need to aleo find out for us.
----- QOriginal Mes ——
From: (FBI)

Sent: 10 2408 10:2¢ AM
To: DGC) (FBI)

Subject: Kl:i I

NSL VIO-32236



b2
b7E
b4
b7D
b5
bo
b7¢C

b2
b7E
b4
b7D
b5
bé
h7¢

SENSITIVE BUT UNCLASSIFIED b
NON-RECORD ﬁ
b7E
—Dhlo_|dent know of Aoy otherwayiododl likelsaideadiec . 1,7])

: b5
(Now after | said fﬁali |

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Thanks for the info. Do you know of any way of figuring out what

Subject:

SENSITIVE BUT UNGLASSIFIED
NON-REGORD

}t al.,

NSL VIO-32237



—Im|_mmm%a bove

ny additional or follow-up questions for them.

s aware that you may call

have had no contact with him at this point.
very prompt and complete in the work pro

snot, as|
has been

at the

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-32239

b2
b7E
b4
7D
b5
bé&
b7C



From: | J0GC) (FBI) b5
Sent: 007 3:.03 PM 16
To: OGC) (FBI) -
Subject: FW: Change in website B7C
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
----0riginal Mess
From
Sent
To: A
Subject: b; v
SENSITIVE BUT UNCLASSIFIED bé
I will take a close loo g forms. This was a band-aid solution for the immediate time, until |
can focus more on ﬁ.Taun
-----Qriginal
From:
Sent:
Ta:
Subject:
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
Wow, .'b2
_thecp? h7E
b5
h6
h7cC

| know t

----- Origl oo
From: 0GC) (FBI)
Sent: riday, February 1/, 1:17 AM

his is a pain, but | really think it will help. Thanks,

| Gz

To:
e 0GC) (FBIN
Subjecti Thange In website

NSL VIO-32240

oiepionion
=1 Oy = b

2

3!



SENSITIVE BUT UNCLASSIFIED
NON-RECORD

LIST OF DOCUMENTS 1-15

b
b
b

~J3 O BO

I need all of the EC forms changed - they would be documents 1,3,5,7,9,11,13,15 - and I
replaced with the following documents in this order

<< File: felephone subscriber EC.wpd >> << File: toll record EC.wpd >> << File; email

EC.wpd >> << File: transactional record EC.wpd >> << File: RFPA ec.wpd >> << File:

1681u(a) EC.wpd >> << File: 1681u(b) EC.wpd >> << File; 1681v EC.wpd >>

| changed the forms so it is clear that barebones facts will not suffice.

Thanks

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-32241



bé

From: (OGC) (FBI) :
Sent: : 12:46 PM b7C
To: (OGC) (FBI)
Subject: : regarding disposition of overcollected NSL material
UNCLASSIFIED
NON-RECORD
ALL INFOPMATION ‘CONTAINED
i HEEE o
----- Original Messaessss DATE. - 179 dnbifksrigol
From: I |(OGC) (FBI)
Sent: j| 26, 2006 4:24 PM )
To: 0GC) (FBI) b6
Subject: RE: EC regarding disposition of overcollected NSL material B7C
UNCLASSIFIED
NON-RECORD

No_that remains the operative advice until we issue an EC which will say to send the info back.

UNCLASSIFIED
NON-RECORD

I%Icem IOB opinion, | directed the field as follows: | |

b5
UNCLASSIFIED b6
EEEEEE— b7C
UNCLASSIFIED
UNCLASSIFIED

NSL VIO-32242



FiW Emerges= MSL3.txt

MessageFrom:! | (ce) (o) jole

sent: Tuesday, ) "6 Al —

To; &) (FeI) bic

[0g (060) (FBI); (0&C) (FRI)

Sl v [, NSLS

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

The enclosed EC hasn't gone through yet, but you had approved the idea of doing 1t, so I am sending you a copy FYI. by
L 1 forgot to cc you on the below, but you need to be aware of it, as well. OE)

- g

From; (06C) (FBI) D0

Senty \ 9:57 AM T

To: (CT0) (FBI) DIl

Sub (SLS

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Page 1

foul oxl
~—J Oy LS

o=
2
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B Erer0anC s St

Thanks.

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

page 2

NSL VIO-32244



b5

From: (OGC) (FBI) :
Sent; 2007 2:02 PM b7c
To: Em 0GC) (FBI)

Subject: . - policy

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

ALL THFORMATIEOW CONTAETHED

----- Qriginal Me
From: I 0GC) (FBI)
Sent: niday, April 07, ] M

To: BT All Y
Ce

ASACI BT Y]
Subject: FYI - 10B policy

SENSITIVE BUT UNCLASSIFIED
NON-RECORD Duplicate email "A" file Vol 1 page 147

This is the current IOB policy:

OGC will be issuing official guidance to reflect the principles set forth above shortly.

NSL VIO-32245



SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-32246



bé
From: L lloce) Fen bIC
Sent: Tuesday, May 23, 2006 8:56 AM R
To: I_'I:I:IDMAS_I.I.I.I.IELLFGC) (FBI)
Cc: (OGC) 0OGC) (FBI);
I IOGC) (FBIy OGCHFBI)
Subject: . - policy
SENSITIVE BUT UNCLASSIFIED ALL THFOIRMATION CONTAINED
NON-RECORD HEPFEIH I3 UHCLASIIFIED
- DATE 12-11-2087
b5
b6
b7C
b5
b6
b7C
b5
b6
b7C

From i ] (OGC) (FBD)

Sent: Friday, April 07, 2006 3:47 PM
To: ERL ALL LDCS
Cet

Duplicate emaill this file page 231
NSL VIO-32247



{OGC) (FBI)
Subject: FYI - IOB policy

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Duplicate email this file pages 231&232

This is the current |OB policy:

OGC will be issuing official guidance to reflect the principles set foith above shortly.

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-32248




From: OGC) (FBI}

Sent: 2007 10:28.454
To: oGC) 8l
Subject: . - policy

SENSITIVE BUT UNCLASSIFIED ALL CINFURMATION COit
NON-RECORD HEFEIN IS IHCLASET

bé

b7C

OGC) (FBI)

DATE 12-11-2007 BY 6517% dubi/kstr/gel

FYI - this was approved specifically by Julie. In facl, she drafted the last paragraph, which | think

is 4 little confusing and less specific than | had drafted it.

-----0riginal Mess
From: i IOGC) (FBI)
Sent: Friday, April 07, 2006 3:47 PM
To: EBL_ALL CDCS

Cer

LA B =2 )

Subject: FYI - 10B policy

SENSITIVE BUT UNCLASSIFIED

NON-RECORD Duplicate email this file page 231

This is the current IOB policy:

NSL VIO-32249



QGC will be issuing official guidance to reflect the principles set foith above shorily.

b6

b7C

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-32250



bé
b7C

From: I | (OGC) (FBI)
Sent: ursaay, mar . 92 AM

To: GC) (FBI)
Subject: g —- NSL Guidance

I think the below is fine and | was inclined to copy all CDCs because | think all CDCs could use
something worded this well. Any ohjeclions?

----- Original Message-----
From: J(FBI)

Sent: 38 AM
To: QGC) (FBI) balk 1
Subject: == wudance

1 b2

Can you take a look at this before | send it to our people? Thanks HIF
b6
b7c

D 41082884

b5

Additional guidance regarding toll record NSLs is likely to be forthcoming. If you have any
questions, please call me.

b2
be
b7C

NSL VIO-32253
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