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ALL INFORMATION CONTAINED (Rev. 03-09-2006) fffiREIW'Tr'ÌMCOJ'Sm 

FEDERAL BUREAU OF INVESTIGATION 

( U ) 

Precedence : ROUTINE 
To; General Counsel 

Date: 00/00/2006 
Attn: Julie Thomas 

Deputy General Counsel, NSLB 
[COUNTERTERRORISM/ Attn: [UNIT] 
COUNTERINTELLIGENCE/CYBER] 
[REQUESTING OFFIE] 
SA [CASE AGENT] 
[OFFICE OF ORIGIN] 

Attn: SSA [SQUAD SUPERVISOR] 

[DELIVERING DIVISION] 
(if using personal service) 

Attn: SA [CASE AGENT] 
[Squad] [X] 

Attn: SSA [SQUAD SUPERVISOR] 
[Squad] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENTf telephone number <000) 000-0000] 

Approved By: 

(U) 
Drafted By: 
Case ID #: 

[ADIC NAME {IF APPLICABLE)] 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 
[LAST FIRST MIDDLE NAME: INITIALS] 
[CASE FILE NUMBER] (Pending) 

DATE: 12-20-2007 
CLASSIFIED BY 65179 dmh/fci 
REASON: 1.4 (c) 
DECLASSIFY....0K: 12-20-2032. 

Title [SUBJECT] 
[A.K.A. ] [ALIAS <IF APPLICABLE) ] 
[IT/FCI - FOREIGN POWER] 

(U) OO; [OFFICE OF ORIGIN] 
Synopsis: Approves thè issuance of an FCRA Section 1681u(a) 
National Security Letter (NSL) for financial institution 
listings; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the credit reporting company. 

(U) 

NSL VIO-31801 



To: mELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re'^^mi [CASE FILE NUMBER, 00/00/2005] 
(U> FULL/PRELIMINARY Investigation Instituted: 00/00/2005 

Reference: [CASE FILE NUMBER Serial XXX] 
Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE 
OF ORIGIN, depending on whether service is personal or through 
restricted delivery service] is an NSL dated [00/00/2005], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service], requesting the names and 
addresses of financial institutions at which the listed consumer 
maintains or has maintained an account. 

Details: w C A [FULL/PRELIMINARY] [FOREIGN 
COUNTERINTELLIGENCE/INTERNATIONAL TERRORISM] investigation of 
subject, a [U.S. PERSON/NON-U.S. PERSON], was authorized in 
accordance with the Attorney General Guidelines because [GIVE A 
FULL EXPLANATION OF THE JUSTIFICATION FOR OPENING AND MAINTAINING 
THE INVESTIGATION ON THE SUBJECT; BAREBONES FACTS WILL NOT 
SUFFICE AND WILL CAUSE THE REQUEST TO BE REJECTED FOR LEGAL 
INSUFFICIENCY]. This financial institution information is being 
requested to [FULLY STATE THE RELEVANCE OF THE REQUESTED RECORDS 
TO THE INVESTIGATION]. 

"V^C This electronic communication documents the 
[APPROVING OITICIAL's] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
the financial institution listings for [NUMBER OF] individual(s). 

(U) Arrangements should be made with the credit 
reporting company to provide the records [personally to an 
employee of the DELIVERING DIVISION or through use of a delivery 
service to OFFICE OF ORIGIN] within [NUMBER OF] business days of 
receipt of this request. The credit reporting company should 
neither send the records through routine mail delivery nor 
utilize the name of the subject of the request in any telephone 
calls to the FBI. 

[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the 
FBI has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC (but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 

SfJS^T 
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sjjXET 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
R e : [CASE FILE NUMBER, 00/00/2005] 

(U) In accordance with 15 U.S.C. § 1681u(d) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement! 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute. 

[Include the next 2 paragraphs in all ECs.] 

(U) Information received from a consumer reporting 
agency must be clearly identified when reported in any Bureau 
communication. Subsequent dissemination of such information is 
prohibited, except to other Federal agencies or military 
investigative entities as may be necessary for the approval or 
conduct of a foreign counterintelligence investigation. 

(U) Any questions regarding the above can be directed 
to [CASE AGENT, telephone number (000) 000-0000.] 

SSKTCT 
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SEgPET 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: [CASE FILE NUMBER, 00/00/2005] 
LEAD is) : 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

[COUNTERTERRQRISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON, DC 

(U) At [Unit] Read and Clear 

Set Lead 3: (Action) 

[DELIVERING OFFICE - if using personal service] 
[AT CITY, STATE] 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the credit reporting company, 
[DELIVERING DIVISION] is requested to submit results to [DRAFTING 
DIVISION] and [OFFICE OF ORIGIN, if applicable]. 

NSL VI031S04 



IE 
(Rev. 01-31-2003) HEEE.IH....IS...IJMC.LÀSS.I.FIED....EXCEPT 

gfî î T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTIWE Date: 00/00/2006 
To; General Counsel Attn: Julie Thomas 

Deputy General Counsel, NSLB 
[COUNTERTERRORISM/ Attn: [UNIT] 
COUNTERINTELLIGENCE/CYBER] 
[REQUESTING OFFIE] Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 
[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 

[Squad] [X] 
[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
(if using personal service) [Squad] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENTr telephone number <000) 000-0000] 

Approved By; [ADIC NAME (IF APPLICABLE)] 
[SAC NAME] DATE; 12-20-2007 
[ASAC NAME ] CLASSIFIED BY 65179 dmh/ks r/dk 
[CDC NAME] RE AS 0B: 1.4 (c) 
[SSA NAME] DECLi~~~ 

Drafted By: [LAST FIRST MIDDLE NAME: INITIALS] 
Case ID #: JX^[CASE F I L E NUMBER] (Pending) 
Title..:. [SUBJECT] 

[A.K.A. ] [ALIAS (IF APPLICABLE) ] 
[IT/FCI - FOREIGN POWER] 

'•T-T> ' OO; [OFFICE OF ORIGIN] 

S y n o p s i s A p p r o v e s thè issuance of an FCRA Section 1681u(a) 
National Security Letter (NSL) for financial institution 
listings; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the credit reporting company. 

[10 years from date of EC] 

NSL VIO-31305 



( U ) 

(U) To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Rel ^ [CASE FILE NUMBER, 00/00/2006] ^ 

[FULL/PRELIMINARY] Investigation Instituted: ^X^f 0 0/ 0 0/ 2 0 0 6] 
Reference: [CASE FILE NUMBER Serial XXX] 

(U) 

( Ï Ï ) 

Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE 
OF ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an NSL dated [00/00/2005], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service], requesting the names and 
addresses of financial institutions at which the listed consumer 
maintains or has maintained an account. 

Details:OS) A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/ 
^ INTERNATIONAL TERRORISM] investigation of subject, a [U,S, 

PERSON/NON-U.S. PERSON], was authorized in accordance with the 
\ û / Attorney General Guidelines because [Give a full explanation of 

^ the justification for opening and maintaining the investigation 
of the subject; barebones facts will not suffice and will cause 
the request to be rejected for legal insufficiency.] This 
financial institution information is being requested to [Fully 
state the relevance of the requested records to the 
investigation]. 

This electronic communication documents the 
[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
the financial institution listings for [NUMBER OF] individual(s) 
from [credit reporting company #1]; [NUMBER OF] individual(s) 
from [credit reporting company #2], etc. [If there are requests 
from multiple reporting companies for the same person, please 
state. If request is for person(s) other than the subject of the 
investigation or in addition to the subject of the investigation, 
please state USP status of those persons. In other words, do your 
best to give as much information as you can, for congressional 
reporting purposes.] 

(U) Arrangements should be made with the credit 
reporting company to provide the records [personally to an 
employee of the DELIVERING DIVISION or through use of a delivery 
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF] 
business days of receipt of this request. The credit reporting 
company should neither send the records through routine mail 
delivery nor utilise the name of the subject of the request in 
any telephone calls to the FBI. 

DISCLOSURE PROVISIONS 

NSL VI031S06 



SE 

(U) To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Rel ^ [CASE FILE NUMBER, 00/00/2006] ̂  

[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the 
FBI has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC (but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used*] 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

^ Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute. 

[Include the next 2 paragraphs in all Ecs,] 

(U) Information received herein from a credit 
reporting company may be disseminated in accordance with the 
Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection, subj ect to 
the following statutory limitation. Dissemination of such 
information is limited to other Federal agencies as may be 
necessary for the approval or conduct of a foreign 
counterintelligence investigation, or, where the information 
concerns a person subject to the Uniform Code of Military 
Justice, to appropriate investigative authorities within the 
military department concerned as may be necessary for the conduct 
of a joint foreign counterintelligence investigation. 

NSL VI031S07 



To; [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re; (A) [CASE FILE NUMBER, 00/00/2006] 

(U) Any questions regarding the above can be directed 
to [CASE AGENT, telephone number (000) 000-0000.] 

NSL VIO-31SOS 



(UK sJjs^T 
Toi [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re; [CASE FILE NUMBER, 00/00/2006] 
LEAD(s): 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 
[COUNTERTERRQRISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON, DC 
(U) At [Unit] Read and Clear 

Set Lead 3: (Action) 
[DELIVERING OFFICE - if using personal service] 

[AT CITY, STATE] 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the credit reporting company, 
[DELIVERING DIVISION] is requested to submit results to [DRAFTING 
DIVISION] and [OFFICE OF ORIGIN, if applicable]. 

NSL VI0-31S09S 



[DRAFTING DIVISION] 
[STREET ADDRESS] 
[CITY f STATE f ZIP CODE] 
[MONTH, DAY, YEAR] 

[MR. /MRS. /MS. ] [COMPLETE NAME OF POC ] 
[TITLE, IF AVAILABLE] 
[NAME OF COMPANY] 
[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 

DEAR [MR. /MRS. /MS. ] [LAST NAME]: 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 15, United States Code 
(U.S.C.), Section 1681u(a) (the Fair Credit Reporting Act, as 
amended), you are hereby directed to provide the Federal Bureau 
of Investigation (FBI) the names and addresses of all financial 
institutions (as defined in Title 12, U.S.C., Section 3401) at 
which the below-named consumer(s) maintains or has maintained an 
account: 

NAME(S>: 

ADDRESS(ES): 

DATE(S) OF BIRTH: 

[if available] 

[if available] 

SOCIAL SECURITY NUMBER<S): [if available] 

In accordance with Title 15, U.S.C., Section 1681u(a), 
I certify that such information is sought for the conduct of an 
authorized investigation to protect against clandestine 
intelligence activities, and that such an investigation of a 
United States person is not conducted solely on the basis of 
activities protected by the First Amendment to the Constitution 
of the United States. 

NSL VIO-31310 



[Certification: The nondisclosure requirement is not an automatic 
feature of the NSL. If the supporting EC for this NSL included 
Option 1 (Invoking the Nondisclosure Requirement), then include 
the language in the following 3 paragraphs in the NSL.] 

In accordance with 15 U.S.C. § 1681u(d)(l), I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal/ counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. Accordingly, 15 U.S.C. § 
1681u(d)(l) and (3) prohibits you, or any officer, employee, or 
agent of yours, from disclosing this letter, other than to those 
to whom disclosure is necessary to comply with the letter or to 
an attorney to obtain legal advice or legal assistance with 
respect to this letter. 

In accordance with 15 U.S.C. § 1681u(d)(3), you are 
directed to notify any persons to whom you have disclosed this 
letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 15 U.S.C. § 1681u(d)(4), if the FBI 
asks for the information, you should identify any person to whom 
such disclosure has been made or to whom such disclosure will be 
made. In no instance will you be required to identify any 
attorney to whom disclosure was made or will be made in order to 
obtain legal advice or legal assistance with respect to this 
letter. 

[Include the following language in all NSLs.] 

In accordance with 18 U.S.C. § 3511(a) and (b)(1), you 
have a right to challenge this letter if compliance would be 
unreasonable, oppressive, or otherwise unlawful and the right to 
challenge the nondisclosure requirement set forth above. 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 

You are directed to provide records responsive to this 
letter [personally to a representative of the [DELIVERING 

2 
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[MR./MRS./MS. ] [COMPLETE NAME] 

DIVISION] OR through use of a delivery service to [OFFICE OF 
ORIGIN] OR through secure fax] within [xxxx] business days of 
receipt of this letter. 

Any questions you have regarding this letter should be 
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN], depending on whether service is personal or through a 
delivery service]. Due to security considerations, you should 
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any 
telephone conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely yours, 

[ADIC/SAC NAME] 
[ASSISTANT DIRECTOR IN 

CHARGE/ 
SPECIAL AGENT IN CHARGE] 

3 
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ALL INFOPJCATIOI CONTAINED 
HEREIM IS UNCLASSIFIED EXCEPT 

(Rev. 03-09-2006) HHEB£-SEOW-OTHERSISE 

sEDf^f 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTIWE Date: 00/00/2006 
To; General Counsel Attn: Julie Thomas 

Deputy General Counsel, NSLB 
[COUNTERTERRORISM/ Attn: [UNIT] 
COUNTERINTELLIGENCE/CYBER] 
[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 
[OFFICE OF ORIGIN] Attn; SA [CASE AGENT] 

[Squad] [X] 
[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
(if using personal service) [Squad] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact; [CASE AGENT, telephone number (000) 000-0000] 

Approved By: 

(U) 

[ADIC NAME 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

(IF APPLICABLE)] 
DATE; 12-20-2007 
CLASSIFIED BY 65179 dmh/ksr / f Jk 

RE AS OH i 1 . 4 (c) 

Drafted By: [LAST FIRST MIDDLE NAME: INITIALS] 
Case ID # : 
Title: 

[CASE FILE NUMBER] (Pending) 
(U) Title: [SUBJECT] 

[A.K.A.] [ALIAS (IF APPLICABLE) ] 
[IT/FCI - FOREIGN POWER] 

(U); OO: [OFFICE OF ORIGIN] 
Synopsis: ^ ^ Approves the issuance of an FCRA Section 1681u(b) 
National Security Letter (NSL) for consumer identifying 
information; provides reporting data; and, if necessary, 
transmits the NSL for delivery to the credit reporting company. 
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To; [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re; (A) [CASE FILE NUMBER, 00/00/2006] 

(U> FULL/PRELIMINARY Investigation Instituted: 00/00/2005 

Reference:^¿/[CASE FILE NUMBER Serial XXX] 

Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE 
OF ORIGIN, depending on whether service is personal or through 
restricted delivery service] is an NSL dated [00/00/2005], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service], requesting consumer identifying 
information relating to the consumer listed. 

Details: A [FULL/PRELIMINARY] [FOREIGN 
COUNTERINTELLIGENCE/INTERNATIONAL TERRORISM] investigation of 
subject/ a [U.S. PER$ON/NON-U.$. PERSON], was authorized in 

^ accordance with the Attorney General Guidelines because [GIVE A 
: FULL EXPLANATION OF THE JUSTIFICATION FOR OPENING AND MAINTAINING 
THE INVESTIGATION ON THE SUBJECT; BAREBONES FACTS WILL NOT 
SUFFICE AND WILL CAUSE THE REQUEST TO BE REJECTED FOR LEGAL 
INSUFFICIENCY]. This consumer identifying information is being 
requested to [FULLY STATE THE RELEVANCE OF THE REQUESTED RECORDS 
TO THE INVESTIGATION]. 
"'""""•••• This electronic communication documents the 
[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
consumer identifying information for [NUMBER OF] individual(s). 

(U) Arrangements should be made with the credit 
reporting company to provide the records [personally to an 
employee of the DELIVERING DIVISION or through use of a delivery 
service to OFFICE OF ORIGIN] within [NUMBER OF] business days of 
receipt of this request. The credit reporting company should 
neither send the records through routine mail service nor utilize 
the name of the subject of the request in any telephone calls to 
the FBI. 

[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the 
FBI has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC (but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 

sSpgC^T 
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To: . [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
-:e: [CASE FILE NUMBER, 00/00/2005] 

(U) In accordance with 15 U.S.C. § 1681u{d) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

-^S^Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement1 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute. 

[Include the next paragraph in all ECs.] 

(U) Any questions regarding the above can be directed 
to the [CASE AGENT, telephone number (000) 000-0000.] 

LEAD(s): 
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Sgfesii 
To : [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re : [CASE FILE NUMBER, 00/00/2005] 
Set Lead 1: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 
[COUNTERTERRORISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON, DC 
(U) At [Unit] Read and Clear 

Set Lead 3: (Action) 

[DELIVERING OFFICE -if using personal service] 
[AT CITY, STATE] 
(U) Deliver the attached NSL as indicated above. Upon 

receipt of information from the credit reporting company, 
[DELIVERING DIVISION] is requested to submit results to [DRAFTING 
DIVISION] and [OFFICE OF ORIGIN, if applicable]. 
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ALL INFORMATION CONTAINED 
HEREIM IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

(Rev. 01-31-2003) 

spm^r^ 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTIWE Date: 00/00/2006 
To: General Counsel Attn: Julie Thomas 

Deputy General Counsel, NSLB 
[COUNTERTERRORISM/ Attn: [UNIT] 
COUNTERINTELLIGENCE/CYBER] 
[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 
[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 

[Squad] [X] 
[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
(if using personal service) [Squad] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENTf telephone number (000) 000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE)] 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

DATE: 12-20-2007 
CLASSIFIED BY 65179 d m h / k s r / d k 

REASON: 1̂ 4 (c) 
DÉCLASSIFT OH: 12-20-2032 

(U) 
Drafted By: [LAST FIRST MIDDLE NAME: INITIALS] 
Case ID # [ C A S E FILE NUMBER] (Pending) 
Title: Jr&r7\ [SUBJECT] 

/ \ [A.K.A.] [ALIAS (IF APPLICABLE) ] 
[IT/FCI - FOREIGN POWER] 
OO: [OFFICE OF ORIGIN] 

Synopsis: (U) Approves the issuance of an FCRA Section 1681u(b) 
National Security Letter (NSL) for consumer identifying 
information; provides reporting data; and, if necessary, 
transmits the NSL for delivery to the credit reporting company. 
(U) — Derived From 

Decías 
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
"e: "^¿<1CASE F T L E NUMBER, 00/00/2006] 

iU) . 

[FULL/PRELIMINARY] Investigation Instituted: ^ [00/00/2006] 

Reference: [CASE FILE NUMBER Serial XXX] 
Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE 
OF ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an NSL dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service], requesting consumer identifying 
information relating to the consumer listed. 

Details: (I) A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/ 
INTERNATIONAL TERRORISM] investigation of subject, a [U.S. 
PER$ON/NON-U.$. PERSON], was authorized in accordance with the 
Attorney General Guidelines because [Give a full explanation of 
the justification for opening and maintaining the investigation 
on the subject; barebones facts will not suffice and will cause 
the request to be rejected for legal insufficiency]. This 
consumer identifying information is being requested to [Fully 
state the relevant of the requested records to the 
investigation]. 

This electronic communication documents the 
[APPROVING^OFFICIAL's] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
consumer identifying information for [NUMBER OF] individual(s) 
from [credit reporting company #1]; [NUMBER OF] individual(s) 
from [credit reporting company #2], etc. [If there are requests 
from multiple reporting companies for the same person, please 
state. If request is for person(s) other than the subject of the 
investigation or in addition to the subject of the investigation, 
please state USP status of those persons. In other words, do your 
best to give as much information as you can, for congressional 
reporting purposes.] 

(U) Arrangements should be made with the credit 
reporting company to provide the records [personally to an 
employee of the DELIVERING DIVISION or through use of a delivery 
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF] 
business days of receipt of this request. The credit reporting 
company should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 
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To; [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re; (A) [CASE FILE NUMBER, 00/00/2006] 
DISCLOSURE PROVISIONS 

[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the 
FBI has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC (but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety f a person. 

Brief statement of the facts justifying my 
certification^in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute. 

[Include the next 2 paragraphs in all ECs.] 

(U) Information received herein roiti a credit reporting 
company may be disseminated in accordance with the Attorney 
General Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, subj ect to the following 
statutory limitation. Dissemination of such information is 
limited to other Federal agencies as may be necessary for the 
approval or conduct of a foreign counterintelligence 
investigation, or, where the information concerns a person 
subject to the Uniform Code of Military Justice, to appropriate 
investigative authorities within the military department 
concerned as may be necessary for the conduct of a joint foreign 
counterintelligence investigation. 
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(U) 
jjSîKiÎÎr 

To; v [DELIVERING DIVISION] From: 
Re; [CASE FILE NUMBER, 00/00/2006] 

[DRAFTING DIVISION] 

(U) Any questions regarding the above can be directed 
to the [CASE AGENT, telephone number (000) 000-0000.] 
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(U) , 
To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re; FILE NUMBER, 00/00/2006] 
LEAD(s): 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

[COUNTERTERRQRISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON, DC 

(U) At [Unit] Read and Clear 

Set Lead 3: (Action) 

[DELIVERING OFFICE -if using personal service] 
[AT CITY, STATE] 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the credit reporting company, 
[DELIVERING DIVISION] is requested to submit results to [DRAFTING 
DIVISION] and [OFFICE OF ORIGIN, if applicable]. 
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[DRAFTING DIVISION] 
[STREET ADDRESS] 
[CITY f STATE , ZIP CODE] 
[MONTH, DAY, YEAR] 

[MR. /MRS. /MS. ] [COMPLETE NAME OF POC ] 
[TITLE, IF AVAILABLE] 
[NAME OF COMPANY] 
[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 

DEAR [MR. /MRS. /MS. ] [LAST NAME]: 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 15, United States Code 
(U.S.C.), Section 1681u(b) (the Fair Credit Reporting Act, as 
amended), you are hereby directed to provide the Federal Bureau 
of Investigation (FBI) the names, address, former addresses, 
places of employment, or former places of employment of the 
below-named consumer(s): 

NAME(S>: 

ADDRESS(ES): [if available] 

DATE(S) OF BIRTH: [if available] 

SOCIAL SECURITY NUMBER<S): [if available] 

In accordance with Title 15, U.S.C., Section 1681u(a), 
I certify that such information is sought for the conduct of an 
authorized investigation to protect against clandestine 
intelligence activities, and that such an investigation of a 
United States person is not conducted solely on the basis of 
activities protected by the First Amendment to the Constitution 
of the United States. 
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[MR./MRS./MS. ] [COMPLETE NAME] 

[Certification; The nondisclosure requirement is not an automatic 
feature of the NSL. If the supporting EC for this NSL included 
Option 1 (Invoking the Nondisclosure Requirement), then include 
the language in the following 3 paragraphs in the NSL.] 

In accordance with 15 U.S.C. § 1681u(d)(l), I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations/ or endanger the life or 
physical safety of a person. Accordingly, 15 U.S.C. § 
1681u(d)(1) and (3) prohibits you, or any officer, employee, or 
agent of yours, from disclosing this letter, other than to those 
to whom disclosure is necessary to comply with the letter or to 
an attorney to obtain legal advice or legal assistance with 
respect to this letter. 

In accordance with 15 U.S.C. § 1681u(d)(3), you are 
directed to notify any persons to whom you have disclosed this 
letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 15 U.S.C. § 1681u(d)(4), if the FBI 
asks for the information, you should identify any person to whom 
such disclosure has been made or to whom such disclosure will be 
made. In no instance will you be required to identify any 
attorney to whom disclosure was made or will be made in order to 
obtain legal advice or legal assistance with respect to this 
letter. 

[Include the following language in all NSLs*] 

In accordance with 18 U.S.C. § 3511(a) and (b)(1), you 
have a right to challenge this letter if compliance would be 
unreasonable, oppressive, or otherwise unlawful and the right to 
challenge the nondisclosure requirement set forth above. 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 

2 
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[MR./MRS./MS. ] [COMPLETE NAME] 

You are directed to provide records responsive to this 
letter [personally to a representative of the [DELIVERING 
DIVISION] OR through use of a delivery service to [OFFICE OF 
ORIGIN] OR through secure fax] within [xxxx] business days of 
receipt of this letter. 

Any questions you have regarding this letter should be 
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN], depending on whether service is personal or through a 
delivery service]. Due to security considerations, you should 
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any 
telephone conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely yours, 

[ADIC/SAC NAME] 
[ASSISTANT DIRECTOR IN 

CHARGE/ 
SPECIAL AGENT IN CHARGE] 

3 
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(Rev. 03-09-2006) 

S 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
To; General Counsel 

Date: 00/00/2006 
Attn: Julie Thomas 

Deputy General Counsel, NSLB 
[ COUN TERTERRORI SM ] Attn: [UNIT] 

[REQUESTING OFFICE] 
SA [CASE AGENT] 
[OFFICE OF ORIGIN] 

[DELIVERING DIVISION] 
(if using personal servi 

Attn; SSA [SQUAD SUPERVISOR] 

Attn; SA [CASE AGENT] 
[Squad] [X] 

Attn: SSA [SQUAD SUPERVISOR] 
[Squad] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact; [CASE AGENTf telephone number (000) 000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE)] 
[SAC NAME] ALL INFORM! ON CONTAINED 
[ASAC NAME] HEREIN IS UNCLASSIFIED EXCEPT 
[CDC NAME ] WHERE SH0OT-0THER®ISE 
[SSA NAME] 

Drafted By: [LAST FIRST MIDDLE NAME: INITIALS] 
(U) \ ^ DATE: 01-04-2008 

Case lu [CASE FILE NUMBER] (Pending) cm: BY 6SI79 DHH/KSR/DK 

[ SUBJECT ] DECI;ASi!IFY-OH: 01-04-2 03 3 
[A.K.A.] [ALIAS (IF APPLICABLE) ] 
[IT/FCI - FOREIGN POWER] 
OO: [OFFICE OF ORIGIN] 

Synopsis: Approves the issuance of an FCRA Section 1681v 
National Security Letter (NSL) for a full credit report in an 
international terrorism investigation; provides reporting data; 
and, if necessary, transmits the NSL for delivery to the credit 
reporting company. 

Derive 
( U ) 
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(U); SE 

To; [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re; (A) [CASE FILE NUMBER, 00/00/2006] 

Declassify On: X-l IU) x 
<U> FULL/PRELIMINARY Investigation Instituted: 00/00/2005 
Reference: ^ ^ [ C A S E FILE NUMBER Serial XXX] 
Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE 
OF ORIGIN, depending on whether service is personal or through 
restricted delivery system] is an NSL dated [00/00/2005], 
addressed to [COMPANY POC NAME], [TITLE <if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service], requesting a full consumer 
credit report and all information in its files relating to the 
consumer listed. 

Details: (j/f A [FULL/PRELIMINARY] international terrorism 
investigation of subject/ a [U.S. PERSON/NON-U.S. PERSON], was 
authorized in accordance with the Attorney General Guidelines 
because [GIVE A FULL EXPLANATION OF THE JUSTIFICATION FOR OPENING 
AND MAINTAINING THE INVESTIGATION ON THE SUBJECT; BAREBONES FACTS 
WILL NOT SUFFICE AND WILL CAUSE THE REQUEST TO BE REJECTED FOR 
LEGAL INSUFFICIENCY]. This full credit report is being requested 
to [FULLY STATE THE RELEVANCE OF THE REQUESTED RECORDS TO THE 
INVESTIGATION]. 

This electronic communication documents the 
[APPROVING' 6FFICIAL's] approval and certification of the enclosed 
NSL. For reporting purposes, the enclosed NSL seeks the consumer 
credit report of [NUMBER OF] individual(s). 

(U) Arrangements should be made with the credit 
reporting company to provide the records [personally to an 
employee of the DELIVERING DIVISION or through use of a delivery 
service to OFFICE OF ORIGIN] within [NUMBER OF] business days of 
receipt of this request. The credit reporting company should 
neither send the records through routine mail delivery nor 
utilize the name of the subject of the request in any telephone 
calls to the FBI. 

[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the 
FBI has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC (but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used.] 
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To; [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re; (A) [CASE FILE NUMBER, 00/00/2006] 
1 [Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 15 U.S.C. § 1681v I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information 
sought by this letter may endanger the national security of the 
United States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

* Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement! 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute. 

[Include the next paragraph in all ECs.] 

(U) Any questions regarding the above can be directed 
to the [CASE AGENT, telephone number (000) 000-0000.] 
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!U) S Î ^ T 

To; [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re; (A) [CASE FILE NUMBER, 00/00/2006] 
LEAD(s): 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 
CQUNTERTERRQRISM 

AT WASHINGTON, DC 
(U) At [Unit] Read and Clear 

Set Lead 3: (Action) 

[DELIVERING OFFICE- if using personal service] 
[AT CITY, STATE] 
(U) Deliver the attached NSL as indicated above. Upon 

receipt of information from the credit reporting company, 
[DELIVERING DIVISION] is requested to submit results to [DRAFTING 
DIVISION] and [OFFICE OF ORIGIN, if applicable]. 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
To; General Counsel 

[COUNTERTERRORISM ] 

Date: 00/00/2006 
Attn: Julie Thomas 

Deputy General Counsel, NSLB 
Attn: [UNIT] 

( U ) 

(U) 

[REQUESTING OFFICE] Attn; SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 
[OFFICE OF ORIGIN] Attn; SA [CASE AGENT] 

[Squad] [X] 
[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
(if using personal service) [Squad] [X] Mk.IM.QRMi; 

HEREIK IS UNCLASSIFIED EXCEPT 
«HERE SHOOT OTHERWISE 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact; [CASE AGENTf telephone number (000) 000-0000] 

Approved By: [ADIC NAME <IF APPLICABLE)] 
[SAC NAME] 
[ASAC NAME] DATE; 01-04-2008 
[CDC NAME ] £ ̂ £ £ HIP. • • • ̂ • • • ̂ 2 .ME /.ksr/DK 
[SSA NAME] BMSOT: 1,4 (C) DECLASSIFY JOT: 01-04-2033 

Drafted By: [LAST FIRST MIDDLE NAME: INITIALS] 
Case ID #:^*^[CASE FILE NUMBER] (Pending) 
Title: ̂ ¡ V [SUBJECT] 

^ ^ [A.K.A.] [ALIAS (IF APPLICABLE) ] 
[IT/FCI - FOREIGN POWER] 
OO: [OFFICE OF ORIGIN] 

Synopsis: (U) Approves the issuance of an FCRA Section 1681v 
National Security Letter (NSL) for a full credit report in an 
international terrorism investigation; provides reporting data; 
and, if necessary, transmits the NSL for delivery to the credit 
reporting company. 

( U ) J J e i l U e d 1 1 Uill 

SI P 
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LIVERING DIVISION] To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
H S y [CASE FILE NUMBER, 00/00/2006] 

(TJ) Declassify On: [10 years after the date of EC] 

[FULL/PRELIMINARY] Investigation Instituted: [00/00/2006] 

Reference: [CASE FILE NUMBER Serial XXX] 

Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE 
OF ORIGIN, depending on whether service is personal or through 
restricted delivery system or fax] is an NSL dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE <if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service], requesting a full consumer 
credit report and all information in its files relating to the 
consumer listed. 

Details: — A [FULL/PRELIMINARY] international terrorism 
investigation of subject/ a [U.S. PERSON/NON-U.S. PERSON], was 
authorized in accordance with the Attorney General Guidelines 
because [Give a full explanation of the justification for opening 
and maintaining the investigation on the subject; barebones facts 
will not suffice and will cause the request to be rejected for 
legal insufficiency]. This full credit report is being requested 
to [Fully state the relevance of the requested records to the 
investigation]. 
:y> ^ ^ 

This electronic communication documents the 
[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For reporting purposes, the enclosed NSL seeks the consumer 
credit report of [NUMBER OF] individual(s) from [credit reporting 
company #1]; [NUMBER OF] individual(s) from [credit reporting 
company #2], etc. [If there are requests from multiple reporting 
companies for the same person, please state. If request is for 
person(s) other than the subject of the investigation or in 
addition to the subject of the investigation, please state USP 
status. In other words, do your best to give as much information 
as you can, for congressional reporting purposes.] 

(U) Arrangements should be made with the credit 
reporting company to provide the records [personally to an 
employee of the DELIVERING DIVISION or through use of a delivery 
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF] 
business days of receipt of this request. The credit reporting 
company should neither send the records through routine mail 
delivery nor utilize the name of the subject of the request in 
any telephone calls to the FBI. 
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(UK. 
To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re; ^J><^[CASE FILE NUMBER, 00/00/2006] 

DISCLOSURE PROVISIONS 

[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the 
FBI has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC (but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

(U) """ Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute. 

[Include the next 2 paragraphs in all ECs,] 
(U) Information received herein from a credit 

reporting company may be disseminated in accordance with the 
Attorney General Guidelines on National Security Investigations 
and Foreign Intelligence Collection 

(U) Any questions regarding the above can be directed 
to the [CASE AGENT, telephone number (000) 000-0000.] 

SÏJg^T 
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re; jX^[CASE FILE NUMBER, 00/00/2006] 
LEAD(s): 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs* 

$et Lead 2: (Info) 
CQUNTERTERRQRISM 

AT WASHINGTON, DC 
(U) At [Unit] Read and Clear 

Set Lead 3: (Action) 

[DELIVERING OFFICE- if using personal service] 
[AT CITY, STATE] 
(U) Deliver the attached NSL as indicated above. Upon 

receipt of information from the credit reporting company, 
[DELIVERING DIVISION] is requested to submit results to [DRAFTING 
DIVISION] and [OFFICE OF ORIGIN, if applicable]. 
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[DRAFTING DIVISION] 
[STREET ADDRESS] 
[CITY, STATE, ZIP CODE] 
[MONTH, DAY, YEAR] 

[MR. /MRS. /MS. ] T COMPLE TE NAME OF POC ] 
[TITLE, IF AVAILABLE] 
[NAME OF COMPANY] 
[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 

Dear [MR,/MRS,/MS, ] [LAST NAME] : 

Pursuant to Executive Order 12333, dated December 4, 
1981, and 15 U.S.C. § 1681v of the Fair Credit Reporting Act (as 
amended), you are hereby directed to provide the Federal Bureau 
of Investigation (FBI) with a copy of a consumer credit report 
and all other information contained in your files for the below-
listed consumer(s): 

NAME(S): 

ADDRESS(ES): [if available] 
DATE(S) OF BIRTH: [if available] 
SOCIAL SECURITY NUMBER(S): [if available] 
In accordance with Title 15, U.S.C. § 1681v, I certify 

that the information sought is necessary to conduct an authorized 
investigation of, or intelligence or counterintelligence 
activities or analysis related to, international terrorism. 

[Certification: The nondisclosure requirement is not an automatic 
feature of the NSL. If the supporting EC for this NSL included 
Option 1 (Invoking the Nondisclosure Requirement), then include 
the language in the following 3 paragraphs in the NSL,] 

In accordance with 15 U.S.C. § 1681v(l), I certify that 
a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 

ALL IMF 0Kllft.XI.0H... .C.QKTAIMED 
HEREIK IS UNCLASSIFIED 
DATE 01-04-2008 BY 65179 DHH/KSR/DK 
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[MR./MRS./MS. ] [COMPLETE NAME] 

physical safety of a person. Accordingly, 15 U.S.C. § 1681v(l) 
and (3) prohibits you, or any officer, employee, or agent of 
yours, from disclosing this letter, other than to those to whom 
disclosure is necessary to comply with the letter or to an 
attorney to obtain legal advice or legal assistance with respect 
to this letter. 

In accordance with 15 U.S.C. § 1681v(3), you are 
directed to notify any persons to whom you have disclosed this 
letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 15 U.S.C. § 1681v(4), if the FBI 
asks for the information, you should identify any person to whom 
such disclosure has been made or to whom such disclosure will be 
made. In no instance will you be required to identify any 
attorney to whom disclosure was made or will be made in order to 
obtain legal advice or legal assistance with respect to this 
letter. 

[Include the following language in all NSLs.] 
In accordance with 18 U.S.C. § 3511(a) and (b)(1), you 

have a right to challenge this letter if compliance would be 
unreasonable, oppressive, or otherwise unlawful and the right to 
challenge the nondisclosure requirement set forth above. 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 

You are directed to provide records responsive to this 
letter [personally to a representative of the [DELIVERING 
DIVISION] OR through use of a delivery service to [OFFICE OF 
ORIGIN] OR through secure fax] within [xxxx] business days of 
receipt of this letter. 

Any questions you have regarding this letter should be 
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN], depending on whether service is personal or through a 
delivery service]. Due to security considerations, you should 
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any 
telephone conversation. 

2 
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[MR./MRS./MS. ] [COMPLETE NAME] 

Your cooperation in 

CHARGE/ 

this matter is appreciated. 

Sincerely, 

[ADIC/SAC NAME] 
[ASSISTANT DIRECTOR IN 
SPECIAL AGENT IN CHARGE] 

3 
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paralegal specialist 
National Security Law Branch 
Office of the General Counsel 
Room 7975/ext 

Subject: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 
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[Certification: The nondisclosure requirement is not an automatic 
feature of the NSL. If the supporting EC for this NSL included 
Option 1 (Invoking the Nondisclosure Requirement) then include 
the language in the following 3 paragraphs in the NSL.] 

In accordance with 15 U.S.C. § 1681u(d)(l), I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorisrn, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. Accordingly, 15 U.S.C. § 
1681u(d)(1) and (3) prohibits you, or any officer, employee, or 
agent of yours, from disclosing this letter, other than to those 
to whom disclosure is necessary to comply with the letter or to 
an attorney to obtain legal advice or legal assistance with 
respect to this letter. 

In accordance with 15 U.S.C. § 1681u(d)(3), you are 
directed to notify any persons to whom you have disclosed this 
letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 15 U.S.C. § 1681u(d)(4), if the FBI 
asks for the information, you should identify any person to whom 
such disclosure has been made or to whom such disclosure will be 
made. In no instance will you be required to identify any 
attorney to whom disclosure was made or will be made in order to 
obtain legal advice or legal assistance with respect to this 
request. 

[Include the following language in all NSLs.] 

In accordance with 18 U.S.C. § 3511(a) and (b)(1), you 
have a right to challenge this request if compliance would be 
unreasonable, oppressive, or otherwise unlawful and the right to 
challenge the nondisclosure requirement set forth above, 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 

You are requested to provide records responsive to this 
request [personally to a representative of the [DELIVERING 
DIVISION] OR through use of a delivery service to [OFFICE OF 
ORIGIN]] within [xxxx] business days of receipt of this request. 

NSL VI031S70 



Any questions you have regarding this request should 
be directed only to the [[DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN], depending on whether service is personal or through a 
delivery service]. Due to security considerations, you should 
neither send the records through routine mail service nor 
disclose the substance of this request in any telephone 
conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely yours, 

[ADIC/SAC NAME] 
[ASSISTANT DIRECTOR IN 

CHARGE/ 
SPECIAL AGENT IN CHARGE] 
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(Rev. 01-31-2003) 

SEXRET 3 E t RE 

ûkU OF FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTIWE Date: 00/00/2006 
To; General Counsel Attn: Julie Thomas 

Deputy General Counsel, NSLB 
[COUNTERTERRORISM/ Attn: [UNIT] 
COUNTERINTELLIGENCE/CYBER] 
[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 
[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 

[Squad] [X] 
[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
(if using personal service) [Squad] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact; [CASE AGENTf telephone number (000) 000-0000] 

Approved By: (IF APPLICABLE) 

(IT) 

[ADIC NAME 
[SAC NAME] 
[ASAC NAME; 
[CDC NAME] 
[SSA NAME] 

Drafted By: [LAST FIRST MIDDLE NAME: INITIALS] 

HEREIN IS UNCLASSIFIED EXCEPT 
8HEFE SHOOT'''' OTHERIil SE 

(TT) -
Case ID 

X 

[CASE FILE NUMBER] (Pending) 
01-04-2008 

CLASSIFIED BY 65179 DMH/KSR/DK 
.4 (c) 

» : 0M4-2O'3'3 
Title: [SUBJECT] 

[A.K.A.] [ALIAS (IF APPLICABLE) ] 
[IT/FCI - FOREIGN POWER] 
OO: [OFFICE OF ORIGIN] 

Synopsis: (U) Approves the issuance of an FCRA Section 1681u(b) 
National Security Letter (NSL) for consumer identifying 
information; provides reporting data; and, if necessary, 
transmits the NSL for delivery to the jerredit reporting company. 

( U ) 
Derived 
Declassi m date of EC] 

SEC 
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(U) sl^ET 
To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: FILE NUMBER, 00/00/2006] 

(U), 
TFULL/PRELIMINARY] Investigation Instituted: ^><^[00/00/2006] 

Reference: pî} [CASE FILE NUMBER Serial XXX] 

Enclosure(s>: (U) Enclosed for [DELIVERING DIVISION or OFFICE 
OF ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an NSL dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service], requesting consumer identifying 
information relating to the consumer listed. 

Details : —^""Ti!ULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/ 
INTERNATIONA^ TERRORISM] investigation of subject, a [U,S, 
PERSON/NON-U* $ * PERSON], was authorized in accordance with the 
Attorney General Guidelines because [Give a full explanation of 
the justification for opening and maintaining the investigation 
on the subject; barebones facts will not suffice and will cause 
the request to be rejected for legal insufficiency]. This 
consumer identifying information is being requested to [Fully 
state the relevant of the requested records to the 
investigation]. 

This electronic communication documents the 
[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
consumer identifying information for [NUMBER OF] individual(s) 
from [credit reporting company #1]; [NUMBER OF] individual(s) 
from [credit reporting company #2], etc. [If there are requests 
from multiple reporting companies for the same person, please 
state. If request is for person(s) other than the subject of the 
investigation or in addition to the subject of the investigation, 
please state USP status of those persons. In other words, do your 
best to give as much information as you can, for congressional 
reporting purposes.] 

(U) Arrangements should be made with the credit 
reporting company to provide the records [personally to an 
employee of the DELIVERING DIVISION or through use of a delivery 
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF] 
business days of receipt of this request. The credit reporting 
company should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 
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(U) , 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: \T^>^[CASE FILE NUMBER, 00/00/2006] 
DISCLOSURE PROVISIONS 

[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the 
FBI has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC (but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C, § 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 

(U) .. safety of a person. 

C^Î^C Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute. 

[Include the next 2 paragraphs in all ECs.] 

(U) Information received herein rom a credit reporting 
company may be disseminated in accordance with the Attorney 
General Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, subj ect to the following 
statutory limitation. Dissemination of such information is 
limited to other Federal agencies as may be necessary for the 
approval or conduct of a foreign counterintelligence 
investigation, or, where the information concerns a person 
subject to the Uniform Code of Military Justice, to appropriate 
investigative authorities within the military department 
concerned as may be necessary for the conduct of a joint foreign 
counterintelligence investigation. 
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(U) 

To : [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: ^ FILE NUMBER, 00/00/2006] 

(U) Any questions regarding the above can be directed 
to the [CASE AGENT, telephone number <000) 000-0000.] 
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: [CASE FILE NUMBER, 00/00/2006] 
LEAD(s): 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

[COUNTERTERRQRISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON, DC 

(U) At [Unit] Read and Clear 

Set Lead 3: (Action) 

[DELIVERING OFFICE -if using personal service] 
[AT CITY, STATE] 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the credit reporting company, 
[DELIVERING DIVISION] is requested to submit results to [DRAFTING 
DIVISION] and [OFFICE OF ORIGIN, if applicable]. 
• • 
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[DRAFTING DIVISION] 
[STREET ADDRESS] 
[CITY, STATE, ZIP CODE] 
[MONTH, DAY, YEAR] 

[MR, /MRS, /MS, ] [COMPLETE NAME OF POC] 
[TITLE, IF AVAILABLE] 
[NAME OF COMPANY] 
[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 

DEAR [MR, /MRS, /MS, ] [LAST NAME]: 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 15, United States Code 
(U.S.C.), Section 1681u(b) (the Fair Credit Reporting Act, as 
amended), you are hereby requested to provide the Federal Bureau 
of Investigation (FBI) the names, address, former addresses, 
places of employment, or former places of employment of the 
below-named consumer(s): 

NAME(S>: 

ADDRESS(ES): [if available] 

DATE (S> OF BIRTH: [if available] 

SOCIAL SECURITY NUMBER(S): [if available] 

In accordance with Title 15, U.S.C., Section 1681u(a), 
I certify that such information is sought for the conduct of an 
authorized investigation to protect against clandestine 
intelligence activities, and that such an investigation of a 
United States person is not conducted solely on the basis of 
activities protected by the First Amendment to the Constitution 
of the United States. 

ALL IMFORMATIOI CONTAINED 
HEREII IS UNCLASSIFIED 
D All 01- 04- 2.0.0.8... BY....65.179-. DUi/KS R/DE 
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[Certification: The nondisclosure requirement is not an automatic 
feature of the NSL. If the supporting EC for this NSL included 
Option 1 (Invoking the Nondisclosure Requirement) then include 
the language in the following 3 paragraphs in the NSL.] 

In accordance with 15 U.S.C. § 1681u(d)(l), I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. Accordingly, 15 U.S.C. § 
1681u(d)(1) and (3) prohibits you, or any officer, employee, or 
agent of yours, from disclosing this letter, other than to those 
to whom disclosure is necessary to comply with the letter or to 
an attorney to obtain legal advice or legal assistance with 
respect to this letter. 

In accordance with 15 U.S.C. § 1681u(d)(3), you are 
directed to notify any persons to whom you have disclosed this 
letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 15 U.S.C, § 1681u(d)(4), if the FBI 
asks for the information, you should identify any person to whom 
such disclosure has been made or to whom such disclosure will be 
made. In no instance will you be required to identify any 
attorney to whom disclosure was made or will be made in order to 
obtain legal advice or legal assistance with respect to this 
request. 

[Include the following language in all NSLs.] 

In accordance with 18 U.S.C. § 3511(a) and (b)(1), you 
have a right to challenge this request if compliance would be 
unreasonable, oppressive, or otherwise unlawful and the right to 
challenge the nondisclosure requirement set forth above, 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 

You are requested to provide records responsive to this 
request [personally to a representative of the [DELIVERING 
DIVISION] OR through use of a delivery service to [OFFICE OF 
ORIGIN]] within [xxxx] business days of receipt of this request. 

NSL VIO-31SOO 



Any questions you have regarding this request should 
be directed only to the [[DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN], depending on whether service is personal or through a 
delivery service]. Due to security considerations, you should 
neither send the records through routine mail service nor 
disclose the substance of this request in any telephone 
conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely yours, 

[ADIC/SAC NAME 1 
[ASSISTANT DIRECTOR IN 

CHARGE/ 
SPECIAL AGENT IN CHARGE] 

NSL VIO-31SOO 



ALL IMFOMfATIQH CONTAINED 
HEREIN IS UNCLASSIFIED 
DAH;--0i-'04"200e-BY--6-S17-9--DHH/KS-R/DK 

[DRAFTING DIVISION] 
[STREET ADDRESS] 
[CITY, STATE, SIP CODE] 
[MONTH, DAY, YEAR] 

[MR./MRS./MS. ] [COMPLETE NAME OF POC] 
[TITLE, IF AVAILABLE] 
[NAME OF COMPANY] 
[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 

Dear [MR./MRS./MS.] [LAST NAME]: 
Pursuant to Executive Order 12333, dated December 4, 

1981, and 15 U.S.C. § 1681v of the Fair Credit Reporting Act, you 
are hereby directed to provide the Federal Bureau of 
Investigation (FBI) with a copy of a consumer credit report and 
all other information contained in your files for the below-
listed consumer(s): 

NAME(S>: 

ADDRESS(ES) : [if available] 

DATE(S) OF BIRTH; [if available] 

SOCIAL SECURITY NUMBER(S): [if available] 
In accordance with Title 15, U.S.C. § 1681v, I certify 

that I have been designated to make this request and that the 
requested information is necessary to conduct an authorized 
investigation of, or intelligence or counterintelligence 
activities or analysis related to, international terrorism. 

[Certification: The nondisclosure requirement is not an automatic 
feature of the NSL. If the supporting EC for this NSL included 
Option 1 (Invoking the Nondisclosure Requirement) then include 
the language in the following 3 paragraphs in the NSL.] 

In accordance with 15 U.S.C. § 1681v(l), I certify that 
a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence investigation, 

NSL VIO-31SOO 



[MR./MRS./MS. ] [COMPLETE NAME] Page 2 

interfere with diplomatic relations, or endanger the life or 
physical safety of a person. Accordingly, 15 U.S.C. § 1681v(l) 
and (3) prohibits you, or any officer, employee, or agent of 
yours, from disclosing this letter, other than to those to whom 
disclosure is necessary to comply with the letter or to an 
attorney to obtain legal advice or legal assistance with respect 
to this letter. 

In accordance with 15 U.S.C. § 1681v(3), you are 
directed to notify any persons to whom you have disclosed this 
letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 15 U.S.C. § 1681v(4), if the TBI 
asks for the information, you should identify any person to whom 
such disclosure has been made or to whom such disclosure will be 
made. In no instance will you be required to identify any 
attorney to whom disclosure was made or will be made in order to 
obtain legal advice or legal assistance with respect to this 
request. 

[Include the following language in all NSLs.] 
In accordance with 18 U.S.C. § 3511(a) and (b)(1), you 

have a right to challenge this request if compliance would be 
unreasonable, oppressive, or otherwise unlawful and the right to 
challenge the nondisclosure requirement set forth above. 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 

You are requested to provide records responsive to this 
request [personally to a representative of the [DELIVERING 
DIVISION] OR through use of a delivery service to [OFFICE OF 
ORIGIN]] within [xxxx] business days of receipt of this request. 

Any questions you have regarding this request should 
be directed only to the [[DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN] , _depending on whether service is personal or through a 
delivery service]. Due to security considerations, you should 
neither send the records through routine mail service nor 
disclose the substance of this request in any telephone 
conversation. 

Your cooperation in this matter is appreciated. 

2 

NSL VIO-31SS5 



[MR. /MRS. /MS. ] [COMPLETE NAME] Page 2 

Sincerely, 

[ADIC/SAC NAME] 
[ASSISTANT DIRECTOR IN 

CHARGE/ 
SPECIAL AGENT IN CHARGE] 

NSL VIO-31SS6 



b6 
b7C 

NON-RECORD 

DATE 01-04 

Original Message-— 
From: THOMAS, JULIE R (OGC) (FBI) r 

Sent: 1Q ^ 11:32 AM 
To: | ,l{OGC) (FBI)| (OGC) (FBI) fo7C 
Cc: 1 fCTD) (FBI) 1 1 

Subject: RE: 

UNCLASSIFIED 
NON-RECORD 

The Approval Letters are the ones listed in the EC. If it is a true emergency, that's where it needs to 
be. Everyone should Keep in mind that this will likely be something reported to Congress so make 
sure its an emergency before you ask for it. When in doubt, call NSLB or I LB if it is a criminal 
matter. 

Julie 

Original 
From: 
Sent: 
To: 
Cc: 
Subject: 

Aaccana-
le OGC) (FBI) 

Friday. November PM 
b /C 

DGC) (FBI); THOMAS, JULIE F. (OGC) (FBI) 
(CTD) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Do you know the approval level for the 2702? The EC (attached) says SAC but I think we've 
held the approval level higher in reality, at least at the early stages of implementation. 

« File: emergency disclosure final guidance and letter.wpd » 

SENSITIVE BUT UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

NSL VIO-31SOO 



From: 
Sent: 
To: 
Cc: 

Subject: 

TiOGC) (FBI) Anril fi/I "WW IH ft PM 
JEBIL 

improper IMS>L collection 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

hG 
h l C 

Original Mes^p 
From: 
Sent: 
To: frt ai i rnfq | | ^ 
Cc: 

I fOGC) (FBI) 
Tuesday, November 22, 2005 2:05 PM 

Ì0GC) (FBI); THOMAS, JUUE F. (OGC) (FBI)] |pGC)(FBI); 
5C) (FBI) 1 1 b7C 

Subject: improper NSL collection 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b5 

NSL VIO-31333 



• Thank: 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-31SOO 



From: | ^ G C ) (FBI) b6 
Sent: ' Friday, March 0§, 2007 5:5TTflu b 7 
To: | |(OGC) (FBI) 
Subject: \-W 
UNCLASSIFIED 
NON-RECORD 

Original Mes^ 
From: 
Sent: 
To: 
Subject: 

MnnHau lannarv OR ](OGC) (FBI) 
2QP7 3:43 PM 

(FBI) 

b7E 
UNCLASSIFIED 
NON-RECORD 

UNCLASSIFIED 

UNCLASSIFIED 

NSL VI031S90 



From: I [OGC) (FBI) w 
Sent: IhrnsHav l-PhnnrvlM 9 AM f ° 
To: | tOGC) (FBI) D ! 

Subject: FW: 2702 emergency disclosure provision 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Per this email, we had the emergency disclosure information put on our NSL website, 
Original Mrean»-— 

From: I |(OGC) (FBI) i 
Sent: 1 l-ndav, April UA m JiUVm 
To: |OGC)(FBI) 
Cc: 
Subject: 

;0GC)(FB1) 
FW: 2702 emergency disclosure provision 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

ÏCTO) (FBI) 

Car you please add the document that is in the below email to our national security letter 
webpage. Please put it on the right side, under "Resources" and put a link entitled "Emergency 
Disclosure" to this document. Thanks much! 

-Original Mp^anp 
From: I l(OGC) (FBI) 
Sent: ' URJJ^ &A.-.I IIJ JHIIK -MJiIM 
To: J —J(CTD) (FBI) 
Cc: | pGC)(FBI) 
Subject: 2702 emergency disclosure provision 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

My computer just kicked in, so here are your documents - the EC and attached sample letter 

emergency 
disclosure final guL. 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-31891 



From: I ~l(OGC) (FBI) 
Sent: Friday March 09 2007 9:36 AM 
To: I tOGC) (FBI) 
Subject: FW: CD - Full Credit Report EC 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Original Messaflfci 
From: | 
Sent: 
To: 
Subject: 

ww1nwnau miaev A 

Kb: U i-k J I Credit Report ÈC 

(FBI) 
¿007 5:19 PM 

|OGC) (FBI) 

b2 
fo7E 
b6 
b7C 

• •Ol-'04-2- ... 6 9... DUH/KS R/DK 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Handwritten, sitting on my desk, behind three more lOBs. As they clearly weren't our fault, I 
figured I'd better get the possible real ones up there first. 

—Original Mgganw 

From: | 
Sent: W ^ n ^ w l-^hn^rv Vin? 2:40 PM 
To: I IFBI) 
Subject: FW: CD - Full Credit Report EC 

i(OGC) (FBI) 
0 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

7E 

From: 
Sent: 
To: 
Subject: 

I I llclllFibj I 
•Original 

[ 
](OGC)(FBI) 

2007 3:3i-BU-
KMC) (FBI! 

üi - Kuli Credit keport tc 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

(OGC) (FBI) 

provme any Mmmsiiis. 
Sorry again about the mix up on the other EC. 

Thanks again for your help, 

•ID 5 
b6 
b7C 

File: CD - Full Credit EC.wpd 

NSL VIO-31892 



SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-31893 



From: I HiOGC) (FBI) 
Sent: FnHaw luiarrh no 9nr>7 g:27 AM 
To: lOGC) (FBI) 
Subject: rW| ~ T b 7 C 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

FYI 
Original M ^ a n ^ — D Z 

From: I IfOGCUFBn b 7 E 
Sent: Friday. Nnvemlw 17. 7006 7:36 AM b 4 

Subject: 1 b 7 D 

SENSITIVE BUT UNCLASSIFIED 

Thanks|~ | 

—Original 
From: 
Sent: 
To: 
Cc: 
Subject: 

|(FB1) 
Ihurafav. Nn^rriBETTC^nfi 7:12 PM 

OGC) (FBI) 

RE: t J 
l=BI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

IXI " " IHFÖKM.TI OM " ' C 0HT&IHE3P 
-04-2008 BY 65179 DKH/KSR/DK 

ü̂n 
From: [ 
Sent: 
To: 

S Wednesday, No^nibeTT?, __ 
- CZZZZZZZZtFBi) SubjectTRE] | 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

;OGC) (FBI) 
!006 11:47 AM 

b2 
b7E 
b4 
b7D 
b5 
b6 
b7C 

7E 
4 
7D 
5 
6 
7 r 

NSL VIO-31S94 



Thanks for your efforts in this mattei 

—Original Mi 
From: 
Sei 
To; 
Su 

T -u Eject™ 

ess|fla 
I (FBI) 

October iö, 2006 11: 
1(OGC) (FBI) 

30 AM 

] 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b2 
b7E 
b4 
b7D 
b6 
b7C 

OK. I'll call now. 

Original Meŝ at 
From: 
Sent: _ 
To: [ 
Subject: * 

rara»-— lOGCi (FBI) 
\t nrtnhpr in 3BTiQ:ii AM 

]FBI) 

^ — r 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b2 
b7E 
b4 
b7D 
bo 
b7C 

b2 
b7E 
b4 
b7D 
b5 
b6 
b7C 

Yes, I think we need to asl find out for us. 

—Original Me 
From: 
Sent: 
To: 
Subject: 

Ifbi) 
liiwrfew i ̂rfnhpr i il JMhfijnoq AM 

;OGC) (FBI) 
— I - 1 ' 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

No. I don't know of any other way to do it. Like I said earlier. 

Original Messufe 
From: 
Sent: ^ 
To: I I 
Subject: ReJ 

SOGC) 
J: 19 f 
OGC) (FBI) 

AM 
l(FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b2 
•b7E 
b4 
b7D 
b5 
bo 
b7C 

NSL VIO-31895 



1 Original Mesŝ aa 
From: 
Sent: 
To: 

Cc: 

Subject: 

N d Warred»» I irlvhar 1121 'Wlfi 3;49 Pf|» 
m 

c [roij 

LUffi) (FBI 
J(FBI);I 

M 

b7D 
)6 
)7C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

hi) 
rt al., 

Yesterday afternoon I sooke withf 
: • I nnn n mPPTinn opnpniiipn aif 
hlC 

smmuiim mm*, iaa ta ^v&rai ¿nang&5. wiw m 
meeting possible in the near future I land I discussed the 
situation telephonically. I was able to pose what I believe to be the 
biggest concerns to her and she responded thusly: 

b4 
b7D 
b5 
b€ 
b7C 

NSL VIO-31396 



b2 
b7E 
b4 
b7D 
b5 
bo 
b / C 

I did a little further research on-line today regardingf 

b2 
b7E 
b4 
iŵ  * lìiè-* 
b5 
bo 
b7C 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-31SOO 



1C 113 this file 

From: 
Sent: 
To: 
Cc: 

(OGC) (FBI) 
Wednesday, April 05, 200G 0:31 AM 

Subject: HW: lOBs 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD INF ORMATI OH COMTÀIHED 

IS UNCLASSIFIED 
.-04-2008 BY 65179 Dlffl/KSR/DK 

b5 

b5 

There is going to be an EC to this effect in the near future, but this policy is currently effective. 

a riginal Mwsanp 
From: 
Sent: 
To: 
Cc: 

loGC) (FBI) 
2 PM 
|(FBI) 
(FBI) 

b2 
b7E 
b6 
b7C 

NSL VIO-31393 



Subject: IOBs 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b5 
b6 
b / C 

I know this is new, particularly with respect to annual LHMs, so we will be sending something out 
on this. 

n 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-31SOO 



h-4 

h l D 

be 
hlC 

From: 
Sent: 
To: 
Subjepf! 
SE0REI 
RECORD 65 

l(OGC) (FBI) 
Thursday March D1 ̂ UU/"gT57 AM 

I l(OGC) (FBI) 
FW: NSL Response bd 1 thread content info 

IVe gotten a bunch of these emails, so I will forward them all to you. 

IFBI> Â/oHnocrlavj Fphn.̂  7R 7M7 5:04 PM 
|OGC)I£fiL 
-LEBPf "I^BD 

Original 
From: 
Sent: 
To: 
Cc: 
Subject: TET NbL Response b£ i "read content info 
SEC 
RECORD 65 

b2 
b7E 
b4 
b7D 
b6 
b7C 

DECLASSIFIED BY 65179 DMH/KSR/DK 
OH 01-04-2008 

I M Uivisioii Uùurtëel 
PRI . I hiukirti-i 

THIS IS A PRIVILEGED ATTORNEY-CLIENT WORK PRODUCT/COMMUNICA' 
DISTRIBUTED OUTSIDE THE BUREAU WITHOUT PRIOR APPROVAL FROM 

TION 
• 

AND IS NOT TO BE 
CDC. 

b2 
b7E 
b4 
b7D 
b5 
b6 
b7C 

-Original bl 
From: 
Sent: 
To: 
Cc: 
Subject: 
Importance: High 

I l(OQC) (FBI) 1 luesday, hebruary Ut Mfj 6:49 AM CPT mi rnro 
I 10: PJV: NiJL Response eao content ini J Ito 

iGC)(FBI); THOMAS, JULIE F. (OGC) (FBI) 

RECORI 

h 4 

h l D 

be 
blC 

NSL VIO-31900 



Please follow! Hsuggestion. We do need to 
determine where it came from within| [ecc 

Thanks[ 
—Original 

From: 
Sent: 
To: 
Cc: 
Subject: " FW: NSL Response by| 
Importance: High 

hold this infomnation back until we 
cords and whether it is content or not. 

h 2 

b7E 
b4 
b7D 
b€ 
•ta7C 

b2 
b7E 
b4 
b7D 
b6 
b7C 

Hj |fY! -I |Legal Unit is holding replies from the field SAs in a separate e-mail 
foiaer ana awaiting OGC's formal word as to what, if anything, to do with the Thread Content 
info. 

Original ̂ ÊSSâflfi 
From: 
Sent: 
To: 

J(FBI) 
Mnnrlrhf Fehn ianr 7ft ?IJ07 1:49 PM 

m 

Subject: ' FW: NSL Response 
Importance: High 

to) 

I have received 2 NSL responses from| |that contained "Thread Topic" information. I 
have pulled these volumes from the roWIT, will await further Legal Unit instruction as to 
how to proceed. 

h 2 
hl E 
h A 
•b7D 
h 6 
hlC 

—Original 
From: I IF6I) 
Sent: MnnfU frhmatv Wfl? i w n am 

Subject: FW: NSL Response by| | 1 1 

]q2 Importance: High ^ 

b7E SeVET 
b 4 R E C f t R D 6 5 

b7D 
PleasfiLiaview any info you may have obtained frorrj [and advise me 
and| | legal ASAP. 

—Original Mafiana»» 
From: | |(FBI) 

NSL VIO-31901 



Sent: 
To: 

Friday. Fghrmrv 7T 7007 4:57̂ 1 
m i 

¡07 4:57J 
ZLm£ 

TfbiI" 
m£ 

j m 

L r 

Subject: FW: NSL Response bJ 

RECORD 65 

3S 
E Ï 

I P C — Imi 

S 

? 
» p u I 

FBI)| ¡FBI) 

7D 

Please review closely - thanks... 

T 

—Original M r a r w ( 

From: I iFBI) 
Sent: kwW IphnmrvTrsfa 1-
To: 

Cc: 

Subject: 5 

M I 

FW: NbL Response b 

SECRET 
RECORD 65 

¿A PM _ 

ten Î|(FBlJ FBI);[ 
] ( FB I )£ 

IBUL 

](FB1); 

h 2 
hl E 
b4 
b7D 
be 
b7C 

h 2 
hl I 
h 4 
hll 
h 5 
hS 
b7( 

inoftafifl.. 
(OGC) (FBI) 

—Original I 
From: 
Sent: I hursday, l-ebruary 11, 2(J(J7 7:40 AM 
To: FBI_ALL CDOs 
Subject: FW: NSL Response bJ 

RECORD 65 

7E 

I wanted to bring this issue to your attention. I think you need to forward it to the operational 
folks in your field office who may have received information frorml ~|we will try to filter 
this out at the| fcvel, b|Jl ir| s o m e N S L return information was sent directly to the field, 
or came to theTîëla before we were aware of this problem, I think this matter needs to get 
wide circulation. 

NSL VIO-31902 



r Q InnlhHTWfcsanff 
I ... _ 

Thank: 
—Origl 

From: 
Sent; 
To: 

Cc: 

Subject: 

S^&ET 
RECORD 65 

l(FBI) 
Trvyi /trpI 

Nsi 
I FBI)] 

iFBir 

K̂ itöfe By| T M 

]0GC)(FBl| 
ll'FRTlC" 

FBI) 
](FBI)J 

b2 
b7E 
b4 
b7D 
be 

b7C 

b2 
b7E 
b4 
b7D 
b5 
b6 
b7C 

ss. ? 
b7E 
b6 
b7C 

\ FROM: G-3 FBI Clarification Guide G-3. dated 1/97. Foreign 
CounterlntfrnftTwt̂ j-̂ f̂ ĥ r̂tS 
DECU\SSIFICftTlgN EXET 
SECRE 

LFRQM: G-3 FBIC|as*iflgation Guide G-3, dated 1/97. Foreign 
CounterlntelliTTniitiM üigSEigations 
DECU\SSIEJOrri5NEjggBnW4QL11 

DERIvEW^QMjG-3 F^ Classification Guide G-3. dated 1/97. Foreign 
CounterlntelliaencStn<̂ tiqation̂  
DECLASSIEietfTiON EXEMf 

NSL VIO-31903 



DECLASSIFY. 
S E C R E J ^ 

assification Guide G-3. dated 1/97. Foreign 
vestiaations 

IPTION 1 

uide G-3, dated 1/97. Foreign 

ssification Guide G-3, dated 1/97, Foreign Counterintelligence 

icìFBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence 

NSL VIO-31904 



b2 

b7E 

b6 

b IC 

(OGC) (FBI) 
flinhgp n; ;nilkT7TTPM 
ImcrVFRTVI fm\t 

MessageFrom: 
goni" mirini C m i w II; rnw PM 

2FW NSLs.txt 

1 (oc.r\ 

r>v. lULi 

|| i IL ,1 ( T O n ^ n M f l o K r J U L I E F. (OGCT 

SENSITIVE BUT UNCLASSIFIED 

NON-RECORD 

FYI - these are the NSL topics that I will be (VERY) briefly discussing on Monday at the meeting. 

if you can think of any other NSL issues you would like raised, please let me know, 

• 

Qnflii 

From: I 

na1 Uflffana. 
(OGC) (FBI) 

sent: llWSd&y, TOM 1«, ¿005 12:22 PM 

TO! FBI_ALL CDCS 

ce: caproni, Valerie E. (OGC) (FBI); THOMAS, M I E F. (OGC) (FBI); 

subject: NSLs 

OGC) (FBI); (OGC) (FBI) 

b5 

:b6 

b / C 

SENSITIVE BUT UNCLASSIFIED 

NON-RECORD 

Page 1 b 6 

b7( 

ALL IMPOMATI®COITAMI) 

HERE IH IS UICUSSIFIED 

DiH 01-04-2008 BY 65179 M/K5R/M 
NSL VIO-31905 



2FW NSLs.txt 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

b5 
bo 

b7C 

Page 2 

NSL VIO-31906 



From: 
Sent: 
To: 
Subject: 

Z ji rïïïû £vm A Fra mj. 
FW: New EC and N: I

o 
teL 

3 ÜÖ6 
|(OGC) (FBI) 
PM 007 2:T 

OGC) (FBI) 
ponies and Banner for posting on OGC website 

nee: High ET//NOFORN 
RECSRD xxxx 

Sent out new forms after the 2006 patriot act passed and became effective on March 9, 2006 
Original Message-— 

From: | |OGC) (FBI) 
Sent: Thursday, March 09, 2006 1:35 PM 
To: FRT All CDC* FBI SACs , , 
Cc: I lOGC) (FBI)J fOGC) (FBI) OGC) 1 m y moMAb, juut k (ogc) (fbIj 1 1 1 
Subject: FW: New EC and N5L ponies and Banner for posting on OGC website 
Importance: High 

ET//NOFORN 
CORD xxxx 

•Db 
b7C 

These are the new standard NSLs and ECs. You can start drafting them. You simply cannot sign 
any out because the SACs do not yet have non-disclosure certification authority. 

Please be advised, and it can't be said too often, the non-disclosure certification CANNOT be 
perfunctory or automatic. There has got to be a reason for it. We could easily be challenged on it 
and we will have to explain why we issued it 

NSLB will be issuing guidance on this within hours. The EC is on the Director's desk. 
Original M«gang 

From: I IOGQ fFBP 
Sent: t h , » ^ , m.^-h no ^ PM D 6 
To: IOGC) (FBI) b 7 C 

Subject: i-w: New t<_ ana i\ibL ponies and Banner for posting on OGC website 
Importance: High 

SKOtiETZ/NOFORN 
R £ O O R D XXXX 

DE.C.LAS.5X.EI.EB.......BY......65179 DMH/KSR/DK 
OM 01-04-2008 

Assistant General Counsel 
National Security Law Policy and Training Unit 
National Security Law Branch 
Office ofJbfiiapneral Counsel, FBI, JEH, Room 7947 
202-3241 I . 
Unclassified emailJ I 

This is a Privileged Attorney-Client/Attorney Work Product Communication 

NSL VIO-31907 



t 
Original Mess|a 

From: 
Sent: 
To: 
Cc : 

|[QGC) (FBI) 
n E S i S Œ S Œ E 2006 1:03 PM 

ItOGC] (FBI) 

he 
hid 

Subject: 
Importance: 

(iu ui-Hii' inrwr 
New EC and 
High 

JOGG) (FBI)[ 
i n S l ponies 3i 

STJIFBTT 
LILÊ pö f L̂J IHBl); ÛGC) (FBI' 

PüT 

ponies 5 ï ï T B 5 ï ï r î 5 r W ^ n n g on OGC wêbiitè 

DGC) (hBIjr 
(OQC) (FBI? 

Sfi^E 
RECOR 

T//NOFORN 
ECORD xxxx 

• H 

We have 14 documents that need to be posted to our website this afternoon if at all possible. 
The President is signing the PATRIOT Act renewal at about 3:00 pm today and it changes the 
rules regarding NATIONAL SECURITY LETTERS. There are seven different types of NSLs. The 
attached documents are 7 ECs and the corresponding 7 WSL forms. 

Please post them under the Banner below in the email from 

transactional record 1681u(a) NSL I681u(b) EC 1681u(b) NSL 1681v EC 1681v NSL 
NSL 2006.... >006.03.09.wpd (1..006.03.09.wpd (l9.ÎÛ06.03.09.wpd (l.J6.Q3.Q9.wpd (18 Kl06.03.09.wpd (13 K 

email EC email NSL RFPA ec RFPA NSL toll record EC toll record NSL 
D6.03.09.wpd (19 Kf06.03.09.wpd (17 Ktf.03.09.wpd (19 KB6.03.09.wpd (18 KI2006.03.09.wpd ... 2006.03.09.wpd... 

transactional record l6Slu(a) EC 
EC 2006.0... 006.03.09.wpd (19. 

Please let us know when they are available on the website. 

Many thanks 

Assistant General Counsel 
National Security Law Policy and Training Unit -, ~ 
National Security Law Branch ^ 
Office oUbeJaeneral Counsel, FBI, JEH, Room 7947 -bo 
2Q2-324I I J « b 7 C 
UnrJAftdfiMl email! I 

NSL VI03190S 



This is a Privileged Attorney-CHent/A ttomey Work Product Communication 

-Original Mess? 
From: I JoGO (FBI) b 7 C 
Sent: ThnrcHa^ Mirrh no PM 
To: 
Cc: 

liOGC) (FB1. 
Subject: Banner for webpage re new NSLs. 

j TH(W4. Il II TF F - T ï m t â ™ bGC) (FBI)I tOGC) (FBI); 
I líOGC) (FB17 1 

UNCLASSIFIED 
NON-RECORD 

I I :b7C 

Assistant General Counsel 
National Security Law Policy and Training Unit 
FBI HQ Room 7975 
STU III: (202) 324 
Unclassified Fax: (202 
Secure Fax: (202) Z24 

b2 
b6 
b7C 

Privileged Attomey-Client/Attomey Work Product Communication 

UNCLASSIFIED 

NSL VIO-31909 





From: 
Sent: 
To: 
Subject: 

Monday. March 0b. 2l)U/4:2 
I lOGC) (FBI) 
1 hW! IftlépMft&bl and NSL 

OGC) (FBI) 
PM 

Importance: High 
HLC.REIJJNOFORM 
RECORD xxxx 

b 6 
•b7C 

At the bottom is the banner we added on March 9 to assure that everyone knew the changes 
were effective immediatley 

Original Mes^na..... , b 6 
From: | IfOGC) (FBI) 
Sent: Wednesday. March 15. 2006 9:33 AM ' D ! L 

To: |{OGC) {FBI) 
Subject: 1 IfliPftflMbiaiVINbL 1 

Importance: High 

tfb'BKfa^/NOFORN 
RECORD xxxx 

OH 01-04-2008 

Assistant General Counsel 
National Security Law Policy and Training Unit 
National Security Law Branch 
Office nf the Carierai Counsel, FBI, JEH, Room 7947 
202-324 I 
Unclassified emai 

b 2 
b 6 

b7C 

This is a Privileged Attomey-Cfient/A ftomey Work Product Communication 

Cc: 

Original Messanp— • 
From: |0GC) (FBI) 
Sent: M^hJKf 2006 3:20.au . D / C 
To: J Inira (fbi)| iltodxcow • 

I |(OGC)7F5q PGC) (FBll toGC) 

Subject: RE: URGENT OGC NSLB Revisions - New EC and NSL ponies and Banner for posting on OGC website 
Importance: High 

-eeeRer//NOFORN 
RECORD xxxx 

b7C 

NSL VIO-31911 



NSL delegation EC telephone telephone 
approved by ... jbscriber EC.wpd (ljbscriber NSL.wpd (. 

Finally, please edit the bannerforthis folderto delete the last sentence: "NOTE: NEW NSLs 
SHOULD NOT BE APPROVED UNTIL THE DIRECTOR HAS DELEGATED THE SIGNING 
AUTHORITY." - as that has now occurred in the document you are posting. 

Thanks to you both for your WONDERFUL HELP on this on such short notice. 

eral Counsel ASSTsrann̂ eTT 
National Security Law Policy and Training Unit 
National Security Law Branch 
Office of the General Counsel, FBI, JEH, Room 7947 
2 0 2 - 3 2 f ~ | . . 
Unclassified email! I 

This is a Privileged Attorney-Cfient/Attorney Work Produci Communication 

D 

Original — 
From: I lOGC) (FBI) 
Sent: Ihn^H^ UxrrTTVt 
To: I IrropvcoN^ 

c<: I kfrSq (FBI) 
Subject: Revisions - New EC and NSL ponies and Banner for posting on OGC website 
Importance: High 

•6EeRET//NOFORN 
RECORD xxxx 

1 = 1 
Thank you. This is my best interpretation of what NSLB needs. 

First, please disable the links forthe model EC and NSLs listed about three-fourths of the 
way down the National Security Letters webpage (httpj | DO NOT 
DELETE the files on your end as I don't know if NSLB win neea tnem in tne Tuture. 

At the top and bottom of the NSL webpage please post the following notation - in bold/caps, ! 
etc. 1 / L. 

The President will be signing the USA PATRIOT 
Improvement and Reauthorization Act at approximately 3 
p.m.(EST) today, March 9, 2006. At that point, all NSLs 

NSL VIO-31912 



must comply with the new law. FBI OGC NSLB has 
posted new NSL forms on this website. The new law 
makes adjustments to the Director's delegation authority. 
Under the new law, FBI HQ Section Chiefs do not have 
the authority to approve NSLs. NOTE: NEW NSLs 
SHOULD NOT BE APPROVED UNTIL THE DIRECTOR 
HAS DELEGATED THE SIGNING AUTHORITY. 

After that notation at the top of the page, please insert the following and link to the documents 
referenced below (feel free to modify the filenames as you deem appropriate in orderto 
differentiate them from the existing filenames). These documents should all stay in the Word 
Perfect format as they are ponies/samples to be used by Field Office personnel. 

Model ECs and NSLs (as at March 9,2006) 

1. Telephone Subscriber EC [link to follow by separate e-mail when received from NSLB] 
2. Telephone Subscriber NSL [link to follow by separate e-mail when received from NSLB] 
3. Toll Record EC [link to toll record EC 2006.03.09.wpd] 
4. Toll Record NSL [link to toll record NSL 2006.03.09.wpd] 
5. E-Mail Subscriber EC [link to email EC 2006.03.09.wpd] 
6. E-Mail Subscriber NSL [link to email NSL 2006.03,09.wpd] 
7. Transactional Record EC [link to transactional record EC 2006.03.09.wpd] 
8. Transactional Record NSL [link to transactional record NSL2006.03.09.wpd] 
9. RFPAEC [link to RFPA EC 2006.03.09.wpd] 
10. RFPA NSL [link to RFPA NSL 2006.03.09.wpd] 
11. 1681 u(a) EC [link to 1681 u(a) EC 2006,03.09.wpd] 
12. 1681 u(a) NSL [link to 1681 u(a) NSL 2006.03.09.wpd] 
13. 1681 u(b) EC [link to 1681 u(b) EC 2006,03.09.wpd] 
14. 1681 u(b) NSL [link to 1681 u(b) NSL 2006.03.09.wpd] 
15. 1681v EC [link to 1681 v EC 2006 03,0 9. wpd] 
16. 1681v NSL [link to 1681 v NSL 2006.03.09.wpd] 

b 
b A thousand Thank Yous for your help with this. Please call if any of this is confusing. 
b7C 

3GC 

-Original Message-M 
Togo (fbi) From: 

Sent: 
To: 
Cci 

Thursday. March A3, 2006 1:03 PM b7C 
be 

^FCTl I (OGC) (FBI)l 
(ogc) (mij 1 

Subject: New EC and NSL ponies and Banner for posting on OGC website 

NSL VIO-31913 



Importance: High 

"gEeRETZ/NOFORN 
RECORD xxxx 

b 6 

b7C 

Please post them under the Banner below in the email fromj 

« File: transactional record NSL 2006.03.09.wpd » « File: 1681 u(a) NSL 
2006,03.09.wpd » « File: 1661u(b) EC 2G06.03,09,wpd » « File: 1681u(b) NSL 
2006,03.09.wpd » « File: 1661v EC 2006.03.09.wpd » « File: 1681v NSL 
2006.03.09.wpd » « File: email EC 2006.03.09.wpd » « File: email NSL 
2006.03.09.wpd » « File: RFPA ec 2006.03.09.wpd » « File; RFPA NSL 
2006.03.09.wpd » « File: toll record EC 2006,03,09.wpd » « File: toll record NSL 
2006.03.09.wpd » « File: transactional record EC 2006.03,09.wpd » « File: 1681 u(a) 
EC 2006.03.09,wpd » 

Please let us know when they are available on the website. 

Many thanks 

Assistant General Counsel 
National Security Law Policy and Training Unit 
National Security Law Branch 
Office of the General Counsel, FBI, JEH, Room 7947 
202-324 I * 
I Innln^itifirl emaiJ J 

b2 
b6 
b7C 

This is a Privileged Attorney-Ciient/Attorney Work Product Communication 

—Original M^inm3 • 
From: lOGC) (FBI) 
Sent: ' Ihnrqkv Marv~h JIU JHlk 12:50 PM & o 
To: | |(0GCVPft" , , b l C 
Cc: I HHMAk. Illl II- kTTHTn (FBI)] pGC) (FBI)! tOGC) (FBI); 

I TfOGcnrsn 
Subject: Banner for webpage re new NSLs. 

UNCLASSIFIED 
NON-RECORD 

NSL VIO-31914 



The new NSL forms should be posted with this banner prominently displayed at the top and 
bottom of the page. 

The President will be signing the USA PATRIOT 
Improvement and Reauthorization Act at approximately 3 
p.m.(EST) today, March 9, 2006. At that point, all NSLs 
must comply with the new law. FBI OGC NSLB has 
posted new NSL forms on this website. The new law 
makes adjustments to the Director's delegation authority. 
Under the new law, FBI HQ Section Chiefs do not have 
the authority to approve NSLs. NOTE: NEW NSLs 
SHOULD NOT BE APPROVED UNTIL THE DIRECTOR 
HAS DELEGATED THE SIGNING AUTHORITY. 

Assistant General Counsel 
National Security Law Policy and Training Unit 
ITDI uri D^rtm 7Û7G 

b /C 

Privileged A ttomey- Client/A ttomey Work Product Communication 

UNCLASSIFIED 

P ^ í v e q / F 
DECDWSIF I FY ON; 20160309 

fflSfORN 

ROM; Multiple Sources 

DER^ED/ROM: Multiple Sources 
DECLASSIFY ON: 20160309 
SECRCTZ/fooFORN 

b^Eo/r 
LCLÂSÊIF 

DERIVED FROM: Multiple Sources 

NSL VIO-31915 



DECL. 
SEC 

20160309 
7/NOFORN 

DERIVED 
DECL 

Multiple Sources 
ON: 20160309 

RN 

NSL VIO-31916 



From: 
Sent: 
To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

C ÏÏÏB Em li ET7S ¡IlKWl 1 FAI 07 9:09 
IfOGCI (FBI) 

|(OGC) (FBI) 
M 

b5 
b6 
b7C 

b7E 
b 5 
b 6 
b7C 

tyi 

Original Mesetti 
From: 
Sent: 
To: 
Cc: 
Subject: 

£|i 

J 

ÏOGC) (FBI) 
FRILFLYI jfrnrnmlffiri»?. I M O PM 

IFBIÌ — 
|FB1); FB1,ALL CDC J Ifbi) 

UNCLASSIFIED 
NON-RECORD 

b 2 
b 7 E 
b 4 
b 7 D 
b 5 
b 6 
b 7 C 

Original M ^ h p 
From: | ¡(FBI) 
Sent: I-RM^V SPNRGMNPR Jim 12:35 PM 
To: LOGC) (FBI) 
Subject: 1 M . r 

UNCLASSIFIED 
NON-RECORD 

Thank: 

b2 
b7E 
bo 
b7C 

From: 
Sent: 
To: 
Subject 

Orìnjnfll Mffiffllflfr" 

HlUdU. SëULdllUM ¿y. il 
I |(FB1) 
h" 

grol 
J(FB 

[OGC) (FBI) 
10:49 AM ALL.... IHZQBJCATI OH ...£. QlffÀIÏÏED 

DATE 01-08-2008 BY 65179 DHH/K3R/DK 

UNCLASSIFIED 
NON-RECORD 

NSL VIO-31917 



UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

NSL VIO-3191S 



From: 
Sent: 
To: 
Cc: 

| |(OGC) (FBI) 
1

 Wednesday, August U Z 2 m 11:29 A M 
FBI ai I r.nr.*. 

ÖGC) (FBlf~ 
(OGC) { F M 

(OGC) (FBI) 
(OGC) (FBI 
^ÛGCI (FBI 

K OGCïïFBh r Tfpn (FBi)f 

7FBTT 
(FBI) 
(OG 
JEM î HEEL 

[ 
(FBI1 
(FBI) 

[ 
(FBI) 

""Juboj (1-b 
InQC.\ (FBI);| 

'GC) (F 

I m o (FBI) 
•^•"Kogq 1 

IOGC) (FBI) 
KOGCl 

W S S ) (FBlI 
3GC) (FBdL 
(OGC) (FBI? 
(OGC) (FBIh 

.OGC) (FBlf 
(FBIl! 

C) (FBI)r 
FBÖL (OGC) (I 

OGC) (FBI) 
(OGC) (FBI 

ÎO G C ) ( F B Î r 
OGC1! (FBI1 
) (FBI)r_ 

('FBI'); THOMAid 
] ( F B I ) j _ 

(OGC1! (FBI 
X m t ) (FB I ) |~ 
F F ffîGC) (FSH 

(OGC) (FBÎj[ 

• 

T r a h i i f Riv 
C) 

C) 
J 

^ f e c H 
iOGC) (FBIJ: GC) 

(OGC) (FBI); 
[(OGC) (FBI); 

EOGC) (FBI); 
IfOGCÎ (FBI); 
F OGC) (FBI); 

:OGC) - 3 

JOG< 
p G C ) 

C) (FBI); 
~I(QGC1 

] 
TÖGC) 

Subject: FW: model NSL ECs (documents 1,3,5,7,9,11,13, and 15 on our website) 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b e 
b7C 

Here is the latest set of model NSL EC changes that were made to our website today. 

These are the changes-

b 6 
b7C 

4) changing all dates to 2006 

5) be 
bic 

Original 
From: 
Sent: 
To: 
Cc: 

Mflcgane 
I l(QGC) (FBI) 1 lUKaay, August Ulr JUUbV:31 PM 

ALL IMF OSMÂTIOM' • • C0NTÄI1IED 
HEREII IS UNCLASSIFIED 
PÂTE 01-08-2Q03 BY 65179 DKH/KSR/DK 

HO DTVM FRTHQMF 
IOGC) (FBI) |OGC)(FBI) 

NSL VIO-31919 



Subject: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Please replace eight documents on our website 

Jgrore an email I sent you a few days ago to make certain changes on these documents. 

Thanks|~~| 

telephone 
ibscriber EQUIY200. 

toll record 
Cjuly2006.wpd (28. 

3 

email 
:july2006.wpd (20 K 

5 

transactional record 
ECjuly200... 

7 

RFPA 
July2006. wpd (19 K 

9 

NSL VIO-31920 



1681u(a) 
¡uly2006.wpd (21 KE 

11 

168lu(b) ECjuly 
2006,wpd (21 K,„ 

13 

I68 lv 
:july2006.wpd (20 K 

15 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 



Duplicate page 113 this file 

From: 
Sent: 
To: 
Cc: 

l-riday, Aprili) A 2UIW P 
fri ai I nnnc 

I 1 (OGC) (FBI) 

Subject: —I -Y I - IOB policy 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

This is the current IOB policy: 

STOBHATION CONTAINED 

¡11111 >008 BY 65179 DMH/KSR/DK 

OGC will be issuing official guidance to reflect the principles set forth above shortly. 

be 
blC 

NSL VIO-31922 



SENSITIVE BUT UNCLASSIFIED 

NSL VIO-31923 



MessageFrom 

TCI 

(OGC) (FBI) 
y, Auyubi ¿y, ¿uu) l\li k 
, Valerie E. (OGC) (FBI); 

2Message.txt 

(OGC) (FBI) 

ÏQfi 
I (mr 

W-) IFBij; 
subject; RE; 

UNCLASSIFIED 

NON-RECORD 

men fFRT]:i 
rfflTTTTrnl 

-original M e s s a g e — 
From: caproni, Valerie E. (OGC) (FBI) 
jgptjjuj^i^^iii^t 29, 2005 2;.in m 

Tn • I TVn̂ rl (cbtvI 

U mfif'i (1-KITT 
(FBI): 
Subjec 

¥) (FBI)j I k ) « 
rfl I rRl 

Ct! Htf 
iiiicnaiaiii 

UNCLASSIFIED 

NON-RECORD 

Tnfirì ìfrtV ifFUFV PATRICK W. 

(FBI); 

B S D E T T T T O M A S , JULIE F. 

1 (OGC) (FBI) 

I (OGC) (FBI); 

lfnfifl fFRTV If FI I FY .PATRICK 
(OGC) H W I/DÌ; 

b2 
b7E 
b4 

b7D 
b6 

b7C 

b7E 
b4 
b7D 

b7D 
b5 

•3D W 
•3D 1C 

Page 1 
k! 
•k/ • 

b7C 

ALL IMPOMATI®COHTAID 
HERE IH IS UICUSSIFIED DiH 01-08-2008 BY 65179 M/K5R/M NSL VIO-31924 



UNCLASSIFIED 

NON-RECORD 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI 
WITHOUT PRIOR OGC APPROVAL 

tt^v ivrnrir ILùmìèI 

Faxt 
pager 

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL 

iriflinal Message-̂ ^̂ -
IfOGC) (FBI) 

Fnnav. lniv RM 
fn:r\ fcDT\ 

VJÇUL 
B D f 

Dm (FBI); Caprom^?WTFTHTJ5^Ttl) 

DATPTry m tnr.r\ , 

(OGC) (FBI); 
Til 

b6 
b7C 

J W T 

Page 2 

NSL VIO-31925 



Subject: RE: 

UNCLASSIFIED 
NON-RECORD 

As many of you know 

2Message.txt '^¿j 

b7D 

b4 
b/D 
b 5 

b4 
b7D 
b5 

T a g e T 

NSL VIO-31926 



7Mpgganp tvt 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI 
WITHOUT PRIOR OGC APPROVAL 

tifi]—Unit Chief 

Fax. 

>nnina1 Mûccanû-
From 

s e n t 
jq' CDT ai I rnre 
rrJ 

(OGC) (FBI) 

b2 
b6 
b7( 

Subject: FW: 

UNCLASSIFIED 
NON-RECORD 

Page 4 

NSL VIO-31927 



¿Myuflgtyt 
•Jjj 

be 
b /C 

.fìrn'm'nal Mac< 
(FBI) 
8:15 Ali 
(FBI);L 

I-hnay, Juiy ui, ¿uub 

v a i m r n 
subject: RE: 

UNCLASSIFIED 
NON-RECORD 

(OGC) (FBI); 
ÔGCT (FBI) 
FBI); Caproni, 

b2 
b7E 
•Kj I XJ 

b4 
b7D 
b 

b7C 

b4 
b / D 

b5 

b6 

b IC 

Page 5 

NSL VIO-31928 



2Message.txt 

umililai Passage 
From: KELLEY, PATRICK W. (OGC) (FBI) 
Canf ThiircHau luna W^ 6117 PM 
T n

1 l ^ r i (FBI); 

^ f ™ flft) ÉEBIl 
(FBI) 

(OGC) 

^y 1 ' rm 
RE: 

1(FBI);| 

UNCLASSIFIED 
NON-RECORD 

•onainai Messane' 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE 

Page 6 

NSL VIO-31929 



FBI WITHOUT PRIOR OGC APPROVAL 
2Message.txt 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

thanks 

From:! 

1 Mûccanû. 
From 

T o j ^ I ¿QGC) (FBI) 

(FBI) 

(F 
CC 
Sub"jëcF 

(OGC) (FBI; 
(OGC) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Page 7 

NSL VIO-31930 



h2 

b7E 
b4 
b7D 
b5 
b6 
b7C 

b2 
b7E 
b4 
b7D 
b5 

b2 
b7E 
b4 
b7D 



2Message.txt 
We would appreciate any assistance that HQ can render. Thanks! 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

Page 9 

NSL VIO-31932 



2Message.txt 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

P a g e 10 

NSL VIO-31933 



MessageFrom: 
Qpnt- F H Hai 

(OGC) (FBI) 

¿\j\jf ¿.w m 
_ ) (FBI) 

Subject: Please add ta package of documents, 
TO 

£ 3 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

From:f 

r-ininal Mac; 
From 
Sgnt^jlgygj^j^^Hj ¿(JIJ4 

1 (OGC) (FBI) 

To: 
ce: 
SubJ^TTT

1 

CTD) (FBI); 
(OGC) (FBl7 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

2Please add to 

(FBI) 

I [package of documents.txt 

b2 
b/E 
b6 
b7C 

bf 
w 

.b7C 

I am an OGC/NSLB attorney who was asked to handle a matter that you had previously discussed with 
an NSL under the Right to Financial Privacy Act to obtain bank records. 

concerning issuing 

I have a copy of the NSL that you are using, but I must advise you right now that you need to stop using it. First, it is an old pony, inasmuch as it 
sets out an old standard for getting NSLS, namely one in which the subject of the request was an agent of a foreign power. The standard is much 
different now, since the 2001 Patriot Act, inasmuch as we only need to show that the information is relevant to an authorized investigation, 
secondly, your unit chief has not been delegated authority to issue the NSL, so you cannot use this form. 

I have a document entitled "Spikedelegation," which sets out the various people who have been delegated authority to sign NSLs, the first set having 
been established after the Patriot Act (AD.DADS, SACS, various OGC attorneys), and the latest delegee, spike Bowman, the senior counsel for national 
security affairs in our office, having been given such authority a few months ago. 

under separate cover, I am going to send you the form NSL that you should be using for financial institutions. It comes from the NSLB web page, where 
you can pull up national security letters from a list on the left side of the web page, and then you will see a description of NSLs and a reference to 
a November 2001 EC, and if you click on that, you will get a listing of all the NSL forms. But I'll send it to you separately. 

I think we need to figure out what to do about the information you've gotten in the past under these NSLs. I am going to check the RFPA statute and 
will get back to you. 

• b6 
V np pa9e 1 

•D /L 

all ÏHFÙMÂIÏÛI cernii® 
HERE IH IS UICUSSIFIED 
D i H 01-08-2008 BY 65179 M / K 5 R / M 

NSL VIO-31935 



2Please add to package of documents.txt 

SENSITIVE BUT UNCLASSIFIED , 

t>2 

SENSITIVE BUT UNCLASSIFIED 

Page 2 
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From: 
Sent: 
To: 
Cc: 

Subject: 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

ÎCR3U7TFE 
Hon 

2QÛ) (FBI); THOMASJL1L 
î I L O i E B l J Z Z 

3COGC) (FBI); 
GC) (FBI); 

|(OGC) (FBI); 
C 5 t ) (FBI); 
(OGC) (FBI); 
L£UpGC) (FBI); 

OGC)(FBI); 
: BI ) 

The policy of having the CDC hold onto the information is temporary. We are coming out with a 
new policy shortly and I expect that it will say to return the information to the provider. 

—Original 
From: 
Sent: 
To: 
C<: 

3(FBI) 
Tuesday, April 04, 2006 6:00 FM 

I . IfFBIif 
I _ luaithuU 

¡mT 

H(OGC) (FBI) 
IWflffiMU irn^nrFRTv 

LOGCI FFBLU ^ IF OGC) | 

issmtsm 

£*ICMTI33f 

fOGO fFI 
IOGC) ( O G A ) I p 
lOGQ (FBI); ^ 

ÌOGCTTFETI 
|l~bl)| IUUL] (I-Blil 

I l/iuwuunl tc 
lluu-wmil 

lUkU tl-Bffl _ J 

. t o / p e n t 
TûGcTTFBnf 

c Q i r a r 
(OGc\ (FBnT 

IOGQ (FB: 

tenmd 
eeeE 

IflflCWftlJ 
to/FBHT 

^AWcpryl |r 

iffiiii 

KQGQ (FBI) 

UbL I I KBIT 

iGQj KiMwiam 

r ™ M H i r 
Subject: RE: improper NbL collection 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

P Q 
; IMUNAS, 

|0GC)(FB1); 

HEPEIM IS OTCLÀ3SIFIED 
DATE 01-08-2008 BY 65179 

NSL VIO-31937 

b7E 
bo 
b7C 



Subject: RE: improper NSL coIlòttio 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 2 
b7E 
h€> 
hlC 

Would it be possible to allow a few large offices to view the proposed policy and provide 
comments since it seems to affect us most? 

—Original Mess, 
From: 
Sent Ti iPcHavj finrilftA Wlf i i - l f iPM 

][OGC) (FBI) 

Duplicate this 



| "|oGC) (FBI) 
Subject: i-w: improper N5L collection 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

The issue of what we currently do with NSL overcollected material comes up quite 
often, and I should have sent this to all of NSLB before, but here it is. Long and 
short, CDCs hold onto overcollected material. We really do hope to come up with a 
policy very shortly - we are in the drafting stage. 

Original Mp̂ ĥp From: | |(OGC) (FBI) 
Sent: I uesday, November 11, 2uu5 2:05 PM 
To: FBT All fDCs , 
Cc: | ^ TOGO f FBI: THOMAS. JULIE F. (OGC) (FBI 

1 rQGc) (rei) Subject: 1 inipTUpUT NbL iJUIllction 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 6 
b7C 

]0GC)(FBI); 

As you are probably aware, we do not have a uniform FBI policy as to what we do 
when we obtain information improperly from issuance of an NSL, whether it be from 
our mistake or a mistake of the carrier. We are going to try to develop such a policy. 
However, in the interim, please follow the following stopgap measures so that we 
start to handle this matter in a consistent manner office-wide. 

We need to be assured that no one will have access to the improperly obtained 
information, and no "innocent" information will be retrievable, even if retrievable with 
an explanation of its innocence. We want to do everything we can to assure that the 
information is not further available while maintaining a paper trail as to why the 
information had to be removed from the database. 

be 
b7C Thanks|~~| 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
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SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-31940 



From: I H(OGC) (FBI) b c 

Sent: . Thnrsrlav lannarv.04, 2007 3:15 PM b 7 C 
To: | IOGCXFBI) 
Subject: RE: 
UNCLASSIFIED 
NON-RECORD 

b 5 

emergency 
disclosure final gui,. 

IS OTCLikSSIFIED 
01-08-2003 BY 65179 DHH/KSR/DK 

FYI -1 had ari interesting email exchange wit 
^ i . » InwrJwoJ 

iesterdav. and I am going to forward it 

b7D 
b 5 
6 
7C 

-Original 
From: | |OGC)(FBI) 
Sent: Thnrqfcw - l a m i n a ?nn? 3:00 pm 
To: | |(0GC) (FBI) 
Subject: kt! 

UNCLASSIFIED 
NON-RECORD 

I know you would never ignore me. I was looking through my EC on the level of authority for 
sign offs on 2702 Emergency and 2709 NILS and Verification and Preservation letters I see an 
exchange of e-mails especially about authority to sign by an acting. 

NSL VIO-31941 



It appears that an SAC or SC or above may sign a V & P, 2702, 2709. 
An acting for a vacant position SCA or SAC (no the situation for someone just out for the day) 
may do a V & P but what about fora 2709 Or 2702. Cant find a final EC on the subject? 

Assistant General Counsel 
National Security Law Branch 
Office ounsel FBI 

Voice 
Pager 
Secure Fax 
Fax 

b7C 

Oiqinal MP̂ CSHP 
From: L 
Sent: ' 
To: £ 
Subject: 

JOGC) (FBI) 

S ;OGC)(FBL) b7C 
UNCLASSIFIED 
NON-RECORD 

You called me while I was away at Christmas and, unfortuately, my out of the office 
message didn't get through so you probably thought I was ignoring you. But I wasn't. So if 
you still need to get in touch, let me know. 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

NSL VIO-31942 



b5 
b6 

•ÎD / C 

MessageFroffliF I(OGC) (FBI) 

Sent: Tuesday, Aprii us, ¿uus y:uy am 
jq • (FBI) 
Cr I 

buojecr: ï ! 
(OGC) (FBI) 

VMTVDIT^ 
CAU backlog of NSLS 

2RE CAU backlog of NSLs.txt 

(OGC) (FBI); (OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI); 

SENSITIVE BUT UNCLASSIFIED 

NON-RECORD 

I have had a meeting with the head of CAUJ 

board, but the issue is leaallv. whether In 
. and he is comfortable with this arrangement. I'll contact him to make sure Lewis is on 

UTSy^OT'whether we can use our influence to help get it d o n ^ j ^ let the ops people know that 

wanted to know if there was 

ooara, out tne issue is legally, wnetner tnis is OKay, ana wnetner we can use our innuence to neip get it a o n ^ ^ ^ 

they need to open up these Pis, To date, when asked to do NSLs, the ops folks have not been good about it. Sol I 

something we could do to force their hand as far as opening up the necessary Pis. ^ ^ 

-—Original Message 

From: BOWMAN, MARION E. (OGC) (FBI) 
9:04 AM 

(OGC) (FBI) To 

Cc 

Su BjecfHff^HnHcIclö^T 

'OGC) (FBI) 

NSLs 

PGC) (FBI); 

(OGC) (FBI)
1 Ç 1 (OGC) (FBI) 

[(OGC) (FBI) 

SENSITIVE BUT UNCLASSIFIED 

NON-RECORD 

The best thing to do is set up a meeting with John Lewis - CAU falls under him. I believe I talked with him about this when it first arose. 

(OGC) (FBI) 

»;59 AM 
From 
Sent : 

TO (FBI); T H O I ^ ^ M ^ ^ I Û Û 

CC] KQGC) (FBI) 
SU^Wr̂ F^H^ETCHV^w NSLs 

(FBI) 

(OGC) TFBIJT (OGC) (FBI) b6 

b7C 
SENSITIVE BUT UNCLASSIFIED 

NON-RECORD 

Page 1 

all ïHFùMÂîïûi cernii® 
HERE IH IS UICUSSIFIED 
DIU 01-08-2008 BY 65179 M/K5R/M 
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b5 
b6 
b7C 

2 D^^^jjJJ^^^^U^JJ^ 
I sent this email awhile ago, to deal with the situation ofl — 

Anrl l-li a i'ri-ii/i ir ^pfimnn niinmî nn tln'nl/r •l-k-i i- l'r -i nnnA •î Ai I 

fr^mja^Maccana---^^^ 
I (OGC) (FBI) 

j O ^ O i U M U k U U û h ^ ^ O G C ) (FBI); M j U â ^ J U U ^ ^ ^ U i ^ ^ F B I ) 

CE 

NSLS 

(OGC) (FBI); (OGC) (FBI) 

T flrtn 1 fr h/il ifiiin T 1 w/i l̂ rto nrl nnw trt/ifHiii-l/ 

(OGC) (FBI) (OGC) (FBI) 

b5 
b6 
b7C 

SENSITIVE BUT UNCLASSIFIED 

NON-RECORD 

aUaIÎ  frl.lA MAtt+Uf 'iilA 1t)A /I j f A<*l + Ua t'. 

Obviously, there is overlap, but I don't think that matters. 

Any thoughts? 

~ ^ Page 2 b5 
b6 
b7C 

NSL VIO-31944 



2RE CAU backlog of NSLs.txt 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

Page 3 

NSL VIO-31945 



ß E ^ T 

•Basse 

7TPT 

From: 
Sent: 
To: 

Cc: i 
L ll-bl) 

Subject: RE: NSLECs 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

(FBI) 
¡QfijLOS PM 

J O G C ) (FBI) 

](OGC) (FBI) OGC) 

h 2 
hl E 
he 
hlC 

okay, as to whether or not I'm correct JeLLQf say that I was relying on an ojd conversation I had 
witli Know at HQ) abou] {spreadsheet. I'm virtually certain he said we 
maintained it because the field used toTrareto provide the reporting data to OGC. But, I'm not 
positive. Someone with some more time in the CDC's office than me should be consulted on this 
one . . . 

—Originali" i 
From: I IOGC) (FBI) 
Sent: 1 L . ^ w m , 4 n h * r P M 

.1 — . Z b 

b 2 
b 7 E 
b 6 
b 7 C 

To: J ] _ r J m j . 
Cc: I |OGC) (FBI)j |OGC) 

Subject: RE: NSL ECs ALL INFORMIX ON C01TAI1ED 
HEREIB IS UNCLASSIFIED EXC 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

CVipinal Mp̂ anp 
From: 
Sent: 

Jim 
1(FBI) 

To: I 
Subject: ftE: NSL Ks ÏrrSsAM 

OG KOGC) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

O.l-.QS 
SIF IE R... BY... 65.1.79... BMH/KS R/DE 

...1.4 ( C ) 

l i i l i l l l i l l 

No objection to the change. 

My imprecise point is tha j~ 

D u p l i c a t e e m a i l c h a V tó -S 1 e P a 9 e 



From: 
Sent: 
To: 

Cc: 

Subject: 

I IfCTD) (FBI) 
Wednesday. November 15, 2006 M i M 

| |(CTD) (FBI)| 
1,1 1,1,1 '", VALERIE E. (OG 

I 
(mi)! UAHKUNI, 
iEBh 

I F B l f 
LO J iGC) 

CTD) 

b2 
b7E 
b4 
b7D 
b6 
b7C 

l(OGC) (FBI): JHQMAfi .mi IFF 

far 
DG 

ELAINE M. foe 

( U l i ) (FBIJ 
C) (FBI)| 

GC) (FBI)' 
eeting 

JEß i l 
• u u o (HBir 
ESGC) (FBI); C^ C) (FBI); LAMMERT, 

(CTD) (FBI) 

SENSITIVE BUT UNCLASSIHfc 
NON-RECORD 

would you please add a chair for me as well. Thanks in advance 

ALL II»!F0RIÌÀ.TIOH COHTÄIIffiD 
HEFE IK IS TJIiCLASSIFIED 

il-08-2008 BY 65179 DHH/KSR/DK 

—Original jM^^np 
From: 
Sent: 
To: 
Cc: 

]CTD) (FBI) 
ir 11 ?fl(¥i 3:24 PM 

iGC) (FBI); CAPRONI, VALERIE E. (OGC) (FBU 
IQMAS, JULIE F. fOGO i m \ V 
1QGCÌ fFBl J 

E| jneel 
m r 
neeuTI 

ÌÌOGC\ fFBIÌ: THOMAS. JULI^F. fOGO {m\ 

TWrllhfU 
Subject: RE| 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

CAU will be there. 

Regards, 

^ rOGCHFBlV. LAMI (mi| [CTD) (FBI) 

JubL) ihBij;— 
MERT, ELAINE N, 

b2 
b7E 
b4 
b7D 
b6 
b7C 

Communications AnaCysis Vnit 
Communications ^Exploitation Section 

CtO 
(202)324 

OrioiiaaLbdessafle 
From: 1 
Sent: 
To: 
Cc: 

I (OGC) (FBI) 
i:14 AM 

n 
lu&dSy, N6v£rtilter 14,^06 9:1 
rADP̂ iMr WAI epte •= /nftrwctm • • 

I (OGC) (FBI); THOMAS, JULIE F. ( M £ l E B L J . 

' F B l J ^ ^ 
I J F H 1 K O G C ) (FBI); LAMMERT; ELAINE N. 

1 ^ ^ L c m m 
Subject: RE 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b 2 
b7E 
b 4 
b7D 
bo 
b7C 

NSL VIO-3195S 



Let's say 9:30 Monday. I just moved the meeting with| "[back to 10:30. 

| [ can we get the conference room from 9:30 to 12:30? Thanks. 

Everyone - can you come to HQ OGC conference room at 9:30 so we can spent an hour 
discussing this among ourselves. 

If anyone thinks of any other persons who should be invited, please let me know, 

—Original Message— 
From: CAPRONI, VALERIE E. (OGC) (FBI) 
Sent; Tuesday. Nnvemher 14, 2006 3:52 AM 
To:I Iogt.\ (FBI) 
Subject: RE| | 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Can we do it in 30 minutes? If so, 9:30 Monday will work. 

Alternatively, if we need, say, 60 minutes, can we push| [jack to 10:30? 

-Original Messane— aflfi^ 
From: I l[OGC) (FBI) 
Sent: 1 IU£3FLAY, NWSFFLBFIF 14, AI&6 8:10 AM 
To: CAPRONI. VALERIE E. (OGC) (FBI) 
Subject: RE:I 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b7D 
h£ 
hlC 

The only problem is thal| [̂ von't be able to make it since he is out of town this 
whole week, unless we sSnnfp for early am on Monday (such as 9), Otherwise, 
I don't think he is back in town on Friday. 

Original Message 
From: CAPRONI, VALERIE E. (OGC) (FBI) 
Sent: 1 ^ i ; ^ PM [ [ 
To: | ÈSSJ (FBI) J | 

m \ |OGC) (FBI); THOMAS, JULIE F. (OGC) 

Subject: RE 

SENSITIVE BUT UNCLASSIFIED 
o 

NON-RECORD 

b 2 
b7E 
b 4 
b7D 
b e 
b7C 

We need a pre-meeting for thisj jneeting 
something up? 

will you please set 

Original Mrepnp 
From: 
Sent: 
To: CAPRONI, VALERIE E. (OGC) (FBI 

JoGC) (FBI) 
Mnrirlav MnvFmhpr \ i PM 

Subject: 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-31959 



NON-RECORD 

I have it for 11/20 at 10. 

-Original Message-
From: 
Sent: 
To: 
Cc: 
Subject: 

CAPRONI, VALERIE E. (OGC) (FBI) 
Mffiiflmhar A ^ I fWl I I ^ Q pM 

-J(FBI) 
J & C ) ( F B I ) 

•HIWUHhdlVllt 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

7E 

7E 
4 
7D 
6 
7C 

I thought it was getting pushed until next week. 

—Original Messaûfc 
From: | 
Sent: 
To: 

Cc: 

Subject: 

|FBI> 
MòrtdSy, Nôvèrttbèr 1J, iUUb I2:4F ~ 

PRONI, VALERIE E. (OGC) (FBI) 
OGCÌ fFRIÌ: THOMAS. 1LII IF . 

J ( O G C ) (FBI) 

ìnsci fFRnf 

_£APR 
• b 

(OGCl ÎFBlJ" toGC) (FBI): 
JOGC) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I are you still scheduling meeting for this week - Weds 
smmm? 

-Original Message-
From: 
Sent: 
Toi 

Cc: 

Subject: 

CAPRONI, VALERIE E. (OGC) (FBI) 
-rfr. ir^, N ^ ^ h ^ r M Wi * 3:14 PM 

I • — L 1 juub hJULLiTrmi 
•no-i fFRIV TMDMAC: 

rnr:r̂  /prtì! 

r 
^WfRTJ" 

KQGÇ1 
rHTrtmT 

m . 

s 

rnrBij 
PTTTTBri 

Z t Œ 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Can we get togellifiLWedriesday afternoon to discuss these 
issues, please?l please check my calendar and set up 
an hour meeting. 

Original Moc«ne 
From: I 
Sent: I nursaay, Novemoer uy, 
To: CAPRONI, VALERIE F m m fFRTV THOMAS 

3 OGC) (FBI) 
'06 3:05 PM 

hlC 

JULIE F. (OGC) (FBI)i 

NSL VIO-31960 



Cc: 
(CìC,n f FRI i l 

Subject: REÌ| "*| 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

- I(QGC1 
l r c r r / P R T ì r 

O I L 
1 

IMC) (FBI); 
| (OGC) (FBI) 

1 

b 2 

7C 

This has now been scheduled for next Thursday, 
November 16 at 10 am. 

lean y°u 5 e e Wthe OGC 
available for 2 hours? Thanks 

confj rence room is 

Original Messala 
From: I 
Sent: 
To: 

Cc: 

Subject: 

l o G C ) (FBI) 
Wednesday, November UU,2006 12:12 PM 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

>7E 
>4 
>7D 
>6 
>7C 

NSL VIO-31961 



b7D 
b5 

i guess we a an nice 10 see inai. 

Bui for the immediate time, he'd like to meet with 
the FBI for a few hours to discuss these matters. 
We proposed either Thursday, November 16 or 
Friday, November 17, at 10 am (Place TBD). 

Can I find out who is interested in attending and 
when yoj are available? 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

b7C 
b6 

NSL VIO-31962 



SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-31963 



b 2 
b7J 

From: 
Sent: 
To: 
Cc: 

J 
iniirenav ixinv/PmnPr i 

i 
1: UVMMERT- EUVIM (FB 

(FB 
Subject: RE 
SENSITIVE BUT UNCLflüSIHbU 
NON-RECORD 

~~[OGC) (FBI) 
ZDIÉJ:41 AM 
r i ( O G C ) (EE1L 
tetiiFBDi 

JFBI)J 
£ N. (OGC) (FBlT 
(OGC) (FBI) L 

M i f Pi): 
JOGC) 
JOGC) 

b7D 
b 6 
b7C 

Yes, this is lhat I talked to, 
since you will De gone, mayba p 

I ^ —Original 
From: 
Sent: 
To: 

ells me that you have a good relationship with him. But 
ould attend. 

](OGC) (FBI) 

Cc: 

Subject: 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

MmJM....I3...IW£.lÀÌ 
01-08-2008 BY 65179 

7E 
4 
7D 
6 

b7C 

Is this 

b4 
b7D 
b5 
b6 
b7C 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI 
WITHOUT PRIOR OGC APPROVAL 

Associate General Counsel - Unit Chief )2 

Tel: 
Fax 

fVjpi"*! 
From: | |(OGC) (FBI) 
Sent: Wednesday, November 08, 2006 12:12 PM 

NSL VIO-31964 



SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

NSL VIO-31966 



ALL INFORMATION CONTAINED 
HEREII IS UNCLASSIFIED 
DATE 01-08-2 008 BY 65179 DKH/K3R/DK 

[DRAFTING DIVISION] 
[STREET ADDRESS] 
[CITY,STATE, ZOP CODE] 
[MONTH DAY, YEAR] 

[MR. /MRS/MS. ] [COMPLETE POC NAME] 
[TITLE, IF AVAILABLE] 
[COMPANY NAME] 
[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 

DEAR [MR. /MRS. /MS. ] [LAST NAME]: 

Under the authority of Executive Order 12333, dated 
December 4, 1931, and pursuant to Title 12, United States Code 
(U.S.C.), Section 3414(a)(5), (as amended, December 13, 2003), 
you are hereby directed to produce to the Federal Bureau of 
Investigation (FBI) all financial records pertaining to the 
customer(s) and/or accounts listed below: 

NAME(S) [if available] 
ACCOUNT NUMBER<s): [if available] 

SOCIAL SECURITY NUMBER<S):[if available] 
DATE (S> OF BIRTH: [if available] 

[FOR PERIOD FROM INCEPTION TO PRESENT] 
or 

[FOR PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE] 
or [PRESENT]] 

Please see the attachment following this request for 
the types of information that your financial institution might 
consider to be a financial record. 

In accordance with Title 12, U.S.C. Section 
3414(a)(5)(A), I certify that the requested records are sought 

NSL VIO-31967 



for foreign counterintelligence investigation purposes to protect 
against international terrorism or clandestine intelligence 
activities, and that such an investigation of a United States 
person is not conducted solely on the basis of 

[MR* /MRS* /MS* / COMPLETE NAME] Page 2 

activities protected by the First Amendment to the Constitution 
of the United States* 

In accordance with Title 12, U.S.C., Section 3403(b), I 
certify that the FBI has complied with all applicable provisions 
of the Right to Financial Privacy Act. 

[Certification: The nondisclosure requirement is not an automatic 
feature of the NSL. If the supporting EC for this NSL included 
Option 1 (Invoking the Nondisclosure Requirement) then include 
the language in the following 3 paragraphs in the NSL.] 

In accordance with 12 U.S.C. § 3414(a)(5)(D), I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. Accordingly, 12 U.S.C. § 
3414(a) (5) (D) prohibits you, or any officer, employee, or agent 
of yours, from disclosing this letter, other than to those to 
whom disclosure is necessary to comply with the letter or to an 
attorney to obtain legal advice or legal assistance with respect 
to this letter. 

In accordance with 12 U.S.C. § 3414 (a) (5) (D) (iii), you 
are directed to notify any persons to whom you have disclosed 
this letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 12 U.S.C. § 3414 (a) (5) (D) (iv), if 
the FBI asks for the information, you should identify any person 
to whom such disclosure has been made or to whom such disclosure 
will be made. In no instance will you be required to identify 
any attorney to whom disclosure was made or will be made in order 
to obtain legal advice or legal assistance with respect to this 
request. 

[Include the following language in all NSLs.] 

In accordance with 18 U.S.C. § 3511(a) and (b)(1), you 
have a right to challenge this request if compliance would be 
unreasonable, oppressive, or otherwise unlawful and the right to 
challenge the nondisclosure requirement set forth above. 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 

NSL VIO-3196S 



You are requested to provide records responsive to this 
request [personally to a representative of the [DELIVERING 
DIVISION]_0R through use of a delivery service to the [OFFICE OF 
ORIGIN]] within [xxxx] business days of receipt of this request. 

Any questions you have regarding this request should 
be directed only to the [[DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN], depending on whether service is personal or through a 
delivery service]. Due to security considerations, you should 
neither send the records through routine mail service nor 
disclose the substance of this request in any telephone 
conversation. 

Your cooperation in this matter is greatly appreciated. 

S i n c e r e l y , 

[ADIC/SAC NAME] 
[ASSISTANT DIRECTOR IN 

CHARGE/ 
SPECIAL AGENT IN CHARGE' 

ATTACHMENT 
In preparing your response to this National Security Letter, you 
should determine whether your company maintains the following 
types of information which may be considered by you to be a 
financial record in accordance Title 12, United States Code, 

h 2 
b7E 

Section 3401 (2) : 

3 
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.01-31-2003) 

S. 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 
To; General Counsel 

[COUNTERTERRORISM/ 
COUNTERINTELLIGENCE/CYBER] 
[REQUESTING OFFICE] 
SA [CASE AGENT] 
[OFFICE OF ORIGIN] 

[DELIVERING DIVISION] 
(if using personal service) 

Date: 00/00/2006 
Attn: Julie Thomas 

Deputy General Counsel, NSLB 

Attn: [UNIT] 

Attn: SSA [SQUAD SUPERVISOR] 

Attn: SA [CASE AGENT] 
[SQUAD] [X] 

Attn: SSA [SQUAD SUPERVISOR] 
[SQUAD] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENTr telephone number <000) 000-0000] 

Approved By: 

(U) 

Drafted By: 
Case ID # 
Title: 

[ADIC NAME, IF APPLICABLE! 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 
[LASTf FIRST MIDDLE: INITIALS] 
[CASE FILE NUMBER] (Pending) 
[SUBJECT] 
[AKA] [ALIASr IF APPLICABLE] 
[IT/FCI - FOREIGN POWER] 
[OO: OFFICE OF ORIGIN] 

ALL IHFOFJIMTOM COBTAINED 
HEREIK IS UNCLASSIFIED EXCEPT 

IH-0'B-200 8 
CLASSIFIED BY 65179 DMH/KSR/DK 

(cj 
IN: 01-00-2033 

Synopsis: (U) Approves thè issuance of an RFPA National Security 
Letter (NSL) for financial records; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the financial 
institution. 

from date of EC 
D a r i y o d Freon n ^ l ^ c i l , H I F i , M 
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To: [CTD/CD] From: [DRAFTING DIVISION] 
r e; [CASE FILE NUMBER, 00/00/2006^ 
[FULL/PRELIMINARY] Investigation Instituted:^) 00/00/2006 

Reference: MS) [CASE FILE NUMBER SERIAL XXX] 
Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 
ORIGIN, depending on whether service is personal or through restricted 
delivery service] is an NSL dated [00/00/2006], addressed to [COMPANY 
POC NAME], [TITLE (if available)], [COMPANY NAME], [COMPANY ADDRESS -
NO P.O. BOX], [CITY, STATE - NO ZIP CODE if using personal service], 
requesting financial records of the customer listed. 

Details: Jf^^ A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/ 
INTERNATIONAL TERRORISM] investigation of subject, a [U.S. PERSON/NON-
U.S. PERSON], was authorized in accordance with the Attorney General 
Guidelines because [Give a full explanation of the justification for 
opening and maintaining the investigation on the subject; barebones 
facts will not suffice and will cause the request to be rejected for 
legal insufficiency]. These financial records are being requested to 
[Fully state the relevance of the requested records to the 
investigation] -

^^ This electronic communication documents the [APPROVING 
OFFICIAL'si approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks financial records 
for [NUMBER OF] [individual(s)/account(s)] from [financial institution 
#1]; [NUMBER OF] [individual<s)/accounts] from [financial institution 
#2], etc. [In the case of multiple accounts to the same financial 
institution, if you know how many different persons attach to those 
accounts, please state. If request is for person(s) other than the 
subject of the investigation or in addition to the subject of the 
investigation, please state USP status of those persons. In other 
words, do your best to give as much information as you can, for 
congressional reporting purposes.] 

(U) Arrangements should be made with the financial 
institution to provide the records [personally to an employee of the 
DELIVERING DIVISION OR through use of a delivery service or secure fax 
to OFFICE OF ORIGIN] within [NUMBER OF] business days of receipt of 
this request. The financial institution should neither send the 
records through routine mail service nor utilize the name of the 
subject of the request in any telephone calls to the FBI. 

DISCLOSURE PROVISIONS 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact that 

s ^ ¡ S ^ 
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( U ) 
S ^ J ^ T 

To : [CTD/CD] From: [DRAFTING DIVISION] 
"e: [CASE FILE NUMBER, 00/00/2006] 
the FBI has sought or obtained access to the information sought by 
this letter may endanger the national security of the United States, 
interfere with a criminal, counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger the 
life or physical safety of a person. 

s. / 
--(XT Brief statement of the facts justifying my certification 

in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation of 
the nondisclosure requirements under the applicable National Security 
Letter statute* 

[Include the next 2 paragraphs in all ECs,] 
(U) Information received from an electronic communications 

service provider may be disseminated in accordance with the Attorney 
General Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and, with respect to dissemination to 
an agency of the United States, only if such information is clearly 
relevant to the authorized responsibilities of such agency. 

(U) Any questions regarding the above can be directed to 
[CASE AGENT, telephone number (000) 000-0000], 

NSL VIO-31974 



SE 

To: [CTD/CD] From: [DRAFTING DIVISION] 
Re: r^/[CASE FILE NUMBER, 00/00/2006] 
LEAD(s >: 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSLs. 

Set Lead 2: (Info) 

[COUNTERTERRORISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON, DC 

(U) At [Unit] Read and Clear 

Set Lead 3: (Action) 
[DELIVERING DIVISION - if using personal service] 

[AT CITY, STATE] 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the financial institution, [DELIVERING 
DIVISION] is requested to submit results to [DRAFTING DIVISION] and 
[OFFICE OF ORIGIN, if applicable]. 

• + 
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MessageFromI 

To: 

¿Sections 2702(b) and (c) voluntary disclosures.txt 

subject: Sections 2702(b) and (c) voluntary dtSCTTOJT 
IMC) (FBI) 

IWGÎJ [fit); THOMAS, JULIE F. (OGC) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

if you see any letters that you think are not in compliance with the spirit of the law, please let me know, I think there are some form letters out 
there that we might want to nip in the bud, so to speak. .b5 

Id o 
h 7 r •iJ I \y 

SENSITIVE BUT UNCLASSIFIED 

Page 1 

all ÏHFÙMÂIÏÛI cernii® 
HERE IH IS UICUSSIFIED 
DiH 01-08-2008 BY 65179 M / K 5 R / M NSL VIO-31976 



From: KOGC) (FBI) , 
Sent: UnnA™ e w k n* ?nn7 rrf> P M

 D ' 
To: | |OGC) (FBI) 
UNCLASSIFIED 
NON-RECORD 

Here is the 1681v guidance that we put out when we first introduced this section - two years after 
it was enacted. 

finalcreditreportgui 
dance,wpd ... 

UNCLASSIFIED 

ALL INFORMATION CONTAINED 
HEREII IS UNCLASSIFIED 
D All 01-. 0.8 - 2.0.0.8... BY....65.179-. DUi/KS R/DiS 
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(01/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To: General Counsel 

Date: 00/00/2006 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

[COUNTERTERRORISM/ Attn: [UNIT} 
COUNTERINTELLIGENCE/CYBER] 

[REQUESTING OFFICE' Attn; SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

[OFFICE OF ORIGIN] 

[DELIVERING DIVISION] 
(if using personal service) 

Attn: SA [CASE AGENT] 
[SQUAD] [X] 

Attn: SSA [SQUAD SUPERVISOR] 
[SQUAD] INformation contained 

HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE From: [DRAFTING DIVISION] 

[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-

0 0 0 0 ) ] 

Approved By: [ADIC NAME <IF APPLICABLE) 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 

(UJ\ [SSA NAME] 

0 1 - 0 8 - 2 0 0 8 

CLASSIFIED BY 65179 DHH/KSR/DK 
...l^-i-G'i 

Drafted Sy; [LAST, FIRSTf MIDDLE NAME: INITIALS] 

(U) Case ID # 

Title:" 

Synopsis: 

X [CASE FILE NUMBER] (Pending) 

( U ) 

[SUBJECT] 
[AKA] [ALIAS <IF APPLICABLE)] 
[IT/FCI - FOREIGN POWER] 
OO:[OFFICE OF ORIGIN] 

Approves the issuance of an ECPA National 
Security Letter (NSL)for email subscriber information; provides 

S ^ ^ T 
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
- c: [CASE FILE NUMBER, 00/00/2006] 

reporting data; and, if necessary, transmits the NSL for delivery 
to the electronic communications service provider. 

( U ) 

Hi i i HI \\ Mii[| j j i*00*^* 
DeelasSTfyOiii [10 v^aiJ luuiu-date of EC] (U) 

FULL/PRELIMINARY Investigation Instituted: [00/00/2006] 

X 

Reference ̂ fol^SCASE FILE NUMBER Serial XXX] 

Enclosures: (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 
ORIGIN, depending on whether service is personal or through a 
restricted delivery service or fax] is an NSL dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service], requesting the name, address, 
and length of service for the e-mail address holder(s) listed. 

Details: hf A [FULL/PRELIMINARY] [INTERNATIONAL/FOREIGN 
COUNTERINTELLIGENCE] investigation of the subject, a [USPER/NON-
USPER], was authorized in accordance with the Attorney General 
Guidelines because [Give a full explanation of the justification 

S^or opening and maintaining an investigation of the subject; 
barebones facts will not suffice and will cause the request to be 
rejected for lack of legal sufficiency]. This electronic 
subscriber information is being requested to [Fully state the 
relevance of the requested records to the investigation], 

(U) This electronic communication documents the 
[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
subscriber information on [NUMBER OF] [e-mail/IP address(es)] 
from [ISP #1]; [NUMBER OF] [e-mail/IP address(es)] from [ISP #2], 
etc. 

(U) Arrangements should be made with the electronic 
communication service provider to provide the records [personally 
to an employee of the DELIVERING division OR through use of a 
delivery service or secure fax to OFFICE OF ORIGIN] within 
[NUMBER OF] business days of receipt of this request. The 
electronic communication service provider should neither send the 
records through routine mail service nor utilize the name of the 
subject of the request in any telephone calls to the FBI. 

DISCLOSURE PROVISIONS 

NSL VIO-31979 



( U ) 

(U) 

To; [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Rc: >^>/[CASE FILE NUMBER, 00/00/2006] 

[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the 
FBI has requested the information» To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC {but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

ief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute. 

[Include the next 2 paragraphs in all ECs] 

(U) Information received from an electronic 
comrnunications service provider may be disseminated in accordance 
with the Attorney General Guidelines on National Security 
Investigations and Foreign Intelligence Collection and, with 
respect to dissemination to an agency of the United States, only 
if such information is clearly relevant to the authorized 
responsibilities of such agency. 

(U) Any questions regarding the above can be directed 
to [CASE AGENT, telephone number <000) 000-0000]. 

NSL VIO-319SO 



<U) 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
E,o: [CASE FILE NUMBER, 00/00/2006] 

NSL VIO-31931 



To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
?.c: ̂ H^^[CASE FILE NUMBER, 00/00/2006] 

LEAD (s>: 

Set Lead 1 : 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs* 

Set Lead 2: (Info) 

[ COUN TERTERRORISM/ COUN TERIN TE LLIGENCE / CYBER ] 

AT WASHINGTON, DC 

(U) At [Unit] Read and Clear 

Set Lead 3: 

[DELIVERING DIVISION - fif using personal service] 

AT [CITY, STATE] 

(U) Deliver the enclosed NSL as indicated above. 
Upon receipt of the information requested, [DELIVERING DIVISION] 
is requested to submit results to [DRAFTING DIVISION] and [OFFICE 
OF ORIGIN, if applicable]. 

• • 

T 
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[DRAFTING DIVISION] 
[STREET ADDRESS] HERE IH IS UNCLASSIFIED r^-rrmr ^ ^ . [CITY, STATE, ZIP CODE] 01-08-2008 BY 6517 
[MONTH, DAY, YEAR] 

[MR./MRS./MS. ] [Complete name] 
[TITLE, IF AVAILABLE] 
[NAME OF COMPANY] 
[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 

Dear [MR./MRS./MS.] [LAST NAME]: 

Under the authority of Executive Order 12333, dated 
December 4, 1981/ and pursuant to Title 18, United States Code 
(U.S.C.), Section 2709 (Section 201 of the Electronic 
Communications Privacy Act of 1986) (as amended, October 26, 
2001), you are hereby requested to provide to the Federal Bureau 
of Investigation (FBI) the name, address, and length of service 
for the below-listed [e-mail/IP] address holder(s): 

[E-mail/IP ADDRESS or ADDRESSES] 

[ON A SPECIFIC DATE] 

or 

[FOR THE PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE] 
or [PRESENT]] 

In accordance with Title 18, U.S.C., Section 2709(b), I 
certify that the information sought is relevant to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities, and that such an 
investigation of a United States person is not conducted solely 
on the basis of activities protected by the First Amendment to 
the constitution of the United States. 

[Certification: The nondisclosure requirement is not an automatic 
feature of the NSL* If the supporting EC for this NSL included 

NSL VIO-319S3 



[MR. /MRS . /MS ] [ COMPLE TE NAME ] Page 2 

Option 1 (Invoking the Nondisclosure Requirement) then include 
the language in the following 3 paragraphs in the NSL.] 

In accordance with 18 U.S.C. § 2709(c)(1), I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. Accordingly, 18 U.S.C. § 2709(c)(1) 
and (2) prohibits you, or any officer, employee, or agent of 
yours, from disclosing this letter, other than to those to whom 
disclosure is necessary to comply with the letter or to an 
attorney to obtain legal advice or legal assistance with respect 
to this letter. 

In accordance with 18 U.S.C. § 2709(c)(3), you are 
directed to notify any persons to whom you have disclosed this 
letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 18 U.S.C. § 2709(c)(4), if the FBI 
asks for the information, you should identify any person to whom 
such disclosure has been made or to whom such disclosure will be 
made. In no instance will you be required to identify any 
attorney to whom disclosure was made or will be made in order to 
obtain legal advice or legal assistance with respect to this 
request. 

[Include the following language in all NSLs.] 

In accordance with 18 U.S.C. § 3511(a) and (b)(1), you 
have a right to challenge this request if compliance would be 
unreasonable, oppressive, or otherwise unlawful and the right to 
challenge the nondisclosure requirement set forth above. 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 

You are requested to provide records responsive to this 
request [personally to a representative of the [DELIVERING 
DIVISION] OR through use of a delivery service to [OFFICE OF 
ORIGIN]] within [xxxx] business days of receipt of this request. 

NSL VIO-319S4 



[MR. /MRS . /MS ] [ COMPLE TE NAME ] Page 2 

Any questions you have regarding this request should 
be directed only to the [[DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN], depending on whether service is personal or through a 
delivery service]. Due to security considerations, you should 
neither send the records through routine mail service nor 
disclose the substance of this request in any telephone 
conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely yours, 

[ADIC/SAC NAME] 
[ASSISTANT DIRECTOR IN CHARGE/ 

SPECIAL AGENT IN CHARGE] 

NSL VIO-319S5 



(01/26/1998) 

S^fe^T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 00/00/2005 

To; General Counsel Attn: Julie Thomas 
Deputy General Counsel, 

NSLB 

[COUNTERTERRORTSM/ Attn: [UNIT] 
COUNTERINTELLIGENCE/CYBER] 
[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR] 

SA [CASE AGENT] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 
[SQUAD] [X] 

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
(if using personal service) [SQUAD] [X] 

ALL • • • • 1BFDRHATI 01 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE)] 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] DATE"; 01-08-2008 
r g S A N A M E ] CLASS IFIEB BY 65179 Dlffl/KSR/i>K 

( U J REASOT: E"4 (c) 
DECLASSIFY ON: 01-08-2033 Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS] 

Case ID [CASE FILE NUMBER] (Pending) 

Title: , (V^ [SUBJECT] 
/ \ [AKA] [ALIAS (IF APPLICABLE) ] 

(U) IT/FCI - [FOREIGN POWER] ; 
OO: [OFFICE OF ORIGIN] 

Synopsis the issuance of an ECPA National 
Security Lexter (NSL) for subscriber information; provides 
reporting data; and, if necessary, transmits the NSL for delivery 
to the wire communications service provider, 

t 
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(01/26/1998) 

(U) FEDERAL BUREAU OF INVESTIGATION 

(S) 

\ 

Declasg 

(U) FULL/PRELIMINARY Investigation Instituted: [00/00/2005] 

Reference: (U) [CASE FILE NUMBER Serial XXX] 

Enclosures: (U) Enclosed for [DELIVERING DIVISION of OFFICE OF 
ORIGIN, depending on whether service is personal or through 
restricted delivery service] is an NSL dated [00/00/2005], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service], requesting subscriber 
information. 

Details: f̂cftĵ A [FULL/PRELIMINARY] [INTERNATIONAL 
TERRORISM/FOR&ÏGN COUNTERINTELLIGENCE] investigation of subject, 
a [U.S. PERSON/NON-USPER], was authorized in accordance with 
Attorney General Guidelines because [GIVE A FULL EXPLANATION OF 
THE JUSTIFICATION FOR OPENING AND MAINTAINING THE INVESTIGATION 
ON THE SUBJECT; BAREBONES FACTS WILL NOT SUFFICE AND WILL CAUSE 
THE REQUEST TO BE REJECTED FOR LEGAL INSUFFICIENCY], This 
subscriber information is being requested to [FULLY STATE THE 
RELEVANCE OF THE REQUESTED RECORDS TO THE INVESTIGATION]. 
(U)- V ^ 

xfo^ This electronic communication documents the 
[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
subscriber information on [NUMBER OF] phone number(s) . 

(U) Arrangements should be made with the wire 
communications service provider to provide the records 
[personally to an employee of the DELIVERING DIVISION OR through 
use of a delivery service to OFFICE OF ORIGIN] within [NUMBER OF] 
business days of receipt of this request. The wire 
communications service provider should neither send the records 
through routine mail service nor utilise the name of the subj ect 
of the request in any telephone calls to the FBI. 

NSL VIO-31999 



(UK 
Tq: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 

[CASE FILE NUMBER, 00/00/2005] 

[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the 
FBI has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC (but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

"xfĉ l Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute. 

[Include the next 2 paragraphs in all ECs.] 

(U) If a preliminary investigation is opened on the 
subscriber identified, it is the responsibility of the office 
opening the preliminary investigation to advise FBIHQ. This may 
be done by routing slip to the National Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterterrorism 
Division. This reporting is necessary in order to provide 
information to Congress regarding the FBI 9 s use of this authority 
as mandated by Congress. 

NSL VIO-32000 



(U) 
To: DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: J^f [CASE FILE NUMBER, 00/00/2005] 

(U) Any questions regarding the above can be directed 
to [CASE AGENT, telephone number (000) 000-0000]. 

SfitSBET 
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Rc: [CASE FILE NUMBER, 00/00/2005] 

LEAD (s>: 

Set Lead 1: 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

[COUNTERTERRORISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON, DC 

(U) At [Unit] Read and Clear 

Set Lead 3: 

[DELIVERING DIVISION - if using peresonal service] 

AT [CITY, STATE] 

(U) Deliver the enclosed NSL as indicated above. 
Upon receipt of requested information, [DELIVERING DIVISION] 
requested to submit results to the [DRAFTING DIVISION] and 
[OFFICE OF ORIGIN, if applicable]. 

• • 

T 
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(01/26/1998) 

SEEflŒT 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 00/00/2006 

To; General Counsel Attn: Julie Thomas 
Deputy General Counsel, 

NSLB 

[COUNTERTERRORTSM/ Attn: [UNIT] 
COUNTERINTELLIGENCE/CYBER] 
[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR] 

SA [CASE AGENT] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 
[SQUAD] [X] 

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
(if using personal service) [SQUAD] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE)] 
[SAC NAME] ALL INFORMATION CONTAINED 
[ASAC NAME ] HEREM..J1...MCLASSIFTED...EXCEPT 
[CDC NAME ] SHOOT OTJERBISE 

(U) [SSA NAME] 

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS] 

Case ID [CASE FILE NUMBER] (Pending) 

(U) Title: [SUBJECT] DATE; 01-03-2008 
7 X [AKA] [ALIAS (IF APPLICABLE) ] CLASSIFIED BY 65179 DHH/KSR/DK 

IT/FCI - [FOREIGN POWER]; 
OO: [OFFICE OF ORIGIN] 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL)for telephone subscriber information; 
provides reporting data; and, if necessary, transmits the NSL for 
delivery to the wire communications service provider. 
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( U ) 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: ^ ^ [ C A S E FILE NUMBER, 00/00/2006] 

_ _ (U) 

^ ^ DeclassL£y^t7n: ̂ TTt^yftars from date of EC] 

[FULL/PRELIMINARY] Investigation Instituted: 

Reference: fCASE FILE NUMBER Serial XXX] 

[00/00/2006] 

Enclosures: (U) Enclosed for [DELIVERING DIVISION of OFFICE OF 
ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an NSL dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE <if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO SIP 
CODE if using personal service], requesting telephone subscriber 
information. 

Details: A [FULL/PRELIMINARY] [INTERNATIONAL 
TERRORISM/rOREIGN COUNTERINTELLIGENCE] investigation of subject, 
a [U.S. PERSON/NON-USPER], was authorized in accordance with 

;orney General Guidelines because [Give a full explanation of 
the justification for opening and maintaining the investigation 
on the subject; barebones facts will not suffice and will cause 
the request to be rejected for legal insufficiency]. This 
telephone subscriber information is being requested to [Fully 
state the relevance of the requested records to the 
investigation]. 

X This electronic communication documents the 
[APPROVING OFFICIAL7 s] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
subscriber information on [NUMBER OF] telephone number(s) from 
[telephone company #1]; the [NUMBER OF] telephone number(s) from 
[telephone company #2], etc. 

(U) Arrangements should be made with the wire 
communications service provider to provide the records 
[personally to an employee of the DELIVERING DIVISION OR through 
use of a delivery service or secure fax to OFFICE OF ORIGIN] 
within [NUMBER OF] business days of receipt of this request. The 
wire communications service provider should neither send the 
records through routine mail service nor utilize the name of the 
subject of the request in any telephone calls to the FBI. 

DISCLOSURE PROVISIONS 
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s^Jb^T 

To; [^ELiyERING DIVISION] From: [DRAFTING DIVISION] 
Rc: (à<[CASE FILE NUMBER, 00/00/2006] 

[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the 
FBI has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC (but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute. 

[Include the next 2 paragraphs in all ECs] 

(U) Information received from a wire communication 
service provider may be disseminated in accordance with the 
Attorney General Guidelines on National Security Investigations 
and Foreign Intelligence Collection and, and, with respect to 
dissemination to an agency of the United States, only if such 
information is clearly relevant to the authorized 
responsibilities of such agency. 

(U) Any questions regarding the above can be directed 
to [CASE AGENT, telephone number (000) 000-0000]. 

S ĵaSS^T 
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SESKET 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: ^ FILE NUMBER, 00/00/2006] 

LEAD (s>: 

Set Lead 1: 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

[COUNTERTERRORISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON, DC 

(U) At [Unit] Read and Clear 

Set Lead 3: 

[DELIVERING DIVISION - if using peresonal service] 

AT [CITY, STATE] 

(U) Deliver the enclosed NSL as indicated above. 
Upon receipt of requested information, [DELIVERING DIVISION] 
requested to submit results to the [DRAFTING DIVISION] and 
[OFFICE OF ORIGIN, if applicable]. 

• • 

S E X J 
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ALL II'JF0P1IATIOIJ COI-JTÄIUED 
HEREIN IS II¥CLAS5IFIEB 
DATE 01-08-200S BY 65179 DHH/KSR/DPv 

[DRAFTING DIVISION] 
[STREET ADDRESS] 
[CITYr STATE, ZIP CODE] 
[MONTH, DAY, YEAR] 

[MR. /MRS. /MS. ] [COMPLETE NAME OF POC ] 
[TITLE, IF AVAILABLE] 
[NAME OF COMPANY] 
[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 

DEAR [MR./MRS./MS. ] [LAST NAME]: 

Under the authority of Executive Order 12 333, dated 
December 4, 1981, and pursuant to Title 18, United States Code 
(U,S,C,), Section 2709 (Section 201 of the Electronic 
Communications Privacy Act of 1986) (as amended, October 26, 
2001), you are hereby requested to provide to the Federal Bureau 
of Investigation (FBI) the name, address, and length of service 
of [person or entity] [persons or entities] to whom the following 
telephone [number is or was] [numbers are or were] registered: 

[TELEPHONE NUMBER(S) (000) 000-000]: 

[RELEVANT TIME PERIOD]: [ON SPECIFIC DATE] 

or [FROM [SPECIFIC DATE] to 
[SPECIFIC DATE] or [PRESENT] 

If the time period noted above is to the "present," that 
term is intended to request information to the date of the 
processing of this request. If providing information to the date 
of processing is not feasible, please provide information to the 
date of receipt of this request. 

In accordance with Title 18, U.S.C., Section 2709(b), I 
certify that the information sought is relevant to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities, and that such an 
investigation of a United States person is not conducted solely 
on the basis of activities protected by the first amendment to 
the Constitution of the United States. 

[Certification: The nondisclosure requirement is not an 
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automatic feature of the NSL. If the supporting EC for this NSL 
included Option 1 (Invoking the Nondisclosure Requirement) then 
include the language in the following 3 paragraphs in the NSL.] 

In accordance with 18 U.S.C. § 2709(c)(1), I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. Accordingly, 18 U.S.C. § 2709(c)(1) 
and (2) prohibits you, or any officer, employee, or agent of 
yours, from disclosing this letter, other than to those to whom 
disclosure is necessary to comply with the letter or to an 
attorney to obtain legal advice or legal assistance with respect 
to this letter. 

In accordance with 18 U.S.C. § 2709(c)(3), you are 
directed to notify any persons to whom you have disclosed this 
letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 18 U.S.C. § 2709(c)(4), if the FBI 
asks for the information, you should identify any person to whom 
such disclosure has been made or to whom such disclosure will be 
made. In no instance will you be required to identify any 
attorney to whom disclosure was made or will be made in order to 
obtain legal advice or legal assistance with respect to this 
request. 

[Include the following language in all NSLs.] 

In accordance with 18 U.S.C. § 3511(a) and (b)(1), you 
have a right to challenge this request if compliance would be 
unreasonable, oppressive, or otherwise unlawful and the right to 
challenge the nondisclosure requirement set forth above. 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 

You are requested to provide records responsive to this 
request [personally to a representative of the [DELIVERING 
DIVISION] OR through use of a delivery service to [OFFICE OF 
ORIGIN]] within [xxxx] business days of receipt of this request. 

Any questions you have regarding this request should be 
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN], depending on whether service is personal or through a 
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delivery service]. Due to security considerations, you should 
neither send the records through routine mail service nor 
disclose the substance of this request in any telephone 
conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely yours, 

[ADIC/SAC NAME] 
[ASSISTANT DIRECTOR IN CHARGE/ 
SPECIAL AGENT IN CHARGE] 
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(01/26/1998) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To: General Counsel 

Date: 00/00/2006 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

HEEE'Il""' x S"' UHC'LAS STFIEB''' EXCEPT 
MHEBE SHOOT OTHERWISE 

[COUNTERTERRORTSM/ Attn: [UNIT] 
COUNTERINTELLIGENCE/CYBER] 

[REQUESTING OFFICE] 
SA [CASE AGENT] 

[OFFICE OF ORIGIN] 

[DELIVERING DIVISION] 
(if using personal service) 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, 

Attn:SSA [SQUAD SUPERVISOR] 

Attn: SA [CASE AGENT] 
[Squad] [X] 

Attn: SSA [SQUAD SUPERVISOR] 
[Squad] [X] 

telephone number (000) 000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE] 
[SAC NAME] 

1 DATE; 01-08-2008 [ ASAC NAME 1 1 J GLASSIFIE&-BY-&5179-DHH/KSR/&K [CDC NAME ] rem® 1, 4 (e) 
(U)\ [SSA NAME] DECLASSIFY...»; QMS™ 2 OSS 

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS] 

Case ID #: [CASE FILE NUMBER] (Pending) 

(U) Title: [SUBJECT] 
[AKA] [ALIAS IF APPLICABLE! 
[IT/FCI - FOREIGN POWER]; 
[OO: OFFICE OF ORIGIN] 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL)for toll billing records; provides reporting 
data; and, if necessary, transmits the NSL for delivery to the 
wire communications service provider. 
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( U ) SE 

To: 
Re: 

(U) 

[DELIVERING DIVISION] From: [DRAFTING DIVISION] 
[CASE FILE NUMBER, 00/00/2006] 

Pi I i ii 11— Ill G-3**-00000^ 
Declassify—©ill [1U védis^from date of EC] 

( U ) [FULL/ PRE LIMI NARY } I n ves t i g a ti on Inst i tu ted - -^S^^i 00/00/2006] 

(U) 

(S) 

(U) 

Reference: ^ X ^ [CASE FILE NUMBER Serial XXX] 

Enclosures: (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 
ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an NSL dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service], requesting the name, address, 
length of service and local and long distance toll billing 
records for the phone number(s) listed. 

Details: W A [FULL/PRELIMINARY] [INTERNATIONAL 
TERRORISM/FOREIGN COUNTERINTELLIGENCE] investigation of subject, 
a [USPER/NON-USPER], was authorized in accordance with the 
Attorney General Guidelines because [Give a full explanation of 
;he justification for opening and maintaining the investigation 
on the subject; barebones facts will not suffice and will cause 
the request to be rejected for legal insufficiency]. These toll 
billing records are being requested to [Fully state the relevance 
of the requested records to the investigation]. 

This electronic communication documents the 
[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
local and long distance toll billing records for [NUMBER OF] 
telephone number(s) from [telephone company #1]; [NUMBER OF] 
telephone number(s) from [telephone company #2], etc, [In the 
case of multiple phone numbers to the same telephone company, if 
you know how many different persons attach to those phone 
numbers, please state. If request is for person(s) other than 
the subject of the investigation or in addition to the subject of 
the investigation, please state USP status of those persons. In 
other words, do your best to give as much information as you can, 
for congressional reporting purposes.] 

(U) Arrangements should be made with the wire 
communications service provider to provide the records 
[personally to an employee of the DELIVERING DIVISION OR through 
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(U); 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
TCASE FILE NUMBER, 00/00/2006] 

use of a delivery service or secure fax to OFFICE OF ORIGIN] 
within [NUMBER OF] business days of receipt of this request. The 
wire communications service provider should neither send the 
records through routine mail service nor utilize the name of the 
subject of the request in any telephone calls to the FBI. 

DISCLOSURE PROVISIONS 

[Certification and Activation of the Nondisclosure Requirement: 
There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the 
FBI has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC (but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 
Option 2 is to be used in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the 
senior official approving this EC/ certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
•-s.afety of a person. 

jX) Brief statement of the facts justifying my 
certification" in this case: 
[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation 
of the nondisclosure requirements under the applicable National 
Security Letter statute. 

[Include the next 2 paragraphs in all ECs.] 

(U) Information received from a wire communication 
service provider may be disseminated in accordance with the 
Attorney General Guidelines on National Security Investigations 
and Foreign Intelligence Collection and, with respect to 
dissemination to an agency of the United States, only if such 
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j j SE^g^T 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: ^ FILE NUMBER, 00/00/2006] 

information is clearly relevant to the authorized-
responsibilities of such agency. 

(U) Any questions regarding the above can be directed 
to [CASE AGENT, telephone number <000) 000-0000]. 
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I'T"T'1 \ J i fe i iE j f 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: ^¿^rCASE FILE NUMBER, 00/00/2006] 

LEAD (s>: 

Set Lead 1: 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

[ COUN TERTERRORISM/ COUN TERIN TE LLIGENCE / CYBER ] 

AT WASHINGTON, DC 

(U) At [Unit] Read and Clear 

Set Lead 3: 

[DELIVERING DIVISION - if using personal service] 

[AT [CITY, STATE] 

(U) Deliver the attached NSL as indicated above. 
Upon receipt of information from the wire communications service 
provider, [DELIVERING DIVISION] is requested to submit results to 
the [DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable]. 

• + 
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