(U

From:
Sent:
To:
Cc:

FEI)
OGC) (FBI);
|ﬁ3|):

Subject: “RE. NSLECS
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Yes - we report the USPER status of the subject - which to us is the subject of the case.

=====Origin i

From: I tOGC) (FBI)
Sent: Tuesday, October 31, 2006 10:11 AM
To: I k=l

Ce:
|

FET;
Subject: g'nsrﬂ:sl

SENSITIVE BUT UNCLASSIFIED licate #1
NON-RECORD Duplicate #1¢

<Ny
[
i
i

1 pags 3

bL7E
js13
L7

-
. A\
b7C
B ¥

b7E

Sent 9:59 AM
To: QGOVLERD
Cc:

NSL VIO-31776



SEDRET
—
Subject: RE: NSL

SENSITIVE BUTUNCLASSIDuplicate #14% Zec 1 pages 4 and 5
NON-RECORD

Subject: RE: NSL ECs

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

----- Original Me: sacc
From:
Sent:
To:
Ce:

Subject: L T ) g

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

-——-Original Mes
From:
Sent:
To:
Cc:

Subject: THOL ECS

NSL VIO-31777




STSRE T

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

-

Duplicate #1¢ Sec 1 pages & and €

15

Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

| ==Y

----- Original Message-----

NSL VIO-31778



SMT Tuplicate #1¢€ 3ec 1 page €

From:
Sent:
To:

Subject: —r

All ==

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-31779



SESRET

b7E

I
Y

b7c

From: (FBI)
Sent: 51T AM
To: (OGC) (FBI)
Ce: ) {EBI) OGC) (FBI);
(FBI FBI);
(FB (FBI)
Subject: NSLECS
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
----- Oniginal
ot E— (e
Sent: 2006 9:21 AM
To: (FBI)
Cc:
_ED';] fre] (FEI
FBI
Subject: RE: !'Iﬂ.'E!::l J
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
----- Origj
From: | Fan)
Sent: ﬁ: 13 AM
To: OGC) (EBL
Cer OGCY (BRI Yocoy eeid
' | iy | {FBI);

Subject: RE: NSL

FETY

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

NSL VIO-31780
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----- Original Mes

From: I I(OGC) (FBD)

Sent: Tuesday, October 31, 2006 8:13 AM

To: FBL ALL CDCs

cc: C) (ei) Joce ceer)
Subject: NSL Ef

All --

We are having some problems here when we review ECs for purposes of
reporting certain mandated items to Congress.l |

| S TETY T T IC TOT PO oS S UT T eIy UeT
ongressional reporting requirements.

Thanks

bé
SENSITIVE BUT UNCLASSIFIED ©7C

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-31781



Seel T

From: [ ] (OGC) FBI .
Sent: T 31,2006 11:43 AM bt
To: OGC) (FBI) Ew s

Ce: “Jocc) (Fe)
Subject: LRE'N'SL ECs

SENSITIVE BUT UNCLASSIFIED

NON-RECORD
b5
I think we need to address this. The stalute says that
----- Originalpa be
From: I IDGC) (FBI) L7C
Sent: - - ,
To: | PN }TL.
Ce: I R7E
{FBI)
Subject: RETNSCELS
NON-RECORD -
10
National Security Law Branch
Office of the General Counsel
Room 797 5/ext
_____ Opiai
"°'"’%QOGQ - bé
Sent: 10:11 AM L
To: (FB} b7
Ce: 2

I JF=D b7E
Subject: RE: NSLC

SENSITIVE BUT UNCLASSIRIED L v v
NON-RECORD Duplicats 1& wvolume 1 page 2

NSL VIO-31782
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From:
Sent:
To:
Cc:

Subject:

st

| 0GC) (FBI)

JTuesday, Qctober 31,2006 11:11 AM

(FBI)

OGC? fFB )
(FBI);

DGC) (FBI);

"RE. NSLECS

SENSITIVE BUT UNCLASSIFIED

NON-RECORD Duplicate pags 1 of this file

) (FBI),
(FBI)

b2
L7E
e

hicC

-----Qriginal
From:

Sent
To:
Cc:

Duplicate pages [&2 this file

Subject: RE: NSL ECs

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

----- Original Message-----

From:
Sent;
To:
Ccc:

NSL VIO-31787



SEBRCY

bz
b7E
From: (OGC) (FBI) B
Sent; ) 00 PM
To: HASTI
ce: 3=t foco) Feiy:
oGCy(reNn
Subject: “RE. NSLCECS
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
DY
b
h7c
----- Original b2
From: (FBI) k7F
Sent: 155 AM -
To: 0GC) (FBI) ko
Subject: k7
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
No objection to the change.
_My imprecise polnt Is thg ht
My recommendation is that:|
----- Ori b2
From: (OGC) (FBI) o
Sent: 23 AM hiE
To: FEI) e
Subject R
7
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
w@m&ﬂm L7E
On't see why it matters all that -
TNUGH 10 you. A | MISsINg Sometning? ;13 -
bhe
----- Original Messaga___ b
From: I(FBI) J il

NSL VIO-31794
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Sents tober 31, 2006 11:28 AM
To (OGC) (EBLY
Cel OGC) (FBL
i |
(FBI) TGC) (FET)
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

This would be a change from the long established NSLU and NSLB requirement,

What we are telling you may be new to you - but is not new to OGC?7?7?

-----Qriginal Me
From: GC) (FBI)
Sent: 29 AM
To: (FBLY
Ce: o6C) (il c
| (&0 (FBI)
[TFED)
Subject:
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
--—-Original Messaga.
From: kren)
Sent: 10:56 AM
To:

FBI)

| FBI
Subject: : S

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Yes - we report the USPER status of the subject - which to us is the subject

of the case.

From: (OGC) (FBI)

0GC) ile kreny
cc: |I (FBLY ]

GC) (FED);
| Gask

NSL VIO-31795
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Swl
Duplicate pages 1&2

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

this file

(I ><

----- Original Mes! S

From:
Sent:
To:
Cc:

Subject: T NSL BCS

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

----- Original Me
From: OGC) (FEI)
Sent: - —Oue 055 AM

NSL VIO-31796




FeLT

SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-31800



ALL INFORMATION CUONTAINED
(Rev. 03-09:2000)

WHERE "SHOWN OTHERWISE
PAEET

FEDERAL BUREAU OF INVESTIGATION

Precadenca: ROUTINE Date: 00/00/2006

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

[COUNTERTERRORISM/ Attn: [UNIT]

COUNTERINTELLICENCE/CYBER]

[REQUESTING OFFIE] Attn: S5SA [SQUAD SUPERVISOR]

SA [CASE AGENT]

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
[Squad] [X]

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]

{(if using perscnal service) [Squad] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number {(000) 000-0000]

Approved By: [ADIC NaME {(IF APPLICABLE)]

[SAC NAME] DATE: 12-20-2007
[ASAC NAME] CLASSIFIED BY 65179 dub/ksr/dk
[CDC NAME] REAZON: 1.4 (c)
) [SSA NAME] DECLASSIFY ON: . 12-20-2032
Drafted By:  [LAST FIRST MIDDLE NAME: INITIALS]
Case ID #i'}{) [CASE FILE NUMBER] (Pending)

m

T1tle>< [SUBJECT]

[A.K.A.] [ALIAS {IF APPLICABLE)]
[IT/FCI - FOREIGN POWER]
- 0C: [OFFICE OF ORIGIN]

Synopsis: ;gﬁi:Approves the issuance of an FCRA Section 1621u(a)
National Security Letter (NSL) for financial institution
listings; prevides reporting data; and, if necessary, transmits
the NSL for delivery to the credit reporting company.

NSL VIO-31801



SERET

-

151

0y

Tc¢: . [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: ¥¥i. [CASE FILE NUMBER, 00/00/2005]

(U) FULL/PRELIMINARY Investigation Instituted: 00/00/2005

Réféfencé:w:>§z [CASE FILE NUMBER Serial XXX]

Encleosure(s}): (U) Encloscd for [DELIVERING DIVISION or OFFICE
OF ORIGIN, depending on whether service is personal or through
restricted delivery service] i1s an NSL dated [00/00/2005],
addressed tc [COMPANY POC NAME], [TITLE (if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP
CODE if using personal service], requesting the names and
addresses of financial institutions at which the listed consumer
naintains or has maintained an account.

Details: é{‘:‘h [FULL/PRELIMINARY] [FOREIGN

COUNTERINTELLIGENCE /TNTERNATIONAL TERRORISM] investi gat ion of
subject, a [U.S. PERSON/NON-U.S. PERSON], was authorized in
acccrdance with the Attorney General Guidelines because [GIVE A
FULL EXPLANATION OF THE JUSTIFICATION FOR OPENING AND MAINTAINING

- THE INVESTIGATION ON THE SUBJECT; BAREBONES FACTS WILL NOT

SUFFICE AND WILL CAUSE THE REQUEST TO BE REJECTED FOR LEGAL
INSUFFICIENCY]. This financial institution informaticon is being
requested tc [FULLY STATE THE RELEVANCE OF THE REQUESTED RECORDS
TO THE INVESTIGATION].

e This electronic communication documents the
[APPROVING OFFICIAL’ s] approval and certification of the enclosed
NSL. Fer mandatory reporting purposes, the enclosed NSL seeks
the financial institution listings for [NUMBER OF] individual (s).

(U) Arrangements should be made with the credit
repcrting company to provide the records [personally to an
employee cf the DELIVERING DIVISION or through use of a delivery
service to OFFICE OF ORIGIN] within [NUMBER OF] bhusiness days of
receipt of this request. The credit reporting company should
neither send the records throuch routine mail delivery nor
utilize the name of the subject of the request in any telephone
ca’ls te the FBI.

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a Naticnal Security Letter from disclosing that the
FBI has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Opticon 1 below and include in the EC (but not in the NSL) a brief
statement of facts that Jjustify the nondisclosure requirement.
Option 2 is to be used in all cases where Option 1 is not used.]

[Cption 1 - Invoking Nondisclosure Requirement]
sggggr

NSL VIO-31802



sEET

Te [DELIVERING DIVISION] From: [DRAFTING DIVISION]

Re>(8 [CASE FILE NUMBER, 00/00/2005]

(U In accordance with 15 U.8.C, § 1681uid) I, the
senior cofficial approving this EC, certify that a disclosure of
the fact that the FBI has sought or cobtained access to the
nfecrraticon scught by this lcetter may cndanger the national
gsecurity of the United States, irterfere with a criminal,
ccunterterrorism, or counterintelligence investigation, interfere
with diplematic relations, or endanger the life or physical
safety of a perscn.

-------------------------- "“>)%ﬁ/ Brief statemert of the facts justifying my
cert:ficalion in this case:

[Option 2 - Declining to invoke the nondisclosure requirement]

(U} I, the senicor official approving this EC, have
deterrined that the facts of thkis case do not warrant activaticn
of the neondisclosure requiremerts under the applicable National
Security Letter statute.

[Include the next 2 paragraphs in all ECs.]

()  Informaticon received from a consumer reporting
agency must be clearly ldentified when reported in any Bureau
cecnrunicatien.  Subsequent dissemination of such information is
prehibited, except to other Federal agencies or military
investigative entities as may be necessary for the approval or
cenduct of a forelgn counterintelligence investigation,

()  Any questions regarding the above can he directed
tc [CASE AGENT, telephone number {000} 000-0000.]

sr&'r
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sz}é'r

iU?u*TQ: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Rer. [CASE FILE NUMBER, 00/00/2005]
LEAD () :

Set Lead 1: (Acticon)

CENERAL COUNSEL

AT WASHINGTON, DC

(UJ) NSLB is requested to record the appropriate
nfcrration needed te fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Info})

[COUNTERTERRORISM/COUNTERINTELLIGENCE /CYBER]

AT WASHINGTON, DC

(U) At [Unit] Read ard Clear

Set Lead 3: (Acticn)

[DELIVERING OFFICE - if using personal service]

[AT CITY, STATE]

() Deliver the attached N3L as indicated above, Upon
receipt of information from the credit reporting company,
[DELIVERING DIVISION] is regquested to submit results to [DRAFTING
DIVISION] and [OFFICE OF ORIGIN, if applicable],

e

S

NSL VIO-31804



ALL INFORMATION CONTAINELD
(Rev, 01-31-2003) HEBEIN. I3 TNCLASSIFIED EXCEFRT

WHERE | SHOWN OTHERNIEE
ok

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2006

To: (General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

[COUNTERTERRORISM/ Attn: [UNIT]

COUNTERINTELLIGENCE /CYEBER]

[REQUESTING OFFIE] Attn: S55A [SQUAD SUPERVISOR]

S3A [CASE AGENT]

[OFFICE OF ORIGIN] Attn: 5A [CASE AGENT]
(Squad] [X]

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]

(1f using personal service) [Squad] [X]

From: [DRAFTING DIVISIQON]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [ADIC NAME (1F APPLICABLE) ]

[SAC NAME ] Clo-2n-2007
[ASAC NAME ] SIFIED BY 65179 duh/ksy/ dk
[CDC NAME ] EASIN: 1.4 (o) )

|:'|'_T:| [SSA NAME] LECLASSIFY ON: l2-20-20302

Drafteq By: [LAST FIRST MIDDLE NAME: INITIALS]

Case ID #':’*><[CASE FILE NUMBER]  (Pending)

o ""“Tivtle.:%% [SUBJECT]
[A.K.A.] [ALIAS {IF APPLICAELE) ]
[IT/FCI - FOREIGN POWER]
(- 00: [OFFICE OF ORIGIN]

Synapsis:'“% Approves the isstance of an FCRA Section 1681lu(a)
National Security Letter (NSL) for financial institution
~istings; provides reporting data; and, 1f necessary, transmits
the NSL for delivery to the credit reporting company.

tUj'““““:)Si: Derived

Declassi

G-3
[10 years from date of EC]

NSL VIO-31805
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(1) -

=

(-

g&@r
2c¢:  [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re; M) [CASE FILE NUMBER, 00/00/2006] m

[FULL/PRELIMINARY] Investigation Instituted: ><[00/00/2005]

‘“Réfé‘rence-:--->>< [CASE FILE NUMBER Serial XXX]

Enclosure (s} : (1) Ernclosed for [DELIVERING DIVISION or OFFICE
OF ORIGIN, depending on whether service is personal or through
restricted delivery service or fax] is an NSL dated [00/00/2005],
addressed to [COMPANY POC NAME], [TITLE {(if available)], [COMPANY
NAME ], [COMPANY ADDRESS - NO P.0O. BOX], [CITY, STATE - NO ZIP
CODE if using perscnal service], requesting the names and
addresses of financial instituticns at which the listed consumer
na‘ntains or has maintained an account.

Details: m A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/

INTERNATIO! TERRORISM] investigation of subject, a [U.S8,
PERSON/NON-U.S. PERSON], was atthorized in accordance with the
Attcrney General Guidelines because [Give a full explanation of
the justificaticon for opening and maintaining the investigation
of the subject; barecbones facts will not suffice and will cause
the request teo be rejected for legal insufficiency.] This
financial instituticn informatior 1s being requested to [Fully
state the relevance of the requested records to the
investigaticn].

:>T§1 This electronic communication deocuments the
[APPROVING OFFICIAL’s] approval and certification of the enclosed
NSL. Fer mandatory reporting purposes, the enclosed NSL seeks
the financial institution listings for [NUMBER OF] individual(s)
fror [eredit reporting company #1); [NUMBER OF] individual (s)
from [credit reporting company #2], etc. [If there are requests
from multiple reporting companies for the same person, please
state. If request is for person(s) other than the subject of the
investigaticn or in addition to the subject of the investigation,
please state USP status of those persons. In other words, do your
best to give as much information as you can, for congressiconal
reperting purpcoses. ]

(U) Arrangements shkould be made with the credit
repcrting company to provide the records [personally to an
employee of the DELIVERING DIVISION cr through use of a delivery
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF]
busincss days of rcceipt of this request. Thc credit reporting
cenpany sneald neither send the records througn routine mail
de’ivery nor uatilize the name of the subject of the request in
any telephone calls to the FEI.

DISCLOSURE PROVISIONS
SREET

NSL VIO-31806
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"-.m¢:  [DELIVERING DIVISION] From: [DRAFTING DIVISION]

ﬁéiu:ﬁﬁt:[CASE FILE NUMBER, 00/00/2006]

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a National Security Letter from disclosing that the
FBI has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Opticon 1 below and include in the EC (but not in the NSL) a brief
statement of facts that justify the nondisclosure requirement.
Option 2 is to be used in all cases where Opticon 1 is not used.]

[Opticn 1 - Invoking Nondisclosure Requirement]

(U) In accordance with 18 U.S.C. § 2709{c) I, the
senior official approving this EZ, certify that a disclosure of
the fact that the FBI has scught or obtained access to the
infcrraticon scught by this letter may endanger the national
security of the United States, irnterfere with a criminal,
ceunterterrerism, or counterintelligence investigation, interfere
with diplematic relations, or endanger the life or physical
safety ¢f a person.

(- . N N . C .
' Brief statement of the facts justifying my
certificaticon in this case:

[Opticn 2 - Declining to invoke the nondisclosure requirement]

(0) I, the senior cofficial approving this EC, have
determined that the facts of this case do not warrant activation
of the nondisclosure requiremerts under the applicable MNational
Security Letter statute.

[Include the next 2 paragraphs in all Ecs.]

(0) Infeormation received herein from a credit
repcrting company may be dissemirated in accordance with the
Attcrney General Guidelines for FBI National Security
nvestigations and Foreign Irtelligence Collection, sublect to
the felleowing statuteory limitaticn. Dissemination of such
nferration is limited to otlher Federal agencics as may be
necessary for the approval or corduct of a feoreign
counterintelligence investigatior, or, where the information
concerns a perseon subject to the Unifornm Code of Military
Justice, tec apprepriate investigative authorities within the
ni‘itary department ceoncerned as may be necessary for the conduct
of a Jjoint foreign counterintelligence Znvestigation.

gﬁgggf
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"¢: _[DELIVERING DIVISION] From: [DRAFTING DIVISION]
W pgqr. ¢ [CASE FILE NUMBER, 00/00/2006]

(J) Any questions regarding the above can be directed
tc [CASE AGENT, telephone number {(000) 000-0000.]

SNT

NSL VIO-31808
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To:  _ [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re; >*< [CASE FILE NUMBER, 00/00/2006]

LEAD (s} :

Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

{UJ) NSLB is reqguested to record the appropriate
infcrraticn needed to fulfill the Congressional reporting
requirerents for NSLs.

Set Lead 2: (Info}

[COUNTERTERRORISM/COUNTERINTELLIGENCE /CYBER]

AT WASHINGTCON, DC

(U} At [Unit)] Ecad and Clear

Set Lead 3: (Acticn)

[DELIVERING QFFICE - if using persconal servicel

[AT CITY, STATE]

(U) Deliver the attached NST. as indicated above, Upcn
receipt c¢f information from Lle credit reporting company,
[DELIVERING DIVISION] is requested to submit results to [DRAFTING
DIVISION] and [OFFICE OF ORIGIN, if applicablel,

(X J

S
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[DRAFTING DIVISION]
[STREET ADDRESS]
[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

[MR./MRS./MS.] [COMPLETE NAME OF POC]
[TITLE, IF AVAILABLE]

[NAME OF COMPANY]

[PHYSICAL STREET ADDRESS - NO P.0O. BOX]
[CITY, STATE - NO ZIP CODE]

DEAR [MR./MRS./MS.] [LAST NAME]:

Under the authority of Ezecutive Order 12333, dated
Decenber 4, 1281, and pursuant to Title 15, United States Code
(0.3.C.), Secticn 168lufal (the Fair Credit Reporting Act, as
arended), vou are hereby directed to provide the Federal Bureau
of Investigation (FBTI} the names and addresses of all financial
institutions (as defined in Title 12, U.S5.C., 3Section 3401) at
whoch Lhe below-named consumer (s) maintains or has maintained an
acccunt:

NAME (S) :
ADDRESS (ES) : [if available]
DATE (S} OF BIRTH: [i1f available]

SOCIAL SECURITY NUMBER({(S): [1f available]

In accordance with Title 15, U.3.C., Sectieon 168luf{a),
- certify taat such information is sought for the conduct of an
autherized investigation to protect against clandestine
‘inte’ligence activities, and that such an investigation of a
United States person 1s not corducted solely on the basis of
activities protected by the First Amendment to the Constitution
of the United States.

BY 65172 duh/ksr ik
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[Certification: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Inveking the Nondisclosure Requirement), then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 15 U.S.C. § 1é3lu{d) {1}, T certify
that a disclosure of the fact that the FBI has sought or obtained
access to the infermation soughkt by this letter may endanger the
national security of the United States, interfere with a
criminal, cecunterterrorism, or counterintelligence investigaticn,
interfere wita diplomatic relations, or endaager the life or
physical safety of a person. Accordingly, 15 U.5.C. §
~€21lu(d) (1) and (3) pzohibits vyou, or any cfficer, emplovee, or
agent of yours, from disclesing this letter, other than to those
tc whem disclosure is necessary to comp.y with the letter or to
an altorney Lo obtain legal advice or legal assistance with
respect to this letter.

In accordance with 15 U.8.C. § 1631u{d) (3), you are
directed to notify any persorns to whom you have disclosed this
—etter that taevy are also subiject to the nondisclosure
requirement and are therefore also prohibited from discleosing the
_etter toc anyocne else.

In accordance with 15 U.S.C. § 1681udd) (4), if the FBI
asks for the information, you should identify any person to whom
such disclosure has been made or to whom such disclosure will he
nade. In ne instance will you be required to identify any
atterney to wiaom digclosure was made or will be made in order to
obtain legal advice or legal assistance with respect to this
_etter.

[Include the following language in all NSLs.]

In accordance with 1€ U.S.C. § 3511¢a) and (b} {1l}, yeou
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful and the right to
chal_enge the nondisclosure requirement set forth above.

In accordance with 12 U.5.C. § 3511lic), an unlawful
failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bhringing an
enfcercement action.

You are directed to provide records responsive to this
-etter [personally to a representative of the [DELIVERING

A
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[MR./MRS./MS.] [COMPLETE NAME]

DIVISION] 0OXR through use of a delivery service to [OFFICE OF

ORIGIN] OR through secure fax] within [xxxx] business days of
rece.pt of this letterxr.

Any questions you have regarding this letter should be
directed conly to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], depending on whether service is perscnal or threough a
delivery service]. Due to security considerations, you should
ne_ther send the records through routine mail service nor non-
secure fax, nor disclose the stbstance of this letter in any
telephcne conversation.

Your ceocperation ir this matter is greatly appreciated.

Sincerely vours,

[ADIC/SAC NAME]

[ASSISTANT DIRECTOR IN
CHARGE/

SPECIAL AGENT IN CHARGE]

(¥)]

NSL VIO-31812



ALL INFORMATIIN CONTAINED
HEFEIN 15 UHCLASSIFIED EXCERT
(Rev. 03:09:2006) WHERE - SHOUWN OTHERVTSE

SEratT
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2006

To: (General Counsel aAttn: Julie Thomas
Deputy Genexal Counsel, NSLB

[COUNTERTERRCORISM/ Attn: [UNIT]

COUNTERINTELLIGENCE /CYBER]

[REQUESTING OFFICE] Attn: S5S5A [SQUAD SUPERVISOR]

S&A [CASE AGENT]

[OFFICE OF ORIGIN] Attn: S5A [CASE AGENT]
[Squad] [X]

[DELIVERING DIVISION] Attn: S5S35A [SQUAD SUPERVISOR]

(1f using perscna. service) [Squad] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [ADIC NAME (IF APPLICABLE)]
[SAC NAME] Fe 12-20-2007
[ASAC NAME ] Li ,
[CDC NAME]
ife [SSA NAME]

DrafEEd_By: [LAST FIRST MIDDLE NaAME: INITIALS]

Case 1D #: ¥{) [CASE FILE NUMBER]  (Pending)

............... Title: < [SUBJECT]

[A.K.A.] [ALIAS (IF APPLICABLE)}]
[IT/FCI - FOREIGN POWER]
(). 00: [OFFICE OF ORIGIN]

Synopsis: E%(: Approves the issuance of an FCRA Secticn 1€81u(b)
Naticnal Security Letter (NSL) for consumer identifving
information; prevides reporting data; and, 1f necessary,
transmits the NSL for delivery to the credit reporting company.

1 . ived From -
assi +—X=

LT
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"e [DELIVERING DIVISION] From:  [DRAFTING DIVISION]
‘Reai)ﬂ%{ [CASE FILE NUMBER, 00/00/2005]

(U} FULL/PRELIMINARY Investigation Instituted: 00/00/2005
mReference;Hm3§Q<jCASE FILE NUMBER Serial XXX]

Encleosure(s): {m Enclosed for [DELIVERING DIVISION or OFFICE
OF ORIGIN, depending on whether service is personal or through
restricted delivery service] is an NSL dated [00/00/2005],
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.0O. BOX], [CITY, STATE - NO ZIP
CODE if using perscnal service], requesting consumer identifying
inferration relating to the cornscmer listed,

Details: Téﬁf/<A [FULL/PRELIMINARY] [FOREIGN
COUNTERINTELLIGENCE/INTERNATIONAL TERROQRISM] investigation of

i subject, a [U.$, PERSON/NON-U.$. PERSON], was authorized in

v accerdance with the Attorney General Guidelines because [GIVE A
" FULL EXPLANATION OF THE JUSTIFICATION FOR OPENING AND MAINTAINING

" THE INVESTIGATION ON THE SUBJECT; BAREBONES FACTS WILL NOT

SUFFICE AND WILL CAUSE THE REQUEST TO BE REJECTED FOR LEGAL
INSUFFICIENCY]. This consumer identifying information i3 being
requested to [FULLY STATE THE RELEVANCE OF THE REQUESTED RECORDS
TO THE INVESTIGATION].

This electronic communication documents the
[APPROVING OFFICIAL’s] approval and certification <f the enclosed
NEL.. For mandatery reporting purposes, the enclosed NSI seeks
censurcer identifying information for [NUMBER OF] individual (s) .

() Arrangements shkould be made with the credit
repcrting company to provide the records [personally to an
employee of the DELIVERING DIVISION or through use of a delivery
service to OFFICE OF ORIGIN] within [NUMBER OF] bhusiness days of
recept of this request. The credit reporting company should
nether send the records throuch routine mail service nor utilize
the name of the subject of the request In any telephone calls to
the FRI.

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a Naticnal Security Letter from disclesing that the
FBI has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Opticon 1 below and include in the EC (but not in the NSL) a brief
statement of facts that Jjustify the nondisclosure requirement.
Opticon 2 is to be used in all cases where Option 1 is not used.]

[Option 1 - Invoking Nondisclosure Requirement]

e
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”"MTQ: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re i [CASE FILE NUMBER, 00/00/2005]

() In accordance with 15 U.5.%2. € 1631u(d) T, the
senior official approving this ETC, certify that a discleosure of
the fact that the FBI has sought or obtained access to the
nferration scught by this letter may endanger the national
security of the United States, irterfere with a criminal,
ccunterterrorism, or counterintelligence investigation, interfere
with diplematic relations, or endanger the life or physical
safety of a person,

m 'M”““M“jkﬁfBrief statement of the facts justifying my
cert:ficaticon in this case;

[Option 2 - Declining to inveoke the nondisclosure regquirement]
(1) I, the senior cofficial approving this EC, have
determined that the facts of this case do not warrant activation
of the ncondiscleosure requiremerts under the applicable National
Security Letter statute.
[Include the next paragraph in all ECs.]

() Any questions regarding the above can be directed
tc the [CASE AGENT, telephone number (000) 000-0000.]

LEAD (s) :

St

NSL VIO-31815



() e

S

Te [DELIVERING DIVISION] From: [DRAFTING DIVISION]

Re§<ICASE FILE NUMBER, 00/00/2005]

Set Lead 1: (Acticon)

CENERAL COUNSEL

AT WASHINGTON, DC

(U} NSLB is requested to record the appropriate
Infcrraticon needed to fulfill the Congressional reporting
requirements for NSLs,

Set Lead 2: (Infg}

[COUNTERTERRORISM/COUNTERINTE LLIGENCE /CYBER]

AT WASHINGTON, DC

(0) At [Unit] Eead ard Clear

Set Lead 3: (Action)

[DELIVERING OFFICE -if using personal servicel

[AT CITY, STATE]

(U) TNeliver the attacted NSL as indicated above. Upon
rcceipt of infermation from the credit reporting company,
[DELIVERING DIVISION] is requesled Lo submit resulls Lo [DRAFTING
DIVISION] and [QOFFICE OF ORIGIN, if applicable].

+e

bt
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ALY, INFIRMATION CONTAINED
HEFEIN IF UMCLAZSIFIED EXCEFT
WHERE SHOWN OTHERUISE

(Rev. 01-31-2003)

e

FEDERAL BUREAU OF INVESTIGATION

Pracadanca: ROUTINE Date: 00/00/2006

To: (Genera. Ccunsel aAttn: Julie lhomas
Deputy General Counsel, NSLB

[ COUNTERTERRORISM/ Attn: [UNIT]

COUNTERINTELLIGENCE/CYBER]

[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR]

S5A [CASE AGENT]

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
(Squad] [X]

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]

{Lf using perscnal service) [Squad] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [ADIC NAME (IF APPLICABLE) ]
[SAC NAME]
[ASAC NAME]
[CDC NAME ]
[SSA NAME]

Drafted By: [LAST FIRST MIDDLE NAME: INITIALS]
|:'|'_'|':| . Case ID #: (é [CASE FILE NUMBER]  (Pending)

Title: _i=¥7 [SUBJECT]
[A.K.A.] [ALIAS (IF APPLICABLE) ]
[IT/FCI - FOREIGN POWER]
00: [OFFICE OF ORIGIN]

Synepsis: (U) Approves the issuance of an FCRA Section 1631u(b)
Naticnal Security Letter (NSL) for consumer identifying
inferration; provides reportine data; and, if necessary,
transmits the NSL for delivery to the credit reporting company.

iUJ‘«-a_ : Derived From : G-3
T Declas rom date of EC]

>
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ales: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
-wRe;m:jga:jCASE FILE NUMBER, 00/00/2006]
[FULL/PRELIMINARY] Investigation Instituted: X34 [00/00/2006]
Reference:  ( [CASE FILE NUMBER Serial XXX]

Enclosure (s} : {U) Enclosed for [DELIVERING DIVISION or QFFICE
OF ORIGIN, depending on whether service is personal or through
restricted delivery service or fax] is an NSL dated [00/00/2006],
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP
CODE if using perscnal service], requesting consumer identifying
inferration relating to the corsumer listed,

Details: (§) A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/
INTERNATIONAL TERRORISM] investication of subject, a [U,S,
PERSON/NON-U,S8, PERSON], was atthorized in accordance with the
Attcrney General Guidelines becatse [Give a full explanation of
the justificaticn for opening and maintaining the investigation
on the subject; barebones facts will not suffice and will cause
the request tco be rejected for legal insufficiencyl]. This
cecnsuner identifying information is being requested to [Fully
state the relevant of the requested records to the
investigation].

"%”””““”';>§; This electronic communication documents the
[APFPROVING O

FICIAL’s] approval and certification of the enclosed
NEL.. For mandatery reporting purposes, the enclosed NSI seeks
censurcr identifying information for [NUMBER OF] individual (s)
fronw [credit reporting company #1]; [NUMBER OF] individual (s}
from [credit reporting company #2], etc. [If there are requests
from multiple reperting companies for the same person, please
state. If request is for person{s) other than the subject of the
investigaticon or in addition to the subject of the investigation,
please state USP status of those persons. In other words, do your
best to give as much information as you can, for congressiconal
reporting purposes. ]

() Arrangenents stouvld be made with the credit
reperting company to provide the records [persconally to an
employee c¢f the DELIVERING DIVISION or through use of a delivery
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF]
business days of receipt of this request. The credit reporting
cempany shodld neither send the records throuagh routine mail
service nor utilize the name of the subject of the request in any
telepheone calls to the FBI.

e
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“"e: [DELIVERING DIVISION] From: [DRAFTING DIVISION]

Re:; (X) [CASE FILE NUMBER, 00/00/2006]
DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a National Security Letter from disclesing that the
FBI has requested the information. To activate the nondisclesure
requirement, the senior FBI official approving this EC must use
Opticon 1 below and include in the EC (but not in the NSL) a brief
statement of facts that justify the nondisclosure requirement.
Opticon 2 is to be used in all cases where Option 1 is not used.]

[Option 1 - Inveoking Neondisclosure Requirement]

(1) In accordance with 18 U.$.%, § 2709{(¢c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has scought or obtalned access to the
‘nfecrraticn scught by this letter may endanger the national
security of the United States, irterfere with a criminal,
ccunterterrcrism, or counterintelligence investigation, interfere
with dipleomatic relations, or endanger the life or physical
safet f a persocn,

IR

R Brief statement of the facts justifying my
cert:ficat4donmNin this case:

[Opticn 2 - Declining to invoke the nondisclosure requirement]

(0) I, the senior official approving this EC, have
deterrined that the facts of this case do not warrant activation
of the nondisclosure requiremerts under the applicable National
Security Letter statute.

[Include the next 2 paragraphs in all ECs.]

(U)  Tnformation received herein rom a credit reporting
cenmpany may be disseminated in accordance with the Attorney
General Guaidelines for FBI Natioral Security Investigations and
Fcreign Intelligence Collectior, subject to the following
statutory limitation. Dissemiration of such information is
_imited to other Federal ager.cies as may be necessary for the
approval or conduct of a fereign counterintelligence
investigaticon, or, where the irformation concerns a person
subject tc the Unifeorm Code of Military Justice, to appropriate
‘nvestigative authorities within the military department
cencerned as may be necessary for the conduct of a “oint foreign
ccunterintelligence investigatiorn,

I
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) ‘To: < [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Fe: (3¢ [CASE FILE NUMBER, 00/00/2006]

(1) Any questions regarding the above can bhe directed
to the [CASE AGENT, telephone number (000) $00-0000.]

M}é
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Hr [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: §<ICASE FILE NUMBER, 00/00/2006]

LEAD (5) :
Set lead 1: (Acticn)

GENERAL COUNSEL

AT WASHINGTON, DC

(1)) N3SILB iz requested to record the appropriate
inferration needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Info)

[COUNTERTERRORISM/COUNTERINTELLIGENCE /CYBER]

AT WASHINGTON, DC

(U} At [Unit] Eead ard Clear

Set lead 3: (Acticn)

[DELIVERING OFFICE -if using personal servicel

[AT CITY, STATE]

(0) Deliver the allacled NSL ag indicaled above., Upon
recelpt of information from the credit reporting company,
[DELIVERING DIVISION] is reqrested to submit results to [DRAFTING
DIVISION] and [OFFICE OF ORIGIN, if applicablel,

*e

w
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[DRAFTING DIVISION]
[STREET ADDRESS]

[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

[MR./MRS./MS.] [COMPLETE NAME OF POC]
[TITLE, IF AVAILABLE]

[NAME OF COMPANY ]

[PHYSICAL STREET ADDRESS - NO P.0O. BOX]
[CITY, STATE - NO ZIP CODE]

DEAR [MR./MRS./MS.] [LAST NAME]:

Under the authority of Ezecutive Order 12333, dated
Decenber 4, 1281, and pursuant to Title 15, United States Code
(0.3.C.), Secticn 168lu(b) (the Fair Creditb Reporting Act, as
arended), vou are hereby directed to provide the Federal Bureau
of Investigation (FBI) the names, address, former addresses,
places of employment, or former places of employment of the
belcw-named consumer (=) :

NAME (S} :
ADDRESS (ES) : [i1f available]
DATE (S} OF BRIRTH: [if available]

SOCIAL SECURITY NUMBER({S): [i1f available]

In accordance with Title 15, U.5.C., Section 1681uia),
I certify that such informatior is sought for the conduct of an
authorized investigation to protect against clandestine
Intelligence activities, and that such an investigation of a
United States perseon is not corducted solely on the basis of
activities protected by the First Amendment to the Constitution
of the United States.

ALL THEORMATTON CONTATNED

5Y 05175 dnhlkarSdk
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[MR./MRS./MS.] [COMPLETE NAME ]

[Certification: The nondisclosure requirement is not an auvtomatic
faature of tha NSL. If the supporting EC for this NSL included
Option 1 (Invoking the Nondisclosure Requirement), then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 15 U.8.C. & 1é8lu{d) {1l), I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the infermation sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with dipleomatic relations, or endanger the life or
physical safety of a person. Accordingly, 15 17.5.C, §
~€28lu(d) (1) and (3) prohibits vyou, or any officer, employee, or
agenl of yours, from disclosing this letter, olher Lhan to Lhose
tc whem discleosure is necessary to comp.y with the letter or to
an atterney to cbtain legal advice or legal assistance with
respect toe this letter.

In accordance with 15 U.5.C. § 1lé8ludd) (3}, vyou are
directed to notify any persors to whom you have disclosed this
_etter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from discleosing the
—etter to anyocne else.

In accordance with 15 U.5.C. § 1é68lu{d) (4), 1if the FBI
azkz for the infermation, you sheould identify any person to whom
such disclosure has been made ar to whor such digclosure will be
nade. In no instance will you be required te identify any
atterney to whom disclosure was made or will be made in order to
obtain legal advice or legal assistance with respect to this
_etter.

[Include the following language in all NSLs.]

T accordance with 18 U.S5.C, § 3511{a) and {(b) (1), you
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful and the right to
chal_enge the nondisclosure requirement set forth above.

In accordance with 1€ U.S.C. & 3511z}, an unlawful
fallure to comply with this letter, including any nondisclosure
requirement, may result in the Urited States bringing an
enfcrcement action.

A

NSL VIO-31823



[MR./MRS./MS.] [COMPLETE NAME]

You are directed to provide records responsive to this
_etter [personally to a representative of the [DELIVERING
DIVISION] O through use of a delivery service to [QFFICE OF
ORIGIN] ©OR through secure fax] within [xxxx] business days of
receipt of this letter.

Any questions you have regarding this letter should be
directed only te the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], depending on whether service is personal or through a
delivery service]. Due to security considerations, you should
ncither scnd the records through routine mall scrvice nor non-
secure fax, nor disclose the stbstance of this letter in any
te’ephone conversation,

Your cooperation ir this matter is greatly appreciated.

[ADIC/SAC NAME]
[ASSISTANT DIRECTOR IN

CHARGE /
SPECIAL AGENT IN CHARGE]

(¥)]
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(Rev. 03-09-2006)

vl

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2006

To: (General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

[COUNTERTERRCRISM] Attn: [UNIT]

[REQUESTING OFFICE] Attn: S55A [SQUAD SUPERVISOR]

SA [CASE AGENT]

[OFFICE OF ORIGIN] Attn: 5A [CASE AGENT]
(Squad] [X]

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]

(1f using personal service) [Squad] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [ADIC NAME (IF APPLICABLE) ]

[SAC NAME]
[ASAC NAME]
[CDC NAME ]
[SSA NAME]
Drafted By: [LAST FIRST MIDDLE NAME: INITIALS]
o i - 04-2008
Casa 10 #: [CASE FILE NUMEER] (Pending) | EY 6517% DMH/EAR/DE
Title O\ [SUBJECT] © 010422033
iI]*u [A.K.A.] [ALIAS (IF APPLICABLE) ]
[IT/FCI - FOREIGN POWER]
(- 00: [OFFICE OF ORIGIN]
Synopsis: . Approves the isscance of an FCRA Section 1681v

Naticnal Seturity Letter (NSL) for a fu-l credit report in an
internaticnal terrorism investigation; provides reporting data:
and, if necessary, transmits the NSL for delivery to the credit
repcrting company.

o X Tz
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EU% sﬁ?gﬁr

"o LIVERING DIVISION] From: [DRAFTING DIVISION]
Re: [CASE FILE NUMBER, 00/00/2005]

m Declassify On: X-1

(U} FutL/PRELIMINARY Investigation Instituted: 00/00/2005
Reference: 43TICASE FILE NUMBER Serial XXX

Encleosure(s}): (U) Enclosed for [DELIVERING DIVISION or OFFICE
OF ORIGIN, depending on whether service is personal or through
restricted delivery system] iz ar NSI dated [00/00/2005],
addressed tc [COMPANY POC NAME], [TITLE {(if available)], [COMPANY
NAME ], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP
CODE if using perscnal service], requesting a full consumer
credit repert and all informatior in its files relating to the
ccnsurer listed.

Details: ( A [FULL/PRELIMINARY] international terrorism
nvestiga®icon of subject, a [U.S. PERSON/NON-U,S8. PERSON], was
autherized in accerdance with the Attorney General Guidelines
because [GIVE A FULL EXPLANATION OF THE JUSTIFICATION FOR OPENING
AND MAINTAINING THE INVESTIGATION ON THE SUBJECT; BAREBONES FACTS
WILL NOT SUFFICE AND WILL CAUSE THE REQUEST TO BE REJECTED FOR
LEGAL INSUFFICIENCY]. This full credit report is heing requested
tc [FULLY STATE THE RELEVANCE OF THE REQUESTED RECORDS TO THE
INVESTIGATION] .

) >§) This electronic communication documents the
[APPROVING OFFICIAL’s] approval and certification of the enclased
NSL. Feor rcperting purpeoscs, the cnclosced NSL sccks the consumer
cred t repeort of [NUMBER OF] irdividual (),

() Arrangements shkould be made with the credit
repcrting company to provide the records [personally to an
employee of the DELIVERING DIVISION or through use of a delivery
service to OFFICE OF ORIGIN] within [NUMBER OF] business days of
receipt of this request. The credit reporting company should
neither send the records through routine mail delivery nor
utilize the name cf the subject of the request in any telephone
ca'ls to the FRT.

[Certificaticon and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a Naticnal Security Letter from disclosing that the
FBI has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Opticn 1 below and include in the EC (but not in the NSL) a brief
statement of facts that Jjustify the nondisclosure requirement.
Opticon 2 is to be used in all cases where Option 1 is not used.]

Sﬁ§§ET
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Te [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: Y$& [CASE FILE NUMBER, 00/00/2005]

o [Option 1 - Inveoking Nondisclosure Requirement]

(U} In accordance with 15 U.S.C. § 1€81v I, the senior
official approving this EC, certify that a disclosure of the fact
that the FBI nas scught or obtaired access to the information
scught by this letter may endarger the naticonal security o<of the
United States, interfere with a criminal, counterterrorism, or
ccunterintelligence investigatior, interfere with diplomatic
re aticons, or endanger the life or physical safety of a person.

(e Brief statemert of the facts justifying my
cert_ficaticn i1n this case;

[Option 2 - Declining to invoke the nondisclosure requirement]
(U) I, the senior official appreving this EC, have

deterrined that the facts of this case do not warrant activation

of the ncndiscleosure requiremerts under the applicable National
Security Letter statute.

[Include the next paragraph in all ECs.]

(U) Any questions regarding the above can be directed
tc the [CASE AGENT, telephone number (000) 000-0000.]

SE%T
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“z:  [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: >< [CASE FILE NUMBER, 00/00/2005]

LEAD (s) :

Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) HSLB is requested to record the appropriate
infcrraticen needed to fulfill the Congressiconal reporting
requ-rements for NSLs.

Set Lead 2: (Info}

COUNTZRTERRORIGM

AT WASHINGTON, DC

(1) At [Unit] Eead ard Clear
Set lead 3: (Acticn)

[DELIVERING OFFICE- if using personal servicel

[AT CITY, STATE]

(U) Deliver the allacled NSL as indicated above. Upon
recelpt of information from the credit reporting company,
[DELIVERING DIVISION] is reqrested to submit results to [DRAFTING
DIVISION] and [OFFICE OF ORIGIN, if applicablel,

*e

e
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(Rev. 01-31-2003)

ot

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2006

To: (General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

[COUNTERTERRORISM] Attn: [UNIT]
[REQUESTING OFFICE] Attn: 55A [SQUAD SUPERVISOR]
3A [CASE AGENT]
[OFFICE OF ORIGIN] Attn: 5a [CASE AGENT]
(Squad] [X]
[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]
(if using personal service) [Squad] [X] AL INFORMATION CONTAINED

HERETH 13 UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE
From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]

Contact: [CASE AGENT, telephone number (Q00) 000-0000]

Approved By: [ADIC NaME (I1IF APPLICABLE) ]
[SAC NAME ]
[ASAC NAME ] DETE: - 01-04-2008
[CDC NAME]
[SSA NAME]

tUh'“ Drafted By: [LAST FIRST MIDDLE NAME: INITIALS]
Casa ID ‘#: >< [CASE FILE NUMEBER] (Pending)

T rities- [SUBJECT]
>< [A.K.A.] [ALIAS (IF APPLICABLE) ]

[IT/FCI - FOREIGN POWER]
00: [OFFICE OF ORIGIN]

Synopsgis: (U) Approves the isstance of an FCRA Section 1681v
Naticnal Security Letter (NSL) for a fu-l credit report in an
internaticnal terrorism investigation; provides reporting data;
and, if necessary, transmits the NSL for delivery to the credit
repcrting company.

<
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i because [Give a full explanation of the justification for opening

SoeelT

Te [DELIVERING DIVISION] From: [DRAFTING DIVISION]

Re:_:ﬁiﬁ:[CASE FILE NUMBER, 00/00/2006]

EUj~mmmDeg;§§sify On: [10 years after the date of EC]
[FULL/PRELIMINARY ] Investigatiéﬁ%fﬁStituted;mE§<:[00/00/2006]
Referencetm:)ﬁz [CASE FILE NUMBER Serial XXX]

Enclosure(s}): (U) Enclosed for [DELIVERING DIVISION or OFFICE
OF ORIGIN, depending on whether service is personal or through
restricted delivery system or fax] is an NSIL dated [00/00/2006],
addressed to [COMPANY POC NAME], [TITLE {(if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP
CODE if using perscnal service], requesting a full consumer
credit repert and all informatior in its files relating to the
ccnsurer listed.

Details: (- A [FULL/PRELIMINARY] international terrorism
Znvestigaticon of subject, a [U.S. PERSON/NON-U,8. PERSON], was
autherized in accerdance with the Attorney General Guidelines

- and maintaining the investigation on the subject; barebones facts
" will net suffice and will cause the reguest to be rejected for

legal insufficiency]. This full credit report is being requested
tc [Fully state the relevance of the requested records to the
investigaticn].

-
“::?Si: This electronic communication documents the
[APPROVING OFFICIAL’g] approval and certification of the enclosed
NSL. For rcperting purpeoscs, the cnclosced NSL sccks the consumer
cred t repeort of [NUMBER OF] irdividual(s) from [credit reporting
company #1]; [NUMBER OF] individual(s) from [credit reporting
company #2], ctc. [If there are requests from multiple reporting
ceompanies for the same person, please state, If request is for
perscon(s) other than the subject of the investigation or in
addition to the subject of the investigation, please state USP
status. In cther words, do your best to give as much infermation
as you can, for congressional reporting purposes. ]

(0) Arrangenents stouvld be made with the credit
reperting company to provide the records [personally to an
employee of the DELIVERING DIVISION <r through use of a delivery
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF]
business days of receipt of this request. The credit reporting
cempany shoald neither send the records throuagh routine mail
de’ivery nor utilize the name of the subject of the request in
any telephone calls to the FEI.

s
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~¢: _ [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: DY [CASE FILE NUMBER, 00/00/2006]

DISCLOSURE PROVISIONS

[Certificaticn and Activation of the Nondisclosure Requirement:
There is no leonger an automatic prohibition that prevents the
recipient of a Naticnal Security Letter from disclosing that the
FBI has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Option 1 below and include in the EC (but not in the NSL) a brief
statement of facts that justify the nondisclosure requirement.
Opticn 2 is to be used in all cases where QOption 1 is not used.]

[Cptieon 1 - Inveking Nendiscleosure Requirement]

(U) In accordance with 15 U.S.T, & 2709{(c}) I, the
senicr cofficial approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access te the
nfcrraticn scught by this letter may endanger the national
security of the United States, interfere with a criminal,
ccunterterrcorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
safety of a person.

(UJW“““““:>§1 Brief statement of the facts justifying my
cert:fication in this case:
[Opticn 2 - Declining to invoke the nondisclosure requirement]
(U) I, the senior c¢official approving this EC, have
deterrined that the facts of this case do neot warrant activation
of the nondisclosure requiremerts under the applicable National
Security Letter statute.
[Tnclude the next 2 paragraphs in all ECs.]
(U} Information received herein from a credit
repcrting company may be dissemirated in accordance with the
Attcrney General Guidelines con Naticonal Security Investigations

and Fcreign Intelligence Collection

(0) Any questions regarding the above can be directed
tc the [CASE AGENT, telephone number (000) 000-0000.]

sﬁr

NSL VIO-31831



(. T

Te : [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: [CASE FILE NUMBER, 00/00/2006]
LEAD (s) :

Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) HSLB is requested to record the appropriate
infcrraticen needed to fulfill the Congressiconal reporting
requ-rements for NSLs.

Set Lead 2: (Info}

COUNTZRTERRORIGM

AT WASHINGTON, DC

(1) At [Unit] Eead ard Clear
Set lead 3: (Acticn)

[DELIVERING OFFICE- if using personal servicel

[AT CITY, STATE]

(U) Deliver the allacled NSL as indicated above. Upon
recelpt of information from the credit reporting company,
[DELIVERING DIVISION] is reqrested to submit results to [DRAFTING
DIVISION] and [OFFICE OF ORIGIN, if applicablel,

*e

-
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[DRAFTING DIVISION]
[STREET ADDRESS]

[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

HEEFEIN
DATE | id- 20005 GE.
[MR./MRS./MS.] [COMPLETE NAME OF POC] ik Bl-Ud-allo O b
[TITLE, IF AVAILARLE]
[NAME OF COMPANY ]
[PHYSICAL STREET ADDRESS - NO P.O. BOX]
[CITY, STATE - NOQ ZIP COQODE]

Dear [MR,/MRS./MS.] [LAST NAME]:

Parsuant to Executive Order 12333, dated December 4,
2881, and 15 1.S.C. § 168lv of the Fair Credit Reporting Act (as
arended), you are hereby directed to provide the Federal Bureau
of Investigaticn (FBI) with a copy of a consumer credit report
and all other information contaired in your files for the below-
Zisted consumer(s):

NAME (S) :
ADDRESS (ES) : [if available]
DATE (S) OF BIRTH: [if available]

SOCIAL SECURITY NUMBER({S}: [if available]

In accordance with Title 15, U.3.C. § 1681v, I certify
that the informaticon scught is necessary to conduct an autheorized
investigation of, or intelligence or counterintelligence
activities or analysis related to, internaticnal terrcrism.

[Certification: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Inveking the Nondisclosure Requirement), then include
the language in the fellowing 3 paragraphs in the NSL, ]

In accordance with 15 0.8.C. § 1681v(1l), I certify that
a disclesare of the fact that the FBI has sought or obtained
access to the infeormation scought by this letter may endanger the
naticnal security of the United States, interfere with a
criminal, ceounterterrorism, or counterintelligence investigation,
nterfere with diplomatic relations, or endanger the life or
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[MR./MRS./MS.] [COMPLETE NAME ]

phys:cal safety of a person. Accordingly, 1> U.35.C. & 1681v (1)
and (3) prehibits you, or any officer, employee, or agent of
yeurs, from disclosing this letler, other than Lo those Lo whom
disclcsure is necessary to comply with the letter or to an
attcrney te cobtain legal advice or legal assistance with respect
tc this letter.

In accordance with 15 U.S.C. & 1€81lv (3}, you are
directed te notify any persors to whom you have disclosed this
_etter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclesing the
—elter Lo anycne else,

In accordance with 15 U.5.C., § 1681v(4), if the FBI
asks for the infeormation, you sheould identify any person to whom
such disclosure has been made c¢r to whon such disclosure will bhe
nade. In ne instance will you be required to identify any
attcrney to waom disclosure was made or will be made in order to
obtan legal advice or legal assistance with respect to this
_etter,

[Include the following language in all NSLg,]

In accordance with 18 U.S.C. & 3511{a) and (b) (1), vyou
have a right te challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful and the right to
challenge the nendisclosure requirement set forth above.

In accordance with 18 U.S.C. § 3511{(c), an unlawful
fallure teo comply with this letter, including any nondisclosure
requirement, may result in the Urited States bringing an
enfecrcemenl. aclion.,

You are directed to provide reccords respeonsive to this
_etter [persconally to a representative of the [DELIVERING
DIVISION] Oz through use of a delivery service to [OFFICE OF
ORIGIN] OR through secure fax] within [xzzxx] business days of
recelpt of this letter,

Any questions you have regarding this letter should be
directed cnly to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], depending on whether service is personal or through a
delivery service]. Due to security considerations, you should
nether send the records throuch routine mail service nor non-
secure fax, neor disclose the substance of this letter in any
te_ephone conversation.

[0S
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[MR./MRS./MS.] [COMPLETE NAME]

CHARGE/

Your cocperation ir this matter is appreciated,

Sincerely,

[ADIC/SAC NAME]
[ASSISTANT DIRECTOR IN

SPECIAL AGENT IN CHARGE]
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hZ
From: (FBI) L7E
Sent: 233 PM be
To: 0GC) (FBIN 0GC) 1=,
FET| (FBI) b
ce: Ge) Eal FBI):
(FBI FBI)
Subject: . T o
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
Because you are a2
R7E
hE
----- Origingl be
From: (0GC) (FBI) k7
Sent: 04 AM
To: l re)| bac) (rer) |
IEEL
Ce: I_WUI_MIIH: fren] I
L
Subject:  RE: NSLE'T ’
f1-04-2008
SENSITIVE BUT UNCLASSIFIED FIED BY 55179 DMH KSR/
NON-RECORD REASON: 1.4 (0}

DECLASSTFT ON: 01-04-2033

You may be right that we haven't focused on the distinction. But now that we have, | don't
see any choice but to make the distinction. | don't think it will occur that often. Why would it

be that big a deal?

----- Ori T
From: FBI) ib‘_‘
Sent T b7E
To: 0GC) (FBl)rm Joac) (Frr bé

S 298) g -
ce | lose) crerf I(FB]) b7C
(Fel | o2y
Subject: RE! NSL ECs
SENSITIVE BUT UNCLASSIFIED

NON-RECORD
My recollection is that this type of reporting has been in place since thel era.

-----0Original Mess3ga----- )
From: l locey (Fe1) b2
Sengs tober 31, 2 _
Tos (OGC) (F EBD b7E
ce kren] |  bs

1 —_
Subject: TRSL ECE ™9 [ biC
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

I've been reporting the status of

the investigative target. Very few
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[

[S 2NN B

A A

-}

.

'P_W_Fr'r'lara ggar specians

National Security Law Branch

Office of the G nsel
Room 7975/e

Subject:

SENSITIVE BUT UNCLASSIFIED Duplicate page 1 this file
NON-RECORD

o

----- Original Messaife s
From:
Sent:
To:
Cc
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From: (FB') b ;:»

Sent: 28 PM -

To: o) EBD L7E

Cc: (OGC) (FBI); &
FBI 1) 7
(FBI) (FBI)

Subject: : Cs

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

This would be a change from the long established NSLU and NSLB requirement. What we are
telling you may be new to you - but is not new to OGC?7?7?7?

----- Oniginal
From:
Sent:
To:
Cc:

Subject: "NGCECS

04-Z00&
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

ALl LNTURNATINN CHENTATHED
HERETINM IS UNCLASSIFIED EXCERT
WHERE ZHOWN OTHERWIZE

SENSITIVE BUT UNCLASSIFIED Duplicate page Z0 this file
NON-RECORD

Yes - we report the USPER status of the subject - which to us is the subject of the case.

Subject: RE: NGL ECS

SENSITIVE BUT UNCLASSIFIED
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h2
From: |(FBI) h7E
Sent: 06 12:16 PM bhé
To: (OGC) (EBI I
ce: I (£B) boc) ee: /¢
FBI (FBI);

Subject: -
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
Well, just because | was a slacker and didn’t pick up on that point, doesn’t mean everyone else
did as well,

----- Original

From:

Sent:

Ta:

Ce!

Subject:

SENSITIVE BUT UNCLASSIFIED , . .

NON-RECORD Duplicate page 1 this file

----- Original Message-----

From:
Sent;
To:
Ccc:
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From: C _ Joso) Feiy b2
Sent: .04 PM h7E
To: =1}t | ose) Fay: s

y h7c
ce: 0Ge) a1 [Fei:

(FBI) FBI)
Subject: 1'RE,-N'SEEL,3 .I X

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

You may be right that we haven't focused on the distinction. But now that we have, | don't see
any choice but to make the distinction. | don't think it will occur that often. Why would it be that

big a deal? Duplicate email this file pages &1 & &2

T A

From:
Sent:
To:

Ce:

Subject: RE: NSLECs

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

My recollection is that this type of reporting has been in place since thel era.

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

I've been reporting the status of the investigative target.

I:ara;ega; ;pema;ls]

National Security Law Branch

Office of the G sel
Room 7975/ext

NSL VIO-31851
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R7E
o]
From: |(OGC) (FBl} B3
Sent: 15 PM
To: {(FBl)
Ce: 2GC) (FBII loce)
(FBI | [GED)
Subject: RE: NSL ECs
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
bb

----- Original i "2
From: FBI) o
Sent: IL S20c 12:08 PM b7E
To: 06¢) (rend | (G2) he

Ce: C) (FBL) JO&C) (ReD) o=
Subject: hic

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

okay. as to whether or not I'm correct, let nig say that | was relving on an old conversation |
had with now at HQ) about | -
I IBUt' 'm b7 E
Ot posiive. Someone with some more tme in the § otce than me shou e consulted o

onthisone ...

~

b

..... Oriqj —— *“'; L
From: I 0GC) (FBI) bic
Sent: -00 PM
To: FBI)

c koso) (ren) fose)

Ten
Subject: RE: NSL ECs

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

~----Qxiginal Message:--:
From: I |5(FBI)
Sent: uesday, er 31, 155 AM

Lupl ket t\%fb-%fé%% 19 this file

SOSRCT



[Certification: The nondisclosure reguirement is neot an auteomatic
feature of the NSL. If the supporting EC for this NSL included
Optien 1 (Inveking the Nondiscleosure Requirement) then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 1% U.s.C. § 1lé3lu{d){l), I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
naticnal szecurity of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplematic relations, or endanger the life or
phvsical safety of a person. Accordingly, 1% U.5.C. &
Z€glu(d) (1) and (3} pzrohibits you, or any officer, employee, or
agent ¢of yours, from disclesing this letter, other than to those
tc whem discleosure i3 necessary to comply with the letter or teo
an attorney to obtaln legal advice or legal assistance with
respecl to this letter.

In accordance with 15 U,S.C, § 1e8lu{d) (3}, you are
directed to notify any persons to whom vou have disclosed this
“etter that they are also subject to the neondiscleosure
recquirement and are therefore also prohibited from disclesing the
_etter to anyocne else.

In accordancge with 15 0.5.C, § 1€31u{d) {4}, if the FDI
asks for the information, vyou should identify any person to whom
such disclosure has been made or to whon such disclosure will be
nade., In no instance will you be required to identify any
atterney to whom disclosure was made or will be made in order to
okhtain legal advice or legal assgistance with regpect to this
request.

[Include the following language in all NSLs.]

In accordance with 1¢ U.5.C. § 3%11l{a) and (b){(l), you
have a right to¢ challenge this request _f compliance would be
unreasonable, oppressive, or otherwise unlawful and the right to
chal’enge Lhe nondisclosure requirement sel lorlh above,

In accordance with 1le 0.5.C., & 3511{c), an unlawful
failure to comply with this letter, inc_uding any nondisclosure
requirement, may result in the Urited $tates bringing an
enfcrcement action.

You are requested to provide records responsive to this
request [personally to a representative of the [DELIVERING
DIVISION] O through use of a delivery service to [OFFICE OF
ORIGIN]] within [zxzx] busincss days of rcceipt of this recquest.
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Any guestions vou have regarding this request should
be directed cnly te the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], depending on whether service is personal or through a
delivery service]. Due to security considerations, you should
neither send the records through routine xail service nor
disclose the substance of this request in any telephone
conversation,

Your cocoperation in this matter i1s greatly appreciated.

Sincerely vyours,

[ADIC/SAC NAME)
[ASSISTANT DIRECTOR IN
CHARGE /
SPECIAL AGENT IN CHARGE]
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(Rev. 01-31-2003)

...
Dra_fted By: [LAST FIRST MIDDLE NAME: INITIALS] pate: 0l-04-2003

SEQRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2006

To: (General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

[COUNTERTERRORISM/ Attn: [UNIT]

COUNTERINTELLIGENCE /CYEBER]

[REQUESTING OFFICE] Attn: S55A [SQUAD SUPERVISOR]

SA [CASE AGENT]

[OFFICE OF ORIGIN] Attn: 5A [CASE AGENT]
(Squad] [X]

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]

(1f using personal service) [Squad] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (Q00) 000-0000]

Approved By: [ADIC NAME (IF APPLICABLE) ]

[SAC NAME ] .

[ASAC NAME ] &LL INFORMATION COMNTAINED
[CDC NAME] HEPEIN 17 UNCLASSIFIED EXCERT
[SSA NAME] WHERE SHOWN OTHERWISE

£ IED BY 5179 DHH/KSR/DE
S4 (e
SSTFY 0N 01-04-2033

Case ID #:4g( [CASE FILE NUMBER]  (Pending)

Titles >)< [SUBJECT]

[A.K.A.] [ALIAS ({IF APPLICABLE) ]
[IT/FCI - FOREIGN POWER]
00: [OFFICE OF ORIGIN]

Synopsgis: (U) Approves the isstance of an FCRA Section 1631u(hb)
Naticnal Security Letter (NSL) for consumer identifving
inferratien; provides reporting data; and, if necessary,
transrits tae NSL for delivery to the zredit reporting company.

m >

m date of EC]

SEC
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_0:32 [DELIVERING DIVISION] From: [DRAFTING DIVISION]
gj§;<ECASE FILE NUMBER, 00/00/2006]
(-

" [FULL/PRELIMINARY] Investigation Instituted:GESK:IOO/OO/QOOS]

Referendé?“:><i [CASE FILE NUMBER Serial XXX]

Enclosure(s}): {U) Enclosed for [DELIVERING DIVISION or QFFICE
OF ORIGIN, depending on whether service is personal or through
restricted delivery service or fax] is an NSL dated [00/00/2006],
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP
CODE if using perscnal service], requesting consumer identifying
inferration relating to the corsumer listed,

Details: LL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/
INTERNATIOAEK TERRORISM] investication of subject, a [U.S,
PERSON/NON-U,S. PERSON], was acthorized in accordance with the
Attcrney General Guidelines becatse [Give a full explanation of

- the justificaticn for opening and maintaining the investigation

on the subject; barebones facts will not suffice and will cause
the request tco be rejected for legal insufficiencyl]. This
cecnsuner identifying information is being requested to [Fully
state the relevant of the requested records to the
investigation].

T This electronic communication documents the
[APPROVING OFFICIAL’s] approval and certificaticon ©f the enclosed
NEL.. For mandatery reporting purposes, the enclosed NSI seeks
censurcer identifying information for [NUMBER OF] individual (s)
from [credit reporting company #1]; [NUMBER OF] individual (s)
from [credit reporting company #2], etc. [If there are requests
from multiple reporting companies for the same person, please
state. If request is for person{s) other than the subject of the
investigaticon or in addition to the subject of the investigation,
please state USP status of those persons. In other words, do your
best to give as much information as you can, for congressiconal
reporting purposes. ]

() Arrangenents stouvld be made with the credit
reperting company to provide the records [persconally to an
employee c¢f the DELIVERING DIVISION or through use of a delivery
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF]
business days of receipt of this request. The credit reporting
cempany shodld neither send the records throuagh routine mail
service nor utilize the name of the subject of the request in any
telepheone calls to the FBI.

SR
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"c: _[DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: TSKICASE FILE NUMBER, 00/00/2006]

DISCLOSURE PROVISIONS

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a National Security Letter from disclesing that the
FBI has requested the information. To activate the nondisclesure
requirement, the senior FBI official approving this EC must use
Opticon 1 below and include in the EC (but not in the NSL) a brief
statement of facts that justify the nondisclosure requirement.
Opticon 2 is to be used in all cases where Option 1 is not used.]

[Opticn 1 - Inveking Nendisclosure Requirement]

(1) In accordance with 18 U.$.%, § 2709{(¢c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or cobtained access to the
‘nfecrraticn scught by this letter may endanger the national
security of the United States, irterfere with a criminal,
ccunterterrcrism, or counterintelligence investigation, interfere
with dipleomatic relations, or endanger the life or physical

safety of a perscn,

mm::a%g:Brief statement of the facts justifying my
cert:ficaticon in this case:

[Opticn 2 - Declining to invoke the nondisclosure requirement]

(0) I, the senior official approving this EC, have
deterrined that the facts of this case do not warrant activation
of the nondisclosure requiremerts under the applicable National
Security Letter statute.

[Include the next 2 paragraphs in all ECs.]

(U)  Tnformation received herein rom a credit reporting
cenmpany may be disseminated in accordance with the Attorney
General Guaidelines for FBI Natioral Security Investigations and
Fcreign Intelligence Collectior, subject to the following
statutory limitation. Dissemiration of such information is
_imited to other Federal ager.cies as may be necessary for the
approval or conduct of a fereign counterintelligence
investigaticon, or, where the irformation concerns a person
subject tc the Unifeorm Code of Military Justice, to appropriate
‘nvestigative authorities within the military department
cencerned as may be necessary for the conduct of a “oint foreign
ccunterintelligence investigatiorn,
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To [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: ‘~.§"<[CA$E FILE NUMBER, 00/00/2006]

(U) Any questions regarding the above can be directed
to the [CASE AGENT, telephone number (000) 000-0000.]

e
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Re:‘n§x<[CASE FILE NUMBER, 00/00/2006]
LEAD (s) :

Set Lead 1: (Action)

GENZREAL COUNSEL

NT WASHINGTON, DC

() NSLB is requested to record the appropriate
inferration needed to fulfill the Congressional reporting
requ-renents for NSLs.

Set Lead 2: (Info)

[COUNTERTERRQRISM/COUNTERINTELLIGENCE /CYBER]

AT WASHINGTON, DC

{U} At [Unit] Read and Clear

Set Lead 3: (Acticn)

[DELIVERING OFFICE -if using personal servicel

[AT CITY, STATE]

{U) Deliver Lhe allached NSL as indicated above.

receipt of information from the credit reporting company,

Tb:, [DELIVERING DIVISION] From: [DRAFTING DIVISION]

Upnon

[DELIVERING DIVISION] is requested to submit results to [DRAFTING

DIVISION] and [OFFICE OF ORIGIN, if applicablel].

(X ]

)@T
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[DRAFTING DIVISION]
[STREET ADDRESS]

[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

[MR./MRS./MS.,] [COMPLETE NAME OF POC]
[TITLE, IF AVAILARLE]

[NAME OF COMPANY ]

[PHYSICAL STREET ADDRESS - NO P.0O. BOX]
[CITY, STATE - NO ZIP CODE]

DEAR [MR./MRS,/MS,] [LAST NAME]:

Uader the authority of Executive Order 12333, dated
Decenber 4, 19281, and pursuart to Title 15, United 3States Code
(U.S.C.), Section 1681lu(b) (the Fair Credit Reporting Act, as
arended}, you are hereby requested to provide the Federal Bureau
of Investigation (FBI} the names, address, former addresses,
places of employment, or former places of employment of the
be_cw-named consuner (s):

NAME (S) :
ADDRESS (ES) : [i1f available]
DATE (S) OF BIRTH: [i1f available]

SOCIAL SECURITY NUMBER({S) : [1f available]

In accordance with Title 15, U.S.C., Secticon léslu{a),
_ certify taat such information is sought for the conduct of an
autherized investigaticon to protect against clandestine
inte_ligence activities, and that such an investigation of a
Un.ted States person 1s not corducted solely oxn the basis of
activities protected by the First Amendnent to the Constitution
of the United States.

ALL: TUFNRMATION (CONTATHED
;) FIED
SE17E. LMH/ESESTE
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[Certification: The nondisclosure reguirement is neot an auteomatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Inveking the Nondisclosure Requirement) then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 1% U.s.C. § 1lé3lu{d){l), I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
naticnal szecurity of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplematic relations, or endanger the life or
phvsical safety of a person. Accordingly, 1% U.3.C. &
Z€8lu{d) (1) and (3} pzrohibits you, or any officer, employee, or
agent ¢of yours, from disclesing this letter, other than to those
tc whem discleosure i3 necessary to comply with the letter or teo
an attorney to obtaln legal advice or legal assistance with
respecl to this letter.

In accordance with 15 U.S.C. § 1e81lu{d) (3}, you are
directed to notify any persons to whom vou have disclosed this
“etter that they are also subject to the neondiscleosure
requirement and are therefore also prohibited from disclosing the
_etter to anyocne else.

In accordance with 15 U.$.¢., & 1681u{d) {4}, if the FDI
asks for the information, vyou should identify any person to whom
such discleosure has been made or to whon such disclosure will be
nade. In no instance will you be required to identify any
atterney to whom disclosure was made or will be made in order to
okhtain legal advice or legal assgistance with regpect to this
request.

[Include the following language in all NSLs.]

In accordance with 1¢ U.5.C. § 3%11l{a) and (b){(l), you
have a right to¢ challenge this request _f compliance would be
unreasonable, oppressive, or otherwise unlawful and the right to
chal’enge Lhe nondisclosure requirement sel lorlh above,

In accordance with 1le 0.5.C., & 3511{c), an unlawful
failure to comply with this letter, inc_uding any nondisclosure
requirement, may result in the Urited $tates bringing an
enfecrcement action.

You are requested to provide records responsive to this
request [perscnally to a representative of the [DELIVERING
DIVISION] 0OR through use of a delivery service to [OFFICE OF
ORIGIN]] within [xxxx] business days of receipt of this request.

NSL VIO-31878



Any guestions vou have regarding this request should
be directed cnly te the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], depending on whether service is personal or through a
delivery service]. Due to security considerations, you should
neither send the records through routine xail service nor
disclose the substance of this request in any telephone
conversation,

Your cooperation in this matter i1s greatly appreciated.

Sincerely vours,

[ADIC/SAC NAME]
[ASSISTANT DIRECTOR IN
CHARGE /
SPECIAL AGENT IN CHARGE]

NSL VIO-31879



ALL TWFORMATION CONTATHED
HERFEIN 15 UNCLASSIFIED
DATE - 01~04-2008 BY- 65179 DMH/VSR/DE

[DRAFTING DIVISION]
[STREET ADDRESS]

[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

[MR./MRS./MS.] [COMPLETE NAME OF POC]
[TITLE, IF AVAILAELE]

[NAME OF COMPANY]

[PHYSICAL STREET ADDRESS - NO P.0. BOX]
[CITY, STATE - NO ZIP CODE]

Dear [MR./MRS./MS.] [LAST NaME]:

Pursuant to Executive Order 12333, dated December 4,
~981, and 15 U.5.C. § 1681lv of the Fair Credit Reporting Act, vou
are hereby directed to provide the Federal Bureau of
nvestigation (FBI) with a copy of a consumer credit report and
al_ other infermaticn contained in vour files for the below-
-lsted consumeri(s):

NAME (3S) :
ADDRESS (ES}) : [1f available]
DATE (S} OF BIRTH: [i1f available]

SOCIAL SECURITY NUMBER{S): [if available]

In accordance with Title 1%, U.S5.C. 8 168lv, I certify
that I have been designated to make this reqguiest and that the
requested informaticn is necessary to conduct an authorized
investigation of, or intellicerce or counterintelligence
activities or analysis selated to, international terrorism.

[Certification: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for thisg NSL included
Optioen 1 (Inveking the Nondisclosure Requirement) then include
the language in the following 3 paragraphs in the NSL.]

I accordance with 15 U.s.C. § 1681v (1), I certify that
a discleosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
naticnal security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigatiocn,

NSL VIO-31884



[MR./MRS./MS.] [COMPLETE NAME] Page 2

‘nterfere wita diplomatic relations, or endanger the life or
physical safety of a person. According-y, 15 U.3.C. § 1621v{l)
and (3) proaibits you, or any officer, euwployee, or agent of
veurs, from discleosing this letter, other than to those to whom
disc_.csure is necessary to comply with the letter or to an
attcrney to obtain legal advice or legal assistance with respect
tc this letter.

In accordance with 15 U.5.C. § 1681v(3), you are
directed to notify any pe:zsons to whom vou have disclosed this
-etter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
-etter to anvone else.

In accordance with 1% U.s.C. § 1e8lv(4), if the FBI
asks for the information, vyou should identify any person to whomn
such discleosure has been made or to whom such disclosure will be
rnade. In no instance will you be required to identify any
atterney to waom disclosure was made or will be made in order to
oktain legal advice oz legal assistance with respect to this
request.

[Include the following language in all NSLs.]

In accordance with 1€ U.5.C. § 3511¢a) and (b)) (1), vou
have a right to challenge this request 1f compliance would be
unreasonable, oppressive, or otherwise unlawful and the right to
chal_-enge tae nondisclosure requirement set forth above.

In accordance with 1€ U.5.C. § 3511¢(c), an unlawful
failure to comply with this letter, inc_uding any nondisclosure
requirement, may result in the United States bringing an
enfcrcement action.

You are requested to provide records responsive to this
request [perscnally to a representative of the [DELIVERING
DIVISION] 0OR through use of a delivery service to [OFFICE OF
ORIGIN]] within [xxxx] business days of receipt of this request.

Any questions you have regarding this request should
be directed oaly to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], depending on whether service is personal or through a
delivery service]. Due to security considerations, vou should
neither send the recorxds throuch routine mail service nor
disc_cse the substance of this request in any telephone
cecnversation.

Your cooperation irn this matter is appreciated.

[0S
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[MR./MRS./MS.] [COMPLETE NAME]

CHARGE /

Sincerely,

[ADIC/SAC NAME]
[ASSISTANT DIRECTOR IN

SPECIAL AGENT IN CHARGE]

NSL VIO-31836



From: (OGC) (FBI) be
Sent: ‘ ; 11:09 AM b7
To: OGC)(FBI)

Subject: FwW.

UNCLASSIFIED

NON-RECORD

----- Original Massage-----
From: THOMAS, JULIE F. (OGC) (FBI)

Sent; 05 11:32 AM s
To: l(OGC) (FBD) |cosc) (reny b7c
Ces ) (FBI)

Subject: RE:

UNCLASSIFIED

NON-RECORD

The Approval Letters are the ones listed in the EC. [fitis a true emergency, that's where it needs to
be. Everyone should keep in mind that this will likely be something reported to Congress so make
sure its an emergency before you ask forit. VWhen in doubt, call NSLB or ILB if itis a criminal
matter.

Julie
----- Original ;k’é
From: 0GC) (FBI) h7c
Sent: 2:42 PM
To: GC) (FBI); THOMAS, TULTE F. {OGC) (FBI)
Cc: (CTD) (FBI)
Subject:
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Co you know the approval level for the 27027 The EC (attached) says SAC but [ think we've
held the approval level higher in reality, at least at the early stages of implementation.

<< File: emergency disclosure final guidance and letter.wpd >>

SENSITIVE BUT UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

NSL VIO-31887



From: L . foce) Fel

Sent:
To:
Cc: (DI (FBI}I |
C) (FBI iJ
ﬁ QGC) (FEL QGC) (FBI),
GC) (FBI) kOGC) (FBI ]
{OGC) (FBI oG | b
(QGC) (FBI PGC) (FBI) 'J o
) loGe) ( R
CGT) (FBN
(o] GCLERD
I' ’
(OGC) (FBI [(QGC) (FBI)
(Bl lcose) FBI ]
(OGC) (I'I:Sll {OGQ) (
(OGCL(FBI GC) (EBI OGC)
(FBI) C) (FBLL GC)
(FBI) GC) (FBI B5GC)
(FBI GC) (OGC)
(FBI ) (FB C)
(FBI OGC) (FBI)] OGC)
(FBI ; : E. (QGC)
(FBI)
(OGC)Y (FBT
Subject: FW: improper
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
5
he
h7C
-----Original Me
From: I EOGC) (FBI)
Sent: uesday, November 22, 5 2:05 PM
To: ~ i
Ce: koeo (FBI); THOMAS, JULIE F. (OGC) (FBI)I:OGC)(FB]); - -
C) (FBI) 7
Subject: improper NSL collection
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
b5

NSL VIO-31838



ThanksD

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-31839



From: DGC) (FBIY b g
M b7C

Sent: rda arc :

To: OGC) (FBI}
Subject: FwW.

UNCLASSIFIED

NON-RECORD

----- Criginal Me asza
Fome L Joee) e
Sent: rmw:y 343 PM
To: (FBI) ']D -

Subject; e
TR

UNCLASSIFIED 155

NON-RECORD i -
bh7¢

UNCLASSIFIED

UNCLASSIFIED

NSL VIO-31890



From: L1 OGC) FBI} 1,

Sent: . 8:19 AM b7
To: OGC) (FBI} i
Subject: . emergency disclosure provision
SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Per this email, we had the emergency disclosure information put on our NSL website.

CTO) (FBI)
Subject: FW: 2702 emergency disclosure provision

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Can you please add the document that is in the below email to our national security letter
webpage. Please put it on the right side, under "Resources” and put a link entitled "Emergency
Disclosure” to this document. Thanks much!

----- Original Mess:

From QGC) (FBD) be
Sent eI PM 2o
To: (CTD) (FEI) b7
cc: OGC)(FBI)

Subject 702 emergency disclosure provision

SENS|TIVE BUT UNCLASSIFIED

NON-RECORD

My computer just kicked in, so here are your documents - the EC and attached sample letter.

emergency
disclosure final gui...

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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From: L (OGC) (FBI)
Sent: i 07 9:36 AM

To: OGC) (FBI)
Subject: FW: CD - Full Credit Report EC
SENSITIVE BUT UNCLASSIFIED

NON-RECORD

b5
7

2

To:
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Handwiitten, sitting on my desk, behind three more I0Bs. As they clearly weren't our fault, |
figured I'd better get the possible real ones up thera first.

----- Original Messags----- ]
From: (OGC) (FBI) hz
Sent: Q07 2:40 PM 1. —
To: FBI) jb JE
Subject: : eport EC hh
SENSITIVE BUT UNCLASSIFIED ibf
NON-RECORD 270

—--Onginal Mesaaiease

From: 0GC) (FBI)

Sent: , 2007 3:3Q=004

To: 0GC) (FBI Jcocey ey

Subject: C

SENSITIVE BUT UNCLASSIFIED

NON-RECORD i)

34 LR

-]
]

C pa—
(SO NS S

—
-

[PreasEprovRTE STy COTmETS:

Sorry again about the mix up on the other EC.

ﬂagain for your help,

<< File: CD - Full Credit EC.wpd >>
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SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSI|FIED

NSL VIO-31893



b
From: | foco)FB 1 op

Sent: i 7 9:27 AM -
To: 0GC) (FBI) be
Subject: b7C
SENSITIVE BUT UNC

NON-RECORD

FYI -
----- Criginal Messageszz :b <
From: (0GC) (FBI) b7E

Sent: i 06 7:36 AM SN
To: (FBI) :b 4
Sulyject: p b7

SENSITIVE BUT UNCLASSIFIED e
NON-RECORD b7C

Thanks|:]

-----Qriginal Messaga....

From: FB1}

Sent: 06 7:12 PM
To: QGC) (FBI)
Cc: BI)
Subject: RE' |

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

ATTON CONTETMED
TNCLASSIFIED
003 BY 65179 DMH/KIR/DE

b
hd
R0
=5
&
..... o L7
From: QGC) (FBI)

Sent:  Wadnesday, November 15, 2006 11:47 AM
To: | FB1)

Subject: REl |

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

NSL VIO-31894



b2
b7E
b4
b7D
b5
b

b7C

Thanks for your efforts in this matter e

L7E
L4
----- Original Messaga... 70
From: (FBD) b
Se Tober 10, 2006 11:30 AM Lo
To OGC) {FBI) L7C
Subje:
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

QK. I'licall now.

bz
==<Qriginal Me: —
From " iJOG(;) (FBI) h7E
Sent: 10:11 AM x4
To: FBI) S
Sl.olbject: }}-: i b
SENSITIVE BUT UNCLASSIFIED L7
NON-RECORD T

Yes, | think we need 10 aleo find out for us.

----- QOriginal Mes:
From; FBI)
Sent 10:29 AM
To: 0GC) (FBI}
Subject:
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

No_ 1 don't know of any other way to do it._Like | said earlier] I

----- Original Mess,
From: OGC) (FBI)
Sent: 8:19 AM
To: FBI)
Subject: RE
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

info |

NSL VIO-31895
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-----Original Mes; b2
From: FBI) b7E

Sent: 06 3:49 Pip _
To: ) (FB: b4
3] (FBD); s
cc: |G | be
1§ 7
Subject: biC

SENSITIVE BUT UNCLASSIFIED

NON-RECORD
JoF [ Fta.
L7D 1
Iols} |

bhé mm:H
b7¢C
meeting possible in the near iulurei ' End | discussed the

situation telephonically. | was able to pose what | believe to be the
biggest concerns to her and she responded thusly:

k4
k7D
bt

S

k7

NSL VIO-31896



| did a little further research on-line today regardingl ]

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-31897

b2



—
[0
£

—
(W]
™

Duplicats page 112 this file

From: I(OGC) (FBI}

Sent: ednesday, Apnl U3, 31 AM

To: EBLALL CDCS

Cc:

Subject: “FUV. 1085

SENSITIVE BUT UNCLASSIFIED

NON-RECORD TION COMTAINED

THCLAFAIFIED

There is going to be an EC to this effect in the near future, but this policy is currently effective.

g)riginal Me

bz
From: 0GC) (FBI) =7
Sent: wpm b7E
To (FBI} ba

Ce: | [T} cFe) hic

NSL VIO-31898
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Subject: I0Bs

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

[
-1 ot

Noneas
Sd
I

I know this is new, particularly with respect to annual LHMs, so we will be sending something out
on this.
bé

N
b7cC

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-31899



b4

L7D From: (OGC) (FBI}
:b o Sent: ‘ 57 AM
R7C To: OGC) (FBI
Subjept: FW: NSL Response bjﬁ thread content info
RECORD 65 b2
h7E
b4
I've gotten a bunch of these emails, so | will forward them all to you. T
----- Qriginal Me bz
From: h7C
Sent:
To:
Ce: (FBI)
Subject: in

SE%%T
RECORD 65

L BY 83179 DHHKSR/DE
2008

b2
bL7E
d
LD
b5
ba
b7C

1 WisIon counsel
ErL. [ “Divisinn

THIS IS A PRIVILEGED ATTORNEY-CLIENT WORK  PRODUCT/COMMUNICATION AND IS NOT TO BE
DISTRIBUTED OUTSIDE THE BUREAU WITHOUT PRIOR APFROVAL FROMl |CDC.

-----Original Messans..
From: i |7(OGC) (FBI)
Sent: uesday, Fepruary 27, £:49 AM y
To: b4
cc: | lﬂ?ﬂl oacyiren; THOMAS, JULIE F. (06C) (Fe1) B0
Subject: » NSL Response -

Importance: High oA

B7C
RECOR% BB

NSL VIO-31900



.
BN

h7E
Please follow]____Juggestion. We do need to hold this information back untiwe 14
determine where it came from within:]ecords and whether it is content ornot. ;7D

Thanklel i’ : _

~--—-Original v
fomt L] s

Sent: 7 7:05 AM
To: QGC) {FBI)

Cc: El
Subject: FW: NSL Response b

Importance: High

and legal ASAP.

----- Qriginal
From: | G2

NSL VIO-31901

s
RECORD 65
bZ I-l' |FYi 4 ___Jtegal Unit is holding replies from the field SAs in a separate e-mail
b7E folder and awaiting OGC's formal word as to what, if anything, to do with the Thread Content
4 info.
B7D
be
h7C -~---Original Megsage-c..c
From: (FBIL)
Sent: 07 1:49 PM
To: BI
Cc: I)
Subject: ; esponse
Importance: High
%%I
CORD 65
| have received 2 NSL responses from| !that contained "Thread Topic" information. |
have pulled these volumes from the rotdT, will await further Legal Unit instruction as to
how to proceed.
---—-Original Messageczzs
From: FBI)
Sent: hLZO AL
To: FBI) | [G21 | i
IFE
L= 3y | 1y
Subject: FW: NSL Response Dy
b2 Importance: High ]
}}7 E SE%ET
o RECORD 65
b0
bé , , . ,
‘:7,, Ple view any info you may have obtained frord Iand advise me
Pl



Sent: lmwuuw.zuci? 452 EM bo
To: (EEDI I(FB?!FH I_| ‘

ITEO bh7E
(DL | Wag=9p | | b
(FBI) | 1=z | J(FBIY: R
[FEL FEL h7D
= Lm 250 | IWI'J'I; e
IEFTY JTFED); G
FEIX 1§ b7C
[ L )| FaI)q  (§:3))
Subject: FW: NSL Response b
ET
RECORD 65
Please review closely - thanks.. |
———-Original bl
From: FEI) b7E
Sent: 7 1:44 PM N
To: FBL Gan | keen; b4
(FBI FEI); ] b7D
TEELA 5298 -
ce: 3 kren] cesny; b
Ebl) b7C
Subject: Fw: £5ponse
SEeRET
RECORD 65
b2
b7E
b4
b7
b5
b7C
—---Original
From: I (0GC) (FBI)
Sent: urstay, rebruary 22, 7 7:40 AM
To: FBI_ALL CDCs
Subject: Fw: NSL Response bD
RECORD 65 b2
b7E
k4
| wanted to bring this issue to your attention. | think you need to forward it to the operational b7
folks in your field qffice who may have received infonmation fron] _____|We will try to filter be
this out at th vel, but in case some NSL return information was sent directly to the field, b7
or came to the tield before we were aware of this problem, I think this matter needs to get -

wide circulation.

NSL VIO-31902



2

Thanks] | b7E

..... OrigTereissage- - ok

From: LD

Sent ” 2

b anl——— Josorer| _ hE

0] -
. Leend Jeren): b7
—|ren Jreh

Subject: E!'Rﬁmﬂil_l

RECORD 65
b7E
b4
b7D
bb
ba
b7C

b2
b7E

IJ b&
| b7C

NSL VIO-31903



uide G-3, dated 1/97, Foreign

ssification Guide G-3, dated 1/97, Foreign Counterintelligence

Investiqgations ]
DECLASSI

ION EXEMPTION 1
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‘}«'?z?
il
b
B7C
2FW NSLs. txt
MessageFrom: (06C) (FBI)
Se N gr Ug, .
To:]
rp -
IH ; ' | I me sy
0GL X UGC) (FBL) (0tC) CFELY,
{0 {F8D) FEI);
(FBI) (FBI), [ “G('I\( ”IEGR( ) ' (
A 175 000 Comvany,
L. (e _@b‘m | (RN YHL y JULIE F. (Oé‘
FBL} 29 , TRC) (reL)
Sub]ec PR PRI

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

FYI - these are the NSL topics that I will be (vERY) briefly discussing on Monday at the meeting.

If you can think of any other NSL issues you would Tike raised, please Tet me know.

;;aa;mm () b7C
sent: Y 2005 12:22 PM

To! FBIALL COCs
Cc: Caproni, valerie E. (0GC) (FBI); THOMAS, JULIE F. (06C) (FBI); 0GC) (FBI); (0GC) (FBI)
Subject: NSLs

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

NSL VIO-31905




2FW NSLs. txt

thanks

SENSITIVE BUT UNCLASSIFIED

b
be

SENSITIVE BUT UNCLASSIFIED b 10

page 2
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From: (OGC) (FBI)

Sent: 05 PM

To: OGC) (FBI)

Subject: L ponies and Banner for posting on OGC website
| nce; High

b} ET//NOFORN

REC®RD xxxx

$Sent out new forms after the 2006 patriot act passed and became effective on March ¢, 2006

-----Original Message--——-
From: I OGC) (FBI) A
Sent: ay, Marc 1;35PM =
To: h7C
e ) (Fst)i:ioeo G| lose)

. {OGC) (FB

Subject: FW: New EC and NSL ponies and Banner for posting on QGC website
Importance: High

SE‘% ET/NOFORN
CORD xxxx

These are the new standard NSLs and ECs. You can start drafting them. You simply cannot sign
any out because the SACs do not yet have non-disclosure certification authority.

Please be advised, and it can't be said too often, the non-disclosure certification CANNOT be
perfunctory or automatic. There has got to be a reason foril. We could easily be challenged on it
and we will have to explain why we issued it.

NSLB will be issuing guidance on this within hours. The EC is on the Director's desk.

----- Original Me =
From: I foso) ey e
7

Sent; :05FM
To: OGC) (FBI)
Subject: . 185 and Banner for posting an OGC website

Importance: High

O

) ET//NOFORN
RD xxxx

El+ BY 55178 DHH/KSR/DE

;ssu;an; ;eneral Counsel

National Security Law Folicy and Training Unit b:
National Security Law Branch ko
Qffice of neral Counsel, FBI, JEH, Room 7947 k7C
202-324

UndsssfETna ]

This is a Priviteged Attorney-Client/Aftorney Work Product Communication

NSL VIO-31907



----- Criginal Mass; sz hé&

From: 0OGC) (FBI) b’"} o
Sent: , 2006 1:03PM c
To: . 0GC) (FBI)
Ce: QGC) (FEI [OGC) (FB1 |
' L) (FBI) .
T OGC)IL'FBU‘:
OGC) (FBI) OGC) (FBI (OGC) (FB '
Subject: New EC and NSL ponies T Tor posting on OGC WeDsT

Importance: High

gﬁ THNOFORN
ECORD xxxx

A

We have 14 documents that need to be posted to our website this afternoon if at all possible.

The President is signing the PATRIOT Act renewal at about 3:00 pm today and it changes the
rules regarding NATIONAL SECURITY LETTERS. There are seven different types of NSLs. The
attached documents are 7 ECs and the corresponding 7 NSL forms.

Please post them under the Banner below in the email froml

.
.
\j

rransactional record  1681u(a) NSL 1681u(b) EC 1681u(b) NSL 1681v EC 1681v NSL
NSL 2006....  2006.03.09.wpd (1..006.03.09.wpd (19.2006.03.09.wpd (1..36.03.09.wpd (18 KI06.03.09.wpd (13 K

8 " e

email EC email NSL RFPA ec RFPA NSL toll record EC toll record NSL
36.03.09.wpd (19 KI06.03.09.wpd (17 16.03.09.wpd (19 KB6.03.09.wpd (18 KI12006.03.09.wpd ... 2006.03.09.wpd...

ransacthonal record  1681u(a) EC
EC 2006.0...  006.03.09.apd (15.

-~ (2
}\J 2

b7C

Please let us know when they are available on the website.

Many thanks

Assistant General Counsel
National Security Law Policy and Training Unit o
National Security Law Branch v

COffice of neral Counsel, FBI, JEH, Room 7947 b¢
202-324 b7
| ified .II -|

NSL VIO-31908



This is a Privileged Attorney-Client/Attorney Work Product Communication

----- Original Messpa
From: fose) ¢rer)
Sent 12:50 PM
To: C)
e FBI) bac) (ml):oeo (FBI);
(OGC) (FEYY
Subject: Banner for webpage re new NSLs.
UNCLASSIFIED
NON-RECORD

1

b7c

Assistant General Counsel

National Security Law Folicy and Training Unit bz
FBY HQ Room 7975 he
STUIL  (202) 32 | b
Unclassified Fax: (202).32 A
Secure Fax: (202) 32

Privileged Aftorey-Client/Attorney Work Product Communication

UNCLASSIFIED

NSL VIO-31909



OM: Multiple Sources
ON: 20160309
SECPRET//NOFO

DERNED FRQMfmtiple Sources

DECL. ON: 20160309
SE OFORN

NSL VIO-31910



-

From: IOGC) (FBI) bﬁ
Sent: —Wonday, Varc 21 PM h7C

To: 0GC) (FBI)
Subject: J and NSL
Importance:; High

SEERETTNOFORN

RECORD oxx

At the bottom is the banner we added on March 9 to assure that everyone knew the changes
were effective immediatiey

----- Original Me be
From: GGC) (FBI) b e
Sent: 6 9:33 AM B
To: (OGC) (FBI)

Subject: = ‘
Importance: High
NOFORN

RECORD xxxx

;ssn:s;an; ;el'eral Counsel 9
‘:b £

National Security Law Policy and Training Unit -

National Security Law Branch b e
Office o neral Counsel, FBI, JEH, Room 7947 b7
202-32 l J

Jnclassih il

This is a Privileged Attorney-Client/Atforney Work Product Communication

- Original Messagasssss hars
From: kOGC) (FBI) e
Sent: 2006 3: 20 L7
To: h:c' (FE1) kiropycor

(

Cc OGC) (FETy pec) (Fer 0GC)

=3

2
Subject: RE: URGENT OGC NSLR Ravisions - New EC and NSL ponies and Banner for posting on OGC website
Importance: High

SESRET//NOFORN
RECORD xxxx

ou have it correct. o
Y b&

b7C

NSL VIO-31911



NSL delegation EC telephone telephone
approved by ... 1bscriber EC.wpd (1abscriber NSLwpd (.

Finally, please edit the banner for this folder to delete the last sentence: "NOTE: NEW NSLs
SHOULD NOT BE APPROVED UNTIL THE DIRECTOR HAS DELEGATED THE SIGNING
AUTHORITY."” - as that has now occurred in the document you are posting.

Thanks to you both for your WONDERFUL HELP on this on such short notice.

eral Counsel
National Security Law Policy and Training Unit
National Security Law Branch
Office of the General Counsel, FBI, JEH, Room 7947
202-32
Unclassied email|

This is a Privileged Attorney-Client/Attarney Work Product Cemmunication

2

b

----- Original
From: OGC) (FBI)
Sent: 5 2:38 FM
To: [TTOD)YCON)
ce ) (FBI)
Subject: : SLB Revisions - New EC and NSL ponies and Banner for posting an OGC website  }»77
Importance: High
SESRET//INOFORN
RECORD xxxx

1

Thank you. This is my best interpretation of what NSLB needs.

First, please disable the links for the model EC and NSLs listed about three-fourths of the
way down the National Security Letters webpage (http' |DO NOT
DELETE the files on your end as | don't know if NSLB will ne€d them i tne Tuture.

At the top and bottom of the NSL webpage please post the following notation - in bold/caps,

etc.

The President will be signing the USA PATRIOT

Improvement and Reauthorization Act at approximately 3
p.m.(EST) today, March 9, 2006. At that point, all NSLs

NSL VIO-31912



must comply with the new law. FBI OGC NSLB has
posted new NSL forms on this website. The new law
makes adjustments to the Director's delegation authority.
Under the new law, FBI HQ Section Chiefs do not have
the authority to approve NSLs. NOTE: NEW NSLs
SHOULD NOT BE APPROVED UNTIL THE DIRECTOR
HAS DELEGATED THE SIGNING AUTHORITY.

After that notation at the top of the page, please insert the following and link to the documents
referenced below (feel free to modify the filenames as you deem appropriate in order to
differentiate them from the existing filenames). These documents should all stay in the Word
Perfect format as they are ponies/samples to be used by Field Office personnel.

Model ECs and NSLs {as at March 9, 20086)

Telephone Subscriber EC [link to follow by separate e-mail when received from NSLB]
Telephone Subscriber NSL [link to follow by separate e-mail when received from NSLB]
. Toll Record EC [link to toll record EC 2006.03.09.wpd]

Toll Record NSL [link to toll record NSL 2008.03,09.wpd]

E-Mail Subscriber EC [link to email EC 2006.03.09.wpd]

. E-Mail Subscriber NSL [link to email NSL 2006.03.08.wpd]

. Transactional Record EC [link to transactional record EC 2006.03.09.wpd]

. Transactional Record NSL [link to transactional record NSL 2008.03.09,wpd]

. RFPAEC [link to RFPA EC 2006.03.09,wpd]

10. RFPA NSL [link to RFPA NSL 2006.03.09.wpd]

11. 1681u(a) EC [link to 1681u{a) EC 2006.03.09.wpd)]

12. 1681u(a) NSL [link to 1681u(a) NSL 2006.03.09.wpd]

13. 1681u(b} EC [link to 1681u(b) EC 2006.03.09.wpd]

14. 1681u(b) NSL [link to 1681u(b) NSL 2006.03.09.wpd]

15. 1681v EC [link to 1681v EC 2006.03.09.wpd]

16. 1681v NSL [link to 1681v NSL 2006.03.09.wpd]

B T I N

2
hé A thousand Thank Yous for your help with this. Please call if any of this is confusing.
h7C

pGC

————— Original
Sent: ursda arc , 2006 1:03 PM

To: {OGC) (FBI)
Cet |0GQ) (FBI
FBI

GC) (FEI); THOMAS U TOnRCI e
(OGC) (FBI)]
(OGC) {FHI)

Subject: New EC and NSL panies and Bannar far posting on OGC website

[0GC) (FBDY

NSL VIO-31913
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Importance: High

T/NOFORN
RECORD xxxx
bt

n ] b7C
Please post them under the Banner below in the email from:
<< File; transactional record NSL 2006.03.09.wpd >> << File: 1881u{a) NSL
2006.03.09.wpd >> << File: 1681u{b) EC 2006.03.09.wpd >> << File: 1681u(b) NSL
2006.03.09.wpd >> << File: 1681v EC 2006.03.00.wpd >> << File: 1681v NSL
2006.03.09.wpd >> << File: email EC 20086.03.09.wpd >> << File: email NSL
2008.03.09.wpd >> << File: RFPA ec 2006.03.09.wpd >> << File: RFPA NSL
2006.03.09.wpd >> << File: toll record EC 2006.03.09.wpd >> << File: toll record NSL
2006.,03.09.wpd >> << File: transactional record EC 2006.03.09.wpd >> << File: 1681u(a)
EC 2006.03,09.wpd >>
Please let us know when they are available on the website.
Many thanks

b2
Assistant General Counsel b
National Security Law Policy and Training Unit e
National Security Law Branch b7C
Office neral Counsel, FBI, JEH, Room 7947
202-32 J
This is a Privifeged Aftorney-Client/Attorney Work Product Cormmunication
----- Qriginal i
From: 0GC) (FBI) -
Sent: By e s 2ous 12:50 PM b
To: (%Ch b7C
Ce: AOMAS JULIE F.TOCT (FBI) GC) (FB[):IOGC) {FBI);

{OG

Subject: Banner for webpage re new NSLs.
UNCLASSIFIED
NON-RECORD

NSL VIO-31914



The new NSL forms should be posted with this banner prominently displayed at the top and
bottom of the page.

The President will be signing the USA PATRIOT
Improvement and Reauthorization Act at approximately 3
p.m.(EST) today, March 9, 2006. At that point, all NSLs
must comply with the new law. FBl OGC NSLB has
posted new NSL forms on this website. The new law
makes adjustments to the Director's delegation authority.
Under the new law, FBI HQ Section Chiefs do not have
the authority to approve NSLs. NOTE: NEW NSLs
SHOULD NOT BE APPROVED UNTIL THE DIRECTOR
HAS DELEGATED THE SIGNING AUTHORITY.

Assistant General Counsel b2
National Security Law Policy and Training Unit hE
FBI HG Reom 7975 o
STV (202) 324 bicC

Unclassified Fax; (20
Secure Fax: (202) 32

Priviteged Attorney-Client/Attorney Work Product Communication

UNCLASSIFIED

D ED pROM: Multiple Sources
DEC! IFY ON: 20160309
SE FORN

DE| ED)!ROM: Multiple Sources
DECL IFY ON: 20160309
SECRET// ORN

DERIVED FROM: Multiple Sources

NSL VIO-31915



DECL%S%Y ON: 20160309
/
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From:
Sent:
To:

(OGC) (FBI)

oGC

Subject:

07 9:09 AM

FBl)

UNCLASSIFIED
NON-RECORD

----- Original Mesy
From: | OGC) (FBI)

Sent: 6 12:50 PM
To:
e |

Fey; Fe1_alL cocq Jren

Subject:

UNCLASSIFIED

NON-RECORD

(FBI)

-~=--Original Messagscz--: X

From:
Sent: DDA 12:35 PM
To: QGC) {FBI)

Subject: Ly 1un

UNCLASSIFIED
NON-RECORD

Thankg

To:
Subjﬂ.L

UNCLASSIFIED
NON-RECORD

QGC) (FBI)
10:49 AM
(FBT)

bz
b7E
beé
b7

ALL INFORMATION LCONTAINED
HEREIN I35 IMCLASSTFIEL »
DATE 01-02-2005 BY 65175 DMH/KSR/DE

NSL VIO-31917

b5
bé
b7cC

bh7E
b
b7D
bh
e

i



b4

b7D
b5
be
UNCLASSIFIED b7C
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
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ogien

O

From: !(OGC) (FBI)
Sent: ednesday, AUgust U2, 11:29 AM
To:
cc: oGguEBN] kou Eanl |
Bl
GC) (FBI UGul T B J
(OGC) (F GC) (FBI);
(OGC) (FB) GC) (FBI):l
(OGC) (FB OGC) (FBI hE
(QGC) (FBI [13-] OGCITFED.
C) (FBI), e
J(OGC) (FBI) C)
'(FBUl (OGC) 1 GC)
(FB)) QGC) (FBI) |
(OGCLTEN (OGC) {OGC
FBI [7OGC) (FBI ﬁai)gh
GC) (FBI) (OGC) (FBI):
(OGC) (FBI (OGC) (FBI);
(OGC) (FBI (OGC) (FBI);
(QGC) (FBl) QGC) (FBI),
(OGC) { GC) (FBI);
OGC) FBl) QG C) (FBI);
(OGC) (FBI loGe)
(FBI) (OGC) (FBI [(CGC)
FB (OGC) (EBI GC) (FBI);
) FBI)| (OGC)
FONASIOLE F_(QGC) (FBI |
(FBI) _|oGe) (FBI fOGC)
(FBI)
Subject: FW: model NSL ECs (documents 1,3,%,7,9,11,13, and 15 on our website)
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
Here is the latest set of model NSL EC changes that were made 1o our websile today,
These are the changes -
4) changing all dates to 2006
5)| ba
bhic
ALL- INFORMATION CONTRINED
----- Original Mess 2z HERELN L3 UM O T ST SR
From: mew (FBI) DATE 01-08-200% BY §5179 DHH/KSR/DK
Sent: ; P 131 PM
To: E
Ce: % 0GC) (FBI) (OGC)(FBI)

NSL VIO-31919



Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Please replace eight documents on our website

ignore an email | sent you a few days ago to make certain changes on these documents.

Thanks o

telephone
bseriber ECuly200.

toll record
Cjuly2006,wpd (28.
3

email
July2006.wpd (20 K

transactional record
ECjuly200..,

RFPA
july2006.wpd (19 K

NSL VIO-31920



1681u(a)
july2006.wpd (21 KE

(i

1681u(b) ECjuly
2006.wpd (21 K...

1681y
July2006.wpd (20 K

13

15

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-31921



Puplicate pags 113 this file

From: | I(OGC) (FBIl}
Sent: naay, Apnl 07, g

To: —EBLALL COCS
Cc:

Subject: FYI- 108 policy
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

ON CONTATNED
LASILIFIED
e BY 55179 DHHAKSESDE

This is the current 10B policy:

OGC will be issuing official guidance to reflect the principles set forth above shortly.

NSL VIO-31922



SENSITIVE BUT UNCLASSIFIED
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Message. txt

MessageFrom (0GC) (FBI) he

Sent: Monday, RUGURT <3, 4 p— o

ﬁ_m;om, valerie £, (06C) (FBI); {06c) (FRI); oile
(aerY (ERT)

' r.............].ﬁﬁﬁli;
(00t

mrhmm'.ﬁmr PATRICK W.
n (OGC) (FBI);

;
( ]

1)) THUMAS, JULIE F.

T, (060) (FBT)
Subject: RE;
UNCLASSIFIED b
NON-RECORD .
oY,
ol
----- original Message-----

From: Caproni, valerie £. (0GC) (FBI)

Sente ‘

To:

| “f

29, 2005 2;
) (FBI);I (06C) (FEI);
(06C) (_ = -

i b2

el b
el

e b7D
bc

Page 1
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2Message. txt

(06C) (FBI)
Q, 2005 5:06 R

(06C) (FBI)
PRLLTLELLEY

I

al TR (Fe0
Subject: ey

UNCLASSIFIED
NON-RECORD

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI
WITHOUT PRIOR OGC APPROVAL

-
RV
bé
R7C

Fax

pager,

R

SCIENCE & TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL

(06C) (FBI)
oW

(oja.m;:l.
T}

[

(06C) (FBIL);
19)

BI);
(FBT); Caprom,
page 2

NSL VIO-31925
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7

h7E

bt
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2Message. txt h

biD

Subject: RE

UNCLASSIFIED
NON-RECORD
As nany of you know ----
hd
b5
hd
b0
b5

Tae 3

NSL VIO-31926



Jllecsans tot

b5
PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE QUTSIDE THE FBI
WITHOUT PRIOR 0GC APPROVAL
- h?
amladt Chief L i
he
hit
Fax. oY
..... ™ hIF
From: (06c) (FBI) y
Sent! . n 123 A bd
Tos, | [nre LT
, ( (060) (FBI); Ll
[(7RCT s ) T i
(FBI C) (FBI) el
06C) (FEI) ) (FEL); Capem, E. Wi
Subject: Fy:
UNCLASSIFIED
MON-RECORD
bh
Page 4 I
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b5

Jiassanz et 1.
nt

From; (FBI)
sent: ] Y 8:15 Al

06¢) (FBID;
(06C)LERD)

—

FET)

(06C) (FBI);
06C) (FBI)

(ULL)

c

I

Subject: RE:

FBI); Caproni,
BI)

UNCLASSIFIED
NON-RECORD

et

A

page 5

NSL VIO-31928
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Message. txt ZL 4

g
From: KELLEY, PATRICK W. (0GC) (FBI) ,
Sel 05 6:17 e

EO (gGC) (gBI); I (06C)
F () {ERL

m’gﬁﬂp]% L A L l‘n J - ](FBI);
[j:;;;;:l RE:

Y
UNCLASSIFIED =
NON-RECORD PR
bin
e b5
Fron (06¢) (FBT) I
Sen 5 6:47 MW ' .
To! Y {FRT) { , folib
Lol v K ’H
{00 ;

Unject: RE:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

i

o
~.1 LB

P
L
L5 2 B,

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE QUTSIDE THE
page 6
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FBI WITHOUT PRIOR OGC APPROVAL I

it Chief

Message. txt

Fax
From: (06C) (FBI)
Ser 2:00 P
To: (Q{'(’\ {ERBT) - (0(;*
; )i 1);
T RE:
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
thanks
From; (FBI)
Sent, 005 107 P
70! {0GC) (FBI) (0GC)
(F (06C) (FBI
c
SubJecty
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
Page 7

NSL VIO-31930
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page §
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oy

bIE
bé
b0
b5

b2

bR
bi
B0
b5



Message. txt

We would appreciate any assistance that Ho can render. Thanks! i
Di
05
e
bic
bi
b7E
b
SENSITIVE BUT UNCLASSIFIED o . |
il

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

page 9
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Message. txt
UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

Page 10
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2Please add to package of documents. txt

MessageFrom: (06C) (FBI)

Seng. ,

To: ) (FBI)

Subjec package of documents.

SENSITIVE BUT UNCLASSIFIED bé

NON-RECORD -1“”7 .

b6

..... " bic

From: (0GC) (rBI)

Sent. ) 11:

To: CTD) {FBI); (FBI)

ce: (0aC) (FBI] .

Sub ha
——
bic

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

I an an 0GC/NSLB attornay who was asked to handle a matter that you had previously discussed with concerning issuing

an NSL under the Right to Financial Privacy Act to obtain bank records.

I have a copy of the NSL that you are using, but I must advise you right now that you need to stop using it. First, it is an old pony, inasmuch as it
sets out an old standard for getting NSLs, namely one in which the sugject of the request was an agent of a foreign power. The standard is much
different now, since the 2001 Patriot Act, inasmuch as we only need to show that the information is relevant to an authorized investigation.
secondly, your unit chief has not been delegated authority to issue the NSL, 50 you cannot use this form,

I have a docunent entitled “Spikedelegation,” which sets out the various people who have been delegated authority to sign NSLs, the first set hqvin?
been established after the Patriot Act (AD,DADS, SACS, various 0GC attorneysg, and the latest delegee, Spike Bowman, the senior counsel for nationa
security affairs in our office, having been given such authority & few months ago.

Under separate cover, I am going to send you the form NSL that you should be using for financial institutions, It comes from the NSLB web page, where
you can pull up national securit{ Tetters from a Tist on the left side of the web page, and then you will see a description of NsLs and a reference to
a Novenber 2001 €C, and 1f you click on that, you will get a listing of all the NSL forms.  But I'11 send it to you separately.

I think we need to figure out what to do about the information you've gotten in the past under these NSLs. I am going to check the RFPA statute and
will get back to you.

Page 1

b [
N

2

‘e
Iy
ad
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2Please add to Jpackage of documents. txt

SENSITIVE BUT UNCLASSIFIED

(ol
]

SENSITIVE BUT UNCLASSIFIED

page 2
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From: | IOGC) (FBI}
Sent: : : 24 AM

To: FBI
Cc: .
(o) (FBIY
GC) FBI Ioceorea |J
QGC) (F (FBI) | .
(OGC) (FBI DGC) (FBI)
{OGC) (FBI (O
(OGC ( Bl IqGe

(FBI ¢ (Fe|
(OGCTTFET (OGC) (FEN] bo
{(OGC) (FBIX O (OGC) (FBI); 1R
QOGCL(FBL K : o
(Fel 'FBI):ﬁ be
DGC) D ) h7¢
(OGC) (FB| OGC) (FBI);
PGC) (FBIY [OGT) (FBI):
(OGC) (FBI OGC) (FBI);
O3EC) (FBI GC) (FBI);
OGC) (OGC) (FBI);
C) (F QGLC) (FBI);
0GQC) ( (OGC) (FBI):
e ; GC) (FBI);
| OGC)(FBI);
OGC) (FB Bl)
Subject: . ion
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
The policy of having the CDC hold onto the information is temporary. We are coming out with a
new policy shortly and | expect that it will say to return the information to the provider.
----- Original
From: (FBI)
Sent: Tuesday, April 04, 2006 6:00 PM
To ,l—‘_“LWm 0GC)
Ce [OGE) (FEY) (FBI);
| 0GC) (FBIY; 1(0GC)
5539) YOGC T B
QGUPEDT N
b2
FBIL H H Nl
 {olc) :BI)ITFBTW_I%W{ ), P ,",E
C) {(OGA) DGC) QGC) (FB G
QGC) (FBIY; {QGC) (F b7 e
OGCTTFBL )
Ll
OGC) (FBI):
; 0GC)
; AS,

; Wi OGC(FBI);
OGL) (FBTY| (FBI
Subject: RE: improper collecaon

SENSITIVE BUT UNCLASSIFIED
NON-RECORD ALL INFORMATION COMTAINED
HEREIN I35 UNCLASSIFIED
DATE 01-08-2008 BY 6517% DMH/ESR/DE

NSL VIO-31937



----- Orig
From: FBI)
Sent: v -ADBr R
To: .
Cet | LE(MTIT ! :.miﬁwl
O
; 521 |
UL ) (FBL
FBI ST Imr'
[ .
JOGC) (OGA) JOGC) (FBI
koGO (FRI
’
CTD) (FBI
1)
FBI
2 0GC)
0GC) (FB]
M - (UG
[ TSEL(FRD OGC)(FBI)
QGL) {FBI) FBIY
Subject: RE: improper NSL collectio

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Would it be possible to allow a few large offices to view the proposed policy and provide
comments since it seems to affect us most?

-—---Original Messpissasss

From: Joce) (re1)
s@_r;- ey Anl ba Ja02 314 PM
To|

Cc

Duplicate this NMSUIMOr38388 112

bz
bL7E
bé

N -

iC



k&
m— T
Subject: T mproper NSL collection L7C

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

The issue of what we currently do with NSL overcollected material comes up quite
often, and | should have sent this to all of NSLB before, but here itis. Long and
short, CDCs hold onto overcollected material. We really do hope to come up with a
policy very shortly - we are in the drafting stage.

[ ]

----- QOriginal Messatae
Sent: uesday, Novemper 22, 2005 2:05 PM :
To:
ca I{Oﬁ:j THOMAS, JULIE F. (06C) (Feil Jocexran;

p—

b
RS I 6 oY

[

OGC) (FBI)

Subject: tion

NON-RECORD

A5 you are probably aware, we do not have a uniform FBI policy as to what we do
when we obtain information improperly from issuance of an NSL, whether it be from
our mistake or a mistake of the carrier. We are going to try to develop such a palicy.
However, in the interim, please follow the following stopgap measures so that we
start to handle this matter in a consistent manner office-wide.

We need to be assurad that no one will have access to the improperly obtained
information, and no "innocent" information will be retrievable, even if retrievable with
an explanation of its innocence. We want to do everything we can to assure that the
information is not further available while maintaining a paper trail as to why the
information had to be removed from the database.

L&

Thanks L7

it

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-31939



SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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From: [ _Jioce) Fen be

Sent: 04, 2007 3:15PM b7¢
To: QOGC)FBI)
Subject: :

UNCLASSIFIED
NON-RECORD
bs
emergency

Jisclosure final gui...

FYI-1had an inigresting email exchange witll Lesterdaz, and | am going to forward it
bd
b7D
fok
be
b7C

RS —
From: OGC)(FBI) -
Sent: 3:00 PM bf
To: | i(OGC) (FBD) b7

Subject: RE

UNCLASSIFIED
NON-RECORD

| know you would neverignore me. | was looking through my EC on the level of authority for
sign offs on 2702 Emergency and 2709 NLS and Verification and Preservation letters. | see an
exchange of e-mails especially about authority to sign by an acting.

NSL VIO-31941



It appears that an SAC or SC or above may sign a V & P, 2702, 2709.
An acting for a vacant position SCA or SAC (no the situation for someone just out for the day)
may do a VV & P but what about for a 2709 0r 2702. Can't find a final EC on the subject?

| | bo
Assistant General Counsel Lo

National Security Law Branch bé
Office of ounsel FBI 'b—'. o~
- Voice e
Pager
- Secure Fax
202-32. Fax
----- Origi
From: OGC) (FEI) o
Sent;w 04, 2007 1:41 PM b
To: QGC)(FBT) iy
Subject: bic
UNCLASSIFIED
NON-RECORD

You called me while | was away at Christmas and, unforfuately, my out of the office
message didn't get through s0 you probably thought | was ignoring you. But | wasn't, Soif
you still need to get in touch, let me know.

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

NSL VIO-31942



tol

<IN LA

L

pic
2RE CAU backlog of NsLs.txt
MessageFrom: (06C) (FBI)
sent: Tuesdahwmmrﬂll, ) 4
T0! , (FBI)
. (060) (FRI); (060) (FRI); (06C) (FBI); THOMAS, JULIE F. (0GC) (FBI);

T0ject: RE: CAU backlog of NSLs

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

I have had 2 neeting with the head of mum and he is confortable with this arran?ement I'11 contact him to make sure Lewis is on

board, but the issue is legally, whether whether we can use our influence to he E get it don Tet the oEs people know that
they need to open up these PIs. To date, when asked to do NSLs, the ops folks have not been good anout it. Somwanted to know if there was
something we could do to force their hand as far as opening up the necessary PIs.

----0riginal Message-----
From: BOWMAN, MARION E. (0GC) (FBI)

9:04 AM
(05¢) (FBI)w pac) (FRI); | FBT)
06¢) (F81) ;| (0GC) (FBIJ Qﬁ‘[)oec:) (Fe1)

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

The best thing to do is set up a meeting with John Lewis - CAU falls under him. I believe I talked with him about this when it first arose.

From: (UGC FBI)

Sent.
(FBI). i loc ) "
06¢) (FBI); (060) G| (06C) (F6L) b
NSLs }_"r[s,

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Page 1
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2

P
3

b d
5

Lo fyvi

I sent this enail awhile ago, to deal with the situation of

From: (06C) (FBI)

sent 342 P b5
c) (FBI); FIII) o
(060) (FBI), {06C) (FBI); (06C) (FBI); (060) (F8I) DF

NSL$ ‘b":r«

IR

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

e i et i

i

Obviously, there s overlap, but I don't think that matters.

Any thoughts?

page 2

b5

h7e

NSL VIO-31944



2RE CAU backlog of NSLs.txt

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

Page 3
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From: FBI) b2
Sent: Im 08 PM TR
To: OGC) (FBI) o
i = =11} IOAY]
ce: CGC) (FBI) OGC) bic
B
Subject: RE: NSL ECs
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
oka or not I'm correct, say that | was relying on an old conversation | had
witl (now at HQ) abou ispreadsheet. I'm virtually certain he said we
mainiained it because the field used 1¢ to provide the reporting data to OGC. But, I'm not
positive. Someone with some more time in the CDC's office than me should be consulted on this e
one. .. "=
bL7E
-----Originalp e
From: QOGC) (FBI) .
Sent: lwgnf PM b7C
To: FRI)
cc: | o g | Jose) irenyf Joce)
(FBL) e
Subject:  RE: NSLECs ALY THFOEMATLON CONTAINED
HEREIN 1% UNCLAZSIFIED EXCEPT
SENSITIVE BUT UNCLASSIFIED WHEFE SHOWN OTHERWISE
NON-RECORD o
----- Orj
From: (FBI)
Sent: o5 AM
To: QGC) (FBI)
Subject:
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

No objection to the change.

My imprecise point is thal

I_,MM.I |

Cuplicate email ChajﬁfSL%-‘%lé‘tble page 1=




From: | CTD) (FBI)

Sent: Wednesday, November 15, 2006 7. Al
) RIEE. (O KCTD)

(EBRD

Ce: | koso) grsu):}umauuum GC)
FBI [==1))]

GC) (FBI) GC) (FBI); L
—(OGC) (FBI) (CTD)} (FBI)
Subject: RE eeting
SENSITIVE BUT UNC
NON-RECORD

would you please add a chair for me as well. Thanks in advance |

----- Oniginal Messa08..c

From: EE) (FBI}
Sent: ' 5 3:24 PM

To: DGC) (FBI); CAPRONI, VALERIE E. (OGC) (FBLL

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

CAU will be there.

Regards,

Communications Anafysis Unit
Communications 'E@lbftation Section

CTD
(202 )3:34|
----- Ori sace
From: {OGC} (FBI)
Sent: UESday, OV T 1%, 2006 9:14 AM
To: (FBI)
Cc: OGC) (FBI); THOMAS, JULIE F. (

m-rIFBI :

Subject: REI eeting

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

NSL VIO-31958
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b2
b7E
b4
70

o
“

4

Let's say 9:30 Monday. | just moved the meeting witEback to 10:30. b7D

can we get the conference room from 9:30 to 12:30? Thanks.

ba
h7¢

Everyone - can you come to HQ OGC conference room at 8:30 so we can spent an hour

discussing this among ourselves.

If anyone thinks of any other persons who should be invited, please let me know.

-~-Original Megsaga-----

From: CAPRCNI, VALERIE E. {OGC) (FBI)
Sents vember 14, 2006 8:52 AM
To: QGC) (FBI)

Subject: REI

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Can we do it in 30 minutes? If so. 9:30 Monday will work.

b4
;b7D

N ey
b7
. LN

Alternatively, if we need, say, 60 minutes, can we push

pack to 10:307

----- Qriginal Mess
From: $OGC) (FBI)
Sent: , ; Z0U6 8:10 AM
To: CAPRONIL, VALERIE E. (OGC) (FBI)
Subject: RE:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

-

The only problem is 1ha1! lwon't be able to make it since he is out of lown this
p

whole week, unless we
| don't think he is back in town on Friday.
-----Original Message-----
From: CAPRON]I, VALERIE E. (OGC) (FBI)
Sent: 130 PM

for early am on Monday (such as 9). Otherwise, .

L7E
4

To: 0GC) (FBI)

B7D

C} (FBI); THOMAS, JULIE F. (OGC) Be

(F
Subject: RE

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

kL7C

We need a pre-meeting for thig meeting

will you please set

something up?

----- Original Messagec.
From: I [OGC) (FBI)
Sent: onday, November 13, 12:5.BM

To: CAPRONI, VALERIE E. (OGC) (FEI

(PRl
Subject: RE

SENSITIVE BUT UNCLASSIFIED

NSL VIO-31959



L2
L7E
124
17D

e

NON-RECORD

b2
. b7E
I have it for 11/20 at 10. 14
----Qriginal Message-—--- elgv
From: CAPRONI, VALERIE E. (OGC) (FBI) bhé
Sent: 149 PM P
To: (FBI) b7C
Cc: C) (FBI)
Subject: :
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

I thought it was getting pushed until next week.

————— Original Messtitesss
From: i [FBI)
Sent: Y, NOY . A
To: PRONI, VALERIE E. (OGC) (FBI)
H MAS, JULIE
(OGC) (FBI)| (0GC

Ce: - OGO (FRI
Iﬁoem (FEL OGC) (Fel);
OGC) (FBI)
Subject:
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

| are you still scheduling meeting for this week - Weds
7

From: CAPRONI, VALERIE E. {OGC) (FBI)
Sent: = 06 3:14 PM
To: ») BRI
Ce

QG EBL

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Can we get tog ednesday afternoon to discuss these
issues, please? please check my calendar and set up
an hour meeting’

----- Original Messgeecas
From: I OGC) (FBI)
Sent: ursday, November 09, ZU06 3:05 PM

Ta: CAPRONL, VALERIE E_(QCCI(EEDLTHOMAS
JULIE F. (OGC) (FBI}

NSL VIO-31960
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b2
_mmg&u: | OGC N
Ce: 1(Fm1)m)_| Zb /B
k(:ﬁ[‘\ (FE11 :]') 4
I(OGC) (Fen ’ Ib KD
Subject: RE: bz
hicC
SENSITIVE BUT UNCLASSIFIED :
NON-RECORD
This has now been scheduled for next Thursday,
November 16 at 10 am.
can you see if the OGC rence room is
available for 2 hours? Thanks
----- Original Mes b2
From: I toeq (FBI) B7E
Sent: ‘ednesday, November 02, 2006 12:12 PM b4
To: CAPRONI, VALERIE E (OGO (ERL THOMAS, R
WIIE E {QGC) {FBD) b7
QGC) (FBl La
GG [FE it
Ce: C) (FBI); B7C
(FBL);
OGC,) (FBI)
Subject:
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
b4
b7D
A few issues - bs

NSL VIO-31961



b7D
b5

TQuess we d all ke 10 see hal,

But for the immediate time, he'd like to meet with
the FBI for a few hours to discuss these matters.
We proposed either Thursday, November 16 or
Friday, November 17, at 10 am (Place TBD).

Can | find out who is interested in attending and
when you are available?

bé
b i3 c

WO

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-31962



SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-31963



L7E
F OGC) (FBI b4
rom: ) } .
Sent: 41 AM b ;D
To: (OGC) (EBL ﬁ’: _
Ce: | OGO FBI) lon &g b7C
1 _ FBI)! loce)
(FBL: N. (OGC) (Fi [OGC)
B (OGC) (FBI)
Subject: RE:
SENSITIVE BUT UNC
NON-RECORD
Yes, this isI Ihat | {alked ells me that you have a goed relationship with him. But
since you wi gone, rnaybe{ ould attend. 12
----- Original id.asaa—k h7E
From: OGC) (FBI) ’h 4
Sent: ednesda ernher 08 2006 6:33 PM A
To: ] BI); CAPRONI, VALERIE E. (OGC) (FBL); THOMAS, JULIE F. 7D
Ce! 06C) (FBL__ — ] ?f(
AMMERT, ELAINE N, (OGC) (FBI RiC
0GC) (FBI) (oeen )l—l

Subject: RE

SENSITIVE BUT UNCLASSIFIED

EONTAINED
NON-RECORD STFIED
BY. g217%8 DMH/KSR/DE
s thig
b4
b7l
b5
b7C

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI
WITHOUT PRIOR OGC APPROVAL

Associate General Counsel - Unit Chief

~J Ty b

P
2

el
Fax

..... Or' i aama
From: m«m (Fen)
Sent:  Wednesday, November 03, 2006 12:12 PM

NSL VIO-31964



SENSITIVE BUT UNCL ASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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ALL INFORMATION CONTAINED
HEREIN I3 TNCLASSIFIED
DATE 01-08-2008 BY 6517% DMH/K

[DRAFTING DIVISION]
|STREET ADDRZS5S
[CITY,STATE, ZOP CODE]
[MONTH DAY, YEAR]

[MR./MRS/MS.] [COMPLETE POC NAME]
[TITLE, IF AVAILAELE]

[COMPANY NAME]

[PHYSICAL STREET ADDRESS - NO P.0O. BOX]
[CITY, STATE - NO ZI1P CODE]

DEAR [MR./MRS./MS.] [LAST NAME]:

Under the authozity of Executlive Order 12333, dated
Decenber 4, 12851, and pursuant to Title 12, United States Code
(U.8.C.), Section 3414 (a) (5), (as amended, December 13, 2003},
vou are hereby directed to produce to the Federal Bureau of

_nvestigaticn (¥BL) all financial records pertaining to the
custorer (s) and/cr accounts listed below:

NAME (S} [1f available]
ACCOUNT NUMBER({s) : [if available]

SCOCIAL SECURITY NUMBER({(S) :[if awvailable]
DATE (S} OF BIRTH: [if available]

[FOR PERICD FROM INCEPTION TO PRESENT]

or

[FOR PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE]
or [PRESENT]]

Please see the attachment following this recquest for
the types of information that vour financial institution might
censider te be a financlal record.

In accordance with Title 12, U.S5.C. Section
3424 (a) (5)(A), I certify that the requested records are sought

NSL VIO-31967



fcr fecreign counterintelligence investigation purposes to protect
against internaticnal terrzorism or clandestine intelligence
activities, and that such an investigation of a United States
person 1s not conducted solely on the basis of

[MR./MRS./MS./ COMPLETE NAME] Page &

activities protected by the First Amendment to the Constitution
cof the United States.

In accordance with Title 12, U.S.C., Section 3403(Lb), I
certify that the FBI has complied with all applicable provisions
of the Right to Financial Privacy Act.

[Certification: The nondisclosure regquirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Inveking the Nondisclosure Redquirement) then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 12 U.S.C. § 3414d:{a) (5) (D), I certify
that a disclosure of the fact that the FBI has sought or cbtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
cririnal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 12 U.5.C. §
3424 1(a) (5) (L) prohibits you, or any officer, employee, or agent
of vours, from discleosing this letter, other than to those to
whor disclosure is necessary to comply with the letter or to an
atterney to obtain legal advice or lega. assistance with respect
tc this letter.

In accordance with 12 U.sS.C. § 3414ia) (5) (D) (iii), vyou
are directed to notify any persors to whom you have disclosed
this letter that they are alsoc stbject to the nondisclosure
requirement and are therefore also prohibited from disclesing the
—etter to anycone else.

Ia accordance with 12 U.S.C. § 3414¢{a) (5) (D} {(iv}, 1if
the FBRI asks for the information, you should identify any person
tc whom such disclosure has been made or to whom such disclosure
wi_l ke made. In no instance will you be required to identify
any attorney to whowm disclosure was made or will be made in order
tc chtain legal advice or lecal assistance with respect to this
request.

[Include the following language in all NSLs. ]

In accordance with 12 U.s.C. § 3%11l¢a) and {(b) (1), vou
have a right to challenge this request if compliance would be
unreascnable, oppressive, or otherwise unlawful and the right to
chal_enge tae nondisclosure requirement set forth above.

In accordance with 1§ U.5.C. & 3511¢(z), an unlawful
failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enfcrcement action.

NSL VIO-31968



You are requested to provide records respeonsive to this
request [personally to a representative of the [DELIVERING
DIVISION] OX through use of a delivery service to the [OFFICE OF
ORIGIN]] within [zzxzz] business days of receipt of this request.

Any questions you have regarding this request should
he directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], depending on whether service is personal or through a
delivery service]. Due to security consideraticns, you should
ne’ther send the records throuch routine mail service nor
disclcse the substance of this request In any telephone
ccnversation.

Your cocperation ir this matter is greatly appreciated.

Sincerely,

[ADIC/SAC NAME]

[ASSISTANT DIRECTOR IN
CHARGE/

SPECIAL AGENT IN CHARGE]

ATTACHMENT

In preparing your response to this National Security Letter, you
shou’d determine whether your company maintains the following
types of information which may be considered by you to be a
financial recerd in accordance Title 12Z, United States Code,
Secticn 3401 (2):

NSL VIO-31969
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(Rev. 01-31-2003)

(-

“”'I"i‘t‘le~;».v._>”< [SUBJECT]
[AKA] [ALIAS, IF APPLICABLE]

SERNET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2006

To: (General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

[COUNTERTERRORISM/ Attn: [UNIT]

COUNTERINTELLIGENCE /CYBER]

[REQUESTING OFFICE] Attn: SS52 [SQUAD SUPERVISOR]

SA [CASE AGENT]

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
[SQUAD] [X]

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]

(1f using personal service) [8QUAD] [X]

From: [DRAFTING DIVISIQON]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [ADIC NAME, IF APPLICABLE]

HFGRHATIDH CONTAINED

[SAC NAME ]

[ASAC NAME] B 15 UNCLASSIFIED EXCEPT

[CDC NAME ] RE  5HOWH OTEERWISE
(- [SSA NAME]
Drafted By: [LAST, FIRST MIDDLE: INITIALS] DATES DI-08-2008

A CLAYSIFIED BY 65178 DMH/K3R/DE
Case 1D #: >?< [CASE FILE NUMBER] (Pending) FE 4 (e)
DEC OH: 01-08-2033

[IT/FCI - FOREIGN POWER]
[CO: OFFICE OF ORIGIN]

Syncpsis: (U}  Approves the isgurance of an RFPA National Security
Letter (NSL) for financial records; provides reporting data; and, if
necessary, transmits the N5SL for delivery to the financial
institutien.

........................... >< m_. E=Q - aars
from date of EC

ST

NSL VIO-31972
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~.._ Tec: [CTD/CD] From: [DRAFTING DIVISION]

Re}{ [CASE FILE NUMBER, 00/00/2006 s,
[FULL/PRELIMINARY] Investigation Instituted?>Ké 00/00/2006
iié’f‘éréﬁ'ce-:>€) [CASE FILE NUMBER SERIAL XXX]

Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is perscnal or through restricted
delivery service] is an NSL dated [00/00/2006], addressed to [COMPANY
POC NAME], [TITLE (if available)], [COMPANY NAME], [COMPANY ADDRESS -
NO P.O. BOX], [CITY, STATE - NO ZIP CODE if using personal service],
requesting financial records of the customer listed.

Details: éﬂfl’ A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/
INTERNATIONAL TERRORISM] investigation of subject, a [U.S. PERSON/NON-
U.S. PERSON], was authorized in accordance with the Attorney General
Guidelines because [Give a full explanation of the justification for
copening and maintaining the investigation on the subject; barebcones
facts will not suffice and will cause the request to be rejected for
legal insufficiency]. These financial reccrds are being requested to
[Fully state the relevance of the requested records to the
investigaticn].

iUJ ‘m“”}><; This electronic communicaticon documents the [APPROVING
OFFICIAL's] approval and certification of the enclosed NSL. For
nandatory reporting purposes, the enclosed NSL seeks financial records
fcr [NUMBER OF] [individual {s)/account{s)] from [financial institution
#1]; [NUMBER OF] [individual (s)/accounts] from [financial institution
#2], etc. [In the cazse of multiple accounts to the same financial
instituticn, if you know how many different persons attach to those
accounts, please state. If request is for person(s) other than the
subject of the investigation or in addition to the subject of the
investigaticon, please state USP status of those persons. In other
words, do ycur best to give as much information as you can, for
congressicnal reporting purposes. ]

() Arrangements should be made with the financial
institution to provide the records [personally to an employee of the
DELIVERING DIVISION CR through use of a delivery service or secure fax
to OFFICE OF ORIGIN] within [NUMBER OF] husiness days of receipt of
this request. The financial irstitution sheould neither send the
reccrds through reoutine mail service nor utilize the name of the
subject of the request in any telephone calls toe the FBI.

DISCLOSURE PROVISIONS

[Opticn 1 - Inveking Nondisclosure Requirement]

() In acceordance with 18 U.S.C., § 2
official appreoving this EC, certify that a dis

Bect

709i{c)y I, the senior
cleosure of the fact that

NSL VIO-31973
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SMT

“TZ¢: _[CTD/CD] From: [DRAFTING DIVISION]

Re'i*~»>8( [CASE FILE NUMBER, 00/00/2006]

the FBRI has scught or obtained access to the information sought by
this letter may endanger the national security of the United States,
nterfere with a criminal, counterterrorism, or counterintelligence
investigaticn, interfere with diplomatic relations, or endanger the
_ife cr paysical safety of a person.

() e
"““EB{:Brief statement of the facts justifying my certification
in this case:

[Opticon 2 - Declining to invoke the nondisclosure requirement]

(U) I, the senior official approving this EC, have
deterrined that the facts of this case do not warrant activation oI
the nendisclosure requirements urder the applicable National Security
Letter statute.

[Include the next 2 paragraphs in all ECs,]

(1) Information received from an electronic communications
service provider may be disseminated in accordance with the Attorney
General Guldelines for FBI Naticral Security Investigations and
Fcreign Intelligence Collectior, and, with respect to dissemination to
an agency of the United States, only if such information is clearly
re_evant to the authorized resporsibilities of such agency.

(U) Any questions rcgarding the above can be dirccted to
‘CASE AGENT, telephone number (000) 000-0000].

ﬂ>q
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"c: . [CTD/CD] From: [DRAFTING DIVISION]
Re: “-§<[CASE FILE NUMBER, 00/00/2006]

LEAD (s) :

Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate information
needed te fulfill the Congressioral reporting requirements for NSLs.

Set Lead 2: (Info}

[COUNTERTERRORISM/COUNTERINTELLIGENCE /CYBER]

AT WASHINGTON, DC

(1) At [Unit] Eead ard Clear

Set Lead 3: (Action)

[DELIVERING DIVISION - if using personal service]

[AT CITY, STATE]

() Deliver the attached NSL as indicated above. Upon
receipt of information from the financial institution, [DELIVERING
DIVISION] is requested to submit results to [DRAFTING DIVISION] and
[OFFICE OF ORIGIN, if applicable].

*e

-
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28ections 2702(b) and (c) voluntary disclosures.txt

MessageFrom | (06C) (FBI)
Se 19, ¢ .
To! . DI) (FBI)
j ; BOWMAN, ;
{(\(3f :
InGCY TERT
Tout, oL, (oL} (B
; (0G0 (ERTF v LB GC) (ERT)
39F {0g). (PRI},
b (
GTMO) (FBI);

sub]ect' Sections 2702(b) and () voluntary d

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

0GC) (FBI)

0

(FBD);
{06C)

™=HHoWAS, JULIE F. (06C)

If you see any letters that you think are not in compliance with the spirit of the Tan, please let me know, T think there are some forn Tetters out

there that we might want to nip in the bud, so to speak.

S

3%
a0

e

™
r\if‘

' d

SENSITIVE BUT UNCLASSIFIED

Page 1
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From:
Sent:
To:

UNCLASSIFIED

bé
OGC) FBl} .~
II_'MEEMEEEETUWT:UZ PM biC
OGC) (FBI)

NON-RECORD

Here is the 1681v guidance that we put out when we first introduced this section - two years after

it was epacted.

e

finalcreditreportgui
dance.wpd ...

UNCLASSIFIED

ON CONTATHED

CFIED
¥ SELTE LMH/ESESDE
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()

S

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2006

To: (Ceneral Counsel Attn: Julie TlTaocmas
Deputy General Counsel, NSLB

[COUNTERTERRORISM/ Attn: [UNIT}
COUNTERINTELLIGENCE /CYBER]
[REQUESTING OFFICE ] Attn: SSA [SQUAD SUPERVISOR]
SA [CASE AGENT]
[OFFICE OF ORIGIN] Attn: SA [CASE AGENT]
[SQUAD] [X]
[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]
(if 'JS:'I_I'I';] personal Service) [SQUAD] [XFILLf THFOREATION CONTLTINED

HEREIW I35 TNCLASSIFIED EXCEPT
From: [DRAFTING DIVISION] WHERE SHOWN OTHERUISE
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (00Q) 000-
0000) ]

S0l-na-2006
IFIED BY 65179 DMH/KSE/DE

L FY 0N G1-08-CD33

Approved By: [ADIC NAME (IF APPLICARLE) ]
[SAC NAME]
[ASAC NAME ] LED
[CDC NAME]
(- [SSA NAME]

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS]

~Case ID #: )ss( [CASE FILE NUMBER] (Pending)

'I‘:Ltle>< [SUBJECT]
[AKA] [ALIAS (IF APPLICABLE)]

[IT/FCL - FOREIGN POWER]
OO: [OFFICE OF ORIGIN]

Syncpsis: (U} Approves the isscance of an ZCPA National
Security Letter (NSL)for email subscriber infeormation; provides

?@
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T¢: [DELIVERING DIVISION] From: [DRAFTING DIVISION]

Re“:\»>{ [CASE FILE NUMBER, 00/00/2006]

repecrting data; and, if necessary, transmits the NSL for delivery
te the electronic communicatiorns service provider.

1L
>&( Derivm
Decla v On: [10 vea date of EC]

-
FULL/PRELIMINARY Investigation Instituted: }3{ [00/00/2006]

Reference: TST(CASE FILE NUMBER Serial XXX]

Enclosures: {U) Enclosed for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending on whether service is perscnal or through a
restricted delivery service or fax] is an NSL dated [00/00/2006],
addressed Lc [COMPANY POC NAME], [TITLE {(if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.QO. BOX], [CITY, STATE - NO ZIP
CODE if using perscnal service], requesting the name, address,
and _ength of service for the e-mail address holderi{s) listed.

Details: zéf' A [FULL/PRELIMINARY] [INTERNATIONAL/FOREIGN
COUNTERINTELLIGENCE] investigaticn of the subject, a [USPER/NON-
USPER], was authorized in accordance with the Attorney General

. Guidelines becausc [Give a full explanation of the Jjustification
\for opening and maintaining an investigation of the subject;

barebones facts will not suffice and will cause the request to be
rejected for lack of legal sufficiency]. This electronic
subscriber information is being requested to [Fully state the
relevance of the requested records to the investigation].

(T) Thig electronic communication documents the
[APPROVING OFFICIAL’s] approval and certification of the enclased
NSL. For mandatory reperting purposes, the enclosed NSL seeks
subscriber information on [NUMBER OF] [e-mail/IP address(es})]
from [ISP #1]; [NUMBER OF] [e-mail/IP address(es)] from [ISP #2],
etc.

(U0) Arrangements should be made with the electronic
cerrunication service provider to provide the records [personally
to an emplovee of the DELIVERING division OR through use of a
delivery service or secure fax to OFFICE OF ORIGIN] within
NUMBER OF)] business days of receipt of this request. The
electronic comminication service provider should neither send the
reccrds through routine mail service nor utilize the name of the
subject of the request in any telephone calls to the FBIL.

DISCLOSURE PROVISIONS

gt
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ShsReT
T¢: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re:“~,><[czasz FILE NUMBER, 00/00/2006]

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
racipient of a Naticnal Security Letter from disclesing that the
FBI has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Option 1 below and include in the EC (but not in the NSL) a brief
gstatement of facts that justify the nondisclosure requirement.
Option 2 is to be used in all cases where Opticn 1 is not used.]

[Opticen 1 - Inveking Nondisgclosure Requirement]

(U} In accordance with 16 U.S.C. & 2709(c) I, the
geniocr official approving this EC, certify that a disclosure of
Lhe facl Lhal Lhe FBT has souglhl or obtained access to Lhe
inferration scught by this letter may endanger the national
security of the United States, irterfere with a criminal,
cocunterterrocrism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
gafety cf a person.

'''' AR Brief statement of the facts justifying my
certification in this case:

[Opticn 2 - Declining to invoke the nondisclosure requirement]

(Uy I, the senior official approviag this EC, have
deterrined that the facts of this case do not warrant activation
of the nondisclosure requiremernts under the applicable National
Security Letter statute.

[Include the next 2 paragraphs in all ECs]

() Information received from an electronic
cerutunicaticons service provider may be disseminated in accordance
with the Attorney General Guidelines on National Security
_nvestigaticns and Foreign Intelligence Collection and, with
respect to dissemination to an agency of the United States, only
1f such iafermaticon is clearly relevant to tae authorized
respeonsibilitics of such agerey.

(U0) Any questions regarding the above can be directed
tc [CASE AGENT, telephone number {(000) 000-0000]7.

st
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re_:_,__..>< [CASE FILE NUMBER, 00/00/2006]

o

ot
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(- Tc: [DELIVERING DIVISION] From:
WRE¢M:j§{:[CASE FILE NUMBER, 00/00/2006]

[DRAFTING DIVISION]

LEAD (s5):

Set Lead 1:

CENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
_nferration needed to fulfill the Congressional reporling
requirements for NSLs.

Set Lead 2: (Info)

[COUNTERTERRORISM/COUNTERINTELLIGENCE /CYBER]

AT WASHINGTON, DC

{U} At [Unit] Read and Clear

Set Lead 3:

[DELIVERING DIVISION - fif using personal service]

AT [CITY, STATE]

{(U) Deliver the enclosed N3L as indicated above.
Upcn receipt of the information requested, [DELIVERING DIVISION]
13 requested to submit results to [DRAFTING DIVISION] and [OFFICE

OF ORIGIN, if applicable].

*e

i
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[DRAFTING DIVISION]
[STREET ADDRESS]

[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

[MR./MRS./MS.] [Complete name]

[TITLE, IF AVAIIABILE]

[NAME OF COMPANY ]

[PHYSICAL STREET ADDRESS - NO P.0O. BOX]
[CITY, STATE - NO ZIP CODE]

Dear [MR./MRS./MS.] [LAST NAME]:

Under the authority of Ezecutive Order 12333, dated
Decenber 4, 19281, and pursuant to Titls 18, United States Code
(J.S.C.), Section 2709 (Secticor 201 of the Electronic
Cerarunications zrivacy Act of 1966) (as amended, October 26,
2001), youa are hereby requested to provide to the Federal Bureau
of Investigation (FBI} the name, address, and length of service
fer the below-listed [e-mail/IP] address helderis):

[E-mail/IP ADDRESS or ADDRESSES]
[ON & SPECIFIC DATE]
or

[FOR THE PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE]
or [PRESENT] ]

In accordance with Title 18, U.8.C., Secticn 2709{b), I
certify that the information soucht is relevant to an authorized
—nvestigation to protect against international terrorism or
clandestine intelligence activitiesg, and that such an
‘nvestigation of a United States person 1s neot conducted sclely
on the hasis of activities protected by the First Amendment to
the ccnstitation of the United States.

[Certificaticon: The nondisclosure requirement is not an automatic
feature of the N3L. If the supporting EC for this NSL included
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[MR./MRS./MS] [COMPLETE NAME] Page 2

Option 1 (Inveoking the Nondisclosure Requirement) then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 12 U.5.C. § 2709(c) (1), I certify
that a disclosure of the fact that the FBI has sought or obtained
accegs to the infeormation scought by this letter may endanger the
naticnal security of the United States, interfzsre with a
criminal, counterterrorism, or counterintelligence investigation,
nterfere with diplematic relations, or cndanger the lifc or
phvsical safety of a person. According_y, 18 U.3.C. § 2709{(c) (1)
and (2} prohibits you, or any officer, employee, or agent of
vours, from disclosing this letter, cother than to those to whom
disclesure 1s necessary Lo comply with the letter or to an
attcrney to obtain legal advice or lega. assistance with respect
tc this letter.

In accerdance with 1& U0.8.C. § 2709(c) (3), you are
directed to notify any persons to whom vou have disclosed this
_etter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
_etter tc anyone else.

In accordance with 1& U,5.C. & 27032(c)y{(4), 1if the FBI
asks for the infeormation, you should identify any person to whomn
such disclosure has been made or to whon such disclosure will be
nade. In no lnstance will you be required to identify any
attcrney to whom disclosure was made or will be made in order to
obtain legal advice or legal assistance with respect to this
request.

[Include the following language in all NSLs.]

Ia accordance with 12 U.5.C. § 3511l{a}) and (b)) (1), you
have a right to challenge this request 1f compliance would be
unreascnalble, coppressive, or otherwise unlawful and the right to
challenge the neondisclosure requirement set forth above,

In accordance with 1& U.5.C. § 3511{c), an unlawlul
fallure to comply with this letter, inc_uding any nondisclosure
requirement, may result in the Urited States bringing an
enfercement action.

You are requested to provide records respeonsive to this
request [personally to a representative of the [DELIVERING
DIVISION] 0OX through use of a delivery service to [OFFICE OF
ORIGIN]] within [xxxx] business days of receipt of this request.
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[MR./MRS./MS] [COMPLETE NAME] Page 2

Any questions you have regarding this request should
be directed conly te¢ the [[DELIVERING DIVISION] OR [QOFFICE OF
ORIGIN], depending on whether service is personal or through a
delivery service]. Due to security considerations, you should
ne-ther send the records throuch routine mail service nor
disc_cse the substance of this request in any telephone
cenversalion.

Your cocperation ir. this matter is greatly appreciated.

152

incerely yours,

[ADIC/SAC NAME]
[ASSISTANT DIRECTOR IN CHARGE/
SPECIAL AGENT IN CHARGE]
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(01:26/199%)

SPREET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2005
To: General Counsel aAttn: Julie Thomas
Deputy General Counsel,
NSLE
[COUNTERTERRORISM/ Attn: [UNIT]
COUNTERINTELLIGENCE/CYBER]
[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR]
SA [CASE AGENT]
[OFFICE OF ORIGIN] Attn; SA [CASE AGENT]
[8QUAD] [X]
[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]
(if using perscnal service) [SQUAD] [X]

ALL - INFORNATTON -CONTAINED

HEREIN I35 UNCLASSIFIED EXCEPT

WHEFE SHOWN OTHERWISE

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]

Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [ADIC NAME {(IF APPLICABLE)} ]

[SAC NAME]
[ASAC NAME]
[CDC N > “iig-suin
|:U :I [SSA NAME] ' BY 65179 DMH/K3R/DK

~ DECLAS
Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS]

Case ID #: :}§<: [CASE FILE NUMBER] (Pending)

Title: >< [SUBJECT]
[AKA] [ALIAS (IF APPLICABLE) ]

tU:' . IT/FCI - [FOREIGN POWER] ;
- 00; [OFFICE OF ORIGIN]
Synopsié?“~ Sk~ Approves the isscance of an TCPA National

Security Leftter™ (NSL) for subscriber information; provides
repcrting data; and, if necessary, transmits the NSL for delivery
tc the wire communications service provider,

e
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(01:26/199%)
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SR

1L FEDERAL BUREAU OF INVESTIGATION

(U) FULL/PRELIMINARY Investigation Instituted: [00/00/2005]
Reference: (U} [CASE FILE NUMBER Serial XXX]

Encleosures: (U) Encloscd for [DELIVERING DIVISION of OFFICE OF
ORIGIN, depending on whether service is persconal or through
restricted delivery service] is an NSL dated [00/00/2005],
addressed to [COMPANY POC NAME], [TITLE {(if available)], [COMPANY
NAME ], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP
CODE if using perscnal service], requesting subscriber
nfeorration.

Details: \<2 [FULL/PRELIMINARY] [INTERNATIONAL
TERRORISM/FORETGN COUNTERINTELLIGENCE] Investigation of subject,
a [U.8. PERSON/NON-USPER], was atthorized in accordance with
Attcrney General Guidelines becavse [GIVE A FULL EXPLANATION OF
THE JUSTIFICATION FOR OPENING AND MAINTAINING THE INVESTIGATION
ON THE SUBRJECT; BAREBONES FACTS WILL NOT SUFFICE AND WILL CAUSE
THE REQUEST TO BE REJECTED FOR LEGAL INSUFFICIENCY], This
subscriber information i1s being requested to [FULLY STATE THE
RELEVANCE OF THE REQUESTED RECORDS TO THE INVESTIGATION].
inWUWMmWW:;xgi A . A .

) This electronic communication documents the
[APPROVING OFFICIAL’s] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
subscriber information on [NUMBER OF] phone aumber(s).

(0} Arrangements should be made with the wire
cecrrunications service provider to provide the records
[perscnally to an employee of the DELIVERING DIVISION OR through
use of a delivery service to OFFICE OF ORIGIN] within [NUMBER OF]
business days of recelpt of this request. The wire
cecrurunicatiocns service provider should neither send the recozds
thrcugh routine mail service nor utilize the name of the subject
of the request in any telephone calls to the F3I.

Pt
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vfo; [DELIVERING DIVISION] From: [DRAFTING DIVISION]

Rer >< [CASE FILE NUMBER, 00/00/2005]

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prchibition that prevents the
recipient of a National Security Letter from disclesing that the
FBI has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Option 1 below and include in the EC (but not in the NSL) a brief
statement of facts that justify the nondisclosure requirement,
Opticon 2 is to be used in all cases where Qption 1 is not used.]

[Optien 1 - Invoking Nondisclosure Requirement]

(U} In accordance with 16 U.S.C. & 2709(c) I, the
gsenicr official approving this EC, certify taat a disclosure of
Lhe facl Lhal Lhe FBT has souglhl or obltained access to Lhe
nferration sought by this letter may endanger the national
security of the United States, interfere with a criminal,
cocunterterrcrism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
safety cf a person.

_ Brief statement of the facts justifying my
certification in this case:

[Option 2 - Deglining t¢ invoke the nondisclosure requirement]

(U) I, the senior official approving this EC, have
determined that the facts of this case do not warrant activatiocon
of the nondisclosure requiremerts under the applicable National
Security Letter statute.

[Include the next 2 paragraphs in all ECs.]

(U)y If a preliminary investigation 1s opened on the
subscriber identified, it is the responsibility of the office
opening tae preliminary investigation to advise FBIHQ. This may
be done by roating slip to the Mational Security Law Branch,
Qffice of the General Counsel, Room 7947, the FBIHQ entity
hand_ing the cgperaticnal legal needs of the Counterterrorism
Divigion. Thig reporting is necessary n order to provide
nferration to Congress regarding the FBI's use of this authority
as mandated by Congress.

SE>€T
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fo: (DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: - [CASE FILE NUMBER, 00/00/2005]

(J)  Any questiors regarding the above can bhe directed
to [CASE AGENT, telephone number {(000) 000-0000].

Sw
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"~ Tc: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
“Re-:.,_>< [CASE FILE NUMBER, 00/00/2005]

(I -

LEAD (s5):
Set Lead 1:

CENERAL COUNSEL

Al WASHLNGILON, DC

(U) NSLR is requested to record the appropriate
nferraticen needed to fulfill the Congressicnal reporting
requirements for NSLs.

Set Lead 2: (Infeo}

[COUNTERTERRORISM/COUNTERINTELLIGENCE /CYBER]

AT WASHINGTON, DC

(U} At [Unit] Read and Clear
Set Lead 3:

[DELIVERINGC DIVISION - if using peresonal service]

AT [CITY, STATE]

{U) Deliver the enclosed NSL as indicated above.
Upon receipt of requested information, [DELIVERING DIVISION] is
requested tc submit results to the [DRAFTING DIVISION] and
[OFFICE OF ORIGIN, if applicable].

.

g
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Sonct

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2006
To: General Counsel aAttn: Julie Thomas
Deputy General Counsel,
NSLE
[COUNTERTERRORISM/ Attn: [UNIT]
COUNTERINTELLIGENCE/CYBER]
[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR]
SA [CASE AGENT]
[OFFICE OF ORIGIN] Attn; SA [CASE AGENT]
[8QUAD] [X]
[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]
(if using perscnal service) [SQUAD] [X]

From: [DRAFTING DIVISION]
[APPROVING OFFICIAL]
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [ADIC NAME {(IF APPLICABLE)} ]

[S}u: NAME ] ALL INFOREMATION CONTAINED
[ASAC NAME ] UNCLASSIFIEL EXCEFT
[CDC NAME ] TN OTHERUIZE

() [SSA NAME]

Drafted'By: [LAST, FIRST, MIDDLE NAME: INITIALS]

Case ID #:::2%;:: [CASE FILE NUMBER] (Pending)

tU:' Tltle'x [SUBJECT]

[AKA] [ALIAS (IF APPLICABLE) ]
IT/FCI - [FOREIGN POWER];
00: [OFFICE OF ORIGIN]

Synopsis: (U) Approves the isscance of an ZCPA National
Security Letter (NSL)for telephlore subscriber information;
provides reporting data; and, i1f necessary, transmits the NSL for
delivery to the wire communicaticns service provider,

Sl
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e DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: (3¢ [CASE FILE NUMBER, 00/00/2006]

: (.
t[]j,~~" R Derive : :
Declassi GE rs from date of EC]

[FULL/PRELIMINARY] Investigation Instituted:i}x<:[00/00/2006]

(-
Refef'éﬁee-:~~.>< [CASE FILE NUMBER Serial XXX]

Enclosures: (U} Enclosed for [DELIVERING DIVISION of OFFICE OF
ORIGIN, depending on whether service i1s personal or through
restricted delivery service or fax] is an NSL dated [00/00/2006],
addressed tc [COMPANY POC NAME], [TITLE {if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.0O. BOX], [CITY, STATE - NO ZIP
CODE if using personal service], requesting telephone subscriber
inferration.

Details: | A [FULL/PRELIMINARY] [INTERNATIONAL
TERRORISM/FOREIGN COUNTERINTELLIGENCE] :nvestigation of subiject,
a [U.S. PERSON/NON-USPER], was althorized in aczcordance with
crney General Cuidelines because [Giva a full explanation of
the tification for opening and maintaining the investigation
on the subject; barebones facts will not suffice and will cause
the request to be rejected for legal insufficiency]. This
te_ephone subscriber informaticon is being requested to [Fully
gtate the relevance of the requested records to the
investigaticn].

(5)°

{7
This electronic communication documents the
[APPROVING OFFICIAL’ g] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
subscriber information on [NUMBER OF)] telephone number(s) from
[telephcne company #1]; the [NUMBER OF] telephone number({s) from
[telephone company #2], etc.

(U) Arrangements should be made with the wire
cermrunications service provider to provide the records
[personally to an employee of the DELIVERING DIVISION OR through
use of a delivery service or secure fax to OFFICE OF ORIGIN]
within [NUMBER OF] business davs of receipt of this request. The
wire communications service provider should neither send the
reccrds through routine mall service nor utilize the name 4f the
subject of the request in any telephone calls to the FBI.

DISCLOSURE PROVISIONS
_SpeCr

NSL VIO-32004



. Paetr

Vfc;»[ ELIVERING DIVISION] From: [DRAFTING DIVISION]

Re: [CASE FILE NUMBER, 00/00/2006]

[Certification and Activation of the Nondisclosure Requirement:
There is no longer an automatic prohibition that prevents the
recipient of a National Security Letter from disclosing that the
FBI has requested the information. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Option 1 below and include in the EC (but not in the NSL) a brief
gstatement of facts that justify the nondisclosure requirement.
Option 2 is to be used in all cases where Opticn 1 is not used.]

[Opticn 1 - Inveking Nondisgclosure Requirement]

() In accordance with 16 U.S.C. & 2709(c) I, the
genicr official approving this EC, certify that a disclosure of
Lhe facl Lhal Lhe FBT has sougll or obtained access to Lhe
‘nferration sought by this letter may endanger the national
security of the United States, interfere with a criminal,
ccunterterrcrism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
{U) - .. salety of a person.

“WM“:>§1 Brief statement of the facts justifying my
certificatien in this case:

[Opticn 2 - Declining to invoke the nondisclosure requirement]

(1) I, the senier cfficial appreving this EC, have
deterrined that the facts of this case do not warrant activation
of the nondisclosure requiremerts under the applicable National
Security Letter statute.

[Include the next 2 paragraphs in all ECs]

(0} Information received from a wire communication
service provider may be disseminated in accordance with the
Attcrney General Guidelines on Maticnal Security Investigations
and Fcreign Intelligence Collection and, and, with respect to
disserination to an agency of the United States, only if such
infcrration is clearly relevant to the authorized
responsibilities of such agercy.

(U)  Any questions regarding the above can be directed
tc [CASE AGENT, telephone number {(000) 000-00007].

sTRET
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Te: [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: ><[CASE FILE NUMBER, 00/00/2006]

LEAD (s5):
Set Lead 1:

CENERAL COUNSEL

Al WASHLNGILON, DC

(U) NSLR is requested to record the appropriate
nferraticen needed to fulfill the Congressicnal reporting
requirements for NSLs.

Set Lead 2: (Infeo}

[COUNTERTERRORISM/COUNTERINTELLIGENCE/CYBER]

AT WASHINGTON, DC

(U} AL [Unit] Read and Clear
Set Lead 3:

[DELIVERING DIVISION - if using peresonal service]

AT [CITY, STATE]

{U) Deliver the enclosed NSL as indicated above.
Upon receipt of requested information, [DELIVERING DIVISION] is
requested tc submit results to the [DRAFTING DIVISION] and
[OFFICE OF ORIGIN, if applicable].

.

sZpect
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ALL INFORMATION COMTAINED
HEREIN I3 UNCLASSIFIED
DATE 01-028-2008 BY &5179. DMHESR/DN

[DRAFTING DIVISION]
[STREET ADDRESS]

[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

[MR./MRS./MS.] [COMPLETE NAME OF POC]
[TITLE, IF AVAILABLE]

[NAME OF COMPANY]

[PHYSICAL STREET ADDRESS - NO P.0. BOX]
[CITY, STATE - NO ZIP CODE]

DEAR [MR./MRS./MS.] [LAST NAME]:

Under the authority of Ezecutive Order 12333, dated
December 4, 1281, and pursuant to Title 18, United States Code
(U.S5.C.), Secticn 2709 (Section 201 ¢f the Electronic
Cerirunicaticons 2rivacy Act of 1986) (as amended, October 26,
2001), youa are hereby requested to provide to the Federal Bureau
of Investigation (FBI} the name, address, and length of service
of [perscn cor entity] [persons or entities] to whom the following
Le_ephone [number is or was] [numbers are or were] registered:

[TELEPHONE NUMBER{(S) (000) 000-000]:
[RELEVANT TIME PERIOD]: [ON SPECIFIC DATE]

or [FROM [SPECIFIC DATE] to
[SPECIFIC DATE] or [PRESENT]

If the time period noted zbove is to the "present,™ that
terr 1s intended Lo request information Lo the date of the
processing ¢f this request. If providing information to the date
of prccessing is not feasible, please provide information to the
date cf receipt cof this request.

In accordance with Title 18, U.5.C., Section 2709(b), I
cert:fy that the informaticon scu¢ht is relevant to an authorized
investigation to protect against international terrorism or
clandestine intelligence activities, and that such an
investigation of a United States person is not conducted solely
on the basis of activities protected by the first amendment to
the Constitution of the United States.

[Certification: The nondisclosure requirement is not an
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automatic feature of the NSL. If the supporting EC for this NSL
included Opticon 1 (Invoking the Nondisclosure Requirement) then
include the language in the following 3 paragraphs in the NSL.]

In accordance with 12 U.5.C. & Z702{c) (1), I certify
that a discleosure cof the fact that the FBI has sought or obtained
access to tne information sought by this letter may endanger the
naticnal security cf the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
Interfere with diplematic relations, or endanger the life or
physical safety of a perzson. Accordingly, 18 TU.53.C. § 27092{(c) (1)
and (2) prohibits you, or any officer, employee, or agent of
veurs, frem disclesing this letter, other than to those to whomn
discicsure is necessary to comply with the letter or to an
attecrney to obtain legal advice or lega. assistance with respect
tc this letter.

In accordance with 128 U.S.C. & 2709{c) (3), you are
directed to notify any persons to whom vou have disclosed this
_etter that they are alsc subject to the nondisclosure
requirement and are therzefore alsoc prohibited from disclosing the
_etter to anyone else.

In accordance with 1& U.5.C. § 2709{c) (4), if the FBI
asks for the information, vou should identify any person to whon
such discleosure has been made or to whon such disclosure will be
made. In noc instance will you be required to identify any
attcroney to whom disclosure was made or will be made in order to
obtain legal advice or legal assistance with respect to this
request.

[Include the following language in all NSLs.]

1ln accordance with 1€ U.5.C. § 3511¢a) and (b) (1), you
have a right to challenge this request if compliance would he
unreascnable, oppressive, or otherwise unlawful and the right to
chal’enge the nondisclosure requirement set forth above.

In accordance with 1¢&¢ U.S.C. § 3511 {c}, an unlawful
failure tc comply with this letter, including any nondisclosure
requirement, may result in the Urited States bringing an
enfcrcement action.

You are requested to provide records responsive to this
request [perscnally to a representative of the [DELIVERING
DIVISION] 0= through use of a delivery service to [OFFICE OF
ORIGIN]] within [zzzz] business days of receipt of this request.

Any questions you have regarding this request should be

directed ¢nly to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], depending on whether service is personal or through a
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delivery service]. Due to security consideraticons, you should
ne:ther send the records throuch routine mail service nor
disc_cse the substance of this request in any telephone
cenversation.

Your cocperaticn in this matter is greatly appreciated,.
Sircerely yours,
[ADIC/SAC NAME]

[ASSISTANT DIRECTOR IN CHARGE/
SPECIAL AGENT IN CHARGE]
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Sty

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 00/00/2006

Te: (Ceneral Counsel Attn: Julie Taocmas
Deputy General Counsel, NSLB

U

[COUNTERTERRORISM/ Attn: [UNIT]

COUNTERINTELLIGENCE/CYBER]

[REQUESTING OFFICE] Attn:SSA [SQUAD SUPERVISOR]

SA [CASE AGENT]

[OFFICE OF ORIGIN] Attn: S5A [CASE AGENT]
[Squad] [X]

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR]

(if using personal service) [Squad] [X]

From: [DRAFTING DIVISION]
|APPROVING OFFICIAL|
Contact: [CASE AGENT, telephone number (000) 000-0000]

Approved By: [ADIC MAME {IF APPLICABLE]
[SAC NAME]
[ASAC NAME |
[CDC NAME]
(n [SSA NAME ]

Drafted By; [LAST, FIRST, MIDDLE NAME: INITIALS]
Case ID #: E}{i [CASE FILE NUMBER] (Pcnding)

runnwggp;e: { [SUBJECT]
o [AKA] [ALIAS IF APPLICABLE]

[IT/FCI - FOREIGN POWER];
[CO: OFFICE OF ORIGIN]

Synopsis: (U) Approves the lsstance of an ZCPA National
Security Letter (NSL)for teoll billing records; provides reporzting

data; and, 1f necessary, transmits the NSL for delivery to the
wire commanications service provider.

%Bs&&;
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Tc:f [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re:i>§ii [CASE FILE NUMBER, 00/00/2006]

() S >< Deriveﬁ%
Daclassify-emrT [10 ¥ from date of EC]

(U)~mmmTFULL/PRELIMINAR¥}mInvestigationm%nstitutedfzzﬁﬂ::[00/00/2006]

() o

Encleosures: () Fnclosed for [DELIVERING DIVISION or OFFICE OF
ORIGIN, depending con whether service is personal or through
restricted delivery service or fax] is an NSL dated [00/00/2006],
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY
NAME], [COMPANY ADDRESS - NO P.O, BOX], [CITY, STATE - NO ZIP
CODE if using perscnal service], requesting the name, address,
Tenglh of service and lTocal and long distance Loll billing
reccrds for tae phone number (s) listed.

Datails: &5~ & [FULL/PRELIMINARY] [INTERNATIONAL
“~ TERRORISM/FOREIGN COUNTERINTELLIGENCE] :nvestigation of subject,
a [USPER/NON-USPER], was authorized in accordance with the
iE} 5\\\ittcrney General Guidelines because [Give a full explanation of
B he justification for opening zand maintaining the investigation
on the subject; barebones facts will not suffice and will cause
the request to be rejected for legal insufficiency]. These toll
billing reccrds are being requested to [Fully state the relaevance
“”_quthe requested records to the investigation].

& This electronic communication decuments the
[APPROVING OFFICIAL’ s] approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
_ccal and long distance toll billing records for [NUMBER OF]
te_ephone number (s) from [telephone company #1]; [NUMBER OF]
te ephone namber (s) from [telephone company #2], etc. [In the
case of multiple phone numbers to the same telephone company, if
you know how many different persons attach to those phone
numbers, please state. If request is for person{s) other than
the subject of the investigation or in addition to the subject of
the investigation, please state USP status of those persons. In
other words, do your best to give as much information as you ¢an,
fer congressicnal reporting purposes, ]

(U} Arrangements should be made with the wire

cecnrunications service provider to provide the records
[perscnally te an employee of the DELIVERING DIVISION OR through

E
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TC:; [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re:i~_3}~ [CASE FILE NUMBER, 00/00/2006]

use of a delivery service or secure fax to OFFICE OF ORIGIN]
within [NUMBER OF] business days of receipt of this request. The
wire commanications service provider should neither send the
reccrds tarough routine mail service nor utilize the name of the
subject of the request in any telephone calls to the FBIT,

DISCLOSURE PROVISIONS

Certification and Activationrn of the Nondisclosure Requirement:
There is ne longer an automatic prohibition that prevents the
recipient of a National Security Letter from discleosing that the
FBI has requaested the informatior.. To activate the nondisclosure
requirement, the senior FBI official approving this EC must use
Option 1 helow and include ir. the EC (but not in the NSL) a brief
staterent of facts that Justify the nondisclosiure requirement.

Opticon 2 1s to be used in all cases where Option 1 i3 not used.]

[Option 1 - Inveoking Nondisclosure Requirement]

(U} In accordance with 18 U.S.C. § 2709{c) I, the
senicr cfficial appreoving this EC, certify that a discleosure of
the fact that the FBI has sought or obtained access to the
nferration scught by this letter may endanger the national
security of tae United States, interfere wita a criminal,
ccunterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or phvsical

~-safety of a person.

~mm;>&( Brief statement of the facts justifying my
certificatiion in this case:
[Opticon 2 - Declining to invoke the nondisclosure requirement]

(U) I, the senior official approving this EC, have
deterrined that the facts of thkis case do not warrant activatiocn
of the nondisclosure requiremerts under the applicable National
Security Letter statute.

[Include the next 2 paragraphs in all ECs.]

(M Information receilved from a wire communication
gervice provider may be disseminated in accordance with the
Attcrney General Guidelines on Naticonal Security Investigations

and Fcreign Intelligence Collection and, wita respect to
diszemination to an agency of the United States, only i1f such

S
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7c:.  [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: >°<[c.n.ssz FILE NUMBER, 00/00/2006]

nfermaticon is clearly relevant to the authorized
responsibilities of such agency.

(U)y Any questions regarding the above can be directed
tc [CASE AGENT, telephone number {000} 000-0000].

PR
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Tci  [DELIVERING DIVISION] From: [DRAFTING DIVISION]
Re: ">§<[CASE FILE NUMBER, 00/00/2006]

LEAD (s5):

Set Lead 1:

GENZRAL COUNSEL

AT WASHTNGTON, DC

(U) NSLB is requested to record the apprepriate
infecrraticon needed to fulfill the Congressional reporting
requ_rements for NSLs.

Set lLead 2: (Info)

[COUNTERTERRORISM/COUNTERINTELLIGENCE /CYBER]

AT WASHINGTON, DC

(U) At [Unit] Read and Clear

Set Lead 3:

[DELIVERING DIVISION - if using personal service]

[AT [CITY, STATE]

(U} Deliver the attached NSL as indicated above.
Upon receipt of infeormation from the wire communications service
provider, [DELIVERING DIVISION] is requested to submit results to
the [DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable].

*e
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