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Synopsiszw)(EQ It is zhe opinion of the Office of the General

Couns=1l (OGT) that this ma
“nte’ligencs UvarsighT Boa
shou_d te retained in the
£z the I0Z.

tter need not be reported to the
rd (IOB). A ccpy cf this opinicn
control file f:ir review Ly Counsel

() i From - =

b2 Reference: DG
BIE (1)  278-HQ-C1

: (IJ1 The referenc
dated 06/0G/7
facts of the capticoned ma

228736=-YIO Serial 2550

e electronic comenunication (EC) from
‘006, recuested that OGC review the

~ter znd 2etermine whether it warrants

repor tluq to the IOE. In cur cpiniocr, 21t doss not. Our analysis
fr-llows.

b1 S |

| 2

b/E on s/ .0/ 006, a National seurity Letter

bé DNELT was 1s3gaed Lo telecommur.ications in order Lo

b7C determine sabzcrikber information Zor telephone nurker

b4

b7D

BeeRET

ALL INFORHMATION CONTAINED
HEREIN I3 UNMCLASSIFIED EXCEPT
WHERE SHOWHN OTHERUISE
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\S\bQRET

T | | From: Office of the Zeneral Counzel
Re: D] | 06/21/ 2006
\ bl
h -~
l Service of fhe M3L was zccomplished through thg <
Division on 0O3/20/2006. }D7E
[ S Slbcecaguent to the coroice of the MSL,
iShI- At or about thils same

time,l IprﬁvidDd a delayed returd o tlhes opfataoding LS s

frrwarding sukscriber information tao bl
upon receiving the information, notifie and was b2
t:_d to s=al the information, due to the decision to <loszse the Dh7F
caze.  The doformaticon was then forwarced tfo the Chief Division b4
Crungsel at for safekeepinz. :b7E

() Section 2.4 of Executive Order (E.O.) 1
dated 09/13/1993, manda-es that Inspsctors Gensral and Ge
' of the Intelligence Ccommurity <zmponents (in the EEL,

the Azsistant Director, IN3SD, and the Seneral Tounsel, OGO,

reswectively) report —o the IOEB “concerning intelligence
aotivities that they have reason to belleve may be unlawful or
contrary to BExiccutive order or Precicerntial jlf’“tl\,.’ This
_anguage was adopted verbatim from E.Q. 12234, dated 12/04/1381,

whern ths IOT was xnown as the President's Intelligence OveLulght
E-ard (FIOR). By longstanding agreemert hetween tne FEI and the
OB {and its predecessor, the PIOB), this language has been

; ~zted to mandate The reportirng of any violaticon of a

of the NZIG, or other Jguidelines or regulations

v the Attorney Generzl ir accordance witnh =.C. 12333,
dal =d 1/1'4/1981, Il such provisiorn was des’gned 1o [ull or In
part to ensare the protecztion of the irdividual rights of U.3.
persong.  Violaticng of provigsions that are sggsentially

administrative in nature need not be repcrted to the ICE. The
FEZ 1=z rejguired, however, to mzintair records of ifale!
administrative violations so that the Counsel to the ICB may

review thesm upon reques=z.

we P In this case, the Zacts do not estaklish a
viclatimn of fhe N3TG or any other guiceline or reqularion
Mttorney G?n 21l arnd, thercfere, do not rice to

i
;v %)
s
=0
(IR

ICB-repors incident. The _record reflects bl
.i‘e of —<he se:vice -f the NS3L, was properly in b2
plaze. Tne izsuance of the M3L was therefcre valid, and this HTE

the agents involwveg .
due privarily to b4

-nd the individua b7D

e
office finds no fault
kather, the izsue ag
untimely response
agents' control.

(ST

o
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SEBkET

- q l b Office of the Zeneral Counzel
Re:  D-t¢ , D6/21/2006

{03 Further, <he record also reflects that no personal
or identifving information was entered ntc ACE as a result of
the NSL return. Addizionally, it should be noted that the field

[=}
performed no investigative measures khased upocn the information
gained from tnhe NSL return. The subject suffered no prejudice,
and there is o evidence of misconzZuzt on the rart of either
field office.

(UPmD{) T> the =xzent that thiszs incident involves any esrror
on the vart of the Bureau, it is azZministrative in nature and may
be vlaced in the -control file for pericdic review ky the Counsel
tz thes I0=. This is consistent with our pricr opinions in such
cazes. Nothing in this instance warrarts deviating from this
approzch.  No further administrative measures are rejuired.

-
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B From:  Office of the Zerneral Toanzel
Re = {X] D6/2172006
LEAD (s) :

Set Lead 1: (Info)

AT

{(U) Read and clear.
Set Lead 2: (Info)

COINTERINTELLIGENCE

AT WASHIMNGTON, DT

(1) Read and clear.

CC: Ms. Thomas

IOz Likbrary

*
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SECRET

THTELLIGELICE _QUELRSTTHT EBOARD MATTER
FIELL _QFFTCE b2
IOE MATTER 2006 (] b7E
E Ry elect ronie cnaunn Al 1 kel 7006,
the I'ederal DBuareau of Investigatior (FEI), Field

Office, reported a pocgikle Intelligence Oversight Board (IOR)
matter. The FRI reporfed that, on Acri’l 27, 2006,

the FBT issued a Hational

(3]

Toecurlity Let

= st Lo T8 U.3.C. 8% 2709, The HEL

ued to an2 rcyuested the subscriber,

5, length oI serviceg, snd Toll re——rd information bl

' ted with US LGLSOHI |and v b2
.phunc nambers from b7E
bé

|_|'
s

]

C)

.
WS L

addr

wn

U)

(&) ©Cn June b, H06,| |received The B
recquested information, along with the telephons records of a fbic
previcusly anknown individual. Upon recelving the information jb4
concerning the previcusly unknown incividual, the casze agent in b7D

|performed preliminary checks in ACS and open

(1) o

DECLAZSIEY.

scurce internet queries in an zttempt fo ascsrtain the
re_=vanzce of the information. However, al echs were
negatives, and it was laZer determineZ that erronecusly
provided the anznown individual's information in the same
packagye as | The unknown irdividoal's information
was _atesr sesga eatered in ~he ChieZ Division Tounsel's safe, and
n- oersc n11 identifying informetior concerning her was ever

ente

b4
T 3R Here, an error on the part of resulted 7D

in the unintentional acguiszition of information throagh an M3L.

Eazed upon oar analysis, in accorcance with the reporting

requirerents of Section Z.4 of Executive Order 172553, the

carr-=zr's mistake must ke reported to the IOE.

174dnh ker S lmf Detri £ . -3
Ssify on?t
LL=30-2032

SECE!RT HEREIN I3 TH'ICLA&?HI‘FIE:Ié CEXCEFT

NSL VIO-3173JHERE SHOUHN OTHERVISE
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U.S. Department of Justice

Federal Bureau of Investigation

GEERPTY

Washington. D. €. 20535-0001
BEY TOURIER

Mr. Sterhen Friedman

Chairman

“nlzlligence Cversight Board
Rzom E0Z035

lew Lxezutive Office Bullding
T3t Street, Northwest
shington, D.C.

Wi
Dear Mr. Friedman:

FEnclosed for your informatiorn ig a3 self-syplanatory

e randir =ntitled “Intelligence Oversight Board Matter b2
ZUDEA ")

h

The memorandum sets forth cetai’s cf investigative
ity whicn the FRI has determirez was conducted oontrary to
yttorney General Guidelines for FBI Foreign Intelligence
‘fion and Foreign Counterintelligence “nvestigations and/or
Fxzecutive Orders, or Presidertial Directives wnaich govern
FE_ foreign counterinzelligence znc international terrorism
‘nvsstigaticnz.  This mat-er has also besn r=fsrred to cur
“nternal Investigations Section, Irspection Division, for a
=terninaticon of whether any administrative acticon is warran-ed.

+

(

Enclosure

SSIFIED WHE
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Mr. Sterchen Friodman

vyou or any memkber of your staff require additional
zn oral priefing will ke
(U)

Zhould
nformation concerning This matter,
arranged for yvou at your oonvenience.

Julie F. Thomas
LCeputy Gereral ZTounsel

. = The Hdonorakle Alkertco R. Gonzalss

Lttorney Genesral
J.3, Department of Justice

Koo 5111

. - Mr. Jawes Bacer
C“ounzsel, Office of Intelligence Folicy and Review
' Department of Justice

Roorn 61570

pg-2
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S T

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/21/2006
To: | | attn: _2D0] |
Counterintelligence Attn: e

From: Offtice of the General Councsel
MAT.2/CTTU/ Roong 2947
Contact: ACC 202-3244

Approved By: _Thomas Julie [

Drafted By:

—Titler DS INTELLIGENCE OVERSIGET BOARD MATTEKR

Usyhnopsist I3 It iz the opinion of the Office of the General

Cruns=sl (0GT) that this mattezr nust be repcrted to the
“nte’ligences wvarsight Beoard (IOE). A ccpy cf this opinicon
shou’d te retained in the control file for review Ly Counssl
to thes I0Z,

(1) i Fro
S1fy -

Reference: S |
(1) -2 ool 30710 serral 1426

(113 The referenced electronic communication (EC) from
dated 06/08/2006, recuected that OGC review the

cts of the capticned matter znd Zefermins whsther it warrants
reporting to the IOB. In our opinicor, 1t does not. Our analysis

b2
b7E
b6

b7C
b4
b7D

cn 04/°7/2006,1 | :csued 2 Nariconal
Sceourity Letter (MSL) to zhe

SESRLT,
174dnh ker S lmf

—30-2032 ALL INFORMATION. CONTAINED
HERETN 13 MCLASSTFIED EXCEERT
WHEPE SHOUN OTHERWISZE
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SECRET ;bl
b2

AR | | Srome Offticc of the General Counsel h7E

Re: = 07/21/2006

bl

()

(5]

()

. rejussting the name, address, lenzth <f s=rvice, and =Zoll killing b6
irecords agsociated with the sukject, as well as telephone nunbers BicC
R On 0DG/05/2006, lprovided Lhe requested b4
J_nfoj;]‘r—ﬂ'lo') T'L' fhe field office, wnich gcrved —he origiral b7D
NSL. Contained in Lhe package were the requested rocords for the b2
stbject as well as billing recorzs for an individual previously b7E

ur.known to the investigators.

i3) Upon receiving the irformation congerping b
previously anknown individual, the cass agent inl I
porformed preliminary checks in ACS and cpen source ln-ernet
cqreriss in oan atteompt to ascortain Lhe relevance of the

irfcrmation. However o sich checks weore acgative, and 1t was

lﬂTJl deterrined that[:iii:ij,errone:us;y crovided the unbnown bl
) ' _informatien-in the came nackage az1 In h2
this _case, the case agent had scughtl] | chene records HIE
from| | However, the informazion lbé
provided DL Lon rthe preions iy unknown individual was oo
datez fron In retrospect, i< 1is :b7C
therefore ZToar Thal Frred In providing the previously b4
unknzwn individual's records 1n resporss o Lhe HAL. 7D

=03 Upon discovering the error, the case agent sealed
the records and returned them to the Dss-stant Civision Counsel.
The Ezziztant [Divizion Counsel then secured the information in
the Thief Divizion Counsel's safe. The case agent never uploaded
any pergonal or identifving informatior concerning the previously
unkrewn individaal onto ACS, and no oller chzcks were conduczed.

1Y Section 2.4 of Execntive Order (F.O.) 12863,
dated 05/13/1992, mandates —hat Inspectors Censral and General
Cour.sels -f the Intelligence Community components (in the FEI,
the Assistant Director, INSD, and the Gereral Counsel, OGT,
:esgective;y} report to the IOE Yoconcerning intelligsnce

cfhivitics th

£ they have reason to believe may ke unlawful or
anfrj ry erutive order or FPresizZertial directive.” This
lzrnizuage was adopted verbatim frow E.O. 123234, dated 12/u04/71321
when the OB was bnown as the Fregident's Irtelligence Gverslight
BEozrd (PIDBi. Eyv longstanding ajgreement hetweer the FEL and Zhe
IOB (ard i1ts predecesscor, the 2PIOBR), thisz Zanguage nas een
interpreted to mandate the reporting oI ary violation of a
provisior. of the MN2I5, or other guidelir: or regulations
approved by thes Attorney General in acoorzarce with E.O. 12333,
dated l“/04/l #l, 1f such provision wzs designed in fall or in

TEoRsTL
2

NSL VIO-31737
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U | 1 oo Zeneral Coanael

part to ensurs the proteczion of the irdividual rights of U.S.
persons.

T Here, an error on the part -1 resulted in
the wadddandtdor ol oo isi-ion of irnZormation. It should be nozed

that response 1n receiving therugxuaatted
matzrial was commendakle.  Uoin 1ea Il 16 ek provided

nfermation bevond the scope of the INSL, sejues-ered
fhe excegs information and placed it ir the Thief Division
Counsel's safe. No persconal or identifying information was
entered into ACS as a result of the error, and the previously
unidentified individual was not prejudiced In any way.

e S TSEC Nevertheless, we conclude that, in accordance wizth
the reporting requirements of Sectior z.4 <f b.O. 12363, the
te_zolmrunication company's mistake in provoding thoe previously
unknown individual's informaticn stoulc ke rsported to the IOB.
n o acocordance with this determinatior, OZC will prepare a oovar

_ctter and nemorandum for IOB notificaticon purcocscs.

mrzﬂ\

NSL VIO-31738
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1o
Offize of the Zeneral Coanael
‘“RéT“mQQ

_ b7E
U7,21/2006 bl
LEAD (s) :
Set Lead 1: (Info)
b7E
AT
() With respect to the irZormaticon that =xcesded the
scoowe of the NSL, please seal it ard sequester it within the
CDC's safe. The information shoulz <cortinue to rerain s=saled and
sequestered in the CDC's safe until further directicon from O5C.
Set Lead 2: (Info)
COJHITEXINTELLIGENCE
AT WASHINGTOM, DC
(1Y For information.
Set Lead 3: (Info)
INSP=CTICN
AT WASHIINNGTON, DC
(11) For information.
cC: Ms. Thomas b6
[ . ] b7cC
IOz Library

124

SE T
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SECRIT

INTELLIGENCE OVERIZIIGHT EOARD MATTER b2
IOE MATTER Zo006 ey :

A1

=D& Ry electronie comwnboeat bondgled Jane 21, 2006,

the IFederal DBure=au of Investigatior. (FLEI), Fi=ld
Oftice, reported a poggible Intelligence Oversight Board (IOE)
matter. | |

o b2
(3] , b7E
: bl
b7A

{UFHMWM"M“MWWMMUMW“ Two days later, the errcr was discovered.
Eurzan verfonhel immediately discortinued coverage of the
numcer and zejuestered all informaticon gained as a result of
the overcocllection. This informztion hasz been reduaced to CD-
koM forxat and is being sent to the DOJ Office of Intelligence
Prlicy zand Review (OI2R) for appropriate discosition.

iUJ ) llere, an error on the part cf the 21 resulted
in thes unintenticnal overcollectior ¢ Znfcrmation. Althcough
the Znforraticn was gathered in good Zaith by EBureau personnel,
we nevertiaelezs conclude —hat this ircident must be reported to
ths ZO0DB.

s174%dnh kar S lat
a05042 SE&\ ——

VEEFE SHOWM OTHERYISE
NSL VIO-31740
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\EDQBET

THTELLIGEHCE OVERSTGHT EBEOARD MATTER ¢b2
FIELD OFFICE HTE
IOE MATTER Z0U6 (1

(U
"M““mjﬁd: Ry elect rondo oo boat bonedatled Tone 25, 2006,

the Federal DBureau of Investigation (FBi)J field ;bZ
Oftice, reported a poggible Intelligonce Overgight Board (IOE) b7E
ot ter The LRI _ronortod thodt ‘Fr“mrql | b4

b7D

bl

| - - Lnternet

uzagel |
I | nre—rnet Prolocc [ 1P 30491 =55,

H-wever, while reviewing | ] B2
| Lne czage agent noted a clarge :

| b7E
b4

tior revealed thatl I b7D

H |without no-ifying the FBI. These changss resulted
| |previously—identified z 253 v
real_cocated to different presumed-U.S. person usersl |

l e o oot

[\

tUj'”““wmwm ~~~~~~~~~~~~~~~~~~ Tﬁd’ Subseduent investig

iU)”““W“”m“““m““%~£><: After discovering tlhemisiaks I J
purged the dncorrect dnernet 4414
| copied the data to five CDs b2
r procer nandling and destructior.. The CDs are currently b7E
ed at F2ZIHQ. bl

(IR (sa ,

|internet data res o2 from the intornet
prov_der's failure to communiczte the ~hange in the subsec
L IE oddreas | |

T

1 this <232e,

however, the internet provider fzilez to notify FEBI persconnel
DATE; 12-04-2007
CLASHIFIED BY £5179dmhksr/lnf NSL VIO-3178%, wrommatron CONTAINED .
EEASON: 1:9-{TY HEBFEIN- I3 UNCLASSIFIED- EXCEPT
DECLASSIFY ON: 12-04-2032 pg-1 WHERE - SHOWN- OTHERWIZE

SECRET




(0

SECRYT

of thz change. The FEI has slnee Lakern sheps Lo prevent

another comnunication failure, however, by reninding company

verzonnel of the need to inform Fursau perzonnsl oti I
B — — R

—Da Here, an crror on the part cf
resulted in the unirtentizcnal azquiszition of

‘nformation. However, becanse nones 7 this infornation was
ever attributed to any identifiakls incividual, it appears
Zikely that no preojudice occurred as a reocult of thic orror.

Co o PRY Regardless, we conclude that, in accordance wizh

the reporting regquirements of Sectiorn. 2.4 <f E.O. 12363, the
nternet provider's miszake and resulting cvercollection by —he
FEZ shonld ke reported —o the IOE.

from:
1fy on:

SECRET
NSL VIO-31742
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BEES
DECL

SECRET

IMTELLIGENCE OVERSIGHT EOARD MATTEK
FIELD OLLFICE
OF MATTEK Z0U6 ey

=) Ry electronie oo boeat ©onodated S0 gl Sy
Z2C0¢, the Federal DBuresau of Investigation (FLEI),

Field Office, reported a posgsible Intel_igence Oversight Board
{IOE] matter. The FEI repcrted that, -n 07/C6/2005, a case

ayent | frrcitted a
typograrhical errcr when issuing a national =zecurity leftter
(MSL) onm a targeted phonce number. Az 2 rezult of this crror,

the FBEI oktained in error the records 5f a third-party
Lusinsss, as opposed o the phone records of

12H
£55

“““ e W) On 08/02/2006, the case agent discovered and
reporfed nis error to his Chief Division Counse1l (CDC) and his

supsrvizor. Immediately =—hereafter, steps were taken £ ensure

that ths information was never uplcacec into FEI files or

‘ndicess.

R TR In this case, the case agent's typographical
2rror in preparing the NSL reguest resu_ted in the collection
of information unrelated Zo the investigation. Fecaluse this
Information was dmmediazZely sequesterec by the cage agent and
sukbsequently destroved at the directior - f the FEI Officze of
Gen=ral Counsel, no US person was prejudiced as a result of

n

)

0

thiz =zrror. MNevertheless, we concluce that, in accordance with

the reporting requirements of Sectior 2.4 cf E.O. 12363, this
err-r rmst kLe reported —o the IOB.

from.
s1fy on:

SECRET

1.4 (0
IFY OH: . 1o-0d-2032

SHOWN OTHERWIZE

Pg-1

: ALLL INFORMATION CONTATNED
+ BY s55179duh /kerSlanf IN I3 TMCLASSIFIED EXCERT
NSL VIO-31744;

b2
b7E

b2
b7E
b1



SEéRNR B2

IR - - b7E
IMTELLLGEHCE OVFRIIGHT EOARD MATTER

FIZLD QEELCE
iU}M”“w«w\ IOE MATTER Z0U6- 480 b2

mm”ﬁﬁi Ry elect oo cvoquon oAt Do Jdated _Agaagt 19, :b7E
iS) e ZC0&, the Iederal Dureau of Investigation (FLEI), 'ield ;b%
ceQffice, roported o pocgibla Tntel ligepoe Overgight Poard (TOR) b6
e | I biC
b4
b7D

On D8/08/2005, a MNaticnal sScocurity
Letter (NaL) was l1ssued for cnall address.

() "MM«w-)gQ Con Q8/16/2005, after receiving the reguested bd
nformation from I the case acert nctic=d a b7D
typograchical error in thf locuonce of tho NCT e L bl

tg?'wx Lecyested daforpation for b6

bicC

(O] 'Ekﬁ:LWUn discovering the errar, Lhz Case agent
Zmunediately seguestered and destroyec the TD of information b4
cubmittod by Aftcr attencding NSLE training b7D
ezrlisr fhisz year, she reported the incident and requested a

legal raview.

]

() o - I Here, a zypograghical crrcr on the FRI resulted

; arcidental covercollection of irnformaticn. Based upon our
in accordance with the reporting regquirenents of
Secticn 2.4 of Ezecutive Order 12863, the carrier's mistake
must e reported to the IOB.

jr‘;';.’

, ssify on? HERETIN I3 UNCLASSIFIE
17%dnh ks S lnt WHERE 3HOVN OTHERWISE
SE T

L -S0-2038
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U.S. Department of Justice

Federal Bureau of Investigation

SEER

Washington. D. €. 20535-0001
BEY TOURIER

Mr. Sterhen Friedman

Chairman

“nlzlligence Cversight Board
Rzom E0Z035

lew Lxezutive Office Bullding
T3t Street, Northwest
shington, D.C.

Wi
Dear Mr. Friedman:
FEnclosed for your informatiorn ig a self-syplanatory

s padyr =ntitled Y“Intelligence Overs. ght Board Mattsr b2
Z20EA (1J)

The memorandum sets forth erai;s cf investigative

L/ ;)

acztivity whicn the FRI haa determires was conducted ~aontrary to
e Attorney General Guidelines for FBI Foreign Intelligence
- fion and Foreign Counterintelligence nvvufquflmn and/or

_awsz, Bzecutive Orders, or Presidertial Directives waich govern
FE_ foreign counterinzelligence znc international terrorism
‘nvestigaticonz.,  This mat=er has als: besn refsrred to our
“nternal Investigations Section, Irspection Division, for a
detzrunination of whether any administrative acticon is warran-ed.
en

Enclosure

SIFIED
DETAC
SIFIED ENCL

rom,
y On-
DECLASSIFIED BY (65179 DMH/K3E./LUF
SBERPT
NSL VIO-31745
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Mr. Sterchen Fricodman

vyou or any memkber of your staff require additional
zn oral priefing will ke

(U)

Zhould
nformation concerning This matter,
arranged for you at your oonvenlience.

Julie F. Thomas
LCeputy Gereral ZTounsel

. = The Hdonorakle Alkertco R. Gonzalss

Lttorney Genesral
J.3, Department of Justice

Koo 5111

. - Mr. Jawes Bacer
C“ounzsel, Office of Intelligence Folicy and Review
' Department of Justice

Roorn 61570

NSL VIO-31746



(Rev. 01-31-2003)
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CLASS

REASON:

SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 13/0D3/2006
To: Attn: S H
Counterintelligencs Attn: TD-2CL
Inzpection Attn: Iz, Roomr 11261

From: Office of thes General Counsel
NSLZ/CILU/ RO il
Contact: AGC

D2
-
b2
!
[N
[N
N

Approved By: _Thowas Julie I

Drafted By:

case ID #v P _279-HO-C1220736-VIO  (Pending)

(3) Closed)
Tifiéf“m}&j INTELLIGENCE OVERSIGET BOARD MATTEKR b2
Z006

Synopsis: PR Tt is ~he opinion of the Off:-e of the General
Cocunsol (0GT) that this matfer must ke repecrted Lo thc
ntelligence Cversigh” Board (IOBE). A czpy of this opinion
shou_d re retained in the control file fcr review by Counsel
tz the I0z=.

() i Fro
1fy :

(U) Z7B-HO-CIZZ0736-VI0 Serial 1046

Details: (J)y Th
in file

e
£ 1 dated 0¢/19/2008, requested tha-=
O=C r=viliew the facts of t
r
f

Dy
‘aptiorez matter and determine
o the TORB. In our opinion, iz

d electronic communication {(EC) from
7
e

whether it warrants repor
d:ez not. Our analysis

= |

E C1odo(C)
DECLASSIFY [M: . 12-0Ud-2032 pg-1

g4-z007 ’
- ) . IFORMATION CONTATNED
ED BY €5179duh/kar/luf NSL VIO 311??% N IS UNCLASSIFIED EXCEPT

WHERE ZHOWN OTHERWIZE



T From: Office of the

Genera. Counse
Re: e d0-Cl2l9725-V10, 10703, &

L cp nz/o8/°0068 =z Nati-nal Security Letter (HSL)

i

was Lssusd for emall acdress.

""""""""""""""""" E}{: CpQ23/10/2005, after receiving the requested
information from| the casze agert ncticed a typographical

errordi the Jdesianse of ~le TS, Tle ToT, reoue=sted Joforma-ion

"""""""""" Upcn discovering the r, the <asze agent
mmediately seduaciorad.ond destro he TD of infarmaticon
subnitted by After cing MNZLE training earlier

d a legal

year, she reported the incids rt ;nd recueste

(11) Section 2.4 of Executive Order (E.O.) 128035,
datod 0%/13/1993, mandazcs that Incpecctors Geoneral and General
Cruns« -f the Intelligence Commurity components (in the FEI,

the A=ssistant Director, INSD, and the General Tounsel, O3C,
resoe-tively) report o the IOE “concerning intelligence
activities that they have reason to belleve may ke unlawiul or
contrary to Executive crder or Presicertial directive.” 'This
_anguags wasz adopted verbatim from E.O. 12234, dat=d 12/04/1381,
wher the I0Z was znown as the Pregident's Intelligence Oversight
Evard (EFIOR). By longs_anding agreemert between Lhe FEI andd Lhe
ZOE {and itz predeceszor, the PIOB), thi= language has keen
ntervretaed to mandate —he reportirg of any viclation of a
provisicon of the HM3IG, or cther guidelines or regulations
approved ky the Attcrney Generzl ir accordance with .C. 12333,
dated 12/04/1981, if such provision was designad in full cor in
part to ensurs the protec-tion of the irdividual rights of ULZ.
KeErsons.

..... _Mm”mmzsq: Here, a —ypodgraphical err-r oo oan N3 resnlted in
nocorrect information being cbtaincd. HVWC”‘l, in mitigation,

case agent acted properly v in sequestering
and dezstroving the CD as zcon 25 the errcor was discovered.

at, 1n

t

Regardless, however, we conclude

~ecllection, must ke reported. Ir accordanze with this

delermination, CGT will prepare 5 cover Tebter and mencrandum Fore

ZOF nctification purpoces.

SETRET
2

NSL VIO-31748

rdance with the reporTing rejuirements of Section Z.4 of E.O.
the FBI'zs typogragphiczl error, and resulting

b2
b7E

bl
b4
b7D
b6
b7C

joy:!
b7D



SMT

To: : From:  Office of the General Zounsel

e 2TC-HQ-C120G9T36-VIO, 1070372006
LEAD(s) :

Set Lead 1: (Info)

(U7 Fer inforrwration.
Set Lead 2: (Info)

COUNTERINTELLIGENCE

AT WASH-NGTOMN, DC

(11 For informnation.
Set Lead 3: (Info)
INSPECTION

AT WASETNGTON, D

(1) For irf-rmation.

CcC: Mo, Thonas

*

SECRE

NSL VIO-31749

b2

b7E

be
b7C



(Rev.

b2
b7E
b6
b7C

b2
b7E

01-31-2003)
SECRET
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 12/15/2006
To: Attn: 2324
D
Counterintelligence Attn: TD-_L
ey
Inspection Attn: DI s v ionrs v e e
From: Office of the General Counsel
N3LZ/CILU/ ROO pemmmSnid
Contact: 4GC 2i2=224

Approved By: wmlbamccololic L

Drafted By:

VIO (Pending)
(Closed)

< |
ot

TiF;g: ”§a THTE e NCE - OVERSTIGET BOARD MATTER

2061

Synop51s ...... =R It iz zhe opinicn of the 0ffice of the Sencral

“uns=l [UuC) that this matter does rot merlt reporting to the
Intelligence Cversight Bocard (IOB). A ccpy cf this opinicon
shou’d e retzined in the control file for review by Counsel
t- ths IOZ.

Sify !

Reference: (1) &) AB0455 Serial 4
{11y  272-HO-C1229736-YI0O Serial 1700

N (1) The referenced slectronic
in file Z75-HQ-Cl2297326, datezx (09
O=C review the facts of fthe captiorex
wleth r it warrants repor*inw to th

d-

cmnunlbqflmn (EC) from
2/2006, requested <hat
atter and determine

DB. Inoour opinion, iz

es not. Our analysis follows.

SECRET
15-14-2007 ALL INFORMATION CONTAINED
FIED BY 6517%dmhker /lmf NSL VId—_Et%g 15 UNCLAZ3IFIED EXCEFT
REASON: 1.4 (C) W SHOWN OTHERWISE

BECLASSIFY OM: 12l042204% pg_l



b2
Counael b7E

T From:  Office
Re: e -HO-Cl2io730-V10,

bl
b2

b7E
b6
{3) On 02/17/2006, a Electroric CTcmaunication Frivacy bic
Azt {ECFA) National Security Letter (HNSL) rejussting the name,
addreszss, length of service, gpd electr-opic coprunication
frangactional records for ~rail addLQSS,
| |The NSL was properly prepared SC -4 in .
a-oc-1rdance with The ATtorney General Guidelines, and ﬁb4
| ] the email }LO"ldcr, forwarded resconsive records To b7D
the Field cffice. '
b2

Y o I Ameng the respoensive records, however, Pield pIE
Office found twoe emall T—ransactions labeled "Thread-Topio"
apparcntly containing subjcct line content or similar
nformaticon.  These two transactiors containsd information
:2de the scope of The informaticon sought ov the NEL and
zd this inquiry. Upon discovering the apgarent error, <—he
ag=ent tock note Zhat
the information was never utilized by the FE1 in any way, nor
was T included or documented in the cass file.

(1 Seclion 2.4 of Execulive Order (E.O.) 128383,
dated 0%/13/199%, mandaZes that Inspectors General and Censral
Counaelz of fthe Intelligence Commurity c-mponents (in the FEI,
2sistant Director, INGSD, and the General Counsel, 05C,
regoective lj) report —o the IOE “oconcerning intelligence

activities that they have reason to believe may ke unlawful or
contrary to Ezecutive order <r Pregiczertial directive.” Thisz
was adopted verbatim from E.O. 123234, dated 12/04/19%1,
was snown as the Pregident's Intelligence Oversight

h
Ry longs—anding ajgreemert betwesn toe FRT and the
d its predecessor, the FIOB), this language has keoeon
fed fo mandate —he reportirg of any viclation of a
provi=zion of the MZIG, or cother guidelines or regulations

approved ky the Attorney Generzl ir accordance with $.C. 123335,
dated 12/54/19¢€ if such provisic - designed in full or in

pdr_ to ensuare fh~ protection of the irdividual rights of U.3.

iU]'mwm """"" '““““wﬁﬂi Here, an o ereos on bhe parr‘Jr[:::::;Jresultad i
the unintentional acquisizion of irZormaticn outside the scope of B4

SE P h7D

NSL VIO-31751



T From:  Office of the SR CTounael
Re: 72-HO-Cl2C29735-v10, 12/7185/C 5

the NZL. sbopld be noted that the FEI's actions after
reczlving overkbroad reszoons the MNSL were
comuendakble.  Upon learning that 1ad provided information
hevend the scope of the MN3EL, the leld Office toox steps
t- ensure thrt the information was not diszeninated and reques=-ed
~ega. guldance.

'“”“““mmwwm:bkil&;amination of the recors reveals no evidence of

un_zwful actions by the FRI or actiors cintrary to Ezecutive
Order or [residential Directive. According.y, we opine that this
ncident is not reportakble to the IOE. By this EC, we reques:
that *hﬂ[::::::]Field Office seguester and destroyv any remaining
reccrd of the two email transactiors giving rise to this incquiry.
nsrection 1s hereby requested to maintain a copy of this record
in the event that it is requested by the Ccunsel to the LOE.

SN

NSL VIO-31752

b2
b7E

b4

bh7D
b2
bh7FE



}SRET

b2
To: Fromw: Ciffice of —he Generzl Coursel L7E
Re: LZ78-HQ-T1209736-VIO, 12/15/2006
LEAD (s) :
Set Lead 1: (Info)
b2
Al b7E
(U) For information.
Set Lead 2: (Info)
COUNTERTNTELL - EENCE
AT WASHINETON, [C
(U) For Znfcocrraticon.
Set Lead 3: (Info)
INSEFECTTON
AT WASHINGTON, [C
(L) For information.
cc: ORI BIVEPTEPRS b6
I | b7C

IOE Library

+*

NSL VIO-31753



(Rev. 01-31-2003)

SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 3/18/2007
v To: attn: cod ]
b2 2R

bh7E
bHé ITnzpection Attn: TI73, Room 11361

b7C

Counterterrorism Attn: IT05 II,

From: Office of the General Counsel
N3L=Z/CILU/Rno 7 Q4
Contact: AGC

)
-
[N
!
[N
[N
iy

Approved By: Tlomas Julde I

bl Drafted By:

(0 p7a - L
PIA Gage 1D #e X)) el 82HOZC1220736-VIO (Pending)
(3)

Penzirqg)

'%Title%w~jiﬁ: INTELLIGENCE OVERSIGET BOARD MATTEK B2
2007 o
(I Synopsis:i-- ) Tt is ~he opinion of the Off!l-e of the General
Cocunsol (0OGT) that this matter does not merift reporting to the
nt=ligence CversighT Board (IOE). A copy of this opinion

o shou_d re retained in the control file fcr review by Counsel
;bl tz the I0z=.
b7A

b7E sify :

15 """‘“““'“Ré‘fer‘ence:“"'""BQ ””” - -
(U)  27B-HQ-Cl220736-VIO Serial _o32

b2 Detajls. (3 The referenced electronic comuunication ("ECM")
] from in file 278-HQO-C12724756, cated C3/07/2007, requested
b7E that OGT review the facts of the capti-oned matter and determine

whether it warrants repor-ingy to the IOR. Tn our opinion, iz
d-ez not. Our analysis follows.

) |

bl
}b?A

o
&

b7E “SSCRET
bé
b7C

{

)]

Cl FIED BY 65179dnh/ksr/luf NSL Vi®- HFSHATION CONTATNED
BEASON: 1.4 (C) HERETH T5 UNCLASSIFIED EXCERT
DECLASSTIFY ON: 12-04-2032 pg-l VHERE SHOWN OTHERWISE



(2

(U

SEomET ‘
b2
T [:::::::] From:  Office of the Gensral Counsel Db7E

Re: 72-HO-Cl229735-V10, 03/1&8/2007

bl
b7a

~PR{ ACS also reflects that, -n 01/321/07, a Maticnal
(‘" s

Security Letter M3L™) seeghking 2lectrinlic conrunication
transactiongdedlbocolde writh coos oA to e omad ] oo co ot o o o b7D

Y0k V4=V B BT AV o)

b4

- - P Shortly thereafterz,
[:::::::] provided the records but ircluzed therewitn the target's

I In ts tezt, the letter e
commuunication trarsacticnal records but ~
such reco-ds Jdid gt ro-lude "resooaqge b7

Trftetds M Ses jbl
b7A

2 3gent sequestered The material anc notified whizh
ogquontly provided a "cleozan" copy of the rezor Tho agen=
- urloaded any information from the first set of documents to 17D

emal. subjsct linss. JImmediztely upon dl’ﬁf"erlni the error, The

: OF ANV Cpe—e—e——Ureal’s computer systems. The only record b4
remaining of overproduction of documents is the initial <CD-

ROM, whicno i3 now sequestered within a safe.

(11) Rection 2.4 of Executive Order (E.O0.) oRG3,

Azt 0%9/13/1993, mandateg that Inspectorg General and Gensral
Couns=zls of Lhe Inlelligence Commurcibly components (in Lhe FEI,
the A=zsistant Director, INSD, znd the Zeneral Counsel, 0OGC,
reave~tivaly) report —o the IOB “ooncerning intelligence
activities that they have reason to belleve may ke unlawful or
c-ntrary to Erzecutive corder oz Presiczertial directive.” This
_anguags was adopted verbatim from E.O. 12234, dated 12/04/1321
whern the I02 was “nown as the President's Intelligence Oversight

: (EIOR). By longs-anding agreemert bstwesn the FBEI and the

o]

1]

2
O

and its predecesscr, the PIOB), this language has been
vrefed foomandate —he repsrtivg of o any viclation of a4
provizsion of the MSIG, or other guidelincs or regulations

b
)
W

approved Iy fhe Attorney Generzl ir acocordance with .0, 12333,
dated 12/04/19%81, if such provisior was designed in full cor in
part to ensure the proftec-ion of the irdividual rights of U.S.

perzons.

""""""""""" “““)Ei Here, an error on the part of resulted in =Zhe bH7D
unintenticnal acquisizZion of informatizn outside tne scope of Zhe ha
FET.  Thiz wattler thms oonstitiles 4 thivd-party error in ’

SPeRET
2

NSL VIO-31755



SECRST ‘
b2
T [:::::::] From:  Office of the Gensral Ciunss Db7E

Re: CTe-HO-Cl229735-V10, 03/1a/2007

resoconding to the M2EL and is therefore ntt reportakle fo the
ZOR.!

- -] Further, fcr the sake 2F ocompogsieness, it should ke
Td tha* immediately 2arniny that] had provided an
overbroad respcocnse, the Fiels Ottice tock steps to ensure
fhaf the information was ot dissemndirated and requested legal

Juidance. EZxaninaticon of the record reveals no e=vidence of b7D
un_zawful acticns by the FRI or actiors cintrary to Ezecutive ba

Order or Fresidential Directive. Accordingly, we opine that this
incident is not reportable to the IOB.

b2
b7E

................. P By this EC, w2 request that the Field
Office sequester and destroy any remairing Leco rd of The two
emall transactions Jiving rise tco this Znguiry. laspecticon is

herzkby rejquested Lo maintain a copy oI thiszs record in the evens
that it iz reguessted by the Counsel to the ZOB.

! On 053/728/72006, NSLE sent a letter to the Counsel for
the ZOB reguesting their oconcurrence t treat these third party

errcrs as non-reportable, though we will require the field to
continue Lo report any inproper collectizn under an NSL as a
potential TOR matter. By letter dated 21/13/2005, the Counsel fo
the Z0OB agreed that third party errors in the wullfction of
nfermation puarsuant —o an HZIL nust ke reported to O3C, but ars

nct reportakle ta the IOE.
SE&ET

3

NSL VIO-31756



\SE«CRET

To:l Trom: OZfice of the Gerneral Councse B7E
Re: TT2-HO-Cl229736-YI0, O2/12/2007

LEAD (s) :

Set Lead 1: (Info)

b2

b7E

ATl b7D
b4

(U is rejquested fc _destroy the sequestered
irZormaticon erronecusly provided by

Set Lead 2: (Info)
ILSEECTION

AT WASHINGTON, DC

(11) For information.

CC: Mz Thonnas

[an

5t
a

LOE Liorary

*

SECERAT

NSL VIO-31757



U.S. Department of Justice

Federal Bureau of Investigation

SEeRET

Mr.

Washington. D. €. 20535-0001

By

Sterhen Friedman
Chairman

“nlzlligence Cversight Board
E0Z0%
cw Exeoutive Office Bullding

Koo

Wa

Dear

Iz 1oes

“th
i

Mr.

=l

cStreet,
shington,

Northwest
D.C.

Friedman:

Enclosed

2006

raney General Guidelines
ion and Foreign Counterintelligence

Executive Orders,

TOURIEK

for your informatiorn ig 3 self-=yplanatory
ur o =ntitled “Inzelligence Overs:.

Jht Board Matter

" ( U }
The memorandum sets forth Zetails cof investigative
whicn the FRI has determirez was conducted o—ontrary to

or Presidertial

This mat-er has als:o

Enclosure

SSIFIED
DETAC

SIFIED ENC

Directives wnich
foreign counterinzelligence znc internaticnal terrorisn
se=atigations.
“nternal Investigations Section,

fzrminaticon of whether any administrative

be=n
Irsgection Division,

for FBI Foreign Intelligence

“nvestigations and/or
JOVErD
referred to our
for a
warran-a=d.

aotbion iz

o )
Y .

DECLASSIFIED BY (65179 DMH/K3E./LUF

NSL VIO-31758

Pg-1



Mr. Sterchen Friodman

vyou or any memkber of your staff require additional
zn oral priefing will ke
(U)

Zhould
nformation concerning This matter,
arranged for yvou at your oonvenlience.

Julie F. Thomas
LCeputy Gereral ZTounsel

. = The Honorakle Alkertco R. Gonzalss

Lttorney Genesral
J.3, Department of Justice

Koo 5111

. - Mr. Jawes Bacer
C“ounzsel, Office of Intelligence Folicy and Review
' Department of Justice

Roorn 61570

NSL VIO-31759



U.S. Department of Justice

Federal Bureau of Investigation

SBERPT

Washington. D. €. 20535-0001

By

Mr. Sterhen Friedman

Chairman

“nlzlligence Cversight Board
Rzom E0Z035

lew Lxezutive Office Bullding
T3t Street, Northwest
shington, D.C.

Wi
Dear Mr. Friedman:

Enclosed
O T00. Tpudialiddd

206 ")

TOURIEK

for your informatior ig a sgelf-syplanatory
noentitled “Intelligence Overs:

Jht Board Matter

The memorandum sets forth cetai’s cf investigative
ity whicn the FRI has determirez was conducted —oontrary to

\ttorney General Guidelines
t

Executive Orders, or Presiderntial

s=atigaticons.  This matzer has also
“nternal Investigations Section,

Enclosure

for FBI Foreign Intelligesnce
‘fion and Foreign Counterintelligence
Directives wnich
foreign counterinzelligence znc internaticnal terrorisn
besn
Irsgection Division,
zrmination of whether any administrative

“nvestigations and/or
JOVErD
r=f=rred to our
for a
warran-=3d.

aotbion iz

NSL VIO-31760



Mr. Sterchen Friodman

vyou or any memkber of your staff require additional
zn oral priefing will ke
(U)

Zhould
nformation concerning This matter,
arranged for yvou at your oonvenience.

Julie F. Thomas
LCeputy Gereral ZTounsel

. = The Hdonorakle Alkertco R. Gonzalss

Lttorney Genesral
J.3, Department of Justice

Koo 5111

. - Mr. Jawes Bacer
C“ounzsel, Office of Intelligence Folicy and Review
' Department of Justice

Roorn 61570

NSL VIO-31761



U.S. Department of Justice

Federal Bureau of Investigation

WPCRTT

Washington. D. €. 20535-0001
BEY TOURIER

Mr. Sterhen Friedman

Chairman

“nlzlligence Cversight Board
Rzom E0Z035

lew Lxezutive Office Bullding
T3t Street, Northwest
shington, D.C.

Wi
Dear Mr. Friedman:

Enclosed for your informatiorn ig a self-syplanatory

s candugr =ntitled Y Intelligence Overs. ght Board Mattsr b2
20 (1))

h

Tne memorandum sets forth cetai’s cf investigative
ity whicn the FRI has determirez was conducted ~ontrary to
yttorney General Guidelines for FBI Foreign Intelligence
‘fion and Foreign Counterintelligence “nvestigations and/or
Fxzecutive Orders, or Presidertial Directives wnaich govern
FE_ foreign counterinzelligence znc international terrorism
‘nvsstigaticnz.  This mat-er has also besn r=fsrred to cur
“nternal Investigations Section, Irspection Division, for a
=terninaticon of whether any administrative acticon is warran-ed.

+

(

Enclosure

SIFIED
DETA
SIFIED ENCL

DECLASSIFIED BY (65179 DMH/K3E./LUF

NSL VIO-31762



Mr. Sterchen Friodman

vyou or any memkber of your staff require additional
zn oral priefing will ke
(U)

Zhould
nformation concerning This matter,
arranged for yvou at your oonvenience.

Julie F. Thomas
LCeputy Gereral ZTounsel

. = The Hdonorakle Alkertco R. Gonzalss

Lttorney Genesral
J.3, Department of Justice

Koo 5111

. - Mr. Jawes Bacer
C“ounzsel, Office of Intelligence Folicy and Review
' Department of Justice

Roorn 61570

NSL VIO-31763



(Rev. 01-31-2003)

SESRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 09/22/2006
To: Attn: 555
b2 Inzpection Attn: IIST Room Ll-ol
bTE
b6 Counterintelligence Attn: TDaL
b7C 1Je
From: Office of the General Ccounsel
NELZ/ CTILU/ RCOO ! i
Contact: AGC 202-2244
Approved By: Thomas Julie F
Drafted By:
Case ID #: (IJ) Z78-HQ-cl225%736-VIO
ik
b2 Title: -  INTELLIGENCE OVERSIGET BOARD MATTER

2006

o~

(1) -

(EC) from

T Synopsisio-{ Tt is —he opinion of the Offi-e of th= General
Councsol (0GC) that this matfer must ke repecrted Lo thc
nteligence Cversighz Board (IOEB). A copy <f this opinion
shou_d re retained in the control file fcr review by Counsel
t: the I0zZ.
ity :

' Reference: (1J) 278-HQ-T1229726-VIO Seria_ _460

b2

b7E Details: (U) The referenced electronic comuunication

dated 06/21/2006, requestesz that OZC review the facts

nf the zaptioned matter and determine whether it warrants

repcrting to the IOE.
Aocordingly,

1z necessary.

Easzed on the facts
52

)

of this
will prepare a cover letter and

case, reporting

wern: randur. for IOR no-ification purposes.
(=)

bl
b7A

DATE:  1Z-04-2007

TL&3SIFIED BY 65179dut/ksy/1uf
ngmﬂhiy4iﬂ}

DECLASSIFY. ON:.. Li~04=-2033

SESEEE\

NSL VIChak

WHERE -

pg-1

FARMATION CONTATNED
% UNCLASSIFIED EXCEFT
SHOWN - OTHERWISE



SESRET

T::[:::::::::] From: Office of the Gereral Tounzel

Re: (U)  Z279-HQ-c-1229736-V10, 0%9/22/2006

b7A
b2
b7E

| not present cn tke day 1

be_ievipnd | D2
Mave Lecll 10 SLLCr. ool oly Lhnerca-ter,| b7E
disgccyered fhe error and digcontinies coveradel

b7A
bl

“mnediately szquestered, placed on a CD, and forwarded to HSAE
ering. MNSLEB subsequently rnot_fied the substantive

f-r saf=ke
headquartezrs anit, CD-1C, of the overco_lection. The D was
hand-delivered Ly NSLE —o a CD-1C intelligsenze analvst, for

transwittal to CIPK.

(U) 3Section 2.4 of Executive Order (E.O.) 12853,

datzed 06/13/1992, manda=eg that Ingpectors Genseral and General
C-cunssls of the Intelligence Commur.ity components (in the PRI,
the Azsistant Director, INSD, znd the Seneral Counsel, OGZ,
resvectively) report —o the IOB Y“concerning intelligence
activities that they have rezson fo kelileve wmay ke unlawful or

c:ntrary to Executive order or Presizertial directive.” This

_anguage was adopted verkbatim from E.O. 12234, dated 12/04/1281,
whern the TOZ was <nown as the BPresident's Tntelligente Oversight
Board (FIOB). By longc-anding agreccmer.t kbetween f£he FBI and the
ZOB {and its predecessor, the FIOR), thls language has bheen
nterorseted Lo mandate —he reporftirg of any violation of a
provizion of the NSIG, or other guidelines or regulations
approved Ly tne Attorney Generzl ir. accordance witnh Z.C. 123323,
dated 12/34/1%21, if such provisior was designed in full or in
part to ensure the protec-ion of the irdividual rights of U.S.
persons.

SE T

NSL VIO-31765



(-

T Frome:  Office of sereral Tounael

Re: (U)  Z278-He-c1229736-YV10,

e Y In this case, the irterception of comuounications

|1:|_t,}'1.".11r1h iadver—ont

nust pe reported to the IOE benalss L eceecsdd
| 3id not include cover o Z I

e, wmmmmmiyq Nonetheless, it 1s also appronriate to note
thad resgponse in discontinujecccaer oo S Loy the
errcr was dliscovered was oommnendzble. Was
discontinued | | arn2 processing of the

nformation stopped lmmedlately thereafter. The infaormation was
lmmediately sequestered and forwarZfez to NELE. It nas since been
hand-delivered to the substantive FBIHY unit, CD-1C, for
transmittal to CIFR.

""" T ““DS(Iﬂevertheless, we conclude that, in accordance wizh
the reporting requirements of Sectiorn 2.4 <f E.O. 1Zz63, the
TTA's mistake in failing Zo recognize that the interception was
being dicocontinued in accordance with a court order regquires IOE
n-tification. In accordance with this determination, ©5C will
prevars a cover letter and memnorzancum for IOL notification
puronses.
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SEO\? v
b2

T From: Office ~f the General Tounsel L7F
Re: 0y 2 e-1Q--l o287 26=-YI0, 20/022/2004
LEAD(s) :

Set Lead 1: (Info)

] b2
al) DTE

(U) For action deemed appropriate.

Set Lead 2: (Info)
TNSZECTION

AT WASHINGTON, DC

{(U) Zor action deemed appropriate.
Set Lead 3: (Info)

COUNTERTINTELLIGENCE

a4

T WASHINGTON, DC

{11y CD-1C is directed tc deliver the CD-ROM to OIEK,
for final disposition.

ccC: Ms. Thomas 1e
h7¢C

TOE LILTaly

4

SEtQE\

4
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b2
b7E
b6
b7C

EEQEFT

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/04/2006
To: Attn: =FA
Inspection Attn: TI75, Room L1360l
CTounterintelligence Attn: TD-GEL_Eocn 10094
2SR
From: Office of the Ceneral Counssl
N3L3/CILU/Rooped Ol
Contact: AGC 202-324
Approved By: _Thomas Juldie I
Drafted By:
Case ID#: I$4C LJ0-HO-C1020736-VIO bl
(S) ;
(5 h7A
Title:~~ P  INTELLIGENCE OVERSIGET BOARD MATTER b2
20005 b2 b7E
sYﬁépéisr%-Dﬁ It is ~he opinion of the Offlze of ths General
Counse iOGZ) that this matter must ke repcrted to the
“ntel ligences Cveraigh= Roard (TOBI. A cpy «f this ~piniomn
chou’d e rotained in the control filce for review by Counsel
t: ths IOZ.
(1) ivved From
D ' »
bl
Reference: (S)| | b7A4
AAAAAAAAAAAAAAAA DR T T B-AO-CI 0T 36-VI0 Serial 1400 b
Details: (1J) The referenced electronic cocmmunication (ECY from b7E
l | dated 06/23/2006, recquested that OGCT review the

facts of the captioned ma<ter znd zZetermine whether it warrants

reporting to the IOB.  In our opinieor,
repcrted to the ICE. Our analysis

the ‘ncident must bhe

follows.

{2 I

Er 12-04-2007
-1 IFIED- BY &Li79dnk ke rSlnf

DECLASSIFY Al 12-0d4-2032

ALL INFORMATION CONTAINED
NSL VIEERRT68: VHCLASSIFIED EXCERT

WHERE ZHOWH OTHERWISE



b2
bTE
e
b7C

SEORET

T | |Rttn: SA
CFrom: Office of the General Counsel
Rew DR 77A-HQ-C1270736-VT0, 08/04/7008

(8

bl
bTA

(1

-

}

1
-(ké Subsegquent investigatior revealed thatl I b4

1

]

}

_ ] 07D
without nozifying the FBI. resulted in o)
| |JidentiZieg 1P address kbsing h7A
real_ccated to different users | '
rezut.l ipnadyertent ToF

(Uj“"

T %”ﬁii: After discoverindg fhe jpistalee purged
the ‘necrrect internez daza | b2

|and copied the data to five CDs bR

()

f-r provrer nandling and destructior.. The CDs were destroved by
FEZHQ p=rzonnel at the direction of OIFR.

~§§ﬁ Ultlimalely,
internst data resultec from the internet provider's

!

I In this case, how

ver, tne interne
=)

1_|l'
m

cwev

provider failed to no-ify FBI perscnrel of the change. The =EI

has sinoe taken steps to prevent arother communication failure,
by remindipg company reraonrel of fthe peod fo Jnf-rg

rersrrel of] |

bl

o)
B O
Section 2.4 ?f L7E
mandates that .
é Int=lligence bIA
£ Director, INZL,
erort to the IOB
hey have reason to
ot i ve order or

wis adopted verbkatim from

(UJ) Regardles
Exezutive Order (E.O.) 125363

_nsoectors General and Geners
Community ccmponents (in
and the General Counsel,

believe nmay be unlawfnl
Prosidential directive.

IZs
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SEéﬁsT

I Inzpeotion

E.O. 173
Fresident

- | 2ttr: 32
LErom: Office of the General Counsel
T NTR-HQ-C12009736-VT0, 0870477006

, dated 12/04/15%21, when the ZOR was known as the
s Intelligence Oversight Board (PZIOB). Zy longstanding
agreement between the FEI and the IOE

(and 1fs predecessor,

PICE], this ljthdgt has keen interpreted to mandate the

repcrting of any violaticn of =z provision <f the MN3I, or other
the Attorney General in
accordance with E.O. 12333, dated l’/U4/l9J‘, if =uach provision

guidelines or regulations app

aved Ty

was dezsigned in full or in part to ersure the vrotection of

ndividual rights of U.S. persons.

no wvreijudice cocurred as a Zesult oI

p-= FFgﬂllenﬁ, we conclide
the roportling roguircements of Scction

det

OB notific aflun purposes.

é;ERQE

c
rouination, OGC will prepzre z cover lett

S i )f Here, an error on the part of
| Lesulrmd in the unirtenti-cnal az-quisition of

nformation.  However, kbecause none oI
attrizuted to any identifiable individial, Zt apgpears lizely thaz
this =rror,

that, in accordance wizh
f E.O., 12363, the
Internet provider's mis dke and resulting cverzollection by
LI should ke reported —o the IOB. 1In acccr

o

O~

2.4

~dance with this

NSL VIO-31770

thiz information was ever

1 and memo>randuin
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SESRET

b2
T — i} Rttni S ) Inzpection Eb7E
(e ““%ifff4>5¢t%gz—;é—;?iﬁé§gzié#ﬂtuEgj;Z/fﬂﬁﬁ Eggc
LEAD (s) :
Set Lead 1: (Info)
ﬂ
(U) For informazZion.
Set Lead 2: (Action)
LHSP=CTICN
AT WASHINSTON, DC
() For action decemed cpprepriatce.
Set Lead 3: (Info)
CONTEXTHTELLIGENCE
AT WASHINGTON, DC
(11) For information.
CC: Ms. Theomas hé
| ] h7cC

IOz Library

124

Sthﬂ\

4
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SBBRE‘.T

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 09/30/2006
To: Attn: DT
Repey I
A
Tnspection Attn: T75, Reon 11341
b2
b7F Zounterintelligence Attn: TD-ZD
bé . , .
L7C From: Office of the General Counsel
i N3L=/CILU/Rooy 7647
Contact: A 202=-224
Approved By: _Thomas Julis F
Drafted By:
Case ID #: (1) D78 -HQ-cl229736-VIO
(o
Titléi“”ﬁ<) INTELLIGENCE OVERSIGET BOARD MATTEK h2

2006

{0y —gynopsis: X Tt is ~he opinion of the Off!-e of th= General
Cocunsol (0GT) that this matfer must ke repecrted Lo thc
nteligence CversighT Board (IOEB). A copy <f this opinion
shou_d re retained in the control file fcr review by Counsel
tz the I0z=.

v DeotassTEy Om YL
ify O

Reference: (UJ) Z278-HQ-T1229736-VIO Seria. _E£80D b2
. . , , o b7E
Details: (11  The referenced electronic comuunication (EC) from

dated 08/08/2006, rejueszted that 0CC revisw the faczs

~f the zZaptioned matfter and determine whether it warrants »
repcrting to the IOE. Eased on the facts cof this case, reporting bl
15 necessary Aocordingly, O32 will prepare a cover letter and b2
e randu fuL IOE no=-ification purposes. b7E
= | s
bC

sw

DATE: 15-04-2007 )
CLARSIFIED BY &5179dul/ker/luf

NSEAID:31/72C)

DECLASSIFY ON: 12-04-2032



NT
h2

oo | From:  Office Counsel h7E
Re: (U) 2728-HC-c1229736-V10,

(5 bl
b2
b7E

(3) Oom NT/0G agent caused a national
gecurity letter (NSL) - | wome telsgphone b6
nuncerd | H7C
| ITr error, —he case agent typed the wrong phone nunber
into this request and subsequently rece: the telephcne records Lbl
of 3 ouszineszs entity unrelated to the stigation. b2

(M - DTE

ST )Xi On 08/02/2006, the case agent discovered and
repocrted the error to his Chief Division Ccunsel (CDZ) and his
supsrvizor. Immediately ~hereafter, he tock sters to ensure tha-
the Znforration was never uplozded intz EBL files or indices.

The hard copies of th information rema-n in the case agent's
poszezsion to this day.

() Scction 2.4 of Exccutive Order (E.O.) 12853,

d#t d 0%/13/1993, mandazes that Inspectors General and General
of the Intelligence Commurity ccmponents (in the LI,
th9 P’blbtaﬁt Director, INSD, znd the Seneral Counsel, Z

= vely) report —o the IOB “concerning intelligence
activitiesz that they have rezson tc kelleve may ke unlawful or
contrary to Executive order or Presizerntial directive.” This
_anguage wazs adopted verbatim from E.O. 12234, dated 12/04/1381,
whiern Lhe I0Z was <nown as Lhe Pregidentl's Intellligence Oversighl
E-rard (LIOE). Evy londgs-anding agreemert between the FEI and the
ZOR {and itz predecegsor, the PIOR), this language has heen
interorsted t£o mandate —he rzeporting of any violation of a
provizicn of the NSIG, or other guidelines or regulations
Attorney General in accordance with Z.C. 12333,
, if such provisgion was designed in full or in
vhe protection of the irdividual rights of U.3

pel OIS .

(I e 3¢ In this case, the casc agent's typographical error
I owreparing the N3L request rezultes in the ocllection of
nfecrmation unrelated to —he investization.

R o B Nometheless, it is zlso appropriate to note
the case dg~nf‘ﬁ exemplary oconduct in: 1) immediately notlrying
his sup=ricrs and CIC; ii1) sejquesterinz the information; and 1ii)
ensuring that no dissemination took place.

SE}&?

2
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SECRET

To:l | From: ©ffice of the General Counsel
Re: (U}  ZV=-HQ-<1226730-YVI0, (03/30/20046

3 Nevertheless, we conclude that, in accordance with
the reporting reguairements of Seccion 2.4 oI E.O. 1286%, this
error must pe reported to the IOE. In accordarnce with this
delermination, OZC will prepare a cover laftfer spd mencrandun for
IOR notification purpczes. Ey this Eﬁ,l Jis als- hereky
directed to dezstroy any and all hard coples or =2lectronic
versior.s of the informaticn rewAaining. Following the destruction

o~f the materials, no farther acticon 15 reprired.

SE
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DRCRET

b2
Ta Frome Office of the Genoral Crinsel bR
Re: (U) Z78-HQ-<l20C0726-VIO, 29/31/2006
LEAD (s) :
Set Lead 1: (Action)
b2
AT b7E
(1 igs herepy directed to destroy any and
411 informalIcl Jarthered as a result of the errconeously issusd
MEL.
Set Lead 2: (Info)
IMNSTECTION
AT WASHINGION, DC
(11  =nr action deemed appropriate.
Set Lead 3: (Info)
CCUNTERINTELLIGENCE
AT WASHIMGTOM, DT
(V) For action deemed appropriate.
cc: M= Thomas bé
| il b7C

IOR Library

+¢

sﬁﬁqﬂi
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