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To: Director's Office 
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b2 
b7E 
b6 
b7C 

Attn: OPR 

Attn: CDC 

From: General Counsel 
National Security Affairs/Room 797-
Contact: Julie F. Thomas 

Approved By : Thomas Julie F. 

b2 Drafted By: 

Case ID #:(Ui ( 
¡XCE'PI 

2 7 8-HQ-C122 97 3 6-VIO '¡117 

Title : (U) Q POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2006 

¡U) 
Synopsis: • It is the opinion of the Office of the General 
Counsel (OGC) that the above-referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

:u) 

(U) 
Reference : 

Der i ve4^fr omj^jS»- 3 

27 8-HQ-C122 9736-VIO-1114 

bl 
b2 
b7E 

b7C 

Details: • O^C As noted in the electronic communication (EC)., 
^ CJ J this matter hag^rispn a rpsnlh of a National .Sficnri tu T,ptfpr 

SECR 

b6 
b7C 

N 
0IG/D0J REVIEW: 
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vESTIGÄTIÜNi 

DATE: 3 ' 



b2 
b7E To: 

(TJ) Re: 
From: 

(X^ 27Ô-HÛ-C1229736-VIO, 

SECRK^ 

General Counsel 
02/06/2006 

(S) 

(S) 

(S) 

<S) 
. Aq part nf t-hit; i ntr«=>̂1- i rrat- i r.n an NST. Hai-pH 

6/23/05 was issued to 
for financial I-Arorrlq nprt-aininn 

subj ect The NSL was transmitted by EC to 
service. By EC dated 8/02/05, 
results of the NSL received from 

for 
1 t ransmi t ted the 

o the 

to 

(S) , in December noticedthat 
The case agent began reviewing the documents and 

had provided two 
documents which were unrelated to the subject of the NSL: 

The case agent assumed that this customer 
was a United States person. He made no use of these documents; 
nothing from them has been uploaded into any database or stored 
in any file. The case agent informed the Chief Division 
Counsel(CDC), who requested that the agent forward the documents 
to him. The CDC has secured these documents pursuant, to 

CCJ in an email to all 
notes that there is nothing in 

to produce those two 

instructions given by .AGfl 
CDCs dated 11/22/05.1 
the NSL which should have led 
documents. 

( Ï Ï ) (X) As required by Executive Order (E.O.) 12863 and 
Section 2-56 of the National Foreign Intelligence Program Manual 
(NFIPM) ,... OGC was tasked to determine whether the erroneous 
production of two documents unrelated to the 
subject of the NSL is a matter which must be reported to the IOB, 
It is. 

(U) X ) Section 2.4 of E.O. 12863, dated 9/13/1993. 
mandates that Inspectors General and Gene ral Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 

bl 
b7D 
b2 
b7E 

bl 
b7D 
b6 
b7C 
b2 
b7E 

bl 
b7D 

1 This email instructed the CDCs in Field Offices to seal and sequester information 
improperly received from a carrier pursuant to an NSL. 

SÌìŜ ET̂  
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b2 'U1 To: 
b7E Re: 278-HQ-CI229736-VIO, 02/06/2006 

bl 
b7D 

(S) 

From: General Counsel 

intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
directive." In this instance, the erroneous production by 
; of two documents concerning an individual who is 
/most probably a United States person was done without the 
authorization required by law. Consequently, in accordance with 
E.O. 12863 and Section 2-56 .of the NFIPM, the error must be 
reported to the IOB,-which this Office will do. 

SEb^ET 
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b7E Tc- \ /. 

b2 
b7E 
b7D 
bl 

SECRK^ 

From: General Counsel 
Re: 2 78-HQ-C122 973 6-VTO, 02/06/2006 

Set Lead 1 : (Action) 

(S) AT 

Return sealed documents to 

Set Lead 2: (Discretionary) 

INSPECTION 

AT WASHINGTON. P.C. 

(U) For appropriate action, 

b6 
b7C 

1 -
1 -
1 -
1 -
•• 

MS Thr>ma g 
I Ant i ng UC) 

IOB Library 

SECRET 

. 4 
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BY COURIER 

b2 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2006 | (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - 27 8-HQ-C12297 36-VIO •Wit 

UNCLASSIFIED WHEN 
DETACHEV FROM 
CLASSIFIED ENCLOSURE 

Derived fro: 
Declassify 

!ultiple Sources 
ebruary 7,2031 

se^E: 

NSL VIO-18351 



Should you or any member'of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker III 
Counsel for Intelligence Policy and Review 
U.S. Department of Justice 
Room 6000 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzalez 

-2-
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SEC C&ÇT 

b2 
b7E • INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

FIELD OFFICE 

b2 
b7E 
bl 
b7D 
b6 
b7C 

(S) 

(S) 

. The 
I n ve s ticjation has 

IOB MATTER 2006- :s) 

of 
division 
J_Q rognnngo 

Field Office of the Federal Bureau 
reported an error in conjunction with that 

] Tn this rpgsrHf 

5) 
Ufirèlâtèd Cô 

:ustomer 

i-0—.a National Security Letter (NSL) 
erroneously provided two documents Whiih were 

TTIe subject of the NSL, which were associated with a 
who is probably a United States person. 

(U) This matter has been reported to the FBI 
of Professional Responsibility for appropriate action. 

s Office 

Derive 
Declass 

G-3 
25X1 

SEC: 

NSL VIO-18353 



(Rev. 01-31-2003) 

SECRÌrS^ 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 

Precedence: ROUTINE 

To 
/Director's Office 
General Counsel , 

From: 

Contact: CDC 

Approved By: 

Drafted By: 
(U) Case ID #: (S) 

n 

Date: 03/07/2006 

Attn ( 
Attn:' ÔPF 
Attn: AGC 

27y-HQ-C122y7J6-V10 (Pending) -

' Title: 
b2 

sis : USiC To 

POSSIBLE INTELLIGENCE OVERSIGHT-
BOARD MATTER 
2006 

Synopsis : l&K To return material provided pursuant to an NSL 
to the financial instiution. 

b2 
b7E 
b7D 
bl 

(SI 

(S) 

(U) 

( U ) 

DerivecKXa^om : G-3 
Declassify- On: XI 

Reference: (A) 278-HQ-.C1229736-VIO-Serial 1177 

Enclosure 

bl 
b2 
b7E 
b6 
b7C 
b7D 

(s) : {Jg^ Enclosed for 
fanvMnnp rnnt̂ ii ni nn mafprial nrnvi H^H h J 

i_a a ¡Lû_ 

pursuant to a National Security Letter (NSL) issued by SAC 

Details • - X i riiragf irra-KvAn ^ 1. 
¿ a m z n 

issued an NSL as part of an 

rrVr r m d ^ ^ a I r^ArV^ 
relating to the subject. By EC dated 08/02/2005 
forwarded documents responsive to this NSL to| 
December 2005 while reviewing the documents the 

rin 

SEC 

NSL VIO-18354 



b2 
b7E 
bl 

SECR 

To: p-rnm • 
(S) 03/07/2006 

b2 
b7E 

case agent noted that several documents were not related to 
the subject. The records were not further reviewed and were 
secured by the CDC pending notification of a possible 
Intelligence Oversight Board (IOB) Matter. General Counsel, 
in the referenced EC. directed Cincinnati to return this 
material to 
institution 

for return to the financial 

NSL VIO-18355 



b2 
b7E 
bl 

SECRS^1 

To: 
Re: 

From: 
(S) 3/07/2ÔÙÔ 

b2 
b7E 

b7D 

LEAD(s): 

Set Lead 1: (Action) 

AT 
_L£J -Pf̂l- n -r-T-1 t-ViP> g.rir-1 ̂ qpH Hnriimont-g t- ̂  

Set Lead 2: (Info) 

DIRECTOR'S OFFICE 

AT OPR 

ĵjj Read and clear. 

Set Lead 3: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Read and clear. 

SECR: 

j 

NSL VIO-18356 
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SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Date : 03/07/2006 

b2 
b7E 
b6 
b7C 

Director's Ottice 
/General Counsel 

Attn: 
Attn:' OPR 
Attn: AGC 

From 

bl 
b2 
b7E 

iu> 

Contact: CDC 

Approved By: 

Drafted By: 

Case ID #: (S) 
ÍU) / (Pending) 

T i t l e : { p / POSSIBLE INTELLIGENCE OVERSIGHT 
WNAPN MATTAI? 

(U) 2006 b2 
S y n o p s i s : T o return material provided pursuant to an NSL 
to the financial instiution. 

(U) Derive 
Decla 

ÍU) 
b7D 
b2 
b7E 

Reference:)x( 278-HQ-C1229736-VIQ-Serial 1177 

Enclosure(s) : Enclosed for 
\ ¡1" } \ envel one containing material nrovi ried hvf 

is a 1A 

nnrsiianr ro a Narinnal Semri ry l.pffpr (NSL; issued fiy SAL' 

bl 
b2 
b7E 
b7D 
b6 
b7C 

Details: 
( g ) -i nvest i aat i Qĵ  

issiipd an NRT, as nart nf an 

in. 
for financial records 

relating to the subject. By EC dated 08/02/20051 — 
forwarded documents responsive to this NSL to 
December 2005 while reviewing the documents the 

SECRE^ 

NSL VIO-18357 



To: 
Re: 

TI 
(S) 

SECRET 

03/07/2006 

case agent noted that several documents were not related to 
the subject. The records were not further reviewed and were 
secured by the CDC pending notification of a possible 

General Counsel, 
to' return this 

Intelligence Oversight Board (ip3^—M-^i-mr 
in the referenced EC, directed 
material to 
institution 

:or return to the financial 

SECRET 
2 

NSL VIO-18358 



SECĤ I ET 

To: 
Re: (S) 03/07/2006 

LEAD(s): 

Set Lead 1: (Action) 

AT 

**t~S«!l Return the enclosed documents to 

Set Lead 2 : (Info) 
DIRECTOR'S OFFICE 

AT OPR 

( U ) V ) Read and clear. 

Set Lead 3: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Read and clear. 

3 
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(Rev. 01-31-2003) 

SECÎÏ̂ ST 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/31/2006 

Tc Attn: CDC 

b2 
b7E 
b6 F r o m : 

b7C 

•,/Director ' s Office 
General Counsel 

Attn: OPR 
Attn : AGC 

bl 
b2 
b7E 

Conta^: . IS£ 
Approved By : 
Drafted By: 
Case ID #: ( 

(U) Ĉ j 270-HQ-C1229736-VÎO (Pending)/ ~F 
(TJ) Title: (Y) POSSIBLE INTELLIGENCE OVERSIGHT 

BOARÖ—MAinnLELB-
b 2 2006-

;USSIEIID ET.... 
Œàl6Iî ìv4 ("E 
>ECLÂSSIFY 01; 

b7D 
Synopsis: (S) NSL material returned to financial 
institution 

(X) 

bl 
b2 
b7E 

b6 
b7C 
b7D S) 
b2 
b7E 

CU) 

Reference : (S) 

Derivfedf From : G-3 
Declassify On : XI 

Details: ]£) On 03/31/06, ISS 
returned documents that were provided to 
JDX i n r e s p o n s e t o arr 

in error. 
NSL to 

(U) Lead 1, Seria covered at 

NSL VIO-18360 

0--



SEC&JÌT 

To: 
Re: 

\ 

(S) 03/31/2006 
b2 
b7E 
bl 

LEAD (s) : 

Set Lead 1: (Info) 

AT 

(U) For information only. 

Set Lead 2 : (Info) 

DIRECTOR'S OFFICE 

AT OPR 

(U) Read and clear. 

Set Lead 3: (Info) 

GENERAL COUNSEL 

AT WASHINGTON. P.C. 

(U) Read and clear. 

b2 
b7E 

^SfcS^ET 

NSL VIO-18361 



(Rev. 01-31-2003) 

SEckïvJ 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

Precedence: ROUTINE 

To: 

Date: 1/20/2006 
Attn: CDC 

Counterterrorism 
Inspection 

Attn: ITOS I., Conus 2, Team 4 
Attn: IIS 

From: General Counsel 
National Ssniritv Law Rranch/CTT.U 1/T..X-T 5S-316 
Contact: SSA 

Approved By: Thomas Julie F 

Drafted By: 
( U ) 

b2 
Case ID #: 

Title: (U) 

278-HQ-C1229736-VIO, - 1135 

Intelligence Oversight Board 
(IOB) Matter 20061 

(U) Synopsis: It is the opinion of the. Office of the General 
Counsel that the above referenced matter need not be reported to 
the Intelligence Oversight Board (IOB). Our analysis follows. 

<U) M DerivedxE^om : 
Declassirv On: 

G-3 
XI-25 

bl 
b2 
b7E 

Reference : (S) 
Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

<U) 
Details : M By electronic communication (EC) dated December 9, 

b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 

2005 f?7ft-wn-n 99Q7 jtfi-vTn Serial 1092) , the 
Office | reported to the Office 
Counsel (OGC) this potential IOB matter. 

Field 
or tne General 

SE^R^T 

b6 
b7C 

OIG/DOJ Reyi 
FBI INVEST.^ 
NSLVI 

DATE: ̂  ^ 
OJ INVEST.: 



b2 
b7E 

(U) TO: 
Re: > / 

SE 

From: General Counsel 

EB^E 

ÇKJ 278-HQ-C122 973 6 -VIO, 1/20/2006 

b2 
b7E 
bl (S) 
b6 
b7C 
b7D 

bl 
b2 
b7E 
b6 
b7C_S) 

a National Securitpr t nhhm-—fMCT ̂ —¡«g issued seeking 
trill rprnrHs for the subject's telephones; 
on 
pertaining 

was submitted and approved; and an NSL was served 
requesting fini"inn̂  - 1 " 1 — v ^ n 

Id. At the time of 
±±L£—Cas,e agent was Joint Tprvnri sm Ta.gk Fnrrp Qff-if-p-r (TFO) 

supervised by SSA 

cX> [ TFO 
for a temporary duty assignment T 

departed 

Although SSA I had intended to request an 
^ "i p f am-i 1 v gQ/̂  trim hi 

1eave 
.did rLCLt cqqV a_n ovt-QT-ia -i nn ZËËôlI rptarned from[ 

on 
sn he 

t̂i p̂ mrrmni n̂ t-̂  i t?/~< \ rcquccting ^ted an 
extension. See 

(Sic 

L 
Xr 

b2 
b7E 
b7D 
b4 (S) 
bl 

(S) 

¡ived financial documents from 
In addition,| 

^ retaining documents in a sealed container. I 
1r-(=>rmpsfpri that f discontinue 

requested Q 

extension 

^extension or 
FBI Headquarters granted an 

(U) ( X A s required by Executive Order (E.O.) 12863 
(Sept. 13, 1993) and Section 2-56 of the National Foreign 
Intelligence Program Manual (NFIPM), OGC was tasked to determine 
whether the errors described herein are matters that should be 
reported to the IOB. We believe that the reported activity does 
not require IOB notification. 

(U) Section 2.4 of E.O. 12863 mandates that the heads 
of Intelligence Community components report all information to 
the IOB that it deems necessary to carry out its 
responsibilities. That section requires Inspectors General and 
General Counsel of the Intelligence Community to report 
"intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive order or Presidential 
directive." This language has been interpreted to mandate the 
reporting of any violation of guidelines or regulations approved 
by the Attorney General, in accordance with E.O. 12333, if such 
provision was designed in full or in part to protect the 

NSL VIO-18365 



b2 
b7E TO 

Re: (S) 

SECRET 

From: General Counsel 
2 78-HQ-C122 973 6-VIO, 1/20/2006 

individual rights of a United States person. This includes 
violations of agency procedures issued under E.O. 12333, unless 
they involve purely administrative matters.1 The Office of the 
General Counsel (OGC) submits reports to the IOB.2 

i ̂'' The Attorney General's Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence 
Investigations (NSIG) fl-rovi fhat "all 1 awful investigative 
techniques may be used 

(S) 

(Introduction) at 4. 
reportable to the IOB 

section 2-bb.G.j or tlae N 
NSIG 

?IPM identifies as 
is conducted for a period longer 

than authorized, without receiving an extension. Although tfre 
provision of the NSIG regarding the duration 
Investigations is primarily administrative in nature, it was 
designed in part to protect the rights of United States persons 
by limiting the length of time that the FBI can conduct 
without periodic oversight by the propes—a :horities. Pursuant 

overruns are not to an agreement between the FBI and IOB, 
reported to the IOB if they are both inadvertent and de minimus 
in time. To determine whether a possible violation of the NSIG 
is "inadvertent" and "de minimus in time," OGC considers all the 
facts relevant to the incident. 

In this instance, OGC is not required to report 
the potential IOB error in accordance with E.O. 12863 and Section 
2-56 of the NFIPM. Although investigative results were obtained 
outside the authorized investigation period, the facts 
surrounding failure to seek a timely extension of 

indicate that the possible violation of the NSIG was both 
inadvertent and de minimus in time. No active investigative 
gt-gvnci i nrl nH-i rirr gnrvpillarirp «Pro r-nnHnr't-aft-pr expiration Of 

The facts 
surrounding the extension indicate that the failure to timely 
seek an extension were inadvertent. Although it is unclear why 
an extension was not sought with S S A | r e t u r n to the 

1

 (X) See EC from Inspection Division to All Divisions; Title: 
Revised Procedures for the Submission of Reports of Potential 
Intelligence Oversight Board (IOB) Matters, Case ID # 66F-HQ-A1247863 
Serial 172 at 5-6 (2/10/2005). The FBI's INSD is.required to maintain 
for three years records of administrative violations, for possible 
review by the Counsel to the IOB, together with a copy of the opinion 
concerning the basis for the determination that IOB notification was 
not required. Id. at 6. 

(U) ) See Id. at 4. 
S E ^ E T 

bl 
•b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 

NSL VIO-18366 



b2 
b7E • 

b2 
b7E 
b6 
b7C 
bl 
b2 
b7E 

bl 
b2 
b7E 

< s > 

SECRSLT 
( U ) . 

TO: I 
Re: (K) 2 78-HQ-C1229736-VIO, 1/20/2006 

From: General Counsel 

office from leave 
return from his temporary duty 

sought an extension soon after TFQ 

It is noted that 
take steps to assure 

(U) 
are Kept up 

indicates that it will 
to date. 

NSLB believes that this potential IOB error need 
not be reported in accordance with E.O. 12863 and Section 2-56 of 
the NFIPM. Pursuant to the Revised Procedures for the Submission 
of Reports of Potential Intelligence Oversight Board (IOB) 
Matters, Reports of potential IOB matters determined by OGC not 
to require notification to the IOB will be retained by INSD for 
three years for possible review by the Counsel to the IOB, 
together with a copy of the opinion concerning the basis for the 
determination that IOB notification was not required. See 66F-
HQ-A1247863 Serial 172 at 6 (2/10/2005). 

(X! requested that NSLB advise concerning 
the appropriate" disposition of the documents obtained through the 

which remain in the possession 

auLnor 
of the USPIS. As these were obtained pursuant to a valid 

¡request, NSLB believes that documents obtained during tne 
ized investigation period may be used in the investigation. 

should direct the 
outside the authorized investigation period 

to destroy documents obtained 

(yŜ  OGC will request that the Inspection Division 
retain a record of the report of a potential IOB matter for three 
years, together with a copy of this opinion for possible revie 
by the Counsel to the IOB. 

.ew 

See Id. at 6. 
secìrì^ 

NSL VIO-18367 



SECRET 

From: General Counsel 
C1229736-VIO, 1/20/2006 

LEAD(s): 
Set Lead 1: (Action) 

AT 
(U) For review and action deemed appropriate as 

discussed herein. 
Set Lead 2: (Info) 

COUNTERTERRORISM . 
AT WASHINGTON, DC 
(U) Read and clear. 

Set Lead 3: (Action) 
INSPECTION 

AT WASHINGTON. DC 
(U) As provided in the Revised Procedures for the 

Submission of Reports of Potential Intelligence Oversight Board 
(IOB) Matters, retain a record of the report of a potential IOB 
matter for three years for possible review by the Counsel to the 
IOB, together with a copy of the OGC opinion concerning the basis 
for the determination that IOB notification is not required. 

NSL VIO-18368 

b2 
b7E 

¡Uh 
To: 
Re: ^ 2 78-HQ-

b2 
b7E 



(01/26/! 998) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 2/10/2006 

To: Director's Office 

b2 
b7E 
b6 
b7C 

b2 

Attn: OPR 

Attn: CDC 

From: General Counsel 
National Security Affairs/Room 7947 
Contact: Julie F. Thomas 

Approved By: Thomas Julie F 

Drafted By: 
( U ) a ^ase ID #: 

Title : (U) (X POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-

(Ü) 

Synopsis : It is the opinion of the Office of thé General 
Counsel (OGC) that the above-referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

bl 
b6 
b7C 
b2 
b7E 
b4 
b7D 

(U) 
(U) Deriv^from : G-3 

Declassify On: XI 

(S) 
Reference : ( 5<J 278-HQ-C1229736-VIO-1113 

Retails : As noted in the electronic communication (EC), 
th-i Q ma-H-py hag aT-î n̂ a c; a rPcuU nf an ^ mragt-i nai-i nn 

As part of this 
investigation, a National Security Letter (NSL) was issued by 

(S) 

b6 
b7C 

sÈèì^nr 

0IG/D0J REVIEW: 
FBI INVESTIGATIÒRT^7§ 



b2 
b7E 

b2 
b7E 
b4 
b7D 
b6 
b7C 

(S) 

S) 

( 3 ) 
bl 
b6 
b7C 

b4 5) 
b7D 
b2 
b7E 
b6 
b7C 

b7D 
b2 
b7E 

b4 
b7D (S) 

To: 
Re: 

SECR: 

From: General Counsel 
()() 2 78 - HQ-C122 973 6 - VIO -1113 , 2/10/2006 

co 

Q o n r r h l -This NSL 
snhsrrihpr and toll records for telephone number 

served the NSL and, via an EC dated 12/30/2005, returned 
apackageofmaterial provided by 

was the name and address of the Included in the EC from 
subscriber to this telephone number. 

When the case agent received the material, he 
..noted that the telephone number subscriber was unknown to him. 
He checked the telephone number of the subject and determined 
that the telephone numberhad been erroneously transposed when 
the NSL was drawn up from his request:-the_ correct telephone 
number on his request was 

The package of material f r om 
has not been opened and will be stored in received from 

secure location pursuant to instructions given in an email of AGC 
to all CDCs dated 11/22/2005.1 

( S ) 
As required by Executive Order (E.O.) 12863 and 

Section 2-56 of the National Foreign Intelligence Program 
Manual(NFIPM), OGC was tasked to determine whether the production 
of documents by pursuant to the erroneous 
telephone number m the NSL drawn up by Cincinnati and served by is a matter which must be reported to the IOB. It is. 

(S) Section 2.4 of E.O. 12863, dated 9/13/1993. 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
directive." In this instance, the production of subscriber and 
toll records by of an erroneous subscriber 
telephone number was done without the authorization required by 
law. Consequently, in accordance with E.O. 12863 and Section 2-

^hi s email instructed the CDCs in Field Offices to seal and sequester information 
improperly received from a carrier pursuant to an NSL 

SEÎŜ ET 

NSL VIO-18373 



b2 
b7E 

SECÎRî r 

To: [ From: General Counsel 
Re: £sQ 2 7 8- HQ-C1229736-VIO-1113, 2/10/2006 • 
56 of the NFIPM, the error must be reported to the IOB, which 
this Office will do. 

b2 
b7E 
b4 
b7D 

Set Lead 1 : (Action) 

• (Sì 
AT 

Return sealed documents to 

Set Lead 2 : (Discretionary) 

INSPECTION 

AT WASHINGTON, P.C. 

(U) For appropriate action, 

b6 ' 
b7C 

Ms. Thomas 
I |( Ac ting UC) 

- 1UB Libi-a^y 

3 
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BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2006 ( U ) . 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - 278-HQ-C1229736-VIO - // fO 

UNCLASS IFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

Derived from: 
Declassify o 

[ultiple Sources 
ebruary 10, 2031 

CRET 

NSL VIO-18375 



• Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
•U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker III 
Counsel for Intelligence Policy and Review 
U.S. Department of Justice 
Room 600 0 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

- 2 -

NSL VIO-18376 



•b2 
b7E 

b2 
b7E 
b4 
b7D 
bl 

b7C 

SECRET 

TMTFT.T.TpTTMrF nUFRgTnHT BOARD (IOB) MATTER 
FIELD OFFICE 

(S) 

K) 

IOB MATTER 2006| | (S) 

The Field Office of the Federal Bureau 
of Tpirogf.ioatinn hag ronnrfpH an p-rrnr in rnn i imrf i ̂ n with that 
division's 
regard, a telephone number in an NSL 
erroneously transposed, and 

to 
In this 

was 
producea suoscnoer and toll 

records for a customer who was not the subject of the NSL. 

(U) This matter has been reported to the FBI's Office 
of Professional Responsibility for appropriate action. 

Deriveclvfrom : 
DeclasXiïy on : 

SE 

G\3/ 
21 

ICRET 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 
Date: 03/09/2006 

Attn: NSLB 

From: Inspection 
Internal Investigations Section. IPU. 
Contact: CRS 

Room .1865 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U) 

Miller David la b6 
b7C 
b2 

(U) 2 78-HQ-C122 973 6-VIO [Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 16 03 
OGC/lOB# 2 0 06 b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 
Reference: (U) 278-HQ-C122973 6- VIO Serial 1113 

'IT) Thfi Internal Investigations Section (IIS) received 
Division dated 1/4/2006, reporting a 
Based upon a review of the referenced EC it 

Details: 
an EC from 
possible IOB error, 
is the IIS's opinion the matter described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

NSL VIO-18378 



(Rev. 01-31-2003) 
SEJ^T 

FEDERAL BUREAU OF INVESTIGATION 

b6 
b7C 
b2 
b7E 

b2 

Precedence: ROUTINE 

To : 

Date: 03/09/2006 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section, IPU, Room 11865 
Contact: CRS 

Approved By: Miller David 

Drafted By: 
Case ID #: 

Title: (U) 

(U) 263-HQ-0-U - 3 97 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1603 
0GC/I0B# 2006-

Synopsis: (U) To advise that captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This matter is returned to the field for 
corrective action as appropriate. Case closed at IIS. 

M 
Enclosure(s) 

) DerivecLE^om : G-3 
Declassify On: XI 

(U) 278-HQ-C122 973 6-VIO Serial 1113 

Reference: (U) 278-HQ-C1229736-VIO Serial 1113 

Details: (U) Upon review of Division's captioned 
b2 
b7E 

report of a potential IOB violation, IIS did not find the matter 
indicative of willful misconduct. IIS only addresses allegations 
where deliberate and/or aggravated misconduct is evident. 

(U) IIS views this matter as a possible performance 
related issue with respect to the employee and respective 
supervisor. Therefore, appropriate action relative to this 
matter is left to the discretion of the division. IIS recognizes 
and appreciates that this matter was brought to our attention as 
required by the revisions mandated by National security Law 
Branch/OGC EC, dated 03/18/2005, (319X-HQ-A1487720 serial. 6) . 

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. 

SECRET 

NSL VIO-18379 



(Rev. 01-31 -230.3) 

SECK^JT 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/13/2006 

To: 
b2 
b7E 
b6 
b7C 

Director's Office 
General Counsel 

Attn: CDC 
Attn: OPP 
Attn: AGC 

From: 
Investigative r finnnnrf Snprialisl- TTnil-
Contact: ISS 

bl 
b2 
b7E 

Approved By: 

Drafted By: 

Case ID #: (S) 
<U) (X) 97»-Rn-P1 iPPnHinn 

(S) 
(U) 

Title: 
b2 

POSSIBLE INTELLIGENCE OVERSIGHT 
BOARD MATTER 
2006 

b2 
b7E (TJ J Synopsis To document response to 

dated 03/07/2006 regarding captioned matter. 
EC 

Declass-riyOni^^Xl 
bl 
b2 
b7E 

b2 

Referenc-• (S) 
fel 278-HO-C1229736 Serial 2538 

(UJ (S) 

Enclosure (s) : Copy of NSL dated 10/21/2005. 

Details: In response to EC to dated 
(gr 03/07/2006 regarding the case agent's nvprsight. in providing 

with incorrect telephone 
dated 10/21/2005, ISS b6 

b7C 

b7D 

b6 
b7C (S) 
b4 
b7D 

number i .as outlined m NSL 
1 H i H T - o t - n v n a_L_L <a 1 or^Vi n n o r - o p f f r r l g t r ^ F 

U3/iU/2UUb. 
on 

learned that the number X ) 0 n 03/10/2006, ISS 
outlined in referenced NSL was incorrect and as directed by 
General Counsel returned the d o c u m e n t s t o | o n 

sfe^^ET 

NSL VIO-18380 



b2 
b7E 
bl 

bl 
b6 
b7C 
b2 
b7E 

(SJ 

SEC 

TO: 
Re : 

1 Prrw - r 1 
(S) 03/13/2006 

ni/in/^nnfi. Thp> rasp agent noted his error regarding telephone 
n u m b e d | w h i c h was not the subject's and resubmitted 

requesting subject's correct telephone number new NSL to[ 

S) 

SECR: 

2 

NSL VIO-18381 



b2 
b7E 
bl 

To: From : 1 
Re: (S) 03/13/2006 

LEAD(s): 
Set Lead 1: (Info) 

b2 
b7E AT 

(U) (V) Read and Clear. 

Set Lead 2: (Info) 
DIRECTOR'S OFFICE 

AT OPR 
( U ) ( ^ Read and Clear, 

Set Lead 3: (Info) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
ĵjj (V) Read and Clear. 

NSL VIO-18382 



(Rev. 01-31-2003) 

SECRKÇ 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

Precedence: ROUTINE 

To: 

Date: 03/07/2006 

/Director's Office 
General Counsel 

Attn: ISS UnjLL. 
I S S 

Attn: OPR 
Attn: AGC 

From: 

Contact: CDC 

Approved By: 

bl 
b2 
b7E 

b2 

Drafted By: 
Case ID #: 

(U) 

Title:(U)(^ 

(S) 
(S) 
X ) 2 7 8 - HQ - C1229736 (Pending) - 3530 

POSSÌBILE INTELLIGENCE OVERSIGHT 
BOARP)<MATTER 
2006/f\ 

(U) , Synopsis: To return material provided pursuant to an NSL 
to the electronic service provider. 

(U) $ 

b2 
b7E 
b4 
b7D 

Derived i^o: 
Declassi 

(U) Reference: (^ 278-HQ-C1229736-VIO : 

Enclosure(s) : Enclosed for 

1 

Serial 1179 

is material provided 

(NSL) issued by SAC 

/C b2 
b7E 
b6 
b7C 
b4 
b7D 
bl 

Details: 
investigation ti M pdf 

1 pursuant to a National Security Letter 

issued an NSL as part of an 

subscriber information and toll records rela 
numberl | By EC dated 12/30/2005 

for 
:mg to_telephone 

forwarded 

NSL VIO-18383 



bl 
b 2 To: 
b7E Re: (S) 

g-l-nrn. 
SEC^T 

03/07/2006 

(S) 

b2 
b7E 
bl 
b6 
b7C 

documents responsive to this NSL to Upon receipt 
case agent noted that the of the documents the 

telephone number was "not the subject's which was 
The records were not reviewed and were secured by the CDC 
pending notification of a possible Intelligence Oversight 
Board (IOB) Matter. General Counsel, in the referenced EC, 
directed to return this material to 
return to the electronic service provider. 

for 

ECRÈ^^ S E CRI 

" 2' 

NSL VIO-18384 



bl / SEC 

b2 T o : ' F r o m : 1 | b7E R e : ( S ) 03/07/2 

Ï̂ KÇ'] 

LEAD(s): 

Set Lead 1: . (Action) 

(S) 
b2 
b7E 
b4 
b7D 

AT 

^ ^ P P t - i i r - n >Vig> p n p l n c p r i H n r n m p n f g h r i 

Set Lead 2: (Info) 

DIRECTOR'S OFFICE 

AT OPR 

(U) Read and clear. 

Set Lead 3: (Info) 

GENERAL COUNSEL : 

AT WASHINGTON, DC 

^ (V) Read and clear. 

SECR 

NSL VIO-18385 



(01/26/1998) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

Precedence: ROUTINE 

To: 

Date: 02/09/2006 

Counterterrorism 
Inspection 

Attn: SAC, CDC 
• Attn: AD 
Attn: IIS 

b6 
b7C 
b2 

b2 
b7E 

From: General Counsel . 
orn T ai., Unit TT/T.X-l 3S1Q0 

Contact: 

Approved Bv: Thomas, Julie F 

(U) 

( U ) 

Drafted By: 

Case ID # : (X) 27 8-HQ-C12297 36-V10 f / 

Title : (V) SA 
INTELLIGENCE OVERSIGHT BOARD MATTER, 
IOB 2006-1 I 

( U ) x / 

Synopsis:ySJ It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare a cover 
letter and a letterhead memorandum for the General Counsel and 
the Assistant Director, Inspection Division (INSD), for 
submission to the IOB. Submission of this matter to the OPR is a 
matter within the cognizance of the IIS. 

( U ) Derive 
Declassi 

<U) 
Reference : 27 8-HQ-C1229736-VIO Seria1 1093 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 6.1. 

Details 
Office 

(U) Referenced communication from the 
14/20 

SEcĥ ri 

Field 

dated 12/14/2005, requested that OGC review 

SECRET . 

b6 
b7C 

I 

NSL wommmmoK 

DATE 

U É 2 . 



b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 

b2 
b7E 
bl 
b6 
b7C 
b4 
b7D 

b2 
b7E 
b6 
b7C 

(U). 
SECi^T 

To: | From: General Counsel 
Re: 2 78-HQ-C1229736-VIO-1093 fc^ , 02/09/2006 

the facts of the captioned matter and determine whether it' 
warrants reporting to the IOB. In our opinion, it does.- Our 
analysis follows. 

That 
and 

During the course of the investigation, 
issued a National Security Letter (NSL) pursuant to the 
Electronic Communications Privacy Act, 18 U.S.C. § 2709. 
statute permits the FBI to request subscriber information 
telephone toll billing records that are "relevant to an 
authorized investigation to protect against international 
terrorism or clandestine intelligence activities, provided that 
such an investigation of a United States person is not conducted 
solely on the basis of activities protected by the first 
amendment to the Constitution of the United States." The 
dated March 18, 2,005, was addressed to 
requestedwhatwasintendedtobpsubscriber inforr 
telephone records of the target, 

number was telephone 
the 
believed to be 

•Ij, 
and 

and the nation 
His 
However, the. 

number was mistakenly written with one number changed, so that 
the NSL was issued for the wrong telephone number.3 Records for 

(U) 
Agent (SA 

EC from to OCG dated 12/14/2005 and titled "Special 
Possible Intelligence Oversight Board 

(IOB).Matter - International Terrorism Related." 

2 (U) A "United States person" (USP)is defined in Section 101(i) of 
the Foreign Intelligence Surveillance Act (FISA)(codified at 50 U.S.C. § 1801 
et .seq.)'as "a citizen of the United States [or] an alien lawfully admitted 
for permanent residence (as defined in section 101(a)(20) of the Immigration 
and Naturalization Act) . .. . ." See also Section II.W of The Attorney 
General's Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations. 

3 (U) In order to avoid any further dissemination of this incorrect 
telephone number, the number is not being listed in this document. Since the 
EC approving the NSL and the NSL itself include the incorrect telephone 
number, these documents have been permanently charged out of the FBI's 

NSL VI018390 



b2 
b7E • 

(S) 
b2 
b7E 
b4 
b7D 

• (U) 
To: 
Re: 

CRk^ SECR 

From: General Counsel 
2 78-HQ-C122 973 6-VIO-1093 02/09/2006 

t-hat- 1~p 1 pnhnnp number were provided by the telephone company to 
t-hpl Lpivision of the FBI, which forwarded the information to 

via an EC dated 6/23/2005.4 Upon receipt of the 
record's"! the case agent realized his mistake. The records from 

were destroyed. Further, serials created before the 
mistake was discovered and which referenced the incorrect phone 
number and information have been permanently charged out ,of the 
FBI's Automated Case Support system. By EC dated 07/01/2005, this 
matter was reported to OGC and the Division and notice was ' 
given of the destruction of the NSL return information.5 It was 
reported as a possible IOB violation by EC dated 12/14/2005.6 

(U) Section 2.4 of Executive Order (EO) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive. This . 
language was adopted verbatim from EO 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB) . By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. . 
persons. Violations of provisions that are essentially 

bl 
b2 
b7E 

Automated Case Support (ACS) system. 

<S) 
c 

66F-H0-C13Q3375.Serial53874; 
Since this document contains the incorrect telephone 

number and the name of the subscriber of that telephone number, these three 
file copies of the document have been permanently charged out of ACS. 

5 M ) 
HG-C1303375 
However, 

66F-
This document includes the incorrectly written telephone number, 

this document has not been deleted from ACS because the document 
itself reveals the mistaken nature of the telephone number, and provides a 
record for the fact that the information.was obtained and then destroyed. 

(U) See 27 8-HQ-C122 9736-VIO-1093, addressed to OGC. 

NSL VIO-18391 



b2 
b7E 

CRFCR 

To: 
Re : 

SECR 

From: General Counsel 
27Ö-HQ-C122y'?3 6-V10-I0 93 (S) , 02/09/2006 

administrative in nature need not be reported to. the IOB. The 
FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon request. 

( U ) J a ) Section V.ll., Investigative Techniques, of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG) 
provides that National Security Letters may be issued in 
conformity with statutory requirements, including 18 U.S.C. § 
2709. Title 18, U.S.C. § 2709 provides that the FBI may seek 
toll billing information from telephone carriers that is relevant 
to an authorized national security investigation. Clearly, the 
information obtained by the FBI was not relevant to an authorized 
national security investigation because there was an error in the 
NSL in transmitting the appropriate telephone number. Thus, the 
FBI received telephone toll billing records concerning a 
telephone number that was not under investigation nor related to 
an investigation. Therefore, the information was improperly 
collected, although unintentionally so, in violation of the NSIG 
and ECPA. 

(U) Clearly, the rights of the target- were not 
infringed because he was not the subject of the improperly 
collected information. It is unknown whether this information 
was gathered about a United States Person or not, inasmuch as 
there has been no review of the information. Nonetheless, based 
on the fact that information which may be about a USP was 
improperly, although inadvertently, collected, and in accordance 
with the reporting requirements of Section 2.4 of E.,0. 12863, OGC 
will prepare a cover letter and an memorandum to report this 
matter to the IOB. 

SECRETs. 

4 
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SECRXT 

To: From: General Counsel 
Re: 2 7 8- HQ-CI2 2 973 6 -VIO-10 93 (S) , 02/09/2006 

LEAD (s) : 

Set Lead 1: (ACTION) 
b2 
b7E 

AT 

(U) For review and action deemed appropriate 

Set Lead 2: (ACTION) 

COUNTERTERRORISM 

AT WASHINGTON. DC 

(U) Read and Clear. 

Set Lead 3: (ACTION) 

INSPECTION 

AT WASHINGTON, DC 

(U) For review and action deemed appropriate 

H 
b6 
b7C •• 

5 
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BY COURIER 

b2 
b7E 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board (IOB) Matter, 

Field Office, I'OB Matter 2006 ( U ) 

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
The Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

b2 1 - Mr. Hulon 
1 - T n c n a ^ i n n I TOR ?nn£| 

b6 1 
hlC 1 1 Z I b-hy-L122y Mb-v 10-//%£ 

UNCLAS S XFI^b WHEN 
DETACHED/^ROM 
CLASSIFIED ^ENCLOSURE 

NSL VIO-18394 



s ET 

Mr. Stephen Friedman 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1. - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

2 
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b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 

(S) 

^sV^RET 

Mr. Stephen Friedman 
1073946 

INTELLIGENCE OVERSIGHT BOARD (IOB] 
FIELD OFFICE 

MATTER 

( S ) 
d p t p r m i np.ri 

The Federal Bureau 
that i n r.nnrlnnt i nal 

IOB MATTER 2006-| |(U) 

of Investigation ("FBI") has 

the FBI improperly used a 
obtain subscriber information 

(sj 

National Security Letter (NSL)to 
and telephone toll billing records on a telephone number which 
was not related to the investigation. The overcollection was due 
to a mistake in the NSL in identifying the telephone number of. 

whose number was intended to be the subject of the 
request. The overcollection was a violation of Section V.ll. of 
The Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG).1 In 
this regard, on 10/17/2003, 

During the course ot tne investigation, Pittsburgh issued a 
National Security Letter (NSL) pursuant to the Electronic 
Communications Privacy Act, 18 U.S.C. § 2709, to a telephone 
carrier for the telephone subscriber and toll billing records of 
a telephone number intended to be identified as that of the 
target. Instead, one of the numbers within the telephone number 
was incorrectly written; thus, the information returned from the 
carrier was subscriber information and the telephone toll billing 
records of a wholly unrelated telephone number. The error was 
discovered upon receipt of the information, and the records were, 
not reviewed nor used for any investigative purpose. Despite the 
inadvertent nature of the mistake, the fact remains that 
information was improperly collected on a telephone number 
unrelated to an investigation. Thus, the matter is being 
reported to the IOB. 

Derived\f^om: G-3 
DeclassJ/ry\pn: X-l 

skçRET 

(Uh 
1 f ^ Section V.ll. authorizes use of National Security Letters in 

conformity with 18 U.S.C. § 2709 (relating to subscriber information, toll 
billing records,, and electronic communication transactional records). The 
statute requires that information sought is relevant to an authorized national 
security investigation. 

NSL VIO-18396 



Mr. Stephen Friedman 

NSL VIO-18397 




