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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

To: Director's Office

From: General Counsel

National Security Affairs/Room 7974

Contact: Julie F.

Approved By: _Thomas Julie F.

s\EEtgr

Attn: OPR

Attn: CDC

Thomas

Drafted By:

Case ID #:\V! (}( 278-Ho-C1229736-v10 <1177

Date: 2/06/06

Title: iU}.~&Q POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER

2006

e

Synopsis: | - It is the opinion of the Office of the General
Counsel (0OGC) that the above-referenced matter must be reported
to the IOB and to the FBI's Office of Professional Responsibility
(OPR) . OGC will prepare and deliver the required correspondence
to the IOB. Our analysis follows. '

(U) Derif:g;§§g%;i:fj3
Declassi X1

'Reference: (}3{ 278-HQ-C1229736-VIO-1114

(-

Details: - (3 - As noted in the electronic communication (EC),
_.this matter has_arisen as a result of a National Securityv Tetter

SECR

b6 OIGDOJREVIEW:

e
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To: From: General Counsel
(T Re-s— 278-HQ-C1229736-VIO, 02/06/2006

oo
NS

N
;:rj

8y ,
) As par of this investigatrion. an NSI. dated
6/23/05 was 1ssued tol i, . |

| for financial records mertaining to the - bl
|:S:''"S’le'je-c»t»»..A. The NSL was transmitted by EC tol for : b7
service. By EC dated. 8/02/05, |___I ltransmitted the E b2
results of the NSL recelved fro |to| | PIE

iSh R &Q» The case agent began reviewing the documents and
in Decembermnotlced thatl had provided two o

l:E:l i PR e

The case agent assumed that thls customer
Was a United States person. He made no use of these documents; o ¥
nothing from them has been uploaded into any database or stored -
in any file. The case agent informed the Chief Division
Counsel (CDC), who requested that the agent forward the documents
"to him. The CDC has securzed these documents pursuant to o
instructions given by AGC 3 in an email to all Db
CDCs dated 11/22/05.1t [notes that there is nothing in b
e the NSL which. should have led} to produce those two

documents.

tEh~v '&Q. As required by Executive Order (E.O.) 12863 and
quthD 2-56 of the National Foreign Intelligence Program Manual
(NFIPMJ, OGC was tasked to determine whether the erroneous v bl
product10n| of two documents unrelated to the b7
subject of the N5L 1s a matter which must be reported to the IOB.
It is. - v

.tU? P{) Section 2.4 of E.O. 12863, dated 9/13/1993.
mandates that Inspectors General: and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division, and the General Counsel, 0GC,
respectively) report to the IOB all information "concerning

! This email mstructed the CDCs in Field Offices to sea] and sequester mformahon
improperly received from a carrier pursuant to an NSL

s}saE\T
-
 NSL VIO-18348
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\TO{K From: General Counsel
Re:'n€§i 278-HQ-C1229736-VIO, 02/06/2006

intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
directive." In this-instance, the erroneocus production by

b1
|

[of two documents concerning an individual who is

b7D

15

TmoST probably a United States person was done without the

authorization required by law. Consequently, in accordance with
E.0. 12863 and Section 2-56 ©of the NFIPM, the error must be
reported to the IOB, .which this Office will do.

_ SE&\ET

NSL VIO-18349
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b2z NINE -
b7E Tc. From: General Counsel
~ Re: 278-HQ-C1229736-VIO, 02/06/2006
Set Lead 1: {Action)
h2 AT |
b7E (5] ,
57D “Return sealed documents to
Set Lead 2: (Discretionary)
INSPECTION
AT WASHINGTON, D.C.
(U) For appropriate action.
. 1 - JmL_JbQEAﬁ
o 1 - (Acting UC)
7
1C 1 - |
' 1 - IO0OB Library

SEGRET

4 B}
'NSL VIO-18350



BY COURIER

Mr. Stephen Friedman
Chairman
Intelligence Oversight Board

- Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Friedman:
This letter forwards for your information a self-

explanatory enclosure entitled, "Intelligence Oversight Board
(IOB) Matter, IOB 2006 (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence

Collection and Foreign Counterintelligence Investigations and/or

laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and 1nternatlonal terrorism.
1nvest1gatlons (U)
Enclosure
1 - 278-HQ-C1229736-vio -1/ 78

UNCLASSIFIED WHEN

DETACHER FROM
CLASSIFI ENCLOSURE

" Derived froms ultiple Sources
Declassify :“Eebruary 7,2031

sx:}éa'r

M . NSLVIO-18351
10 - o ' v .



Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas ‘
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker III
Counsel for Intelligence Policy and Review

U.S. Department of Justice
- Room 6000

" NSL VIO-18352.
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o yak INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
: FIELR—QELTCE
(8 _ - IOB MATTER 2006 (S)

A - }Eﬁ»»The| |Field office of the Federal Bureau
- ' of Investigation has repcorted an error in conjunction with that
b7E l:S division's l_Tp this regard,:

rl —in resnonse to a National Security Letter (NSL)
b0 I' erroneously provided two documentT3 WIICNH Wer .
b6 T e Subject of the NSL,‘which were associated with a
570 ; fustomer who is probably a United States person.

[N . . .

(U) This matter has been reported to the FBI's Office
of Professional Responsibility for appropriate action.

Derive om :  G-3
'Declass' on: 25X1

SE

Vo

SEC
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(Rev. 01-31-2003)

sach\

FEDERAL BUREAU OF INVEST IGATION

* Precedence: ROUTINE . ~ Date: 03/07/200s
To . Attn:
/Dlrector's Ofrice Attn: OPFR
General Counsel . Attn: AGC
b2
B7E From:
b6
eTe Contact: CDC
i
Approved By:
Drafted By:
b% (ll-Case ID #: (S)
b2 ””‘““~Gﬁ Z7B8-HQ-CL2297/36-VIO (Pending)- JZ°?
BYE . _
" Title: Eﬁ{ POSSIBLE INTELLIGENCE OVERSIGHT'
5% BOARD MATTER
' = 2006
Synopsis:”'&?< To return material provided pursuant to an NSL
to the financial instiution.
LR *:§ Derived From : G-3
Declassd Cn: X1
(I} |
Reference: ( 278-HQ-C1229736-VIO Serial 1177
o ':s:' " Enclosure(s): - (3 Enclosed for PNEE
= nvelane containing material provided by
L7E
7D pursuant to a National securlty Letter (NSL) issued by SAC
bl I I | |
(8) . Details: '}Siil issued an NSL as part of an
) iﬂxré\‘c-i"i ot aan tl*-'l adl } :
-l | =
fe)” TOr r1inancial pecords
hTE Telating to the subject. By EC dated 08/02/2005 |
e forwarded documents responsive to this NSL to [[In
Djﬁ\ - December 2005 while reviewing the documents the :
[ . . .
7D

NSL VIO-18354
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SECRRQ_
To: | From:

Re: (8) 0370772006

case agent noted that several documents were not related to
‘the subject. The records were not further reviewed and were
secured by the CDC pending notification of a possible

Intelligence Oversight Board (IOB) Matter. General Counsel,

in the referenced EC, directed Cincinnati to return this
material to for return teo the financial
institution

SEc\Rs&

NSL VIO-18355
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To: I From:
Re: (S)
LEAD (s) :

Set Lead 1: (Actibn)

/0772006

[a) Return the enclosed Aociiments ta

Set Lead 2: V(Info)

DIRECTOR'S OFFICE

AT OPR

iujwk§é Read and clear.

Set Lead 3: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

fU)WBXQ Read and clear.

*

SECR

(V3]

NSL VIO-18356




(Rev. 01-31-2003)
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE : '~ Date: 03/07/2006-

Attn:

. To: fJ '
Director's Office , Attn: OPR

b? ‘/General Counsel Attn: AGC

b7E From

b6
n7C Contact: CDC

Approved By:

Drafted By:
bl ’ -
¥ Case ID #: (S)
bR o ,%/ ZTB-HQ-CI229736-VIO (Pending).

i

“fifiéi”“€$< POSSIBLE INTELLIGENCE CVERSIGHT
" BOARDMATTER

2006 b2

-

Synopéié&”')@ﬁ To return material provided pursuant to an NSL
to the financial instiution.

- M Derive » T G-3
Declagssify X1

W~ Reference: J8{ 278-HQ-C1229736-VIO-Serial 1177

9]
2
5

tSJ' Enclosure (s) : '356 Encloged for is a 1A .

DUTrSUANT TO National Security Letter (NSL) 1ssued by SAC

=3 DO

I

(ORNe o)

Details: EB( issned an NST és part of an
bl 18) -investigacion)
=1 -

| for financial records
Telating to the subject. By EC dated 08/02/2p0sl |
forwarded documents responsive to this NSL to . :
December 2005 while reviewing the documents the

' SECR

'NSL VIO-18357




SECRET

To: I -

Re: (S) .03/07/2006

case agent noted that several documents were not related to

the subject. The records were not further reviewed and were

secured by the CDC pending notification of a possible

Intelligence Oversight Board (I

FaSwhl

in the referenced EC, directed

L General Counsel,
to return this

material to for return to the financial

institution

SECRET

2
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| SEORET | -
. To | I Eyrmm- | | | ) ' b2z

Re: (8) 03/07/2006 : ~ biE
' bl

» LEAD (s) :

Set Lead 1: (Action)

. ‘ . o)

AL
AT o
L7E

~8). Return the enclosed documents to b7D

Set Lead 2: (Info)

DIRECTOR'S OFFICE

‘AT OPR
ﬂU?““}Q) Read and clear.
Set Lead 3: (Info)
GENERAL COUNSELb

AT WASHINGTON, DC

EUJ~"(‘>3Q Read and clear.

*

QEEkﬂz

VS

NSL VIO-18359 - -



(Rev. 01-31-2003)

b2
b7E
b6

e
IO R

i
b2
h7E

(U) Title: (%]  POSSIBLE INTELLIGENCE OVERSIGHT

b2

k7D

sgéggr

FEDERAL BUREAU OF -NVESTIGATIdN

Precedence: ROUTINE ' - Date: 03/31/2006

Te ' Attn: CDC |
/6irector's Office ' Attn: OPR '
General Counsel Attn: AGC

From:

Contag&: 1SS

Approved By: I

Drafted By:

Case ID #: (S }
(U] = o e 278~-HQ-C1229/36-VI0 (Pen inng=

BOAR |
2006 , |

Synopsis: (S) NSL material returned to financial
institution

'tUJHM~§Q »  Deriv From : G-3
, ‘ Declassify On: X1

Reference: (S)

Details: J%) On 03/31/06, ISS | | ©
returned documents that were ovide ° in err

I
by | | in respomsTTo =T NSL toi |

b71D g}

oo
~3 D)

(U)  Lead 1, Serial covered at

NSL VIO-18360



SESﬁQ?
A

To:
Re: (S) 03/31/2006 - ol i
' Bl
LEAD (s) : |
Set Lead 1:‘ (Info)
b2z

(U) = For information dnly;
Set Lead 2: (Info) | |
DIRECTOR'S OFFICE
AT OPR
(U} Read and clear.
Set Lead 3: (;nfo)

GENERAL COUNSEL

AT _WASHINGTON, D.C.

(U) Read and clear.

*"

NSL VIO-18361



(Rev. 0 l‘.-3 1-2003) |
'SEC}KT ‘

FEDERAL BUREAU ()E’ll!\lEﬂB]T(ElNTT()Il-

Precedence: ROUTINE Date: 1/20/2006
To: Attn: CDC
D2 4
nTE Counterterrorism Attn: ITOS I, Conus 2, Team 4
r:SC Inspection | Attnl: IIS
From: General Counsel
National Secugritv Law Branch/CTLU 1/IX-1 55-21€
Contact: SSA
Approved By: Thomas Julie F
Drafted By:
(e -
“Case ID #é"”b{) 278 -HQ-C1229736~ VIO - 1135 }
“___'__'/
Ko Title: (U) Intelligence Oversight Board

(IOB) Matter 2006

iUISYﬁopsisz W&Q It is the opinioﬁ'of the. Office of the General
Coungel that the above referenced matter need not be reported to
the Intelligence Oversight Board (ICB). Our analysis follows.

(- “;Bi, Derived\Ffom : G-3
Declassz On: X1-25
foy1 '
N Reference: (8)
B7E  Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and prlnt the
} document in Corel WordPerfect. : ,
(e O : o o :
Details: “}Sﬁ By electronlc communication (E December 9,
b2 2005 (2728-HQ-C1229736-VIO Serial 1092), the Field
b7E Office reported to the Office © € General
o Counsel (OGC) this potential IOB matter. ’
(el I
ol
b2
niE - .
ot ,SEERQ

oy

b . j%g”@é -
OJINVEST.: -



| | o " SESRET
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bTE To: . From: General Counsel
| Re: (By 278-HQ-C1229736-VIO, 1/20/2006

| | a National Securiju—Lattax—4N2LL—uas issued seeg
_toll records for the subject' telephones;

b2

b7E . L

"1 tsjl was submitted and approved; and an NSL was served
T" i ’ onl I requesting flna.n.a_\'a_'l_znan.zd.n_l
O@ pertaining| Id. At the time of

n7C the ca agent was Joint Terrorism Task Force Qfficer (TFO)

07D supervised by SSA

joA1 QQ | TFO Idepartedl

ol [| |for a temporary duty assignment |

b2 | Although SSA had intended to request an
b7k 12 Aaarbh T BRI Fomily cangad him ba he on
hé leave S0 he

%2lAatxania—ﬂamjiiijiiijj:fifi]requesting extension. See

i E——

ﬂS?L Ireceived financial documents from
bz | - In addition, |
072, ] —
b7D {3) Tetaining documents in a sealed container. | l
i reanested that _ " |discontinue| :
b% (5[ _ Tequested [ [eXtension of
b1 e | FBI Headquarters granted an
: v.extensionl '
{8)

tU)%}{ As required by Executive Order (E.0.) 12863
(Sept. 13, 1993) and Section 2-56 of the National Foreign
Intelligence Program Manual (NFIPM), OGC was tasked to determine
whether the errors described herein are matters that should be
" reported to the IOB. We believe that the reported act1v1ty does
not requlre IOB notlflcatlon

(u). Sectlon 2.4 of E.O. 12863 mandates that the heads
of Intelligence Community components report all information to
the ICB that it deems necessary to carry out its
responsibilities. That section requires Inspectors General and
General Counsel of the Intelligence Community to report

. "intelligence activities that they have reason to believe may be
unlawful or contrary to Executive order or Presidential :
directive." - This language has been interpreted to mandate the

~reporting of any violation of guidelines or regulations approved
by the Attorney General, in accordance with E.O. 12333, if such
provision was designed in full or in part to protect the ’

2

NSL VIO-18365
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ma%r
Tol | From: General Counsel
Re: {S). 278-HQ-C122973‘6—VIO, 1/20/2006

individual rights of a United States person. This includes
violations of agency procedures issued under E.O. 12333, unless
they involve purely administrative matters. The Office of the
General Counsel (OGC) submits reports to the IOB.Z

ﬂSﬁ““~w~~ Mw”p{) The Attorney General s Guidelines for FBI Foreign

Intelligence Collection.and Foreign Counterintelligence
Investigations (NSIG) provide that "all lawful investigative
technigques may be used NSIG
(Introduction) at 4. Gectiom 2-56.G.3 of the NFIPM identifies as
reportable to the IOB is conducted for a period longer
than authorized, without receiving an extension. e
provision of the NSIG regarding the duration -
Investigations is primarily administrative in nature, it was
designed in part to protect the rights of United States,?erans

-
]
,

U]
3R e
=1

by limiting the length of time that the FBI can conduct
without periodic oversight by the proper—authorities. Parsuant
to an agreement between the FBI and IOB| overruns are not
reported to the IOB if they are both inadvertent and de minimus
in time. To determine whether a possible viclation of the NSIG
is "inadvertent" and "de minimus in time," OGC considers all the
facts relevant to the incident. ‘ :

Egi In this 1nstance, OGC is not requlred to report
the potentlal IOB error in accordance with E.O0. 12863 and Section
2-56 of the NFIPM. Although investigative results were obtained
outside the authorized investigation period, the facts
surroundingl |failure to seek a timely extension of

iS}I |indicate that the possible violation of the NSIG was both
1

‘an extension was not sought with SSA return-to the

‘inadvertent and de minimug in time. No active investigative ' B
na._including survejllance  were condnctred after expiration of ' oL
| e The facts - bz
surrounding the extension indicate that the failure to timely h7E
seek an extension were inadvertent. Although it is unclear why bé

b7C

i ‘““(36 See EC from Inspection Division to All Divisions; Title:
Revised Procedures for the Submission of Reports of Potential
Intelligence Oversight Board (IOB) Matters, Case ID # 66F-HQ-A1247863
Serial 172 at 5-6 (2/10G/2005). The FBI’'s INSD is. required to maintain
for three years records of administrative violations, for possible
review by the Counsel to the TIOB, together with a copy of the opinion
concerning the basis for the determination that IOB notification was

not required. Id. at 6. S _
SééRgT;

 NSL VIO-18366
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bl

b2

b7E

’ Shi{
Hif . .
To: | . From: General Counsel
Re: { 278-HQ-C1229736~VIO, 1/20/2006

office from leave sought an_extension soop after T
|:|return from his temporary duty

%; It is noted that indicates that it will
take steps to assure are Kepc up to date.

- ‘

: ;§3 NSLB believes that this potential I0B error need
not be reported in accordance with E.O. 12863 and Section 2-56 of
the NFIPM. Pursuant to the Revised Procedures for the Submission
of Reports of Potential Intelligence Oversight Board (IOB)
Matters, Reports of potential IOB matters determined by OGC not

. to require notification to the IOB will be retained by INSD for

three years for possible review by the Counsel to the IOCB,
together with a copy of the opinion concerning the basis for the
determination that IOB notification was not requlred See 66F-
HQ-A1247863 Serial 172 at 6 (2/10/2005). .

3 requested that NSLB advise concerning

the appropriate disposition of the documents obtained through the

| which remain in the possession

of the USPIS. Ag these were obtained pursuant to a vali

I Irequest NSLB believes that documents obtained durifig the

1zed investigation period may be used in the investigation.
[ ]should direct the[:::::Tto destroy documents obtained

outside the authorized investigation period |

tUJ'“&Q OGC will request that the Inspection Division
retain a record of the report of a potential IOB matter for three
years, together with a copy of this opinion for possible review-
by the Counsel to the IOB. : '

—
(&

3(s) See at 6.

SE}&ET\
* NSL VIO-18367
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To:lﬂ From: General Counsel
Re: @s{ 278-HQ-C1229736-VIO, 1/20/2006

LEAD (s) :

Set Lead 1: (Action)

AT

(U} For review and action deemed appropriate as
discussed herein. ‘ , '

Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) Read and clear.
Set Lead 3: (Action)
_ INSPECTION

AT WASHINGTON, DC

(U) As provided in the Revised Procedures for the
Submission of Reports of Potential Intelligence Oversight Board
(IOB) Matters, retain a record of the report of a potential IOB-
matter for three years for possible review by the Counsel to the
IOB, together with a copy of the OGC opinion concerning the basis
for the determination that IOB notification is not required.

*

© NSL VIO-18368
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

To: Director's Office

From: General Counsel
National Security Affal

Contact: Julie F. Thomas

Approved By: Thomas Julie F

Date: 2/10/2006

Attn: OPR

Attn: CDC

rs/Room 7947

Drafted By:

m o o
tc.:'ase I0 #: D% 278-HQ-C1229736-

vio /{79

Title: iUV““&Q POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER

2006+

{m

Synopsis: "kﬁ -It is the opinion of the Office of the General
Counsel (OGC) that the above-referenced matter must be reported
to the IOB and to the FBI's Office of Professional Responsibility
(OPR}. OGC will prepare and deliver the required correspondence
to the IOB. Our analysis follows.

(U) Deriv rom
: Decla On:

-

G-3
X1

"{eference >< 278-H0- -C1229736-V10-1113

)etalls )  As noted in the electronic communication

(EC)},

o fhis matter’hae arisen as a result of an Snusctiootsopn titled

As part of this
~investigation, ‘a National Security Letter (NSL) was issued by

T
SE

03{“’%

T

0IG/DOJ REVI
FB! INVESTIGATION;

[l

DNE D%

2

| NSE’@%Q‘{ &V]EST;GATION: o7




2 ~ sodx

E 1o |. , | From: General Counsel’
Re: (}U 278-HQ-C1229736-VIO-1113, 2/10/2006

T
NG

b2 N This NSL sonaht

bk fjubscxfber and toll records for telephone numberl |
b4 served the NSL and, via an EC dated 12/30/2005, returned

a package of material provided by|

bVD E I
h Included in the EC from[____ was the name and address of the
b7c : subscriber to this telephone number.

v &ﬁ When the case agent received the haterial he
15? .noted that the telephone number subscriber was unknown to him.
He checked the. telephone number of the subject and determined

pl that the telephone number -had been erroneously transposed when
bé the NSL was drawn up from his reguest: the correct telephone
b7C number on his request was

Jol4) 31 (X ..The. .pac ka,gve.vv...o.fv.....ma.t.e.r ial from |

B0 received from has not been opened and will be stored 1n a

b secure location pursuant to instructions given in an emall of AGC

5~§F to all CDCs dated 11/22/2005.%

piC . &Q As required by Executive Order (E.O0.) 12863 and
Section 2-56 of the National Foreign Intelligence Program

ha Manual (NFIPM), OGC was tasked to determine whether the production

n7p - of documents by | [pursuant to the erroneous

B2 telephone number 1In the NSL drawn up by Cincinnati and served by
k;E is a matter which must be reported to the IOB. It is.

Sy .

A (S} Section 2.4 of E.0. 12863, dated 9/13/1993.
mandates that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division, and the General Counsel, OGC,
respectively) report to the IOB all information "concerning
intelligence activities that they have reason to believe may be

i ‘unlawful or contrary to Executive Order or Presidential
b?[}tg).wdlrectlve In instance, the production of subscriber and
toll records byl of an erroneous subscriber

o telephone number was done without the authorization required by

‘law. Consequently, in accordance with E.O0. 12863 and Section 2-

o
finsN

v “This email instructed the CDCs in Field Offices to seal andvsequester mformation
improperly received from a carrier pursuant to an NSL

SE’SQT

o NSLVIO-18373
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SECRET

To: | | From: General Counsel
Re: (8§ 278-HQ-C1229736-VIO-1113, 2/10/2006 -

56 of the NFIPM, the error must be reported to the IOB, which
this Office will do. ' :

Set Lead 1:  (Action)

AT

(8- ]

Return sealed dociiments- td

Set Léad 2: (Diséretionary)
INSPECTION

AT WASHINGTON, D.C.

(U) . For appropriate action.’

Ms. Thomas
- l(Acting UC)

N S
l

- 105 Library

. SECRET
3

© . NSLVIO-18374



 BY COURIER

Mr. Stephen Friedman

Chairman

‘Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Friedman:
This letter forwards for your information a self-

explanétory enclosure entitled, "Intelligence Oversight Board
(IOB) Matter, IOB 2006 (U) .

The enclosure sets forth details of investigative
act1V1ty which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
. FBI foreign counterintelligence and international terrorism
lnvestlgatlons (U)

Enclosure

1 - 278-HQ-C1229736-vio - // §0

UNCLA IED WHEN
DETACH FROM
- CLASS D ENCLOSURE

" Derived from:\/Multiple Sources
Declassify on” \February 10, 2031

R P © NSLVIO-18375.




Should you or any member of your staff require
addltlonal information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General
-U.S. Department of Justlce
Room 5111

"1 - Mr. James A. Baker III
Counsel for Intelligence Policy and Review

U.S. Department of Justice
- Room 6000

's@xéT.-
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INTELLIGENCE OVERSTGHT BOARD (IOB) MATTER
FIELD OFFICE :

igl » TOB MATTER 2006[ ] (S)
- Eé@ The Field Office of the Federal Bureau

of Invesfir:+inn hacg renorted an erroy in conjunciion with that

division's In this
regard, a telephone number ;n_an_NSﬁpto |was
erroneously transposed, and roduced subscriber and toll

records for a customer who was not the subject of the NSL.

(U) This matter has been reported to the FBI's Office
of Profe551onal Respon51b111ty for appropriate action.

Derive G-3
Declas 1 on: 2

NSL VIO-18377



(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE , . Date: 03/09/2006
To: General Counsel ' Attn: NSLB
From: Inspection

Internal Investhatlons Section, IPU; Room 11865
Contact: CRS '

Approved By: Miller David IaEﬂNqﬁk ‘ v " bé
, u . °

Drafted By: b7C
b2

Case ID #: (U) v278-HQ—C1229736~VIO (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
- INSD/IIS TRACKINGH# 1603
OGC/IOB# 2006: _ o b2

Synopsis: Y(U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278—HQ;C1229736—VIO Serial 1113

Details: 1) The Internal Investigations Section (IIS) received .
an EC from Division dated 1/4/2006, reporting a 'pf
possible IOB error. Based upon a review of the referenced EC it DTE

is the I1IS's opinion the matter described therein is indicative
of a performance issue. Therefore, nc internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*
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(Rev. 01.31-2003) , o ‘
. . SECRET
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b7C
b2
b7%
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Approved By: Miller David ﬁ%gtf,

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE , ~ Date: 03/09/2006"

To: o Attn: SAC (Personal Attention)

From: Inspection
Internal Investlgatlons Sectlon IPU, Room 11865
Contact: CRS

Drafted By:

Case ID #: (U) 263-HQ-0-U - 397 ({Pending)

Title: (U INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 1603

OGC/I0B# 2006{:::::]

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

}é) Derive om : G-3
Declas On: X1
Enclosure(s): (U) 278-HQ-C1229736-VIO Serial 1113

Reference: (U) 278-HQ-C1229736-VIO Serial 1113

Details: (U} Upon review of| |Division's captioned
report of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS views this matter as a‘possible_performance‘

-related issue with respect to the employee and respective
-supervisor. Therefore, appropriate action relative to this
- matter is left to the discretion of the division. 1IIS recognizes

and appreciates that this matter was brought to our attention as

K44

- required by the revisions mandated by National Security Law

Branch/OGC EC, dated 03/18/2005 (319X- HQ A14B7720 serial 6).

. THIS EC IS‘UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE. |

SE_C><ET

NSLVIO-18379
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(Rev. 01-31-2003)
: SEE&QI‘
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE , . Date: 03/13/2006
Tos: , Attn: CD(
o - Director's Office - Attn: OPR’
f;m . General Counsel Attn: AGC
b ;I'ZI_J B : ’
b6 From: [ |
h7C Investlgatlve Sunnart Soecialist Init
Contact: ISS
Approved By: i
Bl Drafted By: |—_
)
= Case ID #: (8S)
b7E o 08)  278-HO-C122973F (ppndina)-—:lgéc'
‘ (8)
: Title:"’"‘“(X) POSSIBLE INTELLIGENCE OVERSIGHT
. BOARD_MATTER B
- 2006 , o '
b,h (1T} Synopsis:s ZBQ To documentl response to EC
dated 03/07/2006 regarding captioned matter.
pé Derivzg;gfgg:t:zg-B
- Declassify On: 1
b} Referencm S)
b2 778-H0-C1220736 Serial 253
b7E S)
(-
Enclosure(s) ><) Copy of NSL dated 10/21/2005.
2 Details: (%) In response to EC to[:::::]dated
H7E (5] ' ' versight in providing
I with incorrect telephone
- I ~Tiumber |- - as_outlined in NSL dated 10/21/2005, ISS
}/_)?(_/ H-.H 'r‘oi-n'r'n a1 Fernmrda o |
b4 on
57D —U3/1072006G. ) ‘
%) on 03/10/2006, 15 ]learned that the number
bé outlined in referenced NSL was incorrect and as directed by - .. .
b7C ﬂSJ AAAAA General Counsel returned.the documents-to on
b7D SECRET

NSL VIO-18380°




b2 e : ' ' SEC

- pE Y —
o: oo -
bl

Re: ({(8) 03/13/2006

03/10/2006. The cage agent noted his error regarding telephone

[3) numbed which was not the subject's and resubmitted a
bl new NSL to] requesting subject's correct telephcne number
Lo ; '

7C :
p2 1B
b7E

SE%\

NSL VIO-18381



0oz |“““‘1
. : To: From:

o7k Re: (8 TI7TI72006
bl »
LEAD(S) :

Set Lead 1: (Info)

bTE AT

iUJ“"EQ Read aﬁd Clear.

Set Lead 2: (Info)

DIRECTOR'S OFFICE

AT QPR

(17 (>< "Read and Clear.

Set Lead 3: '(Info)‘ '

GENERAL COUNSEL

AT WASHINGTON, DC

I:m FX) Read and Clear.

*

sﬁzﬁbmg\\'
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(Rev. 01-31-2003)

SECREQ

FEDERAL BUREAU OF INVESTIGATION : [(,ﬁ 05
: | - aat.
Precedence: ROUTINE Date: 03/07/2006
L2 To: " Attn: ISS Unit
T ' IS8S
e /Director's Office Attn: OPR
Do General Counsel Attn: AGC
£7C ' a
From:
Contact: CDC
. : )
Approved By:
Drafted By:
bl Cage ID #: (8)
Lo ()
7E :tuyHME%) 278-HQ-C1229736 (Pending)- 2538
N TitleﬂU}gé POSSIRB INTELLIGENCE OVERSIGHT
b2 BOARDYMATTER
20064 \
,Synopsis:WLﬁQ To return material provided pursuant to an NSL
to the electronic sexvice provider. ‘
(Ujvgé _ Derived From-? G-3
- Declassi = X1
iTlReference:- x}Q 278-HQ-C1229736-VIO . . Serial 1179
b2 Enclosur :
e (180 by
b4 I [ pursuant to a National security Letter
F7Y) (NSL) issued by SAC :
| De‘tails: MI I igsued an NSL as part of an : ‘
ey Iinvestication titled |
) T e——— — e
L2 for
L7E subscriber information and toll records relating to telepnone
bé - number ~ By EC dated 12/30/2005 forwarded
bi7C o ; e ‘
b4 o
L7

NSL VIO-18383
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D7E

(g) -

©of the documents the - -|case agent noted that the

‘ sgékgz :
To: | | From- r

Re: (S) 03/07/2006

documents résponsive

fo this NSL to Upon receipt

telephone number was HOT THE subject's which was |

The records were not reviewed and were secured by the CDC
pending notification of a possible Intelligence Oversight

Board (IOB) Matter. General Counsel, in the referepced EC,
directe to return this material to for
return to the electronic service provider. .

AN

SQZEES\

- NSL VIO-18384
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b7E

(3}

b2
PIE
b4
b7D

,a ‘ | ‘ SE}RET

To: From:|
Re: (8) 03/07/2006
LEAD(s) :

Set Lead 1: = (Action)

AT

M' Retpiyrn the enclinged dAnciiments o

Set Lead 2: (Info)
DIRECTOR'S OFFICE
AT OPR ,
iy (><) .Read and clear.

Set Lead 3: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

I:U:l B (X) Rea§ vand cfs.ear._ |

*

~  SECR
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(01/26/1998)

SES§Q§

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/09/2006
b2 ' '
b;_ﬂ To: : Attn: SAC, CDC
;;h’ Counterterrorism - Attn: AD
oo ‘Inspection Attn: IIS
L7C

From: General Counsel
Counterro iem Iaw Unit TI/LX-1 38100

Contact:

Approved By: Thomas, Julie F

Drafted By:
(-

Casébfbwﬁf”‘;xé 278-HQ-C1229736-VIO~/f9{

pe yptitte: wmgﬁ sal

19

n70 INTELLIGENCE OVERSIGHT BOARD MATTER,

. IOB 20061
Synopsis: (8) It is the opinion of the Office of the General

Counsel (OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB). OGC will prepare a cover
letter and a letterhead memorandum for the General Counsel and
the Assistant Director, Inspection Division (INSD), for
submission to the IOB. Submission of this matter to the OPR is a
"matter within the cognizance of the IIS. ' ’

) () Derive om

B

- W

G
Declassi Ooms._ X

& =

iy - L : :
Reference: 278-HQ-C1229736-VIO Serial 1093

Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the
document in WordPerfect 6.1. : ’

b2 Details: (U) Referenced communication from th Field
b7E Office dated 12/14/2005, requested that OGC review
, sé&i'r i o
- Ol e | DA cc
%0 s ﬂe/nwmsnm__éom -

ot
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To: | .. From: General Counsel
Re: 278-HQ-C1229736-VIO-1093 . §< 02/09/2006

the facts of the captioned matter and determine whether it
warrants reporting to the IOBR. 1In our opinion, it does.. Our
analysis follows. -

X(l As discussed in the electronlc communication (EC)

from | |cited below,! on 10/17/2003, |

}%ﬁ During the course of the investigation,

issued a National Security Letter (NSL) pursuant to the
Electronic Communications Privacy Act, 18 U.S.C. § 2709. That
statute permits the FBI to request subscriber information and
telephone toll billing records that are "relevant to an

~authorized investigation to protect against international

terrorism or clandestine intelligence activities, provided that
such an investigation of a United States person is not conducted
solely on the basis of activities protected by the first '

amendment to the Constitution of the Upnited States.“ The NST,
dated March 18, 2005, was addressed to and
requested what was intended to be-subscriber ipformation and the
telephone records of the target, L His )
telephone number was believed to_531 | However, the

number was mistakenly written with one number changed, so that
the NSL was issued for the wrong telephone number.® Records for

(o) - ~5§Q EC frqml |to 0CG dated 12/14/2005 and titled "Special
Agent (SA |possible Intelligence Over51ght Board

{I0B)Matter - Internatlonal Terrorlsm Related.™

2 (U) A “United States person” (USP)is defined in Section 101{i)} of

the Foreign Intelligence_Surveillance Act (FISA) (codified at 50 U.S.C. § 1801

et seqg.) as “a citizen of the United States [or] an alien lawfully admitted

for permanent residence (as defined in section 101(a) (20) of the Immigration
and Naturalization Act) ) .” See also Section II.W of The Attorney
General's Guidelines for FBT FOIEl n Intelll ence Collectlon and Foreign
Counterintelligence Investigations.

3 (U)‘In order to aveid any further dissemination of this incorrect

telephone number, the number is not being listed in this document. -"Since the
EC approving the NSL and the NSL itself include the incorrect telephone
number, these documents have been permanently charged out of the FBI's

SEENT\

2
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o .Mh_nu_m_huEer:' Geperal Counsel
Re: 278-HQ-C1229736-VI0-1093 I&{ , 02/09/2006

thaL_Lelthone number were provided by the telephone company to
Division of the FBI, which forwarded the information to

1 - - -|wvia.an EC dated 6/23/2005. Upon receipt of the

e Y
[Tl

~d
!

—

s, the case agent realized his mistake.- The records from.

were destroyed. Further, serials created before the
mistake was discovered and which referenced the incorrect phone
number and information have been permanently charged out .of the
FBI's Automated Case Support system. By EC dated 07/01/2005, this
matter was reported to OGC and thel ___IDivisicn and notice was '’
given of the destruction of the NSL return information.® It was
reported as a possible IOB violation by EC dated 12/14/2005.°

{U) Section 2.4 of Executive Order {(EO) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,

' the Assistant Director, INSD, and the General Counsel, OGC,

respectively) report to the IOB concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive. This .
language was adopted verbatim from EOC 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and the
IOB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the NSIG, or other guidelines or regulations
approved by the Attorney General in accordance with EQ 12333,
dated 12/04/1981, if such provision was designed in full or in
part to ensure the protection of the individual rights of U.S. .
persons. Violations of provisions that are essentially

Automated Case Support (ACS} system.

(5) o

03375, "Serial S3874;
Since this document contains the incorrect telephone

bl

b2
b7E

number and the name of the subscriber of that telephone number, these three

file copies of the document have been permanently charged out of ACS.

153““"5~>@[ : 66F-

" HG-C1303375. This document includes the incorrectly written telephone number.

However, this document has not been deleted from ACS because the document
itself reveals the mistaken nature of the telephone number, and provides a
record for the fact that the information was obtained and then destroyed.

6 (U) See 278-HQ-C1229736-VI0-1093, addressed to OGC.

'SN

3
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To: From: General Counsel
Re: Z7B-HQU-C1229736-VI0O-1093 (S) , 02/09/2006

administrative in nature need not be reported to the IOB. The
FBI is required, however, to maintain records of such
administrative viclations so that the Counsel to the IOB may
review them upon request. -

jiUl“%)Ei Section V.11l., Investigative Techniqﬂés, of The

Attorney General's Guidelines for FBI National Security

Investigations and Foreign Intelligence Collection (NSIG)
provides that National Security Letters may be issued in
conformity with statutory requirements, including 18 U.S.C. §
2709. Title 18, U.S.C. § 2709 provides that the FBI may seek
toll billing information from telephone carriers that is relevant
to an authorized national security investigation. Clearly, the
information obtained by the FBI was not relevant to an authorized
national security investigation because there was an error in the
NSL in transmitting the appropriate telephone number. Thus, the
FBI received telephone toll billing records concerning a
telephone number that was not under investigation nor related to
an investigation. Therefore, the information was improperly
collected, although unintentionally so, in viclation of the NSIG

~and ECPA.

‘ (U) Clearly, the rights of the target were not
infringed because he was not the subject of the improperly
collected information. It is unknown whether this information
was gathered about a United States Person or not, inasmuch as
there has been no review of the information. Nonetheless, based
on the fact that information which may be about a USP was
improperly, although inadvertently, collected, and in accordance
with the reporting requirements of Section 2.4 of E.O0. 12863, OGC
will prepare a cover letter and an memorandum to report this '
matter to the IOB. '

N | |
 NSLVIO-18392
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To: From: General Counsel
Re: 278-HQ-CI225736-VI0O-1093 (8) , 02/09/2006

LEAD (s) :

Set Lead 1: (ACTION)

AT

(U) For review and action deemed appropriate.
Set Lead 2: (ACTION)

COUNTERTERRORI SM

AT WASHINGTON, DC
(U)  Read and Clear.
Set Lead 3: (ACTION)
[NSPECTION

AT WASHINGTON, DC

(U) For review and action deemed appropriate.

*

SECR
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Mr. Stephen Friedman
Chairman =~

. Intelligence Oversight Board
Reoom 50209
New Executive Office Building
725 17" Street, Northwest

“ Washington, D.C.

Dear Mr. Friedman:

BY COURIER

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board (IOB) Matter,

Field Office, IOB Matter 2006 "{U)

This memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
The Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI

investigations. (U)
- Enclosure

1 -~ Mr. Hulon

1 — Inaener~tian (IOR 2006

1
1 = Z78=Hg-CIZZI 730~ 10 /9%

- foreign counterintelligence and international terrorism

UNCLASSI¥I WHEN
" DETACHED OM .
CLASSIFYED ENCLOSURE

©NSLVIO-18394
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Should you or any member of your staff require.
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

- Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker . :
Counsel, Office of Intelligence Policy and Review

U.S. Department of Justice
Room 6150

-2 -

SE%§£5
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Mr. Stephen Friedman :
E 1073946
b2 INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
b7E | |FIELD OFFICE

: TOB MATTER 2006D(U)

fSJ; DQ) The Federal Bureau of Investigation ("FBI") has
determined that in conductingl |
' the FBI improperly used a
“National Security Letter [NSL)to obtain subscriber information
and telephone toll killing records on a telephone number which
was not related to the investigation. The overcollection was due
(§) _to a mistake in the NSL in identifying the telephone number of
E | whose number was intended to be the subject of the
request. The overcollection was a violation of Section V.11. of
The Attorney General's Guidelines for FBI National Security

Investigations and Foreign Intelligence Collection (NSIG).! 1In
this regard, on 10/17/2003,' | |

During the course ol the investlgation, Pittsburgh 1ssued a
National Security Letter (NSL) pursuant to the Electronic
Communications Privacy Act, 18 U.S.C. § 2709, to a telephone
‘carrier for the telephone subscriber and toll billing records of
a telephone number intended tc be identified as that of the
target. Instead, one of the numbers within the telephone number
was incorrectly written; thus, the information returned from the
carrier was subscriber information and the telephone toll billing
records of a wholly unrelated telephone number. The error was
discovered upon receipt of the information, and the records were
not reviewed nor used for any investigative purpose. Despite the
inadvertent nature of the mistake, the fact remains that '
information was improperly collected on a telephone number
unrelated to an investigation. Thus, the matter is being

reported to the IOB.
Derive om: G-3
Declassi on: X~1

SEQE‘T
)

) ! CSQ Section V.11l. authorizes use of Naticnal Security Letters in
conformity with 18 U.S.C. § 2709 (relating to subscriber information, toll
billing records,. and electronic communication transactional records). The
statute requires that information.sought is relevant to an authorized national
security investigation. ' ’ ' '

~ NSL VIO-18396 . -
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Mr., Stephen Friedman
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