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Title: (9)
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, . b7A
Synopsis: Approves the issuance of an ECPA National b2
Security Létteér (NSL); provides reporting data; and, if necessary,
transmits the NSL for delivery to the electronic
communications service provider.il”
|:U:| [ >< 3 From : .
Declassi ~ X1-25 5l
b7E
Enclosure(s): (U) Enclosed for thel | Field office Z
are an original and a copy of a National Security Letter, b4
dated 07/12/2005, addressed to ] 06
Attn: | | b7
requesting information related to electronic communications }_ﬁg
SN
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Case ID INSL . Serial
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NF
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Hserv1ces provided to ?m§
O/A
Details: (S//NF/OC) Field office EC _dated
7/12/2005, indicates that lInternet service for is
provided through| |is requested to provide any
and all subscriber or customer account information and
information_regarding electronic communications services
provided td including, but not limited to, the bl
following: Y
L4
{5 b7D
b7E
oLV LIUTU U_Y b'7A
-~ confirmation that electronic communications
destined _ta ar ariginating from e-mail addresses of
iSj - —the-form com transit
facilities;
- _information regarding the physical location of bl
facilities which house electronic mail )
servers roviding services to the electronic mail .
domain of | ol
- any and all subscriber or customer account L7E
information and information regarding electropic L7
l: 5 :l ~communications services provided to | i
el /nc NRY I
bl
bz
b4
ho
LTA
b7
7D
b7E
(S//OC,NF)}
bl
o)
b4
be
p7A
b7C
. . bi7D
(U) On 10/17/2003, the Director designated the FBI L

official, signing the attached National Security Letter, to

make the required certification.
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(U) Arrangements should be made with the institution

receiving the enclosed letter to produce the records
personally to an employee of the |Field Office. The
institution should neither send the records through the mail,
nor utilize the name of the subject or any identifying
information related to the subject in any telephone calls to
the FBI. The institution should not contact FBIHQ directly in
any manner.

(U) Thel |Field Office should remind the
institution that it is prohibited from disclosing that the FBI
has made this request.

(U) Any questions reqarding the above can b
directed to FBIHQ, TIS |

Should the institution be unable to fully comply with this
request due to lack of specificity or should the institution

detailed information to locate such records, the
| Fleld Office should immediately contact TIS
I For additional information.

**FOOTNOTES* *

LEAD(s) :

Set Lead 1: (Action)

AT | |

(U) Hand deliver enclosed NSL as indicated above.

ed records, notify TIS| |
to coordinate immediate delivery of
records to ., counterterrorism Division, CTD/CXS/EOPS,

Room 4343.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.
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Precedence: IMMEDIATE

Date: 07/11/2005

To: Counterterrorism Attn: ITOS II/Global Operations Unit
ITOS I/CONUS I/Team 1
ITNGg 711
General Counsel Attn: National Security Law Branch
DGC Julie F. Thomas
ue | |
International Operations Attn: _IQU] ]
Attn:
Attn: b2
Attn: bhé
From: Counterterrqrism ,bff
CXS/EOPS Room 4343 - DbIE
Contact: IA
Approved By: . Hulon Willie T
Lewis John E
Thomas Julie F
Bennett Laurie J
Rogers Glenn T
| bl
Drafted By: e
N
Case ID #: (S) [ l(Pending) b7A
(s) ending) pTF
Euiiﬁtle:wm>§? ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING ho
UNIT:
o)
N
DA
b7E
iUJ“8ynopsis:mm Approves the issuance of an ECPA National

Security Letfex (NSL); provides repcrting data; and, if necessary,
transmits the NSIL for delivery to the electronic

communications service provider.

mpe Classtfs By: 75 CTD bl
S Ry JsgesTer
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bl
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b7E

Enclosure(s): (U) Enclosed for th%E:;;;;]Field Office is a copy
of a National Security Tetter. date /2008 addregaed to

requesting names,
addresses, length of service, billing records, and electronic
communication transactional records for the individual (s)
associated with the webgite listed below.

Details: (8//0OC/NF) CXS/EOPS

b2
b4

o}
LA

c7C
b7D

T 7T
nTE

bl
b2
b7E

b7A

I

(s) “ _ &/ /FOUO}
bl
b2
b7
TR
) R )ﬁ/ /F‘OITO)_’ b1
b7A
4] R —— »W/FOUO bf
b2
b7E
(s//0c/NmY W1 7R
IO =Y
b2
bo
b7C
h7E
b7Aa
(S//poMEl Aecardingly, EOPS is issuing a National Security 1
Letter to for electronic communication transactional ~:ﬁ
records associated with th te
Specifically, EOPS is issuing & National Securify Letrer to b7E
- . .. _SESRET NSLVIO-10730 _
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Page

tlobtain subscriber information for the administrator(g) operatina

bl

";Eéi This electronic communication documents the Deputy
General Counsel’s National Security Law Branch approval and
certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records associated
with the following website:

(U) On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution
receiving the enclosed letters to produce the records personally
to an employee of the Field Office. The institution should
neither send the records through the mail nor utilize the name of
the subject or any identifying information related to the subject
in any telephone calls to the FBI. The institution should not
contact FBIHQ directly in any manner.

(U) The Field Office should remind the electronic
communicationg provider that it is prohibited from disclosing
that the FBI has made this request.

(U} Any gquestions regarding the above can be directed to

FBIHQ, IA br ssa
[ | should the institution be unable to fully comply with
this request due to lack of specificity or should the institution
jetailed information to locate guch recards, the
Field Office should contact IA or SSA |f0r
additional information.
LEAD({s) :

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to review and approve the

enclosed National Security Letter.

Set Lead 2: (Action)

iy - w>ﬁé Deliver enclosed National Security
___SEPRETNSL VIO-10731 =
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co 4. SEORET :
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following procedures outlined in this EC. Upon receipt of
records, immediately submit results to IA be
FBIHQ, Counterterrorism Division, CTD/CXS/EUPS, Room p7C
734 b2

Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC
(U) ITOS II/Global Operations Unit. For information
only.
Set Lead 4: {Info)
COUNTERTERRORISM
AT WASHINGTON, DC

(U) ITOS I/CONUS I/Team 1. For information only.

Set Lead 5: (Info)
COUNTERTERRORISM bl
AT WASHINGTON, DC

(U) ITOS I[::::] For information only.

Set Lead 6: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

(U) CT Watch. For information only.

Set Lead 7: (Info)
INTERNATIONAL OPERATIONS
AT WASHINGTCON, DC

() IOU[::] For information only.

Set Lead 8: {(Info) bz

sgpkeeNSLVIOL0732
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AT

(U) ALAT

Set Lead 9: (Info)

For information only.

AT

(U)

For information only.
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Precedence: PRIORITY Date: 07/11/2005

To: @General Counsel Attn: DG CTLU-1
ucC CTLU-1

Counterterrorism Attn: S8
ITQS= 15
uc ITOS-IT
uc TFOS
SS TFOS
S8A | TFQOS
uc , ECAU
SSA | ECAU
Attn: Sq I

From: Counterterrorism
EOPS Unit/CXS/Room 4343

Contact: TA

Approved By: Hulon Willie T
Lewis John E
Thomas Julie F
Bennett Laurie J

Rogers Glenn T

Drafted By:
Case ID #: (S) SL (Pending) ~l
(S NSL o
e B6F-HQ-C1303375 biA
Title: (8)

LN A e 4730

b

72

<

1

(-
Synopsié?““)si Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the U.S. Company.
"“}ﬁii ified By: 7566, CXS
L Reason * bl
{m Declgsad n: X1 b2
ig?,wv bk
Case ID :| JSL Serial
| NSL
) OULT Il CIovoJ T o 55249
(51 RETNSL VIO-10734 o

REINE



(&) i SEéﬁET {
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ol .,
b7A -
. , , b4
Enclosure (s) : (U) Enclosed for the|:|F1eld Office is an b6
original and copy of a Naticnal Security b

etter A d )
rglLlngOOS. addressed tol atf | b7C
b7D

requesting records or documents for b7E

specified below:
B ‘. b1
, | b4
- . bo
b7C
b7D
bTA
(s//0C,NF) | 01
b6
b7C
7
(S//OC,NF) bl [N
bo
L7l
biA

(8//0C,NF o1

06

0/C

blA
]

(8//0OC,NF) ol
o3¢
piC
DA

(7 (é{ ECAU/CXS/CTD will w,:_rk_clcisely with the Global
Extremigt Unit, ITOS, and the Division to determine if
the money transfer was from b2
41| . . . . b4
o Thig electronic communication documents both K7D

the approval of the Deputy General Counsel of the National e

Security Law Branch and the certification for the enclosed b7E

NSL. For mandatory reporting purposes, the enclosed NSL seeks

records or documents for transfer number

specified below:

sEQRETNSL VIO-10735
EE & PO
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N

(U) On 10/17/2003, the Director designated the FBI
official, signing the attached National Security Letter, to
make the required certification.

(U) Arrangements should be made with the [o Y
institution receiving the enclosed letter to produce the 57E
records perscnally tc an employee of the[::::;]Field Office. '
The institution should neither send the records through the
mail, nor utilize the name of the subject or any identifying
information related to the subject in any telephone calls to
the FBI. The institution should not contact FBIHQ directly in
any manner.

() Th4 Field Office should remind the
institution that it IS prohibited from disclosing that the FBI

made this request.

~1 0O

oo

(U) Any questions regarding the above—can he
directed to FBIHQ, UC at
and I3 |at ould The
institution be unable to fully comply with this request due to
lack of specificity or should the institution require more
detailed information to locate such recoxrds thei Field
Office should immediately contact] for additional
information.

oy N

s e}

7C
b7E

**FOOTNOTES* *

11°: Caveat: This document contains information derived from
an electronic surveillance or physical search conducted under
the Foreign Intelligence Surveillance Act (FISA). Per 50
U.S.C. Section 1806 (b) and 1825 (c), such information shall
not be used in any criminal or administrative proceeding,
including grand jury proceedings and warrant affidavits,
without the prior approval of the Attorney General of the
United States.

LEAD(s) :

Set Lead 1: (Action)

AT

(U) Hand deliver the enclosed NSL as indi
rbnne IInan _receint of requested records, notify IAfffff::::]
o coordinate immediate delivery of
5%3”(12@_’_1" NSL VIO-10736
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records to FBIHQ, Counterterrorism Division, CTD/CXS/EOPS,
Room 4343.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U} NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirement for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON, D.C.

(U) 1ITOS-I/CONUS 4/TEAM 15 for informational
purpose only.

Set Lead 4: (Info)
COUNTERTERRORISM
AT WASHINGTON, D.C.

(U) GEU/TFOS for informational purpose only.

Set Lead 5: (Info)
COUNTERTERRORISM

AT WASHINGTON, D.C.

(m for informational purpose only.

Set Lead 6: (Info)
COUNTERTERRORISM
AT WASHINGTON, D.C.

(U) ECAU for informational purpose only.

ss}ém NSL VI0-10737
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Precedence: IMMEDIATE Date: 07/07/2005
To: Counterterrorism Attn: ITOS II/Global Operations Unit
ITOS I/CONUS I/Team 1
ITOS T
General Counsel Attn: National Becurity Law Branch
DGT_.ILIJJ'_E F__Thomas
uc b2
Attn: k)ﬁ
p7C
From: Counterterrorism b7E
CXS/EOPS YRoom 4343

Contact: TA

Approved By: Caproni Valerie E
Hulon Willie T
Lewis John E
Bennett Laurie J
Rogers Glenn T

Drafted By: Al i
Case ID #: (8) |Pending) : bl
(s) ending) B7A
o
(ny-Titles %) ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING e
UNIT;
() g}p
i A
NI
Synopéisrm;}gi Approves the issuance of an ECPA National
Security Lettwr (NSL). Also provides reporting data, and, if
necessary, transmits the NSL for delivery to the electronic
communication service provider.
8 b
L LTE
Enclosure(s) : (U) Enclosed Ior the| |F1e1d Office 1is a
Case ID Serial o}
(8 — . _ sEcreNSLVIO-10738) _____..bAa
e -3 —_—. S e e ) o V2
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| |FBIHQ, CTD, CXS, EOPS is requesting names,
addresses, length of service, billing records, and electronic
communication transactional records for the administrator of the
website listed below pursuant to Section 2709.

Details: (8//0C/NF) CXS/EOPS has identified a website that mav

Page

(S//0C/NF) CXS/EOPS|

(5) Accordingly, EOPS is issuing a National Security Letter
to , to obtain subscriber information,

including names, addresses, length of service, billing records,
and electronic communication transactional records for the

bl

Y
N\

[ONNe)
=N

o
(&)

-1

~””‘;}§1 This electronic communication also documents the Deputy
General Counsel’s approval and certification of the enclosed NSL.
For mandatory reporting purposes, the enclosed NSL seeks

subscriber/billing records/electronic communication transactional
records for the user contracting withl |to
maintain/administer the websites:

SEZ_&ET NSL VIO-10739
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[ bz
1 L7k
b7A

(U) On 10/17/2003, the Director designated the official

signing the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution

receiving the enclosed letter to produce the records personally

to an employee of the Field Office. The institution

should neither send the records through the mail nor utilize the

name of the subject or any identifying information related to the b2
subject in any telephone calls to the FBI. The institution 57E

should not contact FBIHQ directly in any manner.

(U) The[:::::::]Field Office should remind the electronic
communications provider that it is prohibited from disclosing
that the FBI has made this request.

(U) Anv auestions regarding the ahove can be directed to
FBIHQ, IA or SsA| |

[;;;;;Lshould the institution be unable to fully comply with this ho

t due to lack of specificity or should the institution hE

ire more detailed information to locate guch records. the Sp

| Field Office should contact I or SSH for L7 C
additional information. h7E
LEAD(s) :

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to review and approve the

enclosed NSL.

Set Lead 2: (Action) o

b6
p7C
AT | b7E
(U) Hand deliver enclosed 2702 Letter following
procedures outlined in this EC. Upon receipt of requested
records, immediately submit results to IA | FBIHQ,
Counterterrorism Division, CTD/CXS/EOPS, Room 2323,
bz
Set Lead 3: {(Action) b7E

T NSL VIO-10740
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i

necessar

Provide technical assistance to 2fc]

)

i )
=1

oo

Set Lead 4: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC
(U) ITOS II/Global Operations Unit. For information
only.
Set Lead 5: {(Info)
COUNTERTERRORISM
AT WASHINGTON, DC
(U} ITOS I/CONUS I/Team 1. For information only.
Set Lead 6: (Info)
COUNTERTERRORISM

AT WASHINGTON, DC

(U) ITOS 1/ For information only.
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Precedence: IMMEDIATE Date: 07/07/2005
To: Counterterrorism Attn: ITOS II
General Counsel Attn: National Security Law Branch
DGC_Julie F. Thomas
uc
Attn: _ISS
|
SSA

From: Counterterrorism

CXS/EOPS [Room 4343
Contact: 1A

Approved By: Caproni Valerie E
Hulon Willie T
Lewis John E
Bennett Laurie J
Rogers Glenn T

Drafted By:

Case ID #: (S) (Pending)
(8} Pending)

Title: :>S< ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING

~
/
=

bo

b7C

e UNIT;
| ]
bl
(8)
bé
bT7A
in.%"mMHM_M_M . biC
Synopsis: ) Approves the issuance of an ECPA National
Security Letter (NSL). Also provides reporting data, and, if
necessary, transmits the NSL for delivery to the electronic
communication service provider.
inMHWWMH_ZSk::
Reason ;
Decl bl
ts>>@/ o
S b75 -
Enclosure(s): (U) Enclosed for the Field Office is a copy b75
Case ID A _ Serial bl
.. — | __smcker NSL VIO-1074; o PTA
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it

Inf a National Securitv Tetter dated 07/07/2008 o
| I—m FBIHQ, CID, CXS, EOPS is

requesting names, addresses, length of service, billing records,
and electronic communication transactional records for the
administrator of the website listed below pursuant to Section
2709.

Details: (S//QC/NF) CXS/EOPS has

o

oOc T

<~
7

o

{s//nh/MEJ

(8//0C/NF)/

(s//0c/nel ...

(v:.)_.

~a

o

~J ~J =2 o Do

oE O

- oy =

IS

— O
]

87/ /0C/NFT CXS5/EOPS conducted all analysis OL the o1

willch indicates that it 1s l b2

Y o) [o}!

Le
. T ) . . b7C

(M- 8y Accordingly, EOPS is issuing a National Security Letter .
to to obtain subscriber bh?
infoTrmation, 1 1 T addresses, length of service, L7k

billing records, and electronic communication transactional b7A

_—1 P ——
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records for thd

o '““:IﬁiiThis electronic communication also documents the Deputy o
General Counsel’s approval and certification of the enclosed NSL. s
For mandatory reporting purposes, the enclosed NSL seeks QZ
subscriber/billing records/electronic _communicati jonal L7E
records for the user contracting with i Wi

| |to maintain/administer the website: 57D

S o
i J _ bl
(U) On 10/17/2003, the Director designated the official oy
signing the enclosed letter as authorized to make the required 57E
certification. gﬂg
Iy

(U) Arrangements should be made with the institution
receiving the enclose to produce the records personally
to an employee of theE;if;;ijield Office. The institution should
neither send the records rough the mail nor utilize the name of 1o
the subject or any identifying information related to the subject S7E
in any telephone calls to the FBI. The institution should not '
contact FBIHQ directly in any manner.

(U) The lField Office should remind the electronic

communications er that it is prohibited from disclosing "
that the FBI has made this request. 94
, b6
(U) i i ve can i n7C
I or SSA b f)E
Should the institution be unable to fully comply with this .
request due to lack of specificity or should the institution
requi . detailed information to locate such records,
thel |Field
QOffice should contact IA[::::::::]or ssSa for
additional information.
LEAD (s) :
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to review and approve the
enclosed NSL.
Set Lead 2: (Action)
oY
b6
AT L=
jeNL®
() 188| | Hand deliver enclosed 2702 b7E

Letter following procedures outlined in on recelpt of -
e SE ETKIE&VIB Of‘ﬁ, L
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d records, immediately submit results to IAE;;;;:;J
| FBIHQ, Counterterrorism Division, CTD/CXS , Room

Set Lead 3: (Action)

Provide technical assistance

Set Lead 4: (Info)
COUNTERTERRORISM

AT WASHINGTON, DC

(U) 1ITOS II[:::::] For information only.

s IO

Page

b6
b7C
b2

bZ
bo
b7C
b7E
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Precedence: IMMEDIATE Date: 07/05/2005
To: Counterterrorism Attn: ITOS II4
General Counsel Attn: National ity Law Branch
DGC_Iulie B Thomag
Attn: |RA
I QA |
agnl
Attn:

From: Counterterrorism
CXS/EOPS/ Room 4343 h?
' Contact: IA

D

(o)

Approved By: Hulon Willie T
Lewis John E

%53
e (s

Bennett Laurie J
Rogers Glenn T

Drafted By: |

Case ID #: (8) .
(8 Pending) bl
b7A
Title- »go ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING e
(- UNIT;
I I o1
(s) bé
b7A
{m b7C
Synopsis: ‘}Sf‘“ﬁﬁﬁ?ﬁ?@g_fﬁé_ngﬂanﬁé Or all ECPA Naclional
Security Letter (NSL). Also provides reporting data, and, if

necessary, transmits the NSL for delivery to the electronic
communication service provider.

cm}@
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Enclosure(s): (U) Enclosed for the Office is a ¢

rimnal Sepnyity Tetter dated 07/05/2005, addressed to
FBIHQ, CTD, CXS, EOPS is
requesting names, addresses, length of service, billing records,
and electronic communicaticon transactional records for the
administrator of the website listed below pursuant to Section
2709.

(Q//OP/NF\I

(S//0OC/NF)

Details: (S//OC/NF) TTOS TT1/| | and CXS/ROPS have
12/ /00 /NEY)

NS

ry

[ N, TS
o

oo o

oo oo
N =

—~1 ~] =] oy N

[S
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oo
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o O)
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b
o7
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ook

D

~J ~1 Oy
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o)

A

(S//QC/NF) CXS/EOPS conducted an analvsis of the

() _Decavdinaly, EOPS is issuing a National Security Letter pi
t to obtain subscriber info ti includin
g ETR§L€W8T16?%7__“ _"m__?_ “_b4
S S LT T T T T EQR el : TbID
b7A

b2
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s e e2
- names, addresses, length of service, billing records, and h7F
relecLronia_communicaLion_transactional_reaaxdg_ﬁar the e
B JO A
(S) This electronic communication also documents the General
Counsel’s approval and certification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks
subscriber/billing records/electronic_communication transactional ol
| b2
[o}

ey -t 07D

(U) On 10/17/2003, the Director designated the official .
signing the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the Field Office. The institution should s
neither send the records through the mail nor utilize the name of -
the subject or any identifying information related to the subject b7E
in any telephone calls to the FBI. The institution should not
contact FBIHQ directly in any manner.

(U) The[:::::]Field Office should remind the electronic
communications provider that it is prohibited from disclosing
that the FBI has made this request.

(U) Anv guestions regarding the above can be directed to
, IA or SSA| |
Should the institution be unable to fully comply with this
request due to lack of specificity or should the institution require more
i d information to locate such r e
[i;;i;ijField Office should contact IAifffff::fTor SSH for
additional information.
LEAD (8) :

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) NSLB is reguested to review and approve the
enclosed NSL.
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Set Lead 2: (Action)
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NSL following procedures outlined in this EC. Upon receipt of
| records, immediately submit results to IA
| FBIHQ, Counterterrorism Division, CTD/CXS /FOUFs,—Room

4343,

Set Lead 3: (Action)

AT

(U) ssa As necessary, provide
technical assistance to .

Set Lead 4: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) ITOS II/|:| For information only.

Set Lead 5: (Info)

(U)l ISA For information only.
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Precedence: PRIORITY Date: 06/30/2005

To: Counterterrorism Attn: ITO 11/l | |
SSA

General Counsel i Attn: National Security Law Branch
DGC_Juli . _Th
uc
Attn: SS

SA
. SA

From: Counterterrorism

|Team/Room 4343

Contact: IA

Approved By: Hulon Willie T
Lewis John E
Julie F

Bennett Laurie J
Rogers Glenn T

Drafted By: -~
Case ID #: (8) L | (Pending) D72
(8) Pending) b2
Title: fé%) ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING L
i IINTT.- . bl
I | B
b6
(s) b7A
’ b7C
(e
Synopsisi””}?(: Approves the issuance of an ECPA National
Security Letter (NSL). Also provides reporting data, and, if
necessary, transmits the NSL for delivery to the electronic
communication service provider.
R ified By: 7566, CXS |
(17} bl
Reason bz
b7E

Case ID | Serial : }

@]
_  ondeerNSLVIO-ZO7S0 || P&
R ,(53=_'W,_wn . — e T T :i:;;__. i " o)
(5]
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Page 2
Enclosure(s): (U) Enclosed for the Field Office
is a copy of a National Security Letter, dated 06/29/2005, B2
ddressed tol I jol!
FBIHQ, CTD, CXS, EOPS 1is B7C
E;éqﬁ6§fIﬁg_ﬁEMEET‘HdGTEEEEST‘IEﬁgtH of service, billing records, oo
and electronic communication transactional records for the DYE
administrator of the website listed below pursuant to Section
2709.
Details: (S//OC/NFY EOPS haa ddentified a wehgite haina necad oz
bl
Do
p7C
o ol
p7a PO
- b7C
b2
(8//0C/NF) The Electronic Surveillance Operationsg and D
Sharing Unit (EOPS)
(s//0CINFY
bl
6
pi7C
b7A
(8//0C/NFY EOPS conducted an analvsis ofi bl
bt
[ei®
n2
b7A
(8//OC/NF) | bl
/ . NSI VIO-10751 Lo -
e - - . r—a ——— .UAJ/N}-*T‘& >_ ] -_-._. - e— _T_ :.,__.. -_,A..: .b /C —————

DA
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bl
b7A
(S//0OC/NF)
bl
bo
b7C
b7A
(s//0c/NF) |
o)
Lo
b7C
b7 A
(S//OC/NE)Y FOPS meoandiicted an analsucig oFf vha wachads
bl
(S) Accordingly.  FEOPS is issuing a National Security Letter b4
to obtain subscriber information, be
incla ; Tesses, length of service, billing records, n7C
and electronic communication transactional records for the b7D
LA
(s) This electronic communication also documents the Deputy b2

General Counsel’s National Security Law Branch approval and

certification of the enclosed NSIL. For mandator

reportin
55 s

" sngmT NSLVID407¢
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purposes, the enclosed NSL seeks subscrlber/bllllng
records/electronlc co records for the
user contracting wit to
maintain/adminigster theé website:

{U) On 10/17/2003, the Director designated the official
gsigning the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution
receiving the encloseﬁ_letter_tn_nroche the records personally
to an employee of the ield Office. The
institution should neither send the records through the mail nor
utilize the name of the subject or any identifying information

related to the subject in any telephone calls to the FBI. The
institution should not contact FBIHQ directly in any manner.

(U) The] |Field office should remind the
electronic communications provider that it is prohibited from
disclosing that the FBI has made this request.

(U) An uestions regarding the above can he directed to
FBIHQ, IA |or SSA

Should the institution be unable to fully comply wi is
request due to lack of specificity or should the institution

require more detailed information to locate such records, the
[;:f::;;:;::::g Field Office should contact Iq::::::::]or SSA
Or additional information.
LEAD (s) :
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(Uiu
) NSLB is requested to review and approve the

enclosed NSL.

Set Lead 2: (Action)

o)
AT b6
b7
(U) Hand deliver enclosed NSL following procedures w7

outlined in this EC. Upon receipt of requested records,
immediately submit results to IA FBIHQ,
Counterterrorism Division, CTD/CXS/EOPS, Room 4343.

Set Lead 3: (Info)
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COUNTERTERRORISM

AT WASHINGTON, DC

(U) ITOS II

For information only.

s ?é\RE:: NSL VIO-10754

Page
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Precedence: IMMEDIATE Date: 06/30/2005
To: Counterterrorism Attn: ITOS II/ISLU
General Counsel Attn: National Security Law Branch

DG i
ucC

Attn:

From: Counterterrorism

CXS/EOPS IRoom 4343
Contact: TA

Approved By: Hulon Willie T no
lLewis John E b

n7C

Bennett Laurie J oW A

Rogers Glenn T

Drafted By:
b1
Case ID #: (8) | (Pending) b7A
(8) ending) h?
Title:  >§§ ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING o2
- UNIT;
()
o)
(S) 06
OTA
b7C
EUTSynopsis:wwEB(; Approves the issuance of an ECPA National
Security LetteY (NSL). Also provides reporting data, and, if
necessary, transmits the NSL for delivery to the electronic
communication gervice provider.
tuj e 7566, CXS b%
b2
b7k
{81
:ﬁ@ b2z
Enclosure(s): (U) Enclosed for the Field Office_are is a b4
National Securitv Letter, dated 06/J977005. addressed tdl I b7D
b7E
Case ID Serial bl
S%ETNS_E,\_/,[QT1075_5, : R )
—_:::: E— I: s :l ‘.:_T A== = - mTm. LT e N = CE - D? s
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FBIHQ, CTD, CXS, EOPS is requesting names, addresses, length of
service, billing records, and electronic communication
transactional records for the administrator of the website listed
below pursuant to Section 2709,

Details: (8//0C/NF) bl

b4
bo
B7C
p7D
b7E
B7A

(S//OC/NF)I

(S//0C/NE) On 8/26/05. EOPS determined that the nuser of the

{S) The communications are suggestive that the user of

ofll
b2
X!
b7D
b7E
LTA

EW'«‘bg[ Accordingly, EOPS is issuing a National Security Letter b4
to to obtain esubscriber information, "D

including names, adiresses, length of service, billing records,

87&ETNSL ViO-10756 _ Lo k2
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rand_elecLxnnic_cnmmunicatian_txansachianal records for the :
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bl

4
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tIIj ThlS electronic communication also documents- the Deputy

. [;:;:J Should the institution be unable to fully comply with this request
o

Jeneral Counsel’s National Security Law Branch approval and
certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing

records/electronic conmunlcatlon_transactlonﬁl records for the
user contracting with to

maintain/administer the website: ol
o2
(5] b7E
(U) On 10/17/2003, the Director designated the official b7A
signing the enclosed letter as authorized to make the required
certification.
(U) Arrangements should be made with the institution
receiving the enclose to produce the records personally

to an employee of the Field Office. The institution
should neither send the records through the mail nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The [:::::;;]Field Office should remind the electronic
communications provider that it is prohibited from disclosing
that the FBI has made this request.

{(U) Any questions regarding the above c¢
FBIHQ, IA| | or 8S

lack of specificity or should the institution

u

reguire more detailed information to 1 such records, the
[:;;;;;:]Eield Office should contact IA or SSA[::::ror

a

1tional information.
LEAD (s) :

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to review and approve the

enclosed NSL.

Set Lead 2: (Action)

b/E

ATI

(U) Counterterrorism. Hand dellver ogsed National
o SE%T SL VI 10757_
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Security Letter following procedures outlined in this EC. Upon

receipt of requested records, immediately submit results to IA
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS,

ROOM 2343
(U) Cyber Squad. For information and technical
assistance.
Set Lead 3: (Info)
COUNTERTERRORISM

AT WASHINGTON, DC

(U) ITOS II/ For information only.

b2
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Precedence: Routine Date: 06/29/2005
To: Counterterrorism Attn: CXS/EQPS
A/UC |
General Counsel Attn: National Security Law Branch
DG '
UCi |
Attn:
From: Counterterrorism
CXS/ECAU/Room_4343
Contact: IA
Approved By: Thomas Julje F
Drafted By:
Case ID #: (8) (Pending)
(s) Pending)
Title: (8) .
ol
Jol3

(8 ){) 07C

Synopsis:  -]8{ Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.1l

(8 - ) Der From :
>< Declagsi : 1-25 o

(8 b2
: b7E

{m

Enclosure(s): (U) Enclosed for thd IField Office
is an original and a copy of a National Securitvy Letter, date

5, addressed to
billing records, and €lecLronic communicatlon
ransactional records for the email address holder(s) listed

below.

O o

R NG R . NS N

o3

‘, A
o T o
Wi

Details: (8//NF) FISA DERIVED INFORMATION:

- e———— - - e e e o e v em S e e e e e e e e e e e

Case ID Serial
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(8) On 02/02/2005, the Deputy General Counsgel for the

National Security Law Branch signed and approved a NSL for

I |

_ e+ s - S?,(RET NSL VIO'_10760

48} This electronic communication documents the Deputy
General Counsel for the National Security Law Branch'’s
approval and certification of the enclosed NSL. For mandatory
reporting purposesg, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records on the
following e-mail address{(es}):

(U) On 10/17/2003, the Director designated the FBI
official, signing the attached National Security Letter, to
make the required certification.

(U) Arrangements should be made with the institution

receiving the enclosed letter to produce the records
personally to an employee of thq |Office. The
institution should neither send e records rough the mail,

nor utilize the name of the subject or any identifying
information related to the subject in any telephone calls to
the FBI. The institution should not contact F3IHQ directly in
any manner.

Page 2
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(U} The [office should remind the
institution that it is prohibited from disclosing that the FBI
has made this request.

(U) Any questions regarding the above can be directed to
FBIHQ, Acting IA Supervisor | or
TIS Should the
institution be unable to fully comply with this request due to

lack of specificity or should the institution reguire mo
detailed information to locate such
Office should immediately contact IA for

additional information.
LEAD(s) :
Set Lead 1: (Info)
COUNTERTERRORISM
AT CXS/EOPS

(U) Read and Clear

Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

AL NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting

requirements for NSLs.

Set Lead 3: (Action)

AT

(U) Hand deliver enclosed NSL ag j i ve.

Upon receipt of requested records, notif
| o coordinate immediate delivery of records to
FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, Room 4343.

) ,sf;@'&'_s_t VIO-10761
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Precedence: PRIORITY Date: 06/28/2005
To: Counterterrorism Attn: ITOS II
ITOS I/CONUS II/Team 8
General Counsel Attn: National Security Law Branch
. DG Inlie F _ Tham
uc |
Attn:
Attn:
SA
From: Counterterrqrism
CXS/EOPS [Room 4343 g

Contact:

Approved By: Hulon Willie T
Lewis John E

Ilhnmaq Julie B

Bennett Laurie J
Rogers Glenn T

Drafted By: |

bl
Cage ID #: (S) {(Pending) b7L
(8) nding) b2

~Title¢wwlﬁz ELECTRONIC COMMUNICATIONS ANALYSIS UNIT

bl
(s) . ho
bo

e b7k
SynbpsiSTH~Eﬁi Approveg the issuance of an wCPA National
Security Lefter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

(M ified By: 7566, CXS
@( Reason : 5
D tfy on: X1

Enclosure(s) : (U) Bnclosed for the Field Office is
Casgse ID serial { 1|
(g
sp¥rET NSL v10-107?§ -

b
bo
b7C

7
i

bl
B2
B7E
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an original and a copy oili_a_NaHﬁna1 Security Tetter dared

06/28/2005, addressed to
requesting names, addresses, length of service,

billing records, and electronic communication transactional
records for the email address holder(s) listed below.

Administrative: EB( This document is classified SECRET.
Portions of this document carrying classification markings may
not be incorporated into any criminal affidavit, criminal court
proceeding or unclassified investigative file. The information
in this document is intended to be used for lead or background
purposes only.

2, .. Some of the Intelligence provided in this communication
has -beenl obtained by technigques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the

intelligence provided has been obtained through methods of

intelligence gathering which are considered singular in nature.

No overt investigative steps should be undertaken based on

reported intelligence without first receiving advice and consent

from FBIHQ.

.3.,“.}%;99: 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign
Int€llrgence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. - person FISA-derived information to any
foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation.

Page
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Details: (8//OC/NF) EOPS has

(S//O0C/NF) The Electranic Oneratrinane and Sharina Init (DADCY
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bIA
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(S//OC/NF) Meanwhile, EOPS/

bl
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(i ;Iﬁk:iﬁis electronic communication documents the Deputy
sveneral Counsel’s National Security Law Branch approval and

certification of the enclosed NSL. For mandato%ﬁ)re ortin
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purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records on the
following email addresses:

bl
8y b2
I "y
b7D
b7E
A
(U) On 10/17/2003, the Director designated the official

signing the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution

receiving the enclose oduce the records personally
to an employee of the Field Office. The institution
should neither send the records rough the mail nor utilize the

name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) Thel |Field office should remind the
electronic communications provider that it is prohibited from
disclosing that the FBI has made this request.

Page

(U) Anuv _muestions regarding the abrve can Aivarted tn
1, IA or SSA

| Should the institution be unable to fully comply with this
request due to lack of specificity or should the institution

re detailed information to locpta sush xnecord th
| Field Office should contact IA or SSA for
additiona

information.

LEAD(s) :
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
o SLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Action) b2
bh7E
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b2
b6
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b7E



following procedures outlined in this EC. Upon recejnt of

reqguested records, immediately submit results to IA
[;;j;::::] FBIHQ, Counterterrorism Division, CTD/CSX/ECAU, Room

Set Lead 3: (Info)

COUNTERTERRCORISM

{

spokaT

---- Working Copy ----

AT WASHINGTON, DC

(U) ITOS II
Set Lead 4: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

For information only.

(U} ITOS I/CONUS II/Team 8. For information only.

Set Lead 4: (Info)

AT

SA

For information only.
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Precedence: PRIORITY Date: 06/28/2005
To: Counterterrorism Attn: ITOS Ij:I
ITOS I/CONUS II/Team 8
General Counsel Attn: National Security Law Branch
DGC i
UC
Attn:
Attn:
SA
From: Counterterrorism
CXS/EOPS/| [Room 4343
Contact: IA|
no
Approved By: Hulon Willie T T
Lewig John E 06
Thomas Julie F L7C
B7E
Bennett Laurie J
_ _Rroneorg lenn T
Drafted By: -
Case ID #: (8) (Pending) DA
(8) ending)

M rities - @(

ELECTRONIC COMMUNICATIONS ANALYSIS UNIT b2

(8)

bl
b2
b7
b7E

(I} Synopsis:

necessary,

(
Security Leé%gr (NSL) ; provides reporting data; and,

Approves the issuance of an ECPA National
if

transmits the NSL for delivery to the electronic

communications service provider.

.

BES

Classt

Reason nl
De b2
b7E
Enclosure(s): (U) Enclosed for the Field Office is B2
b7E
Casge ID Serial b
,’ b2
- NSL VIO-10767 - T
(8] SEDRETNSL VIO-10767. Db7A
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an original and a copy of a National Securitv letter. dated
06/28/2005, addressed to

frequesting names,

w -

-

addresses, length of service, billing records, and electronic
communication transactional records for the email address
holder (s) listed below.

Administrative: - }S} This document is clasgified SECRET.
Portions of this document carrying classification markings may
not be incorporated into any criminal affidavit, criminal court
proceeding or unclassified investigative file. The information
in this document is intended to be used for lead or background
purposes only.

2&““)5{ Some of the Intelligence provided in this communication
has been obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

”3T';D§i Per 50 U.S.C. § 1806 (b) & 1825 (c¢) of the Foreign

Intelligence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. - person FISA-derived information to any
foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation.

~1 0o

Details: (S//OC/NF) EOPS has

(8//0C/NF) The Electronic Operations and Sharing Unit (EOPS)
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bl
b7A

(s//0c/NF)| b
b2
b7E
b7A

F reporting indicates that the email addresses
bl
b2

(s//0OC/NF) Meanwhile, EOPS’ hiD
b7E
b1h

(S//OC/NF) EOPS email traffic apnalvsis and USIC reporting bl

also indicates that the contend 2
b4
Do
b7C
b7D
b7E

(9l /00 /NEY Blan it hag heen determined that an individual 7R

{8) Accordinalyv, EOPS is issuing a National Securitv Letter

bl
bz
b4
b7D
b7E
(U:I ThlS electronic communication documents the Deputy L7A

enera} Counsel’s Naticnal Security Law Branch approval and

.ertification of the enclosed NSL. For mandatorif éportlng
SE%&ETNSLVIO 076
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purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records on the
following email addresses:

IR o
b4

b7
b7E
L7A
(U) On 10/17/2003, the Director designated the official

signing the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution
receiving the enclosed letters to produce the records personally
to an employee of the |
should neither send the records through the mail nor utilize the

name of the subject or any identifying information related to the

subject in any telephone calls to the FBI. The institution

Field Office. The institution

Page 4

)
should not contact FBIHQ directly in any manner. ZsF
(U) The Field Office should remind the
electronic communications provider that it is prohibited from
discloging that the FBI has made this request.
(U) Anv guestions regaxrding the above can bhe directed to
), IA or SSA| | -
ShouTd TH UTT o fully comply with this b2
request due to lack of specificity or should the institution 18
require more detailed information to locate such records, the b7C
Field Office should contact IA[_ _ ]or SSA For T
additional information. R

LEAD(s) :
Set Lead 1: {(Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(0 "”~;23g NSLB is requested to record the appropriate

informati eeded to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Action)

b2
I | b7E
_ SEQRETNSLVIO-10770
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(U) Hand deliver enclosed National Security Letter
fellowing procedures outlined in this EC. Upon receipt of

requested records, immediately submit results to IA
[:ft:::::]FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room

4343 .
Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

(U) 1T0S II[ ] For information only.

Set Lead 4: {(Info)
COUNTERTERRORISM
AT WASHINGTON, DC

(U) ITOS I/CONUS II/Team 8. For information only.

Set Lead 5: (Info)

AT

__ SECKETNSL VIQ-10771

(0 SA For information only.
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ROUTINE

To: Counterterrorism

General Counsel

From: Counterterrorism
CXS/Electronic Surveillance Operations

SKCRET {
NF

Working Copy ---- Page 1

Date: 06/17/2005

Attn: ITO TTI I

SSA
Attn: National Security Law Branch

DGC_Inulie B Thomas

uc
Attn: ISS

| Pesident Agency

& Sharing Unit (EQOPS) /Room 4343
Contact: n2
bTE
Approved By: Thomas Julie F hE

Drafted By:

Case ID #:

Title: (S)

13)-

{0} Synopsis:

L erromwrerre—— b7C

Lewlis John E
Bennett Laurie J
Rogers Glenn T

bl

(S)
(8)

(Pending)
tnding)

bl

ELECTRONIC SURVEILLANCE OPERATIONS

AND SHARING UNIT

$&) Approves the issuance of an ECPA National

Security Letter (NSL); provides reporting data; and, if

necessary,

transmits the NSL for delivery to the electronic

communications service provider.1l

IS

iUJ%~D¥( Deri om_: = 52

iﬁj De ify On: =25 oo
Enclosure(s) : " (U) Enclosed for the Field Office is an
Case ID Serial
] — | _“_SECKET NSL VI0-10772 | S o I

5
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NF
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original and a copy of a Natiomal Security Letter, dated b4
06/17/2008,. addressed to b6
[ | | p7C

[ | requesting names, addresses, length of 57D

service, billing records, and electronic communication
transactional reccrds for the account holder assigned the IP
addresses at the date and times specified below.

(&) -

that it is promiprvea from disclosing thﬁ%LRﬁf%f@}Z?as made this

Detailg: (S//NF) FISA DERIVED INFORMATION: [
bl
bZ
b6
b7A
b7C
B7E
(e This electronic communication documents the Deputy
Genetral "Counsel for the National Security Law Branch’s approval
and certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records on the
following IP Address (es):
bi
bz
b7E
(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.
(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally "
to an employee of the[ _ |Field Office. The institution should b
neither send the records through the mail, nor utilize the name b7E

of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U} The Field Office should remind the institution

e e e Wmnm__“gKRET
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NF
---- Working Copy ---- Page

)
L

request.

(U) _Any questions regarding the aﬁove can be directed to
or
Should the 1institution be unable to fully comply with
this request due to lack of specificity or should the institution
] more detailed information to locate such records, the
| iFin1d Office should immediately contact | |
or for additional information.

LEAD(s) :
Set Lead 1: (Info)

COUNTERTERRORISM

AT ITOS II/

(U) Read and Clear
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
tm”'”:}Si NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 4: (Action)

[ ]

b2

AT bé
. . . b7C
(U) Hand deliver enclosed NSL in on LT

receipt of requested records, notif
|or| o coordinate 1mmediate

elivery of records to FBIHQ, Counterterrorism Division,
CTD/CXS/EOPS, Room 4343.

sedeer NSL VIO-10774
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---- Working Copy ---- Page
Precedence: IMMEDIATE Date: 06/16/2005
To: Counterterrorism Attn: ITOS IIA |
SSA
General Counsel Attn: National Security Law Branch
DGC_Qulia_E*_Ithas__1
ucC
| Attn: SSA |
From: Counterterrorism
CXS/EOPS/Room 4343
Contact: |
Approved By: Thomas Julie F
Hulon Willie T
Lewis John E
Bennett Laurie J
Rogerg Glenn T
Drafted By: )
Case ID #: (S) (Pending) b1 A
(S} Pending) 51
Title: (8)

I

L=

(7}

Sy

Security Lefttér (NSL); provides reporting data; and,

TR

Approves the issuance of an ECPA National

if necessary,

transmits the NSL for delivery to the electronic
communications service provider.1l

) -

”ZE(

Dec

From :
i Jo i =25

(8]
e

Enclosure(s) :
original and a copy of a National Security Letter, dated

06/16/2005,

(U)

Enclosed for the

addressed to

Field Office is an

LEGUTOL LIy Tlallcs,

dUULCTSSCs, LITIIGULIL OL

bR ”'
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1 __seeger NSLVIO-10775 |
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---~- Working Copy ----
service, billing records, and electronic communication

transactional records for the account holder assigned the IP
address at the date and times specified below.

Page 2

Details: (S//NF) FISA DERIVED INFORMATION: [

m (%] This electronic communication documents the Deputy
General Counsel’s for the National Security Law Branch approval
and certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing

records/electronic communi i the
following IP Address from

I LR

{U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the field office. The institution
should neither send the records through the mail, nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U)  Thel |field office should remind the
institution that it is prohibited from disclosing that the FBI
has made this request.

(U) _Any guestions regarding the above can be dj i
FBIHQ, or SSA| |
shou € 1nscicucion be unable to fully comply with this

request due to lack of specificity or should the institution
require more detailed information to locate such records, the

[Field Office should immediately contact
for additional information.

_ 3&RET NSLVIO-10776

b2
b7E
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jo]3)

T 7Y
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LEAD(g) :
Set Lead 1: (Info)

COUNTERTERRORISM

2
AT ITOS 1II b2

(U) Read and Clear
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U 4{8)- NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 4: {Action)

| | b2
b6

b7C

(U) Hand deliver enclosed N\ indi b7E
receipt of reguested records, notify
or SSAl to coordinate i1mmediate delivery

of records to FBIHQ, Counterterrorism Division, CTD/CXS/EOPS,
Room 4343,

AT

' sEfer NSLVIO-10777
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NF

- - ---- Working Copy ---- Page 1
Precedence: IMMEDIATE Date: 06/16/2005
To: Counterterrorism Attn: ITGQS 11/ | |
SSA
General Counsel Attn: National Security Law Branc
DGC_gJgulie F. fﬁffff : A
110 b2
Attn: b6
biC
From: Counterterrorism n7iC
CXS/EOPS/Room 4343 '
Contact: | I

Approved By: Thomas Julie F

Hulon Willie T
Lewis John E
Bennett Laurie J
Rogersg Glenn T

Drafted By:

Case ID #: (8) (Peﬁding)  A
(s) ending) I

Title: (8)

oo

RS

.
e

tUhSynobéiSi~w2€l Approves the issuance of an ECPA National
Security Lefter (NSL); provides reporting data; and, if necessary,
transmits the NSL for delivery to the electronic
communications service provider.l

.%8) i From : G-

8- w }é Declasgi : =25 o
5 b

b

-l

Enclosure(s): (U) Enclosed for the |Field Office is an -
original and a copy of aNatriaonal Sernrity Ietteor datod L
06/16/2005, addressed to | b6
Attn b7C

(o)
N
@]

Case 1ID Serial
| SE?(RETNSL VIO-10778 | o pl
K is)f . 74
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| requesting names, addresses, length

of service, billing records, and electronic communication
transactional records for the account holder assigned the IP
address at the date and times specified below.

b4
b6
b7C
b7h

Details: (S//NF) FISA DERIVED INEFORMATTON. /

~l oy )

T 00T O

~J -3

MO

(e

This electronic communication documents the Deputy
General Counsel’s for the National Security Law Branch approval
and certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing
records/electronic communijcatinn trangastional rananrydg oan the 51
following IP Address from 7

HE 072

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the] | Field Office. The institution
should neither send the records through the mail, nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U)  The | |Field Office should remind the
institution that it is prohibited from disclosing that the FBI
has made this request.

( ' i e above—can hra diractad tn
FBIHQ, or SSA

e detalled information to locate such r
ffice should immediately contact
or SSA for additional information.

Should the 1institution be unable to rully comply with tThis
request due to lack of specificity or should the institution

" seReTNSL VIO- 10779

b"7

2
b\
b7C
bh7E
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LEAD(s) :
Set Lead 1: (Info)

COUNTERTERRORISM

AT ITOS I1I

(U) Read and Clear
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
iU)”“S}Q; NSLB is requested to record the appropriate
informatioch needed to fulfill the Congressional reporting
requirements for NSLeg.
Set Lead 4: (Action)
WASHINGTON FIELD OFFICE
AT WASHINGTON, DC

(U) Hand deliver enclosed NSL as indicated above. Upo

receipt of requested records, notify
or SSA| o coordinate immediate delivery

of records to FBIHQ, Counterterrorism Division, CTD/CXS/EOPS,
Room 4343,

sEXETNSL VIO-10780
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b7C
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Precedence: IMMEDIATE
To: Counterterrorism

General Counsel

sPRET (.

---- Working Copy ---- Page

Date: 06/14/2005

Attn: ITOS IIA |
SSha | |
Attn: National Security Law Branch

DGC Julie F. Thomas

ucC
— e m—
From: Counterterrorism
IRoom 4343
7
Approved By: Hulon Willie T ' %
Lewis John E ﬁ
Thomas Julie F
Bennett Laurie J
Rogers Glenn T
Drafted By:
Case ID #: (S) {(Pending) b}
() snding) b7Aa

e ———
o
(8)

b2

b2
b6
b7C
b7E

bl
bo
b7A
- e b7C
Synopsisi - Approves the issuance of an ECPA National
Security Lettér (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.
e ified By: 7566, CX
j§t Reason C bl
(S) D v On: X1 o
: 78
THY b7E b2
Enclosure(s) : (U) Enclosed for the Field Office is a co ?6
of a National Security, dated 05/31 addressed to o
b7C
[requesting names, b7
addresses, length of service, billing records, and electronic nIE
Case 1D J Serial
e — ____,s?gE\ET.NiV.IQ:.l.QBL,._ e DTA
(51
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communication transactional records for the individual (s)
associated with the website listed below.
Adminlstrative:m:}&iu This document is classified SECRET.
Portions of this”document carrying classification markings may
not be incorporated into any criminal affidavit, criminal court
proceeding or unclassified investigative file. The information
in this document is intended to be used for lead or background
purposes only.
EU?“2;~_ Some of the Intelligence provided in this communication
has been obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.
(1 -~3—.~~-»;l§§ger 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign
Intelligence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. - person FISA-derived information to any
foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of bl
. Investigation. s
4in‘ -
b7E
(S
bl
Details: 06
] ' b7A
b7C
(S//QOC/NF) During this analvais., a pertinent URI was found b1
b2
b4
56
b7C
b7D
—_— biE
(8//0C/NF) | °51
b2
ol
be
RCL VIO 10700 D7
——— e o T tgﬂfxﬂl!lfk IO UzTT e
s¥)
b7

Y
<

R



t SBARET |

~--- Working Copy ---- Page 3
(S) ] bl
b1
(s//0c/NF)] bz
b4
b7D
b7E
(s//0OC/NF) Cyber Divigion’s Special Technologies and DA
Applications Section
bl
b4
7D
bTA
(s//oc/NF) Eops f
(s//0C/NF) EOPS|
bl
b2
b7E
h7A
(8//0C/NF) EOPS!-
bl
b2
STE
b7A
\T_ﬁ - —_— “.._‘_.ux.n._... NQI ‘VIO—107‘8? —)
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v

sacnaal A o aomaoodbnla o thoa SAmind ot et

or of the

isb"

but would not be viewable

CU Ul > UIUWD&“& CLIC 11U T L IIUL .

(S//0OC/NF) ECAU and EOPS believe that email addreasses on_
i i in the

Page 4
bl
b7E

bR

() -

(8//0OC/NF) EOPS
website indicates that the adminliSCIatori(s)
using the services of a company, to create and host

the website. This company provides w S -h
free and paid. This company owns the
- $//OC/NF) On 05/31/2005, EOPS attempted to issue a National

Security Letter to based on an address for the
company listed in an open source database. However, the listed
address appears to be outdated or have been falsified. EOPS has
gsince learned of an accurate address for through
National Security Letter returns from [ Internet
connectivity provider. Th National Security Letter returns
also indicated that | | Imay also use the business name

O

Letter to

(8//QC/NF) Accordingly, EOPS is issuing a National Security

for electronic communication transactiocnal

[ Che webslte are

ol
b2
b4

DA
R IV

Div

D7D

()

. %) This electronic communication documents the Deputy
jeneral Counsel’s National Security Law Branch approval and
certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records associated
with the following websgite:

3|

(U) On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

institution
records personally

(U) Arrangements should be made with the

receiving the enclose rs to produce the

to an employee of theEéfff?TField Office. The institution should
neither send the records through the mail nor utilize the name of
the subject or any identifying information related to the subject

in any telephone calls to the FBI. The institution should not
contact FBIHQ directly in any manner.

(U) The]
communications

Field Office should remind the electronic

provider that it is prohikﬁnsie\?lof_i‘fi%fisclosing

~ - - seg

n7E

b2
b7E
b7A

2
Lo

b7E
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»

that the FBI has made this request.

(U) An yestions regarding the above can be directed to
FBIH IA| |or SSA | |

re%uire more detailed information to locate such recqrds, the

ield Office should contact IAl or SSA for
additional information.
LEAD(s) :

Set Lead 1: (Action)
GENERAL CQOUNSEL

AT WASHINGTON, DC

-
”é::*ﬁi:NSLB is requested to review and approve the
enclosed 2702 letter.

Set Lead 2: (Action)

AT| |
(-
’ | I Hand deliver enclosed 2702 letter

follow1ng procedures outlined in this EC. Upon receipt of
requested records, immediately submit results to IA
E;j;::::] FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room

Set Lead 3: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) ITOS II For information only.

| Should the institution be unable to fully comply with
this request due to lack of specificity or should the institution

S%ET NSLVIO-10785 . . e

Page 5

b2
bo
b7C
b7E
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Précedence: PRIORITY Date: 06/16/2005
To: Counterterrorism Attn: ITOf TI] I
SSA
General Counsel Attn: National Security Law Branch
DG:_;I1.1J.j.12_E.._Ihsarma..‘.i___I
ucC
| Attn: S8/ |
o2
From: Counterterrorism i

CXS/Electronic Surveillance Operations
and Sharing Unit EOPS/Room 4343
Contact: rg

Approved By: _Thomas Julie F

Hulon willie T
Lewis John E
Bennett Laurie J
Rogers Glenn T

Drafted By:
Case ID #: (S) {Pending)
(S) ending)
bl
Title: (S)
*&§  ELECTRONIC SURVEILLANCE OPERATIONS ho
o ' _AND SHARTNG IINTT
(LT
R |

i[]hSynopsisf """""" ) Approves the issuance of an ECPA National

Security Letter (NSL); provides reporting data; and, if

necessary, transmits the NSL for delivery to the electronic

communications service provider.l

(- .
U et b1

el b2

}ﬂ{ D7E

“““““““““““““““““““““““““““““““““““““““““““““ bl

Case 1D Serial : b7

; . BITA
] | DTE

ey seT NSL VIO 10886 RS
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Enclo®urels): (U) Enclosed for the[:::::::] Field Office is an v
original and a copy of arNaL;Qnal_SesuxiLx_Letter. dated
I06/16/2005 addressed to |

requesting names, addresses, length of service, billing records,
and electronic communication transactional records for the
account holder assigned the IP addresses at the date and times
specified below.

[R)

~J s

T

o0 U o

g

Details: (S//NF) FISA DERIVED INFORMATION: ‘

joli
b2

b7A
b7C

b7E

3= This electronic communication documents the Deputy
General Counsel for the National Security Law Branch’s approval
iTand certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records on the
following IP Address{es) from 06/09/2005 through 06/15/2005:

(35

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

i[]} N~~~>%Q A search of ACS did not reveal a person cleared to
Ljijiive National Security Letters at| |
c

ry

~3 DN =
3

oo

Field Office is requested to perform necessary background
hecks and se o provide a selected
individual at with emergency access to the
enclosed National Security Lecter as outlined in the emergency
access provision of the Security Procedures for Safeguarding
Records Pertaining to Electronic Surveillance within the United

States Authorized Under the Foreign Intelligence Surveillance Act
of 1978, dated 3/13/80.

OO0 U0
I S
Mo

(U) Arrangements should be made with the institution
receiving the enclose © produce the records personally
to an employee of the IField Office. The institution 2
should neither send the records through the mail, nor use the e
name of the subject or any identifying information related to the L/E

subject in a: telephone calls to the FBI. The institution
L T ey e e - SPRRET NSL VIG-10787
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" ---- Working Copy ~---- Page 3
shoujé“noﬁ contact FBIHQ directly in any manner.

(U) The[;:;:::;:;Field Office should remind the institution
that it is prohibite rom disclosing that the FBI has made this
request.

(U) Any gquestions regarding the above can be di 12
Eifff:f:] or |
Should the institution be unable to rully comply wi o
t

18 request due to lack of sgpecificity or should the institution b7C
i e detailed information to locate such records, the . B7E
Field Office should immediately contact |
| iori for additional informatiorm:

LEAD(s) :
Set Lead 1: (Info)
COUNTERTERRORISM
ar 1108 1] | b2
(U) Read and Clear
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
o NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting

requirements for NSLs.

Set Lead 3: {(Action)

bz
| b4
AT bé
piC
(U) Conduct necessary background checks for SAC b7D
approval for a one-time disclosure t HTE
After approval, hand deliver enclose -
Upon receipt _of reguested records, notifv
[ or | to coordinate

immediate delivery of records to FBIHQ, Counterterrorism
Division, CTD/CXS/EOPS, Room 4343.

. sBARETNSLVIO-10788
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Precedence: IMMEDIATE Date: 12/20/2005
To: Counterterrorism Attn: ITOS III::::] .
General Counsel Attn: National Security Law Branch
DGC Julie F. Thomas
Attn: SA
IA
RE b2
1SS b6
From: Counterterrgriam Dl:
CXS/EOPS froom 4343 b7E
Contact: TA] |

Hulon Willie T
Lewis John E
Thomas Julie F
Bennett Laurie J
Rogers Glenn T

Approved By:

Drafted By:
Case ID #: (S) -WEBX (Pending)
(8) Pending)
Title: % ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING b2
iy UNIT -] I b1
(s) b2
ol AN
b7E
00
(UjMSynopsiS4~w€$( Approves the issuance of an ECPA National
Security Lettér (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider. 1
U e
sgify On: bHE
(Siwéé
Enclosure(s): (U) Enclosed for the| is a

L |

15)
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AW

(S

Intelligence Community contacted t 1 nee
Operations and Shari i

{ SBCRET
NF
---- Working Copy ----

Coq;‘ af 2 Natrdopal Cocuritsr Tablbax datad 12/2n /2008 add;u:led
o

1
| requesting names, addressesg, length of service,

billing records, and electronic communication transactional
records for the uniform resource locator (URL) and file listed
below.

A&ﬁiﬁiétrative:w:)sg; This document is classified SECRET.
Portions of this document carrying classification markings may
not be incorporated into any criminal affidavit, criminal court
proceeding or unclassified investigative file. The information
in this document is intended to be used for lead or background
purposes only.

”2:u:%§i Some of the Intelligence provided in this communication
e

has nn obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on

reported intelligence without first receiving advice and consent

from FBIHQ.

B | Per 50 U.S.C. 8 1806 (b) & 1825 (c¢) of the Foreign

Inte ence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. - person FISA-derived information to any
foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation.

4. s

Details: (S//NF/OC) On 12/19/2005 an agency of the U.S.

Page

S/ /OC/NF The an

SEWE’NSE VIO-10790
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b2
bTE
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(5)

(S//0C/NF) ThLUSlLa.D.d_LbLl

(S§//0C/NF} The USIC and the

{n=

(a//NF/O0CY The enclosed NSL covers the

M This electronic communication documents the Deputy
General Counsel for the National Security Law Branchs approval
and certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records on the
following URLs and files:

(U) On 21/08/2C01, the Director designaved the FBI official
signing the eclcsed NSL as authorized . make the reguired

S%RF}’.NSL VIO-10791
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certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally

to an employee of the
should neither send t

[Field Office. The institution
he records through the mail, nor utilize the

name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution should
not contact FBIHQ directly in any manner.

(u)

Thd Field Office should remind the
institution that it is prohibited from disclosing that the FBI
has made this request.

Page 4

[N

bE

— ]

(U)

Anv _aueatriong reagardinag th ve

FBIHQ, IA or

[ |Should the institution be unable
this request due to lack of specificity or

require more detailed information to locate such recor

additional information.

LEAD (g) :

Field Office should contact I

Set Lead 1: (Info)

COUNTERRORISM

AT ITOS II

(U) For information only.

Set Lead 2: (Action)

GENERAL COUNSEL

Set Lead 3: (Action)

AT WASHINGTON, DC

can Adirected t+on
SSA re

to fully comply with
should the institution

(U) NSLB is requested to reguested to record the
appropriate information needed to fulfill the Congressional
reporting requirements for NSLs.

SHERENSL VIO-10792
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(U) 188

Hand-deliver enclosed

National Security Letter rollowing procedures outlined in this

EC. Upcon receipt of .

to IA

CTD/CXS/ECPS, Room 4

Set Lead 4: (Info)

equested records, immediately submit results

FBIHQ, Counterterrorism Division,
43,

ATl

(U) sa |
only.

| Iq For information

SB%.@NSL VIO-10793

bé
b7C
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Precedence: IMMEDIATE Date: 12/20/2005
To: Counterterrorism Attn: ITOS II/
General Counsel Attn: National Security Law Branch
DGC Julie F. Thomas
| | Attn: SA b2
IA B
SA I Dl
DIE

From: Counterterrorism ]
CXS/EOPS [Room 4343
Contact: lAI

Approved By: Hulon Willie T
Lewis John E
Thomas Julie F
Bennett Laurie J
Rogers Glenn T

Drafted By: b2
b7A
Case ID #: (S) [Pending) | 7o
(s) fending) ' -
Title: ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING
ol
(S) DA
D2
7R
U0
iUJ§ynopsis:. Approves the issuance of an ECPA National

Security tt (NSL) ; provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

(Uyw~“””:a?f:: Derit om bl

Dec i On: 1220 2
iSL = b7E
>
Enclosure (s) : (U) Enclosed for thel |Division is an
_______ L T T R Py PR
Case ID r Serial : 5
' %:RET NSL VIO-10794 - 57A
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1 |requesting names, addresses, length of service,
billing records, and electronic communication transactional
records for the uniform resource locator (URL) and file listed

below.

Portions of this document carrying classification markings may

not be incorporated into any criminal affidavit,
proceeding or unclassified investigative file.

criminal court
The information

in this document is intended to be used for lead or background

purposes only.

- 2,~:}S{:§ome of the Intelligence provided in this communication

has“been obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the

intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent

from FBRIHQ.

im.g;H“}}q:per 50 U.5.C. S 1806 (b) & 1825 (c¢) of the Foreign

i

Intelligence Surveillance Act (FISA),

recipients are reminded

that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. - person FISA-derived information to any

foreign government without prior approval of the Attorney

General. Thisg information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of

Investigation.
m-.

S

Too
3

ar
=

Rl

Details: (S//NF/0C) ©On 12/1%/2005 an agency of the U.S.
Intelligence Community contacted the

lectronic Surveillance

Operations and Sharing Unit (EOPS) to

pl
b7A

(8//QC/NF) |

j7)m:n—NSLAﬂ£¥40295

RO CINe)
~J N

®)
g
=R



{ SERRET
NF

iShE ---- Working Copy ---- Page 3
pl
b2
h7E
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(ot iom fa1mn Tl LIO T ...A‘
b1
bTA
]
(8//QC/NF) The USIC and
bl
D74
(S//NF/0C) The enclosed NSLI
bl
b2
b4
7D
b7E

h This electronic communication documents the Deputy
General Counsel for the National Security Law Branchs approval
and certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing

records/electronic communication transactional records on the
following URL and file:

gy | b2

(U) On 11/09/2001, the Director designated the FBI ofificial

signing the enclosed NSL as authorlzed to make the required
certification.

(U) Arrangements should be made w1Lh tne

ingtitution
SE§(€1:.T L VIO-10796



{ Sﬁb%ET i
NF
---~- Working Copy ----

receiving the encloses to produce the records personally
to an employee of the Field Office. The institution
should neither send the records through the mail, nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution should
not contact FBIHQ directly in any manner.

(U) The[______ |Field Office should remind the institution
that it ig prohibited from disclosing that the FBI has made this
request.

in““:h§i The[:::::::kield Office, prior to serving the NSL,
should conduct a threat assessment on the company and its owner
or company officers. If information developed is derogatory or

indicates a potential se of FBI interest in the website
to a terrorist group,tffffffjshould contact FBIHQ immediately.

(U) An uestions regarding the above can be directed to
FBIH?f T2 | or ssA | |
t

Should the institution be unable to fully comply with
18 request due to lack of specificity or should the institution

require more detailed information to locate such records, the
IilField Office should contact IA Ior SSAl for
additional informatiomn. ' ‘

LEAD(s) :
Set Lead 1: (Info)
COUNTERRORISM

AT 1TOS 1I[____ | olt

(U) For information only.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to requested to record the

appropriate information needed to fulfill the Congressional
reporting requirements for NSLs.

Set Lead 3: (Action) e
bh7E
I |

AT | |

(U) Hand-deliver enclosed National Secur.ty Letter

spereT NSL VIO-10797

Page
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follawing procedures outlined in thig EC. Upon receipt of
requesgsted records, immediately submit results to IA}::::::]
|_q—_| FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room
4343,

Set Lead 4: (Info)

AT| |

(u) SAI | IA For information

only.

sﬁ&gm NSL VIO-10798
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Page 1

IMMEDIATE Date: 12/20/2005
To: Counterterrorism Attn: ITOS II/
General Counsel Attn: National Security Law Branch
DGC Julie F. Thomas
Attn: SA
IA
Attn: | I—
From: Counterterrarism
cxs/Eops) Room 4343
Contact: 1A
Approved By: Hulon Willie T b2
Lewis John E hé
Thomas Julie F w70
Bennett Laurie J :
Rogers Glenn T L7E
Drafted By:
Case ID #: (S) (Pending) I
(S) ending) D7A
. o DIE
tubit164mw ELECT DNlC_SHRMEILLANCE_QEERAIIQNS_AND_SHARING]t“‘ -
UNIT -
(8) bl
02
bTA
ool I o7k
I”‘”"Synops:vi.vs:»:...A. Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.
fm-. ﬂ Derive . ;
(8- De ¥ On: 0 bl
2 bz
| b4
Enclosure(s): (U) Enclosed for thel |Division is an biB
original and a copy of a NSL, dated 1 0/2005, addressed to[:::] b7E
Case 1ID Serial fi
: . N2
B ‘7@@?&1‘ NSL VIO-10799 .- - -.b7IAn -
e e e m ..l:s:l G e e Zg? — bTE -
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l | requesting names, addresses, length of service, billing
records, and electronic communication transactional records for
the uniform resource locator (URL) listed below.

Iy

E jAdministratiVéi“:}gi This document is classified SECRET.
Portions of this‘document carrying classification markings may
not be incorporated into any criminal affidavit, criminal court
proceeding or unclassified investigative file. The information
in this document is intended to be used for lead or background
purposes only.

{Uywzvézjgz#Some of the Intelligence provided in this communication

has”been obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of

intelligence gathering which are considered singular in nature.

No overt investigative steps should be undertaken based on

reported intelligence without first receiving advice and consent

from FRBIHQ.

Inte¥ligence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. - person FISA-derived information to any
foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation.

e

(U)m3. ) Per 50 U.S.C. 8 1806 (b) & 1825 (c) of the Foreign

(5)

Details: (S//NF/0C) On 12/19/2005 gan agencv of the 1I.§
Intelligence Community contacted the |

| o

Page

iT-Ti"w-..X\s\’//OC/NF) The USIC and | |

(51]

bl
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bl
b2
B7E
bIA
(S//OC/NF) The USIC and|
bl
L7A
(S//OC/NF) The USIC and’ bl
b7A
(S//NF/OC) The enclosed NSL|
bl
D
k!
b7
b7E
b7A
iUﬁ“w::}si;This electronic communication documents the Deputy
Genéral Counsel for the National Security Law Branchs approval
and certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records on the b
ﬂSj; following URL: o
| b7E

(U) On 11/09/2001, the Director designated the FBI official
signing the enclosed NSL as authorized to make the required
certification.

(U} Arrangements should be made with the institution
receiving the enclosed letter to produce the records perscnally

e i e e S:’?@_RET ,N.§L_ \_{IQ:;QSO_};_—;; s mme o —
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to an employee of the |Field Office. The institution
should .neither send the records through the mail, nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution shculd
not contact FBIHQ directly in any manner.

(U) The | | Field Office should remind the
institution that 1t 1s prohibited from disclosing that the FBI
hag made this request.

(W) Ty The] | Field Office, prior to serving the NSL,
should conduct a reat assessment on the company and its owner
or company officers. If information developed is derogatory or
indicates a potential compromise of FBI interest in the website
to a terrorist group, should contact FBIHQ

immediately.

(U) Any questions regarding the above can be directed to
FBIHQ, IA or SSA |

. Should the institution be unable to fully comply with
est due to lack of specificity or should the institution

require more detailed information to logcate suc reco;ff::fff
#or

Field Office should contact IA or 8§
aadicronal information.

LEAD(s) :
Set Lead 1: (Info)

COUNTERRORISM

AT ITOS I1I

(U) For information only.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to requested to record the

appropriate information needed to fulfill the Congressional
reporting requirements for NSLs.

Set Lead 3: {Action)

(U) Hand-deliver enclosed National Security Letter

Page
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following procedures outlined in this EC. Upon receipt of
requested records, immediately submit results to IALE;;;::J b6
$ FBIHQ, Counterterrorism Division, CTD/CXS —Room L7C
) L2
Set Lead 4: (Info)
FIELD
AT -
| | .
(u) SA| I. 1Al For information b7C
only. L7F

e . SEVRET NSL VIO-10803 - - —w— e o -




SEYRET

---- Working Copy ----

Precedence: Priority

To: Counterterrorism

General Counsel

From: Counterterrorism

Attn:
Attn:

Attn:

Date:

F. Thomas

CXS/EOPS]

[Room 4343

Contact: IA|

Hulon Willie T
Lewis John E
Thomas Julie ¥

Approved By:

Bennett Laurie J

Rogers Glenn T

12/13/2005

1Tos 11/

National Security Law Branch
DGC Julie

Drafted By: | | bl
b7A
Case ID #: (S) (Pending) )
(s) ending)
Title;,:ﬁé ELECT] ONS AND SHARRING
e UNIT;2QNIC_SHRMEILLANCE_QRERAIﬁ
iy
(8)

Yoo

Synopsisy - Approves the issuance of an ECPA National

Security Letteéer (NSL); provides reporting data; and, if

necessary,

transmits the NSL for delivery to the electronic
communications service provider.

Derive m: =
Dec ity On:

bi
bZ

L7E

Enclosure(s): (U)

Enclosed for the| p
original and a copy of a NSL, dated 0

ivision is an

05,

addressed to

nilling records,

ffequesting names,
and electronic communication transactional

addresses,

Iength of service,

records for the administrator of the website listed below.

_:tsif

i sg;ﬂwr NSL VIO-10804 |

(3)

Page 1
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Page 2

>&5 This document is classified SECRET.
Portions of this document carrying classification markings may
not be incorporated into any criminal affidavit, criminal court
proceeding or unclassified investigative file. The information
in this document is intended to be used for lead or background
purposes only.

2..

2. A;?gg Some of the Intelligence provided in this communication
has fYedn obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

3. Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign
-InteXllgence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. - person FISA-derived information to any
foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation.

Details: (S//OC/NF) Since January 2005, Electronic Surveillance
Operations and Sharing Unit (EOPS) has attended meetings with

various DepartTenL_of_Deiensp (DODY _and aothey Tntelligence

Community (TC) |

(8//0OC/NF)

T ooOUT
G
el

is requesting an NSL for a website which

SERLET NSL VIO-10805 - b2

() &7 /oc/NF)
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list domain registration in the U.S. or are hosted on U.S.
servers. The purpose of the NSLs is to determine any U.S. nexus
of the website content owners or to determine if other criminal
viclations might have occurred.

-  aj§£1Oc/NF) EOPS is specifically interested in the following

A & A N PPPSEVE S SO C O P D O V- D™ BN S S D O VY i I, W S T P 1o i

Page 3

bl

bZ
TE

b7A

51

b2
b4
biD

DTE

(S//OC/NF) Accordingly, EOPS is issuing an NSL to|

| b7A

to obtain subscriber and transactional data

associated wit thd Information obtained
from this requ I TacTTOFAaTs Tha TRFeragency interest in
terrorist- and This request does not
seek to obtain O OIT VISITOrS O the websites, but seeks
information on the subscriber and operators of the site.

~mnmwm;g€ This electronic communication documents the Deputy
Gener#l\ Counsel’s National Security Law Branch approval and
certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records for the
ugser contracting with to register the
website:

gy ..

(U) On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution
receiving the enclosed letters to produce the records personally
to an employee of the FB Division. The institution
should neither send the records rough the mail nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U Division, prior to serving the NSL, should

condutct ~a—Ttrreatassessment on the company and its owner or
company officers. If information developed is derogatory or
indicates a potential compromise of FBI interest in the website
to a terrorist group, should contact FBIHQ immediately.
Upon serving the NSL, should remind the electronic
service provider that 1t 1is prohibited from disclosing that the
FBI has made this request.
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(m) uestions r din . can be
FBIHQ, IA or SSA
| | Should the institution be unable to fully comply with
1s request due to lack of specificity or should the institution
reguire more detailed information to locate anch records, the
Division should contact IA or SSA for
FoortrIonal information.

LEAD(s) :
Set Lead 1: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

(U)y ITOS II{::::] For information only.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to requested to record the

appropriate information needed to fulfill the Congressional
reporting requirements for NSLs.

Set Lead 3: (Action)

AT
() | Hand deliver enclosed National Security
Letter followIT® procedures outlined in this EC. Upon_receipt of

records, immediately submit results to IA|
| FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room

4343.

Set Lead 4: (Info)

AT

(U) For information only.

. ) SEQ&T NSL VIO-10807 o
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Page

Precedence: Priority Date: 12/13/2005
To: Counterterrorism Attn: ITOS II/
General Counsel Attn: National Security Law Branch
DGC Julie F., Thomas
Attn:

SA
SA

From: Counterterrqri=sm

CXS/EOPSj Room 4343

Contact: IA|

Approved By:

Hulon Willie T
Lewis John E

Thomas Julie F
Bennett Laurie J
Rogers Glenn T

Security Le
necessary,

er (NSL); provides reporting data; and,
transmits the NSL for delivery to the electronic

communications service provider.

Drafted By:
Case ID #: (S) |(Pending)
(8) Pending)
Title:wn,igi ELECTRONIC SURVEILLANCE OPERATIONS AND SHARRING P
UNIT; | | L
bl
(s) 13
b7A
piC
Synopsis: ) Approves the issuance of an ECPA National

if

(1§ Derive -3 bl
I:S:I >{<Q Dec y On: —n
Sl b7E
Enclosure(s}: (U) Enclosed for the Division is an original
and a copy of a NSL, dated 12/13/2005, addressed to | |

| |
Jrequesting names, addresses,

length of service,

billing records, and electronic communication transactional

Case ID

288A

(&)

C90565-SECRET

Serial

sE?éET NSL vIO-108ds _109
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records for the administrator of the website listed below.

Administrative:é>%§l This document is classified SECRET.
Portions of thig dortument carrying classification markings may
not be incorporated into any criminal affidavit, criminal court
proceeding or unclassified investigative file. The information
in this document is intended to be used for lead or background
purposes only.

iUJ2-wC§SX;Some of the Intelligence provided in this communication
ee

has obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

iU33;m;}§1 Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign

-
'

(s)

Int igence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. - person FISA-derived information to any
foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation,

bl
b7k

Details: (S//0OC/NF) Since January 2005, Electronic Surveillance
Operations and Sharing Unit (EOPS} has attended meetings with bl

various DepartTenL_Qf_Defense_iDQDl_and_QLheI_InLelllaenFP b74a
Community (IC)

{q//nh/mw\l |

ol
b7D
bT7A

e . ) SESRET NSLVIO-10809 __ _ . ___




f SEQRET i

- ' ---- Working Copy ---- Page 3
AT
//OC/NF)[:::]is requesting an NSL for a website which
list "domain registration in the U.S. or are hosted on U.S.
servers. The purpose of the NSLs is to determine any U.S. nexus
of the website content owners or to determine if other criminal
violations might have occurred. ol
b’)
bfA
b7E

%8/ /0C/NF) is specifically interested in the following
website:

isﬁ” -
}6) Queries in open source databases reveal that the website X

(3)

oo

=N

)

oooUT
~J ~1 -

P

(s//OC/NF) Accordinglv.| ls issuing an NSL to

| “ Tt obrain subscriber and
transactional data associated with th

Information obtained from this request_will facilitate the

interagency interest in terrorist- an |

This request does not seek to obtain information on visitors to

the websites, but seeks information on the subscriber and

operators of the site. bl

>

iU)M"m.WES(;This electronic communication documents the Deputy b2

General Counsel’s National Security Law Branch approval and b
certification of the enclosed NSL. For mandatory reporting b7D
purposes, the enclosed NSL seeks subscriber/billing bIE
recordS/electroni.ugmmunma.QmumumaLmd.s for the user b7 A
contracting with to o

register the website: bt

l:E:l S . b/::.

(U) On 11/09/2001, the Director designated the official b7A
signing the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution
receiving the enclosed letters to produce the records personally
to an employee of the FBI Division. The institution should
neither send the records THYOUIM the mail nor utilize the name of
the subject or any identifying information related to the subject
in any telephone calls to the FBI. The institution should not
contact FBIHQ directly in any manner.

LU |D1v131on prior to serving the NSL, should
conduct a threat assessment on the company and its owner or
company officers. If information develcped is derogatory or
indicates a potential compromise of FBI interest in the website
to a terrorist group, should contact FBIHQ immediately.
Upon serving the NSL, should remind the electronic service

S%RET NSLVIO 10&1 . e —
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provider that it is prohibited from disclosing that the FBI has

made this request.

(U) Anv guestions regarding the above

FBIHO, TA

can be directed to
or SSA

| Should the institution be unable to fully comply with

this request due to lack of specificity or should the institution

require more detailed information such records, the
[:;j:;:]Division should contact IA or SSA for
a .

itional information.
LEAD (s) :

Set Lead 1: (Info)
COUNTERTERRORISM

AT WASHINGTON, DC

(U) ITOS II[::::] For information only.

Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to requested to record the
appropriate information needed to fulfill the Congressional

reporting requirements for NSLs.

Set Lead 3: (Action)

AT

(U} Hand deliver enclosed National Security Letter
following procedures outlined in this EC. Upon receipt of

requested records, immediately submit results to IA|

FBIHQ, Counterterrorism Divigion, CTD/CXS/EOPS, Room

EEEEE

__359551‘ NSL VIO-10811 . . .
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Precedence: PRIORITY Date: 11/22/2005
To: Counterterrorism Attn: ITOS I/CONUS IV/Team 16
SSA
I0S
General Counsel Attn: National Security Law Branch
DGC_Julie F. Thomas
ucC
Attn: IS
IResident Agency
Actn: Lo L
SA
From: Counterterrorism
CXS/EOPS( Room 4343 o)
Contact: IA D6
 qq o7
Approved By: Hulon Willie T
Lewis John E !
Thomas Julie F
Bennett Laurie J
Rogers Glenn T
Drafted By:
Case ID #: (8) |(Pending)
(S) lding) b7pL
. b2 bIE
I:U:lfltl-e..:.vv,}@ ELECT, NS AND SHARING
UNIT;
(s) bl
b7A
Synop51s:wM}€; Approves the issuance of an ECPA National
Security Lefter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.
. bl
m 2K Dot m: G- o
De ; e D
L7E
Enclosure(s) : (U) Enclosed for the Field Office is an
Case 1D Serial : .
. b1 sEgAsTyngivin10812 - - bl
[ S . - - - —--DTA

Bt IR b7E
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original and a copy of arNaLiQnal_SssnxiLx_LeLLex__daLed________1
11/22/2005, addressed to

[requestling names, addresses, length of
service, billing records, and electronic communication
transacticnal records for the account holder assigned the IP
addresses at the date and times specified below.

s

D

O T o0
e

~J ~J

(I MKdministrativefww§<) This document is classified SECRET.
Portions of this document carrying classification markings may
not be incorporated into any criminal affidavit, criminal court
proceeding or unclassified investigative file. The information
in this document is intended to be used for lead or background
purposes only.

(ijzTW~¥§% Some of the Intelligence provided in this communication

has been obtained by technigues authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
N “rt investigative steps should be undertaken based on

¥ intelligence without first receiving advice and consent
5

Mwwww>x< r 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign
(Um}-w=ng .nce Surveillance Act (FISA), recipients are reminded

thad 2re is to be no further dissemination or use of FISA-

der™ Jd material in any criminal investigative activity, or

dissemination of U.S. - person FISA-derived information to any

foreign government without prior approval of the Attorney

General. This information may not be disseminated for any

purpose without the prior approval of the Federal Bureau of .
, Investigation. -
. b2

b7

(S)

Details: (8//NF/0C)

1

b7A

(S//NF/0OC) Electronic Surveillance Operations and Sharing
Unit (EOPS) and U.S. Intelligence Community (USIC) analysis 5

b2
b7A

[EOPS and
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b7A
b2
b7E

(a/INE/OCY  Becording fa available informationl

[

N

Sy ey

,-
w .
[ Sy

o

'
~J

(S//NF/OC) | b
b7k
b’P?l’Ax

(a) - e}( The enclosed NSL covers the above referencedQIP
addreés\ Specifically, it requests information regar
most recent time recorded that the IP address was used. Also, b4
understanding that may not have maintained subscriber b7D
information for the IP address and time period in question, this
NSL also requests current subscriber information for the
r renced IP address. This is done with the understanding that
ﬁissues static IP addresses to its customers that are
maintained by the same subscriber for extended lengths of time.

_.¥8) This electronic communication documents the Deputy
|:U:| --@General Counsel for the National Security Law Branch’s approval
and certification of the enclosed NSL. For mandatory reporting
. - = ETNSL VIO-10814 R -~ - .-



D SEERET
NF
---- Working Copy ---- Page
purposes, the enclosed NSL geeks subscriber/billing

records/electronic communication transactional records on the
following IP Address and the following dates and times:

(U) On 11/09/2001, the Director designated the FBI official,
signing the attached NSL, to make the required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the Field Office. The institution should
neither gsend the records through the mail, nor utilize the name
of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) Thel Field Office should remind the institution
that it is prohibited from disclosing that the FBI has made this
request.

(U) Any questions regarding the above can be directed to
0, IA] | or ssa|

Should the institution be unable to fully comply with this
request due to lack of specificity or should the institution

require more detailed information to locate such records, the
[::;g:::]Field.Office should contact IA{::::::::] or SSA |for

additional information.
LEAD (s} :
Set Lead 1: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS IV/TEAM 16

(U) For information only.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
-~ :BQ) NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: {Action)

_ S}(R_ET NSL VIO-10815. =

bl
b2
b7E
b7A



SP{QET
NF

. ---- Working Copy ----

AT

(U) Hand deliver enclosed National Security Letter
following procedures outlined in this EC. Upon recemit of
, Room

requested records, immediately submit results to IA|
E;j;:::::]FBIHQ, Counterterrorism Division, CTD/CXS,

Set Lead 4: (Info)

AT | |

(U) s |SA For
information only~

o ?CRE_T_NSL VIO-10816. . .. ..
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Precedence: PRIORITY Date: 11/22/2005
To: Counterterrorism Attn: ITOS_I/CONUS IV/Team 16
SS8A
108
General Counsel Attn: National Security Law Branch
DGC Julie F. Thomas
uc | |
Attn: [ | RA
Attn: SA
SA

From: Counterterrqrism
CXS/EOPS] lRoom 4343
Contact: IA

Approved By: Hulon Willie T
Lewis John E
Thomas Julie F
Bennett Laurie J
Glenn T

Drafted By: NN

Case ID #: (S) (Pending) oA
(S) nding) niE

im- Title: Eﬁ? ELECTRONIC SURVEILLANCE QPERATIONS AND SHARING
UNIT;

RO

P

y O

rl
-
/

-

S
(s) A

-

(UT””“wwm
Synopsisf“”&ﬁ Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

isﬁum“meUMmupé) Deri From : G-
Declasgi ; 01122
(5]

o

O
~1 Dt

o
td

Enclosure(s): (U) Enclosed for the Field Office is an
original and a copy of a National Security Letter, dated

- SHREETNSLVIO-10817 A -
AN 8¢ o
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11/22/2005, addressed to] | b
I £a
|request1ng names, addresses, length of service, b
11ling records, and electronic communication transactional , b7¢
records for the account holder assigned the IP addresses at the b7D

date and times specified below.

~Administrative: )%6 This document is classified SECRET.

Portions of this document carrying classification markings may

not be incorporated into any criminal affidavit, criminal court
proceeding or unclassified investigative file. The information
in this document is intended to be used for lead or background

purposes only.

~zwm:%§) Some of the Intelligence provided in this communicatioﬁ

has n obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

R Per 50 U.S5.C. S 1806 (b) & 1825 (c) of the Foreign
Intelligence Surveillance Act (FISA), recipients are reminded

that there is to be no further dissemination or use of FISA-

derived material in any criminal investigative activity, or
dissemination of U.S. - person FISA-derived information to any

foreign government without prior approval of the Attorney

General. This information may not be disseminated for any

purpose without the prior approval of the Federal Bureau of
Investigation. bl
o

RIE

Details: (s//NF/oc)l

(S//NF/0OC) Electronic Surveillance Operations and Sharing
Unit (EOPS) and U.S. TIntelligence Community (USICY analvsig

o
b2
DTA

—— ———— NS YIO- 10818
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(o /INR/OY  Aosarding to anailable.inﬁoxmatﬂmﬂ

[E=WAANAnE Talal) !

{m

~}xﬁ The enclosed NSL covers the above referenced[:::::::]

| |IPdﬁddI£ES- Specificallv., it reguests
information regardin |

Algo, understanding that may not have

maintained subscriber information for the IF address and time
period in question, this NSL also requests current subscriber
informarion for the referenced TP address

(if

jéa This electronic communication documents the Deputy
SEQRETNSL VIO-10819

3

bl
DTA

bZ
b4
b7D
b7E
bTA
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b7E
b7A
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General Counsel for the National Security Law Branch’s approval
and certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records on the
following IP Address and the following dates and times:

(U) On 11/09/2001, the Director designated the FBI official,
signing the attached NSL, to make the required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the Field Office. The institution should
neither send the records through the mail, nor utilize the name
of the subject or any identifying information related to the

>}

subject in any telephone calls to the FBI. The institution <
should not contact FBIHQ directly in any manner. b7E
(U) The Field Office should remind the institution

that it is prohibited from disclosing that the FBI has made this
request.

(U) Anv_auestions regarding the above can be directed to b2
, IA or SSA| | hé
Should the institution be unable to fully comply with this
[i:;ijst due to lack of gpecificity or should the institution ]DZC
require more detailed information to locate su records, the b7E
t|Field Office should contact IA or SSA For

additional information.
LEAD (8) :
Set Lead 1: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS IV/TEAM 16

(U) For information only.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(UJHWW:)gi NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

. o _,S‘r;ﬁzETNSLVIo-loszo L

bl
b2
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Set Lead 3: (Action)

[ ]

AT|

(U) Hand deliver enclosed National Security Letter

regquested records, immediately submit results to IA

following procedures outlined in this EC. Upon rece;?t of

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room

EEEEE

Set Lead 4: {(Info)

[ 1

AT

(U) SA | SA For
information only.

e ___,_.__SE?ET.NSLVIQ—losz,l, L

Page

5

b2
fold
B7C

piE

o

1

1
Vo

1 -
=

oo oTo



SE&éT

' ---- Working Copy ---- Page

Precedence: IMMEDIATE Date: 12/06/2005

To: Counterterrorism Attn: ITOS I/CONUS 14

SSA !
General Counsel Attn: Natidma ecurity Law Branch

DGC Julie F. Thomas

uc

Attn: SA
Attn: SSA
SA

From: Counterterrqrism
CXS/EOPS [Room 4343
Contact: SA|

Approved By: Hulon Willie T
Lewis John E
Thomas Julie F
Bennett Laurie J
Rogers Glenn T

bl
Drafted By: B2

(8] nding) TE

b2
Title: (8] ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING
7 UNIT;
Uy | |
(8) bl
b7A
EU%,:&Q
Synopsisi © ¥S) Approves the issuance of an ECPA National
Security Létter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic i
communications service provider. ol
. Ko
07E

_________ 1 e T T T I ppt— - ———

Case ID _ Serial
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l:s:l;’inclosure(s): )?ﬁ Enclosed for thel;lmmmml of
_an NSL, dated 12/06/2005, addressed t
' bl
TR N = vemesring Thar | 1o
bd
¢1¢)
(T} Administrative:.. &) Portions of this document carrying b7C
classificatior_i mar ings may not bg incorporated into any criminal 7D
affidavit, criminal court proceeding or unclassified o
investigative file. The information in this document is intended DA
to be used for lead or background purposes only.
RLIE bl
(S) ted | b2
b7E
Details: (S//0C/NF) | g;
bo
b7A
b7C
b7E
—
(8//OC/NF)f
bl
b2
b6
hiC
L7E
b7A
(8//0C/NF) This eleTLIQnis_QQmmgﬂlQéLlQQ.EQQHQﬁLﬁ_LQSL_____
issuance of ap NSL to obtain
s bl
D2
jo¥i]
bo
pic
n7h
DTE
DTA

SRRETNSLVIO-10823 . . . . ..
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{(S//OC/NF) The above referenced forum ig being utiljized

(s) |

(U} Arrangements should be made with the institution
receiving the enclosef:ifffiﬁs to produce the records personally

to an employee of the Division within 5 business days of
receipt of this request. The electronic communications service
provider should neither send the records through the routine mail
gservice nor utilize the name of the subject or any identifying
information related to the subject in any telephone calls to the
FBI.

(U) Upon serving the NSL, should remind the bz»
electronic service provider that it 1s prohibited from disclosing B7E
that the FBI has made this request.

(U) On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Information received from an electronic
communications service provider may be disseminated to an agency
of the United States only if such information is clearly relevant
to the authorized resgponsibilities of such agency.

(S) The] IDivision is reminded not to undertake

LR — :261:The[:;::::]Division, prior to serving the NSL,
should conduct a threat assessment on the company and its owner
or company officers. If information developed is derogatory or
indicates a potential nise of FBI interest in the website
to a terrorist group,l should cpntact FBIHQ immediately.

_ SEPRETNSL VIO-10824. . __ _ .
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bl
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(U)rAnz_auesLiQns_regardina_the_aboxe_fan be dizactad
lto FBIHO, SA or SSA

[ Should the institution be unable to fUTTY TOWPT

with this request due to lack of specificity or should the
institution re%uire more detailed information to locate such

records, the ivision should contact SA or SSA
for additional information.

LEAD(s) :
Set Lead 1: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 14

(U} Read and clear.

Set Lead 2: (Action)

GENERAL COUNSEL

AT NSLB
- ,
:IgféNSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting

requirements for NSLs.

Set Lead 3: (Action)

AT

(U) Hand deliver the enclosed NSL by the procedures

outlined in this EC. Upon receipt of reguested records,
immediately submit results to SAi | FBIHQ,
Counterterrorism Division, CTD/CXS/EOPS, Room 4343,

Set Lead 4: (Info)

AT

O
~1 DO

ez

(U) Read and clear.

_ SECRETNS| VIO-10825 ... -
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Precedence: PRIORITY Date: 11/29/2005
To: Counterterrorism Attn: ITOS I/ETIIL
ITOS II
General Counsel Attn: National—security Law Branch b

DGF_Julie_E_;ﬂxxmuﬁ L6
Uuc T
Attn: | fA biC
From: Counterterrorism

CXS/EOPS [Room 4343
Contact: |

Approved By: Hulon Willie T
Lewis John E
Thomas Julie F
Bennett Laurie J
Bagers Glenn T

bDrafted By: L bl
. hT7A
Case ID #: (S) (Pending) :x_/r_AL
(8) ending) k2 .
(M) Title:- ;gj ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 02
UNIT:
I l bl
(8) b2
p7C
Rif . n7E
Syﬁébéigr“;xg) Approves the issuance of an ECPA National b7A

Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

(- _ b1
'*:ﬁﬁ: Der rom: b7
Decl 3 n: 1129 bR
(81 S
3 .
Enclosure(s): (U) Enclosed for the Field Office, B
esident Agency, 1s a copy of a National Security b%
etter, dated 11/29/2005, addressed to | | b7D
requesting names, addresses, bh75
Case ID Serial
' bl

r——LCL L R 171 o
S T T “__“;yé_ ISL VIO- 3326 ——o - b7A
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length: of service, billing records, and electronic communication
transactional records for the account holder(s) listed below.

Administrativer -8 This document is classified SECRET.
Portions of this document carrying classification markings may
not be incorporated into any criminal affidavit, criminal court
proceeding or unclassified investigative file. The information
in this document is intended to be used for lead or background
purposes only.

2. X8y Some of the Intelligence provided in this communication

U has been obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.
tuyw3«w:jsii?er 50 U.8.C. S 1806 (b) & 1825 (c) of the Foreign
Intelligence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. - person FISA-derived information to any
foreign government without prior approval of the Attorney
General. Thisg information may not be disseminated for any
purpose without the pricr approval of the Federal Bureau of
~ Investigation. b1
S| L7E
Detajilg: (S//0C/NF) | lhas identified a website utilized bv
bl
L2
bo6
L7A
L7C
b7E
(S//0C/NF) Thel
bl
b2
bo
7C
b7E
b7A
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bl
(Q//nﬁ/r\n:‘\l o
b2
bTE
bTA
(s//0OC/NF)} FBI source reporting and USIC analysis
Do :::E;;;;;;;g Pl
b2
b
LA
iC
b7E

(§//QC/NF} On 07/05/2005, thgj |source reported that

bl
o)
bt
b7A
b7C
b7E
bl
29/20 confirmed ho
bé
b7A
RN FaYa AN rA ~y o loonon e PR 1 XY= a b7E b/—l
o6
L7A
b7C
b7D
10 //An/NIDY  Peccedinaly BADRS anthored s NQT taf bl p2
b2
bd
b6
iC
b7D
jeNan
(S//OC/NF) As a result, EOPS is issuing a N Bé
b4
b7D
- : : : b7E
Wﬁ“”“:>;§z This electronic communication documents the Deputy b7A

o .. _SBERETNG| VIO-10828 . .. ... ... - -
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General Counsel’s National Security Law Branch approval and
certification of the enclosed NSL. For mandatory reporting

purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records associated bl
with the following website: b;

(&)1 L7F

b7A

(U) On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution
receiving the enclosed letters to produce the records perscnally
to an employee of the ield Office. The institution
should neither send theé records through the mail nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The QField Office should remind the institution
that it is prohibited from disclosing that the FBI has made this
request.

g m::?siiThe[:::::;::Field Office, prior to serving the NSL,

should conduct a threat assessment on the company and its owner
or company officers. If information developed is derogatory or
indicates a potential compromise of FBI interest in the website
to a terrorist group, should contact FBIHQ immediately.

(U) ?nx guestions regarding the abfve can directad tn ?2
, IA or SSA | b6
[Efiﬁ? Should the institution be unable to fully comply with this b
request due to lack of specificity or should the institution 07
require more detailed information to lgocate gsuch records, the
[:;2:;::]Field Office should contact IA or SSAl |or
additional information.

LEAD(S) :

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(3} NSLB is regquested to review and approve the
enclosed NSL.

Set Lead 2: (Action)

D

oo
23
=

AT

e oo .. SHECREINSLVIO-10829 0 . oo - o o
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Page

‘ (U) Hand deliver enclosed NSL following procedures
cutlined in this EC. Upon receipt of requested records,

immediately submit results to IA

FBIHQ,

Counterterrorism Division, CTD/CXS/EOPS, Room 4343,

Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

(U) ITOS I/ETIU. For information only.

Set Lead 4: (Info)
COUNTERTERRORISM

AT WASHINGTON, DC

(U) ITOS 1II For information only.

_ s§tRETNSL VIO-10830 - L
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Precedence: IMMEDIATE

To: Counterterrorism

General Counsel

From: Counterterrgxicm

Date: 12/09/2005

Page

CXS/EOPS
Contact: IA

Approved By: Hulon Willie T
Lewis John E
Thomas Julie F
Bennett Laurie J
Rogers Glenn T

Drafted By:

Case ID #: (S)
(S)
(S)

Attn: ITOS I/CONUS IV/Team 16
SSA
I0S
Attn: Natz Law Branch
DGC Julie F. Thomas
Attn:
Attn:
SA
SA
Room 4343
bl
b2
Pending) DA
ending bR
ending)

Title: { ELECTR| PERAT b2
) UNIT -

(m

bl
bo
bR
b7C

Synopsis: -—{8T~ Approves the issuance of an ECPA National
Security Letter (NSL); provides reportlng data; and,

Case ID

if

@]
MGG IS N N

el e

ONEONEON

Serial
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necegsary, transmits the NSL for delivery to the electronic
communications service provider.

, ol
~

. o
=) — [el A
Enclosure(s) : (U) Enclosed for thel |Fie1d Office is a

copy of a National Securitv Letter, dated 12/12/2005, addressed
to

requesting names, addresses, length of service, billing records,
and electronic communication transactional records for the
account holder assigned the IP addresses at the dates specified
below. .

PEEONNG)
~1 N

B o

o
|

Administratlﬁé?“:13¥::This document is classified SECRET.
Portions of this document carrying classification markings may
not be incorporated into any criminal affidavit, criminal court
proceeding or unclassified investigative file. The information
in this document is intended to be used for lead or background
purposes only.

2.“~;F&<}ome of the Intelligence provided in this communication
has been obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

3.":}5&:Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign
Intelligence Surveillance Act (FISA), recipilents are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, orx
dissemination of U.S. - person FISA-derived information to any
foreign government without prior approval of the Attorney
General., This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation.
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S I::nﬂ 1< )
Intelligence Comminity (IUSTCY |- bl
o)
b6
b7C
b7D
b7A
Lol dazr f~Ah I P IV PP i B 2N I (R P TN R e | b]'
bo
b7C
7R
(S//NF/OC) Based on open-source searcheg, the
I |
the United States Intelligence Community (USIC) have determined
bl
b2
bd
06
L7C
7D
TE
b7A
bl
(B 7NF/0C) USTIC apalvsis indicateg thatl b2
b6
b7C
(S//NF/0C) The enclosed NSL covers the above referenced bTE
| 1P addresses. However, EOPS]| pa  EP2
2 R
- I
p7D P
bl
Accordingly, the enclosed NSL requests log information associated b
with the IP addresse.s_a.LLb.Lsmiﬁie.d_daLes__s.o_tha.Lanallsis_l Syae
iS?“maV“be performed to O
— . bia
I bl
(S//NF/0OC) EOPS requests that| |Field office b2
provide technical assistance as appropriate to determine whether joli!
T | V\6
iSj ~— ... | Specitically, EOPS reguests thaq IField ‘ 7
ice assist in determining whether the T& =Tenced] | ”;:

L_ — bl
b’

'j)éi This electronic communication documents the Deputy
General Counsel for the National Security Law Branchs approval
and certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing

e S.'§6BT.N5LV10-10833 -
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i >>g]. The Field Office, prior to serving the NSL,

(U) Any guestions regarding the above can be directed to
ﬁ;r;:m natie’
institution teaulre_more1detailed information to locate such
records, the Field Office sghould contact IA

. SPCRET
NF
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records/electronic communication transactional records on the

following IP addresses and the corresponding dates:

bl
(5 ¥

b7E
b7A

(U} On 1T/05/2001, the Director designated the FBI official
signing the enclosed NSL as authorized to make the required
certification.

(U) Arrangements should be made with the institution
receiving the enclosed_leffer to produce the records personally
to an employee of the Field Office. The institution
should neither send the records through the mail, nor utilize the
name of the subject or any identifying information related to the oY
subject in any telephone calls to the FBI. The institution should -
not contact FBIHQ directly in any manner. PTE

(U} The IField Office should remind the
institution that it 1is prohibited from disclosing that the FBI
has made this request.

)

oo
-~
e

should conduct a threal assessment on the company and its owner
or company officers. If information developed is derogatory or

indicates a potential ol f FBI interest in the website
to a terrorist group,l ishould contact FBIHQ

immediately.

Should the institution be unable to fully comply
st due to lack of specificity or should the

-1 =1y DN

o oToo
= M

or SSA for additional information.

LEAD (8) :
Set Lead 1: (Info)
COUNTERRORISM
AT ITOS I/CONUS IV/TEAM 16

(U) For information only.

Set Lead 2: (Action)

GENERAL COUNSEL

mtet R T L LTI ;‘S_"_EX_RET_NS'-_YIO‘10834‘:'_ DT LT LT T LT
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AT WASHINGTON, DC
(U) NSLB is reguested to requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Action)

AT

(U) Hand-deliver enclosed Naticnal Security Letter following
procedures outlined in this EC. Upon receipt of requested
records, immediately submit results to IA| |
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4343.

Set Lead 4: (Info)

AT

(U) For information only.

B o syﬁam__ NSL VIO-10835
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Precedence: IMMEDIATE Date: 12/09/2005
To: Counterterrorism Attn: ITOS I/CONUS IV/Team 16 )
SsA -
108 =
General Counsel Attn: National Security Law Branch 0o
rDGC_JLlie F. Thomas b7C
Attn: h7F
Attn: SA
SA
SA

From: Counterterrorism
CXS/EOPS] VRoom 4343
Contact: IA| |

Approved By: Hulon Willie T
Lewis John E
Thomas Julie F
Bennett Laurie J
Rogers Glenn T

Drafted By: ~| | el
| . b2
Case ID #: (8) (Pending) n7A

(s) nding) b7
iy (s) nding) ok

Title:':)sq: ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING .
UNIT | P2

(s)

=y
" R,
oy

T
~-J
o

(8)

o]
1 -]
oy s

(U : .
SynopsiSE':}S{; Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if

Case ID Serial
b1
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necessary, transmits the NSL for delivery to the electronic
communications service provider.

Enclosure(s) : (U) Enclosed for the Field Office is a

copy of a National Security Letter, dated 12/12/2005, addressed
to

irequestlng names, addresses, length of service,

()

m-

m -

{0,

() 2 O]

billing records, and electronic communication transactional
records for the account holder assigned the IP addresses at the
dates specified below.

Administrative: :Pii This document is classified SECRET.
Portions of this document carrying classification markings may
not be incorporated into any criminal affidavit, criminal court
proceeding or unclassified investigative file. The information
in this document is intended to be used for lead or background
purpcoses only.

2, SY. Some of the Intelligence provided in this communication

has been obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

3. %8 Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign
Intelligence Surveillance Act (FISA), recipients are reminded
that there isg to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. - person FISA-derived information to any
foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation.

L

Derajila: {R//NF‘/OF)[

Page 2
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f l|and U.S.
Intellicence Commumnatsr [JISTCOY yeocent Psr] . I
: | [The

(S//NF/0OC) According to available informationJ

{(S//NF/OC) Based on onen-scurce searches. the
I | and

he United States Intelligence Communi USIC) have de in
(S//NF/0C) USTIC analvsasis indicates that|
N SHNEACY The enclosed NSL covers the above referenced
IP addresses. However, EOPS analysis 04

b7D
(Sj“_m

| |Accord1ngly, the enclosed NSL requests Tog information b1
associated with the IP addresses at the o that

analvsis mav be performed to determine | - 06
L7C
b L7A
(8//NF/0C) EOPS requests that[::::::;]Field Office
provide technical assistance as appropriate to determine whether
| Specifically, EOPS Treguests a ield
Office assist in determining whether| |
can be analyzed to determine |

e

This electronic communication documents the Depucy
General Counsel for the National Security Law Branchs approval
and certification of the enclosed NSL. For mandatory reporting

e e .. SECRRINS| VIO-10838 o e

o7C¢
fo )l
DTA

.
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b7C
L7A

bl
p2
o)t

b7D
bTE
b7A

bl
b2
b6
b7C
DTE
biA
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b4
b6
b7C
b7D
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P

purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records on the
following IP addresses and the following dates:

(5

(U) On 11/09/2001, the Director designated the FBI official
signing the enclosed NSL as authorized to make the required
certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the Field Office. The institution
should neither send the records through the mail, nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution should
not contact FBIHQ directly in any manner.

(U) The IField Office should remind the institution
that it is prY from disclosing that the FBI has made this
request .

W ey The[:::::::]Field Office, prior teo serving the NSL,
should conduct a threat assessment on the company and its owner
or company officers. If information developed is derogatory or

indicates a potentialcomnromise of FBI interest in the website
to a terrorist group, should contact FBIHQ immediately.

(U) Any questions regarding the above can be directed to
loxr ssa
| Should the institution be unable tT rully comply

with this request due to lack of specificity or .should the

institution require more detailed information to locate such

rec the[;g:;:::]Field Office should contact IA or
SSM for additional information.

LEAD(s) :

Set Lead 1: (Info)
COUNTERRORISM
AT ITOS I/CONUS IV/TEAM 16

(U) For information only.

Set Lead 2: (Action)

Page 4
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GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Action)

AT

(U) Hand-deliver enclosed National Security Letter following
procedures outlined in this EC. Upon receipt of requested
records, immediately submit results to IA |
FBIHQ, Counterterrorism Division, CTD/CXS , Room .

Set Lead 4: (Info)

AT

(U) Por information only.
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Precedence: ROUTINE Date: 11/21/2005
To: Counterterrorism Attn: ITOR 114 I
SSA
From: Counterterrarism '
CXS/EOPS VRoom 4341
Contact: SA

Approved By: Hulon Willie T
Lewis John E
Bennett Laurie J
Pnaere Glenn T

Drafted By:
Case ID #: (8) (Pending) szm
(s) ;Pending) B7A
. 2
Title:  J8)_ ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING
UNIT;| | b2
bl
(&) b6
b7A
":l ~
' synopsis:- ¥&[ Documents the recommendation tn nat caruaP’C cpp
National Security Letter (NSL) to in
v,"ZXSi i rom : G-3
L Decl i H 30 Bl
— EN
Reference: (8) b7A ,
-1 R ot
:}Ki b7E
Administrative:. . This document is classified SECRET.

{Ul- Portions of this~document carrying classifications markings may
not be incorporated into any criminal affidavit, criminal court
proceeding or unclassified investigative file. The information in
this document is intended to be used for lead or background
purposes only.
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: - b1
Details: (S//OC/NF) -
Lo
bT7A
L7C
L7E
(8//0C/NF) Electronic Surveillance Operations and bl
Sharing Unit (EOPS) requested an NSL be served for those websites o
which listed domain registrations in the U.S. or are hosted on -
' ted service of an NSL :
he purpose of the NSLs D7D
was CO determine any U.S. Nexus o € website content owners or b7E
to determine if other criminal violations might have occurred. BT A -
(8//0OC/NF) Accordingly, EOPS issued an NSL tol o2
I_Lo_obnam_subsmbﬁgmums.a.cmgﬁtal data associated with the bd
Dosricainn foarigardad b V\7D
results received %ﬁF
Specifically, EOPS received 3 pages oL results Lrom Eﬁq I iiﬁ
Division on 10/03/2005. DA
(S) bl
h?
ol
b7D
b7E
bTA
bl
b2
(8) On September 20, 2005 aper copies of the ‘b7E
information were received by[::::::ﬁ bR

Division. Those results show

tha was registered by:

(51

bl
b2
b4
7D
b7E
b7A

: ____?ﬂi&guSL VIO-10842 — - s e
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(&) . bl
: : b2
bé
Do
b7C
7D
b7E
b7A bl
(8) Acchdin?ly, EOPS planned to issue an NSL to[ | o2
I o obtain subscribher and transactional data b4
associated with the b7D
b7E

(U) Pri i i background investigation 674
was conducted on and their officer s

lhas_reanrdef business addresses at
and

The con
. andl

Bothl | and | [list

as their address of record with thé State of
Department of Motor Vehicles.

] |
hé
b7C
b7k
b4
(U) It is the recommendation of EOPS that due to the jold)

extensive criminal history ofl |particu
past criminal involvement in & investigaction, that

| |not be served an NSL.

b7D

{U) Any questions regarding the above can be directed

to FBIHQ, SAJ | ox

SSA
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Precedence: IMMEDIATE Date: 10/28/2005
b2
To: Counterterrorism Attn: ITOS II/ b
LI
General Counsel Attn: National Security Law Branch b6
GC Valerie E. Capronj bi7C
uc
Attn: IA

From: Counterterrariam
CXS/EOPS [Room 4343
Contact:

Approved By: Hulon Willie T
Lewis John E
Caproni Valerie E
Bennett Laurie J
Rogers Glenn T

Drafted By:
Case ID #: (S) SL (Pending) bl
(8) (Pending) L7A
(s) Pending) Ro ho
Title:;::%{i ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING
ELECTRONT EILLAN
UNIT; 1
bt
L7C

Wywsynopsis;“;$§£:§pproves the issuance of an ECPA National Security

Letter (NSL); provides reporting data; and, if necessary,
transmits the NSL for delivery to the electronic communications
service provider.

(U$~~"::§&I: Dex f G-3

Declassi

Case ID Serial

-

PO~ 5o

o T T

e I: s:l —-— BT — S —S:E%T—NSL VIO-10844 - _—_— —_—
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‘ bZ
fﬂﬂ" b7E
Enclosure(s): (U) Enclosed for the Division is an
[ifiiijal—and—a—ﬂﬂn¥—ﬂf—a—N3L——dﬂﬁﬂﬂ—Jﬂ12312535——ﬂddI2532d—10—1 b2
"/
requesting names, addresses, length of service, billing -
records, and electronic communication transactional records for bf?
the| |user listed below. b7E

(m"AdminisbratiVéi”:RS: This document is classified SECRET.
Portions of this document carrying classifications markings may
not be incorporated into any criminal affidavit, criminal court
proceeding or unclassified investigative file. The information in
this document is intended to be used for lead or background
purposes only.

i)

©)

N

RC%LJ

Details:

2

(8//OC/NF)

(s//0C. NF)f

487 m)C, NF) Analysis of the computer media revealed a

vicinity. Electronic Surveilllance Operations and Sharing Unit

(EOPS)
nexus.

[11)

->87/0C/NF) Accordingly, EOPS is asking for any

information associated with the following:

is in the process of continuing its search for any U.S.

b4
b6

~ 7
bl

7D

)
S

(U) On 10/17/2003, the Director designated the offib7A

gigning the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution

receiving the enclosed letter to produce the records personally

to an employee of the FBI|

| Division.

The institution

should neither send the records Through the mail nor utilize the

name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution should
not contact FBIHQ directly in any matter.

. SBRRETNSLVIO-10845- - - wun —— - o e
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- (o)
Upon serving the NSL, should remind 17
the electronic service provider that it is prohibited from v
disclosing that the FBI has made this request.
(u) i i above ian be._clj_::e_s:‘.*l_'.e.s:i.__|
IH IA or SSA
Should the institution be unable to fully comply with e
this request due to lack of specificity or should the institution ~e
require more detailed information to locate such records, the b6
E;;::]Division should contact IA or SSA for 07C
itional information. nTE
LEAD(s) :
Set Lead 1: (Info)
COUNTERTERRORISM
b2
AT ITOS II o

(U) For info only.

Set Lead 2: (Action)
OFFICE of GENERAL COUNSEL
AT NSLB
(U) NSLB is requested to record the appropriate

information needed to fulfill the Congressional reportlng
requirements for NSLs.

Set Lead 3: (Action)

| | be
AT

(U} Hand deliver encloged NSL following procedures
outlined in this EC. Upon receipt of reguegsted records,
immediately submit results to IA FBIHQ,
Counterterrorism Division, CTD/CXS/ECPS, Room 4343,

SMNSL VIO-10846 o




{

SEaégT i

(2

---- Working Copy ---- Page 1
Precedence: IMMEDIATE Date: 10/28/2005
To: Counterterrorism Attn: ITOS I/CONUS 14
SS8A
General Counsel Attn: Nat:cnar—sgcurrtylLaw Branch
DGC Valerie E. Caproni
 —
Attn: SA
Attn: SS
S
From: Counterterrqriam
CXS/EOPS | [Room 4343
Contact: A/SSA| |
Approved By: Hulon Willie T
Lewis John E
Caproni Valerie E
Bennett Laurie J
Rogers Glenn T
Drafted By:l
Cagse ID #: (S) {Pending)
(8) ending)
Mritles ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING
UNIT: | b2
(S)
DA
im
z}§{i Dert om: a
Declassi n: 028
SynopéESEwu Approves the issuance of an ECPA National
Security Léttér (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic 7
communications service provider. b
pTE
Case ID Serial bl
: b2
18y —_— __SEE__gﬁ__INgL_wge.los4z;- e e DTA -
T ot T ) b7E

b2
bt
h7C
B7E
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Enclosure(s) : (U) Enclosed for th Lipld Qffice ja a cony
of a NSL, dated 10/28/2005, addressed toi |

requesting names, addresses, length ol service, billing records,
and electronic communication transactional records for the
webgite listed below.

(U) e

classification markings may not be incorporated into any criminal
affidavit, criminal court proceeding or unclassified
investigative file. The information in this document is intended
to be used for lead or background purposes only.

\(UJ b1
. b2
(S) bTE

Details: (S//OC/NF) |

(8//QC/NF) The above captioned]|

(8//0C/NF) This electronic communication requests
issuance of a NSL to obtain electronic transactional records from

Detalls IOLlIOwW:

(s//0c/NF) |
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bl
b2
7D
b7A
ol
(51 b2
DTE
DR
TU] AITaIgemelits Slioula PE Made wICIl Che Institution
receiving the enclosed letters to produce the records personally
to an employee of the Field Office within 5 business days
of receipt of this reguest. The electronic communications
service provider should neither send the records through the )
routine mail service nor utilize the name of the subject or any b2
identifying information related to the subject in any telephone b7

calls to the FBI.

(U) Upon serving the NSL,[___ | should remind the electronic
service provider that it is prohibited from disclosging that the
FBI has made this request.

(U) On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Information received from an electronic communications
gervice provider may be disseminated to an agency of the United
States only if such information is clearly relevant to the
authorized responsibilities of such agency.

B2
(M ¥ Thel | ©7E
(Uj.wn~::%st:The[:::::]Division, prior to serving the NSL, shculd
conduct a threat assessment on the company and its owner or bz
company officers. If information developed is derogatory or HIE
indicates a potential comnromise of FBI interest in the website
to a terrorist group, should contact FBIHQ immediately.
(U) ATmeamng_me above can be directed to o
FBIHO, SSA or A/SSA | | D2
| | Should the institution be unable to fully comply Lo
with this request due to lack of specificity or should the b7C
institution require more detailed information to locate such bR
records the[j%;;:gDivision should contact SSA[:::]or A/SSA T
| for additional information.

LEAD(s) :

e e - ,_V,_SESEEEJ}ISLxLIO-l_QSAQ____ SENPURNPES
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---- Working Copy ----
Set -Lead 1: (Info)
COUNTERTERRORISM
AT ITOS 1I/CONUS 14

(U) Read and clear.

Set Lead 2: (Action)
GENERAL COUNSEL

AT NSLB

s

e NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Action)

[ ]

AT

(U) Hand deliver enclosed NSL following procedures
outlined in this EC. Upon receipt of reguested records,
immediately submit results to A/SSA |FBIHQ,
Counterterrorism Division, CTD/CXS/EUPS, Room 4343.

Set Lead 4: (Info)

AT Ve

(U} Read and clear.

Page
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b7C
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Page 1
Precedence: IMMEDIATE Date: 10/26/2005
To: Counterterrorism Attn: ITOS II/l |
SSA | |
General Counsel Attn: National Security Law Branch
DGC Julie F. Thomas
UCl
Attn:
From: Counterterrgxicm
CXS/EOPS bDnnm 4347
Contact:
Approved By: Hulon Willie T o
Lewis John E “SA
Thomas Julie F b7C
Bennett Laurie J TR
Rogers Glenn T '
Drafted By:
= i
Case ID #: (8) | (Pending) }%:n
(8) Pending) _ DA
02 b2
~TitledmCE§{iiELECTRONIC SURVEILLANCE OPERATIONS AND SHARING
UNIT;] | bl
b6
b7A
L7C
Syﬁ0psi9f“>XSD Approves the issuance of an ECPA National Security
Letter (NSL}; provides reporting data; and, if necessary,
transmits the NSL for delivery to the electronic communications
service provider.
e Deriy : = ;
i :}§<i Dec 3 n: 0 ?}ﬂ 1
—  DbiA bl
Reference: (8) b2
nd
7D
i
Enclosure(s): (U) Enclosed for the | pivision is an original b7E
[ Tequesting
Case ID : Serial
: bl
SECRET NGL VIO-10851 biA
- T B I
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names, addresses, length of service, billing records, and
electronic communication transactional records for the
administrator of the website listed below.

‘Administrative: {EB(i This document is clagsified SECRET.
Portions of this document carrying classifications markings may
not be incorporated into any criminal affidavit, criminal court
proceeding or unclassified investigative file. The information in
this document is intended to be used for lead or background

purposes only.
.

s (]| b2

I b7E

Details: (S//OC/NF)

(S//OC/NF) Electronic Surveillance Operations and
Sharing Unit (EOPS) requested an NSL be serxrved for those websites
which listed domain reglstratlons in the U.S. or are hosted on

sted service of an NSL
The purpose of the NSLs
ertermile any v.s. o site content owners or

to determine if other c¢riminal violations might have occurred.

(S//OC/NF) Accordingly, EOPS issued an NSL to[:;;;;;;:]
r and transactional data associated Wz
wehsaite Divigsion forwarded the

Tesults received from |
Specifically, EOPS received 3 pages of results from thel I
Divigion on 10/03/2005.

/c//nﬂ/NwJ

S O

-J
O :j;;

OO0 O0T0

-3
7

b7E 1
L jixbz

7D
b7E
bTA

P SBRETNSLVIO10852 .
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Page 3

bi
b2
b4
L7C
b7E
b7A

[N

Lo Daoaooxadinclss LTono 2 a oot e s AOT EN I

oo Cco

~J s

(8) This EC documents the Deputy General Counsel’s
National Security Law Branch approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/electronic communication

bl
b2

hi

b7D
b7E
bh7A

(U) On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the FBI! Division. The institution should

roug

neither send the records h the mail nor utilize the name of
the subject or any identifying information related to the subject
in any telephone calls to the FBI. The institution should not
contact FBIHQ directly in any matter.

(mumw::igt:%he lDivision, prior to serving the NSL,
should conduct a Teat assessment on the company and its owner
or company officers. If information developed is derogatory or
indicates a potential compromise of FBI interest in the website
to a terrorist group, should contact FBIHQ immediately.
Upon serving the NSL, should remind the electronic service
provider that it is prohlblted from disclosing that the FBI has
made this request.

oy
b7E

I o SHRETNSLVIO-I0853 .. .
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() i i above can be directed

to FBIHQ, IA or SSA |

[ |ShouId the institution be unable to fully comply with bz
thig request due to lack of specificity or should the institution 06
reguire more detailed information to locate such records, the h70
[;;;::]Division should contact IA[_____ Jor sS for L
additional information. 0k

LEAD (s) :
Set Lead 1: (Action)
QFFICE of GENERAL COUNSEL
AT NSLB
(U} NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Info)

COUNTERTERRORISM oz
AT ITOS II
{U) Read and clear.
Set Lead 3: (Action) -
1 b6
b7C
AT | b7E

(U) Hand deliver enclosed NSL following procedures
outlined in this EC. Upon receipt of requested records,
immediately submit results to IA| | FBIHQ,
Counterterrorism Division, CTD/CXS/EOPS, Room 4343,
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Precedence: PRIORITY
To: General Counsel

Counterterrorism

From: Counterterrorism

Attn:

Attn: SSA

Date: 10/20/2005

DGC Julie F. Thomas

UC Elaine N. Lammert CTLUl

SSA

rlIQS_ll_liLU
Attn:

1A |

paident Angn_Ty

Electronic Surveillance Operations Unit, Rm 4363

Contact: IA|

Approved By: Thomas Julie F
Lammert Elaine
Hulon Willie T
Lewig John E
Bennett Laurie
Rogers Glenn T

N

J

Drafted By:
Case 1D #: (8) (Pending)
(s NSL
in_;&&:: FEF-HY-CI30U3375
Title: (S)
. X$¥< EOPS{ 2
(- NSL

- jé) TOLL RECORDS;

NATIONAL SECURITY LETTERS (NSLs)

bl
b7A

tUJWSYHOpSiS;M;>§Z Approves the issuance of an ECPA National Security

Letter (NS

\provides reporting data; and, if necessary, transmits

the NSL for delivery to the electronic communicaticns service

provider.1

m o Derl i =
w39 Demvedbramee o

oor=nAyY-LlauUlsa7/0

e

NSL

__ SECRETNGL VIO-10855 . . _ .

Serial

TBUL3Z

b2
o1
b7C
bL7E
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. b2
. 3/}
Enclosure(s): (U) Enclosed for the | |Resident Agency ?i
is an original and a copu_aﬁ_a_Natlonai_Secrrlty Letter, dated be
10/18/2005, addressed to Attn: | | >7C
requesting inf ] h7D
Telace O electronic communicacions services provided tol | n7E
Detailg: (//N.OC) Information ahmn-[
bl
b2
b4
o7D
b7E
b7A
, .
(s) | I o~
D2
b4
D7D
(m On 10/17/2003, the Director designated the FBI official, him
gigning the attached National Security Letter, to make the required T
certification. -~
(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records perscnally to an employee
of thd[::;:::g Field Office. The institution should neither send
the records through the mail, nor utilize the name of the subject or
any identifying information related to the subject in any telephone N
calls to the FBI. The institution should not contact FBIHQ directly La
in any manner. n7E
(U} The] Field Office should remind the institution
that it is prohibited from discleosing that the FBI has made this
request.
i in he above can be directed to FBIHQ, o
IA or TIS | b6
[ | Should the institution be unable to fully comply with Jh
this request due to lack of specificity or should the institution b7C
; b7E

ffffiff moxre detailed information to locate such records, the

Field Office should immediately contact IA r TIS
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for additional information.

LEAD (s} :

Set Lead 1: {(Action)

FIELD

AT | |

(U) Hand deliver enclosed NSL as indicated above, UD%F

receipt of requested records, notify IA
[::::]or TIS |to coordinate immediate delivery of

TYecords to FBIHQ, Counterterrorism Divigion, CTD/CXS/EOPS, Room
4343,

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
- . .
’::}Si:NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: {(Info)

COUNTERTERRORISM

AT ITOS II

(U) Read and Clear

— _ o S,E?‘&“?'ENSL.VIO-1085.7__-_ e

b6
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Date:

Page

10/05/2005

National Security Law Branch

Julije F. Thomas

Precedence: IMMEDIATE
To: Counterterrorism Attn: ITOS
SSA
General Counsel Attn:
DG
uc
Attn: ©SA
Attn: SSA
SA
From: Counterterrorism

CXS/EOPS
Contact: IA|

l[Racam 43413

Approved By: Hulon Willie T

Drafted By:

Case ID #:

Title:, )Si ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING
|

(-

(8)

- D8

Synopéis’”“”
Security Le

Lewis John E
Thomas Julie F
Bennett Laurie J
Rogers Glenn T

(8)

(s ending)

UNIT;

Deriv m:
Declasgi
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Enclosure(s): (U) Enclosed for the;;:::;]EieWA Officea ig o cnny
of a NSL, dated 10/04/2005, addressed to
I [

requesting names, addresses, length of service, billing records,
and electronic communication transactional records for the
website listed below.

tUJMWAdministrative: -------- }ﬁg Portions of this document carrying
classification matrkings may not be incorporated into any criminal
affidavit, criminal court proceeding or unclassified
investigative file. The information in this document is intended
. to be used for lead or background purposes only.
i .
(S; L

Nerotlo. {c://nr‘/hﬂ:‘\‘

]

{s//OC/NF) The above captioned investigation was
initiated by Division toj

{(s//0OC/NF) This electronic communication requests
igsuance of a NSL to obtain electronic transactional records from
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(U} Arrangements should be made with the institution

receiving the enclose rs to produce the records personally

to an employee of thei Field Office within 5 business days

of receipt of this request. The electronic communications

gservice provider should neither send the records through the

routine mail service nor utilize the name of the subject or any

identifying information related to the gubject in any telephone b2
calls to the FBI. bE
(U) Upon serving the NSL, should remind the electronic

service provider that it is pronibited from disclosing that the
FBI has made this request.

(U) On 11/9/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Information received from an electronic communications
service provider may be disseminated to an agency of the United
States only if such information is clearly relevant to the
authorized responsibilities of such agency.

(U)~w;:}si;The[:::::]Division, prior to serving the NSL, should
uct

FBIHQ, Ssal | oxr 1A | ho
Should the institution be unable to fully comply with b;

oo
NAENS)

con threat assessment on the company and its owner or
company officers. If information developed is derogatory or
indicates a potential compromise of FBI interest in the website
to a terrorist group,E:::f] should contact FBIHQ immediately.

(U} Any questions regarding the above can be directed to

this request due to lack of specificity or should the institution 20

require more detailed information to locate ecords, the b7C
[::::] Division should contact SSA[::] or IA for additional

inrormation.

LEAD (g) :
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Set Lead 1: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 14

{(U) Read and clear.

Set Lead 2: {(Action)
GENERAL COUNSEL

AT NSLB

we . .

::T§¥:NSLB 1s requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

b2
Set Lead 3: (Action) 6
b7C
b7E

AT

(U) Hand delivexr enclosed NSL following procedures
outlined in this EC. Upon receipt of regquested records,
immediately submit results to IA FBIHOQ,
Counterterrorism Division, CTD/CXS/EOPS, Room 4343.

Set Lead 4: (Info)

AT b7E

(U) Read and clear.
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Precedence: PRIORITY Date: 9/14/2005
To: General Counsel Attn: DGC Julie F. Thomas
uc |
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Counterterrorism Attn: SsA
58A
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Contact: TIS bi/E
Approved By: Thomas Julie F
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Lewis John E

Bennett Laurie J
Rogers Glenn T

Drafted By:
c ID #: (8) -
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Title: (8)
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O

Synopsis: 3?%3 Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1

w M
(5) :ﬁﬂi §sify On: bl

b2
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isjf BEF-HQO-CI303375 58904 b7A
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Enclosure¢s): (U) BEnclosed for the |Field Office is an

original and a copy of a National Securﬁ;x Letter, dated
9/13/2005. addressed tol lattn.

| requesting information related to electronic

communications services provided tol |

L S/ /NFL oo | |

| ™

[Ts Tequested to provide any and

all subscriber or customer account information and information
regarding electronic communications services provided to
1 | including, but not limited to, the following:

—caonfirmation fhnfl Inrn'\r‘i dea service tn

I
iSj and that the subscriber 1s| |

Page

~d o NO

OO IS e
g

O
[l

(Si

(U) On 10/17/2003, the Director designated ‘the FBI
official, signing the attached National Security Letter, to make
the required certification.

(U) Arrangements should be made with the institution
receiving the enclos produce the records personally
to an employee of tha Field Office. The institution
should neither send hrough the mail, nor utilize the
name of the subject or any identifying information related to the

subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The | Field office should remind the
institution that It is prohibited from disclosing that the FBI
has made this request.

(U) any guestions regarding the above can be directed to

FBIHQ, TIS Should the
institution be a O Lu CcO Y W1 1s request due to
lack of specificity or should the institution require more
detailed information to locate such records, the| |Field
Office should immediately contact| [ Tor

additional information.
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Set Lead 1: (Action)

{U) Hand deliver enclosed NSL as indicated above. Upon

receipt of requested records, notify TIS
mto cocrdinate immediate derrvery or recorus-to
. Countercerrorism Division, CTD/CXS/EOPS, Room 4944.

Set Lead 2: (Action)

GENERAL COUNSEL
AT WASHINGTON, DC
iU?“~:}si:NSLB is requested to record the appropriate
informatidén needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)

COUNTERTERRORISM

AT ITOS II

(U) Read and Clear.
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Precedence: PRIORITY Date: 9/6/2005
To: General Counsel Attn: DGC _Julie F. Thomas
ucC
CTLUT
Counterterrorism Attn: SSA
SSA
ITQS II ISLU
Attn: IA
b2
From: Counterterrorism b6
Electronic Surveillance Operationsg Unit, Room 4944 -
Contact: TIS b7C

Approved By: Thomas Julie F
Hulon Willie E
Lewis John E
Bennett Laurie J
Rogers Glenn T

Drafted By:
Case ID #: (8) NSL (Pending) Dbl
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NSL “

n - &  TOLL RECORDS;
NATIONAL SECURITY LETTERS (NSLs)

e
Synopsis:““)é) Approves the issuance of an ECPA National Security

Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1
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(3)

Enclosure (s) : ¥ Enclosed for the | | Field Office is
an original and a copy of a National Security Letter, dated b1
ldressed to| | -
requesting information relafed To elecfronic b2
communicactions services provided to b7E
b7A
|:S:IbDetaj.ls: (8//NF,0C) Collection of FISA authorized electronic
rl
2
%!
BID
b7E
oY

bl
2 ()l

v
L7A
LiC
b7E

(U) On 10/17/2003, the Director designated the FBI
official, signing the attached National Security Letter, to make
the required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally

to an employee of the| |Field Office. The institution

should neither send the records through the mail, nor utilize the

name of the subject or any identifying information related to the Bz
subject in any telephone calls to the FBI. The institution b7E

should not contact FBIHQ directly in any manner.

(u) Thel |Fie1d Office should remind the
institution that it is prohibited from disclosing that the FBI
has made this reguest.

... . GCEPRETNSLVIQ-10866 _. e oo - e e
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(U) Any questions regarding the above can be directed to
FBIHQ, TIS| | Should the
institution be unable to fully comply with this request due to
lack of specificity or should the institution require more
detailed information to locate such records, the |
Field Office should immediately contact| |for
additional information.

LEAD (s) :

Set Lead 1: (Action)

(U) Hand deliver enclosed NSL as indicated above. Upon
receipt of reguested records, notify TIS

to coordinate immediate delivery of records to
bEIHQ, CounEeréerrorism Division, CTD/CXS/EOPS, Room 4944,

Set Lead 2: (Action)

GENERAL COUNSEL
AT WASHINGTON, DC
iUl“~w:>%€i NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM

AT ITOS II:| bZ

{U) Read and Clear.
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(8)
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synopsis: -

w8y
(&)

Approves the issuance of an ECPA National #ikiass
Security Létter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

ify On: oY

o

—

Enclosure(s) :

(U) Enclosed for thel bivision is an
original and a copy of a NSL, dated 08/31/2005, addressed to

Reel

¥
~1 =3 s NO

| |request1ng names, addresses, length of service and
elecctronic communication transactional records for the
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administrator of the website listed below.

T
Administratiéeh”\gﬁ(;Portions of this document carrying
classification matkihgs may not be incorporated into any
criminal affidavit, criminal court proceeding or unclassified
investigative file. The information in this document is
U;ntended to be used for lead or background purposes only.

2.'“351 Some of the Intelligence provided in this
commiinication has been obtained by techniques authorized in
the Foreign Intelligence Surveillance Act (FISA). Therefore,
the intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in
nature. No overt investigative steps should be undertaken
based on reported intelligence without first receiving advice
1UInd consent from FBIHQ.

3. Per 50 U.S.C. Sect. 1806 (b) & 1825 (c) of the FISA,
recipiernits are reminded that there is to be no further
dissemination or use of FISA-derived material in any criminal
invegtigative activity, or dissemination of USPERS FISA-
derived information to any foreign government without prior
approval of the Attorney General. This information may not be
disseminated for any purpose without the prior approval of the
rederal Bureau of Investigation.

LR bl
. 2K/ b2
b7E
Details: (S//OC/NF) bl
be
p7A
biC
(8//0OC/NF) Since January 2005, Electronic Surveillance
Operations and Sharing Unit (EOPS) has attended meetings with
various Department of Defense (DOD) and other Intelligence
Community (IC) J
bi
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LiC
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mwipgi This EC documents the Deputy General Counsel’s
National Security Law Branch approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks electronic communication transactional records on

(U eries in open source databases reveal that the
wehai has their Domain Registry listed
in

(U) Arrangements should be made with the electronic
communications service provider to provide the records
personally to an employee of the FBI Division within
14 business days of receipt of this request. The electronic
communications service provider should neither send the
records through the routine mail service nor utilize the name
of the subject or any identifying information related to the
subject in any telephone calls to the FBI.

(U) Upon serving the NSL, should remind the
electronic service provider that it is prohibited from
disclosing that the FBI has made this request.

(U) On 11/9/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Information received from an electronic
communications service provider may be disseminated to an
agency of the United States only if such information is
clearly relevant to the authorized responsibilities of such
agency.

(5)_'T! ) _Thel }

(T —

5. The[_ Ipivision, prior to serving the NSL,
should conduct a threat assessment on the company and its
owner or company officers. If information developed is
derogatory or indicates a potential compromise of FBI interest
in the website to a terrorist group,[::f::::]should contact
FBIHQ immediately.

bove can be directed to
or SSA
I Should the institution be unable to fully comply
with this request due to lack of specificity or should the
institution require more detailed information to locate such

(o) i in h
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records, the[ | Division should contact IA

for additional information.
LEAD (8) :

Set Lead 1: (Action)
OFFICE OF GENERAL COUNSEL

AT NLSB

or SSA

" -¥€) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting

requirements for NSLs.

Set Lead 2: (Action)

AT | |

(U) Hand deliver enclosed NSL following procedures

outlined in this EC. Upon receipt of requested records,
immediately submit results to IA| FBIHQ,
Counterterrorism Division, CTD/C ;

Set Lead 3: (Info)

COUNTERTERRORISM

AT ITOS 1]

SX/EOPS, Room 4343.

~

bz

{(U) Read and clear.
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Date: 08/29/200S

O 0T OO0

To: Counterterrorism Attn: ITOS II
ITOS I/ETIU
General Counsel Attn: National Security Law Branch
DG i
HPi |
Attn:
From: Counterterrorism
CXS/E0PS{ lRacm 4343
Contact: IA
Approved By: Hulon Willie T
Lewils John E
Thomas Julie F
Bennett Laurie J
Rogers Glenn T
Drafted By:
bl
Case ID #: (S) (Pending) b7
(s) 'Pmng) b2
Title;,»)Ei ELECTRONIC SURVEILLANCE OPERATICNS AND SHARING
UNIT:
(T
(S) ~
b
TOTITY e
Synopsis: }(cy)Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.
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requesting names, addresses, length of service, billing records,
and electronic communication transactional records for the
individual (s) associated with the website listed below. b1
Details: (8S//0C/NFp—Tlo—Dloak o Cuiaco illanan Anaxatianc—and bz
Sraring Unit (Eopsil bé
b7 A
B7C
bL7E
pl
bz
po6
b7A
p7C
b7E
bl
bl 02
() b6
b7A
(S//OC/NF) b7C
b7k
bl
(S) | | b2
b4
b7D
b7E
(S//OC/NF) Accordingly, EOPS is issuing a NSL tol | b1 b7A
| _ _ forqelec:xanic_cnmmuniaation't;ansactionai records -
associated with th Specifically, EOPS is ;
i ning a NST, Fo ohtain [oas or TP addres associated with the oyt
rss : lInformation obtained D&
- T EpPSTENSCVIO-10873: e LTA 0 =
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b6
(1) - b7A

(8K This EC documents the Deputy General Counsel’s National o
Security Law Branch approval and certification of the enclosed o
NSL. For mandatory reporting purposes, the enclosed NSL seeks
subscriber/billing records/electronic communication transactional
records associated with the following website:

cSJ”nmm

(Sjg It also seeks subscriber/billing records/electronic communication
transactional records associated with the following user of the
3 lwebsite:

(U) On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

[
{
[

OS]
-1 Do
=]

[
{
.

NN

b
rel

o oo

(U) Arrangements should be made with the institution
receiving the enclosed letters to produce the records personally
to an employee of the !Field Office. The institution
should neither send the records through the mail nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

() [:;:::::]Field Office, prior to serving the NSL, should
conduct a threat assessment on the company and its owner or

company officers. If information developed is derogatory or indicates a
potential compromise of FBI interest in the website

to a terrorist group,l Field Office should contact FBIHQ
immediately. The| | Field Office should remind the

electronic communications provider that it is prohibited from

disclosing that the FBI has made this request.

O
‘\»] P\ \)

£

P
o]

(U) A i i ve can dixactad o

FBIHQ, IA or SSA
| | Should the institution be unable to fully comply wit
this request due to lack of specificity or should the institution

i more detailed information to locate such records._the
I-:‘-:_-ilField Office should contact I Jor $sA for
additional information.
LEAD(s) :

& 1O

A4
D]

frd

Set Lead 1: (Action)
GENERAL COUNSEL
AT NSLR

(U) NSLB is requested to review and approve the
enclosed National Security Letter.

e _SECBRTNSLVIO-10874— - - s e e
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Set Lead 2: (Action)

AT

(U) [:::] Hand deliver enclosed

procedures outlined in this EC. Upon recei

NSL following
pt of reguegted

records, immediately submit results to IA FBIHQ,
Counterterrorism Division, CTD/CXS/EOPS, Room 4343.
Set Lead 3: (Action)

AT| |

(U)[::::] Provide technical assistance to as
necessary.

Set Lead 4: {(Info)
COUNTERTERRCRISM

AT ITOS II[:::::] b2

{U) Read and clear.

Set Lead 5: (Info)
COUNTERTERRORISM
AT ITOS I/ETIU

(U) Read and clear.
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Precedence: Priority Date: 08/22/2005
To: Counterterrorism Attn: ITOS 11/ I
SSA
General Counsel Attn: Naticnal Securaity Law Branch o
DGC _Inlie F. Thomas ;
ucC be
Attn: h7C
b7E

From: Counterterrqrism
CXS/EOPS Ipaom 4242
Contact: IA

Approved By: "Hulon Willie T
+ Lewis John E
Thomas Julie F
Bennett Laurie J
Rogers Glenn T

Drafted By: | bl
o

b7A
Case ID #: (8) (Pending) é;
(8) Pending) -

TitleimM>ﬁ? ELECTRQNIC_SURMElLLANCE_QRERAIIQNS_AND_SHABBIBEL1 o
UNIT;

[N

(s)

Synopsié?”)ﬁb Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communicaticons service provider.

= i From: =
U Declagsi o 0822

{(U) Enclosed for the Division is an

Enclcsure(s) :

Fequesting names, addressesg, length of

_________________________ E I E o
Case 1D : Serial |
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service, billing records, and electronic communication
transactional records for the administrator of the website listed
below.

ﬂUJAdministratiVE€““)§i This document is classified SECRET.

i

(m

(SI) o, [ B2

Portions of this document carrying classification markings may
not be incorporated into any criminal affidavit, criminal court
proceeding or unclassified investigative file. The information
in this document is intended to be used for lead or background
purposes only.

N2rw~§${;80me of the Intelligence provided in this communication
ee

has obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

3. X§) Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign

Intelligence Surveillance Act (FISA), recipients are reminded
that there isg to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. - person FISA-derived information to any
foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation.

U

p7E

Details: (S//0C/NF) Since January 2005, Electronic Surveillance
Operationg and Sharing Unit (EOPS) has attended meetings with

various Department of Defenge (DOD) and other Intelligence
Community (IC)

b1
bM?AEX
calllilUs.,. N
(S//OC/NF) In August 2005, DOD proposedl
bl
b7C
b7A

(m-HMESI¢@@¢NEE EQOPS 1s requesting an NSL for those websites
L .§§RETNSLVIO-10877 L o
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which list domain registrations in the U.S. or are hosted on U.S.

gservers. The purpose of the NSLs is to determine any U.S. nexus
of the website content owners or to determine if other criminal
violations might have occurred.

W 3/ /OC/NF) EOPS is specifically interested in the following
website:

Ll

-y
.

b7E

D¢ Auimvioa im o cran couvan databacos wvasreanl Fhat el b7A

(&)

(S//OC/NF) Accordingly, EOPS is issuing an NSL

(S) This electronic communication documents the Deputy
General Counsel’s National Security Law Branch approval and
certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing

records/electronic communication transactiohal records for the

(U) On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U} Arrangements should be made with the institution
receiving the enclosed letters to produce the records personally
to an employee of the FBI | Divigion. The institution
should neither send the records through the mail nor utilize the

name of the subject or any identifying information related to the

subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

bl

b4

3

bl
b2
b4
7D
b7E
b7A

LD

b7k

b7A

(B) o]

- The [:;::::]Euvision, prior to serving the NSL, should
conduct ‘a threat assessment on the company and its owner or

company officers. If information developed is derogatory or

indicates a potential compromise of FBI interest in the website
to a terrorist group, should contact FBIHQ immediately.
Upon serving the NSL, should remind the electronic

service provider that it is prohibited from disclosing that the
FBI has made this request.

] o S%ETNSLVIOJOSR
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(U) An uestions regarding the above can be directed to

, IA or SSA
Should the institution be unable to ful
Teguest due to lack of specificity or should

Wfrﬂu_sl

the institution

require more detailed information to locate such records, the
i Division should contact IAliLlor SSA|:|for

additicnal information.
LEAD(s) :

Set Lead 1: {(Action)
OFFICE of GENERAL COUNSEL

AT NLSB
(-

NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting

requirements for NSLs.

Set Lead 2: (Action)

[ ] :

b2
16
Al b7e
(U) : Hand deliver enclosed NSL following L7E
procedures outlined in thig EC. Upon receipt of requested
records, immediately submit results to I | FBIHQ,
Counterterrorism Division, CTD/CSX/EOPS, Room Z2343.
Set Lead 3: (Info)
b2
nIE

ATl
(U)[::::] Read and clear.

Set Lead 4: (Info)
D2
COUNTERTERRORISM

AT ITOS II[:::::]

(U) Read and clear.

$E7‘<ETN5L.VIO-10879

4

¢
p7C
b7E
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Precedence: Priority Date: 08/22/2005
To: Counterterrorism Attn: ITgF IIJ II
SS
General Counsel Attn: Natiocnal Security Law Branch
DGC_Julie F. Tho
uc
Attn:
From: Counterterrorism
CXS/EOPS] Room 4343 2
Contact: IA y
ne
Approved By: Hulon Willie T 97?
Lewis John E b7E

Thomas Julie F
Bennett Laurie J
Rogers Glenn T

Drafted By: |
Case ID #: (S) r | (Pending)
(S) Pending) .
b7A
' " D
Title: y{ ELECTRONIC SURVEILIANCE OPERATIONS AND SHARING ©< b2
UNIT; .
() b1
(s) b6
b7A
e pic
Synopsis: - Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.
in,mww“__";isi De i : om;. - i
=~ . b2
L~ ~
:}g x b7E
™ £ I
Enclosure(s): (U) Enclosed for the Division is an ©
original and a copy of a NSL, dated 0B/22/2005, addressed to o4
I | 7D
| [requesting names, addresses, length of 67E
service, billing recoxrds, and electronic communication
_________ e —— e - = am e o e e — - v = = - = = = e
Case ID Serial "l
i ] 074
E . SECKRET '
- e - e - 9‘--:!!%?“0’10380@ : R oV z
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transactional records for the administrator of the website listed
below.

Administrative: “}&( Portions of this document carrying
classification markings may not be incorporated into any criminal
affidavit, criminal court proceeding or unclassified
investigative file. The information in this document is intended
to be used for lead or background purposes only.

2. Some of the Intelligence provided in this communication
has“beeh obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

3.“":D?ﬁ:éer 50 U.S.C. Sect. 1806 (b) & 1825 (c) of the FISA,
recipients are reminded that there is to be no further
digsemination or use of FISA-derived material in any criminal
investigative activity, or dissemination of USPERS FISA-derived
information to any foreign government without prior approval of
the Attorney General. This information may not be digseminated
for any purpose without the prior approval of the Federal Bureau

of Investigation. o
. o1

l b7E

| has atteénded meeCings with
various Depart] [ and other Intelligence

Details: (S//OC/NF) Since January 2005, |

Community (IC)

(e //OC/NEY Tn Bdnoprat 2008 DOD nrnggsedJ

bl
el
oA

biC

(e /OC/NF) EOPS is requesting an NSL for those websites

which list domain registrations in the U.S. or are hosted on U.S.

servers, The purpose of the NSLs is to determine any U.S. nexus

of the website content owners or to determine if other criminal
E

et T :“—““"§E%E"£ﬂ§b¥ﬂ%ﬁﬁﬁ8i—f?i:?—“'~~.: T L
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violations might have occurred.

W) “tg//0c/NF) EOPS is specifically interested in the following
website:

s b7E

] b1
8 o2
(S//QOC/NF) Accordingly, EOPS is issuing an NSL ;d bd

R7C

L7E

STA

-

(S) This EC documents the Deputy General Counsel’s National
Security Law Branch approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
subscriber/billing records/electronic_communication transactional
records for the user contracting with Fo register the
websgite: pl

[ b2
o3
(U) On 10/17/2003, the Director designated the official DbD/A

signing the enclosed letter as authorized to make the required
certification.

oo oy

J o3

o
-.]
= )

(U) Arrangements should be made with the institution
receiving the enclosed letters to produce the records personally to an
employee of the FBI[ ___ |Division. The institution
should neither send the records through the mail nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner,

iUJ"”:}éi The[:::::::]Division, prior to serving the NSL, should
conduct a threat assessment on the company and its owner or b2
company officers. If information developed is derogatory or L7E
indicates a potential compromise of FBI interest in the |
to a terrorist group, should contact FBIHQ immediately.

Upon serving the NSL, should remind the electronic

service provider that 1t 1s prohibited from disclosing that the

FBI has made this request,.

~

(U) Anv guestions regarding the above can be directed to bé
FBIHQ, IA or SSA | | L7
Should the institution be unable to fully comply with this o
Tequest due to lack of specificity or should the institution b7E
ui more detailed information to locate SUCh4fijifds’ the

Division should contact IA or SS for
additional information.
LEAD(s) :

C e i e - SE%T-NSL VIO-10882— — — ———om —— = =
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Set Lead 1: (Action)
OFFICE OF GENERAL COUNSEL
AT NLSB
tII:'"'~:}ﬁi;NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs,

Set Lead 2: (Action)

AT | |

(U) Hand deliver enclosed NSL following procedures
outlined in this EC. Upon receipt of requested records,

immediately submit results to IA FBIHQ,
Counterterrorism Division, CTD/CSX/EOPS, Room 4343,

Set Lead 3: (Info)

COUNTERTERRORISM

AT ITOS II/

-
(U) Read and clear. bz

e e —B%CRET NSL VIO-10883 -

Page

oo oTo
RGN A
(]
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Precedence: Prioriﬁy Date: 08/22/2005
To: Counterterrorism Attn: ITO II| ”
SSA
General Counsel Attn: National Security Law Branch
DGC.Tnlie F. Thomas
uc
Attn: |
From: Counterterrorism
CXS/EOPS frRoom 4343
Contact: |

Approved By: Hulon Willie T
Lewis John E
Thomas Julie F
Bennett Laurie J
Rogers Glenn T

Drafted By: I I ‘
bl
Case ID #: (S) (Pending) p7A
(8) ;en;Lng) no .
Title: §< ELECTRONIC SURVEILIANCE OPERATIONS AND SHARRING
PR UNIT;
) bl
(S) b6
bT7A
b7C
() ~~Synopsis:~~~--->(>{) Approves the issuance of an ECPA National
Security Létter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.
tUl:;;gZ Derive : b1
(5] Dec ify On: 2 o
Enclosure(s): (U) Enclosed for thq [Division is an original o
and a copy of a NSIL, dated 08/22/2005, addressed to L4
7D
requesting names, addresses, length ol service, billing records, no
o7E

Case ID | Serial
18 bl
s%_TNSL VIO-10884 L—+— . oA

NN
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and electronic communication transactional records for the
administrator of the website listed below.

(Ul Administrative: :}Qi This document is classified SECRET.
Portions of this“dorument carrying classification markings may
not be incorporated into any criminal affidavit, criminal court
proceeding or unclassified investigative file. The information
in this document is intended to be used for lead or background
purposes only. ’

2. Some of the Intelligence provided in this communication

iU)' has been obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt invesgtigative sgsteps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

L T, Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign
Int€lligence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. - person FISA-derived information to any
foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpcocse without the prior approval of the Federal Bureau of

Investigation.
PLLLM IR 1
4., - =
’/“M b2
(S)o b7E
Details: (S//0OC/NF) Since January 2005, Electronic Surveillance
Operations and Sharing Unit (ECPS) has attended meetings with
various Departwm_mummmmnmu—
Community (IC)
bl
L7A
(S//OC/NF)
bl
b
bT7A
b7C
(S) LIOC/NEY EOPS da remisating an NST, for trhage webhaitog bl
|:T-T:| vhich

AN
br7"\1‘~1.N.b.|, O [1)3t: 1 B — -
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{m - - . 84/0OC/NF) EOPS is specifically interested in the following

website:

iS?r___;Eﬂ;Znmu1es_in_nnen_source_daLabases_reneal_nha;_the_mabgina__

3

Co o
NG N
1

T

b2
L7E
b7A

(8//0C/NFY Accard

inglv

FOPS 1a Jasuinag an NST, to

(8) This electronic communication documents the Deputy
General Counsel’s National Security Law Branch approval and
certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing

records/electronic co

munication trans

user contracting with

5|

(U) oOn 10/17/2003) the Director designated the official

signing the enclosed letter as authorized to make the required

certification.

(U) Arrangements should be made with the
receiving the enclosed letters to produce the
Division. The

the mail nor

to an employee of the

neither send the records

in any telephone calls to the FBI.

(-

g
throug

institution

records personally
institution should
utilize the name of
the subject or any identifying information related to the subject

actional records for the
to register the website:

The institution should not
contact FBIHQ directly in any manner.

a threat> assessment on the cowpany and its owner or company

officers.

potential compromise of FBI interest in the website to a

terrorist group,
serving the NSL,

made this request.

(U) Any questions regarding the above ca

should contact FBIHQ immediately. Upon
should remind the electronic service
provider that it is prohibited from disclosing that the FBI has

n be directed to

[[] Division, prior to serving the NSL, should conduct

If information developed is derogatory or indicates a

IA|

| or ssa

FBIHQ,
[:::fﬁ Should the institution be unable to fully comply with this

request due to lack of specificity or should the institution

_ S?@:PNSL.VIQ-msss_,__, L

bl

-~
~N
s

4

7D
bL7E
7L

X

p7E

b2
b6
k7C
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.

re:uire more detailed information_to locate such _records, the

ivision should contact IA or SSA for
itional information.
LEAD(s) :

Set Lead 1: {(Action)
OFFICE of GENERAL CQUNSEL
AT NSLB

LR NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Action)

[ ]

AT

{(U) | I Hand deliver enclosed National
Security Letter following procedures outlined in this EC. Upon
receipt of requested records, immediately submit results to IA
FBIHQ, Counterterrorism Division, CTD/CSX/EOPS,

ROOMm «545.

Set Lead 3: (Info)

£

(U)[::::] Read and clear.
Set Lead 4: (Info)
COUNTERTERRORISM 5

AT 1TOS II[____ |

(U) Read and clear.
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To: Counterte

[ SECKET (

-~--- Working Copy ---- Page
Precedence: Priority Date: 08/22/2005
rrorism Attn: ITOS II] |
SSA |
ounsel Attn: National Security Law Branch

General C

DGC Julie F. Thomas

uc
Attn:
From: Counterterrpxicm
CXS/EOPS VRoom 4343
Contact: _.I.TI

Approved By:

Rogers Glenn T

Hulon Willie T
Lewis John E
Thomas Julie F
Bennett Laurie J

Drafted By:

Case ID #: (9)
(8)

vTitle;"wixi

| (Pending)
Eicjing)

ELECT
UNIT;

ONS AND SHARRING

N>

bl

(s)

syﬁébé153“;>éi
Security Lett

necessary, tra
communications

m s

Approves the issuance of an ECPA National
r (NSL); provides reporting data; and, if
nsmits the NSL for delivery to the electronic
service provider.

y On: 20

Enclosure(s) :

bl
b2
b7E

(U) Enclosed for thel |Division is an
copy of a NSL, dated 08/22/2005, addressed to

original and a

requesting names, addresses, length of service, billing records,

_ sEdY{ET NSL VIO-10888 |.
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and electronic communication transactional records for the
administrator of the website listed below.

w Adminiétfétivef"“:hii: This document ig clasgified SECRET.
Portions of this document carrying classification markings may
not be incorporated into any criminal affidavit, criminal court
proceeding or unclassified investigative file. The information
in this document is intended to be used for lead or background
purposes only.

" 2+ C%Si;Some of the Intelligence provided in this communication
has been obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

my~3;”:?§{ Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign
Intelligence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any c¢riminal investigative activity, or
dissemination of U.S. - person FISA-derived information to any
foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of

Investigation.
AU bl
- b2
©) b7E
Details: (8//OC/NF) Since January 2005, Electronic Surveillance
Operations and Sharing Unit (EOPS) has attended meetings with
various Depar (DODY and other Intelligence
Community (IC)
bl
(8//0C/NF)| b2
[ b6
b7C
b7A

tUJ,N~~~;><é//OC NF) EOPS is requesting an NSL for those websites
whi¢h Iis A b2

T T SEYRETNSCVIOTOSSS ... DIE -
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o

o

>
in”“ké//OC/NF) EOPS is specifically interested in the following 02

website:

g 15
fﬁ (Y ﬁnexies]in open source databases reveal that the website

has a Domain Registry listed ag.
located in| igj.f”

(S//0C/NE) Accordinalyv. EOPS is isasning an NG, +n

oo

NG SRy

oo
e

oo

ONEON

C
i e

pelbch Bl

logNey

(S) This electronic communication documents the Deputy
General Counsel’s National Security Law Branch approval and
certification of the enclosed NSL. For mandatory reporting
purposesg, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records for the
usextgantracting with to register the website:

[N N R

~J

(U) On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

T oCUoToUT

~J

<3
pElI

(U) Arrangements should be made with the institution
receiving the enclosed letters to produce the records perscnally
to an employee of the FBI| Division. The institution
should neither send the reécords through the mail nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner. b2

Ly o} Thd[:::::::]Division, prior to serving the NSL, should
conduct a threat assessment on the company and its owner or
company officers. If information developed is derogatory or
indicates a potential compromise of FBI interest in the website
to a terrorist group, should contact FBIHQ immediately.
Upon serving the NSL, should remind the electronic
service provider that—IT IZ piohibited from disclosing that the
FBI has made this request.

(U) Any guestions regarding the above c directed tn )
FBIHQ, IA | or SSA | b2
Should the institution be unable to fully comply with this b6

7

request due to lack of specificity or should the institution
reguire more detailed information to locate such regords, the

Division should contact Ia or SSA for RS
RET NSL VIO-10390—
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additional information.
LEAD(s) :

Set Lead 1: (Action)
OFFICE of GENERAL COUNSEL
AT NLSB
“Z)%éz NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

bb
Set Lead 2: (Action) 570
[ ] .
ar[_ |
(U)l | Hand deliver enclosed National

Securlty Letter following procedures outlined in this EC. Upon
quested records, immediately submit results to IA
FBIHQ, Counterterrorism Division, CTD/CSX/EOPS,

Room 4343,

Set Lead 3: (Info)

AT|
(U[::::::]Read and clear. B2

Set Lead 4: (Info)

COUNTERTERRORISM

AT ITOS II b2

(U) Read and clear.

SEQ'F?@T NSL VIO 10891
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Precedence: IMMEDIATE Date: 08/19/2005
To: General Counsel , Attn: National Security Law Branch
DGC_Julie F. Thomas
uc
Counterterrorism Attn: 13
Attn:
Attn: SSA

From: Counterterrorism

CXS/EOPS Room 4343
Contact: A/ OBA|

Approved By: Hulon Willie T if
Lewis John E Sw
Thomas Julie F piC

0
N
~J
I

Bennett Laurie J
Rogers Glenn T

Drafted By: | |
Case ID #: (8) Pending) p%ﬁ
(s) (Pending) Pr'*
o3
Title;” ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING
in“~"' UNIT: | no
(s) vl

(U Syn0p8181‘;)ﬁi FBIHQ approves the issuance of an ECPA National
Security Le&ttér (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

X8

ified By: 7566, CXS/C
Reason T

o

Enclosure(s): (U} Enclosed for the Seattle Field Office is an

o) b4
i b7D

requesting names, addresses,
Tength of service, billing records, and electronic communication
transactional records for the registrant of the domain name

Case ID Serial

L L sgzéwrf NSL VIO-10892 | __nl
N—E S O e

9]
/

<
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listéd'below.

Details: (s)|

Page 2

Helieliole oy
NSNS

] SINe)
S3 - 3y [
5

(50,

oo
e

:
el

According to the Electronic Surveillance Operations and
Shar ng Unit (EOPS). open source reseaxch, the domain was
registered using services provided by

(S//0C/NF)Y Consequentlyv. EOPS is issuing a NSL i'cl

b4

LTI ~:}§i:This electronic communication documentg the Deputy

General Counsel’s National Security Law Branch approval and
certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records associated
with the following website:

181 |

(U) On 10/17/2003, the FBI Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution
receiving the enclosed to produce the records personally
to an employee of FBI |The institution should neither
send the records throug € mail nor utilize the name of the
subject or any identifying information related to the subject in

any telephone calls to the FBI. The institution should not
contact FBIHQ directly in any manner.

_SBYRET NSLVIO-10893_

b7D
LTk
h7A

bl
b2
bL7E
DTA

b
b7E



[ sﬁyéﬁT .
---- Working Copy ---- Page

(o - ivision, prior to serving the NSL, should
conduct a threat assessment on the company and its owner or
company officers. If information developed is derogatory or
indicates a potential compromise of FBI interest in the website
to a terrorist group, should contact FBIHQ immediately.
Upon serving the NSL, should remind the electronic
service provider that 1t i1s prohibited from disclosing that the
FBI has made this request.

(u) FBIl should remind the electronic communications
provider that 1t 18 prohibited from disclosing that the FBI has

made this request.

(U) Any guestions regarding the above can be di

FBIHO, A/SSA| or SSA |
| | Should the institution be unable to oIy
with this request due to lack of spec1f101ty or should the
institution ore detailed informatj locate 1
records, FBIE:ffff::Tshould contact A/SSA Ior SSAl for
additional inIormation

LEAD (s) :

Set Lead 1: (Action)
OFFICE OF GENERAL COUNSEL
AT NSLB
:)%ﬁ: NSLB is requested to review and approve the
enclosed NSL.
Set Lead 2: (Action)
COUNTERTERRORISM
AT ITOS 1/CONUS 4/TEAM 13

(U) Read and clear.

Set Lead 3: (Info)

AT

(U) Hand deliver enclosed NSL following procedures
outlined in this EC. Upon receipt of reguested records,
immediately submit results to A/SSA FBIHQ,
Counterterrorism Division, CTD/CXS/EOPS, Room 4343.

Set Lead 4: {(Info)
_SECRET NSL VIO 10894

o oo
I ~3 o B

SRE

b2
b7E

b2
o

Sls)

b7C
b7E
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AT
() SSA| Read and clear.
o .__SE T NSL VIO-10895
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Date: 08/08/2005

To: Counterterrorism Attn: ITOS 114[;::::]
General Counsel Attn: National Security Law Branch
DGC_Julie F. Thomas
uc |
Attn: |
Attn: SA
From: Counterterrqrism
CXS/EOPSA [Room 4343
Contact: IA
Approved By: Hulon Willie T o
Lewig John E <
Thomas Julie F b6
Bennett Laurie J L7C
Rogerg Glenn T b7E
Drafted By:
) bl
Case ID #: (S) (Pending) 57 A
(8) Pending) C
b2
itle: 48 ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING b2
[ UNIT:
| | bl
(s) Lo
b/A
COTHQ V78
e k
Synopsis?”i}&i Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.
Clazss y: 7566 .
gsify On: b2
oy [ b7k .
() o .
L7k
Enclosure (s8) : (U) Enclosed for the| |Fie1d Office is
an original and a copy of a NSL, date 005, addressed to
————————————————————————— |—-———-————————~------— U
Cage ID Serial b
b2
e — i _SEV({ET NSL VIO-10896 | o B bIA
""" 8y ' b7E

(8
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b4
irequestlng names, addresses, length of service, 015
billing records, and electronic communication transactional 70
records for the registrant of the domain name listed below. bﬁD
Details: (S//OC/NF) The ic Surveillance Operations and
Sharing Unit (EOPS), FBI and the U.S. Intelligence IoF
] . . . v . ) L
fied a website agsociated with the .
This website is This M
electronic communication requests issUance oL a NoL to obtain e
information regarding the individual (s) who registered the domain bTA
for this website. Details follow: BIC
sTE
(s//0OC/NF) EOPS, FBIl I and the U.S. Intelligence nl b7E
02
0o
DA
n7C
(s//0OC/NF) FBI | source reporting indicates that the foAn
administrator of this website has posted statements on behalf of S bl
2
b6
b7A
b7C
oWAY
[0/ /0o /NEY Bocardinaly | bl
b2
Lo
b7A
(s//OC/NF) FBI| |source reporting indicates that this ﬁig
D 7R
bl
p2
ol
b7A
, B7C
NF) In the process of attempting this recreation of oy DIk
According to EOPS open sourge regearch, the ?fﬂ
OOMI I wWas regrstered using services provided by | .O"n
p7C
bl (8//0OC/NF) Consequently, EOPS is issuing a NSL to [::::]to b7E
b determine the identity of the individual(s) who registered the A
p and to obtain electronic communication -
bﬁ_ a ds and subscriber information associated with o /D
b7D  the
b7E

(Uj~)B{IThis electronic communication documents the Deputy
General Counsel’s National Security Law Branch approval and.
certification of the enclosed NSL. For mandatory reporting

S¥QRET NSL VIO-10857
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'purpbses, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records associated
with the following website:

(51

(U) On 10/17/2002, the FBI Director designated the official
gigning the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution
receiving the enclosed letters to produce the records personally
to an employee of FBI | | The institution should
neither send the records through the mail nor utilize the name of
the subject or any identifying information related to the subject
in any telephone calls to the FBI. The institution should not
contact FBIHQ directly in any manner.

(U) FBI | should remind the electronic
communications provider that it is prohibited from disclosing
that the FBI has made this request.

(U} Anx_anestinns_reaardina_the_abfve can
IA or SSA

Should the institution be unable to fully comply with

this request due to lack of specificity or should the institution

require more detailed information to locate guch records, FBI I
should contact IA or SSA for additional

information.
LEAD(S) :

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

iy . .
e NSLB is requested to review and approve the

enclosed NSL.

Set Lead 2: (Action)

AT
(U) Hand deliver enclosed NSL following procedures N2
outlined in this EC. Upon receipt of requested records, 06
immediately submit results to IA !Daughtry, FBIHQ, TJWA
Counterterrorism Division, CTD/C’ PS, Room 4343. D;\'
b7E

Set Lead 3: (Info)

9]
—

lceNe
~d ~d DO
g

b2
b7E

... sicneaNsLVIO-10898 o
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COUNTERTERRORISM

AT WASHINGTON, DC

(U) ITOS II

Set Lead 4: (Info)

AT

For information only.

(U) sAa

For information only.

Page

4

PO

06

70
e

b7E
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[ e 3
Precedence: PRIORITY Date: 08/08/2005
To: Counterterrorism Attn: ITOS II;
General Counsel Attn: National security Law Branch
DG i
uc
Attn: oY
Attn: | De
be
From: Counterterrorism R7C
CXS/EOPS [Room 4343 n7E

Contact: IA|

Approved By: Hulon Willie T
Lewis John E
Thomas Julie F
Bennett Laurie J
Rogers Glenn T

Drafted By: | |

Case ID #: (S) (Pending) b}“
(S) Pending) b7A
o 2

b
Title: “@B( ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING
UNTT; b7
I |
(S) bl
- CUTHQ D6
“ bIA
Synopsis: ({8 Approves the issuance of an ECPA National w70
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.
: 1
B CXS/CTD g:
8y 1.5(¢) ey
R assify On: b7E
S b2
A
Enclosure(s): (U) Enclosed for thel |[Field office is ?g
{ i DO
| b7C
requesting names, addresses, length of service, b7D
Case 1ID Serial : ‘
e —— LA btk — A
- I A . b7A




SEQ(ET {

---- Working Copy ---- Page 2
billing records, and electronic communication transactional
records for the registrant of the dowain name listed below.
Details: (S//OC/NF) The Electronic Surveillance Operations and
Sharing Unit {(EOPS), FBI| l and the 11 8 Intelligence
Community have identified a| )
bl
b2
b6
b7A
(s//OC/NF) EOPS, FBI| ] and the 1.8, Tntellia oi7C
community have jdentified a | niE
(S//OC/NF) FBI | source reporting indicates that the bl
bZ
b
b7A
b7C
b7E
(S//OC/NF) Accordinalv.l |
(S7/70C/NFY EFBII | source reporting indicates that this
bl
b2
jo13)
b7A
570 bl
p7E D2
(@7 /0C/NEY Tn the nroceaea of attemnting thig recreatinn nf D;
b7E
b7C
7D
(Q/ /D0 /NEY Cancermiantly  BOPS ia iaaeninag a NSGI, £+l I+~ -
p1 DbJVE
bZ
b4
b7Dh
- This electronic communication documents the Deputy b?E
General Counsel’s National Security Law Branch approval and biA

certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional r gords associated

SMETN L VIO-10901
i e
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' -~--- Working Copy ----

with the following website:

(U) On 10/17/2003, the FBI Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution
receiving the enclose; oduce the records perscnally
to an employee of FBI The institution should
neither send the records through the mail nor utilize the name of
the subject or any identifying information related to the subject
in any telephone calls to the FBI. The institution should not
contact FBIHQ directly in any manner.

() FBIl Ishould remind the electronic
communications provider that it is prohibited from disclosing
that the FBI has made this request.

(U) Any guestiong regarding the above can[bp directed to
FBIHQ, IA or SSA
Should the institution be unable to fully comply with

this request due to lack of specificity or should the institutian

require more detailed information to locate guch records, FBI
should contact IA or SSA for additional
I;; [ ] [

S S?'?QET__NSL)/_IQ_-lQB_fJ_%_ .

Page 3

P
b7k
bi7A

b2
b7E

o

Al

o138

.
joNA®

B7E
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Precedence: Priority Date: 08/05/2005
To: Counterterrorism Attn: ITOS ILCONIIS I/Team 4
CTAS/
General Counsel Attn: National Security Law Branch
DGC_Julie Thom
uc |
Attn: SSA b2
bé
LiC
From: Counterterrgrism b7E
CXS/EOPS [Room 4343

Contact:

Approved By: Hulon Willie T
Lewis John E
Thomas Julie F
Bennett Laurie J
Rogers Glenn T

Drafted By: ' b1
Case ID #: (S) | (Pending) b2
(Miritle: (§) ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING bo LTE

UNIT: =
s XA ol
b7A
Synopsis:.. Approves the issuance of an ECPA National
Security L r {NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.1l
Case ID Serial I
| ShereT NSL VIO-10903 b7A

= A A il e VI
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. . ---- Working Copy ---- Page
quym~.:§z£ & ified By: 7566 CT
l:s:l . Reason: 51C bl
Declagsi on: X1 >
T b2
K b7E
Reference: (S) b1
Enclosure(s): (U) Enclosed for thel Field Office is an

original and a copy of a National Securitv Letter., dated
07/25/2005, addressed to
|

requesting names, addresses, length of service, billing records,
and electronic communication transactional records for the
account holder assigned the IP address at the date and times
specified below.

Details: (S//NF)} The Electronic Surveillance Operations and
Sharing Unit (EOPS)’s | |has

[0V Pecewdice vo sl ]

(S} On 04/11/2005, CTAS requested that

b2
b4
b7D
b7E

NeNt

b2
BLTE
b7A

bl
b2
b6
bh7C
b7E

n7h

(S} On O4/l?[2005,| Iissued a Patriot Act Letter to
the companv provigding

X NSIL VIQ-10904

D2
.

(s v vnn ae — o e —t— ___.....___7_._1__._:_4‘. i 44 e e S —————
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FBI with incomplete log information and CXS/EOPS

determine an IP address used to make the threat posting.

(S) On 07/09/2005, CXS/EOPSl issued a Patrrior Act

Page

could not

(O Ay Ainaly OXG /r:'m:q4 |

foy Doyt hagy (OXC /F'ODQI I

(g oya /unncl I

{S) Meanwhile, understanding that records of whom uses IP

—addresses are often perishable, CXSZEggs[:::]sparohpd the

\%4 NSIVI0-10905
__oLDQANRLL TIE= Ve Adedded

oo
~3 ~1 N

T

OCcC oo oo
G

~J
p\\;.

e

bl
b2
bho

]

07

s D

bl

,\

<

b

b7D
H7E
bR

bl
b2
b7E
b7A

3l

0T

el
A

b/E

5
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bl

}ET’This electronic communication documents the Deputy
General Counsel’s for the National Security Law Branch approval
and certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records on the
following IP Addresses:

{8y

Tooo
~J DN =

fJ
NE TS

(U) On 10/17/2003, the Director designated the FBI
official, signing the attached National Security Letter, to make
the required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the field office. The institution
should neither send the records through the mail, nor utilize the
name of the subject or any identifying information related to the .
subject in any telephone calls to the FBI. The institution b7k
should not contact FBIHQ directly in any manner.

(U) Thel |field office should remind the
institution that it is prohibited from disclosing. that the FBI
has made this request.

(U) ' i can berdixggssd_L91 B2
FBIHQ, SA or SSA b6

Should the institution be unable to fully comply

with this request due to lack of specificity or should the B7C
institution reguire more detailed information to locate such b7E
records, the[:f::::::::]Field Office should immediately contact

SA or SSA| for additional

information.
LEAD(s) :
Set Lead 1: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS I/Team 4
(U) Read and Clear
Set Lead 2: (Action)

GENERAL COUNSEL
_ seggghSLviodoss




{ SEQAET {
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N ---- Working Copy ---- Page

AT WASHINGTON, DC
(- NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 4: (Action)

A

(U) Hand deliver enclosed NSL as indicated above. Upon
nested records, notifv sal |

or ssal Ito coordinate
immediate delivery of records to FBIHQ, Counterterrorism
Division, CTD/CXS/EOPS, Room 4343.

Set Lead 5: (Info)

COUNTERTERRORISM

b2

(U) Read and Clear

, _ e SE%nT NSL VIO- 10907

bo
n7C
b7E
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Precedence: PRIORITY Date: 08/03/2005
To: Counterterrorism Attn: ITOS I/E
ITOS II/
General Counsel Attn: Natiocnal Security Law Branch
DGC_Julie F.
UC
Attn:
b2
From: Counterterrqriam b6
CXS/EOPS, Room 4343 BN
Contact: — IX “T\’
b7E
Approved By: Hulon Willie T
Lewis John E
Thomas Julie F
Bennett Laurie J
Rogers Glenn T
Drafted By:
Case ID #: (S) (Pending)
(S) pPending) b7A
Title: (%)  ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING bz
I:U:I | UNIT: |
(S8)
bl
LR b7A
Synopsis:’"zg§: Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necesgary, transmits the NSL for delivery to the electronic
communications service provider.
U-~““ES{: Clas )
e Reason bl
bZ
5 i
—
Enciosure(s) : {U) kBnclosed for the [Fleld OfIice 1s a b
copy of a National Security Letter, dated 08/03/2005, addressed b7 D
to o
Case ID Serial b1
o5tz NSL VIO-10908 | A
— g— — T ) == SR P R

s
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| requesting names, addresses, length of

gervice, billing records, and electronic communication
transactional records for the email address holder(s) listed
below.

Admiﬁiétfétive:““gké This document is classified SECRET.
Portions of this document carrying classification markings may
not be incorporated into any criminal affidavit, criminal court
proceeding or unclassified investigative file. The information
in this document is intended to be used for lead or background
purposes only.

2. 8) Some of the Intelligence provided in this communication
has be obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the'
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

e U Per 50 U.S.C. S 1806 (b) & 1825 (c¢) of the Foreign
Intelllgence Surveillance Act (FISA), recipients are reminded

that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. - person FISA-derived information to any
foreign government without prior approval of the Attorney

General. This information may not be disseminated for any

purpose without the prior approval of the Federal Bureau of .
Investigation. f%

b’“?

Details:  (S//QC/NE) EOPS hasl |

(8//0C/NF) The Electronic Surveillance Operations and
Sharing Unit (EOPS)l

RET VST VIO-T0903

b4
b7D
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S -
% bi
ol
[/ /0C/NF) b2
b7E
hiA
bl
(S//OC/NF) FBI | |source reportina and USIC analvsis B2
b6
b7A
7C
B7D
b7E
(S//QC/NF) On 07/05/2005. the] |source renarted that .
bz
b4
Bi7E
rl
B2
(S//OC/NEY USTC renorting as of 07/29/2008 confirmed that 56
D7A
b7
ik
(S//OC/NF) CXS/EOPS and the USIC 1
bZ
oX!
b7D
b7E
b7A
(S//QCUNFEY Accordinglv, EQPS is issuing a National Security bl
Letter to| fo)
b7E
b7A
(m This electronic communication documents the Deputy

Generdl Counsel’s National Security Law Branch approval and
certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records associated

with the following website: sﬁ&RETNSLVR}ioglo



SECRET ‘

b2

W7 F
o

i~

(U) On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution
receiving the enclosed letters to produce the records personally
to an employee of the Field Office. The institution
should neither send the records through the mail nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(u) Thel Field Office should remind the electronic
communications provider that it is prohibited from disclosing
that the FBI has made this request.

(U) A ' din h ve can directed tn

r SSA
| Should the institution be unable to fully comply with
is request due to lack of specificity or should the institution require

ailed information to locate such records, the
Field Office should contact IA Fr SSA[:::]for
additional information. '
LEAD(s) :
Set Lead 1: (Action)
GENERAL CQOUNSEL
AT WASHINGTON, DC
tuwMMgﬂi NSLB is requested to review and approve the
enclosed NSL.

Set Lead 2: (Action) b2
b6
b7C

AT

(U) Hand deliver enclosed NSL following procedures
outlined in this EC. Upon receipt of requested records,

immediately submit results to Iﬂ FBIHQ,
Counterterrorism Division, CTD/ , Room 43.

Set Lead 3: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC
BBCRET NSL VIO-10911

---- Working Copy ---- | Page

o)
b7D

b2
b6
b7C
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(U) ITOS I/ETIU. For information only.

Set Lead 4: (Info)
COUNTERTERRORISM

AT WASHINGTON, DC

(U) 1ITOS II For information only.

Page

5

o sofspnsiviosn
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Precedence: IMMEDIATE Date: 08/01/2005
To: Counterterrorism Attn: ITOS I/CONUS II
ITOS II
General Counsel Attn: National Security Law Branch

DGf Julje F. Thomasg
uc

Attn: National Infrastructure
Pro i rime
SSA

SSA

Attn:
Attn:

From: Counterterrorism
CXS/EOPS Room 4343
Contact: TH |

Approved By: Hulon Willie T
Lewis John E
Thomas Julie F
Bennett Laurie J
Rogers Glenn T

Drafted By: | b1
Case ID #: (S) | kPending) bz
) (Pendi b7A

(S Pending) TR
(s) (Pending) b7C
Title: (§) ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING UNIT - bz
Y | o
Ol
b7A
b7C
() - ¢3) _UNSUB(S) ; -
b7k

il IT - UNKNOWN FOREIGN POWER

Synopsiéi“{)&i Approves the issuance of an ECPA National Security

Case ID [i:::] Serial : Bl
b2
18, o __sgéRETNSL VIO-10913 _1  yn

T o L I L ———— I:s:l . = - - e
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Letter (NSL). Also provides reporting data, and, if necessary,

transmits the NSL for delivery to the electronic communication
gervice provider.

EU’":}éz Classtfd : 7566

(5 Reason =T D}
. 2asSify On: X1 D2
- bTE o
b7E
Enclosure(g): (U)Enclosed for the Dffice i a ¢ [o¥!
| : ' to b7D
bl
Details: (8//0c/NF) ITos I1f__ [ —V/mopg/l ] | | and bz
_amlﬂ:mamnmr_amnmhhaﬂ-l | | o
b7hA
b7C
b7k

(s/ /00 /NEY | i | ol

I [ | b2
(s//0c/NF)) b6

(8//OC/NF) In the past,[ b

(S//OC/NF) CXS/EOPS|

)QV/OC/NF) CXS/EOPS conducted ap analysis of the
_ _ SEereT NSL VIO-10914
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(S)Accordingly, is requesting issuance of a h7 D

&L This electronic communication also documents the General
Counsel’s approval and certification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL geeks
subscriber/billing records/electronic_communication transactional
records for the user contracting with
maintain/administer the website:: b%
L2

tsm e 7

n
e

T

(U) On 10/17/2003, the Director designated the official
signing the enclosed letters as authorized to make the required
certification.

(U) Arrangements should be made with the institution
receiving the enclosed letters to produce the records personally
to an employee of the: Field Office. The institution
should neither send the records through the mail nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

O T
1 D

[_:1'.

(U) The Field COffice should remind the electronic
communications provider that it is prohibited from disclosing
that the FBI has made this request.

(U) Any questions regarding the above can be directed to

FBIHQ, IA| lor ssa| | o
[::::f Should the institution be unable to fully comply with this NG
request due to lack of specificity or should the institution NN
require more detailed information to loc rds, the o7C
[;:f::;;:g Field Office should contact SAl ior SSA L7E
Oor additional information.
LEAD(s) :

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to review and approve the

~ SECBET NSL VIO-10915
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! ~---- Working Copy ---- Page 4

enclosed National Security Letter.

Set Lead 2: (Action)

AT
b2
(U) SsAl | Hand deliver enclosed NSL b6
following procedures outlined in this EC. Upon receipt of B0
requested records, i i it results to SAl__rl T
r SSA Counterterrorism Division, D7E
CTD Room g
Set Lead 3: (Action)
AT | | b%
D6
(U) ssa 1 As necessary, provide technical b7C

I_ais.imme_in obtaining the | Bk

Set Lead 4: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) ITOS II For information only. b2

Set Lead 5: (Info)

~ RO

~J =1 Y
=ty

(ONRONRO)

o

AT

(U) SA For information only.
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Precedence: PRIORITY Date: 08/01/2005
To: Counterterrorism Attn: ITOS II
General Counsel Attn: National Security Law Branch

DGC_Julie F. Thomas
uc

Attn: Counterterroris
SA
From: Counterterrorism
CXS/EOPS/ |/Room 4343
Contact:
Approved By: Hulon Willie T b%
Lewis John E b%C

Ilmmas_mm_LI bR

Bennett Laurie J
Rogers Glenn T

Drafted By: | |
bl
Case ID #: (8) [ ] (pending) b7A
(s) Pending) o7
N
Title;,)@ ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING P
L UNIT:
i I |
ol
b6
(s) .
b7A
p7C
(-

Synopsis;”:}gi Approves the issuance of an ECPA National
Security Letter (NSL). Also provides reporting data, and, if
necessary, transmits the NSL for delivery to the electronic

communication service provider.

m - eq

bl

-~
/

z

b7E

Clas
Reason

(5)
5

Enclosure(s) : _(U) Enclosed for thel |Field Office i i
| | b7D

Case ID { Serial .
HE - spARET NSL VIQH0917 LIA
7 - oY
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FBIHQ, CTD, CXS, EOPS is requesting names, addresses, length of
service, billing records, and electronic communication
transactional records for the administrator of the website listed
below pursuant to Section 2709. o1

©

Details: (S//OC/NF) On 9/70/09! b2
b4
b6
k7A
R7C
b7D
b7E

(s//0c/NF)|

bl
b2
ok!
b7D
b7E
b7A

(3//QC/NF) _ On 5/26/05. EOPS determined that the uger of the

(8) The communications are suggestive that the user of

bl

~
P
L

b4

p7D
b7
b7A

W i S is issuing a National Security Letter

to to obtain subscriber information, b4
incIuding names, addresses, length of service, billing records, 7D

) S%@EINS:MIQLJQ%Q e




.\ S%ET {
---- Working Copy ---- Page
(S) and electronic communication transactional records for the
administrator of the| pebsite.

(m“””")si This electronic communication also documents the Deputy

General Counsel’s National Security Law Branch approval and
certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing

{4 records/electronic conmunlcahlnn_transactianT1 records for the
user contracting-with to

maintain/administer the website:

I

(U) On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

o)

G RN RN NG

=

k
=

oTDoOUT

o
]

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the reccrds personally
to an employee of the Field Office. The institution
should neither send the records through the mail nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI., The institution
should not contact FBIHQ directly in any manner. b2

(U) The Ir_d_h?ield Office should remind the electronic B
communications provider that it is prohibited from disclosing

that the FBI has made this request.

(U) Any gquestions regarding the above cgn _he directed to

FBIHQ, IA| |or ssa
Should the institution be unable to fully comply with this request
ue

o lack of specificity or should the institution
reguire more detailed information to 1 such records, the
Field Office should contact IATffff]or SSA[::::For
additional information.
LEAD(s) :

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to review and approve the

enclosed NSL.

Set Lead 2: (Action)

I

AT

(m Hand deliver enclosed Natiocnal

U;O‘OJCJ

b2
b7E

[eX R

1

=1

SESRET NSL VIO-10919
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Security Letter following procedures outlined in this EC. Upon
receipt of requested records, immediately submit results to IA
[ | FBIHQ, Counterterrorism Division, CTD/CXS/EOPS,

Room 4343.

(U}

assistance.

Set Lead 3: (Info)

COUNTERTERRORISM

For information and technical

AT WASHINGTON, DC

(U) 1TOS II

For information only.

SECKET NSLVIO-10920 _

Page 4
b2
b6
e
b7E

S ——

)
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y ---- Working Copy ---- Page
Precedence: PRIORITY Date: 07/26/2005%
To: Counterterrorism Attn: ITOS I/ETIU
General Counsel Attn: National Security Law Branch
DGC Juli .
Attn:
From: Counterterrqrism
cxS/E0PS ] VRoom 4343

Contact: IA|

Approved By: Hulon Willie T

Lewis John E b2
Thomas Julie F b6
Bennett Laurie J b7C
Rogers Glenn T N
[N aty
Drafted By: | |
Case ID #: (S) | |(Pending)
(S) Pending)
Title: '¢< ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING o<
tUj ’ UNIT:
(8}
Ui TOTIIY
Synopsis: i)&@ Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necegsary, transmits the NSL for delivery to the electronic
communications service provider.
B - ¢ Classified By: 7566
(- Reason : c) P
iSJ D ify on: X1 oS
. Q4
g - 07
Enclosure(s): I Enclosed for the[;:::;::]Field Office is a
conv of a National Securitv letter ated 07/26/200%. addressed I
tq
requesting names, addresses, length or service, biiling recoxds,
Case ID Serial b1
-- SE¥RET NSL VIO-10921 | LA
T NPV A S T2
(3)

1@

1
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and electronic communication transactional records for the
individual (g8) associated with the website listed helow.

Lei S/ /OC/NE) CXS/EOPS has identified A webmire cha

Page

L was

This electronic communication reguests 1ssuance of a National
SEcurity Letter to obtain log files and subscriber records from

ther-_ |

(J)

(5.

£

T3

—_—

(§//OC/NF) CXS/EOPS conducted an analysis on the

that the website has an

which

CXS/EOPS and the U.S. Intelligence Community determined

in on sexrvers belonging

to

(S//OC/NF) Accordingly, EOPS is issuing a National Security

Letter tq for electronic_communication
transactional records associated with the

Specifically, EOPS is issuing a National securrcy Tetter—To
obtain subscriber information for the administrator(s) operating

the

OO

oo

e RIS RS T NN I

JF oo

o

ol

b4

07D
b7E
bT7A

2

F

o oo T
B IO RN
=

sedkeT NSL VIO-10922
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(T -~}%§i . . .
This electronic communication documents the Deputy
General Counsel’s National Security Law Branch approval and
certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records associated
with the following website:

-~
PN

151 L -

. . bi7E

(U) On 10/17/2003, the Director designated the official 77

gigning the enclosed letter as authorized to make the required S
certification.

(U) Arrangements should be made with the institution
receiving the enclosed letters to produce the records personally
to an employee of the !Field Office. The institution
should neither send the records through the mail nor utilize the
name of the subject or any identifying information related to the -
subject in any telephone calls to the FBI. The institution o
should not contact FBIHQ directly in any manner. o}

(U) The[:::::;JF&eld Office should remind the electronic
communications provider that it is prohibited from disclosing

that the FBI has made this request.

(U) i iong regardi the above can be directed to B2

FBIHQ, IA or SSA| | -
Should the institution be unable to fully comply with ©
15 request due to lack of specificity or should the institution R7C

require more detailed information to locate such records, b7E

the[:::;::;%Fleld
Office shou contact IA[::::::::]or SSA[::::]

additional information.
LEAD(s) :

Set Lead 1: (Action)
GENERAIL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to review and approve the
enclosed National Security Letter.
Set Lead 2: (Action)
| : b2
bt

AT b7C
bh7E

(U) Hand deliver enclosed National Security
Letter following procedures outlined in this EC. Upon receipt of
requested records, immediately submit results to IA

spcraTNSL VIO- 10923




SEc};éT |
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FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room '?S«
333, b7C
bz

Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

(U) ITOS I/ETIU. For information only.

“BEsZET NSL VIO-10924 v B
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Precedence: ROUTINE Date: 07/14/2005

To: Counterterrorism Attn: SSAl |
ITOS I/CONUS 1/Team 3
sSsa[ |
ITOS I/CONUS II/Team 6
uc
ETI

General Counsel Attn: National Security Law Branch
DGC _Iulie R Thomas
ucC

Attn: SSA

ssa|

CTDo
-3 =1 M bo
1

Ny
4

From: Counterterrorism
CXS/Electronic Surveillance Operations
and Sharing Unit (EOPS) Room 4343
Contact:

b

Approved By: Hulon Willie T
Lewis John E

Thomag Julie F
Bennett Laurie J
Rogers Glenn T

Drafted By:
Case ID #: (S) ISL (Pending) b%
(3) NSL (Pending) B7A
G6F-HQ-CI303375
bl
Title: (8) b7A

() Synopsis: w}é) Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.1l

) et rom ~ .
ity Orn: =25 1
D s b7
|
Enclosure(s): (U) Enclosed for the Field Office is an
Case ID | NSL Serial
| L NSL | 1
66F-HQ-C1303375 S 56007 -

SECKET NSL VIO—]f]gzlls - b72
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original and a copy of a ] i
07/16/2005, addressed to

requesting
names, addresses, length ol service, billing records, and
electronic communication transactional records for the account
holder assigned the IP address at the date and time specified
below.

_Details: (s//NF) | An apalvsis of

TR This electronic communication documents the Deputy
General Counsel for the National Security Law Branch’s
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records on the
following IP Address:

(g |

(U) On 10/17/2003, the Director designated the FBI
official, signing the attached National Security Letter, to
make the required certification.

{U) Arrangements should be made with the institution
receiving the enclosed letter to_produ the records
personally to an employee of thel Field Office. The
institution should neither send ds through the mail,
nor utilize the name of the subject or any identifying
information related to the subject in any telephone calls to

the FBI. The institution should not contact FBIHQ directly in
any manner.

(U) Thej |Field Office should remind the
institution that it is prohibited from disclosing that the FBI
has made this request.

(U) ATM_auestinns_xeaardinﬂ_the_Tbove ian_he diracted tn
FBIHQ, SSA or IA

Should the institution be unable to fully
comply withh this request due to lack of specificity or should
the institution require more detailed information to locate

such records ield Office should immediately
contact S8SSA or IAl |for additional

information,

LEAD (s) :

Set Lead 1: (Action)

. _ 57E¥REI NSL VIO-10926

Page 2
jo)i!
b6
biC
07D
bl
b2
o)!
b7D
b7E
bT7A
jol!
b2
b4
b7A
[a¥%
b7E
b2
Lo
piC
b7E
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AT

(U) Hand deliver enclosed NSL as_indicated above.

Upon receipt of requested records, nQﬁify SSA
| |or IA to coordimnace

immediately delivery of records to FBIHQ, Counterterrorism
Division, CTD/CXS/EOPS, Room 4343.

Set Lead 2: (Action)
GENERAL COUNSEL
Af WASHINGTON, DC
(3§ NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 4: (Info)
COUNTERTERRORISM
AT ITOS I/CONSU II/TEAM 6

(U) Read and Clear

C o CoT

_ sEQRRT NSL VIO-10927
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Precedence: PRIORITY Date: 7/13/2005

To: General Counsel Attn: DG b2
ucC 06
CTLUT 070

Counterterrorism Attn: SSA : 73
SSA b/E
ITOS II| |
Attn: IA

From: Counterterrorism
Electronic Sul

rveillance Operations Unit, Room 4944
Contact: TIS |
Approved By: rlhgmié_lullﬂ_E___j

Hulon Willie E
Lewis John E
Bennett Laurie J
Rogers Glenn T

Drafted By:
Case ID #: (8) ISL (Pending) bl
(S) LNSL b7A
qmu.:}&f' BHF-HQU-CI303375 1
Title: (S) Do
DA
B7C
bz
LR NSL

w--Yg]  TOLL RECORDS;
NATIONAL SECURITY LETTERS (NSLs)

(-

SYnopsis;\“Egi Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits

the NSL for delivery to the electronic communications service
provider.1l

Case ID 1 NSL

Serial

isj:;bbr-nQ-LLJUJJ/D ‘ 56183 b7A

SEPRET NSL VIO-10928 o
sy




(8

1)

. ! SEéBET (

(m Thel IField Office should remind the
institution that it is prohibited fxom disclosing that the FBI
SERRET NSL VIO-10929

ish‘ ---- Working Copy ---- Page 2
)
E bl
E bl 2=
Enclosure (s} : (U) Enclosed for the Field Office is
s : b4
an original and a copy of a NationaI Security Letter, dated _—
7/13/2005, addressed to B7D
[ | requesting b7E
:| communications ___ggry_icg_s provided provided -tg bR
_Details: !SZZHE.QC!‘
b1
o2
jof
b7D
b7E
b7A
(8)
bi
b2
b6
b7A
. . pi7C
(U) On 10/17/2003, the Director designated the FBI b7 i
official, signing the attached National Security Letter, to make i
the required certification.
(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the| Field Office. The institution
should neither send the records through the mail, nor utilize the
name of the subject or any identifying information related to the \
subject in any telephone calls to the FBI. The institution b2
should not contact FBIHQ directly in any manner. b7E




~ ( s;zéET <
---~- Working Copy ---- Page 3

has made this request.

(U) An uestions reqgarding the above can be directed to
FBIHQ, TIS I Should the

institution be unable to fully comply with this request due to

lack of specificity or should the institution require mare D%
detailed information to locate such recaorda thel _J bb
Field Office should immediately contact or bi7C
additional information. b7E
LEAD(8) :
Set Lead 1: (Action)
I | b2
b6
San n7C
{(U) Hand deliver enclosed NSIL. as _indicated abave 1Inon L7E

receipt of requested records, notify TIS
0 coordinate immediate delivery of records to
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4944,

Set Lead 2: (Action)

GENERAL COUNSEL
AT WASHINGTON, DC
(- >¥é) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)

COUNTERTERRORISM

AT ITOS II be

(U} Read and Clear.

SEPRET NSLVIO-10930
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Precedence: PRIORITY Date: 7/13/2005%
To: General Counsel Attn: DGC _Juli
uc
CTLUL
Counterterrorism Attn: SSA
SSA
ITQS TIT
Attn: IAa

From: Counterterrorism

Electronic Surveillance Operations Unit, Rm 43 o
Contact: TIS o1

Approved BY: Thoamage Tnilis

Hulon Willie T
Lewis John E

Bennett Laurie J
Baogers Glenn T

Drafted By:

Case ID #: (S) BL. (Pending)
(S) NSL

i j‘B:I: GO -OU-CISUS3 TS .
Title: |
e 057

g Eopsl | b2

e NSL

1 p

I b TOLL RECORDS;
NATIONAL SECURITY LETTERS (NSLs)

iUTWSynopsis:““¥B( Approves the issuance of an ECPA National Security

Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1

&S erivedman—e

Case ID i SL Serial b1
- NSL O
(&)

66F-HQ-C1303375 G186 b7A

| | R
e e SECHSQNSLVIOZGSL o
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Enclosure(s): (U) Enclosed for the

|Office is an

Page

original and _a copy of a National Security Letter, dated 7/13/2005,

addressed to

ons services provided to

Details: (S//NF,0C) Information bout]

email gservice is provided throuah

requesting ilnrormatlon related CO electronic

ndicates that their

internet service from

which recejv

<t}

is

requested to provide any and all subsScriber oY customer account

information and information regarding electronic communications

services provided tq Fncluding, but not limited to,

following:

- any and all subscriber or customer account

information and information regarding electronic

communications services provided to|
including, but not limited to, the

following;

- confirmation that electronic communications

addresgss of

the

destined to or originating from e-mail

theform }ransit to

|:S:| - faeiliti S, oI

-_information regardin? the physical location of

Communications facilities which house electronic

mail servers providing services to the electronic

mail domain of

(S){

(U) On 10/17/2003, the Director designated the FBI

official signing the attached National Security Letter, to make the

required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally to

an employee of the]

should neither send the records through the mail,
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution should

not contact FBIHQ directly in any manner.

(U) The

i i e s

|Field Office. The institution

nor utilize the

Field Office should remind the
- sy@zfr[\lsg VIO-10932
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institution that it is prohibited from disclosing that the FBI has
made this request.

e can be directed to FBIHQ,
TIS Should the institution be
unable to fully comply with this request due to lack of specificity
or should the institution require more detailed information to

locate such records, the Field Dffice should
immediately contact TIS for additional
information.

LEAD (s) :

Set Lead 1: (Action)

b2
bo
b7

(U) Hand deliver enclosed NSL ' ' b7k
receipt of requested records, notify |
E;::::E:] to coordinate immediate delivery of records to FBIHQ,

ounterterrorism Division, CTD/CXS/EOPS, Room 4944.

Set Lead 2: (Action)

AT

GENERAL COUNSEL
AT WASHINGTON, DC

(-
NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)

COUNTERTERRORISM
ar 1108 11 ]

(U) Read and Clear.
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