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Precedence : PRIORITY 
To : General Counsel 

Date : 
Attn: 

07/12/2005 
DGC 
UC 

Attn: ISS 
.Tulip P. Thomas CTLU-1 

CTLU-1 

From: Counterterrorism 
Electronic Surveillance Operations Unit. Rm 4944 
Contact: TIS 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 

b2 
b6 
b7C 
b7E 

(U) 

Drafted By 
Case ID #: 

(U) 

Title: 

(S) 
(S) 

¿6F-HQ-C1303375 

bl NSL (Pending) , 7, 
-NSL (Pending) D m 

(Pending) 

EOPS\_ 
NSL 

Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if necessary, 
transmits the NSL for delivery to the electronic 
communications service provider.il' 

bl 
b6 
b7C 
b2 
b7A 

Field Office Enclosure(s): (U) Enclosed for the 
are an original and a copy of a National Security Letter, 
dated 07/12/2005, addressed to[ 
Attn: [ 

bl 
b2 
b7E 

b2 

requesting information related to electronic communications 

Case ID NSL 
-NSL 

. (S) 

"bl " 
b7A 

b7C 
b7D 
•b7E 

Serial 

y*" 
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(S) 
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(S) services providedto 

sàgkET 
NF 

Working Copy 

Field office EC 
Internet service for 

bl 
b2 
b7E 
b7A 

Page 

Details: (S//NF/OC) 
7/12/2005, indicates that 
provided through | |is requested to"provide any 
and all subscriber or customer account information and 
i nformat.i on rsaardina pl prt-rnnir communications services 

is 

provided to 
following : 

including, but not limited to, the 

(S) 

sei viutiu jjy 

(S) 

- confirmation that electronic communications 
destined i-n nr nrininaHng from e-mail addresses of 
theform com transit 
f acilit ie§"; 
information regarding the physical location of 

facilities which house electronic mail 
roviding services to the electronic mail 

( 3 ) 

servers 
domain of 

- t 

IS) 

- any and all subscriber or customer account 
information and information regarding electronic 
communications services provided to 

bl 
b2 
b4 
b7D 
b7E 
b7A 

bl 
b2 
b4 
b7D 
b7E 
b7A 

bl 
b2 

(S//OC.NF) 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to 
make the required certification. ^ 

_ ^ J S W E T N S L V I O - 1 0 7 2 7 

b6 
b7A 
b7C 
b7D 
b7E 

bl 
b2 
b4 
b6 
b7A 
b7C 
b7D 
b7E 
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NF 
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(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records 
personally to an employee of the Field Office. The 
institution should neither send the records through the mail, 
nor utilize the name of the subject or any identifying 
information related to the subject in any telephone calls to 
the FBI. The institution should not contact FBIHQ directly in 
any manner. 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

b2 
b7E 

(U) Any questions regarding the above can be 
directed to FBIHQ, TIS 
Should the institution be unable to fully comply with this 
request due to lack of specificity or should the institution 
require more detailed information to locate such records, the 

Field Office should immediately contact TIS 
for additional information. 

b2 

b7C 
b7E 

**FOOTNOTES** 

LEAD(s): 
Set Lead 1: (Action) 

AT 
(U) Hand deliver enclosed NSL as indicated above. 

TTNRRN rprpinh nf r-prmpatpri records, notify TIS | | 
I to coordinate immediate delivery of 

records to fbihq, (Jountèrterrorism Division, CTD/CXS/EOPS, 
Room 4343. 
Set Lead 2 : (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

b2 
b6 
b7C 
b7E 
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Precedence : IMMEDIATE 
To: Counterterrorism 

General Counsel 

International Operations 

Attn: 

Attn: 

Attn 
Attn 
Attn 
Attn 

Date: 07/11/2005 
ITOS II/Global Operations Unit 
ITOS I/CONUS I/Team 1 T TPi g T i 

National Security Law Branch 
DGC Julie F. Thomas 
UC 

From: Counterterrpr-i am 
CXS/EOPS 
Contact : 

b2 
b6 
b7C 

IA 
Room 4343 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Rogers Glenn T 

Drafted By: 
Case ID #: 

Title: V ) 

(U) 

(S) 
(S) 

(Pending) 
ending) 

bl 
b2 
b7A 
b7E 

ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING b2 

b2 
b7A 
b7E 

Synopsis:CS^/ Approves the issuance of an ECPA National 
Security Letxtiex (NSL) ; provides reporting data; and, if necessary, 
transmits the NSL for delivery to the electronic 
communications service provider. 

ÍU) Clas 
Reason 

'CTD 

Serial 
SEgfeET N S L V I O - 1 0 7 2 9 

bl 
b2 
b7A 
b7E 

(S) 



(S) , 
SE^k^T 

Working Copy- Page 5 

X 
Enclosure(s): (U) Enclosed for the 
nf a National fipmiri 1-y T ,p|-fpr. Hat-Jn inni Field Office is a copy Z2ÜÜ5 a H H r - f i g g o H 

requesting names, 
addresses, lengtn or service, Dining records, and electronic 
communication transactional records for the individual(s) 
associated with the website listed below. 
Details: (S//OC/NF) CXS/EOPSJ" 

bl 
b2 
b7E 

b2 
b4 
b6 
b7C 
b7D 
b7E 

bl 
b2 
b7E 
b7A 

>m//FOUO)r 

-Xi'//jpnnr>)T 

(S) Naf/Fouo[ 

bl 
b2 
b7E 
b7A 

bl 
b7A 

fs//or/NFi 

bl 
b2 
b7E 

bl b7A 
b2 
b6 
b7C 
b7E 
b7A 

(S//pr/MF^ ^rrnrdingly, EOPS is issuing a National Security =di 
Jf for electronic communication transactional Letter to 

records associated with the 
Specifically, EOPS is issuing a National Security Letter'to 

SEgK E T N S L V I O - 1 0 7 3 0 

bl 
b2 
b7E 
b7A 



(S) , ( SEC^T ( 
Working Copy 

obtain subscriber information for the administrator(s) operating 
Page 5 

(U) This electronic communication documents the Deputy 
General Counsel's National Security Law Branch approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records associated 
with the following website: bl 

bl 
b2 
b7E 
b7A 

(sj 
(U) On 10/17/2003, the Director designated the official 

signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to produce the records personally 
to an employee of the Field Office. The institution should 
neither send the records through the mail nor utilize the name of 
the subject or any identifying information related to the subject 
in any telephone calls to the FBI. The institution should not 
contact FBIHQ directly in any manner. 

b2 
b7E 
b7A 

b2 
b7E 

(U) The Field Office should remind the electronic 
communications provider that it is prohibited from disclosing 
that the FBI has made this request. 

(U) Any questions regarding the above can be directed to 

b2 
b7E 

FBIHQ, IA Dr SSA 
Should the institution be unable to fully comply with 

this request due to lack of specificity or should the institution require 
etailed information to locate snrh rprnrds, the_ b7C 

b2 
b6 

£ _ d € 

Zji 
more 

]Field Office should contact 
additional information. 
LEAD(s): 

IA or SSA • for b7E 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to review and approve the 

enclosed National Security Letter. 

Set Lead 2: (Action) 

b2 
b7E 
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Working Copy 

following procedures outlined in this EC. Upon receipt of 
rpmipst-pri records, immediately submit results to IA 
"434T 

FBIHQ, Counterterrorism Division, CTD/CXS^EUPS, Room 

Set Lead 3: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) ITOS II/Global Operations Unit. For information 

only. 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) ITOS I/CONUS I/Team 1. For information only. 

Set Lead 5: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) ITOS IJ | For information only. 

Set Lead 6: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) CT Watch. For information only. 

Set Lead 7: (Info) 
INTERNATIONAL OPERATIONS 

AT WASHINGTON, DC 
(U) IOuj | For information only. 

Set Lead 8: (Info) b2 
b7E 

NNSL V I 0 1 0 7 3 2 SEjZXET1 



AT 
(U) ALAT 

Set Lead 9: (Info) 

Èfell SECRET { 
— Working Copy 

For information only. 

AT 
(U) For information only. 

Page 5 

b2 
b6 
b7C 
b7E 
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000000011' 
Precedence PRIORITY Date: 07/11/2005 
To: General Counsel 

Counterterrorism 
Attn: 
Attn: 

DGC Julie F. 
UC I 
ss k 

Thomas. CTLU-1 
I CTLU-1 

Attn: 

TTn.g-T/rnMTT.g d /tttSm 1 5 
UC 
UC 
SS7 
ss; 
uc 
SSA" 
SAT 

ITTOS-TT 
TFOS 
TFOS 
TFOS 

ECAU 
ECAU 

From: Counterterrorism 
EOPS Unit/CXS/Room 4343 
Contact : IA 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Rogers Glenn T 

Drafted By: 
Case ID #: (S 

.(S 
(U) 6 6 F-HQ-C1303375 

SL (Pending) 
NSL bl 

b7A 

Title: (S) 
TTCTTO- litAU 

bl 
b7A 
b2 

(U) 
Synopsis:jX^ Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the U.S. Company. 

b2 
b6 
b7C 
b7E 



(S); SECRET i 
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bl 
b7A 

Field Office is an Enclosure(s): (U) Enclosed for the 
original and copy of a MaMnnai ĝ r-nr-i <-w r.pt-t-pr daĴ pd 
07/11/2005. addressed to 
requesting records or documents for 

specified below: 

net-ail fi; (R//OC-NF1 

(S//OC.NF) 

(S//0C.NF) 

Page 5 
b2 
b4 
b6 
b7C 
b7D 
b7E 

bl 
b4 
b6 
b7C 
b7D 
b7A 

bl 
b6 
b7C 
b7A 

bl 
b6 
b7C 
b7A 

(S//0CjNFi. bl 
b6 
b7C 
b7A 

(U) 

(S//0C.NF) 

(U) tX ECAU/CXS/CTD will wprk_clûsely with the Global 
and the] Division to determine if 

bl 
b6 
b7C 
b7A 

Extremist Unit, ITOS, 
the money transfer was from 

This electronic communication documents both 
the approval of the Deputy General Counsel of the National 
Security Law Branch and the certification for the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
records or documents for 
specified below: 

b2 
b4 
b7D 
b7E 

transfer number 

S E ^ E T N S L V I O - 1 0 7 3 5 
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bl 
b7A 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to 
make the required certification. 

(U) Arrangements should be made with the 
institution receiving the enclosed letter to produce the 
records personally to an employee of the| |Field Office. 
The institution should neither send the records through the 
mail, nor utilize the name of the subject or any identifying 
information related to the subject in any telephone calls to 
the FBI. The institution should not contact FBIHQ directly in 
any manner. 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
made this request. 

Page 5 

b2 
b7E 

b2 
b7E 

directed to FBIHQ, UC 
and IAÎ 

(U) Any questions regarding the above ran hp 
lat 

at 
"sTTould 

institution be unable to tully comply with this request due to 
lack of specificity or should the institution require more 
detailed information to locate such records 
Office should immediately contact 
information. 

the 'ield 
for additional 

b2 
b6 
b7C 
b7E 

**FOOTNOTES** 
ll": Caveat: This document contains information derived from 

an electronic surveillance or physical search conducted under 
the Foreign Intelligence Surveillance Act (FISA). Per 50 
U.S.C. Section 1806 (b) and 1825 (c), such information shall 
not be used in any criminal or administrative proceeding, 
including grand jury proceedings and warrant affidavits, 
without the prior approval of the Attorney General of the 
United States. 
LEAD(s): 
Set Lead 1: (Action) 

AT 
(U) Hand deliver the enclosed NSL as indicated 

TTNNRI - R P P P I N I - i f f requested records, notify I A _ 

o coordinate immediate delivery of 
SECRET N S L V I 0 1 0 7 3 6 SÊ RI 

b2 
b6 
b7C 
b7E 
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Working Copy Page 
records to FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, 
Room 4343. 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirement for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT WASHINGTON, D.C. 
(U) ITOS-l/CONUS 4/TEAM 15 for informational 

purpose only. 
Set Lead 4: (Info) 

COUNTERTERRORISM 
AT WASHINGTON, D.C. 
(U) GEU/TFOS for informational purpose only. 

Set Lead 5: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, D.C. 
(U) 

b2 
for informational purpose only. 

Set Lead 6: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, D.C. 
(U) ECAU for informational purpose only, 

S E C R E T N S L V I O - 1 0 7 3 7 
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Precedence : IMMEDIATE 
To: Counterterrorism 

General Counsel 

Attn: 

Attn: 

Date: 07/07/2005 
ITOS II/Global Operations Unit 
ITOS I/CONUS I/Team 1 
I TOS 1/ 
National security Law Branch 

From: Counterterrorism 
CXS/EOPS/ 
Contact : IA 

KRoom 4343 

Approved By: Caproni Valerie E 
Hulon Willie T 
Lewis John E 
Bennett Laurie J 
Roqers Glenn T 

Drafted By: 
Case ID #: (S 

(S) 

,;u;i Title: ^ 

Pending) 
(Pending) 

ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT; 

(U) 

(S) 

Synopsis: Approves the issuance of an ECPA National 
Security Lëttbr (NSL). Also provides reporting data, and, if 
necessary, transmits the NSL for delivery to the electronic 
communication service provider. 

(sj 

DGl. 
UC 

' , in 1 1 (= H ïtinmaa 
Attn: b2 

b6 
b7C 
b7E 

bl 
b7A 
b2 

bl 
b7A 

(U) J ß K Clasi§"r£-3 
\ Reason 

Declassa 
^ L B y ^ 
rfyön: 

75661 CX 
XI ^ 

bl 
b2 
b7E 

Enclosure(s): (U) Enclosed for the Field Office is a 

Serial 
SECRET NSL VIO-10738 

( S ) 

bl 
b7A 
:"b2 X 
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WorkirK^ Copy Page 2 

ropy of a National Sermri tv Letter, dated 07/07/3 005. arlHrpaapH 
tol | b 4 

IFBIHQ, CTD, CXS, EOPS is requesting names. b7D 
addresses, length of service, billing records, and electronic 
communication transactional records for the administrator of the 
website listed below pursuant to Section 2709. 
Details: (S//OC/NF) CXS/EOPS has identified a website that mav 

bl 
b2 
b6 
b7C 
b7E 
b7A 

(S//OC/NF) CXS/EOPSr 

bl 
b2 
b6 
b7C 
b7E 
b7A 

(S) Accordingly, EOPS is issuing a National Security Letter 
to , to obtain subscriber information, 
including names, addresses, length of service, billing records, 
and electronic communication transactional records for the 

(U) This electronic communication also documents the Deputy 
General Counsel's approval and certification of the enclosed NSL. 
For mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/electronic communication transactional 
records for the user contracting with 
maintain/administer the websites: 

to 

SEJCRET N S L V I O - 1 0 7 3 9 

(sj 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 
b7 bl 
b2 
b4 
b7D 
b7E 
b7A 
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Working Copy — bl 

b2 
b7E 
b7A 

Page 5 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosefi letter ̂ .o produce the records personally 
to an employee of the 
should neither send t 

Field Office. The institution 
le records through the mail nor utilize the 

name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

b2 
b7E 

(U) The |Field Office should remind the electronic 
communications provider that it is prohibited from disclosing 
that the FBI has made this request. 

(U) Ẑ nv rniPfft-inrig rpnarHinn tbp ahpvp can be directed to 
FBIHQ, IA or S SA 

Should the institution be unable to fully comply with this 
"TEqnefet due to lack of specificity or should the institution 
require more detailed information to locate such recor,ds^_the 

Field Office should contact 
additional informat ion. 
LEAD(s): 
Set Lead 1: (Action) 

IA or S SA for 

b2 
b6 
b7C 
b7E 

GENERAL COUNSEL 
AT WASHINGTON, DC 
(U) NSLB is requested to review and approve the 

enclosed NSL. 

Set Lead 2 : (Action) 

AT 

b2 
b6 
b7C 
b7E 

(U) Hand deliver enclosed 2702 Letter following 

I A
C , te 

procedures outlined in this EC. Upon receipt of requested 
records, immediately submit results to 
Counterterrorism Division, CTD/CXS/EOPS oorri 4343 

FBIHQ, 

Set Lead 3 : (Action) 
b2 
b7E 

AT 
T N S L V I O - 1 0 7 4 0 
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(U) b2 
b7E Provide technical assistance to as 

necessary. 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) ITOS Il/Global Operations Unit. For information 

only. 

Set Lead 5: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) ITOS I/CONUS I/Team 1. For information only. 

Set Lead 6: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) ITOS 1/ For information only. 

SECRET N S L V I O - 1 0 7 4 1 
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Precedence : IMMEDIATE Date: 07/07/2005 
To: Counterterrorism 

General Counsel 
Attn: 
Attn: 

Attn: 

ITOS II, 
National Security Law Branch 
DGC Jnl-ip F. Thomas 
UC L 
ISS 

b2 

S SA 
I 

From: Counterterrorism 
CXS/E0PS/| 
Contact : IA 

[Room 4343 

Approved By: Caproni Valerie E 
Hulon Willie T 
Lewis John E 
Bennett Laurie J 
Roqers Glenn T 

Drafted By: 
Case ID #: 

Title: 
(Ü) 

(Pending) " ' 
Pending) 

ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT; 
I 1 

(S) 

(U) 
Synopsis: yS() Approves the issuance of an ECPA National 
Security Letter (NSL). Also provides reporting data, and, if 
necessary, transmits the NSL for delivery to the electronic 
communication service provider. 

b2 
b6 
b7C 
)7E 

bl 
b7A 
b2 

bl 
b6 
b7A 
b7C 
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. FBIHQ, CTD, CXS, EOPS 
requesting names, addresses, length of service, billing records, 
and electronic communication transactional records for the 
administrator of the website listed below pursuant to Section 
2709. 
n̂ ĥ -j-ig. f.g//nr/NF) CXS/EOPS has 

b7D 

bl 
b2 
b6 
b7C 
b7E 
b7A 

fQ / /rv/MT?\ 

(S//OC/NF )~j" 

(fi//Of!/MF f 

(S//IKJ/NF) (JXS/EUPS conducted an analysis of the 

bl 
b2 
b6 
b7C 
b7E 
b7A 

bl 
b6 
b7C 
b7A 

n 
bl 
b6 
b7C 
b7A 

whpr-h indi rates that it is 
Jteiiw nôëcêa 6n sarvera Bêioridrifterro 

(U) 
to 

îS-j-̂ Accordingly, EOPS is issuing a National Security Letter 
to obtain subscriber 

information, including names, addresses, length of service, 
billing records, and electronic communication transactional 

secret N S L V I O - 1 0 7 4 3 ID 4 
b7D 
b2 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 
b7A 
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records for the 
<U) 

Page 5 

^fS^This electronic communication also documents the Deputy 
General Counsel's approval and certification of the enclosed NSL. 
For mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/electronic communication transacticpnal 
r-prnr-Hci fnr hbp user contracting with 

to maintain/administer the website: 

bl 
b2 
b7E 
b4 
b7D 

(S) 
(U) On 10/17/2003, the Director designated the official 

signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the Field Office. The institution should 
neither send the records through the mail nor utilize the name of 
the subject or any identifying information related to the subject 
in any telephone calls to the FBI. The institution should not 
contact FBIHQ directly in any manner. 

bl 
b2 
b7E 
b7A 

(U) The Field Office should remind the electronic 
communications provider that it is prohibited from disclosing 
that the FBI has made this request. 

(U) Anv questions regarding the above can be directed to ffRTHD IA or S SA 
Should the institution be unable to fully comply with this 

request due to lack of specificity or should the institution 
rpgnirp mnr^ detailed information to locate such records, 
the Field 

Office should contact IA 
additional information. 
LEAD(s): 

or S SA for 

b2 
b7E 

b2 
b6 
b7C 
b7E 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to review and approve the 

enclosed NSL. 

Set Lead 2 : (Action) 

AT 
(U) ISS Hand deliver enclosed 2702 

Letter following procedures outlined in ^¿^j^^-Q^^on receipt of 
_ S]̂ Ö̂ ET _ — _ -—— 

b2 
b6 
b7C 
b7E 
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Working Copy Page 5 
reanest-.ê  records, immediately submit results to IA 

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 
4 J 4 3 

b7C 
b2 

Set Lead 3 : (Action) 

AT 
'•T-Ti' CSQ̂  SSA 

as necessàxy 
Provide technical assistance 

b2 
b6 
b7C 
b7E 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) ITOS II For information only. b2 

SE«RETNSL V I O - 1 0 7 4 5 
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Precedence : IMMEDIATE Date: 07/05/2005 
To: Counterterrorism 

General Counsel 
Attn: 
Attn: 

Attn: 

Attn: 

ITOS II/ 
National security Law Branch 
TTf" 1 

RA 
qca 1 
QQA 

From: Counterterrorism 
CXS/EOPS, 
Contact : IA 

"iRoom 434 3 

Approved By: Hulon Willie T 
Lewis John E 
n JTM-Ar -i Wal O 

b2 
b6 
b7C 
b7E 

Bennett Laurie J 
Rogers Glenn T 

Drafted By: 
Case ID #: 

Title- ( 
( U ) 

(S) 
(S) 

(Pending) 
Pending) 

ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT; 

bl 
b7A 
b2 

(s) 

(U) , 

Synopsis: ApprovêS thé lSSûânCê öl ârt EL'PA ISIâtionâl 
Security Letter (NSL). Also provides reporting data, and, if 
necessary, transmits the NSL for delivery to the electronic 
communication service provider. 

bl 
b6 
b7A 
b7C 

(ujX^r 

(S) • r 

bl 
b2 
b7E 

Case ID Serial 

(S) 

S E ^ E T N S L V I O - 1 0 7 4 6 
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bl 
b2 
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Enclosure(s) : (U) Enclosed for thel |Office is a conv of a 
Nat -j nnal—f^pniri tv Letter ¿lai-ô  m/^/onnc;^ addressed to 

FBIHQ, CTD, CXS, EOPS is 
requesting names, addresses, length of service, billing records, 
and electronic communication transactional records for the 
administrator of the website listed below pursuant to Section 
2709 . 

b2 
b4 
b7D 
b7E 

Detail ,q • is/Mr/upM ttoq tt/ anH ryg/ROP.g liavp 

f Q / / CiC /-NTThM 

t g / /nn/TvTEM 

bl 
b2 
b6 
b7C 
b7E 
b7A 
bl 
b2 
b6 
b7C 
b7E 
b7A 

bl 
b6 
b7C 
b7A 

(S//0C/NF) bl 
b6 
b7C 
b7A 

:s//OC/NFÌ CXS/EQPS conducted an analysis of the 

tc 
-i-SJ—ûrrnrdi rirtly, EOPS is issuing a National Security Letter bl 

to obtain s u b s c r i ^ ^ g o ^ g t i n c l u d i n g ^ b 4 

b7D 
b7A 
b2 

bl 
b2 
b6 
b6 
b7C 
b7D 
•~b7E 
~b7A 



(S) 

( seqjCET \ 
Working Copy 

k . * 

names, addresses, length of service, billing records, and ol r* r-̂ mmnn i nah^ I".T-I V v- a n o a ̂  t- i /-.rial iranr̂  T-̂  a f the 

bl 
b2 
b7E 
b7A 

Page 5 

(S) This electronic communication also documents the General 
Counsel's approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/elertroniq communi rat i on t-.ransarf.i orial VQ̂ T̂-̂ g. f̂ v- t±Le noQ-i- /-.̂T-I-I- -i n̂ T i.r-i t-V 

( 3 ) 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the Field Office. The institution should 
neither send the records tnrough the mail nor utilize the name of 
the subject or any identifying information related to the subject 
in any telephone calls to the FBI. The institution should not 
contact FBIHQ directly in any manner. 

(U) The Field Office should remind the electronic 
communications provider that it is prohibited from disclosing 
that the FBI has made this request. 

bl 
b2 
b4 
b7D 
b7E 
b7A 

b2 
b7E 

(U) Anv nnpstinns rpgarriiria th<=> ahpvP can hp Hirprtprì tn 
FBI HO IA or S SA 

Should the institution be unable to fully comply with this 
request due to lack of specificity or should the institution require more 
d^Lai_Led information to locate such records. the b7C 

b2 
b6 

Field Office should contact IA 
additional information. 
LEAD(s) : 

or SS2 for b7E 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to review and approve the 

enclosed NSL. 

Set Lead 2: (Action) 

AT 
(U) RA. SSA 

b2 
b6 
b7C 
b7E 

Hand deliver enclosed ptNSL VIO-10748 



| • se^/ET ( 
Working Copy 

^ 9 

NSL following procedures outlined in this EC. Upon receipt of 
rermested records, immediately submit results to IA 

J FBIHQ, Counterterrorism Division, CTD/CXS^EUFB, Room 

Page 

4343 . 
b6 
b7C 

Set Lead 3 : (Action) 

AT 
(U) SSA 

technical assistance to RA. 
As necessary, provide 

b2 
b6 
b7C 
b7E 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) ITOS II/ For information only. 

Set Lead 5: (Info) 

AT 
(U) SA For information only. 

b2 
b6 
b7C 
b7E 

S^etNSL VIO-10749 



SEC&ET 
Working Copy- Page 

Precedence : PRIORITY 
To: Counterterrorism 

General Counsel 

Date: 06/30/2005 
Attn: 
Attn: 

Attn: 

ITOS 11/I I 
SSA 
National Security Law Branch 
DGC Julie F. Thomas 
ucl 
S si 
SA 
SA 
Ë 

From : Counterterrorism 
Team/Room 4343 

Contact : IA 
Approved By: Hulon Willie T 

Lewis John E 
Thomas .Tnl i e F 

b2 
b6 
b7C 
b7E 

Bennett Laurie J 
Roqers Glenn T 

Drafted By: 
Case ID #: 

Tif° 
(U) 

(s) 

bl 
(Pending) b7A 

Pending) b2 
ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING ttmtt- bl 

b6 
b7A 
b7C 

b2 

1 U 1 — 
Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL). Also provides reporting data, and, if 
necessary, transmits the NSL for delivery to the electronic 
communication service provider. 



SB^^ET 
Working\?opy Page 5 

Enclosure(s): (U) Enclosed for the 
is a copy of a National Security Le 
aHHrpggpH 1-<~> I 

Field Office 
ter, dated 06/29/2005. 
FBIHQ, CTD, CXS, EOPS is 
of service, billing records, requesting nâmèS, add^öSSöS, lêrtgcn 

and electronic communication transactional records for the 
administrator of the website listed below pursuant to Section 
2709. 

IQ / /nf /\TEM T?nP.q haa H Horih -i f -i oH a wpKo-H-q K̂-ir-.̂. koJL. 

b2 
b4 
b7C 
b7E 

(S//0C/NF) The Electronic Surveillance Operations and 
Sharing Unit (EOPS) j 

bl 
b6 
b 7 C 
b2 
b7A 

bl 
b6 
b7C 
b2 
b7A 

's/ /nr/NF^/ 

bl 
b6 
b7C 
b7A 

ffi//nr/MFi Rnp.q rnnHuntPH an anal vai a of 

(S//0C/NF)f 
nsi vto-10751 

bl 
b6 
b7C 
b2 
b7A 

bl 
b6 
t)7C 
b7A 



(S) 

v 
e Ä SECRET 

- Working Copy Page 5 

bl 
b7A 

(S//OC/NF) 

bl 
b6 
b7C 
b7A 

f.q//nr/NFi 

(&) arr-nrHinniv bops is issuing a National Security Letter 
to obtain subscriber information, 
length of service, billing records, including ilâffléô, â&drêsses, 

and el ectronir ronnnuniratinri transactional rpgnr^s for the 

(S) This electronic communication also documents the Deputy 
General Counsel's National Security Law Branch approval and 
certification of the enclosed NSL. For mandatory reporting 

S E ^ E T N S L V I O - 1 0 7 5 2 

bl 
b6 
b7C 
b7A 

bl 

b7C 
b7D 
b7A 
b2 



(S) 

I S^Sret ( , 
__ working Copy 

purposes,the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records for the 
user contracting withj |to 
maintain/administer tne weosite: 

Page 5 

(SÎ 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter tn rirnrlnce the records personally 
to an employee of the | Field Office. The 
institution should neither send the records through the mail nor 
utilize the name of the subject or any identifying information 
related to the subject in any telephone calls to the FBI. The 
institution should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the 
electronic communications provider that it is prohibited from 
disclosing that the FBI has made this request. 

(U) Any questions regarding the above can 
FBIHQ, IA or SSA 

he d-i rprhpH tn 

bl 
b4 
b6 
b7C 
b7D 
b7A 

b2 
b7E 

]Should the institution be unable to fully comply witn this 
request due to lack of specificity or should the institution 
require more detailed information to locate such records, the 

Field Office should contact I£| or SSA 
information. tor additional 

LEAD (s) : 

b2 
b6 
b7C 
b7E 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
NSLB is requested to review and approve the 

enclosed NSL. 
( U ) 

Set Lead 2: (Action) 

AT 
(U) Hand deliver enclosed NSL following procedures 

outlined in this EC. Upon receipt of requested records. 

b2 
b6 
b7C 
b7E 

immediately submit results to IA 
Counterterrorism Division, CTD/CXS/EOPS, Room 4343 

FBIHQ, 

Set Lead 3: (Info) 
SÉÎ6ŒT N S L V I O - 1 0 7 5 3 



J- » 1 
{ 

Page 5 

COUNTERTERRORISM 
AT WASHINGTON, DC 
(U) ITOS II, For information only. b2 

sqcret N S L V I O - 1 0 7 5 4 
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Precedence : IMMEDIATE 
To: Counterterrorism 

General Counsel 
Attn: 
Attn: 

Attn: 

Date: 06/30/2005 
ITOS Il/ISLU 
National Security Law Branch 
DGC .Till i ft F. Thnmss 
UC 

From: Counterterrorism 
CXS/EOPS^ 
Contact : IA 

iRoom 4343 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Rogers Glenn T 

Drafted By: 
Case ID #: (Pending) 

3ending) 
bl 
b7A 
b2 

Title : 
<U) 

) ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT; 

I 
(S) 

(U) Synopsis:C & i Approves the issuance of an ECPA National 
Security Lertet (NSL). Also provides reporting data, and, if 
necessary, transmits the NSL for delivery to the electronic 
communication service provider. 

(SI-
Enclosure(s): (U) Enclosed for the 
National Security Letter, dated 06/2!j/20Ub 

b2 
b6 
b7C 
b7E 

b2 

bl 
b6 
b7A 
b7C 

bl 
b2 
b7E 

Field Office are is a 
addressed toi J 

b2 
b4 
b7D 
b7E 

Case ID : Serial : bl 
SECRETASI- VIO-10755 b7A 

X ( S) 



; SECRET I 
Working Copy Page 

FBIHQ, CTD, CXS, EOPS is requesting names, addresses, length of 
service, billing records, and electronic communication 
transactional records for the administrator of the website listed 
below pursuant to Section 2709. 
Details: (S//OC/NF) bl 

b2 

(S//0C/NF) 

(S) The communications are suggestive that the user of 

iU) 
to 

f̂cĝ f Accordingly. EOPS is issuing a National Security Letter 
to obtain subscriber information, 

including names, addresses, lenqth of service, billing records, 
S E ^ E T N S L V I Ô - 1 0 7 5 6 

b6 
b7C 
b7D 
b7E 
b7A 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 
b7A 

bl 
b2 

b7D 
b7E 
b7A 

bl 
b2 
b4 
b7D 
b7E 
b7A 

b4 
b7D 
b2 



(S) 

î seî4ÇT { 
Working Copy 

a n ^ a l op)- r n n 1 i— p n m m i in -i r'at-i r>n 1 - r a n a a p f i' n n a } r S C O r d S f o r t h e 

Page 4 
bl 
b2 
b7E 

(U) 
This electronic communication also documents- the Deputy 

General Counsel's National Security Law Branch approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic rnminnn-i ratinn ranaapf--i nnj=i 1 records for the 
user contracting with|_ 
maintain/administer the website 

to 

( 3 ) 
(U) On 10/17/2003, the Director designated the official 

signing the enclosed letter as authorized to make the required 
certification. 

bl 
b2 
b7E 
b7A 

b4 
b7D 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the [Field Office. The institution 
should neither send the records through the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

b2 
b7E 

(U) The Field Office should remind the electronic 
communications provider that it is prohibited from disclosing 
that the FBI has made this request. 

(U) Any questions regarding the above can be directed to 
FBIHQ, IAI I or SSA 

Should the institution be unable to fully comply with this request 
du6 to lack of specificity or should the institution 
require more detailed information to locate such records, the 

Field Office should contact IA or SSAl Eor 
additional information. 
LEAD(s) : 
Set Lead 1: (Action) 

GENERAL COUNSEL 

b2 
b6 
b7C 
b7E 

AT WASHINGTON, DC 
(U) NSLB is requested to review and approve the 

enclosed NSL. 

Set Lead 2 : (Action) 

AT 
b2 
b7E 

(U) Counterterrorism. Hand deliver enclosed National - - ^ n s l v k m c w 



i S^^ET S 
Working Copy Page 4 

Security Letter following procedures outlined in this EC. Upon 
tp^pi^ <">f r-pqiiftsfftH records, immediately submit results to IA 

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, 
Room 4 J 4 J .— 

(U) Cyber Squad. For information and technical 
assistance. 

Set Lead 3: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
b2 (U) ITOS XX/£ For information only. 

S E ^ E T N S L VIO-10758 
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Precedence : IMMEDIATE 
To: Counterterrorism 

General Counsel 

From: Counterterrorism 
CXS/ECAU/Room 4343 
Contact : IA 

Approved By : Thnma.g Julie F 

Date: 06/29/2005 
Attn: rXR/FOPS 

A/UC 
Attn: National Security Law Branch 

DGÇ Julie F- Thomas 
UC 

Attn: 

Drafted By: 
Case ID #: 

Title: (S) 

(S) 

bl 
b6 
b7A 
b7C 

(U) Synopsis : Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

bl 
b2 
b7E 

Enclosure (s) : (U) Enclosed for the| Field Office 
is an original and a copy of a National Security Letter, dated 
06/29/2005. addressed to 

billing recorcTs"; ana electronic communication 
transactional records for the email address holder(s) listed 
below. 

bl 
Details: (S//NF) FISA DERIVED INFORMATION: 

b2 
b4 
b6 
b7C 
b7D 
b7E 

Case ID Serial 



(S) 

SEC^T 
NF 

— Working Copy Page 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 
b7A 

(S) On 02/02/2005, the Deputy General Counsel for the 
National Security Law Branch signed and approved a NSL for 

(U) -

^¡§3 This electronic communication documents the Deputy 
General Counsel for the National Security Law Branch's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following e-mail address(es): 

(S) 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to 
make the required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 
b7B 

bl 
b2 
b4 
b7D 
b7E 
b7A 

Office. The 
tne records tnrough the mail, 

personally to an employee of the 
institution should neither send 
nor utilize the name of the subject or any identifying 
information related to the subject in any telephone calls to 
the FBI. The institution should not contact F'ilHQ directly in 
any manner. S ^ E T NSL VIQ-10760 

b2 
b7E 



sáki SEC7RET 
NF 

- Working Copy Page 

(U) The 
institution t 

_Office should remind the 
lat it is prohibited from disclosing that the FBI 

b2 
b7E 

has made this request. 
(U) Any questions regarding the above can be directed to 

FBIHO. Acting IA Supervisor [ 
TIS ^ Should the 

or 

for 

institution be unable to fully comply with this request due to 
lack of specificity or should the institution require more 
detailed information to locate such rp^nrHs theE 
Office should immediately contact IA 
additional information. 
LEAD(s): 
Set Lead 1: (Info) 

COUNTERTERRORISM 
AT CXS/EOPS 
(U) Read and Clear 

b2 
b6 
b7C 
b7E 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(D) •-

NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Action) 

AT 
(U) Hand deliver enclosed NSL as indicated above 

Upon receipt of requested records, notify| 
}:o coordinate immediate delivery of records to 

FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, Room 4343. 

b2 
b6 
b7C 
b7E 

SE^ètNSL VIO-10761 



/ I 
Page 

Precedence : IMMEDIATE 
To: Counterterrorism 

General Counsel 

From: Counterterrorism 
CXS/EOPS,_ 
Contact : ' IS 

Approved By: Hulon Willie T 
Lewis John E 
TVinimaa .Till to F 

Bennett Laurie J 
Rogers Glenn T 

Date: 06/28/2005 
Attn: ITOS IIA I 

ITOS I/CONUS II/Team 8 
Attn: National Security Law Branch 

DGQ_ilLLLLe_E Thomag 
UC 

Attn: 
Attn: 

SA 

[Room 4 343 

b2 
b6 
b7C 
b7E 

Drafted By: 
Case ID #: (S 

(S 
bl 
b7A 

b2 
(U) T i t l e : E L E C T R O N I C COMMUNICATIONS ANALYSIS UNIT 

(U) 

bl 
b2 
b6 
b7E Synopsis:Cg) Approves the issuance of an ü^PA National 

Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 



<U) 

(U) 

SECRET 
Working^ Copy -

an original and a copy of a National Spmritv Letter 
06/28/2005, addressed to 

requesting names, addresses, length of service, 
billing records, and electronic communication transactional 
records for the email address holder(s) listed below. 

Page 4 
b4 
b6 
b7C 
b7D 

(U) Administrative:pS^ This document is classified SECRET. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 

.(Uk 
(S) 

2, j^KSome of the Intelligence provided in this communication 
has'beeh obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 
3. N&^Per 50 U.S. C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 
4 . Mr 

bl 
b2 
b7E 

Details: (S//OC/NF) EOPS has 

( S / / O C . / N F ) TVlP Rl pnhrnnir finoratinna ai-iH glî rinr. TT̂-i«- /prmcM bl 
b2 
b7E 
b7A 

Ü M & W T N S L V I Û - 1 Q 7 6 3 



(S) SE^ET Û VL-T Tin Pnmr 

bl 
b2 
b7E 
b7A 

bl 
b2 
b7E 
b7A 

bl 
b2 
b4 
b7D 
b7E 
b7A 

(S//OC/NF) Meanwhile, EOPS 
bl 
b2 
b4 
b7D 
b7E 
b7A 
I 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 1 _ r"7 -r\ 

bl " 
b2 
b4 
b7D 
b7E 
b7A 

{Q//DP/WCM al on -il- haa VIVIAN Hftt-ftrrrn N^H t-hat- AN i nri -i iri Hi îa 1 

(U) ra^This electronic communication documents the Deputy 
«Jenef'al Cbunsel ' s National Security Law Branch approval and 
certification of the enclosed NSL. For mandatory reportinq sifciwscNSLVIO-r^ 



SE^kçT ! 
Working Copy 

purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following email addresses: 

Page 4 

(S) 

bl 
b2 
b4 
b7D 
b7E 
b7A 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to nrodure the records personally 
to an employee of the Field Office. The institution 
should neither send the records through the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

b2 
b7E 

(U) The |Field Office should remind the 
electronic communications provider that it is prohibited from 
disclosing that the FBI has made this request. 

(U) ftn-"- rmp«3l--irmq rpnarH-inn t-ho aKpirft can 
ERIHÛ, IA or SSA 

.hâ A •• 
Should the institution be unable to fully comply with this 

irerriiire mQre detailed information to loc 
Field Office should contact IA 

additional information. 
LEAD(s): 
Set Lead 1: (Action) 

GENERAL COUNSEL 

pl-Q ejnnVl v ecords . thd 
or SSA for 

b2 
b6 
b7C 
b7E 

AT WASHINGTON, DC 
^ is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Action) 

(U) Hand deliver enclose 

b2 
b7E 

National Security Letter 
E T N S L V I O - 1 0 7 6 5 
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Working Copy Page 

following procedures outlined in this EC. Upon receirit nf 
requested records, immediately submit results to IA b6 

FBIHQ, Counterterrorism Division, CTD/CSX/ECAU, Room b7C 
b2 4343 . 

Set Lead 3: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) ITOS II/| b2 For information only. 

Set Lead 4: (Info) 
COUNTERTERRORI SM 

AT WASHINGTON, DC 

(U) ITOS I/CONUS II/Team 8. For information only. 

Set Lead 4: (Info) 

For information only, 

b2 
b6 
b7C 
b7E 

S E C R E T N S L V I O - 1 0 7 6 6 
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Precedence : IMMEDIATE 
To: Counterterrorism 

General Counsel 

Date: 06/28/2005 
Attn: 
Attn: 

Attn: 
Attn: 

ITOS II 
ITOS I/CONUS II/Team 8 
National Security Law Branch 
ucl 

SA 

From: Counterterrorism 
CXS/EOPS/[ 
Contact IA 

7 Room 4343 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J T?/-\r-ro-K'C! ni or-m T 

b2 
b6 
b7C 
b7E 

Drafted By: 
Case ID #: (S) 

(S) 
(Pending) 
inding) 

bl 
b7A 

(U) 

(U1 Title: (Xf ELECTRONIC COMMUNICATIONS ANALYSIS UNIT 
I 1 

bl DIU":"" 
b2 
b7A DECLAi 
b7E 

b2 

I S : ^u^ûiû. Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(S) 

Enclosure(s): (U) Enclosed for the Field Office is 

bl 
b2 
b7E 

b2 
b7E 

Serial 

^ E ^ T N S L V I O - 1 ( | 7 6 7 

y 

bl 
b2 
,b7A 
b7E 



an original and a copy oi 
addre.g.ged to 

SECRET i 
Working t!opy 

a National Security T,pff.pr. dated 
requesting names, 

addresses, lengtn or service, Dining records, and electronic 
communication transactional records for the email address 
holder(s) listed below. 

Page 4 

b6 
b7C 
b7D 

(U) Admi n i s t rative: This document is classified SECRET. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 

(U) 2. Some of the Intelligence provided in this communication 
has been obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 
3 . ^ S ^ Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

(U) bl 
b2 
b7E 

\ 

( U ) 

(S f 
r 

Details: (S//0C/NF) EOPS has bl 
b2 
b4 
b7D 
b7E 
b7A 

bl 
b2 
b7E 
b7A 

S&RETNbL VlU-UVbU 
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bl 
b7A 

:S//OC/NF)T" bl 
b2 
b7E 
b7A 

bl 
b2 
b4 
b7D 
b7E 
b7A 

(S//OC/NF) EOPS email traffic analysis and USIC reporting 
also indicates that the content) 

rq//nr/NF)—ai qn It- has hppn Hpfprminpd that- an i nrH vi dna 1 

bl 
"b2 
b4 
b6 
b7C 
b7D 
"b7E 
b7A 

(S) Accordingly, EOPS is issuing a National Security Letter 

.... electronic communication documents the Deputy 
(U)ëneral Counsel's National Security Law Branch approval and 

certification of the enclosed NSL. For mandatory reporting 
S Ï S & E T N S L V I O - 1 0 7 6 9 
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Page 4 

purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following email addresses: 

<S) 
bl 
b2 
b4 
b7D 
b7E 
b7A 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to produce the records personally 
to an employee of the| | Field Office. The institution 
should neither send the records through the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. b2 

b7E 
(U) The Field Office should remind the 

electronic communications provider that it is prohibited from 
disclosing that the FBI has made this request. 

(U) Anv questions regarding the above can ,he directed t,0 
FBIHQ. IA or SSA 

Should tne institution pe unapie ¿0 fully comply with this 
request due to lack of specificity or should the institution r 
require mpre detailed information to locate such records, thel 
additiona l F i Q 1 

Field Office should contact 
information. 

:or 

b2 
b6 
b7C 
b7E 

LEAD(s) 
Set Lead 1: (Action) 

GENERAL COUNSEL 

CU) 
AT WASHINGTON, DC 
j^f NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Action) 

b2 
b7E 

S E ^ E T N S L V I O - 1 0 7 7 0 
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(U) Hand deliver enclosed National Security Letter 
following procedures outlined in this EC. Upon receipt of 
requested records. immediately submit results to IA [_ 

Page 4 

4343 . 
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 

b6 
b7C 
b2 

Set Lead 3: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) ITOS II For information only. 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) ITOS I/CONUS Il/Team 8. For information only. 

Set Lead 5: (Info) 

AT 
(U SA 

b2 
b6 
b7C 
b7E 

For information only. 

SEC&T N S L Y I A - 1 0 7 7 . 1 
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Precedence : IMMEDIATE 
To: Counterterrorism 

General Counsel 

Date: 06/17/2005 
TxJZ Attn: ITO* 

S SA 
Attn: National Security Law Branch 

uc 
: ISS 

Resident Agency 
From: Counterterrorism 

CXS/Electronic Surveillance Operations 
& Sharing Unit (EOPSl /Room 4.143 
Contact : 

Approved By: Thomas Julie F 
b2 
b7E 

Drafted By: 

H U I O N W I M E I 

Lewis John E 
Bennett Laurie J 
Rogers Glenn T 

b7C 

Case ID #: ( 
( 

Title: (S) 
bl 

b2 K 
(Si 

ELECTRONIC SURVEILLANCE OPERATIONS 
AND SHARING UNIT 

(U) Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the' electronic 
communications service provider.1 
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NF 

Working Copy 
original and a copy of a National Security Letter, dated 

Page 4 

requesting names, addresses, length of 
service, billing records, and electronic communication 
transactional records for the account holder assigned the IP 
addresses at the date and times specified below. 
Details: (S//NF) FISA DERIVED INFORMATION:/ 

b6 
b7C 
b7D 

bl 
b2 
b6 
b7A 
b7C 
b7E 

i^)^tëu This electronic communication documents the Deputy 
General Counsel for the National Security Law Branch's approval 
and certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following IP Address(es): 

bl 
b2 
b7E 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally _ 
to an employee of the| | Field Office. The institution should ^ 
neither send the records through the mail, nor utilize the name b7E 
of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The ?.ield Office should remind the institution 
that it is proniDltea from disclosing that the FBI has made this 
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request. 

FRIHO.r 
(U) Any questions regarding the above 

or 
ran hp H-ii-ort-pr? tn 

Should the institution be unable to tuily comply with 
this request due to lack of specificity or should the institution 
rermi re more detailed information to locate such records, the 

IF-ield of f i re ghoul d immediately contact 

b2 

or Eor additional information. 
b7C 
b7E 

LEAD(s): 
Set Lead 1: (Info) 

COUNTERTERRORI SM 
AT ITOS II/ b2 

(U) Read and Clear 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

^ f̂cŜ  NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 4: (Action) 

AT 
(U) Hand deliver enclosed NSL as indicated above. Upon 

receipt of requested records, notify \ 
or to coordinate immediate 

b2 
b6 
b7C 
b7E 

delivery of records to FBIHQ, Counterterrorism Division, 
CTD/CXS/EOPS, Room 4343. 

S E C R E T N S L V I O - 1 0 7 7 4 r 
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Precedence : IMMEDIATE 
To: Counterterrorism 

General Counsel 

Date: 06/16/2005 
Attn: ITOS II/T 

SSA 
Attn: National Security Law Branch 

DGg Julie F. Thomas 
UC 

Attn: SSA 
From: Counterterrorism 

rXS/BOPfi/Tfonm 4 34 3 
Contact : 

Approved By : Thomas Julie F 
Hulon Willie T 
Lewis John E 
Bennett Laurie J 
Roaers Glenn T 

b2 
b6 
b7C 
b7E 

Drafted By: 
Case ID #: 

Title : 

•: s 

S Y J U ) . . 

(Pending) 
Pending) 

bl 
b7A 

bl 

bl 
b6 
b7A 
b7C 

Approves the issuance of an ECPA National 
Security Leftèr (NSL); provides reporting data; and, if necessary, 
transmits the NSL for delivery to the electronic 
communications service provider.1 

(S) 
(U) x 

Enclosure(s): (U) Enclosed for the Field Office is an 
06/16/2005, addressed to 

requesting names, aauresses, lengcn or 

Case ID Serial 

(S) 
N^l1vi0-10775 b7A " 

(S) 

bl 
b2 
b7E 

b2 
b4 
b7D 
b7E 
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Working Copy 
service, billing records, and electronic communication 
transactional records for the account holder assigned the IP 
address at the date and times specified below. 

Page 4 

Details: (S//NF) FISA DERIVED INFORMATION: bl 
b2 
b6 
b7A 
b7C 
b7E 

(U) This electronic communication documents the Deputy 
General Counsel's for the National Security Law Branch approval 
and certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following IP Address from 

(S) 

bl 
b2 
b7E 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the field office. The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The |field office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

(U) Any questions regarding the above can be directed to 
FBIHQ, or SSA [ ] anouia tne institution ce unable to fully comply with this 
request due to lack of specificity or should the institution 
require more detailed information to locate such records, the 

iField Office should immediately contact 
oi SSA for additional information. 

^ R E T N S L V I O - 1 0 7 7 6 

b2 
b7E 

b2 
b6 
b7C 
b7E 
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LEAD(s): 
Set Lead 1: (Info) 

COUNTERTERRORISM 
AT ITOS IlJ 
(U) Read and Clear 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
':u:' NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 4: (Action) 

AT 
(U) Hand deliver enclosed ifqT, as -i nH-i r-at-oH ah^rA 

receipt of requested records, notify 
TTi-ii-in 

to cooramate immediate delivery or SSA 
of records to FBiHQ, Counterterrorism Division, CTD/CXS/EOPS, 
Room 4343. 

b2 
b6 
b7C 
b7E 

S E A E T N S L V 1 0 - 1 0 7 7 7 _ 
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Precedence : IMMEDIATE 
To: Counterterrorism 

General Counsel 

Date: 06/16/2005 
Attn: ITQS—L 

SSA 
X X 

Attn: National Security Law Branch 

Attn: 
TT<~> 1 

From: Counterterrorism 
CXS/EOPS/Rpom 4 34 3 
Contact : 

b2 
b6 
b7C 
b7C 

Approved By : Thomas Julie F 
Hulon Willie T 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 

Drafted By: 
Case ID #: (S) 

(S) 
(Pending) 

'ending) 
bl 
b7A 

bl 
Title: (S) 

(S) 

(U) 

bl 
b6 
b7A 
b7C 

Synopsis:ÖS) Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if necessary, 
transmits the NSL for delivery to the electronic 
communications service provider.1 

(S) 
(U) 

Enclosure(s): (U) Enclosed for the Field Office is an 

bl 
b2 
b7E 

06/16/2005, addressed to 
Attr 

b2 
b6 
b7C 
b7E 

Serial 
S E ^ E T N S L V I O - 1 0 7 7 8 

(S) 

bl 
b7A 
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requesting names, addresses, length 

of service, billing records, and electronic communication 
transactional records for the account holder assigned the IP 
address at the date and times specified below. 

b6 
b7C 
b7D 

Details f.q//NFi FT.ga nnPTwn T\rmPMBTTn\r. 

bl 
b2 
b6 
b7A 
b7C 
b7E 

( U ) This electronic communication documents the Deputy 
General Counsel's for the National Security Law Branch approval 
and certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic commun:) fat i nn tranqaft i nnal rprnrHs nr; the 
following IP Address from bl 

b2 

<S) 
b7E 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 

] Field Office. The institution to an employee of the 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

b2 
b7E 

(TJ) Anv questions regarding the above fan he Hiranl-ad fn 
FBIHQ, 

I 1 

or SSA 
Should the institution be unable to ruiiy comply with this 

request due to lack of specificity or should the institution 
rem lire more detailed information to locate such recorda. the 

I I 
or S SA 

Field Office should immediately contact 
for additional information. 

_ S P R E ^ S L V I O - 1 0 7 7 9 

b2 
b6 
b7C 
b7E 
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LEAD(s) : 
Set Lead 1: (Info) 

COUNTERTERRORISM 
AT ITOS II/ 
(U) Read and Clear 

Set Lead 2: (Action) 
GENERAL COUNSEL 

b2 

AT WASHINGTON, DC 
(U) X^) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 4: (Action) 
WASHINGTON FIELD OFFICE 

AT WASHINGTON, DC 
(U) Hand deliver enclosed NSL as indicated above. Upon 

receipt of requested records, notify 
Jo coordinate immediate delivery 

b2 
b6 
b7C or SSA 

of records to FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, 
Room 4343. 

s ew e tNSL VIO-10780 
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Precedence : IMMEDIATE 
To: Counterterrorism 

General Counsel 
Attn: ITOS II/f 

SSA 

Date: 06/14/2005 

Attn: National Security Law Branch 

Attn 
uc 

From: Counterterrorism 
L - U I I L D U L : "TTT 

Room 4343 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Rogers Glenn T 

(S) 
(S) 

(Pending) 
;nding) 

bl 
b7A 

ELECTRONIC COMMUNICATIONS ANALYSIS UNIT 

Drafted By: 
Case ID #: 

Title: 
(U) 

( U ) ...... 

Synopsis: Approves the issuance of an ECPA National 
Security Le€t^r (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

( U ) • 

(S) 

M 

bl 
b2 
b7E 

Enclosure(s): (U) Enclosed for the Field Office is a cop 
of a National Security, dated 05/31/2005, addressed to I f 

requesting names, 
addresses, length of service, billing records, and electronic 

Case ID :l Serial 
(S) 

. S ^ É Ç E T . N S L VIG-107_81 

(S) 

b2 
b2 
b6 
b7C 
b7E 

bl 
b6 
b7A 
b7C 

b2 
b6 
b4 
b7C 
b7D 
b7E 

bl 
,b7A„ 
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(U) 
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• » 

communication transactional records for the individual(s) 
associated with the website listed below. 

Page 

( U ) 

J U ) . 

(S) 

Administrative: Ji>@j This document is classified SECRET. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 
2. \si Some of the Intelligence provided in this communication 
has /been obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 
3. >£KPer 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

4 . w 

bl 
b2 
b7E 

Details: (S//OC/NF) 
bl 
b6 
b7A 
b7C 

(S//OC/NF) Purina this analysis, a nertinenl- TTT?T. was fmmH 

:S//OC/NF) T 

"H NGL V I O 1 0 7 8 2 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 
y^iT*. 

bl 
b2 
b4 
b6 
b7A 

—b7C 
b7D 
b7E 
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es r 

(.q/ / n r . /NF ) 

Page 
bl 

bl 
b2 

(S//OC/NF) Cyber Division's Special Technologies and 
Applications Section I 

b7D 
b7E 
b7A 

bl 
b4 
b7D 
b7A 

(S//OC/NF) EOPSF 

(S//QC/NF) EOPS 

/q//nP/MFi BDP.cf 

bl 
b2 
b7E 
b7A 

bl 
b2 
b7E 
b7A 
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Working Copy - • 

T.,̂ 1 1 1 ,-J -̂i ,-.<-• Ii -i Kl -.̂rv̂-i A t-p]- Q £ t h e 
aut would not be viewable 

"TO—UbCl 3—JJLUWaXIiy LiiC—liiLCliiCL. . 

(S//OC/NF) ECAU and EOPS be! 
this list mav be involver in the 

ìpvp t-hat- pmail aHrfrPsapg r.n 

Page 
bl 
b2 
b7E 
b7A 

(S//OC/NF) EOPS 
website indicates that tne aaministratorisi 
using the services of a company, 
the website. This company provided hflkf-ina servi ce.g 
free and paid. This company owns the 

(U) 

or tne weosite are 
to create and host 

both 

bl 
b6 
b7A 
b7C 
b2 

^^/OC/NF) On 05/31/2005. EOPS attempted to issue a National 
Security Letter tol based on an address for the 
company listed in an open source database. However, the listed 
address appears to be outdated or have been falsified. EOPS has 
since learned of an accurate address for through 
National Security Letter returns from Internet 
connectivity provider. These National Security Letter returns 
also indicated that I lmav also use the business name 

b4 
b7 
b2 

bl 
b2 
b4 
b7D 
b7E 
b7A 

D 

(S//0C/NF) Accordingly, EOPS is issuing a National Security 
Letter to for electronic communication transactional 

This electronic communication documents the Deputy 
(U) Ïëneral Counsel's National Security Law Branch approval and 

certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records associated 
with the following website: 

bl 
b2 
b4 
b7A 
b7C 
b7D 
b7E 

(S) 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to produce the records personally 
to an employee of the Field Office. The institution should 
neither send the records through the mail nor utilize the name of 
the subject or any identifying information related to the subject 
in any telephone calls to the FBI. The institution should not 
contact FBIHQ directly in any manner. 

bl 
b2 
b7E 
b7A 

b2 
b7E 

(U) The Field Office should remind the electronic 
communications provider that it is prohib^qc^f^'pfl^^isclosing 

„ SESTET ' 
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that the FBI has made this request. 
(U) Any questions regarding the above can be directed to 

FBIHO. IA or S SA [ ] Should the institution be unable to fully comply with 
this request due to lack of specificity or should the institution 
require more detailed information to locate such records- the 

Field Office should contact IA 
additional information. 
LEAD(s): 
Set Lead 1: (Action) 

GENERAL COUNSEL 

or S SA T for 
b2 
b6 
b7C 
b7E 

AT WASHINGTON, DC 
NSLB is requested to review and approve the 

2702" letter. 

Set Lead 2 : (Action) 

AT 
(U) 

X Hand deliver enclosed 2702 letter 
following'procedures outlined in this EC. Upon receipt of 
requested records, immediately submit results to IA Q 
4343 

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 

b2 
b6 
b7C 
b7E 

Set Lead 3: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) ITOS II/ For information only. b2 

S E ^ E T N S L V I O - 1 0 7 8 5 
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Page 1 

To: Counterterrorism 
General Counsel 

Attn: 
Attn: 

Attn: 

TTOS TT 
S SA 
National Security Law Branch 
DGC .Till if» P. Thomas 
ucl 
S SA 

From: Counterterrorism 
CXS/Electronic Surveillance Operations 
and Sharing Unit EOPS/Room 4343 
Contact: 

b2 
b6 
b7C 
b7E 

Approved By: Thomas Julie F 
Hulon Willie T 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 

bl 

b2 

Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

(U) . 

(S) 
-DeeiaSsiìyOnT bl 

b2 
b7E 

Serial 

sÂETNSLVIO-ipgajô 

-bl 
b2 
b7A 
b7E 
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Enclosure^s) : (U) Enclosed for the 
original and a copy of a National Security Letter 
06/16/2005. addressed to 

Field Office is an 
dated 

b2 
b4 
b7D 
b7E requesting names, addresses, length of service, billing records, 

and electronic communication transactional records for the 
account holder assigned the IP addresses at the date and times 
specified below. 
Details: (S//NF) FISA DERIVED INFORMATION: f 

bl 
b2 
b6 
b7A 
b7C 
b7E 

This electronic communication documents the Deputy 
General Counsel for the National Security Law Branch's approval 

(U)and certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following IP Address(es) from 06/09/2005 through 06/15/2005: 

(S) 
(U) On 10/17/2003, the Director designated the FBI official, 

signing the attached National Security Letter, to make the 
required certification. 

iTT\ A search of ACS did not reveal a person cleared to 
rncaive National Security Letters at 

| | Field Office is requested to perform necessary background 

bl • 
b2 
b7E 

checks and se 
individual at P 

k SAC authorisation o provide a selected 
with emergency access to the 

enclosed National security Letter as outlined in the emergency 
access provision of the Security Procedures for Safeguarding 
Records Pertaining to Electronic Surveillance within the United 
States Authorized Under the Foreign Intelligence Surveillance Act 
of 1978, dated 3/13/80. 

b2 
b4 
b7D 
b7E 

(U) Arrangements should be made with the institution 
receiving the enclose^ letter t,o produce the records personally 
to an employee of the 
should neither send 

ed_L 
thë^ 

Field Office. The institution 
records through the mail, nor use the 

name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The Institution 

SECRET N S L VI0_i 

b2 
b7E 
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(U) 
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NF 

Working Copy 
contact FBIHQ directly in any manner. 
The 

Page 2 

Field Office should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

PBTun. r 
(U) Any questions regarding the above can be directed to 

or 
Should the institution be unable to ruiiy comply with 

this request due to lack of specificity or should the institution 
rem lire mnre detailed information to locate such records, the 

or 
Field Office shçuld immediately contact 

for additional information. 
LEAD(s): 
Set Lead 1: (Info) 

COUNTERTERRORISM 
AT ITOS II 
(U) Read and Clear 

Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Action) 

AT 
(U) Conduct necessary background checks for SAC 

approval for a one-time disclosure to 
After approval, hand deliver pnrlnsprT nki. flfl m m r s r M aivwg 
Upon receipt of requested records, notify I 

or to coordinate 
immediate delivery of records to FBIHQ, Counterterrorism 
Division, CTD/CXS/EOPS, Room 4343. 

b2 
b6 
b7C 
b7E 

b2 

b2 
b4 
b6 
b7C 
b7D 
b7E 

SH<&T. N S L V I Q - 1 0 7 8 8 
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Precedence : IMMEDIATE Date: 12/20/2005 
To: Counterterrorism 

General Counsel 
Attn: 
Attn: 
Attn: 

ITOS II 
National Security Law Branch 
DGC Julie F. Thomas 
SA' 
IA 
JRA 

ISS 
From: Counterterrc 

CXS/EOPS/ 
Contact : IA 

'Room 4343 

b2 
b6 
b7C 
b7E 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie 
Rogers Glenn T 

Drafted By: 
Case ID #: 

Title: XEK 

(S) 

(s; 
(s; 

bl 
b2 
b7A 
b7E 

ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
TINTT -I 

b2 

00 

bl 
b2 
b7A 
b7E 

(U) Synopsis:Cp^ Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) 

(S) 

bl 
b2 
b7E 

Enclosure(s): (U) Enclosed for the is a 

Case ID 

(S) 

Serial 
S H ^ I E T N S L V I O - 1 0 7 8 9 

bl 
b2 
b7A 
b7E 

(S) 
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hrC1 
requesting names, addresses, length ot service 

ed b4 
b7D 

billing records, and electronic communication transactional 
records for the uniform resource locator (URL) and file listed 
below. 
Administrative: J&f This document is classified SECRET. 
Portions of this/document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 

(U) 

(U) 

2 . \ s ) Some of the Intelligence provided in this communication 
has/oeen obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 
3. CsA Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Invest igat ion. bl 

b2 
b7E 

Details: (S//NF/OC) On 12/19/2005 an agency of the U.S. 
Intelligence Community contacted the Eler.tron-ir R U T V P I 11 S U P P 

Operations and Sharing Unit (F.OPS)[ bl 
b7A 

(S//OC/NF) The USIC~ïïf 

U Y HI'-NSL V 1 Ü - 1 0 / 9 0 

bl 
b2 
b7E 
b7A 



(S) 
SE($ET 
NF 

bl 
b2 
b7E 
b7A 

iR//nr/vnr\ Tho TTCTP thp 
bl 
b7A 

(S//OC/NF) The USIC and the bl 
b7A 

(R//vnr/nr\ Thp pnrlospri NSI, rovers the | 

bl 

(ur This electronic communication documents the Deputy-
General Counsel for the National Security Law Branchs approval 
and certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following URLs and files: 

(S) 

b4 
b7D 
b7E 
b7A 

bl 
b2 
b7E 
b7A 

(U) On 11/09/2C01, the Director designated the FBI official 
signing the enclosed NSL as authorized make the required 

S ^ f i R E T N S L V I O - 1 0 7 9 1 
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certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the| ~|Field Office. The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution should 
not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

CS. 

b2 
b7E 

bl 

( u ) A n y M I P G T I N N G R P N A R~H i nrr M I P A H N V P C A N 

FBIHQ, IA 
Kg A -i vâ Harl £_Q_ 

or SSA 
]Should the institution be unable to fully comply with 

this request due to lack of specificity or should the institution 
require more detailed information to locate such records. the 

~1 Field Office should contact I2| or SSA for 
additional information. 
LEAD(s): 
Set Lead 1: (Info) 

COUNTERRORISM 

b2 
b6 
b7C 
b7E 

b2 

AT ITOS II/ 
(U) For information only, 

Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to requested to record the 

appropriate information needed to fulfill the Congressional 
reporting requirements for NSLs. 

Set Lead 3 : (Action) b2 
b7E 

E/SÇETMSL VIO-10792 
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AT NVRA 
(U) ISS Hand-deliver enclosed 

National Security Letter toliowing procedures outlined in this 
EC. Upon receipt of requested records, immediately submit results 
to IA \ FBIHQ, Counterterrorism Division, 
CTD/CXS/E6P&, Room 4343. 

b6 
b7C 
b3 

Set Lead 4: (Info) 

AT 
(U) SA U For information 

only. 

b2 
b6 
b7C 
b7E 

SM R E I X I S L V I O - 1 0 7 9 3 
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Precedence : 
To 

IMMEDIATE Date: 12/20/2005 
Counterterrorism 
General Counsel 

Attn: 
Attn: 
Attn: 
Attn: 

ITOS II/ 
National security Law Branch 
DGC Julie F. Thomas 
SA 
i a I ssaT SA 

b2 
b6 
b7C 
b7E 

From: Counterterrorism 
CXS/EOPS 
Contact : TK Room 4343 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 

b2 

(U) Synopsis : Approves the issuance of an ECPA National 
Security Léttïès: (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) - X 
(S) 

Enclosure(s): (U) Enclosed for the 

bl 
b2 
b7E 

Division is an 

Case ID Serial 

<S) 

^ R E T N S L V I O - 1 0 7 9 4 

(S) 

"bl 
b2 
b7A 
b7E 



( U ) 

( U ) 

(U) 

, ' SE^ET ! 
NF 

Working Copy 
nri ai na 1 and a rnnv of a NST,. dated 1 2 /70 /SOOR . adHrPs.gpH tn 

Page b4 
b7D 

(U) 

requesting names, addresses, length of service, 
billing records, and electronic communication transactional 
records for the uniform resource locator (URL) and file listed 
below. 
A d m i n i s t r a t i v e : T h i s document is classified SECRET. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 

2.^£S^Some of the Intelligence provided in this communication 
has been obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 
3 . Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 
4 . 

bl 
b2 
b7E 

Details: (S//NF/OC) On 12/19/2005 an agency of the U.S. 
Intelligence Community contacted the Electronic: Survsi 11 anrp 
Operations and Sharing Unit (EOPS) to bl 

b7A 

(S//OC/NFÌ 

ü̂ Sjnrr N S L V I Q - 1 0 7 9 5 

bl 
b2 
b7E 
b7A 
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bl 
b2 
b7E 
b7A 

' " ' / » T N \ N T U - T T R I T N 

bl 
b7A 

(S//OC/NF) The USIC and 
bl 
b7A 

(S//NF/OC) The enclosed NSL 

bl 
b2 

( U K ^ ^ 
This electronic communication documents the Deputy 

General Counsel for the National Security Law Branchs approval 
and certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following URL and file: 

(£) 

(U) On 11/09/2001, the Director designated the FBI official 
signing the enclosed NSL as authorized to make the required 
certification. 

bl 
b2 
b7E 
b7A 

b7D 
b7E 
b7A 

(U) Arrangements should be made with the institution 
S E J ^ E T N S L V I 0 1 0 7 9 6 
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Working Copy — 
re.ceiving the enclose^ lat-har-j to produce the records personally 
to an employee of the 
should neither send t 

Page 2 

Field Office. The institution 
îe records through the mail, nor utilize the 

name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution should 
not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 
(U) X The 3?ield Office, prior to serving the NSL, 
should conduct a threat assessment on the company and its owner 
or company officers. If information developed is derogatory or 
indicates a potential compromise of FBI interest in the website 
to a terrorist group, should contact FBIHQ immediately. 

FBIHO. IA [ 
(U) Any questions regarding the above can be directed to 

or S SA 
Should the institution be unable to fully comply with 

this request due to lack of specificity or should the institution 
require more detailed information to locate such records, the 

Field Office should contact IA or S S A | | f o r 
additional information. 
LEAD(s): 

Set Lead 1: (Info) 

b2 
b7E 

b2 
b7E 

b2 
b6 
b7C 
b7E 

COUNTERRORISM 

AT ITOS II b2 
(U) For information only. 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to requested to record the 

appropriate information needed to fulfill the Congressional 
reporting requirements for NSLs. 

Set Lead 3 : (Action) b2 
b7E 

AT 
(U) Hand-deliver enclosed National Security Letter 

SEJ8RET N S L V I O - 1 0 7 9 7 
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following procedures outlined in this EC. Upon receipt of 
requested records, immediately submit results to IAf 

>n 

Page 2 

4343 
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room b7C 

b2 

Set Lead 4: (Info) 

AT 
(U) SA 

only. 
IA For information 

b2 
b6 
b7C 
b7E 

sj^ET N S L VIO-10798 
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Precedence : IMMEDIATE Date: 12/20/2005 
To: Counterterrorism 

General Counsel 

From: Counterterrgri am 
CXS/EOPS, 
Contact : IA 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie 
Rogers Glenn T 

Attn: 
Attn: 
Attn: 
Attn: 

ITOS II/ 
National" security Law Branch 
DGC Julie F. Thomas 
SA 
IA 

*oom 4343 

b2 
b6 
b7C 
b7E 

Drafted By: 
Case ID #: 

«"•ine, 

( S ) ( Pending ) 
(S) ending) 

T7T.T7rTPnTJT(- QTTP VP T T ,T .ÀMPI? OPRPaTTOMQ AMPI gHSPTMr. 

(U) Synopsis:X&7 Approves the issuance of an ECPA National 
Security Lettfer (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) 
(S) 

x > 
Enclosure(s) (U) Enclosed for the Division is an 

b2 
b7A 
b7E 

original and a copy of a NSL, dated 12/20/2005, addressed to| | 

bl 
b2 
b4 
b7D 
b7E 

Case ID 

(S) 
^ C R ET 

Serial 

N S L V I O - I O ^ 

bl 
b2 
b7A 
b7E 



Page 2 

[ ] requesting names, addresses, length of service, billing b7D 

( U ) 

( U ) 

(U). 

(S)[ 

records, and electronic communication transactional records for 
the uniform resource locator (URL) listed below. 
A d m i n i s t r a t i v e : T h i s document is classified SECRET. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 
2 . S o m e of the Intelligence provided in this communication 
has-been obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 
3 . I S ) Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. bl 

b2 
b7E 

Details: (S//NF/OC) On 12/19/2005 
Intelligence Community contacted the 

an. Jj a r r o n r - v n f t " h p TT S 

-W/OC/NF) The USIC and 

bl 
b7A 
b2 

bl 
b2 
b7E 
b7A 

NSL VIO-10800 
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bl 
b2 
b7E 
b7A 

(S//OC/NF) The USIC and 
bl 
b7A 

(B//QC./NF) The USIC and bl 
b7A 

(S//NF/OC) The enclosed NSL 

( U ) ^ 

1 This electronic communication documents the Deputy 
General counsel for the National Security Law Branchs approval 
and certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 

(S); following URL: 

bl 
b2 
b4 
b7D 
b7E 
b7A 

bl 
b2 
b7E 
b7A 

(U) On 11/09/2001, the Director designated the FBI official 
signing the enclosed NSL as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 



SECJ^T -
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Working Copy Page 
to an employee of the Field Office. The institution 
should-neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution should 
not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

(U) Field Office, prior to serving the NSL, 
should conduct a threat assessment on the company and its owner 
or company officers. If information developed is derogatory or 
indicates a poi-̂ ni-iai mmnmnii bp nf FBI interest in the website 
to a terrorist group, 
immediately. 

should contact FBIHQ 

(U) Any questions regarding the above can be directed to 
FBIHQ, IA I I or SSA 

Should the institution be unable to fully comply with 
Lilly ryq'uest due to lack of specificity or should the institution 
remire more detailed information to locate such records. the 

Field Office should contact IA or SSA for 
additional information. 
LEAD(s): 

Set Lead 1: (Info) 
COUNTERRORISM 

AT ITOS II 
b2 

(U) For information only. 

b2 
b7E 

b2 
b7E 

b2 
b6 
b7C 
b7E 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to requested to record the 

appropriate information needed to fulfill the Congressional 
reporting requirements for NSLs. 

Set Lead 3: (Action) 
b2 
b7E 

AT 
(U) Hand-deliver enclosed National Security Letter 

_ _ — - S E ^ E T NSL VIO-10802* „ . 



{ SE^ET I 
NF 

Working Copy 
following procedures outlined in this EC. Upon receipt of 
reemested records, immediately submit results to IA 

Page 2 

4 3 4 J 

FBIHQ, Counterterrorism Division, CTD/CXS1/EUFb, Room 
b6 
]o 7 Cv 
b2 

Set Lead 4 : (Info) 
FIELD 

only. 

AT 
(U) SA IA For information 

b2 
b6 
b7C 
b7E 

_ S E ^ T N S L V I Q - 1 0 8 0 3 



SECRET ( 
Working Copy Page 

Precedence 
To 

Priority 
Counterterrorism 
General Counsel 

Date: 12/13/2005 
Attn: 
Attn: 
Attn: 

ITOS II/ 
National ] 

Security Law 
Julie F. Thomas 

Branch 

From: Counterterrorism 
CXS/EOPSJ 
Contact : IA 

7Room 4343 

Approved By: 

Drafted By: 
Case ID #: 

Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Rogers Glenn T 

b2 
b6 
b7C 
b7E 

(S) 
(S) 

Title: 
<U) 

'ending) 

bl 
b7A 

(Pending) 

ETRFRTPONTF! SURVEILLANCE OPERATIONS AND SHARRING 
UNIT; 

(S) 
bl 

b7A 
b7C 

S y n o p s i s : A p p r o v e s the issuance of an ECPA National 
Security Léttèr (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) 

(S) M ) 

bl 
b2 
b7E 

Enclosure(s) 
original and 

(U) Enclosed for the 
a copy of a NSL, date f 

Division is an 
12/13/2005, addressed to 

[requesting names, addresses, length ot service, 
billing records, and electronic communication transactional 
records for the administrator of the website listed below. 

b2 

b7D 
b7E 

Case ID Serial 
SE^R£T NSL VIO-10804. bl 

—- UTS 
(S) (S) b2 



(U) 

(U) 

(U) 

(U)-

' SE^ET I 
Working Copy 

A d m i n i s t r a t i v e : T h i s document is classified SECRET. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 
2 . S o m e of the Intelligence provided in this communication 
has/behn obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 
3. Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

Page 2 

A 

s)-
M 

bl 
b2 
b7E 

Details: (S//0C/NF) Since January 2005, Electronic Surveillance 
Operations and Sharing Unit(EOPS) has attended meetings with 
various Dgpa-rt-yipnt- nf npfpngp (nnnl anH nfhpr Tnhpl 1 i npnrp 
PrMTimiinihv ( T O / 

bl 
b7A 

(S//OC/NF) 

bl 
b4 
b7D 
b7A 

(U) >K?/oc/NF)L is requesting an NSL for a website which 
S ^ E T N S L V I O - 1 0 8 0 5 . _ _ 

b2 



I 
Page 3 

list domain registration in the U.S. or are hosted on U.S. 
servers. The purpose of the NSLs is to determine any U.S. nexus 

mi of the website content owners or to determine if other criminal 
^ 'violations might have occurred. 

jgj ^^/OC/NF) EOPS is specifically interested in the following 
website: 

(S) 

(U) 

:s//OC/NF) Accordingly, EOPS is issuing an NSL to 
to obtain subscriber and transactional aaca 

associated with the information obtained 
from this request wi I I ran nrarp the interagency interest in 
terrorist- and 
seek to obtain 

This request does not 
the websites, but seeks i n r o r m a t i o n on v i y i L o r y LO 

information on the subscriber and operators of the site 
(s) This electronic communication documents the Deputy 

Gener/l\Counsel's National Security Law Branch approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic rnmmnniratinn transactional records for the 
user contracting with 
website : 

to register the 

(S) 

bl 
b2 
b7E 
b7A 

bl 
b2 
b4 
b7D 
b7E 
b7A 

(U) On 11/09/2001, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

bl 
b2 
b4 
b7A 
b7D 
b7E 

bl 
b2 
b7E 
b7A 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to produce the records personally 
to an employee of the FBI Division. The institution 
should neither send the records through the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) 

conduct 
Division, prior to serving the NSL, should 
assessment on the company and its owner or 

If information developed is derogatory or 
LiiiedL 

company officers, 
indicates a potential compromise of FBI interest in the website 
to a terrorist group, 
Upon serving the NSL, 
service provider that 

should contact FBIHQ immediately. 
should remind the electronic 

it is prohibited from disclosing that the 
FBI has made this request. 

• _ - • - , S ^ E T N S L V L O - 1 0 8 0 6 

b2 
b7E 
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(U) Anv questions regarding the above 

FBIHQ, IA 
can be directed tn 

or SSA 
Should the institution be unable to fully comply with 

this request due to lack of specificity or should the institution 
reaui re more detailed information t-n "lnnai-p «1 

Division should contact IA 
additional information. 
LEAD(s): 
Set Lead 1: (Info) 

COUNTERTERRORISM 

rh records 
or SSA 

the 
for 

b2 
b6 
b7C 
b7E 

AT WASHINGTON, DC 
(U) ITOS Il/j ] For information only. b2 

Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to requested to record the 

appropriate information needed to fulfill the Congressional 
reporting requirements for NSLs. 

Set Lead 3: (Action) 

AT 
(U) 

b2 
b6 
b7C 
b7E 

Hand deliver enclosed National Security 
Letter following procedures outlined in this EC. Upon receipt of 
requested records. immediately submit results to IA| | 

, FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room TMT. 

Set Lead 4: (Info) 

AT 
(U) For information only. b2 

b7E 

S E ( 2 K ^ T N S L V I O - 1 0 8 0 7 
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Precedence 
To: 

Priority Date: 12/13/2005 
Counterterrorism 
General Counsel 

Attn: 
Attn: 
Attn: 

ITOS II/ 
National" security Law Branch 
DGC Julie F. Thomas 
SA 
SA 

From: Counterterrori gm 
CXS/EOPS 
Contact : TÄ 

oom 4343 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Rogers Glenn T 

b2 
b6 
b7C 
b7E 

Drafted By: 
Case ID #: (S) 

(S) 'ending) 
(Pending) 

(U) Title: ( ELECTRONIC SURVEILLANCE OPERATIONS AND SHARRING 
UNIT;I 

b2 

(s) 

(U)Synopsis: tS) Approves the issuance of an ECPA National 
Security Leiter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

bl 
b6 
b7A 
b7C 

bl 
b7A 
b2 

(U) 
(S) 

bl 
b2 
b7E 

Enclosure(s): (U) Enclosed for the 
and a copy of a NSL, dated 12/13/2uub, addressed to 

Division is an original 

requesting names, addresses, length ot service, 

b2 
b4 
b7D 
b7E 

billing records, and electronic communication transactional 
r 

Case ID 

(S) 
2 88A Ü90565-SECRET 

Serial 

NSL VLO-lfcSds 
T Ï Ï T 

bl 
~b2 
b7A 
b7E 
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records for the administrator of the website listed below. 

(U)Administrative:yté) This document is classified SECRET. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 

(U) 2 . S o m e of the Intelligence provided in this communication 
has "Deeri obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

W'3-: Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Inteflrigence Surveillance Act (FISA) , recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

(U) 

X I 
(S) 

bl 
b2 
b7E 

L 
Details: (S//0C/NF) Since January 2005, Electronic Surveillance 
Operations and Sharing Unit(EOPS) has attended meetings with 
various nepartijnpnt of Defence (DOm and othpr- Tntpl 1 i npnrp 
Community (IC) -I 

bl 
b7A 

(a/ /n̂'/̂TT7̂  

bl 
b4 
b7D 
b7A 



(U) 
)^//OC/NF) J 

SE^ET '' 
Working Copy 

is requesting an NSL for a website which 
Page 2 

list domain registration in the U.S. or are hosted on U.S. 
servers. The purpose of the NSLs is to determine any U.S. nexus 
of the website content owners or to determine if other criminal 
violations might have occurred. 

(U) X//OC/NF) 
website : 

is specifically interested in the following 
bl 
b2 
b7A 
b7E 

(S//OC/NF) Accordingly. 
transactional data associated wi th thej_ 
Information obtained from this request—ÜDJJ. 
interagency interest in terrorist- and 

Is issuing an NSL to 
to obtain subscriber and 

bl 
b2 
b4 
b7D 
b7E 
b7A 

fac-i 1 -I t-at-P M I P 

This request does not seek to obtain information on visitors to 
the websites, but seeks information on the subscriber and 
operators of the site. 

(U) y3^ This electronic communication documents the Deputy 
General counsel's National Security Law Branch approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records for the user 
contracting withl 
register the website: 

IS) 

to 

(U) On 11/09/2001, the Director designated the official 

bl 
b2 
b4 
b7D 
b7E 
b7A 

bl 
b2 
b7E 
b7A 

signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to produce the records personally 

Division. The institution should 
the mail nor utilize the name of 

to an employee of the FBI 
neither send the records through 
the subject or any identifying information related to the subject 
in any telephone calls to the FBI. The institution should not 
contact FBIHQ directly in any manner. 
^ |Division, prior to serving the NSL, should 
conduct a threat assessment on the company and its owner or 
company officers. If information developed is derogatory or 
indicates a potential compromise of FBI interest in the website 

b2 
b7E 

to a terrorist group, 
Upon serving the NSL, 

should contact FBIHQ immediately, 
should remind the electronic service 

?RET N S L V I Q - 1 0 8 J . Ü __.„. JSSjgE 



SE^ET ( 
Working Copy 

provider that it is prohibited from disclosing that the FBI has 
made this request. 

(U) Anv rmp.citi on a regarding the ahnvq can be directed to 
FRTHO. TR 

Page 2 

or SSA 
Should the institution be unable to fully comply with 

this request due to lack of specificity or should the institution 
require more detailed information to locate such rermrda, the 

Division should contact IA 
additional information 
LEAD (s) : 

or SSA for 

b2 
b6 
b7C 
b7E 

Set Lead 1: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) ITOS II For information only. b2 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to requested to record the 

appropriate information needed to fulfill the Congressional 
reporting requirements for NSLs. 

Set Lead 3 : (Action) 

AT 
(U) Hand deliver enclosed National Security Letter 

following procedures outlined in this EC. Upon receipt of 
requested records, immediately submit results to IA 
4343 . 

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 

b2 
b6 
b7C 
b7E 
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Precedence : PRIORITY 
To: Counterterrorism 

General Counsel 

Date: 11/22/2005 
Attn: ITOS I/CONUS IV/Team 16 

S S A | 

IOS 
Attn: National Security Law Branch 

DGC Julie F. Thomas 
Attn: 
Attn: 

From: Counterterrorism 
CXS/EOPSJ 
Contact : IA 

"koom 4343 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Roaers Glenn T 

Drafted By: 
Case ID #: (S) 

(S) iding) 
(Pending) 

(U)ritle : ) RT.BrTPriMTr fiTTPVTCTT.T.aunB! DPTCPaTTnyrg AND SHARING 
UNIT; 

(S) 

(U) 

bl 
b7A 

Synopsis: f>S) Approves the issuance of an ECPA National 
Security Lerèer (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) x> Deri 
DecJ 

im G-J 
;n : 

(S) w 

Enclosure(s): (U) Enclosed for the Field Office 

bl 
b2 
b7E 

(S) 

Serial 

NSL VIQ-10812 

(S) 

UC 
ISÊ 

iRe.cH d e n t Ac ¡jency 
SA 
SA 

b2 
b6 
b7C 
b7E 

b2 

bl 
b2 
b7A 
b7E 

bl 
b2 

-•b7A 
b7E 



(U) 

(U) 

SEôè&T 
NF 

Working Copy 
original and a copy of a National Security Letter. 
1l/22/2nnq. addrP^seH to 

Page 2 
dated 

requesting names, addresses, length of 
service, billing records, and electronic communication 
transactional records for the account holder assigned the IP 
addresses at the date and times specified below. 
Administrative*. ÇS) This document is classified SECRET. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 
2 . y é ) Some of the Intelligence provided in this communication 
has x>efen obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
N r̂t investigative steps should be undertaken based on 

q intelligence without first receiving advice and consent 

b6 
b7C 
b7D 

(U) X / r 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
^ .nee Surveillance Act (FISA), recipients are reminded 

t l i a ' 4 -re is to be no further dissemination or use of FISA-
der'" d material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

-(U) -
' 4. r 

(S ) [ 

bl 
b2 
b7E 

Details: (S//NF/0C) 

bl 
b7A 

(S//NF/OC) Electronic Surveillance Operations and Sharing 
Unit (EOPS) and U.S. Intelligence Community (USIC) analysis bl 

b2 
b7A 

s ì ^ i . N b L V l O - l U ö l i 
JEOPS and 



(S) 

SEÇcBET 
NF 

— Working Copy Page 

fs/ /WF/nri armrHinn l-o avail ahi e i ri forma ti on F 

bl 
b7A 
b2 
b7E 

bl 
b2 

b7D 
b7E 
b7A 

(S//NF/OC) 

( U ) IP The enclosed NSL covers the above referenced 
addreés\ Specifically, it requests information regarding 
most recent time recorded that the IP address was used. Also, 
understanding that may not have maintained subscriber 
information for the IP address and time period in question, this 
NSL also requests current subscriber information for the 
referenced IP address. This is done with the understanding that 

issues static IP addresses to its customers that are 
maintained by the same subscriber for extended lengths of time. 

This electronic communication documents the Deputy 
/TJ\General Counsel for the National Security Law Branch's approval 
' ' and certification of the enclosed NSL. For mandatory reporting 

S ^ E T N S L V I O - 1 0 8 1 4 

bl 
b2 
b7E 
b7A 

b4 
b7D 



ì 
Page 2 

purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following IP Address and the following dates and times: 

(U) On 11/09/2001, the Director designated the FBI official, 
signing the attached NSL, to make the required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the Field Office. The institution should 
neither send the records through the mail, nor utilize the name 
of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

bl 
b2 
b7E 
b7A 

b2 
b7E 

(U) The Field Office should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

(U) Any questions regarding the above can be directed to 
EBXHD, IA or SSA 

Should the institution be unable to fully comply with this 
request due to lack of specificity or should the institution 
require more detailed information to locate such records, the 

Field Office should contact IA 
additional information. 
LEAD(s): 
Set Lead 1: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS IV/TEAM 16 
(U) For information only. 

or SSA| I for 

b2 
b6 
b7C 
b7E 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
U1 y?^) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Action) 

s^RETNSL VIQ-10815̂  
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AT 
(U) Hand deliver enclosed National Security Letter 

following procedures outlined in this EC. Upon receipt of 
requested records, immediately submit results to IA 
4J4J . 

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 

b2 
b7E 
b6 
b7C 

Set Lead 4 : (Info) 

AT 
(U) Si' 

information only 
SA For 

b2 
b6 
b7C 
b7E 

^ r e t U S L VIO-10816. 
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Precedence: PRIORITY 
To: Counterterrorism 

General Counsel 

Date: 11/22/2005 
Attn: ITOS I/CONUS IV/Team 16 

SSA 
Attn: 

Attn: 
Attn: 

IOS 
National security Law Branch 
DGC Julie F. Thomas 
UC 

TST 
SA 
SA 

From: Counterterrori sm 
CXS/EOPS/ 
Contact : IA 

Is n o m 4 3 4 3 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Rocrers Glenn T 

bl Drafted By: 
Case ID #: (S) (Pending) b 7 A 

(S) :nding) b7E 

(U) Title: ^ 

(S) 

<U) 
Synopsis: {fy Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

bl 
b2 
b7E 

UNIT; 

< 

bl 
b7A 

Enclosure(s): (U) Enclosed for the Field Office is an 
original and a copy of a National Security Letter, dated 

X Case ID 

(S) 

Serial 

^RETNSLVIO-10817 
(S) 

b2 
b 6 
d7C 
b7E 

b2 

bl 
b2 
b7A 
b7E 



Page 2 
11/22/2005, addressed to 

requesting names, addresses, length o£ service, 
Dining records, and electronic communication transactional 
records for the account holder assigned the IP addresses at the 
date and times specified below. 

(U)Administrative:^éQ This document is classified SECRET. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 

(U) 2. Some of the Intelligence provided in this communication 
has/bèen obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

b4 
b6 
b7C 
b7D 

(TT) - 3 . t e j Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

( U 1 4 . ^ J 

(S)' 

bl 
b2 
b7E 

Details : (S//NF/0C) [ 
bl 
b7A 

(S//NF/OC) Electronic Surveillance Operations and Sharing 
T T n i t ( E O P S ) a n d U . S . T n t e l l i a e n c e C o m m u n i t v (TTSTrM a n a l v s i s 

bl 
b2 
b7A 
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bl 
b7A 

l C / /MF /nr) a^rrHnrr t- o ava-ilahlo infnrmahinn 

bl 
b2 
b4 
b7D 
b7E 
b7A 

! O / / M P /r>n\ 

bl 
b2 
b7E 
b7A 

(U> - M. r x The enclosed NSL covers the above referenced IP address. Specifically. It requests 
information regarding 

Also, understanding that may not have 
maintained subscriber information for the IF address and time 
period in question, this NSL also requests current subscriber ^nfnrmafinn for- ypfpronr-P^ TP â Hrpg.g \_ 

b4 
b7D 
b2 
b7E 

This electronic communication documents the Deputy 
S E C * E T N S L Y I O - 1 0 8 1 9 



SÈ)^ET 
NF 

Working Copy 
General Counsel for the National Security Law Branch's approval 
and certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following IP Address and the following dates and times: 

Page 

(U) On 11/09/2001, the Director designated the FBI official, 
signing the attached NSL, to make the required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the| Field Office. The institution should 
neither send the records through the mail, nor utilize the name 
of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

bl 
b2 
b7E 
b7A 

b2 
b7E 

(U) The Field Office should remind the institution 
that it is proniDitea from disclosing that the FBI has made this 
request. 

(u) A n v m i P s H n n R r p m r H i n n t h e a b o v e can be directed to 
F R T H Q , I A or s s a [ 

Should the institution be unable to fully comply with this 
request due to lack of specificity or should the institution 
require more detailed information to locate such records. the 

Field Office should contact IaQ |or SSA| tor 

b2 
b6 
b7C 
b7E 

additional information. 
LEAD(s) : 
Set Lead 1: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS IV/TEAM 16 
(U) For information only. 

Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
W N S L B is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

S ^ È T J M S L V I O - 1 0 8 2 0 
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Set Lead 3: (Action) 

AT | 
(U) Hand deliver enclosed National Security Letter 

following procedures outlined in this EC. Upon receipt of 
requested records. immediately submit results to IA 
4343 . 

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 

b2 
b6 
b7C 
b7E 

Set Lead 4: (Info) 

AT 
(U) SA 

information only, 
SA For 

b2 
b6 
b7C 
b7E 

_ S E C R E T N S L V I O - 1 0 8 2 1 
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Precedence : IMMEDIATE 
To: Counterterrorism 

General Counsel 

Date: 12/06/2005 
Attn: 
Attn: 

Attn: 
Attn: 

ITOS I/CONUS 14 
SSA 
National security Law Branch 
DGC Julie F. Thomas 
UC ~ 
SA 
SSA 
SA 

From: Counterterrorism 
CXS/EOPS/ 
Contact : SA 

H p n o m 4 3 4 3 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie 
Rogers Glenn T 

b2 
b6 
b7C 
b7E 

Drafted By: 
Case ID #: 

nding) 
(Pending) 

bl 
b2 
b7A 
b7E 

Title : 
( U ) 

ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING b2 

iU) 

:s) bl 
b7A 

Synopsis:/S) Approves the issuance of an ECPA National 
Security Lettner (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the, electronic 
communications service provider. bl 



(S) 

S^RET 
Working Copy Page 2 

¡nclosure (s) : Enclosed for the „ 
an NSL. dated 12/06/2005. addressed tol 

Division is a conv of 

1 'I'm g NSI, i s r p m i p g f i n n t-hat-f 

(U> Administrative: XsO Portions of this document carrying 
classification mafrkings may not be incorporated into any criminal 
affidavit, criminal court proceeding or unclassified 
investigative file. The information in this document is intended 
to be used for lead or background purposes only. 

(UK. 
r(S>-

bl 
b2 
b7E 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7A 

Details: (S//OC/NF) bl 
b2 
b6 
b7A 
b7C 
b7E 

(S//OC/NF )f 
bl 
b2 

b7C 
b7E 
b7A 

(S//0C/NF) This electronic communication requests the 
issuance of an NSL to obtain 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 
b7A 

S^CRET|\JSL . V I O - 1 Q 8 2 3 
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(S//OC/NF) The above referenced forum is beina utilized 

_S1 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to produce the records personally 
to an employee of the Division within 5 business days of 
receipt of this request. The electronic communications service 
provider should neither send the records through the routine mail 
service nor utilize the name of the subject or any identifying 
information related to the subject in any telephone calls to the 
FBI. 

bl 
b2 
b7E 
b7A 

bl 
b2 
b7E 
b7A 

b2 
b7E 

(U) Upon serving the NSL, should remind the b2 
electronic service provider that it is prohibited from disclosing b7E 
that the FBI has made this request. 

(U) On 11/09/2001, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Information received from an electronic 
communications service provider may be disseminated to an agency 
of the United States only if such information is clearly relevant 
to the authorized responsibilities of such agency. 

Division is reminded not to undertake 
bl 
b2 
b6 
b7C 
b7E 

(TJ) -- ^ S ^ T h e Division, prior to serving the NSL, 
should conduct a threat assessment on the company and its owner 
or company officers. If information developed is derogatory or 
indicates a potential _ mmnroipn ss of FBI interest in the website 

should contact FBIHQ immediately. 
_ S E ^ E T N S L V I O - 1 0 8 2 4 . ..... _ 

to a terrorist group, 
b2 
b7E 
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(U) Anv niipst-.inns regarding the ahnvp pan be C 
to FBIHQ. SA or SSA 

•i T-ĝt- ̂ ^ 

Should the institution be unable to fdliy compi1/ 
with this request due to lack of specificity or should the 
institution require more detailed information to locate such 
records, the 

]for additional information. 
Division should contact SA or SSA 

b2 
b6 
b7C 
b7E 

LEAD (s) : 
Set Lead 1: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS 14 
(U) Read and clear. 

Set Lead 2: (Action) 
GENERAL COUNSEL 

AT NSLB 
(U) 

^ is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Action) 

AT 
(U) Hand deliver the enclosed NSL by the procedures 

outlined in this EC. Upon receipt of requested records, 
immediately submit results to SA| | FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 

b2 
b6 
b7C 
b7E 

Set Lead 4: (Info) 

AT b2 
b7E 

(U) Read and clear. 

S E ^ E T N S L V I O - 1 0 8 2 5 
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Precedence : IMMEDIATE 
To: Counterterrorism 

General Counsel 

Date: 11/29/2005 
Attn: 
Attn: 

Attn: 

I T O S T / B T T T T 

I TOS II, 
National teuui1 ity Law Branch 
UC 

IA 

b2 
b6 
b7C 

From: Counterterrorism 
CXS/EOPS 
Contact : TK iRoom 4 34 3 

LI IIÎFOBJUlTI 
IËI21 IS I1IC 
HEU MOS® C 

tiâSSUlEE EXl 
CHEPJIISI. 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
R n o s r s G 1 p n n T 

Drafted By: 
Case ID #: 

Title 

(Pending) 
pending) 

bl 
b7A 
b2 

(X) ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT : 

IS) 

S y n o p s i s ; A p p r o v e s the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) 
X 

Enclosure(s): (U) Enclosed for the 

b2 

bl 
b2 
b7C 
b7E 
b7A 

bl 
b2 
b7E 

Field Office, 
Letter 3Resident Agency, is a copy of a National Security ated 11/29/2005. addressed to 

requesting names, addresses, 

b2 
b4 
b7D 
b7E 

Case ID Serial 

(Si 
SEb^T fsjSL VIO-^26 bl 

b7A 
b2 



m-

(U) 

SÏfeRET 
Working Copy 

length'of service, billing records, and electronic communication 
transactional records for the account holder(s) listed below. 

Page 2 

Administrative:^fS^C This document is classified SECRET. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 
2.^S=^Some of the Intelligence provided in this communication 
has been obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

(U) 3. 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

(DJ-
CS) 

bl 
b2 
b7E 

netaii.g- (.q//nr/NFi[ "|has 1 denti fi ed a website liti 1 i zed hv 

bl 
b2 
b6 
b7A 
b7C 
b7E 

(S//OC/NF) The 

bl 
b2 
b6 
b7C 
b7E 
b7A 

V1U-1UÖ2/ 
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bl 

/c//nn/MP^ 

(S//OC/NF) FBl£ 
h a v p H p t - p r m i n i 

source reporting and USIC analysis 

f.q//OC/NF) On 07/05/2005. the source reported that 

(<2 / !c\r /Ml?\ T PnDO cn̂ T-iov̂ H MOT, t-o | 

(S//0C/NF) As a result. EOPS is issuing a NSL to 1 

(U) T^^&T This electronic communication documents the Deputy 
_ _ . . . .. S ^ R E T N S L V I Q - 1 0 8 2 8 — . -, -

bl 
b2 
b7E 
b7A 

bl 
b2 
b6 
b7A 
b7C 
b7E 

bl 
b2 

b7A 
b7C 
b7E 

bl 
b2 
b6 
b7A 
b7C bl 
b7E b4 

b6 
b7A 
b7C 
b7D 

bl b2 
b2 
b4 
b6 
b7C 
b7D 
b7IT 
bl 
b2 
b4 
b7D 
b7E 
b7A 
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General Counsel's National Security Law Branch approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records associated 
with the following website: 

I S ) | 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to produce the records personally 
to an employee of the| Field Office. The institution 
should neither send tne records through the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

(U) ^^"S^CThe Field Office, prior to serving the NSL, 
should conduct a threat assessment on the company and its owner 
or company officers. If information developed is derogatory or 
indicates a potential compromise of FBI interest in the website 
to a terrorist group, should contact FBIHQ immediately. 

(U) Anv questions regarding the above can 

f 
IA or SSA 

T-.Q T - O R I T - Q ^ ÌLQ-

Should the institution be unable to fully comply with this 
request due to lack of specificity or should the institution 
require more detailed information to locate such records, the 

Field Office should contact IA| or SSA | |or 
additional information. 
LEAD(s): 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(S) NSLB is requested to review and approve the 

enclosed NSL. 

Set Lead 2: (Action) b2 
b7E 

AT 

_ _ _ _ _ . . ... . . . . S^kçT N S L viO-10829 

bl 
b2 
b7E 
b7A 

b2 
b7E 

b2 
b7E 

b2 
b6 
b7C 
b7E 



SE&6ET 
Working Copy 

(U) Hand deliver enclosed NSL following procedures 
outlined in this EC. Upon receipt of requested records. 
immediately submit results to IA 
Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 

Set Lead 3: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) ITOS I/ETIU. For information only. 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) ITOS II/I For information only. 

FBIHQ, 

S ^ e t n s l yi0-10830-
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Precedence : IMMEDIATE 
To: Counterterrorism 

General Counsel 

Date : 
Attn: 

Attn: 
Attn: 
Attn: 

12/09/2005 
ITOS I/CONUS IV/Team 16 
SSA I 
IOS 
National security Law Branch 
DGC Julie F, 

1 
Thomas 

From: CounterterrepT"i am 
CXS/EOPS 
Contact : IA 

'Room 4343 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Rogers Glenn T 

Drafted By: 
Case ID #: (S) 

(S) 
(S) 

ndingj 
nding) 

\Pending) 

bl 
b2 
b7A 
b7E 

Title: ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT -(U) 

(S) 

(S) 

bl 
b6 
b7A 
b7C 

(U) 
Synopsis: ''-̂ Sf-̂  Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 

b2 
b6 
b7C 
b7E 

b2 

Serial 

S ^ E T N S L V I O - 1 0 8 3 1 

(SJ-

bl 
b2 
b7A 
b7E 



SEÏflÈT 
NF 

Working Copy 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

Page 

(S) 
(U) X Deri 

Dec 
:om 

Enclosure (s) : (U) Enclosed for the| Field Office is a 
copy of a National Security Letter, dated 12/12/2005. addressed 
to 

(U) 

requesting names, addresses, length of service, billing records, 
and electronic communication transactional records for the 
account holder assigned the IP addresses at the dates specified 
below. 
Administrative: ^fSi^This document is classified SECRET. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 

(U) 2.J^CTsome of the Intelligence provided in this communication 
has "been obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

^Vr^'^S^Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

bl 
b2 
b7E 

b2 
b4 
b7D 
b7E 

( U ) ... 
bl 
b2 
b7E 

noha-M a . t a / / M v / n r f 

N S L V I 0 1 0 0 3 2 

bl 
b2 
b7E 
b7A 



(S) 

SECRET 
ÏÎF 

- Working Copy Page 

TnfPl 1 inpnrp Cnmimini t-v nTfiTCl 
an H TT g 

(S//NF/OC) Based on open-source searches, the ] the United States Intelligence Community (USIC) have determined 

m y / N l l ' ^ n TTflTf? a n a l y s i s - i n d i r a t e s t h a t T 

(S//NF/OC)The enclosed NSL covers the above referenced 
| IP addresses. However, EOPS| 

Accordingly, the enclosed NSL requests log information associated 
.p. with the IP a H H r p s s g s a t . t h e s n e o i f i.ed d a t e s , so t h a t a n a l y s i s 

I, ¡1") mav be performed to 
L 

(S) 

(S//NF/OC) EOPS requests that| Field Office 
provide technical assistance as appropriate to determine whether 

"I ypecincaiiy, e u f s requests ^ ^ . 
uttice assist in determining whether the rererencea I 

that 

L 
l u 

This electronic communication documents the Deputy 
General Counsel for the National Security Law Branchs approval 
and certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 

- . - . -. ^ _ S J 5 ^ E T |\|SL V I O - 1 0 8 3 3 

bl 
b2 
b6 
b7C 
b7D 
b7A 
bl 
b6 
b7C 
b7A 

b4 
b7D 

bl 
b2 
b4 
b6 
7 C 

b7D 
b7E 
b7A 
bl 
b2 
b6 
b7C 
b7E 
bb2 
b7E 

bl 
b6 
b7C 
b7A 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 
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"records/electronic communication transactional records on the 
following IP addresses and the corresponding dates 

(si 

Page 

(U) On 11/09/2001, the Director designated the FBI official 
signing the enclosed NSL as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter tn produce the records personally 
to an employee of the | Field Office. The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution should 
not contact FBIHQ directly in any manner. 

bl 
b2 
b7E 
b7A 

(U) The| | Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

The I iField Office, prior to serving the NSL, 
should conduct a threat assessment on the company and its owner 
or company officers. If information developed is derogatory or 
indicates a potential compromise of FBI interest in the website 
to a terrorist group, 
immediately. 

should contact FBIHQ 

b2 
b7E 

b2 
b7E 

(U) Any questions regarding the above can be directed to 
FBIHQ, IA| or S SA 

Should the institution be unable to fully comply 
With c m s request due to lack of specificity or should the 
institution r e r m - i - r e m n r p H p t a i l p H information to locate such 
records. t le 

or S SA 
Field Office should contact IA 

b2 
b6 
b7C 
b7E 

Eor additional information. 
LEAD(s): 
Set Lead 1: (Info) 

COUNTERRORISM 
AT ITOS I/CONUS IV/TEAM 16 
(U) For information only. 

Set Lead 2: (Action) 
GENERAL COUNSEL 

. S E C R E T N S L V I O - 1 0 8 3 4 -
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" AT WASHINGTON, DC 

(U) NSLB is requested to requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Action) 

(U) Hand-deliver enclosed National Security Letter following 
procedures outlined in this EC. Upon receipt of requested 
records, immediately submit results to IA ~| 
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 

Set Lead 4 : (Info) 

AT 
b2 
b6 
b7C 
b7E 

AT 
b2 
b7E 

(U) For information only. 

S E & R E T . N S L V I O - 1 0 8 3 5 
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Precedence : IMMEDIATE 
To: Counterterrorism 

General Counsel 

Date: 
Attn: 

Attn: 
Attn: 
Attn: 

12/09/2005 
TTO? T /CONUS TV/' 
SSA 
IOS 

earn 16 

National Security Law Branch 
JDGC—Jiilie F. Thomas 

b2 
b6 
b7C 
b7E 

From: 

Approved By: 

CXS/EOPS, 'Room 4343 
Contact : IA| 

Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Rogers Glenn T 

Drafted By: 
Case ID #: (S) 

(S) 
(UK (S) 

(Pending) 
nding) 
nding) 

bl 
b2 
b7A 
b7E 

Title: ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT -

(S) 

(S) 

(U) 

b2 

bl 
b6 
b7A 
b7C 

') \ I— 
synopsis: ^JrS^ Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 

Case ID 

: ( S J 

Serial 

S E ^ T MSL.viO-1.0836 
( S i 

bl 
b2 
b7A 
b7E 



Page 2 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) 

(U) 

(II) 

Enclosure(s): (U) Enclosed for the Field Office is a 
copy of a National Security Letter, dated 12/12/2005. addressed 
to I 

requesting names, addresses, length of service, 
billing records, and electronic communication transactional 
records for the account holder assigned the IP addresses at the 
dates specified below. 

(U) A d m i n i s t r a t i v e : T h i s document is classified SECRET. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 

bl 
b2 
b7E 

b2 
b4 
b7D 
b7E 

2r'-^fS^ Some of the Intelligence provided in this communication 
has been obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 
3 . P e r 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

(Uli-, 

(S) 
4 . X) 

bl 
b2 
b7E 

net3 11 H ffi//wWnn 

NSL yiO-10837-

bl 
b2 
b7E 
b7A 
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I 

SECRET 
NF 

Working Copy- Page 2 

Jnt-ol I i n o n p o r n m m i i n i h v m g T ( " M r o n o n H u f 
1 and U.S. 

(S//NF/OC) According to available information. 

( S Z / N F / O C Ì R a s e d o n o n e n - s o u r c e s p a r r h p a . t . b p 

and 
the United States Intelligence Community (USIC) have determined 

c ••T^-^s-^tt^ enclosed NSL covers the above referenced 
IP addresses. However, EOPS analysis 

S ) 
b7D 

1 Accordingly,theenclosed NSL requests log information 
associated with the IP addresses at- T-hp snprifipd Hat PH. sn that 
analysis mav be performed to determine I 1 

bl 
b6 
b7C 
b2 
b7A 

bl 
b6 
b7C 
b7A 

bl 
b2 
b4 
b7D 
b7E 
b7A 

bl 
b2 
b6 
b7C 
b7E 
b7A 

(S//NF/OC) EOPS requests that| |Field Office 
provide technical assistance as appropriate to determine whether 

bl 
b6 
b7C 
b7A 

Specifically, EOPbs requests tnat 
Office assist in determining whether 
can be analyzed to determine 

(U) 

Field 

"-^Sc^This electronic communication documents the Deputy 
General Counsel for the National Security Law Branchs approval 
and certification of the enclosed NSL. For mandatory reporting 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 
b7A 
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NF 

Working Copy 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following IP addresses and the following dates: 

(S) 

Page 2 

(U) On 11/09/2001, the Director designated the FBI official 
signing the enclosed NSL as authorized to make the required 
certification. 

bl 
b2 
b7E 
b7A 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the |Field Office. The institution 
should neither send the-records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution should 
not contact FBIHQ directly in any manner. 

(U) The 
that it is p 
request. 

Field Office should remind the institution 
from disclosing that the FBI has made this 

( T T J The Field Office, prior to serving the NSL, 
should conduct a threat assessment on the company and its owner 
or company officers. If information developed is derogatory or 

b2 
b7E 

indicates a potential, r-nmm-nmi 
to a terrorist group, 

se of FBI interest in the website 
should contact FBIHQ immediately. 

FÌ3THQ. IAf 
(U) Any questions regarding the above can be directed to 

or SSA 
Should the institution be unable tô Tuliy comply 

with this request due to lack of specificity or,should the 
institution require more detailed information to locate such 

b2 
b6 
b7C 
b7E 

records 
SSA 

the Field Office should contact IA 
for additional information. 

or 

LEAD (s) : 
Set Lead 1: (Info) 

COUNTERRORISM 
AT ITOS I/CONUS IV/TEAM 16 
(U) For information only. 

Set Lead 2 : (Action) 
_ ... , . S È ^ E T N S L V I O - 1 0 8 3 9 
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GENERAL COUNSEL 
AT WASHINGTON, DC 
(U) NSLB is requested to requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Action) 

AT 
(U) Hand-deliver enclosed National Security Letter following 

procedures outlined in this EC. Upon receipt of requested 
records, immediately submit results to IA 
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 

b2 
b6 
b7C 
b7E 

Set Lead 4: (Info) 

AT 
b2 
b7E 

(U) For information only. 

S^6RET [\JSL-VIO-108-40, 
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Precedence : ROUTINE 
To: Counterterrorism 

From: CounterterrçLciam 
CXS/EOPS 
Contact : "SE-

Approved By: Hulon Willie T 
Lewis John E 
Bennett Laurie J Pi-.rToyg m onn T 

Date : 
Attn: ITOS 

SSA 
_LxX 

11/21/2005 
ZZL 

/Pòom A1A-Ì b2 
b6 
b7C 
b 7 E 

Drafted By: 
Case ID #: (S) 

(S) 
(U) 

1 (Pending) 
(Pending) 

bl 
b7A 
b2 

Title: ystf ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT; b2 

'•TJ'' Synopsis: Documents the recommendstinn tn nnt spnrp ^ 
National Security Letter (NSL) to 

ÇPA 
in 

(S) 

(U) Derives 
Eieclasi 

i_Erom_: 
bl 

Reference: (S) b7A 

> 3 

b4 
b7D 

(U) 

bl 
b2 
b7E 

A d m i n i s t r a t i v e ; T h i s document is classified SECRET. 
Portions of this^doctiment carrying classifications markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information in 
this document is intended to be used for lead or background 
purposes only. 

bl 
b2 
b7E 

Case ID 
j-

Serial 
_ SE&ET NSL.VIQ-10841 

"bl 
b7A 
b2 

(S) (Sì 
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Working Copy - Page 

Details: (S//OC/NF) 

(S//OC/NF) Electronic Surveillance Operations and 
Sharing Unit (EOPS) requested an NSL be served for those websites 
which listed domain registrations in the U.S. or are hosted on 
U.S. servers. The referenced serial requested service of an NSL 

The purpose of the NSLs 
was co determine any u.s. nexus or tne weosite content owners or 
to determine if other criminal violations might have occurred. 

bl 
b2 
b6 
b7A 
b7C 
b7E 

(S//OC/NF) Accordingly, EOPS issued an NSL to 
1-n o h t a - i n s n h s p r i h p r a n d t r a n s a r t i n n a l data associated 

Û iiiliu with the 

bl 
b2 
b4 
b7D 
b7E 
b7Abl 

b2 

results received 
Specifically, EOPS received 3 pages or results rrom the 
Division on 10/03/2005. 

LSI 

b7D 
b7E 
b7A 

bl 
b2 

b7D 
b7E 
b7A 

(S) On September 20, 2005, paper copies of the 
information were received by [ 
thatl Uas registered by: Î 

Division. Those results show 

bl 
b2 
b7E 
b7A 

(S) 

bl 
b2 
b4 
b7D 
b7E 
b7A 

^ A ^ M S L VIÛ-10842 
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(S) 

Page 2 
bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 
b7A 

(Fi) ArrnrHi ngl yf EOPS planned to issue an NSL to 
associated with the 

1 1-r> nhfain snhsrrihpr- anH 1-rangarHnnal data 

(U) Prior to issuing an NSL. 
was conducted on 

background investigation 
and their officers^ 

lhaq rpr-nrded business addresses at 

Rothf and 

and 

.ist 
Department of Motor Vehicles. 

1 
1 with the state or 

bl 
b2 
b4 
b7D 
b7E 
b7A 

b4 
b6 
b7C 
b7D 

(U) 

(U) It is the recommendation of EOPS that due to the 
extensive criminal history of particularly fyis 
past criminal involvement in an t'tsi investigación, that| 

not be served an NSL. 
(U) Any questions regarding the above can be directed 

to FBIHQ, SA| or SSA 

b2 
b6 
b7C 
b7E 

b4 
b6 
b7C 
b7D 
b2 

b2 
b6 
b7C 

S E ( ^ T N S L V K ) . 1 0 g 4 _ S 
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Precedence : IMMEDIATE 
To: Counterterrorism 

General Counsel 
Attn: 
Attn: 

Attn: 

Date: 10/28/2005 
ITOS II/| I 
National Security Law Branch 
GC Valerie E. Canronj 
UC 
IA 

From: Counterterrori •¡m 
CXS/EOPS/ 
Contact : 

Room 4343 

Approved By: Hulon Willie T 
Lewis John E 
Caproni Valerie E 
Bennett Laurie J 
Rogers Glenn T 

Drafted By: 
Case ID #: (S) 

(S) 
(S) 

SL (Pending) 
I I(Pending) 
Pending) 

bl 
b7A 
b2 

Title: ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
(Tj) UNIT; NSL 

ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT: 

b2 
b7 
b6 
b7 

b2 

(S) 

Synopsis:~X£^Approves the issuance of an ECPA National Security 
Letter (NSETT; provides reporting data; and, if necessary, 
transmits the NSL for delivery to the electronic communications 
service provider. 

bl 
b6 
b7A 
b7C 

(U) X 

Case ID 

(S) 

I^TCT. 

SE 

Serial 

T NSL VIO-10844 

(S) 

b 
b 

=--b 



(S) 
SECRET 

- Working Copy 

4*0 
Enclosure(s): (U) Enclosed for the 
n-ri rti nal and a rnnv of a M.QT, rlafpr 3HZ2BZ2ÏÏÏÏ5: 

bl 
b2 
b7E 

Division is an "aririrPQgprl to 

Page 2 

b2 
requesting names, addresses, length of service, billing 

records, and electronic communication transactional records for 
the user listed below. 

(U) Administrative : This document is classified SECRET. 
Portions of this document carrying classifications markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information in 
this document is intended to be used for lead or background 
purposes only. 

Î. Ml 
Details : (S//OC/NF)i 

(S//OC.NF )[ 

b4 
b7D 
b7E 

bl 
b2 

bl ' 7E 
b2 
b6 
b7A 
b7C 
b7E 

bl 
b7A 

(ui)C, NF) Analysis of the computer media revealed a 
vicinity. Electronic Surveillance Operations and Sharing Unit 
(EOPS) is in the process of continuing its search for any U.S. 
nexus. 
m ^>(^/OC/NF) Accordingly, EOPS is asking for any 
information associated with the following: b4 

b6 
b7C 
b7D 
b2 

(U) On 10/17/2003, the Director designated the officb7A 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the FBI| |Division. The institution 
should neither send the records through the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI, The institution should 
not contact FBIHQ directly in any matter. 
_ S£^ETNSLV-IQ-10845 ______ -

b2 
b4 
b7D 
b7E 

b2 
b7E 



Page 3 
(17) 

should remind Upon serving the NSL, 
the electronic service provider that it is prohibited from 
disclosing that the FBI has made this request. 

b2 
b7E 

(U) Anv questions regarding the_above can be directed 
to FBIHO. IA or S SA 

Should the institution be unable to fully comply with 
this request due to lack of specificity or should the institution 
require more detailed information to locate sue 

Division should contact 
additional information. 

IA or S SA 
.records, 

for 
the 

b2 
b6 
b7C 
b7E 

LEAD(s): 
Set Lead 1: (Info) 

COUNTERTERRORISM 
AT ITOS II/ b2 

(U) For info only. 

Set Lead 2 : (Action) 
OFFICE Of GENERAL COUNSEL 

AT NSLB 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Action) 

AT 

b2 
b6 
b7C 
b7E 

(U) Hand deliver enclosed NSL following procedures 
outlined in this EC. Upon receipt of requested records, 
immediately submit results to IA 
Counterterrorism Division, CTD/CÄ.S/HUPS, Room 

FBIHQ, 
4343 . 
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Precedence : IMMEDIATE 
To: Counterterrorism 

General Counsel 

Date: 10/28/2005 
Attn: 
Attn: 

Attn: 
Attn: 

ITOS I/CONUS 14 
SSA I 
National bscuricy' 
DGC Valerie E. Caproni 
UC 
SA 
SSA 
SA 

Law Branch 

From: Counterterrorj-sm 
CXS/EOPS, 
Contact : A/S SA 

Room 4343 

Approved By: Hulon Willie T 
Lewis John E 
Caproni Valerie E 
Bennett Laurie J 
Rogers Glenn T 

Drafted By: 

b2 
b6 
b7C 
b7E 

Case ID #: (S) 
(S) 

(Pending) 
ending) 

bl 
b2 
b7A 
b7E 

iU:'Title: W ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT; 

bl 
b7A 

(U) 

b2 

(U) 
S y n o p s i s : A p p r o v e s the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
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Enclosure (s) : (U) Enclosed for the| 
of a NSL, dated 10/28/2005, addressed to 

1 Ì7-ÌO-IH nffi lib is—a_conn, 

requesting names, addresses, length of service, billing records, 
and electronic communication transactional records for the 
website listed below. 

tUi Administrative: ̂ fSj^Portions of this document carrying 
classification markings may not be incorporated into any criminal 
affidavit, criminal court proceeding or unclassified 
investigative file. The information in this document is intended 
to be used for lead or background purposes only. 

IUI- 2 ; 
(S) 

( X R 
bl 
b2 
b7E 

Details: (S//OC/NF)f 

fc; //nr/MF) The above captioned)" 

b2 
b4 
b6 
b7C 
b7D 
b7E 

bl 
b2 
b6 
b7A 
b7C 
b7E 

bl 
b2 
b7D 
b7E 
b7A 

(S//0C/NF) This electronic communication requests 
issuance of a NSL to obtain electronic transactional records from 

bl 
b2 
b7E 
b7A 

Details lôllôw: 
(S//OC/NF) 

T 

bl 
b2 
b7E 
b7A 



SECRET I 
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bl 
b2 
b7E 
b7A 

bl 
b2 
b7D 
b7A 

iu; Arrangemeries snouiu De rnaue wicn m e institution 
receiving the enclosed letters to produce the records personally 
to an employee of the 
of receipt of this request 

Field Office within 5 business days 
The electronic communications 

service provider should neither send the records through the 
routine mail service nor utilize the name of the subject or any 
identifying information related to the subject in any telephone 
calls to the FBI. 

b2 
b7E 

(U) Upon serving the NSL,[ should remind the electronic 
service provider that it is prohibited from disclosing that the 
FBI has made this request. 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Information received from an electronic communications 
service provider may be disseminated to an agency of the United 
States only if such information is clearly relevant to the 
authorized responsibilities of such agency. b2 

b7E 

Division, prior to serving the NSL, should iTJ'l ^ S ^ T h e 
conduct a threat assessment on the company and its owner or 
company officers. If information developed is derogatory or 
indicates a potential.rnmnrpmise of FBI interest in the website 

b2 
b7E 

to a terrorist group, should contact FBIHQ immediately. 
(U) Any rruesti ona regarding 

FBIHQ. SSA Ï 
e above qari he H i recteH 
or A/SSA 

Should the institution be unable to fully comply 
with this request due to lack of specificity or should the 
institution require more detailed information to locate such 
records. the Division should contact SSA| "| or A/SSA 

b2 
b6 
b7C 
b7E 

for additional information. 
LEAD(s) 
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Working Copy Page 

Set 'Lead 1: (Info) 
COUNTERTERRORISM 

AT ITOS I/CONUS 14 
(U) Read and clear. 

Set Lead 2: (Action) 
GENERAL COUNSEL 

AT NSLB 

-NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Action) 

AT 
(U) Hand deliver enclosed NSL following procedures 

outlined in this EC. Upon receipt of requested records. 
immediately submit results to A/SSA 
Counterterrorism Division, CTD/CXS/iiUPS, Room 4343. 

FBIHQ, 

b2 
b6 
b7C 
b7E 

Set Lead 4: (Info) 

AT b2 
b7E 

(U) Read and clear. 

SEÌ̂ feTNSL-VIO-10850 
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Precedence : IMMEDIATE 
To: Counterterrorism 

General Counsel 
Attn: 
Attn: 

Attn: 

Date : 
ITOS II/ 
SSA 

10/26/2005 

National Security Law Branch 
DGC Julie F. Thomas 
ucl 

ST 
From: Counterterrqr-i <am 

CXS/EOPSy 
Contact 

1* nnm AIA-I 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Rogers Glenn T 

b2 
b6 
b7C 
b7E 

Drafted By: 
Case ID #: (S3 

(S) 
(Pending) 

Pending) 

(U) Title: ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
X X UNIT; I 

b2 

bl 
b7A 
b2 

bl 
b6 
b7A 
b7C 

(U) Synopsis:Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, 
transmits the NSL for delivery to the electronic communications 
service provider. 

(U) X 
Reference: (S) 

( S > 9 * 

Der lv? 
Decj ;n : bl 

b7A 

Enclosure(s): (U) Enclosed for the 
and a ronv of a NfiT.. dafpd 10/?6/?nn5 

pivision is an original 
addressed to I 

requesting 

bl 
b2 
b4 
b7D 
b7E 

Serial 

SECRET Ns|_ VI0-1ÛS51 

(S) 

bl 
b7A 
~b2 
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names, addresses, length of service, billing records, and 
electronic communication transactional records for the 
administrator of the website listed below. 

'•T-T'' Administrative: This document is classified SECRET. 
Portions of this document carrying classifications markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information in 
this document is intended to be used for lead or background 
purposes only. 

(U), 
IS). MI 

bl 
b2 
b7E 

Details: (S//OC/NF) 

bl 
b2 
b6 
b7A 
b7C 
b7E 

(S//OC/NF) Electronic Surveillance Operations and 
Sharing Unit (EOPS) requested an NSL be served for those websites 
which listed domain registrations in the U.S. or are hosted on 
JLL-S OQ-K-T7-QVQ TVio rofAT-pnpoH gar--; al rorniochoH Service Of an NSL 

The purpose of the NSLs 
was to determine any u.b. nexus or tne website content owners or 
to determine if other criminal violations might have occurred. 

(S//OC/NF) Accordingly, EOPS issued an NSL to 
t-n nht-a-in snhffrrihpr and transactional data associated 'with the 

we •'flit-p r lniviqinn fnrwarripH hhe 
results received from 
Specifically, EOPS received 3 pages of results from the 
Division on 10/03/2005. 

/a / 

bl 
b2 
b4 
b7D 
b7E 
b7A bl b2 

b7D 
b7E 
b7A 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 
b7A 



(S) 
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bl 
b2 
b4 
b7C 
b7E 
b7A 

(S) This EC documents the Deputy General Counsel's 
National Security Law Branch approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 

(U) On 11/09/2001, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

bl 
b2 
b4 
b7A 
b7D 
b7E 

bl 
b2 
b4 
b7D 
b7E 
b7A 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 

Division. The institution should I to an employee of the FBI 
neither send the records through the mail nor utilize the name of 
the subject or any identifying information related to the subject 
in any telephone calls to the FBI. The institution should not 
contact FBIHQ directly in any matter. 

( U ) - -^jtS^Thi Division, prior to serving the NSL, 
should conduct a"cnreat assessment on the company and its owner 
or company officers. If information developed is derogatory or 
indicates a potential compromise of FBI interest in the website 

should contact FBIHQ immediately, 
should remind the electronic service 

to a terrorist group, 
Upon serving the NSL, 
provider that it is prohibited from disclosing that the FBI has 
made this request. 

J ^ E T N S L V I Q - 1 0 8 5 3 

b2 
b7E 
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[ 
(U) ,anv rrnp<at-i n n q r e n a r r l i n n t h a . above can be directed 

to FBIHQ, IA | J o r SSA | ~ . 
]Shouid the institution be unable to fully comply with 

this request due to lack of specificity or should the institution 
require more detailed information to locate such records. the 

Division should contact IA[ 
additional information. 

]or S S A [ for 

b2 
b6 
b7C 
b7E 

LEAD(s) : 
Set Lead 1: (Action) 

OFFICE of GENERAL COUNSEL 
AT NSLB 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 
COUNTERTERRORISM 

AT ITOS II/ 

b2 

(U) Read and clear. 

Set Lead 3 : (Action) 

AT 

b2 
b6 
b7C 
b7E 

(U) Hand deliver enclosed NSL following procedures 
outlined in this EC. Upon receipt of requested records, 
immediately submit results to IA | | FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 

_,_ SE^RETNSL VI0.10854 ^ 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date: 10/20/2005 
Attn: DGC Julie F. Thomas 

UC Elaine N. Lammert CTLU1 
Attn: SSA 

Attn: 
SSA 
ITOS II TSIiU 

b̂ si. 
IA 

Arrpriny 

From: Counterterrorism 
Electronic Surveillance Operations Unit, Rm 43 63 
Contact: IA 

Approved By: Thomas Julie F 
Lammert Elaine N 
Hulon Willie T 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 

Drafted By: 
Case ID #: 

(TT) -
Title: (S) 

(S) 
(S 

....̂SJU; b b F - HU -L'13U337b 
(Pending) 
NSL 

(U) 
EOPS -
NSL b: 

(U) TOLL RECORDS; 
NATIONAL SECURITY LETTERS (NSLs) 

bl 
b7A 

b2 
b6 
b7C 
b7E 

bl 
b7A 

(U) Synopsis : Na) Approves the issuance of an ECPA National Security 
Letter (NSI^7\provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

(S) 

m X > Dert 
äsify On: 

Case ID 
bbi1 -Hy-L13 U3 3 / b 

Serial : 
NSL 

(S ) SE^T^SL.VICblOSSS-u 

(S) 

bULÓA 

.bl 
b2 
b7E 

bl 
b7A 
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Enclosure(s): (U) Enclosed for the Resident Agency 
is an original and a ropy nf a National security Letter, dated 
10/18/2005, addressed to] Attn: 

requesting information reiatea to electronic communications services" provided to 
Details- (S//Kr fVM Tnfo-rmat-inn ahm / 

2 
b2 
b4 
b6 
b7C 
b7D 
b7E 

bl 
b2 
b4 
b7D 
b7E 
b7A 

ISL 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

bl 
b2 
b4 
b7D 
b7E 
b7A 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the| | Field Office. The institution should neither send 
the records through the mail, nor utilize the name of the subject or 
any identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

(U) The| |Field Office should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

IA 
(U) Anv questions regarding the above can be directed to FBIHO 

or TIS 
Should the institution be unable to fully comply with 

this request due to lack of specificity or should the institution 
require more detailed information to locate such records, the 

br TIS Field Office should immediately contact IA 

b2 
b7E 

b2 
b6 
b7C 
b7E 
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for additional information. 
LEAD(s): 
Set Lead 1: (Action) 

FIELD 
AT 
(U) Hand deliver enclosed NSL as indicated above. Upop. 

receipt of requested records, notify IA| 
or TIS to coordinate immediate delivery of 

records to FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 
4343 . 
Set Lead 2 : (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

IU> V^S^NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS II b2 

(U) Read and Clear 

SE^ETNSLVIQ.10857 
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Precedence: Priority 
To: Counterterrorism 

General Counsel 
Attn: 
Attn: 

Attn: 
Attn: 

I TOS 
S SA 

Date: 10/05/2005 
T/CONTTfi 14 

National Security Law Branch 
DGQ 
UC 
SA 
SSA 
SA 

Julie F. Thomas 

From: Counterterrorism 
CXS/EOPS/L 
Contact : IA 

Ar 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Rogers Glenn T 

Drafted By: 
Case ID #: 

b2 
b6 
b7C 
b7E 

(S) 
(S 

(Pending) 
ending) 

bl 
b2 
b7A 
b7E 

Title: 
(U) 

>gf ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT: 

I 

b2 

(U) 

(U) 

bl 
b7A 

Synopsis: ^S^ Approves the issuance of an ECPA National 
Security Lefex̂ r (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

bl 
fc>2 
b7A 
b7E 
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Enclosure(s): (U) Enclosed for the 
of a NSL, dated 10/04/2005, address« 

Pipi H nfflPû io => pnnv Enclosure(s): (U) Enclosed for the 
of a NSL, dated 10/04/2005, address« 2d to 

<U) 

requesting names, addresses, length of service, billing records, 
and electronic communication transactional records for the 
website listed below. 
Administrative:he) Portions of this document carrying 
classification markings may not be incorporated into any criminal 
affidavit, criminal court proceeding or unclassified 
investigative file. The information in this document is intended 
to be used for lead or background purposes only. 

b6 
b7C 
b7D 
b2 
b7E 

(Dt-
CS 

X M 

1 

bl 
b2 
b7E 

bl 
b2 
b6 
b7A 
b7C 
b7E 

initiated by [ 
(S//OC/NF) The above captioned investigation was 

Division to bl 
b2 
b6 
b7C 
b7D 
b7E 
b7A 

(S//OC/NF) This electronic communication requests 
issuance of a NSL to obtain electronic transactional records from 

(fi//OC/NF) 

bl 
b2 
b7A 
b7E 
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b2 
b7E 
b7A 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to produce the records personally 

bl 
b2 
b7A 
b7E 

to an employee of the Field Office within 5 business days 
The electronic communications of receipt of this request, 

service provider should neither send the records through the 
routine mail service nor utilize the name of the subject or any 
identifying information related to the subject in any telephone 
calls to the FBI. 

b2 
b7E 

(U) Upon serving the NSL, should remind the electronic 
service provider that it is pronioiced from disclosing that the 
FBI has made this request. 

(U) On 11/9/2001, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Information received from an electronic communications 
service provider may be disseminated to an agency of the United 
States only if such information is clearly relevant to the 
authorized responsibilities of such agency. 

The Division, prior to serving the NSL, should 
b2 
b7E 

conduct threat assessment on the company and its owner or 
company officers. If information developed is derogatory or 
indicates .a potential compromise of FBI interest in the website 
to a terrorist group, should contact FBIHQ immediately. 

FBIHQ. SSA 
(U) Any questions regarding the above can be directed to 

] or IA 
Should the institution be unable to fully comply with 

this request due to lack of specificity or should the institution 
require more detailed information to locate such records, the 
intormat i on 
LEAD(s) 

Division should contact SSA| "| or IA 

b2 
b6 
b7C 

for additional 

se^ET n s l v i o_ 1 0 S 6 Q 
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Set Lea,dtl: (Info) 
COUNTERTERRORISM 

AT ITOS I/CONUS 14 
(U) Read and clear. 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT NSLB 
m 

NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Action) 

AT 
(U) Hand deliver enclosed NSL following procedures 

outlined in this EC. Upon receipt of requested records. 
immediately submit results to IA 
Counterterrorism Division, CTD/CXS/EOPS, Room 4343 

Set Lead 4: (Info) 

FBIHQ, 

AT 
b2 
b7E 

(U) Read and clear. 

sì^ETNSLVIQa0861— 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date : 9/14/2005 
Attn: 

Attn: 

Attn: 

DGC Julie F. 
UC 

Thomas 
CTLTTT 
S SA 
S SA 
I T O S I I I S L U 
s s aI 

From: Counterterrorism 
Electronic Surveillance Operations Unit 
Contact: TIS 

Room 4 944 

b2 
b6 
b7C 
b7E 

Approved By: Thomas Julie F 
Hulon Willie E 
Lewis John E 
Bennett Laurie J 
fforrer-.Q G1 pnn T 

Drafted By: 
Case ID #: 

Title: (S) 

( U ) ^ 

(S) ) 
) STSL b 7 A 

EOPS-

bl 
b7A 

b2 
( U ) 

Synopsis : Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

(U) 

(S) 
X bl 

b2 
b7E 

Case ID : 

(S) 
bbF-HU-L'UUJJ I b 

Serial 
ISL 

SE^ET J 
bö9ü4 

bl 
b7A 
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Field Office is an Enclosure^) : (U) Enclosed for the 
original and a copy of a National Security Letter, dated 
Q/n /?nnc; t-r.1 

. s e curi] 
1 attn \ 1 

] requesting information related to electronic 
communications services provided to 

,(U) 
(S) retails: N47 /NF . OC) I 

m 
is requested to provide any and 

all subscriber or customer account information and information 
regarding electronic communications services provided to 
| | including, but not limited to, the following: 

( 3 ) ( 3 ) and that the subscriber is 
(s; 

b2 
b4 
b7D 
b7E 
bl 

bl 
b2 
b4 
b7D 
_b7E 
b7A 

b2 

b7C 
b7D 
b7E 

bl 
b4 
b7D 
b7A 

(U) On 10/17/2003, the Director designated'the FBI 
official, signing the attached National Security Letter, to make 
the required certification. 

(U) Arrangements should be made with the institution 
receiving the pnrl n.gprf Ipftpr to produce the records personally 
to an employee of the Field Office. The institution 
should neither send tine records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The ?ield Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

(U) Any questions regarding the above can be directed to 
FBIHQ, TIS Should the 
institution oe unaoie to runy comply witn cms request due to 
lack of specificity or should the institution require more 
detailed information to locate such records, the Field 
Office should immediately contact tor 
additional information. 

b2 
b6 
b7C 
b7E 

LEAD(s) 
Sj^é&r - NSL VIQ-1086^ 
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Set Lead 1: (Action) 

(U) Hand deliver enclosed NSL as indicated above. 
receipt of requested records, notify TIS 

Upon 
to coordinate immediate dku.VEIY ui L E C U I - U B L U 

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4944. 

b2 
b6 
b7C 
b7E 

Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) ^ S ^ NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS II 
(U) Read and Clear. 

. SE^ET N S L viO-10864 ^ 
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Precedence : PRIORITY 
To: General Counsel 

Counterterrorism 

Date: 9/6/2005 
Attn: DGf| JnliP F. Thomas 

UC 
Attn: 

Attn: 

CTLtrr 
SSA 
SSA 
ITQS TT TSTiTT 
IA 

From: Counterterrorism 
Electronic Surveillance Operations Unit. Room 4944 
Contact: TIS 

b2 
b6 
b7C 
b7E 

Approved By: Thomas Julie F 
Hulon Willie E 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 

Drafted By: 
Case ID #: (S) 

(S) 
> S £ (Ul -

Title: (S) 

- X ) (TJ) 

TSL (Pending) 
-NSL 

bl 
b6 
b7A 
b7C 

bl 
b7A 

EOPS 
NSL b2 

(U)- TOLL RECORDS; 
NATIONAL SECURITY LETTERS (NSLs) 

Synopsis:y^) Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

(U) - X bl 
b2 
b7E 

Case ID 

( S ) 
¿6F-HQ-Ò1303375 

rsL 
NSL 

Serial 
bBbbb 

S E M E T 

bl 
b7A 
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(Si Enclosure (s) : K̂t) Enclosed for the Field Office is 
an originaland.a copy of a National Security Letter, dated 
9/6/2005. addressed to 

requesting information related to e I P P I ~ R N N i r 
communications services providedto 

: s j Details: (S//NF,OC) Collection of FISA authorized electronic 

bl 
b2 
b7E 
b7A 

bl 
b2 
b4 
b7D 
b7E 
b7A 

bl 
b2 
b6 
b7A 
b7C 
b7E 

[Slf 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make 
the required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the| |Field Office. The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution b7E 
should not contact FBIHQ directly in any manner. 

(U) The |Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

. . SÇ&ÇETNSL VIO-10866 -

b2 
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(U) Any questions regarding the above can be directed to 
FBIHQ, TIS| | Should the 
institution be unable to fully comply with this request due to 
lack of specificity or should the institution require more 
detailed information to locate such records, the | 
Field Office should immediately contact |~for 
additional information. 
LEAD(s): 

Set Lead 1: (Action) 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, notify TIS 
| to coordinate immediate delivery or records to 
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4944. 
Set Lead 2 : (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS II I I t)2 
(U) Read and Clear. 

S E ^ E T M S L v i O - 1 0 8 6 7 . 
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Precedence : Priority 
To: Counterterrorism 

General Counsel 

Date: 08/31/2005 
Attn: TTOfi TT 

SSA 
Attn: National security Law Branch 

DGC Julie F. Thomas 
UCl 

Attn: 
From: Counterterrorism 

CXS/EOPS/ 
Contact IA 

Room 4343 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 

Drafted By: 
Case ID #: (S) 

(S) 
(Pending) 

•"ending) 

bl 
b7A 
b2 

Title: 
( U ) 

ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT; 

bl 
b6 
b7A 
b7C ^ 

synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(C) 

(ui-
tS) 

X 
^errTed-Fcogj^^G-a— 

b2 
b6 
b7C 
b7E 

b2 

bl 
b2 
b7E 

Division is an Enclosure (s) *. (U) Enclosed for the 
original and a copy of a NSL, dated 08/31/2005, addressed to 

requesting names,addresses,length of service and 
electronic communication transactional records for the 

b2 
b4 
b7D 
b7E 
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administrator of the website listed below. 
Administrative: C&T Portions of this document carrying 
classification maxkihgs may not be incorporated into any 
criminal affidavit, criminal court proceeding or unclassified 
investigative file. The information in this document is 

^-jntended to be used for lead or background purposes only. 
2. M)ëO Some of the Intelligence provided in this 
communication has been obtained by techniques authorized in 
the Foreign Intelligence Surveillance Act (FISA). Therefore, 
the intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in 
nature. No overt investigative steps should be undertaken 
based on reported intelligence without first receiving advice 

(Uj nd consent from FBIHQ. 
3' 5 0 u-s-c- Sect- 1 8 0 6 (b) & 1825 (c) of the FISA, 
recipients are reminded that there is to be no further 
dissemination or use of FISA-derived material in any criminal 
investigative activity, or dissemination of USPERS FISA-
derived information to any foreign government without prior 
approval of the Attorney General. This information may not be 
disseminated for any purpose without the prior approval of the 
federal Bureau of Investigation. 

(U) 

(S) 4 . Mr 

Page 

bl 
b2 
b7E 

Details: (S//OC/NF) bl 
b6 
b7A 
b7C 

(S//OC/NF) Since January 2005, Electronic Surveillance 
Operations and Sharing Unit(EOPS) has attended meetings with 
various Department of Defense (POD) and other Intelligence 
Community (IC)/ 

bl 
b2 
b6 
b7A 
b7C 
b7E 

uuîfvnrr 
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(S)- bl 

This EC documents the Deputy General Counsel's 
National Security Law Branch approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks electronic communication transactional records on 

( S ) 

(U) Queries in open source databases reveal that the 
web=itaf 
in 

has their Domain Registry listed 

(U) Arrangements should be made with the electronic 
communications service provider to provide the records 
personally to an employee of the FBI| Division within 
14 business days of receipt of this request. The electronic 
communications service provider should neither send the 
records through the routine mail service nor utilize the name 
of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. 

(U) Upon serving the NSL, should remind the 
electronic service provider that it is prohibited from 
disclosing that the FBI has made this request. 

(U) On 11/9/2001, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

bl 
b2 
b7E 
h"7 71 b2 
b7E 
b7A 

b2 
b7E 

(U) Information received from an electronic 
communications service provider may be disseminated to an 
agency of the United States only if such information is 
clearly relevant to the authorized responsibilities of such 
agency. 

(S)_ <U) •M. 

(U) • 
M . The [ ]Division, prior to serving the NSL, 

should conduct a threat assessment on the company and its 
owner or company officers. If information developed is 
derogatory or indicates a potential compromise of FBI interest 
in the website to a terrorist group, 
FBIHQ immediately. 

should contact 

(U) Anv questions regarding the above can be directed to 
FBIHO. T. AI or S SA 

3 Should the institution be unable to fully comply 
with this request due to lack of specificity or should the 
institution require more detailed information to locate such 

Sjï&̂ EJi NSL-V-IO-1O870— 

b2 
b7E 
bl 

b2 
b6 
b7C 
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Working Copy 

LEAD (s) : 
Set Lead 1: (Action) 

OFFICE OF GENERAL COUNSEL 
AT NLSB 

7 X) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Page 
b2 
b7E 
b6 
b7C 

Set Lead 2: (Action) 

AT 
(U) Hand deliver enclosed NSL following procedures 

outlined in this EC. Upon receipt of requested records, 
immediately submit results to IA FBIHQ, 

b2 
b6 
b7C 
b7E 

Counterterrorism Division, CTD/CSX/EOPS, Room 4343. 

Set Lead 3 : (Info) 
COUNTERTERRORI SM 

AT ITOS I] b2 

(U) Read and clear. 

S ^ E T ^ V10=40g71 
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Precedence : Priority 
To: Counterterrorism 

General Counsel 

From: Counterterrorism 
CXS/EQPS/I 
Contact : IA 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Rogers Glenn T 

Date: 08/29/2005 
Attn: 
Attn: 

Attn: 

ITOS II/ 
ITOS I/ETIU 
National Security Law Branch 
DGÇ_lIILLLÊ_E Thnmaa 
-Lie. 

Ip^^m A-ÌA-Ì 

b6 
b7C 
b7E 

Drafted By: 
Case ID #: (S) 

(S) 
(Pending) 

Fending) 
bl 
b7A 
b2 

Title: 
(U) 

ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
TTNTT ; b2 

(S) 
uu : nij 

Synopsis: Ĵ )-(C)Approves the issuance of an ECPA National 
Security Lertfer (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) 

bl 
b6 
b7A 
b7C 

bl 
b2 
b7E 

( £ ) ̂  
Enclosure(s) : 
ennv nf a NST,. 

(U) Enclosed for the 
dated 08/7.9/3005. adhîV^Hftfl 

Fielrl nffirp ia t £t± 

b2 
b4 
b7D 
b7E 

Case ID 

S) 

Serial : 

SE^ET [\isi_ viO-10872 ^ 

(Si 

bl 
b7A 
b2 



Page 3 

requesting names, addresses, length of service, billing records, 
and electronic communication transactional records for the 
individual(s) associated with the website listed below. 
Details: (S//OC/NFJ-STna-r-inn TTniV fttnPfiW 

- -i 1 1 • -- r\ - - ' — 

5) 
(S//OC/NF) 

bl 

1£L 

bl 
b2 
b6 
b 7 A 
b7C 
b7E 

(S//OC/NF) Accordingly, EOPS is issuing a NSL to 
1 for pi prtrnni r rnmmnni rration transactional records bl 
. K2 associated with the Specifically, EOPS is 

jggn-inrf a KTST. to r»ht~ a i ri Inns nr TP aHHrPHaPBi aapripjahp^ with the 
Information obtained b6 

J LijCi-Uil NSC~vIO-10S73- -b7A 
b7C 
b7D 
b7E 

bl 
b2 
b6 
b7A 
b7C 
b7E 

bl 
b2 
b6 
b7A 
b7C 
b7E 

bl 
b2 
b4 
b7D 
b7E 
b7A 
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s EC documents the Deputy General Counsel's National 
Security Law Branch approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/electronic communication transactional 
records associated with the following website: 

(S) 

bl 
b6 
b7A 
b7C 

IS) 
bl 
b2 
b7E 

It also seeks subscriber/billing records/electronic communication 
transactional records associated with the following user of the 

website: 

(S) 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to produce the records personally 
to an employee of the| Field Office. The institution 
should neither send tne records through the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

bl 
b2 
b7E 

(U) 
conduct a 

Field Office, prior to serving the NSL, should 
threat assessment on the company and its owner or 

If information developed is derogatory or indicates a 

b2 
b7E 

company officers 
potential compromise of FBI interest in the website 
to a terrorist group, 
immediately. The[ 

] Field Office should contact FBIHQ 
J Field Office should remind the 

electronic communications provider that it is prohibited from 
disclosing that the FBI has made this request. 

(u) Anv I-mesti nns regarding the above can 
FBIHQ, IA or S SA 

Should the institution be unable to fully comply with 
this request due to lack of specificity or should the institution 
rpmii re more detailed information to locate such records tjie 

Field Office should contact 
additional information. 
LEAD(s): 
Set Lead 1: (Action) 

GENERAL COUNSEL 

IA or S SA Î.S the 
_IK 

b2 
b6 
b7C 
b7E 

AT NSLB 
(U) NSLB is requested to review and approve the 

enclosed National Security Letter. 
_ _ _ _ _ _- , _^ECW^SUViO-10874= - -
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Set Lead 2 : (Action) 

AT 
(U) I I Hand deliver enclosed NSL following 

procedures outlined in this EC. Upon receipt of requested 
records, immediately submit results to IA 
Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 

b2 
b6 
b7C 
b7E 

FBIHQ, 

Set Lead 3 : (Action) 

AT 
(U) 

b2 
b7E 

necessary. 
Provide technical assistance to as 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT ITOS II 
(U) Read and clear. 

b2 

Set Lead 5: (Info) 
COUNTERTERRORISM 

AT ITOS I/ETIU 
(U) Read and clear. 

SECRET NSLVIO=10875 
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Precedence: Priority 
To: Counterterrorism 

General Counsel 
Attn: 
Attn: 

Attn: 

Date : 
ULI 

08/22/2005 
ZZL ITOS 

SSA 
National security 
DGCU_lLu_LL£_E. 
UC 

Law Branch 
Thomaq b2 

b6 
b7C 
b7E 

From: Counterterrori sm 
CXS/EOPSy 
Contact : IA 

Approved By: 

Tpp.fMTl 

• Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 

I) Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

<U) 

P K 

Enclosure (s) : (TT) Enclosed for the Division is an 

b2 

bl 
b6 
b7A 
b7C 

bl 
b2 
b7E 

requesting names, addresses, length of 

b2 
b4 
b7D 
b7E 

lE^.] 

Serial 
SECRET |NJSJ VIO-10876 :(SJ 

bl 
b7A 
_b2 
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service, billing records, and electronic communication 
transactional records for the administrator of the website listed 
below. 

Page 

(U) Administrative : This document is classified SECRET. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 

(U) 

(U) 

2 . ( X Some of the Intelligence provided in this communication 
has beeh obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 
3 . P e r 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

( s )4. X ) - T 
bl 
b2 
b7E 

Details: (S//OC/NF) Since January 2005, Electronic Surveillance 
Operations and Sharing Unit(EOPS) has attended meetings with 
various Department of Defense (POD) and other Intelligence 
Community (IC)f 

LdULiUS. 
S//0C/NF) In August 2005. POD proposed 

bl 
b6 
b7i 
b7. 

|U1 EOPS is requesting an NSL for those websites 
. . - . ? ^ E T N S L V I O - 1 0 8 7 7 - -



SEILET 
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which list domain registrations in the U.S. or are hosted on U.S. 
servers. The purpose of the NSLs is to determine any U.S. nexus 
of the website content owners or to determine if other criminal 
violations might have occurred. 
(U1 )?<?/OC/NF) EOPS is specifically interested in the following 
website: 

(S) 
r ^ n r , -s 1 U «- U 

bl 
b2 
b7E 
b7A 

(S) 

(S//OC/NF) Accordingly, EOPS is issuing an NSL 
bl 
b2 

(S) This electronic communication documents the Deputy 
General Counsel's National Security Law Branch approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records for the 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to produce the records personally 
to an employee of the FBI Division. The institution 
should neither send the records through the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 
(S) 

(U) The Division, prior to serving the NSL, should 
conduct xa threat assessment on the company and its owner or 
company officers. If information developed is derogatory or 
indicates a potential_ compromise of FBI interest in the website 
to a terrorist group, 
Upon serving the NSL, 

should contact FBIHQ immediately, 
should remind the electronic 

service provider that it is prohibited from disclosing that the 
FBI has made this request. 

SEp̂ ETf, 
N S L V I O - 1 0 8 7 8 

b7D 
b7E 
b7A 

bl 
b2 
b4 
b7D 
b7E 
b7A 

b2 
b7E 

bl 
b2 
b4 
b7C 
b7E 
b7A 

b2 
b7E 



Page 3 

(U) Any questions regarding the above can be directed to £ IA or SSAf 
Should the institution be unable to fully comply with this 

request due to lack of specificity or should the institution 
require more detailed information to locate such records, the 

J Division should contact IA 
additional information. 
LEAD(s): 
Set Lead 1: (Action) 

OFFICE of GENERAL COUNSEL 

or SSA for 

b2 
b6 
b7C 
b7E 

AT NLSB 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Action) 

AI 
(U) Hand deliver enclosed NSL following 

procedures outlined in this EC. Upon receipt of requested 
records, immediately submit results to IA| FBIHQ, 
Counterterrorism Division, CTD/CSX/EOPS, Room 4343. 

b2 
b6 
b7C 
b7E 

Set Lead 3: (Info) 
b2 
b7E 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT ITOS II 

b2 

(U) Read and clear. 

SE^ETNSLVI0.10879 
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Precedence: Priority 
To: Counterterrorism 

General Counsel 

From: Counterterrorism 
CXS/EOPS 
Contact : T7T 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Rogers Glenn T 

Date 
Attn: 
Attn: 

Attn: 

ITOS—LL 
SSA 

I 
08/22/2005 
ZZL 

National Security Law Branch 
DGC Julie F. Thomas 
nf I 

"fcoom 4343 b2 
b6 
b7C 
b7E 

Drafted By: 
Case ID #: (S) 

(S) 
(Pending) 

(Pending) 
Title: 

(U) 
ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 

(S) 

(U) 
S y n o p s i s : A p p r o v e s the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

( U ) Dèi 
D« 

:om : 
5H: 

(U) Enclosed for the Division is an Enclosure(s) 
original and a copy of a NSL, dated 08/22/2005, addressed to 

(SI 

1 
requesting names, addresses, length of 

bl 
b7A 
b2 

bl 
b6 
b7A 
b7C 

bl 
b2 
b7E 
b2 
b4 
b7D 
b7E 

Case I D : Serial bl 
S E Ò É E T M C I 1/TA m o o n b7A 

(S) (S) 
---b2 



SECRET ( 1 
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transactional records for the administrator of the website listed 
below. 

jjj 
Administrative : Portions of this document carrying 
classification markings may not be incorporated into any criminal 
affidavit, criminal court proceeding or unclassified 
investigative file. The information in this document is intended 
to be used for lead or background purposes only. 

U) -
2> ̂ S^T Some of the Intelligence provided in this communication 
has been obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

(U) 3. ^fel^Per 50 U.S.C. Sect. 1806 (b) & 1825 (c) of the FISA, 
recipients are reminded that there is to be no further 
dissemination or use of FISA-derived material in any criminal 
investigative activity, or dissemination of USPERS FISA-derived 
information to any foreign government without prior approval of 
the Attorney General. This information may not be disseminated 
for any purpose without the prior approval of the Federal Bureau 

, of Investigation. 
bl 
b2 
b7E 

Details (S//0C/NF) Since January 2 005, 
Ihas attended meetings witn 

IDUD ) and other Intelligence various Department or uererise 
Community (TC) bl 

b2 
b7A 

fq l lC\C /TsTF^—Tn aurmah P n 0 R DDD nrnnnspH 

bl 
b6 
b7A 
b7C 

(U) )*<f/OC/NF) EOPS is requesting an NSL for those websites 
which list domain registrations in the U.S. or are hosted on U.S. 
servers. The purpose of the NSLs is to determine any U.S. nexus 
of the website content owners or to determine if other criminal 

. _ -- - — ; SEffiETNSL VIO-10881 -:: -
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violations might have occurred. 
(U) 
W€ 

(5) 

EOPS is specifically interested in the following 
website : 

r 
H U P H P S -in nripn «mn-i-g Hafahasps r-pypal that- t-hg> ufpl-.a-ii-g 

bl 
b2 
b7E 
b7A 

(S//PC/NF) Accordingly. EOPS is issuing an NSL tof 

(S) This EC documents the Deputy General Counsel's National 
Security Law Branch approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/electronic communica 
records for the user contracting with 
website: 

(S) 

.ion transactional 

.0 register the 
bl 
b2 
b7E 

bl 
b4 
b7D 
b7A 

(U) On 10/17/2003, the Director designated the official b7A 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to produce the records personally to an 
employee of the FBI Division. The institution 
should neither send the records through the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

Division, prior to serving the NSL, should <U> - X The 
conduct a threat assessment on the company and its owner or 
company officers. If information developed is derogatory or 
indicates a potential compromise of FBI interest in the 
to a terrorist group,! [should contact FBIHQ immediately. 
Upon serving the NSL, should remind the electronic 
service provider that it is prohibited from disclosing that the 
FBI has made this request. 

(U) Anv questions regarding the above can be directed to 
FBIHQ, IA 

b2 
b7E 

or S SA 
Should the institution be unable to fully comply with tnis 

request due to lack of specificity or should the institution 
require more detailed information t-n inrafp such .rernrds, the 

b2 
b6 
b7C 
b7E 

Division should contact IA 
aaaitiohal information. 
LEAD(s): 

or SSi for 

S E 5 ^ T N S L V I 0 4 0 8 8 2 -
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Set Lead 1: (Action) 
OFFICE OF GENERAL COUNSEL 

AT NLSB 
T T N S L B is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Action) 

AT 
b2 
b6 
b7C 

(U) Hand deliver enclosed NSL following procedures b7E 
outlined in this EC. Upon receipt of requested records, 
immediately submit results to IA| | FBIHQ, 
Counterterrorism Division, CTD/CSX/EOPS, Room 4343. 

Set Lead 3: (Info) 
COUNTERTERRORISM i AT ITOS II,( | 

(U) Read and clear. b 2 

S^C R E T N S L V I O - 1 0 8 8 3 
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Precedence: Priority 
To: Counterterrorism 

General Counsel 

From: Counterterrorism 
CXS/EOPS, 
Contact : TTT 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Rogers Glenn T 

Date 
Attn: 
Attn: 

Attn: 

ITOS Iif 
SSA 

08/22/2005 
ZZL 

National Security Law Branch 
DGC-JLLLL£_E Thnmaa 
UC 

7Room 4343 

b2 
b6 
b7C 
,b7E 

Drafted By: 
Case ID #: (S) 

(S) 
(Pending) 

jend'ing) 
bl 
b7A 
b2 

Title 
( U ) 

M 

:s) 

F T . F C T R n N T r STTRVF.TTiTIÄNCF O P E R A T I O N S A N D S W A R R T N G 

UNIT: 
b2 

bl 
b6 
b7A 
b7C 

(U)Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

<U) 
(Si X 

(U 
Enclosure(s): (U) Enclosed for the 

bl 
b2 
b7E 

and a copy of a NSL. dated 08/22/2005, addressed to 
Division is an original 

requesting names, addresses, length of service, billing records, 

3 

b4 
b7D 
b2 
b7E 

Case ID Serial : 

(Si 

S E ^ E T N S L V I O - 1 0 8 8 4 
(S) bl 

b7A 
b2 



SECRET 
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and electronic communication transactional records for the 
administrator of the website listed below. 

(U) Administrative ) This document is classified SECRET. 
Portions of this'document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 

ijji 2, S o m e of the Intelligence provided in this communication 
lLU has oeen obtained by techniques authorized in the Foreign 

Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

(U) 3, ygtf Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

Details: (S//OC/NF) Since January 2005, Electronic Surveillance 
Operations and Sharing Unit(EOPS) has attended meetings with 
various Department of Defense (POD) and other Intelligence 
Community (IC)| 

(U
1 bl 

b2 
b7E (S) 

bl 
b7A 

(S//OC/NF) 

bl 
b6 
b7A 
b7C 

t U ) , bl 
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bl 
(U)4§^/0C/NF) EOPS is specifically interested in the following 

website : 

(S) This electronic communication documents the Deputy 
General Counsel's National Security Law Branch approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communi cation transacti onal records for the 
user contracting with 

(S) 

to register the website: 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to produce the records personally 
to an employee of the FBJ| |Division. The institution should 
neither send the records through the mail nor utilize the name of 
the subject or any identifying information related to the subject 
in any telephone calls to the FBI. The institution should not 
contact FBIHQ directly in any manner. 
(U) ] Division, prior to serving the NSL, should conduct 
a threat^ assessment on the company and its owner or company 
officers. If information developed is derogatory or indicates a 

: FBI interest in the website to a 
should contact FBIHQ immediately. Upon 
should remind the electronic service 

provider that it is prohibited from disclosing that the FBI has 
made this request. 

(U) Any questions regarding the above cai 
FBIHO. TAl I or SSA [ 

potential compromise o 
terrorist group, 
serving the NSL, 

Should the institution be unable to fully comply with this 
request due to lack of specificity or should the institution 

_ sirŝ ET N SL . V I Q - 1Q886-

bl 
b2 
b7E 

b7E 
b7A 

bl 
b2 
b4 
b7D 
b7E 
b7A 

bl 
b2 
b4 
b7D 
b7E 
b7A 

b2 
b7E 

b2 
b6 
b7C 
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require more detailed information to 1 orate such records. the -, ~ 
Division should contact IA or S S A f o r 

additional information. t)6 
LEAD(s) : b7C 

b7E 
Set Lead 1: (Action) 

OFFICE of GENERAL COUNSEL 
AT NSLB 

T J ^ ^ C N S L B is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Action) 

AT 
(U) Hand deliver enclosed National 

Security Letter following procedures outlined in this EC. Upon 
receipt of requested records, immediately submit results to IA 

FBIHQ, Counterterrorism Division, CTD/CSX/EOPS, 

b2 
b6 
b7C 
b7E 

RoOm 4343. 

Set Lead 3: (Info) 

b2 
b7E 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT ITOS II 
b2 

(U) Read and clear. 

S > £ R E T N S L V I O - 4 0 8 8 7 
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Precedence: Priority 
To: Counterterrorism 

General Counsel 

From: CounterterrpT"i fm 
CXS/EOPS 
Contact : ~TK 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Rogers Glenn T 

Date: 08/22/2005 
Attn: 
Attn: 

Attn: 

S SA 
3 II; 

DGC Julie F. Thomas 
UCl 

/Room 4 34 3 
b2 

b7C 
b7E 

!) Approves the issuance of an EC PA National 
Security Létter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) Derive 
:y On: 2 0 

(S) 

Enclosure(s): (U) Enclosed for the 

bl 
b2 
b7E 

Division is an 
original and a copy of a NSL, dated 08/22/2005, addressed to 

DZ 
b7A 

requesting names, addresses, length of service, billing records, 

bl 
b6 
b7A 
b7C 

b2 
b4 
b7D 
b7E 

Case ID : Serial : 
se^JET NSL VIO-10888 bl 

(S) " ~ 
/ (S) b2 



(U) 

(U)-

SE&RET I 
Working Copy 

and electronic communication transactional records for the 
administrator of the website listed below. 

Page 

(U) Administrative:^fcs^ This document is classified SECRET. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 
2 . J X Î Some of the Intelligence provided in this communication 
has "been obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 
3.^fêC Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

•ÎU) 
(S) 

Mr bl 
b2 
b7E 

Details: (S//OC/NF) Since January 2005, Electronic Surveillance 
Operations and Sharing Unit(EOPS) has attended meetings with 
various Department nf Defense LDÜJD a n H r » i - h e r i n t e l l i g e n c e 
Community (IC) 

(U) 

(S//OC/NF) 
bl 
b2 
b6 
b7C 
b7A 

--^Xs//0C/NF) EOPS is requesting an NSL for those websites 
which list 

E T N S L V I O - 1 0 8 8 9 

b2 
b7E 



Page 3 

^ j^//OC/NF) EOPS is specifically interested in the following 
website : 

(S) 
(S) 

i-tft miprjpR, in open source databases reveal that the website 
located in 

hap a Domain Registry listed as 
<S) bl 

b2 
b4 
b7D 
b7E 
b7A 

(S) This electronic communication documents the Deputy 
General Counsel's National Security Law Branch approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records for the 
user^gjntracting with to register the website: 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to produce the records personally 
to an employee of the FBI |Division. The institution 
should neither send the records through the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

bl 
b2 
b4 
b7D 
b7E 
b7A 

b2 
b7E 
b2 

bl 
b2 
b7E 
b7A 

( U ) The 

b2 
b7E 

Division, prior to serving the NSL, should 
conduct a threat assessment on the company and its owner or 
company officers. If information developed is derogatory or 
indicates a potential compromise of FBI interest in the website 
to a terrorist group, 
Upon serving the NSL, 
service provider that 

should contact FBIHQ immediately, 
should remind the electronic 

it 15 prohibited from disclosing that the 
FBI has made this request. 

(U) Any questions regarding the above r-a-n he Hir̂ rt-oH m 
FBIHQ, IA or S SA b2 

Should the institution be unable to fully comply with this 
request due to lack of specificity or should the institution 
require more detailed information to locate such records, the 

Division should contact IA or SSA 
ïjR|prnSL viCKLofeo-

for 
b7C 
b7E 
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additional information. 
LEAD(s): 
Set Lead 1: (Action) 

OFFICE of GENERAL COUNSEL 
AT NLSB 

iUi ^t^l NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Action) 

Page 

AT 
(U) 

b2 
b6 
b7C 
b7E 

Hand deliver enclosed National 
procedures outlined in this EC. Upon Security Letter following 

reneint. of requested records, immediately submit results to IA 
FBIHQ, Counterterrorism Division, CTD/CSX/EOPS, 

Room 4343 

Set Lead 3: (Info) 

b2 
b7E 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT ITOS Il/[ b2 
(U) Read and clear. 

S E Q I ^ T N S L V I O - 1 0 8 9 1 
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Precedence : IMMEDIATE 
To: General Counsel 

Counterterrorism 

From: Counterterrorism 
CXS/EOPS, 
Contact : A/ÜÜA 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Rogers Glenn T 

Attn: 

Attn 
Attn 
Attn 

Date: 08/19/2005 
National Security Law Branch 
DGC Julie F. Thomas 
UC 
TTtVw IM:UNUH iwiwnrr 13 
SSA 

1?nnm 4343 

b2 
b6 
b7C 
b7E 

Drafted By: 
Case ID #: 

Title: 
( U ) 

(S) 
(S) 

(Pending) 
(Pending) 

bl 
b7A 
b2 

ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT: 

bl 
b7A 

(U) Synopsis: J^f FBI HQ approves the issuance of an ECPA National 
Security Lëtter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

( U ) 

etasaified By : 
Reason 

7566, CXS/Ç!] 
T, 

Enclosure(s): (U) Enclosed for the Seattle Field Office is an 
original and a ronv of a NST,. dated Ofi/l 7/2005. addressed to 

requesting names, addresses, 
length of service, billing records, and electronic communication 
transactional records for the registrant of the domain name 

b2 

b7D 



SE^ET 
— Working Copy Page 

listed below 
Details: (S) bl 

b2 
b6 
b7C 
b7E 
b7A 

bl 
b7A 

According to the Electronic Surveillance Operations and 
Sharing tfnit (EOPS) open source research, the domain was 
registered using services provided by 

( R / / n r / v n ? \ PnnHPmiPnt-1 v. EDPS is -issuing a NST. tr 

bl 
b4 
b7D 
b7A 
b2 

( U ) ^fS^This electronic communication documents the Deputy 
General Counsel's National Security Law Branch approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records associated 
with the following website: 

bl 
b2 
b4 
b7D 
b7E 
b7A 

(S) 

(U) On 10/17/2003, the FBI Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosei 
to an employee of FBI 
send the records througn tne mail nor utilize the name of the 
subject or any identifying information related to the subject in 
any telephone calls to the FBI. The institution should not 
contact FBIHQ directly in any manner. 

bl 
b2 
b7E 
b7A 

1etters to produce the records personally 
The institution should neither 

b2 
b7E 

S ^ R E T N S L V 1 0 - 1 0 8 9 3 _ 
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ID) > { 1)1 __ ivision, prior to serving the NSL, should 
conduct a threat assessment on the company and its owner or 
company officers. If information developed is derogatory or 
indicates a potential compromise of FBI interest in the website 
to a terrorist group, should contact FBIHQ immediately. 
Upon serving the NSL, should remind the electronic 
service provider that it is prohibited from disclosing that the 
FBI has made this request. 

b2 
b7E 

(U) FBI should remind the electronic communications 
provider that it is prohibited from disclosing that the FBI has 
made this request. 

(U) Any questions regarding the above can be directed to 
FBIHQ. A/SSA or S SA 

ruiiy comply Should the institution be unable to 
with this request due to lack of specificity or should the 
institution require more detailed information to locate sucfr 
records, FBI 
additional information. 
LEAD(s): 
Set Lead 1: (Action) 

OFFICE OF GENERAL COUNSEL 

should contact A/SSA or S SA for 

b2 
b6 
b7C 
b7E 

AT NSLB 
(U) 

enclosed NSL X NSLB is requested to review and approve the 

Set Lead 2 : (Action) 
COUNTERTERRORISM 

AT ITOS 1/CONUS 4/TEAM 13 
(U) Read and clear. 

Set Lead 3: (Info) 

AT 

b2 
b6 
b7C 
b7E 

(U) Hand deliver enclosed NSL following procedures 
outlined in this EC. Upon receipt of requested records. 
immediately submit results to A/SSA 
Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 

FBIHQ, 

Set Lead 4 : (Info) 
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AT 
(U) SSA Read and clear. 

b2 
b6 
b7C 
b7E 

S E ^ Ç T N S L V I O - 1 0 8 9 5 
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Precedence : 
To 

PRIORITY Date: 08/08/2005 
Counterterrorism 
General Counsel 

Attn: 
Attn: 

Attn: 
Attn: 

ITOS II/| 
National security Law Branch 
DGC Julie F. Thomas 
TTC I 

I 

From: Coun t e r t e r r Qjd_sm 
CXS/EOPS J 
Contact : IA 

SA 

IROOTTI 434T 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Roaers Glenn T 

Drafted By: 
Case ID #: (S) 

(S) 
(Pending) 

Pending) 
bl 
b7A 
b2 

(U)'itl.e; ̂ S c ^ ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT: 

(S) 
UU : H (J 

bl 
b6 
b7A 
b7C (U) 

Synopsis Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) X 
<S) 

b2 

Enclosure(s): (U) Enclosed for the 
an original and a copy of a NSL, dated 08/08/2005, 

bl 
b2 
b7E 

b2 
b6 
b7C 
b7E 

Field Office is 
addressed to 

b2 
b7E 

Case ID 

(3) 

1 -

Serial : bl 
S É 9 6 Ç T N S L V I O - 1 0 8 9 6 

b2 
. _.b7A 

(S) 



Page 3 

requesting names, addresses, length ot service, 
billing records, and electronic communication transactional 
records for the registrant of the domain name listed below. 
Details: (S//OC/NF) The T?1 artrnni p Surveillance Operations and 

and the U.S. Intelligence Sharing Unit (EOPS), FBI 
fnmmimitv have identified a website associated with the 

This website is | This1 
electronic communication requests issuance or a waL to obtain 
information regarding the individual(s) who registered the domain 
for this website. Details follow: 

(S//OC/NF) EOPS, FBI and the U.S. Intelligence 

(S//OC/NF) FBI source reporting indicates that the 
administrator of this website has posted statements on behalf of 

bl 
b2 
b6 
b7A 
b7C 
b7E 

b7C 
b7D 

bl 
b2 
b6 
b7A 
b7C 
b7E 

(<i / /HC /MF) anp^innlv I 

(S//OC/NF) FBI source reporting indicates that this 

[ 
(S//OC/NF) In the process of attempting this recreation of 

According to EOPS open source research, the 
domain waa zeyisteze'd using services provided by 

bl 
b2 
b4 
b7D 
b7E 

(S//OC/NF) Consequently, EOPS is issuing a NSL to |to 
determine the identity of the individual(s) who registered the 

and to obtain electronic communication 
transactional fêCôlfds and subscriber information associated with 
the 

"bl 
b2 
b6 
b7A 
b7C 
b7E 
b4 
b7D 

bl 
b2 
b6 
b7A 
b7C 
b7r 
bl 
b2 
b6 
b7A 
b7C 
b7E 
bl 
b2 
b6 
b7A 
b7C 
b7E 

(U) This electronic communication documents the Deputy 
General Counsel's National Security Law Branch approval and 
certification of the enclosed NSL. For mandatory reporting 

S ^ R E T N S L V I Q - 1 0 8 9 7 



Page 3 
'purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records associated 
with the following website: 

(S) 

(U) On 10/17/2003, the FBI Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

bl 
b2 
b7E 
b7A 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to produce the records personally 
to an employee of FBI The institution should 
neither send the records through the mail nor utilize the name of 
the subject or any identifying information related to the subject 
in any telephone calls to the FBI. The institution should not 
contact FBIHQ directly in any manner. 

(U) FBI should remind the electronic 
communications provider that it is prohibited from disclosing 
that the FBI has made this request. 

(U) a n y n i i p g t - i n n . g r-errar-HH nrt t h e a h p v p c a n 
FBIHQ. IA or S SA 

Should the institution be unable to fully comply with 
this request due to lack of specificity or should the institution 
remn're mpre detailed -information to locate such records, FBI 

should contact IA 
information. 
LEAD(s): 

or SSA | "| for additional: 

b2 
b7E 

b2 
b6 
b7C 
b7E 

Set Lead 1: (Action) 
GENERAL COUNSEL 

(U) 
enclosed 

AT WASHINGTON, DC 
NSLB is requested to review and approve the 

Set Lead 2 : (Action) 

AT 
(U) Hand deliver enclosed NSL following procedures 

outlined in this EC. Upon receipt of requested records, 
immediately submit results to IA| Daughtry, FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 

b2 
b6 
b7C 
b7E 

Set Lead 3: (Info) 
SE N S L V I O - 1 0 8 9 8 
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COUNTERTERRORISM 
AT WASHINGTON, DC 
(U) ITOS Il[ 

Set Lead 4: (Info) 

For information only. b2 

For information only. 

b2 
b6 
b7C 
b7E 

ECÏ(E SECRET N S L V I 0 1 0 8 9 9 
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Precedence : PRIORITY Date: 08/08/2005 
To: Counterterrorism 

General Counsel 

From: Counterterrorism 
CXS/EOPS/I 
Contact : IA 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie 
Rogers Glenn T 

Attn: 
Attn: 

Attn: 
Attn: 

ITOS II, 
National security Law Branch 
DG< 
HC £ Julie F. Thomas 
"57T b2 

iRoom 4343 
b7C 
b7E 

Drafted By: 
Case ID #: 

(U) ... 
Title: 

(S) 
(S) 

M 

(Pending) 
Pending) 

bl 
b7A 
b2 

ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT; b2 

:s) 

in). 00: HQ 
Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(C) M 
(S) 

CXS/CTD 
5(c) 

bl 
b6 
b7A 
b7C 

bl 
b2 
b7E 

Enclosure(s): (U) Enclosed for the Field Office is 
an ori cri na 1 and a oonv of a NST. datpH Cifi/CiR/7()()̂  aHHr-̂ .g.ejpH t-r, 

requesting names, addresses, length of service, 

b2 
b4 
b6 
b7C 
b7D 
b7E 

Case ID 

(S) 

Serial 
SEÒtf T N S L V I O - 1 0 9 0 0 

:(SJ ._bl _ 
b7A 
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billing records, and electronic communication transactional 
records for the registrant of the domain name listed below. 
Details: (S//OC/NF) The Electronic Surveillance Operations and 
Sharing Unit (EOPS) , FBIl I rhe tt a Tnt-ei i -irrere 
Community have identified a 

Page 

(S//OC/NF) FBI f lsource reDortincr indicates that the 

(S//OC/NF) FBI source reoortina indicates that this 

/ / /HC /\TT7) Tn hhe nrnrpaa nf sM-pmnt-inn Uni s rpproat"inn rcF 

electronic communication documents the Deputy 
General Counsel's National Security Law Branch approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional^ r^j^rds associated 

—: = : ~ 

bl 
b2 
b6 
b7A 
b7C 
b7E 

bl 
b2 
b6 
b7A 
b7C 
b7E 
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with the following website 

(U) On 10/17/2003, the FBI Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to nrodure the records personally 
to an employee of FBI The institution should 
neither send the records through the mail nor utilize the name of 
the subject or any identifying information related to the subject 
in any telephone calls to the FBI. The institution should not 
contact FBIHQ directly in any manner. 

(U) FBI should remind the electronic 
communications provider that it is prohibited from disclosing 
that the FBI has made this request. 

(U) Any questions regarding the above can 
FBIHQ, IA or S SA 

hp di rented to 

Should the institution be unable to fully comply with 
this request due to lack of specificity or should the institution. 
require more detailed information to locate such records, FBl|_ 

should contact IA 
inrormatio'n. 

or SSA I I for additional 

b2 
b7E 
b7A 

b2 
b7E 

b2 
b6 
b7C 
b7E 
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Precedence: Priority- Date: 08/05/2005 

To: Counterterrorism 

General Counsel 

From: Counterterrorism 
CXS/EOPS 
Contact : 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Rogers Glenn T 

Attn: ITOS t /rnMTTc: i/Team 4 
CTAS/ 

Attn: National Security Law Branch 
DGÇ Julie Thomas 
UC 

Attn: SSA b2 
b6 
b7C 
b7E 

'Room 4343 

Drafted By: 
Case ID #: (S) 

(S) 
(Pending) 
(Pending) 

(U)Title : (Y) ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT: 

bl 
b2 
b7A 
b7E 

b2 

(S) XA) bl 
b7A 

( U ) 

S y n o p s i s : A p p r o v e s the issuance of an ECPA National 
Security Lefrber (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 
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bl 
b2 
b7E 

Reference: (S) 
Enclosure(s): (U) Enclosed for the 
original and a copy of a National Security Letter, dated 
07/25/2005, addressed to I 

Field Office is an 

IL 
requesting names, addresses, length of service, billing records, 
and electronic communication transactional records for the 
account holder assigned the IP address at the date and times 
specified below. 
Details: (S//NF) The Electronic Surveillance Operations and 
Sharing Unit (EOPS)'s 
conducted an analysis of a[ 

has 

(S) On 04/11/2005, CTAS requested that 

b2 
b4 
b7D 
b7E 

bl 
b2 
b7E 
b7A 

bl 
b2 
b6 
b7C 
b7E 
b7A 

(S) On 04/14/2005, 
the romnanv nrovidinaf 

issued a Patriot Act Letter to 

nq \/Tn-mgn4 

bl 
b2 
b4 
b7D 
-b 7 E 
b7A 
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FBI with incomplete log information and CXS/EOPsJ ~|could not 
determine an IP address used to make the threat posting. 

On 07/09/2005. CXfi/EOPfi LS) i Pi BIT ed a Patria ar-t 

L C L i — P Y g / u n p g ^ 

bl 
b2 
b4 
b7D 
b7E 
b7A 

bl 
b2 
b7E 
b7A 

bl 
b2 
b7E 
b7A 

bl 
b2 
b4 
b7D 
b7E 
b7A 

bl 
b2 
b6 
b7C 
b7E 
b7A 
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This electronic communication documents the Deputy 
General Counsel's for the National Security Law Branch approval 
and certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following IP Addresses: 

(S) 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make 
the required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 

"I field office. The institution to an employee of the 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The field office should remind the 
institution that it is prohibited from disclosing, that the FBI 
has made this request. 

( U ) A n v r m p f i t i n n s r p a a r H i n a t h e a h n w r a n be directed to 
FBIHQ, SA I lor S SA 
[ 

bl 

bl 
b2 
b7E 
b7A 

b2 
b7E 

J Should the institution be unable to fully comply 
with this request due to lack of specificity or should the 
institution require more detailed information to locate such 

b2 
b6 
b7C 
b7E 

records, the 
SA 
information. 

]Field Office should immediately contact 
or S SA for additional 

LEAD (s) : 
Set Lead 1: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS I/Team 4 
(U) Read and Clear 

Set Lead 2 : (Action) 
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AT WASHINGTON, DC 
NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

(U) 

Set Lead 4: (Action) 

AT 
(U) Hand deliver enclosed NSL as indicated above. Upon 

receipt of requested records, notify SAI | 
or SSA| |to coordinate 

b2 
b6 
b7C 
b7E 

immediate delivery of records to FBIHQ, Counterterrorism 
Division, CTD/CXS/EOPS, Room 4343. 

Set Lead 5: (Info) 
COUNTERTERRORISM 

AT CTAS b2 

(U) Read and Clear 
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Precedence: PRIORITY 
To: Counterterrorism 

General Counsel 

Date: 08/03/2005 
Attn: ITOS T / R T T T T 

ITOS II/ 
Attn: National Security Law Branch 

DGC Julie F. Thomas 
UC I 

Attn: 
From: Counterterrorism 

CXS/EOPS, 
Contact : TS-

*oom 4343 
b2 
b6 
b7C 
b7E 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Rogers Glenn T 

Drafted By: 
Case ID #: (S) 

(S) 
|( Pending) bl Pending) b7A 

Title: 
(U) 

) ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
T T N T T : 

b2 

(S) 

ini-
bì 
b7A 

Synopsis : isT Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

¡TJ) X ^ Ï À S S R R £ I * C L B 

(S) 

losure(s): (U) Enclosed tor the Field Office is a 

bl 
b2 
b7E 

com 
to|_ 

b4 
b7D 

Serial 
S È ^ Œ T N S L V I O - 1 0 9 0 8 

— • - ••••' ( S ) • --

bl 
Jo 7 A 
b2 
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requesting names, addresses, length of 
service, billing records, and electronic communication 
transactional records for the email address holder(s) listed 
below. 

'•T-T'' Administrative: (jS) This document is classified SECRET. 
Portions of this document carrying classification markings may 
not be incorporated into any criminal affidavit, criminal court 
proceeding or unclassified investigative file. The information 
in this document is intended to be used for lead or background 
purposes only. 

(U) 2 . S o m e of the Intelligence provided in this communication 
has iiefen obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

(Tji 3. Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. - person FISA-derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

Page 

b7D 

"CUÏ — 
4 . 

(S) 
M 

bl 
_b2 
b7E 

Hpt-ai 1 g ( a / / r > r / v n ? \ bopb hafi 

bl 
b2 
b7E 
b7A 

(S//OC/NF) The Electronic Surveillance Operations and 
Sharing Unit (EOPS) 

bl 
b2 
b7E 
b7A 

SffSRET N S I V 1 Ü - 1 Ü 9 0 9 



(S)— 1 
Page 3 
bl 

l o i 

(S//OC/NF) FBI source reporting and T IS T r analvRis 

:S//QC/WF) On 07/05/7.005. the s o n r o e r p n n r t - p H t h a t 

(S//OC/NF) 'USTC renorting as of 07/29/2005 confirmed that 

(S//0C/NF) CXS/EOPS and the USIC 

f.q//nr/MF) armrHinnlv. EOPS is issuing a National Security-
Letter to 

<u) T^KThis electronic communication documents the Deputy 
General Counsel's National Security Law Branch approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records associated 
with the following website: 

bl 
b2 
b4 
b7D 
b7E 
bl 
b2 
b6 
b7A 
b7C 
b7E 

bl 
b2 
b4 
b7D 
b7E 
b7A 

bl 
b2 
b7E 
b7A 
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b2 
b7E 
b7A 

Page 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to produce the records personally 
to an employee of the Field Office. The institution 
should neither send the records through the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

b2 
b7D 

(U) The Field Office should remind the electronic 
communications provider that it is prohibited from disclosing 
that the FBI has made this request. 

(U) Anv questions regarding the above ^ n hp H-i-rer-i-eH t-o 
FBIHQ. IA I br S SA 

b2 
b6 

Should the institution be unable to fully comply with b7C 
this request due to lack of specificity or should the institution require 
mora Het.ailed information to locate such records, the 

Field Office should contact IA SSA | "|for 
additional information. 
LEAD(s): 
Set Lead 1 : (Action) 

GENERAL COUNSEL 

(U) 
AT WASHINGTON, DC 

NSLB is requested to review and approve the 
enclosed NSL. 

Set Lead 2 : (Action) b2 
b6 
b7C 

AT 
(U) Hand deliver enclosed NSL following procedures 

outlined in this EC. Upon receipt of requested records, 
immediately submit results to Ii 
Counterterrorism Division, CTD/CXS/EOPS, 

FBIHQ, 
Room 4343. 

Set Lead 3: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
J&C R E T N S L V I O - 1 0 9 1 1 
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(U) ITOS I/ETIU. For information only. 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) ITOS II/ For information only. b2 

SEZRET N S L V I O - 1 0 9 1 2 



( SECRET ( 
Working Copy Page 1 

Precedence: Priority 
To: Counterterrorism 

General Counsel 

From: CounterterronLam. 
CXS/E0PS| " 
Contact : LÄ 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Rogers Glenn T 

Attn: 
Attn: 

Attn: 

Attn: 
Attn: 

Date: 08/01/2005 
ITOS I/CONUS II 
ITOS II/| | 
National security Law Branch 
DGC Julie F. Thomas 
UC 
National Infrastructure 
Proteotion/r'vbpr Pfimp 
SSA 

SSA 

T 

Room 4343 

b2 
b6 
b7C 
b7E 

b2 

b2 
b7E 

(U) 

Synopsis : 

Case ID 

IT - UNKNOWN FOREIGN POWER 
) Approves the issuance of an ECPA National Security 

Serial : 

E T N S L V I O - 1 0 9 1 3 

bl 
b2 
b7E 
b7A 



SE^ET 
- Working Copy - Page 2 

Letter (NSL). Also provides reporting data, and, if necessary, 
transmits the NSL for delivery to the electronic communication 
service provider. 

b7E , _ b2 
b7E 

pffice is a rnnv nf< -a -i Caniir-it-Tf T.qH-qv fî l-«̂  AP/AI /OAAC tO 
Enclosure(s): (U)Enclosed for the 

Details: (S//OC/NF) ITOS II/L 
^n^MiQv r-rz-vfroynmant- a/-ron/-w Vi a g I 

r l /BDP.q/ l I and 

b7D 
bl 
b2 
b6 
b7A 
b7C 
b7E 

( s / / Q C / N D T 

(S//OC/NF) In the past,/ 

(S//OC/NF) CXS / E O P s f 

Ï 

S^V/OC/NF) CXS/EOPS conducted an analysis of the 
^ S E C R E T N S L V I O - 1 0 9 1 4 

bl 
b2 
b6 
b7A 
b7C 
b7rbl 

b2 
b6 
b7A 
b7C 
b7E 
bl 
b6 
b7A 
b7C 

bl 
b2 
b4 
b7D 
b7E 
b7A 



(S) 
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Working Copy- Page 

(S)Accordingly, is requesting issuance of a 
Naf.inrial Ssniri f.v Letter to ohtain information assnfiatpH with 

This electronic communication also documents the General 
Counsel's approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/electronic communication transactional 
records for the user contracting with 
maintain/administer the website:: 

(S) 
(U) On 10/17/2003, the Director designated the official 

signing the enclosed letters as authorized to make the required 
certification. 

bl 
b2 
b7E 
b7A 

3 
bl 
b2 
b4 
b7D 
b7E 
hTî, 
bl 
b2 
b6 
b7A 
b7C 
b7E 

b7D 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to produce the records personally 
to an employee of the| | Field Office. The institution 
should neither send tne records through the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

b2 
b7E 

(U)The ]Field Office should remind the electronic 
communications provider that it is prohibited from disclosing 
that the FBI has made this request, 

FBI H 
Ï' 

(U) Any questions regarding the above can be directed to 
IA | ~ |or SSA | 
Should the institution be unable to fully comply with this 

request due to lack of specificity or should the institution 
require more detailed information to innatp. surh rprnHa_ the 

Field Office should contact 
ror additional information. 
LEAD(s): 

SA or SSA 

b2 
b6 
b7C 
b7E 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to review and approve the 

SECSÇT N S L V I O - 1 0 9 1 5 _ 
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I ! 
Page 

enclosed National Security Letter, 

Set Lead 2 : (Action) 

AT 
(U) SSA Hand deliver enclosed NSL 

following procedures outlined in this EC. Upon receipt of 
requested records, /immediately anhmii-^panH-g to SA 
CTD 

1 or SSA 
Room 4J4J . 

Counterterrorism Division, 

b2 
b6 
b7C 
b7E 

Set Lead 3: (Action) 

AT 
(U) SSA 

assistance in obtaining the 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) ITOS II/| I 

As necessary, provide technical 

For information only. b2 

b2 

b7C 
b7E 

Set Lead 5: (Info) 

AT 
(U) SA For information only. 

b2 
b6 
b7C 
b7E 
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Precedence 
To 

PRIORITY 
Counterterrorism 
General Counsel 

From: Counterterrorism 
CXS/EOPS/ 
Contact : TK 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Rogers Glenn T 

Date: 08/01/2005 
Attn: ITOS II/ 
Attn: National Security Law Branch 

DGC Julie F. Thomas 
UC 

Attn: Coynterterrori srn 
SA 

/Room 4343 

b2 
b6 
b7C 
b7E 

Drafted By: 
Case ID #: (S) 

(S) 
bl 
b7A 
b2 

Title: 
(U) 

ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT: 

b2 

(s) 
(U) 

Synopsis : Approves the issuance of an ECPA National 
Security Letter (NSL). Also provides reporting data, and, if 
necessary, transmits the NSL for delivery to the electronic 
communication service provider. 

bl 
b2 
b7E 

Enclosure(s) : (U) Enclosed for the[ 
National Security Letter, dated 08/01/2005 

jField Office are is 
addressed td 

Case ID 
(S) 

Serial 
SECRET N S L VI(J)-^0917 

bl 
b6 
b7A 
b7C 

b2 
b4 
b7D 
b7E 

bl 
b7A 
b2 
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FBIHQ, CTD, CXS, EOPS is requesting names, addresses, length of 
service, billing records, and electronic communication 
transactional records for the administrator of the website listed 
below pursuant to Section 2709. 
Detail:H: R S / / N R / N F I nn ?/?n/05 

bl 
b2 

b6 
b7A 
b7C 
b7D 
b7E 

( a / / r > r / v n ? ) 

bl 
b2 
b4 
b7D 
b7E 
b7A 

On p.np.q determined that the noer- of the 

The communications are suggestive that the user of 

is issuing a National Security Letter 
to obtain subscriber information, 

including names, addresses, length of service, billing records, 
syRET N S L V I Q - 1 0 9 1 8 

bl 
b2 
b4 
b7D 
b7E 
b7A 

bl 
b2 
b4 
b7D 
b7E 
b7A 

b7D 
:b2 



Page 3 

(S) and electronic communication transactional records for the administrator of the /ebsite. 
tUi Jsi This electronic communication also documents the Deputy 
General Counsel's National Security Law Branch approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 

i| g jrecords/electronic oopimuni oat i on transactional records for the 

b2 
b7E 
bl 

user contracting with 
maintain/administer t 

to 
le website: 

(S) 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the| |Field Office. The institution 
should neither send the records through the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

bl 
b2 
b4 
b7D 
b7E 
b7A 

(U) The Field Office should remind the electronic 
b2 
b7E 

communications provider that it is prohibited from disclosing 
that the FBI has. made this request. 

(U) Any questions regarding the above c 
FBIHQ. IA 

n hp riireotpH to b2 
b6 ^ or SSA 

Should the institution be unable to fully comply with this request fo-jQ 
due to lack of specificity or should the institution 
recuire more detailed information to locate such records, the b7E 

Field Office should contact IA 
additional information. 
LEAD(s) : 
Set Lead 1: (Action) 

GENERAL COUNSEL 

or SSA I "|Eor 

AT WASHINGTON, DC 
(U) NSLB is requested to review and approve the 

enclosed NSL. 

Set Lead 2 : (Action) 
b2 
b7E 



( SEC^T ( 
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Security Letter following procedures outlined in this EC. Upon 
receipt of requested records, immediately submit results to IA 
I I FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, 
Room 4343. 

(U) 
assistance. 

. For information and technical 

Page 4 
b2 
b6 
b7C 

b2 
b7E 

Set Lead 3: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) ITOS II For information only. b2 

S E C R E T N S L V I Q - 1 0 9 2 0 
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Precedence : PRIORITY Date: 07/26/2005 
To: Counterterrorism 

General Counsel 
Attn: 
Attn: 

Attn: 

ITOS I/ETIU 
National Security Law Branch 
DGC Julie F. Thomas 
ucf 

From: Count erterrajd_sm 
CXS/EOPS/ 
Contact : IA 

'Room 4343 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Rogers Glenn T 

b2 
b6 
b7C 
b7E cm 

Drafted By: 
Case ID #: (S) 

(S) 
Title: 

(U) 

Pending) 
(Pending) 

bl 
b7A 
b2 

(X) ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
IJNTT : 

(S) 
(U) uu : iiy 

Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) M 

(S) 

(S) 
Enclosure (s) : Enclosed for the Field Office is a 
rnnv of a National Spmir-j tv T,phfpr dated D7/S>fi/9Drm aHHrpggprl 
tc 
requesting names, addresses, length of service, billing records, 

Case ID Serial 
Ì È ^ E T N S L V I O - 1 0 9 2 1 

(S) 

b2 

bl 
b6 
b7A 
b7C 

bl 
b2 
b7E 

bl 
b2 
b4 
b7D 
b7E 

bl 
b7A 
:b2 
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and electronic communication transactional records for the 
individual(s) associated with the website listed below. 
nfit.ai.1fl: (S / /OC/NF) CXS/EOPS has identified a wphsifp that- was 

This electronic communication requests issuance of a National 
SEcurity Letter to obtain log files and subscriber records from 
thel " 

Page 3 

bl 
b2 
b7E 
b7A 

b7E 
b2 

^ { 

(S) 

(s//or/NF) CXS/EOPS conducted an analysis on the 
XS/EOPS and the U.S. Intelligence Community determined 

bl 
b7A 
b2 
b7E 

that the website has an 
indicates that the websiT^e-
to 

which 
is hsina host.eci on servers"belonging 

(S//OC/NF) Accordingly, EOPS is issuing a National Security 
Letter tc for electronic 
transactional records associated with the 
Specifically, EOPS is issuing a National seuunty m i mi—uu~ 

pommnni nati on 

obtain subscriber information for the administrator(s) operating 
SECRET NSL VIQ-10922 

the 

bl 
b2 
b4 
b7D 
b7E 
b7A 

bl 
b2 
b4 
b7D 
b7E 
b7A 



Page 3 

(U) V 
^^sK^This electronic communication documents the Deputy 

General Counsel's National Security Law Branch approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records associated 
with the following website: 

(S) 
(U) On 10/17/2003, the Director designated the official 

signing the enclosed letter as authorized to make the required 
certification. 

bl 
b2 
b7E 
b7A 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to produce the records personally 
to an employee of the] iField Office. The institution 
should neither send the records through the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the electronic 
communications provider that it is prohibited from disclosing 
that the FBI has made this request. 

b2 
b7E 

FBIHQ. IA 
(U) Anv questions regarding the above can be directed to 

or S SA 
Should tne institution t>e unable to fully comply with 

this request due to lack of specificity or should the institution 
require more detailed information to locate such records, 

Field i i 
' 'or SSAl 

the 

b2 
b6 
b7C 
b7E 

Office should contact IA 
additional information. 
LEAD(s) : 

or 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to review and approve the 

enclosed National Security Letter. 

Set Lead 2: (Action) 

AT 
(U) Hand deliver enclosed National Security 

Letter following procedures outlined in this EC. Upon receipt of 
requested records, immediately submit results to IAI 

SECRET N S L VIQ-109231 

b2 
b6 
b7C 
b7E 
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Working Copy Page 4 

b6 FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 
b2 

Set Lead 3: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) ITOS I/ETIU. For information only. 



Page 1 

Precedence : ROUTINE 
To: Counterterrorism 

Date: 07/14/2005 
Attn: SSA 

ITOS I/CONUS i/TeamT 
SSA[ 
ITOS I/CONUS II/Team 6 
UC 
ETI 

General Counsel Attn: National Security Law Branch 
DGĈ IlLlJ-e—E Thnmac 
UC 

Attn: SSA 
SSA 

From: Counterterrorism 
CXS/Electronic Surveillance Operations 
and Shariper Unit (KOPSÏ Rnnm 4 41 
Contact : 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Bennett Laurie J 
Pnrre-rg Gl enn T 

Drafted By: 
Case ID # (S) 

(S) 
66F-HÜ-C'13ü337b 

rSL (Pending) 
NSL (Pending) 

bl 
b7A 

Title: (S) 
bl 
b7A 

(U) Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

(U) - M bl 
b2 
b7E 

Enclosure(s): (U) Enclosed for the Field Office is an 

b2 
b6 
b7C 
b7E 

Case ID 

•(SJ 
6 6 F-HQ-C1303375 

STSL 
-NSL 

Serial : 

SEcXgT NSL VIO-ipgy 
bbUU/ bl 

b7A 
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.. Working Copy-

original and a copy of a National Security Letter. dat^d 
07/16/2005, addressed to 

Page 3 

requesting 
names, addresses, lengtn or service, Dining records, and 
electronic communication transactional records for the account 
holder assigned the IP address at the date and time specified 
below. 

b4 
b6 
b7C 
b7D 

Details: (S//NF)f An analysis of bl 
b2 
b4 
b7D 
b7E 
b7A 

This electronic communication documents the Deputy 
General Counsel for the National Security Law Branch's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following IP Address: 

(S) 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to 
make the required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records 

Field Office. The 
Ine lecuids through the mail, 

personally to an employee of the 
institution should neither send 
nor utilize the name of the subject or any identifying 
information related to the subject in any telephone calls to 
the' FBI. The institution should not contact FBIHQ directly in 
any manner. 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

(U) arnr mioal-inrig T-orrar-dH rirr fho aHoyg can Viga Hi rorhoH t-/~i 
FBIHQ, SSA or IA 

Should the institution be unable to fully 
comply witn tnis request due to lack of specificity or should 
the institution require more detailed information to locate 
such records 
contact SSA 
information, 

field Office should immediately 
or IA for additional 

bl 
b2 
b4 
b7A 

b2 
b7E 

b2 
b6 
b7C 
b7E 

LEAD(s): 
Set Lead 1: (Action) 

S E I ^ E T N S L V I O - 1 0 9 2 6 
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AT 
(U) Hand deliver enclosed NSL as indicated a 

Upon receipt of requested records, notify SSA 
] or IA [ 

Dove 
to coordinate 

immediately delivery of records to FBIHQ, Counterterrorism 
Division, CTD/CXS/EOPS, Room 4343. 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 
(èf ,C,NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

b2 
b6 
b7C 
b7E 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT ITOS I/CONSU II/TEAM 6 
(U) Read and Clear 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date 
Attn: 

7/13/2005 

Attn: 

Attn: 

D G r . T i l l i f t F . T b n m a . q 

UC 
CTLUÏ 
SSA 
SSA 
ITOS II I 
i a I 

b2 
b6 
b7C 
b7E 

From: Counterterrorism 
Electronic Surveillance Operations Unit, Room 4 944 
Contact: TIS 

Approved By: Thomas Julie F 

Drafted By: 
Case ID #: 

(U) 

Title: (S) 

Hulon Willie E 
Lewis John E 
Bennett Laurie J 
Rogers Glenn T 

(S) 
(S) 

bbF-HIJ-L'l 31)33 lb 

( U ) - X TTSTT 

ISL (Pending) 
NSL 

bl 
b6 
b7A 
b7C 

bl 
b7A 

b2 

(U)-

(U) 

TOLL RECORDS; 
NATIONAL SECURITY LETTERS (NSLs) 

Synopsis: Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

(U) x> 
Case ID 

(S) 
bbF-HU-L'13U33 I b 

STSL 
NSL 

Serial 

SECRET NSL VIO-10928 
( S T 

56183 
bl 
b7A 
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Working Copy- Page 

Field Office is Enclosure(s): (U) Enclosed for the 
an original and a copy of a Nationa1! security .better, dated 
7/13/2005, addressed to 

requesting lniüiiiidiiun rtèiaLëu 

(S) 
communications services provided providedtc 

rft fri^rvft»^ 

Details: ( S / / N F . O C ) i 

bl 
b2 
b4 
b7D 
b7E 
b7A 

bl 
b2 
b7E 

bl 
b2 
lb 4 
b7D 
b7E 
b7A 

ISL 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make 
the required certification. 

bl 
b2 
b6 
b7A 
b7C 
b7E 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the| |Field Office. The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 

SGFC&ET N S L V I Q - 1 0 9 2 9 

b2 
b7E 
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has made this request. 
(U) Any questions regarding the above can be directed to 

FBIHQ, TIS Should the 
institution be unable to fully comply with this request due to 
lack of specificity or should the institution reqiii-ce—mcuia 
detailed information to locate such records—the 1 
Field Office should immediately contact 
additional information. 

Ì R 

b2 
b6 
b7C 
b7E 

LEAD(s): 

Set Lead 1 (Action) 

San 
(U) Hand deliver enclosed NSL -iridi rated above 

receipt of requested records, notify TIS 
TTrtori 

b2 
b6 
b7C 
b7E 

to coordinate immediate delivery of records to 
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4944. 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS II b2 

(U) Read and Clear. 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date: 7/13/2005 
Attn: DGC Julie F. Thomas 

UC 
Attn: 

Attn: 

cTcm: 
S SA 
S SA TTn.g TT f 
IA 

From: Counterterrorism 
Electronic Surveillance Operations Unit. Rm 4363 
Contact: Tisl 

Approved By: TVi/̂ maa .T11H0 E_ 

b2 
b6 
b7C 
b7E 

Hulon Willie T 
Lewis John E 
Bennett Laurie J 
Ponors Glpnn T 

Drafted By 
Case ID #: :s) 

(S) 
(U) bbi)-hig-L.i-5UJj 

3L (Pending) 
tfSL bl 

b7A 

Title: 
(U) 

(U) 

(U) 

M EOPS 
NSL 
TOLL RECORDS; 
NATIONAL SECURITY LETTERS (NSLs) 

b2 

( U ) S y n o p s i s : A p p r o v e s the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

( U ) 
te 

issify On: 

Case ID 

(S) 

SL 
NSL 

Serial 

S E C ^ N S L V I 0 _ - ^ 3 I 
bbl86 

bl 
b7A 
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Enclosure (s) : (U) Enclosed for the Office is an 
original and a copy of a National Security Letter, dated 7/13/2005 
addressed to 

requesting mtormation related to_electronic 
communications services provided to 
Details: (S//NF,OC) Information about 
email service is provided through 

Indicates that their 
which receives 

internet service from| is 
requested to provide any and all suoscrioer or customer account 
information and information regarding electronic communications 
services provided tc including, but not limited to, the 
following: 

- any and all subscriber or customer account 
information and information regarding electronic 
communications services provided to 
including, but not limited to, the 
following; 
- confirmation that electronic communications 
destined to or originating from e-mail address of 
the form 
faciliti CHILI 

ransit to 

information regarding the physical location of 
Communications facilities which house electronic 
mail servers providing services to the electronic 
mail domain o] 
1 2 1 

(U) On 10/17/2003, the Director designated the FBI 
official signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally to 
an employee of the I iField Office. The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution should 
not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the 
S & S 3 Œ Ï N S L V I O - 1 0 9 3 2 

bl 
b2 
b7E 

b2 
b4 
b7D 
b7E 

bl 
b2 
b4 
b7D 
b7E 
b7A 

bl 
b2 
b4 
b7D 
b7E 
b7A 

bl 
b2 
b7E 
b7A 

b2 
b7E 
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institution that it is prohibited from disclosing that the FBI has 
made this request. 

TIS 
(U) Anv questions regarding the above can be directed to FBIHQ, 

Should the institution be 
unable to fully comply with this request due to lack of specificity , 9 
or should the institution require more detailed information to 
locate such records, the I iF-i el a nffirp should b6 
immediately contact TIS 
information. 
LEAD(s): 
Set Lead 1: (Action) 

for additional b7C 
b7E 

AT 
(U) Hand deliver enclosed NSL as indicated above, 

receipt of requested records, notify [_ 
U r i o n 

b2 
b6 
b7C 
b7E 

to coordinate immediate delivery of records to FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4944. 
Set Lead 2 : (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

(U) \ V 
PSA NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS II I I b2 
(U) Read and Clear. 
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