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Precedence: PRIORITY Date: 03/10/2004
To: General Counsel Attn: UC |
CTLUL
Counterterrorism Attn: SSA
ITQS
uc
ETIU b2
b7E
Attn: 1
l l bo
From: Counterterrorism b7
Electronic Suxveillance Operations Unit, Ry
Contact: SSA (202) 324
Approved By: Bowman Marion E
Drafted By:
Case ID #: (S} Pending) )
(S) bl
- &) T 6EF-HQ-C1303375 b2
.
Title: (S) ES(,
(a) TEOPS] | e
- NSL h7A

Synopsié?“iﬁiﬂ Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1

Dec On: X1-25

rl
[~ ©L7E
Enclosure{s): (U) Enclosed for thel is an bfﬁ
original and _a copy of a National Secyxritv Tettfey dafed 03/10/2004, o7E
addressed tol Attn: | b4
requesting names, addresses, b7D
length of service, billing records, and electronic communication be
transactional records for the account holder assigned the IP o
addresses at the date and times specified below. p7C
8-
Case ID {. bl
77

66F-HQ-C1303375 31759 bz
SESRET

NSL VIO-11416




Details:

Do

13y

of the

NF :
---- Working Copy ---- Page 2
(S//NF bl
b4
bi7D
Do
b7C
. . . . . b7A
0 e ~{8+—This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/electronic communication
transactional records on the following IP Address:

(U) On 10/17/2003, the Director designated the FBI official, ﬁ?Z
signing the attached National Security Letter, to make the required M
certification. 7D

_ LA

(U) Arrangements should be made with the institution receiving

the encloged letter to produce the records personally to an employee
The institution should neither send b2
the reCords tnrough the mail, nor utilize the name of the subject or L7k

any identifying information related to the subject in any telephone

calls to the FBI.

in any manner.

The institution should not contact FBIHQ directly

|should remind the institution

that it 1s prohibited Irom disclosing that the FBI has made this

(U)  Thd
request .

(U} Any guestjions
uc

egarding the above can be directed to FBIHQ,

(202)

324 or SSA
T NsL VTOTT917

oo

~1 N>

fx]
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(202) 324] ] should the institution be unable to fully comply
with this request due to lack of specificity or should the

insfltuL;Qn_xggu;rg_mQLg_detai1ed information to locate such reco
the should immediately contact UC

SSAl or additional information.

LEAD (s) :

Set Lead 1: (Action)
| b2
ATr_________] b7E
(U) Hand deliver enclosed NSL indi Upon
reﬁfiff:ff requested records, notify SSA (202)

324 0 coordinate immediate delivery of records to FBIHQ,
Counterterrorism Division, CTD/CXS/EOPS, Room 4648.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(&)
NSLU is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 1/Team 3
(U) Read and Clear.
Set Lead 4: (Info)

COUNTERTERRORISM

Al b2

(U) Read and Clear.
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Precedence: IMMEDIATE Date: 03/08/2004
To: General Counsel Attn: UC
CTLCOIT
Counterterrorism Attn: SSA
IT T7CONUS I/ TR 3
S8
IT eam 1
ucC
ETIU
SSA |
ETIU/Team & b2z
Attn: _Sa| | HIE
b6
Attn: b70

From: Counterterrorism

Electronic Surveillance Operations Unit, Rm 4363

Contact: SSA (202) 3241
Approved By:__Bowman Marion E
Drafted By:
Case ID #: (8) (Pending) Dol
(S) (Pending) H7A
Title: (8) o7C

SynopsiSY“:)Si: Approves the issuance of an ECPA National Security

Letter (NSL); provides reporting data; and,
transmits the NSL

if necessary,

for delivery to the electronic communications service

provider.1l

(UJ““~W::§§(: ived ¢ G-3
" De S1 On: X1-25

sf

ooo
1D

Enclosure(s): (U) Enclosed for the

original and a copy of a National Seécurity

Letcter, dated bh7E

3L37
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0 20 gssed to
requestITIg names, addresses, lengen or sService,

b1l1ling recoxrds, and electronic communj ional records
for the account holder assigned to the E-Mail

Accounts specified below.

NCRNS
[\

C
O

ol eles

(9]
~J
2

Detaile.  (a//NFi |

bl
b4
B7D
bTA

cm“”“"w:b&{ This electronic communication documents the National

Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/billing records/electronic communication
transactional records on the following IP addresses:

(5]
bl
nd
b7D
DTA

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally b2
to an employee of the The institution »IF
should neither send the records through the mail, nor utilize the .
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The instituticn
should not contact FBIHQ directly in any manner.

(U) The should remind the institution Ibe
that it is prOmibited rrom disclosing that the FBI has made this biE
request.

(U) | jon arding the above capn be di
N (202) 324 or SSA
2027) 324 ould the institution be unable to rully
mp W1l

ith this request due to lifing specificity or should the
S

oo
-y DO

!
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institution reguire more detai information to locate such
records, the should immediately contact UC
| or 8§ Tor additional information.

LEAD(s) :

Set Lead 1: (Action)

w |

(U) Hand deliver enclosed NSL
receipt of requested records, notify SSA

(202)324! to coordinate immediate delivery or records to

Countert ism Division, CTD/CXS/EOPS,
Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTCN, DC
R

as indicated above.

Room 4363.

NSLU is requested to record the appropriate

information needed to fulfill the Congressicnal reporting

requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 1/Team 3
{(U) Read and Clear.
Set Lead 4: (Info)
COUNTERTERRORISM
ITOS I/CONUS I/TEAM 1

(U) Read and Clear

Set Lead 5: (Info)

_|
]

oo
~1 N

3

K

NSL VIO-11421
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(U) Read and Clear

Set Lead 6: {Info)

COUNTERTERRORISM

(U) Read and Clear
Set Lead 7: (Info)

COUNTERTERRORISM

(U} Read and Clear

)@eﬁf NSL VIO-11422
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Precedence: IMMEDIATE Date: 03/08/2004
To: General Counsel Attn:
Counterterrorism Attn:
b2
' b7E
b6
bIC
Attn:
Attn:

From: Counterterrorism
Electronic Surveillance Operations Unit, Rm 4343
Contact: SSA (202) 324

Approved By: Bowman Marion E

Drafted By:

Case 1o #: 8] (Pending)
(S) (Pending) 7
(s) b
37 BOF-HQ-CIL303375 };6
Title: (8) o

(8

M gynopsis: ~ 1% Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1

iU)" m_mw“::ﬁét: Derive rom : G-3
Declassj On: X1-25 :
bl
x| N b2
18 Do

Enclosure(s): (U) Enclosed for theg Resident Agency is an L7E

|:S:I 66F-HQO-C1302375 31443

SL VIO-11423
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original and a copy of a ion Securi tter
03/08/2004 addressed to Attn: b4
b7D

L
| LCYUCOSL LI 1I4dRITS, dUUL TS oT S, LElgL UL SCL VLILET,

pi1illing records, and electronic communication transactional records
for the account holder assigned the IP addresses at the date and
times specified below.

Details: (S//Nﬂ |

... >A&] This electronic communication documents the Naticnal
Security Affairs Senior Counsel’s approval and certification of the

enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/electronic communication
transactional records on the following IP Addresses:

e N
bl
b4
biD
b7A

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of thd Resident Agency. The institution
should neither send the records through the mail, nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

%( NSL VIO-11424
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(U) The | Resident Agency should remind the b2
institution that 1t 1s prohibited from disclosing that the FBI h7E

has made this request.
] the abovye_¢an be di
(202) 3247 or SSA |
ould the institution be unable to b2

(U)

F%:ifi v
ully comply with this

L8]

request due to lack of specificity or L7E
should the institution reguire more detailed information to bé
locate such records, thel I i uld T
immediately contact UC oT SAI for b7C

additional informationt
LEAD (8) :

Set Lead 1: (Action)

b2
T
AT B
(U) Hand deliver enclosed NSL as indicated above. Upon
receipt of requested records, notify SSA (202)
324 to coordinate immediate delivery o©f reécords to FBLHQ, b2
Counterterrorism Division, CTD/CXS/EOPS, Room 4363. Bé

. v7C
Set Lead 2: (Action)

GENERAL COUNSEL
) AT WASHINGTON, DC
. NSLU is requested to record the appropriate

information neéded to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 1/Team 3
(U) Read and Clear.
Set Lead 4: (Info)
COUNTERTERRORISM
ITOS I/CONUS I/TEAM 1
(U) Read and Clear.

Set Lead 5: (Info)

MT NSL VIO-11425
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]
AT{_

(U) Read and Clear.

Set Lead 6: (Info)

COUNTERTERRORISM

(U) Read and Clear.
Set Lead 7: {(Info)

COUNTERTERRORISM

(U} Read and Clear.

b7E
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Precedence: IMMEDIATE Date: 03/08/2004
To: General Counsel Attn: UQ
CTLIO
Counterterrorism Attn: UC
ITOS 1 NUS 1
SS
IT eam 1 )
104 b2
I09 b7E
Attn: —SA nE
R AV
™ ,-'] (‘4
Attn: i

From: Counterterrorism
Electronic Suxveillance Operations Unit, Rm 4Eff

Contact: SSA (202) 323

Approved By: Bowman Marion E

Drafted By:

1

Case ID #: (S) | (Pending) B2
1 E— WMES{\ 66 ~-HQ-C1303375 vojE
; DITA

Title: (S) by
o7C

W gynopsis: - 3% Approves the issuance of an ECPA National
Security Letter (NSL),; provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.l

tUr.”mmwwm":sii Der . : G-3

isj: D ses1 . X1-25 ol
29| D4
p7E

Enclosure(s): {(U) Enclosed for the |is an o
original and a copy of a National Sécurity lLetter, dated b7E
03/08/2004, addressed to |

[ | reqtesTImgTIEMES T aTareSSES, TEIgTIT OT b4
service, billing records, and electronic communication b7D
transactional records for the account holder assigned to the b6

-Mail Accounts specified below.

el
[

Case ID : 46H[::]285643 Serial
AAF-HO-C1303378

SERRET NSL VIO-11427
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Details: (S//NF)|

oo

WI"“””";*Q) This electronic communication documents the National

(3]

Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes,

NSL seeks subscriber/billing records/electronic communication
transacticnal records on the following email address:

the enclosed

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the

required certification.

(U) Arrangements should be made with the institution

receiving the enclosed_1 r to
to an employee of the The institut

roduce the records personally

should neither send the records through the maiil,

ion

nor utilize the

name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) Thel

should remind the

institution that 1t 1§ prohibited Lrom

has made this request.

(U) An uestions regarding the above can be directed to
FBIHQ, UCI (202) 324| |or SSAl

[(z02) 32

should the institution r
locate such records, the
immediately contact UC
additional information.:

LEAD (s) :

Set Lead 1: (Action)

Should the institution be una
Tully comply with this request due to lack of specificity or

or

AT

etail information to
should

bz
b7E

Sl;réT NSL VIO-11428

\ disclosing that the FBI
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DTA
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{(U) Hand deliver enclosed NSL as indicated above.

receipt of requested records, notify SSA
(202)323| to coordinate immediate delivery of recoxrds toO
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4363.

Set Lead 2: (Action)
GENERAL COUNSEL
LT AT WASHINGTON, DC
o NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs. :
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 1/Team 3
{(U) Read and Clear.
Set Lead 4: (Iﬁfo)
COUNTERTERRORISM
ITOS I/CONUS I/TEAM 1

(U) Read and Clear

Set Lead 5: (Info}

OO
-1 N

™

AT

(U) Read and Clear

SMT NSL VIO-11429



SERRET
NF

---=- Working Copy ----

Precedence: IMMEDIATE Date: 03/05/2004

To: General Counsel Attn: UC |
CTLUL

Counterterrorism Attn: SSA

ITQS I/CONUS 1/TEAM 3
ucC
ETIU

Attn:

From: Counterterrorism
Eléctronic Survei igns Unit, Rm 4343
Contact: SSA (202) 324

Approved By: Bowman Marion E

Drafted By:

Case ID #: (8) Pending) nl
(S) D724
U)o M G6F-HQ-C13033756 e
Title: (S)
] EOPS-TECHX OPS;
(- NSL

Synopsis: ;§< Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.l

il]ﬁ HWMH.“::;%t: Deriwed m : G-3

Dec ST On: X1-25
X
(51

Enclosure(s): (U) Enclosed for the
original and a ccpy of a jonal
03/05/2004. addressed to

is an “

Page 1

~y
N

b7E
bo

o

piC

requesting names, addresses, length of
STIVICE, DIrrIng records, and electronic communication
transactional records for the account holder assigned the IP
addresses at the date and times specified below.

Case ID

fﬂj'":GeF-HQ-C13o3375 IT345

BBET gy vI0-11430
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Details: (S//NF)|

o

eNe)
G S

)
]
=R

o _"m;>s§ This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/billing records/electronic communication
transactional records on the following IP Address:

(5]

O
R

o oo
1 -2

=N

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached Naticnal Security Letter, to make the
required certification.

(U} Arrangements should be made with the institution
receiving the enclose ecords personally
to an employee of the The institution
should neither send thé records through the mail, nor utilize the
name of the subject or any identifying information related to the

L NSLVIO-11431
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subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The [should remind the

institution that 1t 1S prohibited from disclosing that the FBI

has made this reguest.

(U) Anv guestions regarding the aboy be directed tao
FBIH U (202) 324 ior SSA

(202) 324 Should the institution be unable to
Ully comply withLEﬁls request due to lack of specificity or
should the institution reguire more detailed information to
locate such records, t lshould
immediately contact UC or SSA for
additional information.

LEAD(s) :

Set Lead 1: {(Action)

b2
LTE

AT

(U) Hand deliver enclosed NSL as indicated above.

receift of requested records, notify SSA (202)

324
Counterterrorism Division, CTD/CXS/EOPS, Room 4343.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

LTI

“““wmszi:NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 1/Team 3
(U) Read and Clead
Set Lead 4: (Info)

COUNTERTERRORISM

b2

AT

S}’-‘@T NSL VIO-11432

to coordinate immediate delivery oI records To FBIHQ,

Page 3
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b7E
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b7E
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(U) Read and Clear.

SPeET gL VIO-11433
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Precedence: IMMEDIATE Date: 03/05/2004
To: General Counsel Attn: U(Q |
CTLUI
Counterterrorism Attn: SSA
ITOS 1/CONUS 1/TEAM 3
ucC
ETIU
Attn: )P4
b7E
From: Counterterrorism oYe)
Electronic Surveilllance Operations Unit, Rm 434 le
Contact: SSA (202) 324 -
Approved By:_Bowman Maxrion E
Drafted By:
Case ID #: (8) Pending) o
] (S) bl
[ jAMMWMWW_M_ BEF-HU-CI3U3375 b2
bTA
Title (s
|:'|'_'|':| e (X} EOPSA
NSL
(U
Synopsiéf““)xi Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service proyider.1l
-1 Derived\ From : G-3 )
(5 DeclaskiXy On: X1-25 bi
. b2
“5( b7TE
Enclosure(s): (U) Enclosed for the |is an
original and a copy of a ' i
03/05/2004, addressed to o
requestling names, addresses, length of ;bJ}J
- rds, and electronic communication o
transactional records for the account holder assigned the IP b0

addresses at the date and times specified below.

Case ID

YEn |

SEERE. g vI0-11434 B
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Details: (S//NF)|
bl
b4
LD
b7A
- - X7 This electronic communication documents the National

Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/billing records/electronic communication
transactional records on the following IP Address:

o

(8) -

@]
NG TG Q=

> O

opeRey

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the The institution 15
should neither send the records through the mail, nor utilize the .

name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) Thel |should remind the b2
institution that 1t 1s prohibited from disclosing that the FBI »7F

has made this request.

(U) An uestions regarding the aboye cap be dirfzsz ff
FBIHQ, UC (202) 324 or SSA N
| [202) 324 [ Should the institution be unable to bz
ully comply with this request due to lack of specificity or b7E
should the institution require more detailed information to b6

locate such records, t lshoul N7
immediately contact UC or for -

additional information. 8

LEAD (s) :

Set Lead 1: (Action)

SBSRET  NSL VIO-11435



T:
NF
---- Working Copy ---- Page

b2
b7E
AT
(U) Hand deliver enclosed NSL ag indicated ahove. Upon
receipt of requested records, notify SSA (202)
324 to coordinate immediate delivery O records to FBIHQ, )
Counterterrorism Division, CTD/CXS/EOPS, Room 4343. b6
' b7C

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
e NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
" AT ITOS I/CONUS 1/Team 3
(U) Read and Clear
Set Lead 4: {(Info)

COUNTERTERRORISM

(U) Read and Clear.

SBRRET S| VIO-11436
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Precedence: PRIORITY Date: 03/03/2004
To: General Counsel Attn: UC |
CTLU1
Counterterrorism Attn: SSA| |
ITOS_I1/CONUS IT1/Team 7
108
TFQS |
]
Attn: | .
b7E
From: Countertexrrorism e
Electronic Suxveillance Qperations Unit. Rm 4363 n70C
Contact: SSA 202) 324

Approved By: _Bowman Marion E

Drafted By:
Case ID #: (S (Pending) nl
11 EO (S] | b2
- }g) 6BF-HQ-CI303375
b7A
Title: (S)
(- -~ .1y EOPS] [

NSL
- s

Synopéiéf“:}ﬁi: Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits

the NSL for delivery to the electronic communications service
provider.1

g s - : .
' b2
15) 2 b7E

b2
Enclosure(s): (U) Enclosed for thel | Resident Agency is an 7
original and_a co of a National Securit ‘_,etterf dated 03i03f2004, b4
| TEequesting llanes, addresses, addresses, billing bLD
Tecords, and electronic communication transactional records for the <
account holder that attempted to perform transactions utilizing the b7C
Case ID |
gy -

66F-HQ-C1303375
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credit card number specified below.

Detailg: (S//NF.oc ]
b4
biD
b7A
(I - - (S ) FBI investigations reveal that| b4
4
7D
| | nl
(S//NF,CC !
7D
06
iC
b7A

- P&} This electronic communication documents the National
Securlty Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/IP addresses/electronic
communication transactional records for the following attempted

m-

transactions:
bl
2l b4
IR E b7D
b7A

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

{(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally to an employee
of the[::;::;;:]Resident Agency. The institution should neither send 12
the records rough the mail, nor utilize the name of the subject or BT
any identifying information related to the subject in any telephone M
calls to the FBI. The institution should not contact FBIHQ directly
in any manner.

(U) The[;:;:::;:;Resident Agency should remind the institution :b2
that it is prohibite rom disclosing that the FBI has made this b7FE

request.
(1) Anv guestions regarding the above cap be directed to FBIHQ, D:
(202) 324 or SSA (202) 324- D€
ou € 1nstcitution be unable to furryTompry wIth this n7C

NSL VIO-11438
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request-due tco lack of specificity or should the inst;LuLiQn_raFuire
more detailed information to locate such records. th

Resident Agency should immediately contact UC or SSA pg
for additional information. b7E
b6
LEAD (s) : biC
Set Lead 1: (Action)
b2
b7E
AT
. ~ N b2
(U} Hand deliver enclosed NSL as indicated above. Upon b6
receipt of requested records, notify SSA (202) 324 B
to coordinate immediate delivery of records to FBIHQY, bicC

Counterterrorism Division, CTD/CXS/EOPS, Room 4648.
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
N§§L NSLU is requested to record the appropriate

infigrmatio eeded to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info) /
COUNTERTERRORISM
ITOS I/CONUS II/TEAM 7
(U) Read and Clear.
Set Lead 4: (Info)

COUNTERTERRORISM

b2
(U) Read and Clear.

Set Lead 5: (Info)

COUNTERTERRORISM

(U) Read and Clear.
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---- Working Copy ---- Page 1
Precedence: PRIORITY Date: 03/03/2004
To: General Counsel Attn: UC
CTLUTL
Counterterrorism Attn: S858A
ITOS T 7 ONIIS T 7T 1
ros| aj

Attn: T |

L

From: Counterterrorism
Electronic Surueillance Onerations Undit m 4363

Contact: S§SA (202) 324

b
3y N

2

Approved By: Bowman Marion E

Drafted By:
Case ID #: (S) Pending) )
o - (S) NSL o
T X&) 66F-HQ-C1303375 02
_ b7A
Title: (8)
(8) EOPS
NSL
{n -

Synopéiéf“gééa Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service -

provider.1l

{15 Derived\¢rom : G-3
DeclasgAXy On: X1 cl

b2
Enclosure(s) : (U) Enclosed for the is an nTE
original and_a _conv of a National Secyurity Terter gated 03/03/2004, -2
addressed to ‘u?
Tequesting names, addresses, 1P addresses, ;D/D
DIIIINg [ECOITsS, alio oltvtronic communication transactional records no6
biC
Case ID bl
(&) L b2
[ AN AT Ak BT AN e el =4 T e A~ b'_’l"-:‘
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for the account holder that attempted to perform transactions
utilizing the credit card numbers specified below.

Details: (S//NF,OCI
bl
b4
b7D
b7A
“Uw~7§ZINF?Q§T~ FBI investigations reveal that| [provides .
b7
(8//NF,0d | bl
b4
7D
be
b7C
b7A
- - - 8Y This electronic communication documents the Natiocnal
Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/IP addresses/electronic
communication transactional records for the following attempted
transactions:
bl
tSj“”" ?4
7D
bTA
(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.
(U) Arrangements should be made with the institution receiving
the englosed lettex to produce the records persenally to an employee
of the | The institution should neither send the
records through the mail, nor utilize the name of the subject or any o
identifying information related to the subject in any telephone calls D
to the FBI. The institution should not contact FBIHQ directly in any olE
manner.
(U) The should remind the institution 2
that it is promrortea rrom arscrosring that the FBI has made this . :E
O

request.

(U) Any questions regarding the abpve can be directed to FBIHQ,

S EéT NSL VIO-11441
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Page

|(202) 324-

uC (202) 324[::;;]or SSA
ou € institution be unable to fully comply with this

reguest due to lack of specificity or should the institution reauire

more detailed information to locate such records, the

hould immediately contact UC[::::::]or SSM

|for

additional information.
LEAD(s) :

Set Lead 1: (Action)

| | b2
b7E

AT

(U) Hand deliver enclosed NSL as indicated above
receipt of requested records, notify SSA| [202
to coordinate immediate delivery of records to FBIHQ,
Counterterrorism Division, CTD/CXS/EOPS, Room 4648.

Set Lead 2: (Action)
GENERAL COUNSEL
o AT WASHINGTON, DC
: NSLU is requested to record the appropriate
informatidn needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRCRISM
ITOS I/CONUS I/TEAM 1
(U) Read and Clear.
Set Lead 4: (Info)

COUNTERTERRORISM

(U) Read and Clear.
Set Lead 5: {(Info) k2

COUNTERTERRORISM

AT

(U) Read and Clear.

e
NSL VIO-11442

. Upon

) 324. |

b2
b7E
beé
L7C
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Precedence: PRIORITY Date: 03/03/2004
To: General Counsel Attn: UC
CTLLI
Countertexrrorism Attn: SSA

ITOS T 7CONTTE T /7T 15

O]

[

~3 D

Attn:

o oOC

RSN

@

o

From: Counterterrorism

Electronic Surveillance Operations Unit. Rm 4363
Contact: SSA (202) 324

Approved By: Bowman Marion E

Drafted By:
Case ID #: (S) l(Pending)
- . (S) 4
*~m_m§§z 66 -HQ-CL503375% -~
bz
Title: (s} n7A
L EOPS
NSL

Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1l

: X1 bl
N b2
a bTE
Enclosure(s): (U) Enclosed for the is an

original and _a copy of a National Security Letter, dated U3/03/2004,

addresgsed to

LTEEBTHﬁT‘ﬁﬁG“electronic communication transactional records for the

account holder that attempted to perform transactions utilizing the

ishnﬁff”‘v 66F-HQ-C1303375
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credit card number specified below.

Detaile. (o //NE ool |
bl
bé
b7D
LA
WT““?EQ?%E?@EF FBI investigations reveal thatl| provides
b/
| | b7D
(S//NF,OC ;
bl
bd
7D
b6
biC
o 4gY This electronic communication documents the National b7A
Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/IP addresses/electronic
communication transactional records for the following attempted
transactions:
pl
b
5] p7D
b7A
(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.
(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records persconally to an employee "o
of the| | The institution should neither LT
gsend the records through the mail, nor utilize the name of the
subject or any identifying information related to the subject in any
telephone calls to the FBI. The institution should not contact FBIHQ
directly in any manner.
(U)  The should remind the bz
institution tl sclosing that the FBI has D7E
made this request.
b2
(U) Anvy guestions regarding the above can_be directed to FBIHQ, 7J;
ud | (202) 324 or SSA | (z02) 324~ PO
biC

NSL VIO-11444
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Should the institution be unable to fully comply with this o
request due to lack of specificity or should the institution require Ro¥es

more detailed information to locate such r the b7E
|should immediately contact UC or SSAI I e

for additional information. .
biC
LEAD(s) :
Set Lead 1: (Action) v
bz
| | b7E

AT

(U) Hand deliver enclosed NSL as indicated above. Up ?4
receipt of requested records, notify SSAl [(202) 324tf:::] jefe
to coordinate immediate delivery of records to FBLHQ, biC

Counterterrorism Division, CTD/CXS/EOPS, Rocom 4648.
Set Lead 2: (Action)
GENERAL COUNSEL
o AT WASHINGTON, DC
HFM”::#Si:NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
ITOS I/CONUS IV/TEAM 15
(U) Read and Clear.

Set Lead 4: (Info)

COUNTERTERRORISM

L2
(U} Read and Clear.

Set Lead 5: (Info)

COUNTERTERRORISM

(U} Read and Clear.

%B@éﬁT
NSL VIO-11445
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Precedence: PRIORITY Date: 03/03/2004

To: General Counsel Attn: UC
CTEOT

Counterterrorism Attn: SSA. |
ITOS I/CONUS I/Team 1

Attn: _Sal I

From: Counterterrorism
Electronic Surveillance Operations Undit. _Rm 4363
Contact: SSA (202) 3241

Approved By: _Bowman Marion E

Drafted By:

Case ID #: (8) | (Pending)
(s)] |
m - P&) BBF-HQ-CI303375 nl
b2
Title: S e
s DTA
(U EOPS| |
:}gi; NSL

w Syhb§s195“:}gi: Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1l

(U~ - 1ved F : G-3
o 83 WUMHE§:3%5§§%;fS;; X1 bl

b2
podl b7E
bz
Enclosure(s) : (U) Enclosed for thel |is an b7E
original and_a conv of a National Security Tetter dated 03/03/2004 04
addressed to BT
requestillg names, addresses, [P aguresses, DIlIIng records, and o
electronic communication transactional records for the account holder DS
().
_____ L - - - N

Case ID {: o

E6F-HO-CL303375

18
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that attempted to perform transactions utilizing the credit card

number specified below.

Details: (S//NF OFﬂ

bl
b
b7D
b7A

LTI M/NF,OC) FBI investigations reveal t:hatl Iis a

(g //NE GF\I

bl
b4
b7
b6
b7C

- - 8] This electronic communication documents the National ST
Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/IP addresses/electronic
communication transactional records for the following attempted

transactions:

bl
b4
b7D

(U) On 10/17/2003,

b7A
the Director designated the FBI official,

signing the attached National Security Letter, to make the required

cextification.

(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records perscnally tc an employee

of the

The institution should neither send the b2

records through the wmail, nor utilize the name of the subject or any L7k
identifying information related to the subject in any telephone calls
to the FBI. The institution should not contact FBIHQ directly in any

manner.

(U) The should remind the institution o¥
that it is prONIDItEd rrom disclosing that the FBI has made this b7E
request.

UCl

regarding bove ca; ' to FRIHQ, b2
(202) 324 | or SSA (202) 324- bbb

cT NSL VIO-11447 picC
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Should the institution be unable to fully comply w1th thlS

request due to lack of gpecificity or should the inst]
more detailed information to locate guch records, the
should immediately contact UC or SsA| OT

1tional information.
LEAD (s} :

Set Lead 1: {(Action)

AT

(U) Hand deliver enclosed NSL indi above. Up
receipt of requested records, notify 88 (202) 324 I

to coordinate immediate delivery of records to FBTHQ,
Counterterrorism Division, CTD/CXS/EOPS, Room 4648.

Set Lead 2: (Action)
GENERAL COUNSEL
. AT WASHINGTON, DC
o NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: {(Info)
COUNTERTERRORISM
ITOS I/CONUS I/TEAM 1
(U) Read and Clear.

Set Lead 4: (Info)

COUNTERTERRORISM

(U) Read and Clear.
Set Lead 5: (Info)

COUNTERTERRORISM

AT

{U) Read and Clear.

B} E NSL VIO-11448
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Precedence: PRIORITY Date: 03/03/2004
To: General Counsel Attn: UC
CTLUL
Counterterrorism Attn: SSA| |

Attn: CT Coordinator|]

SSA
From: Counterterrorism "
Electronic Surveillance QOperations Unit, Rm 4363 b2
Contact: SSA {202) 324 b7E
013
Approved By: Bowman Marion E . L7C
Drafted By:
Case ID #: ( N IfDording)
frTr - (8) bl
- 6o -HJ-CI303375 fq
Title: (S) b7A
() }&( EOPS

NSL
.

Synopéiéﬁ”“}B{i Approves the issuance of an ECPA National Security

Letter (NSL)}; provides reporting data; and, if necessary, transmits

the NSL for delivery to the electronic communications service
provider.1

m e I Deringd From : G-3
. :S%Z Dec ify On: X1 p1

I b2
ped b7E

Enclosure (s): (U) Enclosed for the | is an

original andra_ggnx_gﬁ_a_ﬂation 3 ] 04,.b4
addressed to Attn:

requesting names, addresses, IP
aadresses, billing records, and electronic communication
transactional records for the account holder that attempted to

66F-HQ-C1303375

b2
bIE

biD
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perform transactions utilizing the credit card number specified
below.

Details: (S//NF.ocCy | bl
ok!
7D
b7A

() (S77WRIC)  FRT investigations reveal thatl Ibrovides b

“:]/
b7D

(s//NF_ oc) ol

oy
b7D
bo
b7C
bT7A

. ) This electronic communication documents the National

Security Affairs Senior Counsel’s approval and certification of the

enclosed NSL. For mandatory reporting purposes, the enclosed NSL

seeks subscriber/billing records/IP addresses/electronic

communication transactional records for the following attempted

transactions:
bl

(5[ ¥

7D
b7A

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U} Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally to an employee .
of the The institution should neither send 102
the records through the mail, nor utilize the name of the subject or b7E
any identifying information related to the subject in any telephone
calls to the FBI. The institution should not contact FBIHQ directly
in any manner.

(U) Thel should remind the institution bf_
that it is prohibited from disclosing that the FBI has made this b7E
request.

(U) Anvy guestions regarding the above can be directed to FBIHQ, :b%
uc (202) 324] or SSA !(202) 324- bo

unable to fulTly comply with this b7C

| I Should the institcution be
NSL VIO-11450
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request due to lack of specificity or should the institution require b2
more detraijled information to locate such records, the | bIE

should immediately contact UC or | -
or additional information. P?
picC
LEAD(s) :
Set Lead 1: (Action)
| |
DIk
AT
(U) Hand deliver enclosed NSL as _indicated above. Up 2
receipt of requested records, notify SSA (202) 324 b
to coordinate immediate delivery of records to FBIHQ, bh7C

Counterterrorism Division, CTD/CXS/EOPS, Room 4648.
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
MM”’”“w;ﬁi) NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
ITOS I/CONUS IV/TEAM 13
(U) Read and Clear.

Set Lead 4: (Info)

COUNTERTERRORISM

b2

(U) Read and Clear.
Set Lead 5: (Info)

COUNTERTERRORISM

(U) Read and Clear.

SESEET Ns| VIO-11451
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Precedence: IMMEDIATE Date: 03/02/2004
To: General Counsel Attn: UC
CTLUL
Counterterrorism Attn: SSA|

ITOS IfCONUS Ifﬁeam 1

b2
From: Counterterrorism nTE
Electronic Su illance Onerations Unit, Rm 4363 e
Contact: SSAl (202) 323 o
B7C
Approved By: Bowman Marion E
Drafted By:
Case ID #:
(S {Pending) .
e ( ol
’”“%~:}kq\~bbﬁ—ﬂQ—CLJUJJ/b P2
L7A
Title: (8)
T ﬂuw:>%éj EOPS
‘ ! NSL
-
Synopsié!“:}éi: Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.1l
iUT"m“~m:}s{: Derived i : G-3
iS Declassz On: X1 b1
) k2
)kQ h7FE
T oz
Enclosure(s): (U) Enclosed for the is an b7E
original and a copy of a ' urity Letfter, dated o4
Attn: | b7D
requestlng names, addresses, b6
IP addresses, e-mall addresses, billing records, and electronic Te

communication transactional records for the Universal Resource
Locator (URL) addresses referenced below.

Case IO

fsh/; F6F-HQ-CI1303375
_ S I NSLVIO-11452;
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Details: (S//NF)
b1
b6
b7
b7A
i y~:ED?%§IT’FBI investigations reveal that| provides
b4
b7l
W >48) This electronic communication documents the National

Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/electronic communication transactional
records on the referenced Universal Resource Locator (URL):

is?l

bl
b4
b7D
b7 A

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enclose records personally
to an employee of the The institution oY
should neither send the records through the mail, nor utilize the p7@
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The should remind the institution Ko
that it is prohibited from disclosing that the FBI has made this 7k
request.

(U) Any guestions regarding the aboye c¢an be directed to

FBIHQ, UC (202) 324 or SSA
(m;—sm—uri the institution be unable to
ully comply with T8 request due_to lack of specificity or

¥ NSL VIO-11453
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S
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should the institution reguire more detailed information to b2
locate such records, thel should immediately b7E
contact UC[::::::]or SSA Tor aaartional information. b6

b7C

LEAD(s) :

Set Lead 1: (Action)

D7E
AT
(U) Hand deliver enclosed NSL as indicated above. Upon
receipt of requested records, notify SSA (202)
323 to coordinate immediate delivery of records to FBIHQ,
Counterterrorism Division, CTD/CXS/EOPS, Room 4648.

Set Lead 2: (Action)

-

GENERAL COUNSEL
AT WASHINGTON, DC

NSLU is reguested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)

COUNTERTERRORISM
ITOS I/CONUS I/TEAM 1

(U) Read and Clear

Set Lead 4: (Info)

COUNTERTERRORISM

AT bz

(U} Read and Clear

%T NSL VIO-11454

3

bo

b7C
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SERPRET

--~- Working Copy ---- Page
Precedence: PRIORITY Date: 03/02/2004
To: General Counsel Attn: UCl |
CTLU1
Counterterrorism Attn: SSA
ITCS I/CONUS IV?TEAM 15
Attn:| |
b2
From: Counterterrorism bIE
Electronic Surveillance Operations Unit, Rm 4363 o
Contact: SSA (202) 324] Lo
b7C

Approved By: Bowman Marion E

Drafted By:

Case ID #: (s] | .
~4Sr 66F-HQO-CI303375

b2
~Titler':EB(i:EOPS
ISP

Synopsié?““)}ﬁi Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.1l

ol
isw,uwnwqu&( Derived m: G-3 e
Decl 1fy . X1-25 n7E

Enclosure(s) : (U) Enclosed for theL
an original and a copy ©¢f a NationdI SeCUrITy TELCTEr, Oare
03/02/2004, addressed to

|is

|reques:1ng names, addresses, length ol service,

and electronic communi i transactional records, to include
contact lists, for the account holder associated with the
email address specified below.

Details: (S//NFl |

jellel ARl o LW Al WiN U R VAL Ul o
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Page

b4
b7D

b4
h7D

T
) This electronic communication documents the Naticnal
Security Affairs Senior Counsel’s approval and certification of

the encloged NSIT. For mandatorv reporting purnoges. the enclosed

account holder associated with the emaill address

speclified below:

=

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution

receiving the enclosed letter to produce the records personally
to an employee of the The institution
should neither send the reco T € mail, nor utilize the

name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The should remind the b
institution that 1t i1s prohibited rrom disclosing that the FBI

has made this request.

(U) Any guestions regarding the above can be dix
FBIHQ, UC (202) 3 4:| or SSA

SPRRET oL vIO-11456
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bl
bd
b7D
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|_f_‘—_|(202) 324{;| Should the institution be unable to
ully comply with this request due to lack of specificity or

should the institution reguire more detailed information to
locate such records, the should
immediately contact UC or or additional

information.

LEAD(s) :

" Set Lead 1: (Action)

N
| | D2

Aﬂbum | o7k

(U) Hand deliver enclosed NSL as indicated above.

receipt of reguested records, notify SSA |
(202)324| to coordinate immediate delivery of records to
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4648,

Set Lead 2: (Action)
GENERAL COUNSEL
i AT WASHINGTON, DC
h RS NSLU is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS IV/Team 15

{(U) Read and Clear

SEB’(ET NSL VIO-11457

Page 3
b?
b7E
b6
b7C
oY
Upon e
P b6
b7C



SERRET
NF

---- Working Copy ---- Page 1
Precedence: PRIORITY Date: 03/02/2004
To: General Counsel Attn: UC
CTLOT
Counterterrorism Attn: SSA I
ITOS . eam 13
SSA |
ITOS I/CONUS I/ Team 3 b2
b7E
Attn: 06
biC

From: Counterterrorism
Electronic Surveillance Operations Unit, Rm 4363
Contact: SSA {(202) 324]

Approved By: Bowman Marion E

Drafted By:
Case ID #: (s) | | (Pending)
- - >(€?[ | ZEF-RO-CTI03375 | o
Title: (S bé
L7A

(- EODS
- :}gz NSL I |

Synopsié?““)E{: Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

me ‘
ey Derived From : G-3 bl
fSh DeclaghSs1 On: X1-25 h2?

4

dﬁgmm b7k .

Dea
Enclosure(s): (U) Enclosed for the is an b7E
original and a copy of a_National Securitv letter, dfte b4
03/02/2004 . addressed to Attn: 7D
TEquesting names, addresses, leng O Service an ?6
07C
Case ID| nl
' bTA

is).” : 66F-HQ-C1303375 31137
n - %BQ{?T NSLY' 11458, ...
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electronic communication transactional records for the[:::::::] 4
I:S:Ireferenced below. b7D
Details: (3¢/NF) J
bl
L a b4
L7l
h7A
{5 .
bl
(s//NF) b4
7D
b6
o7C
(- This electronic communication documents the National D7A

Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL.. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/elecironic communicaticn transactional
records on the referenced

(-

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the instituticn

receiving the enclosed letter to produce the records personally
to an employee of th The institution
should neither send the recor T e mail, nor utilize the

name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The should remind the institution
that it is prohibited from disclosing that the FBI has made this
request.

U) Any questions regarding the above can be directed to
U

(
FBIH C (202) 324 Ior SSA|
( ould the institution be unable to
ully comply with is request due to lack of specificity or

should the institution reguire more detailed information to
locate such records, theI |shou1d immediately

SBGl NSL vIo-11459
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contact UC or SS for additional information.

LEAD(s) :

Set Lead 1: (Action)

bZ
b7E
AT
(U) Hand deliver enclesed i i above.
receipt of requested records, notify SSAi i(202)
324 to coordinate immediate delivery of records To FBIHOQ,

Counterterrorism Division, CTD/CXS/EOPS, Room 4363.
Set Lead 2: (Action)
GENERAL COUNSEL
- AT WASHINGTON, DC

NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)

COUNTERTERRORISM
AT ITOS I/CONUS 4/Team 13

(U) Read and Clear

S%T NSL VIO-11460

Upon
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Precedence: ROUTINE Date:
To: Counterterrorism Attn: CTD/CXS/EQOPRS
SSA
SSA
General Counsel Attn: rUnTt_tTief
CTLOTI
D2
From: 7
Tontact: A (212) 3841 Do
b7C
Approved By:
Drafted By:
Case ID #: (8) (Pending)
g} o T 66F-HQ-C1303375 SERIAL 25762 .
>q< bl
Title: (s b7A
Synopsis: (U) To report the results of the service of an ECPA

National Security Letter (NSL).

e Declasify On: X1

Details: I8¢ On 2/17/04 mmmmm_
letter that was served on

Page 1

03/02/2004

p7D
Hriter spoke with an employee of foY.!
_| who advised thne TP provided for the im T nD)
requested was stated he contacted -56*
and was advise are only held for a period of siX s
months, therefore they were unable to provided the requested biC
information.
Lead (s):
Set Lead 1: (Info)
Case ‘ ID I | Ol
EE) _ AR HO-CT3I03378 11253 DA
S o
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COUNTERTERRORISM
AT CTD/CXS/EOPS
(U) Read and clear.
Set Lead 2: (Info)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) Read and clear

SBSREL_ gL VIO-11462

Page

2
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NF
---- Working Copy ---- Page
Precedence: PRIORITY Date: 03/02/2004
To: General Counsel Attn: UC
CTLULL
Counterterrorism Attn: SSA
ITQ /Team 9
uc
ET
Attn: SA »
Investigative Technology Attn: UC n2
ITO7DES7OITO nIE
SSA | ue
ITD/DES/DITU R
foli®

From: Counterterrorism
Electronic Su i iaons Units, Rm
Contact: 8SA (202) 324

Approved By: _Bowman Marijon B

Drafted By: SSA

Case ID #: (S

(mj % G6F-HQ-C1303375 b1
itle: » b2
my Title >(/{) ?ggs

(UI_"SYHOpsisi”:?gi Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.il”

e 8 ived F = G-3 m)
' Dec On: X1 e
pi7E
EIRRRY
Enclosure{s): (U} Enclosed for the |is an

original and_a copv of a National Securifv Leffer. dated 03/02/2004,
28383 yacooA A Attt I

and

] bé
electronic communication transactlonal records for the account holder

assigned the IP addresses specified below.

1

b2
b7E
b4
b7D

-

biC

ESJDétailsr”“(S//NFl“

bl

iSh| -----




=

SESRET

NF
---- Working Copy ---- Page 2
1l
oY
bi7D
77 NET]
bl
o4
L7D
jold)
07C
(X) This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For manda;gxx_feporting purposes, the enclosed NSL
seekg verjfication tha is &
i 3 bl
(8) %
b7E
bl
bL7D
-3¢
' bl
b4
b7D
(U) On 10/17/2003, the Director designated the FBI official,
signing the attached Naticnal Security Letter, to make the reguired
certification.
(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records persconally to an employee b2
of the . The institution should neither send the bE
recordg through the mail, nor utilize the name of the subject or any
identifying information related to the subject in any telephone calls
to the FBI. The institution should not contact FBIHQ directly in any
manner.
. . . . b2
(U) The should remind the institution that :b:E

5 T NSL VIO-11464 /
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-~-- Working Copy ---- Page 3

it is prohibited from disclosing that the FBI has made this request.

(11} anv anestions regarding fhe above cap—thadixactrad o ERIHO, N
uc (202) 324 or SSA bz
(2 ould the institution be unable to fully comply b7E
with this st due to lack of specificity or should the bé
inst] | ] detailed information to locate guch records, B0
the should immediately contact UC or SSA -

| [for additional information.
* *FOOTNOTES* *
(M- §1”:Caveat+ IS This document contains information derived

from an electronic surveillance or physical search conducted
under the Foreign Intelligence Surveillance Act (FISA). Per 50
U.S5.C. Section 1806 (b) and 1825({(c), such information shall not be
used in any criminal or administrative proceeding, including
grand jury proceedings and warrant affidavits, without the prior
approval of the Attorney General of the United States.

LEAD (s) :

Set Lead 1: (Action)

b2
b7E

AT

(U) Hand deliver enclosed NSL as indicated above. Upon
receipt of reguested records, immediately submit results to SSA »né

| FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, 257C

KOOI 2038.
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

m -
NSLU is requested to record the appropriate

information needed to fulfill the Congressiocnal reporting
requirements for NSLs.
Set Lead 3: {(Info)
COUNTERTERRORISM
AT ITOS I/CONUS 3/Team 9
(U) Read and Clear.
Set Lead 4: ({(Info)

COUNTERTERRORISM

s;sé:r NSL VIO-11465
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AT bz

(U) Read and Clear.

Set Lead 5: (Info)
INVESTIGATIVE TECHNOLOGY
AT DES/DITU

(U) Read and Clear.

SBRFET NSL VIO-11466
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NF
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Precedence: PRIORITY Date: 03/01/2004
To: General Counsel Attn: UC
CTILET
Counterterrorism Attn: SSA |
ITOS 1/CONUS 1/ TEAM 3
11 :
1
Attn: T b2

From: Counterterrorism -
Electronic Suruveillance Onerations Unit, Rm 4363 Do

Contact: SSA (202) 324] | ©7C

Approved By: Bowman Marion E

Drafted By:

Case ID #: (8) (Pending)

T (S)

(T E6F-HO-C1303375

Title: (8) lo}}
02

i I EOPS b7A
GEOGRAPHI&

11 N

SynopsiéE”“)ﬂi Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.l

Eujmmmwmmwm3§<i Derive om : G-3 Y-
Declassj On: X1-25 >
b2

3 E

Enclosure(s): (U) Enclosed Zor the is an ;;?
original and a copy of a Natricnal Securitv letter. dated f
d to L4
reqa T ; TES ; I o) b7D
service, billlng records, and electronic communication h&
transactional records for the account holder assigned to the K70

E-Mail Accounts specified below.

(3]

66F-HQO-C1303375 31339
szﬁ NSL VIQsiiA6G
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Details: (S//NF)

(s//NF]

bl
b4
b7D
b6
b7C
LA

e

38X This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber records, billing records, electronic
communication, and transactional records on the following ICQ
Number :
bl

nd
(8] -

7
(U) On 10/17/2003, the Director des:>/Z* =d the FBI official,

signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution ~
receiving the enclosed letter to produce the records personally b2
to an employee of the The institution b7E
should neither send tE TecoTrOs TIrougir vile mail, nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The |should remind the b2
institution that 1t 1s prohibited Irom disclosing that the FBI n7E
has made this request. T

(U) Any questions regarding the aboye _can be directed to L2
FBIHQ, UC (202) 3244 or SSA .5é

T "NSLCVIO-1146 B0
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NF

---- Working Copy ----
[;:;;:::](202) 324 Should the institution be unable to
ully comply with THTZ request due to lack of specificity or

should the institution reguire more detailed information to
locate such records, thel | should

immediately contact UC Or GGA

for

additional information:
LEAD(s) :

Set Lead 1: (Action)

AT

receipt of regquested records, notify SSA

Counterterrorism Division, CTD/CXS/EQPS,
Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC
mo.

(U) Hand deliver enclosed N ' i above.
(202)
324 to coordinate immediate delivery of records to FBIHQ,

Room 4363.

) NSLU is requested to record the appropriate

information needed to fulfill the Congressional reporting

regquirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 1/Team 3
(U) Read and Clear.
Set Lead 4: (Info)

COUNTERTERRORISM

AT b2

(U) Read and Clear.

S

Page

b2
b7F
b6
biC

Upon

b2
.
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' NF
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Precedence: PRIORITY Date: 03/01/2004
To: General Counsel Attn: UC
CTITT
Counterterrorism Attn: SSA I
ITQS 1T7CONUS 17 TEAM 3
uc |
I |
Actn: | |
b2
. b7E
From: Counterterrorism . -
Electronic Surveillance Onerations Unit, Rod3g boh
Contact: SSA (202) 324 b7C
Approved By: _Bowman Marion E
Drafted By:
Case ID #: (8) (Pending)
T (S)
I 1§< 66F-HQ-C1303375
) bl
Title: (8) 02
tUIHmW”M_Esi =OPST | L7A
GEOGKEPHICT
W
Synopsiéf”f)%i Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.l
- - }Xi Lve om :  G-3 .
assirfy On: X1-25 bl
0?2
(5] B P7E
Enclosure (s): (U) Enclosed for the Iis an b2
original and a copy of aNational Secprity Tefter, dated b7k
d tol | b4
requesting names, addresses, length of b7
servace, billing records, and electronic communication r”
transactional records for the account holder assigned to the ICQ bo
Accounts specified below. bi7C
Case ID," bl
(8] GEF-HO-CI303375 31352 bia
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NF
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Details: (S//NF)

Ic-//'nt'l I

(s//NF]

e

This electronic communication documents the National

Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed

NSL seeks subscriber records, billing records, electronic
communication, and transactional records on the following

Numbex :

bl

b4

b7D

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

(U) Arrangements
receiving the enclose
to an employee cf the
should neither send t

should be made with the institution

letter to nrodice the records personally h
The institution b

he records through the mail, nor utilize the
S
NSL VIO-11471

o
Gy b
]

ot O_; b;

2

bl
b4

b7D
b7A

b4
b7D
b6

oM

[
s

oo

—J ~1

T
] =]
]

1
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NF
---- Working Copy ----

Page

name of the subject or any identifying information related to the

subject in any telephone calls to the FBI. The institution

should not contact FBIHQ directly 1n any manner.

{(U) The should remind the

Es)

b2

institution tfl@C 1t 15 pronibicted rrom disclosing that the FBI 137?

has made this request.

(U) Anv guestions regarding the aboye can be directed to

FBIH ud (202) 324 or SSA
(zozT372]____ | Stould the instItution be unable to
utly

comply with this request due to lack of specificity or

should the institution r i rmation to
locate such recorxds, the should
immediately contact UC for

additional information.
LEAD(8) :

Set Lead 1: (Action)

AT

(U) Hand deliver enclosed NSL ag indicated abov
recgint _of requested records, notify SSA
324 o coordinate immediate deliver
Counterterrorism Division, CTD/CXS/EOPS, Room 4363.

Set Lead 2: (Action)

GENERAL COUNSEL

o AT WASHINGTON, DC
Y”“':XQE NSLU is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 1/Team 3
(U} Read and Clear.
Set Lead 4: (Info)

COUNTERTERRORISM

bz

AT )
SBSEET \s| VIO-11472

bz
R7E
bt
L7C
b2
Upon N
(202) bf
HQ, bfc



(U)

SPerEr
NF
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Read and Clear.

%T NSL VIO-11473

Page

4



SEPRel

NF

---- Working Copy ---- Page
Precedence: IMMEDIATE Date: 02/27/2004
To: General Counsel Attn: UC
CTLUL
Counterterrorism Attn: SSA
ITO =TT
SSA
ITQS T ONITS 177 1
Attn: _gal |
Attn: pfu
Di7E
From: Counterterrorism _ hé
Electronic Supveillance Qperations Unit, Rm 4363 67C
Contact: SSA (202} 324 ’
Approved By: Bowman Marion E
Drafted By:
bl
myvCase ID #: (S)I (Pending) B2
' w38 T BGF-HQ-CI303375 B7E
Title: (S) B7A
b
(e B7C
Synopsis: - Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.l
ww3§§<: Dzzéggégfrom : G-3
(o DecTas3tfy On: X1-25 bl
{3}, o
>< br"iE
b2
Enclosure(s): (U) Enclosed for the is an b7E
original and a copy of a jon S T T jo¥|
02/27/2004, addressed to 7T
req! ; ; e
Service, bllling records, and electronic communication ﬁ'j\
transactjonal records for the account holder assigned to the bic
E-Mail Accounts specified below.
Details: (S//NF) .
bl
bl
R S oo
Case 1D o
L7E

66F~-HQO-C130337/5

SESRET g\ vIO-11474!
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--~-- Working Copy ---- Page

- i . , . .
m )@i Thig electronic communication documents the National

Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/billing records/electronic communication
transactional records on the following email address:

-1 b1
B b4
b7D
biA

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally b2
to an empioyee of the The institution S
should neither send the records Through the mail, nor utilize the b7k
name of the subject or any identifying information related to the

subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The [should remind the o0
institution that it is prohibited from disclosing that the FRI o
has made this reguest. ‘ o7k

(U) any guegtions regarding the aboye can be dire
FBIHO, UC (202) 324 or SSA‘giI

[;:;;%::](zuz) T77] [ SAouTd the instiTution be u
ully comply with 15 request due to lack of specificity or Ho
should the institution require more detailed information to e
locate such records, thel lshould jbfh
immediately contact U or SSAI |for bo
additional information- b7l

LEAD (s) :

Set Lead 1: (Action)

AT




E T
NF
---- Working Copy ----

(U) Hand deliver enclosed NSL_as indicated ahove.

receipt of requested records, notify SSA
(202)324 to coordinate immediate delITvery oOr records to
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4363,

Set Lead 2: (Action)
GENERAL COUNSEL
LR AT WASHINGTON, DC
’~»__m%:j§i NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 1/Team 3
(U) Read and Clear.
Set Lead 4: (Info)
COUNTERTERRQORISM
ITOS I/CONUS I/TEAM 1

(U) Read and Clear

Set Lead 5: (Info)

AT b7E

(U} Read and Clear

3PSET NsL VIO-11476
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-~--- Working Copy ---- Page
Precedence: IMMEDIATE Date: 02/27/2004
To: General Counsel Attn: UC
CTLUL
Counterterrorism Attn: SSA
ITOS I/CONUS 1IV/Team 15
Attn:
From: Counterterrorism B2
Electronic Supueillance Onerations Unit,_ _Rm 4363 3';ﬁ
Contact: SSA (202) 324 biE
o8
Approved By: Bowman Marion E B7C
Drafted By:
Case ID #: (S {Pending)

(s
IS4 66F-HQ-CL303375

o
Title: (S J 0%
b7A
{ciBOPS
NSL
Synopsis: (8 Approves the issuance of an ECPA National

Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

— D : G-3
m“‘” X m X1-25 ol

b2
EEWQ“ D7E
Enclosure (s): (U) Enclosed for the| |is b2
an original and a copy of_a_N.a.Ligm.J_&elcurltyl_Lemr__da.LL b7E
02/27/2004, addressed to Attn: 4
I FrequestImg—— o
names, addresses, length of service and electronic communication JQJU
transactional records for Universal Resource Locator (URL) o
address referenced below. b7C
Details: (S//NF,oc)| | b1
be
____________________________________________________________________ L7C
Case ID : o
S & bi
(5] o
66k -HQ-C1303375 30083 bI/A

% T NSL VIO-11477
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m -

'ZIS%ifhis electronic communication documents the National
Security Affairs Senior Counsel's approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/electronic communication transactional
records on the referenced Universal Resource Locator (URL): R

5]

ol
b4
b7D
OTA

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should ke made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the The institution
should neither send theé records through the mail, nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The should remind the b
institution that 1t 1s pronibite Tom disclosing that the FBI o

has made this reguest.
SERRET
NSL VIO-11478
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(U} Anv cuestions regarding the above can be directed to
ERTHO UC (202) 3241 or SSA

institution require more detailed information to locate such

records, thel | should immediately
contact UCI |or SSa for additional
informatiorr:

LEAD(s) :

Set Lead 1: (Action)

gea
910

bE

!

AT

(U) Hand deliver enclosed NSL as indicated above.
rece] f requested records, notify SSA (202)

324 to coordinate immediate delivery of records to FBIHQ,
Counterterrorism Division, CTD/CXS/EOPS, Room 4363.

Set Lead 2: {Action)
GENERAL COUNSEL
AT WASHINGTON, DC
o “:P§i NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: {(Info)
COUNTERTERRORISM
AT ITOS I/CONUS IV/Team 15

(U) Read and Clear

SERREr NSL VIO-11479

(2b77=27{ | STOUIT the institUEIOn be unable o Fully
TompIy with this request due to lack of specificity or should the

Page
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tUIMwMM“”W“
Synopsié!i>¥§i Approves the issuance of an ECPA National

%T
NF

---- Working Copy ---- Page 1

Precedence: PRIORITY

To: General Counsel

Counterterrorism

Date: 02/25/2004

Attn: UC
CTLU1
Attn: SSA

ITOS I/CONUS IV/TEAM 15

uc

b2
Attn: | b7E

From: Counterterrcrism bS\
Electronic Sugpveillance Onerations Unit. Bm 4363 D7C
Contact: SSA (202) 324
Approved By:_ Bowman Marion E
Drafted By:
Case ID #: (S) (Pending)
(8)
b2
Title: (8) vE
8 EOPY | piIc
NSL bTA -

Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

Iy §< L ved G-3 51
D gg7 on X1-25 "o
3:&6 o7E
Enclosure(s): (U) Enclosed for the esident agency is an ;P?‘
original and a copy of arNaLiQnaljiecurlty Letter, dated DiE
02/25/2004., addresgsed to ttn: v
|re Tes g mes, "7
addresses, length of service and electronic communication o
transactional records for Universal Resource Locator (URL) j?@
address referenced below. b7C




SR
NF

---- Working Copy ---- Page
Details: (S//NF
bl
b
7D
m““"~~:§8i This electronic communication documents the National

Security Affairs Senior Counsel’'s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/electronic communication transactional

records on the referenced Universal Resource Locator (URL) : bl
tgj [ b4
h7D

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of theg;:i;;lresident agency. The institution o
should neither send t rds through the mail, nor utilize the Dﬁ
name of the subject or any identifying information related to the b7k
subject in any telephone cails to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The[;:;:;]resident agency should remind the institution p72
that it is prohibited from disclosing that the FBI has made this ;4=
request. i

(U) ing the aboye can be directed to
C (202) 324 or SSA

[:fijf:;i(ZOZ Should the instITution be unable to ~

TIly mply with 18 request due to lack of specificity or b2
should the institution r i more detailed information to b7k
locate such recoxds, the office should immediately contact g
ucC or SSA Or additional information. bIC
LEAD(s) :

Set Lead 1: (Action)

b2

RESIDENT AGENCY b7E

@5@ NSL VIO-11481

AT
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---- Working Copy ----

(U) Hand deliver enclosed NSL as indicated above.

receipt of requested records, notify SSA| [(202)
324 to coordinate immediate delivery oOf records to FBIHQ,
Cournterterrorism Division, CTD/CXS/EOPS, Room 4363.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
CTTY
-8 NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: {(Info)
COUNTERTERRORISM
AT ITOS I/CONUS 4/Team 15
{(U) Read and Clear
Set Lead 4: {(Info)

COUNTERTERRORISM

2
AT b Z

(U) Read and Clear

32eRET ) v10-11482

Page
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---- Working Copy ---- Page
Precedence: IMMEDIATE Date: 02/24/2004
To: General Counsel Attn: UC
CTLUL
Counterterrorism Attn: SSA
ITOS I7JCONUS v/ Team 15
SSA
ITOS T7CONUS T7Team 1
Attn: SA X
b2
Attn: DTE
From: Counterterrorism R s
Electronic Surveillance Operatjons Unit, Rm 4363 DL
Contact: 8SA (202) 324
Approved By: Bowman Marion E
Drafted By: o
bl
Case ID #: (S Pending) L2
CTT 3 e TG BBF-HQ-CI30337 b7F
-
Title: (S) 00
b7C
e D7A
Synopsis: I&[ Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.1
I:T.T:l'-'~>< w G-3
Dec On: X1-25
(51 bl
: b2
b7E bl
_ _ 4 b2
Enclosure(g): (U) Enclosed for the Field Office is bIE
an original and a copy o ion o
02/24/2004. addressed to ib4
b7D
TECQUESTITI IIamnes, aaaresses, ICIIgUIl Ol SeIrvITE, DITIIIN L cords, foYe
and electronic communication transactional records for the le
account holder assigned to the accounts specified below. e
Details: (S//NF] b
) e
Case ID{. bl
CEF-HQ-CI303375 30683 o)
SERRT NSL VIO-11483 o7k
bT7A
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bl
b7A

(-

gy

‘m:>T§£'This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/billing records/electronic communication
transactional records on the following email address:

1

?ZT ’)

)

<
.

(\
1A

(U) On 10/17/2003, the Director de51gnated the FBI official,
signing the attached National Security Letter, to make the
required certification.

)

(U} Arrangements should be made with the institution
receiving the enclosed letter to produce the records perscnally
to an employee of the The institution
should neither send the recor TO maL nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) Thd |shou1d remind the
institution that it 1s prohibited from disclosing that the FBI
be dij

has made this request.
ng the abo ,

/ {202) 324i lor SSA

(2'0'2‘)_3'2711; Bhould the institution be unable to

mply with 15 request due to lack of specificity or
should the insgtitution ragu;xg_mgxg_dg;g;lgd_lnigxmﬁt1on to
locate such records, the should
immediately contact UCl_:'oTS'SA'

for
additional informationt

3

(U) Any guestions regardi

FBIH

UI1ly CO

LEAD(s) :

Set Lead 1: (Action)

ATl

{(U) Hand deliver enclosed NSL as indicated above.

receipt of requested records, notify SSA! |
[::::i TVery Of Tecords to

(202) 324 to coordinate immedigte de
NSL VIO-11484

S T

N

L

b7E

o
b7E

be

b7C

bf“

b7C

Upon
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FBRIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4343,
Set Lead 2: {(Action)
GENERAL COUNSEL
AT WASHINGTON, DC
wwnu%““‘:igi NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
ITOS I/CONUS IV/TEAM 15
(U} Read and Clear
Set Lead 4: (Info)
COUNTERTERRORISM
ITOS I/CONUS I/TEAM 1
(U) Read and Clear
Set Lead 5: (Info)
o2
L

(U) Read and Clear

@*ﬁ NSL VIO-11485

Page
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Precedence: PRIORITY Date: 02/24/2004
To: General Counsel Attn: UC
CTOoT
Counterterrorism Attn: SSAI |
ITOS I/CONUS IV/TEAM 15 o
D2
Attn: b7E
. b6
From: Counterterrorism b7C
Electronic Surveillance Operations Unit, Rm 4363 SRR
Contact: SSA (202) 324
Approved By: _Bowman Marion E
Drafted By:
Case ID #: (s] (Pending)
(S) [P=nding)
(8) |
W)mnhu_tjgf GoF-HU-CI3U3375 »nl
Title: (S 0 .
b7A
57 EODS
ey GEOGRAPHIC
Synopsisiaflﬂi: Approves the issuance of an ECPA National
Security Letter (NSL),; provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.1l
i A
-1 ey Derived : G-3
" De Ss1 n: X1-25 bl
| 10
s
A DTE D
Enclosure{s): (U) Enclosed for the ]is nTE

an original and a copy of a Natiopal Secu v Letter dated

addressed to b4
requesting names, addresses, length of service and b7D

electronic communication transactional records for the account e
bi7C
Case ID bl
b7A
(3)

66F-HQ-C1303375 30690

- . 3= s vio-11486




Spertn

NF )
---- Working Copy ---- Page

holder assigned the IP addresses at the date and times specified
below.

Details: (S//NF)

bl
b4
b7D

b7A

- .

I b1

This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/electronic communication transactional
records on the following IP Addresses:

b4
b7D
b ’_" AZ}L

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the The institution o)
should neither send the records thirough the mail, nor utilize the N7E
name of the subject or any identifying information related to the M
subject in any telephone calls to the FBI. The institution

should not contact FBIHQ directly in any manner.

(U) The bhould remind the
institution that it is prohibited from disclosing that the FBI
has made this request.

N

oo
NG

=1

(U) ] ion rding the above can be directed to

FBIHQ, UC (202) 324] | ox ssa
[;:;;fi:](2025 324 Should the institution be u
a

y comply with this request due to lack of specificity or D2

should the institution reguire more detailed information to D7k

locate such records, the should heé

immediately contact UC or GSA| Ifor NI C
At o

additional information.

LEAD (s) :

Set Lead 1: (Action)

SM NSL VIO-11487



° NF

---- Working Copy =---- Page

2
b7E

AT

(U) Hand deliver enclosed NSL as indicated above. Upon

receipt of requested records, notify SSA e

(202)324 to coordinate immediate delivery of records to IfL

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4648. 06
b7C

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

LR NSLU is requested to record the appropriate
information néeded to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: {(Info)
COUNTERTERRORISM
AT ITOS I/CONUS IV/Team 15

{U) Read and Clear

@?R‘f‘l NSL VIO-11488



e

---- Working Copy ---- Page 1
Precedence: IMMEDIATE Date: 02/24/2004 "
To: General Counsel Attn: UC
CTLUL
Counterterrorism Attn: SSA
ITOS _I7CONUS I7 TEAM
b2
Attn: D7E
06
Attn: O
From: Counterterrorism
Electronic Surveillance Operations Unit, Rm 4363
Contact: SSA (202) 324
Approved By: Bowman Marion E
Drafted By:
Case ID #: (S)I (Pending) bl
(o §Q EGF-HU-CI303375 b2
' b7E
Title: (8) bé
b7C
11 b
Ssynopsis: MS) Approves the issuance of an ECPA NatP/A
Security Létter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.l
(m >s< {ved Erem: G-3 b1
iSJw\ Decl On: X1-25 b2m
M b7E
o)
Enclosure(s): (U) Enclosed for the is an bT7E
original and a copy of a National Security Letfer, dated oF]
02/24/2004, addressed tol | 57D
| | requesting names, addresses, length of o
service, billing records, and electronic communication 'fbw
transactional records for the account holder assigned tc the b7
| |E-Mail Accounts specified below.
Details: (s//NF] |
bl
) R e 1
i } Case ID]“- 'f%
GoF-HQ-CI303375 DA
b2
L7k
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Sprac

---- Working Copy ---- Page

This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/billing records/electronic communication
transactional records on the following email address:

(81

oae)
G TG - S

.
B

[GaNe)

)

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally

to an employee of the The institution oP
should neither send the€ records through the mail, nor utilize the 'E;E
name of the subject or any identifying information related to the &

subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U} The should remind the -
institution thaT IT IS pronipbrited rrom disclosing that the FBI “2_
has made this request. L7E

(U) Anv guestiong reagarding the above can be di
FBIHQ, UC (202) 324{ or SS

| “202) 324] | Should the institution be unable to >
ully comply with 15 request due to lack of specificity or L7E
should the institution regquire more detailed information to -
locate such records, thel lshould b6
immediately contact UC OT Soh for b7C
additional information.

LEAD (s) :

Set Lead 1: (Action)

[o3Rel
~J DO

AT

SRT g vi0-11490

2



SDeRET
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---- Working Copy ----

{(U) Hand deliver enclosed i i ve.

receipt of requested records, notify SSA
(202)324| to coordinate immediate delivery of recoxrds to
FBIHQ, Counterterrorism Division, CTD/CXS/ECPS, Room 4363.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(- ”“":D%(QNSLU is requested to record the appropriate
information néeded to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 1/Team 3
(U) Read and Clear.
Set Lead 4: (Info)
COUNTERTERRCRISM
ITOS I/CONUS I/TEAM 1
(U) Read and Clear

Set Lead 5: (Info)

bz
AT b7E

(U) Read and Clear

3peET NSL VIO-11491

Page

Upon

oo
-1 & DS

o
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NF
--~- Working Copy ---- Page 1
Precedence: IMMEDIATE Date: 02/23/2004
To: General Counsel Attn: UC
CTITa
Counterterrorism Attn: SSA
CXS
ssal |
ITOS I/CONUS 1/TEAM 3
Attn: b2
, b7E
From: Counterterrorism L e
Electronic Supveillance Operations Unit, Rm 436 TQ;\
Contact: SSA (202) 324 Ll
Approved By: Bowman Marion E
Drafted By:
Case ID #: (8) | |Pendirg)
(8)] .
M oo 38 G66F-HQ-CI1303375 el
b7A
Title: (8)
-

Synopsisi”“:u{( Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.l

11— M Darived From— G-3 o1
icj Declagss On: X1-25 s
. o
0 o7E
Enclosure(s): (U) Enclosed for the is an ;bf
original and a copy of a Nationgl Secnyrity JTetter dated TR

2/23/2004, addressed tof | 14
requesting names, addresses, length or BTD

sexrvice, billing records, and electronic communication

transactional records for the account holder assigned the IP jb6_‘
addresses at the date and times specified below. RIC
Details: (S//NF) bl
-1 R
Case "ID| Ib%
v LA

66F-HQ-C1303375 30614

ZEeRET  NSL VIO-11492
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NF
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1
ol
57D
b7C
b7A

(e .

238y This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/billing records/electronic communication

transactional records on the following email address: bi
o
(a) | b7D
| b7A

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached Natioconal Security Letter, tco make the
required certification.

{(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally ,
to an employee of the]| | The institution :b2‘
should neither sgend the records through the mail, nor utilize the 07k
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any mannerx,

(U) The Fhould remind the b2
institution tRAT 1€ 1S pronibice Tom disclosing that the FBI b7s

has made this request.

(uy i ing the above can be directed to
ucC (202) 324 or SSA | N
( ould the instItution be unable to b2
ully comply with this request due to lack of specificity or b7E
should the institution reguire more detailed information to hé
locate such reccrds, the | should h7C
immediately contact UC or SSA for M
additional information: .
LEAD(s) :
Set Lead 1: {(Action)
k2
b7E

ATl
SE;&Q&
NSL VIO-11493



SEERe]

NF
---- Working Copy ---- Page
(U) Hand deliver enclosed indi ove. Upon
recelpt of requested records, notify SSA .
{202) 324 to coordinate immediate delivery of records to bz
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4648. b6

, b7C
Set Lead 2: (Action)

GENERAL COUNSEL
. AT WASHINGTON, DC
NSLU is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)

COUNTERTERRORISM

AT ITOS I/CONUS 1/Team 3

(U) Read and Clear

s

NSL VIO-11494
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e
NF

---- Working Copy ---- Page 1
Precedence: IMMEDIATE Date: 02/17/2004
To: General Counsel Attn: UC |
CTLOUT
Counterterrorism Attn: SSA| | b2
CXS/EOPSTTEEM 1 BTE
SSA s

ITOS I/CONUS 1/TEAM 3

O
~1

pa—
]
—~
L

| Attn:

From: Counterterrorism
Electronic Supveillance QOperatio Unit, Rmp 4
Contact: SSA (202) 324| |

Approved By: Bowman Marion E

Drafted By:
Case ID #: (S) (Pending)
(s) I
- . ¥8)T 6BF-HQ-CI303TTS o1
Title: (S) b2
b7A
11} S — e
R j}s{ EOPS A
. GEOGRAPHIC

Synopsis:’:kﬁi Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications sexrvice provider.l

iIijwn (8 Dérived F T G-3

Dec 1 On: X1-25
: bl
Jos b2

b7E

Enclosure(s): (U) Enclosed for the is an |2
original and a copy of alNational SEeCUrity Letter, dated | L7E

d to b

requesting names, addresses, length ot b4

service, billing records, and electronic communication 7D
transactional records for the account holder assigned the IP b6

Case ID |

|:S:| TR e T L
Sz
. s NSL VIO-11495 :
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NF
---- Working Copy ---- Page 2

addresses at the date and times specified below.

Detrails- (s/ /Nl
bl
bé
i
ro
R7C
LTA

This electronic communication documents the National

Security Affairs Senior Counsel’s approval and certification of

the enclosed NSL. For mandatory reporting purposes, the enclosed

NSL seeks subscriber/billing records/electronic communication

transactional records on the following IP Address: b1l

() b4

1- b7D
b74
(U) on 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.
(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records perscnally o
to an employee of the| | The institution g

should neither send the records through the mail, nor utilize the o7k
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution

should not contact FBIHQ directly in any manner.

(U) The | should remind the b2
institution that it is prohibited trom disclosing that the FBI b7E
has made this request.

(U) Anv guestions redgarding the above can be dix
FBIHQ, UC| (202) 324|i|or SSA | o

| [(202) 324 [ Should the institution be unable to bTE
fully comply with this request due to lack of specificity or L
should the institution reauire more detailed infQrmation to b6
locate such records, the should b7C
immediately contact UCIZ'@‘ additional
information.

LEAD (s) :
SBEKEE
NSL VIO-11496



SERRET

NF
---- Working Copy ----

Set Lead 1: (Action)

b2
n7
AT bh7F
(U) Hand deliver enclosed NSL_as indicated ahaove,
recelipt uested records, notify SSA
(202) 324 to coordinate immediate delivery oOf records to

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4648.
Set Lead 2: (Action)
GENERAL COUNSEL
m.o AT WASHINGTON, DC
B NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 1/Team 3
(U) Read'and Clear
Set Lead 4: (Info)
COUNTERTERRORISM
AT CXS/ECPS/TEAM 1

(U) Read and Clear

SBeRET NSL VIO-11497

Page

Upon

oY
b6
L7C
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Precedence: PRIORITY Date: 02/12/2004
To: Counterterrorism Attn: CTD/
SSA
From: B2
Contact: IA bTE
b6
Approved By: B0
Drafted By:
Case ID #: (S) (Pending)
T (s) (Pending) bl
i) 66F-HQ-C1303375  (Pending) oY
Title: (8) bk
b‘ .".LZ!X.

i%&”dbéiq’%“©<) ECPA NSL hand delivered and information provided ?3D
P
e ived m : G-3
H? ] :jﬁi: assl n: X1
o -
Reference: (S )
(S) bl
o e o - BRI 66F-HQ-C1303375 serial 24131 b2
b7E
(T o bA
“”“Mjsi\ 5F-HJ-CI3U337/5 Serlal 24895
W ~Details: _#8K_ On October 8, 2003, an ECPA National Securit %
Letter (NSL) dated October 8, 2003, was hand delivered tof | 7D
b6
b7qu
I 3\1 On October 8, 2003, | | bg
| | prov1ded the Group Profile, User o
Profiles for the ‘Group moderators and a CD-Rom containing the e- 7D
mail headers contained ln the accounts for the Group moderarors hé
pertaining to e-mail accounty] . L7C
CaseMID

iSJ'“"

66F-HQ-C1303375




':Sj It Wor‘%ﬁopy e

. Page 2
7}% | lladvisedl |has no information bl}
pertaining to the b7D
b6
On October 9, 2003, IA the b7c bl
User Profile (subscriber) and moderator 1Inrormation and the CD- bd
Rom containing the e-mail headers contained in the accounts for 57D
|:S'|,the Group moderators pertaining to e-mail account o
[ Iand the original bill to the attention Do
W7
o} ION AW
(S)l |
bl
ba
D7D
b7A
(s)l l
bl
ba
7D
A
(s)| |
bl
4
7D
b7A
ron |
bl
b4
b7D
bé
W= .. X8) Enclosed for Counterterrorism is the electronic b/?
wire funds transfer form. b7A
- 38 Lead covered at b2
b7E

Accomplishment Information:

Number: 1
Type: NSL SERVED TO COMMUNICATION CARRIER

ITU: NATIONAL SECURITY LETTER
Claimed By:
NSL VIO-11499



B

---- Working Copy ----

SSN: ,
Name : faz
Squad bh7E

b6

LEAD (S) : b7(‘|

Set Lead 1: {Action}

COUNTERTERRORISM

AT WASHINGTON, DC

tm”wwy&( The

bill should be paid upon receipt.

%‘ﬁ NSL VIO-11500

Page
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---~- WorKing Copy ---- Page

Precedence:PRIORITY Date: 02/10/2004
To: General Counsel Attn: UC
CTLUT
Counterterrorism Attn: CXS/EQOPS
SSA | .
ETIU Team 2 b2
ssa| | b7E
Attn:| IRA . JTTFE oS
SSRAII | b7C
Attn: Lega ' -
J ‘——J b7D
ALAT
International Operationg Attn: IOH=
uc e
From: Counterterrorism
Electronig Communications Analysis Unit, Room 4343
Contact: (202) 324
Approved By:_ Bowman Marion E
Drafted By:
Case ID #: (11 (Pending) b1
2 ending) BIA
i
Title: (U) _EQREIGN POLICE COOPERATION: 7D
(Ul~wu”wnh
Synopsiéf““}E{: Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, transmits the NSL for
delivery to the electronic communications service provider.
W e ved From— G-3 ”
Dec On: X1-25 )
n7A
Reference: (S) | 07D
bl
Enclosure (s} : Enclosed for thel |is an b2
criginal and a‘copy of a Nation?l_sggg;;Ly_LgLLgrﬁ_gﬁted bTE
IFebruarV 10, 2004, addressed to Atth || bd
! requesting names, addresses, length of service and b7D
‘ T unication transactional records for the IP address b6
' b7C
Case 1@
(8y B

@ E NSL VIO-11501

1




P
---- Working Copy ---- Page 2

Details: (S) |

é@i anti terrorism unit I of the[::::;;] bl
|:s:| ...... lleve vvvvvvvvv ased on -analysi{- [ERat they may be

b4
using the internet to communicate. | linvestigation bC
identified two IP addresses{ | -
t53 as” being used by the group. The 1s requesting subscriber LA

i

information regarding the above IP addresses.

(s) |

J_I

O
G NG Y

O,
= )

JEﬁ: This electronic communication documents the Senior Counsel for
National Security Affairs approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
subscriber/electronic communication transactional records on the
following IP address:

bl
iSﬁ ..... j b4

b7D
(U) ©On October 17, 2003, the Director designated the FBI official, p7A
signing the attached National Security Letter, to make the required
certification.
(U) Arrangements should be made with the institution receiving the
enclaaesd Jetter to nraduce the records personally to an employee of b2
the The institution should neither send the DV/E

records through the mail, noxr utilize the name of the subject or any
identifying information related to the subject in any telephone calls

to the FBI. The institution should not contact FBIHQ directly in any
manner.

(U) The should remind the institution that B2
it is prohibifed from disclosing that the FBI has made this request. b7E
U An uestions regarding_the above i to FBIHQ, SsA

(202) 324 or IA (202) 324-

Should the institutiom be unable to fully comply with this

request due to lack of specificity or should the institution reguire b2
more detailed information to locate such records, thel |

i

should immediately contact SSA or IA b;A
1 information. b6

b7C

B2 5L vio-11502



S T

---- Working Copy ---- Page
(U} ECAU investigation continues.
LEAD (s) :

Set Lead 1: (Acticn) 2

AT

(U) Hand deliver enclosed NSL as indicated above. Upon
receipt of requested records, immediately submit results to IA

FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, Room 43Z3.

Set Lead 2: (Action)

GENERAL COUNSEL
AT WASHINGTON, DC
1 )
o ‘ NSLU is requested to record the appropriate
information rfeedeéd to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)

COUNTERTERRORISM
Team 4 oz
(U) Read and clear.
Set Lead 4: (Info)
AT b7D
e
M~j§ﬁ<:Read and clear.
Set Lead 5: (Info)

INTERNATIONAL OPERATIONS

AT IOU-1

e Read and clear.
A

Set Lead 6: (Info)

COUNTERTERRORISM

S T
?é NSL VIO-11503

oo
~1 ™

@)



T
——- Woriing ;opy -—--

AT EOPS

m~>§i Read and clear.

NSL VIO-11504

Page
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---- Working Copy ---- Page 1

Precedence : PRIORITY Date: 02/10/2004
To: General Counsel Attn: UC
CTLUL
Counterterrorism Attn: CXS/EQPS
ITeam 2 N
SSA b, i}
Attn: SIA b LE’
Attn: Legadf be
ALAT b7C
International Operations Attn: IOoyU-1
uc
From: Counterterrorism
Electronic Communicationg Analysis Unit. Room 4343
Contact: [(202) 324

Approved By: Bowman Marion E

Drafted By:
Case ID #: (S)| (Pending)
(S7 Pending) ol
OTA
Title: () FOREIGN POLICE COCPERATTION: 57D

o
SYnOpéiSTHWFQ£ Approves the issuance of an ECPA National Security
Letter (NSLJ; ‘provides reporting data; and, transmits the NSL for

delivery to the electronic communications service provider.

mo X1-25 ol
bT7A ]
Reference: (8) B7D bl
2
Enclosure(s): (U) Enclosed for the Iis b7E
an original and a copy of a National Securitv letter, dated b4
IFebruarv 10, 2004, addressed tdl | actnd H b7D
requesting names, addresses, length of service and b6
electronic communication transactional records for the IP address b7C
Details: (8) bl
Case ID 51
tgj.mm” B
. » b7D

A

NSL VIO-11505
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5

R oy =t
p

>l Thel;l antl terropism nnit of the o1
believe, based on .analysis| at they may be P4
tsjﬁéiﬁg the internet to communicate. investigation 7D

-y

identified tWQﬂ?Eﬂaddressesyl | LA
as beinguséd by the group. The INP 1s requesting subscriber :

information regarding the above IP addresses.

|.__\

) | |

r~

oo eNNe)
.

~J] I

Freg
=

(Ul

This electronic communication documents the Senior Counsel for
National Security Affairs approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
subscriber/electronic communication transactional records on the

following IP address:

|.__\

|

O T O

i53_m S . } ‘1

(U) On October 17, 2003, the Director designated the FBI official,
gsigning the attached National Security Letter, to make the required
certification.

1 1
i

(]

(U) Arrangements should be made with the institution receiving the

encloged letter to produce the records personally to an employee of b
the The institution should neither send e
[

the records through the mail, nor utilize the name of the subject or
any identifying information related to the subject in any telephone
calls to the FBI. The institution should not contact FBIHQ directly

in any manner.

(U) The should remind the institution
that it 1§ prohibited from disclosing that the FBI has made this
reguest.

(U)  Any guestions regarding the above can he directed tfo FBIHQ, SSA

o

oo o
AR

[ (202) 324|;|or IA (202) 324-
[ | Should the institutiom be unable to fully comply with this
request due to lack of gpecificity or should the institution reguire

more detailed information to locate such records, the
should immediately contact SSAl |or A
Tonal information.

(U) ECAU investigation continues.
SEER@T
NSL VIO-11506
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-~~~ Working Copy ----

LEAD(s) :

Set Lead 1: (Action)

]

ATl

(U) Hand deliver enclosed NSL as indicated abov

receipt of requested records, immediately submit results to IA
[:::::fi]FBIHQ, Counterterrorism Division,

Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

-

Nﬁh%”“'EB(ZNSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting

requirements for NSLs.
Set Lead 3: (Info)

COUNTERTERRORISM

Team 4

ne

(U) Read and clear.

Set Lead 4: (Info)

[ ]

AT

m

Set Lead 5: {Info)

b7D

‘“)%Q Read and clear.

INTERNATIONAL OPERATIONS

AT IOU-1

fUJ‘”“mew}§q: Read and clear.

Set Lead 6: (Info)
COUNTERTERRORISM
AT EOPS

SRewET

=3

Page

1

CTD/CXS/ECAU, Room 4343,

NSL VIO-11507

on

b6
b7C

3
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vnujﬁa: Read and clear.

e
NSL VIO-11508

Page
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---- Working Copy ---- B |

Precedence: PRICRITY Date: 02/09/2004
To: General Counsel Attn:
Unit Chief, CTLUl
Attn: IA |
Counterterrorism Attn: CX57FUrs
' ssal ]
IA
ITOS Sam
SSA b2
From: Counterterrcrism ;b7E
CXS/Electronic Communications Analysis Unit/Room 4343 bo
Contact: (202) 324 B7C
Approved By: Bowman Marion E
Drafted By:
Case ID #: (5)1 (Pending) ﬁ?l_
(Sl ending) ;O7A
(S) Feniing) D7D
Ty
thTitle:n-Eﬁj INTERNATIONAL TARGETS AND INTELLIGENCE
RESPONSE TO LEADS FROM FBI HEADQUARTERS/FIELD
00 :FBIHOQ
(s)
AR ol = N ¥ AW
bl
{s)
(€
Synopsisﬁ”“)S( Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider. b1
ey ived From—7 G-3 b2
ig Decl On: X1 b7k
o "L | b2
Enclosure(s): (U) Enclosed for the is bR
an original and a coPYOFI_a_NaLAQnJ¢1becurlty Letter, dated 4
2/09/2004, addressed t Attn:| :b?D
Tequest 11g € nanes, addresses, leng OL service, billing b6
b7C
Case ID

|




T
---- Working Copy ----

records, and electronic communication transactional records for
the e-mail address holder listed.

Reference: (8)

Page 2

Details: (S)| —l

bl
b4
7D

biC
b7A

ighv.mmn

(U)o ”CK% This electronic communication documents the
Senior Counse

For mandatory reporting purposes, the enclosed NSL seeks
electronic communication transactional records on the feollowing
e-mail address:

(U) On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution

receiving the enclosed letter to produce the records personally
to an employee of the The institution
should neither send the records througn the mail nor utilize the

name of the subject or any identifying information related to the

subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The should remind the
electronic communications provider that it is prohibited from
disclosing that the FBI has made this request.

FEET \s| vI0-11510

's approval and certification of the enclosed NSL.

b1
b4

B7D
b7A

b2

bR

b2z
biE



---- Working Copy ---- Page
(U) A ] regarding_the above can be directed to b2
FBIHQ, SSA (202) 324 or IA (202) -
324 Should the institution be unable to fully compl Ly with ;b’E
this “Tequest due to lack of specificity or should the institution b6

information to locate such recoxds the[::::] h7C
should immediately contact SSA| |or
itional information.

LEAD(s) :
Set Lead 1: (Action)
GENERAL COUNSEL

w AT WASHINGTON, DC

'M”:?Ei:NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Action)
| | b2
~ 7

AT =ik

(U) Hand deliver enclosed NSL as indicated above. g
Upan receipt of requested records, immediately submit results to H7C
IAl FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, e
Room 4343.

Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC
(U) CXS/EOPS/Team 2. For information only. Read and
clear.
Set Lead 4: (info)
COUNTERTERRORISM

AT WASHINGTON, DC

(U) ITOS I Team 1. For information only. Read and

Clear
b2

e
NSL VIO-11511
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NF

---- Working Copy ---- Page 1
Precedence: IMMEDIATE Date: 01/24/2004
To: General Counsel Attn: UC
CTLUL
Counterterrorism Attn: SSA |
CTD/CXS/EOPS/TEAM 3
SSA o
| Z
ITOS eam 15 b5
Attn: IA bo
h7C
From: Counterterrorism
- Electronic Surveillance Operations Unif __Pm 4363
Contact: SSA (202) 324
Approved By: Bowman Marion E
Drafted By: SSA
bl
Case ID #: (S) Pending) y7p
- - >S( 66F-HQ-C130337/5
Title: (S
n
Synopéié?~:ﬂﬁ Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.
e m;}§<:: Derived . G-3 .
fS)‘ Declassi : X1-25 bl
. b2
M| D7E
Enclosure(s): (U) Enclosed for the| Iis b2

an original and a copy of a National Securi

01/24/2003, addressed td

| attn:

b7E
bo
requesting 7~

names, addresses, length oI service and electronic communication

transactional receords for the email address holders listed below.

Details: (S//NF)l

(e}

b4
L7D
[8) case 1D | :?%“
EEF-HQ-CI303375 7975 | b7A

e

NSL VIO-11512




SpsegT
(S) NF
--~-- Working Copy ---- Page 2

bl

1]

Thig electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/electronic communication transactional
records on the following Email Addresses:

(8 b1

b4
7D

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the | The institution
should neither send the records Tougn € mail, nor utilize the b2
name of the subject or any identifying information related to the b7E

subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U)  The |should remind the
institution thHat 1t 15 prohibited rrom disclosing that the FBI
has made this request. b7k

b2

v 3

(U) Anv auestions regarding the above can be directed to
FBIHQ, UC (202) 324] or SSA
(ZUZT‘?ZE[:::::r_Sﬁ6ﬁTd the institution be u ()
hply with this request due to lack of specificity or
should the institution reguire more detailed information toc
locate such records, tl should
immediately contact UC or Oor additional

information.

=

[N o)

~J O ~d O

@]

o

LEAD (s) :

Set Lead 1: (Action)

b2
AT b7E
(U) Hand deliver enclosed NSL as indic ve. Upon o
receipt of requested records, immediately notify SSA b
E;:::;?:g(202)324 o coordinate delivery of records to FBIHQ, Db
SUnterterrorism Division, CTD/CXS/EQOPS, Room 4363, h7C

Set Lead 2: (Action)

M NSL VIO-11513
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GENERAL COUNSEL
) AT WASHINGTON, DC

NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting

requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM

AT ITOS I/CONUS IV /Team 15
(U) Read and Clear

SEEET o) vio-11514

Page

3
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Precedence: PRIORITY Date: 01/23/2004

To: General Counsel Attn: UC
CTLIL

Counterterrorism Attn: SSA

CTD

SSA

CTD/CXS/EOPS /THAM 3

SSA

ITOS 1/CONUS _II/TEAM S

J
.

—

|
[T

ooo
o)

~J ¢
@)

Attn: SA

From: Counterterrorism
Electronic Surveillance Operations Unit, Rm_4363
Contact: SSA (202) 324

Approved By: Bowman Marion E

Drafted By:

Case ID #: () | (Pending)
R "égg GoF-HQO-CL303375 bl
Title: (8) Eé

. tU}”..muumnm__",£§;z:1§555< b7C
Sl GEOGRAPHIC L7A

Synopsis:'”}E(: Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.l 57

fUJ~»_mj§<: Der dF . G-3 b2
12, Declass+ On: X1-25 bh7E

Enclosure(s): (U) Enclosed for thel |is an b2

original and a copy of a MNaticnal Securityv Tetter dated b7E
01/23/2004, addressed to] 1
, . i b7D
addresses, length OI service ana electronic communication be
transactional records for the account holder assigned the IP :SEC
IONAY

B




Sewct

NF
---- Working Copy ---- Page 2

address at the date and time specified below.

Details: (8//NF

bl
b4
7D
0o
b7C
b7A

W87 This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/electronic communication transactional
records on the following IP Address:

Tn
A
IR

- b7D
joli

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to vraduce the records personally
to an employee of the The institution should ~e
neither send the records through the mail, nor utilize the name b7E
of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The should remind the institution "o
that it is prohibited rrom disclosing that the FBI has made this NI
request. r ik

(U) Anv auestions regarding the aboye can be dipected to

FBIHQ, UC (202) 324 or SSA

12027 322 Shiould the insCTtution be WMEBIE to b

ully comply with éﬁTE‘%equest due to lack of specificity or oo

should the institution remuire more detailed information to b7E
locate such_records, the| |shou1d immediately bo

contact UC or SSA Itor additional information. n70

LEAD(s) :

Set Lead 1: (Action)

b2
AT -~ DbTE

(U) Hand deliver enclosed NSL as indicated above. Upon .
receipt of reguested records, notify SSA bz
(202)324[::::Tto coordinate immedigte delivery of records to oI

SEERE

S NSL VIO-11516 b7C
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FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4648.
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS III/Team 9

(U) Read and Clear

Set Lead 4: (Info)

y COUNTERTERRORTSM
' AT CXS/EOPS

 :>5i Read and Clear

’SEEEE(T NSL VIO-11517

Page
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SERRET
NF

---- Working Copy ---- Page 1
Precedence: PRIORITY Date: 01/20/2004
To: General Counsel Attn: UC
CTLILL
Counterterrorism Attn: SG5A
. CTD B WA S 1 =AW A R S A L A N
SSA
CTD,
SSA
1T0S sAM 3 .
Attn: b2m
b7E
From: Counterterrorism hé
Electronic Surveillance Overations Unit, Rm 4363 n7e
Contact: SSA (202) 3241 '
Approved By:-Baowman Marion B
Drafted By:
Case ID #: (sl | (Pending)
(S
WL 38y GBF-HQ-CI303375
L 0 b1
Title: (S b2
b7A
(U} e M EOPS -
m - GEOGRAPHIC
Synopsis;w:zgi: Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.l
tUJM“W.:ES{:: ived From-—— G-3
» ] : X1-25 folil
. o)
( D7E
Enclosure (s) : (U) Enclosed for the is an b2
original and a copy of a ' 3 ] bh7E
p1/20/2004 addressed to i b4
[ requesting names, :b§D
addresses, length of service and electronic communication )
transactional records for the account holder assigned the IP be
7
i\
Case 1D bl
LA

66k -HQ-CLl303375

29063
B =g NSL VIO-11518




NF
---- Working Copy ---- Page

addresses at the date and times specified below.

Details: (S//NF|

LU K . \ . .
) This electronic communication documents the National

Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed’
NSL seeks subscriber/electronic communication transactional
records on the following IP Addresses:

(s

bl
o}
7D
bTA

(Uy"Onm I0/I7/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

{(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the The institution
should neither send the records through the mail, nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The should remind the institution b2
that it is prohibited from disclosing that the FBI has made this 1,7
request.

Any questions regarding the above can be directed to

(U)
FBIH uc (202) 324 or SSA|
ould the instTrUurion be unable Lo
ully comply with €hig request due to lack of specificity orx

0
should the institution rTguiLg_mQ;g_gggg;;gd_;nformation to b
locate such_records, the should immediately b’

contact UC or SSAl For additional information.

LEAD (s) :

Set Lead 1: (Action)

[ ] 02

a1 | b7E

o

N Y e
o

oouT

-]
o

b2
b7E



SR

NF
---- Working Copy ---- Page
{(U) Hand deliver enclosed i i ve. Upon
receipt ¢of reguested records, notify SSAi .
(202)324 to coordinate immediate delivery of records to bz
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4648. 014
L7C

Set Lead 2: (Action)
GENERAL COUNSEL
—— AT WASHINGTON, DC
NSLU is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 1/Team 3

(U) Read and Clear

Set Lead 4: (Info)
COUNTERTERRORISM
AT CXS/EOPS

Wiw-u»mmmhzgi( Read and Clear

SBSRET 51 vIO-11520
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NF

---- Working Copy ---- Page 1
Precedence: PRIORITY Date: 01/20/2004
To: General Counsel Attn: UC |
CTLL
Counterterrorism Attn: SSA |
CTD/CXS/EOPS /TEAM
SSA
CTD/CXS/EOPS /[ TEAM
SSA
CTD/ E o %)
SsAa Vo
ITO L ZOORNTITC T 7T EAM b7F:
Attn: SSA b6
L7C
From: Counterterrorism
Electronic Surveillance Operations Unit, Rm 4363
Contact: SSA |(z02) 324
Approved By: Bowman Marion E
Drafted By:
Casge ID #: (S) (Pending)
(S) (Pending)
(s) -
(mmnu_:}gl 66 -HO-CIL303375 O
L2
Title: (S b6
CO:HY bfp
L7A
(8)
CO:HQ
(Uyumﬂm”_ggi EOPS
LI GEOGRAPHIC
Synopsis?“‘ Approves the issuance of an ECPA National
Security L€étter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communicationg service provider.
|:]'_'[:| >< Der ed From : G-3
Case ID bl
o7A

6o -HQ-C1303375 23065




T
NF

(3 ---- Working Copy ----~ Page
| Declassify On: X1-25 bl
‘ bZ

W pIE -

Enclosure(s): (U) Enclosed for the| |is an bTE

original and a copy of a National Security Lettexr, dated L

01/20/2004, addressed to | Attn | an

Tequesting names, addresses, -
g TOonic communication transactional jbb
records for the account holder assigned the IP address at the biC
dates and times specified below.

Details: (S//NF] L
joYi!
7D
DA

(0 EB{:This electronic communication documents the National

Security Affairs Senior Counsel’s approval and certification of

the enclosed NSL.

For mandatory reporting purposes,

the enclosed

NSL seeks subscriber/electrcnic communication transactional
records on the following IP Address:

15

(U) On 10/17/2003,

regquired certification.

b1
b4
b0
b7A

the Director designated the FBI official,

signing the attached National Security Letter, to make the

{(U) Arrangements should be made with the institution

receiving the enclose

e records personally

to an employee of the The institution should bf
neither send the records through the mail, nor utilize the name bk
of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The should remind the institution b2

that it is prohibited from disclosing that the FBI has made this b7E

request.

(U) An vestions reqarding the above can be directe

FBIHQ, UC | (202) 324| or SSA I
| |(202) 324| ariaple vo
ully comply with

| Should the institution be

NSL VIO-11522

this request due to lack of specificity or

0o

oo D
NG o)
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NF
---- Working Copy ----

should the institution reanire more detailed information to
locate such_records, the should immediately
contact UC or SSA hﬁ?‘ﬁﬁﬁTﬁTﬁnal information.
LEAD (s) :

Set Lead 1: (Action)

AT

(U) Hand deliver enclosed NSL as indicated above.

receipt of requested records, immediately submit results to SSA
ﬁ FBIHQ, Counterterrorism Division,
CTD/CXS/EOPS, Room 4648. b6

o
Set Lead 2: (Action) nic
GENERAL COUNSEL
1y - AT WASHINGTON, DC

NSLU is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNfERTERRORISM
AT ITOS I/CONUS I/Team 3
(U) Read and Clear
Set Lead 4: (Info)
COUNTERTERRORISM
AT ITOS CXS/EOPS

(U) Read and Clear

X

NSL VIO-11523

Page
b2
b7E
b6

pIC

Upon
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NF
---- Working Copy ---- Page 1
Precedence: PRIORITY Date: 01/14/2004
To: General Counsel Attn: UC
CTLUI
Counterterrorism Attn: S8SA
CTD,
SSA b2
CTD, B
ssal b7E
ITO b6
] Attn: 5 o
From: Counterterrorism = -
Electronic Spxvedllance Qnexations Unit, 4363
Contact: SSA [(202) 324
Approved By: Bowman Marion E
Drafted By:
Case ID #: (s J (Pending)
(s bl
iU}"“:jﬁi\ COF " HNW-Cl3v3375 h7A
Title: (S)
(- >g< EILECTRONTC SURVETIIANCE OPERATIONS AND SHARING UNIT bo
- -
Synopéié?wé}ﬁ( Approves the issuance cf an ECPA Naticnal
Security L&tter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.l
iUh‘“”"~“w:Dk<: Derive om : G-3 bl
I: Decl ify On: X1-25 b2
bx% ; b7
b2
Enclosure(s): (U) Enclosed for thel [is an b7E
original and a copy of aMNational Sernyity Tefter, dated B4
01/14/2004, addressed to Attn{ | e,
| I N ]
| | requesting names, addresses, length of service and bo
I:?.:Jl.fctronlc communication transactional records for the account n7C
bl
b7A

28790

Pt NSL VIO-11524
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---- Working Copy ----

holder assigned the IP addresses at the date and times specified
below.

Details: (s//NF ]

e This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed

NSL seeks subscriber/electronic communication transactional
recordses_nn the followinag TP Addresg.

IR

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of thg The institution should
neither send the reco T T nor utilize the name
of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) Thel |shou1d remind the institution
that it is prohibited from disclosing that the FBI has made this
request.

(U) Any guestions regarding the above can be di
FBIHQ, UC (202) 324 or ssa
202) 324 Should the institution be unable to

fully comply with this request due to lack of specificity or
should the institution require more detailed information to
locate such_records, the |shou1d immediately
contact UC or SSA For additional information.

LEAD (s) :

‘Set Lead 1: (Action)

AT

Page

joll}
jor!
7D
74

b2

b7E

b2
b7
bo

b7C

(U) Hand deliver enclosed NSL as indicated above. Upon

cel f requested records, immediately notify SSA
(202} 324 to coordinate delivery of recot
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Rcom 4648.

SESRIT o) \10-11525

Lo
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Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
e ) NSLU is requested to record the appropriate
information néeded to fulfill the Congressicnal reporting
requirements for NSLs.
Set Lead\3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 1/Team 3
(U) Read and Clear
Set Lead 4: (Info)
COUNTERTERRORISM
AT CXS/EOPS

(U) Read and Clear

_SESRET 5| VIO-11526
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---- Working Copy ---- Page
Precedence: PRIORITY Date: 01/14/2004
To: General Counsel Attn: UC
CTooT
Counterterrorism Attn: SSA
CTD/CXS/FEOPS/TEAM 2
SSA
CTN XS RO S 7T TEAN T
SSA -
CTD/TXS7EOPS7TRA e
SSA b7E
ITOS I7CUNUS 1177 5 bo
b7C
Attn:
From: Counterterrorism
Electronic Surveillance Operations Unit, Rm_4363
Contact: SSa (202) 324
Approved By:-Bawman Marion E
Drafted By:
Case ID #: (S Pending)
(S Pending)
(- '
- 6 -HQ-CL1303575 Pl
) D7A
Title: (8 o
£o
o7C
(S
w)mmuwuwb<) ELECTRONTC SIIRVETITLLANCE OPERATIONS AND SHARING UNIT ,
b2
(-
Synopsis;”' Approves the issuance of an ECPA National
Security Létter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.
Case ID bl
b7A

28 /129

1]




S
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---- Working Copy ---- Page
bl

jfa<i: Der Sm . G-3 b%
tsjf De Es1 Oon: X1-25 b7E
DY |

().

Enclosure(s) : (U) Enclosed for the is an bZ
original and a copy of a National Seécurity Letter, dat b7E
01/14/2004, addressed tol | aten: | | b4
| K7D
| [Tequesting names, addresses, lengch oL sService and M
electronic communication transactional records for the account be

holder assigned the IP addresses at the date and times specified bD7C
below. —

Details: (S//NF)| |
bl
b4
7D
b7A
This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/electronic communication transactional
recoxrds on the following IP Addresses:
(3]
bl
b4
7D
b7A
(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.
(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally b2
to an employee of the The institution e
should neither send the records through the mail, nor utilize the b7E
S T

NSL VIO-11528
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name of the subject or any identifying information related to the
subject in any telephone calls tc the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The should remind the b2
institution that it 1s prohibited trom disclosing that the FBI BTE
has made this request. ’

(U) An uestions regarding the above can be dirp
EBTHQ, UC | (202) 322 |or ssa I -
| (202) 324 Should the institution be unable to 0
fully comply with this request due to lack of specificity or

should the institution require more detailed information to b6
locate such records, thel should b7C
immediately contact UC [y or additional
information.

LEAD(s) :

Set Lead 1: (Action)

o2
bTE

AT

(U) Hand deliver enclosed NSL as indicated above. Upon

receipt of requested records, immediately notify S8
[;;;;;f:;](202)324{::::]to coordinate delivery of recd (9]

-IV'\ ()
., Counterterrorism Division, CTD/CXS/EOPS, Room 4648. >
Lo
Set Lead 2: (Action) biC

GENERAL COUNSEL
AT WASHINGTON, DC
Uy - HWEB(:NSLU 1s requested to record the appropriate
information needed to fulfill the Congressiocnal reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS II/Team S
(U) Read and Clear
Set Lead 4: (Info)
COUNTERTERRORISM

AT CXS/EOPS

SESRET S| vIO-11529
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Read and Clear

@Rﬁ NSL VIO-11530
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Precedence: PRIORITY Date: 01/14/2004

To: General Counsel Attn: UC
CTOE
Counterterrorism Attn: SSA
CTD R/ E 7 TEAM 4
SSA

CTD G SSWADISIEINFAI NN !
ssal |
ITOS T/CONNS 1/TEAM 3

Attn: |

~3 N

[

o o oo
2o
!

From: Counterterrorism
Electronic Suxveillapce Operatjions Unit, R
Contact: SSal {(202) 324

Approved By: Bowman Marion E

Drafted By:

Case ID #: (S)l |Pending)
(8
(- e ) [oA°2 Yak TAV ALa W wo R o by o) bl

h7A

in”“wigg(: ELECTRONTC SURVETITTANCE OPERATIONS AND SHARING UNIT

SynopSiéi““)x( Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necesgsary, transmits the NSL for delivery to the electronic
communications service provider.l

(-
“:ZE{:: Deriv rom : _
Decla x1 25 bl

D2

B B7E

Enclosure(s): (U} Enclosed for the |is an ogs
original and a copy of a i bk
4 tof | b4
requesting names, addresses, length ot b7D
service and electronic communication transactional records for

the account holder assigned the IP addresses at the date and ‘?QC
(3] 07

bTA

BoF-HU-C130337D 29261

_SRRET  NSL VIO-11531
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times specified below.

Detrailess (Q//Nﬁd

!

LN

This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/electronic communication transactional
records on the following IP addresses and time stamps:

ey |

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the The institution
should neither send the records tThrough the mail, nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner,

{U) The [should remind the -
institution that 1t 1s prohibited from disclosing that the FBI O

has made this reqguest.

(U) An uestions regarding the above can be directed to
le (202) 324 or SSA |
| |(202) 324 | Should the institution be unable to
ully comply with this request due to lack of specificity or

should the institution reguire more detailed information to
locate such records, th should
immediately contact UC or SSA or additional

information.

LEAD(s) :

Set Lead 1: (Action)

oo
~J O

AT E

(U) Hand deliver enclosed NSL as indicated above
receipt of requested records, immediateiy notify SSA

L NSL VIO-11532

bl
b4
DID
biA
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4
©7D
b7A

b2
b7E
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[:;;;;é::;](202)324{:::] to coordinate delivery of records to bZ
, counterterrorism Division, CTD/CXS/EOPS, Room 4648, b6
o7C

Set Lead 2: (Action)
GENERAL CQOUNSEL
AT WASHINGTON, DC

iy
o NSLU is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 1/Team 3
(U) Read and Clear
Set Lead 4: (Info)
COUNTERTERRORISM
AT CXS/EOPS

(U) Read and Clear

SPSRET o1 VIO 11533
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Precedence: PRIORITY
To: General Counsel

Counterterrorism

Date: 01/14/2004

Attn: UC
CTLoT

Attn: SSAl I
CTD : X

ssa M_J

CTD'(X'\IH(IU\/IHL\

SSA
ITOS T7CONTIS T7TEAM 3

Attn:

b2
From: Counterterrorism b7E
Electronic Surueillance Onerationg Unit, R b6
Contact: SSA 202) 324 D7C
Approved By: _Bowman Marion E
Drafted By:
case o #: (sl lpending)
(8) =
(8) bT7A
Title: (S
(-
x:}gi ETLECTRONTC SURVETITANCE OPERATTONS AND SHARING UNIT
b2
oy
Synopsis: —£S}- Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.l
m.
{ 1,;&( Derived : G-3 hl
Declasga#fy\On: X1-25 b2
gl orE
, D2
Enclosure(s): (U) Enclosed for the is an "
original and a copy of a ' j?:E
01/14/2004, addressed to D4
| |request1ng names, addresses, length of b7D
service, billing records, and electronic communication 6
transactional records for the account holder assigned the IP w70
P N

,__tSJJ;‘

Case 1ID

66F-HQ-C1303375

Eﬁ@ NSL VIO-11534
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NF

---- Working Copy ---- Page 2
addresses at the date and times specified below.
Details: (S//NF)
bl
o]
b7D
b7A
{me .
This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/billing/ electronic communication
transactional records on the following IP addresses and time
stamps: b
IR ba
k7D
(U) On 10/17/2003, the Director designated the FBI official, BT7A
signing the attached National Security Letter, to make the
required certification.
{(U) Arrangements should be made with the institution
receiving the enclose ecords personally
to an employee of the The institution k2
should neither send t DU te mail, nor utilize the BTE
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.
(U) The should remind the b2

institution tAat 1t IS pronibited rrom disclosing that the FBI 17E

has made this request.

(U) An uestions regarding the above can be directed to

BIH uc |(202) 324 or SSA |
(202) 324_5___J Should the institution be unable to
ully comply with this request due to lack of specificity or

should the institution require more detailed information to
locate such records, |should
immediately contact U or or additicnal
information.

LEAD (s} :

Set Lead 1: (Action)

AT

(U) Hand deliver enclosed NSL as indicated above Upon ¢

receipt of requested records, immediately notify SSa
M NSL VIO-11535

b2
b78
be
b7

0
b7C
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| (202)324 to coordinate delivery of records to 02

. counterterrorism Division, CTD/CXS/EOPS, Room 4648. 06

. ) B7C
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
) e TSI NSLU is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 1/Team 3
(U) Read and Clear
Set Lead 4: (Info)
COUNTERTERRORISM
AT ITOS CXS/EOPS

(U) Read and Clear

SE?@ NSL VIO-11536
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Precedence: PRIORITY Date: 01/05/2004
To: General Counsel . Attn: UC
CTLUT
Counterterrorism Attn: SSA
CTD/CXS7EOPS TEAM Z
SSA
CTD/CXS/EOPS TEAM T
SS _ _
ITOS I/CONUS 1/Team 27
Attn: SSA
bz
From: Counterterrorism , PIE
Electronic Surveillance Onerations Unit, Rm_4363 .B;
Contact: SSA (202) 3241 ~Y
bi7C
Approved By: Bowman Marion E
Drafted By:
Case ID #: (8) (Pending)
- (S) b1
I BBF-HU-CISU3375 -
b7A
Title: (S
41— “— I ECTRONIC SURVETLLLANCE OPERATIONS AND SHARING UNIT
mo bz
SynopSié?“w Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider. o1
o)
o s M G-3 02
D ] On: X1-25 D7E
(8) |
o
Enclosure(s): (U) Enclosed for the is an ~~
original and a copy of a National S&curity Lectter, dated o7k
_______________________________________________________________ b T
bTA

28521
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01/05/2004. addressed to Attn:l

reguesting names, addressesg,

Tength ot service and electronic communication transactional
records for Universal Resource Locator (URL) address referenced
below.

Details: (S//NF)

Page 2

b1
b4
b7D
b7

(-

(&

-8 This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purpcses, the enclosed
NSL seeks subscriber/electronic communication transactional
records on the referenced Universal Rescurce Locatocr (URL):

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the The institution should
neither send the records T . nor utilize the name
of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) Thel khould remind the institution
that it is prohibited from disclosing that the FBI has made this
request.

(U) An uestions reqarding the above can be directed to
(202) 3241 or SSA

1 | Should the institution be UNable to
vy comply with this request due to lack of specificity or
should the institution reguire more detailed information to

locate suc s, the |should immediately
contact UC or §§ |for additional information.

LEAD({s) :
SPeRET oL VIO-11538
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Set Lead 1: (Action)

FIELD OFFICE o2
L/E
AT
(U) Hand deliver enclosed NSI ac o T T
receipt of requested records, notify SSA —
{(202)324 to coordinate immediate deITVE Zy of 1 ==
FBIHQ, C terrorism Division, CTD/CXS/EOPs, Rocorra e —
-z "
. b2 == -
Set Lead 2: (Action) he
GENERAL COUNSEL o7C

AT WASHINGTON, DC
.

>:‘<NSLU is requested to recoxrd the approp
information needed to fulfill the Congressional report 3 ;4 S -
requirements for NSLs. =4 =
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 3/Team 10

(U) Read and Clear

SESRET NSL VIO-11539 B
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Precedence: PRIORITY Date: 01/05/2004
To: General Counsel Attn: UC
CTLUT
Counterterrorism Attn: SSA

CTD/CXS/EUPS TEAM 2

SSA
CTD/TXS/ EOPS TEAM T
SSA
ITOS I/CONUS 1/Team 2
Attn: SSA b2
: LiE
From: Counterterrorism 56
Electronic Sugpveillance Onerations Unit, Rp—4l343 fﬂﬂ\
Contact: §SA (202) 324 orC
Approved By: _Bowman Marion B
Drafted By:
Case ID #: (8) (Pending)
(s) .
W e o N8Y G66F HQ C1303375 Pl
jol
Title: (8)
{m BLECTRONIC SURVEILLANCE OPERATIONS AND SHARING UNIT
B2
() - Synopsis Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.
41 R DeTived Prom : G-3 4
(&) b2
O | b7E
Enclosure({s): (U) Enclosed for the is an b%
original and a copy of a National Security Letter, dated b7k
ESJVCéSe iD 5
bl
66F-HQ-C1303375 28521 b7Aa
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NF
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Attn: 14
requeal_l.llg [dlllcs, AdUUITosSSCS, b"j:)

length of service and electronic communication transactional .
records for Universal Resource Locator (URL) address referenced #J?
below. B7C

Detaijls: (S//NF“ I

oo oo
=1~ s
I

This electronic communication documents the National

Security Affairs Senior Counsel’s approval and certification of

the enclosed NSL. For mandatory reporting purposes, the enclosed

NSL seeks subscriber/electronic communication transactional

records on the referenced Universal Resource Locator (URL): bl

b4
b7D
(U) On 10/17/2003, the Director designated the FBI official, LIA

signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the| |The institution should
neither send the records through the mail, nor utilize the name
of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

-1 DN

b
b7E

(U) Thel |shou1d remind the institution
that it is prohibited from disclosing that the FBI has made this
request.

(U) Anv guestions regarding the abo be dig
| 1202) 324Ti'r|lor SSA
(202) 324| | Should the institution be unable to N2
u c

2D

U:b‘
o

y comply with this request due to lack of specificity or bR
should the institution reauire more detailed information to ~
locate such_records, the should immediately bo
contact UC or SS nal information. b7C
LEAD(s) :

S
E i;lSL VIO-11541
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Set Lead 1: (Action) ) |
b2

b7E

AT

(U) Hand deliver enclosed NSL as indicated above.
receipt of requested records, notify SSA
(202)324 to coordinate immediate delivery oL records Lo
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4648.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
iU}"”“~wé}ﬁ{;NSLU 1s requested to record the appropriate
information neeéded to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 3/Team 10

(U) Read and Clear

M NSL VIO-11542
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