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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date: 03/10/2004 
Attn: 
Attn: 

UC 
CTLU1 
SSA 
ITpy 1/C0NUÜ 1iTEAM~3 
ucl 
ETTO 

Attn: 
From: Counterterrorism 

Electronic Surveillance Operations Unit, Rm 464 8 

b2 
b7E 
b6 
b7C 

Contact: SSA [202) 324 
Approved By : Bowman Marion E 

Pending) 
bl 
b2 
b6 
b7C 
b7A 

Synopsis:" Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

m - - X 
(Sk 

bl 
b2 
b7E 

Enclosure (s) : (U) Enclosed for thel lis an 
original and a copy of a National Spnyritv t.̂ m-̂ t- riat-pri 
aridrpasprl tnl Attn: 

requesting names, addresses, 
length of service, billing records, and electronic communication 
transactional records for the account holder assigned the IP 
addresses at the date and times specified below. 
£ K 

b2 
b7E 
b4 
b7D 
b6 
b7C 

Case ID 
66F-HQ-C13 03 3 75 31759 

bl 
b7A 

SE^ÎèÇT 

NSL VIO-11416 
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Details : 

m =̂(=S=)t̂ This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
transactional records on the following IP Address: 

2 

bl 
b4 
b7D 
b6 
b7C 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 

bl 
b4 
b7D 
b7A 

of the The institution should neither send 
the records tnrougn cne man, nor utilize the name of the subject or 
any identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

(U) The| 
that it is prohibited from disclosing 
request. 

should remind the institution 
that the FBI has made this 

b2 
b7E 

b2 
b7E 

uc 
(U) Any questions regarding the above can be directed to FBIHQ, 

(202) 324 or SSA 
T NSL vIU-1141/ 

b2 
b6 
b7C 
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Should the institution be unable to fully comply (202) 324_ 
with this request due to lack of specificity or should the b2 
institution require more detailed information to locate such records, hlE 
the I • • ' " • 
S SA 

should immediately contact UC 
ror additional information. 

or 

LEAD(s): 

Set Lead 1: (Action) 

b7C 

AT 
b2 
b7E 

(U) Hand deliver enclosed NSL as indicated above. Upon 
requested records, notify SSA (202) 

:o coordinate immediate delivery of records to FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4648. 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC ¡S) ..... 

NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS l/Team 3 
(U) Read and Clear. 

Set Lead 4: (Info) 
COUNTERTERRORISM 

b2 
b6 
b7C 

AT b2 

(U) Read and Clear. 

sJss£T n s l v i 0. 1 1 4 1 8 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 03/08/2004 
Attn: 
Attn: 

UC 
CT&UT" 
SSA 
ITCTB 1 ! L-ULMUB 1/ -LIMM ó 
SSA 
ITfccZHMIEZEZream 1 
UC 
ETIU 
SSA 

Attn: 
Attn: 

ETIÙ/Team 4 
SAI 

b2 
b7E 
b6 
b7C 

•From: Counterterrorism 
Electronic Surveillance Operations Unit, Rm 4363 
Contact : SSA (202) 324-

Approved By: Bowman Marion E 

(S) 
(S) 

(Pending) 
(Pending) 

bl 
b7A 
b6 
b7C 

Drafted By: 
Case ID #: 
(U) 

Title: (S) 
(s' 

Synopsis:"̂  ^ S ^ Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, 
transmits the NSL 
for delivery to the electronic communications service 
provider.1 

(U) 

IS) 
G-3 
Xl-25 bl 

b2 
b7E 

Enclosure(s): (U) Enclosed for the 
original and a copy of a National security Letter, dated 

is an b2 
b7E 

Case ID 
bbF-HU-UUU33 /b TT3TZ 

bl 
b7A 

NSL VIO-11419 
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03/08/2004. 
Diiiing records, 

addressed to 
requesting ftàméS, àddfêôSèà, lêriçth òr service, 
and electronic communiiiaiioia t-r-anaar-t-

for the account holder assigned to the 
Accounts specified below. 
npl-ai 1 R 

ional records 
E-Mail 

b4 
b7D 
b6 
b7C 

bl 
b4 
b7D 
b7A 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/billing records/electronic communication 
transactional records on the following IP addresses: 

(S) 
bl 
b4 
b7D 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The 
that it is pröniDicea rrom disclosing 
request. 

b2 
b7E 

b2 should remind the institution 
that the FBI has made this t)7E 

(U) Anv Questions regarding the above can be diverted tn 
FRTHO. UP 

202) 324 
or S SA (202) 324 

snould the institution be unable to fully 
comply with this request due to laqk of specificity or should the 

sMlet NSL VIO-11420 

b2 
b6 
b7C 
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institution require more detailed information to locate such 
records, i-hpĵ  ^ ¡should immediately contact UC 

or SS 
LEAD(s): 

Set Lead 1: (Action) 

tor additional information. 

b2 
b7E 
b6 
b7C 

A1 

h 2 
b7E 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, notify SSAf _ 
(202)324 to coordinate immediate delivery ot records to FBIHQ, 
CountertSTT^Tism Division, CTD/CXS/EOPS, Room 4363. 

b2 
b6 
b7C 

Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
^ NSLU is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS l/Team 3 
(U) Read and Clear. 

Set Lead 4: (Info) 
COUNTERTERRORISM 

ITOS I/CONUS I/TEAM 1 
(U) Read and Clear 

Set Lead 5: (Info) 

AT 

b2 
b7E 

•T NSL VIO-11421 
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(U) Read and Clear 
Set Lead 6: (Info) 

COUNTERTERRORISM 

(U) Read and Clear 
Set Lead 7: (Info) 

COUNTERTERRORISM 

(U) Read and Clear 

b2 

NSL VIO-11422 
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Precedence : IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 03/08/2004 

rn 
Attn: UC 

CTC 
Attn: SSA 

ITOS 1 /L'ÜMUü 1/ TUAM-5 
SSA| 
ITOS I/CONUS I/Team 1 
UC 
ETITI 
ssaT 

b2 
b7E 

Attn 

Attn 
: j~gËf 

iTeam 4 
b7C 

1 
y sa 

From: Counterterrorism 
Electronic Surveillance Operations Unit, Rm 4343 
Contact: SSA (202) 324 

Approved By: Bowman Marion E 

Drafted By: 
Case ID #: 

Title 

(S) 
(S) 
(S) 

(Pending) 
(Pending) 

^ S ^ bbF-HU-C'liUJJ lb 
bl 
b7A 
b6 
b7C 

(U1 Synopsis: Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

Derivea\From : G-3 
Declassify On: Xl-25 (U) 

bl 
b2 
b7E 

Enclosure(s): (U) Enclosed for the 
b2 

Resident Agency is an Jq7e 

Case ID 

( S ) 6 6 F-HQ-C1303375 31443 

bl 
b2 
b7E 

NSL VIO-11423 
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originai and a copy of a National 
m /na /?nr>4 arirfr^spH 1-nl 

Security Letter, dated 
MlSL 

] lequesLiny liâmes,—auuiebses,—itüiyLii ui—sei viuy, 
.b7D 

billing records, and electronic communication transactional records 
for the account holder assigned the IP addresses at the date and 
times specified below. 
Details 

bl 
b4 
b7 
b7. 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
transactional records on the following IP Addresses: 

bl 
b4 
b7D 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 

Resident Agency, 
through the mail, 

The 
nor 

institution 
utilize the 

to an employee of the 
should neither send the records 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

to 2 
toi E 

NSL VI0-11424 
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(U) The 

institution t 
Resident Agency should remind the 

lat it is prohibited from disclosing that the FBI 
has made this request. 

(U) Any miestinns rp-aardirig the above can be di rected to 
FBTHO . T JC~| (202) 324^ | or SSA 

(2 02) T2T Should the institution be unable to 
tully comply with this request due to lack of specificity or 
should the institution require more detailed information to 
locate such records, tl 
immediately contact UC 
additional information 
LEAD(s) : 
Set Lead 1: (Action) 

hel 
or SSA for 

Page 
b2 
b7E 

b2 
b7E 
b6 
b7C 

AT 
b2 
b7E 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, notify SSA 
324 to coordinate immediate delivery or records to FB 

.above. 
(202) 

^BIHQ, 
Count¿^terrorism Division, CTD/CXS/EOPS, Room 4363. 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC (U) ..... 

NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS l/Team 3 
(U) Read and Clear. 

Set Lead 4: (Info) 
COUNTERTERRORISM 

ITOS I/CONUS I/TEAM 1 
(U) Read and Clear. 

Set Lead 5: (Info) 

b2 
b6 
b7C 

NSL VIO-11425 
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b2 
b7E 

(U) Read and Clear. 

Set Lead 6: (Info) 
COUNTERTERRORISM 

I | b2 
(U) Read and Clear. 

Set Lead 7: (Info) 
COUNTERTERRORISM 

(U) Read and Clear. 

Page 4 

S ^ S T NSL VIO-11426 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 03/08/2004 
Attn: 

Attn: 
UC 
PTT.TTI 
UC 
ITOS 1/CONUS 1 
SSA 

Attn: 
Attn: 

IO£ 
IO£ 
Qa 

From : Counterterrorism 
Electronic Surveillance Operations Unit. Rm 4 3 63 
Contact : SSA (202) 323 

Approved Ry; Rnwman Marion F 

Drafted By: 
Case ID #: (S) 

(U) 
I Pending) 

Title : 

ini-

bì 
b2 
b7E 
b7A 
b6 
b7C 

Synopsis:^^T Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

(U) 
(S) - X 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 

Enclosure(s): (U) Enclosed for the 
original and a copy of a National Security Letter, dated 
03/08/2004, addressed tol 

is an 

requesLiiiy namey,—aaarëyyey,—leiiytii ui— 
service, billing records, and electronic communication 
transactional records for the account holder assigned to the 

|E-Mail Accounts specified below. 

b2 
b7E 
b4 
b7D 
b6 
b7C 

Case ID 

(sj 

4 6H| 1285643 Serial 70 

T NSL VIO-11427 

bl 
b2 
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Details: (S//NF) 

bl 
b7A 

mi This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/billing records/electronic communication 
transactional records on the following email address: 

(S) 

bl 
b4 
b7D 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

h 2 
b7E 

(U) The should remind the 
institution tnat it is pronibitea rrom disclosing that the FBI 
has made this request. 

(U) Any questions regarding the above can be directed to 

b2 
b7E 

FBIHQ, UC 
(202) 323 

(202) 324 or S SA 
Should the institution be unable to 

ruiiy comply with this request due to lack of specificity or 
should the institution require more detailed information to 
locate such records, the should 
immediately contact U C o r 
additional information. 

for 

b2 
b7E 
b6 
b7C 

LEAD ( s) : 
Set Lead 1: (Action) 

b2 
b7E 

AT 

T NSL VIO-11428 
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(U) Hand deliver enclosed NSL as indicated above, 
receipt of requested records, notify SSA 
(202)323 to coordinate immediate delivery o£ records to 
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4363. 
Set Lead 2 : (Action) 

Page 
Upon 

b2 
b6 
b7C 

GENERAL COUNSEL 

(U) AT WASHINGTON, DC 
NSLU is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS l/Team 3 
(U) Read and Clear. 

Set Lead 4: (Info) 
COUNTERTERRORISM 

ITOS I/CONUS I/TEAM 1 
(U) Read and Clear 

Set Lead 5: (Info) 

AT 
b2 
b7E 

(U) Read and Clear 

NSL VIO-11429 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 03/05/2004 
Attn: 
Attn: 

UC 
CTEUT 
SSA 
ITOS I/CONUS l/^EAM 3 
UC 
etìtt 

Attn: 

b2 
b7E 
.b6 
b7C 

From: Counterterrorism 
Electronic Snppillannp Dnpraf i rjnc; Unit, Rm 434 3 

(202) 324 Contact: SSA 
Approved By: Bowman Marion E 

Pending) 
66F-HQ-C1303375 

bl 
b7A 

Title : 
( U ) 

(U) ........ 

(S) 
Ëôpy-TECHX OPS; 

NSL 
Synopsis : U Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

b2 
.b7E 

Enclosure(s): (U) Enclosed for the 
original and a copy of a National security L.eEuer~ 
07/0R/90n4. ^HHrPa.gpH to 

aaren 
is an 

requesting names, addresses, length of 
yyrvicy,—JDliliny—rmiords, and electronic communication 
transactional records for the account holder assigned the IP 
addresses at the date and times specified below. 

b2 
b7E 
b4 
b7D 
b6 
b7C 

Case ID 

(3) éét'-HO-C130337b 1T345 
bl 
b7A 

NSL VIO-11430 
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Details: (S//NF)| 

bl 
b4 
b7D 
b7A 

(U) This electronic communication documents the National 
Secu/it^ Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/billing records/electronic communication 
transactional records on the following IP Address: 

(SJ 

bl 
b4 
b7D 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclose^ letter to nroduce the Records personally 

employee to an employee of the 
should neither send tEe 
name of the subject 

The institution 
mail, nor utilize the records through the 

or any identifying information related to the 
- S f c e R i S ; N S L V I O - 1 1 4 3 1 

b2 
b7E 
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Working Copy- Page 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

b2 
b7E 

(u) 
FBIHQ. UC 

Anv questions regarding the above ran be dir^ntpd to 

tully comply with 
(202) 324 or S SA 

Should the institution be unaùle to 
c m s request due to lack of specificity or 

should the institution require more detailed information to 
locate such records, the 
immediately contact UC 
additional information. 

or S SA 
sanili d 

for 

b2 
b7E 
b6 
b7C 

LEAD(s): 
Set Lead 1 : (Action) 

AT 
b2 
b7E 

(U) Hand deliver enclosed NSL as indicated above. Upon 
(202) receipt of requested records, notify SSA 

324 
Counterterrorism Division, CTD/CXS/EOPS, Room 4343 

to coordinate immediate delivery ot records to FBIHQ, 
b2 
b6 
b7C 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
^S^ NSLU is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS l/Team 3 
(U) Read and CleaJ 

Set Lead 4 : (Info) 
COUNTERTERRORISM 

AT b2 

N S L V I O - 1 1 4 3 2 
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Read and Clear. 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 03/05/2004 
Attn: 
Attn: 

UC 
eren 
SSA 
ITO3 1! CONUS I/TEAM"^ 
UC 
ET s 

Attn: 
From : Counterterrorism 

Electronic Surveillance Operations Unit, Rm 4343 
Contact: SSA (202) 324 

b2 
b7E 
b6 
b7C 

Approved Bv: Bowman Marion E 

Drafted By: 
Pending) 

bl 
b2 
b7A 

S y n o p s i s : A p p r o v e s the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service pro/ider.l 

(U) 
ÍS) 

Derive 
Decla 

G-3 
Xl-25 

Enclosure(s): (U) Enclosed for the 
original and a copy of a_National Security Letter, dated 
03/05/2004, addressed 

bl 
b2 
b7E 

is an 
to 

requesting names, addresses, length of 
seiviue,—uiiiiny leuJrds, and electronic communication 
transactional records for the account holder assigned the IP 
addresses at the date and times specified below. 

b4 
b7D 
to 6 
tolC 

Case ID 

I S ) 6bF-HU-C13U337b 

bl 
b7A 

1T346 
N S L V I O - 1 1 4 3 4 
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Details: (S//NF) 

bl 
b4 
b7D 
b7A 

(U) This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/billing records/electronic communication 
transactional records on the following IP Address: 

(S) 
bl 
b4 
b7D 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the The institution 
should neither send the records tnrougn tne mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

b2 
b7E 

(U) The should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

(U) Anv questions regarding the above can be directed t-.o 
FBIHQ. UC 

202) 324 
(202) 324 or S SA 

Should the institution be unaJole to 
fully comply with this request due to lack of specificity or 
should the institution require more detailed information to 
locate such records, thel I should 
immediately contact UC or SSA| for 
additional information. 

b2 
b7E 

b2 
b7E 
b6 
b7C 

LEAD(S): 
Set Lead 1 : (Action) 

^ ^ N S L V I O - 1 1 4 3 5 
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AT 

b2 
b7E 

(U) Hand deliver enclosed 
rece_LnL_Qf requested records, notify SSA 
324 
Councerte 

to coordinate immediate delivery of records to FBIHQ, 
rrorism Division, CTD/CXS/EOPS, Room 4343. 

Set Lead 2 : (Action) 

ove. Upon 
(202) 

b2 
b6 
b7C 

GENERAL COUNSEL 
AT WASHINGTON, DC 

J) 
NSLU is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
' AT ITOS I/CONUS l/Team 3 
(U) Read and Clear 

Set Lead 4: (Info) 
COUNTERTERRORISM 

^̂^̂^̂^̂^̂  .b 2 

(U) Read and Clear. 

N S L V I O - 1 1 4 3 6 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date: 03/03/2004 
Attn: 
Attn: 

UC 
CTLU1 
SSA 
ITOS I/CONUS II/Teapi 7 
IOS 

Attn: 

TFja. 
_L2C 
~5Ä b2 

b7E 
From: Counterterrorism 

Electronic Suj-vei 1 lance Qpeyati ons Upit. Rpi 4363 b7C 
Contact : SSA ;202) 324 

Approved By: Bowman Marion E 

Drafted By: 
Case ID #: (Pending) 

èè F - HQ-C 130337b 

Title : 

(U) 
(U) 

(S) 

M EOPS 

bl 
b2 
b7A 

Synopsis: Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

(U) X 

( S ) X 

bl 
b2 
b7E 

Enclosure(s): (U) Enclosed for the Resident Agency is an 
original and a copy of a National Security Letter, dated 03/03/2004. 
addressed tof 

requesting names, aaaresses, ±f aaaresses, Dining 
records, and èlectronic communication transactional records for the 
account holder that attempted to perform transactions utilizing the 

b2 
.b7E 
b4 
b7D 
b6 
.b7C 

Case ID 
: s j 6 6 F-HQ-C1303375 31754 

bl 
Jo 7 A 

N S L V I O - 1 1 4 3 7 
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credit card number specified below. 
r>pi-ai 1 R- ifiZ/NForìf 

Page 23 

(U) FBI investigations reveal that 

bl 
b4 
.b7D 
b7A 

b4 
b7D 

(S//NF.OC bl 
b4 
b7D 
b6 
b7C 
b7A 

(U) This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/IP addresses/electronic 
communication transactional records for the following attempted 
transactions : 

( S ) 
bl 
b4 
b7D 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the Resident Agency. The institution should neither send 
the records through the mail, nor utilize the name of the subject or 
any identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

(U) The Resident Agency should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

IIU Anv niiPRfinriR regarding the abovp. nap bp d-irentpd 
(202) 324 or SSA 

to FBIHQ, 
(202) 324-

anouia tne institution be unable to fully comply wiuh this 
^ ß S ^ f N S L V I O - 1 1 4 3 8 

h 2 
b7E 

h 2 
hi E 

b2 
b6 
.b7C 



Working Copy 

more detailed information to locate such records, thf 
Resident Agency should immediately contact UC 

for additional information. 

Page 

1' 
or SSA b2 

b7E 
LEAD (s) : 
Set Lead 1: (Action) 

b7C 

b2 
b7E 

AT 
(U) Hand deliver enclosed NSL ahmrp Upon 

receipt~of requested records, notify SSA 
to coordinate immediate delivery of records co rtsiHy, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4648. 
Set Lead 2 : (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

W ) NSLU is requested to record the appropriate 
information \ieeded to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 

ITOS I/CONUS II/TEAM 7 
(U) Read and Clear. 

Set Lead 4 : (Info) 
COUNTERTERRORISM 

(202) 324 
b2 
b6 
b7C 

b2 
(U) Read and Clear. 

Set Lead 5: (Info) 
COUNTERTERRORISM 

(U) Read and Clear. 

^ ^ N S L V I O - 1 1 4 3 9 



Working Copy Page 

Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date 
Attn: 
Attn: 

03/03/2004 
UC 
CTEUT 
S SA 
I TOS 
IPS 

lymMim ! 

m £ 
Attn: 

From: Counterterrorism 
Electronic Su: 
Contact: SSA 

ypillanrp Dnprafinng Uni± Rm 4 3 63 

b2 
b7E 
b6 
b7C 

(202) 324 
Approved By : Bowman Marion E 

Drafted By: 

( U ) 

Case ID #: (S) 
(S) 

66F-HQ-C1303375 

Pending) 
NSL 

Title : (S) 
(S) 

<U) 
EOPS 

bl 
b2 
b7A 

Synopsis:y«^) Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service -
provider.1 

( U ) Derivedwrom : G-3 
DeclasgaYy On: XI bl 

b2 
b7E 

Enclosure(s): (U) Enclosed for the 
original and,_a <~r>nv nf a tĵi--i orial 
arlHrPBBPri tn 

k^rm-i rv i.pri-pr n^FprT 
is an 
m / m /? n rt4 , 

requesting names, addresses, IP addresses, 
Diiiiny lecoiay,—ana eieitronic communication transactional records 

Case ID 
(SI 

( S ) 

¿¿I' U/S /IVWS'L'ITC 'nice 

b2 
.b7E 
b4 
.b7D 
b6 
b7C 

N S L V I O 1 1 4 4 0 

bl 
b2 
b7E 
b7A 
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for the account holder that attempted to perform transactions 
utilizing the credit card numbers specified below. 
Details: (S//NF,OC 

Page 

TsZ^PT^cT^ FBI investigations reveal thatf Iprovides 

(U) This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/IP addresses/electronic 
communication transactional records for the following attempted 
transactions : 

bl 
b4 
b7D 
.b7A 

bl 
b4 
b7D 
b6 
b7C 
b7A 

( S ) 
bl 
b4 
.b7D 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the The institution should neither send the 
records through the mail, nor utilize the name of the subject or any 
identifying information related to the subject in any telephone calls 
to the FBI. The institution should not contact FBIHQ directly in any 
manner. 

(U) The 
that it is prbniDiLtiu lxuiu uiyciuyi 
request. 

should remind the institution 
îg that the FBI has made this 

h 2 
b7E 

b2 
b7E 

(U) Any questions regarding the abpve can be directed to FBIHQ, 
N S L V I O - 1 1 4 4 1 



s^eg^T 
Working Copy -

UC 
bnouia cne 

(202) 324 
institution be 

or SSA 
unable 

Page 
(202) 324-

to fully comply with this 
more detailed information to locate such records. 

hould immediately contact UC 
additional information. 
LEAD(s): 
Set Lead 1: (Action) 

or SSA 
the 1 

for 

b2 
b7E 
b6 
b7C 

AT 

b2 
b7E 

(U) Hand deliver enclosed NSL as indicated above, 
receipt of requested records, notify S S A t 2 0 2 ) 

Upon 
324 

to coordinate immediate delivery of records to FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4648. 
Set Lead 2: (Action) 

GENERAL COUNSEL 

(U) .... AT WASHINGTON, DC 
ĵfĉf NSLU is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
ITOS I/CONUS I/TEAM 1 
(U) Read and Clear. 

Set Lead 4: (Info) 
COUNTERTERRORISM 

b2 
b6 
b7C 

(U) Read and Clear. 
Set Lead 5: (Info) 

COUNTERTERRORISM 
AT 

b2 

(U) Read and Clear. 

N S L V I O - 1 1 4 4 2 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date: 03/03/2004 
Attn: UC 

CTC 
Attn: SSA 

H 
ttdU i/mmi« I w 15 
TOS I 

UC 
Attn: 

b2 
b7E 
b6 
b7C 

From: Counterterrorism 
Electronic Surveillance Operations Unit. Rm 4363 
Contact S SA (202) 324-

Approved By : Bowman Marion E 

Drafted By: 

Case ID #: 
66F-HQ-C1303375 

Title: (S) 
y&x^ eüph 

NSL 

bl 
b2 
.b7A 

mSynopsis: ^fSC^ Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

<U)- X 

(S 
V 

bl 
b2 
b7E 

is an Enclosure(s): (U) Enclosed for the 
original and a copy of a National Security .better, aatea UJ/uj/2004, 
addressed to 

réquêstmg namäs, aaarêèsës, ip aaarôôsês, ßiinng 
recoras, ana"electronic communication transactional records for the 
account holder that attempted to perform transactions utilizing the 

Case ID 

( 3 ) 
6 6 F-HQ-C1303375 31756 

bl 
b7A 

N S L V I O - 1 1 4 4 3 

b2 
b7E 
b4 
b7D 
b6 
b7C 
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credit card number specified below. 
ÌQ/ZMP nrM 

Page 29 

^sJ^îfÇÇQC)" FBI investigations reveal that f provides 

" T h i s electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/IP addresses/electronic 
communication transactional records for the following attempted 
transactions : 

( S ) 

b l 
b 4 
b7D 
b7A 

b l 
b 4 
b7D 
b7A 

b 4 
b7D 

b l 
b 4 
b7D 
b 6 
b7C 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the The institution should neither 
send the records through the mail, nor utilize the name of the 
subject or any identifying information related to the subject in any 
telephone calls to the FBI. The institution should not contact FBIHQ 
directly in any manner. 

b 2 
b7E 

(U) The should remind the b 2 
institution thât it ïè pFôftibltèd Cïôm disclosing that the FBI has b7E 
made this request. 

UC 
(U) Any questions regarding the above can be directed 

(202) 32^ lor SSA 
^SsesËi. 

to FBIHQ, 
(202) 324-

N S L V I O - 1 1 4 4 4 

b2 
b6 
.b7C 
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Should the institution be unable to fully comply with this 
request due to lack of specificity or should the institution require 
more detailed information to locate such records, the 

should immediately contact UC 
tor additional information. 
LEAD(s): 

or SSA 

h 2 
b7E 
b6 
b7C 

Set Lead 1: (Action) 
b2 
b7E 

AT 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, notify SSA 
to coordinate immediate delivery of records to FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4648. 
Set Lead 2: (Action) 

GENERAL COUNSEL 

(202) 324 
b2 
b6 
b7C 

(U)' AT WASHINGTON, DC 
^^t^S^NSLU is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

ITOS I/CONUS IV/TEAM 15 
(U) Read and Clear. 

Set Lead 4 : (Info) 
COUNTERTERRORISM 

(U) Read and Clear. 
Set Lead 5: (Info) 

COUNTERTERRORISM 

b2 

(U) Read and Clear. 

STSŜ et 
^ ^ N S L V I O - 1 1 4 4 5 



Page 1 

Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date: 03/03/2004 
Attn: UC 

CTEUT" 
Attn : SSA| 

ITOS I/CONUS I/Team 1 
TOsf 

UC 
Attn: TSSl 

From : Counterterrorism 
Electronic Surveillance Operations Uxii_L__Em,4363 
Contact: SSA (202) 324 

Approved By : Bowman Marion E 

Drafted By: 
Case ID #: (S) 

(S) 
(U) X ) ¿^'-HU-L'lJOJJ'/b 

Title : (S) 

(U) X EOPS 

b l 
b 2 
b7A 

b 2 
b7E 
b 6 
b7C 

Synopsis:^S^C Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

(U) 

IS 
X ;n : 

G-3 
XI bl 

b2 
b7E 

is an Enclosure (s) : (U) Enclosed for the| 
original and a ronv of a National Bprnri tv Tipft-pr Hat-pri 0^/0^/9004 
addressed to 

1 requesting names, addresses, IF addresses, Dining records, and 
electronic communication transactional records for the account holder 
- - ¡ S I 

b 2 
b7E 
b 4 
b7D 
b 6 
b7C 

Case ID 

( S ) 

66F-HQ-C13 03375 31878 

N S L V I O - 1 1 4 4 6 

bl 
b 2 
b7E 
b7A 



Page 2 
that attempted to perform transactions utilizing the credit card 
number specified below. 
npi-ail .q 

V^//NF,OC) FBI investigations reveal that 

(U) This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/IP addresses/electronic 
communication transactional records for the following attempted 
transactions : 

bl 
b4 
b7D 
b7A 

b4 
b7D 

bl 
b4 
b7D 
b6 
b7C 
b7A 

( S ) 
bl 
b4 
b7D 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the 
records 

The institution should neither send the 
tnrougn tne man, ñor utilize the name of the subject or any 

identifying information related to the subject in any telephone calls 
to the FBI. The institution should not contact FBIHQ directly in any 
manner. 

b2 
b7E 

(U) The |should remind the institution 
that it is proniDicea rrom disclosing that the FBI has made this 
request. 

UC 
(U) Anv questions regarding the above can be directed 

(202) 324 pr SSA 
-T N S L V I O - 1 1 4 4 7 

to FBIHQ, 
(202) 324 

b2 
b7E 

b2 
b6 
b7C 



Working Copy Page 
Should the institution be unable to fully comply with this 

should immediately contact UC 
additional information. 
LEAD(s): 
Set Lead 1: (Action) 

or S SA 
the 

ror 

b2 
b7E 

b7C 

AT 
b2 
b7E 

(U) Hand deliver enclosed NSL a.g indi oat ed ^hnvp . Uppn 
(202) 324 receipt of requested records, notify SS£ 

to coordinate immediate delivery of records to FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4648. 
Set Lead 2: (Action) 

GENERAL COUNSEL 
¡Uj... AT WASHINGTON, DC 

NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
ITOS I/CONUS I/TEAM 1 
(U) Read and Clear. 

Set Lead 4: (Info) 
COUNTERTERRORISM 

t i 

b2 
b6 
b7C 

b2 

(U) Read and Clear. 
Set Lead 5: (Info) 

COUNTERTERRORISM 
AT 
(U) Read and Clear. 

N S L V I O - 1 1 4 4 8 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date: 03/03/2004 
Attn: 
Attn: 

UC 
CTLILL 
SSA 
ITOS I/CONUS IV/TEAM 13 
iüsI 

1 

Attn: CT Coordinator 
S SA 

From : Counterterrorism 
Electronic Surveillance Operations Unit. Rm 4363 
Contact : SSA (202) 324 

Approved By: Bowman Marion E 

Drafted By: 
Case ID #: 

b 2 
b7E 
b 6 
b7C 

(Pending) 

-^SÜ bbF-HQ-L'13U33 lb 

Title: (S) 

(17) Eops 
NSL 

bl 
b 2 
b7A 

(U) 

Synopsis: Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

( S > 
(U) -x 
M 

Derivarci From : 
Declassify On: 

G-3 
XI bl 

b2 
b7E 

is an Enclosure(s) : (U) Enclosed for the 
original and_a copy of a jSfat-ion̂ l Security Letter, dated 03/03/20 
addressed to f 

04 
Attn: 

requesting names, addresses, IP" 
and electronic communication addresses, Dining records, 

transactional records for the account holder that attempted to 
(S) 

b 2 
b7E 
b 4 
b7D 
b 6 
b7C 

Case ID 

6 6 F-HQ-C1303375 
N S L V I O - 1 1 4 4 9 

31879 
bl 
b7A 



- Working Copy - Page 2 
perform transactions utilizing the credit card number specified 
below. 

DPt-a-n.fi: ( S / / N F . O c J 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/IP addresses/electronic 
communication transactional records for the following attempted 
transactions : 

( S ) 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the pnnlo.qed letter to produce the records personally to an employee 
of the The institution should neither send 
the records through the mail, nor utilize the name of the subject or 
any identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

bl 
b4 
b7D 
b7A 

b4 
b7D 

bl 
b4 
.b7D 
b6 
b7C 
b7A 

bl 
b4 
b7D 
b7A 

(U) The should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

u c f 

(U) Any questions regarding the above can be directed to FBIHQ, 
(202) 324 or S SA (202) 324-

snould tne institution be unable Jzo fully comply with this 
N S L V I O - 1 1 4 5 0 

b2 
b7E 

b2 
b7E 

b2 
b6 
.b7C 



Working Copy Page 
request due to lack of specificity or should the institution require 
mnrp Hpt-a i 1 prj information to locate such records , _ the 

or sSK 1 should immediately contact UC 
tor additional information. 

1 
b 2 
b 7 E 
b 6 
b7C 

LEAD(s): 
Set Lead 1: (Action) 

AT 

b 2 
b7E 

(U) Hand deliver enclosed NSL as indicated above. Upon 
2 02) 3 2 41 1 

•: u 

receipt of requested records, notify SSA 
to coordinate immediate delivery of records to fbihq, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4648. 
Set Lead 2 : (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
ITOS I/CONUS IV/TEAM 13 
(U) Read and Clear. 

Set Lead 4: (Info) 
COUNTERTERRORISM 

b 2 
h 6 
b7C 

b 2 

(U) Read and Clear. 
Set Lead 5 : (Info) 

COUNTERTERRORISM 

(U) Read and Clear. 

S È ^ T mslviO-11451 



Page 1 

Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 03/02/2004 
Attn: UC 

CTLUT" 
Attn: SSA 

ITOS I/CÒNU5 I/Team 1 

Attn 

TT P f 

: SÄT 

From: Counterterrorism 
Electronic finp^inanrp OnpraHnng Unit, Rm 4363 

(202) 323 Contact: SSA 

b2 
b7E 
b6 
b7C 

Approved By: Bowman Marion E 

Drafted By: 
Case ID #: 

(U) 
(S]| 
( 

(Pending) 

Title: (S) 

T_T > 
(U) 

"EÛFÏÏ" 
NSL 

bl 
b 2 
b7A 

S y n o p s i s : A p p r o v e s the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 
( U ) Derived W^rf : G-3 

^ ^ Declassai? On: XI 

Enclosure (s) : (U) Enclosed for the 
original and a copy of a _National Security Letter, dated 
03/02/2004. addressed to 

bl 
b2 
b7E 
is an 

Attn 
requesting names, addresses, 

IP addresses, e-mail addresses, billing records, and electronic 
communication transactional records for the Universal Resource 
Locator (URL) addresses referenced below. 

b 2 
b7E 
b4 
b7D 
b 6 
b7C 

Case IE 

( S ) 

bl 
b7A 

Spzgr NSLVIO-11452 
ITTll 
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Details: (S//NF) 

bl 
b6 
b7C 
b7A 

jS^fcfoggT^FBI investigations reveal that provides 

b7D 

10]- X ^ ) This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/electronic communication transactional 
records on the referenced Universal Resource Locator (URL): 

bl 

b7D 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the The institution b2 
should neither send the records tnrougn the mail, nor utilize the t)7E 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The should remind the institution 
that it is prohibited trom disclosing that the FBI has made this 
request. 

b2 
b7E 

(U) Any questions regarding the above can be directed tn 
FBIHO. UC 

[TOT, TU 
(202) 324 or S SA 

Should the institution be unable to 
fully comply with tftis request due to lack of specificity or 

N S L V I O - 1 1 4 5 3 

b2 
b6 
b7C 
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Working Copy 

should the institution require more detailed information to 
locate such records, the 
contact UCl lor SSA 

1 
lui duan 

LEAD(s): 
Set Lead 1: (Action) 

should immediately 

Page 
b2 
b7E 
b6 
b7C 

AT 

b2 
b7E 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, notify SSA 
323 

(202) 

to coordinate immediate delivery of records to FBIHQ, 
Count! error ism Division, CTD/CXS/EOPS, Room 4648. 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

X NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
ITOS I/CONUS I/TEAM 1 
(U) Read and Clear 

Set Lead 4: (Info) 
COUNTERTERRORISM 

at! I b2 

b2 
b6 
b7C 

(U) Read and Clear 

T N S L V I O - 1 1 4 5 4 
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Precedence: PRIORITY 

To: General Counsel 
Counterterrorism 

Date: 03/02/2004 
Attn: 
Attn: 

Attn: 

UC 
CTLU1 
SSA 
ITOS I/CONUS IV/TEAM 15 

From : Counterterrorism 
Electronic Surveillance Onerati oris Unit, Rm 43 63 
Contact: SSA (202) 324 

b 2 
.b7E 
b 6 
b7C 

Approved By : Bowman Marion E 

Drafted By: 
Case ID #: (S; 

66P-HQ-C13C3T/5 
EOPS 
ISP 

b l 
b2 

¡TJ) Title 
(U) 

Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

.bl 
b 2 
,b7E 

(S) X 

(SI X 
Derived fcaspm 
Declâja-àify 

G-3 
XI - 2 5 

Enclosure(s): (U) Enclosed for the 
an original and a copy of a National beuuiiLV LetLHi, adieu 
03/02/2004, addressed to 

is 

requesting names, addresses, length of service, 
and plpctromc r-.nmmnni cati on transact i onal records, to include 
contact lists, for the account holder associated with the 
email address specified below. 
Details: (S//NF 

(U) 

Case ID 
ÖBi1 -ny-LlJUJJ I 'J> TTTTÜ" 

N S L V I O - 1 1 4 5 5 

b2 
b7E 
b 4 
b 7 D 
b6 
b7C 

b l 
b 4 
b7D 

b 4 
b7D 

bl 



- Working Copy - Page 2 

b4 
b7D 

(U) 

b4 
b7D 

Q This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
NST, seeks 

1 
account holder associated with the email address 

Í S J 
(U) On 10/17/2003, the Director designated the FBI official, 

signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the 
should neither send t 

The institution 
nor utilize the tie records tnrougn cne man, 

name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

b4 
b7D 

bl 
b4 
b7D 

b2 
b7E 

(U) The should remind the 
institution that it is prohibited rrom disclosing that the FBI 
has made this request. 

(U) Any questions regarding the above can be ri-irer-teri tr> 
FBIHQ, UC (2 02J 3£4-¡ 1 or SSA 

- E T N S L V I O - 1 1 4 5 6 

b2 
b7E 

b2 
b6 
.b7C 
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Wording Copy — 

(202) 324- Should the institution be unable to 
fully comply with this request due to lack of specificity or 
should the institution require more detailed information to 
locate such records, tl 
immediately contact UC 
information. 
LEAD(s): 
Set Lead 1: (Action) 

pi 
Or SSA tor 

should 

Page 

b 2 
b7E 
b 6 
b7C 

Al 
b 2 
b7E 

(U) Hand deliver enclosed NSL as indicated above, 
receipt of requested records, notify SSA 

Upon 
(202)324] to coordinate immediate delivery ot records to 
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4648. 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

(U) ....... 
is requested to record the appropriate 

information needecf to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS IV/Team 15 
(U) Read and Clear 

b 2 
b 6 
b7C 

S E / * F N S L V I O - 1 1 4 5 7 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date: 03/02/2004 
Attn: UC 

CTEUT-
Attn: SSA 

TTok T/fflMITfl T W T V a m 
SSA 
ITOti l/CUWUS 1 y Team 3' 

Attn: 

From: Counterterrorism 
Electronic Surveillance Operations Unit, Rm 43 63 
Contact: SSA (202) 324 

Approved Bv: Bowman Marion E 

Drafted By: 
Case ID #: (S) 

(s) r 
(U, 66F-HQ-CI30337b 

(Pending) 

Title : 

(U) 

(s 

(U) 
EOPS 
NSL 

bl 
b2 
b7A 

Synopsis': Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

b 2 
b7E 
b 6 
b7C 

(U) 
X 

cs> 
( X 

Deriv^4.From : G" 3 
Decl̂ ssî l̂ y On: Xl-25 

bl 
b2 
b7E 

Enclosure(s) : (U) Enclosed for the 
original and a copy of a National Security Letter, daterj 
03/02/20 04. addressed tol Attn 

is an 

requesting names, addresses, ìengtn or service ana 

b 2 
b7E 
b 4 
b7D 
b 6 
b7C 

Case ID bl 
b7A 

S) 6 6 F-HQ-C1303375 \ y 31137 
b7A 

S) SÊ  Ŝ ET NSL VIO-11458 



NF 
Working Copy 

electronic communication transactional records for the 
referenced below. 

Page 
b 4 
b7D 

b l 
b 4 
b7D 
b7A 

(U) y^L This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks siibscri her/el ectronlc cpmmunicat1on transactional 
records on the referenced 

b l 
b 4 
b7D 
b 6 
b7C 
b7A 

(U) 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 

b l 
b 4 
b7D 
b7A 

to an employee of the The institution 
should neither send tne recoras tnrougn tnè mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

(U) Any questions regarding the above can be directed to 
FBIHQ, UC 

(te T 2 T 
(202) 324] lor SSA 

snouid the institution be unable to 
fully comply with this request due to lack of specificity or 
should the institution require more detailed information to 
locate such records, the should immediately 

N S L V I O - 1 1 4 5 9 

b 2 
b7E 

b 2 
b7E 

b 2 
b7E 
b6 
b7C 



contact UC 
LEAD(s): 
Set Lead 1 

or SSA 

NF 
Working Copy 

for additional information. 
Page 

h 6 
b7C 

(Action) 

AT 
b2 
b7E 

(U) Hand deliver enclosed NST, as .indicated above. Upon 
receipt of requested records, notify SSA 
324-

( 2 0 2 : 
to coordinate immediate delivery of records to FBIHQ, 

Counterterrorism Division, CTD/CXS/EOPS, Room 4363. 
Set Lead 2 : (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS 4/Team 13 
(U) Read and Clear 

b2 
b6 
b7C 

S E p ^ T N S L V I O - 1 1 4 6 0 



Page 1 

Precedence: ROUTINE 
To: Counterterrorism 

General Counsel 

Attn: f-Tn/cyfi/F.QPS 
S SA 

__SSA 
Attn: "" 

L'TLUi 

Date: 03/02/2004 

unit L'nief 

b2 
.b7E 
b6 
b7C 

Synopsis: (U) To report the results of the service of an ECPA 
National Security Letter (NSL). 

(U) 
(DJ-

Derivàd /rora : G-3 
Declassify On: XI 

letter that was served onf 

Wri ter spoke with an employee of 
1 who advised thé IP ffirovided for the : iiiuinidLiuii 

stated he contacted requested was 
and was advised cnac records are 'only held for a period of six 
months, therefore they were unable to provided the requested 
information. 

b4 
b7D 

b7D 
b6 
b7C 

Lead (s) : 
Set Lead 1: (Info) 

( S ) . 
Case ID 

( S ) ZEEZHnnrnrmH: 

N S L V I 0 - 1 1 4 G 1 

bl 
b7A 
b2 
b7E 



s É t ^ r 
Working Copy Page 2 

COUNTERTERRORISM 
AT CTD/CXS/EOPS 
(U) Read and clear. 

Set Lead 2 : (Info) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) Read and clear 

N S L V I O - 1 1 4 6 2 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Investigative Technology 

Date: 03/02/2004 
Attn: UC 

CTEni 
Attn: SSA 

IT05 I/OONUa 111/Team 9 
UC 
ET 

Attn: SA 
Attn: UC 

TTD/1 JUS y IJI TU 
SSA 
ITD/DEö/DlTU 

From: Counterterrorism 
Electronic Surveillance Dneratinns Units, Rm 43 63 
Contact : SSA [202) 324 

b 2 
b7E 
b6 
b7C 

Approved By: Bowman Marion K 

Drafted By: SSA 

(U) 

Case ID #: (S 
(U) X 
Title : 

66F-HQ-C13 033 75 
:X> EOPS 

ISP 

b l 
b 2 

(U) 

(U) -

Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.il' îi 

~T3e*ived.Jjs^r^ G-3 
DeclSsSifeL On: XI b 2 

(S) 
b7E 

is an Enclosure(s) : (U) Enclosed for the 
original and a cnnv of a National SPriirltv T.etter. dated 03/0?/?004f jrlrlvQC'OQ̂  t_ol I A f- t- -n • I 

requesimy names, aaarèsaes, length or service and 
electronic communication transactional records for the account holder 
assigned the IP addresses specified below. 

b 2 
b7E 
b 4 
b7D 
b 6 
b7C 

( S)Details: (S//NF) b l 

( 3 ) CaseID 
6 6 F-HQ-C13033 75 32322 

bl 
S ß B G g T N S L V I O - 1 1 4 6 3 



(S) sjasifiT 
NF 

Working Copy Page 
b l 
b 4 
b7D 

< m y > Ni h1 j r 

b l 
b 4 
b7D 
b 6 
b7C 

(X) Security 
enclosed NSL. 

This electronic communication documents the National 
Affairs Senior Counsel's approval and certification of the 

eportinq purposes, the enclosed NSL For mane 
veri fi cati on 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the 
records 

The institution should neither send the 
tnrougn tne man, nor utilize the name of the subject or any 

identifying information related to the subject in any telephone calls 
to the FBI. The institution should not contact FBIHQ directly in any 
manner. 

(U) The 

b 2 
b7E 

h 7 should remind the institution that ^ 
N S L V I O - 1 1 4 6 4 b 7 E 



NF 
Working Copy Page 

it is prohibited from disclosing that the FBI has made this request. 
-QU. 

UC 
(2Ò2) 
with this 

Any miPRt-i ons <regarding 
(202) 324 

Should the insti 

he above ca ROPT-OH P P T tfQ, 
or SSA 

ution be unable to lully comply 
request due to lack of specificity or should the 

thel 
for additional 

should immediately contact UC 
information. 

records, 
or SSA 

b2 
b7E 
b6 
b7C 

**FOOTNOTES** 
W ! i l " :Caveat: This document contains information derived 

from an electronic surveillance or physical search conducted 
under the Foreign Intelligence Surveillance Act (FISA). Per 50 
U.S.C. Section.1806(b) and 1825(c), such information shall not be 
used in any criminal or administrative proceeding, including 
grand jury proceedings and warrant affidavits, without the prior 
approval of the Attorney General of the United States. 
LEAD(s): 

Set Lead 1 : (Action) 

AT 

b2 
b7E 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, immediately submit results to SSA 

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, 
K.ÜUII1 4b4H . b7C 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
( U ) 

f̂SJ NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS 3/Team 9 
(U) Read and Clear. 

Set Lead 4: (Info) 

COUNTERTERRORISM 
sfesÉET NSL VIO-11465 



AT 

NF 
Working Copy 

b 2 

Page 

(U) Read and Clear. 
Set Lead 5: (Info) 

INVESTIGATIVE TECHNOLOGY 
AT DES/DITU 
(U) Read and Clear. 

i e ^ N S L V I O - 1 1 4 6 6 



sfcaaqjr 
NF 

- Working Copy - Page 1 

Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date : 
Attn : 

03/01/2004 
UC 
CTfiUT" 

Attn: SSA 
ITOS 1/CONUS 1/ TEAM 3 
jx£ 

Attn: 
From : Counterterrorism 

Electronic RnrvPT 1 1 anpp rinprat-inns Unit, Rm 43 63 

b 2 
b7E 

Contact: SSA (202) 324 b7C 
Approved By: Bowman Marion E 

Drafted By: 
Case ID #: 
(U) 

(s) 
s) 

Title : 

(U) 

(S) 

X 

(Pending) 
6 6 F-HQ-C1303375 

(U) 

EOPS 

bl 
b2 
b7A 

Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

(U) 

(HI X 
X DeriveaSProm : G-3 

Declass/f^On: Xl-25 

Enclosure(s): (U) Enclosed for the 
original and a copy Of a Nafi nnal SPHint-v T.ptter. riat-erT 
03/01/2 004. addressed to 

b l 
b2 
b7E 

is an 

requésting nâfflèè, âddresëêS, lèngth ot 
service, billing records, and electronic communication . 
transactional records for the account holder assigned to the 
E-Mail Accounts specified below. 

( S ) 
Case IE 

b2 
b7E 
b4 
b7D 
b6 
b7C 

66F-HQ-C13 033 75 
bl 
b7A 31339 

N S L V I O - 1 1 4 6 7 
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Details : 

bl 
b4 
b7D 
b7A 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber records, billing records, electronic 
communication, and transactional records on the following ICQ 
Number : 

( S ) 
bl 
b4 
b7D 
jo 7 A (U) On 10/17/2003, the Director desi^l__ed the FBI official, 

signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the erinl ospd letter to produce the records personally 
to an employee of the The institution 
should neither send the rêCôray CM'OUyn Cflë m a i l , nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

bl 
b4 
b7D 
to 6 
tolC 
toi A 

b2 
b7E 

(U) The| 
institution t U r 

should remind the 
Tt is prohibited from disclosing that the FBI 

has made this request. 
(U) Any questions regarding the above_cai: 

FBIHQ, UC (202) 324-
- S K I f Ê T NSL V 

be directed to 
or SSAI 
0 - 1 1 4 6 Î ; 

b2 
b7E 

b2 
b6 
b7C 



NF 
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(202) 324 Should the institution be unable to 
fully comply with this request due to lack of specificity or 
should the institution require more detailed information to 
locate such records, the I Ishnnld 
immediately contact UC 
additional information 

LEAD(s): 
Set Lead 1: (Action) 

or SSA for 

b 2 
b7E 
b 6 
b7C 

AT 

b 2 
b7E 

(U) Hand deliver enclosed NST, as i ridi cater 
receipt of requested records, notify SSA 

to coordinate immediate delivery of records to 

above. 
(202) 

FBIHQ, 
Upon 

324 
Counterserrorism Division, CTD/CXS/EOPS, Room 4363 

Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
IU1 NSLU is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) 
COUNTERTERRORISM 

AT ITOS I/CONUS l/Team 3 
(U) Read and Clear. 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT b2 

b 2 
b 6 
b7C 

(U) Read and Clear. 

N S L V I O - 1 1 4 6 9 
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( U ) 

Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 03/01/2004 
Attn: UC 

CTLLLL 

Attn: SSA 
TTpS 1 /POMTT.g 1 / TRSM 3 
UC 

Attn: 

From: Counterterrorism 
Electronic Snrvpillanrp nnprafinng Unit, ]pm 4 3 
Contact: SSA (202) 324 

Approved By : Bowman Marion E 

Drafted By: 
Case ID #: 

(U) 

(S) 
(S) 

- X 

(Pending) 
6 6 F-HQ-C1303375 

Title : 
(U) 

(S) 
Eupy-
GE0GÄAPH1L' 

b l 
b 2 
b7A 

S y n o p s i s : A p p r o v e s the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

( U ) 

(SI X 

OM : G-3 
On: XI-25 b l 

b 2 
b7E 

Enclosure(s) : (U) Enclosed for the 
original and a copy of a Nati orial Ser-nritv T.etter. dateiT 
m/ni/9nn4 aH^rpgapH to 

b 2 
b7E 
b 6 
b7C 

is an 

requesting names, addresses, length of 
service, billing records, and electronic communication 
transactional records for the account holder assigned to the ICQ 
Accounts specified below. 

b 2 
b7E 
b 4 
b7D 
b 6 
b7C 

Case ID 

IS) ééF-HQ-Ol3û3375 
S^fd^T 

31352 
bl 
b7A 

N S L V I O - 1 1 4 7 0 
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Details : 
bl 
b4 
b7D 
b7A 

b l 
b4 
b7D 
b 6 
.b7C 
b7A 

b l 
b4 
b7D 
h 6 
b7C 
b7A 

¡II) ~£S<Ĉ This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber records, billing records, electronic 
communication, and transactional records on the following 
Number: ' ' 

( 3 ) b7D 
(U) On 10/17/2003, the Director designated the FBI official, 

signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed "l̂ n-p-r t-r̂  nrnrlnrp M-î  rppnrHg personally 
to an employee of thef The institution 
should neither send the records through the mail, nor utilize the 

N S L V I O - 1 1 4 7 1 

b 2 
b7E 



NF 
Working Copy Page 

name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The 
institution t r naTT 

should remind the 
it is proniDicea rrom disclosing that the FBI 

has made this request. 
(U) Any questions regarding the above can be d-irer-ted m 

FBIHQ. UC 
( '2 U2) 324 

(202) 324 or SSA 
bnouid the institution be unaoie to 

fully comply with this request due to lack of specificity or 
should the institution require more detailed information to 
locate such records, the 
immediately contact UC 
additional information. 

or ssa 
should 

for 

b2 
.b7E 

b2 
b7E 
b6 
b7C 

LEAD(s): 
Set Lead 1: (Action) 

b2 
.b7E 

AT 
(U) Hand deliver enclosed NSL as indicated above. Upon 

rece_LnL_of requested records, notify SSA (202) 
3241 |o coordinate immediate delivery òl rèCofds tó FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4363. 

b2 
b6 
.b7C 

Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
NSLU is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS l/Team 3 
(U) Read and Clear. 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT b2 
^ ^ N S L V I O - 1 1 4 7 2 
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Read and Clear. 

>T N S L V I O - 1 1 4 7 3 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 02/27/2004 
Attn: 
Attn: 

Attn: 
Attn: 

UC 
CT 
S SA 
I TO 
S SA 

I I 

3TÏFI—3* 

SA 

From : Counterterrorism 
Electronic finpfpinanrp (Inprafinng Unit, Rm 4 3 63 

(202) 324 Contact S SA 
Approved Ry: Bowman Mar i ori F 

Drafted By: 
Case ID #: (S) 

(U1 6 é F-HQ-C13 Ü 3 3 7 b 
Title: (S) 

(Pending) 
bl 
b2 
b7E 
b7A 

b7C 
S y n o p s i s : A p p r o v e s the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

r̂om : G-3 
fassi-fy On: XI-25 

b 2 
b7E 
b 6 
b7C 

Enclosure(s): (U) Enclosed for the 
original and a copy of a National security .better, aatea 
02/27/2004, addressed tol 

is an 

requesting namss, aaaressss, iengen or 
service, Dining records, and electronic communication 
transactional records for the account holder assigned to the 

E-Mail Accounts specified below. 
Details: (S//NF) 

b 2 
b7E 
b 4 
b7D 
b 6 
b7C 

b l 

b l 
b 2 
b7E 

Case ID 
6 6 P - H 0 - C 1 3 0 3 3 7 b T Ü W 

N S L V I O - 1 1 4 7 4 



SEteKÊT 
( S ) Working Copy Page 

b l 
b 7 A 

( U ) 

( S ) 

M This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/billing records/electronic communication 
transactional records on the following email address: 

b l 
b 4 
b7D 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

h 2 
b7E 

b 2 
b7E 

(U) Any questions regarding the above can be di 
FBIHQ. UC 

|(2TT2T T2T 
(202) 324 or S SA 

ected to 
ynouid the institution be unSBIê t£> 

fully comply with this request due to lack of specificity or 
should the institution require more detailed information to 
locate such records, thel Ishoulc 
immediately contact UC 
additional information. 

or SSA for 

b 2 
b7E 
b 6 
b7C 

LEAD(s): 
Set Lead 1: (Action) 

Al 

h 2 
hl E 

N S L V I O - 1 1 4 7 5 
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(U) Hand deliver enclosed NST. as i rid-i rat-pH atyivp 
receipt pf_x£quested records, notify SSA 
(202)324 to coordinate immediate delivery or records to 
FBIHQ, Counter-terrorism Division, CTD/CXS/EOPS, Room 4363. 
Set Lead 2: (Action) 

GENERAL COUNSEL 

(U).......... AT WASHINGTON, DC 
NSLU is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS 1/Team 3 
(U) Read and Clear. 

Set Lead 4: (Info) 
COUNTERTERRORI SM 

ITOS I/CONUS I/TEAM 1 
(U) Read and Clear 

Set Lead 5: (Info) 

Page 
Upon 

b2 
b6 
b7C 

b2 
b7E 

(U) Read and Clear 

Sp&^k, NSL VIO-11476 



Working Copy Page 

Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 02/27/2004 
Attn: UC 

CT m r 

Attn: SSA| 
ITOS I/CONUS IV/Team 15 

Attn: 
From: Counterterrorism 

Electronic Su 
Contact: SSA 

• v o i l l a n r p O n p r a f i n r i g U n i t Rm 4 3 fi 3 

(202) 324 

Approved By : Bowman Marion E 

Drafted By: 
Case ID #: (S) 

(S) 

b2 
b7E 
b6 
b7C 

6 6 F-HQ-C1303375 
Title: (S) 

W - (C)EOPS 
NSL 

(Pending) 

b l 
b 2 
b7A 

Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) 
( S ) , 

(S) 

bl 
b2 
b7E 

Enclosure(s): (U) Enclosed for the 
an original and a copy of a National Securitv_Letter. 
02/27/2004, addressed tol 1 Attn:r 

dated 
is 

zequyyLiny 
names, addresses, length of service and electronic communication 
transactional records for Universal Resource Locator (URL) 
address referenced below. 
Details: (S//NF,OC) 

Case ID 
(S) è è F - H Q - C 1 3 0 3 3 7 b 3 Ö 9 S 3 

bl 
.b7A 

N S L V I O - 1 1 4 7 7 

b 2 
b7E 
b 4 
b7D 
b 6 
b7C 

b l 
b 6 
b7C 



(S) Working Copy Page 

bl 
b6 
b7C 
b7A 

>H<This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/electronic communication transactional 
records on the referenced Universal Resource Locator (URL): 

( S ] 

bl 
b4 
b7D 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the The institution 
should neither send the records tnrougn tne mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

b2 
b7E 

(U) The 
institution t 

should remind the 
lat it is pronipited rrom disclosing that the FBI 

has made this request. 
b2 
.b7E 

N S L V I O - 1 1 4 7 8 



Working Copy 
(U) finv rmestions regarding the ahnvp rari be directed to 

Page 

PRTwn ,UC 
(2 U2J 324- snouia 

(202) 324-1 
the institution 

or SSA| 
be unable to fully 

with this request due to lack of specificity or should the u o m p i y 
institution require more detailed information to locate such 
records, the 
contact UC 
information-: 

or SSA 
_]_should immediately 

for additional 

b2 
b7E 
b6 
b7C 

LEAD(s): 
Set Lead 1: (Action) 

AT 
b2 
b7E 

(U) Hand deliver enclosed NSL as indicated above, 
receipt of requested records, notify SSA[~ (202) 
3241 Ito coordinate immediate delivery of records to FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4363. 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

^ NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS IV/Team 15 
(U) Read and Clear 

Upon 

b2 
b6 
b7C 

N S L V I O - 1 1 4 7 9 
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- Working Copy - Page 1 

Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date: 02/25/2004 
Attn: UC 

CTLU1 
Attn: SSA 

TTOS T / COMI TS TV/TRAM 15 

UC 

Attn: 
b2 
.b7E 
bfi From: Counterterrorism 

Electronic finnrpillanrp O n P r a f i n n c Uni . Rm 4763 b 7 C 
Contact: SSA (202) 324 

Approved By: Bowman Marion E 

Drafted By; 
Case ID #: 
(ui-

iS) 
(S) 

>§3 66F-HQ-Cl303375 
Title: (S) 

EOPSI 
NSL 

(Pending) 
bl 
b2 
b6 
b7C 
b7A 

Synopsis:'"̂ stfâ  Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) 

1 

X G-3 
XI -25 

Enclosure(s) : (U) Enclosed for the 
original and a copy of a_ National Security Letter, dated 

bl 
b2 
b7E 

resident agency is an 
02/25/2004. addressed to A t t n 

requesting names, 
addresses, length ot service and electronic communication 
transactional records for Universal Resource Locator (URL) 
address referenced below. 

b2 
b7E 
b4 
b7D 
b6 
b7C 

Case ID : 

(S) 
6 6 F-HQ-C1303375 

bl 
b7A 

31319 
I N S L V I O - 1 1 4 8 0 



Page 2 

Details: (S//NF) 

bl 
b4 
b7D 

^^T This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/electronic communication transactional 
records on the referenced Universal Resource Locator (URL): ^ 

( S ) b7D 
(U) On 10/17/2003, the Director designated the FBI official, 

signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the resident agency. The institution 
should neither send tn£ records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The resident agency should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

(U) Anv questions regarding the above can be directed to 
FBIHQ. UC 

(202) 324 
runy comply with this 

[202) 324 or S SA 
Should the institution be unable to 

request due to lack of specificity or 
should the institution renu ire more detailed information to 
1 orate surh records, the 
UC or SSA 

office should immediately contact 
ror additional information. 

b2 
b7E 

b2 
b7E 

b2 
b7E 
b6 
b7C 

LEAD(s): 
Set Lead 1: (Action) 

RESIDENT AGENCY 
AT 

b2 
b7E 

S B ^ T N S L V I O - 1 1 4 8 1 



Working Copy Page 3 

(U) Hand deliver enclosed NSL as indicated above, 
receipt of requested records, notify SSA (202) 
3241 |to coordinate immediate delivery or records to t'BIHQ, 
Countèrterrorism Division, CTD/CXS/EOPS, Room 4363. 
Set Lead 2 : (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

( T_T > 

NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS 4/Team 15 

(U) Read and Clear 

Set Lead 4 : (Info) 

COUNTERTERRORISM 
AT 

Upon 
b2 
b6 
b7C 

b2 

(U) Read and Clear 

N S L V I O - 1 1 4 8 2 
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NF 

Working Copy Page 

Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 02/24/2004 
Attn: 
Attn: 

Attn: 
Attn: 

UC 
CTLÜT 
SSA 
I TOS 1 / L'UN US IV/Team 15 
SSA 
S A l 

From : Counterterrorism — 
Electronic Surveillance Onerations Unit, Rm 4363 
Contact: SSA (202) 324 

b2 
.b7E 
b6 
.b7C 

Approved Bv: Bowman Marion E 

Drafted By: 
Case ID #: 
•: T T -. 
Title : 

(U) -

Synopsis : 

[Pending) 
bbF-H(J-L'l-3U33 /!> 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

(U) j/ved Frpifr-T" G-3 
DecLäsSÖv'On : XI-25 bl 

b2 
b7E 

Enclosure(s) 
an origina! 
07/74/2004 

(U) Enclosed for the Field Office is 
an original and a copy of a National security i,ef. ter. dated 

addrps .qpd to i A t t n : I 

rfcsqueuLiny naiiiëy,—auuieyyey,—lenyLii ui yeiviue, unniiy records, 
and electronic communication transactional records for the 
account holder assigned to the accounts specified below. 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

Heta i1 s i.S//KT F bl 

Case ID bl 
b2 bbr - H(J - C I 3 U 3 3 / b ^ 3Ub83 

bl 
b2 

^ NSL VIO-11483 b7E 
b7A 



' NF 
Working Copy - Page 

bl 
b7A 

: s j 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/billing records/electronic communication 
transactional records on the following email address: 

bl 
b4 
b7C 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enr-lowe^ letter to nrorhice the records personally 

The institution 
nor utilize the 

to an employee of the 
should neither send the recoras cnrougn cne man," 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

b2 
b7E 

(U) The should remind the 
institution that Tt is prohibited from disclosing that the FBI 
has made this request. 

(U) Any questions regarding the above can be directed to 
FBIHQ, UC 

( '202) 324 
(202) 324 or S SA 

Should the institution be unaJoie to 
runy comply with this request due to lack of specificity or 
should the institution require more detailed information to 

Ighrml H locate such records, the 
immediately contact UC 
additional information:— 

or y SA for 

b2 
b7E 

b2 
b7E 
b6 
b7C 

LEAD(s): 

Set Lead 1 : (Action) 

b2 
b7E 

Al 
(U) Hand deliver enclosed NSL as indicated above, 

receipt <pf requested records, notify SSA 
(202)324 to coordinate immediate delivery or recoras to 

Upon b2 
b6 
lo 7 Cû̂  

N S L V I O - 1 1 4 8 4 
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Working Copy Page 

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

( U ) • 

NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
ITOS I/CONUS IV/TEAM 15 
(U) Read and Clear 

Set Lead 4: (Info) 
COUNTERTERRORISM 

ITOS I/CONUS I/TEAM 1 
(U) Read and Clear 

Set Lead 5: (Info) 

AT 

b2 
b7E 

(U) Read and Clear 

J ^ 3 * ^ N S L V I O - 1 1 4 8 5 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date: 02/24/2004 
Attn: UC 

ctcut" 
Attn: SSA| 

ITOS I/CONUS IV/TEAM 15 
Attn: 

From: Counterterrorism 
Electronic Surveillance Operations Uni t r Rm 43 63 
Contact: SSA (202) 324 

Approved Ry• Bowman Marion F 

Drafted By: 
Case ID #: 

(U) 

Title : 

(Pending) 

Î U ) 

bl 
b2 
b7A 

TBI EÜD51 
GEOGRAPHIC 

Synopsis: ^ ^ Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

( s i m x G-3 
XI - 2 5 

> 0 
bl 
b2 
b7E 

Enclosure(s): (U) Enclosed for the 
an original and a copy o 
no !oa /onna, addressed to 

a National security better. narecT 
lis 

requesting names, addresses, length of service and 
electronic communication transactional records for the account 

b2 
b7E 
b6 
b7C 

b2 
b7E 
b4 
b7D 
b6 
b7C 

Case ID bl 
(S) b7A 

66F-HQ-C13 033 75 30690 
N S L V I O - 1 1 4 8 6 



NF 
Working Copy 

holder assigned the IP addresses at the date and times specified 
below. 

Details: (S//NF) 

Page 

bl 
b4 
b7D 
b7A 

This electronic communication documents the National^ 
Security Affairs Senior Counsel's approval and certification" of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/electronic communication transactional 
records on the following IP Addresses: 

(3) bl 
b4 
b7D 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the The institution 
should neither send the records tnrougn tne man, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The should remind the 
institution that it is prohibited trom disclosing that the FBI 
has made this request. 

(U) Anv questions regarding the above can be directed to 

b2 
b7E 

b2 
.b7E 

FBIHO, UC (202) 324 or SSA 
(2021 324| | Should the institution be unapie zo 

tully comply with this request due to lack of specificity or 
should the institution require more detailed information to 
locate such records, thel _ ~| should 
immediately contact UC or S S A | f o r 
additional information. 

b2 
b7E 
b6 
b7C 

LEAD(s): 
Set Lead 1: (Action) 

N S L V I O - 1 1 4 8 7 



AT 

' NF 
Working Copy -

b2 
b7E 

Page 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, notify SSA| 
(202)324 to coordinate immediate delivery ot records to 
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4648. 
Set Lead 2 : (Action) 

.b2 
b6 
.b7C 

GENERAL COUNSEL 
AT WASHINGTON, DC~""~~ 

W'1 ^ ^ NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS IV/Team 15 

(U) Read and Clear 

jî35*^- NSL VIO-11488 



SJSKEJ 
NF 

Working Copy Page 

Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 02/24/2004 
Attn: 
Attn: 

Attn: 
Attn: 

UC 
CTL 
SSA 
ITO, 
SSA 

¿L 
1/CONUS 1/ TEAM 

SAI 

From : Counterterrorism 
Electronic Surveillance Operations Unit, Rm 43 62 
Contact SSA (202) 324[ 

Approved R y Bowman Marion F 

Drafted By: 
Case ID #: 
<tl) 

(S) 
6bF-HU-L'13U33 /b 

(Pending) 

Title 
(U) 

.bl 
b2 
b7E 
b6 
b7C 

Approves the issuance of an ECPA Natb7A Synop sis: \AS) 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

<U) 
(S) 

X 

G-3 
XI - 2 5 bl 

b2 
b7E 

Enclosure(s): (U) Enclosed for the 
original and a copy of a National Security Letter, dated 
02/24/2004, addressed to 

b2 
b7E 
b6 
b7C 

is an 

requesting names, addresses, length of 
service, billing records, and electronic communication 
transactional records for the account holder assigned to the 

E-Mail Accounts specified below. 

IS. //mfT 

(S) Case ID 
bbF-HU-ClJUJJ/b 

J ^ ß ^ NSL VIO-11489 
TU7T4 

b2 
b7E 
b4 
b7D 
b6 
b7C 

bl 

'bl 
b7A 
b2 
b7E 



' NF 
Working Copy - Page 

(U) 

bl 
.b7A 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/billing records/electronic communication 
transactional records on the following email address: 

(S) 
bl 
b4 
b7D 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the 
should neither send t 

The institution 
le records tnrougn tne mail, nor utilize the 

name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

b2 
b7E 

(U) The should remind the 
institution that 1L iy prohibited i r m disclosing that the FBI 
has made this request. 

(U) Anv questions regarding the above can be directed to 

b2 
b7E 

FBIHQ, UC (202) 324-1 ]or SSA 
(202) 3241 Should the institution be unable to 

tuny comply with this request due to lack of specificity or 
should the institution require more detailed information to 
locate such records, the 
immediately contact UC 
additional information 

or SSA 
shoulc 

for 

b2 
b7E 
h 6 
blC 

LEAD(s): 

Set Lead 1 : (Action) 

b2 
b7E 

N S L V I O - 1 1 4 9 0 



' NF 
Working Copy - Page 

(U) Hand deliver enclosed NSL as indicated abyve. Upon 
receipt of requested records, notify SSA 
(202)324 to coordinate immediate delivery of records to 
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4363. 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

(U) 
•^£S£^NSLU is requested to record the appropriate 

information needecl to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS l/Team 3 
(U) Read and Clear. 

Set Lead 4: (Info) 
COUNTERTERRORISM 

ITOS I/CONUS I/TEAM 1 
(U) Read and Clear 

Set Lead 5: (Info) 

b2 
b6 
b7C 

AT 
b2 
b7E 

(U) Read and Clear 

J p & g i N S L V I O - 1 1 4 9 1 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 02/23/2004 
Attn: 
Attn: 

UC 
CTCtTE 
SSA 
CXS 
SSA 

mPti/TUAM T 

ITOS I/CONUS l/TEAM 3 
Attn: 

From: Counterterrorism 
Electronic Surveillance Onerati oris Unit, Rm 43 63 
Contact: SSA (202) 324 £ 

Approved By : Bowman Marion E 

Drafted By: 
Case ID #: (S)J 

(S) 
( U ) 

^Pending) 
6 6 F - HQ -C1303375 

(S) 

bl 
b7A 

Title: 
(U) ...... 
Synopsis':'"""--̂ >8̂  Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 

Enclosure (s) : (U) Enclosed for the 
original and a copy of a_Ltai±aoaJ 'q̂ mr-i tv T.ptfpr. rî tpTT 
02/23/2004. addressed to 

is an 

requesting names, addresses, length of 
service, hilling records, and electronic communication 
transactional records for the account holder assigned the IP 
addresses at the date and times specified below. 

Details: (S//NF) 

b2 
b7E 
b4 
b7D 
b6 
b7C 

bl 

Case ID 
66F-HQ-C1303375 30614 

N S L V I O - 1 1 4 9 2 

bl 
b7A 
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Working Copy Page 

bl 
b4 
b7D 
b6 
b7C 
b7A 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/billing records/electronic communication 
transactional records on the following email address: 

(S) 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

bl 
b4 
b7D 
b7A 

b2 
b7E 

t i 
(U) The 

institution tnat it is pronipited. trom 
has made this request. 

¡hould remind the 
disclosing that the FBI 

b2 
b7E 

FBTHO 
(U) Anv questions regarding the 
UC 
( t e T2T 

above 
324 £ (202) 

Should the institution be 

can be directed 
or S SA 

to 
unable to 

fully comply with"this "request due to lack of specificity or 
locate such records, t 
immediately contact UC 
additional information 

he 1 fihnnl rj 
or S SA for 

b2 
b7E 
b6 
b7C 

LEAD(s) : 
Set Lead 1: (Action) 

AT 

b2 
b7E 

NSL VIO-11493 



' NF 
Working Copy - Page 

(U) Hand deliver enclosed NSL as indicated afrove. 
receipt of requested records, notify SSA 
(202)324 to coordinate immediate de ìvery of records to 
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4648. 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC (U) ...... 

NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS l/Team 3 
(U) Read and Clear 

Upon 
b2 
b6 
b7C 

N S L V I O - 1 1 4 9 4 
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(S) 

Precedence : IMMEDIATE 
To: General Counsel 

Counterterrorism 
Attn: 
Attn: 

Attn: 

Date: 02/17/2004 

E r e 
uc 
CT 
SSA 
rxsymPti/TE&M 1 
SSA 
ITOS I/CONUS 1/TEAM 3 

From : Counterterrorism 
Electronic Surveillance Operations Unit, Rm 4363 
Contact : SSA (202) 324 £ 

Approved By: Bowman Marion E 

Drafted By: 
Case ID #: (S) 

(S) 
(U, ^ ^ èét'-HQ-C130337B 
Title: (S) 

(Pending) 

(U) (U)- EOPS -
GEOGRAPHIC 

bl 
b2 
b7A 

Synopsis: ^ S ^ Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

( U ) 

M 

(S G-3 
XI -2 5 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 

Enclosure(s): (U) Enclosed for the 
original and a copy of a National security Letter, aatea 
02/17/2004. addressed to 

is an 

requesting names, addresses, length of 
service, billing records, and electronic communication 
transactional records for the account holder assigned the IP 

b2 
.b7E 
b4 
b7D 
b6 
.b7C 

Case ID bl 
b7A 

s:< 66F-HQ-C1303375 30256 s:< Sj)§ ̂ NSL VIO-11495 



' NF 
Working Copy 

addresses at the date and times specified below. 
Page 

"•""•"-̂8̂  This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/billing records/electronic communication 
transactional records on the following IP Address: 

( S ) 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

bl 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b4 
b7D 
.b7A 

b2 
b7E 

(U) The 
institution t 

should remind the 
lat it is prohibited from disclosing that the FBI 

b2 
b7E 

has made this request. 
(U) 

FBIHO. UC 
Anv questions regarding the above can be dir££Ltad_tn 

(202) 324 or S SA r (202) 3"24 Should the institution be unable to 
fully comply with this request due to lack of specificity or 
should the institution require more detailed .information to 
locate such records, the] 
immediately contact UC or SSA 
information. 

should 
Tor additional 

b2 
b7E 
b6 
b7C 

LEAD(s) 
NSL VIO-11496 



NF 
Working Copy Page 

Set Lead 1: (Action) 

AT 
b2 
b7E 

(U) Hand deliver enclosed NTST. ̂  .q i nH-i r-̂ t-pH ahrj^ 
receipt cpf requested records, notify SSA 
(202)324 

Upon 
to coordinate immediate delivery ot records to 

b2 
b6 
b7C 

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4648 
Set Lead 2: (Action) 

GENERAL COUNSEL 

,DK AT WASHINGTON, DC 
^ ^s^ NSLU is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS l/Team 3 
(U) Read and Clear 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT CXS/EOPS/TEAM 1 
(U) Read and Clear 

^ ^ N S L V I O - 1 1 4 9 7 



Page 1 

Precedence: PRIORITY 
To: Counterterrorism Attn: 

Date: 02/12/2004 
CTD/CXS/F.OPS/Room 4 64R 
SSA 

From: 

Contact 
Approved By: 
Drafted By: 
Case ID #: 

(U) 

Title: 

fa 2 
b7E 
b6 
b7C 

(Pending) 
(Pending) 

66F-HQ-C13 033 75 (Pending) 

% by 

bl 
b2 
b7E 
b7A 

nonsis : ()ë) ECPA NSL hand delivered and information provided b4 
b7D 

(U) X 

m 

Reference: (S 
(S) 
m 66F-HQ-C1303375 serial 24131 

(U) 
(S) 
(S) 

bbF-HU-UIJUJJ/b èeriâl 248yb 

bl 
b2 
b7E 
b7A 

Details: On October 8, 2003, an ECPA National Security 
Letter (NSL) dated October 8, 2003, was hand delivered to| 

Ï S 7 

b4 
b7D 
b6 
b7C 

A On October 8, 2 003, 
provided the Group Profile, User 

Profiles for the Group moderators and a CD-Rom containing the e-
mail headers contained in the accounts for the Group modern 
pertaining to e-mail account 

:ors 

.bl 
b4 
b7D 
b6 
.b7C 

( S ) 
Case ID. 

6 6 F-HQ-C1303375 30405 

•bl • 
b2 
b7E 

NSL VIO-11498 



( S ) Worxing Copy 

pertaining to the 

c 

advised has no information 

On October 9, 2003, IA 
User Profile" (subscriber) and modera 
Rom containing the e-mail headers 

the 
mrormation ana the CD-itor 

contained in the accounts 
^gJ the Group moderators pertaining to e-mail account 

for 

r ot ÜA 

Page 
bl 
b4 
b7D 
b6 
b7C bl 

b4 
b7D 
b6 
b7C 

Jol 
b4 
b7D 
b7A 

Accomplishment Information: 
Number : 1 
Type: NSL SERVED TO COMMUNICATION CARRIER 
ITU: NATIONAL SECURITY LETTER 
Claimed By: 

NSL VIO-11499 



SSN: 
Name : 
Squad : 

LEAD(s): 
Set Lead 1: (Action) 

COUNTERTERRORISM 
AT WASHINGTON, DC 

,u, M The 

¡P̂ RÊ T 
Working Copy 

b2 
b7E 
h 6 
b7C 

Page 

bill should be paid upon receipt. 

b7D 

- NSL VIO-11500 



Page 1 

Precedence : PRIORITY 
To : General Counsel 

Counterterrorism 

International Operations 

Date: 02/10/2004 
Attn: UC 

CTCüT" 
Attn: CXS/EOPS 

S SA 
ETI! j, Team 4 
S SA 

li? A iTTTT? 

SSRA 
Attn: Legaci 

ALAT 
Attn: 1011= 

UC 

b2 
.b7E 
b6 
b7C 
b7D 

From : Counterterrorism 
Electronic rnmmnrii rat i nns. Analysis _Unit. Room 4343 
Contact: (202) 324-

Approved By: Bowman Marion E 

Drafted By: 
Case ID #: 

Title 

(Pending) 
Pending) 

(U) 
( U ) 

T?m?TzTraci pnT.Tm? mnPRi?&TTnw. 

bl 
b7A 
b7D 

Synopsis: y^C Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, transmits the NSL for 
delivery to the electronic communications service provider. 

( U ) 

Reference: (S) 

G-3 
XI - 2 5 bl 

b7A 
b7D 

Enclosure (s) : fttf Enclosed for the 
original and a copy of a National Security Letter. daTTecT 
February 10, 2 0 04, addressed to 

is an 
Attn: 

^ fequesting names, addresses, length of service and 
wleiecnronic communication transactional records for the IP address 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

bl 
b7A 
b7D 

NSL VIO-11501 



Page 2 
Details 

bl 
b7A 

The 
(S ) believe, based on analysi 

anti terrorism unit 

identified twoIP addresses 
(£) as being used by the group." 

information regarding the above IP addresses. 

of the 
UTat they may De 
^investigation 

The is requesting subscriber 

bl 
b4 
b7D 
b7A 

bl 
b4 
b7D 
b7A 

This electronic communication documents the Senior Counsel for 
National Security Affairs approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
subscriber/electronic communication transactional records on the 
following IP address: 

( S ) 
(U) On October 17, 2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 
(U) Arrangements should be made with the institution receiving the 

bl 
b4 
b7D 
b7A 

riapri t~ nrnHni-p -Lite records personally to an employee of 
The institution should neither send the 

enc. 
the 
records through the mail, nor utilize the name of the subject or any 
identifying information related to the subject in any telephone calls 
to the FBI. The institution should not contact FBIHQ directly in any 
manner. 

b2 
b7E 

(U) The 
it is prohibited trom disclosing 

should remind the institution that 
:hat the FBI has made this request. 

(U) Any questions regarding the above can be directed 
(202) 324 or IA 

to FBIHQ, SSA 
(202) 324-

Should the institution De unable to fully comply with this 
request due to lack of specificity or should the institution require 
more detailed information to locate such records. the 

should immediately contact SSA |or IA 
IÖ1" additional information. 

b2 
b7E 

b2 
b7E 
b6 
b7C 

NSL VIO-11502 



SE2§<ET 
Working Copy Page 

(U) ECAU investigation continues. 
LEAD(s): 
Set Lead 1 : (Action] h 2 

blE 

AT 
(U) Hand deliver enclosed NSL as indicated above. Upon 

rprp-i nt of requested records, immediately submit results to IA 
FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, Room 4TOT— 

b6 
b7C 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
!U) NSLU is requested to record the appropriate 

rieedec information rieedèd to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
Team 4 b2 

Set Lead 4 : 
(U) Read and clear. 

(Info) 

AT 
( U ) 

b7D 

^ ^ Read and clear. 

Set Lead 5 : (Info) 

(0) 

INTERNATIONAL OPERATIONS 
AT IOU-1 

Read and clear. 

Set Lead 6 : (Info) 
COUNTERTERRORISM 

ÌT 
NSL VIO-11503 
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AT EOPS 

( c ) R e a d and clear, 

N S L V I O - 1 1 5 0 4 



SßJ^T 
Worlcing Copy Page 

Precedence:PRIORITY 
To: General Counsel 

Counterterrorism 

International Operations 

Attn: 
Attn: 

Attn: 
Attn: 
Attn: 

Date: 02/10/2004 
UC 
CTLU1 
CXSZEOES. 
SSA 

ream q' 
SSA 
SIA 
LegaT 
ALAT 
IOU^ 
UC 

b2 
b7E 
b6 
b7C 

From: Counterterrorism 
Electronic Communications Analysis_LlEl_LL-_1Room 4343 
Contact: I 1(202) 324 

Approved By: Bowman Marion E 

Drafted By: 
Case ID #: (S) (Pending) 

"Pending) 

Title : (U) 

( U ) 

FORFTGN POT.TCK COOPERATION: 
bl 
b7A 
b7D 

Synopsis:tetf' Approves the issuance of an ECPA National Security 
Letter (NSLj; provides reporting data; and, transmits the NSL for 
delivery to the electronic communications service provider. 

ÍU) X 

Reference: (S) 
Enclosure(s): (U) Enclosed for the 
an original and a copy of a Nat i ona 
February 10. 2004. addressed tof 

bl 
b7A 
b7D 

Security letter, dated 
Attn: 

is 

requesting names, addresses, length of service and 

is 
Details: (S) 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

bl 

NSL VIO-11505 

bl 
b7A 
b7D 



(S) ¡jgasRÊif 
Worlcing Copy Page 

bl 
b7A 

The anti terrori um nnif f 
believe, Dasea onanalysis 

(S) using the internet to communicate. 
identified two IP addresses/ 

l| Cj J as being used by the group 

of the 
rffat they may be 
investigation 

The INP is requesting subscriber 
information regarding the above IP addresses.. 

This electronic communication documents the Senior Counsel for 
"National Security Affairs approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
subscriber/electronic communication transactional records on the 
following IP address: 

( S ) 
(U) On October 17, 2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

bl 
b4 
b7D 
b 7 A 

bl 
b4 
b7D 
b7A 

bl 
b4 
b7D 
b 7 A 

(U) Arrangements should be made with the institution receiving the 
enclosed letter to produce the records personally to an employee of 
the| The institution should neither send 
the records through the mail, nor utilize the name of the subject or 
any identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

b2 
b7E 

(U) The should remind the institution 
that it is proniDitea rrom aisciosirig that the FBI has made this 
request. 

b2 
b 7 E 

(U) Any questions regarding 
(202) 324 

the 

| Should the institution De 
request due to lack of specificity 
more detailed information to 

above can 
IA 

be directed 
or 

unable to fully 
or should the 

locate such records. 
should immediately contact SSA 

ror aaaicionäl information. 

comply with 
institution 
the 

io FBIHQ, SSA 
1(202) 324-

this 
require 

or TE" 

b2 
b7E 
b6 
b 7 C 

(U) ECAU investigation continues. 

^ NSL VIO-11506 



Page 92 
LEAD(s) : 
Set Lead 1: (Action) b2 

.b7E 

AT 

(U) Hand deliver enclosed NSL as indicated abov& 
receipt of requested records, immediately submit results to IA 

_LlDon 

FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, Room 4343. 

Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
ID) 

Ĵ Ŝ C NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
Team 4 

b6 
b7C 

b2 

Set Lead 4: 

(U) Read and clear. 

(Info) 

AT 
(U) 

b7D 

Q Read and clear. 
Set Lead 5: (Info) 

INTERNATIONAL OPERATIONS 
AT IOU-1 

Read and clear. 

Set Lead 6: (Info) 
COUNTERTERRORISM 

AT EOPS 
NSL VIO-11507 



ïT Working Copy Page 

Read and clear. 

NSL VIO-11508 



Page 1 

Precedence: PRIORITY 
To: General Counsel 

Date: 02/09/2004 
Attn: 

Unit Chief, CTLU1 
Attn: IA 

Counterterrorism Attn: CXb / 
ssal 
ITOti I I 
SSA 

From: Counterterrorism 
CXS/Electronic Communications Analysis Unit/Room 4343 
Contact : (202) 324 

Approved By: Bowman Marion E 

Drafted By: 
Case ID #: (S)J 

( s Ç 
(S)1 

(U), 

(Pending) 
Trending) 

pending) 

.bl 
b7A 
.b7D 

Title : INTERNATIONAL TARGETS AND INTELLIGENCE 
RESPONSE TO LEADS FROM FBI HEADQUARTERS/FIELD 
00:FBIHQ 

(S) 

(S) 

uu : i'BiHy 

(Ci-

bi 

Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 
(U) 

- X 

( V 
( S 

requesting cne names, addresses, lengtn or service, D i n i n g 

NSL VIO-11509 

b2 
b7E 
b6 
b7C 

bl 
b2 
.b7E 

Enclosure(s): (U) Enclosed for the is 
an original and a copy of a National security L e t t e r , dated 
2/09/2004. addressed tol HAttn: 

b2 
b7E 
b4 
b7D 
b6 
b7C 

bl 
b7A 
h7n 



Working Copy 
records, and electronic communication transactional records for 
the e-mail address holder listed. 

Page 

Reference : 
Details: (S) 

(S) 

bl 
to A 
tolD 
to 6 
tolC 
toi A 

(U) (V) This electronic communication documents the 
Senior Counsel's approval and certification of the enclosed NSL. 
For mandatory reporting purposes, the enclosed NSL seeks 
electronic communication transactional records on the following 
e-mail address: 

( S ) 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

bl 
b4 
b7D 
b7A 

(U) Arrangements should be made with the institution 
receiving the pnnlnspH letter to produce the records personally 
to an employee of the 
should neither send tne records cnrougn tne man 

The institution 
nor utilize the 

name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

to 2 
b7E 

(U) The should remind the 
electronic communications provider tnat it is prohibited from 
disclosing that the FBI has made this request. 

to 2 
b7E 

NSL VIO-11510 



FBIHQ, SSA] 

Working Copy 
(U) Anv quest i oris regarding the above can be directed to 

Page 

(202) 324 or IA (202) 

3241 | Should the institution be unable to fully comply with 
this request due to lack of specificity or should the institution 
require more detailed information to locate such records, the 

should immediately contact SSA or 
TK tor additional information. 

LEAD(s): 
Set Lead 1: (Action) 

GENERAL COUNSEL 

(U) AT WASHINGTON, DC 
NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

b2 
b7E 
b6 
b7C 

Set Lead 2 : (Action) 

AT 
b2 
b7E 

(U) Hand deliver enclosed NSL as indicated above. 
Upon rere-int nf requested records, immediately submit results to 
IA FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, 
Room 4 34 3. 

Set Lead 3: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) CXS/EOPS/Team 2. For information only. Read and 

clear. 

Set Lead 4 : (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) ITOS II [Team 1. 

Clear 
For information only. Read and 

b2 

SÈSfdST 
^ ^ ^ NSL VIO-11511 
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- Working Copy - Page 

Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

From : 

Attn: 
Attn: 

Attn: 

Date: 01/24/2004 

HE 
UC 
CT 
SSA 
CTD/CXS/EOPS/TEAM 3 
SSA 
ITOS 1/CONUS IV/Team 15 
IA 

Counterterrorism 
Electronic S u r v e i l l a n c e O p e r a t i o n s Unit Em_4363 
Contact : SSA (202) 324 

Approved By : Bowman Marion E 

b2 
b7E 
b6 
b7C 

Drafted By: 

Case ID #: 

SS/ 

(U) 
Title: (S 

(S) 
-HÜ-C13Ü3375 

bl 
Pending) 

S y n o p s i s : A p p r o v e s the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) 
i S J 

Derived FWfn : 
Declassi^ 

G- 3 
XI - 2 5 

( t ó 

bl 
b2 
b7E 

Enclosure(s): (U) Enclosed for the 
an original and a copy of a National Security Letter, 
01/24/2003. addressed td I Attn: 

dated 
is 

requesting 
names, addresses, length of service and electronic communication 
transactional records for the email address holders listed below. 
Details : 

b2 
b7E 
b6 
b7C 

( s ) Case ID 
b6F-HÜ-C13U33/b 

NSL VIO-11512 



(S) 
S^SSFT 
NF 

Working Copy — Page 

bl 
(TT) -

X T h i s electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/electronic communication transactional 
records on the following Email Addresses: 

( S ) bl 
b4 
b7D 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the£~ The institution 
should neither send tne records tnrougn tne man, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

b2 
b7E 

(U) The 
institution t 

should remind the 
iä"ü TE is pronibited rrom disclosing that the FBI 

has made this request 
b2 
b7E 

(U) Ariv rnipst i oris regarding the above can be directed to 
FBIHQ, u c 

(2TJ2T TPS 
(202) 3241 I or S SA 

Should the institution be uhàblé to 
luny uutuply with this request due to lack of specificity or 
should the institution require more detailed information to 
locate such records, the 
immediately contact UC 
information. 

or SSA 
should 

tor additional 

b2 
b7E 
b6 
b7C 

LEAD(s): 
Set Lead 1: (Action) 

AT 
b2 
b7E 

(U) Hand deliver enclosed NSL as indicated above, 
receipt of requested records, immediately notify SSA 
louncerc 

(202)324 
errorism' Division, CTD/CXS/EOPS, Room 4363. 

to coordinate delivery of records to FBIHQ, 
Upon b2 

b7C 
Set Lead 2 : (Action) 

i ® 0 * ^ NSL VIO-11513 



ST 
NF ' 

Working Copy Page 

GENERAL COUNSEL 

AT WASHINGTON, DC 
^ S ^ NSLU is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) 
COUNTERTERRORISM 

AT ITOS I/CONUS IV /Team 15 
(U) Read and Clear 

- i ^ ^ T NSL VIO-11514 
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^NF 

Working Copy Page 

Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date: 01/23/2004 
Attn: 
Attn: 

K 
UC 
CTÏÏ 
SSA 
CTD 
SSA 
CTD / CXS / EOPS / TEAFTT 
SSA 

¿'Xti/UOP«/ TIh!AM 

Attn: 
ITOS ï/CÔNuë III/TEAM 9 

SA 
From : Counterterrorism 

Electronic Surveillance Operations Unit, Rm 4 3 63 
Contact : SSA (202) 324 

Approved By: Bowman Marion E 

Drafted By: 
Case ID #: (Pending) 

66F-HÜ-C13 0337b 

GEOGRAPH 
EOPS 

bl 
b2 
b6 
b7C 
b7A 

Synopsis: ^S^ Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

( U ) 

IS) X 
M 

Derisc^d Fperm : 
Declas^iiy On: 

G-3 
XI - 2 5 

bl 
b2 
b7E 

Enclosure (s) : (U) Enclosed for the lis an 
original and a copy of a ̂ ati orial Spnirihv T.pt-i-p-r. Hated 
01/23/2004. addressed to 

requesting namea, 
addresses, lengtn or service and electronic communication 
transactional records for the account holder assigned the IP 

(SI. 
Case ID 

66F-HQ-C13 03 3 75 29740 
NSL VIO-11515 

b2 
b7E 
b6 
b7C 

b. 
b 
b 
b 
b 
b 

bl 
b7A 



SgSRETT 
NF 

Working Copy - • 
address at the date and time specified below. 
D e t a i l s : ( S / / N F 

Page 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/electronic communication transactional 
records on the following IP Address: 

bl 
b4 
b7D 
b6 
b7C 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the pnrl nspH ipn-pr- fo nrnrlnrp thp> records personally 

employee 

bl 
b4 
b7D 
b7A 

to an employee of the 
neither send the records through the mail, 

The 
nor 

institution 
utilize the 

should 
name 

b2 
b7E 

of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The should remind the institution 
that it is prohibited trom disclosing that the FBI has made this 
request. 

(U) 

FBIHQ, UC 
Anv tmp>.g;1~ i n n a r e n a r H i 

(2U2) ^324 r 
ig the above ran be directed to 
(202) 324 or SSA 

ShdUld the instlTUCion be iinablS 
tully comply with c m s request due to lack of specificity or 
should the institution r-pfni i rp more d e t a i l e d i n f o r m a t i o n to 
locate sue 
contact UC 

b2 
b7E 

b2 
b7E 

h records. the 
or SSA 

should immediately 
tor additional information. b7C 

LEAD(s): 
Set Lead 1 : (Action) 

AT b2 
b7E 

(U) Hand deliver enclosed NSL as indicated above 
receipt pf requested records, notify SSA 
(202)324 

Upon 
to coordinate immediate delivery of records to 

NSL VIO-11516 

b2 
b6 
b7C 



ST 
NF 

Working Copy Page 
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4648. 
Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) 

NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS Ill/Team 9 
(U) Read and Clear 

Set Lead 4: (Info) 
COUNTERTERRORISM (U) , 

AT CXS/EOPS 

Read and Clear 

^ ^ NSL VIO-11517 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date: 01/20/2004 
Attn: 
Attn: 

IL. 
UC 
CTL' 
SSA 
CTD 
SSA 
CTDVC^M/mPM/'l'UAM 1 
SSA 

Attn: 
TTO.q T/mNii.q i / T R A ~ 

From: Counterterrorism 
Electronic Surveillance Operations Unit, Rm 43 63 
Contact: SSA (202) 324-

Approved Ry• Rnwman Marinn V 

Drafted By: 
Case ID #: 
(Ul-

Title: 

1 (Pending) 
éét'-HÛ-C'l^ûaaVb 

(S 
bl 
b2 
b7A 

¡II) 
CU) 

M 
GEOGRAPHIC 

EOPS-

Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

(U) 
(S) 

X D 
rived Froi 

ÎSI 
G-3 
Xl-25 

Enclosure(s): (U) Enclosed for the 
original and a copy of a National Security Letter. dated 
m /0n/0()C)d aHHrpggpH M I 

bl 
b2 
b7E 

is an 

requesting names, 
addresses, length of service and electronic communication 
transactional records for the' account holder assigned the IP 

Case ID 

S ) é é F-HQ-CI3 0 3 3 7 b 7 W Ü 

h 2 
b7E 
b6 
b7C 

b2 
b7E 
b4 
b7D 
b6 
b7C 

bl 
b7A 

NSL VIO-11518 
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Working Copy 

addresses at the date and times specified below. 
Details: (S//NF 

Page 

bl 
b4 
b7D 
b7A 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed' 
NSL seeks subscriber/electronic communication transactional 
records on the following IP Addresses: 

(SI 
bl 
b4 
b7D 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the e n c l o s e d l e t t e r to produce t h e records personally 
to an employee of the The institution 
should neither send the records tnrougn tne mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

b2 
b7E 

(U) The should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

(U) Any questions regarding the above can be directed to 
FBIHQ. UC 

2Ô2) 224 
(202) 324 I lor SSA| 

Should the insdiiULion be unable to 
fully comply with this request due to lack of specificity or 
should the institution require more detailed information to 
locate such records, 
contact U C l o r 

the 
S SA 

should immediately 
tor additional information. 

b2 
b7E 

b2 
b7E 
b6 
b7C 

LEAD(s) : 
Set Lead 1: (Action) 

AT 
b2 
b7E 

NSL VIO-11519 
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(U) 

(U) Hand deliver enclosed NSL as indicated above, 
receipt of requested records, notify SSA| 
(202)324 to coordinate immediate delivery ot records to 
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4648. 
Set Lead 2 : (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS l/Team 3 
(U) Read and Clear 

Upon 
h 2 
.b6 
b7C 

Set Lead 4 : (Info) 
COUNTERTERRORISM 

AT CXS/EOPS 
Read and Clear 

J ^ 8 ^ NSL VIO-11520 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date: 01/20/2004 
Attn: UC| 

CTLUJ 
Attn: SSA 

/CXS/FOPS/TFAM 4 CTD 
SSA 
c T o z m z E i E H z r a n 
SSA 
CTD/CXft/flOPft/TFÄM a 
SSA 
I TO 

Attn: SSA 
I / / 'MMI IL! I Ì 'I'KftM -f 

From: Counterterrorism 
Electronic Surveillance Operations Unit, Rrn 4363 
Contact: SSA (202) ,324 

Approved By : Bowman Marion E 

Drafted By: 
Case ID # 

(Ul-

is) 
(S) 
(S) > < 

(Pending) 
(Pending) 

èèt'-HQ-L'UUJJVb 

Title (S 
00: HQ 

bl 
b2 
b6 
b7C 
b7A 

:s) 

<U) 

UU:H(J 
•T-T'' >&< EOPS 

GEOGRAPHIC 
Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 
''T-T'' DeròXed From G-3 

b2 
b7E 
b6 
b7C 

2906b 
NSL VIO-11521 



(S) 
NF 

Working Copy 

Declassify On: Xl-25 
Page 

bl 
b2 
b7E 

Enclosure (s) : (U) Enclosed for the| is an 
original and a copy of a_National_Security Letter, dated 
01/20/2004. addressed to Attn: 

"requesting names, addresses, 
îengtn or service and electronic communication transactional 
records for the account holder assigned the IP address at the 
dates and times specified below. 

Details 

(U) J^S^ This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/electronic communication transactional 
records on the following IP Address: 

( S ) bl 
b4 
b7D 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed 1 fitter to produce the records personally 
to an employee of the The institution should 
neither send the records through the mail, nor utilize the name 
of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

b7E 
b4 
b7D 
b6 
b7C 

bl 
b4 
b7D 
b7A 

b2 
b7E 

(U) The should remind the institution 
that it is proniJDited trom disclosing that the FBI has made this 
request. 

(U) Anv questions regarding the above can be directed to 

b2 
b7E 

FBIHQ, UC 
(202) 324 

[202) 
Should the 

324 or 
institution 

SSA 
be unaoie to 

tully comply with this request duetto lack of specificity or 
fT NSL VIO-11522 

b2 
b6 
b7C 



SÇ2RET 
NF 

-- Working Copy 
should the institution -r̂ mi-ire mnrp dpi-a it t̂rl 
locate such record 
contact UC 

s, thei 
or SSA 

information to 
should immediately 

ror additional information. 
LEAD(s): 
Set Lead 1: (Action) 

b2 
.b7E 

Page 

b2 
b7E 
h 6 
b7C 

AT 
(U) Hand deliver enclosed NSL as indicated above. Upon 

receipt of requested records, immediately submit results to SSA 
FBIHQ, Counterterrorism Division, 

CTD/CXS/EOPS, Room 464 8. b6 
b7C 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

(U) AT WASHINGTON, DC 
NSLU is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS I/Team 3 
(U) Read and Clear 

Set Lead 4 : (Info) 
COUNTERTERRORISM 

AT ITOS CXS/EOPS 
(U) Read and Clear 

NSL VIO-11523 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date: 01/14/2004 
Attn: UC 

CTEUT" 
Attn: SSA 

CTD 
S SA 
CTD 
S SA 

r-Y.q /ROPR / TKAM~4~ 

TTOfi T/TONUS I /T^AM " 
Attn: SSA 

b2 
b7E 
b6 
b7C 

From: Counterterrorism 
Electronic 

Contact: SSA 
rvo-i 1 1 anro flnorat-̂  nno Unit, Rm 4 3 63 

(202) 324 
Approved By : Bowman Marion E 

Drafted By: 
Case ID #: 

(S 
<U) 

Title: (S) 

j (Pending) 

bbi1 -HQ-L13U33 /b 
bl 
b7A 

(U) FT.FPTRnNTr STTPVF T T ,T .AMf^ OPFPATTONS ÄND SHARING UNIT 

Synopsis:J&i Approves the issuance of an ECPA National 
Security Létter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

(U) Derived^Pi^m : G-3 
Decl^d&fy On: XI-25 bl 

b2 
• b7E 

Enclosure(s) : (U) Enclosed for the is an 
original and a copy of a Hat-innai ^ n u n r v iipfi-pr dated 
01/14/2004, addressed to Attn 

m 

requesting names, addresses, length of service and 
ctronic communication transactional records for the account 

b2 

b2 
b7E 
b4 
b7D 
b6 
b7C 

Case ID bl 
b7A 

6 6 F-HQ-C1303375 ^ 28790 
ß P & X ^ NSL VIO-11524 
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holder assigned the IP addresses at the date and times specified 
below. 
npt-a-i 1 Q 

Page 

bl 
b4 
b7D 
b7A 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/electronic communication transactional 
r-or-o-rHc on His fnllnuinn TP- aHHrpgq 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the | The institution should 
neither send the records cnrougn cne man, nor utilize the name 
of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

bl 
b4 
b7D 
b7A 

(U) The should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

(U) Any questions regarding the above can be directed to 
FBIHQ. UC (202) 324 or S SA 

,202) 324 ! Should the institution be unable to 
fully comply with this request due to lack of specificity or 
should the institution require more detailed information to 
locate sue 
contact UC 
LEAD(s) 

t records. or 
the 
S SA 

should immediately 
Jtor additional information. 

b2 
b7E 

b2 
b7E 

b2 
b7E 
b6 
b7C 

Set Lead 1: (Action) 
b2 
b7E 

AT 
(U) Hand deliver enclosed NSL as indicated above. Upon 

receipt of requested records. immediately notify SSA 
(202)324 to coordinate delivery of records to 

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4648. 
j B ^ Î NSL VIO-11525 

b2 
b6 
b7C 
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Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
>§J NSLU is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead : (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS l/Team 3 
(U) Read and Clear 

Set Lead 4 : (Info) 
COUNTERTERRORISM 

AT CXS/EOPS 
(U) Read and Clear 

NSL VIO-11526 



Sj^ET 
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- Working Copy - Page 1 

Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date: 01/14/2004 
Attn: UC 

CTnUT" 
Attn: SSA 

CTD/ L'XS / EOPS ) TEAM T 
ssa| 
CTD. 
SSI 
rTil/rxsyKOPMn'kAivi t 
SSA 
itoó 1 /LUiMUb nyieam 

Attn: 
From : Counterterrorism 

Electronic Snrvei1 lance Operations Unit, Rm 4363 
Contact: SSA (202) 324 

Approved u y RnMnl;"1 Marinn V. 

Drafted By: 
Case ID #: (S 

(S 
(U) -(s 

Pending) 
Pending) 

bl 
b7A 

b7C 

to 2 
tolE 
b6 
b7C 

(U) RT.RfTRnMTr .QTTP VE! T T ,T .ANfT? nPCT&TTnMfi AMD SHARING UNIT b2 

( U ) 

Synopsis: Approves the issuancei of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

- L S I 
Case ID 

NSL VIO-11527 

bl 
b7A 



(U) NF 
Working Copy Page 

is X öm : G-3 
On: XI-25 

bl 
h 2 
.b7E 

Enclosure(s): (U) Enclosed for the 
original and a copy of a National security Letterdatecf 
01/14/2004, addressed tol I Attn: 

is an 

requesting names, addresses, lengtn or service and 
electronic communication transactional records for the account 
holder assigned the IP addresses at the date and times specified 
below. 

Details : 

h 2 
.b7E 
b4 
b7D 
b6 
b7C 

bl 
b4 
b7D 
b7A 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/electronic communication transactional 
records on the following IP Addresses: 

(SJ 

bl 
b4 
b7D 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the pnrlnsp^ letter to nrodiioe the pr-nrrls personally 
to an employee of the 
should neither send t 

The institution 
ie records through,the mail, nor utilize the 

NSL VIO-11528 

h 2 
hl E 



NF 
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name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The should remind the 
institution that it is pronibited trom disclosing that the FBI 
has made this request. 

(U) Any questions regarding the above can be di 
FRTHO. TTC 

(202) 324 
(202) 

Should the 
3 24 I J or S SA I 
institution be unable 

e o t e d t o 

to 

heT 
or SSA ror 

should 
additional 

fully comply with this request due to lack of specificity or 
should the institution require more detailed information to 
locate such records, t 
immediately contact UC 
information. 

LEAD (s) : 
Set Lead 1: (Action) 

h 2 
Jo 7 E 

b2 
b7E 
b6 
b7C 

b2 
b7E 

AT 
(U) Hand deliver enclosed NSL as indicated above 

receipt of requested records, immediately notify SSA 
(202) 324-| |to coordinate delivery of recoras to 

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4648. 
Set Lead 2: (Action) 
GENERAL COUNSEL 

Upon 

b2 
b6 
b7C 

AT WASHINGTON, DC 
(U) NSLU is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) 
COUNTERTERRORISM 

AT ITOS I/CONUS II/Team 5 
(U) Read and Clear 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT CXS/EOPS 

J B ^ Í NSL VIO-11529 
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Read and Clear 

SVpt^Z NSLVIO-11530 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date: 01/14/2004 
Attn: 
Attn: 

ryq/"Ropq / TT?AM A 

Attn: 

UC 
CTtT 
SSA 
CTD 
SSA 
CTD 
SSA 
TTDQ T/r-mvTTTR 

/ • V ^ m U l W ' I ' U ' A M 'I 

l/TEAM 3 

b2 
b7E 
b6 
b7C 

From: Counterterrorism 
Electronic Surveillance Operations Unit, Rm 43 63 
Contact: SSA (202) 324 

Approved By: Bowman Marion E 

Drafted By: 
Case ID #: (S) 

(S. 
( U ) 

Pending) 
UUi' "1^JL1JUJJ 1 J 

Title : (S) 
bl 
b7A 

(U) 

( U ) 

FTiF.flTRONTG ST TR VF T T ,T , ANCF, OPERATIONS AND SHARING UNIT 
b2 

Synopsis:^^ Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

( U K X X X, / Derived^rom : G-3 
Declaaéi£y On: Xl-25 bl 

M 
b2 
b7E 

Enclosure(s): (U) Enclosed for the 
original and a copy of a National security Letter. rtatecT 
01/14/2004. addressed to 

is an 

requesting names, addresses, length of 
service and electronic communication transactional records for 
the account holder assigned the IP addresses at the date and 

(S), 

b2 
b7E 
b4 
b7D 
b6 
b7C 

Case ID 
bbJ? -HU-C13U33 lb 

.jsïfeRËÎ 
-ZTZET 

bl 
b7A 

N S L V I O - 1 1 5 3 1 



Page 2 
times specified below. 

bl 
b4 
b7D 
b7A 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/electronic communication transactional 
records on the following IP addresses and time stamps: 

( 3 ) 

bl 
b4 
b7D 
.b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

b2 
b7E 

(U) The should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

(U) Any questions regarding the above can be directed to 

b2 
b7E 

FBIHQ. UC (202) 324-1 I or SSA 
202) 324 Should the institution be unable to 

fully comply with this request due to lack of specificity or 
should the institution require more detailed information to 

should 
or SSA for additional 

locate such records, the 
immediately contact UC 
information. 

b2 
b7E 
b6 
b7C 

LEAD(s): 
Set Lead 1: (Action) 

AT 
b2 
b7E 

(U) Hand deliver enclosed NSL as indicated above 
receipt of requested records, immediately notify SSA 

TŜ Ŝ JST 
Upon b6 

b7C 
N S L V I O - 1 1 5 3 2 
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Working Copy Page 
(202) 324-| ~| to coordinate delivery of records to 

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4648. 
b2 
b6 
b7C 

Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
ID) 

NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS l/Team 3 
(U) Read and Clear 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT CXS/EOPS 
(U) Read and Clear 

N S L V I O - 1 1 5 3 3 



Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

S^ftÇf 
• NF 

Working Copy 

Date: 01/14/2004 

Page 

Attn: 
Attn: 

UC 
CTCUT-
SSA 
CTD 
SSA 
CTD/ 
SSA 

¿'Xti/UHPti/ T O T 

Attn: 
T TOQ T/rnTMTTQ 1 /TEAM 3 

From : Counterterrorism 
Electronic Snrvpinanpp nnpofinnc Unit, Rm 43 63 
Contact : SSA 202) 324 

b2 
b7E 
b6 
b7C 

Approved By: Bowman Marion E 

Drafted By: 

Case ID #: 
(S) 
(S) 

(Pending) bl 
b7A 

Title: (S 

<U> 
X 

(U) 
RT.nrTBnMTf 1 C!TTPVF1TT,T.AKTP'R f lPRP&TTDMR AND SHARING UNIT 

b2 

Synopsïâ: -dÄt: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

(U) 
X Derived 

Declassify\On: bl 
b2 
b7E 

Enclosure(s): (U) Enclosed for the 
original and a copy of a National securirv i.enner. aanecT 
01/14/2004, addressed to 

is an 

requesting names, addresses, length of 
service, billing records, and electronic communication 
transactional records for the account holder assigned the IP 

m 

b2 
b7E 
b4 
b7D 
b6 
b7C 

Case ID bl 
b7A 

6 6 F-HQ-C1303375 29433 
N S L V I O - 1 1 5 3 4 
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addresses at the date and times specified below. 
Details: (S//NF) 

Page 

bl 
Jd4 
b7D 
b7A 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/billing/ electronic communication 
transactional records on the following IP addresses and time 
stamps : 

<S) 
(U) On 10/17/2003, the Director designated the FBI official, 

signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enr-losed l e t t e r t o p r o d u c e t h e r e c o r d s personally 

bl 
b4 
b7D 
b7A 

to an employee of the 
should neither send the reeorua 
name of the subject or 
subject in any 

The institution 
through lilë ma'il, nor utilize the 

any identifying information related to the 
telephone calls to the FBI. The institution 

to 2 
toi E 

should not contact FBIHQ directly in any manner. 
(U) The 

institution t 
should remind the b2 

nat it là próhibltèd rrólti disclosing that the FBI b7E 
has made this request. 

(U) Any questions regarding the above can be directed to 
FBIHO. UC 

202) 324 
fully comply with 

(202) 324 or SSA 
Should the institution be unable to 

his request due to lack of specificity or 
should the institution require more detailed information to 
locate such records, theI ' 
immediately contact UC 
information. 
LEAD(S): 
Set Lead 1: (Action) 

or SSA 
should 

tor additional 

b2 
b7E 
to 6 
.b7C 

AT 
b2 
b7E 

(U) Hand deliver enclosed NSL as indicated above 
receipt of requested records, immediately notify SSA 

N S L V I O - 1 1 5 3 5 

Upon b6 
b7C 
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(202)3241 |to coordinate delivery of records to 
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4648. 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

(U1 jX^NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS l/Team 3 
(U) Read and Clear 

Set Lead 4 : (Info) 
COUNTERTERRORISM 

AT ITOS CXS/EOPS 
(U) Read and Clear 

Page 
b2 
b6 
b7C 

N S L V I O - 1 1 5 3 6 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date: 01/05/2004 
Attn: UC 

CTEUT" 
Attn: SSA 

CTD1/CAS/EUPS TEAM 4 
SSA 
CTD/L'XS/EUPS TEAM 1 
SSA| 
ITOS I/CONUS 1/Team 2" 

Attn: SSA 
From: Counterterrorism 

Electronic finrvp-i 1 1 arire Onerations Unit, Rm_A2£3. 
Contact: SSA (202) 324-

Approved By: Bowman Marion E 

Drafted By: 
Case ID #: (S) 

tu) (S) 
X b b F - HU - L' 13 U 3 3 I b 

(Pending) 

(U) 

Title: (S) 
(U) 

bl 
b 7 A 

h 2 
b7E 
b6 
b 7 C 

hll.hHTUMN II' Ml Ik M hl I T .LANDE OPERATIONS AND SHARING UNIT 
b2 

S y n o p s i s : A p p r o v e s the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(u) y K 

(S) X 

G-3 
On: XI-25 

bl 
b2 
b7E 

Enclosure (s) : (U) Enclosed for the is an 
original and a copy of a National security better, dated 

b2 
b7E 

Case ID 
( S ) 
( S ) 

66F-HQ-C1303375 28521 

NSL V 1 Ü - I 1 S 3 / 

bl 
b 7 A 
b2 
b7E 



' NF 
Working Copy -

m /OR/9004, a d d r e s s e d t o "I Attn : 
'requesting names, addresses, 

lengtn or service ana electronic communication transactional 
records for Universal Resource Locator (URL) address referenced 
below. 

Page 
b4 
b7D 
b6 
b7C 

Details: (S//NF) 

bl 
b4 
b7D 
b7A 

(U)- This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/electronic communication transactional 
records on the referenced Universal Resource Locator (URL): 

{ S > 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 

bl 
b4 
b7D 
b7A 

to an employee of the 
neither send the records tnrougn m e man," 

The institution should 
nor utilize the name 

of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

b2 
b7E 

(U) The should remind the institution 
that it is prohibited trom disclosing that the FBI has made this 
request. 

(U) 
FBIHO. Ud 

Any questions 

(202) 324 

regarding the 
(202) 

above 
324 

can be directed to 
or S SA 

Should the institution be unable to 
fully comply with this request due to lack of specificity or 
should the institution r p n n i r e more d e t a i l e d i n f o r m a t i o n to 
locate sucft 
contact UC 

r e c o r d s r 

or 
the 
S SA 

|should immediately 
Jfor additional information. 

b2 
b7E 

b2 
.b7E 
b6 
'b7C 

LEAD(s) 
l E ® ^ N S L V I O - 1 1 5 3 8 



STjJStëÊ  
NF 

Working Cop; 

Set Lead 1: (Action) 
FIELD OFFICE 

AT 

b2 
b7E 

(U) Hand deliver enclosed 
receipt of requested records, notify SSA 
(202) 324] Ito coordinate immediate dellV-^Jzry ot 

, cènnrm: terrorism Division, CTD/CXS/EOPs, R o c m 
b2 
b6 
b7C 

FBI HQ 
Set Lead 2 : (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

Vfï^KNSLU is requested to re c o r ci the a 
information needed to fulfill the Congressional report i-̂  ^ 
requirements for NSLs. ^ 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS 3/Team 10 
(U) Read and Clear 

s J S R S f N S L V I O - 1 1 5 3 9 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date: 01/05/2004 
Attn: UC 

CTDJT 
Attn: SSA 

CTD/L'XS/EUPS TEAM 4 
SSA 
CTDy L'AS/ EUPS TEAM 1 
S SA 
ITOS 1/CONUS i/Team 2 

Attn: SSÄ 
From: Counterterrorism 

Electronic Snj-vei 1 1 anr-e f lnpra t- inng Unit, Rm_iO^_L 

Contact: SSA (202) 324 
Approved Ry : Rowman M a r i o n F. 

Drafted By: 
Case ID #: (S) 

(S) 
6 6 F - HQ - C1303375 

Title: (S 
mi ì ^ ELECTRONIC SURvËI 

(Pending) 
bl 
b7A 

h 2 
b7E 

b7C 

jLANCE OPERATIONS AND SHARING UNIT 
h 2 

(TJ) Synopsis : Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) X 
(SJ 

G-3 
Xl-25 bl 

b2 
b7E 

Enclosure(s): (U) Enclosed for the is an 
original and a copy of a National Security Letter, Sated 

( S ) CaseID 

b2 
b7E 

(S) 
66F-HO-C13Q3 3 75 21 

bl 
b7A 

N S L V I O - 1 1 5 4 0 
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0 1 / 0 5 / 2 0 0 4 . a d d r e s s e d t o Attn: 
requeSLiny names,—aaaieysey, 

length of service and electronic communication transactional 
records for Universal Resource Locator (URL) address referenced 
below. 
Details: (S//NF) 

Page 

b4 
b7D 
b6 
b7C 

bl 
b4 
b7D 
b7A 

( U ) T h i s electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/electronic communication transactional 
records on the referenced Universal Resource Locator (URL): 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 

bl 
b4 
b7D 
b7A 

to an employee of the The institution should 
neither send the records tnrougn tne man, nor utilize the name 
of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 
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(U) The should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

(U) Anv q u e s t i o n s r e g a r d i n g t h e a bove can be d i r e c t e d t o 
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FBTHO. UÇ 
(202) 3241_ 

(202) 324 or S SA 
] Should the institution be unable to 

fully comply with this request due to lack of specificity or 
should the institution r e q u i r e more d e t a i l e d i n f o r m a t i o n to 
locate such recorc 
contact UC 

s, the 
or SSA 

should immediately 
£01" aaaitlinal information. 
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Set Lead 1: (Action) 

AT 
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(U) Hand deliver enclosed : 
receipt of requested records, notify SSA 

STSL as indicated above. Upon 
(202)324 to coordinate immediate delivery or recoras to 
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4648. 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

(U) NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS 3/Team 10 
(U) Read and Clear 
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