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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 
b2 
b7E 
.b7C 
b6 

From: 

Contact : SA 

Attn: 
Attn: 

Date: 7/01/2004 
UC 
CTLUT 
CTD/CXS/EOPS 
SSA 
TTOq T/CONUS T V / T p a m 
SSA 
IOS 

Approved By 

(C) 

Synopsis': Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) 
(S) 

X 
(S) 

i T>d 

DerivejjKFrom : G-3 
np.r-1 Dn • XJ 

Enclosure (s) : jtŜ C F o r 

i addressed to| 
an NSL dated 07/01/20'04 

1 
ié<5uèstirig süßscrißei* lnrormacion ana transaction recoras Tôt one 
email address. 
(U) 

y^i For[~ 
07/01/2004 addressed to 

a Preservation letter dated 
1 

requesting to preserve all 

(S) 
rec^^j^ and other evidence in their possession relating to one 

Case ID 
_L2£L£L 

yĵ kJiiT 

bl 
b2 

bl 
b2 
b7E 
b6 
b7C 
b7A 
b4 
b7D 

NSL 
VIO-10587 



SE¡g|ET 
Working Copy - • Page 

email address. 
Details: (S/NF/OC 

bl 
b6 
b7C 
b7D 
b4 
b7A 

^ ^ ^ T h i ^ electronic communication documents the SAC's 
approval and certification of the enclosed NSL and approval for 
the preservation letter. For mandatory reporting purposes, the 
enclosed NSL seeks subscriber and electronic communication 
transactional records for one email address. 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make 
the required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the Field Office. The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

h 2 
b7E 
b6 
b7C 

(U) Field Office should remind the institution 
that it is pronioitea from disclosing that the FBI has made this 
request. 

_0I1 Any questions regarding the above can be directed to 
SA Should the 

institution be unable to fully comply with this request due to 
lack of specificity or should the institution require more 
detailed information to locate such records, should 
immediately contact SA| ~| for additional inrormamon. 
LEAD(s): 
Set Lead 1: (Action) 

SECJ^T 

NSL VIO-10588 
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GENERAL COUNSEL 
1Ur ... AT WASHINGTON, DC 

^S^NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 2 : (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS IV/Team 13 
(U) Read and clear. 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

AT CTD/CXS/EOPS 
(U) Read and clear. 

SECRET NSL VIO-10589 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 06/23/2004 
Attn: UC 

CTLU3-
Attn: SSA 

b2 
b7E 
b6 
b7C 

Attn: 
TTO.c: T/rr>TaTT.q T/THav 9 

IA 
"om: Counterterrorism 

Electronic Surveillance Operations Unit. Rm 4944 
Contact : SSA 

Approved By 
Bowman Marion E 

Drafted By: sic 
Case ID #: (S) 
K 1 (s) 
b l i) W 
b2 

6 6 F-HQ-C1303375 
Tb7E 
.b7A 

(S) 

(S) 
•^fST EUF5" 

NSL 

(U) 

(S) 

Synopsis : Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

Enclosure(s): (U) Enclosed for the| |Field Office is an 
original and a conv of a National Security Letter, dated 06/33/2004 
addressed to • and requesting names, addresses, length of service, billing records, electronic communication transactional records for the account 
holder assigned the e-mail address specified below. 
net-ails- (S//KF.nr) 

Case ID 

(S) bbF-HU-L'lJUJJ Ih 
S E I ^ T NSL VIO-10590 

TüTTTT 

bl 
b2 
b7E 
b7A 

bl 
b2 
b7E 
b7A 
b6 
b7C 
b4 
b7D 



(S) SEGLET 
Working Copy Page 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
transactional records on the following e-mail addresse: 

(S) 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

bl 
b4 
b7D 
b6 
b7C 
b7A 

(U) Arrangements should be made with the institution receiving 
the enc.lnqpii lettpr to produce the records personally to an employee 
of the Field Office. The institution should neither 
send the records through the mail, nor utilize the name of the 
subject or any identifying information related to the subject in any 
telephone calls to the FBI. The institution should not contact FBIHQ 
directly in any manner. 

b2 
b7E 

(U) The I [Field Office should remind the 
institution that it is prohibited from disclosing that the FBI has 
made this request. 

(II) Anv questions regarding the above can be directed to FBIHQ, 
UC 
(2C72T i ynouia 

¡202) 324 or SSA 
the institution be unable to fully comply 

with this request due to lack of specificity or should the 
institution require more detailed information to locate such, rprnrdq 
the 

or SSA 
Field Office should immediately contact UC 

for additional informationT 

LEAD(s): 

Set Lead 1: (Action) 

b2 
b7E 
b6 
b7C 

FIELD OFFICE 

AT 

(U) Hand deliver enclosed NST, a.q indicated above 
receipt of requested records, notify SSA 
323 

t Unon 

b2 
b7E 
b6 
b7C 

to coordinate immediate delivery of records to FBIHQ, 
SECRET NSLVIO-10591 
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Counterterrorism Division, CTD/CXS/EOPS, Room 4363. 

Set Lead 2: (Action) 

GENERAL COUNSEL (II) -.... AT WASHINGTON, DC 

NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS I/Team 2 
(U) Read and Clear. 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT ETIU 

(U) Read and Clear. 

S E ^ E T NSL VI010592 
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Precedence: IMMEDIATE Date: 06/17/2004 

Counterterrorism 

To: General Counsel 
b2 
b7E 
b6 
b7C 

Attn: 

Attn: 

Attn: 

UC 
CTCTH 
SSA 
ITOS II 
UC I 
IHU 
IA 

From: Counterterrorism 
Electronic Surveillance Operations Unit, Rm 43 63 
Contact : SSA 

Approved By : Bowman Marion E 

Drafted By: oc 

Case ID #: (S) 
(S) 

m > S < ¿ ¿ F - H Q - C 1 3 0 3 3 7 b 

Title: (S) 

(A) EUPS-I 
NSL 

bl 
b7A 
b2 
b7E 

( U ) 

Synopsis:^S^ Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

Enclosure(s): (U) Enclosed for the Field Office is an 
original and a cnnv of a National Security Letter, dated 06/1 7/2004. 
aHHrpggpH tol 

(S) 

requesting names, addresses, length of service, 
billing records, electronic communication transactional records, and 
length of time the IP was leased to the account holder(s), for the 

Case ID bl 
b2 

6 6 F-HQ-C1303375 
SECRET 

36879 b7E 
NSL VIO-10593. 



- Working Copy - Page 2 
account holder(s) assigned the IP address at the date and times 
specified below. 
Details: (S//NF,OC: 

W e l e c t r o n i c communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
transactional records on the following IP Address: 

(S) 

bl 
b4 
b7D 
b6 
b7C 
b2 
b7E 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of thell HField Office. The institution should neither 

nor utilize the name of the 
Field Office, 

send tfte records tnrough the mail, 
subject or any identifying information related to the subject in any 
telephone calls to the FBI. The institution should not contact 
FBIHQ directly in any manner. 

b2 
b7E 

(U) Thel 
institution that it 
made this request. 

Field Office should remind the 
is prohibited from disclosing that the FBI has 

UC 
(IT) Anv questions regarding the aipove cap hp dirpr-t-prl fn .FBIHQ, 

(202) or SSA (202) 324 
324-1 Should the institution be unable to runy comply with 
this request due to lack of specificity or should the institution 
require more detailed information to locate such records, the | | 

1 Field _ Office should immediately contact UC 
for additional information. 

or SSA 

b2 
b7E 
b6 
b7C 

LEAD ( s) 
SECRET NSL VIO-10594 
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Set Lead 1: (Action) 

AT 
(U) Hand deliver enclosed NSL as indicated above. 

receipt of requested records, notify SSA 
324-| | to coordinate immediate delivery of records to FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4363. 
Set Lead 2: (Action) 

GENERAL COUNSEL 

b2 
b7E 

Upon Jo 6 
( 2 0 2 ) b7C 

(U) AT WASHINGTON, DC 

]>^NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT ITOS II 

b2 

(U) Read and Clear. 

NSL VIO-10595 
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Precedence : IMMEDIATE 
To: General Counsel 

Date: 6/16/2004 

b2 Attn: UC 
CTLU1 

Counterterrorism b7E Attn: CTD/CXS/FOPS 
b6 
b7C 

SSA 
TTn.q T/mNTT.q Tv/Tpam 
SSA 
IOS 

From: 

Contact: SA 
Approved By 

Drafted By: :meh 
m Case ID #: (S) 

6 6 F - H Q - C 1 3 0 3 3 7 5 
(Pending) 

Title: (S 
(ci-

bi 
b2 
b7E 
b7A 

S y n o p s i s : A P P r o v e s the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(Ul-
tS) 

X 

CU) 

DerivedNPa^om : G-3 
DeclassirtV. On: Xl-25 y 1 'v 

Enc 1 osure (s) : For 
addressed to 

an NSL dated 6/17/2004 

requesting subscriber intormation ana transaction records tor one 
email address. 

(U) X Fori 
£/l7/9 PDA aHH-roccgH ho 

1 a PrpsprvaUnn letter dated 

requesting to preserve a n 
records and other evidence in their possession relating to one 

4 S I 
Case ID 

(sj 
I ill J j / U 

SE^'EI NSL V10-lUb% 

bl 
b7A 
b2 

bl 
b2 
b7E 
b6 
b7C 
b4 
b7D 
b7A 
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NF 

Working Copy Page 2 
email address. 

Details: (S/NF/OC) 

bl 
to 6 
b7C 
b2 
b7E 
b7A 

This electronic communication documents the SAC's 
approval and certification of the enclosed NSL and approval for 
the preservation letter. For mandatory reporting purposes, the 
enclosed NSL seeks subscriber and electronic communication 
transactional records for one email address. 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make 
the required certification. 

(U) Arrangements should be made with the institution 
letter to produce the records personally 

Field Office. The institution 
receiving the enclosed 
to an employee of the 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ .directly in any manner. 

(U) Field Office should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
.request. 

(U) Any questions regarding the above can be directed to 
SA Should the 

ion be unable to fully comply with this request due to institut1 
lack of specificity or should the institution require more 
detailed information to locate such records, | 
immediately contact SA | ~| for additional information. 

LEAD(s) 

should 

b2 
b7E 

b2 
b7E 
b6 
b7C 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 

SEefo NSL VIO-10597 
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Working Copy <U) 
NSLU is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 
COUNTERTERRORISM 

AT ITOS I/CONUS IV/Team 13 
(U) Read and clear. 

Set Lead 3: (Info) 
COUNTERTERRORISM 

AT CTD/CXS/EOPS 

(U) Read and clear. 

SECÌ&r NSL VI010598 
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Precedence: IMMEDIATE 

To: General Counsel 
Counterterrorism 

Date: 06/15/2004 

Attn: UC 
CTLUi-

Attn: SSA 
ITOS I/CONUS 2/TEAM 6 
UC 

Attn: SSA 
From: Counterterrorism 

Electronic Surveillance Operations Unit, Em_4243 
Contact: SSA (202) 324 

b2 
b7E 
b6 
b7C 

Approved By : Bowman Marion E 

eaw 
Pending) 

Title 

(Ul-

tS) 
(A) EOPS 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

(Si 
References : 
Enclosure(s) Field Office is an (U) Enclosed for the 
original and a copy of a National Security Letter, dated 
06/15/2004, addressed to| 

requesting 
names, addresses, lengtn or service, culling records, electronic 
communication transactional records, and length of time the IPs 
were leased to the account holder(s), for the account holder(s) 
assigned the IP addresses at the dates and times specified below, 

IS) 

bl 
b7A 
b4 
b7D 
b2 
b7E 
b6 
b7C 

Case ID 

b b r - H (J - L. 13 U 3 3 / b 3bbbU bl 
RET NSL VIO-10599 



(S) SEè^ET 
Working Copy Page 2 

Details: (S//NF.OC) 

bl 
b6 
b7C 
b4 
b7D 
b7A 

(U) This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/billing records/electronic communication 
transactional records on the following IP Addresses: 

bl 
.b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the Field Office. The institution 
should neither send the records through the mail, nor utilize 
name of the subject or any identifying information related to 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

the 
the 

b2 
.b7E 

(U) Thel Field Office should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

(U) Any questions regarding the above can be directed to 
FBIHQ, UC (202) 324 H 

SEC^T 
or SSA 

NSL VIO-10600 

b6 
b7C 
b2 
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12 02) 324- Should the institution be unable to 
fully comply with this request due to lack of specificity or 
should the institution require more detailed information to 
locate such 
contact UC Q 
information, 

records, 
lor 

the 
SSA[ 

Field Office 
• for 

should immediately 
additional 

LEAD(s): 
Set Lead 1: (Action) 

h 2 
b7E 
h 6 
blC 

AT 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, notify SSA |(202 

to coordinate immediate delivery of records to FBIHQ, 324_ 
Counterterrorism Division, CTD/CXS/EOPS, Room 4363 
Set Lead 2 : (Action) 

GENERAL COUNSEL 
(UK\. AT WASHINGTON, DC 

NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

AT ITOS 1/CONUS 2/Team 6 
(U) Read and Clear. 

SECRET NSL VIO-10601 



Page 1 

Date: 06/14/2004 
Attn: 

Attn: 
UC 
CTLU1 
SSA 

Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 
b6 
b7C 
b2 
b7E Attn: 

From: Counterterrorism 
"""Electronic Surveillance Operations Unit, Rm 43 63 

ITOS 1/CONU^ 1/TE1AM~~? 
UC 
FITTTT 

Contact: SSA (202) 324 -| ~| 
Approved By: Bowman Marion E 

Drafted By: 
Case ID #: (C) 

: mca 
(S) 

Title 

bl 
(Pending) J o 7 A 

b6 
b7C 

Synopsis:-^S^CAPProves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

(U) 
(S) 

Enclosure(s) : (U) Enclosed for the 
original and a copy of a_National Security Letter, dated 
06/14/2004, addressed to 

Office is an 

requesting names, addresses, length of 
âêî*VlCê, billing records, and electronic communication 
transactional records for the account holder assigned the email 
account specified below. 

bl 
b2 
b7E 
b6 
b7C 
b4 
.b7D 
b7A 

Case ID : 66F-HQ-C1303375 Serial : 36558 
S E c f c NSL VIO-10602 



SEÇ2KET 

bl 
b6 
b7C 
b4 
b7D 
b7A 

lui electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/billing records/electronic communication 
transactional records on the following Email Address: 

(UJ Uh 1U/1//2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the e n c l o s e d letter to n-rodnr ie the records personally 
to an employee of the Office. The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution b2 
should not contact FBIHQ directly in any manner. b7E 

(U) The Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

FBIHQ, UC 
(U) Any questions regarding the above can be Hi-r̂ oi-prl 1-0 

( 2 0 2 ) 324• or SSA 
snouïd the institution be unable to 

fully comply with t m s request due to lack of specificity or 
should the institution require more detailed information to 
locate such records, the 
immediately contact UC 
additional information 

or SSA 
I n f f i op g h o n l H 

for 

b2 
b7E 
b6 
b7C 

S E Q & T NSL VIO-10603 
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LEAD(s) : 

Set Lead 1 : (Action) 

A T 

(U) Hand deliver enclosed NSL as indicated above, 
receipt of requested records, notify SSA|_ 

Upon 

:o coordinate immediate delivery of records to FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4363. 

Set Lead 2: (Action) 

GENERAL COUNSEL 
( U ) x 

AT WASHINGTON, DC 

M NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 

AT ITOS I/CONUS -l/Team 3 

(U) Read and Clear. 

Set Lead 4: (Info) 

COUNTERTERRORISM 

AT 

b2 
b7E 
b6 
b7C 

b2 
S E C ^ é ç NSL VIO-10604 
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Read and Clear. 

SECRET NSL VIO-10605 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date : 
Attn: 
Attn: 

06/07/2004 
UC 
CTÖJ 
SSA 
ITOS I/CONUS IV/TEAM 15 
UC 

b2 
b7E 
b6 
b7C 

TTnfi T/CTTIT 
UC 

Attn: 
ry.q/BPATT 

From: Counterterrorism 
Electronic Surveillance Operations Unit, Rm 4363 
Contact : SSäI ' 

Approved By: Bowman Marion E 

Drafted By: 
Case ID #: (S] 
(U) our "iT-sJ•uiJb j j rj 

Title : 

Pending) 

(U) 

bl 
b7A 

S y n o p s i s : A p p r o v e s the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

(U) X 
(XT) : 

Field Office is Enclosure(s): (U) Enclosed for the 
an original and a copy of—a National Security TiPtter datpd 
06/07/2004, addressed to 
requesting names, addresses, length of service, billing records, 
and electronic communication transactional records for the 
account holder assigned the e-mail addresses specified below. 
(3) 

bl 
b2 
b7E 
b6 
b7C 
Jo 7 A 
b4 
b7D 

Case ID 
SEG^ÉT NSL VIO-10606 

-jrmr: 

b 1 
b7A 
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bl 
b2 
b7E 
b6 
b7C 
b7A 

(Si 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/billing records/electronic communication 
transactional records on the following e-mail address: 

bl 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the Field Office. The institution 
should neither send tne records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The 
institution t R a t 

Field Office should remind the 
it is pronibited from disclosing that the FBI 

has made this request. 

(U) Any questions regarding the above can be directed to 
FBTHO. UCl (202) 324 or S SA 

Should the institution be unaoie to 
fully comply with this request due to lack of specificity or 
should the institution require more detailed information to 
locate such records, the Field Office should 

NSL VI010607 

b2 
b7E 

b2 
.b7E 
b6 
b7C 



sÊ ffer 
NF 

— Working Copy- Page 
immediately contact UC 
additional information'T 
LEAD ( s) : 

or SSA for 

Set Lead 1: (Action) 
FIELD OFFICE 

AT 

b6 
b7C 
b2 
b7E 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, notify SSA 

to coordinate immediate delivery of records to FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4363. 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 

AT ITOS I/CONUS IV/Team 15 
(U) Read and Clear. 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT ETIU 
(U) Read and Clear. 

Set Lead 5: (Info) 

COUNTERTERRORISM 
AT ECAU 
(U) Read and Clear. 

NSL VIO-10608 
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Precedence: PRIORITY 
To: General Counsel 

b2 Counterterrorism 
b7E 
b6 
b7C 

Date: 05/21/2004 
Attn: UC 

CTEI 
Attn: 
Attn: 

SSA_ 
TTQ.q T/CONIT.q TV/TFÄM 
SA 

15 
Squâd 14B 

From: Counterterrorism 
Electronic Surveillance Operations Unit, Rm 4 64 8 
Contact : SSA (202) 324 

Approved By: Bowman Marion E 

Drafted By: 
fase ID #: (S) 

bl (S) 
b7A ( D I 

Pending) 

(U) 
Title: (S) 

(S) 

Synopsis : ^^C Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 1 

Enclosure (s) : [TO Enclosed for the Field Office is 
an original and a copy of a Matinna I qgrurii-v Tipftpr dated 
05/21/2004, addressed to 

requesting names, addresses, lengen oi 
service, billing records, and electronic communication 
transactional records for the account holder assigned the IP 
addresses at the date and times specified below. 

Details: (S//NF) 

.bl 
b2 
.b7E 
b6 
.b7C 
b4 
b7D 
b7A 

'Jb6'/ö 
S E d ^ T NSL VIO-10609 

bl 
b7A 
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Workinq Copy Page 

bl 
b4 
b7D 
b2 
b7E 
b7A 

^S^This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/billing records/electronic communication 
transactional records on the following Email Address: 

(S) 

.bl 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 

seçr^t NSL VIO-10610 



SECRET 
NF 

Working Copy Page 

to an employee of thel Field. Office. The institution 
should neither send tne records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

b2 
b7E 

(U) The |Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

(U) 
FBIHQ. Ua 

A m auAfiiiinafi. TarrarH jLng the 
(202) 

(202) 324| 
fuïly comply with this 
should the institution 
locate such records, t 
immediately contact UC 
information. 

above. 
324 -| 

Should the institution 
request due to lack of 

more detailed 

can be dirertpd tr? 
or SSA 

be unable to 
specificity or 

information to 
ho 1 Field Office should 

or SSA| for additional 

b2 
b7E 
to 6 
tolC 

LEAD(s): 

Set Lead 1: (Action) 

AT 
b2 (U) Hand deliver enclosed NSL as indicated above. Upon 

receipt of requested records, notify SSA| (202) 
324 |bo coordinate immediate delivery of records to FBIHQ, bo 
Counterterrorism Division, CTD/CXS/EOPS, Room 4648. b7C 

Set Lead 2: (Action) 

GENERAL COUNSEL 

(U} AT WASHINGTON, DC 

^S^ NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT ITOS I/CONUS IV/Team 15 

(U) Read and Clear 

S E ^ Ç T NSLVIO-10611 



SETCRET 
NF 

Working Copy Page 

Precedence : IMMEDIATE 
To : General Counsel 

Counterterrorism 

Date: 05/06/2004 

b2 
b7E 
b6 
b7C 

Attn: 
Attn: 

Attn: 
Attn: 

UC 
CTÇm: 
UC 
i T o f z z m n 
s s a J 
IA 
a l a T 
SA I 

From: Counterterrorism 
Electronic Communications Analysis Uni t Em 4343 
Contact 

Approved By : 
Drafted By: 

S SA [202) 324 

drs 

Case ID #: 
(UH 

bl 
Tib7A (s) 

(Pending) 

Synopsis: (S) Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

Enclosure(s): (U) Enclosed for the Office is an 
original and a copy of a National Security Letter, dated 05/06/2004. 
addressed to 

I requesting names, addresses, length of service, billing records, 
and electronic communication transactional records for the account 
holder assigned to the 
below. 
Details: (S//NF 

E-Mail Accounts specified 

bl 
b2 
b7E 

b7C 
b7A 
b4 
b7D 

fsr 
Case ID 

bbF-HQ-UlJUJJ/b 
SECRET NSL VIO-10612 

34 ill 
bl " 
b7A 
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'"'-•̂sĝT This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
transactional records on the following email address: 

(SJ 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

bl 
b4 
b7D 
b7A 

(U) Arrangements should be made with the institution receiving 
the enrlrnpri letter tn nroduce the records personally to an employee 

Office. The institution should neither send 
TTiail, nor utilize the name of the subject or 

of the 
the ret'orua uiiouyii tiie 
any identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

(U) The 

b2 
b7E 

¡Office should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

(U) Any questions regarding the above c a n h e d i r - e i - h e d 1-0 FRTHO. 
UC 
(2 
UC 
(2 Ü2) 323- ynouiq 
request due 
in^Hhnfinn 
the 
s s a ' 

(202) 324 or SSA 

to 
Terni-i re 

the institution be unable to fully comply with this 
pecificity or should the 

more detailed information to locate such records, 
Office should immediately contact UC 

for additional information. 
or 

LEAD(s): 
Set Lead 1: (Action) 

b2 
b7E 
b6 
b7C 

AT 
(U) Hand deliver enclosed NSL as indicated above, 

receipt of requested records, notify SSA 
Upon 

to coordinate immediate delivery of records to FBIHQ, 
Count: er terror ism Division, CTD/CXS/EOPS, Room 4363. 
Set Lead 2: (Action) 

S E 0 ? S T NSL VIO-10613 
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GENERAL COUNSEL 
<SK AT WASHINGTON, DC 

NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) 
COUNTERTERRORISM 

AT ITOS I/ETIU 

(U) Read and Clear. 
Set Lead 4: (Info) K 0 

AT 
(U) Read and Clear 

S E p ^ T NSL VIO-10614 
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Precedence: PRIORITY 
To: General Counsel 

Date: 05/05/2004 

to 2 
b7E counterterrorism 

Attn: 
Attn 
Attn 
Attn 

Unit L'hiet . L'TLUl 
IA 
CXy/EOPy/Team 2 
ITOS l/ETIU, Team 1 b7C 

From: Counterterrorism 
CXS/Electronic Communications Analysis Unit/Room 4343 
Contact : (202) 324 

Approved By:'Bowman Marion E 

: als 

(S) 

X 
(Pending) 
(Pending) 
(Pending) 

"TXTTFHTHÇ" 

Drafted By: 

Case ID #: 
(U) 

Title: (S) 
bl 
b7A 
b6 
b7C 
to 2 
toi E 

Synopsis Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 
(U) 

(S) 

X De 
Lved Fror 

m 
G-3 
XI 

Enclosure(s): (U) Enclosed for the Field Office is 
an original and a copy of a National" security Letter, dated 
5/5/2004, addressed to| 
requesting cne names, aaaresses, îengtn or service, Dining 
records, and electronic communication transactional records for 

(SJ\ 

bl 
to 2 
toi E 
to 6 
tolC 
toi A 
to A 
b7D 

Case ID 

SECKET 

"bl -
b7A 
to 2 

NSL VIO-10615 
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the e-mail ariflreHs hnlrlpr 1 -i steri 

Details: (S! 

-rrrT 

bl 
b7A 
b2 
b7E 
b6 
b7C 

(Ü) z ^ C This electronic communication documents the 
Senior Counsel's approval and certification of the enclosed NSL. 
For mandatory reporting purposes, the enclosed NSL seeks 
electronic communication transactional records on the following 
e-mail address: 

(S) 
bl 
b7A 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclose^ letter to prcpduce the records personally 
to an employee of theH Field Office. The institution 
should neither send tne records through the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

b2 
b7E 

(U) Thel I Field Office should remind the 
electronic communications provider that it is prohibited from 
disclosing that the FBI has made this request. 

(U) Any questions regarding the above can be directed to 
FBIHQ. SSA J 2 02) 324 or IA (202! 

Should the institution be unable to tully comply with 324 -| 
this request due to lack of specificity or should the institution 
require more detailed information to locate such records, thef 

IA 
Ilfeld Office should immediately contact SSA 

for additional information. 

b2 
b7E 
b6 
b7C 

LEAD(s): 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) ^féC NSLB is requested to record the appropriate 

SECS6T NSL VI010616 
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Working Copy Page 3 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Action) 

AT | 

(U) Hand deliver enclosed NSL as indicated above. 
Upon receipt of requested records, immediately submit results to 
IA| | FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, 
Room 4343. 

b2 
b7E 
b6 
b7C 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) CXS/EOPS/Team 2. For information only. 

clear. 

Set Lead 4 : (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) ITOS 1, ETIU, Team 1. 

and Clear 

Read and 

For information only. Read 

Set Lead 5: (Info) 

AT 

(U) For information only. Read and Clear 
b2 
b7E 

SEÇ^ET NS L V I O - 1 0 6 1 7 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 
b 2 

b 7 E 

b 6 

b7C 

Date : 
Attn; 
Attn: 

Attn: 

04/15/2004 
UC 
CT 
SSA 

TTT 

ITOS II 
U C | 
IHU 
SSA 

From : 
Squad-IT5 

Counterterrorism 
Electronic Surveillance Operations Uni 
Contact: SSA 202-324 

ffm 4363 

Approved By : Bowman Marion F, 

Drafted By: 
Case ID #: 
bl 
b7A 

Title: (S) 

Pending) 
bbi? -HQ-L13U33 lb 

(A) E . U F S 

NSL 
(U) 

Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

lui 

( S > 
X DerivedAb'rom 

Declassify On: 
G-3 
XI 

Enclosure(s): (U) Enclosed for the Field Office is an 
original and a copy of a National Security Letter, dated 
04/15/2004, addressed to 

recor 
Tre 
as, 
requesting names, addresses, length of service, billing 

electronic communication transactional records, and 

bl 
b2 
b7E 
b 6 

b7C 
b7A 
b 4 

b7E 

Case ID bl 
'i b7A 6 6 F-HQ-C1303375 

S E C ^ T NSL VIO-10618 
34618 



- Working Copy - Page 2 
length of time the IP was leased to the account holder(s), for 
the account holder(s) assigned the IP address at the date and 
times specified below. 

Details: (S//NF.OC) 

bl 
b2 
b7E 
b6 
b7C 
b7A 

W T h i s electronic communication documents the National Security 
Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
transactional records on the following IP Address: 

(S) 

bl 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the Field Office. The institution 
should neither send tne records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The 
that it 
request 

Field Office should remind the institution 
is prohibited from disclosing that the FBI has made this 

(U) Any questions regarding the aboxe_j^an be dirr 
FBIHQ, UC| (202) 324-| \ or SSA 

SEjjjtfET NSL VIO-10619 

b2 
b7E 
b6 
b7C 
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SEC^T 
Working Copy 

Should the institution be unable to 
tuliy comply with this request due to lack of specificity or 
should the institution require more detailed information to 

Page 

locate such records, the 
contact UC 
information. 

or SSA 
Field Office should immediately 

for additional 

b6 
b7C 
b2 
b7E 

LEAD(s): 

Set Lead 1: (Action) 

AT 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, notify S S A ( 2 0 2 ) 
324 to coordinate immediate delivery of records to FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4363. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

b2 
b7E 
b6 
b7C 

(U)- AT WASHINGTON, DC 

NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Info) 

COUNTERTERRORISM 

AT ITOS II b2 

(U) Read and Clear. 

SECRET NSL VIO-10620 
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Precedence: ROUTINE 
To: Counterterrorism Attn: 

Date: 04/09/2004 
Electronic Surveillance 

Operations Unit. Rm 4363 
S SA 

b2 
b7E 
b6 
b7C 

ITOS T /TONUS T/^EAM~ 
SSA 
ETIL' 
UC 

ITI 

General Counsel Attn: CTCnr 
UC 

From: 
Contac 

Approved By: 
Drafted By: 

t : SA 

: kms 
Case ID #: (S 

.(S 
bl ^ 
b7A (S) 

b b F - HQ - L' 13 U 3 3 /b 
Pending) 
(Pending) 

1 ±cle: 

X 
( U ) 

(U) 

(U) 

X 

hUFb-l 
NSL 
APPROVES THE ISSUANCE OF AN ECPA NATIONAL 

Reference(s): X 
66F-HQ-CI303 3 75 Serial 32644 

Synopsis: ^j&f To provide results of the ECPA National Security 
Letter (NSllf. dated 03/25/2004. addressed tof 

and clear 

(S) 

lèàd 32b44 .1. 
(u) 

X I 

(U) 
Enclosure(s):jX^ For Electronic Surveillance Operations Unit, 
one 1A containing one original CD-Rom providing information from 

and 

C a s e ( S 

(S) 

b7D 
to 6 
tolC 

bl 
b7A 
b2 
b7E 
b6 
b7C 

A U 1 NSL VIO-10621 

bl 
b7A 
b2 
b7E 
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Details : 

SEG^T 
- Working Copy 

The Office delivered the ECPA 

(U) ^Jt^ The| ~| r e c ei v ed information from on April 
9, 2004,'on'the following Universal Resource Locator (URL) 
address in response to the NSL requesting names, addresses, if 
addresses, e-mail addresses, billing records, and electronic 
communication transactional records: 
(S) 

(U) - . 
advised they are unable to provide the 

for the above URL addresses to other logs 

The considers this lead covered. 

LEAD(s): 

Set Lead 1: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, D.C 

(U) For CTD/CXS/EOPS, Room 4648, read and clear. 

Set Lead 2 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 

(U) For ITOS I/CONUS I/TEAM 1, for information. 

Set Lead 3 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 

(U) For ETIU, for information 

Set Lead 4 : (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For information. 

SÉ^ET N S L viO-10622 

Page 

telephone number on April 1, 2 004. 
passed the ini formation to telephone 

number who collected the information requested. 

b2 
.b7E 
b4 
b7D 
b6 
b7C 

bl 
b7A 
b4 
b7D 
b2 
b7E 

b2 
b7E 
b6 
b7C 
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Precedence: IMMEDIATE 
To: General Counsel 

]q2 Counterterrorism 
b7E 
b6 
b7C 

Date: 04/06/2004 
Attn: 
Attn: 

Attn: 

UC 
CTLU1 
SSA 
T T O S T / r n W T T R 1 / T B & Î ^ 

UC 
ETIU 

From: Counterterrorism 
Electronic Surveillance Operations Unit, Rm 4343 
Contact: SSA 

Approved By : Bowman Marion E 

Drafted By: 

Tit 

ini-

bì ' 
,b7A 

kds 
Case ID #: (S) 

(S) 
1 —ÖÖJP-fl̂ -LlJUJ-i I 3 

Pending) 

(S) 
(A) 

NSL T 

Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

Enclosure(s): (U) Enclosed for the Office is an 
original and a copy of a National Security Letter, dated 
04/06/2004, addressed to 

[requesting names, addresses, length of 
service, billing records, and electronic communication 
transactional records for the account holder assigned the IP 
addresses at the date and times specified below. 

bl 
b2 
b7E 

(Si 

b7C 
b7A 
b4 
b7D 

Case ID 
bbF-HU-UUUJJ /b 

SEÒB]T NSL VIO-10624 
TJTTb 

bl 
b7A 
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Dol- a ile* ( Q / /TvTTiM 

bl 
b2 
b7E 
b7A 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/billing records/electronic communication 
transactional records on the following IP Address: 

(S 

bl 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the onr-ingoH loi-t-o-r t-r> nrnHurp the records personally 
to an employee of the loffice. The institution 
should neither send the records tnrougn the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The 

b2 
b7E 

Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

S E Ç ^ T NSL VIO-10625 
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(U) Any questions regarding the above can be directed to 

Page 

] (202) 324 or S SA 
Should the institution be unable to 

fully comply with this request due to lack of specificity or 
should the institution rpmiirp mo-re Het-a-i]eH information to 
locate such records, the. 
immediately contact UC _ 
additional information. 

LEAD(s): 

Set Lead 1: (Action) 

or S SA 
Office should 

for 

AT 

b6 
b7C 
b2 
b7E 

(U) Hand deliver enclosed NSL as indicated above 
receipt of requested records, notify SSA 

Upon 

to coordinate immediate delivery of records to FBIHQ, 
counterterrorism Division, CTD/CXS/EOPS, Room 4343. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) 

^t£x^NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT ITOS I/CONUS l/Team 3 

(U) Read and Clear 

Set Lead 4: (Info) 

COUNTERTERRORISM 

AT ETIU 

(U) Read and Clear. 

E)( SECRET NSL VIO-10626 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 
b2 
b7E 
b6 
b7C rrom: 

Date: 04/05/2004 
Attn: 

'-nrn̂ . (Ihnet. ¿ V I W 
Attn: IA 
At tn: CXS EUPS! Team 3 

SSA 
" t ITPS I/ETIU/Team 5 
SSA 

Counterterrorism 
CXS/Electroni c Communica11ons Analysis Unit/Room 4343 
Contact : (202) 324-

Approved By: Rnwman Marion E 

Drafted By: 
Case ID #: (S) 

(S) 
(S) 

Ù1L 

Title: (S 

(Pending) 
Pending) 

Pending) 

uu:fbihg 

bl 
b6 
b7C 
b2 
b7E 
b7A 

Synopsis: ^ Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 
(U) 

(S) X Deriv 
Deci 

From : 
ify On: 

G-3 
XI 

(S) 
Enclosure(s): (U) Enclosed for the Field Office is 
an original and a copy of a National security .better, dated 

Case ID 

bl 
b2 
b7E 
"b7A 

j i ^ i NSL VI0-1UÒ2/ 
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4/5/2004. addressed to 
requesting1 the 

names, addresses, lengtn or service, billing records, and 
electronic communication transactional records for the e-mail 
address holder listed. 

b7C 
to A 
b7D 

Details : 

b l 

b7A 
to 2 
b7E 

^a^r This electronic communication documents the Senior 
Counsel's approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on the following e-mail 

b l 

b7A 
(U) On 10/17/2003, the Director designated the official 

signing the enclosed letter as authorized to make the required 
certification. 

u ̂  address : 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of thel 
should neither send tn 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

Field Office. The institution 
e records through the mail nor utilize the 

(U) The Field Office should remind the 
electronic communications provider that it is prohibited from 
disclosing that the FBI has made this request. 

(U) Ar 
FBIHQ, SSA| 
324 

ÙL anepit i ons regarding the above > 
(202) 3241 lor IA 

Should tne institution be unable 

H i r p r h p f to 
( 2 0 2 : 

to tuny comply with 
this request due to lack of specificity or should the institution 
rpnmrp mnrp detailed information to locate such records. 

[Field Office should immediately contact SSA 
IA for additional information. 

the [ 
or 

b2 
b7E 
b 6 

b7C 

LEAD(s): 
Set Lead 1: (Action) 

SECRET NSL VIO-10628 
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GENERAL COUNSEL 
AT WASHINGTON, DC <U> 

NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Action) 

AT 

(U) Hand deliver enclosed NSL as indicated above. 
Upon receipt of requested records, immediately submit results to 
IA 
Rodili 4 343 . 

h 2 
blE 
h 6 

FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, b7C 
\ 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) CXS/EOPS/Team 3. For information only. Read and clear. 

Set Lead 4 : (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) ITOS I/ETIU/Team 5. For information only. Read and 

Clear 

SEÇfc^T NSL VIO-10629 
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Precedence: PRIORITY 

To: General Counsel 

Counterterrorism 

Date: 04/01/2004 

Attn: 

b 2 
b 7 E 
b 6 
b7C 
b 6 

Acting Chiet, NSLU 

Attn: ITOS1/CONUS 2/Te am8 
S SA 
KrATJ/TPam 4 
S SA 

From : 

Contact : 

Approved By: 

rafted By: 
b7A 
b 6 
b7C :1e: (S) 

]ga 

.se ID #: (S) (Pending) 

Synopsis: Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and transmits the NSL for 
delivery to the electronic communications service provider. 
(U) 

Reference: (S) 

Administrative: (S) 

mi Enclosure is] : ^s^T ¿¡nciosea ror| "| is an original ana one 
copy of a letter dated 04/01/2003, addressed to| 

bl 
b 2 
b7E 
b6 
b7C 
b7A 
b7D 

cne name, address, lengtn ÖL service, ana electronic 

(S) 
communication transactional records for e-mail address holder, 

Case ID : 
ôûu^i NSL VIO-lUbJU 

bl • 
b7A 
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bl 
b7A 
b6 
b7C 

bl 
b4 
b7D 
b6 
b7C 
b7A 

This electronic communication documents the SAC's 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks account information for the 
e-mail address associated with the above captioned subjects from 
inception of account to the present. 

(U) 
Arrangements should be made with the institution 

receiving the enclosed letters to produce the records personally to an 
employee of the delivering office. The institution should neither 
send the records through the mail nor utilize the name of the subjects 
in any telephone calls to your office. The institution should not 
contact FBIHQ directly, in any manner. 

(U) 
• X should remind the electronic 

iU) 

communications service provider that they are prohibited from 
disclosing that the FBI has made this request. 

On 11/09/2001, the Director designated the official 
signing the Enclosed letter as authorized to make the required 
certification. 

b2 
b7E 
b6 
b7C 

LEAD(s) 

Set Lead 1 : (Admin) 

GENERAL COUNSEL 

(U) 
AT WASHINGTON, DC 

NSLU is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSLs. 

Set Lead 2 : (Admin) 

COUNTERTERRORISM 

AT WASHINGTON, DC 
SECRïxr NSL VIO-10631 
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Read and clear. 

LEAD(S): 
Set Lead 3: (Action) 

b2 
b7E 

AT 
(U) 

X 
Deliver the attached letter as indicated above. 

s e c ^ t NSLVIO-10632 
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b6 
b7C 
h 2 
b7E 

Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 04/01/2004 
Attn: UC 

CTHU 
Attn: SSA 

ITOiS 1 ! CONUij l/TUAM T 
UC 
ETTTT 

Attn: 
From: Counterterrorism 

Electronic Surveillance Operations Unit, Rm 4343 
Contact" SSA 

Approved By : Bowman Marion F 

Drafted By: 

bl 
b7A 
Title 

Case ID #: (S) 
(S) 

(U) uui'-iiy Liju j j i j 
Pending) 

(S) 
(A) 

( U ) 

"EÖF3 
NSL 

Synopsis:^^ Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

(U) 

(Si 
X Derived/From : G-3 

Decla^siiLy On: Xl-25 

Enclosure(s): (U) Enclosed for the 
original and a copy of a National Security Letter"̂  gated 

Office is an 
04/01/2004. addressed to 

requeètirlg hâméè, àddtèòèéè, length ót 
service, billing records, and electronic communication 
transactional records for the account holder assigned the IP 
addresses at the date and times specified below. 

bl 
b2 
b7E 
b6 
b7C 
b4 
b7D 
b7A 

Case ID bl 
b7A 

66F-HQ-C13 033 75 
SE 

32955 
NSL VIO-10633 
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b l 
b 2 
b7E 
b7A 

^£&^This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/billing records/electronic communication 
transactional records on the following IP Address: 

(S) 

b l 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the Office. The institution 
should neither send the records through the mail, nor utilize the b2 
name of the subject or any identifying information related to the b7E 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

S E C ^ T NSL VI010634 
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(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

[ 
(U) Any 

FBIHQ, UC| 
questions regarding the above 

~1 (202) 324 -| 
I Should the institution be unable to 

fully comply with this request due to lack of specificity or 
should the institution remiirp mnrp .detailed information to 

can be directed to 
or SSA 
be 

b2 
b7E 
b6 
b7C 

locate such records, the. 
immediately contact UC 
additional information J— 

or SSA 
' i e l r i O f f i c e .ghnn l ri 

for 

LEAD(s): 

Set Lead 1: (Action) 

AT 
(U) Hand deliver enclosed NSL as indicated above. Upon Jo 2 

receipt of requested records, notify SSA| b7E 
to coordinate immediate delivery of records to FBIHQ, ĵ g 

counterterrorism Division, CTD/CXS/EOPS, Room 4343. ^ ^ 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC (U) ..... 
^ NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
•Set Lead 3 : (Info) 

COUNTERTERRORISM 

AT ITOS I/CONUS l/Team 3 
(U) Read and Clear 

Set Lead 4 : (Info) 
COUNTERTERRORISM 

AT ETIU 
(U) Read and Clear. 

S E p & T NSL VIO-10635 
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Precedence: IMMEDIATE 

To: General Counsel 
Counterterrorism 

Date: 03/31/2004 
Attn: 
Attn: 

Attn: 

UC 
CT: 
SSA 
TTOFI T / CONTI IS I I I / T E A M 9 

I TPS 1/CCmm 1/ TEAM 1 
SA b2 

b7E 
b6 From: Counterterrorism 
b7C Electronic Surveillance Operations Units. Rm 

Contact : SSA 
Approved By: Rnwman Mai-inri F 

Drafted By: 

Case ID #: 
bl 
b7A 
tb6 
b7C 
,b2 

(s) 
(S) 

ééF-HQ-C1303375 
Til (S) 

<u) b7E 
EOPS 
NSL 

(U) S y n o p s i s : A p p r o v e s the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.ïl" 

m ^ S ^ DerivedSF^eifn : G-3 
.ni Declass^iryvOn : XI 
( û ) ^ 

field office is an original 
and a copy of a National Security Letter." dated 03/31/2004. addressed 
Enclosure(s): (U) Enclosed for the 

to 

bl 
b2 
b7E 
b6 
b7C 
b7A 
b4 
b7D 

requesting names, addresses, length of service and electronic 
communication transactional records for the account holder assigned 
the IP addresses specified below. 

(S) 

Case II 
¿¿F-Hü-MimVb 

SEILET NSL VIO-10637 

bl 
b7A 
b2 
b7E 
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(X/ /NF) 

ï 
I 

Results of a NSL indicate that several of the [ 
I ? 

(Srf 

actual resolve to other Internet service providers in the United 
States, to includef 
correlating 

Below are the) | and the 
addresses with associated timestamps: 

Date / Time Stamp 

bl 
b2 
b7E 
b4 
b7D 
b7A 

(S//NF) 

^ This electronic communication documents the National Security 
Affairs Senior Counsel's approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/electronic communication transactional 
records on the following IP Address: 

( 3 ) 

bl 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed fetter to produce the records personally to an employee 
of the 

let 
I

f i ield office. The institution should neither send the 
records through the mail, nor utilize the name of the subject or any 
identifying information related to the subject in any telephone calls 
to the FBI. The institution should not contact FBIHQ directly in any 
manner. 

(U) The 

uc 
IIÜ Anv niiPRtinn.q 

324 
Should the institution 

.regarding the above 
J (202) 

"5e 
SE 

or 
ïïnable 

caii 
S SA 

b e d i r e c t e d t o FRTHO. 

ET 
to fully comply with this 

NSL VIO-10638 

b2 
b7E 

field office should remind the institution that 
it is prohibited from disclosing that the FBI has made this request. b7C 
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request due to lack of specificity or should the institution require b2 
more detailed information to locate such records, thel _ ¡field b7E 

b6 
b7C 

office should immediately contact UC or SSA| for 
additional information. 

**FOOTNOTES** 

i l " : C a v e a t : T h i s document contains information derived 
from an electronic surveillance or physical search conducted 
under the Foreign Intelligence Surveillance Act (FISA). Per 50 
U.S.C. Section 1806(b) and 1825(c), such information shall not be 
used in any criminal or administrative proceeding, including 
grand jury proceedings and warrant affidavits, without the prior 
approval of the Attorney General of the United States. 
LEAD(s): 

Set Lead 1: (Action) 

A T 

(U) Hand deliver enclosed NSL as indicated above. Upqm. 
receipt of requested records, immediately submit results to SSA 

b2 
b7E 

HFBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 
4648. b7C 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) . . 

"•"•-• NSLB is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 

AT ITOS I/CONUS 3/Team 9 

(U) Read and Clear. 

Set Lead 4 : (Info) 

COUNTERTERRORISM 

AT ETIU 

(U) Read and Clear. 

SEt^ET NSL VIO-10639 
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Precedence : ROUTINE 
To: Counterterrorism 

h 2 
blE 
b6 
b7C 

Date: 03/29/2004 
Attn: Electronic Surveillance 

Operations Unit, Rm 4363 
SSAf ' 
ITOS I/CONUS I/TEAM 1 
S S A [ 
ETI U 
UC 

General Counsel Attn: UC 
CTLU1 

From: 
Uüütäül : 

Approved By: 
Drafted By: 

SA 

: kms 

ID)-

Case ID #: (S) 
(S) 
X C 6 6 F - HQ - C1303375 

(Pending) 
(Pending) 

bl 
b7A :le: (S) 

(Ul-
la) 

EOPS -
NSL 
TOLL RECORDS NATIONAL SECURITY LETTERS 

( 3 ) R e ^ e r e n c e : 

(U) Synopsis : To provide results of the ECPA National Security 
Letter (NSL1, dated 03/25/2004, addressed to 

cover lead 31.1. 
and 

(U) 

(S) 

bl 
b7A 
b2 
b7E 

Enclosure (s) : ^S^ One copy of Information assembled March 26, 
2 0 04 and one page of 

(ID- Details: The[ Office delivered the ECPA 
National Security Letter (NSL), dated 03/25/2004, addressed to 

b2 
b7E 

b7D 
h 6 
blC 

[s) CaseID: 

(S) 
ZKHiHiznnniiiE: 323ZZ 

NSL VIO-10640 

bl 
b7A 
b2 
b7E 
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on 03/26/2004 to| 

Itelephone number| facsimile number 
cellular telephone home telephone 

nïïm^ 

X ? ^ The| | received information frorr 
March 27, 2004^ xn response to the NSL requesting 
subscriber/electronic communication transactional records on the 
referenced e-mail address: 

on 

(ill 
X advised more 

bl 
b7A 

could be 
provided if requested. 

The| "[considers this lead covered. 

LEAD(s): 

Set Lead 1:1 (Info) 

COUNTERTERRORISM 

AT WASHINGTON, D.C 

(U) For CTD/CXS/EOPS, Room 4 648, read and clear, 

Set Lead 2 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 

(U) For ITOS I/CONUS I/TEAM 1, for information. 

Set Lead 3 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 

(U) For ETIU, for information 

Set Lead 4 : (Info) 

GENERAL COUNSEL 

AT WASHINGTON, D.C. 

(U) For information. 

S E C ^ T NSL VI010641 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 03/25/2004 
Attn: 
Attn: 

b2 
b7E 
b6 
b7C 

UC 
CTI 
SSA 
ITOS. 
UC 
ETTU 

yi'OMIIK I yTTT! 

Attn: 
From: Counterterrorism 

Electronic Surveillance Operations Unit, Rm 4 3 63 
Contact: SSA 202) 324 

Approved By: Bowman Marion E 

Drafted By: 
Case ID #: 

(U) 

mca 

bl 
b7A . 

( U ) 

(S) 

s 

Pending) 

le: (S) 
(A) EOPS 

NSL 

Synopsis : """"-̂ Ŝ  Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

(U) 

(S) 

Enclosure(s): (U) Enclosed for the 
original and a copy of a. Nat i nnal Seriiri t~v Tipttpr 
03/25/2004, addressed to 

]Field Office is an 
Hat-oH 

requesting names, addresses, length of 
service, billing records, and electronic communication 
transactional records for the account holder assigned the IP 
addresses at the date and times specified below. 

Case ID 
IS) èé>t'-HQ-C130337b 

S E C ^ T NSL VIO-10643 
TIZTT 

.bl 
b2 
.b7E 

.b7C 
b7A 
b4 
b7D 

bl 
b7A 
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Details: (S//NF 

b l 
b2 
b7E 
b7A 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/billing records/electronic communication 
transactional records on the following IP Address: 

(S) 

b7D 
bl 
b7A 

(u) un 111/1,7211113, m e Director designated tn'e fbi official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the Field Office. The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The [ ]Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

(U) Any questions regarding the above can be directed to 

b2 
b7E 
b6 
b7C 

FRTHO . TTP r (202) 324 or S SA 
Should the institution be unable to 

fully comply with this request due to lack of specificity or 
SEC^ÉT NSLVIO-10644 
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Working Copy 
should the institution require more detailed information to 
locate such records, the\ 
immediately contact UC 
additional information. 

Field Office 
or SSA 

should 
for 

Page 

LEAD(s): 
Set Lead 1: (Action) 

b6 
b7C 
b2 
b7E 

AT 
(U) Hand deliver enclosed NSL as indicated above, 

receipt of requested records, notify SSA 
Upon 

to coordinate immediate delivery of records to FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4363. 
Set Lead 2 : (Action) 

GENERAL COUNSEL 
jyj AT WASHINGTON, DC 

"""""̂ Ŝ  NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS l/Team 3 

(U) Read and Clear. 
Set Lead 4: (Info) 

COUNTERTERRORISM 
AT ETIU 
(U) Read and Clear. 

SECRET NSL VIO-10645 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date 
Attn: 
Attn: 

Attn: 

03/25/2004 
UC 
CTEUT 
SSA 
ITOS I/CONUS 1/TEAM 15 
u c Q " 
ETIU 
SSA 

b2 
]q 7 jt; Counterterrorism 
ĵ g Electronic Surveillance Operations Unit, Rm 4363 

Contact: SSA b7C 
Approved By: Bowman Marion E 

Drafted By: 
Case ID #: (S) 

bl (s) 
"» b7A 

(202-324 

bbi- -Hg-L13U33 /b 
Pending) 

Title : (S) 
(A) EOPSH 

NSL 
(U) 

S y n o p s i s : A p p r o v e s the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

X 
Enclosure(s): (U) Enclosed for the Field Office is an 
original and a copy of a National Security Letter, dated 
03/23/2004. addressed tol 

requesting names, addresses, length o£ 
service, billing records, electronic communication transactional 
records, and length of time the IP was leased to the account 
holder(s), for the account holder(s) assigned the IP address at 

bl 
b2 
b7E 
b6 
b7C 
b7A 
b4 
b7D 

Case II 
(S) 

=£ 

b b F - HU - L' 13 U 3 3 /b 

bl 
b7A 

SEcè^f NSL VIO-10646 
3 2 b 41 
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Ĉjjthe date and times specified below. 
•'noi-a-i 1 O . IQ / /MP nn\ I 

:sj 

i 

served on|_ 
Accordingly, a National Security Letter (NSL) was 

to obtain subscriber information, method of 
payment, and electronic transactional records. Results from a 
National Security Letter served to on 

]revealed an email address of 
registered this 

( 3 ) 

LiaiibdLLiuiidi itnuius provided by 
of the site last accessed 
resolving to 
rs//NE.on 

trie sice 
inaicate 

Electronic 
that the user 

from an IP address 

bl 
b4 
b7D 
b6 
b7C 
b2 
b7E 
b7A 

<U) 
This electronic communication documents the National 

Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/billing records/electronic communication 
transactional records on the following IP Address: 

bl 
b7A 
b2 
b7E 
b6 
b7D 

bl 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the I Field Office. The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

(U) Any questions regarding the above can be directed to 
FBIHQ, UC (202) 324 

SEG^ÊT 
ye can De di: 
] I or SSA 
NSL VI010647 

to 2 
b7E 

b7C 
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1(202) 324 Should the institution be unable to 
fully comply with this request due to lack of specificity or 
should the institution require more detailed information to 
locate such records, the 
immediately contact UC| 
additional information. 

LEAD(s): 

Set Lead 1: (Action) 

Field Office should 
or SSA |_ ] for 

b6 
b7C 
b2 
b7E 

AT 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, notify SSA| 1 (202) 
324| ~1 to coordinate immediate delivery of records to FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4363. 

Set Lead 2: (Action) 
GENERAL COUNSEL 

lJ) . AT WASHINGTON, DC 
)>^NSLB is reque sted to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Info) 

COUNTERTERRORISM 

AT ITOS I/CONUS l/Team 15 

(U) Read and Clear. 

Set Lead 4 : (Info) 

COUNTERTERRORISM 

AT ETIU 

(U) Read and Clear. 

s e c r ^ NSL VIO-10648 



SE^ET 
NF 

- Working Copy - Page 1 

Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 03/25/2004 

b2 
b7E 
b6 
b7C 

uc 
CT] -.Ul 
SSA 
ITOS 1/CONUS I/Team 1 
uc 
ET. 
SA 1 SQUAD IT4 

jm: Counterterrorism 
Electronic Surveillance Operations Unit, Rm 4363 

(202) 324-Contact: SSA 
Approved Bv: Bowman Marion E 

Drafted By: mca 

Case ID #: 

bl 
b7A 

Title : 

tu» 

(S) 
(s) 

X SSP-HQ-C130337b 
(S) 

biUPb T 
NSL 

Synopsis: approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

(U) X 
(S) 

d From : 
ify On: 

G-3 
XI 

Enclosure(s): (U) Enclosed for the[ ]Field Office is an 
original and a copy of a National Security Letter, dated 
03/25/2004, addressed tc| 

Case ID 
(S) 

(S) 

bl 
b2 
b7E 
b6 
b7C 
b7A 
•b7D 
b4 

n s l v i o - 1 0 6 4 9 

bl 
b7A 
b2 
b7E 
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requesting names, 

addresses, IP addresses, billing records, and electronic 
communication transactional records for the email address 
referenced below. 

'mis electronic communication documents tne National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/electronic communication transactional 
records on the referenced email address: 
IS) b l 

b7A 
(U) On 10/17/2003, the Director designated the FBI 

official, signing the attached National Security Letter, to make 
the required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of thel |Field Office. The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

b2 
b7E 

(U) The Field Office should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

(U) Any questions regarding the above can be directed to 
SEcte NSL VI010650 
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FBTHO. HCl 

202) 324 
comply with t £ fully 

should the institution 
locate such records, the 
contact 

or SSA 
be to 

UC 
information 

(202) 324-
Should the institution be" uname 

request due to lack of specificity or 
rniire more detailed information to 

I ffislH çffice should immediately 3 or SSA for additional 

LEAD ( s) : 
Set Lead 1 : (Action) 

b7C 
b2 
b7E 

A: 

(U) Hand deliver enclosed NSL as indicated 
receipt of requested records, notify SSA 
324| to coordinate immediate delivery of records to FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4648. 

above. Upon 
(202) 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U1 N S L B is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
ITOS I/CONUS I/TEAM 1 
(U) Read and Clear 

Set Lead 4 : (Info) 
COUNTERTERRORISM 

AT ETIU 

(U) Read and Clear 

S E ^ T ^ N S L VIO-10651 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 03/25/2004 
Attn: 

b2 
b7E 
b6 
b7C 

Attn; 

Attn: 

UC 
CTLU1 
SSA 
ITOS I/CONUS I/Team 1 
UCI ] ETIU 
SA 
SQUAD IT4 

From: Counterterrorism 
Electronic Surveillance Operations Unit, Rm 43 63 

(202) 324-Contact S SA 
Approved By: Bowman Marion E 

Drafted By: mca 

Case ID # 
(U) bl -

b7A 
Title: 
(U) 

(S) 
(S) 
M bbi< - H Q - C 1 3 U 3 3 IS 

Pending) 

:s) 
E UPS 

(U) NSL ] 
Synopsis:"̂  Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

(S) 

Enclosure(s): (U) Enclosed for the 
original and a copy of a JlaJixonaJ t.^h- v̂ Hat-̂ H 
03/11/2004, addressed to 

requesting names, 

( S )Case ID 

(S) ' 
h h h - H t J-l I 41H -Uh 3ZE22 

SELVWÊT NSL VlU-lUbW 

bl 
b2 
b7E 
to 6 
tolC 
toi A 
to A 
_b7D 

bl 
b7A 
b2 
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addresses, IP addresses, e-mail addresses, billing records, and 
electronic communication transactional records for the Universal 
Resource Locator (URL) addresses referenced below. 

Details: (S//NF)| 
bl 
b6 
b7C 
b7A 
b2 
b7E 

mi - FBI investigations reveal that 
services such as dedicated web sites for 

provides 
websites are freely accessed if the Universal Resource 

Locator (URL) is known. 

< T_T i -^Sl^This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/electronic communication transactional 
records on the referenced Universal Resource Locator (URL): 

b7D 
b2 
b7E 
b4 
b7A 

bl 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the Field Office. The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The Office should remind the institution 
that it is prohibited trom disclosing that the FBI has made this 
request. 

(U) Any questions regarding the above can be directed to 
FBIHQ, UC 

(2Ü2) 3 2 4 | ~ 
;hi£ I 

i (202) 324 T |or S SA 
Should the institution be unable to 

tuny comply with this request due to lack of specificity or 
should the institution require more detailed information to 
locate such records, the 
contact Ucl or SSA' 

Field Office should immediately 
for additional 
NSL VIO-10653 "SETZET 

b2 
b7E 
b6 
b7C 



SECRET 
NF 

Working Copy Page 
information. 
LEAD(s): 
Set Lead 1 : (Action) 

AT 
(U) Hand deliver enclosed NSL as indicated above, 

receipt of requested records, notify SSA [ 
Upon 

202) 
to coordinate immediate delivery of records to FBIHQ, 324 

CouAmrterrorism Division, CTD/CXS/EOPS, Room 4648. 
Set Lead 2: (Action) 

GENERAL COUNSEL 

b2 
b7E 
b6 
b6 

AT WASHINGTON, DC 
jjj 

NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
ITOS I/CONUS I/TEAM 1 
(U) Read and Clear 

Set Lead 4 : (Info) 
COUNTERTERRORISM 

AT ETIU 
(U) Read and Clear 

s e c ^ t NSL VIO-10654 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date 
Attn: 
Attn: 

Attn: 

03/22/2004 
UC 
CTLIÜ 
SSA 
ITOS I/CONUS IV/TEAM 15 
UC I 
EXLU 

IA 
b2 
b7E 
b6 
b7C 
Approved By : Bowman Marion E 

Counterterrorism 
Electronic Surveillance Operations Unit, Rm 4363 
Contact: SSA 

Drafted By: mca 

<u> 
Case ID #: (S) 

(S) 
b b f - H U - L 1 3 U J j / b 

Pending) 

bl 
b7A e: (S) 

(A) EÔPSf 
NSL ^ X 

(U) 
Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if, 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

(S) 

X 

(S) G-3 
XI 

Enclosure(s): (U) Enclosed for the Field Office is 
an original and a copy of a National Security Letter, dated 
03/19/2004, addressed to 

requesting names, addresses, length of 
service, billing records, and electronic communication 
transactional records for the account holder assigned the e-ma 
addresses specified below. 

il 

Case ID 

bl 
b2 
b7E 
b6 
b7C 
b7A 
b4 
b7D 

(S) 
¿ ¿ P - H O - C 1 3 0 3 3 7 5 

S E | \ J S L VIO-10655 
TUTT ALL 

bl 
nb 7 A I HID 

5 iXCI 
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(S) i not- alio la / /Mi? nri 

(NSL) was served on 
1 Accoraingiv" a JNiacionai security metter 

to obtain subsriber information, 

(S) 

(S) 

method of payment, ann pipprrnnir' t ran.garf i m a 1 records for the 
I Isites. 

*1 Results rrom a National1- security Lêtter serveo. ta 
•-• I indicated that the uaer(s) of the 

nrl 

b l 
b4 
b7D 
b6 
b7C 
b7A 
b2 
b7E 

bl 
.b7A 

,b7C 
b2 
b7E 

(U) This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the 
enclosed NSL seeks 
subscriber/billing records/electronic communication 
transactional records on the following e-mail addresses: 

(S) 
bl 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the| |Field Office. The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

b2 
b7E 

(U) The| | Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. ./ 

SE^feET NSL VI010656 
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(U) Any questions regarding the above can be directed to 

[ FBIHQ, UC (202) 324 or SSA 

] or SSA 
Field Office should 

for 

Should the institution be unaPie to 
fully comply with this request due to lack of specificity or 
should the institution require more detailed information to 
locate such records, the 
immediately contact UC ^ 
additional information. 

LEAD(s): 
Set Lead 1: (Action) 

FIELD OFFICE 

b6 
b7C 
b2 
b7E 

AT 
(U) Hand deliver enclosed NSL as indicated above. Upon 

receipt of requested records, notify SSA 
to coordinate immediate delivery of records to FBIHQ, 

countereerrorism Division, CTD/CXS/EOPS, Room 4363. 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
tU) NSLU is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Info) 

COUNTERTERRORISM 

AT ITOS I/CONUS IV/Team 15 

(U) Read and Clear. 

Set Lead 4 : (Info) 

COUNTERTERRORISM 

AT ETIU 

(U) Read and Clear. 

SEP&ÇT NSL VIO-10657 
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Precedence : IMMEDIATE 
To: General Counsel 

Counterterrorism 

b2 
.b7E 
h 6 
blC 

Date 
Attn: 
Attn: 

Attn: 

03/22/2004 
UC _ 
CTET; 
SSA 
iTOä ï/CONUS TV/TEAM 15 
u c T 
E T H t 

T7T 
1 

Counterterrorism 
Electronic Surveillance Operations Unit, Rm 4363 
Contact: SSA 

Approved By: Bowman Marion E 

Drafted By: :mca 
Case ID # 

bl 
rb7A 

(S) 
(S) 

bbb-HU-L13U33)b 

(Pending) 

(S) 

(U) 
(A) BUFIB • 

NSL 

Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

(U) X 
(S) 

Field Office is Enclosure(s): (U) Enclosed for the 
an original and a copy of a National Security Letter, dated 
03/19/2004, addressed to 
requesting names, addresses, length of service, billing records, 
and electronic communication transactional records for the 
account holder assigned the e-mail addresses specified below. 

( S i 

bl 
b2 
b7E 
b6 
b7C 
b7A 
b4 
b7D 

L 
Case ID 

bbF-HU-C13U33lb 
SECR 

T Z I W 

bl 
b7A 

NSL VIO-10658 
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£ 

Si 

!) 

(NSL) was served on 
method of payment 

I sites 

Accordingly, a National Security Letter 
to obtain subsriber information, 

a-nrl q1 onf i-nn -i f hy^ro^pt- -i nnal r. f t-h,e 

Result 

that the users 
accounts created those 

bl 
b4 
b7D 
b6 
b7C 
b7A 
b2 
b7E 

bl 
b7A 
h 6 
blC 
b2 
.b7E 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/billing records/electronic communication 
transactional records on the following e-mail addresses: 

bl 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the I I Field Office. The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the , ̂  
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. b7E 

(U) The I "loffice should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

SEC^ÎT N S L V I O_ 1 0 6 5 9 
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(U) Any questions regarding the above can be directed to 
FBIHQ. UCl (202) 324 or S SA 

Should the institution be unable to 
fully comply with this request due to lack of specificity or 
should the institution require more detailed information to 
locate such records, the Field Office should 
immediately contact UC |or SSA If or 
additional information. 

LEAD(s): 

Set Lead 1: (Action) 
h 2 
Jo7E 
b6 
b7C 

FIELD OFFICE 

AT 

(U) Hand deliver enclosed NSL fls -indicated above. ITnop 
receipt of requested records, notify SSA 
uouncerc 

to coordinate immediate delivery of records to FBIHQ, 
errorism Division, CTD/CXS/EOPS, Room 4363. 

Set Lead 2: (Action) 
GENERAL COUNSEL 

!U) AT WASHINGTON, DC 
^ NSLU is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

AT ITOS I/CONUS IV/Team 15 

(U) Read and Clear. 

Set Lead 4: (Info) 

COUNTERTERRORISM 

AT ETIU 

(U) Read and Clear. 

S E C ^ T NSL VIO-10660 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

b2 
b7E 
b6 

Date: 03/19/2004 
Attn: 
Attn: 

UC 
CTLIP-
SSA 

Attn: 

ITOS I/CONUS IV/TEAM 15 
uc| 
ETiu 
SSA 
islAU 

>m: Counterterrorism 
b7C Electronic S i i r v p i l l a n r a O n e r a t i nn.q Unit, Rm 43 63 

Contact : SSA (202) 324 
Approved By : Bowman Marion E 

Drafted By: :gtw 

Case ID #: (SÏ 
(S 

b l " ^ 
rb7A . 

b b r - H y - L 1 3 U 3 3 / b 

:s) 
( U ) 

Synopsis Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications cp^h po 
provider.1 

original and a copy of a National Security Letter, dated 03/19/2004, 
addressed to I 

requesting names, 
addresses, length ot service, culling records, and electronic 
communication transactional records for the account holder assigned 
the Email addresses specified below. 

Case ID bl 
b7A 66F-HQ-C1303375 32394 

SEC«ET NSL VIO-10661 

bl 
b2 
b7E 
b6 
b7C 
b7A 
b4 
b7D 
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Details; (S//NF.OC) On 08/29/2003 

(S//NF,Od 

bl 
b4 
b7D 
b6 
b7C 
b2 
b7E 
b7A 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication' 
transactional records on the following Email Address: 

bl 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the| ]Field Office. The institution should neither 
send the records through the mail, nor utilize the name of the 
subject or any identifying information related to the subject in any 
telephone calls to the FBI. The institution should not contact 
FBIHQ directly in any manner. 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI has 
made this request. 

(U) Any questions regarding the above can be directed to FBIHQ, 
UCl 1(202) 324- or S SA 
(202) 324 Should the institution be unable to fully comply 
with this request due to lack of specificity or should the 
institution require more detailed information to locate such 

~|Field Office should immediately contact 
or SSA I for additional information. 

records, the 
UC 

b2 
b7E 
b6 
b7C 

SECKET NSL VIO-10662 
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Set Lead 1: (Action) 

FIELD OFFICE 
AT 
(U) Hand deliver enclosed NSL as indicated above. Upon 

receipt of requested records, notify SSA| 1(202) 324-
to coordinate immediate delivery of records to FBIHQ, 

Counterterrorism Division, CTD/CXS/EOPS, Room 4363. 
Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) X . 

NSLU is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS IV/TEAM 15 

(U) Read and Clear 
Set Lead 4: (Info) 

COUNTERTERRORISM 
A T fc>2 

b2 
b7E 
b6 
b7C 

(U) Read and Clear. 

S E C ^ T |\jsl VIO-10663 
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Precedence i m m e d i a t e Date: 03/19/2004 
To: General Counsel 

Counterterrorism 

b2 
.b7E 
b6 
b7C 3m: 

Attn: 
Attn: 

u c [ 
CTLU1. 
SSA 
i t o s i / c o n u s 1 / t e a m 3 
ucl 
e t i u 
s s a 
i s l o u 

Attn: 

Counterterrorism 
Electronic Surveillance Operations Unit, Rm 43 63 
Contact: SSA :202) 324-

Approved By: Bowman Marion E 

bl 
b7A 

Drafted By: 
rase ID #: 

: gtw 

im-
pending) 

Title 

Synopsis: Approves the issuance of an ECPA National Security 
Letter (NSL-fTprovides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 
(U) X 
<x 

Enclosure(s): (U) Enclosed for the Field Office is an 
original and a copy of a National Security Letter, dated 03/19/2004, 
addressed to ] 

"(SJ 

requesting names, addresses, length of service, billing 
records, and electronic communication transactional records for the 
account holder assigned the IP addresses at the date and times 

bl 
b2 
b7E 
b6 
b7C 
b7A 
b4 
b7D 

Case ID 
6 6 F-HQ-C1303375 32395 

bl 
b7A 

SECRET |\JS|_ VIO-10664 
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specified below. 
Details: (S//NF,OC) 

bl 
b6 
b7C 
b4 
.b7D 
b7A 
b2 
b7E 

( U ) 

(SJ 

- electronic communication documents the National 
SecuSfity Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
transactional records on the following Email Address: 

—I 
bl 
b7A 

(Uj Un 1U/1 //2UU3, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the [ 1 Office. The institution should neither send 
the records through the mail, nor utilize the name of the subject or 
any identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

(U) The Office should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

b2 
b7E 
b6 
b7C 

ill! Anv questions regarding the above ran he directed tn FRTHO, 
(202) 324-[ or S SA UC. | 

(202) 324- Should"the institution be unable to tully comply 
with this request due to lack of specificity or should the 
institution require more detailed information to locate such 
records. the [ 

or SSA 
iField Office should immediately contact UC 

for additional information. 

SECRET |\jsi_ VIO-10665 
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LEAD(s) : 

Set Lead 1: (Action) 

AT 

b2 
b7E 
to 6 
tolC 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, notify SSA 
324 
Counterterrorism Division, CTD/CXS/EOPS, Room 4363. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
( U ) -

^¿S^NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS l/Team 3 

(202) 
to coordinate immediate delivery of records to FBIHQ, 

SEC&§T NSL VIO-10666 
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(U) Read and Clear. 
Set Lead 4: (Info) 

COUNTERTERRORISM 
AT 
(U) Read and Clear. 

b2 

seci^T N S L V I 0. 1 0 6 6 7 /N 
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Precedence: ROUTINE 
To: Counterterrorism 

b2 
.b7E 
b6 
b7C General Counsel 

Attn: 
Date: 03/18/2004 
Electronic Surveillance 

Operations Unit, Rm 4363 
SSAf " 

Attn: 

SSA 
ITOS I/CONUS I/TEftM 1 
UC 
FTTTI 
UC £ CTEUT 

From: 
Contact : 

Approved By: 
Drafted By: 

SA 

: kms 
Case ID #: (S) 

(S) 
bl (ü) b b F-HU-C13 U 3 3/b 

(Pending) 
(Pending) 

b7A_ l e ; 

(U) 

(s) 
1 

1 NSL 1 
iU)- Synopsis: To provide results of the k p p a h a t i n n a i s p m r i t - r 

Letter (NSL) , 'dated 03/11/2004, addressed to| ~| 
(provide 

rpsii I r.s or r.ne Request, ror Kmeraencv Access to mrormation 
dated 03/1 2/2004. ^dresses to f 

(i;. Enclosure (s) : F o r Electron;>-c Surveillance Operations Unit, 
one 1A containing one original CD-Rom providing information from 

and 
(in 

delivered the ECPA Details: The| [Office 
National Security Letter (NSL) , dated 037H/2004, addressed to 

(s) 
Case ID 

(S) 
^ NSL VIO 10GG0 

-12Z8a 

b4 
b7D 
b6 
b7D 

bl 
b2 
b7E 
b6 
b7C 
b7A 

bl 
b7A 

b7E 
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, on March 9, 2 0 04, and the Request fn-r Rmprnpnrv R<-r-p.g.q 
to Information dated 03/12/2004. addresses toi 
03/15/2004 to 

telephone number 
requested. 

passed the information to 
telephone number7" 

who collected the information 
(U)-

The on March |received information from 
18, 2004, on the following Universal Resource Locator (URL) 
addresses in response to the NSL requesting names, addresses, if 
addresses, e-mail addresses, billing records, and electronic 
communication transactional records for the Universal Resource 
Locator (URL) addresses referenced below: 

b6 
b7C 
b2 
b7E 
b4 
b7D 

b2 
b7E 
b6 
b7C 

(S) 

(U) 
t ^ r f 

bl 
b7A 

other logs because 
aavisea tney were unable to provide 
U. of the above URL addresses to , 

will gatherf 
information for the remaining UKL aaaressesT" 

Once receives the additional information the 
information. will forward £ 

(U) ........... I 1 
The| I also received information from 

March 17, 2004, in response to the Federal Bureau of 
Investigation (FBI) request that 
copies of all electronic_L££mrds. 

b4 
b7D 
b2 
b7E 

on 

the use of the following 

(S) 
(U) 

Immediately provide 
and other evidence relating to 
sites : 

LEAD (s) : 
Set Lead 1: (Info) 

C0UNTERTERR0RISM 

cônsidêi*s tiny léèâa covyrëa. 
Jd2 
b7E 

b2 
b7E 
b6 
b7C 
b4 
b7D 
bl 
b7A 

AT WASHINGTON, D.C 
(U) For CTD/CXS/EOPS, Room 4648, read and clear. 

se^ET NSLVIO-10669 
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Set Lead 2 : (Info) 
COUNTERTERRORISM 

AT WASHINGTON, D.C. 
(U) For ITOS I/CONUS-I/TEAM 1, for information. 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

AT WASHINGTON, D.C. 
(U) For ETIU, for information 

Set Lead 4: (Info) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) For information. 

SEÒ^ET |\jsi_ VIO-10670 
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Precedence : IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 03/17/2004 
Attn: UC 

CTLlJ 
Attn: S SA 

ITOS I/CONUS IV/TEAM 15 
ucl 
e t i t j 

Attn: 
IA 

1 

From: Counterterrorism 
Electronic Snrveillance Operations Unit. Rtn 4363 
Contac-t-:- SSA 

Approved By: 
Rowman Marmn E 

b2 
b7E 
b6 
b7C 

Drafted By: :gtw 

Case ID #: (S 
(S 
^SC—bbF-HU-C13033 ib 

bl 
'b7A 

(U) 
EOPS 
NSL 

Synopsis : ̂ ^S^ Approves the issuance of an ECPA National Security 
Letter '(NSL) ; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

<U) X 
(S i 
^mr : 

Enclosure (s) : (U) Enclosed for the| ¡Field Office is an 
original and^a r-̂rvir r̂-F MaHnnal gp̂iiT--i hw r.ot- rlat-Q̂  Q-i/17/2 0 04, 
addressed to 

requesting names, addresses, length of service, 
billing records, and electronic communication transactional records 
for the account holder assigned the e-mail addresses specified 
below. 

(S) 
Case ID 

66F-Hy-U13033 /b 
s e ç ^ c t m s l v i o - 1 0 6 7 1 

32iy0 
bl 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 
b4 
b7D 



(S) 
Page 2 

(S) 
a National Security Letter (NSL) was served 

Accordingly. 

Cĵr-n-ri 1-y T.P<-fP>r- sprvpH t-of 
^siilt-s f Trim I-HP Mahinnal 

(S//NF,OC 

• This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
transactional records on the following e-mail addresses: 

(S) bl 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the Field Office. The institution should neither 
send the records through the mail, nor utilize the name of the 
subject or any identifying information related to the subject in any 
telephone calls to the FBI. The institution should not contact 
FBIHQ directly in any manner. b2 

b7E 
(U) The Field Office should remind the 

institution that it is prohibited from disclosing that the FBI has 
SECjfcST MSLVIO-10672 
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made this request. 
LLU rn'PgHnns 

uc 
(202) 323 

egarding the above can be directed to FBIHQ, ] (202) 324 -
Should the institution" 

or SSA 
be unable to fully comply 

with this request due to lack of specificity or should the 
institution rpmiirp mnrp d^t-^ilpd information to locate such 
records 
UC 

the 
or S SA 

Field Office should immediately contact 
for additional information. 

LEAD(s; 

Jd6 
b7C 
to 2 
toi E 

Set Lead 1: (Action) 

FIELD OFFICE 
AT 
(U) Hand deliver enclosed NSL as indicated above. Upon 

receipt of requested records, notify SSA 
to coordinate immediate delivery of records to FBIHQ, 

Counterterrorism Division, CTD/CXS/EOPS, Room 4363. 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

(U) ...... 
'"""^S^NSLU is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS IV/Team 15 
(U) Read and Clear. 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT ETIU 
(U) Read and Clear. 

secret MSLVIO-10673 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 03/17/2004 
Attn: UC 

CTL"m; 
Attn: SSA 

ITOS I/CONUS IV/TEAM 15 
UC 

Attn: 
From: Counterterrorism 

Electronic Surveillance Operations Unit, Rm 4363 
Contact: SSA 

Approved By: 
Bowman Marion E 

h 2 
b7E 
b6 
b7C 

Drafted By: :gtw 

Case ID #: (S) 
(S) 

X 

Titbl (S) 
b7A 

(A) 

bbi-Hg-LiJUjJ/ o 

Pending) 

EOPS 
NSL 

Synopsis: Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

(u) 

<S) X 
Enclosure (s) : (U) Enclosed for- the 
original 3tiH a nnrIV r»f a T\Ta t 1 nri a 1 
addressed to 

S F - r n r i r ~ 
Field Office is an 

•erre-r riapri m/l7/?nn4 , 

requesting names, 
length of service, billing records, and electronic addresses, 

communication transactional records for the account holder assigned 
the Email addresses specified below. 

bl 
b6 
b7C 
b2 
b7E 
b7A 
b4 
b7D 

6 6 F-HQ-C1303375 
SECJ^T NSL VIO-10674 
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(S) 

/s//MF nei 

a Mat--ion al ggr-nri t-ir T.pH-pr- ( M.QT. was served 
to obtain subscriber information, 

Results from the National Security 
Letter served to [ 

bl 
b7A 
b4 
b7D 
b6 
K7P 
b2 " 
b7E 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
transactional records on the following Email Address: 

b7A 
bl 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the |Field Office. The institution should neither 
send the records through the mail, nor utilize the name of the 
subject or any identifying information related to the subject in any 

SEC^T NSLVIO-10675 

b2 
b7E 
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telephone calls to the FBI. The institution should not contact 
FBIHQ directly in any manner. 

Page 

(U) The Field Office should remind the 
institution that TE is prohibited from disclosing that the FBI has 
made this request. 

UC 
(U) Any questions regarding the above can be directed to FBIHQ, 

] (202) 324 or SSA 
Should the institution be unable to fully comply 

with this request due to lack of specificity or should the 
institution rpmiirp mnrp detailed information to locate such 
records, the 
UC or SSA 

b2 
b7E 
b7C 
b6 

Field Office should immediately contact 
I for additional information. 

LEAD(s): 

Set Lead 1: (Action) 

FIELD OFFICE 
AT 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, notify SSA 

to coordinate immediate delivery of records to FBIHQ, 

b2 
b7E 
b6 
b7C 

Counterterrorism Division, CTD/CXS/EOPS, Room 4363. 
Set Lead 2 : (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

(U) -.... 

'''bilÌŜC NSLU is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS IV/TEAM 15 
(U) Read and Clear y 

SECRÂT NSL VIO-10676 
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Set Lead 4 : (Info) 
COUNTERTERRORISM 

AT ETIU 

(U) Read and Clear. 

SECï#T NSL VIO-10677 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 03/17/2004 
Attn: 
Attn: 

Attn; 

UC 
CTLLLL 
SSA 
ITOS I/CONUS I/Team 2 
ucl 
ETTTT 
SSA 

From: Counterterrorism 
Electronic Surveillance Operations Unit, Rm 4363 
Contact: SSA| ~| 

Approved By: 

Drafted By: 

b2 
b7E 
b6 
b7C 

Bowman Marion E 

: gtw 

Case ID #: (S 
(S 

m >S£ bbf-hUJ-LlJUJJ / 5 

Title : 

¡U) 

(S) 
(A) EOPy-f 

NSL 

Pending) 

bl 
b7A 

Synopsis Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

bl 
b2 
b7E 
b6 
b7C 

, b7A 
requesting names, addresses, length of service, 

billing records, and electronic communication transactional records b7D 
for the account holder assigned the Email addresses specified below. 

field office is an original Enclosure(s): (U)Enclosed for the 
and a copy of a KTatHonal ^ p h i r i f v " T.pt- t~ p t " r^a^pd 0 3 / 1 7 / 7 0 0 4 
addressed to 

Details: ^//NF,0C) 

Case ID ; bl 
b7A 

bl 
b7A 

(S) 
66F-HQ-C13 033 75 

SECrĴ T NSL VIO-10678 
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ana electronic 
a National Security Letter NSL) 

(S) registered owner of 
method of payment 

| "| site, 
. p . National Securji tv 
\ il' user (s) of the 

created the 

7TF air o o n r o ri {-, 

was served to 
to obtain subscriber information, 
transactional records for the 

Results from the 
I indirated that the 

account 
website. 

2 

bl 
b4 
b7D 
b6 
b7C 
b7A 

(S//NF,OC 

(gj transierrmg 
/ accounts. Therefore, 

nas purcnased ana nas since been 
mail 

it is 
email accounts to 
requested that we obtain THe information 

(U) ĥ-*-3 electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
transactional records on the following Email Address: 

b7D 
bl 
b7A 

bl 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the| |Field Office. The institution should neither send the 
records through the mail, nor utilize the name of the subject or any 
identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

(U) The Field Office should remind the institution that 

b2 
b7E 

it is prohibited from disclosing that the FBI has made this request. 
(U) Any questions regarding the above can be directed to FBIHQ, 

secret IMSL VIO-10679 
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UC (202) 324 or SSA 
] Should the institution be unable to fully comply 

with this request due to lack of specificity or should the 
institution require more detailed information to locate such 
records, thel I Field Office should immediately contact UC 

or SSA for additional information. 

LEAD(s): 
Set Lead 1: (Action) 

•FTELD OFFICE 
AT 
(U) Hand deliver enclosed NSL as indicated above. Upon 

receipt of requested records, notify SSA 
to coordinate immediate delivery of records to FBIHQ, 

to 6 
b7C 
to 2 
b7E 

Counterterrorism Division, CTD/CXS/EOPS, Room 4363. 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
<u> n, ^ 

NSLU is requested to record the appropriate information 
needed to-Tuibfill the Congressional reporting requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS I/TEAM 2 
(U) Read and Clear 

Set Lead 4 : (Info) 
COUNTERTERRORISM 

AT ETIU 
(U) Read and Clear. 

S E ^ k E T NSL VIO-10680 
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Precedence: IMMEDIATE 
To : General Counsel 

Counterterrorism 

From : 

Attn: 
Attn: 

Attn: 

Date: 03/17/2004 
UC 
CTLU1. 
SSA 
ITOS I/CONUS 1/TEÄM 1 
UC| 
ETTO 
S SA 
IT1 

Counterterrorism 
Electronic Surveillance Operations Unit, Rm 4363 
Contact: SSAi 

Approved By: Bowman Marion E 

b2 
b7E 
b6 
b7C 

Drafted By: : cam 
Case ID #: (S) 

(S) 
$83 b b F - H (J - L' 13 U 3 3 Jb 

Pending) 

,bl 
b7A' 

(S) 

(A) 
(U> 

EOPS 
NSL 

Synopsis Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

(S) 

X 

(u) X )n : 
G-3 
XI 

Enclosure(s): (U) Enclosed for the Field Office is an 
original and a copy of a National Security Letter, dated 03/17/2004, 
addressed to 

requesting any electronic communication 

bl 
b2 
b7E 
b6 
b7C 
b7A 
b7D 

(S)-
Case ID 

66F-HQ-C13 03 3 75 
SECRET 

32193 
bl 
b7A 

NSL VIO-10681 



SECRET 
NF\ 

Working Copy 
transactional records, not to include e-mail content, for the 
computer assigned the IP address at the date and times specified 
below. 

Page 

(U) This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
transactional records on the following IP Address: 

(S) 
bl 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an 
employee of the 

Office. The institution should neither send the 
records through the mail, nor utilize the name of the subject or any 
identifying information related to the subject in any telephone calls 
to the FBI. The institution should not contact FBIHQ directly in any 
manner. 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(U) The 
that it is prohibited 
request. 

l H 
rrc 
Field Office should remind the institution 
rom disclosing that the FBI has made this 

UC r 
(U) Any questions regarding the above can be directed to FBIHQ, Bgardmg the above can 

(202) 324-1 I or s s a Q 
Should the institution be unable to fully comply with this 

request due to lack of specificity or should the institution require 
more detailed information to locate such records, the Field 
Office should immediately contact UC| or SSA 
for additional information. 

b 2 
b7E 
b6 
b7C 

LEAD(s) 
S E C W NSL VI010682 
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Set Lead 1: (Action) 

FIELD OFFICE 
AT 
(U) Hand deliver enclosed NSL as indicated above, 

receipt of requested records, notify SSA 
Upon 

to coordinate immediate delivery of records to FBiHy, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4363 
Set Lead 2 : (Action) 

b2 
b7E 
b6 
b7C 

GENERAL COUNSEL 
AT WASHINGTON, DC 

NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

AT ITOS I/CONUS l/Team 1 
(U) Read and Clear. 

Set Lead 4: (Info) 

COUNTERTERRORISM 
AT ETIU 
(U) Read and Clear. 

NSL VIO-10683 
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Precedence : IMMEDIATE 

To: General Counsel 
Counterterrorism 

Date: 03/17/2004 

Attn; 
Attn; 
Attn: 

UC 
c t h 
SSA 
I TOS 
SA 

l/T'ONU^ iy/TKAM 15 

From: Counterterrorism 
Electronic Surveillance Operations Unit, Rm 4 34 3 
Contact: SSA| | (202) 324 

Approved By: Bowman Marion E 

b2 
b7E 
b6 
b7C 

Drafted By: : gtw 
Case ID #: (S) 

(S) 
Boi -ny-Lijüjj/n 

Pending) 

Title (S) 
(A) 

(Ü) 
EUPS-
NSL 1 

bl 
b7A 
b6 
b7C 

Synopsis : ' r • Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

Derived! /rom : G-3 
Declassify On: XI 

Enclosure(s) Enclosed for the Field Office is an 
addressed to 

1 
, requesting names, addresses, length of service, 

for the account holder assigned the IP addresses at the date and 
times specified below. 

bl 
b2 
b7E 
b6 
b7C 
b7A 
b4 
b7D 

Case ID 
6 6 F-HQ-C1303375 M 

SEcj^T 
32329 

bl 
b7A 

NSL VIO-10684 
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Details : (S//NF) bl 

b2 
b7E 
b6 
b7C 
b7A 

(U) 

— 

b2 
b7E 

(II) 

(S) 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
transactional records on the following Email Address: 

bl 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the Field Office. The institution should neither 
send the records through the mail, nor utilize the name of the 
subject or any identifying information related to the subject in any 
telephone calls to the FBI. The institution should not contact 
FBIHQ directly in any manner. 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI has 
made this request. 

b2 
b7E 
b6 
b7C 

uc 
(202) 324-

(U) Any questions regarding the above can be directed to FBTHO 
] (202) 324- or S SA 

Should the institution be unable to fully comply 
with this request due to lack of specificity or should the 

SEC NSL VIO-10685 
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institution require more detailed information to locate such 
records, the Field Office should immediately contact 

for additional information. UC or tJSTE" 
LEAD(s): 

Set Lead 1: (Action) 
b2 
b7E 
b6 
b7C 

AT 
(U) Hand deliver enclosed NSL as indicated above. Upon 

receipt of requested records, notify SSA| |(202) 
324-| | to coordinate immediate delivery of records to FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 

Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC IUI...... . 
NSLU is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS IV/Team 15 
(U) Read and Clear 

SEGLET NSL VIO-10686 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 03/16/2004 
Attn: 
Attn: 

Attn: 

UC 
CTLlj 
SSA 
ITOS I/CONUS 1/TEAM 3 
ucl 
ETIU 

From: Counterterrorism 
Electronic Surveillance Operations Unit, Rm 4343 
Contact: SSA 

Approved Bv: Bowman Marion E 

Drafted By: 
Case ID #: (S) 

(S) 
( U ) -

: gtw 
Pending) 

bbt-HQ-LIJU33Ib 
Title : (S 

(u) 
(U) EUPS 

NSL ^ ^ 

bl 
b7A 

Synopsis: ^èl\Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

( 0 ) 

i 
rom : G-3 
On: XI-25 

Field Office is an Enclosure(s): (U) Enclosed for the 
original and a copy of a ̂Tat-i nna 1 qpnin fv T.PH-PT- Ĥ I-AH 
03/10/2004, addressed to 

(S) 

requesting names, addresses, length of 
service, Pilling records, and electronic communication 
transactional records for the account holder assigned the IP 
addresses at the date and times specified below. 

Case ID 
ééF-H0-C!l3Ô337B 32ÒÒ6 

SEORET NSL VIO-10687 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 
b4 
b7D 

"~.b7A 
bl 
b7A 
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Details: (S//NF) 

bl 
to 2 
b7E 
b7A 

(Si 

iîlhis electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/billing records/electronic communication 
transacLlmaJ ^P^nrd.q on t h e f n l l n w i n n TP flddrPBg 

bl 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the Field Office. The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) 
that it is 
request. 

The Field Office should remind the institution 
prohibited from disclosing that the FBI has made this 

(U) Any 
FBTHO. UCl 

questions regarding the 
( 2 0 2 ) 

above 
324-[~ 

fully comply with this 
should the institution 
locate such records, the 
immediately contact UC[ 
additional information. 

can be diim^iLed 
~lor S S A| 

Should the institution be unable to 
request due to lack of specificity or 
require more detailed information to 

Field Office should 
J or SSA I for 

jLCL 

to 2 
b7E 
b6 
b7C 

LEAD(s) 
S E ^ E T |\ISL VI010688 



SESjRET 
NF 

Working Copy Page 

Set Lead 1: (Action) 

AT 
(U) Hand deliver enclosed NSL as indicated above. Upon 

receipt of requested records, notify SSA b2 
to coordinate immediate delivery of records to FBIHQ, b7E 

Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 
Set Lead""2 : (Action) b7C 

GENERAL COUNSEL 
(U) ..... AT WASHINGTON, DC 

NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS l/Team 3 
(U)'Read and Clear 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT ETIU 
(U) Read and Clear. 

E T NSL VIO-10689 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 03/16/2004 
Attn: UC 

CTLUT 
Attn: SSA 

TTOS T /CONUS 1 /TEftlvnr 
UC 
ETiO 

Attn: 
From: Counterterrorism 

Electronic Snpp i 1 1 anr^ flnprafinns TTnit Pm 
Contact: SSA 

b6 
b7C 
b2 
b7E 

Approved By Rnwman Marinn F 

Drafted By: 
Case ID #: 

cam 
Pending) 

bl 
b7A 

NSL 
(U) 
Synopsis:^r^i Approves the issuance of an ECPA National Security 
Letter (NSL); provides, reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

(u) 

(S) 
X Derived 

Declass, 

X 
Enclosure(s): (U) Enclosed for the 
original and a conv of a National Security Letter. 
addressed to 

Office is an 
'dated 03/16/3 004-

requesting names, addresses, length of service, Eil1ing 
records, and electronic communication transactional records for the 
account holder assigned the IP addresses at the date and times 
specified below. 

bl 
b2 
b7E 
b6 
b7C 
b7A 
b4 
b7D 

Case ID 

(S) bbJt- -Hy-U13U33 / b 32U3t> 

-bl -
b7A 

SECRET NSL VIO-10690 
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Details: (S//NF) 

bl 
b2 
b7E 
b4 
b7A 

(U) ^pS^This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
transactional records on the following IP Address: 

bl 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the | |Field Office. The institution should neither send 
the records through the mail, nor utilize the name of the subject or 
any identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

(U) The Field Office should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

b2 
b7E 
b6 
b7C 

uc 
(U) Any questions regarding the above can be directed to FBIHQ. 

or S SA (202) 324-f 
Should the institution be unable to fully comply with this 

request due to lack of specificity or should the institution require 
more detailed information to locate such records, the | I 
Field Office should immediately contact UC 

for additional information. 
or S SA 

LEAD(s): 
Set Lead 1: (Action) 

SE 

b2 
b7E 
g^çT NSL VIO-10691 
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AT 

b6 
(U) Hand deliver enclosed NSL as indicated above. TTnon b7C 

rece ipt of requested records, notify SSA b2 to coordinate immediate delivery of records to FBIHQ, h 7 

Counterterrorism Division, CTD/CXS/EOPS, Room 4363. 
Set Lead 2: (Action) 

/ 

GENERAL COUNSEL 
| D | A T WASHINGTON, DC 

NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS l/Team 3 
(U) Read and Clear. 

Set Lead 4 : (Info) 
COUNTERTERRORISM 

AT ETIU 
(U) Read and Clear. 

P NSL VIO-10692 
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Page 1 

Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Cyber 

Date 
Attn: 
Attn: 

Attn: 
Attn: 

03/15/2004 
UC 
CTLIP-
SSA 
ITOS I/CONUS 1/TEAM 4 
UC 
ET 
UC 
C3ÏT7 
SSA 

From: Counterterrorism 
Electronic Surveillance Operations Unit, Rm 4363 

;202) 324 -| Contact: SSA ] 
b2 
b7E 
b6 
b7C 

Approved By : Bowman Marion E 

Drafted By: 
Case ID #: 
(U) 

: cam 

(S) 
(S) 
isi bòi1 -HQ-L1JU J J I 5 

Pending) bl 
b7A 

Title : 

(17) 

(S) 
(A) Eopy 

Synopsis = X Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

S 

requesting names, addresses, length of service, 
billing records, electronic communication transactional records, and 
length of time the IP was leased to the account holder(s), for the 

Case ID 

I S ) 
66F-HQ-C13U337b 

SECS^T 
TTÏÏÏÏTT 

bl 
b2 
b7E 
b6 
b7C 
b7A 
b4 
b7D 

bl 
b7A 

NSL VIO-10693 
*W 



SEcà^T 
- Working Copy - Page 2 

account holder(s) assigned the IP address at the date and times 
^g^pecified below. 
Details: (&7NF,0C 

v r. y /„TTH 

bl 
b2 
b7E 
b4 
b7D 
h 6 
blC 
hi A 

bl 
b7A 
b6 
b7C 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
transactional records on the following IP Address: 

bl 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the Field Office. The institution should neither send 
the records through the mail, nor utilize the name of the subject or 
any identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

(U) Thel I Field Office should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

[ UC 
(U) Any questions regarding the above can be directed to FBIHO, 

[202) 324-1 br SSA 
] Should the institution be unable to tuny comply witn c m s 

request due to lack of specificity or should the institution require 
more detailed information to locate such records, the 
Field Office should immediately contact UC or SSA 

for additional information. 
LEAD(s): 

SE^ÇT NSL VIO-10694 

b2 
b7E 
b6 
b7C 
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Set Lead 1: (Action) 

AT 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, notify SSA (202) 324- , 9 

to coordinate immediate delivery of records to FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4363. b7E 

b6 
Set Lead 2: (Action) b7C 

GENERAL COUNSEL 
AT WASHINGTON, DC 

NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS l/Team 4 
(U) Read and Clear. 

Set Lead 4 : (Info) 
COUNTERTERRORISM 

AT ETIU 
(U) Read and Clear. 

Set Lead 5: (Info) 
CYBER DIVISION 

AT C3IU 
(U) Read and Clear. 

S W E T NSL VIO-10695 



rcà 
NF 

:T 

THE OVERALL CLASSIFICATION OF THIS 
REPORT IS SEC^ET/NF 

ELECTRONIC CASE FILE 

Document Print 

09/14/2006 

RUN BY: b6 
b7C 

CAVEATS LEGEND: 
NF = NOFORN 

CLi 3-3 

DEC )ADR 

NSL VIO-10696 



SE^ET 
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Precedence: IMMEDIATE Date: 03/15/2004 
To: Counterterrorism Attn: CTD/CXS/EOPS/Room 4363 

S SA 
From : 

Contact : IA 
Approved By 

b2 
b7E 
b6 
b7C 

Drafted By: 

Case ID #: 
(U) 

S) 
(SI 

6 6 F-HQ-C1303375 
(Pending) 
(Pending) 

iPending) 

Title: 

( U ) 

(S) 
EUPS-
NSL 

bl 
b7A 

Synopsis:''""Ofë^^ ECPA NSL hand delivered and information provided 
by Google. ^ ^ 

( U ) 

m-
C a v e a t T h i s document contains information derived from an 
electronic surveillance or physical search conducted under the 
Foreign Intelligence Surveillance Act (FISA). Per 50 U.S.C. 
Section 1806(b) and 18025 (c), such information shall not be used 
in any criminal or administrative proceeding, including grand 
jury proceedings and warrant affidavits, without the prior 

(S)' 
approval of the Attorney General of the United States. 

m Enclosure(s) : Enclosed for Counterterrorism is the 
information provided by 
Reference : 

(U! 

(S) 
(S) x 

b2 
b7E 
b7A 
bl 
b4 
b7D 

(U) 
b b F -HQ-C13U33 )b serial 3Uy83 

Details: On March 3, 2004, an ECPA National Security Letter 
(NST.) dated February 27. 2004. was hand delivered to 

and 

Case ID 

bl 
b7A 
h 6 
blC 

bbi' -HQ-U13U33 ;b 
SEC 

32221 
bl 
b7A 

NSL VIO-10697 
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Working Copy Page 

registration information pertaining to the referenced Universal 
Resource Locators(URL). The information was secure faxed to 

for handling. 

b7D 
fc>6 
b7C 

bl 
b7A 
b6 
b7C 

(C) NSL VIO-10698 



SECÎfeq; 
r •Çage 

bl 
b6 
b7C 
b7A 

^ ^ NSL VIO-10699 
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account. 
(U) Lead covered at 

Accomplishment Information: 
Number: 1 
Type: NSL SERVED TO 
ITU: NATIONAL SECURITY LETTER 
Claimed B' 

SSN 
Name : 
Squad: 

LEAD(s): 
Set Lead 1: (Info) 

COUNTERTERRORISM 
AT WASHINGTON, DC 
(U) Read and clear. 

b2 
b7E 
b6 
b7C 

S E C ^ T NSLVIO-10700 
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Precedence : IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 03/11/2004 
Attn: 
Attn: 

UC 
CTÍUT" 
UC 
ITOS I/CONUS 1 
SSA 
n o è 1/CONUS I/Team 1 
SSA 
TTOsj 1/mNllti I I /'l'̂  
IOS 

Attn: 
Attn: 

iosf 
m 5 

SA 
SQUAD IT4 

From: Counterterrorism 
Electronic Snrvei11ance Operations Unit. Rm 4363 
Contact: SSA 

b2 
b7E 
b6 
b7C 

Approved By: 

Drafted By: 
Case ID #: 

Bowman Marion E 

(ui-
ÎS) 

b b F - HQ - L! 13 U 3 3 lb 

:gtw 
(Pending) 

Title (S) 
(IT) -

bl 
b7A 

Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if necessary, 
transmits the NSL for delivery to the electronic 
communications service provider.1 

(U) 
(S) 

X Derived/From : G-3 
Declassify On: Xl-25 

Field Office is an Enclosure(s): (U) Enclosed for the 
original and a copy of â Tal-i nnal ^prnri fv p-r HafcH 
m/1i /9nn4 aHHrpgRpH to 

(S) 
requesting names, addresses, length of 

service, billing records, and electronic communication 

bl 
b2 
b7E 
b6 
b7C 
b7A 
b4 
b7D 

Case ID 
6 6 F - HQ -(J13U337S -JTT7TT 

SECRET NSL VIO-10701 

bl 
b7A 



Page 
transactional records for the account holder assigned to the 

E-Mail Accounts specified below. 

(U) This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/billing records/electronic communication 
transactional records on the following email address: 

( 3 ) 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the Field Office. The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

(U) Any questions regarding the above can be directed to 
FBIHQ, ucf (202) 324-| [or SSA. 

jshould the institution be unable to 

b2 
b7E 
b6 
b7C 

tully comply with this request due to lack of specificity or 
should the institution require more detailed information to 
locate such records, the 
immediately contact UC 
additional information. 

Field Office should 
or SSA for 

LEAD(S) : 
Set Lead 1: (Action) 

OFFICE 
SE NSL VIO-10702 



EJrï SEORET 
NF 

— Working Copy- Page 
AT WASHINGTON, DC 
(U) Hand deliver enclosed NSL as indicated above. Upon ^ 

rprpint nf requested records, notify SSA 
to coordinate immediate delivery of records to 

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4363. 
Set Lead 2: (Action) 

GENERAL COUNSEL 
(UK AT WASHINGTON, DC 

— NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) 
COUNTERTERRORISM 

AT ITOS I/CONUS I 

(U) Read and Clear. 
Set Lead 4: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS II/TEAM 1 
(U) Read and Clear 

b7E 
b6 
b7C 

Set Lead 5: (Info) 
COUNTERTERRORISM 

AT ITOS I/CONUS II/TEAM 5 
(U) Read and Clear 

Set Lead 6: (Info) 

AT 
SECESET NSL VIO-10703 



SECRÈ^ 
NF 

Working Copy 
Read and Clear 

i 

Page 

S E C ^ T NSL VIO-10704 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 03/11/2004 
Attn: UC 

CTLUJL 
Attn: SSA 

Attn: 

ITOS I/CONUS TV/yËÂM 15 
UC 
ETIU 

From: Counterterrorism 
Electronic Suf-vpi 1 1 ance Operations Unit. Pm 
Contact : SSA 

Approved By: Bowman Marion E 

b2 
b7E 
b6 
b7C 

Drafted By: :gtw 
Case ID #: (S) 

(S) ^ 

Title : 

(U) 

(S) 
(A) 

<U) 

EOPS -
NSL 
EOPS -
NSL 1 

Pending) 

bl 
b7A 

Synopsis : ""•"-̂ Ŝ  Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

Enclosure(s): (U) Enclosed for the Field Office is an 
original and a copy of a National Security Letter, dated 03/3 1/2004. 
addressed to 

Jrequesting names, 
addresses, length of service, billing records, and electronic 
communication transactional records for the account holder assigned 
the Email addresses specified below. 

|U) Details : X?/NF, OC) 
( S ) 

Case ID 

6 6 F-HQ-C1303375 
S E ^ E T NSLVIO-10705 

31721 
bl 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b4 
b7D 
b7A 

bl 
.b7A 



(S) SECHST 
Working Copy Page 

ftrrnrrh nn I v., a National Security Letter (NSL) 
to obtain subscriber information, 

e l p c t m m o t r a n s a c t i o n a l r e c o r d . g f n r t h p l 

was served on 
method of payment, and 

I wi tP.q 

2 
bl 
b6 
b7C 
b4 
b7D 
b7A 

(S 

(U) •^¡rS^This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
transactional records on the following Email Address: 

bl 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the Field Office. The institution should neither 
send the records through the mail, nor utilize the name of the 
subject or any identifying information related to the subject in any 
telephone calls to the FBI. The institution should not contact 
FBIHQ directly in any manner. 

b2 
b7E 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI has 

S E ^ E T NSL VIO-10706 
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made this request. 

UC 
-LLD SMR MIGQTINNG regarding the above can be directed to FBTHQ. 

or SSA (202) 324-, 
Should the institution be unable to fully comply 

with this request due to lack of specificity or should the 
institution require more detailed information to locate such 
records, the 
UC or SSA 

Field Office should immediately contact 
for additional information. 

Jo 2 
b7E 
b6 
b7C 

LEAD(S): 
Set Lead 1: -(Action) 

FIELD OFFICE 

AT 
(U) Hand deliver enclosed NSL as indicated above, 

receipt of requested records, notify SSA 
TTnon 

to coordinate immediate delivery of records to FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4363. 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

(V) 

^ScKNSLU is requested to record the appropriate information 
needed to fuliill the Congressional reporting requirements for NSLs. 

Set Lead 3: (Info) 
COUNTERTERRORISM 

AT ITOS I/CONUS IV/TEAM 15 
(U) Read and Clear 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT ETIU 
(U) Read and Clear. 

s e ^ e t i m s l v i o - 1 0 7 0 7 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

From: 

Date: 03/11/2004 
Attn: 
Attn: 

Attn: 

UC 
CTLIÌL 
SSA 
ITOS I/CONUS III/TEAM 9 
UC 
ETlU 
SSA 
SSA 

Counterterrorism 
Electronic Survpi1lanrp Onpratinng Unit Pm 
Contact : SSA 

Approved By : Bowman Marion E 

b2 
b7E 
b6 
b7C 

Drafted By: gtw 

Case ID #: 

(U) 
Title : 

(S) 
(S) 
M bòi--HU-L13U33 ìb 

Pending) 

(S) 
(A) 

(U) 
EOPSH 
NSL 

bl 
b7A 

Synopsis":"---.\û) Approves the issuance of an ECPA National Security 
Letter (NSLOX provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

(3) 

Enclosure(s): (U) Enclosed for the Field Office is an 

bl 
b2 
b7E 

b7C 
original and a copy of a National Security Letter, dated 03/11/2004. b7A 
arlrlrpg.gprl t-nl I ^ 

b7D requesting names, addresses, length of service, billing records, 
and electronic communication transactional records for the account 
holder assigned the Email addresses specified below. 

( S ì ase ID bl 
b7A 

66F-HQ-C13 03 3 75 
SECJ^T 

31722 
NSL VIO-10708 
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iS' 
Accordingly, a National Security Letter (NSL) 

to obtain subscriber information 
ran.qarf i nnal rprnrrls for the 

Results 
-r T~nn 1 r-

Letter served t ö T 
3 

was served on 
method of payment, and 

site, 
from a National Security 

bl 
b7A 
b4 
b7D 
b6 
b7C 
b2 
b7E 

: S / / N F , O C 

is) ¡̂rSi This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
transactional records on the following Email Address: 

(S) 
(U) On 10/17/2003, the Director designated the FBI official, 

signing the attached National Security Letter, to make the required 
certification. 

bl 
.b7A 
b6 
.b7C 
b2 
b7E 

bl 
b7A 

(U) Arrangements should be made with the institution receiving 
the ençJ-Lised lei. 
of the 

er to produce the records personally to an employee 
Field Office. The institution should neither send 

the records through the mail, nor utilize the name of the subject or 
any identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

(U) The Field Office should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

UC 
m Any questions regarding thb£_aj}Ove can be directed to FBIHQ, 

(202) 324 or SSA 
snouid"the institution be unable to fully comply 

with this request due to lack of specificity or should the 
institution require more detailed information to locate such 
records. thel Field Office should immediately contact UC 

or SSA for additional information. 

b2 
b7E 
Jo 6 
b7C 

SECS^T |\jsi_ VIO-10709 
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LEAD(s): 

Set Lead 1: (Action) 

FIELD OFFICE 
AT b2 

b7E 
^ b6 

to coordinate immediate delivery of"records to FBIHQ, b7C 
(U) ̂ ,Hand deliver enclosed NSL ^ indir-at^H ahnvp Unaa. 

receipt of requested records, notify SSA 
Counterterrorism Division, CTD/CXS/EOPS, Room 4363. 
Set Lead 2 : (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

(U) 
/fS^ NSLU is requested to record the appropriate information 

needed to fulfill the Congressional reporting requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS III/TEAM 9 
(U) Read and Clear 

Set Lead 4 : (Info) 
COUNTERTERRORISM 

AT ETIU 
(U) Read and Clear. 

s e c r e t m s l v i o - 1 0 7 1 0 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

From : 

Date: 03/11/2004 
Attn: UC 

CTCn 
Attn: 

Attn: 

SSA 
ITOS I/CONUS T/Tfigm 1 
UC 
ETÌU: 
SA 
SQUAD IT4 

Counterterrorism 
Electronic Surveillance Operations Unit. Rm 4363 
Contact: S S a I 

Approved By: Bowman Marion E 

b2 
b7E 
b6 
b7C 

Drafted By: 
Case ID ft: 

cam 

(S) 
bbF-HQ-L'13 U33 /b 

(S) 
NSL 
(Pending) 

Title: (S 

(U) 
(S) 

ÜUFb 
NSL 

bl 
b7A 

Synopsis:i^C Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

(U) 

(S) 

Enclosure(s): (U) Enclosed for the 
original and a copy of a National Security Letter, dated 03/11/2004, 

} CJ ̂ addressed to 
]Fi 
Let 

ield Office is an 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
-b7A 

Case ID 

(S) bbt'-HQ-CIiOiiV b TTTTT 

X , — N S L VIO-10711 

bl 
b2 
b7E 
.b7A 



SEC^T 
NF 

Working Copy Page 

addre 
requesting names, addresses, IP addresses, e-mail 

îsses, billing records, and electronic communication 
transactional records for the Universal Resource Locator (URL) 
addresses referenced below. 

Details: (S / /NF) 

b4 
b7D 

^//NF) FRT -investigations reveal that 
b4 
b7D 
b2 
b7E 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/electronic communication transactional records on 
le referenced Universal Resource Locator (URL): 

TTTT 

bl 
b7A 

m e LiiitiULUi. ueyiynated the FBI official, 
attached National Security Letter, to make the required 

iU/ 1 //¿UUJ 
signing the 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the | | Field Office. The institution should neither send the 
records through the mail, nor utilize the name of the subject or any 
identifying information related to the subject in any telephone calls 
to the FBI. The institution should not contact FBIHQ directly in any 
manner. 

b2 
b7E 

(U) The| 
that it is prohibited 
request. 

f rc 
Field Office should remind the institution 
rom disclosing that the FBI has made this 

SECRET NSL VIO-10712 
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UC 
(IT) Anv rm es fions regarding the above r-ari hp Hir̂ r-t-AH hn FRTHn 

¡202) 324 or SSA 
] Should the institution be unable to fully comply with this 

Field 
or 

request aue to lack of specificity or should the institution require 
more detailed information to locate such records, thq 
Office should immediately contact UC | "lor SSA 
additional information. 

LEAD(s): 

Set Lead 1: (Action) 

Jo 2 
b7E 
b6 
b7C 

AT 

osed NSL as indicated above. Upon (U) Hand deliver enc! 
receipt of requested records, notify SSA 

to coordinate immediate delivery of records to FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4648. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC (U) x 
NSLU is requested to record the appropriate 

informatirOTi^needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

ITOS I/CONUS I/TEAM 1 

(U) Read and Clear. 

Set Lead 4: (Info) 

COUNTERTERRORISM 

AT ETIU 

(U) Read and Clear. 

I 

SE/^ET |\jsi_ VIO-10713 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 03/11/2004 

Attn: 

Attn: UC 
CTLU 

Attn: SSA 
ITOS I/CONUS IV/TEAM 15 
UC ~ 
ETTTT 

IA 
1 

From: Counterterrorism 
Electronic Surveillance Operations Unit, Rm 4363 
Contact: SSA 

b2 
b7E 
b6 
b7C 

Approved By : Bowman Marion E 

Drafted By: 
Case ID #: 

(UJ-
iS) 

cam 

bb^-HlJ-llJUj J,T5-
Pending) 

Title : 

(A) 
(U) 

) EOPS-

Synopsis: Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

(S) ( U ) 
Deriv 
Deel 

From : G-3 
ify On: Xl-25 

Enclosure(s): (U) Enclosed for the Field Office is an 
original and a copy of a National Security Letter, dated 03/11/2004. 
addressed to 

] requesting names, addresses, length of service, billing records, 
and electronic communication transactional records for the account 
holder assigned the e-mail addresses specified below. 

bl 
b7A 

bl 
Jo 2 
b7E 
b6 
b7C 
Jo 4 
b7D 
.b7A 

(S) 

6 6 F-HQ-C1303375 
SE Gîd̂ I 

31724 
NSL VIO-10714 

bl 
b7A 



(S) 

[ Accordingly a National Security Letter (NSL) was served on 
to obtain subsriber information. 

electronic transactional records for th3 
method n.f payment, and 

«itps • ] 

bl 
b4 
b7D 
b6 
b7C 
b7A 

(S//NF,0C1 

bl 
b7A 
b6 
b7C 
b2 
b7E 

~ i i i ^ f a — K i C L L I U l l l L — U U U I l U U i i ± U a L ± U X i U U U U l l l C i i L b — L l i C W S L i U l i a i 

Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
transactional records on the following e-mail addresses: 

bl 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the' institution receiving 
the enclosed letter to produce the records personally to an employee 
of the Field Office. The institution should neither 
send the records through the mail, nor utilize the name of the 
subject or any identifying information related to the subject in any 
telephone calls to the FBI. The institution should not contact FBIHQ 
directly in any manner. 

(U) The Field Office should remind the 
institution tnât it is prohibited from disclosing that the FBI has 
made this request. 

UC 
(U) Any questions regarding the above can be directed to FBTHO. 

!202) 324-| | or SSA 
Should the institution be unable to fully comply with this 

request ciue to lack of specificity or should the institution require 
SECJ^T NSLVIO-10715 

b2 
b7E 
b6 
b7C 



seJ^ET 
Working v!opy 

more detailed information to locate such records, the 
Field Office should immediately contact UC 

for additional information. 

Page 

or SSA 

LEAD(s): 
Set Lead 1: (Action) 

b2 
b7E 
b6 
b7C 

FIELD OFFICE 
AT 
(U) Hand deliver enclosed NSL 

receipt~of requested records, notify SSA 
nnnn 

to coordinate immediate delivery of records to FBIHQ, 
Counterterrorism Division, CTD/CXS/EOPS, Room 4363. 
Set Lead 2 : (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

(U) 
NSLU is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS IV/Team 15 
(U) Read and Clear. 

Set Lead 4 : (Info) 
COUNTERTERRORISM 

AT ETIU 
(U) Read and Clear. 

SECRET NSL VI010716 
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Precedence : ROUTINE 

To: Counterterrorism 

Date: 03/11/2004 

Attn: Electronic Surveillance 
fenerations Unit. T̂ m 4363 

SSA 
SSA 
ITOS I/CONUS I/TEAM 1 

General Counsel 

UC 
ETIH 

Attn: UC 
CTLU1 

From: 

Contact 

Approved By : 

Drafted By: 

SA 

: kms 

b2 
b7E 
b6 
b7C 

Case ID #: (S) 
(S) 

bl 
tJJ) 

blA 
X X U -L ^ I (S) 

(S) 

¿¿F-HQ-C130337b 

Pending) 
Pending) 

(U) 

b U P b 
NSL 

Synopsis: To provide results of the RfPA Mat--inrial .q̂ r-nri i-v 
Letter (NSL), dated 03/02/2004, addressed to 

lead 3.1. 
(U) 

X Derived M n : G-3 
Declass>fy\On: XI 

and clear 

(S) 

1 *-T 1 Enclosure (s) : For Electronic Surveillance Operation s Un i t 
nnp 1ft containing one original CD-Rom providing informa 

and 
and one original 

1 nnp original 

(U| 
Details: The 
TvTal-ional ^ n i n t u T.̂ t-t-̂ r rlahpH m/f1?/7nnd aHrlrpggpH f n 

Office 

rom 

delivered the ECPA 

b4 
b7D 

bl 
b2 
b7E 
b7A 
b4 
b7D 
b6 
b7D 

Case ID bl 
b7A 



SECRET 
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on March 9, 2004. Said NSL was given to 
telephone riymbp-r f 

telephone number who 
m the NSL. Both 

and to|_ 
the information requested 
signed a Classified Information Nondi selosurë"Agreement, Standard 

would be collecting 
and 

Form 
enclosed") . 

(copies of the and are 

( U ) - The received information from 
10, 2004, on the following Universal Resource Locator (URL) 
addresses: 

on March 

(S) 

b2 
Jo7E 
b6 
b7C 
bl 

LEAD(s): 
Set Lead 1: (Info) 

COUNTERTERRORISM 
AT WASHINGTON, D.C 
(U) For CTD/CXS/EOPS, Room 4 648, read and clear. 

Set Lead 2 : (Info) 
COUNTERTERRORISM 

AT WASHINGTON, D.C. 
(U) For ITOS I/CONUS I/TEAM 1, for information. 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

AT WASHINGTON, D.C. 
(U) For ETIU, for information 

Set Lead 4 : (Info) 
GENERAL COUNSEL 
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AT WASHINGTON, DC 
(U) For information. 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

From : 

Date: 03/10/2004 
Attn: 
Attn; 

Attn: 

UC 
CTET 
SSA 
TTOQ T/CONUS T / T E A M ~ 
SSA 
ITQg l/CONUS 11/ TRCTTb 
UC 
ETru 
SSA 
SSA 

Counterterrorism 
Electronic Surveillance Operations Unit, Rm 4343 
Contact : SSA (202) 324 -| ~| 

b2 
b7E 
b6 
b7C 

Approved By: Bowman Marion E 

Drafted By: : gtw 
Case ID #: (S) 

(S) 
m uup-ny"Lijujjn 

Title (S) 
(A) 

(U) 
J i U P b H 
NSL 

Pending) 

bl 
b7A 

S y n o p s i s : A p p r o v e s the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

(u) 

<S) X G-3 
XI - 2 5 

Enclosure(s): (U) Enclosed for the Field Office is an 
original and a copy of a National Security Letter, dated 03/10/2004, 
addressed toi 

requesting names, addresses, length ol 
(S) 

Case ID 

.bl 
b2 
b7E 
b7A 
Jo 4 
b7D 
Jo 6 
b7C 

SECKÉT NSL VIO-10720 

bl 
b7A 
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service, billing records, and electronic communication transactional 
records for the account holder assigned the IP addresses at the date 
and times specified below. 
Details: (S//NF) 

bl 
b7A 

(U) This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
transactional records on the following IP Address: 

(S) 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

bl 
b7A 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the Field Office. The institution should neither send the 
records through the mail, nor utilize the name of the subject or any 
identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

(U) The Field Office should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

UC 
(2(577 

(U) Anv questions 

324-1 
this 

regarding the 
" (202) 324 

Should the institution be unable to fully comply 
with this request due to lack of specificity or should the 
institution require more detailed information to locate such 
records, thel iField Office should immediately contact UC 

or SSA for additional information. 

.above can 
S S A [ 

be directed to 
or 

FBIHQ, ] 

LEAD ( S 

b2 
b7E 
b6 
b7C 

Set Lead 1 : (Action) 

AT 

(U) Hand deliver enclosed NSL as -inrìirafprì ahnvp 
receipt of requested records, notify SSA[ 
324 

Upon 
[2 02) 

to coordinate immediate delivery of records to FBIHQ, 
SECß^T NSL VIO-10721 
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Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

(S) ..... 
NSLU is reque sted to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : __(Jnf o) 

COUNTERTERRORISM 
AT ITOS I/CONUS l/Team 3 
(U) Read and Clear 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT ITOS I/CONUS II/Team 6 
(U) Read and Clear 

Set Lead 5: (Info) 
COUNTERTERRORISM 

AT ETIU 
(U) Read and Clear. 
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Precedence: PRIORITY 

To: General Counsel 
Counterterrorism 

Date: 03/10/2004 
Attn: 
Attn: 

K 

Attn: 

UC 
CTE 
SSA 
TTOS T/CONUS I/1 
UC 

EC 

E AM 3 

From : Counterterrorism 
Electronic gijrupi'l lanr-p Ongrat-igna Unit, Rm 4343 

(202) 324 Contact : SS; 

b2 
b7E 
h 6 
b7C 

Approved By: Bowman Marion E 

Drafted By: 
Case ID #: (S 
<u> (S 

:gtw 
(Pending) 

Title : 

<U) 

(S) 
(A) Eüpy-

NSL 

bl 
b7A 

Synopsis: Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

bl 
b2 
b7E 

Enclosure(s): (U) Enclosed for the£ ]Field Office is an 
original and a copy of a National Security Letter, dated 03/10/2004, 
addressed tol 

Ì equestmg names, addresses, length of service, hilling records, and electronic communication transactional records for the 
account holder assigned the IP addresses at the date and times 
specified below. 

b7C 
b7A 
b4 
b7D 

Case ID 

(S) 31751 
bl 
b7A 

secret NSL VIO-10723 
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bl 
b7A 

t w T h i s electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
transactional records on the following IP Address: 

(SJ 

bl 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the Field Office. The institution should neither send 
the records through the mail, nor utilize the name of the subject or 
any identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

(U) The Field Office should remind the institution 
that it is prohibited trom disclosing that the FBI has made this 
request. 

UC 
(20 
UC 
(20 2) 324 Should 

regarding the above ran hp Hirprt-pH tn FRTHO, 
(202) 324 or S SA 

with this request due to lack of specificity or should the 
institution require more detailed information to locate such 
records, the Field Office should immediately contact UC 

SEC$p NSL VIO-10724 
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or SSA 

LEAD(S): 

Set Lead 1: (Action) 

for additional information. 

b6 
b7C 
b2 
b7E 

AT 

(U) Hand deliver enclosed NSL as indicated above Upon 
receipt of requested records, notify SSA 
324J 

i_202) 
|to coordinate immediate delivery of records to FBIHQ, 

Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 
Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
NSIAJ is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS l/Team 3 
(U) Read and Clear 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT ETIU 
(U) Read and Clear. 

S E Q ^ T NSL 
VI010725 


