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bl
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Synopsis: - 8 Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.
10
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{ Enclosure(s): I8¢ For| | an NSL dated 07/01/2004
. addressed to] ]
T g S OTiE
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SRR~ ForH L a Preservation letter dated
07/01/2004 addressed to

[ |requesting | to preserve all
recTEFf and other evidence in their possession relating to one
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email address. bl
Details: (S/NF/OC J b6

b7
ni7h
D4
n7A

This electronic communication documents the SAC's
approval "and certification of the enclosed NSL and approval for
the preservation letter. For mandatory reporting purposes, the
enclosed NSL seeks subscriber and electronic communication
transactional records for one email address.

(U) On 10/17/2003, the Director designated the FBI
official, signing the attached National Security Letter, to make
the required certification.

(U) Arrangements should be made with the institution

receiving the enclose roduce the records personally

to an employee of the Field Office. The institution b?
should neither send the records through the mail, nor utilize the .
name of the subject or any identifying information related to the :b{E
subject in any telephone calls to the FBI. The institution Lo
should not contact FBIHQ directly in any manner. b7C

(U) Field Office should remind the institution
that it Is pronibited from disclosing that the FBI has made this
request.

r______LHL]Any ' i an be directed to

SAl Should the
institution be unable to ftully comply with this request due to
lack of specificity or should the institution require more
detailed information to locate such records, should

immediately contact SA[::::]for additional inTormatiomn.

LEAD (s) :

Set Lead 1: (Action)

vvvvv SEO)(ET
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GENERAL COUNSEL
e AT WASHINGTON, DC
u&“}E{:NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 2: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS IV/Team 13
(U) Read and clear.
Set Lead 3: (Info)
COUNTERTERRORISM
AT CTD/CXS/EOPS

{(U) Read and clear.
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Precedence: IMMEDIATE Date: 06/23/2004

To: General Counsel Attn: UC

. CTL
Counterterrorism Attn: SSA
ITOS T/CONIIS T/TEAM 2
Attn: |
E TA
C“om: Countertexrorism

Electronic Surveillance Operations Unit, Rm 4944
Contact: SSA| |

Approved By

Bowman Marion E

Drafted By: }slc

Case ID #: (S)
b1 (S)
:" o oL 66F-HO-C1303375
e K
L 7F (8)

b7A

—%5} EOUPST

NSL

Synopsis: - ¥8 Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1 '

_,“u_:}ﬁi: ived . G-3
o De ! On: X1 ,
Enclosure{s): (U) Enclosed for the| |Field Office is an

original and
addressed to

o

requesting names, addresses, length of service, billing records,
and electronic communication transactional records for the account
holder assigned the e-mail address specified below.

Details: (S//NF. OC)
Case 1D -
(8) B6F-HU-CI3U3375 36707 b7E
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. =18y This electronic communication documents the National o
Security Affairs Senior Counsel’s approval and certification of the f
enclosed NSL. For mandatory reporting purposes, the enclosed NSL o
seeks subscriber/billing records/electronic communication b7D
transactional records on the following e-mail addresse: bé
(5 BIC
i —— b7A

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification. ‘

(U) Arrangements should be made with the institution receiving i
the en 0 produce the records personally to an employee o2
of thel Field Office. The institution should neither b7E
send the records through the mail, ncor utilize the name of the
subject or any identifying information related to the subject in any

telephone calls to the FBI. The institution should not contact FBIHQ
directly in any manner.

(U) The Field Office should remind the
institution that it is prohibited from disclosing that the FBI has
made this request.

(U) Anv guestions regarding the above can be directed to FBIHQ,
uc (202) 324 or SSA| |
(2627 323] [ Should the institution be unable to fully comply

with this request due to lack of specificity or should the ,?f
institution reguire more detailed information to locate suchrecards »Q’E
thel |Field Office should immediately contact UC Do
| [or SSA for additional information. 070
LEAD (s8) :
Set Lead 1: (Action)
FIELD COFFICE
b2
AT b7E
b6

323 to coordinate immediate delivery of records to FBIHQ,

SECRET NS VIO-10591
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receift of reguested records, notify SSA P
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Counterterrorism Division, CTD/CXS/EOPS, Room 4363.
Set Lead 2: {(Action)
GENERAL COUNSEL
e | AT WASHINGTON, DC
‘%w"“)gi NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS I/Team 2
(U) Read and Clear.
Set Lead 4: (Info)
COUNTERTERRORISM
AT ETIU

(U) Read and Clear.

SEXRET NSL VIO-10592
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Precedence: IMMEDIATE Date: 06/17/2004
To: General Counsel Attn: UC
1 CTLALL
2 . |
5TE Counterterrorism Attn: SSA
= ITOS TT]
Do uc | [
b7C THU

| Attn: IA

From: Counterterrorism
Electronic Su illance O ions Unit, Rm 4363
Contact: SSA (202-324[___ ]

Approved By: _Bowman Marion E

Drafted By: | |oc

Case ID #: (8)

(s) bl
Title: (S) bér

{A) EOPS-|
NSL

Synopsisy - Y38 Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1l

Deritwed ¢ G-3
fUJ oo ~ “f;;;fzggfgﬁfg;j/ Y

o I
\5) bl
Enclosure(s): (U) Enclosed for the| |[Field Office is an b2
original and i 004, h7E
requesting names, addresses, length orf service, :ESC
biTling records, electronic communication transactional records, and ~
length of time the IP wag leased to the account holder(s), for the DA

(8

66F-HQ-C1303375
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account holder(s) assigned the IP address at the date and times
specified below.

Details: (8//NF,0C

{0

1N

uuwwujlgiizhis electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/electronic communication
transactional records on the following IP Address:

)

oOC o oo

LT NG R T YR I St

R

3

~
o

0w

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U} Arrangements should be made with the institution receiving
the e to produce the records persocnally to an employee
of the Field Office. The institution should neither
send theé records through the mail, nor utilize the name of the
subject or any identifying information related to the subject in any
telephone calls to the FBI. The institution should not contact
FBIHQ directly in any manner.

¥
~3 D

U
]

(U) The Field Office should remind the
institution that 1T 1Is prcohibited from disclosing that the FBI has
made this request.

. ] egarding th ove can-he directed o FBTHQ,
uc |(202) 324 or SSA (202) _
324 Should the institution be unable to rully comply with D2
this request due to lack of specificity or should the institution h7E

regquire more detailed information to locate such records, the
|Field Office should immediately contact uc| | or SsSA b0

|for additional information.

LEAD (s) :
SE@ﬁET NSL VIO-10594
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Set Lead 1: (Action)

AT

(U) Hand deliver enclosed NSL as indicated above. Upon
recel of requested records, notify SSA| |(202)
324 to coordinate immediate delivery of records to FBIHQ,

Counterterrorism Division, CTD/CXS/EOPS, Room 4363.
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

e

- DYCNSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)

COUNTERTERRORISM

AT ITOS II

(U} Read and Clear.
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Precedence: IMMEDIATE Date: 6/16/2004
To: General Counsel 52 Attn: UC
e CTLUZL
Counterterrorism YD7E Attn: CTD/CXS/EQPS
b6 ssa |
nIC ITOS _T/CONIIS TV/Team 13
SSA
108
From:
Contact: SA
Approved By
Drafted By: t meh
- Case ID #: (8) (Pending) i?}
blE
Title: (S b7A

Synopsié?'“EE{i Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

"¢ Derivea;§§§% ¢ G-3
Declass¥Tw On: X1-25

L f
i

Enclosure(s): &7 For| lan NSL dated 6/17/2004
addressed to| |

requesting subscriber i1niormation and tralsacLlon records ror ohne
email address.

r'U)m“"'""'"””""""“-K:§'<)::For| | 5 Preservation lerter dated
£/172/2004 addyeccend ol

requestingj |tOo preserve all

records and other evidence 1in theilr possession relating to one

_______ i8)
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email address.

Details: (S/NF/0C)

S This electronic communication documents the SAC’s
approt¥al and certification of the enclosed NSL and approval for
the preservation letter. For mandatory reporting purposes, the
enclosed NSL seeks subscriber and electronic communication
transactional records for one email address.

(U) On 10/17/2003, the Director designated the FBI
official, signing the attached National Security Letter, to make
the required certification.

(U) Arrangements should be made with the institution
receiving the enclosed produce the records personally
to an employee of the Field Office. The institution
should neither send theé records through the mail, nor utilize the
name of the subject or any identifying information related to the
subject in any telephcone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

H{u) Field Office should remind the institution
that 1t 15 prohibited from disclosing that the FBI has made this

.regquest.

(U} Any questions regarding the above can be directed to[::::]
sa| Should the

ion be unable to fully comply with this request due to

lack of specificity or should the institution require more

detailed information to_locate such records, | |should
immediately contact SA |for additional intormation.

LEAD (s) :
Set Lead 1: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

sEeNET NS VIO-10597
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- ¥RY NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting

requirements for NSLs.
Set Lead 2: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS IV/Team 13
{U) Read and clear.
Set Lead 3: (Info}
COUNTERTERRORISM
AT CTD/CXS/EOPS

(U) Read and clear.

SECXET NSL VIO-10598

Page
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Precedence: IMMEDIATE Date: 06/15/2004
To: General Counsel Attn: UC |
CTLTT‘I
Counterterrorism Attn: SSA] |
ITOS I/CONUS 2/TEAM 6
uc
Attn: SSA| | b2
b7E
From: Counterterrorism b6
Electronic Surveillance Operations Unit—Rm 4363 70
Contact: SSA (202) 324 Sl
Approved By: Bowman Marion E
Drafted By: eaw
Case ID #: (8) Pending) b1
il (S) b2
(3&( OO TS TS TD LTE
Title: (S) 0o
oiC
(A) TEOPS] I BIA
NSL
-

Synopsis: - Y8] Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.l

() o o >g< ived F : G-3
) Decl On: X1

References i
Enclosure (s): (U) Enclosed for the Field Office is an oTA
original and a copy of a National Security Letter, K dated o
06/15/2004, addressed td | D%

[requesting bh7D
names, addresses, length of service, billing records, electronic b2
communication transactional reccrds, and length of time the IPs pTE
were leased to the account holder(s), for the account holder(s) bﬁ-
assigned the IP addresses at the dates and times specified below. b;C
Case ID

bl
T BOr-HR-CI303375 36 .

sﬁ&RET NSL VIQ-10599 ) DA
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Details: (é?VNF,OC)

-y

.,a(s//NF,OCﬂ

bl
bo
bh7C
b4
b7D

i jvlSééNF! oC)

5

, b7A

|

(U =

This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/billing records/electronic communication
transactional records on the following IP Addresses:

-

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the Field Office. The institution -
should neither send the records through the mail, nor utilize the bZ
name of the subject or any identifying information related to the P7E
subject in any telephcne calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The Field Office should remind the institution
that it is prohibited from disclosing that the FBI has made this
request.

{(U) An uestions regarding the above can be di b6
FBIHQ, UC k202) 3244 or SSA b0

SECRRT  NSL VI0-10600 o
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| (202) 324{:::::] Should the instituticn be unable to

fully comply with this request due to lack of specificity or
should the institution reguire more detailed information to

locate such records, the Field Office should immediately
contact UC[____ Jor SSA]| | for additional
information.
s
LEAD(s) : b7E
Set Lead 1: (Action) bfh
- [

ATl -

(U) Hand deliver enclosed NSL as indicated above. Upon
receiEt of requested records, notify SSA {202)

324 to coordinate immediate delivery of records to FBIHQ,
Counterterrorism Division, CTD/CXS/EOPS, Room 4363.

Set Lead 2: (Action)

GENERAL COUNSEL
w AT WASHINGTON, DC
n ”j8i:NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)

COUNTERTERRORISM

AT ITOS I/CONUS 2/Team 6

(U) Read and Clear.

sm&(q.r NSL VIO-10601
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Precedence: PRIORITY Date: 06/14/2004
To: General Counsel Attn: UC
CTLU1
Counterterrorism Attn: 8SA

e IT?A 1/CONUS IZIE?M 3
b; uc
b7C ETIII
b2
b7F Attn:

From: Counterterrorism
“"Electronic Surveillance Operations Unit, Rm 4363
Contact: 8Sa (202) 324-

Approved By: Bowman Marion E

Drafted By: mca
bl
Case ID #: (S) (Pending) ©H7A
L DS(( 66F -HOU=TISUSS TS hé
Title: (S) b7C

m -

Synépsis+~:j§&::Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.l

(U .
I S
PR

Enclosure(s): (U) Enclosed for thel OCffice is an b1

original and a copy of a _Nati i Letter g

06/14/2004, addressed to b2
requesting names, aadresses, length ot b7E

; rds, and electronic communication b6
transactional records for the account holder assigned the email e
account specified below. b4v
igj Details: . (S//NF.QC b7D

Case ID : 66F-HQ-C1303375 Serial
. o SEC NSL VIO-10602.
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m This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/billing records/electronic communication

transactional records on the following Email Address:

(5]

(U7 O I07I7/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enc1osef_lﬁLL£I_LQ_nernTe the records personally
to an employee of the Office. The institution
should neither send the records through the mail, nor utilize the
name of the subject or any identifying information related to the

subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The Office should remind the
institution that it is prohibited from disclosing that the FBI
has made this request.

{(U) Any gquestions regarding the above can be di
FBIHQ, UC | (202) 324 | ox ssa
[ Tu

[ should the inst) 1on be unable to

fully comply with this request due to lack of specificity or
should the institution reguire more detailed information to
locate such records, thel ; I0ffice shonld
immediately contact UC| | or SSA| |for
additional information.

SECKET NSL VIO-10603
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LEAD (s} :

Set Lead 1: (Action)

AT

(U) Hand deliver enc1osedAF5L_aﬁ_indisgxsd_anggﬁ__ﬁpon
receipt of requested records, notify SS

(=]

OO ISIRO)
3oy =~ N

@

Fo coordinate immediate delivery of records to FBIHQ,

Countercterrorism Division, CTD/CXS/EQOPS, Room 4363.
Set Lead 2: (Action)
GENERAL COUNSEL
" AT WASHINGTON, DC
ua:?gi NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 1/Team 3
(U) Read and Clear.
Set Lead 4: (Info)

COUNTERTERRORISM

AT

SECRRT NSL VIO-10604
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Read and Clear.

SEC’(ET NSL VIO-10605
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Precedence: PRIORITY Date: 06/07/2004
To: General Counsel Attn: UC
CTIoYg
Counterterrorism Attn: SSA
ITOS I/CONUS IV/TEAM 15
uc
o ITOS 7ETIJ
D2 uc|
b7E CXSTECAL
be Attn:

b7C

From: Counterterrorism
Electronic Surveillance Operations Unit, Rm 4363
Contact: SSH

Approved By: Bowman Marion E

Drafted By: : mca

Case ID #: (8) Pending)

iy OB O llial L W Al W B B V2 . bl
Title: (8) b7A

{me-

SynopsiSH”:}S(: Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.1l

tUh%u“"_W_"“ Deri m: G-3

.
2%l b1
b2
Enclosure(s) : (U) Enclosed for the| |Field Office is b7E
an Original and a Copy o: a National Carpyityy Totter Aot oA b6
06/07/2004, addressed to | -
| | b7C
requesting names, addresses, length of service, billing records, b7A
and electronic communication transactional records for the bd
account holder assigned the e-mail addresses specified below. h7D
(39
Case 1D

66F-HQ-C130337/b
SEGRET NSL VIO-10606
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Pa

Detaila. (g/ /NED

(5//NF) |

i)

(== This electronic communication documents the National

Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/billing records/electronic communication
transactional records on the following e-mail address:

i SI‘J,

{U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification. -

{(U) Arrangements should be made with the institution
receiving the enclosed_letter to produce the records perscnally
to an employee of the |Fie1d Office. The institution
should neither send the reccords through the mail, noxr utilize the
name of the subject or any identifying information related to the

subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The |Field Office should remind the
institution tha@t 1t 15 pronibited from disclosing that the FBI

has made this request.

(U} Anv guestions regarding the above can be directed to

FRIEO. ucl ~ | (202) 324I;|or SSA
| | Should the institution be umable to

fully comply with this request due to lack of specificity or
should the institution reguire more detailed information to
locate such records, the| Field Office should

TreseT NSL VIO-10607
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---- Working Copy ---- Page
immediately contact UC[:::::] or SSA for
additional information.-
LEAD(s) :
Set Lead 1: (Action) bhé
FIELD OFFICE bi7cC
b2
AT| | b7E

(U) Hand deliver enclosed NSL as indicated above. Upon

receipt of requested records, notify SSA |
| to coordinate immediate delivery of records to FBIHQ,
ountercterrorism Division, CTD/CXS/EOPS, Room 4363,

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS IV/Team 15
(U} Read and Clear.
Set Lead 4: (Info)
COUNTERTERRORISM
AT ETIU
(U) Read and Clear.
Set Lead S5: (Info)
COUNTERTERRORISM
AT ECAU

(U) Read and Clear.

SECKET, NSL VIO-10608
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Precedence: PRIORITY Date: 05/21/2004
To: General Counsel Attn: UC
CToI
bz Counterterrorism Attn: SSA I
H7E ITOS I1/CONUS IV/TEAM 15
o | | Attn: SA
0o
o Sqguad IZB
k7C
From: Counterterrorism
Electronic Surveillance Operations Unit, Rm 4648.
Contact: SSA (202) 324
Approved By: Bowman Marion B
Drafted By: |
Case ID #: (8) Pending)
bl ; (s)
p7n T ] T TTII TS

Title: (8S)
(S}

Synopsis: _I&[ Approves the issuance of an ECPA Naticnal
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.l

1§ >< Detived F : G-3

Decl On: X1
(51
>
Enclosure (s): (U) Enclosed for the| Field Office is Bl
an Original and a copy Oof o NationmaTl Topny iy Tatter Aotrod hZ?
05/21/2004, addressed to | 7
' b6
I Tequesting hames, adlresses, leng °© 170
sexrvice, billing records, and electronic communication o
transactional records for the account holder assigned the IP b4
addresses at the date and times specified below. b7D
bh7A
Details: (S//NF)

35679
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bl
b4
b7D
b7E

p7A

-1 (U1
T

o - w}ﬁ{iThis electronic communication documents the National

Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/billing records/electronic communication
transactional records on the following Email Address:

tSJ‘\*,

b7A

(U) On 10/17/2003, the Director designated the FBI official,
gsigning the attached National Security Letter, to make the
required certification.

{(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally

SECRET NSL VIO-10610
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to an employee of the Field Office. The institution
should neither send the records through the mail, nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The Field Office should remind the
institution that it i1s prohibited from disclosing that the FBI
has made this request.

(U) pnsrcmactianc racaxding the aboy be di; .
FBIHO, UQ (202) 324- ior Ssa| bz
TTﬁ?T_Tid[;::::T_gﬁahld the institution be unable to b7E
ully comply with €This request due to lack of specificity or L6
should the institution reguire more detailed information to e
locate such records, the Field QOffice should '
immediately contact UC or SSA for additional

information,
LEAD(s):

Set Lead 1: (Action)

AT
02
(U) Hand deliver enclosed NSL as indicated above. Upon agﬁF
receipt of requested records, notify SSA (202) e
324 o coordinate immediate delivery of records to FBIHQ, ;Pf
M

~J

Counterterrorism Division, CTD/CXS/EOPS, Room 4648.
Set Lead 2: (Action)

GENERAL COUNSEL

m o AT WASHINGTON, DC
B NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)

COUNTERTERRORISM

AT ITOS I/CONUS IV/Team 15

(U) Read and Clear

SECRET NS VIO-10611
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NF
--~- Working Copy ---- Page
Precedence: IMMEDIATE Date: 05/06/2004
To: General Counsel Attn: UC
CT 114
Counterterrorism Attn: UC
ITOG 1 ZETI1T
ssal
b7E I
b6 Attn: AL
o SA| |
/
p7c aten: |

From: Counterterrorism
Electronic Communications Analysis Hnit Bm 4343
Contact: SSA (202) 324

Approved By:

Drafted By: drs

Case ID #: (S) (Pending)

(o) wiT I8« BEF-HQ-CI303375

Tibh7A  (8)

Synopsis: (S) Approves the issuance of an ECPA National Security

Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1l

tUj”“v er :
(& :b{i \g;;£:§><§;f;jj/ X1-25

sl

Enclosure(s): (U) Enclosed for thd bffice is an
original and_a copy of a National Security Letter, dated 05/06/2004,
addressed to| |
requesting names, addresses, length of service, billing records,
and electronic communication transactional records for the account

holder assigned to the E-Mail Accounts specified
below.
Details: (S//NF

Case ID

FEF-HU-CI303375

SECKET NSL VIO-10612

1

bl
b2
b7E
b6

i" /\,
bTA
b

b7D




(3], SE(,XET
NF
--~- Working Copy ---- Page 2
- bl
’ This electronic communication documents the National b4
Security Affairs Senior Counsel’s approval and certification of the 070

enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/electronic communication
transactional records on the following email address:

el

b7A

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving

the en roduce the records personally to an employee
of the ffice. The institution should neither send
the re ail, nor utilize the name of the subject or

any identifying information related to the subject in any telephone
calls to the FBI. The institution should not contact FBIHQ directly 2
in any manner. bTE

(U) The Office should remind the institution
that it is prohibited trom disclosing that the FBI has made this
request.

(U) Any gquestions regarding the above can_be directed to FBTHO
U {202) 324 or SSA
(2 ou the institution be unable to fully comply with this
request due to lack of specificity or should the
institution reaguire more detailed information to locate such records,

the | Office should immediately contact UC or
SSAl |for additional information.
LEAD (s) : 2
. 7E
Set Lead 1: {Action) he

| b ;F C
AT|

(U) Hand deliver enclosed NSL ag indicated above. Upon

receipt of requested records, notify SSA

to coordinate immediate delivery of records to FBIHQ,
ounterterrorism Division, CTD/CXS/ECPS, Room 4363.

Set Lead 2: (Action) Qﬁ;
SE T NSL VIO-10613
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NF

---- Working Copy ---- Page

GENERAL COUNSEL
¥ AT WASHINGTON, DC
‘::%SiiNSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: {(Info)
COUNTERTERRORISM
AT ITOS I/ETIU -
(U) Read and Clear.

Set Lead 4: (Info) o
b7E

AT

(U) Read and Clear

SEﬁﬁﬁT NSL VIO-10614
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---- Working Copy ---- Page 1
Precedence: PRIORITY Date: 05/05/2004
To: General Counsel Attn:
Un.it Chier T

b2 Attn: IA|
H7E Attn:
b6 Counterterrorism Attn: CXE/EOPS/Team Z
, ITOS 1/ETIU, Team 1
b7C

From: Counterterrorism

CXS/Electronic Communications Analysig Unit/Room 4343
Contact: | |(202) 324

Approved By: Bowman Marion E

Drafted By: :als

Case ID #: (S) (Pending)
(S) (Pending)

Title: (S)
bl

bP7A COFEIAQY
:b'om (s)
BIC OC: DIy
b2

bTE (s)

Nl

Synopsisi“:}Si; Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necesgsary, transmits the NSL for delivery to the electronic
communications service provider.

11 M ived Fro =~ G-3
M X1
(5
1
§ % Eﬂ

Enclosure(sg) : (U) Enclosed for the| |Field Cffice is bh7E
an original and a copy of a Nationa €curity Letter, dated e

5/5/2004, addressed tg |

b7C
records, and electronic communication transactional records for bi
7D
_____ Bl S----
o7i
02

SECRET NSL VIO-10615;




SECHRT

---- Working Copy ----

the e-mail address holder listed

Page 2

Details: (S)

DTA
b2
b7E
bo

FA=AW |

b7C

iy e “:}Si: This electronic communication documents the
Senior Counsel’s approval and certification of the enclosed NSL.
For mandatory reporting purposes, the enclosed NSL seeks
electronic communication transactional records on the following
e-mail address:

ey

(U) On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U} Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the Field Office. The institution
should neither send the reco ugh the mail nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U} The Field Office should remind the
electronic communications provider that it is prohibited from
disclosing that the FBI has made this request.

(U} Any gquestions regarding the above can be directed to

FBIHQ, SsAf [202) 324l;|or 1A | (202)
324 Should the institution be unable to rully comply with

this request due to lack of specificity or should the institution

oo

tri

bz

L7E

Field Office should immediately contact SSA | or
IA for additional information.

re?uire more detailed information to locate such records, the]J ]

LEAD(s) :
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

iUT"“”:?§;:NSLB is requested to record the appropriate
SECR&L  NSL VIO-10616

b6

B7C

G O

~] b
P



SECRET
---- Working Copy ---- Page

information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: {Action)

AT| | b2
' ‘ DTE

(U) Hand deliver enclosed NSL as indicated above. 56
Upon receipt of requested records, immediately submit results to ,“7m
IA| | FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, O
Room 4343,
Set Lead 3: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) CXS/EOPS/Team 2. For information only. Read and
clear.

Set Lead 4: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

{(U) ITOS 1, ETIU, Team 1. For information only. Read
and Clear

Set Lead 5: (Info)
AT | b2
(U) For information only. Read and Clear biE

SEGKET NSL VIO-10617
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---- Working Copy ---- Page
Precedence: PRIORITY Date: 04/15/2004
To: General Counsel Attn; UC |
C'I‘ (]

A Counterterrorism Attn: SSAH |
b2 ITOS 11] |
b7E uc| |
b6 IHU

b7C

[y

{m -

Attn: SSaA| |
Squad-IT5

From: Counterterrorism
Electronic Surveillance Operations Uni Bm 4363
Contact: SSA 202-324

Approved By: __Bowman Marion E

Drafted By: oc
Case ID #: (S) Pending)
.o (s)
bl 8y “eEFEETTTIZUIITS
b7A
Title: (8)
(A) TOUrS
NSL

SynopéiSE“:I&{: Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.1l

EU)W““”“%~;}§1: DerivedXFrom : G-3
fS]J Declagsify On: Xl

ER? G 7

Enclosure(s): (U) Enclosed for thel !Field Office is an
original and a copy of a National Securit etter, dated
04/15/2004, addressed to

| !requestlng names, aaddresses, length of service, billing
r

(ay E6F-HO-C1303375

ecords, electronic communication transactional records, and

Case ID |

SECR@T NSL VIO-106%

bl
b2
bTE

b6
b7C
bTA
b4

T
!H
-b!u




SEPRET

---- Working Copy ---- Page 2

length of time the IP was leased to the account holder(s), for
the account holder(s) assigned the IP address at the date and
times sgpecified below.

Details: (S//NF,0C) J

bl
b2
bTE

(S//NFE OPi

biC
bTA

W)”EB( This electronic communication decuments the National Security
Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/electronic communication
transactional records on the following IP Address:

H

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of th Field Office. The institution
should neither send the records through the mail, nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The Field Office should remind the institution B2
that it is promnIbrited trom disclosing that the FBI has made this “;
request. b'ﬁ

be

(U) Any gquestions regarding the aboye can be dir biC
FBIHQ, U( (202) 324- or SSA

SEE‘KET NSL VIO-10619
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~---- Working Copy ---- Page

(202) 324- Should the institution be unable to

fully comply with this request due to lack of specificity or
should the institution reguire more detailed information to
locate such records, thel |Field Office should immediately

contact Uq:lor SSA| for additional
information.

LEAD({s) :
Set Lead 1: (Action)
ATl

(U) Hand deliver enclosed NSL as indicated above. Upon D
receipt of reguested records, notify SSAI (202) niE
324 to coordinate immediate delivery of records to FBIHQ, e
Counterterrorism Division, CTD/CXS/EOPS, Room 4363. bb““

D)

Set Lead 2: (Action)
GENERAIL COUNSEL
o AT WASHINGTON, DC

NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)
COUNTERTERRORISM

AT ITOS II| b2

(U} Read and Clear.

SE%ET NSL VIO-10620
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Precedence: ROUTINE Date: 04/09/2004

To: Counterterrorism Attn: Electronic Surveillance

Operations Uni Rm 4363
SSA

ITOS _JI/CONUS T/TEAM 1

SSA
P ETIU
bz uc |
L7E  General Counsel Attn: CTLOT
b6 uc| |
pIc
From:
ontact: SA
Approved By:
Drafted By: Lkms
Case ID #: (8) Pending)
- (S (Pending)
bl T EEF-HU-CI303375
72
1i1cle: (S)
W o
o NSL
ﬁ< APPROVES THE ISSUANCE OF AN ECPA NATIONAL
Referencé~(-s)-.:...>@ 66F-HQ-C1303375 Serial 32644
cUiWSthpS‘iSrw~ To provide results of the ECPA National Securit
Letter (NSIO  dated 03/25/2004, addressed td | 4
| |and clear bh7D
Tcad 32644.1. N
e Deriwved M. G-3 jelie
isj”v, :EQ{: De 8s1 On: X1
N b1l
b7A
tUINEnClosure(s%¢MNZB(: For Electronic Surveillance Operations Unit, :bZ
ne 1A containing one original CD-Rom providing information from b7E
I and I bé
b7C
CaseEEH'“, ol
Cor-HO-C1303375 35393 oA

ish"”m’ ?;“

4
N NoOL VIU-1UbZ1




SECKET

- ---- Working Copy ---- Page )
Detailsf';)EQ: The Office delivered the ECPA L7E
National ecutrity Tetier (NST) darednt72a/2004  addregced 0 | b4
b7D
| | telephone number| Jon April 1, 2004. bhé
pasged the information tol | telephone Te
number who collected the information requested. -
T , -
i '”:}Qi The[:::]recelved information from Ion April
9, 2004, on the following Universal Resource Locator (URL)
address in response to the NSL requesting names, addresses, if
addresses, e-mail addresses, billing records, and electronic
communication transactional records:
L[ bl
(o) v NTE
=l |advised they are unable to provide the b4
| for the above URL addresses to other logs -
ecause bL7D
(T} e oons: . o
i§§t: The[:::]con81ders this lead covered. higE

LEAD (s) :

Set Lead 1: (Info)

COUNTERTERRORISM

AT WASHINGTON, D.C

(U)

Set Lead 2: (Info)

For CTD/CXS/EOPS, Room 4648, read and clear.

COUNTERTERRORISM

AT WASHINGTON, D.C.

(U) For ITOS I/CONUS I/TEAM 1, for information.
Set Lead 3: {Info)
COUNTERTERRORISM

AT WASHINGTON, D.C.

(U)

Set Lead 4: (Info)

For ETIU, for information

GENERAL COUNSEL

AT WASHINGTON, DC

(U)

For information.

SBERET NsL vIO-10622
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Precedence: IMMEDIATE Date: 04/06/2004
To: General Counsel Attn: UC

CTLUL
[e P Counterterrorism Attn: 8SA
bTE ITQS T/CONIIS 1/TEAM 3
NP

ug
b6 BETIU
b7C Attn: |

From: Counterterrorism
Electrcnic Surveillance Operations Unit, Rm 4343
Contact: SSA |

Approved By: Bowman Marion E

Drafted
Case 1ID
Mg TOT=IT=CISUSS TS
pig DA
(A) OS]
NSL

[/

Synopsisi - ¥&] Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.1l

m- .
;s; ‘M“““:J%Q: Derived Xrom : G-3

Declasgi On: X1
X

<

bl
Enclosure(s): (U) Enclosed for the Office is an H2
original and a copy of a National Securaity Letter, dated hTE
04/06/2004, addressed to| | ‘
| [requesting names, addresses, length of bo
service, billing records, and electronic communication b7 C
transactional records for the account holder assigned the IP TR
addresses at the date and times specified below. 4
15) b7D
Case ID b
GEr-HD-CI303375 33279 b7A

sERET NSL VIO-10624
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---- Working Copy ---- Page

Dotodlg. (S / /AN

b7E
bTA

w . . . . .
This electronic communication documents the National

Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the ewnclosed
NSL seeks subscriber/billing records/electronic communication
transactional records on the following IP Address:

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution
receiving the encloseduletter to nroduce the records personally
to an employee of the Office. The institution
should neither send the records through the mail, nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

-1 Bo

oo

(U) The Office should remind the
institution that it is prohibited from disclosing that the FBI
has made this request.

SECXET NSL VIO-10625



SEa%ET
N

---- Working Copy ---- Page

(U) An uestions reqarding the above can be dir
FRIHO. ucl (202) 324| or SSA
N | Should the instIitutron be unable to

fully comply with this request due to lack of specificity or
should the institution reanire mare detailed information to

locate such records, the Office should

immediately contact UC | [or SsA| for

additional information.

LEAD (s) :

Set Lead 1: (Action) bé
b7C
b2
b7E

AT|

(U) Hand deliver enclosed NSL g

i f requested records, notify SSA
to coordinate immediate delivery of records to FRIHQ,
ountercterrorism Division, CTD/CXS/EOPS, Room 4343,

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
e NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 2: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 1/Team 3
(U) Read and Clear
Set Lead 4: (Info)
COUNTERTERRORISM
AT ETIU

{(U) Read and Clear.

SE%ET NSL VIO-10626
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Precedence: PRIORITY

To: General Counsel Attn:
Attn:
Counterterrorism Attn:
b2
b7E
be
b7C ,
rrom: Counterterrorism

Date: 04/05/2004

unic (hiet, (LU
IA |

CbeﬁQEﬁ[Ieam 3
SSA

IH I

ITOS I/ETIU/Team
SSA

CXS/Electronic Communicati

Contact:

Approved By. _Bowman Mariopn E

ns Analysis Unit/Room 4343
(202) 3244 |} T -

Drafted By: :j1f

Case ID #: (S) (Pending)
(8) Pending)
(s) Pending)

Title: (S)

CUTFBIHY

QO FB1IHY

(8)

CTIT .

Synopsis: 38 Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

m .
(3)
X%
Enclosure(s) : (U) Enclosed for the Field Office is bl
igkan original and a copy of a NationdI security Lectter, dated b2
I ___bIE
Case ID b7A

~7
STRNET ST VIO- 10627
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--~- Working Copy ---- Pag ¢

4/5/2004, addressed to b7C
| requesting the bl

names, addresses, length oI service, billing records, and b7D

electronic communication transactional records for the e-mail
address holder listed.

Details: (8)

This electronic communication documents the Senior
Counsel’s approval and certification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks electronic
communicaticn transactional records on the following e-mail

i |:address-

(U) On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution

receiving the enclosed lette roduce the records personally
to an employee of the Field Office. The institution
should neither send the records through the mail nor utilize the

name of the subject or any identifying information related to the
subject in any telephone calls toc the FBI. The institution
should not contact FBIHQ directly in any manner.

(U)  The| |Field office should remind the -
electronic communications provider that it is prohibited from P'
disclosing that the FBI has made this request. b6

b7

(U) A i regarding the above c 3 to
FBIHQ, SSA (202) 324 Jor 1A (202)
324 Should the institution be unable To fully comply w1th

this request due to lack of specificity or should the instituti
require more detailed information to locate such records, the |

Field Office should immediately contact SSA or
IA for additional information.

LEAD (s)

Set Lead 1: (Action)
SECRET NSL VIO-10628
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SEGRET
---- Working Copy ---- Page
GENERAL COUNSEL
i AT WASHINGTON, DC
NSLB is requested to record the appropriate

information néeded to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Action)

T AT

{U) Hand deliver enclosed NSL as indicated above.
Upon receipt of requested records, immediately submit results to

IA FRIHQ, Counterterrorism Division, CTD/CXS/ECAU,
Roomr =373
Set Lead 3: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC
(U) CXS/EOPS/Team 3. For information only. Read and
clear.
Set Lead 4: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

(U) ITOS I/ETIU/Team 5. For information only. Read and
Clear

SE;RET NSL VIO-10629
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Precedence: PRIORITY Date: 04/01/2004

To: General Counsel Attn:

ACUIng Chnier, NSLU

‘ Counterterrorism Attn: ITOS1/CONUS2/Team8
b2 ssal |
p7F ECAUY/Team 4 |
W SSA
b'{j EQPS/Team 2
b7C
bo

From:

Contact:

Approved By:

b1 rafted By:l ljga

:b/!;f.’w-l“se ID #: (8) (Pending)
o

b7C :le: (8)

Synopsis: =&k Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and transmits the NSL for
delivery to the electronic communications service provider.

(b Lved T G-3
S)

Reference: (

Administrative: (§) bl
b2
h7E
b6
b7C
b7A

- Enclosure (s7+ ¥ Enclosed for| [Ts_am original and one D7D
copy of a letter dated 04/01/2003, addressed to|

! 7 ’
communication transactional records for e-mail address holder,

iSj._

ST T NSL VIO-10630
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Details: (8)

e This electronic communication documents the SAC’s

approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks account information for the
e-mail address associated with the above captioned subjects from
inception of account to the present.

1) EEE.

! : Arrangements should be made with the institution
receiving the encleosed letters to produce the records perscnally to an
employee of the delivering office. The institution should neither
send the records through the mail nor utilize the name of the subjects
in any telephone calls to your office. The institution should not
contact FBIHQ directly, in any manner.

tU?WWW”””“”"“)%n: should remind the electronic
communications service provider that they are prohibited from
disclosing that the FBI has made this request. i
m- . oo
) On 11/09/2001, the Director designated the official CTE
signing e enclosed letter as authorized to make the required ne
certification. 070
tUI'”'“”\DKf, Any questioné regarding the above can be directed ro
the | Division, Attention:
LEAD(s) :

Set Lead 1: (Admin)
GENERAL COUNSEL
AT WASHINGTON, DC
" NSLU is regquested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLs.
Set Lead 2: (Admin)
COUNTERTERRORISM

AT WASHINGTON, DC
SEC;&( NSL VIO-10631
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---- Working ‘Copy ---- Page
(-
N;E&{: Read and clear.
LEAD(s) :
Set Lead 3: (Action)
b2
DIk
A
tU}wmw:§%Z Deliver the attached letter as indicated above.

SECQQT NSL VIO-10632
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---- Working Copy ---- Page 1
Precedence: IMMEDIATE Date: 04/01/2004
To: General Counsel Attn: UC
- 6 C'l .Jl ]
;).ﬁ Counterterrorism Attn: SSA
bicC ITOS T7CONUS 17 TEAM 3
b2 uc
b7E ETIJ
Attn:
From: Counterterrorism
Electronic Surveillance Operations Unit, Rm 4343
Contacti " SS8A
Approved By: man Marion E

Drafted By: | |

Case ID #: (S) Pending)
b1 (S)"

]:)7}\ () - e &4\ |SA S5 Uing & AW Anp ws mw v gu Ry gy
Title: (S}
(A) EOPq
tuh””“~ww NSL
Synopsié?“ Approves the issuance of an ECPA National

Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.1l

e ._ Der:;§9<giom :
(3 i w2 bl

%

Enclosure(s): (U) Enclosed for the Office is an 3b§ﬁ
original and a copy of a National Seécurity letter, dated ;b’b
04/01/2004, addressed tg I b4
reqguesting mes, ;. Leng b7D
service, billing records, and electronic communication HTA

transactional records for the account holder assigned the IP
addresses at the date and times specified below.

66F-HQ-C1303375
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---- Working Copy ---- Page 2

Detailg- (S //NE)

bl
b2
n7E
DA

(-

: This electronic communication documents the National
Security Affairs Senior Counsel’'s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/billing records/electronic communication
transactional records on the following IP Address:

(5]

bl
DTA

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

(U} Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the| |Office. The institution
should neither send the records through the mail, nor utilize the b2
name of the subject or any identifying information related to the b7F

subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

SECAET NSL VIO-10634




institution that it is prohibited
has made this request.

SEQA%T
NF

FBIHQ, UC] | (202) 3241 or SS8A

---- Working Copy ---- Page
(U) The |Field Office should remind the
from disclosing that the FBI
(U) Any questions regarding the above can be directed to bz
b7E
| Should the institution be unable to 1eYs
b7C

fully comply with this request due to lack of specificity or

should the institution r detailed information to
locate such records, t ai !?ield Office shoulad
or

immediately contact UC
additional information.

LEAD (s) :

Set Lead 1: (Action)

AT

for

(U) Hand deliver enclosed NSL as indicated above. on
receipt of requested records, notify SSAl |

to coordinate immediate delivery of records to FBIHQ,

Tounterterrorism Division, CTD/CXS/EOPS, Room 4343,

Set Lead 2: (Action)
GENERAL COUNSEL

) AT WASHINGTON, DC

“““EB(:NSLB is requested to record the appropriate

information needed to fulfill the
requirements for NSLs.

-Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 1/Team 3
(U) Read and Clear
Set Lead 4: (Info)
COUNTERTERRORISM
AT ETIU

(U) Read and Clear.

Congressional reporting

SECRC NS VIO-10635
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Precedence: IMMEDIATE Date: 03/31/2004
To: General Counsel Attn: UC
CTLUR
Counterterrorism Attn: SSA
v I/ TEAM 1
bz Attn: SA
bTE
% From: Counterterrorism
bh7C Electronic Surveilldafice Operations Unjts, Rm 436
Contact: SSA
Approved By: Rowman Marion E
Drafted By: L_ L s1g
Case ID #: (S)
bl  (S)
w7p (8K GBF-HO-CI303375
TtV 0 (s)
b7C
oP2 . EOPS
I E NSL

U . _ .
Synopsis?“’)si Approves the issuance of an ECPA National Security

Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic

communications service prquider.il”
igﬁ Declassgi On: X1

< bl
x| Jo)
Enclosure(s): (U) Enclosed for tth:;;::] field office is an original DIE
and_a ¢ f a National Securit efter, dated 03/31/2004, addressed b6
to b7C
' | bia
requesting names, addresses, length oIl service and electronic o
communiication transactional records for the account holder assigned ;b4
the IP addresses specified below. b7D
(81 N
_____ ] bl
Case II" bTA
b2z
obr-HQ-CL1303375 329 bR

SE?QET NSL VIO-10637
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(s)

_Detaila: (X//nell

|
' | Results of a NSL indicate that several of the |
Tactual resolve to other Internet service providers in the United

States, to include] | Below are the[:::]and the jb}
correlating |addresses with associated timestamps: 2

|
| |

“E; b7E

Date / Time Stamp 1A

4

b7D
bTA

mo

181

(S//NF)

This electronic communication documents the National Security
Affairs Senior Counsel’s approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
subscriber/billing records/electronic communication transactional
records on the following IP Address:

b7A

(U) On 10/17/2003, the Director designated the FBI official,
gigning the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving
the englosed letter to produce the records perscnally to an employee
of the field office. The institution should neither send the
records through the mail, nor utilize the name of the subject or any
identifying information related to the subject in any telephone calls
to the FBI. The institution should not contact FBIHQ directly in any ..,
manner. e

pPTE

(U} The[ _ ]field office should remind the institution that D©
it is prohibited from disclosing that the FBI has made this request. 70

(1} Anv gunestions regarding the above can be directed to FBTHO
uc | (202) 324 or ssa|
| | Should the institution be unable to fully comply with this

SESRET NSL VIO-10638
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]

request due to lack of specificity or should the institution require

more detailed information to locate such records, the field
office should immediately contact UC[::::::]or SSA or
additional information.

TE

OUo o

-3

o

**FﬁﬁTNOTES**

il’:Caﬁéét?“:ISiiThis document contains information derived
from an electronic surveillance or physical search conducted

under the Foreign Intelligence Surveillance Act (FISA). Per 50

U.S.C. Section 1806(b) and 1825(c), such information shall not be
used in any criminal or administrative proceeding, including

grand jury proceedings and warrant affidavits, without the prior
approval of the Attorney General of the United States.

LEAD(s) :

Set Lead 1: (Action)

AT

(U) Hand deliver enclosed NSL as indicated above. Up 57E
receipt of requested records, immediately submit results to SSATf::::::] 'F“

|FBIHQ, Counterterrorism Division, CTD/CXS/EOPS, Room Do

4648. p7C
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC .
(UJWMH”“:ES(;NSLB is requested to record the appropriate information
needed to “fulfill the Congressional reporting requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 3/Team 9
(U) Read and Clear.
Set Lead 4: (Info)
COUNTERTERRORISM

AT ETIU

(U) Read and Clear.

SE(%ET NSL VIO-10639
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Precedence: ROUTINE Date: 03/29/2004
To: Counterterrorism Attn: Electronic Surveillance
Operations Unit, Rm 4363
ssal |
ITOS I/CONUS I/TEAM 1
b2 Ssa | |
b7E ETIU
b6 i
~ General Counsel Attn: UC
b7C CTLU1
From: -
Concace: SA
Approved By: | |
Drafted By: : kms
Case ID #: (8) (Pending)
. (S) (Pending)
- -ty 66F-HQ CL1303375
O

L7A le:  (8)
(mmuwummzhg( EOPS
o NSL

e TOLL RECORDS NATIONAL SECURITY LETTERS

‘m"“Synopsis4mm To provide results of the ECPA National Securitv
Letter (NSIJ, dated 03/25/2004, addressed to b7D
| b6
| | and e

cover lead 31.1.

(UlAWHHWWWWM.Wm_ DeTrs ad . G-3 bl
(8 P m X1 b7A

bZ

}‘\' bIE

WEnclosure(s): -1 One copy of Information assembled March 26,
2004 and one page of |

. b2
" petails: 4& The Office delivered the ECPA oo
National Security Letter (NSL), dated 03/25/2004, addressed to )

fSJ"CasewIDw;,

&

AR -HO-CT30337H8 379472

TS ST NG VIO-10640
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[on 03/26/2004 td] né
[telephone number | facsimile number '?YC
| cellular telephone] | home telephone 7D
num?ﬁfml
MYMH;}Qi;The received information from | on ﬁgﬂ
March 27, 2004, In response to the NSL requesting j?’h
subscriber/electronic communication transactional records on the Do
referenced e-mail address: n7C
bl
e — b7A
- | |advised more could be o
provided if requested. e
) o7C
iU?’”w~”w-vE3( The considers this lead covered. "o
LEAD(s) : n/E
Set Lead 1:* (Info)
COUNTERTERRORISM

AT WASHINGTON, D.C
(U) For CTD/CXS/EOPS, Room 4648, read and clear.
Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINGTON, D.C.
(U) For ITOS I/CONUS I/TEAM 1, for information.
Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON, D.C.
(U) For ETIU, for information
Set Lead 4: (Info)
GENERAL COUNSEL
AT WASHINGTON, D.C.

(U) For information.

SEc)(ET NSL VIO-10641
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Precedence: IMMEDIATE Date: 03/25/2004
To: General Counsel Attn: UC
CT
Counterterrorism Attn: SSA
o, ITQS T7UTONUS T 7 TELN. 3
b2 uc
e ETIT
b6
70 Attn:

From: Counterterrorism
Electronic Surveillance Operations Unit, Rm 4363
Contact: SSA | |202) 324 ]

Approved By: Bowman Marion E

Drafted By: | t mca
Case ID #: (8) Pending)
(S
3 iU:l el cor-Aay-CulisUs3 75
bl ~
‘b7?i:le: (S)
(n) EOPS

- NSL

Synopsis:"jﬁﬁi Approves the issuance of an ECPA Natioconal
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery tc the electronic
communications service provider.l

(- ved : _
g P e mer oo
Qva bl

b2
Enclosure(s): (U} Enclosed for thel |Fie1d Office is an b7
original and a copy of alNational Secnrity [Tetter dared hé
03/25/2004, addressed to | h7C
[ | requesting names, addresses, length of ' ﬁb
service, billing records, and electronic communication bR
transactional records for the account holder assigned the IP ba
addresses at the date and times specified below. Hh7D
Case ID o]
8 b7A
6ok -HQ-CIL150337/5 32637

SECﬁ%T NSL VIO-10643
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Details: (S//NF J
1
bz
b7E

b7A

e This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the encloged
NSL seeks subscriber/billing records/electronic communication
transactional records on the following IP Address:

(5

b4
b7D
bl
bTA

(U) "o 1071772003, CUIlE DITECTOr designateda trie FBI official,
signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the| |[Field Office. The institution
should neither send the records through the mail, nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

bz
(U) The | |[Field Office should remind the b5
institution that it is prohibited from disclosing that the FBI jole
has made this request. 70

(U) Any questions regarding the above can be directed to
FRIHO. uc| | (202) 324 |or ssa
[ Should the institution be unable to
Tully comply with this request due to lack of specificity or

SEGRET NSL VIO-10644
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should the institution require more detailed information to

locate such records, thel Field Office should

immediately contact UC [or SSA for

additional information.

LEAD(s) : b
b7C

Set Lead 1: (Action) ho
b7E

AT e

(U} Hand deliver enclosed NSL as indicated above. Upon
receipt of requested records, notify SSA |
[:::::f%:] tc coordinate immediate delivery of records to FBIHQ,
Counterterrorism Division, CTD/CXS/EOPS, Room 4363,
Set Lead 2: (Action)
GENERAL COUNSEL
e AT WASHINGTON, DC
NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 1/Team 3
(U) Read and Clear.
Set Lead 4: (Info)
COUNTERTERRORISM

AT ETIU

(U} Read and Clear.
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-~-~- Working Copy ---- ‘ Page 1
Precedence: IMMEDIATE Date: 03/25/2004
To: General Counsel Attn: UC
CTLUL
Counterterrorism Attn: SSA |
ITOS I/CONUS 1/TEAM 15
uc|
ETIU
| Attn: SSA| |
b2
bh7E Counterterrorism
- Electronic Surveillance Operations Unit, Rm 4363
b6 I—L
o Contact: SSA 202-324
. ( [ ]

Approved By: Bowman Marion E

Drafted By: | oc
Case ID #: (8) Pending)
bl (8)
M- rn7p - >@ BOF - OQU-CI303375
Title: (S)
(A) EOPS
NSL
M-
Synopsig: - Approves the issuance of an ECPA National

Security Létter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.l

D ived . G-3
m :&ﬂi De zs' gn: X1
i%%éf,

kol
Enclosure(s): {(U) Enclosed for the Field Office is an '?2
original and a copy of a _National Security Lettexr, dated o7E
03/23/2004, addressed tol | 6
[ _ | 70
| |requesting names, addresses, length of 7
service, billing records, electronic communication transactional A TR
records, and length of time the IP was leased to the account b4
holder(s), for the account holder(g) assigned the IP address at 27D

_______ - | g

Case II ol

(5 DA
GGF-HU-CI3U3375 3264

SECRRT NSL VIO-ig
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Egh;he date and times specified below.
ilg- fa//NE Aar) bl
;| — bd
I B7D
0
| Accordingly, a National Security Letter (NSL) was B70
(3) served on| | to obtain subscriber information, method of s
‘payment, and electronic transactional records. Results from a 04“
‘National Security Letter served to on b7E
. revealed an email address of b7A
registered this Electronic
CTraIISaC L IONa Tl TeCUTTIs provided b nidicare that the user
of the| |site lagt accessed € site from an IP address
“ resolving to] | '
(S//NF.OC
rl
D2
D7E
bt
7D
(T . . '
This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/billing records/electronic communication
transactional records on the following IP Address:
bl
i) b74
{(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.
(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records perscnally
to an employee of the| Field Office. The institution
should neither send the records through the mail, nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.
b2
(U) Thel |Fie1d Office should remind the n7E
institution that it is prohibited from disclosing that the FBI bE
has made this request. 70
B !

n be directed to

(U) An uestions regarding the above ca
FBIHQ, UC| | (202) 324

or SSA

SEGRET NSL VIO-10647

2



SECKET
--~- Working Copy ---- Page

k202) 324{:::::] Should the institution be unable to

LILS I I

fully comply with this request due to lack of specificity or

should the institution regui etailed information to
locate such records, the iField Office should
immediately contact UC| | or SSA| |for
additional information. "
-\Jb
LEAD (8) : BiC
B2
Set Lead 1: (Action) h;E

AT

(U) Hand deliver enclosed NSL as indicated above. Upon
receipt of requested records, notify SSA| | (202)
324 to coordinate immediate delivery of records to FBIHQ,

Counterterrorism Division, CTD/CXS/EOPS, Room 4363,
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
vhwm”]ﬁ{:NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 1/Team 15
(U) Read and Clear.
Set Lead 4: (Info)
COUNTERTERRORISM
AT ETIU

{U) Read and Clear.

SECR&‘ NSL VIO-10648



SEQRET

NF
~~-- Working Copy ---- Page 1
Precedence: IMMEDIATE Date: 03/25/2004
To: General Counsel g Attn: UC
CTLU1
Counterterrorism Attn: SSA£‘TTCUNUS‘TTTJ
ITO eam 1
uc |
ETIU
Attm: SA |
b2 SQUAD 1T4
L7E
hé sm:  Counterterrorism

. Electronic Surveillance Operations Unit, Rm 4363
BiC Contact: SSA (202) 324

Approved By: _Bowman Marion P

Drafted By: | } mca
Case ID #:
(S)
N (8)
e IS BeF-HQ-CI303375
[N
Title: (S)
. EUFSH
o X
Synopsis: Approves the issuance of an ECPA National

Security Létter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the elect
communications service provider.l

“”,ww::ﬁﬁ:: DeriNdd From : G-3
(- DecXadsify On: X1

81 T
| bl
o2
Enclosure(s): (U) Enclosed for the! :Field Office is an HWE
original and a copy of a National Securlty Letter, dated G
03/25/2004, addressed td | -
b7C
o7A
________ I _.__.._.._..b7D -
Case 1D b4
e __ b1
b7A
(51 b2
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|requesting names,

addresses, IP addresses, billing records, and electronic
communication transactional records for the email address
referenced below.

Detailg: (S//NF
k4
7D
ol
B7C
[o}}
b7A
B7E
(s//NF)| |
bl
b7A
b2
bT7E
b6
b7C
— %] THR1S €lEeCLIONic communicatlioll documents tine National )
Security Affairs Senior Counsel'’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/electronic communication transactional
records on the referenced email address:
ish"“- bl
- b7A
(U) On 10/17/2003, the Director designated the FBI
official, signing the attached National Security Letter, to make
the reguired certification.
(U) Arrangements should be made with the institution
receiving the enclos 0 produce the records personally
to an employee of th Field Office. The institution
should neither send the records through the mail, nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution b2
should not contact FBIHQ directly in any manner. n7E

(u) Thel Field Office should remind the institution
that it is prohibited from disclosing that the FBI has made this
request.

(U) Any questions regarding the above can be directed to
SECRET NSL VIO-10650
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‘ (202) 324[::::]or Ssa |
202) 324 Should the institution be to

fully comply with this request due to lack of specificity or

should the institution r e detailed information to
locate such records, the Eiald office should immediately
contact UC[:::::]CH‘SSA for additional

information. bé
w7

LEAD (s) : b%C

Set Lead 1: (Action) b7E

Al

(U) Hand deliver enclosed NSL as indicated above. Upon
receipt of requested records, notify SSA (202)
324 to coordinate immediate delivery of records to FBIHQ,
Counterterrorism Division, CTD/CXS/EOPS, Room 4648.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
M-~ .. ~&7” NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
ITOS I/CONUS I/TEAM 1
(U) Reaa and Clear
Set Lead 4: {(Info)
COUNTERTERRORISM

AT ETIU

(U) Read and Clear

SECRET NS VIO-10651
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Precedence: IMMEDIATE Date: 03/25/2004
To: General Coungel Attn: UC |
CTLU1
Counterterrorism Attn: SSA! I
B2 ITO eam 1
— uc| |
b/‘E, ETIU
b6 Attn: SA |
b7C SQUAD IT4
From: Counterterxorism
Electronic Surveillance Operations Unit, Rm 4363
Contact: SSA (202) 3241
Approved By: Bowman Marion E
Drafted By: | b mca
Case ID #;:
(8) Pending)
15 R
b ﬁ(\,;;: BEF-AY-CI3U33 7S
bTA
Title: (S)
{u - M:jgﬁ: FOPS]
. NSL
e
Synopsié?“' Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.l
(e ived : G-3
(8 ol
L7E
Enclosure(s): (U) Enclosed for the Field Office is an Oéﬁ
original and a copy of a National CSecnrity ITettsr datred b7C
03/11/2004, addressed to I LTA
| | requesting names, hd
________ ___bivn
] - j
l:S:I I oL )=\ 1SV 32 /2 WAL L1 b:/A
...... o

Z
sm><r NSL VIO-IT

RS TS
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addresses, IP addresses, e-mail addresses, billing records, and

electronic communication transactional records for the Universal
Resource Locater (URL) addreases referenced below.

Details: (S//NF)

bl
b6
b7C
b7A
b2
b7E

e USANFT FBI investigations reveal that | | provides
serviceg such as dedicated web sites for] |

| [websites are freely accessed if the Universal Resocurce 7
Tocator (URL) is known. | S

(U . . . . . b
P83~ This electronic communication documents the National 74

Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/electronic communication transactional
records on the referenced Universal Resource Locator (URL):

(81 ] b1

D7A

(U} On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution
receilving the enclosed letter to produce the records personally
to an employee of thel |Field Office. The institution
should neither send the records through the mail, nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U} The Office should remind the institution
that it is prohibited Lrom disclosing that the FBI has made this
request.

(U) Any guestions regarding the above can be directed to
FBIHQ, UC | (202) 324 or SSA 1
| (202) 324! | Should the institution be unable to D
Ully comply with this regquest due to lack of specificity or b7E
should the institution reguire more detailed information to }

D
locate such records, the Field Office should immediately "
contact UC |or SSA | for additional >

SEGRED NSL VIO-10653
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information.
LEAD(s) :

Set Lead 1: (Action)

AT

(U) Hand deliver enclosed NSL as indicated above. Upon
receizt of requested records, notify SSA | | (202)

324 to coordinate immediate delivery of records to FBIHQ,
Cou rrorism Division, CTD/CXS/ECPS, Room 4648.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)
COUNTERTERRCRISM
ITOS I/CONUS I/TEAM 1
(U} Read and Clear
Set Lead 4: (Info)
COUNTERTERRORISM
AT ETIU

(U) Read and Clear

SECHET NSL VIO-10654
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Precedence: IMMEDIATE Date: 03/22/2004
To: General Counsel Attn: UC
CTLUL
Counterterrorism Attn: SSA |
ITOS I/CONUS IV/TEAM 15
uc| I
ETTIII
Attn: |
IA |
b2
D7E Counterterrorism
06 Electronic Surveillance Operations Unit, Rm 4363
-~ Contact: SSA | |
b7C
Approved By: _Bowman Marion E
Drafted By: | : mca
Case ID #: (8) Pending)
(s8)
[ DO =AU =CU1LOVUS373
bl
b7n e:  (8)
(A) EOPT] ]
NSL | )
-

1
ot

Synopsiéf“:}%i: Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if.
necessary, transmits the NSL for delivery to the electronlc
communications service provider.l

(Shmwwm

INSS——. ol
Enclosure(s}: (U) Enclosed for thel |Field Office 1is b2

an original and a copy of_a jonal ri Lette b7E
03/19/2004, addressed to | | 56

| requesting names, addresses, length of

service, billing records, and electronic communication :
transactional records for the account holder assigned the e-mail D7A
addresses specified below. i

66F-HQ-CL303375 32397
SECKET NSL VIO-10655
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(3]
1npr:41q. [/ /NE nh\l I |
L . !
ACCOTar . a Natiolnal security Lectter bl
(NSL) was served on to obtain subsriber information, bd
method of payment, and electryonic transactional records for the b7D
iSj- sites, | 06
.‘ w7
[ | RETUITT ITOWM @ NACIONal SECUrItYy LELUETr SErved TOo -MZT
. a. lindicated that the user(s) of the O7A
- 02
iSj' D7E
(S//NEF Ohﬂ
bl
bTA
b
b7C
L7E
iy - This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the
enclosed NSL seeks
subscriber/billing records/electronic communication
transactional records on the following e-mail addresses:
bl
gy -] bR
(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.
(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the] | Field Office. The institution
should neither send the records through the mail, nor utilize the
name cof the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution D2
should not contact FBIHQ directly in any manner. HiE

(U) The Field Office should remind the
institution that it 1is prohibited from disclosing that the FBI
has made this request.

SEA{(ET NSL VIO-10656
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(U) Any guestionsg regarding the above can be directed to
FBIHQ, uc| (202) 324 Jor S8SA
[ | Should the institution be unable to
fully comply with this request due to lack of specificity or
should the institution reguire more detailed information to
locate such recoxds, thel |Field Office should
immediately contact UC | [or SSA| | for
additional information.

LEAD(s) :

Set Lead 1: (Action)

FIELD OFFICE

AT

(U) Hand deliver enclosed NSL as _indicated above. Upon

b6
b7C
b2

b7E

Page

receipt of requested records, notify SSA
| to coordinate immediate delivery of records to FBIHQ,
ountercerrorism Division, CTD/CXS/EOPS, Room 4363.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

wy“”““:>*SI NSLU is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS IV/Team 15
(U) Read and Clear.
Set Lead 4: (Info)
COUNTERTERRORISM
AT ETIU

(U) Read and Clear.

SECRET NSL VIO-10657
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Precedence: IMMEDIATE Date: 03/22/2004
To: General Counsel Attn: UC
CTLU1
Counterterrorism Attn: SSA
ITOS [/CONUS IV/TEAM 15
uc
. ETLIU
Attn: | |
e}
b7E : Counterterrcrism
hé Electronic Surveillance Operations Unit, Rm 4363
n7C Contact : SSA| |

Approved By: _Bowman Marion E

Drafted By: | | mca

Case ID #: (S) (Pending)
(S}
vb{"AM%"”“”“ﬁSt 6ol "HY-ClI30U3372

(A) EUPS : ]

1 NSL

Synopsis: Y8y Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.1l

() S Derived . G-3

isj*a‘ Dec S1 gn: Xl
bl
b2
Enclosure(s): (U) Enclosed for the| [rield Office is oo
an coriginal and a copy of a National Security Letter, dated DIk
03/19/2004, addressed to | be
| b7C
requesting names, addresses, length of service, billing records, Tn
and electronic communication transactional records for the 'f;'*
account holder assigned the e-mail addresses specified below. D
#Sj b7D
Case iDum bl
b7A

GoF-HQJ-CL303375 323937

sEcRAT NSL VIO-10658
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(8]
peﬂ-aflg- (S//NF O("\l | b1l
| b4
A b7D
Accordingly, a National Security Letter bho
(NSL) was served on to obtain subsriber information, B70
method of payment na olactyonae trangactianal racords fary the b"”"\
Isites]-_EI ‘4f‘
5 Results b2
S mdicated b7E
that the usersl |
(4] fEccounts created those | |
websites.
A S AT T ‘\ﬂl
bl
DA
o
b7C
o
b7E
m= This electronic communication documents the National
Security Affairs Senior Counsel'’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/billing records/electronic communication
transactional records on the following e-mail addresses:
' bl
biA
(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.
(U} Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the| |Field Office. The institution
should neither send the records through the mail, nor utilize the
name of the subject or any identifying information related to the B
subject in any telephone calls to the FBI. The institution ,fﬂﬂ
should not contact FBIHQ directly in any manner. biE

(U) The | [of fice should remind the
institution that it is prohibited from disclosing that the FBI
has made this request.

SECRET

NSL VIO-10659
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(U) An uestions regarding the above can be directed to

FBIHQ, UC] | (202) 324 Jor ssa| |
| | Should the institution be unable to
fully comply with this request due to lack of specificity or

should the institution reguire more detailed information to

locate such records, the| | Field Office should

immediately contact UC or SSA | |for

additional information.I""""|

LEAD (s) : 2

. p7E

Set Lead 1: (Action) -
bé
b7C

FIELD OFFICE

AT | |

(U} Hand deliver enclosed NSL i ' n
receipt of requested records, notify SSaA
| to coordinate immediate delivery of records to FBIHQ,

errorism Division, CTD/CXS/EOPS, Room 4363.

Set Lead 2: (Action)

GENERAL COUNSEL
L AT WASHINGION, DC
o NSLU is requested to record the appropriate
informationl needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS IV/Team 15
(U) Read and Clear.
Set Lead 4: (Info)
COUNTERTERRORISM
AT ETIU

(U} Read and Clear.

SEC?%T NSL VIO-10660
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Precedence: IMMEDIATE Date: 03/19/2004
To: General Counsel Attn: UC |
CTLIH
Counterterrorism Attn: SSA
ITOS I/CONUS IV/TEAM 15
ucC
ETI
SSA |
L2 IS1.OT
b7E Attn:
b?fyn: Counterterrorism
b7C Electronic Surweillance Qperatigns Unit, Rm 4363
Contact: SSA (202) 324
Approved By: Bowman Marion E
Drafted By: igtw
Case ID #: (S
Jrr (s
z e e L obIr-HQ-CL3US3 /5
PIA L (s
.
J

Synopsis{':hii Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications sers]
provider.1 :

U e eri m : -
X B
EQ{;

Enclosure(s): {(U) Enclosed for the| |Field Office is an
original and a copy of a National Security Letter, dated 03/19/2004,
addressed to | |

| [requesting names,
addresses, length of service, b1lling records, and electronic
communication transactional records for the account holder assigned
the Email addresses specified below.

66F-HQ-C1303375 3239594

............ SE(XE:T NSL VIO-10661
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Details: (S//NF,0C} COn 08/29/2003

(s//NF, 0d

an ) T This eleCctronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/electronic communication’
transactional records on the following Email Address:

bi
b7A
(U) On 10/17/2003, the Director designated the FBI official,

signing the attached National Security Letter, to make the required
certification.

()] |

(U) Arrangements should be made with the institution receiving
the enclcsed letter to produce the records personally to an employee
of the] |Field Office. The institution should neither
send the records through the mail, nor utilize the name of the
subject or any identifying information related to the subject in any
telephone calls to the FBI. The institution should not contact
FBIHQ directly in any manner.

(U) Thel |Field office should remind the
institution that it is prohibited from disclosing that the FBI has
made this request.

(U) Any questions regarding the above can be directed to FBIHQ,
uc| [(202) 324  Jor ssA| |
(202) 324 Should the institution be unable to fully comply
with this request due to lack of specificity or should the
institution require more detailed information to locate such
records, the| |Field Office should immediately contact
uc | |or SSA| | for additional information.

SECXET NSL VIO-10662
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Set Lead 1: (Action)

FIELD OFFICE

AT

(U) Hand deliver enclosed NSL as indicated above. Upon
receipt of requested records, notify ssa| l(202) 324-
to coordinate immediate delivery of records to FBIHQ,
Counterterrorism Division, CTD/CXS/EOPS, Room 4363.

Set Lead 2: (Action)
GENERAL COUNSEL
- AT WASHINGTON, DC

NSLU is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLs.

Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS IV/TEAM 15
(U} Read and Clear
Set Lead 4: (Info)

COUNTERTERRORISM

(U) Read and Clear.

SEC?@T NSL VIO-10663
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Precedence: IMMEDIATE Date: 03/19/2004
To: General Counsel Attn: UC| |
CTLWQ
Counterterrorism Attn: S8SA |
ITOS 1/CONUS 1/TEAM 3
uc
ETIW
SSA
e ISLOU
e Attn:
b7E
b6
b7C om: Counterterrorism

Electronic Surveillance Operations Unit, Rm 4363
Contact: SSA | | (202) 324

Approved By: _Bowman Marion E

Drafted By: I cgtw
.Case ID #: Pending)
Title: (S)

Synopsis: Approves the 1ssuance ol an ECPA National Security
Letter (NSLY; ‘provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service

provider.1

() e e N DeTt om : G-3
: X1

assi

(3K

Enclosure(s): (U) Enclosed for thqg [Field Office is an
original and a copy of a National Security Letter, dated 03/19/2004,
addressed to | |

| | requesting names, addresses, length of service, billing
records, and electronic communication transactional records for the
account holder assigned the IP addresses at the date and times

66F-HQ-C1303375
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specified below,

Details: (S//NF,0C)

bl
bo

b7C

- (8//NF,00)]

b7D
b7A
b2

(s//NF,oci

b7k

[ 1

iy

(51

R This electronic communication documents the National
Secufity Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/electronic communication
transactional records on the following Email Address:

bl

b7A

U7 On lU/lI/AUUj,Ithe Director designated the FBI official,
signing the attached National Security Letter, tc make the required
certification.

(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records perscnally to an employee
of the Office. The institution should neither send
the records through the mail, nor utilize the name of the subject or
any identifying information related to the subject in any telephone
calls to the FBI. The institution should nct contact FBIHQ directly
in any manner.

(U) The| | |Office should remind the institution
that it is prohibited from disclosing that the FBI has made this
request.

ions regarding the above can_ be directed to FRTHQ,
uc| (202) 324 Jor SsA
(202) 3241 | Should the institution be unable To fully comply
with this request due to lack of specificity or should the
institution require more detailed information to locate such
T rds, the] Field Office should immediately contact UC
[fff::]or SSA| |for additional information.

SEC}%T NSL VIO-10665
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LEAD (s) :
Set Lead 1: (Action)

b2
b7E
be
biC
(U} Hand deliver enclcsed NSL as _indicated above. Upon
receift of requested records, notify SSA| |(202)

324 to coordinate immediate delivery of records to FBIHQ,
Counterterrorism Division, CTD/CXS/ECPS, Room 4363.

AT

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(e
SLU is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)
COUNTERTERRORISM

AT ITOS I/CONUS 1/Team 3

SEQET o1 vio-10666
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(U) Read and Clear.
Set Lead 4: (Info)

COUNTERTERRORISM

AT

(U) Read and Clear.

SEC%{ NSL VIO-10667
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1
Precedence: ROUTINE Date: 03/18/2004
To: Counterterrorism Attn: Electronic Surveillance
Operations Unit, Rm 4363
o SSA
Z SSA
b7E ITQS T/CONUS T/TER
b6 uc
b7C ETLU
General Counsel Attn: UC
CTLUL
From:
Contact: SA
Approved By:
Drafted By: : kms
Case ID #: (S) (Pending)
(s) (Pending)
b1 - 8y BBF-HAQ-CI303375
N
BTA qe, (S)
iUhuhmw“”}E<i o] | 1
NSL |
I Synopsis: To provide results of the ECRANatignal Securify i
Letter (NSL), dated 03/11/2004, addressed to 4
provide k7D
LTEEﬁTEE'BT‘TEé‘R@ﬁﬁEEE‘TBT‘Eﬁgk ol hé
dated 03/312/2004. addresses to b7D
|and clear lead 5.1. '
NINIES mw-:25<:: Dérdiyved E : G-3
Dec On: X1
0 1]
iy Enclosure (s).: - For Electronic Surveillance Operations Unit, p;
one 1A containihg one original CD-Rom providing information from 352
and h7E
(]“ .1h6
Details: I[85 TheE:;;:::;;lOffice delivered the ECPA ;h7h
National Security [etter L), dated 03/11/2004, addressed to ’”75
m

12

Case iD“;

cel-HO-C13033795

32289

181

y MCL VIO _ 10000
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| | bo
on March 9, 2004, and the Request for Emeraencyv Acceas b7C

to Information dated 03/12/2004, addressecs tol | 2
|OI'1 b7wl;p
03/15/2004 tol | o
[EeTephone_number bf”
lbassed the information to| | b7D

telephone number | | who collected the information

requested.
[

0 Thel |received information from[::::::] on March

18, 2004, on the following Universal Resource Locator (URL)

addresses in response to the NSL requesting names, addresses, if
addresses, e-mail addresses, billing records, and electronic
communication transactional records for the Universal Resource T
Locator (URL) addresses referenced below:

(31

JN, Y

I

& o

Uy

R ~==7 1 advised Lhey were unable to provide
| r____JEEZ:£lﬁ of the above URL addresses to
other logs becausel b4
| will gather] | -
. - . b7D
[ [information for the remalling addresses | |

oncel | receives the additional information the| | b2

will forwardl information. b7E
.
The[:::]also received information from on
March 17, 2004, in response to the Federal Bureau of Ho
Investigation (FBI) request that | fmmediately provide ’b:ﬁ
copies of all electronic_records and other evidence relating to ; i”
the use of the following sites: ble)
b7C
iSh | Eb4
b7D
(W - TTS OIS TAE TS TIIE a0 COVETE. bl
AN o b7A
LEAD(s) : &~
b7E

Set Lead 1: (Info)
COUNTERTERRCRISM
AT WASHINGTON, D.C

(U) For CTD/CXS/EOPS, Room 4648, read and clear.
SEQRET NSL VIO-10669
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Set Lead 2: (Info)
COUNTERTERRORISM

AT WASHINGTON, D.C.

(U) For ITOS I/CONUS - I/TEAM 1, for information.

Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON, D.C.
(U) For ETIU, for informatiogw—
Set Lead 4: (Info)
GENERAL COUNSEL
AT WASHINGTON, DC

(U} Foxr information.

SEXET NSL VIO-10670
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Precedence: IMMEDIATE Date: 03/17/2004
To: General Counsel Attn: UC
CTLU
Counterterrorism Attn: SSA
ITOS I/CONUS IV/TEAM 15
uc
ETLU
Attn: | L
IA
From: Counterterrorism
Electronic Suxveillance Operations Unit. Rm 4363
Contact+ SSA
Approved By:
Bowman Marion k
Drafted By: :gtw
Case ID #: (S
(S
o BeF-HQ-CI303375
b1 ]
TA (S)
() — EOPS]
(- NSL
Synopsié?”:}gi Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1
L >< ived : G-3
w g ger o
HE
B
Enclosure(s): (U) Enclosed for the [Field Office is an
original and conv of a Natdinmnal Secnritsy Tetter AdAated 0‘1/17/2004,
addressed to
| requesting names, addresses, length of service,
billing records, and electronic communication transactional records
for the account holder assigned the e-mail addresses specified
below.
(8)
Case ID |. bl
b7
66 F-HQ-CLs033/5 32190

SE?&T NSL VIQ

b2
b7E
b6
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Dot ai1co . ('%/ AN B aYal
Accordingly,
a National Security Letter (NSL) was served] L
(3],
el
. 4
| Resnlts from the Natrional 7D
Securityv letter served ol I PE
b7C
p2
b7E
(S//NF,0C o7A
W ). This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/electronic communication
transactional records on the following e-mail addresses:
el bl
’ b7H
(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.
(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the reccords personally to an employee
of the| |[Field Office. The institution should neither
send the records through the mail, nor utilize the name of the
subject or any identifying information related to the subject in any
telephone calls to the FBI. The institution should not contact 02
FBIHQ directly in any manner. E;ﬁ
YT E

(U) Thel Field Office should remind the
institution that 1t 1s prohibited from disclosing that the FBI has

SECRST NS vIO-10672
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made this request.

(1) _Apy guestions regarding the above can be directed to FBIHQ,
ucC| (202) 324- r SSA| |
(202) 323 Should the institdtion be unable to fully comply

with this request due to lack of specificity or should the

institution reaguire more detailed information to locate such

re the lField office should immediately contact l36v

uc or SSA for additional information. bi7C
b2

LEAD (s) : b7E

Set Lead 1: (Action)

FIELD OFFICE

AT

(U) Hand deliver enclosed NSL ag indicated above
i f requested records, notify SSAI |
| to coordinate immediate delivery of records to FBIHQ,
Counterterrorism Division, CTD/CXS/ECPS, Room 4363.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

e
‘":IﬁiiNSLU is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS IV/Team 15
(U) Read and Clear.
Set Lead 4: {Info)
COUNTERTERRORISM
AT ETIU

(U) Read and Clear.

seckaT NSL VIO-10673
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Precedence: IMMEDIATE Date: 03/17/2004
To: General Counsel Attn: UC

CTLUL

Counterterrorism Attn: SSA ]

ITQS T/CONUS IV/TEAM 15

uc

ET1TT

Attn:

From: Counterterrorism
Electronic Surveillance Operations Unit, Rm 4363

Contact: SSA b2

Approved By:| | ﬁbTE
Bowman Marion R :bb
b7C
Drafted By: I Lgtw
Case ID #: (S) Pending)
{S)
i jﬁ&; EBF - HU - CI3U33 75
TitPl  (g)
b7A , .
(A) EOPS]
11 NSL

SynopsiS&“«jﬂ(% Approves the issuance of an ECPA National Security
Letter (NSIL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service

provider.1l

-
(&) %
peg) bl

bo
SN
Enclosure(s): (U) Enclosed for the Field Office is an P’“
original and a conv of & National EruTatY Terter,. dated 03/17/2004, b2
addressed to ) bh7E
| requesting names, n7A
addresses, length of service, billling records, and electronic h
communication transacticnal records for the account holder assigned -~
the Email addresses specified below. LD

Case 1D

351951 bTA




S SEQRET
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ra_Naf tonal Security Tettey (NSD) was servedl |
: to obtain subscriber information,
‘method of pavment., apnd electronic transactional records for the

| Results from the National Security
Letter served to] . indicated] |

(s//NF,0C)

Uy R \ N \ \
This electronic communication documents the National

Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/electronic communication
transactiocnal records on the following Email Address:

| bl
(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.
(U) Arrangements should be made with the institution receiving 1o
the enclosed letter to produce the records personally to an employee o
of theI IField Office. The institution should neither pbIE

send the records through the mail, nor utilize the name of the
subject or any identifying information related to the subject in any

SECHET NSL VIO-10675
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telephone calls to the FBI. The institution should not contact
FBIHQ directly in any manner.

(U) The Field Office should remind the
institution that 1t 1s prohibited from disclosing that the FBI has
made this request. "
(U) Any quegtions regarding the above can be directed to FBIHQ, b7E
uc | (202) 324 ___ Jor ssa | biC
[ | Should the institution be unable to fully comply bé

with this request due to lack of specificity or should the
ingtitution reaunire more detailed information to locate such

records, thel |Field Office should immediately contact
UCI Ior SSA| | for additional information.
LEAD (s) :

Set Lead 1: (Action)

FIELD OFFICE

S

AT B2
P7E

(U) Hand deliver enclosed NSL as indicated above. Upon NE

of requested records, notify SSA| f;

(@]

| to coordinate immediate delivery of records to FBIHQ,
Counterterrorism Division, CTD/CXS/EOPS, Room 4363.

Set Lead 2: (Action)
GENERAIL COUNSEL
AT WASHINGTON, DC
m-

.H.M:Eg{:NSLU is requested to record the appropriate information
needed to fulfill the Congressional reporting regquirements for NSLs.

Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS IV/TEAM 15

(U) Read and Clear
SECW&T NSL VIO-10676
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Set Lead 4: (Info)
COUNTERTERRORISM
AT ETIU

(U} Read and Clear.

SECRXT NSL VIO-10677
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Precedence: IMMEDIATE Date: 03/17/2004
To: General Counsel Attn: UC

CTLWO

Counterterroxrism Attn: SSA|

ITOS I/CONUS I/Team 2

ud| |

ETIU

Attn: SSA | |
From: Counterterrorism n7?
Electronic Surveillance Operationsg Unit, Rm 4363 BIE
Contact: SSA| |
o] R
Approved By: [ | 0iC
Bowman Marion E
Drafted By: |: gtw
Case ID #: (8) Pending)
(8)

1 R Gjﬁi B " HU-CI303I3 7D h1
Title: (8) b7A

(D) Eopsj 1
o NSL

Synopsis: u)ﬁj Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1l

i mm.ww.m:jsiii Dexived E : G-3

| Decl on: X1
fSJa_~ ec n b1
P b2
b7E

Enclosure(s): (U)Enclosed for the[;:::::]field office is an original Lo
etfter

and a copy of_a National Security dated 03/12/2004 BiC

addressed to | b7A
| | requesting names, addresses, length of service, bd

billing records, and electronic communication transactional records 7D

for the account holder assigned the Email addresses specified below.

Details: bé//NF,OC)

,,,~" B6F-HO-CLl303375
(5] ’
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a National Security Letter (NSL) was served toi I

iSﬁregis;ered owner of| |to obtain subscriber information,
method of-payment, and electronic transactional records for the

|site}. Results from the

I
|5

National Securjits TSTTer Sovyve =Y | indicated that the

created the| |web81te.

(S//NF,OCl

—(f% [Aas purchasedq| [arid_has since been
(gy transfe ring | |emaIl accounts to [:;;;::::;;Fmail

- accounts. Therefore, 1t 1s requested that we obtain e information

) -

. This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/electronic communication
transactional records on the following Email Address:

bl
b7

A

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally to an employee
of the[_ |Field Office. The institution should neither send the
records through the mail, nor utilize the name of the subject or any
identifying information related to the subject in any telephone
calls to the FBI. The institution should not contact FBIHQ directly
in any manner.

(U) The IField Office should remind the institution that
it is prohibite rom disclosing that the FBI has made this request.

(U) Any questions regarding the above can be directed to FBIHQ,
SEGRET NSL VIO-10679
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UCI |(202) 3241 or SSAI
| Should the institUtion be unable to fully comply

with this request due to lack of specificity or should the
institution require more detailed information to locate such
records, thd | Field Office should immediately contact UC
or SsAl |for additional information.

LEAD (s) :

Set Lead 1: (Action)

|:IF—IELD OFFICE

AT

(U) Hand deliver enclosed NSL as indicated above. Upon
receipt of requested records, notify SSA | |
to coordinate immediate delivery of records to FBIHQ,
Counterterrorism Division, CTD/CXS/EOPS, Room 4363.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTCN, DC

1)
NSLU is requested to record the appropriate information
needed to “fulfill the Congressional reporting requirements for NSLs.

Set Lead 3: {(Info)
COUNTERTERRORISM
AT ITOS I/CONUS I/TEAM 2
(U) Read and Clear
Set Lead 4: (Info)
COUNTERTERRORISM
AT ETIU

(U) Read and Clear.

SE‘}’\ET NSL VIO-10680
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Precedence: IMMEDIATE Date: 03/17/2004
To: General Counsel Attn: UC
CTLHA
Counterterrorism "Attn: SSA
ITOS I/CONUS 1/TEAM 1
uc
ETIO
b2
IT1 e
bo
From: Counterterrorism bicC

Electronic Surveillance Operations Unit, Rm 4363
Contact: SSA

Approved By: _Bowman Marion E

Drafted By: | kcam

Case ID #: (S) Pending)
(S)
W I8Y TBBEF-HQ-CI303375
bl (g
biA
(A) EOPSI |
(- s

Synopsis: & Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1l

g W 3 EEERT W

b2
Enclosure(s): (U} Enclosed for the Field Office is an D7E
original and a copy of a National Security letter, dated 03/17/2004, bé
addressed to | | b7C
I D7A
| requesting any electronic communication 57D

18y S

Case ID |}. bl

66F-HQ-C1303375 32193
SECKRT NSL VIO-1068%




SEQX<E:T
NF

---- Working Copy ---- Page 2

transactional records, not to include e-mail content, for the
computer assigned the IP address at the date and times specified
below.

Details: (s //NF)
bl
b2
b7E
b6
p7C
- This electronic communication documents the National b7A

Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/electronic communication
transactional records on the following IP Address:

iS}u,

bl
b7A

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U} Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally to an

emplovee of the
| Office. The institution should neither send the
TEecords ryough the mail, nor utilize the name of the subject or any

identifying information related to the subject in any telephone calls
to the FBI. The institution should not contact FBIHQ directly in any
manner,

{(U) The Field Office should remind the institution
that it is prohibited trom disclosing that the FBI has made this
request.

~D

(U) Any guestions regarding the above cap ;;:“

uc | |(202) 324{ or SSa b7E
| | Should the institution be unable to fully comply with this 0o
-
f

o’
!

request due to lack of specificity or should the 1nst1;u;;gn_1=qu1re
more detailed information to locate g ords, the Field
Cffice should immediately contact UC| ior SsA | |
for additional information.

LEAD (s) :
SECR#«T NSL VIO-10682
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Set Lead 1: (Action)

FIELD OFFICE

AT

(U) Hand deliver enclosed NSL as indicated above. Upon

ipt of requested records, notify SSA
| to coordinate immediate delivery of records to FBIHQ,

Counterterrorism Division, CTD/CXS/EOPS, Room 4363.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
o " X€) NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 1/Team 1
{(U) Read and Clear.
Set Lead 4: (Info)
COUNTERTERRORISM
AT ETIU

(U) Read and Clear.
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~~~- Working Copy ---- Page 1

Precedence: PRIORITY Date: 03/17/2004
To: General Counsel Attn: UC

CTLUA

Counterterrorism Attn: SSA
ITOS 1/CONUS 1V/Th 15
Attn: SA
b2

From: Counterterrorism b7E

Electronic Surveillance Operations Unit, Rm 4343 b6
Contact: Ssi l(202) 324[::::] b%p

(Y

Approved By: _Bowman Marion B

Drafted By: | Lgtw
Case ID #: (8) Pending)
(- ... (S)
% T I - CISUSS 7S b_l_
Title: (S) LA
(n) EOPS| | pe
NSL I b7C

..

Synopsié?m:¥§§: Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service

provider.1l

saiuj Derive rom : G-3
(g DeclasgAfy On: X1
Beed ol
b2
Enclosure(s): (U) Enclosed for the | Field Office is an b7E
original and a copy of a National Security Letter, dated 03/17/2004, e
addressed to] | le
| joNa®:
W T
, requesting names, addresses, length of service, ‘O:fl

billing records, and electronic communication transactional records
for the account holder assigned the IP addresses at the date and D7D
times specified below.

32329 bTA

66F-HQ-C1303375




SEXRET
NF

---- Working Copy ---- Page 2

Details: (S//NF) ol

b2
b7E
[13)
b7C

BTA

b2
b7E

. ) . . . .
] This electronic communication documents the National

Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/electronic communication
transactional records on the following Email Address:

S| o1

b7A

(U} On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving
the en o produce the records personally to an employee
of thei IField Office. The institution should neither
send the records through the mail, nor utilize the name of the

subject or any identifying information related to the subject in any
telephone calls to the FBI. The institution should not contact

FBIHQ directly in any manner. b2
b7E
(U) Thel Field Office should remind the 06

institution that it 1s prohibited from disclosing that the FBI has Y
made this request.

(U) Any guestions regarding the above ca i ,
uc| | (202) 324 Jor ssA
(202) 3244 | Should the institution be unable to fully comply
with this request due to lack of specificity or should the

SEC?‘(T NSL VIO-10685




SES%?T

---- Working Copy ---- Page

institution require more detailed information to locate such
records, the | | Field Office should immediately contact
UC[:::::] or SSE]| | for additional information.
LEAD (s) :

02
Set Lead 1: (Action) o7E

0o

b7C

AT

(U) Hand deliver enclosed NSL as indicated above. Upon
receipt of requested records, notify SSA (202}
324{:?::]to coordinate immediate delivery of records to FBIHQ,
Counterterrorism Division, CTD/CXS/EOPS, Room 4343.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

-

~$8I7 NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS IV/Team 15

(U) Read and Clear

sEfeT NSL VIO-10686
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Precedence: IMMEDIATE Date: 03/16/2004

To: General Counsel Attn: UQ
CTLA

Counterterrorism Attn: SSA |
ITOS I/CONUS 1/TEAM 3
uc| |
ETIU
Attn: | |

From: Counterterrorism
Electronic Surveillance Operations Unit, Rm 4343
Contact: SSA | | -

Approved By: Bowman Marion E

Drafted By: | |: gtw
Case ID #: (9) Pending)
(S)
(U e (;S{ B - NW-CISUS3 TS
Title: (s E%@

e I > EOPS “
{1 vt R

.

Synopsis}'”:D?fiiApproves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.l

(U)"~~%w-ume:9&(: Deri rom : G-3
Declagfi On: X1-25
04

Enclosure(s): (U) Enclosed for the| |[Field Office is an
original and a copy of a National Securitv Tetter dated
03/10/2004, addressed to |
| | requesting names, addresses, length of
service, billing records, and electronic communication
transactional recoxds for the account holder assigned the IP
addresses at the date and times specified below.

18

66F-HQ-CL303375 320086
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Details: (S//NF

5
@

opNoNNe:

~1 -~ O

NElES

(31

:}Si*@his electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/billing records/electronic communication
transactional records on the following TP Address-

bl

b7A

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution
receiving the enclosed lettexr to produce the records personally
to an employee of the| [Field office. The institution
should neither send the records through the mail, nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) Thel |Field Office should remind the institution
that it is prohibited from disclosing that the FBI has made this
reguest.

(U) An vestions regarding the above can be diyrected to
FBIHO, UC (202) 324 Jor ssa |
ould the institution be unable to

Tully comply with this request due to lack of specificity or
should the institution reguire more detailed information to
locate such records, the Field Office shoul
immediately contact UC| | or SSA for
additional information.

LEAD{s) : :
SEET NSL VIO-10688
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--~- Working Copy ----

Set Lead 1: (Action)

AT

(U) Hand deliver enclosed NSL as indicated above.

receipt of requested records, notify SSA|

to coordinate immediate delivery of records to FBIHQ,
Counterterrorism Division, CTD/CXS/EOPS, Room 4343.

Set Lead2: (Action)
GENERAL COUNSEL
tUluwx_ AT WASHINGTON, DC
h NSLU is requested to record the appropriate
information heeded to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 1/Team 3
(U) "Read and Clear
Set Lead 4: (Info)
COUNTERTERRORISM

AT ETIU

(U) Read and Clear.

SEAET NSL VIO-10689
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Precedence: IMMEDIATE Date: 03/16/2004
To: General Counsel Attn: UCl |

CTLUL

Counterterrorism Attn: SS8A |

ITQS _T/CONUS 1/TEAM 3

uc

ET1U

Attn:

From: Counterterrorism

el
Electronic Surweillance Oneratrions IInit Bm 43872 D/;C’
Contact: SSA &

Approved By: Bowman Marion R

Drafted By: | cam
Case ID #: (8) pending)
(S)
[ "5y TBEF-HQ-CIZ03375
' bl
Title: S .
itle (8) hTA
NSL
(-

Synopsisf“:}Si Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1

() = ww:jﬁk:: Derived\grom : G-3 .
Declass/ On: X1 o
f5?~m». oY
RS b7E
]3]
bIC
Enclosure{s): (U) Enclosed for the Office is an S
original and i onal T 2004, p,w
addressed to bd

requesting names, addresses, length of service, billing b7D
records, and electronic communication transactional records for the
account holder assigned the IP addresses at the date and times
specified below.

isa . BoF -HJ-CI303375 32036
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Detailg: (S//NF)

-~ P8Y Thig electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/electronic communication
transactional records on the following IP Address:

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally to an employee
of the | | Field Office. The institution should neither send
the records through the mail, nor utilize the name of the subject or
any identifying information related to the subject in any telephone
calls to the FBI. The institution should not contact FBIHQ directly
in any manner.

(U) The | |Field Office should remind the institution
that it is prohibited from disclosing that the FBI has made this
request.

(U} Any gquestiong regarding the above can be directed to FRIH
uc| (202) 3241; or SSA
e

unable to fully comply with this

I | sShould the institution
request due to lack of specificity or should the institution require

more detailed information to locate such records, the | ]
Field Office should immediately contact UC[__ Jor SSA| |

[:::::::]for additional information.

LEAD(s) :

Set Lead 1: {Action)

~
PN

b7E
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AT

(U) Hand deliver enclosed N ind
rfceipt of requested records, notify SsSA

to cocrdinate immediate delivery of records to FBIHQ,
Counterterrorism Division, CTD/CXS/EOPS, Room 4363.

Set Lead 2: (Action)
GENERAL COUNSEL
wwu,_mw AT WASHINGTON, DC
B NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 1/Team 3
(U) Read and Clear.
Set Lead 4: (Info)
COUNTERTERRORISM
AT ETIU

{U) Read and Clear.
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---- Working Copy ---- bPage
Precedence: IMMEDIATE Date: 03/15/2004
To: General Counsel Attn: UC
CTL
Counterterrorism Attn: SSA
ITOS I/CONUS 1/TEAM 4
uc
ET1L
Cyber Attn: UC | |
C31U

Attn: SSA| |

From: Counterterrorism ; ;E
Electronic Surveillance Operations Unit, Rm 4363 M
Contact: SSA |(202) 3241 o] ¢

Approved By: Bowman Marion E

Drafted By: rcam
Case ID #: (S) Pending);bl
(S) b7
T e e TR SR TTIUS T IS US IS
Title: (9)
(RA) EOPS
- NSL

Synopsisé“:?§i Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1l

- ived 1 G-3
tsﬁ_vtuj :}qu i:BEZiﬁggfgifg;Zj X1-25

Enclosure(s): (U) Enclosed for thel |[Field Office is an
original and f a Nation Securi Lett da 3 4,
addressed to

| irequesting names, addresses, length of service,
billing records, electronic communication transactional records, and
length of time the IP was leased to the account holder(s), for the

(8] EEEETTITIITS STEE— 5

SECBET \o| \10-106 5%

bl
oy

b7E

bicC
}:_‘) 7 A
b4

7D



SECﬂ%T
---- Working Copy ---- Page 2

account holder(s) assigned the IP address at the date and times

§-

isfpg?ified below. Hl
e o
Details: (3¢/NF, 0C O
b4
D7D
b6
b7C
:l i PN EAN - ) :Q7A
bl
b7A
b6
biC
‘Ujhwmw”m”:}§i:This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/electronic communication
transactional records on the following IP Address:
bl
|: o :I bR
(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.
(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally to an employee
of thel |Fie1d Office. The institution should neither send
the records through the mail, nor utilize the name of the subject or
any identifying information related to the subject in any telephone
calls to the FBI. The institution should not contact FBIHQ directly
in any manner.
() The Field Office should remind the institution -
that it is prohibited from disclosing that the FBI has made this bfw
reguest. L7E

(U} Anv gquestions regarding the above ca i h7C
uc| |(202) 324{;|or SSA
| | Should the institution be unable to fully comply wi is

request due to lack of specificity or should the institution require

more detailed information to locate such records, thel

Field Office should immediately contact UC |or SSA
for additional information. '

LEAD(s) :

SEGT NSL VIO-10694
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Set Lead 1: (Action)

AT
(U) Hand deliver enclosed NSL indi . Upon
recelipt of requested records, notify SSA (202) 324-

[;:::!to coordinate immediate delivery of records to FBLAQ,
ounterterrorism Division, CTD/CXS/EOPS, Room 4363.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U

. €] NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)

COUNTERTERRORISM

AT ITOS I/CONUS 1/Team 4
(U) Read and Clear.
Set Lead 4: (Info)

COQUNTERTERRORISM

AT ETIU

(U) Read and Clear.

Set Lead 5: (Info)
CYBER DIVISION
AT C3IU

(U) Read and Clear.

SEX‘{ET NSL VIO-10695
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---- Working Copy ---- Page 1
Precedence: IMMEDIATE Date: 03/15/2004
To: Counterterrorism Attn: CTD/CXS/EQOPS/Room 63
SSA
b2
From: I__I rJ b7E
Contact: IA o
L7C
Approved Byl |
Drafted By:| |
Case ID #: (8) (Pending)
i (S) (Pending)
o 66F-HQ-C1303375 Pending)
Title: (8) 3
X bl
EUPS - b7A
(o NSL r
Synopsiéf‘n ECPA NSL hand delivered and information provided
by Google.
iUh_mwmm_uiEK( Seri rom _
- De y Onz

Caveat: - $»&[ This document contains information derived from an
electronic surveillance or physical search conducted under the
Foreign Intelligence Surveillance Act (FISA). Per 50 U.S.C.
Section 1806 (b) and 18025(c), such information shall not be used
in any criminal or administrative proceeding, including grand
jury proceedings and warrant affidavits, without the prior
approval of the Attorney General of the United States.

Ly

£00% : b7E
(X{ DA
o Enclosure (s).:- &) Enclosed for Counterterrorism is the bl
information provided by b4
b7D
Reference: (S)
(S)
()~ - oo N Cl30a3/D

Details:{:Rﬁii On March 3, 2004, an ECPA Natiocnal Security Letter

was hand delivered to
and |

-
5
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b4
I(Ul .. I b 7 D
T8¢ On March 15, 2004, provided the >b§
registration information pertaining to the referenced Universal b7C
Resource Locators(URL). The information was secure faxed to

for handling.

(S)

bl
b74
b6

bicC

BT SECTRT NSL VIO-10698
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(S)

bl
bo
b7C

b7A

:’"‘“%l NSL VIO-10699
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---- Working Copy ---- Page

account.
hﬁn"““~~:j§t: Lead covered at
Accomplishment Information: ‘

b2
Number: 1 LR
Type: NSL SERVED TO | | be
ITU: NATIONAL SECURITY LETTER i
Claimed By: bi7C

SSN:
Name:L
Squad:

LEAD(s) :
Set Lead 1: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) Read and clear.

SEC&T NSL VIO-10700
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Precedence: IMMEDIATE Date: 03/11/2004
To: General Counsel Attn: UC |
CTLUT
Counterterrorism Attn: UC| |
ITO
SSA
ITOS eam 1
SShA
ITOS I7CONUS TI7Team 5
I0S
108 |
Attn: SA| |
SQUAD I[IT4
Attn:
b2z
From: Counterterrorism n7E
Electronic Surveillance Operations Upnit. Rm 4363 e
Contact: SSA o
b7C
Approved By:l
Bowman Marion E
Drafted By: [ fgtw
Case ID #: (8) (Pending) 1

m - X8 THEr-ng-Cl3U3375

bL7A

Title: (S)

o

Synopsié?”“i%ﬁi Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if necessary,
transmits the NSL for delivery to the electronic

communications service provider.l

U e Derivad fArom : G-3
iSj‘ :iﬁf: DeclagdNfy On: X1-25 o1l
- b2
( .
>v b7E
bo
Enclosure(s): {(U) Enclosed for the |Field office is an b7C
original and a copy of a National Secuyity Tetrer dated h7A
02/11/2004 . addressed to | S
| |requesting names, addresses, length of PE
|:s:lservu:e, pilling records, and electronic communication jol AN
Case ID- .
GoF-HQ-CI303375 31720 .
- b7A
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---- Working Copy ---- Page 2
transactional records for the account holder assigned to the joY
E [WAN
Details: (S//NF
AL
bl
b7A
b2
b7E
{uy e This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/billing records/electronic communication
transactional records on the following email address:

igj s

tju b—/’
gt

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records persocnally
to an employee of the| |Field Office. The institution
should neither send the records through the mail, nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The| |Field office should remind the
institution that 1t is prohibited from disclosing that the FBI
has made this request. 1o

b7E

(U) An uestions regarding the above can be di L
FBIHQ, UC| |(202) 324 Jor ssa pe

| Should the institution be unable to Db7C

Tully comply with this request due to lack of specificity or
should the institution reguire more detailed information to
locate such records, thel Field Office should
immediately contact UC or SSA |for
additional information :_,

LEAD (s) :

Set Lead 1: (Action)

OFFICE

sEgeT NSL VIO-10702
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/ ---- Working Copy ----
AT WASHINGTON, DC

(U) Hand deliver enclosed NSL
recaint of regquested records, notify SSA

to coordinate immediate delivery of records to

FBINQ, Counterterrorism Division, CTD/CXS/EOPS, Room 4363.
Set Lead 2: (Action)
GENERAL COUNSEL
M AT WASHINGTON, DC
----- - ‘E;}QZ;NSLU is requested to record the appropriate
informatién meeded to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: {Info)
COUNTERTERRORISM
AT ITOS I/CONUS I
(U) Read and Clear.
Set Lead 4: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS II/TEAM 1

(U) Read and Clear

Set Lead 5: (Info)
COUNTERTERRORISM
AT ITCS I/CONUS II/TEAM 5

{U) Read and Clear

Set Lead 6: (Info)

AT

 SECPET NSL VIO-10703

Upon

Page
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Read and Clear
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Precedence: IMMEDIATE Date: 03/11/2004
To: General Counsel Attn: UCI I

CTLUL

Counterterrorism Attn: SSA

ITQS T/CONUS IV/TEAM 15

uc

ETIU

Attn: .
f/’)

From: Counterterrorism b7E

Electronic Surveillance COperations Unift . Rm 43623 e
Contact: SSA o
B7C

Approved By: _Bowman Marion E

Drafted By: | Lgtw
Case ID #: (8) Pending)
myww_mhmuﬁgg 66F-HQ-CL303375 ol
Title: (8) bTA

(A} EOPS
i NSL ]

Synopsisf”:hii Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications sexrvice
provider.1

i W:jﬁi: Derswed . G-3

De S1 n: X1-25
(g
‘ b1
bz
Enclosure(s): (U) Enclosed for thel |Field Office is an b7E

original and ' 2004, b6
addressed to

| |]requesting names, ovC
addresses, length of service, billing records, and electronic b4
communication transactional records for the account holder assigned b7D
the Email addresses specified below. b7A
“Details: &/ /NF,0C)
e [ dii ety A
Case 1ID b1 oA
b7A
66F-HQ-C1303375 31721
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L 1| oe

b7C

Accordinaly, a National Security Letter (NSL) was served on b4

to obtain subscriber information, method of payment, and hID

Lap

eleclronic transactional records for thel | sites L7
PR
! i

(o //NF_od [

bl

o7A

06
1
[

o

- b7E

iR

“::}S(:This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/electronic communication
transactional records on the following Email Address:

181]

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally to an employee
of the Field Office. The institution should neither
send the records through the mail, nor utilize the name of the
subject or any identifying information related to the subject in any
telephone calls to the FBI. The institution should not contact
FBIHQ directly in any manner.

1 N

b

(oK)

(U) The Field Office should remind the
institution that 1t 1s prohibited from disclosing that the FBI has
SEc;QzT NSL VIO-10706
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---- Working Copy ---- Page
made this request.
(1) Anv mestionas regarding the above carn ' Q,
uc| | (202) 324]__ Jor ssa
| | Should the institution be unable to fully comply
wlth this request due to lack of specificity or should the o)
institution fggui:g_mgxg_dftailed information to locate such k;ﬁ
records, the Field Office should immediately contact 3}“
UC| |or SsA | |for additional information. Lo
h7C

LEAD (s) :

Set Lead 1: -(Action)

FIELD OFFICE

ATr_-
(U) Hand deliver enclosed NSL eﬁ_indisaLed_abeg*__ﬂnQn_____1

ipt of requested records, notify SSA
| to coordinate immediate delivery of records to FBIHQ,
ounterterrorism Division, CTD/CXS/EOPS, Room 4363.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
o NSLU is requested tc record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS IV/TEAM 15
(U) Read and Clear
Set Lead 4: (Info)
COUNTERTERRORISM

AT ETIU

{(U) Read and Clear.

SE%[*ET NSL VIO-10707
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Precedence: IMMEDIATE Date: 03/11/2004
To: General Counsel Attn: UC I
CTL
Counterterrorism Attn: SSA I
ITOS I/CONUS III/TEAM S
uc | |
ETIU
Attn: SSA| |
SSA1 |
, 2
From: Counterterrorism T
Electronic Surveillance Onerations Unit . BRm 4363 b7E
Contact: SSA bt
piC

Approved By: Bowman Marion E

Drafted By: | bgtw
Case ID #: (S) Pending)
(8)
(o m@mnjﬁi BBF-HQJ-CI3U3375
Title: (8) bl
bR
(A) EQCPS
- NSL

Synop91s ;}é? Approves the issuance of an ECPA National Security
Letter (NS provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service

provider.1l

|: E :I : - k\l
B SR b7k
013
Enclosure(s): (U) Enclosed for the Field Office is an L7C
original and_a copy of a National Security Lettexr, dated 03/11/2004, b7A
addreaged ol ] na
| 7D

| | requesting names, addresses, length of service, billing records,
and electronic communication transactional records for the account
holder assigned the Email addresses specified below.

66F-HQ-C1303375
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) O T, B IR ANAN & m] r\ﬂ\l I bl
D7A
b4
B0

Accordingly, a National Security Letter (NSL) was served on b;

h to obtain subscriber information, method of payment, and b6
|:s electronic transactional records for the |sj_te, h7C

1 Results from a National Security b2

TLetter gserved tol | BTE

(S//NF,0OC

bl
bTA
be
b7C
bz
b7E

.- -~ - B This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/electronic communication
transactional records on the following Email Address:

bl

': 5 :' 1 b7A

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving
the enclased letter to produce the records personally to an employee
of the Field Office. The institution should neither send
the records through the mail, nor utilize the name of the subject or

any identifying information related to the subject in any telephone b%
calls to the FBI. The institution should not contact FBIHQ directly b7E
in any manner. joYa)
7
(U) Thel Field Office should remind the institution p7C
that it is prohibited Irom disclosing that the FBI has made this
request.
(U) _Anv guestions regarding ove can be directed to FBIHQ,
uc| | (202) 324 or SSA|

| | ShouId the instituticon be unable to fully comply
with this request due to lack of specificity or should the

institution e detailed information to locate such
s, the Field Office should immediately contact UC
or S8 |for additional information.

SEW(ET NSL VIO-10709




SEMET
---- Working Copy ---- Page

LEAD(S) :

Set Lead 1: (Action)

FIELD OFFICE

AT

(U) Hand deliver enclosed NSL as indicated above Unon

receipt of requested records, notify SSA

to coordinate immediate delivery of records to FBTHQ,
ounterterrorism Division, CTD/CXS/EOPS, Room 4363, —

Set Lead 2: {Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U
NSLU is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLs.

Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS III/TEAM 9
(U) Read and Clear
Set Lead 4: (Info)
COUNTERTERRORISM
AT ETIU

(U) Read and Clear.

SEOKET NSL VIO-10710

3

bTE
b6
Nl

AL



ssﬁﬂgT
F
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Precedence: IMMEDIATE Date: 03/11/2004
To: General Counsel Attn: UC
CTLTI
Counterterrorism Attn: SSA
ITO m 1
uc
ETIU
Attn: SA |
SQUAD 1ITé
From: Counterterrorism b2
Electronic Surxveillance Operations Unit., Rm 4363 I ;‘
Contact: SSA b7E
be
Approved By: _Bowman Marion E b7C
Drafted By: cam
Case ID #: (S)
NSL
(Pending)
o (8)
BGF-HJ-CI3U3375
Title: (S
() 18! ' e
Y U o TN
\ NSL I }Dl.l;
5
SynopsiSE";ES(: Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1l
iUhv»~m:)§Q: bers T G-3
(8 Ssify . X1
Enclogure(sg): (U) Enclosed for the| lField Qffice is an
original and a copy of a National Security lLetter, dated 03/11/2004,
ishaddressed toI |
Case 1D
bl
tgj.““m B6F-HQJ-CLI03375 31723 o
o b7E

o

o
<~ =3 Oy 1 s <3 DO
o

e
=

o)
=]

oocouU
@
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requesting names, addresses, IP addresses, e-mail
addresses, billing records, and electronic communication
transactional records for the Universal Resource Locator (URL)
addresses referenced below.

Details: (S//NF”

W~

oTA
b6
7C
b2
b7E

(8- &€/ /NF)  FBI investigations reveal thatr____________________j

bl

h7D

b2
LTE

(LU

) This electronic communication docuwments the National
Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL

seeks subscriber/electronic communication transactional records on
the referenced Universal Regource Locator (URL):

15|

bl
bL7A

(U7 U IU7 I 772003, tne vireccor aestgrated the FBI official,
signing the attached National Security Letter, to make the required
certification. .

(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally to an employee
of the Field Office. The institution should neither send the
records through the mail, nor utilize the name of the subject or any
identifying information related to the subject in any telephone calls
to the FBI. The institution should not contact FBIHQ directly in any b2
manner. b7E

(U) Th4 Field Cffice should remind the institution
that it is prohibited from disclosing that the FBI has made this

reguest.

SECKET NSL VIQ-10712
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(W) Apnv guestions regarding the above can.be directed tao FRIHO
uc | | (202) 324<¢|@r SSA
| Should the institution be unable to fully comply with this
TEques i quire

e to lack of specificity or should the inséi&u&zan_:ﬁ
more detailed information to locate such records, th

Field

Office should immediately contact UC[_____ Jor SSA|

for

additional information.
LEAD (s) :

Set Lead 1: (Action)

AT

(U) Hand deliver enclosed NSL indicate bov
receipt of requested records, notify SSA

to coordinate immediate delivery of records To FBIHQ,
Counterterrorism Division, CTD/CXS/EOPS, Room 4648,

Set Lead 2: (Action)
GENERAL COUNSﬁL
oy AT WASHINGTON, DC
| NSLU is requested to record the appropriate

informat i6n meeded to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
ITOS I/CONUS I/TEAM 1
(U) Read and Clear.
Set Lead 4: (Info)
COUNTERTERRORISM
AT ETIU

(U) Read and Clear.

SE}KP\ET NSL VIO-10713
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Precedence: IMMEDIATE Date: 03/11/2004
To: General Counsel Attn: UC
CTLUp
Counterterrorism Attn: SSA
ITOS I/CONUS IV/TEAM 15
uc | |
ETIU
attn: | |
IA 7
From: Counterterrorism b?E
Electronic Surveillance Operations Unit, Rm 4363 b6
Contact: SSA T h7C
Approved By: Bowman Marion E )
Drafted By: cam
Case ID #: (S) Pending)
- (S)
\Oé) SO - CISUS37D
Title: (S
| lo}
(A] EGPS1 I Ll
b7A
{m- NSL
Synopsis:':IE(:AApproves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1l
3 :>*§z~wm3 Deriv From : G-3
o Decl ify On: X1-25
T bl
)'%7 b2
. o7E
Enclosure (s) : (U) Enclosed for the] |Field office is an 06
original and c of a National urity Tetter, dated 03/11/2004 niC
addressed to Ha
requesting names, addresses, length of service, billling records, N

and electronic communication transactional records for the account
. . . \ PRy I Y
holder assigned the e-mail addresses specified below. DA

Details: M-ANF, oc)

66F-HQ-C1303375
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2
bl
| b4
b7D
rAgggxd;ngly1 a National Security Letter (NSL) was served on jols)
to obtain subsriber information —method of payment, and pIC
t ﬁelectronic trancactional records for th iteg, J :b%}&
| I_I | |
(S//NF,0OC
bl
b7A
b6
biC
b2
— b7E
(_) K L1111 O L= S el WP S B W i N N THNTIUL I L oAU LU0 A LN LN W g § § L i ) W) [ A INAA L LU L
Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/electronic communication
transactional records on the following e-mail addresses:
bl
ighv_ ,,,,,,, ] oA

(Uy On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally to an employee
of thel |Field Office. The institution should neither
send the records Tough the mail, nor utilize the name of the
subject or any identifying information related to the subject in any
telephone calls to the FBI. The institution should not contact FBIHQ
directly in any manner.

(U)  The| [Field Office should remind the bz
institution that it 1s prohibited from disclosing that the FBI has L7k
made this request. ’ hé

b7C

(U) Any questions regarding the above ca

uq | (202) 324|;|or SSA
| ! Should the institution be unable to fully comply with this
request due to lack of specificity or should the institution require

SECRET NSL VIO-10715



ffice should immediately contact UC[::::::]or SSA |
for additional information.

, S?bﬁgg
-~-- Working Copy ----

Page

more detailed information to locate such records, thel

LEAD (s) :

Set Lead 1: (Action)

FIELD OFFICE

AT

(U} Hand deliver enclosed NSL gs indicated ahave

IInaon

b2
b7E
bo
b7cC

receipt—of requested records, notify SSA

to coordinate immediate delivery of records to FBIHQ,

Counterterrorism Division, CTD/CXS/EOPS, Room 4363.
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTION, DC

(1} I
NSLU is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS IV/Team 15
(U} Read and Clear.
Set Lead 4: (Info)
COUNTERTERRORISM
AT ETIU

(U) Read and Clear.

SEOQ\ET NSL VIO-10716
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Precedence: ROUTINE ) Date: 03/11/2004
To: Counterterrorism Attn: Electronic Surveillance
perations Unjt., Rm 4363
SSA
SSA
ITOS 1/CONUS I/TEAM 1
uc | |
ETILL
General Counsel Attn: UC |
CTLUL
b2
From: bIE
Contact: 8A be
b7C
Approved By:
Drafted By: kms
Case ID #: (8) Pending)
(8) Pending)
b1 cob-HO-C1303375
St N -
b ilp.\.
LiLa<S: (S)
(3) nuro-l
NSL T
- S
Synopsis:":ﬁﬁi To provide results of the ECPA National Security oL
Letter (NSL), dated 03/02/2004, addressed to| |
| and clear
lead 3.1.
1) RS .
“:>H§£ Derived m : G-3
Declassjfy\On: X1
7~ 5]
bl
Il EncIosure (8): - For Electronic surveillance Operations Unit, fo )t
one 1A containin original CD-Rom providing informafion from BnIE
[ | and | | oo original S
and one original ! | fJ:A
(iR . D G
Details: - 187 The[:::::::::bffice[::::] delivered the ECPA n7D
National Secnrity Ietter (NSIY  dated 03/02/2004 . addressed tao 56
7D
______ (5 .
Case ID i
b7z
GEF-HO-C1303375 32093 B2

e

4
AT NSL VIO-10717




Kv | SE%&ET

--~-- Working Copy ----

on March 9, 2004. Said NSL was given to

| telephone number| and tol
[telephone number| who_would be collecting
the information requested 1n the NSL. Both| | and|

signe Classified Information N sure Agreement, Standard
Form (copies of the and are
enclose

m'“”'”““"“ZE(:The[:::]received informaticn fronl[::::::]on Ma

10, 2004, on the following Universal Resource Locator (URL)
addresses:

8]

LEAD(s) :
Set Lead 1: (Info)
COUNTERTERRORISM
AT WASHINGTON, D.C
(U) For CTD/CXS/ECPS, Room 4648, read and clear.
Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINGTON, D.C.
(U} For ITOS I/CONUS I/TEAM 1, for information.
Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON, D.C.
(U) For ETIU, for information
Set Lead 4: (Info)

GENERAL COUNSEL

SEQEET NSL VIO-10718
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AT WASHINGTON, DC

{(U) For informat
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Precedence: PRICRITY Date: 03/10/2004
To: General Counsel Attn: UC
CTLT
Counterterrorism Attn: SGA |
ITO
SSA
ITO
uc |
ETTIT
Attn: SSAa
_____ 55a ‘
bZ
b7E
From: Counterterrorism hé
Electronic Surveillance Operations Unit, Rm 4343 :5”0
Contact: SSA |(202) 324- DI
Approved By: Bowman Marion E
Drafted By: L gtw
Case ID #: (S) Pending)
(s)
|:U:| ........... w OOL TN/ WL OoOVIOO T 0
Title (S) bl
; . b7A
(a) EUPS
NSL

m-- ..

Synopsis: 18 Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1l

(e ived E i G-3
R - i

bl
N | b2
n7E
DA
Enclosure(s): (U) Enclosed for th Field Office is an Ny
original and a copy of a National Security Lettex, dated 03/10/2004, o4
addressed to] | B7D
[ requesting names, addresses, length of bo
bo) B0
Case ID - b1
FGF-HQ-CI303375 317272 b7A

SECRET NSL VIO-1072¢
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gervice, billing records, and electronic communication transactional
records for the account holder assigned the IP addresses at the date
and times specified below.

Details: (S//NF)

4

lopNe
<1

3

w 38" This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/electronic communication
transactional records on the following IP Address:

igﬁ.wuww_ bl

b7A

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally to an employee
of the Field Office. The institution should neither send the
records through the mail, nor utilize the name of the subject or any
identifying information related to the subject in any telephone
calls to the FBI. The institution should not contact FBIHQ directly
in any manner.

(u) TheE;;;::;JField 0Office should remind the institution
that it is prohibited from disclosing that the FBI has made this

request.

An estions regarding the above can be directed to FBIHOQ, n7E
uc (202) 324 |or ssal | b6
(2 ould the institution be unable to fully comply ;ﬁ
with this request due to lack of specificity or should the b7C
institution regquire more detailed information to locate such
records, the! Field Office should immediately contact UC

or SS |for additional information.

LEAD (s

Set Lead 1: (Action)

AT

(U) Hand deliver enclosed NSL Ts_indicated_abaxe. Upon
receipt of requested records, notify SSA (202)
324[:%::]to coordinate immediate delivery of records to FBIHQ,
SECKET NSL VIO-10721
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Counterterrorism Division, CTD/CXS/EOPS, Room 4343.
Set Lead 2: (Action)
GENERAL COUNSEL
. AT WASHINGTON, DC
: T NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: _{(Info)
COUNTERTERRORISM
AT ITOS I1I/CONUS 1/Team 3
(U) Read and Clear
Set Lead 4: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS II/Team 6

(U) Read and Clear

Set Lead 5: (Info)
COUNTERTERRORISM
AT ETIU

{U) Read and Clear.

SECKQT NSL VIO-10722
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Precedence: PRIORITY Date: 03/10/2004
To: General Counsel Attn: UC
CTL
Counterterrorism Attn: SSA
ITQS T/CONUS 1/TEAM 3
ucC
BT ITT
Attn:| |
b2
From: Counterterrorism b7E
Electronic Syrveillance Onerations Unit, Rm 4343 06
Contact: 887 (202) 324 -
] BC
Approved By: Bowman Marxion E
Drafted By: | Lgtw
Case ID #: (S (Pending)
3 R (s
Title: () oL
b7A
(A) EOP3A

L. NSL

Synopsis:”“jkﬁi Approves the issuance of an ECPA Naticnal Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1

w0 Serived Frov T G-3
o PO P os ol

e

X o7E

b6
i ) , L7C
Enclosure{s): (U) Enclosed for the| |Field Office is an "7 A
original and_a copy of a National Security Letter, dated 03/10/2004, béﬁ‘

addressed tol 2
requesting names, addresses, length of service, billing bD/D
records, and electronic communication transactional records for the
account holder assigned the IP addresses at the date and times

specified below.

Case ID -

A4

...... I'IEE

ol bTA
i J 66k -HQ-C1303375 31751
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Details: (S//NF)

DT7A

LU ”)Si This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing records/electronic communication
transactional records on the following IP Address:

()

bh7A

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached Natioconal Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving
the en r to produce the records personally to an employee
of the Field Office. The institution should neither send
the records through the mail, nor utilize the name of the subject or
any ildentifying information related to the subject in any telephone
calls to the FBI. The institution should not contact FBIHQ directly
in any manner.

]

() Thel |Field Office should remind the institution
that it is prohibited from disclosing that the FBI has made this
regquest.

r

oo 00
3y N
@

(D Aov ouegtdiong regarding ove can_be directed to FRIHQ,
uc (202} 324 lor SSA
(2C77_321[:::::}_SKBETH the institution be unable to fully comply
with this request due to lack of specificity or should the
institution ' detailed information to locate such
records, thei Field Office should immediately contact UC
SECRHET NSL VIO-10724
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or SSA for additional information.
LEAD (s) :
bo
Set Lead 1: (Action) . H70
b2
h7E

AT

(U) Hand deliver enclosed NSL Fa_indigaLgd_ahgxg1 Upon
receipt of requested records, notify SSA {(202)
324{ Jto coordinate immediate delivery of records to FBIHQ,
Counterterrorism Division, CTD/CXS/EOPS, Room 4343,

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

{m-.
‘;>T§1:NSLU is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 1/Team 3
(U) Read and Clear
Set Lead 4: (Info)
COUNTERTERRORISM
AT ETIU

(U) Read and Clear.
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