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Precedence: IMMEDIATELY 

To: General Counsel 

Date: 09/30/2003 

Attn: 
Acting Unit Chief, CTLU/l 

Attn: SSA 
Counterterrorism Attn: S SA 

CTEf Room 4363 

C. S S A 

From: Counterterrorism 
Deputy Assistant Director 
Contact : 

Approved By : Harrington Thomas J 

Drafted By: 

(S) C a s e I D # : ( S ) 
(U) 

bl 
b7A 

b b t ' - H Ü - L ' l J U i J V b 
(Pending) 

Title: (S) 
UU: FÜ1HU 

bl 
b7A 

Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, 
transmits the NSL for delivery to the electronic communications 
service provider. 

Enclosure (s) : (U) Enclosed foi] ]is an original and a copy 
of a letter dated 09/30/2003. addressed tol I 

requesting the names, 
addresses, iengtns or service, and electronic communication 
transactional records for the IP addresses at the date and time 
specified. 

Details : :S/OR/NF) 

(S) 
Case ID 

bbh-HU-C13U33 lb 
SE^E: 

23bbU 
NSL VIO-10327 

b2 
.b7E 
b6 
.b7C 

b2 
b7E 
b6 
b7C 
.b7D 
b4 

bl 
b6 
b7C 
b7A 
b2 
b7E 

bl 
b7A 



(S) 
judkl" yyuKKT 
NF/OR 

Working Copy 

^SÎ This electronic communication documents the Deputy 
Assistant Director's approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
electronic communication transactional records on four IP 
addresses. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 

Page bl 
fc>6 

b7C 
b7A 
h 2 
b7E 

to an employee of th< 
neither send the records through the mail 
the subject in any telephone calls to the 

office. The institution should 
liti ize the name of 

office. The 
institution should not contact FBIHQ directly m any manner. 

(U) You should remind the electronic communications 
service provider that it is prohibited from disclosing that the 
FBI has made this request. 

(U) On 11/09/2001, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Any questions regarding the above can be directed 
to the Office of the General Counsel, Attention: 
telephone number (202) 324| 

LEAD ( s) : 

Set Lead 1 : 

b2 
b7E 

b6 
b7C b2 

AT 

(U) Deliver the attached letteii_as__Liidlcated above. 
Upon receipt of information from the carrier 
to submit results to SSA CTD 

Set Lead 2 : 
GENERAL COUNSEL 

is requested 
Room 4 3 63. 

h 2 
b7E b6 
b7C 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : 

COUNTERTERRORISM 
ÏÇ^RET 

NSL VIO-10328 
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NF/OR 

— Working Copy Page 

AT 
b2 

(U) Read and Clear. 

SECRET v NSL VIO-10329 
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Precedence: PRIORITY 

To: General Counsel 
Date: 09/30/2003 

Attn: 
Acting Chief, CTLU I 

Attn: SA 
Counterterrorism Attn: CTD 

A/UC SSA 
P n n m d^fiì 

Attn: CTD /CXS/ESOU/Room 4648 
SSA 

From: Counterterrorism 
Deputy Assistant Director, Room 5999 
Contact : 

Approved By: Harrington Thomas J 

Drafted By: 

Case ID #: (S) 

Title: (S) 

6 6 F-HQ-C1303375 bl 
b 7 A 

Synopsis: j)̂ ) Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the telephone 
company or electronic communications service provider. 

(U) 

Reference - X 

bl 
b7A b2 
b7E 

Enclosures: (U) Enclosed for 
addressed to 

is an NSL dated 09/30/2003, 

requesting the names, addresses, length of service, and 
electronic communication transactional records for the e-mail 
address holder(s) listed. 
Details: (S) 

<S) CaseID 

SECkgT NSL VIO-10330 

b2 
b7E b6 
b7C 

b2 
b7E b6 
b7C 
b7D b4 
bl 
b7A b2 
b7E 

"bl ~ 
b7A 



(S) 
Working Copy- Page 

^h^3 electronic communication documents the Deputy 
Assistant Director's approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
electronic communication transactional records on one (1) IP 
address. 

(U) On 11/09/2001, the Director designated the 
official signing the enclosed letter as authorized to make the 
required certification. 

(U) You should remind the electronic communications 
service provider that it is prohibited from disclosing that the 
FBI has made this request. 

(U) Arrangements should be made with the electronic 
communication service provider receiving the enclosed letter to 
produce the records personally to an employee of the 

Division. The electronic communication service provider 
should neither send the records through the mail nor utilize the 
name of the subject in any telephone calls to the FBI. The 
electronic communications service provider should not contact 
FBIHQ directly in any manner. 

(U) Any questions regarding the above can be directed 
' lOffice of the General Counsel, to FBIHQ, Attention _ 

phone number (202) 324 
LEAD (s) 

bl 
b2 
.b7E 
b6 
b7C 
b7A 

b2 
b7E 

b6 
b7C 
b2 

Set Lead 1 : 

AT 

(U) Deliver the attached letter as indicated above. 
Upon receipt of requested information is requested to 
submit results immediately to FBIHQ,CTD/CXS/ESOU,Room 4 648, 
Attention: SSAI ' 

b2 
b7E 
b6 
b7C 

Set Lead 2 
GENERAL COUNSEL 

AT WASHINGTON, DC 

NSL VIO-10331 



SESTET 
Working Copy 

(U) NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) For information. Read and clear. 

secrKT 
' \ NSL VI010332 
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NF/OR 

Working Copy Page 1 

Precedence: IMMEDIATELY 
To: General Counsel 

Counterterrorism 

Date: 09/30/2003 
Attn: 

Acting Unit Chief, CTLU/l 
Attn: SSA 
Attn: SSA 

CTD/ESOU, Room 4363 
S SA 
CTD 

From: Counterterrorism 
Deputy Assistant Director 
Contact : 

b2 
b7E b6 
b7C 

Approved By: Harrington Thomas J 

Drafted By: 

Title (S 

: 

(S) (Pending) bl 
b7A 

(S) 

Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider. 

Enclosure(s) : (U) Enclosed for 
copy of a letter dated 09/29/2003, addressed tol 

is an original and a 
requesting the 

names, addresses, lengcns oi service, and electronic communication 
transactional rprnrHs for fhp Piriflil addre.qs listpri 

(S) Details: jS/OR/NF)! 

Case ID 
NSL VI010333 

b2 
b7E b6 b7C 
b7D 

bl 
b2 
b7E b6 
b7C 
b7A bl 

b7A 



SECRET 
NF/OR 

Working Copy Page 

This electronic communication documents the Deputy 
General Counsel's approval and certification of the enclosed NSL. 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on one email address. 

bl 
b2 
b7E 
b6 
b7C 
b7A 

For 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally to an 
employee of the field office. The institution should 
neither send the records through the mail nor utilize the name of the 

b2 
b7E 

subject in any telephone calls to the field office. The 
institution should not contact FBIHQ directly in any manner. 

(U) You should remind the electronic communications service 
provider that it is prohibited from disclosing that the FBI has made 
this request. 

(U) On 11/09/2001, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Any questions regarding the above can be directed to the 
Office of the General Counsel, Attention: [j 
number (202) 324 -| 

telephone b7C 
b2 

LEAD(S): 
Set Lead 1 : 

AT 
(U) Deliver the attached letter as indicate^ above. Upon 

is requested receipt of information from the carrier, 
to submit results to SSA 
ESOU, Room 4363. 
Set Lead 2: 

GENERAL COUNSEL 

b2 
b7E 
b6 
b7C 

Counterterrorism Division, 

AT WASHINGTON, DC 
(U) CTLU/l is requested to record the appropriate 

information needed to fulfill the Congressional reporting requirements 
for NSLs . 

SECRET 
^ NSL VIO-10334 



SE^ggT 
NF/OR 
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Set Lead 3: 
COUNTERTERRORISM 

AT CON1 
(U) Read and Clear. 

SECRET 
X \ NSL VI010335 
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Precedence: PRIORITY 

To: General Counsel 
Date: 08/29/2003 

Attn: 
Acting Unit Chief. CTLU-1 

Attn: SSA 
Counterterrorism Attn: SSAf 

CTD/CXS^ 
Room 4 64 8 

From: Counterterrorism 
Deputy Acjg-i qt-anh nirppt-nr Pnnm c. P. 9 Q 
Contact : 

Approved By: Pistole John S 

Drafted By: 
Case ID #: (S) 

( S 

Title: (S) 
1 è 611 - HQ - C13U3J7b 

(Pending) 

h 2 
blE b6 
b 7 C 

bl 
b7A 

(S) 

S y n o p s i s : A p p r o v e s the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

Reference: 
Enclosures: (U) Enclosed for 
of a letter dated 08/29/2003, addressee 

bl 
b7A b2 
b7E 

is an original and a copy 
toi 

requesting tne name, address, and lengtn or service, änci 
electronic communication transactional records for the IP address 
holders listed. 
NPT-.AILFL: (S/FTSA/OR/NF) 

b2 
b7E b6 
b7C 
b7D b4 
bl b2 
b7E 
b7A 

(S) CaseID 
bbi-HQ-LUUJjyS -Z7JTTT 

bl 
b7A 

NSL VIO-10336 



SECRET 
OR 

'i<->li Working Copy Page 

bl 
b2 
b7E 
b7A 

( U ) This electronic communication documents the Deputy 
Assistant Director's approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
electronic communication transactional records on two IP 
addresses. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of your office. The institution should neither 
send the records through the mail nor utilize the name of the 
subject in any telephone calls to your office. The institution 
should not contact FBIHQ directly in any manner. 

(U) You should remind the electronic communications 
service provider that it is prohibited from disclosing that the 
FBI has made this request. 

(U) On 11/09/2001, the Director designated the 
official signing the enclosed letter as authorized to make the 
required certification. b6 

(U) Any questions regarding the above can be directed 
to the Office of the General Counsel. Attention: 
telephone number (202) 324-

(U) LEAD 
Set Lead 1 : 

b7C 
b2 

AT 

(U) Deliver the attached letter as indicated above. 
Set Lead 2: 
GENERAL COUNSEL 

SBt^ET 
NSL VI010337 

b2 
b7E 



SECRI 
OR 

Working Copy - — -
AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: 
COUNTERTERRORISM 

AT C0N2 
(U) Read and Clear. 

SECKT 
/ \ NSL VI010338 
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Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 04/13/2003 
Attn: 

Attn: 

Investigative Technology Attn: 

ITOS I/CONUS 3/Team 10 
Attn: SSA 

ITD/DES/DITU 
From: Counterterrorism 

Electronic Surveillance Operations Unit, Rm 4363 
Contact : SSAI 

Approved By : Bowman Marion E 

b2 
b7E 
b6 
b7C 

Drafted By: 
( S ) Case ID ü: 

bl 
b7A 

(U) Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.il' 

Enclosure(s) : (U) Enclosed for the 
original and a copy of a National Security l.etT.er 
04/13/2004, addressed to 

field office is an 
dated 

bl 
b2 
b7E 

IS) 
vfiri.ncar.inn r.nar. T 
communications 

lisa carrier or electronic 
requesting 

b2 
.b7E 
b6 
b7C 
b7D 

(S) Case ID bbi* -HU-C13U33 /b 343b 

bl 
b l b7A 
b7A 

NSL VIO-10339 



(S) 
ŒT 

y N F 
Working Copy Page 

(U) 

Provide vprifiral-.inn that, f 
electronic communications 

) This NSL will request the following: 
Ii s a narri er of 

/ Provide anv and ail records regarding 
Hm^icHK r.o rhe anove to include! ' 

(Si (S> This electronic communication documents the National 
'Security Affairs Senior Counsel's approval and certification of 
the enclosed N S L . F o r mandatory reporting purposes, the enclosed 
NSL seeks verification that 
communications 

is a carrier of electronic 

bl 
b2 
hi E 
b7A 

bl b2 
b7E 
b7D b4 
b7A 

bl b2 
b7E 
b7D b4 
bl b2 
b7E 
b7D 

bl b2 
b7E 
b7D b4 

NSL VIO-10340 



(S) 
which offers electronic mail 
addresses of the Form... 

SESTET 
NF 

• Working Copy 
[e-mail) services for e-mail 

Page 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the 
should neither send t 

1 field office. The institution 
ie records through the mail, nor utilize the 

name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The |field office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

(U) Any questions regarding the above_can be directed to 
FBIHQ, UCf 

]202) 324-
(202) 324 or S SA 

Should the institution be unable to 
fully comply with t m s request due to lack of specificity or 
should the institution require more detailed information to 
locate such records, the 
immediately contact UC 
information. 

or S SA 
field office should 

for additional 

bl 
b2 
b7E 

b2 
b7E 

b6 
b7C 
b2 
b7E 

**FOOTNOTES** 

b2 
b7E 

LEAD(s): 
Set Lead 1 : (Action) 

AT 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, immediately submit results to SSA 
SSAl ~| FBIHQ, Counterterrorism Division, 

b2 
b7E 
b6 
b7C 

CTD/CXS Room 4 64 8 
Set Lead 2 : (Action) 

SÉCkEl 
NSL VIO-10341 



s 
NF 

Working Copy - Page 4 
GENERAL COUNSEL 

AT WASHINGTON, DC 
IU> NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) 
COUNTERTERRORISM 

AT ITOS I/CONUS 3/Team 10 
(U) Read and Clear 

Set Lead 3: (Info) 
INVESTIGATIVE TECHNOLOGY 

AT ITD/DES/DITU 
(U) Read and Clear 

NSL VIO-10342 



secWT 
- Working iCopy - Page 1 

Precedence: ROUTINE 
To: General Counsel 

Date: 10/08/2003 
Attn: 

Acting Unit Chief, CTLU/II 
Attn: SSAf ] 

[ 
Attn: 

Counterterrorism S SA 
Room 4363 

A/.UC 
ESOU 

From: Counterterrorism 
Deputy Assistant Director 
Contact : 

Approved By: Harrington Thomas J 

Drafted By: 
(S)CaseID#:(S 
(U) 6 6 F-HQ-C1303375 

(Pending) 
(Pending) 

bl 
b2 
b7E 
b7A 

Title: (S) 
00: FBIHQ 

Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, 
transmits the NSL for delivery to the electronic communications 
service provider. 

is an original and_ Enclosure(s): (U) Enclosed for 
a copy of a letter dated 10/08/2003, addressed to 

I 
1 

] 
requesting the names, addresses, lengths of service, 

and electronic communication transactional records for the e-mail 

b2 
b7E 
b6 
b7C 

b2 
b7E b6 
b7C 
b7D 

Case ID 
(S) èèt'-HQ-(J13 033 7b 24131 

NSL VIO-10343 

"bl b2 
b7E 
b7A 



(S) SESTCST 
Working Copy Page 

address holders listed. 

bl 
h 2 
b7E 
b6 
b7C 
b7D 
b4 
b7A 

(U1 ^rSi This electronic communication documents the Deputy 
Assistant Director's approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
electronic communication transactional records on two email 
addresses 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of your office. The institution should neither 
send the records through the mail nor utilize the name of the 
subject in any telephone calls to your office. The institution 
should not contact FBIHQ directly in any manner. 

(U) You should remind the electronic communications 
service provider that it is prohibited from disclosing that the 
FBI has made this request. 

(U) On 11/09/2001, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Any questions regarding the above can be directed 
to the Office of the General Counsel, Attention: 
telephone number (202) 324-
LEAD(s): 
Set Lead 1 : 

AT 

Upon receipt 
requested to 

(U) Deliver the attached letter 
of information from the carrier, 
submit results to FBTJTO. Counterterrorism, 

•indicated above 
Jis 

Attention: SSA 
UIQ, 
I Rc Room 4 64 8 

b6 
b7C 
h 2 

b2 
b7E 
b6 
b7C 

NSL VIO-10344 



SB^ET 
Working Copy Page 

Set Lead 2 : 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : 

COUNTERTERRORISM 
AT WASHINGTON, DC-— 
(U) Read and Clear. 

SECRET 
NSL VIO-10345 



lET 
NF/OR 

Working Copy- Page 

Precedence: PRIORITY 
To: General Counsel 

Date: 10/01/2003 
Attn: 

Acting Unit Chief, CTLU/I 
Attn: IT 

Counterterrorism Attn: SSA 
CTD/ 
S SA 
CTD 

Room 4 3 63 

From: Counterterrorism 
Deputy Assistant Director 
Contact : 

Approved By: Harrington Thomas J 

Drafted By: 

Title: (S) 
(S) (Pending) b7A 

Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, 
transmits the NSL for delivery to the electronic communications 
service provider. 

(U) X 

(S) 

b2 
b7E b6 
b7C 

bl b2 
b7E 

Enclosure(s): (U) Enclosed for 
copy of a letter dated 10/01/2003, addressed to 

is an original and a 

| requesting the 
names, addresses, lengths of service, and electronic 
communication transactional records for the IP address at the 
date and time specified. 

] 

Details: (S/OR/NF 

(S) CaseID 
NSL VIO-10346 

b2 
b7E b6 
b7C 
b7D b4 
bl b2 
b 7 E 

b7A 

bl 
b7A 



SECRET 
NF/OR 

Working Copy — Page 

(U) / ^ C This electronic communication documents the Deputy 
Assistant Director's approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
electronic communication transactional records on one IP address 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the field office. The institution 
should neither send the records through the mail nor utilize the 
name of the subject in any telephone calls to the_ 
field office. The institution should not contact"FBIHQ directly 
in any manner. 

(U) You should remind the electronic communications 
service provider that it is prohibited from disclosing that the 
FBI has made this request. 

(U) On 11/09/2001, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Any questions regarding the above can be directed 
to the Office of the General Counsel. Attention: 
telephone number (202) 3 24-
LEAD(s): 
Set Lead 1 : 

AT 

T T D [ 
is 

(U) Deliver the attached letter as indicated above, 
Upon receipt of information from the carrier. 
requested to submit results to SSA 
Room 4 3 63. 

bl 
b2 
b7E 
b6 
b7C 
b7A 

b2 
b7E 

b6 
b7C 
b2 

b2 
b7E 
b6 
b7C 

Set Lead 2 : 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

SÈVRET 
/ \ NSL VI010347 



SESfcÇT 
NF/OR 

Working Copy Page 

Set Lead 2 : 
COUNTERTERRORISM 

AT CONI 
(U) Read and Clear. 

SEffiET 
/ \ NSL VIO-10348 



S i t f ^ & T 
NF/OR 

- Working Copy - Page 1 

Precedence: PRIORITY 
To : General Counsel 

Date: 10/01/2003 
Attn: 

Acting Unit Chief, CTLU/I 
Attn: SSA 

Counterterrorism Attn: S SA 
CTD/ Room 43 63 
S SA 
CTE 

From: Counterterrorism 
Deputy Assistant Director 
Contact : 

Approved By: Harrington Thomas J 

bl 
b7A 

00: FBIHQ 
Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, 
transmits the NSL for delivery to the electronic communications 
service provider. 

. , _ ^ _ _ bl 

( S I -

[ 
Enclosure (s) : (U) Enclosed for| |is an original 
and a copy of a letter dated 10/01/2003. addressed to 

requesting tne names,addresses,lengtns orservice, 
Arid SlSCtrbnic communication transactional records for the IP 
addresses at the date and time specified. 

(S) Details : (S/OR/NF 

( S ) Case ID 

h 2 
b7E 
b6 
b7C 

b2 
b7E 
b6 
b7C 
b7D 
b4 

bl 

bl 
b2 
b7E b6 
b7C 
b7A 

NSL VIO-10349 



(S) SECRET 
NF/OR 

Working Copy Page 

("&) This electronic communication documents the Deputy 
Assistant Director's approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
electronic communication transactional records on five IP 
addresses. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the field office. The institution 
should neither send the records through the mail nor utilize the 
name of the subject in any telephone calls to the 
field office. The institution should not contact FBIHQ directly 
in any manner. 

(U) You should remind the electronic communications 
service provider that it is prohibited from disclosing that the 
FBI has made this request. 

(U) On 11/09/2001, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Any questions regarding the above can be directed 
to the Office of the General Counsel. Attention: 
telephone number (202) 324-
LEAD(s): 

Set Lead 1 : 

bl 
b2 
b7E 
b6 
b7C 
b7A 

b2 
b7E 

b6 
b7C 
b2 

AT 

(U) Deliver the attached letter as indicated above. 
Upon receipt of information from ttye carrier.I ~J-S 

CTD requested to submit results to SSA 
Room 43 63. 

Set Lead 2: 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

b2 
b7E 
b6 
b7C 

NSL VIO-10350 



SE>^ET 
NF/OR 

Working Copy Page 

Set Lead 2 : 
COUNTERTERRORISM 

AT CONI 

(U) Read and Clear. 

SECTKET 
NSL VIO-10351 



S e t ^ E T 
^ NF/OR 

- Working Copy - Page 1 

Precedence: IMMEDIATELY 
To: General Counsel 

Date: 09/30/2003 

Counterterrorism 

Attn: 

Attn: 
Attn: 

Acting Unit Chief, CTLU/I 
S SA 
S SA 
CTD Room 43 63 
SSA! 
CTD 

From : Counterterrorism 
Deputy Assistant Director 
Contact : 

Approved By : Harrington Thomas J 

Drafted By: 
Case ID #: (S] 
Title: (S) 

(Pending) 
bl 
b7A 

UU: FBIHQ 

Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, 
transmits the NSL for delivery to the electronic communications 
service provider. 

( U ) X 
(S) M 

Deristgd 
Deel 

m : 
ON: 

G- 3 
XI 

bl 
b2 
b7E 

Enclosure(s): (U) Enclosed for 
and a copy of a letter dated 10/01/2003, addressed to 

is an original 

I I requesting the names, addresses, lengths of service, 
and electronic communication transactional records for the IP 
addresses at the date and time specified. 

1 H (S/OR/NF 

"ET" 
NSL VIO-10352 

b2 
b7E 
b6 
b7C 

b2 
b7E 

b7C 
b7D 
b4 bl b2 

b7E 

b7C 
b7A 

bl 



(S) S ^ C E T 
NF/öR 

Workinq CODV Page 

. n i s electronic communication documents the Deputy-
Assistant Director's approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
electronic communication transactional records on three IP 
addresses. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the field office. The institution 
should neither send the records through the mail nor utilize the 
name of the subject in any telephone calls to the| 
field office. The institution should not contact FBIHQ directly 
in any manner. 

(U) You should remind the electronic communications 
service provider that it is prohibited from disclosing that the 
FBI has made this request. 

(U) On 11/09/2001, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Any questions regarding the above can be directed 
to the Office of the General Counsel, Attention: 
telephone number (202) 324-| | 
LEAD(s): 
Set Lead 1 : 

bl 
Jo 2 

b7E b6 
b7C 
b7A 

b2 
b7E 

b6 
b7C 
b2 

AT I 

(U) Deliver the attached Iptter- as indirat-pH ahnvp 
U T T 

Upon receipt of information from the carrier, 
requested to submit results to SSA 
Room 4 3 63. 

Set Lead 2: 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

is 

b2 
b7E 
b6 
b7C 

S E C ^ T 
NSL VIO-10353 



¡LET 
NF/OR 

Working Copy Page 
Set Lead 3 : 

COUNTERTERRORISM 
AT CONI 
(U) Read and Clear. 

SJ3SRET 
NSL VIO-10354 



"NF/OR 
Working Copy- Page 

Precedence : IMMEDIATELY 

To: General Counsel 

Date: 09/30/2003 

Attn: 
Acting Unit Chief, CTLU/I 

Attn: SSA 

Counterterrorism Attn: SSA, 
CTD 

CTD 

Room 4363 

C SSA 
/ 

From: Counterterrorism 
Deputy Assistant Director 
Contact : 

Approved By; nnt-/-vn Thnma o i 

Drafted By: 

CäJfee ID #: (S) X bbF-Hy-L13U33/ò 
(Pending) bl 

b7A 
Title : (S) 

UU: FB1HU. 

Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, 
transmits the NSL for delivery to the electronic communications 
service provider. 

is an original and a copy Enclosure(s) (U) Enclosed for 
of a letter dated 09/30/2003, addressed to 

(S) 

requesting the names, addresses, lengths of 
service, and electronic communication transactional records for 
the IP addresses at the date and time specified. 

¿¡¿/OR/NF) /Details : 

(S) Case ID 
bbF-HU-C13U33/b 

SH32FT£.T 

NSL VIO-10355 

2 3 6 7 3 

CLASSIFIED BY 
PlàSOi: t.4 (t 

551" 

b2 
b7E 
h 6 
b7C 

b2 
b7E b6 
b7C 
b7D 

bl b2 
b7E b6 
b7C 
b7A 

- b l -

b7A 



(SL 
S E N K S T 
NF/OR 

Working Copy 

K This electronic communication documents the Deputy 
Assistant'Director's approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
electronic communication transactional records on five IP 
addresses. 

Page bl 
b2 b7E b6 
b7C 
b7A 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 

Dffice. The institution should to an employee of the 
neither send the records through the mai 1 nor nf.i 1 i ZP the name of 
the subject in any telephone calls to thd pffice. The 
institution should not contact FBIHQ directly in any manner. 

(U) You should remind the electronic communications 
service provider that it is prohibited from disclosing that the 
FBI has made this request. 

(U) On 11/09/2001, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

b2 
b7E 

(U) Any questions regarding the above can be directed 
to the office of the General Counsel , Attention: 
telephone number (202) 324 

LEAD(s): 
Set Lead 1 : 

b6 
b7C b2 

CTD 

AT 

(U) Deliver the attached letteras indicated above 
Upon receipt of information from the carrier.l 
requested to submit results to SSA 
Room 4363. 
Set Lead 2: 

GENERAL COUNSEL 
AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: 
COUNTERTERRORISM 

b2 b7E b6 
b7C 

S J j f c ^ T 
NSL VIO-10356 



SECRW 
NF/OR 

Working Copy Page 

AT b2 
(U) Read and Clear, 

SS£KST 
NSL VIO-10357 
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NF/OR 

Working Copy - Page 

Precedence : IMMEDIATELY 

To: General Counsel 

Date: 09/30/2003 

Attn: 
Acting Unit Chief, CTLU/I 

Attn: [ 
S SA 
JTTF 

Counterterrorism Attn: SSA 
CTE Room 43 63 
ft/HP cca 
CTD 

From: Counterterrorism 
Deputy Assistant Director 
Contact 

Approved By Harrington Thomas 

b2 
b7E b6 
b7C 

(S) 
Drafted By: 

•CaseID# : 
bbF-HU-U13U3ilb 

Pending) 
bl 
b7A 

Title: (S 

U U : F B 1 H U 

Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, 
transmits the NSL for delivery to the electronic communications 
service provider. 

(U) Deriv 
Deel 

om : G-3 
fy On: XI 

Enclosure(s): (U) Enclosed for 
of a letter dated 09/30/2003, addressed to[ 

is an original and a copy 

requesting the names, addresses, lengths of service, and 
electronic communication transactional records for the IP 

^ Cj J addresses at the date and time specified. 
Deta i 1 s : ^/OR/NF) 

(3) CaseID 66F-H<L)-C130 3 j'/b 23678 
ET 

NSL VIO-10358 

b2 
b7E b6 
b7C 
b7D b4 bl b2 

b7E b6 
b7C 
b7A bl 

b7A 

WiliLKlL rD HU Uu U 



s è ^ Ê T 
NF/OR 

Working Copy 

This electronic communication documents the Deputy 
Assistant Director's approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
electronic communication transactional records on three IP 
addresses. 

Page 

b l 
b2 
b7E 
b6 
b7C 
b7A 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the office. The institution should 

nn-r ut i li ve> the name of 
office. The 

neither send the records through the mail 
the subject in any telephone calls to the 
institution should not contact FBIHQ directly in any manner. 

(U) You should remind the electronic communications 
service provider that it is prohibited from disclosing that the 
FBI has made this request. 

(U) On 11/09/2001, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

b2 
b 7 E 

(U) Any 
to the Office of 
telephone number 
LEAD(s): 
Set Lead 1: 

questions regarding the above ca.ii. 
the qpripral Pminyl J Attention: 
( 2 0 2 ) 

hp di-r̂ r-l-prl b6 
b 7 C b2 

AT 
(U) Deliver the attached lettey as indicated above. 

Upon receipt of information from the carrier 
requested to submit results to SSA 
Room 4 3 63. 

£ is 
CTD 

b2 
b 7 E b6 
b 7 C 

Set Lead 2 : 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : 

.ET 
s NSL VIO-10359 



COUNTERTERRORISM 

AT 

sJSS^ET 
'nF/OR 

- Working Copy 

b2 

Page 

(U) Read and Clear. 

SJKKE' 
/ NSL VIO-10360 
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Working Copy Page 1 

Precedence: IMMEDIATELY 

To: General Counsel 
Date: 09/30/2003 

Attn: 
Unit Chief, CTLU I 

Attn: SSA 

Counterterrorism Attn: CTD P^m A-ÌCÌ-Ì 
A/UC SSA 

Attn: CTD/CXS/ESOU/Room 4 64 8 
S S A l 

From: General Counsel 
Senior Counsel for National Security Affairs, Room 7 975 
Contact : AGC telephone (202) 32' 

Approved By: Bowman Marion E 

Drafted By:| 

(S Jcase ID #-: p ^ 

Title: (S) 

é è F - HQ - (J 130337b 

Pending) 
JPending) 

b2 
b7E b6 
b7C 

bl 
b2 
b7E 
b7A 

Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the telephone 
company or electronic communications service provider. 

( U ) 

(S) 

G-3 
y On: Xl-25 

Reference-

Enclosures : (U) Enclosed for 
10/20/2003, addressed to 

bl b2 
b7E 
b7A 

is an NSL dated 

Case ID 
(S) ééF-HÛ-C1303375 24ÔÔS 

NSL VIO-10361 

b2 
b7E b6 
b7C 
b7D 

bl b2 
b7E 
b7A 



S j ^ Ê T 
Working^Copy — Page 3 

the names, addresses, length of service, and electronic 
communication transactional records for the e-mail address 
holder(s) listed. 

requesting h 2 
b7E 
b 7 D b4 

Details : 

bl b2 
b7E 
b6 b7C b7A 

This electronic communication documents the Senior 
Counsel for National Security Affairs approval and certification 
of the enclosed NSL. For mandatory reporting purposes, the 
enclosed NSL seeks electronic communication transactional records 
on four (4) IP addresses. 

(U) On 10/17/2003, the Director designated the 
official signing the enclosed letter as authorized to make the 
required certification. 

(U) Arrangements should be made with the electronic 
communication service provider receiving the enclosed letter to 
produce the records personally to an employee of the 

Field Office. The electronic communication service ]q2 
b7E provider should neither send the records through the mail nor 

utilize the name of the subject in any telephone calls to the 
FBI. The electronic communications service provider should not 
contact FBIHQ directly in any manner. 

(U) You should remind the electronic communications 
service provider that it is prohibited from disclosing that the 
FBI has made this request. 

(U) Any questions regarding the above can be directed 
to FBIHQ, Attention: AGC Office of the General 
Counsel, phone number (2021 324-| ] 
LEAD (s) : 
Set Lead 1 : 

b6 
b7C b2 

AT 
(U) Deliver the attached let-ter as inHiraf'pH ahnvp 

Upon receipt of requested information, | is 
SECRET 

NSL VI010362 

b2 
b7E 



- - ̂ ^orking Copy- Page 
requested to submit results to FBIHQ,CTD/CXS/ESOU,Room 4648, 
Attention: SSA b6 

b7C 
Set Lead 2 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) For information. Read and clear. 

\ 

SESTET 
/ NSL VIO-10363 
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Precedence: IMMEDIATELY 

To: General Counsel 
Date: 09/30/2003 

Attn: 
Unit Chief, CTLU I 

Attn: SSA 

Counterterrorism Attn: CTD/ES0U/iteam_12£3-
A/UC SSA 

Attn: CTD/CXS/ESOU/Room 4 64 8 
SSA 

From: General Counsel 
Senior fnnnsp] for Nat i nnal Sprnri ty Affairs, Ronm 797.5 
Contact : AGC telephone (202) 324-

Approved By: Bowman Marion E 

Drafted By: 
Case ID #: (S) 

Title: (S) 

66F-HO-C13Q3 3 75 

(U) 

.bl 
b2 
b7E 
b7A 

Synopsis: ^Sf^ Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the telephone 
company or electronic^communications service provider. 

b2 
b7E 
b6 
b7C 

bl 
b7A 

Reference: 
Enclosures: (U) Enclosed_£m: 
10/20/2003. addressed to[ 

requesting 
the names, addresses, length of service, and electronic 

(S) Case ID 
¿¿F-HÜ-C13U337b 2489b 

SECKET 
NSL VIO-10364 

b2 
b7E 
b6 
b7C 
b7D 
b4 
bl • 
b2 
b7E 
b7A 

!EPT 
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Working Copy Page 

communication transactional records for the e-mail address 
holder(s) listed. 
Details : 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b4 
b7A 

lT"*' This electronic communication documents the Senior 
Counsel for National Security Affairs approval and certification 
of the enclosed NSL. For mandatory reporting purposes, the 
enclosed NSL seeks electronic communication transactional records 
on two (2) e-mail addresses. 

(U) On 10/17/2003, the Director designated the 
official signing the enclosed letter as authorized to make the 
required certification. 

(U) Arrangements should be made with the electronic 
communication service provider receiving the enclosed letter to 
produce the records personally to an employee of the 

Division. The electronic communication service 

b2 
b7E 

provider snould neither send the records through the mail nor 
utilize the name of the subject in any telephone calls to the 
FBI. The electronic communications service provider should not 
contact FBIHQ directly in any manner. . _ b6 

(U) Any questions regarding the above can be directed b7C 
to FBIHQ, Attention: AGC Office of the General b2 
Counsel, phone number (202) 3241 
LEAD (s): 

Set Lead 1 : 

AT 
(U) Deliver the attached letter as indicated above. 

Upon receipt of requested information, is requested 
NSL VI010365 

b2 
b7E 



S ß ^ E T 
Working Copy 

to submj_L_r£Sults to FBIHQ, Counterterrorism Division, 
CTD/CXS] 
Set Lead 2 : 

Room 4648, Attention: SSA 

GENERAL COUNSEL 
AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: 

COUNTERTERRORISM 
AT WASHINGTON, DC 
(U) For information. Read and clear. 

Page 3 

fa 6 
b 7 C 

fa 2 

E T NSL VIO-10366 
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- Working Copy - Page 1 

Precedence: PRIORITY 
To: General Counsel 

Date: 10/17/2003 
Attn: 

Chi et, L'TLU 1 
Attn: SSA 

Counterterrorism Attn: CTD/1 ÏRoom 4363 
A/UC SSA I 

Attn: CTD/CXS/ESOU/Room 4648 
S SA 

From: Counterterrorism 
Deputy Assistant Director. Room 5999 
Contact : AGC telephone (202) 324-

Approved Byj Harrington Thomas J 

Drafted By: 
Case ID #: (S) 

Title: (S) 

Pending) 
6 6 F-HQ-C1303375 

bl 
Jo 7 A 

(U) 
Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the telephone 
company or electronic communications service provider. 

¡•J ( S I X 
G-3 
XI 

(3) 
Reference 
Enclosures: (U) Enclosed for 
10/17/2003, addressed to 

. b l 

b7A 
b2 
b7E 

is an NSL dated 
requesting 

the names, addresses, length of service, and electronic 
communication transactional records for the e-mail address 
holder(s) listed. 
Details: (R) 

h 2 
b7E b6 
b7C 

b2 
b7E b6 
b7C 
b7D 

bl b2 
b7E 
b7A 

Case 
(S) 

ID 
bbt-HU-C13U33 lb 

SE^R^T 
-27TEJTT 

bl 
b7A 

NSL VIO-10367 



(S) SECRET 
Working Copy Page 

bl 
b2 
b7E b6 
b7C 
b7A 

I T_T This electronic communication documents the Deputy 
Assistant Director's approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
electronic communication transactional records on five (5) IP 
addresses. 

(U) On 11/09/2001, the Director designated the 
official signing the enclosed letter as authorized to make the 
required certification. 

(U) Arrangements should be made with the electronic 
communication service provider receiving the enclosed letter to 
produce the records personally to an employee of the 

Field Office. The electronic communication service 
provider should neither send the records through the mail nor 
utilize the name of the subject in any telephone calls to the 
FBI. The electronic communications service provider should not 
contact FBIHQ directly in any manner. 

b2 
b7E 

(U) You should remind the electronic communications 
service provider that it is prohibited from disclosing that the 
FBI has made this request. 

(U) Any questions regarding the above can be directed 
to FBIHQ, Attention: AGC 
LEAD (s) 

1 ) 324 
1 Office of the General b6 

b7C 
b2 

Set Lead 1 : 

AT 
(U) Deliver the attached letter as indicated above 

Upon receipt of requested information,! lis 
requested to si|hmi 1- -re.qnlts to FRTTjO; PTn/r^S/RqOTTf Rnnm 4fidfi, 
Attention: SSA 
Set Lead 2 

GENERAL COUNSEL 
AT WASHINGTON, DC 

S ^ ^ E T 
NSL VIO-10368 

b2 
b7E 

b7C 



Working Copy Page 

(U) NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements.for NSLs. 
Set Lead 3: 

COUNTERTERRORISM 
AT WASHINGTON, DC 
(U) For information. Read and clear. 

PRT 
x ""SL VI010369 



- Working Copy - Page 1 

Precedence: .PRIORITY 
To: General Counsel 

Date: 10/17/2003 
Attn: 

Chief, CTLU I 

Counterterrorism Attn: CTDJ [Pnnm 
A/UC SSA I 

Attn: CTD/CXS/ESOU/Room 4648 
SSA 

From: Counterterrorism 
Deputy Shri gfarif Tl-i r-pr-1-n-r Rnnm 5999 
Contact : AGC telephone (202) 324 

Approved By : Harrington Thomas J 

Drafted By: 
Case ID #: (S) 

Title: (S) 
ini-

bì 
b7A 

Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the telephone 
company or electronic communications service provider. 

bl 
b7A b2 
b7E 

Enclosures : Enclosed for[ 

I 
10/17/2003, addressed tof 

]is an NSL dated 

T ] 
requesting the names, addresses, length of service, 

and electronic communication transactional records for the e-mail 
address holder(s) listed. 
not-^-ilo. IQ' 

ase ID 
bbi* -HQ-L1JU J J> I b " Z T 5 3 T 

ET 
NSL VIO-10370 

b2 
b7E 
b6 
b7C 

b2 
b7E b6 
b7C 
b7D b4 bl b2 
b7E 
b7A 

bl 
h 7 A 



(S), SÈ^RET 
Working Copy -• Page 3 

^¿Q This electronic communication documents the Deputy 
Assistant Director's approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
electronic communication transactional records on one (1) IP" 
addresses. 

(U) On 11/09/2001, the Director designated the 
official signing the enclosed letter as authorized to make the 
required certification. 

(U) Arrangements should be made with the electronic 
communication service provider receiving the enclosed letter to 
" ^ " f p Hip' -r^nm-HQ personally to an employee of the 

Division. The electronic communication service 
provider should neither send the records through the mail nor 
utilize the name of the subject in any telephone calls to the 
FBI. The electronic communications service provider should not 
contact FBIHQ directly in any manner. 

(U) You should remind the electronic communications 
service provider that it is prohibited from disclosing that the 
FBI has made this request. 

(U) Any questions regarding the above can be directed 
to FBIHQ, Attention: AGC[ 
Counsel, phone number (202) 324-
LEAD (s) : 
Set Lead 1 : 

Office of the General 

AT 
(U) Deliver the attached letter as iridi rated above. 

is requested Upon receipt of requested information, 
to submit results to FBIHQ,CTD/CXS/ESOU,Room 4648, Attention: 
S SA 
Set Lead 2 : 

GENERAL COUNSEL 

bl b2 
b7E 
b6 
b7C 
b7A 

b2 
b7E 

b6 
b7C 
b2 

b2 
b7E 
b6 
b7C 

AT WASHINGTON, DC ^ 
S E J e É E T 

^ ^ NSL VIO-10371 



SECÎ ST 
- Working Copy - Page 3 

(U) NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: 

COUNTERTERRORISM 
AT WASHINGTON, DC 
(U) For information. Read and clear. 

NSL VIO-10372 



SEC 
NF/OR 

Working Copy Page 1 

Precedence: IMMEDIATELY 

To: General Counsel 
Date: 09/30/2003 

Counterterrorism b2 
.b7E 
b6 
b7C 

From: Counterterrorism 
Deputy /\qQi ot-ani- filropt-nr 
Contact : 

Approved By: Harrington Thomas J 

Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider. 

( U ) M Q X 
Enclosure(s): (U) Enclosed for Field is an original and a 
copy of a letter dated 10/09/2003, addressed to 

requesting the names, addresses, lengths of service, and electronic 
communication transactional records for the IP address listed. 

Details (S/OR/NFT 

Case ID 
(S) 

b B L ^ ^ t 
NSL VIO-10373 

bl b2 
b7E b6 
b7C 

b2 
b7E b6 
b7C 
b7D 

bl b2 
b7E b6 
b7C 

bl 
b2 
b7E 



S E G f e ^ T 
NF/ŒR 

Working Copy Page 

(U) ^jfS^ This electronic communication documents the Deputy 
Assistant Director's approval and certification of the enclosed NSL. 
For mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on one IP address. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally to an 
employee of the^ |field office. The institution should neither 
send the records through the mail nor utilize the name of the subject 
in any telephone calls to the| field office. The institution 
should not contact FBIHQ directly in any manner. 

(U) You should remind the electronic communications service 
provider that it is prohibited from disclosing that the FBI has made 
this request. 

(U) On 11/09/2001, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

b2 
b 7 E 

(U) Any questions regarding the pT-w-ŷ p Hp H-i 
Office of the General Counsel. Attention: 
number (202) 32̂ 1 

rected to the 
telephone 

b6 
b7C b2 

LEAD(s): 

Set Lead 1 : 

AT 

(U) Deliver the attached letter as indicated above, 
receipt of information from the carrier 
submit results to FBIHQ, Attention : SSA 
Counterterrorism Division, 

is requested to 
Upon 

Room 4 3 63 . 

b2 
b7E b6 
b7C 

Set Lead 2 : 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) CTLU/1 is requested to record the appropriate 
information needed to fulfill the Congressional reporting requirements 
for NSLs. 

Set Lead 3 : 

COUNTERTERRORISM 

AT CONI 

s ç à * ç T N S L V I 0 . 1 0 3 7 4 



S^ftSÏL 
NF/OR 

Working Copy Page 

Read and Clear. 

NSL VIO-10375 



^ ^ S E C k E T 
NF/OR 

- Working Copy - Page 1 

Precedence: IMMEDIATELY 

To: General Counsel 
Date: 09/30/2003 

Squad A-2 
Counterterrorism Attn: SSA 

CTD 

S SA 
CTD 

From: Counterterrorism 
Deputy Assistant Director 
Contact : 

Approved By: Harrington Thomas J 

Drafted By: 

Case ID #: (S) 

Title: (Si 

(Pending) 
(Pending) 
(Pending) 
(Pending) 

bl b6 
.b7C 
b7A 

Room 43 63 b2 
b7E 
b6 
b7C 

Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider. 

(U) G-3 
XI -95 bl 

b7A b2 
-b7E 



SEC 
NF /OR 

Working Copy Page 

Enclosure (s): (U) Enclosed for Ls an original and a 
copy of a letter dated 10/09/2003, addressed to 

requesting the names, addresses, lengths of 
service, and electronic communication transactional records for the IP 
addresses listed. 
Details: (S/OR/NF) 

(ui This electronic communication documents the Deputy 
Assistant Director's approval and certification of the enclosed NSL. 
For mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on ten email addresses. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally to an 
employee of the field office. The institution should 
neither send the records through the mail nor utilize the name of the 
subject in any telephone calls to the field office. The 
institution should not contact FBIHQ directly in any manner. 

(U) You should remind the electronic communications service 
provider that it is prohibited from disclosing that the FBI has made 
this request. 

(U) On 11/09/2001, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Any questions regarding the above can be directed to the 
Office of the General Counsel, Attention: telephone 
number (202) 324-1 ' 

b2 
b7E 
b6 
b7C 
b7D 
b4 

bl b2 
b7E 

b7C 
b7A 

b2 
b7E 

b7C b2 
LEAD(s): 
Set Lead 1 : 

AT 

b2 
b7E 
b6 
b7C 

(U) Deliver the attached IPH-PT- as •inH-ir'ai-p 
receipt of information from the carrier,! 
to submit results to FBIHQ, Attention: SSJ 

5 y E p * E T 

Ì above. Upon 
requested 

NSL VIO-10377 



SESRET 
NF/OR 

Working Copy 
SEi 
N' 

Page 3 
Counterterrorism Division, Room 4 3 63. b2 
Set Lead 2 : 

GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) CTLU/1 is requested to record the appropriate 

information needed to fulfill the Congressional reporting requirements 
for NSLs. 

Set Lead 3 ; 
COUNTERTERRORISM 

AT CONI 
(U) Read and Clear. 



SBÒ^ET 
- Working Copy - Page 1 

Precedence: PRIORITY 

To: General Counsel 

Counterterrorism 

International Operations 

Date: 11/03/2003 

Attn: 

Attn: 

UC 
CTLU1 
CTD/CXS, 
SSA 
SSA _ 
ITOS I/CONUS IV/Team 15 
SSA 

Attn: 
Attn: 

IOU-II, SSA! 
1 

From: Counterterrorism 
Electronic Snrvei 1 1 anrp Onerat i nn.g Unit Rm 
Contact: S SA 

Approved By: Rowman Marion F. 
b2 
b7E 
b6 
b7C 

(S) 
Drafted By: 

(üi- Ca s e ID #: 
M 6 6 F-HQ-C1303375 

bl 

Title : (S) bl 
(S) 

S y n o p s i s : A p p r o v e s the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider. 

( U ) 

Enclosure (s) : (U) Enclosed for the| |Field Office is an 
original and a copy of a National Security Letter, dated 11/03/2003, 
addressed to 

requesting names, 
addresses, length of service and electronic communication 
transactional records for the email address holders listed below. 
Detai 1 s : [C 

b2 
b7E 
b6 
b7C 
b7D 
b4 

( s ) 

bl 
b2 
b7E 
b6 
b7C 

Case ID 
bbb-HU-C13U33 /b 2bbbb 

bl 

(S) S ^ ^ NSL VIO-10379 



Working Copy Page 

(U) On 11/09/2001, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to~ an employee 
of the Field Office. The institution should neither 
send tne records through the mail, nor utilize the name of the 
subject or any identifying information related to the subject in any 
telephone calls to the FBI. The institution should not contact FBIHQ 
directly in any manner. 

b2 
b7E 

(U) The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI has 
made this request. 

(U) Any questions regarding the above can be directed to FBIHQ, 
UC 
(2Ò2) 3244 J Should 

(202) 324-1 I or SSA 
the institution be unable to fully comply 

with this request due to lack of specificity or should the 
institution require more detailed information to locate such records 

b2 
b7E 
b6 
b7C 

the 
or SSA 

Field Office should immediately contact UC 
for additional information. 

LEAD(s): 

Set Lead 1: (Action) 

FIELD OFFICE 

AT 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receint nf remiested records, immediately submit results to SSA 

FBIHQ, Counterterrorism Division, CTD/CXS/ 
Room 4¿>4 8. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
U) 

^S=^NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. . 

SECRET 

b2 
b7E 
b6 
b7C 

NSL VIO-10380 



SECRET 
- Working Copy - Page 3 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

AT ITOS I/CONUS IV/Team 15 
(U) Read and Clear 

NSL VIO-10381 



SÉfc^ET 
NF 

Working Copy Page 

Precedence : IMMEDIATE 
To : General Counsel 

Counterterrorism 
Attn: 
Attn: 

Attn: 

Date: 10/31/2003 
UC 
CTLU1 
CTD/CXS 
SSA 
SSA 
TTOfi T/r-DMTTS T/Tpani 3 
SSA 
ITOS I/CONUS I/Team 3 

From: Counterterrorism 
Electronic Snrvei 1 1 anr-e Operations TTnit Rm 
Contact: SSA 

b2 
b7E 
b6 
b7C 

Approved By : Harrington Thomas J 

Drafted By: 
Case ID #: (S) 

(U) ><5 
(Pending) 

Title : 
(U) 

(S) 
bl 
b7A 

Synopsis:'"'''''--fê  Approves the issuance of an ECPA National Security 
Letter (NSL;,- provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

(U) 
t s j 

Derived/FS^pm fir G- 3 
V1 -oc 

bl 
b2 
b7E 

is an Enclosure(s): (U) Enclosed for the 
original and a copy of a National Security Letter. dated~Tt)/31/2003 
addressed to 

| |requesting names, 
addresses, length of service and electronic communication 
transactional records for the account holder assigned the IP 
addresses at the date and times specified below. 
Details: (S/ 

b2 
b7E 
.b6 
b7C 
.b7D 

bl 
b2 
b7E 
b7A 

Case ID ... 
' bbl-HU-C13U33 ib 

(S) 
IT 

NSL VIO-10382 

bl 
b7A 



(S) SJaCRI 
NF 

Working Copy Page 
bl 
to 2 
toi E 

lui x This electronic communication documents the Deputy Assistant 
Director's approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks 
subscriber/electronic communication transactional records on the 
following IP Address: 

IS) 

b7C 
b7A 

bl 
b6 
b7C 
b7A 

(U) On 11/09/2001, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the Field Office. The institution should neither send 
the records through the mail, nor utilize the name of the subject or 
any identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

to 2 
toi E 

(U) The Field Office should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

UC 
(U) Any questions regarding the above can be directed to FBIHQ, 

(202) 324 
b2 

to fully comply with this request due to lack of specificity 
or should the institution require more detailed information to locate 
such records. the Field Office should immediately contact 
UC 

Should the institution be unable b7E 
to 6 
tolC 

for additional information. 
LEAD(s): 

Set Lead 1: (Action) 

AT 
(U) Hand deliver enclosed NSL as indicated above. Upon 

receipt of requested records, immediately submit results to S£2 
FBIHQ, Counterterrorism Division, CTD/CXS 

Room 4648. 

b2 
b7E 
to 6 
tolC 

SEQffET 
A NSL VIO-10383 



îNir 
Working Copy - Page 3 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 

AT ITOS I/CONUS I/Team 3 

(U) Read and Clear 



SECRET 

Working Copy- Page 

Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 10/31/2003 
Attn: UC 

CTLU1 
Attn: CTD/CXS/ 

S SA 
SSA 
S SA 
ITOS 1/CONUS I/Team 3 

Attn : SSA 
Attn: 

From: Counterterrorism 
Electronic Sur~"-Q~i 1 1 =»rn-o ^ ̂ ^o ttt-< ï ̂  Em a i ci 
Contact: SSA 

b2 
b7E 
b6 
b7C 

Approved By: Harrington Thomas J 

Drafted By: 
Case ID #: (S) 

(S) 

Title: (S) 
66F-HQ-C13 03 3 75 

(Pending) 
(Pending) 

(U) 
(S) 

bl 
b2 
b7E 
b7A 

bl 
b6 
b7C 
b7A 

Synopsis : W Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, 
transmits the NSL 

for delivery to the electronic communications service 
provider. ïl" 

.bl 
b2 
.b7E 

(S) 
Case ID 

bbb -HIJ-U13U3 3 lb 

'ËtàiiïFIEB IXŒÏf 
2b43ö 

NSL VIO-10385 

bl 
b2 
b7E 
b7A 



SÇ^RET 
NF 

Working Copy Page 
Enclosure(s) : (U) Enclosed fori Ls an original and a rnnv of a 
National Security Letter, dated 10/31/2003, addressed tol 

J requesting names, addresses, length of service and 
electronic communication transactional records for the| ~|numbers 
listed below. 

Details: (S//NF) 

b2 
b7E 
b6 
b7C 
b7D 
b4 

(C) 

This electronic communication documents the Deputy Assistant 
Director's approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks 
siibsrri her/el ectroni r. communication transactional records for the 

(U) On 11/09/2001, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b4 
b7A 
b6 
b7C 
b7D 
b4 
b2 
b7E 

the enc 
Of 

osed letter to produce the records personally to an employee 
The institution should neither send the records through the 

ma'TT; nor utilize the name of the subject or any identifying 
information related to the subject in any telephone calls to the FBI 
The institution should not contact FBIHQ direcetly in any manner. 

b2 
.b7E 

(U) should remind the institution that it is prohibited 
from disclosing that the FBI has made this request. 

UC 
(U) Any questions regarding the above can be directed to FBIHQ, 

(202) 324 -[ Should the institution be 
unable to fully comply with this request due to lack of specificity 
or should the institution require more detailed information to locate 
such records, the| |Field Office should immediately contact 
UC for additional information. 

b2 
b7E 
b6 
b7C 

rFOOTNOTES' 
U H 

b2 
b7E 

NSL VIO-10386 
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Working Copy Page 

b2 
b7E 

LEAD(s): 
Set Lead 1: (Action) 

AT 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, immediately submit results to SSA 

FBIHQ, Counterterrorism Division, CTD/CXS 
Room 4 648. 
Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
m X / 

"/fS^ NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS l/Team 3 
(U) Read and Clear 

b2 
b7E 
b6 
b7C 

Set Lead 4 : (Info) 

AT| 

b2 
b7E 

(U) X Read and Clear. 

NSL VIO-10387 



S-B^ËT 
Working Copy Page 

Precedence: IMMEDIATE 

To: General Counsel 

Counterterrorism 

Date: 10/31/2003 

Attn: UC 
CTLU1 

Attn: CTD/CXS 
S SA 
S SA 
S SA 
ITOS I/CONUS Il/Team 5 

Attn: 

From: Counterterrorism 
Electronic Survpillannp One rat inns Unit-. Rm 
Contact: S SA 

b2 
b7E 
b6 
b7C 

Approved By: Bowman Marion B 

Drafted By: 

Case ID #: (S) 
(S) 
(S) 

,U) fifiF-wn-n 
Title: 

(Pending) 
(Pending) 
(Pending) 

bl 
b7A 

ini-

bì 
b6 
b7C 
b7A 

Synopsis: Approves the issuance of an ÉCPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 



5T 
Kf^ 

Working Copy — Page 
original and a copy of a National Security Letter, dated 10/31/2003, 
addressed to| 

requesting 
names, addresses, length of service and electronic communication 
transactional records for the account holder assigned the IP 
addresses at the date and times specified below. 

b2 
b7E 

Details: (S//NF 

b7C 
b7D 
b4 

bl 
b2 
b7E 
b6 
b7C 
b7A 

™ T h i s electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/electronic communication transactional records on 
the following IP Addresses: 

(S) 

(U) On 11/09/2001, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the Field Office. The institution should neither send 
the records through the mail, nor utilize the name of the subject or 
any identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

(U) The Field Office should remind the institution 
that it is proniJoited rrom disclosing that the FBI has made this 
request. 

UC 
(202) 324-

(U) Anv questions Regarding the above can be directed to FBIHQ, 
(202) 324| Ipr SSA| | 

Should the institution be unable to fully comply 
with this request due to lack of specificity or should the 
institution require more detailed information to locate such records. 
the I [Field Office should immediately contact UCI lor 
SSA 

Field Office should immediately contact UC 
J for additional information. 

SEtf*§^NSL yiO-10389 

b2 
b7E 

b2 
b7E 
b6 
b7C 



ÌF 
Working Copy Page 

LEAD(s): 
Set Lead 1: (Action) 

AT 
(U) Hand deliver enclosed NSL as indicated above. Upon 

receipt of requested records, immediately submit results to S S £ _ 
FBIHQ, Counterterrorism Division, CTD/CXS, 

Room 4 64 8. 
Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) x ^ 

XSf NSLU is requested to record the appropriate 
informationheeded to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS II/Team 5 
(U) Read and Clear 

b2 
b7E 
b6 
b7C 

NSL VIO-10390 



JïÉÇRET 
-Working Copy Page 

Precedence: PRIORITY 

To : General Counsel 
Date: 10/20/2003 

Attn: 
Unit Chief, CTLU I 

Attn: SSA 
Counterterrorism Attn: CTDj "ÎRoom 4 3 63 

A/UC SSA 
Attn: CTD/CXS/ESOU/Room 4 64 8 

SSA! 

From: Counterterrorism 
Deputy Assistant Director. Room 5999 
Contact : AGC telephone (202) 324-

Approved By; Harrington Thomas J 

Drafted By: 

Case ID #: (S) 
66F-HQ-C13 03 3 75 

Pending) 

Title : s ) 

(U) 
Synopsis:KSJ Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the telephone 
company or electronic communications service provider. 

(U) 
m 

(U) 
(S) 

DeriveâvB^^ G-3 
Decla^eT^y On: XI 

Reference: 

bl 
b7A 
b2 
b7E 

[ 

Enclosures : (U) Enclosed for 
10/20/2003, addressed to 

is an NSL dated 

the names, addresses, length of service, and electronic 
communication transactional records for the e-mail address 
holder(s) listed. 

] requesting 

Details : 

(sy 
I 

(S) 
Case ID. 

bbi? -Hg-LlJUJi lb 24 MU 
SEC 

NSL VIO-10391 

b2 
b7E 
b6 
b7C 

bl 
b7A 

b2 
b7E 
b6 
b7C 
b7D 
b4 

bl 
b2 
b7E 
b7A 

bl 
b7A 



(S) SPARET 
Working Copy Page 

This electronic communication documents the Deputy 
Assistant Director's approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
electronic communication transactional records on four (4) IP 
addresses. 

(U) On 11/09/2001, the Director designated the 
official signing the enclosed letter as authorized to make the 
required certification. 

(U) Arrangements should be made with the electronic 
communication service provider receiving the enclosed letter to 
produce the records personally to an employee of the 

] Field Office. The electronic communication service 

bl 
b2 
b7E 
b6 
b7C 
b7A 

provider should neither send the records through the mail nor 
utilize the name of the subject in any telephone calls to the 
FBI. The electronic communications service provider should not 
contact FBIHQ directly in any manner. 

(U) You should remind the electronic communications 
service provider that it is prohibited from disclosing that the 
FBI has made this request. 

(U) Any questions regarding the above can be directed 
to FBIHQ, Attention: AGC I Office of the General 
Counsel, phone number (202 
LEAD (s): 

324-L J 

b2 
b7E 

b6 
b7C 
b2 

Set Lead 1 : 

AT 
(U) Deliver the attached letter as indicated above 

Upon receipt of requested informationj" iField is 
requested to submit results to FBIHQ,CTD/CXS/ESOU,Room 4648, 
Attention: SSA 

Set Lead 2 : 
GENERAL COUNSEL 

b2 
b7E 
b6 
b7C 

AT WASHINGTON, DC sec\E? 
SECNR^T 

\ NSL VIO-10392 



SEh^ET 
Work^ig Copy Page 

(U) NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: 

COUNTERTERRORISM 
AT WASHINGTON, DC 
(U) For information. Read and clear. 

S E C i _ NSL VI010393 



SÛÇRET 
- Working Copy - Page 1 

Precedence: PRIORITY 
To: General Counsel 

Date: 10/20/2003 
Attn: 

Unit Chief, CTLU I 
Attn: SSA 

Counterterrorism Attn: CTD)I T^nnm Aï 
A/UC SSA 

Attn: CTD/CXS/ESOU/Room 4648 
SSA 

From: Counterterrorism 
Deputy Assistant Director. Room 5999 
Contact : AGC telephone (202) 324 

Approved By; Harrington Thoma.q ,T 

Drafted By: [ ] 
Case ID #: (S) ¡Pending) 

¿ÔP-H0-C13Û3375 
bl 
b7A 

Title : 
( U ) 

; s ) 

Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the telephone 
company or electronic communications service provider. 

<U) 
I S ) 

(S) Reference : 
Enclosures : (U) Enclosed for 
10/20/2003, addressed to 

bl 
b7A 
b2 
b7E 

is an NSL dated 

|requesting 
the names, addresses, length ot service, and electronic 
communication transactional records for the e-mail address 
holder(s) listed. 
nptai1 s 

b2 
b7E 
b6 
b7C 

b2 
b7E 
b6 
b7C 
b7D 
b4 
bl 
b2 
b7E 
b7A 

(S) Case ID 
66F-H0-C13U337b 

SESTET 
NSL VIO-10394 

24741 bl 
b7A 



(S) ¿ET 
Working Copy Page 

This electronic communication documents the Deputy 
Assistant'Director's approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
electronic communication transactional records on seven (7) IP 
addresses. 

(U) On 11/09/2001, the Director designated the 
official signing the enclosed letter as authorized to make the 
required certification. 

(U) Arrangements should be made with the electronic 
communication service provider receiving the enclosed letter to 
produce the records personally to an employee of the 

Field Office. The electronic communication service 
provider should neither send the records through the mail nor 
utilize the name of the subject in any telephone calls to the 
FBI. The electronic communications service provider should not 
contact FBIHQ directly in any manner. 

(U) You should remind the electronic communications 
service provider that it is prohibited from disclosing that the 
FBI has made this request. 

(U) Any questions regarding the above can be directed 
to FBIHQ, Attention: AGc[ 
Counsel, phone number (2 02 
LEAD (s): 

324-
Office of the General 

bl 
b2 
b7E 
to 6 
b7C 
b7A 

b2 
b7E 

b6 
b7C 
b2 

Set Lead 1 : 

AT 
(U) Deliver the attached lQt-t-ar ar—i ndi r-al-ad above. 

is Upon receipt of requested information^ 
requested to snhmi t results to FRTHO . PTD/OXS/FSOTT. Room 4648, 
Attention: SSA 

Set Lead 2 : 
GENERAL COUNSEL 

b2 
b7E 
to 6 
tolC 

AT WASHINGTON, DC 
sec\E? 

NSL VIO-10395 



(U) NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) For information. Read and clear. 



SEjbtó1 
NF^ 

- Working Copy - Page 1 

Precedence: PRIORITY 
To : General Counsel 

Counterterrorism 

Date: 11/04/2003 
Attn: 

Attn: 

Attn: 

UC 
CTLU1 
CTD/CXS 
SSA 
SSA 
ITOS I/CONUS I/Team 1 
SSA! 
TTO.̂  T / PONT TS T / Tprtti 1 
SSA 
SSA 

From: Counterterrorism 
Electronic Surveillance Operations Unit, Rm 4363 
Contact : SSA 

b2 
b7E 
b6 
b7C 

Approved By : Bowman Marion E 

Drafted By: 

(U) 

Case ID #: (S) 
<U1 ^ 

Title : 
¿6F-HQ-CI30337b 

(Pending) bl 
b7A 

Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

Enclosure(s) Enclosed for the Field Office is an 
original and a copy of a National Security Letter, dated 
11/04/2003, addressed tol • 

requesting names,addresses,length of service and 
eiectromà communication transactional records for the account 
holders assigned the IP addresses at the dates and times 
attached. 

b2 
b7E 
b6 
b7C 
b7D 

(S) 
Case ID 

^'-HQ-ri <im lb 
288G 

SÊ SEßT b 2 
NSL VKH£0397 

2S762 
53 

bl 
b7A 



(S) SEck©f 
Working Copy Page 

bl 
b2 
b7E 
b6 
b7C 
b7A 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/electronic communication transactional 
records on the attached two IP addresses and five account 
holders. 

(U) On 11/09/2001, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of theQ 
should neither send tm 

Field Office. The institution 
le records through the mail, nor utilize the 

name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

b2 
b7E 

(U) The Field Office should remind the institution 
that it is prohibited £rom disclosing that the FBI has made this 
request. 

(U) Any questions regarding the above can be directed to 
FBIHQ, UC 

] (202) 324 
] (202 324- or S SA ] 

Should the institution be unable to fully 
comply with this request due to lack of specificity or should the 
institution require more detailed information to locate such 
records. the 

or SSA 
1 Field Office should immediately contact UC 

for additional information. 

b2 
b7E 
b6 
b7C 

LEAD(s): 

Set Lead 1: (Action) 

AT 
(U) Hand deliver enclosed NSL as indicated above 

receipt of requested records, immediately submit results to SS£_ 
FBIHQ, Counterterrorism Division, CTD/CXS 

Upon 

Room 4 64 8 . 
sß^ET 

NSL VIO-10398 

b2 
b7E 
b6 
b7C 



SEC 
Working ÎTopy Page 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 

NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS I/Team 1 
(U) Read and Clear 

NSL VIO-10399 



Working Copy Page 

Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date: 11/03/2003 
Attn: 
Attn: 

Attn: 

UC 
CTLU1 
CTD/£X£. 
SSA 
SSA 
TTOQ T/rVWTTC TTT/Ta^ A 
SSA 
SSA 

From: Counterterrorism 
Electronic Suryei 1 1 ance Onerat i ona~~IJni t. 
Contact : SSA 

Km 

b2 
b7E 
b6 
b7C 

Approved By: Bowman Marion E 

Drafted By: 
Case ID #: (S 

( U ) î â C 6 6 F - HQ - C1303375 
Pending) 

Title: (S) 
(U) 

bl 
b6 
b7C 
b7A 

Synopsisr^-^ Approves the issuance of an ECPA National Security 
Letter (NSEj; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

m ... X (SÏ/ Derive 
Decías 

G- 3 
XI -25 bl 

b2 
b7E 

Enclosure(s): (U) Enclosed for the Field Office is an 
original and a copy of a National Security Letter, dated 11/03/2003, 
addressed to l~ I 

(SI 
[requesting names, addresses, lengtn or 

service and electronic communication transactional records for the 
account holder assigned the IP address at the date and times 
specified below. 
Details: >s4/NF 

(S) 
Case ID 

6 6 F-HQ-C1303375 25439 
NSL VIO-10400 

b2 
b7E 
b6 
b7C 
b7D 

bl 

bl 
b2 
b7E 
b6 
b7C 
b7A 



(S) 
NF 

Working Copy Page 

(U) ^»g^This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/electronic communication transactional records on 
the following IP Address: 

bl 
b2 
b7E 
b6 
b7C 
b7A 

TÏÏÎ On 11/09/2001, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the Field Office. The institution should neither send the 
records through the mail, nor utilize the name of the subject or any 
identifying information related to the subject in any telephone calls 
to the FBI. The institution should not contact FBIHQ directly in any 
manner. 

b2 
b7E 

(U) The Field Office should remind the institution that 
it is prohibited rrom disclosing that the FBI has made this request. 

IIC 
J_LÜ Anv rniP.gt-i nrig regarding the above can be directed to FBIHO. 

(202) 324-1 lor SSA (202) 324-
Should the institution be unable to fully comply 

with this request due to lack of specificity or should the 
institution require more detailed information to locate such records, 
the Field Office should immediately contact UC 

for additional information. 
or SSA 

b2 
b7E 
b6 
b7C 

LEAD(s) 
Set Lead 1 : (Action) 

FIELD OFFICE 
AT 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, immediately submit results to SSA. 

FBIHQ, Counterterrorism Division, CTD/CXS 

b2 
b7E 
b6 
b7C 

Room 4 64 8 . 
Set Lead 2: (Action) 

SèSftfïT 
^ s NSL VIO-10401 



SEfc&ÉÎT 

Working Copy Page 

GENERAL COUNSEL 

AT WASHINGTON, DC 
1 NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 

AT ITOS I/CONUS Ill/Team 10 

(U) Read and Clear 

sik^iT N S L VIQ_10402 



Page 1 

Precedence : IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 11/03/2003 
Attn: 
Attn: 

UC 
CTLU1 
CTD/CXS/ 
SSA 
SSA 
ITOS I/CONUS II/Team 5 
SSA! " 
TTOfi T/OONTTS TT/TPajn 5 
SSA 

Attn: 
Attn: 

T T O . q T / R T T T l / T p a m 4 

From : Counterterrorism 
Electronic Surveillance Operations Unit. Rm 4363 
Contact: SSA 

b2 
b7E 
b6 
b7C 

Approved By: Rowman Mari ori F. 

Drafted By: 
("I Case ID #: (S) 

èèF-KQ-C13U337b 

Title: (S) 

(Pending) 

(U) 

bl 
b2 
b7E 

Synopsis Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider. 

Derive^lC From : G-3 
DecLafssiE^ On: Xl-25 

Enclosure (s) : (U) Enclosed for the| |Field Office is an 
original arid a coov of a National Security Letter, dated 11/03/2003 
addressed to 

requesting names, addresses, length of service and 
electronic communication transactional records for the email address 
holder listed below. 
retail 

b2 
b7E 

b7C 
b7D 

bl 
b2 
b7E 

b7C 
Case ID 

(S) 
6bF-HQ-U13U33/b 

SE^ET 
2b442 

NSL VIO-10403 

bl 
b2 
b7E 



Wcrfking Copy Page 

(TJ) This electronic communication documents the National 
Secur/Îuy Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/electronic communication transactional records on 
the following email addresses: 

(U) On 11/09/2001, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 

(U) Thel I Field Office should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

ill! Anv questions Regarding the fl 
(202) 324- I 

ove can be directed to FBI^O. 
or S SA 

bl 
b2 
hl E 
b6 
b7C 

bl 
b6 
b7C 

of the Field Office. The institution should neither send 
the records through the mail, nor utilize the name of the subject or 
any identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

b2 
b7E 

UC 
(202) 324-1 Should the institution be unable to fully comply 
with this request due to lack of specificity or should the 
institution require more detailed information to locat£_s]i£h_,records, 

b2 
b7E 
b6 
b7C 

SSA|_ 
F\Leld Office should immediately contact- UC 

for additional information. 
the 

or 

LEAD(s! 
Set Lead 1: (Action) 

FIELD OFFICE 
A': 

b2 
b7E 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, immediately submit results to sp> 

FBIHQ, Counterterrorism Division, CTD/CXS 
Room 4 64 8 

b7C 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

T NSL VIO-10404 



SECRET 
Work^rîgsTTopy Page 

AT WASHINGTON, DC (U) 
y&ò NSLU is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Info) 

COUNTERTERRORISM 
AT ITOS I 

(U) Read and Clear 

Set Lead 4 : (Info) 

AT 

b2 
b7E 

(U) X Read and Clear 



Page 1 

Precedence : IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 11/03/2003 
Attn: UC 

CTLU1 
Attn: CTD/CXS 

S SA 
S SA 
ITOS I/ETIU/Team 4 
SSA 

Attn: 
Attn: SSA 

ITOS 1/CONUS IV/Teäm 13 

From: Counterterrorism 
Electronic Surveillance Operations Unit. Rm 4363 
Contact: SSA 

h 2 
.b7E 
b6 
b7C 

Approved By: Bowman Marion E 

Drafted By: 

<U) -

Case ID #: (S) 

Title: (S) 
bbF-H(J-(J13U33/b 

(Pending) 

bl 
h 2 
.b7E 

(Ul-

Synopsis Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider. 
(U) X 

Field Office is an Enclosure(s) : (U) Enclosed for the 
original and a conv of a National Security Letter, dated 11/03/2003, 
addressed to 
I I requesting names, addresses, 
length of service and electronic communication transactional records 
for the account holder assigned the IP addresses at the date and time 
specified below. 

(S)[ 

(U) 

Details : 

Case ID 
( s : 66F-H(J-C13U33 /b 2 b44 7 

NSL VIO-10406 

b2 
b7E 
b6 
b7C 
.b7D 
b4 

bl 
b2 
b7E 
-.bl 
b2 
b7E 



(S)/ SECIjàx Workirig Copy- Page 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/electronic communication transactional records on 
the following IP Address: 

bl 
b2 
b7E 
b6 
b7C 

bl 
b6 
b7C 

(U) On 11/09/2001, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of thd 'ield Office. The institution should neither send the 
records through the mail, nor utilize the name of the subject or any 
identifying information related to the subject in any telephone calls 
to the FBI . 
manner. 

b2 
b7E 

The institution should not contact FBIHQ directly in any 

(U) The Field Office should remind the institution that 
it is prohibited from disclosing that the FBI has made this request. 

UC 
(U) Any questions regarding the 

(202) 324 
above can be directed to 
or SSA| 
be unable 

FBIHQ, ] 
(202) 324-| Should the institution be unable to fully comply 
with this request due to lack of specificity or should the 
ins£j_LuLiQB_require more detailed information to locate such records. 

b2 
b7E 
b6 
.b7C 

the 
tor 

Field Office should immediately contact 
additional information. 

UC or S SA 

LEAD(s) : 
Set Lead 1 : (Action) 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, immediately submit results to SSA 

FBIHQ, Counterterrorism Division, CTD/CXS 
Room 4 64 8 

Set Lead 2 : (Action) 

b2 
b7E 
b6 
b7C 

SEl^T^ 
NSL VIO-10407 



w 
^CRET 
ing Copy Page 3 

GENERAL COUNSEL 
AT WASHINGTON, DC 

^ ^K^NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

AT ITOS I 
(U) Read and Clear 

Set Lead 4 : (Info) 
b2 
b7E 

AT 

(U) Read and Clear 

SEQKET 
^ X NSL VIO-10408 



Working Copy- Page 

Precedence: PRIORITY 

To: General Counsel 

Counterterrorism 

Date: 11/03/2003 

Attn: UC 
CTLU1 

Attn: CTD/CXS 
S SA 
S SA 
ITOij 1/CONUS ll/TeamT 

Attn: SSA 
S SA 

From: Counterterrorism 
Electronic Surveillance Operations Unit. Rm 4363 
Contact: SSA 

h 2 
b7E 
b6 
b7C 

Approved By : Bowman Marion E 

Drafted By: 

Case ID #: (S 
(U) X 
Title: (S) 

bbb-Hg-LlJUJJ Jb 
(Pending) bl 

b7A 

(U) 

Synopsis:JS^ Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

(S) (U) G-3 
XI - 2 5 

Enclosure(s): (U) Enclosed for the[ 

bl 
b2 
b7E 

^Field Office is an 
original and a copy of a National Security Letter, dated 11/03/2003, 
addressed to I I 

J requesting names, 
addresses, length of service and electronic communication 
transactional records for the account holder assigned the IP address 
at- 1-h<=> ariH ("imps snpr i f i pH hpl nw 

\ NSL VIO-10409 

b2 
'b7E 
b6 
b7C 
b7D 
b4 

311 OTKERt: 



(S): 
- Working Copy — Page 

' ^ S < j r h i s electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/electronic communication transactional records on 
the following IP Address: 

bl 
h 2 
hi E 
b6 
b7C 
b7A 

(S) bl 
h 6 
hlC 
hi A 

(U) On 11/09/2001, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the Field Office. The institution should neither send the 
records through the mail, nor utilize the name of the subject or any 
identifying information related to the subject in any telephone calls 
to the FBI. The institution should not contact FBIHQ directly in any 
manner. 

h 2 
hlE 

(U) The Field Office should remind the institution that 
it is prohibited from disclosing that the FBI has made this request. 

UC 
[ 

UlL Anv questions regarding 
! 2 02) 324 

hp ahnvp ca 
or SSA 

(Should the institution be unable to fully comply 

n be directed to FBTHO. 
I I (202) 324-

with this request due to lack of specificity or should the 
institution require more detailed information to locate such records, 
the| Field Office should immediately contact UC 

tor additional information. 
or SSA 

LEAD(s): 

Set Lead 1: (Action) 

b2 
b7E 
b6 
b7C 

FIELD OFFICE 

AT 
(U) Hand deliver enclosed NSL as indicated above. Upon 

receipt of requested records, immediately submit results to S££__ 
Room 4648. 

FBIHQ, Counterterrorism Division, CTD/CXS, 

b2 
b7E 
b6 
b7C 

Set Lead 2: (Action) 
SEGRET 
' \ NSL VIO-10410 



SE^BSÌ ¿fa 
Working Copy Page 

GENERAL COUNSEL 

AT WASHINGTON, DC 
( U ) 

NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS II/Team 6 

(U) Read and Clear 

SECRET 
NSL VI010411 



SgiS^T 
- Working Copy - Page 1 

Precedence: IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 11/03/2003 
Attn: 
Attn: 

UC 
CTLU1 
CTD/CXS 
SSA 
SSA 

Attn: 
Attn: 

ITOS I/CONUS IV/Team 15 
SSA I I 
ITOS T/CONUS TV/Team 1 5 

From: Counterterrorism 
Electronic Surveillance Operations Unit. Rm 4363 
Contact : SSAI 

b2 
b7E 
b6 
b7C 

Approved By: Bowman Marion K 

Drafted By: 
Case ID #: (S) 

(TJ| ¿¿F-HÜ-C130337T 
Title : 

(U)-

(Pending) 

bl 
b2 
b7E 

Synopsis v ^ C g ^ Approves the issuance of an ECPA National Security 
Letter (NSL/); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider. 
i^) Derive 

Decla/ 
Enclosure (s) : (U) Enclosed for the| |Field Office is an 
original and a conv of a National Security Letter, dated n/03/2n03. 
addressed to 

[requesting names, addresses, 
length of service and electronic communication 
transactional records for the email address holder listed below. 

b2 
b7E 
b6 
b7C 
b7D 
b4 

bl 
b2 
b7E 
b6 
b7C 

Case ID 

(S) 
b b F - HU - L' 13 U 3 3 lb 

sàe^ÉT 
2b4b I 

NSL VIO-10412 
bl 
b2 
b7E 



(S) 
Workĵ rfg Copy- Page 

1Ui ^ C This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/electronic communication transactional records on 
the following email addresses: 

bl 
h 2 
b7E 
h 6 
.b7C 

(S) bl 
b6 
b7C 

(U) On 11/09/2001, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

- (U) Arrangements should be made with the institution receiving 
the pnrln.gpd ipt-t-pr t-n produce the records personally to an employee 
of the Field Office. The institution should neither 
send the records through the mail, nor utilize the name of the 
subject or any identifying information related to the subject in any 
telephone calls to the FBI. The institution should not contact FBIHQ 
directly in any manner. 

(U) 

b2 
b7E 

The Field Office should remind the 
institution that it is prohibited from disclosing that the FBI has 
made this request. 

(U) Any questions regarding the above can be directed to FBIHQ, 
] (202; 324 or S SA UC, 

(20T) 3241 I Should the institution be unable to fully comply 
with this request due to lack of specificity or should the 
institution require more detailed information to locate such records. 

»1 |Field Office should immediately contact UC the I 
or S SA for additional information. 

b2 
b7E 
b6 
b7C 

LEAD(s): 

Set Lead 1: (Action) 

FIELD OFFICE 

AT 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, immediately submit results to SSA 
| | FBIHQ, Counterterrorism Division, CTD/CXS 
Room 4 64 8 

b2 
b7E 
h 6 
b7C 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

sJ^RET y S \ NSL VIO-10413 
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AT WASHINGTON, DC (U) 

NSLU is requested to record the appropriate 
informatio'n needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) 
COUNTERTERRORISM 

AT ITOS I/CONUS I/Team 3 
(U) Read and Clear 

Set Lead 4 : (Info) 

(U) 
AT 

Read and Clear 

h 2 
hl E 

SKCRET 
\ NSL VIO-10414 
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Working Copy- Page 

Precedence: PRIORITY 

To: General Counsel 

Counterterrorism 

Date 
Attn: 

Attn: 

12/02/2003 
UC 
CTLU1 
CTD/CXS 
S SA 
S SA 

ITOS I/CONUS 2/Team 5 
SSA 
SSA 

Attn: 
From : Counterterrorism 

Electronic Surveillance Operations Unit. Rm 4363 
Contact: SSA 

b2 
b7E 
b6 
b7C 

Approved By. Bowman MaTinn R 

(S) 

Drafted By: SSi 
Case ID # :(S 

(S) 

Title : 

bbF-HQ-(J13U33 /b 
Pending) 

(U) 
Synopsis: Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

(U) 
(S) 

Derive^.From : 
Declassify On: 

G-3 
XI - 2 5 

Enclosure(s): (U) Enclosed for the Field Office is an 
original and a copy of a National Security Letter, dated 12/2/2003, 
addressed to I 

bl 
b7A 

requesting names, addresses, 
length or service ana electronic communication transactional records 
for the account holder assigned the IP addresses at the date and 
times specified below. 

bl 
b2 
b7E 
b2 
b7E 
b6 
b 7 C 

Case ID 
6 6 F - HQ - L' 13 U 3 3 7 b 

: s j 
26975 

ET 
NSL VIO-10415 

bl 
b7A 



SE^ET 
Working Copy -• 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 

(^enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/electronic communication transactional records on 
the fol lowing IP Address 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(S) 
bl 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the Field Office. The institution should neither send 
the records through the mail, nor utilize the name of the subject or 
any identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

b7C 
b7A 

b2 
b7E 

(U) The Field Office should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

UC 
(U) Any questions regarding the above can be directed to FBIHQ, 

(202) 324-L 
(202) 324 or S SA 

] Should the institution be unable to fully comply 
with this request due to lack of specificity or should the 
institution require more detailed information to locate such 

b2 
b7E 

records, the 
or S SA 

_Field Office should immediately contact UC 
for additional information. b7C 

LEAD(s): 

Set Lead 1 : (Action) 
FIELD OFFICE 

AT 
(U) Hand deliver enclosed NSL as indicated above. Upon 

receipt of requested records, immediately submit results to SSA 
FBIHQ, Counterterrorism Division, CTD/CXS, 

Room 4 64«. 

Set Lead 2: (Action) 

b2 
b7E 
b6 
b7C 

S^D^ET 
N S L V I O - 1 0 4 1 6 



sÈfcwr 

rxinq C Working Copy Page 

(U) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
NSLU is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) 
COUNTERTERRORISM 

AT ITOS I/CONUS 2/Team 5 
(U) Read and Clear 

SECRET 
\ NSL VIO-10417 



S&ßRET 
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Working Copy Page 

Precedence: IMMEDIATE 

To: General Counsel 

Counterterrorism 

Date: 11/19/2003 
Attn: UC 

CTLU1 
Attn: CTD/CXS 

S SA 
SSA 
ITOS I/CONUS IV/Team 14 

Attn: SSA 

From: Counterterrorism 
Electronic Surveillance Operations Unit, Rm 4363 
Contact: SSA 

b2 
b7E 
b6 
b7C 

Approved By: Bowman Marion E 

Drafted By: 

(U) 

(U-) 

Case ID #: (S) 
SSF-HQ-C13Ö337b 

(Pending) 
bl 
b7A 

Title : (S) 

Synopsis: Approves the issuance of an ECPA National Security 
Letter (NSLf; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

<U) X Derive 
Dec 

G-3 
Xl-25 

Enclosure (s) : CU) Enclosed for the£ 

bl 
b2 
b7E 

_ _ |Field Office is an 
( S ) original and a copy of a National Security Letter, dated 11/19/2003, 

addressed to 
[ requesting names, addresses, 
length of service and electronic communication transactional records 
for the account holder assigned the IP addresses at the date and 

-I R-. R-. ̂  ^ -.' -F -I K ̂ S 1 

(ài se ID- bbF-HU-L'13U337b 
she&ET NSL VIO-10418 

264ba 

b2 
b7E 
b6 
b7C 
b7D 
b4 

bl 
b2 
b7E 
b6 
b7C 
b7A 

bl 
" )7A 



NF 
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This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/electronic communication transactional records on 
the following IP Address: 

b7C 
b7A 

(S) 
(U) On 11/09/2001, the Director designated the FBI official, 

signing the attached National Security Letter, to make the required 
certification. 

bl 
b6 
b7C 
b7A 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the ?ield Office. The institution should neither send the 
records through the mail, nor utilize the name of the subject or any 
identifying information related to the subject in any telephone calls 
to the FBI. The institution should not contact FBIHQ directly in any 
manner. 

b2 
b7E 

(U) The Field Office should remind the institution 
that it is prohibited Trom disclosing that the FBI has made this 
request. 

(U) Any questions regarding the above nan be directed to FBTHipr 
](202) 324-1 lor SSA UC 

(202) 324 Should the institution be unable to fully comply with this 
request due to lack of specificity or should the 

•equire more detailed information to locate 
Field Office should immediately contact UC the 

for 
or SSA 

LEAD(s) : 

Set Lead 1: (Action) 

b2 
b7E 
b6 
b7C 

AT 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, immediately submit results to SSA 

FBIHQ, Counterterrorism Division, CTD/CXS 
Room 4 64 8. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 
SECRET' 

XJ^ISL viO-10419 

b2 
b7E 
b6 
b7C 



Working Copy Page 3 

AT WASHINGTON, DC 

vi2^^ NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Info) 

COUNTERTERRORISM 

AT ITOS I/CONUS IV/Team 14 

(U) Read and Clear 

N S L V I O - 1 0 4 2 0 
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Precedence: IMMEDIATE 

To: General Counsel 
Counterterrorism 

Date: 11/19/2003 
Attn: UC 

CTLU1 
Attn: CTD/CXS! 

S SA 
S SA 
ITOS I/CONUS II/Team 5 

Attn: SSA! 

From: Counterterrorism 
Electronic Surveillance Operations Unit, Rm 4363 
Contact: SSA 

Approved By Rnwmari Marinri K 

Drafted By: 

Case ID #: (S) 

(U) ^ Title: (S) 

è é F-HQ-CI3 0 3 3 7 b 
(Pending) bl 

b7A 

S y n o p s i s : A p p r o v e s the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 
(U) 

S) X Derive 
Deci 

tfl) 

G-3 
Xl-25 

Field Office is an Enclosure(s) : (U) Enclosed for the 
original and a copy of a National Security Letter, dated 
11/19/2003. addressed tol 

requesting names, addresses, length of service and 
electronic communication transactional records for the account 
holder assigned the IP addresses at the date and times specified 
below. 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7F b2 

b7E 

b7C 
b7D 
b4 
bl 
b2 
b7E 
b6 
b7C 
b7A 

Case ID 

(S) 
bb^-HU-LUUJJ lb 

SE^ET 
TïïïïTT 

NSL VIO-10421 

bl 
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Working Copy Page 

- X . This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/electronic communication transactional 
records on the following IP Address(es): 

(U) On 11/09/2001, the Director designated the FBI-'of f icial, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the ?ield Office. The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

(U) Anv questions regarding the above can be directed tn 
FBIHQ, UC 

] (202) 324 
or SSA (202) 324-

Should the institution be unable to 
fully comply with this request due to lack of specificity or 
should the institution rpmnre mo^e detailed information to 

Field Office should immediately 
for additional information. 

:P 
locate such records. thel 
contact U c l or SSA 
LEAD(s): 
Set Lead 1 : (Action) 

fai 
fa 2 
b7E 
fa 6 
b7C 
b7A 

bl 
b6 
b7C 
b7A 

b2 
b7E 

fa 2 
b7E 
fa 6 
b7C 

AT 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, immediately submit results to SSA 
CTD/CXS 

FBIHQ, Counterterrorism Division, 
Room 4 64 8. 

fa 2 
b7E 
fa 6 
b7C 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

.ET 
NSL VIO-10422 
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AT WASHINGTON, DC 
(U> ^ C N S L U is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT ITOS I/CONUS Il/Team 5 

(U) Read and Clear 

SE&piT 
/ \ N S L V I 0 1 0 4 2 3 



Page 1 

Precedence : IMMEDIATE 

To: General Counsel 

Counterterrorism 

Date: 11/06/2003 

Attn: UC 
CTLU1 

Attn: CTD/CXSl 
S SA 
S SA 
ITOS I/CONUS IV/Team 16 

Attn: 

From: Counterterrorism 
Electronic Surveillance Prorations Unit Rm 
Contact: SSA 

Approved By: Bowman Marion E 

Drafted By: 

(U) •• 

m-

Case ID # : Pending) 
^ S ^ 6 6 F - HQ - C1303375 

Title : bl 
b7A 

Synopsis Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

<U) 

b7E 

Enclosure(s) : (U) Enclosed for the Field Office is an 
JCi/original and a copy of a National Security Letter, dated 
' ' 11/06/2003, addressed to 

[ requesting 
names, addresses, length of service and electronic communication 
transactional records for the account holder assigned the IP 
address at the date and time specified below. 

b2 
b7E 
h 6 
b7C 

b2 
b7E 
b6 
b7C 
b7D 
b4 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Case ID 
bbi- -HQ-L13U33 )b 2byU4 

(S) 

SE^REJ. N S L V I 0. 1 0 4 2 4 

bl 
hi A 



(S)/ SECkg^ 
Working Copy -• Page 

This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/electronic communication transactional 
records on the following IP Address: 

<S) 

(U) On 11/09/2001, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the| [Field Office. The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

(U) Any questions regarding the above can be directed t n — 
FBIHO. UC 

202) 324-
(202) 

Should the 
324 or 
institution 

S SA 
be unable to 

fully comply with this request due to lack of specificity or 
should the institution require more detailed information to 
locate sue 
contact UC 

records, 
or 

the 
S SA 

Field Office should immediately 
for additional information. 

LEAD(s): 

Set Lead 1: (Action) 
FIELD OFFICE 

AT 

bl 
b2 
b7E 
b6 
b7C 
b7A 

bl 
b6 
b7C 
b7A 

b2 
b7E 

b2 
b7E 
b6 
b7C 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, immediately submit results to SSA • b2 

| ~| FBIHQ, Counterterrorism Division, b7F 
CTD/CXS| | Room 4648. 

b7C 
Room 4 648. 

Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
V 1 0 _ 1 0 4 2 5 
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Working Copy Page 
(U) .... 

/̂tf̂l NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

v 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

AT ITOS I/CONUS IV/Team 16 
(U) Read and Clear 

|\JSL VI010426 
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- Working Copy - Page 1 

Precedence : IMMEDIATE 
To: General Counsel 

Counterterrorism 

Date: 11/05/2003 
Attn: UC 

CTLU1 
Attn: CTD/CXsf 

S SA 
SSA 

Attn: 
ITOS I/CONUS II/Team 5 

From: Counterterrorism 
Electronic Surveillance Operations Unit. Rm 4363 
Contact: SSA 

Approved By: Bowman Marion E 

Drafted By: 
Case ID #: (S) 

(S) 
(U)-

Title : (S) 

6 6 F - HQ - C1303375 

(Pending) 
(Pending) 
(Pending) 

(U) 

(S) 

(S) 

Synopsis: Approves the issuance of an ECPA National 
Security Lêcteï (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider.1 

X 

Case ID (S) 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7A 

NSL VIO-10427 
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Working Copy Page 

Enclosure(s): (U) Enclosed for the 
original and a copy of a. Nat i nnal—Sprnri tv T.pttpr 
11/05/2003, addressed to 

Field Office is an 

requesting names, 
addresses, length of service and electronic communication 
transactional records for the account holder assigned the IP 
addresses at the dates and times specified below. 

b2 
b7E 
b6 
b7C 
b7D 
b4 

bl 
b2 
b7E 
b6 
b7C 
b7A 

£̂=8$; This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/electronic communication transactional 
records on the following IP Addresses: 

bl 
b6 
b7C 
b7A 

(U) On 11/09/2001, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification, 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of 

thd I Field Office. The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

b2 
b7E 

(U) The |Field Office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

(U) Any questions regarding the above can be di 
FBIHO. UC 

(202) 324[ 
(202) 324 or SSA 

-pr-tpd to 

] Should the institution be unable to 
fully comply with this request due to lack of specificity or 
should the institution reanirp morp detailed information to 
locate such records, the 
immediately contact UC 
information. 

or SSA 
Field Office should 

for additional 

b2 
b7E 
b6 
b7C 

SEX NSL VIO-10428 
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LEAD(s): 
Set Lead 1: (Action) 

FIELD OFFICE 

AT 
(U) Hand deliver enclosed NSL as indicated above. Upon 

receipt of requested records, immediately submit results to SSA 
FBIHQ, Counterterrorism Division, 

b2 
b7E 
b6 
b7C 

CTD/CXS/I | Room 4648 . 
Set Lead 2 : (Action) 

GENERAL COUNSEL 

(U) AT WASHINGTON, DC 
^frS^NSLU is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

AT ITOS I/CONUS II/Team 5 
(U) Read and Clear 

ECREk oppi 
NSL VIO-10429 
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Precederice : IMMEDIATE 

To : General Counsel 
Counterterrorism 

Date: 12/19/2003 
Attn: UC 

CTLITL 
Attn: CXS[ 

SSA 
IA 
ITOS I. CONUS 1. Teâm~2 
SSA 
IA 

Attn: SA 
From: Counterterrorism 

Bl opfrnn'i p fnminiini ca)- i nria Snal-ifgi g TTn-ih Pnom 4343 
Contact : 

h 2 
b7E 
b6 
b7C 

Approved By: Curran John F 

Drafted By: 
Case ID #: (S) 

mi i§2 
Title (S) 

¿¿F-HQ-A14011é)2-E (Pending!" 

'•T-T'' Synopsis: Approves the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider. 

í : G-3 
DecOags^ì^ Ori : -JfSfr 1 (U) 

A 
(UT Enclosure (s) : ̂sAçT Enclosed for the Field Office is an 

original arid a rnnv nf a National Sprnri tv Letter. dated 12/lQ/?nfn, 
addressed to 

[ requesting names,addresses,length 
, « , Ot c;er"tn r-e anrl plprf rnnir minniim'i raf 1 nn hrancarl- 1 nnal records for the 
' ' email address holder 

Case ID 

(S) 
OÖP -ny-Hiiuiio¿! - a 

SEÒfî T 
NSL VIO-10430 

~TTT bl 
K7a 

bl 
b7A 

bl 
h 2 
blE 
b6 
b7C 
b7D 
b4 
b7A 

bl 
b2 
b7E 
b6 
-b7C 
b7A 



IS), SEÔJŒT 
Working\OPV Page 

(ni ^tS^This electronic communication documents the National 
Security Affairs Deputy General Counsel's approval and certification 
of the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/electronic communication transactional records 
on the following email address: 

(3) 
iol 

(U) The Field Office should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

S SA f 
(U) Any questions 

J 

regarding 
](202) 324 

be 

the ¿bove can 
or IA 

unable to 

he directed 

Should the institution 
request due to lack of specificity or should 
more detailed information to locate such records 
Field Office should immediately contact SSA 
for additional information. 
LEAD(s): 

to FBIHQ, 
(202) 324-

fully comply with this 
the institution require 

thef 
or IA 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(U) On 10/17/2001, the Director designated the FBI official, b7C 
signing the attached National Security Letter, to make the required b7A 
certification. 

(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the Field Office. The institution should neither send 
the records through the mail, nor utilize the name of the subject or 
any identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

b2 
b7E 

b2 
b7E 
b6 
b7C 

Set Lead 1: (Action) 
FIELD 

Al 

receipt 
(U) Hand deliver enclosed NSL as indicated above 

of requested records, immediately submit results to IA 
NSL VI010431 

Upon 

b2 
b7E 
b6 
b7C 



SE^ET 
Working Copy Page 

FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, Room 4343. 
b6 

• * b7C Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) 

NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) 
COUNTERTERRORISM 

AT ITOS I/CONUS l/Team 2 

(U) Read and Clear 

SECSET NS|_ VIO-10432 
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Precedence: IMMEDIATE 

To: General Counsel 

Counterterrorism 

Date: 12/15/2003 
Attn: UC 

CTLU1 
Attn: CTD/CXS/ 

SSA 
SSA 
SSA 
ITOä I/CONUS 3/Team 10 

DITU 

Attn: 
Attn: 

S SA 
UC 
S SA 

From : Counterterrorism 
Electronic Surveillance Operations Unit. Rm 4 363 
Contact: SSA 

Approved By: Bowman Marion E 

Drafted By: SSA 

Case ID #: (S) 

TECHNICAL EXPLOITATION OPERATIONS 
(U) Synopsis: Approves the issuance of an ECPA National 

Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) G-3 
XI-25 

(S) ^ 

b2 
Jo 7 E 
bb 
b7C 

to 2 

to 2 
toi E 
toi 
toi A 

Case ID 
(S) bbf -HU-lljSUii~T5~ 2 li b4 

(S) 
büVRüI 

NSL VIO-10433 
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Working Copy Page 
Enclosure(s): (U) Enclosed for the field office is an 
original and a copy of a National Security Letter, dated 
11/13/2003, addressed to| 

requesting 
names, addresses, length o£ service and electronic communication 
transactional records for the account holder assigned the IP 

( S): addresses specified below. 

h 2 
hl E 
h 6 
hlC 
b7D 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b4 
b7A 

(S 
/^rS^ This NSL will request the following: 

IU) K -:tro$ii 
Provide verification that 

electronic communications\ 
is a carrier of 1 

and all records regarding!' 
include [ 

/Provide a n y 
Iservices to the above to 

bl 
b2 
b7E 
b6 
b7C 
b7A 



EŜ ÉÏT' 

(U) 
NF 

Working Copy Page 

X ' This electronic communication documents the National Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/electronic communication transactional 
records on the above mentioned IP addresses. 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the field office. The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The |field office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

(U) Any questions regarding the above can be directed to 
FBIHQ. UC[ 

(202) 324 
] (202) 324- or SSA 

Should the institution be unable to 
fully comply with this request due to lack of specificity or 
should the institution require more detailed information to 
locate such records, the 
immediately contact UC| 
information. 

] or ÖSA 
field office should 

for additional 

b2 
b7E 

b2 
b7E 
b6 
b7C 

LEAD ( s) : 
Set Lead 1 : (Action) 

FIELD OFFICE 
AT 
(U) Hand deliver enclosed NSL as indicated above. Upon 

receipt of requested records, immediately submit results to SSA 
FBIHQ, Counterterrorism Division, 

b2 
b7E 
b6 
b7C 

CTD/CXS J_ Room 4 64 8 . 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

(U) AT WASHINGTON, DC 
^gQ NSLU is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

SE^ET NSL VIO-10435 
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Set Lead 3 : (Info) 
COUNTERTERRORISM 

AT ITOS I/CONUS 3/Team 10 
(U) Read and Clear 

NSL VIO-10436 
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(U) -

Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date: 12/15/2003 
Attn: UC 

CTLU1 
Attn: CTD/CXS, 

S SA 
S SA 
SSA 
ITOS I/CONUS 3/Team 11 
SSA 
SSA 

Attn: 
From: Counterterrorism 

Electronic Surveillance Operations Unit. Rm 4363 
Contact: SSA 

Approved By: Bowman Marion E 

Drafted By: SSA 
Case ID #: (S) 
(Dl >s£ 6 6 F - HQ - C1303375 

(U) 
(U) 

Title: (S) 

ini-

bì 
b7A 

TECHNICAL EXPLOITATION OPERATIONS 
Synopsis : Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

Case ID 
(S) 

bbF-HU-L'UUJJ I b A /44I 
NSL VIO-10437 

b2 
b7E 
b6 
b7C 

b2 

bl 
b7A 
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X 
(SI « 

Enclosure(s): (U) Enclosed for the 
original and a copy of National 
12/2/2003, addressed to 

bl 
b2 
b7E 

Field Office is an 
Qor-nr-T t-w T.pt-hor- rial-orl 

requesting names, addresses, length of service and electronic 
communication transactional records for the account holders 
assigned the IP addresses at the date and times specified below. 

b2 
b7E 
b6 
b7C 
b7D 

bl 
b2 
b7E 
b6 
b7C 
b7A 

,-->fO This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/electronic communication transactional 
records on the following IP Addresses: 

bl 
b6 
b7C 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed 1etter to produce the records personally 

employee of the ¡Field Office. The institution 
send the records through the mail, nor utilize the 

to an 
should neither 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

b2 
b7E 

(U) The Field Office should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

SECRKF 
/ \ NSL VI010438 
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(U) Any questions regarding the above can be directed to 

FBIHO. UC 
I 1 (202) 3 2 41_ 

(202) 324 or SSA 
J Should the institution be unable to 

fully comply with this request due to lack of specificity or 
should the institution require more detailed information to 
locate such records, the 
contact UCl or SSA 

b2 
b7E 
b6 
b7C 

Field Office should immediately 
for additional information. 

LEAD(sI 
Set Lead 1 : (Action) 

FIELD OFFICE 
AT 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, immediately submit results to SSA 

FBIHQ, Counterterrorism Division, 
CTD/CXS Room 

b2 
b7E 
b6 
b7C 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 

NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS 3/Team 11 
(U) Read and Clear 

SEÖ^T^ 
NSL VIO-10439 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date: 12/15/2003 
Attn: UC 

CTLU1 
Attn: CTP/CXS/ 

S SA 
S SA 
S SA 
TTO.̂  T / CONTTS ^/Team H 
SSA 
S SA 

Attn: SSA 

h 2 
b7E 
to 6 
tolC 

From: Counterterrorism 
Electronic C~11 T"Te 1 1 a ri ne flnpra h i on c; TTn i T?m A1.&1. 
Contact: SSA 

Approved By: Bowman Marion F, 

Drafted By: SSA 
Case ID #: (S) 

(ïïl fifiF-HO-C1 
Pending) 

m-
(S) 

66F-HQ-C13 03 3 75 
bl 
b7A 

Title : 

(U) 

(S) 

(S) 

X b2 
TECHNICAL EXPLOITATION OPERATIONS 

Synopsis Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

b2 
b7E 
bl •• 
b7A 
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Enclosure(s) : (U) Enclosed for the| ¡Field Office is an 
original and a copy of ^ Mai-innai gp^m-i t-w t.ph-ot- Hafori 
12/2/2003, addressed to 
requesting names, addresses, length of service and electronic 
communication transactional records for the account holders 
assigned the IP addresses at the date and times specified below. 

to 2 
b7E 
b6 
b7C 
b7D 
to 4. 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(Ui This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/electronic communication transactional 
records on the following IP Addresses: 

(S) 
bl 
b6 
b7C 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally 
to an employee of the| Field Office. The institution 
should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

b2 
b7E 

(U) Thel iField Office should remind the institution 
that it is prohibited from disclosing that the FBI has made this 
request. 

(U) Any questions regarding the above can be directed to 
FBIHQ. UC 

202) 324 "L 
(202) 324 or S SA 

] Should the institution be unable to 

to 6 
tolC 
to2 

fully comply with this request due to lack of specificity or 
NSL VIO-10441 
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Working Copy 

should the institution require mqre detailed information to 
locate such records, the 
contact UC| |or SSA 
LEAD(s): 

Set Lead 1: (Action) 

Page 

Field Office should immediately 
"Tor additional information. 

b2 
b7E 
b6 
b7C 

FIELD OFFICE 
AT 

(U) Hand deliver enclosed NSL as indicated above. Upon 

CTD/CXS Room 
FBIHQ, Counterterrorism Division, 

4648 . 

b2 
b7E 
b6 
b7C 

Set Lead 2: (Action) 
GENERAL COUNSEL 

( U ) 

AT WASHINGTON, DC 

^ g ^ N S L U is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS 3/Team 11 
(U) Read and Clear 

NSL VI010442 
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Precedence : IMMEDIATE 

To: General Counsel 

Date: 12/09/2003 

Attn: UC 
CTLU1 

Attn: SIA 
SAC 
CDC 

From: Counterterrorism 
Èlectronic Surveillance Operations Unit, Rm 4363 

Contact: A/SSA 

Counterterrorism Attn: CTD/CXS/ 
UC 1 
A/SSA 

b2 
b7E 
b6 
b7C 

Approved By: Fedarcyk Michael R 

Drafted By: 
Case ID #: (S) 
Title : (S) 

(Pending) 

m Synopsis Approves the issuance of an ECPA National 
Security Letter(NSL); provides reporting data; and, if necessary, 
transit the NSLs for delivery to the electronic communications 
service provider(s). 

bl 
b6 
b7C 
b7A 

(U) 

(Si 

(U) 
Enclosures: X Enclosed for the 
office is an original and a copy o 
dated 12/09/2003, addressed to 

Division field 
a National Securitv Letters. 

1 
and to 1 1 

1 
FBIHQ, CTU, is seeking voluntary disclosure, under 

the authority of Executive Order 12333, dated December 04, 1981, 
and pursuant to Title 18, United States Code (U.S.C.), Section 
2702(b)(7), and Section 2702(c)(4), for the below email accounts. 
Both NSLs seek the content and the names, addresses, length of 
service and electronic communication transactional records for 
the account holder assigned to the e-mail addresses specified 

b2 
b7E 
b6 
b7C 
b7D 
b4 

NSL VIO-10443 

bl 
b7A 



SEtoRT 

Worki/ig Copy Page 
below. 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 
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NF 

Working Copy Page 

bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

NSL VIO-10445 
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bl 
b2 
b7E 
b6 
b7C 
b7D 
b7A 

(S) ...Ì̂ jèjfT The NSLs will request the following: 
(TJ) ^/NF) Provide verification that 

are carriers of electronic communicationsf 
and 

<s Provide any andailrecords regardingf 
the above to include[ 

"I ancT 
(£) services to 

1 FBIHQ seeks voluntary disclosure for the following 
Email addresses: 

/f^/NF) This electronic communication documents that 
the National Security Law Branch (NSLB) has read and approved the 
content of the attached NSLs. For mandatory reporting purposes, 
the enclosed NSLs seek the content and subscriber/electronic 
communication transactional records on the above mentioned email 
addresses. 

bl 
b2 
b7E 
b7D 
b4 
b7A 

bl 
b6 
b7C 
b7A 

(U) ON 10/17/2003, the Director designated the FBI 
official signing the attached National Security Letter, to make 
the required certification. 

(U) Arrangements should be made with the institution 
receiving the pnrlnspji lei-i-pr to nrnHnpp the records personally 
to an employee of the Eield office. The 
institution should neither send the records through the mail, nor 

SSCRET 
NSL VIO-10446 

b2 
b7E 
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utilize the,name of the subject or any identifying information 
related to the subject in any telephone calls to the FBI. The 
institution should not contact FBIHQ directly in any manner. 

Page 

(U) The field office should remind the 
institution that it is prohibited from disclosing that the FBI 
has made this request. 

(U) Any questions regarding the above can be directed 
to FBIHQ, A/SSA [ 

I I ( 2 0 2 324 
] (202) 324- or UC 

Should the institution be unable to 
fully comply with this request due to lack of specificity or 
should the institution require more detailed information to 
locate such records, the I Ifield office should 
immediately contact A/SSa£ 
additional information. 

]or UC for 

b2 
b7E 
b6 
b7C 

LEAD(s) : 
Set Lead 1 : (Action) 

AT 
(U) Hand deliver enclosed NSL as indicated above. 

Upon receipt of the requested records, immediately sumit results 
to A/SSA 
Room 43 63. 

FBIHQ, Counterterrorism Division, 

b2 
b7E 
to 6 
tolC 

Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 

P̂Sl NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs voluntary disclosure , Section 2702(b)(7) 
and Section 2702(c)(4)a 

CC: 
1- SAC, 
1- SIA, 

FBIHQ: 
1- UC [ 

1- A/SSA 
1- UC NSLB 

b2 
b7E 
b6 
b7C 

NSL VIO-10447 
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Precedence: PRIORITY 

To: General Counsel 

Counterterrorism 

Date: 12/2/2003 
Attn: UC 

Attn: 

CTLU1 
CTD/CXS 
SSA 
SSA 

b2 
.b7E 
b6 
b7C 

TTOS T/CONI TS TTT/Team 9 
SSA 

Attn: SSA 

From: Counterterrorism 
Electronic Surveillance Operations Unit. Rm 4363 
Contact: SSA 

Approved Bv: Bowman Marion F 

Drafted By: SSA 

ééF-HQ - O i 3 o 3 3 7 b 
(Pending) 

bl 
b7A Case ID #: (S) 

to) M 
Title: (S) 

(U) 

Synopsis:j^C^ Approves the issuance of an ECPA National Security 
Letter (NSLj ; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider.1 

Enclosure(s) Enclosed for the Field Office 
original and a copy of a National Security Letter, dated 12/2/20 
addressed to I 

bl 
b2 b2 
b7E b 7 E 

KS 
requesting 

names, addresses, length of service and electronic communication 
transactional records for the account holder assigned the IP 
addresses at the date and times specified below. 

.b7C 
b7D 

Case ID 
b b F - HU - L' 13 U 3 3 /b 

(S) ^SfäS^ET 
7ÏÏT77 

NSL VIO-10448 

bl 
b7A 
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Details: (S//NF 

lui ^fS^This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL, For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/electronic communication transactional records on 
the following IP Address: 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 

(U) Arrangements should be made with the institution receiving ' 
the enclosed letter to produce the records personally to an employee 
of the Field Office. The institution should neither send the 
records through the mail, nor utilize the name of the subject or any 
identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 

bl 
b6 
b7C 
b7A 

b2 
b7E 

(U) The Field Office should remind the institution that 
it is prohibited from disclosing that the FBI has made this request. 

UC 
(U) 

(202) 324[ 
Any questions regarding the above can be directed to FBIHQ, 

(202) 324-1 I or SSA 
] Should the institution be unable to fully comply 

with this request due to lack of specificity or should the 
institution require more detailed information to locate such 
records. thel | Field Office should immediately contact UC 

or SS7TI for additional information. 

b2 
b7E 
b6 
b7C 

LEAD(s): 
Set Lead 1: (Action) 

FIELD OFFICE 
AT 
(U) Hand deliver enclosed NSL as indicated above. Upon 

receipt of requested records, immediately submit results to SSA 
| | FBIHQ, Counterterrorism Division, CTD/CXS 
Room 4 648. 
Set Lead 2 : (Action) 

b2 
b7E 
b6 
b7C 

NSL VIO-10449 
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GENERAL COUNSEL 
^ AT WASHINGTON, DC 

^^gXNSLU is requested to record the appropriate 
information needect to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 3: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS Ill/Team 9 
(U) Read and Clear 

SECi^x NSL VIO-10450 


