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Precedence: IMMEDIATELY Date: 09/30/2003
To: General Counsel Attn:
Acting Unit Chief, CTLU/I
Attn: SSA
Counterterrorism Attn: SSA
C'l'L1 koom 4363 3%
A/UC_SSA b7E
CTD b6
vh).l!\_,,
From: Counterterrorism v
Deputy Asgistapnt Director
Contact:
Approved By: Harrington Thomas J
Drafted By:l | T4
(8] case 1D #: ¢8)| (Pending)
U)o e o <) TEEFEU-CISU3STS bl
b7 A
Title (S)
OU: rBLHQ
Synopsis: (U) Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary,
transmits the NSL for delivery to the electronic communications
service provider .
bz
o ,, De biE
De b6
b7C
Enclosure (s) : Enclosed fo is an original and a copy .
of a letter dated 09/30/2003, addressed td II L7D
bd
| | requesting the names,
addresses, lengths or service, and electronic communication
transactional records for the IP addresses at the date and time 51
specified. f(
Details: (S/OR/NF)
Case ID|-

ish"ww‘ BHF-HY-CI3U3375
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NF/OR
~--- Working Copy ---- Page
e
biC
"7 - 5] This electronic communication documents the Deputy oA
Assistant Director’s approval and certification of the enclosed O
NSL. For mandatory reporting purposes, the enclosed NSL seeks .i:ﬂ
electronic communication transactional records on four IP Gk
addresses.
(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of thq[;::;;::bffice. The institution should o
neither send the records rough the mai 1lize the name of bTE
the subject in any telephone calls to th ffice. The ~E
institution should not contact FBIHQ directly in any manner.
(U) You should remind the electronic communications
service provider that it is prohibited from disclosing that the
FBI has made this request.
(U) On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.
{(U) Any questions regarding the above can di ‘
to the Office of the General Counsel, Attention: bo
telephone number (202) 324 b7C
b2
LEAD(s) :
Set Lead 1:
AT b2
. C b7E
(U) Deliver the attached letter_as_lndﬂcated above. hE
Upon receipt of information from the carrier is requested oo
to submit results to SSA| |CTD| | Room 4363. L7C
Set Lead 2:

GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the apprcpriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3:

COUNTERTERRORISM

sﬁbﬁgT

NSL VIO-10328
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AT

(U)

b

NN

Read and Clear.

SECRET
% NSL VIO-10329
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Precedence: PRIORITY Date: 09/30/2003
To: General Counsel Attn:
Acting Chief, CTLU I
Attn: SA
: bz
Counterterrorism Attn: CTD Room 43673 b7E
A/UC SSAa R
b6
Attn: CTD/CXS/ESOU/Room 4648 b7C
SSA
From: Counterterrorism o
Deputy Assistant Director, Room 5999
Contact:| |
Approved By: Harrington Thomas J
Drafted By:l |
Case ID #: (S) bl
66F-HQ-C12303375 L
Q b7A
Title: (S)
wr‘éYﬁdpéig?““bé) Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the telephone
company or electronic communications service provider.
U g TTeies e oo
D 581 X1 Bl
Rl DR
o2 o)
(§) Reference: §Q) D7E bIE
b6
Enclosures: (U) Enclosed forl |is an NSL dated 09/30/2003, 570
addressed tol | o
I oi/D
[ | requesting the names, addresses, length of service, and 04
electronic communication transactional records for the e-mail
address holder(s) listed. b
etails: (S) h7A
2
h7E

ool -HQ-CLl3U357/5




151

seer

---~- Working Copy ---- Page 2

-

This electronic communication documents the Deputy
Assistant” Director’s approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
electronic communication transactional records on one (1) IP
address. o

(U) On 11/09/2001, the Director designated the
official signing the enclosed letter as authorized to make the
required certification.

(U)  You should remind the electronic communications
service provider that it is prohibited from disclosing that the
FBI has made this request.

(U) Arrangements should be made with the electronic
communication service provider receiving the encleosed letter to
roduce the records personally to an employee of the

Division. The electronic communication service provider
should neither send the records through the mail nor utilize the
name of the subject in any telephone calls to the FBI. The
electronic communications service provider should not contact
FBIHQ directly in any manner.

b2
LIE

(U) Any questions regarding the above can be directed b6
to FBIHQ, Attentlon |office of the General Counsel, biC

phone number (202) 32 [ | b2

LEAD (g):

Set Lead 1:
AT b2
NTE
(U) Deliver the attached letter as indicated above. f'E
Upon receipt of requested information[:;:::;::ﬁs requested to QG
submit results immediately to FBIHQ,CTD/CXS/ESOU,Room 4648, o7C

Attention: SSA|

Set Lead 2:
GENERAL COUNSEL

AT WASHINGTON, DC

e
NSL VIO-10331
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(U) NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3:
COUNTERTERRORISM
AT WASHINGTON, DC

(U) For information. Read and clear.

gt
NSL VIO-10332
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Precedence: PRIORITY Date: 09/2%/2003
To: General Counsel Attn:

Acting Unit Chief, CTLU/I

Attn: SSA

Counterterrorism Attn: SSAl |
CTD/ESOU, Room 4363

ssa o

o

From: Counterterrorism

Deputy Asgistant Director b’m
Contact:
Approved By rHaznng.LonJ.bmas_ll
Drafted By: | |
Case ID #: (S) (Pending) bl
L7A
Title: (S

UUT FEIHY

Synopsis: (U) Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.

; bl
Y. Deriv " G-3
R N : o

Enclosure (s): (U) Enclosed for | |is an original and a
copy of a letter dated 08/29/2003, addressed to| [

requestlng the
Iiam onic communication
transactlonal recordq for the emall addrpqq listed
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NF/OR
---- Working Copy ---- Page 2
bl
b2
b7E
(S bé
b7C
(o . . . . L7A
e This electronic communication documents the Deputy
General Counsel’s approval and certification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks electronic
communication transactional records on one email address.

(U) Arrangements should be made with the institution b2
receiving the enclosed letter to produce the records personally to an h7E
employee of thel |field office. The institution should
neither send the records through the mail nor utilize the name of the
subject in any telephone calls to the [field office. The
institution should not contact FBIHQ directly in any manner.

(U) You should remind the electronic communications service
provider that it is prohibited from disclosing that the FBI has made
this request.

(U) On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Any questions regarding the above n be directed to the o
Office of the General Counsel, Attention: telephone D

number (202) 324{:::::] D2

LEAD(s) :
Set Lead 1:
b2
AT b7E
. ke
(U) Deliver the attached letter ag indicated above. Upon bIC
, . . N . N
receipt of information from the carrier, is requested
to submit results to SSA| | Counterterrorism Division,

ESOU, Room 4363,
Set Lead 2:
GENERAL COUNSEL
AT WASHINGTON, DC

(U) CTLU/1 is requested to record the appropriate
information needed to fulfill the Congressional reporting requirements

for NSLs.
D
NSL VIO-10334
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Set Lead 3:
COUNTERTERRORISM
AT CON1
{U) Read and Clear.
SE T
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Precedence: PRIORITY Date: 08/29/2003
To: General Counsel Attn:l I
Acting Unit Chief, CTLU-I
Attn: SSA
Counterterrorism Attn: SSA
CTD/CXS
Room 4648

From: Counterterrorism

Deputy Assistant Director BRoam S829 v
Contact: QL
OTE
Approved By: Pistole John S o6
| p7C
Drafted By: | |
Case ID #: (S) (Pending)
(S) oo -HQ-CLl30337/5 b1
b7A
Title: (8) L7R
" Synopsis: F&L Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.
( ived Fr T G-3
(V) é{ Decl on: “X1~R§ (U) )
bl
(g SR b7A
b2
Reference: (S) b7E
Enclosures: (U) Enclosed for is an original and a copy
of a letter dated 08/29/2003, addressed tol |

i H A/OR/NF

requesting che name, address, and lengch or sexrvice, and
electronic communication transactional records for the IP address
holders listed.

1
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This electronic communication documents the Deputy
Assistant Director’s approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
electronic communication transactional records on two IP
addresses.

(U) Arrangements should be made with the institution
recelving the enclosed letter to produce the records personally
to an employee of your office. The institution should neither
send the records through the mail nor utilize the name of the
subject in any telephone calls tc your office. The institution
should not contact FBIHQ directly in any manner.

(U) You should remind the electronic communications
service provider that it is prohibited from disclosing that the
FBI has made this request.

(U) On 11/09/2001, the Director designated the
official signing the enclosed letter as authorized to make the
required certification.

(U) Any guestions regarding the above can be directed
to the Office of the General Counsel, Attentionj
telephone number (202) 324-

LEAD Dx{

Set Lead 1:

AT

(U) Deliver the attached letter as indicated above.
Set Lead 2:

GENERAL COUNSEL

SBCRET

NSL VIO-10337

b7cC
b2

oy

@)
N
™3



SECM
OR
---- Working Copy -~-- Page

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3:
COUNTERTERRORISM
AT CON2

{(U) Read and Clear.

SEM
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Precedence: IMMEDIATE Date: 04/13/2003
To: General Counsel Attn: UQ
CTLU1
Counterterrorism Attn: SSAl |
ITOS I/CONUS 3/Team 10
Attn: SSA
Investigative Technology Attn: UC o2
ITD/DES/DITU O7E
From: Counterterrorism ?Sﬂ
Electronic Surveillance Operations Unit, Rm 4363 v
Contact: SSA
Approved By: Bowman Marion E
Drafted By: |
fSl"CasemID.#;_ég%
W - (& —BEFTRY-CISUSS TS
bl
Title: }ﬁQ n7A
iSj_. m.wmu%#{_m
M Synopsis-- IS( Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.ii”
E[IJ"W . (§<MWWN. Deri G-3
D Ssi X1 ‘
81
e
Enclosure(s): (U) Enclosed for the field office is an D7E
original and a copy of a National Securitv Tetter, dated
04/13/2004, addressed to| I
| requesting
vVerlirication a 118 2 Ccayrjexr O elecLronlc
[8) communications| eSS
ool =HA=-0U135U35/75 34350 b7A
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fUJ““~~->&§ This NSL will request the following:
(

Provide verification that | lis & carrier of

tAhelectronic communications|

TTVIces to the above to includel

t51;“ ( This electronic communication documents the Naticnal
ecurity. Affairs Senior Counsel’s approval and certification of

the enclosed NSL: - For mandator
NSL seeks verification that]- -

reporting purposes, the enclosed
|is a carrier of electronic

communications

- e
f\h NSL VIO-10340
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---- Working Copy ----

which offers- electronic mail (e-mail) services for e-mail

addresses of the forml|.

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the field office. The institution
should neither send the records through the mail, nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The field office should remind the
institution that it is prohibited from disclosing that the FBI
has made this request.

be directed to
or SSA

e 3N

(U) Any questions regarding the abo
FBIHQ, UC| (202) 324

po2) Should the institution be unable to

3241 I
fully comply with thiIs request due to lack of specificity or
should the institution reguire more detailed information to
locate such records, the| |field office should

immediately contact UC| for SSA| |for additional

information.

** FOOTNOTES* *

Page 3
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b2
b7E

LEAD(s) :

Set Lead 1: (Action)

AT

(U) Hand deliver enclosed NSL as indicated above.
receipt of requested records,
SSA | | FBIHOQ,

CTD/CXS4 IRoom 4648 .

Set Lead 2:

Upon
immediately submit results to SSA
Counterterrorism Division,

(Action)

seer
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GENERAL COUNSEL
AT WASHINGTON, DC
e ) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: {(Info)
COUNTERTERRORISM
AT ITOS I/CONUS 3/Team 10
(U) Read and Clear
Set Lead 3: (Info)
INVESTIGATIVE TECHNOLOGY
AT ITD/DES/DITU

(U} Read and Clear

SE);éET

NSL VIO-10342
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Page

Precedence: ROUTINE Date: 10/08/2003
To: General Counsel Attn:
Acting Unit Chief, CTLU/II
Attn: SSA]| |
| |
Attn: SSAl |
A/SsSal |
sa| |
Counterterrorism Attn: SSA
| |Room 4363
A/UC
ESQU
From: Counterterrorism
Deputy Agsistant Director
Contact:
Approved By: Harrington Thomas J
ol
Drafted By:| | B
(%) Case-ID #: .{8) (Pending) b7E
(Pending) OiA

66F-HQ-C1303375

in.MHH_WHHHW;>g@

Title: (8)
00: FRBIHQ
Synopsis:
Letter (NSL); provides reporting data; and,

(U) Approves the issuance of an ECPA National Security

if necessary,

transmits the NSL for delivery to the electronic communications

service provider.

moo Y | o e o

Enclosure (s} : (U) Enclosed for|

a copy of a letter dated 10/08/2003,

lis awL;uiginalamxﬁ
addressed to

oo oy
(

| [requesting the names, addresses, lengths of service,

and electronic communication transactional records for the e-mail

Case ID

isj_,,f

ob6F-HQ-Cl30337/5
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-~-- Working Copy ----

Page

address holders listed.

@ - w - PRY This electronic communication documents the Deputy
Assistant Director's approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
electronic communication transactional records on two email
addresses

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of your office. The institution should neither
send the records through the mail nor utilize the name of the
subject in any telephone calls to your office. The institution
should not contact FBIHQ directly in any manner.

{(U) You should remind the electronic communications
service provider that it is prohibited from disclosing that the
FBI hags made this request.

(U} On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Any questions regarding the above cg i
to the Office of the General Counsel, Attention:

telephone number (202) 324

LEAD (s) :

Set Lead 1:

I
ATr________

(U) Deliver the attached 1etterras_indisatsd_ibove.
Upon receipt of information from the carrier, is

requested to submit results to FBIHQ, Counterterrorism,l |
Attention: SSA Room 4648.

#Foxgr
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---- Working Copy ----
Set Lead 2:
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3:
COUNTERTERRORISM
AT WASHINGTON, DC- .-

(U) Read and Clear.

NSL VIO-10345

Page
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Precedence: PRIORITY Date: 10/01/2003
To: General Counsel Attn: |

Acting Unit Chief, CTLU/I

Attn: IT
Counterterrorism Attn: SSA
CTD |Room 4363
SsA b2
CID b7k
From: Counterterrorism vbS
Deputy Asgistant Director biC

Contact: |

Approved By: Harrington Thomas J

Drafted By: | | .
)
Case ID #: (S) (Pending) b7L
Title: (8)
Q0: rFBIHQ
Synopsis: (U) Approves the issuance of an ECPA National Security

Letter (NSL); provides reporting data; and, if necessary,
transmits the NSL for delivery to the electronic communications
service provider.

(- ived F T G-3 bl
B ) "

Dec 1Ly 02 o

& A b7E
Enclosure (s): (U) Enclosed for| |is an original and a ;b6

copy of a letter dated 10/01/2003, addressed tof | b7C

| l b7D
1 | requesting the b

names, addresses, lengths of service, and electronic
communication transactional records for the IP address at the
date and time specified.

Details: (S/OR/NF bz
b7E
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s&ET

NF/OR
---- Working Copy ----

Page

bl

™

b7E
b6

: This electronic communication documents the Deputy
Assistant Director’s approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks

electronic communication transactional records on one IP address.

(U) Arrangements should be made with the institution
receiving the enclose produce the records personally
to an employee of thei field office., The institution
should neither send thA€ reco hrough the mail 1 113
name of the subject in any telephone calls to the

field office. The institution should not contact FBIHQ directly
in any manner.

(U) You should remind the electronic communications
service provider that it is prohibited from disclosing that the
FBI has made this request.

(U) On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the reguired
certification.

(U) Any questions regarding the above can be directed

to the Office of the Gener Counsel, Attention:
telephone number (202) 324

LEAD(s) :

Set Lead 1:

AT

(U) Deliver the attached letter _as indicated above.
Upon receipt of information from the carrier, is

requested to submit results to SSA [ CTH |
Room 4363.

Set Lead 2:
GENERAL COUNSEL
AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting

requirements for NSLs.
S%ET
NSL VIO-10347

b7C
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Lead 3:
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(U) Read and Clear.

SEXRET
NSL VIO-10348
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---- Working Copy ---- Page 1
Precedence: PRIORITY Date: 10/01/2003
To: General Counsel Attn: I I
Acting Unit Chief, CTLU/I
Attn: SSA
Counterterrorism Attn: SS8A |
CTD |Room 4363
ssa| | b2
cry ] b7E
From: Counterterrorism b?ﬂ
Deputy Assistant Director b7C
Contact: |
Approved By: Harrington Thomas J
Drafted By: | | .
bl
Case ID #: (S) (Pending) bTA
Title: (8)
00: FBIHQ
Synopsis: (U) Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary,
transmits the NSL for delivery to the electronic communications
gservice provider.
m... , bl
J o ) \\Béfigggigieﬂff/-G-3 B
Decl On: X1 e
LiE "

(8- . "o
B 078
Enclosure(s): (U) Enclosed for] lis an original bo

f a letter dated 10/01/2003, addressed to N7
Tequesting the names, addresses, lengLhs Ol service, o
—AaTnd electronic communication transactional records for the IP 5
addresses at the date and time specified.

1) Details:” ~(S/OR/NF|- )
bl
b7E
b6
h7C

b7A
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tshf SﬁQRET

--~-- Working Copy ---- Page 2

© 7 (%) This electronic communication documents the Deputy
Assistant Director’s approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
electronic communication transactional records on five IP
addresses.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally "o
to an employee of the field office. The institution i
should neither send the records through the mail nor utilize the
name of the subject in any telephone calls to the|
field office. The institution should not contact FBIHQ directly
in any manner.

(U) You should remind the electronic communications
service provider that it is prohibited from disclosing that the
FBI has made this request.

(U) On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Any questions regarding the above ca i ‘?ﬁ
to the Office of the General Counsel, Attention: niIcC

telephone number (202) 324{::::] b2

LEAD(s) :

Set Lead 1:

AT e

(U) Deliver the attached letter as indicated above. g
Upon receipt of information from th ler 1S ;PG
requested to submit results to SSA CTD pIC
Room 4363.

Set Lead 2:
GENERAL COUNSEL
AT WASHINGTON, DC
{U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting

requirements for NSLs.

S ET
NSL VIO-10350

oo

]

b

Sy =1 N
I

v
C
A

O C T

~1 -1



Set Lead 3:
COUNTERTERRORISM

AT CON1
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(U) Read and Clear.

NSL VIO-10351
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Precedence: PRIORITY Date: 10/01/2003

To: General Counsel Attn:

Acting Unit Chief, CTLU/I

Attn: SSA] |
Counterterrorism Attn: SSAl |
CTDI IRoom 4363
SSA | D2
CTD) I L7E
From: Counterterrorism e
Deputy Agsistant Director M
Contact: |
Approved By: Harrington Thomas J
| |
Drafted By:l | bl
Case ID #: (8) (Pending) o7A
Title: (8)
UU: FBEIOY
Synopsis: (U) Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary,
transmits the NSL for delivery to the electronic communications
service provider.
(- WNY:DQ(: Deritwed m : G-3 bl
Decl On: X1 By o
T D4
15 Y O7E - p7g
P
Enclosure(s): (U) Enclosed for | |is an original bfp
and a copy of a letter dated 10/01/2003, addressed to b7C
[ | b7D
| | requesting the names, addresses, lengths of service, 4
and electronic communication transactional records for the IP b1
addresses at the date and time specified, b:
Details: (S/OR/NF* TE
b6
b7C
pTA

S ET -
X NSL VIO-103 § D7A
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NF/

---- Working Copy ----

fﬁis electronic communication documents the Deputy
Assistant Director’s approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
electronic communication transactional records on three IP
addresses.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the |field office. The institution
should neither send the records through the mail nor utilize the
name of the subject in any telephone calls to the| |
field office. The institution should not contact FBIHQ directly
in any manner.

{U) You should remind the electronic communications
service provider that it is prohibited from disclosing that the
FBI has made this request.

(U) On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Any guestions regarding the above can be directed

to the Office of the General Counsel, Attention:

telephone number (202) 324-[ |

LEAD (s) :
Set Lead 1:

AT|

(U) Deliver the attached letter_as indicated abave.
Upon receipt of information from the carrierJ is
requested to submit results to SSA| [TTO
Room 4363.
Set Lead 2:

GENERAL COUNSEL
AT WASHINGTON, DC

{(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting

reguirements for NSLs.
NSL VIO-10353
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(U) Read and Clear.
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Precedence: IMMEDIATELY Date: 09/30/2003
To: General Counsel Attn:

Acting Unit Chief, CTLU/I

Attn: SSA

Counterterrorism Attn: SSA
CTD [ Room 4363

A/UC_SSA
CTD

From: Counterterrorism
Deputy Assistant Director
Contact:

Approved Bygz—Harrinaoton Thomas T

Drafted By:| |
case ID #: (S)| (Pending) ol
T FHF-HU-CI303375 BTA
Title: (8)
UUT FBIHY-
Synopsis: (U) Approves the issuance of an ECPA National Security

Letter (NSL); provides reporting data; and, if necessary,
transmits the NSL for delivery to the electronic communications
service provider.

iul _______ De d I G-3
De ST on X1
Encleosure(s) : {(U) Enclosed foﬂ |is an original and a copy

of a letter dated 09/30/2003, addressed to|

| |

| | requesting the names, addresses, lengths of
service, and electronic communication transactional records for
the IP addresses at the date and time specified.

l:SJ‘».»"Details: ag/OR/NF)

iSj", __________________

caSeID

GEF-HU-CI3U3375 23675
SESRRT
NSL VIO-10355

b2
b7E
bo

b7C




SEQRST
NF/OR
---- Working Copy ---- Page

= This electronic communication documents the Deputy
Assistant Director’s approval and certification of the enclosed
NSL,. For mandatory reporting purposes, the enclosed NSL seeks
electronic communication transactional records on five IP
addresses.

COoCUoOToCUTDO

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the ffice. The institution should b2
neither send the records through the mail_nor utilize the name of b7E
the subject in any telephone calls to th ffice. The
institution should not contact FBIHQ directly 1n any manner.

{U} You should remind the electronic communications
service provider that it is prohibited from disclosing that the
FBI has made this request.

(U) On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Any qguestions regarding the above can be directed b6

to the Office of the Gener, sel, Attention: e
telephone number (202) 324 -ﬁql

LEAD (s) :

Set Lead 1:

AT 2
b7E
(U) Deliver the attached letter as indicated above. ]
b6
Upon receipt of information from tk is —
reguested to submit results tc SSA CTD F~
Room 4363.

Set Lead 2:
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressicnal reporting
requirements for NSLs.
Set Lead 3:
COUNTERTERRORISM

sﬁt@'r
NSL VIO-10356
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Read and Clear.
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Precedence: IMMEDIATELY Date: 09/30/2003
To: General Counsel Attn:

Acting Unit Chief, CTLU/I

Attn: |
SSA |
JTTPE
Counterterrorism Attn: SSA|
CTq IRoom 4363
_p;/U" faga g
CTD
From: Counterterrorism _
Deputy Assistant Director b2
Contact:l HIE
Approved By; i bo
PP Y,—m‘m‘m—m‘l‘m—f b7C
Drafted By:l ]
o
(5] ~case ID-#:| Pending) BIn
e VO -HU~LU13U3570D
Title: (S
TO: FBLHY
Synopsis: (U) Approves the issuance of an ECPA National Security

Lettexr (NSL); provides reporting data; and, if necessary,
transmits the NSL for delivery to the electronic communications
service provider.
b7E

b6

Enclosure(s): (U) Enclosed for is an original and a copy 17 C
of a letter dated 09/30/2003, addressed to] | g

b2

| [ biD
Tequesting the names, addresses, lengths of service, and b4
electronic communication transactional records for the IP nl
isﬁfaddresses at the date and time specified. NN
: oI 8
07C
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BEF-HQ-CI303375 2367 bl




s?;;@og

---- Working Copy ----

B4} This electronic communication documents the Deputy

Assistant Director’s approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
electronic communication transactional records on three 1P
addresses.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the office. The institution should
neither send the records through the mail ilize the name of
the subject in any telephone calls to the[f;f:ffijoffice. The
institution should not contact FBIHQ directly in any manner.

(U) You should remind the electronic communications
service provider that it is prohibited from disclosing that the
FBI has made this request.

(U) On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Any questions regarding the above can_be directed

to the Office of the General Counsgel, Attention:

telephone number (202)
LEAD(s) :
Set Lead 1:

AT

(U) Deliver the attached lettey as indicated above.
Upon receipt of information from the carrier is
requested to submit results to SS | CTID |
Rocm 4363.
Set Lead 2:

GENERAL COUNSEL
AT WASHINGTON, DC

{(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting

requirements for NSLs.
Set Lead 3:
e
NSL VIO-10359
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COUNTERTERRORISM
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AT

(U) Read and Clear.
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?éRET

---- Working Copy ----

Page
Precedence: PRIORITY Date: 10/20/2003
To: General Counsel Attn:

Unit Chief, CTLU I
Attn: SSA
Counterterrorism Attn: CTD[::::]Dnnm Ve ¥r
A/UC SSA
Attn: CTD/CXS/ESOU/Room 4648
SSA
From: General Counsel
Senior Counsel for National Security Affairs, Room 7975
Contact: AGC telephone (202) 324
Approved By: Bowman Marion E .,
b7E
Drafted By: | b6
fS)CasemIDn#;_}X? _ Pending) b7C
Pending)
oK -HQ-~-CI303375 joi
itl (s) b
Title: bTE
bT7A
WJ%”SyﬁOp8181w:j&i: Approves the issuance of an ECPA National
Security Létter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the telephone
company or electronic communications service provider.
tUj.m”mvwﬂw.":Dg(i Deri : G-3
' Declagdify On: X1-25 bl
<0 b2
EHPRA b7E
b7A
Reference: . -
Enclosures: (U) Enclosed forl lis an NSI dated
10/20/2003, addressed to

66F-HQ-CL303375 24885
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R

reguesting
the names, addresses, length of service, and electronic
communication transactional records for the e-mail address
holder(s) listed.

¥

€
T B
= m

~ oy
LN

Details: (S”

oo
NGNS gt
(x|

oo Ot

o)

U)o

‘"“““::HKE This electronic communication documents the Senior
Counsel for National Security Affairs approval and certification
of the enclosed NSL. For mandatory reporting purposes, the
enclosed NSL seeks electronic communication transactional records
on four (4) IP addresses.

(U) ©On 10/17/2003, the Director designated the
official signing the enclosed letter as authorized to make the

required certification.

(U) Arrangements should be made with the electronic
communication gervice provider receiving the enclosed letter to
rn:gdgss_Lhﬁ records personally to an employee of the
Field Office. The electronic communication service 37

provider should neither send the records through the mail nor e
utilize the name of the subject in any telephone calls to the S
FBI. The electronic communications service provider should not

contact FBIHQ directly in any manner.

(U) You should remind the electronic communications
service provider that it is prohibited from disclosing that the
FBI has made this request.

~1 M
(@]

oo

~ (U) Any questior ] above can be directed
to FBIHQ, Attention: AGC Office of the General

Counsel, phone number (202) 3247 |
LEAD (s):

o
[R)

Set Lead 1:

AT

. b2
(U} Deliver the attached lefter as indicated above. b7E
Upon receipt of requested information, is =

SERRET
NSL VIO-10362
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requested to submit results to FBIHQ,CTD/CXS/ESQU,Room 4648,
Attention: SSA|

Set Lead 2:
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3:
COUNTERTERRORISM —
AT WASHINGTON, DC

(U) For information. Read and clear.

SE§6§T
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Precedence: PRIORITY

To: General Counsel Attn: | |
Unit Chief, CTLU I
Attn: SsA | |
I |
Counterterrorism Attn: CTD/ESOU/Raam 4343
A/UC 88A
Attn: CTD/CXS/ESOU/Rcom 4648
SSA
From: General Counsel
Senior Counsel for National Security Affairs, Roam 7875 n?
Contact: AGC telephone (202) 3241 -m74
Approved By: Bowman Marion E be
ol

Drafted By:

Case ID #:

Title: (S)

-

SE;kﬁT

---- Working Copy ---- Page

Date: 10/20/2003

(S)

66F-HO-C1303375 bl

b2
b7E
b7A

Synopéié?”:}E§: Approves the issuance of an ECPA National

Security Letter (NSL); provides reporting data; and, if
transmits the NSL for delivery to the telephone
company or electronicycommunications service provider.

necessary,

\ bl
B m G-3 bl
. X1-25 b7A
Reference: (5)
Enclosures: (U} Enclosed forl [ia an NSI. dared
10/20/2003. addressed tol
I requesting

the names,

addresses, length or service, and electronic

ebF-HQ-C130337/5

36
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---- Working Copy ----

communication transactional records for the e-mail address
holder (s) listed.

Page 2

Details: (S)

ol
b2
b7E
jol&
b7C
7D
b4
L7A

..... . This electronic communication documents the Senior
Counsel for National Security Affairs approval and certification
of the enclosed NSL. For mandatory reporting purposes, the
enclosed NSL seeks electronic communication transactional records
on two (2) e-mail addresses.

(U) ©On 10/17/2003, the Director designated the
official signing the enclosed letter as authorized to make the
required certification.

(U} Arrangements should be made with the electronic
communication service provider receiving the enclosed letter to

roduce the records perscnally to an employee of the
| Division. The electronic communication service
provider should neither send the records through the mail nor

utilize the name of the subject in any telephone calls to the
FBI. The electronic communications service provider should not
contact FBIHQ directly in any manner.

(U) Any gquestions regarding the above can be directed

to FBIHQ, Attention: AGC | office of the General
Counsel, phone number (202} 324
TEAD (%) L

Set Lead 1:

AT

(U) Deliver the attached let indi ed above.
Upon receipt of requested information, is requested

SBRRET | VIO-10365
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to submjit results to FBIHQ, Counterterrorism Division, b6
CTD/CXS Room 4648, Attention: SSA H7C
Set Lead 2: :bA

GENERAL COUNSEL
AT WASHINGTON, DC
{U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3:
COUNTERTERRORISM
AT WASHINGTON, DC

(U) For information. Read and clear.

e
NSL VIO-10366
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Precedence: PRIORITY Date: 10/17/2003

To: General Counsel Attn:

chier, CILU 1

Attn: SSA
Counterterrorism Attn: CTDJ fRoom 4363
A/UC SsA |

Attn: CTD/CXS/ESQU/Room 4648
SSA

From: Counterterrorism

Deputy Assistant Director, Room 5999

Contact: AGCl | telephone (202) 324

Approved By~ Harrington Thomai J

Drafted By:

Case ID #: (S) | bending) bl
66F-HQ-C1303375 o7A

Title: (8)

Security
necessary,

SyﬁbﬁéiSf;:}si: Approves the issuance of an ECPA National
etter

(NSL) ; provides reporting data; and, if
transmits the NSL for delivery to the telephone

company or electronic commupications service provider.
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Enclosures: (U) Enclosed for | is an NSL dated

10/17/2003, addressed tol

| requesting

the names,

addresses, length oL service, and electronic

communication transactional records for the e-mail address

holder (s) listed.
Details: {S)
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bl
2
b7E
06
L7C
b7A
(1T "W“'W:kﬁi This electronic communication documents the Deputy

Assistant Director’s approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
electronic communication transactional records on five (5) IP
addresses.

(U} On 11/09/2001, the Director designated the
official signing the enclosed letter as authorized to make the
regquired certification.

(U) Arrangements should be made with the electronic
communication service provider receiving the enclosed letter to
produce the records personally to an employee of the

| | Field Office. The electronic communication service
provider should neither send the records through the mail nor
utilize the name of the subject in any telephone calls to the
FBI. The electronic communications service provider should not
contact FBIHQ directly in any manner.

oo
NI

(U) You should remind the electronic communications
service provider that it is prohibited from disclosing that the
FBI has made this request.

{(U) Any questions regarding the above can be directed
to FBIHQ, Attention: AGC| | office of the General
Counsel, phone number (202) 324

LEAD (s):

-

ey
DN ~d &y
(2

Set Lead 1:

AT

-~

(U} Deliver the attached letter as indicated above. 1)
Upon receipt of requested information,| is bR
requested to sybmit results to FBTHQ,CTD/CXS/ESOU,Room 4648, hé
Attention: SSA

biC

Set Lead 2:
GENERAL COUNSEL

AT WASHINGTON, DC
S%ET NSL VIO-10368
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(U) NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements.for NSLs.

Set Lead 3:
COUNTERTERRORISM
AT WASHINGTON, DC

(U) For information. Read and clear.
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Precedence: .PRIORITY Date: 10/17/2003

To: General Counsel Attn:

Chief, CTLU I

Counterterrorism Attn: CTD 163
A/UC SSA |
Attn: CTD/CXS/ESOU/Room 4648 2
SSA | oo
L7E
From: Counterterrorism De
Deputy Assistant Director Room 5999 B7C
Contact: AGC telephone (202) 324
Approved By:_ _Harrington Thomas J
Drafted By: )
bl
Case ID #: (8) Pending) h7A

oL -HO-C1303375

Title: (8)
{m .

Synopsisﬁ““}E{: Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the telephone
company or electrQuic communications sexrvice provider.

iSjReferenca+ ..... gﬁi M OZ
DIk b7E

Enclosures: (U) Enclosed for | |is an NSL dated hé
10/17/2003, addressed to[ | B

| | e
[ | requesting the names, addresses, length of service, f:l

and electronlic communication transactional records for the e-mail Da

address holder(s) listed.

b
Detaile. (&) o
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---- Working Copy ---- Page 2
bl
b2
h7E
b6
biC
b7A

%%} This electronic communication documents the Deputy
Assistant Director’s approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
electronic communication transactional records on one (1) IP™
addresses.

(U) ©On 11/09/2001, the Director designated the
official signing the enclosed letter as authorized to make the
required certification.

(U) Arrangements should be made with the electronic
communication service provider receiving the enclosed letter to )
nroduce the records personally to an employee of the b2

Division. The electronic communication service h7E
provider should neither send the records through the mail nor
utilize the name of the subject in any telephone calls to the
FBI. The electronic communications service provider should not
contact FBIHQ directly in any manner.

(U)  You should remind the electronic communications
service provider that it is prohibited from disclosing that the
FBRI has made this request.

b6

(U) Any questions regarding the above can be directed g
to FBIHQ, Attention: AGC| Office of the General fé(’
Counsel, phone number (202) 324 . D2

LEAD (s):
Set Lead 1:

AT

(U) Deliver the attached lefnex_as_indi:ated above.
Upon receipt of regquested information, is requested 2
to submit results to FBIHQ,CTD/CXS/ESOU,Room 4648, Attention: o
SSA b7E

bo

Set Lead 2: b7C

GENERAL COUNSEL

AT WASHINGTON, DC
/SE’?R/Er NSL VIO-10371
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(U) NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
reguirements for NSLs.

Set Lead 3:
COUNTERTERRORISM
AT WASHINGTON, DC

(U) For information. Read and clear.

S T

Page

3
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---- Working Copy ---- Page 1
Precedence: PRIORITY , Date: 10/09/2003
To: General Counsel Attn:

Acting Unit Chief, CTLU/I

Attn: SSA
SSA

Attn: SA| |
Counterterrorism Attn: SSA

CTD] |Room 4363

h2
ssh biE
cTq | 0o

b7C

From: Counterterrorism
Deputy Agsictant DNiraoctony
Contact:

Approved By: Harrington Thomas J

Drafted By:l | 2
Case ID #: (8S) {Pending) pr
» , b6
Title: (S) b7C
Synopsis: (U) Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider. Ny
(UJWM“W““M}£?HH o3 b7E
X1-25 b

' C
Enclosure(s): (U) Field ia_an_QIiginal_and_a___1 b7D
copy of a letter dated 10/09/2003, addressed to bé

requesting the names, addresses, lengths of service, and electronic
communication transactional records for the IP addregs listed.

IR

Details: (S/OR/NFl b1
L7E
bho

____________________ b7C

Case ID f- bl

T NSL VIO-10373 b2
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(- ) ) . .
This electronic communication documents the Deputy

Assistant Director’s approval and certification of the enclosed NSL.
For mandatory reporting purposes, the enclosed NSL seeks electronic
communication transactional records on one IP address.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records perscnally to an
employee of the[ |field office. The institution should neither
send the records through the mail nor utilize the name of the subject
in any telephone calls to the[ | field office. The institution
should not contact FBIHQ directly in any manner.

(U) You should remind the electronic communications service
provider that it is prohibited from disclosing that the FBI has made
this request.

(U) On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Any questions regarding the ahave can he directed to the
Office of the General Counsel, Attention:r telephone
number (202) 324

LEAD (s) :

Set Lead 1:

AT

(U) Deliver the attached 1F;;gx ags indicated above. Upon
receipt of information from the carrier is reguested to

submit results to FBIHQ, Attention: SSA
Counterterrorism Division, Room 4363.

Set Lead 2:
GENERAL COUNSEL
AT WASHINGTON, DC
(U) CTLU/1 is requested to record the appropriate
information needed to fulfill the Congressional reporting requirements
for NSLs.
Set Lead 3:
COUNTERTERRORISM

AT CON1

sENET NSL VIO-10374
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bo
b7C
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NF/OR
---- Working Copy ----

Read and Clear.

ERET NS vIO-10375

Page
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NF/OR
---- Working Copy ---- Page 1
Precedence: PRIORITY Date: 10/09/2003
To: General Counsel Attn:

Acting Unit Chief, CTLU/I

Attn: | |

Squad A-2
Counterterrorism Attn: SSA
CTD |Room 4363
SSA b%
CTD | b7E
bo
From: Counterterrorism b7C
Deputy Assistant Director
Contact:
Approved By: Harrington Thomag J
Drafted By:
Case ID #: (S) (Pending)
{Pending)
(Pending)
(Pending)
Title: (8 bl
bo
b7C
bTA
Synopsis: (U) Approves the issuance of an ECPA National Security

Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service

provider.
G-3

1U3m~muwwmm:>g(: ; s : 63 ~
(3 ?% b7A
b2

J L
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NF/OR
---- Working Copy ---- Page

Enclosure(s) : (U} Enclosed forl hs an original and a
copy of a letter dated 10/09/2003, addressed tol

[requesting the names, addresses, lengths of

service, and electronic communication transactional records for the IP
addresses listed.

oo
-1 ~3 Do
o m

oo
N

[in

Details: (S/OR/NF)

PO

o oo

«
vl

oy~

=

N
2

[
P

oot

""" ¥~ This electronic communication documents the Deputy
Assistant Director’s approval and certification of the enclosed NSL.
For mandatory reporting purposes, the enclosed NSL seeks electronic
communication transactional records on ten email addresses.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally to an

employee of the field office. The institution should
neither send the records through the mail nor utilize the name of the
subject in any telephone calls to the field office. The

institution should not contact FBIHQ directly in any manner.

(U) You should remind the electronic communications service
provider that it is prohibited from disclosing that the FBI has made
this request.

(U) On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Any questions regarding the ove can be directed to the
Office of the General Counsel, Attention: telephone
number (202) 3241

LEAD(s) :

Set Lead 1:

AT

b2

b7E

b6
L7C
b2

lojelNoiel
=3 ~3 Bo
@ iny

(U) Deliver the attached latter_as_indicate? above. Upon
receipt of information from the carrier, is requested

to submit results to FBIHQ, Attention: 884

52T NSL VI0-10377
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Counterterrorism Division, Room 4363. ho

Set Lead 2:
GENERAL COQUNSEL
AT WASHINGTON, DC

(U) CTLU/1 is requested to record the appropriate
information needed to fulfill the Congressional reporting requirements
for NSLs.

Set Lead 3:
COUNTERTERRORISM
AT CON1

{(U) Read and Clear.

SE@{ NSL VIO-10378
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~--- Working Copy ---- Page
Precedence: PRICRITY Date: 11/03/2003
To: General Counsel Attn: UC
CTLUl
Counterterrorism Attn: CTD/CXSJ |
SSA
SSA
ITOS I/CONUS IV/Team 15
SSA | |
‘ erations Attn: IOU-I1, | |
Attn: SSA| [
From: Counterterrorism
Electronic Surxyeillance Operations Unit. Rm 4383
Contact: SSA »
bz
Approved By: _Bowman Marion B HTE
bo
bicC
Drafted By:
)‘“wm_ b1
Case 1D #: ¥&) i
oo }®)]  66F-HQ-CI303375
Title: (8) bl

e

Synopéiéf”*l&(: Approves the issuance of an ECPA National Security

Letter

(NSL) ; provides reporting data; and,

if necessary, transmits

the NSL for delivery to the electronic communications service

provider.

Enclosure(s): {(U)

Dec 51 :

Enclosed for the

G-3
X1-25

Field Office 1is an

original and a copy of a National Security Letter, dated 11/03/2003,

addressed to |

| requesting names,

addresgses,

Tength ol service and electronic communication

transactional records for the email address holders listed below.

Detailg: (81

oor-HOY-LU1Ll3U3370

1

bl

2
y

b7k
b6
p7C



SE T
- Working Copy ---- Page 2

tsh““”

I~
o

b7C

(U) On 11/09/2001,

the Director designated the FBI official,

signing the attached National Security Letter, to make the required

certification.

(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally tg an employee

of the

| Field of

send the records through the mail, nor utilize the name of the
subject or any identifying information related to the subject in any

telephone calls to the FBI.
directly in any manner.

(U) Thel

fice. The institution should neither

oo
-1 o
=3

The institution should not contact FBIHQ

|[Field office should remind the

institution that it is prohibited from disclosing that the FBI has

made this request.

{(U) Any gquestions regarding the above can be directed to FBIHQ,

uc|

|(202)

(2027 32Z1—_—T Snhould the institution be unable to fully comply
with this request due to lack of specificity or should the

o)
NG

o)

324 ] or ssa] |

o

-J 5y -

@]

o

institution require more detailed information to locate such records
the| __|Field Office should immediately contact UC[::::::I
or SSA for additional information.

LEAD(s) :

Set Lead 1: (Action)

FIELD OFFICE

AT

(U) Hand deliver enclosed NSL as indicated above. Upon

receint of redqueste

KOOm 464¢8.

Set Lead 2: {Action)

GENERAL COUNSEL

records,

FBIHQ, Counterterrorism Division, CTD/CXS joYe)
07

AT WASHINGTON, DC

I

immediately submit results to SSA o7k

- TESITNSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

S%ET NSL VIO-10380
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Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS IV/Team 15

(U) Read and Clear

'925{51“ NSL VIO-10381

Page

3
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---- Working Copy ---- Page 1
Precedence: IMMEDIATE Date: 10/31/2003
To: General Counsel Attn: UC
CTLU1
Counterterrorism Attn: CTD CXSl I
Ssa
SSA

ITOT_ILCQNUS_IrTeam 3
SSA

ITOS I/CONUS I/Team 3

Attn: i
— b2
From: Counterterrorism D7E
Electronic Surveillance Onerations UInit. Rm 43A3 6
Contact: SSA B

Approved By: Harrington Thomas J

Drafted By:
Case ID #: (S) (Pending)
() $&) T GBF-HQ-CTI303375 b1
b74
Title: (S) :

SYnopsisi“";B{i Approves the issuance of an ECPA National Security
Letter (NSLY; provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1l

|:U:| % Derived om G-3
- ¥i1.75 ~

) 1 £<7
tSJ.u\w ) bl b;T
)}4 b2 ey
b7 E_
Enclosure (g): (U) Enclosed for the is an b7C
original and f Natijonal § ity L b7l
addressed to h4

| | requesting names,
addresses, length of service and electroniCc communication
transactional records for the account holder assigned the 1IP ol
addresses at the date and times specified below.

Details: (S foli
H7A
Case IDI,

bl -HU-CL3U357/0
e = S% NSL VIO-10
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---- Working Ccpy ---- Page

i

iSjuuu

- - 28 This electronic communication documents the Deputy Assistant

Director’'s approval and certification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks
subscriber/electronic communication transactional records on the
following IP Address:

(U) On 11/09/2001, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally to an employee
of the| |Field Office. The institution should neither send
the records through the mail, nor utilize the name of the subject or
any identifying information related to the subject in any telephone Jo%
calls to the FBI. The institution should not contact FBIHQ directly 0
in any manner. b7E

(U)  The| Field Office should remind the institution
that it is prohibited from disclosing that the FBI has made this
request.

(U) Any questions regarding t;i:ffjve can be directed to FBIHQ,
u

uc | (202) 324 Should the institution be unable
to fully comply with this request e to lack of specificity

or should the institution require more detailed information to locate
suf? ffffrds, the Field Office should immediately contact

ucC for additional 1ntormation.
LEAD(s) :

Set Lead 1: (Action)

AT

(U) Hand deliver enclosed NSL as indicated above. Upon
recel f reguested records, immediately submit results to S8a
FBIHQ, Counterterrorism Division, CTD/CXS

Room 4648 .

SEQRET
NSL VIO-10383
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Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(e
:a§;:NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting

requirements for NSLs.

Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS I/Team 3

(U) Read and Clear

S T
éﬁ NSL VIO-10384

Page

3



---- Working Copy ---- Page 1
Precedence: IMMEDIATE Date: 10/31/2003
To: General Counsel Attn: UCl |
CTLUL
Counterterrorism Attn: CTD CXSJ |
SSA |
SSA
SSA
ITOS 1I/CONUS I/Team 3
Attn: SSA | o
b7k
Attn: .
b6
From: Counterterrorism p7C

Electronic Surpweillance Onoraticong Tinit BPm 434673
Contact: SSA

Approved By: _Harrington Thomas J

Drafted By: | | bl
B2
Case ID #: (8) (Pending) 1HQE
(S) (Pending) ?;T
Title: (S) bl
be
b7C
TR
(s) LA
iy
Synopsiéi“;}sz; Approves the issuance of an ECPA National Security
Letter (NSIL); provides reporting data; and, if necessary,
transmits the NSL
for delivery to the electronic communications service
provider. i1~
De ify On: X1-25 .

‘K b7E

2543 ; ;F
_SREET o) vio-10385 o




gbggé%

NF
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Enclosure(s): (U) Enclosed for[::::hs an original and a gonv of a
National Security Letter, dated 10/31/2003, addressed to |

I
|requesting names, addresses, length of service and

electronic communication transactional records for the numbpers
listed below.

Details: (S//NF)

L)

%S This electronic communication documents the Deputy Assistant
Director’s approval and certification of the enclosed NSL. For

mandatory reporting purposes, the enclosed NSL seeks
subscriber/electryonic communication transactional records for the

(U} On 11/09/2001, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally to an employee
of The institution should neither send the records through the
mail, nor utilize the name of the subject or any identifying
information related to the subject in any telephone calls to the FBI.
The institution should not contact FBIHQ direcetly in any manner.

(U)[::::]should remind the institution that it is prohibited
from disclosing that the FBI has made this request.

(U) Any guestions regarding the above can be directed to FBIHQ,
uc| | (202) 324 ] should the institution be
unable to fully comply with this request due to lack of specificity
or should the institution require more detailed information to locate
such _records, the]| |Field Office should immediately contact
UC[:::::] for additional information.

* *FPOOTNOTES* *
(-

—=E

SIS NsL vIO-10386
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LEAD(s) :

Set Lead 1: (Action)

AT

(U) Hand deliver enclosed NSL as indicated above. Upon
receipt of requested records, immediately submit results to SSA
| | FBTHQ, Counterterrorism Division, CTD/CXS

Room 4648.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
m
":}éi NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: {(Info)
COUNTERTERRORISM
AT ITOS I/CONUS 1/Team 3

(U) Read and Clear

Set Lead 4: {Info)

(@)
~J B0

AT

(- Read and Clear.

}és ’?f NSL VIO-10387

Page 3
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b2
b7k
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b7C
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Precedence: IMMEDIATE Date: 10/31/2003
To: General Counsel Attn: UC
CTLUL
Counterterrorism Attn: CTD/CXSJ I
SSA
SSA
SSA
ITOS I/CONUS II/Team 5
Attn: I I b2
From: Counterterrorism bT7E
Electronic Surveillance QOperations Unit. Rm 4363 né -
Contact: SSA ' H7C

Approved By:__Bowman Marion E

Drafted By: | |

Case ID #: (S) (Pending) 1
(8) (Pending) b2
(S) (Pending) T
e e 66F-HO-C1303375
Title: (8)
bl
(8} b6
b7C
(S) bR
e
Synopéiéf—- Approves the issuance of an ECPA National Security

Letter (NSL}; provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1

W oy Temeaser oo
) TR - : X1-25 bl

iSJ»:><: g%H
oN iz

Enclosure(s): (U) Enclosed for the| Field Office is an Ef'
Case 1D
66F-HQ-C1303375 25443 fe

)Q’ES T NSL vIO-10388
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---- Working Copy ---- Page

original and a copy of a National Security Letter,
addressed tol

| [ requesting
names, addresses, length of service and electronic communication
transactional records for the account holder assigned the IP
addresses at the date and times specified below.

dated 10/31/2003,

[\

—~3 N
=1

()

oOoTUoCoCOoUT
-3
O

T~

etails: (S//NF

ol
b2
b7E
be
p7C
PN
L

meJBY This electronic communication documents the National

Security Affairs Senior Counsel’s approval and certification of the

enclosed NSL. For mandatory reporting purposes, the enclosed NSL

seeks subscriber/electronic communication transactional records on

the following IP Addresses:
bl
Do

(31 b7C

b7A

(U) On 11/09/2001, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally to an employee
of the Field Office. The institution should neither send
the records through the mail, nor utilize the name of the subject or
any identifying information related to the subject in any telephone
calls to the FBI. The institution should not contact FBIHQ directly
in any manner.

(U) The Field Office should remind the institution
that it is prohlibited trom disclosing that the FBI has made this
request.

r_iHL_Anx_gugﬁzigng_iegarding the above can be directed to FBIHQ,
uc (202) 324 br Ssa| |

(202) 324 Should the institution be unable to fully comply
with this request due to lack of specificity or should the

institution reguire more detailed information to locate such records,
the Field Office should immediately contact UCl Ior
SSA or additional information.

SEC§<N5L VIO-10389
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LEAD (s} :

Set Lead 1: {Action)

AT "o
(U} Hand deliver enclosed NSL as indicated above. Upon D7E

receipt of reguesgted records, immediately submit results to S b6
I IFBIHQ, Counterterrorism Division, CTD/CXS p7C

Room 4648.

Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC
e _ NSLU is requested to record the appropriate
informati eded to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)

COUNTERTERRORISM
AT ITOS I/CONUS II/Team 5

(U) Read and Clear

’;EEQET NSL VIO-10390
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Page 1
Precedence: PRIORITY Date: 10/20/2003
To: General Counsel Attn: I
Unit Chief, CTLU I
Attn: SSA
Counterterrorism Attn: CTDI Izoom 4363
A/UC SSA |
Attn: CTD/CXS/ESQU/Room 4648 b2
SSA b7E
bo
From: Counterterrorism P70
Deputy Assist i m 5999
Contact : AGC telephone (202) 324-
Approved Byr__Ha::ingLQn_Ithas]J
Drafted By:
Case ID #: (8) I lPending)
66F-HQ-C1303375 bl
Title: (S) biA
Synopsist“é}éi Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the telephone
company or electronic communications service provider.
(Uj”"“'"”"‘}}ﬁi Derif§2}2¥ul’ G-3 EbE
iEH_ Decla y On: X1 b7A
ff‘ _— \\ By
) LU E b7E
Reference: DI B2
L7k
Enclosures: (U) Enclosed fon is an NSL dated b6
10/20/2003, addressed to] .

[ [ Tequesting “; -
the names, addresses, length of sexrvice, and electronic b7D
communication transactional records for the e-mail address o4
holder(s) listed.

b1
A0 4
Details: (S)]- b2
‘ L7A
.y —_ " .
Case ID|.
BoF-HY-CI3U33 75

13)
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---- Working Copy ---- Page
bl
b2
b7E
b6
biC
B b7A
"”:}Si This electronic communication documents the Deputy
Assistant Director’s approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
electronic communication transactional records on four (4) IP
addresses.
(U) ©On 11/09/2001, the Director designated the
official signing the enclosed letter as authorized to make the
required certification.
(U) Arrangements should be made with the electronic -
communication service provider receiving the enclosed letter to vb@
e records personally to an employee of the b7E
Field Office. The electronic communication service
provider should neither send the records through the mail nor
utilize the name of the subject in any telephone calls to the
FBI. The electronic communications service provider should not
contact FBIHQ directly in any manner.
(U)  You should remind the electronic communications
service provider that it is prohibited from disclosing that the
FBI has made this request. b6
, , . ~T
(U) Any questions regarding the above can be directed l“i“
to FBIHQ, Attention: AGC |Office of the General bz
Counsel, phone number (202) 3244 |
LEAD (s):
Set Lead 1:
AT o2
b7E
(U) Deliver the attached letter as indicated above. bé
Upon receipt of requested information|] [Field is p7C

requested to submit results to FBIHQ,CTD/CXS/ESQU,Room 4648,
Attention: SSA

Set Lead 2:

GENERAL COUNSEL

AT WASHINGTON, DC
SE
E% NSL VIO-10392

2
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{(U) NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3:
COUNTERTERRORISM
AT WASHINGTON, DC

(U) Foxr information. Read and clear.

SEC NSL VIO-10393
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Precedence: PRIORITY Date: 16/20/2003

To: General Counsel Attn:

Unit Chief, CTLU I

Attn: SSA
Counterterrorism Attn: CTDI::::] oanm 4363
A/UC SSA |

Attn: CTD/CXS/ESQU/Room 4648
SsA |

From: Counterterrorism
Deputy Assist ' m 5999 o
Contact: AGC telephone (202) 324 o)

7
Approved Byi—Harrington Thomas J B&

Drafted By: | |

el b7A

Title: {(S)
(-

Synopsis: - Approves the issuance of an ECPA National
Security Létter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the telephone
company or electronic communications service provider.

X |
ESF.Reierence: ‘N%(WWA | -

o)

~J N =

e

oo

™

o}

Enclosures: (U) Enclosed forl |is an NSI dated bT7E
10/20/2003, addressed tol | b6
|requesting B7C
the names, addresses, length ol service, and electronic o
communication transactional records for the e-mail address jb’D
holder(s) listed. b4
Details: (Sﬂ bl

(gy
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(U} W”“W“'“Mggi This electronic communication documents the Deputy
Assistant Director’s approval and certification of the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
elect¥onic communication transactional recoxrds on seven (7) IP
addresses.

(U) ©On 11/09/2001, the Director designated the
official signing the enclosed letter as authorized to make the
required certification.

(U) Arrangements should be made with the electronic
communication service provider receiving the enclosed letter to
produce the records personally to an employee of the b2

| |Field Office. The electronic communication service b7E
provider should neither send the records through the mail nor e
utilize the name of the subject in any telephone calls to the
FBI. The electronic communications service provider should not
contact FBIHQ directly in any manner.

(U) You should remind the electronic communications
service provider that it is prohibited from disclosing that the
FBI has made this request.

(U) Any questions regarding the above can be directed )
to FBIHQ, Attention: AGC QOffice of the General Lo
Counsel, phone number (20 - 7C

LEAD (s): b2

Set Lead 1:

AT|=

(U} Deliver the attached 1 i i above.
Upon receipt of requested information is
requested to spubmit results to FRIH ,CTD/CXS/ESOU, Room 4648,
Attention: SSA

~1 BO
(nal

O oo
-1

@

Set Lead 2:

GENERAL COUNSEL

AT WASHINGTON, DC
SEC
NSL VIO-10395
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(U} NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
reqguirements for NSLs.

Set Lead 3:
COUNTERTERRORISM
AT WASHINGTON, DC

(U) For information. Read and clear.

SES L VIO-10396

Page

3
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---- Working Copy ---- Page 1
Precedence: PRIORITY Date: 11/04/2003
To: General Counsel Attn: UC
CTLUL
Counterterrorism Attn: CTD/CXS
SSA
SSA
ITOS I/CONUS I/Team 1
ssa| |
ITOS I/CONUS I/Team 1
Attn: SSA Lo
SSA joya
— h7E
From: Counterterrorism ho
Electronic Surveillance Operations Unit, Rm 4363 b7C

Contact: SSA| |

Approved By: Bowman Marion E

Drafted By:l

Case ID #: (S)l kPending) El

11 R }Q G6E-HQ-CI303375 7A
Title: (S
LU
SynopsisQ““IE{i Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necesgary, transmits the NSL for delivery to the electronic
communications service provider.l
tUJWWWWWWWM:}§{: ived Fr T G-3 b%
Decl on: X1-25 bZ
(8] D7E
W |
Enclosure{s): (U) Enclosed for the] [Field Office is an 02
original and a copy of a National Security Letter, dated BTE
11/04/2003, addressed tol H géJ
| !requestlng names, addresses, length of service and b7C
communication transactional records for the account b7D

helders assigned the IP addresses at the dates and ti
attached.

6ol -HO-( [ 3053 /5 40762 N i
53 b(h

o
A

NSL VEO-L0397

SE



81 X

---- Working Copy ---- Page 2

bl
bTE
o1
b7C
b7A

This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/electronic communication transactional
records on the attached two IP addresses and five account
holders.

(Uy On 11/09/2001, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the Field Office. The institution
should neither send the records through the mail, nor utilize the o
name of the subject or any identifying information related to the -
subject in any telephone calls to the FBI. The institution E
should not contact FBIHQ directly in any manner.

(U) The] | Field Office should remind the institution
that it is prohibited from disclosing that the FBI has made this
request.

(U) Any gquestions regarding the abov n be di
FBIH% uc | | 1202) 324 | ox SSAi | B2

(202) 3244 IShould the institution be unable to fully ﬁ7ﬁ

comply with this request due to lack of specificity or should the

institution reguire more detailed information to locate such :b6
g, the Field Office should immediately contact UC b7C
or SSA for additional information.

LEAD(s) :

Set Lead 1: (Action)

AT
(U} Hand deliver enclosed NSL as indicated above. Upon no
receipt of requested records, immediately submit results to SSA -
| FBIHQ, Counterterrorism Division, CTD/CXS PfE
Room 4648, o6
b7C

SERFET
NSL VIO-10398
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X
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Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
u”“)B{:NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS I/Team 1

(U) Read and Clear

NSL VIO-10399

Page
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F

---- Working Copy ---- Page 1

Precedence: PRIORITY Date: 11/03/2003
To: General Counsel Attn: UC

CTLU1

Counterterrorism Attn: CTD CXSI |

SSA

SSA

ITOS I /CONIIS TIT/T 10

Attn: SSA
SSA b2
b7E

From: Counterterrorism :
Electronic Surye] long Unij b6
Contact: SSA bhi7C

Approved By: _Bowman Marion E

Drafted By:
Case ID #: (Sl bending)
i )9( 66F-HQ-C1303375 .
bl
Title: (8) Do
b
i - DTA
Synopsié?~v Approves the issuance of an ECPA National Security
Letter (NSIL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1l
m:, M Derive fm - G-3
Esl‘ Declassj On: X1-25 bl
?ﬂ b2
n7E
- N b2
Enclosure(s) : (U) Enclosed for the[::::::]Field Office is an b7E
original and a copy of a National Security Letter, dated 11/03/2003, b6
addressed tol ] -
b i C
P Tesges, length o b7D
service and electronic communication transactional records for the hi
account holder assigned the IP address at the date and times
specified below. b1

(5 :I"Details: ¢ /NF] b2

: B7E




(51 7@
; NF

---- Working Copy ---- Page 2
ol
02
- ww":jﬁi:ThlS electronic communication documents the National b7E
Security Affairs Senior Counsel'’s approval and certification of the 06
enclosed NSL. For mandatory reporting purposes, the enclosed NSL ule
seeks subscriber/electronic communication transactional records on f%]&

the following IP Address:

(5]

(U) On 11/08/2001, the Director designated the FRI official,
signing the attached National Security Lettexr, to make the required
certification.

(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally to an employee
of thel Field Office. The institution should neither send the .~
records through the mail, nor utilize the name of the subject or any e
identifying information related to the subject in any telephone calls PTE
to the FBI. The institution should not contact FBIHQ directly in any
manner.

(U} Thg Field Office should remind the institution that
it is prohibited rrom disclosing that the FBI has made this request.

(1) Anv auestiong regarding the above can irected to FBIHOQ,
uc| | (202) 324]__ Jor ssa (202) 324-

Should the institution be unable to fully comply

with this request due to lack of specificity or should the 02

institution require more detailed information to locate such records, 7

the Field Office should immediately contact UC[::::::]or SSA 06
[ | for additional information. :;7C

LEAD(s) :

Set Lead 1: (Action)

_—e

B b2
M
(U) Hand deliver enclosed NSL as indicated above. Upon jgé-

receipt of reguested records, immediately submit results to S N
| | FBIHQ, Counterterrorism Division, CTD/CXS b7C

Room 4648,
S T
: E(\E NSL VIO-10401

Set Lead 2: (Action)
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---- Working Copy ----

GENERAL COUNSEL
AT WASHINGTON, DC
iUJ _NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS III/Team 10

{(U) Read and Clear

2 Q?T NSL VIO-10402

Page

3
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Precedence: IMMEDIATE Date: 11/03/2003

To: General Counsel Attn: UC| |
CTLU1
Counterterrorism Attn: CTD/CXS
SSA
SSA
ITOS I/CONUS II/Team 5
soA|
ITO?_ILCQNUS_IILIeam 5
SSA

ITCS T/ETII/Team 4

Attn:

From: Counterterrorism le

Electronic Surveillance Operations Unit. Rm 4363
Contact: SSA

Approved By: _Bowman Marion B

Drafted By:

“Case\IQw#: (S)I I (Pending)

.nh:igt; 66F-HQ-CI1303375

o

Title: (S)

oo
3D

T

Synopsisi”“ZB{::Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.

Enclosure(s): (U) Enclosed for the| |Field Office is an

original and _a copv of a National Securitv Letter, dated 11/03/2003,
addressed to

|requesting names, addresses, length of service and

electronic communication transactional records for the email address
holder listed below.

b2
Attn: | | b7E
b6

YOO oo

lole
I

~J Yy~ BRO
£rl

()

~J

bl

Details: (Si

b7E
b6

b7C

ﬁbbb-HQ-CldUJj/b 25447
=18

SERET st vio-164

EE
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@

(Uj.mwuvzgg This electronic communication documents the National

Secur Affairs Senior Counsel’s approval and certification of the
enclocsed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/electronic communication transactional records on
the following email addresses: bl

g beé
B b7C

(U) On 11/09/2001, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving
the eng r to produce the records perscnally to an employee jo Y%
of the Field Office. The institution should neither send b7E

. . . . v

the records through the mail, nor utilize the name of the subject or
any identifying information related to the subject in any telephone
calls to the FBI. The institution should not contact FBIHQ directly
in any manner.

(U) The Field Office should remind the institution
that it is prohibited from disclosing that the FBI has made this
request . B

i regarding ove calr_b_e_d.irgﬂ_ad_Lo_EE.L{Q, b7E
uc (202) 3241 ror SSA bo
(202) 3241 | Should the institution be unable to fully comply h70
with this request due to lack of specificity or should the

' require more detailed information to locate such records, the
Field Office should immediately contact UC or

SSA| |for additional information.

LEAD(s) :

Set Lead 1: {(Action)

|FIELD OFFICE
1— b2
A b7E

(U) Hand deliver enclosed NSL as indicated above. Upon M
receipt of requested records, immediately submit results to Sga biC
| | FBIHQ, Counterterrorism Division, CTD/CXS
Room 4648.

Set Lead 2: (Action)

GENERAI: COUNSEL
SWT NSL VIO-10404
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AT WASHINGTON, DC

“;:PéiéNSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting

requirements for NSLs.

(-

Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I

(U) Read and Clear

Set Lead 4: (Info)

AT
(T} vw_ﬂwﬂ~:D§(::Read and Clear

SE;%

NSL VIO-10405
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---- Work? Copy ---- Page 1
Precedence: IMMEDIATE Date: 11/03/2003
To: General Counsel Attn: UC
CTLU1
Counterterrcrism Attn: CTD/CXSl |
SSA
SSA
ITOS I/ETI
SSA
ITOS I/CONUS IV/Team 13
Attn: | ’
o2
Attn: SSA :
DR
“From: Counterterrorism fols)
Electronic Surveillance Operations Unit, Rm 4363 L7

Contact: SSA

Approved By: _Bowman Marion E

Drafted BRy: | | Ei
Case 1D # (S) {Pending) b7

M oo -HQ-CisV337/5

Title: (8)

Synopsisi“vjﬁdz Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.

41— De
:D%(: ;;;3:§§*f§fg:::ﬁXl 25 b2

Enclosure(s): (U} Enclosed for the |Field Office is an gk

original and f a Nati T Letter ed 11/03/2003, b6_

addressed to p7C

| l b7D
| requesting names, addresses, b

length of service and electronic communication transactional records
for the account holder assigned the IP addresses at the date and time
specified below.
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(5 SE§§E€<
B ---~- Working Copy ---- Page

This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/electronic communication transactional records on
the following IP Address:

(U) On 11/09/2001, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving
the enclogsed letter to produce the records personally to an employee
of thg ield Office. The institution should neither send the
records rough the mail, nor utilize the name of the subject or any
identifying information related to the subject in any telephone calls
to the FBI. The institution should not contact FBIHQ directly in any
manner.

(U) Th4[:;:;:::]Field Office should remind the institution that
it is prohibite rom disclosing that the FBI has made this request.

(U) Any gquegtions regarding the above can be directed to FBIHQ,
uc| k202) 324 or Ssa |
(202) 3241 | Should the institution be unable to fully comply
with this request due to lack of specificity or should the

insti i reguire more detailed information to locate such records,
the Field Office should immediately contact U(Q or SSA

| |tor additional information.

LEAD(s) :

Set Lead 1: (Action)

JFIELD OFFICE

AT[

(U) Hand deliver enclosed NSL as indicated above. Upon

receipt of requested records, immediately submit results to SSA
| |FBIHQ, Counterterrorism Divisgion, CTD/CXS

Room 4648.

Set Lead 2: (Action)

SE
NSL VIO-10407

2
ol
b2
bT7E
b6
k7C
bl
b6
b7C
b2
p7E
b2
BE7E
b6
b7C
b2
b7E
bo
bh7C
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AT WASHINGTON, DC

GENERAL COUNSEL

ﬂUj”‘“%~“;)B(:NSLU is requested to record the appropriate
information needed to fulfill the Congressicnal reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I
(U) Read and Clear

Set Lead 4: (Info)

AT

MNNA:B&(: Read and Clear
e

SE
NSL VIO-10408
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CRET

---- Working Copy ---- Page 1
Precedence: PRIORITY Date: 11/03/2003
To: General Counsel Attn: UC
CTLU1
Counterterrorism Attn: CTD/CXSJ |
SSA
SSA

ITOS _T/CONUS TT/Team 6
Attn: SSA
SSA .

bz

From: Counterterrorism ;D7E
Electronic Surveillance Operations Unit, Rm 4363 b6

Contact: SSA | bvic

Approved By: Bowman Marion E

Drafted By:

Case ID #: (8 (Pending)

Synopsié?”é)S(; Approves the issuance of an ECPA National Security
Letter (NSI); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1

JT— | Derd d : G-3 bl
SIIU?_”I B m X1-25 b2
b7E

1)

Enclosure(s): (U) Enclosed for the Field Office is an D7E
original and a copy of a National Security Letter, dated 11/03/2003, )3
addressed to] | n7C
I | requesting names, 57D
addresses, length of service and electronic communication : :’
transactional records for the account holder assigned the IP address D4
at the datre and rimes shecified helow
T e—,———— o))
Case ID b7A
i 66 -HOQ-C1303357/5

SEC jo)




SEBEET
18] NF

----"Working Copy ---- Page

UT““~M:E§{:§hiS electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/electronic communication transactional records on

the following IP Address:

bTE
bo

b7
b7A

151

bo

f

b7A

(U) On 11/09/2001, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving
the encloged letter to produce the records personally to an employee
of the Field Office. The institution should neither send the
records through the mail, nor utilize the name of the subject or any
identifying information related to the subject in any telephone calls
to the FBRI. The institution should not contact FBIHQ directly in any
manner.

(U) The Field Office should remind the institution that
it is prohibited from disclosing that the FBI has made this request.

o}
~J D
=1

i egarding the above caj i HQ,
uc (202) 324 or SSA (202) 324-

Should the institution be unable to fully comply
with this request due to lack of specificity or should the
institution require more detailed information to locate such records,

the Field Office should immediately contact UC or SSA
or additional information.
LEAD(s) :
Set Lead 1: (Action)
FIELD OFFICE
AT
(U) Hand deliver enclosed NSL as indicated above. Upon

receipt of reguested records, immediately submit results to SSa
| |FBIHQ, Counterterrorism Division, CTD/CXS

Room 4643.

Set Lead 2: (Action)

SE>!€T
NSL VIO-10410
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b2
b7E

bo

bh7C
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GENERAL COUNSEL
AT WASHINGTON, DC
oo
I8} NSLU is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS II/Team 6

(U) Read and Clear

SEP‘ ;EiT NSL VIO-10411

Page

3
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---- Working Copy ---- Page 1
Precedence: IMMEDIATE Date: 11/03/2003
To: General Counsel Attn: UC
CTLU1
Counterterrorism Attn: CTD/CXSJ |
5S8A
S58A
ITOS I/CONUS IV/Team 15
ssa| |
ITOS I/CONUS IV/Team 15
Attn: T
bz
Attn: .
b'_; LJ
From: Counterterrorism b6
Electronic Suxveillance Operations Unit, Rm 4363 Bic
Contact: SSA
Approved By: _Bowman Marion E
bl
Drafted By: bz
_ b7E
Case ID #: (S) (Pending)
M- e 66F-HO-C13033 /5
Title: (S)
- _
Synopéis:. Approves the issuance of an ECPA Naticnal Security
Letter (NSL); Pprovides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.
Euh“““~_u:ga<i Derive rom : G-3 o)
Declagsi On: X1-25 B7E
. . bé
Enclosure(s): (U) Enclosed for the| hleld Office is an b0
original and jonal i 003, -
addressed to 7D
[ [requesting names, addresses, b4
length of service and electronlc communicatlion )
transactional records for the email address holder listed below. bl
18 e
B b7E
bo
biC
Case ID

COF-HY-CI3U3375

IR
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__ .. ---- Workifig Copy ---- -

ZB(:This electronic communication documents the Natiocnal
Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/electronic communication transactional records on
the following email addresses:

b bl

b6

(U) On 11/09/2001, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally to an employee
of thel |Field Office. The institution should neither
send the records through the mail, nor utilize the name of the
subject or any identifying information related to the subject in any
telephone calls to the FBI. The institution should not contact FBIHQ
directly in any manner.

(U) The| |[Field office should remind the
institution that it 1s prohibited from disclosing that the FBI has
made this request.

(U) Any guestions regarding the above can be directed to FBIHQ,
uc| | (202) 324]____ br ssa| |
(202) 324| | Should the institution be unable to fully comply
with this request due to lack of specificity or should the

1nsf;;u§;gn_;ggn;re more detailed information to locate such ¢
the IField office should immediately contact UC

or SSAl |for additional information.
LEAD({s) :

Set Lead 1: (Action)

FIELD OFFICE

AT

(U) Hand deliver enclosed NSL as indicated above. Upon
receipt of regquested records, immediately submit results to SSA

| FBIHQ, Counterterrorism Division, CTD/CXS

Room 4648.

Set Lead 2: {(Action)

GENERAL COUNSEL

}@T NSL VIO-10413

LicC

bl
b2
b7E
bo
b7C

oo
.:m] !_‘: 3
B3

b2
b7E
b6
b7C

o
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Iy
o AT WASHINGTON, DC

- NSLU is requested to record the appropriate
informaticon needed to fulfill the Congressional reporting
reguirements for NSLs.

Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS I/Team 3

{U) Read and Clear

Set Lead 4: (Info)

b2
b7k

AT

(-
”““:)8(: Read and Clear

WT
NSL VIO-10414



---- Working Copy ---- Page
Precedence: PRIORITY Date:’ 12/02/2003
To: General Counsel Attn: UC
CTLUL
Counterterrorism Attn: CTD CXS] I
SSA
SSA
ITOS I/CONUS 2/Team 5
SSA
SSA o
Attn: 7
o
From: Counterterrorism b7

Electronic Surveld i i
Contact: SSA

Approved By._Bowman Marion E

Drafted By: SSA

(8

Case ID H#: (8) Pending)
(S) oo -HQ-CLIUS3/5

Title: {S)

SynopéiSr”:IS(: Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1l

<U3%mwuwme>§Z DerivedFrom : G-3
iEki DeclaSsi On: X1-25

|

Enclosure (s) : (U) Enclosed for thel |Field Office is an
original and a _co of a National Security Letter, dated 12/2/2003
addressed to

| requesting names, addresses,
Tength oL service and electronic communication transactional records
for the account holder assigned the IP addresses at the date and
times specified below.

Case IDN3~

.- 6BF-HQ-TI303375 TS
(21 ; ET _
: NSL VIO-10415

fr]

]

bl

o

LT7E

b2
bTE
bo

bIC
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bl
b2
b7E
be
b7C
This electronic communication documents the National b7z

Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/electronic communication transactional records on
the following IP Address:

S bl
(21| bé
b7C
(U) On 10/17/2003, the Director designated the FBI official, b7A

signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally to an employee o
of th& IField Office. The institution should neither send b2
the records through the mail, nor utilize the name of the subject or b7E
any identifying information related to the subject in any telephone
calls to the FBI. The institution should not contact FBIHQ directly
in any manner.

(U) Thel |Fie1d Office should remind the institution
that it is prohibited from disclosing that the FBI has made this
request.

(U) Any questions regarding the above can be directed to FBIHQ,
uc| | (202) 324{ ___ Jor ssa] |

o

(202) 3244 | Should the institution be unable to fuliy comply )
with this request due to lack of specificity or should the b7E
institution reguire more detailed information tc locate such bé
records, the |Field Office should immediately contact UC T
or 88I for additional information. o

LEAD (s) :

Set Lead 1: (Action)

FIELD OFFICE

AT L
o2
(U) Hand deliver enclosed NSL as indicated above. Upon bk
d records, immediately submit results to SSA no
FBIHQ, Counterterrorism Division, CTD/CXS el

Room 4644d8.

Set Lead 2: (Action)

SEREET
NSL VIO-10416
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R AT WASHINGTON, DC

GENERAL COUNSEL

NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 2/Team 5

{U) Read and Clear

SE
NSL VIO-10417

Page
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Precedence: IMMEDIATE Date: 11/19/2003
To: General Counsel Attn: UC
CTLU1
Counterterrorism Attn: CTD CXSI |
SsAa |
Ssa | |
ITOS I/CONUS IV/Team 14
Attn: SSA b%
g b7E
From: Counterterrorism b6
b7C

Electronic Surveillance Operations Unit, Rm 4363
Contact: SSAl |

Approved By: Bowman Marion E

Drafted By: )
bl
Case ID #: (9) (Pending) DA
,_wwﬂwﬁgg 66F-HQ-C130337/5
mj“M_”“Mv
Title: (8)

w -

m -

(3)

Syﬁdpsis:~w;§{£ Approves the issuance of an ECPA National Security

Letter {(NSLY; provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service

provider.l

m:gai G-3 ol
X1-25 [oy
5 b7E .
o O7E
Enclosure(s): (U) Enclosed for the] [Field Office is an p
original and a_copy of a National Security Letter, dated 11/19/2003, L0
addressed tol b7C
| requesting names, addresses, 7D

length of service and electronic communication transactional records |4
for the account holder assigned the IP addresses at the date and

tamac ornaci fiad hal o

se ID. |~
t 7 o T6F-HQ-C1303375

b2
b

b

b

;
TE
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bl
b7E
be
iU%~~m":}§i This electronic communication documents the National B0

Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/electronic communication transactional records on
the following IP Address:

b7A

bl
iS? 1. e
b7C
(U) On 11/09/2001, the Director designated the FBI official, BT A

signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving

the enffffff E:f'er to produce the records personally to an employee v
of the Field Office. The institution should neither send the b2
records through the mail, nor utilize the name of the subject or any b7E
identifying information related to the subject in any telephone calls

to the FBI. The institution should not contact FBIHQ directly in any

manner.

(U) Theg Field Office should remind the institution
that it is pronipited rrom disclosing that the FBI has made this
request.

(U) Any guestions regarding the above cap be directed to FBRIHO,
uc| |(202) 324 Jor ssal
(202) 324] | Should the institution be unable to fully comply with this
request due to lack of specificity or should the
institution require more detalled information to locate such records,
Field Office should immediately contact UC[::::::]or SSA

| |for additional information.

eREe)

TE
56
LEAD(S) . MU
piC
Set Lead 1: (Action)
AT
(U) Hand deliver enclosed NSL as indicated above. Upon
receipt of requested records, immediately submit results to SSA 07
| FBIHQ, Counterterrorism Division, CTD/CXS 7
Room 4648. o
0o
Set Lead 2: (Action) b7C

GENERAL COUNSEL

SEC
SL VIO-10419



SE T
N
-~-- Working Copy ----

-
AT WASHINGTCON, DC

-H”:$SI:NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS IV/Team 14

(U) Read and Clear

NSL VIO-10420

Page



i

i

ET

---- Working Yy ---- Page 1
Precedence: IMMEDIATE Date: 11/19/2003
To: General Counsel Attn: UC
CTLUl
Counterterrorism Attn: CTD/CXSJ |
SSA
SSA
ITOS I/CONUS II/Team 5
Attn: SSAl
From: Counterterrorism
Electronic Surveillance Operations Unit, Rm 4363 )
Contact: SSA [ )5
bR
Approved By; Bowman Marion E b6
picC
Drafted By:l I
‘ bl
Case ID #: (S) (Pending) ST
N ZEF-HO-CI303375 bi7A
Title: (S)
Synopsis: TH&}T Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, 1if
necessary, transmits the NSL for delivery to the electronic
communications service provider.l
W Derive om G-3
2 ::ﬁ&t: Declgfsify™Qun: X1-25 bi
- b2
0 B7E
b2
Enclosure(s): (U) Enclosed for the Field Office is an b7k
original and a copy of a National Security Letter, dated b
11/19/2003, addressed tol | N
| c
| requesting names, addresses, length of service and DiD
electronic communication transactional records for the account i
holder assigned the IP addresses at the date and times specified
below. b
. b2
‘ b7E
bo
b7C
__________________________________________________________________________ b7A
Case ID|. b
VO ~HAY=-CUI1oU23 70 FASI - ’:

tgh,,yf




F

(5¥ ---- Working Copy ---- Page 2
‘ bl
b2
b7E
iy = , - . - , .
:?Si Thig electronic communication documents the National né
Security Affairs Senior Counsel’s approval and certification of n7C
the enclosed NSL. For mandatory reporting purposes, the enclosed !
NSL seeks subscriber/electronic communication transactional b7A
records on the following IP Address(es):
igj . bl
bo
b7C
(U) On 11/09/2001, the Director designated the FBIofficial, L7A
signing the attached National Security Letter, to make the
required certification.
(U) Arrangements should be made with the institution
receiving the enclos o produce the records personally
to an employee of th Field Office. The institution ~
should neithexr send the records through the mail, nor utilize the bz

name of the subject or any identifying information related to the D7E
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) Thel :Field Office should remind the institution
that it is prohibited from disclosing that the FBI has made this

request.
(U) 1ng the abo be directed_to____1
FBIHQ, UC (202) 324Ffor SSA 1o
202) 324 Should the institution be unable to JW1
fully comply with this request due to lack of specificity or b(Eﬁ
should the institution re e detailed information to b6
locate such _records, the Field Office should immediately n7C
contact UC| |or SSH for additional information.
LEAD(s) :
Set Lead 1: (Action)
AT ]
- b2
(U) Hand deliver enclosed NSL as indicated above. Upon D7E
receipt of reguested records, immediately submit results to SSA D6
| |FBIHQ, Counterterrorism Division, h7C

CTD/CXSl | Room 4648.

Set Lead 2: (Action)

GENERAIL COUNSEL

e
NSL VIO-10422



---- Working Copy ----
AT WASHINGTON, DC

W :}E{:NSLU is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS II/Team 5

{(U) Read and Clear

SESKET
\7< NSL VIO-10423

Page

3



5

---- Working Copy ---- Page 1

Precedence: PRIORITY Date: 11/06/2003
To: General Counsel Attn: UCl

CTLU1

Counterterrorism Attn: CTD/CXS[::::::]

SSA

SSA

ITOS I/CONUS IV/Team 16

Attn: | |
‘ b2
From: Counterterrorism hE
Electronic Surwveillance Opneryationg IInit . Bm 4363 -
- Contact: SSA | | D
niC
Approved By: Bowman Marion E
Drafted By:
Case ID #: (s)k [ Pending)
e ¥ 66F-HQ-C1303375
Title: (S) bl
b7A
e

Synopsisi“;}gi Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.l

(U)o e ved From o)
Sl ggi%&ﬁ@zfﬁiﬁﬁtlﬂx1 25 - 2

' b7E .
TD%: | b2

» . b7E
Enclosure(s): (U) Enclosed for the] Field Office is an b6
(%) original and a copy of a National Security Letter, dated j %q
11/06/2003, addressed to| :b,%
| [Tequesting b7D
names, addresses, length oL service and electronic communication b4
transactional records for the account holder assigned the IP 1
address at the date and time specified below. 3 -
fS?’ b7E
: bo
' b7C
b7h
Case 1D «

5]




(80 SEC
f ~---- Working Copy ---- Page
bl
b2
h7E
(- This electronic communication documents the National b6
Secur Affairs Senior Counsel’s approval and certification of ti
the enclosed NSL. For mandatory reporting purposes, the enclosed ’HL
NSL seeks subscriber/electronic communication transactional bTA
records on the following IP Address:
(Sj"“ bl
Do
(U) On 11/09/2001, the Director designated the FBI official, bZE
signing the attached National Security Letter, to make the oA
required certification.
(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the |Field Office. The institution N
should neither send the records through the mail, nor utilize the b2
name of the subject or any identifying information related to the bH7E
subject in any telephone calls to the FBI. The institution
should not contact FRIHQ directly in any manner.
(U) The[;:;:::;]Field Office should remind the institution
that it is prohibited from disclosing that the FBI has made this
request.
(U) An uestions regarding the above can be directed to -
FBIH c |(202) 324' joxr SSA ‘ f
202) 324 | Should the institution be unable to b7E
fully comply with this request due to lack of specificity or b6
should the institution re detailed information to b70
locate such records, th Field Office should immediately ’
contact UC or SSAH for additional information.
LEAD (g) :
Set Lead 1: (Action)
FIELD OFFICE
AT| |
(U) Hand deliver enclosed NSL as indicated above. Upon
receipt of requested records, immediately submit results to SSA - h2
| | FBIHQ, Counterterrorism Division, 57E
CTD/CXS]| | Room 4648. 'bé
Set Lead 2: (Action) biC

GENERAL COUNSEL

AT WASHINGTON, DC

SE NSL VIO-10425

2



e

---- Working Copy ----
(-

m”:?é} NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS IV/Team 16

(U) Read and Clear

S%T NSL VIO-10426

Page

3
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---- Working Copy ---- Page 1

Precedence: PRIORITY
To: General Counsel

Counterterrorism

From: Counterterrorism

Date: 11/05/2003

Attn: UC
CTLU1

Attn: CTD CXSI I
SSA
SSA

ITOS I/CONUS II/Team 5

Attn: |

b2

Electronic Surveillance Operations Unit, Rm 4 b7E
Contact: SSA hé

Approved By: Bowman Marion E

b7C

Drafted By:| |
Case ID #: ES) EPengingg
S) Pending
0 (8) (Pending)
“oee - 3] 66F BQ-C1303375

Title: (S)

(s)]

(sl

SYnopsisf“;)ﬁ{; Approves the issuance of an ECPA National
Security Le&tter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.l

{u) :)Si: ived From :
D Ty O -25 .

153/

bob-HU-UL3U3575

2595905
S/gégET NSL VIO-10427



Enclosure(s): (U) Enclosed for thel
original and a copy of a
11/05/2003, addressed to

SEC\(F
NF

--~- Working Copy ----

|Fie1d Office is an

NESaR ot o= Serurity Tetteor Aatad

| requesting names,

addresses, length oI service and electronic communication
transactional records for the account holder assigned the IP
addresses at the dates and times specified below.

Page

B8 This electronic communication documents the National

Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/electronic communication transactional
records on the following IP Addresses:

sk

(U) On 11/09/2001,

t

he Director designated the FBI official,

signing the attached National Security Letter, to make the
required certification.

\

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally

to an employee of thq

|Field Office. The institution

should neither send the records through the mail, nor utilize the
name of the subject or any identifying information related to the
subject in any telephone calls to the FBI. The institution
should not contact FBIHQ directly in any manner.

(U) The

IField OCffice should remind the

institution that it 18 prohibited from disclosing that the FBI

has made this request.

(U) Any questions regarding the above can be directed to

FBIH uc
{202) 324

(202) 324{ _ |or ssa
Should the institution be unabie to

fully comply with this request due to lack of specificity or

should the institution =r:

locate such records, t
immediately contact UC
information.

ne

aau;re_mgxajdetalled information to
:lflf Office should

or S85A for additional

SE}}< NSL VIO-10428

bicC
D7D
b4

bl
2
b7E
ho
b7C
L’) 7 AZ}X

bl
bo
b7C
LA

b2
b7E

b2
b7E
b6

A e
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ET
NF
~--- Working Copy ---- Page
LEAD (s) :

Set Lead 1: (Action)

FIELD OFFICE

AT

(U) Hand deliver enclosed NSL as indicated above. Upon
receipt of regquested records, immediately submit results to SSA
| | FBIHQ, Counterterrorism Division,
CTD/CXSd | Room 4648.

Set Lead 2: (Action)

GENERAL COUNSEL
o AT WASHINGTON, DC

HNM%”“":}Si:NSLU is requested to record the appropriate

information needed to fulfill the Congressicnal reporting
requirements for NSLs.
Set Lead 3: (Info)

COUNTERTERRORISM

AT ITOS I/CONUS II/Team 5

(U) Read and Clear

NSL VIO-10429
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‘ g T
---~ Working Copy ---- Page

Precedence: IMMEDIATE

To: General Counsel Attn:
Counterterrorism Attn:
Attn:

From: Counterterrorism

Date: 12/19/2003

uc
CTL

CXS |

SSA |
1A| |

ITOS 1. CONUS 1. Team 2
SSA

IA
SA

Electronic Communicationg Analvaia Tinit Room 4343

Contact:

CoUTo
~3 oy =0 D

Approved By: Curran John F

Drafted By:l

Case ID #: (8)

C e R BG6F-HQ-AT401I162-E  {(Pendind)

Title: (S)

Syriopsis: - Approves the issuance of an ECPA National Security

Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service

provider.

(U)

'vs.Ammww%u - (U) erdived . -
(8 el o

A

—

g

|Field Office is an

Enclosure(sy;:§qz Enclosed for the

original and 1 ,
addressed to

| | requesting names, addresses, length

OI service and electranic communicatrion

transactional records for the

s

1

bl
b7A

bl

b2
b7E
bo
b7C
B7D

b7A

bl
b2
b7E
bé
b7C
b7A



(3 SE?{’CF
: ---- Workifig Xopy ---- Page 2

bl
b2
(8] LlE
b6
' b7C
b7A
S This electronic communication documents the National
Security Affairs Deputy General Counsel‘s approval and certification
of the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/electronic communication transacticnal records
on the fellowing email address:
S bl
i J ________ ot . b
(U) On 10/17/2001, the Director designated the FBI official, b/C
signing the attached National Security Letter, to make the required hH72
certification.
(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally to an employee
of the Field Office. The institution should neither send A
the records through the mail, nor utilize the name of the subject or :bL
any identifying information related to the subject in any telephone b7E
calls to the FBI. The institution should not contact FBIHQ directly
in any manner.
(U) Thel IField Office should remind the institution
that it is prohibited from disclosing that the FBI has made this
request.
oy
(U) Any guestions regarding bove can be directed to FBIHQ, i:
SSA | 1(202) 324 or IA| | (202) 324- b7k
| | Should the institution be unable to fully comply with this e
request due to lack of specificity or should the institution require bh7C
more detailed information to locate such records, thel ]
Field Office should immediately contact SSA or IA
for additional information. I | L—————J
LEAD (s) :
Set Lead 1: (Action)
FIELD
AT b2
YT B
(U) Hand deliver enclosed NSL as indicated above. Upon b6
receipt of requested records, immedijately submit results to IA n7C

SE T
NSL VIO-10431



’ SEXRET
---- WorjAing Copy ---- Page

FBRIHQ, Counterterrorism Division, CTD/CXS/ECAU, Room 4343.

o o
~1 ™
)

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

-

- 3&{ NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info) _
COUNTERTERRORISM
AT ITOS I/CONUS 1/Team 2

(U) Read and Clear

SE(>€T NSL VIO-10432
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Precedence:

---- Working Copy ----

IMMEDIATE

To: General Counsel

Counterterrorism

DITU

From:

Approved By:

Drafted By: SSA

Case ID $#: (S)

Synopsisﬁww

Counterterrorism

S ET
F

Attn:

Attn:

Attn:

Attn:

Date:

12/15/2003

uc

CTLU1

CTD/CXS

SSA
SSA
SSA

ITOS I/CONUS 3/Team 10

55Aa

uc |

SSA |

Contact: SSA

Bowman Marion E

e6F-HO-C1l303375

(s)

Electronic Surxveillance Operations Unit, Rm 4363
Pending)
b7A

-38] "BBF-HQ-CIZ03375

(s)

TECHNICAL EXPLOITATION OPERATIONS

Approves the issuance of an ECPA National

Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic

communications service provider.

A1/ WH.NW:IS¥:: D Lved . G-3
De =k On:

X1-25

el

o]

]
Py

>

Page 1

b2
b7E
18
b7C

1%
M

NN

Lo

Case ID|-

(8

OOr —NY—LU 1 S5U55 /0

L7205




NF

---- Working Copy ---- Page

Enclosure(s): (U} Enclosed for thel Ifield office is an

original and a copy of a National Security Letter, dated

11/13/2003, addressed to] |

| | requesting

names, addresses, length oL service and electronic communication

transactional records for the account holder assigned the IP
fS)iaddresses specified below.

iSJ% J:}Si: This NSL will request the following:

. éﬁgﬂ Provide verification thatl |is a carriexr of
- electronic communications | |

tsh [PTBVTBE??HUP———J

and all records regarding| kexrvices to the above to
include | |

bl
02
b7E
be
L7C
L7D
b4
b7A

o
ha

YO U

@]
G ]
-

-

(e

o)

b1
b2
bTE
b6
b7C

ﬁé‘“ NSL VIO-10434

8y

b7A



soace®

NF

- ---- Working Copy ---- Page 3

’:Z§{:This electronic communication documents the National
Security Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/electronic communication transactional
records on the above mentioned IP addresses.

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally

to an employee of the [field office. The institution

should neither send the records through the mail, nor utilize the

name of the subject or any identifying information related to the b2
subject in any telephone calls to the FBI. The institution b7E

should not contact FBIHQ directly in any manner,

(U) The |field office should remind the
institution that it is prohibited from disclosing that the FBI
has made this request.

(U) Any guestions regarding the abo be direc
FBIH uc (202) 324 or SSA b2
E::::f:::] (202) 324 Should the institution be unable to D7E

fully comply with this request due to lack of specificity or b6
should the institution reguire more detailed information to o
locate such records, the field office should biC

immediately contact UC| [or SSAl |for additional

information.
LEAD (s) :

Set Lead 1: (Action)

FIELD OFFICE

AT

5 oo

(U) Hand deliver enclosed NSL as indicated above. Upon
receipt of regquested records, immediately submit results to SSA

e
L2

| FBIHQ, Counterterrorism Divisiomn,

CTD/CXS] | Room 4648.
Set Lead 2: (Action)
GENERAL COQUNSEL
- AT WASHINGTON, DC
NSLU is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

SEBRET gl vIO-10435
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SECRET
N
---- Working Qopy ----
Set Lead 3: (Info)
COUNTERTERRCRISM
AT ITOS I/CONUS 3/Team 10

(U) Read and Clear

NSL VIO-10436

Page
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-—-- Working Copy ---- Page

Precedence: PRIORITY Date: 12/15/2003

To: General Counsel Attn: UC|
CTLU1

Counterterrorism Attn: CTD/CXS] I
SS8A
SSA
SSA

ITOS I/CONUS 3/Team 11
SSA
R SSA b2

Attn:

From: Counterterrorism b7C
Electronic Surxveillance Operation nj
Contact: SSA

Approved By: Bowman Marion E

Drafted By: SSA| |

Case ID #: (8)] |Pending)
- . & 66F-HQ-C1303375

sy [ Ipending)
iuju__"m>gg 66F-HQ-C1303375

Mgy T bl

A
e ] T BRE-HY-CI30U3375 Ve

Title: (9)

(s)

mwm»wHMMMW,ﬁa | | 2
TECHNICAL EXPLOLTATION OPERATIONS

W Sy HOPETE :RTS::Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

|:S:I __,v..._»"“bbh‘*ﬂQ-Cl_‘inJ/b S 1/441
) — E§<T NSL VIO-10437

&3




S T

N
---- Working Topy ---- Page 2
o |
v:}gi Deriv om : G-3 I~
assify i X1-25 b;
(510 | p7E
Enclosure(s): (U) Enclosed for thg Field Office is an e
. _ . D75
original and a copy of a National TSernuyity Tetter Aated s o
12/2/2003, addressed to | b6
| b7C
requesting names, addresses, length of service and electronic 7D
communication transactional records for the account holders bé

assigned the IP addresses at the date and times specified below.

) %€} This electronic communication documents the Naticnal
Security Affairs Senior Counsel’s approval and certification of

the enclosed NSL. For mandatory reporting purposes, the enclosed
" NSL seeks subscriber/electronic communication transactional

records on the following IP Addresses:

)|

N> =

o

G
=)

bTA

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enclocs to produce the records personally
to an employee of thq Field Office. The institution
should neither send the records through the mail, nor utilize the
name of the subject or any identifying information related to the

subject in any telephone calls to the FBI. The institution :b2
should not contact FBIHQ directly in any manner. bTE

{(u) The[;:;:::;]Field Office should remind the institution
that it is prohibited from disclosing that the FBI has made this

request.
SECR
>< NSL VIO-10438




S
N
~---- Workjfg Copy ---- Page

(U) Any guestions regarding the abotf:iin be dig

FBIH ucC (202) 324 | oxr SSA
| | 202) 324 | Should the institution be unable to

fully comply with this request due to lack of specificity or

should the institution reguire more detailed information to
locate such records, the Field Office should immediately
contact UC or SSA for additional information.
LEAD(s) :

Set Lead 1: (Action)

FIELD OFFICE

AT

’

(U} Hand deliver enclosed NSL as indicated above. Upon
receipt of requested records, immediately submit results to SSA

| FBIHQ, Counterterrorism Division,

CTD/CXSl |Room 4648.

Set Lead 2: {(Action)
GENERAL COUNSEL
AT WASHINGTON, DC

"y e

T - X897 NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 3/Team 11

(U) Read and Clear

SE@@ NSL VIO-10439

b2
b7E
b6
h7C



i:ﬁg?f
---- Working Copy ---- Page 1

Precedence: PRIORITY Date: 12/15/2003
To: General Counsel Attn: UC
CTLU1
Counterterrorism Attn: CTD/CXS
SSA
SSA
SSA o
b2
ITOS I/CONUS 3/Team 11 b7E
SSA %
Attn: SSA
From: Counterterrorism
Electronic Suprueillance Onetrationg Init  Bm 43617
Contact: SSA
Approved By: Bowman Marxion E
Drafted By: SSA
Case ID #: (s) | |Pending)
...... . FEF-HO-C1303378 )
[ - b
sy | | oL
R we o RG] 66F-HQ-C1303375 b7A
Title (S)
(8)
4 b2

0 -

TECHNICAL BEAPLOITATION OPERATIONS
"""" o Approves the igsuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

e >\”< Dérsxyed : G-3

Deg ST On: X1-25

Case ID |

igji,nﬁ

SESEE NsL vio-10440
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---- Working Copy ----

Enclosure(s): (U) Enclosed for the[:::::::]Field Office is an
original and a copy of a Natinnal Secnrity Tetter dated

12/2/2003, addressed to

I
.

regquesting names, addresses,

iengEn O service and electronic

communication transactional records for the account hclders
assigned the IP addresses at the date and times specified below.

Page

2

b2
b7E
b6
b7C
b7D
b4

v

(5]

- I8] This electronic communication documents the National

Securlty Affairs Senior Counsel’s approval and certification of
the enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/electronic communication transactional

records on the followi

ng IP Addresses:

bl
bo
b7C
bTA

(U) On 10/17/2003,

the Director designated the FBI official,
signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally

to an employee of th
should neither send t

subject in any telephone calls to the FBI.

Field Office. The institution

e records through the mail, nor utilize the
name of the subject or any identifying information related to the

The institution

gshould not contact FBIHQ directly in any manner.

(U) The
that it is prohibited
request.

Field Office should

remind the institution

from disclosing that the FBI has made this

(U) Anvy questions regarding the above can be directed to

FBTH U

| (202) 324]
202) 3244 | Should the institution be unable to

lor SSA|

fully comply with this request due to lack of specificity or

S

NSL VIO-10441
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SE

---- Working Copy ---- Page 3
should the institution reguire mgre detailed information to ~
locate such records, the Field Office should immediately bz
contact U( or SSA For additional information. b7E

jol8
LEAD(s) : hC

Set Lead 1: (Action)

FIELD OFFICE

AT

-3 DD

]

(U) Hand deliver enclosed NSL as indicated above. Upon

receipt of reduested records, immediately submit results to SSA
FBIHQ, Counterterrorism Division,
oom 4648.

Set Lead 2: (Action)

oooT o
<1 O

2

GENERAL COUNSEL
AT WASHINGTON, DC
iy
NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 3/Team 11

(U) Read and Clear

sxt¥

NSL VIO-10442
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Page 1
Precedence: IMMEDIATE Date: 12/09/2003
To: General Counsel Attn: UC
CTLUL
Counterterrorism Attn: CTD/CXSJ |
uc| |
A/ssh| |
Attn: SIA
SAC b2
o7E
b6
From: Counterterrorism b7C
Electronic Surveillance Operations Unit, Rm 4363
Contact: A/SSA
Approved By: Fedarcyk Michael R
I
Drafted By: | |
Case ID #: (s) | | (Pending) .
Title: (S) b?
L7
Synopsiss —5¥ Approves the issuance of an ECPA National P7A
Security Letter (NSL); provides reporting data; and, if necessary,
transit the NSLs for delivery to the electronic communications
service provider(s).
I:T.T:l >9< Deriv dm : G-3
D ssify ;. X1-25
Enclosuregf':IEF::Enclosed for the Division field o
office is an original and a copy of a National Securitv Jetters, ;bz_
dated 12/09/2003, addressed to biE
[ | b6
H [and tol | | b7C
FBIHQ, CTU, 1s seeking voluntary disclosure, under b7D
the authority of Executive Order 12333, dated December 04, 1981, b4
and pursuant to Title 18, United States Code (U.S.C.), Section
2702 (b) {(7), and Section 2702 (c) (4), for the below email accounts.
Both NSLs seek the content and the names, addresses, length of
service and electronic communication transactional records for
the account holder assigned to the e-mail addresses specified
bl
bTA

bﬁ'ﬁ NSL VIO-10443



below.

SE A
N
---- WorkiAg‘Copy ----

Page

——t

My
1 L1

bl
b2
b7E
b6
b7C
bL7D
b7A

-““E"i* NSL VIO-10444



(3]

NF

~---- Working Copy ----

Page

(5)

SECBRT 5| VIO-10445

3

bl
b2

b7E

b6
b7C

b7D

b7A



151

SEC

—--- Working Copy ----

Page

1
4

b7E
be
b7C

7D
b7A

iSJ; ‘Mz§£E§Zi The NSLs will request the following:
(I

e bé/NF) Provide verification thatl |and

are carriers of electronic communications| |
Provide any and all records regarding [and |
services to the above to include |

FBIHQ seeks voluntary disclosure for the following
fmailil addresses:

{m

“M';XQ/NF) This electronic communication documents that
the National Security Law Branch (NSLB) has read and approved the
content of the attached NSLs. For mandatory reporting purposes,
the enclosed NSLs seek the content and subscriber/electronic
communication transactional records on the above mentioned email
addresses.

(U) ©ON 10/17/2003, the Director designated the FBI
official signing the attached National Security Letter, to make
the required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally
to an employee of the ield office. The
institution should neither send the records through the mail, nor

=T NSL VIO-10446
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utilize the name of the subject or any identifying information
related to the subject in any telephone calls to the FBI. The
institution should not contact FBIHQ directly in any manner.

(U) The field office should remind the
ingtitution that it 1s prohibited from disclosing that the FBI
has made this request.

(U) Any _guestions regarding the affff]can b ]
to FBIHQ, A/SSA [ | (202) 324 or UC

| (202) 324| | Should the institution be unable to

fully comply with this request due to lack of specificity or
should the institution require more detailed information to
locate such records, the| [field office should
immediately contact A/SSA| [oxr uC for
additional information.

LEAD (s) :

Set Lead 1: (Action)

AT

(U) Hand deliver enclosed NSL as indicated above.
Upon receipt of the requested records, immediately sumit results
to A/SSA| FBIHQ, Counterterrorism Division,
Room 4363.

Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC
i
»s]  NSLU is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs voluntary disclosure , Section 2702 (b) (7)
and Section 2702 (c) (4)a

CC: |

1- SAC, o
1- SIA, v
1- CDC :b B
b6
FBIHQ: b7C
1- uc| l
1- A/SSA]|
1- Uq NSLB
>

1C
§< NSL VIO-10447
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Precedence: PRIORITY Date: 12/2/2003
To: General Counsel Attn: UC
CTLU1
1IN0
O S
Counterterrorism Attn: CID CXSl | nTE
SSA o
Ssa Do
7C
ITO am 9
SSAi |
Attn: ssay 1

From: Counterterrorism
BElectronic Surveillance Operationsg Unit, Rm 4363
Contact: SSA

Approved By. Bowmapn Marion E

Drafted By: SSA| |

bl
Case ID #: (S) (Pending) .
= BEF-AQ-C1303375
I:U:l B W Q
Title: (S)
iy -

Synopsiéf“w}E{i Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.1l

C ived E i G-3
Ll :Eﬁ{: \\Egzigzsiiifiizjz X1-25

. bl
81k | S

o}

Enclosure(s) : (U) Enclosed for the Field Office is an bT7E w7
original and jonal Security L r , b6
addressed to o

| requesting b7C
names, addresses, length of service and electronic communication b7D
transactional records for the account holder assigned the IP b
addresses at the date and times specified below.
Case ID ;|- bl

oo -HR-CU1I5US57/0 AN b7A
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Details: (S//NF

- -

o)
““”“:¥S§:This electronic communication documents the National b
Security Affairs Senior Counsel’s approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/electronic communication transactional records on
the following IP Address:

(5]

N
<z

~} ~1 Oy =
' C

"
&

oD oCUT

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached Natiocnal Security Letter, to make the reqguired
certification.

(U) Arrangements should be made with the institution receiving-
the enclosed letter to produce the records personally to an employee
of the ield Office. The institution should neither send the v
records through the mail, nor utilize the name of the subject or any b7E
identifying information related to the subject in any telephone -
calls to the FBI. The institution should not contact FBIHQ directly
in any manner.

(U) The |Fie1d Office should remind the institution that
it is prohibited from disclosing that the FBI has made this request.

(U) Any questions regarding ove can be directed to FBIHQ, B2
uc| | (202) 324 ror SSA | | L7E
(202) 324 | Should the institution be unable to fully comply e
with this request due to lack of specificity or should the be

institution require more detailed information to locate such h7C
records, thé;{?gggg}fffld Office should immediately contact UC

or S for additional information.
LEAD (s) :

Set Lead 1: (Action)

FIELD OFFICE

AT

bZ
(U) Hand deliver enclosed NSL as indicated above. Upon b7E
receipt of requested records, immediately submit results to SSA '

| FRIHQ, Counterterrorism Division, CTD/CXS I be

Room 4648.

Set Lead 2: {(Action)

h7C
SE};}QT NSL VIO-10449
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GENERAL COUNSEL

- AT WASHINGTON, DC

-””“”“::}EI;NSLU is requested to record the appropriate
information heeded to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)

COUNTERTERRORISM

AT ITOS I/CONUS III/Team 9

(U) Read and Clear

SECRET  NSL VIO-10450
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