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Memo

b2
To: SC Jennifer Love/ASC Tony Wall L6

From: SS 70
Date: 09/15/2006
Subject: Response to OIG document request (attached)

In a Memo to Deputy General Counsel Julie Thomas dated August 30, 2006, OIG
essentially requested copies of all signed NSLs EOPS (request #8) has issued since 2003 and all
Patriot Act letters (request #7) EOPS-has issued from th{- Ifile since 2003.
OIG also requested copies of all signed NSLs issued by the FBI pursuant to requests b

request #10).

EOPS does not regularly keep signed copies of NSLs. The originals are signed by NSLB
and sent to the Field, sometimes by NSLB and sometimes by EOPS. Typically, EOPS sends the
original NSL to the Field and does not retain a signed copy. It is assumed that the Field Office
retains the signed original in their file, since we do not usually get it back.

All ECs authorizing NSLs contain the same information as the NSLs, and are prepared
and uploaded by EOPS. To comply with OIG's request for all signed NSLs issued by EOPS
since 2003, we submit copies of the authorizing ECs, as downloaded from ACS. There are
betwee ECs for this period. They were identified by searching ACS for all ECs
containing the terms ECPA (Electronic Communications Privacy Act) and EOPS for the period
from 01/01/2003 through 09/14/2006. "ECPA" is a term in the form EC authonizing the NSLs.

b2

According to ACS queries, EOPS has issued] kince 01/01/2003.
The search conducted asitappearedinany b1

-EC-in-the [EOPY Tiles have been searched and the relevant h7A

authorizing EC's and Patriof Act Iefters have been photocopied for production to OIG. Five of B2
the original signed ECs are missing from the file and therefore the downloaded ECs from ACS

has been substituted. Six of the signed Patriot Act letters are missing and ACS copies are

substituted here.

Finally, EOPS does not keep records of NSLs issued in response to requests froml |

Typically] | b1

-~

equests are almost always done orally and no record 1s kept of ‘b;F

these requests, however, OIG's request for production of all NSLs issued by EOPS since 2003
ensures that they will receive all NSLs issued by EOPS under these circumstances for this period.
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W/ /ORCON/NOFORN

To: Counterterrorism From: Counterterrorism I?%
Re: (8) (Pending), 08/28/2006 DA
(s)

Enclosure(s): (U) Enclosed for thel |Office is an

original and ﬁ&wmmm&w%% .
addregsed to

requesting the names, addresses, lengths _al Service, and

electronic transactional records for the

holders listed below.

address/account
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Details: (s//oc/NF

(a/ /oo /el

(s//0C/NF/FISA) |

W/ /ORCON/NOFORN
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To: Counpextasraxicmn Dram. —Counterterrorism ol
Re: (8) (Pending), 08/28/2006 ©»7A
: bl
(3 b7D
b6
p7C
e u~v~&Q In addition to standard NSL requirements, ECAU is alsgygn

requestlng that PROVIDER provide ONLY the accaunt_namesinumbers_u4£1
associated email addresses of any accounts

I g
| | ECAU 1s not requesting any lniormatlion that does not meet bl
BOTH oL these requirements. b2

b7E
This electronic communication documents the Deputy General
Counsel for the National Security Law Branch's approval and

ish_m"cgptlflcatlon of the enclosed NSL. For mandatory reporting
purposes,- the -enclosed NSL seeks electronic communicatio
transactional records on thé following ser names
and email accounts:
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(S) {Pending), 08/28/2006
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To: Countexrterrariem BFyaom. ounterterrorism
Re: (S) (Pending), 08/28/2006

().
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(U) Arrangements should be made with the communication seérvice
provider receiving the enclosed ] ce the records
personally to an employee of the Field Office within
fourteen (14) days of receipt of This request. The communication
service provider should neither send the records through the mail, -
nor utilize the name of the subject or any identifying information M
related to the subject in any telephone calls to the FBI. The

communication service provider should not contact FBIHQ directly in
any manner.
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To: Counterterrorism From: ounterterrorism bl
Re: (S) (Pending), 08/28/2006 n7A
4
(U) Thel Office should remind the communication D2

service provider that 1t 1s prohibited from disclosing that the FBI L7k
has made this request.

(U) In accordance with 18 U.S.C. § 2709(c) I, the senior
official approving this EC, certify, based on information provided
to me by the requestor of this NSL, that a disclosure of the fact
that the FBI has sought or obtained access to the information sought
by this letter may endanger the national security of the United
States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic
relations, or endanger the life or physical safety of a person.

More specifically, the manner in which the disclosure of
the fact that the FBI has sought or obtained access to the

Disclosure may L7E

also prematurely lead to the disclosure oL classitfied national
security intelligence surveillance technigues.

(U) Information received from an electronitc communications
service provider may be disseminated to an agency of the United
States only if such information is clearly relevant to the
authorized responsibilities of such agency.

(U) Any questions regarding the above can be directed to FBIHQ
|(202) 324] |or ssa| | (202) 324-
Should the communication service provider be unable to fully 17
comply with this request due to lack of specificity or should the bR
communication service provider require more detailed information to

locate such_records the| |Office should immediately ;b:‘
contact TA or SSA| | for additional b7C
information.
é}ﬂ@éT//ORCON/NOFORN
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To: Counterterrariam BFraom. ounterterrorism o
Re: (S) (Pending), 08/28/2006 2

DA
LEAD (8) :

S8et Lead 1: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

(U) FOR ITOS I / APU: Read and Clear

Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) FOR ITOS I / ETIU: Read and Clear

Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

(U) FOR ITOS II / ISLU: Read and clear

Set Lead 4: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
() - wMA~Es( NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

SESRET // ORCON/NOFORN
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founterterrorism b1
(Pending), 08/28/2006 bIA

To: Countarterrorigqm Tyam.
Re: (S)
Set Lead 5: (Action) -
Ll
OTE
AT

(U) Hand deliver enclosed NSL as indicated above. Upon

receipt of requested records,

|to coordinate im

FBIHQ, Counterterrorism Division,

*

edia

notify FBIHQ, IA |or SSA

e delivery of records to

ECAU/ROOM 4343. -
b2

b6

B7C
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