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Synopsis: (U) Requests the issuance of an Electronic 
Communications Privacy Act ("ECPA") National Security Letter 
(NSL) for subscriber and transactional records information. 
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Administrative: This document is classified 
SECRET/ORCON/NOFORN. Portions of this document carrying 
classification markings may not be incorporated into any criminal 
affidavit, criminal court proceeding or unclassified 
investigative file. The information in this document is intended 
to be used for lead or background purposes only. 

b7C 
b7A 

( U ) ) Some of the Intelligence provided in this 

Serial 

N S L V I 0 - 1 1 1 3 & 



( U ) 

s&^fr 
Working Copy Page 19 

communication has been obtained by techniques authorized in the 
Foreign Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. Person (USPER) FISA-derived information to 
any foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 
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To: General Counsel 

Date: 09/01/2006 
Attn: Julie Thomas 

Deputy General Counsel, NSLB 

To: Counterterrorism 

Attn: 
Attn: Communications Exploitation 

Section (CXS)/Electronic 
Surveillance Operations and 
Sharing Unit (KOPS) 
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From: General Counsel 
Deputy General Counsel for NSLB, Room 7 94 7. 
Contact : AGC (202) 324 

Approved By : Thomas Julie F 

Drafted By: 
Case ID #: (S) 
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b7A Synopsis: (U) Approves the issuance of an Eicuuronic Communications 

Privacy (ECPA) National Security Letter (NSL) for electronic 
communications transactional records, provides reporting data, and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 
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and length of service, and electronic transactional records for the e-
mail address holder listed. 

iT-T) Administrative : ^ s C This document is classified SECRET/ORCON/NOFORN. 
Portions of this document carrying classification markings may not be 
incorporated into any criminal affidavit, criminal court proceeding or 
unclassified investigative file. The information in this document is 
intended to be used for lead or background purposes only. 
î ) /̂ Cj Some of the Intelligence provided in this communication 
has been obtained by techniques authorized in the Foreign Intelligence 
Surveillance Act (FISA). Therefore, the intelligence provided has 
been obtained through methods of intelligence gathering which are 
considered singular in nature. No overt investigative steps should be 
undertaken based on reported intelligence without first receiving 
advice and consent from Federal Bureau of Investigation Headquarters 
(FBIHQ). 

( U ) P e r 50 U.S.C. Section 1806(b) & 1825(c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded that 
there is to be no further dissemination or use of FISA-derived 
material in any criminal investigative activity, or dissemination of 
U.S. Person (USPER) FISA-derived information to any foreign government 
without prior approval of the Attorney General. This information may 
not be disseminated for any purpose without the prior approval of the 
Federal Bureau of Investigation (FBI). 
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""̂ ¡Ŝ  This electronic communication documents the Deputy 

General Counsel's approval and certification of the enclosed NSL. 
For mandatory reporting purposes, the enclosed NSL seeks electronic 
rnrnmnnirahinns fransart-innal information on individuals Utilizing 

(U) The Field Office, prior to serving the 
NSL, should conduct a threat assessment on the company and its owner 
or company officers. If information developed is derogatory or 
indicates a potential compromise of FBI interest in the website to a 
terrorist group, should contact FBIHQ immediately. 

bl 
b4 
b7D 
b7A 

b2 
b7E 

(U) Arrangements should be made with the electronic 
communication service provider to provide the records personally to 
the I iField Office Division within fourteen (14) business b2 

( S ) 

days ¿>r técîèljit 6E1 this request. The electronic communication service b7E 
provider should neither send the records through routine mail service 
nor utilize the name of the subject of the request in any telephone 
calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this Electronic Communication (EC), certify, based 
on information provided to me by the requestor of this NSL, that a 
disclosure of the fact that the FBI has sought or obtained access to 
the information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere with 
diplomatic relations, or endanger the life or physical safety of a 
person. 

^^^ More specifically, the manner in which the disclosure of 
the fact that the FBI has sought or obtained access to the information 
sought by this letter may prematurely disclose a national security 
threat assessment 

bl 
b7A 

may also 
prematurely issa to tne disclosure or ciassiriea 

S^S^ETT N S L V I O - 1 1 1 4 3 

U13L1USU1C 
national security 
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intelligence surveillance techniques. 
(U) a preliminary investigation is opened on the 

subscriber identified, it is the responsibility of the office opening 
the preliminary 

investigation to advise FBIHQ. This may be done by 
routing slip to the National Security Law Branch (NSLB), Office of 
General Counsel, Room 7947, the FBIHQ entity handling the operational 
legal needs of the Counterterrorism Division. This reporting is 
necessary in order to provide information to Congress regarding the 
FBI's use of this authority as mandated by Congress. 

(U) Any questions regarding the above can be directed to b2 
the Office of General Counsel, Assistant General Counsel (AGC) ĵ g 

(202) 324-1 K 7 r 

LEAD ( s) : 
Set Lead 1: (Action) 

AT 
b2 
b7E 

he 
(U) Deliver the attached letter indicated above. Upon receipt of 

information from the carrier, San Francisco is requested to submit t 
results to the Attention: Supervisory Special Agent ("SSA") 

FBIHQ, CXS/E0PS| 

b2 
b6 
b7C 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate information needed to 
fulfill the Congressional reporting requirements for NSLs. 

s p & g r N S L V I O - 1 1 1 4 4 
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Precedence : IMMEDIATE 
To: General Counsel 

Date: 08/31/2006 
Attn: Julie Thomas 

Deputy General Counsel, NSLB 
Attn: NVRA 
Attn: SA 

SA 
Counterterrorism 

From: General Counsel 
Deputy Genera 
Contact : AGC 

Attn: CXS/EOPsf 
IA 

b 2 
b 7 E b 6 
b7C 

1 £pr NSLB, ffnnm 7947 
(202) 324 

Approved By: Caproni Valerie E 

Drafted By: 
Case ID #: 

Title : 
(U) 

<U) 

(Pending) 
(Pending) TT3TT 

ending) 
RTiKCTPONTP STTRVKTT.T.AMHS OPERATIONS AND SHARING 
UNIT -

X 
(S 

NATIONAL SECURITY LETTERS 

b l b 2 
b7E 
b7A 

W T 
Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL) for subscriber and electronic 
communications transactional information; provides reporting 
data; and, if necessary, transmits the NSL for delivery to the 
electronic communications service provider. 

•J) 

(£1 - x 
( S ^ Reference : 

b 2 
b7E 
bl 

Enclosures: (U) Enclosed for 
b 7 A 

is an NSL dated b2 
b7E 

(S) 

Case ID 
1— 

Serial : bl 
siyL b2 

j^seij' NSL VIO-11145 b7E 
K7 71 

(S) 
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08/31/2006, addressed to 
cne name, aaaress, xengun or service ana electronic 
transactional records for the electronic mail (E-mail) 
internet protocol (IP) address(es) holder(s) listed. 

requesting 
communication 

or 

io 4 
b7D 
b6 
b7C 

( U ) 

Administrative: jSXaj This document is classified 
SECRET/ORCON/NOFORN. Portions of this document carrying 
classification markings may not be incorporated into any criminal 
affidavit, criminal court proceeding or unclassified 
investigative file. The information in this document is intended 
to be used for lead or background purposes only. 

Some of the Intelligence provided in this 
communication has been obtained by techniques authorized in the 
Foreign Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

Per 50 U.S. C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. Person (USPER) FISA-derived information to 
any foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

l s t K-nxr rpf prpnrp to the 
nust be 

côriûuûiiëu in üünjunüiion wi 
avoided it any interviews are 

.h this information, 
bl 
b7A 

ripesi 1 a • is / /or/WFì f 
bl 
b6 
b7C 
b7A 

ÌS//DC/NFÌ 
bl 
b2 
b7E 
b7A 

bl 
b6 
b7C 
b7A i X T i NSL VIO-11146 
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bl 
b6 
b7C 
b7A 

(S//OC/NF) 
bl 
b6 
b7C 
b7A 

ta/ /nr/Mem 

bl 
b4 
b7D 
b7A 

'/OC/NF) This electronic communication requests the 
issuâncè of a National Security Letter (NSL) to obtain subscriber 

(S); and transactional records for the internet protocol (IP) 
aHHrpfiapg thai- wprp i i s p H hv tb^ unknown i rid i vi Hua"! arrpRginn the 

and location 
The NSL is intended to assist in the identification 
Of this unknown individual fn ascertain any 1 i nks 

iC 
for this individual tc 

(S) 
]>^//OC/NF) As it as anticipated that the IP addresses used 

by the unknown individual this NSL requests both 
subscriber and transactional mrormation for the IP during 

bl 
b6 
b7C 
b7A 

bl 
b2 
b7E 

/ O / /OO /MIT'I ĉ u. ce queries indicate that•the 
esolves toi bl 

b4 
b7D 
b7A N S L V I O - 1 1 1 4 7 
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(U) The prior to serving the NSL, 
should conduct a threat assessment on the company and its owner 
or company officers. If information developed is derogatory or 
indicates a potential.rnmnrnmisp nf FRJ interest in the website 

Jo 2 
b7E 

to a terrorist group, 
immediately. 

should contact FBIHQ 

(U) This electronic communication documents the General 
Counsels approval and certification of the enclosed NSL based upon the 
information provided to me. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber information on one 
(1) IP address. 

(U) Arrangements should be made with the electronic 
communication service provider to provide the records personally 
to the immediately upon receipt of this 
request"! Tne electronic communication service provider should 
neither send the records through routine mail service nor utilize 
the name of the subject of the request in any telephone calls to 
the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify, based on information 
provided to me by the requestor of this NSL, that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical safety 
of a person. 

More specifically, the manner in which the 
disclosure of the fact that the FBI has sought or obtained access 
to the information sought by this letter mav prematurely Hisnln.qp 
a national security threat assessment! 

b2 
b7E 

Disclosure may also prematurely lead to tne disclosure ot 
classified national security intelligence surveillance techniques. 

(U) Any questions regarding the above can be directed 
to the Office of the General Counsel, Attention: AGC 
(202) 324 
LEAD (s): 

b2 
b6 
b7C 

Set Lead 1: (Action) 
b2 
b7E 

(U) Deliver the attached letter indicated above. 
S £ S « £ T N S L V I O - 1 1 1 4 8 



Page 5 
Upon receipt of information from the carrier, 
rpaiiPRfpd to submit the rpsnl ts Ço the Attention : I7Î 

FBIHQ, CXS/EOPS 
i s 

Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

b2 

toi E 
to 6 
tolC 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

AT CXS/E0PS[ DC b2 
(U) Read and clear. 

N S L V I O - 1 1 1 4 9 
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Precedence: PRIORITY 

To: General Counsel 

Date: 08/28/2006 

Attn; Julie Thomas 
Deputy General Counsel, NSLB 

Attn: IIS Unit 

Attn: SA 
SA 

Counterterrorism Attn: CXS/EOPS 
IA 

From: General Counsel 
Deputy General Counsel. NSLB. Room 7947 

b2 
b7E 
b6 
b7C 

Contact: AGC (202) 324 • 
Approved By: Thomas Julie F 

Drafted By: 

Case ID #; (S) 
(S) 
(S) 

f ¡(Pending) 
NSL (Pending) 
nding) 

Ti. , W E L E C T p L 

bl 
b2 
b7E 
b7A 

NATIONAL SECURITY LETTERS 

(S 

• • • • 1 1 

HIS01: 1.4 (c/d) 
DECLASSIFY II: 07-05-2032 

ALL IIFOIIIIQI C O m i E D 

Tflip in Serial 

(2) 

bl 
b7A 
b2 
h7F, 

M NSL VIO-11150 
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• O b7E 
Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL) for electronic communications transactional records; 
provides reporting data; and, if necessary, transmit the NSL for 
delivery to the electronic communications service provider. 

bl 
b7A Reference: (S) 

Er ìures: ß 
aa.. .ssed to 

Enclosed forT 

requesting the name, 
address, and length of service, and electronic transactional records 
for the internet protocol (IP) address holder listed. 
ill)--
Administrative: ^ T h i s document is classified SECRET/ORCON/NOFORN. 
Portions of this document carrying classification markings may not be 
incorporated into any criminal affidavit, criminal court proceeding or 
unclassified investigative file. The information in this document is 
intended to be used for lead or background purposes only. 

(U) Some of the Intelligence provided in this communication 
has been obtained by techniques authorized in the Foreign Intelligence 
Surveillance Act (FISA). Therefore, the intelligence provided has 
been obtained through methods of intelligence gathering which are 
cone,'dered singular in nature. No overt investigative steps should be 
ur iken based on reported intelligence without first receiving 
advice and consent from Federal Bureau of Investigation Headquarters 
(FBIHQ). 

X p < ^Per 50 U.S.C. Section 1806(b) & 1825(c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded that 
there is to be no further dissemination or use of FISA-derived 
material in any criminal investigative activity, or dissemination of 
U.S. Person (USPER) FISA-derived information to any foreign government 
without prior approval of the Attorney General. This information may 
not be disseminated for any purpose without the prior approval of the 
Federal Bureau of Investigation (FBI). 

sfMFT 

b7E 

X NSL VIO-11151 
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(S) Any reference to the 
nust be avoided if any interviews are 

bl 
conducted in conjunction with this information. 

bl 

(S//OC/HF bl 
b2 
b7E 

bl 
b6 
b7C 
h7A 

bl 

b7C 

bl 

b 7 C 

NSL VIO-11152 



X r 

— • Working Copy 

V / O C / N F ) This National Security Letter (NSL) to 
•equests the activity logs from the FTP server. It also 

requests any log files and transactional records associated with the 
FTP server. 

Page 4 

b7D 

(S//OC/NF) It is believed that subscriber and transactional 
information associated with 

^ O h i s electronic communication documents the Deputy 
General Counsel's approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communicat ions transactional information on one (1) IP address. 

bl 
b6 
b7C 
b7A 

(U) Arrangements should be made with the electornic 
communications service provider to provide the records personally to 

)ivision within fourteen (14) business days of receipt 
of this request. The electronic communications service provider 
should neither send the records through routine mail service nor 
utilize the name of the subject of the request in any telephone calls 
to the FBI. 

b2 
b7E 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify, based on information provided to 
me by the requestor of this NSL, that a disclosure of the fact that 
the has sought or obtained access to the information sought by this letter 
may endanger the national security of the United States, 
interfere with a criminal, counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger the 
life or physical safety of a person. 

(SI More specifically, the manner in which the disclosure of 
the fact that'the FBI has sought or obtained access to the information 
sought by this letter may prematurely disclose a national security 
threat assessment 

préfltèturêiy ieaa m we aiseiasure or ciassitiM 

Disclosure may also 
national security / 

bl 
b7A 

NSL VIO-11153 
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intelligence surveillance techniques. 

(li) Any questions regarding the above can be directed to 
the Office of the General Counsel, Attention: Associate General 
Counsel (AGC (202) 324| | 

b2 
b6 
b7C 

LEAD(s): 

NSL VIO-11154 
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Set Lead 1: (Action) 

b7E 

(U) Deliver the attached letter indicated above. Upon receipt of 
is requested to submit the 
FBIHQ, CXS/EQPS| | 

information from the carrier 
results to the Attention: IA 

Sr ^ad 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSLs. 

b7E 
b6 
b7C 

Set Lead 3: (Info) 

• 
AT 

'U) Read and clear. 

Set Lead 4: (Info) 

b7E 

COUNTERTERRORISM 

AT CXS/E0PS| ¡WASHINGTON, DC ^ 

(U) Read and clear. 

NSL VIO-11155 
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recedence: PRIORITY 

s: General Counsel 

Date: 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

Attn: RA 
SA 

• Attn: SA 
SA 

rom: General Counsel 
Deputy General Counsel, NSLB, Room 7947 
Contact: AGc| | (202) | 

pproved Bv: Thomas Julie 

bl 
PENDING) B 2 

NS U P E N D I N G ) b 7 E 
NDING) B 7 A 

ID! w 
itle: F̂IFCTMUIC SIIWFIimCF flPFRATIOIIS AMI SH>B1M1 

UNIT 

(III / ^ N A T I O N A L SECURITY LETTERS 

b1 

b7E 
b6 
b7C 

ase ID Serial hi 

, b7E 
y < b7A 

( 3 ) 

B l i l s l i il ' s i ê i ê ê ê ê ê ê ê ê ê ê M 
P l â S O I ; 1 . 4 (e/d) 
WruSKIFÏ Ol: 07-05-2:032 

ALL IIFllfiTIOl cirai® 
m m is ^classified except 

NSL VIO-11156 
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( 3 ) 

00 

bl 
b2 
b7E 

Synopsis: (U) Approves the issuance of a r J ^ A l t , o n a^ Security 
.etter (NSL) for electronic communications transactional records; 
provides reporting data; and, if necessary, transmit the NSL for 
lei i very to the electronic conriuni cat ions service provider. 

ieference: (S 
bl 
b7A 

inclosures: (Ü) Enclosed for 
iddressed toi 

is an NSL dated 08/28/2006, 

requesting 
:he name, address, and length of service, and electronic transactional 
•ecords for the internet protocol (IP) address holder listed. 

idminislrative: ^ This document is classified SECRET/0RC0N/N0F0RN. 
'ortions of this document carrying classification markings may not be 
incorporated into any criminal affidavit, criminal court proceeding or 
jnclassified investigative file. The information in this document is 
intended to be used for lead or background purposes only. 

^ Some of the Intelligence provided in this communication 
las been obtained by techniques authorized in the Foreign Intelligence 
JurveiI Lance Act (FISA). Therefore, the intelligence provided has 
>een obtained through methods of intelligence gathering which are 
.onsidered singular in nature. No overt investigative steps should be 
jndertaken based on reported intelligence without first receiving 
idvice and consent from Federal Bureau of Investigation Headquarters 
FBIHQ). 

^ X p e r 5 0 u- s- c- S e c t 1 o n 1 8 0 6 < b ) & 1825(c) of the Foreign 
ntelligence Surveillance Act (FISA), recipients are reminded that 
here is to be no further dissemination or use of F ISA-derived 
laterial in any criminal investigative activity, or dissemination of 
l.S. Person (USPER) FISA-derived information to any foreign government 
lithout prior approval of the Attorney General. This information may. 

b7E 
b4 
b7D 
b6 
b7C 

NSL VIO-11157 
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ot be disseminated for any purpose without the prior approval of the 
ederal Bureau of investigation (FBI). 

(S) Any reference to the 
jnust be avoided if any interviews are 

bl 
b7A 

onducted in conjunction with this information. 

etails: ( S//0 C / N F J 

NSL VIO-11158 
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bl 
b7A 

7/OC/MF) This National Security Letter (NSL) to 
requests the activity logs from the FTP 

erver, It also requests any log files and transactional records 
ssociated with the FTP server. 

b7D 

(S//0C/NF) It is believed that subscriber and transactional 
nformation associated with 

yt 

bl 
b6 
b7C 

NSL VIO-11159 
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X This electronic communication documents the Deputy General 
:ounsel's approval and certification of the enclosed NSL. For 
nandatory reporting purposes, the enclosed NSL seeks electronic 
communications transactional information on one (1) IP address. 

(U) Arrangements should be made with the electronic 
communications service provider to provide the records personally to 

Division within fourteen (14) business days of receipt of 
this request. The electronic communications service provider should 
neither send the records through routine mail service nor utilize the 
lame of the subject of the request in any telephone calls to the FBI. 

b7E 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
jfficial approving this EC, certify, based on information provided to 
ne by the requestor of this NSL, that a disclosure of the fact that 
the FBI has sought or obtained access to the information sought by 
this letter may endanger the national security of the United States, 
interfere with a criminal, counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger the 
life or physical safety of a person. 

More specifically, the manner in which the disclosure of the 
fact that the FBI has sought or obtained access to the information 
sought by this letter may prematurely disclose a national security 
:hreat assessment 

Disclosure may also 
jrematurely lead to the disclosure of classified national security 
intelligence surveillance techniques. 

bl 
b7A 

(U) Any questions regarding the above can be directed to the 
Jffice of the General Counsel, Attention: Associate General Counsel 
;AGC)| I(202) 324| | 

b7C 

NSL VIO-11160 
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•• Working Copy -

EAD(s): 

•et Lead 1: (Action) 

b7E 
AT 

(U) Deliver the attached letter indicated above. Upon receipt of 

.et Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate information 
ieeded to fulfill the Congressional reporting requirements for NSLs. 

.et Lead 3: (Info) 

nformation from the carrier is requested to submit the 
•esults to the Attention: IA FBI HQ, CXS/EOPS 

b2 
b7E AT 
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(U) Read and clear. 

Set Lead 4: (Info) 

COUNTERTERRORISM 

AT CXS/EOPsj ¡WASHINGTON, DC ^ 

(U) Read and clear. 

NSL VIO-11162 
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Precedence : ROUTINE 
To: Counterterrorism 

Date: 08/28/2006 
Attn: CXS/EOPS 

S SA 

b 2 
b7E 

From : b7C 

Contact : SA 
SA 

Approved By : 
Drafted By: 
Case ID # 

(U) 
( s ) 
( s ) 
(S) 
( s ) 

(Pending) 
(Pending) NSL 

(Pending) 
5L (Pending) 

bl 
b2 
b7E 
b7A 

Title : ELECTRONIC 
UNIT -

>03; 
(S) 
(S) 

SURVETT,TANCE OPERATIONS 
NATIONAL SECURITY LETTERS 

Synopsis : 
Letter(NSL) 

AND S b l 
h 6 
tolC 
hi A 

(S) To provide results of ari RfPa Mal-inrial 
pertaining to Eamil address 

Spimi-r-i 1-\r 

(U) X 
bl 
b4 
b7D 

Reference 

(U) 
(S) 
(S) b l 

b7A 
Administrative : ̂ p&SC^ This document contains information that is 
Foreign Intelligence Surveillance Act (FISA) derived. Per 50 USC 
Section 1806 (b) of the FISA Act recipients are reminded that 
this information, or any information derived from it, may be used 
only in a criminal proceeding with the advance authorization of 
the Attorney General. This information may not be disseminated to 
a foreign government without the authorization of the Attorney 
General. 

^ X ^ A s requested by FBIHQ 
07/25/2006 via interoffice Email, SA 

r,pnpral Pruine;̂ ! , on 
provided the b 6 

b7C 

L 
CCRET 

Serial 

(S) 
T N S L V I 0 - 1 1 1 6 B 

b l b 2 
b7E 
b7A 
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Working Copy 

information set forth herein to SSA 
Enclosure(s): (S) For the 

b 6 
b7C 

Page 44 

Division's 

Details: (S) FBIHQ, General Counsel, AGq via 
EC dated 07/35/2006. requested the T ~lm vi si on r.n i .gmip a 
NSL to 

Motea WSL,, aatea uv/^b/^uub, requested suDscriDer 
information and electronic transactional records for Email 

" t U 
request, anc 
below. 

The bivision adhered to the aforementioned 
provided the information noted 

Í S ) The following information is classified as Secret: 

b2 
b7E b 4 
b7D 

b l b 2 
b7E b 4 
b7D 

bl b7A b 2 
b7E 
b4 
b7D b 6 
b7C 
b 7 A 

bl b 4 
b7D 
b7A 
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b7A 
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b l b 4 
b7D b 6 
b7C 
b7A 
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(S)The 
information, nrnviried hv 

S E p g ^ T 
Working Copy b l b 4 
b7D 
b7A 

Di vi si nn will maintain the herpin 

Page 48 

'•U'1 ^SÎ^ In the event you have questions regarding the 
aforementioned inf ormat-i nn . nlpaap do not hesitate to contact SA 

or SA at the telephone numbers noted 
above. 

LEAD (s)_: 
Set Lead 1: (Action) 

b 6 
b7C 

( U ) 

COUNTERTERRORISM 
AT CXS/EOPS 
'<) Read and Clear 

b 2 

bl 
b7A b 2 
b7E 
b4 
b7D 
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Precedence: PRIORITY 

To: General Counsel 

Date: 08/22/2006 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

Attn: SSA 

Attn: SA 

Counterterrorism Attn: rx.q/ROPS 
IA 

b 2 
b7E b 6 
b7C 

From: General Counsel 
Deputy General Counsel, NSLB, Room 7 94 7 
Contact: AGCl 1(202) 324 

Approved By: Caproni Valerie 

Drafted By: 

Title 

( U ) 

(U) 

Case ID #: (S) (Pending) 
(S) NSL (Pending) 
(S) nding) 

b l b 2 
,b7E 
b7A 

ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT 
NATIONAL SECURITY LETTERS 

(S) bl 
h 2 

0 0 : b7E 
Synopsis: (U) Approves the issuance b7A L ECPA National Security 
Letter (NSL) for electronic communications transactional records; 
provides reporting data; and, if necessary, transmit the NSL for 
delivery to the electronic communications service provider. 

( U ) 

Reference: (S) 
Enclosures: (U") Enclosed for 
addressed to 

reque 
is an NSL dated 08/22/2006. 

y L i n y u i ë n a r n ë , a a a r e y y , a n a I T M Y L N Ü L y ë r v i û ë , — s n r r 
electronic transactional records for the e-mail address holder listed. 

Case ID 

(S) 

b l 
b7A b 2 
.b7E b 4 
,.b7D 

Serial 
ISL 

( S ) 
N S L V I O - 1 1 1 6 9 
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(U) 
Administrative: ^^^ This document is classified SECRET/ORCON/NOFORN. 
Portions of this document carrying classification markings may not be 
incorporated into any criminal affidavit, criminal court proceeding or 
unclassified investigative file. The information in this document is 
intended to be used for lead or background purposes only. 

(U) ^ Some of the Intelligence provided in this communication 
has been obtained by techniques authorized in the Foreign Intelligence 
Surveillance Act (FISA). Therefore, the intelligence provided has 
been obtained through methods of intelligence gathering which are 
considered singular in nature. No overt investigative steps should be 
undertaken based on reported intelligence without first receiving 
advice and consent from Federal Bureau of Investigation Headquarters 
(FBIHQ). 

(U) W ' p e r 50 U.S.C. Section 1806 (b) & 1825 (c) of the Foreign 
Intelligence surveillance Act (FISA), recipients are reminded that 
there is to be no further dissemination or use of FISA-derived 
material in any criminal investigative activity, or dissemination of 
U.S. Person (USPER) FISA-derived information to any foreign government 
without prior approval of the Attorney General. This information may 
not be disseminated for any purpose without the prior approval of the 
Federal Bureau of Investigation (FBI). 

( S ) y ^ -r̂ f̂ r̂ nr-̂  to the 
must be 

conducted m conjunction with this 
.g / / n r / M F i f 

avoided it any 
information. 

interviews are b l 
b7A 

b l 
b7A 

b l b 6 
b7C 

b7D 
b7A 
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IH) The Field Office, prior to serving the NSL, should 
conduct a threat assessment on the company and its owner or company b2 
officers. If information developed is derogatory or indicates a b7E 
potential compromise of FBI interest in the website to a terrorist 
group, should contact FBIHQ immediately. 

-X This electronic communication documents the General 
'Counsel's approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communications transactional information on one (1) IP address and one 
(1) email address. 

(S) 

I 

(U) Arrangements should be made with the electronic 
communications service provider to provide the records personally to 

Division within fourteen (14) business days of receipt of this b2 
request. The electronic communications service provider should b7E 
neither send the records through routine mail service nor utilize the 
name of the subject of the request in any telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify, based on information provided to 
me by the requestor of this NSL, that a disclosure of the fact that 
the FBI has sought or obtained access to the information sought by 
this letter may endanger the national security of the United States, 
interfere with a criminal, counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger the 
life or physical safety of a person. 

^g^More specifically, the manner in which the disclosure of 
the fact that the FBI has sought or obtained access to the information 
sought by this letter may prematurely disclose a national security 
threat assessment! ' 

pieiiidLUieiy îeau L U U N E aiyciuyuiy O I uiayyiLiea 
intelligence surveillance techniques. 

uiyuiuyuiti may also 
national security 

bl 
b7A 

(U) Any questions regarding the above can be directed to 
the Office of the General Counsel. Attenticmj_^ssociate General b2 
Counsel (AGC) (202) 324 b6 

b7C 

SE N S L V I O - 1 1 1 7 1 
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LEAD(s) : 
Set Lead 1: (Action) 

.b7E 
AT 

(U) Deliver the attachecjL-L̂ t-Leji, indicated above. Upon receipt of 
is requested to submit the 

FBIHQ, CXS/EOPS 
information from the carrier] 
results to the Attention: IA 
Set Lead 2 : (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSLs 

b2 
b7E 
b6 
b7C 

S > 8 f ^ T N S L V I O - 1 1 1 7 2 



Working Copy Page 5 

Set Lead 3: (Info) 

Al 
b 2 
b7E 

(U) Read and clear. 

N S L V I O - 1 1 1 7 3 



x 
Working Copy Page 1 

Precedence: PRIORITY Date: 08/22/2006 

To: General Counsel 

Counterterrorism 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

Attn: 

Attn: CXS/EOP! 
IA 

From: General Counsel 
Deputy General Counsel, NSLB, Room 7947 ^ ^ 

(202) 52A| | Contact: AGC 

Approved By: Thomas Julie F 

Drafted By: 

Title: 

NATIONAL SECURITY LETTERS 

(S) bl 
b7A 

b2 
b7E 
b6 
b7C 

(Pending) 
NSL (Pending) 
Pending) 

ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 

bl 
b2 
b7A 

b2 

Synopsis: (U) Approves the issuance of an ECPA Nati „purity 
Letter (NSL) for electronic communications transactional records; 
provides reporting data; and, if necessary, transmit the NSL for 

DATE; 07-05-2007 
CLASSIFIED BY 65179 tt/lsi/mj 
1 I M I ; 1.4 jc/d] 
DECLASSIFY 01: 07-05-2032 

ALL IlFOlttTIOI C0HTÀIHED 
HERE13 15 UNCLASSIFIED EXCEPT 
« P i mm o m i i K E 

Case ID 

¡S) JSL 
Serial 

(SI 
b l 
b2 
b7A 

NSL VIO-11174 
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— Working Copy 

JeL ivery to the electronic communi cat ions service provider. 

¡ervice, and electronic transactional records for the website address 
lolder listed. 
(UK.... 

administrative: ̂  This document is classified SECRET/ORCON/NOFORN. 
'ortions of this document carrying classification markings may not be 
ncorporated into any criminal affidavit, criminal court proceeding or 
inclassified investigative file. The information in this document is 
ntended to be used for lead or background purposes only. 

m k w 
J $ ) Some of the Intelligence provided in this communication 

las been obtained by techniques authorized in the Foreign Intelligence 
surveillance Act (FISA). Therefore, the intelligence provided has 
ieen obtained through methods of intelligence gathering which are 
onsidered singular in nature. No overt investigative steps should be 
indertaken based on reported intelligence without first receiving 
idvice and consent from Federal Bureau of Investigation Headquarters 
FBIHQ). 

^ Per 50 U.S.C. Section 1806(b) & 1825(c) of the Foreign 
ntelligence Surveillance Act (FISA), recipients are reminded that 
here is to be no further dissemination or use of FISA-derived 
aterial in any criminal investigative activity, or dissemination of 
.S. Person (USPER) FISA-derived information to any foreign government 
ithout prior approval of the Attorney General. This information may 
ot be disseminated for any purpose without the prior approval of the 
ederal Bureau of Investigation (FBI). 

( U ) ) & ) Any reference to the government monitoring e-mail 
ommunication and websites must be avoided if any interviews are 
onducted in conjunction with this information. 

5 < 

Page 2 

b7E 
b4 
b7D 

NSL VIO-11175 
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Jetai Is: (S//REL US/ 

(S) This National Security Letter (NSL) to 
lequests transactional data and log files associated with the 

^ T h e | ¡Field Office, prior to serving the NSL, should 
.onduct a threat assessment on the company and its owner or company 
ifficers. If information developed is derogatory or indicates a 
lotential compromise of FBI interest in the website to a terrorist 
iroup, should contact FB1HQ immediately. 

This electronic communication documents the Deputy 
icneral Counsel's approval and certification of the enclosed NSL. For 
landatory reporting purposes, the enclosed NSL seeks electronic 
ommunicat ions transactional information on one (1) website address. 

b4 

b7A 

bl 
b4 
b7D 
b7A 

b2 
b7E 

(U) Arrangements should be made with the electronic 
onmunicat ions service provider to provide the records personally to 

within fourteen (14) business days of receipt of 
electronic communications service provider should his request. The h7F, 

NSL VIO-11176 
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neither send the records through routine mail service nor utilize the 
name of the subject of the request in any telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify, based on information provided to 
me by the requestor of this NSL, that a disclosure of the fact that 
the FBI has sought or obtained access to the information sought by 
this letter may endanger the national security of the United States, 
interfere with a criminal, counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger the 
life or physical safety of a person. 

(S) More specifically, the manner in which the disclosure of 
the fact that the FBI has sought or obtained access to the information 
sought by this letter may prematurely disclose a national security 
threat assessment 

prematurely leaa to tne disclosure ot classi riec 
intelligence surveillance techniques. 

Disclosure may also 
national security 

(U) Any questions regarding the above can be directed to 
the Office of the General Counsel, Attention: Associate General 
Counsel (AGO 202) 324| | 

bl 
b7A 

b2 

b7C 

LEAD(s): 

Set Lead 1; (Action) 

b7E 
AT 

information from the carrier, 
results to the Attention: Ii 

Deliver the attached letter indicated above. Upon receipt of 
s requested to submit the 
FBIHQ, CXS/EOPsj | 

WT 

b2 
b7E 
b6 
hlC, 

NSL VIO-11177 
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•et Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate information 
ieeded to fulfill the Congressional reporting requirements for NSLs. 
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Precedence: PRIORITY 

To: General Counsel 
Date: 08/17/2006 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

Attn: 
To: Counterterrorism Attn: Communications Exploitation 

Section (CXS)/Electronic 
Surveillance Operations and 
Sharing Unit (EOPfi) 

b 2 
b7E b 6 
b7C 

From : General Counsel 
Deputy General Counsel for NSLB Room 794: 
Contact: AGC| (202) 324 

Approved By: Thomas Julie F 

Drafted By: 
Case ID #: 

Title : ( U ) 

b l 
b2 

(Pending) 
-NÜL (Pending) 
(Pending) 

ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT b2 

( U ) NATIONAL SECURITY LETTERS 
(S) 

b l b 6 
b7C 

Synopsis: (U) Approves the issuance of an lb 7 A ronic Communications 
Privacy (ECPA) National Security Letter (NSL) for electronic 
communications transactional records, provides reporting data, and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

|U) X b l 
b7A 

Reference: (S) 

Enclosure: (U) Enclosed for 
08/17/2006, addressed to 

is an NSL dated 

Case ID 

I S ) 
TTÏÏT7 

Serial 

NSL, ^ 0 - 1 1 1 7 9 

bl b 2 
b7A 

b 2 
b7E b 4 
b7D b 6 
b7C 
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ID) 

c m 

Some of the Intelligence provided in this communication 
has been obtained by techniques authorized in the Foreign Intelligence 
Surveillance Act (FISA). Therefore, the intelligence provided has 
been obtained through methods of intelligence gathering which are 
considered singular in nature. No overt investigative steps should be 
undertaken based on reported intelligence without first receiving 
advice and consent from Federal Bureau of Investigation Headquarters 
(FBIHQ). 

Per 50 U.S.C. Section 1806 (b) & 1825(c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded that 
there is to be no further dissemination or use of FISA-derived 
material in any criminal investigative activity, or dissemination of 
U.S. Person (USPER) FISA-derived information to any foreign government 
without prior approval of the Attorney General. This information may 
not be disseminated for any purpose without the prior approval of the 
Federal Bureau of Investigation (FBI). 

b 4 
requesting the name, address, and length ot service, and b 7 D 

electronic transactional records for the e-mail address holder listed. 
(UAdministrative: This document is classified SECRET/ORCON/NOFORN. 

Portions of this document carrying classification markings may not be 
incorporated into any criminal affidavit, criminal court proceeding or 
unclassified investigative file. The information in this document is 
intended to be used for lead or background purposes only. 

[S) Any reference to the 
must be avoiueu 1 1 any interviews die 

conducted m conjunction with this information. 
b l 
b7A 

Details: (S) EOPS requests an NSL be issued to support a 
b l b 4 
b7D 
b7A 
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b l b 6 
b7C 
b7A 

•jkèfĉ This electronic communication documents the Deputy 
General Counsels approval and" certification of the enclosed NSL. 
For mandatory reporting purposes, the enclosed NSL seeks electronic 
communications transactional information on 

bl b 4 
b7D 
b7A 

(U) Arrangements should be made with the electronic 
communication service provider to provide the records personally to 
the Field Office Division within fourteen (14) business 
days ot receipt or this request. The electronic communication service 
provider should neither send the records through routine mail service 
nor utilize the name of the subject of the request in any telephone 
calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this Electronic Communication (EC), certify, based 
on information provided to me by the requestor of this NSL, that a 
disclosure of the fact that the FBI has sought or obtained access to 
the information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere with 
diplomatic relations, or endanger the life or physical safety of a 
person. 

(S) More specifically, the manner in which the disclosure of 
the fact that the FBI has sought or obtained access to the information 
Sought by this 1 pM-pr ma-v/ nrpmahnrpl v Hi qrlnsp a nai nna 1 spcnri fv 

b 2 
b7E 

t - h r p a t R c j c j p . q . q m p n t l 

P R T I I U D L U X E I Y Î T Î A U L U LILY uisciusuie U I C L A S S I N O C I 
intelligence surveillance techniques. 

Disclosure 
national security 

may also 
b l 
b7A 

IDI a preliminary investigation is opened on the 
subscriber identified, it is the responsibility of the office opening 
the preliminary investigation to advise FBIHQ. This may be done by 
routing slip to the National Security Law Branch (NSLB), Office of 
General Counsel, Room 7947, the FBIHQ entity handling the operational 
legal needs of the Counterterrorism Division. This reporting is 
necessary in order to provide information to Congress regarding the 
FBIs use of this authority as mandated by Congress. 

N S L V I O - 1 1 1 8 1 

(CI 
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(U) Any questions regarding the above can be directed to 
the Office of General Counspl__&s1sistant General Counsel (AGC) 

[202) 324 

b 2 b 6 
b7C 

LEAD ( s) : 

Set Lead 1: (Action) 

AT 
b 2 
.b7E 

(U) Deliver the attached letter indicated above 
information from the carrier, 
results to the Attention: Snp^rvisnrv sppn al Agent ("SSA") 

Upon receipt of 
is requested to submit the 

FBIHQ, CXS/EOPS 

b 2 
b7E 
b6 
b7C 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate information needed to 

fulfill the Congressional reporting requirements for NSLs. 

J E ® * ^ N S L V I O - 1 1 1 8 2 
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Precedence: PRIORITY 
To : General Counsel 

Date: 08/15/2006 
Attn: Julie Thomas 

Deputy General Counsel, 

To: Counterterrorism 

NSLB 
Attn: 
Attn: Communications Exploitation 

Section (CXS)/Electronic 
Surveillance OperaLions—^nd 
Sharing Unit (EOPSlf 

b2 
b7E 
b6 
b7C 

From: General Counsel 
Deputy Genera 
Contact : AGC 

rr.im.ciPl for- KT.QT.R Room 7947 
(202) 324 

Approved By : Thomas Julie F 

Drafted By: 
Case ID #: 

Title : 
(U) 

(U) 

m: 
ending) 

(Pending) 
Pending) 

bl 
b2 
b7A 

TTT.nr-TPpMTr gTTPVBTT.T.BMr-E; HPT7P AT T DMg AND SHARING 
UNIT - b2 

^^NATIONAL SECURITY LETTERS 
(S) bl 

b7A Synopsis: (U) Approves the issuance of an Dxectronic Communications 
Privacy (ECPA) National Security Letter (NSL) for electronic 
communications transactional records, provides reporting data, and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) bl 
b7A 

Reference : 

Enclosure: (U) Enclosed for 
08/14/2006, addressed to 

is an NSL dated 

Case ID : Serial : bl IÜL bl IÜL 
Jo 2 

( S ) Ŝ 38<ET NSL VIO-11183 b7A 

b2 
b7E 
.b4 
b7D 
b6 
b7C 



(U) 

•• Working Copy • 

address, and lengtn or service, and electronic 
for the e-mail address holder listed. 

Page 64 
requesting the name, 
transactional records 

b4 
b7D 

Administrative : ̂ S^^This document is classified SECRET/ORCON/NOFORN. 
Portions of this document carrying classification markings may not be 
incorporated into any criminal affidavit, criminal court proceeding or 
unclassified investigative file. The information in this document is 
intended to be used for lead or background purposes only. 

^ ^âC^Some of the Intelligence provided in this communication 
has been obtained by techniques authorized in the Foreign Intelligence 
Surveillance Act (FISA). Therefore, the intelligence provided has 
been obtained through methods of intelligence gathering which are 
considered singular in nature. No overt investigative steps should be 
undertaken based on reported intelligence without first receiving 
advice and consent from Federal Bureau of Investigation Headquarters 
(FBIHQ). 

^fSXPer 50 U.S.C. Section 1806(b) & 1825(c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded that 
there is to be no further dissemination or use of FISA-derived 
material in any criminal investigative activity, or dissemination of 
U.S. Person (USPER) FISA-derived information to any foreign government 
without prior approval of the Attorney General. This information may 
not be disseminated for any purpose without the prior approval of the 
Federal Bureau of Investigation (FBI). 

_LSJ fln-w rpfprprirp to the 
must be avoided it any interviews are 

bl 

conducted m conjunction with this information. 
Details: (S) EOPS requests an NSL be issued to support a 

bl 
b4 
b7D 
b7A 
bl 
b4 
b7D 
b6 
b7C 
b7A 

Î S / / O R C O N / / N O F O R N ) 

: S//ORCON//NOFORN) 

bl 
b4 
b7D 

b7C 
b7A 

N S L V I O - 1 1 1 8 4 
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This electronic communication documents the Deputy 
General Counsels approval and certification of the enclosed NSL. 
For mandatory reporting purposes,the enclosed NSL seeks electronic pnmrmini naHnnc t-r a n q 3 r-h i information On bl 

b7A 

(U) Arrangements should be made with the electronic 
comrpunication service provider to provide the records personally to 

Field Office Division within fourteen (14) business 
this request. The electronic communication service 

the 
days or receipc of 
provider should neither send the records through routine mail service 
nor utilize the name of the subject of the request in any telephone 
calls to the FBI. 

b2 
b7E 

( S ) 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this Electronic Communication (EC), certify, based 
on information provided to me by the requestor of this NSL, that a 
disclosure of the fact that the FBI has sought or obtained access to 
the information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere with 
diplomatic relations, or endanger the life or physical safety of a 
person. 

More specifically, the manner in which the disclosure of 
the fact that the FBI has sought or obtained access to the information 
sought by this letter may prematurely disclose a national security 
threat a.gsp.qsriRnt.1 bl 

Disclosure may also b7A 
pienidLuieiy leau LU ine uiyuioyuie ui uiayyined national security 
intelligence surveillance techniques. 

.^¿Sj^Ef a preliminary investigation is opened on the 
subscriber identified, it is the responsibility of the office opening 
the preliminary investigation to advise FBIHQ. This may be done by 
routing slip to the National Security Law Branch (NSLB), Office of 
General Counsel, Room 7947, the FBIHQ entity handling the operational 
legal needs of the Counterterrorism Division. This reporting is 
necessary in order to provide information to Congress regarding the 
FBIs use of this authority as mandated by Congress. 

(U) Any questions regarding the above can be directed to t>2 
the Office of General Counsel, Assistant General Counsel (AGC) b6 

( 2 0 2 ) 3 2 41 b7C 

LEAD(s ; 

ÎT N S L V I O - 1 1 1 8 5 
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Set Lead 1: (Action) h 2 

b7E 

AT 

(U) Deliver the attached letter indicated above, 
information from the carrier, 
results to the A t t e n t i o n : Supe 

FBIHQ, CXS/EOPS 

Upon receipt of 
is requested to submit tl̂ e 

rvisory Special Agent ("SSA") 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

b2 
b7E 
b6 
b7C 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate information 

needed to fulfill the Congressional reporting requirements for NSLs. 

s è j ^ T N S L V I O - 1 1 1 8 6 
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Precedence: PRIORITY 
To: General Counsel 

Date: 07/25/2006 
Attn: Julie Thomas 

Deputy General Counsel, NSLB 

To: Counterterrorism 

Attn 
Attn: Communications Exploitation 

Section (CXS)/Electronic 
Surveillance Operations ^nd 
Sharing Unit (FOPSlf 

b2 
b7E 

b7C 

From: General Counsel 
Deputy Genera 
Contact : AGC 

fmingpl fnr M.C!T.'R Room 7 94 
(202) 324 

Approved By: Thomas Julie F 

Drafted By: 
Case ID #: (S) 

(S) 
(S) 

bl 
b2 

(Pending) b7A 
NSL (Pending) 
Pending) 

Title : 
(til 

RT.RrTRpMTr RTTPVKTT.T.RTJf-P! nPElPaTTDTJH AND SHARING 

( U ) 

x x UNIT -
^X) NATIONAL SECURITY LETTERS 
(S 

b2 

bl 
b6 
b7C 
b7A Synopsis: (U) Approves the issuance of an Ele^^nic Communications 

Privacy (ECPA) National Security Letter (NSL) for electronic 
communications transactional records, provides reporting data, and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(Si X 
Reference: L£i 

Deri ^3 
rssify On: 

Enclosure: till 
addre.qRpd to 

Enclosed f o r f l i s an MST, datpd 07/75/9006 

Case ID 

(S) 

JSL 

.bl 
b7A 
b2 

^ b7E 
requesting the name, address, and b4 

b7D 
Serial 

SÈS^ET 
N S L VI 

bl 
b2 
b7A 
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length of service, and electronic transactional records for the e-mail 
address holder listed. 

(U) 

( U ) 

Administrative:^^ This document is classified SECRET/ORCON/NOFORN. 
Portions of this document carrying classification markings may not be 
incorporated into any criminal affidavit, criminal court proceeding or 
unclassified investigative file. The information in this document is 
intended to be used for lead or background purposes only. 

j£<£^Some of the Intelligence provided in this communication 
has been eJbtâ bned by techniques authorized in the Foreign Intelligence 
Surveillance Act (FISA). Therefore, the intelligence provided has 
been obtained through methods of intelligence gathering which are 
considered singular in nature. No overt investigative steps should be 
undertaken based on reported intelligence without first receiving 
advice and consent from Federal Bureau of Investigation Headquarters 
(FBIHQ). 

<TJ) > S i Per 50 U.S.C. Section 1806(b) & 
Intelligence Surveillance Act (FISA), recipient 
there is to be no further dissemination or use 
material in any criminal investigative activity 
U.S. Person (USPER) FISA-derived information to 
without prior approval of the Attorney General. 
not be disseminated for any purpose without the 
Federal Bureau of Investigation (FBI). 

1825(c) of the Foreign 
s are reminded that 
of FISA-derived 

or dissemination of 
any foreign government 
This information may 

prior approval of the 

ftriv rpfprpnrp t o t h e 
must be avoided it any interviews are 

conducted m conjunction with this information. 
Details : 

bl 
b7A 

bl 
b7A 

bl 
b6 
b7C 
b7A 

bl 
b6 
b7C 
b7A 

IS) 

N S L VIO 1 1 1 8 8 

bl 
b6 
b7C 
b7A 
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"^^L This electronic communication documents the Deputy 
General Counsels approval and certification of the enclosed NSL. 
For mandatory reporting purposes, the enclosed NSL seeks electronic 
oommunications transactional information on individuals utilizing 

threat assessment 

prematurely îeaa to ens disclosure or classine 
intelligence surveillance techniques. 

Ì may also Disclosure 
national security 

IU1 If a preliminary investigation is opened on the 
subscriber identified, it is the responsibility of the office opening 
the preliminary investigation to advise FBIHQ. This may be done by 
routing slip to the National Security Law Branch (NSLB), Office of 
General Counsel, Room 7947, the FBIHQ entity handling the operational 
legal needs of the Counterterrorism Division. This reporting is 
necessary in order to provide information to Congress regarding the 
FBIs use of this authority as mandated by Congress. 

(U) Any questions regarding the above can be directed to 
the Office of General Counsel, Assistant General Counsel (AGC) 

[202] 

bl 
b7A 
bl 
b4 
b7D 
b7A 

(U) Arrangements should be made with the electronic 
communication service provider to provide the records personally to 
the New York Field Office Division within fourteen (14) business days 
of receipt of this request. The electronic communication service 
provider should neither send the records through routine mail service 
nor utilize the name of the subject of the request in any telephone 
calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this Electronic Communication (EC), certify, based 
on information provided to me by the requestor of this NSL, that a 
disclosure of the fact that the FBI has sought or obtained access to 
the information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere with 
diplomatic relations, or endanger the life or physical safety of a 
person. 

ŜQ More specifically, the manner in which the disclosure of 
the fact that the FBI has sought or obtained access to the information 

Ĉjj sought by this letter mav nrematnrelv Hisnlose a national RPniri ty 
bl 
b7A 

h 2 

LEAD(s): 

Set Lead 1 : 

324 b7C 

(Action) 
b2 
b7E 

N S L V I O - 1 1 1 8 9 
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Working Copy 
b2 
b7E 

Page 

(U) Deliver the attached letter indicated above. Upon receipt of 
information from the carrier, is requested to submi t the 
rpsnHs t o thf* Attention: Supporvi . g o r y Special Agent ("SSA") 

FBIHQ, CXS/EOP; 

b2 
b7E 

Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requeste_d_to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSLs. 

b7C 

Vi 

N S L V I O - 1 1 1 9 0 
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Precedence: PRIORITY 

To: General Counsel 

To: Counterterrorism 

Date: 07/25/2006 

Attn: Julie Thomas 
Deputy General Counsel, 

Attn: Conmunicat ions Exploitation 
Section (CXS)/ELectronic 
Surveillance Operations and 
Sharing Unit ( E O P s f | 

b7E b6 
b7C 

From: General Counsel 
Deputy General Counsel for NSLB Room 7947 

I(202) 524| | Contact: AG( 

Approved By: Thomas Julie F 

Drafted By: 

Case ID #: (S) 
(S) 
(S) 

(Pending) 

Tit (U) X 

ISL (Pending) 
'ending) 

bl 
b2 
b7A 

Fl PPTPnM 1 r ÇIIP1/F1I I AKiTF fiPFRATlfiNS AMO SHARING 
UNIT 

) NATIONAL SECURITY LETTERS 

(S) 
bl 
b7A 

D A T E : 0 7 - 0 6 - 2 0 0 7 
C L A S S I F I E D B Y 6 5 1 7 9 d i h / k s i / i a j 
liSil: 1.4 (c/d) 
DECLASSIFY 01: 0146-2032 

A L L IlFOlttTIOI COiTilffiD 
^SS^SÊÊBM 
• • ¡ • • • • • i i 

Case ID 
ISL 

Serial bl 
b2 

(S) m bih 

¡2) 

NSLVIO-11191 



j K 
Worlong Copy • Page 2 

Synopsis: (U) Approves the issuance of an Electronic Communications 
Privacy (ECPA) National Security Letter (NSL) for electronic 
communications transactional records, provides reporting data, and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

X 
Re ce: (! 

bl 
b7A 

Enclosure: (U) Enclosed for 
addressed to 

is an NSL dated 07/25/2006, 

requesting the name, address, and 
length of service, and electronic transactional records for the e-mai 
address holder listed. 

b7E 

A d m i n i s t r a t i v e : . ^ This document is classified SECRET/ORCON/NOFORN. 
Portions of this document carrying classification markings may not be 
incorporated into any criminal affidavit, criminal court proceeding or 
unclassified investigative file. The information in this document is 
intended to be used for lead or background purposes only. 

^ of the Intelligence provided in this communication 
has been obtained by techniques authorized in the Foreign Intelligence 
Sun" : |lance Act (FISA). Therefore, the intelligence provided has 
bet -tained through methods of intelligence gathering which are 
considered singular in nature. No overt investigative steps should be 
undertaken based on reported intelligence without first receiving 
advice and consent from Federal Bureau of Investigation Headquarters 
(FBI HQ). 

Per 50 U.S.C. Section 1806(b) & 1825(c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded that 
there is to be no further dissemination or use of FISA-derived 
material in any criminal investigative activity, or dissemination of 
U.S. Person (USPER) FISA-derived information to any foreign government 
without prior approval of the Attorney General. This information may M 

NSL VIO-11192 



•••• W o m n g Copy 

not be disseminated for any purpose without the prior approval of the 
Federal Bureau of Investigation (FBI). 

nust be avoided if any interviews are 
conducted in conjunction with this information. 

bl 
b7A 

( S ) ..NjlJ This electronic communication documents the Deputy 
General Counsels approval and certification of the enclosed NSL. 
For mandatory reporting purposes, the enclosed NSL seeks electronic 
communications transactional information on 

XT 
bl 
M 
hin 

NSL VIO-11193 
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(U) Arrangements should be made with the electronic 
communication service provider to provide the records personally to 
the| [Field Office Division within fourteen (14) business days 
of receipt of this request. The electronic communication service 
provider should neither send the records through routine mail service 
nor utilize the name of the subject of the request in any telephone 
calls to the FBI. 

b2 
b7E 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this Electronic Communication (EC), certify, based 
on rmation provided to me by the requestor of this NSL, that a 
disclosure of the fact that the FBI has sought or obtained access to 
the information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere with 
diplomatic relations, or endanger the life or physical safety of a 
person. 

(S) More specifically, the manner in which ¡the disclosure of 
the fact that the FBI has sought or obtained access to the information 
sought by this letter may prematurely disclose a national security 
threat assessment 

may also 
prematurely lead to the disclosure of classified national security 
intelligence surveillance techniques. 

bl 
b7A 

ill a preliminary investigation is opened on the 
subscriber identified, it is the responsibility of the office opening 
the preliminary investigation to advise FBI HQ. This may be done by 
routing slip to the National Security Law Branch (NSLB), Office of 
General Counsel, Room 7947, the FBIHQ entity handling the operational 
legal needs of the Counterterrorism Division. This reporting is 
necessary in order to provide information to Congress regarding the 
FBIs use of this authority as mandated by Congress. 

Any questions regarding the above can be directed to 
the Office of General Counsel, Assistant General Counsel (AGO 

(202) 3 2 4 P I 
)4 b7C 

NSL VIO-11194 
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LEAD(s) : 

Set Lead 1: (Action) 

b7E 
A 

(U) Deliver the attached letter indicated above. Upon receipt of 
information from the carrier| |is requested to submit the 
resu^s to the Attention: SupçmsûO.Special Agent ("SSA")| | 

FBI HQ, CXS/EOP; 

b7E 
b6 
b7C 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSLs. 

NSL VIO-11195 



(S) Working Copy Page 

Precedence: ROUTINE 
To: General Counsel 

Counterterrorism 

Attn: 
Attn: 

Attn; 
Attn: 

Date: 07/24/2006 
NSLB, Julie Thomas 
CXS/ECAU 
ITOS II, PRGU, LX-1 6S-207 
CXS/EOPS 
SSP. 

SA 
From: 

Contact : 
Approved By 

DOS-DSS, 

to 2 
b7E 
b6 
b7C 

(Pending) 
(Pending) 

Title: 
bl 
b7A 
to 2 
b7E 
b6 
b7C 

¡synopsis: J^S^ Approves the issuance of an ECPA National 
Security Letter (NSL) for tolling bill records; provides 
reporting data; and, if necessary, transmits the NSL for delivery 
to the wire communications service provider. ^ 

( S ) 
to 2 
toi E 

Mv 

Reference: :s) 

Enclosures: (U) Enclosed for I h Z 
dated 07/21/2006, addressed to 

bl 
b7A 
to 2 
tolE 

I n , v i q i n n i a a n TvT.QT, 

Case ID 

( S ) 

b l 

b7A NSLVI^ jL19^ 

b7E 

b2 
b7E 
b4 • 
b7D 
b6 
b7C 



. b4 
SpxgT b 7 D - Wording Copy Page 2 

service and local and 
phone numbers listed. 

requesting the name, address, length of 
long distance toll billing records for the 

bl 

Details: (S) 

[gj.. Specifically, the reasons are: 

_LSJ W-r-itp-r nnpripfi fhp 

obtained identifying information ol 

b7C 
b7A 

b7A 

and 
Specifically, 

bl 
to 2 
toi E 
to 6 
tolC 
toi A 



(S Working Copy 

bl 
b6 
b7C Page 

(Si On the anniirati on bl 

( S ) W r i t e r o b t a i n e d 

application of un tne application 
provided the following identifying information: 

b7C 
b7A bl 

to 2 
to 6 
tolC 
toi A 

bl 
b6 
b7C 
b7A 

( S ) W r i t e r c o n d u c t e d a c h e c k o f t h e 

bl 
to 2 
tolE 
b6 
b7C 
b7A 

_L£J Thp Vpr-i ^on nhnnphmk f n r 

bl 
b7A 
b6 
b7C 

yh^ET NSLVIO-1119,8 



(S) Working Copy bl 
b7A 
b2 
b7E W ! I.h wri ter 

Page 

bl 
b7A 
b2 
b7E 
b6 
b7C 

bl 
b7A 

This e3 ectronic communicati on documents the 
Special Agent-in-Charge approval and 
certification of the enclosed NbL. for mandatory reporting 
purposes, the enclosed NSL seeks local and long distance toll 
billing records for the following phone numbers: 

(S) | 

(U) Arrangements should be made with the wire 
communications service provider to provide the records personally 

bl 
b2 
b7E 
b4 
b7D 

to an employee of the Resident Agency within ten (10) 
business days of receipt or cms request. The wire 
communications service provider should neither send the records 
through routine mail service nor utilize the name of the subject 
of the request in any telephone calls to the FBI. 

Invoking Nondisclosure Requirement 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

b2 
b7E 

bl 
b7A 
b2 
b7E 



•• Working Copy -

bl 
b7A 

(U) Information received from a wire communication 
service provider may be disseminated to an agency of the United 
States only if such information is clearly relevant to the 
authorized responsibilities of such agency. 

(U) Anv r m p s f i nrip; rpnat-H i n g the above r-arj hp H-jrprt-pH 
to Special AgenjJ I holonhnno rmm]~ior 
or to Detective 
Accomplishment Information: 
Number : 1 
Type: NSL TO COMMUNICATION CARRIER PREPARED & APPROVED 
ITU: NATIONAL SECURITY LETTER 
Claimed Rv• 

bl 
b2 
b6 

LEAD ( s Pi b 7 C 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 2 : (Info) 

COUNTERTERRORISM 
AT WASHINGTON, DC 
(U) Read and Clear. 

Set Lead 3 : (Action) 

b2 
b6 
b7C 

b2 
b7E 

AT 
(U) Hand deliver NSL to 

indicated above. Upon receipt of requested records.f 
Resident Office is requested to submit results to 
Set Lead 4: (Action) 

NSL VIO-11200 

as b2 
b7E 
b4 
b7D 



(S) Working Copy Page 

AT 
b2 
b7E 

^ ĴSî  Review enclosed National Security Letter and 
supporting FD-542. 

gtressT NSL VIO-11201 



(S) Working Copy Page 

Precedence: ROUTINE 
To: General Counsel 

Counterterrorism 

Date: 07/18/2006 
Attn: Julie .Thomas 

Deputy General Counsel, NSLB 
Attn: CXS/pECALL 

IA 
I T O S L / C U N U S 1 / T E A M 2 
SSA! 
cxsyuupy, I A 

From : 

Attn: SSA 
FIG 

Attn: SA 
JTTF 

b2 
b7E 
b6 
b7C 

JTTF 
Contact : SA 

Approved Bv: Bennett Laurie J 

Drafted By: 

Case ID #: 

Title: (S) 

iU) 

(S) (Pending) 
bl 
b7A 
b2 
b7E 

DATE: 07-06-2007 
CLASSIFIED BY 65179d»h'k: 
REâSOI; 1,4 {c/dì 
DECIAS2IFT Ol; 07-06-2C3Ì 

Synopsis: l̂ )' Approves the issuance of an ECPA National 
Security Le£ter (NSL)for tolling bill records; provides reporting 
data; and, if necessary, transmits the NSL for delivery to the 
wire communications service provider. 

(S) X Derive 
rîïy On: 07/1 

(SLàfd 

bl 
b2 
b7E 
Jd7A 

Enclosures: (U) Enclosed for the 
Hat^d 07/1ft/?nn6 aHHrPRSPH tn 

[requesting tne metnoa or account payment—u.e. crédit 
card, personal/commercial check, money order, etc.) and the 

Case ID 

( S ) 

. . . b2 D i v i s i o n is an NST, 
I b7E 

b4 
b7D 
b6 
b7C 

Serial 
E T NSL VIO-11202-

(S) 

bl 
b7A 
b2 
b7E 



sîraĝ rr 
Working Copy Page 2 

identifying account numbers/names for the method of payment (i.e. 
financial institution utilized, allied account numbers, remitter 
identification, etc.) for the telephone number listed. 

Details: (S) 

bl 
b6 
Jo7C 
b7A 

(U)' This electronic communication documents the 
SAC's approval and certification of the enclosed NSL. 

tor mandatory reporting purposes, the enclosed NSL seeks local 
and long distance toll billing records for the following 
telephone number: b2 

(sj b7E 

(U) On 11/09/2001, theb7D BCtor designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the wire 
communications service provider to provide the records personally 

J?ield Office within seven (7) to an employee of the 
business days upon receipt or tnis request. The wire 
communications service provider should neither send the records 
through routine mail service nor utilize the name of the subject 
of the request in any telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. Section 2709(c) I, 
the senior official approving this EC, certify that a disclosure 
of the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical 
safety of a person. 

(S) Non-disclosure of t h i s rennest f o r information is 
due to the fact that the subject, 

b2 
b7E 

bl 
b6 
b7C 
b7A 

NSL viu - m u j 



( S ) 
S^Si^T 

Working Copy 

1 Field Office should remind the 
rovider that it is prohibited from 

disclosing tnac une irai nas made this request. 

(U) Information received from a wire communication 
service provider may be disseminated to an agency of the United 
States only if such information is clearly relevant to the 
authorized responsibilities of such agency. 

Any questions regarding the above can be directed 
to JTTF TFO SA 

Page 

bl 
b7A 

bl 
to 2 
toi E 
toi A 

to 2 
toi E 
to 6 
tolC 

Set Lead 1: 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 2: (Info) 

COUNTERTERRORISM 
AT ITOS I/CONUS l/TEAM 2 
(U) Read and Clear 

Set Lead 3 : 

AT 
to 2 
b7E 

(U) Hand deliver the an-^r-h^H MST. H nH-i r-̂ t-pH 
Upon receipt of requested records from[ 

Held nff-ir-P is rpmiP.gfpH to submit results to 

above 
the 

JTTF TFO SA 

to 2 
toi E 
to A 
.b7D 
to 6 
b 7 Cv 

N S L V I O - 1 1 2 0 4 
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recedence: PRIORITY 

o: General Counsel 

Counterterrorism 

Date: 07/14/2006 

Attn: Julie Thomas 
Deputy General Counsel, 
National Security Law Branch 
(NSLB) 

Attn: Security Division 

Attn: Security Division 

Attn: Security Division 

Attn: Communications Exploitation 
Section (CXS)/Electronic 
Surveillance Operations and 

SSA 

rom: General Counsel 
Deputy General Counsel for NSLB, Room 794 

Contact: UC (202) 32 

ipproved By: Thomas Julie I 

'947 a 
•rafted By: 

,'ase ID Hf: (S) 
(S) 
(S) 

(Pending) 
NSTTPending) 
ending) 

b7E 
b6 
b7C 

bl 
b2 
b7A 

D À T E : 0 7 - 0 6 - 2 0 0 7 
C L A S S I F I E D B Y 65 1 7 3 È É / ì s r / i t j 
P l i S O I ; 1 . 4 (c/d) 
D E C L A S S I F Y O K : 0 7 - 0 6 - 2 0 3 2 

ill I I F O l f t T I O I C O i T M E D 
f i l l i 15 UNCLASSIFIED EXCEPT 
«HEBE MM 0THERUISÉ 

lase ID 

I S ) 

Serial 
NSL 

( S I 

NSL VIO-11205 
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Title: ^ E L E C T R O N I C SURVEILLANCE OPERATIONS AND SHARING 
UNIT I 

jjjj ^ N A T I O N A L SECURITY LETTERS 

(S 

bl 
b6 
b7C 
b7A 

Synopsis: (U) Approves the issuance of an Electronic Communications 
Privacy (ECPA) National Security Letter (NSL) for electronic 
communications transactional records, provides reporting data, and, if 
necessary, transmit the NSL for delivery to the electronic 
communications service provider. 

Enclosure: Enclosed fori lis an NSL dated 07/14/2006, 
addressed 

addressed to 
for in NSL dated 07/14/2006 

and for |an NSL dated 07/14/2006, addressed tof 

tacn cf inese NbLS requests certain 
subscriber and transactional records for the domain and IP address 
holders listed below. 

Administrative:/?^ This document is classified SECRET/ORCON/NOFORN. 
Portions of this document carrying classification markings may not be 
incorporated into any criminal affidavit, criminal court proceeding or 
unclassified investigative file. The information in this document is 
intended to be used for lead or background purposes only. 

X Some of the Intelligence provided in this communication 
has been obtained by techniques authorized in the Foreign Intelligence 
Surveillance Act (FISA). Therefore, the intelligence provided has 
been obtained through methods of intelligence gathering which are 
considered singular in nature. No overt investigative steps should be M 

Page 2 

bl 
b7A 

b7E 
b4 
b7D 
b6 
b7C 

NSL VIO-11206 
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undertaken based on reported intelligence without first receiving 
advice and consent from Federal Bureau of Investigation Headquarters 
(FBIHQ). 

Y > S) Per 50 U.S.C. Section 1806(b) & 1825(c) of the Foreign 
IntelL ig^nce^SurveiLlance Act (FI SA), recipients are reminded that 
there is to be no further dissemination or use of FISA-derived 
material in any criminal investigative activity, or dissemination of 
U.S. Person (USPER) FISA-derived information to any foreign government 
without prior approval of the Attorney General. This information may 
not be disseminated for any purpose without the prior approval of the 
Federal Bureau of Investigation (FBI). 

(S) Any reference to th< 
oust be m m It a n y Intervins are 

conducted in conjunction with this information. 

bl 
b7A 

Details: (S) EOPS requests the issuance of Electronic 
Cummications Privacy Act ("ECPA") national Security Letters U S D 
for subscriber and transactional information fronil 

(S//ORCON//NOFORN 

bl 

b7D 
b7A 

bl 

NSL VIO-11207 
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bl 
b6 
b7C 
b7B 

bl 
b6 
b7C 
b7A 

IS) This electronic communication documents the Deputy General 
Counsels approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks electronic communications 
transactional information on multiple individual 

(U) Arrangements should be made with the electronic communication 
service provider to provide the records personally to the 

bl 
b4 
b7D 
b7A 

Field Office Divisions, respectively, within 
fourteen (14) business days of receipt of this request. The 
electronic communication service provider should neither send the 
records through routine mail service nor utilize the name of the 
subject of the request in any telephone calls to the FBI. 

SI 

b7E 

NSL VIO-11208 
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(U) In accordance with 18 U.S.C. 2709(c) I, the senior official 
approving this Electronic Communication (EC), certify, based on 
information provided to me by the requestor of this NSL, that a 
disclosure of the fact that the FBI has sought or obtained access to 
the information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere with 
diplomatic relations, or endanger the life or physical safety of a 
person. 

(S) More specifically, the manner in which the disclosure of the 
fact that the FBI has sought or obtained access to the information 
sought by this letter may prematurely disclose a national security 
thrpai accpgcmpnll 

• 

pmiiaiureiy man io ine disclosure ÖT aassiriea 
intelligence surveillance techniques. 

Disclosure may also 
national security 

^"""••^ti^f a preliminary investigation is opened on the subscriber 
identified, it is the responsibility of the office opening the 
preliminary investigation to advise FBI HQ. This may be done by 
routing slip to the National Security Law Branch (NSLB), Office of 
General Counsel, Room 7947, the FBI HQ entity handling the operational 
legal needs of the Counterterrorism Division. This reporting is 
necessary in order to provide information to Congress regarding the 
FBIs use of this authority as mandated by Congress. 

bl 
b7A 

(U) Any questions regarding the above can be directed to the 
Office of General Counsel, Unit ChiefI 1(202) 324-

• 
LEAD(s): 

Set Lead 1: (Action) 
• 

b2 AT h 7 E 
j K 

b7C 

NSL VIO-11209 
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(U) Deliver the attached letter indicated above. Upon receipt of 
information from the carrier,] ""|is requested to submit the 
results to the Attention; Supervisory Special Agent ("SSA" 

FBI HQ, CXS/EOpi 
pervisory o 

Set Lead 2: (Action) 

b7E 
b6 
b7C 

b7E 
AT 

(U) Deliver the attached letter indicated above. Upon receipt of 
information from the carrier,| |is requested to submit the 
results to the Attention: Supervisory Special Agent ("SSAin 

FBI HQ, CXS/EOPS 

Set Lead 3: (Action) 

n b2 
b7E 

AT 

(U) Deliver the attached letter indicated above. Upon receipt 
of information from the carrier] |is requested to submit the 
results to the Attention: Supe rvifinrv 

, FBIHQ, CXS/EOPS 
Special Agent ("SSA" 

Set Lead 4: (Action) 

b7E 
b6 
b7C 

b7E 
b6 
b7C 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSLs. 

NSL VIO-11210 
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Precedence: PRIORITY 

To: General Counsel 
Date: 07/14/2006 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

Attn: 
To: Counterterrorism Attn: Communications Exploitation 

Section (CXS)/Electronic 
Surveillance Operations and 
Sharing Unit (KOPSif ' 

b2 
b7E 
b6 
b7C 

From: General Counsel 
Deputy Genera 
Contact : AGC 

Counsel for NST.R Room 7942. 
(202) 324 

Approved By: Thomas Julie I 

Drafted By: 
Case ID #: (S) 

(S) 
(S) 

Title : 

bl 
b2 
b7A 

(Pending) 
NSL (Pending) 
Pending) 

(U) 
ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT b2 

I U ) 

(S) 

^ NATIONAL SECURITY LETTERS 
i^) NATTONAT, SEX-TTRTTY T,FITTERS 

bl 
b6 
b7C 
b7A 

Synopsis: (U) Approves the issuance of an Electronic Communications 
Privacy (ECPA) National Security Letter (NSL) for electronic 
communications transactional records, provides reporting data, and, if 
necessary, transmit the NSL for delivery to the electronic 
communications service provider. 

(U) X ) .bl 
b7A 

Reference: (S) 

Enclosure: (U) Enclosed for f 
07/13/2006, addressed to 

l i s an NSTi dated 

Case ID : Serial bl 
SL b2 

( S ) p^nsLvio-mn 
b7A 

( S ) p^nsLvio-mn 

b2 
b7E 
b4 
b7D 

b7C 



CU) 

(S) Working Copy Page 

(U) 

requesting the name, address, and 
lengtn or service, ana electronic transactional records for the e-mail 
address holder listed. 

A d m i n i s t r a t i v e : T h i s document is classified SECRET/ORCON/NOFORN. 
Portions of this document carrying classification markings may not be 
incorporated into any criminal affidavit, criminal court proceeding or 
unclassified investigative file. The information in this document is 
intended to be used for lead or background purposes only. 

Some of the Intelligence provided in this communication 
has been obtained by techniques authorized in the Foreign Intelligence 
Surveillance Act (FISA). Therefore, the intelligence provided has 
been obtained through methods of intelligence gathering which are 
considered singular in nature. No overt investigative steps should be 
undertaken based on reported intelligence without first receiving 
advice and consent from Federal Bureau of Investigation Headquarters 
(FBIHQ). 

(U) isy Per 50 U.S.C. Section 1806 (b) & 1825 (c) of the Foreign 
Intelligeneie\Surveillance Act (FISA) , recipients are reminded that 
there is to be no further dissemination or use of FISA-derived 
material in any criminal investigative activity, or dissemination of 
U.S. Person (USPER) FISA-derived information to any foreign government 
without prior approval of the Attorney General. This information may 
not be disseminated for any purpose without the prior approval of the 
Federal Bureau of Investigation (FBI). 

bl 
b7B to the 

must be avoided it any interviews are 
conducted m conjunction with this information. 
Details: (S) This NSL is issued to support 

b4 
b7D 

bl 
b4 
b7D 
b7A 

bl 
b7A 

b7D 
b7A 



( S ) 
ET 

- - Worxmg Copy Page 

bl 
.b7A 

This electronic communication documents the Deputy 
General Counsels approval and certification of the enclosed NSL. 
For mandatory reporting purposes, the enclosed NSL seeks electronic 
•̂/-M-nmni-i -i ̂  i- -i nnc Hvjnojnt- -i nnal i nfnrmat- -i An CLQ ixnÜ_üi_d Ua 1 S Utilizing 

(3) 

bl 
b4 

(U) Arrangements should be made with the electronic b7D 
communication service provider to provide the records personally to 
the Field Office Division within fourteen (14) busineaa 
days of receipt of this request. The electronic communication service 
provider should neither send the records through routine mail service 
nor utilize the name of the subject of the request in any telephone 
calls to the FBI. 

b2 
b7E 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this Electronic Communication (EC), certify, based 
on information provided to me by the requestor of this NSL, that a 
disclosure of the fact that the FBI has sought or obtained access to 
the information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere with 
diplomatic relations, or endanger the life or physical safety of a 
person. 

More specifically, the manner in which the disclosure of 
the fact that the FBI has sought or obtained access to the information 

î ii sought by this letter may prematurely disclose a national security 
threat assessmRnd ' 

Disclosure 
bl 
b7A 

may aiso prematurely 
lead to the disclosure of classified national security 
intelligence surveillance techniques. 
iU1 a preliminary investigation is opened on the 
subscriber identified, it is the responsibility of the office opening 
the preliminary investigation to advise FBIHQ. This may be done by 
routing slip to the National Security Law Branch (NSLB), Office of 
General Counsel, Room 7947, the FBIHQ entity handling the operational 
legal needs of the Counterterrorism Division. This reporting is 
necessary in order to provide information to Congress regarding the 
FBIs use of this authority as mandated by Congress. 

(U) Any questions regarding the above can be directed to 
the Office of General Counsel, Associate General Counsel (AGC) 

(202) 3 2 4 I I 
LEAD(s; b2 

SL VIO-11213 b 6 
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Set Lead 1 : (Action) 

AT 

b2 
b7E 

information from the carrier,! 
(U) Deliver the attarhpH lptfpr -i riHi rated above. Upon receipt of 

is requested to submit the 
rpRiilt-.s to f-.hq Attention: Supervisory Special Agent ("SSA") 

FBIHQ, CXS/EOPi 

b2 
b7E 
b6 
b7C 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate information 

needed to fulfill the Congressional reporting requirements for NSLs. 

SL VIO-11214 
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Precedence : ROUTINE 
To: Counterterrorism 

General Counsel 
Attn: 
Attn: 

CXS L £ Û Ë £ 
S SA 
AGC 

From: 

Date: 07/13/2006 
= • 

Contact : SA 

b2 
b7E 
b6 
b7C 

Approved By: 
Drafted By: 
Case ID #: (Pending) 

tending) TTST 
(Pending) 
t̂ SL (Pending) 

Title.:. "Js^ ELECTRONIC SURVEILLANCE OPERATIONS AND S 
(U) UNIT 

b2 
b7E 
b7A 

Jo 2 

(S) NATIONAL SECURITY LETTERS 

Synopsis: (S) 
Security Letter issued tof 
Address 

bl 
b7A 

To provide the results of an ECPA National 
regarding E-mail 

( U ) 

Reference : 

Se 
De 

irom 
rŷ o?rr 

bl 
b4 
b7D 
b7A 

(S) 
(S) 

_L£Jl bl 
.b7A 

Administrative : This document contains information that 
is Foreign Intelligence Surveillance Act (FISA) derived. Per 50 
USC Section 1806 (b) of the FISA Act, recipients are reminded 
that this information, or any information derived from it, may be 
used only in a criminal proceeding with the advance authorization 
of the Attorney General. This information may not be disseminated 
to a foreign government without the authorization of the Attorney 
General. 

Serial 

( S ) 
NSL VIO-11215 

bl 
b2 
b7E 
b7A 
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Details: (S) FBIHQ, via 
05/31/2006, requested the 
ECPA National Security Le 

Electronic Communication dated 
F i e l d Division to issue an 

:ter (Nüül to 

IS) 

Noted NSLi requested 
1 records subscriber, and electronic ccpmmunication transactions 

pertaining to E-mail address 
adhered to the above request and 

set forth negative results as it relates to the aforementioned E-
Mail address. ^ 

b7D 
LEAD(s) : 
Set Lead 1: (Action) 

COUNTERTERRORISM 
AT WASHINGTON, DC 

(U) Jgf Read and Clear 
Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

^ y^i Read and Clear 

bl 
b2 
b7E 
h 6 
b7C 
b7A 

s^fi^SL VIO-11216 
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Precedence : IMMEDIATE 
To: General Counsel 

Date: 06/27/2006 
Attn: Julie Thomas 

Deputy General Counsel, NSLB 
ISS 

Resident Agency 

Attn: SA 
SA 

Counterterrorism 

From: General Counsel 
Deputy Genera 
Contact : AGC 

Attn: CXf/FOPS 
IA 

b2 
b7E 
b6 
7 Ĉy 

f - n n n a p l f n r KfST.R Room 7947 
202) 324 

Approved By: Thomas Julie F 

Drafted By: 
Case ID #: 

N3L 
ending) 

DATE: 07-06-
(Pending) 

(Pending) 

Title (U) 

(U) 

ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT 
NATIONAL SECURITY LETTERS 

bl 
b2 
b7E 
b7A 

bl HEEE1I IS MCLAS5IF1ED EXCEPT 
b2 lHER£ 300011 

b7E 
Synopsis: (U) Approves the issuance hi A 1 E C P A National 
Security Letter (NSL)for IP subscriber information; provides reporting 
data; and, if necessary, transmits the NSL for delivery 
to the electronic communications service provider. 

•X 

(S) bl 
b7A 

Reference bl 

bl 
b2 
b7E 
b7A 

Case ID 
NSL 

( S ) 

Serial : 

NSL V I O - 1 1 2 1 7 

(S) 

"bl " 
b2 
b7E 
b7A 
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Enclosures: (U) Enclosed for the Field Office is an 
original and a'copy of a National Lmif n l T,sttpr. dated 
06/27/2006, addressed to 

iU) 

< U ) 

requesting names, addresses, length ot 
and electronic communication 

(U) 

service, billing records, 
transactional records for the account holder assigned the IP 
addresses at the date and times specified below. 

b2 
b7E 
b4 
b7D 
b6 
b7C 

Administrative:Jc^ This document is classified 
SECRET/ORCON/NOFORN. Portions of this document carrying 
classification markings may not be incorporated into any criminal 
affidavit, criminal court proceeding or unclassified 
investigative file. The information in this document is intended 
to be used for lead or background purposes only. 

z ^ ) Some of the Intelligence provided in this 
communication has been obtained by techniques authorized in the 
Foreign Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. Person (USPER) FISA-derived information to 
any foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any purpose without 
the prior approval of the Federal Bureau of 
Investigation. 

(Si Anv reference 

uuiiuuu icu rn cunj uuuiiun wx 

to the 
nust be" avuiucu—TT—any 
:h this information. 

l i i L C i . V I C W b — a i e 

Details: (S//0C/NF) On 06/27/2006, based upon information 
provided by the U.S. Intelligence Community, the Electronic 
Surveillance Operations and Sharing Unitl 

U J J L d l l i i U U j J U l b U t ä i i L ttt: 
I'm s dataoase 
W i l l anre fnn T 

was 
t 

bl 
b7A 

bl 
b2 
b7E 
b7A 

(S//OC/NF) EOPS analysis of the 

N S L V I O - 1 1 2 1 8 

bl 
b2 
b7E 
b6 
b7C 
b7A 
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Office, is as follows: <S)I 1 

bl 
b6 
b7C 
b7A 

(S//OC/NF) A review of the referenced! 

(S//OC/NF) Accordingly, EOPS conducted a review of the 

bl 
b4 
b7E 
b6 
b7C 
b7A 
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(U) This electronic communication documents the Deputy 
General Counsels approval and certification of the enclosed NSL. 
For mandatory reporting purposes, the enclosed NSL seeks 
subscriber information on one (1) TP address. 

(U) Arrangements should be made with the electronic 
communication service provider to provide the records personally 

b7D 
b7A 

to thel iField Office within fourteen (14) business days of 
receipt ot tnis request. The electronic communication service 
provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify, based on information 
provided to me by the requestor of this NSL, that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical safety 
of a person. 

b2 
b7E 

V More specifically, the manner in which the 
disclosure of the fact that the FBI has sought or obtained access 
to the information sought by this Igj-tg-r mav nrpmafurplv H-j grln^P 

(Ç) a national security threat assessment bl 
b7A 

u i y u i o y u i e m a y a i y o p i e u i d L u i e i y l e a u LU tiie u i y u i u y u i e UI 
classified national security intelligence surveillance techniques. 

|U1 a preliminary investigation is opened on the 
subscriber identified, it is the responsibility of the office 
opening the preliminary investigation to advise FBIHQ. This may 
be done by routing slip to the National Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity handling the 
operational legal needs of the Counterterrorism 

— 1\ISL VKM1220 
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Division. This reporting is necessary in order to provide 
information to Congress regarding the FBIs use of this authority 
as mandated by Congress. 

(U) Any questions regarding the above can be directed 
to the Office of the General Counsel, Attention: AGC 
(202) 324 -| ] 

LEAD (s): 

Jo 2 

b6 
Jo7C 

Set Lead 1 (Action) 
b2 
b7E 

AT 

(U) Deliver the 
information from 

attached 1 ei-ter 
the carrier, Upon receipt of 

to expeditiously submit the results to the Attention : 
IFBIHQ, C X S / E O P 1 - ! ' 

cated above. 
is requested 

I A | ' 

b2 
b7E 
b6 
b7C 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

AT CXS/EOPS b2 

(U) Read and clear. 

N S L V I O - 1 1 2 2 1 
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Precedence : IMMEDIATE 
To: General Counsel 

Date: 06/26/2006 
Attn: Julie Thomas 

Deputy General Counsel, NSLB 
Attn: 

SEE 

Attn: SA 
SA 

b2 
b7E 
b6 
b7C 

Counterterrorism 

From: General Counsel 
Deputy Genera 
Contact : AGC 

Attn: rxs/FOP.qf 
IA 

fnnnspl fnr N S T . R Rnçm 7 94 7 
(202) 3241 

Approved By. Thomas Jul ir F 

Drafted By: 
Case ID #: (S) 

(S) 
(S) 

Title: 
(U) 

TTSr 
ending) 

(Pending) 
(Pending) 

^ T . B P T P p M T r fiTTffVTÜTT.T.aur-E! n P R P S T T O H Q AND SHARING 
UNIT -

( U ) NATIONAL SECURITY LETTERS 
III. 

bl HEKEM IS MC.Li.3S 
b2 WHERE s m m 

b7E 
b 7 A 

Synopsis: (U) Approves the issuance of _CPA National 
Security Letter (NSL)for email subscriber information; provides 
reporting data; and, if necessary, transmits the NSL for delivery 
to the electronic communications service provider. 

(U) De 
De 

Serial 

S L V I O - 1 1 2 2 2 
(S) 

bl 
b2 
b7E 
b7A 

bl 
b2 
b7E 
b^R 
bl 
b2 
b7E 
b7A 



( S ) — Worïcing Copy 
Reference 

bl 
b7A 

Page 

Enclosures : (U) Enclosed. 
adrirps.qpH to 

« an M.QT. ̂ h p 

lêrtÇth ÔT ééiVlòè Tòt the elêCC 
protocol (IP) address(es) holder(s 

requesting tne name, address, 
ronic mail (E-mail) or internet 

listed. 
and 

b2 
b7E 
b4 
b7D 

(U) b7C 
Administrative: This document is classified 
SECRET/ORCON/NOFORN. Portions of this document carrying 
classification markings may not be incorporated into any criminal 
affidavit, criminal court proceeding or unclassified 
investigative file. The information in this document is intended 
to be used for lead or background purposes only. 

(U) W) Some of the Intelligence provided in this 
communication has been obtained by techniques authorized in the 
Foreign Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

(U) 
nee Si 

Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. Person (USPER) FISA-derived information to 
any foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any purpose without 
the prior approval of the Federal Bureau of 
Investigation. 

&nv na fprprirp to the 
nust be 

conducted in conjunction wi 
avoided il any încëï'viëwa aré 

:h this information. 

bl 
b7A 

Details: (S//OC/NF) 

bl 
b6 
b7C 
b7A 

(S//0C/NF) This electronic communication requests the 
issuance of a NaJlionaJ Ŝ i-irri t-v T,p|-fpr Q££U tn nhta-in giihsrrihpr 
-rpcn-rrlq for t-ĥ l 

(S//0C/NF) 

bl 
b4 
b7D 
b7A 

N S L V I O - 1 1 2 2 3 
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Working Copy Page 

bl 
b4 
b7D 
b7A 

b7D 
b7A 

(U) This electronic communication documents the Deputy 
General Counsels approval and certification of the enclosed NSL. 
For mandatory reporting purposes, the enclosed NSL seeks 
subscriber information on one (1) IP address. 

(U) Arrangements should be made with the electronic 
rnimmiiniraf-inn spnn pp provider to provide the records personally 
to the 
of receipt of tnis 

Field Office within fourteen (14) business days 
request. The electronic communication service 

provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify, based on information 
provided to me by the requestor of this NSL, that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 

^ ^ N S L V I O - 1 1 2 2 4 

b2 
b7E 



(S) Working Copy Page 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical safety 
of a person. 

More specifically, the manner in which the 
disclosure of the fact that the FBI has sought or obtained access 
to the information sought by this let 
a national security threat assessment 

.er mav m-ematiirel v Hisrlnsp 

u i s e i A S t h ^ m a y a i s o p r s m a c u u ' e i y i ^ a u t o e n s u i s e i o s u r f e o r 
classified national security intelligence surveillance techniques. 

m - ^fcSjt^If a preliminary investigation is opened on the 
subscriber identified, it is the responsibility of the office 
opening the preliminary investigation to advise FBIHQ. This may 
be done by routing slip to the National Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterterrorism 
Division. This reporting is necessary in order to provide 
information to Congress regarding the FBIs use of this authority 
as mandated by Congress. 

(U) Any questions regarding the above can be directed 
tn the nf f i re nf the General Counsel, Attention: AGC 

(202) 324-

bl 
b7A 

b2 
b6 
b7C 

LEAD (s) : 

Set Lead 1 (Action) 

AT 
b2 
b7E 

Upon receipt 
r-pmipgfprj tO 

FBIHQ, 

(U) Deliver the 
of information from 
submit the results to 

CXS/EOPS 

attached letter indicated above, 
the carrier, is 

the Attention : 

b2 
b7E 
b6 
b7C 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Info) 

J ^ ^ N S L V I O - 1 1 2 2 5 
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COUNTERTERRORISM 
AT CXS/EOPS 
(U) Read and clear. 

Page 

to 2 

V I O - 1 1 2 2 6 
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Working Copy Page 107 

Precedence: PRIORITY 

To: General Counsel 

• 

Date: 06/14/2006 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

Attn: 

From: Counterterrorism 
Communications Exploitation Section (CXS)/Electronic 
Surveillance Operations and Sharing Unit ( E O P s j | 

Contact: SSA 1202) 32 a 
Approved By: Thomas Julie F 

Drafted By: 

Case ID #: (S 
(S 
(S 

Pending) 
tëL (Pending) 
'ending) 

bl 
b2 
b7A 

Title: ()(flECTpL 
UHI T 

NATIONAL SECURITY LETTERS bl 

(S b7C 
b7A 

Synopsis: (U) Approves the issuance of an ECPA Nat in •a i ucvjUrity 
Letter (NSL) for electronic communications transactional records; 
bandwidth records; for the below listed Internet Protocol (IP) 

b7E 
b6 
b7C 

Case ID 

( S i 

Serial 

I S J N t 
b1 

b7A 

NSL VIO-11227 
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addresses fron 

Enclosures: (U) Enclosed for| |is an NSL dated 06/14/2006, 
addressed to 

requesting bandwidth records. 
Administrative: (S) This document is classified 
Portions of this document carrying classification markings may not be 
incorporated into any criminal affidavit, criminal court proceeding or 
unclassified investigative file. The information in this document is 
intended to be used for lead or background purposes only. 

^ ^ Some of the Intelligence provided in this communication 
has been obtained by techniques authorized in the Foreign Intelligence 
Surveillance Act (FISA). Therefore, the intelligence provided has 
been obtained through methods of intelligence gathering which are 
considered singular in nature. No overt investigative steps should be 
undertaken based on reported intelligence without first receiving 
advice and consent from Federal Bureau of Investigation Headquarters 
(FBIHQ). 

Per 50 U.S.C. Section 1806(b) & 1825(c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded that 
there is to be no further dissemination or use of FISA-derived 
material in any criminal investigative activity, or dissemination of 
U.S. Person (USPER) FISA-derived information to any foreign government 
without prior approval of the Attorney General. This information may 
not be disseminated for any purpose without the prior approval of the 
Federal Bureau of Investigation (FBI). 

(S) Any reference to the 
ust be avoided if any interviews are 

conducted in conjunction with this information. 

b7E 

b7D 

b7C 

bl 
b7A 

Details: (S//0C.NF) EOPS is requesting that an NSL be issued to 

NSL VIO-11228 
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to identify the daily bandwidth 
usage/volume for each of the below listed IP addresses for the last 30 
days and the total available bandwidth for these IP addresses. The IP 
addresses requested for coverage are the following: b2 

b7E 
b4 
b7D 
b7A 

(S//0C,NF) EOPS has obtained Electronic Surveillance (ELSUR) 

coverage on selected websites pursuant to a joint FBI/United States 

Intelligence Comwnication (US IC > investigation. The information 

leading to these FISAs was derived from FBI Divisions 

(S//OC.NF) 

b2 
b7E 
b7A 

bl 
b4 
b7D 
b7A 

(S) This electronic communication documents the Deputy 
General Counsel's approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL 

(U) Arrangements should be made with the wire 
communications service provider to provide the records personally to 
| ¡Division within fourteen (14) business days of receipt of this 

s j H 

b7A 

b7K 

NSL VIO-11229 
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request. The wire communications service provider should neither 
send the records through routine mail service nor utilize the name of 
the subject of the request in any telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify, based on information provided to 
me by the requestor of this NSL, that a disclosure of the fact that 
the FBI has sought or obtained access to the information sought by 
this letter may endanger the national security of the United States, 
interfere with a criminal, counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger the 
life or physical safety of a person. 

(S) More specifically, the manner in which the disclosure of 
the fact that the FBI has sought or obtained access to the information 
sought by this letter may prematurely disclose a national se 

prematurely lead to the disclosure of classified national security 
intelligence surveillance techniques. 

^ '""••••^S^f a preliminary investigation is opened on the 
subscriber identified, it is the responsibility of the office opening 
the preliminary investigation to advise FBIHQ. This may be done by 
routing slip to the National Security Law Branch (NSLB), Office of 
General Counsel, Room 7947, the FBIHQ entity handling the operational legal 
needs of the Counterterrorism Division. This reporting is 
necessary in order to provide information to Congress regarding the 
FBIs use of this authority as mandated by Congress. 

threat assessment 

Disclosure may also 

(U) Any questions regarding the above can be directed to 
the Office of the General Counsel, Attention: Associate General 
Counsel (AGO (202) 32<| I 



LEAD(s): 

Set Lead 1: (Action) 

X1 
Working Copy Page 5 
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• 
AT 

b2 
b7E 

(U) Deliver the attached letter indicated above. Upon receipt of 
information from the carrier |is requested to submit the 
results to the Attention: Supfpitnrv. Special Agent (SSA) 
I I, FBI HQ, CXS/EOPS 

b7E 
b6 
b7C 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for NSLs, 

NSL VIO-Ì1232 
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Precedence: PRIORITY 

To: General Counsel 

Date: 06/14/2006 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

Attn: 

From: Counterterrorism 
Communications Exploitation Section (CXS)/Electronic 

Contact: SSA 
• 

(202) 324] I 

b7E 
b6 
b7C 

Approved By: Thomas Julie F 

Drafted By: 

Case ID #: (S 
(S 
(S 

[pending) 
SL (Pending) 
ending) 

Title: ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING : W (U) A 
^ N A T I O N A L SECURITY LETTERS 

bl 
b2 
b7A 

(S 

bl 
b7A 

Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL) for electronic communications transactional records; 
provides reporting data; and, if necessary, transmit the NSL for 

Case ID 

I S ) 

Serial 

(3) 

•bl • 
b2 
b7A 

D A T E : 0 7 - 0 6 - 2 0 0 7 
C L A S S I F I E D B Y 65179ÈÉ/ksr/iaj 
PliSOI; 1 . 4 (c/d) 
D E C L A S S I F Y 01: 0 7 - 0 6 - 2 0 3 2 

A L L IlFOlttTIOI COÛTAI» 
f i l l i IS UNCLASSIFIED EXCEPT 

NSL VIO-11233 
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delivery to the electronic communications service provider. 

Reference: (sj 

Enclosure: (U) Enclosed for 
addressed to 

is an NSL dated 06/14/06, 

requesting the name, address, and length of 
service, and electronic transactional records for the e-mail 
address holder listed. 

Administrative: /SJ This document is classified SECRET/ORCON/NOFORN. 
Portions of this document carrying classification markings may not be 
incorporated into any criminal affidavit, criminal court proceeding or 
unclassified investigative file. The information in this document is 
intended to be used for lead or background purposes only. 

( U ) Some of the Intelligence provided in this communication 
has been t w i n e d by techniques authorized in the Foreign Intelligence 
Surveillance Act (FISA). Therefore, the intelligence provided h'as 
been obtained through methods of intelligence gathering which are 
considered singular in nature. No overt investigative steps should be 
undertaken based on reported intelligence without first receiving 
advice and consent from Federal Bureau of Investigation Headquarters 
(FBI HQ). 

(UK \ / 
\ V ) Per 50 U.S.C. Section 1806(b) & 1825(c) of the Foreign 

Intelligence Surveillance Act (FISA), recipients are reminded that 
there is to be no further dissemination or use of FISA-derived 
material in any criminal investigative activity, or dissemination of 
U.S. Person (USPER) FISA-derived information to any foreign government 
without prior approval of the Attorney General. This information may 
not be disseminated for any purpose without the prior approval of the 
Federal Bureau of Investigation (FBI). 

(S) Any reference to the 

Page 2 

îust be avoided if any interviews are 
SE^ 

b7A 

b2 
b7E 
b4 
b7D 
b6 
b7C 

bl 

NSL VIO-11234 
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conducted in conjunction with this information. 

Details: (S) This NSL is issued to support 

Page 3 

bl 
b7A 

y f This electronic communication documents the Deputy 
leral Counsels approval and certification of the enclosed NSL. For 

mandatory reporting purposes, the enclosed NSL seeks electronic 
communications transactional information on one 

(U) Arrangements should be made with the electronic 
communication service provider to provide the records personally to 
the Field Office within fourteen (14) business days of 
receipt of this request. The electronic communication service 
provider should neither send the records through routine mail service 
nor utilize the name of the subject of the request in any telephone 
rails to the FRI. 

bl 
b7A 

b7E 

In accordance with 18 U.S.C. 2705(c) I, the senior 

NSL VIO-11235 
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official approving this EC, certify, based on information provided to 
me by the requestor of this NSL, that a disclosure of the fact that 
the FBI has sought or obtained access to the information sought by 
this letter may endanger the national security of the United States, 
interfere with a criminal, counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger the 
life or physical safety of a person. 

(S) More specifically, the manner in which the disclosure of 
the fact that the FBI has sought or obtained access to the information 
sought by this letter may prematurely disclose a national security 
threat assessment 

prematurely ieaa to ine disclosure o? ctassuiea 
intelligence surveillance techniques. 

Disclosure may also 
national security 

bl 
b7A 

a preliminary investigation is opened on the 
subscriber identified, it is the responsibility of the office opening 
the preliminary investigation to advise FBI HQ. This may be done by 
routing slip to the National Security Law Branch (NSLB), Office of 
General Counsel, Room 7947, the FBIHQ entity handling the operational 
legal needs of the Counterterrorism Division. This reporting is 
necessary in order to provide information to Congress regarding the 
FBIs use of this authority as mandated by Congress. 

(U) Any questions regarding the above can be directed to 
the Office of General Counsel, Associate General Counsel (AGC) 

202) 324| I 
LC.MUl.bJ : 

Set Lead 1: (Action) 

b7C 

AT b7E 
(U) Deliver the attached letter indicated above. Upon receipt of 

information from the carrier, is requested to submit 
the results to the Attention: supervisory special Agent (SSA) 

b2 
b7E 
b6 
b7C 

NSL VIO-11236 
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| FBIHQ, CXS/EOPsj | 

b7C 
Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate information 

needed to fulfill the Congressional reporting requirements for NSLs. 
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Working Copy Page 

Precedence: PRIORITY 
To: General Counsel 

Date : ' 06/07/2006 
Attn: Julie Thomas 

Deputy General Counsel, NSLB 

Attn: SA 

Attn: SA 

h 2 
b7E 
b6 
b 7 

Counterterrorism Attn: CXS/EOPS/ 
IA 

From: General Counsel 
Deputy Genera 
Contact : AGC 

rVmn.QPl fnr U.CiT.P Room 7 94 
(202) 324 

Drafted By 
Case ID #: 

• ïnnïïias .m M p K . 

(S) (Pending) 
(S) -NSL (Pending) 
(S) 3ending) 
(S) Pending) 
(S) ^ending) 

Title : (UÌ- (X) ELECTRONIC-SURVEILLANCE OPERATIONS AND SHARING 
UNIT -

bl 
b2 
b7E 
b7A 

( U ) NATIONAL SECURITY LETTERS 



( S ) 

(U) 

(TT) 

(U) 

0 0 : 

S^ß^ET 
Working Copy 

h 2 
hi E 

Page 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL)for email subscriber information; provides 
reporting data; and, if necessary, transmits the NSL for delivery 
to the electronic communications service provider. 

(U) - X 

I S ) 

ced From: 
Declasj X-l 

Reference 
Enclosures : 
06/07/7.006. 

(U) Enclosed fnrl 
addressed to 

n g an TvTQT. H^pH 
requesting the name, address, 

and length of service, and electronic transactional records for 
the IP address holder(s) listed. 

bl 
b7A 
b2 
b7E 

b2 
b7E 
b4 
b7D 
b6 
b7C 

Administrative:ÇSX This document is classified 
SECRET/0RC0N/N0F0RN. Portions of this document carrying 
classification markings may not be incorporated into any criminal 
affidavit, criminal court proceeding or unclassified 
investigative file. The information in this document is intended 
to be used for lead or background purposes only. 

2 . S o m e of the Intelligence provided in this communication 
has -beefr obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 
3. Sfcs//Per 50 U.S.C. Section 1806(b) & 1825(c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. Person (USPER) FISA-derived information to 
any foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 
4 . 'S) Any reference to the 

must be avoided if any interviews are 
bl 
b7A 

conducted in conjunction with this information. 
Details: (S//0C/NF) 

N S L V I O - 1 1 2 3 9 

bl 
b4 
b7D 
b7A 
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bl 
b7A 

( S ) 

(S//OC/NF) This electronic communication requests the 
issuance of a National Sécurité tal-t-n-r—ÎTVfÇT̂ —LÛ—nhf a -j ri—rnhrrri her 
and transactional records for bl 

b4 
b7D 
b7A 

(U) This electronic communication documents the Deputy 
General Counsels approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks 
subscriber information on three (3) IP addresses. 

(U) Arrangements should be made with the electronic 
commnnication service provider to provide the records personally 
to the Division within fourteen (14) business days of 
receipt ot this request. The electronic communication service 
provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify, based on information 
provided to me by the requestor of this NSL, that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical safety 
of a person. 

b2 
b7E 

More specifically, the manner in which the 
disclosure of the fact that the FBI has sought or obtained access 
to the information sought by this letter mav prematurely disclose 
a national security threat assessment! 

uiycioyure may aiyo prematurely leaa to tne aisciosurs or 
classified national security intelligence surveillance techniques 

N S L V I O - 1 1 2 4 0 

bl 
b7A 
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^fcS^Cïf a preliminary investigation is opened on the 
subscriber identified, it is the responsibility of the office 
opening the preliminary investigation to advise FBIHQ. This may 
be done by routing slip to the National Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterterrorism 
Division. This reporting is necessary in order to provide 
information to Congress regarding the FBIs use of this authority 
as mandated by Congress. 

(U) Any questions regarding the above can be directed 
to the Off-ire of t 

(202) 324 
ie_General Counsel, Attention: AGC 

b2 
b6 
b7C 

LEAD (s): 

Set Lead 1 (Action) 

AT 

b2 
b7E 

(U) Deliver the attached letter indicated above 
Upon receipt of information from the carrier,! 
requested Ço submit the resjiliiS—Ln, the Attention : IX 

FBIHQ, CXS/EOPS 
is 

b2 
b7E 
b6 
b7C 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

AT CXS/EOPS/ b2 

(U) Read and clear. 

NSL V I O - 1 1 2 4 1 
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Precedence : IMMEDIATE 
To: General Counsel 

Date: 06/02/2006 
Attn: 

Attn: 

Julie Thomas 
Deputy General Counsel, NSLB 

1 
yyA 

1 
SSA 

Attn: SA 
SA 

b2 
b7E 
b6 
b7C 

Counterterrorism 

From: General Counsel 
Deputy Genera 
Contact : AGC 

Attn: cxq/FOP.q 
IA 

r-nnngpl fnr WfiT.R, Rnnrp 7Q47 

(202) 324 
Approved By: Thomas Julie F. 

Drafted By 
Case ID #: 

Title: 

bl 
b2 
b7E 
b7A 

NSL 
ending) 

(Pending) 
(Pending) 

-IÏ53ÏFÏIS If i 
«ECiàSSIFf 01; 

ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT -

(U) ytf̂ l NATIONAL SECURITY LETTERS 
bl 

( S ) 

b2 
b7E 
b7A 

Synopsis: (U) Approves the issuance or an ECPA National 
Security Letter (NSL)for email subscriber information; provides 
reporting data; and, if necessary, transmits the NSL for delivery 
to the electronic communications service provider. 

(U) 
($) Derrvesujtro 

fliyOn: 

X Ï 

bl 
b2 
b7E 
b7A 

Case ID Serial 
ÌSL 

( S ) ( S ) 
NSL V I O ^ t ì 2 4 2 

'bl " 
b2 
b7E 
b7A 



( S ) Working Copy Page 
Reference 

Enclosures 
05/30/2006. 

(U) Enclosed_£mJ 
addressed to 

bl 
_ b7A 

l i . Q a n M S T . H n t - p H 

requesting the name, address, 
length ot service tor the electronic mail (E-mail) or internet 
protocol (IP) address(es) holder(s) listed. 

( U ) 

and 

Administrative:/0§) This document is classified 
SECRET/ORCON/NOFORN. Portions of this document carrying 
classification markings may not be incorporated into any criminal 
affidavit, criminal court proceeding or unclassified 
investigative file. The information in this document is intended 
to be used for lead or background purposes only. 

( U ) ) Some of the Intelligence provided in this 
communicatioh has been obtained by techniques authorized in the 
Foreign Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

( S ) Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. Person (USPER) FISA-derived information to 
any foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

_LSJ amy vofoT-onrio tO the 
must be avoided if any interviews are 

b2 
b7E 
b4 
b7D 

b7C 

bl 
b7A 

conducted in conjunction with this information. 
Details: (S//0C/NF) 

bl 
b7A 

(S//0C/NF) This electronic communication requests the 
issuance of a N; 
records for the 

t- -i nnal qpniritv T.̂t-f-pr- (MST.̂  fn nhl-ain gnhgrrihpr 

! a / ! r \ r < / v t t ? \ I 
bl 
b7A 

1 
.bl 
b7A 

N S L V I O - 1 1 2 4 3 



( S ) T 
r 

bl 
b4 
b7D 
b7A 

(S//OC/NF) 

bl 
b4 
b7D 
b7A 

bl 
b4 
b7D 
b7A 

bl 
b7A 

bl 
b4 
b7D 
b7A 

N S L V I O - 1 1 2 4 4 



(U) This electronic communication documents the Deputy-
General Counsels approval and certification of the enclosed NSL. 
For mandatory reporting purposes, the enclosed NSL seeks 
subscriber information on two (2) IP addresses. 

(U) Arrangements should be made with the electronic 
communication service provider to provide the records personally 
to the 
receipt of this request. 

Office within fourteen (14) business days o 
The electronic communication service 

provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify, based on information 
provided to me by the requestor of this NSL, that a disclosure of 
the fact that the FBI has sought or obtained access to the 
information sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical safety 
of a person. 

More specifically, the manner in which the 
disclosure of the fact that the FBI has sought or obtained access 
to the information sought by this lpt-1-p-r may nrpmat-nrplv Hiarln^p 
a national security threat assessment' 

Diauioaurë may aiyo prëinaturëiy lëau to uië aiycioyui'ë ol 
classified national security intelligence surveillance techniques 

^ a preliminary investigation is opened on the 
subscriber identified, it is the responsibility of the office 
opening the preliminary investigation to advise FBIHQ. This may 
be done by routing slip to the National Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterterrorism 
Division. This reporting is necessary in order to provide 
information to Congress regarding the FBIs use of this authority 
as mandated by Congress. 

(U) Any questions regarding the above can hp d-ir-prtpr] 
to the off-i<-p nf the General Counsel, Attention: AGC 
(202) 324-
LEAD (s) : 

Set Lead 1 : (Action) 

N S L V I O - 1 1 2 4 5 
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ISBßBEg 
Woflting Copy 

b2 
b7E 

Page 126 

(U) Deliver the attached letter indicated above. 
Upon receipt of information from the carrier, ^ l i s 
requested to submit the results to the Attention"! TK 

I FBIHQ, CXS/EOPS 

b2 
b7E 
b6 
b7C 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

AT CXS/EOPS b2 

(U) Read and clear. 

N S L V I O - 1 1 2 4 6 



•• Working Copy • Page 1 

Precedence: PRIORITY 
To: General Counsel 

Date: 05/31/2006 
Attn: Julie Thomas 

Deputy General Counsel, NSLB 

Counterterrorism 

From: General Counsel 
Deputy Genera 
Contact : AGC 

Attn: CXS/FflPsf 
S SA 

Counsel for NST.R. Room 794 
(202) 324 

Approved Bv: Thomas Julie F 

Drafted By: 

Case ID #: 

Title: 

(Pending) 
ÏSL (Pending) 
Pending) 

(U) ($4 E L E C T R T l M T r qTTffVFTT.T.flMrF nPFPÛTTpNS AND SHARING 
UNIT -

(U) ^ NATIONAL SECURITY LETTERS 
(S) bl 

b7A 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7A 

(U) 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL) for electronic communications transactional 
records; provides reporting data; and, if necessary, transmits the NSL for 
delivery to the electronic communications service 



( U ) 

(U) 

(S) Working Copy 
requesting the 

name, aaaress, ana lengtn or service, ana electronic 
transactional records for the e-mail address holder(s) listed. 

A d m i n i s t r a t i v e : T h i s document is classified 
SECRET/ORCON/NOFORN: Portions of this document carrying 
classification markings may not be incorporated into any criminal 
affidavit, criminal court proceeding or unclassified 
investigative file. The information in this document is intended 
to be used for lead or background purposes only. 
2 Some of the Intelligence provided in this communication 
has"oeen obtained by techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

Page 

b4 
b7D 

( U ) 
3, X^f Per 50 U.S.C. Section 1806(b) & 1825(c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. Person (USPER) FISA-derived information to 
any foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

(S) Anv rpfermre to t 
ue dvuiueu n any 

conauctea m conjunction with this information. f e m u s t iiiLtii views' are 
bl 
b7A 

Details: (S//0C/NF) 

bl 
b6 
b7C 
b7A 

fc / /nr /MT?̂  

bl 
b6 
b7C 
b7A 

^ ^ N S L V I O - 1 1 2 4 8 



bl 
b7A 

( S ) ĴüQc This electronic communication documents the Deputy-
General Counsels approval and certification of the enclosed NSL. 
For mandatory reporting purposes, the enclosed NSL seeks 
electronic communications transactional information on one bl 

(U) Arrangements should be made with the electronic 
mmmnniraUnn sgrvirp provider to provide the records personally 

the 

b7D 
b7A 

to thel lOffice within fourteen (14) business days of b2 
receipt of this request. The electronic communication service b7E 
provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the 
senior official approving this EC, certify, based on information 
provided to me by the requestor of this NSL, that a disclosure of 
the fact that the FBI has sought or obtained access to the information 
sought by this letter may endanger the national 
security of the United States, interfere with a criminal, 
counterterrorism, or counterintelligence investigation, interfere 
with diplomatic relations, or endanger the life or physical safety 
of a person. 

More specifically, the manner in which the 
disclosure of the fact that the FBI has sought or obtained access 
to the information sought by this letter mav -prematurely disclosy 

1^1 -• *- -i -• 1 .-. — •. 4- 4- —\ t"« /—> ri nmnn I 
bl 
b7A 

Disclosure may aisc prematurely ieaa to Liie uiycioyure oi 
classified national security intelligence surveillance techniques 

(U1 ^(iH^If a preliminary investigation is opened on the 
subscriber identified, it is the responsibility of the office 
opening the preliminary investigation to advise FBIHQ. This may 
be done by routing slip to the National Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterterrorism 
Division. This reporting is necessary in order to provide 
information to Congress regarding the FBIs use of this authority 
as mandated by Congress. 

(U) Any questions regarding the above can he d-irer-tpd 
to the qffiop of the General Counsel, Attention: AGC 

(202) 324 
b2 
b6 
b7C 

SfeSR^T 
^ N S L V I O - 1 1 2 4 9 
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LEAD (s): 

Set Lead 1: (Action) h 2 
b7E 

AT 

(U) Deliver the attached let 
Upon receipt of information from the carrier, 

FBIHQ, CXS/EOPS 
ion: SSA 

b2 
b7E 
h 6 
.b7C 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Info) 
COUNTERTERRORISM 

AT CXS/EOPS b2 

(U) Read and clear. 

SEßRfiX 
^ N S L V I O - 1 1 2 5 0 
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Precedence : IMMEDIATE 
To: General Counsel 

Date: 05/30/2006 
Attn: Julie Thomas 

Deputy General Counsel, NSLB 
Attn: 
Attn: SA 

SA 
Counterterrorism Attn: CXS/EOPS 

IA 

b2 
b7E 
b6 
b7C 

From: General Counsel 
Deputy Genera] CaunafiJ far. NSLB, Room 7 94' 
Contact : AGC (202) 324 

Approved By: Thomas Julie F. 

Drafted By 

Case ID #: (S) 
(S) 
(S) 

Title: ( U ) 

(Pending) 
TSL "(Pending) 
ending) 

ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING 
UNIT -

CTJJ - NATIONAL SECURITY LETTERS 
b l CLASSIFIED BY S517Ç 
b2 i"""4 

, b 7 E DEC LAS SIFT 01; 07-J 

Synopsis: (U) Approves the issuance o!?̂ "- ECPA National 
Security Letter (NSL)for email subscriber information; provides 
reporting data; and, if necessary, transmits the NSL for delivery 
to the electronic communications service provider. 

bl 
b7A 
b2 
b7E 

Enclosures: (U) Enclosed fxm. 
05/30/2006, addressed to 

j _ S a n M . Q T . f ^ a h p r 

Serial 

V I O - 1 1 2 5 1 

bl 
b2 
b7E 
b7A 

b2 
b7E 
b4 
b7D 
b6 
b7C 



Page 2 
requesting 

the name, address, and length or service tor the electronic mail 
(E-mail) or internet protocol (IP) address(es) holder(s) listed. 

..Administrative-.; This document is classified 
SECRET/ORCON/NOFORN. Portions of this document carrying 
classification markings may not be incorporated into any criminal 
affidavit, criminal court proceeding or unclassified 
investigative file. The information in this document is intended 
to be used for lead or background purposes only. 

b7D 

(U) Some of the Intelligence provided in this 
communication has been obtained by techniques authorized in the 
Foreign Intelligence Surveillance Act (FISA). Therefore, the 
intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

(U) Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S. Person (USPER) FISA-derived information to 
any foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without the prior approval of the Federal Bureau of 
Investigation. 

ÜL) Anv -rpfprpnrp to the 
lust be a V UXUCU—TT—CTTTT 111LC1 VIC WS—CLL C 

uuiiuuuLeu in uuiij unuLiuii wiih this information. 

bl 
b7A 

nPt-a-ilH-. ( S / /OC /NFÌ 

(S//OC/NF) This electronic communication requests the 
issuance of a National Security Letter (NST.) to obtain subscriber 
record.g fori 

(S//QC/NF) 

bl 
b4 
b7D 
b7A 

bl 
b7A 

N S L V I O - 1 1 2 5 2 
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bl 
b4 
b7D 
b7A 

(S//OC/NF) Electronic Surveillance Operations and Sharing 

bl 
b4 
b7D 
b7A 

bl 
b7A 

Unit (EOPS) and U . S . I n t e l l i g e n c e Community analysis of the 

lo. / /r>r /\tp) 

(U) This electronic communication documents the Deputy 
General Counsels approval and certification of the enclosed NSL. 
For mandatory reporting purposes, the enclosed NSL seeks 
subscriber information on one (1) IP address. 

(U) Arrangements should be made with the electronic 
communication service provider to provide the records personally , „ 
to the Field Office within fourteen (14) business days 
of receipt or c m s request. The electronic communication service b7E 
provider should neither send the records through routine mail 
service nor utilize the nafne of the subject of the request in any 
telephone calls to the FBI. 

(U) In accordance with 18 U.S.C. 2709(c) I, the senior 
official approving this EC, certify, based on information provided 
to me by the requestor of this NSL, that a disclosure of the fact 
that the FBI has sought or obtained access to the information 
sought by this letter may endanger the national security of the 
United States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

(S) More specifically, the manner in which the disclosure 
of the fact that the FBI has sought or obtained access to the 
information sought by this letter mav nrematurelv disclose a 
national security threat assessment] I bl 

b7A jjisciusuie— 
may also prematurely ieaa to cne disclosure or ciassiried national 
security intelligence surveillance techniques. 
(Uj a Preliminary investigation is opened on the 

^ ^ N S L V I O - 1 1 2 5 3 
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subscriber identified, it is the responsibility of the office 
opening the preliminary investigation to advise FBIHQ. This may 
be done by routing slip to the National Security Law Branch, 
Office of the General Counsel, Room 7947, the FBIHQ entity 
handling the operational legal needs of the Counterterrorism 
Division. This reporting is necessary in order to provide 
information to Congress regarding the FBIs use of this authority 
as mandated by Congress. 

(U) Any questions regarding the above can hp d-ir-pr-i-pH t-n 
the Office of the General Counsel, Attention: AGC 
(202) 324 
LEAD (S): 

h 2 

h 6 
b7C 

Set Lead 1: (Action) 

AT 

h 2 

b7E 

(U) Deliver the attached letter indicated above. 
Upon receipt of information from the c a r r i e r , ! l i s 
requested to submit the results tp the Attention : ITT 

FBIHQ, CXS/EOPS 

b2 
b7E 
b6 
b7C 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3 : (Info) 

COUNTERTERRORISM 

AT CXS/EOPS b2 
(U) Read and clear. 
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Approved By: Hulon Willie T 
Lewis John E 

Drafted 
Case ID # 

Title : 

Attn: 
Attn: 
Attn: 
Attn: 
Attn: 

T T O . q T 

SSA 
ITOS II 
SSA 
EOPS 
CT ELSIJFj. OPS Unit 

h 2 
hl E 
h 6 
hlC 

SA 

202-323 

Pending) 
Pending) 
Pending) 
Pending) 
Pending) 
Pending) 
Pending) 
3ending) 

(Pending) 
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(S) 

(S) 

(S) 

(S) 

bl 
Jo 6 
b7C 
b7A 

( s ) 

Synopsis: (U) Approves the issuance of an ECPA National 
Security Letter (NSL)for electronic communications transactional 
records; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider. 

Administrative: ^HR//OC,NF) This document is classified 
SECRET//ORCON/NOFORN/FISA. Portions of this document carrying 
classification markings may not be incorporated into any criminal 
affidavit, criminal court proceedings or unclassified 
investigative file. The information in this document is intended 
to be used for lead or background purposes only. No further 
dissemination of the material classified in this document may be 
made without prior approval of the originating agency. 

l|TJ) Intelligence provided in this communication has 
been obtained by the techniques authorized in the Foreign 
Intelligence Surveillance Act (FISA). Therefore, the 
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intelligence provided has been obtained through methods of 
intelligence gathering which are considered singular in nature. 
No overt investigative steps should be undertaken based on 
reported intelligence without first receiving advice and consent 
from FBIHQ. 

iU) y^) Per 50 U.S.C. S1806 (b) of the Foreign 
Intelligence Surveillance Act (FISA), recipients are reminded 
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or 
dissemination of U.S.-person FISA derived information to any 
foreign government without prior approval of the Attorney 
General. This information may not be disseminated for any 
purpose without prior approval of the Federal Bureau of 
Investigation. 

Any reference to 
nust be avoided if any lïitêïViêWS ârê ¿ôndUfitèd m 

¿ön^unetlöh With this information. 
(S) Electronic Communications Analysis Unit (ECAU) 

is subordinate to the Communications Exploitation Section, 
Pr\nn<-QrfûrrAvi o m l̂i e-i nri PT1 Ä T T nrnir "¡Hog faph î pal ana 1 t / c i a 
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Details: (S//OC,NF) 
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FBIHQ, 
(202) 

(IT) Anv m e a t i ons regarding the above can Hp Hi v̂ r-t-pH t-̂  
I (2 02 ) or SSA 

LEAD(s): 

Set Lead 1: (Info) 

COUNTERTERRORISM 
AT WASHINGTON, DC 

(U) For the information of ITOS I 
and EOPS only. 
Set Lead 2: (Info) 

ITOS Il/ISLU, 

Al 

(U) For information only. 

Set Lead 3: (Info) 
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(U) For information only. 
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