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communiication has been obtained by techniques authorized in the
Foreign Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent

from FBIHQ.
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any foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
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and length of service, and electronic transactional records for the e-
mail address holder listed.

(I xgmiiristrative: :Rﬁi This document is classified SECRET/ORCON/NOFORN.

Portions of this document carrying classification markings may not be
incorporated into any criminal affidavit, criminal court proceeding or
unclassified investigative file. The information in this document is
intended to be used for lead or background purposes only.

(- :M{} Some of the Intelligence provided in this communication
has been obtained by technigques authorized in the Foreign Intelligence
Surveillance Act (FISA). Therefore, the intelligence provided has

" been obtained through methods of intelligence gathering which are

considered singular in nature. No overt investigative steps should be
undertaken based on reported intelligence without first receiving
advice and consent from Federal Bureau of Investigation Headquarters
(FBIHQ) .

(o >€) Per 50 U.S.C. Section 1806(b) & 1825(c) of the Foreign

Intelligerice Surveillance Act (FISA), recipients are reminded that
there is to be no further dissemination or use of FISA-derived
material in any criminal investigative activity, or dissemination of
U.S. Person (USPER) FISA-derived information to any foreign government
without prior approval of the Attorney General. This information may
not be disseminated for any purpose without the prior approval of the
Federal Bureau of Investigation (FBI).

Tonmoucrea I conrurnrcrron with this information.

Details: (S) EOPS requests an NSL be issued to support d

must belEVGTUéU‘TT‘EHY‘THt@TVT?WE‘EI?F [oNZ:N

2

bl
54
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bTA

(e /ne NEY I

bl

b7A
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ol
O7A
(s//oc, NF) | |
bl
bo
b7C
LA
Office of Intelligence Policy Review (OIPR) has bl
(Shwrgquested igsnance of an NSL to help ascertain that the correct [oYe
spelling.off bccount in question contains two "l/s" rather than N7 C
one. 57&
This electronic communication documents the Deputy
igj General Counsel’s approval and certification of the enclosed NSL. bl
For mandatory reporting purposes, the enclosed NSL seeks electronic Y
comminicationg transactional information on individuals utilizing 7D
b7A
(U) Thel IField Office, prior to serving the
NSL, should conduct a threat assessment on the company and its owner 12
or company officers. If information developed is derogatory or TE
indicates a potepnti mise of FBI interest in the website to a -
terrorist group, should contact FBIHQ immediately.

(U) Arrangements should be made with the electronic
communication service provider to provide the records perscnally to o
the ield Office Division within fourteen (14) business P«
day§‘6f‘?€U§TﬁE_GJFthis regquest. The electronic communication service b7E
provider should neither send the records through routine mail service

nor utilize the name of the subject of the request in any telephone
calls to the FBI.

(U} In accordance with 18 U.S.C. 2709(c) I, the senior
official approving this Electronic Communication (EC), certify, based
on information provided to me by the requestor of this NSL, that a
disclosure of the fact that the FBI has sought or obtained access to
the information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere with
diplomatic relations, or endanger the life or physical safety of a
person.

\DK( More specifically, the manner in which the disclosure of
the fact that' the FBI has sought or obtained access to the information
(8] sought by this letter may prematurely disclose a national security bl

ithreat assessment b7A
I .

i IS TUS U may also
“PIEMETULE Iy Iead TO UIE JISCIOSUrE O CIasEsITNIed national security

SESRET NSL VIO-11143
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intelligence surveillance techniques.

(m Tt8x1f a preliminary investigation is opened on the
subscriber identified, it is the responsibility of the office opening
the preliminary investigation to advise FBIHQ. This may be done by
routing slip to the National Security Law Branch (NSLB), Office of
General Counsel, Room 7947, the FBIHQ entity handling the operational
legal needs of the Counterterrorism Division. This reporting is
necessary in order to provide information to Congress regarding the
FBI’s use of this authority as mandated by Congress.

(U) Any guestions regarding the above can be directed to bz
the Office of General Counsel, Assistant General Counsel (AGC)

[

(202) 324

oo
~3
@

LEAD(s) :

Set Lead 1: (Action)

b2
b7E

AT

(U) Deliver the attached letter indicated above. Upon receipt of b
information from the carrier, San Francisco is requested to submit the D

results to the Attention: Supervisorv Special Agent ("SSA")[:::::::] ;b6
FBIHQ, CXS/ECPS bic

Set Lead 2: (Action)
GENERAL CQOUNSEL
AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate information needed to
fulfill the Congressional reporting requirements for NSLs.
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Precedence: IMMEDIATE Date: 08/31/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
Attn: NVRA .
Attn: SA D7E
SA| bé
g
Counterterrorism Attn: CX /EOPSI | b7C
IA

From: General Counsel
Deputy General—Counsel for NSLB, Room 7947
Contact: AGC (202) 324

Approved By: Caproni Valerie E

Drafted By:
Case ID #: (S8) (Pending)

(S) NSL - (Pending)

bendi

(s) ending) -t

Title: }{) ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING D2
bTA
TR .,_E{NATIONAL SECURITY LETTERS
(S
QO:

Synopsis: (U) Approves the issuance of an ECPA National

Security Letter (NSL) for subscriber and electronic
communications transactional information; provides reporting
data; and, if necessary, transmits the NSL for delivery to the
electronic communications service provider.

EUJ““““wm>g( a1 rom:
i on: <

Dec

b2

(5 b7E
ot o1

i S )M Reference:|.. b7A

Enclosures: (U) Enclosed for 18 an NSL dated b2
L7E
__________________________ P e e - U
Case ID Serial ; bl
ST, 2

L “TpeRe NSLVIO-1114: ,
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08/31/2006, addressed td | g

I [ Tequesting bﬁU
€ name, TESS, 1ength Of Service and electronic communication o

(-

{1

m -

transactional records for the electronic mail (E-mail) or
internet protocol (IP) addresg(es) holder(s) listed.

-1

(@)

(OJRe)

Administrétiﬁék““>XQ This document is classified
SECRET/ORCON/NOFORN. Portions of this document carrying
classification markings may not be incorporated into any criminal
affidavit, criminal court proceeding or unclassified
investigative file. The information in this document is intended
to be used for lead or background purposes only.

e &Y Some of the Intelligence provided in this
communication has been obtained by techniques authorized in the
Foreign Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ. '

Per 50 U.S.C. S 1806 (b} & 1825 (c) of the Foreign
Intelligence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. Person (USPER) FISA-derived information to
any foreign government without prior approval of the Attorney
General. This information may not be disseminated for any

2

purpose without the prior approval of the Federal Bureau of

Investigation.

|3

to thet

bl

nust be avoided 1II any interviews are

Reie) siols (siu=Iomp R s MEeio)sRotsiolsn K20

th this information.

b7A

Details: (S§//0C/NF) |

bl
b6
biC
b74

(S//OC/NF)' I

bl
b2
b7E
L7A

(a//0c/NE) |

b6
b7C
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(s//oc/NF) | I
bl
he
o7C
74
(s / /o0 /NEY |
bl
b4
7D
b7A
/OC/NF) This electronic communication requests the
issudnce of a National Security Letter (NSL) to obtain subscriber
(&), and transacticnal records for the internet protccol (IP) b1
- addresses that were used bv the unknown individual accessing the jb;
0
I |[The NSL is intended to assist in the identification b7C
and location of this unknown individnal. to ascertain anv links bTA
for this individug]vto
! »,}é//OC/NF) As it as anticipated that the IP addresses used o
(s)byﬁthe unknown individual |this NSL requests both bl
tﬁi,subscriber and transactional inrormation ror the IP during a H2
i b7E
[o//no /Ny oman conyce queries indicate that.the 1
esolves tof ] fﬁ
yat) jarpe ’\I“\
DA NSV o=
b7A
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_a national security threat assessment 51
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() Thd | prior to serving the NSL,
should conduct a threat assessment on the company and its owner b2
or company officers. If information developed is dercgatory or hiE
indicates a potential comnromise of FRY interest in the website
to a terrorist group, should contact FBIHQ
immediately.

(U) This electronic communication documents the General
Coungsels approval and certification of the enclosed NSL based upon the
information provided to me. For mandatory reporting
purposes, the enclosed NSL seeks subscriber information on one
(1) IP address.

(U) Arranééﬁents should be made with the electronic

communication gervige provider to provide the records personally Y
to the immediately upon receipt of this O7E
request. € clectronic communication service provider should SR

neither send the records through routine mail service nor utilize
the name of the subject of the request in any telephone calls to
the FBI.

(U} In accordance with 18 U.S.C. 2709(c) I, the
senior official approving this EC, certify, based on infeormation
provided to me by the requestor cf this NSL, that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical safety
of a person.

More specifically, the manner in which the
disclosure of the fact that the FBI has sought or obtained access
to the information sought by this letter mav prematurelv discloge

DTA

Disclosure may also prematurely lead to the disclosure or
classified national security intelligence surveillance techniques.

(U) Any questions regarding the above can _be directed " n?
to the Office of the General Counsel, Attention: AGC ne
(202) 324[::::] n7C
LEAD (s):

Set Lead 1: (Action)
T
PN ey

—

(U) Deliver the attached letter indicated above.
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Upon receipt of information from the carrier,

__Jis

]

reguested to submit the re o the Attention: IA
FBIHQ, CXS/EOPS '

Set Lead 2: {Action)
GENERAIL COUNSEL

AT WASHINGTON, DC

U;U“O"C‘
sy
O =1

(U) NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)

COUNTERTERRORISM

AT CXS/EOPS DC

D

{U) Read and clear.
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Precedence: PRICRITY Date: 08/28/2006

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

Attn: 118 Unit

Attn: SA
SA

o)
Counterterrorism Attn: CXS/EOPS O—E
1 .
09
From: General Counsel niC
Deputy General Counsel, NSLB, Room 7947
Contact: AGC (202) 3%
Approved By: Thomas Julie F
brafted By: DATE: 07-05-2007
_ bl CLAZEIFIED BY £5179¢mh/ksr/mad
Case ID #: (S) Pending) A REASCH: 1.4 fo/d)
(5) MSL (Pending) be DECLASSIFY ff: 07-05-2032
) nding) 0iE
Tio . XY ELECTRONIC SURVEILUANCE OPERATIONS AND SHARIXG
T ALL INFERMATION CONTAIRED
- HEREIN IS UNCLARSIFIED EXCERT
YHERE SHOWN OTHERHIZ
) MTIOVL SECRITY LETTERS THERE I OTERULE
m
(S
Case [0 Serial

4] 4]
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Synopsis; (U) Approves the issuance of an ECPA National Security
Letter (NSL) for electronic commnications transactional records;
provides reporting data; and, if necessary, transmit the NSL for

delivery to the electronic communications service provider,
i

bl

T
i
i

Reference: (S) k)?

B swres: (W) Enclosed forl lis an HSL
a0. .5sed to

requesting the name,
address, and (ength of service, and electronic transactional records
for the internet protocol (IP) address holder listed.

m- .

Adninistrative: :}S{: This document is classified SECRET/QRCON/NOFORN.
Portions of this document carrying classification markings may not be
incorporated into any criminal affidavit, criminal court proceeding or
unclassified investigative file, The information in this document is

intended to be used for lead or background purposes only.

fU} ) Some of the Intelligence provided in this comunication
has been ‘obtained by techniques authorized in the Foreign Intelligence
Surveillance Act (FISA). Therefore, the intelligence provided has
been obtained through methods of intelligence gathering which are
coneidered singular in nature. No overt investigative steps should be
ur iken based on reported intelligence without first receiving
advice and consent from Federal Bureau of Investigation Headquarters
(FBIHQ).

Ul '"'::2§;i}er 50 U.S.C. Section 1806(b) & 1825(c) of the Foreign
Intet{igence Surveillance Act (FISA), recipients are reminded that
there is to be no further dissemination or use of FISA-derived
materiat in any criminal investigative activity, or dissemination of
1.5, Person {USPER) FISA-derived information to any foreign goverrment
without prior approval of the Attorney General, This information may
not be disseminated for any purpose without the prior approval of the

Federal Bureau of Investigation {FBI). ><
SEONET

NSL VIO-11151
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(5) Any reference to the

st be avotded 1f any interviews are

conducted n conjunction with this information, -

bl

17
U

Details: (5, “O/NE]

(§//0C/NF

{S//0C/NF)

(S//0F)|
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am
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JOC/NF) This Mational Security Letter (NSL) to
equests the activity logs from the FTP server, It also

requests any log files and transactional records associated with the

[

RS B

L

[y

TP server.

(S//0C/NF) It is believed that subscriber and transactional
information associated with | bl
06
e

-

A

t _...,....),g(lhis electronic comunication documents the Deputy
General Counsel’s approval and certification of the enclosed WSL. For
mandatory reporting purposes, the enclosed NSL seeks electronic
comunications transactional information on one (1) IP address.

{U) Arrangements should be made with the electornic
communications service provider to provide the records personally to
Pivision within fourteen (16) business days of receipt

b2

should neither send the records through routine mail service nor biz

of this request. The electronic commnications service provider

utilize the name of the subject of the request in any telephone calls
to the FBl.

(Uy 1In accordance with 18 U.S.C. 2709(c) 1, the senior
official approving this EC, certify, based on information provided to
me by the requestor of this KSL, that a disclosure of the fact that
the  has sought or obtained access to the information sought by this letter
may endanger the national security of the United States,
interfere with a crininal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger the
life or physical safety of a person,

ts:l % More specifically, the manner in which the disclosure of
the fact that the FBI has sought or obtained access to the information
sought by this letter may prematurely disclose a national security

threat assessmentl

Disclosure may also 0l

TRy T T T TR TORUTE BT CTARSTITRA national security , DA
%T

NSL VIO-11153



>4

«==+ Yorking Copy ---+ Page
intelligence surveillance techniques.

{U) Any questions regarding the above can be directed to

9
the Office of the General Counsel, Attention; Associate General ol
onsel 0] Jem | b6
b7
|
LEAD(s):
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(U) Deliver the attached letter indicated above. Upon receipt of

information from the carrier
results to the Attention: 1A

S ad 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

is requested to submit the

FBIHQ, CXS/EQP

(U) NSL8 is requested to record the appropriate information

needed to fulfill the Congressional reporting requirements for NSLs.

Set Lead 3¢ (Info)

[]

AT

1) Read and clear.

Set Lead 4: (Info)

COUNTERTERRORISH

AT CXS/EOPS WASHINGTON, DC k>;

{U) Read and clear.
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08/28/2006

Attn: Julie Thomas
Deputy General Counsel, NSLB

Attn: |RA
S

ar
I:' Attn: SA i
A ol
— b1C
Counterterrorism Attn: CXS/EOP
A
ron: General Counsel
Deputy General Counsel, KSLB, Room 7947
Lontact: AGC (202} 324 DATE: 07-05-2007
{LASSIFIED BY £317%duh/kar/ma]
pproved By: REASON: 1.4 {c/d)
DECLERSSIFY OM: 07-05-2038
rafted By: >
—— 01
ase 10 #: (5} dending) D2 ALL IHFORMATION CONTAIRED
() W Pending) b7k HERETN 5 CUCLASSIFIED EXCERT
s \ndmg) . THERE SEOVE [THERWISE
iR
-
itle: XELECTR HS AND SHARING
[T
UNIT - Me
- ><MMIUNAL SECURITY LETTERS
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©
ase 10 Serial I i
sL j
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iynopsis: (U} Approves the issuance of ar[y/ 1y stional Security
.etter (NSL) for electronic communications transactional records;
rovides reporting data: and, if necessary, transmit the NSL for
felivery to the electronic comunications service provider.

teference: (S .
b ]

‘nclosures: (U) Enclosed farl |is an NSL dated 08/28/2006, Gy

’M —
requesting 07D

he name, address, and length of service, and electronic transactional

‘ecords for the internet protocol (IP) address holder listed,

ldminggzra‘t"i’v”e':”% This document is classified SECRET/ORCON/NOFORN.
‘ortions of this document carrying classification markings may not be
incorporated into any criminal affidavit, criminal court proceeding or
inclassified investigative file. The information in this document is
Intended to be used for (ead or background purposes only.

tm >(€ Some of the Intelligence provided in this communication
1as been obtained by techniques authorized in the Foreign Intelligence
surveillance Act (FISA). Therefore, the intelligence provided has
»een obtained through methods of intelligence gathering which are
.onsidered singular in nature. No overt investigative steps should be
indertaken based on reported intelligence without first receiving
idvice and consent from Federal Bureau of Investigation Headquarters
FBIK),

TI0 2 per 50U.5.c.  Section 1806(b) & 1825(c) of the Fareign

ntelligence Surveillance Act (FISA), recipients are reminded that

here is to be no further dissemination or use of FISA-derived

waterial in any criminal investigative activity, or dissemination of

).5. Person (USPER) FISA-derived information to any foreign government !
sithout prior approval of the Attorney General. This information may

NSL VIO-11157
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ot be disseminated for any purpose without the prior approval of the
ederal Bureau of Investigation (FBI).
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gQZ/OC/NF) This National Security Letter (NSL) toE bd

requests the activity logs from the FTP b7:’\

erver, 1t also requests any tog files and transactional records
ssociated with the FTP server.

(S//QC/NE) 1t is believed that subscriber and transactional k1
nformation associated wi td )
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I/ n::j&{: This electronic comunication documents the Deputy General
“ounsel ‘s approval and certification of the enclosed NSL, For
nandatory reporting purposes, the enclosed HSL seeks electronic
sommunications transactional information on one {1) IP address.

(U) Arrangements should be made with the electronic
sommunications service provider to provide the records personally to
Division within fourteen (14) business days of receipt of n

b7k

this request, The electronic communications service provider should
‘either send the records through routine mail service nor utilize the
1ame of the subject of the reguest in any telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 270%(c) I, the senior
Ffficial approving this EC, certify, based on information provided to
te by the requestor of this NSL, that a disclosure of the fact that
the F81 has sought or obtained access to the information sought by
this letter may endanger the national security of the United States,
interfere with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger the
life or physical safety of a person.

('s')v, » ‘?SQ More specifically, the manner in which the disclosure of the
fact that the FBI has sought or obtained access to the information

sought by this letter may prematurely disclose a national securit
hreat assessmen o

T

. oy
~|Disclosure may also WV

rematurely lead to the disclosure of classified national security
|ntelligence_surveillance techniques,

(Uy Any questions regarding the above can be directed to the

)fice of the General Counsel, Attention: Associate General Counsel F>;§
AGC) (202) 32 o
; |7 C
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AT

{U) Deliver the attached etter indicated above, Upon receipt of
nfarmation from the carrier is requested to submit the
esults to the Attention: [A FBIHA, CXS/EOP

et Lead 2: {Action)

GENERAL COUNSEL
AT WASHINGTON, DC
(U) HSLB is requested to record the appropriate information

ieeded to fulfill the Congressional reporting requirements for NSLs.

et Lead 3¢ (Info)

AT
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{U) Read and clear.

Set Lead 4: {Info)

COUNTERTERROR1SH

AT CXS/ECPS PASHINGTON, D€ |1y"

M

(4) Read and clear,

M
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Precedence: ROUTINE

To: Counterterrorism

From:

Approved By

Drafted By:

Case ID #: (S)

)

e (e
UNIT -

--~- Working Copy ---- Page 1
Date: 08/28/2006 1Y,
Attn: CXS/EOPS] | b7E
Ssa 0o
o7C
Contact: ©SA
SA
ol
(Pending) b
(S) tNSL  (Pending) B7F
(S) (Pending) b7A
(8) BL  (Pending)
URV NS AND S
.ﬂl

- $&Y _ NATIONAL SECURITY LETTERS

mo o
(S) biC
b7A .
Synopsis: (S} To provide results of ap ECPA Natjonal Security ‘Ul
Letter (NSL) pertaining to Eamil address oY
3
e om : = R 1N
M o
Reference: (S}l
(S) _
(S) l)l
W b7A
Administrative: - This document contains information that is

Foreign Intelligence Surveillance Act (FISA) derived. Per 50 USC
Section 1806 (b) of the FISA Act recipients are reminded that
information derived from it, may be used
only in a criminal proceeding with the advance authorization of

this information, or any

the Attorney General.

This information may not be disseminated to

a foreign government without the authorization of the Attorney
General.

o g “:>*§i:As requested by FBIHQ nsel, on
07/25/2006 via interoffice Email, SA provided the

i)

Case 1D

18l

Serial
'NGT,
;L . ...v.u,....» L
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information set forth herein to SSA S 2
Enclosure(s): (8) For the Division’s| | fib
OF
L7D
. . bl biA
Details: (S} FBIHQ, General Counsel, AGd via .
EC dat e
NSL to "R
oted NS, dated U7//25/2006, Iequested subscriber ni
information and electronic trangactional records for Emajl HTD
0o
niC
Al "“"»:Q%g Thel bivismon adhered to the aforementioned 45 bTA
request, ‘an I provided the information noted 5;T
below. e
(8 ‘ _ ' | o b4
é The following information is clagsified as Secret: L7D
bl
bd
b7D
b7A
\/ NSI VIO-11164
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(S)Thel Division will maintain the herein
information., provide 3

L7A

aforementioned infory

or SA

above.

LEAD(s).:

Set Lead 1: (Action)

In the event you have questions regarding the
nation, nleage do not hesitate to contact SA

at the telephone numbers noted

el
[

@]
<
!

COUNTERTERRORISM

AT CXS/EOPS b2

(o

§Z) Read and Clear
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Precedence: PRIORITY Date: 08/22/2006
To: General Counsel Attn: Julie Thomas

Deputy General Counsel, NSLB

Attn: SSA o
Attn: SaAl b7E
hE
| I loW1®:
Counterterrorism Attn: CXS/EQPS :
IA

From: General Counsel
Deputy General Counsel, NSILB, Room 7947

Contact: AGC (202) 324
Approved By: Caproni Valerie b
b2
Drafted By: b7E .
. b7a B
Case ID #: (S) (Pending)
(S} NSL (Pending)
(S) nding)
Title: _~EB<:ELECTRONIC SURVEILLANCE OPERATICONS AND SHARING
UNIT -
(o) -

T8 NATIONAL SECURITY LETTERS

(I (s) bl
b2
00:] | b7E
Synopsis: (U) Approves the issuance ©/A | ECPA National Security
Letter (NSL) for electronic communications transactional records;

provides reporting data; and, if necessary, transmit the NSL for
delivery to the electronic communications service provider.

--)Ei Deri From -3

D ity > -1

Reference: (S) b%
Enclosures: (U niclose or 15 _all ated 08/22/2006, L7A
addressed to b2

requeSTINng CIlIc name, aOOress, B7E
electronic transactional records for the e-mail address holder listed. hy
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Case ID Serial b
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AdministratiVe:~a§§§; This document is classified SECRET/ORCON/NOFORN.
Portions of this document carrying classification markings may not be

incorporated into any criminal affidavit, criminal court proceeding or
unclassified investigative file. The information in this document is

intended to be used for lead or background purposes only.

(0 } Some of the Intelligence provided in this communication
has been Obtained by techniques authorized in the Foreign Intelligence
Surveillance Act (FISA). Therefore, the intelligence provided has
been obtained through methods of intelligence gathering which are
considered singular in nature. No overt investigative steps should be
undertaken based on reported intelligence without first receiving
advice and consent from Federal Bureau of Investigation Headquarters
(FBIHQ) .

(- - »~-»%Per 50 U.S.C. Section 1806(b) & 1825(c) of the Foreign
Intelligence Surveillance Act (FISA), recipients are reminded that
there is to be no further dissemination or use of FISA-derived
material in any criminal investigative activity, or dissemination of
U.S. Person (USPER) FISA-derived information to any foreign government
without prior approval of the Attorney General. This information may
not be disseminated for any purpose without the prior approval of the
Federal Bureau of Investigation (FBI).
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Field Office,
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Page 3

prior to sexving the NSL, should

sessment on the company and its owner or company B2

s. If information developed is derogatory or indicates a b7
al compromise of FBI interest in the website to a terrorist

group,

mandatory reporting purposes,

~q

should contact FBIHQ immediately.

- This electronic communication documents the General
Counsel s approval and certification of the enclosed NSL. For

communications transactional information on one
(1) email address.

Yeques

(U)

Division within fourteen
The electronic communications service provider should

the enclesed NSL seeks electronic

(1) IP address and one

Arrangements should be made with the electronic
communications service provider to provide the records personally to

(14)

neither send the records through routine mail service nox utilize the
name of the subject of the request in any telephone calls to the FBI.

official approving this EC,

(U)

In accordance with 18 U.S.C.

me by the requestor of this NSL,
the FBI has sought or obtained access to the information sought by
this letter may endanger the national security of the United States,

interfere with a criminal,
investigation,

life or physical safety of a person.

More specifically,

counterterrorism,

the fact that the FBI has sought or obtained access to the information

‘'sought by this letter may prematurely di i j

threat assessment

business days of receipt of this b2
o7E
2709{(c) I, the senior
certify, based on information provided to
that a disclosure of the fact that
or counterintelligence
interfere with diplomatic relations, or endanger the
the manner in which the disclosure of
disclose a national security
bl

may also o7A

PIEMaCUITIy I€dO CO CIIE aISCIOSUIT UL ClassSITIed national security
intelligence surveillance techniques.

the Office of the General Counsel
Coungel (AGC”

(U)

Any questions regarding the above can be directed to

, Attenti

(202) 324
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ssociate General b
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LEAD(s) :

Set Lead 1: (Action)bn

L7E

AT

(U) Deliver the attache indicated above. Upon receipt of
information from the carrier) is requested to submit fhe
results to the Attention: IA FBIHQ, CXS/EOPS

Set Lead 2: (Action)

GENERAL COUNSEL
AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLs.

SEsZET NSL VIO-11172
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Set Lead 3: (Info)
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(U) Read and clear.
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Precedence: PRIORITY Date: 08/22/2006

To; General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

Attn:
Counterterrorism Attn: CXS/EUPSI | Wi
[ORBN]
IA v
hé
Wil
From; General Counsel i
Deputy General Counsel, NSLB, Room 7947
Contact: AGC (202) 324| |
Approved By: Thomas Julie
Drafted By: }Cl
b’)
Case 1D #: (S Pending) b7L
(s NSL (Pending) N
(S Pending)
m X
Title: ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING ho BATE: 07-05-2007
Wit CLASSIFIED BY 6517%dub/ker fuad
RERGON: 1.4 (o/d}
(- ><) NATIONAL SECURITY LETTERS TRCLASSTRY N [7-D5-20%0
() hl
n73 ALL IHFURMATICN CORTAINED
Synopsis: (U Approves the issuance of an ECPA Natilu. w.curity HEREIY I3 THCLASSIFIED EXCERT
Letter (NSL) for electranic communications transactional records; WHERE ZHOWN OTHERWIS
provides reporting data; and, if necessary, transmit the NSL for
Case 1D Serial bl
L | o
(5] (5]
{
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lelivery to the electronic comunications service provider.

0 >< Derived From
Declassity On:

A

leference: (S

‘nclosures: i 6,
iddressed to

requesting the name, address, and length of

iervice, and electronic transactional records for the website address
iolder listed.
m- .

|dninistrative“:~)q This document is classified SECRET/ORCON/NOFORN.
‘ortions of this document carrying classification markings may not be
ncorporated into any criminal affidavit, criminal court proceeding or
inclassified investigative file. The information in this document is
ntended to be used for lead or background purposes only,

i
':}{E Some of the Intelligence provided in this communication
ias been obtained by techniques authorized in the Foreign Intelligence
wrveillance Act (FISA). Therefore, the intel{igence provided has
seen obtained through methods of intelligence gathering which are
onsidered singular in nature. Mo overt investigative steps should be
Idertaken based on reported intelligence without first receiving
dvice and consent from Federal Bureau of Investigation Headquarters
FBIHQ},

0 Per 50 U.S.C. Section 1806(b} & 1825(c) of the Foreign
ntelligence Surveillance Act (FISA), recipients are reminded that
here is to be no further dissemination or use of FISA-derived
aterial in any criminal investigative activity, or dissemination of
.$. Person (USPER) FISA-derived information to any foreign goverrment
ithout prior approvat of the Attorney General. This information may
ot be disseminated for any purpese without the prior approval of the
ederal Bureau of Investigation (FBI).

(T} - 1€} Any reference to the government monitoring e-mail
omunication and websites must be avoided if any interviews are

&

onducted in conjunction with this information,
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Jetails: (S//REL USA

L844DE} ucal

(S} This National Security Letter (NSL) to
|equests transactional data and log files associated with the

(U":DS( The:ﬂeld Otfice, prior to serving the NSL, should
onduct a threat assessment on the company and its owner or company
fficers. If information developed is derogatory or indicates a
iotential compromise of FBI interest in the website to a terrorist

woup,Dshould contact FBIHQ irmediately,

(1N - >< This electronic comunication documents the Deputy
eneral Counsel’s approval and certification of the enclosed NSL, For
ndatory reporting purposes, the enclosed NSL seeks electrenic
omunications transactional information on one (1) website address.

{U) Arrangements should be made with the electranic
ommunications service provider to provide the retords personally to
Within fourteen (14) business days of receipt of
his request, Ihe electronic communications service provider should

S

0.
07
LT
.Ol'fl
bl
ok
07
T
[)UJL
e
A
biD
DA !
1
1
b2
Lo
b}"_
1.0
167
nn
o

NSL VIO-11176



Pl

-++= Horking Copy -~~~ Page

neither send the records through routine mail service nor utilize the
name of the subject of the reguest in any telephone calls to the FBI.

U) In accordance with 18 U.S.C. 2709(c) I, the senior
official approving this EC, certify, based on information provided to
me by the requestor of this NSL, that a disclosure of the fact that
the FBI has sought or obtained access to the information sought by
this letter may endanger the national security of the United States, !
interfere with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger the
life or physical safety of a person,

(8} More specifically, the manner in which the disclosure of
the fact that the FBI has sought or cbtained access to the information
sought by this letter may prematurely disclose a national security

threat assessment

Ll
Disclosure may also L7A
prematurely 1ead to the disclosure of classitied hational security
intelligence surveillance techniques.

(U) Any questions regarding the above can be directed to ol
the Office of the General Counsel, Attention: Associate General b6
Counsel. (AGC) 234 | ey

IVERW)
LEAD(s):
Set Lead 1: (Action)
1] -
b7E
AT
b2

(U) Deliver the attached letter indicated above, Upon receipt of bTE

information from the carrier) § requested to submit the b
results to the Attention: | F8IHQ, CXS/EOPS b:' ~
Al
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&t Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, OC

{U) WSLB is requested to record the appropriate information
ieeded to fulfill the Congressional reporting requirements for NSLs,
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ToO: General Counsel

To: Counterterrorism

From: General Counsel
Deputy General

--~- Wo

Counsel for NSILB. Room 754
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Attn:

Attn:

Attn:

ate: 08/17/2006

Julie Thomas
Deputy General Counsel,

Communications Exploitation

Page 1

NSLB

)
L

Section (CXS)/Electronic b7E

Surveillance Operations
Sharing Unit (FOPS)

and b6
b7C

Contact: AGC (202) 324
Approved By: Thomas Julie F
Drafted By: bl
b2
Case ID #: (S) (Pending) 74
(s = (Pending) B
(8 (Pending)
Title: (U)~><} ELECTRONIC SURVEITTLANCE OPERATIONS AND SHARING
UNIT rZ
(1) {&] NATIONAL SECURITY LETTERS bi
b6
(S) 1/ ’7/"&
._)- ! k-./
Synopsis: (U) Approves the issuance of an tb7A ronic Communications
Privacy (ECPA) National Security Letter (NSL) for electronic
communications transactional records, provides reporting data, and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.
iy - Déri From = =
B Declasss . X-1 ol
07A
Reference: (S)|
Enclosure: (U) Enclosed for] ig an NSI, dated
08/17/2006, addressed to
Case ID Serial _b'
NSL , b2
(8 o LA
SpesEl NSL, ¥10-11179
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| irequestlng the name, address, and length or service, and
electronic transactional records for the e-mail address holder listed.

(Mhdministrative: — { This document is classified SECRET/ORCON/NOFORN.

-

Portions of this dochment carrying classification markings may not be
incorporated into any criminal affidavit, criminal court proceeding or
unclassified investigative file. The information in this document is
intended to be used for lead or background purposeg only.

- (3L Some of the Intelligence prov1ded in this communication
has been obtalned by techniques authorized in the Foreign Intelligence
Surveillance Act (FISA). Therefore, the intelligence provided has
been obtained through methods of intelligence gathering which are
considered singular in nature. No overt investigative steps should be
undertaken based on reported intelligence without first receiving
advice and consent from Federal Bureau of Investigation Headquarters
(FBIHQ) .

....... - Per 50 U.S.C. Section 1806({(b} & 1825{c) of the Foreign
Intelllgence Surveillance Act (FISA), recipients are reminded that
there is to be no further dissemination or use of FISA-derived
material in any criminal investigative activity, or dissemination of
U.8. Person (USPER) FISA-derived information to any foreign government
without prior approval of the Attorney General. This information may
not be disseminated for any purpose without the prior approval of the
Federal Bureau of Investigation (FBI}. '

(S) Any reference to the | bl
must be - bR

conducted 1in corgjunccion with this information.

Details: {(S) EOPS reguests an NSL be issued to support d
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be
b7C
bTA
X =] |
(s) bl
b7A
1B . . . . .
””““w)&ﬂ:Thls electronic communication documents the Deputy
General Counsels approval and certification of the enclosed NSL. oul
For mandatory reporting purposes, the enclosed NSL seeks electronic .
communications transactional information on| PjD
Ol

(U) Arrangements should be made with the electronic
communication service provider to provide the records personally to
the Field Office Division within fourteen (14) business -
days of receipt of this request. The electronic communication service . |
provider should neither send the records through routine mail sexrvice b7E
nor utilize the name of the subject of the request in any telephone

calls to the FBI.

(U) In accordance with 18 U.S5.C. 2709(¢c) I, the senior
official approving this Electronic Communication (EC), certify, based
on information provided to me by the requestor of this NSL, that a
disclosure of the fact that the FBI has sought or obtained access to
the information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere with
diplomatic relations, or endanger the life or physical safety of a
person.

(S) More specifically, the manner in which the disclosure of
the fact that the FBI has sought or obtained access to the information
sought by this 1ﬁLLer_mav nrematirelsy diaclagse a national secnurity

threat assegsmen

bl

[DIsclosure may also b7A

PIEMACUrLcly Iedd CO CIle aIsclosule OL CldssIlhleq national security
intelligence surveillance techniques.

O 48y f a preliminary investigation is opened on the
subscriber identified, it is the responsibility of the office opening
the preliminary investigation to advise FBIHQ. This may be done by
routing slip to the National Security Law Branch (NSLB), Office of
General Counsel, Room 7947, the FBIHQ entity handling the operational
legal needs of the Counterterrorism Division. This reporting is
necessary in order to provide information to Congress regarding the
FBIs use of this authority as mandated by Congress.

5 NSL VIO-11181
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(U) Any questions regarding the above can be directed to 02

the Office of General Counsg istant General Counsel (AGC) b6
| | (202) 324 b7C
LEAD (s) :
Set Lead 1: (Action)
| | b2
b7E
AT
(U) Deliver the attached letter indicated above. Upon receipt of b2
information from the carrier, is requested to_submit the b7E
results to the Attention: Supeisory special Agent ('"SSA"M) e
FBIHQ, CXS/EOPS fJgp

Set Lead 2: (Action)
GENERAL CQOUNSEL
AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate information needed to
fulfill the Congressional reporting requirements for NSLs.

e NSL VIO-11182
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Precedence: PRIORITY Date: 08/15/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
bZ
Attn:
b7E
To: Counterterrorism Attn: Communications Exploitation bo
Section (CXS)/Electronic bh7C

Surveillance Operaﬁigns_and
Sharing Unit (EQOPS)

From: General Counsel
Deputy General Connsel for NSIB, Room 7947
Contact: AGC (202) 324

Approved By: Thomas Julie F

Prafted By: o1

n2

Case ID #: (8) | (Pending) :;_

(8) Pending) O/A
(8) Pending)

Title: ,m.wixi ELECTRANIC SIRVETLIANCE OPERATIONS AND SHARING | .
- UNIT - o2
W)~ - YSKNATIONAL SECURITY LETTERS

(S) bl
7L
Synopsis: (U) Approves the issuance of a:. w.ectronic Communications

Privacy (ECPA) National Security Letter (NSL) for electronic
communications transactional records, provides reporting data, and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

- 96 Der .From < bl
Decla L X-1 h7A

Reference: (S)

b2
b7E

Enclosure: (U) Enclosed for] [is an NSL dated b4
08/14/2006, addressed to | 57D

____________________________________________________________________ b6
- . . . } T
Case ID : Serial : b1 b7C

SL

(8 s}:ﬁ@ NSL \EISO:I-11_183 b7A
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requesting the name, b4
address, and lengthi of service, and electronic transactional records 7D
for the e-mail address holder listed.
Ub o . . s
i Admlnlstrat1VéE”:IsﬁizThls document is classified SECRET/ORCON/NOFORN.
Portions of this document carrying classification markings may not be
incorporated into any criminal affidavit, criminal court proceeding oxr
unclassified investigative file. The information in this document is
intended to be used for lead or background purposes only.
e ”W:}§<:Some of the Intelligence provided in this communication
has been obtained by techniques authorized in the Foreign Intelligence
Surveillance Act (FISA). Therefore, the intelligence provided has
been obtained through methods of intelligence gathering which are
considered singular in nature. No overt investigative steps should be
undertaken based on reported intelligence without first receiving
advice and consent from Federal Bureau of Investigation Headquarters
(FBIHQ) .
Per 50 U.S.C. Section 1806(b) & 1825(c) of the Foreign
Intelligence Surveillance Act (FISA), recipients are reminded that
there is to be no further dissemination or use of FISA-derived
material in any criminal investigative activity, or dissemination of
U.S. Person (USPER) FISA-derived information to any foreign government
without pricr approval of the Attorney General. This information may
not be disseminated for any purpose without the prior approval of the
Federal Bureau of Investigation (FBI).
(Y Anv reference to the bl
must be avoided 1I any interviews are
conducted in congjunccion with this information. bl
Details: (S) EOPS requests an NSL be issued to support 4 | :?jD
o
| DA
(6//ORCON//NOFORN)| bl
bd
b0
b6
b7C
b7A
(S//ORCON//NOFORN) |
bl
b4
b7D
ho
b7C
b7A
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ﬁ?ﬁ;fThismelectronic communication documents the Deputy
General Counsels approval and certification of the enclosed NSL.
For mandatory reporting purposés; the enclosed NSL seeks electronic bi

comminicaticsneg tyanaactional information on.l b7n
L

15

(U) Arrangements should be made with the electronic
compunication service provider to provide the records personally to
the Field Office Division within fourteen (14) business O
days Or TE&Ceipt ol this request. The electronic communication service DJ/E
provider should neither send the records through routine mail service
nor utilize the name of the subject of the request in any telephone
calls to the FBI.

{U) In accordance with 18 U.S.C. 2709(c) I, the senicr
official approving this Electronic Communication (EC), certify, based
on information provided to me by the requestor of this NSL, that a
disclosure of the fact that the FBI has sought or obtained access to
the information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere with
diplomatic relations, or endanger the life or physical safety of a
person.

ﬁiﬂ:More specifically, the manner in which the disclosure of
the fact that the FBI has sought or obtained access to the information

ésought by this letter may prematurely disclose a national security
threat assessment

bl
p7A

Disclosure may also

PIEMaCUIEly Ied0 L0 LIE UISCIOSUIE O classIirieca national security
intelligence surveillance techniques.

U f a preliminary investigation is opened on the
subscriber identified, it is the responsibility of the office opening
the preliminary investigation to advise FBIHQ. This may be done by
routing slip to the National Security Law Branch (NSLB), Office of
General Counsel, Room 7947, the FBIHQ entity handling the operational
legal needs of the Counterterrorism Division. This reporting is
necessary in order to provide information to Congress regarding the
FBIs use of this authority as mandated by Congress.

(U) Any questions regarding the above can be directed to bz
the Offjce of Geperal Counsel, Assistant General Counsel (AGC) Lo

(202) 324] h7C

LEAD (s) :

sESRET NSL VIO-11185
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Set Lead 1: (Action) n2
b7E
AT
(U) Deliver the attached_1 indi ed above. Upon receipt of
information from the carrier, is regquested to gubmit the

results to the Attention: Supervisory Special Agent ("SSA")

FBIHQ, CXS/EOPS

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLs.

SNT NSL VIO-11186
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Precedence: PRIORITY

To: General Counsel

To: Counterterrorism

From: General Counsel

Date: 07/25/2006

Attn: Julie Thomas

Deputy General Counsel,

Attn:

Attn: Communications Exploitation
Section (CXS)/Electronic

Surveillance Operatqfff:fnd

for NSIR. Room 794

Page
NSLB
b2
ol
b7

Deputy General Counsel
Contact: AGC (202) 324
Approved By: _Thomas Julie F
Drafted By: Ebl
b2
Case ID #: (8) (Pending) 74
(8) NSL Pending)
(s) Pending)
Title: ““Eﬁi ELECTRONIC SURVETTTANCE QOPERATTIONS AND SHARING =
i - UNIT -
() o )&j NATIONAL SECURITY LETTERS bl
b6
(s b7C
. . b7A . . .
Synopsis: (U) Approves the issuance of an Elel.ll.ic Communications

Privacy (ECPA) National Security Lettexr (NSL) for electronic

communications transacticnal records,

necessary, transmits the NSL for delivery to the electronic

communications service provider.

) Der > -3
9 3 Diveddmen oy

provides reporting data, and, if

Reference: (Sﬂ

Enclosure: (1) Enclosed forl lis an NSL dated 07/25/2006

addressed to

b2

™

&

bl
b7A

HIE

requesting the name, address, and

NSL
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length of service, and electronic transactional records for the e-mail
address holder listed.

[ IR

L Administrétiﬁéf”:}ﬁi This document is classified SECRET/ORCON/NOFORN.
Portions of this document carrying classification markings may not be
incorporated into any criminal affidavit, criminal court proceeding or
unclassified investigative file. The information in this document is
intended to be used for lead or background purposes only.

i “””“wwm;gsigiome of the Intelligence provided in this communication
has been t ed by techniques authorized in the Foreign Intelligence
Surveillance Act (FISA). Therefore, the intelligence provided has
been obtained through methods of intelligence gathering which are
considered singular in nature. No overt investigative steps should be
undertaken based on reported intelligence without first receiving
advice and consent from Federal Bureau of Investigation Headquarters
(FBIHQ) .

LITh e BZY Per 50 U.S.C. Section 1806{b) & 1825(c) of the Foreign
Intelllgence Surveillance Act (FISA), recipients are reminded that
there is to be no further dissemination or use of FISA-derived
material in any criminal investigative activity, or dissemination of
U.S. Person (USPER) FISA-derived information to any foreign government
without prior approval of the Attorney General. This information may
not be disseminated for any purpose without the prior approval of the
Federal Bureau of Investigation (FBI).

(&Y anv reference to thel I ol
must be avoilded 1f any 1nterviews are foXE:
conducted int conjunceion with this information.
Details: (Sﬂ | v
bl
b7A
ln\l I b‘_i_
b
b7C
b7A
(s) |
bl
o] ¢
b7C
b7A
(s) | ,
bl
:7< NSLVIO-11188 bé
b7C
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bl
b7h
iS?; :?ﬁi This electronic communication documents the Deputy o1
General Counsels approval and certification of the enclosed NSL. i
For mandatory reporting purpcses, the enclosed NSL seeks electronic fj
communications transactional information on individuals utilizing b7D

15

(U) Arrangements should be made with the electronic
communication service provider to provide the records personally to
the New York Field Office Division within fourteen (14) business days
of receipt of this request. The electronic communication service
provider should neither send the records through routine mail sexvice
nor utilize the name of the subject of the request in any telephone
calls to the FBI.

(U) In accordance with 18 U.S.C. 2709{c) I, the senior
official approving this Electronic Communication (EC), certify, based
on information provided to me by the requestor of this NSL, that a
disclosure of the fact that the FBI has sought or obtained access to
the information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere with
diplomatic relations, or endanger the life or physical safety of a
person.

283 More specifically, the manner in which the disclosure of
the fact that the FBI has sought or obtained access to the information

sought by this lefLeI_max_nIemaLurelx_d;5Qlnse_a_naL;Qnal_secux;Ly
threat assessment | bl

b7A

may also
. national security

intelligence surveillance techniques.

Yooy If a preliminary investigation is opened on the
subscriber identified, it is the responsibility of the office copening
the preliminary investigation to advise FBIHQ. This may be done by
routing slip to the National Security Law Branch (NSLB), Office of
General Counsel, Room 7947, the FBIHQ entity handling the operational
legal needs of the Counterterrorism Division. This reporting is
necessary in order to provide information to Congress regarding the
FBIs use of this authority as mandated by Congress.

[

(U) Any questions regarding the above can be directed to b2
the Office of General Counsel, Agsigstant General Counsel (AGC) D

[o)]

| (202) 324

J
2
®

LEAD (S} :

Set Lead 1: {(Action)

SBSET ) v10-11189
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b2
AT b7E
{(U) Deliver the attached indicated above. Upon receipt of
information from the carrier, is requested to submjit the b2
resulte to the Attention: Sup v Special Agent ("SSA") L7k
FBIHQ, CXS/EOPa hé
7

Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

needed to fulfill the Congressional reporting requirements for NSLs.

SBe<ET  NSL VIO-11190
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Precedence: PRIORITY Date: 07/25/2006

To: Generat Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

To: Counterterrorisn Attn: Conmnications Exploitation oV
Section (CXS)/Electronic o7k

Surveil lance Operations and hf
Sharing Unit (EOPSi_ Lﬁ:ﬂ
' Div

From: General Counsel
Deputy General Counsel for NSLB, Room 7947
Contact: AG (202) 32

Approved By: Thomas Julie F

Drafted By:

bl
Case 10 #: (5) l l(Pending) .
) o Gencirg) DATE: 07-16-2407
(s) Pending) bTA

CLASZIFIED BY 6517%dmhiksr/ua)

' REASON: 1.4 (o/d)
it {1} '""‘XELECT S HD SHRING TECLASSIFT O: 07-D6-2032
UKIT Ml

ALL TWPIRATIC CONTATNED
1) - oL SEeIT L FEREIN 15 WWCLASSIFIED EXCERT

0: VEERE SHOWH OTHERMISE
(s P )
OIAR
Case 1D i | Serial "1

3]
| NSL VIO-11191
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Synopsis:  (U) Approves the issuance of an Electronic Communications
Privacy (ECPA) Kational Security Letter (NSL) for electronic
communications transactional records, provides reporting data, and, if
necessary, transmits the NSL for delivery to the electronic
comunications service provider.

- - Dery om %"
nK e

Re  ce: (9 01

Enclosure: (U) Enclosed forl |is an NSL dated 07/25/2006,
addressed tol |
reguesting the name, address, and

length of service, and electronic transactional records for the e-mail
address holder listed.
m .

Administrative:. This document is classified SECRET/ORCON/NOFORN.
Portions of this doctment carrying classification markings may not be
incorporated into any criminal affidavit, criminal court proceeding or
unclassified investigative file. The information in this document is
intended to be used for lead or background purposes only.

(U)xv'"-. Some of the Intelligence provided in this communication
has been ‘obtained by techniques authorized in the Foreign Intelligence
Surv*Ilance Act (FISA). Therefore, the intelligence provided has
bee  .tained through methods of intetligence gathering which are
considered singular in nature. No overt investigative steps should be
undertaken based on reported intelligence without first receiving
advice and consent from Federal Bureau of [nvestigation Headquarters
(FBIHQ).
m

N(S¥ Per 50 U.S.C. Section 1806(h) & 1825(c) of the Foreign
Intelligence Surveillance Act (FISA), recipients are reminded that
there is to be no further dissemination or use of FISA-derived
material in any criminal investigative activity, or dissemination of
U.S. Person (USPER) FISA-derived information to any foreign government
without prior approval of the Attorney General. This information may

>4

Page

NSL VIO-11192
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not be disseminated for any purpose without the prior approval of the

Federal Bureau of Investigation (FBI).
|

(S) Any reference to the
| st be avoided if any interviews are ~
conducted in conjunction with this information.

o

[l
e

Details: (S)

bl
bTA

is) J

bl
he
b7C
h7A
{8
bl
b1C
Jogre)
{9
el
‘|r’\ -~
L
Lic
. . o LA
(S) . \% This electronic communication documents the Deputy
General Counsels approval and certification of the enclosed KSL.
For mandatory reporti ng"pUrposve,sA,v the enclosed NSL seeks electronic
communications transactional information on b:
b
P
bw’:.;"x

NSL VI0-11193
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{U) Arrangements should be made with the electronic
communication service provider to provide the records personally to
the Field Office Division within fourteen (14) business days
of receipt of this request. The electronic commnication service

provider should neither send the records through routine mail service
nor utilize the name of the subject of the request in any telephone
calls to the FBI.

{U) In accordance with 18 U.S.C. 2709(c) I, the senior
offirial approving this Electronic Comunication {EC), certify, based
on  mation provided to me by the requestor of this NSL, that a
disclosure of the fact that the FBI has sought or obtained access to
the information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere with
diplomatic relations, or endanger the life or physical safety of a
person.

!

{S) More specifically, the manner in uhich}the disclosure of

the fact that the FBI has sought or obtained access to the information

sought by this letter rely disclose a natj ur
threat assessmen

mﬂ'lmay also

prematurely lead to the disclosure of classified national security
intelligence surveillance techniques.

ftr-- n::gsg:zf a preliminary investigation is opened on the
subscriber identified, it is the responsibility of the office opening
the preliminary investigation to advise FBIHQ. This may be done by
routing slip to the National Security Law Branch (NSLB), Office of
General Counsel, Room 7947, the FBIHQ entity handling the operational
legal needs of the Counterterrorism Division. This reporting is
necessary in order to provide information to Congress regarding the
FBIs use of this authority as mandated by Congress.

(U) Any questions regarding the above can be directed to
the Office of General Counsel, Assistant General Counsel (AGC)
(202) 32

Page

[
>

o7

e |
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E

N
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LEAD{s):
Set Lead 1: {Action)
oY
DE
AT
{U) Deliver the attached letter indicated above, Upon receipt of e
information from the carrier is requested to submit the Din
results to the Attention: Superuisary Spectal Agent ("SSAY) 3)6
, FBIKQ, CXS/EOP] nin

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) WSLB is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLs.

e

NSL VI0-11195
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Precedence: ROUTINE Date: 07/24/2006
To: General Counsel Attn: NSLB, Julie Thomas
Counterterrorism Attn: CXS/ECAU
ITOS II, PRGU, LX-1 6S-207
CXS/EOPS
Attn: SSA
b2
Attn: SA b7E
From: b?_
JTT bi7C
contact: SA DOS-DSS,

Approved By

Drafted By:
Case ID #: (S) (Pending)
(8) (Pending)

bi

Title: (S) b7A
bTE
bo

5] biC

qgynopsiéi“m)B( Approves the issuance of an ECPA National
Security Letter (NSL) for tolling bill records; provides
reporting data; and, if necessary, transmits the NSL for delivery

to the wire communications service provider. bl
. = b2
i [ Derl R 3 e
tShr :ﬁii De ; n: 0 b7E
" bl
7 | bTA
b2
. TE
Reference: (S}
Enclosures: (U) Enclosed for rhel IDivieion ia an NSL .
dated 07/21/2006, addressed to -
b7E
———————————————————————————————————————————————————— ----bd ----
Case ID b1 Serial 1 nD
oL | b6
b7A S T NSL VICE'E‘HIgf uie
(8] b2 ‘

bE
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Page 2
[
requesting the name, address, length of
service and local and long distance toll billing records for the
phone numbers listed. -
Details: (S
bl
b6
ES},Specifically, the reasons are: n7C
‘ DA
| bl
= [ LTA
’?}
b7E
| b6
(s) bLiC
ol
o7A
02
ok
06
=3 e
bl
bo
biC
7R
(s]
bl
bTA
b2
b7k
bo
b7
() Writer aueried thel |
Iand
obtained 1dentifying information of | Specltiically,
bl
L7E
be
>’< NSCVIO-TTT197 b7C

b7A
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(§8) _on the applicationl

(S) Writer obtained vid |

application of] [ the appIrication

provided the following identifying information:

3

o0 C T
~ oy =
]

.|
[

3

oo
~Jd oy =

4
< “

SRS

O
~J

(S) Writer conducted a check of the

(8Y The Verizan nhonehnank Fnrl lists twn

sE}QT NSL VIO-11198

bl
L2
b7E
b6
B7C
LA
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- b7A

b2

bh7E

(s) sal | the Co-Case Agen wioh writer

(S)l

- "“”W"”W:>h§( This electronic communication documents the
Special Agent-in-Charge approval and b
certification of the encIosed N5L. For mandatory reporting -
purposes, the enclosed NSL seeks local and long distance toll bf
billing records for the following phone numbers: bTE

e |

(U) Arrangements should be made with the wire
communications service provider to provide the records personally b2
to an employee of the Resident Agency within ten (10) n7
business days of receipt or this request. The wire
communications service provider should neither send the records
through routine mail service nor utilize the name of the subject
of the request in any telephone calls to the FBI.

Invoking Nondisclosure Requirement

(U) In accordance with 18 U.S.C. 2709 (c) I, the
senior official approving this EC, certify that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
safety of a person.

(s |

iel}
b7A
b2
b7y

~>< NSl vIo-11199
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bl
SR
(U) Information received from a wire communication
service provider may be disseminated to an agency of the United
States only if such information is clearly relevant to the
authorized responsibilities of such agency.
(U) Anr_ﬂuasfiﬂnq regarding the above can_he directed L
to Special Agen telenhmanes numher 02
or to Detective Do
. , L7C
Accomplishment Information:
Number: 1
Type: NSL TO COMMUNICATION CARRIER PREPARED & APPROVED
ITU: NATIONAL SECURITY LETTER
Claimed Bw:
bl
I b2
b6
.
LEAD (s) biyc
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC
(U) Read and Clear.
Set Lead 3: (Action) b2
b7E
AT
(U) Hand deliver NSL toI | as b2
indicated above. Upon receipt of requested records, | _J b7E
Resident Office is requested to submit results to 14
Set Lead 4: (Action) b7D

SERRET o) v10-11200
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b2
AT b7E

t? ““:ﬁﬁi Review enclosed National Security Letter and

supporting FD-542.

Seepar NSL VIO-11201
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Precedence: ROUTINE Date: 07/18/2006

To: General Counsel Attn: Julie ,Thomas
Deputy General Counsel, NSLB

Counterterrorism Attn: CXS/ECAII
IA
ITCS_T7CON T7TEAM 2
SS5A
CXS , |

Attn: SSA o
FIG Da
h7E
Attn: SA 06
JTTF

piC

From:
JTTF,
Contact: SA

Approved By: Bennett Laurije J

Drafted By:

bl
Case ID #: (8) (Pending) b7A
Title: (S) DTE
mo...
Synopsis: . Approves the issuance of an ECPA Naticnal

Security Lefter (NSL)for tolling bill records; provides reporting
data; and, if necessary, transmits the NSL for delivery to the
wire communications service provider.

bl
bz
ity On: 07/1 iy
b/A
(5
e ! b2
Enclosures: (U) Enclosed for_thel |Division is an NSL . -
dated 07/18/2006. addressed tol | _b/m
oXi!
—fl.&. Ccrearc b7D
card, personal/commercial check, money order, etc.) and the 6
________________________________________ b7C
Case ID { Serial | joXi
- SBREET =R .
ey NSL VIO-11202 DA
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identifying account numbers/names for the method of payment (i.e.
financial institution utilized, allied account numbers, remitter
identification, etc.) for the telephone number listed.

Details: (S) _J

bl
bé
p7C
b7A

U . . . .
0 —-~#&] This electronic communication documents the

SAC's approval and certification of the enclosed NSL.
TOr mardatory reporting purposes, the enclosed NSL seeks local
and long distance toll billing records for the following
telephone number: B2

L7E

iSJM_W . o

(U) On 11/09/2001, theb7D sctor designated the official

signing the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the wire
communications service provider to provide the records personally
to an employee of the Field OCffice within seven (7) b2
business days upon receipt o 1s request. The wire biE
communications service provider should neither send the records

through routine mail service nor utilize the name of the subject
of the request in any telephone calls to the FBI.

(U) In accordance with 18 U.5.C. Section 2709(c) I,
the senior official approving this EC, certify that a disclosure
of the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical
safety of a person.

(S) Non-disclosure of thi i i '
due to the fact that the subject,

SESRETNSL VIO-T1203
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L Wk The Field Office should remind the
‘ -~ rovider that it is prohibited from
disclosing that cthe FBI has made this request.

(U) Information received from a wire communication
sexrvice provider may be disseminated to an agency of the United
States only if such information is clearly relevant to the
authorized responsibilities of such agency.

{J) Any questions regarding the above can be directed
to JTTF TFO SA
LEAD (s):
Set Lead 1:

GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 2: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 1/TEAM 2

(U) Read and Clear

Set Lead 3:

L2
h7E

AT

(U) Hand deliver the attached NSI. _as iﬂﬂiﬁnfedwabove.

the

JTTF TFO SA

Upon receipt of requested records from
| Pield Oﬁiice_is_x&auestfd to submit results to

BESRET S| VIO-11204
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recedence: PRIORITY

o: General Counsel

Counterterrorisn

rom: General Counsel

Deputy General Counsel for NSLB, Room 7947

Contact: U

“e-- Horkjng Copy ===

Date: 07/14/2006
Attn: Julie Thomas
Deputy General Counsel,
National Security Law Branch
(NSLB)
Attn: Security Division
Attn: Security Division
Attn: Security Division
Attn:  Comunications Exploitation

Section {CXS)/Electranic
Surveillance Operations and

SSA

(202) 324

ipproved By: Thomas Julie |

irafted By:

ase D #: (5)
()
(S)

(Pending)

NSL (Pending)
Pending)

......................

Serial

)

e T B 7
c=J

NSL VIO-11205

Page 1

DETE: (7-06-2007

CLASSIFIED BY e317dhiiar/ua)
FEAS0H: 1.4 {efdd

DECLASSIFY O 07-04-2032

ALL THFORMATIGH CORTLINED
HEREIN I% UHCLASSIFIZD EXCEFT
WKERE SHOWN OTHERBIZE
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Tite: 3] FLECTRLC SRVEILLACE PERAIONS D SHRING 1)
WIT
bl
|:U) <o YU NATIONAL SECURITY LETTERS .
¢
(s p1C
V1R
Synopsis;  (U) Approves the issuance of an Electronic Communications
Privacy (ECPA) National Security Letter {NSL) for electronic *

comunications transactional records, provides reporting data, and, if
necessary, transmit the NSL for delivery to the electronic
comunications service provider,

(U) >< W

— »

0.
o ok
Enclosure:. \§) Enclosed fof i an NS dated 07/14/2006,
acdressed td] \
for fon NSL dated 07/14/2006
addressed 10 | bz
[and fofl [an NSL dated 07/16/2006, addressed td] NIE
|
B A N e )
subscriber and transactional records for the domain and [P address nid
(U)holders listed below. Jol¢
. nio

Adninistrativéﬁ>(< This document is classified SECRET/ORCON/NOFORN.
Portions of this document carrying classification markings may not be
incorporated into any criminal affidavit, criminal court proceeding or
unclassified investigative file, The information in this document is :
intended to be used for lead or background purposes only. '
m

- X&) Some of the Intelligence provided in this commnication
has been obtained by techniques authorized in the Foreign Intelligence
Surveillance Act (FISA), Therefore, the intelligence provided has
been obtained through methods of intelligence gathering which are
tonsidered singular in nature. Ko overt investigative steps should be
SPMET

NSL VIO-11206
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undertaken based on reperted intelligence without first receiving
advice and consent from Federal Bureau of Investigation Headquarters
(FBINQ).

W? ’ ><) Per 50 U.S.C. Section 1806(b) & 1825(c) of the Foreign
Intelligénce®Surveillance Act (FISA), recipients are reminded that
there is to be no further dissemination or use of FISA-derived
material in any criminal investigative activity, or dissemination of
U.S. Person (USPER) FiSA-derived information to any foreign government
without prior approval of the Attorney General. This information may
not be disseminated for any purpose without the prior approval of the
Federal Bureau of Investigation (FBI}.

Any reference to thr1 | bl
st be TRErVIens arl bml

conaucted 1n conjunction wWith this information, N

Details: (S) EOPS requests the issuance of Electronic

Communications Privacy Act ("ECPAM) National Security Letters (NSL)
for subscriber and transactional information frgnl |

(snoncou/fnomnn|

(5//0RCON/ MOFORW) | |

NSL VIO-11207
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bl
bIA

(S//ORCON//NOFO&N)I |
bl
b6
b7e
L7B
{§//0RCON/ /NOFORN)
1 I"]
Jol?
R
N
biA
(E ) <4 This electronic comunication documents the Deputy General
Counsels approval and certification of the enclosed NSL. For
mandatory reporting purposes, the enclosed NSL seeks electronic commnications
transactional information on multiple individual
o}
Dé
i
{U) Arrangements should be made with the electronic communication nik
service provider to provide the records personally to the
Field Office Divisions, respectively, within
fourteen (14) business days of receipt of this request. The h?
electranic communication service provider should neither send the o
)

records through routine mail service nor utilize the name of the
subject of the request in any telephone calls to the F8I. :
S

NSL VI0-11208
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(U) In accordance with 18 U.5.C. 2709(c) I, the senior official
approving this Electronic Commnication (EC), certify, based on
information provided to me by the requestor of this NSL, that a
disclosure of the fact that the FBI has sought or obtained access to
the information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere with
diplonatic relations, or endanger the life or physical safety of a
person,

(5) Wore specifically, the manner in which the disclosure of the
fact that the FB] has sought or obtained access to the information
sought by this letter may prematurely disclose a national security

_threat asspecpent J

Disclosure may also
national security

inte(ligence survei{lance techniques.

'n"“::IS§:I} a preliminary investigation is opened on the subscriber
identified, it is the responsibility of the office opening the
preliminary investigation to advise FBIHQ. This may be done by
routing slip to the National Security Law Branch (NSLB), Office of
General Counsel, Room 7947, the FBIQ entity handling the operational
{egal needs of the Counterterrorism Division. This reporting is
necessary in order to provide information to Congress regarding the
F8is use of this authority as mendated by Congress.

{U) Any questions regarding the above can be directed to the
Office of General Counsel, Unit Chief (202) 32~

[

LEAD(s):

Set Lead 1: (Action)

02

AT

Page

3

1 p—a

NSL VIO-11209
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{U) Deliver the attached letter indicated above. Upon receipt of f]:}
information from the carrier, is requested to submit the : :;fﬁ
results to the Attention; Supervisory Special Agent {"SSA") F) i

| FBIKQ, CXS/EOPS 0t
0iC
Set Lead 2: (Action)
b2
LIE
AT
b2

{U) Deliver the attached letter indicated above. Upon receipt of TJF,?
information from the carrier,Eis requested o sutmit the D
results to the Attention: Supervisory Special Agent ("SSAY) bt

FBIHQ, CKS/EOPS 57
Set Lead 3: (Action)
b2
lofp
A
(U} Deliver the attached letter indicated above. Upon receipt
of information from the carrier,l Jis requested to subnit the oY
results to the Attention; Supepuisory Special Agent ("SSA" bR
, FBIQ, CXS/EQPS e
o
VIS
M

Set Lead 4: (Action)
GENERAL COUNSEL
AT BASHINGTON, DC

{U) NSLB is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSts,

M

NSL VIO-11210
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Precedence: PRIORITY Date: 07/14/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
T~
Attn: b:
b7E
To: Counterterrorism Attn: Communications Exploitation bo
Section (CXS)/Electronic n7C

From: Ge

Surveillance Operations and
Sharing Unit (EOPS)

neral Counsel
Deputy General Counsel for NSIRB., Rocm 794

Contact: AGC (202) 324
Approved By: Thomas Julie T
bl
Drafted By: 13f‘
b7A
Case ID #: (8S) | (Pending)
(8) NSL (Pending)
(S) Pending)
Title: v,kﬁ ELECTRONIC SURVEILILANCE OPERATIONS AND SHARING N2
o UNIT - )
(o
 {8) NATIONAL SECURITY LETTERS bl
o b6
5%) NATTONAT, SECURTTY T.ETTERS h7C
L DA
Synopsis: (U} Approves the issuance of an Electronic Communications
Privacy (ECPA) National Security Letter (NSL) for electronic

communications transactional records, provides reporting data, and, if
necessary, transmit the NSL for delivery to the electronic
communications service provider.

L XE) Dert From - -3 b1
o De y Orm—X-1 b7A
Reference: (S)l
Enclosure: {(U) Enclose for | lis an NSL dated
07/13/2006, addressed to
Case 1D Serial bl
SL b2

N b7A
?"@NSL vio-1§11

b
b7D

b2
b7E

A

bo

T
ONAY:
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requesting the name, address, and

Tength of service, and elecctronic transactional records for the e-mail
address holder listed.

Administrative:. This document is classified SECRET/ORCON/NOFORN.
Porticns of this docdument carrying classification markings may not be

incorporated into any criminal affidavit, criminal court proceeding or
unclassified investigative file. The information in this document is

intended to be used for lead or background purposes only.

""" e e B) Some of the Intelligence prov1ded in this communlcatlon
has been cbtained by techniques authorized in the Foreign Intelligence
Surveillance Act (FISA). Therefore, the intelligence provided has
been obtained through methods of intelligence gathering which are
considered singular in nature. No overt investigative steps should be
undertaken based on reported intelligence without first receiving
advice and consent from Federal Bureau of Investigation Headquarters
(FBIHQ) .

My Per 50 U.S§.C. Section 1806 (b) & 1825(c) of the Foreign

Intelligene@e\Surveillance Act (FISA), recipients are reminded that
there is to be no further dissemination or use of FISA-derived
material in any criminal investigative activity, or dissemination of
U.S. Person (USPER) FISA-derived information to any foreign government
without prior approval of the Attorney General. This information may
not be disseminated for any purpose without the prior approval of the
Federal Bureau of Investigation (FBI).

kbl
Loy b.Y = tO the

bl

h7A

b7A

7B

must be avoided 1L ally 1NLEILV1EewS are

— Cconducted 1n conjunction with this information.

Details: (S) This NSI is issued to support

2

4
7D

bl
b4
b7h
b7A

(5//0C.NF) |

(s//0C NF) |

(s//0C,NF)

~—
~ —~ NoOL VIU-11Z1Z2

oUToTCo
~ >
Iy

|
By
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bl
b7A

I This electronic communication documents the Deputy
iSJ; General Counsels approval and certification of the enclosed NSL.

. For mandatory reporting purposes, the enclosed NSL seeks electronic
communicationg trxangactiaonal dnformation an dndiuvidqiigls utlllz]_ng

bl
b4

(U) Arrangements should be made with the electronic oD
communication service provider to provide the records personally top7n
thel |Field Office Division within fourteen (14) business p7
days of receipt ol this request. The electronic communication service
provider should neither send the records through routine mail service
nor utilize the name of the subject of the request in any telephone
calls to the FBI.

b7E

(U) In accordance with 18 U.S.C. 2709(c) I, the senior
official approving this Electronic Communication (EC), certify, based
on information provided to me by the requestor of this NSL, that a
disclosure of the fact that the FBI has sought or obtained access to
the information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere with
diplomatic relations, or endanger the life or physical safety of a
person.

a§<'More specifically, the manner in which the disclosure of
the fact that the FBI has sought or obtained access to the information

i:S:"ssoucg;ht by this ljttgr may prematurely disclose a national security
. threat assessmen _
K — bl

Disclosure LA

May also prematurely

lead to the disclosure of classified national security S
intelligence surveillance techniques.
e If a preliminary investigation is opened on the
gsubscriber identified, it is the responsibility of the office opening
the preliminary investigation to advise FBIHQ. This may be done by
routing slip to the National Security Law Branch (NSLB), Office of
General Counsel, Room 7947, the FBIHQ entity handling the operational
legal needs of the Counterterrorism Division. This reporting is
necessary in order to provide information to Congress regarding the
FBIs use of this authority as mandated by Congress.

(U) Any questions regarding the above can be directed to
the Office of General Counsel, Associate General Counsel (AGC)
| | (202) 324 |
LEAD (s) :

SESRENSL VIO-11213 06
p7C
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Set Lead 1: (Action)

b2
b7E

AT

(U) Deliver the attached letter indicated above.

information from the carrier,

results to the Attention: Supervisory special Agent

FBIHQ, CXS/EOP

Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

("SSAII)

Page

S

Upon receipt of
is requested to

e

(U) NSLB is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLs.
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Precedence: ROUTINE Date: 07/13/2006
To: Counterterrorism Attn: CXS,'mqu | Pz
SSA O/E
General Counsel Attn: AGC L6
7C
From:

Contact: SA

Approved By:

Drafted By:
Case ID #: (8) (Pending)
(8) NS (Pending)
(S} (Pending) RO
(s) NSL  (Pending) B
Titvl‘_e:_:u-vv)ZX( ELECTRONIC SURVEILLANCE OPERATIONS AND § D7
@y % NATIONAL SECURITY LETTERS
(5) bl
(8) bT7A
Synopsis: (8) To provide the results of an ECPA National jeul
Security Letter issued t regarding E-mail 4
add =
ress b?‘D
(UT“ES( Deri rom : = b7A
De Ty On:
Reference: ten | b1l
= b7A

w)”‘ﬁdﬁiﬁiétrativer';IB¥<SX:This document contains information that

is Foreign Intelligence Surveillance Act (FISA) derived. Per 50
USC Section 1806 (b) of the FISA Act, recipients are reminded
that this information, or any information derived from it, may be
used only in a criminal proceeding with the advance authorization
of the Attorney General. This information may not be disseminated
to a foreign government without the authorization of the Attorney

General.
Case ID | Serial b1
NSL b2
(&) L ol b7A

§ Z NSL VIO-11215
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---- Working Copy ---- Page

bl
Details: (S) FBIHQ, via_Electropnjc Communication dated b2
05/31/2006, requested the Field Divigio ' L7E
ECPA National Security Letter [NSL) to b6
| ote Tequeste 2
subscriber, and electronic communication transactional recoxrds b7C
pertaining to E-mail address LVA
iS). »w:pgﬂ Iadhered to the above request and
set forth negative results as it relates to the aforementioned E-
Mail address.
od
7D
LEAD (s) :
Set Lead 1: (Action)
COUNTERTERRORISM
AT WASHINGTON, DC
}ﬁz Read and Clear
Set Lead 2: (Action)

GENERAL COUNSEL
AT WASHINGTON, DC

,_)Ei Read and Clear

S SL VIO-11216
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Precedence: IMMEDIATE Date: 06/27/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
Attn: Isg]
Resident Agency |
Attn: SA b2
SA DR
Counterterrorism Attn: Cxgleopd| I 9Sh
1A IO A
From: General Counsel
Deputy General Counsel for NSTB, Room 7947
Contact: AGC 202) 324
Approved By: Thomas Julie F.
Drafted By: T
. c
Case ID #: (3) (Pending) :
(8) NSL  (Pending) &
(S) ending) " .
bl
Title: (- - ELECTRQNIC SURVEILLANCE QPERATIONS AND SHARING b2
UNIT - '
NATIONAL SECURITY LETTERS
e
(S) bl
b2
b7E
Synopsis: (U) Approves the issuance D7A | EcPA National

Security Letter (NSL)for IP subscriber information; provides reporting
transmits the NSL for delivery
to the electronic communications service provider.

data; and, if necessary,

b7A
81 g
(S) Reference b1
b7A
case | | 1 Serial
SL
N SE L
i S:I %&SL VIO-112#17'

1
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Enclosures: (U} Enclosed for the Field Office is an

original and a copy of a bE
06/27/2006, addressed tol | b7E

| b4

irequestlng names, addresses, length or h7D

(7}

{m

Sservice, billing records, and electronic communication

transactional recoxds for the account holder assigned the IP 13?ﬁ
addresses at the date and times specified below. b7C
Administrative: - This document is classified

SECRET/ORCON/NOFORN. Portiong of this document carrying
classification markings may not be incorporated into any criminal
affidavit, criminal court proceeding oxr unclassified
investigative file. The information in this document is intended
to be used for lead or background purposes only.

:}é} Some of the Intelligence provided in this
communication has been obtained by techniques authorized in the
Foreign Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

- Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign
Intelligence Surveillance Act (FISA), recipients are reminded

that there is to be no further digsemination or use of FISA-

derived material in any criminal investigative activity, or

dissemination of U.S. Person (USPER) FISA-derived information to

any foreign government without prior approval of the Attorney

General. This information may not be disseminated for any purpose without
the prior approval of the Federal Bureau of

Investigation.

h -1
(s) Anv reference to the jb¢
ust be [= N AYE = =y Ll ally TIICC L VICWS AL T k> f/p\-
COTIQUC CE I COITJUIICC LOIT h thig information.

Details: (S//CC/NF) On 06/27/2006, based upon information

provided by the U.S. Intelligence Commup o1
Surveillance Operations and Sharing Uni -
15 dacabase was bz

DT I T DU T S U I C T e ey i ] 1 ance  Caonrt L7E
anthoviocad caanyrh Af -y

(S//0OC/NF) EOPS analysis of the

bl
02
b7E
jo)3)

P
jO N W)

et TR
><NSL VIO-11218 P
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Office, is as follows:

Page 3

(8//OC/NF] |

ooy
NS

tr]

~

a2 O

O oo
~J ] o -

ry
w,

(S//OC/NF) A review of the referenced

(S//0OC/NF)

Accordingly, EOPS conducted a review of the

bi
L7A

bl
b4
b7E
b6
L7C

~,
W‘IDL viU-11Z219

b7A
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(8//0C/NF) | [based on open sourcd | b1
b4
7D

(U} This electronic communication documents the Deputy BTA

General Counsels approval and certification of the enclosed NSL.
For mandatory reporting purposes, the enclosed NSL seeks
subscriber information on one (1) IP address.

(U) Arrangements should be made with the electronic

communj ' service provider to provide the records personally Y
to the Field Office within fourteen (14) business days of :E
receipt © 1s request. The electronic communication service D

provider should neither send the records through routine mail
service nor utilize the name of the subject of the request in any
telephone calls to the FBI.

(U) In accordance with 18 U.S.C. 2709(c) I, the
senior official approving this EC, certify, based on information
provided to me by the reqguestor of this NSL, that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical safety
of a person.

z&g/ More specifically, the manner in which the
disclosure of the fact that the FBI has sought or obtained access
to the information sought by this letter mav prematurely disclase
a pational securitv threat assegsment

bl
b7A

UlsUClosule [de dlsO pPIciidlUulely 1edd LU Lile UlsCLlOsSULE OL
classified national security intelligence surveillance techniques.

W "g4"Tf a preliminary investigation is opened on the
subscriber identified, it is the responsibility of the office
opening the preliminary investigation to advise FBIHQ. This may
be done by routing slip to the National Security Law Branch,
Office of the General Counsel, Room 7947, the FBIHQ entity handling the
operational legal needs of the Counterterrorism

I
SL VIO-11220
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Division. This reporting is necessary in order to provide
information to Congress regarding the FBIs use of this authority
as mandated by Congress.

(U) Any questions regarding the above can be directe
to the Office of the General Counsel, Attention: AGC
(202) 3244

LEAD (s):
Set Lead 1: (Action) .
b2
m—
AT| ]
(U} Deliver the attached let indicated above.
Upon receipt of information from the carrier, is requested

to expeditiously submit the regults to the Attentlon 1A

FBIHQ, CXS/EOPY

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: ({Info)}

COUNTERTERRORISM

o)
!

AT CXS/EOPS

(U) Read and clear.

E 2 NSL VIO-11221
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Precedence: IMMEDIATE Date: 06/26/2006

To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

Attn:ngK1 |
e —

o2
ok
Attn: SA b6
SA eyl
Countexrterrorism Attn: CX /EOPSI |
IA

From: General Counsel
Deputy General-Counsel for NSTR__Room 7947
Contact: AGC {202) 324

Approved By Thomas Julie F

Drafted By:

Case ID #:

(Pending)
NSL~ (Pending)
ending)

=
(S
(S

—

Title: EUJ“”‘&Q ELECTRQONIC SURVEITIANCE OPERATIONS AND SHARING
UNIT -

tUh~~~:}gi'NATIONAL SECURITY LETTERS

(s) bl

Oz
O7E —

Synopsis: (U) Approves the issuance ofKQZf_CPA National
Security Letter (NSL)for email subscriber information; provides
reporting data; and, if necesgsary, transmits the NSL for delivery
to the electronic communications service provider.

iUI”BX( Ders From: =

De Y ? -1

bl

7

D7E
_____________________________ bR
Case ID j Serial bf
ST bz
bz

M, 1 b7A
SL VIO-11222
(a1
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— b1 rage
(B Reference] LA o
Enclosures: (U) Enclosed forl s an N8I, dated b7E
b4
[ Tequestling tne name, address, and p7p
ronic mail (E-mail) or internet e
protocol (IP) address(es) holder(s) listed. :?C

Administrative: - }&] This document is classified
SECRET/ORCON/NOFORN. Portions of this document carrying
classification markings may not be incorporated into any criminal
affidavit, criminal court proceeding or unclassified
investigative file. The information in this document is intended
to be used for lead or background purposes only.

MMWWWMAWM}<; Some of the Intelligence provided in this
communication has been obtained by techniques authorized in the
Foreign Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

I Per 50 U.S.C. S 1806 {(b) & 1825 (c¢) of the Foreign
Intelligenice Burveillance Act (FISA), recipients are reminded
that there is to be nco further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. Person (USPER) FISA-derived information to
any foreign government without prior approval of the Attorney

2

General. This information may not be disseminated for any purpose without

the prior approval of the Federal Bureau of
Investigation.

(8 Anv 1 to the ol
ust be oT7A

conducted 1n conjunction with this information.

Details: (S//OC/NF)

(8//0C/NF) This electronic communication requests the

issuance of a National Securifyv Tettey (NST) to obtain aubscriber | .
recards for the T bl
: b4

b7D

(§//OC/NF) b4

SPPINSL VIO-11223
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bl
bia

(Q//nb/MD\I

bl
b
7D
b7A

(U) This electrcnic communication documents the Deputy
General Counsels approval and certification of the enclosed NSL.
For mandatory reporting purposes, the enclosed NSL seeks
subscriber information on one (1) IP address.

(U} Arrangements should be made with the electronic
communication service provider to provide the records personally
to the Field Office within fourteen (14) business days
of rece€ipt oL this request. The electronic communication service
provider should neither send the records through routine mail
service nor utilize the name of the subject of the request in any
telephone calls to the FBI.

oo
350
[]

(U) In accordance with 18 U.8.C. 2709%{(c¢) I, the
senior official approving this EC, certify, based on information
provided to me by the requestor of this NSL, that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United Statesg, intgrfere with a criminal,

INSL vIO-11224
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---- Working Copy ---- Page

counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical safety
of a person.

jﬂ#i More specifically, the manner in which the
disclosure of the fact that the FBI has sought or obtained access

to the information sought by this letk ‘
a national security threat assessment

oL
classified national security intelligence surveillance techniques.

bl

LTA

(.

If a preliminary investigation is opened on the
subscriber identified, it is the responsibility of the office
opening the preliminary investigation to advise FBIHQ. This may
be done by routing slip to the National Security Law Branch,
Office of the General Counsel, Room 7947, the FBIHQ entity
handling the operational legal needs of the Counterterrorism
Division. This reporting is necessary in order to provide
information to Congress regarding the FBIs use of this authority
as mandated by Congress.

~NO)
[y

-y

{U) Any questions regarding the above can ' ted
to the Qffice of the General Counsel, Attention: AGC
(202) 324

e
-I N

O

LEAD (s):

Set Lead 1: (Action)

]
|
e}

b2
b7

AT

oy
O

v
-3t
i

(U) Deliver the attached letter indicated above.
Upon receipt of information from the carrier, is

to submit the results to the Attentron: 1A
FBIHQ, CXS/EOPS

Set Lead 2: (Action)

U0

-1
)

GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)

SBRRET\ o) v10-11225
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COUNTERTERRORISM

o
[

AT CXS/EOPS

(U) Read and clear.

SESRET \g| vIO-11226
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Precedence: PRICRITY Date: 06/14/2006

To: General Counsel Attn: Julie Thomas N
Deputy General Counsel, NSLB

Attn;
?
, b7k
From: Counterterrorism >
Communications Exploitation Section (CXS)/Etectronic 0
Mo
Surveiltance Operations and Sharing Unit (EOPS iy
Contact: 5851 2023 324
Approved By:  Thomas Julie ¥
Drafted By:
Case 1D #: (S pending) bl
(s hSL. (Pending) oY
m.
Title: (3 eLEeT S D SHARING
UNIT
bl
m- >§ NATIONAL SECURITY LETTERS
bo
(8 piIc
Synopsis: (L) Approves the issuance of an ECPA Natiuie: eoullrity
Letter (NSL} for electronic commnications transactional records;
bandwidth records; for the below listed Internet Protocol {IP)
Case 1D Serfal bl
NSL Dz
"y\""v
N

o g

NSL VIO-11227
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addresses fr

il

s
g

Der rom: (e
Dec|gssHy On:

Reference: (S}

Enclosures: (U) Enclosed fod Iis an NSL dated 06/14/2006,

addressed tol

[requesting bandwidth records,

Adninistrative: (S) This document is classified SECRET/ORCON/NOFORN.
Portions of this document carrying classification markings may not be
incorporated into any criminal affidavit, criminal court proceeding or
unclassified 1nvestigative file. The information in this document is
intended to be used for lead or background purposes only.

iu)'"":}Qé Some of the Intelligence provided in this communication
has been obtained by techniques authorized in the Foreign Intelligence
Surveillance Act (FISAY, Therefore, the intelligence provided has
been obtained through methods of intelligence gathering which are
considered singular in nature, No overt investigative steps shouid be
undertaken based on reported intelligence without first receiving
advice and consent from Federal Bureau of Investigation Headquarters
(FBIRQ).

([IJ“' ::?§3:Per 50 U.5.C, Section 1806(b) & 1825(c) of the Foreign
Intel ligence Surveillance Act (FISA), recipients are reminded that
there is to be no further dissemination or use of FiSA-derived
material in any criminal investigative activity, or dissemination of
U.S, Person (USPER) FISA-derived information to any foreign government
without prior approval of the Attorney General, This information may
not be disseminated for any purpose without the prior approval of the
Federal Bureau of [nvestigation (FBI}.

(8) Any reference to th

ust be avoided 1f any interviews are

conducted 1n conjunction With this information,

Details: (S//0C,NF) EOPS is requesting that an NSL be issued to
SEBRET

Page

b2
bIE
b
b7
b
b7

'ea

o5

[y
=
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| to identify the daily bandwidth
usage/volume for each of the below listed IP addresses for the last 30
days and the total available bandwidth for these IP addresses. The [P
addresses requested for coverage are the fol lowing:

1l

{S//0C,NF) EOPS has obtained Electronic Surveillance (ELSUR)
coverage on selected websites pursuant to a joint FB{/United States
Intetligence Communication (USIC) investigation, The information
leading to these FISAs was derived from FBI Divisions

Page

(S//0C NF)

(S) This electronic communication documents the Deputy
General Counsel's approval and certification of the enclosed NSL. For

mandatory reporting purposes, the enclosed NSL

(U Arrangements should be made with the wire
communications service provider to provide the records personally to
|Division within fourteen (14) business days of receipt of this

b
oD
ol
b
b’?
bTE
DA
.
ol
LD
LR
|
A |
bl |
oY
bk

NSL VI0-11229
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request. The wire comunications service provider should neither
send the records through routine mail service nor utilize the name of
the subject of the request in any telephone calls to the FBI.

{U) In accordance with 18 U.S.C. 2709(c) 1, the senior
official approving this EC, certify, based on information provided to
me by the requestor of this NSL, that a disclosure of the fact that
the FBI has sought or obtained access to the information sought by
this letter may endanger the natjonal security of the United States,
interfere with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger the
life or physical safety of a person.

{5) More specifically, the manner in which the disclosure of
the fact that the FBI has sought or obtained access to the information

sought by this letter may prematurely disclose a national securit
threat assessmend | bl

17T

I

Disclosure may also

prenaturely 1ead to the disclosure of classified national security
intelligence surveillance techniques.

il © W1 a preliminary 1nvestigation is opened on the
subscriber identified, it is the responsibility of the office opening
the preliminary investigation to advise FBIHQ, This may be done by
routing slip to the National Security Law Branch (NSLB), Office of
General Counsel, Room 7947, the FBIHQ entity handling the operational legal
needs of the Counterterrarism Division, This reporting is
necessary in order to provide information to Congress regarding the
FBls use of this authority as mandated by Congress.
. : , b2
(U) Any questions regarding the above can be directed to
the Office of the General Counsel, Attention: Associate General
comsel e | ) 3 b7C

7
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Set Lead 1; {Action)
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(U) Deliver the attached letter indicated above. Upon receipt of

information from the carrier
results to the Attention: Su

, FBIHQ, CXS/EQ

Set Lead 2: {Action)

GENERAL COUNSEL

AT WASHINGTON, DC

is requested to submit the

pﬁspecial Agent (SSA)
p

(U3 NSLB is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for NSLs.

al

NSL VI0-11232



Precedence: PRIGRITY

To: General Counsel

From; Counterterrorism

ET
+-== Working Copy ---- Page 1

Date: 06/14/2006

Attn: Julie Thomas
Deputy General Counsel, NSLB

Attn;

1o

[ e
Lzl

Communications Exploitation Section (CXS)/Electronic 6
Surveillance Operations and Sharing Unit (EQPS LiC
Contact: SSAl (202) 32
Approved By: Thomas Julie F
Drafted By:
Case 1D #: (8 Pending)
(S 5L (Pending) Di
. erding) b2 DATE: 07-06-2007
ok CLASSIFIED BY 65173dh/kar/ua)
Title: ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING REASTH: 1.4 (c/d)
m-- [£3 P 4
WA DECLASSIFY ON: 07-06-2032
1) DR WTIONAL SECRITY LETIERS ol
oA ALL THFOREATION CONTAZNED
(s HEREIN 15 UNCLASSIFIED EXCEPT
VHERE SHOWN OTHERWIZE
Synopsis: (U) Approves the issuance of an ECPA Naticnal Security
Letter (NSL) for electronic commnications transactional records;
provides reporting data; and, if necessary, transmit the NSL for
............................................. ] sereereeeeeeesesse e
Case 1D Serial o
5L s
bR

¢

5]
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delivery to the electronic comunications service provider.

WJXM

Reference: (S

Enclosure: (U) Enclosed forl |is an NSL dated 06/14/06,

addressed td

service, and electronic transactional records for the e-mail

address holder |isted,

Adninistrative: This document is classified SECRET/ORCON/NOFORN,
Portions of this document carrying classification markings may mot be
incerporated into any criminal affidavit, criminal court proceeding or
unclassified investigative file. The information in this document is
intended to be used for lead or background purposes only.

il nmhvv;5a: Some of the Intelligence provided in this communication
has been dbtdined by techniques authorized in the Foreign Intelligence
Surveillance Act (FISA). Therefore, the intelligence provided has
been obtained through methods of intelligence gathering which are
considered singular in nature. Mo overt investigative steps should be
undertaken based on reported intel ligence without first receiving
advice and consent from Federal Bureau of Investigation Headquarters
(FBIKQ).

- }{) Per 50 U.S.C. Secticn 1806(b) & 1825(c) of the Foreign
Intelligénce Surveillance Act {FISA), recipients are remirded that
there is to be no further dissemination or use of FISA-derived
material in any criminal investigative activity, or dissemination of
U.S. Person (USPER) FISA-derived information to any foreign government
without prior approval of the Attorney General, This information may
not be disseminated for any purpose without the prior approval of the
Federal Bureau of Investigation {FBI),

(8} Any reference to th4

rust be avoided if any interviews are

§

requesting the name, address, and length of

Page

bl
p1A
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conducted in conjunction with this information,

Details: (S) This NSL is issued to support 1l
oA
(8
bl
Jold |
biC

N

()

bl

W
niA

(§ Jn ¢ This electronic comunication docurents the Deputy

eral Counsels. approval and certification of the enclosed NSL. For
mandatory reporting purpds'e”s","the..engl_osed NSL seeks electronic
comunications transactional information on one]

[

-y
e

(U) Arrangements should be made with the electronic
communication service provider to provide the records personally to
the Field Office within fourteen (14) business days of
receipt of this request. The electronic comwunication service A
provider should neither send the records through routine mail service _
nor utilize the name of the subject of the request in any telephone e
calls to the fBI.

(U) In accordance with 18 U.5.C. 2709(c) I, the senior
§

NSL VIO-11235
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official approving this EC, certify, based on information provided to
me by the requestor of this NSL, that a disclosure of the fact that
the FBI has sought or cbtained access to the information sought by
this letter may endanger the national security of the United States,
interfere with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger the
life or physical safety of a person,

(S) More specifically, the manner in which the disclosure of
the fact that the FBI has sought or obtained access to the information
sought by this letter may prematurely disclose a national security
threat assessmentr Ol

rlisclosure may also
PTEMATUTEly 16ad 10 tNE OTSCLOSUre O Classified national security

intelligence surveillance techniques.

“o. >£S([f a prelininary investigation is opened on the
subscriber identified, it is the responsibility of the office opening
the preliminary investigation to advise FBIHQ. This may be done by
routing slip to the National Security Law Branch (NSLB), Office of
General Counsel, Room 7947, the FBIHQ entity handling the operational
legal needs of the Counterterrorism Division. This reporting is
necessary in order to provide information to Congress regarding the
FBIs use of this authority as mandated by Congress.

(U Any questions regarding the above can be directed to
the 0ffice of General Counsel, Associate General Counsel (AGC) 02

202) 34 b
mef. b1c

Pl

Set Lead 1: (Action)

W 01

{U) Deliver the attached letter indicated above. Upon receipt of [

information from the carrierl is requested to submit h
the results to the Attention: Supervisory special Agent (SSA)%
T

NSL VIO-11236
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Set Lead 2: {Action)

GENERAL COUNSEL

AT WASHINGTON, 0C

02
of

-7
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v

(U) NSLB is requested to record the appropriate information

needed to fulfill the Congressional reporting requirements for KSLs.
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Precedence:

To: General Counsel

Counterterrorism

From: General Counsel

Approved By: Thomas Julie F

T
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---- Workfng Copy ----

Drafted By:

Case ID #:

Title: N

Page 1
PRIORITY Date: "06/07/2006
Attn: Julie Thomas
Deputy General Counsel, NSLB
02
Attn: SA b7E
06
Attn: CXS/EOPS] |
IA
Deputy General Caounsel for NSTR. Room 794i::::]
Contact: AGC (202) 324
(S) (Pending)
(8) [NSL (Pending)
(S) Pending)
(S) Pending)
(s) Pending) bl
b2
{£) ELECTRQNIC. SURVEILLANCE OPERATIONS AND SHARING L
b7E
UNIT - D7A
[

~§a{ NATIONAL SECURITY LETTERS

(8

(s

bl
b2
b7E
b6

b7C
h7A

Case ID

5

NS L
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Synopsis: (U) Approves the issuance of an ECPA Naticnal

Security Letter (NSL)for email subscriber information; provides
reporting data; and, if necesgsary,
to the electronic communications service provider.

ived From:
Declas s X-1

Enclosures: lic an NgL, dated

06/07/2006,

(U) Enclosed farl
addresged to

|requesE1ng The name, address,

and length of service, and electronic transactional records for
the IP address holder(s) listed.

This document is classified
SECRET/ORCON/NOFORN. Portions of this document carrying
classification markings may not be incorporated into any criminal
affidavit, criminal court proceeding or unclassified
investigative file.
to be used for lead or background purposes only.
2| Some of the Intelligence provided in this communication
has Yeer obtained by techniques authorized in the Foreign
Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

& 1825(c) of the Foreign

B Per 50 U.S.C. Section 1806 (b)
Inte¥lNgence Surveillance Act (FISA}, recipients are reminded

that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. Person (USPER) FISA-derived information to
any foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation.

An eference the

must be avolded 1I any 1nterviews are

conducted 1n conjunction with this information.

transmits the NSL for delivery

opNeNNeINe)

The information in this document is intended
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bi
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(8//0C/NF)
issuance of a National Securipu-Tlattax
and transactional records for oy

This electronic communication requests the

[NQTN 0 ~htodn onhoorihayr

b4
b7D

LA

(8//0C/NF) The NSIL reqjﬁu all anhacriher information and

trangactinnal reconrdg for th

o

(&)
D
07A

(U) This electronic communication documents the Deputy
General Counsels approval and certification of the enclosed NSL.
mandatory reporting purposes, the enclosed NSL seeks
subscriber information on three (3) IP addresses.

oo
T =3 S o

O

For

(U) Arrangements should be made with the electronic
communi ] ice provider to provide the records personally "o
to theTff;i:;:fffijivision within fourteen (14) business days of o
receipt © is request. The electronic communication service L/E
provider should neither send the records through routine mail
service nor utilize the name of the subject of the request in any
telephone calls to the FBI.

(U} In accordance with 18 U.S$.C. 2709(c) I, the
senior official approving this EC, certify, based on information
provided to me by the requestor of this NSL, that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical safety
of a person.

Tﬁi. More specifically, the manner in which the
disclosure of the fact that the FBI has sought or obtained access

to the information sought by this letter ma rematurely disclose
a national security threat assessmend

bl
b7A

OL
classified national security intelligence surveillance techniques.

e
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m'"“:IS¥::If a preliminary investigation is opened on the
subscriber identified, it is the responsibility of the office
opening the preliminary investigation to advise FBIHQ. This may
be done by routing slip to the National Security Law Branch,
Office of the General Counsel, Room 7947, the FBIHQ entity
handling the operational legal needs of the Counterterrorism
Division. This reporting is necessary in order to provide
information to Congress regarding the FBIs use of this authority
as mandated by Congress.

(U) Any questions regarding the above can_be directed
to the Office of the General Counsel, Attention: AGC
(202) 324

LEAD (s):

Set Lead 1: (Action)

AT

(U) Deliver the attached letger indicated above. b2
Upon receipt of information from the carrier, is b8

rxgguga;gd_ﬁo submit the results to the AttentIon: IHl | bé

FBIHQ, CXS/EOPS p7C

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U} NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)

COUNTERTERRORISM

AT CXS/EOPS bz

(U} Read and clear.

SEQKET
NSL VIO-11241
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Precedence: IMMEDIATE Date: 06/02/2006
To: General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB
Attn: |
SSE] | | b2
Lsrsr| | b7E
b6
bicC
Attn: SA
SA
Counterterrorism Attn: CX /EOPSI I
IA
From: General Counsel
Deputy General Coungel for

NSLB, Roon
(202) 324-

Contact: AGC

Approved By: Thomas Julie F.

Drafted By:
Case 1D #: (8) (Pending)
(S) NSL  (Pending)
(S) ending)
Title: tUT“w}&( ELECTRONIC SURVETLTLANCE OPERATIONS AND SHARING
UNIT -
iUlmwwikéi NATIONAL SECURITY LETTERS
bl
(S) .
b7E
‘ b7A -
Synopsis: (U} Approves the issuance ot an ECPA National

Security Letter (NSL)for email subscriber information; provides
reporting data; and, if necessary, transmits the NSL for delivery
to the electronic communications service provider.

iU;,_%yé

De rom: =

ity On:

Serial
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t&f Reference| bBIA .

EN

Enclosures: (U) Enclosed forl lic an NoT dated HIF

Vo S
f\q
| Tequesting the name, address, and >

Tength of service for the electronic mail (E-mail) or internet L7D
protocol (IP) address(es) holder(s) listed. e
b7C

AdminiSErative!“i}é) This document is classified
SECRET/ORCON/NOFORN. Portions of this document carrying
classification markings may not be incorporated into any criminal
affidavit, criminal court proceeding or unclassified
investigative file. The information in this document is intended
to be used for lead or background purposes only.

- $&) Some of the Intelligence provided in this
communicatioh has been obtained by techniques authorized in the
Foreign Intelligence Surveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

"""""""""" o ':}§i Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign
Intelligence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. Person (USPER) FISA-derived information to
any foreign government without prior approval of the Attorney
General. This information may not be disseminated for any
purpose without the pricr approval of the Federal Bureau of
Investigation.

(8Y Anss yoforeones to thd I bl

must be avoided if any interviews are bi/A

conducted in conjunction with this information.

Details: (S//0C/NF) |
bl
bTA
(s//0C/NF) This electronic communication requests the
isguance of a National Secnrityv JTettey (NSTY to obtrain subscoriber )
records for the b}
b7A
(ol ino /AImy I l
bl
b7

1
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(U) This electronic communication documents the Deputy
General Counsels approval and certification of the enclosed NSL.
For mandatory reporting purposes, the enclosed NSL seeks
subscriber information on two (2) IP addresses.

(U) Arrangements should be made with the electronic
communj ion rvice provider to provide the records personally
to the |Office within fourteen (14) business days of b
receipt of this request. The electronic communication service -
provider should neither send the records through routine mail

service nor utilize the name of the subject of the request in any
telephone calls to the FBI,

(U) In accordance with 18 U.S.C. 2709{(c) I, the
senior official approving this EC, certify, based on information
provided to me by the requestor of this NSL, that a disclosure of
the fact that the FBI has sought or obtained access to the
information sought by this letter may endanger the national
security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical safety
of a person.

:D;f More specifically, the manner in which the
disclosure of the fact that the FBI has sought or obtained access
to the information sought by this letter mav nremarurelv diaclase

iSJz‘a national security threat assessment

— DISCIOSUrE nmay als0 pronacurcly Icag to tInie aigscrosure or
classified national security intelligence surveillance techniques.

\w If a preliminary investigation is opened on the
subscrib€r identified, it is the responsibility of the office
opening the preliminary investigation to advise FBIHQ. This may
be done by routing slip to the Natidnal Security Law Branch,
Office of the General Counsel, Room 7947, the FBIHQ entity
handling the operational legal needs of the Counterterrorism
Division. This reporting is necessary in order to provide
information to Congress regarding the FBIs use of this authority
as mandated by Congress.

(U) Any questions regarding the above can he directed D2
to the Office of the General Counsel, Attention: AGC -
bo

(202) 324 b7C

LEAD (s):

Set Lead 1: (Action)

Pt
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b2
AT b7E

(U) Deliver the attached letter indicated above. b2
Upon receipt of information from the carrier, Iis h7F
requegsted to submit the regults to the Attention: IA 6

FBIHQ, CXS/EOPS b7C

Set Lead 2: (Action)
GENERAL COUNSEL
— AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)

COUNTERTERRORISM

AT CXS/EOPS b2

{(U) Read and clear.

Tt

NSL VIO-11246
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Precedence: PRIORITY Date: 05/31/2006

To: @General Counsel Attn: Julie Thomas
Deputy General Counsel, NSLB

bZ
] hIE
Counterterrorism Attn: CXSLEQRS ﬁb;“
SSA bé
b7C
From: General Counsel
Deputy General Counsel for NSLB, Room 794
Contact: AGC (202) 324
Approved By: Thomas Julie F
Drafted By:
) bl
Case ID #: (8) I(Pendlng) »?q
(S) S,  (Pending) jaf
{s) Pending) DTA
Tltle: |:U:| ( EFELECTRONTIC SITRVETI.TANCE QDERATIONS AND SHARING
UNIT -
(UT“~w~)Sz NATIONAL SECURITY LETTERS
(S) bl
b?rl
(7Y o Dera om: -3
ﬁQ De ify On: =
Synopsis: (U) Approves the issuance of an ECPA National

Security Letter (NSL) for electronic communications transactional
records; provides reporting data; and, if necessary, transmits the NSL for
delivery to the electronic communications service

provider. w1l
HE ;é

(3) W) - Reference nTE
b2

Enclosures: (U} Enclosed for] lis an NSL dated h7E
05/31/2006, addressed to b4

oo e, © 175 R

Case ID Serial ; ;bl
NSL b2

. ) bhTE

L - bR

15 g bTA
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requesting the fo¥!
name, address, and lengcth oL service, and electronic b7D
trangsactional records for the e-mail address holder{s) listed. T

(T -Administrative:s This document is classified
SECRET/ORCON/NOFORN. Portions of this document carrying
classification markings may not be incorporated into any criminal
affidavit, criminal court proceeding or unclassified
investigative file. The information in this document is intended
to be used for lead or background purposes only.

iUJZWMiggz;Some of the Intelligence provided in this communication

has “been obtained by techniques authorized in the Foreign
Intelligence Surxrveillance Act (FISA). Therefore, the
intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in nature.
No overt investigative steps should be undertaken based on
reported intelligence without first receiving advice and consent
from FBIHQ.

tUWU3&mé§§Z Per 50 U.S.C. Section 1806 (b) & 1825(c) of the Foreign

Intelligence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or
dissemination of U.S. Person (USPER) FISA-derived information to
any foreign government without prior approval of the Attorney

General. This information may not be disseminated for any
purpose without the prior approval of the Federal Bureau of
Investigation.

bl
4 (SY Apv refexepce to the 7
m are '

conducced 1n conjunccion with this information.

Details: (S//OC/NF)
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HJ¥ This electronic communication documents the Deputy

iSjIGeneral Counsels approval and certification of the enclosed NSL.

‘For mandatory reportlng purposes, the enclosed NSL seeks

‘electronic commupications transactional information on one Ei
LD
(U) Arrangements should be made with the electronic bh7A
communjcation service provider to provide the records personally o
to the |office within fourteen (14) business days of b2
receipt ©f this request. The electronic communication service n7E

provider should neither send the records through routine mail
service nor utilize the name of the subject of the request in any
telephone calls to the FBI.

In accordance with 18 U.S.C. 2709(c) I, the

senior official approving this EC, certify, based on information
provided to me by the requestor of this NSL, that a disclosure of

the fact that the FBI has sought or obtained access to the information
sought by this letter may endanger the national

security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence investigation, interfere
with diplomatic relations, or endanger the life or physical safety

of a person.

(U)

?Sif’More specifically, the manner in which the
disclosure of the fact that the FBI has sought or obtalned access
to the information sought by this let

T Py Sip P e P PR PO I S i S S D= F=1 - V-0 =% =

1)

TDISCIOSUrE nay also prenmaturely Icad rvo che ar

classified national security intelligence sur