
OIG'S PATRIOT ACT REVIEW 
DOCUMENT REQUEST: DOJ-OIG REQUEST of JULY 27.2006 

SUBJECT: Any list or log OGC maintains of the various changes and revisions to the NSL "ponies" posted 
on NSLB's Intranet web site 

FBI TRACKING #: PIG REQ-PAR (07-27-06) - ITEM #8 
PACKET: I 

' {AUGUST 3,2006} 
DATE TYPE 

of 
DOCUMENT 

SUBJECT TOTAL 
PAGES 

BATE 
STAMP #s 

UNDATED COVER COVER TO RESONSE #7 1 001 
b 6 

to FBI ALL CDCS FW: MODEL NSL ECS (DOCUMENTS 1,3,5,7,9,11,13, AND 15 ON OUR 
WEBSITE) 

3 002-004 

00/00/06 EC to OGC PONY OFECOF NSL ECS (DOCUMENTS 1,3,5,7,9,11,13, AND 15 ON OUR 
WEBSITE) 

005-009 

00/00/06. EC to OGC PONY OFECOF NSL ECS (DOCUMENTS 1,3,5,7,9,11,13, AND 15 ON OUR 
WEBSITE) 

5 010-014 

00/00/06 ' ' EC to OGC PONY OF EC OF NSL ECS (DOCUMENTS 1,3,5,7,9,11,13, AND 15 ON OUR 
WEBSITE) 

•5 015-019 

00/00/06 EC to OGC PONY OF EC OF NSL ECS (DOCUMENTS 1,3,5,7,9,11,13, AND 15 ON OUR 
WEBSITE) 

5 020-024 

00/00/06 EC to OGC PONY OF EC OF NSL ECS (DOCUMENTS 1,3,5,7,9,11,13, AND 15 ON OUR 
WEBSITE) 

4 025-028. 

00/00/06 EC to OGC PONY OFECOF NSL ECS (DOCUMENTS 1,3,5,7,9,11,13, AND 15 ON OUR 
WEBSITE) 

4 029-032 

NSL VIO-10156 



DATE TYPE 

of 

DOCUMENT 

SUBJECT TOTAL 

PAGES 

BATE 

STAMP» 

ECtoOGC PONY OF EC OF NSL ECS (DOCUMENTS 1,3,5,7,9,11,13, AND 15 ON OUR 
WEBSITE) ' 

033-037 

ECtoOGC PONY OF EC OF NSL ECS (DOCUMENTS 1,3,5,7,9,11,13, AND 15 ON OUR 
WEBSITE) 

ECtoOGC PONY OF EC OF NSL ECS (DOCUMENTS 1,3,5,7,9,11,13, AND 15 ON OUR 
WEBSITE) 

043-046 

NSL VIO-10157 



Response to #8 
No log kept by 06C but these are 

the latest changes. 
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(OGC) (FBI) 

From: 
Sent: 
To: 
Cc: 

(OGC) (FBI) 
Wednesday, August U2, 2UU6 11:29 AM 
f r i ai i r n r o 

(OGCÏÏFBI ÌQGC) 
(FBI); r io irfon tf Bl\f I/A^wcbiv-

(FBI); Imac loGCi /mm 

/nrv\ /co IOGC) (FBI); 1 
nrsrwFRiv Y 

/c WHWII3 

jjrvy.wrmr 
iob nrarvFRi\-l 1-

ir ii-t-ni-ni 

ZZS 

ffi>M«T»:ll 
T̂TFBi) 

ÏGTM(FBIV S •TcTOTI 

(OGC) fFBIV J p IUll)] 
(OGC) (FBI); 

T 

Iëëïïl 
lOGCMFBlH 

1DGC1 ZebII 
-EHEEUÊaÎi Rp f FRIlT 

ÎOGCI /FBI! 
lmnr.\ /frivT 

(•ICMII 

fOGC) (FBI) 

Subject: 

JULIE F. (OGC) (FBI)J 
(FBI)[ 

hnnnuEÀhl 
luuuwmnJ 

W 
c) 

(OGC) (FBI 
(OGC) (FBI)L 

/FRhf 
I inar.\ ̂ FRh ipi iEilL 

OGC) fFBIn 

J5GCTTFBTT 
GTMO) (FBI) 

: 
(OGC) (FBI); 

"THOMAS 
OGC) 

FW: model NSL ECs (documents 1,3,5,7,9,11,13, and 15 on our website) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD ( j o f c u p É M ^ 
Here is the latest set of model NSL EC changes that were made to our website today: 

These are the changes -

1) making sure that we had correct portion markings, since they had been inconsistent before; 

2) making sure that we had a paragraph with the applicable NSIG and statutory dissemination rules; 

b7C 

b6 
b7C 

3) expanding the reporting paragraph to reflect previous emails about the need for full reporting as to the number of 
requests for each recipient of the NSL. 

4) changing all dates to 2006 

5) making sure all relevant paragraphs indicate we can serve by fax and receive by secure fax. 

b6 
b7C 

](OGC) (FBI) 
Original Message 

From: I 
Sent: Tuesday, August 01, 2006 3:31 PM 
To: HQ_DIV04_FBIHQME — 
Cc: I fOGC) (FBI); 
Subject: — 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

0GC)(FBI) b6 
b7C 

Please replace eight documents on our website - http://ogc.fbinet.fbi/nslb/nsl/ 

i NSL VIO-10159 

http://ogc.fbinet.fbi/nslb/nsl/


• • b6 
Ignore an email I sent you a fe*. uays ago to make certain changes on these _ jcuments. ^ n 

telephone 
ibscriber EGuly200. 

toll record 
Cjuly2006.wpd (28. 

3 

email 
:july2006.wpd (19 K 

:ransactional record 
ECjul/200... 

RFPA 
july2006.wpd (19 K 

9 

1681u(a) 
july2006.wpd (21 Kl 
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1681u(b) ECjuly 
2006.wpd (21 K... 

1681v 
:july2006.wpd (20 K 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 



(01/26/1998) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE Date: 00/00/2006 

To: General Counsel Attn: Julie Thomas 
Deputy General Counsel, NSLB 

[COUNTERTERRORISM/ 
COUNTERINTELLIGENCE/CYBER] 

Attn: [UNIT] 

[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 
[SQUAD] [X] 

[DELIVERING DIVISION] 
(if using personal service) 

Attn: SSA [SQUAD SUPERVISOR] 
[SQUAD] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE)] 

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS] 

Case ID #: [CASE FILE NUMBER] (Pending) 

Title: fSJ [SUBJECT] 
^ [AKA] [ALIAS (IF APPLICABLE)] 

IT/FCI - [FOREIGN POWER]; 
00: [OFFICE OF ORIGIN] 

Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL)for telephone subscriber information; provides reporting 

[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

NSL V I O - 1 0 1 6 2 



SEC 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: (S) [CASE FILE NUMBER, 00/00/2006] 

data; and, if necessary, transmits the NSL for delivery to the wire 
communications service provider. 

Derived From: G-3 
Declassify On: [10 years from date of EC] 

[FULL/PRELIMINARY] Investigation Instituted: (S) [00/00/2006] 

Reference: [CASE FILE NUMBER Serial XXX] 

Enclosures: (U) Enclosed, for [DELIVERING DIVISION of OFFICE OF 
ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an NSL dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP CODE if 
using personal service], requesting telephone subscriber information. 

Details: fëj A [FULL/PRELIMINARY] [INTERNATIONAL TERRORISM/FOREIGN 
COUNTERINTELLIGENCE] investigation of subject, a [U.S. PERSON/NON-
USPER], was authorized in accordance with Attorney General Guidelines 
because [Give a full explanation of the justification for opening and 
maintaining the investigation on the subject; barebones facts will 
not suffice and will cause the request to be rejected for legal 
insufficiency]. This telephone subscriber information is being 
requested to [Fully state the relevance of the requested records to 
the investigation]. 

OS) This electronic communication documents the 
[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
subscriber information on [NUMBER OF] telephone number(s) from 
[telephone company #1]; the [NUMBER OF] telephone number(s) from 
[telephone company #2], etc. 

(U) Arrangements should be made with the wire 
communications service provider to provide the records [personally to 
an employee of the DELIVERING DIVISION OR through use of a delivery 
service or seçure fax to OFFICE OF ORIGIN] within [NUMBER OF] 
business days of receipt of this request. The wire communications 

SEb^ET 

2 
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SECRET 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: "TS} [CASE FILE NUMBER, 00/00/2006] 

service provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 

DISCLOSURE PROVISIONS 

[Certification and Activation of the Nondisclosure Requirement: There 
is no longer an automatic prohibition that prevents the recipient of 
a National Security Letter from disclosing that the FBI has requested 
the information. To activate the nondisclosure requirement, the 
senior FBI official approving this EC must use Option 1 below and 
include in the EC (but not in the NSL) a brief statement of facts 
that justify the nondisclosure requirement. Option 2 is to be used 
in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

(S) Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation of 
the nondisclosure requirements under the applicable National Security 
Letter statute. 

[Include the next 2 paragraphs in all ECs] 

(U) Information received from a wire communication 
service provider may be disseminated in accordance with the Attorney 

Ŝ Ĉ RET 

3 
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SECRET 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: (^K [CASE FILE NUMBER, 00/00/2006] 

General Guidelines on National Security Investigations and Foreign 
Intelligence Collection and, and, with respect to dissemination to 
agency of the United States, only if such information0is clearly 
relevant to the authorizéd responsibilities of such agency. 

(U) Any questions regarding the above can be directed to 
[CASE AGENT, telephone number (000) 000-0000]. 

NSL V I 0 1 0 1 6 5 



SECRET 

TO: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: >S) [CASE FILE NUMBER, 00/00/2006] Re: 

LEAD (s): 

Set Lead 1: 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs." 

Set Lead 2: (Info) 

[COUNTERTERRORISM/COUNTERINTELLIQENCE/CYBER] 

AT WASHINGTON. DC 

(U) At [Unit] Read and Clear 

Set Lead 3: 

[DELIVERING DIVISION - if using peresonal service] 

AT [CITY. STATE] 

(U) Deliver the enclosed NSL as indicated above. Upon 
receipt of requested information, [DELIVERING DIVISION] is requested 
to submit results to the [DRAFTING DIVISION] and [OFFICE OF ORIGIN, 
if applicable]. 
•• 

5 
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(01/26/1998) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 00/00/2006 
. w 

To: General Counsel Attn: Julie Thomas 
Deputy General Counsel, NSLB 

[COUNTERTERRORISM/ Attn: [UNIT] 
COUNTERINTELLIGENCE/CYBER] 

[REQUESTING OFFICE] Attn:SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 
[Squad] . [X] 

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
(if using personal service) [Squad] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE] 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS] 

Case ID #: f^) [CASE FILE NUMBER] (Pending) 

Title: ( ^ [SUBJECT] 
[AKA] [ALIAS IF APPLICABLE] 
[IT/FCI - FOREIGN POWER]; 
[OO: OFFICE OF ORIGIN] 

Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL)for toll billing records; provides reporting data; and, 

SECRET 

NSL VIO-10167 



SECRET 

To: [DELIVERING DIVISION] E 
Re: (S) [CASE FILE NUMBER, 00/00/2006] 

From: [DRAFTING DIVISION] 

if necessary, transmits the NSL for delivery to the wire 
communications service provider. 

Derived From: G-3 
Declassify On: [10 years from date of EC] 

Reference: 

[FULL/PRELIMINARY] Investigation Instituted: (S) [00/00/2006] 

Reference: [CASE FILE NUMBER Serial XXX] 

Enclosures: (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 
ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an NSL dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP CODE if 
using personal service], requesting the name, address, length of 
service and local and long distance toll billing records for the 
phone number(s) listed. 

Details: A [FULL/PRELIMINARY] [INTERNATIONAL TERRORISM/FOREIGN 
COUNTERINTELLIGENCE] investigation of subject, a [USPER/NON-USPER], 
was authorized in accordance with the Attorney General Guidelines 
because [Give a full explanation of the justification for opening and 
maintaining the investigation on the subject; barebones facts will 
not suffice and will cause the request to be rejected for legal 
insufficiency]. These toll billing records are being requested to 
[Fully state the relevance of the requested records to the 
investigation]. 

[APPROVING ICIAL's] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks local 
and long distance toll billing records for [NUMBER OF] telephone 
number(s) from [telephone company #1]; [NUMBER OF] telephone 
number(s) from [telephone company #2], etc. [In the case of multiple 
phone numbers to the same telephone company, if you know how many 
different persons attach to those phone numbers, please state. If 
request is for person(s) other than the subject of the investigation 
or in addition to the subject of the investigation, please state USP 

This electronic communication documents the 

2 
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SECRET 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: [CASE FILE NUMBER, 00/00/2006] 

status of those persons. In other words, do your best to give as 
much information as you can, for congressional reporting purposes.] 

(U) Arrangements should be made with the wire 
communications service provider to provide the records [personally to 
an employee of the DELIVERING DIVISION OR through use of a delivery 
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF] 
business days of receipt of this request. The wire communications 
service provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in_any 
telephone calls to the FBI. 
DISCLOSURE PROVISIONS 

[Certification and Activation of the Nondisclosure Requirement: There 
is no longer an automatic prohibition that prevents the recipient of 
a National Security Letter from disclosing that the FBI has requested 
the information. To activate the nondisclosure requirement, the 
senior FBI official approving this EC must use Option 1 below and 
include in the EC (but not in the NSL) a brief statement of facts 
that justify the nondisclosure requirement. Option 2 is to be used 
in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the.senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

(S) Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation of 

SEb^ET 

3 
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SECRET 

TO: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: [CASE FILE NUMBER, 00/00/2006] 

the nondisclosure requirements under the applicable National Security-
Letter statute. 

[Include the next 2 paragraphs in all ECs.] 

(U) Information received from a wire communication 
service provider may be disseminated in accordance with the Attorney 
General Guidelines on National Security Investigations and Foreign 
Intelligence Collection and, with respect to dissemination to an 
agency of the United States, only'if such information is clearly 
relevant to the authorized responsibilities of such agency. 

(U) Any questions regarding the above can be directed to 
[CASE AGENT, telephone number (000) 000-0000]. 

E^RJ3T SE 

4 
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SECRET Eb^I 

To: 
Re: 

[DELIVERING DIVISION] 
3) [CASE FILE NUMBER, 00/00/2006] 

From: [DRAFTING DIVISION] 

LEAD (S): 

Set Lead 1: 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

[COUNTERTERRORISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON. DC 

(U) At [Unit] Read and Clear 

Set Lead 3: 

[DELIVERING DIVISION - if using personal service] 

[AT [CITY. STATE] 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the wire communications service provider, 
[DELIVERING DIVISION] is requested to submit results to the [DRAFTING 
DIVISION] and [OFFICE OF ORIGIN, if applicable]. 

SECRET 

5 
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(01/26/1998) 

SECRET ÈÏÇRI 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 00/00/2006 

To: General Counsel Attn: Julie Thomas 
Deputy General Counsel, NSLB 

[COUNTERTERRORISM/ 
COUNTERINTELLIGENCE/CYBER] 

Attn: [UNIT] 

[REQUESTING OFFICE] Attn:SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 
[Squad] [X] 

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
(if using personal service) [Squad] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE] 

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS] 

Case ID #: >§J [CASE FILE NUMBER] (Pending) 

Title: (00 [SUBJECT] 
^ [AKA] [ALIAS IF APPLICABLE] 

[IT/FCI - FOREIGN POWER]; 
[OO: OFFICE OF ORIGIN] 

Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL)for toll billing records; provides reporting data; and, 

[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

NSL V I 0 1 0 1 7 2 



SEKRET 

To: 
Re: 
To: [DELIVERING DIVISION] From: [DRAFTING 
Re: (&J [CASE FILE NUMBER, 00/00/2006] 

From: [DRAFTING DIVISION] 

if necessary, transmits the NSL for delivery to the wire 
communications service provider. 

Derived From: G-3 
Declassify On: [10 years from date of EC] 

[FULL/PRELIMINARY] Investigation Instituted: (S) [00/00/2006] 

Reference: [CASE FILE NUMBER Serial XXX] 

Enclosures: (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 
ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an NSL dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY-
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP CODE if 
using personal service], requesting the name, address, length of 
service and local and long distance toll billing records for the 
phone number(s) listed. 

Details: A [FULL/PRELIMINARY] [INTERNATIONAL TERRORISM/FOREIGN 
COUNTERINTELLIGENCE] investigation of subject, a [USPER/NON-USPER], 
was authorized in accordance with the Attorney General Guidelines 
because [Give a full explanation of the justification for opening and 
maintaining the investigation on the subject; barebones facts will 
not suffice and will cause the request to be rejected for legal 
insufficiency]. These toll billing records are being requested to 
[Fully state the relevance of the requested records to the 
investigation]. 

[APPROVI FICIAL's] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks local 
and long distance toll billing records for [NUMBER OF] telephone 
number(s) from [telephone company #1]; [NUMBER OF] telephone 
number(s) from [telephone company #2], etc. [In the case of multiple 
phone numbers to the same telephone company, if you know how many 
different persons attach to those phone numbers, please state. If 
request is for person(s) other than the subject of the investigation 
or in addition to the subject of the investigation, please state USP 

This electronic communication documents the 

2 
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To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: fcj [CASE FILE NUMBER, 00/00/2006] 

status of those persons. In other words, do your best to give as 
much information as you can, for congressional reporting purposes.] 

(U) Arrangements should be made with the wire 
communications service provider to provide the records [personally to 
an employee of the DELIVERING DIVISION OR through use of a delivery 
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF] 
business days of receipt of this request. The wire communications 
service provider should neither send the records through routine mail 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 
DISCLOSURE PROVISIONS 

[Certification and Activation of the Nondisclosure Requirement: There 
is no longer an automatic prohibition that prevents the recipient of 
a National Security Letter from disclosing that the FBI has requested 
the information. To activate the nondisclosure requirement, the 
senior FBI official approving this EC must use Option 1 below and 
include in the EC (but not in the NSL) a brief statement of facts 
that justify the nondisclosure requirement. Option 2 is to be used 
in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

(S) Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation of 

SECRET 

3 
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SECRET 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: C^ [CASE FILE NUMBER, 00/00/2006] 

the nondisclosure requirements under the applicable National Security 
Letter statute. 

[Include the next 2 paragraphs in all ECs.] 

(U) Information received from a wire communication 
service provider may be disseminated in accordance with the Attorney 
General Guidelines.on National Security Investigations and Foreign 
Intelligence Collection and, with respect to dissemination to an 
agency of the United States, only if such information is clearly 
relevant to the authorized responsibilities of such agency. 

(U) Any questions regarding the above can be directed to 
[CASE AGENT, telephone number (000) 000-0000]. 

SE&RÇT 

4 
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SECRET 

TO: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: [CASE FILE NUMBER, 00/00/2006] 

LEAD (s): 

Set Lead 1: 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

rCOUNTERTERRORISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON. DC 

(U) At [Unit] Read and Clear 

Set Lead 3: 

[DELIVERING DIVISION - if using personal service] 

[AT [CITY. STATE] 

(U) Deliver the attached NSL as indicated above. Upon 
receipt of information from the wire communications service provider, 
[DELIVERING DIVISION] is requested to submit results to the [DRAFTING 
DIVISION] and [OFFICE OF ORIGIN, if applicable]. 

SECRÉ^ 
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.(01/26/1998) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 00/00/2006 

To: General Counsel Attn: Julie Thomas 
Deputy General Counsel, NSLB 

[COUNTERTERRORISM/ 
COUNTERINTELLIGENCE/CYBER] 

Attn: [UNIT} 

[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 
[SQUAD] [X] 

[DELIVERING DIVISION] 
(if using personal service) 

Attn: SSA [SQUAD SUPERVISOR] 
[SQUAD] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-0000)] 

Approved By: [ADIC NAME (IF APPLICABLE)] 

Title: (¡k [SUBJECT] 
X [AKA] [ALIAS (IF APPLICABLE)] 

[IT/FCI - FOREIGN POWER] 
OO:[OFFICE OF ORIGIN] 

Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL)for email subscriber information; provides reporting 

[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS] 

Case ID #: [CASE FILE NUMBER] (Pending) 
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SE T 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: (S) [CASE FILE NUMBER, 00/00/2006] 

data; and, if necessary, transmits the NSL for delivery to the 
electronic communications service provider. 

FULL/PRELIMINARY Investigation Instituted: (S) [00/00/2006] 

Reference: (fy [CASE FILE NUMBER Serial XXX] 

Enclosures: (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 
ORIGIN, depending on whether service is personal or through a 
restricted delivery service or fax] is an NSL dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME] , [COMPANY ADDRESS - NO P.O. BOX] , [CITY, STATE - NO ZIP CODE if 
using personal service], requesting the name, address, and length of 
service for the e-mail address holder(s) listed. 

Details: (S) A [FULL/PRELIMINARY] [INTERNATIONAL/FOREIGN 
COUNTERINTELLIGENCE] investigation of the subject, a [USPER/NON-
USPER], was authorized in accordance with the Attorney General 
Guidelines because [Give a full explanation of the justification for 
opening and maintaining an investigation of the subject; barebones 
facts will not suffice and will cause the request to be rejected for 
lack of legal sufficiency]. This electronic subscriber information 
is being requested to [Fully state the relevance of the requested 
records to the investigation]. 

[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
subscriber information on [NUMBER OF] [e-mail/IP address(es)] from 
[ISP #1]; [NUMBER OF] [e-mail/IP address(es)] from [ISP #2], etc. 

(U) Arrangements should be made with the electronic 
communication service provider to provide the records [personally to 
an employee of the DELIVERING division OR through use of a delivery 
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF] 
business days of receipt of this request. The electronic 
communication service provider should neither send the records 

Derived From: G-3 
Declassify On: [10 years from date of EC] 

(U) This electronic, communication documents the 
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V^CRET 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: fe^ [CASE FILE NUMBER, 00/00/2006] 

through routine mail service nor utilize the name of the subject of 
the request in any telephone calls to the FBI. 

DISCLOSURE PROVISIONS 

[Certification and Activation of the Nondisclosure Requirement: There 
is no longer an automatic prohibition that prevents the recipient of 
a National Security Letter from disclosing that the FBI has requested 
the information. To activate the nondisclosure requirement, the 
senior FBI official approving this EC must use Option 1 below and 
include in the EC (but not irfthe NSL) a brief statement of facts 
that justify the nondisclosure requirement. Option 2 is to be used 
in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activation of 
the nondisclosure requirements under the applicable National Security 
Letter statute. 

[Include the next 2 paragraphs in all ECs] 

(U) Information received from an electronic 
communications service provider may be disseminated in accordance 
with the Attorney General Guidelines on National Security 

SEORET 
\ 
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SE !T 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: f«^[CASE FILE NUMBER, 00/00/2006] 

Investigations and Foreign Intelligence Collection and, with respect 
to dissemination to an agency of the United States, only if such 
information is clearly relevant to the authorized responsibilities of 
such agency. 

. (U) Any questions regarding the above can be directed to 
[CASE AGENT, telephone number (000) 000-0000]. 
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SEiBJIET 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: (S) [CASE FILE NUMBER, 00/00/2006] 

LEAD (s): 

Set Lead 1: 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 

[COUNTERTERRORISM/COUNTERINTELLIGENCE/CYBER1 

AT WASHINGTON. DC 

(U) At [Unit] Read and Clear 

Set Lead 3: 

[DELIVERING DIVISION - fif using personal service] 

AT [CITY. STATE! 

(U) Deliver the enclosed NSL as indicated above. 
Upon receipt of the information requested, [DELIVERING DIVISION] 
requested to submit results to [DRAFTING DIVISION] and [OFFICE OF 
ORIGIN, if applicable]. 

SEfê ET 
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(Rev. 08-28-2000) 

SÈB^ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 00/00/2006 
To: General Counsel Attn: Julie Thomas 

Deputy General Counsel, NSLB 
[COUNTERTERRORISM/ 
COUNTERINTELLIGENCE/CYBER] 

Attn: [UNIT] 

[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 
[Squad] [X] 

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
(if using personal service) [Squad] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000)000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE)] 

Title: fSO [SUBJECT] 
N [AKA [ALIAS] (IF APPLICABLE) 

[FCI/IT - FOREIGN POWER] 
[OO: OFFICE OF ORIGIN] 

Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL)for electronic communications transactional records; 
provides reporting data; and, if necessary, transmits the NSL for 
delivery to the electronic communications service provider. 

[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

Drafted By: [LAST, FIRST, MIDDLE: INITIALS] 
Case ID #: [CASE FILE NUMBER] (Pending) 

NSL V I O - 1 0 1 8 2 



SECRET 
To: [DELIVERING DIVISION] Frbm: [DRAFTING DIVISION] 
Re: (S4 [CASE FILE NUMBER, 00/00/2006] 

>S) Derived From s G-3 
Declassify On: [10 Years from date of EC] 

[FULL/PRELIMINARY] Investigation Instituted: (S) [00/00/2006] 
Reference: (S) [CASE FILE NUMBER SERIAL XXX] 
Enclosure (s) ;N\(U) Enclosed for [DELIVERING DIVISION or OFFICE OF 
ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an NSL dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE, (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP CODE 
if using personal service], requesting the names, addresses, lengths 
of service, and electronic transactional records for the [e-mail/IP] 
address holder(s) listed. 
Details: (S) A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/ 
INTERNATIONAL TERRORISM] investigation of subject, a [U.S. PERSON/NON-
U.S. PERSON], was authorized in accordance with the Attorney General 
Guidelines because [Give a full explanation of the justification for 
opening and maintaining the investigation on the subject. Barebones 
facts will not suffice and will cause the request to be rejected for 
legal insufficiency]. These electronic communications transactional 
records are being requested to [Fully state the relevance of the 
requested records to the investigation] . 

\S) This electronic communication documents the [APPROVING 
OFFICIAL's]\approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks electronic . 
communication transactional records on [NUMBER OF] [e-mail/IP 
address(es) ] from [ISP #1]; [NUMBER OF] [e-mail/IP address(es)] from [ISI 
#2], etc. [In the case of multiple addresses to the same ISP, if you knov 
how many different persons attach to those addresses, please state. If 
request is for person(s) other than the subject of the investigation or 
in addition to the subject of the investigation, please state USP status 
of those persons. In other words, do your best to give as much 
information as you can, for congressional reporting purposes.] 

(U) Arrangements should be made with the electronic 
communications service provider to provide the records [personally to an 
employee of the DELIVERING division OR through use of a delivery service 
or secure fax to OFFICE OF ORIGIN] within [NUMBER OF] business days of 
receipt of this request. The electronic communications service provider 
should neither send the records through routine mail service nor utilize 
the name of the subject of the request in any telephone calls to the FBI. 
[Certification and Activation of the Nondisclosure Requirement: There is 
no longer an automatic prohibition that prevents the recipient of a 

Ck^T SEC! , 
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SECRET 
To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: (S) [CASE FILE NUMBER, 00/00/2006] 
National Security Letter from disclosing that the FBI has requested the 
information. To activate the nondisclosure requirement, the senior FBI 
official approving this EC must use Option 1 below and include in the EC 
(but not in the NSL) a brief statement of facts that justify the 
nondisclosure requirement. Option 2 is to be used in all cases where 
Option 1 is not used.] 

DISCLOSURE PROVISIONS 

[Option 1 - Invoking Nondisclosure Requirement] 
(U) In accordance with 18 U.S.C. § 2709(c) I, the senior 

official approving this EC, certify that a disclosure of the fact that 
the FBI has sought or obtained access to the information sought by this 
letter may endanger the national security of the United States, interfere 
with a criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or physical 
safety of a person. 

(S) Brief statement of the facts justifying my certification ir 
this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 
(U) I, the senior official approving this EC, have determined 

that the facts of this case do not warrant activation of the 
nondisclosure requirements under the applicable National Security Letter 
statute. 
[Include the next 2 paragraphs in all ECs.] 

(U) Information received from an electronic communications 
service provider may be disseminated in accordance with the Attorney 
General Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection, and, with respect to dissemination to an agency 
of the United States, only if such information is clearly relevant to th« 
authorized responsibilities of such agency. 

(U) Any questions regarding the above can be directed to 
[CASE AGENT, telephone number (000) 000-0000]. 

SECRET 
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SECRET 
To: [DELIVERING DIVISION] 
Re: CŜ  [CASE FILE NUMBER 

From: [DRAFTING DIVISION] 
00/00/2006] 

LEAD(s): 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON. DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 2: (Info) 

[COUNERTERRORISM/COUNTERINTELLIGENCE/CYBER1 
AT WASHINGTON. DC 
(U) At [Unit] Read and Clear. 

Set Lead 3: (Action) 
[DELIVERING DIVISION - if using personal service]' 

[AT CITY. STATE! 
(U) Deliver the attached NSL as indicated above. Upon 

receipt of information from the electronic communication service 
provider, [DELIVERING DIVISION] is requested to submit results to 
[DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable]. 
•• 

SEC] 
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(Rev. 01-31-2003) 

SECRET 

FEDERAL BUREAU OF HNVESTIGATION 

Precedence: ROUTINE Date: 00/00/2006 

To: General Counsel Attn: Julie Thomas 
Deputy General Counsel, NSLB 

[COUNTERTERRORISM/ Attn: [UNIT] 
COUNTERINTELLIGENCE/CYBER] 
[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR] 

SA , [CASE AGENT] 
[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 

[SQUAD] [X] 
[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
(if using personal service) [SQUAD] [X] 

From: [DRAFTING DIVISION] 
\ [APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: [ADIC NAME, IF APPLICABLE] 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

Drafted By: [LAST, FIRST MIDDLE: INITIALS] 
Case ID #: "f&l^JCASE FILE NUMBER] (Pending) 
Title: (ŜL [SUBJECT] 

[AKA] [ALIAS, IF APPLICABLE] 
[IT/FCI - FOREIGN POWER] 
[OO: OFFICE OF ORIGIN] 

Synopsis: (U) Approves the issuance of an RFPA National Security 
Letter (NSL) for financial records; provides reporting data; and, 
if necessary, transmits the NSL for delivery to the financial 
institution. 

te) Derived From : G-3 
Declassify On: [10 years from date of EC] 

se6^ET 
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SECfê T 
To: [CTD/CD] From: [DRAFTING DIVISION] 
Re: [CASE FILE NUMBER, 00/00/2006] 

[FULL/PRELIMINARY] Investigation Instituted: (S) 00/00/2006 
Reference: (3^ [CASE FILE NUMBER SERIAL XXX] 
Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 
ORIGIN, depending on whether service is personal or through 
restricted delivery service] is an NSL dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP CODE 
if using personal service], requesting financial records of the 
customer listed. 
Details: ( ^ A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/ 
INTERNATIONAL TERRORISM] investigation of subject, a [U.S. PERSON/NON-U.i 
PERSON], was authorized in accordance with the Attorney General Guidelinf 
because [Give a full explanation of the justification for opening and 
maintaining the investigation on the subject; barebones facts will not 
suffice and will cause the request to be rejected for legal 
insufficiency]. These financial records are being requested to [Fully 
state the relevance of the requested records to the investigation]. 

13) This electronic communication documents the [APPROVING 
OFFICIAL1s] approval and certification of the enclosed NSL. For mandatoi 
reporting purposes, the enclosed NSL seeks financial records for [NUMBER 
OF] [individual(s)/account(s)] from [financial institution #1]; [NUMBER 
OF] [individual(s)/accounts] from [financial institution #2], etc. [In tl 
case of multiple accounts to the same financial institution, if you know 
how many different persons attach to those accounts, please state. If 
request is for person(s) other than the subject of the investigation or i 
addition to the subject of the investigation, please state USP status of 
those persons. In other words, do your best to give as much information 
as you can, for congressional reporting purposes.] 

(U) Arrangements should be made with the financial institution 
to provide the records [personally to an employee of the DELIVERING 
DIVISION OR through use of a delivery service or secure fax to OFFICE OF 
ORIGIN] within [NUMBER OF] business days of receipt of this request. The 
financial institution should neither send the records through routine maj 
service nor utilize the name of the subject of the request in any 
telephone calls to the FBI. 
DISCLOSURE PROVISIONS 

[Option 1 - Invoking Nondisclosure Requirement] 

SECRET 
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SECR: 
To: ICTD/CD] From: [DRAFTING DIVISION] 
Re: [CASE FILE NUMBER, 00/00/2006] 

(U) In accordance with 18 U.S.C. § 2709(c) I, the senior 
official approving this EC, certify that a disclosure of the fact that tl 
FBI has sought or obtained access to the information sought by this lett« 
may endanger the national security of the United States, interfere with é 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or physical 
safety of a person. 

(X̂  Brief statement of the facts justifying my certification ir 
this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 
(U) I, the senior official approving this EC, have determined 

that the facts of this case do not warrant activation of the nondisclosui 
requirements under the applicable National Security Letter statute. 

[Include the next 2 paragraphs in all ECs.] 
(U) Information received from an electronic communications 

service provider may be disseminated in accordance with the Attorney 
General Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection, and, with respect to dissemination to an agency 
of the United States, only if such information is clearly relevant to the 
authorized responsibilities of such agency. 

(U) Any questions regarding the above can be directed to 
[CASE AGENT, telephone number (000) 000-0000]. 

SECRET 
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SECRET 
To: [CTD/CD] From: [DRAFTING DIVISION] 
Re: [CASE FILE NUMBER, 00/00/2006] 

LEAD(s): 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON. DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 
[COUNTERTERRORISM/COUNTERINTELLIGENCE/CYBERl 

AT WASHINGTON. DC 
(U) At [Unit] Read and Clear 

Set Lead 3: (Action) 
[DELIVERING DIVISION - if using personal service] 

[AT CITY. STATE] 
(U) Deliver the attached NSL as indicated above. Upon 

receipt of information from the financial institution, [DELIVERING 
DIVISION] is requested to submit results to [DRAFTING DIVISION] and 
[OFFICE OF ORIGIN, if applicable]. 

SEfĉ ET 
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(Rev. 01-31-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 00/00/2006 
To: General Counsel Attn: Julie Thomas 

Deputy General Counsel, NSLB 
[COUNTERTERRORISM/ Attn: [UNIT] 
COUNTERINTELLIGENCE/CYBER] 
[REQUESTING OFFIE] Attn: SSA [SQUAD SUPERVISOR] 

SA [CASE AGENT] 
[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 

[Squad] [Z] 
[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
(if using personal service) [Squad] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE)] 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

Drafted By: [LAST FIRST MIDDLE NAME: INITIALS] 
Case ID #: (S)~MCASE FILE NUMBER] (Pending) 
Title: [SUBJECT] 

[A.K.A.] [ALIAS (IF APPLICABLE)] 
[IT/FCI - FOREIGN POWER] 
OO: [OFFICE OF ORIGIN] 

Synopsis: (9̂  Approves the issuance of an FCRA Section 
1681u(a) National Security Letter (NSL) for financial 
institution listings; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the credit 
reporting company. 

SECRte^ 
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SECRET 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: (S) [CASE FILE NUMBER« 00/00/2006] 

Derived From : G-3 
\ Declassify On: [10 years from date of EC] 

[FULL/PRELIMINARY] Investigation Instituted: (S) [00/00/2006] 
Reference: (S) [CASE FILE NUMBER Serial XXX] 
Enclosure(s): (u) Enclosed for [DELIVERING DIVISION or OFFICE 
OF ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an NSL dated 
[00/00/2005], addressed to [COMPANY POC NAME], [TITLE (if 
available)], [COMPANY NAME], [COMPANY ADDRESS - NO P.O. BOX], 
[CITY, STATE - NO ZIP CODE if using personal service], 
requesting the names and addresses of financial institutions 
at which the listed consumer maintains or has maintained an 
account. 

Details: T̂ nL A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/ 
INTERNATIONAL TERRORISM] investigation of subject, a [U.S. 
PERSON/NON-U.S. PERSON], was authorized in accordance with the 
Attorney General Guidelines because [Give a full explanation of the 
justification for opening and maintaining the investigation of the 
subject; barebones facts will not suffice and will cause the request 
to be rejected for legal insufficiency.] This financial institution 
information is being requested to [Fully state the relevance of the 
requested records to the investigation]. 

fB^ This electronic communication documents the 
[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks the 
financial institution listings for [NUMBER OF] individual(s) from 
[credit reporting company #1]; [NUMBER OF] individual(s) from [credit 
reporting company #2], etc. [If there are requests from multiple 
reporting companies for the same person, please state. If request is 
for person(s) other than the subject of the investigation or in 
addition to the subject of the investigation, please state USP status 
of those persons. In other words, do your best to give as much 
information as you can, for congressional reporting purposes.] 

(U) Arrangements should be made with the credit reporting 
company to provide the records [personally to an employee of the 
DELIVERING DIVISION or through use of a delivery service or secure 
fax to OFFICE OF ORIGIN] within [NUMBER OF] business days of receipt 
of this request. The credit reporting company should neither send 
the records through routine mail delivery nor utilize the name of the 
subject of the request in any telephone calls to the FBI. 

SECĥ ET 
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SECRET 
To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: (S) [CASE FILE NUMBER, 00/00/2006] 
DISCLOSURE PROVISIONS 
[Certification and Activation of the Nondisclosure Requirement: There 
is no longer an automatic prohibition that prevents the recipient of 
a National Security Letter from disclosing that the FBI has requested 
the information. To activate the nondisclosure requirement, the 
senior FBI official approving this EC must use Option 1 below and 
include in the EC (but not in the NSL) a brief statement of facts 
that justify the nondisclosure requirement. Option 2 is to be used 
in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 
(U) In accordance with 18 U.S.C. § 2709(c) I, the senior 

official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 
(U) I, the senior official approving this EC, have 

determined that the facts of this case do not warrant activation of 
the nondisclosure requirements under the applicable National Security 
Letter statute. 

[Include the next 2 paragraphs in all Ecs.] 

(U) Information received herein from a credit reporting 
company may be disseminated in accordance with the Attorney General 
Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection, subject to the following statutory 
limitation. Dissemination of such information is limited to other 
Federal agencies as may be necessary for the approval or conduct of a 
foreign counterintelligence investigation, or, where the information 
concerns a person subject to the Uniform Code of Military Justice, to 
appropriate investigative authorities within the military department 
concerned as may be necessary for the conduct of a joint foreign 
counterintelligence investigation. 

SEchqST 
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SECRET 
To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: (S) [CASE FILE NUMBER, 00/00/2006] 

(U) Any questions regarding the above can be directed to 
[CASE AGENT, telephone number (000) 000-0000.] 

SECRET 
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.ET 
TO: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: OS* [CASE FILE NUMBER, 00/00/2006] 
LEAD(s): 
Set Lead 1: (Action) 

GENERAL COUNSEL 
AT WASHINGTON. DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 
[COPNTERTERRORISM/COUNTERINTELLIGENCE/CYBER] 

AT WASHINGTON• DC 
(U) At [Unit] Read and Clear 

Set Lead 3: (Action) 
[DELIVERING OFFICE - if using personal service] 

[AT CITY. STATE] 
(U) Deliver the attached NSL as indicated above. 

Upon receipt of information from the credit reporting company, 
[DELIVERING DIVISION] is requested to submit results to 
[DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable] . 

5 
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(Rev. 01-31-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE Date: 00/00/2006 
To: General Counsel Attn: Julie Thomas 

Deputy General Counsel, NSLB 
[COUNTERTERRORISM/ 
COUNTERINTELLIGENCE/CYBER] 

Attn: [UNIT] 

[REQUESTING OFFICE] Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 
[Squad] [X] 

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
(if using personal service) [Squad] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE)] 

Synopsis: (U) Approves the issuance of an FCRA Section 
1681u(b) National Security Letter (NSL) for consumer 
identifying information; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the credit 
reporting company. 

[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

Drafted By: [LAST FIRST MIDDLE NAME: INITIALS] 
Case ID #: [CASE FILE NUMBER] (Pending) 
Title: [SUBJECT] 

[A.K.A.] [ALIAS (IF APPLICABLE)] 
[IT/FCI - FOREIGN POWER] 
OO: [OFFICE OF ORIGIN] 

NSL V I O - 1 0 1 9 5 



SECRET 
To: [DELIVERING DIVISION] > From: [DRAFTING DIVISION] 
Re: (S^[CASE FILE NUMBER, 00/00/2006] 

Derived From : G-3 
Declassify On: [10 years from date of EC] 

[FULL/PRELIMINARY] Investigation Instituted: (S) [00/00/2006] 
Reference: [CASE FILE NUMBER Serial XXX] 
Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE 
OF ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an NSL dated 
[00/00/2006], addressed to [COMPANY POC NAME], [TITLE (if 
available)], [COMPANY NAME], [COMPANY ADDRESS - NO P.O. BOX], 
[CITY, STATE - NO ZIP CODE if using personal service], 
requesting consumer identifying information relating to the 
consumer listed. 
Details: (•$) A [FULL/PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/ 
INTERNATIONAL TERRORISM] investigation of subject, a [U.S. 
PERSON/NON-U.S. PERSON], was authorized in accordance with the 
Attorney General Guidelines because [Give a full explanation of the 
justification for opening and maintaining the investigation on the 
subject; barebones facts will not suffice and will cause the request 
to be rejected for legal insufficiency]. This consumer identifying 
information is being requested to [Fully state the relevant of the 
requested records to the investigation] . 

(SO • This electronic communication documents the 
[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
consumer identifying information for [NUMBER OF] individual(s) from 
[credit reporting company #1]; [NUMBER OF] individual(s) from [credit 
reporting company #2], etc. [If there are requests from multiple 
reporting companies for the same person, please state. If request is 
for person(s) other than the subject of the investigation or in 
addition to the subject of the investigation, please state USP status 
of those persons. In other words, do your best to give as much 
information as you can, for congressional reporting purposes.] 

(U) Arrangements should be made with the credit reporting 
company to provide the records [personally to an employee of the 
DELIVERING DIVISION or through use of a delivery service or secure 
fax to OFFICE OF ORIGIN] within [NUMBER OF] business days of receipt 
of this request. The credit reporting company should neither send 
the records through routine mail service nor utilize the name of the 
subject of the request in any telephone calls to the FBI. 

SECRET 
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SECRE^ 
TO: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: (S) [CASE FILE NUMBER, 00/00/2006] 

DISCLOSURE PROVISIONS 
[Certification and Activation of the Nondisclosure Requirement: There 
is no longer an automatic prohibition that prevents the recipient of 
a National Security Letter from disclosing that the FBI has requested 
the information. To activate the nondisclosure requirement, the 
senior FBI official approving this EC must use Option 1 below and 
include in the EC (but not in the NSL) a brief statement of facts 
that justify the nondisclosure requirement. Option 2 is to be used 
in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 
(U) In accordance with 18 U.S.C. § 2709(c) I, the senior 

official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

i&f Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 
(U) I, the senior official approving this EC, have 

determined that the facts of this case do not warrant activation of 
the nondisclosure requirements under the applicable National Security 
Letter statute. 

[Include the next 2 paragraphs in all ECs.] 
(U) Information received herein rom a credit reporting 

company may be disseminated in accordance with the Attorney General 
Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection, subject to the following statutory 
limitation. Dissemination of such information is limited to other 
Federal agencies as may be necessary for the approval or conduct of a 
foreign counterintelligence investigation, or, where the information 
concerns a person subject to the Uniform Code of Military Justice, to 
appropriate investigative authorities within the military department 
concerned as may be necessary for the conduct of a joint foreign 
counterintelligence investigation. 

SEI^RET 
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SECRET 
TO: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: (S) [CASE FILE NUMBER, 00/00/2006] 

(U) Any questions regarding the above can be directed to 
the [CASE AGENT, telephone number (000) 000-0000.] 

SECK! 
4 
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SECRET 
To: [DELIVERING DIVISION] > From: [DRAFTING DIVISION] 
Re: (S^[CASE FILE NUMBER, 00/00/2006] 

LEAD(s): 
Set Lead 1: (Action) 

GENERAL COUNSEL 
AT WASHINGTON. DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 
rCOUNTERTERRORISM/COUNTERINTELLIQENCE/CYBER] 

AT WASHINGTON. DC 
(U) At [Unit] Read and Clear 

Set Lead 3: (Action) 
[DELIVERING OFFICE -if using personal service] 

[AT CITY. STATE] 
(U) Deliver the attached NSL as indicated above. 

Upon receipt of information from the credit reporting company, 
[DELIVERING DIVISION] is requested to submit results to 
[DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable] . 

SECRET 
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(Rev. 01-31-2003) 

SECR^T^ 

FEDERAL BUREAU OF BNVESTIGATION 

Precedence: ROUTINE 
To: General Counsel 

[COUNTERTERRORISM] 

[REQUESTING OFFICE] 

[OFFICE OF ORIGIN] 

[DELIVERING DIVISION] 
(if using personal service) 

Date: 00/00/2006 
Attn: Julie Thomas 

Deputy General Counsel, NSLB 
Attn: [UNIT] 

Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

Attn: SA [CASE AGENT] 
[Squad] [X] 

Attn: SSA [SQUAD SUPERVISOR] 
[Squad] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE)] 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

Drafted By: [LAST FIRST MIDDLE NAME: INITIALS] 
Case ID #: [CASE FILE NUMBER] (Pending) 
Title: (<£) [SUBJECT] 

X [A.K.A.] [ALIAS (IF APPLICABLE)] 
[IT/FCI - FOREIGN POWER] 
OO: [OFFICE OF ORIGIN] 

Synopsis: (U) Approves the issuance of an FCRA Section 1681v 
National Security Letter (NSL) for a full credit report in an 
international terrorism investigation; provides reporting 
data; and, if necessary, transmits the NSL for delivery to the 
credit reporting company. 
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SECRET 
To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: (S) [CASE FILE NUMBER, 00/00/2006] 

Derived From : G-3 
Declassify On: [10 years after the date of EC] 

[FULL/PRELIMINARY] Investigation Instituted: (S) [00/00/2006] 
v. 

Reference: [CASE FILE NUMBER Serial XXX] 
Enclosure(s): (U) Enclosed for [DELIVERING DIVISION or OFFICE 
OF ORIGIN, depending on whether service is personal or through 
restricted delivery system or fax] is an NSL dated 
[00/00/2006], addressed to [COMPANY POC NAME], [TITLE (if 
available)], [COMPANY NAME], [COMPANY ADDRESS - NO P.O. BOX], 
[CITY, STATE NO ZIP CODE if using personal service], 
requesting a full consumer credit report and all information 
in its files relating to the consumer listed. 
Details: Os) A [FULL/PRELIMINARY] international terrorism 
investigation of subject, a [U.S. PERSON/NON-U.S. PERSON], was 
authorized in accordance with the Attorney General Guidelines because 
[Give a full explanation of the justification for opening and 
maintaining the investigation on the subject; barebones facts will 
not suffice and will cause the request to be rejected for legal 
insufficiency]. This full credit report is being requested to [Fully 
state the relevance of the requested records to the investigation]. 

(fc) This electronic communication documents the 
[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For reporting purposes, the enclosed NSL seeks the consumer 
credit report of [NUMBER OF] individual(s) from [credit reporting 
company #1]; [NUMBER OF] individual(s) from [credit reporting company 
#2], etc. [If there are requests from multiple reporting companies 
for the same person, please state. If request is for person(s) other 
than the subject of the investigation or in addition to the subject 
of the investigation, please state USP status. In other words, do 
your best to give as much information as you can, for congressional 
reporting purposes.] 

(U) Arrangements should be made with the credit reporting 
company to provide the records [personally to an employee of the 
DELIVERING DIVISION or through use of a delivery service or secure 
fax to OFFICE OF ORIGIN] within [NUMBER OF] business days of receipt 
of this request. The credit reporting company should neither send 
the records through routine mail delivery nor utilize the name of the 
subject of the request in any telephone calls to the FBI. 

SECRET 
2 
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SECRET 
To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: tS) [CASE FILE NUMBER, 00/00/2006] : 

DISCLOSURE PROVISIONS 

[Certification and Activation of the Nondisclosure Requirement s There 
is no longer an automatic prohibition that prevents the recipient of 
a National Security Letter from disclosing that the FBI has requested 
the information. To activate the nondisclosure requirement, the 
senior FBI official approving this EC must use Option 1 below and 
include in the EC (but not in the NSL) a brief statement of facts 
that justify the nondisclosure requirement. Option 2 is to be used 
in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 
(U) In accordance with 18 U.S.C. § 2709(c) I, the senior 

official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 

Brief statement of the facts justifying my 
certification in this case: 

[Option 2 - Declining to invoke the nondisclosure requirement] 
(U) I, the senior official approving this EC, have 

determined that the facts of this case do not warrant activation of 
the nondisclosure requirements under the applicable National Security 
Letter statute. 

[Include the next 2 paragraphs in all ECs.] 
(U) Information received herein from a credit reporting 

company may be disseminated in accordance with the Attorney General 
Guidelines on National Security Investigations and Foreign 
Intelligence Collection 

(U) Any questions regarding the above can be directed to 
the [CASE AGENT, telephone number (000) 000-0000.] 

SECÏfĉ T 
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SECRET 
To: [DELIVERING DIVISION] > From: [DRAFTING DIVISION] 
Re: (S^[CASE FILE NUMBER, 00/00/2006] 
LEAD(s): 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON. DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2: (Info) 
COUNTERTERRORISM 

AT WASHINGTON. DC 
(U) At [Unit] Read and Clear 

Set Lead 3: (Action) 
[DELIVERING OFFICE- if using personal service] 

[AT CITY. STATE] 
(U) Deliver the attached NSL as indicated above. 

Upon receipt of information from the credit reporting company, 
[DELIVERING DIVISION] is requested to submit results to 
[DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable] . 

SECRET 
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