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To: Inspection : Attn: Inspection Management Unit
Room 7837
General Counsel Attn: National Security Law Unit
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1 Case ID #: (U) 278-HQ-C1229736-VIO  (Pending)
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0TE Title: (U) ssh |
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L7C DIVISION;
- IOB
Synopsis‘ (U) This communication reports a potentlal
Intelligence Oversight Board matter.
R o rived From +—G= R
f SSITY o | D2
(- - Enclosure(s): ~ £8) Original electronic communication from DE
to dated 4/30/2004 with information from , b4
‘attached. : : , D7D
(M - Details: The purpose of this electronic communication is to
report a potential IOB matter involving a National Security 815
Letter requested by SA FBI] as well 570
as to satisfy the requirementcs se orth by the 3/8/2004 -
electronic communication regarding the revised procedures for the
submission of potential intelligence oversight board reports.
isj ...... ,umm;>§(,_1k,1dggt@ficétion of the substantive investiagation .
in which/the questionable “activity occurred: . bl
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(‘Ql 2 I

(Uh- =7 A8\ 3. Identification of the subject’'s status as a.
United States person or non-U.S. person: NONUSPER

f[Iﬁ e Q) 4. Legal authority: Executive Order 12333, dated

- December 74, 1981, and pursuant to Title 18, United States Code,
. Section 2709 (as amended, October 26, 2001). -

lsi 5. Statement of error: On 03/09/2004, a National
Security Letter (NSL) electronic communication rgquest was
submitted by SA | FRT The est
. _was addressed tol e—Ieﬂu
| | The NSL requested the name,

address, length of service, and loca i oll
|:S:| —bilTing recarda-far +he-phone - number

Due to a typographical error, the

Page

(§) - CEIepnone mumber Con The accompanving National Security Letter was

erroneously typed-

}Eﬁ: The 2004, the encloged electronic
(&) - communication £ron] |td with alona with +h
information from| wzs mailed to j-

" regarding telephone rnumber.

m-- ,uwn;pgi On 05/06/2004, the envelope was opened and the
error was discovered.
M) oo e ¥} A cD sent by has been enclosed in a
1A envelope to the file.
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BY COURIER -

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board

New Executive Office Building
Washingtgn, D.C.

Dear General Scowcroft:

Page'

Thig letter forwards for your information a self-

explanatory enclosure entitled Intelligence Ove
(IOB) Matter, bivision, IOB Matter 2004

rsifht

Board
(U)

- The enclosure sets forth details of investigative

activity which the FBI has determined was conducted contrary to

the Attorney General Guidelines for FBI National Security

Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI

foreign counterintelligence and international terrorism

investigations. (U)

Enclosure

1 - AD Szady

1 - DGC_Thomas )

1 - UC ' IFIED
1 - 278-HQ-CIZZ9736-V10- DETACHED

e e e ke e e e e e e e e e o = v e e

FIED ENCL

Case ID : 278-HQ-C1229736-VIO . ~_ " Serial
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Should'you or any member of your staff require
additicnal information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General : :
U.S, Department of Justice
Room 5111

1 - Mr. James A. Baker , ,
Counsel, Office of Intelligence Policy and Review
U.S5. Department of Justlce
Room 6150 s

o)
NN

1E INTELLIGENCE OVERSIGHT BOARD (I0OB) MATTER

| DIVISION
4 T(U.)'

}2{: The |Division of
the Federal Bureau o nvestigacion ("FBI") has reported that it

issued a National Security Letter (NSL) for records for cellular
telephone number The FBI served that NSIL on

(&) - |~ |and received the results of the NSL, including the name,
address, length of service, and local and long distance toll
billing records associated with the cellular telephone service.
Due to a typographlcal error, the NSL was issued for the cellular

o

o8
o/

k3

2

OO O

—
oA
-

—

I 3Oy 3 DN

2

mtoTT .- R SESRE Lo _ ,-__ . | -

PSRN NSLVIO-4678 - - -



S SE}RET

---- Working Copy ---- " Page

telephone records of a telephone that is neither relevant to an

authorized investigation to protect against international

terrorism or clandestine intelligence activities, nor that is
(UJ related to the subject of a national security investigation.

Issuance of this NSL was not authorized by law,

since 18 'U.S.C. 2709 only authorizes the FBI to seek relevant
records from a wire or electronic communication service provider
when those records "are relevant to an authorized investigation
to protect against international terrorism or clandestine

intelligence activities." 1In addition issuance of this NSL was

not authorized by the Attorney General’'s Guidelines since Section

V.12 of the Attorney General’s Guidelines authorizes use of NSLs b2
only in conformity with 18 U.S.C. 2709, and when the telephone bIE

_LELQJ.d.E_E.!.Lﬁ.QI.Ight | | bl

(U) This matter has been reported to the FBI’s
Inspection Divigion for appropriate action.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/21/2005

To: Attn: ASAC |
N I I
b2 SSA L |
bL7E L SA [
b6 Counterintelligence Attn: CD-1
pic , : . ot s
. Inspection Attn: Inspection Division
From: General Counsel
National Securi
Contact: UC
Approved By: Thomas Julie F
Drafted By: .
e - B RNy 577
Péﬁ Case ID #: VIO‘é7 Pending)
bi7C {Pending) :
- bl ’ ,
(Uj ne -Title: :}é{ SS2 |
. SA |
0 7 ]

Division

JOR 2004~

Synopsiéi;>}§it It is the opinion of the Office of General

Counsel (OGC) ‘that the above referenced matter must be reported
to the IOB and to the FBI's Ingpection Division. OGC will
prepare and deliver the required correspondence to the IOB. Our
analysis follows.

. Deri ‘. i
m C o perEEmmaey

Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.
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To: From: General Counsel
Reim)>§<\ 7T8-HQ-Cl229736-VIO, 02/21/2005

‘Wﬁétéilét“"33ﬁ<;By'el ctronic communicationrLECL-da:ad—Mu-421 2004
(cited below),? the | Division

reported a potential IOB involving a National Security Letter
(NSL) requested byl which, through typographical
error, sought information about a cellular telephone number
belonging to a person who was not the subject of an FBI national
security investigation. .

N I I

bl
b

p7C
B2 I

[ THat NST requested the

o

name, address, length of service, and local and long distance

toll billing records. Du gphical error, the NSL,
which was prepared at thei Division and signed by
the Special Agent in Charge, sought records for cellular ‘
telephone. numbe By EC dated March 9, 2004,[:::]

(3]

18

~
i

oy
2 =1

Y o O
1o -l

¢

Jrequeste a ) Division serve the above-

mentioned NSL on That EC listed the subject's

‘cellular telephoj.c TS T \.u.l..x.cx.tly, but the attached NSL

contained the incorrectly typed cellular telephone number.®
Division served the NSL on| on April 5, 2004,
received the results of the NSL request on April 22, 2004, and:
. .. |attached -to-EC|

' (U) See EC from the Division to the Inspection Division

.and General Counsel, dated May 12, 2004, Case ID# 278-HQ-C12238736-VIO Serial
464, titled "ssal i' ivision;

IOB" hereinafter cited as

2 (u) see EC.

3 (U) See EC. It is unclear from the information
submitted whethe phical error was contained in the case agent's
request for the NSL, or if it was first made in the preparation of the NSL

itself. Since it was the case agent's duty to review the NSL for accuracy
prior to his sending the NSL to the Division for service, this fact is

of no consequence to this opinion.-

4 (5) seel [ec titlea

S 1d.
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To: From: General Counsel

”mhReqﬂt3§<: 278-HQ-C1229736-VIO, 02/21/2005

(51|

The results of the NSL include the name,

address, length of service, and local and long distance toll b1

" billing records asscociated with cellular telephone service of a b

person who is not the subject of an FBI national securitf

investigation. Upon receipt of the results of the NSL, b7E

discovered the error.’

iy

(53““,_“"WM_MWH

As required by Executive Order (E.O.)} 12863 and
Section 2-56 of the National Foreign Intelligence Program Manual
(NFIPM), OGC was tasked to determine whether the errors described
here are matters which must be reported to the IOB. They must.

(U) Section 2.4 of E.Q. 12863, dated 09/13/1993,
mandates that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division, and the General Counsel, 0GC,
respectively) report to the IOB all information “concerning
intelligence activities that they have reason to believe may
be unlawful or contrary to Executive order or Presidential
diréective.” This has been interpreted to include violations of
he Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection ("Attorney
General's Guidelines"), the implementation of which is mandated
by Executive Order 12333. .
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{M'p2  To: From: General Counsel
b7E ”Re:m>j§<; 278-HQ-C1229736-VIO, 02/21/2005

’ (U) Consequently, in accordance with E.O. 12863 and
Section 2-56 of the NFIPM, the error must be reported to the IOB,
which this Office will do. '

—NSL VIO-4683




(- To: From: General Counsel
”‘”“Re:~;}§(\ 278-0Q-C1229736-VIO, 02/21/2005
b2 LEAD (s) :

Set Lead 1: (Info)

AT

(U} Read and clear.
Set Lead 2: (Discretibnary)
-INSPECTION
AT WASHINGTON, DC
(U) For review and action deemed appropriate.
Set Lead 3: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC.

(U) Read and clear.

+*
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To:
ho Counterintelligence
b7E Inspection
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h7C From: General Counsel
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Date: 02/21/2005

Attn: ASAC -
Squas o

$SA r_J
sa|

Attn: CD-1

Attn: Inspection Division

National Secyritv Law Branch/CILU/ HO xoom 7975

Contact: UC

Approved By: _Thomas Julie F

Drafted By: _
(Ul case 1D #: 278-HQ-C1229736-VIO  (Pending)
ol (s) (Pending)
nZ
v'_%“tle Y:QQ{ ssal
o | SA
gy 06 : | I Division i
(Wave 10B 2004' | b2
o . Synopsis: It is the opinion of the Office of General

Counsel (0OGC) that the above referenced matter must be reported
to the ICE and to the FBI's Inspection Division. OGC will
prepare and deliver the required correspondence to the IOB. Our

analysis follows.

' vDJ_
tUj"mmAwwAwnﬂw :S%i Dzzlas

Administrative: (U} This

om : =
n: [21/2030

communication contains one or more

footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.

(- ”Deﬁéiis?“:zﬁgi By electronic communication (ﬁ;L4@i§§d_M1_12*_2T04
i i1 | | Division

{cited below),il” the

reported a potential IOB involving a National Security Letter

b2 (NSL) requested by|

| which, through typographical

b7E error, sought information about a cellular telephone number
belonging to a person who was not the subject of an FBI national

security investigation.
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bl (8)
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| As part of that investigation, on March 9, 2004,

(gjwﬂﬁ_wnvwﬁ.ﬂ

case agent Sj reguested an NSL for the subject’s
cellular telephone,| | That NSL requested the
name, address, length of service, and local and long distance
toll billing records. Due to a typographical error, the NSL,
which was prepared at the iDlVlSlon and signed by
the Special Age records for cellular

I By EC dated March 9, 2004,[::::]
reques! Division serve the above-

mentioned NSL on That EC listed the subject’s:
cellular telephone number correctly, but the attached NSL
ined the incorrectly typed cellular telephone number.is”

Division served the NSL on on April 5, 2004,
.received the results of - on April 22, 2004, and
forwarded the results to attached to

| The resuits of the NSL include the name,

C
(8

(T

(3

investigation. Upon receipt of the results of the NSL
[:::::::ji] discovered the error.i7”

address, length of service, and local and long distance toll
billing records associated with cellular telephone service of a
person who is not the subject of an FBI national securitf

As required by Executive Order (E.O.) 12863 and
Section 2-56 of the National Foreign Intelligence Program Manual
(NFIPM), OGC was tasked to determine whether the errors described
here are matters which must be reported to the IOB. They must.

(U) Section 2.4 of E.O. 12863, dated 09/13/1993,

‘mandates that Inspectors General and General Counsel of the

Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division, and the General Counsel, 0GC,
respectively) report to the IOB all information concerning
intelligence activities that they have reason to believe may

be unlawful or contrary to Executive order or Presidential
directive. This has been interpreted to include violations of
he Attorney General'’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection ("Attorney
General’s Guidelines"), the implementation of which is mandated
by Executive Order 12333.

(3| I

18 U.S.C. 2709

authorizes the FBI to seek relevant records from a wire or
electronic communication service provider when those records "are
relevant to an authorized investigation to protect against
international terrorism or clandestine intelligence activities."
Here, dissuance of an NSI, which requested records for telephone
numbey was neither authorized by law, nor was it
authorIZEU—DY—tnE—Rttcrney General's Guidelines, since that
telephone number is not relevant to.a counterlntelllgence
1nvestlgatlon o
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(U) Consequently, in accordance with E.Q. 12863 and
Section 2-56 of the NFIPM, the error must be reported to the IOB,
which this Office will do.

* * FOOTNOTES * *

i1": - (U) See EC from the Division to the
Inspection Division
and General Counsel, dated May 12, 2004, Case ID# 278-HQ-C1229736-VIO
Serial , '
464, titled "SSA |SA

[pivision;

TOB" hereinatter cited asl FC.“

S i27: (U) Se4 |EC.

i37: - (U) See EC. It is unclear from the
information ‘

submitted whether this typographical error was contained
in the case agent’s

request for the NSL, or if it was first made in the preparatlon of the NSL
itself. Since it was the case ageng‘s duty to review the NSL for accuracy

prior to his sending the NSL to the Division for
service, this fact is ’ '
of no consequence to this opinion.

id4”: (S) seel |ECc titled

Ny

02

DIE

bl
jo13)

niIcC

oo
RGN

i

i77: (U} See EC.

LEAD(s) :

Set Lead 1: (Info)

AT

(U) Read and clear.
Set Lead 2: (Discretionary)
INSPECTION

AT WASHINGTON, DC

__ o SBCR o o
O --;K NSL VIO 4687
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(U) For review and action deemed appropriate.

Set Lead 3: {(Info)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

.(U) Read and clear.

- .SEC
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ' ~ Date: 06/22/2005

To: General Counsel Attn:. NSLB

From: Inspection ' '
Internal Investjgations Sectin IPU, Room 11102
Contact: CRS

b6
Approved By b7C
‘ b2
Drafted By: m
D
Case ID #: (3% 278FHQ-C1229736-VIO  (Pending)

.Titleé~mz><i INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 642 _

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

.%,M,MW,m_mixﬁii. Deri T G-3
' De ify On:

: bl
Reference: (8) : : ;7
: ST ZTB-HU-ClZ29736-VJ.0 Serial 464 ‘ , S

OGC # 2004 . | | b7E

Details: (U) The Internal Investigations Section (IIS) received

an EC from[ Division, dated 5/12/2004, reporting a
possible IOB error. Based upon a review of the reférenced EC it 52
is the IIS’s opinion the incident described therein is indicative <
of a performance issue. Therefore, no internal investigation b7k
will be conducted by the IIS and this matter is being relegated

to the NSLB for whatever action they deem appropriate.

*"

e NSL VIO-4689
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Precedence: PRIORITY : g . Date: 09/15/2004
To: General Counsel ‘ 'Attn: National Security Law Branch
’ Room 7575

From: Counterintelligence : )
: CD-1 Section, CD-1D Unit, Room 4230
Contact: OS

- Approved By:
he  RPP y
b7C
b2
Drafted By:
Case ID #: (U) _278-HO-C1229736 VIO  (Pending)
(8) -~ e Eg{._ - {Pending)
Title: (U) PRESIDENT'S INTELLIGENCE OVERSIGHT
b_ BOARD (IOB) ;
'POTENTIAL IOB ERROR OR VIOLATION
L7E
s
h7a )

b2 Synopsis: (U) Report from FBI, of a potential I0B
]q73 riclation. '
I

””fftS{:: | Deriv : ‘-3
bl

De g1ty On: -1
£ bz
,Relerenobﬁp S
(U Enclosurd A clogsed for OGC/NSLB is one (1) copy of the
above- referenced serial; one (1) original magneto
optical disk (MO with one (1) original and one (1) copy of

o an accompanying letter to OIPR dated 9/10/2004.

B7E petails:™ Attached | EC reports a potential IOB matter y
to OGC/NSLB, as instructed pexr EC dated 03/08/2004 see 66F-HQ- ‘
- Al247863 Serlal 149.

|: ! 'l ........... 1....8ubst ant ive Invest igat ion:

Case ID :_278-HQ-C1229736-VTQ v Serial - 579

15 —
HEH0-U-2% 2 st vioaso
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5. Statement of ‘Exrror Committed:

Lo I

(8)

(g}

L
| | New York ceased monitoring
the cellular number. ‘

'““'";)XQ: Attached letter to OIPR describes in detail the
facts and”thes actions taken by the Office in resolving
this matter.

”:}ﬁi:?The point of contact concerning this matter is
0s | | CD-1D Unit, telephone (202)

- LEAD(s):
Set Lead 1: (Diséretionary)
GENERAL COUNSEL
AT WASHINGTON, DC

: (U) For information of OGC/NSLB and for any further
action deemed approprlate by OGC/NSLEB.

| éEC
NSL VIO-4691

bl
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DA

[y

b6

e
o

L7E

P

s

b7E

o6
b7C



b7E
b6

e
(RN

bl
2
B7E

o)

-

To: Director’s Office Attn: OPR
Counterintelligence Attn: CD-1D
Attn: SAC
From: General Counsel
NSLB/CILU/Rm 79785
Contact:
Approved By:
Thomas Julie
Drafted By:
Case“ID“#E”;Eg\'77R-Ho-b177q716-v70 (Pending)
(S) (Pending)
STitler INTELLIGENCE OVERSIGHT BOARD-MATTER;
IOB 2004 o

-
m -

Precedence: ROUTINE-

s&r{g |
---- Working opy ----

Page

Date: 10/19/2004

II}FOP}T?IQH .

Synopsisij:?gii The Office of the General Counsel (OGC)Yéonsiders
that this matter must be reported to the Intelligence Oversight
Board (IOB) and to the Office of Professional Responsibility

(OPR) . A summary of the facts and OGC’s analysis follow.

Dexi From-— -1
D i1ty T

“ﬁéfeféﬂCET~:}SE 278-HQ-C1229736-VIO Serial 579

Détails: (S)l

verified by the|

| The 31bscriber information was

() |

NTAIHEL

1
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(&

|wag discontinued]

I_I

linfarmed the | that

| was no longer assigned to| |
having been "recycled" and given to another

customer.

s | |

| — | I
The original disk was sent b whi wax
1t to OTPR for annronriatre disnosition

()

) :%gi The foregoing information was obtained from an EC

drafted by 0S| on 9/15/2004 (see 278-HQ-
C1229736-VI0O, serial 579) and a letter from SSA
to QIPR Counsel James Baker dated 9/10 .

(7}

(U) Title 18, United States Code, Section 2511,
prohibits the interception of wire communicaticns except as
authorized in chapter 119 of Title 18. Section 2511(e) provides
an exception "for ‘an officer, employee, or agent of the United
States in the normal course of his official duty to conduct
electronic surveillance, as defined in section 101 of the Foreign
Intelligence Surveillance Act of 1978 iFISA", as authorized by
that Act." 1In this case, a valid order existed but it was
predicated on information concerning the identity of the
subscriber that was no longer accurate-at the time of the
surveillance. Thus, the interception.of communications that
cccurred after the number was recycled was contrary to 18 USC
2511.

(U) Section 2.4 of Executive Order 12863 (September
3, 1993, 58 F.R. 48441) requires Inspectors General :
and General Counsel of .

the Intelligence Community, including the FBI, to

report to the IOB concerning intelligence activities that they.

have reason to believe may be unlawful or contrary to Executive

order or Presidential directive. This language has been
interpreted to mandate the reporting of any violation of law or.
pertinent Attorney General guidelines that are specifically
intended to ensure the protectlon of the 1nd1v1dual rights of

U.8. persons. :

;“f.m"wm.ézkéi: In this. case, the authority to monitor the line
was based on Information concerning the identity of the

subscriber that changed after the information was submitted to
the Foreign Intelligence Surveillance Court. Consequently, OGC
will prepare a cover letter and memorandum to report thls matter

SE‘G-R\T

NSL VIO-4693
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to the IOB. That correspondence will also inform the IOB that
the case will be referred to FBI’s Office of Professional
Responsibility.
LEAD(s) :
Set Lead 1: (Action)
DIRECTOR'S OFFICE
AT OPR FO, DC
.{(U) For appfopriate action.
Set Lead 2: (Action) ‘
COUNTERINTELLIGENCE
AT WASHINGTON, DC
(U) Please read and cleér.

Set Lead 3: {Action)

AT

(U) For appropriate action.

SECRET
* NSL VIO-4694

Page

3
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SECRET

BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman

Intelligence Oversight Board '’

Room 5020 , :

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self-explanatory
enclosure entitled, "Intelligence Oversight Board (IOB)} Matter,
IOB 2004-~-83." (U). ’ ’

The enclosure sets forth details of investigative activity
which the FBI has determined may have been contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U) '

1 - Ms. Thomas 1 - IOB Library : C :
1 S 1 - 278-HQ-C1229736-VIO . , ; B b6
1 | - | S b7C

~Derived
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General Brent Scowcroft (USAF Retired)

Should.you or any member of your staff require additional
information concerning this matter, an oral brleflng will be
- arranged for you at your convenience.

Slncerely,

Julie Thomas
Deputy General Counsel

Enclosure

1 - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justlce
Room 5111

1 - Mr. James Baker
“Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

‘Room 6150
IFIED W
DETACHE
IFIED ENCL
from:
Decl i + 25-1
CHET
SECRE

INTELLIGENCE OVERSIGHT BOARD . (IOB) MATTER

I0B 2oo4|:| (U)

NSL VIO-4696
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(8)

| Informaﬁign_cgngerning
the subscriber for this line was verified by the office

of the FBI

N i

“

[The FBI discontinued >1
coverage| | |the ' b7A
cellular service provider informed the] Joffice of the FBI b2
that telephone numbe] was no longer assigned to the b7E
target. It had been given To another customer after being ;
"recycled." ' ' be

B7C
(s) |

forwarded to the

Department of Justice’'s Office of Intelligence Policy and Review
for appropriate disposition. | |

{U) Title 18, United States Code, Section 2511, prohibits the
interception of wire communications except as authorized
- in chapter 119 of
‘Title 18. However, Section 2511(e) permlts "an
officer, employee, or agent of the United States in the normal
course of his official duty to conduct electronic survelllance,
as defined in section 101 of the Foreign Intelligence
Surveillance Act of 1978 IFISA”, as authorized by that Act." In
this case, a valid order existed but it was predicated on
information concerning the identity of the subscriber that was no
longer accurate at the time of the surveillance. Thus, the -
‘interception of communications that occurred after the number was
recycled was contrary to 18 USC 2511. The matter is therefore reportable to
“the Intelligence Overszght Board under the terms of Executive Order 12863
In addition, it . :
has :

been referred to the FBI's Offlce of Profe331onal Responsibility for any

actlon that 1s . :

. o ‘ : ’ ' SEéRET
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deemed appropriate.
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(Rev. 0131-2003)

éEQEET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE , . Date: 06/24/2005

To: General Counsel attn: NSLB

From: Inspection WEERE 23
Internal Investigations Section, IPU, Room 1
Contact: CKS .

Approved By:

Drafted‘By:

Case ID #: >Q 278-HQ-C1229736-VIO _ (Pending)

INSD/IIS TRACKING# 651 |
occ/toBg 2004 ] o

Synopsis:  (U) To report a potential Intelligence Oversight Board
(ICB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

:)é{ Derive —G-3 :
De ify On: b

| B2
278~HQ-C1229736-VIO. Serial 579 DIE

‘ . : b7A

Details: U) The Internal Investigations Section (IIS) received’

an EC from| |office dated 9/15/2004, reporting a possible

ICB error. Based upon a review of the referenced EC, it is the )
IiS's oplnlon the incident described therein is indicative of a =~ DZ
performance issue. Therefore, no internal investigation will be bTE
conducted by the IIS and this matter is being relegated to the

NSLB for whatever action they deem approprlate

Title: >< INTELLIGENCE OVERSIGHT BOARD MATTER

Reference: (5)

*»°
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= U.S. Department  astice

Office of the Inspector General

DATE:

TO:

Washington, D.C. 20530

July 20, 2005

Charlene B. Thornten
Assistant Director

Inspection Division

Federal Bureau of Investigation

Clmn. G !

‘ FROM: Glenn G. Powell

~1 Do

Special Agent in Charge
. Investigations Division

SUBJECT: OIG Complaint No. 2005005804 -

Attachment

Subject: Unidentified
Division
0. 278-HQ-C1229736-VIO

We consider this a management matter. The information is being provided te you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG. ' ’ '

This matter is referred to your agehcy for investigation. Please provide the OIG -
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

- IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the

-Assistant Inspector General for Invesugauons.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a

" right to have access to an OIG Repart/Referral or to the identities of complainants or witnesses, and that, in all

' Act and the Whrstleblower Protection Act.

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General

O 00
[ ~d o
(@]
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"OIG - INVESTIGATIONS DIVISION 412-2005-005804-M

Received By: Date Received: 04/18/2005 How Received: A

SUBJECT OF A COMPLAINT: . . Unidentified FBI Agents SSNO:

Title: SA Pay Plan: » D.O.B.:
Component: FBI - . EOD Date: i Alien No.:
Misc: : F.B.I.No.:
Home : : B.C.P.No.:
Phone: ZIP: " D/L No.:
Work:
Phone: ) o ZIP: o

. b2
COMPLAINANT: Dicarlo, Frank J. SSNO: - bTE
Title: SA Pay Plan: , - D.O.B.: né
Component: FBI v : EOD Date: Alien No.: .
Misc: . ' _ : F.B.1.No.: b7C
Home : . B.O.P.No.:
Phone: ‘ . ZIp: " D/L No.:
Work: ' a
Phone: ' ZIP: -
Confidential: Revealed: Authority: none

ALLEGATIONS: 412 Job Performance Failure
Occurrence Date: 06/10/2004‘ - TIME =
CITY: State: Zip:

Details:

The FBI provided information reporting a potential IOB matter.

DISPOSITION DATA: bate: 07/19/2005 Disposition: M Approval :POWELL, GLENN G G~
Referred to Agency: c ~ Component: FBI
Civil Rights: N : ‘ - Sensitive: N
Component Number: . ‘ Consolidated Case Number:
Remarks:

7/20/06 - Predicating material contains information which has been classified as
"classified and was returned to FBI Inspection Division. Management referral to AD
Thornton, FBI Inspection Division. (yht) '

Page 1 of 1 NSL VI(B}A{ZIQ%d 07/19/2005 ©12:34:57
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T SECRET/ORCON/AIQEQRN

FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE v Date: 03/02/2005
To: Counterintelligence » Attn: CD- |
58Aa
oGC Attn: NSLB,
Vf&éD Attn: IIS‘A

From:

Contact:

Approved ﬁy:

Drafted By:

Case ID #: (8) (Pending)
27/8-HQ-CL229736-VIO

Title: (8)

(Case Agent]| |
{Acting Supervisor

ynop51s'::}sii To provide Counterlntelllgence, CD-33, w1th the

ok bndndsbe e

intelligencé Policy and Review (OIPR), if approprlate and to
advise NSLB of same as po:entlal I0B Violation.

§ify Of:

"Enclosure(s) - EEQQOC/NF LHM with enclosures for dissemination

to OIPR.

Details: (S) |

~ SE N/NOFORN

SR OIG/DOJR
S oo . o be - FBINVEST:

v ,Aféf

lHNVEST“_‘_____
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¢ TSECRET/URCONANGEQRN

A=

AN
To: Coupterintelligence From: 2
Re: (S) 03/02/2005 o
b7E
(3)-
o | Electronic Bl
surveillance of this cellular telephone number was discontinued ST
[ [oecause subsequent : oS
investigation revealed.that this number was not being utilized by De
captioned‘target' /:?Sii o7k
, (S) The pertinent details of the authorization and
subsequent investigation are set forth in the enclosed letter.
[ igc 2locm nyngidine nTpp | 1
ol
BTA
n2
07E
(s) |
(ij#w T “";>§i Based on the circumstances described in the AN
attached etter,[:] does not believe this is a potential IOB ,f;E
: . O

violation.

[3 ON/NOFORN

2
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SECRET

. Dl
To: Counterintelligence From: ' ' 02
Re: (8) D3/02/2005 n7E
| o7R

LEAD(s) :
Set Lead 1: (Action)
- COUNTERINTELLIGENCE

AT WASHINGTON, DC

'~:}@§ Disseminate attached LHM with enclosures
to OIPR. ’

Set Lead 2: (Info)
GENERAL COUNSEL

AT WASHINGTON, DC

(U)“mmw,.”Mwummmmwwm”;>gi\ Read and clear. !

*

SECK. |
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5 7 NOFORN

U.S. Department of Justice

Federal Bureau of Investigation

in Reply. Please Refer to ‘ I 7
File Na. , , o7E
March 2, 2005
BY FEDERAL EXPRESS
b;
James A. Baker DHHAESE 4R
Counsel for Intelligence Policy 5 ' '
Office of Intelligence Policy and Review DE
U.S. Department of Justice, Room 6150
950 Pennsylvania Ave. N.W.
Washington, D.C. 20530
b1 o
s RE:
})? 3)
L7E
Dear Mr. Baker:
o : Enclosed for notification to the Unlted States Forelgn
Intelllgence Surveillance Court (FISC) and/or sequestration with
I +ha T TOM Aif mrrrornyiata |
| hertaining to the above-
reierenced electronic surveillance. (8)
bl
DTA
bz
b7E Electronic syrueillance ~Ff thic callnlar telephone number was
discontinued | because
subsequent investigation revealed that this number was not being
utilized by captioned target (S)
The authorization was based, in part, onAthe
following: results of a National Security Letter (NSL) to b
b7D

- SECRE NOFORN
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18

181

15

S/ 79IC7 TNE]
bl
77OC7 I NET bT7A
X o138
J b7
h2
R7E
o7
: I | |advised, at the request of b7D
“the FBT, was not the current subscriber. The FBI
‘terminated electronic surveillance coverage | | .
&/ /0C//NF}

-

we are advising you of the

' v - : v_b » -v ‘ 2 IR . . -
o e e NSL“VIQ"AJO& [ AU S



(51

bl
bR
bo
L7E
Lo
b7C
. If you have any questions regarding this matter
please contact Acting Supervisory Special Agent | |
| |at Thank you for your assistance.
Sincerely yours,
' bz

bT7E

SECRET//ORC ‘ :

o __m_ v‘d L e ‘_'..A_A___vNSle_IQ_47e7 e e _, ____,H



VARUIIVY & VLUBLIVIL IWALIPL
. When filling out th'  m, please press firmly
. with ballpoint pen. .
. " ACCOUNTABILITY :
- FROM: (Name) (Organization andAddress J)OJ] 0 j /"@
T0: {Narme) éﬂﬁ!‘]ﬂﬂ& & TApN 75/} _ (Organization and Address) F 5’ /Qb@a%m ul
SIGNATURE: (of Recipient) & DATE: '
Ifsent outside DOJ, Return tis Copy t0:
‘ DOCUMENT IDENTITY

SUBJECT & DESCRIPTION: 0/(’ Coms Jant 4 200505304 °M

ﬂ'é{eﬂ"" 4((’ Fé’ D Ujlm , Jol¢

: | . . Lic
Date of Document; 7/‘2 g / 04 No. of pages: X . ‘ b’:
Copy of . ) Copies. ' Oib
Classification of Document (Check Appropriate Box{es) Below):
DTS @é [:]CONF DSCI []Q DOTHER
INTERNAL DOJ ROUTING
ORGANZATION & DATERED. | .
3
4
5, \
INSTRUCTIONS ON BACK OF LAST PAGE ' FORMDOJ-34

JUN.8I

ALL FEI IEFCRMATION COETAINED
HERETE I35 UHCLASSIFIED
[ATE G7-05-2007 BY 62173 /200 KaR/RY

NSL VIO-4708



(Rev. 08-28-2000)
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£073

FEDERAL BUREAU OF INVESTIGATION

Precedence: DEADLINE 07/15/2004

To: General Counsel - - Attn:
Counterintelligence Attn:
Attn:
pn
L Fr

Date: 07/06/2004

National Security Law Branch

CD-2C,

Room 4066

SSA

A/C
" SA

hie

OO o
15y~ LD

O

~ Contact: GA

Approved By:

Drafted By:

526

Case rb"#rf:kfﬁ\ 278-HQ-C1229736-VIO 7 (Pending)
bl ’ (8) (Pending)
b2

o Pitle: -
e < |
LIC ] [DIVISION
B I0B
tUﬁu_mmwn

(IOB) matter

l:U:I >@) Derive . G-3

De sify On:

DM R

S&hbp@is:m;)Si To repoft a possible Intelligence Oversight Board

Es)‘bg W:yQ{

Reference:w:ﬁii (a) 66F-HQ-A1247863 Serial 149

iU)“”“_WJMH o
-

éhcgfr
Qwo©£m

ooy
Inod

b2

4

\\!

Nw‘\“\
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To: From:

A Re: 278-HQ-C122%736-VIO, 07/06/2004
D2

b7E

bl (8] L R

(1) - ”DetaiISf““;>}Sz; In accordance with the instructions outlined in
: reference (a), information on the following possible IOB matter
is forwarded to FBIHQ.

CASE BACKGROUND (U)

(S) The substantive case file number in which the

. possible TIOB violation occurred is The case

;bl title is:

b2

bTE uy

L

b7C

b7A %

LS)

t]::_/\: - I
b7E . {S)
b
b7C

(] | , j}ﬁ: On 07/02/2004, writer was informed by
b Intelligence Opérations Specialist (IOS) that
‘) .

2

e NsLvIOWTID —



CRET o
: _ ;kksf : b2
To: From: - b7E

Re: 278-HQ-C1229736-VIO, 07/06/2004

OTHER not FOIA Exer

the

See

reference (b). Further investigation determined that these
oy

1
L F se The
number that should have been requested was

o e 07/06/2004, writer consulted with| | b
| | Ichief Division Counsel [ JCDC). Writer was LTE

informed by the| [CDC that the material received constituted an
IOB violation and should be reported. Under separate Electronic
Communication (EC), writer forwarded said material to CD-2C for

sequestration with the FISC.

~- o - NSt VIO4711



SE5§§?
To: From:

b2 ' Re: 278-HQ-C1229736-VIO, 07/06/2004
b5

LEAD (s):
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGION, DC

. Division 9, General Counsel, National Security

i.aw Branch, is requested toc take whatever action is necessary to
record the incident with Intelligence Oversight Board.
Set Lead 2: (Info)
COUNTERINTELLIGENCE
| AT WASHINGTON, DC
(U) For CD-2C, read and clear.

Set Lead 3: {(Info)

AT

(U) For Chief Division Counsel, read

and clear.

+*

SECR;;>\\‘ -
s

..o —NSLVIO-4712



(Rev. 01-31-2003) .
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/03/2005.
To: Director's Office ' Attn: OPR
Counterintelligence Attn: AD i
Attn: SAC/CI 7
CcDC
L2 From: General Counsel bE
DE Counterintelligence Law Unit/Room 7947 ©°
6 Contact: bicC
plIC Approved By: _Thomas Julie F ‘ / h
Drafted By: 3' M\, | \’ .
e :
bl Case ID #: (U) 278-H0-C12297’6—VIO"(Pending) G’
) 02 ' (s) (Pending) Q )f)/\X
DTE pitie: * XS) INTELLIGENCE OVERSIGHT BOARD MATTER
I0B 2004 A
l: Synopsis: ;Oi The Office of the General Counsel {(0OGC) considers
that this matter must be reported to the Intelligence Oversight
Board (IOB) and to the Office of Professional Responsibility
(OPR) . A summary of the facts and an analysis of the situation
follows. . ,
Details: >é |
I:S:l I slala ARSI 30 AS D3 ® DAL |
. INZIS AR Lo P i WaTa = |
B2 On 04/28/04 | _ |
BIE provided The requesled ZeCords To e BI e telephone number
i e tobel | However, due to.a
1o .:-‘Qm i~ - T =0 9 W N L T 80 8 4 e e e e e
fjéD,.' : ¥ = number belonging to
D ') -

M e NSL VIO-4713



SECRET

To: Director's Office From: General Counsel : -
Re: (U) 278-HQ-C1229736-VIO, 05/03/2005 OTHER not

iUJWN.WW,M~WM“mm ,>><1

| 7N [t no

time was any further investigative action'Lakﬁn_with_rﬁsnest_ng___1 ]
informatio jved pertaining to the| b1

No written summaries of communications were

(_v
o
<
I~
7
(D
b
®

iy - R The foregoing information was obtained from ECs b6
drafted by SA on 7/06/04 (see 278-HQ-C1229736, S Te
serial 535).

(U) Pursuant to the Electronic Communications Privacy
Act (ECPA), 18 U.S.C. §§ 2709, the FBI can issue National
Security Letters (NSLs) for: (1) telephone subscriber
information (limited to name, address, and length of service);
(2) telephone local and long distance toll billing records; and
(3) electronic communication transactional records.

(8) Under the authority of Executive Order 12333,
dated December 4, 1981, and pursuant to Title 18, United States
Code (U.S.C.), Section 2709 the FBI intended to request the
telephone and long distance toll billing records of a non-USPER, ol
the subject | | When the NSL was b2
drafted, however, a typographical exrror resulted in the b7E
requesting of information derived from a number belonging to the

(U) Section 2.4 of Executive Order 12863 (September
13, 1993, 58 F.R. 48441) requires Inspectors General and General
Counsel of the Intelligence Community, including the FBI, to
report to the IOB concerning intelligence activities that they
-have reason to believe may be unlawful or contrary to Executive
order or Presidential directive. This language has been
interpreted to mandate the reporting of any violation of law or
pertinent Attorney General guidelines that are specifically
intended to ensure the protection of the individual rights of
U.S. persons.

—] | Consequently, OGC will prepar
memorandum to report this matter to the IOB. That correspondence

SECRET ' , N
- . OTHER not FOIA exempti1

2

-

- o nelvioens
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SECRET
To: Director's Office From: General Counsel
Re: (U) 278-HQ-C1229736-VI0, 05/03/2005

will also inform the IOB that this matter will be referred to
FBI's QOffice of Professional Responsibility.

LEAD(s) :
Set Lead 1: {Action)
INSPECTION

AT WASHINGTON, DC

(U) For acfioﬁ deemed appropriate.
Set Lead 2: (Info)
'~ COUNTERINTELLIGENCE
AT WASHINGTON, DC
(m Please read and clear.

Set Lead 3: (Actionm)

B7E

AT

(U} For action deemed éppropriate.

cC: Ms. Thomas

'IOB Library

144

SE}RQT '

S RsUviodrss <
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May 3, 2005

Mr. James Langdon
Intelligence Oversight Board
New Executive Office Building
Washington, D.C. :

Dear Mr. Langdon:
This letter forwards for your information a self-explanatory

enclosure entitled "Intelligence Oversight Board (IOB), Matter b
2004 ] W) -

3]

The enclosure sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General’s Guidelines for FBI National Security

Investigations and Foreign Intelligence Collection and/or laws,

Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism’

investigations. (U)
Enclosure
”l ~ Ms. Thomas
1 4 .
1 -
1 —Z2T8=HO-CIZZI736-VIO —33,




St

Should you or any member of your staff require additional
information concerning this matter, an oral brleflng will be
arranged for you at your convenience. (U)

Very truly yours,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

2 - Mr. James A. Baker
Counsel, Office of Intelligence Pollcy and Review
U.S. Department of Justice
Room 6150

Derived from:G-3
sify

BRSO o e "-—NSL—V'IG—*%?]:?— —



SEéR@T

" ) _\f-)
INTELLIGENC b (I0B) MATTER 2004 | b2
DIVISION | p7E
FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ) (U)

;}3(? Investigatior of this IOB matter has revealed that
ﬂSF pursuant (o] Natlonal Securlty Letter e e

181 ~re a number belonqlnq tol |
on 07/02/04 FBII — |rea11zed that the results of the
(g information PrT2ldﬁd_iB_IQﬁDQBEQ_LQ_Lhﬁ_NEL_lnﬂlndﬁd_LIe phone billing
" records of the Upon discovery
bl of the error, on 07/06/04 the inadvertently obtained material was
TN segregated and forwarded to FBIHQ for sequestration. At no time was any

Do

W78 further investigative acti o wit

Lo received pertaining to th No
wrltten summaries ‘of communiications were made.

() A copy of this subm1551on to the IOB has been provided to the
FBI s .Executive Assistant Director for ,
Counterterrorism/Counterintelligence and to the Office of Professional
Responsibility for action as deemed appropriate.. (U)

tested was]

CTr i NI NSL VIO-4718
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(Rev. 01-31-2003) ,
SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 08/02/2008
To: Genéral Counsel ' Attn: NSLB
Prom: Inspection

Internal Investigations Section, IPU, Room 11102
Contact: CRS -

Approved By Fogle Toni Mari

Drafted By: - b?

Case ID #:  f§) 278-HQ-C1229736-VIO  (Pending)
Title: >< ' INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 923

OGC/IOB# 2004 bz

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB). :

R >§< ~ Deriv Erom _: -3
Decl ify on:

bl
wwReference:“:?§i- b2
Details: (U) The Internal Investigations Section (IIS) received
an EC from| | Division dated 7/6/2004, reporting a

possible IO0B error. Based upon a review of the referenced EC it
is the IIS's opinion the incident described therein is indicative
of a performance issue. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*"

Q"‘K

== NSLVIO-4719
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b7E
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Approved By:

SECEEE

FEDERAL BUREAU OF INVESTIGATION

Precedence: DPRIORITY ' Date: 09/01/2004

To: - General Counsel Attn: National Security Law Branch
' Room 7975
From:
Contact:

Drafted By:

Case ID #: (U) 278-HQ-C1229736-VIO 573
(U) 278 C63856-VIO

Title: (U) PRESIDENT'S INTELLIGENCE OVERSIGHT
BOARD (IOB) ;
POTENTIAL IOB ERROR OR VIOLATION

(s)

Synopsis: (U) Report from of potential IOB violation.

,::ﬁiii . ived From :
Dec %47 X1

Reference: (3)
- (8)

(8)

(8)

(8)

(8)

EncLésure(s);wg}k§\ Enclosed for OGC/NSLB are copies of the

- above-referencéd serials, and a copy of the 06/17/2004 Memo from

|Division. v .

[y o

pgtails:“l}éi This EC reports a potentialeOB.matter»to OGC/NSLB,.

‘as instructed per EC dated 03/08/2004, see 66F-HQ-A1247863 Serial

149. Immediately upon discovering this potential IOB violation

s}cg:r

N - B “\\% |
E Qgggro ;ﬂLVI%?ZO ' /\}\(Dct\ | o




SEEhQ?

b2 '
H7E To: General Counsel From:
. Re: (U) 278-HQ-C1229736-VIT, 09/01/2004
on 08/19/2004, CDC notified Unit Chief
OGC/NSLB.
18] -b6 welew-Substantive Investigatiend
b7C : .
P 2. Subject
b7k 3. Subject's Status: US Person
bl
4 Controlling Lieaal Authoritv-l |
bl
(5| o=
b7C

5. Statement of Error Committed: On 08/19/2004, FBI
Division, received a Memo dated 06/17/2004 from a

Division Invegtigative Analyst (IA). The Memo itmorcated
fo Y TFar The | .

bIE

' OTHER not FOIA e:
Upon reviewing the NSL request (see serial 73) and ' '
cover EC (see serial 7s6), |determined that the
Specialist who drafted thé reguest for Case Agent SAEZ;iifff;]

| had inadvertently cited to Title 15, United ates Code
U.5.C.J, Section (§) 168ﬂ:)of the Fair Credit Reporting Act
(FCRA). instead of § 1681@ In accordance with Public Law 107-56

B

(USA Patriot Act) and F policy, the use of § 1681v to obtain
consumer reports is limited to international terrorism (IT)

investigations. However, as indicated previously, the request
made bﬂl which prompted | |notification was in an

fS} | [immediately discontinued b2
further processing of the reqﬁest tol | In the same EC, bR

| ]also had requested that Division deliver an NSL to

[ |Division deliver an NSL to also b%
bagsed upon § 1681lv. Therefore,[:::::Jimmediate y attempted to b7D
discontinue these leads which inadvertently cited to § 1681v. )

Unfortunately, both Divisions had 5D
already delivered the NSLs and provided the results to |(see hE

| | and | . The results in their B
entirety from both were immediately sealed bd
and are enclosed. : o bT7D

SECRET

2

o T T NG VIOA72r T e e e



Sh“{‘ | ‘ - b2

To: General Counsel From: b7E
Re: (U) 278-HQ-C1229736-VIO, 09/01/2004
After further discussion with SA the
current Cas it was learned that upon her receipt of the
results froq a copy of the results were disseminated to
Task Force me eﬂ_"ﬁB“‘ﬁTTTT‘TE ] iminal Investigation
Service (NCIS), a member O e T bivision's Foreign Do
Counterintelligence Task Force. Contact was immediately made biC
with]| n 08/19/2004 and he was instructed t 2
resulting documentation provided to- him by SA TR
returned this documentation on 08/20/2004, ad;;ii;;:;i;if;:f;;;ij O
not utilized this information. This documentation was - b4
immediately sealed on 08/20/2004 and is enclosed. b7D
A review of thg Legal Unit's entire NSL file and
Automated Case Support (ACS) since the enactment of Public Law
107-56 revealed that 15 U.S.C. § 1681lv has not been cited in any
other FCI investigation. : ' , Ny
D7k

SECRET

3
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To: General Counsel From: b2
Re: (U) 278-HQ-C1229736-VI0, 09/01/2004 bTE

LEAD(s) :
Set Lead 1: (Discretionary)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For information of OGC/NSLB and for any further
action deemed appropriate by OGC/NSLB.

*°”
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Precedence: PRIORITY ) Date: 09/01/2004
To: General Counsel Attn: National Security Law Branch
' Room 7875
From;
Leaal Unit

Contact:

Approved By

bz
b7E
19
B7C case ID #: (U) 278-HQ-C1229736-VIO
(Uy 278 |C63856-VIO

Drafted By:

Title: (U) PRESIDENT’S INTELLIGENCE OVERSIGHT

BOARD (IOB);
U oe 28,

POTENTTAL TOR ERROR OR VJIOLATION
b7cC

b}’ ish;"

Syuvpsis: (U} Report from of potential IOB violation.

Reference;

(8)
(s)
(s)
(8)
(8)

(UlEnclosure(SNTWWEBii Enclosed for OGC/NSLB are copies of the
above-referenced serials, and a copy of the 06/17/2004 Memo from
| Pivision.' , '

EUijetai181~;>§g This EC reports a potential IOB matter to OGC/NSLB,
as instructe

per EC dated 03/08/2004, see 66F-HQ-A1247

Lt af e dwae i L

863 Serial

1. Substantive Investigation:-

- e A e e e e e = e e e e e e e = e e e v e e e e e ma M ke e  mm M M e e e e e e

Case ID : 278-HQ-C1229736-VIO L Serial : 573

. 278] }ce3sse-vio N\ :
. T 7\ NSLVIO-4724

1
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2. Subject: 'béC

3. Subject’s Status: US Person

(5], 4. Controlling lLegal Authority: AJ h

bl

‘2
b7E

. . Statement of Error Committed: On

) 'T‘hp M_emn indicated

Upon (see serial 73) and
cover EC (see serial 76), determined that the Paxa -
‘st who drafted the Tequest for Case Agent EA |

SN0 7 D )

of the Fair Credit Reporting Act
In accordance with Public Law 107 56
“THER not FOIA ex

D
eV1ously, the request - ba
7

However, as

15

notification was in an

Tmediacelv discontinued b
T processing Of Lhe request to . b2

also had requested that] | : h7E
Ia]sT Sy
Unfortunatel b ‘ b b2
y, both 1v1smons had bIE
After further discussion with S the
current Case Agent, it was learned that upon her receipt of the o
MJ_'_I:{ copv of the results were <hirapctmisseiedese bZ
~STaclmBoSaaRarmbo Navy Criminal Investigation b7E
Service (NCIS), a member of the FBIE;fi;]Division’s Foreign ’ﬁbe
Counferintelligence Tasgk Force. Contact was immediately made b7C
with and he was-rreemot e Dot b s I
resulting deeumerntaten provided to him by SA

returned thlS documentatlon OGRS EP
% ] This documentatlon was
004 and is enclosed.

llmmedlatély sealed on. 08

A review of the Legal Unit’s entire NSL file and A
Automated Case Support (ACS) since the enactment of Public Law ,er
SE T e . DR
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107—56 revealed that 15 U.S.C.

other FCI investigation.

LEAD (s) :

Set Lead 1: (Discretionary)

GENERAL COUNSEL

AT WASHINGTON, DC )

1681v has not been cited in any

Page

(U) For information of OGC/NSLB and for any further
action deemed appropriate by OGC/NSLB.

e e m N NSl
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Precedence: ROUTINE : Date: 09/15/2004
To: Director’s Office . Attn: OPR
‘Counterintelligence Attn: AD
Attn: SAC
Attn: SAC
CcDC

From: Office of the General Counsel
NSLB/CILU/Rm 7975
Contact:

Approved By: Curran John F

Drafted By:

Case ID #: (U) _278-HQ-C1229736-VIO (Pending)
(S). Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

Synopsis: (U) The Offlce of the General Counsel considers that
this matter ey ‘ e Oversight Board
and to the Office o Our analysis
follows.

’;espon31-1”1ty

——————

Details: (8) | |

On 5/21/2004, the SAC authorized the issuance of

National Secu ity Letters (NSLs) seeking credit reports about the subject

from the three major credit reporting companies. The

letters, which cited Title 15, United States Code, Section 1681v
(15 USC 1681v), 'requested "a copy of a consumer report and all
other information contained in your files for the below listed

consumer ii.e., the subject”." All three NSLs included a
Case ID : 278-HO-C1229736-VIO : Serial ; 595
IR

[ % A o e o

e e e B gviar

, _/
______ 1 M CHGIDO et DATE: 8&_ s
assify On: INVEST.. INVEST.

bt
b7

bl

b2

bhTE
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certification by the SAC, purportedly "in accordance with 15 USC
1681v({b)," that "the information sought is relevant to an
authorized investigation to protect against international
terrorism or clandestine intelligence activities ietc.”."

:?gi The letters were duly delivered to two of the
three companies, both of which provided the requested credj

ion. The thlrd letter[:fiifi:ijd been sent to the
| Eé;;??éoffic- ] y to was returned unexecuted
t by al _ lintelligence analyst who noticed that
it referred to L ¥ instead of VEEETDENRIEMEIN

oo o
Sd B ~d R
o

",

{7 ‘:}ﬁz After learning of the error, the office

determineéd that the two credit dv _heen
disseminated to a member of the I B

Task Force in connection with the investigation. The reports , LTE
were retrieved, sealed, and forwarded to Headgquarters together '
with a report of the incident. (See 278-TR-C1229736-VIO, serial

573.)

(U) The section of law cited in the three NSLs, 15 USC
5 W4 was added by the USA Patriot Act, P.L. 107-56. It
prov1des in part that "a consumer reporting agency shall furkish 6?
a consumer report of a consumer and all other information in ja \<:

consumer’s file to a government agency authorized to conduct
investigations of, or intelligence or counterintelligence
activities and analysis related to, international terrorism when
presented with a written certification by such government agehcy
that such information is necessary for the agency’s conduct '
such investigation, activity or analysis." (Emphasis added.)

statute that applies to both{cqunterintelligence and
counterterrorism investigationls In connectlon w1th an
authorlz d lnvestlgatlon of such cases, oW s

S e N e

(U) By way of con&;ﬁst,\ls USCH 3 is an older

=

it

T eI rormw

OTHER not FOLA
(U) To obtain the ex parte order, the FBI must show
"that the consumer report is sought for the conduct of an
authorized investigation to protect against international
terrorism or clandestine intelligence activities, provided that
such an investigation of a United States person is not conducted
solely on the basis of activities protected by the flrst
amendment to the Constitution of the United States.

The Office of the General Counsel issued
instructions ‘regarding the differences between 15 USC 1681lu and

15 USC 1681v, together with sample forms, in an EC dated

10/1/2003. (See 66F-HQ-A1255972, serial 32.) o -

SECRE®
- NSL VI‘O-4728
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bTE

'oreover, the letters 1ncluded a certlflcatlon'
3 eading although not untrue. (The certificatiCTHER not FOTA exe
stated, correctly, that the information was needed in connection
with an authorized investigation to protect against international
terrorism or clandestine intelligence activities. Section 1681lv,

however, refers only to international terrorism.)} |

(U} In weighing the graui this matter, the Office o
of the General Counsel notes that c1tat10n of 15 usc (oY

1681v does o v b7E

CO 1€ i i S o e SR S A S £ G ey The questlon of intent is’

relevant because 15 USC 1681u(3)suggests that Congress did not

consider disciplinary action by an agency to be warranted unless

"the circumstances surrounding the violation raise questions of

whether or not an employee of the agency or department acted

wilfully or intentionally with respect to the vieclation. . .." o

. b2

- (U) " We are also mindful of the fact that the[::;;] b7E

office could have obtained exactly the same result (i.e., the

subject’s credit report) if it had followed the two

step process set forth

in 15 USC 1681lu, namely, an NSL followed by an ex

parte application for a court order. The proof required for such

an order is minimal and the facts in this case would have

justified it.

(U) Nevertheless, in preserving a distinct provision
for obtaining credit information in counterintelligence cases,
Congress apparently intended to apply a different standard to
this type of case. By using Section 1681y rather than Section
168lu for a counterintelligence case, the office
contravened the intent of Congress, albeit inadvertently. The
matter should therefore be referred to the Intelligence Oversight
Board and to the Office of Professional Responsibility. OGC will
prepare a cover letter and a memorandum to report this matter to
the IOB.

~3 B

L]

, (U) The action of Intelligence Analyst | boé
in detecting this error and calling it to the attention of the nr7C

office is to be commended. : o

b7E

LEAD(s) :
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Set Lead 1: (Action)
DIRECTOR’S OFFICE
AT OPR FO, DC

(U) For action deemed appropriate.

Set Lead 2: (Action)
COUNTERINTELLIGENCE
AT WASHINGTON, DC
{(U) Please read ana clear.

Set Lead 3: (Action)

AT

(U} For action deemed appropriate
Set Lead 4: ' (Discretionary)
1 |

AT

(U) For action deemed appropriate.

s&*&q

Page
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BY COURIER

General Brent Scowcroft (USAF Retired)
Chairman ’

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self-explanatory
enclosure entitled, "Intelligence Oversight Board (IOB) Matter,
ofm | O » o2

The enclosure sets forth details of investigative activity
‘which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U) '

CLASSIFIED WH

QSURE
1 - Mr. Curran 1 - IOB Library ’
1 - 1 - 278-HQ-C1229736-VIO
1 -~
e

bIC

gerived‘from: G-3 :

SECRET
ECRET
-2
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Case ID : 278-HQ-C1229736-VIO . serial : 596
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General Brent Scowcroft (USAF Retired)

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.

Sincerely,

John F. Curran
Deputy General Counsel

Enclosure

1- - The Honorable John D. Ashcroft
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelllgence Policy and Review
U.S. Department of Justice
Room 6150

Bmer

_eRCRET

- INTELLIGENCE OVERSIGHT BOARD (I0B) MATTER

Page'

e i e e e o=
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Investigation of this IOB matter has determined that the
|Field Office obtained consumer credit reports from two
credit reporting companies in connection with an authorized
counterintelligence investigation using a National Security
Letter (NSL) that referred to Title 15, United States Code,
Section 1681v, when in fact that section only permits the use of
NSLs to request credit reports for authorized counterterrorism
cases., Title 15, United States Code, Section 1681u, allows the
FBI to use an NSL to obtain certain information from credit
reporting agencies in authorized counterintelligence cases,
specifically, the names and addresses of financial institutions
at which the subject of the investigation maintains an account.
In order for the FBI to obtain a credit report in a
counterintelligence case, it must apply for an ex parte court
order under the terms of Title 18, United States Code, Section
1681lu{c).

The credit reports that were procured from credit reporting
companieg by citing 15 U.S.C. 1681lv were not properly obtained.
Although the error in statutory citation appears to have been
inadvertent, and the[::::]office immediately retrieved and
sealed the credit reports once the error was discovered, this
matter has been referred to the FBI'gs Office of Profesgsional
Responsibility for such action as may be appropriate.

Derive —G=
€classify on:

_SEeeEr_
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 08/02/2005
To: General Counsel ] - Attn: NSLB

From: Inspection

Internal Investigations Section, IPU, Ro 11102
Contact: CRSl |

Approved By: Fogle Toni Mari e Te
. [
Drafted By: « b2
(T e MW"CaseWID'#:“‘:>¥§£ “““ 278-HQ-C1229736-VIO  (Pending)

“Title:n~:9&(: INTELLIGENCE OVERSIGHT BOARD MATTER
x INSD/IIS TRACKING# 939 , b2
OGC/I0B# 2004+ | .

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

iU};‘”“”

(T | - { Dez From——G-3
fy oar

NS

Reference:- :}Qi: 278-HQ- C1229736 VIO Serial 573
(- 278-HQ-C1229736-VIO Serial 595
Details: fff Eﬁa Internal Investigations Section (IIS) received n2
an EC from Division dated 9/1/2004, reporting a possible TR
I0B error. Based upon a review of the referenced EC it is the o
II1S's opinion the incident described therein is indicative of a
" performance issue. Therefore, no internal investigation will be

conducted by the IIS and this matter is being relegated to the

NSLB for whatever action they deem appropriate.

*"

TADIHKERIRY

-
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Precedence: IMMEDIATE Date: 09/24/2004

To: Office of General Counsel Attn: CTLU-1
' uc

Attn: SAC| |
a/ssa] |
cpc| |
SA | |

From: Counterterrorism

ITOS I/ CONUS Team 4, Room 4W158
Contact: SSA

b2
‘b7E Approved By: Bald Gary M
b6 , Hulon Willie T
ni1C Cummingsg Arthur M
Drafted By:
Case ID #: (U) 278-HQ-C1229736-VIO (Pending) bl
(s (Pending) B
TS OTE X POTENTIAL IOB VIOLATIONS bis
(s) | _ I |
Synopsis: (8) To advise kounterterrorism Law b6
Unit-1 (CTLU-1) of potential I igence Oversight Board b7C
i ’ i to close captioned - Bl
pursuant to these IOB matters. o
My )ﬁ ived From : FBI SCG G-3 01 - b7k
Declassi :
[17) I
bl
b2
Reference: (8) ' : b7E
\qu‘ ID . 278-HQO-C1229738-VTQ - _Serial - 880 ‘A *\ ' :
oL . \ .
B '0(l\°

DTE el -2i 2 e oane /\,X
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Administrative: (U) 09/16/2004 e-mail and_telcall from SSA

] ITOS I, CONUS I, to A/SSA|
Albany Division discussing this matter.

Investigation re this matter after| | albeit logical

and appropriate, constituted unauthorized investigation.

A review of ACS reflected that the
unauthorized investigation included foreign/domestic leads
being set-out and NSLs issued for telephonic or financial
documentation.

v (U) "Unauthorized investigations" comprises a
category of IOB Matters which. must be reported to the Office of
General Counsel (OGC) within fourteen days of discovery. The
OGC is thereafter responsible for the review of the reported
IOB incident. After a review, OGC will issue a written opinion
ag the whether the IOB requires notification.

(U) In light of t 2 ,[::::::]is instructed to

cease any investigation re and close this
investigation. Analysis of any documentation obtained prior to
| ]is authorized; however, any outstanding leads or

request for documentation set out after| | must be ‘Pi
discontinued and the appropriate entities advised of same. ?:
. DTE

(U) This admini ive oversight is not meant t
minimize or discouragetfifffffijinvestigative efforts.
has the option of requesting ITOS I, CONUS I te authorize that
this be reopened | | (if sufficient justification
exis if additional Teads are needed to resolve it. I-Ioweve:;_,_|

absent extenuating circumstancesJ

(U) The AGG requires that | I
must be approved by FBIHQ (ITOS I, CONUS I) and the Office
of Intelligence and Policy Review {(OIPR) advised of same. An
extension request must articulate the reason for the reguest or
it will not be approved.

. (U) Should determine that all logical = b2

investigation re this matter has begn conducted and no . K7Lk ' o
' . . R U H,SEEQFTA‘".f e et
T S —— = - - mm—— = - - . NSL VIO_4736 P i S, e el 2TIom-

o1&

bIC

b1
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‘terrorism nexus exist, a closing EC should be submitted which
articulates the justification for closing this investigation.
LEAD(s) :
Set Lead 1: (Action)
OFFICE OF GENERAL COUNSEL

AT WASHINGTON, DC | o

(U) Is requested to review the potential IOB
violations noted. hereln and ascertain if IOB should be
notified.
Set Lead 2: (Action)

' COUNTERTERRORISM
AT ITOS I/ CONUS I, TEARM 4

: (U) Will document that CTLU-1 has been advised within
fourteen days of the potential IOB violation noted herein.

Set Lead 3: (Action)
b2 -
b7E AT

(U) Will discontinue all investigation re captloned
PI pursuant to the instructions noted herein and advise ITOS 1/
CONUS I, Team 4 via EC. .

e . SECRE!
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(01/26/1998)

{7

-

/eﬁvé OIB/DOJ Fou

Synopsis:- ;3( It is the
Counsel (OGC) that this

~Intelligence Oversight Board (IOB) and to thenspectlon Division

SEcﬁr\

FEDERAL BUREAU OF INVESTIGATION

precedence: ROUTINE . Date: 02/03/2005
To  Attn: SAC
coe
Counterterrorism Attn: ITOS1/CONUS1
' SSA

Inspection . Attn: SC Toni Fogle

From: General Counsel
National Security Law Branch/LX Crossing Room 58200

Contact:

Approved By: Thomas Julie F°

Drafted By:

Case ID #: (B 278-HQ-C1229736-VIO “(Pending)
(s) | [Pending)
“Mitley ' INTELLIGENCE OVERSIGHT BOARD

. (zoB) MATTER INEERERY

2 of the Offlce of the General
TRy t0 the

(INSD), FBIHQ. OGC will prepare and deliver the necessary
correspondence to the IOB. Our analysis follows.

"“;&Qi ived from : G- \\
Declassgi X25-1 ' '

Reference: 278-HQ-C1229736-VIO Serial 580

e 278-HQ-C1229736-VIO Serial 106

Adminigtrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the
document in WordPerfect 6.1.

(ﬂ / / opn uc INIT ; JJINVEST. . )
20/ 0 e =Y
j , : : NS% /{9-4738
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ol
L DT7E o From: General Counsel -
(- Re)& 278-HQ-C1229736-VIO , 02/03/2005

Details: (S) As reported by the Counterterrorismrnixision_in an
Electronic Communication (EC) dated 09/24/2004, on
I

Subsequent extensions were granted by SAC, |
as authorized by the Attorney General's Guidelines for F

National Security Investigations and Foreign Intelligerice
Collection (NSIG). On or about | authorization was
obtained b from FBIHQ to extend the captione |
in accordance with the NSIG.

I e :X<i)| |

was improperly extended for an additional

|without FBIHQ authorization. Investigative activity
atten |leads being set and
National Security letters issued for telephonic or financial
records.

~3 N =
i

=d Y
[

oo o wo

opiogten
N O

,,J
.
Fri

con | |

1
I | Because Headquarters autnorization To exfend
was not obtained, investigation into this matter afterl |
constituted unauthorized investigation. '

" (U). Upon it's report of the matter, FBIHQ‘instructe4

to cease any further investigation into the captioned matter an

to close this investigation. FBIHQ further directed that

analysis of any documentation obtained prior to | |is

authorized but that any outstanding leads or requests for

documentation set out after| must be discontinued. Any

further investigation would have to. be predicated upon a request
tsj.MmbywmwmmwmmapprovedmbwaBIHthom

3N

oo
<l

(- o et ;}3{: A “United States person” is defined in Section 101(i) of the
o8

Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 et
seq.) as “a citizen of the United States [or] an alien lawfully admitted for
permanent residence {as defined in section 101 (a) (20) of the Immigration and
Naturalization Act} . . . .” See also Section I.C of The Attorney Ceneral's
Guidelines for FBI National Security Investigations and Foreign Intelligence

Collection (NSIG) .
Sﬁbgs?
2

NSL VIO-4739
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Toj From: General Counsel b7E
ARé??/ng 278-HQ-C1229736-VIO , 02/03/2005
' i
|has not E:
requested bﬁﬁ

w_~jB<¥Section 2-56 of the National Foreign Intelligence
Program Manual (NFIPM) requires OGC to determine whether the
facts related above are required to be reported to the IOB.
Section 2.4 of Executive Order (EO) 12863, dated 09/13/1993,
mandates that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Asgsistant

Director, INSD, and the General Counsel, OGC, respectively)

report to the IOB "concerning intelligence activities that they
have reason to believe may be unlawful or contrary to Executive
order or Presidential directive." The investigative activity
that took place after 05/08/2004 was unauthorized and in
violation of Section II.C.4 of the NSIG, a regulation approved by
the Attorney General in accordance with E.O. 12333,

Consequently, in accordance with E.O. 12863 and Section 2-56 of
the NFIPM, the error, even if inadvertent, must be reported to
the IOB, which this Office will do.

NSL VIO-4740
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To: From: General Counsel

\
_Re: ,fil 278-HQ-C1229736-VIO: , 02/03/2005
LEAD (s):

Set Lead 1: (Info)

(U} Read and Clear.
Set Lead 2: (Action)
 INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

- Ms. Thomas

1
1
l ]
1 -—IOB File

NSL VIG-4741
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March 11, 2005

BY COURIER

Mr. James Langdon

Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:
Enclosed for your information is a self-explanatory

dum, entitled "Intelligence Oversight Board (IOB) Matter, b2
IFleld Office, IOB Matter 2004[::] () nIE

This LHM sets forth details of investigative activity which
the FBI has determined was conducted contrary to The Attorney
General’s Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection and/or laws, Executive Orders, or
Presidential Directives which govern FBI foreign
counterintelligence and international terrorism investigations.
(U) ‘ ‘

Enclosure

1 - _Ms. Thomas

1 L

1 - 278-HQ-C1229736-VIO be

1 - OPR (IOB 2004-84) b7C

SIFIED W

DETACHE

. IFIED ENCL
Deri rom:—G=-3
Decl £y . X25-1
SBCRET
SECRET

' Mr. James Langdon’

._-_._.--.._.-_..-.-_..-—...._-_.._.._--_—-------_-_-Q___--_-_.._--—---.--..---—----_—----

- ~ Serial : 732
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Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,
Julie F. Thomas
Deputy General Counsel
1 - The Honorable Alberto Gonzalez
- Attorney General
U.S. Department of Justice
Room 5111
1 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150 ‘
bZ INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
ph7E FIELD OFFICE
I0B MATTER 2004-|:|(U)
L on
on
a United States person. Subseguent
| | SBGRET o

NSL VIO-4743
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extensions were granted by SAC, [:::::] as authorized by the
Attorney General’'s Guidelines for FBI National Security

-Investigations and Foreign Intelligence Collectjon (NSIG). On or
apbout [ | authorization was obtained by from FBI
Headquarters|

()

¥

s

Investigative activity aftef‘[::::::::] included
| |leads being set and National Security letters
4assued for telephonic or financial records.

| Because

ecadquarters authorization to e ained,
investigation into this matter constituted
unauthorized investigation. (8)

IInan it’'a renort of the matrtrer [ h

analysils OL any documentatlon obtained prior to is

authorized, that any outstanding leads or requests for:
documentation set out after| |must be discontinued. BAny

fu lnvestigation would have to be predicated upon a request
BI Headquarters| | ‘
has not requeste

(U)

This matter also has been referred to the FBI's
‘Inspection Division for action deemed appropriate. (U)

Yassify on: .

- . o - NSL VIO-4744
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 08/02/2005
To: General Counsel Attn: NSLB v
From: Inspection

Internal Investigations Section, IPU, Room 11102
Contact: CRS

Approved By: Fogle Toni Mari

Drafted By:

N .
w.>}§3 278-HQ-Clz229736-~V10 (Pending)

Title: - (]) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 941

OGC/IOB# 2004[:::::]

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Derive _
8sify on:

Referenge;n:}Qi 278-HQ-C1229736-VIO Serial 580
o 278-HQ-C1229736-VIO Serial 731

Details: (U) The Internal Investigations Section (IIS8) received

an EC from Counterterrorism Division dated 9/24/2004, reporting a
possible IOB error. Based upon a review of the referenced EC it

is the IIS's opinion the incident described therein is indicative
of a performance issue. Therefcre, no internal investigation

‘will be conducted by the IIS and this matter is being relegated

to the NSLB for whatever action they deem appropriate.
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Precedence: ROUTINE ' Date: 12/06/2004
To: General Counsel : Attn: National Security Law Branch,
: : Room 7975
Unit Chief -
From: Field Office
Contact: SSRA |
Approved By »b
B
o)

Drafted By

(U]~ case ID #: \( 278-HQ-C1229736-VIO
CAS) 278 C65943
(]} Title:. INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

Synopsis: Possible IOB error for over collection of information
I:U:I_,_.,_thr'o:.xgh National Security Letter (NSL) process.

(-
Details:
(s) 1. b1
) R I 0TE

a U.,s. pPerson.

in':;%éz 3. Possible IOB Error: | éﬂ
(Ulmwmnj.w)gi ) s N ‘ — &sg\

) _-;ﬁﬁi 4. Description of IOB Error (including any reporting delays). ’Aai?

(I o33
>< 2. [ : WIC

.,>§</ Io) igsued by SAC, 5D
L aértg for *"the o
(7} - name (s8], address(es), length of service, and local and long distance bk
' toll billing records" b4
7D
Case ID 278-HQ-C1229736-VIO 632

[
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---- Working Copy ---- Page
relevant to the above named investigation.

fUﬂ T on 11/2 eived the results o

the NSL x est from hrough the
Division. The requested records were contained on a CD insgide a
sealed envelope. Upon reviewing the CD, the case agent determined the
subscriber of tqg_;g;gngggg_numng*__addifional review of the CD
determined that had also provided content
information

| [ The content information was

voluntarily provided byl |and was not
responsive to the NSL or requested by the FBI.

(G o ) Upon realizing that the CD contained non-responsive
content ‘information, the Case Agent immediatelv cantacted the
[ IDivision Counsel took

possession of the original CD. The Case Agent confirmed that the CD
had not been copied, and no information outside the scope of the NSL
request has beén maintained by the FBI or used in the investigation.

(T r____;bgi__Ihg_Qxfginal CD will be maintained in the possession of
the until it can be submitted to NSLB with a request
that the material be forwarded to DOJ/OIPR for submission to the FISA
Court for proper destruction.

(o ) It is the opinion of |that this intelligence-
activity is not a repqrtable TOB matter because the error was on the
part of the provider, 351 and not the FBI. In

- _1iaht of the fact that no FBI personnel caused the error, and that FBI
personnel immediately discovered the error and

remedial measures to mitigate the situation, SAC

recommends no administrative action be taken regarding

this matter.
LEAD(s) :

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) For action deemedbappropriate.

Precedence: ROUTINE v Date: 12/06/2004
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}WReference.m 278-HQ- C1229736 VIO-632

v.Detai'Is”:'>@ By electronic communication (EC) dated December &
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SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/31/2005

To: Director's Office Attn: OPR
I Attn: SAC
S ADC

SSRA

From: Office of the General Counsel
National Securitwv Law Branch
Contact: AGC

Approved By: Thomas Julie F 4

ARG NI
::t:: :y( ) 278ﬁc1229736-v10’803 %0}%;“ Vp\}r
N R

AS 278 C65943-280
Titles INTELLIGENC SIGHT BOARD (10B)
MATTER : b2
i of t:he Offlce of the General
Counsel ("OGC") that this matter § : ; ¥ to the IOB.

OGC will prepare a cover letter and a letter e wemorandum. to
report this matter to the IOB. Our analysis follows.

~~:}6§ ived Frcm H
Declas 1 X1

o
Administrative: (U) This communication contains one or more

footnotes. To read the footnotes, download and print the
document into Corel Word Perfect.

~

2004 (cited below)1 the Division

>€) See EC from the|:|Division to the General Counsel, dated

December 6, 2004, Case ID # 278-HQ-CI 29736-VI1Q Serial 632, titled "Intelligenice Oversight
Board (10B) Matter,” hereinafier cited as ' EC."
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- To: irector's Office From: Office of the General Counsel
‘Re: . 278- HQ C1229736-VI10-632, 01/31/2005

reported a possible IOB error in conjunctlon with an on- g01ng

foreign counterintelligence 1nvestlgatlon.A In short, oY
: J 7D
: As set forth in the referenced EC, | | .
On or about September 27, 2004, |issued a b7E
NSL, pursuant. to the Electronjic Communications Privacy Ac:1 ol
({"ECPA"}, 18 U.S.C. §2709, to ﬁ oTe
Bellvue, Washington. The NSL 1included a request for "the e
name (s), address(es), length of service, and local and long b4
distance toll billing records" associated with]| | b7D
telephone number F
b4
n7h
|:U:| vvvvvvvv . M ’
CD were made, and the continues to safeguard it.?! M
(UJ:”“““““””W““’M“:>7§i As required by Executive Order (E.O.) 12863 and
Section 2-56 of the National Foreign Intelligence Program Manual
(NFIPM), OGC was tasked to determine whether the receipt of
unsolicited material described herein is a matter which must be
reported to the IOB. It must.
bz
2
S ECK 57E
} )y 1d.
) (SY Id.

sééhgf

SO TE T NS vio- 4750



1§

() e

" ' . SEORET o

To: Director's Office From: Office of the General Counsel

'”Re;~:f§{: 278-HQ-C1229736-VIO-632, 01/31/2005

(U) Section 2.4 of E.O. 12863, dated September 13,
1993, mandates that Inspector Generals and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, INSD, and the General Counsel, 0GC, respectively)
report to the IOB concerning intelligence activities that they
have reason to believe may be unlawful or contrary to an EO or
Presidential Directive. This language was adopted verbatim from
EQ 12334, dated December 4, 1981, when the IOB was known as the
President's Intelligence Oversight Board (PIOB). By longstanding
agreement between the FBI and the IOB (and its predecessor, the
PIOB), this language has been interpreted to mandate the
reporting of any violation of a provision of the Attorney
General's Guidelines for FBI National Security Investigations and

- Foreign Intelligence Collection (NSIG), or other guidelines or.

regulations approved by the Attorney General in accordance with
EO 12333, dated December 4, 1981, if such provisions were
specifically intended to ensure the protection of the individual
rights of U.S. persons. Violations of provisions that are
essentially administrative in nature need not be reported to the
IOB. The FBI is required, however, to maintain records of such
administrative violations so that the Counsel to the IOB may
review them upon request. -

In this instance| | issued a lawful NSL

‘to and recelved 1n response
information both within and beyond the scope and description of

that reguested bv the NSL, The error here was committed solely

by which ras_nn:_ac:;nc as agents for . b2
|or the FBI as a whole. committed no bTE

error, substantive, adminigtrative, or otherwise, and did not b4
itself imping ights of any known U.S. person. o
Neveprtheless came into the possession of material oD
that nauthorized to provide to the

FBI under ECPA. Though| committed no error itself,

the mere receipt of unauthorized material pursuant to a lawfully’
issued NSL should be reported to the IOB, in accordance with the
reporting requirements of Section 2.4 of E.O. 12863.

SEERET
3
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To: Director's Office From: Office of the General Counsel

.”Reg_:SQi 278-HQ-C1229736-VIO-632, 01/31/2005

LEAD(8) :
Set Lead 1: (Info)
DIRECTOR'S OFFICE

AT OPR FQ, DC

(U) Read and clear.

Set Lead 2: (Action)

b s

ol
~“;)§(: The CD prov1ded by must h7D
be forwar ed to the appropriate FBI Headquarters Section with
oversight of this case, or if none, to the author of this EC, for
forwarding to OIPR and the FISA Court.
CC: Msg. U (D
cca o0
DbicC

- NobB 10B Llbrary

**
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January 31, 2005

Mr. James Langdon
Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Langdon:

This letter forwards for your information a self-
explanatory enclosure entitled "Intelligence Oversight Board

(10B), Matter €& geEg ' (U)

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism

investigations. (U)

Enclosure

1 - Mr, Szady e
1 - sac| | o
1 - _Ms. Thomas b7C
l -

1 - OPR . )

1 - 278-HQ-C1229736-VIO

Mx. James Langdon

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

- n am e an e e M M A M e o Me o em e m ey oA M e e e v W W e MR e M M W e Am as e e MR T A A e M A = = - e

Case ID : 278—HQ—C1229736§VIOV N - ivgerial : 804 : . ‘
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Very truly yours,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzalez
" Attorney General :
U.S. Department of Justice
Room 5111

2 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

INTELLTGENCE OVERSIGHT BOARD (IOB) MATTER

DIVISIO

TOR METTER 2004 (U)

Division of the Federal
Bureau of Investlgatlon has reported the receipt of unsolicited

“= NSLVIO-4754"
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materlal

in response to a National Security Letter ("NSL").

tS] I Gy | e i _— |‘
On or about September 27, 2004,

(8 PnllaGEIﬁﬁla 1ssued a NSL, pursuant to tkg_E1gg;;gn;g_ggmmgnigg;igng__1 bl
Privacy Act ("ECPA"), 18 U.S.C. 2709, to 2

| | The NSL included a request for "the name(s), BTE
address(es), length of gervice, and local and long distance toll billing bé
records'| Y
b7C
N1 E—— : s o bd

'”~~w§§é OT_Nonemhar 27 2004 th se agent received a compact b7D
disc ("CD")/ from iin response to the NSL. The

CD contained information both responsive and non-responsive to the NSL.

The non-responsive information included content information | | b4

| |
Thig non-responsive information was voluntarily provided by| | 7D
| but was beyond the scope of the information requested in bZ
the NSL, and that aT;hg;izgg_hx_EggAi__Igﬁ case agent immedi, rned h7E
this CD over to the Division Counsel |upon~
recognizing the unresponsive material as such. No copies of the CD were
made.

(8) As a consequence of this inadvertent error by| I b?
| | the FBI obtained information that it was not authorized b7D
O receive under the ECPA. Although the information provided was not
solicited, because the information was not authorized to be provided,
this matter is being reported to the Intelligence Oversight Board.

R “SNSL VIO-4755
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January 31, 2005

Mr. James Langdon
Intelligence Oversight Board
New Executive Office Building

_WaShington, D.C.

Dear Mr. Langdon:

‘ This letter forwards for your information a self-
explanatory enclosyre entitled "Intelligence Oversight Board
({IOB), Matter 20041 "ou)

/The enclosure sets forth detalls of investigative
aCthlty which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI National Security -
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI

foreign counterintelligence and international terrorlsm‘

investigations. (U)
Enclosure
1 - Mr. Q7ado

1 - sac)| |
1 -~ Ms. Thomas

BIC 1 |
>7C PR
1 - 278-HQ-C1229736- vro--&"OL(

Dep. Dir.
_ Clwef of Statf

Off. of Gen.

Caunsel

Asst. Dir.:
Admin. Ser.
Criny.. v,
cns
Finance
fo. Res.
Lab.
‘Natignai Sec.

- OPR

Off. of Public
& Coug. Aﬂs

il

T Traming
Off. of EEOA
Dircctor's Otfice

assify on: X
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Mr. James Langdon '

Should you or any member of your staff require
additional information concerning this matter, an oral briefing

will be arranged for you at your convenience.

(U)

Very truly yours,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzalez
Attorney General,
U.S. Department of Justice
Room 5111

Mr. James A. Baker

Counsel, Office of Intelligence Pollcy and Review

U.S. Department of Justice
Room 6150

ADDD . Grim nv___ (nspection ﬁwm
AP P ﬁﬁyﬂl EJIS aboratory o, ongO
. Hnance alional Sec, . Aftairs__
Director Gen. Coun R _ _:f?a;;sPublic& el
Deputy Director____info, Res,_ ¢/ Personnel___ Co}!g.Aﬂs. 4
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SECRET

INTELLIGENC, T BOARD (IOB) MATTER
| ] IVISION
IOB MATTER 2004—DU) '

oy Thy Division of the Federal Bureau of Investigation has
reportéd the receipt of unsolicited material in response to a National Security Letter ("NSL").

(S
| |On or about

September 27, 2004 “Jissued a NSL pursuant to the Electronic Communications

Privacy Act ""ECPA")N 18 U.S.C. §2709, td |
The NSL included a request for "the name(s), address(es), length of service, and

local and long distance toll billing records! |

(8]

I:T_T:I - \b%/On November 27, 2004, the case agent recexved a compact disc ("CD") from
B fin response to the NSL. The CD contained information both
responsive and non-responsive to the NSL. The non-responsive information included content
information |
This non-responsive information was voluntarily provided by| | but
the NSL. and that authorized by ECPA.

was beyond the scope of the information requested in o
The case agent 1mmed1ately turned this CD over to thtl | |Division Counsel

upon recogmzmg the unresponsive material as such. No coples of the CD were made.

. - ¥8) As a consequence of this inadvertent error by the FBI
“_'[:| e obtax d information that it was not authorized to receive under the ECPA. Although the
information provided was not solicited, because the information was not authorized to be
~ provided, this matter is being reported to the Intelligence Oversight Board.

Deri from:-G=3
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE : Date: 08/02/2005

To: General Counsel Attn: NSLB

From: Inspection T
Internal Inv i i i 11102
Contact: CRS ‘

Approved By:

Drafted By:

Wgaaemxnm#4-uw;)é3 278-HQ-C1229736-VIO  (Pending)

Title: >§<: INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRAC 58
OGC/IOB# 2004

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB}) matter to the Offlce of General Counsel, National Securlty
Law Branch (NSLB}. :

~~~~~~~~ O mmE S
ssify On:

Réﬁerencef::hgii 278-HQ-C1229736-VIO Serial 632
‘ 278-PH-C65%43 Serial 280
278-HQ-C1229736-VIO Serial 803

Details: (U) The Internal Investigations Section (IIS) received
an EC from| |Division dated 1/31/2005, reporting a
possible IOB error. Based upon a review of the referenced EC it
is the IIS's opinion the incident described therein is indicative

of an administrative issue. Therefore, no internal investigation .

will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.
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