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Synopsis: (U) This communication reports a potential 
Intelligence Oversight Board matter. 

(U) / \ 

,'jj) Enclosure (s) : Original electronic communication from 
to I 'jdated 4/30/2004 with information from 

(U) 

attached. 

Details : The purpose of this electronic communication is to 
report a potential IOB matter involving a National Security 
Letter requested by SA FBI as well 
as to satisfy the requirements set torth by the 3/8/2004 
electronic communication regarding the revised procedures for the 
submission of potential intelligence oversight board reports. 

( S ) ' 4 S I 1 . I d e n t i f i c a t i o n of the substantive investiaatiQn 
in which /the- questionable activity occurred : 

b2 
b7E 
b4 
.b7D 

b6 
.b7C 

Case ID : 278-HQ-C122973 6-VIQ 
(SÎ 

Serial 464 

"2TF -CÌJ6J72 

NSL vVIO-4675 

bl 
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(U) ^ 3 . Identification of the subject's status as a 
United States person or non-U.S. person: NONUSPER 

( U ) M ) 4. Legal authority: Executive Order 12333, dated 
December A 1 9 8 1 , and pursuant to Title 18, United States Code, 

. Section 2709 (as amended, October 26, 2001). 

5. Statement of error: On 03/09/2004, a National 
Security Letter (NSL) electronic communication request was 
submitted by SA|_. I FRT \ H Th>=> rprruest 
was aridrp.gsfiH to I 

(S) 

(S) 

The NSL requested the name, 
address, length of service, and local and long distance toll 

( lJ ) h-i 1 1 -j no rspnrrfa frvT-1-Vio nhnnA number 
Due to a typographical error, the 

rp I ppnnnp numnpr nri TTip arroinnarivfng National Security Letter was 
erroneouslytyped 

The 04/3 0/2004, the enclosed electronic 
communication from 
informationfrom[ 

to 

regarding telephonenumber 
Iwa.c! ma I N |vn th a"lr',rirr w'm*» t-fro. 

to 

On 05/06/2004, the envelope was opened and the 
error was discovered. 

(TJ| )>S() A CD sent by 
1A envelope to the file. 

has been enclosed in a 
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BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear General Scowcroft: 

This letter forwards for your information a self-
explanatory enclosure entitled Intelligence Oversight Board 
(IOB) Matter, Division, IOB Matter 2004 (U) 

b2 
b7E 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

AD Szady 
m g - Thomas 
UC 

- 275 -HU-L'1229736-VIO 

b6 
b7C 

Case ID 2 78-HQ-C122 973 6-VIO ^ ' Serial : 690 
. •_ . - . . - - SECRET 
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Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

(S) 

b2 
b7E INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

"I DIVISION 
IÜB MATTER 2004 

the Federal X 
(U) 

The 
Bureau Ö T 

of 
that it 

Division 
Investigation ("FBI"! has reported 

issued a National Security Letter (NSL) for records for cellular 
FBI telephone number f The FBI served that NSL on 

and received the results of the NSL, including the name, 
address, length of service, and local and long distance toll 
billing records associated with the cellular telephone service. 
Due to a typographical error, the NSL was issued for the cellular 

SESfi^T 
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(U) 

telephone records of a telephone that is neither relevant to an 
authorized investigation to protect against international 
terrorism or clandestine intelligence activities, nor that is 
related to the subject of a national security investigation. 

Issuance of this NSL was not authorized by law, 
since 18 'U.S.C\ 2709 only authorizes the FBI to seek relevant 
records from a wire or electronic communication service provider 
when those records "are relevant to an authorized investigation 
to protect against international terrorism or clandestine 
intelligence activities." In addition issuance of this NSL was 
not authorized by the Attorney General's Guidelines since Section 
V.12 of the Attorney General's Guidelines authorizes use of NSLs b2 
only in conformity with 18 U.S.C. 2709, and when the telephone b7E 
rerorris are sni]gh1- | | ^ 

(U) This matter has been reported to the FBI's 
Inspection Division for appropriate action. 

SEbftET 
X NSL V I O - 4 6 7 9 
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Precedence: 
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ROUTINE Date : 

Attn: ASAC -r 
ss^-X 
SA 

02/21/2005 

1 

Counterintelligence 

Inspection 

] 

Attn: 

Attn: 

CD-I 

Inspection Division 

From: General Counsel 
National fiprmritv T.aw Rranrh / fTT.TT/ HO rnnm 7Q7R 
Contact: UC 
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b7C 
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(U) 

Approved By: Thomas Julie F 

Drafted By: 

Case ID #: 
(S) 

Title: 

278-HO-C1229736-VIO - «^Pending) 
(Pending) 

S S I 
SA J 
IOB 2004 

iDivision 

Synopsis: J Q ) It is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter must be reported 
to the IOB and to the FBI's Inspection Division. OGC will 
prepare and deliver the required correspondence to the IOB. Our 
analysis follows. 

X BeciassifiTon : 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

j j 
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To: 
Re : 

\ / 
From: 

SESTET 

General Counsel 

Details 
(cited below), the [ 

278-HÛ-CÏ22 973 6-VIO, 02/21/2005 

By electronic communication 
Division 

lECj M-- n 2004 

reported a potential IOB involving a National Security Letter 
(NSL) requested by| which, through typographical 
error, sought information about a cellular telepihone number 
belonging to a person who was not the subject of an FBI national 
security investigation. 

bl 
b6 
b7C 
b2 
b7E 
bl 

(SI 

(S) 

That NSL requested the 
name, address, lengtn o£ service, and local and long distance 
toll billing records. Due to a typographical error, the NSL, 
which was prepared at the 1 Division and signed by 
the Special Agent in Charge, sought records for cellular 
telephone n u m b e d " I By EC dated March 9, 2004, 

¡requested tnat tne"T 
mentioned NSL on 
cellular telephone nuuujei iu.L.Lcd;tly, 

Division serve the above-
That EC listed the subject's 

but the attached NSL 
contained the incorrectly typed cellular telephone number.5 

] Division served the NSL on [_ 

forwarded the results to a t t a c h e d t o E C 

]on April 5, 2 004, 
received the results of the NSL request on April 22, 2004. and 

b7E 
b6 
b7C 

(U) See EC from the Division to the Inspection Division 
and General Counsel, dated May 12, 2004, Case ID# 278-HQ-C1229736-VIO Serial 

1 gar 
. IOB" hereinafter cited as EC. " 

b2 2 (U) See EC. 

Jivision; 

(U) See EC. It is unclear from the information 
submitted whether cms typographical error was contained in the case agent's 
request for the NSL, or if it was first made in the preparation of the NSL 
itself. Since it was the case agent_Ls_duty to review the NSL for accuracy 
prior to his sending the NSL to the| | Division for service, this fact is 
of no consequence to this opinion. 

4 (S) See EC titled I 

(U) Id. 

SE^kïJT 
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b2 
b7E TO: 

Re: 

SEC: 

From: General Counsel 
2 78-HQ-C1229736-VIO, 02/21/2005 

(S) 

(U) 

(S) 

The results of the NSL include the name, 
address, length ot service, and local and long distance toll 
billing records associated with cellular telephone service of . a 
person who is not the subject of an FBI national security 
•i nvpst-.iaai-.inri. Upon receipt of the results of the NSL, 

discovered the error.7 

bl 
b2 
b7E 

X As required by Executive Order (E.O.) 12 863 and 
Section 2-'56 of the National Foreign Intelligence Program Manual 
(NFIPM), OGC was tasked to determine whether the errors described 
here are matters which must be reported to the IOB. They must. 

(U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential 
directive." This has been interpreted to include violations of 
he Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection ("Attorney 
General's Guidelines"), the implementation of which is mandated 
by Executive Order 12333. 

bl 
b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 

6 (S) See EC titled 

' (U) See EC. 

s e C R ^ 
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To: 
Re 

^ C : CRET 

From: General Counsel 
27S-HQ-C"l22 973 6-VIO, 0 2/21/2005 

(U) Consequently, in accordance with E.O. 12863 and 
Section 2-56 of the NFIPM, the error must be reported to the I OB, 
which this Office will do. 

4 
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To: 
Re : 

SEB^ET 

x From: General Counsel 
27B-HU-CI229736-VIO, 02/21/2005 

b2 
b7E LEAD(s): 

Set Lead 1: (Info) 

AT 

(U) Read and clear. 

Set Lead 2: (Discretionary) 

INSPECTION 

AT WASHINGTON. DC . 

(U) For review and action deemed appropriate, 

Set Lead 3: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC. 

(U) Read and clear. 

SÊ lRJST 

5 
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Precedence : 

To 

ROUTINE Date: 02/21/2005 

Attn: ASAC 
Squad. 
SSA 
SA 

b2 
b7E 
b6 

Counterintelligence 

Inspection 

Attn: CD-I 

Attn: Inspection Division 

b7C From: General Counsel 
National l-.v Law Branch/CILU/ HO room 7975 
Contact: UC 

Approved By : Thomas Julie F 

Drafted By: 

(U) Case ID # 
bl 
b2 

2 78-HQ-C122 973 6-VIQ (Pending) 
(Pending) 

b7E 
• b6 
(U)b7C 

^.tle: S S Al 
SA 

(U> 
IOB 2 0 04 

1 Division 
b2 

Synopsis: X ^ k It is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter must be reported 
to the IOB and to the FBI's Inspection Division. OGC will 
prepare and deliver the required correspondence to the IOB. Our 
analysis follows. 

<U) X 
Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

(Ul-

to 2 
b7E 

: ^ K Details: By electronic communication (EC) dated Mv 12 
(cited below),II' the I I Division 

2004 

reported a potential IOB involving a National Security Letter 
(NSL) requested bvl 1 which, through typographical 
error, sought information about a cellular telephone number 
belonging to a person who was not the subject of an FBI national 
security investigation. 

bl 
b6 

(s) 

h7C bl ID 

b 2 , ; s ) 

b7E • •• - -
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(S) 

(S) 

(S) 

(U) 

case agent Si 
A.q nart- of f.hat investigation, on March 9, 2 0 04, 

requester^ an NSL for the subject's 
That NSL requested the cellular telephone, 

name, address, length of service, and local and long distance 
toll billing records. Due to a typographical error, the NSL, 
which was prepared at the| 
the Special Agent in Charge 
t-.elenhone number! 

requested that the 

|Division and signed by 
sought records for cellular 

•] By EC dated March 9, 2004, 
Division serve the above-
That EC listed the subject's mentioned NSL on 

cellular telephone number correctly, but the attached NSL 
ront- a npri the incorrectly typed cellular telepl: 

Division served the NSL on on April 5 
received the results of tĵft m^t, ramiagi; on April 22, 2004 

one number.!5' 
2004, 

forwarded the results to 
EC 

and 
attached to 

J The results of the NSL include the name, 
address, length of service, and local and long distance toll 
billing records associated with cellular telephone service of a 
person who is not the subject of an FBI national security 
investigation. Upon receipt of the results of the NSL, 

discovered the error.11' 

As required by Executive Order (E.O.) 12863 and 
Section 2-56 of the National Foreign Intelligence Program Manual 
(NFIPM), OGC was tasked to determine whether the errors described 
here are matters which must be reported to the IOB. They must. 

(U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information concerning 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential 
directive. This has been interpreted to include violations of 
he Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection ("Attorney 
General's Guidelines"), the implementation of which is mandated 
by Executive Order 12333. 

18 U.S.C. 2709 
authorizes the FBI to seek relevant records from a wire or 
electronic communication service provider when those records "are 
relevant to an authorized investigation to protect against 
international terrorism or clandestine intelligence activities." 
Here, issnanrs of an NfiT. which requested - records for telephone 
number was neither authorized by law, nor was it 

(£) authorized Dy rne Arcorney General's Guidelines, since that 
telephone number is not relevant to,a counterintelligence 
investigation. ; - = -

SECRET 
. -NSL VKD-4686 
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b2 
.b7E 
h 6 
b7C 

b2 
b7E 
bl 
b6 
b7C 

(U) Consequently, in accordance with E.O. 12863 and 
Section 2-56 of the NFIPM, the error must be reported to the IOB, 
which this Office will do. 

Division to the 

**FOOTNOTES** 

II': (U) See EC from the 
Inspection Division 
and General Counsel, dated May 12, 2004, Case ID# 278-HQ-C1229736-VIO 
Serial 

464. titled "SSA 
Division; 

IOB" hereinafter cited as 

SA 

EC. " 

12": (U) See EC. 

EC. It is unclear from the 13': (U) See 
information 
submitted whether this typographical error was contained 
in the case agent's 

request for the NSL, or if it was first made in the preparation of the NSL 
itself. Since it was the case agent's duty to review the NSL for accuracy 
prior to his sending the NSL to the 
service, this fact is 

of no consequence to this opinion 

Division for 

14 (S) See EC titled 

15': (U) Id. 

16': (S) See EC titled 

17': (U) See 

LEAD(s): 

Set Lead 1: (Info) 

EC. 

b2 
b7E 

AT 

(U) Read and clear. 

Set Lead 2: (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

NSL V I Û - 4 6 8 7 
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(U) For review and action deemed appropriate. 

Lead 3: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) Read and clear. 
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(U) 

Precedence: ROUTINE 

To: Général Counsel 
Date: 06/22/2005 

Attn NSLB 
From: Inspection 

Internal InvfisHnatinng go/M--î n .tdm R o o m 11102 
Contact: CRS 

b6 
b7C 
b2 

J>KQ1S)-HQ-C122 9736-VI0 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING* 642 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). y 

Reference: 
/ /Jb-VIO Serial 464 
OGC # 2004 

b2 
b7E 

Details: (U) The TntPmal T m w B H g a H ^ . Section (IIS) received 
an EC from|~~ |Division, dated 5/12/2004, reporting a 
possible iub e r r o r . B a s e d upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

SE^SJST 

N S L V I 0 4 6 8 9 
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Precedence: PRIORITY 

To: General Counsel 

From: Counterintelligence 

Date: 09/15/2004 

Attn: National Security Law Branch 
Room 7975 

Contact: OS 

, . Approved By: b6 
b7C 
b2 

Drafted By: 

Case ID #: (U) 
(S) 

Title: (U) 
bl 
b2 
b 7 E (S) b7A (S) 

b2 
b7E 

278--HO-C1229736-VJO (Pending) 
. (Pending) 

PRESIDENT'S INTELLIGENCE OVERSIGHT 
BOARD (IOB); 
POTENTIAL IOB ERROR OR VIOLATION 

Synopsis: (U) Report from FBI, 
riolation. 

of a potential IOB 

Referenc 

(U) EncTosuri)7A ' iffii Enclosed for OGC/NSLB is one (1) copy of the 
above-referenced serial; one (1) original magneto 
optical disk (MO; aiong with one (1) original and one (1) copy of 
an accompanying letter to OIPR dated 9/10/2004. 

b7E Details: Attached EC reports a potential IOB matter 
to OGC/NSLB, as instructed per EC dated 03/08/2004, see 66F-HQ-
A1247863 Serial 149. 

1. Substantive Investigation : 

(S) 

(3) 

Case ID 97fl-HD-m -523-

NSL V I O - 4 6 9 0 

i 
ft 

bl 
b2 
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(S) 

bl 
b7A 

5. Statement of Error Committed: 

I 

(U) 

(U> 

New York ceased monitoring 
the cellular number, " 

Attached letter to OIPR describes in detail the 
facts and/thV actions taken by the Office in resolving 
this matter. 

OS 
^fSS^ The ppint of contact concerning this matter is 

CD-ID Unit, telephone (202) 

bl 
b7A 
b6 
b7C 
b2 
b7E 

b2 
,b7E 

h 6 
b7C 
b2 

LEAD(s): 

Set Lead 1: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For information of OGC/NSLB and for any further 
action deemed appropriate by OGC/NSLB. 

SECRK^ 
NSL V IO - 4691 
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Precedence: ROUTINE Date: 10/19/2004 

b2 
b7E 
b6 
b7C 

To: Director's Office 
Counterintelligence 

Attn 
Attn 
Attn 

OPR 
CD-ID 
SAC 

From: General Counsel 
N S LB / CI 
Contact: 

bl 
b2 
b7E 
b7A 
(U) 

Approved By: 
Thomas Julie 

( U ) 

(U) 

( U ) 

(U ) 

Drafted By: 

Case ID # " : 9 7 A - H n - r n 7 Q 7 ^ - V T n 

Title: 

:s) 
(Pending) 

(Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER; 
^ I 0 B 2 0 0 4 Q b 2 

.Synopsis: ̂ ^ ( S ^ The Office of the General Counsel (OGC) considers 
that this matter must be reported to the Intelligence Oversight 
Board (IOB) and to the Office of Professional Responsibility 
(OPR). A summary of the facts and OGC's analysis follow. 

X 
Ref erence : ) 2 7 8-HQ-C1229736-VIO Serial 579 

.bl 
b7A 
b6 
b7C 
b2 
b7E 
,b4 
b7D 

Case ID 

( S . Î bl 
b2 
b7E 
b7A 

97R-Hn-n??q7U-VTn Sprial 

X " 1 FBIÌNVEST./JL 
—^ftjhlfgp 

DATE:_J 
/OIG/DOJ INVEST. 

£ 1 

m m 
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t-plpnhone niimhpr 

customer. 

"1 i nformed t-hef̂  
was discontinued 

] that 
was no longer assigned to 

having been "recycled" and given to another 

( s ) 1 
1 

The original disk was sent by to OGC. which forwarded 

The foregoing information was obtained from an EC 
Ion 9/15/2004 (see 278-HO-drafted by OS 

C1229736-VIO, "serial b79) and a letter from SSA 
to 01PR Counsel James Baker dated 9/10/2004 

(U) Title 18, United States Code, Section 2511, 
prohibits the interception of wire communications except as 
authorized in chapter 119 of Title 18. Section 2511(e) provides 
an exception "for 'an officer, employee, or agent of the United 
States in the normal course of his official duty to conduct 
electronic surveillance, as defined in section 101 of the Foreign 
Intelligence Surveillance Act of 1978 lFISA', as'authorized by 
that Act." In this case, a valid order existed but it was 
predicated on information concerning the identity of the 
subscriber that was no longer accurate•at the time of the 
surveillance. Thus, the interception .of communications that 
occurred after the number was recycled was contrary to 18 USC 
2511. 

(U) Section 2.4 of Executive Order 12863 (September 
13, 1993, 58 F.R. 48441) requires Inspectors General 
and General Counsel of 

the Intelligence Community, including the FBI,, to 
report to the IOB concerning intelligence activities that they . 
have reason to believe may be unlawful or contrary to Executive 
order or Presidential directive. This language has been 
interpreted to mandate the reporting of any violation of law or 
pertinent Attorney General guidelines that are specifically 
intended to ensure the protection of the individual rights of 
U.S. persons. 

I) In this, case, the authority to monitor the line 
was basedf on information concerning the identity of the 
subscriber that changed after the information was submitted to 
the Foreign Intelligence Surveillance Court. Consequently, OGC 
will prepare a cover letter and memorandum to report this matter 

SEt5^ET 
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to the IOB. That correspondence will also inform the IOB that 
the case will be referred to FBI's Office of Professional 
Responsibility. 

LEAD(s): ' 

Set Lead 1: (Action) 

DIRECTOR'S OFFICE 

AT OPR FO, DC 

.(U) For appropriate action. 

Set Lead 2: (Action) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) .Please read and clear. 

Set Lead 3: (Action) 

b2 
b7E AT 

(U) For appropriate action. 

NSL V I O - 4 6 9 4 
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BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington/ D.C. 20503 

Dear General Scowcroft: 

This letter forwards for your information a self-explanatory 
enclosure entitled, "Intelligence Oversight Board (IOB) Matter, 
I OB 2004-83 . " (U). 

The enclosure sets forth details of investigative activity 
which the FBI has determined may have been contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

1 - Ms. Thomas 1 - IOB Library ' 
1 - 278-HQ-C122 973 6-VIO 1 -

1 -

- 2 -

Case ID : 278-HQ-C1229736-VIO \ Serial : 604 
SECRET 

N S I V IO -4695 
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General Brent Scowcroft (USAF Retired) 

Should.you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

Enclosure 

1 - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 '" 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie Thomas 
Deputy General Counsel 

INTELLIGENCE OVERSIGHT BOARD-(IOB) MATTER b2 

NSL V I O - 4 6 9 6 
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Working Copy Page 

the subscriber for this line was verified by the 
of the FBI 

Information concerning 
office 

_LSJ_ 

coverage 
cellular service provider informed_ thef 
that telephone numbe 
target. It had been 
"recycled." 

tne p h i discontinued 

JôTT 
the 

ice of the FBI 
was no longer assigned to the 

given to another customer after being 

is! 

forwarded to the 
Department of Justice's Office of Intelligence Policy and Review 
for appropriate, disposition. I I 

bl 
b7A 
b2 
b7E 
b6 
b7C 

(U) Title 18, United States Code, Section 2511, prohibits the 
interception of wire communications except as authorized 
in chapter 119 of 

Title 18. However, Section 2511(e) permits "an 
officer, employee, or agent of the United States in the normal 
course of his official duty to conduct electronic surveillance, 
as defined in section 101 of the Foreign Intelligence 
Surveillance Act of 1978 IFISA', as authorized by that Act." In 
this case, a valid order existed but it was predicated on 
information concerning the identity of the subscriber that was no 
longer accurate at the time of the surveillance. Thus, the 
interception of communications that occurred after the number was 
recycled was contrary to 18 USC 2511. The matter is therefore reportable to 
the Intelligence Oversight Board under the terms of Executive Order 12863. 
In addition, it 
has 

been referred to the FBI's Office of Professional Responsibility for any 
action that is » 

SECRET 
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deemed appropriate. 
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(Rev. 01-31-2003) 
sèqRET 

FEDERAL BUREAU OF I N V E S T I G A T I O N 

Precedence: ROUTINE 

To: General Counsel 

Date: 06/24/2005 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, 
Contact: CRS 

(ur 
(U) 

b6 
b7C 
b2 

(U) 

Approved By: 

Drafted By: 

C a s e I D # : 

Title: 

IPU, Room 11102 

) 278-HQ-C1229736-VIO . (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 6 51 
OGC/lOB# 2 004- b 2 

Synopsis:' (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (S) 
278-HQ-C1229736-VÏO Serial 579 

. '.bl 
b2 
b7E 
b7A 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from| |Office dated 9/15/2004, reporting a possible 
IOB error. Based upon a review of the referenced EC, it is the 
IIS's opinion the incident described therein is indicative of a 
performance issue. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

b 2 
b7E 

CRET 

NSL V I O - 4 6 9 9 



U.S. Department astice 

Office of the Inspector General 

DATE: 
Wàshington, D.C. 20530 

July 20, 2005 

TO: Charlene B. Thornton 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2005005804 / 
Subject: Unidentified 

b2 
Jo7E 

"¡Division 
Z78-HQ-< FBI No. 278-HQ-C1229736-VIO 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 

This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

J "I This complaint will be investigated by the OIG. 

IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General 
Act and the Whistleblower Protection Act. 

Attachment 

GO 
NStrWO-4700 

b6 
b7C 
b2 



OIG - INVESTIGATIONS DIVISION - IDMS OIG NO. 412-2005-005804-M 
Received By: Date Received: 04/18/2005 How Received: A 

SUBJECT OF A COMPLAINT: 
Title: SA 
Component: FBI 
Misc: 
Home: 
Phone: 
Work: 
Phone: 

Unidentified FBI Agents 
Pay Plan: 
EOD Date : 

ZIP: 

ZIP: 

SSNO 
D.O.B. 

Alien No. 
F.B.I.No. 
B.O.P.No. 
D/L No. 

b2 
b 7 E 
b 6 
b7C 

COMPLAINANT: 
Title: SA 
Component: FBI 
Misc: 
Home: 
Phone: 
Work: 
Phone: 
Confidential •. 

Dicarlo, Frank J. 
Pay Plan: 
EOD Date: 

ZIP: 

ZIP: 
Revealed: 

SSNO 
D.O.B. 

Alien No. 
F . B.I.No. 
B.O.P.No. 
D/L No. 

Authority: none 

ALLEGATIONS: 412 Job Performance Failure 
Occurrence Date: 06/10/2004 TIME :• 
CITY : State : zip: 

Details*. 
The FBI provided information reporting a pot ential IOB m= itter. 

DISPOSITION DATA: Date: 07/19/2005 Disposition: M Approval:POWELL, GLENN G ^ 
Referred to Agency: Component: FBI 
Civil Rights: N Sensitive: N 
Component Number: Consolidated Case Number-. 

Remarks : 
7/20/05 - Predicating material contains information which, has been classified as 
classified and was returned to.FBI Inspection Division. Management referral to AD 
Thornton, FBI Inspection Division. (yht) 

Page 1 of 1 "Printed 07/19/2005 12:34:57 07/19/2005 
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SECRET/ UkeoifAlQEQEN 

FEDERAL BUREAU OF INVESTIGATION 

b2 
.b7E 
b6 
b7C 

bl 
b7A 
b2 
b7E 
b6 
b7C 

(TT) 

CU) -

(U) 

b7A 
b2 
b7E 

Precedence: IMMEDIATE . 

To: Counterintelligence 

OGC 

Date: 03/02/2005 

Attn: r n - 3 A . r n o m 41 
SSA 

Attn: NSLB, 

Attn: IIS 

From: 

Contact 

Approved By: 

Drafted By: 

Case ID #: (S) (Pending) 

Title: (S) 

(Case Agent 
(Acting Supervisor 

</attached letter with enclosures for provision to the Office of 
Intelligenc"é~PoTicy and Review (OIPR), if appropriate, and to 
advise NSLB of same as potential IOB violation. 

/OC/NF) LHM with enclosures for dissemination Enclosure(s): 
to OIPR. 

Details : 

OIG/DOJ Revji 
. FBI INVEST.̂  

-'b 7 c " NSt 9f<9-49(! 



"bKcJRjjT/l III I I IH/I'IMI'I il, IL 

TO : 
Re : 

Counterintelligence Prom: 
(S) 03/02/2005 

bl 
b7A 
b2 
b7E 

(S) 

Electronic 
surveillance of this cellular telephone number was discontinued 
| |because subsequent 
investigation revealed-
captioned target 

:hat^this number was not being utilized by 

bl 
h i A 
b2 
b7E 

(S) The pertinent details of the authorization and 
subsequent investigation are set forth in the enclosed letter. I -i gt nvAiTifli'rir. OTPP I 

bl 
b7A 
b2 
b7E 

(U) 
attached 
violation. 

Based on the circumstances described in the 
ett'er, | | does not believe this is a potential IOB b2 

b7E 



m 

SECRET/C? 
TO : Hnnnt-pri nfpl ] i npprp From : 
Re: (S) )3/02/2005 

bl 
b2 
b7E 
b7A 

LEAD(s): 

Set Lead 1:(Action) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

Disseminate attached LHM with enclosures 
to OIPR. 

(U) 

Set Lead 2:(Info) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

Read and clear. 

I 

"iï.i 'I I ''I* i' I Ih I I iTT/TTflFllTTlT i 
^ * . " . 1 j 
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U.S. D e p a r t m e n t of J u s t i c e 

F e d e r a l B u r e a u of Inves t iga t ion 

In Rep ly . Please Refer to 

File N o . 

b2 
b7E 

March 2, 2005 

BY FEDERAL EXPRESS 

James A. Baker 
Counsel for Intelligence Policy-
Office of Intelligence Policy and Review 
U.S. Department of Justice, Room 6150 
950 Pennsylvania Ave. N.W. 
Washington, D.C. 20530 

IS) 
bl 
b7A 
b2 
b7E 

RE: 

bl 
b7A 
b2 
b7E 

Dear Mr. Baker 

ST 

Enclosed for notification to the United States Foreign 

1 
pertaining to the above-

Electronic s\jirvp-i 1 1 arirp nf 1-hiq rpl 1 n 1 ar, telephone number was 
discontinued 
subsequent investigation revealed tnat this number was not being 

Jecause 

utilized by captioned target (S) 

The authorization was based, in part, on the 
following: results of a National Security Letter (NSL) to 

i N O F O R N 
b7D 

NSL VI0-4705 



bhCkij, i / / one 01 j/ /uoromi 

the PET , ( 
terminated electronic 

Jadvised, at the request of 
was not the current subscriber. The FBI 
surveillance coveragef 

^ / O C / / N F ) 

(S) 

we are advising you of the 

SECRET/ /OIICON/ /NOFORN 
2 - NSL V I Q - 4 7 0 6 



(S) 
yELlkET/ ! OkCUN/ } NUFORN 

bl 
b7A 
h 2 
b7E 
b6 
'b7C 

X" 
If you have any questions regarding this matter, 

please contact Acting Supervisory Special Agent 
at Thank you for your assistance. 

Sincerely yours, 
b2 
b7E 

SECRET/)ORCÔN//NOFORN 

N S T V I < M 7 € 7 



v/ihwuivu 1/uv.iaiiviiL ntitl|ll 
. When filling out th; m , please press firmly 

with ballpoint pen. , , , 

FROM: (Name) 

ACCOUNTABILITY 

. (Organization and Address), 
(flrfïnYtiistlirM nnA Ä/1/iv/>rcl I T O : f t t r o ) U M r / M Q 1 1 / \ i f l - f t f ) .. f Organization and Address). 

SIGNATURE; (of Recipient) & DATE: 

If sent outside DOJ, Return this copy to:, 

DOCUMENT IDENTITY 

SUBJECT & DESCRIPTION: Ç ^ A ^ j l O O ^ Ò ^ 

;/ , if:. ! f ü l l ... 

È Date of Document:. m o r 

Copy of 

Classification of Document (Check Appropriate Box(es) Below): 

• TS W Q C O N F n S C I Q Q • OTHER 

P'V/i'^ 

No. of p a p : ff 
_ Copies, 

INTERNAL DOJ ROUTING 

. ORGANIZATION & DATE REC'D. . 

INSTRUCTIONS ON BACK OF LAST PAGE FORM DOJ-34 
JUN.8I 

ALL K I HFOPÄTIÖICGETÀIHED , 
HEPEII IS DECLASSIFIED 
DATE 07-05-2007 BY 6 5 1 7 9 / W K S 1 / 1 J 

NSL VIO-4708 



(Rev. 03-28-2000) 

SEÌFE^ET 

FEDERAL B U R E A U O F I N V E S T I G A T I O N 

im 

Precedence: DEADLINE 07/15/2004 

To: General Counsel Attn: 

Counterintelligence Attn: 

Date: 07/06/2004 

National Security Law Branch 

CD-2C, Room 4066 
SSA 

b 2 
b 7 E 
b 6 
b7C 

Fr 

Attn: A/Chief Division Coynsel 
SA 

( U ) 

Contact: SA 

Approved By: 

Drafted By: 

Case I D # : , 

(U) 

(U) 

(U) 

.bl 
b2 
b 7 E Title-: .£§) 
b6 
b7C 

(S) 

DIVISION 

(Pending) 
(Pending) 

IOB 

Synopsis:j>§Q To report a possible Intelligence Oversight Board 
(IOB) mattér. 

S) Derivea^ç^ï^: G-3 
Declassify OrT: 

(SÏ
 b l

 X b2 N 

b7E 
(U) 

Reference : X Î (a) 66F-HQ-A12478 63 Serial 149 
(b) 

-: s > 

sfec^ET 

. ù -8+1 

M 
a.ooM 

"TO SL V I 0 - 4 7 Ö 9 " 
b 2 



SECRET 

b2 
b7E 
bl 

(U) 

To: From: 
Re: 278-HQ-C1229736-VIO, 07/06/2004 

(S) (c) 

D e t a i l s : J ^ h ) I n accordance with the instructions outlined in 
reference (a), information on the following possible IOB matter 
is forwarded to FBIHQ. 

CASE BACKGROUND (U) 

(S) The substantive case file number in which the 
possible IOB violation occurred is 
title is: 

The case 

(U) 

(U) 

POSSIBLE IOB VIOLATION BACKGROUND 

On 07/02/2004, writer was informed by 
b6 
b7C 

Intelligence Operations Specialist (IOS) 

sfeQRET 

2 

that 

N S L V I O - 4 7 1 0 



To: From: 
Re: 278-HQ-C1229736-VIO, 07/06/2004 

b2 
b 7 E 

OTHER not FOIA Exer 

(U) 

the 

See 

S e p y g . - F c . y g ^ ^ g * L a X . 
number that should have been requested was 

The 

On 07/06/2004, writer consulted with | ~| 
Chief Division Counsel | |^CDC) . Writer was 

informed by the CDC that the material received constituted an 
IOB violation and should be reported. Under separate Electronic 
Communication (EC), writer forwarded said material to CD-2C for 
sequestration with the FISC. 

b2 
b7E 

3 

RIST VIGT-4711 



SECRET 

To: From: 
Re: 278-HQ-C1229736-VIO, 07/06/2004 

LEAD (s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
Division 9, General Counsel, National Security 

Law Branch, is requested to take whatever action is necessary to 
record the incident with Intelligence Oversight Board. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For CD-2C, read and clear. 

Set Lead 3: (Info) 

AT 

(U) For Chief Division Counsel, read 
and clear. 

4 

NSL V I O - 4 7 1 2 



(Rev. 01-3 i -2003) 

SSÈI^ET 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence: ROUTINE Date: 05/03/2005. 

b2 
b 7 E 
b6 
b7C 

(U) 

bl 
b2 
"b7E 

(U) 

(S) 

b2 
b7E 
b4 
b7D 
b6 ' 
b7C 

To: Director's Office 
Counterintelligence 

Attn: 
Attn: 
Attn: 

OPR 
AD 
SAC/CI 
CDC 

From: General Counsel 
Counter-intelligence Law Ur^it/Room 7947 
Contact : 

Approved By: Thomas Julie~F 

Drafted By: 

Case ID #: 27B-HO-C122 97^6-VIO (Pending) 
(Pending) 

Title: INTELLIGENCE OVERSIGHT BOARD MATTER 
I OB 20041 I b 2 

S y n o p s i s : J & ) The Office of the General Counsel (OGC) considers 
that this rfiatcer must be reported to the Intelligence Oversight 
Board (IOB) and to the Office of Professional Responsibility 
(OPR). A summary of the facts and an analysis of the situation 
follows. 

Details: yTSJ 
PPTUn QZ^BAdJ' 

m V P H n ^ r ^ n s s C 
X nnn-ns^KK as part or tnat 

On 04/28/04 
proviaea tne rpmipsrpn r p m r n a to the FBI. The telephone number 
_to be I However, due to a 

b 6 
b7C 

OIG/DOJR* 
FBI INVEST.: A H 
OPR UC INIi 

NSL V I O - 4 7 1 3 



SECRET 

To: Director's Office From: 
Re: (U) 2 78-HQ-C122 9736-VIO, 

General Counsel 
05/03/2005 OTHER not FOIA exer 

(U) 

cs> 

(U) 

' A ) r 

time was any further investigative action taken with resnect to 
the information received pertainingto the! 

made. 
No written summaries- of communications were 

drafted by SA 
serial 535) 

The foregoing information was obtained from ECs 
on 7/06/04 (see 278-HQ-C1229736, 

b l 

b6 
b7C 

(U) 

(U) Pursuant to the Electronic Communications Privacy 
Act (ECPA), 18 U.S.C. §§ 2709, the FBI can issue National 
Security Letters (NSLs) for: (1) telephone subscriber 
information (limited to name, address, and length of service); 
(2) telephone local and long distance toll billing records; and 
(3) electronic communication transactional records. 

(S) Under the authority of Executive Order 12333, 
dated December 4, 1981, and pursuant to Title 18, United States 
Code (U.S.C.), Section 2709 the FBI intended to request the 
telephone and long distance toll billing records of a non-USPER, 
the subject When the NSL was 
drafted, however, a typograpnical error resulted in the 
requesting of information derived from a number belonging to the 

(U) Section 2.4 of Executive Order 12863 (September 
13, 1993, 58 F.R. 48441) requires Inspectors General and General 
Counsel-of the Intelligence Community, including the FBI, to 
report to the IOB concerning intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
order or Presidential directive. This language has been 
interpreted to mandate the reporting of any violation of law or 
pertinent Attorney General guidelines that are specifically 
intended to ensure the protection of the individual rights of 
U.S. persons. 

• 1 

b l 
b 2 
b7E 

consequently, ugc w i n prepar 
memorandum to report this matter to the IOB. That correspondence 

SEbi^ET^ 

NSL V I O - 4 7 1 4 



SEC r 
To: Director's Office From: General Counsel 
Re: (U) 278-HQ-C1229736-VIO, 05/03/2005 

will also inform the IOB that this matter will be referred to 
FBI's Office of Professional Responsibility. 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

(U) Please read and clear. 

Set Lead 3 : (Action) 

b2 
b7E 

AT 

(U) For action deemed appropriate. 

c c Ma. Thomas 

b6 
b7C IOB Library 

3 

NSL V I O - 4 7 1 5 



May 3, 2005 

Mr. James Langdon 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. . 

Dear Mr. Langdon: 

This letter forwards for your information a self-explanatory 
enclosure entitled "Intelligence Oversight Board (IOB), Matter ]j2 
2004] | (U) 

The enclosure sets forth details of investigative activity 
which the FBI ha;s determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

1 - Ms. Thomas 
l H 

N S L V I O - 4 7 1 6 " 



Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

2 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Very truly yours 

Julie F. Thomas 
Deputy General Counsel 

- NSL VÏO-4717 



SECRET 

INTELLIGENCE OVERSIGHT ROAR ) (IOB) MATTER 20041 I 
DIVISION 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)(U) 

b2 
b7E 

b l 
b 2 
b7E 

pursuant 
Investigation of this IOB matter has reyeal'ed that 

ro a" National Security Letter ^^Bf^Wl'DlilPUBj I 
.LHllijj l U U l ^ B ^ W ^ W " 1 

Howevfer, due n a^MMHIH m W I I ^ B h B W l M i W r t W W ^ hVio mimKo-f ar-J-nal 1 v 
S|i requested was' a number belonging to 

On 07/02/04FBI realized that the results of the 
information provided in response to the NSL included the phone billing 
records of the I . Upon discovery 
of the error, on 07/06/04 the inadvertently obtained material was 
segregated and forwarded to FBIHQ for sequestration. At no time was any 
further investigative action taken with respect to the information 

'No 

(S) 

received pertaining tothe 
written summariesof communications were made. 

A copy of this submission to the IOB has been provided to the 
FBI's Executive Assistant Director for 
Counterterrorism/Counterintelligence and to the Office of Professional 
Responsibility for action as deemed appropriate.. (U) 

DATE : Û9-20-2QC 
CLASSIFIED if é 

D©rj^df£©iir : G-3 
Depia^Si^co n : XI 

SECRET 

SEC 

NSL V I O - 4 7 1 8 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF I N V E S T I G A T I O N 

(U) 

( U ) 

(U> 

(U) 

Precedence : ROUTINE 

To: General Counsel 

Date: 08/02/2005 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 11102 
Contact: CRS 

Approved By: Fogle Toni Mari 

Drafted By: 

Case ID #: 

Titlet 

278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 923 

b2 
b6 
b7C 

OGC/IOB# 2004- b2 
Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference : ^ j 278-HQ-C122973 6-vio Serial 535 

27ö-HÜ-CI22y736-V10 üerial 831 

bl 
b2 
b7E 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from| | Division dated 7/6/2004, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

SECR: 

NSL V I O - 4 7 1 9 



(Rev. 01-31-2003) 

S E C I ^ T 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

*939 

Precedence: PRIORITY 

To: General Counsel 

Date : 09/01/2004 

Attn: National Security Law Branch 
Room 7975 

h 2 
b 7 E 
b 6 
b7C 

Case ID #: (U) 
(U) 

Title: (U) 

(S) 

278-HQ-C122973 6-VIO 
2 78j~jC63856-VIO 

PRESIDENT'S INTELLIGENCE OVERSIGHT 
BOARD (IOB); 
POTENTIAL IOB ERROR OR VIOLATION 

Synopsis: (U) Report from of potential IOB violation. 

b 2 
b7E 

Enclosure (s) : J^X. Enclosed for OGC/NSLB are copies of the 
above-referenced serials, and a copy of the 06/17/2004 Memo from 

Division. 

Details This EC reports a potential IOB matter to OGC/NSLB, 
as instructed per EC dated 03/08/2004, see 66F-HQ-A1247863 Serial 
149. Immediately upon discovering this potential IOB violation 

SÌìS^ET 

44 S L V I Ç --4720 



b2 
.b7E 

SECRET 

To: General Counsel From: 
Re: (U) 278-HQ-C1229736-VTO, Uy/01/2004 

on 08/19/2004, CDC 
OGC/NSLB. 

notified Unit Chief 

(S) b6 •• 
b7C 
b2 
b7E 
bl 

1.SubstantiveInvestigation 

2. Subi ect: 

(S) 

b2 
b7E 

IS) 

3. Subject's Status: US Person 

Controlling T.eaal Authority- f 
bl 
b6 
b7C 

tĥ t- fhP r 

5. Statement of Error Committed: On 08/19/2004, FBI 
Division, received a Memo dated 06/17/2004 from a| 

Division Investigative Analyst (IA) . The Memo lnunjctted 

J 
Upon reviewing the NSL request (see serial 

cover EC (see serial 76) determined that the 
Specialist who drafted the request for Case Agent SA £ 

OTHER 
73) and 
aralpnal 

not FOIA e: 

had inadvertently cited to Title 15, United States Code 
Section (§) 168]^)of the Fair Credit Reporting Act 
J J § 1683©) In accordance with Public Law 107-56 

(U.S. (J.) 
(FCRA) instead of __ . 
(USA Patriot Act) and FBI policy, the use of § 1681v to obtain 
consumer reports is limited to international terrorism (IT) 
investigations. However, as indicated previously, the request 
made b vf 1 which prompted f 

I 
further processing of tJie request 

[ 
"Ialso had requested that 

notification was in an 
immediately discontinued 

tol ] In the same EC, 
Division deliverr an y 

based upon § 168lv. 
]Division deliver an NSL to 
Therefore,! I immediately attempted to Î ì T 

SL to 
also 

discontinue these leads which inadvertently cited to § 1681v. 

Unfortunately, both^ 
already delivered the NSLs ana provided tne resuT 

I I and I " 
1Divisions s to[ 

had 
"](see 

entirety from both 
and are enclosed. 

1,. The results in their 
were immediately sealed 

b2 
b7E 
b4 
b7D 

b2 
b7E 
b4 
b7D 

3 

NSL V I O - 4 7 2 1 



SEfcsqîT 

To: General Counsel From : ~ ~| 
Re: (U) 278-HQ-C1229736-VIO, 09/01/2004 

After further discussion with SA| the 
current ^ s p Rgpnt. it- was learned that upon her receipt of the 
results fron I a copy of the results were disseminated to 
Task Force MEMEE^ 
Service (NCIS) ä memoer or tne 
Counterintelligence Task Force, 
with 

Navy Criminal Investigation 
[ _ _ P i v ~FbI| pivision's Foreign 

Contact was immediately made 
3n 08/19/2004 and he was instructed to return all 

resulting documentation provided to him by SA 
returned this documentation oh 08/20/2004, adVlàiflg that he had 
not utilized this information. This documentation was 
immediately sealed on 08/20/2004 and is enclosed. 

A review of thq 
Automated Case Support (ACS) 

Legal Unit1 s entire NSL file and 
since the enactment of Public Law 

107-56 revealed that 15 U.S.C. § 1681v has not been cited in any 
other FCI investigation. 

3 

NSL V I Ö - 4 7 2 2 



To: General Counsel From: 
Re: (U) 278-HQ-C122 9736-VlU7 

SGBSJST 

0 9 / O Ï / 2 0 0 4 
b2 
b7E 

LEAD(3): 

Set Lead 1: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For information of OGC/NSLB and for any further 
action deemed appropriate by OGC/NSLB. 

1 

SE^R^T 

4 

N S L V I O - 4 7 2 3 
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Precedence: PRIORITY 

To: General Counsel 

Date: 09/01/2004 

Attn: National Security Law Branch 
Room 7975 

From: 
'Legal Unit: 

Contact: 

Approved By 

b2 
b7E £ J 
b 6 Drafted By: 
b7C C a s e I D 

Title: (U) 

(U! b 6 

b7C 
bl ^ 

C63856-VIO 

PRESIDENT'S INTELLIGENCE OVERSIGHT 
BOARD (IOB); 

(U) Report from of p 

Reference 

( U ) 

bl 
b2 
b7E 

Enclosure(s) Enclosed for OGC/NSLB are copies of the 
above-referenced serials, and a copy of the 06/17/2004 Memo from 

Division. 

nj\ Details:J^) This EC reports a potential IOB matter to OGC/NSLB, 
as instructed per EC dated 03/08/2004, see 66F-HQ-A1247863 Serial 
14 9 

OGC/NSLB 

1. Substantive Investigation: 

(S) 

Case ID : 2 78-HQ-CÏ22 973 6-VIO 
2 7 81 1-C63856-VIO 

Serial 

SECRET 
\ N S L V I O - 4 7 2 4 

573 

b6 
b7C 
b2 
b7E 

bl 
b2 
b7E 



SECRET 
- Working Copy - Page 2 

(S) 

2 . 

3 . 

4 . 

Subject : b7C 
Subject's Status: US Person 

Controlling Legal Authority: A I 

r * 

5. . Statement of Error Committed: 

that q 
Thp ""mn inrfirah 

bl 

b2 
b7E 

Upon 
cover EC (see serial 76) , 
Sneri al at who drafted the request for Case Agent SA 

(see serial 73) and 
determined that the p,aral arral 

6MM»IMI»lli Tinman" lof the Fair Credit Reporting Act 
In accordance with Public Law 107-56 (R.'RA)| 

(USA Patriot Act; ana fai'policy, the use of -i^fiiv to "frt.^1Tni:n n o t poiA ex< 
oonsnmer r-̂ or-t.g iH l-im-it̂ H ho -international ter-ror-i am ( TT^ 0 

(S) 
However, as.i'riHirat-pH m-.eviously, the request 

-ala notification was in an 
,immediately discontinued 

r processing ot tne requesttol 
also had requested thatf 

c 
EëZL 

» a » «P 

Unfortunately, both { 
SaÉstiàSBÛSÈlE 

îivisions had 

b7D 
b2 
b7E 
•bl 

b2 
b7E 

After further discussion with the 
current Case Agent, it was learned that upon ner receipt of the 
Tcaulfe'O fenxwil ^ la ronv of th** results were «taBaemMaaitewebMtei 

Navv Criminal Investigation 
Division's Foreign 

«Jaokn jfoMso*» 
Service (NCIS), a member of the FBI 
Connf.grintel Hapnrp Task Foro^. Contact was immediately made 
with and he was "iiiPteWA greift 

b2 
b7E 
b6 
b7C 

resulting provided to him by SA. 
returned this documentation o 

immediately sealed on. 08, 

A review of the 

This documentation was 
104 and is enclosed. 

Legal Unit's entire NSL file and 
Automated Case Support (ACS) since the enactment of Public Law 

"SECRET 
IMSraO-4725 

b2 
b7E 
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- Working Copy - Page 2 

107-56 revealed that 15 U.S.C. 1681v has not been cited in any 
other FCI investigation. 

LEAD(s): 

Set Lead 1: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC > 

(U) For information of OGC/NSLB and for any further 
action deemed appropriate by OGC/NSLB. 

NSL V I O - 4 7 2 6 
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Precedence ROUTINE Date: 09/15/2004 

To: Director's Office 
Counterintelligence 

Attn: OPR 
Attn: AD 
Attn: SAC 
Attn: SAC 

CDC 

From: Office of the General Counsel 
NSLB/CILU/Rm 7975 
Contact : 

Approved By: Curran John "F 

b2 Drafted By: 
b7E 

Case ID #: (U) 278-HO-C1229736-VIO (Pending) 
b7C 
bl Title: 

(S) Pending) 

(U) INTELLIGENCE OVERSIGHT BOARD MATTER 
IOBt 

Synopsis: considers that 

follows. 

(U) 

Details: 

Deriveä^£QTTr^: G-3 
.assify On: 

OIG/DOJ Revle 
FBI INVEST.: 
OPRUCINf 

DATE: 
i/DOJ INVEST.: 

: SZ/M ,b6 
'b7C 

bl 
b2 
b7E 

( U ) 

On 5/21/2004, the SAC authorized the issuance of 
National Security Letters (NSLs) seeking credit reports about the subject 
from the three major credit reporting companies. The 
letters, which cited Title 15, United States Code, Section 1681v 
(15 USC 1681v),1 requested "a copy of a consumer report and all 
other information contained in your files for the below listed 
consumer ii.e., the•subject"." All three NSLs included a 

Case ID 2 7 8- HO-CI2 2 9 1 2 G - V T Q 
ÍS) 

Serial : 595 

JbUUJ i 
NSL V I Ö - 4 7 2 7 

bl 
b2 
b7E 



SECRET 
- Working Copy -

certification by the SAC, purportedly "in accordance with 15 USC 
1681v(b)," that "the information sought is relevant to an 
authorized investigation to protect against international 
terrorism or clandestine intelligence activities ietc.'." 

Page 2 

The letters were duly delivered to two of the 
three companies, both of which provided the requested credit 
•i nformation . The third letteri—nrhi rh ha,d been sent to the 

tc 
pffice for delivery to 
by a 

it referred to 

M 

was returned unexecuted 
intelligence analyst who noticed that 

instead of 

office After learning of the error, the 
determined that the two credit r^nnrh« Viari alrpa^v ViP^n 
disseminated to a member of the 
Task Force in connection with the investigation. The reports 
were retrieved, sealed, and forwarded to Headquarters together 
with a report of the incident. (See 278-TR-C1229736-VIO, serial 
573.) 

b2 
b7E 
b4 
b7D 

b2 
b7E 

(U) The section of law cited in the three NSLs, 15 USC 
was added by the USA Patriot Act, P.L. 107-56. 'It \ 

provides in part that "a consumer reporting agency shall fur; 
a consumer report of a consumer and all other information in 
consumer's file to a government agency authorized to conduct 
investigations of, or intelligence or counterintelligence 
activities and analysis related to, international terrorism w 
presented with a written certification by such government age 
that such information is necessary for the agency's conduct c£ 
such investigation, activity or analysis." (Emphasis added. )j 

(U) By way of cont is an older :ast,tl5 USC 
statute that applies to bothCcounterintelligence and 
counterterrorism investigation^ In connection with an 
authorized investigation of such cases, 

TDTT" 
OTHER not FOIA 

(U) To obtain the ex parte order, the FBI must show 
"that the consumer report is sought for the conduct of an 
authorized investigation to protect against international 
terrorism or clandestine intelligence activities, provided that 
such an investigation of a United States person is not conducted 
solely on the basis of activities protected by the first 
amendment to the Constitution of the United States." 

The Office of the General Counsel issued 
instructions^regarding the differences between 15 USC 1681u and 
15 USC 1681v, together with sample forms,' in an EC dated 
10/1/2003. (See 66F-HQ-A1255972, serial 32.) 

. SECRET " 
NSL V I O - 4 7 2 8 
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Moreover, the letters included a certification" 
ldL way imyfeading although not untrue. (The certificatiOTHER not 

stated, correctly, that the information was needed in connection 
with an authorized investigation to protect against international 
terrorism or clandestine intelligence activities. Section 1681v, 
however, refers only to international terrorism.) f 

3 b2 
b7E 

FOIA exe 

(U) In weighing the graid_Lii_ûf_this matter, the Office 
of the General Counsel notes that 
1681 v does __ 
circumvent the requirements of section 1681u. 
the error, 

citation of 15 USC 

Once apprised of 
b2 
b7E 

The question of intent is 
relevant because 15 USC 1681u(j)suggests that Congress did not 
consider disciplinary action by an agency to be warranted unless 
"the circumstances surrounding the violation raise questions of 
whether or not an employee of the agency or department acted 
wilfully or intentionally with respect to the violation. . .." 

~tEe 
(U) ~ We are also mindful of the fact that the 

office could have obtained exactly the same result (i.e 
subject's credit report) if it had followed the two 
step process set forth 

in 15 USC 168lu, namely, an NSL followed by an ex 
parte application for a court order. The proof required for such 
an order is minimal and the facts in this case would have 
justified it. 

(U) Nevertheless, in preserving a distinct provision 
for obtaining credit information in counterintelligence cases, 
Congress apparently intended to apply a different standard to 
this type of case. By using Section ifiaiv - r a t h e r than Section 

b2 
b7E 

office 
The 

1 6 8 1 u for a counterintelligence case, the 
contravened the intent of Congress, albeit inadvertently, 
matter should therefore be referred to the Intelligence Oversight 
Board and to the Office of Professional Responsibility. OGC will 
prepare a cover letter and a memorandum to report this matter to 
the IOB. 

b2 
b7E 

(U) The action of Intelligence Analyst 
in detecting this error and calling it to the attention of the 

office is to be commended. 

b6 
b7C 
b2 
b7E 

LEAD(s) 
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Set Lead 1: (Action) 

DIRECTOR'S OFFICE 

AT OPR FO, DC 

(U) For action deemed appropriate 

Set Lead 2 : (Action) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) Please read and clear, 

Set Lead 3 : (Action) 

AT 

(U) For action deemed appropriate 

Set Lead 4: (Discretionary) 

I 

b2 
b7E 

AT 

(U) For action deemed appropriate. 



RET 

Page 2 

BY COURIER 

General Brent Scowcroft (USAF Retired) 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 

Dear General Scowcroft: 
I 

This letter forwards for your information a self-explanatory 
enclosure entitled, "Intelligence Oversight Board (IOB) Matter, 
IOi (U) h 2 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

OSURE 

1 - Mr. Curran 1 
1 -I 1 
1 -

IOB Library 
2 78-HQ-C1229736-VIO 

Jo 6 
b7C 

_Derivedfrom: G-3 
Z n i c l S i s î î y ^ î r — ^ S s I i 

Case ID : 278-HQ-C1229736-VIO Serial : 596 

- _.. N SL-VIG-4?31 — 



Page 2 

General Brent Scowcroft (USAF Retired) 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. 

Enclosure 

1- - The Honorable John D. Ashcroft 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

John F. Curran 
Deputy General Counsel 

~NSb VI0-4732— 



Page 2 

(U) 

( U ) 

Investigation of this IOB matter has determined that the 
Field Office obtained consumer credit reports from two. 

credit reporting companies in connection with an authorized 
counterintelligence investigation using a National Security 
Letter (NSL) that referred to Title 15, United States Code, 
Section 1681v, when in fact that section only permits the use of 
NSLs to request credit reports for authorized counterterrorism 
cases. Title 15, United States Code, Section 1681u, allows the 
FBI to use an NSL. to obtain certain information from credit 
reporting agencies in authorized counterintelligence cases, 
specifically, the names and addresses of financial institutions 
at which the subject of the investigation maintains an account. 
In order for the FBI to obtain a credit report in a 
counterintelligence case, it must apply for an ex parte court 
order under the terms of Title 18, United States Code, Section 
1681u(c). 

b2 
b7E 

^The credit reports that were procured from credit reporting 
companies by citing 15 U.S.C. 1681v were not properly obtained. 
Although the error in statutory citation appears to have been 
inadvertent, and the| |office immediately retrieved and 
sealed the credit reports once the error was discovered, this 
matter has been referred to the FBI's Office of Professional 
Responsibility for such action as may be appropriate. 

Declassify on: 

W S B V K M 7 3 3 -
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FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To: General Counsel 

Date; 

Attn; NSLB 

Prom: Inspection 
Internal Investigations Section. IPU. 
Contact : CRS 

Room 

08/02/2005 

11102 

Approved By: Fogle Toni Mari 

Drafted By: 

C a s e I D # : 

Title: ( 

278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING« 939 
OGC/lOB# 2 004-

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Refere&ce: 2 78-HQ-C1229736-VIO Serial 573 
278-HQ-C1229736-VIO Serial 595 

Thf Internal Investigations Section (IIS) received 
Division dated 9/1/2004, reporting a possible 

Details: 1LQ 
an EC from| 
IOB error. Based upon a review of the referenced EC it is the 
IIS's opinion the incident described therein is indicative of a 
performance issue. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

— - - N S T - V I E = 4 7 3 4 — 
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CU) 

(UJ 

Precedence: IMMEDIATE 

To: Office of General Counsel Attn: 

Attn: 

Date: 09/24/2004 

CTLU-1 

From: Counterterrorism 
ITOS 1/ CONUS 1/ Team 4. Room 4Wi58 
Contact: SSaI b2 

b7E Approved By: Bald Gary M 
b6 Hulon Willie T 
Jo7C Cummings Arthur M 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) bl 
(S) (Pending) 

Title: POTENTIAL IOB VIOLATIONS 
b2 
b7E 

(S) 

Counterterrorism Law Synopsis: (S) To advise 
Unit-1 (CTLU-1) of potential Tnt-.pl 1 igenre Oversight Board 
(TOB) viol at i nna . and -instruct | |to close captioned 

pursuant to these IOB matters. 

M red^_From 
Declassify 

FBI SCG G_-3 Oij 
¡9 

b6 
b7C 
bl 
b2 
.b7E 

fTT\ 

Reference: (S) 

(S) 
bl 
b2 
b7E 

ID fipri al • Çfln 

è^TT -TTEtSTCTT 

, b 2 



" D é c r e t 
Working Copy 

Administrative : (U) 09/16/2004 e-mail anH i-plcall fr-nm fig a 
I 1 ITOS I, CONUS I, to A/SSA 
Albany Division discussing this matter. 

Détails: 

Page 

Investigation re this matter after albeit logical 
and appropriate, constituted unauthorized investigation. 

A review of ACS reflected that the 
unauthorized investigation included foreign/domestic leads 
being set-out and NSLs issued for telephonic or financial 
documentation. 

(U) "Unauthorized investigations" comprises a 
category of IOB Matters which, must be reported to the Office of 
General Counsel (OGC) within fourteen days of discovery. The 
OGC is thereafter responsible for the review of the reported 
IOB incident. After a review, OGC will issue a written opinion 
as the whether the IOB requires notification. 

(U) In light of t 
cease any investigation re 

is instructed to 
and close this 

investigation. Analysis of any documentation obtained prior to 
I |is authorized; however, any outstanding leads or 
request for documentation set out afterl I must be 
discontinued and the appropriate entities advised of same. 

(U) This arimi ni .g tra ti ve oversight is not meant to 
minimize or discourage | investigative efforts. 
has the option of requesting ITOS I, CONUS I to authorize that 

(if sufficient justification 
However, 

thi 
exist 

is| | be reopened f 
ist) if additional leads are needed to resolve it 

absent extenuating circumstances, 

bl 
b2 
.b7E 

(U) The AGG requires that 
] must be approved by FBIHQ (ITOS I, CONUS I) and the Office 

of Intelligence and Policy Review (OIPR) advised of same. An 
extension request must articulate the reason for the request or 
it will not be approved. 

(U) Should determine that a.11 logical 
investigation re this matter has been conducted and no 

, . SECRET 
•" 1 - - - - - - - 1 ' • - - - - - — - \ NSL V I O - 4 7 3 6 

b2 
.b7E 



SEÌSRI SESRET 
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terrorism nexus exist, a closing EC should be submitted which 
articulates the justification for closing this investigation. 

LEAD(s) : 

Set Lead i: (Action) 

OFFICE OF GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Is requested to review the potential IOB 
violations noted herein and ascertain if IOB should be 
notified. 

Set Lead 2: (Action) 

COUNTERTERRORISM 

AT ITOS 1/ CONUS I, TEAM 4 

(U) Will document that CTLU-1 has been advised within 
fourteen days of the potential IOB violation noted herein. 

Set Lead 3: (Action) 

b2 
b7E A T 

(U) Will discontinue all investigation re captioned 
PI pursuant to the instructions noted herein and advise ITOS 1/ 
CONUS I, Team 4 via EC. 

SECftKT 
TÏSL VIO-4737 



(01/26/1998) 

S E CR: 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence: ROUTINE 

Tc 

Date: 02/03/2005 

b2 
b7E 
b6 
b7C 

Counterterrorism 

Inspection 

Attn : SAC 
CDC 

Attn: ITOSI/CONUS1 
SSA 

Attn: SC Toni Fogle 

<U) 

(U) 

(U) 

bl 
b2 
b7E 

(U) 

(U) 

From: General Counsel 
National Security Law Branch/LX Crossing Room 5S200 
Contact: 

Approved By: Thomas Julie F 

Drafted By: 

Case ID #: 

Title: 

278-HQ-C1229736-VIO ^(Pending) 
! Pending) 

INTELLIGENCE OVERSIGHT BOARD 
(IOB) MATTER 

Synopsis: J & i It is the BHMHBfii of the Office of the General 
Counsel (OCX:) that this to the 
Intelligence Oversight Board (IOB) and to the Inspection Division 
(INSD), FBIHQ. OGC will prepare and deliver the necessary 
correspondence to the IOB. Our analysis follows. 

\ 

Reference: 278-HQ-C122 973 6-VIO Serial 580 
278-HQ-C122 9736-VIO Serial 106 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 6.1. 

d o 
ì I Olß/DOJ Rev* INVEST.: f IM 

' H - i 

OPR UC INlfl 

R I -

DATE 
"^uOJ INVEST. 



b2 
b7E 'o. k x 

Re 

"sèŝ .: SEIS^ET 

From: General Counsel 
2 78-HQ-C122 9736-VTO , 02/03/2005 

Details: (S) As reported by the rnnnt-pri-prmn'am ni v-i gi nn iTj an 
Electronic Communication (EC) dated 09/24/2 004, on| 

Subsequent extensions were granted by SAC, 
as authorized by the Attorney General's Guidelines for FBI 
National Security Investigations and Foreign Intelligence 
Collection (NSIG). On or about I I authorization was 
obtained by| I from FBI HQ to extend the captioned 

in accordance with the NSIG. 

M i 

if ter|_ 

Iwas improperly extended for an additional 
without FBIHQ authorization. Investigative activity 

lleads being set and 

] 

National Security letters issued for. telephonic or financial 
records. 

I 

S) 

II) 

Because headquarters autnorization to extencT 
was not obtained, investigation into this matter after 
constituted unauthorized investigation. 

(U) Upon it's report of the matter, FBIHQ instructed 
to cease any further investigation into the captioned matter and 
to close this investigation. FBIHQ further directed that 
analysis of any documentation obtained prior to 
authorized but that any outstanding leads or requests foi-

ls 

documentation set out after must be discontinued. Any 
further investigation would have to be predicated upon a request 
b y I a p p r o v e d b y F B I H Q t o 

A "United States person" is defined in Section 101 (i) of the 
Foreign intelligence Surveillance Act (FISA)(codified at 50 U.S.C. § 1801 et 
sea.) as "a citizen of the United States [or] an alien lawfully admitted for 
permanent residence (as defined in section 101(a)(20) of the Immigration and 
Naturalization Act) . . . ." See also Section I.C of The Attorney General's 
Guidelines for FBI National Security Investigations and Foreign Intelligence 
Collection (NSIG). 

SECRET ib^Ei 

NSL VIO-4739 



SECRET 

To: \ / From: General Counsel 
Re : 278-HQ-C122 973 6-VIO , 02/03/2005 

requested 
has not 

Section 2-56 of the National Foreign Intelligence 
Program Manual (NFIPM) requires OGC to determine whether the 
facts related above are required to be reported to the IOB. 
Section 2.4 of Executive Order (EO) 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, INSD, and the General Counsel, OGC, respectively) 
report to the IOB "concerning intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
order or Presidential directive." The investigative activity 
that took place after 05/08/2004 was unauthorized and in 
violation of Section II.C.4 of the NSIG, a regulation approved by 
the Attorney General in accordance with E.O. 12333. 
Consequently, in accordance with E.O. 12863 and Section 2-56 of 
the NFIPM, the error, even if inadvertent, must be reported to 
the IOB, which this Office will do. 

SECRS^T 

3 



To 
Re \ , / 

From: General Counsel 
"278-HQ-C1229736-VIO , 02/03/2005 

LEAD (s): 

Set Lead 1: (Info) 

AT 

(U) Read and Clear. 

Set Lead 2 : (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate 

- Ms. Thomas 

- 1015 Pile 

SECKS^r ET 

NSL V I 0 - 4 7 4 1 
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March 11, 2005 

BY COURIER 

Mr. James Langdon 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Langdon: 

Enclosed for your information is a self-explanatory 
memorandum, entitled "Intelligence Oversight Board (IOB) Matter, b 2 

Field Office, IOB Matter 2004| | (U) J37E 

This LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection and/or laws, Executive Orders, or 
Presidential Directives which govern FBI foreign 
counterintelligence and international terrorism investigations. 
(U) 

Enclosure 

1 - Ms. Thomas 
1 
1 - 278-HQ-C122973 6-VI0 b6 
1 - OPR (IOB 2004-84) b 7 C 

Mr. James Langdon 

SECRET 

Case ID .: 278-HQ-C1229736-VIO Serial : 732 
ET 

NSL V I O - 4 7 4 2 
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Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzalez . 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

b2 INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
b7E I I FIELD OFFICE 

IOB MATTER 2004-| |(U) 

(SL TmrnnHfi;tiion of this TOR matter has determined that on 
on ' 

a United States person. Subsequent 
SECRET 

NSL V I O - 4 7 4 3 

bl 
b2 
b7E 

b7C 
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extensions were granted by SAC, as authorized by the 

( 3 ) 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection—LM5IG) 
about i authorization was obtained by I 

On or 
from FBI 

Headquarters I 
lin accordance with the NSIG.f 

I 

bl 
b2 
b7E 

:s) 
] r > f 

Investigative activity after included r leads being set and National Security letters 
ssued tor telephonic or financial records. | 

Because 
Headquarters autnorization to extend waa not obtained. 
investigation into this matter 
unauthorized investigation. (S)' 

bl 
b2 
b7E 

constituted 

TTnnn -i 1- ' a -report of the mat-te-r [ 
r 

IS analysis or any documentation ootamed prior to 
authorized, that any outstanding leads or requests for 
documentation set out after must be discontinued. Any 
furUaanJjavestigation would have to be predicated upon a request 
bvl I approved bv FBI Headquarters 

W 
has not requested 

bl 
b2 
b7E 

This matter also has been referred to the FBI's 
Inspection Division for action deemed appropriate. (U) 

rssTfy on: 
SECRET 

SECRET^ 
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Working Copy - Page 

SECRET 
N S L V I O - 4 7 4 5 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF I N V E S T I G A T I O N 

(U) 

(U) 

Precedence : ROUTINE 

To: General Counsel 

Date : 08/02/2005 

Attn: NSLB 

Prom: Inspection 
Internal Investigations Section, IPU, Room 11102 
Contact: CRS 

Approved By: Fogle Toni Mari 

Drafted By: 

2 7 8 - H Q - ( J 1 2 2 9 7 36 - V I O 

b6 
b7C 
b2 

(Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 941 
0GC/I0B# 20041 

b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: 278-HQ-C122 9736-VIO Serial 580 
278-HQ-C1229736-VIO Serial 731 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from Counterterrorism Division dated 9/24/2 004, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

NSL V I O - 4 7 4 6 
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Page 

Precedence : ROUTINE 

To : General Counsel 

Date: 12/06/2004 

Attn: National Security Law Branch, 
Room 7975 
Unit Chief 

From: Field Office 

Contact : SSRA 

Approved B] 

Drafted By 

-

278-HO-C122 9736-VIO 
278 C65943 

( U ) Case ID #: 

JJJJ T i t l e : I N T E L L I G E N C E OVERSIGHT BOARD (IOB) MATTER 

C U ) -

( U ) 

Synopsis:yVS\ Possible IOB error for over collection of information 
through National Security Letter (NSL) process. 

X 
Details : 

(S) 1. 

( U ) 

( U ) 

(U) 

< U ) 

(U) 

( S i 

2 . 
a u.b. person. 

Possible IOB Error: 

b2 
b7E 
b6 
b7C 

4. Description of IOB Error (including any reporting delays) 

On rvr ahnnf nq/?7/2004 
to 

an Ff-PÄ NST, was iaaiiPH by SAC, 
for "the 

name(s), address(es), length of service, and local and long distance 
toll billing records"! 

b7E 
b4 
b7D 

Case ID 
b2 
b7E 

278-HQ-CI229736-VIO 
2,7 8| ^-65943 

Serial 

SECR: 
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(U) 

( C ) 

CU) 

relevant to the above named investigation. 

the case aaent received the results of On 11/27/2004 
the NSL r^c^uest from 
Division. The requested records were contained on a CD inside a 
sealed envelope. Upon reviewing the CD, the case agent determined the 

Jthrough the 

subscriber of the telephone number. 
determined that 
information! 

Additional review of the CD 
I had also nroviHpH rnrit-pnf 

voluntarily provided by 
responsive to the NSL or requested by the FBI 

I The content information was 
and was not 

Upon realizing that the CD contained non-responsive 
content ^information, the Case Agent immpH-i «i-piv- mnfart-pH the 

1 Division Counsel took 
possession of the original CD. The Case Agent confirmed that the CD 
had not been copied, and no information outside the scope of the NSL 
request has been maintained by the FBI or used in the investigation. 

The original CD will be maintained in the possession of 
the x x until it can be submitted to NSLB with a request 
that the material be forwarded to DOJ/OIPR for submission to the FISA 
Court for proper destruction. 

that this intelligence 
OB matter because the error was on the 

and not the FBI. In 

!) It is the opinion of 
acfivicy is not a reportable 
part of the provider, 
light of the fact that no FBI personnel caused the error, and that FBI 

1 mn I smpnr.srl 

this matter. 
LEAD(s) : 

personnel immediately discovered the error and 
•emedial measures to mitigate the situation, SAC 
recommends no administrative action be taken regarding 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Precedence: ROUTINE Date: 12/06/2004 

j s e ç r e i . 
NSL V I O - 4 7 4 8 
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SÌJCSJST 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

ÏÏT 

b2 
b7E 
b6 
b7C 

(U) 

(U) 

CU) 

(U) 

iU) 

(U) 

CU) 

Precedences ROUTINE 

To: Director's Office 

Date: 01/31/2005 

Attn: 
Attn: 

OPR 
SAC 
ADC 
SSRA 

From: Office of the General Counsel 
National Serm-ri tv Tiaw Rranrh 
Contact: AGC 

Approved By: Thomas Julie F 

Drafted By 

C a s e I D # : ( 278-HQ-C122 9736-VIO' W2 
278 

Titles 

C65943-280 
'It 

INTELLIGENCE!—ÛIIEÛ^IGHT BOARD (IOB) 
b2 

Synopsis: /fSi It is the IjjflfflWffiF̂  of the Office of the General 
Counsel ("OGC") that this matter to the IOB. 
OGC will prepare a cover letter and a letter nead memorandum to 
report this matter to the IOB. Our analysis follows. 

X 
Reference: 278-HQ-C1229736-VIO-632 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document into Corel Word Perfect. 

Details s : 
2004 (cited below)1, the 

By plprr.rnnir romrmirri rat i nn (EC 
Division 

dated December 6 ; 

See EC from the |Division to the General Counsel, dated 
December 6, 2004, Case ID # 278-HO-C1229736-VIO Serial 632, titled "Intelligence Oversight 
Board (IOB) Matter," hereinafter cited as ' 

b6 .. 
- v-b7C 

OIG/DOJ R ev/j 
FBI INVEST.: 
OPR UC INI 

DATE: 
I IMVCCT- ̂  i/DOJ INVEST.: 

NSL VIO-4749 

b2 
b7E 



<U) 

CÌ^I 

To: 
Re 

SECRET 

irector's Office From: Office of the General Counsel 
278-HQ-C122 973 6-VIO-632, 01/31/2005 

1= 

reported a possible IOB error in conjunction with an on-going 
foreign counterintelligence investigation. In short, 

(S) 

(S) 

(IT) 

As set forth in the referenced EC. 
X 

On or about September 27, 2004, Jissued a 
JMbli, pursuant, to the E l e c t r o n i c Communirat 1 nns P r i v a c y A r t 
("ECPA"), 18 U.S.C. §2709, to 
Bellvue, Washington. The NSL included a request for "the 
name(s), address(es), length of service, and local and long 
distance toll billing records" associated withf 
telephone number 

CD were made, and the 
No copies of the 

continues to safeguard.it.4 

As required by Executive Order (E.O.) 12863 and 
Section 2-56 of- the National Foreign Intelligence Program Manual 
(NFIPM), OGC was tasked to determine whether the receipt of 
unsolicited material described herein is a matter which must be 
reported to the IOB. It must. 

b7D 

bl 
b2 
b7E 
b6 
b7C 
b4 
b7D 

b4 
b7D 

b7D 

(U) 
EC. 

SECkjjjT 

b2 
b7E 

NSL VIO-4750 
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To: Director's Office From: Office of the General Counsel 
(U) Re: 278-HQ-C122 973 6-VIO-632, 01/31/2005 

(U) Section 2.4 of E.O. 12863, dated September 13, 
1993, mandates that Inspector Generals and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, INSD, and the General Counsel, OGC, respectively) 
report to the IOB concerning intelligence activities that they 
have reason to believe may be unlawful or contrary to an EO or 
Presidential Directive. This language was adopted verbatim from 
EO 12334, dated December 4, 1981, when the IOB was known as the 
President1 s Intelligence Oversight Board (PIOB). By longstanding 
agreement between the FBI and the IOB (and its predecessor, the 
PIOB), this language has been interpreted to mandate the 
reporting of any violation of a provision of the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), or other guidelines or 
regulations approved by the Attorney General in accordance with 
EO 12333, dated December 4, 1981, if such provisions were 
specifically intended to ensure the protection of the individual 
rights of U.S. persons. Violations of provisions that are 
essentially administrative in nature need not be reported to the 
IOB. The FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon request. 

(U) Tn this i natance| | issued a lawful NSL 
to| \ and received in response 
information both within and beyond the scope and description of 
t h a t requested bv the NSL. The error here was committed solely 
bvl | which .was nnt a c t i n g as agents for . b2 

or the FBI as a whole. committed no ^ e 

b4 
b 7 D 

error, substantive, administrative, or otherwise, and did not 
itself i m p i n g e on the righta of any known U.S. person. 
Npvpt-MipI psff. I I ramp into the possession of material 
that| Iwaa nnanhbf\ri 7pH to provide to the 
FBI under ECPA. Though committed no error itself, 
the mere receipt of unauthorized material pursuant to a lawfully 
issued NSL should be reported to the IOB, in accordance with the 
reporting requirements of Section 2.4 of E.O. 12863. 

SEÒ^ET 

3 
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To: Director's Office From: Office of the General Counsel 
Re: X a K 278-HQ-C122 9736-VIO-632, 01/31/2005 

LEAD(s) : 

Set Lead 1: (Info) 

DIRECTOR'S OFFICE 

AT OPR FO. DC 

(U) Read and clear. 

Set Lead 2: (Action) 

AT 

The CD provided by| must 
be forwarded t:o the appropriate FBI Headquarters Section with 
oversight of this case, or if none, to the author of this EC, for 
forwarding to OIPR and the FISA Court. 

CC: Ms . TVinmaa 
gga I 

n s l b j l o b Library 
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January 31, 2005 

Mr. James Langdon 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Langdon: 

This letter forwards for your information a self-
explanatory enclosure entitled "Intelligence Oversight Board 
(IOB) , Matter TO^®®" (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

Mr. Szadv 
SAC I 

1 
1 
1 - Ms. Thomas 
1 

b6 
b7C 

1 - OPR 
1 - 278-HQ-C1229736-VIO 
Mr. James Langdon 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Case ID : 278-HQ-C1229736-VIO • -v ' S.erial : 804 
... SECRET ---" 
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Very truly yours, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

2 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

TMTÌ7T.T.T 3ENCE OVERSIGHT BOARD (IOB) MATTER 
DIVISION-

"(U) IÜB MATTER 2004-

( U ) X 

b2 
b7E 

^ ^ Division of the Federal 
Bureau of Investigation has reported the receipt of unsolicited 

SECRET-
NSL VIO-4754 



Page 

¡1 

material 
iri response to a National Security Letter ( "NSL" ) 

I 

5 ) 
On or about September 27, 2004, 

Philadelphia issued a NSL, pursuant to the Electronic Communications 
Privacy Act ("ECPA"), 18 U.S.C. 2709, to I I 

I \ The NSL included a request for "the name(s), 
address(es), length of service, and local and long distance toll billing 
records "I 

U) (V) Qp Mmmmhor 0 7 ODDd 
disc .("CD"y^rom 

the rijise agent received a compact 
in response to the NSL. The 

CD contained information both responsive and non-responsive to the NSL. 
The non-responsive information included content information I I 

I 
This non-responsive information was voluntarily provided by[ 

but was beyond the scope of the information requested in 
the NSL, and that authorized bv ECPA. The_ case agent immedi^LaJ-iZ—tj^rned 
this CD over to the Division Counsel 
recognizing the unresponsive material as such. No copies of 
made. 

S) As a consequence of this inadvertent error by 

upon 
the CD were 

the FBI obtained information that it was not authorized 
co receive unaer the ECPA. Although the information provided was not 
solicited, because the information was not authorized to be provided, 
this matter is being reported to the Intelligence Oversight Board. 

NSL V I O - 4 7 5 5 
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January 31, 2005 

Mr. James Langdon 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Langdon: 

This letter forwards for your information a self-' 
b2 explanatory enclosiire entitled "Intelligence Oversight Board 

(IOB), Matter 2004- ( U ) 

^The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

b6 
b7C 

1 - Mr. 
1 - SAC,I 
1 - Ms. Thomas 

OPR 
278-HQ-C1229736-VIO — ¿fOH 

D e p . D i r . 

C l i i e f o f S l a f f _ 

O f f . o f G e n . 

C o u n s e l 

Asst . D i r . : 

A d m i n . S e r . _ 

C r im , . Inv. 

C.I IS 

F inance 

In fo . Res. 

Lab . 
N a t i o n a l Sec. 

O P R ~ 

O f f . o f Pub l ic 

& C o n i ; . A t f s . 

T r a i n i n g _ 

DENV? 
classify on: XI 

O f T . o f E E O A 

D i r e c t o r ' s O f f i c e 

NSL V I 0 - 4 7 5 7 
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Mr. James Langdon 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable Alberto Gonzalez 
Attorney General. 
U.S. Department of Justice 
Room 5111 

2 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Very truly yours 

Julie F . Thomas 
Deputy General Counsel 

APPROVED: T " APPROVED: Inspection Training. 
. abora to ry O f f . o f EEO 
lat ionalSec., A f f a i r s , 

Of f . of P u b 1 ' " » 
'«rsonnel , Cong.Ai fs 

Finance. 
Director Gen. Counsl 
Deputy D i rec tor in fo . Res. i Personnel 
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INTELLIGENC T BOARD (IOB) MATTER 

IVISION 
IOB MATTER 2004-| |(U) 

Division of the Federai Bureau of Investigation has 
reposed Ĥ e receipt of unsolicited material in response to a National Security Letter ("NSL"). 

( K 
On or about 

September 27,2004] 
Privacy Act ("ECPA"). 18 U.S.C. §2709, tc[ 

issued a NSL, pursuant to the Electronic Communications 

The NSL included a request for "the name(s), address(es), length of service, and 
local and long distance toll billing records'l 

/ \ 
On November 27, 2004, the case agent received a compact disc ("CD") from 

^ lin response to the NSL. The CD contained information both 
responsive and non-responsive to the NSL. The non-responsive information included content 
information! 
This non-responsive information was voluntarily provided by 
was beyond the scope of the information requested in the NSL. and that authorized by ECPA. 
The case agent immediately turned this CD over to th£ 

but 

Division Counsel 
upon recognizing the unresponsive material as such. No copies of the CD were made. 

>) As a consequence of this inadvertent error by 
obtaiijéd information that it was not authorized to receive under the ECPA. Although the 
information provided was not solicited, because the information was not authorized to be 
provided, this matter is being reported to the Intelligence Oversight Board. 

the FBI 

S E C R E T 
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FEDERAL BUREAU OF I N V E S T I G A T I O N 

Precedence : ROUTINE 

To : General Counsel 

Date: 08/02/2005 

Attn: NSLB 

From: Inspection 
Internal Investigations Section. 
Contact: CRS 

XPIL Room—Ill 02 

Approved By: 

Drafted By: 

C a s e I D # : X s) 278-HQ-C122973 6-VIO (Pending) 

Title: INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRAC,ELLMiä 58 
0GC/I0B# 2004 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: 

Details : 
an EC from 

278-HQ-C1229736-VIO Serial 632 
278-PH-C65943 Serial 280 
278-HQ-C122973 6-VIO Serial 803 

(U) The Internal Investigations Section (IIS) received 
Division dated 1/31/2005, reporting a 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS1s opinion the incident described therein is indicative 
of an administrative issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 
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