(Rev. 01-31-2003)

SECPH¥ T/ORCON/NOFORN

lFIEI)IEFl‘\L.i!ll‘ilil\ll OF INVESTIGATION

Precedence: PRIORITY"
To: Counterterrorism

General Counsel

From: Counterterrorism

Date: 06/30/2005

Attn: ITOS 11/ |
SSA | | ,

Attn: Natlional Security Law Branch
DGC_Julie F. Thomas

. uc

Attn: SSA ] ]
SA
SA

berm 43473

Contact: 1A

Approved By: Hulon Willie T
‘ Lewis John E
Thomas Julie F

, . . , bl
Drafted By: L_ ‘ b7A
: S 2
Case ID #: (S) (Pending ,
L (S) Pending)
: ’ b7A
(3) b}
, , b7A
: . ' TR
w?ﬁgJﬁSynopsisa%~(X) Approves the issuance of an ECPA National pYE

Security Letter (NSL). Also provides reporting data, and, if

necessary, transmits the NSL for delivery to the electronic

" communication service provider.

SEBRET/ORCON/NOFORN

NSL VIO-16600
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§§ZRET/ORCON/NOFORN

To: Counfextarvariom Lrameonnterterrorism
Re: (8) 06/30/2005

mj”“'“~0@ Classi 7566, CXS/CTD
_ Reason 1.5(¢c
v : Decla : 1 : : 1
N kg}' b2
b7E

Enclosure(s): (U) Enclosed for the]| | Field
Office is.a copy of a Na;LQnal_SaguLiLx_LeLLeLL_daLed__________1
06/29/2005, addressed to ‘
| |[FBIHQ, CTD,
( [1s requesting names, addresses, lengin of service,
billing records, and electronic communication transacticnal

records for the administrator of the website listed below
pursuant. to Section 2709.

_Details: (S//OC/NF) |

(s//oc/nEy]

(5//0c/NF) |

/ —
i?&BET/ORCON/NOFORN
2

NSL VIO-16601

o T
~1 =

[
A==

b4

b7D
b7E
b7A

bl
bz
b7E
DA

b2
b7E
b7A



SEéﬁémjoRCON/NOFORN

To: Counterterrorism From: Counterterrorism ) b1
Re: (S) 06/30/2005 ' B#A
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p7E
b7A

($//0C/NF)

{(S//QC/NF)

© (s/0c/R
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SﬁbégT/ORCON/NOFORN

To: Counterterrorism From: Counterterrorism
Re: (9) D6/30/2005
(8]

(S//OC/NF) [
(S//OC/NF”
) Accordingly,l is issuing a National Security

letter tol | to obtainl |

(5]
{Uy -~ -~ - (&) This electronic communication alsoc documents the

Deputy General Counsel's National Security Law Branch approval
and certification of the enclosed NSL. For mandatory reportlng
purposes, the enclosed NSL seekg |

f53 .

(U) On 10/17/2003, the Director designated the official

signing the enclosed letter as authorized to make the required

certlflcatlon

AT) Arrangements should be made w1th the institution
receiving the enclosed letter to ords
perscnally to an employee of thel iFleld Offlce
The institution should neither send the records through the

mail nor utilize the name of the subject or any identifying
information related to the subject in any telephone calls to

?éQ?ET/ORCON/NOFORN'
4
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SEXkE T/ORCON/NOFORN

To: Counterferrorism From: Counterterrorism
Re: (S) 06/30/2005

the FBI. The institution should not contact FBIHQ directly in
any manner. : .

(U)  The | |Field office should remind the
electronic communications provider that it is prohibited from
disclosing that the FBI has made this request.

(U} Any questions regarding the above can be directed to
FRTIHA. Tal lor sSsSA

i Should the instituticn be unable to fully

comply with this request due to lack of specificity or should
the institution require more detailed information to locate
such records, the field Office should contact
IA or SS Tor additional information.

- SECPET/ORCON/NOFORN |
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SE@RET/ORCON/NOFORN

To: Counterterrorism From: ounterterrorism
Re: (S) 06/30/2005
-LEAD(s) :

Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

L1 R S - 1s req] |e stce H

Set Lead 2: (Action)

AT

(U) Hand deliver enclosed NSL following procedurés
outlined in this EC. Upon receipt of requested records,
immediately submit results to I | FBIHQ,
Counterterrorism Division, CTD ‘Room 4343.

.Set Lead 3: (Info)
COUNTERTERRORISM

AT WASHINGTON, DC

(U) ITOS II

For information only.
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" (Rev. 01-31-2003)

sl(sm: T/ORCON/NOFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE  Date: 06/30/2005

To: Counterterrorism Attn: ITOS 11/
General Counsel Attn: National Security Law Branch
' DGC_Julie F. Thomas ’
uc
Attn:

From: Counterterrorism

IRoom 4343 b
Contact: IA 7
Approved By: Hulon Willie T ' )

Lewis John E . biC
Thomas Julie F '

) -

Drafted By: | | L I . bl
~ T - b7A -
Case ID #: (S) : D2
(s)’ (Pending) '
- : ’ b2
() ritle: .. %) DIA
(S) bl
LTA
b6
k7C

“Synopsis:i - (&) Approves the issuance of an ECPA National
Security Letter (NSL). Also provides reporting data, and, if
necessary, transmits the NSL for delivery to the electronic

- communication service provider.

gy,
me RSy Classifled 7566 CTD o
' Reason ¢ 1.5(cT
Declasgify On: X1
“S%EEFT/ORCON/NOFORN

NSL VIO-16606



SBéRET/ORCON/NOFORN

To: Counterferrorism From: Caounterterrorism
Re: (S) 06/30/2005

Enclosure(s): (U) Enclosed for the[ ____ |Field Office are
iga a National Securityv Jetter, dated 06/29/2008. addressed to

| is requesting names,

addresses, length of service, billing records, and electronic

" communication transactional records for the administrateor of

the website listed below pursuant to Section 2709.

Details: (S//0OC/NF)

(S770C/NFY ]

(8//0c/NE) |

vsgggéT/ORCON/NO?ORN_
2

NSL VIO-16607
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SE T/ORCON/NOFORN

To: Counterterrorism From: Counterterrorism

Re: (S) 06/30/2005 bl
L7A
(8 bl
b'—lfx
bl
b2
b7
b4
(S) L7D
b7A
(%) This electronic communication also documents the
Deputy General Counsel's National Security Law Branch approval
~and certification of the enclosed NSL. For mandatory reporting 1
purposes, the enclosed NSL seeks| | ‘bé
b7E
o]

: N L7D
Gy e ] M
(5] _ bT7A

(U) On 10/17/2003, the Director designated the official
.signing the enclosed letter as authorized to make the required
certification.

(u) Arrangements-should be made with the institution
receiving the enclosed letter to produce the records
personally to an employee of theﬁ?:::::]Field Office. The .

- institution should neither send The records through the mail D4
nor utilize the name of the subject or any identifying b

information related to the subject in any telephone calls to
the FBI. The institution should not contact FBIHQ directly in
 any manner.

SE,%\T /ORCON/NOFORN
| 3
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sE}éRE T/ORCON/NOFORN

To: Counterterrorism From: Counterterrorism
Re: (S) 06/30/2005

(U) The[:::::::]Field Office should remind the

electronic communications provider that it is prohibited from

disclosing that the FBI has made this request.

- {U) ﬁnM_auestinns_xeaardina_ihe_Tbove can be directed to
IF‘BIHO, 18 or ssa[_____ ]

| Should the institution be unable to fully
comply with this request due to lack of specificity or should
. the institution refuire more detailed information to locate

such records, the Field Office should contact IA
or SSA[__ |for additional information.
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' SEGRET/ORCON/NOFORN

To: Counterterrorism From: Counterterrorism . b1l
Re: (§) 06/30/2005 ‘ :

LEAD(s) :
Set Lead 1: (Action)
GENERAT, COUNSEL
AT WASHINGTON, DC

(U) NSLB is requested to review and approve the

enclosed NSL. » ’ | [}
 BIE

: . _ : Lo
Set Lead 2: (Action) - "7
- T LGP L N)

a] |

(U) Counterterrorism. Hand deliver enclosed National
- Security Letter following procedures outlined in this EC. Upon
receipt of requested records, immediately submit results to IA

FBIHQ, Counterterrorism Division, CTD

Room 4343.

(U) Cyber Squad. For information and technical
assistance. .

Set Lead 3:‘(Info)
COUNTERTERRORTSM

AT WASHINGTON, DC

() 1T0s 11/[___] For information only.

*

~ SEERET/ORCON/NOFORN
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(Rev. 01-31-2003)

SEXRET/ORCON/NOFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence:

IMMEDIATE

To: Counterterrorism

General Counsel

Date:

12/28/2005

Attn: ITOS I/CONUS IV/Team 16

SSA
108

Attn: National Security Law Branc

DGC Julie F. Thomas

Attn:
SSA
Attn: SA
'SA
SA o
From: Co nterterrorism : b??
[Room 4343 b6
antact:. IA 570
Approved By: Hulon Willie T
. Lewis John E
Thomas Julie F )
Drafted By:
Case ID #: l -
) {(Pending) OiE
{Pending) DTA
b2
() Titles
' hﬁ b7A
bl
(8) B
B7E
yTA
(S) .
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b
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SE}L:\T /ORCON/NOFORN

To: Cot tefrerrorism From: Counterterrorism , b1
Re: (8) 12/28/2005 A

SyﬁépéiE:M“Qﬁ Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting datas—and Jf b4
‘necessary, transmits the NSL for delivery to bﬁD

%S Deri from : G-3
v Decldssify On: X1

o - bl

b2
Enclosure(s): (%) Enclosed for the Field Office are b7E
th? original and a copy of a NSL, dated T2/28/2005, addresst‘ SV

£o -

- - - - - - 70

| requesting the electronic communication transactional b% :

- records for the internet protocol (IP) addresses at the dates b7A

-specified below.

TR

o

‘Admiﬂiéﬁfétivef“'ﬁX) This document is classified SECRET.

Portions of this document carrying classification markings may
not be incorporated intc any criminal affidavit, criminal

“court proceedlng or unclassified investigative file. The

information in this document is 1ntended to be used for lead

. or background purposes only.

”21”7“0§) Some of the Intelllgence provided in this

communication has been obtained by techniques authorized in
.the Foreign Intelligence Surveillance Act (FISA). .Therefore,
the intelligence provided has been obtained through methods of
intelligence gathering which are considered singular in

" nature. No overt investigative steps should be undertaken

based on reported intelligence without first receiving advice
and consent from FBIHQ.

3: -~ () Per 50 U.S.C. S 1806 (b) & 1825 (c) of the Foreign

Intelligence Surveillance Act (FISA), recipients are reminded
that there is to be no further dissemination or use of FISA-
derived material in any criminal investigative activity, or

‘dissemination of U.S5. Person (USPER) FISA-derived information

to any foreign government without prior approval of the _
Attorney General. This information may not be disseminated

~for any purpose without the prior approval of the Federal

Bureau of Investigation.

SPERET/ORCON/NOFORN
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PO SRS S S VP NE R R Doy, counterterrorisnm

To: Coy

Re: (8)

12/28/2005
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—Detajils:

(s//NF/OCJ

(S//NF/QC)]

picC

(S//NF/oc)

(s//NE/ocC)]

\

(s//NF/ocﬂ
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SEq}éT/ORCON/NOFORN

To: Coupterterrorism From: Counterterrorism KA
Re: (S} 12/28/2005 ‘:A“
n . -
{q//NF/QgJ
1
(s//nF/oc)]
(s//NF/oc)
(S//NF/0OC)
- o 4“”"'@& This electronic communicatién documents the

Deputy General Counsel for the National Security Law Branch’s
approval and certification of the enclosed NSL. For mandatory
_reporting purposes, the enclosed NSL seeks | |
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SERRE T/ORCON/NOFORN

To: Coupdexrtaxvaricm Tram: Caunterterrorism SfT
Re: (S) 2/28/2005 . y;f&

(U} On 11/09/2001, the Director designated the FBI
official signing the enclosed NSL as authorized to make the
- required certification.

(U). Arrangements should be made with the institution

receiving the enclosed 1 r to produce the records personally
to an employee of the ield Office. The institution
should neither send the records through the mail, nor utilize

the name of the subject or any identifying information related
to the subject in any telephone calls to the FBI. The o)
institution should not contact FBIHQ directly in any manner. o

(U)‘Thd |Field Office should remind the institution
‘that it is pronibited from disclosing that the FBI has made
this request.

_____Jﬁll__ bl
b2
b7E
jo}!
b7D
"bT7A

. . (U} Any questions regarding the above can be directed to
FBIHQ, IAl| ] or ssSA bZ
v _| Should the institution be unable to fully comply’ p7E

with this request due to lack of specificity or should the e

institution require more detailed information to locate such h7C

records theg:::;;:lFleld Office should contact IAJ |
or SSA T additional information.

' ?@RET/ORCON/NOFORN‘
o
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SBRZRET/ORCON/NOFORN

To: Counterterraorism From: Counterterrorism ) bl
Re: (8) 12/28/2005 bR

b2
LEAD (s) :

Set Lead 1: (Info)
COUNTERRORISM

AT ITOS I/CONUS IV/TEAM 16

(U) For information only.

Seﬁ,Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U} NSLB is requested to requested to record the
appropriate information needed to fulfill the Congressional
reporting requirements for NSLs.

Set Lead 3: (Action)

ar | |
) (U) Hand-deliver enclosed National Security Letter ‘ » b;FT
following procedures outlined in this EC. Upon receil f -
requested records, immediately submit results to IA| | _ b?
| FBIHQ, Counterterrorism Division, CTD| | b7C

Room 4343.

.Set Lead 4: (Info)

AT

B2

b7E

(U) For information only.

Y

9ECRET/ORCON/NOFORN
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(Rev. 01-31-2003)

SERRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE _ Date: 11/18/2005

To: Counterterrorism - Attn: ITOS I/CONUS II/Team 8
Attn: ITOS I/CONUS IV/Team 16
‘ E ~ SSA
, . 108
General Counsel Attn: National Security Law Branch
' : o AGC| | ’

Attn: SSA| |

Attn: | |RA

[Room 4343
Contact: IA| |

From: Counterterrorism

Approved By: Hulon Willie T

W7
- Lewis John E ‘ *)7,}‘
Thomas Julie F 0o
. b7C
: : bl
o a ‘ ' bz
‘Drafted By: I | : b7E
b7A
.Case ID #: (8)
(S) ‘(Pendlng)
S meTitle - (K bz
o - b4
(S) ol
b7E
. 0]4)
"~ Administrative: (%) THE FOLLOWING CONTAINS INFORMATION DERIVED b4
FROM FOREIGN INTELLIGENCE SURVEILLANCE ACT AUTHORIZED INTERCEPTS B7D
| bIA

S?RiT

NSL VIO-16617
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To: Counterterrorism From: Counterterrorism
Re: (S 11/18/2005

AND AS SUCH IS SUBJECT TO SPECIAL HANDLING RESTRICTIONS INCLUDING
THOSE DETAILED IN THE FOLLOWING PARAGRAPH:

:ﬁg) Per 50 U.S.C. 1806 (b) of the Foreign Intelligence
Surveillance Act (FISA), recipients are reminded that there is to
be no further dissemination or use of FISA derived material in any
criminal proceeding, use bf FISA derived information as part of any
criminal investigative activity, or dissemination of U.S., Person
FISA derived information to any foreign government without prior
approval of the Attorney General. This information may not be
disseminated for any purposes without the prior approval of the

Federal Bureau of Investigation, spec1f1cally, ITOS I and the

Division.

bl
b7A
b2

b2
P7E

(S/NF/OCll

<1

oo
T

' w)%@ Per FBIHQ/OGC EC dated August 25, 2005, the approval for
the Patriot Act Letter has been authorized for SAC, ASAC, and

Section Chiefs. Per discussion with AGC |this EC
seeks the coordination and review by the Nationa ecurity Law
Branch. : :

Synop515'"“TX5 Approﬁes the issuance of a 2702 tetter under 18

‘U.5.C. Section 2702(b)(8) and Section 2702(c) (4) for voluntary
disclosure by an Internet Service Provider to the FBI under
emergency disclosure provisions. Also provides reporting data,
and, if necessary, transmits the 2702 Letter for delivery to the
electronic communication serv1ce provider.

(u).,,._w? m ClaSSl . By: G-3
‘Declassify On: X1

oo o
NG N

[
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To: Coupnterterrorism From:

C bl
LTA

Re: (S)

Counterterrorism b2
11/18/2005

Enclosure{s): (U) Enclosed for the|
copv of a 2702 letter, dated 11/18/2005, addressed to |

| Field Qffice is a

References: (S

Details: (S//0C/NF)

ﬁ@@#&ﬁ The following contains details of the above

W described events:
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To: Counierterrorism

Re: (8)

1

From: Counterterrorism

l11/18/2005
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To: Couptartarrariem Fram: Founterterrorism p3
Re: (S)l i11/18/2005
bl
b7A
- = ~P§) This electronic communication documents the General
Counsel's concurrence of the enclosed 2702 Letter. For mandatory
reporting purposes, the enclosed 2702 Letter, pursuant to Title 18,
United States Code (U.S.C.), Section 2702(b) (8), and Section
2702(c) (4), seeks voluntary disclosure of records | |
I .
. [ In addition, it D2
Tequests [To provide| b7E
b4
b7D
b7A
bl
. b2
b7E
' o . . ) ) b7A
(U) Arrangements should be made with the institution receiving
the enclosed lef uce the records personally to an ‘
"employee of the FPield Office. The institution should b2
neither send the records through the mail nor utilize the name of. b7E
the subject or any identifying. information related to the subject
*in" any telephone calls to the FBI. The institution should not
contact FBIHQ directly in any manner. ‘
(SJ nl
02
DTE
DTA

szé%ﬁfi\-
. s |

" NSL VIO-16621
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To: Cou terterrorism From: Counterterrorism
Re: (S) 11/18/2005 bl

T e

L7E

Immediately contact FBIHQ 1T thls 1s the case.

(U) Any questions regarding the above can b ir
FBIHQ, IA| | or sS oY

b6
b7C

NSL VIO-16622



To: Counterterrorism From: Counterterrorism
Re: (S) 11/18/2005

A

O
3

o

LEAD(s) :

Set Lead 1: (Action)‘

AT

~

' b7E
(U) Hand deliver enclosed 2702 Letter following e

procedures outlined in this EC. Upon receipt of requested records, ' -
expeditiously submit results to 1A | FBIHOQ, b7C
Counterterrorism Division, CTD| | Room 4343, ‘

 Set Lead 2: (Action)
GENERAL COUNSEL - ' - -

AT WASHINGTON, DC

{U) NSLB is requested to review and coordinate the
enclosed 2702 Letter. .

«

Set Lead 3: (Info)

" COUNTERTERRORISM

AT CONUS-IV, Team 16, LX-1

(U) For information only.

o

7

NSL VIO-16623



Eyome

Counterterrorism

Re: (S)

11/18/2005

Set Lead 4: (Info)

(U)

+*

SSA

For information only.
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To:
Re:

Co
(S)

ntortaorraricom

Lrome

Connterterrorism

11/18/2005
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(Rev. 01-31-2003)

SE?&ET/ORCON/NOFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY : Date: 12/08/2005
To: Counterterrorism . Attn: ITGS rr] I
' . ' SA
General Counsel : " Attn: NSLB
‘ DGC Julie F. Thomas

Attn: SA
~ Attn: SA
IA

From: Counterterrorism . . o
( [Room 4343 ‘ ‘ bz
~ Contact: IA|

Approved By: Hulon Willie T
Lewis John E

’ ‘ T bl
Drafted By: | 5o
- Case ID #: (S) ’ ' 75
‘ (8} [Pending) — : b7A
.- ' | b7A.
| (S) __UNSUB(S); | o - bl
(€]
‘ I
O e e - : biA
Synopsis:“(§0 Approves the issuance of a 2702 Letter under -

18 U.S.C. Section 2702(b) {(8) and Section 2702 (c) (4) for voluntary
disclosure by an Internet Service Provider to the FBI under :
emergency disclosure provisions; provides reporting data; and, if

~ necessary, transmits the 2702 Letter for delivery.to the electronic
communlcatlons service provider.

tthn"wEgi, Derlv§§>2g§§: G-3
: Declassify™~On: 20301208

SE;RET/ORCON/NOFORN

NSL VIO-16626



SEXRE T/ORCON/NOFORN bl
: TR
To: Couptexrtarrariem From: Counterterrorism bé
Re: (S) 12/08/2005 ’
‘ nl
D2
Di7E
Enclosure(s): (U) Enclosed forl |Field Office are the b7
b7E

seeking voluntary disclosure oi content records pursuant to r4

Title 18, United States Code

(U.S.C.),

b7D

. Section 2702 (b) (8), and
Section 2702(c) (4), for the listed website. , ' : hTR
bl tails: (S//OC/NF) »
o)
b7E
b4
L7D
b6
b7C I
T (8//OC/NF) b1
b2
LE
D6
b7C
D7A
_(3//0C/NF | bl
Lz
b7E
b7A

fgﬁavidpnii | ol

02 Emergency Request for Access Letter to reguest tha

(S//OC/NF) This electronic communication reqhests issy n7C
bl

voluntarily provide

. 52
B L7E

b4
- ) » : b7D
(S) The captioned case applies for issuance of the 2702 Letter, b7A

, as| Field Office is using the case to investigate the
| : ' D2
SE?%FT/ORCON/NOFORN HTE
' -2

NSL VIO-16627



SEORET/ORCON,/NOFORN

bl
To: Counterterrorism Fram: Counterterrorism » h7A
Re: (8S) 12/08/2005 o

k1
bT7A

Dé) For mandatory reporting purposes, the enclosed 2702 Letter,
pursuant to Title 18, United States Code (U.S.C.), Section

2702(b) (8) , and SectLQn_2lQ2isliAl*_5eek5_xQlnn:axx_disslgauxe_ni__1v bl
(&) content information b

b7E
bo
bi7C
. b7A
b1 8
1 b2 » LS/ /QC/NF)
- b7E
ey
7D : , —
bra (U) The | Field office should determine if the
electronic communications provider is reliable and will be discreet
- with the details of the enclosed 2702 Letter. The| | Field o
Office should ask that the electronic communications provider s
te in not dlsc1051ng the details of the letter. If the L7E
Field Office is unable to make this determination, or TT
there is suspicion the electronlc communications provider will not
cooperate, do not deliver the letters and contact FBIHQ for further
instructions.

(S) bl
bhZ
b7E
biA

im~3"wW "“; """ ”‘a§) It is also requested that the [Field Office no
contact FBIHQ if the server must be taken offline to cbtain the "7 E

’requested information.

(U) Any questlons regardlng +the ‘above can be directed to
FBIHQ, IA | or SSA| |

Should the institution be unable to fully comply with this
request due to lack of specificity or should the institution

require more detailed information to locate such records, the |b’
| Field Office should contact IA.[:::::::]or SSAL[::] for b7E

b
n7C

al information.
SERRET/ORCON/NOFORN
. , ;
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S;KRE T/ORCON/NOFORN

To: Counterterrorism From: Counterterrorism A
Re: (S) 12/08/2005 bl
b7A
b2

SE T/ _ORCON/ NOFORN
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o sﬁééET/ORCON/NOFORN-

To: Counterterrorism From: Conunterterrorism
Re: (S) 12/08/2005
LEAD (s) :

Set Lead 1: (Info)

COUNTERTERRORTISM

AT ITOS IId |

(U) For information only.

Set Lead 2: (Action)

GENERAL COUNSET

AT WASHINGTON, DC

information needed to fulfill the Congressional reporting
requirements for the issuance of a 2702 Letter.

Set Lead 3: (Action)

AT|

{U) SA Hand deliver enclosed 2702

'follbwing procedures outlined in this EC.

records, immediately submit re A
Counterterrorism Division, CT Room 4343.

Set Lead 4: (Info)

AT

m Eﬁ( For information only.

*

sgﬁ%ET/ORCON/NOFORN
s

NSL VIO-16630

P&) NSLB is requested to record the appropriate

bl
b7A
oy
bz
- b2
‘ b7
b6
- bC
Letter
requested
FBIHQ,
b2
)7



(Rev. 01-31-2003)

(I

w -

SECA@T/ORCON/NOFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE . Date: 07/07/2005
To: Counterterrorism Attn: ITOS IIl::::::]
General Counsel Attn: ©National Security Law Branch
: : - DGC Julie F. Thomas
uc
Attn: ISY
. : | |
. ' SSA
From: Counterterrorism : o
vRoom 4343 -
CoTEECET 16 ‘ b7E
. ) b
Approved By: Capronli Valerie E v : b7

Hulon Willie T
Lewis John E

Drafted By:
bl
Case ID #: (S) ending)  p7a
: (S) ending) » o
‘ritle: M b2
b7A
(S) bl
o b7A
: 06
""" ‘Synopsis:” {8] Approves the issuance of a 2702 Letter under b

18 U.S.C. Section 2702(b) (8) and Section 2702 (c) (4) for
voluntary. disclosure by an Internet Service Provider to the-
FBI under emergency disclosure provisions. Also provides '
reporting data, and, if necessary, transmits the 2702 Letter
for delivery to the electronic communication service provider.

SBCRET/ORCON/NOFORN

NSL VIO-16640



SECRET/ORCON/NOFORN

To: Counterterrorism From: Couynterterrorism
Re: (S 7/07/2005 bl
: b7A
w-. : ‘ b2
DO Classifi 7566, CXS/CTD
, Reason 1.5(c) ' b1
S : Decla - X1 ' B
Enclosure(s) : {(U) Enclosed for the Field Office is a .
Ir*nn\/ of a 2702 Iletter. dated 07/072/7008. addressed to | b2
-
B
| [~FETRG, <D, | | e
is seeking voluntary disclosure of content records pursuan 9] "D
Title 18, United States Code (U.S.C.), Section 2702 (b) (8), and 1!"
Section 2702 (c) (4), for the listed websites. O7A
Details: (S//OC/NFJ
bl
b2
- - bUE
o
b7C
LA
. {S//0C/NF]
ol
p7E
— nicC
(S//OC/NFE) =l
D/_.\

sg;kET/QRCON/NOFORN
2

RS

NSL VIO-16641



)

'SEqéET/ORCON/NOFORN

To: Counterterrorism From: Counterterrorism
Re: (S) 07/07/2005
(S//QC/NF)
(S//O(‘/NF‘)I
(S//OC/NF)\

§S!|

”Iﬁi This electronic communlcatlon documents the General

Counsel's National Security Law Branch approval and

certification of the enclosed 2702 Letter.
‘the enclosed 2702 Letter,
(U.s.C.),

reporting purposes,
Title 18, United States Code

For mandatory

pursuant to

Section 27021blial_1and
wﬂm_wof

SEGRE T/ ORCON/NOFORN

3

NSL VIO-16642

b2
b7E
bi
bh7D
b7A



SECRET/ORCON/NOFORN

bl
To: Counterterrarism From: Counterterrorism bq
Re: (S) 07/07/2005 . LITA
bl
b2
(g |- I 7D

' i b7A
(U) Arrangements should be made with the instituticn .
‘receliving the enclosed letters to produce the records

persconally to an employee of theE;::::]Eield Office. The

institution should neither send the records through the mail

nor utilize the name of the subject or any identifying

information related to the subject in any telephone calls to

the FBI. The institution should not contact FBIHQ directly in

any manner. ’ ‘ ’ ‘ .

- (U) The Field Office should determine if the
electronic communications provider is reliable and will be
iscreet with the details of the enclosed 2702 Letter. The
| Field Office should ask that the electronic B2
communications provider cooperate in not disclosing the

i~

details of the letter. If the[ _____ |Field Office is unable to B7D.
make this determination, or if there is suspicion the
electronic communications provider will not cooperate, do not
deliver the letters and contact FBIHQ for further
instructions. v '

(m ' ' ' : . ve can i d to
FBIHO,-IAi ior SSAfi::%;fiifi A
| | Should the institution be unable to fully - Da
comply with this request due to lack of specificity or should LTE
the institution rpauira more detailed information to locate 06
such records, the Field Office should contact IA Xle

or SSA 'for additional information.

gQBBET/ORCON/NOFORN-
4

NSL VIO-16643



SPCRET/ORCON/NOFORN

To: Counterterrorism From: Counterterrorism )
"Re: (S D7/07/2005 ’ bl

@)
N

DA

. LEAD(s) :
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to review and approve the

enclosed 2702 Letter.

Set Lead 2: (Action)

—

AT I

(U) 183| Hand deliver enclosed 2702 O/E
Letter following procedures outilned in this EC. Upon receipt b6
of requested records, immediately submit results_to IA | b7C

FBIHQ, Counterterrorism Division, CTD Room

4343.

Set Lead 3: (Action)

O M Ssa | | Provyide technical _ b7E
assistance as necessary| |' bé
B7C

Set Lead 4: (Info)

'~ COUNTERTERRORISM
AT WASHINGTON, DC
b2
(U) ITOS II For information only.
’SEBRET/ORCON/NOFORN
: 5

NSL VIO-16644



To:
Re:

*"

Cou
(S)

ot oy con

Kcaros coaunterterrorism

'SEC T/ORCON/NOFORN

7/07/2005

- s}@:'r /ORCON/NOFORN

NSL VIO-16645

bl

oY

b7A



(Rev. 01-31-2003)

SEQRET/ORCON/NOFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE '~ Date: 07/07/2005
To: Counterterrorism Attn: ITOS IIJ :
General Counsel Attn: National Security Law Branch
DGC Julie F. Thomas.
, uc FJ
- Attn: ISS
‘ Cyber Sguad '
SSA R
‘ _ o bZ
From: Counterterrarism : b7E
[Room 4343  hé
Contact: 1IA K70

Approved By: Caproni Valerie E
Hulon Willie T
Lewis John E

Drafted By: | bl
. - 02
Case ID #: (S) ending) b7A
- (8) ending) . ’
Title:
itle }é) b7A
bl
() 0o
RIC
, b7A
e o

»Synopéiér“~§Q Approves the issuance of an ECPA National
Security Letter (NSL). Also provides reporting data, and, if
necessary, transmits the NSL for delivery to the electronic
communication service provider. : '

i M Classgifi eMG , CTD

o
1}

~N

szgﬁQT/oRCON/NOFORN

NSL VIO-16646



sﬁ§ghT/0Rc0N/NOFORN

To: Coyntertorvariem Frame Counterterrorism

Re: (S) 07/07/2005
R% . 1.5(c)
D assif n: X1
_ isjﬂﬂuw,éi)“ |
Enclosure(s): (U) Enclosed for the Field Office is a
copy of a National § ri Letter € 7/07/2005

addressed to

: | TBTHQ, CTD,
L_________JlS requestlng names, addresses, length of service,
billing records, and electronic communication transactional
records for the administrator of the website listed below
pursuant to Section 27009. '

Details: (S//0C/NF)f

et

{Q//OF/NP”

(S//0C/NF) |

, S%%gET/ORCON/NOFORN
‘ 2

43

NSL VIO-16647

bl
bZ
bT7A

bl
b2
pTE

b2

- bTE
b4
h7D
b7A

bl

h7E

e

b7C
bT7A

bl
B2
b7E

b6
b7C
b7A



‘ bl
SEéRET/ORCON/NOFORN -
b2
To: Coyrtartarrariom Lram. - unterterroriSm b7f—\
Re: (S) 07/07/2005 :
(S//QC/NF) S
(s//OC/NFJ

(81

o PPFaninnTVI

Letter to

|ic iscning a Natianal Security
|to obtain

(

}Eﬁ This electronic communication also documents the
Deputy General Counsel's approval and certification of the

enclosed NSL. For mandatory reportin urposes, the enclosed
NSL seeks I

(U) On 10/17/2003, the Director designated the official

signing the enclosed letter as authorlzed to make the required

certlflcatlon

(U} Arrangements should be made with the institution_
duce the records

receiving the enclosed letter to
personally to an employee of the

—

Field Office. The

institution should neither send the records through the mail
nor utilize the name of the subject or any identifying
information related to the subject in any telephone calls to

the FBI. The .institution should not contact FBIHQ directly in

any manner.

SEgAET/ORCON/NOFORN

Y

NSL VIO-16648

@
~J

U;
x3

ol

jala®
DiA

b2
b7E
b4
7D
b7A
bl
bz
b7m
b4
b7D
b7A
bZ
bh7E
b4
b7D
b7A



’ SEERE T/ORCON/NOFORN

To: Counterterrorism From: Counterterrorism

Re: (8) 07/07/2005 ?1
N2
DT7A

(U Thel Field Office should remind the electronic
communications provider that it is prohibited from disclosing
that the FBI has made this request.

(U) i reqarding th ove canrbe_directef to S
FBIHO, IAi |or SSA e
[ [ Should the institution be unable to fully o/E

comply with this request due to lack of -specificity or should Do
the institution require more detailed information to locate 70

- such records, the Field Office should contact IA
[:::::::]<3r SSA for additional information.

. S%RET /ORCON/NOFORN

4

NSL VIO-16649



SEQRE T/ORCON,/NOFORN

To: Counterterroariasm From: Counterterrorism q
Re: (S) 07/07/2005 L
. b2
b7A
LEAD(s) :
Set Lead 1: {(Action)
GENERAL CQUNSEL
AT WASHINGTON, DC
{U) NSLB is requested to review and approve the
enclosed NSL. '
Set Lead 2: (Action)
AT| |
: , o)
(U) 189 | Hand deliver enclosed 2702 (i

Letter following procedures outlined in this EC. Upon receipt -
ted records, immediately submit results_to IA S
FBIHQ, Counterterrorism Division, CTD 0 L7C

Set Lead 3: {(Action) , . ‘

A , b2
AT‘ ' | . b6
Tl ______J ‘ b7C
TP SSAl Provide technical
assistance as necessary. ' :

Wy

Set Lead 4: (Info)
COUNTERTERRORISM

AT WASHINGTON, DC

({U) ITOS II For information only.
o ‘ b2
*
'S%QBET/ORCON/NOFORN
5

NSL VIO-16650



(Rev. 01-31-2003)

S T/ORCON/NOFORN

FEDERAL BUREAU OF INVESTIGATION

’

. Precedence: IMMEDIATE Date: 07/05/2005
To: Counterterrorism - - Attn: ITOS IIJ :
General Counsel - Attn: National Security Law Branch
} DGC_Julie F. Thomas
uc| |
— | aeen: [ TR
. ' |
SoA | |
CAttn:
From: Counterterrorism : b2
. VrRoom 4343 L7E
Contact: [A]| o
) : bo
Approved By: Hulon Willie T , ’ : b7C

Lewis John E ,
Caproni Valerie E

Drafted By: ‘ o b1
Case ID #: (8S) ending) Tﬁz
(S) ending) ’ R7A -
Title: (&) b9
bT7A
_ bl
(s})- bo
b7C
b7A

Synopsis: (26 Approves the issuance of a 2702 Letter under

18 U.S5.C. Section 2702(b) (8) and Section 2702 (c) (4) for
voluntary disclosure by an Internet Service Provider to the -

 FBI under emergency disclosure provisions. Also provides

sygz T/ORCON/NOFORN

NSL VIO-16651



SEYRET/ORCON/NOFORN

To: Coupraxtoryaricem Erxram: Cannterterrorism

Re: (S)

07/05/2005

repbrting data, and; if necessary, transmits the 2702 Letter
for delivery to the electronic communication service provider.

m:, (U %)

Classified”’By: 7566, CXS/CTD

isj‘whbb”

Reason T 1.5(c) bl
" Declas$ify ©n: X1 b2
bIE

copy of a 2702 Letter, dated 07/05/2005, addres

Enclosuré(s): (U) Enclosed for the | |Field Offi i '

seeXxing voluntary

1Sclosure of content records pursuant to

Title 18, United States Code (U.S.C.), Section 2702(b)(8), and

Section 2702 (c) (4},

Details: (S//0C/NF)|

for the listed website.

(8//0C/NF)

(S//0C/NFY]

' sEfoT/ORCON/NOFORN
2

NSL VIO-16652

bz
b7A

b2
b7E
b4
h7D
b7A

bl
b2

b7E

Do
p7C
D7A

19
b2
b7E
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b7C
- b7D
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o
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O
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" SEXRET/ORCON/NOFORN E bl

: b2
To: Coupterferrorism From: Counterterrorism b7
Re: (8) 07/05/2005
bl
bt
p7C
(8] | b7A
(S//0C/NF)] w1
o]3}
B1C
LT7A
bl
b2
(S//0OC/NF)f b7E
TA
b4
b7D
{S//0C/NF)
(S) bl
D6
©7C
D7A
{uy- ~wiWW‘f Cgi This electronic communication documents the General:
Counsel's approval and certification of the enclosed 2702 »
Letter. For mandatory reporting purposes, the enclosed 2702 o
Letter, pursuant to Title 18, United States Code (U.S.C.), b2
Section 2702(b) (8), and i 270 ks w n b7k
disclosure of records b7A

SEQRET/ORCON/NOFORN
3

NSL VIO-16653



51

‘SEaﬁET/ORCON/NOFORN

bl
To: Counterterrorism From: Founterterrorism, b2
Re: (S) | 07/05/2005 -

| In addition,

1t requests]

Oy @]
B Y SO, B SN i
=1

YT oy
~1 <
h= e

o

(U) On 10/17/2003, the Director designated the official
signing the enclosed letters as authorized to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letters t e the records -
personally to an employee of thel iField Office. The b2
institution should neither send the records through the mail b7E
nor utilize the name of the subject or any identifying
information related to the subject in any telephone calls to
the FBI. The institution should not contact FBIHQ directly in
any manner. v

, (U) The !Field Office should determine if the
‘electronic communicacions provider is reliable and will be
discreet with the details of the enclosed 2702 Letter. The

Field Office should ask that the electronic
.communications provider cooperate in not discleosing the :
details of the letter. If theg:;;::::Field Office is unable to
make this determination, or i €re 1s suspicion the
electronic communications provider will not cooperate, do not
deliver the letters and contact FBIHQ for further o
instructions. ‘

~1 DD

oo

(U) Any questions regarding the above can be directed to

it el Jor ssn[ 1] b2
| Should the institution be unable to fully n7g

comply with this request due to lack of specificity or should b6
the institution ragui;g_ﬁore detailed information to locate =t

such records, the Field Office should contact IA b7C
or SSA |for additional information.

SECRKT /ORCON/NOFORN
| \ | |

NSL VIO-16654



sﬁ¢§ET/ORc0N/N0F0RN

To: Couynterterrnrism From: Counterterrorism
Re: (S) 07/05/2005

"LEAD(s) :
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHiNGTON, DC
(U) NSLB is requested to review and approve the

enclosed 2702 Letter.

Set Lead 2: (Action)

T —
(U) [__rRAa. ssA Hand deliver enclosed

2702 Letter following procedutres outlined in this EC. Upon
receipt of requested records, immediately submit results to IA

FBIHQ, Counterterrorism Division, '
D oom 4343. o

Set Lead 3: {(Action)

[ 1

bl
b2
b7A

b2
h7E
Lo
b7C

AE , b2
’_“‘ u
(U) ssa | | As necessarv. provid D7E

technical assistance td [RA in obtaining bo
b7C

Set Lead 4: (Info)
COUNTERTERRORISM

AT WASHINGTON, DC

(U) ITOS II For information only. b2

Set Lead 5: (Info)

SBCRET/ORCON/NOFORN
5

NSL VIO-16655



To:
Re:

*

SEXEET/ORCON/NOFORN

Coupterterrarism From: Counterterrorism
(S) 07/05/2005
AT|
(U) SA For information only.
SE%E T/ORCON/NOFORN

6 .

NSL VIO-16656

oUT o
=1 DN 2

]

b2z
b7

b7C

D7A



(Rev. 01-31-2003)

s%ﬁRET/ORCON/NOFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE v Date: 07/05/2005

To: Counterterrorism Attn: ITOS II! .
General Counsel Attn: Nationa ecurity Law Branch
DGf Julie F, Thomas
ucC
Attn: | ] RA '
[SSA I ]
. SSA] |
Attn: -

From: Counterterrorism
| I/Room 4343
Contact: IA|

£

oo oo
Iy LD

Approved By: Hulon Willie T
Lewis John E
_Caproni Valerie E

b1 -
b7 Drafted By:

PTA  case ID #: (5)1 Pendiﬁg)
(s) ending)
W riele: () bR
bl
(S) o6
b7C
LA

(U’J ................................

Security Letter (NSL). Also provides reporting data, and, if
necessary, transmits the NSL for delivery to the electronic
communication service provider.

S%?RET/ORCON/NOFORN

NSL VIO-16657



SECRET/ORCON/NOFORN

To: Counterterrariam Frome: [ala)

mterterrorism
Re: (S) 07/07/2005

fU}v ,,,,, m"m“um}>Qi . Classifie 7566, CXS/CTD
Reason 1.5(c)
Declassi X1

15 &

Enclosure(é): (U) Enclosed for the 'Office is a copy of
National ri Letter, dated O |5, addressed to

FBIHQ, CTD,

l s  requesting names, addresses, length of service,
billing records, and electronic communication transactional
records for the administrator of the website listed below
pursuant to Section 2709.

Details: (S//OC/NEI/

(Q//OC/NFJ

(S//OC/Néﬂ

‘ sz?(s T/ORCON /NOFORN

2

NSL VIO-16658



SECBkT/ORCON/NOFORN

To: Counterterrorism From: Counterterrorism
Re: (S) 07/07/2005

(S//QC/NF)

rc//nr/NEl

Arcordina]v.l lis issuing a National Securitv
letter tol

8|

(§) This electronic communication also documents the
General Counsel's approval and certification of the enclosed
NSL.. Faor mandatorv reporting purvases. the enclased NSL seeks

8y

T

(U) On 10/17/2003, the Director designated the official

signing the enclosed letter as authorized to make the requlred‘

certification.

(U) Arrangements should be made with the institution
‘receiving the enclosed letter to produce the records
personally to an employee of the! Field Office. The
institution should neither send the records through the mail
necr utilize the name of the subject or any identifying
information related to the subject in any telephone calls to

the FBI. The institution should not contact FBIHQ directly in
any manner.

(U) The[ | Field Office should remind the electronic
communications provider that it is prohibited from disclosing
that the FBI has made this request

ﬁﬁthT/ORCON/NOFORN
3 .

NSL VIQ-16659
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SECRET/ORCON/NOFORN

To: Couptortavrariem BDram: Counterterrorism
Re: (S) 07/07/2005

(U) Anu congotbtiong raocardino tha abhove can 1 ed to
EFRTIHO 1A or SSA

[ SHould the Institution be unable to fully

comply with this request due to.lack of specificity or should

such rec

rds, the

Field Office should contact IA

the institution ragulre_fore detailed information to locate

or SSA

_ [ Tor additional information.

SEE7§T/0RCON/NOEORN
) .

NSL VIO-16660

bl
b2

B o

b2
b7E
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SFCRET/ORCON/NOFORN'

To: Coupnterterrorism From: Counterterrorism
“Re: (S) 07/07/2005

LEAD (s) :

Set Lead 1: (Agtion)

GENERAL COUNSEL

‘AT WASHINGTON, DC

- (U}

. NSLB is requested to review and approve the
enclosed NSL. : :

Set Lead 2: (Aaction)

[ ]

AT

(U) RA, SSa l Hand deliver enclosed
NSL following procedures outlined in this EC. Upon receipt of

requested records, immediately submit results to IA] |
E;;?;::::] FBIHQ, Counterterrorism Division, CTD4 | Room
43, ) '

Set Lead 3: (Action)

AT

(U) SSh|
technical assistance to| |RA.

|As necessary, provide

Set Leadv4:-(Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(w) 1705 11| For information only.

‘Set Lead 5: (Info)

SBARET/ORCON/NOFORN

5

NSL VIO-16661
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SF/ERET /ORCON/NOFORN

To: Counterterrorism From: Counterterrorism
Re: (S) 07/07/2005
AT]
(U) SA For information only.
124
SE%T/ORCON/NOFORN

6

NSL VIO-16662 -



(Rev. 01-31-2003)

sﬁﬁkET/ORCON/NOFORN

DE

FEDERAL BUREAU OF INVESTIGATION

Précedence: ROUTINE
To: Counterterrorism

From: Co

Date:

Team/Room 4343

Contact: IA

07/15/2005

bz
bt
h7C

NSL VIO-16663

Approved By: Hulon Willie T
Lewis John E
| . bl
Drafted By: b2
b7E
Case ID #: (3) (Pending) 7L
(S) Pending) . i
U pif1er %) o T2
ﬂ b7E
(S) bl
B7A
v b2
wJ‘ """ EC documents transmission of[::::::::] . b2
' . , L7E
() - S Classified\By? 7566, CXS/CTD
Reason - : 1.5(c)
Declassify OnX_ X1 b1
Reference: (S) b2
- (S) b7E
(S) hTA
‘tsj,.“ b1
b2
b7E
SESRET/ORCON/NOFORN



éhé%ET/ORCON/NOFORN

To: Coystrextoervexiom—Lwome—rlaunterterrorism b
Re: (8) 06/27/2005 -
b74A
, , bl
Details: '%at%éﬁil Per referenced serials, on 07/07/2005 and -
I07/09/?005. issned a 2702 Patrioft Act Tetter to 24
75
I_f-_g_m-l- that +the company nroauvide the BRT with a caoany of he b4
(8) 1 L7D
|contacted the company and was bIA
provided a copy| | -
b2z
w (SI#reetNE] on 07/07/2005, 07/08/2005 and 07/10/2005,' | NTE
received| YTE
rom |—| b6
] | p7C
e : o bTA
el [ I oA
|
1 ' .
| | b2
b7E
Lo
- biC
| b7A
]l i I |
DTE
be
b7C
DTA

B 7&%3 T/ORCON/NOFORN
. 2
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(Rev. 01-31-2003)

SENI‘/ORCON/NOFORN
FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATY ‘ Date: 07/11/2005

To: Counterterrorism Attn: ITOS II
Unit —
ITOS I/CONUS I/Team 1
ITOS I
, CT Watch :
General Counsel Attn: National Security Law Branch
DGC_Julie F. Thomas '
cC
Attn:
Attn:
Attn:
Attn: o
From: Counterterrorism » : , oYE
| YRoom 4343 [eYe)
O_n act: Q7C
Approved By: Hulon Willie T X
. Lewis John E
Thomas Julie F
, bl
oY
L7E
OTA
jo)ti
b7A
(S)
1
b2
RT7A

sn}@: T/ORCON/NOFORN

NSL VIO-16671



g

15

(-

(3) -

__Details: (s//0C/NF)f

%T/ORCON/NOFORN

To: Coystexiorvaricm Drome _Conterterrorism
Re: (S 07/11/2005

Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

Enclosure(s): (U} Enclosed for the[;:;:;JField Office is a
copy of a National Security Letter, dated 07/11/2005,

addressed to

requesting names, addresses, length of service, billing
records, and electronic communication transactional records
for the individual {s) associated with the website listed
below. ‘ :

e

rl
b2
b7 A

oy’
<

D
Bl RO

oo w

>

¥
.

S?CRE T/ORCON/NOFORN

2

NSL VIO-16672
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(2]

(&)

' S%?}ﬁT/ORCON/NOFORN b1
[o¥i
To: Coupterterrorism From: Counterterrorism . 57D
Re: (S) 07/11/2005 e
(ILFrose

IQ//()(‘/NF‘)‘I

M) Accardinals. | lis issuipng a Natrional

Securitv Letter to |

TR [

Qﬁ)'This electronic communication documents the Deputy
General Counsel's National Security Law Branch approval and
certification of the enclosed NSL. For mandatory reporting

purposes, the enclosed NSL seeks subscriber/billing

- records/electronic communication transactional records

e

associated with the following website:

(U) On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Arrangements should be made with the institution
receiving the enclosed letters tT:fffche the records
personally to an employee of the Field Office. The
institution should neither send the records through the mail
nor utilize the name of the subject or any identifying
information related to the subject in any telephone calls to

- the FBI. The institution should not contact FBIHQ directly in

any manner. )
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