(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE Date: 12/15/2003

To: General Counsel Attn: UC
CTLU1

Counterterrorism Attn: CTDI IFGDQ
SSA
SSA
SSA
ITOS I/CONUS 3/Team 10

b2

b78 Attn: SSAl
b6 Att UCl |
b7C o

SSA

From: Counterterrorism
Electronlc Su' vaitllaonca Orayatdormo TIndt P 4363

Contact: SSA

Approved By: Bowman Marion F

Drafted By: SSAl

Case ID #: (S) {(Pending)
N e O8) T BBR-HAQ-CL303375
(mumb7Ai;H_ (s)| |

-Ts 66F-HQ-C1303375

Title: (S)

o ‘m'w“““Eﬁi ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING UNIT

11 - : )
Synopsisi“‘}gi Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if

SECRET

NSL VIO-15647



SECR QRN

To: Gen 1l _Coungal Tram.  Counterterrorism
Re: (8) 12/15/2003
(8) 12/15/2003

bl
b72

necessary, transmits the NSL for delivery to the electronic
communications service provider.'

e A8) Deriv rom -+ G-3
(1 >ﬁ< I -
Declaggi i X1-25 ,

0% 2
b7E

Enclosure(s): (U) Enclosed for the field office is an
original and_a copv of a National Securitv Letter, dated 11/13/2003, L2
addressed t | b7E

| requesting names, addresses, b4
eng OL service and electronic communication transactional records 57D

for the account holder assigned the IP addresses specified below.

Details: (S//NF)l I

(8//NF,0C) b1

"""""" 'Caveat: ;Ei This document contains information derived from

an electronic surveillance or physical search conducted under the
Foreign Intelligence Surveillance Act (FISA). Per 50 U.S.C. Section
1806 (b) and 1825(¢), such information shall not be used in any
criminal or administrative proceeding, including grand jury
proceedings and warrant affidavits, without the prior approval of the

Attorney General of the United States.
SECRET/

2

NSL VIO-15648



* SECRET/NORORN

To: General Counsel From: Counterterrorism

Re: (8) 12/15/2003 .
(s) 12/15/2003 =
: DLTA
) This NSL will request the following:
|:S:I IX\ RDroavuita oyt fioatdman f-k;f-l I u
] I
|"§ | Provide any and all records regarding]
3 serv1ces Lo the above to | ]
04
1 D )
Dg | | are being provided below to help facilitate
b7E this request:
pA IP Address Domain Name Registration Records
i > 1
b4
b7
BITA =
(o = e 084 This electronic communication documents the National
Security Affairs Senior Counsel's approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/electronic communication transactional records on
the above mentioned IP addresses.

(U) On 10/17/2003, the Director designated the FBI official,
-signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving
the enclosed lettey to produce the records perscnally Lo an employee
of ths field office. The institution should neither send
the recoroz trnrougn the mail, nor utilize the name of the subject or
any identifying information related to the subject in any telephone
calls to the FBI. The institution should not contact FBIHQ directly

Ho in any manner.

DTE (U) . Thel field office should remind the institution
that it is prOhlblted from disclosing that the FBI has made this
request.

D _anv anestions reagarding th ove can be directed to FBIHQ,
uc or SSA

b6 (202) . Shouid the 1Institution be unable to rully Ply
b7C :
B2 SE

NSL VIO-15649



SMORN

To: QGeneral Conngel Fram: Counterterrorism -
Re: (S) 12/15/2003 =
(s) 12/15/2003 b7A

with this request due to lack of specificity or should the

institution reguire more detailed information to locate such reggrds, .
the field office should immediately coentact UC or ©Z
SSA for additional information. b7E
b6
b7C
\
SECRET/NOFORN
4

NSL VIO-15650
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SECRE ORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 12/15/2003

To: General Counsel ' Attn: UC

Counterte

CTLU

L
rrorism Attn: CTD EOPS
SSA
SSA
SSAH

ITOS _I1/CONUS 3/Team 11
SSA
SSA

Attn: SSA

b2

Dp7E From: Counter

e Elec

BJC Cont
i

Approved By:

terrorism
tronic Surveillance Operations Unit, Rm 4363

act: SSA

Bowman Marion E

Drafted By:

Case ID #: (S)

SSA|

Pending)
—H0-C1

cony o ksj
[y :
(R

€6k -HQ-CL303370

bl
b'7}-& Tltle: (S)

(s)

wy- - w
Ty

ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING UNIT

[
L

g "SYnOpSiS": M
Letter (NSL);

Approves the issuance of an ECPA National Security
provides reporting data;. and, if necessary, transmits

SECRET/N

NSL VIO-15651




(5

\;EEEETfNQEQEN

To: General Counsel From: Counterterrorism

Re: (8) 12/15/2003
(8) 12/15/2003
(S) 12/15/2003

the NSL for delivery to the electronic communications service
provider.'®

De sify On: -25

Enclosure(s): (U) Enclosed for the Field Office is an
original and_.a.coov of a Natiopal Security letter, dated 12/2/2003,

addrescsed to
L requesting -

e

Securlty Affairs Senior Counsel's approval and certification of the

3

(U

names, addresses, length of service and electronic communication
transactional records for the account holders assigned the IP
addresses at the date and times specified below.

Details: (S//NF

" ¥8Y This electronic communication documents the National
-enclosed NSL. For mandatory reporting purposes, the enclosed NSL

seeks subscriber/electronic communlcatlon transactional records on
the following IP Addresses:

IP ADDRESSACCESS DATE/TIME

Tcaveat: - (%) This document contains information derived from
an electronic surveillance or physical search conducted under the

Foreign Intelligence Surveillance Act (FISA). Per 50 U.S.C. Section

1806 (b) and 1825(c), such information shall not be used in any
criminal or administrative proceeding, including grand jury

proceedings and warrant affidavits, without the prior approval of the

Attorney General of the United States.

“?ﬁﬂﬂﬁﬁhﬂﬁﬁﬁffi‘

2

NSL VIO-15652

bl
b7A

bl
jo¥%
b7E
b2
b7E
b4
7D
ol &
b7C

bl
bTA



(8) ..

T SECRET/NOBORM.

To: General Counsel From: Counterterrorism

Re: (S) [2/15/2003 bl
(8) 12/15/2003 g
(s) 12/15/2003 S

bl
b7A

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification. ,

(U} Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally to an employee
of the[_____ ]Field Office. The institution should neither send the
records through the wmail, nor utilize the name of the subject or any .
identifying information related to the subject in any telephone calls bZ
to the FBI. The institution should not contact FBIHQ directly in any bh'7E
manner .

(U) The[ | Field office should remind the institution that
it is prohibited from disclosing that the FBI has made this request.

() Anv guestions regarding the above ca directed o FRIHO,
uc or SSA
(2 - Should the institution be unable to fully comply A
with this request due to lack of specificity or should the Pa
institution require more detailed information to locate such records, b7E
th Field Office should immediately contact UC or SSA n§
O additional information. 1
F AN AN
SE ORN
3

NSL VIO-15653



SECRET/NOFQRN

To: General Counsel From: Counterterrorism
Re: (S) 12/15/2003

bl (s) 12/15/2003

b4 {S) 12/15/2003
LEAD(s) :

S8et Lead 1: (Action)

FIELD OFFICE

AT

(U) Hand deliver enclosed NSL as indicated above. Upon
receipt of requested records, immediately submit results to SSA

"
Do

o FBRIHQ, Counterterrorism Division, CTD EOPS,
DI/E Room Z6Z8.
DE -
fo XA Set Lead 2: (Action)
' GENERAL _COUNSEL
AT WASHINGTON, DC
(I]j R MW'CK{ NSLU is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs. ’

Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 3/Team 11

(U) Read and Clear

K

SECRE RN

NSL VIO-15654
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SECRET/NQFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE Date: 04/13/2003
To: General Counsel Attn: UC
CTLUT
" Counterterrorism Attn: SSA |
ITOS I7CONUS 3/71 10
Kansas City Attn: SSj
Investigative Technology Attn: UC
ITD/DES/DITU
b2 :
_ From: Counterterrorism
L7E Electronic Surveillance Operatiops Init  PRm 4383
bhe Contact: SSA 1
L7C )
Approved By: Bowman Marion E
Drafted By:
inum_;h;Case ID #: (S)
bl ¢ 66F-HQ-C1303375

D7A mitle: (8)

Synopsig;ﬂw}xé Approves the issuance of an ECPA National Security

Letter (NSL}; provides reporting data; and, if

i[Ij‘"”” necessary, transmits the NSL for delivery to the electronic
communications service provider.'

'‘Caveat: - 8] This document contains information derived from
an electronic surveillance or physical search conducted under the
i[]j~~“”"Foreign Intelligence Surveillance Act (FISA). Per 50 U.S.C. Section
1806 (b} and 1825(c), such information shall not be used in any
criminal or administrative proceeding, including grand jury :
proceedings and warrant affidavits, without the pricr approval of the
Attorney General of the United States.

SECWORN

NSL VIO-15655



SE /NOFORN

To: General Counsel From: Counterterrorism _
Re: (S) 04/13/2004 DI

b7A
in.}%QHmmmmwwDerive : G-3
Decla fy . X1

bl
b2 x|
b7E ; ———— X .
v e Enclosure(s): (U) Enclosed for thel | field office is an
bi original and a copy of a National Security Letter, dated 04/13/2004,
32 addressed tol i |
b7E | requesting verilication that
/“ @y T8 3 carrier of electronic communications to or from the mail
b? ( j domatiil| - N |which offers electronic mail (e-mail)
7D gervices Tor e-mail addressesl|
b
[oNA® .
7 Details: (8//NF)
b7A
bl
02
O7E (S//NF)
oA
Uy o o e -@&( This NSL will request the following:
[ Provide vwerificarion fhafl I‘iq A carrier nf e1 tronic
fﬁj communpicatioeng - which
b4 il T 11 = - sses | |
b7D e _ i Provide any
pl jj - _@nd all records regarding] [ TS the above] ]
bZ
b7E
. SECRET/NOFSRN
bTA

2

NSL VIO-15656



L)

{8) -

(8]

SECR
To: General Counsel From: Counterterrorism

pi
Re: (8S) 04/13/2004 b7A
are being provided
below to help facilitate this request:
' b2
IP Address Domain Name Registration Records L7E
o)
b4
7D
b7A
3 This electronic communication documents the National
Security Affairs Senior Counsel's approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
_secke ver wonthatl 1 — N
. i~
o)
csjlﬂw”m" LTE
(U) On 10/17/2003, the Director designated the FBI official, b7D

signing the attached National Security Letter, to make the required 17

certification.

Mo

(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally to an employee
of thel field office. The institution should neither send
the records through the mail, nor utilize the name of the subject or

any identifying information related to the subject in any telephone
.calls to the FBI. The institution should not contact FBIHQ directly

in any manner. .

(U)  The] | field office should remind the institution
that it is prohibited from disclosing that the FBI has made this

request.

(U) Any questions regarding the above can _be directed to

uc |or ssA
32 Should the Institution be unable to IUlly comply wi

reques ue to lack of specificity or should the institution reguire b0

"more detailed information to locate such records, the

field office should immediately contact UC[:::::] or SBE
for additional information.

b2
b7E
FBIHQ,
202)
Lth thisphé
B2
b7E

M

3

NSL VIO-15657



SECRE FORN

To: General Counsel From: Counterterrorism

DIA
LEAD(s) :
Set Lead 1: (Action)
AT] | b2
. o b7E
(U) Hand deliver enclosed NSL as indicated above. Upon b6
receipt of requested records, immediately submit results to SSA SSA -
, FBIHQ, Counterterrorism Division, CTD EQPS, Rooka'“
4648,
- Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
e SR § - 4| NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting .
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 3/Team 10
{U) Read and Clear
Set Lead 3: (Info)
b2

AT |

(U) Read and Clear
*

SECRET/NOF

4

NSL VIO-15658



(Rev. 01-31-2003)

m -

m

;;EEET7N9FORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE Date: 02/27/2004
To: General Counsel Attn: UC
. CTLUT
Counterterrorism Attn: SSA
ITOS I/CONUS IV/Team 15
Attn:
b2
From: Counterterrorism b7F
Electronic Surveillance Operations Unit, Rm 4363 b6
Contact: SSA (202) 3241 g
Approved By: Bowman Marion E
Drafted By:
Case ID #: (8) .
‘ (S) .
Moo fg)  66F-HQ-C1303375 " bl
: ‘ b7A
Title: (S) 13
W g EOPS] |
NSL

th6p§i§:“’ré§ Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if

necessary, transmits the NSL for delivery to the electronic
communications service provider.?

LD Derived Erom ¥ 673

-~ lCaveats - $&) This document contains information derived from

an electronic surveillance or physical search conducted under the
Foreign Intelligence Surveillance Act (FISA). Per 50 U.S.C. Section
1806 (b) and 1825(c), such information shall not be used in any
criminal or administrative proceeding, including grand jury
proceedings and warrant affidavits, without the prior approval of the
Attorney General of the United States.

NOFORN

NSL VIO-15659



8y

(5]

SECRET ORN

To: General Counsel From: Counterterrorism } bl

Re: (8) 02/27/2004

bl

. . b7E
Enclosure(s): (U) Enclosed for the| field office 1s an 02
original and a co of a National Security Letter, dated 02/27/2004, :F
addressed tol | D
| requesting names, addresses, b4
length of service and electronic communication transactional records bh7D
for Universal Resource Locator (URL) address referenced below. b6
Details: (S//NF,OC) TJL
bl
b6
b7C
b7A
-~ - (8] This electronic communication documents the National
Security Affairs Senior Counsel's approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/electronic communication transactional records on
the referenced Universal Resource Locator (URL):
bl
bT7A

NSL VIO-15660



ET/NOFORN

To: Gene 1 Criinael FProm- Conntrertervyori
Re: (8) ra S:102/27/2004

ooy
M

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Securlty Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally to an employee
of the | field office. The institution should neither
send the records through the mail, nox utilize the name of the
subject or any identifying information related to the subject in any b2
telephone calls to the FBI. The institution should not contact FBIHQ p7F
directly in any manner.

(U) The field office should remind the
institution that 1t Is prohlibited from discleosing that the FBI has
made this request.

(I Anyv anestions redgardinag the above can be directed to FBIHQ,

U or SSA (202)

32 Should the i1nstitutlicon be unable to fully comply wlth this
reques ue to lack of specificity or should the insti ire DZ
more detailed information to locate such records, the | biE

field office should immediately contact UC or SSA b6

for additional informatiop. b7C

“SECRET/NOFORN ____

NSL VIO-15661



(W e

T SECRETVNOFORN-——__

To: General Coungel From: CounterterrorisT

Re: (8) 02/27/2004

LEAD(Q):

Set Lead 1: (Action)

FIELD OFFICE

AT |

(U) Hand deliver enclosed NSL as _indicated above. Upon
receipt of requested records, notify SSA (202) 324-
to coordinate immediate delivery of Tecords to FBILRQ,
ounterterrorism Division, CTD PEOPS, Roonm 4363.

Set Lead 2: {Action)
GENERAL COUNSEL

AT WASHINGTON, DC

e {X) NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)

COUNTERTERRORISM

AT ITOS I/CONUS IV/Team 15

{U) Read and Clear
*

SECR RN

NSL VIO-15662

bl
b7A

b2
b7E
b6

b7C



FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 01/23/2004
To: General Counsel Attn: UC
CT._I N
Counterterrorism Attn: SSA |
oyui| |ECPS/ TEAM 4
SSA |
CTD EOPS/TEAM 3
SSA
ITOS I/CONUS III/TEAM 9
bz
Attn: SA "5
From: Counterterrorism b?
Electronic Surwveillance COrerations Unit. Rm 43673 biC
Contact: SSA
Approved By: Bowman Marion E
Drafted By:
Case ID #: (9)
(s)
m"mwﬂu{S{ 66F-HQ-C1303375 bl
‘ -7 )
. . bn:::;

tm“»gQ EOPS ] |
| | -

Synopsis: (¥) Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits

‘the NSL for delivery to the electronic communications service

provider.®

! ¢Caveat: --I%) This document contains information derived from an
electronic surveillance or physical search conducted under the
Foreign Intelligence Surveillance Act (FISA). Per 50 U.S.C. Section
1806 (b) and 1825(c), such information shall not be used in any
criminal or administrative proceeding, including grand jury
proceedings and warrant affidavits, without the prior approval of the
Attorney General of the United States.

SECRET/NOFORN—.

NSL VIO-15663



(&) -

T SECRET/ANQFORN

To: Gen 1 _Counsel From: Counterterrorism bl
Re: (54 1/23/2004 b7
(W X DEM a3
Dectassify oOnr X1-25 ‘
0 | b2
WIE
Enclosure(s): (U) Enclosed for thel |fie1d office is an %ém

original and a co of a National Security Letter, dated 01/23/2004, . "
addressed to b7E

|[regquesting names, addresses, length of 4

(a1

service and electronic communication transactional records for the 7D

account holder assigned the IP address at the date and time specifiedyg
below. !

b7C

Details: (S//NF)

bl

b7A
- -P%) This electronic communication documents the National — _ .
Security Affairs Senior Counsel's approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/electronic communication transactional records on
the following IP Address:

bl

b7A

{U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification. ‘

(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally to an employee
of the[:;;:::]field office. The institution should neither send the
records rough the mail, nor utilize the name of the subject or any
identifying information related to the subject in any telephone calls 1?2
to the FBI. The institution should not contact FBIHQ directly in any g
manner.

(U) The[:;:;::]field office should remind the institution that
it is prohibite rom disclosing that the FBI has made this request.
SECRET/NOFORN
2

NSL VIO-15664



mpom

To: General Counsel From: Counterterrcorism

Re: (8)

01/23/2004

(U) Any questions regarding the above can _be directed to FBIHQ,

uc|

|[or ssa

(202) 3244 I

with this request due to lack of specificity or should the

Fe h records, b7E
|or SSA bé

institu
th

require more detailed information to loca

field office should immediately contact UC
for additional information. '

SECRET/NQFORN

NSL VIO-15665

Should the institution be unable to fully comply

00
~J

bz

b7C



m

SECR QFORN

To: General Counsel From: Counterterrorism ;
Re: (S) 01/23/2004 bl
b7A
LEAD (8) ¢
Set Lead 1: (Action)
AT b2
(U) Hand deliver enclosed NSL as_indicated above. Upon R7E
receipt of requested records, notify SSA| | (202)324-b6
to coordinate immediate delivery of records to FBIHQ, [oyie
Counterterrorism Division, CTD[::]/EOPS, Room 4648.
Set Lead 2: ({Action)
GENERAIL COUNSEL
AT WASHINGTON, DC
- 0x{ NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting -
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS IIT/Team 9
(U) Read and Clear
Set Lead 4: (Info)
COUNTERTERRORISM 1o
AT /EOPS
iUﬁ"“ ........ UWA&Q Read and Clear

SECRET/NOFORN

4

NSL VIO-15666



(Rev. 01-31-2003)

SEC OFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 01/20/2004
To: General Counsel Attn: UC
CTIOT
Counterterrorism Attn: SSA I
CTD |[EOPS/TEAM 4
SSA |
CTO :?fff;f?f% f
SSH
CTD EOPS/TEAM 2
SSA | .
ITOS IT7CONUS T7TE 3 LZ
Attn: SSA b7E
From: Counterterrorism 1\%C

Electronic Surveillance Operations Unit, Rm 4363
Contact: SSA|

Approved By: Bowman Marion E

Drafted By:

Case ID #: (S) (Pending)
(S) ’nf\ﬂA"ﬁl‘f)
(s)
- ~-wi§Q BoF-HQ-CL303375
Title:  (S) - pl
bh7A
(s)
(0

Synopsis: {8 Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic

SECRE ORN

NSL VIO-15667
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(51

~J =
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EU}..

SECRE FORN

To: General Counsel From: Counterterrorism bl

Re: (8) 01/20/2004 b7A

communications service provider.®

o &) - WM“Deriv§§;§£§m<i::g;§
Decla y On: 25

. bl
YTE

Enclosure(s): (U) Enclosed for the[::::::]Field Office is an %éh

original and—a conv of a Natd 1l Secnrity letter datred 01 /90/9004, 7
addressed tqg Attn:l b7E

] requesting names, addresses, length of service ol

_ Natailaos {c//mw\l

and electronic communication transactional records for the account h7C
holder assigned the IP address at the dates and times specified B0
below. _ 2L

5 .

S84 This electronic communication documents the National
Security Affairs Senior Counsel's approval and certification of the
enclosed NSL. For mandatcory reporting purposes, the enclosed NSL
seeks subscriber/electronic communication transactional records on

the following IP Address:

IP Address Access Date/Time

! Caveat:'“}§3 This document contains information derived from
an electronic surveillance or physical search conducted under the
Foreign Intelligence Surveillance Act (FISA). Per 50 U.S.C. Section
1806 (b} and 1825(c}, such information shall not be used in any
criminal or administrative proceeding, including grand jury
proceedings and warrant affidavits, without the prior approval of the
Attorney General of the United States.

SECR

2

NSL VIO-15668



SECRET/NOFORN

To: General Counsel From: Counterterrorism bl
Re: (S) 01/20/2004 b7

it

(U} On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally to an employee
of thel Field Office. The institution should neither send the
records through the mail, nor utilize the name of the subject or any
identifying information related to the subject in any telephone calls b2
to the FBI. The institution should not contact FBIHQ directly in any KR
manner.

(U) The Field Office should remind the institution that
it is prohibited from disclosing that the FBI has made this request.

(U) Any questions regarding the above can be directed to FBRTHQ,

uc| | ox ss8)|
(202) 3241 ] Should the 1nstiltution be unable to fulily comply .
with this request due to lack of specificity or should the kX

institution require more detailed information to locate such records, b7E
the | |Field Office should immediately contact UC[ ] or SSA |

for additional information. - pIC

SECRET/NOEGRN

NSL VIO-15669
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SEEEET$N9§83N

To: General Counsel From: Counterterrorism

Re: (S

h1/20/2004

LEAD(s) :

Set Lead 1: (Action)

FIELD OFFICE

a1

A

(U) Hand deliver enclosed NSL as indicated above.

receint of reqguest

FBIHQ, Counterterrorism Division,

ROOM 46438 .

Set Lead 2: (Action)

GENERAL COQUNSEL

AT WASHINGTON, DC

=d records, immediately submit results

0 S

Upon

A

CTD

“«HW>KQ NSLU is reguested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)

COUNTERTERRORISM

AT ITOS I/CONUS I/Team 3

(U} Read and Clear

Set Lead 4: {Info)

COUNTERTERRORISM

AT ITOS

/EQPS

(U) Read and Clear

KL

SECRET

4

NSL VIO-15670

EOPS,

vy

¥
.

~J
"

b2
b7E
Lo
b7C



(Rev. 01-31-2003)
SECRET/N

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 01/20/2004
To: General Counsel Attn: UC
CTh
Counterterrorism Attn: SSA
CTD |EOPS/TEAM 4
88
CTD EOPS/TEAM 1
SS |
h? ITOS I/CONUS 1/TEAM 3
- Attn:
Yy 4 )
bo From: Counterterrorism
b?’_: Electronic Surueillance Qoeryationg 1nif BPm 43673

Contact: SSA

Approved By: Bowman Marion E

Drafted By: .

Case ID #: (S | (Pending)
(S)
W - (8 BEF-HQ-CISU33TS
Title: (S) ol
DbTA
WL b2

- 3§)  EOPS-

(0 “Synopsis: Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.'’

o ”Ml”CéveéE?“mkg) This document contains information derived from an
electronic surveillance or physical search conducted under the
Foreign Intelligence Surveillance Act (FISA). Per 50 U.S.C. Section
1806 (b) and 1825(c), such information shall not be used in any
criminal or administrative proceeding, including grand jury
proceedings and warrant affidavits, without the prior approval of the
Attorney General of the United States.

SECRET

NSL VIO-15671



(&)

) -

“SECRET/NOEQRN___

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Securlty Letter, to make the required
certification.

(U) Arrangéments should be made with the institution receiving

To: General Counsel From: Counterterrorism bl
Re: (S) 01/20/2004 o
in"”" """ &ﬁ(vmww-mDerived : G-3
) , Declagsify Omrs._X1-25
N bl
0 b2
. . . b7E
Enclosure(s): (U) Enclosed for the [::::::] Field Office is an o
original and
ed to i L7E
| requesting names, addresses, length of service Dbo
and electronic communication transactional records for the account B7C
holder assigned the IP addresses at the date and times specified Lo
b7D
below.
b4
Details: (S//NF)
b1
7R
~(®) This electronic communication documents the Naticnal N
Security Affairs Senior Counsel's approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/electronic communication transactional records on
the following IP Addresses:
18 b1
b7A

the enclosed letter to produce the records persconally to an employee [

of the| Field Office. The institution should neither send the.be
s throug

record

n the mail, nor utilize the name of the subject or any

identifying information related to the subject in any telephone calls
to the FBI. The institution should not contact FBIHQ directly in any
manner.

SEC RN

NSL VIO-15672



To:
Re:

the

Ge
(s

“SECRET/ANOFORN

neral Counael Fram: Counterterrorism bl

01/20/2004 57A

b2
(U) Thel  |Field Office should remind the institution that j,7m
it is prohibited from disclosing that the FBI has made this request. o

U) Anv guestions regarding the above can he directed. to FRIHQ,
uc| or Ssal |

(202) 324 [ Should the institution be unable to fully comply )
with this request due to lack of specificity or should the b2
institution require more detailed information to locate_ _such records, h7F

Field Office should immediately contact UC or SSA ¢

or additional information. B0

EﬁERETTNOFGEN

NSL VIO-15673
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S OFORN

To: General Counsel From: Counterterrorism
Re: (8) 01/20/2004
LEAD(8) :

Set Lead 1l: (Action)

ATl

(U) Hand deliver enclosed NSL as indicated above.
receipt of requested records, notify SSA

0 coordinate immediate delivery of records to FRIHQ,
Counterterrorism Division, CTD EOPS, Room 4648.

Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

- P§) NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 1/Team 3

(U) Read and Clear

Set Lead 4: (Info)

COUNTERTERRORISM
AT EOPS
my"N"“““““O{) Read and Clear

*"

-‘EEE§E?%NQ§0RN

4

NSL VIO-15674

bl
DA

b2
Upon b7E
(202)324- 1, ¢

L7C
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" Case ID #: (S) Pending)

{m

(-

WNOFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 01/14/2004

To: General Counsel Attn: UC
CTLd
Counterterrorism Attn: SSA |
CTD, EQP E
SSA
CTD
SSA

ITOS I/CONUS 1/TEAM 3

Attn:

From: Counterterrorism
Electronic Surveillance Operations Unit, Rm 4363
Contact: GSSA

Approved By: Bowman Marion E

Drafted By:

{S)
m (X  66F-HQ-C1303375

Title: (8S)

@Q ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING UNIT

Synopsis: &\ Approves the issuance of an ECPA National Security
Letter (NSL); provideg reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.®

Caveat: (&) This document contains information derived from an
electronic surveillance or physical search conducted under the
Foreign Intelligence Surveillance Act (FISA). Per 50 U.S.C. Section
1806 (b) and 1825(c), such information shall not be used in any
criminal or administrative proceeding, including grand jury
proceedings and warrant affidavits, without the prior approval of the
Attorney General of the United States.

SECR OFORN

NSL VIO-15675



m

To: General Coungel FProm: Counterterrorism | N1
Re: (S) 01/14/2004 b7A
(- }Q soee oL Derived F : G-3 : ;
fﬁj , Decl if : X1-25 ki
o 07
) | O7E
. . . - bR
Enclosure(s): (U) Enclosed for the| |Fleld Office is an

original and_a copv of g National Securitv Tetter. dated 01/314/2004, o7E

o b4
requesting mes, addresses, lerl vice, TIIing ©7D

records, and electronic communication transactional records for the 66
account holder assigned the IP addresses at the date and times , 70
specified below. SRS

Details: (S//NF)

bl

e

~-P&Y) This electronic communication documents the National .
Security Affairs Senior Counsel's approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/billing/ electronic communication transactional
iSj'“* records on the following IP addresses and time gtamps:

bl
b7 A

.« . (U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification. ,

(U) Arrangements should be made with the institution receiving
the englosed letter to produce the records personally to an employee
of the Office. The institution should neither send
the records through the mail, nor utilize the name of the subject or
any identifying information related to the subject in any telephone

b2 calls to the FBI. The institution should not contact FBIHQ directly
bTE in any manner.

(U) Thel | office should remind the institution
that it is prohibited from disclosing that the FBI has made this
request. :

SECRE QFORN

NSL VIO-15676



T 3ECRET/ANQEORN )

To: Gen|&1:21 Counsel From: Counterterrorism p1
)

Re: (S 01/14/2004 BTn

r__LuL_Anx_gugﬁzignﬁ_zﬁgaxding_nhg_aDove can_be directed to FBIHQ,
uc or SSA |

(202) 324| | Should the institution be unable to fully comply

with this request due to lack of specificity or should the s
insgd i i ore detailed information to locate such records, b’/E
the Office should immediately contact UC or 14
SsA for additional information. Y
SECRET/NOFORN
3

- NSL VIO-15677



SECRE RN

To: General Counsel From: Counterterrorism b1
Re: (8) 01/14/2004 2;7
i A

LEAD(2) :

Set Lead 1: (Action)

AT
B b2
(U) Hand deliver enclosed NSL as indicated on b7E
] f requested records, immediately notify SSA b6
(202) 324 to coordinate delivery of records to FBIHQ, e yle
Counterterrorism Division, CTI EOPS, Room 4648. '
Set Lead 2: (Action)
GENERAL COUNSEL
- AT WASHINGTON, DC
: MM"}%S NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting '
requirements for NSLs. : -
Set Lead 3: (Info)
COUNTERTERRORISM »
AT ITOS I/CONUS 1/Team 3
: (U) Read and Clear
Set Lead 4: (Info)
COQUNTERTERRORISM
b2

AT ITOS /EOPS

(U) Read and Clear

L 24

SECRETLNOEORN

NSL VIO-15678
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SECRE TYNOFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 01/14/2004
To: General Counsel Attn: UC
CTLUL T
Counterterrorism Attn: Ssal |

cT |EOPS/ TEAM 4

SSA
CTD EOPS/TEAM 1

SSA
. I1TO A VLW X L e B N W 0 5.V e
Attn: 2
. b7E
From: Counterterrorism _
Electronic Surveillance QOperations Unit. Rm 4363 b?
Contact: SSA b7C
Approved By: Bowman Marion E
Drafted By: .
Case ID #: (S) Luendina,
(8)
B - Pm)gi 66F-HJ-CI303375
Titl (S) bl
rhle: b7 A
b2

“ - %)  ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING UNIT

Synopsis:wm)%i Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.'

! Céﬁéat!""{B{ This document contains information derived from an
electronic surveillance or physical search conducted under the
Foreign Intelligence Surveillance Act (FISA). Per 50 U.S.C. Section
1806 (b) and 1825(c), such information shall not be used in any
criminal or administrative proceeding, including grand jury
proceedings and warrant affidavits, without the prior approval of the
Attorney General of the United States.

SECR

NSL VIO-15679



SECRET/NOFORN

To: Genexral Counsel From: Counterterrcrism bl
Re: (8) 01/14/2004 n7A
(- P8y ... . Deri om : G-3
D assi n: X1-25 b1
' . ‘ L7E
Enclosure(s): (U) Enclosed for the Office is an b2

original and a copy of a National Security Letter, dated 01/14/2004, }y,7u

[ Il‘eqn‘e-gmm,ﬂWs TETOTIT OT smem——l ke

electronic communication transactional records for the account holder P7C

assigned the IP addresses at the date and times specified below. 4
k7D
: (S//NF)l |
-8y This electronic communication documents the National b}"
Security Affairs Senior Counsel's approval and certification of the b7A

enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/electronic communication transactional records on
the following IP addresses :

B2
bl
(U) On 10/17/2003, the Director designated the FBI official, b7A
signing the attached National Security Letter, t£o make the reguired
certification. .
(U) Arrangements should be made with the institution receiving
the enclosed Jletter to produce the records perscnally to an employee
of the Office. The institution should neither send -
the records through thie mail, nor utilize the name of the subject or
any identifying information related to the subject in any telephone b2

calls to the FBI. The institution should not contact FBIHQ directly h7E
in any manner. ‘

(U) Th4 Office should remind the institution
that it is prohibite rom disclosing that the FBI has made this

request.

. (U) Any questions regarding the above cap_he directed to FBTHQ, h¢

uc or SSA 'b"]C
o)

SECRET/NOFORN

2

NSL VIO-15680



SECRET/NOPORN

To: General Counsel From: Counterterrorism
Re: (S) 01/14/2004

(202) 324 Should the institution be unable to fully comply bl LB7A
with this request due to lack of specificity or should the

institution require more detailed information to locate sych rec rd?i7?
the|, Office should immediately contact UC or '~
SSA for additional information. bo
pIC
SECRET/NORORN
3

NSL VIO-15681



SECREE/NOFORN

To: Gen 1 _Counsel From. Counterterrorism
Re: (8) 01/14/2004

LEAD(g8) :

Set Lead 1: (Action)

AT

(U) Hand deliver enclosed NSL as indicated

r_:gggin;_gf request cords, immediately notify SSA
(202) 3244 to coordinate delivery of records to EBLHQ,

Counterterrorism Division, CTI EOPS, Room 4648,

Set Lead 2: {(Action)
GENERAL COUNSEL

AT WASHINGTON, DC

w -

- P&) NSLU is requested to record the appropriate
informaticn needed to fulfill the Congressional reporting

requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM

AT ITOS I/CONUS 1/Team 3
(U} Read and Clear

»

Set Lead 4: (Info)

COUNTERTERRORISM

al |eoes

{(U) Read and Clear

*

SE ORN

NSL VIO-15682

on

bl
b7A

oy
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SEC NOFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date:
To: General Counsel Attn:
Counterterrorism Attn:

01

/14/2004

uc

CcT

SSA

Ul

CTO
Sg8a

CT

VEOPS/TEAM 1

SSA

CT
Ssa r
1TO eam S

pEOPS?TEAM 3

Attn:

From: Counterterrorism

Electronic Surveillance Operations Unit, Rm 4363

Contact: SSA

Approved By: Bowman Marion E

Drafted By:
Case ID #: (8) (Pending)
' (8) (Pending)
.o (S)
‘ o (S¥ 66F-HQ-C1303375
Title: (8)

(s8)

W)““";§§ ELECTRONIC SURVEILLANCE OPERATIONS AND SHARING UNIT

S FORN

NSL VIO-15683

b2
b7k
bo

~ 7Y
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|:UJ ..........

SECR ORN

To: General Coiingel From: Connterterrorism

Re: (s 01/14/2004

Zéi Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.®

”)XQHH

Enclosure(s): (U) Enclosed for thel Office is an
original and_a conv of a National ¢ . lated 01/14/2004,

addressed to

G-3
X1-25

. e

irequestlng

names, addresses, length ol service and electronlc communication
transactional records for the account holder assigned the IP
addresses at the date and times specified below.

_Details: (q/lmw\l I

oo
V\l

bl

-\

b7E
b2
b7E
bo
b7C
b4
b7D

bl
b7A

— D) This electronic communication documents the National
Security Affairs Senior Counsel's approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/electronic communication transactional records on
the following IP Addresses:

................................... lCaveat:bé} ThiS document Contains informat ion derived frOm

an electronic surveillance or physical search conducted under the
Foreign Intelligence Surveillance Act (FISA). Per 50 U.S.C. Section
1806 (b) and 1825(c), such information shall not be used in any
criminal or administrative proceeding, including grand jury

proceedings and warrant affidavits, without the prior approval of the

Attorney General of the United States.

SECR QFORN

2

NSL VIO-15684



SE FORN

To: General Counsel From: Counterterrorism bl
Re: (8) 01/14/2004 KA
(81 ol
bT7A

(U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

{(U) Arrangements should be made with the institution receiving
the enclosed letter to ?roduce the records personally to an employee

of th Office. The institution should neither send
the records through the mail, nor utilize the name of the subject or
any identifying information related to the subject in any telephone 02
calls to the FBI. The institution should not contact FBIHQ directly b7E
in any manner. .

(m Thel Office should remind the institution
that it is prohibited from disclosing that the FBI has made this
request.

An estiong re in above can _be directed to FBIHQ,

uc or SSA
«(202) 324{ | Should the institution be unable to fully comply 52

with this request due to lack of specificity or should the .
institution reauire more detailed information to locate such records,lJ?D
the Office should immediately contact UC or bb

SSA for additional information. b7C

SECR

NSL VIO-15685
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SECRBT/NOFORN

To: General Counsel From: Counterterrorism

bl
Re: (8) 01/14/2004 ST
'LEAD(s) :
Set Lead 1: (Action)
Office
AT| b2
L7E

(U) Hand deliver enclosed NSL as indicated YOIl e
receipt of reques cords, immediately notify SSA ,Ff‘
[::::::f::](202)324 o coordinate delivery of records Cto HQ, L7C

Counterterrorism Division, CTI EOPS, Room 4648.

Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

~{ NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
regquirements for NSLs.
Set Lead 3: {(Info)
COUNTERTERRORISM

AT ITOS I/CONUS II/Team S

(U) Read and Clear
Set Lead 4: (Info)

COUNTERTERRORISM

AT EOPS

{U) Read and Clear
*

TSECRET/NOFORN—

NSL VIO-15686
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SEMRN

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIQRITY Date: 01/14/2004
To: General Counsel Attn: UC| |
CTLII]
Counterterrorism Attn: SSHR____ |
CTL IEQPS/ TEAM 4
SSE
CTI [EOPS/TEAM 2
ssa| |
ITOS _I/CONTIS 1 /TEAM 3
Attn: SSA

From: Counterterrorism
Electronic Syrveillance Omeratrions TInit . Bm 4343
Contact: SSA

Approved By: Bowman Marion E

Drafted By:

Case ID #: (8) nding)
| (s)
Proee (&) 66F-HQ-C1303375

Title: (S)

"“"%“"W”G¥f ELECTRONIC SURVEILLANCE OPERATTIONS AND SHARING UNIT

Synopsis: }é) Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.®

.1 Caveat: —{¥) This document contains information derived from an
electronic surveillance or physical search conducted under the
Foreign Intelligence Surveillance Act (FISA). Per 50 U.S.C. Section
1806 (b) and 1825(c), such information shall not be used in any
criminal or administrative proceeding, including grand jury
proceedings and warrant affidavits, without the prior approval of the
Attorney General of the United States.

SEC

NSL VIO-15687
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SECR OFORN

To: General Counsel From: Counterterrorism o)}
Re: (8) 01/14/2004 n7A

X6 Deriigg:?faiiz: G-3
: Declagsify On X1-25 .
E&S' b2
—— : ) pI7E
Enclosure(s): (U) Enclosed for the[::::::]Fleld Office is an 2

original and a copy of a National Security Letter, dated 01/14/2004, b;E
addressed tol "

| requesting bt
names, addresses, length of service and electronic communication L7C
transactional records for the account holder assigned the IP b7D
addresses at the date and times specified below. i
: (S//NF)I | ;
bIA
""" t8) This electronic communication documents the National
Security Affairs Senior Counsel's approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/electronic communication transactional records on
the following IP Address:
bl
b7 A

. (U) On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving

the e ' etter to produce the records personally to an employee
of th Field Office. The institution should neither send the

records through the mail, nor utilize the name of the subject or any
identifying information related to the subject in any telephone calls ©Z
to the FBI. The institution should not contact FBIHQ directly in any b7E
manner.
s

(U) The Field Office should remind the institution that
it is prohibifed rrom disclosing that the FBI has made this request.

(U) _Anv guestions regarxding the above canrbe_direCLed_LQ_EBﬁHQ, bo
uc br SSA n7C
‘ 0?2
SEWORN

2

NSL VIO-15688



bl bla
b7E

be

bi7C

To
Re

SECR OFORN

:  General Counsgsel From: Counterterrorism
: (8) 01/14/2004

(202) 324: Should the institution be unable to fully comply
with this Tequest due to lack of specificity or should the

in

stitution require more detailed information to loca

th

ield Office should immediately contact UC

for additional information.

SECRET ORN

3

NSL VIO-15689

& _acnech

records,
or SSA



T SEUREF/ANOFORN

To: General Counsel Fraom: Counterterrorism bl
Re: (S)i 01/14/2004 n7A
LEAD (s) :
Set Lead 1: (Action)
Office
AT . 02
A
(U) Hand deliver enclosed NSL as indicated above. Upon f’E
f reques cords, immediately notify SSAl I eld
r(202)324 to coorfdinate delivery of records to LHQ, b7C
Counterterrorism Division, CTD EQPS, Room 4648,

Set Lead 2: (Actiomn)
GENERAL COUNSEL

AT WASHINGTON, DC

R
7 IR) NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
COUNTERTERRORISM

AT ITOS I/CONUS 1/Team 3

(U) Read and Clear
Set Lead 4:.(Info)

COUNTERTERRORISM

o
bo

AT EOPS

(U) Read and Clear

*

gECREELEQFORN
4

NSL VIO-15690
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QFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 01/05/2004

Approved By: Bowman Marjon B

To: General Counsel Attn: UC
CTLUI

Countérterrorism Attn: SSA
‘ CTD FOPS TEAM 4

SSA
CTD EOPS TEAM 1

SSA
ITOS I/CONUS 1/Team 2

Attn: SO5A

From: Counterterrorism
Electronic Surveillance Operations Unit. Rm 436

Contact: SSA

Drafted By:

Case ID #: (S) I LDamding)

TR - T oM S ETVEERE bl
Title: (S) EZ}{

m - (3  FLECTRONIC SURVEILLANCE OPERATIONS AND SHARING UNIT

SYﬁopsisrw~GQ Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if

necessary, transmits the NSL for delivery to the electronic
communications service provider.?

‘CaVéat:'mﬁgj This document contains information derived from
an electronic surveillance or physical search conducted under the -
Foreign Intelligence Surveillance Act (FISA). Per 50 U.S.C. Section
1806 (b) and 1825(c), such information shall not be used in any

SECRE

NSL VIO-15691



iS) R

SECRE

To: QGeneral Counsel From: Counterterrorism

bl
Re: (8) 01/05/2004 n7A
(U
"”P§) Derive om : G-3
Declassify : X1-25 , bl
b2
o b7E

-7

Enclosure(s): (U) Enclosed for the Ifield office is an original 7

an/]q a cnanv ~f o Natiaanal Sornritss T ot+or datad 01 /(\C\/’)nf‘4’ addressed 1’:),_/,E
to :

. 7
| requesting names, addresses, length ot service and b7D
electronic communication transactional records for Universal Resource bl

Locator (URL) address referenced below. b6
ils: | | b7C
Details: (S//NF)
bl
b7A

e This electronic communication documents the National

Security Affairs Senior Counsel's approval and certification of the
enclosed NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/electronic communication transactional records on
the referenced Universal Resource Locator (URL):

(U) On 10/17/2003, the Director designated the FBI official,

signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution recelving
the enclosed letter to produce the records personally to an employee D2
of the field office. The institution should neither send the H7E

criminal or administrative proceeding, including grand jury
proceedings and warrant affidavits, without the prior approval of the
Attorney General of the United States.

SE NOFORN

2

NSL VIO-15692



To: General Counsel From:

~;;E;EE7NO?GRN

Counterterrorism

Re: (8)

records through the mail,

bl

01/05/2004 b7

nor utilize the name of the subject or any

identifying information related to the subject in any telephone calls
The institution should not contact FBIHQ directly in any

to the FBI.
manner.

(U} The

2

Field office should remind the institution that P7E

it is prohibited from disclosing that the FBI has made this request.

() _Anv dauestions regarding the ahbove ca

U

be directed to FBIH

(202) 324 |

oxr SS
Should the institution be unable to fully comply 0
w1th thls request due to lack of specificity or should the o
require more detailed information to locafe such records,m(E
field office should immediately contact UC or SSA

ins
the

| |for additional information,

SECRET

3

NSL VIO-15693

bi7C



SECRET RN

To: General Counsel From: Counterterrorigsm nl
Re: (8) 01/05/2004 17,
LEAD(s) :

Set Lead 1: (Action)

AL b2
(U) Hand deliver enclosed NSL f;ﬁ.;&d.;;ﬂ.tmi.a.bm&.l Upon o7E

ipt of requested records, notify SSA (202)324-b6
[ffffrto coordinate immediate delivery of records to FBIHQ, Bic

Counterterrorism Division, CTD[:::]EOPS, Room 4648,
Set Lead 2: (Action)

GENERAL CQUNSEL

AT WASHINGTON, DC

Q) e s »S) NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)
COUNTERTERRORISM

. AT ITOS I/CONUS 3/Team 10

{U) Read and Clear
**

SECRET

NSL VIO-15694
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FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 02/24/2004
To: General Counsel Attn: UC
CTLTT
Counterterrorism Attn: SSA

~ITOS I/CONUS IV/TEAM 15

Attn:
L2 From: Counterterrorism
©T7E Electronic Suryveillance Oneratrions Unit . RBm 3
06 Contact: SSA i
bicC . .
Approved By: Bowman Marion E
Drafted By:
Case ID #: (8) (Pending) . .
(s) {Pending)
i (s) ! I
o R) 66F-HQ-C1303375
Title: (S
(9
G PR
iy ,
Synopsis?théQ Approves the issuance of an ECPA Nafional Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.' :
- ' Caveat:-—{}§) This document contains information derived from an

electronic surveillance or physical search conducted under the
Foreign Intelligence Surveillance Act (FISA). Per 50 U.S.C. Section
1806 (b) and 1825(¢c), such information shall not be used in any
criminal or administrative proceeding, including grand jury
proceedings and warrant affidavits, without the prior approval of the
Attorney General of the United States.

T BECRER/NQFQRN

NSL VIO-15695

bl

1A



SEC QFORN

To: 1 Conngel EFram- Cnterterrarism bl
(g) . Lo: femesa | bon
’ 02/24/2004
e DeriveX From : G-3 o

Decl&ssi On: X1-25 o

b7E
L3 yA8 b7E
| Enclosure(s): (U) Enclosed for the | | Field office is an D2

original and i 2/24/2004, b7E
addressed to requesting ¢
names, addresses, leng Service and € TOonic mnunication .

7
transactional records for the account holder assigned the IP BiC
addresses at the date and times specified below.

PUBSSL | In//\?ﬁ\l I

B
bl
b7 A
w- - X)) This electronic communication documents the National
Security Affairs Senior Counsel's approval and certification of the
encloged NSL. For mandatory reporting purposes, the enclosed NSL
seeks subscriber/electronic communication transactional records on
the following IP Addresses:
bl
l: 5 :l | b7A

(U} On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records personally to an employee DZ

of the |Field Office. The institution should neither bh7E
send the records Tough the mail, nor utilize the name of the

subject or any identifying information related to the subject in any

T SECRET/NQFORN

2

NSL VIO-15696



\pmm o
SECRET/N

bT7A

To: _General Counsel From: Counterterrorism

“re: [ |

02/24/2004

telephone calls to the FBI. The institution should not contact FBIHQ
directly in any manner. o
(U) The Field Office should remind the b7E

institution that it is prohibited from disclosing that the FBI has
made this request.

(U) Any questions regarding the above can _be directed to FBIHQ,

uc Jor SSA (202)
32 | Should the institution be unable to TUITY Compliy wWith this

iy . . . X 2
request due to lack of specificity or should the institution reaquire B2

more detailed information to locate such records, the bTE
Field Office should immediately contact UC[:::::] or SSA jo)3)
for additional information.

h7C

SECRET /N

3

NSL VIO-15697



T SEGRET/NOFORN bl

b7A
To: General Counsel From: Counterterrorism
. 02724720043
LEAD(s8) :
Set Lead 1: (Action)
AT v b2
b7E

(U) Hand deliver enclosed NSL as indicated above. Upon

eipt of requested records, notify SSA| |(202)324— b6_
[:fff:ggo coordinate immediate delivery of Yecords to EBIHQ, b7C

Counterterrorism Division, CTq::::YEOPS, Room 4648.

Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

.
”&Q NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)

COUNTERTERRORISM
. ‘ AT ITOS I/CONUS IV/Team 15

(U) Read and Clear

144

“BECRET/NOFORN

NSL VIO-15698



(Rev. 01-31-2003)

)

SEC RN

FEDERAL BUREAU OF INVES.TIGATION

Precedence: PRIORITY Date: 10/20/2005
To: General Counsel Attn: DGG—Inlie B __Thaomag
uc | cTLUL
Counterterrorism . Attn: SSA
. SSA |
ITOS I1I
Attn: |

|
18] [
From: Counterterrorism
Electronic SQurveillance Operationg Init Rm 4363

Contact: IA jo )%
b7E
Approved By: _Thomas Julie F pE
| .
Hulon Willie T B7C
Lewis John E
Drafted By:
Case ID #: (S) | tomason
o (S)
© ¢ Py BBF-HQ-CI303375 .
‘Title: (S) _ | Sy
b2
W %) Eops]
NSL

electronlc surveillance or physical search conducted under the

. Foreign Intelligence Surveillance Act (FISA). Per 50 U.S.C. Section

1806 (b) and 1825(c), such information shall not be used in any
criminal or administrative proceeding, including grand jury
proceedings and warrant affidavits, without the prior approval of the
Attorney General of the United States.

SECRET/NO

NSL VIO-15703



m -

-

L)

SECRET/NQFORN

To: QGenerplLCauncal Eram. (Counterterrorism bl
Re: - (8) (Pending) , 10/18/2005 b7A

:os:) TOLL RECORDS ;
NATIONAL SECURITY LETTERS (NSLS)

Synopsis: "@ﬁ) Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.!

Declagsify : X1
(s bl
IX‘I'\ I bZ
A biE
Enclosure({s): (U) Enclosed for the b7A
is an original and a copy of a National Securiftv Tetter datred
10/18/2005, addressed to| |
| requesting information
Telated Lo electronic commuinicacions services provided to surfy.net.
: 02
Details: T[SA0C) Information about | | indicates that, n7E
which ?6
recelves requests to provide any and all subscriber or customer o
account information and information regarding electronic : 070
communications services provided to | |[" including, but not 07D
limited to, the following: ma
‘ D7A
- any and all subscriber or customer account o
< information and information regarding electronic
- communications services provided to| |
iSJ" including, but not limited to, the following;
b2
b7E
bl
b7A

(s) |

“SECRET/NQFORN

NSL VIO-15704



SECRE

To: General Counsel From: Counterterrorism b1
Re: (8) (Pending) , 10/18/2005 ' b A

() On 10/17/2003, the Director designated the FBI official,
signing the attached National Security Letter, to make the required
certification.

(U) Arrangements should be made with the institution receiving
the enclosed letter to produce the records pexsonally to an employee
of the[ ] Field Office. The instituticn should neither send the
records through the mail, nor utilize the name of the subject or any
identifying information related to the subject in any telephone calls bZ
to the FBI. The institution shculd not contact FBIHQ directly in.any h7F
manner.

(U) The Field Office should remind the institution that
it is prohibited from disclosing that the FBI has made this request.

(U) Any questions regarding the above n ] FBIHQ,
IA!: | (202) or TIS | l(202)
32 Should the institution be unable to fully comply with this D2
“reguest due to lack of ‘specificity or should the institution require bh7E

more detailed information to locate such records, thel |Field b6
Office should immediately contact IA[:::::] or TIS| | for 70

additional information.

' SECRET/NOTORN

NSL VIO-15705



SEC FORN

o o
1=

[
L

Re: (s) (Pending) , 10/18/2005

o)

To: GeneTBT Connssl Fram: Counterterrorism

LEAD(s) :

Set Lead 1l: (Action)

___ | | »
AT | : bz

(U) Hand deliver enclosed NSL ag indicated above. U ji::] 6

receipt of reguested records, notify IA (202) Do
[::::] or TISl to coordinate immediate delivery of b7C

records to FBIHQ, Counterterrorism Division, CTD /EOPS, Room 4343,

Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

““Qﬁ NSLB ig requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)

COUNTERTERRORISM

AT ITOS II

(U) Read and Clear

*

FORN

NSL VIO-15706
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SEC ORCON

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 9/14/200%
To: General Counsel Attn: DGC Julie F. Thomas
uc |
CTLUL
Counterterrorism Attn: SSA
SSA

"ITOS III |

Attn: _ggsal |

From: Counterterrorism

Electronic Surveillance Operations Unit, Room 4944
Contact: TISl

Approved By: Thomas Julie F
Hulon Willie E

lewlig Inhn E

Drafted By:

Case ID #: (S)

(8)

.Title: (8) bl
bh7A
bz

&Y BOPS| |
: NSL

I'Cavéat:““aéi This document contains information derived from an

- electronic surveillance or physical search conducted under the

Foreign Intelligence Surveillance Act (FISA). Per 50 U.S.C. Section
1806 (b) and 1825(c), such information shall not be used in any
criminal or administrative proceeding, including grand jury
proceedings and warrant affidavits, without the prior approval of the
Attorney General of the United States.

SECR ORCON

NSL VIO-15707
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S CON

To: General Counsel From: Counterterrorism
Re: (9) 8/17/2005

Synoﬁéiéfw“&Q Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.’

Enclosure(g): (U) Enclosed for the Office is
an original and a copy of a2 National Secnrify Tefter dated
9/13/2005, addressed to

15"

requesting Information related to

| Esﬁvm

EiDetails: Zﬁﬁg%ﬁﬁzii)l

electronic communicacions services provided to

is
Tequested L0 PIOVITE anly anc all SUDSCTIDEY or cuscomer
account information and information regarding electronic
communications services provided to " including, but
not limited to, the following:
. -confirmation thatl |provides service to

nternet Protocol address (es)l |

= |

(U) On 10/17/2003, the Director designated the FBI
official, signing the attached National Security Letter, to
make the required certification.

SECRET/NOFORNALGRCON
2

NSL VIO-15708
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SECRET ON

To: General Counsel From: ounterterrorism
Re: (3) 8/17/2005

‘ (U) Arrangements should be made with the institution
receiving the enclosed letter to, xroduce the records

personally to an employee of the

Office. The

institution should neither send the records through the mail,
nor utilize the name of the subject or any identifying
information related to the subject in any telephone calls to

the FBI. The institution should not contact FBRI
any manner.

HQ directly in

{(U) The Office should remind the
institution that It iIs prohibited from disclosing that the FBI

has made this request.

(U) Any questions regarding the abope—=an b
FBIHQ, TIS| |202) 324
institution be unable to fully comply with this
lack of specificity or should the institution re
detailed information to locate such records. the

e directed to
Should the
request due to

Quire more

[::;::::;Pffice should immediately contact
0r additional information.

SE /ORCON

NSL VIO-15709
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SEC

To: General Ccunsel From:

FORN/ORCON

Counterterrorism

Re: (8)

8/17/2005

LEAD(s) :

Set Lead 1: {Action)

(U) Hand deliver enclosed NSL as in

eipt of r f reguested records, notify TIS |

(202) 324 to coordinate immediate delivery of
records to FBIHQ, Counterterrorism Division, CTD EQCPS,

Room 4944.
Set Lead 2: (Action)
GENERAI, COUNSEL

AT WASHINGTON, DC

'“}ﬁ) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting

requirements for NSLs.
Set Lead 3: (Info)
« COUNTERTERRORISM

AT ITOS Iq I

(U) Read and Clear.

*

SECRET /NOFORN/ ORCON

4 .
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SEC RCON

5

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 9/6/2005

To: General Counsel Attn: DGC Julie F. Thomas
uc |
CTLOTI
Counterterrorism : Attn: SSA
SSA
- ITOS 11| |
Attn: IA

From: Counterterrorism

Electronic Surveillance Operations Unit, Room 4944 ?;W
Contact: TIS | b(m
bo
Approved By: Thomas Julie F g pb7C
Hulon Willie E
Lewis John E
Drafted By:
Case ID #: (8) Pending)
S [
tUw-mww-ési G6F-HQ-C1303375 bl
< bh7A
Title: (S} i?
L
m-.
“w}gj EOPS -
NSL
(mwmmmwﬁg TOLL RECORDS;

m- T CAVERE : "@§{ This document contains information derived from an

electronic surveillance or physical search conducted under the
Foreign Intelligence Surveillance Act (FISA). Per 50 U.S.C. Section
1806 (b) and 1825(c), such information shall not be used in any
criminal or administrative proceeding, including grand jury
proceedings and warrant affidavits, without the prior approval of the
Attorney General of the United States,

ET/NOFORN/ORCON

NSL VIO-15711
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(8]
(8]

r&lﬁlZQQﬁi_afdressed to
,,,,, requesting IRIOYMATION Ielated TG CIECTTONTC

SECRET/NO ON

To: GCeneral Counsel From: Counterterrorism
Re: (8) 8/17/2005
NATIONAL SECURITY LETTERS (NSLs)
Synopsié~wm(g§ Approves the issuance of an ECPA National Security

Letter (NSL); provides reporting data; and,
the NSL for delivery to the electronic communications service
provider.t

tUJ”\”“G§<

Derived fFrom
Declags§i Oon

o e

RO

Enclosure(s) : Pé) Enclosed for the Field Office
is an original and a conv of a National Securijtv Letter, dated

communications sérvices- provided to.

Dotails: [sraweor|

| 1s requested to provide any and
a subscriber or customer account information and information

reqardlnq electronic communications services provided to
including, but not limited to, the following:

-confirmation ﬂ'\:«l I')rnvideq service to Internet Protacol

l: 5 :I address(es)| hat

|:S:| [ I

- subscriber information for service on these IP addresses.

- Length/starting date of the service to this customer.

(s) |

T SECRET/NOFORN/ORCON—
2

NSL VIO-15712
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LTA

if necessary, transmits
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b2
b7E
b7A
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(8

SECRE /ORCON

To: General Counsel From: Counterterrorism
Re: (s) B/17/2005

(U) On 10/17/2003, the Director designated the FBI
official, signing the attached National Security Letter, to

make the required certification.

(U) Arrangements should be made with the institution

receiving the enclosed letter to_produce the records
personally to an employee of th |Field Office.

The institution should neither send the records through the
mail, nor utilize the name of the subject or any identifying
information related to the subject in any telephone calls to
the FBI. The institution should not contact FBIHQ directly in

any manner.

(U) The Field Office should remind the
institution that 1t is prohibited from disclosing that the FBI

has made this request.

(U) v _questions regarding the abo

FBIHQ, TIS

institutior e UNMaEpDIT TO ITUIIy ©

detailed information to locate such records. thel
Field Office should immediately contact]

for additional information.

(202) 324

be directed to
Should the

mply wit; tzls request due to

lack of specificity or should the institution require moxe

SECRET/NOFO

3

NSL VIO-15713
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SECRET/NO ON

To: General Counsel From: Counterterrorism

Re: (8) | 8/17/2005 bl
7A
LEAD(s):
Set Lead 1: {Action)
b2
(U) Hand deliver enclosed NSL as indica v bhIE
eipt of r ted records, notify TIS 56
[:?fff:;fj(202) 324j to coordinate immediate delivery of SN
Tecords to FBIHQ, Counterterrorism Division, CTD[:::YEOPS, bi7C

{m

Room 4944,
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC -

T WM"Cé) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs. '

Set Lead 3: (Info)

A COUNTERTERRORISM

AT 1TOS I1] | bz

(U) Read and Clear.

*

'EEERETfneaaagigggon
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SEC ORN

'FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/14/2005
To: Counterterrorism Attn: SSA _ |
ITCS _T/CONUS T/Team 3
SSA
ITOS I/CONUS II/Team 6
uc| |
General Counsel AttrT—NatTUJal Security Law Branch
DGC Julie F. Thomas
uc| I
Attn: SSA
o - SSA
p7p  From: Counterterrorism

Electronic Surveillance Operations

_bf;p and Sharing Unit (EOPS) Room 4343
L7C Contact: |
Approved By: Hulon Willie T » N
Lewis John E ‘
| |
Thomas Tilia B
Drafted By:
Case ID #: (S) Pending)
(8) (Pending}- bl
() ©oF-HQO-CI3033 79 N7 A
1 —

1%éé@éétr“w}§j This document contains information derived from an

.electronic surveillance or physical search conducted under the
Foreign Intelligence Surveillance Act (FISA). Per 50 U.S.C. Section
1806 (b) and 1825(c), such information shall not be used in any
criminal or administrative proceeding, including grand jury
proceedings and warrant affidavits, without the prior approval of the
Attorney General of the United States.

SECRE ORN

NSL VIO-15715
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“SECRES/ANQFORN

To: Counterterrorism From: Counterterrorism
Re: (8) (Pending) , 07/14/2005
Title: (S)

Synopsisi " P¥) Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.!

(e

isjv)u

“””}é) Deri m: G-3
De si n: X1-25
Sl

Enclosure(s): (U) Enclosed for the[::::::]Field Office 1s an
original and a copy of a National Security Letter, dated
07/16/2005, addressed to | |

[ requesting

names, addresses, length of service, bllling records, and
electronic communication transacticonal records for the account
holder assigned the IP address at the date and time specified
below.

Details: (S//NF)

“(8§. This electronic communication documents the Deputy.
General Counsel for the National Security Law Branch's
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records on the
following IP Address:

{U) On 10/17/2003, the Director designated the FBI
official, signing the attached National Security Letter, to
make the required certification.

" SECRET/NOF

2

NSL VIO-15716
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SEC OFORN

To: Counterterrorism From: Counterterrorisgm
Re: (8) (Pending) , 07/14/2005

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records
personally to an employee of the [ |Field Office. The
institution should neither send the records through the mail,
nor utilize the name of the subject or any identifying
information related to the subject in any telephone calls to
the FBI. The institution should not contact FBIHQ directly in
any manner. '

(U} The Field Office should remind the
institution that it is prohibited from disclosing that the FBI
has made this request.

(U) Any questions regarding the above can be directed to

FBIHO, S8 (202) 324 Jor IA] |
(202) 3234 ould the institution be unable to fully

comply with this request due to lack of specificity or should
the institution require more detailed information to locate
such records, thel Field Office should immediately
contact SSA | [or IA for additional
information. -

SEEEETTﬂQEQ5§;“

NSL VIO-15717
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SECRET

To: Counterterrorism From: Counterterrorism ‘ b
Re: (8) (Pending) , 07/14/2005 bg;&
LEAD(s) :

Set Lead 1: (Action)

AT |
- C b2
(U) Hand deliver enclosed NSL as indicated above. e
Upon recej f reque r notify SSA | | ﬁé%“
(202) 324 or IA to coordinate Y
immediately delivery of records to FBIHQ, Counterterrorism k7C

Division, CTD[:::YEOPS, Room 4343.
Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

i/
“oo- 0 NSLB is requested to record the appropriate

information needed to fulfill the Congressicnal reporting
requirements for NSLs.
Set Lead 4: (Ian)

COUNTERTERRORISM

AT ITOS T/CONSU II/TEAM 6

(U) Read and Clear

*

NSL VIO-15718



SEC ORCON

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 7/13/2005
To: General Counsel Attn: DGC lie F. Thomas
UC| |
CTLU1
Counterterrorism Attn: SSA
’ SSA
ITOoS I |
Attn: IA

From: Counterterrorism
Electronic Surveillance Operations Unit, Rm 4363
Contact: TIS|

Approved By: Thomas Julie F
| |

Hulon Willie T
Lewis John E

Drafted By:

Case ID #: (S) fianding)
o (s)
tU%W_MH_gQ 66F-HQ-C1303375
Title: (8)
>€ NSL

l. Caveat: “Qﬁ This document contains information derived from an

electronic surveillance or physical search ccnducted under the
Foreign Intelligence Surveillance Act (FISA). Per 50 U.S.C. Section
1806 (b) and 1825 (c), such information shall not be used in any
criminal or administrative proceeding, including grand jury
proceedings and warrant affidavits, without the prior approval of the
Attorney General of the United States. :

SECRET/ROFPORNAORCON.

NSL VIO-15719
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‘;;;;E;7E6F6Rn$encgy

To: General Coungel From: ounterterrorism
Re: (9) 7/13/2005

m- - (%{  TOLL RECORDS;
NATIONAL SECURITY LETTERS (NSLs)

U)o e

15)

(V)

-

Synopsis:  [BX Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.!

U :
”bé) Deriye rom : G-3
Dec ify On: X1

BEnclosure(s): (U) Enclosed for the| |Office is an
original and a ional Securityv letter at 7/13/2005,
addressed to

requestlng information reitated teo electronic

communications services provided to

~

Details: 1@??NF$§§I Information aboutl |indicates that their

email service is providedl ]
|is

requested to provide any and all subscriber or customer account

information and information regarding electronic communications
services provided to " including, but not limited to, the
following:

- any and all subscriber or customer account
information and information regarding electronic
communications services provided tof

including, but not limited to, the
following;

SECRET/NOFORNAORCON

NSL VIO-15720
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SECRE CON

To: General Counsel From: Counterterrorism
Re: (S) 7/13/2005

(s) b2

b7E
1
DTA

(U) On 10/17/2003, the Directoxr designated the FBI
official signing the attached National Security Letter, to make the
required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally to an
employee of the] | Field Office. The institution should
neither send the records through the mail, nor utilize the name of
the subject or any identifying information related to the subject in K2
any telephone calls to the FBI. The institution should not contact b7E
FBIHQ directly in any manner. :

(U) Thel | Field Office should remind the
institution that it ig prohibited from disclosing that the FBI has
made this request.

(U) Any questions regarding the above can be directed to FBIHQ,
TIS| (202) 324 ] sShould the institution be
«unable to ftully comply with this request due to lack of specificity
or should the inmstitution require more detailed information to locate

bo

L e

such records, the Field Office should immediately IONAS
contact TIS for additional information. b2
' b7E

SECRET/ROFORNACRCON

3
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SECRET/N ON

To: General Counsel From: Counterterrorism

bl
Re: (8) 7/13/2005 L o
DA
LEAD(s) :
Set Lead 1: (Action)
AT
b2
(U) Hand deliver enclosed NSL as _indicated above. Upon b7E
receipt of requested records, notify TIS| i(202} Lé
324 |to coordinate immediate delivery of records to FBIHQ, K70
Counterterrorism Division, CTD EQOPS, Room 4944. e

Set Lead 2: {(Action)
GENERAL COQUNSEL

AT WASHINGTON, DC

i/

~04) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Info)
COUNTERTERRORISM
AT ITOS II| 1

(U) Read and Clear.

+*

NSL VIO-15722
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(1) -

[ N Caveat:

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 7/13/2005
To: General Counsel Attn: DCC_Iulie ¥, Thomas
uc|
CTLUL
Counterterrorism - Attns: SSA
SSA
ITOS IT
Attn: IA I

From: Counterterrorism ,
Electronic Suruedillance Onerationa IInit  Room 43844
Contact: TIS

Approved By: Thomag Inilie R

Hulon Willie E
Lewis John E

Drafted By:

Case ID #: (S) | | PSP
.o (8)
o4& T@BF-HQ-CL303375

Title: (S)

%)  Eeops]

. &ﬁ This document contains information derived from an
electronic surveillance or physical search conducted under the
Foreign Intelligence Surveillance Act (FISA). Per 50 U.S.C. Section
1806 (b} and 1825(c), such informaticn shall not be used in any
criminal or administrative prcceeding, including grand jury
proceedings and warrant affidavits, without the prior approval of the
Attorney General of the United States.

SECRET/NO CON

NSL VIO-15723



SECRET/N CON

To: Genexral Counsel From: ounterterrorism B
Re: (s) 7/13/2005 .

(e

0§)  TOLL RECORDS;
NATIONAL SECURITY LETTERS (NSLs)

o

i3)

13) [

(&)

=3

Synopsi5;”~£%6 Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the electronic communications service
provider.®

bl
~@§wn n2

DTE
Enclosure(s): (¥ Enclosed for the Field Office b7A

is an original and a copyz nf a National Secnritv JTetter, datod
7/13/2005, addressed to

------ - ~|requesting Information related to electronlc
COmMUNlcCati0OnNs Services ST e |-

Details: (S//NF,0C) Information about | |

|is regquested to provide any and all

subscriber or customer account information and information
regarding electronic communications services provided to

including, but not limited to, the following:

- any and all subscriber or customer account

S oloke)
RGN

8y information and information regarding electronic E
communications services provided td | )
including, but not limited to, the ToITOWInG: od

oD
b7A

8y

W/oncon

2

NSL VIO-15724



SECRET/N ORCON

I:S:I""“T'o.:.,A_GeIm:cad-—ﬂm-u:nsa1 Eram. _Counterterrorism
Re: (S} 7/13/2005

(5)

bl
b7A

(S) |

bl
oS

IR
EN i

BiA

(U) On 10/17/2003, the Director designated the FBI
official, signing the attached Natiocnal Security Letter, to
make the required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records
personally to an employee of the Field Office.
The institution should neither send the records through the
mail, nor utilize the name of the subject or any identifying
information related tc the subject in any telephone calls to
the FBI. The institution should not contact FBIHQ directly in oin
any manner.

O
-1
a3l

(U) The Field Office shculd remind the
institution that 1t is prohibited from disclosing that the FBI
has made this request.

(U) An stions r ding the above can be directed to
FBIHQ, TIS (202) 324 Should the
JAnstitution be unable to fully comply with 18 request due to 56
lack of specificity or should the institution requi mor B
detailed information to locate such records, the | P;@
Field Office should immediately contact oz
b7E

for additional information.
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SECRET/INGEQRN/ORCON

To: Gengral Coungel From: Counterterrorism b1
Re: (S) 7/13/2005 )
/13/ bT7A
LEAD (s) :
Set Lead 1: (Action)
o)
Hand deliver enclosed NSL as 1n?;ga;gd_§bggg*_1 b7E
on recelpt of ed records, notify TIS bé
(202) 324 o coordinate immediate delivery of n7C
records to FBIHQ, Counterterrorism Division, CTq[:::]EOPS, B
Room 4944,
Set Lead 2: (Action)
GENERAL COQUNSEL
AT WASHINGTON, DC ' -
?§3ANSLB is requested tc record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Info)
v COUNTERTERRORISM
b2
AT ITQS TIT1

(U) Read and Clear.

*"

SECRET/ ORN/ORCON
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SECRET/NeroRN_

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY » Date: 07/12/2005
To: General Counsel Attn: DG _Inlio & Thomae CTLU-1
UcC CTLU-1
Attn: ISS

From: Counterterrorism
Electronic Surveillance Qverations Unit., Rm 4344
Contact: TIS

o2

Approved By: Hulon Willie T prE
Lewis John E Do

Thomas Julie F K70

Drafted By:
Case ID. #: (8) (Pending) )
"““C&( E6F-HO-Cl303375 (Pending)
TR tle: (8)
2
. EQOPS

NSL

Syﬁéﬁélé?““kﬁ Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if

L OAVEAtT 1S This document contains information derived from an
electronic surveillance or physical search conducted under the
Foreign Intelligence. Surveillance Act (FISA). Per 50 U.S.C. Section
1806 (b) and 1825(c¢), such information shall not be used in any
criminal or administrative proceeding, including grand jury
proceedings and warrant affidavits, without the prior approval of the
Attorney General of the United States.

SEC ORN
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SECR ORN

To: General Counsel From: Counterterrorism b1
Re: (8) (Pending) , 07/12/05 b7
necessary, transmits the NSL for delivery to the electronic

communications service provider.!

HE

1) -
De §sify ~ X1-25
| I bl
< b2
b7E
Enclosure(s): @ﬁ Enclosed for thd |Field Office bh7A
are an original and a copy of a National Security Letter, bl
dated 07/12/2008, addressed to | | b7EL
AN
requesting. information relafed To electronic communications b?ﬁ
services provided tol _ b7C
02
Details: +8/ANF/oC] |Field office EC dated LR
- 7/12/2005, -indicates—that Internet--service -for | -
is requested to provide any -
and all subscriber or customer account information and b7D
information _xedarding electronic communications services
provided. to . including, but not limited to, the .
following:
bTA
b2
’ b7E
@y
5) b4
biD
(81
- any and all subscriber or customer account
information and information regarding electronic
(8] .communications services provided to
o8
b7A

SECRET/NOEQRN_
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SECRET

To: Gen 1l Coungael Froam: Counterterrorism nl
Re: (8) (Pending) , 07/12/05 B7A
(S//0OC,NF)
bl
b7A
b6
(S//CC,NF) h7C
T T - : b2
(U) On 10/17/2003, the Director designated the FBI b7k

official, signing the attached National Security Letter, to
make the required certification.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records
personally to an employee of thel !Field Office. The
institution should neither send ) hrough the mail,
nor utilize the name of the subject or any identifying

information related to the subject in any telephone calls to

the FBI. The institution should not contact FBIHQ directly in
any manner. : _

(U)  The| |Field Office should remind the
institution that it is prohibited from discleosing that the FBI
has made this request.

{U) Any questions r rding th ve can be
directed to FBIHQ, TIS | [(202) 324 ]
Should the institution be unable to fully comply with this
request due to lack of specificity or should the institution
require more detailed information to locate such records, the

| Field Office should immediately contact TIS-
for additional information.

SE NOFORN
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SECR QRN

To: General Counsel From: Counterterrorism
Re: (8) (Pending) , 07/12/05

LEAD (s

Set Lead 1: (Action)

AT

(U} Hand deliver enclosed NSL as indicated above

Upon receipt of requested records, notify TIS

Herring (202) 324 to coordinate immediate delivery of
records to FBIHQ, Counterterrorism Division, CTD EOPS,
Room 4343.

set Lead 2: (Action)
GENERAI COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

*"

SECRET
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SEERET/QRCON/NOFORN
FEDERAL BUREAU OF INVESTIGATION

00000001
Precedence: PRIORITY Date: 07/11/2005
To: General Counsel Attn: DGf Julie F, Thomas, CTLU-1
ucC , CTLU-1
Counterterrorism Attn: ssﬁl r
IT?&:ILQQNHE_ALIEBMV15
uc ITQS-I1
uc TFOS
SS TFOS
SS TFOS
ucC | AU
- 851 Iy
Attn: SA
From: Counterterrdrism
EOPS Unit| VRoom 4343
Contact: 1IA
Approved By: Hulon Willie T
Lewis John E
Thomas Julie F
Drafted By:
Case ID #: (S) . %PendinF)
(S)
tU)W“.MEQZ 66F-HQ-C1303375

"Caveat: This document contains information derived from
an electronic surveillance or physical search conducted under
the Foreign Intelligence Surveillance Act (FISA). Per 50
U.S.C. Section 1806 (b) and 1825 (c), such information shall
not be used in any criminal or administrative proceeding,
including grand jury proceedings and warrant affidavits,
without the prior approval of the Attorney General of the

United States. ,
SECRE

NSL VIO-15731



W
Synopsis: " {& Approves the issuance of an ECPA National

()

15)

-y

SECRET NOFORN

To: General Counsel From: Counterterrorism
Re: (S) 07/11/2005

Title: (8)

CAU CAU

Security Letter (NSL); provides reporting data; and, if

necessary, transmits the NSL for delivery to the U.S. Company.

%) Classi 7566, CXS/CTD
Reason 1.5(c)
Dec X1

Enclosure(s): (U)  Enclosed for the[:::::]Field Office is an

original and copy of a Natiopal Securitv Tetter, daﬁed
07/11/2005, addressed to

requesting records oY documents torl I
specified below:

Details: (S//0C,NF) |

(5//0C,NF)

(S//0C,NF})

SECRET/O OFORN
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SECRET ORN

To: Gener Counsel From: Coupnterterrorism
Re: (8S) 07/11/2005

(8//0C,NF)

(S//0C,NF)

0 [ Jead /CTD will work closely with the[ ]
| F—TT0s, and thel |Division to determine if

”“)63 This electronic communication documents both
the approval of the Deputy General Counsel of the National
Security Law Branch and the certification for the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
records or documents for
specified below:

(U) On 10/17/2003, the Director designated the FBI
official, signing the attached National Security Letter, to
smake the required certification.

(U) Arrangements should be made with the
institution receiving the enclosed letter oduce the
records personally to an employee of the Field Office.
The institution should neither send the records through the
mail, nor utilize the name of the subject or any identifying
information related to the subject in any telephone calls to
the FBI. The institution should not contact FBIHQ directly in
any manner. '

(U) -The [::::]Field Office should remind the :
institution that it is prohibited from disclosing that the FBI
made this request.

SECRETTURSOM/NOFORN
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SECRET/O

To: General Counsel From: Counterterrorism

Re: (S)

07/11/2005

(U) Any questions regarding the above can be

directed to FBIHQ, UC|

|, at (202) 3244

and IA| |at {202) 324 | Should the
institution be unable to fully comply with this request due to
lack of specificity or should the institution remmire more

detailed information to locate such records, the Field
Office should immediately contact UC for additional
information.

SECRET NOFORN
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SECRET QOFORN

To: General Counsel From: Connterterrorism b
Re: (S) 07/11/2005 13%A

LEAD(s) :

Set Lead 1: {(Action)

AL ‘ b2
(U) Hand deliver the enclosed NSL as indicated bjE

above. Upon receipt of regquested records, notify IA[___ ] b6
[ 1¢202) 3241—_Jto coordinate immediate delivery of v Seyie

records to FBIHQ, Counterterrorism Division, CTDl [EOPS,
Room 4343. J

Set Lead 2: {(Action)
GENERAT COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirement for NSLs.

Set Lead 3: (Info)

COUNTERTERRORISM

AT WASHINGTON, D.C.

. (U) ITOS-I/CONUS 4/TEBM 15 for informational
purpose only.

Set Lead 4: {Info)
COUNTERTERRORTISM

AT WASHINGTON, D.C.

(U) TFOS for informational purpose only.

SECRET/O QFORN
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SECRET/ORC OFORN

To: General Counsel From: Counterterrorism
Re: (38) 07/11/2005

Set Lead 5: {(Info)
COUNTERTERRORISM

AT WASHINGTON, D.C.

{0) for informational purpose only.

Set Lead 6: (Info)
COUNTERTERRORISM

AT WASHINGTON, D.C.

(U) [:}AU for informational purpose only.

*

SECRET/ORi
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Title: (S)

Precedence: PRIORITY

To: General Counsel Attn:
Counterterrorism Attn:
Attn:

SECRET FORN

FEDERAL BUREAU OF INVESTIGATION

Date: 07/07/2005

DGC j CTLU-1
ucC CTLU-1

From: Counterterrorism
[ fau unit[  }Room 4343
A

Contact:

Approved By: Hulon Willie T
Lewis John E
Thomas Julie F

Drafted By:

Case ID #: (8)
(S)
e 88 66F-HQ-C1303375

SSA
ITOS-1/CONUS 4/TEAM 15
uc |
uc |FEAU
SSEL I
SISS
ing)

o

'caveat: This document contains. information derived from
an electronic surveillance or physical search conducted under
the Foreign Intelligence Surveillance Act (FISA). Per 50

U.S.C. Section 1806 (b) and 1825 (c),

such information shall

not be used in any criminal or administrative proceeding,
including grand jury proceedings and warrant affidavits,
without the prior approval of the Attorney General of the

SE ORCON/NOFORN
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SECRET/URGON/NOFORN

To: General Counsel From: Counterterrorism
Re: (S) 07/07/2005

CAU CAU

Synopsis{"”cgi Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if-
necessary, transmits the NSL for delivery to the electronic
communications service provider.

WG Classifi 7 7566, CXS/CTD
Reason i 1.5(c)

(5]

Enclosure(s) : (U) Enclosed for the Field

Office is an original and copy of a National Security Letter,
dated N7/07/2005. addressed +nl |

1
| requesting names, addresses, length of service,

18]

billing records, and electronic communication transactional
records for the e-mail accounts specified below:

Details: (S//0C,NF)

(s//oc,NF)l |

SECRET N/NOFORN
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To:

Re:

Genera
(S)

SECRET/ORCO

Counsel From: Counterterrorism

07/07/2005

(S//0C,NF)

' (S//0C,NF)

(s//0c MW\l |

(e//0c NF\l

«

(8//0C NFE)

(S//QC, NF)

M
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SECRET /OR

To: General Counsel From: Counterterrorism
Re: (S) 07/07/2005

bl
b'_‘l‘iz'x.

This electronic communication documents both
the approval of the Deputy General Counsel of the National
Security Law Branch and the certification for the enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks
subscriber/billing recerds/electronic communication
transactional records on the following e-mail account:

(Uy ©On 10/I7/2003, the Director designated the FBI
official, signing the attached National Security Letter, to
make the required certification.

(U} Arrangements should be made with the
institution receiving the enclosed letter to produce the
records personally to an employee fo thel Field
Office. The institution should neither send the records
through the mail, nor utilize the name of the subject or any A
identifying information related to the subject in any bf
telephone calls to the FBI. The institution should not b7E
contact FBIHQ directly in any manner.

(U} The Field Office should remind
the institution thatT 1T 1s prohibited from disclosing that the
FBI made this request.

(U) Any questions regarding ahave can be
directed to FBIHQ, SSA at or IA
|at 202—3E;; ; Should the iInstitution be

unable to fully comply with this request due to lack of
specificity or should the institution reauire more detailed
information to locate such records, the |[Field
Office should immediately contact UC for additicnal
information. .

o =1 DN
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oo oo
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SECRET N/NOFORN
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—SECRET/ORCON/NOFORN

To: General Counsel From: Connterterrorism
Re: (S) 07/07/2005

LEAD(s) :

Set Lead 1: (Action)

AT

(U) Hand deliver the enclosed NSL as indicated

[fffff] Upon receipt of requested records, notify IA
(202) ﬂ%::g:]to coordinate immediate delivery o
records to FBI ounterterrorism Division, CTD FCAU,
Room 4343.

Set Lead 2: {Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congre331onal reporting
requirement for NSLs.

Set Lead 3: {Info)

CQUNTERTERRORISM

AT WASHINGTON, D.C.

(U) ITOS-I/CONUS 4/TEAM 15 for informational
purpose only.

Set Lead 4: (Info)

CQUNTERTERRORISM

AT WASHINGTON, D.C.

(U) for informational purpose only.

SECRE FORN
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SECRET/ORCON/NOFORN

To: General Counsel

From: Counterterrorism

Re: (8) 07/07/2005
Set Lead 5: {Info)
COUNTERTERRORISM
AT WASHINGTON, D.C.
(U) CAU for informational purpose only.

+*

SECRET/ORCON/NOFORN
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